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11  AAbboouutt  OOFFSS  MMaarrkkeett  RRiisskk  

11..11  IInnttrroodduuccttiioonn  

Oracle Financial Services Analytical Application Infrastructure (OFSAAI) is an analytical application 
platform which has been architected to be multi-tiered and open-systems compliant. OFSAAI is fully web-
enabled. It’s a 100% thin-client, browser-based interface with zero foot print which dramatically reduces 
the cost of application deployment. All OFSAAI processes, including those related to business, are 
metadata-driven, thereby providing a high degree of operational and usage flexibility, and a single 
consistent view of information to all users. 

OFSAAI product suite includes a rules-framework designer engine, Unified Metadata Manager which has 
a semantic layer of metadata abstraction that is common over both relational and OLAP repositories. 

11..22  RRoollee  ooff  aann  AAddmmiinniissttrraattoorr  

There are two types of Administrators as defined by the OFS Analytical Applications Infrastructure: A User 
Administrator and System Administrator. 

System Administration: refers to a process of managing, configuring, and maintaining confidential data in a 
multi-user computing environment. A System Administrator in creates functions, roles, and mapping 
functions to specific roles. A System Administrator also maintains segment information, holiday list, and 
restricted passwords to ensure security within the application. 

User Administration: is one of the core functions of Security Management which involves administrators to 
create user definitions, user groups, maintain profiles, authorize users and usergroups, and map users to 
groups, domains and roles. A User Administrator controls the user privileges in accessing the application 
and is based on business requirements to provide access to view, create, edit, or delete confidential data. 

A User Administrator grants permissions based on user roles and requirements. The function roles 
SYSADM and METAAUTH function roles should be mapped, to access User Administrator in LHS menu 
of Security Management. The following sections detail the following activities of a System Administrator 
and User Administrator: 

System Administrator: 

• Function Maintenance 

• Role Maintenance 

• Function-Role Mapping 

User Administrator: 

• User Group Role Map 
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22  FFuunnccttiioonn  MMaaiinntteennaannccee  

22..11  OOvveerrvviieeww  

Functions define the privileges to access modules or components in the OFS Market Risk Application and 
define or modify associated metadata information. Function maintenance allows you to create functions 
for users to ensure only those functions are executed which are specific to the user's role. To access 
Function Maintenance: 

1. Expand the Administration menu in the LHS menu of the OFSAAI. 

2. Click Security Management. 

3. Expand the System Administrator menu in the LHS menu of the OFSAAI. 

4. Click Function Maintenance. 

The Function Maintenance screen displays the function details such as Function Code, Function Name, 
Description and the number of Roles Mapped to the function. The Function Maintenance screen also 
facilitates you to view, create, modify, and delete functions within the system. You can also make use of 
Search and Pagination options to search for a specific function or view the list of existing functions within 
the system. 

22..22  CCrreeaattee  FFuunnccttiioonn  

To create function in the Function Maintenance screen: 

1. Select the Add icon from the Function Maintenance tool bar. Add icon is disabled if you have 
selected any function in the grid. The New Function screen is displayed. 
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2. Enter the function details as tabulated. 

 

Field Description 

Function Code Enter a unique function code. Ensure that there 
are no special characters and extra spaces in the 
code entered. For example, VIEWRUN to view a 
Run. 

Function Name Enter a unique name for the function. Ensure that 
the Function Name does not contain any special 
characters except "(", ")", "_", "-", "." 

Function 
Description 

Enter the function description. Ensure that the 
Function Description does not contain any special 
characters except "(", ")", "_", "-", "." 

 

Note:  
Fields marked with an "*" are mandatory fields and must be updated. 

 

3. Click Save to upload the function details. 

The User Info grid at the bottom of Function Maintenance screen displays metadata information about 
the function created. 
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22..33  VViieeww  FFuunnccttiioonn  

You can view individual function details at any given point. To view the existing user details in the 
Function Maintenance screen: 

1. Select the checkbox adjacent to the Function Code. 

2. Click the View icon in the Function Maintenance tool bar. 

 

 
 

The View Function Details screen is displayed with the details such as Function Code, Function Name, 
and Function Description. 

 

22..44  MMooddiiffyy  FFuunnccttiioonn  

To update the existing function details (other than system generated functions) in the Function 
Maintenance screen: 

1. Select the checkbox adjacent to the required Function Code. 

2. Click the Edit Icon in the Function Maintenance tool bar. The Edit Function Details screen is 
displayed. 

 
 

3. Update the required information. 

Note:  
Function Code cannot be edited. 

4. Click Save to upload the changes. 
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22..55  DDeelleettee  FFuunnccttiioonn  

You can remove only those function(s) created by you and which are no longer required in the system, by 
deleting from the Function Maintenance screen. 

1. Select the checkbox adjacent to the Function Code whose details are to be removed. 

2. Click the Delete icon in the Function Maintenance tool bar. 

 

 
 

3. Click OK in the information dialog to confirm deletion. 
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33  RRoollee  MMaaiinntteennaannccee  

33..11  OOvveerrvviieeww  

A role is a collection of functions defined for a set of users to execute a specific task. You can create roles 
based on the group of functions to which users are mapped. To access Role Maintenance: 

1. Expand the Administration menu in the LHS menu of the OFSAAI. 

2. Click Security Management. 

3. Expand the System Administrator menu in the LHS menu of the OFSAAI. 

4. Click Role Maintenance. 

The Role Maintenance screen displays the role details such as Role Code, Role Name, Role Description 
and the number of Users Mapped to the role. The Role Maintenance screen also facilitates you to view, 
create, modify, and delete roles within the system. You can also make use of Search and Pagination 
options to search for a specific role or view the list of existing roles within the system. 

The default codes defined in the application are as follows: 

 

Role Code Role Description Role Description 

MRADM Market Risk Administrator The user mapped to this role will be a 
Market Risk  module administrator 

 

33..22  CCrreeaattee  RRoollee  

To create a role in the Role Maintenance screen: 

1. Click the Add icon from the Role Maintenance tool bar. Add icon is disabled if you have selected 
any role in the grid. The New Role screen is displayed. 
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2. Enter the role details as tabulated. 

 

Role Code Role Description 

Role Code Enter a unique role code. Ensure that there are no 
special characters and extra spaces in the code 
entered. For example, ACTASR to create Action 
Assessor. 

Role Name Enter a unique name for the role. Ensure that the 
Role Name does not contain any special 
characters except space. 

Role Description Enter the role description. Ensure that the Role 
Description does not contain any special 
characters except space. 

3. Click Save to upload the role details. 

The User Info grid at the bottom of Role Maintenance screen display metadata information about the 
role created. 

33..33  VViieeww  RRoollee  

You can view individual role details at any given point. To view the existing role details in the Role 
Maintenance screen: 

1. Select the checkbox adjacent to the Role Code. 

2. Click the View icon in the Role Maintenance tool bar. 
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The View Role Details screen is displayed with the details such as Role Code, Role Name, and Role 
Description. 

 

33..44  MMooddiiffyy  RRoollee  

To update the existing role details in the Role Maintenance screen: 

1. Select the checkbox adjacent to the required Role Code. 

2. Click the Edit icon in the Role Maintenance tool bar. The Edit Role Details screen is displayed. 

 
 

3. Update the required information. 

Note:  
Role Code and Role Name cannot be edited. 

4. Click Save to upload the changes. 

 

33..55  DDeelleettee  RRoollee  

You can remove only those role(s) which are created by you, which does not have any users mapped, 
and which are no longer required in the system by deleting from the Role Maintenance screen. 

1. Select the checkbox adjacent to the Role Code whose details are to be removed. 

2. Click the Delete icon in the Role Maintenance tool bar. 

10 

 



OFS Market Risk Admin Guide 

 

 
 

3. Click OK in the information dialog to confirm deletion. 
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44  FFuunnccttiioonn  --  RRoollee  MMaappppiinngg  ffoorr  MMRR  UUII  

44..11  OOvveerrvviieeww  

Function Role Map facilitates you to view and map a set of function(s) to a specific role within the OFS 
Market Risk application. Functions can only be mapped to a defined set of roles to ensure effective 
system security. The system administrator can create new roles and assign the functions as required 
instead of using the default roles. To access Function Role Map: 

 

1. Expand the Administration menu in the LHS menu of the OFSAAI. 

2. Click Security Management. 

3. Expand the System Administrator menu in the LHS menu of the OFSAAI. 

4. Click Function-Role Map. 

 

The Function – Role Map screen displays a list of available Role Codes in alphabetical order with the 
Role Name. On selecting a particular Role Code, the Mapped Functions are listed in the Mapped 
Functions grid of Function – Role Map screen. The default Function – Role mapping defined within the 
application are as follows: 

 

Function Code Function Description Function Description 

MRADMIN Market Risk Administrator The user mapped to this function will be a Market 
Risk  module administrator 

MRANALYST Market Risk Analyst The user mapped to this function will be a Market 
Risk module analyst 

 

  

44..22  MMaappppiinngg  FFuunnccttiioonn  ttoo  aa  RRoollee  

To map a function to a role in the Function – Role Map screen, do the following: 

1. Select the checkbox adjacent to the required Role Code. The Function – Role Map screen is 
refreshed to display the existing mapped functions. 

2. Click the Edit icon in the Mapped Functions section tool bar. The Function Role Mapping screen 
is displayed. 
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3. In the Function Role Mapping screen, you can search for a function using the Search field and 

edit the mapping. 

• To map a function to a role, select the function from the Members list and click the Select 
icon. You can press Ctrl key for multiple selections. 

• To map all the functions to the selected role, click the Select All icon. 

• To remove function mapping for a specific role, select the function from Select Members 
pane and click Deselect icon. 

• To remove all function mapping for a role, click Deselect All icon. 
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4. Click OK to save the mappings and return to Function – Role Map screen. 

 

14 

 



OFS Market Risk Admin Guide 

55  UUsseerr  GGrroouupp  RRoollee  MMaapp  

55..11  OOvveerrvviieeww  

User Group Role Map facilitates System Administrators to map Role(s) to specific User Group(s). Each 
role has a defined function and any user(s) mapped to the role has to perform only those functions. For 
example, the table below lists the user group mapped to a specific role. 

 

GROUP CODE ROLE CODE 

ADMIN SYSADM 

AUTH SYSATH 

CWSADM CWSADMIN 

 

You can access User Group Role Map screen by expanding User Administrator section within the tree 
structure of LHS menu. The UserGroup Role Map screen displays a list of available user groups in 
alphabetical order with the User Group ID and Description. On selecting a user group, the list of available 
mapped roles are displayed. You can also make use of Search and Pagination options to search for 
specific usergroup or view the list of existing usergroups within the system. 

 

55..22  MMaappppiinngg  RRoollee  ttoo  aa  UUsseerr  GGrroouupp  

To map a Role to User Group, do the following: 

1. Select the checkbox adjacent to the required User Group ID. The User Group Role Map screen is 
refreshed to display the existing mapped roles. 

 

 
 

2. Click the Edit icon in the Mapped Roles section tool bar. The User Group Role Map screen is 
displayed. 
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3. In the User Group Role Map screen, you can search for a Role using the Search field and edit the 
mapping. 

• To map Role to a User Group, select the Role from the Members list and click the Select 
icon. You can press Ctrl key for multiple selections. 

• To map all the Roles to a specific User Group, click the Select All icon. 

• To remove mapping for a user group, select the Role from Select Members list and click 
the Deselect icon. 

• To remove all Roles mapped to a User Group, click the Deselect All Icon 

 

 
 

4. Click OK to save the mappings and return to User Group Role Map screen. 
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