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This guide provides an end-to-end example for how to use Oracle Enterprise Manager
Ops Center.

Introduction
This guide describes how to keep your firmware up-to-date in your data center.

Oracle Enterprise Manager Ops Center uses firmware profiles to provision, or update
firmware on an asset. In this guide, you will be taken through the steps of how to
download firmware images, run a firmware compliance report, and update the
firmware in Oracle Enterprise Manager Ops Center.

You require the following roles to complete the procedures described here:

s Profile and plan admin — Create and manage the firmware profiles and plans.
= Storage admin — Setup the initial software library.

s Update admin — Update the firmware.

Oracle Enterprise Manager Ops Center supports a wide variety of hardware resources.
This release of Oracle Enterprise Manager Ops Center has been extended to support
the firmware update of components such as RAID Controllers, Expanders, Disks and
PDUs. You can now manage the firmware for a variety of hardware resources in
Oracle Enterprise Manager Ops Center.

What You Will Need

You require the following to update the firmware in your systems:
»  Enterprise Controller installed and configured in connected mode.
= Alocal software library setup to download the latest firmware updates.

= Discover and manage the server hardware for which you need to update the
firmware.

s If you are uploading the firmware image, then the firmware image and the
firmware metadata.

Updating Your Firmware

Complete the following tasks in this example to update the firmware using Oracle
Enterprise Manager Ops Center:

»  Storage Library Setup and Downloading Firmware Images




s Uploading Firmware Images
= Run a Firmware Compliance Report

= Apply the Firmware Deployment Plan

Storage Library Setup and Downloading Firmware Images

When you install and configure the Enterprise Controller, there is an Initial EC Library

which is set as the default storage library to download the images from Knowledge
Base.

Set Enterprise Controller Storage Library [<]

Select a storage library For skoring any images automatically downloaded to the Enterprise Controller, The current
Enterprise Contraller Storage Library is highlightad belaw,

Select a Storage Library

Mame « Type LRL ‘ (%E? |
[Py Initial EC Library Local file: fitvarioptizuntoemiocallibts .. 13388
Linwz, Solaris 8-10 Software ... Local file: litvarioptizuntoamiocallibts. . 13388
nfsM0.79.204 41:20490vmiibl - NAS nfsM0.79.204 41:2049vmib 11524
nfsM92165.18.1:20490vmiik2 - MAS nfsM92.165.15.1:2049mlik2 115.24
Apply | Cancel |

An automatic job is scheduled at run at 3.00 a.m daily to download the latest firmware
images. The Enterprise Controller time is followed for the download schedule.

For the first time, the job takes around 1 to 2 hours to complete. Thereafter, only the
latest released version of a firmware image are downloaded. You can view all the
firmware images in the default library. You can also select the scheduled job and run
the firmware image download job any time.
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B2 Initial EC Library

Summary Incidents Monitoring
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Size: 52GH
Used Space: 5%
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For every firmware image downloaded, a firmware profile and plan are created by
default. You can view the default firmware profiles and plans in the Plan Management

section.

< | Navigation

| Message Center

| Assets

~| Plan Management

]
= RAID Contraller
= Firtrewvcare
146435-01
DCHCP1101 tar gz
DCHCP1102 tar gz
FFHCP1101 tar gz
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ILOM-3.0.16.11 _rE5962_Sun_Metra_XE270M2 pky
ILOM-3_0_10_10_c_rE7705-5un_Blade_¥E6275 pky
ILOM-3_0_10_12_c_rE7635-5un_Blade_XE275M2 pky
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ILCM-3_0_16_10_rE5138-5un_Fire_¥4170M2 pkiy
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Select a server to find the latest firmware profiles available for it.




Uploading Firmware Images

You can also upload firmware images to the storage libraries. It is required that the
firmware image to be uploaded has the metadata details or you have to provide the
firmware image metadata details during upload. See Oracle Enterprise Manager Ops
Center Feature Reference Guide or more information about uploading firmware images.

1. Select a software library to which you want to upload the firmware image.

2. Click Upload Firmware in the Actions pane.

»| Actions
~| Operakte

Edit: Library Attributes
Upload IS0 Image
Impork Image

Download OS5 Image

&l & & & &

Upload Firmware %

{5 Mew NAS Software Library

Place In Mainkenance Mode

=

{87y Extract a Monitoring Palicy

3. You can have the firmware file on the Enterprise Controller, or on the local host
where you are running the Ul Select the firmware file from that location.

Define Firmware * Indicates Required Field
Llse the Browse hutton to selectthe imane file. Then click the Unload File buttan to upload.

() Load Firmware from the Enterprise Contraller

(%) Load Firmware from the local host

File Names cojoct 5 file to upload Browse...

4. Select the file and click Upload File button.




Define Firmware * Indicates Required Field
Ilse the Browwse hutton to selectthe image file. Then click the Upload File button to upload.

(") Load Firmware from the Erterprise Cortraoller
(#) Load Firmware from the local hast

File Name: 1ypgjigy1 39444-16 zip

Upload File Cancel
i }Il v -

Search T

5. The selected image starts uploading. The upload progress status displays.

Define Firmware * Indicates Required Field

Firrmware upload is in progress...
| 19%

6. If the uploaded firmware image has the firmware metadata details, then the
details of the firmware image are taken from the metadata. If the image does not
have metadata, then you must enter the details of the firmware.

Define Firmware # Indicates FRequired Fisld

¥ou hawve uploaded a firmwsare with no metadata, Enter the firmmare information manually,

*Firmware Name: | ney frm_upload| 39444-16

Description:

Target Type: (3) Server () Chassis () Switch () PDU

7. Enter the name of the firmware image and description.

8. Select the target hardware type to which the firmware image is applicable.




Click Next.

Depending on the selected target type, all the available platforms are listed. From

the README file of the firmware image, you can view the list of supported
platforms. Select the platforms and move to the Supported Platform list.

Click Next.

Select Platforms

Select the platfarms or models that the Firmware image supparts,

Available Platforms * qupported Platforms

Sun Metra ¥6270 M2 server module
Sun Metra ¥6270 Server Module

v

Sun SPARC Enterprise TS140 Server
Sun SPARC Enterprise TS240 Server

Sun SPARC Enterprise T1000 Server
Sun SPARC Enterprise T3120 Server

Sun SPARC Enterprise TS220 Server
Sun SPARC Enterprise TS440 Server
TS440 2600 1.2GHZ 32GE 2xX146 S5U
TS440 2xBC 1.4GHz 32GE 2-146

TS440 4xBC 1.2GHz 64GE ZX 146 SU

aajaje

TS440 4x8C 1.4GHz 128GE 2-146
TE300 1.2GHz Bcore N1 & 16GE

TGE300 1.4GHz Bcore N1 & 32GB

TE300 1GHz Goore M1 & 4GB b

<

10. Specify the following information for the firmware:

Specify the type and version of the firmware image. The version number of
the firmware image must match the version number of the firmware image
file. For example, the uploaded firmware image version is 7.2.11.

If the firmware image is dependent on any other firmware image, then select
those images from the list. In this example, it is not dependent on any other
firmware image, therefore select None.

If the firmware README file states that the server must be shutdown before
updating the service processor, then select Power Off. You must shut down the
server before you provision the firmware.

If the server requires a reboot after updating the service processor, then select
the option to reboot the system after the firmware update.

Click Next.

11. Review the summary of information provided for the firmware and click Finish to
upload the firmware.




Summary

File URL: file:/fivaritmpi139444-16, zip-4
Firmware Mame: new_frmwr_up_39444-16
Description:
Targek Type: Server

Supported Sun SPARC Enterprise TS140 Server, Sun SPARC Enterprise TS240 Server
Platforms:

Firmware Type: System-Firmware
Yersion: 7.2.11
Depends On:  MNone

Requires Host Yes
Power OFf:

Requires Host No

Reboot After
Update:

The firmware image is uploaded onto the selected software library.

public_nfs1

Summary Incidents Monitoring

| Service Processor Firmware (1)

E:/ b 4 ,@ @ % Search - LRy

P Image Mame - “ersion Type Description Depends On Target
Type
nesy_frmser_up_39444 7211 System-Firme: Server

When you upload a firmware image, a default firmware profile and deployment plan
is automatically created.

~| Plan Management

b

Sun_Syatem_Firmware-8_1_4_e-SPARC_T3-1B. &
Sun_Syatem_Firmwware-8_1_4_e-SPARC_T3-2 pl
Sun_System_Firmwware-3_1_4_e-SPARC_T3-4 pl
Sun_Syatem_Firmwware-8_1_4_e-SPARC_T4-1 pl
Sun_System_Firmware-8_1_4_e-SPARC_T4-1B.
Sun_System_Firmware-3_1_4_e-SPARC_T4-2 pl
Sun_System_Firmwware-3_1_4_e-SPARC_T4-4 pl
Sun_System_Firmwware-3_1_4_h-Netra_SPARC_
ilotn M4¥50-3.0.6.15-r66396 pky

nesy_frmwr_up_ 3944416

(2

Dyramic: System Domain

(2

OS5 Provisioning

(2

Logical Domain
Cracle Solariz Zone
Wirtual Machine

R R Y




You can edit, copy or duplicate this firmware profile or the deployment plan, and
apply the plan on one or many servers.

Run a Firmware Compliance Report

The advantage of running a firmware compliance report is to identify the condition of
the firmware on a specific asset or group of assets.

Select on the targets for which you want to run the compliance report. If your servers
are already grouped according to the server type, then select the group to run the
report.

1. Select Reports from the Navigation pane.
2. Choose Firmware Reports option in the Reports section.

3. Click Create Firmware Report in the Actions pane.

Dracle Enterprise Manager Ops Center - Create Firmware Report

Create Firmware Report

steps QTN Define Report Parameters
1. Define Report Parameters
* Report Name: Schedule 7] creqte Schedule
Output Formak
Description: b C5Y
PDF
*Profile: | sciect profile o

4. Define the report parameters such as Name and Description.
5. Select the firmware profile to which you want to compare the targets’ firmware.

6. You will view the report in the U, but you can also choose to save it as PDF or
CSV or both.

Deselect the Create Schedule option to run the job immediately.
Define Report Parameters

* Report Name: | Firmw(Comnp Schedule [ cpcare sehedule
Dutput Format D oSy

FDF

Description: | T5140 servers

“Profile: | sun_System_Firmware-7_4_2-SPARC_Enterprise_T5140- |

Click Next to select the targets.

7. Select the target assets from the list. You can even select a group of servers.




Select Targets

Available Items Target List{Z)
Assets Product Mame Descripic o Assets a
B E Al Assets Gysteme ochrm-t3140-1-sp 0= oracle.c
S Servers ServerP: wevmbrinA5140-2-5p Uz oracle
= % ochrm-a5140-1-sp.us.oracle.com sun SPARC Enterpr Server
o ¥ 1921881810 virtual Hosts LD
‘ 182-1658-18-10 Solaris 10 Operating Operatic
= ¥ g FoGuestt virtualMachine  LDomiirt
- =1 R R Colenie (A P oLt oL i

Add to Target List

Click Next to view the summary of report parameters.
8. Review the report parameters and click Run and Close.
When the job is completed, the status of the report is displayed under Report

Results.

~| Report Results

R 1"_',' *! Search - x o
OWn% Statusl Report Mame Description Report Type Run Date +
root ~C FirmComg T5140 Servers Firmwware Complis 01/21/2012 10:00

Select the result and click the Interactive icon to view the results on the Ul The report
result is displayed.




Dracle Enterprise Manager Ops Center - Report Details

Report Mame: FirmComnp
Fun Date: 01,/21,/2012 10:00:19 pm I5T

Report Type: Firmware
Compliance Report
Status: Successful But Mot

Description: T5140 Servers Compliant
Report Result Report Parameters
~| Targets of the Report (2)
@; E}i Iﬁ Search - x |0
Host Status
vmiarm-t51 40-2-2p.us . oracle.com Mot Complisnt
ochbrm-t5140-1-5p.us oracle .com Mot Compliant
Firmware Updates Applicable to Selected Targets (1)
(5% Search + x |0
Proposed IRz M
Host Target Moddel Firtreavare Type Current Yersion Verpsinn Firmwvare Status
Packages
svimirm-tsd 40-2-5 Server System-Firmware 7.2.7.d 742 Sun_System_Firm Mot Complisnt
Execute Job Rerun Report Cloge

Apply the Firmware Deployment Plan

From the report result, you can view the servers that are compliant and not compliant
with the selected firmware profile. You can update the firmware using one of the

following methods:

= Toupdate all the Not Compliant servers, click Execute Job in the report result

window.

= To update only selected servers, apply the firmware deployment plan on selected

targets.

The following procedure describes how to apply the firmware deployment plan on the

selected servers:

1. Shut down the server gracefully. Most of the firmware update requires that the
server is not in running state when updating the firmware. The firmware image
contains the power off command which results in a hard shut down of the server.

2. To apply the firmware deployment plan on the selected targets, select the plan
from the Plan Management section, and click Apply Deployment Plan.
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~| Plan Management

[ .- -

Sun_Syatemn_Firmyvare-7_4_0_d-Metra_T5220 pkg-plan
Sun_Syatemn_Firmyvare-7_4_0_d-Metra_T5440 pkg-plan
Sun_Syatemn_Firmyvare-7_4_0_d-Metra_TE340 pkg-plan
Sun_System_Firmyvare-7_4_0_d-SPARC_Erterprise_T5120+T5220 0
Sun_System_Firmyvare-7_4_0_d-SPARC_Erterprise_T5140+T5240 0
Sun_Syatem_Firmyvare-7_4_0_d-SPARC_Erterprize_T5440 pkg-plan
Sun_Syatemn_Firmyvare-7_4_0_d-Sun_Blade_TE340_Server_Module )
Sun_Syatem_Firmyvare-7_4_2-Metra_TE340 pkg-plan
Sun_Syatem_Firmyvare-7_4_2-SPARC_Erterprize TS 40+T5240 plg-
42 a-Metra_TS220 pkg-plan
4_2_a-Metra_Ta440 pkg-plan

4 2 b-Sun_Blade TE340_Server_Module |
0_5_c-Metra_SPARC_T3-1 pkg-plan

0_5_ c-Metra_SPARC_T3-18 pkg-plan

0_5 c-SPARC_T3-1 pkg-plan
Delete Wersion bt

M S A CRAD™ T3 AD welems elme

i e

%

Edit Deploymernt Plan
Copry Deployment Plan
Apply Deployment Plan
Delete Deployme

1 % &S

o

Select the targets on which you want to apply the plan. Apply the plan with

minimal interaction as you do not want to change any parameters of the plan and

the profile.

If you are trying to install a firmware version lower than the existing version on
the server, then you must edit the profile or apply the plan with the option to
override the values. In the firmware profile, select the option Force Downgrade for

a successful update firmware job.

Oracle Enterprise Manager Ops Center - Select Target Assets

Select Target Assets @

]
ORACLE

Seleck the assets bo be targets of Update Firnware 'Sun_System_Firmware-7_4_2-SPARC_Enterprise_TS140+T5240.pkg-plan’ w1,

then specify how the plan will be applied.

Available Items

Assets Produck Mame Description e’
B [E ArAssets SystemiGraup
= Sewnvers ServerPseudoPagi

= E ochrm-t5140-1-sp.us.oracle.com sun SPARC Enterpr Server
D te-tes-15-00
921681510

Yirtual Hosts LDomxYM3erver
Solaris 10 Operatinge OperatingSystem
BHEl g FeGuest!

virtualMachine LDombirkServer

=] a7 AGR 18 39 Felein 40 P mabin s ek el Teaa

< ?

Al to Target List

Filter assets according ko plan's characteristics,

How would you like to apply the plan?

() apply with minimal interaction. ) Allow me to override any profile values,

Target List{2)

Azzets o

ochrm-t5140-1-zp us.oracle.c

wvmbrm-t51 40-2-2p us oracle

Mext | Cancel |

4. Schedule to run the job now and click Apply to run the update firmware job on the

selected targets.

1



summary

The Fallowing values will be applied to the targets,
Force Reinstall: Mo
Force Downgrade: o
Reset Service Processor: Mo

Firmware Image(s): Sun_System_Firmwware-7_4_2-SPARC_Enterprize_T3140+T3240 pkg

= Previous | Apply | Cancel |

Run the update firmware job and view the hardware summary for the updated
firmware image details.

You can now obtain firmware images and use them to update your hardware assets in
Oracle Enterprise Manager Ops Center. No matter on how many assets you want to
provision firmware, a consistent firmware image provisioning is achieved using the
firmware profiles and deployment plans.

What’s Next?

You can provision operating system of your choice in the hardware. See Related
Articles and Resources for more information about provisioning operating systems.

Related Articles and Resources

For more detailed information about firmware provisioning, refer to the following
guides:

»  Oracle Enterprise Manager Ops Center Feature Reference Guide

»  Oracle Enterprise Manager Ops Center Administration Guide

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or
visit http: //www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.
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