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About this Guide

The Oracle Communications Session Element Manager User’s Guide provides
information pertaining to Net-Net Central’ s Element Manager application and describes
the dashboard summary view, audit log, fault, and performance views.
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Overview

Getting Started

About Managed
Devices

Minimum Net-Net
SBC Configuration

Element Manager enhancesthe core system by providing provisioning capabilities, along
with fault and performance statisticsfor your managed devices. The didersincluded with
Element Manager are:

Dashboard Manager: Provides a dashboard summary view with at-a-glance device
status and key performance indicators for your managed devices

Configuration Manager: Load and provision devices:

» Customizeyour configuration by choosing from three distinct configuration view
styles. Top-level elements are grouped by:

Default: Displayed logically, according to the type of configuration required

ACLI: Displayed asthey would appear in the ACLI: by media-manager, session-
router, system, or security

List: Displayed in an alphabetically-ordered list

» Conduct view-to-view navigation: Switch from one configuration view to
another configuration view, with the content area automatically refreshing to the
last attribute displayed from the previous view

« View your own modifications made to a device viaalocal configuration view,
which details your configuration changes

Fault Manager: View events, darms, and trap summary data

Performance Manager: View performance statistics collected from the Net-Net SBC,
such as system, SNMP, IP, environmental, and so on

Net-Net Central’ s Element Manager application allows for the loading, configuring, and
managing of devices, (Net-Net SBC). This release of Net-Net Central can manage the
following devices:

C-Series—Also known asthe Net-Net 4000 series and Net-Net 3000 series. The Net-
Net 4000 series contains two systems: the Net-Net 4250 and Net-Net 4500. The Net-
Net 3000 series contains two systems: the Net-Net 3800 (Sku 3810) and Net-Net
3820.

D-Series—Also known as the Net-Net 9000 series, it contains one system: the Net-
Net 9200.

E-Series—Also known as the Net-Net 2000 series, it contains one system: the Net-
Net 2600.

The Net-Net SBC configurations you plan to manage using Net-Net Central must have
the following information configured in order to be properly loaded into Configuration
Manager. To verify the minimum configuration for Net-Net SBCs you plan to manage,
see the following documentation:

Version 7.3

Oracle Communications Session Element Manager User’s Guide 15



GETTING STARTED

Boot Parameters

System Configuration
Element

SNMP Community
Element

Trap Receiver Element

¢ Net-Net Central Configuration Guide for details about configuring a Net-Net SBC
using the Acme Command Line Interface (ACLI)

* Net-Net ACLI Reference Guideto refer to all ACLI commands

Boot parameters specify the information your Net-Net SBC system uses at boot time
when it preparesto run applications. The Net-Net SBC system’ s boot parametersinclude
the Net-Net SBC system’s | P address for the management interface (wancomO) and the
target name.

Net-Net Central usesthetarget nameto uniquely identify aNet-Net SBC from among the
list of Net-Net SBCsin the content area. Y ou need to ensure that all Net-Net SBCsyou
plan to manage, thus load, with Net-Net Central have unique target names. Otherwise, a
list of Net-Net SBCs, al with the default name acmesystem would appear in the list.

Ensure the following boot parameters have been configured:
e wancom0 IP address and mask
e target nameis set to a unique name (do not use the default name acmesystem)

Y ou need to ensure the system-config element has been configured. This element
establishes general system information and settings, for example:

e Contact information for this Net-Net SBC system for SNM P purposes
¢ Ildentification of the Net-Net SBC system for SNMP purposes

e Physical location of the Net-Net SBC system for SNMP purposes

¢ Whether SNMP is enabled on the system

e Whether traps are enabled

e Default gateway

For complete detail s about system configuration, see the Net-Net 4000 Configuration
Guide and the Net-Net ACLI Reference Guide.

Y ou need to ensure the snmp-community element is configured. This element defines
the Net-Net Central server from which the Net-Net SBC system will accept SNMP
requests. Specifically, you need to ensure:

e |Paddresslist contains the address of the host upon which Net-Net Central server is
running. | P address(es) for SNM P communities for authentication purposes.

e Access modeisread-only

Note: If configuring the snmp-community element for a cluster, you must
add both server |P addresses in the cluster.

Note: If you change the snmp-community valuesfor your Net-Net SBC,
you must remove the SBC from the Device Manager, and then add it again
for the NNC server to update this SNM P information.

Y ou need to ensure the trap-receiver element is configured. This element defines the
Net-Net Central server to which the Net-Net SBC system sends SNMP traps for event
reporting. Specifically, you need to ensure:

* |Paddressisthat of the Net-Net Central server
* Filter level isset to All

16 Oracle Communications Session Element Manager User’s Guide Version 7.3



GETTING STARTED

¢ Community name matches the name in the SNMP community element

Note: If configuring thetrap-receiver element for a cluster, you must add
both server |P addressesin the cluster.

Accessing Net-Net Central

Y ou can accessthe Net-Net Central server by using two addressformats (as shown in step
2)

To access Net-Net Central:

Open aWeb browser.
2. Connect to the Net-Net Central server using one of the following address formats:

http://<Net-Net Central server IP address>:8080
https://<Net-Net Central server IP address>:8443

The Login screen appears.

&
] ﬁ packc{ Welcome to Acme Packet Net-Net Central 7.0

The programs included herein are subject to a restricted Lse license and can only be used in conjunction with this application.

Llarname

Password

Login

3. Enter your user name and password and click L ogin. (The default usernameisadmiin,
with a default password of admin.)

Version 7.3 Oracle Communications Session Element Manager User’'s Guide 17



GETTING STARTED

Y ou have now accessed Net-Net Central.

Navigation Bar

Menu Bar

Toolg = | Seftings ~ | Help =

Dashboard Manager

Device Target Mame

Device Manager : -.!__'J Hatme

Devices : ii--] LS

Device Groups

Licensze
Security Manager
Configuration Manager
Fault Manager +
Performance Manager

g Refresh A

Route Manager +

Note: Whenyouloginto Net-Net Central, your display will differ based on

your licensed applications.

Software Version

Content Area

Hardware Yersion

18 Oracle Communications Session Element Manager User’s Guide
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Introduction

Using Element Manager

Dashboard Manager

Configuration
Manager

Net-Net Cetnral’s Element Manager lets you configure and manage your devices and
view fault and performance data.

The following sections describe the sliders included with Element Manager.

Dashboard Manager contains the summary view where you view a dashboard summary
of critical alarm counts, health scores, CPU usage statistics, and other data for your
devices.

Dashboard Manager -

Summary Wiewy

For more information about these statistics, see the Summary View chapter of thisguide.

Configuration Manager letsyou load and configure your devices. Onceyou finish making
your configuration changes, you apply them and perform an update to save the changes
to the Net-Net SBC.

Configuration Manager =

Default view ¥ _____Thisisapartid listing of thisdider.
Devices
4 ] Glokal zettings
System
4 | Management

SHMP
Accounting
Authentication
Authertication parameters
Logging
Alarm threshalds
Tracing
NTP
Collection
Pazsword policy

Interfaces

Media manager

SIP

H323

a lwF

MAF stack
SIP-2E50 Map

Version 7.3
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Fault Manager

Performance Manager

Fault Manager containsinformation pertaining to events (caused by actionsthat generate
alarms, entriesin alog file, or SNMP traps), alarms, and trap event settings for your
devices. Y ou can monitor events, alarms, or trap data and save the datato afile. Y ou also
clear alarms within Fault Manager.

Fault Manager o
Everts
Alarms

Trap evert setting

Performance Manager displays real-time, on-demand performance statistics for
monitoring performance and utilization. Y ou can view this data or saveit to afile.

Performance Manager ”
Devices

o '-i.'] Perfarmance Groups
System
SMMP
IF
Ervironmental
Realms
SIP zession
H323 session
MZEP
Trap takle summary
Storage utilization
D=
Cached contacts
b cortrols
EMUM servers
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Content Area

USING ELEMENT MANAGER

The content areais your work area. Y ou can aso view fault and real-time performance

datain the content area. Theinformation that appears depends on which navigation slider
you select. The information that appears depends on which navigation slider you select.
The following example shows Dashboard Manager, summary view, which appears with
Element Manager.

Acme Packet Net-Net Central Summary

| ‘Refresh | | Autorefresh. | | Stop Auto Refresh

Mon May 02, 2011 15:13:19 EDT

admin last logged in Mon May 02, 2011 11:24:17 EDT from 10.1.20.33

]

Device Target Mame

Home
4 lusa
4 [C]East
a il Boston
a‘I 723080170172 =d170_=d171

@1723080415  manhsttan

Health Score

100

] 11 Days 21616

BiE {E

Ug Time

330ays 21:23:47

Software Yersion Hardware Yersion

SCHEZ20m3 3500

SDT00mE 9200

Top 20 Alarm Counts

]

|:} o
e

1Hh C
Hneaith Scores

Device Critical fajor

B zzo g o

Damp o o

emanhaﬂan u 0
~ 75-100
~ 50-74
— below 50
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Working with Configuration Views

There are three configuration views within Configuration Manager: Default, ACLI, and
List. These views let you navigate around the top-level configuration elementsin a
specific way. The following sections describe each of these views.

No matter which view you select, you will be able to peruse all of the possible top-level
configuration elements for your device. Once you select your view, and configuration
element, the content areawill display al attributes (or parameters) associated with this
configuration element.

Navigating Y ou can switch between views at any time during your session. When you switch from
Between one view to another view, the content area automatically opens to the top-level element
Confi gu ration you were working in from the previous view. For example, if you were working in the

Views default view, under global settings, mediamanager, and you switched to the ACLI view,

the content areawill open to the top-level element, media-manager.
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Tools »- | Seftings = | Help »

Dashboard Manager
Device Manager
Security Manager

Canfiguration Manager

Tree-vigw style v

Devices
4 ] Global settings
System
Redundancy Configuration
(] Maragement
Interfaces
Media manager
SIP
HZ245
H323
(] hvF
Metvwoark parameters
Metvwark maragement cortrol
] Security
- (] Border gateweay
- (] Routing

- [ Services

Using the Default
View

USING ELEMENT MANAGER

Below is an example of the Default view with the top-level element, System, selected.
The content area displays all attributes for the system element.

+

sd170_sd171(172.30.80.170-172.30.80.171)

systemConfig

Hast name

Diescription

Location
Default gateway
IPvG support

Default IPve gateway

Build 81 testing

Developrnent lab

Management interface access list

IP address

Add

Call trace
Internal trace
Log filker
Restart

Exceptions

172.30.0.1 {Enter a valid IP address. Def:

disabled w | (Default:disabled)
(Default::)

Metmask Dezcription

disabled w | (Default:dizabled)

disabled w | (Default:dizabled)

all w | (Default:al)

enabled w | (Default:enabled)

Asthe name implies, thisisthefirst view presented, by default. With the default view,
the top-level configuration elements are grouped logically, according to the type of
configuration required: managing global settings and security, configuring routing, and
defining services (media, signaling, and agents.) All top-level elements, and their
corresponding attributes (or parameters) are displayed using Net-Net Central |abels, and
not using ACL| parameter names, for example, Proxy | P port, and not home-pr oxy-
port.

Inthe Default view example below all top-level configuration elementsrelated to routing,
such aslocal poalicy, session routing, or ENUM are grouped together under Routing. Y ou
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expand the configuration category folders (for example, Routing) to view the top-level

elements for each category.

Configur ation Manager

Default view
Devices

- ] Global settings

4 ;__-i Routing
Local policy
Local routing tahle
Sesszion routing
Haost routes
ErLIRA
Static flow

- ] services

About Default View
Groups

The default view provides alevel of organization not available with the other two views.
Thelogica grouping of top-

level elements into function-specific categories allows you

to approach your configuration tasks holistically, rather than just navigating to atop-level
element individually. The following table displays the categories and their sub-
categories. Top-level elements are found within these categories.

Configuration Categories Sub-categories Categories within Sub Categories
Global Settings Management
IWF
Security IKE
Routing
Services Media
Signaling SIP, Translation, Call Admission
Control
Agents

Using the ACLI
View
Central configuration labels

With the ACLI view, the top-level elements are displayed as they would appear in the
ACLI: grouped under media-manager, session-router, system, or security. All Net-Net

are listed according to their corresponding ACL| parameter
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Using the List View

ACLT wiew

Devices

a2 .
4 1| medis-manager

media-manager
realn-config
static-flow
steering-pool
dnz-config
media-policy
codec-palicy

realm-group

ext-policy-server

g :'L_-J =ession-router
: Ei_,:] yatem

» ] security

List wienw
Devices
BofConfig
ErnumiCanfig
H323Config
H323StackConfig
v fStackConfig
LiConfig
LocalRoutingConfig
MetworkParameters
RedundancyConfig
WhgConfig
Whg=cConfig
accessControl
acctConfig
adjacentiad
auditlogging
aLthConfig
aLthParamsConfig

callRecardingServer

USING ELEMENT MANAGER

names (for example, home-proxy-port, and not Proxy | P port). The example below
displays the top-level elements under media-manager.

Configuration Manager

With the List view, thetop-level elementsare displayed in an alphabetically-ordered list,
and in the ACLI parameter format, for example, enum-config and not ENUM. Thereis
no special grouping as with the other two views. Thisis an easy way to locate atop-level
element if you are unsure of how it isgrouped in the Default view or the ACLI view. For
example:

Zonfiguration Manager
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About the Devices
Element

Tools = | Settings ~ | Help =

Dashboard Manager
Device Manager
Security Manager
Configuration Manager

Devices
4 ,-\i Global settings
System
Redundancy Configuration
- [ Management
Interfaces
Media marager
=
H248
H323
oL hAE
Metwark parameters
Metwork management cortrol
] Security
[ Border gatewvay
(] Routing

- ] Services

About the
Relationship with ACLI

Tree-view style e

Thefirst category shownin Configuration Manager (for all threeviews) isDevices. When
you click Devices, the content area displays the list of device groups and devices added
to Net-Net Central. From here, you select and load your device for configuration. In the
example below, the Default view is selected, with Devices displayed along with the
devices listed in the Boston device group. For more information about loading a device
for configuration, see Loading a Configuration (35).

«d170_sd171(172.30.80.170-172.30.80.171)

+ || Device Target Name Software Yersion Hardware Yersion
+ Home
— & lusa
4 .'l_]East
4 | Boston
D 17230801704172.30. = T0_scd171 SCHE20m3 MM 3800
Gi7z23080115 manhattan SDY00mE MM 3200

Net-Net Central provides aa GUI-based approach to managing Net-Net SBCs. It
provides the ability to configure and monitor standalone Net-Net SBCs and clusters of
servers, with configuration, fault, performance, and security management for the Acme
Packet product line.

The ACLI isan administrative interface that communicates with other components of the
Net-Net system. The ACLI isasingle DOS-like, line-by-line entry interface that you can
use to configure and monitor your Net-Net family of products.

Y ou can use Net-Net Central to perform almost all the same configuration and monitoring
functionsthat can be performed using the ACLI. (Seethe Net-Net ACLI Reference Guide
for more information about using the ACL1.) Y ou can use both interfaces to work with
Net-Net SBCs; even switching from Net-Net Central to login to a Net-Net SBC and use
the ACLI.
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Performing At the bottom of the Device display there are six actions you can perform. When you
Actions from invoke one of these actions, Net-Net Central targets the last device loaded for editing,
Devices Display except for Refresh and L oad. Y ou must make sure the device you want to target is
loaded.
Refresh Loz Wiewy changes Update Wiewy tasks Get inventory

The loaded device appears as header text above the Device table. In the example below,
device sd100(172.30.80.100) is loaded for configuration changes.

sd100{172.30.80.100})

This is the currently loaded
managed device.

Device Target Mame Software VYersion Hardware Wersion
Harme:
4 lusa
4 | East
1723080100 =d100 SCE20m3 rM 4250
1723080 10-1723080 % sd210_sd211 SC620m3 MM 4250
a st
4723081115 manstes SD700mE rM 9200

The actions are explained in the table below.

Action Description

Refresh Refreshes all devices for all device groups listed. The Refresh button is
always enabled

Load The Load button is enabled after you select a device from the list of devices
on the Devices display
Once invoked, loads the configuration for the currently-selected device for
editing. If a new configuration version is available, the corresponding
device’s configuration data is refreshed

View Changes Displays a list of all configuration changes for the selected device. By
default, the table initially displays the changes made by the current user. By
changing the User parameter to another user, or to the value, all, you can
view all users’ changes in a single list. From View Changes, with the
appropriate permissions assigned, you can:

. Refresh: Refreshes the data in the view changes list

. Undo Changes: Will undo all changes you made to this device. You
cannot undo changes made by another user

. Change Owner: Allows you to transfer the ownership of your changes to
another user. You cannot change the ownership of changes made by
another user

. Update: Launches a dialog box with three options: Save and activate
configuration (default), Save configuration, and Activate configuration.
You cannot update the changes made by another user

. Save to file: Saves the data displayed to a text file in comma separated
values (CSV) format
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Action Description

Update Launches a dialog box with three options:

. Save and activate configuration (default): saves the configuration
changes and activates the current configuration on the Net-Net SBC to
make it the running configuration

. Save configuration: Saves the current configuration changes to the
Net-Net SBC (targeted device)

o Activate configuration: Activates the current configuration on the Net-
Net SBC to make it the running configuration

View tasks View the device tasks (or operations) performed on this device

Get Inventory Accesses configuration inventory details for this device
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This section contains information about user-interaction scenarios, error messages, tool
tips, configuration for single-instance elements, and configuration timestamps.

Methods Net-Net Central provides different methods for user interaction. Some examples of these
methods are:
e Textfields
« Dialog boxes
*  Combination boxes
*  Checkboxes
e Options selector
* Radio buttons
Ofteninstructionsare provided for aparameter. Theseinstructionshel p you to understand
the guidelines of your entry, whether or not thisis arequired field, and provides the
default value, if there is one. For example:
Max. message queLe before failowver (#) 100 {Range:1..4096, Default: 100}
Text Fields Text fields alow you to manually enter information, usually with certain guidelines, for
example, you can enter up to 25 characters, or you cannot include spacesin your entry.
In the example below, thereisarequirement to theright of thefield to instruct you, which
includes a default value for this parameter:
Default gateway 172.230.0.1 (Enter a valid IP address,
Default:0.0.0.0)
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Dialog Boxes

There are three types of dialog boxes most commonly found in Net-Net Central:
e Alerts
e Informational
e Configuration-required

The simplest type of dialog box is an alert, which displays a message and can appear
following an action, such as updating a parameter. Thistype of dialog box generally
requires an acknowledgement, by clicking OK, to ensure the message has been read. For
example,

Success

"f Updated successfuilly,
L

Dialog boxes can deliver additional information. For example, if you view an event inthe
Event table under Fault Manager and want more information, click the event to open a
dialog box with more event detail. For example,

Failed resource
Type

Trap name
Trap category

System up time

Event detail M
Time created Fri Feb 04 14:56:25 EST 2011
Description Device 172.43.254.110 is
reachable.
Severity Clear
Default severity Clear
Source sd10
Source IP 172.43.2534,110

172.43.254.110

Paoliing
apEMSHodelnreachableClear
TRAP

0 days, 0 hours, O minutes, <
seconds

Ok

30 Oracle Communications Session Element Manager User’s Guide

Version 7.3



Combination Boxes

*Protocol

Checkboxes

Device type:
IP address 1;
IP address 2

SHMP community name;

SHMP port:

User name:

Passwiord:

web protocol:

Web port:

wWieh Services protocal:
web Services port:

Device Group

Set device group

Ok

USING ELEMENT MANAGER

Dialog boxes can also be a means to group parameters together, for example, al
parameters required for adding a device. Typically, you open this type of dialog box by
clicking a button, such as Add or Edit. Y ou can encounter different user-input methods
within adialog box. For example:

Add Device

2800,4250/4300/9200 hd
172.30.10.100

public
161

adrnin

Home

Apply. Add more?y Cancel

With combination boxes, you expand apre-defined list of choicesby clicking onan arrow
totheright of thetext field. To make your selection, you click your choicein thelist. For
example:

» | (Unigue required, Default:UDP)
DR

ICMP

ALL

TP

With checkboxes, you can select one or more choices from a pre-defined list of choices
list by clicking in the box to check it, for example:

Password contains at least one of the following

W Murneric character

¥ Special character
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Options Selector When configuring options for certain Net-Net SBC features, you click the option in the
Available options list to select it, and you click | == | to move it into the Selected options
list. Y ou repeat this process to add additional options.

To remove an option from the Selected options list, you click the option in the Selected
options list to select it, and you click | .. | to move the option back into the Available

options list.

Below is an example of media-load-limit moved into the Selected options list:
Available options Selected options
alg-agingoad-rnas-exn = s rmedia-load-irmit

algd-load-average-number-¢

alg-aging-cpu-irmit
rrir-signal-curation
media-load-limit
alg-aging-load-max-loop
alg-aging-max-exp

algc-load-irmit
nat-load-drop
alg-aging-rnax-oop _'_i
User-Defined Options Some options require additional configuration, for example, adding a percentage. In such

cases, an options description provides you with guidelines for your entry. For example,
the description for media-load-limit is:

Description

Syntax:media-loadHimit =percent Defines the CPUG at which MBCD will start
rejecting Flow ADD requests, The default is 95, A value of 0 or 100 disables
[ad lirmiting,

Y ou enter text into the User defined option text field and click Add to update the option
with your entry, for example:

Lser defined option 75 Add

To edit auser-defined option, click Edit at the bottom of the Options selector dial og box.

Radio Buttons With radio buttons, you select one choice only from a pre-defined list of choices. You
click the radio button next to your choice to make your selection. For example:
Update configuration for sd117(172.30.10.117) ¥

to perform:
" Save configuration

™ Activate configuration

6.4 Cancel
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Error Messages If you incorrectly enter avalue in atext field, and try to apply this change, you will
receive an error message, along with an error panel detailing your input error. For
example, if you enter avalue beyond the valid value range, you will receive avalidation

error.
Entering an Incorrect In the example below, an incorrect value was entered. Subsequently, thetext field is
Value outlined in red, with an exclamation point, letting you know there was an error:
Session cache tirmeout (hours) [25 |@\ange:lj..24. Default:12)

An error message pops up in the content area directing you to an error panel with a
description of your mistake, as shown in the example below. Y ou must click OK to clear
this error message.

Error

' Falled to edit.Error occured. Please see
. the etror panel for detais,

The error panel is shown in the top-left corner of the content area. Below isthe example
of the error panel, Configuration Errors, associated with the Session cache timeout
(hour s) mistake referenced above:

Configuration Errors:

(13)Session cache tirmeout (hours )isessionCacheTimeout ) Invalid value '25° ¢ 25" is not a valid value of union type
TLSGlobal_sessionCacheTirmeout_uint',

Reentering a Correct Onceyou click OK to clear the error message, you can reenter a correct value in the text
Value field. Youmust click Apply to apply your value. When correct, you will receive asuccess
message. Click OK to clear the message.
Success

"j Updated successfuilly,

Using Tool Tips When configuring your device in Configuration Manager, position your cursor over a
parameter field or checkbox to view atool tip. Tool tipsdisplay the complete path to, and
name of, the corresponding ACL| parameter. For example,

Prevent duplicate attributes disabled w | (Default:disabled)
session-rouker- =account-config- =prevent-duplicate-atkrs

Note: Tool tipswill display no matter which view you usein Configuration
Manager: Default, ACLI, or List view.
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Configuring
Single-Instance
Configuration
Elements

Configuration
Timestamp

With multi-instance elements, the configuration parameters |oad automaticaly in the
content area once you select your top-level element. When configuring single-instance
configuration elements, such as accounting or session routing, you will be prompted to
add the configuration to the content area by clicking Add. For example:.

«d100{172.30.80.100)

Please press "Add"’ button to add configuration

Onceyou click Add at the bottom of the content area, the accounting parametersload and
a success message appears.

You must click OK to clear the message to begin configuring.

Y ou might see a configuration timestamp while configuring parameters. This timestamp
isfound in the content area, for example:

Last modified by MMNC_admin_172.43.0.108
Last rodified date 2011-02-17 16:25:03

The configuration timestamp displays last modified information for configuration
changes made.

When you make configuration changes to elements, the Last modified by field displays
the following information:

Last modified by:

¢ Net-Net Central identifier

¢ Name of the user that made the modification

e |Paddress of the host machine running Net-Net Central

Last modified date:

< Date and time, which is displayed in the string date/time format, YYYY-MM-
DD HH:MM:SS, for example 2011-02-17 16:25:03

Note: If asub-element ismodified, the timestamp belonging to the element
is updated to indicate the modification time.
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Loading a Configuration

Y ou load adevice' s configuration by retrieving the device' s configuration from the Net-
Net SBC and loading it into the Net-Net Central database. To do this, you target the
specific device you want to load from the Configuration Manger device table. This
processiscalled loading alocal configuration copy. It isan on-demand process, whereby
you do not have to replicate large device configurations and retains the Net-Net SBC as
the master database.

Y ou must first associate the devices you add in Device Manager before you can load your
device configurations. For more information about adding devices, see Net-Net Central
Core Functionality Guide, Managing Devices.

Associating When you associate adevice you link it to your Element Manager license. Y our license
Devices alows you to configure a set number of devices at one time.

For moreinformation about licensing, seethe Net-Net Central Core Functionality Guide,
Viewing Net-Net Central License Information.

Y ou can associate one device at-a-time, or you can associate all devices within adevice
group, if your license permits.

To associate a device to the Element Manager License:

Expand the Configuration Manager slider.
Click Devices. The Device table appears in the content area.

3. Click Add devices. The Devices associated with Element Manager license appears
in the content area.

4. Fromthe Devicelist, expand your device group folder and click the device you want
to associate.

5. Click [ #dd= | to move your device to the Maximum Element Manager licensed
device count table.

Devices associated with Element Management license

Select a device group or device from the Device list tree. Click Add to associate it with the Element Manager. Click Rerove to cancel the association. You can only associate
device groups and devices with the Element Manager if they have the required permissions.

Device List Maximum Element Manager licensed device count: 500, current: 2
Home 4 |i__'_] Morth America
- Al =
(] Morth America 4 (] South America

Remowve =

a ] South America 509

=10
=d3

6. Click OK. A success dialog box appears.
7. Click OK.

Y our deviceisassociated with your Element Manager license so you canload your device
configuration.
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Loading a Local
Configuration
Copy

Toload alocal configuration copy of your device for configuration:

Expand the Configuration Manager slider.

Click Devices. The Device table appearsin the content area.

Click the arrow next to the device group folder to expand the list of devices within

this device group.

Click the arrow to
expand the view.

- [ Esst

Thelist of devices appears for this device group.

Device Target MName Softvware Wersion
a {usa
© [ lvvest
4 ] East
Di723080100  =di00 SCE20m3
172.30.80.210-1" =d210_=d211 SCE20m3

4. Click the device you want to load and click L oad.

a | East

3

94723080100 =100

A Progress dialog box appears.

Progress
Adding data, please wait...
| Adding...

5. A Success diaog box appears. Click OK.

Success
',j Configuration loaded successfully.
L]

Hatdware Wersion

MR 4230
MM 4250
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Y our device's configuration is loaded and appears as a heading above the Devices

table.
This is your loaded device. sd100{172.30.80.100}
Device Target Mame Software YWersion Hardware Version  Device Co
a lusa,
- Jwiest
a i East
o 172353080100  sdi00 SCEZOM3S P 42550 211
1723080210417 sd210_=sd211 SCEZ0m3 PR 4250 9

After your Configuration is Loaded

Once your device's configuration copy is loaded, there are actions you can perform in
Configuration Manger under Devices.

Performing The actions are explained in the table below.
Actions with
Loaded Action Description

Configurations

Refresh Refreshes all devices for all device groups listed. The Refresh button is
always enabled

Load The Load button is enabled after you select a device from the list of devices
on the Devices display
Once invoked, loads the configuration for the currently-selected device for
editing. If a new configuration version is available, the corresponding
device’s configuration data is refreshed

View Changes Displays a list of all configuration changes for the selected device. By
default, the table initially displays the changes made by the current user. By
changing the User parameter to another user, or to the value, all, you can
view all users’ changes in a single list. From View Changes, with the
appropriate permissions assigned, you can:

. Refresh: Refreshes the data in the view changes list

. Undo Changes: Will undo all changes you made to this device. You
cannot undo changes made by another user

. Change Owner: Allows you to transfer the ownership of your changes to
another user. if you have admin privileges. You cannot change the
ownership of changes made by another user

. Update: Launches a dialog box with three options: Save and activate
configuration (default), Save configuration, and Activate configuration.
You cannot update the changes made by another user

. Save to file: Saves the data displayed to a text file in comma separated
values (CSV) format
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Action Description

Update Launches a dialog box with three options:

. Save and activate configuration (default): saves the configuration
changes and activates the current configuration on the Net-Net SBC to
make it the running configuration

. Save configuration: Saves the current configuration changes to the
Net-Net SBC (targeted device)Activate configuration: Activates the
current configuration on the Net-Net SBC to make it the running
configuration

o Activate configuration: Activates the current save configuration on the
Net-Net SBC to make it the running configuration

The first two options are only available if there are pending changes to be

saved.

The third option is only available if there are no user changes, and there is a

saved configuration pending activation.

View tasks View the device tasks (or operations) performed on this device
Get Inventory Accesses configuration inventory details for this device
About Devices The datain the Devices table provides at-a-glance information pertaining to your loaded
Data devicein Configuration Manager.
sd10{172.43.254.110)
Device Target Mame  Software Wersion  Hardware Version Device Configuration Yersion  Loaded Configuration YWers
4 | Home
"}1 7243254110  =d10 SCHE20m3p5 MM 4500 27 27
e 17243254 111 =11 SCHE20m3ps MK 4500 23 23
o 17243254 112 =12 SCHE20m3pS MM 4500 a6 5]

F=

The table explains the data shown.

Data Description

Device The device (or HA pair) in the device group

Target Name User-defined name for each device

Software Version Full release version, including patch number, of software on device
Hardware Version Full hardware platform identification

Device Configuration Version The device’s configuration version number. Note that until you load this

device for the first time the device configuration number remains empty

Loaded Configuration Version Configuration version number of the device’s configuration stored locally in
the database
If this column is blank, a configuration version has not been loaded for this
managed device

Last Operation Last operation performed on this device
Status The status of the last operation performed on this device
Status Change Time The local date and time of the last status update change on the device.
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Removing an Y ou can remove a device from the Maximum Element Manager licensed device count
Associated Device table, thereby removing the association to the Element Manager license.

To remove a device from the Element Manager License:

1. Expand the Configuration Manager slider.
Click Devices. The Device table appears in the content area.

Click Add devices. The Devices associated with Element Manager license appears
in the content area.

4. Fromthe Devicelist, expand your device group folder and click the device you want
to remove.

5. Click|Remove = to move your device from the Maximum Element Manager licensed
device count table back to the Device List.

Devices associated with Element Management license

Select a device group or device from the Device list tree. Click Add to associate it with the Elerment Manager. Click Remove to cancel the association. You can only associate
device groups and devices with the Element Manager if they have the required permissions.

Device List Maximum Element Manager licensed device count: 500, current: 1
Hotme: T 3 |[_':| Morth &merica
=
- [ Morth Ametica
4 ] South Ametica Remenes
=d10

=d9

Y our device is removed from the Maximum Element Manager licensed device count
table. If you remove the last device in adevice group, the device group folder isalso
removed.
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Overview

Summary View

Summary View for
Clusters

This chapter describes the data found in the summary view. Summary data for your
managed devicesis displayed here, such as, alarm status summary, key performance
indicators, and alist of logged-in users.

Theinformation displayed is a combination of fault, performance, and other statistics
gathered for the Net-Net SBC, and is displayed in a dashboard format. The information
includes:

Date and time of login

Local date and time (with time zone adjustment) of the Net-Net Central server
A list of all devices by either IP address or host name

Alarm status summary

Key performance indicators (KPI): top 20 alarm counts, health scores, top 20 CPU
usage, top 20 memory usage, and top 20 call rate

A list of logged-in users with session start times and locations (I P addresses)

For clusters, the top-level displays and the device-specific summaries are shown for the
active Net-Net SBC in the cluster. Statistics are not shown for the Net-Net SBC in
standby mode.
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Below isan example of the summary view display. Y ou must scroll down in the content
areato see al of the summary view data. The top of the content area contains atitle bar
with the current local time of the Net-Net Central server and the IP address and time of

the last successful login.

Acme Packet Met-Met Central Summary Tue May 03, 2011 15:08:44 EDT admin last logged in Tue May 03, 2011 15:03:42 EDT from 10.1.20.33

| Refresh | | Autorefresh.| | Stop AutaRefrezh |

‘Managed Devices =
Device | Target MName Heslth Score Up Time: Software Wersion Hardweare Yersion
Home
s lusa
Certral
4 | East
4 ] poston
D472508017017 =d170_sd171 100 34Days 2211910 SCKE20m3 3800
01 723081115 manates 1] 120ays 33552 SD700mE 5200
e'I 723080115 manhattan 1] 120ays 3:8:58 SD700me 5200
01 72.50.80.100 =d100 100 ODays 74344 SCE20m3 4250

“Top 20 Alarm Counts [+] | Health Scores =
Device Critical Major
Do o o
- Pral o 0
Do o 0
ernaslnasltee u 0
= 73-100
emanhaﬂan 4 o — S0-74
— below S
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Accessing
Summary View
Data

Refreshing
Summary View
Data

Refreshing Data

Configuring Auto
Refresh

Stopping Auto Refresh

SUMMARY VIEW

To access summary view data:

1. Expand the Dashboard Manager slider.
2. Click Summary View.

Diashboard Manager -

Summary Wiew

The summary view appears in the content area.

There are three buttons above the summary view tables: Refresh, Auto Refresh, and
Stop Auto Refresh.

Torefresh data:

1. Click Refresh to update the table data.

To configure auto refresh:

1. Click Auto refresh to configure atimed auto refresh interval. The Auto Refresh
dialog box appears.

2. Refresh Interval(secs):—Enter the auto refresh interval in seconds.
Auto Refresh H

Refresh Intervalisecs): 5

O Cancel

3. Click OK. The page contents will update at the desired

To stop auto refresh:

e Click Stop Auto Refresh to cancel aconfigured auto refresh interval.

Note: If Autorefreshisconfigured, the Stop Auto Refresh buttonis
enabled.
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Summary View Summary view is broken into seven top-level displays:
Displays ¢ Managed Devices

¢ Top 20 Alarm Counts
e Health Scores

e Top 20 CPU Usage

e Top 20 Memory Usage
e Top 20 Cdl Rate

¢ Logged In Users

The following sections describe each top-level display.

Viewing Managed The Managed Devices table is the first table shown in the summary view content area.

Devices Data To view managed devices data:

1. Expand the Dashboard Manager sider and click Summary View.

2. Inthe Managed Devicestable, click the device group folder(s) to drill down to the
device you want to view summary data for. The example below shows the devices
found in the Home folder:.

Managed Devices

Device Target Mame Heafth Score Up Time Softweare Yersion Hardware “ersion
4 | Marth America

© 17243254 11117243 254 112 =011 _sd12 100 22Days 2113745 SCRE20M3pS 4300

4 ] South America
7243254110 510 0 71Days 22:24:39 SCHE20m3pS 4500

'-}1 72.43.254 109 =dd 100 J90ays 21:8:3 SCHEZ0mM3PpE 3500

The following table describes the data displayed in the Managed Devices table.

Data Description

Device Managed device (or cluster) is displayed with an underline, which
indicates you can click on the device to drill down for more summary
data

Target Name User-defined name for each device. An underscore (_) separates each

target name for a cluster as in the example above, sd11_sd12

Health Score System health percentage, with a system health percentage value of
100 (100%) being the healthiest

Up Time System’s up time in hours, minutes, and seconds
Software Version Full release version, including patch number, of software on device
Hardware Version Full hardware platform identification

3. Hover the mouse over a device for a pop-up with additional data for this device.
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Below is an example of a pop-up for a standalone device:

Managed Devices

Device Target Mame Heaft
Home
a [ lusa
Central
4 ] East
4 | hoston
IL3-';1 7230.80170-17: =d170_sc171 100
1723091115 manates 0

1723080115 | 172.30.91.115
“ Health score : 0
1723080100 1) pntime . 12Days 4:0:53
4 | Memory usage ; 37
Callrate ; 0
CPUusage 3
Last retrieved : 05/03/2011 15:29:56

Below isan example of a pop-up for a cluster:

Managed Devices

Device Target Mame Heafth Zcore
Home
a Cluss
Central
4 [l East
4 i boston
{'--';1 72308017017 sc170_sdi171 100

v s a :
17230811415
172.30.80.170{active)172.30.80.1 71 {standby)

1723080115 | Health score : 100
4 Upkimne : 340ays 22:44:11
HT2.30.80400 | Memory usage © 56
( Callrate: 0
CPUusage : 1
Last retrieved ; 05032011 15:29:17

1

About Device A round, colored icon will appear to theleft of your devicein the Managed Devicestable.
Icons Thisindicates whether or not the device is reachable by Net-Net Central. If theiconis:

»  Green: Thedevice (or both devicesin acluster) isreachable by Net-Net Central and
information for this device can be retrieved through SNMP.

4723080100

» Red: Net-Net Central cannot currently contact the device (or cannot contact both
devicesin acluster).

@1723091.115
« Yéelow: The standby device in the cluster is not reachable by Net-Net Central.

172.3010115-172.30.10.114

Version 7.3 Oracle Communications Session Element Manager User’s Guide 45



SUMMARY VIEW

Viewing KPI,
Alarms, and
License Data

Viewing Key
Performance
Indicators

Y ou can access key performance indicators, alarms, and license information by drilling
down within the Managed Devices table.

Toview KPI, alarms, and license data:

1. Expand the Dashboard Manager sider and click Summary View.

2. Inthedevice column of the managed devicestable, click the device you want to view
key performance indicators, alarm summary, and license information for. The Key
Performance Indicators (KPI) table appears first.

There are three buttons above the KPI table:
¢ Refresh—Updates the table contents
¢ Back—Returns to the main summary view display

* View Alarms—Navigates away from the devices summary view and to thealarm
data under Fault Manager. For an explanation of alarmsinformation, see Alarms

(72).

The Key Performance Indicators table displays the following information for your
device.

Key Performance Indicators -
Device sd9
Location M
Up Tirme 22Days 4:14:59
Health Score 30
Py ]
Mernory 52
Licensed Session Used ]

The following table describes the data displayed.

Data Description

Device The device managed by Net-Net Central and for which the data is
retrieved via an SNMP query

Location The physical location for this managed device

Up Time The system up time for this device in days, hours, minutes, and
seconds

Health Score The health score for this device. The health score range is 0 to 100.

Health scores lower than 60 indicate the device is in poor health

CPU The percentage of CPU used in this device

Memory The percentage of memory used in this device

Licensed Session Used The number of concurrent calls from the system performance report,
current signaling sessions

Note: For D-series systems, the CPU reflects the CPU of the card (NPU or
SPU) with the highest CPU usage in the Net-Net SBC.
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Viewing Alarm
Summary

Viewing License
Information

License Information

License Information

SUMMARY VIEW

The Alarm Summary table displaysabar chart of thealarm countsfor all alarm categories
for your device. Mouse over a bar within the chart for the number of alarmsthat bar
represents. For example:

Alarm Summary

ey T T
Crit_i_cgl Majar Minar Warning

The system-default alarm colors for each aarm severity are:
» Critical: Red

* Magjor: Orange

*  Minor: Yellow

* All other dlarms: Green

Y ou can customize alarm colors for each severity level. See Alarm Severity Color-
Coding (85) for more information.

In the example above, the major alarm color has been changed from orange to dark pink.

The License Information table displays the following information.

Licenze Key Licenze Capacity  Install Date Start Date Expiration Date  Features  Protocols

gncirhuskdred ko2ceqggogIvaigdd skt 4ven2 32000 09132004 . NS i SAGHA . SIPMGCP HI23,
StrpBm3tidd srmrdbSsepvdbl m2jwS1 dugrSdp2 32000 124816 O MWiA P7A, SAG HA . SIPMGCP H323,
nkcoa3dugydrivBIStTUinkT f21gk fpady T ol edmimtSlgf0 - 32000 210726 & MIA PiA, S&G HA . SIPMGCP H323,
s, 98000 PiA, i, PiA, S&G HA . SIPMGCP H323,
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The datais defined as follows.

Data Description
License Key License number for this device
License Capacity Maximum number of simultaneous sessions allowed by the Net-Net

system for all combined protocols

Install Date Installation time and date in the following format: hh:mim:ss, month,
day, year. Displays N/A if license is not enabled

Start Date Start time and date in the following format: hh:mm:ss, month, day,
year. Displays N/A if license is not enabled

Expiration Date Expiration time and date in the following format: hh:mm:ss, month,
day, year. Displays N/A if license is not enabled

Features All features licensed for this device. Values are:
¢ Interworking (IWF)
¢ Quality of Service (QoS)
* Acme Control Protocol (ACP)
¢ Local Policy (LP)
¢ Session Agent Group (SAG)
* ACC (Allows the Net-Net system to create connections and send
CDRs to one or more RADIUS servers)
* High Availability (HA)

Protocols All protocols licensed for this device. Values are:
* SIP
* MGCP
¢ H.323
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Viewing Top 20 The Top 20 Alarm Counts displays a summary of the top 20 alarms with a critical or

Alarm Counts major designation. The summary displays the number of critical and/or major alarms
generated. Click Refresh to refresh the data or you can configure Auto refresh to set a
refresh interval in seconds.

To view thetop 20 alarm countsfor a device:

1. Expand the Dashboard Manager slider and click Summary View.

The Top 20 Alarm Counts display appearsin thelower left corner of the content area
and displays the top 20 alarms with critical and magjor designations.

Top 20 Alarm Counts -
Device Critical Major
Daatp 1 0
S 1 2
i 211 ] 2

2. Hover the mouse over the device for a popup with additional datafor this device.

Top 20 Alarm Counts -
Device Critical Idajor
i'ism a 1 0
'--§Sd1 2 1 2
] il sdiz 2

~ | Health score @ 100
Uptime ; 130ays 1:40:24
Mermary usage @ 20
Callrate : 0
CPU usage @ 3
Last retrieved | 03072011 15:40:20

Note: The datarefreshes only when auto refresh is configured or when
refresh button is clicked.
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Viewing Health The Health Scores display provides a pie chart of health scores for your devices.

Scores Data To view the health score data for a device:

1. Expand the Dashboard Manager slider and click Summary View. Health Scores
displays the health scores for your devices.

When you mouse over the pie chart a pop-up provides a health score percentage for
all your devices. For example:.

Health Scores -

75-100
below 5
Devices In Range: w
Device Health Score
0.1 100
o
O a1 100
L - 100

2. Hover the mouse over adevicein the Devicelist for a popup with additional datafor
this device.

Health Score Ranges The health score range is displayed with the following color scheme:
e Green: Indicates a score range from 75 to 100, inclusive
¢ Orange: Indicates a score range from 50 to 74, inclusive
e Red: Indicates a score below 50
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Customizing the Y ou can customize the health score range display. By setting the Devicesin range
B?alfh Score Range parameter, you can select the range of devices you want to view health scoresfor.
isplay

To customize the health scorerange display:

From the Health Scores chart, scroll to Devices In Range.

Devices In Range—Click the range you want to apply in the drop down list.

Wigw All
73-100
o0-74
0-49

Devices In Range:

The display automatically adjusts to the health score range you select. The default
rangeis View All.

The following table describes the data displayed.
Data Description

Device The device managed by Net-Net Central and for which the data is
retrieved via an SNMP query

Health Score The health score for this device. The health score range is 0 to 100
per cent. Health scores lower than 60 indicate the device is in poor
health

Viewing Top 20 The Top 20 CPU Usage table appears on the summary view window and displays a
CPU Usage summary of the top 20 devices with the highest CPU utilization.

Note: For D-series systems, the summary view reflects the CPU usage of
the card (NPU or SPU) with the highest CPU usage in the Net-Net SBC.

Toview thetop 20 CPU usage data for a device:

1. Expand the Dashboard Manager slider and click Summary View.
The Top 20 CPU Usage table is sorted by descending percentage of CPU used.
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2. Hover the mouse over the device name for a popup with additional datafor this

device.
Top 20 CPU Usage e
Device CPU Usage
725080120 u
472 3080100 a

172.30.80.100

healthscare : 50

upTime : 7Days 14:2:7
memorylsage : 49

callRate : 0

cpullsage © O

lastRetrieved 1 1202172010 10:41:37

The following table describes the data displayed.

Data Description

Device
retrieved via an SNMP query

The device managed by Net-Net Central and for which the data is ’

‘ CPU Usage ‘ Percentage of CPU utilization ‘

The CPU Usage column displays a percentage value of the CPU utilization followed by
acolored bar, which corresponds with the CPU percentage. The greater the percentage,
the longer the bar. For example:

Top 20 CPU Usage

Device CPU Usage

*'-'Mg 5o I
@ siockhoim ey
o Mewn orkd 75—
v}m 54

D 1723080123 50—
t:lm S0 I
*:‘,M 50 I

O 080400972 30804 0 S

O Londan 25—

The CPU Usage bar is represented in two colors:
¢ Red: Indicates CPU usage is between 90% and 100%
¢ Green: Indicates CPU usage is below 90%
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Viewing Top 20
Memory Usage

SUMMARY VIEW

The Top 20 Memory Usage table appears on the summary view window and displays a
summary of the top 20 devices currently using the most memory (by percentage).

Note: For D-series systems, the summary view reflects the memory usage
of the card (NPU or SPU) with the highest memory usage in the Net-Net
SBC.

To view thetop 20 memory usage data for a device:

1. Expand the Dashboard Manager slider and click Summary View.

The Top 20 Memory Usage table is sorted by descending percentage of memory
used.

2. Hover the mouse over the device name for a popup with additional datafor this

device.

Top 20 Alarm Counts =
Device Critical hajor
r-iﬂ u] 1
f%s 12 o 1

€ '}ﬂ 172.43.254.111{active}1 72.43.254.112(standby})

- Health score ¢ 100
g ;
2410 | Uptime : 26Days 23:3:40
Memory usage : 20
Call rate : 15
CPUusage : 11
Last retrieve;l ! I:IEu,I'I:IEu,I'Z!Jll 14:51:06

The following table describes the data displayed.

Data Description

Device

The device managed by Net-Net Central and for which the data is
retrieved via an SNMP query

‘ Memory Usage ‘ Percentage of memory used ‘

The Memory Usage column displays anumerical value of the memory utilization in
percentage, followed by a colored bar, which corresponds with the memory usage
percentage. The greater the percentage, the longer the bar.

The Memory Usage bar is represented in two colors:
* Red: Indicates memory usage is between 90% and 100%
» Green: Indicates memory usage is below 90%
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Viewing Top 20 The Top 20 Call Rate table appears on the summary view window and displays a
Call Rate summary of the top 20 devices with the highest calls-per-second rate.

Toview thetop 20 call rate data for a device:

1. Expand the Dashboard Manager sider and click Summary View.

Top 20 Call Rate -
Device Call Rate Concurrent Sessions

) Stackholm 378 1000 £
®1723080400.172308041 Cic

O London 275 57

i }ﬁ.ﬂ?i_“ 164 300

O geoul 150 200

Orore 133 224

O Mew vorkd 73 130
723080125 0 o

@ Chicago 50 102 -

The following tabl e describes the data displayed.

Data Description

Device The device managed by Net-Net Central and for which the data is
retrieved via an SNMP query

Call Rate The number of active calls for each device

Concurrent Sessions The number of concurrent sessions for each device
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Viewing Logged In
Users

SUMMARY VIEW

With appropriate privileges, you can view the Logged In Userstable. It appears on the
summary view window and displays alist of al users currently logged into Net-Net
Central. Thelist will not display if you do not have administration-level privileges.

Toview thelist of logged in users:

1. Expand the Dashboard Manager slider and click Summary View.

The names within the Logged In Users table are sorted in ascending alphanumeric
order by default.

Logged In Users

User name Session Start Liocation

admin Tue May 03, 2011 1525 101.21.74
acdmin Tue May 03,2011 15:32 101 2033
admin Tue May 03, 2011 14:16; 101 2033

The following table describes the data displayed.

Data Description

User Name Name of the user logged in to Net-Net Central
Session Start The time the user logged in to Net-Net Central
Location The IP address of the user’s system
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Viewing the Audit Log

Overview
This chapter explainshow to view the audit log. The audit log providesinformation about
the changes made using the Net-Net Central. Audit trails enable you to view all
operations that have been performed, the time they were performed, whether they were
successful and who performed them.
Logged Information islogged for the following operations:
Information . Login user
e Logout user
e Adding managed devices
e Adding device groups
« Loading Net-Net SBCs
e Adding an element
*  Modifying an element
* Deleting elements
* Rebooting
»  Switching HA pair roles
e Saving configurations
e Activating configurations
e Saving and activating configurations
Audit Trail Audit trailsinclude the following information:
Information *  User who performed the operation
*  What operation was performed by the user
*  When the operation was performed by the user
*  Whether the operation performed by the user was successful or failed
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Accessing Audit Logs

This section explains how to access the audit log’s data. All users can access the Audit
logs from the Security Manager slider, under Audit log.

To access audit logs:

1. Expand the Security Manager slider and click Audit log to expand the folder.

Security Manager =
© [ User Management
4 ] Audt log

i

Purge

2. Click View. The Audit log table appears in the content area. For example:

Audit log

Search Criteria: all

Refrezh Search Shivay &l Wienwing 1-50 of 239 Pager of 5| b | bk
Username Time Category Dperation Status Device
admin 2011-05-03 08:23 30 Authentication Login user Success
admin 2011-05-03 08:2353 Device Al device group Success
admin 2011-05-03 08:24:00 Device Adde] device group Success
acdmin 2011-05-03 08:24:01 Authentication Login user Success
aclmin 2011-05-03 08:24:30 Device Aold device Success 1723080100
admin 2011-05-03 08:24:55 Device Adld device Success 172.30.80.170-172.30.80
admin 2011-05-03 08:25:27 Device Aoid device Success 1723080115
admin 2011-05-03 08:25:35 Device Adld device Success 1723091 115
admin 2011-05-03 08:3%53 Configurstion Save and Activate Confi Failed 172.30.80.100
admin 2011-05-03 08:41:08 Configuration Load Configuration Success 172.3080.100
admin 2011-05-03 08:4202 Configurstion Modify elemert Success 172.3080.100
admin 2011-05-03 08:4218 Configuration Request Save and Activi Success 172.3080.100
admin 2011-05-03 08:52 36 Configuration Load Configuration Success 172.3080100
admin 2011-05-03 08:5257 Configurstion Load Configurstion Success 172.30.80.100
admin 2011-05-03 08:54:00 Configuration Load Configuration Success 172.30.800170-172 30,80
acdmin 2011-05-03 08:54:22 Configurstion Load Configuration Success 172305800115
acmin 2011-05-03 08:54: 41 Configuration Load Configuration Success 172.3080.100
admin 2011-05-03 08:54:42 Configurstion Load Configuration Failed 172.3080100
admin 2011-05-03 085625 Configuration Load Configuration Success 1723080100
admin 2011-05-03 08:57:01 Configuration Load Configuration Success 172.3080.100
admin 2011-05-03 09:01: 24 Configurstion Load Configuration Success 172.30.80.100
aclmin 2011-05-03 09:01:40 Device Delete device SUCCess 1723080100
admin 2011-059-03 09:02:43 Device Al device Success 172.30.80.100
admin 2011-05-03 09:3015 Authentication Login user Success
admin 2011-05-03 10:09:16 Authentication Logout user Success
admin 2011-058-03 10:42:45 R Creste Route Set Success
Save 1o file

3. Click | * | to pageforward through the data.

4. Click | k] : to moveto the last page of data.

5. Click Savetofile (at bottom of screen) to saveit to afilelocally.

6. Click Refresh (at top of screen) to refresh the datain the audit log.
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7. Click arow inthe Audit log table and click Details. The Audit log details window

appears.
Audit log details e

Lsername admin
Time 2011-01-18 0F:30:27
Cateqory Authentication
Dperation Logout user
Management Server 172.30.80,199
Client IP 10.1.21.74
Device
Status Success
Description User ; admin, Clientlp : 10.1.21.74

, HostIp © 172,30.80.199

Ok

Audit trails include the following information:
* Name of the user who performed the operation
« Timethe operation was performed by the user
« Category of operation performed by the user
» Specific operation performed by the user
» Address of the management server accessed
* |Paddress of the client that was used
» Device the user performed operation upon
« Statusof the operation performed by the user, whether it was successful or failed
e Description of the operation
8. Click OK to exit the window.

Version 7.3 Oracle Communications Session Element Manager User’s Guide 59



VIEWING THE AUDIT LOG

Searching the You can

Audit Log To seard

Devi

O N o gk~ w DN PRE

Status:

9. Start Time.—Choose a start time from the calendar.

search the audit log using one or more criteria.
h the audit log:

Click the Sear ch button. The Audit Log Search dialog box appears.
User name:—Choose a user name from the drop-down list.
Category:—Choose a category from the drop-down list.

Oper ation:—Choose an operation from the list.
M anagement Server:—Enter the IP address of a management server.
Client | P:—Enter the IP address of aclient.

ce:—Enter adevice | P address.

Status:—Choose an operation status from the drop-down list.

.EQEWHﬁtEd

Failed
Subrnitted
Success

February 2011 =

1] T w T F S
T 2 3 4 5
§o8 9 10 11 12
14 13 16 17 13 149
21 22 23 4 23 26
28

Todday

10. End Time:—Choose an end time from the calendar.

G
13
20
27

I T W it F =)
1 2 B3 el 3
o8 910 11 12
14 13 16 17 18 19
22 23 MM 25 X6
28

Today
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An example of the search criteriais below.

Audit Log Search ®
Lizername: adrnin i
Category: Configuration it
Cperation: &ctivate Configuration s

Add element

Change Owrer
Delete elerment

Load Configuration =]
Management Server:
Client IP:
Device:
Status: Subrmitted e
Start Time: 243111 3
End Time; 2/10/11 [

8].4 Cancel

11. Click OK inthe Audit Log Search dialog box to search using the configured criteria.
12. Click Show All in the Audit log display to show all audit log entries.
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Purging Audit Log Files

If you have the permission assigned, you can configure the number of days of audit logs
to keep. Y ou can also manually purge audit logs.

To purgeaudit log files:

1. Expand the Security Manager slider.
2. Click Audit log to expand the folder.

Security Manager "
: q_'_'l Uzer Management
a (] Audit log
Wiy
Purge
Click Purge. Purge audit logs appears in the content area.

Interval in days.—Enter the number of days for which you want to keep audit logs.

Interval in days: 7
5. Click Apply.
Manually Purging To manually purge audit logs:

1. Withthe purge audit log information displayed in the content area, click Purge. The
Manual Audit log purge dialog box appears.

2. Purgeaudit log records prior to.—Choose the date from the calendar prior to
which you want audit logs purged.

Manual Audit log purge s

Purge audit log records prior to: 2/25i11 [4

S M T w T E s

1 2 3 4 5
5 7 8 4 10 11 12
13 14 15 16 17 18 18
0 N 22 23 24 [25] =
72

(634

Today

3. Click OK.
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Overview

Viewing Fault Information

Relationship of
Traps to Events
and Alarms

Verifying Net-Net
SBC Configuration

This chapter contains information about fault manager using Net-Net Central. Fault
manager involves the following:

e Events

e Alams

*  Trap event settings

The information about events and alarmsiis based on the Acme Packet® standard and
proprietary Management Information Bases (M1Bs). For more information about the
events, alarms, and M|Bs, see the Net-Net MIB Reference Guide. For information about

Net-Net SBC logging, see the Logs chapter in the Net-Net Central 4000 Configuration
Guide.

All SNMP traps from nodes managed by Net-Net Central appear as eventsin the Events
window of the Fault Manager slider. Only a subset of traps are considered to be alarms,
which appear in the Alarms window of the Fault Manager slider. (Summary information
about alarms can be viewed in the Summary View window of the Dashboard Manager
dider.) Ingeneral, the Net-Net Central characterization of alarms matchesthat of the Net-
Net SBC. See the Net-Net MIB Reference Guide for more information.

Y ou should verify that the Net-Net SBCs for which you want to view fault manager
information have the following information configured:

«  Simple Network Management Protocol (SNMP) communities
e MIB contact
e Trapreceivers

These features are necessary to use Acme Packet’s Net-Net Central to manage Net-
Net SBCs. They provide important monitoring and system health information that
contribute to arobust deployment of the Net-Net system.

See the System Configuration chapter of the Net-Net Central 4000 Configuration Guide
for complete information about these parameters.
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Accessing Fault Manager

This section explains how to access the Net-Net SBC fault information displayed by Net-
Net Central.

To access fault manager infor mation:

1. Clicktheplussign (+) next to Fault Manager to expand the dider. The slider expands
to include Events, Alarms, and Trap event setting.

Fault Manager -
Events
Alarms

Trap event setting

From here you can choose the type of information you want to view. Click Events,
Alarms, or Trap event setting. The following sections describe the data found in the
Fault Manager dider.

Events
This section explains how to access and view event information. Events are caused by
actions that generate one or more of the following:
e« Alarms
e Entriesinalogfile
e SNMPtraps
For more information about events, refer to the Net-Net MIB Reference Guide.
Event Severity There are eight severity levelsranging from the highest Emergency to the lowest severity

of Debug.

Numerical Code  Severity Types Severity Label

0 Emergency (system is unusable) EMERGENCY (0)

1 Alert (action must be taken immediately)  CRITICAL (1)

2 Critical (critical conditions) MAJOR (2)

3 Error (error conditions) MINOR (3)

4 Warning (warning conditions) WARNING (4)

5 Notice (normal but significant condition) NOTICE (5)

6 Informational (informational messages) INFO (6)

7 Debug (debug level messages) TRACE (7)

DEBUG (8)
DETAIL (9)

64 Oracle Communications Session Element Manager User’s Guide Version 7.3



VIEWING FAULT INFORMATION

Accessing Events To access eventsinformation:

Information
1. ExpandtheFault Manager slider and click Events. Thelist of network events appears
in the content area.
Time Source Source [P Severity Type Failed resource Description

Clesr  Poling

The following table defines the information displayed on the events page.

Event Category Description

Time Date and time this event was generated
Source Exact source of the event
Source IP Source IP address of the event
Severity User-defined severity level for this event:
. Critical
. Major
. Minor
. Clear
. Warning
. Info
. Notice
. Trace
. Debug

. Unknown

Type Type of trap associated with this event

Failed resource Resource responsible for the event

Description Short textual description of the event
Customizing the Y ou can customize the data presented in all tables found in Fault Manager by changing
Table Display the columns that are displayed and/or the order of the table entries.

To customize the table display:

1. Position the cursor over acolumn heading. An arrow appears on the right hand side
of the box. For example:

Severity hd
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2. Click the down arrow to display the menu. For example:
‘H. Sart Ascending
?,QL Sart Descending

|24 Columns I
3. Click Sort Ascending to sort the data in ascending order or Sort Descending to sort
the datain descending order.
4. Click Columnsto access alist of column names. For example:
[¥] Tirne
[¥] Source
[V] Sewerity
[#] Type
[] Trap name
[¥] Failed resource
[¥] Descripkion
5. Click amarked checkbox to hide that column or click an empty checkbox to display
that column.

6. Click elsewherein the display to clear the menus.

Changing Number of By default, 50 items are shown per page. Y ou can change the number of itemsviewed for
Items on the Page all tablesin Fault Manager.

To changethe number of items displayed:

1. Atthetop of the Network events window, click the down arrow next to Size. The
drop down list of values appears.

Size 50w

25
a0
100

2. Click the number you want to apply.
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Navigating Pages To navigate through multiple pages:
1. Usethe navigation arrows located at the top of the Network events window to
navigate through multiple pages.

2. Click thenavigationiconsto display the desired page, such asthefirst page, previous
page, next page, and the last page of Eventslist view.

First Page Last Page
| |
| = - =
ENENENED
| |
Previous Page Next Page
Filtering Event Y ou can filter event data based on date range, source | P, severity, type, and trap name.
Data Y ou can filter information for one or more of the criterion.

Tofilter event data:
1. Expand the Fault Manager slider and click Events. The events data appearsin the
content area.
Click Search. The Filter search dialog box appears.
Date from:—Click 2 to accessthe Calendar.
Choose the month and the year by using the arrows to scroll to the needed options.

Choose the day by clicking the appropriate cell or by clicking Today..

Scroll to select the month.

| Movember 2010 ¥ : Scroll to select the year.

1 2 3 4 5 6

7 os[ 8] 11 o1z 13|

Click to select a day —— 14 15 1B 17 18 49 =

20X 23 24 25 028 I
28 29 30

Click to select today.

Today

Note: The date you choose begins at 12 midnight.
4. Dateto:—Click 2 toaccessthe Calendar.
Choose the month and the year by using the arrows to scroll to the needed options.
Choose the day by clicking the appropriate cell or by clicking Today.
Note: The date you choose ends at 11:59:59 PM.
5. Sourcei—Enter the source name for this device.
Source: sd12

6. SourcelP:—Enter the IP address for this source device.
Source IP: 172,30.80.120
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7. Trap name.—Choose the trap name from the list.

Trap name: apEMSACtivateFalure
apEMSDiscoveryFailure
apEMSInvalidiConfigDiscovered

apEMSInvathDnﬁglnventurv I

<!

8. Type:—Choose the type for this alarm from the drop-down list.
Tyoe: ALthientication 5

Activate-config

Application

AuthTran ||
Authentication

CDR. Push All Receivers Failed
CDR. Push Receiver Failure
CPLI

Call recording state change
ColdStart

Collector Push Success
Configuration

9. Severity:—Choose the severity level for this alarm from the drop-down list.

Sewverity: v

Critical
Major
Minor
Motice
Warning
Info
Trace
Debug
Clear
Unknown

68 Oracle Communications Session Element Manager User’s Guide Version 7.3



Viewing Event
Details

VIEWING FAULT INFORMATION

10. Click OK.

Filter search ¥
Date from; Bi24/11 3
Date to: £5/30/11 3
Source: SBC120
Source IP: 172.30.80.120
Trap name: accessRequest :‘:1

apEMSACtivateFailure
apEMSModelUnreachable
apEMSModelUnreachabledlear
apEMSSaveFailure ;’
Type: Authentication il
Severity: Major af
Ok Cancel

11. Click Cancel to cancel the Filter search criteria.

Y ou can access details about each event listed in the content area.

Toview event details:

1. Expand the Fault Manager slider and click Events. The events data appearsin the
content area.
Click the event in the table for which you want to view event details and click View.
Click Show all to view all events.
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The Event detail dialog box appears.

Event detail

Tirne created

Thu May 12 14:06:36 EDT 2011

Description The percentage of CPU utilization
1in shot 0 on care 1,

Severity Info

Defavlt severity Info

Source manatee

Source IP 172.30.91.115

Failed resource
Type
Trap narme

Trap categary

System up time

Event Category

Time created

apSysCPUUL SD4
CPU SDd
apSysMgmtGroupTrap
TRAP

6 days, 23 hours, 24 minutes, 56
sgconds

Qb

4. Click OK to close the dialog box.
The following table describes the information found in the dialog box.

Description

Date and time this event was generated

Description

Short description of the event

Severity

User-defined severity level for this event:

. Critical

o Major

. Minor

. Clear

. Warning
. Info

Default Severity

System-defined severity level for this event

Source

Exact source of the event

Source IP

Source IP address of the event

Failed resource

Resource responsible for the event

Type

Type of trap associated with this event

Trap Name

Exact name of the trap associated with this event

Trap Category

Category to which the event belongs

System up time

Length of time the system has been operational in hours, minutes, and
seconds. See the System up time section below for further information.
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System Up Time The System up time field of the Event Detail dialog box can apply to either the device
system up time, or the NNC server system up time. If the event Type columnisone of the
following types below, then this field appliesto NNC server up time. Otherwise, this
information pertains to the device system up time.

Event types pertaining to NNC server system up time:
e Configuration

e Palling

*  HeathMonitor

Saving Events Data Y ou can save the data displayed on each screen to a csv file in comma separated values
format.

To savedatato afile:

1. With the data displayed, click Savetofile.
A Save window opens with afile name, for example:
events.csv

2. Click Saveto fileto save the datato afile and close the window.

Deleting Events Data With appropriate permissions assigned, you can delete events datain Net-Net Central.

Note: Deleting an event has no affect on the Net-Net SBC. The Net-Net
SBC isunawarethat Net-Net Central ever displayed the event, or deleted it.

To delete events data:

Click on the event you want to delete to select it.

2. Click Delete. A confirmation message appears.
Delete

Are you sure you want to delete 1
xh‘_'r/ eventis)?

Yes

3. Click No to cancel this delete operation.

Click Yesto proceed with the deletion. An Info dialog box appears to confirm the
event was deleted successfully.

5. Click OK to clear the message. The events table automatically refreshes with the
event you deleted removed from the table.
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Alarms

This section explains how to view information about alarms. Alarms play a significant
rolein determining overall health of the system. For additional information about alarms,
see the Acme Packet MIB Reference Guide.

An darm istriggered when a condition or event happens within either the Net-Net
system’s hardware or software. Alarms contain an alarm code, a severity level, atextual
description of the event, and the time the event occurred.

Displaying the

Alarm View Toview alarm data:

The Alarm view displays the current list of alarms for devices.

1. Expandthe Fault Manager slider and click Alarms. Thelist of current alarms appears

in the content area.

Search Criteria: All

Refresh Auta refresh earch
Time Source Source P Severity
hon Feb 14 08:56:08 ES =d9 17243254109 Clear
‘Mon Feh 14 085605 ES =dd 17243254109 Major
Sun Fek 13 18:28:39 ES™ =d10 17243254110 Clear
Thu Feb 10 05:31:03 EST =di2 17243254112 Clear
Fri Feb 04 14:56:26 EST  =d1i 17243254111 Clear
Fri Feb 04 14:56:24 EST =9 17243254109 Clear

Customizing the
Alarms Table
Display

Wiewing 1-6 of 6 Pagefl ot 1 Size 50 | v

Type Acknowledged by Failed resource Description

Lirik: Interface 1 LinkUg for Interface
ColdStart 17243254109 Fehoot generated b
Folling 17243254 110 Device 172.43 254
Palling 17243254112 Device 17243254
Palling 17243254111 Device 17243254
Falling 17243254109 Device 172.43.254.

The alarms are displayed in the order of precedence based on time and in descending
order. Y ou can customize the data presented in the alarms table by changing the columns
that are displayed and/or the order of thetable entries. To customize the table display, see

Customizing the Table Display (65).

The following table describes the information displayed in the list of alarms.

Options

Time

Description

Date and time the alarm was generated in hours, minutes, and
seconds

Source

Specific host name or IP address from which this alarm was
generated

Source IP

Source IP address of the alarm

Severity

Current alarm severity level, for example, critical, major, minor

Type

Type of alarm, for example, coldstart, polling, health

Trap name

Exact name of the trap associated with this alarm

Acknowledged by

Whether an alarm has been acknowledged

Failed resource

Resource responsible for the alarm

Description

Textual description of the alarm
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Description

Source group ID associated with this alarm

Object ID

Object ID associated with this alarm

Y ou can view additional details about each dlarm listed in the alarms table.

Toview alarm details:

1. Expand the Fault Manager slider and click Alarms. The alarms data appearsin the
content area.

2. Click thealarminthetable for which you want to view event details and click View.

The Alarm detail dialog box appears.

Alarm detail

Annotation

Acknowledoed by

Last modified

Description

Source

Source IP
Failed resource
Type

System up time

Severity

Trap name

Mon Feb 14 08:56:08 EST 2011

LinkUp for Interface 1. adminState
= up, Operation state = up.

509
172.43.2534.109
Interface 1

Lirk:

0 days, 0 hours, 1 riinutes, 50
seconds

Clear

lirkLip

Ok,

3. Click OK to close the dialog box.
The following table describes the information displayed in the Alarm detail dialog box.

Options

Annotation

Description

A user-defined note pertaining to this alarm

Acknowledged by

User that acknowledged the alarm

Last modified

Date and time the alarm was last modified

Description Generated by trap input associated with this alarm
Source Source of the alarm
Source IP Source IP address of this alarm

Failed resource

Failed resource that generated the alarm

Type

Type of alarm
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Options Description

System up time Length of time the system has been operational in hours, minutes,
and seconds

Severity Current severity of alarm:

o Emergency

. Critical
. Major
. Minor
o Warning
. Clear
Trap name Exact name of the trap associated with this alarm
Configuring Auto To configure auto refresh for alarm data:
Refresh
1. Expand the Fault Manager slider and click Alarms. The alarms data appearsin the
content area.
Click Auto refresh. The Auto Refresh dialog box appears.
Refresh Interval(secs):—Enter the number of seconds you want to configure for
auto refresh.
Auto Refresh ¥
Refresh Interval(secs): 5
Ok Cancel
4. Click OK or click Cancel to cancel auto refresh configuration.
Stopping Auto When Auto refresh is configured, Stop Auto Refresh becomes enabled.
Refresh To stop auto refresh:
1. Click Stop Auto Refresh. Auto refresh is disabled.
Acknowledging With the appropriate admin privileges assigned, you can acknowledge alarms. When you
Alarms acknowledge an alarm the Acknowledged by and Last modified fields are updated.

To acknowledge alarms:

1. Expand the Fault Manager dlider and click Alarms. The alarms data appearsin the
content area.
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Click the alarm you want to acknowledge in the alarms table and click
Acknowledge. The Acknowledge dialog box appears.

Acknowledge

Are you sure you want to acknowledge
JJ./ 1 alarrnis)?

Yes Mo

Click Yes. An Info dialog box appears.
Info

j:) Acknowledging successfully,

Click OK.

Click the alarm to view an updated Alarm detail screen with the Acknowledged by
and Last modified fields updated.

Click OK.

With the appropriate admin privileges, you can unacknowledge alarms by clicking
Unacknowledge on the Alarms window.

To unacknowledge alarms:

1.

Click the alarm you want to unacknowledge and click Unacknowledge. The
Unacknowledge dialog box appears.

Unacknowledge

9P Are ol sure you wiant to
x._‘_'/ unacknowledge 1 alarmis)?

Yes [§1e]

Click Yes. The Info dialog box appears.
Info

y Unacknowledging successfully,

Click OK.
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Clearing Alarms

Deleting Alarms

With the appropriate admin privileges, you can clear alarms by clicking Clear on the
Alarms window. Clearing an alarm changes the alarm’ s severity to clear.

Note: Clearing an alarm in Net-Net Central has no affect on the Net-Net
SBC. The Net-Net SBC is unaware that Net-Net Central displayed the
alarm, or changed it’'s severity to clear.

Toclear alarms:
1. Expand the Fault Manager slider and click Alarms. The alarms data appearsin the
content area.

2. Click the alarm you want to clear and click Clear. The Clear dialog box appears.

Clear
] Are you sure you want to clear 1 alarm
&S R
Yes o

3. Click Yes. The Info dialog box appears.
Info

i I) Clear alarmnis) successfully,
'\-“

Ok

4. Click Ok. The alarm severity changesto clear.

With the appropriate admin privileges, you can delete alarms by clicking Delete on the
Alarms window. Deleting an alarm removes the alarm from the alarmstable. You are
prompted to confirm deleting the alarm and the alarm is removed from the Net-Net
Central display and database for al Net-Net Central users.

Note: Deleting an darmin Net-Net Central has no affect on the Net-Net
SBC. The Net-Net SBC is unaware that Net-Net Central displayed the
alarm, or deleted it from the alarms table.

Todeletealarms:
1. Expand the Fault Manager slider and click Alarms. The alarms data appearsin the
content area.

2. Click the alarm you want to clear and click Delete. The Delete dialog box appears.
Delete

9P Are you sUFe you want to delete 1
- alarmis)?

Yes

3. Click Yes. The Info dialog box appears.
Info

J::) Deleted successfully,

4. Click OK. The alarm is deleted from the alarms table and database.
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There are a set of actions you can perform from the alarms content area. Some of these
actions require admin permissions assigned:

Refresh: Refresh the datain the table
Auto refresh:; Customize the auto refresh interval in seconds
Stop Auto refresh: Cancel customized auto refresh, if enabled

Search: Perform afiltered search of alarms by: Date range, source I P, source type,
and alarm severity

Show all: Show all current darms

View: View alarm details

Edit: Add an annotation to the alarm detail dialog box
Savetofile: Savethe alarm detailsto afile

Clear: Clear the alarm from the alarms table

Acknowledge: Acknowledge an alarm

Unacknowledge: Unacknowledge an alarm
Delete: Delete the alarm from Net-Net Central

The alarms displayed in the Net-Net Central fall into the following categories:

Category

apSysLog

apSysMgmt

ARP capacity

AuthTrap

ColdStart

CPU

Cpu load

Discovery
DoS

Gateway

EMS-HA

Enhanced
DoS

Fan

H323 Stack

Description

Associated with the proprietary Acme Packet ap-slog.mib, which provides a
method of gathering syslog messages generated by the Net-Net system via SNMP

Associated with the proprietary Acme Packet ap-smgmt.mi, which provides a
means of gathering information about the status of the Net-Net system

Percentage of ARP table in CAM utilization. Associated with the apSysMgmtGroup
trap

Associated with the standard authenticationFailure trap. The SNMPv2 agent
received a protocol message that was not properly authenticated

Associated with the standard coldStart trap. The SNMPv2 agent is reinitializing
itself and its configuration may have been altered

Percentage of CPU utilization. Associated with the apSysMgmtGroupTrap

CPU utilization percentage of application tasks has exceeded the threshold algd-
load-limit

Discovery status
Proprietary trap generated by Acme Packet Denial of Service protection

Status of gateway reachability. Associated with the
apSysMgmtGatewayUnreachableTrap trap

Generated by the Net-Net Central in a Net-Net Central failover situation

A device exceeded configured thresholds and was denied access by the Net-Net
SBC

Fan unit speed fell below the monitoring level

Status of H.323 stack. Associated with the apSysMgmtH323InitFail trap
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Category
HDR
Health
12C

License

Link

Media
bandwidth

Media ports

Media realm
Memory

Monitor

NAT capacity

NTP Clock
Skew

NTP server
NTP service
Polling

Power

Realm
Minutes
Exceeded

RADIUS
Servers

Reboot

Redundancy

Save-config

Session agent

Single unit
redundancy

Description

Server specified becomes unreachable by the system collector
System health percentage. Associated with the apSysMgmtGroupTrap
The Inter-IC bus (I12C) state changed from normal (1) to not functioning (7)

Associated with the proprietary Acme Packet ap-license.mib, which provides
information about the status of your Net-Net licenses

Associated with the standard linkDown and linkUp traps

. linkDown: The SNMPv2 agent detects that the ifOperStatus object of an
interface has transferred from the up state to the down state. The
ifOperStatus value indicates the other state

. linkUp: The SNMPv2 agent detects that the ifOperStatus object of an interface
has transferred from the down state to the up state. The ifOperStatus value
indicates the other state

Bandwidth allocation failed at a percentage higher or equal to the system’s default
threshold rat

Port allocation failed at a percentage higher or equal to the system’s default
threshold rate

Status of media realm. Associated with the apSysMgmtMediaUnknownRealm trap
Percentage of memory utilization. Associated with the apSysMgmtGroup trap

Associated with the proprietary Acme Packet ap-env-monitor.mib, which gathers
information about fan speed, voltage, temperature, and power supply for the Net-
Net system. It also sends out traps when status changes occur

Percentage of NAT table (in CAM) utilization

NTP had to adjust the clock by more than 1000 seconds

Specified NTP server became unreachable
All configured NTP servers are unreachable
Generated by the Net-Net Central to indicate ability to reach the Net-Net SBC

Status of power supply. Associated with the apEnvMonStatusChangeNotification
trap

Monthly minutes exceeded for a realm

Status of RADIUS server

Proprietary version of the standard coldStart trap

State change occurred on either the primary or secondary system in a redundant
(HA) pair

Error occurred while the system was trying to save the configuration to memory

Session agent information that includes hostname, IP address, status, and the
reason for the status. Associated with the apSysMgmtStatusChange trap

Status of a slot changed. The varbinds contain the new information for the slot
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Description

Status of surrogate registration. Associated with the
apSysMgmtSurrogateRegFailed trap

Task Indication of a suspended task. Associated with the apSysMgmtTaskSuspendTrap
Temperature System temperature. Associated with the apSysMgmtTempTrap trap
Alarm Severities The following table lists the alarm severities.

Alarm Severity

Critical

Major

Minor

Warning

Clear

Description

Requires attention as soon as it is noted. If you do not attend to this condition
immediately, there may be physical, permanent, and irreparable damage to your
Net-Net system

Functionality has been seriously compromised. As a result, this situation might
cause loss of functionality, hanging applications, and dropped packets. If you do
not attend to this situation, your Net-Net system will suffer no physical harm, but it
will cease to function

Functionality has been impaired to a certain degree. As a result, you might
experience compromised functionality. There will be no physical harm to your Net-
Net system. However, you should attend to this type of alarm as soon as possible in
order to keep your Net-Net system operating properly

Some irregularities in performance. This condition describes situations that are
noteworthy, however, you should attend to this condition in order to keep your Net-
Net system operating properly. For example, this type of alarm might indicate the
Net-Net system is running low on bandwidth and you may need to contact your
Acme Packet customer support representative to arrange for an upgrade

Alarm is cleared.

Default Alarm Severity The severity levels for the alarms are color coded with the following defaults. Y ou can
Color Codes change the defaullts, see Alarm Severity Color-Coding (85).

Alarm Severity

Critical
Major
Minor
Notice
Warning
Info
Clear

All others

Default Alarm Severity Color
Red

Salmon

Orange

Yellow

Light yellow

Green yellow

Light green

Lime
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Remapping Alarm Y ou can override the default severity levels for alarms.

Severities o
Toremap alarm severities:

1. Expand the Fault Manager slider and click Trap event setting. The Trap Event

Mapping appearsin the

content area.

2. Under SNMP Trap OIDs, click the Trap Descriptor name whose alarm severity you

want to remap.

SMMP Trap DIDs

Trap Descriptor

apEnviony oltageChangeMotification -:J

apH3I235tackMaxCallThreshol
apH3235tackMaxCallThreshal

IdCleat Trap
IdTrap ‘J

aplLicenselpproachingCapacityMotification

aplicensehatApproachingCa)
apSwiCfgdctivateMotification

pacityhatification

apSyshlomntH248 s z0ciationLostClear Trap
apSyshlomntH2458Asz0ciationLostTrap
apSyshlomtAlgdCPULoadClear Trap
apSyshlgmtAlgd CPULoadTrap

apSyshlomt AuthenticationF il

edTrap

ap=yshlomtCORPush&lReceiversFailureClear Trap

apSyshlomtCORPushAlReceiversFailureTrap

apSyshlomtCORPushReceiverFailureClear Trap

apSyshlogmtCORPushReceiverFailureTrap

apSyshlomtCallRecordingStat
apSyshlomtCdrFileDeleteTrap

eChangeTrap

||

Theinformation for that condition appears in Severity Mapping table below.

Severity Mapping

Condition

iflapSysCORPushReceiverFailureCode == unknown)
iflapSysCORPushReceiverFailureCode == file-access-errar)
iflapSysCORPushReceiverFailureCode == connection-error)

iflapSysCORPushReceiverFailureCode == authertication-error)

Type

CDR Puzh Receiver Failur
CDR Puzh Receiver Failur
CDR Puzh Receiver Failur

COR Puzh Receiver Failur

Default severity
hdirar

ajor

Critical

Infa

Current severity
hdinar

ajor

Critical

Info
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Click therow of the condition you want to modify in the Current severity column. A
drop-down list of severity levels appears.

Current severity
Motice]| o
Clear

Critical

[Major

Minor

Motice

W arning

Info

Trace

Debug
Unknon

Click the severity you want to apply in the drop-down list to select it. The new level
appears in the Current Severity column.

The Default severity column will still retain the default severity for this condition.
Click Apply. The Info dialog box appears.

Info

i Update successully.
3

Ok

Click Ok.
Repeat steps 2 through 7 for each condition you want to remap current severity for.
The new value will apply to all subsequent client displays.

Y ou can filter selected alarms to choose the ones you want to save or delete. Y ou can
select dlarms using one, some, or all of the selection criteria. For example, you can select
aarms for a specific | P address during a specified date-time range.

To configure alarm selection:

1.

Expand the Fault Manager slider and click Alarms. The alarmstable appearsin the
content area.

Click Search. The Filter search dialog box appears.
Date from:—Click 2 to accessthe Calendar.
Choose the month and the year by using the arrows to scroll to the needed options.
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Choose the day by clicking the appropriate cell or by clicking Today.

Scroll to select the month.

5 hud T T F 5

1 2 3 4 5 B
7 8 m 11 12 13 |
Clicktoselectaday. — 1 44 45 45 17 418 19 =20
M 22 23 M 25 26 2F
25 29 30

Note: The date you choose begins at 12 midnight.

4. Dateto:—Click [® to accessthe Calendar.

Mowvember 2010 > ; Scroll to select the year.

Today _ Click to select today.

Choose the month and the year by using the arrows to scroll to the needed options.

Choose the day by clicking the appropriate cell or by clicking Today.
Note: The date you choose ends at 11:59:59 PM.

5. Source:—Enter the name of this source device.
Source: =diz

6. Source |P.—Enter the |P address for this source device.
Sovrce IP: 172.43.245.112

7. Type—Choose the type for this alarm from the list.
Type: ALthentication e

Activate-config

Application

AuthTran

Authentication

CDR. Push All Receivers Failed
CDR. Push Receiver Failure
CPLI

Call recording state change
ColdStart

Collector Push Success
Configuration
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Severity:—Choose the severity level for this alarm from the drop-down list.

Severity: [1ai0r e

Critical
Major
Minor
Motice
Warning
Infa
Trace
Diebiig
Clear
Unknown

Click OK.

10. Click Cancel to cancdl thefilter search criteria

Y ou can save the data displayed on each screento acsv file.

To savedatato afile:

1. With the data displayed, click Saveto file.
A Save window opens with afile name, for example:
alarms.csv
2. Depending on your browser, you will have an option to view thisfile or to saveit.
2a. Click OK to savethefile and close the window.
Todeletealarms:
Click the alarm you want to delete in the Alarms table.
2. Click Delete. A Delete message appears.
Delete
] Are you sure youl want to delete 1
“:r’/ dlarmisy?
Yes Mo
3. Click Yesto proceed with the deletion

Click No to cancel the delete process.
The alarm you selected for deletion is removed from the Alarms display.
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Synchronizing Alarms

If you have administrator privileges, you can synchronize the alarms displayed by Net-
Net Central with those maintained on those Net-Net SBCs that support alarm
synchronization.

Triggering Alarm Totrigger alarm synchronization for a device:

Synchronization
1. Expand the Device Manager slider and click Devices.

Device Manager =
Devices
Device Groups

License

The devices table appears in the content area.

2. Click the device you want to trigger alarm synchronization for and click Admin. A
pOop-uUp menu appears.

3. Click Synchronize alarms.

| Reboot |
| Synchronize alarms |

I Override lock |

Admin Tonl

| Synchronize alarms

2)

Synchronize alarms?

Yes Mo

4. Click Yes. The Info dialog box appears.
| Info

i Synchronize alarms request submitted
\f) successfully,

Ok

Click Ok.
To trigger alarm synchronization for additional devices, repeat steps 2 through 5.
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Alarm Severity Color-Coding

Y ou can configure the colors used to indicate the different severity levels. The system-
default colors are shown in the image below:

Configure alarm colors *
Critical: Color =
Maijor: Colar =
Mircr Colop =
Motice: Color. =
Yiarning: Color =
Info: Colar *
Clear; Colar =
Ok Cancel Reset

Configuring To configure alarm severity color coding:
Severity Color
Coding 1. Click Settingsin the Net-Net Central menu bar. A drop-down menu appears.
2. Click Alarm Colors.
Settings -
Fault configuration
Trap receivers
Fault email notifications
Edit login banner
alarm Colors
The Configure alarm colors dialog box appears:
Click the arrow next to Color to open acolor palette.
Caolar =
EEEEEENEN |
EEEEEEEN
= EEEEN
m |
Click the color in the color palette you want to assign for each severity level.
Click OK. An Info dialog box confirms colors are successfully updated.
Click OK.
Note: Your new alarm color will not automatically update in the alarms
table. To view your new alarm color, you must move to another tab, or
another dider in the navigation pane, and then return to the alarms table to
view the updated alarm color.
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Clearing Events and Alarms Databases

Y ou can configure time frames to delete events and alarms data.

The default time frame for event data purge is seven days and the default time frame for
alarm datapurgeis 14 days. However, whenthe* Clear eventsafter (days) or the* Clear
alarms after (days) parameters are set to O, the event and alarm dataremain in the
databases and is not deleted.

Configuring Data To configuretime framesto delete events and alarms:
Deletion Time
Frames 1. Click Settingsin the Net-Net Central menu bar. A drop-down menu appears.

2. Click Fault configuration.
Settings -
Fault configuration
Trap receivers
Fault email notifications
Edit login banner

Alarm Colors

The Fault configuration dialog box appears.

3. *Clear eventsafter (days):—Enter the number of daysyou want to retain eventsin
the database before the information is deleted. The default is 7 days.

4. *Clear alarmsafter (days):—Enter the number of days you want to retain alarms
in the database before the information is deleted. the default is fourteen days.

Fault configuration ¥
*Clear events after (days): 7
*Clear alarms after (days): 14
Ok Cancel

Click OK. The Info dialog box appears.
6. Click OK.
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Fault Email Notifications

Configuring Fault
Email Notifications

Net-Net Central can trigger automatic email notifications when reporting alarms for
certain severities. With the appropriate administrator privileges assigned, you can
configure fault email addresses for each severity.

To configure afault email list:

1. Click Settingsin the top tool bar. A drop-down menu appears.
2. Click Fault email notifications.
Settings -
Fault configuration
Trap receivers
Fault email notifications
Edit login banner

Alatmm Colors

The Fault email recipients dialog box appears.
Click Add. The Add email dialog box appears.

*Email address.—Enter the recipient’ s email address you want to attach to the
alarm severity.

5. Severity—Click the severity from the drop-down list that you want to set for this
email notification.

Add email »
*Ernall address: jkidacmepacket.com
Severity: B v
Critical
Major
O Minar
Motice
Warning
Info
Trace
Debug
Clear
LIk
6. Click OK. TheInfo dialog box appears.
7. Click OK. Your entry is added to the Fault email recipientslist.
8. Repeat steps 3 through 7 to add additional email notifications.
9. Click Refresh to refresh the datain the list.
10. Click OK.
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Deleting Fault
Email Notifications

Editing Fault Email
Notifications

With appropriate administrator privileges assigned, you can delete fault email
notifications.

To delete an email notification from the fault email recipientslist:

N o a s

Click Settingsin the top tool bar. A drop-down menu appears.
Click Fault email naotifications. The Fault email recipients dialog box appears.

Click the email address you want to delete and click Delete. The Delete dialog box
appears.
Delete

9P Arg you sure you want to delete 1
L ernail notification(s)?

Yes Mo

Click Yes. The Info dialog box appears.

Click OK. The email addressis removed from the Fault email recipientslist.
Repeat steps 3 through 5 to delete additional email notifications.

Click OK.

With the appropriate administrator privileges assigned, you can edit fault email
notifications for each severity.

To edit afault email notification:

w

© N o g &

Click Settingsin the top tool bar. A drop-down menu appears.
Click Fault email notifications. The Fault email recipients dialog box appears.

Click the email address you want to edit and click Edit. The Edit email dialog box
appesars.

*Email address.—Enter your changesin the text field, if any.

Severity—Click the severity you want to change in the drop-down list.

Click OK. The Info dialog box appears.

Click OK. The updated email notification appears in the Fault email recipientslist.
Repeat steps 3 through 7 to edit additional email notifications.
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Configuring External Trap Receivers

About Net-Net
Central Traps

Notification Objects

This section describes the Net-Net Central traps contained in the Acme Packet Net-Net
Central MIB and the configuration of external trap receivers. Net-Net Central generates
traps when it detects the following:

» Failureto save aNet-Net SBC configuration

* Failureto activate a Net-Net SBC configuration

* Node status change from reachable to unreachable

Y ou need to configure an external server asthe receiver for these traps.

Net-Net Central generates the following traps.

Trap Description

apEMSSaveFailNotification Generated when Net-Net Central fails to save a
configuration. The trap is generated by a save failure
whether initiated by the SOAP XML API or Net-Net
Central GUI for the save/activate, save, or offline save
operations. The trap contains the Net-Net SBC node
ID, the start and stop time of the save configuration
attempt, and the user initiating the save operation.

apEMSActivateFailNotification Generated when Net-Net Central fails to activate a
configuration, whether initiated from the SOAP XML
API or the Net-Net Central GUI for the save/activate or
activate operations

apEMSNodeUnreachableNotifcation Generated when a node’s status changes from
reachable to unreachable. The trap contains the Net-
Net SBC’s node ID and the time of the event.

apEMSNodeUnreachableClearNotification Clearing condition trap. Generated when a node’s
status changes from unreachable to reachable. The
trap contains the Net-Net SBC’s node ID and the time
of the event.

The Acme Packet Net-Net Central MIB also lists the following natification objects, the
information for which is contained in the generated traps.

Notification Objects Description

apEMSNodelD Identifier for a Net-Net Central node that appears on
the navigation tree in the Active configuration area on
the Discovery table in the Host Name/IP Address
column

apCentralStartTime Time as configured on the Net-Net Central server
when an event occurs

apEMSDateTime Time as configured on the Net-Net Central server
when an event completes

apEMSUser User initiating the function. If the function was
automatically initiated by the Net-Net Central
application, the user is system.

apEMDeviceAddress Address for a device being managed

Version 7.3

Oracle Communications Session Element Manager User’s Guide 89



VIEWING FAULT INFORMATION

Configuring An external trap receiver is aserver that you use as the trap destination, instead of the
Extern al Trap server where Net-Net Central isinstalled. When you configure the external trap receiver,
Receivers you enter its address and port. The combination of | P address and port must be unique for

each configured trap receiver.

To configure external trap receivers:

1. Click Settingsinthetop tool bar. A drop-down menu appears.
2. Click Trap receivers.
Settings «
Fault canfiguration
Trap receivers
Fault ermail notifications
Edit Ingin banner
Alarm Colors
The Trap receivers configuration dialog box appears.
Click Add. The Add trap receiver dialog box appears.
*| P addr ess.—Enter the IP address of the server receiving the traps.

*UPD port:—Enter the port number for the server receiving the traps or retain the
default value of 162.

6. *Community string:—Enter the name of the SNM P community to which the server
receiving traps belongs or retain the default value public.

Add trap receiver ||
*IP adldress; 172.30.80.126
*DP port: 162
*omrnunity string: public
[8]24 Cancel

7. Click OK. AnInfo dialog box appears.
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8. Click OK.
Trap receivers configuration ®
P address LDP port Cammunity string
10.0.200.135 162 pubilic
1723010125 4 public
1723010155 162 pubilic:
Refresh Add Ediit Delete Ok

The new trap is added to the Trap receivers configuration table.

Reporting Errors When configuring trap receivers, validations are performed on the | P address, port, and
While Configuring the community name you enter. If the |P address is entered in error, or if fields are left
Trap Receivers blank, the following error messages will appear:

e Incorrect |P address

Error

Cannot add trap receiver for 122.4,
Reason; The IP address is not valid,
ErrorCode: 21004 Action: Please enter
new value again.

-

Ok
e Fieldsleft empty

Error
"j Sorme required fields are empty.
-

Ok

9. If necessary, click Ok to clear the error message.
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Editing External
Trap Receivers

Deleting External
Trap Receivers

Y ou can edit an existing trap receiver to change its SNM P community name and state,
destination address and port.

To edit an external trap receiver:

Click Settingsin the top tool bar. A drop-down menu appears.
Click Trap receivers. The Trap receivers configuration dialog box appears.

3. Click the trap you want to edit in the Trap receivers configuration table and click
Edit. The Edit trap receiver dialog box appears.

Edit trap receiver ¥
*IP address: 172.30.10.155
*UDP port: 162
*FCommunity string: public
OH Cancel

Edit the IP address, UDP port, and/or the Community name.
Click OK. The Info dialog box appears.
Click OK.

Y ou can delete traps from the Trap receivers configuration table.

To delete an external trap receiver:

Click Settingsin the top tool bar. A drop-down menu appears.
Click Trap receivers. The Trap receivers configuration dialog box appears.

3. Click thetrap you want to delete in the Trap receivers configuration table and click
Delete. The Delete dialog box appears.

Delete

Are you sure you want to delete 1 trap

‘h?r/ receiver(s)?

Yes M

4. Click Yes. The Info dialog box appears.
Click OK.
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Overview

Performance Manager monitors your Net-Net SBCs by collecting necessary data from
each of them. The performance measured is based on various factors, such as number of
bytes of data received/sent (over aperiod) by a particular interface of adevice, the
interface's current bandwidth in bits-per-second, and so on.

Net-Net Central displays the statistical and state information provided by the Net-Net
SBC software (in the form of MIBs).

In Net-Net Central, performance manager statistics are gathered for display on-demand
when you access a Performance Manager screen or when you click the Refresh button.
To preserve data, you must save it to afile by using the Save to file button.

Note: You need to configure the SNM P community parameter on the Net-
Net SBCs for which you want to view performance data. See the Net-Net
Central Configuration Guide and the Net-Net ACLI Reference Guide for
details.
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Accessing Performance Manager

This section explains how to accessthe Net-Net SBC performance information displayed
by Net-Net Central. Listed under Performance Manager in the navigation pane is a set

performance groups containing information for your managed devices.

C-Series The following information is listed for C-series Net-Net SBCs:

Performance Data . System
¢ SNMP
< IP
e Environmental
¢ Redms

e SlIPsession

e H323session

e NSEP

e Trap table summary
e Storage utilization

« IDS

e Cached contacts

¢ NM controls

¢ ENUM sarvers

D-Series The following information is listed for D-series Net-Net SBCs:

Performance Data . System
*  SNMP
. IP

e Environmental

¢ Reams

e SIPsession

e H323session

e Codec

e Transcoding

e Cached contacts
¢ NM controls

e ENUM servers

« CPU coretable

Note: Inthe performance manager table, each devicein acluster islisted

individually. Y ou can view performance datafor each device in the cluster.
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SelectingManaged  You can view performance data for a specific device by first clicking Devices and then
Devices choosing the device. And then choosing the performance data category, for example,
SNMP. Y ou will retrieve SNMP performance data only for the device you selected.

To select adevice:
1. Click the plus (+) sign next to Performance manager. Devices appears.

Performance Manager -
Devices
Click Devices. The Device window appears in the content area.
3. Click the device folder to display all devices within this group.

The devices are the Net-Net SBCs managed by Net-Net Central and for which you
can view performance statistics. For example:

Device Target Name Softvare Yersion Hardware Yersion
4 Jusa
a INE
e 172.30.80.100 =100 SCE20m3 MM 4250
L 1723081115 manatee SD700mE MM 9200
"-*1 723080120 =d120 SCE10mS MM 4250

The following datais displayed for each device in the device content area:

Column Heading Description

Device The IP address for this device

Target Name The descriptive name of this device
Software Version The software version running on this device

Hardware Version The hardware version of this device

4. Click the device you want to view performance data for and click View (or double-
click on the device). The performance groups folder expandsto include alist of
performance categories.
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5.  Click the performance category you want to view, for example SNMP.
Performance Manager -
Devices
4 ] Performance Groups
System
ShibdP
P
Ervvironmental
Realns
SIP sewmion
H323 session
MNZEP
Trap table summary
Storage utilization
|
Cached contacts
Ik contrals
EMUM zervers

The SNMP data appears in the content area.

SMMP statistics for device 172.30.50.100

Refresh Autorefresh | | Stop Auto Refresh Save to file

172.30.80.100 -
Authentication traps disabled
In packets G612
Out packets 6596

SMMP inbound details

Bad versions

Bad community names
ASM parse errars
Silent drops

Too bigs

Mo such names

Bad values

Read only

e B e 1 e o R N e - s R o P e |

General errars
Total requested variables 26610
Total set wariables 1]

Get requests o0

Get next requests 6351

Note: If you click aperformance group category and do not select adevice,
you will seethe statistics for the last device loaded when you click View.
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Viewing Data for When viewing performance datafor devices belonging to acluster, datafor both devices

Customizing the

Display

Customizing Column
Data

Clusters appears in the content area. The title of each panel is the device name (or |P address) of
each devicein the cluster. Below is an example of SNM P statistics shown for a cluster:
sdli4 o sd115
Authentication traps enabled Authentication traps enabled
In packets 4909 In packets 253
Out packets G640 Qut packets 1123
SNMP inbound details SNMP inbound details
Bad versions [u} Bad wersions 0
Bad community names ] Bad community names ]
A5 parse errors u} 25N parse errars o
Silent drops ] Silent drops ]
Taoo higs ] Too higs o
Mo such names u} Mo such names u}
Bad values u} Bad values u}
Read anly ] Read arly ]
General errors [u} General errors u}
Total requested variables 14361 Total requested variables 3677
Total set variables 0 Total set wariables [n}
Get requests 4 Get requests 2

For the performance tables with columns of data, you can customize the data presented
in the tables by changing the columns that are displayed and/or the order of the table
entries.

To customize column data:

1.

Position the cursor over a column heading. An arrow appears on the right hand side
of the box. For example:

Index ¥

Click the down arrow to display the menu. For example:

‘;_-".lr Sart Ascending

i.lr Sart Descending

[ Columns 3

Click Sort Ascending to sort the data in ascending order or Sort Descending to sort
the datain descending order.

Click Columnsto access alist of column names. For example:

Index

Tupe

Description

&M E

State
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5. Click amarked checkbox to hide that column or click an empty checkbox to display
that column.

6. Click elsewherein the display to clear the menus.

Configuring the By default, 25 records are shown per page in the performance manager view.

Number of Records ) ]
To configure the number of records displayed:

1. Atthetop of the performance window, click the down arrow next to Size. The drop
down list of values appears.

Size| 25 |w
23
a0
100

2. Click the number you want to apply.

Navigating Pages To navigate through multiple pages:
1. Usethenavigation arrowslocated at the top of the performance manager window to
navigate through multiple pages.

2. Click the navigationiconsto display the desired page, such asthefirst page, previous
page, next page, and the last page of list view.

First Page Last Page
| |
I — =i
ENEN ENES
| |
Previous Page Next Page
Using Tool Tips For definitions of the data categories in the performance windows, mouse over the data
name and atool tip will appear with an attribute name and definition. For example:
172.30:80.100 -
P utilization (%) ]

ZPU Applicat Mame: apSysCRULE
| Description: The percentage of tokal CPU utilization
Mermory utili measured in 1 second.
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Refreshing Data Y ou can refresh the statistics displayed on each performance window by clicking
Refresh.

Configuring Auto Y ou can configure auto refresh to refresh the data at a set interval.

Refresh

To configure auto refresh:

Click Auto refresh. The Auto Refresh dialog box appears.

2. Refresh Interval(secs):—Enter the number of seconds you want to configure for
auto refresh.

Auto Refresh *

Refresh Interval(secs): 5

O Cancel

Click OK.
Click Cancel to cancel auto refresh configuration.

Stopping Auto Refresh When Auto refresh is configured, Stop Auto Refresh becomes enabled.
To stop auto refresh:

1. Click Stop Auto Refresh. Auto refresh is disabled.

Saving Data Y ou can save the data displayed on each performance window to atext filein comma
separated values (CSV) format.

Tosavedatato afile
1. With the data you want to save displayed, click Saveto file. A Save window opens
with afile namein the following format:
<stats screen nhame>-<tab name>-<date> <hh-mm-ss>.csv
For example:
System-General-2011-06-10 13-53-21.csv
2. Click OK to savethefile and close the window.
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System

This section explains the system performance information displayed by Net-Net Central.

Accessing System To access System data:

Data
1. Expand the Performance Manager slider and click Devices.

2. Click the devicein the devicetable for which you want to view system performance
data.

Click View. Thelist of performance data appears.
Click System under the Performance Groups folder.

Performance Manager -
Devices

4 '-i_.-| Performance Groups
System
SMMP
P
Erwiranimertal
Realmsz
SIP session
H323 session
MSEP
Trap table summary
Starage utilization
D=
Cached contacts
M contrals
EMUM servers

The system window appears in the content area with two tabs: General and
Identification.

Note: For al performance categories with additional tabs of data, the
window aways opens to the first tab by default.
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1. Inthe System window, click the General tab. The general system data appear:

General Identification
Refresh Auto refresh | | Stop Auto Refresh Save to file
172.30.80.100 i
CPLU utilization (%) ]
CPU Application load rate ]
Mernory utilization (%) 44
CaM utiization (%) - media ]
CAM utilization (%) - ARP a
License capacity ]
Health score (%) 100
Redundancy state active
Current signaling sessions (SIP, H323 ]
and MGCP)
Current signaling rate (SIP, H323 and O
MGCPI(CPS)
[2C bus state online

The following table defines the data displayed by Net-Net Central:

Data

CPU utilization (%)

Description

Total percentage of CPU utilization measured
in one second

CPU Application load rate

The average load rate of the service
applications taken over a period of up to 10
seconds

Memory utilization (%)

Percentage of memory utilization

CAM utilization (%) - media

Percentage of NAT table in Content
Addressable Memory (CAM) utilization

CAM utilization (%) - ARP

Percentage of ARP table (in CAM) utilization

License capacity

Percentage of licensed sessions currently in
progress

Health score (%)

System health percentage, with a system
health percentage value of 100 (100%)
being the healthiest

Redundancy state

For clusters, information about the state of
each device in the cluster. Values are:

. active

o standby
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Data Description

Current signaling sessions (SIP, H.323, and MGCP) Total number of global concurrent sessions
at the moment

Current signaling rate (SIP, H.323, and MGCP) Number of global calls per second
(CPS)
12C bus state State of the environmental monitor located

in the chassis. Values are:
o online: Denotes regular call processing

. offline: Denotes no call processing but
other administrative functions are
available

Identification Data To access | dentification data:

1. Inthe System window, click the I dentification tab. The system identification data
appesars:

General Identification

Refresh Auto refresh | | Stopduto Refresh Save to file
172.30.80.100 g
System name sd100

System contact

Systemn location

Systerm description Acme Packet Met-Net 4000 Series
SBC SCA.2.0 MR-3 GA (Buid 619)

System objectID aphethletdz250

Systemn uptime 3 days, 3 hours, 36 minutes, 31
seconds

The following table defines the data:

Data Description

System name Administratively-assigned name for this node. By convention, this
is the node's fully-qualified domain name. If the name is unknown,
the value is the zero-length string

System contact Textual identification of the contact person for this node, together
with information on how to contact this person. If no contact
information is known, the value is the zero-length string
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Description

Physical location of this node. If the location is unknown, the field
is left blank

System description

Textual description of the entity. This value includes the full name
and version identification of the system's hardware type, software
operating-system, and networking software

System objectID

Vendor's authoritative identification of the network management
subsystem contained in the entity. This value is allocated within
the SMI enterprises subtree (1.3.6.1.4.1) and provides an easy
and unambiguous means for determining what kind of box is
being managed

System uptime

Time (in hundredths of a second) since the network management
portion of the system was last re-initialized

Accessing SNMP
Data

This section describes the SNM P performance data displayed by Net-Net Central.

To access SNMP data;

A wDd P

Expand the Performance Manager slider and click Devices.

Click the device in the device table for which you want to view SNMP data.
Click View. Thelist of performance data appears.

Click SNMP under the Performance Groups folder.
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The SNMP window appears in the content area. The datais broken into three
sections. Use the scroll bar to view data at the bottom of the content area.

SMMP statistics for device 172.30.80.100

Refresh Auto refresh

172.30.80.100

authentication traps
I packets

ot packets

SNMP inbound details

Bad versions

Bad cornrmunity narmes
ASH parse errars
Silent drops

Too bigs

Mo such names

Bad values

Read only

General errors

Total requested variables
Total set variables

Get requests

Get next requests
Set requests

Get responzes

SMNMP outhound details

Too bigs
Mo such names

Bad values

Stop Auto Refresh Save to file
disabled
6612
B506
o
]

]

o

o

]

]

0

]
26610
0

0
6561
]

]

0

0

]

The following table defines the information displayed:

Data

Authentication traps

Description

Indicates whether the SNMP entity is
permitted to generate
authenticationFailure traps

In packets

Total number of messages delivered to the
SNMP entity from the transport service
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Description

Total number of SNMP messages passed
from the SNMP protocol entity to the
transport service

Bad versions

Total number of SNMP messages delivered
to the SNMP entity for an unsupported SNMP
version

SNMP inbound details:

Bad versions

Total number of SNMP messages which were
delivered to the SNMP entity and were for an
unsupported SNMP version

Bad community names

Total number of SNMP messages delivered
to the SNMP entity which used a SNMP
community name not known to said entity

Bad community uses

Total number of SNMP messages delivered
to the SNMP entity which represented an
SNMP operation which was not allowed by
the SNMP community named in the
message

ASN parse errors

Total number of ASN.1 or BER errors
encountered by the SNMP entity when
decoding received SNMP messages

Silent drops

Total number of GetRequest-PDUs,
GetNextRequest-PDUs,
GetBulkRequest-PDUs, SetRequest-
PDUs, and InformRequest-PDUs
delivered to the SNMP entity that were
silently dropped. They were dropped because
the size of a reply containing an alternate
Response-PDU with an empty variable-
bindings field was greater than either a
local constraint or the maximum message
size associated with the originator of the
request

Too bigs

Total number of SNMP PDUs delivered to the
SNMP protocol entity and for which the value
of the error-status field is tooBig

No such names

Total number of SNMP PDUs delivered to the
SNMP protocol entity and for which the value
of the error-status field is noSuchName

Bad values

Total number of SNMP PDUs delivered to the
SNMP protocol entity and for which the value
of the error-status field is badValue

Read only

Total number of valid SNMP PDUs delivered
to the SNMP protocol entity and for which the
value of the error-status field is readOnly.
Note: Generating an SNMP PDU that
contains the value readOnly in the error-
status field is a protocol error. This value is
provided to detect incorrect implementations
of SNMP
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Data

General errors

Description

Total number of valid SNMP PDUs delivered
to the SNMP protocol entity and for which the
value of the error-status field is genErr

Total requested variables

Total number of MIB objects retrieved
successfully by the SNMP protocol entity as
the result of receiving valid SNMP Get-
Request and Get-Next PDUs

Total set variables

Total number of MIB objects altered
successfully by the SNMP protocol entity as
the result of receiving valid SNMP set-
Request PDUs

Get requests

Total number of SNMP Get-Request PDUs
that have been accepted and processed by
the SNMP protocol entity

Get next requests

Total number of SNMP Get-Next PDUs that
have been accepted and processed by the
SNMP protocol entity

Set requests

Total number of SNMP Set-Request PDUs
that have been accepted and processed by
the SNMP protocol entity

Get responses

Total number of SNMP Get-Responses that
have been accepted and processed by the
SNMP protocol entity

Traps

Total number of SNMP Trap PDUs that have
been accepted and processed by the SNMP
protocol entity

SNMP outbound details

Too bigs

Total number of SNMP PDUs generated by
the SNMP protocol entity and for which the
value of the error-status field is tooBig

No such names

Total number of SNMP PDUs generated by
the SNMP protocol entity for which the value
of the error-status field is noSuchName

Bad values

Total number of SNMP PDUs generated by
the SNMP protocol entity for which the value
of the error-status field is badValue

General errors

Total number of SNMP PDUs generated by
the SNMP protocol entity for which the value
of the error-status field is genErr

Get responses

Total number of SNMP Get-Responses
generated by the SNMP protocol entity

Traps

Total number of SNMP Trap PDUs generated
by the SNMP protocol entity
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Accessing IP Data

This section describes the | P data displayed by Net-Net Central.

To access | P data:

A wDd P

Expand the Performance Manager slider and click Devices.
Click the device in the device table for which you want to view | P performance data.
Click View. Thelist of performance data appears.

Click 1P under the Performance Groups folder.

The IP performance data appears for the following categories:

General: General performance data
Addresses: Information about this Net-Net SBC's IP addressing

Interface stats: Information about the Net-Net SBC' sinterfaces. Eachinterfaceis
thought of as being attached to a subnetwork.

Interface stats utilization: Information related to RX utilization and TX utilzation
of media ports

Extended interface stats: Information about the Net-Net SBC' s extended
interfaces

ICMP: Information about this Net-Net SBC and Internet Control Message
Protocol (ICMP)

Global TCP: Information about this Net-Net SBC's existing global TCP
connections

TCP: Information about this Net-Net SBC' s existing TCP connections

UDP: Information about thisNet-Net SBC’' s UDP end-points, upon which alocal
application is currently accepting datagrams
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General To access General data:

1. InthelP window, click the Genera tab. The following data appears:

General Addresses Interface stats Interface stats utilization Extended interf
Refresh Auto refresh | [ Stop Auto Refresh Save to file
172.30.80.100 -

IP summary

Total datagrams received 444520
Forwarding capability niotForwarding
Default time to live G4
Reassernbly tirmeout (s) 50
Reazsemblies required 0
Reassembled datagrams 0
Fragrnested datagrams ]
Fragrmentation failures 0
Created due to fragmentation 0
Routing discards ]
Inbound details

Delivered 427231
Header errars 0
Address errors 17347
Unknown protocols 1
Discards 0
Outbound details

Reguests Q493
Discards 0

Mo routes u]

The following table defines the data displayed:

Data Description
IP summary
Total datagrams received Total number of input datagrams received from interfaces,

including those received in error
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Description

Indicates whether this entity is acting as an IP gateway in respect
to the forwarding of datagrams received by, but not addressed to,
this entity. IP gateways forward datagrams. IP hosts do not (except
those source-routed via the host). Note that for some nodes, this
object may take on only a subset of the values possible.
Accordingly, it is appropriate for an agent to return a badValue
response if a management station attempts to change this object
to an inappropriate value

Default time-to-live

Default value inserted into the Time-To-Live (TTL) field of the IP
header of datagrams originated at this entity, whenever a TTL
value is not supplied by the transport layer protocol

Reassembly timeout(s)

Maximum number of seconds which received fragments are held
while they are awaiting reassembly at this entity

Reassemblies required

Number of IP fragments received which needed to be
reassembled at this entity

Reassembled datagrams

Number of IP datagrams successfully re-assembled

Fragmented datagrams

Number of IP datagrams that have been successfully fragmented
at this entity

Fragmentation failures

Number of IP datagrams that have been discarded because they
needed to be fragmented at this entity but could not be (for
example, because their Don't Fragment flag was set)

Created due to fragmentation

Number of IP datagram fragments that have been generated as a
result of fragmentation at this entity

Routing discards

Number of routing entries that were discarded although they were
valid. A reason for discard could be to free up buffer space for
other routing entries

Inbound details

Delivered

Total number of input datagrams successfully delivered to IP user-
protocols including Internet Control Message Protocol (ICMP)

Header errors

Number of input datagrams discarded due to errors in their IP

headers, including bad checksums, version number mismatch,
other format errors, time-to-live exceeded, errors discovered in

processing their IP options, and so on

Address errors

Number of input datagrams discarded because the IP address in
their IP header's destination field was not a valid address to be
received at this entity. This count includes invalid addresses (for
example., 0.0.0.0) and addresses of unsupported Classes (for
example., Class E). For entities which are not IP Gateways and
therefore do not forward datagrams, this counter includes
datagrams discarded because the destination address was not a
local address

Unknown protocols

Number of locally-addressed datagrams received successfully but
discarded because of an unknown or unsupported protocol

Discards

Number of input IP datagrams for which no problems were
encountered to prevent their continued processing, but which
were discarded (for example, for lack of buffer space). (Note that
this counter does not include any datagrams discarded while
awaiting re-assembly.)

Outbound details
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Data Description

Requests Total number of IP datagrams which local IP user-protocols
(including ICMP) supplied to IP in requests for transmission. (Note
that this counter does not include any datagrams counted in
ipForwDatagrams.)

Discards Number of output IP datagrams for which no problem was
encountered to prevent their transmission to their destination, but
which were discarded (e.g., for lack of buffer space). (Note that
this counter would include datagrams counted in
ipForwDatagrams if any such packets met this
(discretionary) discard criterion.)

No routes Number of IP datagrams discarded because a route could not be
found to transmit them to their destination. Note that this counter
includes any packets counted in ipForwDatagrams which
meet this “no-route” criterion. (This includes any datagrams which
a host cannot route because all of its default gateways are down.)

Addresses To access Addresses data:
1. InthelP window, click the Addresses tab. The following data appears:

Genaral Addresses Interface stats Inkerface skats ukilization Extended interface staks ICHMP Global TCP

Refresh Auto refresh. | [ Stop.Auto Refresh Save to file

172.30.80.100

P &ddress Interface index Metweork mask Broadcast address Max reazsembly size
127.00.1 2 255000 1 65535
172.3080100 1 25525500 1 B5535

The following table defines the information displayed for the Net-Net system’s
control and maintenance interfaces (such as wancom and loopback):

Data Description
IP Address IP address to which this entry's addressing information pertains
Interface Index Index value which uniquely identifies the interface to which this

entry is applicable. The interface identified by a particular value of
this index is the same interface as identified by the same value of
ifIndex

Network mask Subnet mask associated with the IP address of this entry. The
value of the mask is an IP address with all the network bits set to
1 and all the host bits set to O
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Data Description
Broadcast address Value of the least-significant bit in the IP broadcast address used
for sending datagrams on the (logical) interface associated with
the IP address of this entry. For example, when the Internet
standard all-ones broadcast address is used, the value is 1. This
value applies to both the subnet and network broadcasts
addresses used by the entity on this (logical) interface

Max reassembly size Size of the largest IP datagram which this entity can re-assemble

from incoming IP fragmented datagrams received on this
interface

Interface Stats To access I nterface stats data:

1. InthelPwindow, click the Interfaces stats tab. The following data appears:

General Addresses Interface stats Inkerface stats utilization Extended interface stats ICHP Global TCP

Refresh Auta refresh Save fo file

172.30.80.120
Inclex Mame Description Type MATL
1 M2, e ancomi ethernetCsmacd 1500
2 Mia, lo0 softwareLoopback 1536
3 M2, seancom] ethernetCamacd 1500
5 MIR Custamnerinterface ethernetCamacd 1500
[ M7, GH-AVOIR ethernetCzmacd 1500
7 M2, ethernetCamacd 1500
] I ethernetCsmacd 1500
9 M2, ethernetCamacd 1500

Use the scroll bar to view all data.

The following table defines the information displayed in the Interface stats tab.
Data Description
Index Unique value for each interface. Value has a range between 1 and

the value of ifNumber and must remain constant at least from one
re-initialization of the entity's NMS to the next re-initialization

Name Name of this STD interface

Description Textual string containing information about the interface. This
string includes the name of the manufacturer, the product name,
and the version of the hardware interface

Type Information about the type of interface, distinguished according to

the physical/link protocol(s) immediately below the network layer
in the protocol stack
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Data

MTU

Description

Size of the largest datagram which can be sent/received on the
interface, specified in octets. For interfaces that transmit network
datagrames, this is the size of the largest network datagram that
can be sent on the interface

Speed

Estimate of the interface's current bandwidth in bits per second.
For interfaces which do not vary in bandwidth or for those where
an accurate estimation cannot be made, it contains the nominal
bandwidth

Physical address

Interface's address at the protocol layer immediately below the
network layer in the protocol stack. For interfaces which do not
have such an address (for example, a serial line), it contains an
octet string of zero length

Admin status

Current administrative state of the interface. Values are:

. up
. down
. testing

Operational status

Current operational state of the interface. Values are:

. up
. down
. testing

Last change time

Value of sysUpTime at the time the interface entered its current
operational state. If the current state was entered prior to the last
re-initialization of the local network management subsystem, then
it contains a zero value

Octets

Total number of octets received on the interface, including
framing characters

Unicast pkts

Number of subnetwork-unicast packets delivered to a higher-layer
protocol

Non-Unicast pkts

Number of non-unicast (for example, subnetwork-broadcast or
subnetwork-multicast) packets delivered to a higher-layer protocol

Discards

Number of inbound packets which were chosen to be discarded
although no errors had been detected to prevent their being
delivered to a higher-layer protocol. One possible reason for
discarding such a packet could be to free up buffer space

Errors

Number of inbound packets that contained errors preventing them
from being deliverable to a higher-layer protocol

Unknown protocols

For packet-oriented interfaces, the number of packets received via
the interface which were discarded because of an unknown or
unsupported protocol. For character-oriented or fixed-length
interfaces that support protocol multiplexing, the number of
transmission units received via the interface which were discarded
because of an unknown or unsupported protocol. For any interface
that does not support protocol multiplexing, this counter will
always be zero

Out

112 Oracle Communications Session Element Manager User’s Guide

Version 7.3



VIEWING PERFORMANCE INFORMATION

Data Description

Octets Total number of packets that higher-level protocols requested be
transmitted to a subnetwork-unicast address, including those that
were discarded or not sent

Unicast pkts Total number of packets that higher-level protocols requested be
transmitted to a subnetwork-unicast address, including those that
were discarded or not sent

Non-Unicast pkts Total number of packets that higher-level protocols requested be
transmitted to a non-unicast (i.e., a subnetwork-broadcast or
subnetwork-multicast) address, including those that were
discarded or not sent

Discards Number of outbound packets which were chosen to be discarded
even though no errors had been detected to prevent their being
transmitted. One possible reason for discarding such a packet
could be to free up buffer space

Errors Number of outbound packets that could not be transmitted
because of errors

Interface Stats To access | nterface stats utilization data:
Utilization

1. InthelPwindow, click the Interfaces stats utilization tab.

The following datarelated to RX utilization and TX utilzation of media ports
appears:

General Addresses Interface staks Interface stats utilization Extended interface staks

Refresh Auto refresh Zave to file
sd117
Mame R Uilization Tx Lhilization
K10 0 0

The following table defines the information displayed in the Utilization tab.

Data Description

Name Textual string containing the name of the interface. The name is
the one assigned by the local device. It could be a text name or a
port number, depending on the interface naming syntax of the

device
Rx Utilization RX utilization of media ports indexed by IF index
Tx Utilization TX utilization of media ports indexed by IF index
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Extended Interface

To access extended inter face stats data:

Stats
1. InthelPwindow, click the Extended interfaces statstab. The following dataappears:
zeneral Addresses Interface skats Interface stats utilization Extended interface stats ICMP Global TCP TCP i
Refresh Auto refresh Save to file
sd117
Mame In multicast packets In broadcast packets Out multicast packets Out broadcast packets HC inoctet
w10 i) n] u] 34435 n]

Use the scroll bar at the bottom of the content areato view all data.
Thefollowing table defines the information displayed for the Net-Net 9000's media

interfaces:

Data

Name

Description

Textual string containing the name of the interface. The name is
the one assigned by the local device. It could be a text name or a
port number, depending on the interface naming syntax of the
device

Multicast packets

Number of packets delivered from this layer to a higher layer that
were addressed to a multicast address. For a MAC layer protocol, it
includes both group and functional addresses

Broadcast packets

Number of packets delivered by this layer to a higher level that
were addressed to a broadcast address

Out

Multicast packets

Number of packets that higher-level protocols requested be
transmitted that were addressed to a multicast address at this
layer, including those discarded or not sent

Broadcast packets

Number of packets higher-level protocols requested to be
transmitted that were addressed to a broadcast address at this
layer, including those discarded or not sent

HCin

Octets

Total number of octets received on the interface, including
framing characters

Unicast packets

Number of packets delivered by this layer to a higher layer that
were not addressed to a multicast or broadcast address at this
layer

Multicast packets

Number of packets delivered by this layer to a higher layer that
were addressed to a multicast address at this layer. For a MAC
layer protocol, this includes both group and functional addresses
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Description

Number of packets delivered by this layer to a higher layer that
were addressed to a broadcast address at this layer

HC out

Octets

Total number of octets transmitted out of the interface, including
framing characters

Unicast packets

Total number of packets that higher-level protocols requested be
transmitted that were not addressed to a multicast or broadcast
address at this layer; including those discarded or not sent

Multicast packets

Total number of packets that higher-level protocols requested be
transmitted that were addressed to a multicast address at this
layer, including those discarded or not sent. For a MAC layer
protocol, this includes both the group and functional addresses

Broadcast packets

Total number of packets that higher-level protocols requested be
transmitted that were addressed to a broadcast address at this
layer; including those discarded or not sent

Link up/down trap enable

Indicates whether linkUp/linkDown traps should be generated for
this interface. The value should be enabled(1) for interfaces that
do no operate on top of any other interface and disabled(2)
otherwise

High Speed

Estimate of the interface’s current bandwidth in units of
1,000,000 bits per second. If a value of n is reported, the speed of
the interface is in the range of n-500,00 to n+499,999. For
interfaces that do no vary in bandwidth or for those where no
accurate estimation can be made, a nominal bandwidth is given

Connector Present

If the interface layer has a physical connector, the value is true(1).
Otherwise it is false(2)
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ICMP To access | CMP data:

1. InthelP window, click the ICMP tab. The following data appears:

General Addresses Interface stats Interface stats utilization Extended interface stats ICMp {

Refresh Auto refresh Sawve to file

172.30.80.120 i

Inbound statistics

Messages 23610
Errars 0
Destination unreachables 191
Time excesded 530
Parameter problemns ]
Source guenches ]
Redirects 32878
Echos 11
Echo replies ]
Timestamps ]
Timestarnp replies 0
Address masks 1]
Address mask replies ]

Outbound statistics

Messages 11
Errors
Destination unreachables

Time excesded

Source guenches

]
]
]
Parameter problemns ]
]
Redirects 0

]

Echios
Erbhin ranlioc 11

The following table defines the information displayed:

Data Description

Inbound statistics

Messages Total number of ICMP messages which the Net-Net SBC received.
(Note that this counter includes all those counted by
icmplnErrors.)

Errors Number of ICMP messages which the Net-Net SBC received but
determined as having ICMP-specific errors (bad ICMP checksums,
bad length, and so on)
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Description

Number of ICMP Destination Unreachable messages received

Time exceeded

Number of ICMP Time Exceeded messages received

Parameter problems

Number of ICMP Parameter Problem messages received

Source quenches

Number of ICMP Source Quench messages received

Redirects

Number of ICMP Redirect messages received

Echoes

Number of ICMP Echo (request) messages received

Echo replies

Number of ICMP Echo Reply messages received

Timestamps

Number of ICMP Timestamp (request) messages received

Timestamp replies

Number of ICMP Timestamp Reply messages received

Address masks

Number of ICMP Address Mask Request messages received

Address mask replies

Number of ICMP Address Mask Reply messages received

Outbound statistics

Messages

Total number of ICMP messages which the Net-Net SBC attempted
to send. (This counter includes all those counted by
icmpOutErrors.)

Errors

Number of ICMP messages which the Net-Net SBC did not send
due to problems discovered within ICMP such as a lack of buffers.
This value does not include errors discovered outside the ICMP
layer such as the inability of IP to route the resultant datagram. In
some implementations there may be no types of error which
contribute to this counter's value

Destination unreachables

Number of ICMP Destination Unreachable messages sent

Time exceeded

Number of ICMP Time Exceeded messages sent

Parameter problems

Number of ICMP Parameter Problem messages sent

Source quenches

Number of ICMP Source Quench messages sent

Redirects

Number of ICMP Redirect messages sent

Echoes

Number of ICMP Echo (request) messages sent

Echo replies

Number of ICMP Echo Reply messages sent

Timestamps

Number of ICMP Timestamp (request) messages sent

Timestamp replies

Number of ICMP Timestamp Reply messages sent

Address masks

Number of ICMP Address Mask Request messages sent

Address mask replies

Number of ICMP Address Mask Reply messages sent
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Global TCP

To accessglobal TCP data:

1. InthelP window, click the Global TCP tab. The following data appears:

General || Addresses || Interface stats Interface stats utilization || Extended interface stats || ICMP || Global TCP
Refresh Auto refresh Save to file
172.30.80.100 =
Summary
Retransrnission algorithrm vanj
Retransmission timeaut min {ms) 1000
Retransrnission timeout max (ms) 64000
Max connections -1
Active opens 31
Passive opens Q4
Atternpt failures u]
Established resets 55
Current established G2
In segments 925
Cut segments 204
Retransmitted seaments ]
In errors [u]
Cut resets 100
The following table defines the information displayed:
Data Description

Retransmission algorithm

Algorithm used to determine the timeout value used for
retransmitting unacknowledged octets

Retransmission timeout min
(ms)

Minimum value permitted by a TCP implementation for the
retransmission timeout, measured in milliseconds. More refined
semantics for objects of this type depend upon the algorithm used
to determine the retransmission timeout. In particular, when the
timeout algorithm is rsre, an object of this type has the
semantics of the LBOUND quantity described in RFC 793

Retransmission timeout max
(ms)

Maximum value permitted by a TCP implementation for the
retransmission timeout, measured in milliseconds. More refined
semantics for objects of this type depend upon the algorithm used
to determine the retransmission timeout. In particular, when the
timeout algorithm is rsre, an object of this type has the
semantics of the UBOUND quantity described in RFC 793

Max connections

Total number of TCP connections the Net-Net SBC supports. In
entities where the maximum number of connections is dynamic,
this object contains the value -1

Active opens

Number of times TCP connections made a direct transition to the
SYN-SENT state from the CLOSED state

Passive opens

Number of times TCP connections made a direct transition to the
SYN-RCVD state from the LISTEN state
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Description

Number of times TCP connections made a direct transition to the
CLOSED state from either the SYN-SENT state or the SYN-RCVD
state, plus the number of times TCP connections made a direct
transition to the LISTEN state from the SYN-RCVD state

Established resets

Number of times TCP connections made a direct transition to the
CLOSED state from either the ESTABLISHED state or the CLOSE-
WAIT state

Current established

Number of TCP connections for which the current state is either
ESTABLISHED or CLOSE-WAIT

In segments Total number of segments received, including those received in
error. This count includes segments received on currently
established connections

Out segments Total number of segments sent, including those on current

connections but excluding those containing only retransmitted
octets

Retransmitted segments

Total number of segments retransmitted - that is, the number of
TCP segments transmitted containing one or more previously
transmitted octets

In errors Total number of segments received in error (for example, bad TCP
checksums). Discontinuities in the value of this counter are
indicated via discontinuities in the value of sysUpTime

Out resets Number of TCP segments sent containing the RST flag.

Discontinuities in the value of this counter are indicated via
discontinuities in the value of sysUpTime
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TCP To access TCP data:

1. InthelP window, click the TCP tab. The following data appears:

General Addresses Interface stats Interface skats utilization Extended interface stats ICMP Global TP cp

Refresh Auto refresh Save to file

172.30.60.100

Local address Local port Remote addrezs Remote port State
0000 2 0000 a lizten
0.000 22 0000 a lizten
0000 23 0000 1] lizten
1270041 1024 127001 3000 establizhed
1270041 1025 1270041 3000 establizhed
127001 1026 127001 3000 establizhed
127001 1027 127001 3000 establizhed
1270041 1025 127001 3000 establizhed

The following table defines the information displayed:

Data Description

Local address Local IP address for this TCP connection. In the case of a
connection in the listen state, the value is 0.0.0.0

Local port Local port number for this TCP connection
Remote address Remote IP address for this TCP connection
Remote port Remote port number for this TCP connection
State State of this TCP connection. Values are:

o closed

. listen

o established
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UDP To access UDP data:
1. InthelPwindow, click the UDP tab. The following data appears:

Genaral Addresses Intetface stats Interface stats utilization Extended interface stats ICHMP Global TCP TCP upp

Refresh Auto refresh Zave to file
sdll4 -
Global UDP
In datagrams 535145
o parts 308671
In errors o
Jut datagrams 002319
UDP table
Mo data to dizplay Page!1 of 1 Size 25w
Local address Local port
Mo daka

No dataindicatesthereisno performance datafor this performance category for this
device.

The following table defines the information displayed:

Data

Global UDP

Description

In datagrams

Total number of UDP datagrams delivered to UDP users

No ports

Total number of received UDP datagrams for which there was no
application at the destination port

In errors

Number of received UDP datagrams that could not be delivered
for reasons other than the lack of an application at the destination
port

Out datagrams

Total number of UDP datagrams sent from this Net-Net SBC

UDP table

Local address

Local IP address for this UDP listener. In the case of a UDP listener
which is willing to accept datagrams for any IP interface
associated with the node, the value is 0.0.0.0.

Local port

Local port number for this UDP listener

Version 7.3

Oracle Communications Session Element Manager User’s Guide 121



VIEWING PERFORMANCE INFORMATION

Environmental

This section describes the environmental information displayed by Net-Net Central.

Accessing To access environmental data:
Environmental
Data 1. Expand the Performance Manager dlider.

2. Click Devices and click the device in the device table for which you want to view
environmental data.

Click View. Thelist of performance data appears.

Click Environmental under the Performance Groups folder.

The environmental performance data appears for the following categories:
* Voltage

e Temperature

e Fans

« Power supplies

e Cards
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Voltage To access Voltage data:
1. Inthe Environmental window, click the Voltage tab. The following data appears:

¥oltage Temperature Fans Power supplies Cards

Refresh Auta refresh Save to file

172.30.80.120

“iewving 1-4 of 4

Index Voltage type Dezcription Current voltage Sensor state Slot ID Slot type
! V2pa 2.5% voltage (millivoltz) 2526 normal i, (P17
2 vap3 3.3% voltage (millivoltz) 3300 normal i, PIFIN
3 va SY voltage (millivalts) 4321 normal [di, Iids
4 chu CPU voltage (milivolts) 1265 normal [di, i

The following table defines the information displayed:

Data Description

Index A monotonically increasing integer. When it reaches the
maximum value the agent wraps the value back to 1

Voltage type Value which indicates the sensor monitoring voltage. Values are:

. v2p5- 2.5v sensor. This monitors L3 cache core voltage,
micro-processor and co-processor I/0 voltage, and Field-
Programmable Gate Array (FPGA) memories I/0 voltage

. v3p3 - 3.3V sensor. This monitors general TTL supply rail,
control logic, micro-processor; micro-processor and co-
processor; and SDRAM voltage

. v5 - BV sensor. This monitors fans and micro-processor core
voltage regulator

. CPU sensor. This monitors CPU voltage and micro-processor
core voltage

Description Description of the entity being monitored for voltage. Values are:
. 2.5V voltage (millivolts)
. 3.3V voltage (millivolts)
. 5V voltage (millivolts)

. CPU voltage (millivolts)

Current voltage (millivolts) Current voltage measurement, in millivolts, if available. A value of
-1 indicates that the monitor cannot obtain a value
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Data Description
Sensor state Current state of the voltage for the device being monitored. Values
are:

Host Processor 7450 and 7455

. normal range: 1.55v to 1.65v

o minor range: 1.4v to 1.55v or 1.65v to 1.8v
. shutdown range: <1.4v or >1.8v

Host Processor 7457
Version 1.0

o normal range: 1.35v to 1.45v

. minor range: 1.00v to 1.35v or 1.45v to 1.6v
. shutdown range: <1.0v or >1.6v

Version 1.1 and later

. normal range: 1.25v to 1.35v

. minor range: 1.00v to 1.25v or 1.35v to 1.6v

o shutdown range: <1.0v or >1.6v

Slot ID The slot this voltage is found on
Slot type The type of module found in this slot
Temperature To access Temperatur e data:

1. Inthe Environmenta window, click the Temperature tab. The following data
appears.

‘Yolbage Temperature Fans Power supplies Cards

Refresh Auto refresh i | Savetofile

172.30.80.100

“iewing 1-1 of 1
I Temperature source Descrigption Current temperature Sensar state Slot 1D Slat t

1 ds1624=CPU Host processor PROM Te 37 narmal i i,

The following table defines the information displayed:

Data Description

Index A monotonically increasing integer. When it reaches the
maximum value the agent wraps the value back to 1

Temperature source Indicates the entity being monitored for temperature

Description Description of the temperature being monitored

Current temperature (degrees The current temperature of the main board PROM in Celsius
Celsius)

124 Oracle Communications Session Element Manager User’s Guide Version 7.3



Fans

Data

Sensor state

VIEWING PERFORMANCE INFORMATION

Description

Current state of the temperature which can have one of the
following values:

. initial: temperature is at its initial state
. normal: temperature is normal

. minor alarm: temperature is greater than or equal to 53
degrees Celsius and less than 63 degrees Celsius

. major alarm: temperature is greater than or equal to 63
degrees Celsius and less than 73 degrees Celsius

. critical alarm: temperature is greater than 73 degrees Celsius
. shutdown: system should be shutdown immediately
. not present: temperature sensor does not exist

. not functioning: temperature sensor is not functioning
properly

. unknown: cannot obtain information due to an internal error

Slot ID

The slot this temperature is found on

Slot type

To access fan data:

The type of module found in this slot

1. Inthe Environmental window, click the Fanstab. The following data appears:

Refresh Auto refresh Save to file
172.30.80.100
“iewving 1-3 of 3
Index Laocation Dezcription Current speed Fan state Slat 10
1 left Fan 1 Speed 100 narmal i,
2 miccle Fan 2 Speed 100 narmal Iia,
3 right Fan 3 Speed 100 narmal i,
The following table defines the information displayed:
Data Description
Index A monotonically increasing integer. When it reaches the
maximum value the agent wraps the value back to 1
Location Location of the fan. Values are:
. left fan
. middle fan
. right fan
Description Description of the fan. Values are:
. fan1
. fan 2
. fan 3
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Data

Current speed (% or range)

Description

Current measurement of fan speed in percentage

Fan state

Current state of the fan speed. Values are:
o initial: fan speed is at its initial state
. normal: fan speed is normal

. minor: fan speed is between 75% and 90% of the full fan
speed

o major: fan speed is between 50% and 75% of the full fan
speed

o critical: fan speed is less than 50% of the full fan speed
o shutdown: system should be shutdown immediately

. not present: fan sensor does not exist

. not functioning: fan sensor is not functioning properly

o unknown: cannot obtain information due to an internal error

Slot ID

Power Supplies

The slot this fan is found in

To access Power suppliesdata:

1. Inthe Environmenta window, click the Power suppliestab. The following data

appears:
Yoltage Temperature
Refresh Auto refresh

172.30.80.100

Indlesx

Fans Power supplies Cards

Save to file
Location Description State
lett Powver Supply & narmal
right Povwver Supply B notPresent

The following table defines the information displayed:

Data

Index

Description

A monotonically increasing integer. When it reaches the
maximum value the agent wraps the value back to 1

Location

Location of the power supply. Values are:
o Left power supply (A)
. Right power supply (B)
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Description

VIEWING PERFORMANCE INFORMATION

Description

Description of the power supply. Values are:
. Power supply A
. Power supply B

State

Current state of the power supply. Values are:
. normal: the power supply is nhormal

. unknown: the power supply sensor does not exist

Cards To access card data:
1. Inthe Environmental window, click the Cards tab. The following data appears:
‘oltage Temperature Fans Power supplies Cards
Refresh Auto refresh Zave to file
172,30.80.100
Incles: Type Dezcription State
1 lett Phy 0 narmal
2 rigght Phry 1 narmal
The following table defines the information displayed:
Data Description
Index A monotonically increasing integer. When it reaches the
maximum value the agent wraps the value back to 1
Type Location of the phy card. Values are:
. left phy card (Phy 0)
. right phy card (Phy 1)
Description Description of the phy card. Values are:
. Phy O for the left phy card
. Phy 1 for the right phy card
State The current state of the phy card. Values are:
. normal: state of the phy card is normal
. unknown: phy card is not present
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Realms

This section describes the realms data displayed by Net-Net Central.

Accessing Realms  Toaccessrealmsdata:

Data
1. Expand the Performance Manager slider.

2. Click Devices and click the device in the device table for which you want to view
realms data.

Click View. Thelist of performance data appears.

Click Realms under the Performance Groups folder. The realms data appearsfor the
following categories:

e Current details

* Average period/state
¢ Monthly minutes

¢ QoS
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Current details Average periodfstate

VIEWING PERFORMANCE INFORMATION

To access current details data;

1.

In the Realms window, click the Current details tab. The following data appears:

Monthly minutes QoS

Refresh Auto refresh Save to file
172.30.80.120
Wiewving 1-25 of 315 Page!1 of 13 b | bl Size| 25
Inclex Mame Status Inbound active Inbiound active session v Outhound active sessior Cuthound current sessic Inbound admitted
1 Acme inService o a o a o
2 DS inService 1] o o o 1]
] GE-YOIP-CORE inService 1] ul 1] o 1]
4 GH-accessipipyt inService 1] a 1] a 1]
a Gr-accesslinedidgold inService 1] a 1] a 1]
1 GH-accesslinetolgold inService o a o a o
T GH-accesslinetwodidgold inService u] a u] o u]
a8 GM-accezslinetvwotollgold inService 1] a 1] a 1]
a GM-accezslinetworvtermgo  inService 1] a 1] a 1]
10 GR-accesslinevtermgold inService 1] a 1] a 1]
11 Gr-acttvwiermoold inService 1] a 1] a 1]
12 GH-alcathvitermenhanced inService 1] a o a 1]
13 GH-alexanderipvtsilver inService Ju] a u] a u]
14 GH-alexgrptelipvtsiver inService 1] a o a 1]
15 GX-alphaent inService 1] a 1] a o
16 GR-alphag?29 inService 1] a 1] a 1]
17 Gr-americateldidgold inService 1] a 1] a 1]
18 GH-aptelaadidgold inService o a o a o
19 GH-apteladidgold inService u] a u] o u]
20 GM-argteledidgold inService 1] a 1] a 1]
| |
Use the horizontal and vertical scroll bars to view all data.
The following table defines the information displayed:
Data Description
Index A monotonically increasing integer for the sole purpose of
indexing realms. When it reaches the maximum value the agent
wraps the value back to 1
Name The name of the realm for which the following statistics are being
calculated
Status Current status of the specified realm, which is expressed as INS,
constraintViolation, or callLoadReduction
Inbound
Inbound active Number of current active inbound sessions
Inbound active session rate Current inbound session rate in CPS
Outbound
Outbound active sessions Number of current active outbound sessions
Outbound active session rate Current outbound session rate in CPS
Period-based statistics
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Data

Inbound

Description

Inbound admitted

Total number of inbound sessions during the period

Inbound not admitted

Total number of inbound sessions rejected due to insufficient
bandwidth

Outbound

Outbound admitted

Total number of outbound sessions during the period

Outbound not admitted

Total number of outbound sessions rejected because of
insufficient bandwidth

Short sessions

The lifetime number of sessions whose duration was less than the
configured short session duration

Average Period/State To access aver age period/state data:

1

appears:

Current details Average period,/state Manthly minukes Qo5

In the Realms window, click the Average period/state tab. The following data

Refrezh At refresh Save to file
172.30.80.120
Wiewing 1-25 of 315 Pagerof 13| b | bl Size| 22

Incdes MName Status Inbound high current Inbound sverage sessior Outbound high current | Outbound average sessi Max burst rate
1 Acme inService 1] 0 i) 0 1

2 DRS inService 1] 0 i) 0 1

3 GH-YOIP-CORE inService 0 0 0 0 1

4 GH-accessipipyt inService a a a a 1

a5 GH-accesslinedidgold inService a u] a o] 1

B GM-accesslinetollgold inService a 1] a 1] 1

T GM-accezslinetwodidgol inService a 1] a 1] 1

g Gr-accesslinetwotollgol inService a 1] a 1] 1

a9 Gr-accesslinetwovterm inService a 1] a 1] 1

10 GH-accesslinevtermogold inService a o a 1] 1

11 GH-acfbywtermoold inService a u] a u] 1

12 GH-alcathtermenhanced inService i 0 1] 0 1

13 GM-alexanderipvtzilver  inService a 1] a 1] 1

14 GH-alexgrptelipvtsibver  inService a 1] a 1] 1

15 GR-alphaent inService a 1] a 1] 1

16 GH-alphag?29 inService a a a a 1

17 GH-americateldidgold inService a u] a o] 1

18 GH-aptelaadidgold inService a 1] a 1] 1

19 GH-apteladidgold inService a 1] a 1] 1

20 Gr-argteledidgold inService a 1] a 1] 1

1] |
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The following table defines the information displayed:

Data Description

Index A monotonically increasing integer for the sole purpose of
indexing realms. When it reaches the maximum value the agent
wraps the value back to 1

Name The hostname of the realm for which the following statistics are
being calculated

Status The current status of the specified realm, which is expressed as

INS, constraintsviolation, or callLoadReduction

Period-based statistics

Inbound

Inbound high current

Highest number of concurrent inbound sessions during the period

Inbound average session rate

Average rate of inbound sessions during the period in CPS

Outbound

Outbound high current

Highest number of concurrent outbound sessions during the
period

Outbound average session
rate

Average rate of outbound sessions during the period in CPS

Period-based statistics

Max burst rate

Maximum burst rate of traffic measured during the period
(combined inbound and outbound)

Total seizures

Total number of seizures during the period

Total answered sessions

Total number of answered sessions during the period

Answer/Seizure ratio

The answer-to-seizure ratio, expressed as a percentage.For
example, a value of 90 would represent 90%, or .90

Average latency

Average observed one-way signaling latency during the period in
milliseconds

Max latency

Maximum observed one-way sighaling latency during the period in
milliseconds
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Monthly Minutes

To access monthly minutes data:

1. Inthe Realmswindow, click the Monthly minutes tab. The following data appears:

Current details Average periodistate Monthly minutes Qs

Refresh Auto refresh Save to file

172.30.80.120
Indlex Realm name Realm status
1 Acme inService
2 D= inService
3 GHR-VOIP-CORE inService
4 GH-accessipipwt inService
5 Gr-accessinedidgold inService
B GH-accesslinetallgald inService
T GH-accessinetwodidgol inService
5 Gr-accessinetwotollgol inService
g GH-accessinetwovterm inService
10 Gr-accessineviermgold inService
11 GH-acftvwtermgold inService
12 GH-alcathvtermenhanced inService
13 GH-alexanderipyvtsiver  inService
14 GH-alexgrptelipvtsilver  inService
15 Gx-alphaent inService
16 GH-alphag 29 inService
17 Gr-americateldidgold inService

hdinutes left

ol | oo [HEE | 0 ol IS S andea [0 el oo e | O

Yiewing 1-250f 315 Page
Minutes rejected

e Tl e B R e G L e o P e R0 e SR e 5 o P e (5 L S e ) o e B R TR e S e

The following table defines the information displayed:

Data

Index

Description

A monotonically increasing integer for the sole purpose of
indexing realms. When it reaches the maximum value the agent
wraps the value back to 1

Realm name

The name of the realm for which the following statistics are being
calculated

Realm status

Current status of the specified realm, which is expressed as INS,
constraintViolation, or callLoadReduction

Minutes left

The number of monthly-minutes left in the pool per calendar
month for a given realm

Minutes rejected

The number of rejected calls due to monthly-minutes constraints
exceeded
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QoS

Current dekails

Average period)state

To access QoS data:

VIEWING PERFORMANCE INFORMATION

1. Inthe Realmswindow, click the QoS tab. The following data appears:

Monthly minutes Qos

Refresh Auto refresh Save to file
172.30.80.120
Wiewwing 1-25 of 315 Pagel1 of 13 b | b| Size 25 bl
Incle:x Realm name Realm status Period average Petiod maximurm Period exceeded major  Total exceeded major Period exceeded critic
1 Acme inService a 1] o a 1]
2 DS inService n] 1] 1] u] 1]
3 G-V OIP-CORE inService ] i i ] i
4 GH-accessipipyt inService a 1] 1] a 1]
3 Gr-accesslinedidgold inService a 1] 1] a 1]
=] Gr-accesslinetoligold inService a o a a o
7 GH-accesslinetwodidgal inService a u] o] a u]
g GH-accesslinetwotollgol inService a a 1] u] 1]
9 GH-accesslinetwovterm inService a 1] 1] a o
10 G¥-accesslinevtermgold inService a 1] 1] a 1]
11 Gr-acttvwiermgold inService a 1] 1] a 1]
12 GH-alcathtermenhanced inService a a 1] a 1]
13 GH-alexanderipvisilver  inService a u] u] a u]
14 GH-alexgrptelipvtziver  inService a a a a a
15 GH-alphaert inService a 1] 1] a 1]
16 GH-alphagy29 inService a 1] 1] a 1]
17 Gr-americateldidgold inService a 1] 1] a 1]
18 Gr-aptelaadidgold inService a o a a o
19 G -apteladidgold inService a u] o] a u]
The following table defines the information displayed:
Data Description
Index A monotonically increasing integer for the sole purpose of
indexing realms. When it reaches the maximum value the agent
wraps the value back to 1
Realm name The name of the realm for which the following statistics are being
calculated
Realm status Current status of the specified realm, which is expressed as INS,
constraintViolation, or callLoadReduction
Period-based statistics
Period average Average QoS factor observed during the period
Period maximum Maximum QoS factor observed during the period
Period exceeded major Peg counts the number of times the major Rfactor threshold was
exceeded during the period
Total exceeded major Peg counts the number of times the major Rfactor threshold was
exceeded during the lifetime
Period exceeded critical Peg counts the number of times the critical Rfactor threshold was
exceeded during the period
Total exceeded critical Peg counts the number of times the critical Rfactor threshold was
exceeded during the lifetime
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SIP Session

This section describes the SIP session data displayed by Net-Net Central.

Accessing SIP To access SIP session data:

Session Data
Expand the Performance Manager slider and click Devices.

Click the device in the device table for which you want to view SIP session data.

Click View. Thelist of performance data appears.

> 0w Dd PP

Click SIP session under the Performance Groups folder.
The SIP session data appears for the following categories:
e Current

* Average period/state

134 Oracle Communications Session Element Manager User’s Guide Version 7.3



Current

Current

Average period)state

To access current data:

VIEWING PERFORMANCE INFORMATION

1. Inthe SIP session window, click the Current tab. The following data appears:

Refresh Auta refresh Save to file
172.30.80.120
Wiewing 1-25 of 573 Pagel1 of 23| b | bl Siz
Hoztrisme Inicles Statusz Inkbound current active = Inbound session rate Outhound currert active Cuthound current sessic Inbound adm
1010.1.40 1 inService 0 0 0 0 0
101010135 2 inService 0 0 0 0 i
10121410 3 inService 0 i 0 i i
10121411 4 inService 0 i 0 i i
10121412 5 inService 0 0 0 0 il
10421820 3 inService 0 0 0 0 i
10121821 7 inService 0 0 0 0 0
10121822 8 inService 0 0 0 0 0
10121835 3 inService 0 i 0 il i
10121836 10 inService 0 i 0 0 0
10121837 11 inService 0 i 0 i 0
10121838 12 inService 0 0 0 i 0
10121539 13 inService 0 0 0 0 0
10121540 14 inService 0 0 0 0 i
10121841 15 inService 0 i 0 i i
10414 16 outOfService 0 i 0 i i
The following table defines the information displayed:
Data Description
Hostname The hostname of the session agent for which the following
statistics are being calculated
Index A monotonically increasing integer for the sole purpose of
indexing session agents. When it reaches the maximum value the
agent wraps the value back to 1
Status The current status of the specified session agent, which is
expressed as:
. inService
. outOfService
. outOfServiceconstraintsviolation
. BecomingoutOfService
. ForcedoutOfService
Inbound
Inbound current active Number of current active inbound sessions
sessions
Inbound current session rate Current inbound session rate in CPS
Outbound
Outbound current active Number of current active outbound sessions
sessions
Version 7.3 Oracle Communications Session Element Manager User’s Guide 135



VIEWING PERFORMANCE INFORMATION

Data

Outbound current session rate

Description

Current outbound session rate in CPS

Period-based statistics

Inbound

Inbound admitted

Total number of inbound sessions during the period

Inbound not admitted

Total number of inbound sessions rejected due to insufficient
bandwidth

Outbound

Outbound admitted

Total number of outbound sessions during the period

Outbound not admitted

Average Period/State To accesscurrent data:

Total number of outbound sessions rejected because of
insufficient bandwidth

1. Inthe SIP session window, click the Average period/state tab. The following data

appears.
Current Average period/state
Refresh Auto refresh Save to file
172.30.80.120
Hostratne Inclex Status
10.10.1.40 1 inService 1]
10.10.101.35 2 inService 0
10121410 3 inService 1]
104121411 4 inService 0
10121412 k) inService 0
10421820 5 inService 0
10121821 T inService 0
10121822 g inService i}
10121835 9 inService 1}

Pagei:l_. of

Wieming 1-25 of 573

Inbound highest concurn Inbound sverage sessior Outhound highest concu Outhound average ses:

0 1] 0

o e 2l e g e ol =
o Qoo ol [ e Y e G e R o = e e
o e e e o e ol e

The following table defines the information displayed:

Data

Hosthame

Description

The hostname of the session agent for which the following
statistics are being calculated

Index

A monotonically increasing integer for the sole purpose of
indexing session agents. When it reaches the maximum value the
agent wraps the value back to 1
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Status

VIEWING PERFORMANCE INFORMATION

Description

The current status of the specified session agent, which is
expressed as:

. inService

. outOfService

. outOfServiceconstraintsviolation

. BecomingoutOfService

. ForcedoutOfService

Period-based statistics

Inbound

Inbound highest concurrent

Highest number of concurrent inbound sessions during the period

Inbound average session rate

Average rate of inbound sessions during the period in CPS

Outbound

Outbound highest concurrent

Highest number of concurrent outbound sessions during the
period

Outbound average session
rate

Average rate of outbound sessions during the period in CPS

Period-based statistics

Max burst rate

Maximum burst rate of traffic measured during the period
(combined inbound and outbound)

Total seizures

Total number of seizures during the period

Total answered

Total number of answered sessions during the period

Answer/Seizure ratio (%)

The answer-to-seizure ratio, expressed as a percentage.For
example, a value of 90 would represent 90%, or .90

Average one-way signaling
latency (ms)

Average observed one-way signaling latency during the period

Maximum one-way signhaling
latency (ms)

Maximum observed one-way signhaling latency during the period
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H.323 Session

This section describes the H.323 session data displayed by Net-Net Central.

Accessing To access H.323 session data:

H.323Session Data
Expand the Performance Manager slider and click Devices.

Click the device in the device table for which you want to view H.323 session data.
Click View. Thelist of performance data appears.

> 0w Dd PP

Click H323 session under the Performance Groups folder.
The H.323 session data appears for the following categories:
e Current

* Average period/state
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Pagel1 of

Current To access H.323 session current data:
1. Inthe H323 session window, click the Current tab. The following data appears.
Current Average perindfstate
Refresh Auto refresh Save to file
172.30.91.115
Mo data to display
Hoztname Inces Status Inbound current active & Inbound session rate Cuthound current active  Outhound current sessic
Mo data
No dataindicates thereis no performance datafor this performance category for this
device.
The following table defines the information displayed:
Data Description
Hostname The hostname of the session agent for which the statistics are
being calculated
Index A monotonically increasing integer for the sole purpose of
indexing session agents. When it reaches the maximum value the
agent wraps the value back to 1
Status The current status of the specified session agent, which is
expressed as:
. inService
. outOfService
. outOfServiceconstraintsviolation
. BecomingoutOfService
. ForcedoutOfService
Inbound
Inbound current active Number of current active inbound sessions
sessions
Inbound session rate Current Inbound Session rate in CPS
Outbound
Outbound current active Number of current active outbound sessions
Outbound current session rate  Current outbound session rate in CPS
Period-based statistics
Inbound
Inbound admitted Total number of inbound sessions during the period
Inbound not admitted Total number of inbound sessions rejected due to insufficient
bandwidth
Outbound
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Data Description
Outbound admitted Total number of outbound sessions during the period
Outbound not admitted Total number of outbound sessions rejected because of

insufficient bandwidth

Average Period/State To access H.323 session aver age period/state data:

1. IntheH323 sessionwindow, click the Average period/state tab. Thefollowing data

appears:
Current Average period;state
Refresh Auto refresh Save to file
172.3091.115
Mo data to display Pagei1 C
Incles: Mame Status Inbound high current Inbound average sessior Outbound high current Outbound average sess
Mo data
The following table defines the information displayed:
Data Description
Index A monotonically increasing integer for the sole purpose of

indexing session agents. When it reaches the maximum value the
agent wraps the value back to 1.

Name The hostname of the session agent for which the statistics are
being calculated

Status The current status of the specified session agent, which is
expressed as:

. inService

. outOfService

. outOfServiceconstraintsviolation
o BecomingoutOfService

. ForcedoutOfService

Period-based statistics

Inbound

Inbound high current Highest number of concurrent inbound sessions during the period

Inbound average session rate Average rate of inbound sessions during the period in CPS
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Outbound

VIEWING PERFORMANCE INFORMATION

Description

Outbound high current

Highest number of concurrent outbound sessions during the
period

Outbound average session
rate

Average rate of outbound sessions during the period in CPS

Period-based statistics

Max burst rate

Maximum burst rate of traffic measured during the period
(combined inbound and outbound)

Total seizures

Total number of seizures during the period

Total answered

Total number of answered sessions during the period

Answer/Seizure ratio (%)

The answer-to-seizure ratio, expressed as a percentage. For
example, a value of 90 would represent 90%, or .90

Average latency

Average observed one-way signaling latency during the period

Max latency

Maximum observed one-way signhaling latency during the period
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Codec

Accessing Codec
Data

manhattan
Realm name Cther PChiL
realmconfig u] u]

This section describes the codec data displayed by Net-Net Central.
Note: Codec datais available for D-series Net-Net SBCsonly.

To access codec data:

Expand the Performance Manager slider and click Devices.
Click the device in the device table for which you want to view codec data.
Click View. Thelist of performance data appears.

A 0D P

Click Codec under the Performance Groups folder.
The Codec data appears.

Wiewing 1-1 of 1 Page[‘l-
PChA G722 G723 G72E-16 G726-24 G726-32 G726-40 G728 G729 GSM ILBC  AMF
a a a a a a a a 0 i} a 0

The following table defines the information displayed.

Data Description

Realm The realm that corresponds with the codec listed

Other Other codecs not matched with the standard, well-known list of
codecs

All standard, well-known codecs are listed in the remaining columns.
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VIEWING PERFORMANCE INFORMATION

Accessing
Transcoding Data

This section describes the transcoding data displayed by Net-Net Central.
Note: Transcoding datais available for D-series Net-Net SBCs only.

To accesstranscoding data:

Expand the Performance Manager slider and click Devices.
Click the device in the device table for which you want to view transcoding data.
Click View. Thelist of performance data appears.

A wDd P

Click Transcoding under the Performance Groups folder.
The transcoding data appears.

manhattan
Realn name Transparent sessions Transrated sessions Transcoded zessions
realmconfig u] 1] 1]

The following table defines the information displayed.

Data Description

Realm name The name of the realm for which the following statistics are being
calculated

Transparent sessions Counts of sessions that require no TCU hardware intervention (all

end-to-end media uses the same codec)

Transrated sessions Counts of sessions that use the Net-Net SBC’s TCUs to change the
packetization interval among dialogs in the session

Transcoded sessions Counts of sessions that use the Net-Net SBC’s TCUs to transcode
between two or more codecs
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NSEP

Accessing NSEP
Data

To access NSEP data:

1.

2.

3.

4.

The NSEP data appears.
172.30.80.100

Current active sessions in ]
Period high inbound ]
Total sessions in 0
Period 1800
MNSEP details

Current active sessions

This section describes the NSEP data displayed by Net-Net Central.

Total sessions in

Mo data to display

Period high in

Expand the Performance Manager slider and click Devices.

Click the device in the device table for which you want to view NSEP data.
Click View. Thelist of performance data appears.

Click NSEP under the Performance Groups folder.

Size 25 »

F‘agel‘l_of 1

Total not admittec Current active out

The following table defines the information displayed:

Data

Current active sessions in

Description

Number of current active inbound NSEP sessions

Period high inbound

Highest number of concurrent inbound NSEP sessions during the
period

Total sessions in

Total number of inbound NSEP sessions during the period

Period

The period for which the statistics are collected in seconds

NSEP details

Inbound

Current active sessions in

Number of current active NSEP sessions

Total sessions in

Total number of inbound NSEP sessions during the period

Period high in

Highest number of concurrent inbound NSEP sessions during the
period

Total not admitted

Total number of inbound NSEP sessions rejected
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Accessing Trap
Table Summary
Data

VIEWING PERFORMANCE INFORMATION

Data Description

Outbound

Current active out Number of current active outbound NSEP sessions

Total sessions out Total number of outbound NSEP sessions during the period

Period high out Highest number of concurrent outbound NSEP sessions during the
period

Total not admitted Total number of outbound NSEP sessions rejected

This section describes the summary of trap data generated by the Net-Net SBC.

Note: Trap table summary datais available for the C-series Net-Net SBCs
only.

To accesstrap table summary data:

Expand the Performance Manager slider and click Devices.

Click the device in the device table for which you want to view trap table summary
data.

Click View. Thelist of performance data appears.
Click Trap table summary under the Performance Groups folder.

The trap table data appear.

Trap naime Mumber of variables System uptime

Mo data

The following table defines the information displayed:

Data Description

Trap name Trap name for this fault condition

Number of variables The number of variables encoded in the trap
System uptime The snmp sysUptime when the trap was generated
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Storage Utilization

This section describes the summary of storage utilization data generated by the Net-Net
SBC.

Note: Storage utilization datais available for the C-Series Net-Net SBCs
only.

Accessing Storage  To access storage utilization data:

Utilization Data
Expand the Performance Manager slider and click Devices.

2. Click the device in the device table for which you want to view storage utilization
data.

Click View. Thelist of performance data appears.
Click Storage utilization under the Performance Groups folder.

The storage utilization data appear.

Wolume name Total spacehB) Available spacekKB)
framdry GE 5193
fcode 256 140140
Moot 254 230207
a 0

The following table defines the information displayed:

Data Description

Volume name The name of the disk partition as defined by the user
Total space (MB) Total amount of disk space

Available space (KB) Available, free disk space available
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VIEWING PERFORMANCE INFORMATION

This section describes the intrusion detection system (IDS) data displayed by Net-Net

Central.

Note: IDS datais available for the C-series Net-Net SBCs only.

Accessing IDS To access | DS data:
Data

A w D P

The IDS data appear.

172.30.80.100

Expand the Performance Manager slider and click Devices.

Click the device in the device table for which you want to view IDS data.
Click View. Thelist of performance data appears.

Click IDS under the Performance Groups folder.

SIP endpoint demotions from trusted 0

to untrusted

SIP endpoint dernotions from ]

untrusted to denied

MGCP endpoint dermotions from ]

trusted to untrusted

MGCP endpoint dernotions from ]

untrusted to denied

The following table defines the information displayed:

Data

SIP endpoint demotions from trusted
to untrusted

Description

Global counters for SIP endpoint demotions from trusted to
untrusted

SIP endpoint demotions from
untrusted to denied

Global counters for SIP endpoint demotions from untrusted to
denied

MGCP endpoint demotions from
trusted to untrusted

Global counter for MGCP endpoint demotions from trusted to
untrusted

MGCP endpoint demotions from
untrusted to denied

Global counters for MGCP endpoint demotions from untrusted to
denied
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Cached Contacts

This section describes the number of cached contact data displayed by Net-Net Central.

Accessing Cached To access cached contacts data:
Contacts Data

1. Expand the Performance Manager slider and click Devices.
2. Click thedevicein the devicetablefor which you want to view cached contacts data.
3. Click View. Thelist of performance data appears.
4. Click Cached contacts under the Performance Groups fol der.
The cached contact data appear.
172.30.80.100 =
SIP local contacts 0
MCGP GYW endpoints ]
H323 reqgistrations u}
The following table defines the information displayed:
Data Description
SIP local contacts Number of active SIP local contacts
MGCP GW endpoints Number of MGCP GW endpoints
H.323 registrations Number of H.323 registrations
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Network Management Controls

This section describes the network management (NM) control data displayed by Net-Net
Central.

Accessing NM
Control Data

To access NM control data:

Expand the Performance Manager slider and click Devices.

2. Click the device in the device table for which you want to view NM control
performance data.

Click View. Thelist of performance data appears.
Click NM controls under the Performance Groups folder.
The NM controls data appear.

Mame Type Incoming total Rejected total Diverted total Incoming current Rejected current Diverte

Mo data

The following table defines the information displayed:

Data Description
Name Name of the network management control
Type Type of network management control

Incoming total

Total number of incoming calls that match a destination identifier

Rejected total

Total number of incoming calls that are rejected

Diverted total

Total number of incoming calls that are diverted

Incoming current

Number of incoming calls during the current period that match a
destination identifier

Rejected current

Number of incoming calls that are rejected during the current
period

Diverted current

Number of incoming calls diverted during the current period

Incoming period max

Maximum number of incoming calls during a period that match a
destination identifier

Rejected period max

Number of the maximum incoming calls rejected in a period

Diverted period max

Number of the maximum incoming calls diverted in a period
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ENUM Servers

This section describes the ENUM server table data displayed by Net-Net Central.

Accessing ENUM To accessENUM serversdata:

Servers Data
Expand the Performance Manager slider and click Devices.

Click the device in the device table for which you want to view ENUM servers data.

Click View. Thelist of performance data appears.

> 0w DN P

Click ENUM servers under the Performance Groups folder.

The ENUM servers data appear.
Config name Server IP address Server status

Mo daks

The following table defines the information displayed:

Data Description

Config name Name of the ENUM configuration

Server IP address IP address for the ENUM server

Server status Status of the ENUM server
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Accessing CPU
Core Table Data

This section describes the CPU core table data displayed by Net-Net Central.

Note: CPU coretable datais available for D-series Net-Net SBCsonly.

To access CPU coretable data:

1. Expand the Performance Manager slider and click Devices.
2. Click the devicein the device table for which you want to view CPU core table data.
3. Click View. Thelist of performance data appears.
4, Click CPU core table under the Performance Groups folder.
The CPU core table data appears.
manhattan
Core incex Description CPU uzage State Memary descriptor Memary usage
If thereis no data, the table is empty.
The following table defines the information displayed:
Data Description
Core index A monotonically increasing integer for the sole purpose of
indexing
Description Provides core ID and slot location
CPU usage Percentage of total CPU being used
State Indicates current state

Memory descriptor

Describes type of RAM memory

Memory usage

Indicates current RAM being used
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Overview

Configuration archive

Scheduling

The Schedule Table

Performing Backup
Tasks

Net-Net Central’s Configuration archive lets you easily back up, restore, and manage
your Net-Net SBC's configuration across multiple devices.

Configuration archive allows you to:
e Schedule back ups of device configurations
» Restore back ups of device configurations

*  Apply apurge policy to devicesand device groups, meaning you can del ete archived
configurations based on age or a set limit of backups

When configured for high availability, the Configuration archive exists on every nodein
acluster. Whenever aconfiguration file is pulled from adevice by anode, thefileis sent
to al of the nodes in the cluster.

When you select Configure archive from the Configuration Manager slider, the
Schedules screen appearsin the content area and displays all back ups run on the current
date. To see al scheduled and past back ups, select Schedules from the Configuration
Manager dlider.

Thistable includes the following information for each device:

Backup Information Description

Target Device or device group’s target name
Frequency Interval at which back ups are scheduled
First Scheduled Scheduled back up time and frequency

Last run time Last time back up was performed

Device group Group to which device belongs

Hardware version Hardware platform on which device runs
Software version Software version currently running on device

Action buttons appear at the top of the Schedules table:

Refresh Search Show All
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This table describes the actions:

Action Description
Refresh Refreshes the contents of the Schedules table
Search Launches the Backup search dialog, allowing you to filter the

contents of the Schedules table

Show all Clears all search criteria set by the Search dialog and displays all
backed up configurations in the Schedules table

Action buttons that appear at the bottom of the Schedules table:
Add schedule | | Edit schedule | | Back up nowe | | See configuration Delete
This table describes the actions.

Action Description

Add schedule Launches the Add schedules dialog, allowing you to select a time,
frequency, and device(s) or device group(s) to backup

Edit schedule Launches the Edit schedule dialog, allowing you to modify the backup
schedule

Back up now Backs up the configuration of the selected device or device group
immediately

See configuration Launches the Archive configuration screen showing only

configurations associated with the backup selected

Delete Deletes a row from the table. Deleted rows corresponding to a
scheduled backup ceases

Archive When you select the Configure archive option, al backed up configurations appearsin
Configurations the content area. To see all scheduled back ups, select Schedules from the Configuration
Display Manager slider.
Configuration This table describes the following information for each device:
archives Table

Back up Information Description

Configuration Name Name of the configuration file

Source Device’s target name

Configuration Version Version of the configuration

Hardware Version Hardware platform on which device runs

Software Version Software version currently running on device

Backup date Date/time configuration was backed up
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Backup Related Tasks At the bottom of the the Archive configurationstable is a set of action buttons. For
example:

Rename Restore Delete
Thistable describes the actions:

Action Description

Rename Launches the configuration name dialog, allowing you to modify the
name of the backed up configuration

Restore Restores the selected backup

Delete Deletes selected configuration from the table
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Creating and Restoring Backups

Scheduling a
Backup

This section explains how to create and restore back ups of your Net-Net device
configuration. Y ou can schedule back ups to run once, daily, weekly, or monthly. You
can a'so back up a configuration on demand.

When you restore aback up, you removeall edits made to the configuration after the back
up was run.

When performing a configuration back up, the Net-Net SBC:

Copies the configuration file into the ConfigBackups directory.
2. Adds an entry to the database for the configuration file.

Appliesthe set purge policy. Refer to the Managing Configuration Backups to set
this policy.

Backed up configurations are kept in the AcmePacket/ConfigBackups directory. A new
directory is created for each device using the IP address in the location name.

Y ou can schedule a backup to automatically archive the configuration of adevice and/or
device group.

To schedule a configuration backup:
1. Expand the Configuration Manager dlider.

Configuration Manager

L Devices
i Global Farameters
e '-1_'_] Configure archive
Schedules
Archive configuration
Administration
Expand Configure archive and click Schedules.
Click Add schedule. The Schedules screen appears.
Schedule—Select Schedule to set a date and time to back up a configuration.

Frequency—Sel ect the frequency of configuration back ups from the combination
box.

o > DN

¢ None—Do not repeat scheduled configuration back up.

e Daily—Perform adaily scheduled configuration back up.

e Weekly—Perform aweekly scheduled configuration back up.

e Monthly—Perform a monthly scheduled configuration back up.
6. Start date—Choose a start date from the calendar.

Start time—Enter or select a start time.
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Click the Devices tab.
Click Add. The Device selection dialog appears.
10. Select the device(s) or device group(s) you want to schedule a back up for.
11. Click Add >.
12. Click OK.
13. Click Apply to finalize the schedule.

Executing a Backup Y ou must add a device(s) and device group(s) to the schedules table before you can
On Demand perform aback up. If you do not wish to have areoccuring schedule, set the Schedule to
On demand in the Add schedule dialog when scheduling a back up.

To perform a configuration backup on demand:
1. Expand the Configuration Manager slider.

Configuration Manager

L Devices
@ Global Parameters
4 '-J__j Configure archive
Schedules
Archive configuration
Administration
Expand Configure archive and click Schedules.
Click Add schedule. The Schedules screen appears.
Schedule—Select On demand to perform a configuration backup immediately.
Click the Devices tab.
Click Add. The Device selection dialog appears.
Select the device(s) or device group(s) you want to schedule a back up for.
Click Add >.
Click OK.
10. Click Apply to start the configuration backup on-demand.

© © N o 0k~ W DN

Restoring a Restoring a backup is an on-demand process that you cannot schedule. Restoring a
Backup backup does not affect the purge policy or existing configuration backups.

Torestorea configuration backup:
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1. Expand the Configuration Manager dlider.

Configuration Manager

L Devices
@ Global Parameters
F] 1_1 Configure archive
Schedules

Archive configuration

Expand Configure archive and click Archive configuration.
Select abacked up configuration from the table and click Restore. A dialog appears.
Click Yesto restore the backed up configuration.
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Managing Configuration Backups

Purge Policy

Setting up a Purge
Policy

Using Net-Net Central’ stools, you can manage the configuration you have backed up.
Y ou can purge, search, or remove a backup. This section explains those operations.

Y ou can configure a purge policy to delete backed up configurations according to either
an age limit or limit per device. Each time a configuration is backed up, apurgeis
performed according to the selected policy. You may only set one policy at atime,
athough you may run an on-demand purge at any point in time.

Y ou can select either of the two following policies:

« Policy 1: A set number of archived configurations that should be kept per device. In
this case, the oldest configurations are deleted first.

» Poalicy 2: You can set the number of days of daily, weeks of weekly, and months of
monthly backed up configurations to keep.

A purge policy must be selected and configured in order to have Net-Net Central
automatically delete configurations. Y ou can also manage backed up configuraitons
manually.

To select apurge policy:
1. Expand the Configuration Manager slider.

Configuration Manager

L Devices
@ Global Parameters
F] [_] Configure archive
Schedules
Archive configuration

Administration

Expand Configure archive and click Administration.

3. Please choose one of purge policy choices.—Select the purge policy you wish to
set up and apply.

Toset up Policy 1:

» Total Number of backup configurationsto store per device—Enter a numerical
value between 0 - 999999999,

To set up Policy 2:

» Deleting daily backup older than days—Enter a numerical value between O -
999999999. The default is 4 days.

» Deleting weekly backup older than weeks—Enter a numerical value between 0 -
99999999. The default is 4 weeks.
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« Deleting monthly backup older than months—Enter anumerical value between 0
- 999999999. The default is 4 months.

4. Click Apply.
Executing an On- When executing an on-demand purge, you can select the purge policy you set earlier or
Demand Purge target all backed up configurations on adevice or group. Y ou can select multiple devices

or multiple groups to purge at one time.

To execute an on-demand purge:

1. Expand the Configuration Manager dslider.

Configuration Manager

L DEvices
@ Global Parameters
F [] Configure archive
Schedules
Archive configuration

Administration

Expand Configure archive and click Administration.
3. Click the Operation tab.
Configuration ar chive purge policy—Select the scope of the purge.

e Purgeall archived configuration—Purges all files and configurations
associated with selected device(s)/device group(s).

e Purge per policy—Purges selected devices according to set purge policy.

5. Click the device group folder in which your device belongs to view the list of
devices.

Select the target device or groups you wish to purge and click Add.
Click Purge.

Searching a Y ou can search the Configuration archive using one or more criteria.

Configuration To perform a search of a configuration:
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1. Expand the Configuration Manager slider.

Configuration Manager

L Devices
@ Global Parameters
4 ] Configure archive
Schedules

Archive configuration

Expand Configure archive and click Archive configuration.

Click Search. The Configuration archive search dialog box appears.
Configuration name—Enter the name of a configuration.

Sour ce—Enter the device' starget name.

Har dwar e ver sion—Enter the platform version of adevice.
Softwar e ver sion—Enter the software version of a device.

Start backup date—Choose a start time from the calendar.

© © N o 0k~ w N

End backup date—Choose an end time from the calendar.
10. Click OK to search using the configured criteria and close the dialog box.

11. Click Cancel to cancel your configured criteria and close the dialog box.

Changing the File The names applied to archived configurations contain either the device' s target name or

Naming Policy IP address, followed by the date and time the configuration was downloaded from the
device. Y ou can select either the device' starget name or | P address asthe the file naming
polciy. TARGET_NAME is selected by default.

For example, a configuration downloaded on February 14, 2012 at 1:08:15 PM is saved
with the name sd231 2012 02_14 13 08 _15.

To change the file naming policy:

1. Expand the Configuration Manager slider.

Configuration Manager

L Devices
@ Global Parameters
4 -[_] Configure archive
Schedules
Archive configuration

Administration
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Renaming a
Configuration

2. Expand Configure archive and click Administration.
3. Default configuration name settings—Select .

¢ TARGET_NAME—Usethe device starget name, followed by the date and
time of the back up.

¢ |IP_ADDRESS—Usethe device' s IP address, followed by the date and time of
the back up.

4. Click Apply.

Y ou can rename of any backed up configuration to amore meaningful titleinthe Archive
configuration screen. However, the actual file name on the system does not change and
till adheresto the set file naming policy. The changed name of a configuration will only
be displayed within Net-Net Central.

Torename a configuration:

1. Expand the Configuration Manager slider.

Configuration Manager

L Devices
@ Global Parameters
4 il Configure archive
Schedules

Archive configuration

Expand Configure archive and click Archive configuration.
Select the configuration you want to rename and click Rename.
Name—Enter the new name for the configuration.

o > w DN

Click OK to set the configuration name.
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Audit Logs

User Privileges

Configuration
Privileges

Setting Configuration
Privileges

This section contains administrative information for the Configuration archive.

The following operations are recorded in the Audit logs:

*  Renaming of configurations

»  Deletion of configurations

*  Manual cleanup of the Configuration archive

« Administrative changes in cleanup policy or file naming policy

* Restoration of aconfiguration file

e Configuration backup

For moreinformation about the audit trail, see the Net-Net Central Administration Guide.

Depending on your user privilegeleve (or privileges set for the User Group to which you
belong), you can perform certain operations in Configuration archive:

e Back up configurations

« Restore configurations

» Delete archived configurations

»  Change Configuration archive settings

For more information about group/user privileges, see the Net-Net Central
Administration Guide.

Y ou can set one of two privilege levels for each level of operation in Configuration
archive:

*  Full—You can perform al actions associated with the selected Configuration
archive operation. For example, you can back up, restore, or delete a configuration.
All action buttons appear in the content area for the selected operations.

* None—You have no access to operations related to the Configuration archive. For
example, you cannot back up, restore, or delete a configuration. Action buttons will
be unavailable to click if you do not have privileges.

Before you can set their configuration privileges, a user must be added to a group under
the Net-Net Security Manager.

To set configuration privilegesfor a user group:
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1. Expand the Security Manager slider > User management.
Security Manager =
4 | User management
Groups
Uzers
Pazsword rules
Inactivity timer

Pazzword notification

Click Groups.
Select the group you want to set permissions for and click Edit.
Click the Configuration tab.

a > w N

Expand the Configuration > Configuration archive.

Configuration SBC system maintenance Administrative operations Fault management Device group instances

ftem Privieges
4 ] Configuration Full
: lj_'_-l SBC configuration Full
u_:J Route Manager Central configuration Full
(] Work arder Full
Load device Full
Override lock Full
Transfer cenfiguration view Full
(] Apply to SBC Full

The privilege set here over-

[ Configuration archive rides the privileges set for the Full
Back up configurations other sub-operations. Full
Restore configurations Full
Delete archived configurations Full

The privileges are set according to the operation. With Full privileges assigned, users
belonging to this group can:

« Configure archive: Back up, restore, or delete configurations on target device(s)
or device group(s).

e Back up configurations: Back up configurations from target device(s) or device
group(s).

« Restore configurations: Restore backed up configurationsto the source device(s)
or device group(s).

« Deélete archived configurations: Delete backed up configurations from the
archive,

6. Click the state in the Privileges column to change the privilege for this operation.

4 .J__] Cenfiguratien archive Full -

Full
Maone

7. Click Apply. The privilege state is changed.
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If the privilege state is set to None for an operation, the associated action buttons
associated with this operation are invisible. For example, if set to None, the Add
schedule, Edit schedule, Back up now, Restor e, Delete actions will not be
available to that user.

Y ou can set administrative privilegesin Configuration archive. There are three privilege
states for administrative operations:

Full—Y ou can perform al actions associated with the selected Configuration
archive operation, for example you can back up, restore, or delete a configuration.
All action buttons appear in the content area for the selected operations.

None—Y ou have no access. For example, you cannot back up, restore, or delete a
configuration.

Before you can set their administrative privileges, auser must be added to a group under
the Net-Net Security Manager.

To set administrative privilegesfor a Group:

1.

o~ w0 DN

Expand the Security Manager slider > User management.
Security Manager =
4 LJ Uzer management
Groups
Uzers
Pazzword rules
Inactivity timer
Password notification
Change passward
Click Groups.
Select the group you want to set permissions for and click Edit.
Click the Administrative operations tab.
Expand Administrative options.
Theprivileges are set according to the operation. With Full privilegesassigned, users
belonging to this group can:
« Change configuration archive settings: Set purge policies and change default
settings such as the file naming policy.
Click the state in the Privileges column to change the privilege for this operation.

Click Apply.
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Introduction

Work Order Administration

About Work Order
Administration

Predefined Work
Flows

Software Upgrade

Work order administration allows you to perform software upgrades and global
parameter changes across a targeted group of devices. Y ou create a customized work
order, assign your devices (also referred to as targeted devices), and execute it to apply
the changes.

Note: Net-Net Central does not support work order administration for
certain configuration elements. Please consult the Known I ssuestable of the
Net-Net Central 7.3 Release Notes.

Work orders support two types of operations:

«  Softwareupgrade:; Allowsyou to automatically upgrade and downgrade the software
version for multiple devices.

e Global parameter changes: Allows you to automatically provision multiple devices
by changing configuration parameters.

A work order consists of:
»  Work order type: Software upgrade or globa parameter changes.

» Targeted devices: The devices specified within the work order grouped by platform
and software version.

«  Work flow: A predefined work flow that definesthe execution procedure (stepsto be
performed on the targeted devices) and is based on the type of work order you create:
Software upgrade or global parameter changes.

Thereisapredefined work flow process for each type of work order. A predefined work
flow is the automated steps NNC performs to compl ete the work order. Once you select
the type of work order you want to execute and the targeted devices you want to update,
NNC processes these steps until your work order is completed. Refer to Predefined Work
Flows (206) for tables listing the steps and corresponding processes for al work order
scenarios.

Each predefined work flow has a corresponding predefined rollback processin the event
that arollback to the previous state is necessary.

Y ou cannot edit the predefined work flows.

If you are performing a software upgrade, you can manually execute the work order or
set it to execute automatically at a set time. For example, you can configure NNC to
perform these upgrades during a maintenance window. NNC then upgrades the targeted
devicesin your work order until the work order is completed.
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Global Parameter
Changes

Before You Start

If you are performing global parameter changes, first you must create a global
configuration. The global configuration is comprised of elements and attributes seeded
from one of two options: a managed device or a software version. Next, you load your
global configuration. The global configuration stores all of the changes made during
configuration. Finally, you create the work order, select targeted devices, associate the
global configuration with the work order and execute it, or schedule it to execute.

User Permissions

High Availability
Requirements

Software Version
Requirements

Software Image
Archive
Management

The work order operations you can perform depend on the user permissions you are
assigned. With the following user permissions assigned, you can perform operations
relating to global software upgrades and global parameter changes:

¢ Administration: Create, modify, execute, delete and control awork order.
«  Provision: Execute and control (start, abort, pause, resume, or commit) awork order.

e View: View work orders only.

SFTPisrequired to support work order administration for NNC clusters. Please ensure
SFTP servers are running for NNC servers.

There isasoftware version requirement that applies under certain work order conditions:

e Globa parameter changes: The software version of the global configuration must
match the software version of the target devices.

If there are no devices selected in the work order’ s targeted device table, the Select SBC
dialog box listsal of the devices managed by the Net-Net Central server. However, once
you add your first device to the Targeted devices table, the SBC dialog list adjuststo
reflect only those devices with the same hardware type and software rel ease version as
the first device you added.

The software image archive allows you to view, load and delete all device software
images maintained through NNC. Before you create your work order, you must upload
the correct software image to the software image archive.

Y ou can add the software image to the archive through the NNC Software image archive
management table. If the targeted NNC server isin acluster, the NNC server ensures that
the new image isreplicated for all nodesin acluster.

To access the Software image archive management table, expand the Device Manager
dlider, followed by the Software upgrade folder. Click Software image archive
management. From here you can view, add or delete software image files. The device
software image archive directory islisted above the device software image table.
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Best Current Practices

Tracking
Modifications in the
LCV

Setting Criteria

About Device
Tasks

WORK ORDER ADMINISTRATION

There may be instances when you want to downgrade the software version for multiple
devices. The procedureis virtualy the same for a downgrade as for an upgrade. The
difference is when you select your target software image, you choose a lower software
version than the currently-running software version.

A global configuration stores the configuration changesto be applied in your work order.
The Seeded from parameter determines where the global configuration is seeded from.

Global configurations can be seeded from two options:

« Managed device—the configuration from the selected device isloaded to the global
configuration. The configuration data model reflected on your screen are the
elementsrequired for that device’smodel, aswell asthe unique configuration values
for the device's configuration.

»  Softwareversion—the dataschemafor aselected device software version model and
default values are loaded to the global configuration. If you select this option, you
must select a platform and software version. The available platforms and software
versions depend on the devices managed by NNC.

Global parameter changes require extensive validation across multiple devices
simultaneously. For the highest successrate, it is recommended to implement global
parameter change work orders across devices with similar configuration models.

Once you have created a global configuration, you must load the global configuration.
Any modifications made to the global configuration schema are tracked in the Local
Configuration View (LCV). Refer to Viewing Modificationsin the LCV (195) for
instructions on how to view the LCV. For further information on modificationsin the
LCV, you can select an attribute and click View Changes.

The changesdisplayedin the LCV are additions, deletions, and modifications of top-level
elements and/or sub-elements. For a detailed view of attribute modifictions, you can
access the Preview screen. Refer to Viewing Attribute Parameters Modification and
Elements Addition/Deletion Tables (195) for instructions on how to view element and
attribute modifications, additions, and deletions.

Y ou haveto set the criteriafor the multiple-instance el ements you modified in your work
order. Since some configuration elements occur morethan once, you usethe Set Criteria
parameter to indicate which multiple-instance elements you want the changes applied to
when you execute your work order.

Note: Onceyou assign aglobal configuration to awork order, you can
continue to update the global configuration. However, it isimportant to
remember that you must set criteriafor certain elements. Y ou accessthe Set
Criteriaparameter through the work order, so you must ensure that this step
is complete for executing your work order.

Devicetasks are the individual tasks performed for each targeted device in the work
order. The Device tasks table is found bel ow the Work orders tables for both software
upgrade and global parameter changes. Refer to the Device Tasks Table (177) section for
more information.
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Work Order The following procedures are to serve as suggested methods. Y our process might not
Provisioning Cycle  follow these steps precisely.

Software Upgrade This section provides an overview of performing a software upgrade.

1

Upload the target software image to the software image archive.
Refer to Adding Software | magesto the Software Image Archive Directory (188) for
more information.

2. Create a software upgrade work order.

Refer to Creating a Software Upgrade Work Order (188) for more information.

3.  Namethe work order.

4. Schedule start time, or leave blank to start manually.

Refer to Scheduling Work Order Start Date and Time (200) for more information.

5. Set the error policy, behavior, and auto-commit.
Refer to Configuring the Error Policy (200), Configuring the Behavior (201), and
Enabling Auto Commit (201) for more information.

6. Add targeted devices.
Refer to Adding Targeted Devices (202) for more information.

7. Specify the target software image.

Refer to Configuring Target Software |mage for Software Upgrades (189) for more
information.

8. Set optional parameters, such as call shedding, break points, and HA health score.
Refer to Configuring Optional Software Upgrade Parameters (189) for more
information.

9. Execute the work order.

Refer to Executing a Work Order on Demand (204) for more information.

10. Commit the work order.

Refer to Commiting a Work Order (204) for more information.
Global Parameters This section provides an overview of performing global parameter changes.
Changes

1. Createagloba configuration.

Refer to Creating Global Configurations (193) for more information.

2. Set modifications to your global configuration.

3. Create aglobal parameter changes work order.

Refer to Creating a Global Parameter Changes Work Order (195) for more
information.

4. Name the work order.

5. Schedule start time, or leave blank to start manually.

Refer to Scheduling Work Order Start Date and Time (200) for more information.
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Set the error policy, behavior, and auto-commit.
Refer to Configuring the Error Policy (200), Configuring the Behavior (201), and
Enabling Auto Commit (201) for more information.

Add targeted devices.
Refer to Adding Targeted Devices (202) for more information.

Assign aglobal configuration to the work order.
Refer to Assigning the Global Configuration to the Work Order (196) for more
information.

Set criteriafor multiple-instance elements (if applicable).
Refer to Setting Criteriafor Element Instances in Work Orders (197) for more
information.

View global parameter modification tables to verify changes on each device.
Refer to Modifications Tables (211) for more information.

Execute the work order.
Refer to Executing a Work Order on Demand (204) for more information.

Commit the work order.
Refer to Commiting a Work Order (204) for more information.

The following diagram illustrates the work order flow.
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WORK ORDER FLOW

UPLOAD SOFTWARE IMAGE:
(For Work Orders involving Software Upgrades)
--Upload the target software image to the software

image archive
CREATE WORK ORDER:
--Mame work order
--Schedule start time (leave blank to manually start)
--Set: Error policy, Behavior, Auto commit
--Add targeted devices

CREATE GLOBAL CONFIGURATION:
(For Work Orders involving Global Parameter Changes)
--Set desired modifications to Global Configuration

] s

g £

g g

¥ ER

z ]

i 2
(L]

SOFTWARE UPGRADE: GLOBAL PARAMETER CHANGES:
--Specify software image --Associate global configuration with work order
-=Set optional call shedding =-Set Criteria (if applicable)

--Set optional break points --View global parameter modification tables to verify
--5Set gptional HA health score changes on each device

NS NS

WORK ORDER EXECUTION:
--Execute work order, if start time not
scheduled

NS

Commit work order to unlock
targeted devices
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Work Order Administration Graphical User Interface

Software upgrade and global parameters changeswork orders are created and maintained
in separate dliders.

Y ou accessthe software upgrade work order administration in the Device Manager dlider.
Y ou access the global parameter changeswork order administration in the Configuration
Manager slider. Refer to the Performing a Software Upgrade (188) or Performing Global
Parameter Changes (193) sections for instructions.

The Work order view, available in the Dashboard Manager, allowsyou to view all work
orders. Y ou can also access device tasks tables here. However, thisis aread-only view.

Intheir respectivework order tables, you create new work orders, delete any unused work
orders, and perform other functions described in the work order actions table below.

Work Order Table Below is the global parameter changes Work orders table. First, we will review the
portions of work order administration that are the same for software upgrades and global
parameters changes.

Work orders (Search Criteria:all)

Refresh Search
Matme Device court Configuration name Status Start time: End time
gpvorkorder] 1 gpconfigd Mot Scheduled

Logs Al Start Eciit Copy Delete

Device tasks
Matme IP Address Crriginal S Y ersion Status Progress Start time End time
=c100 172.30.80.100 CEOOm?T Ready

Refresh Logs Previewy

Accessing Work To access the softwar e upgrade work order table:

Order Tables
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1. Expand the Device Manager dider > Software upgrade.

2. Click Work order administration.

To accessthe global parameter changes work order table:

1. Expand the Configuration Manager slider.

2. Click Global parameters.

3. Click the Admin tab at the top of the content area.

Work Order Table Y ou can perform the following actions for both software upgrade and global parameter
Actions changes unless noted. The buttons are disabled (or grayed out) when an action cannot be
performed at a particular time.

Action
Logs

Refresh

Add

Pause

Start

View/Edit

Abort

Commit

Copy

Delete

Description

Launches the work order log.

Causes the Net-Net Central to retrieve the work orders from the
server and display the most current status.

Launches the Create/Edit work order view.

Waits for the currently-running task to stop gracefully, putting the
work order in a paused state.

Starts unscheduled work order immediately, restarts a work order,
or resumes a a work order, depending on the work order state.

The availability of these actions vary depending on the state of the
work order.

View launches the Create/Edit work order view in read-only mode;
no configuration changes are possible.

Edit launches the Create/Edit work order view for editing
purposes; a work order cannot be modified if its state is
scheduled, running, stopped, success, or failed.

Aborts the work order.

Manually commits a selected work order. The targeted devices are
unlocked once a work order is committed.

Only work orders with statuses of: Success, failed, abort, or
abortFailed can be committed.

Duplicates an existing work order configuration and puts the work
order in a partially-configured state. You have to modify the copy
of the work order before it can be executed.

Deletes the selected work order from the Net-Net Central
database. The Net-Net Central will never automatically delete a
work order, even when the work order has successfully completed.
A work order can only be deleted if its status is PartialConfigured,
NotScheduled, or Committed.
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The following table defines the data displayed in the Work orders table:

Data

Name

Type

Device count

Configuration Name

Target SW version

Description

Name you give the work order.

This column is only available if viewing in the Dashboard Manager.
Type of the work order:

e SW Upgrade

¢ GP Changes

Number of targeted device nodes (standalone devices or HA pairs)
the work order will execute. An HA pair is considered one device
node.

For global parameter changes only:
Global configuration name applied in this work order.

For software upgrades only:
The software version to be installed.
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Data Description

Status The possible statuses of the work order:

* PartiallyConfigured: Configuration is incomplete.

¢ NotScheduled: Start time is not yet configured.

¢ Scheduled: The start time is configured and scheduled to begin
at a set date and time.

* WaitStarting: Work order is placed into a run-waiting queue by
the Net-Net Central scheduler and awaits the scheduled time to
start running.

* Running: Work order started and is currently processing.

* Pausing: Work order pauses after Pause is initiated by user.

* Paused: Work order stopped completely. You must manually
resume a stopped task or abort the task.

* Resuming: Work order resumes processing.

¢ Success: Work order completed successfully, but has not yet
been committed.

* Failed: Work order failed during execution.

¢ StartCommitting: Work order is in the StartCommitting state.

¢ Committing: Work order is in the process of committing the
changes designated.

* Committed: Changes successfully executed by this work order
are committed

¢ CommitFailed: Work order failed to commit and some of the
locked resources or the auto-generated files may fail to
remove.

* StartAborting: Work order is in the beginning process of
aborting.

* Aborting: Work order is executing the abort process.

* Aborted: Work order has been successfully aborted. All
changes made on all targeted devices are rolled back and the
devices retain their original state prior to the work order
execution.

¢ AbortFailed: Work order failed to abort due to a failure of a
device rollback process.

* Preloading: This status applies to software upgrades only. The
state the work order is in when the “Pause and unlock after
loading software image” parameter is enabled in the software
upgrade configuration, and the work order is loading the target
software image to all targeted devices.

* PreloadPause: This status applies to software upgrades only.
This state occurs after the work order successfully delivered
the target software image to the targeted devices and
unlocked the devices. You can resume the work order in this
state.

* PreloadFailed: Work order failed to load the target software
image to all targeted devices.

* LockingResource: State when the work order locks all
necessary resources.

* LockResourceFailed: Work order failed to lock all necessary
resources. You can restart the work order in this state.

Start time The Net-Net Central server start date and local time for this work
order.
End time The end time is the Net-Net Central local time when:

* The work order finished successfully and paused.

* Afailed condition has been met and the work order stopped as
a result of the failure.

¢ The user manually stops a work order already in progress.
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Table

Device tasks

Mame IP Address Criginal SW Yersion
=ct100 1723080100 CEOOm?T
Refresh Logs Pauze Abart

Device Task Actions

Running 4of 3

WORK ORDER ADMINISTRATION

Below the Work orders table is the Device tasks table. Device tasks are the individual
tasks performed for each targeted device in the work order.

Status Progress Start time End time

10312012 11:29:22

The following table lists the actions available for device tasks. Y ou must select a device

task row in order to execute any of these actions.

Action

Refresh

Logs

Pause

Abort

Resubmit

Preview

Device Task Data

Data

Name

IP address

Original SW version

Description

Net-Net Central retrieves the device tasks from the server and
display the most current status.

Launches the device tasks log.

Waits for the currently-running task to stop gracefully, putting the
device task in a paused state.

Aborts the device task.

The work order is resubmitted to start excecution from the start of
the work flow for the targeted device node.

This button is only available for global parameter changes.
Opens the Configuration table and Attributes modification table.

The following table lists the data that pertains to device tasks.

Description

Name of the targeted device which can be a standalone device or
an HA pair.

device management IP address. For HA pairs, the IP addresses for
each device appear.

Original software image for this device.
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Data Description

Status Status of an individual task:

* Ready: Ready to run.

* ResetToReady: When a work order is resubmitted, all failed
tasks are reset to this state to distinguish it from the initial
Ready state.

« Starting: An intermediate state between the Ready and
Running states when you submit or resubmit the device task.

* Running: Task has begun and is running.

* Pausing: An intermediate state between Running and Paused
states.

* Paused: Task was stopped completely. A paused task must be
resumed manually, or aborted.

¢ Success: Task has completed execution successfully.

* Failed: Task has failed to complete.

« StartAborting: A task starts to abort.

* Aborting: A task is executing the rollback procedure and you
manually abort the procedure, or the device task automatically
rolls back due to an error during the procedure.

* Aborted: Rollback procedure is successful.

* AbortFailed: A task does not successfully rollback and failure
occurs.

* Preloading: A task is loading the target software image to the
device.

* PreloadPaused: A task has loaded the target software image
to the device and is paused.

* PreloadFailed: A task failed to load the target software image
to the device.

Progress Total number of procedural steps completed for this device task.
For example, 12/12 indicates 12 steps have completed in a 12-
step process within a work order scenario.

Start time Net-Net Central local time that the device task is scheduled to
start, or the time when a task within the work order has started.
If the work order has not reached its scheduled start time, all
individual tasks for this work order will display the same start
time.

When an individual task begins, the processing start time replaces
the scheduled time.

End time Net-Net Central local time when:
* Work order finished successfully and stopped.
* Failed condition has been met and the work order stopped as a
result of the failure.
* User manually stops a work order already in progress.

Configuration and The Attribute parameters modification and Elements addition/del etion tables are only

Attributes available for global parameter changes, and display the top-level element, sub-element,
Modification and attribute modifications.
Tables

TheFilter by element drop-down parameter allows the user to view the configuration
changes by element type.

To open these tables, select adevice task and click Preview.
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See Viewing Attribute Parameters Modification and Elements Addition/Deletion
Tables (195) for instructions to access these tables.

Global parameter configuration: gpconfig3

Wiork order name: gpworkorderl

Configuration modification
Filter by elerment: m w

Attribute parameters modification

Mame

Instance Ol value ey value
Elements addition/deletion
Mame Operation Instance
realmGroup added realm group
realmConfig added realmi
sipManipulation added sipmanip?
Attribute Parameters The following table lists the data that pertains to attribute parameters modifications.
Modification Table
Data Data Description
Name The name of the changed parameter. The syntax is element-
type/attribute-name.
Instance String value of the key for to identify the specific instance.
Old value Old parameter value configured for this parameter.
New value New parameter value configured for this parameter.
Elements _ The following table describes the data avail able in the Elements addition/del etion table.
addition/deletion
Table Data Data Description
Name The name of the element type which is going to be added or
deleted.
Instance String value of the key to identify the specific element instance.
Operation Operation performed on this element:
¢ Add: This element was added to this global configuration.
* Delete: This element was deleted from this global
configuration.
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Wo r_k Order Work orders are comprised of three tabs containing required parameters. For software
Sett_l ngs and upgrade and global parameter changes work orders, the first two tabs are the same:
Devices Tabs Settings and Devices. The third tab is unique for each work order: Workflows tab for

software upgrades, and Global parameter changestab for global parameter changes. The
unique tabs are discussed in further detail in their respective GUI sections below.

Settings Tab The Settings tab contains parameters for naming, scheduling and committing the work
order.

Settings Devices alobal parameter changes

Marne: gpworkorder 1

[ scheduled

Start date and time:

[ ] Run device tasks concurrently
Error policy: Log and proceed hd
Behavior: Automnatic »

[ auto commit

For more information on configuring these parameters, please consult the Work Order
Administration (200) section.

Devices Tab The Devices tab alows you to select targeted devices for your work order.

Settings Devices Global parameter changes

Matmne P Address Current W Image
=c100 1723080100 CEOOmY

Before you select devices, it isimportant to note the following:

¢ Onceyou select adevice from the Managed devices table and add it to the Targeted
devicestable, only devices with the same software version remain in the Managed
devicestable.
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Managed devices
Device

a [_J Home

Software Upgrade
Work Order
Administration

Software Image

WORK ORDER ADMINISTRATION

e When selecting devices for aglobal parameter changes work order, the global
configuration assigned to the work order must match the software version of the
targeted devices.

Targeted devices

Platform “ersion Device Platform Wersion
Al =
4 l.J Home

Remove =
=71 _=d170 3800 SCHE20

For more information on configuring these parameters, please consult the Adding
Targeted Devices (202) section.

Now we will discuss elements that are unique to software upgrade work order
administration.

To access softwar e upgrade work order administration:
1. Expand the Device Manager slider > Software upgrade.

2. Click Work order administration.
Device Manager =
Devices
Device groups
License
a ] Software upgrade
Softweare image archive

Wiark order adminiztration

To access softwar e upgrade work order administration:

Archive
1. Expand the Device Manager slider > Software upgrade.
2. Click Software image archive.
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Below isthe screen for uploading software imagesto the archive. For instructions, please
refer to Adding Software Images to the Software Image Archive Directory (188).

Device software image archive home:  foptfAcmePacket,/NMCArchive
JSWImagesrchive

Device zoftware image file name  Size (Bytes) DiatedTime crested

Upload software image to archive e

File: Brorvse...

Uplosd Cancel

Softwar e Image Ar chive Management Data

The following information is displayed on the Software image archive screen:

Data Description

Device software image The directory the software image files are uploaded to.
archive home

Device software image name Name of the device software image.
Size (Bytes) Size of the software image file in Bytes.

Date Date and time when the file was stored to the disk.

Softwar e Image Archive Management Actions

The software archive management action buttons allow you to:

Action Description
Refresh Refreshes the software image file data.
Delete Manually deletes the selected software image file from the

archive home directory.

Cancel Closes the work order administration window.
Work Order There arethree tabs containing required parametersfor work order administration. Below
Administration isthe Workflows tab, which is unique to software upgrades. Please refer to Work Order

Settings and Devices Tabs (180) for more information on the Settings and Devices tabs.

The Workflows tab allows you to select the targeted software image, set a health score
threshold for HA pairs, enable call shedding and set pause breaks after stepsin the

182 Oracle Communications Session Element Manager User’s Guide Version 7.3



WORK ORDER ADMINISTRATION

predefined work flow for work orders. For instructions, please consult Configuring
Optional Software Upgrade Parameters (189).

Settings Devices Workflows

Targeted software image:

HA Health score threshold (%)

Call shedding
[ Reject new cal
Artive call threshold: u]
Workflow Select node software image *
[J Pause and urlock after loading sof
Device software image file name  Size (Bytes) DatedTime created
Step Description
1 Check awailahle space at the device
2 Archive current device software image
3 Retrieve config data file
4 Push software image to the device
5 Do call shedding
=1 Convert config file to ACP XML format if necessary
7 Edit image name in boot parameters
g Reboot the device
9 Update device info in MMC zarver
838
Global Parameter Now we will discuss elements that are unique to global parameter changes work orders.
Changes Work Before you create a global parameter changes work order, you must creste a global
Order configuration to store your configuration modifications. To access the global
Administration configurations table:

To accessthe global configuration table:
1. Expand the Configuration Manager slider.
2. Click Global parameters.

3. Click the GP Config tab at the top of the content area.
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Below is the Configuration Manager dlider before loading a global configuration, and a
portion of the GP Config table in the content area.

Dashboard Manager +

Device M
S RTELE GP Config Admin

Security Manager +

onfiguration Manager =

Marme Softwware version Platform Descri

L Devices gpeonfig CHEI0mS 4300

2 Global Parameters

Toload aglobal configuration:

1. Select aglobal configuration from the table and click L oad.

Onceyou load aglobal configuration, the global configuration name appears below
the Global parametersicon. Any configurations made under this folder will be
contained inthe global configuration, and applied to targeted devicesthrough awork
order.

Configuration Manager =

Default view hd
L DEvicEs
4 () Global Parameters
F 1_] gpconficrl
- ] Global ettings
g 11_.] Rauting

: [1__] Services

The global configuration name also appears at the top of the content areawhen itis
loaded.

Global parameter configuration: gpconfigl

System Feqgistration
SIP

System

SIP enabled enabled
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View (LCV)
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The following table lists the actions available for the global configuration table.

Action

Refresh

Add

Edit

Load

View changes

Delete

Description

Net-NetCentral retrieves the global configurations from the server
and displays the most current status.

Launches the Create global configuration screen in the content
area.

Allows you to edit the name and description of this global
configuration.

Load the selected global configuration for storing global
parameter changes.

Launches the Local Configuration View (LCV) for this global
configuration.

Deletes the selected global configuration.

The following table lists the data pertaining to the global configuration table.

Data

Name

Software version

Platform

Description
Created date

Last modified date

Description
The name of this global configuration.

The software version used to seed this global configuration. The
targeted devices in your work order must match this software
version.

The platform used to seed this global configuration. The targeted
devices in your work order must match this software version.

The unique description for this global configuration.
The date this global configuration was created.

The last date this global configuration was modified.

The local configuration view lists the elements created, deleted or modified by the user.
Thislist is organized by element type. Sub-elements are listed by their parent element.

Please consult Viewing Madificationsin the L CV (195) for instructions on accessing the
LCV. For amore detailed preview of modifications for targeted devices, refer to the
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Attribute parameters modifications table (Viewing Attribute Parameters Modification
and Elements Addition/Deletion Tables (195).

Global parameter configuration: gpconfigl

Local configuration view

Global configuration nam Type Marme

Operation Last modified date
gpconficg zip-config sipiConfig crested 2012-01-31 153011
gpconficgl zip-manipulation zipmanig created 2012-01-31 15:.31:42
Work Order To access the global parameter changes work order administration, you must click the
Administration Admin tab.
Device Manager +
Security Manager +| | &P Config Admin
Configuration Manager =
Default view h —
_mDEvices Work orders {Search Criteria:All)
4 Global Parameters Refresh Search
4 ("l gpconfig3 Mame Dievice court Configuration name
4 il Global settings gpvorkorder 1 gpconfigd

st oem

Y ou can click the Add button in the Work orderstableto create one, or select an existing
work order and click Edit; both options will open the Work order administration tabs.
There arethreetabs containing required parametersfor work order administration. Below
isthe Global parameter changes tab, which is unique to global parameter change work

orders. Pleaserefer to Work Order Settings and Devices Tabs (180) for more information
on the Settings and Devices tabs.

Settings Devices Global parameter changes

Global configuration: gpconfigs

YWersion number: CE00m 7

Configuration
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Once you have selected targeted devices in the Devices tab, only globa configurations

seeded from the same software version are available in the Global configuration
parameter.

Please consult Creating a Global Parameter Changes Work Order (195) for instructions
on creating a global parameter changes work order.

Work Order View Below is the Dashboard Manager slider, and a portion of the Work Order View screen.
Dashboard Manager —
SUmmary View
Wiork Order Wiewn
Work orders {Search Criteria:All)
Refresh Seatch
Marme Type Device ¢
gpwvorkarder1 GP Changes 1
Logs iy

The only actions available through this view are:

Action Description
Logs View work order logs.
View View launches the Create/Edit work order view in read-only mode;

no configuration changes are possible.
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Performing a Software Upgrade

The following procedures show you how to create awork order to perform a software
upgrade across a group of targeted devices. If necessary, you load your target software
image to the software image archive directory in the Software Image Archive screen of
the Device Manager dider. For more information, see the Adding Software Imagesto the
Software Image Archive Directory (188) section.

Once you load the proper images, you can create your software upgrade work order and
configure corresponding parameters. Next, you pick the targeted devices you want to
upgrade and select the target software image. Finally, you set optional call shedding,
break points, and an HA health score (applicable to HA pairs only). These optional
parameters are discussed in further detail in Configuring Optional Software Upgrade

Parameters (189).

Adding Software Oneimage is required for a software upgrade: the software image to be installed in the
Images to the upgrade.
Software Image

Archive Directory To add a softwar e image to the softwar eimage ar chive directory:

1. Expand the Device Manager dider > Software upgrade.
2. Click Software image archive.

3. Click Add.
The Upload software image to archive dialog box appears.

4. Select the image file from the File Upload dialog box.
5. Click Open.

6. Click Upload.
The image now appears in the table.

Creating a To create a software upgrade work order:
Software Upgrade
Work Order 1. Expand the Device Manager slider > Software upgrade.

2. Click Work order administration.

3. IntheWork orderstable, click Add.
The content area opens to the Settings tab of work order administration.

4. Name—Enter the descriptive nameyou want to give thiswork order. The name must
be an alphanumeric value from 1 to 24 charactersin length. The name must be
unique.

Note: You have completed required configuration for the work order
settings. Y ou cannot apply these changes until you have selected devicesin
the Devicestab, and selected atarget software image in the Workflows tab.

Note: For moreinformation on parametersin the Settings and Devicestab,
see the Work Order Administration (200) section.

5. Click the Devicestab at the top of the content area.
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Click Add at the bottom of the content area.
The Select SBC dialog box appears.

Expand the folders from Managed devices table and select a device to highlight it.
Click Add to move the device to the Selected devices table.

Note: Work orders are limited to one platform and software version at a

time. Once you select your first device and add it to the Selected devices

table, only devices with the same platform and software version remain in

the Managed devicestable.

Repeat steps 6 through 8 to add additional targeted devices. To add multiple targeted
devices at one time, hold the Ctrl key while you click each device.

Click OK. The devices appear in the targeted devices table.
Note: Y ou have completed required configuration for the work order

devicestab. Y ou cannot apply these changes until you have selected the
target software image in the Workflows tab.

Configuring Target  This procedureis required for all software upgrades.

Software Image for

To configurethe target softwareimage for a software upgrade:

Software
Upgrades 11. Click the Workflows tab at the top of the content area.
12. Targeted softwareimage—Click | ... | to open the Select SBC software image
dialog box.
13. Select the targeted software image in the Select SBC software image table that you
want to upgrade to.
14. Click OK.
15. Click Apply in the Workflows content area.
The newly created software upgrade work order appearsin the Work orders table.
Configuring Y ou can configure optional parameters within the software upgrade work order to pause
Optional Software at certain points during the work order process. There are two optional pause settingsyou
Upgrade can choose from, enabling the Pause and unlock after loading softwar eimage
Parameters parameter and/or inserting break points.

Below isasummary of optional parameters for software upgrade parameters:

Data

Target software image

Pause and unlock afte|

Description

Software image you are upgrading to.

r loading software image (Optional) The work order is paused after the software image is
delivered to all targeted devices. The targeted devices are
unlocked once the software is successfully delivered.
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Data

Break points

Call shedding

Set HA health score

Configuring Pause
and Unlock After
Loading Software
Image

Configuring Break
Points

Configuring Call
Shedding

Description

(Optional) An intentional stoppage of the work order. When you
insert a break point, the work order is stopped after the step
preceding the break point successfully completes. You must
manually resume the work order.

(Optional) During the software upgrade process, the device will not
be rebooted with the new image until the call threshold is
reached.

(Optional) Set a health score threshold value for HA pairs only.

When the optional Pause and unlock after loading softwar e image parameter is
enabled, the work order is paused after the software image is delivered to all targeted
devices. The targeted devices are unlocked once the software is successfully delivered.
The work order can be later resumed, and the devices reboot with the new images.

To configure pause and unlock after loading softwar e image:

1

2.

Select the work order you want to configure and click Edit.
Click the Workflowstab at the top of the content area.

Pauseand unlock after loading softwar eimage—Click the checkbox to enable the
preload pause state for software upgrade work orders. The default is disabled.

Click Apply.

You can set optional break points after any step during the work order processing. A
break point is an intentional stoppage of the work order. When you insert a break point,
thework order is stopped after the step preceding the break point successfully completes.
Y ou must manually resume the work order.

To configure break points:

1

2.

Select the work order you want to configure and click Edit.
Click the Workflowstab at the top of the content area.

Pause after—Click the checkbox in the Pause after column next to the step in the
Step tableto initiate a pause after this step completes successfully. Y ou caninsert as
many breakpoints as you want. The default is unchecked, or disabled. The table
describes:

e Step—The number of thistask in the work flow order
¢ Description—Description of the task associated with this step

e Pause after—When checked, enablesabreak point after this step has successfully
completed. The default is disabled.

Click Apply.

Y ou can configure optional call shedding for a standalone device. When call sheddingis
enabled, the device reboots when the active-call threshold reachesits limit during the
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Executing Work
Order
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software upgrade process. Y ou can check the performance management MIB to view the
current call-shedding count. For more information about the performance management
MIB, refer to the Net-Net 4000 MIB Reference Guide.

To configure call shedding:

1. Select the work order you want to configure and click Edit.
2. Click the Workflows tab at the top of the content area.

3. Scroll to the Call shedding section.

4. Reject new calls—Click the checkbox to enable call shedding, whereby the device
rejects new calls during the software upgrade process. The default is disabled.

5. Activecall threshold on SBC—Enter the threshold number of active calls below
which the upgrade/downgrade reboot proceeds automatically.

6. Click Apply.

Y ou can set a health score threshold value for HA pairs. During the software upgrade
process, NNC checksthe health scoreto determineif the devicesarein astable condition.

Note: |If the health score valueis set, and the device health is not above the
health score value, the software upgrade will not proceed.

Once anew health score valueis set, it is displayed in the work flow description check.
By default the health score is set to 100%.

To configure the health score threshold for HA pairs:
1. Select the device work order you want to configure and click Edit.
2. Click the Workflows tab at the top of the content area.

3. HA Health scorethreshold (% )—Enter the heal th score percentagefor thisHA pair
from 1 to 100 percent.

4. Click Apply.

Once your work order is created and your configuration is applied, you are ready to
execute. You performthisstepif you are manually executing your work order. Otherwise,
your work order will execute at the date and time you set.

To manually execute your work order:

1. Refer to Executing a Work Order on Demand (204) for information to perform this
procedure.
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Committing Work Once your work order is executed, you must commit your work order to unlock all
Order targeted devices associated with your work order.
To commit your work order and unlock all targeted devices associated with your
work order:

1. Refer to Commiting a Work Order (204) for information to perform this procedure.
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Performing Global Parameter Changes

Creating a Global
Configuration

Creating Global
Configurations

The following procedures show you how to create awork order to perform global
parameter changes across a group of targeted devices. Before you create your global
parameter changes work order, you must create a global configuration. The global
configuration stores the global parameter changesyou create for your work orders. Once
you create a global configuration, you must load it to begin configuring. All global
parameter changes must belong to aglobal configuration. Y ou can create multiple global
configurations, each containing global parameter changesfor various hardware platforms
and software versions. Please refer to the Provisioning a Device For Global Parameter
Changes (169) section for more information.

Y ou haveto set the criteriafor the multiple-instance el ements you modified in your work
order. Since some configuration elements occur morethan once, you usethe Set Criteria
parameter to indicate which multiple-instance elements you want the changes applied to
when you execute your work order. For more information and instructions, please seethe
Setting Criteria for Element I nstances in Work Orders (197) section for more
information.

In the following configuration example, we will create awork order to perform global
parameter changes on one targeted device.

When performing global parameter changes, you must create aglobal configuration,
which becomes part of your work order. The global configuration isadevice
configuration that isageneral purpose container for holding your configuration changes.
The software version of the global configuration must match the software version of the
targeted devices.

Y ou create and/or modify the global configuration with the parameter changes you want
applied to your targeted devices. Once the global configuration is assigned to your work
order, the configuration attributes are sent to the targeted devices when the work order is
executed.

Global configurations can be seeded from two options:

« Managed device—the configuration from the selected device isloaded to the global
configuration. The configuration data model reflected on your screen are the
elementsrequired for that device’'smodel, aswell asthe unique configuration values
for the device' s configuration model.

»  Softwareversion—the data schemafor aselected device software version model and
default values are loaded to the global configuration. If you select this option, you
must select a platform and software version. The available platforms and software
versions depend on the devices managed by NNC.

Tocreateaglobal configuration:

1. Expand the Configuration Manager slider.

2. Click Global Parameters.

3. Click the GP Config tab at the top of the content area.

4. Inthe GP Config table, click Add.
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10.

11

Configur ation name—Enter the name you want to giveto thisglobal configuration.
The name must be an a phanumeric value from 1 to 24 charactersin length. The
name must be unique.

Description—Enter adescription for this global configuration.

Global configuration seeded from—Select the global configuration option from
the drop-down list.

* Managed device—the configuration from the selected device is loaded to the
global configuration. The configuration data model reflected on your screen are
the elementsrequired for that device' smodel, aswell asthe unique configuration
values for the device's configuration.

» Software version—the data schemafor a sel ected device software version model
and default values areloaded to the global configuration. If you select thisoption,
you must select a platform and software version. The available platforms and
software versions depend on the devices managed by NNC.

If you select Managed device, the Software version parameters are disabled, and you
must select a managed device.

If you select Software version, the Managed device parameter is disabled, and you
must select a platform and supported software version.

Platform—Auvailable only if you select Software version for the Global
configuration seeded from parameter. Select the device hardware platform of the
targeted devices.

Supported softwar e ver sson—Available only if you select Software version for the
Global configuration seeded from parameter. Click the software version of the
device you want to use for your default global configuration in the drop-down list.

Managed device—Available only if you select Managed device for the Global
configuration seeded from parameter. Select the managed device you want to use
for your global configuration base.

Click Apply. The global configuration now appears in the GP Config table.

Modifying Global To modify global parameters, you must load the global configuration and begin
Parameters configuring.

To makeglobal configuration changes:

1

2.

Expand the Configuration Manager dider and click Global parameters.
Click the GP Config tab at the top of the content area.

Select aglobal configuration from the table and click L oad.
A Success dialog box appears to confirm that the global configuration has
successfully loaded.

Click OK.
Theglobal configuration name now appears below the Global Parametersicon inthe
dider, aswell as at the top of the content area.

Expand configuration folders in the Configuration Manager slider to access
configuration elements and sub-elements.
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Make changesto your global configurations asyou would asingle device. Please see
the Net-Net Central Configuration Guide for instructions on configuration.

Note: Each timeyou apply configuration changesin your global
configuration, the modifications are added to the database. They are not
provisioned to your device until you execute and commit your work order.
TheLCV logsadditions, deletions, and modifications of top-level elements.

To view configuration modifications for your global configuration:

1.

2.

Click the Global parametersicon in the Configuration Manager slider.

Click the GP Config tab at the top of the content area, and select and global
configuration.

Click View Changes.

The Local configuration view table appears in the content area and displays the top-
level element changes for this global configuration.

You can select atop-level element and click View Detail for further attribute
modification details.

To preview attribute parameter modifications and element addition/deletions:

1.

2.

Click Global parametersin the Configuration Manager slider.
Click the Admin tab at the top of the content area.

Select awork order in the Work orders table and the device tasks for thiswork order
will populate in the Device tasks table.

Select adevice task for your work order from the table.
Click Preview.

The Attribute parameters modifications and Element addition/del etionstablesfor the
selected device appear in the content area.

For more information on thistable, please consult Preview Screen (211) in the
Troubleshooting and L ogs (211) section.

Y ou create your work order after creating your global configuration. The modifications
you made to your global configuration are assigned to your work order and are applied to
the targeted devicesin the work order.

Tocreateaglobal parameter changeswork order:

1.

2.

Expand the Configuration Manager slider.
Click Global parameters.
Click the Admin tab at the top of the content area.

In the Work orderstable, click Add.
The content area opens to the Settings tab of work order administration.
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Assigning the
Global
Configuration to
the Work Order

10.

11

Name—Enter the descriptive name you want to give thiswork order. The name must
be an a phanumeric value from 1 to 24 charactersin length.

Y ou have completed configuration for the work order settings. Y ou cannot apply
these changes until you have selected devices in the Devices tab, and selected a
global configuration in the Global parameter changes tab.

Note: For more information on parametersin the Settings and Devicestab,
see Work Order Administration (200).

Click the Devicestab at the top of the content area.

Click Add at the bottom of the content area.
The Select SBC dialog box appears.

Expand the folders from Managed devices table and select a device to highlight it.
Click Add to move the device to the Targeted devicestable.

Note: Work orders are limited to one platform and software version at a
time. Once you select your first device and add it to the Selected devices
table, only devices with the same platform and software version remainin
the Managed devicestable.

Repeat steps 7 through 9 to add additional targeted devices. To add multiple targeted
devices at onetime, hold the Ctrl key while you click each device.

Click OK. The devices appear in the targeted devices table.

Y ou have compl eted the required configuration for the work order Devicestab. Y ou
cannot apply these changes until you have selected a global configuration in the
Globa parameter changes tab.

To assign the global configuration in thework order:

12.

13.

14.

15.

16.

17.

Click the Global parameter changes tab at the top of the content area.

Global configuration—Click --- to select your global configuration. The Select
global configuration dialog box appears.

Select the global configuration you want to assign to this work order and click OK.

TheGlaobal configuration parameter popul ateswith theglobal configuration and the
Version number parameter populates with the software version for this global
configuration.

If you have criteriato set, do not click Apply and proceed to the next section.

If you do not have criteriato set, click Apply. A Success dialog box appears after
your work order is updated.

Click OK. The Work orderstable appears.

From hereyou set the criteriafor multiple-instance el ementsthat you want to change
when you execute your work order.
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Y ou haveto set the criteriafor the multiple-instance elements you modified in your work
order. Since some configuration elements occur morethan once, you usethe Set Criteria
parameter to indicate which multiple-instance elements you want the changes applied to
when you execute your work order.

Setting criteria means selecting which instances of a configuration record type the
modifications should be applied to on your targeted devices. For example, if you modify
aparameter for asession agent, you set the criteriato indicate which session agentswithin
this targeted device you want to modify when your work order is executed.

By enabling the Apply changesto all instances parameter, you can set the criteriafor al
instances of a multiple element at once.

Note: Onceyou assign aglobal configuration to an unscheduled work
order, you can continue to update the global configuration. However, it is
important to remember that you must set criteriafor certain elements. You
access the Set Criteria parameter through the work order, so you must
ensure that thisis complete for executing your work order.

The criteria syntax you enter must follow one of these rules:

»  Exactly match the specified instance. The instance is specified by using whatever
“key” attribute values are appropriate for that type of configuration element. For
example, in the case of a session agent the key is“hostname”.

e The system prompts you for input strings for each criteria.

Set criteriaisdisabled for system-wide elements since there is only one instance for a
system-wide element and no criteriais needed.

Toset thecriteriafor an element in the work flow configuration:
1. Click Global parametersin the Configuration Manager slider.

2. Click the Admin tab at the top of the content area to access the Work orders table.
3. Select the work order which contains the global configuration for which you would
like to set criteria. The Configuration Name column of the table lists the global

configurations.
4. Click Edit.
5. Click the Global parameters changes tab.

6. Click the Element name you want to set criteriafor in the Configuration table.
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7. Click Set criteria. The Set criteriadialog box appears.

Set criteria ®

[ apply chance to all nstances

Criteria

sigManpulation/name=frances-am

Al 0K Cancel

8. Click Add. The Add criteria dialog box appears. (For this example, the primary key
for a SIP manipulation is“name’. The Add criteriatext field references the ACLI
attribute name.) The element instance is dynamic and changes depending on thetype
of element instance you are setting criteriafor.

Add criteria *

sipManipulation

name;

K ancel

Note: The Add criteria dialog box automatically promptsyou for all
attributes that make up the primary key for the selected type of
configuration element.

9. Enter the specific criteria needed. For example, realmid

Note: Y ou must know which values are considered valid for the particular
attribute you are setting criteriafor.

10. Click OK. The criteriais added to the Criteria column of the Configuration table.

11. Apply changesto all instances—Click the checkbox to apply the criteriato all
instances of this multiple element.
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12. Click OK.
13. To set multiple criteriainstances, repeat steps 6 through 12.

14. Click Apply. Your work order is updated successfully.

If you click Apply when you have not set the criteriainstances you will get an error
message.

15. Click OK to clear the message.

Toview set criteria:

1. From the Edit work order window, click the element you want to view in the
Configuration table.

2. Click Set criteria beneath the configuration table. The criteriafor the element you
selected appears in the Set criteria window.

Once your work order is created and your configuration applied, you are ready to execute
your work order. Y ou perform this step if you are manually executing your work order.
Otherwise, your work order will execute at the date and time you set.

To manually execute your work order:

1. Referto Executing aWork Order on Demand (204) for more information to perform
this procedure.

Once your work order is executed, you must commit your work order to unlock all
targeted devices associated with your work order.

To commit your work order and unlock all tar geted devices associated with your
work order:

1. Refer to Commiting a Work Order (204) for information to perform this procedure.
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Work Order Administration

Scheduling Work
Order Start Date
and Time

Configuring the
Error Policy

The following parameters are configured for both software upgrade work orders and
global parameter changes work orders. These procedures assume that you have created a
work order and are ready to begin configuring. See the Creating a Software Upgrade
Work Order (188) or Creating aGlobal Parameter ChangesWork Order (195) sectionsfor
instructions. This section also provides instruction for executing and committing both
typesof work orders. Whenthe Run devicetasksconcurrently parameter isenabled, the
Error policy and Behavior parameters are set to “Log and Proceed” and “ Automatic,”
respectively, by default. These values cannot be changed in that instance.

Thisisan optional parameter. Y ou can execute your work order on demand, or you can
schedule it to start at a specified date and time.

To schedulethe start date and time:

1. Inthe Settingstab, click the Scheduled checkbox. L eave this checkbox blank if you
want to execute your work order on demand.

2. Start date and time—Click a/| to accessthe Calendar.

3. Select themonth and the year by using the arrows. The down arrow beside the month
and year allows you to select any month and year. The left and right arrows alow to
navigate to the previous or next month.

4. Select the day by clicking the appropriate cell.

5. Time—Select the hour, minute and second by typing the numbersin the text box or
using the arrows.

The error policy you configure determines how errors are handled when they occur
during the execution of your work order. The Error policy parameter isset to “Log and
Proceed” when the Run device tasks concurrently parameter is enabled.

To configuretheerror policy:

6. Error policy—Select theerror policy from the drop-down list that you want to apply
to thiswork order. Y ou can choose:

¢ Log and proceed (default)—The targeted device that experienced the error will
berolled back to its original configuration state and the work order will proceed
to the next targeted device in the work order list

¢ Stop—Thetargeted device that experienced the error will be rolled back to its
original configuration state and the work order will stop. Y ou must manually
resume, or abort, the work order

e Stop and rollback—All targeted devices processed up to thetime of the error will
be rolled back to their original configuration states and the work order will stop
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Configuring the Y ou configure the behavior you want to apply to this work order. The Behavior
Behavior parameter is set to “ Automatic” when the Run device tasks concurrently parameter is
enabled.

To set the behavior:
7. Behavior—Select thework order behavior you want to apply to thiswork order from
the drop-down list. The two types of behaviors are:

e Automatic (default)—The software upgrade or global parameter changes
proceeds on each targeted device without requiring intervention

» Device-level—The software upgrade or global parameter changes pause after
each targeted device finishes updating. Y ou must manually continue on to the
next targeted device listed in the work order

If an error occurs during the work order execution, the behavior is controlled by the

error policy.
Enabling Auto Thisis an optional parameter. When awork order has completed, but has not yet been
Commit committed, it retainsalock on all itstargeted devices. Thismeansthat no other operations

can be performed on those devices. Once awork order is committed, the devices
associated with the work order are unlocked. If you enable auto commit, your work order
will be automatically committed after execution. Only work orders with a success status
are automatically committed. The default is disabled. When disabled, you must
manually commit the work order from the work order administration window to unlock
the devices associated with it.

Until you commit, you have the opportunity to abort this work order and perform a
rollback to restore the original software version and/or origina configuration settings.

To enable auto commit:

8. Auto commit—Click the check box to enable auto commit for thiswork order. The
work order will be automatically committed after execution.

Note: Once awork order iscommitted, rollback isno longer possible.
When you commit awork order, all targeted devices associated with this
work order are unlocked.

9. Click Apply.

Y ou have completed configuration for the work order settings. Y ou cannot apply these
changes until you have selected devicesin the Devicestab, and selected atarget software
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image for asoftware upgrade in the Workflowstab, or aglobal configuration for aglobal

parameter change in the Global parameter changes tab.

Device Manager
4 Settings Devices Global parameter changes

Security Manager 3

Configuration Manager -

Marne: GPWorkOrder 1
Devices
o Scheduled
@ Global Parameters
_ Start date and time: 1/1{12 3 Tme: (16§51 |00 ¢ |00

Run device tasks concurrenthy

Error policy:
Behavior:
Auto commit
Adding Targeted Y ou add the targeted devices you want to apply to your work order.

Devices To add targeted devicesto your work order:

10. Click the Devicestab at the top of the content area.

11. Click Add at the bottom of the content area.
The Select SBC dialog box appears.

12. Expand the folders from Managed devices table and select a deviceto highlight it.

13. Click Add to move the device to the Selected devices table.

Note: Work orders are limited to one platform and software version at a
time. Once you select your first device and add it to the Selected devices
table, only devices with the same platform and software version remain in
the Managed devicestable.
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14. Repeat steps 12 and 13 to add additional targeted devices. To add multiple targeted
devices at one time, hold the Ctrl key while you click each device.

Platform ersion

Ok

15. Click OK. The devices appear in the targeted devices table.

Targeted devices
Device

Al =
4 [_J Home

Remaowve =
s 71 _sdi 70

Reset Cancel

Wersion

SCHEZ0

Y ou have now added targeted devices. Y ou cannot apply these changes until you have
selected atarget software image for a software upgradein the Workflowstab, or aglobal
configuration for a global parameter change in the Global parameter changes tab.

Setkings

Marme

=171 _=d170

Devices

IP &ddress

Global parameter changes

Currert S Image

172.30.80171-172.30.80 SCXE20

16. Please proceed to the section Creating a Software Upgrade Work Order (188) or
Creating a Global Parameter Changes Work Order (195) to complete work order

configuration.

17. Once you have completed work order administration, click Apply at the bottom of

the content area.

If you set the time for a period that has passed, you will get an error message when
you click Apply. Click OK to closethe message, and click the Settingstab to correct

the error.
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Executing a Work
Order on Demand

The following procedure is universal to al work order types and must be performed to
execute your work order (unless you have scheduled a start date and time for your work
order to begin processing).

To execute your work order on demand:

1. Perform one of the following sets of steps to access the proper Work orderstable;

» Software upgrade—Expand the Device Manager slider followed by the Software
upgrade folder. Click Work order administration.

¢ Global parameters changes—Expand the Configuration Manager slider and click
Global parameters. Click the Admin tab at the top of the content area.

2. Select the work order you want to execute.

Work orders {Search Criteria:All)

Refrazh Search
Mame Device count Configuration name Status Start time End time
GPArkCrder 1 gptestl Mat Scheduled
Logs Al Start Elit Copy Delete

Commiting a Work
Order

3. Click Start. A confirmation message appears.
4. Click Yes.

5. Click Refresh to confirm the Status changes from Not Scheduled to Running.

After you execute awork order, it must be committed in order to unlock the targeted
devices associated with it. Only work orders with a status of Success, Failed, Aborted,
AbortFailed, or CommitFailed can be committed. When you commit awork order,
rollback isno longer possible, and all targeted devices associated with thiswork order are
unlocked. Thiswork order can no longer be modified. Y ou must create anew work order
to implement new changes.

Y ou can automatically commit your work order. By enabling the Auto commit
parameter, the work order is automatically committed after a successful execution. The
default isdisabled. When disabled, you must manually commit the work order. Refer to
Enabling Auto Commit (201) for more information about Auto commit.

Until you commit, you have the opportunity to abort this work order and perform a
rollback to restore the original software version and/or original configuration settings.
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To manually commit awork order:

1.

2.

Expand the Device Manager slider> Software upgrade.
Click Work order administration.

Select thework order you want to commit and click Commit. A confirmation dialog
box appears.

Click Yes.

Click Refresh to confirm thework order status changed from Successto Committed.

If you configure optional pause breaks for software upgrades, the work order changesto
the Paused state. The work order Status and the device task Statusis paused. Y ou must
resume the work order to resume executing the work order.

Toresume a paused work order:

Work Order
1. Select the paused work order from the Work orders table.
2. Click thework order you want to resumeand click Resume. A confirmation message
appesrs.
3. Click Yes.
4. Click Refresh to confirm the status changed from paused to running.
A success status appears when the work order compl etes successfully.
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Predefined Work Flows

Software Upgradefora
Standalone Device

Software Upgrade for
an HA Pair

Each type of work order contains a predefined work flow that defines the execution
procedure sequentially in a step-by-step process. Asthe work order is executed, the
procedural step istracked inthe Devicetaskstable, under the Progress column. The steps
are found in the Device tasks table, under the Progress column. The steps for each type

of work-order scenario are defined in the tables bel ow.

Note: Therollback procedural stepslisted below are based on the full
rollback procedureswhen rolling back a successfully-executed device task.
Therollback procedural steps may vary if the rollback processisinitiated

when awork order fails or is aborted during the execution process.

Thistable defines the procedural steps for a software upgrade involving a standalone

device.

Step Description

1 Checks available space for the device.

2 Archives the current device software image.

3 Retrieves running configuration data file for backup.

4 Pushes the software image to the device.

5 Performs call shedding.

6 Converts the configuration file to ACP XML format if necessary.
7 Edits the image name in the boot parameters.

8 Reboots the device.

9 Updates the device information in the NNC server.

Thistable defines the procedural steps for a software upgrade involving an HA pair.

Step Description

1 Checks available space for both devices.

2 Checks status and health for both devices.

3 Archives the current device software image.

4 Retrieves running configuration data file for backup.

5 Pushes the software image to both devices.

6 Converts the configuration file to ACP XML format if necessary.

7 Edits the image name in the boot parameters for the standby device.
8 Reboots the standby device.

9 Checks the health of the standby device.

10 Forces a failover,and the standby device becomes the active device.
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Step Description

11 Edits the image name in the boot parameters for the new standby device.

12 Reboots the new standby device.

13 Updates the device information in NNC server.
Software Rollback for This table defines the procedural steps for a software rollback involving a standalone
a Standalone Device device.

Step Description

1 Pushes files to the device.

2 Performs call shedding.

3 Edits the image name in the boot parameters.

4 Reboots the device.

5 Updates the device information in NNC server.
Software Rollback for This table defines the procedural steps for a software rollback involving an HA pair.
an HA Pair

Step Description

1 Pushes the files to both devices.

2 Retrieves status and health score from both devices.

3 Edits the image name in the boot parameters from the standby device.

4 Reboots the standby device.

5 Performs switchover to standby device.

6 Edits the image name in the boot parameters from the standby device.

7 Reboots the new standby device.

8 Updates the device information in NNC server.
Global Parameter This table defines the procedural steps for global parameter changesinvolving a
Changes fora standalone device or an HA pair.
Standalone Device or
an HA Pair Step Description

1 Checks the status of the device.

2 Retrieves the running configuration data file.

3 Loads the configuration from the device.

4 Creates configuration change set based on the global parameter changes.

5 Saves and activates the targeted device configuration on the device.
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Global Parameter This table defines the procedural steps for arollback of global parameter changes
Changes Rollback for involving a standalone device or an HA pair.
aStandalone Device or
an HA Pair Step Description
1 Checks the status of the device.
2 Pushes the original running configuration back to the device.
3 Restores the backup configuration on the device.
4 Saves and activates the configuration on the device.
5 Updates the device information in NNC server.
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Work Order Processing States and User Actions Matrices

Depending on the NNC internal processing state of your work order, there are some
actionsyou can perform during these states and some you cannot. Theinternal processing
stateis associated with the predefined process flow for each of the work order types. The
actions in the work orders table and the device tasks table are dynamically enabled or
disabled based on the state of the selected work order, or on adevice task within the work
order. The matrices below chart the various work order states and the actions you can or
cannot perform when the work order isin a particular state. A warning dialog box will
appear if you attempt an action that is not allowed during astate. Below are two matrices,
one for work orders and one for device tasks.

Matrix for Work Order The matrix below details work order states and the actions you can perform during one
States and Actions of these states.

Action: Action: Action: Action: Action: Action: Action: Action: Action:
States Below:

Edit Delete Copy Commit  Abort Start Restart Resume  Pause
Partially-Configured Yes Yes Yes No No No No No No
NotScheduled Yes Yes Yes No No Yes No No No
Scheduled No No Yes No Yes Yes No No No
WaitStarting No No No No Yes Yes No No No
Running No No No No Yes No No No Yes
Paused No No No No Yes No No Yes No
Success No No Yes Yes Yes No No No No
Failed No No Yes Yes Yes No Yes No No
Committed No Yes Yes No No No No No No
CommitFailed No No Yes Yes No No No No No
Aborted No No Yes Yes No No No No No
AbortFailed No No Yes Yes Yes No No No No
PreloadPaused No No No No Yes No No Yes No
Preloading No No No No No No No No No
PreloadFailed No No Yes No No No Yes No No
ResourceLocking No No No No No No No No No
ResourceLockFailed No Yes Yes No No No Yes No No

Matrix for Device Task The matrix below details device task states and the actions you can perform during one
States and Actions of these states.

States Below: Action: Action: Action: Action: Action:

’ Pause Resume Abort Submit Resubmit
Ready No No No Yes No
ResetToReady No No No No Yes
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States Below: Action: Action: Action: Action: Action:
Pause Resume Abort Submit Resubmit

Running Yes No Yes No No
Paused No Yes Yes No No
Success No No Yes No No

Failed No No Yes No Yes
Rolledback No No No No Yes
RollbackFailed No No Yes No Yes
PreloadPaused  No Yes Yes No No
Preloading No No No No No
PreloadFailed No No No No Yes
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Troubleshooting and Logs

Modifications
Tables

Local Configuration
View

Device Tasks Table

Preview Screen

This section provides a summary of modifications tables and logs for work order
administration.

There are three seperate tables for tracking different types of modifications for awork
order. It isimportant to familiarize yourself with these tables before executing a work
order, as these views can be helpful in troubleshooting issues.

Thelocal configuration view (LCV) isonly available for global parameter changes and
provides alist of top-level element changes made by the user for the selected global
configuration. If you create a SIP manipulation header rule, the header rule will not
appear in thistable. The Type column lists the top-element; sip-manipulation in this
instance.

Please consult Viewing Modificationsin the LCV (195) for instructions to access the
LCV.

The Device tasks table islocated beneath the Work orderstable. When you select awork
order inthetable, the Devicetaskstable populateswith alist of operationsfor thetargeted
devicesin your work order.

Y ou can select adevice task and click Preview for more information.

Please consult Device Tasks Table (177) for more information on device tasks.

Y ou access the Preview Screen through the Device tasks table. Y ou select awork order,
and then a device task. Click Preview to obtain adetailed view of modificationsfor this
device. The Preview screen provides a summary of changes made by the user and the
changes necessary for that targeted device due to the configuration differences between
aglobal configuration and atargeted device's configuration.

For example, if you add athird-level sub-element to aglobal configuration, itis possible
that one of your targeted devices did not contain the higher-level elementsin their current
saved configuration. Those top-level instances are added by the NNC server, and the
Preview screen for that device logs these required updates. A Preview screen can differ
for every targeted devicein awork order based on their original configurations.

The Preview screen contains two tables: Attribute parameters modifications and
Elements addition/del etion tables. Please consult Viewing Attribute Parameters
Modification and Elements Addition/Deletion Tables (195) for instructionsto accessthe
Preview screen tables.

Logs Y ou can view logsfor work orders and device tasks when awork order isrunning, or after
it has been executed. Some of the itemsincluded in alog are:
»  Global parameter changes, including addition, modification, and deletion.
»  Software archive and software upgrade.
*  Work order actions, including pause, start/resume, abort/rollback, and commit.
«  Work order task actions, including pause, resume, abort/rollback, and resubmit.
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Work Order Logs In the Work orderstable, you can select awork order and click L ogs. Work order-level
messages pertain to the actions and state of the work order itself. Y ou can view lower-
level devicetasksin the device taskslogs. Below is an example of awork order log.

WorkOrder logs for gpworkorderl e

01/31/2012 11:29:21 [172.30.80,13Process req:wWorkOrderStart, user:admin, from:10,1.20.10
01/31/2012 11:29:21 [172.30.80.13]5tart the work order,

01/31/2012 11:29:21 [172.20.80,13Reserving all necessary resources by Wo:gpworkorder1
01/31/2012 11:29:21 [172.30.20. 13 Reserving device - 172,30.80,100

01/31/2012 11:29:22 [172.30.80. 13 ]5uccessfully reserved all necessary resources,
01/31/2012 11:29:22 [172.20.20.13]gp updating for device task - 172.30.20.100
01/31/2012 11:29:33 [172.30.20.13]gp update return with Success

01/31/2012 11:29:34 [172.30.20. 13 ]Cornmit the work order,

01/31/2012 11:29:34 [172.20.80.13Releasing all reserved resources by Woigpworkorder 1
01/31/2012 11:29:34 [172.20.80,13Releasing the device - 172.30.20.100

01/31/2012 11:29:34 [172.30.80. 13 Released all reserved resources,

01/31/2012 11:29:34 [172.20.80.13]End work order execution, now its state is; Cormmitted

Device Tasks Logs In the Device tasks table of any work order, you can select adevice task and click L ogs.
These logs provide a device task-level of logging messages. Below is an example of a
devicetask log. You can see the steps required for adding configuration.

Workflow logs for gpworkorder1_172.30.80.100 *

01/31/2012 11:01:36

01/31/2012 11:29:22 [172.30.80.13]
01/31/2012 11:29:22 [172.30.80.13] Global Parameter Update
01/31/2012 11:29:22 [172.30.80.13]
01/31/2012 11:29:22 [172.30.80.13 Wpdate device - 172.30.80,100

01/31/2012 11:29:22 [172.30.80.1315kip status checking for standalone device,

01/31/2012 11:29:23 [172.30.80.13 Retrieving the running config[fcodefazConfiafdataboc.gz] from device -
172.30.80.100

01/31/2012 11:29:23 [172.30.80.13 Retrieved the running config successfully from device and stored it at
[foptfacrmePacket/MNCZ1B21 in/ . /. fMNCArChive,/Configfrchivef172,.30.80, 100,/databoc. gz ]

01/31/2012 11:29:23 [172.30.80.13 Loading config from device,

01/31/2012 11:29:24 [172,30.80.13 JLoaded config from device successiully,

01/31/2012 11:29:24 [172,30.80.13 1Creating local config changes based on the GP change for the device,
01/31/2012 11:29:24 [172.30.80.13]Created local config changes successfully,

01/31/2012 11:29:24 [172.30.80.13]1The config changes include:

01/31/2012 11:29:25 [172.30.80.1313 new element(s) added to the config.

01/31/2012 11:29:25 [172.30.80.13] New element 1:realmGroup[ realm aroup ]

01/31/2012 11:29:25 [172.30.80.13] New element 2:realmConfigl realml ]

01/31/2012 11:29:25 [172.30.80.13] New element 3:sipiManipulation] sipranipl ]

01/31/2012 11:29:25 [172.30.80.1315aving and activating config on device.

01/31/2012 11:29:33 [172.30.80.1315ave and activate config completed successfully,

01/31/2012 11:29:33 [172.30.80.13 Update completed successfully,

Audit Trail Log The following information isincluded in the audit trail log.
1. Work order actions such as Pause, Start, Resume, Abort, Rollback and Commit.
2. Work order actions for tasks such as Pause, Resume, Abort, Rollback and Resubmit.
3. Globa parameter changes.

4. Globa configuration creation, modification and deletion.
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5. Software image addition and deletion to the software image archive.
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