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Regulatory Compliance Statements

EMI Statement, United States of America (Class A)

“NOTE: This equipment has been tested and found to comply with the limits for a Class A digital device pursuant to part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause harmful interference in which case the
user will be required to correct the interference at his own expense.”

EMI Statement, Canada (Class A)

This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.
EMI Statement, Europe and Australia (Class A)

“Warning - This is a Class A product. In a domestic environment this product may cause radio interference in which case
the user may be required to take adequate measures.”

EMI Statement, Japan (Class A)
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“This is a Class A product based on the standard of the Voluntary Control Council For Interference by Information
Technology Equipment (VCCI). If this equipment is used in a domestic environment, radio disturbance may arise. When
such trouble occurs, the user may be required to take corrective actions.”

Lithium Battery - Replacement and Disposal
CAUTION!

Danger of explosion if the lithium battery is incorrectly replaced. Replace only with the same or equivalent type
recommended by the manufacturer. Dispose of used batteries according to the manufacturer's instructions.

Laser Caution for I/0 Cards (CDRH-US)

USE OF CONTROLS OR ADJUSTMENTS OR PERFORMANCE OF PROCEDURES OTHER THAN THOSE
SPECIFIED HEREIN MAY RESULT IN HAZARDOUS RADIATION EXPOSURE.

Complies with 21 CFR Chapter 1, Subchapter J, Part 1040.10.
IEC 60825-1: 1993, Al: 1997, A2: 2001; IEC 60825-2: 2000

CLASE
LASER PRODUCT




Replacement Laser Transceiver Modules

For continued compliance with the above laser safety Standards, only approved Class 1 modules from our approved
vendors should be installed in the product. Contact Xsigo Customer Support (see Technical Support Contact Information)
for approved-vendor contact information.

Power Cord Set Requirements — General
The requirements listed below are applicable to all countries:
The length of the power cord set must be at least 6.00 feet (1.8 m) and a maximum of 9.75 feet (3.0 m).

All power cord sets must be approved by an acceptable accredited agency responsible for evaluation in the country where
the power cord set will be used.

The power cord set must have a minimum current capacity of 13A and a nominal voltage rating of 125 or 250 V ac~, as
required by each country's power system.

The appliance coupler on the power cord must meet the mechanical configuration of an EN 60320 / IEC 60320 Standard
Sheet C20 connector, which is the connector on the Fabric Director. The C20 connector supports a C19 plug as the mating
part on the power cord that connects to the Fabric Director.

Power Cord Set Requirements — Specifics By Country
United States (UL), Canada (CSA)

The flexible power cord set must be UL Listed and CSA Certified, minimum Type SVT or equivalent, minimum No. 18
AWG, with 3-conductors that includes a ground conductor. The wall plug must be a three-pin grounding type, such as a
NEMA Type 5-15P (rated 15A, 120V) or Type 6-15P (rated 15A, 250V).

Europe (Austria (OVE), Belgium (CEBEC), Denmark (DEMKO), Finland (SETI), France (UTE), Germany (VDE), Italy
(IMQ), Netherlands (KEMA), Norway (NEMKO), Sweden (SEMKO), Switzerland (SEV), U.K. (BSI/ASTA)

The flexible power cord set must be <HAR> Type HO3VV-F, 3-conductor, minimum 0.75mm? conductor size. Power
cord set fittings, particularly the wall plug, must bear the certification mark of the agency responsible for evaluation in the
country where it is being used, with examples listed above.

Australia (DFT/SAA)

Cord is as described under “Japan (PSE)” immediately below. Pins in the power plug must be with the sheathed, insulated
type, in accordance with AS/NZS 3112:2000.

Japan (PSE)

The appliance coupler, flexible cord, and wall plug must bear a “PSE” Mark in accordance with the Japanese Denan Law.

The flexible cord must be Type VCT or VCTF, 3-conductor, 0.75 mm? conductor size. The wall plug must be a grounding
type with a Japanese Industrial Standard C8303 (15A, 125V) configuration.

Software Compliance — GPL (GPL v2) Licenses and Notices

Xsigo Systems, a wholly owned subsidiary of Oracle, uses certain elements of GNU Public License (GPLv2) code. Under
the conditions of the GPL licensing agreement, you are entitled to request a copy of the open source/freeware code. For
questions about Xsigo’s use of the GPL code, or to request a copy of the code, you can contact Xsigo by completing the
web form at http://pages.xsigo.com/compliance.html. Afterward, Xsigo will contact you to assist you with your request.

Xsigo Systems, eine ganz besessene Tochtergesellschaft von Oracle, gewisse Elemente des GNU Public License (GPLv2)
Code. Unter den Bedingungen von der GPL Lizenzvertrag werden Sie berechtigt, eine Kopie der offenen Quelle/
Freewarecodes zu erbitten. Fir Fragen um den Gebrauch von Xsigo des GPL Codes oder eine Kopie des Codes zu
erbitten, kdnnen Sie Xsigo durch Vollenden der Gewebesform an http://pages.xsigo.com/compliance.html kontaktieren.
Nachher wird Xsigo Sie kontaktieren, IThnen mit lhrer Bitte zu helfen.




Xsigo Systens, une filiale entierement possédée d'Oracle, utilisent de certains éléments de GNU Public License (GPLv2)
le code. Sous les conditions du GPL autorise I'accord, vous étes autorisé a demander une copie du code de code source
libre/graticiel. Pour les questions de I'usage de Xsigo du code de GPL, ou demander une copie du code, vous pouvez
contacter Xsigo en complétant la forme Web a http://pages.xsigo.com/compliance.html. Aprés, Xsigo vous contactera
pour vous aider avec votre demande.
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Documentation Purpose and Audience

This guide provides the basic information that you need to install Oracle’s Xsigo Fabric Manager GUI and use it to
configure and manage multiple Oracle Fabric Directors. This guide presents procedural text for how to use the Fabric
Manager GUI for common configuration and management tasks.

This guide is intended for data center administrators, and it assumes that its readers have knowledge and familiarity with
common configuration and management tasks related to administering a data center. Although this guide does present
some conceptual material about topics and technologies, it is not intended as a complete and exhaustive reference on those
topics.

Document Overview

This guide contains the following sections:

»  Fabric Manager Overview — Documents conceptual information about Fabric Manager and how it operates
in your network.

» Installing Fabric Manager — Documents installing Fabric Manager software and starting the Fabric Manager
Server on different server types.

«  Working with the Interface — Documents the Fabric Manager interface and its elements; the Summary,
Detail frame, wizards, and tables; how to use Fabric Manager controls to navigate the Fabric Manager
interface; and how to use controls to sort, filter, and arrange data in the Fabric Manager interface.

»  Working with Fabric Manager Jobs — Documents the concept of a Fabric Manager job, and how to view the
status of one or more jobs you have submitted, and how to check the recent jobs information for individual
features.

e Working with Network Clouds — Documents conceptual information about Network Clouds, what they are
used for, and how they are configured.

»  Working with Storage Clouds — Documents conceptual information about Storage Clouds, what they are
used for, and how they are configured.

»  Working with Default Gateways — Documents conceptual information about Xsigo’s default gateways, how
they are used, and how to configure them.

»  Working with the Fabric Director — Documents how to use the Fabric Manager interface to discover Fabric
Directors, retrieve hardware, firmware, and software information from them, and manage them; also
documents how to use the Fabric Manager interface to retrieve information about SNMP, Active Directory,
RADIUS, and other Fabric Director-based features.

»  Working with I/O Templates — Documents conceptual information about 1/O Templates, what they are used
for, how they are configured.

»  Working with I/O Profiles — Documents conceptual information about 1/0 Profiles, what they are used for,
how they are configured, and how they are connected to a server.

»  Working with Link Aggregation — Documents how to use the Fabric Manager interface to configure and
manage link aggregation groups (LAGs) and link-aggregation features on Ethernet links.

»  Working with Network QoS — Documents conceptual information about the Fabric Director’s network
quality of service (QoS) parameters and implementations, and provides procedural text about configuring
Network QoS on Network Clouds.
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»  Working with Physical Servers — Documents how to display information about all the discovered host
servers (either physical or virtual machines) connected to all discovered Fabric Directors.

e Working with Server Groups — Documents conceptual information about Xsigo’s implementation of server
groups, what they are used for, how to configure them, and what functionality is available to server groups.

e Working with Boot Profiles — Documents information about Xsigo’s SAN boot and iSCSI Boot solutions,
and how to configure SAN Boot Profiles and iSCSI Boot Profiles through Fabric Manager.

»  Working with the Topology — Documents information about the Virtual Topology and the different ways of
viewing virtual 1/O connections and resources, and documents what configuration and management tasks are
available through the Virtual Topology.

*  Working with Discovery Subnets — Documents the physical topology view of hosts and Fabric Directors in
Fabric Manager; also provides information about the IP discovery subnet, and how to configure Fabric
Directors and Fabric Manager within a discovery subnet profile.

»  Working with VMware Servers — Documents how to integrate Fabric Manager into the VMware vCenter
and vSphere frameworks so that Xsigo Fabric Directors and virtual 1/0 can be managed through vCenter and
vSphere.

«  Working with Alarms — Documents information about the Fabric Manager Alarms Log and Alarms History,
as well as how to filter and clear each.

«  Working with High Availability Fabric Manager — Documents information about the High Availability
Fabric Manager feature as well as how to configure it to retain a shared configuration between both the
active and passive HA Fabric Manager servers.

e Working with Live Monitoring — Documents information about Fabric Manager’s Live Monitoring tool,
which monitors and displays live, real-time throughput information for host servers and Xsigo vNICs and
VHBAS.

*  Working with the Task Scheduler — Documents information about the Fabric Manager Task Scheduler,
which supports creating a schedule for backup jobs for the Fabric Manager Server or Fabric Director, as well
as running an on-demand backup job for the Fabric Manager Server or Fabric Director.

*  Working with LUN Masks — Documents information about LUN Mask Profiles and how to configure them.

*  Working with SAN QoS — Documents conceptual information about the Fabric Director’s SAN quality of
service (QoS) parameters and implementations, and provides procedural text about configuring SAN QoS on
Storage Clouds.

«  Working with Domains — Documents conceptual information about the Fabric Manager Domain Manager
and the default domain and subdomains, and how to configure individual domains.

«  Working with User Roles — Documents information about the different levels of user accounts that are used
in Fabric Manager, documents how to configure user accounts at these levels and assign roles.

e Appendix A: Disabling the IE Security Popup — Documents how to disable a pop-up dialog that can appear
in Internet Explorer browsers when Oracle’s Xsigo Fabric Manager displays or redisplays pages.

Fabric Manager User Guide Oracle Xsigo Fabric Director



Related Documentation

Related Documentation

This document is part of a set of documentation for the Fabric Director. Table 1 shows the other documents in the Fabric

Director documentation set.

Table 1 Related Documentation for the Xsigo Systems Fabric Director

Document

Part Number

Revision Level and Date

XgOS Command-Line Interface User Guide
Fabric Director Quick Install Guide

Fabric Director Hardware and Drivers Installation
Guide

Fabric Accelerator Quick Start Guide

Fabric Performance Manager User Guide

XgOS Software Upgrade Guide

XgOS Remote Booting Guide

XgOS vNIC Switching Configuration Guide
Installing Host Drivers on Windows 2008 Servers
Hyper-V Setup Guide

SAN Install for Windows 2008 Servers

650-30007-03
650-20022-04
650-30008-03

650-20085-03
650-20082-02
650-20028-06
650-20029-08
650-20052-02
650-20081-02
650-20040-02
650-20078-03

Rev A 10/2012
Rev A 10/2012
Rev A 10/2012

Rev A 10/2012
Rev A 10/2012
Rev A 10/2012
Rev A 10/2012
Rev A 10/2012
Rev A 10/2012
Rev A 10/2012
Rev A 10/2012

Release notes are also available with each major hardware or software release for Oracle’s Fabric Director.

Revision Trail

Table 2 shows the revision history for this document.

Table 2 Revision History

Revision Level and Date
Rev A 01/2013
Rev A 10/2012

Document Number
650-30005-03
650-30005-02

Document Title

Xsigo Fabric Manager User Guide, V 4.1.0
Xsigo Fabric Manager User Guide, V 4.0.0
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Syntax Usage

Table 3 shows the typographical conventions used in this document.

Table 3 Syntax Usage

Syntax Marker Means... Example

bold text, italics a menu path Help>Help

> (angle bracket) the next step in a menu path Search>Search Equipment...
bold text a button name New Server Profile...

italic text a field or dropdown menu name the Description field

the Properties... menu

... (ellipsis) another dialog or menu option will be New Server Profile...

displayed (the Server Profile Create page

appears)

Technical Support Contact Information

Xsigo customers may contact support via the Xsigo website, telephone or e-mail. In order to expedite troubleshooting, all
new support requests must be submitted via the Xsigo self-service portal at: http://support.xsigo.com. In addition to
opening cases, the Xsigo Support Portal will allow you to update your support cases, download software, search for and
view knowledge-base articles, and access technical documentation.

In order to access the customer support portal, you will need to have a Xsigo Support Portal login.  Your account team
will provide you with the necessary login information to access the support portal. If you need additional logins for your
staff, please contact your account team for assistance.

For all Critical (P1) cases, please call the Xsigo support center at 866-974-4647 (toll free) or 1 408-736-3013
(international). Alternatively, you can email supportPl1@xsigo.com and you will be responded to within 30 minutes.

Fabric Manager User Guide Oracle Xsigo Fabric Director
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Fabric Manager Overview

Oracle’s Xsigo Fabric Manager is a multi-Director management system created by Xsigo Systems to inventory and
manage Oracle Fabric Directors and Xsigo virtual I/O. Oracle’s Fabric Director is a server-client model that supports
configuring and managing virtual resources at chassis, module, and server level.

Oracle’s Fabric Manager is a browser-based management system that runs on a remote server. The remote Oracle Fabric
Manger server translates configuration and management tasks from Oracle’s Fabric Manager interface, and relays that
information to Fabric Directors that are managed by Oracle’s Fabric Manager.

Oracle’s Fabric Manager can run in one of the following ways:

» stand-alone application
e as an extension to the VMware Virtual Center

Oracle’s Xsigo Fabric Manager configuration and management capabilities are the same regardless of whether Oracle’s
Fabric Manager is running in stand-alone mode or as an extension to VMware.

Support for the VP780 Fabric Director

Oracle’s Fabric Manager supports management of Xsigo’s flagship VP780, which is a 4 rack-unit virtual 1/0 platform
supporting connectivity to network and storage resources for host servers through 24 InfiniBand ports at up to 40 Gbps
per server connection. The VP780 has 15 slots which support a mix of network and storage modules that is appropriate for
your network.

Support for the VP560 Fabric Director

Oracle’s Fabric Manager supports management of Xsigo’s VP560, which is a 2 rack-unit virtual 1/0 platform supporting
connectivity to network and storage resources for host servers through 24 InfiniBand ports at up to 40 Gbps per server
connection. The VP560 supports has 4 slots which support a mix of network and storage modules that is appropriate for
your network.

Oracle’s Fabric Manager as a Stand-Alone Application

In stand-alone mode, Oracle’s Fabric Manager runs on a remote server that controls Fabric Directors. The Fabric Manager
system uses additional services to provide manageability:

e Tomcat web server
e Java, JSF

»  Xsigo proprietary processes

Figure 1 shows a sample topology in which Fabric Manager is running in stand-alone mode.
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Figure 1 Sample of Fabric Manager Standalone

After Fabric Manager and its components are installed on the physical server that hosts the Fabric Manager software, any
client workstation can use Fabric Manager by pointing one of the supported browsers at the Fabric Manager server.
Configuration and management requests are sent through the Fabric Manager interface to the Fabric Manager server,
which handles the back-end processing and ensures that the client’s task is communicated to the Fabric Director and
written to the Fabric Director’s configuration. When the Fabric Director has acknowledged the client’s task, Fabric
Manager relays the change back to the Fabric Manager interface where the updated configuration is displayed by the
client workstation.

Fabric Manager as an Extension to VMware Virtual Center

Fabric Manager can be installed as an extension to VMware® VirtualCenter Manager or vSphere 4. If you are managing
VMware virtual machines through the VMware Virtual Infrastructure Client, you can use the Fabric Manager application
after the Fabric Manager VMware Extension is installed to manage the virtual 1/0 connectivity.

The Fabric Manager system uses additional services to provide manageability:

»  Apache web server

e Tomcat web server

*  VMware VirtualCenter Management Server 2.5
*  VVMware Virtual Infrastructure Client 2.5

* VMware vSphere (vCenter) 4 or 5

»  Xsigo proprietary processes
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In extension mode, Fabric Manager runs on a remote server that interoperates with one more additional servers that
support VMware VirtualCenter Manager and Virtual Infrastructure Client or vSphere 4.

Figure 2 shows a sample topology of Fabric Manager installed in extension mode.

Intranet

Fabric Manager Server

=i e s
Client Workstation A Tomcat Server
Java, JSF

Fabric Manager
Processes

Virtual Infrastructure Client i = _j;ﬁ_ﬂ
Virtual Center Server,
with Fabric Manager
processes (when
Fabric Manager is
integrated)

CMIANT

Fabric Directors
IIIIIIIIIIII (1to N)

LL .._..I_..u|_...|_., Fabric Directors

(1to N)

Figure 2 Example of the Fabric Manager VMware Extension

When installed as an extension, Fabric Manager server is connected to other servers that run VMware® VirtualCenter
Server and Virtual Infrastructure Client or vSphere 4. It is possible to collocate all servers on one physical or virtual
machine. All servers communicate to provide a synchronized view of the network. Fabric Manager provides connectivity
and management for Fabric Directors and Xsigo virtual 1/0. Because Fabric Manager interface is an extension supported

through VMware Virtual Infrastructure Client, management of Xsigo virtual 1/0 is accessed through tools available in the
Virtual Infrastructure Client user interface.
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Installing Fabric Manager

This chapter documents the following topics:
e Meeting Minimum Requirements
» Installing Fabric Manager on a Windows Server
» Installing Fabric Manager on a Linux Server
»  Post-Installation Validation and Troubleshooting
*  Removing the Fabric Manager Software from a Linux Server
e Removing the Fabric Manager Software from a Windows Server
e Configuring a Certificate for Fabric Manager
o  Starting Fabric Manager and Logging In
»  Migrating Pre-3.0.0 Fabric Manager Configurations to Fabric Manager 3.0.0 and Later
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Meeting Minimum Requirements

Oracle’s Fabric Manager runs on a separate Linux or Windows host server, or in a virtual machine. Fabric Manager does
not actually run on the Oracle Fabric Director itself. The following platforms support Fabric Manager:

e Windows:

— Microsoft Windows Server 2003 SP2 and 2008 R2. To install Fabric Manager on this platform, use the
install ZIP file named instal 1-xms-4.1.0. Double-click the ZIP file to begin extracting the file and
running the install wizard. For information about installing Fabric Manager on a Windows Server, see
Installing Fabric Manager on a Windows Server after reading Fabric Manager Server Requirements.

e Linux:

— Red Hat Linux 5 update 2 and higher. To install Fabric Manager on this platform, use the install bundle
named xsigo-xms-4.1.0 rhel5_i686.

To run Fabric Manager, host servers have been tested to operate when configured to meet the following server and client
requirements.

Fabric Manager Server Requirements

For interoperability with Fabric Manager, the physical server that hosts Fabric Manager has been tested to operate when
configured with the following:

*  Server OS
— Windows Server 2003 SP2 and Windows Server 2008 R2
— Red Hat Linux 5 Update 2 or later (32-bit) and equivalents (for example, Centos)

— VMware ESX Server Classic 4.0 and ESXi 4.0, VMware ESX Server Classic 4.1 and ESXi 4.1. See
Consideration for VMware.

. Memory

— 2 GB minimum, 4 GB or more recommended. (Four GB or more is required if Fabric Manager will be
running in VMware Extension mode with VMware VirtualCenter Manager when both applications are
hosted on the same physical server.) The same requirements exist if Fabric Manager will be integrated
into vSphere 4.

— vSphere Client—dual core and 4 GB or more of memory (recommended).
» CPU—any server-based, current X86 architecture CPU.

« Java 1.6 (JRE), which is the only version of Java that supports Fabric Manager.
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Consideration for VMware

If you will be integrating Fabric Manager into VMware vSphere, and you will be upgrading Fabric Manager after it is
integrated into vSphere, Xsigo recommends that you first delete the Fabric Manager integration from vSphere before
upgrading Fabric Manager. After Fabric Manager is upgraded, you can then re-integrate the upgraded Fabric Manager
into vSphere. The deletion of Fabric Manager from vSphere is not required, but it is best to delete Fabric Manager and
perform a fresh integration after any upgrade.

Meeting Client Requirements

For interoperability with Fabric Manager, the clients that will use Fabric Manager have been tested to operate with the
following:

» Browsers
— Moxzilla® Firefox 2.0 and higher

— Microsoft® Internet Explorer 7.0 and later, with all cumulative security updates. Any version of Internet
Explorer less than 7.0 is not supported.

For some clients running Internet Explorer 7.0, a browser pop-up sometimes recurrently displays.

Note For information about controlling the pop-up, see Appendix A: Disabling the IE Security Popup.

e Display—1280 x 1024 resolution, 16-bit Medium color mode.
» JavaScript and cookies enabled.

Installing Fabric Manager on a Windows Server

Fabric Manager is supported on Windows Server 2003 SP2 (32-bit only), and Windows 2008 R2 hosts.

If you will be using LDAP/AD for authentication in a Windows domain, install the Fabric Manager software
Note on a Windows server that is a member of that domain.

Fabric Manager is installed through a Windows-based installer called 1Zpack, which is similar to an InstallShield installer.
Fabric Manager is contained in a ZIP file, which then extracts to an EXE file which is the actual installer for Fabric

Manager. When you perform this installation procedure, do not install directly from the archive. Instead, unzip the archive
to a separate folder (for example, a temp folder), then perform the Fabric Manager installation from the unzipped folder.

When the installer runs for the first time, you will be prompted to create a default installation directory. You must accept
the prompt (click Yes) to successfully install Fabric Manager. For subsequent installations, you will not see this prompt as
long as the Fabric Manager install directory is present on the Windows Fabric Manager Server.

You also have the option of installing Fabric Manager in a non-default install directory. To install to a non-default
directory, you can click Browse at the appropriate step in the installation procedure, then select the directory where you
want Fabric Manager installed.

Oracle Xsigo Fabric Manager Fabric Manager User Guide



Chapter 2: Installing Fabric Manager

=%

Note

A

Caution

Note

The installation procedure documented in this section assumes a fresh install (no Fabric Manager software
exists on the Fabric Manager server). If you are upgrading from an older version of Fabric Manager (not
doing a fresh install), you will need to clear any completed jobs from the Jobs summary in the older version
of Fabric Manager before running the upgrade. For information about clearing completed jobs from the Jobs
Summary, see Clearing All Jobs in the Jobs Summary.

It is possible to install Fabric Manager to a non-default device (for example, a USB drive). However, some
functions of Fabric Manager expect the default device on the server. For example, the xms-backups,
techsupport, and di rector-backups directories are installed to the local device. Be aware that if
you install Fabric Manager to a non-default device (for example, a network drive, a USB drive, and so on)
functions that rely on the xms—-backup, techsupport, and di rector-backups directories might
not work predictably.

Currently, the Fabric Manager installer does not check the OS version installed on the Windows server.

Fabric Manager requires certain ports. Make sure that ports 80 or 443 (HTTPs) are open for both incoming and outgoing
directions for communication between the Fabric Manager Server and the Fabric Director. By default, port 443 is used.

To install Fabric Manager, follow this procedure:

Step 1
Step 2

Step 3
Step 4

Log in to the Windows server that will be running Fabric Manager.

Get the Fabric Manager installer for Windows (for example, instal 1-xms-4_1_0) onto the
Windows server that will be running Fabric Manager.

The installer can be downloaded from the Xsigo Customer Support site, or the Xsigo Customer Support
secure FTP site. If you need assistance with getting Fabric Manager Installer, contact Xsigo Customer
Support as documented in Technical Support Contact Information.

Double-click the ZIP file to extract the Fabric Manager executable file and its related content.

Double-click the Fabric Manager executable to run the installer. The Xsigo splash screen is displayed
momentarily while the Fabric Manager installer begins. See Figure 1.
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Figure 1 Fabric Manager Windows Installer — Splash Screen

When the installer runs, the Welcome screen is displayed, as shown in Figure 2.
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I E—
Figure 2 Fabric Manager Windows Installer — Welcome Screen
Step 5 Read the Welcome screen and note the support contact information and Xsigo home page, in case you

require additional correspondence with Xsigo Systems, then click Next to display the License
Agreement. Figure 3 shows the license agreement.
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Licensing Agreements
Step 2of 7
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Figure 3 Fabric Manager Windows Installer — Fabric Manager License Agreement

Step 6 Carefully read all of the license agreement, then click either of the choices:

« | accept the terms of this license agreement, to use Fabric Manager in accordance with the stated
license agreement. This option activates the Next button.

« | do not accept the terms of this license agreement, to decide to not install and use Fabric Manager.
This option does not allow the installer to continue. You will need to click Quit to abort the
installer.

Step 7 When you accept the license agreement and click Next, the Installation Path dialog is displayed. Figure 4
shows this dialog.
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Step 3of 7
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Figure 4 Fabric Manager Windows Installer — Installation Path

Step 8 On the Installation Path dialog, you can either accept the default installation directory, or select a non-
default installation directory:

« If you accept the installation directory, proceed to Step 10.

« If you select a non-default installation directory, click Browse to display the Select Path dialog as

shown in Figure 5. Proceed to Step 9.
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Figure 5 Fabric Manager Windows Installer — Install Fabric Manager to Non-Default Directory
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Step 9 Select the directory in which you want to install Fabric Manager, then click Save. Proceed to Step 11.

Step 10 Click Next to display the confirmation dialog that alerts you that the installation directory will be
created. This confirmation dialog occurs on a first-time install. If the installation directory already exists
on the Windows Fabric Manager server, this dialog is not displayed. Figure 6 shows the confirmation
dialog.
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Figure 6 Fabric Manager Windows Installer — Create Install Directory Message

Click OK to create the installation directory, and display the Select Installation Packages dialog. Figure 7
shows this dialog.
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Figure 7 Fabric Manager Windows Installer — Select Install Packages

Step 11 Select the “Xsigo Fabric Manager Core Package” option if it is not already selected by default, then
click Next to display the Installation Progress dialog. Figure 8 shows this dialog.
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Figure 8 Fabric Manager Windows Installer — Installation Progress

Step 12 When the Fabric Manager package installation is complete, click Next to display the Setup Shortcuts
dialog. Figure 9 shows this dialog.
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Figure 9 Fabric Manager Windows Installer— Setup Shortcuts
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Step 13 Use the checkboxes to determine how Fabric Manager shortcuts are installed:

Step 14

Step 15

Step 16

Step 17

Step 18

» Use the Create shortcuts in the Start-Menu checkbox to allow the installer to put a Fabric Manager
shortcut on the Windows Start menu. This option is selected by default, so a shortcut to Fabric
Manager will be installed on the Windows Start menu. This checkbox is a toggle, so clicking
alternates between a checkmark (allow the shortcut) and no checkmark (do not allow a shortcut). If
you are allowing Fabric Manager shortcuts on the Start menu, you also have the option of installing
shortcuts at additional locations (for example, on the desktop).

« Use the Create additional shortcuts on the desktop checkbox to allow the installer to put a Fabric
Manager shortcut on the Windows desktop. This option is selected by default, so a shortcut to
Fabric Manager will be installed on the Windows desktop. This checkbox is a toggle, so clicking
alternates between a checkmark (allow the shortcut) and no checkmark (do not allow a shortcut).

If you are allowing shortcuts on the Start menu, click an item in the Select a Program Groups for the
Shortcuts list to determine where the shortcut will be displayed.

If you are allowing shortcuts on the desktop, in the text box below the Select a Program Groups for the
Shortcuts list, you can enter a name for the Fabric Manager shortcut or select the default location.

Use the create shortcut for: controls to determine which users on the Windows server will readily see
the installed Fabric Manager shortcuts on either the Start menu or the desktop:

« Click Current User to allow Fabric Manager shortcuts to be created for the user currently logged in
to the Windows server.

« Click All Users to allow Fabric Manager shortcuts to be created for anyone who can log in to the
Windows server.

As an option, you can click the Default button if you want to reset the name and path of the Fabric
Manager program to its default value. Clicking Default resets the program name in the text-entry field
next to the Default button. No other controls on the dialog are reset.

When the shortcut installation options have been setup, click Next to display the Installation Finished
dialog. Figure 10 shows this dialog.
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o Install XMS 3.0.0_RCSG, 2010.07.14 01:1E AM GMT

Installation Finished
Step 7o T

Figure 10 Fabric Manager Windows Installer— Installation Finished

Step 19 Click Done to close the Fabric Manager installer. At this point, Fabric Manager is installed on the Fabric
Manager Windows Server. You can open a supported browser and log in to Fabric Manager as
documented in Starting Fabric Manager and Logging In.

Installing Fabric Manager on a Linux Server

Fabric Manager is supported on Linux servers running Red Hat Enterprise Linux 5 Update 2 or later. Installing the Fabric
Manager software uses the standard Linux commands, similar to installing or updating the Linux host OS software.

Fabric Manager requires certain ports. Make sure that ports 80 and 443 (HTTPs) are open for both incoming and outgoing
directions for Fabric Manager to communicated between the Fabric Manager Server and the Fabric Directors. By default,

port 443 is used.

Fabric Manager can be installed from either a TAR ball or from an 1SO image.

The installation procedure documented in this section assumes a fresh install (no Fabric Manager software

exists on the Fabric Manager server). If you are upgrading from an older version of Fabric Manager (not
doing a fresh install), you will need to clear any completed jobs from the Jobs summary in the older version
of Fabric Manager before running the upgrade. For information about clearing completed jobs from the Jobs
Summary, see Clearing All Jobs in the Jobs Summary.

Note
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Installing Fabric Manager from TAR Ball

You can install Fabric Manager directly from the TAR ball. The installation process has the following steps:

1. Unpack the TAR ball on the Fabric Manager Server. This step requires user intervention.

2. Install the Fabric Manager RPM. This step requires user intervention.

To install Fabric Manager directly from the TAR ball, follow this procedure:

Step 1
Step 2

Step 3

Step 4

Step 5

Log in to the server where Fabric Manager will be installed.

Copy the TAR ball from the distribution media (or download it from a repository) to a directory on the
server. Make sure that you have at least write and execute privileges on the directory where Fabric
Manager will be installed.

Run the tar xvf command and specify the path to the TAR ball as well as the TAR ball’s file name.
This step unpacks the TAR ball, creates the /xms_install directory by default. For example:

root@terminus tmp]# tar xvf xsigo-xms-4.1.0_rhel5_i686.tar
./xms_install/

-/xms_install/xsigo-xms-4_.1._.0._noarch.rpm

-/xms_instal l/README. txt
/xms_install/jre-6ul7-1inux-i586.rpm

[root@terminus tmp]#

In this example, the /tmp directory is where the TAR ball is unpacked. However, regardless of
where it was unpacked, the Fabric Manager RPM always installs to the /xms_install
subdirectory of the current directory (/tmp in this case).

Note

Change directory to the /xms_install directory that was just created. For example:

root@terminus tmp]# cd ./xms_install/

From the /xms_install directory, install the xsigo-xms-XXX RPM file. For example:

root@terminus tmp/xms_install]# rpm -ivh xsigo-xms-4.1.0-1.noarch.rpm
Preparing. .. PHHHHHH R [100%]
1:xsigo-xms B HHH A [100%]

Step 6

Step 7

When the Fabric Manager RPM is installed, the Fabric Manager services are automatically brought up and
should be running. You do not need to restart the Linux server on which you have just installed Fabric
Manager.

After installation, Fabric Manager is available for use as a stand-alone application. However, if you will
be configuring and managing Fabric Manager through VMware Virtual Center, you will need to register
Fabric Manager with the Virtual Center Server.

As an option, you can check the status of the Fabric Manager services:

root@terminus tmp# service xms status
Checking Xsigo XMS tomcat: Running
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Step 8

%/ As an option, some service log files exist that you can check for messages in case the installation
Note does not appear to have completed correctly. For information, see Post-Installation Validation and
Troubleshooting.

Proceed to Starting Fabric Manager and Logging In.

Installing from ISO Image

To install the 1ISO image, you will perform this procedure on the Linux server that will host Fabric Manager.

The installation script for installing the 1SO image is the same as for the TAR ball, because the contents of the 1SO file is
the same as the . tar file. However, the way you extract files from the 1ISO image is different than the TAR ball. When
you have the I1SO image, follow this procedure to access the files in the ISO image:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Change directory to a directory where you want to install the image, by issuing the cd command. For
example:

[root@terminus ~]# cd /tmp/

Create a directory where the 1SO files will be available by issuing the mkdir command. For example,
to make the files accessible through the xmsdisk directory, you would issue:

[root@terminus tmp]# mkdir xmsdisk
Copy the I1SO image from the source media by issuing the cp command. For example:
[root@terminus tmp]# cp /xsigo-xms-4.1.0.1s0 .

Mount the file system at the directory you created by issuing the mount command. For example, to
mount the file system at the xmsdisk directory:

[root@terminus tmp]# mount -o loop Xxsigo-xms-4.1.0.1s0 xmsdisk
Change directory to the xmsdisk directory. For example:

[root@terminus tmp]# cd xmsdisk/
Unpack the Fabric Manager tar file.

[root@terminus tmp/xmsdisk] tar xvf xsigo-xms-4.1.0 rhel5_i686.tar
-/xms_install/

-/xms_install/xsigo-xms-4._1._.0._noarch.rpm

-/xms_instal l/README. txt

/xms_install/jre-6ul7-1inux-i586.rpm

Display the contents of the xmsdisk directory by issuing the Is command and compare the files on the
source media to the files that were unpacked to ensure that all files were unpacked. For example:

[root@terminus tmp/xmsdisk]# Is
-/xms_install/
-/xms_install/xsigo-xms-4.1.0.noarch.rpm
-/xms_instal 1/README. txt
/xms_install/jre-6ul7-1inux-i586.rpm
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Step 8 After verifying that all files were unpacked from the ISO image, change directory to the
/xms-install directory that was just created. For example:

[root@terminus tmp]# cd ./xms_install/
Step 9 From the /xms_install directory, install the xsigo-xms-XXX RPM file. For example:

root@terminus tmp/xms_install]# rpm -ivh xms_install/xsigo-xms-4.1.0-
1.noarch.rpm

Preparing. .. PHHEHHH A [100%]
1:xsigo-xms B HHH AR [100%]

When the Fabric Manager RPM is installed, the Fabric Manager services are automatically brought up and
should be running. You do not need to restart the Linux server on which you have just installed Fabric
Manager.

Step 10 After installation, Fabric Manager is available for use as a stand-alone application. However, if you will
be configuring and managing Fabric Manager through VMware Virtual Center, you will need to register
Fabric Manager with the Virtual Center Server.

Step 11 As an option, you can check the status of the Fabric Manager services:

root@terminus tmp# service xms status
Checking Xsigo XMS tomcat: Running

%/ Some service log files exist that you can check for messages in case the installation does not
Note appear to have completed correctly. For information, see Post-Installation Validation and
Troubleshooting.

Step 12 Proceed to Starting Fabric Manager and Logging In.

Fabric Manager User Guide Oracle Xsigo Fabric Manager



Post-Installation Validation and Troubleshooting

Post-Installation Validation and Troubleshooting

After Fabric Manager is installed, there are a few ways to validate that Fabric Manager is up and running, or discover
some error messages if you need to begin troubleshooting. The following sections document how to check Fabric
Manager status and gather some troubleshooting information when Fabric Manager is operating in run-time.

Checking Fabric Manager Status

When Fabric Manager is installed and running, you can use the service xms command to verify that all required
services are operating. In particular, the command supports:

» Displaying the Status of Fabric Manager Services (service xms status)
»  Stopping Fabric Manager Services (service xms stop)
»  Starting Fabric Manager Services (service xms start)

Displaying the Status of Fabric Manager Services

You can use the service xms status command to display the current status for the services that support Fabric
Manager. Issue this command on the Linux server where you installed Fabric Manager. For example:

[root@terminus xms_install]# service xms status
Checking Xsigo XMS tomcat: Running

In this example, all Fabric Manager services are operating. However, in the following example, Tomcat is not running.

[root@terminus xms_install]# service xms status
Checking Xsigo XMS tomcat: Stopped

In this situation, you will need to stop all Fabric Manager services and start them again to get Tomcat running.
Stopping Fabric Manager Services

If a service is not running, stop, then start, all services to allow them to gracefully terminate and start up in the correct
order. You can use the service xms stop command to stop all services gracefully and in the proper order. This
command stops all services that support Fabric Manager. You cannot use this command to stop individual services.

» All services are stopped when the status for each service shows OK
»  Stopping services might take a short time
* When you issue service xms stop, wait for all services to stop before starting them up again

Issue the command on the Linux or Windows server where you installed Fabric Manager. The following example is for a
Linux server:

[root@terminus xms_install]# service xms stop
Stopping Xsigo XMS: L 1
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Starting Fabric Manager Services

When all services are stopped, you can issue the service xms start command to restart all services in the proper
order. This command starts all services. You cannot start individual services because of a dependency that some services
come up before others.

Issue the command on the Linux server where you installed Fabric Manager. For example:

[root@terminus xms_install]# service xms start
Starting Xsigo XMS:
[ 1

All services are started when the status for each service shows OK.

Checking the Service Logs

This section provides basic information about logs that receive events if errors occur when Fabric Manager is online, as
well as where to look on the Linux or Windows Fabric Manager Server for the logs. The information contained in these
logs can be useful for Xsigo Technical Support.

Fabric Manager runs as the sum of multiple different services on the server. Most services have a log file associated with
them. Information about runtime Fabric Manager errors are written to different logs on the Fabric Manager Server.

Windows Server
The following logs contain information about Fabric Manager:

e catalina.<date>.log
e catalina.out
e xmsaudit.log.<num>

» director-<director-name>.log
Linux Server
The following logs contain information about Fabric Manager:

e catalina.<date>.log
e catalina.out
»  xmsaudit.log.<num>

« director-<director-name>.log

These logs are located in Zopt/xsigo/xms/1ogs, and you can display the contents the logs’ contents by using any
standard UNIX or LINUX editor—for example, vi, cat, emacs, and so on.
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Removing the Fabric Manager Software

The Fabric Manager software can be removed from the Fabric Manager Server like you would remove any Windows or
Linux software. When Fabric Manager is removed, you cannot use the Fabric Manager GUI to configure or manage
servers or virtual 1/0. However, you can still use Oracle’s XgOS CLI to manage the fabric in your data center.

Removing the Fabric Manager Software from a Linux Server

To remove the Fabric Manager software from a Linux server, you can use the rpm -e command. Follow this procedure:
Stepl Userpm -ga | grep xms to query the name of the installed Fabric Manager package.
Step 2 From the directory where you installed Fabric Manager:

[root@terminus xms_install]# rpm -e xsigo-xms-4.1.0 rhel5_i686.rpm

Removing the Fabric Manager Software from a Windows Server

The Fabric Manager Windows installer does not currently have an uninstall option. In the unlikely event that you will
want to remove Fabric Manager, you can remove it from a Windows server by using either of the following methods:

» Selecting the Fabric Manager uninstall option of the Fabric Manager install program which is available
through the server’s Start menu (for example, Start->Programs->Fabric Manager->Uninstall).

»  For Windows Server 2003, standard Windows Add or Remove Programs option (Start->Settings->Control
Panel->Add or Remove Programs) as shown in Figure 11.
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# Add or Remove Programs
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Figure 11 Removing Fabric Manager from a Windows Server 2003-based Fabric Manager Server

»  For Windows Server 2008, standard Uninstall a Program option (Start->Control Panel->Uninstall a
Program) as shown in Figure 12.
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Figure 12 Removing Fabric Manager from a Windows Server 2003-based Fabric Manager Server
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Configuring a Certificate for Fabric Manager

A signed certificate should be installed on the Fabric Manager Server. When installed, Fabric Manager can be validated
through the certificate that the Fabric Manager Server presents. The certificate identifies the Fabric Manager user
interface as a trusted application. Even though the signed certificate is not a strict requirement, it is recommended.

Certificates can be signed through any of the common Certificate Authorities (CAs), such as Verisign®, Digi—Sign®,
Thawte®, and so on.

When you configure a security certificate on Fabric Manager, you are allowing the client browser to validate the Fabric
Manager Server and create a trust association. Consider the example in Figure 13.

Client Workstation Web Fabric Manager Server

e

\. _/ > ' Certificate
N S

Figure 13 Example of Certificate Use in Fabric Manager Client and Server Environment

In this example, when you attempt to log in to the Fabric Manager Server (the black line) the application (Fabric
Manager) starts. At this point, the browser searches for a certificate, and the server presents its certificate to the client
browser (the blue line). When the client browser recognizes the certificate as signed by a valid Certificate Authority (CA),
the client browser then establishes that the application running in the browser (Fabric Manager) is trusted.

If the certificate is not present, not valid, or cannot be verified, the browser cannot validate the integrity of the Fabric
Manager application, and the application running in the browser (Fabric Manager) is not trusted. As a result, the browser
displays a warning page whenever you attempt to start Fabric Manager by logging into the Fabric Manager Server.

Configuring a certificate for Fabric Manager requires sending a certificate signing request and installing signed
certificates.

Understanding a Certificate Signing Request (CSR)

The Certificate Signing Request (CSR) is a request that is sent to a Certificate Authority (CA). The request consists of an
public key and other information that is generated from the Fabric Manager Server. The public key is unique and
identifies each Fabric Manager Server.

Besides the public key, you will provide some additional information such as contact emails, country of origin and so on.
This information will be included in the CSR so that the CA can assign the signed certificate. Before generating the CSR,
you will find it helpful to gather the names of the Fabric Manager Servers on which you will be installing the certificate(s)
as well as the host name(s).
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Understanding the Signed Certificate

The signed certificate is a series of alphanumeric characters that is installed on the Fabric Manager Server. The signed
certificate is generated by the Certificate Authority (CA) and uniquely guarantees the authenticity of Fabric Manager
when it attempts to establish HTTPS connectivity to the Fabric Manager Server. When the signed certificate is imported
into the Fabric Manager Server, the certificate is used to verify the authenticity of the Fabric Manager Server. Through the
HTTPS connection to the Fabric Manager Server, the client attempts to validate Fabric Manager and establish trust. If
trust is established, the HTTPS connection is successful, and subsequent HTTPS transactions are secure.

Because a CSR is generated by an individual Fabric Manager Server, you cannot move the resulting signed certificate to a
different Fabric Manager Server. Also, when you are importing signed certificates from the CA to the Fabric Manager
Server, make sure that you import the correct certificate onto each Fabric Manager Server.

Understanding the keytool Utility

The keytool utility is a powerful tool for generating and managing public and private keys for server certificates. With
keytool, you can also manage the keystore on individual servers as well as the required license pairs. Keytool is included
in Java Runtime Environment 1.6 package, and the utility runs on any standard server operating system.

Extensive documentation about keytool is available on the web, for example http://docs.oracle.com/javase/1.4.2/docs/
tooldocs/solaris/keytool.html. Within the utility itself, help is available by using the —-he I p option after Java is installed.
For the purpose of creating and installing the license on the Fabric Manager server, you will use the following command
options for keytool:

e -genkeypair
e -alias

< -keyalg

-keystore

-keysize

-certreq
-File

e —import

-trustcacerts

Verifying That a Certificate Should Be Installed

When you start Fabric Manager, you might see an error page that indicates a certificate error. This error occurs because
Fabric Manager cannot be verified as a trusted application because it does not have a certificate that the client browser
recognizes as signed by a trusted CA. By default, Fabric Manager has a self-signed certificate which allows the
application to be usable without a certificate signed by a CA. As a result, you can log in to Fabric Manager and use the
application even if the certificate error occurs.

You can skip past the certificate error by simply clicking Continue to this website, and if you do so, you can use Fabric
Manager for all supported configuration and management workflows. The functionality of Fabric Manager is not affected
by the presence or absence of a CA-signed certificate. If you choose not to install the certificate, you will see an error
displayed in the browser’s Address bar. Additional information is available through the Certificate Error notification in
the browser’s Security Status bar.

Configuring the Fabric Manager Security Certificate is not mandatory. However, by not installing a certificate, the
certificate error page will be displayed every time you log in to Fabric Manager.
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Creating and Installing a CA-Signed Certificate

You can generate a CSR from the Fabric Manager Server. When the Certificate Authority (CA) responds, the certificate is
installed and the certificate error is cleared on the next log in to Fabric Manager. Configuring the Fabric Manager security
certificate occurs through commands on the management console running on the host Fabric Manager Server. Therefore,
make sure that you have a management console available to run the commands. Configuring the Fabric Manager
Certificate takes the following steps:

Generate a public key for use in the CSR
Transmit (export) the CSR to the CA

Receive the signed certificate from the CA

El A

Install (import) the Certificate on the Fabric Manager Server
Proceed to the appropriate section depending on which type of Fabric Manager server you have in use:

e Creating and Installing a Certificate on a Linux Server

e Creating and Installing a Certificate on a Windows Server
Creating and Installing a Certificate on a Linux Server

The CSR is generated on the Fabric Manager server by creating a public key for the Fabric Manager Server then
embedding that key into the CSR. The public key is uniquely associated with the Fabric Manager Server, and cannot be
moved or used on a different server. If you provision a new Fabric Manager server and decommission the existing one,
you will need to generate a new CSR from the new Fabric Manager server, and install the signed certificate on the new
Server.

The CSR is generated from the Fabric Manager Server through the keytool utility. By default, Fabric Manager uses a self-
signed certificate to allow for installation and use. However, the Fabric Manager signed certificate is not a CA-signed
certificate, therefore the browser will not be able to validate Fabric Manager, and an error page will be displayed until you
install a CA-signed certificate.

As part of generating a CSR, you will be prompted to enter a password for the keystore, which is a database on the Fabric
Manager server that contains all the public keys and signed certificates. The keystore is password protected to keep it
secure from anyone who might want to use the keys and certificates for malicious intent. Make sure to remember the
password because you will need to enter it when you install the signed certificate.

% Certificates have a life span and can expire if not renewed. If you installed a certificate and Fabric Manager
Note was running without the Certificate Error, and suddenly starts displaying the Certificate Error page again,
check the expiration date on the certificate.

To create and import a certificate, follow this procedure:
Step 1 Remove any existing certificates:
rm opt/xsigo/xms/conf/xms_cacerts

Step 2 Use the keytool utility with the ~genkeypair argument to generate a certificate for the Fabric
Manager server:

./keytool -genkeypair -alias xms -keyalg RSA -keystore /opt/xsigo/xms/
conf/xms_cacerts -keysize 2048
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Create a certificate signature request:

-/keytool -certreq -keyalg RSA -alias xms -file /opt/xsigo/xms/conf/
certreq.csr -keystore /opt/xsigo/xms/conf/xms_cacerts

Edit the CSR to verify that it contains the correct information. If it doesn’t, enter the correct
information:

vi /opt/xsigo/xms/conf/certreq.csr
Submit the CSR to a certificate authority (CA), such as Verisign as shown in this example:
After you submit the CSR to the CA, you receive an email from CA.

Complete the directions in the email to import the intermediate certificates on to the Fabric Manager
server.

On the Fabric Manager server, use keytool, to create a primary and secondary intermediate certificate
files.

For the primary intermediate file:

./keytool -import -trustcacerts -alias primaryintermediate -keystore
/opt/xsigo/xms/conf/xms_cacerts -file /opt/xsigo/xms/conf/
primary_inter.cer

For the secondary intermediate file:

-/keytool -import -trustcacerts -alias secondaryintermediate -keystore
/opt/xsigo/xms/conf/xms_cacerts -file /opt/xsigo/xms/conf/
secondary_inter.cer

Create an SSL certificates file for the intermediate licenses you just created:

-/keytool -import -trustcacerts -alias xms -keystore /opt/xsigo/xms/conf/
xms_cacerts -file /opt/xsigo/xms/conf/ssl_cert._cer

Verify that the intermediate key files you created (for example “primaryintermediate” and
“secondaryintermediate” are present in Zopt/xsigo/xms/conf/

Send the contents of the xms_cacerts directory as a - txt file. To do so, you will need to provide the
password to access the keystore on the Fabric Manager server.

-/keytool -list -v -keystore /opt/xsigo/xms/conf/xms_cacerts
>keystorelist._txt

Enter keystore password: <enter your keystore password>

Go to the xms/conT directory, and find the server.xml file.
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Step 12 Using vi, emacs, or another standard UNIX editor, add the following lines to server.xml:

<I-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation -->
<Connector port="8443"
protocol="org.apache.coyote.httpll._HttpliNioProtocol"™ SSLEnabled=""true"
maxThreads="150" scheme=""https" secure=""true"
keystoreFile="/opt/xsigo/xms/conf/xms_cacerts"
keystorePass=<enter the keystore password>
keyAlias=""xms"
enablelLookups=""true"

Step 13 Restart the Fabric Manager service:

service xms stop
service xms start

Step 14 Consult the email you received from the CA and follow the instruction for importing the certificate into
your browser.

Step 15 When the certificate is correctly imported, start your browser and check the security option to verify that
the certificate was installed. Figure 14 shows an example of a successfully installed certificate in
Internet Explorer 9.0. The security option is highlighted with a red box.
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Figure 14 Installed Certificate in Internet Explorer 9.0
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Step 16 Examine the certificate to make sure that the information you specified is correct, for example:

« in a FireFox browser, you can check the certificate by following this menu path:
Tools->Options...->Advanced tab->View Certificates

« in an Internet Explorer browser, you can check the certificate by following this menu path:
Tools->Internet Options->Content tab->Certificates

Step 17 Log in to Fabric Manager. If the certificate was correctly installed, the certificate error page should no
longer be displayed. If you had a previous browser session running Fabric Manager, close the browser
completely before logging back in to Fabric Manager after installing the certificate. By doing so, you
will flush the browser cache.

Creating and Installing a Certificate on a Windows Server

The CSR is generated on the Fabric Manager server by creating a public key for the Fabric Manager Server then
embedding that key into the CSR. The public key is uniquely associated with the Fabric Manager Server, and cannot be
moved or used on a different server. If you provision a new Fabric Manager server and decommission the existing one,
you will need to generate a new CSR from the new Fabric Manager server, and install the signed certificate on the new
server.

The CSR is generated from the Fabric Manager Server through the keytool utility. By default, Fabric Manager uses a self-
signed certificate to allow for installation and use. However, the Fabric Manager signed certificate is not a CA-signed
certificate, therefore the browser will not be able to validate Fabric Manager, and an error page will be displayed until you
install a CA-signed certificate.

As part of generating a CSR, you will be prompted to enter a password for the keystore, which is a database on the Fabric
Manager server that contains all the public keys and signed certificates. The keystore is password protected to keep it
secure from anyone who might want to use the keys and certificates for malicious intent. Make sure to remember the
password because you will need to enter it when you install the signed certificate.

%/ Certificates have a life span and can expire if not renewed. If you installed a certificate and Fabric Manager
Note was running without the Certificate Error, and suddenly starts displaying the Certificate Error page again,
check the expiration date on the certificate.

To create and import a certificate on a Windows sever, follow this procedure:
Step 1 Remove any existing certificates by deleting:
c:\program files/xms/conf/xms_cacerts file
Step 2 Use the keytool utility to generate a certificate for the Fabric Manager server:

C:\Program Files\Java\jre7\bin>keytool .exe -genkeypair -alias xms -keyalg
RSA -keystore “c:\program files/xms/conf/xms_cacerts” -keysize 2048

Step 3 Create a certificate signature request:

C:\Program Files\Java\jre7\bin>keytool _.exe -certreq -keyalg RSA -alias
xms -File c:\program files/xms/conf/certreq.csr -keystore xms_cacerts

Step 4  Using notepad or another standard Windows file editor, view the CSR to verify that it contains the
correct information. If it doesn’t, enter the correct information:

c:\program files/xms/conf/certreq.csr
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Step 5 Submit the CSR to a certificate authority (CA), such as Verisign as shown in this example:
After you submit the CSR to the CA, you receive an email from CA.

Step 6 Complete the directions in the email to import the intermediate certificates on to the Fabric Manager
server.

Step 7 On the Fabric Manager server, use keytool to create a primary and secondary intermediate certificate
files.

For the primary intermediate file:

C:\Program Files\Java\jre7\bin>keytool .exe -import -trustcacerts -alias
primaryintermediate -keystore ‘“c:\program files/xms/conf/xms_cacerts” -
Ffile c:\program files/xms/conf/primary_inter.cer

For the secondary intermediate file:

C:\Program Files\Java\jre7\bin>keytool .exe -import -trustcacerts -alias
secondaryintermediate -keystore “c:\program files/xms/conf/xms_cacerts” -
file c:\program files/xms/conf/secondary_inter.cer

Step 8 Create an SSL certificates file for the intermediate licenses you just created:

C:\Program Files\Java\jre7\bin>keytool .exe -import -trustcacerts -alias
xms -keystore “c:\program files/xms/conf/xms_cacerts” -file
c:\ssl\ssl _cert.cer

Step 9 Verify that the intermediate key files you created (for example “primaryintermediate” and
“secondaryintermediate” are present in Zopt/xsigo/xms/conf/

Step 10 Send the contents of the xms_cacerts directory as a . txt file. To do so, you will need to provide the
password to access the keystore on the Fabric Manager server.

C:\Program Files\Java\jre7\bin>keytool .exe -list -v -keystore xms_cacerts
>keystorelist.txt

Enter keystore password: <enter your keystore password>
Step 11 Go to the xms/conf directory, and find the server .xml file.

Step 12 Using Windows Notepad of another standard Windows file editor, add the following lines to
server . xml:

<I-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation -->
<Connector port="''8443"
protocol="org.apache.coyote.httpll._HttpliNioProtocol'™ SSLEnabled="true"
maxThreads="150" scheme="https" secure=""true"
keystoreFile="*“c:\program files/xms/conf/xms_cacerts”
keystorePass=<enter the keystore password>
keyAlias="xms""
enableLookups="true"
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Step 13 Restart the Fabric Manager service through Computer Management on the Windows server. An example
is shown in Figure 15.
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Figure 15 Windows Fabric Server — Restart the Service

Step 14 Consult the email you received from the CA and follow the instruction for importing the certificate into
your browser.

Step 15 When the certificate is correctly imported, start your browser and check the security option to verify that
the certificate was installed. Figure 16 shows an example of a successfully installed certificate in
Internet Explorer 9.0. The security option is highlighted with a red box.
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Figure 16 Installed Certificate in Internet Explorer 9.0

Step 16 Examine the certificate to make sure that the information you specified is correct, for example:

« in a FireFox browser, you can check the certificate by following this menu path:
Tools->Options...->Advanced tab->View Certificates
* in an Internet Explorer browser, you can check the certificate by following this menu path:
Tools->Internet Options->Content tab->Certificates
Step 17 Log in to Fabric Manager. If the certificate was correctly installed, the certificate error page should no
longer be displayed. If you had a previous browser session running Fabric Manager, close the browser

completely before logging back in to Fabric Manager after installing the certificate. By doing so, you
will flush the browser cache.
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Starting Fabric Manager and Logging In

To log in to the Fabric Manager interface, you must provide a valid user name and password.

The default user name and password are different for Fabric Manager on a Windows server or Fabric Manager on a Linux
server:

»  For Linux, the default user name and password are the same as the default user account on the Linux server
(root). Additional user accounts can be configured for Fabric Manager, but they must be configured as non-
root user accounts on the Linux server.

»  For Windows, the default user name and password are the same as the default administrator account on the
Windows server (administrator). Additional, non-admin accounts can be configured for Fabric Manager, but
they must be configured as non-administrator accounts on the Windows server.

Because some installations do not allow administrator or root access to servers, Xsigo also provides the

Note xsigoadmin account which can be used to log in to the Fabric Manager Server.

You will use this user name and password the first time you access Fabric Manager. One of these accounts (root,
administrator, or xsigoadmin) is required to install additionally purchaseable features such as plug ins. Xsigo strongly
recommends that after logging into Fabric Manager, you create specific user accounts (instead of continuing to use the
root, administrator, or xsigoadmin accounts). When you create these specific user accounts, make sure to assign them with
the appropriate roles.

You should have the root default user name and password kept as securely as possible. After initially logging
Note in to Fabric Manager, you should create additional user accounts with specific privileges, as documented in
Working with User Roles. When you create the additional non-root user accounts in Fabric Manager, be
aware that these user accounts must also exist in the underlying OS (either a Windows user account or a
Linux user account). You cannot log in to Fabric Manager if no underlying user account exists at the server’s
OS level, or if there is any difference between the user names—for example, user name joey at the OS level
and joe at Fabric Manager will not pass authentication and allow login to Fabric Manager.

Understanding Fabric Manager and Authentication

Fabric Manager does no authentication of its own. Instead, it presents a log in screen, then passes the user name and
password string to the underlying Windows or Linux OS (pass-through), which allows or disallows the authentication.
Because Fabric Manager login is a pass through, additional authentication methods are supported, such as LDAP AD. Be
aware that the additional user accounts on the Active Directory server(s), the Windows server OS, and the Fabric Manager
server must all be congruent. Additional information is available for specific additional authentication methods such as
LDAP AD. For more information, see Working with User Roles. When the OS and any other authentication methods
complete, the appropriate blob of information is sent to Fabric Manager, which then sets the correct Fabric Manager-level
privileges for the authenticated user. When those privileges are applied, they determine which objects in the Fabric
Manager GUI are available to the authenticated user. Be aware that the user name can have different rights or privileges at
each level, but for Fabric Manager, only the Fabric Manager privileges granted to the user are enforced. For example, user
joey at the OS level might be a super user with all rights, but user joey at the Fabric Manager level might be a network
administrator user and therefore, only the privileges for a network-admin role are applied, not the super user privileges. In
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this case, the user joey has different privileges, but only the Fabric Manager privileges are enforced for managing Fabric
Directors and virtual 1/0 through Fabric Manager.

Logging In

When you are logged in, your management session remains active as long as you are actively configuring or managing
through Fabric Manager. However, Fabric Manager has a management session inactivity timer of 30 minutes. As a result,
if you do not perform a click action (for example, selecting an object or starting a wizard) in Fabric Manager for 30
minutes, you are logged out and must log back in.

You can start Fabric Manager in either of the following ways:

e Through a client browser window. Proceed to Step 1.

e Through the VMware Virtual Infrastructure Client if you installed Fabric Manager as a VMware Extension.
To start Fabric Manager as stand-alone application, follow this procedure:

Step 1 Start one of the supported browsers. For information about supported browsers, see Meeting Client
Requirements.

Step 2 Point your browser to http://<server-name>:8880/xms where <server-name> is the IP
address or host name of the Fabric Manager server, plus port 8880. For example

http://gorilla:8880/xms

would start a Fabric Manager session on the Fabric Manager server named “gorilla”.

%,. Fabric Manager supports both HTTP and HTTPS, so you can also use port 8443 when pointing
Note your browser to the Fabric Manager Server—for example, http://gorilla:8443/xms

Figure 17 shows the Fabric Manager Login page.

Figure 17 Fabric Manager Login Page
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%/ You might see a pop-up dialog notifying you of the suggested screen resolution.

Note

Step 3 In the User Name field, enter a valid user name.
Step4 In the Password field, enter the password for the user name you are specifying.

Step 5 Click Login to display the Welcome page. Figure 18 shows this page.
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Figure 18 Fabric Manager Dashboard

Step 6 If you will be managing Fabric Manager through VMware Virtual Infrastructure, you will need to
register Fabric Manager with the Virtual Center Server (Service Manager->VMware Integration).

Otherwise, you can manage Fabric Manager through one of the supported browsers. Proceed to the next
step.

Step 7 On the Task Board, click Discover... to discover one or more Fabric Directors. For information, see
Working with the Fabric Director.
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% In Internet Explorer browsers, you might see a pop up dialog that repeatedly prompts you about secure and
non-secure content, and requires you to confirm that you want the content displayed. This is due to an IE

browser security setting that is triggered when Fabric Manager pages are displayed or redisplayed. For
information about disabling this pop up, see Appendix A: Disabling the IE Security Popup.

Note

Migrating Pre-3.0.0 Fabric Manager Configurations to
Fabric Manager 3.0.0 and Later

When Fabric Manager manages an Oracle Fabric Director that already has one or more Server Profiles bound to servers,
you can use that Server Profile as an I/0O Template for other servers by converting it to an I/O Template. Converting a
server profile is especially useful if your data center is using Fabric Manager 2.8.2 or later and you want to retain the same
virtual 1/0 after upgrading to Fabric Manager 3.0.0 or later. By saving a server configuration as an 1/0 Template, the
template can be imported back onto a server(s) after Fabric Manager 3.0.0 or later is installed.

This procedure is required only if you have been using a version of Fabric Manager earlier than 3.0.0 and
want to preserve configured elements of the older Oracle Fabric Manager deployment in the current version

of Oracle’s Fabric Manager.

Note

To convert server profiles to 1/0 Templates:

Step 1 Display the Physical Server Summary.

Step 2 On the Physical Server Summary, select the discovered server that you want to save as an I/0 Template.
This step activates the Save Server Configuration as an 1/0 Template button.

Step 3 Click the Save Server Configuration as an 1/0 Template button, as shown in Figure 19.
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Figure 19 Saving a Server Configuration as a Template

Oracle Xsigo Fabric Manager Fabric Manager User Guide



Chapter 2: Installing Fabric Manager

Fabric Manager User Guide Oracle Xsigo Fabric Manager



Working with the Interface

This chapter documents:
e Learning the Fabric Manager Interface
» Understanding the Banner
» Understanding the Navigation Panel
» Understanding The Work Panel
»  Filtering and Sorting Table Displays
e Using the Maintenance Menu
» Backing Up The Fabric Manager Configuration
» Restoring the Fabric Manager Server Configuration
» Allowing or Preventing Unlisted Users Access to Fabric Manager
» Downloading Fabric Manager Log Files

» Cleaning Up the Fabric Manager Database
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Learning the Fabric Manager Interface

Oracle’s Fabric Manager interface is a graphical user interface that enables you to configure and manage Oracle Fabric
Directors and the virtual network and storage resources associated with the Fabric Directors. Additional management and
configuration is supported for additional functionality, such as host servers, storage targets, access control, and so on.

Fabric Manager runs on a stand-alone server called the Fabric Manager Server, which can be either Linux or Windows
based, or as an add-on service that can be integrated into a VMware vSphere or Virtual Infrastructure Server. When Fabric
Manager is installed, the Fabric Manager interface provides an intuitive and robust management suite for virtualized 1/0
that is extended seamlessly to various types of Windows, Linux, and ESX host servers.

The Fabric Manager interface contains the following components:
» the banner
» the navigation panel

» the work panel, which can contain either multiple sub-boards, or different frames for summary information,
detailed information, and information about recent jobs that are sent from the Fabric Manager client to the
Fabric Manager Server, and in turn to the Fabric Director.

Figure 1 shows an example of the Fabric Manager interface.
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Figure 1 Xsigo Fabric Manager User Interface

Understanding the Banner

The banner contains buttons and icons that enable you to get general information about Fabric Manager, and the Fabric
Directors that Fabric Manager has discovered. Through the Banner, you can:

» logout of the Fabric Manager Server. In addition to explicitly logging out, Fabric Manager has an inactivity
timer of 30 minutes. As long as you are actively using Fabric Manager, the inactivity timer is not triggered.
However, if no click or keyboard action is detected for 30 minutes, the Fabric Manager automatically closes
any currently active session. You can log back in as usual, and the inactivity timer is reset.

» see which user account is logged in to the Fabric Manager Server as well as what role is assigned to that user
account

» determine which domain the Fabric Manager Server and its managed Fabric Director(s) are part of

« set the Ul to projector mode, which is a conditional setting that is available on pages that contain dark
backgrounds. This option supports setting the dark backgrounds to a light background that is easier to see
when Fabric Manager is displayed over a video projector.

» get version information for the Fabric Manager software installed on the Fabric Manager Server
» get help text for configuration and management tasks available through Fabric Manager
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* see a quick, at-a-glance tally of the current alarms through icons that summarize the number of critical,
major, warning, and minor alarms reported by the Fabric Manager Server or Fabric Director. Additional
alarm information is provided in more detail through the Alarm Log and Alarm History options on the
Navigation panel.

« perform Fabric Manager maintenance tasks, such as backing up and restoring the Fabric Manager
configuration.

Figure 2 shows the banner.
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Figure 2 Banner

Understanding the Navigation Panel

The navigation panel appears as a list on the left side of the Fabric Manager. The navigation panel is divided into logical
groupings of related functionality. These groupings are known as “managers” with the exception of the first grouping,
which is the General option.

Each manager in the list expands and collapses one level to display links that you can use for configuration and
management of one or more entities within it. For example, the Server Resource Manager contains functionality related to
physical servers. The one exception is the General option, which contains system-wide information, such as Topology and
Alarm information. The navigation panel is a common point for starting most work flows, so you can use it as a first step
in most configuration and management tasks.

The navigation panel is a starting point, but you can also use the “Task Board” and other of the sub-boards

on the Dashboard. Through the Dashboard and its contents you can access some of the most common tasks
in configuring your virtual 1/0. The Dashboard is useful for accessing common tasks, but the Navigation
panel provides a more complete starting point for configuration and management tasks.

Note

Figure 3 shows the Navigation panel with all options closed.

Navigation €

H ] General

# [_] Server Resource Manager
# [_] Network Cloud Manager
# [_] Storage Cloud Manager

# [_] Service Manager

# [_] Security Manager

# [_] Fabric Directors

H ] Apps

Figure 3 Navigation Panel

You can use the navigation panel to display appropriate icons that allow configuration and management in the main work
area of the work panel. For example, if you wanted to create QoS on a vNIC, you would open the Network Cloud
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Manager on the navigation panel, then click Network QoS to display the Network QoS Summary in the work panel of the
Fabric Manager interface.

You can toggle the navigation panel between hide and display by clicking the button in the upper right corner of the
navigation panel. Hiding the navigation panel gives you more room in the Fabric Manager work area for configuration
and management, and in wide tables, allows more columns to be displayed. Figure 4 shows the hide and display toggle
switch for the navigation panel.

Navigation Hide and Display
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Figure 4 Navigation Panel Toggle Switch

The navigation panel contains the following items:

»  General Option
e Server Resource Manager

Oracle Xsigo Fabric Manager Fabric Manager User Guide



Chapter 3: Working with the Interface

*  Network Cloud Manager
»  Storage Cloud Manager
»  Service Manager

*  Security Manager

»  Fabric Directors

*  Apps

General Option

The General option in the navigation panel contains the Dashboard, Topology, Alarms, and Job Status options. Figure 5

shows the General option.
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Figure 5 Navigation Panel - General Option

Through the Dashboard link you can display the Dashboard. (See Figure 1.) The Dashboard contains multiple sub-boards
that give you quick, at-a-glance information about various elements of the Fabric Director(s) and servers under
management by the Fabric Manager. The Dashboard contains the following sections:

» The Physical Server Board, which shows a pie graph of the distribution of different server types discovered
in the network, based on host OS type

»  The Performance Board, which shows a speedometer with the following information:

aggregate network throughput of all vNICs managed by Fabric Manager
aggregate storage throughput of all vHBAs managed by Fabric Manager

total traffic throughput, which is the sum of network and storage traffic on all vNICs and vHBAs that
are managed by Fabric Manager

»  The Task Board, which contains the following links and controls:

Manage Physical Servers

Manage Fabric Directors, including discovering specific Fabric Directors by either IP address or system
name, or scanning the network for all connected Fabric Directors that are online and running.

VVMware Virtual Center Server, which displays whether the Fabric Manager is currently integrated into
a VMware Virtual Infrastructure. By default, Fabric Manager does not automatically register with the
Virtual Infrastructure.So, when Fabric Manager is installed, no integration information is displayed until
you explicitly integrate Fabric Manager into the VMware Virtual Infrastructure.

Manage 1/0 Templates
Manage Network Clouds
Manage Storage Clouds

Fabric Manager User Guide
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e The I/O Template Board, which shows a table of all the configured I/0 Templates in Fabric Manager. 1/0
Templates are displayed regardless of whether they are deployed on a server or not

e The Network Cloud Board, which shows a table of all the configured Network Clouds in Fabric Manager.
Network Clouds are displayed regardless of whether they are deployed on a server or not

e The Storage Cloud Board, which shows a table of all the configured Storage Clouds in Fabric Manager.
Storage Clouds are displayed regardless of whether they are deployed on a server or not

Through the Topology link you can display the Topology Overview. In the Topology Overview, you can see how
individual servers and server groups (if any) are connected to their respective Network and Storage Clouds through the
Fabric Director(s) in the network. Additional views are available through the Topology page. These additional views
allow for different ways to see the virtual interconnectivity of servers, Fabric Directors, Network and Storage clouds,
targets, ports, vNICs, and vHBAs. For more information about the Topology, see Working with Discovery Subnets.

Through the Alarms link you can display the Alarms page which displays the current active alarms on the Alarms
Summary tab and the historical information for alarms on the Alarm History Summary tab. For more information about the
Alarms Summary, see Working with Alarms.

Through the Job Status link you can display information about jobs that are occurring on the Fabric Manager Server.
Some jobs are self contained (called primary jobs), but others contain sub-jobs. Any primary job is listed as an entry on
the Jobs Status page, but jobs that contain sub-jobs are listed as an expandable or collapsible job on the Job Status page.
For such jobs, you can expand the sub-jobs to see more granular information about the status of each sub-job. For more
information about the Job Status, see Working with Fabric Manager Jobs.

Server Resource Manager

The Server Resource Manager in the navigation panel displays information about the physical servers connected to the
Fabric Directors that Fabric Manager has discovered. Figure 6 shows the Server Resource Manager on the navigation
panel.
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Figure 6 Navigation Panel — Server Resource Manager

The Server Resource Manager contains a list of the following links:

» 1/O Templates, which links to information about all the 1/0 Templates configured in Fabric Manager. If you
click the 1/0 Templates link, a table is displayed that contains all configured I/O Templates and information
about them. For more information about creating and managing 1/0 Templates, see Working with 1/O
Templates.

« 1/O Profiles, which links to information about all the 1/O Profiles configured in Fabric Manager. If you click
the link, a table is displayed that contains all of the created 1/0O Profiles as well as information about them,
and other functions that are related to configuring and managing 1/0 Profiles. For more information about
1/0 Profiles, see Working with 1/0 Profiles.
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Physical Servers, which links to information about the physical servers discovered by Fabric Manager. If you
click the link, a table is displayed that contains all of the physical servers as well as information about each
of them. For more information about physical servers, see Working with Physical Servers.

Server Groups, which links to information about all the server groups configured in Fabric Manager. If you
click the Server Groups link, a table is displayed that contains all configured server groups and information
about them. For more information about server groups, see Working with Server Groups.

Fabrics, which links to information about all the individual InfiniBand fabrics under management in Fabric
Manager. Fabrics are used by Xsigo Fabric Accelerator, which is a separately purchaseable feature. If
purchased, when you click this link, a table of all the individual Xsigo Fabrics under management is
displayed. Xsigo Fabrics allow the configuration of Private Virtual Interconnects (PVIs), which support
“east-west” traffic—for example, vMotion traffic. If you do not have Xsigo Fabric Accelerator installed, this
option is still available, but it is inactive (greyed out) on the navigation panel. For more information, see the
Xsigo Fabric Accelerator Quick Start Guide.

Boot Profiles, which links to information about optional configurations for supporting SAN Boot and iSCSI
Boot of physical servers. If you click the Boot Profiles link, a table is displayed that contains all the Boot

Profiles configured in Fabric Manager for physical host servers. For more information about Boot Profiles,
see Working with Boot Profiles.

Default Gateways, which links to information about default gateways configured in Fabric Manager and
information about the gateways and how they are associated with host servers. If you click the Default
Gateways link, a table is displayed that contains all configured default gateways and information about them.
For information about default gateways, see Working with Default Gateways.

Network Cloud Manager

The Network Cloud Manager in the navigation panel displays information about features configurable in Fabric
Manager’s IP network clouds and their child elements. Figure 7 shows the Network Cloud Manager on the navigation

panel.
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Figure 7 Navigation Panel — Network Cloud Manager

The Network Cloud Manager contains the following options:

Network Clouds, which links to information about Network Clouds that have been configured in Fabric
Manager. If you click the Network Clouds link, a table is displayed that contains all Network Clouds, ports,
and network properties associated with the Network Clouds. For more information about Network Clouds,
see Working with Network Clouds.

PVI Clouds, which links to information about Private Virtual Interconnect Clouds which are part of the
Xsigo Fabric Accelerator feature. Xsigo Fabric Accelerator is a separately purchaseable feature. If
purchased, when you click this link, a table of all the configured PVI Clouds is displayed as well as
information about each of them. For more information, see the Xsigo Fabric Accelerator Quick Start Guide.
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« Link Aggregation Groups, which links to information about link aggregation groups (LAGs) configured in
Fabric Manager and the ports assigned to them. If you click the Link Aggregation Groups link, a table is
displayed that contains the LAG configured in Fabric Manager as well as the ports that constitute each LAG.
For more information about LAGs, see Working with Link Aggregation.

e Network QoS, which links to information about network Quality of Service (QoS) Profiles that have been
configured in Fabric Manager. If you click the Network QoS link, a table is displayed that contains all
Network QoS Profiles and information about them. For more information about creating and managing
Network QoS, see Working with Network QoS.

Storage Cloud Manager

The Storage Cloud Manager in the navigation panel displays information about all the Fibre Channel-connected storage
targets discovered by Fabric Manager, as well as controls for managing them. Through this option, you can create Storage
Clouds, LUN Masks, set SAN QoS parameters for vHBAs, and so on.

Figure 8 shows the Storage Cloud Manager on the navigation panel.
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Figure 8 Navigation Panel —Storage Cloud Manager

»  Storage Clouds, which links to information about Storage Clouds that have been configured in Fabric
Manager. If you click the Storage Clouds link, a table is displayed that contains all Storage Clouds, ports,
and storage properties associated with the Storage Clouds. For more information about creating and
managing Storage Clouds, see Working with Storage Clouds.

* SAN QoS, which links to information about storage Quality of Service (QoS) profiles that have been
configured on vHBAS on discovered Fabric Directors. If you click the SAN QoS link, a table is displayed
that contains all SAN QoS Profiles and information about them. For more information about creating and
managing SAN QoS, see Working with SAN QoS.

* LUN Mask Profiles, which links to information about LUN Masks to filter the storage targets that are
available to host servers. If you click this link, a table is displayed that contains all the LUN Masks, as well
as properties associated with each LUN Mask. For more information about creating and managing LUN
Masks, see Working with LUN Masks.

Service Manager

The Service Manager supports features that allow for live, real-time performance monitoring, integrating Fabric Manager
into VMware, and fault recovery. Figure 9 shows the options available in the Service Manager.

=] Service Manager

o Live Monitoring
Wmware Integration

@ Schedules

Figure 9 Navigation Panel — Service Manager
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The Service Manager contains the following topics:

Live Monitoring, which links to a statistics and performance grapher that shows live, real-time throughput
on a per-server, per-vNIC, or per-vHBA basis. For more information about Live Monitoring, see Working
with Live Monitoring.

VMware Integration, which links to a configuration page that supports the integration of Fabric Manager
into a VMware Virtual Infrastructure environment. For more information about integrating Fabric Manager
into a VMware management framework, see Working with VMware Servers.

Schedules, which links to a table of configurable schedules. The schedules enable you to configure a specific
date and time at which scheduled tasks (such as Fabric Manager Server or Fabric Director backup) will
occur. If you click this link, a table of all the configured scheduled tasks will occur on a daily, weekly, or
monthly basis. Through the table, you can also perform an on-demand backup of Fabric Manager Servers or
Fabric Directors as needed. For more information, see Working with the Task Scheduler.

Security Manager

The Security Manager contains options that allow the configuration of Fabric Directors in specific network domains as
well as the configuration of Fabric Manager and Fabric Director users and roles:

Resource Domains, which links to a wizard and summary tables that allow for flexibility in where the Fabric
Director(s) and Fabric Manager Server are configured in the overall network, or specific sub-domains within
the overall network. For information about resource domains, see Working with Domains.

User Roles, which links to dialogs that enable configuring specific user accounts for network administrators
and assigning Fabric Manager roles to each account. The Fabric Manager role for a user account supersedes
any roles or privileges assigned through the Windows or Linux OS. For information about User Roles, see
Working with User Roles.

Group Mapping, which links to dialogs that enable specifying a mapping between a user’s group configured
in an external identity management system (IMS), such as Active Directory (AD) or Lightweight Directory
Access Protocol (LDAP) and a Fabric Manager role or domain. For more information, see Working with
User Roles.

Figure 10 shows the Security Manager.
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Figure 10 Navigation Panel — Security Manager
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Fabric Directors

The Fabric Directors option on the navigation panel contains links related to the Fabric Director chassis and the IP subnet
in which it is installed and where the Fabric Director can be discovered. Through this option you can view detailed
information about each managed Fabric Director, all hardware inventoried in Fabric Manager, and Fabric Director-based
software and hardware features that available on the Fabric Director.

Figure 11 shows the Xsigo Fabric Directors option.

=l‘—] Fabric Directors
W Fatric Directors
;i Discovery Subnets

Figure 11 Navigation Panel — Fabric Directors Option

The Fabric Directors option contains the following links:

»  Fabric Directors, which links to information about the Fabric Directors that Fabric Manager has discovered.
If you click the link, a table is displayed that contains all of the Fabric Directors as well as information about
each of them. For information about managing Xsigo Fabric Directors, see Working with the Fabric Director.

» Discovery Subnets, which allows Fabric Manager to discover Fabric Directors that are located in a different
IP subnet by establishing a connection between the Fabric Manager server and a Fabric Director which acts
as a proxy within that remote subnet. Discovery subnets must be manually configured to allow contact
between the Fabric Manager Server and the proxy off of its local subnet. For more information about
Discovery Subnets, see Working with Discovery Subnets.

Apps

The Apps option on the navigation panel contains links related to various Fabric Manager applications that can be added
to the Fabric Manager GUI to provide additional, licensable functionality. Through this option you can install, configure,
and manage additional applications.

= Apps
¥y App Manager

Figure 12 Navigation Panel — Apps Option

The contents of the Apps option will vary based on which additional applications you have purchased and installed. For
example, one of Fabric Manager’s application called Fabric Performance Monitor (which is separately purchaseable)
might be installed. If so, that application would be listed by name in the Apps option. The name would function as a link
to a separate set of pages where the application is managed.

The Apps option contains Fabric Manager App Manager, option, which links to a information about the individual
applications that have been installed into Fabric Manager. This option is always present because it is the utility in Fabric
Manager that supports additional applications to seamlessly plug in to the core Fabric Manager product.

As additional Xsigo applications are made available, the Apps Manager will be used to install them into Fabric Manager
for use.
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und

erstanding The Work Panel

The work panel is the main work area for Fabric Manager. Most configuration and management tasks occur through the
work panel. The work panel has consistent layout for most features, but there are some exceptions. The work panel is
typically divided into the following parts:

=

Note

the Summary, which is the top frame in the work panel. The Summary is a high-level listing of all instances
of specific object—for example, the Physical Server Summary contains a list of all physical servers that
Fabric Manager is managing. The Summary contains some basic information about general properties for the
objects.

the Details frame, which is the middle frame in the work panel. The Details frame is a single instance of an
object selected in a Summary. For example, the Physical Server Details frame contains information about a
single physical server that you selected in the Physical Server Summary. The Details frame contains
additional information that is specific to the selected object.

The Details frame typically contains tabs that organize chunks of similar information in an intuitive and
easy-to-use way. Some details frames are nested. For example, the Physical Server Details frame contains a
VNICs tab, which lists all vNICs in the selected physical server. Each vNIC name on the vNICs tab is a link
to another level of details frame—in this case, the vNIC Details. By using a combination of tabs and links in
the Details frame, it is possible to drill-down to low-level details about a selected object.

Due to the amount of nesting in the Details frame, a breadcrumb trail (“breadcrumbs™ in this documentation)
are available on the detail frame’s banner. Breadcrumbs are a user interface navigation tool of incremental
hyperlinks that allow you to see the current level of depth for the current dialog or frame. You can also use
the breadcrumbs to retrace your clicks.

Recent Jobs, which is the bottom frame in the work panel. The Recent Jobs frame is a list of the status of
recently attempted configuration or management tasks. For example, if you attempt to discover a Fabric
Director, the Recent Jobs frame will show an interpretable result based on the interaction between the Fabric
Manager client, Fabric Manager Server, and Fabric Director. By default, the Recent Jobs frame shows results
for the three most recently attempted tasks, but scroll bars on the frame allow you to view older results.

Some exceptions to this layout are:

* the Overview page, which has a number of sub-boards

* the 1/0 Template Editor, which has one top frame for general properties and one large workspace for
assembling the 1/0 Template’s building blocks

* the Topology page, which has one large work area and click-and-drag options for moving and connecting
servers, as well as right-clickable objects that display pop-up menus

Figure 13 shows an example of a typical Fabric Manager work panel.
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Figure 13 Example of Work Panel Components

Filtering and Sorting Table Displays

The Fabric Manager Summary pages, and also some of the details pages, display their data in tables. For example,
Figure 14 shows an example of the Physical Server Summary.
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Figure 14 Sample Table Display

On a table, you can sort and filter information to make displaying pertinent information much easier. Sorting and filtering
occur on a per-column basis through a dropdown menu at the right edge of each column heading. To activate the sort and
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filter controls, click the heading of the column that you want to sort, and a downward arrow appears. The downward
arrow is the dropdown menu where the sort and filter options are available.

Sorting

Sorting involves selecting a column and rearranging each entry on the table in either ascending or descending order. All
table entries are arranged based on the column(s) that you select. For example, you can arrange the adapter firmware
versions installed on servers in ascending order to bring the earliest firmware driver version to the top of the table, as
shown in Figure 15.
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Figure 15 Sorting a Column
Filtering

Filtering involves either masking out columns in the table display, or entering criteria into a text-entry box and filtering
out any table entries that do not use the criteria.

» To completely filter out a column in the table, click the column heading and select Columns. Then, click the
resulting checkbox as shown in Figure 16. The presence of a checkmark indicates that the field is displayed.
The checkbox is a toggle, so clicking the checkbox to remove the checkmark causes the selected field to be
filtered. You can filter or display the column as needed by adding or removing the checkbox. In Figure 16,
the Adapter Firmware Version version field is filtered out of the table display.
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Figure 16 Filtering a Column
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« To filter table contents by specific criteria, click the column heading and select Filters to display a text-entry
box where you specify the filter criteria. Then, enter the filter criteria in the text-entry box as shown in
Figure 17. Either press Enter or click the binoculars icon to start filtering. Figure 17 shows an example of
filtering the “Driver Version” field based on version 2.7.0 as the criteria.
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Figure 17 Filtering by User-Defined Criteria

When the filter operation completes, the filtered table contents are displayed. Also, the checkbox to the left

of the Filter menu option contains a checkmark. The checkmark indicates that the table contents displayed
are the filtered contents.
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Using the Maintenance Menu

The Maintenance Menu contains common tasks for managing the Fabric Manager Server and Fabric Manager GUI. These
features tend to be outside the realm of actually configuring and managing host servers and their vNIC and vHBA
connections. The Maintenance menu is a dropdown menu available on the Fabric Manager banner, and appears as a
screwdriver icon as shown in Figure 18
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Figure 18 Banner — Maintenance Menu

The Maintenance Menu has the following options:

» Backing Up The Fabric Manager Configuration

» Restoring the Fabric Manager Server Configuration

» Migrating Pre-3.0.0 Fabric Manager Configurations to Fabric Manager 3.0.0 and Later
» Allowing or Preventing Unlisted Users Access to Fabric Manager

»  Downloading Fabric Manager Log Files

»  Cleaning Up the Fabric Manager Database

Backing Up The Fabric Manager Configuration

The current Fabric Manager configuration can be backed up on the Fabric Manager Server. When the configuration is
backed up, the existing settings, virtual resources, and all other configured functionality in the Fabric Manager GUI are
saved to a config file that you can name.

Be aware that there is a running a config and one or more backed up configs (if a Fabric Manager config has been saved).
These two configurations can be different.

When the configuration is backed up, it is saved into Zopt/xsigo/xms/xms-backups. It is not required that you
provide a unique name for the configuration when you back it up. When a configuration is backed up, a time stamp is
appended to the name that you give to the backed up configuration. For example, when you save the configuration as
XMS-Config- Indy for the Fabric Manager Server named “Indy”, the backup processes add a time stamp so that the
file name might then become Indy__ 2010-11-30_13 59 22 865.

Backing up the Fabric Manager configuration occurs locally on the Fabric Manager Server, and no option exists to save
the configuration to a central repository (for example, a LUN in the SAN). However, if you want to place the Fabric
Manager configuration off of the Fabric Manager Server, you can simply back up the config on the Fabric Manager
Server, then copy it off of the server to whichever location you desire.

Xsigo strongly recommends that you backup the Fabric Manager Server configuration and the Fabric
Note Director configuration at the same time. Backup the Fabric Manager Server, and when that operation is
done, then back up the Fabric Director. Also, when restoring the backed up configuration, restore the Fabric
Director configuration first, and when that operation is complete, then restore the Fabric Manager Server
configuration.
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To back up the Fabric Manager configuration, follow this procedure:
Step 1 Click the Maintenance icon, which looks like a screwdriver on the banner.

Step 2 From the Maintenance Tasks dropdown menu, select the Configure Backup Locations options, as shown
Figure 19.
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Figure 19 Fabric Manager Maintenance Menu — Backing Up the Fabric Manager Configuration

When you select this option, the Configure Backup Locations dialog is displayed. See Figure 20.
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Figure 20 Configure Backup Locations
Step 3 In the Fabric Manager Backup Location Path field, enter the directory location as either an absolute or
relative file path from the Tomcat home directory.

Step 4 In the Director Backup Location Path field, enter the directory location as either an absolute or relative
path from the Tomcat home directory.

Step 5 Click Submit.
Step 6 From Maintenance Tasks dropdown menu, select the Backup Fabric Manager Configuration option.

When you select this option as shown in Figure 19 to display the Fabric Manager Backup dialog. Figure 21
shows the Fabric Manager Backup dialog.
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Figure 21 Fabric Manager Backup Dialog

Step 7 In the File Name field, enter an alphanumeric character string for the name that you want to give to the
Fabric Manager configuration. Because multiple configs can be saved, Fabric Manager appends a
timestamp to the file name that you enter.

Step 8 As an option, in the Description field, you can enter an alphanumeric character string that describes the
config file that you are backing up.

Step 9  When the Fabric Manager config file has been named, and any description provided, click Submit. At
this point, the configuration is saved. You do not need to reset the server, or start a new Fabric Manager
session.

Backing Up and Restoring Fabric Manager Config when Doing a Fresh Install of Fabric Manager
Some cases might require the Fabric Manager software to be completely removed. Some examples are:

» adisk crashes and users want to keep the configuration

* a VM is rebuilt and users want to keep the configuration

« you completely uninstall a version of Fabric Manager and install a newer version, instead of upgrading

To successfully back up and restore the Fabric Manager configuration when you will be removing Fabric Manager, you
will need to use a specific procedure. This restriction does not exist if you upgrade the Fabric Manager server. When the
Fabric Manager Server is upgraded, the configuration database is kept, and so is the relevant record of a saved
configuration. Therefore, the config database has knowledge of the saved config file, and can restore the config.

To perform a backup of an existing config prior to doing a fresh install of the Fabric Manager software, follow this
procedure:

Step1 Perform a Fabric Manager backup.
This step places the Fabric Manager config as an XML file into the xms-backups directory.

Step 2 Copy the XML file from the xms-backups directory to somewhere else—for example, to a network
drive.

Step 3 Remove Fabric Manager, by either rpm -e Xxsigo-xms (Linux) or Start-Programs->Fabric
Manager->Uninstall (Windows).

At this point, Fabric Manager is completely removed, including the xms-backups directory. However,
since the saved config is in a safe location, it can be restored when Fabric Manager is re-installed.

Step 4 Re-install Fabric Manager by either rpm -Uvh xsigo-xms (Linux) or running the Windows Fabric
Manager Installer (install-xms-4.1_.0.exe).
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At this point, Fabric Manager is installed, including the xms-backups director which is where the Fabric
Manager restore feature looks for the backed up config file.

D\ For Windows servers, Xsigo recommends not running the installer from the distribution CD.
Note Instead, copy the distribution CD contents to the server’s hard drive, then run the installer.

Step 5 Copy the saved file from its current location (for example, from the network drive) to the new xms-
backups directory.

Step 6 Restore the Fabric Manager config from the backup by selecting the appropriate backup config file.

Restoring the Fabric Manager Server Configuration

Through Fabric Manager you can restore any saved configuration. By restoring the configuration, you are reloading the
saved configuration into Fabric Manager. Be aware that the restored configuration can be different than the current
running configuration, and Fabric Manager does not automatically take a snapshot or save the current configuration
before restoring the save configuration. As a result, any pending configuration (for example, 1/0 Template changes in
progress on the 1/0 Template Editor) or any differences between the current Fabric Manager configuration and the config
that will be restored are not saved.

When you restore the Fabric Manager configuration, Fabric Manager reads the contents of Zopt/xsigo/xms/xms-
backups, and displays a list of available configurations to load. When selected, that configuration is loaded instantly,
without needing to reboot the Fabric Manager server. If multiple Fabric Manager configurations exist with unique names,
you can select whichever Fabric Manager configuration you want to load.

Restoring the Fabric Manager configuration occurs locally from the Zopt/xsigo/xms/xms-backups directory. No
option exists to restore a Fabric Manager configuration that is stored in a central repository (for example, a LUN in the
SAN). However, if the Fabric Manager configuration you want to restore is off of the Fabric Manager server itself, you
can simply copy the Fabric Manager configuration you want into Zopt/xsigo/xms-backups, then restore the
configuration from that directory.

To restore a Fabric Manager config, follow this procedure:
Step 1 Click the Maintenance icon, which looks like a screwdriver on the banner.

From Maintenance Tasks dropdown menu, select the Restore Fabric Manager Configuration option as
shown in Figure 22 to display the Fabric Manager Backup dialog.
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Figure 22 Fabric Manager Maintenance Menu — Restoring the Fabric Manager Configuration
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When you select the restore option, a confirmation dialog is displayed that prompts you for verification that
you actually intend to restore the Fabric Manager configuration. Figure 23 shows the confirmation dialog.

Confirm »

9 This will load a saved configuration into the Fabric Manager and will replace the current
q_"/ configuration completely. It will NOT affect any configuration on managed Fabric Directors.
You will lose any changes you have made since the file was saved. Are you certain you want
to restore from backup?

fred No
Figure 23 Fabric Manager Restore Confirmation Dialog

Step 2 Read the confirmation dialog carefully, then select Yes to restore the Fabric Manager configuration.
When you select Yes, the Fabric Manager Restore Configuration dialog is displayed. Figure 24 shows

this dialog.
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Figure 24 Fabric Manager Restore—Select Fabric Manager Config

Step 3 On the Fabric Manager Restore dialog, select the backup file that you want to restore. This step activates
the Submit button.

Step 4 Click Submit to load that Fabric Manager configuration.

Allowing or Preventing Unlisted Users Access to Fabric Manager

Fabric Manager user accounts are created in the Linux or Windows OS of the Fabric Manager Server. When the user
passes authentication, that user then receives a role that is granted and enforced by Fabric Manager. If no specific Fabric
Manager role is assigned, the user account defaults to the operator role (read-only mode).

However, for tighter data center security, Xsigo provides the ability to completely block an unassigned user account
instead of allowing it to default to the operator role. When a user account is blocked, the Fabric Manager Login dialog is
displayed, but login will fail when the user name and password are specified.

The Unlisted Users feature is accessible through the Allow Unlisted Users checkbox on the Fabric Manager Maintenance
Tasks menu. By default, unlisted users are allowed to access Fabric Manager in read-only mode, but you can change this
behavior by toggling the checkbox.
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To prevent unlisted users from accessing Fabric Manager, follow this procedure:

Step 1 Click the Fabric Manager Maintenance icon, which looks like a screwdriver on the banner. Figure 21
shows this option.
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Figure 25 Fabric Manager Maintenance Menu — Preventing Unlisted Users Access to Fabric Manager

Step 2 Click the check box to allow or prevent unlisted users access to Fabric Manager as needed:

« Place a check mark in the checkbox to allow unlisted users to access Fabric Manager with read-only
rights. This setting is the default.

* Remove the check mark from the checkbox to prevent unlisted users from accessing Fabric
Manager at all. When this setting is applied, unlisted users are presented with the log in dialog, but
will not be able to successfully log in to Fabric Manager.

Downloading Fabric Manager Log Files

Fabric Manager Log files are kept in the Zopt/xsigo/xms/1ogs directory. Different log files are kept for different
purposes including tomcat, catalina, installation, and error logs. Logs are either current or historical, which is indicated by
the file name:

» acurrent file, which is the most recent log file for the Fabric Manager server. A current file is named with
the format <name>. log—for example, xms. log is the current Fabric Manager Server log file, xms-
schedule. log is the current Fabric Manager schedule log file, and director-infiltrator.log is
the current log file for a Fabric Director named “infiltrator”

« a historical file, which is a log file that has rotated from a current file to an older file that contains data that
is no longer current, but has been kept. A historical file is named with the format
<name>. 1og . <number>—for example, Xxms.1og.44 is the 44th historical file for the Fabric Manager
Server, and director-infiltrator.log.17 is the 17th historical log file for the Fabric Director
named “infiltrator”.

Through Fabric Manager, you can download the logs from the Fabric Manager Server to a local client (for example, a
laptop or desktop workstation) so that the logs can be examined if needed. Logs are packaged as a ZIP archive before
downloading to minimize the size of the download and the amount of disk space required on the client when the files
complete their download. Because the files are zipped, you should ensure that you have enough disk space to fully unzip
them, or depending on your compression program, you can selectively extract and unzip only certain files that you need.
The choice is completely up to you.
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%,. Depending on the number of files in the logs directory, and the number of Oracle Fabric Directors under
Note management, gathering log files, zipping, them and downloading them to a client will take some time.
Please be patient and allow the process to complete.

You have some choice in the log files that you want to download:

e All, which downloads the entire contents of Zopt/xsigo/xms/l1ogs as one large ZIP file. This option
downloads current files and historical files.

e Recent Logs only, which downloads only the current files in Zopt/xsigo/xms/l1ogs as one large ZIP
file.

Downloading the Fabric Manager Log files is supported through a menu item on the Fabric Manager Maintenance
dropdown menu. To download the Fabric Manager logs, follow this procedure:

Step 1  On the Fabric Manager Maintenance menu, click Download Fabric Manager Log Files. Figure 26 shows
this menu option.

sem i @ Hla =1 1" Uwer. s {adminmiralor)

Confgure Backup Locations

Backup Fabnc Manager Configuration
Restore Fabne Manager Confguration
Instal keanse

Aloey nksfed Usars

Downiload Fabric Manager Log Files

Clzan up database

Figure 26 Maintenance Menu — Download Fabric Manager Log Files

When you select Download Fabric Manager Files, a popup dialog that will enable you to choose the type of
download you want, either Recent Files or All files.

Step 2 On the Download Fabric Manager Log Files dialog, select either Recent Only or All as shown in
Figure 27.
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Figure 27 Download Fabric Manager Log Files

Step 3  On the Download Fabric Manager Log Files dialog, select the appropriate button:

* Recent Only
« All

Step 4 Click Download. A confirmation dialog is displayed by your browser to either save the files to a specific
location or open them. Choose one of the following:

« Select Save to download the files to a location that you select
« Select Open to save the files to a default download location

Step 5 When the files complete their download, you can unzip them and open the file(s) you want to see. The
files are named xms_logs.zip. An example is shown in Figure 28.
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Figure 28 Viewing Downloaded Fabric Manager Log Files Archive

Step 6 When the files are on your Fabric Manager client, you can unzip them and use them as needed.
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Cleaning Up the Fabric Manager Database

On each Fabric Manager Server, there is a database of objects that are under management. When upgrading between
versions of Fabric Manager, new objects might be added, and older objects might not be used anymore. Because of
upgrades, you are not completely removing the existing database and installing a fresh database (like you do when you
perform a fresh install of Fabric Manager). As an option, Fabric Manager offers a way to clean up the database. When you
clean up the Fabric Manager database, you have options to:

» restore selected objects in the Fabric Manager database
* remove selected objects from the Fabric Manager database

» clean up the entire database

The first two options allow you to selectively administer specific items in the database, and the third option does a
widespread cleanup of old items.

To clean up the Fabric Manager database, follow this procedure:

Step 1 On the Fabric Manager Maintenance menu (the screwdriver icon on the Fabric Manager toolbar), click
the Clean Up Database option to display the Cleanup Database dialog, as shown in Figure 29.

Cleanup Database 3

Deleted Ttems

Name Type
Management Netwaork Cloud
Wmotian Network Cloud
miathe Network Cloud
Cam1 Network Cloud
vmotion Netwaork Cloud
dellSB19 V0 Template

cloudStemplate_3... VO Template
cloudStemplate_f... VO Template
Pubstemplate1_1... VO Template

EnglOtemplate_d... VO Template

Restore Selected | | Flush-Selected ftems | | Cleanup Database Cancel

Figure 29 Cleanup Database

Step 2 From the dialog, select one or more objects that you want to clean up in the database.
Step 3  Click either of the following options:

» Restore Selected, to restore an earlier version of the selected item in the current Fabric Manager
database.

« Flush Selected Items, to clear the selected items out of the database. This option is useful for
uncluttering the database of old objects that are left over.
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Step 4 As an option, you can click Cleanup Database to have Oracle Fabric Manager programmatically cleanup
everything that it can.
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Working with Fabric Manager Jobs

This chapter contains the following topics:

Understanding Jobs
Displaying the Jobs Summary
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Understanding Jobs

Oracle Fabric Manager is a client-server software bundle that enables you to configure server and virtual 1/0 needs based
on an application’s or network’s needs.

» The Fabric Manager Server accepts configuration and management inputs from the Fabric Manager Client,
then relays that information to Oracle Fabric Directors.

»  Fabric Manager also retrieves information from Oracle Fabric Director(s), host servers, and other devices in
the network and relays that information to the Fabric Manager Client.

Each time you click to submit a configuration or management task that has multiple steps, you create a job, which is the
requested configuration action. Jobs are always asynchronous, but jobs can be either quick or long-running. All jobs in
Fabric Manager are displayed in one of two locations:

» the Jobs Summary

» the Recent Jobs Summary

Jobs Summary

The Jobs summary shows a list of all jobs that have occurred recently. The Jobs Summary contains all the most recent

jobs, to a maximum of the last 30 jobs. Jobs are displayed in the Jobs Summary regardless of whether they completed
successfully or not.

D\, You can use the Jobs Summary to retrieve information about whether a feature is in the process of being
Note configured, or if the job has stalled. Depending on the message displayed in the Jobs Summary, you might
find it helpful to use this information if you have to contact Xsigo Technical Support.

The Jobs Summary also contains sub-jobs which are an expandable option for each completed job in the Jobs Summary.
By clicking the plus sign ( +) to expand the primary job, you display the sub-jobs for that primary job. Through the sub-
jobs you can see more granular information about step-by-step tasks that comprise the primary job.

Figure 1 shows the Jobs Summary. Notice that a few of the primary jobs have been expanded to display their sub-jobs.

B Y B met 0BT [ 02 Y Ko
=aTe joit Cwitgdl Liate Dwisd Sradan
mal Rewce dv stw BETEETY ComDaeted Qo

Bican ler Sm SoTwETH Etrpirind e

PiE] Pug EempeT iy e EE cEPEaE b mope e
00 VB TEOT oopised 190 o] ocoes iy
FncEn T LW BTOTE SR wne
Sacan % i ARFeRrE ] LN
ool FEBEE W W BT compity dee
RSO or W BETYETE oD oo
Ura swra e 2 H 3% SETREE heno

Figure 1 Jobs Summary

Fabric Manager User Guide Oracle Xsigo Fabric Manager



Understanding Jobs

The Jobs Summary lists jobs by the timestamp at which the job was started. Jobs are listed in sequential order with the
most recent jobs at the top of the Job Summary. The Jobs Summary contains a maximum of 30 jobs.

The Jobs Summary contains a calendar tool which allows you to select a date or date range as a filter for the Jobs
Summary’s contents. By selecting a date or date range, you can display any jobs that occurred at that time. All alarms that
do not match the date criteria are not displayed. When using the calendar tool, the filtered content should be displayed
after you select the date or date range. However, you can always click the Refresh button to display the filtered content in
the Jobs Summary. Figure 2 shows an example of the date range and calendar tool.

Jobs
@ Y @ |start (3| Ena: (% Keywords: &
Time Updated March 2012 ¥ Last Update Username
2012-03-08 141248 8 M T W T F S | 2012-03-08 16:12|49.465 raot

12 3
2012-02-211¢10:48) & 5 8 7 & [ 9] 10| 2012-02-21 16:10/57.647 root
2012-02-28 {11237 11 12 13 14 15 16 17 | 2012-02-28 11:18)41.111 root
2012-02-27 1JA743) 18 18 20 I 2233 24| a0q2.02.27 17:17|22.357 root
2012-02-08 1]:3a57 2° B T 2B 23 30 3| 5445 0208 11:35{05.642 root
2012-02-08 1{:25:48, 2012-02-08 11:25{48.62 root

Figure 2 Jobs Summary — Date Range and Calendar Tool

Also, the Jobs Summary contains a keyword search function. The Keywords field enables additional filtering of the Jobs
Summary by allowing you to enter specific words or phrases to filter the contents of the Jobs Summary. For example, you
could enter “cre” to filter the Jobs Summary to display all “create” jobs. The keywords you enter are matched against the
characters in the Job Description field.

Table 1 shows the fields in the Job Summary and explains what each field means.

Table 1 Contents of the Job Summary

Field Indicates

Time Updated The timestamp at which the job was completed. For primary jobs with sub-jobs,
this field also indicates when each of the sub-jobs was attempted.

Last Update The last timestamp that any activity occurred for the primary job.

Username The name (if available) of the logged in user or administrator that initiated the job.
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Table 1 (continued) Contents of the Job Summary

Field Indicates

Job Detail A string that provides additional details (if any) for the requested job and the object
associated with that job. For example, the string “ApplylOProfile ‘pubstest’
indicates that Fabric Manager is attempting to apply (bind) the 1/0 Profile named
“pubstest” to one or more physical servers. The server name is also displayed if

known.
State The current state of the job, either complete, pending, or failed.
Detail Status A string that summarizes the requested job and the object associated with that job.

For example, the string “Successfully Applied 10Profile” indicates that Fabric
Manager has successfully applied (bound) an I/O Profile to one or more physical
Servers.

Recent Jobs Summary

On the page for each feature, you can see information about the 5 most recent jobs that occurred from any page in Fabric
Manager. The Recent Jobs Summary is at the bottom of a feature or device’s page.

%/ You can use the Recent Jobs Summary to retrieve information about whether a feature is in the process of
Note being configured, or if the job has stalled. Depending on the message displayed in the Recent Jobs
Summary, you might find it helpful to use this information if you have to contact Xsigo Technical Support.

The Recent Jobs Summary is related to the Jobs Summary in that clearing the Jobs Summary also clears the Recent Jobs
frame. Figure 3 shows an example of the Recent Jobs frame.

Recent Jobs Summary

Time Updated Job ID State Username Job Detail

2012-05-24 21:47:43.304 remove objects failed root remove objects

2012-05-23 18:49:26. 459 Remove vnics completed root Remowve Vnics :pubsnic4 from I0Profile: coke

2012-05-23 18:47:22.31 AddVnic failed root AddVnic (pubsnicd) to server coke =

2012-05-21 13:30:32.831 RescanServers completed root Rescan for new servers

2012-05-04 13:25:00.753 RescanServers completed root Rescan for new servers -
Sitems |

Figure 3 Sample Recent Jobs Summary

Table 2 shows the contents of the Recent Jobs Summary and explains what each field means.
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Table 2 Contents of the Recent Jobs Summary

Field

Indicates

Time Updated
Job ID

State
User Name
Job Detail

The timestamp at which the job was either started, restarted, completed, or failed.

A string that summarizes the requested job and the object associated with that job.
For example, the string “ApplylOProfile” indicates that Fabric Manager is
attempting to apply (bind) an 1/O Profile to one or more physical servers.

The current state of the job, either complete, pending, or failed.
The name (if available) of the logged in user or administrator that initiated the job.

A string that provides additional details (if any) for the requested job and the object
associated with that job. For example, the string “ApplylOProfie ‘pubstest’
indicates that Fabric Manager is attempting to apply (bind) the 1/0 Profile named
“pubstest” to one or more physical servers. The server name(s) is also displayed if
known.

Displaying the Jobs Summary

The Jobs Summary contains a table of all the jobs that Fabric Manager has attempted regardless of their state, success, or
failure. The Jobs Summary contains all jobs and lists summary information. Fabric Manager does not have a separate
Details frame for each of the jobs in the Jobs Summary.

To display the Jobs Summary, follow this procedure:

Step 1 On the Navigation Frame, select General->Jobs Status to display the Jobs Summary. Figure 4 shows the

Jobs Summary.
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Figure 4 Jobs Summary

The Jobs Summary supports the following options:

e Showing All Jobs
»  Showing All Active Jobs
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e Clearing All Jobs in the Jobs Summary
e Cancelling Selected Jobs in the Jobs Summary

Showing All Jobs

Jobs in the Jobs Summary are all jobs that have been attempted regardless of state. As a result, jobs that are in any state are
displayed.

To filter the active jobs in the Jobs Summary, follow this procedure:

Step 1 On the Navigation Frame, select General->Jobs Status to display the Jobs Summary. Figure 5 shows the
Jobs summary.

| Pad EIRETTHZ U Grywmda
AT joit [wrigd Liate Dwisd Sradan
mal Renien b7 s HETEE ComDeted o

Bbucan lor darm aprueTy Etrapinie e

PRI Pl EFmaTioegy e 22R e S I R Yy
Fol Hazgge ey Compkeed Jo oompad Boc i by
Fbbaan K ot MR LR =
FbatEn 4 maw waraen rorpisted At
o SEpoEn b W BENETL [y - ]
Fol ReaImn for niw BETOETE [repr o0 oone
Ui wweay LT 4O TR Rt

Figure 5 Jobs Summary

Step 2 On the Jobs Status summary, click the Show All Active Jobs button, as shown in Jobs Summary.

When you click the Show All Jobs button, the Jobs Status Summary is filtered to display only the jobs with
“active” state. This button is a toggle, so clicking repeatedly switches between displaying all active jobs and
all jobs (including non-active ones). You will notice that the button changes when it toggles between Show
All Jobs and Show All Active Jobs.

Showing All Active Jobs

The Jobs Summary shows all jobs that have been attempted regardless of state. As a result, jobs that are in any state are
displayed. You can filter the Jobs Summary to display all active jobs, which are jobs that are currently in progress. Be
aware that jobs can take a while to complete based on the number of subjobs that are contained in the parent job. For
example, if you attempt to unbind a Server Profile from a server, that job might contain individual subjobs for removing
the vNICs and vHBAs that are connected to the host. While those subjobs are completing, the overall unbind job will still
be active.

To filter the active jobs in the Jobs Summary, follow this procedure:

Step 1 On the Navigation Frame, select General->Jobs Status to display the Jobs Summary. Figure 6 shows the
Jobs summary.
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Figure 6 Jobs Summary

Step 2 On the Jobs Status summary, click the Show All Active Jobs button, as shown in Jobs Summary.

When you click the Show All Active Jobs button, the Jobs Status Summary is filtered to display only the
jobs with “active” state. This button is a toggle, so clicking repeatedly switches between displaying all active
jobs and all jobs (including non-active ones). You will notice that the button changes when it toggles
between Show All Jobs and Show All Active Jobs.

Clearing All Jobs in the Jobs Summary

Jobs are persistent across reboot, and Fabric Manager service restarts:
e Jobs are kept in the Jobs Summary until they are explicitly batch removed.
» Jobs are not aged out, or removed when a pending job completes.
» Jobs can be cleared only by removing them as a batch by an administrator-level account.

» Individual jobs cannot be removed. Jobs must be explicitly removed as a batch by an administrator.

When you clear the jobs in the Jobs Summary, you are removing all completed or failed jobs only. Jobs that are in any
other state are not cleared.

To clear all Jobs from the Jobs Summary, follow this procedure:

Step 1 On the Navigation Frame, select General->Jobs Status to display the Jobs Summary. Figure 7 shows the
Jobs Summary.
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Figure 7 Jobs Summary

Step 2 Click the eraser icon to remove all jobs from the Job Summary. The Job Summary will be repopulated
when the next administration or configuration tasks are submitted.

Cancelling Selected Jobs in the Jobs Summary

Some jobs in Oracle Fabric Manager can be long running. For example, applying an 1/0O Profile to many servers can take
a significant amount of time. While a job is running, you can cancel it before completion, regardless of what stage the job

isin.

Through the Jobs Summary, you can cancel any of the jobs that are still in process. By cancelling a job, you cause it to
completely stop. For example, if you apply an I/O Profile to a server, and the job shows as running or pending in the
Job Summary, you can cancel the job to stop the I/O Profile from being applied to the server. Cancelling a job simply
stops it. The job is not cleaned up and removed from the Jobs Summary.

Unlike the Undo Jobs function, there is no limit on the type of job that can be cancelled. The only requirement for
cancelling a job is that the job state is either running or pending.

To cancel a job, follow this procedure:

Step 1 On the Navigation Frame, select General->Jobs Status to display the Jobs Summary. Figure 8 shows the
Jobs Summary.
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Step 2 Select a running or pending job that you want to cancel. You can check the State column to verify that
the job you want to cancel is either running or pending.

When you select a valid, cancellable job, the Cancel Jobs button becomes active.

Step 3 When a valid job is selected, click the Cancel Jobs button.When you click the button, a confirmation

dialog is displayed, as shown in Figure 9.
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Figure 9 Jobs Summary — Confirmation of Cancel Jobs

Step 4 On the confirmation dialog, click Yes to proceed with the Undo function. Allow the undo job to run to

completion, which might take some time.

While the job is being undone, the text of the selected job will turn green to indicate the success of the undo.

Step 5 When the undo is complete, check the State column in the Jobs Summary again for a message about the

undo function.
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Working with Network Clouds

This chapter contains the following topics:
e Understanding a Network Cloud
»  Creating a Network Cloud
e Setting the Fabric Director HA Designation for a Network Cloud
»  Configuring Advanced Features for a Network Cloud
» Displaying Network Clouds
» Displaying Detailed Information for Network Clouds
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Understanding a Network Cloud

Oracle’s Xsigo Fabric Directors contain a set of 1/0 ports that are connected to your data center network. The network and
SAN administrator connect these ports to their Ethernet switches in order to provide 1/O resources to the servers.

Each 1/0O port on the Xsigo system can be thought of as providing access to a set of “clouds.” For example, you might
have a Network Cloud that provides access to the HR network. As far as the network administrator is concerned, you are
connecting wires to the Xsigo 1/0 ports for the sole purpose of providing the server administrator access to the resources.

The server administrator then needs to connect servers to a set of network resources provided by the network
administrators. The server administrator doesn’t care what physical Xsigo ports are being connected to as long as the
servers have access to the required resources.

Network Clouds can be configured and managed by Network and Administrator roles in Oracle’s Xsigo Fabric Manager.

Network QoS Profiles and Network Clouds

If you want a specific Network QoS Profile assigned to the Network Cloud, that specific profile must already exist. If it
does not exist, it will not be assignable to the Network Cloud at the time you create the cloud.

As an alternative, Fabric Manager has some commonly used network QoS Profiles that are pre-configured for various
network link speeds. These pre-configured Network QoS Profiles use typical CIR and PIR values calculated from the
link’s total throughput. If you are using pre-configured Network QoS Profiles, make sure that you use a reasonable profile.
For example, for a 1 Gigabit Ethernet link, do not select a network QoS profile for a 10 Gigabit Ethernet link (for
example, the Network QoS profile named 7g_10g which has throughput values that are in excess of what the 1 Gigabit
link can support).

Network QoS can be configured for a Network Cloud at any of the following times:

»  During Network Cloud creation, through the Create Network Cloud wizard.

»  After the Network Cloud has already been created, through the Network Cloud Details frame.

* Network QoS can also be changed for a Network Cloud after the Network Cloud has already been created.
Changing an assigned Network QoS Profile occurs through the Network Cloud Details frame.

QoS Assignment at Cloud Level and vNIC Level

It is possible to assign Network QoS to a Network Cloud or a vNIC. The following text explains what QoS is applied
where:

» If a Network Cloud has a QoS Profile associated with it, a VNIC terminated in the Network Cloud will
inherit the Network QoS profile from the Network Cloud.

In this case, the vNICs inherit the QoS parameters from their respective clouds. This condition is true even
if the vNIC has its own QoS Profile associated with it.

» If a Network Cloud has no QoS Profile associated with it, and the vNICs have their own QoS profiles, a
VNIC terminated in the Network Cloud will have QoS Profile associated with it.

In this case, the Network Cloud has no QoS Profile to apply. This situation does not automatically apply no
QoS to the vNICs. Instead, it causes the cloud to defer to the QoS profiles assigned to the individual vNICs

(if any).

If you intend for no QoS to be applied anywhere for the virtual I/O in a cloud, make sure that no QoS Profile
is associated with the Network Cloud, and also that no QoS is associated with the vNIC.
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Creating a Network Cloud

When you create a Network Cloud, you assign one or more Ethernet ports or LAGs, plus other network characteristics.
When the Network Cloud is attached to an 1/0 Template, the Network Cloud provides a way for vNICs to connect hosts to
the data network when an 1/O Profile is deployed to the host. The Network Cloud provides needed network access points
with specified characteristics—for example, Network QoS profiles, VLANS, and so on.

A default Network Cloud exists, which contains all the discovered Ethernet ports available to Fabric Manager through the
discovered Fabric Director(s). This default Network Cloud is a way to show you the total number of termination points
that are under management by Fabric Manager. The total number shown does not decrement when ports are assigned to a
specific Network Cloud, since those ports have not been removed from Fabric Manger—they are just reassigned to a
different object.

Network Clouds typically are created around some similar theme for the ports or LAGs that are associated with it. For
example, a Network Cloud might have ports or LAGs that will provide vNIC connections to a specific domain or specific
upstream Ethernet switch, for a specific set of host servers.

Creating a Network Cloud occurs through the Network Cloud option in the Network Resources Manager on the
navigation panel.

The following example shows creating a Network Cloud for a single Fabric Director. However, in most cases, Fabric
Directors are deployed as redundant pairs, which has a minor difference in the properties you will set for the Network
Cloud. For more information about deploying Fabric Director pairs, see Setting the Fabric Director HA Designation for a
Network Cloud.

To create a Network Cloud, follow this procedure:

Step 1 On the Navigation panel, select Network Cloud Manager->Network Clouds to display the Network
Cloud Summary. Figure 1 shows this page.
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Figure 1 Network Cloud Summary

Notice the default Network Cloud (discovered-network-cloud) in this example. This example also shows that specific
Network Clouds (non-default clouds) are configured.

Adding and deleting Network Clouds occurs through the plus sign and garbage can icons, respectively.

Step 2 Click the plus sign ( + ) to display the Add a New Network Cloud dialog. Figure 2 shows this dialog.
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Hew Network cloud #

Name: * 1]

Description:

Ethernet Nams Type State vMICs  Capac.. Trunk.. vLANID' vLAM Range Description

Ports [LAGs: *
arkansas/4/1 nwEthernetl... uplup 8 1G access 1 Private Network =
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Step 3
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Step 5

Step 6

Step 7

Step 8

Cancel
Figure 2 New Network Cloud

In the Name field, enter a name for the Network Cloud that you are creating.
As an option, in the Description field, enter a description for the Network Cloud that you are creating.

From the Ethernet Ports/LAGs table, select the port(s) or LAGs that will be used in this Network Cloud.
Ports and LAGs are selected when they are highlighted (as shown). Multiple ports and LAGs can be
assigned to the same Network Cloud, and multiple Network Clouds can be assigned to the same port(s).

If you are deploying two Fabric Directors as a redundant pair, you can use the HA Designation
checkbox to specify which Fabric Director is the primary and which Fabric Director is the secondary.
For more information about deploying Fabric Director pairs, see Setting the Fabric Director HA
Designation for a Network Cloud.

When the correct properties have been assigned for the Network Cloud, click Submit to create the
Network Cloud.

Check the Network Cloud Summary to verify that the Network Cloud was correctly configured.
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Setting the Fabric Director HA Designation for a Network
Cloud

In a typical deployment, redundant Fabric Directors are present, and the Network Cloud will be associated with both
Fabric Directors. When you create a Network Cloud, Fabric Manager supports a simple and easy way to associate the
Network Cloud with two Fabric Directors simultaneously, and also set the connection priority so that one Fabric Director
is considered the primary and the other is considered the secondary. When you initially create the cloud, any HA vNICs
must be manually connected to the cloud and their primary and secondary status must be manually set. However, after the
Network Cloud is initially created, the Fabric Director connection priority is set. Any additional HA pairs that attach to
the Network Cloud after the HA designation is made will first attach to the primary Fabric Director and then to the
Secondary Fabric Director.

The HA Fabric Director designation is configured when you create the Network Cloud, and is available on the Create
Network Cloud dialog.

When a host is discovered or connected to a Fabric Director that is discovered, Fabric Manager will query the Xsigo host
drivers on the host for the capability to support HA vNICs. This reporting facilitates the creation of HA vNICs on hosts
because some hosts do not support true HA vNICs. For example, ESX servers support NIC Teaming, which requires two
individual vNICs instead of one HA vNIC.

« If the host driver reports that HA vNICs are available on the host, a Fabric Manager HA vNIC will create
HA vNICs on the server.

» If the host driver reports that HA vNICs are not available on the host, a Fabric Manager HA vNIC will
create a pair of single vNICs on the server.

To create a Network Cloud with HA, follow this procedure:

Step 1 Display the Network Cloud Summary (Network Cloud Manager->Network Clouds).

Network Cloud Summary
(o] ®
Name Number of Ports Number of Lage Number of vNI.. Number of vNL.. Description

= backup - o o 0

= Cloud% 3 o o 3

= devtest 2 o 0 0

= discovered-network-cloud 2 0 103 0 1=
= EngNWcloudA 1 0 0 1 Engineering Network Activity
= management 2 o0 o 0

= netapp1 2 0 0 0

= production 2 o o 0

= techpubs1 0 o 0 3

14 tems | o

Figure 3 Network Cloud Summary

Step 2 On the Network Cloud Summary, click the plus sign ( +) to display the New Network Cloud dialog.
Figure 4 shows this dialog.
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New Network cloud

Name: * Finance

Description:

Ethernet Name

Ports [LAGs: * arkansas/14/4
arkansas/14/5
arkansas/14/6
arkansasi14/7
arkansas/14/8
arkansas/14/%
arkansas/sM

HA Designation:

montanals.5

Type

nwEthernet1...
nwEthernet1...
nwEtherneti...
nwEthernet1...
nwEthernet1...
nwEtherneti..,

nwEthernet1...

LAG

5

32 tems | &

Primary Director:

Secondary Director:

~ | Advanced Configuration

Submit Cancel

Step 3
Step 4
Step 5

Step 6

Figure 4 New Network Cloud

State vMIC=s Capac... Trunk...
up/down 1 1G ACCEES
uplup 2 1G trunk

uplup 3 1G ACCEss
upiup 4 1G ACCESS
upiup 6 1G access
up/down 0 1G trunk

upiup 11 10G ACCEES
up/down 0 ACCESS

[¥] Check To set primary and secondary direckars

arkansas

montana

vLAN ID vLAN Range = Description

5
;i
1

Compellent_iSCS|
L&B Network
LAB Network

m

LAB Network
tagged-mtuS000

vidotion Network

In the Name field, enter a name for the Network Cloud that you are creating.

As an option, in the Description field, enter a description for the Network Cloud that you are creating.

From the Ethernet Ports/LAGs table, select at least one port or LAG from each Fabric Director that will
be used in the redundant Fabric Director Network Cloud. When one port from two different Fabric
Directors are selected, the HA Designation checkbox at the bottom of the dialog becomes active.

In the HA Designation checkbox, click to specify that this is an HA Fabric Director configuration, and
also to display the Primary Director and Secondary Director dropdown menus, as shown in Figure 5.

Fabric Manager User Guide

Oracle Xsigo Fabric Manager



Setting the Fabric Director HA Designation for a Network Cloud

New Network cloud

Name: *

Description:

Ethernet

Ports /LAGs: *

HA Designation:

Finance

MNams
arkansas/l4/4

arkansas/ 14/
arkansas/14/5
arkanzas/14/7
arkansas/4/2
arkansas/14/9
arkansas/5M

montanals.s

32 tems ::

[¥] check To set primary and secondary directors

Type

nwEthernet1...
nwEthernet?...
nwEthernst1..
nwEthernet...
nwEthernet1...
nwEthernet...

nwEthernet1..

LaG

Primary Director:

Secondary Director:

+ | Advanced Configuration

Submit

State
up/down

upfup
upfup
upiup
upfup
upidown
upfup

upidown

montana

arkansas

arkansas
montana

vHICs

~a

Capac.... Trunk ...
1G ACCESS
1G trunk
1G ACCESS
1G access
1G ACCESS
1G trunk
10G ACCESS
ACCESS

vLAN ID vLAN Range  Description

1 Compellent_iSCS|

1 LA&HE Network =
1 L&B Network

1 LAB Network

1 tagged-mtuS000

1 vMotion Network

Figure 5 New Network Cloud — HA Designation

Step 7 From the Primary Director dropdown menu, select which of the two Fabric Directors will be the
primary. The primary is the Fabric Director to which the primary vNIC in an HA pair is connected first

when new HA vNICs are connected to the Network Cloud.

Step 8 From the Secondary Director dropdown menu, select which of the two Fabric Directors will be the
secondary. The secondary is the Fabric Director to which the secondary vNIC in an HA Pair is
connected when new HA vNICs are connected to the Network Cloud.

Step 9 If you want to configure additional properties for the cloud (for example, a VLAN ID or network QoS
Profile) continue to Configuring Advanced Features for a Network Cloud. Otherwise, you can complete
the configuration of a basic network Cloud by proceeding to Step 10.

Step 10 When the correct properties have been assigned for the Network Cloud, click Submit to create the
Network Cloud.

Step 11 Check the Network Cloud Summary to verify that the Network Cloud was correctly configured.
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Configuring Advanced Features for a Network Cloud

Because Network Clouds contain Ethernet ports or LAGs, many standard features that are applicable to network ports and
LAGs (for example, Network QoS) are configurable on Network Clouds. Network Clouds support configuration of the
following features:

* Network QoS CIR and PIR values. (CBS and PBS values are calculated internally from the CIR and PIR
values). The QoS parameters are associated with vNICs in the cloud by either having the cloud assign the
Network QoS parameters, or by allowing the vNIC to have its own QoS parameters if the cloud itself has no
Network QoS associated with it.

*  VLAN properties. Any VNIC VLAN properties are inherited from the Network Cloud with which the vNIC
is associated.

e Trunk Mode vNICs
e Private vNICs
e Port Allocation Policy in the Network Cloud

See the following sections for how to configure these features for the Network Cloud.

Setting Network QoS on a Network Cloud

Setting Network QoS on a Network Cloud can occur at the cloud level or at the vNIC level. When Network QoS is
applied to a Network Cloud, all vNICs associated with the cloud will get the specified CIR and PIR values. If a vNIC also
has Network QoS and is added to the Network Cloud, the cloud’s Network QoS takes precedence. For more information
about Network QoS and Network Clouds, see Working with Network QoS.

The following procedure assumes that the Network QoS Profile already exists. If it does not, you will need to assign one
of the pre-defined Network QoS Profiles that Xsigo has provided.

To configure Network QoS for a Network Cloud, follow this procedure:

Step 1 If the Create a Network Cloud dialog is not already displayed, display it now, as shown in Figure 6.
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Hew Network choud
M * :
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Descrption:
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Figure 6 New Network Cloud
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Step 2 Click the Advanced Configuration dropdown menu to display the additional properties for the Network
Cloud. See Figure 7.
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Step 3 From the QoS dropdown menu, select the new Network QoS Profile for the selected Network Cloud.
Figure 7 shows selecting the new QoS Profile.

Step 4 Click Submit to assign the new Network QoS Profile to the selected Network Cloud. You will be
prompted with a confirmation message.

Step5 Click Yes to assign the Network QoS profile or No to abort assigning the Network QoS Profile to the
Network Cloud.

Setting a VLAN for a Network Cloud

VLAN:S are used for traffic isolation and security to prevent some hosts on a network from seeing traffic that is intended
for other hosts. When traffic is tagged with a VLAN ID, only the hosts that can transmit or receive packets for that VLAN
are able to see and use that traffic.

VLANS can be set for a Network Cloud. When a VLAN is set on the Network Cloud, vNICs added to that cloud inherit
the VLAN ID unless additional configuration exists at the port level to enforce different tagging rules.

In addition to VLANSs on a Network Cloud, you can control the VLAN IDs that are supported on a specific
Fabric Director through the Allowed VLAN Range feature. For more information, see Setting the Allowed
VLAN Ranges for a Fabric Director.

Note

VLAN:S can be set for a Network Cloud through the Advanced Configuration dropdown menu on the New Network Cloud
dialog. When you set a VLAN on the Network Cloud, it is applied to all ports in the Network Cloud. As a result, when a
VNIC is terminated on that Network Cloud it will be assigned to the specified VLAN.

To set a VLAN for a Network Cloud, follow this procedure:
Step 1 If the Create a Network Cloud dialog is not already displayed, display it now, as shown in Figure 8.
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; New Network cloud % |

Name; * I&?‘

Description: -

Ethernet Name = Type State vNICs | Capac... Trunk.. vLANID vLANRange Description

Ports [LAGs: *
arkansas/14M nwEtherneti... uplup 8 1G access 1 Private Network k=
arkansas/1&/.. nwEthernet1... upidown 3 16 trunk 1 tagged-mtu1500 |E|
arkansas/14/2 nwEtherneti... uplup 0 1G access 1 Private Network bir
arkansas/14/3 nwEtherneti... uplup 8 1G access 1 Private Network
arkansas/14/4 nwEthernet1... up/down 1 1G access 5
arkansas/14/5 nwEtherneti... uplup 2 1G trunk 1 Compellent_iSCSI
arkansas/14/8 nwEthernet1... uplup 3 1G access 1 LAB Metwork
arkansas/14/7 nwEthernet1.. un/up 4 1G access 1 LAB Network 5

32 tems | s

HA Designation: Check To set primary and secondary directors

~ | Advanced Configuration

| Cancel
Figure 8 New Network Cloud

Step 2 Click the Advanced Configuration dropdown menu to display the additional properties for the Network
Cloud. See Figure 9.

Oracle Xsigo Fabric Manager Fabric Manager User Guide



Chapter 5: Working with Network Clouds

New Network cloud ®
Name: * Finance
Description:
Ethernet Name Type State vNICs  Capac.. Trunk... vLANID vLAMRange Description
Ports /LAGs: * arkansas/14/4 nwEthernet1.. upidown 1 1G access 5 =
arkansas/14/S nwEthernet1... uplup 2 1G trunk 1 Compellent_iSCS|
arkansas/14/8 nwEthernetl... uplup 3 16 access 1 L&B Metwork =
arkansas/1&/7 nwEthernetl... uplup 4 1G access 1 L&B Network
arkansas/14/8 nwEtherneti... upiup L 1G access 1 LAB Metwork
arkansas/14/3 nwEthernet1... upidown o 1G trunk 1 tagged-mtus000
arkansas/5/1  nwEtherneti... uplup iR 10G access 1 vMotion Network
montana/s.s LAG upidown 0 access 1 -
32 tems | o
HA Designation: ["] check To set primary and secondary directors
| Advanced Configuration
Qos: Select a QoS Profie > VLAN ID:
Trunk Mode: [ Private: |
Allocation Policy: Round Robin ¥
Submit Cancel

Figure 9 New Network Cloud — Advanced Configuration, VLAN ID

Step 3 In the VLAN ID field, set the specific VLAN number which will be applied to the vNICs that are
associated with the cloud.

The VLAN ID you set for the Network Cloud must be within the Allowed VLAN Range set for
Note the Fabric Director on which the vNIC(s) are terminated.

Step 4 If the Network Cloud will be supporting vNICs that trunk the VLAN tags, click the Trunk Mode
checkbox.

Step 5 When the VLAN properties are configured, and any other properties for the Network Cloud, click
Submit to complete the configuration.

Creating Private vNICs on a Network Cloud

By default, when two vNICs are terminated on the same 1/0 module, Oracle’s Xsigo Fabric Director uses a feature called
VNIC-to-vNIC Switching which forwards the traffic between the two vNICs across the 1/0 module, instead of sending
them over the midplane. The vNIC-to-vNIC Switching feature provides better performance for network traffic. However,
some situations exist where uncontrolled vNIC-to-vNIC Switching might not be desirable due to security reasons.

Fabric Manager provides a way to add security to vNIC-to-vNIC switching, through a feature called Private vNICs. With
Private vNICs, you can add isolation for a set of vNICs, and also provide enhanced compatibility for existing and new
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methods of external switching. If a vNIC-to-vNIC Switching configuration does not explicitly have one or more vNICs
set as a Private VNIC, then those VNICs are assumed to be Public vNICs, which do not support isolation and external
switching benefits that Private vNICs do. Specifically, Private vNICs provide the following isolation and switching
enhancements:

* A private vNIC can communicate with the Ethernet network and Public vNICs, but it cannot communicate
with other Private vNICs.

» If a packet’s destination is assigned to a Private VNIC, the packet will be dropped. Packets originating on a
private VNIC and destined for another private vNIC will be dropped regardless of whether both vNICs are in
the same VLAN.

e Public vNICs can communicate without restriction with the exception of traffic isolation enforced by
standard VLANS.

e Packets arriving from private vNICs are dropped or forwarded based on the destination. If the destination is
a Public vNIC or the Ethernet network, the packet will be forwarded. Otherwise, it will be dropped. VLAN
restrictions will still apply to packets that are forwarded.

» Broadcast or multicast packets are not a special case. They are also not forwarded between Private VNICs.

Private vNICs are not supported with HA vNICs. Configure your Private vNICs as standalone vNICs only.
Note Public vNICs, however, can be configured as HA vNICs.

Private vNICs can be specified through the Private checkbox, which toggles the Private property on (Private vNIC) or off
(Public vNIC). The Private checkbox is available through the Network Cloud so that all vNICs that attach to the cloud are
considered private.

This feature is also settable at the 1/0 Template level and the vNIC level:

» To set one or more Private VNICs at the 1/O Template level, double-click the vNIC on the I/O Template
Editor and click the Private checkbox as needed. However, any setting configured on an individual vNIC
(either Public or Private) will be overridden by the setting at the Network Cloud level. For example, if the
VNIC is configured as a Public vNIC, then you move the vNIC to a Network Cloud that is set for Private
VNICs, the VNIC will become a Private VNIC after the move completes and the vNIC is terminated on a port
in the new Network Cloud.

» To set one or more Private VNICs at the vNIC-level, when the vNIC is deployed to the server, select the
server on the Physical Servers page to populate the details frame. Then, click the vNICs tab to display the
server’s VNICs. Then, click the name of the individual vNICs that you want to make into Private vNICs.
When the vNIC is displayed, click the General tab, then click the Edit button and mark the Private
checkbox.
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To configure a Network Cloud with Private vNICs, follow this procedure:

Step 1 If the Create a Network Cloud dialog is not already displayed, display it now, as shown in Figure 10.

Network Cloud Summary
o W
Name -
backup
Cloud8
devtest
discovered-network-cloud
EngNWeloudA
management
netapp1
production

techpubs1

BB EBES

14¢tems | i

Number of Ports Number of Lags MNumber of vNI

o

o ale ole e e a

Number of vNI Description

W e o 8 =+ 8 o w e

Figure 10 Network Cloud Summary

Engineering Network Activity ‘

Step 2 Click the plus sign ( +) to display the New Network Cloud dialog. Figure 11 shows this dialog.
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Step 3 Click the Advanced Configuration dropdown menu to display the additional properties for the Network

Cloud. See Figure 12.

Fabric Manager User Guide

Oracle Xsigo Fabric Manager



Configuring Advanced Features for a Network Cloud

New Network cloud

Name: *

Description:

Ethernet
Ports [LAGs: *

HA Designation:

Finance

Name Type State vNICs  Capac...
arkansas/14/4 nwEthernetl... up/down 1 1G
arkansas/14/5 nwEthermneti... uplup 2 1G
arkansas/14/8 nwEthernetl... uplup 3 1G
arkansas/147 nwEthernetl... uplup 4 1G
arkansas/14/8 nwEthernet1... up/up & 1G
arkansas/14/3 nwEthernet1... upidown 0 16
arkansas/5/1  nwEtherneti... upfup 1M 10G
montana/5.5 LAG upidown 0

32 tems | s

["] check To set primary and secondary directors

« | Advanced Configuration

Qos:
Trunk Mode:
Allocation Policy:

Submit Cancel

v VLAN ID:

Trunk ...
access

trunk
access
access
access
trunk
access

access

vLAN ID vLAN Range

5
1
1
1
1
1
1
1

[l Private:

Round Robin N

Description

Compellent_iSCSI
LAB Network

[.m

LAB Network
L&B Network
tagged-mtuS000

vhlotion Network

Figure 12 New Network Cloud — Advanced Configuration, Private vNICs

Step 4

In the Private checkbox, click to specify that vNICs terminated on this network cloud are private vNICs.

When configured, any vNIC that is terminated on this cloud will not be able to communicate with any
public vNICs in any other Network Clouds.

Step 5

Setting the Port Allocation Policy

When the cloud’s properties are specified, click Submit to complete the configuration.

For Network and Storage Clouds, you can set the manner in which ports are allocated to vNICs or vHBAs that connect to

the clouds.

To set the port allocation policy for a Network Cloud, follow this procedure:

Step 1

If the Create a Network Cloud dialog is not already displayed, display it now, as shown in Figure 13.
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| -Hew Net\nm-r.l.( c]nud
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Figure 13 New Network Cloud
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Step 2 Click the Advanced Configuration dropdown menu to display the additional properties for the Network

Cloud. See Figure 14.
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New Network cloud X
Name: * Finance
Description:
Ethernet Nams Type State wNIC=  Capac.. Trunk.. vLANID vLAN Range Description
Ports /LAGs: * arkansas/14/4 nwEthemet!.. up/down 1 1G access 5 =
arkansas/4/S nwEtherneti... uplup 2 16 trunk 1 Compellent_iSCSI1
arkanzaz/M4/56 nwEthernetl.. upiup 3 16 access 1 L&B Metwork =
arkansaz/14/7 nwEtherneti... uplup 4 1G access 1 L&B Network
arkansas/14/8& nwEthernetl.. up/up 6 1G access 1 LAB Metwork
arkansas/14/% nwEthernet1.. up/down o 16 trunk 1 tagged-mtuS000
arkansas/5/M  nwEthernetl.. upiup 11 10G access 1 viotion Network
montanal/s.5 LAG up/down a access 1 -
32 tems -:-‘,l,:'
HA Designation: ["] Check To set primary and secondary directors
4 | Advanced Configuration
Qos: Select a QoS Profile N VLAN ID:
Trunk Mode: l Private: [
Allocation Policy: Round Robin ¥
Submit Cancel

Figure 14 New Network Cloud — Advanced Configuration, Allocation Policy

Step 3 From the Allocation Policy field, select the following policy for how network ports are assigned to
VNICs that terminate on the cloud.

* Round Robin, which is a systematic way for ports to be assigned. With round robin allocation, you
specify multiple ports in a list of available ports for a Network Cloud. When the list is constructed,
you then assign a port as the next available port. When you assign the next available port, it gets a
rank that is different than any other port in the available ports list. The port you assign is the next
port to be assigned, and after that, any additional vHBAs that are connected to the Network Cloud
will receive an Ethernet port based on its rank. For example, assume you create a Network Cloud
with Ethernet port 2/1 as the port used to create the cloud. Then, assume you add ports 2/2, 4/1, and
5/1 to the available ports list, and set port 4/1 as the next available port. When new vNICs are
connected to the Network Cloud, the first vNIC is connected to port 4/1. After that, additional
VNICs are assigned to whichever port has the next lowest rank.

Step 4 When the allocation policy is configured, and any other properties for the Network Cloud, click Submit
to complete the configuration.
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Setting Link Aggregation for a Network Cloud

Link Aggregation Groups (LAGSs) function the same as physical Ethernet port in the Network Cloud. Virtual NICs can be
terminated on a LAG, just as they would be on a physical port. If you are configuring a LAG, it will typically have all ports
in the Network Cloud, but the same Network Cloud can have a LAG and one or more physical ports in it. Multiple LAGs
can be assigned to the same Network Cloud as long as each LAG complies with the standard LAG guidelines for
minimum and maximum number of ports.

To configure LAG for a Network Cloud, follow this procedure. This procedure assumes that the Link Aggregation Groups
already exist. If they do not, you will need to create them before assigning them to the Network Cloud. For information
about Link Aggregation Groups, see Working with Link Aggregation.

Step 1 Display the Network Cloud Summary (Network Resources Manager->Network Clouds).

Step 2 Click the name of the Network Cloud for which you want to assign a Link Aggregation Group (LAG).
This step displays the Network Cloud in the details frame.

Step 3 Click the Ethernet Ports/LAGs tab to display the LAG currently associated with the Network Cloud.

e If no LAG is currently assigned, you can add a LAG to the Network Cloud.

e If a LAG is currently assigned, you can change the LAG assigned to the Network Cloud, or delete
the current LAG from the Network Cloud.

Figure 15 shows an example of a Network Cloud with no LAG assigned.

Network Cloud : techpubs1
General Ethernet Ports [ LAGs wNICs /NIC Templates
LRV Al =

Next = Name Type State vNICs Capacity =~ HA Prefe... Rank Trunk Mo... vLAN D vLAN Range MTU Description

Nothing to display | o
Figure 15 Network Cloud Details — No LAG Assigned

Step 4 Click the plus sign ( +) to display the Change Network Cloud LAGs dialog.

%/ To add a LAG, it must already be configured. If it is not yet configured, it is not a selectable item
Note that can be associated with the LAG.

If you are changing the LAG associated with a Network Cloud, select the LAG, click the delete
icon (the red dash), then click the plus sign ( +) to associate a different LAG with the Network
Cloud.

Figure 16 shows the Change Network Cloud LAG dialog.
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Figure 16 Network Cloud Details — Select the LAG for the Network Cloud

Step 5 Click the LAG you want to assign to the Network Cloud. The LAG is selected when it is highlighted, as
shown.
Step 6 Click Submit to assign the LAG to the Network Cloud in Fabric Manager.

Step 7 Check the Ethernet Ports/LAG tab to verify that the LAG was assigned. Figure 17 shows an example of
a LAG assigned to a Network Cloud.

]Netmrkﬂmul: hput |

General Ethernet Ports | LAGs vNICs VvNIC Templates

PSSO DD =
Next Name = Type State vNICs Capacity HA Prefe... Rank Trunk Mo... vLAN ID vLAN Range MTU Description

> montanal/S.5 1G Port LAG upidown o 1 5 access 1 1500

1 item |f?

Figure 17 Network Cloud Details — LAG Assigned to Network Cloud
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Displaying Network Clouds

Network Clouds are displayed in the summary and details frames of the work panel. Each frame provides different levels
of information about the configured Network Clouds.

Displaying Summary Information for Network Clouds

The Network Cloud Summary is a table of all the configured Network Clouds, including the default Network Cloud
(discovered-network-cloud). Additional, detailed information about each Network Cloud is contained in the Network
Cloud Details frame, which is located directly below the Network Cloud Summary.

Figure 18 shows the Network Cloud Summary.
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Figure 18 Network Cloud Summary

Table 1 shows the field contained in the Network Cloud Summary and explains what each one means.

Table 1 Contents of the Network Cloud Summary

Field

Indicates

Name

Number of Ports

Number of LAGs

Number of vNICs
Number of vNIC Templates

Description

The name of each configured Network Cloud.

The number of Ethernet ports in the Network Cloud. This number is the total of all
ports, regardless of whether they are up or down.

The number of link aggregation groups (LAGS) in the Network Cloud. This
number is the total of all LAGs configured, not the total number of ports in LAGs.

The total number of vNICs that are connected to the Network Cloud.
The total number of 1/O Templates that are associated with each Network Cloud.

The description string (if any) that was applied to the Network Cloud. If this field
is blank, either no description string was specified when the Network Cloud was
created, or the Network Cloud was originally created with a description string, but
the Network Cloud was later edited and the description string was removed.

Fabric Manager User Guide
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Displaying Detailed Information for Network Clouds

The Network Cloud Details frame is a section of the work panel that is located below the Network Cloud Summary. The
Network Cloud Details frame is typically a list of fields for a selected Network Cloud, a list of Ethernet ports or LAGs
contained in the Network Cloud, or a list of fields for a selected Ethernet port in the Network Cloud.

The Network Cloud Details frame enables you to display additional, detailed information for a single Network Cloud
including the default Network Cloud (discovered-network-ports). For non-default Network Clouds, you can use
the Network Cloud Details frame to edit various aspects of the cloud itself, or the components of it. The Network Cloud
Details frame has the following controls, which are common on most details frames for features throughout the entire
Fabric Manager interface:

» add and delete buttons, a plus sign and a red dash, respectively
« tabs, which logically organized additional information about the contents of the details frame

e an Edit button, which unlocks editable parts of the details frame so that you can set or change information
elements for the contents of the details frame

To use the Network Cloud Details frame, you must first select a configured cloud from the Network Cloud Summary. By
selecting a cloud from the summary, you set the focus of the Network Cloud Details frame. When the cloud is selected in
the summary, you will see its details displayed in the Details frame.

Figure 19 shows the Network Cloud Details frame. Notice that the details frame is contextual, so that it displays detailed
information for the item selected in the Network Cloud Summary.

Network Clowd Summary
T W
Name Number of Ports Mumber of Lags Mumber of vNIL... Number of vNL.. Description
= backup 3 o o 1]
1) Cloud3 3 o o 3
= devtest 2 0 0 0
= discovered-network-cloud 31 1 103 1] =
) EngNWeloudA, 1 o 1] 1 Engineering Network Activity
= management 2 0 0 0
) netapp1 2 a o o
= production 2 0 0 0
= techpubs1 o 1 o 3

14 ftems | o

Network Cloud : techpubs1

wNICs vNIC Templates

Name: techpubsl Description:

Trunk Mode: false Private: false
VLAN ID: 1 Number of Ports: a
Number of LAGs: 1] QoS:

Allocation Policy: roundrobin

Edit

Figure 19 Network Cloud Details Frame
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Through the Network Cloud Details frame, you can also see information about the Ethernet Ports or LAGs that are
associated with the specific cloud.

Editing Network Cloud Properties

Through the Network Cloud Details frame, you can edit parameters associated with the Network Cloud without having to
completely redefine the cloud. When you edit the Network Cloud’s properties, the new properties take effect as soon as
you save them, and the properties are applied to the vNICs terminated in the cloud.

Anytime you edit a Network Cloud to make changes, it is a best practice to manually push those changes to
Note the vNICs associated with that cloud. For more information, see Pushing Cloud Changes to an 1/0
Template’s VNICs

To edit the Network Cloud properties, follow this procedure:
Step 1 Display the Network Cloud Summary.

Step 2 Click a configured Network Cloud to highlight it. When the cloud is highlighted, the Network Cloud
Details frame is populated with the details for the selected Network Cloud, as shown in Figure 19.

Step 3 Click the Edit button to unlock the editable fields, as shown in Figure 20.

Network Cloud : techpubsi1

General || EthernetPorts [LAGS vNICs wNIC Templates
Name: * techpub4 Description:
Trunk Mode:
VLAN ID: I Private:
Number of LAGs: i Number of Ports: a
Allocation Policy: Round Robin b Qos: none o
Submit Cancel

Figure 20 Network Cloud General Tab — Editing Network Cloud Properties

Step4 Make the appropriate changes. Editable fields are:
« Name, for renaming the Network Cloud after it has been created.
« Description, for specifying an optional description string for the cloud.
e Trunk Mode, for vNICs in the cloud that are, or will be, participating in a VLAN.
* VLAN ID, for vNICs in the cloud that are, or will be, participating in a VLAN.
« Private, which is a checkbox that toggles the state of Private vNIC on or off for the Network Cloud.

« Allocation Policy, for specifying how Ethernet ports get attached to vNICs that are configured in the
cloud.
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* QoS, for setting or changing the Network QoS Policer Profile associated with the vNICs in the
Network Cloud. You can also use this dropdown menu to remove cloud-level QoS by depopulating
any assigned Network QoS Profile from the field.

Step 5 When the Network Cloud changes are complete, click Save.

Renaming a Network Cloud

Fabric Manager supports renaming a Network Cloud without having to completely delete and recreate the entire Network
Cloud. When the Network Cloud is renamed, all other properties for the Network Cloud are retained, including the ports
and vNICs associated with the cloud. As an option, you can also set or change the description for the Network Cloud.

You can rename a Network Cloud through the Network Cloud Details frame. To rename the Network Cloud, follow this
procedure:

Step 1 On the Navigation Frame, select Network Cloud Manager->Network Clouds.

Step 2 Select a Network Cloud to populate the details frame with its properties as shown in Figure 21.
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Figure 21 Network Cloud Summary

Step 3 Click the Edit button to edit the properties of the selected Network Cloud, as shown in Figure 22.
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Figure 22 Network Cloud Summary — Editing Details to Rename Network Cloud

Step 4 In the Name field, enter the new name for the Network Cloud.
Step 5 As an option, you also can set or change the description for the selected Network Cloud.
Step 6 As an option, you also can set or change any of the other editable fields on the details frame.
Step 7 When the new name has been specified for the Network Cloud, click Submit.

Pushing Cloud Changes to an I/0O Template’s vNICs

When you configure an I/O Template, you reference Network or Storage Clouds for the termination of the vNICs and
VHBAs that connect the host server. These clouds are external to the template, and they are controlled through a different
workflow. Because the cloud(s) and the templates are separate entities, any updates on a cloud must be explicitly forced to

the 1/0 Template. Conceptually, this is intuitive because you are changing a cloud, you are not actually changing anything
within the template itself.

If you need to change a cloud property, and that cloud is associated with an 1/0 Template, be aware that the change you
make is not automatically updated in the I/O Template that is using that cloud. However, you can push changes in a
Network or Storage Cloud to the I/0 Template that is using that cloud by using the Re-Apply Cloud Changes to vNIC
button for Network Clouds or the Re-Apply Cloud Changes to vHBA button for Storage Clouds.

To reapply Storage Cloud changes to vVNICs in a template, follow this procedure:
Step 1 Select Network Cloud Manager->Network Clouds to display the Network Cloud Summary.

Step 2 Select the Network Cloud for which you want to make changes. This step populates the details frame
with information about the selected Network Cloud. See Figure 23.
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Figure 23 Network Cloud Details Frame

Step 3 In the Cloud Details frame, click the vNICs tab.

Step 4 On the vNICs tab, select the vNIC(s) you want to receive the Network Cloud Changes. This step
activates the Re-Apply Cloud Changes to vNIC button as shown in Figure 24.
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Figure 24 Applying Network Cloud Changes to a vNIC in a Template

Step 5 Click the button to apply the changes to the selected vNIC(s). When you do so, a confirmation dialog is
displayed. See Figure 25.

Confirm *

“ , Are you sure that you want to update the vNICs 'vnic'? These changes could impact the lve
\_'"/ traffic of these vNICs

Figure 25 Confirming the Network Cloud Changes to a vNIC in a Template

Step 6 Click Yes to make the changes. When you do, the Storage Cloud changes are pushed to the vHBA.
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Displaying the Ethernet Ports or LAGs in a Network Cloud

Each Network Cloud contains one or more Ethernet ports (or LAGS) that provide the termination point for vNICs
connected to the cloud. For each Network Cloud, you can display a list of all the Ethernet ports or LAGs in a particular
cloud. In addition to displaying the ports or LAGs in the cloud, you can:

» remove Ethernet ports (or LAGs) from the Network Cloud

» control the port allocation policy for each Ethernet port (or LAG) in the Network Cloud.

Ethernet ports are listed in a modified ascending order. So, for example, port iowal/1 is listed before port
Note iowa2/1 as expected. However, port iowal/10 and 1owall/1 would also be listed before port
iowa2/1.

Due to the listing order in the Ethernet Ports/LAGs tab, you will need to pay attention to which port you
select as the next available by moving the arrows around. For example, if you want the round robin policy to
start with port iowal/1 and the next port to be assigned as port iowal/2, you cannot just move the arrow
to the next port down in the list because this might be port iowal1/1 (not iowal/2). Without paying
close attention to the listing order, you might accidentally assign the wrong port(s). As a result, the round
robin policy will operate correctly, but do so based on the incorrect ports you inadvertently assigned.

To display the Ethernet ports, follow this procedure:

Step 1 On the Navigation Frame, select Network Cloud Manager->Network Clouds. Figure 26 shows the
Network Cloud summary.
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Figure 26 network Cloud Summary

Step 2 Select a Network Cloud to populate the details frame with its properties.

Step 3 Click the Ethernet Ports/LAGs tab to display the Fibre Channel ports associated with the Storage Cloud
as shown in Figure 27.
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Figure 27 Network Cloud Details Frame — Ethernet Ports/LAG Tab

Displaying the vNICs Associated with a Network Cloud

When vNICs are either associated with an 1/0 Profile or deployed to a host server, those vVNICs are displayed through the
VNICs tab on the Network Cloud details frame. The vNICs tab displays only vNICs that are actually deployed on a host
server, not the vVNICs that are connected to a Network Cloud. As a result, it is possible that the vNICs tab is empty even

though a Network Cloud actually has vNICs connected to it.

To display the vNICs associated with a Network Cloud, follow this procedure:

Step 1 Display the Network Cloud Details frame.
Step 2 Click the vNICs tab as shown in Figure 28.
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Figure 28 Network Cloud Details — vNICs Tab
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Applying Network Cloud Changes to vNICs in the Cloud

Properties from the Network Cloud can be inherited by the vNICs that attach to that cloud. For example, VLAN IDs and
Network QoS profiles are properties for the Network Cloud that can be inherited by the vNICs that attach to it. For more
information, see Understanding a Network Cloud.

If a Network Cloud’s properties have been edited after vNICs are attached. The new properties for the Network Cloud are
not automatically inherited by the currently attached vNICs. Instead, you must manually push those changes to the vNICs
that are currently attached to the cloud. New vNICs that are attached after the cloud’s properties were changed will receive
the new properties, but currently connected vNICs do not receive the new cloud properties until you apply those changes.
You can apply network cloud changes to currently attached vNICs by using the Apply Network Cloud changes button on
the Network Cloud details frame.

To apply changed cloud properties to currently attached vNICs, follow this procedure:
Step 1 Display the Network Cloud details frame.
Step 2 Click the vNICs tab as shown in Figure 29.
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Figure 29 Network Cloud Details — vNICs Tab
Step 3 Select the vNIC to which you want to push the Network Cloud changes. This step activates the Apply
Cloud Changes to vNICs button.

Step 4 Click the Apply Cloud Changes to vNICs button to push all the new Network Cloud properties to the
currently selected vNICs.

After a brief period of time, the vNICs have the new cloud properties.

Terminating VNICs in a Network Cloud on Another vNIC Cloud

Some management tasks might require you to move a vVNIC to a different Network Cloud. For example, if you need to run
diagnostics on an Ethernet port, or perhaps service an I/0O Module. In such cases, if other Network Clouds are available
and have available Ethernet ports, you can change the termination of a vNIC from one cloud to another through Fabric
Manager. If you change the termination of a vNIC with live traffic, a service interruption will occur.

To terminate a vNIC on another Network Cloud, follow this procedure:
Step 1 Display the Network Cloud details frame.
Step 2 Click the vNICs tab as shown in Figure 30.
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Figure 30 Network Cloud Details — vNICs Tab

Step 3  Select the vNIC in the Network Cloud you want to terminate on a different Network Cloud. This step
activates the Terminate vNICs on another Cloud button.

Step 4 Click the Terminate vNICs on another Cloud button to push all the new Network Cloud properties to
the currently selected vNICs.

Step 5 From the resulting dialog, select the Network Cloud on which you want to terminate the selected vNIC.
This step activates the Submit button.

Step 6 Click Submit to reterminate the selected vNIC.

After a brief period of time, the vNIC are terminated on available Gigabit Ethernet ports in the new Network
Cloud.

Displaying the vNIC Templates Associated with a Network Cloud

Network Clouds are part of 1/0O Templates, which in turn, are used in creating the 1/0 Profiles that are deployed to servers.
Through the vNIC Templates tab, Oracle’s Xsigo Fabric Manager supports a way of seeing all the vNIC Templates that
are associated with a specific Network Cloud. This tab shows the association between vNICs in a template and the 1/0
Cloud regardless of the state of the vNIC being bound or not.

The vNIC Templates tab shows information only. You cannot manage the vNIC Templates associated with a specific
Network Cloud.

To display the vNIC Templates for a specific Network Cloud, follow this procedure:
Step 1 Display the Network Cloud details frame.
Step 2 Click the vNIC Templates tab as shown in Figure 31.
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This chapter contains the following topics:
e Understanding Storage Clouds
»  Creating a Storage Cloud
»  Configuring Features in the Storage Cloud
» Displaying Storage Clouds
» Displaying Detailed Information for Storage Clouds
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Understanding Storage Clouds

Oracle’s Xsigo Fabric Directors contain a set of 1/O ports that are connected to your data center SAN. The SAN
administrator connects these ports to their Fibre Channel switches in order to provide 1/0 resources to the servers.

Each 1/0O port on the Xsigo system can be thought of as providing access to a set of “clouds”. For example, you might
have a Storage Cloud that is zoned to give access to a set of LUNs used by HR. As far as the storage administrator is
concerned, you are connecting wires to the Xsigo 1/0 ports for the sole purpose of providing the server administrator
access to the resources.

The server administrator then needs to connect the servers to a set of storage resources provided by the storage
administrators. The server administrator doesn’t care what physical Xsigo ports are being connected to as long as the
servers have access to the required resources.

Storage Clouds can be configured and managed by Storage and Administrator roles.

SAN QoS Profiles and Storage Clouds

If you want a specific SAN QoS Profile assigned to a Storage Cloud, that specific profile must already exist. If it does not
exist, it will not be assignable to the Storage Cloud at the time you create the cloud.

Oracle’s Xsigo Fabric Manager has some commonly used SAN QoS Profiles that are pre-configured for various Fibre
Channel link speeds. These pre-configured SAN QoS Profiles use typical CIR and PIR values calculated from the link’s
total throughput. If you are using pre-configured SAN QoS Profiles, make sure that you use a reasonable profile.

SAN QoS can be configured for a Storage Cloud at any of the following times:
» During Storage Cloud creation, through the Create Storage Cloud wizard.
»  After the Storage Cloud has already been created, through the Storage Cloud Details frame.

* SAN QoS can also be changed for a Storage Cloud after the Storage Cloud has already been created.
Changing an assigned SAN QoS Profile occurs through the Storage Cloud Details frame.

For information about SAN QoS Profiles, see Working with SAN QoS.

QoS Assignment at Cloud Level and vHBA Level

It is possible to assign SAN QoS to a Storage Cloud or a VHBA. The following text explains where and how QoS get
applied:

« If a Storage Cloud has a QoS Profile associated with it, a VHBA terminated in the Storage Cloud will inherit
the Storage QoS Profile from the Storage Cloud.

In this case, the vHBAs inherit the QoS parameters from their respective clouds. This condition is true even
if the VHBA has its own QoS Profile associated with it.

» If a Storage Cloud has no QoS Profile associated with it, and the vHBASs have their own QoS profiles, a
VHBA terminated in the Storage Cloud will have the QoS profile associated with it.

In this case, the Storage Cloud has no QoS Profile to apply. This situation does not automatically apply no
QoS to the vHBAs. Instead, it causes the cloud to defer to the QoS profiles assigned to the individual vHBAS

(if any).

If you intend for no QoS to be applied anywhere for the virtual I/O in a cloud, make sure that no QoS Profile
is associated with the Storage Cloud, and also that no QoS is associated with the vHBA.
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Creating a Storage Cloud

When you create a Storage Cloud, you associate one or more Fibre Channel ports that have been assigned to a Fibre
Channel switch with the cloud. Other SAN characteristics (such as SAN QoS) are also associated with the Storage Cloud.
When the Storage Cloud is attached to an I/O Template, the Storage Cloud eventually provides a way for hosts to attach to
the storage network after an 1/0 Profile containing the Storage Cloud is pushed to the hosts. The Storage Cloud provides
needed storage access points with specified characteristics—for example, SAN QoS.

A default Storage Cloud exists, which contains all the discovered Fibre Channel ports available to Fabric Manager
through the discovered Fabric Director(s). This default Storage Cloud is a way to show you the total number of
termination points that are under management by Fabric Manager. The total number shown does not decrement when
ports are assigned to a specific Storage Cloud, since those ports have not been removed from Fabric Manger—they are
just reassigned to a different object.

Storage Clouds typically are created around some similar theme for the Fibre Channel ports that are associated with it. For
example, a Storage Cloud might have ports that provide vVHBA connections to a specific zone or controller, for a specific
set of host servers.

Creating a Storage Cloud occurs through the Storage Clouds option in the Storage Resources Manager on the navigation
panel. To create a Storage Cloud, follow this procedure:

Step 1 On the Navigation panel, select Storage Resource Manager->Storage Clouds to display the Storage
Cloud Summary. Figure 1 shows this page.
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Figure 1 Storage Cloud Summary

Notice the default Storage Cloud (discovered-storage-cloud) in this example. This example also shows that specific
Storage Clouds (non-default clouds) are configured.

Adding and deleting Storage Clouds occurs through the plus sign and garbage can icons, respectively.

Step 1 Click the plus sign ( +) to display the Create a New Storage Cloud dialog. Figure 2 shows this dialog.
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Mew Storage Cloud
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Figure 2 Create a New Storage Cloud
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In the Name field, enter a name for the Storage Cloud that you are creating.

As an option, in the Description field, enter a description for the Storage Cloud that you are creating.

From the FC Ports table, select the port(s) that will be used in this Storage Cloud. Ports are selected
when they are highlighted. Multiple ports can be assigned to the same Storage Cloud, and multiple
Storage Clouds can be assigned to the same port(s).

When the correct properties have been assigned for the Storage Cloud, click Submit to create the
Storage Cloud. When you click Submit, a dialog is briefly displayed that informs you that Fabric

Manager client and server are exchanging data.

Check the Storage Cloud Summary to verify that the Storage Cloud was successfully created.
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Configuring Features in the Storage Cloud

Because Storage Clouds contain Fibre Channel ports, many standard features that are applicable to physical FC ports (for
example, SAN QoS) are configurable on Storage Clouds. Storage Clouds support configuration of the following features:

¢ SAN QoS
e Port Allocation Policy

See the following sections for how to configure these features for the Storage Cloud.

Setting SAN QoS on a Storage Cloud

Setting Storage QoS on a Storage Cloud can occur at the cloud level or on the VHBA level. When SAN QoS is applied to
a Storage Cloud, all vHBAs associated with the cloud will get the specified CIR value. If a vHBA also has SAN QoS and
is added to the Storage Cloud, the cloud’s SAN QoS takes precedence. For more information about SAN QoS and Storage
Clouds, see Working with SAN QosS.

To configure SAN QoS for a Storage Cloud, follow this procedure. This procedure assumes that the SAN QoS Profile
already exists. If it does not, you will need to create the SAN QoS Profile.

Step 1 Display the Storage Cloud Summary (Storage Resources Manager->Storage Clouds). Figure 3 shows the
Storage Cloud Summary.

Figure 3 Storage Cloud Summary

Step 2 Click the plus sign to display the New Storage Cloud dialog. Figure 4.
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Mew Storage Cloud

Name: * techpubsi

Description:
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22 items. ..-E‘
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« | Advanced Configuration
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Submit Cancel
Figure 4 New Storage Cloud

Step 3 Select at least one fibre channel port for creating the Storage Cloud.

Step 4 On the New Storage Cloud dialog, click the Advanced Configuration button
dropdown menu as shown in Figure 5.

m

to display the QoS
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New Storage Cloud 3
Name: * techpubsl
Description:
FC Ports; * Port Mame State vHBAs | Topology Rate Description
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arkanzasi2 up/down o £ auto
arkansasi2M upiup 5 F auto/4Gbps £
arkansasi12/2 upfup 5 F aute/2Gbps
arkansas/TiH uplup 0 F auto/4Gbps
arkansas/T/2 up/down 0 F auto
arkansas/oM upfup 28 E auto/dGbps NetaPP
arkansas/S2 uplup 0 F auto Compellant
montanal1 01 uplup o F auto/4Gbps -

27 items :—‘

HA Designation: Check To set primary and secondary directors

| Advanced Configuration

Qos: 2g_4q bt Allocation Policy: Round Robin it

Submit Cancel
Figure 5 New Storage Cloud, QoS Dropdown Menu

In this example, a new SAN QoS Profile configured for 2 Gbps of CIR and 4 Gbps Mbps of PIR (2g_4q) is
being applied to the Storage Cloud.

Step 5 Click Submit to assign the new SAN QoS Profile to the selected Storage Cloud. You will be prompted
with a confirmation message. Click Yes to assign the SAN QoS profile or No to abort assigning the SAN
QoS Profile to the Storage Cloud.

Step 6 Check the QoS field of the Storage Cloud Details Frame to verify that the correct SAN QoS Policy is
assigned.

Setting an Allocation Policy for a Storage Cloud

An allocation policy determines how ports are assigned from the Storage Cloud to any VHBA that is connected to the
cloud. In order for the port to be allocated, it must already be configured in the Storage Cloud. Multiple ports can be
configured in a Storage Cloud, and ports from different Fibre Channel modules, and even different Oracle Fabric
Directors, can be configured in the same Storage Cloud.

The following allocation policy exists:

* Round Robin, which is a systematic way for ports to be assigned. With round robin allocation, you specify
multiple ports in a list of available ports for a Storage Cloud. When the list is constructed, you then assign a
port as the next available port. When you assign the next available port, it gets a rank that is different than
any other port in the available ports list. The port you assign is the next port to be assigned, and after that,
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any additional vHBAs that are connected to the Storage Cloud will receive a fibre channel port based on its
rank. For example, assume you create a Storage Cloud with fibre channel port 2/1 as the port used to create
the cloud. Then, assume you add ports 2/2, 4/1, and 5/1 to the available ports list, and set port 4/1 as the next
available port. When new VHBASs are connected to the Storage Cloud, the first vHBA is connected to port 4/
1. After that, additional vHBAS are assigned to whichever port has the next lowest rank.

To set an allocation policy for a storage cloud, follow this procedure:

Step 1 If you have not already done so, create a Storage Cloud with at least one fibre channel port in it, as

documented in Creating a Storage Cloud.

Step 2 When the Storage Cloud is created, click the Advanced Configuration button to display the Allocation

Policy dropdown menu.

Mew Storage Cloud
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FC Ports: Port Name
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Random
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Figure 6 New Storage Cloud

Step 3 From the Allocation Policy dropdown menu, select the method you want to use to allocate fibre channel
ports from the Storage Cloud:

* Round Robin allocates port in the cloud by rotating through the unallocated fibre channel ports in a
systematic way starting from the port you select when you create the Storage Cloud. When using
round robin port allocation, you will need to select a list of the ports available in the round robin
queue. When the list is specified, anytime a VHBA is connected to the Storage Cloud, Fabric
Manager will step through the list and allocate the next available port based on numerical value of
the port’s slot. For example, For example, assume the following ports are available in the Storage

Fabric Manager User Guide
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Cloud: port 2 in slot 2, port 1 in slot 4, and port 2 in slot 9. When new VHBAS are connected to the
Storage Cloud, the first vHBA will be terminated on port 2 slot 2, the next vHBA will be connected
to port 1 in slot 4, and the last vHBA will be terminated on port 2 in slot 9.

% A port can only belong to one Storage Cloud. As a result, make sure that the ports in your round
Note robin list are not also part of another Storage Cloud.

Step 4 When the Allocation Policy is selected, click Submit to create the Storage Cloud.

Step 5 On the Storage Cloud Summary, select the Storage Cloud you just created. When you do so, the details
frame will contain additional information about the selected Storage Cloud.

Step 6 Click the FC Ports tab to display the list of fibre channel ports in the Storage Cloud.
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Figure 7 Storage Cloud Details Frame — FC Ports Tab

Step 7 Click the plus sign ( +) to display the Add Storage Cloud Ports dialog, as shown in Figure 8.

. Add Storage Cloud Ports x
Port Hame State vHBAs  Topology Rate Description
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Figure 8 Add Storage Cloud Ports Dialog
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Step 8 Select the port(s) that you want to add to the list of ports. When you do, the Submit button becomes
active.

Step 9 Click Submit to add the selected ports to the list.

Step 10 After the correct storage ports have been added to the Storage Cloud, click the blue arrow on the toolbar
to set the next available port in the list.
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Figure 9 Storage Cloud Details Frame — Next Port for Round Robin Algorithm

After the next available port is selected, Fabric Manager will begin the round robin queue from that port, and
assign fibre channel ports in ascending numerical order based on the Rank field. You can set the rank by
specifying the next port for each port in the list. When each “next port” is specified, it gets a unique rank
number, which is used in selecting the next available port in the round robin algorithm.

Step 11 When all ports in the list are selected, click Submit to finalize the list. It is a good idea to double check
the rank associated with each port in the list because this is the criteria used by the round robin
algorithm. Ports with lower ranks are assigned before ports with higher ranks.

Changing the Port Priority for a Storage Cloud

The port priority for a storage cloud can be changed by selecting a different option from the toolbar on the FC Ports tab,
as shown in Figure 10.
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Figure 10 FC Ports Tab, Port Priority Options
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This toolbar contains the following buttons for setting port priority:

» Mark the next port to be assigned (the blue arrow). This option is available for standalone vHBASs (non-HA/
non-multipath).

« Mark the next primary port to be assigned (the green arrow). This option is available only for HA/multipath
VHBA:s.

» Mark the next secondary port to be assigned (the red arrow). This option is available only for HA/multipath
VHBA:S.

If the available ports list has only one port, and the port priority is set incorrectly, you might need to delete the port list,
then recreate it. You can delete ports from the port availability list by selecting the port you want to delete, then clicking
the red dash.

%/ Fibre Channel ports are listed in a modified ascending order. So, for example, port iowal/1 is listed before
port iowa 2/1 as expected. However, port iowal/10 and iowall/1 would also be listed before port
iowa2/1.

Note

Due to the listing order in the FC Ports tab, you will need to pay attention to which port you select as the
next available by moving the arrows around. For example, if you want the round robin policy to start with
port iowal/1 and the next port to be assigned as port iowa2/1, you cannot just move the arrow to the
next port down in the list because this might be port iowal1/1 (not iowal/?2). Without paying close
attention to the listing order, you might accidentally assign the wrong port(s). As a result, the round robin
policy will operate correctly, but do so based on the incorrect ports you inadvertently assigned.

To change the port priority in the list, follow this procedure:

Step 1 Select the port for which you want to set or change the port priority. The port is selected when it is
highlighted in the FC Ports tab. You will also notice that the port priority toolbar buttons become active.

Step 2 Click the appropriate button to set the port priority for the selected port:

 For non-HA/non-multipath vHBAs, only the blue arrow is valid.

* For HA/multipath vHBAs, use the green arrow to set the port to be assigned as the primary port for
the vHBA.. Then, use the red arrow to set the port that will be next assigned as the secondary vHBA.
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Displaying Storage Clouds

Storage Clouds are displayed in the summary and details frame of the work panel, which provide information about the
configured Storage Clouds.

Displaying Summary Information for Storage Clouds

The Storage Cloud Summary is a table of all the configured Storage Clouds, including the default Storage Cloud
(discovered-storage-cloud). Additional, detailed information about each Storage Cloud is contained in the Storage Cloud
Details frame, which is located directly below the Storage Cloud Summary.

Figure 11 shows the Storage Cloud Summary.
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Figure 11 Storage Cloud Summary

Table 1 shows the field contained in the Storage Cloud Summary and explains what each one means.

Table 1 Contents of the Storage Cloud Summary

Field Indicates
Name The name of each configured Storage Cloud.
Number of Ports The number of Fibre Channel Ports in the Storage Cloud. This number is the total

of all ports, regardless of whether they are up or down.

QoS The name of any SAN QoS Profile associated with the Storage Cloud. If no SAN
QoS is configured, this field indicates “none”. If a SAN QoS Profile is configured
for the Storage Cloud, the name indicates the CIR and PIR values. For example, a
QoS Profile named 125M_250M indicates 125 Mbps of CIR and 250 Mbps of PIR.
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Table 1 (continued) Contents of the Storage Cloud Summary

Field Indicates

Number of VHBAS The total number of vHBASs connected to the Storage Cloud.

Number of VHBA Templates The total number of vHBAs in 1/0 Templates that are associated with the Storage
Cloud.

Description The description string (if any) that was applied to the Storage Cloud. If this field is

blank, either no description string was specified when the Storage Cloud was
created, or the Storage Cloud was originally created with a description string, but
the Storage Cloud was later edited and the description string was removed.

Displaying Detailed Information for Storage Clouds

The Storage Cloud Details frame is a section of the work panel that is located below the Storage Cloud Summary. The
Storage Cloud Details frame is typically a list of fields for a selected Storage Cloud, a list of FC ports contained in the
Storage Cloud, or a list of fields for a selected FC port in the Storage Cloud.

The Storage Cloud Details frame enables you to display additional, detailed information for a single Storage Cloud

including the default Storage Cloud (discovered-storage-ports). For non-default Storage Clouds, you can use the Storage
Cloud Details frame to edit various aspects of the cloud itself, or the components of it. The Storage Cloud Details has the
following controls, which are common on most details frames for features throughout the entire Fabric Manager interface:

» add and delete buttons, a plus sign and a red dash, respectively
» tabs, which logically organize additional information about the contents of the details frame

« an Edit button, which unlocks editable parts of the details frame so that you can set or change information
elements for the contents of the details frame

To use the Storage Cloud Details frame, you must first select a configured cloud from the Storage Cloud Summary. By
selecting a cloud from the summary, you set the focus of the Storage Cloud Details frame. When the cloud is selected in
the summary, you will see its details displayed in the Details frame.

Through the Storage Cloud details frame, you can edit properties for the Storage Cloud.

Anytime you edit a Storage Cloud to make changes, it is a best practice to manually push those changes to
Note the vHBAs that are associated with that cloud. For more information, see Pushing Cloud Changes to vHBAS
in an 1/O Template.

Figure 12 shows the Storage Cloud Details frame. Notice that the details frame is contextual, so that it displays detailed
information for the item selected in the Storage Cloud Summary.
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Figure 12 Storage Cloud Details Frame

Renaming a Storage Cloud

Fabric Manager supports renaming a Storage Cloud, which enables you to change the name without having to completely
delete and recreate the entire Storage Cloud. When the Storage Cloud is renamed, all other properties for the Storage

Cloud are retained, including the ports and vVHBASs associated with the cloud. As an option, you can also set or change the
description for the Storage Cloud.

You can rename the Storage Cloud through the Storage Cloud Details frame. To rename the Storage Cloud, follow this
procedure:

Step 1 On the Navigation Frame, select Storage Cloud Manager->Storage Clouds. Figure 13 shows the Storage
Cloud summary.
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Figure 13 Storage Cloud Summary

Step 2 Select a Storage Cloud to populate the details frame with its properties.

Step 3 Click the Edit button to edit the properties of the selected Storage Cloud, as shown in Figure 14.
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Figure 14 Storage Cloud Summary — Editing Details to Rename Storage Cloud

Step 4 In the Name field, enter the new name for the Storage Cloud.
Step 5 As an option, you also can set or change the description for the selected Storage Cloud.
Step 6 As an option, you also can set or change any of the other editable fields on the details frame.
Step 7 When the new name has been specified for the Storage Cloud, click Submit.
Pushing Cloud Changes to vHBAs in an I/0 Template

When you configure an I/O Template, you reference Storage Clouds for the termination of the vHBAs that connect the
host server. These clouds are external to the template, and they are controlled through a different workflow. Because the
cloud(s) and the templates are separate entities, any updates on a cloud must be explicitly forced to the I/0O Template.
Conceptually, this is intuitive because you are changing a cloud, you are not actually changing anything within the
template itself.

If you need to change a cloud property, and that cloud is associated with an 1/0 Template, be aware that the change you
make is not automatically updated in the I/0O Template that is using that cloud. However, you can push changes in a
Network or Storage Cloud to the 1/0 Template that is using that cloud by using the Re-Apply Cloud Changes to vHBA
button for Storage Clouds.
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To reapply Storage Cloud changes to vVHBAS in a template, follow this procedure:

Step 1 Select Storage Cloud Manager->Storage Clouds to display the Storage Cloud Summary.

Step 2 Select the Storage Cloud for which you want to make changes. This step populates the details frame
with information about the selected Storage Cloud as shown in Figure 15.
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Figure 15 Storage Cloud Details Frame
Step 3 In the Cloud Details frame, click the vHBAs tab.

Step4 On the vHBASs tab, select the vHBA you want to receive the Storage Cloud changes. This step activates
the Re-Apply Cloud Changes to vHBA button as shown in Figure 16.

Figure 16 Applying Storage Cloud Changes to a vHBA

Step 5 Click the button to apply the changes to the vHBA in the template. When you do so, a confirmation
dialog is displayed. See Figure 17.

Confirm %

9 Are you sure that you want to update the vHBAs 'vhba'? These changes could disrupt the
a..‘.‘/ live traffic of these vHBAs

s No

Figure 17 Confirming the Storage Cloud Changes to a vHBA in a Template

Step 6 Click Yes to make the changes. When you do, the Storage Cloud changes are pushed to the vHBA.
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Displaying the Fibre Channel Ports in a Storage Cloud

Each Storage Cloud contains one or more Fibre Channel ports that provide the termination point for vHBAS connected to
the cloud. For each Storage Cloud, you can display a list of all the Fibre Channel ports in a particular cloud. In addition to
displaying the ports in the cloud, you can:

* remove Fibre Channel ports from the Storage Cloud

» control the port allocation policy for each Fibre Channel port in the Storage Cloud

Fibre Channel ports are listed in a modified ascending order. So, for example, port iowal/1 is listed before
Note port iowa 2/1 as expected. However, port iowal/10 and iowall/1 would also be listed before port
iowa2/1.

Due to the listing order in the FC Ports tab, you will need to pay attention to which port you select as the
next available by moving the arrows around. For example, if you want the round robin policy to start with
port iowal/1 and the next port to be assigned as port iowa2/1, you cannot just move the arrow to the
next port down in the list because this might be port iowal1/1 (not iowal/?2). Without paying close
attention to the listing order, you might accidentally assign the wrong port(s). As a result, the round robin
policy will operate correctly, but do so based on the incorrect ports you inadvertently assigned.

To display the Fibre Channel ports, follow this procedure:

Step 1  On the Navigation Frame, select Storage Cloud Manager->Storage Clouds. Figure 18 shows the Storage
Cloud summary.
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Figure 18 Storage Cloud Summary

Step 2 Select a Storage Cloud to populate the details frame with its properties.

Step 3 Click the FC Ports tab to display the Fibre Channel ports associated with the Storage Cloud as shown in
Figure 19.
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Figure 19 Storage Cloud Details — FC Ports Tab

Displaying the vHBAs Associated with a Storage Cloud

When vHBA s are either associated with an 1/0 Profile or deployed to a host server, those VHBAS are displayed through
the vHBAs tab on the Storage Cloud details frame. The vHBAs tab displays only vHBASs that are actually used in an 1/0
Profile regardless of whether or not the 1/0 Profile is connected to a host server, not the vHBAS that are connected to a

Storage Cloud. As a result, it is possible that the vHBAs tab is empty even though a Storage Cloud actually has vHBAs

connected to it.

To display the vHBAs associated with a Storage Cloud, follow this procedure:
Step 1 Display the Storage Cloud Details frame.
Step 2 Click the vHBAs tab as shown in Figure 20.
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Figure 20 Storage Cloud Details — vHBAs Tab
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Applying Storage Cloud Changes to vHBAs in the Cloud

Properties from the Storage Cloud can be inherited by the vHBAs that attach to that cloud. For example, LUN Masks and
SAN QoS profiles are properties for the Storage Cloud that can be inherited by the vHBASs that attach to it. For more
information, see Understanding Storage Clouds.

If a Storage Cloud’s properties have been edited after vHBAS are attached. The new properties for the Storage Cloud are
not automatically inherited by the currently attached vHBAs. Instead, you must manually push those changes to the
VHBAs that are currently attached to the cloud. New vVHBAs that are attached after the cloud’s properties were changed
will receive the new properties, but currently connected vVHBAS do not receive the new cloud properties until you apply
those changes. You can apply Storage Cloud changes to currently attached vHBAS by using the Apply Storage Cloud
changes button on the Storage Cloud details frame.

To apply changed cloud properties to currently attached vHBAs, follow this procedure:
Step 1 Display the Storage Cloud details frame.
Step 2 Click the vHBAs tab as shown in Figure 21.

Storsge Clowd « STCL QoS 123%5m 250w

GEners wilElAS
-I

Hame Slurepe Clkud  Sarved Name Termemalon  Slale WS WWTEN LUH Masi LLH Miasis Protee Fabri.. WA Q0S

whia1 SICL_ Q03 1., WHaL) L D gy AP TE0000,,. S0 a0 false - =] I AZE000_ 250000
BHAT=CBNG SIS VON0E, SOOI

vhia11 STCL_ QoS 1. coke wrwaldl uphe, BOD1ISTLO000.. S0.01FETOOL00.. laka = Ir— 125000_250000
sxlh-cate.. E00138 780002 50.0138 00002

vkl STCL_On5 1 polen b waly  walE L SO T00:00" . SO0 38 T0od: 00 fabe - -] v 125000250000
RS- SO0 38 TE0R0E  SOC0T 38 TE0d 02

L LF o O T I J1T PR TR . (LIRS T TIO T R R TT S o R T Fula - G L T T

16 hema |

Figure 21 Storage Cloud Details — vHBAs Tab
Step 3  Select the vHBA to which you want the Storage Cloud’s changes pushed. This step activates the Apply
Cloud Changes to VHBAs button.

Step 4 Click the Apply Cloud Changes to vHBAs button to push all the new Storage Cloud properties to the
currently selected vHBA.

After a brief period of time, the VHBA has the new cloud properties.

Terminating VHBAS in a Storage Cloud on Another Storage Cloud

Some management tasks might require you to move a VHBA to a different Storage Cloud. For example, if you need to run
diagnostics on a Fibre Channel port, or perhaps service an I/0O Module. In such cases, if other Storage Clouds are available
and have available Fibre Channel ports, you can change the termination of a vHBA from one cloud to another through
Fabric Manager. If you change the termination of a vVHBA with live traffic, a service interruption will occur.

To terminate a vVHBA on another Storage Cloud, follow this procedure:
Step 1 Display the Storage Cloud details frame.
Step 2 Click the vHBAs tab as shown in Figure 22.
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Figure 22 Storage Cloud Details — vHBAS Tab

Step 3  Select the vVHBA that you want to terminate on a different Storage Cloud. This step activates the
Terminate vVHBAs on another Cloud button.

Step 4 Click the Terminate vHBAs on another Cloud button to change the vHBA to a new Storage Cloud.

Step 5 From the resulting dialog, select the Storage Cloud on which you want to terminate the selected VHBA.
This step activates the Submit button.

Step 6 Click Submit to reterminate the selected vHBAs.

After a brief period of time, the vHBAS are terminated on available Fibre Channel ports in the new Storage

Cloud.

Displaying the vHBA Templates Associated with a Storage Cloud

Storage Clouds are part of 1/0 Templates, which in turn, are used in creating the 1/0 Profiles that are deployed to servers.
Through the vHBAs Templates tab, Oracle’s Xsigo Fabric Manager supports a way of seeing all the vHBA Templates that
are associated with a specific Storage Cloud. This tab shows the association between vHBAs in a template and the Storage

Cloud regardless of the state of the vHBAS being bound or not.

The vNIC Templates tab shows information only. You cannot manage the vNIC Templates associated with a specific

Storage Cloud.

To display the vHBA Templates for a specific Storage Cloud, follow this procedure:

Step 1 Display the Storage Cloud details frame.

Step 2 Click the vHBA Templates tab as shown in Figure 23.
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Displaying Detailed Information for Storage Clouds
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Working with Default Gateways

This chapter documents the following topics:
e Understanding Default Gateways
» Displaying Default Gateways
»  Creating Default Gateways
» Deleting a Default Gateway
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Understanding Default Gateways

A default gateway allows host servers to forward packets with unknown destination addresses off of the server’s local
network. When this feature is configured, the Oracle Fabric Director gets a pool of default gateways for all the servers
attached to the Fabric Director, and with this pool of default gateways the Fabric Director can support forwarding packets
to and from the various networks that hosts use. Each Default Gateway must be manually specified for it to be added to

the Default Gateways Summary.

Displaying Default Gateways

Through the Default Gateways Summary, you can display or configure one or more default gateways, which enables host
servers to forward unknown packets to vNICs. Each Default Gateway configured in Oracle’s Xsigo Fabric Manager is
displayed through the Default Gateways Summary. Figure 1 shows the Default Gateways Summary.
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Figure 1 Default Gateways Summary

Notice that default gateways can be configured or deleted through the Default Gateways Summary.

Table 1 shows the contents of the Default Gateways Summary, and explains what each field means.

Table 1 Contents of the Default Gateways Summary

Field...

Indicates...

Name

Discovered From

Address
DNS Address

The default gateway’s name.

The name or IP address of the Fabric Director from which the default gateway was
discovered.

The gateway router’s IP address. The default address is 0.0.0.0.
The DNS server’s IP address. The default address is 0.0.0.0.
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Table 1 (continued) Contents of the Default Gateways Summary

Field... Indicates...

Domain The domain in which the default gateway is configured.

1/0 Templates The number of 1/0 Templates that are assigned to hosts that are using each default
gateway.

Description The optional description assigned to the default gateway.

Creating Default Gateways

A default gateway is configured for each host server network attached to the Fabric Director. By doing, you specify the
default gateway address for all host servers on that network, and packets will be forwarded off of the server networks as
needed.

Default gateways are configured manually, and if you want a specific default gateway assigned to a specific server(s), you
can associate the default gateway with an 1/0 Template, create an 1/0 Profile from the I/O Template, then deploy that 1/0
Profile to the server.

Default gateway creation is supported through the Create Default Gateway dialog. To create a default gateway, follow this
procedure:

Step 1 On the navigation frame, select Default Gateways to display the Default Gateways summary.
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Figure 2 Default Gateways Summary

Notice that you can add or delete default gateways by using the plus sign and garbage can icons,
respectively.
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Step 2 Click the plus sign to display the Create Default Gateway dialog. Figure 3 shows this dialog.

Step 3
Step 4
Step 5

Step 6
Step 7
Step 8

Step 9

New Default Gateway ¥
Name: pubstest
IP Address: 192.168.113.101
DHNS Server: 0.0.0.0
Domain Name: all
Description:
Submit Cancel

Figure 3 New Default Gateway Dialog

In the Name field, enter the name you are assigning to the default gateway.
In the IP Address field, enter the IP Address of the default gateway.

In the DNS Address field, enter either the IP address or the fully qualified name of the DNS server for
the default gateway.

In the Domain Name field, enter the name of the domain in which the default gateway is configured.
As an option, in the Description field, enter a short description for the default gateway.

Click Submit to configure the default gateway information. A confirmation dialog is displayed to verify
that you want to configure the default gateway.

On the confirmation dialog, click Yes.

Deleting a Default Gateway

Any default gateway that is configured on an Oracle Fabric Director can be deleted through the Default Gateways
Summary. When a default gateway is deleted, the vNICs can no longer forward traffic to destinations on a subnet that is
different than the server where the vNIC is deployed.

To delete a default gateway, follow this procedure:

Step 1 On the navigation frame, select Default Gateways to display the Default Gateway summary.
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Figure 4 Default Gateways Summary

Step 2 On the Default Gateways Summary, select the click the default gateway(s) that you want to delete, then
click the garbage can icon as shown in Figure 5.
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Figure 5 Deleting A Default Gateway

When you click the garbage can icon, a confirmation dialog is displayed to verify that you want to delete the
default gateway.

Step 3 On the confirmation dialog, click Yes delete the selected default gateway.
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Working with the Fabric Director

This chapter documents the following topics:

Displaying All Managed Directors in the Network
Scanning for Fabric Directors

Discovering Fabric Directors with Fabric Manager
Displaying Fabric Director Details

Unmanaging a Fabric Director

Backing Up and Restoring a Fabric Director Configuration
Performing Tech Support Functions on the Fabric Director
Collecting Xsigo Log Files
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Displaying All Managed Directors in the Network

Information about the Oracle Fabric Director chassis (VP780 and VP560) that are managed through Oracle’s Xsigo
Fabric Manager is contained on the Directors Summary. Through the Directors Summary, you can select a specific
chassis and display more details for it by using the Fabric Director Details frame. For more information about Fabric
Director Details, see Displaying Fabric Director Details.

The Directors Summary is available through the navigation panel by clicking Fabric Directors->Fabric Directors.
Figure 1 shows the Directors Summary.
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Figure 1 Directors Summary Page

Table 1 explains the contents of the Directors Summary.

Table 1 Contents of the Directors Summary

Column Contains

Director Name The name of each managed Fabric Director in the network. The name is
a link to the Details frame for the chassis. For more information about
the Fabric Director Details frame, see Displaying Fabric Director

Details.

IP Address The chassis IP address of each managed Fabric Director.

IP Subnet The IP subnet on which each Fabric Director is discovered. The subnet
is either a name (for example, “local”) or displayed in dotted decimal
notation.
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Table 1 (continued) Contents of the Directors Summary

Column Contains

Discovery State The Fabric Director’s current state in Fabric Manager. The state takes in
the format statel/state?2.

Valid states include:
» Discovered
e Unmanaged
* Upgrading
e Up/Initializing
e Up/Indeterminate
e Up/VersionMismatch
e Up/HostControlPathDown

e Up/Down
« Up/Up
Discovery State The state of the discovery process while chassis are being discovered

and added to the Fabric Manager management framework.

Fabric Subnet Indicates the name or InfiniBand ID of the Fabric Director that is the
master node, which provides the Infiniband subnet.

If this value is the same as the Fabric Director’s name, that Fabric
Director is providing the IB subnet manager.

If this value is different than the Fabric Director’s name, the IB subnet
manager in use is provided by the device named in this field. It is
possible that a Fabric Director named in the Fabric Subnet field that is
not managed by Fabric Manager is providing subnet manager
functionality for a Fabric Director that is managed by Fabric Manager.

I/0 Modules The total number of I/O Modules installed in each chassis.
Software Version The version of Oracle’s XgOS currently installed on each managed
chassis.
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Scanning for Fabric Directors

Before discovering one or more Fabric Directors, you can perform a scan process that queries for Fabric Directors in the
network. The scan broadcasts to the Fabric Director’s management IP address, and listens for a response. The query and
acknowledgement occurs over the discovery subnet, and can occur for Fabric Directors on the local network, or through a
proxy Fabric Director on a remote network. (For more information about discovery subnets, see Working with Discovery
Subnets.) When a Fabric Director responds, the management IP address is learned and added to the Directors Summary
Page.

When a scan occurs, the listed Fabric Directors are not actually added to Fabric Manager for management. Instead, they
are simply listed as available. The responding Fabric Directors are put into a list of all the Fabric Directors in the network
that can be managed through Fabric Manager.

You can also scan through the Scan button on the Fabric Manager on the Overview page’s Common Tasks section.
To scan for Fabric Directors, follow this procedure

Step 1 Select General->Dashboard to display the Fabric Manager Dashboard. Figure 2 shows the Dashboard.
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Figure 2 Fabric Manager Dashboard
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Scanning for Fabric Directors

Step 2 On the Task Board, click the Scan... button to display the results of the Fabric Director scan. Figure 3
shows the results.
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Figure 3 Fabric Directors Scan Results

Step 3 You can discover one or more of the scanned Fabric Directors by selecting the Fabric Director(s) in the
table, and clicking Submit as shown in Figure 4.
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Figure 4 Discovering Fabric Directors through Scan Display

When you click the Submit button, the Login dialog is displayed, as shown in Figure 5.
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Enter username and password for Fabric Directors %
User Name: adrnin
Password: ssses
Submit Cancel

Figure 5 Login Dialog for Discovering a Fabric Director

Step 4 In the User Name field, enter a valid user that can log in to the Fabric Director as an administrator. The
user account must be able to login to the Fabric Director to be able to add the Fabric Director to Fabric
Manager.

Step 5 In the Password field, enter the password for the user account entered in the User Name field.

Step 6 Click Submit to discover the scanned Fabric Director and add it to Fabric Manager. When the Fabric
Director is successfully added to Fabric Manager, you can begin configuring and managing Xsigo
virtual 1/0 and its features.

Discovering Fabric Directors with Fabric Manager

When Fabric Directors are added to the network, they are discovered through either their chassis IP address or host name,
and then added to Fabric Manager. The process of discovery actually adds the Fabric Director into Fabric Manager so that
a discovered Fabric Director is one that is actively being managed by Fabric Manager. This is different than a scanned
Fabric Director, which simply provides a list of known Fabric Directors that can be managed.

When discovery occurs, the Fabric Manager server communicates with the Fabric Director’s system control processor
(SCP) to learn about the Fabric Director, take an inventory of each Fabric Director’s hardware, learn the software version
installed and the virtual resources configured on the Fabric Director (if any). After a Fabric Director is discovered, Fabric
Manager adds it to the Directors Summary. After the Fabric Director is displayed in the Directors Summary, it can be
managed through Fabric Manager.

Fabric Manager requires the management IP address to open a communication path for learning the Fabric Director
contents. Do not use a VNIC IP address for discovery.

To discover a Fabric Director, follow this procedure:

Step 1 Select General->Dashboard to display the Fabric Manager Dashboard. Figure 6 shows the Dashboard.
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Figure 6 Fabric Manager Dashboard

Step 2 On the Task Board, click the Discover... button. The Manage Fabric Director dialog is displayed as
shown in Figure 7.

Manage a F abrc Director o
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Figure 7 Discover Fabric Director — Manage Fabric Director

Step 3 In the IP Address/DNS Name field, enter the Fabric Director’s IP address or name.

Step 4 In the Subnet Name field, enter name of the subnet on which the Fabric Director you want to discover is
currently located. By default, the subnet is the local subnet.
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Step 5 In the User Name, specify the admin account that you will use to log in to the Fabric Director for the
purpose of discovering it. The user name can be anything, but by default it is administrator, root, or
xsigoadmin.

Step 6 In the Password field, enter the password for the user name that you specified in the preceding field.

Step 7 When the Fabric Director discovery information is complete, click Submit to discover the Fabric
Director.

Displaying Fabric Director Details

In addition to the Directors Summary, Fabric Manager contains a Directors details frame where additional information is
contained. The Directors Details frame is available through the Directors Summary by clicking a chassis name. When you
click the chassis name, the Director details frame is populated with information about the selected Fabric Director.

Fabric Manager supports inventorying and managing both Oracle’s VP780 and the VP560., and Fabric Director details
are available for both models. There are some minor hardware differences between the VP780 and VP560, such as a
smaller form factor and fewer 1/0 modules in the VP560, which is a two rack-unit Fabric Director.

The Directors details frame shows information about a single Fabric Director. The Directors details frame is separated into
tabs, which arrange different types of chassis information into sections. Some tabbed pages have additional tables and
controls that allow more in-depth configuration and management of a single Fabric Director. The Directors Details frame
contains tabs for:

» Displaying General Information About the Fabric Director
» Displaying Ethernet Cards

» Displaying Fibre Channel Cards

» Displaying Chassis Users

» Displaying Phone Home Information

» Displaying SNMP Properties

» Displaying SNMP Secure Users

» Displaying SNMP Trap Destinations

» Displaying Fan Information

» Displaying Power Supply Information
» Displaying IMS Properties

» Displaying Active Directory Properties
» Displaying RADIUS Servers

» Displaying RADIUS Users

It is important to understand that Fabric Manager has many of the same types of information as the Fabric Director.
However, when you display this information through the Fabric Director, the information is relevant only to the context of
that particular Fabric Director.
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Displaying General Information About the Fabric Director

The Fabric Director’s General tab contains some basic, top-level information about the Fabric Director, its Fabric type
and speed, non-1/0 Module hardware inventory, management interface, location, and so on. Figure 8 shows the Fabric

Director’s General tab.
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Figure 8 Fabric Director Details Frame — General
Table 2 Contents of the General Tab
Column Contains
Name The name of each fan unit in the chassis. Each fan unit contains more

Serial Number

State (Admin/Operational)

Model

Version

MAC Info (Name/Mask)

WWN Info (Name/Mask)

than one fan, so the fan named 1/1 is for fan unit 1, fan 1 and the fan
named 1/2 is for fan unit 1, fan 2 and so on.

The unique serial number assigned to the Fabric Director.

The current administrative and operational state of the Fabric Director.

The administrative is state is the state that the Fabric Director should be
in, and the operational state is what state the Fabric Director actually is
in.

The model number of the Fabric Director.

The current version of XgOS operating system software running on the
Fabric Director.

The beginning MAC address available in the Fabric Director’s
embedded MAC address pool. The mask bits determine how many MAC
addresses can be assigned from the Fabric Director’s MAC address pool.
For example, /12 indicates that 12 bits worth of addresses can be
assigned incrementally starting with the MAC address listed.

The beginning WWN number available in the Fabric Director’s
embedded WWN pool. The mask bits determine how many WWN
numbers can be assigned from the Fabric Director’s WWN pool. For
example, /12 indicates that 12 bits worth of addresses can be assigned
incrementally starting with the WWN number listed.
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Table 2 (continued) Contents of the General Tab

Column Contains

Netmask The network mask assigned to the Fabric Director’s management
address.

IP Address The Fabric Director’s management address.

Network Domain The network domain in which the Fabric Director is currently deployed.

Gateway The IP address of the Fabric Director’s gateway switch or router.

Admin Password The currently assigned administrator password for accessing the Fabric

Director. For security purposes, the password is displayed as a series of
asterisks (*****),

Admin User The user name of the currently assigned admin user.
Description An optional string that helps to describe the Fabric Director.
IP Subnet The IP subnet for the Fabric Director.

Displaying Ethernet Cards

Each Fabric Director supports Ethernet I/0 modules that are the underlying physical connectivity to the IP network. These
hardware modules then support the creation of vNICs for virtual IP connectivity. The following I/0O modules are
supported in each Fabric Director:

e 10 Gig Ethernet module (10 GE), which supports 1 physical link at 10 Ghps.
* 4-Port 10 Gig Ethernet module (4-Port 10 GE), which support 4 physical links at 10 Gbps per link.
» 10-Port Gig Ethernet module (10-Port GE), which supports 10 individual physical links at 1 Ghbps.
For more information about the Fabric Director’s 1/0 modules, see the XgOS Hardware and Drivers Installation Guide.

In addition, some hardware-specific features, such as Link Aggregation Groups (LAGS) are supported through the
Ethernet Cards page. For information, see Working with Link Aggregation.

When a Fabric Director is discovered by Fabric Manager, the Fabric Director’s I/0 Modules are inventoried. The 1/0
Module information for the Ethernet card is displayed through the Ethernet Cards tab on the Director Details frame.

Figure 9 shows the Ethernet Cards tab.
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Figure 9 Directors Details Frame — Ethernet Cards
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Table 3 Contents of the FC Cards Tab

Column Contains

Name The name of each Ethernet card that is inventoried in the Fabric
Director. Each 1/O card is named with the format chassis/slot, so
the card texas/1 is the Ethernet card in slot 1 of the “Texas” chassis.

If a module contains a termination port supporting a vNIC, the module is
expandable and collapsible to display its configured Ethernet ports.

Ethernet port information is also shown for any port that is terminating a
VNIC. The port is named with the format chassis/slot/port, so
the port texas/1/1 is the Ethernet port 1, on slot 1, of the “Texas” chassis.

State The current state of the Ethernet card. The state is displayed as
administrative state/operational state. Ethernet cards in up/up state are
operating correctly.

Type The type of Ethernet card installed in the Fabric Director: The following
modules are supported:

e 10 Gig Ethernet module (10 GE), which supports 1 physical
link at 10 Gbps. In the Type field, Fabric Manager displays
this module appears as
nwEthernetlPortl0GBCardEthlIB

e 4-Port 10 Gig Ethernet module (4-Port 10 GE), which support
4 physical links at 10 Gbps per link. In the Type field, this
module appears as nwEthernet4Portl10GbCardEthiB

» 10-Port Gig Ethernet module (10-Port GE), which supports 10
individual physical links at 1 Gbps. In the Type, field, this
module appears as nwEthernetlOPortlGbCardEthiB

vStar Count The total number of virtual resources configured on each port on the
Ethernet card.

Description An optional description field for the Ethernet Card.

Notice that the Ethernet Card tab has a list of individual modules, which is expandable to the port level. On the port level,
additional features are available, such as general properties, Ethernet properties for the port (for example, MTU size), and
Allowed VLAN Range.

Setting the Allowed VLAN Ranges for a Fabric Director

By default, the allowable VLAN range is from 1 to 4095. However, you can set a custom range of VLANS on the port so
that only the VLAN-tagged packets within the specified range are allowed to ingress or egress the port. Traffic that has a
VLAN tag not in the specified range is blocked from ingress or egress on the port.

You can set or change the allowed VLAN range for the port through the Allowed VLANS tab at the port level of the
Ethernet Card Details Frame.

To set the allowed VLAN range for a specific Fabric Director, follow this procedure:

Step 1 Select Fabric Directors->Fabric Directors to display the Director Summary page.
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Step 2 Select the Fabric Director for which you want to set the Allowed VLAN range by clicking the Fabric
Director in the summary. This step populates the details frame with information for that Fabric Director.

Step 3 On the details frame, click the Ethernet Cards tab to display each Ethernet module in the selected
chassis. Figure 10 shows an example of the Ethernet Cards tab.
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Figure 10 Fabric Director Details — Ethernet Card Tab

Step 4 Click the plus sign for the card on which you want to set the VLAN range. This step expands the card
to display individual ports as shown in Figure 11.
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Figure 11 Fabric Director Details — Ethernet Card Tab

Step 5 Click the port (which is indented under the card) to display the port properties in the details frame.
Step 6 Click the VLAN Ranges tab, as shown in Figure 12.
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Figure 12 Fabric Director Details — VLAN Range Tab

Step 7 Click the plus sign ( +) to display the New VLAN Range dialog as shown in Figure 13.
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Figure 13 Fabric Director Details — New VLAN Range Dialog

Step 8 In the Starting field, enter the first VLAN ID that you want to be available.
Step 9 In the Ending field, enter the last VLAN ID you want to be available.
Step 10 When the Allowed VLAN Range is configured, click Submit.

Displaying Fibre Channel Cards

Each Fabric Director supports Fiber Channel modules that are the underlying physical connectivity to an FC SAN. These
hardware modules then support the creation of VHBAS for host servers’ SAN connectivity. The Fabric Director supports
the following Fibre Channel cards:

» the Line Rate Fibre Channel module (2x4 FC Line Rate card). This module supports 2 Fibre Channel port
pairs (one transmit port of 4 Gbps and one receive port at 4 Gbps for each port pair) for a total of 8 Gbps per
module.

» the 8 Ghps Line Rate Channel module (2x8 FC Line Rate card). This module supports 2 Fibre Channel port
pairs (one transmit port of 8 Gbps and one receive port at 8 Gbps for each port pair) for a total of 8 Gbps
(full line rate) for each port pair.
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For more information about the Fabric Director 1/0 modules, see the XgOS Hardware and Drivers Installation Guide.

When a Fabric Director is discovered by Fabric Manager, the Fabric Director’s I/0O Modules are inventoried. The 1/0
Module information for the Fibre Channel card is displayed through the FC Cards tab on the Director Details frame.

Figure 14 shows the FC Cards tab.
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Figure 14 Directors Details Frame — FC Cards
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Table 4 Contents of the FC Cards Tab

Column Contains

Name The name of each Fibre Channel card that is inventoried in the Fabric
Director. Each 1/O card is named with the format chassis/slot, so
the card texas/1 is the Fibre Channel card in slot 1 of the “Texas”
chassis.

If a module contains a termination port supporting a vHBA, the module
is expandable and collapsible to display its configured FC ports.

Fibre Channel port information is also shown for any port that is
terminating a VHBA. The port is named with the format
chassis/slot/port, so the port texas/1/1 is the FC port 1, on slot
1, of the “Texas” chassis.

State The current state of the Fibre Channel card. The state is displayed as
administrative state/operational state. Fibre Channel cards in up/up state
are operating correctly.

Type The type of Fibre Channel card installed in the Fabric Director. The
following modules are supported:

« the Line Rate Fibre Channel module, which supports 2 Fibre
Channel port pairs (one transmit port of 4 Gbps and one
receive port at 4 Gbps for each port pair) for a total of 8 Gbps
per module. In the Type field, this module appears as
sanFc2Port4GbLrCard

« the 8 Ghps Line Rate Fibre Channel module, which supports 2
Fibre Channel port pairs (one transmit port of 8 Gbps and one
receive port at 8 Gbps for each port pair) for a total of 8 Gbps
(full line rate) for each port pair. In the Type field, this
module appears as sanFc2Port8GbLrCardEthlIB

vStar Count The total number of virtual resources configured on each port on the FC
card.
Description An optional description field for the FC Card.

Displaying Chassis Users

Fabric Manager supports local user accounts. Local user accounts are local because they are independent accounts that
exist on individual Fabric Directors.

Typically, a local user account is mapped into a role group. That role group provides the permissions for what objects the
user can and cannot write to. When a user account is assigned to a role, the conditions are created for what actions the user
can perform, and what objects the user can configure, change, or manage.

It is possible to create a local user without assigning the user to a specific role group. In this case, the user is assigned to
the “operator” role group by default. The operator role group is the most restrictive. It provides read-only access.
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All users have a role group—either a role group that is explicitly assigned to the user, or the operator role group that is
assigned by default.

At the Fabric Director level, local user accounts are used. You can manage local user accounts through the Users tab on
the Directors Details frame.

Figure 15 shows the Users tab.
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Figure 15 Director Details Frame — Users

You can add local users to the Fabric Director by clicking the plus sign, and you can delete a configured user by selecting
it in the Users tab, then clicking the garbage can icon.

Configuring Local Users
Local user accounts define what users can log in to the Fabric Director and what privileges that user has while logged in.
To configure local user accounts, follow this procedure:

Step 1 On the Users tab, click the plus sign to display the Create a New User dialog.

Step 2 In the User Name field, enter the name for the local user account that you are creating.

Step 3 As an option, in the Description field, enter an alphanumeric character string that describes the user
account.

Step 4 From the Roles dropdown menu, select the appropriate role for the user account. The user’s privileges
on the Fabric Director are a result of the role that is assigned to the user account. Table 5 shows the roles
and summarizes what privileges belong to each role.

Table5 Roles
Role Priviliges for...
operator read access to Fabric Director features
network VNIC configuration and managment, Network QoS
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Table 5 (continued) Roles

Role Priviliges for...

storage VHBA configuration and management, SAN QoS
server compute resource configuration and management
administrator full admin responsibilities

Step 5 When the user account is configured, click Submit.

Step 6 Check the Users tab to verify the user account is configured correctly.

Displaying Phone Home Information

The Xsigo Phone Home feature supports periodically transmitting the following information to Xsigo Technical Support:
» the contents of selected log files
» the output of the show tech-support command from the XgOS CLI

By transmitting this information, Xsigo Technical Support can proactively look for and diagnose potential problems
without requiring you to collect data, package it, and transmit it Xsigo Systems.

No sensitive customer data is gathered and transmitted to Xsigo. To ensure that private information is kept safe, the Xsigo
Phone Home feature provides ways to:

» send a copy of the information to an internal website for auditing purposes
e remove private data, such as IP addresses, from the data sent to Xsigo Customer Support
Also, the data is transmitted in an encrypted form so that it cannot easily be read.

Table 6 shows defaults for Phone Home. Most of these parameters are determined through the Xsigo First Boot script
which automatically runs when you install the Fabric Director for the first time.

Table 6 Xsigo Phone Home Defaults

Phone Home Parameter Default

proxy Xsigo Phone Home communication occurs to port 3128.

notify No notification when Xsigo Phone Home communication occurs
strip-private IP addresses are removed from the Xsigo Phone Home information and

replaced with a <privip:x> string—for example, <privip:1>
<privip:2>

mode Periodic, transmissions occur as scheduled by you

However, you can customize the Phone Home properties and transmission schedules through the Phone Home tab of the
Fabric Directors Details frame.

Figure 16 show the Phone Home tab.
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Figure 16 Director Details Frame — Phone Home

To edit the Phone Home properties, follow this procedure:
Step 1 Display the Directors Details frame by selecting Fabric Directors->Fabric Directors.

Step 2 On the Directors Details frame, click the Phone Home tab to display the Phone Home properties
configured on the Fabric Director.

Step 3  On the Phone Home tab, click the Edit button to unlock the editable phone home parameters as shown
in Figure 17.
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Figure 17 Editable Phone Home Tab

Step 4 As needed, enable or disable scheduled transmission of phone home data:

* True to enable scheduled transmission.

» False to disable scheduled transmission.

Step 5 From the Notification section, determine whether you want Xsigo Technical Support to contact you
whenever Phone Home information is received:

 True causes Xsigo to contact the person in the Contact Name field by any method listed in the
Contact Phone Number or Contact Email fields.

 False causes Xsigo to not contact you, even if contact information exists in the Phone Home
configuration.
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Step 6 From the Strip Private section, select whether you want private IP address information removed from
the Phone Home information:

» True causes the IP address information to be represented with <privip:X> labels.
 False causes your IP addresses to be visible in the Phone Home information.

Step 7 From the Send Alarms section, select whether you want Phone Home information sent whenever a major
alarm is raised in the network:

 True causes the Phone Home information to be sent whenever a major alarm occurs.
* False causes Phone Home information to be transmitted as configured, and major alarms will not
trigger a Phone Home message.

Step 8 From the Frequency dropdown menu, select the periodicity at which the Fabric Director will transmit
Phone Home data.

Step 9 If you are configuring HTTP Proxy, in the HTTP Proxy Host field, enter the name of the HTTP Proxy
Host.

Step 10 If you are configuring HTTP Proxy, in the HTTP Proxy Port field, enter the port number on which the
HTTP Proxy will communicate Phone Home information. By default, port 3128 is used, but you can set
any other port that is not supporting a service.

Step 11 If you are configuring HTTP Proxy, in the HTTP Proxy User field, enter the user name for the HTTP
Proxy.

Step 12 In the URL field, enter the URL of where the Phone Home information will be sent. By default, this
field contains the default site for Xsigo Technical Support.

Step 13 In the Copy To URL field, enter the URL of an audit server in your network to which you want a copy
of any Phone Home message sent.

Step 14 In the Contact Customer Name field, enter the name of someone on site that manages the Fabric
Director. This person is who Xsigo will contact if the “Notifications” section is set to “True” and a
Phone Home message is received.

Step 15 In the Contact Customer Phone field, enter the phone number (if any) for the person named in the
Contact Customer Name field.

Step 16 In the Contact Customer Email field, enter the email address (if any) for the person named in the
Contact Customer Name field.

Step 17 Click Save to configure Phone Home on the Fabric Director.

Displaying SNMP Properties

Fabric Manager tracks general properties for SNMP on each Fabric Director. These properties are available through the
SNMP Properties tab on the Fabric Directors Details frame. Figure 18 shows this tab.
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Figure 18 Director Details Frame — SNMP Properties

You can also edit the SNMP Properties to set or change current values. To edit the SNMP properties, follow this
procedure:

Step 1 Display the Directors Details frame by selecting Fabric Directors->Fabric Directors.

Step 2 On the Directors Details frame, click the SNMP Properties tab to display the configured SNMP
properties.

Step 3 On the SNMP Properties tab, click Edit button to unlock the editable SNMP properties as shown in
Figure 19.
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Figure 19 Editable SNMP Properties Tab

Step 4 Edit the SNMP fields as needed, then click Submit.
Step 5 Check the SNMP Properties tab to verify that the correct properties are configured.

Displaying SNMP Secure Users

Fabric Manager supports Secure SNMP. If you are configuring Secure SNMP, you must configure the SNMP user and
password which the security algorithms will use as inputs. When the user name and password are specified, you can select
the type of security to use. As an option, you can use simple password authentication by not specifying any security
parameters.

SNMP secure users for each Fabric Director are available through the SNMP Secure Users tab of the Fabric Directors
Details frame.
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Figure 20 shows the SNMP Secure Users tab.
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Figure 20 Director Details Frame — SNMP Secure Users
You can also add SNMP secure users by clicking the plus sign, or delete secure users by selecting one or more of them in
the SNMP Secure Users tab, then clicking the garbage can icon.
To add SNMP Secure Users to a Fabric Director, follow this procedure:
Step 1 Display the Directors Details frame by selecting Fabric Directors->Fabric Directors.

Step 2 On the Directors Details frame, click the SNMP Secure Users tab to display the trap destinations
configured on the Fabric Director.

Step 3  On the SNMP Secure Users tab, click the plus sign to display the Create a New SNMP Secure User
dialog. Figure 21 shows this dialog.
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Figure 21 Create a New SNMP Secure User

Step 4 In the User Name field, enter the username that will be used to log in to the trap destination.
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Step 5 From the Authorization Protocol dropdown menu, select the type of authorization that will be used for
logging in to the trap destination:

« None for no authorization
« MD5 to use MD5 hashing algorithm
« SHA to use Secure Hashing Algorithm

Step 6 In the Authorization Password field, enter the password that will be used by the SNMP secure user.
Step 7 From the Privacy Protocol dropdown menu, select the protocol to be used:

* None for no authorization

» DES to use Data Encryption Standard
Step 8 In the Privacy Password field, enter the password that will be used.

Step 9 As an option, in the Description field, enter an optional description string for this secure user.

Displaying SNMP Trap Destinations

Fabric Manager supports simple network management protocol (SNMP). The Xsigo implementation of SNMP supports
SNMPv1, v2,and v3. Get, getnext, and getbulk operations are all supported. Set operations are not supported. Community
strings are read only. Some standard Enterprise MIBs as well as Xsigo proprietary MIBs are supported.

Through SNMP you can configure trap hosts (trap destinations) that will receive events and errors if they occur. Fabric
Manager supports configuring SNMP variables also, such as system ID strings.

To configure SNMP trap destinations, follow this procedure:
Step 1 Display the Directors Details frame by selecting Fabric Directors->Fabric Directors.

Step 2 On the Directors Details frame, click the SNMP Trap Destinations tab to display the trap destinations
configured on the Fabric Director. Figure 22 shows this tab.
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Figure 22 Director Details Frame — SNMP Trap Destinations

Configuring SNMP Trap Destinations

You can use the SNMP Trap Destinations tab to add or delete trap destinations. Add trap destinations by clicking the plus
sign, or delete configured trap destinations by selecting one or more of them, then clicking the garbage can icon.
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To add an SNMP trap destination, follow this procedure:

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6
Step 7

Step 8
Step 9

Step 10

Display the Directors Details frame by selecting Fabric Directors->Fabric Directors.

On the Directors Details frame, click the SNMP Trap Destinations tab to display the trap destinations
configured on the Fabric Director.

On the SNMP Trap Destinations tab, click the plus sign to display the Create a New SNMP Trap
Destination dialog. Figure 23 shows this dialog.
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Figure 23 Create a New SNMP Trap Destination

In the IP Address field, enter the network address of the trap destination in dotted decimal notation.

In the Port field, specify the port number on which traps will be sent to the trap destination. By default,
port 162 is used, but you can set another port as long as it is not supporting other traffic. Valid ports are
in the range of 1 to 65535.

In the SNMP Community field, enter the read community string for the trap destination.

From the SNMP Version dropdown menu, select the version of SNMP is in use in your network:
e SNMPV2
¢ SNMPv3

In the User Name field, enter the username that will be used to log in to the trap destination.

In the Authorization Protocol dropdown menu, select the type authorization that will be used for logging
in to the trap destination:

* None for no authorization
« MD5 to use MD5 hashing algorithm
« SHA to use Secure Hashing Algorithm

In the Authorization Password field, enter the password that will be used by the user specified in User
Name.
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Step 11 From the Privacy Protocol dropdown menu, select the protocol to be used:
« None for no authorization

« DES to use Data Encryption Standard

Step 12 In the Privacy Password field, enter the password that will be used.

Displaying Fan Information

When a Fabric Director is managed by Fabric Manager, each Fabric Director registers its hardware information with the

Fabric Manager server. Part of the hardware information that Fabric Manager monitors is the fan state. Each Fabric
Director has built-in fans for cooling.

Fabric Manager tracks the operational state of the fans and if an error is detected, an alarm is posted. Fans are monitored
for operational states, such as:

e operational, up/up

e non-operational, up/down

unknown, indeterminate, which can occur if the fan is operating but not supplying proper cooling to the
Fabric Director.

The fan information is available through the Fans tab on the Directors Details frame. Figure 24 shows the Fans tab.
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Figure 24 Director Details Frame — Fans

Table 7 shows the contents of the Fans tab and explains what each field means.

Table 7 Contents of the Fans Tab

Column Contains

Name

The name of each fan unit in the chassis. Each fan unit contains more
than one fan, so the fan named 1/1 is for fan unit 1, fan 1 and the fan
named 1/2 is for fan unit 1, fan 2 and so on.

State The current state of the fan. The state is displayed as administrative
state/operational state. Fans in up/up state are operating correctly.
Actual Speed The actual speed in RPMs of each fan.
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Table 7 (continued) Contents of the Fans Tab

Column Contains
Expected Speed The expected speed of the fan based on internal calculations.
Deviation The difference between the actual speed and the expected speed. This

number can be a positive number if a fan is spinning faster than expected,
or a negative number if the fan is spinning slower than expected.

Description An optional description for each fan.

Displaying Power Supply Information

When a Fabric Director is managed by Fabric Manager, each Fabric Director registers its hardware information with the
Fabric Manager server. Part of the hardware information that Fabric Manager monitors is the power supply state. The
number of power supplies (PSUs) is different depending on the model of Fabric Director:

» Oracle’s VP780 two built-in PSUs that condition facility power, numbered one and two.

* Oracle’s VP560 has two built-in PSUs, numbered one and two

Fabric Manager tracks the operational state of the PSUs and if an error is detected, an alarm is posted. Fans are monitored
for operational states, such as:

» operational, up/up

* non-operational, up/down

* unknown, indeterminate, which can occur if the PSU is operating, but not at proper speed.

The PSU information is available on the Power Supplies tab of the Directors Details frame. Figure 25 shows the Power
Supplies tab.
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Figure 25 Director Details Frame — Power Supplies

Table 8 shows the contents of the Power Supplies tab and explains what each field means.
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Table 8 Contents of the Power Supplies Tab

Column Contains

Name The name of each power supply unit (PSU) in the chassis. Each chassis
contains two power supplies that are redundant and load share when
both are operating. If one fails, the Fabric Director can operate on one
PSU.

State The current state of the PSU. The state is displayed as administrative
state/operational state. PSUs in up/up state are operating correctly.

Model The Xsigo model number for each PSU.

Serial The Xsigo serial number associated with each PSU.

Vendor Model

Description

The PSUs model number assigned by the fan manufacturer.

An optional description field for the PSU.

Displaying IMS Properties

The Xsigo Identity Management System (IMS) uses some general parameters for synchronizing information between the
Fabric Manager Server and an external authentication system, such as an Active Directory or RADIUS server. Although
the IMS properties have sensible default values, you might need to set more appropriate values for your network. You can
set the IMS properties for Fabric Manager through the IMS tab on the Directors Details frame.

Figure 26 shows the IMS tab.
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Figure 26 Director Details Frame — IMS

Default parameters are displayed, but you can set or change individual parameters by clicking the Edit button to unlock

the editable options.

Table 9 shows the contents of the IMS tab, and explains the tab’s contents.

Fabric Manager User Guide
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Table 9 Contents of the IMS Tab

Field...

Means...

Cache Timeout

Maps To Root

Search Order

Server Type

Token Timeout

Specifies the periodicity of flushing the IMS Cache on the Fabric Manager
Server and resynchronizing with the external authentication server. The IMS
Cache is encrypted and contains user name, password, and role(s) for all
configured users.

Can be set to a value between 1 and 1440 minutes. The default is 240
minutes, and setting the Cache Timeout to zero ( 0 ) disables cache flushing
and resynchronization.

Specifies where the user account information is located on the
authentication server. The location is typically where you configure your
users and groups. For Active Directory, you will typically enter users.
The default is root.

Specifies which IMS entity is checked first for user account information:

e InternalFirst sets the IMS to look at the IMS Server’s local users
and groups first. If user account information is not found in the
internal IMS, then check an external IMS (for example, the AD
Server).

e ExternalFirst sets the IMS to look at the external IMS server first
(for example, the AD Server) for user and groups information. If
user account information is not found in the external IMS, then
check the IMS Server’s local users database.

These two options are not mutually exclusive, and their use is determined by
where user accounts are—either on the Fabric Director or on the AD server.
In cases where a user account is configured on both the Fabric Director’s
internal IMS and an external IMS (the AD Server), the roles and user
privileges on the Fabric Director are used.

Specifies the type of external authentication is currently in use.

e For AD configuration, this setting is not optional. It must be set to
Idap_ad.

« For RADIUS authentication, this value must be RADIUS.

Specifies the amount of time that the IMS will wait for authentication to
occur before timing out.

When a log in attempt occurs, the authentication token is sent to the AD
Server or domain controller. This field allows you specify how long the AD
Server (or domain controller) will hold the token before closing the login
attempt. Valid values are from 1 to 1440 seconds. The default is 5 seconds.
Setting the value to zero ( 0 ) disables the time out and allows the login
attempt to remain in progress indefinitely.
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Displaying Active Directory Properties

This section documents how to configure a Fabric Director in an AD authentication model by using Fabric Manager so
that members of an AD group can log into the Fabric Director after they are authenticated. When you perform the
procedure in this section, you will use Fabric Manager to specify the Fabric Director(s) and other properties associated
with AD, such as the AD server IP (or host name), the authentication method and so on. When the Fabric Director is
integrated into the AD environment, users will be able to log in to the Fabric Director through ssh or other methods and
undergo AD authentication.

Fabric Manager supports an internal identity management system (IMS) for users and roles, but also supports external
IMS functionality through LDAP, Active Directory, Simple Password, or Kerberos authentication.

e Simple password authentication provides a basic level of security. An encrypted database of user names and
passwords exists on the AD server. When a user logs in through Fabric Manager, that user is challenged by
the IMS (AD) server to provide valid user name and password. When the user enters valid information, the
user name and password are sent “in the clear” to the server which looks up the user name and password in
the list. If the user name and password are present, the user’s credentials are sent. With simple password
authentication, the user name and password as well as other content are sent in clear text.

» Kerberos authentication relies on some of the generic Active Directory settings, but also requires additional
parameters that are greyed out if you are doing simple password authentication through AD. As a result, you
will need to have the generic AD parameters configured, just like with simple password, but the
authentication type will be changed to Kerberos. When Kerberos is selected, the AD server configuration
wizard unlocks the Kerberos parameters.

On the AD server, users and roles must be configured. Roles can be defined on the AD server in either of the following
ways:

* Legacy, the Xsigo roles (administrators, operators, network, storage, server, and no-
access) and can be prefaced with “xg-" for example, xg-administrators). Using the “xg-" prefix
was required, but no longer is. Using “xg-"is still supported so that you do not need to delete and recreate
the user accounts and roles on the AD server. However, if you do have existing groups that use the “xg-"
prefix, you will need to create a group mapping to map them to the role(s) on the Fabric Manager.

e Group Mapping, the users can be mapped to Fabric Manager RBAC roles through a group mapping. The
group mapping allows groups and roles to be created on the AD servers without the “xg-"" prefix. Then, on
Fabric Manager, the group can be mapped into Fabric Manager’s RBAC roles. Through the group mapping,
the groups can be mapped into different roles, and users in a mapped group can then have multiple roles.
Group mappings can be set up at either the Fabric Manager and Fabric Director level or at the individual
domain level. For more information, see Mapping Users in External Groups Into Fabric Manager.

For additional information about how to configure users on an Active Directory server, see documentation that
accompanied your AD server.

In Fabric Manager, additional properties must be configured that reference, or point to, the AD server in your network.
These properties are documented in the following section.

Figure 27 shows the AD Servers tab.
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Figure 27 Director Details Frame — AD Servers

Through the AD Servers tab, you can add a new AD Server for a Fabric Director, or you can delete a configured AD server
by selecting it in the AD Servers tab, then clicking the garbage can icon. You can also control the state of a selected AD
server by bringing it up by clicking the up arrow, or bringing the AD server down by clicking the down arrow.

Configuring AD Properties for Fabric Manager

In addition to configuring the Active Directory server, you must configure a set of parameters in Fabric Manager that
specify the AD server in use in your network. These AD properties are configurable for up to two AD servers, a primary
and a secondary. You can configure the AD properties for Fabric Manager through the AD Servers tab.

To configure AD properties for Fabric Manager, follow this procedure:

Step 1
Step 2

Step 3
Step 4

Display the Directors Summary Fabric Directors->Fabric Directors.

Select the Fabric Director for which you want to configure the AD Server. This step displays the Fabric
Director in the Directors Summary.

In the Directors Summary, click the AD Servers tab, as shown in Figure 28.

On the AD Servers tab, click the plus sign to display the Create a new AD Server dialog. Figure 28
shows this dialog.
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Step 5

Step 6

Step 7

Step 8

Step 9

Create a new AD Server *
Name of AD Server: * fatrman X
Description:

Hame of Host Server: * 192.168.129.110

Port: 3268

UserDn: * users@fatman.xsigo.com

BaseDn: * "CM=users,DC=fatman,DC=xsign,DC=com"
Password: * sesses E
Server Mode: primary N
Authentication Type: simple iz

Formal User Dn: *
Kerberos Default Realm: *

Kerberos Default
Domain: *

Kerberos Host Name: *

Submit Cancel

Figure 28 Create a New AD Server Dialog
In the Name of AD Server field, enter the name of the AD server in your network. The AD server name
can be a nickname, alias, or other name that is not a fully qualified domain name (non-FQDN).

As an option, in the Description field, you can provide an alphanumeric string that describes the AD
server that you are configuring.

In the Name of Host Server field, enter the name of the host through which one or more users will be
authenticating. The host server name must be a fully qualified domain name (FQDN).

As an option, in the Port field, enter the number of a particular port you want the Fabric Manager Server
and Active Directory to use for communication. By default, port 3268 is used.

If you specify a non-default port, the port you specify must be dedicated specifically to the Fabric Manager
Server and AD server. The port you specify cannot be used for any other traffic or service.

In the User DN field, enter the user domain name for the AD server. The user DN is a string that
consists of:

* user name
* the “at” sign (@)
« the host server name as an FQDN

For example, users@fatman.xsigo.com (as shown) is a validly formed user DN
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Step 10 In the Base DN field, enter the base domain name that the server will be using. The base DN is a string
of all the individual components of the domain name plus the DC= prefix to indicate each domain
component of the domain name. Each user DN string has the following syntax requirements:

« the entire user DN string must be enclosed in quotation marks
« the user DN string cannot contain any blank spaces
 each domain component in the Base DN must separated by a comma
For example, “DC=pubstest,DC=xsigo,DC=com” (as shown) is a properly formed Base DN.

Step 11 In the Password field enter the password for the server that you are configuring. This password is used
to log in from the host server to the AD server.

%/ The User DN, Base DN, and password combine to form a “blob” of account information and a
pointer to the location of the account. The account information “blob” is sent to the AD server,

which performs authentication and authorization, gets the user’s group membership and

credentials, and responds to the Fabric Manager Server with role information.

Because the blob is sent to the AD server:

- the user account and user account group membership must already be present on the AD server.
By following this procedure, the account should already have been created on the AD server

- the user logging in must be a member of the appropriate group (for example, xg-
administrators).

Note

Step 12 As an option, from the Server Mode dropdown menu, select whether the server instance you are
configuring is the primary or secondary AD server. The Xsigo IMS implementation supports setting a
primary and secondary server. Select the appropriate value for your network:

e Primary—The primary server is where the user login is attempted first. If the primary AD server is
available, it will always be used for user authentication and authorization. Primary is the default
value. Only one primary server is allowed in each AD configuration.

 Secondary—TFor redundancy, you can also specify a secondary AD server, which will be used if the
primary AD server cannot respond. The secondary server will perform authentication and
authorization as long as the primary server is offline.

=05 For redundancy, Xsigo suggests configuring a primary AD server, and a secondary AD server that is a
Tip separate physical server.

Step 13 As an option, from the Authentication Type dropdown menu, select the type of authentication that will
be used for this user:

» Simple, for simple password authentication, which is the default.
» Kerberos, if Kerberos authentication will be used as the IMS.
At this point, simple password authentication parameters are complete. Proceed to Step 19.

Additional parameters exist on this step of the wizard for Kerberos authentication. If you are configuring
Kerberos authentication on the AD server, continue to Step 14.
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Step 14 In the Formal User DN field, enter the user domain name that the server will be processing. The Formal
User DN is a string consisting of:

* User name
* the “at” sign (@)
« the host server name as an FQDN

For example, pubs@pubstest.xsigo.com (as shown) is a valid Formal User DN.

Step 15 In the Kerberos Default Realm field, enter the default realm name that the server will be using. The
Kerberos Default Realm is a string of all the individual components of the default realm plus the DC=
prefix to indicate each individual component of the default realm string. Each default realm string has
the following syntax requirements:

« the entire default realm string must be enclosed in quotation marks
« the entire default realm string cannot contain any blank spaces
« each component of the default realm string must separated by a comma

For example, ““DC=pubstest,DC=xsigo,DC=com” (as shown) indicates a valid Kerberos Default
Realm.

Step 16 In the Kerberos Default Domain field, enter the base domain name that the server will be using. This
string consists of the minimum domain components of the realm for which the AD server will be
authenticating through Kerberos. For example, xsigo.com is a valid default domain.

Step 17 In the Kerberos Host Name field, enter the name of the host server through which one or more users will
be authenticating. The host server name must be a fully qualified domain name (FQDN).

Step 18 As an option, in the Kerberos Host Port field, enter the number of a particular port you want the Fabric
Manager Server and Active Directory to use for communication. By default, port 88 is used.

If you specify a non-default port, the port you specify must be open and available to the Fabric Manager
Server and AD Server. The port you specify cannot be used for any other traffic or service.

Step 19 When the AD server properties are configured, click Submit to configure the AD server.

Step 20 Check the AD Servers tab to verify that the AD Server is configured for the Fabric Director.
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Displaying RADIUS Servers

RADIUS authentication is supported in Fabric Manager. When you configure RADIUS, you are specifying parameters
that do the following:

» point to the specific RADIUS server that Fabric Manager can use

» allow the Fabric Manager Server to login to the RADIUS database so that users in the RADIUS database are
authenticated and authorized through the RADIUS server.

The Xsigo implementation of RADIUS supports authentication and authorization and is based on RFC 2138. No Xsigo
proprietary attributes currently exist. Xsigo’s RADIUS support does not support accounting. For information about
installing and configuring the RADIUS server, see the documentation that accompanied your RADIUS server.

Be aware that you will need to configure specific RADIUS users in the Fabric Manager GUI. These users are different
than the local users on the Fabric Director, and options specific to each user must be set. Additional information about
configuring RADIUS users exists in the following section.

RADIUS users are required as part of configuring the RADIUS server for Fabric Manager. As a result, you must
configure the RADIUS users before configuring the RADIUS server.

& When configuring RADIUS, be aware that you must edit the RADIUS Clients database to include the Fabric
cauion  Director, and Fabric Manager Server that will be using RADIUS for authentication and authorization.

RADIUS server information is contained in the RADIUS Servers tab of the Directors Details frame. Figure 29 shows the
RADIUS Servers tab.
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Figure 29 Director Details Frame — RADIUS Servers

You can configure a RADIUS server for Fabric Manager by clicking the plus sign, or delete a configured RADIUS server
by selecting it on the RADIUS Servers tab, then clicking the garbage can icon.

Configuring RADIUS Servers for Fabric Manager

When configured, RADIUS servers handle authorization and authentication of users logging in to the Fabric Manager or
Fabric Directors. To provide RADIUS functionality, you must configure some parameters in Fabric Manager that
reference the particular RADIUS server that will be used. You can configure one or more RADIUS servers for your
network, through the RADIUS Servers tab in the Directors Details frame.

When configuring a RADIUS Server for use by Fabric Manager, be aware that you must also configure RADIUS user
entries which have some prerequisites. For more information, see Displaying RADIUS Users. RADIUS users must be
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created before configuring the RADIUS server for Fabric Manager, so make sure to create all RADIUS user accounts
first. See Configuring RADIUS Users.

To configure RADIUS Servers for Fabric Manager, follow this procedure:

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

If RADIUS users have not been configured yet, create them now as documented in Configuring
RADIUS Users. When the correct RADIUS user accounts are created, continue with this procedure.

Display the Directors Details frame by clicking Fabric Directors->Fabric Directors, then selecting the
Fabric Director for which you want to configure a RADIUS Server.

In the Directors Details frame, click the RADIUS Servers tab, as shown in Figure 29.

Click the plus sign to display the Create a New RADIUS Server dialog. Figure 30 shows this dialog.

Create a new Radwus Server b
Marm: of Radine: Server: © dooltle
Mame of Host Server; * raidler
Port:
Mame of User; * mecarth
Password: - .
Seored: R
Authentication Type: oS
Ratries:
Timeoul:
Dascripton:

S Cancel

Figure 30 Create a New RADIUS Server Dialog

In the Name of Radius Server field, enter the name of the RADIUS server in your network. The
RADIUS server name can be a nickname, alias, or other name that is not a fully qualified domain name
(non-FQDN).

In the Name of Host Server field, enter the name of the host through which one or more users will be
authenticating. The host server name must be a fully qualified domain name (FQDN).

As an option, in the Port field, enter the number of a particular port you want the Fabric Manager Server
and RADIUS Server to use for communication. By default, port 3268 is used.

If you specify a non-default port, the port you specify must be dedicated specifically to the Fabric Manager
Server and RADIUS server. The port you specify cannot be used for any other traffic or service.
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Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

In the Name of User field, enter the name of the user(s) that will be authenticated by RADIUS when
they log in to Fabric Manager. This user name is the RADIUS user name that you configured in the
preceding section.

The named users must exist in the RADIUS users database to be allowed to authenticate. If a
Note RADIUS user has not been created for each person who will log in to Fabric Manager, you must
cancel the Create a New RADIUS Server wizard and add their RADIUS user accounts now.

In the Password field, enter that password that the user will be required to enter in order to log in. This
password will be checked as part of the RADIUS authentication.

In the Secret field, enter the RADIUS secret password, which is used between the Fabric Manager
Server and the RADIUS server to allow the Fabric Manager Server to log in to the RADIUS for the
purpose of handing off user names for authentication and authorization.

From the Authentication type dropdown menu, select the type of authentication that the RADIUS user
will be enforcing for the user:

» PAP (password authentication protocol), which is a simple password authentication method. PAP is
the default authentication protocol.

* CHAP (challenge handshake authentication protocol), which is a method of combining the user’s
password with a computation, and comparing that to information that the user enters when the
RADIUS challenges the user. CHAP is the more secure authentication protocol of the two.

As an option, in the Retries field, you can enter the number of retires that can occur between the Fabric
Manager Server and the RADIUS server. Enter a number between 0 and 100. The default is 3 retries.
Zero (0) sets no retry, so any failed connection attempt between the Fabric Manager Server and the
RADIUS server halts the authentication attempt.

Each unsuccessful log in attempt between the Fabric Manager Server and the RADIUS server causes a retry
(if the retry value is greater than 0), and the number specified in the Retries field is the maximum number of
retries before authentication is aborted. The default value is 3 retries.

As an option, you can enter the Timeout value (in seconds) for log in attempts between the Fabric
Manager Server and the RADIUS server. Enter a number between 0 and 120. The default is 3 seconds.
Zero (0) sets no timeout value, and causes a failed log in attempt to abort the log in attempt.

If a login attempt between the Fabric Manager Server and the RADIUS server is hung or slow, the attempt
will remain alive for the length of the timeout. If the timeout value is met without a successful log in, the log
in attempt is aborted.

As an option, in the Description field, you can provide an alphanumeric string that describes the AD
server that you are configuring.

When the RADIUS configuration has been specified, click Submit to create the instance of the RADIUS
Server in Fabric Manager.

Check the RADIUS Servers tab to verify that the RADIUS server was configured correctly.
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Displaying RADIUS Users

RADIUS users must exist in the RADIUS users database in order for authentication to occur for each user. The RADIUS
user name must match the name of the user who will log in to Fabric Manager for RADIUS authentication to successfully
occur. If there is a mismatch between the user name used at Fabric Manager login and the user name in the RADIUS
database, authentication will not complete and the user will not be allowed to log in to Fabric Manager.

Figure 31 shows the RADIUS Users tab.
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Figure 31 Directors Details Frame — RADIUS Users

You can add a new RADIUS user by clicking the plus sign, and you can delete a configured RADIUS user by selecting it
in the RADIUS Users tab, then clicking the garbage can icon.

Configuring RADIUS Users

RADIUS users must exist in the RADIUS users database in order for authentication to occur for each user. The RADIUS
user name must match the name of the user who will log in to Fabric Manager for RADIUS authentication to successfully
occur. If there is a mismatch between the user name used at Fabric Manager login and the user name in the RADIUS
database, authentication will not complete and the user will not be allowed to log in to Fabric Manager.

RADIUS users must be created before configuring the RADIUS server for Fabric Manager, so make sure to create all
RADIUS user accounts first.

RADIUS users can be created through Fabric Manager by using the RADIUS Users list. As an alternative, you can edit
the raddb/users file and add the users through a command-line session. Be aware that if a user name is not configured
in the RADIUS users database, or if there is a mismatch between the RADIUS users user name and the name used to log
in to Fabric Manager, authentication will fail. If RADIUS users are not yet configured, configure them now.

To configure RADUS Users, follow this procedure:

Step 1 Display the Directors Details frame by selecting Fabric Directors->Fabric Directors, then selecting the
Fabric Director for which you want to configure a RADIUS user.

Step 2 In the Directors Details frame, click the RADIUS Users tab, as shown in Figure 31.
Step 3 Click the plus sign to display the Create a New RADIUS User dialog. Figure 32 shows this dialog.
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Figure 32 Create a New RADIUS Server

Step 4 In the User Name field, enter the name of the user who will log in to Fabric Manager. The user name
must exactly match the name you enter. This name will be passed to the RADIUS server, written to its
users database, and will be checked against the user name that is entered when someone attempts to log
in to Fabric Manager.

Step 5 As an option, in the Description field, you can enter an alphanumeric sting that describes the user you
are creating.

Step 6 From the User Role dropdown menu, select the role that the user will be granted when authentication
occurs. Select from the following roles:

« administrators
e network

* operators

* server

« storage

Step 7 When the RADIUS user properties have been configured, click Submit.
Step 8 Check the RADIUS Users tab to verify that the RADIUS user was correctly configured.

Unmanaging a Fabric Director

At any time, you can unmanage a Fabric Director in Fabric Manager. Unmanaging a Fabric Director is intended to be used
only when the Fabric Director is no longer going to be managed by Fabric Director. Xsigo recommends that unmanaging
a Fabric Director is not used for any purpose other than permanently removing a Fabric Director from Fabric Manager.

Unmanaging Fabric Directors is not to be used for clearing errors or transient states (for example, if a large
Note job is running for a long time, and you want to “force quit” the job), unless you are otherwise directed to do
so by Xsigo personnel.

When a Fabric Director is unmanaged, then remanaged within a reasonable amount of time, the Fabric Manager database
retains selected configuration information (for example, port associations in clouds, vNIC and vVHBA terminations, and so
on). As a result, when the Fabric Director is remanaged, the general rule is that this information is put back into Fabric
Manager after the Fabric Director has returned to up/up state when it is remanaged.
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However, there are some exceptions to this rule. Domains contain their own secured objects—Fabric Directors, users, 1/0
modules and so on. If a domain has secured objects assigned to it, and the Fabric Manager that controlling those secured

items is unmanaged, when the Fabric Manager is managed again, the secured objects are not automatically put back into
their original domain(s). For more information, see Working with Domains.

To unmanage a Fabric Director, follow this procedure:

Step 1 Display the Fabric Director summary by selecting Fabric Directors->Fabric Directors. Figure 33 show
the Directors Summary.
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Figure 33 Directors Summary

Step 2 Select the Fabric Director that you want to unmanage. This step activates the Unmanage button
(garbage can) on the Director Summary toolbar.

Step 3 Click Unmanage to remove the selected Fabric Director from Fabric Manager. When you click
Unmanage, a confirmation is displayed.
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Figure 34 Unmanaging a Fabric Director

Step 4 Click Yes on the confirmation dialog to complete unmanaging the Fabric Director.
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Backing Up and Restoring a Fabric Director
Configuration

As a best practice, you should be running scheduled backups of the Fabric Director. By doing so, you have the ability to

replace parts of the Fabric Director (or in more serious situations, the entire Fabric Director itself) while still keeping the
virtual 1/0 configuration.

As an alternative to scheduled backups, you can use on-demand backups which you must manually start. While scheduled
backups are preferred because the operate automatically, on-demand backups are also useful for capturing the Fabric
Director configuration as long as you are consistent with manually taking the on-demand backups.

In situations where you need to replace the Fabric Director and want to save the current configuration through Fabric
Manager, use this procedure, which requires that you have a Fabric Director configuration saved prior to the need to
replace the Fabric Director:

Step 1 Display the Directors Summary page by selecting Fabric Directors->Fabric Directors.

Step 2 On the Fabric Director Summary, select the Fabric Director that you want to backup, and click the
Backup Configuration from Selected Fabric Directors button as shown in Figure 35.
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Figure 35 Directors Summary — Backup the Configuration of Selected Fabric Directors

Step 3 When you click the button, the Director Backup dialog is displayed. See Figure 36.

Director Backup *

File Name: iowa-newest

Description:

Submit Cancel

Figure 36 Director Backup

Step 4 In the File Name field, enter a name for the configuration that you are saving.

Step 5 Click Submit to save the selected Fabric Director’s configuration to the file you just named.
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Step 6 Make the necessary repairs or replacements to the Fabric Director.
Step 7 When the Fabric Director has recovered from the errored state, log in to Fabric Manager again.
Step 8 Display the Directors Summary page by selecting Fabric Directors->Fabric Directors.

Step 9 On the Fabric Director Summary, select the Fabric Director that you want to backup, and click the
Restore a Configuration Back to the Selected Fabric Directors button as shown in Figure 35.
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Figure 37 Directors Summary — Restore the Configuration of Selected Fabric Directors

Performing Tech Support Functions on the Fabric
Director

For each Fabric Director managed by Fabric Manager, you can perform a selected number of troubleshooting functions,
including:

»  Collecting Tech Support Information
» Sending an On-Demand Phone Home Message to Xsigo Support
e Snoozing Phone Home for a Window of Time

Because these functions are available for each Fabric Director, if you have two Fabric Directors in your environment, you
might need to perform the troubleshooting function on both Fabric Directors to get the information you need.

Each of these features is supported through the Technical Support Actions toolbar button on the Directors Summary, as
shown in Figure 38.
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Figure 38 Directors Summary — Tech Support Functions Toolbar Button

Collecting Tech Support Information

The Fabric Director can prepare specific information for Xsigo Technical Support services to diagnose. Through Fabric
Manager, you can trigger the Fabric Director to prepare and gather the information contained in tech support logs, and
transmit that information to Xsigo Support. Collecting tech support information occurs from one Fabric Director at a time,
so if you have HA Fabric Directors on a shared fabric, you might need to collect the tech support information twice—once
for each Fabric Director. This function in Fabric Manager operates the same as the set system tech-support
command in Oracle’s XgOS CLI.

Typically, you will collect the tech support information when directed to do so by Xsigo Support, but you can collect this
information at any time it is needed.

Collecting the tech support information can take a considerable amount of time based on the amount of data
Note that will be collected. Please be patient and allow this function to complete.

To collect the tech support information from a Fabric Director, follow this procedure:
Step 1 On the navigation panel, select Fabric Directors->Fabric Directors to display the Directors Summary.
Step 2 Click the Tech Support Actions toolbar button to display the dropdown menu.

Step 3 Select Collect tech-support information, as shown in Figure 39.
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Figure 39 Tech Support Functions — Phone Home Now

Step 4 When you select Collect tech-support information, you are prompted with a confirmation dialog, as
shown in Figure 40.
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Figure 40 Collect Tech Support Information Confirmation Dialog

Step 5 Read the confirmation message, and click Yes to begin gathering the information.

Step 6 When directed to do so by Xsigo Support, send the information to Xsigo Support.
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Sending an On-Demand Phone Home Message to Xsigo Support

Phone Home information can be set up to occur on a regular schedule, but you can also send a Phone Home message to
Xsigo Support whenever you need to by sending an on-demand phone home message. This type of phone home message
provides the same information to Xsigo Support as a scheduled phone home, and an on-demand phone home message also
uses the same parameters. For example, if Strip Private is set for scheduled phone home messages, no private IP
addresses will be sent in the on-demand phone home message either. For information about setting up Phone Home
parameters, see Displaying Phone Home Information.

Typically, a Phone Home Now message is sent when Xsigo Support directs you to do so, but you can send a Phone Home
message without Xsigo explicitly telling you to.

Sending a Phone Home message to Xsigo Support creates a secure HTTP message. This message varies in
Note size, but based on the information gathered from the Fabric Director, can be very large. Please be patient and
allow the Phone Home message to complete.

To send an on-demand phone home message to Xsigo Support, follow this procedure:
Step1 On the navigation panel, select Fabric Directors->Fabric Directors to display the Directors Summary.
Step 2 Click the Tech Support Actions toolbar button to display the dropdown menu.

Step 3  Select Phone Home Now, as shown in Figure 41.
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Figure 41 Tech Support Functions — Phone Home Now

Step 4 When you select Phone Home Now, you are prompted with a confirmation dialog, as shown in
Figure 42.
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Figure 42 Phone Home Now Confirmation Dialog

Step 5 Read the confirmation message, then click Yes to send the Phone Home message to Xsigo Support.

Step 6 If needed, follow up with Xsigo Support to verify that they received the Phone Home message.

Snoozing Phone Home for a Window of Time

For scheduled Phone Home, you can temporarily halt the scheduled transmission of Phone Home information through the
use of the snooze feature. The snooze feature lasts for a customizable amount of time from 10 minutes to two days. During
the snooze interval, no scheduled phone messages occur. After the snooze interval expires, the scheduled Phone Home
messages resume transmission at their regularly scheduled time. During the snooze interval, you can still send on-demand
Phone Home messages. (See Sending an On-Demand Phone Home Message to Xsigo Support if needed).

Snoozing Phone Home occurs on one Fabric Director at a time, so you might need to use this feature twice if you have an
HA Fabric Director environment—once for each of the Fabric Directors. Typically, Phone Home is snoozed by Xsigo
Support’s request, for example, while they are diagnosing Phone Home messages that have already been sent. However,
you can snooze phone home at any time for any reason.

To snooze Phone Home, follow this procedure:
Step 1  On the navigation panel, select Fabric Directors->Fabric Directors to display the Directors Summary.
Step 2 Click the Tech Support Actions toolbar button to display the dropdown menu.

Step 3  Select Snooze Phone Home, as shown in Figure 43.
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Step 4 When you select Snooze Phone Home, the Snooze Phone Home dialog is displayed as shown in

Figure 44.
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Figure 44 Snooze Phone Home Interval Time

Step 5 From the Snooze Time dropdown menu, select the amount of time from 10 minutes to 2 days that you
want to snooze the scheduled phone home messages.

Step 6 When the snooze time is selected, click Submit to set Phone Home into snooze mode.

Collecting Xsigo Log Files

Oracle’s Xsigo Fabric Manager supports collecting a subset of the log files from a Fabric Director. Typically, collecting
log files is done at Xsigo Support’s request, but it can be done at any time. Depending on the amount of data in a Fabric

Director’s log files, collecting the log files can take a considerable amount of time. Please be patient and allow the process

to run to completion.

Collecting log files from a Fabric Director is supported on one Fabric Director at a time. In an HA Fabric Director
environment, you might need to run this operation twice—once for each Fabric Director. This procedure is supported
through the Collect Log Files from Selected Fabric Director toolbar button on the Directors Summary.
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To collect all Xsigo log files, follow this procedure:
Step 1  On the navigation panel, select Fabric Directors->Fabric Directors to display the Directors Summary.

Step 2 Click the Collect Log Files from Selected Fabric Director toolbar button, as shown in Figure 45.
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Figure 45 Directors Summary Toolbar — Collect Log Files from Selected Fabric Director Button

When you click the Collect Log Files from Selected Fabric Director button, the Select Log Files to
Retrieve dialog is displayed, as shown in Figure 46.
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Figure 46 Select Log Files To Retrieve Dialog

Step 3 From the Log Files checkboxes, select whichever log file(s) you want to gather from the selected Oracle
Fabric Director.

Step 4 When the correct log files are selected, click Submit to gather the log files.
Step 5 When directed to do so by Xsigo Support, send the files to Xsigo Support for diagnostics.
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This chapter contains the following topics:
e Understanding 1/O Templates
»  Creating an 1/0 Template
» Displaying All 1/0 Templates
» Editing an 1/O Template
* Deleting an 1/0 Template
e Assigning Allowed VLANS to an 1/0 Template

%,. Even though 1/0 Templates can be used to configure a single physical server, they are most useful when
Note deploying virtual connectivity to multiple servers. Be aware that if you use 1/0 Templates to define the
virtual connectivity for one or more servers, the 1/0 Template is only the first half of provisioning the server
with the needed connectivity. After creating an 1/0 Template, you must then create an 1/0 Profile. The I/O
Profile, which is derived from an 1/0 Template, is the object in Oracle’s Xsigo Fabric Manager that you use
to actually connect the vNICs and vVHBAS in an 1/0 Template to the physical server. For information about
1/0 Profiles, see Working with 1/0 Profiles.
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Understanding I/0O Templates

An 1/0 Template is a Fabric Manager feature that allows the server administrator to create the shape of the 1/0 for a set of
servers. Different servers have different 1/0 requirements. For example, a server that will be used by the engineering
department may require access to a couple of Network Clouds and a Storage Cloud, but a server that is used by Finance
may only require access to the internet.

By setting up an 1/0 Template, the server administrator is building a way to deploy a set of servers with the desired 1/0
requirements. An 1/0 Template specifies a blueprint (or general configuration) for a server, which you can use for servers
of a similar type or that need the same connectivity. For example, for servers that require HA network connections and
multipathed storage connections, you could create one 1/0 Template that provides these connections. It is important to
note that the I/O Template is not directly applied to a server. Instead, the 1/O Template simply defines the type and
number of connections for a server. The 1/O Template is then used as an input to another Fabric Manager object called an
1/0 Profile. The 1/O Profile is derived from the I/O Template, and it is the I/O Profile that is deployed to the server to push
the vNICs and VHBAs to that host. For more information about 1/0 Profiles, see Working with 1/O Profiles.

As part of creating an 1/0 Template, you will be using a Network Cloud, a Storage Cloud, or both. You will find it helpful
if your Network and Storage Clouds are already created before building 1/0 Templates.

Creating an I/0 Template

An /O Template must be created by you with information that is pertinent to your network. Xsigo does not provide pre-
configured 1/0 Templates.

Creating an 1/0 Template can occur by either adding a new 1/0 Template and building it from scratch, or when at least one
I/0 Template exists, copying that I/0 Template and editing it as needed.

This section documents creating a new I/O Template from scratch. For information about editing a configured 1/0
Template, see Editing an 1/0 Template.

When you create a new 1/0 Template, you are essentially creating an empty container that you add building blocks to until
the 1/0 Template has the connectivity and virtual resources required for your network. For example, creating a new 1/0
Template might consist of the following phases:

* naming the 1/O Template
e adding a Network Cloud and a Storage Cloud (building blocks)

» editing the network and Storage Clouds to support specific features (for example, Network and SAN QoS
Profiles)

e adding one or more VNICs and vHBASs (more building blocks)
» editing the vNICs and VHBAs with specific Ethernet and Fibre Channel properties
» connecting the vNIC to the Network Cloud, and connecting the vHBA to the Storage Cloud

» saving the named 1/O Template, and deploying it to one or more host servers
Creating an 1/0 Template is supported through the 1/0 Template Editor, which has two main frames:

* The top frame is for general properties of the I1/O Template—for example, name and description.

» The bottom frame is the work area where the 1/0 Template’s building blocks are assembled and the bulk of
the work occurs. The bottom frame also has two specific parts:

— 1/0 Resources, which is where vNICs and vHBAs are added as building blocks to the 1/0 Template.
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— 1/O Clouds, which is where Network and Storage Clouds are added as building blocks to the overall 1/0
Template.

Each area (the top frame, 1/0 Resources in the bottom frame, and 1/O Clouds in the bottom frame) has a group of buttons
that control those parts of the 1/0O Template editor.

Figure 1 shows the I/O Template Editor and indicates the controls available in the I/O Template.

Back
Save

Discard

am: Defalt Gatwway: .
Dreseription: 1BCST Root Prodike: -
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Figure 1 1/0 Template Editor

You can add a new I/O Template by clicking the plus sign, and you can delete the currently displayed 1/0 Template by
clicking the Discard icon.
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Creating a New I/O Template

Creating an 1/0 Template is supported through the 1/0 Template Editor, which is a work space that allows adding building
blocks to the empty 1/O Template. Because the 1/0 Template Editor is a work space, you can add, delete, and make
changes as needed without impacting the Fabric Manager or Oracle Xsigo Fabric Director. Fabric Manager does not save
the in-progress 1/0 Template configuration at intervals during the configuration, and Fabric Manager also does not
automatically save the finished configuration. To save the configuration when it is complete, you must explicitly click the
Save icon.

The 1/0 Template Editor is accessible from the navigation panel by selecting Server Resource Manager->1/0 Templates.

oA You will find it helpful if the following elements are already created before building 1/0 Templates.
Tip * server boot profiles (SAN Boot Profiles or iSCSI Boot Profiles)

* default gateways

* Network QoS Profiles

* Storage QoS Profiles

To create a new 1/0 Template, follow this procedure:

Step 1 Display the I/O Template Summary by selecting Server Resource Manager->1/0 Templates. Figure 2
shows the I/O Template Summary.
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Figure 2 I/O Template Summary

You can add a new 1/0 Template by clicking the plus sign, and you can delete a configured I/0 Template by
selecting it in the 1/0 Template Summary, then clicking the garbage can icon.

Step 2 Click the plus sign to display the I/0 Template Editor. Figure 3 shows the 1/0 Template Editor.
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Figure 3 /O Template Editor

Step 3 In the Name field, enter an alphanumeric string that names the 1/0 Template that you are creating.

Step 4 As an option, in the Description field, enter an alphanumeric string that describes the 1/O Template that
you are creating.

Step 5 From the Default Gateway dropdown menu, select the default gateway for the I/0 Template. The default
gateway must already be created in Fabric Manager for it to be a selectable item on the dropdown menu.

Step 6 If the hosts using this 1/O Template will be booting up through iSCSI boot, from the iSCSI Boot Profile
dropdown menu, select the iSCSI Boot Profile for the 1/O Template. The iSCSI Boot Profile must
already be created in Fabric Manager for it to be a selectable item on the dropdown menu.

Step 7 If the hosts using this I/0O Template will be booting up through SAN boot, from the SAN Boot Profile
dropdown menu, select the SAN Boot Profile for the I/0O Template. The SAN Boot Profile must already
be created in Fabric Manager for it to be a selectable item on the dropdown menu.

Adding Network Clouds to the I/O Template

Step 8 Click the Add Network Cloud button to display the New Network Cloud dialog. Figure 4 shows this
dialog. For this procedure, only one Network Cloud is being assigned, but you can assign multiple
Network Clouds to the same I/O Template.
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Figure 4 Add a New Network Cloud Dialog

In the Name field, enter an alphanumeric string that names the Network Cloud that you are creating.

As an option, in the Description field, enter an alphanumeric string that describes the Network Cloud
that you are creating.

From the Ethernet Ports table, select the port(s) that will be used in this Network Cloud. Ports are
selected when they are highlighted. Multiple ports can be assigned to the same Network Cloud, and
multiple Network Clouds can be assigned to the same port(s).

% If you are creating a Network Cloud that will be terminating an HA vNIC, you must have at least

two separate Ethernet ports in the Network Cloud. You can use standard key combinations (for
example, CTRL + click) to select multiple ports. For more information about creating an 1/0
Template for an HA vNIC, see Creating an HA vNIC Template.

Note

As an option, if two Fabric Directors will be deployed as a high availability pair, you can set the HA
designation for each Fabric Director by using the HA Designation check box. The HA designation
determines the first and second Fabric Director to which any HA objects in Fabric Manager will
connect. The primary Fabric Director is where the primary HA object connects first, and the secondary
Fabric Director is where the secondary HA object connects second. For additional information, see
Setting the Fabric Director HA Designation for a Network Cloud.

At this point, you can create a basic Network Cloud, or you can specify advanced configuration parameters
for the Network Cloud.

« To create the basic cloud, proceed to Figure 13.
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» To specify advanced parameters for the Network Cloud, proceed to Specifying Advanced Properties
for the Network Cloud.

Step 13 To complete the configuration of a basic Network Cloud, click Submit.
Specifying Advanced Properties for the Network Cloud

Advanced properties are available for the Network Cloud. Advanced properties give you additional control and
customization of the vNICs that are available to servers. With advanced properties, you can enable powerful features like
VLANS, or traffic shaping features like Network QOS. While these properties are not required for the basic configuration
of a vVNIC to carry traffic, they are useful for more complex deployments.

To specify advanced properties, follow this procedure:

Step 14 Click the Advanced Configuration button to display the advanced properties for the Network Cloud.

See Figure 5.
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Figure 5 New Network Cloud Dialog — Advanced Configuration

Step 15 From the QoS dropdown menu, if the vNICs in the Network Cloud will require QaS, select the Network
QoS profile that will be applied to the Network Cloud. The Network Cloud must already exist for it to
be a selectable object. If you do not see the Network QoS Profile you want to assign, verify that it
exists.
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Step 16 If the vNICs that connect to the Network Cloud will all be in the same VLAN, in the VLAN ID field,
enter the VLAN number.

Step 17 In the Trunk Mode checkbox, if the Network Cloud will be supporting trunk-mode VLANS, click the
checkbox.

Step 18 As an option, if you want the vNICs that connect to the Network Cloud to be private VNICs, click the
Private checkbox. Private vVNICs are used for Xsigo’s vNIC-to-vNIC switching to provide add isolation
for a set of VNICs, and also provide enhanced compatibility for existing and new methods of external
switching.

Step 19 From the Allocation Policy dropdown menu, select how the Network Cloud will be applied to the host
server when the cloud gets deployed. Select:

< Round Robin, which is a systematic way for ports to be assigned. With round robin allocation, you
specify multiple ports in a list of available ports for a Network Cloud. When the list is constructed,
you then assign an Ethernet port as the next available port. When you assign the next available port,
it gets a rank that is different than any other port in the available ports list. The port you assign is
the next port to be assigned, and after that, any additional vNICs that are connected to the Network
Cloud will receive an Ethernet port based on its rank. For example, assume you create a Network
Cloud with Ethernet port 2/1 as the port used to create the cloud. Then, assume you add ports 2/2,
4/1, and 5/1 to the available ports list, and set port 4/1 as the next available port. When new vNICs
are connected to the Network Cloud, the first vNIC is connected to port 4/1. After that, additional
VvNICs are assigned to whichever port has the next lowest rank.

Step 20 When the correct properties have been assigned for the Network Cloud, click Submit to create the
Network Cloud.

Step 21 Check the 1/0O Template Editor to verify that the Network Cloud was added correctly.

Adding Storage Clouds to the Template

Step 22 Click the Add Storage Cloud button to display the New Storage Cloud dialog. Figure 6 shows this
dialog. For this procedure, only one Storage Cloud is being assigned, but you can assign multiple
Storage Clouds to the same 1/0 Template.
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Figure 6 Add a New Storage Cloud Dialog

Step 23 In the Name field, enter a name for the Storage Cloud that you are creating.
Step 24 As an option, in the Description field, enter a description for the Storage Cloud that you are creating.

Step 25 From the FC Ports table, select the port(s) that will be used in this Storage Cloud. Ports are selected
when they are highlighted. Multiple ports can be assigned to the same Storage Cloud, and multiple
Storage Clouds can be assigned to the same port(s).

If you are creating a Storage Cloud that will be terminating an HA vHBA, you must have at least
Note two separate Fibre Channel ports in the Storage Cloud. You can use standard key combinations
(for example, CTRL + click) to select multiple ports. For more information about creating an 1/0
Template for an HA vHBA, see Creating an HA vHBA Template.

Step 26 As an option, if two Fabric Directors will be deployed as a high availability pair, you can set the HA
designation for each Fabric Director by using the HA Designation check box. The HA designation
determines the first and second Fabric Director to which any HA objects in Fabric Manager will
connect. The primary Fabric Director is where the primary HA object connects first, and the secondary
Fabric Director is where the secondary HA object connects second. For additional information, see
Setting the Fabric Director HA Designation for a Network Cloud.
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At this point, you can create a basic Storage Cloud, or you can specify advanced configuration parameters
for the Network Cloud.

« To create the basic cloud, proceed to Step 27.

» To specify advanced parameters for the Storage Cloud, proceed to Specifying Advanced Properties
for the Storage Cloud.

Step 27 To complete the configuration of a basic Storage Cloud, click Submit.
Specifying Advanced Properties for the Storage Cloud

Advanced properties are available for the Storage Cloud. Advanced properties give you additional control and
customization of the vVHBAS that are available to servers. With advanced properties, you can enable traffic shaping
features like SAN QOS. While these properties are not required for the basic configuration of a vNIC to carry traffic, they
are useful for more complex deployments.

To specify advanced properties for a Storage Cloud, follow this procedure:

Step 28 Click the Advanced Configuration button to display the advanced properties for the Storage Cloud. See

Figure 7.
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Figure 7 New Storage Cloud Dialog — Advanced Configuration

Step 29 From the QoS dropdown menu, if the vHBAS in the Storage Cloud will require QoS, select the SAN
QoS profile that will be applied to the Storage Cloud (if any).
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Step 30 From the Allocation Policy dropdown menu, select how the Network Cloud will be applied to the host
server when the cloud gets deployed. Select:

* Round Robin, which is a systematic way for ports to be assigned. With round robin allocation, you
specify multiple ports in a list of available ports for a Storage Cloud. When the list is constructed,
you then assign a port as the next available port. When you assign the next available port, it gets a
rank that is different than any other port in the available ports list. The port you assign is the next
port to be assigned, and after that, any additional vHBAs that are connected to the Storage Cloud
will receive a fibre channel port based on its rank. For example, assume you create a Storage Cloud
with fibre channel port 2/1 as the port used to create the cloud. Then, assume you add ports 2/2,
4/1, and 5/1 to the available ports list, and set port 4/1 as the next available port. When new vHBAS
are connected to the Storage Cloud, the first vVHBA is connected to port 4/1. After that, additional
VHBAS are assigned to whichever port has the next lowest rank.

Step 31 When the correct properties have been assigned for the Storage Cloud, click Submit to create the
Storage Cloud. When you click Submit, a dialog is briefly displayed that informs you that Fabric
Manager client and server are exchanging data.

Step 32 Check the I/0O Template Editor to verify that the Storage Cloud was added correctly.

Adding VNICs to the I/O Template

Continue the main workflow for creating an I/0O Template by adding one or more vNICs to the 1/0 Template:

Step 33 Click the Add vNIC button to add an instance of a vNIC to the 1/O Template Editor, as shown in
Figure 8. This procedure only adds one, but you can add as many vNICs to the 1/O Template as needed.

Oracle Xsigo Fabric Manager Fabric Manager User Guide



Chapter 9: Working with I/O Templates

1/0 T oanplhste | Ao

= f &
Harzee: techpubsd Dl Gatewaary:  nona =
Desenipion; IS Hoot nana -
Profie
SAN Doot Profe:  nons L
s o o o 4 T . SR AL

a
e
e
e
e
e
o

R

Figure 8 1/0 Template Editor — Adding a vNIC to the Pending Template

Step 34 When the vNIC is added to the 1/0 Template Editor’s work space, click and drag a connection from the
VNIC to the correct Network Cloud, as shown in Figure 9.

This step creates a vNIC with default parameters and terminates it on a Network Cloud. You will want to
edit the vNIC parameters.

This step does not provide the virtual 1/O connection to the host server. It simply creates a vVNIC
Note and terminates it on a port in the Network Cloud. The vNIC will not be pushed to the host server
until the 1/0 Template is saved, and after that an 1/O Profile is created from the 1/0 Template, and
then that 1/0 Profile is connected to a server.
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Figure 9 1/0 Template Editor — Connecting a vNIC to a Network Cloud

Step 35 When the vNIC is connected to the Network Cloud, double click the vNIC icon in the work space to
display the Edit vNIC Resource dialog and set or change vNIC properties as needed. Figure 10 shows
the Edit vNIC Resource dialog.
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Figure 10 Edit vNIC Resource

Step 36 In the Name field, set or change the vNIC name.
Step 37 As an option, in the Description field, enter an alphanumeric string that describes the vNIC.

Step 38 As needed, from the Network Cloud dropdown menu, select the Network Cloud to which the vNIC will
belong.

Because you have already connected the vNIC to the Network Cloud by clicking and dragging a
connection from the vNIC icon to the cloud icon, you should not need to do this step. However,

Note
you can use the Network Cloud dropdown menu to change the vNIC’s termination to a different
cloud if needed.

Step 39 If the vNIC will be one of an HA vNIC pair, click the HA Configuration checkbox. This checkbox
toggles, so clicking multiple times alternatively sets and unsets the HA configuration flag for the vNIC.

%/ In this example, the HA Configuration checkbox is empty because the vNIC you are creating is not
an HA vNIC. For information about configuring an 1/0O Template for an HA vNIC, see Creating an

HA vNIC Template.

Note

Step 40 If the vNIC will be one of an HA vNIC pair, click the Auto Switchover checkbox if you want the
secondary VNIC to give traffic back to the primary vNICs when the primary comes back online.

At this point you have completed configuring the basic vNIC properties. However, you can configure
additional properties if needed by using the procedure in the following section. If you do not want to
configure advanced properties, proceed to Adding vHBAS to the I/0O Template.
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Configuring Advanced vNIC Properties

If you want to configure advanced features for the vNIC, display the Advanced Configuration options as shown in

Figure 11.

Ldit wNIL resource
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1P Type: DHCP Checksum Offload:
a Host Managed Community Hame:
Trunk Mode: Privabe
PAL Boot: iSCST Bowol:
User defined MAC MAC addn=a range:
HAddress;

Save Canual
Figure 11 Edit vNIC Resource — Advanced Configuration Options for a vNIC

Step 41 As needed, from the QoS Configuration dropdown menu, select the Network QoS Profile required for
the vNIC.

Step 42 If the vNIC will be required to participate in a VLAN, enter the VLAN number in the VLAN ID field.

Step 43 In the IP Type field, select whether the vNIC’s IP address will be assigned by the host server, or by
DHCP.

Step 44 If the vNIC will be supporting checksum offload, which allows the module to send checksumming tasks
to the 1/0 module instead of the port terminating the vNIC, click the Checksum Offload checkbox.

Step 45 If the vNIC needs to be part of a specific SNMP community, in the Community Names field, enter the
names of the SNMP communities.

Step 46 If the vNIC will be configured in a VLAN, click the Trunk Mode checkbox to determine whether the
VvNIC will be trunk or access. If the Trunk Mode checkbox contains a checkmark, the vNIC will operate
in trunk mode. If the Trunk Mode checkbox is empty, the vNIC will operate in access mode.

Step 47 If the vNIC needs to be accessible only by private vNICs (non-public vNICs), click the Private
checkbox.

Step 48 If the vNIC will be booting over an iSCSI vNIC attached to an iSCSI target that contains boot
information for the server where the vNIC is hosted, click the iSCSI Boot checkbox.

Step 49 If the vNIC will be booting over a PXE boot vNIC attached to a PXE boot server that contains boot
information for the server where the vNIC is hosted, click the PXE Boot checkbox.
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Step 50 User Defined MAC Address, for releasing the port’s MAC address from the Fabric Director’s MAC
address pool and allowing you to specify a particular MAC address for the port supporting the vNIC.
This option combines with the MAC Address Range to determine the appropriate MAC address.

Step 51 MAC Address Range, to specify the MAC address range for the port supporting the vNIC.
Step 52 When the vNIC properties are specified, click Save.

Adding VHBAs to the I/0O Template

Continue the main workflow for creating an I/0O Template by adding one or more vHBAS to the 1/0 Template:

Step 53 Click the Add vHBA button to add an instance of a VHBA to the I/O Template Editor. This procedure
only adds one, but you can add as many vHBAs to the 1/O Template as needed. Figure 12 shows adding
a single vHBA to the pending I/O Template.
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Figure 12 1/0O Template Editor — Adding a vHBA to the Pending Template
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Step 54 When the VHBA is added to the 1/O Template Editor’s work space, click and drag a connection from the
VHBA to the correct Storage Cloud, as shown in Figure 13.

This step creates a VHBA with default parameters and terminates it on a Storage Cloud. You will want to edit
the VHBA parameters.

%/ This step does not provide the virtual 1/0 connection to the host server. It simply creates a vHBA
Note and terminates it on a port in the Storage Cloud. The vHBA will not be pushed to the host server
until the I/0 Template is saved, and after that an 1/O Profile is created from the I/O Template, and
then that 1/0 Profile is connected to a server.
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Figure 13 1/0 Template Editor — Connecting a vHBA to a Storage Cloud

Step 55 When the vHBA is connected to the Storage Cloud, double click the vHBA icon in the work space to
display the Edit vHBA Properties dialog and set or change vHBA parameters as needed. Figure 14
shows the Edit vHBA Resource dialog.
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Edit vHBA resource

Name: vhba

Description:

Storage Cloud: techpubsi v
HA Configuration:

| Advanced Configuration

Save Cancel

Figure 14 Edit vHBA Resource

Step 56 In the Name field, set or change the vHBA name.
Step 57 As an option, in the Description field, enter an alphanumeric string that describes the VHBA.

Step 58 As needed, from the Storage Cloud dropdown menu, select the Storage Cloud to which the vHBA will
belong.

% Because you have already connected the VHBA to the Storage Cloud by clicking and dragging a
connection from the vHBA icon to the cloud icon, you should not need to do this step. However,
you can use the Storage Cloud dropdown menu to change the vHBA'’s termination to a different

cloud if needed.

Note

Step 59 If the vHBA will be part of an HA vHBA, click the HA Configuration checkbox.

At this point you have completed configuring the basic vHBA properties. However, you can configure
additional properties if needed by using the procedure in the following section. If you do not want to
configure advanced properties, proceed to Adding VHBAS to the I/O Template.

Configuring Advanced vHBA Properties

If you want to configure advanced features for the vHBA, display the Advanced Configuration options as shown in
Figure 15.
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Edit vHBA resource

Name: * vhba 3
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SAN Boot:
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Save Cancel

Figure 15 Edit vHBA Resource — Advanced Configuration Options for a vVHBA
Step 60 As needed, from the QoS Configuration dropdown menu, select the SAN QoS Profile required for the
vHBA. The SAN QoS Profile must already exist to be a selectable item in the dropdown menu.

Step 61 As needed, from the LUN Mask Profile dropdown menu, select the LUN Mask Profile required for the
vHBA. The LUN Mask Profile must already exist to be a selectable item in the dropdown menu.

Step 62 If the vHBA’s WWN ID must be assigned from a specific range of WWNSs, click the User Defined WWN
ID checkbox to have the Fabric Director bypass automatically assigning the vHBA’s WWN from the
Fabric Director’s pool if WWN IDs. Use this option if you, or a SAN device, will be assigning WWNSs.

Step 63 If the vHBA’s WWN ID must be assigned from a specific range of WWNs, enter the WWN range in the
WWN Range field. Enter the WWN range as a starting WWN ID, then either a dash ( - ) or colon
(1), then the ending WWN ID.

Step 64 If the vHBA will need to support SAN Booting the host server on which the vHBA is deployed, click
the SAN Boot checkbox.

Step 65 When the vVHBA properties are specified, click Save.

Saving the I/O Template

Complete the workflow of configuring an I/O Template by following these steps:

Step 66 Check the work area to make sure that all vNICs, vHBAs, Network Clouds, and Storage Clouds are in
the 1/0O Template, and have been connected appropriately.

« If vNICs and VHBAS need to be deleted, you can click to select them, then click Delete to remove
them from the 1/0 Template before saving the I/0 Template.
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« If vNICs and VHBASs are not connected, you can either double click the vNIC or vHBA and set the
Network and Storage Cloud as needed, or you can click and drag to draw a line between the virtual
resource and the 1/0 Clouds.

Step 67 When the I/O Template contains the proper virtual connections, click the Save icon to complete creating
the 1/0O Template and display the 1/0 Template Summary as shown in Figure 16.
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Figure 16 1/0 Template Editor — Completed /O Template

%/ At this point, the I/0 Template is created, but not yet deployed. You will need to create an 1/0
Profile from the 1/0 Template, and connect that I/O Profile to a physical server in order to push the
VNICs and vHBAs in the I/O Template to the server.

Note
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Creating an HA vNIC Template

HA vNICs allow for redundancy and fault tolerance for network-connected hosts. With each HA vNIC, a pair of vNICs is
created and assigned to two ports in the cloud, or two separate Fabric Directors.

When you create an HA vNIC, the OS where the vNIC is deployed determines how the vNIC operates:

For Linux and Windows, the HA vNIC is a pair of vNICs in which one is the primary (which is the online,
active vNIC) and a secondary vNIC (which is the online standby). The primary vNIC in the HA pair carries
traffic to and from the host server. The secondary vVNIC does not carry traffic unless the primary encounters
an error that downs the vNIC, and after a very brief failover period, the secondary takes over and the traffic
resumes on the secondary vNIC. As an option, you can set the secondary to failback, which allows the
secondary to return the traffic to the primary vNIC when the primary comes back online.

For ESX, the HA vNIC is simply two separate vNICs. There is no Primary or Secondary vNIC. Instead the
ESX OS settings on the host determine how the HA vNIC is used. Typically, on an ESX Server, VMware’s
native NIC Teaming is used to provide the high availability mechanism, and the Xsigo vVNICs are just two
VNICs that provide the connectivity.

HA vNICs can be terminated on different physical hardware depending on the level of fault tolerance you require:

to avoid a single point of failure at the module level, terminate the primary and secondary vNICs on different
modules in the same chassis.

to avoid a single point of failure at the chassis level, terminate the primary and secondary vVNICs on different
Fabric Directors (if you have a multi-chassis configuration).

When you are configuring an HA vNIC pair through Fabric Manager, two VNICs are added in the 1/0 Template to
represent the primary and secondary vNICs in the HA pair. When the HA vNIC pair is assigned to a Network Cloud, the
termination ports are assigned to the primary and secondary vNIC based on which ports were configured in the Network

Cloud.

To create an HA vNIC Template, follow this procedure:

Step 1 Display the I/O Template Summary by selecting Server Resource Manager->1/0 Templates. Figure 17

shows the I/O Template Summary.
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Figure 17 1/0 Template Summary
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Step 2 Click the plus sign to display the I/0 Template Editor. Figure 18 shows the 1/0O Template Editor.
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Figure 18 1/0 Template Editor

Step 3 In the Name field, enter the name for the 1/0 Template that you are creating.

Step 4 As an option, from the Default Gateway dropdown menu, select a default gateway to assign to the vNIC
I/0 Template.

Step 5 As an option, you can enter a description in the Description field.

Step 6 As an option, if the host for the I/0 Template will be iSCSI Booting, from the iSCSI Boot Profile
dropdown menu, select an iSCSI Boot Profile.

Step 7 As an option, if the host for the 1/0 Template will SAN Booting, from the SAN Boot Profile dropdown
menu, select a SAN Boot Profile.

Step 8 If a Network Cloud is not already created, create one now by clicking the Add a Network Cloud button.
For more information, see Step 8 through Step 21.

For an HA vNIC, the Network Cloud you create must have at least 2 separate ports to terminate the
Note HA vNIC that you will be creating.

Step 9 Click the Add an HA vNIC button to add an instance of an HA vNIC to the I/0 Template. See
Figure 19.
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Figure 19 Adding an HA vNIC to the I/O Template Editor

Step 10 When the HA vNIC is added to the I/O Template Editor’s work space, click and drag a connection from
the HA vNIC to the correct Network Cloud, as shown in Figure 20. When the line is completely drawn,
the HA vNIC has been terminated on Ethernet ports in the Network Cloud.

This step creates an HA vNIC with default parameters and terminates it on a Network Cloud. You will want
to edit the HA vNIC parameters.

%/ This step does not provide the virtual 1/0 connection to the host server. It simply creates two
Note VNICs and terminates them on a two Ethernet ports in the same Network Cloud. The HA vNIC
will not be pushed to the host server until the I/O Template is saved, and after that an 1/0O Profile is
created from the 1/0 Template, and then that 1/0 Profile is connected to a server.
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Figure 20 I/0 Template Editor — Connecting HA vNICs to I/0 Clouds

Step 11 When the HA vNIC is connected to the Network Cloud, double click the HA vNIC to display the Edit
VNIC Resource dialog for the HA vNIC that you are adding. Figure 21 shows this dialog.
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Figure 21 Edit vNIC Resource — HA vNIC
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% Notice the HA Configuration checkbox is filled, which indicates that the vNIC you are configuring
Note isan HA vNIC.

Step 12 Edit the HA vNIC parameters as needed. For information, see steps Step 36 through Step 39.

Step 13 As an option, you can configure additional options for the HA vNIC by clicking the Advanced
Configuration checkbox. Figure 22 shows the advanced configuration options.

Edit vHIC resource ¥
Name: vhnicl
Description:
Network Cloud: techpubsl M
HA Configuration: ¥ Auto Switchover:

| Advanced Configuration
QoS Configuration: Select a QoS Profil{ ¥ VLAN ID: 1

IP Type: DHCP Checksum Offload:

@ Host Managed
Trunk Mode:
PXE Boot:

User defined MAC

Community Name:
Private:
iSCSI Boot:

MAC address range:

Address:

Save Cancel
Figure 22 Edit vNIC Resource — Additional Configuration Options for HA vNIC

Step 14 As needed, from the QoS Configuration dropdown menu, select the Network QoS Profile required for
the vNIC.

Step 15 If the vNIC will be required to participate in a VLAN, enter the VLAN number in the VLAN ID field.

Step 16 In the IP Type field, select whether the vNIC’s IP address will be assigned by the host server, or by
DHCP.

Step 17 If the vNIC will be supporting checksum offload, which allows the module to send checksumming tasks
to the 1/0 module instead of the port terminating the vNIC, click the Checksum Offload checkbox.

Step 18 If the vNIC needs to be part of a specific SNMP community, in the Community Names field, enter the
names of the SNMP communities.
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Step 19 If the vNIC will be configured in a VLAN, click the Trunk Mode checkbox to determine whether the
VvNIC will be trunk or access. If the Trunk Mode checkbox contains a checkmark, the vNIC will operate
in trunk mode. If the Trunk Mode checkbox is empty, the vNIC will operate in access mode.

Step 20 If the vNIC needs to be accessible only by private vNICs (non-public vNICs), click the Private
checkbox.

Step 21 If the vNIC will be booting over an iSCSI vNIC attached to an iSCSI target that contains boot
information for the server where the vNIC is hosted, click the iSCSI Boot checkbox.

Step 22 If the vNIC will be booting over a PXE boot vNIC attached to a PXE boot server that contains boot
information for the server where the vNIC is hosted, click the PXE Boot checkbox.

Step 23 To allow you to specify a particular MAC address for the port supporting the vNIC (instead of allowing
the Fabric Director to assign the MAC addresses for vNIC)s, click the User Defined MAC Address
checkbox. This option combines with the MAC Address Range to determine the appropriate MAC
address.

Step 24 If you are assigning MAC addresses for ports supporting the vNICs, in the MAC Address Range, specify
the MAC address range for the port supporting the vNIC.

Step 25 When the appropriate parameters have been set for the HA vNIC, click Save.
Step 26 On the 1/0 Template Editor toolbar, click Save to save the HA vNIC I/O Template.

& All changes will be lost if you do not save the HA vNIC I/O Template.

Caution

Creating an HA vHBA Template

HA vHBAs provide some redundancy for hosts connected to a Fibre Channel SAN. With HA vHBAS, you create a pair of
VHBAS on two separate ports from the same Storage Cloud, or two separate Fabric Directors.

e When configuring HA vHBAs, there is no implied primary or secondary vHBA. HA vHBAS do not have a
failover mechanism like common applications of HA vNICs. Instead, the two vVHBAs allow for a second
logical path from the host to the storage target. How the data path is managed for reads and writes must still
be configured through either the FC switch or the host (for example, through MPIO on a Linux host).

* HA vHBAs are not inherently multipathing. HA vHBAs simply create two instances of separate vVHBAS on
different Fibre Channel ports.

The vHBAs functionality differs depending on the OS of the server where the vHBA is deployed. However, HA vHBAs
are typically used to provide two HBAS to the same host to support the connectivity for host-side multipathing.

HA vHBAs can be terminated on different physical hardware depending on the level of fault tolerance you require:

* to avoid a single point of failure at the module level, terminate the primary and secondary vHBAS on
different modules in the same chassis.

» to avoid a single point of failure at the chassis level, terminate the primary and secondary vHBAS on
different Fabric Directors (if you have a multi-chassis configuration).

When you are configuring an HA vHBA pair through Fabric Manager, two vHBAs are added in the I/0 Template to
represent the HA pair. When the HA vHBA pair is associated to a Storage Cloud, the two termination ports are assigned
randomly to support the HA vHBA pair.
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To create an HA vHBA Template, follow this procedure:

Step 1 Display the I/O Template Summary by selecting Server Resource Manager->1/0 Templates. Figure 23
shows the 1/O Template Summary.
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Figure 23 1/0 Template Summary

Step 2 Click the plus sign to display the I/O Template Editor. Figure 24 shows the 1/0 Template Editor.
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Figure 24 /0 Template Editor — Creating an I/0 Template

Step 3 In the Name field, enter the name for the I/O Template that you are creating.

Step 4 As an option, from the Default Gateway dropdown menu, select a default gateway to assign to the 1/0
Template.
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Step 5 As an option, if the host for the I/0 Template will be iSCSI Booting, from the iSCSI Boot Profile
dropdown menu, select an iSCSI Boot Profile.

Step 6 As an option, if the host for the 1/0O Template will SAN Booting, from the SAN Boot Profile dropdown
menu, select a SAN Boot Profile.

Step 7 As an option, you can enter a description in the Description field.

Step 8 If a Storage Cloud is not already created, add one now by clicking the Add a Storage Cloud button on
the toolbar. For more information, see Step 22 through Step 32.

Step 9 When the Storage Cloud is added to the 1/O Template’s work area, click the Add an HA vHBA button to
add an instance of an HA vHBA to the 1/O Template. See Figure 25.
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Figure 25 Adding an HA vHBA to the I/O Template Editor

Step 10 When the HA vHBA is added to the I/O Template Editor’s work space, click and drag a connection from
the HA vHBA icon to the correct Storage Cloud, as shown in Figure 26. When the line is completely
drawn, HA vHBA has been terminated on Fibre Channel ports in the Storage Cloud.

This step creates an HA vHBA with default parameters and terminates it on a Storage Cloud. You will want
to edit the HA vHBA parameters.
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%/ This step does not provide the virtual 1/0 connection to the host server. It simply creates two
Note VHBAs and terminates them on two ports in the same Storage Cloud. The HA vHBA will not be
pushed to the host server until the I/O Template is saved, and after that, an 1/0 Profile is created
from the 1/0 Template, and then that I/O Profile is connected to a server.

10 1 emplate ldane
= g &
lame echgubsd Belault Satwway: o -
Dy i SCST Bl rana -
Profibe:
SAN Bool Profles  nons *

oET oND oND) oM W0 ¥ T . ¢@8 oM +8

Figure 26 /O Template Editor — Connecting HA vHBAs to I/O Clouds

Step 11 When the HA vHBA is connected to the Storage Cloud, double click the HA vHBA icon in the work
space to display the Edit vHBA Properties dialog and set or change HA vHBA parameters as needed.
Figure 27 shows the Edit vHBA Resource dialog.
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Edit vHBA resource

Name: vhbal
Description:
Storage Cloud: techpubsil hd

HA Configuration: [V
| Advanced Configuration

Save Cancel

Figure 27 Edit vHBA Resource

Step 12 In the Name field, set or change the HA vHBA name.
Step 13 As an option, in the Description field, enter an alphanumeric string that describes the HA vHBA.

Step 14 As needed, from the Storage Cloud dropdown menu, select the Storage Cloud to which the HA vHBA
will belong.

% Because you have already connected the HA vHBA to the Storage Cloud by clicking and dragging
a connection from the HA vHBA icon to the cloud icon, you should not need to do this step.
However, you can use the Storage Cloud dropdown menu to change the HA vHBA''s termination to

a different cloud if needed.

Note

Step 15 If the vHBA will be part of an HA vHBA, click the HA Configuration checkbox.

Notice the HA Configuration checkbox is filled, which indicates that the vHBA you are
configuring is an HA vHBA.

Note

At this point you have completed configuring the basic vVHBA properties. However, you can configure
additional properties if needed by using the procedure in the following section.
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Configuring Advanced vHBA Properties

If you want to configure advanced features for the HA vHBAS, display the Advanced Configuration options as shown in

Figure 28.
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Figure 28 Edit vVHBA Resource — Advanced Configuration Options for a vHBA

As needed, from the QoS Configuration dropdown menu, select the SAN QoS Profile required for the
HA vHBA.

As needed, from the LUN Mask Profile dropdown menu, select the LUN Mask Profile required for the
HA vHBA. The LUN Mask Profile must already exist to be a selectable item in the dropdown menu.

If the HA vHBA’'s WWN ID must be assigned from a specific range of WWNSs, click the User Defined
WWN ID checkbox to have the Fabric Director bypass automatically assigning the HA vHBA’s WWN

from the Oracle Xsigo Fabric Director’s pool if WWN IDs. Use this option if you, or a SAN device, will
be assigning WWNE.

If the HA vHBA’'s WWN ID must be assigned from a specific range of WWNSs, enter the WWN range
in the WWN Range field. Enter the WWN range as a starting WWN ID, then either a dash ( - ) or colon
(:), then the ending WWN ID.

If the HA vHBA will need to support SAN Booting the host server on which the vHBA is deployed,
click the SAN Boot checkbox.

When the HA vHBA properties are specified, click Save.
On the 1/0 Template Editor toolbar, click Save to save the HA vHBA configuration.

All changes will be lost if you do not save the HA vHBA 1/0O Template.
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Displaying All I/O Templates

When /O Templates are configured, they are listed in the 1/0 Template Summary, which is a listing of all I/0 Templates
regardless of whether they are deployed to a host server or not. Through the I/O Templates Summary you can create and
delete 1/0 Templates, and edit existing 1/0 Templates to set or change properties.

Figure 29 shows the I/0O Template Summary.
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Figure 29 1/0 Template Summary

Table 1 shows the fields in the I/O Template Summary and explains what each field means.

Table 1 Contents of the I/O Template Summary

Field Indicates

Name The name of each configured Storage Cloud.

iSCSI Boot Profile The name of the iSCSI Boot Profile (if any) assigned to the 1/0O Template Profile.
SAN Boot Profile The name of the SAN Boot Profile (if any) assigned to the 1/0 Template Profile.
Status The operational status of the 1/0 Template displayed as an icon:

< agreen checkmark indicates that the I1/O Template is up and available.

< an empty field indicates that the I/0 Template is not finished, or is in an
indeterminate state.

e ared “X” indicates that the I/O Template is not up or is not available for
deployment.

VNICs The total number of vNICs configured in each 1/O Template.
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Table 1 (continued) Contents of the I/O Template Summary

Field Indicates

VHBAS The total number of vHBASs configured in each 1/0 Template.

Default Gateway The IP address of the default gateway configured in the I/0 Template.
Description The description string (if any) that was applied to the I/O Template. If this field is

blank, either no description string was specified when the I/0 Template was
created, or the I/0O Template was originally created with a description string, but the
1/0 Template was later edited and the description string was removed.

Renaming an I/O Template

Oracle’s Xsigo Fabric Manager supports renaming an 1/0 Template, which enables you to change the name without
having to completely delete and recreate the entire virtual 1/0 configuration. When the 1/0O Template is renamed, all other
properties for it are retained, including the vNIC and vHBA configuration. As an option, you can also set or change the
description for the 1/0 Template.

You can rename an 1/0O Template through the I/O Template Details frame. To rename an I/O Template, follow this
procedure:

Step 1 On the Navigation Frame, select I/0O Templates. Figure 30 shows the I/O Template Summary.
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Figure 30 I/0 Template Summary

Step 2 Select an 1/O Template to populate the details frame with its properties.

Step 3 Click the Edit button to edit the properties of the selected I/0 Template, as shown in Figure 31.
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Figure 31 I/0 Template Details — Editing to Rename I/O Template
Step 4 In the Name field, enter the new name for the 1/O Template.

Step 5 As an option, you also can set or change the description for the selected I/0 Template.

Step 6 When the new name has been specified for the I/0 Template, click Submit.
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Editing an I/0O Template

When an I/O Template exists, you can edit it to set or change features for the 1/O Template and its building blocks. For
example, if you find a host server is not getting enough bandwidth, you can edit the I/0O Template to change the Network
QoS properties in the Network Cloud in the 1/0 Template. You can also edit an 1/O Template to add or delete vNICs or
VHBAS, or set a specific boot policy for the host (for example, set up the I/O Template for SAN Booting).

%/ Although the procedures documented in this section are valid, an easier way to edit an I/O Template is to use
Note the 1/0 Template Editor, which provides a more graphical approach to modifying vNICs, vHBAs, and 1/O
Templates.

Editing an 1/0 Template occurs through the I/0O Template Editor, which supports the following functionality:

e Changing 1/0 Template General Properties
* Adding or Deleting a Template’s vNICs
* Adding or Deleting a Template’s vHBA

Changing /O Template General Properties

Through the 1/0 Template Details frame, you can display the general properties of an individual I/0 Template. The
general properties appear on the General tab.

Figure 32 shows the General tab of an 1/0O Template.
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Figure 32 /0 Template Details Frame — General Tab

The General tab also contains an Edit button that allows you to set or change parameters as needed. For example, through
the General tab you could add or change a server boot profile.

Figure 33 shows the General tab of an I/0 Template.
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Figure 33 Editable General Tab

To edit the general properties for an 1/0O Template, follow this procedures:
Step 1 Display the I/O Templates Summary (Server Resource Manager->1/0 Templates).
Step 2 On the I/0 Template Summary, select an I/0O Template to display it in the details frame.
Step 3 Click the General tab, then click the Edit button to unlock the editable fields on the General tab.
Step 4 Make the necessary modifications.

Step 5 When the properties are configured correctly, click Submit.

Adding or Deleting a Template’s VNICs

Through the 1/0 Template Details frame, you can display the vNICs tab, which is a list of the vNICs that are assigned to an
I/0 Template.

Figure 34 shows the vNICs tab of an 1/0O Template.
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Figure 34 1/0 Template Details Frame — vNICs Tab

The individual vNICs on this tab are also links to VNIC properties, which you can use to edit properties of the vNICs in
the 1/0 Template. The general properties appear on the General tab. Clicking the vNIC name displays the vNIC properties
for that specific vNIC.

Figure 35 shows the VNIC properties.
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Figure 35 vNICs Details Frame

To edit the vNIC properties for an 1/0 Template’s VNIC, follow this procedure:
Step 1 Display the I/O Templates Summary (Server Resource Manager->1/0O Templates).
Step 2 On the I/O Template Summary, select an I/0O Template to display it in the details frame.
Step 3  Click the vNICs tab.
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Step 4 On the vNICs tab, click a vNIC name to display the vNIC Details frame, then click the Edit button to
unlock the editable fields as shown in Figure 36.
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Figure 36 Editable vNICs Details Frame

Step 5 Make the required modifications.

Step 6 When the properties are configured correctly, click Submit.

Fabric Manager User Guide Oracle Xsigo Fabric Manager



Editing an I/O Template

Adding or Deleting a Template’s vVHBA

Through the 1/O Template Details frame, you can display the vHBAs tab, which is a list of the vHBASs that are assigned to
an /0 Template.

Figure 37 shows the vHBAs tab of an I/O Template.
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Figure 37 /0O Template Details Frame — vHBAs Tab

The individual vHBAS on this tab are also links to vVHBA properties, which you can use to edit to the general properties
appear on the General tab. Clicking the vHBA name displays the vVHBA properties for that specific vHBA.

Figure 38 shows the vHBA properties.
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Figure 38 VHBA Details Frame
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To edit the vHBA properties for an 1/0 Template’s vHBAS, follow this procedure:
Step 1 Display the I/O Templates Summary (Server Resource Manager->1/0 Templates).
Step 2 On the I/0 Template Summary, select an I/0O Template to display it in the details frame.
Step 3  Click the vHBAs tab.

Step 4 On the vHBASs tab, click a vHBA name to display the vHBA Details frame, then click the Edit button to
unlock the editable fields on the vHBAs tab as shown in Figure 39.
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Figure 39 Editable vHBA Details Frame

Step 5 Make the required modifications.

Step 6 When the properties are configured correctly, click Submit.

Deleting an I/O Template

Anytime an I/O Template is configured, it can be deleted from the I/O Template Summary. When you delete the 1/0
Template, it is no longer available to any servers that use it. Any servers that are running with vNICs and vHBAs provided
through the 1/0 Template will continue to run with the vNICs and vHBAs. But the next time the 1/O Template is used, the
server will no longer be connected to the network and storage attached to the vNIC(s) and vHBA(s) that were in the
deleted 1/0 Template.

To delete an 1/0O Template, follow this procedure:
Step 1 Display the I/O Template Summary.

Step 2 Select the 1/O Template(s) that you want to delete, then click the garbage can icon as shown in
Figure 40.
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Figure 40 1/0 Template Summary

Step 3 When you click the garbage can icon, a dialog is displayed that confirms that you actually want to delete
the selected 1/0O Template.

Step 4  On the confirmation dialog, click Yes to confirm the deletion. Or, you can click No to abort the deletion
and leave the I/0O Template configured.

Assigning Allowed VLANSs to an I/O Template

With the Allowed VLANSs feature, you can specify a list of VLANS that are allowed to pass over any trunk vNICs.
(Access mode VNICs cannot receive the Allowed VLANS setting.) The Network Cloud has a set of ranges of VLAN IDs
that are allowed, and only traffic that is in the specified VLAN range is allowed to pass over trunk vNICs connected to the
Network Cloud. By default, this option is set to allow all VLANSs (1-4095) on the Network Cloud. Allowed VLANSs are
configured per network, so the server will receive the associated VLAN traffic when one or more vNICs terminated in a
Network Cloud are deployed to any number of servers.

This feature is also configurable at the Network Cloud level so that all vNICs that connect to the Network
Note Cloud receive the same range of allowed VLANSs. For information, see Working with Network Clouds.

As an alternative, you can also assign Allowed VLANS to individual vNICs deployed to a Physical Server.
To do so, click the vNICs tab on the Physical Server Details frame, then click the vNIC name, then click the
plus sign (+) on the VLAN Ranges tab.

Configuring Allowed VLANSs in an I/0O Template

By specifying the Allowed VLANSs at the 1/O Template level, you gain some flexibility in which vNICs have Allowed
VLANSs. When the I/0O Template is deployed to a server, only the vNICs that are pushed to that server get the configured
Allowed VLANS. By contrast, if you assign the Allowed VLANS feature at the Network Cloud level, all vNICs connected
to the cloud have the same Allowed VLANS.

By using an I/O Template, you can set the allowed VLANS feature on specific vVNICs in an I/O Template, regardless of
which Network Cloud the I/O Template is using.
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To configure allowed VLANS for an I/O Template, you first create the I/0O Template, then edit it to apply the VLAN
ranges. Follow this procedure:

Step 1 Create the 1/O Template as documented in Creating an 1/0 Template.

Step 2  When the I/O Template is created, select Server Resource Manger->1/0O Templates to display the 1/0
Template Summary.

Step 3  On the I/0 Template Summary, click the name of the I/0O Template where you want to set the allowed
VLANS. This step populates the 1/0 Template details frame.

Step 4 In the I/0 Template Details frame, click the vNICs tab to display the vNICs associated with the 1/0
Template, as shown in Figure 41.
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Figure 41 /0 Template Details — vNICs Tab

Step 5 Click the name of the vNIC for which you want to configure the Allowed VLANSs. This step displays the
VLAN Ranges tab for the selected vNIC. Figure 42 shows the VLAN Ranges tab.
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Figure 42 1/0 Template Details — vNIC VLAN Ranges

Step 6 On the VLAN Ranges tab, click the plus sign ( + ) to display the New VLAN Range dialog as shown in
Figure 43.
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Figure 43 Allowed VLANs — Specify VLAN Range

Step 7 In the Starting field, enter the first VLAN ID that you want carried on the trunk VLAN.

« If you want only one VLAN on the trunk vNIC, set the same VLAN ID for the starting and ending
fields. For example, to have only VLAN ID 256 carried on the vNIC, set 256 as the starting value
and ending value.

« If you want multiple individual VLANS on the trunk vNIC, set the single VLAN ID (as documented
in the previous bullet), and do this one time for each of the VLAN IDs. For example, if you want
VLANS 256, 512, and 1024 carried on the trunk vNIC, you would need to create one range for each
VLAN.

« If you want multiple VLAN ranges on the trunk vNIC, set the appropriate VLAN ranges on the
same VNIC. You will need to complete this procedure multiple times.

Step 8 In the Ending field, enter the last VLAN ID that you want carried on the trunk VLAN.

Step 9  When the VLAN Range has been specified, click Submit to complete the configuration of the Allowed
VLAN Range.
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This chapter contains the following topics:
e Understanding 1/O Profiles
»  Creating an 1/O Profile
e Saving an I/O Profile as an I/O Template
»  Connecting an 1/O Profile to a Server
» Disconnecting an 1/O Profile from a Server
e Linking an I/O Profile to an I/0 Template
e Deleting an 1/O Profile
» Displaying 1/0 Profiles
» Displaying I/O Profile Details

Oracle Xsigo Fabric Manager Fabric Manager User Guide



Chapter 10: Working with I/O Profiles

Understanding I/O Profiles

1/0 Profiles provide a more simplified connection policy that specifies the number of vNICs, vHBAs, or both that are
required for a specific server.

1/0 Profiles are a software construction that act as a container for virtual 1/O resources. 1/0O Profiles hold all the virtual
1/0 information for a particular server under management by Oracle’s Xsigo Fabric Manager. The virtual 1/0
information in the 1/0O Profile is related to vNICs and HA vNICs, vHBAs and HA vHBASs, all server profiles for a
server, and all Oracle Xsigo Fabric Director objects on the Fabric Directors that connect to the server.

An 1/O Profile is derived from an 1/O Template. The 1/0 Template provides the basic scope and type of connections that
the server has, and the 1/O Template is used to create one or more 1/O Profiles for a server. However, it is the 1/0O Profile—
not the 1/0 Template—that is the object that actually gets connected to a server. When the 1/O Profile is connected to the
server, the vNICs and vHBAs in the 1/0 Template are pushed to the server.

Because 1/0 Profiles are created from 1/O Templates, the workflow for deploying vNICs and vHBAS on a server has
changed if you are deploying connectivity through 1/0 Templates. The new workflow is:

1. Create an I/O Template
2. Create one or more 1/O Profiles from the I/0O Template
3. Connect an /O Profile to a server to deploy the vNICs or vHBAS to the server

1/0 Profiles are also used when you create VNICs and VHBAS directly on a physical server (without an 1/0 Template)
through Physical Server details page. In this case, an 1/0 Profile is created automatically and assigned the name of the
server so that the server, 1/O Profile, and all Server Profiles for the server are intuitively and consistently named.

For ease-of use, you can create an 1/0O Profile without actually connecting it, which enables you to pre-provision an 1/0
Profile then deploy it when it is needed. For example, if you will be deploying a new server in your datacenter, you can
create the 1/0 Profile before the server is actually built up if you know its connection needs.

Displaying I/O Profiles

1/0 Profiles are displayed in the 1/0 Profiles Summary, which shows a list of all the 1/0 Profiles created in Fabric
Manager. 1/O Profiles are listed in the 1/0 Profile Summary regardless of whether or not they are connected to servers.
Through the 1/O Profile you can see which 1/0 Profile is connected to which server, as well as other information about
connectivity and boot options supported through the 1/0 Profile.

Figure 1 shows the I/O Profile Summary.
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Add a New /O Profile
Save I/0 Profile as a Template
Connect an 1/O Profile to a Physical Server
Disconnect an I/0 Profile to a Physical Server
Link the I/0 Profile to an I/0 Template
Delete an 1/0 Profile
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Figure 1 1/0 Profiles Summary

Table 1 shows the contents of the 1/0 Profile Summary and explains what each field means.

Table 1 Contents of the /O Profile Summary

Field Means
Name The name of each configured I/O Profile.
Server Name The name of the server on which the 1/O Profile is deployed. If no server name is

displayed, the 1/0O Profile is not connected to any server.

Template Name The name of the 1/0 Template (if any) that is linked to the 1/O Profile. It is possible to
create an 1/O Profile and connect it to a server without creating an I/O Template. If no
I/0 Template name is present, then the 1/O Profile is not linked to an I/O Template.

Busy Indicates the state of the I/O Profile as either in the process of binding to the server or
disconnecting from the server.
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Table 1 (continued) Contents of the I/O Profile Summary

Field Means

State Indicates the current state of the listed 1/O Profiles. Valid states are:
¢ Up, when the 1/0O Profile is successfully connected to a server.
*  Connected, when the 1/O Profile is connected to a server.

* Disconnected, when the 1/O Profile is not connected to a server. This state is
the default state of an 1/O Profile after it has been created.

e Partial, when the 1/O Profile is not completely connected to a server. This state
requires your attention because it usually means that an error has occurred.

VNICs The number of vNICs that are controlled by the 1/O Profile.

VHBAS The number of vHBAs that are controlled by the 1/0 Profile.

Boot Profile The name of the Boot Profile(s) that are controlled by the 1/O Profile.
Default Gateway The default gateway that is controlled by the 1/O Profile.

Creating an I/O Profile

When you create an 1/0 Profile, you are specifying the individual vNIC and vHBA connections for each servers. The 1/0
Profile is the policy that contains the vNICs and vHBASs, and it is the object that can be connected to, or disconnected
from, a server to deploy or remove the network and storage connectivity for the server.

I/0 Profiles are created from I/O Templates, in any number from 1 to 20. For example, after you have created an 1/0
Template, if 6 servers need the same connectivity, you can use the 1/0 Template to create 6 different 1/0 Profiles. Each
1/0 Profile can then be connected to a server as needed. This method allows you granular control over which servers get
connectivity without requiring you to take the time to create 6 different sets of vNICs and vVHBAS. Instead, creation occurs
once through the I/0O Template, and control over which servers receive connectivity is accomplished on a server-by-server
basis.

When I/O Profiles are created from an 1/0O Template, they are displayed in the 1/0 Profile Summary. If multiple 1/0
Profiles are created from the same 1/0 Template, you give them a name and Fabric Manager adds an enumerated suffix in
the form of _X where X is a number. For example, if you created 6 1/0O Profiles for your security auditing servers with the
name “AuditServers”, then the I/O Profiles would be named “AuditServer_1" through “AuditServer_6”. Because of the
suffix, each of the 1/O Profiles is a unique object in Fabric Manager, and as a result, can be used and managed separate of
the other 5 1/O Profiles.

Creating an 1/0 Profile starts from the 1/0 Profile Summary, and requires that an I/0O Template has already been created
and saved. If you do not have an appropriate 1/0O Template created, create one now. See Working with 1/0 Templates.

To create an 1/O Profile, follow this procedure:

Step 1 Select Display the 1/O Profile Summary See Figure 2.
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Figure 2 /O Profile Summary

Step 2 Click the plus sign ( +) to display the New I/O Profile dialog as shown in Figure 3.

Hew I/0 Profile ¥
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Figure 3 New 1/O Profile Dialog

Step 3 From the Template Name dropdown menu, select the I/0O Template that you want to use to create 1/O
Profiles. If the 1/O Template you want to use is not listed, it has not been successfully created. You will
need to cancel out of this procedure and create an I/O Template before returning to this procedure.

Step 4 In the Number of 1/0 Profiles field, enter a number from 1 to 20 that specifies the number of 1/0 Profiles
that will be created from the selected I/0O Template. When more than one 1/O Profile is created, each I/
O Profile is created with a numerical suffix appended to the 1/O Profile name.

Step 5 In the 1/0O Profile Name field, enter a name for the I/O Profile that you want to created. If more than one
1/0 Profile will be created, the name you specify is a baseline to which a number is appended (for
example, PoSProcessing_1).
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Step 6 As an option, in the 1/O Profile Description field, you can enter an alphanumeric character string that
describes the 1/0 Profile(s) that you are creating.

%/ At this point, you have completed the basic configuration of an 1/0O Profile. However, you can specify which
Note Fabric Directors are connecting the 1/0 Profiles by using options in the Advanced Configuration section.
See Connecting Specific 1/0 Profiles to Specific Fabric Directors.

Step 7 Click Submit to create the 1/0 Profile(s) from the selected 1/0 Template.

Connecting Specific I/0 Profiles to Specific Fabric Directors

As part of configuring an 1/0 Profile, you can select the individual Fabric Directors that are connecting the 1/0 Profile to
a server. For example, assume you have a dual-Fabric Director environment, but you want only one of the Fabric
Directors to connect the 1/O Profile to the server. Through the New 1/O Profile dialog, you can specify which Fabric
Directors can support one or more 1/O Profiles. By default, any Fabric Director that Fabric Manager is managing can
support the connection, but using the Advanced Configuration section, you can control where the 1/0 Profile is supported.

To connect 1/0 Profiles to specific Fabric Directors, follow this procedure:

Step 1 On the New I/O Profile dialog, click the Advanced Configuration button to display the advanced
properties for an 1/0 Profile, as shown in Figure 4.
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Figure 4 New 1/O Profile — Advanced Configuration Properties

Fabric Manager User Guide

Oracle Xsigo Fabric Manager



Saving an I/O Profile as an I/O Template

As shown in Figure 4, all Fabric Directors that Fabric Manager is managing are listed. If you have specific
connection needs for the 1/0 Profile, you can make sure that the correct Fabric Director(s) connect the 1/0
Profile to the server by selecting the Fabric Director(s) from the pick list.

Step 2 Select the Oracle Xsigo Fabric Directors that need to support the 1/0 Profile.
Step 3 Click Submit.

Saving an 1/O Profile as an I/0 Template

When an 1/O Profile is created, you can save it as an 1/0 Template. If you do, the current I/O Profile is created as a brand
new I/O Template and is added to the 1/0O Template Summary. This functionality allows you to create a new I/0O Template
after customizing an 1/O Profile. For example, you could create a simple 1/0 Template with a single vNIC and vHBA that
you use to create an 1/O Profile. After using the 1/O Profile, you might promote a server to a more important role which
requires HA vNICs and multipath vHBAs. You could then modify the 1/0 Profile, and save it as an 1/O Template which
could then be used as the source for creating additional 1/0 Profiles featuring HA.

To save an 1/O profile, follow this procedure:

Step 1 Display the I/O Profile Summary as shown in Figure 5.
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Figure 5 I/0 Profile Summary

Step 2 Click the Save as 1/0O Template button to display the Save as 1/0 Template dialog. See Figure 6.

Lave a3 1/0 Template o3

Plaase enter the temolate name to save the configuration of
‘PoiSprocessing_1

Template PoSpracessng_1
Hama: *

Figure 6 Save as I/0O Template

Step 3 In the Template Name field, enter an alphanumeric character string that names the 1/0 Template you are
creating, or accept the I/O Profile name which is supplied by default.

Step 4 Click Save.
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Connecting an I/O Profile to a Server

An 1/0 Profile is the container for vNICs and VHBAS, but it doesn’t actually provide any connectivity until you connect
that 1/O Profile to a server. The 1/0 Profile is the object that you connect to a server, and when you do so, the vNICs and

VHBAS contained in the 1/O Profile are pushed to the host.

An 1/0 Profile in the “disconnected” state can be applied to a server. If you want to connect an 1/O Profile that is already
connected to a server, you must explicitly disconnect that 1/0O Profile first. Also, an I/O Profile can be connected to a
server that is in any state, but only when the server is fully up and online will the 1/O Profile support traffic.

But remember that an 1/0 Profile is not automatically connected to a server when it is created. You must manually connect

the 1/0 Profile to a server to deploy the vNICs or vHBAs to the server.

To connect an 1/0 Profile follow this procedure:

Step 1 Display the 1/O Profile Summary as shown in Figure 7.
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Step 2 Click an 1/O Profile to select it. This step activates the Connect 1/0 Profile to a Server button.

Step 3 Click the Connect to a Server button to display the Choose a Server to Connect dialog, as shown in

Figure 8.
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Choose a server bo connect
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Figure 8 Choose a Server to Connect Dialog

Step 4 Select the server(s) to which you want to connect the 1/O Profile. This step activates the Submit button.

Step 5 Click Submit to connect the I/O Profile to the selected server.

Disconnecting an 1/O Profile from a Server

An 1/0 Profile in the “connected” state can be removed from a server. If you want to remove the vNICs and vHBASs from
a server without deleting the 1/0 Profile, you can simply disconnect the I/O Profile. All the connectivity in the I/O Profile
remains intact and can be used again on the same server or another. By disconnecting the 1/0 Profile, you will remove the

network and storage connections for a server, which will cause a service interruption, but does not affect the admin or
operational state of the server itself.

If you want to completely delete an 1/0O Profile, you must first disconnect the 1/0 Profile.

To disconnect an 1/0O Profile, follow this procedure:

Step 1 Display the I/O Profile Summary as shown in Figure 9.
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Figure 9 Disconnect an 1/0 Template

Step 2 Select the 1/O Profile that you want to disconnect. This step activates the Disconnect 1/0 Profile from
Server button.

Step 3 Click the Disconnect 1/0O Profile from Server button, which causes a confirmation dialog to be
displayed.

Step 4 On the confirmation dialog, click Yes to disconnect the selected I/O Profile. As an alterative, you can
click No to abort the disconnect.

Linking an I/O Profile to an I/O Template

When an 1/O Profile is not associated with an 1/0 Template, you can link it to an 1/O Template. If you do, the vNICs and
VHBASs in the 1/0 Profile are added to an existing 1/0 Template. With this feature, you can start with an 1/0 Template and
add virtual connectivity to it over time to create a more robust 1/0 Template.

To link an 1/0 Profile to an I/O Template, follow this procedure:

Step 1 Display the I/O Profile Summary as shown in Figure 10.
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Figure 10 I/O Profile Summary
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Step 2 Select the 1/0 Profile that you want to link to an 1/O Template. This step activates the Link 1/O Profile
to I/O Template button.

Step 3  Click the Link 1/0O Profile to 1/0 Template button to display the Choose a Template to Link dialog as
shown in Figure 11.

Choose a template to link *
Name iSCS| Boot Pr... SAN BootPr... Status wNICs | vHBA= Default Gateway Diescription
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testt % 0 0
ittt @ 1 0
vmcto (@] 2 1
S items. .::—‘

Cancel

Figure 11 Choose Template to Link Dialog
Step 4 Select an 1/O Template from the dialog. Only Templates with a green checkmark in the Status column
can be linked to an 1/O Profile.

Step 5 When a valid 1/0 Template is selected, click Submit.

Deleting an 1/O Profile

An 1/O Profile can be deleted at any time, even if the I/O Profile is connected to a server. When you delete an 1/0 Profile,
you are removing the 1/O Profile and its vNICs and vHBAs from Oracle’s Xsigo Fabric Manager. A deleted I/O Profile is
not kept, so if you need to use it later, you will need to recreate it. Deleting an 1/O Profile removes all the vNICs and
vHBAS bound to that server, so if you delete an I/O Profile, you will disconnect is network and storage connections, and
service will be interrupted.

To delete an 1/0 Profile, follow this procedure:
Step 1 Display the I/O Profile Summary.

Step 2 On the I/O Profile Summary, select the 1/O Profile that you want to delete. This step activates the Delete
1/O Profile button.

Step 3 When the I/O Profile is selected, click Delete 1/0 Profile (the garbage can icon) to display a
confirmation dialog as shown in Figure 12.
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Figure 12 Confirmation Dialog

Step 4 Click Yes to delete the selected 1/O Profile. As an alternative, you can click No to abort the deletion.

Displaying 1/O Profile Details

Through the I/O Profile Summary, you can display additional details about individual 1/0 Profiles. By clicking an 1/0
Profile, the details frame is populated with additional details about the profile. The 1/O Profile Details frame contains the
following tabs:

e General Properties

* VNICs in the I/O Profile

* VHBAs in the I/O Profile

o Server Profiles in an 1/0 Profile

» Boot Info, which is conditional. The presence of this tab depends on whether a Boot Profile for iSCSI, SAN
Boot, or PXE Boot is configured in the 1/O Template that was used to create the 1/0 Profile. An example of
the Boot Info tab is displayed for SAN Boot in Displaying Boot Information for an 1/0O Profile.

Displaying General Properties

General properties are available for the 1/0O Profile through the General tab. General properties include the 1/0 Profile’s
name, information about the server where the 1/0 Profile is connected, and the I/O Template that was used to derive the
I/0O Profile. Figure 13 shows the General properties tab.
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Figure 13 1/0 Profile Details — General Properties Tab

Fabric Manager User Guide Oracle Xsigo Fabric Manager



Displaying 1/0 Profile Details

Table 2 shows the contents of the General tab, and explains what each field means.

Table 2 Contents of the General Properties Tab

Field... Means...

Display Name The name of the 1/O Profile

Description Is an optional alphanumeric character string that describes the 1/O Profile.
Host Name Is the name of the server to which the 1/0 Profile is connected.

Template Name Is the name of the 1/O Template that was used to derive the 1/0O Profile.
State Is the state of the 1/O Profile. Valid states are:

e Connected

* Partial

»  Disconnected
e Down

Default Gateway The name of the default gateway for the server where the 1/0 Profile is connected.

Displaying VNICs in an I/O Profile

An 1/O Profile controls one or more vNICs that are originally assigned through the 1/0 Template that was used to create
the 1/0 Profile. However, after the 1/O Profile is created, you can customize the 1/O Profile by using the toolbar buttons on
the VNICs tab. Figure 14 shows the vNICs tab and the buttons available on it.
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Add vNIC to Profile
Set vNIC to Up State
Set vNIC to Down State

Set vNIC Termination to Different Network Cloud
Change vNIC Termination to Different Port or LAG

Merge Single vNICs into HA vNIC
Delete Selected vNIC
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Figure 14 1/0 Profile Details — vNICs Tab

Displaying VHBAs in an I/O Profile

An 1/O Profile controls one or more VHBAS that are originally assigned through the 1/O Template that was used to create
the 1/0 Profile. However, after the 1/O Profile is created, you can customize the 1/O Profile by using the toolbar buttons on
the VHBAs tab. Figure 15 shows the vHBAs tab and the buttons available on it.
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Add a vHBA
Change vHBA Termination to Different Storage Cloud
Change vHBA Termination to Different Port

Merge Single VHBAs into HA vVHBA

Pre-scan or Rescan for Fibre Channel Targets

Delete the vHBA
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Figure 15 I/0 Profile Details — vHBAs Tab

Displaying Server Profiles in an I/O Profile

I/O Profiles contain all the objects on a server, including 1/0O Templates and Server Profiles. You can display the server
profile(s) that are controlled through an 1/0 Profile by selecting the Server Profiles tab on the 1/0 Profile details frame.

In addition to displaying detailed information about the server profiles associated with an 1/0 Profile, you can also
perform basic management functions for the server profile, such as turn up, shut down, and reset of the server profile.

Figure 16 shows the Server Profiles tab.
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Set the Server Profile to Up State
Shutdown the Server Profile
Reset the Server Profile
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Figure 16 1/0 Profile Details — Server Profiles Tab

Displaying Boot Information for an 1/O Profile

For 1/O Profiles that are configured with SAN Boot vVHBAs, PXE Boot VNICs, or iSCSI Boot VNICs, the 1/0 Profile
details frame contains a conditional tab called Boot Info. This tab is conditional because it is not displayed in the I/O
Profile details frame unless you have a SAN Boot VHBA, or a PXE Boot or iSCSI Boot vNIC configured in the I/O
Template from which the 1/O Profile was derived. Also, this tab’s name is conditional. For SAN Boot 1/O Profiles, the tab
is named SAN Boot Info; for iISCSI Boot Profiles the tab is named iSCSI Boot Info; for PXE Boot 1/0 Profile this tab is

named PXE Boot Info.

Through the Boot Info tab, you can display a list of the remote boot properties for the 1/O Profile, such as the bootable
VNIC or vHBA as well as other properties. Figure 17 shows an example of the Boot Info tab for a SAN Boot 1/0 Profile.
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Figure 17 I/0 Profile Details — SAN Boot Info Tab

In this example, the SAN Boot Info tab shows properties for an 1/0 Profile configured for SAN Booting through the logical
volume manager method.
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Working with Link Aggregation

This chapter contains the following topics:

e Configuring Link Aggregation Groups
» Displaying LAG Properties
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Configuring Link Aggregation Groups

A Link Aggregation Group (LAG) enables you to combine multiple individual physical Ethernet ports into one logical
port group. As a result, the ports combined into a LAG can operate in parallel with the benefit of increased link speed and
high availability.

Oracle’s Xsigo Fabric Manager supports LAG at the 1/0 module level. When you configure LAG, you specify a group
name for the LAG, then assign ports from the same Ethernet I/0O module to the group. LAGs are supported on the 4-Port
10 GE module and the 10-Port GE module only (hot the 10 GE module).

LAGs are associated with a Network Cloud and, just like Ethernet ports, can be the termination point for vNICs. If you
will be provisioning LAGs in your network, you will need to create them before associating a Network Cloud with them.
By doing so, you make the LAG available as a selectable object in the dialog that supports Network Cloud creation.

Each LAG can be supported as a static LAG or passive-mode LAG:

« after initially specifying the ports that are members of the LAG, static LAGS require user intervention to add
ports to and delete ports from a LAG.

» after initially specifying the ports that are members of the LAG, passive-mode LAGSs use Link Aggregation
Control Protocol (LACP) in combination with a neighboring Gigabit Ethernet switch to dynamically control
port additions and deletions within a LAG.

To configure Link Aggregation Groups, follow this procedure:

Step 1 Display the Ethernet LAG Summary by selecting Network Cloud Manager->Link Aggregation Groups.
Figure 1 shows the Ethernet LAG Summary.
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Figure 1 Ethernet LAG Summary Page

LAGs can be added by clicking the plus sign ( +), and LAGs can be deleted by clicking the garbage can
icon.

Step 2 Click the plus sign ( +) to start the Create Link Aggregation wizard and add a LAG to Fabric Manager.
Figure 2 shows this wizard.
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Figure 2 Create the LAG Profile
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In the LAG ID field, enter a number from 1 to 5 to create the LAG Profile into which you will put
individual LAG ports.

As an option, check the LACP checkbox to enable LACP. By default, LAG ports are not managed by
LACP. Enable LACP if the peer network switch for the LAG ports is using LACP.

As an option, in the Description field, enter a description string for the link aggregation group.

Click Next to display the Select Ethernet Card dialog. Figure 3 shows this dialog.
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Figure 3 Create a LAG — Select Ethernet Card for the LAG
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Step 7 Select the Ethernet module on which you will be creating the LAG.

Step 8 Click Next to display the Select LAG Port dialog. Figure 4 shows this dialog.
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Step 9 Select one or more Ethernet ports that will be used to create the LAG.

Type

rwLihernel G0
rwElhernel Gk
mwEtherneti G
awElhernel 15k

EwEtharne i Ok

AwChErnel b,

erwElhernel 16k

e EiarmetiGE

Htabe

v

B o8 68 o a B o9

Capacity
Lr]

15

Trunk it
aCCEss
Fl== 1
neeans
lrunk

arrrRa
access
actEss

nccesa

vL&N D

wLAN Rangs

= Prrvmus

Descrphon

Yimal - Cance

Figure 4 Create a LAG — Select Ethernet Ports for the LAG

% Standard keyboard shortcuts can be used to select multiple ports in the table. For example, Shift +
Note click and Ctrl + click allow you to select all ports or individual ports in the table.

Step 10 When the ports you want to add to the LAG are selected, click Next to display the Summary for the
LAG you are creating. Figure 5 shows this page.
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Figure 5 Create a LAG — Summary
Step 11 Review the information on the Summary. If any of the information is incorrect, click Previous to page
backward through the wizard until you find the page where you can make the appropriate corrections.
Step 12 When the Summary contains the correct information, click Finish to create the LAG in Fabric Manager.

Step 13 Check the LAG Summary table to verify that the LAG was created. At this point, the LAG is available
for use in other wizards and can be assigned to other Fabric Manager entities—for example, Network
Clouds.

Displaying LAG Properties

Detailed information about each LAG is displayed in the LAG Details frame. When you click to select a single LAG in
the LAG Summary table, details about that LAG are displayed in the frame below.

Displaying the LAG Summary

In the LAG Summary, you will notice that the naming convention uses a dot instead of a slash to separate the slot and port
notation. For example, the LAG name “arkansas/14.4” indicates that LAG 4 exists on slot 14 of the Oracle Xsigo Fabric
Director “arkansas”. This notation is standard for Xsigo LAGs and is also used in Oracle’s XgOS CLI.

Figure 6 shows the LAG Summary.
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Figure 6 Link Aggregation Groups Summary
Displaying LAG Details

Details for a specific LAG are displayed in the LAG Details frame, which exists below the LAG Summary. Through the
LAG Details frame, you can see additional information for a specific LAG, and also edit some LAG parameters.

Figure 7 shows the LAG Details frame.
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Figure 7 Ethernet LAGs Details Frame
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The LAG Details frame contains the following tabs, which allow basic management and editing for a configured LAG:

 General
e Ethernet
e Ports

Displaying LAG Ethernet Properties

Fabric Manager supports Ethernet properties for the traffic that is carried on the LAG. Properties such as MTU size,
VLAN ID, and others can be displayed or edited through the Ethernet tab on the LAG Details frame, as shown in
Figure 8.
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Figure 8 LAG Details — Ethernet Properties Tab

Table 1 shows the Ethernet Properties for a LAG and explains what each property means. All fields in on this tab are
editable by clicking the Edit button.

Table 1 LAG Ethernet Properties

Property... Means...

Admin Rate The admin rate at which the network traffic is supported. This is typically 10 Gbps
or lower, or auto negotiated to the highest value supported on the LAG.

MTU The maximum transmission unit, which is the largest size data packet supported
without fragmentation.

Port Mode The VLAN mode for the port — either trunk or access.

VLAN ID The VLAN ID supported on the port in the LAG.

Tag Native Whether or not traffic on the port is retagged or retains its VLAN ID when the
traffic is from the native VLAN.

Flow Control Whether flow control is enabled or not on the port.

IGMP Snooping Whether IGMP Snooping is enabled or not on the port.

LACP Whether LACP is enabled or not on the port.
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Displaying Port Properties in the LAG

Fabric Manager supports Ethernet properties for the traffic that is carried on the LAG. Properties such as MTU size,
VLAN ID, and others can be displayed or edited through the Ethernet tab on the LAG Details frame, as shown in
Figure 9.
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Figure 9 LAG Details — Ports Tab

Table 2 shows the contents of the Ports tab and explains what each field on the tab means. No fields on this tab are
editable.

Table 2 LAG Port Properties

Property... Means...

Port Number The number of individual ports in the LAG

Type The type of port in the LAG. Typically, ports in the LAG are 1 Gbps Ethernet ports
as indicated by the type string nwEthernetlGbPort.

State The admin and operational state of the port in the LAG. When the port is up/up it
is online and able to pass traffic in the LAG.

Capacity The maximum rate of traffic that each port in the LAG can support.

Description An optional field that contains a description for each port in the LAG.

Adding More Ports to an Existing LAG

When a LAG is configured, you can add more ports to it as long as other ports are available that are not already part of
another LAG. If ports are assigned to another LAG, they cannot be directly assigned into a different LAG. If you need to
take a port from another LAG, you must delete it from its LAG before assigning it to another LAG.

To add more ports to an existing LAG, follow this procedure:

Step1 On the navigation panel, select Network Cloud Manager->Link Aggregation Groups to display the
Ethernet LAG Summary.
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Step 2

Step 3
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Step 4

Step 5

Step 6

On the Ethernet LAG Summary, select the LAG to which you want to add one or more ports. This step
populates the Ethernet LAG Details frame.

Click the Ports tab to display the current port contents of the LAG, as shown in Figure 10.
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Figure 10 LAG Details — Ports Tab

Click the plus sign ( +) to display the Select Ports to Add to LAG dialog, as shown in Figure 11.
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Figure 11 Select Ports to Add to LAGs

Select the port(s) you want to add to the LAG. When at least one port is selected, the Submit button
becomes active.

Click Submit to add the port to the selected LAG.
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Deleting Ports from an Existing LAG

When ports are in a LAG, they can be removed to become individual ports. When you delete one or more ports from a
LAG, they are then configurable as an individual network port, or they can be assigned to another LAG. It is possible to
remove all ports from a LAG without deleting the LAG. In this case, the LAG exists in Oracle’s Xsigo Fabric Manager as
an empty LAG, which can then be assigned more ports (See Adding More Ports to an Existing LAG.)

To delete one or more ports from an existing LAG, follow this procedure:

Step 1 On the navigation panel, select Network Cloud Manager->Link Aggregation Groups to display the
Ethernet LAG Summary.

Step 2 On the Ethernet LAG Summary, select the LAG to which you want to add one or more ports. This step
populates the Ethernet LAG Details frame.

Step 3  Click the Ports tab to display the current port contents of the LAG, as shown in Figure 12.
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Figure 12 LAG Details — Ports Tab

Step 4 On the Ports tab, select the port(s) that you want to delete from the LAG. This step activates the Delete
a Port button (the red dash).

Step 5 Click the Delete a Port button to remove the selected port(s) from the LAG.
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Working with Network QoS

This chapter contains the following topics:
e Understanding Network QoS Profiles
» Displaying Network QoS Information
» Understanding MAC-Based QoS
» Displaying MAC-Based QoS
»  Deleting MAC-Based QoS Profiles
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Understanding Network QoS Profiles

A Network QoS Profile allows you to place bandwidth usage parameters on a Network Cloud or a vVNIC so that specific
amounts of traffic are allowed, or specific amounts of throughput are available.

Through Oracle’s Xsigo Fabric Manager, network Quality of Service (QoS) ensures that bandwidth is available by using
parameters to control how much traffic is allowed on Network Cloud at any given time. QoS parameters are configured
within a Network QoS Profile, which is then bound to a Network Cloud or vNIC. For more information, see QoS
Assignment at Cloud Level and vNIC Level.

Fabric Manager supports Network QoS through policers on Network Clouds and their underlying Ethernet links. Policers
guarantee bandwidth by controlling traffic through dropping packets that exceed the peak information rate (PIR).

The Network QoS Profile uses the following parameters to guarantee bandwidth:

e Committed Information Rate (CIR), which you specify
» Peak Information Rate (PIR), which is you specify

Xsigo provides a number of pre-defined Network QoS Profiles, complete with commonly used CIR and PIR parameters
for typical network usage scenarios.

Understanding Pre-Defined Network QoS Profiles

Fabric Manager contains pre-defined Network QoS Profiles. Within the pre-defined QoS Profile, one or more entries
exist. Each entry is pre-configured for efficient bandwidth availability and resource usage. You can associate a pre-
defined QoS Profile directly with a Network Cloud.

Multiple pre-defined QoS Profiles exist, and they have been created for different bandwidth configurations—for example a
1 Gbps bandwidth pre-defined QoS Profile, a 2 Gbps pre-defined QoS Profile, and so on.

When you are binding a QoS Profile to a Network Cloud, you can select a pre-defined QoS Profile from the list of all
available QoS Profiles for that particular module.

Pre-defined QoS Profiles are supported for Network QoS. Table 1 shows each of the pre-defined Policer Profiles and the
QoS parameters that the Policer Profiles contain.

Table 1 Default QoS Profiles and Network QoS Parameters Enforced

Default QoS Profile CIR PIR
100m_1g 100 mbps 1 gbps
100m_250m 100 mbps 250 mbps
10m_100m 10 mbps 100 mbps
10m_1g 10 mbps 1 gbps
10m_50m 10 mbps 50 mbps

1g 10g 1 gbps 9.9297 gbps
1m_10m 1 mbps 10 mbps
250m_500m 250 mbps 500 mbps
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Table 1 (continued) Default QoS Profiles and Network QoS Parameters Enforced

Default QoS Profile CIR PIR

2g_10g 2 gbps 9.9297 gbps
3g_10g 3.00293 ghps 9.9297 gbps
4g_10g 4 gbps 9.9297 gbps
500m_750m 500 mbps 750 mbps
50m_100m 50 mbps 100 mbps
5g_10g 5.00122 ghps 9.9297 gbps
64k 1m 66 kbps 1 mbps
6g_10g 6.00587 gbps 9.9297 gbps
750m_1g 750 mbps 1 gbps
79_10g 7.00171 gbps 9.9297 gbps
8g_10g 8 gbps 10 gbps
9g_10g 9.00212 ghps 9.9297 gbps

Displaying Network QoS Information

When Network QoS Profiles are configured, you can display them through the Network QoS Summary, which is a table
of all Network QoS Profiles configured in Fabric Manager. Additional, detailed information about individual Network
QoS Profiles is available in the Network QoS Profile Details frame below the Network QoS Profile Summary.

Displaying the Network QoS Summary

The Network QoS Summary contains all configured Network QoS Profiles in Fabric Manager regardless of whether they
are assigned to a Network Cloud.

To display the Network QoS Summary, follow this procedure:

Step 1 Display the Network QoS Summary by selecting Network Cloud Manager->Network QoS. Figure 1
shows the Network QoS Summary.
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Figure 1 Network QoS Profiles Summary

Table 2 shows the contents of the Network QoS Summary and explains what each field means.

Table 2 Contents of the Network QoS Summary

Field Indicates

Name

The name of each configured Network QoS Profile. The name is in the format
CIR_PIR, so the “100m_ 1g” profile sets 100 Mbps of CIR and 1 Gbps of PIR.

CIR The committed information rate, which is the amount of guaranteed bandwidth for

constant traffic.

PIR The peak information rate, which the amount of peak bandwidth for constant

traffic.

Number of VNICs The total number of vVNICs that are associated with each Network QoS Profile.

Description The description string (if any) that was applied to the Network QoS Profile. If this

field is blank, either no description string was specified when the Network QoS
Profile was created, or the Network QoS Profile was originally created with a

description string, but the Network QoS Profile was later edited and the description
string was removed.

Fabric Manager User Guide Oracle Xsigo Fabric Manager



Displaying Network QoS Information

Displaying the Network QoS Details

The Network QoS Profile Details frame is a section of the work panel that is located below the Network QoS Profile
Summary. This frame is a list of fields for a selected Network QoS Profile that shows the CIR and PIR policing
parameters that control bandwidth usage.

The Network QoS Profile Details frame enables you to display additional, detailed information for a single Network QoS
Profile and contains an Edit button, which unlocks editable parts of the details frame so that you can set or change
information elements of the details frame.

To use the Network QoS Profile Details frame, you must first select a configured Network QoS Profile from the Network
QoS Profile Summary. By selecting a Network QoS Profile from the summary, you provide an element that will be the
focus of the Network QoS Profile Details frame. When the Network QoS Profile is selected in the summary, you will see
its details displayed in the Details frame.

Figure 2 shows the Network QoS Profile Details frame. Notice that the details frame is contextual, so that it displays
detailed information for the item selected in the Network Cloud Summary.
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Figure 2 Network QoS Profile Details

Oracle Xsigo Fabric Manager Fabric Manager User Guide



Chapter 12: Working with Network QoS

Displaying the vNICs Using a Network QoS Profile

Through the vNICs tab, you can display a table of the vNICs that are currently using a specific Network QoS Profile. To
display the vNICs that are using a Network QoS Profile, select a Network QoS Profile in the Network QoS Profile
Summary. Then, click the vNICs tab to display the vNICs that are using that profile. See Figure 3.
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Figure 3 Network QoS Details — vNICs Tab

Table 3 shows the fields in the vNICs tab and explains what each field means.

Table 3 Contents of the vNICs Tab

Field

Indicates

Name
Network Cloud
Server Name

Termination

State

IP Address
Netmask

IP Type

The name of each configured vNIC that is using the Network QoS profile.
The name of the Network Cloud to which the vNICs are connected.
The name of all servers connected to the vNIC.

The termination point for the vNICs. The termination point is either a port which is
displayed in slot/port notation, or a LAG which is displayed in slot.port
notation.

The administrative and operational state of the vNICs that are using the selected
Network QoS profile.

The IP address of each VNIC that is using the Network QoS Profile.

The network mask for each VNIC that is using the Network QoS Profile.

The method by which the IP address for the vNIC was assigned. Valid values are:
e Static, for a statically assigned IP address.
e DHCP, for an address that was assigned through DHCP.

e Host managed, for an address that was assigned by the host instead of
through the Oracle Xsigo Fabric Director.
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Table 3 (continued) Contents of the vNICs Tab

Field Indicates

MAC Address The MAC address of each vNIC that is using the Network QoS Profile. MAC
addresses can either be statically assigned by you, or automatically assigned from
the Oracle Xsigo Fabric Director’s MAC address pool.

HA The state of high availability for each VNIC that is using the Network QoS Profile:
e If this field displays false, then the vNIC is not part of an HA pair.

< If this field displays true, then the vNIC is either the primary or
secondary VNIC in an HA vNIC pair.

QoS The bandwidth usage parameters for each vNIC. The name is in the format
CIR_PIR in megabits per second.

Private Whether the individual vNICs shown are Private vNICs:

e If the field displays true, the vNIC is a Private vNIC. Private vNICs are
used in VNIC-to-vNIC switching to ensure enhanced security and
isolation from standard “public” vNICs.

o If the field displays false, the vNIC is not a Private vNICs. Instead, it is
a standard public vNIC.

Understanding MAC-Based QoS

In addition to network QoS which governs the amount of bandwidth used on vNICs, Fabric Manager also supports MAC-
Based QoS. MAC-Based QoS is a method of controlling which devices on a vNIC can use specific amounts of bandwidth.
Through MAC-Based QoS, Fabric Manager supports assigning a usage condition to traffic sent or received by a specific
network device, which is identified by its MAC address. The usage condition are enforced by QoS application flows.

When you configure MAC-Based QoS, you set conditions for a specific device address on a vVNIC. When MAC-Based
QoS is configured on a VNIC, the actual match against traffic on the vNIC occurs at the I/O Card level, so traffic will be
controlled at the chip that controls the vNIC’s termination port.

A MAC-Based QoS Profile is composed of the following information elements:

* a MAC Address, which is the MAC address of a shared vNIC—for example, a vNIC deployed on a VM. If
a VNIC is deployed on a physical server, there is no need to configure a MAC-Based QoS Profile because
the vNIC has only one MAC address. As a result, MAC-Based QoS Profiles are not configurable in a non-
VM environment.

* Network QoS Profile, which controls the amount of bandwidth and traffic that can be used on the shared
vNIC.

»  Direction, which determines a traffic flow for the Network QoS Profile.

e an optional description.

MAC-Based QoS Profiles are useful on a shared vNIC, which occurs when multiple devices are supported on the same
VNIC, and each device requires a different QoS flow to or from the device (ingress or egress) or both.

Oracle Xsigo Fabric Manager Fabric Manager User Guide



Chapter 12: Working with Network QoS

Displaying MAC-Based QoS

Fabric Manager supports MAC-Based QoS as an option to the Network QoS feature. MAC-Based QoS is available as a
tab through the Network QoS Summary. This option displays the MAC-Based QoS Summary, which is a table of all the
configured MAC-Based QoS profiles.

Figure 4 shows the MAC-Based QoS Summary.
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Figure 4 MAC-Based QoS Profile Summary

Table 4 shows the contents of the MAC-Based QoS Profile Summary and explains what each field means.

Table 4 Contents of the MAC-Based QoS Profile Summary

Field Indicates
Name The name of the MAC-Based QoS Profile, which is generated from the specified
MAC Address.
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Table 4 (continued) Contents of the MAC-Based QoS Profile Summary

Field Indicates

Condition The specific MAC-Based QoS Profile conditions created. These conditions consist
of the MAC Address specified plus either source (src) or destination (dest) which
refers to the direction on which the QoS flow will be applied to traffic.

QoS Profile The name of each configured Network QoS Profile associated with each MAC-
Based QoS Profile. The name is in the format CIR_PIR, so the “100m_ 1g” profile
sets 100 Mbps of CIR and 1 Gbps of PIR.

Description The description string (if any) that was applied to the MAC-Based QoS Profile. If
this field is blank, either no description string was specified when the MAC-Based
QoS Profile was created, or the MAC-Based QoS Profile was originally created
with a description string which was later edited and the description string was
removed.

Configuring a MAC-Based QoS Profile

Fabric Manager supports MAC-Based QoS through the Network QoS Profile icon in the Navigation Panel. The Network
QoS Profile object leads to the Network QoS Profile Summary which has a separate tab for MAC-Based QoS. The MAC-
Based QoS tab displays the summary list of all configured MAC-Based QoS profiles. Through the MAC-Based QoS tab,
you can add, configure, and delete specific MAC-Based QoS Profiles.

As part of configuring a MAC-Based QoS Profile, you will associate the shared vNIC’s MAC address with a Network
QoS Policing Profile. Before beginning the MAC-Based QoS Profile configuration procedure, make sure that the
Network QoS Profile exists so that it is a selectable option.

Creating a MAC-Based QoS Profile

When you create a MAC-Based QoS Profile, you are creating a profile that applies a pre-defined Network QoS Profile to
a specific MAC address. You are also determining the direction on which the Network QoS flow is applied, either ingress,
egress, or both. Traffic on a shared vNIC that originates from, or is destined to, the MAC address will be controlled based
on the Network QoS profile.

You can create an MAC-Based QoS Profile through the plus sign ( +) on the MAC-Based QoS Profile Summary.
To create a MAC-Based QoS Profile, follow this procedure:

Step 1  On the navigation panel, click Network Cloud Manager->Network QoS to display the Network QoS
Profile Summary page. Figure 5 shows this page.
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Figure 5 Network QoS Profile Summary

Step 2 On the Network QoS Summary, click the MAC-Based QoS tab to display the MAC-Based QoS
Summary. Figure 6 shows this dialog.
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Figure 6 MAC-Based QoS Summary

Notice that you can create or delete MAC-Based QoS Profiles by clicking the plus sign ( +) or garbage can,
respectively. Also, notice that the MAC-Based QoS feature has a Summary, but no details frame for
individual MAC-Based QoS Profiles.

Step 3  Click the plus sign ( +) to display the Create a MAC-Based QoS dialog. Figure 7 shows this dialog.
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Figure 7 Create MAC-Based QoS Profile

Step 4 In the MAC Address field enter the MAC Address for the shared vNIC.

Step 5 From the Specify QoS dropdown menu, select the QoS Profile that you want to assign to the vNIC for
the specific application.

Step 6 From the Direction dropdown menu, select a direction (or both) to which the MAC-Based QoS Profile
will be applied.

Step 7 As an option, in the Description field, enter a description for the MAC-Based QoS Profile that you are
creating.

Step 8 Click Submit to create the MAC-Based QoS Profile.

Step 9 As needed, repeat this procedure as needed to create any additional MAC-Based QoS Profiles for
individual MAC addresses on the shared vNIC.

Deleting MAC-Based QoS Profiles

When a MAC-Based QoS Profile is configured, it is displayed in the MAC-Based QoS Summary page. Any configured
MAC-Based QoS Profile can be deleted through the garbage can icon on the MAC-Based QoS Profile Summary.

If multiple MAC-Based QoS Profiles exist, you can delete multiple profiles by selecting multiple entries then deleting
them. Selecting multiple instances in the MAC-Based QoS Profile Summary is supported though standard keyboard
conventions—for example, CTRL + click or ALT + click.

When you attempt to delete a MAC-Based QoS Profile, Oracle’s Xsigo Fabric Manager prompts you with a pop-up dialog
to requires you to confirm the deletion. As a result, if you have selected the wrong MAC-Based QoS Profile, you have a
chance to correct the error before committing the deletion.

Deleting a MAC-Based QoS Profile

When you delete a MAC-Based QoS Profile, the deletion is immediate after the confirmation dialog is answered. When
deleted, the MAC-Based QoS Profile that matches against a specific traffic flow is no longer applied, so the traffic flow is
not affected.
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To delete an MAC-Based QoS Profile, follow this procedure:

Step1 From the navigation panel, select Network Cloud Manager->Network QoS to display the Network QoS

Profile Summary.

Step 2 Click the MAC-Based QoS tab to display the MAC-Based QoS Summary. Figure 8 shows this page.
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Figure 8 MAC-Based QoS Summary

Step 3 Click the MAC-Based QoS Profile that you want to delete. The entry is selected when it is highlighted.

Step 4 Click the garbage can icon to delete the selected MAC-Based QoS Profile as shown Figure 9.
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Figure 9 MAC-Based QoS Summary — Deleting a MAC-Based QoS Profile

When you click the garbage can icon, a confirmation dialog is displayed to verify that you want to delete the
selected MAC-Based QoS Profile.

Step 5 When the confirmation dialog is displayed, click OK to complete the deletion.
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This chapter documents the following topics:
« Displaying All Physical Servers
» Displaying Physical Server Details
»  Scanning for New Servers or Removing Stale Servers
» Saving a Server Configuration as a Template
»  Connecting an 1/O Profile to a Server
e Disconnecting an I/O Profile from a Server
e Creating a Server Group from Selected Servers
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Displaying All Physical Servers

Physical servers are the host devices on which your applications run. They connect to the Oracle Xsigo Fabric Director
through high-speed interconnect HCAs that are installed in each server. The Fabric Director and Oracle’s Xsigo Fabric
Manager support the commonly used server types including Linux, Windows, Citrix, and VMware. For information about
specific OSes and hypervisors supported, see the Compatibility Matrix.

Fabric Manager discovers servers that are connected through the Fabric Director and have Xsigo host drivers installed.
When Fabric Manager discovers physical servers, they are displayed in the Physical Servers Summary. Fabric Manager
supports displaying summary and detailed information for physical servers.

To display the Physical Server Summary, follow this procedure:

Step 1 Select Server Resource Manager->Physical Servers. Figure 1 shows the Physical Server Summary.

e N oA

Figure 1 Physical Server Summary

Table 1 shows the contents of the Physical Server summary and explains what each field means.

Table 1 Contents of the Physical Servers Table

Field Indicates

Host Name The name of each physical server that Fabric Manager has discovered. If a name
has been assigned to the server, that name appears in this field. Otherwise, the
GUID of the HCA that connects the server and Fabric Director is displayed.
The name listed is a link to the Server Details frame. You can click this link to
display additional information about a selected physical server.

Host OS The Operating System currently in use on the host server.

Adapter FW Version

VNICs
VHBAS

The version of Xsigo host driver or HCA firmware currently in use on the host or
HCA.

The total number of VNICs that are configured on the physical server.

The total number of vHBASs that are configured on the physical server.
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Table 1 (continued) Contents of the Physical Servers Table

Field Indicates

Bound The state of whether or not the server is bound to an 1/O Profile. A checkmark
indicates that the server is bound. If this field shows no checkmark, the server is
available for binding to an 1/0 Profile, but is not currently bound.

Busy Whether Fabric Manager is busy with an operation related to the server, such as
binding or unbinding an 1/O Profile.
State The current administrative state of the physical server. Valid values are:
« Up
*  Down
e Unbound
« Initializing
e Partial
1/0 Profile Name The name of the I/O Profile bound (if any) to each server.
Director Ports The port string for the InfiniBand port on which the physical server is connected to

the Fabric Director. The port string consists of the Fabric Director name, and the
Server Port number separated by a colon (:). For example, iowa:ServerPort18
indicates that the host server is connected to the Fabric Director named “iowa”
through port 18 on iowa’s InfiniBand fabric board.

If the host server is connected to multiple Fabric Directors, a port string is
displayed for each connection, and the individual port strings are arranged in a
vertical list (as shown in Figure 1). As an example, see the entry

iowa:ServerPort2
south-carolina:ServerPort21

This entry indicates two individual connections—one connection to the Fabric
Director name “iowa” and the other connection to the Fabric Director named
“south-carolina.”

If the host server is connected through an intervening InfiniBand switch, the
switch’s GUID is listed in this field. For example, the value
ExtSw-2c902004126e8-Port20 indicates a connection to an intervening 1B
switch between the host server and the Fabric Director.

Groups The name of the Server Group(s) (if any) to which the selected server belongs.

The Physical Server Summary also contains various controls for creating and managing listed servers. Figure 2 shows the
different controls.
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Scan Servers

Save as Template

Connect an I/0 Profile to the Selected Server
Disconnect the 1/0 Profile from the Selected Server

Create Server Group
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Figure 2 Physical Server Summary — Server Controls

Through the Physical Sever Summary, you can perform the following tasks:

e Saving a Server Configuration as a Template

e Connecting an 1/0 Profile to a Server

» Disconnecting an 1/0 Profile from a Server

» Creating a Server Group from Selected Servers
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Displaying Physical Server Details

For each physical server in the Physical Servers table, you can display detailed information. Detailed server information is
available through the Physical Server Details frame. Server details are available for individual servers by selecting a
server in the Physical Server Summary, which provides the focus for the details frame.

The Physical Server Details frame contains tabs that organize information about the server into logical groups. The
following tabs are supported:

 General
« VNICs
e VHBAS

e Server Groups
To display the Physical Server Details frame, follow this procedure:
Step 1 Select Server Resource Manager->Physical Servers. Figure 1 shows the Physical Server Summary.

Step 2 Select a server in the Physical Server Summary to display the server in the details frame, as shown in

Figure 3.
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Figure 3 Physical Server Details Frame — General
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Managing vVNICs on a Physical Server

When a physical server is bound to an 1/0 Profile, it has virtual connectivity through vNICs, vHBAs, or both. When a
server has VNICs deployed on it, they are listed on the vNICs tab for the selected server. The vNICs tab provides the
following functionality:

» it displays information about each VNIC deployed on the sever.
» it provides ways to manage the vNICs.

» it lists vNICs by name, and the name is a link to additional details about each vNIC’s individual properties.

Figure 4 shows the vNICs tab of the Physical Server Details frame.
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Figure 4 Physical Server Details Frame — vNICs

The vNICS tab offers various controls that allow you to affect the state of vNICs on the selected server. Figure 5 shows
these controls.
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Figure 5 Physical Server Details Frame — vNIC Controls

The Physical Server Details frame has a toolbar that allows you to control the following for one or more vNICs on the
selected server:

« AddavNIC

e Turn Up the vNIC to set it to up/up state

e Turn Down the vNIC to set its state to up/down

» Set in Different Network Cloud, to associate a vNIC on the server with a different Network Cloud.

» Change Termination Port or LAG to assign the vNIC to a different Gigabit or 10 Gigabit Ethernet port, or
different link aggregation group.

* Merge Two VNICs into an HA vNIC, which takes two selected vNICs and creates one HA pair out of them.
To merge the VNICs, they must be part of the same Network Cloud.

» Delete selected vNICs, which removes any number of selected vNICs from the server and deletes them from
their respective Network Clouds.

Displaying Details About a vNIC

When you click a vVNIC name, a separate details frame is displayed containing tabs for the vNIC. It is important to
remember that this vNIC is in the context of the physical server you selected. The vNIC information is for only the
selected vNIC on the selected server. Other vNICs on the server (or on other servers in the network) might or might not
have the same vNIC properties.

General information about the vNIC properties is available through the General tab of the vNIC Details for the selected
server.

To display a vNIC’s general properties, follow this procedure:

Step 1 Select Server Resource Manager->Physical Servers to display the Physical Server Summary.
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Step 2 Select a server in the Physical Server Summary to display the server in the details frame.

Step 3  On the Physical Server details frame, click the vNICs tab.

Step 4 On the vNICs tab, click a vNIC name to display the vNIC Details frame for that vNIC.

Step 5 On the vNIC details frame, click the General tab. Figure 6 shows the General tab for one of a server’s

VNICs.

Berver : bawdilabocsaeocom -5 wilL T wmic

General | el Frove e
Rame: i
State (Admin/Oper}: upiup
Porl Stote:

up
FeUanork. Cloasd =

decoveed-notwork-closd
I5C5]1 Boot: faka
A Group: WA

[rescrigrtiom:
Termination :

owalTi10
o8 Confgpurabion:
PEF Bl Tk
HA false
Auto Switchover: false

Figure 6 vNIC Details Frame — General Properties Tab

The General tab contains an Edit button that allows you to unlock editable fields to set or change existing vNIC

properties.

To edit the vNIC’s General properties, follow this procedure:

Step 6 Click the Edit button.
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Figure 7 Editable vNIC General Properties Tab

Step 7 Edit the fields as needed, then click Submit to activate the changes.

Step 8 Check the General tab to verify that the correct properties are configured.
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Note

While you are editing the vNIC’s general properties, you can also set the vNIC up or down by clicking the

up or down arrow, respectively.

Displaying a VNIC’s Ethernet Properties

A VNIC is a software construction that virtualizes a physical NIC, and provides the same functionality as a physical NIC.
As a result, a VNIC has the same Ethernet properties as a standard NIC.

The vNIC’s Ethernet properties are displayed in the Ethernet Properties tab on the vNIC Details frame.

To display a vNIC’s Ethernet properties, follow this procedure:

Step 1
Step 2
Step 3
Step 4
Step 5

Select Server Resource Manager->Physical Servers to display the Physical Server Summary.
Select a server in the Physical Server Summary to display the server in the details frame.
On the Physical Server details frame, click the vNICs tab.

On the vNICs tab, click a vNIC name to display the vNIC Details frame for that vNIC.

On the Physical Server details frame, click the Ethernet Properties tab. Figure 8 shows the Ethernet
Properties tab for one of a server’s vNICs.
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Figure 8 vNIC Details Frame — Ethernet Properties Tab

The Ethernet Properties tab also contains an Edit button that allows you to unlock editable field on the tab to set or
change the existing Ethernet properties for the vNIC.

To edit the vNIC’s Ethernet Properties, follow this procedure:

Step 6

On the Ethernet Properties tab, click the Edit button to unlock the editable fields, as shown in Figure 9.
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Figure 9 Editable vNIC Ethernet Properties Tab

Step 7 Edit the fields as needed, then click Submit to make the changes.

Step 8 Check the Ethernet Properties tab to verify that the correct properties are configured.

Configuring VLAN Ranges for vNICs on a Server

By default, the allowable VLAN range is from 1 to 4095. However, you can set a custom range of VLANs for a vNIC so
that only the VLAN-tagged packets within the specified range are allowed on a vNIC. Traffic that has a VLAN tag not in
the specified range is blocked from ever being transmitted or received on one or more specified vNICs.

You can set or change the allowed VLAN range for a vNIC through the Allowed VLANS tab at the port level of the
Ethernet Card Details Frame.

To set the allowed VLAN range for a specific Fabric Director, follow this procedure:
Step 1 Select Server Resource Manager->Physical Servers to display the Physical Server Summary page.

Step 2 Select the server for which you want to set the Allowed VLAN range by clicking the server in the
summary. This step populates the details frame with information for that server.

Step 3 On the details frame, click the vNICs tab to display each vNIC configured on the selected server.
Figure 10 shows an example of the vNICs tab.
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Figure 10 Physical Server Details — vNICs Tab
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Step 4 Double click the vNIC on which you want to set the Allowed VLAN range. This step displays the vNIC
details for that vNIC, as shown in Figure 11.
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Step5 Click the VLAN Ranges tab, as shown in Figure 12.

Figure 11 vNIC Details — General Tab
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Figure 12 Physical Server Details — VLAN Ranges Tab

Step 6 Click the plus sign ( +) to display the New VLAN Range dialog as shown in Figure 13.
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Figure 13 Physical Server Details — New VLAN Range Dialog

Step 7 In the Starting field, enter the first VLAN ID that you want to be available.
Step 8 In the Ending field, enter the last VLAN ID you want to be available.
Step 9 When the Allowed VLAN Range is configured, click Submit.
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Managing VHBAS on a Physical Server

When a physical server is bound to an 1/O Profile, it has virtual connectivity through vNICs, vHBAS, or both. When a
server has vVHBAs deployed on it, they are listed on the vHBAs tab for the selected server. The vHBASs tab provides the
following functionality:

» it displays information about each vHBA deployed on the sever.
e it provides ways to manage the vHBAs.

» it lists vHBAS by name, and the name is a link to additional details about each vHBA’s individual properties.

Figure 14 shows the vHBASs tab of the Physical Servers Details frame.
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Figure 14 Physical Server Details Frame — vHBAS Tab

The vHBAs tab also contains various controls that allow you to affect the state of vHBAS on the selected server. Figure 15
shows these controls.
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Figure 15 Physical Server Details Frame — vHBA Controls

The Physical Server Details frame has a toolbar that allows you to control the following for one or more vHBAS on the
selected server:

e AddavHBA
» Set in Different Storage Cloud, to associate a VHBA on the server with a different Storage Cloud.
» Change Termination Port, to assign the vHBA to a different Fibre Channel port.

e Merge Two VHBAS into an HA vHBA, which takes two selected vHBASs and creates one HA pair out of
them. To merge the vHBASs, they must be part of the same Storage Cloud.

»  Prescan/Rescan for Fibre Channel targets on the vHBA.

» Delete selected vHBAs, which removes any number of selected VHBAs from the server and deletes them
from their respective Storage Clouds.

Displaying Details About a vVHBA

When you click a vVHBA name, a separate details frame is displayed containing tabs for the vHBA. It is important to
remember that this VHBA is in the context of the physical server you selected. The vVHBA information is for only the
selected VHBA on the selected server. Other vHBAS on the server (or on other servers in the network) might or might not
have the same VHBA properties.

General information about the VHBA properties is available through the General tab of the vHBA Details for the selected
Server.

To display a vHBA’s general properties, follow this procedure:
Step1 Select Server Resource Manager->Physical Servers to display the Physical Server Summary.

Step 2 Select a server in the Physical Server Summary to display the server in the details frame.
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Step 3  On the Physical Server details frame, click the vHBAs tab.
Step 4 On the vHBASs tab, click a vHBA name to display the vHBA Details frame for that vHBA.

Step 5 On the vHBA details frame, click the General tab. Figure 16 shows the General tab for one of a server’s
VHBAEs.
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Figure 16 Physical Servers Details Frame — vHBA General Properties Tab

The General tab also has an Edit button that allows you to unlock the editable fields on the tab.
To edit the vHBA’s general properties, follow this procedure:

Step 6 On the General tab, click the Edit button to unlock the editable fields, as shown in Figure 17.
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Figure 17 Editable vHBA General Properties Tab

Step 7 Edit the fields as needed, then click Submit to make the changes.

Step 8 Check the General tab to verify that the correct properties are configured.
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Displaying a VHBA's Fibre Channel Properties

A VvHBA is a software construction that virtualizes a physical HBA, and provides the same functionality as a physical
HBA. As a result, a VHBA has the same Fibre Channel properties as a standard HBA.

The vHBA Fibre Channel properties are displayed in the Fibre Channel Properties tab on the vHBA Details frame.
To display a vHBA’s Fibre Channel properties, follow this procedure:
Step 1 Select Server Resource Manager->Physical Servers to display the Physical Server Summary.
Step 2 Select a server in the Physical Server Summary to display the server in the details frame.
Step 3  On the Physical Server details frame, click the vHBAs tab.
Step 4 On the vHBASs tab, click a vHBA name to display the vHBA Details frame for that vHBA.

Step 5 On the vHBA details frame, click the Fibre Channel Properties tab. Figure 18 shows the Fibre Channel
Properties tab for one of a server’s vHBAs.
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Figure 18 Physical Servers Details Frame — Fibre Channel Properties Tab

The Fibre Channel Properties tab has an Edit button allows you to unlock the editable fields on the tab to set or change
existing properties.

To edit a VHBA''s Fibre Channel Properties, follow this procedure:

Step 6 On the Fibre Channel Properties tab, click the Edit button to unlock the editable fields, as shown in
Figure 19.
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Figure 19 Editable Fibre Channel Properties Tab

Step 7  Edit the fields as needed, then click Submit to make the changes.
Step 8 Check the Fibre Channel Properties tab to verify that the correct properties are configured.
Displaying a vVHBA's Targets

A VHBA connects host servers to SAN resources (targets) such as arrays, JBODs, and so on. The vHBA can connect
either directly to storage through the Fabric Director, or indirectly through an intervening Fibre Channel switch between
the Fabric Director and the storage.

When an 1/O Profile is bound to a host server, the VHBA that connects to the storage is deployed on the server. That
VHBA provides the connection for read and write data between the host server and the storage.

Fabric Manager tracks the storage connected to a host server through the Targets tab on the vHBA Details frame.
To display the storage targets available to a server, follow this procedure:
Step 1 Select Server Resource Manager->Physical Servers to display the Physical Server Summary.
Step 2 Select a server in the Physical Server Summary to display the server in the details frame.
Step 3  On the Physical Server details frame, click the vHBAs tab.
Step 4 On the vHBASs tab, click a vHBA name to display the vHBA Details frame for that vHBA.

Step 5 On the vHBA details frame, click the Targets tab. Figure 20 shows the Targets tab for one of a server’s
VHBAEs.
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Figure 20 Physical Servers Details Frame — Targets Tab

Scanning for New Servers or Removing Stale Servers

When servers are connected to a Fabric Director, they become available on the fabric. Also, if servers drop offline for any
reason, or are disconnected from the fabric, scanning will remove them from Fabric Manager. Adding and deleting servers

can occur automatically in Fabric Manager, but you can also perform a manual scan for physical servers.

To scan the fabric, follow this procedure:

Step1 Select Server Resource Manager->Physical Servers to display the Physical Server Summary.

Step 2 Click the Scan for New or Stale Servers button as shown in Figure 21.
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Figure 21 Physical Server Summary — Rescan Button

When you click the button, a confirmation dialog is displayed, as shown in Figure 22.
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Figure 22 Physical Server Summary — Rescan for New or Remove Stale Servers

Step 3  On the confirmation dialog, click Yes to initiate the rescan. Depending on the number of servers that
have been added or the number of stale servers in Fabric Manager, the scan process can take some time.
Please be patient and allow the scan to complete.

Saving a Server Configuration as a Template

Oracle’s Xsigo Fabric Manager supports saving a server’s configuration as an 1/0O Template. When the configuration is
saved as an I/O Template, you can then use that 1/0 Template for other servers that need the same configuration. By
saving the server configuration as an I/O Template, you can great a “master configuration” that can be used to create 1/0
Profiles as needed. This process is basically cloning one server’s configuration, which can then be used (by deploying 1/0
Profiles) on individual servers that need the same vNIC and vHBAs configuration.

Remember that you can edit individual I/0O Templates to change settings.

Note

To assign an I/0O Template to a server, follow this procedure:
Step 1 Select Server Resource Manager->Physical Servers to display the Physical Server Summary.

Step 2 On the Physical Server Summary, select a physical server that is already bound to an I/O Profile. This
step activates the Save the Selected Server Configuration as an I/O Template icon.

Step 3 Click the Assign I/O Template to Server icon to display the Name dialog as shown in Figure 23.
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Figure 23 Name the Template

Step 4 On the Name dialog, enter the name that will be given to the 1/O Template you are creating from the
selected server’s configuration, then click OK.

Step 5 Check the I/O Template Summary to verify that the 1/0O Template was saved correctly.

Connecting an I/O Profile to a Server

Configured I/0 Profiles do not automatically provide 1/0 to a server. The 1/O Profile must be connected to the server for
the server to have the vNICs and VHBAS pushed to the host. If a server is not already connected to an 1/0 Profile, you can
connect it to any 1/O Profile in disconnected state. When the 1/0 Profile is connected to a server, it will take a short time to
push the network and storage connectivity to the host. Once established, the I/O Profile transitions from “disconnected”
state to “up” state. While in “up” state, traffic can flow to and from the server. If the I/O Profile transitions from
“disconnected” state to “partial” state, an error has prevented the 1/O Profile from completely connecting to the server.
This state requires your attention to fix.

To connect an 1/0O Profile to a server, follow this procedure:
Step 1 Display the Physical Server summary.

Step 2 Select a physical server that is not bound to an 1/0O Profile. This step activates the Connect 1/0 Profile
to Server button, as shown in Figure 24.
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Figure 24 Physical Server Summary
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Step 3 Click the Connect 1/0 Profile to Server button to display the choose an 1/0 Profile to Select dialog. See

Figure 25.
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Figure 25 Choose an I/0O Profile to Connect

Step 4 Select an 1/O Profile that you want to connect to the Physical Server. This step activates the Submit
button.

Step 5 Click Submit to connect the selected server to the selected 1/O Profile.
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Disconnecting an I/O Profile from a Server

You can remove an 1/O Profile that is already bound to a physical server. When you unbind an /O Profile, all vNICs and
VHBAS that are assigned to the server are completely removed. As a result, all traffic no longer moves between the server
and the data and storage networks to which it is connected.

When the /O Profile is disconnected from a server, that I/O Profile is in the up/down state. The server itself remains
online, but it is no longer connected to the Fabric Director at the network or storage level. The server is still physically
connected to the Fabric Director through the cable between server’s HCA and the Oracle Xsigo Fabric Director.

Disconnecting a server is supported through the Physical Server Summary.
To disconnect a currently bound 1/O Template, follow this procedure:
Step 1 Select Server Resource Manager->Physical Servers to display the Physical Server Summary.

Step 2 On the Physical Server Summary, select a physical server that is already bound to an I/0O Template. This
step activates the Unbind Server button.

Step 3 Click the Unbind the Server button to display a message that requires confirmation about unbinding the
Server and 1/0O Template, as shown in figure Figure 26.
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Figure 26 Confirmation of Unbinding a Server and 1/0 Template

Step 4 On the confirmation dialog, click Yes to confirm that you want to unbind the selected server from its
I/0 Template.

Fabric Manager User Guide Oracle Xsigo Fabric Manager



Creating a Server Group from Selected Servers

Creating a Server Group from Selected Servers

A Server Group is a software construction that enables you to select one or more physical servers and treat them as one
logical unit for the purpose of certain management functions. Server Groups allow adding and removing individual
servers.

You can create a Server Group through the Physical Server Summary by selecting one or more servers. For more
information about Server Groups, see Working with Server Groups.

To create a Server Group, follow this procedure:
Step 1 Select Server Resource Manager->Physical Servers to display the Physical Server Summary.

Step 2  On the Physical Server Summary, select one or more physical servers. This step activates the Create a
Server Group from a Set of Servers icon.

Step 3 Click the Create a Server Group from a Set of Servers icon to display the Name dialog as shown in
Figure 27.
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Figure 27 Name the Server Group
Step 4 In the Name dialog, enter the name for the new Server Group. You must enter the name to activate the
OK button.
Step 5 When the name is specified, click OK.

Step 6 Check the Server Groups Summary (Server Resource Manager->Server Groups) to verify that the
Server Group is configured.
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Working with Server Groups

This chapter documents the following topics:
e Understanding Server Groups
» Displaying Server Groups
»  Configuring Server Groups

»  Deleting a Server Group

Oracle Xsigo Fabric Manager Fabric Manager User Guide



Chapter 14: Working with Server Groups

Understanding Server Groups

Server Groups are logical constructions that are assembled from individual servers. Sever groups enable you to use some
of Oracle’s Xsigo Fabric Manager’s features to manage multiple servers at once, instead of managing individual servers.

When you create server groups, you are gathering individual servers in the network and putting them together in a logical
construction that acts like a container. When server groups are created, all servers in the group are treated as one entity for
many configuration and management tasks. For example, you can assign the same 1/O Profile to all servers within the
group so that all servers have an identical vNIC and vHBA configuration.

You are free to group servers as needed for your network, but it is common to have a unifying theme for the server group.
For example, grouping servers by department or business unit, by application type, or by hardware configuration is
common.

Displaying Server Groups

When server groups are configured, they are displayed in the Server Group Summary. To display the Server Groups
configured in Fabric Manager, follow this procedure:

Step 1 On the navigation frame, select Server Resource Manager->Server Groups. Figure 1 shows the Server
Group summary.
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Figure 1 Server Group Summary

Table 1 shows the Server Group Summary and explains what each field means.
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Table 1 Contents of the Storage Targets Summary Table

Field Indicates...

Group Name The name of the server group(s) that are configured within Fabric Manager.
Number of Servers The number of physical servers in each of the listed Server Groups.

Bound The presence or absence of an I/O Profile on any of the servers in the server group.

* A check mark indicates that one or more of the servers in the Server
Group has an 1/0 Profile.

e If no check mark is displayed, one or more of the servers has no 1/0
Profile.

Server Groups that do not contain a check mark are viable candidates for receiving
virtual resources that will be migrated from another server group.

Description An optional description for each server group.

Also, when Server Groups are configured, you can see them in other physical server-based displays within Fabric
Manager, for example, the Virtual Topology.

Renaming Server Groups

Fabric Manager supports renaming a server group, which enables you to change the name without having to completely
delete and recreate the entire server group. When the server group is renamed, all other properties for the server group are
retained, including the server membership for the group. As an option, you can also set or change the description for the
Server Group.

You can rename the server group through the Server Group Details frame. To rename the server group, follow this
procedure:

Step 1 On the Navigation Frame, select Server Resource Manager->Server Groups. Figure 2 shows the Server
Group summary.
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Figure 2 Server Group Summary

Step 2 Select a server group to populate the details frame with its properties.
Step 3 Click the General tab to display general properties for the selected server group.

Step 4 On the General tab, click the Edit button to edit the properties of the selected Server Group, as shown
in Figure 3.
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Figure 3 Server Group Summary — Editing Details to Rename Server Group

Step 5 In the Group Name field, enter the new name for the Server Group.
Step 6 As an option, you also can set or change the description for the selected Server Group.

Step 7 When the new name has been specified for the Server Group, click Submit.
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Configuring Server Groups

When you configure server groups, you create the logical “container” by selecting one or more servers and naming the
server group. After servers are added to the server group, they are still displayable and manageable as individual entities,
but since servers in the server group are typically similar in one way, you also gain the ability to manage the servers as one
entity.

Server Groups are configurable through the Server Group Summary. To configure a Server Group, follow this procedure:

Step 1 On the navigation frame, select Server Resource Manager->Server Groups. Figure 4 shows the Server
Group Summary.
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Figure 4 Server Group Summary

Step 2 Click the plus sign to display the Create a Server Group dialog. Figure 5 shows this figure.
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Figure 5 Server Group — Choose Physical Servers for Server Group
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Step 3 In the New Group Name field, enter the name of the Server Group that you are creating.

Step 4 As an option, in the Description field, you can enter a description for the server group that you are
creating.

Step 5 From the Physical Servers table, select the servers that you want in the server group that you are
creating. You can select one server to create the server group, then add more servers. Or, you can select
multiple servers at once in the Physical Servers table.

* You can use bound servers to create a server group.

* You can mix bound and unbound servers to create a server group.

Step 6 When the servers are selected, click Submit to create the server group. When you click Submit, a
confirmation dialog is displayed to verify that you want to create the server group from the selected
Sservers.

Step 7  On the confirmation dialog, click Yes to create the server group. When you click Yes, the Server Group
Summary is displayed.

Step 8 Check the Server Group Summary to verify that the server group was created with the correct number of
servers, as shown in Figure 6.

£8 be dewn

Figure 6 Server Group Summary

Adding Servers to Server Groups

If a server group is configured, you can add more standalone servers to it. The servers you add can be either unassigned to
an existing server group, or part of an existing server group. Servers can be bound or unbound, and of different types, but
typically server groups are created from servers that have some kind of similarity (hardware, OS, hypervisor, or function).
The following procedure assumes that a server group already exists. If it doesn’t, it must be created before adding more
servers to it. (The following procedure is valid even for an “empty” server group, which is a server group that is created

with no servers in it.)

To add servers to an existing server group, follow this procedure:

Step 1  On the Server Group Summary, click to select the server group to which you want to add more servers.
This step populates the details frame with the information for the server group you select.

Step 2 On the Server Group details frame, click the Servers tab to display the Servers in the Server Group. See
Figure 7.
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Figure 7 Server Group Details —Servers in the Server Group

Step 3 On the Servers tab, click the plus sign ( + ) to display the Choose Physical Server to Add to Server
Group dialog as shown in Figure 8.
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Figure 8 Add Server to Server Group

Step 4 When you have selected the sever(s) that you want to add to the existing Server Group, click Submit to
add the selected servers.

Removing Servers from Server Groups

When a Server Group is configured, you can delete individual servers from the Server Group at any time. When you
delete a server, it reverts to being a single, standalone manageable object. When a server is deleted from a Server Group,
it remains in the same operating state and has all the same software features (OS/hypervisor, host drivers, vNICs, VHBAs,
and so on). The only difference is that it is no longer a member of a Server Group.

To remove servers from an existing server group, follow this procedure:

Step 1 On the Server Group Summary, click to select the server group from which you want to remove one or
more servers. This step populates the details frame with the information for the server group you select.

Step 2 On the Server Group details frame, click the Servers tab to display the Servers in the Server Group. See
Figure 9.
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Figure 9 Server Group Details —Servers in the Server Group

Step 3  On the Servers tab, click in the row(s) that contains the server(s) you want to delete. This step activates
the Delete Server button, Do not click the server name or you will go to a different page where you
cannot delete the server.

Step 4 When you have selected the sever(s) that you want to add to the existing Server Group, click the Delete
Server button (the red minus sign) to delete the selected server(s) from the Server Group. It is possible
to delete all servers from a Server Group. In this case, the Server Group is not deleted. It remains in
Oracle’s Xsigo Fabric Manager as an empty Server Group, which you can use as needed at any time.

Deleting a Server Group

You can delete a server group at any time after the group is created. Deleting a server group removes the logical container
around the servers, and as a result, the servers must be configured or managed individually. The servers are otherwise not
affected. For example, any virtual resources that were migrated from servers in one server group to another remain
deployed on the target server(s). Any 1/O Templates that were assigned to the servers in the Server Group remain
assigned.

To delete a server group, follow this procedure:
Step 1 From the navigation frame, display the Server Group Summary (Server Resource Manager->Server
Groups).

Step 2 Click one or more server groups to select them, then click the garbage can icon as shown in Figure 10.
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Figure 10 Server Group Summary — Deleting a Server Group
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When you click the garbage can icon, a confirmation dialog is displayed to verify that you actually want to
delete the selected Server Groups.

Step 3  On the confirmation dialog, click Yes to accept the deletion and complete removing the selected Server
Group(s).
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This chapter documents the creation and use of SAN Boot Profiles and iSCSI Boot Profiles.

For SAN Booting, this chapter contains the following topics:

For iSCSI Booting, this chapter contains the following topics:

Understanding SAN Boot

Overview of Setting Up SAN Boot
Creating a SAN Boot Profile

Create the Bootable 1/0 Template
Displaying SAN Boot Profiles
Displaying SAN Boot Profile Details
Deleting a SAN Boot Profile

Understanding iSCSI Boot

Overview of Setting Up iSCSI Boot
Creating an iSCSI Boot Profile

Create the Bootable 1/0 Template

Create an 1/O Profile from the 1/0 Template
Displaying the iSCSI Boot Profiles
Displaying iSCSI Boot Profile Details
Deleting an iSCSI Boot Profile

Oracle Xsigo Fabric Manager

Fabric Manager User Guide



Chapter 15: Working with Boot Profiles

Understanding SAN Boot

SAN Boot allows you to boot a server or virtual machine from a SAN disk accessed through a vVHBA. The disk is

identified by a target World Wide Port Name (WWPN) and Logical Unit Number (LUN) ID on a storage disk array. See
Figure 1.
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Figure 1 SAN Boot Topology

Understanding the SAN Boot Sequence
All computers boot from local boot devices. However to boot from a “remote” device, you need to make the device appear
to be local. Xsigo implemented ROM BIOS extensions for HCA cards that follow these boot-sequence steps:

1. On power up, the server’s BIOS performs basic hardware initialization.

2. The host server establishes a connection to the Oracle Xsigo Fabric Director, where the system determines which
VHBA to use and how to set up the communication path from the host server to the hard disk in the storage array.

3. BIOS reads the boot sequence, where the Xsigo HCA is the first boot device (highest priority) in the list. Be sure
the Xsigo HCA is moved up from the “Excluded from boot order” list into the “Boot priority order” list. The
HCA card appears as a generic “PCI SCSI” device, as shown in Figure 2.
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Figure 2 HCA is the “PCI SCSI” Device at Priority 1

4. The OS Loader is installed, which is specific to each OS:

For Linux, the loader is GRand Unified Bootloader (GRUB). This loader resides in the boot sector of a
bootable disk. The software responsible for loading the GRUB loader is held in the Option ROM of the
HCA and runs in the context of the BIOS.

When the loader runs, it typically reads a configuration file from the disk and allows the user to boot the
operating system in a number of configurations. For GRUB, this file is called grub.conf.

For Linux, GRUB will load the kernel and initrd into memory and begin running the kernel. The root file
system (rootfs) given to the kernel will be the initrd. An initial RAM disk (initrd) is a compressed CPIO
image (or compressed ext2 image for older kernels).

The kernel runs a program in the initrd in the location Zinit. Typically this program is a shell script that
loads the kernel modules and mounts the real root file system.

5. Interrogate the hard disk to determine if it is present and if the disk is bootable (or not). If the hard disk is
bootable, the Xsigo HCA functions as a hard-disk controller. BIOS begins to treat the Xsigo HCA as the local ID
controller for the local hard disk.

6. The data (Linux kernel) is sent from the hard disk and loaded into memory. The kernel begins to work and loads
all the necessary drivers into the host server.

Additional information about preparing the host server for SAN Booting over a Xsigo VHBA is available through the
Remote Booting Guide.
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Overview of Setting Up SAN Boot

SAN Boot has the following phases:
1. Create the SAN Boot Profile

2. Create a Bootable I/0 Template for either a single or dual path vHBA to the LUN that contains the SAN Boot
information.

3. Create an I/O Profile.
For this procedure, you will find it helpful to have the following information available before starting the procedure:

e the Server GUID

» the LUN from which the server will be booting. This is the LUN where the server’s boot information is
located in the SAN. The Xsigo VHBA must be connected to this LUN to provide a path for the boot
information to reach the server on which the vHBA is deployed.

Creating a SAN Boot Profile

When the physical server has been installed with a Xsigo HCA with SAN Boot Option ROM, SAN Boot requires a vVHBA
and a SAN Boot Profile to support server bootup from SAN disk.

As part of creating a SAN Boot Profile, you specify the root file system through a LUN on a target. The SAN Boot Profile
supports different ways of mounting the root file system:

« direct, which allows you to specify a device name for the LUN that contains the boot image and the root file
system, and always use that device name. Otherwise, when devices are discovered you cannot guarantee that
the SAN boot device is used consistently.

» static, which allows you to manually specify the location of the SAN boot information and configure SAN
booting on the host server.

» logical volume manager, which allows you to specify a group and volume that contain the root file system.

Be aware that the boot image must be entirely contained within one LUN. The boot image file cannot be striped across
multiple LUNs. The root file system must also be entirely contained within one LUN.

When you configure a SAN Boot VHBA, the vVHBA supports both SAN Boot and VHBA functionality.
To create a SAN Boot Profile, follow this procedure:

Step 1 On the navigation panel, select Server Resource Manager->Boot Profiles->SAN Boot Profile Summary
tab. Figure 3 shows the SAN Boot Profile Summary.
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Figure 3 SAN Boot Profile Summary

Notice that the SAN Boot Profile Summary supports adding a new SAN Boot Profile or deleting a
configured SAN Boot Profile through the plus sign ( +) and garbage can icon, respectively.

Step 2 Click the plus sign ( +) to start the Create SAN Boot Profile dialog. Figure 4 shows this dialog.

Create SAN Boot Profile ™

Moz + sanboat_3

Description:

HMount Type: Static !
Mrerwiens Naams:
Group Name:;

Volume Name:

Sukod Cancel

Figure 4 Configure SAN Boot Profile

Mount types Static, Direct Attach, and Logical Volume Manager are supported for SAN Boot Profiles. For
more information, see the following sections:

« Creating a Static SAN Boot Profile.
 Creating a Direct-Attach SAN Boot Profile.
 Creating a Logical Volume Manager SAN Boot Profile.

Oracle Xsigo Fabric Manager Fabric Manager User Guide



Chapter 15: Working with Boot Profiles

Creating a Static SAN Boot Profile
To configure a static SAN Boot Profile:

Step 3

Step 4

Step 5

Step 6

In the Name field, enter the name for the SAN Boot Profile that you are creating. The name can be an
alphanumeric character string, and typically relates to the server(s) that use the SAN Boot Profile—for
example, LinuxFinance for all the Linux servers in the Finance server group.

As an option, in the Description field, you can enter a description for the SAN Boot Profile that you are
creating.

From the Mount Type dropdown menu, select Static as shown in Figure 5.

Create SAN Boot Profile X
Name: sanboot_3 a
Description:

Mount Type: Static e
Device Name:

Group Name:

Volume Name: A

Submit Cancel
Figure 5 Create SAN Boot Profile — Static

Click Submit to create the SAN Boot Profile.

At this point, the SAN Boot Profile is configured. However, for the server to receive the SAN Boot
information, it must have a vVHBA configured on the server, which occurs by configuring an 1/0 Profile from
the 1/0 Template that contains the bootable VHBA, then connecting the 1/O Profile to the server. For
information about 1/0 Profiles, see Working with 1/0 Profiles.

Also, the server’s BIOS boot order must be edited to insert the Xsigo HCA as the highest priority boot
device in the server’s boot priority list. See Understanding SAN Boot.

Creating a Direct-Attach SAN Boot Profile

To configure the SAN Boot Profile for Direct Attached storage:

Step 7

Step 8

Step 9

In the Name field, enter the name for the SAN Boot Profile that you are creating. The name can be an
alphanumeric character string, and typically relates to the server(s) that use the SAN Boot Profile—for
example, LinuxFinance for all the Linux servers in the Finance server group.

As an option, in the Description field, you can enter a description for the SAN Boot Profile that you are
creating.

From the Mount Type dropdown menu, select Direct as shown in Figure 6.
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Figure 6 Configure SAN Boot Profile — Direct Boot

Step 10 In the Device Name field, enter the name of the server’s boot device that will receive the SAN boot
information (kernel and initrd) from the SAN.

Step 11 Click Submit to create the SAN Boot Profile.

At this point, the SAN Boot Profile is configured. However, for the server to receive the SAN Boot
information, it must have a vVHBA configured on the server, which occurs by configuring an 1/0 Profile from
the 1/0 Template that contains the bootable VHBA, then connecting the 1/O Profile to the server. For
information about 1/0 Profiles, see Working with 1/0 Profiles.

Also, the server’s BIOS boot order must be edited to insert the Xsigo HCA as the highest priority boot
device in the server’s boot priority list. See Understanding SAN Boot.

Creating a Logical Volume Manager SAN Boot Profile

To configure the SAN Boot Profile for Logical Volume Manager (LVM):

Step 12 In the Name field, enter the name for the SAN Boot Profile that you are creating. The name can be an
alphanumeric character string, and typically relates to the server(s) that use the SAN Boot Profile—for
example, LinuxFinance for all the Linux servers in the Finance server group.

Step 13 As an option, in the Description field, you can enter a description for the SAN Boot Profile that you are

creating.

Step 14 From the Mount Type dropdown menu, select Logical Volume Manager as shown in Figure 7.
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Figure 7 Configure SAN Boot Profile — Direct Boot

Step 15 In the Group Name field, enter the name of the Volume Group that contains the volume where SAN
Boot information is located.

Step 16 In the Volume Name field, enter the name of the volume on which the SAN Boot information is located.
Step 17 Click Submit to create the SAN Boot Profile.
Step 18 Proceed to the next section.

Also, the server’s BIOS boot order must be edited to insert the Xsigo HCA as the highest priority boot
device in the server’s boot priority list. See Understanding SAN Boot.

Create the Bootable I/O Template

When the SAN Boot Profile is created, you must associate an 1/0 Template with it. The 1/O Template provides the vHBA
that connects the LUN in the SAN where the server’s boot information (kernel, boot image, and so on) are located. This
section documents how to create an I/0 Template with a bootable vVHBA.. After creating the bootable template, you will
need to also create an I/O Profile from that 1/0 Template. For more information about 1/O Profiles, see Working with 1/0
Profiles.

When you create the 1/O Template for the SAN Boot Profile, make sure that you select the bootable field. Without this
setting the vHBA in the 1/0 Template will not be able to support SAN Boot functionality. When the bootable option is set,
it does not preclude the vHBA from carrying standard read and write data. Instead, the bootable option allows the vHBA
to support SAN Booting the server in addition to read and write 1/0.

Oracle’s Xsigo Fabric Manager supports SAN Boot functionality through one or two paths, which are configured through
the I/0 Template.

» Single Path Bootable I/0O Template
e Dual Path Bootable I/O Template

Fabric Manager User Guide Oracle Xsigo Fabric Manager



Create the Bootable I/O Template

Single Path Bootable /0 Template

To create the bootable 1/0O Template, follow this procedure:

Step 1 Select Server Resource Manager->1/0 Templates to display the 1/O Template summary, then click the
plus sign ( +) to display the 1/O Template Editor. Figure 8 shows the 1/0 Template Editor.

1/0 Templake Fristne

= E &
Name: delsaly Default Gateway: none v
Dv=ariplion: EBCST Rool none w
Profile:
SAN Boot Profile: |[EO0 w
=]

oED] oE o) eofi o) =¥ f pubsinst o o% o

Figure 8 I/0 Template, SAN Bootable

Step 2 In the Name field, enter the name of the 1/O Template that will be used for SAN Booting.

Step 3 From the SAN Boot Profile dropdown menu, make sure to select the SAN Boot Profile you just created
in the preceding section. Without creating the 1/0 Template as a bootable 1/0 Template, the server where
the vHBA is deployed cannot be SAN Booted.

Step 4 Click and drag the vHBA to the appropriate Storage Cloud to terminate the vHBA on an FC port.
Step 5 Double click the vHBA icon on the I/0O Template work space to display the Edit vVHBA Resource dialog.

Step 6 On the Edit vHBA Resource dialog, click the Advanced Configuration button to display the advanced
properties for the selected vHBA. Figure 9 shows this dialog.
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Figure 9 Edit vHBA Resource, Setting a Bootable vHBA
Step 7 Click the SAN Boot checkbox. The checkbox must contain a check mark for SAN Booting capabilities
to be supported on the vHBA.
Step 8 Click Save to return to the 1/O Template Editor.

Step 9 Check the 1/0 Template Editor for the bootable icon (a circle with a red “B” within) associated with the
server’s boot vHBA. The presence of this icon indicates that the vHBA connected to the host is
bootable. Figure 10 shows a bootable VHBA.
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Figure 10 1/0 Template with Single Bootable vHBA
If the “bootable” icon is not present, make sure the SAN Boot checkbox contains a checkmark, as shown in
Figure 9.

Step 10 On the I/O Template Editor, click Save. Without saving the 1/O Template, all in-progress configuration
will be lost.

Step 11 After the bootable I/O Template is configured, proceed to Create an 1/O Profile from the 1/0 Template.

Dual Path Bootable I/O Template

Dual paths provide two paths to the same LUN so that a single point of failure through the Fabric Director’s fabric is
eliminated and availability of the SAN Boot information is increased. If one path is not available, the second one usually
is.

Be aware that the two paths in dual pathing are not true HA, so there is no automatic failover or failback if one of the paths
is not available. Instead, dual pathing simply provides to connections for the server to SAN Boot. If one path is not
available, user intervention is required to select the other path through host-side methods, such as multipathing software.
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For dual path bootable 1/0 Tempaltes, two VHBAS are configured with the following considerations:

»  Two fibre channel ports must be configured in the Storage Cloud. The HA vHBA cannot be created unless a
minimum of two ports exist in the Storage Cloud. Depending on how you want the dual pathing to work, you
can have storage ports on the same module or Fabric Director as long as the minimum of two ports exist in
the Storage Cloud.

e On the I/0O Template Editor, you must use the HA vHBAS option instead of creating two single vHBAS.

e The two VHBAS must connect to the same LUN. You cannot put the server’s SAN Boot information on
multiple LUNSs. Since the two vHBAS will be connected to the same LUN, you will terminate the two
VvHBAS in the same Storage Cloud.

To create a dual path bootable 1/0 Template, follow this procedure:

Step 1 Select Server Resource Manager->1/0 Templates to display the 1/0O Template summary, then click the
plus sign ( +) to display the 1/O Template Editor.

Step 2 Click the Add an HA vHBA to Template button, then click and drag to connect the vHBA to the
appropriate storage cloud, as shown in Figure 11.
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Figure 11 1/O Template, Dual Path SAN Bootable

Step 3 In the Name field, enter the name of the 1/0 Template that will be used for SAN Booting.

Step 4 From the SAN Boot Profile dropdown menu, make sure to select the SAN Boot Profile you just created
in the preceding section. Without creating the 1/0O Template as a bootable 1/0 Template, the server
where the vVHBA is deployed cannot be SAN Booted.

Step 5 Click and drag the vHBA to the appropriate Storage Cloud to terminate the vHBA on an FC port.
Step 6 Double click the vHBA icon on the 1/0 Template work space to display the Edit vHBA Resource dialog.
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Step 7 On the Edit vHBA Resource dialog, click the Advanced Configuration button to display the advanced
properties available to the HA vHBA that you are creating. Figure 12 shows this dialog.
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Figure 12 Edit vHBA Resource, Setting a Bootable vHBA

Step 8 On the Edit vHBA Resource dialog, make sure that the HA Configuration checkbox contains a
checkmark. If it does not, click it now. Without this checkbox properly set, only one vHBA (and
therefore one path) will be supported for SAN Booting the server.

Step 9 Click the SAN Boot checkbox. The checkbox must contain a check mark for SAN Booting capabilities
to be supported on the vHBA.

Step 10 Click Save to return to the 1/O Template Editor.

Step 11 Check the 1/0 Template Editor for the bootable icon (a circle with a red “B” within) associated with the
server’s boot VHBAs. The presence of this icon indicates that the dual vHBASs connected to the host are
bootable. Figure 13 shows a bootable vHBA pair.
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Figure 13 1/0 Template with Single Bootable vHBA

If the “bootable” icon is not present, make sure the SAN Boot checkbox contains a checkmark, as shown in
Figure 9.

Step 12 On the 1/0 Template Editor, click Save. Without saving the I/0 Template, all in-process configuration
will be lost.

Step 13 After the bootable I/0O Template is configured, proceed to Create an 1/O Profile from the 1/0 Template.

Displaying SAN Boot Profiles

The SAN Boot Profiles are displayed in the SAN Boot Profile Summary, which contains information about all the SAN

Boot Profiles that have been created through Fabric Manager. The table shows general information about the SAN Boot
Profile such as the server profile and vVHBA that support the connection to the SAN disk that contains the server’s kernel
and initrd.

The SAN Boot Profile Summary also contains a link to the SAN Boot Details page where additional information about the
configuration is available for the vHBA that is supporting the connection to the SAN disk that contains the server’s kernel
and initrd.

Figure 14 shows the SAN Boot Profile Summary which is available through the Server Resource Manager->Boot
Profiles->SAN Boot Profile Summary.
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Figure 14 SAN Boot Profile Summary

Table 1 shows the contents of the SAN Boot Profile Summary and explains what each field means.

Table1 Contents of the SAN Boot Profile Summary

Field Indicates
Name The name of the SAN Boot Profile.
Mount Type The type of mount configured on the SAN Boot vHBA. Valid values are:

»  static, for a Static SAN Boot Profile.
e lvm, for the Logical Volume Manager.

« direct, for assigning the device name that has the root file system.

Group Name The logical volume manager (LVM) group name. If the mount type is LVM, this
field displays the group name. If the mount type is other than LVM, no value is
displayed.

Volume Name The name of the logical volume that L\VM uses for the root file system mount
point.

Mount Device The name of the device that contains the root file system mount point for the SAN
Boot Profile.

1/0 Template The number of 1/O Templates that are assigned to each SAN Boot Profile.

1/0 Profiles The number of I/O Profiles that are associated with each SAN Boot Profile.
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Displaying SAN Boot Profile Detalls

The SAN Boot Profile Details frame contains information about any configured SAN Boot Profiles. The SAN Boot

Details frame contains only one instance of a SAN Boot, which is determined by the SAN Boot Profile that you select in
the SAN Boot Profile Summary. By clicking a specific SAN Boot Profile in the summary, all of its corresponding details
are available in the details frame.

Through the SAN Boot Profile Details Frame you can also edit a configured SAN Boot Profile to make changes to the
profile without having to delete then re-add the profile. Be aware that:

» changes to the profile might also require resetting the server, or making changes to the server’s configuration
(for example, if a new boot device is specified, you might need to change the order of boot devices in the
server’s boot priorities list.)

» editing a SAN Boot Profile is allowed only when the SAN Boot Profile is not currently associated with an
I/0 Template.

The SAN Boot Profile Details Frame is in the Fabric Manager GUI just below the SAN Boot Summary Profile. Figure 15
shows the SAN Boot Profile Details frame.
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Figure 15 SAN Boot Profile Details Frame

Table 2 shows the contents of the SAN Boot Profile Details frame, and explains what each field means. Not all fields will
be populated based on the options specified during the configuration of the SAN Boot Profile. For example, if you created
a direct connect SAN Boot Profile, none of the fields for logical volume manager will contain information.
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Table 2 Contents of the SAN Boot Profile Details Frame

Field Means
Name The name assigned to the selected SAN Boot Profile.
Mount Type The method used to mount the SAN location of the server’s SAN Boot
information:
* Direct
o Static

* Logical Volume Manager

Group Name For Logical Volume Manager mount types, this field shows the logical group that
contains the SAN location of the server’s SAN boot information.

Volume Name For Logical Volume Manager mount types, this field shows the logical volume that
contains the SAN location of the server’s SAN boot information.

Mount Device For Direct mount types, this field shows the device that contains the root file
system mount point for the server’s SAN Boot information.

1/0 Template The number of 1/O Templates that are assigned to each SAN Boot Profile.

1/0 Profiles The number of 1/0 Profiles that are associated with each SAN Boot Profile.

Create an I/O Profile from the I/0O Template

If you are setting up SAN Boot for a server that has already booted up and connected to the Fabric Director, you can now
create an 1/0 Profile from the I/0O Template. When the 1/0 Profile is created, it will contain the bootable vHBA that you
created. You can create one more I/O Profiles from the same 1/0 Template.

For information about creating an 1/0 Profile, follow the procedure for creating an 1/O Profile as documented in Creating
an 1/O Profile.

Connect the I/O Profile to a Physical Server

When you assign the 1/0 Profile to the server, you begin pushing the bootable vHBA and the associated SAN Boot Profile
to the server.

To assign the 1/0 Template to a server, follow this procedure for connecting an 1/0O Profile to a Physical server, as
documented in Connecting an 1/O Profile to a Server.
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Deleting a SAN Boot Profile

Through the SAN Boot Profile Summary, you can delete a SAN Boot Profile. To delete a SAN Boot Profile, follow this

procedure:

Step 1

Step 2

Step 3

On the navigation panel, click Server Resource Manager->Boot Profiles->SAN Boot Profile Summary.
This step displays the SAN Boot Profile Summary.

On the SAN Boot Profile Summary, select the SAN Boot Profile that you want to delete. This step
activates the garbage can icon. You can select multiple SAN Boot profiles through standard keyboard

conventions, for example by pressing the CTRL + click or Shift + click.

Click the garbage can icon to delete the selected SAN Boot Profile as shown in Figure 16.
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Figure 16 Deleting a SAN Boot Profile
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When you click the garbage can icon, a confirmation page is displayed to verify that you actually want to

delete the selected SAN Boot Profile.

Click OK to delete the selected SAN Boot Profile(s), or Cancel to abort the deletion.
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Understanding iISCSI Boot

The 1/0O Director supports booting an ESX server over a VNIC using an iSCSI connection. Figure 17 illustrates the
topology used to achieve iSCSI booting.

ESX Server to Boot

l H =~
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Ethernet
Port
WIVNIC i
_ _ iSCSI
ISCSI Connection Ethernet Network Disk Array
(Target IP,
LUN)

Figure 17 Linux Server iSCSI Boot Topology

Table 3 lists some terminology specific to iSCSI booting.

Table 3 iSCSI Boot Terms

Term Definition

initiator The host server that is booting over an iSCSI connection
target The iSCSI array

IQN An iSCSI qualified name of an initiator or target

target IP The IP address of the target filer or array

Understanding the iSCSI Boot Procedure

When configuring iSCSI boot, you perform the same general steps as for any remote booting setup:

1.

Install the SAN volume with the necessary bits.

iSCSI boot uses the same initrd that Linux SAN Boot uses. You cannot use the supported Linux
installers over iSCSI. You can find additional affirmation about patching the Anaconda installer and
installing the boot disk in the Remote Booting Guide’s “iSCSI Booting” chapter.

Alternatively, you can install over FC to the disk and then have your server boot over iSCSI. The iSCSI
install options require a temporary FC or Ethernet connection to the volume.

Configure the 1/0O Director with the required virtual 1/O resources.

Create a VNIC and server profile, using either DHCP or static addressing.

Configure the host server with drivers and firmware to enable remote booting.
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Overview of Setting Up iISCSI Boot

Setting up iSCSI Boot has the following phases:
1. Create the iSCSI Boot Profile

2. Create a Bootable I/0 Template for either a single or dual path to the LUN that contains the SAN Boot
information.

3. Create an I/O Profile. While the 1/O Profile is being pushed to the host, you will be prompted to provide pertinent
information, such as the iSCSI initiator to complete connecting the 1/0 Profile while the iISCSI Boot
configuration is being pushed to the server.

For this procedure, you will find it helpful to have the following information available before starting the procedure:

e the Server GUID

» the LUN from which the server will be booting. This is the LUN where the server’s boot information is
located on the iSCSI storage array. The Xsigo vNIC must be connected to this LUN to provide a path for the
boot information to reach the server on which the vNIC is deployed.

» the target IQN (T-IQN), which you can get by logging into the storage.

« the initiator IQN (I-IQN), which you can get by displaying the vNIC properties. On the Fabric Director, you
can get this information by issuing the show server-profile <profile-name> iscsi-boot
—-detail command. The —detai l qualifier is required to display the I-1QN.

Creating an iISCSI Boot Profile

Creating an iSCSI Boot Profile enables the host server to access its boot information over a boot capable vNIC which
connects the server to its boot information. The iSCSI boot information is supported on the server through a Xsigo HCA
and option ROM, which must be present in the host server that will be iSCSI booting. If the Xsigo HCA and option ROM
are not yet installed, install them now. This section documents how to create an iSCSI Boot Profile.

When an iSCSI Boot Profile is created, the necessary information is available for booting the server over a vNIC that
connects to its boot information on iSCSI storage. However, the bootable vNIC that connects the server to the network is
not configured as part of creating an iISCSI Boot Profile. The iSCSI Boot Profile must be connected to an 1/0 Template
which contains a valid bootable vNIC for iSCSI booting. For information about creating an I/0O Template, see Working
with I/O Templates.

As part of creating an iSCSI Boot Profile, you specify the root file system through a LUN on a target. The iSCSI Boot
Profile supports different ways of mounting the root file system:

« direct, which allows you to specify a device name for the LUN that contains the boot image and the root file
system, and always use that device name. Otherwise, when devices are discovered you cannot guarantee that
the iISCSI boot device is used consistently.

» static, which allows you to manually specify the location of the iSCSI boot information and configure iSCSI
booting on the host server.

» logical volume manager, which allows you to specify a group and volume that contain the root file system.

Be aware that the boot image must be entirely contained within one LUN. The boot image file cannot be striped across
multiple LUNs. The root file system must also be entirely contained within one LUN.

You also must specify the target IP Address Group, which is the IP address of the target filer or array.

Fabric Manager User Guide Oracle Xsigo Fabric Manager



Creating an iSCSI Boot Profile

When you configure an iSCSI Boot vNIC, the vVNIC supports both iSCSI Boot and standard virtual 1/0 functionality.

To create an iSCSI Boot Profile, follow this procedure:

Step 1  On the navigation panel, select Server Resource Manager->Boot Profiles->iSCSI Boot Profile Summary
tab. Figure 18 shows the iSCSI Boot Profile Summary.
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Figure 18 iSCSI Boot Profile Summary

Through the iSCSI Profile Summary, you can add a new iSCSI Boot Profile or delete a selected iSCSI Boot Profile
through the plus sign ( +) and garbage can icon, respectively.

Step 2 Click the plus sign to display the Create iSCSI Boot Profile dialog. Figure 19 shows this dialog.
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Figure 19 Create iSCSI Boot Profile

Step 3 In the Name field, enter an alphanumeric character string that will name the iSCSI Boot Profile that you

are creating.
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

In the Target IP Address field, enter the IP Address group for the filer or array that contains the server’s
iSCSI Boot information.

In the Target Portal Group field, enter the IP address for the iSCSI Portal Group. Depending on your
iSCSI storage array, this field might not be required.

In the Protocol ID field, enter the number of the protocol that will be supporting iISCSI communication.
This field is populated with a default value, but you can change the communication protocol number if
you need to.

In the Port ID field, enter the port number that will support the iSCSI communication between the
server and the location of the server’s iSCSI Boot information. This field is populated with a default
value, but you can change the communication port number if you need to.

As an option, in the Description field, you can enter an alphanumeric character string that describes the
iSCSI Boot Profile that you are creating.

From the Mount Type dropdown menu, select one of the following methods of mounting the location of
the server’s SAN Boot Profile:

« Static, in which the iSCSI Boot profile connects to the statically assigned storage through the same
VvNIC. To configure this iSCSI Boot Profile, proceed to Creating a Static iSCSI Boot Profile.

 Direct, in which the iSCSI Boot Profile connects to the same server boot device. To configure this
iSCSI Boot Profile, proceed to Creating a Direct Attach iSCSI Boot Profile.

« Logical Volume Manager, which contains a pointer to a LUN and Volume Group that contains the
iSCSI Boot information. To configure this iSCSI Boot Profile, proceed to Creating a Logical Volume
Manager iSCSI Boot Profile.

Creating a Static iSCSI Boot Profile

To configure a static iISCSI Boot Profile:

Step 10

Step 11

Step 12

In the Name field, enter the name for the iSCSI Boot Profile that you are creating. The name can be an
alphanumeric character string, and typically relates to the server(s) that use the iSCSI Boot Profile.

As an option, in the Description field, you can enter an alphanumeric character string that describes the
iSCSI Boot Profile that you are creating.

From the Mount Type dropdown menu, select Static as shown in Figure 20.
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Figure 20 Create SCSI Boot Profile — Static

Step 13 Click Submit to create the iSCSI Boot Profile.

At this point, the iSCSI Boot Profile is configured. However, for the server to receive the iISCSI Boot
information, it must have a bootable vNIC configured on the server, which occurs by configuring an 1/0
Profile from the I/O Template that contains the bootable vNIC, then connecting the 1/O Profile to the server.
For information about I/O Profiles, see Working with 1/O Profiles.

Also, the server’s BIOS boot order must be edited to insert the Xsigo HCA as the highest priority boot
device in the server’s boot priority list. See Understanding SAN Boot.

Step 14 Proceed to Create the Bootable I/0 Template.

Creating a Direct Attach iSCSI Boot Profile

To configure a direct attach iSCSI Boot Profile:

Step 15 In the Name field, enter the name for the iSCSI Boot Profile that you are creating. The name can be an
alphanumeric character string, and typically relates to the server(s) that use the iSCSI Boot Profile.

Step 16 As an option, in the Description field, you can enter an alphanumeric character string that describes the

iSCSI Boot Profile that you are creating.

Step 17 From the Mount Type dropdown menu, select Direct as shown in Figure 21. This step activates the

Device Name field.
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Figure 21 Configure SCSI Boot Profile — Direct Boot
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Step 18 In the Device Name field, enter the name of the server’s boot device that will receive the iSCSI boot

information.

Step 19 Click Submit to create the iSCSI Boot Profile.

At this point, the iISCSI Boot Profile is configured. However, for the server to receive the iSCSI Boot
information, it must have a bootable vNIC configured on the server, which occurs by configuring an 1/0
Profile from the 1/0 Template that contains the bootable vNIC, then connecting the 1/0 Profile to the server.

For information about 1/O Profiles, see Working with 1/O Profiles.

Also, the server’s BIOS boot order must be edited to insert the Xsigo HCA as the highest priority boot

device in the server’s boot priority list. See Understanding SAN Boot.

Step 20 Proceed to Create the Bootable I/0 Template.

Creating a Logical Volume Manager iSCSI Boot Profile

To configure the iISCSI Boot Profile to use a logical volume manager:

Step 21 In the Name field, enter the name for the iSCSI Boot Profile that you are creating. The name can be an
alphanumeric character string, and typically relates to the server(s) that use the iSCSI Boot Profile.

Step 22 As an option, in the Description field, you can enter an alphanumeric character string that describes the

iSCSI Boot Profile that you are creating.

Step 23 From the Mount Type dropdown menu, select Logical Volume Manager as shown in Figure 22. This step
activates the Group Name and Volume Name fields.

Fabric Manager User Guide

Oracle Xsigo Fabric Manager



Create the Bootable I/O Template

Create iSL51 Boot Profile b o
Mo * besboor 19 =
Target IF Address; * 192.168.111.112

Target Portal Group:

Protocol 10; fi

Port 1Dz F200

Decrigslion: E
Muount Type: Logical Volume Manager -
Drevioe Name;

Grou Namme: ValGroupdl

Volume Name; Loghol -

Submd Canual
Figure 22 Configure SCSI Boot Profile — Direct Boot

Step 24 In the Group Name field, enter the name of the Volume Group that contains the volume where the
server’s iSCSI Boot information is located.

Step 25 In the Volume Name field, enter the name of the volume on which the server’s iSCSI Boot information
is located.

Step 26 Click Submit to create the iSCSI Boot Profile.

At this point, the iISCSI Boot Profile is configured. However, for the server to receive the iSCSI Boot
information, it must have a bootable vNIC configured on the server, which occurs by configuring an 1/0
Profile from the 1/0 Template that contains the bootable vNIC, then connecting the 1/0 Profile to the server.
For information about 1/O Profiles, see Working with 1/O Profiles.

Also, the server’s BIOS boot order must be edited to insert the Xsigo HCA as the highest priority boot
device in the server’s boot priority list. See Understanding SAN Boot.

Step 27 Proceed to Create the Bootable I/0 Template.

Create the Bootable I/O Template

When the iSCSI Boot Profile is created, you must associate an 1/O Template with it. The I/O Template provides the vNIC
that connects the server to the LUN on the iSCSI storage array where the server’s boot information (kernel, boot image,
and so on) are located. This section documents how to create an 1/0 Template with a bootable vNIC. For more
information about 1/0 Templates, see Working with 1/0 Templates.

When you create the 1/0 Template for the iSCSI Boot Profile, make sure that you select the bootable field. Without this
setting, the vNIC in the 1/O Template will not be able to support iSCSI Boot functionality. When the bootable option is set,
it does not preclude the vNIC from carrying standard network traffic. Instead, the bootable option allows the vNIC to
support iSCSI Booting the server in addition to standard Ethernet and Gigabit Ethernet network traffic.
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Fabric Manager supports iISCSI Boot functionality through one or two paths, which are configured through the 1/0
Template.

» Single Path Bootable I/0O Template
e Dual Path Bootable I/O Template

Single Path Bootable I/0 Template

To create the bootable 1/0 Template, follow this procedure:

Step 1 Select Server Resource Manager->1/0 Templates to display the 1/O Template summary, then click the
plus sign ( +) to display the 1/O Template Editor. Figure 23 shows the 1/O Template Editor.
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Figure 23 I/0 Template, SCSI Bootable

Step 2 In the Name field, enter the name of the 1/0 Template that will be used for SAN Booting.

Step 3 From the iSCSI Boot Profile dropdown menu, make sure to select the iSCSI Boot Profile you just
created in the preceding section. Without creating the 1/0 Template as a bootable 1/0 Template, the
server where the vNIC is deployed cannot be iSCSI Booted.
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Step 4 Click and drag the vNIC to the appropriate Network Cloud to terminate the vNIC on an Ethernet port.

Step 5 Double click the vNIC icon on the 1/O Template work space to display the Edit vNIC Resource dialog.

Step 6 On the Edit vNIC Resource dialog, click the Advanced Configuration button to display additional
options for the vNIC—including the iSCSI Boot checkbox. Figure 24 shows this dialog.

Edit vNIC resource

Name: vnic
Description:

Network Cloud: techpubsl
HA Configuration:

| Advanced Configuration

QoS Configuration: Select a Qo5 Profil

IP Type: DHCP

@ Host Managed

Trunk Mode:
PXE Boot:

User defined MAC
Address:

Figure 24 Edit vNIC Resource, Setting a Bootable vNIC

Auto Switchover:

VLAN ID:

Checksum Offload:

Community Name:

Private:

| i5CSI Boot:

MAC address range:

Cancel

Step 7 Click the iSCSI Boot checkbox. The checkbox must contain a check mark for iISCSI Booting capabilities

to be supported on the vNIC.

Step 8 Click Save to return to the 1/0 Template Editor.

Step 9 Check the I/0O Template Editor for the bootable icon (a circle with a red “B” within) associated with the
server’s boot VNIC. The presence of this icon indicates that the vNIC connected to the host is bootable.

Figure 25 shows a bootable vNIC.
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Bootable vNIC Icon
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Figure 25 I/0 Template with Single Bootable vNIC
If the “bootable” icon is not present, make sure the iSCSI Boot checkbox contains a checkmark, as shown in
Figure 24.

Step 10 On the I/0O Template Editor toolbar, click Save. Without saving the 1/0 Template, the pending 1/0
Template configuration will be lost.

Step 11 After the bootable I/O Template is configured, proceed to Create an 1/O Profile from the I/0O Template.
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Dual Path Bootable I/O Template

Dual path provides two paths to the same LUN so that a single point of failure through the Fabric Director’s fabric is
eliminated and availability of the iSCSI Boot information is increased. If one path is not available, the second one is.

Be aware that the two paths in dual pathing are not true HA, so there is no automatic failover or failback if one of the paths
is not available. Instead, dual pathing simply provides two connections for the server to iISCSI Boot. If one path is not
available, user intervention is required to select the other path through host-side methods, such as multipathing software.

For dual path bootable 1/0 Tempaltes, two vNICs are configured with the following considerations:

e On the I/0 Template Editor, you must use the HA vNICs option instead of creating two single vNICs.

e The two vNICs must connect to the same LUN. You cannot put the server’s iSCSI Boot information on
multiple LUNSs. Since the two vNICs will be connected to the same LUN, you will terminate the two vNICs
in the same Network Cloud.

To create a dual path bootable 1/0 Template, follow this procedure:

Step 1 Select Server Resource Manager->1/0 Templates to display the 1/0 Template summary, then click the
plus sign ( +) to display the 1/O Template Editor.

Step 2 Click the Add an HA vNIC to Template button, then click and drag to connect the vNIC to the
appropriate Network Cloud, as shown in Figure 26.

%/ To terminate an HA vNIC, the Network Cloud must have more than one Gigabit Ethernet port in

Note It
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Figure 26 /0 Template, Dual Path iSCSI Bootable

Step 3 In the Name field, enter the name of the 1/0 Template that will be used for iSCSI Booting.

Step 4 From the iSCSI Boot Profile dropdown menu, make sure to select the iSCSI Boot Profile you just
created in the preceding section. Without creating the 1/0O Template as a bootable 1/0 Template, the
server where the vNICs are deployed cannot be iSCSI Booted.

Step 5 Click and drag the vNICs to the appropriate Network Cloud to terminate the vNICs on Ethernet ports.
Step 6 Double click the vNIC icon on the I/O Template work space to display the Edit vNIC Resource dialog.

Step 7 Click the Advanced Configuration checkbox to display the additional configuration options for the HA
vNIC—including the iSCSI Boot checkbox. Figure 27 shows this dialog.
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Edit vNIC resource ¥
Hame: * wnic
Description:
Network Cloud: * techpubsil i
HA Configuration: i Auto Switchover:

| Advanced Configuration

QoS Configuration: Select a QoS Profil v VLAN ID: 1
1P Type: DHCP Checksum Offload:

@ Host Managed Community Name:
Trunk Mode: Private:
PXE Boot: . iSCSI Boot: 7
User defined MAC MAC address range:
Address:

Save Cancel
Figure 27 Edit vNIC Resource, Setting a Bootable vNIC

Step 8 On the Edit vNIC Resource dialog, make sure that the HA Configuration checkbox contains a
checkmark. If it does not, click it now. Without this checkbox properly set, only one vNIC (and
therefore one path) will be supported for iSCSI Booting the server.

Step 9 Click the iSCSI Boot checkbox. This checkbox must contain a checkmark for the HA vNICs to support
iSCSI boot of the server where the vNICs are deployed.

Step 10 Click Save to return to the 1/O Template Editor.

Step 11 Check the 1/0 Template Editor for the bootable icon (a circle with a red “B” within) associated with the
server’s boot VNIC. The presence of this icon indicates that the vNIC connected to the host is bootable.
Figure 28 shows a bootable vNIC.
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Bootable Dual vNIC Icon
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Figure 28 1/0 Template with Dual Bootable vNICs
Step 12 On the I/0O Template Editor, click Save. Without saving the I/0 Template, all pending I/0 Template
configuration will be lost.

Step 13 After the bootable 1/0O Template is configured, proceed to Create an 1/O Profile from the I/0O Template.

Create an /O Profile from the I/O Template

If you are setting up iISCSI Boot for a server that has already booted up and connected to the Oracle Xsigo Fabric Director,
you can now create an 1/0 Profile from the 1/0 Template. When the 1/O Profile is created, it will contain the bootable
VNIC that you created. You can create multiple I/O Profiles from the same I/0O Template if needed.

For information about creating an 1/O Profile, follow the procedure for creating an 1/0 Profile as documented in Working
with 1/0O Profiles.
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Connect the I/O Profile to a Physical Server

When you assign the 1/0 Profile to the server, you begin pushing the bootable vNIC and the associated iSCSI Boot Profile
to the server.

While Fabric Manager is pushing the iSCSI bootable vNIC and iSCSI Boot Profile to hosts, it prompts you for IQN
information to complete the path between the host and the LUN containing the host’s iSCSI boot information. When
needed, Fabric Manager prompts you for the necessary information through a series of popup dialogs. IQN information is
required for either a single path or dual path iSCSI configuration. Answer the prompts as needed to complete assigning
the 1/0 Profile to the relevant servers.

To assign the 1/0 Profile to a server, follow the procedure documented in Connecting an 1/0 Profile to a Server.

Displaying the iISCSI Boot Profiles

The iISCSI Boot Profiles are displayed in the iSCSI Boot Profile Summary, which contains information about all the iSCSI
Boot Profiles that have been created through Fabric Manager. The table shows general information about the iISCSI Boot
Profile such as the IP address of the device containing the server’s boot information and the mount type that will be used
to access the boot information, kernel, and initrd.

Figure 29 shows the iSCSI Boot Profile Summary which is available through the Server Resource Manager->Boot
Profiles->iSCSI Boot Profile Summary.
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Figure 29 iSCSI Boot Profile Summary

Table 4 shows the contents of the iISCSI Boot Profile Summary and explains what each field means.
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Table 4 Contents of the iSCSI Boot Profile Summary

Field

Indicates

Name
Target IP Address

Target Portal Group

Port

Protocol

Mount Type

Group Name

Volume Name

Mount Device

1/0 Template
1/0 Profiles

The name of the iISCSI Boot Profile.

Shows the IP address of the storage target filer or array where the server’s iSCSI
Boot information is located.

Shows the name of the target portal group (if any) in which the server’s iSCSI Boot
information is located.

Shows the port number on which the iSCSI communication between the server and
the target containing the iSCSI boot information.

Shows the protocol number used for communication between the server and the
target containing its iSCSI boot information.

The type of mount configured on the iSCSI Boot vNIC. Valid values are:
« static, for a Static iSCSI Boot Profile.
e lvm, for the Logical Volume Manager.
e direct, for assigning the device name that has the root file system.

The logical volume manager (LVM) group name. If the mount type is LVM, this
field displays the group name. If the mount type is other than LVM, no value is
displayed.

The name of the logical volume that LVM uses for the root file system mount
point.

The name of the device that contains the root file system mount point for the iSCSI
Boot Profile.

The number of 1/0 Templates that are assigned to each iSCSI Boot Profile.

The number of 1/0O Profiles that are associated with each iSCSI Boot Profile.

Displaying iSCSI Boot Profile Details

The iSCSI Boot Profile Details frame contains information about any configured iSCSI Boot Profiles. The iSCSI Boot
Profile Details frame contains only one instance of an iSCSI Boot Profile, which is determined by the iSCSI Boot Profile
that you select in the iISCSI Boot Profile Summary. By clicking a specific iISCSI Boot Profile in the summary, all of its
corresponding details are available in the details frame.

Through the iSCSI Details Frame you can also edit a configured iSCSI Boot Profile to make changes to the profile
without having to delete then re-add the profile. Be aware that:

» changes to the profile might also require resetting the server, or making changes to the server’s configuration
(for example, if a new boot device is specified, you might need to change the order of boot devices in the
server’s boot priorities list).

» editing an iSCSI Boot Profile is allowed only when the iSCSI Boot Profile is not currently associated with

an 1/0 Template.
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The iSCSI Boot Profile Details Frame is in Oracle’s Xsigo Fabric Manager GUI just below the iISCSI Boot Summary
Profile. Figure 30 shows the iSCSI Boot Profile Details frame.
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Figure 30 iSCSI Boot Profile Details Frame

When the iSCSI Boot Details frame is populated with an iSCSI Boot Profile, you can edit the profile to make changes to
the current profile without having to delete and re-add the profile.

Table 5 shows the contents of the iSCSI Boot Profile Details frame, and explains what each field means. Not all fields will
be populated based on the options specified during the configuration of the iSCSI Boot Profile. For example, if you
created a direct connect iSCSI Boot Profile, none of the fields for logical volume manager will contain information.
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Table 5 Contains of the iSCSI Boot Profile Details Frame

Field Means
Name The name assigned to the selected iSCSI Boot Profile.
Target IP Address Shows the IP address of the storage target filer or array where the server’s iSCSI
Boot information is located.
Target Portal Group Shows the name of the target portal group (if any) in which the server’s iSCSI Boot
information is located.
Port Shows the port number on which the iSCSI communication between the server and
the target containing the iSCSI boot information.
Protocol Shows the protocol number used for communication between the server and the
target containing its iSCSI boot information.
Mount Type The method used to mount the SAN location of the server’s iSCSI Boot
information:
* Direct
e Static

e Logical Volume Manager

Group Name For Logical Volume Manager mount types, this field shows the logical group that
contains the SAN location of the server’s iSCSI boot information.

Volume Name For Logical Volume Manager mount types, this field shows the logical volume that
contains the SAN location of the server’s iSCSI boot information.

Mount Device For Direct mount types, this field shows the device that contains the root file
system mount point for the server’s iSCSI Boot information.

1/0 Template The number of 1/0 Templates that are assigned to each iSCSI Boot Profile.

1/0 Profiles The number of I/O Profiles that are associated with each iSCSI Boot Profile.

Deleting an iSCSI Boot Profile

Through the iSCSI Boot Profile Summary, you can delete an iSCSI Boot Profile. Any iSCSI Boot Profile that is not
associated with an 1/O Template or a physical server can be deleted.

To delete an iSCSI Boot Profile, follow this procedure:

Step 1  On the navigation panel, click Server Resource Manager->Boot Profiles->iSCSI Boot Profile Summary
tab. This step displays the iSCSI Boot Profile Summary.

Step 2 On the iSCSI Boot Profile Summary, select the iISCSI Boot Profile that you want to delete. This step
activates the garbage can icon. You can select multiple iSCSI Boot profiles through standard keyboard
conventions, for example by pressing the CTRL + click or Shift + click.

Step 3 Click the garbage can icon to delete the selected iSCSI Boot Profile as shown in Figure 31.
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Figure 31 Deleting an iSCSI Boot Profile
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When you click the garbage can icon, a confirmation page is displayed to verify that you actually want to

delete the selected iSCSI Boot Profile.

Step 4 Click OK to delete the selected iSCSI Boot Profile(s), or Cancel to abort the deletion.
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Working with the Topology

This chapter contains the following topics:
e Understanding the Topology
» Displaying the Topology Overview
» Displaying the Server Cloud View
» Displaying the Director Cloud View
» Displaying the Server Director View
» Displaying the Target Topology View
» Displaying Performance Meters
»  Switching Between Physical and Virtual Views
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Understanding the Topology

The Topology is a series of network illustrations of connectivity from different perspectives. Each perspective is called a
“view.” When you are displaying the Topology, you are displaying how different parts of the datacenter that Oracle’s
Xsigo Fabric Manager is managing are connected together over Xsigo virtual 1/0 and other products.

The Topology is different than the Physical Topology, which displays a diagram of how Oracle’s Xsigo Fabric Director
and physical hosts are physically connected (cabled) together.

Displaying Detailed Information for the Topology

In addition to the top-level information available on the Topology, you can drill-down to lower, more detailed levels of
information about the contents of the Topology. The detailed information is displayed based on the context of the view
you are in. For example, if you are in Server Director view, details displayed will be in the context of the servers’
connections to one or more Fabric Directors including any connections through intermediary switches. If you are in
Server Cloud view, the detailed information will be displayed in the context of the servers’ connections to clouds.

You can display detailed information by double-clicking individual elements (servers, clouds, Fabric Directors, and so on)
within each view. Additional information is documented in the sections for each view.

Displaying the Topology Overview

The general topology is displayed through the Topology Overview, and shows the virtual connections (vNICs and
VHBAGS) for each Network and Storage Cloud to all the connected hosts. In the Topology Overview, toolbar controls are
available for:

» Displaying Performance Meters

Figure 1 shows the Topology Overview.
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Tapnlogy View

Figure 1 Topology Overview

Through the toolbar on the Topology Overview, you can control various aspects of how the Topology Overview contents
are displayed:

a button toggles the display of performance meters for each server in the Topology Overview. (See
Displaying Performance Meters.)

a slider controls zooming in and out on the Topology. Zooming in enables you to focus in on a smaller
area of the Topology and enlarge that area. Zooming out enables you to pan out to a wider view of the
Topology and reduce the size of the individual elements in the Topology.

« the right side of the toolbar contains controls for displaying different views of the Topology page, including:

the Topology view, which shows the overall topology from the Network and Storage Cloud through the
Fabric Director to the discovered host servers.

the Server Cloud view, which shows connectivity between hosts and clouds. The Fabric Directors
providing connectivity are not shown.

the Director Cloud view, which shows connectivity between the clouds and the Fabric Directors that are
providing the connections. Host servers are not displayed.

the Server Director view, which shows connectivity between the physical servers and server groups and
the Fabric Directors. The connectivity to the network and storage clouds is not displayed.
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— the Target Topology view, which shows the connectivity of individual vHBAS and their respective
targets. The Fabric Directors and hosts are not displayed.

» the main area of the Topology also shows whether or not a Server has an 1/O Profile bound to it. A small
icon to the upper left of each server or server group indicates whether the server or group has Xsigo 1/0
bound to it or not. Figure 2 shows which servers have 1/0O Profiles bound.

Tapnlogy View

Figure 2 Topology Overview — Servers Bound to an 1/0 Profile

Vertically Scrolling Columns on the Topology

In the main work area of each view in the Topology, elements (such as servers, Fabric Directors, and Clouds) are arranged
in vertical columns. Column headings on the Topology indicate the individual columns. Usually, two or three columns are
displayed on the work area. In a larger deployment, these elements can scroll off the Topology, and it can become difficult
to see all the elements of the topology on one page even if you zoom out to the widest display. Each vertical column on the
Topology supports a vertical click and drag to scroll that column up and down.

To click and drag a column, follow this procedure:

Step 1 Hover with the mouse near the element in that vertical column until the mouse pointer switches to a
hand icon, as shown in Figure 3.
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Tapnlogy View

Figure 3 Selecting a Column for Vertical Scrolling

Step 2 At that point, you can click with the mouse and drag the column up or down. Figure 4 shows an example
of vertically scrolling the contents of the Server and Server Group column on the Topology.
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Figure 4 Vertically Scrolling a Column

Each column is individually controllable, so you can arrange each column until you get all elements arranged so that they
show the information you need.

Displaying the Physical Server Details

Through the Topology overview, you can get additional information about server connections to clouds by double-
clicking a server. For information, see Displaying Detailed Information about Individual Servers.

Displaying the Server Group Details

Through the Topology overview, you can get additional information about the connections from a server group to clouds
by double-clicking a server group. For information, see Displaying Detailed Information about Server Groups.

Displaying Physical Connectivity for the Topology Overview

Through the Topology Details, you can display physical connectivity information for the Fabric Director physical ports
that connect vNICs and VHBAS to servers. The information displayed shows the same connectivity as the Server Cloud
view. For more information, see Displaying Physical Connectivity for Server Cloud View.
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Displaying the Server Cloud View

The Server Cloud view shows information about which server(s) are connected to which Network and Storage Clouds.
This view shows individual servers as well as server groups.

In Server Director view, two options are available as toolbar buttons:

» Displaying Performance Meters
» Displaying Physical Connectivity for Server Cloud View

Figure 5 shows an example of the Server Cloud view.

Tapnlogy View
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Figure 5 Topology — Server Cloud View

Displaying Detailed Information about Server Groups

A server group is logical collection of individual servers that you have created. (For information see, Working with Server
Groups.) The Topology supports displaying information about server groups, including:

« which servers constitute the server group

» whether servers in the server group are bound to an 1/O Profile

» how individual servers in the server group are connected to individual clouds
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To display the Server Group details, double-click a server group on the Topology from either Server Cloud view or the
Topology Overview. See Figure 6.

Tapnlagy View
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Figure 6 Server Group Details

In this example, you can see that the Server Group “pubtest” consists of the servers bgudi and coke. Each server is bound
to an I/O Profile (as indicated by the icon to the upper right of each server), and each server is connected to two clouds. In
this example, the only connection shown is from bgudi to the “discovered-network-cloud”.

Displaying Detailed Information about Individual Servers

Detailed information is available for individual servers that are managed by Fabric Manager. Through the Topology, you
can see the following detailed information for individual servers:

e the individual server
e individual vNICs and vHBA connections from the server

* how individual vNICs and vHBAS on the server are connected to individual clouds

Additional details about physical servers are available based on the context of the view you are in. For
example, if you are in Server Director view, details displayed will be in the context of the servers’

Note
connections to one or more Fabric Directors including any connections through intermediary switches.
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To display the details for individual servers, double-click a server group on the Topology from either Server Cloud view
or the Topology Overview. See Figure 7.

gy

Figure 7 Physical Server Details

In this example, the server “broke” has multiple vNICs and vVHBAs. In this example, vNICs are shown connected to
discovered-network-cloud, and also to another Network Cloud (not displayed, but connections to it run off the bottom of
the Physical Server Details page).

Displaying Physical Connectivity for Server Cloud View

The Server Cloud Details contains an option to show physical connection information, such as what the server(s) in the
server group are connected to on one or more Fabric Directors. The Show Physical View toolbar button is supported on
the toolbar for the Server Cloud view and the Server Cloud Details. Different information is displayed based on which
view is used when the Show Physical View toolbar button is clicked.

*  On the Server Cloud view, the Show Physical View button shows the same information as the Server
Director view. For information, see Figure 12.

* On the Server Cloud Details page enables you to see which port on which Fabric Director each server in the
group is connected to. See Figure 8.
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Figure 8 Server Cloud Details — Physical Port Connections

In this example, you can see the individual vHBAs in the server “brick.” Some of these VHBAS are connected to physical
port 14/3 and 5/1 on Fabric Director “arkansas” and physical port 5/1 on Fabric Director “texas” among others.
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Displaying the Director Cloud View

The Director Cloud view shows information about which Fabric Director(s) are connected to which Network and Storage
Clouds.

Figure 9 shows an example of the Director Cloud view.
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Figure 9 Topology — Director Cloud View

Through the Director Cloud view, you can configure and manage Fabric Directors, Network Clouds, and Storage Clouds
through right clicking on these objects. Some basic management functions are also available through the Assign Virtual
1/0 Resources button.

Displaying the Director Details

Detailed information about the Fabric Directors in the Topology are available. Through the Director Details, you can view
information about a selected Fabric Director, including:

» the number and type of I/O Modules in the Fabric Director. All installed 1/0 Modules are displayed
regardless of whether or not they are currently supporting a vNIC or vHBA connection.

*  The connection from each I/O Module to the cloud where the module’s vNIC or vVHBA is terminated. Only
modules that are currently supporting a vNIC or vHBA connection are displayed.

»  The cloud(s) to which the 1/0 Module is connected through the listed 1/O Module(s).
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To display the Director details, double-click a Fabric Director on the Director Cloud view. Figure 10 shows the Director
details.

Figure 10 Director Cloud View — Director Details

In this example, the Fabric Director “arkansas” is displayed. This Fabric Director has multiple network and storage 1/0
modules:

» Three 4 Gbhps fibre channel modules in slots 10, 12, and 7 are connected to Storage Clouds (not shown)
e One 10 Gbps Ethernet 1/0 Module in slot 14 is connected to the discovered-network-cloud
» Additional module exist in slots 4 and 5

By hovering over the module or a cloud, Fabric Manager highlights the connection between the module and a cloud.

Displaying Physical Connectivity for Director Cloud View

Through the Topology, you can display a diagram of physical connections between the Fabric Directors and physical
servers that Fabric Manager is managing. This physical connection diagram also includes intervening InfiniBand switches
if any are present. Through the Show Physical View toolbar button on the Director Cloud Details view, you can display
physical connections. See Figure 11.
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Figure 11 Director Cloud Details — Show Physical Connections

In this example, all physical connections from the Fabric Director server ports to individual servers are displayed. The
diagram shows each physical port’s connection either directly to a server or through an intervening InfiniBand switch. By
hovering over Fabric Directors, Fabric Director ports, InfiniBand ports, or servers, you can trace either parts of the

physical connection, or the entire end-to-end path.
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Displaying the Server Director View

The Server Director view shows information about which physical servers are connected to which Fabric Director(s). If a
Fabric Director is not displayed in this view, it is not managed by Fabric Manager. Also, if a Fabric Director is not
connected to any server, it will still be displayed in the Topology, but it will appear unconnected (no lines leading to other
equipment) in the Server Director view. Since a server must contain a server profile and at least one vNIC or vHBA, you
can use this display to determine if a server has been deployed with virtual I/O. If the server has no line connecting it to a
Fabric Director, that server has no virtual 1/0 deployed.

In Server Director view, two options are available as toolbar buttons:

» Displaying Physical Connectivity for Director Cloud View

» Displaying Performance Meters

Figure 12 shows the Server Director view.

Topology Vies

Figure 12 Topology — Server Director View

Through the Server Director view, you can configure and manage host servers and Fabric Directors through right clicking
on these objects. Some basic management functions are also available through the Assign Virtual 1/0 Resources button.

Displaying Detailed Connectivity Information

Through the Server Director view you can see detailed connection diagrams for the Fabric Directors and servers in your
data center. The detailed connectivity information shows a diagram of how the Fabric Director is cabled to servers.
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The detailed information shows:

e aserver or server groups that is connected to Fabric Directors, and the port number on which the server is
connected

» Fabric Directors that are providing connection to the server or server group, and the IB server port on the
Fabric Director that is connected to the server or server group

« IB switches (if any) that are connecting the servers to the Fabric Directors, and the switch ports that are
providing the connections.

You can display the detailed connectivity information by double-clicking a server in the Server Director view. See
Figure 13.

Figure 13 Server Director View—Connection Details

In this example, two Fabric Directors (“arkansas” and “texas”) are connected together in a shared IB fabric from server
port 1 on “texas” to server port 13 on “arkansas”. The Fabric Director “arkansas” is connected to the first IB switch from
Director port 24 to switch port 14, and the server “brick” is connected to the same IB switch from switch port 20 to server
port 1.

The Fabric Director “texas” is connected to the second IB switch from Director port 2 to switch port 15, and the server
“brick” is connected to the same IB switch from switch port 20 to server port 2.

Displaying Virtual Connectivity for Server Director View

By default, physical connections are shown in the Server Director view. You can display the virtual connections between
servers and their clouds, by clicking the Show Virtual View toolbar button. This button is available on either the top-level
Server Director view or the Server Director Details:

*  On the Server Director view, when you can click the Show Virtual View toolbar button, the virtual
connections displayed are the same as the Director Cloud view. See Figure 9.

* On Server Director Details page, when you click the Show Virtual View toolbar button, the virtual
connections displayed are the same as the Server Cloud view. See Figure 5.
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Displaying the Target Topology View

The Target Topology view shows information about which storage targets (listed by WWN) are connected to which
VHBAS. This view can be displayed by clicking the far right button in the View bar. The Target Topology button looks like
a red target or bull’s-eye.

Through the Target Topology view, you can determine if a VHBA is currently connected. The presence of a line between
the target and a VHBA indicates that the VHBA is currently connected. If the line is absent, the vVHBA is not currently
connected to any storage target.

You can highlight the connection between a VHBA and its storage by mousing over either the storage target icon or the
VHBA icon.

Figure 14 shows the Target Topology view.

Tapnlagy View

Figure 14 Topology — Target Topology View

Through the Target Topology view, you can configure and manage VHBASs and the storage targets to which they are
connected through right clicking on these objects. Some basic management functions are also available through the
Assign Virtual 1/0 Resources button.
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Displaying Detailed Target Information

Through the Topology you can display detailed information about which vHBAS are connected to which LUNSs on a
specific target. The detailed information includes:

» alist of all vHBAs connected to a particular fibre channel storage target

» alist of all LUNSs on that target, and how each vHBA is connected

By hovering over a vVHBA you will highlight its connection to a particular LUN. Also, by clicking one of the listed LUNS,
you will highlight all of its connections to listed VHBAS.

You can double-click a target in the Storage Topology view to display the detailed target information. See Figure 15.

Figure 15 Storage Topology View — vVHBA Details

In this example, all vHBAs connections are displayed for the storage target that you clicked. Also, the LUNs within that
target are displayed. For this example, the mouse was hovered over the vHBA named “LUNZ1.crosy” to highlight how that
VHBA is connected. You can see that it is connected to Bun-1, so the server “crosby” which is where vHBA
“LUN1.crosby” exists is connected to lun-1 on the selected target.

Displaying Performance Meters

Through the Topology, you can display performance meters for individual servers through a toolbar button. Through the
meters you can display aggregate network and storage throughput for servers in the topology or I/0 modules connected to
clouds.

Performance meters are available on most pages in the Topology where elements with measurable throughput are present
(typically, servers or 1/0 Modules). Table 1 shows which views have performance meters available.
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Table 1 Performance Meter Availability

View Shows

Topology Overview Throughput of servers in the Topology

Topology Server Details Double-click a server in the Topology, and performance meters are
available to show throughput for that particular server.

Server Cloud view Throughput of servers in the Server Cloud view

Server Cloud Details Double-click a server in the Topology, and performance meters are

available to show throughput for that particular server.

Director Cloud Details Double-click a Fabric Director in the Director Cloud view, and
performance meters are available to show throughput for individual 1/0
Modules in that Fabric Director.

Server Director view Throughput of servers in the Server Director view

Figure 16 shows an example of the Topology Overview without performance meters, and the location of the Show
Performance Meters toolbar button.

Topalogy View
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Figure 16 Topology Toolbar — Show Performance Meters Button
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By default, the meters are not displayed as shown in Figure 16. However, since this button is a toggle, click it once to
display the performance meters as shown in Figure 17, and click once again to hide the performance meters.

Figure 17 Topology — Per-Server Performance Meters

As shown, each performance meter consists of two needles on a speedometer. The Green needle represents the total
network throughput across vVNICs on the server. The red needle represents the total 1/0 across all vVHBAS on the server.

When you no longer want to see the performance meters, click the Hide Performance Meters button as shown in
Figure 18.
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Topodogy View

Figure 18 Topology — Hide Per-Server Performance Meters Button

Switching Between Physical and Virtual Views

Many of the individual pages in the Topology show virtual connections from Xsigo resources to other devices, but you
might also want to know how a physical connection exists in your data center. For this reason, Oracle’s Xsigo Fabric
Manager offers a toggle to show physical and virtual connections through the Show Physical View or Show Virtual View
toolbar button that exists on many of the Topology pages. Table 2 shows the pages that contain the toolbar button and

explains what the button does.
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Table 2 Physical and Virtual Toggle

View

Toggle

See...

Topology Details

Server Cloud view

Server Cloud Details

Director Cloud Details

Server Director view

Server Director Details

Default; Server virtual connections to clouds.
Use Show Physical View toolbar button to
show the physical ports on the Fabric Director
to which HCAs are connected.

Default: Server virtual connections to clouds.
Use Show Physical View toolbar button to
show the Fabric Director to which servers are
connected.

Default: HCA virtual connections to clouds.
Use Show Physical View toolbar button to
show the physical ports on the Fabric Director
to which HCAs are connected.

Default: One Fabric Director’s virtual
connections to clouds. Use Show Physical View
to show the InfiniBand server ports connections
to individual servers and InfiniBand switches
(if present)

Default: Shows physical connections between
servers and Fabric Directors. Use Show Virtual
View to show the virtual connections for all
servers to their clouds

Default; Shows the physical connection
between servers and Fabric Director ports
including connections to InfiniBand switches
(if present). Use Show Virtual View to show
the virtual connections between servers and
Oracle’s Xsigo Fabric Director.

Displaying Physical Connectivity for
the Topology Overview

Displaying Physical Connectivity for
Server Cloud View

Displaying Physical Connectivity for
Server Cloud View

Displaying Physical Connectivity for
Director Cloud View

Displaying Virtual Connectivity for
Server Director View

Displaying Virtual Connectivity for
Server Director View
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Working with Discovery Subnets

This chapter contains the following topics:
» Displaying the Discovery IP Subnet
» Displaying Discovery Subnet Details
* Adding a Discovery Subnet
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Displaying the Discovery IP Subnet

By default, Oracle’s Xsigo Fabric Manager discovers the IP subnet that it is currently on. However, there might be a need
to discover other subnets. In this case, Fabric Manager can query the remote IP subnet through the use of a proxy Oracle
Xsigo Fabric Director you specify in that remote network. This query occurs only for the purpose of discovering devices
on other subnets. The discovery subnet shows the IP-connected devices that can be found on that subnet, but not all
subnets, so if you want to discover other subnets, you must manually discover them individually.

To display the discovery subnet, follow this procedure:

Step 1 From the Navigation frame, select Fabric Director->Discovery Subnet to display the Discovery Subnet
Summary. Figure 1 shows the Discovery Subnet Summary.

Niscovery Subneis Summary
ool Hame Proocy loainame Deporipton
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Figure 1 Discovery Subnet Summary

Notice that through the Discovery Subnet Summary, you can add new discovery subnets or delete existing discovery
subnets.
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Displaying Discovery Subnet Details
The IP Discovery Subnet has a details frame that displays additional information for a configured discovery subnet.
Through the IP Discovery Subnet Details frame, you can also edit selected parameters.

To display details for a discovery subnet, follow this procedure:

Step 1 From the Navigation frame, select Fabric Director->Discovery Subnet to display the Discovery Subnet
Summary.

Step 2 Click an IP Discovery Subnet in the Discovery Subnet Summary to display the selected item in the
details frame as shown in Figure 2.

Discovery Subnets Summary
ool Hame Proocy 1aoainame Deporipton

suupor-sias-sulnel mawge-1 can be delelsd

| dmm

Disenvery Subnet = suppoet cleh: suhnet

Hame; supgort-alb-subnat
PFroxy Hostname; mHage-1
Lescmiption.: Can Dé defdted

Figure 2 Discovery Subnet Details Frame

Notice that on the Discovery Subnet details frame, you can edit the details to change the proxy host name used for
discovery, or the description.
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Adding a Discovery Subnet

Through the Discovery Subnet Summary you can add additional discovery subnet profiles so that Fabric Manager can
scan additional IP subnets. By adding a discovery subnet, you allow Fabric Manager to learn about hosts and other
network devices that are connected on a different subnet than the Oracle Xsigo Fabric Manager Server.

You can add multiple discovery subnets by creating multiple discovery subnet profiles. To add a discovery subnet, follow
this procedure:

Step 1 From the Navigation frame, select Fabric Director->Discovery Subnet to display the Discovery Subnet
Summary.

Step 2 Click the plus sign to display the New Discovery Subnet dialog as shown in Figure 3.

lirw Misrenerry subnet K
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Figure 3 New Discovery Subnet

Step 3 In the Name field, enter a name for the discovery subnet profile that you are configuring.

Step 4 In the Proxy Hostname field, enter the name of the proxy device that will be used to discover devices on
the IP subnet. The Proxy host name can be either a DNS resolvable name or an IP address.

Step 5 As an option, in the Description field, enter a description for the discovery subnet.

Step 6 When the Discovery Subnet profile’s parameters have been specified, click Submit to configure the
discovery subnet profile.
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This chapter documents the following topics:
e Supported VMware Virtual Infrastructures
* Integrating Fabric Manager into VMware Virtual Infrastructure
»  Starting the Fabric Manager VMware Extension Through VI Client
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Supported VMware Virtual Infrastructures

Oracle’s Xsigo Fabric Manager can be integrated into a VMware server running any of the following virtual infrastructure
components:

*  VMware Virtual Center (VC) Server
e VMware vSphere

To integrate Fabric Manager into VMware virtual infrastructure, the VMware operating system must be up and running on
the ESX server, and Fabric Manager must already be fully installed on the Fabric Manager server.

Integrating Fabric Manager into VMware Virtual
Infrastructure

By default, when Fabric Manager is installed, it is not registered with any VMware V1 infrastructure client. Until Fabric
Manager is registered, Fabric Manager is not available as an extension of the VMware VI Client, and Xsigo virtual 1/0
cannot be managed through any VMware virtual infrastructure clients.

%/ If you are upgrading the Fabric Manager Server, see Meeting Minimum Requirements for important
Note information.

When you register Fabric Manager, it is a supported service running on the VVC Server. As a result, the Virtual 1/0 tab
appears in the VI Client’s interface.

When you are entering information for the Fabric Manager VMware Extension Installer, at any prompt that
Note requires a host name, do not enter the “localhost” name. Use only the real name of a server running the
vCenter or vSphere virtual infrastructure clients.

To register Fabric Manager as a VMware Extension, the following requirements must be met:

» the Fabric Manager must already be installed. If you have not installed Fabric Manager, do so now by
following the instructions documented in this chapter.

« all Virtual Center clients must be closed before beginning the process of registering the Fabric Manager
Extension with the VC Server. After Fabric Manager is successfully registered, you can open VC clients
again.

When Fabric Manager is installed, follow this procedure:

Step 1 Open Fabric Manager in a browser window, by pointing the browser to port 8880 on the Fabric Manager
Server. For example, if the Fabric Manager server is a device named “Gorilla” you would enter the
address:

http://Gorilla:8880/xms

Step 2 Log in to Fabric Manager by entering the user name and password.
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Step 3

From the navigation panel, select Integration Manager->VMware Integration to display the VMware
Virtual Center Configuration page. Figure 1 shows this page.
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Server Hame or IP Address; © Tarakh
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Step 4
Step 5
Step 6

Step 7

Step 8

Figure 1 VMware Integration Page
Notice that by default the “Register the Fabric Manager Server in VirtualCenter Server” option is set to
false.
In the Server Name or IP address field, enter the device name or IP address of the VMware server.
In the Server User Name field, enter the name of the user account that can log into the VC server.

In the Server User Password field, enter the password for the user account that can log into the VC
server.

In the Confirm Server User Password field, enter the password for the user account again, and make
sure that the same password is entered. If the passwords are different, you will be prompted to re-enter
them until they match.

In the Enter the Fabric Manager Server Name or IP Address field specify either the hostname or IP
address of the Fabric Manager server that will be integrated into the VMware virtual infrastructure.
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Step 9 In the Enter the Data Update Interval (minutes) field, enter a value from 1 to 60 that determines the
number of minutes that pass between each refresh of VC information through Fabric Manager. This field
controls when the Fabric Manager and VI Client sync up information. The default polling interval is 5
minutes.

Step 10 Click Submit to register the Fabric Manager server with the VVC Server. The Integration might take some
time to complete, so be patient. A progress dialog is displayed that shows the in-progress integration, as
shown in Figure 2.

WHWare virtusl Center Integrateon @ progress_
Infermation of VirmualCenter Server Integration
Integrate Virtaal Center Server firlochis i progress .

Please chek to] updaltt | e mpeeyation status

Figure 2 VMware Integration, In Progress

Step 11 After registering Fabric Manager with the VC Server, check the VMware Integration page to make sure
that the Fabric Manager server is displayed.

You might need to wait for the first Data Update Interval to complete for the first data sync
Note between Fabric Manager and the VVC Server.

If the Fabric Manager server has registered with the VC Server, the ESX Host and Xsigo Host Mapping
table is displayed. Figure 3 shows this table.
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Figure 3 VMware Integration Page — Fabric Manager Server Registered with VirtualCenter Server

This table is the combination of two sets of data, the hosts that are learned by the VC Server, and the hosts that are learned

by the Fabric Manager. Typically, the table contains the same information for both hosts. However, a difference can occur
between the two columns.

When the Fabric Manager registers with the VC Server, it learns the hosts that the VC Server knows about. In this case,
the two columns should contain the exact same host names. The two-column display contains information about the hosts
managed by both Fabric Manager and the ESX server. If the Hosts are managed by Fabric Manager, you can map them to
an ESX Server, by using the Map dropdown list.

A few considerations:

»  The Xsigo Hosts column requires a host name, not an IP address. VI Client can support registering hosts by
IP address, and if the host is registered by IP address, the host name will not be learned by Fabric Manager
and consequently, will not appear in the Xsigo Hosts column.

* You can manually enter the host name in the Xsigo Hosts field. If you do, the name must be exactly as it

appears in the VI Client. You cannot use aliases, short names (without the domain or suffix), and you cannot
use IP addresses.
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Notice that the Xsigo host name (which indicates the hosts that Fabric Manager can manage) contains links to the Server
Details page for the named host.

%,. When the Fabric Manager Server is registered with the VC Server, Xsigo Server Profiles, vNICs, and

Note VHBASs are available for configuration and management through the Virtual 1/0 tab in the VI Client. If you
do not see the button, you can repeat this procedure to make sure that the Fabric Manager Server was
correctly registered with the VC Server. For information about using Fabric Manager through V1 Client, see
Starting the Fabric Manager VMware Extension Through VI Client.

Starting the Fabric Manager VMware Extension Through
VI Client

If you have installed the Fabric Manager \VMware Extension, you can start the Fabric Manager GUI from within the VI
Client.

%,. If you have installed stand-alone Fabric Manager (without the VMware Extension), you can start the Fabric
Note Manager GUI by pointing your browser at an Oracle Xsigo Fabric Director.

To start Fabric Manager from the VI Client, follow this procedure:

Step 1 Double-click the VI Client icon to run the VMware® Virtual Infrastructure Client. Figure 4 shows the
Virtual Infrastructure Client Login page.

5 Wiweare Infrastruciure Clienl

o

VMware Infrastructure Client
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L

Figure 4 Log In Page

Step 2 Log in with the surname and password you specified when you installed VMware VirtualCenter
Management server or vSphere server.

Fabric Manager User Guide Oracle Xsigo Fabric Manager



367

Starting the Fabric Manager VMware Extension Through VI Client

Step 3  On the VI Client toolbar, click the Virtual 1/0 tab to display the Fabric Manager Login page. Figure 5
shows the Virtual 1/0 tab.

Virtual I/O Tab

[ WNIHE R AT - wsgiliern et
=] -j dhome b _._,ﬂ [ 3 bhoats and Thesters

c o s
L

= ) VoHERES-OA (A-DAtacecter !
= By a-Datacsnbar L
= I ColEtades Sy | VitusiMachinas [ Hoste [ 1P Pook | Parformance | Tasks Blverks | Mlame | Permisiand | Maps | Storsgs Weni =

Frinh. by . a0

thiur-id-Desl_vmd

hiSefed - Dollwind
i rhbasdei-Dadre

= il w10

R A A
g berich Ly oo oo

15Dl v
% thissr-iA-Dal-wred

B: Frasche by, csigya. com

TS £A Dl
e
s B Beodon, et kg0 Lom
s A3 aEETAL
sy B chelbldes 1 0 Lty g oo
[ O Depknroent !
3 vophareS-UM-PoserCLL =
- [ celtdadel 3.l xrige com
B Cirix_ten_fi
b Ciric-Licerss_Server
ﬁ‘_. T Mg 1S

Ri I
X520

|'_ CM-Maragsr-J0 L
wEphered L Pl
Broent Tasks Hame, Taipet or Statur contsine = | Cow X
Hare | Teorgst b Detals |1rmnd-hr | wilarker Server | Requested Start Tme  — | St Time | Coma
1 | |
[To elnaser comses, poess CTRLALT [ Ackvarsstsalor

[ Taks 0 Al |
| o |7 DRBE xam

H:'iu-tl ey | 5 g Pk paarager = .. || {5 WSPHERES-0W - vSphe...

Figure 5 Virtual I/0 Tab in vSphere
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%/ If the Virtual 1/O tab is not displayed, follow this procedure to manage plug-ins from within the

Note VMware® Virtual Infrastructure Client:
1.) Select Plug-ins->Manage Plug-ins... to display the Plugin Manager window.
2.) Click the Installed tab.
3.) In the Xsigo Fabric Manager section, click the Enabled checkbox to display the Fabric
Manager plug-in.
4.) Click OK to close the Plugin Manager window.
The Virtual 1/0 tab should now visible in Virtual Infrastructure Client.

Step 4 Click the Virtual 1/0 tab, to start Oracle’s Xsigo Fabric Manager in a separate browser window and
display the login screen. See Figure 4.

Step 5 Complete Step 2 (enter a user name) and discover Oracle Xsigo Fabric Directors as documented in
Working with the Fabric Director.
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This chapter contains the following topics:

Understanding the Alarm Summary
Displaying the Alarm Summary
Displaying the Alarm History Summary
Displaying Detailed Alarm Information
Clearing Alarms from the Alarm Summary
Clearing Alarms from the Alarm History
Filtering the Alarm History Summary
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Understanding the Alarm Summary

Alarms are posted to the Alarm Summary, which contains instances of existing alarms. Alarms in the Alarm Summary
remain until they are explicitly cleared. When cleared, the “cleared” alarm is no longer present in the Alarm Summary. It
is possible for an alarm to be cleared, then reoccur in the Alarm Summary. However, for this to happen, the condition(s)
that spawned the alarm must occur again.

Displaying the Alarm Summary

Oracle’s Xsigo Fabric Manager tracks system events and network management alarms and displays them in a table called
the Alarm Summary. The Alarm Summary contains real-time information about alarms and events. An alarm is a network
management fault of one of the following severities as defined by the TMN TMF model:

e Critical

* Major

* Warning

* Indeterminate
e Minor

* Info

* Conditional

Through the Filter menu, you can control the displayed contents of the Alarm Summary, by filtering based on any of these
severities.

To display the Alarm Summary, follow this procedure:

Step 1 From the navigation panel, select General->Alarms. This step displays the Alarm Summary. Figure 1
shows the Alarm Summary.

Alarm Summary Alarm History Summary
L7}
Object Name Director Nams Severity Type Cause Time Created De=scription
ethernet texas info ethernefTermination. .. 2010.07.28.22.04.11.832 LAG portz spesd mizmatch (o
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phys-con-1b78fTT wa majo availa 2010.07.25.18.33.10.754 5 own
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da miajor nkDo 201
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Figure 1 Alarm Summary
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Displaying the Alarm History Summary

Table 1 shows the contents of the Alarm Summary and indicates what each field means.

Table 1 Contents of Alarm Summary

Field

Indicates

Object Name

Director Name
Severity

Type

Cause

Time Created

Description

The object in the Xsigo model on which the alarm occurred. This field typically
contains server profile names, vNIC or vHBA names, or physical server names.

The name of the Oracle Xsigo Fabric Director where the alarm condition occurred.
The level of alarm that was raised.

The type of error that occurred.

The cause of the alarm.

The date and time stamp of when the alarm occurred.

A brief description of the alarm condition.

Displaying the Alarm History Summary

Through the Alarm History you can display a history of all alarms reported to Fabric Manager. This information is
displayed through the Alarm History Summary tab, which contains a table of each alarm’s activity and any state changes
that have occurred for each alarm. The Alarm Summary History tracks alarm historical information between Fabric
Manager reboots, so if the server is rebooted (for example, as part of a software upgrade) the Alarm History Summary will
be cleared. However, if the alarm condition still exists, it will be reported to Fabric Manager, and in turn, the Alarm
History Summary will begin filling again.

You can display the Alarm History Summary by selecting Service Manger->Alarms, then clicking the Alarm History

Summary tab.

Figure 2 shows the Alarm History Summary.
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Al S oy Alarm History Summary
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Figure 2 Alarm History Summary
Because the Alarm History Summary can contain a large number of entries, you can filter the entries to display pertinent
information, and you can also manually clear one or more alarm entries from the table.

The Alarm History Summary has no corresponding Alarm History Details frame. However, you can display alarm history
information for individual alarms. See Viewing an Alarm’s Historical Information.

Filtering the Alarm History Summary

The Alarm History Summary can be filtered by clicking the magnifying glass icon, which allows you to select pre-defined
date options for filtering. When you specify filtering criteria, you select a starting date and an ending date that creates a
date range. All alarms that occurred during that date range are then displayed with a highlight.

Using these options, you can create the date range to use for filtering. For example, setting the start date as yesterday, and
the ending date as today creates a 1-day date range, and all alarms that occurred from yesterday to today would be
displayed.

You can filter the Alarm History Summary by using the Filter dialog.
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Displaying the Alarm History Summary

To filter the Alarm History Summary, follow this procedure:

Step 1 From the navigation panel, select General->Alarms. This step displays the Alarm Summary. Figure 3
shows the Alarm Summary.

! Alarm Summary “ Alarm History Summary |

Severity ~

Object Name Director Nams Type Cause Time Created Deszcription |
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41 tems | o
Figure 3 Alarm Summary

Step 2 On the Alarm Summary, click the Alarm History Summary tab to display the Alarm History Summary.
Figure 4 shows this tab.
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Figure 4 Alarm History Summary
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Step 3 On the Alarm History Summary, click the magnifying glass icon to display the Filter dialog. Figure 5
shows this dialog.

Filter alarm history b
Start date: * 05/18/2012 3
End date: * 05/18/2012 |
Submit Cancel

Figure 5 Filter Alarm History Dialog
Step 4 From the Start Date dropdown menu, click to start the calendar utility, and select the start date from the
calendar. As an alternative, you can manually enter the start date in the format shown.

Step 5 In the End Date dropdown menu, click to start the calendar utility, and select the end date from the
calendar. As an alternative, you can manually enter the end date in the format shown.

Step 6 When the Filter dialog is completed, click Submit.
Step 7 Check the Alarm History Summary, which displays the filtered results.

Displaying Detailed Alarm Information

The Alarm Details page contains additional information about network alarms. Detailed alarm information is available
through the Alarm Details page.

To display detailed alarm information, follow this procedure:

Step 1 From the navigation panel, select General->Alarms to display the Alarm Summary. Figure 6 shows the
Alarm Summary.

Alarm Summary Alarm History Summary
7]
Object Mame Director Nams Severity Type Cause Time Created Description
ethernet texas info ethernefTermination... 2010.07.28.22.04.11.832 LAG ports =pesd mizmatch o
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ethernet texas infa ethernetTermination. .. 2010.07.20.18.55.04.174 LAG portz =peed mizmatch
phys-con-1b781iff... fionda ) inavala 20 3.10.754 Server connection down. Check conng
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Figure 6 Alarm Summary
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Displaying Detailed Alarm Information

Step 2 In the Object Name field, click the name of the alarm (as shown) to display detailed information for that
alarm. When you click the object name, the Alarm Details page is displayed, as shown in Figure 7.
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Figure 7 Alarm Details Frame

Notice that the Alarms Details frame contains the Detail and History tabs:

e Detail shows the general properties for the alarm.

» History shows detailed historical information about changes that have occurred for the selected alarm.

Viewing an Alarm’s General Properties

Through the Alarm Details frame, you can display general properties about a single alarm. The general properties display
additional pertinent information about the selected alarm. An alarm’s general properties can be displayed through the
Detail tab, and historical information about the selected alarm can be displayed through the History tab.

To display an Alarm’s general properties, follow this procedure:

Step1 From the navigation panel, select General->Alarms to display the Alarm Summary. Figure 1 shows the

Alarm Summary.

Step 2 In the Object Name field, click the name of the alarm (as shown) to display detailed information for that
alarm. When you click the object name, the Alarm Details frame is displayed, as shown in Figure 7.

Table 2 shows the contents of the Alarm Details page and explains what each field means.
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Table 2 Contents of Alarm Details Frame

Field Indicates

Name The object on which the alarm was raised.

Cause The cause of the alarm.

Severity The level of alarm that was raised.

Description A brief description of the alarm condition.

Detailed More information (if available) about the error condition on the object that

Time Created

Time Updated

spawned the alarm.

The date and time stamp of when the alarm occurred.

The date and time stamp of when the alarm was last posted to the Alarm Summary.

Viewing an Alarm’s Historical Information

Through the Alarm Details frame, you can display historical information about a single alarm. The historical information
is a table that lists each time an alarm was modified, such as when an alarm has changed state, or an admin has materially
changed the alarm so that a new record is added to the table due to its new status resulting from the change to the alarm.

An alarm’s historical information can be displayed through the Details tab, and historical information about the selected
alarm can be displayed through the History tab.

To display an alarm’s historical information, follow this procedure:

Step 1 From the navigation panel, select General->Alarms to display the Alarm Summary. Figure 8 shows the

Alarm Summary.

Alarm Summary
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Figure 8 Alarm Summary
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Displaying Detailed Alarm Information

Step 2 In the Object Name field, click the name of the alarm (as shown) to display detailed information for that
alarm. When you click the object name, the Alarm Details page is displayed, as shown in Figure 9.
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Figure 9 Alarm Details Frame

The History tab shows the history of changes made to the selected alarm, including the action that cleared the alarm.
Historical records for an alarm are arranged oldest to newest so that the most recent changes to an alarm are at the bottom

of the list.

Table 3 shows the contents of the Alarm Details History tab, and explains what each field on the tab means.

Table 3 Contents of Alarm Details History Tab

Field

Indicates

Severity
Time Created
Time Updated

Description

The level of alarm that was raised.
The date and time stamp of when the alarm occurred.
The date and time stamp of when the alarm was last posted to the Alarm Summary.

A brief description of the alarm condition.
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Clearing Alarms from the Alarm Summary

When the condition that created the alarm has been fixed, you can remove the alarm from the Alarm Summary by deleting
the entry. An alarm that has been removed from the Alarm Summary is considered a cleared alarm. When an alarm is
cleared, it is no longer displayed in the Alarm Summary, but is still displayed in the Alarm History Summary.

To clear alarms from the Alarm Summary, follow this procedure:
Step 1 From the navigation panel, select General->Alarms. This step displays the Alarm Summary.

Step 2 On the Alarm Summary, click one or more alarms to select them as shown in Figure 10. The selected
alarm(s) will be cleared.

Alarm Summary | & M
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Figure 10 Alarm Summary
Step 3 Click the garbage can icon to delete the selected alarms. When you click the garbage can, a confirmation
dialog is displayed to verify that you want to actually delete the selected alarm(s).

Step 4 On the Confirmation dialog, select Yes to delete the selected alarm, or No to abort deleting the selected
alarm.
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Clearing Alarms from the Alarm History

Clearing Alarms from the Alarm History

The Alarm History Summary contains a table of historical information for all alarms reported to Oracle’s Xsigo Fabric
Manager. Since all alarms are kept for historical reference, the Alarm History Summary can grow to a large size. You can
manually clear the Alarm History Summary to keep it at a manageable size. The Alarm History Summary does not

automatically delete entries.

To clear alarms from the Alarm History summary, follow this procedure:

Step 1 From the navigation panel, select General->Alarms. This step displays the Alarm Summary. Figure 11
shows the Alarm Summary.
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Figure 11 Alarm History Summary

Step 2 Click the Alarm History Summary tab.

Step 3  Click the eraser icon to display the Clean Up Alarm History dialog as shown Figure 12.
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Chean up alarm Ristary betfwsei dalas

Fram date: + 85112 2053

To dates + Ban/2012

Figure 12 Alarm History Summary — Selecting Date Range for Alarm Clean Up

Step 4 In the From Date field, click the calendar utility and select the start date for the time range in which
alarms will be cleaned out of the Alarm History. As an alternative, you can manually enter the start date
in the format shown.

Step 5 In the To Date field, click the calendar utility and select the start date for the time range in which alarms
will be cleaned out of the Alarm History. As an alternative, you can manually enter the end date in the
format shown.

Step 6 When the dates are entered, click Submit to clean alarms that fall within the date range out of the Alarm
History.

Filtering the Alarm History Summary

When the Alarm History Summary is large, finding specific alarm entries can be difficult. To facilitate finding the
appropriate information in the Alarm History Summary, you can use the filtering tool. The filtering tool allows you to
specify a starting date and an ending date that create a range. When you apply the filter, the Alarm History Summary
displays the alarms for only that date range. All other alarm history summary entries are not displayed.

To filter the Alarm History Summary, follow this procedure:

Step 1 From the navigation panel, select General->Alarms. This step displays the Alarm Summary. Figure 13
shows the Alarm Summary.
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Filtering the Alarm History Summary
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Figure 13 Alarm History Summary

Step 2 Click the Alarm History Summary tab. Figure 14 shows the Alarm History Summary.
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Figure 14 Alarm History Summary
Step 3 Click the magnifying glass icon to display the Filter Alarm History dialog as shown in Figure 15.
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Filter alarm history o
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Figure 15 Alarm History Summary — Deleting an Entry

Step 4 From the Start Date dropdown menu, select the first date in the range you will use for filtering.
Step 5 From the End Date dropdown menu, select the last date in the range you will use for filtering.

Step 6 When the correct timestamp range is specified, click Submit. All alarm history entries that comply with
the date range are displayed as highlighted rows in the Alarm History Summary.
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Working with High Availability Fabric Manager

This chapter documents the following topics:
e Understanding High Availability Fabric Manager
»  Configuring HA Fabric Manager Servers
e Setting an HA Partner’s Mode
e Setting a Sync Interval
*  Forcing Sync Up
e Performing Failover and Failback
» Displaying HA Fabric Manager Information
» Displaying HA Partner Detailed Information
»  Deleting an HA Partner
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Understanding High Availability Fabric Manager

Fabric Manager supports high availability mode, in which multiple Fabric Manager servers are associated with each other
to provide a system of Fabric Manager servers that operate in active/passive roles. This high availability Fabric Manager
(HA Fabric Manager) system consists of the following components:

» one active Fabric Manager server, and one passive Fabric Manager server. Together, the two servers are
called HA partners

» a Fabric Manager server configuration (for the primary Fabric Manager server)
« an HA configuration (one for each of the HA partners)

When HA Fabric Manager partners are configured for a Fabric Manager server, the active and passive partner work
together as a pair to retain the same configuration (or an extremely close match) to provide high availability to the Fabric
Directors and virtual resources configured within the HA Fabric Manager deployment. After initial configuration, the
active partner syncs up automatically with the passive partner. From that point forward, all the HA partners keep in
contact with the active partner by sending HA ping packets which verify connectivity between the partners. (Note that HA
pings are a separate proprietary message, not a standard ICMP ping.) All nodes use pings to verify each other’s mode, and
also to update their records with information about changes made since the last ping. Through the pings, HA partners can
determine if one of the Fabric manager servers in the HA system has gone offline, and will update that server’s state in the
Fabric Manager user interface so that you can take any corrective action.

Currently, if an HA partner is determined to be not operational, there is no alarm or notification that the
Note server. Also, there is no recovery or self-healing algorithm to get the offline server back online. If an HA
partner is determined to be offline, you must take actions to get the server back online.

Also, the active partner periodically syncs a backup file to all passive nodes to ensure that the HA system has the same
configuration. On the passive partner, the backup file is stored in the xms-backups directory. You can customize the sync
interval through the Fabric Manager user interface if your network requires a quicker or slower sync between the passive
and active partners.

Requirements

The High Availability Fabric Manager system has the following requirements:

» the OS installed must be the same on both servers
» the version of Java Runtime Environment (JRE) must be the same on both servers
*  both servers must be pingable by host name

»  For HA Fabric Managers with Fabric Performance Monitor running on both servers, you must install the
PostgreSQL data on a separate server that is reachable by both partners in the HA system. For more
information, see Configuring HA Fabric Manager Servers.

Consideration for HA Fabric Manager and Plug-Ins

Fabric Manager supports numerous additional robust tools as plug-ins to the Fabric Manager core graphical user interface.
However, with HA Fabric Manager, two instances of Fabric Manager are running—one on the active partner, and one on
the passive partner.
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If you will be using plug-ins in your HA Fabric Manager system, it is a best practice to install the plug ins on both the
partners. To do so, completely install the plug ins on both Fabric Manager servers before connecting them together in an
HA system.

By doing installing the plug ins on both servers that will be in the HA system, both servers are “active” at that time. As a
result, you ensure that important information, such as config files, application files, and database records, are backed up
when the active partner syncs with the passive partner. Also, in the unlikely event that the active partner becomes
unavailable, the same applications will be available to the passive partner after it is promoted to the new active node. By
installing plug ins on both servers in the HA system before configuring them in the HA system, you retain identical
functionality after a failover event, and minimize downtime. If you already have HA Fabric Manager configured and need
to install one or more plug-ins on the passive partner, see Installing Plug-ins on the Passive Server.

Fabric Performance Monitoring in HA Fabric Manager Environment

For HA Fabric Manager, if you will be installing Fabric Performance Monitoring, be aware that you will need to install
the PostgreSQL database on a separate server that is reachable by both HA partners. This requirement exists to allow the
database to be available to both servers during a failover. As part of this requirement, you should follow the PostgreSQL
best practices to install and backup the database. Documentation for such best practices is out of the scope of this
documentation, but is available in the public domain such as on the web.

In an HA system, if the PostgreSQL database is installed on only the active server, a failover can cause the Fabric
Performance Monitoring application with current information to move away from the PostgreSQL database. But, when
the PostgreSQL database is installed on a commonly accessible sever, Fabric Performance Monitoring survives a failover.
Consider the following example.

Active Partner Passive Partner

Server A fails over to Server B )
B | — i | g

Fabric Manager Server A Fabric Manager Server B

After failover, B writes

s new data into the
common PostgreSQL
server

e | gy P R

Shared PostgreSQL database
for Fabric Performance Monitor

(postgres-t11)
Figure 1 Shared Server for Fabric Performance Monitoring in HA Fabric Manager Deployment

However, by installing the PostgreSQL database on a shared server and pointing both servers to shared server’s IP
address, the database remains available after the failover regardless of which HA partner is active. During normal runtime
operation (see “1” in Figure 1) the active HA partner writes information to the PostgreSQL database. However, when the
active HA partner “Server A” fails over, (see “2” in Figure 1), the PostgreSQL database is still online and available on the
shared PostgreSQL server (“postgres-t11”). As long as both HA partners point to the shared server as the location of
Fabric Performance Monitoring’s PostgreSQL database. The database will be available to both the HA partners. As a
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result, after you bring “Server B” back online, it can access the PostgreSQL database and Fabric Performance Monitoring
can easily resume operation.

%/ This requirement exists only on an HA system. On a stand-alone server (non-HA), the PostgreSQL database
is available on the same server where Fabric Performance Monitoring is installed and running. As long as
that server remains up and running, the database is available.

Note

Edit the PostgreSQL File to Include the HA Partners

In order to allow both partners to access PostgreSQL database, you will need to configure the database with either the
specific IP addresses of the Fabric Manager servers, or the subnet address on which the Fabric Manager servers are
configured. Specifying this information determines what nodes are authorized to access the database.

To do so, you will need to edit the PostgreSQL Client Authentication Configuration File (pg_hba.conf.conf) file to
add the Fabric Manager server IP information.

* On Windows Fabric Manager servers, the file is located in
C:\Program Files\PostgreSQL\9.1\data

e On Linux Fabric Manager servers, the file is located in opt/postgres/9.1/data

Using any common file editor, you will need to open the pg_hba. conf.conf file and edit it to include either the
specific IP addresses of each of the Fabric Manager servers in the HA Fabric Manager system, or add the subnet and mask
on which the servers are configured.

The following example pg_hba.conf.conf file is provided for reference. The blue text shows an example of the
server IP address information that you will need to add.

#i##H start change xsigo

# TYPE DATABASE USER ADDRESS METHOD
host all all 192.168.38.131 md5
host all all 192.168.38.132 md5

#### end change xsigo

Failover and Failback

With HA Fabric Managers, you have two servers with the same configuration, which provides a level of high availability.
If one server is goes offline, the other server can continue operating as the Fabric Manager server controlling your
deployment by using a manual failover. Manual failover is a corrective action that you can take when the active partner
goes offline. When the original active partner goes down, you can manually promote the passive partner to become the
active partner so that configuration and management experiences a minimum of interruption. In a manual failover, it
might be required to manually restore a backup file to bring the latest configuration onto the new active partner.

In the HA Fabric Manager system, failover does not occur automatically, so you must take action to move

Note the configuration and resolve the condition that caused the HA partner to go offline.

A failback occurs when the offline server is brought back online and the configuration is moved back to the original
server. Failback is not mandatory. You can keep the existing active partner, and bring the original active partner online as
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a passive node. For information about performing the failover and failback procedure, see Performing Failover and
Failback.

Local Host and Remote Host

HA Fabric Manager consists of two servers (hosts) that are either the localhost or the remote host. At initial configuration,
and upgrade, both servers are the local host. As local host, each server has a record added to the database. The name of the
record is the fully-qualified name for the host. At this point, both servers are independent servers that are seen as “active”
role servers.

When you connect the two servers into an HA system, you will add them by name. You must use the exact name for each
localhost server as it was entered into the configuration database—for example, the DNS server name. If you enter a
different name, then the HA system will not be correctly configured between the two servers. For example, if you have a
server with a DNS name of larry.lab.companyA, you cannot use “larry” when you add that server into the HA system
because the database record associated with that server is “larry.lab.company”

After the HA system is configured the localhost is not tied a specific server. Instead, the local host is the server where you
currently have the management session. The other server is the remote host. For example, if you are currently on the
active server, it is the localhost and the passive server is the remote host. But, if you are on the passive server then it is
localhost and the active server is the remote host.

It is important to understand local host and remote host because some functions in the HA Fabric Manager system are
started from the local host but actually run on the remote host. For example, displaying statistics occurs when a command
is sent from the local host to the remote host. The statistics are gathered from the remote host and sent back to the local
host where they are displayed. Even though the statistics are displayed on the local host, they are from the “other” server
which is the remote host.

HA States

HA Fabric Manager has different states that depend on the presence of HA partners and their state. Displaying the
operational state of HA Fabric Manager is supported through the HA toolbar object on the Fabric Manager toolbar. This
object also is a dropdown menu which supports configuration of the current instance of HA Fabric Manager, as well as
configuring HA Partners. Figure 2 shows the HA object on the Fabric Manager toolbar, which is also a dropdown menu
that is the first step in configuring the HA Fabric Manager system.

HA: active: up =
Figure 2 HA Object on the Fabric Manager Toolbar
The state is partially derived from a number of factors, including the presence or absence of the remote partner. When the
state is determined, it is displayed as a concatenation to two information elements:
» the first information element indicates which partner
» the second information element indicates the actual administrative state of that partner.

So, for example, active:up as shown in Figure 2 indicates that the active partner is in “up” state. In the user interface,
the states in the table are color coded to indicate any error. Red text indicates some kind of error, and green text indicates
no error (correct functionality). The only correct states, which is shown in green text, are activezup and
passive:up. Table 1 shows the HA states and explains what each means.
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Table 1 States for HA Fabric Manager

HA State... Means...

active: up The active node is present and HA is correctly configured for HA Fabric
Manager. In this state, the number of remote partners detected is equal
to the number of remote partners connected to the active partner. This
state is a correct runtime state for the active partner.

active:down The active node is present but HA is not correctly configured. In this
state, a partner might be detected, but that partner is not connected to the
current active server. This is an error state.

active: not configured The active node is present and HA is not configured because no remote
partners are defined in the current instance of HA. This situation occurs
typically when the passive node is not present. This is an error state.

active: remote node not configured The active node is present, but the HA configuration is only half
complete because the local host has a configuration for the remote host,
but the remote host does not have a configuration for the local host. In
this state, the active partner knows detects the remote partner and can
ping it, but the remote partner does not respond to the pings. This
situation can occur when the both partners are present, but the intended
passive partner is not yet in “passive” mode. This is an error state.

active: more than 1 active partner The active node is present and HA is not correctly configured because
too many active partners exist. The HA Fabric Manager system supports
a 1:1, active-passive configuration. If more than one active server exists
in the HA system, a conflict occurs. This situation can occur during a
failback, when the previous active partner has been brought back online,
and the interim active partner has not yet been demoted to its original
passive role. This is an error state.

passive: up The passive node is present and HA Fabric Manager is configured, and
the node is connected to its active partner. In this state, the passive
server is synced up with is active node. This state is the correct runtime
state for the passive partner.

On the passive server, the Fabric Manager navigation frame is disabled.
Any configuration or management must occur through the active server.
After configuration or management tasks are complete, it is a
recommended that you perform a backup so that the passive partner’s
configuration is a close match to the active partner.

passive:down The passive node is present but HA is not correctly configured. In this
state, a partner might be detected, but that partner is not connected to the
current passive server. This is an error state.

passive: not configured The passive node is present and HA is not configured because no
remote partners are detected. This situation occurs typically when the
active node is not present. This is an error state.
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Table 1 (continued) States for HA Fabric Manager

HA State... Means...

passive: remote node not configured The passive node is present and configured but HA is not configured
correctly. In this state, the passive partner detects the remote partner and
can ping it, but the remote partner does not respond to the pings. This
situation can occur when the both partners are present, but the remote
partner is not correctly configured. This is an error state.

passive: no active partner The remote node is present and HA is not configured because no active
partner is connected. In this state, no active partner exists, and as a
result, the passive mode has nothing to sync up with. This situation can
occur when an active node has been changed to passive and two passive
servers exist—for example, if a failover has occurred without promoting
the original passive to active. This is a serious error state because
configuration and management tasks are supported on the active partner
only. In this state, both HA partner are effectively read-only.

passive: more than 1 active partner The passive node is present and HA is not correctly configured because
too many active partners exist. The HA Fabric Manager system supports
a 1:1, active-passive configuration. If more than one active server exists
in the HA system, a conflict occurs. This situation can occur when too
many servers in the HA system have been configured with the active
role. This is an error state.
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Configuring HA Fabric Manager Servers

HA Fabric Managers work as a pair of servers that retain configuration information and allow a standby servers (the
passive server) to take over if the primary server (the active server) becomes unavailable as long as the servers have been
synced up at least once.

Each HA partner must be specified by a host name., and communication between the HA Partners occurs through a secure
connection. When an HA pair is configured, both the Fabric Manager Server and its HA partner are online. One of the
servers is active and the other is passive.

Configuring the Active Server

HA Partners can be in either active or passive states. The Active partner is the one on which commands are issued, and the
server on which the sync up is initiated. When the active HA partner is configured, it can push data to the passive HA
partner to complete a backup. Configuring the Active HA partner occurs through the HA dropdown menu on the Fabric
Manager toolbar.

To configure the active HA partner, follow this procedure which requires two Fabric Manager servers and assumes the
first server will be the active HA partner.

Step1 Log in to the first Fabric Manager server. By default, this server is the active server and the HA feature
is not yet configured as shown in Figure 3.

High Availability Summary
o 0§ ¥ u

Hemstrgmn - Moda Blabe Desciplion

phimesia nh ¥5g0 com Acthe

. PSP s g P

Figure 3 High Availability Summary

Step 2 On the first server’s toolbar, click the Add Servers button (the plus sign) to display the New HA Partner
dialog. See Figure 4.
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New HA Partner X
Hostname: argues.lab.xsigo.com
Description: Passive HA server for active
server "Plumeria”
Submit Cancel

Figure 4 Add New HA Partner

Step 3 In the HostName field, enter the name of the server that you are configuring as the active HA partner.

Step 4 As an option, in the Description field, enter an alphanumeric string that describes the HA partner you
are adding.

Step 5 Click Submit to add the partner the High Availability Summary as shown in Figure 5.

High Awailability Summary

LR TR B

Hostname « Wode State

argues.lab.xsigo.com unknown connected

plumeria.lab.xsigo.com active localhost

Figure 5 High Availability Summary

The HA partner you added should be present. This partner will be unknown as shown in Figure 5.

Step 6 On the HA toolbar icon, select HA->Configure Current Instance to display the Configure HA Partner
dialog as shown in Figure 6.
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Configure Current Instance *
Mode: active R
Sync Interval (secs): 300
Submit Cancel

Figure 6 Configure Current Instance

Step 7 From the Mode dropdown menu. select active.

Step 8 Click Submit to add the server as the active HA Partner

Configuring the Passive Server

The passive HA partner is the second server in the HA Fabric Manager system. After it syncs up with the active partner,
the passive HA partner has a copy of the Fabric Manager config, and the server provides high availability by being an
online backup server. The passive server is easily recognizable by checking the navigation panel. If the configuration
options are disabled (greyed out), then that node is the passive server.

After configuring the active HA partner, you must configure the passive HA server. To do so, follow this procedure:
Step1 Log in to the second Fabric Manager server.
Step 2 Repeat Step 2 through Step 5 on page 391 to add the current server to the High Availability Summary.

Step 3  On the HA toolbar icon, select HA->Configure Current Instance to display the Configure HA Partner
dialog as shown in Figure 7.
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Configure Current Instance ¥
Mode: passive| >
Sync Interval (secs): * active
passive
Submit Cancel

Figure 7 Configure Current Instance

Step 4 From the Mode dropdown menu. select passive.

Step 5 Click Submit to add the server as the passive HA Partner.

%/ At this point, one active HA partner and one passive HA partner should be present. The two HA
Note partners should automatically sync up after both are added to the High Availability Summary. You
can also initiate a manual sync up. For information, see Forcing Sync Up.

Step 6  After the sync up occurs, log back in to both Fabric Manager servers in the system and check the HA
icon on the toolbar to verify that the state of HA is configured:

¢ On the active HA partner, the HA toolbar icon should show active:up as shown in figure
Figure 8.

HA: active: up =
Figure 8 HA Status — Active Partner

» On the passive HA partner, the HA toolbar icon should show passive:up as shown in figure
Figure 9.

HA: passive: up =

Figure 9 HA Status — Passive Partner
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Setting an HA Partner’s Mode

The mode of an HA partner indicates how it participates in the HA Fabric Manager system:

If the mode is active, this Fabric Manager server is the online server that is used to manage your Fabric
Directors and support virtual 1/0 connections to host servers. Only one active HA Partner is supported in
each HA Fabric Manager system.

If the mode is passive, this Fabric Manager servers is the standby that acts as a redundant server in your
deployment. In passive mode, the Fabric Manager servers is not used for configuration and management of
Fabric Directors and servers. In fact, the objects on the navigation frame are greyed out to indicate that you
cannot use the passive server for network management functions.

In this release, one passive HA partner is supported in each HA Fabric Manager system.

Changing an HA Partner’s mode is useful in situations where one of the Fabric Manager servers in the HA system
becomes unavailable. For example, assume partner A is the active-mode server, and partner B is the passive-mode server
and both servers are online and configured. If server A becomes unavailable, you can change partner B’s mode to
“promote” it to the active server, then add another server (partner C) as the passive partner to regain high availability.
Setting an HA partner’s mode also is useful for predictable tasks such as scheduled maintenance of a Fabric Manager
server when you manually trigger a failover and failback. (For more information about failover and failback, see Failover
and Failback).

If you change the HA mode from active to passive, Fabric Manager disconnects from the Fabric Directors
that it is managing, and you are prompted to log out to allow the state change to complete. During the state
change, the partner is reported to other partners as passive. When you log back in, the Fabric Manager
navigation frame is disabled to prevent configuration and management from the passive server.

If you change the HA mode from passive to active, Fabric Manager verifies that no other active partners
exist since there can be only one. Then, the most recent sync up is stored through Fabric Manager’s backup
and restore feature. (For information, see “Backing up the Fabric Manager Config”). Fabric Manager
connects to all the Fabric Directors that were managed by the original active partner, then prompts you to log
out to allow the state change to complete. During the state change, the partner is reported to other partners
as the new active node. When you log back in, the new active partner begins to take periodic backups and
send them to the other nodes.

Setting an HA Partner’s mode occurs through the HA toolbar icon. To set an HA Partner’s mode, follow this procedure:

Step 1 From the server’s toolbar, select HA->Configure Current Instance to display the Configure Current

Instance dialog. See Figure 10.
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Configure Current Instance X
Mode: active W
Sync Interval (secs): 300
Submit Cancel

Figure 10 Configure Current Instance

Step 2 From the Mode dropdown menu, select the mode that you want to assign to the current server.

%/ Remember that within an HA Fabric Manager system, only one active server is supported.

Note

Step 3 In the Sync Interval (secs) field, specify the sync up interval (if needed).

Step 4 When the mode is set, click Submit to complete setting the server mode.

Setting a Sync Interval

The sync intervals determines the periodicity of sending sync messages from the active node to the passive node. By
default, the sync interval between the active and passive HA partners is set to 300 seconds (5 minutes). However, you can
set any sync interval that is required in your network. The sync interval can be set to a non-default value at initial
configuration time, or at any time after the HA partners have been configured.

Setting a custom sync interval can be beneficial to your deployment based on network conditions. For example:

e Setting a custom sync interval can be useful in highly volatile environments where frequent backups are
required. For example, in such an environment you can set the sync interval to a lower number so that
backups occur more frequently. Be aware that a smaller sync interval requires more overhead due to sync up
occurring more frequently.

«  Setting a custom sync interval can be useful also in stable networks or low latency environments where
frequent backups are not required. For example, in such an environment you can set the sync interval to a
higher number so that backups occur less frequently. Be aware that a larger sync interval creates a larger
window between syncs, and as a result, more data can be lost if the active partner goes down.

Oracle Xsigo Fabric Manager Fabric Manager User Guide



Chapter 20: Working with High Availability Fabric Manager

Setting a sync interval is supported through the HA->Configure Current Instance dialog. To set a custom sync interval,
follow this procedure:

Step 1 From the server’s toolbar, select HA->Configure Current Instance to display the Configure Current
Instance dialog. See Figure 11.

Configure Current Instance *
Mode: active h
Sync Interval (secs): 300
Submit Cancel

Figure 11 Configure Current Instance

Step 2 In the Sync Interval (secs) field, you can enter the number of seconds that you want to pass between
configuration synchronizations. In most cases, the default value will be sufficient. However, this value is
customizable. To set a non-default value, enter a number of seconds that indicate the amount of time that
passes before HA partners sync up. You must enter at least 10 seconds.

When configuring the Sync Interval, make sure that you set a realistic value. It is possible to set an
interval large enough that configurations are not synced up in a timely manner, and the result is
that configurations might not be the same on both partners. In most cases, the default value will be

acceptable.

Note

Step 3  When you have set the new sync interval, click Submit to complete the change.

Step 4 Login in to the other HA partner and repeat this procedure making sure to set the same sync interval.

Forcing Sync Up

By default, all partners sync up automatically based on the sync interval specified when you configured each instance.
When the sync interval is complete, the active partner pushes a backup file to the passive node(s). For example, with a
sync interval of 60 seconds, the backup file is pushed from the active node to all passive nodes every minute.

However, there might be instances when you want to manually sync up databases. For example, if a passive node was
taken offline for maintenance, you might want to sync it up immediately after it comes back online to get redundant Fabric
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Manager servers as soon as possible. In such cases, you can manually synchronize the HA partners through the Force
Sync Up button on the HA Summary.

You can force a manual sync up at any time as long as multiple Fabric Manager servers are online and the HA status is
active:up. To manually sync up, follow this procedure:

Step 1 Log in to one of the HA partners.

Step 2 On the Fabric Manager toolbar, select HA->Configure HA Partners. See Figure 12.

HA: active: up =

Configure Current Instance

Configure HA Partners

Figure 12 Configure HA Partners

When select Configure HA Partners, the High Availability Summary is displayed.
Step 3  On the High Availability Summary, click the Force Sync Up button as shown in Figure 13.

High Availability Summary

CERE TR R

Hostname = Wode

argues.lab.xsigo.com passive
plumeria.lab.xsigo.com active

Figure 13 High Availability Summary — Force Sync Up

When you click the Force Sync button, a short amount of time passes while information is exchanged

between the Fabric Manager servers. When complete, a popup dialog indicates that the partners synced up
and no errors occurred.
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Performing Failover and Failback

This section describes the procedure to manually failover from an active node that has gone offline to its partner, then
failback to the original active node when you have brought it back online.

Failover

During a a failover, the active node goes offline, and the other partners will see no active partner. Configuration sync up
cannot occur between the offline server and the partners. However, after an active partner is detected, the most recent sync
up will be restored. Failover is a manual process.

To perform a failover, follow this procedure:
Step 1 When you notice the active partner is down, start a browser and login to the passive partner.

Step 2 On the toolbar, select HA-> Configure Current Instance as shown in Figure 14.

HA: passive: down ~

Configure Current Instance

Configure HA Partners

Figure 14 HA Toolbar — Configure Current Instance

Step 3 From the Mode dropdown, select active to promote this node the active node. At this point, you can use
this node to configure and managed Fabric Directors through Fabric Manger if needed.

Step 4 Click Submit.

Remember that at this point only one server is operating, so you will want to resolve the issue on the offline
Note Fabric Manager server as soon as possible to regain redundancy. If another Fabric Manager server is
available, you can add it as an interim passive node. For information, see Configuring the Passive Server.

Failback

After the original server is brought back online, the server reads its database to determine its role. Because the server was
the active partner when it went offline, it comes back online as the active partner.

If you have an interim Fabric Manager server acting as the passive node and you do not want that server in
the HA system when the original active server comes back online, delete the server now as documented in
Deleting an HA Partner.

Note
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To perform a failback to use the original active partner again, follow this procedure:

Step 1

Step 2

Step 3

Step 4
Step 5

Make sure that both HA instances are running. At this point, both partners are active so you’ll see an
error.

As an option, take a backup on both nodes. Although this is optional, it is recommended. For
information, see “Backing up the Fabric Manager Configuration.”

On the node that just came back online, set the mode to “passive” as shown in Figure 15.

Configure Current Instance ¢
Mode: passivel 7
Sync Interval (secs): * active
passive
Submit Cancel

Figure 15 Configure Current Instance — Set Partner to Passive Mode

At this point, the HA status (on the toolbar) should be correct since the HA Fabric Manager system has one
active node and one passive node.

Make sure that the sync interval is the same between the servers.

Note

From the active node, initiate a sync up. For information, see Forcing Sync Up.

On the active node, set the mode to passive as shown in Figure 16.
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Configure Current Instance ¢
Mode: |:|E|55h.'E'.'| b
Sync Interval (secs): * active
passive
Submit Cancel

Figure 16 Configure Current Instance — Set Active Partner to Passive Mode

At this point, the HA status (on the toolbar) should show an error because both nodes are passive.

Step 6 On the original active node, set the mode to active as shown in Figure 17.

Configure Current Instance X
Mode: active i
Sync Interval (secs): * 300
Submit Cancel

Figure 17 Configure Current Instance — Set Preferred Partner to Active Mode

At this point, the HA status (on the toolbar) should show active - up state because the HA Fabric Manager
system has one active node and one passive node.
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Installing Plug-ins on the Passive Server

Both servers in the HA Fabric Manager system must have the exact same plug-ins installed. It is a best practice to make
sure that both Fabric Manager servers are identically configured before creating the HA pair. However, in some
deployments, this is not always possible. The procedure in this section documents how to install the plug-ins on a passive
HA Fabric Manager server that is already configured in an HA Fabric Manager pair.

To install the plug-ins, you will need to have them available to you. Before attempting this procedure, make sure that you
have the correct plug-ins and versions ready for installation on the passive server.

The procedure for installing the plug-ins on the passive server require you to stop the HA connection, promote the passive
server to active, install the necessary plug-ins, then revert the server back to passive mode. Follow this procedure:

Step 1 On both Fabric Manager servers, take a Fabric Manager backup as documented in Backing Up The
Fabric Manager Configuration.

Step 2 On the passive server, set the mode to active as documented in Setting an HA Partner’s Mode. As a result
of changing the mode to active, you will need to log back in.

Step 3  On the server, which is now in active mode, check the navigation panel. The icons should no longer be
greyed out. If the icons are still greyed out, the server is not in active mode.

Step 4 Install the necessary plug-in(s). Make sure that the versions you install match the same versions in use
on the other server. For information about installing the plug-ins, see the “Installation” chapter of the
user guide that accompanied your plug-in(s).

At this point, the plug-in has been installed on the server, but it has not yet been added to Fabric Manager.
Step 5 On the new active server, click Apps->App Manager to display the Installed Applications Summary.
Step 6 On the Installed Applications Summary, click the plus sign ( +) to add the plug-in to Fabric Manager.

Step 7 When all the necessary plug-ins are installed, set the server’s mode back to passive as documented in
Setting an HA Partner’s Mode. You will need to log in to fully reset the state to passive.

Step 8 Log back in to the passive server and check the navigation panel. The icons should be greyed out since
this is no longer an active server.

Step 9 Force a sync up as documented in Forcing Sync Up to get the two servers synchronized.

Step 10 Take a backup of the new configuration as documented in Backing Up The Fabric Manager Configuration

Displaying HA Fabric Manager Information

The HA configuration for Fabric Manager is displayed through the High Availability Summary, which contains a list of all
the configured HA Partners for the current Fabric Manager Server. Be aware that the HA Summary shows all configured
HA Partners for the current Fabric Manager Server, but does not show any specific logical group or connection mapping.

Figure 18 shows the High Availability Summary.
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Add Partners

Delete Partners

Clear Partner Statistics

Force Sync Up

thAmihlﬁyS}uﬁw
S |T |2

Hostname «

argues.lab.xzigo.com

plumeria.lab.x=igo.com

WMode State
paszive connected
active lecalhost

Figure 18 High Availability Summary

Notice that through the High Availability Summary you can add or delete new HA Partners by using the plus sign or
garbage can icon, respectively. You can also clear operational and performance statistics for management traffic between
the HA partners, as well as initiate a sync up between the HA partners.

Table 2 shows the contents of the High Availability Summary, and explains what each field means.

Table 2 Contents of the High Availability Summary

Field Means...
Host Name The host name of the server that is the HA Partner
Mode The mode (either active or passive) for each HA Partner
State The operational state of the HA Partner. Valid states are:
e Connected, when the HA Partners recognize each other and are correctly
connected and configured.
¢ Retrying (the connection is not up yet, but is trying)
¢ Unknown, when the configuration is partial or not yet complete
« Not Configured, when an HA Partner does not have a mode (either
active or passive) assigned to it.
e Not Connected
» Down, when one of the HA Partners is not connected to the other, or
that HA Partner is not operational.
Description An optional alphanumeric character string that describes the HA Partner or the

team of Fabric Manager Server and HA Partner.

Fabric Manager User Guide
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Displaying HA Partner Detailed Information

In addition to the summary information available for each HA partner through High Availability Summary, you can also
display additional information through the details frame of each server in the HA Fabric Manager system.

Each server contains information about the general properties configured for the HA Fabric Manager system. This
information is available through the General tab. This tab is available on both the local host and the other HA partner
(remote host). For information, see Displaying General Properties for an HA Partner.

However, the following additional information is available, but is conditional based on a combination of which HA
partner you are currently administering (the local host), and which partner you select on the High Availability Summary:

» Unsynced Commands, which are available through Unsynced Commands tab. This tab is available on the
local host (when your browser is on a server and you select that server in the High Availability Summary).
For information, see Displaying Unsynced Commands for HA Fabric Manager.

»  Statistics, which are available through the Statistics tab. This tab is available on the local host when you
select the other HA partner. For information, see Displaying Statistics for HA Fabric Manager.

To display details for the HA Fabric Manager configuration, follow this procedure:

Step 1 From the Fabric Manager toolbar, select the HA object to display the High Availability Summary.
Figure 19 shows this dialog.

High Availability Summary

- T ¥ u

Hostname « Mode State
argues.lab.xsigo.com passive connected
plumeria.lab x=igo.com active localhost

Figure 19 High Availability Summary

Step 2 Select the HA Partner for which you want to display detailed information. When the HA Partner is
selected, the High Availability details frame is populated with the following types of data:

« General Properties. For more information, see Displaying General Properties for an HA Partner.
« Statistics. For information see, Displaying Statistics for HA Fabric Manager.

* Unsynced Commands. For more information, see Displaying Unsynced Commands for HA Fabric
Manager.
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Displaying General Properties for an HA Partner

General properties for the current HA partner are displayed through the General tab. After selecting the HA partner in the
High Availability Summary, click the General tab to display the general properties as shown in Figure 20.

HA Pariner
General || Statistics
Hostname: plumeria.lab.xsigo.com
Mode: active
State: connected
Description:

Figure 20 HA Partner Details Frame

Table 3 shows the contents in the HA Partner Details frame and explains what each field means.

Table 3 Contents of the HA Partner Details Frame

Field Means
Host Name The host name of the Fabric Manager server
Mode The mode in which the host is currently operating. Valid values are:

e active, for the Fabric Manager server that is maintaining real-time
information and pushing that information to the Standby HA

e passive, for the Fabric Manager server that is the passive standby partner
in the HA configuration.

« unknown, for a Fabric Manager server with a mode that is not
recognizable as either active or passive

State The current state of the Fabric Manager server in the HA environment. Valid values
are:

e connected
¢ not connected
¢ localhost

Description An optional alphanumeric character string that describes the HA Partner(s), or
combination of Fabric Manager Server and HA Partner(s).
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Displaying Statistics for HA Fabric Manager

Fabric Manager shows operational and performance statistics for management traffic sent between HA partners. Statistics
and counters for information such as sync up functions, pings, errors, and partner changes are tracked through the non
local host partner’s Statistics tab.

After selecting the HA partner in the High Availability Summary, click the Statistics tab to display the HA Fabric Manager
statistics as shown in Figure 21.

HA Partner
General Statistics

Start Time: 2012-12-27 11:12:59
Connected Since: 2012-12-27 11:12:59
Last Ping Sent: 2012-12-27 11:37:05
Number of Ping Sent: 434
Number of Ping Failures: 0
Last Sync Sent: newver
Number of Sync Sent: 0
Number of Sync Sent Failures: 0
Last Sync Received: never
Number of Sync Received: 0
Number of Sync Received Failures: 0

Figure 21 HA Partner Details Frame — Statistics

Table 4 show the contents of the Statistics tab for HA Fabric Manager environments and explains what each

field means.
Table 4 Contents of the HA Partner Statistics Tab
Field Means...
Start Time The time and date stamp that indicates when the local host successfully connected
to the remote host for the first time.
Connected Since The time and date stamp since the HA pings have consecutively been successful
Last Ping Sent The time and date stamp of the last ping sent from the local host.
Number of Pings Sent The total number of pings sent from the local host to the remote host. This counter

is tracked continuously while HA Fabric Manager is running, but it resets after
such actions as restoring a backup, restarting Fabric Manager, or forcing a sync up.
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Table 4 (continued) Contents of the HA Partner Statistics Tab

Field Means...

Number of Ping Failures The total number of pings failures during failover/failback, and when the statistics
are cleared by using the Clear Partner Statistics button on the High Availability
Summary page.

Last Sync Sent The time and date stamp of the last sync sent from the local host to the remote host
during automatic sync up and forced sync up.

Number of Syncs Sent The total number of synchronizations sent from the local host to the remote host
during automatic sync up and forced sync up.

Number of Sync Sent Failures  The total number of failed synchronizations sent from the local host to the remote
host during automatic sync up and forced sync up. Sync failures can occur for
various reasons, but one common reason is that remote host is not present or
connected to the local host.

Last Sync Received The time and date stamp of the last synchronization successfully received by the
local host.

Number of Syncs Received The total number of synchronizations received by the local host.

Number of Sync Received The total number of Synchronization received failures on the local host.

Failures

Clearing Partner Statistics

When statistics exist, you can clear them at any time. Clearing statistics can be helpful when you have brought an HA
Fabric Manager server back online (for example, as part of a failover and failback) to see how the HA partners are
communicating.

Clearing partner statistics is supported through the High Availability Summary, as shown in Figure 22.

High Availability Summary

> ﬁ‘u

Hostname = Mode State
argues. lab xzigo.com passive connected
plumeria lab.xsigo.com active localhost

Figure 22 High Availability Summary — Clear Partner Statistics

To clear the partner statistics, follow this procedure:
Step 1 Display the High Availability Summary.

Step 2 On the High Availability Summary, select the HA partner (not the local host). This step activates the
Clear Partner Stats button (the broom icon). See Figure 22.
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Step 3 Click the Clear Partner Statistics button.

Step 4 When you do, a popup dialog prompts you for confirmation. Click Yes to complete clearing the
statistics.

Displaying Unsynced Commands for HA Fabric Manager

Commands and management traffic between the HA partners are displayed through the Unsynced Commands tab. By
seeing unsynced commands, in the unlikely event that the active partner goes offline, the passive node will have some
record of changes that occurred on the active node since the last sync up.

Due to the periodic sync up between the active and passive partners, the possibility exists that some data can be lost if the
active partner goes offline right before the scheduled sync interval has completed. By using the Unsynced Commands tab,
you have a way to see the unsynced content, and manually recreate it after the passive partner is promoted to the new
active partner.

After selecting an HA partner on the High Availability Summary, click the Unsynced Commands tab to display the
unsynced commands table as shown in Figure 23.

%/ This option is available on the local host when you select the local host in the High Availability Summary.

Note

HA Partner
General Unsynced Commands
Date Name

2012-12-04 17:11:52 xmsCommand(root)% execute ha EditHA {syncinterval=300, mode=passive}

2012-12-04 17:12:01 xmsCommand(root)% execute ha EditHA {zyncinterval=300, mode=passive}

2012-12-04 17:45:51
2012-12-05 09:30:31
2012-12-05 10:01:26
2012-12-05 10:33:48
2012-12-05 11:04:36
2012-12-05 11:34:45
2012-12-05 12:45:53
2012-12-05 13:44:15
2012-12-05 14:16:33
2012-12-05 18:15:14
2012-12-05 18:24:38
2012-12-05 18:28:27

xmsCommand(root)% logout
xmsCommand(root)% login
xmeCommand(root)% logout
xmsCommand(root)% login
xmsCommand(root)% logout
xmsCommand(root)% login
xmsCommand(root)% logout
xmsCommand(root)% login
xmsCommand(root)% logout
xmsCommand(root)% login

xmsCommand(root)% remove ha PartnerData {objectDns=dns}

xmsCommand({root)% remove ha PartnerData {objectDnz=dns}

Figure 23 HA Partner Details Frame — Unsynced Commands
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Deleting an HA Partner

If you no longer want high availability for your Fabric Manager Servers, you can remove this functionality by deleting all
the HA Partner(s). When the HA partner is deleted, it reverts to a single server running Fabric Manager:

» configuration changes made to the previous Fabric Manager Server are no longer synchronized

» the deleted HA Partner, which is now a stand-alone Fabric Manager Server, has a baseline configuration
which is the last config sent from the previous Fabric Manager Server when the HA Partner was still the HA
Fabric Manager system.

e the deleted HA Partner, which is now a stand-alone Fabric Manager Server, can be used to manage 1/0O, just
like any other Fabric Manager Server. No reboot is required on either of the servers (the previous Fabric
Manager Server or the previous HA Partner).

The HA Partner can be deleted at anytime through the High Availability Summary. To delete an HA Partner and return it
to the role of a stand-alone Fabric Manager Server, follow this procedure:

Step 1 From the Fabric Manager toolbar, select HA->Configure HA Partners to display the High Availability
Summary. Figure 24 shows this dialog.

High Availability Summary

< [E]Y w

Hostname » Mode State
argues.lab.xsigo.com passive connected
plumeria.lab.xsigo.com active localhost

Figure 24 High Availability Summary

Step 2 Select the HA Partner that you want to delete from the HA Fabric Manager system.

Step 3  Click the garbage can icon to delete the HA Partner from the High Availability Summary. When you
click the garbage can icon, a confirmation dialog is displayed to verify that you want to delete the HA
Partner from the HA Fabric Manager system.

Step 4  On the confirmation dialog, click Yes to complete deleting the HA Partner from the HA Fabric Manager
system, or No to abort the deletion and leave the selected HA Partner in the HA Fabric Manager setup.
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Working with Live Monitoring

This chapter documents the following topics:
e Understanding Live Monitoring
» Displaying Host Server Throughput
» Displaying vNIC Throughput
» Displaying vHBA Throughput

Oracle Xsigo Fabric Manager Fabric Manager User Guide



410

Chapter 21: Working with Live Monitoring

Understanding Live Monitoring

Live Monitoring is a statistics grapher built into Oracle’s Xsigo Fabric Manager GUI that supports monitoring of live,
real-time statistics and usage. Live Monitoring is divided into two main sections:

e The Selected Server frame, which contains information about a single server that you select.

e The Virtual Resources frame, which is subdivided into individual charts for each vNIC or vHBA deployed
on the physical server.

Figure 1 shows the Live Monitoring Summary.

Selected Server Frame
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I/0 Resource Charts for vNICs and vHBAS

Figure 1 Live Monitoring Summary
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Live Monitoring monitors throughput and usage statistics for physical servers, vNICs, and vVHBAS for specific intervals,
and displays the statistics in real time.

For physical servers, the following information is displayed:
» Average throughput, which is displayed by interval in the real-time grapher

»  Current usage, which is the real-time usage of the entire physical server

»  Average, the average throughput for the physical server since the grapher was invoked through Fabric
Manager.

e Maximum, the maximum throughput for the physical server since the grapher was invoked through Fabric
Manager.

For vNICs and VHBAs, the following information is displayed:

» Ingress bandwidth usage is graphed for any vNIC or vHBA that is deployed on the selected host server. The
ingress throughput is tracked in intervals just like the per-server throughput.

« Egress throughput is graphed for any vNIC or vHBA that is deployed on the selected host server. The egress
throughput is tracked in intervals just like the per-server throughput.

Displaying Host Server Throughput

Through the Selected Server frame you can see the throughput of an entire selected server. This frame will be blank until
you select a server.

The selected server frame contains a real-time grapher for the server’s throughput and historical and calculated statistics.

For each server, a Reload button allows you to flush the current grapher session and start tracking the

statistics in a new set of intervals. The Reload button resets the grapher for the server and any vNICs and
VHBAs deployed on it. Even though the Reload button is in the Server Throughput frame, be aware that it
also reloads statistics for virtual 1/0 on the server.

Note

Real-Time Grapher

The grapher tracks the throughput over an interval and displays the throughput as standard line graph, which consists of
an X axis and a Y axis.

» The X axis shows an interval-based time line. By default, each interval is 50 seconds, but this value can be
decreased to smaller amounts of time.

e The Y axis shows the throughput in Kbps.

Figure 2 shows the real-time grapher.
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Figure 2 Selected Server Frame of Live Monitoring

The real-time grapher can display the statistics for a non-default interval time by clicking and dragging on the section of
the graph that you want to “zoom in.” Figure 3 shows an example of zooming in on a specific statistic you want to display.

13050 L3150 e} AT

Figure 3 Live Monitoring—Zooming In

In this example, the darker blue box shows the statistics that will be displayed in a smaller interval (less than 50 seconds).
This area of statistics was selected by clicking and dragging over the statistics in a top-down, left-to-right motion. Notice
that the intervals at this point are 50 seconds, for example from 14:33:20 to 14:34:10.

When the click and drag completes, the selected statistics area is zoomed in, so that a smaller interval is displayed and a
more granular focus is given to the statistics, as shown in Figure 4.

(SR I 13130 (PRI ) [S I 1333 13340

Figure 4 Live Monitoring—Zoomed to a Smaller Interval
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To display the Selected Server throughput, follow this procedure:

Step 1 From the Navigation Frame, display Live Monitoring by selecting Service Manager
->Live Monitoring. Figure 5 shows the Live Monitoring Summary.

Lrve Thositoresg

Seloiiod Server

Select @ server from the server diop down

10 Reuoore { ety

Figure 5 Live Monitoring

Notice that Live Monitoring is blank by default until you select a physical server.

Step 2 From the dropdown menu, select a server for Live Monitoring. After a brief amount of time, the Live
Monitoring Summary is displayed.
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Figure 6 Live Monitoring

Step 3 As an option, click and drag left-to-right in a downward motion to draw a box over the statistics that you
want to zoom in on. You can click and drag right-to-left in an upward motion to zoom out.
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Historical and Calculated Statistics

Based on the monitored throughput, Oracle’s Xsigo Fabric Manager displays additional information for the selected
server in a table on the side of a graph. The additional information is tracked for historical information, unless
documented otherwise. Figure 8 shows the table of historical and calculated statistics.
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Figure 7 Selected Server Frame — Historical and Calculated Statistics

The following additional information is displayed.

» the aggregate amount of throughput for the current graphing session (Total Current).
» the maximum amount of through for the current graphing session (Total Maximum).

» the average amount of throughput for the current graphing session (Total Average). This statistic is
calculated.

» the amount of network throughput for the current graphing session (Network Current).
» the maximum amount of network throughput for the current graphing session (Network Maximum).

» the average amount of network throughput for the current graphing session (Network Average). This statistic
is calculated.

» the amount of storage throughput for the current graphing session (Storage Current).
» the maximum amount of storage throughput for the current graphing session (Storage Maximum).

» the average amount of storage throughput for the current graphing session (Storage Average).
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Displaying VNIC Throughput

When vNICs are configured and deployed on the host server, Live Monitoring can graph the throughput of each vNIC
through the 1/0 Resource Charts. Each chart is a separate instance of a vNIC that graphs the ingress and egress traffic.
Each I/0 Resource Chart is a standard line graph consisting of an X axis and a Y axis:

« The X axis shows an interval-based time line. By default, each interval is 50 seconds, but this value can be
decreased to smaller amounts of time.

e The Y axis shows the throughput in Kbps.

Each Chart has the ability to track throughput for one or both directions of traffic (ingress only, egress only, or both
ingress and egress) depending on what traffic exists on the virtual resource.

Figure 8 shows an example of the 1/0 Resource Charts for vNICs.

L Mgt | et

Figure 8 1/0 Resource Charts — vNICs

You’ll notice that each VNIC has its own chart, which is identified by the vNIC name. Also, each vNIC 1/O chart can be
zoomed in to show the statistics for a smaller interval. To zoom in, click and drag in a downward motion to create a box
over the statistics you want to zoom in on. When you complete the click and drag motion, the interval becomes smaller
and the graphed section of statistics becomes larger, as documented in Real-Time Grapher.

The vNIC 1/0 Resource charts are contained in a separate frame on the Live Monitoring summary. To display the Live
Monitoring Summary, follow this procedure:

Step 1 From the Navigation Frame, display Live Monitoring by selecting Service Manager->Live Monitoring.
Figure 9 shows Live Monitoring.
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I rer Hemturmg
Selected Serves

Select & server from the server drop down

110 Respurce Lhaits

Figure 9 Live Monitoring

Notice that Live Monitoring is blank by default until you select a physical server.

Step 2 From the dropdown menu, select a server for Live Monitoring. After a brief amount of time, the Live
Monitoring Summary is displayed. See Figure 10.
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Figure 10 Live Monitoring

If enough vNIC are deployed, scroll bars appear on the 1/0 Resource Charts frame. You might need to scroll
the frame to see all the deployed VNICs. Also, if vHBAS are also present, they will be displayed below the
VNICs. If you want to see the vHBAS, you might need to scroll the frame to see all the deployed VHBAs.

Step 3 As an option, click and drag left-to-right in a downward motion to draw a box over the vNIC statistics
that you want to zoom in on. You can click and drag right-to-left in an upward motion to zoom out.
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Displaying VHBA Throughput

When vHBA s are configured and deployed on the host server, Live Monitoring can graph the throughput of each vHBA
through the 1/0 Resource Charts. Each chart is a separate instance of a VHBA that graphs the ingress and egress traffic.
Each 1/0 Resource Chart is a standard line graph consisting of an X axis and a Y axis:

« The X axis shows an interval-based time line. By default, each interval is 50 seconds, but this value can be
decreased to smaller amounts of time.

e The Y axis shows the throughput in Kbps.

Each chart has the ability to track throughput for one or both directions of traffic (ingress only, egress only, or both ingress
and egress) depending on what traffic exists on the virtual resource.

Figure 11 shows the vVHBA 1/O Resource Charts.
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Figure 11 1/0 Resource Charts — vHBAs

You’ll notice that each VHBA has its own chart, which is identified be the vHBA name. Also, each vVHBA 1/O chart can be
zoomed in to show the statistics for a smaller interval. To zoom in, click and drag in a downward motion to create a box
over the statistics you want to zoom in on. When you complete the click and drag motion, the interval becomes smaller
and the graphed section of statistics becomes larger, as documented in Real-Time Grapher.

The vHBA 1/0 Resource charts are contained in a separate frame on the Live Monitoring summary. To display the Live
Monitoring Summary, follow this procedure:

Step 1 From the Navigation Frame, display Live Monitoring by selecting Service Manager
->Live Monitoring. Figure 12 shows Live Monitoring.
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Figure 12 Live Monitoring

Notice that Live Monitoring is blank by default until you select a physical server.

Step 2 From the dropdown menu, select a server for Live Monitoring. After a brief amount of time, the Live
Monitoring Summary is displayed. Figure 13 shows the Live Monitoring Summary.
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Displaying vHBA Throughput
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Figure 13 Live Monitoring

If enough VHBAS are deployed, scroll bars appear on the 1/0O Resource Charts frame. You might need to
scroll the frame to see all the deployed VHBAS. Also, if vNICs are also present, they will be displayed above
the vHBASs. If you want to see the vNICs, you might need to scroll the frame to see all the deployed vNICs.

Step 3

As an option, click and drag left-to-right in a downward motion to draw a box over the vHBA statistics

that you want to zoom in on. You can click and drag right-to-left in an upward motion to zoom out.

Oracle Xsigo Fabric Manager
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Working with the Task Scheduler

This chapter contains the following topics:
e Understanding the Task Scheduler
» Displaying Fabric Manager Schedules
* Running an On-Demand Fabric Manager Backup
» Enabling or Disabling Fabric Manager Backup Schedules
»  Creating Fabric Director Backup Schedules
» Displaying Fabric Director Backup Schedules
e Running an On-Demand Fabric Director Backup
» Enabling or Disabling Fabric Director Backup Schedules
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Understanding the Task Scheduler

Oracle’s Xsigo Fabric Manager Task Scheduler allows you to set times and dates for backing up Fabric Manager Server
configurations and Oracle’s Xsigo Fabric Director configurations. Backing up a Fabric Manager Server or a Fabric
Director can occur either on-demand or on a recurring schedule. Regardless of the schedule type, backups are stored in the
following locations on the Fabric Manager Server:

e Linux Fabric Manager Server:
— Fabric Manager backups are stored in Zopt/xsigo/xms/xms-backups
— Fabric Director backups are stored in Zopt/xsigo/xms/director-backups
*  Windows Fabric Manager Server:
— Fabric Manager backups are stored in C:\Program Files\xms\xms-backups
— Fabric Director backups are stored in C:\Program Files\xms\director-backups

Each backup captures the entire configuration of the Fabric Manager Server or Fabric Director.

Considerations for Fabric Manager Backups

Fabric Manager Backups can occur in multiple ways. Being aware of these considerations will facilitate your backup and
restore operations for Fabric Manager Servers:

« through the Backup Fabric Manager Configuration option on the Maintenance menu (Maintenance->Backup
Fabric Manager Config), which is represented by the screwdriver icon on the Fabric Manager banner.

» through a Schedule backup (Schedules->Fabric Manager Backups)
» through an on-demand backup (Schedules->Fabric Manager Backups->Execute Now)

In all cases the same information is backed up, the Fabric Manager Server configuration and all objects that Fabric
Manager has under management. However, there are some subtle differences between each method of Fabric Manager
backup:

e The difference between Maintenance->Backup Fabric Manager Config and Schedules->Fabric Manager
Backups->Execute Now, is that Maintenance->Backup Fabric Manager Config requires you to specify a
file name whereas Schedules->Fabric Manager Backups->Execute Now requires a schedule to exist and
executes the scheduled backup immediately, not at the scheduled time(s).

» The file names are different depending on which method of backup you choose:

— if you perform Fabric Manager backup through Maintenance->Backup Fabric Manager Config, Fabric
Manager prompts you for a specific file name, so the file will be named <name> plus a date and time
stamp— for example, foobar_2011-04-05_ 04 01 59 325

— if you perform the Fabric Manager Backup through Schedules->Fabric Manager Backups, Fabric
Manager creates its own file name in the format scheduled_ plus a name, plus a time and date
stamp—for example, scheduled_foobar 2011 04 05 04 01 59 325

— if you perform the backup through Schedules->Fabric Manager Backups->Execute Now button, Fabric
Manager creates its own file name in the format scheduled_executeNow_ plus a name, plus a time
and date stamp—for example,
scheduled_executeNow_foobar 2011 04 05 04 01 59 325
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Regardless of the method you choose for Fabric Manager Server backups, the backup files are stored as XML files and
can be restored through Maintenance->Restore Fabric Manager Server Config.

When you need to restore from a specific backup, you will find it helpful to know the different file naming methods listed
above so that you will be able to easily restore the specific Fabric Manager Server backup you want.

Take Fabric Manager Backups and Fabric Director Backups at the Same Time

When you need to do a backup of either Fabric Manager or the Fabric Director, it is a best practice to take a backup of
both at the same time. The reason for this requirement is objects will not get out of sync, thereby restore operations will
occur without problems. Take a backup of all Fabric Directors first, then take the Fabric Manager backups.

When restoring a saved backup, Xsigo requires that you restore both the 1.0 Director and the Fabric Manager Server at
the same time. Restore the Fabric Manager backups first, then restore the Fabric Directors.

Backup and Restore of Fabric Director through Fabric Manager

Fabric Manager supports backup and restore of either the Fabric Manager configuration or the Fabric Director
configuration. The backup option for the Fabric Director captures information at a single point in time, and the restore
option for the Fabric Director brings back the configuration that was present at the last backup.

The backup and restore options for Fabric Manager affect only the Fabric Manager Server and Fabric
Note Manager configuration. Restoring the Fabric Manager configuration does not bring back the configurations
of any Fabric Directors that Fabric Manager is managing. Instead, only the Fabric Manager database is
backed up and restored.

Fabric Manager’s backup option for the Fabric Director operates the same as issuing the system export command on
the Fabric Director. The backup option captures the following information at the time that you initiate the Fabric Director
backup through Fabric Manager:

* Hardware inventory of which modules are present in which slots. Any hardware changes made after the
backup completes are not written to the last backup, and the changes are not automatically captured. You can
always take another backup after the hardware changes are complete, if needed. If you take an additional
backup, the previous backup is not deleted. The previous backup is kept along with new one.

» Administrative states of all objects in the Fabric Director. Operational states are not captured in the backup.

Fabric Manager’s restore option for the Fabric Director operates the same as issuing the system import command on
the Fabric Director. The restore option brings back the hardware inventory and administrative states contained in the last
backup.

Some common use cases for Fabric Manager backup and restore of a Fabric Director are:

» Restoring deleted vNICs or vVHBAS, but only if no changes have been made to the vNICs. For example,
assume you created some VNICs through Fabric Manager and took a Fabric Director backup. If someone else
then deletes the vNICs, you can restore the configuration on the Fabric Director to replace the deleted vNICs
provided that no other changes have been made to the VNICs. If changes have been made, the vNICs might
not be restored correctly.

» Restore a clean Fabric Director configuration. Assume a Fabric Director has been returned to its default
configuration—for example, through the system clear config command. You can then restore the last
backed up configuration instead of having to re-create the entire configuration.
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Considerations for Fabric Director Backups

Fabric Director backups can occur in multiple ways. Being aware of these considerations will facilitate your backup and
restore operations for Fabric Directors:

» through the Backup Fabric Director configuration toolbar button on the Fabric Director Summary (Fabric
Directors->Fabric Directors->Backup Fabric Director Config button)

» through a Schedule backup (Schedules->Director Backups)

» through an on-demand backup (Schedules->Director Backups->Execute Now button)

In all cases the same information is backed up. However, there are some subtle differences between each method of Fabric
Director backup:

e The difference between Fabric Directors->Fabric Directors->Backup Fabric Director Config button and
Schedules-> Director Backups->Execute Now button, is that Fabric Directors->Fabric Directors->Backup
Fabric Director Config button requires you to specify a file name whereas Schedules->Director Backups
->Execute Now button requires a schedule to exist and executes the scheduled backup immediately, not at
the scheduled time.

» The file names are different depending on which method of backup you choose:

— if you perform a Director backup through Fabric Directors->Fabric Directors->Backup Fabric
Director Config button, Fabric Manager prompts you for a file name, so the file will be named
<director-name> plus <file-name> plus a date and time stamp— for example,
destroyer_backupl 2011-04-05 04 01 59 325

— if you perform a Director backup through Schedules->Director Backups, Fabric Manager creates its
own file name in the format <director-name>_scheduled_ plus <name>, plus a time and date
stamp—for example, destroyer_scheduled_backupl 2011 04 05 04 01 59 325

— if you perform a Director backup through Schedules->Director Backups->Execute Now button, Fabric
Manager creates its own file name in the format <director-name>_scheduled_executeNow_ plus
<name>, plus a time and date stamp—for example,
destroyer_scheduled_executeNow_destroyer 2011 04 05 04 01 59 325

Regardless of the method you choose for Director backups, the backup files are stored as XML files and can be restored
through Xsigo Fabric Directors->Fabric Directors->Restore Fabric Director Config button.

When you need to restore from a specific backup, you will find it helpful to know the different file naming methods listed
above so that you will be able to easily restore the specific Director backup you want.

Take Fabric Manager Backups and Fabric Director Backups at the Same Time

When you need to do a backup of either Fabric Manager or the Fabric Director, it is a best practice to take a backup of
both at the same time. The reason for this requirement is objects will not get out of sync, thereby restore operations will
occur without problems. Take a backup of all Fabric Directors first, then take the Fabric Manager backups.

When restoring a saved backup, Xsigo requires that you restore both the 1.0 Director and the Fabric Manager Server at
the same time. Restore the Fabric Manager backups first, then restore the Fabric Directors.

Director Backup with HA Fabric Directors

When multiple Fabric Directors are deployed, they share a common Ethernet or InfiniBand switching fabric. In a dual-
Fabric Director deployment, there is no method of synchronization for backups. As a result, each Fabric Director should
be configured with its own Fabric Director backup schedule. Any on-demand backups either through Fabric Directors
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->Fabric Directors->Backup Fabric Director Config button or Schedules->Director Backups->Execute Now button
should be manually duplicated across both Fabric Directors to keep their backups in sync.

Scheduled Backups

When you configure the task scheduler, you have the option of running backups either daily, weekly, or monthly:

» daily backups occur every day at time(s) of day that you specify. You can specify more than one scheduled
backup time for the same day. For example, it would be a valid configuration to set one daily schedule to run
at 6:00 a.m., and also set another schedule that runs at midnight.

» weekly backups occur each week on the day(s) that you specify. You can specify multiple days each week.
For example, it would be a valid configuration to set one weekly schedule to run once a week on Monday
and another weekly scheduled to run once a week on Friday.

» monthly backups occur each month on the day(s) that you specify at the time(s) of day that you specify. You
can specify multiple days each month. For example, it would be a valid configuration to set one monthly
schedule to run three different days each month—the 1st, the 14th, and the 28th.

When you configure a schedule, you will set the maximum number of backups that will be kept. The maximum number of
backups is a sliding window based on the number that you specify, and only the most recent number of backups is kept.
For example, if you specify 5, the first 5 backups are kept. When 6 or more backups occur, the oldest are deleted so that
only the newest 5 backups are kept. This sliding windows allows the most recent data to be kept, and also prevents the
backups directory from becoming full and consuming an unreasonable amount of disk space.

Scheduled backups complete with silent acknowledgement, so unless an error message is displayed, the scheduled backup
has completed successfully. You can, however, check the Execution History tab for a timestamp that is close to the time(s)
when you started the backup. The presence of the backup in the Execution History verifies that the backup completed
successfully.

For information about running scheduled backups, see the appropriate section:

e To backup Fabric Manager Servers based on a recurring schedule, see Creating Fabric Manager Backup
Schedules

» To backup Fabric Directors based on a recurring schedule, see Creating Fabric Director Backup Schedules

On-Demand Backups

On-demand backups can be run at any time. When you run them, they complete immediately.

On-demand backups and scheduled backups are not mutually exclusive, so any scheduled backups will run in addition to
the on-demand backup. For example, if you have a daily backup set for 4:00 a.m., you can run an on-demand backup at
any time, and the scheduled backup still runs at 4:00 a.m. On-demand backups complete with silent acknowledgement, so
unless an error message is displayed, the on-demand backup has completed successfully. You can, however, check the
Execution History tab for a timestamp that is close to the time(s) when you started the backup. The presence of the backup
in the Execution History verifies that the backup completed successfully. For information about running an on-demand
backup, see the appropriate section:

e To backup up a Fabric Manager Server on-demand, see Running an On-Demand Fabric Manager Backup
» To backup a Fabric Director on-demand, see Running an On-Demand Fabric Director Backup
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Displaying Fabric Manager Schedules

Fabric Manager displays the backup schedules for the Fabric Manager Server in the Fabric Manager Backup Schedule
Summary, which is a tabbed display. The Fabric Manager Backup Schedule Summary contains a list of all the configured
backup schedules, regardless of their operational state (enabled or disabled).

The Fabric Manager Backup Schedule Summary is available through Schedules option on the Navigation Panel. Figure 1
shows an example of the Fabric Manager Backup Schedule Summary tab.
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Figure 1 Fabric Manager Backup Schedule Summary
The Fabric Manager Backup Schedule Summary contains information about configured backup schedules for Fabric

Manager Server backup. Table 1 shows the contents of the Fabric Manager Backup Schedule Summary and explains what
each field means.

Table 1 Contents of Fabric Manager Backup Schedule Summary

Field... Means...

Name The name assigned to the specific Fabric Manager backup schedule.

Enabled The operational state (either enabled or disabled) for a particular Fabric Manager
backup schedule.

Schedule The specific day(s), time(s), or date(s) on which the backup will run.

Max Backups The maximum number of backups that are allowed for each particular Fabric

Manager Backup Schedule.

Description An optional alphanumeric string that describes a Fabric Manager Backup Schedule.
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Editing Fabric Manager Backup Schedules

When a backup schedule is created for Fabric Manager, it can be edited at any time. When the edits are completed and the
details frame is locked for editing, the new changes take effect based on the new properties. For example, if you had a
daily backup schedule set to occur at 7:00 a.m., but decided to set the backup to occur at 3:00 a.m. instead, the new backup
will occur at 3:00 a.m. the next morning after you complete edits. Of course, you can always use the on-demand backup
feature, to complete an instantaneous backup at any time.

To edit a configured Fabric Manager backup schedule, follow this procedure:
Step 1 Display the Fabric Manager Backup Schedule Summary.

Step 2 In the Fabric Manager Backup Schedule Summary, click the backup schedule that you want to edit. This
step populates the Details frame with the properties of the selected backup schedule. Figure 2 shows a
sample Details frame.

Fahric Manager BEachup Schedule Sommary

¢ b E
learsr Fanbicd Bctvocein blax Baciaps fesorpfion

foreszo true A 300 AN every day I

foam o
Pl Pt g cbetsler | M i

General

Bzt loranzo

Enabiled: true

Scheuke: AL G000 AM ety day
M Backups: 2

Dwscription

Figure 2 Fabric Manager Backup Schedules — Details Frame

Step 3 In the Details frame, click the Edit button to unlock the properties for editing, as shown in Figure 3. This
example shows editing a daily backup schedule, but similar properties (name, enable/disable, backup
schedule times and dates, maximum number of backups, and description) are editable regardless of
whether the backup schedule is daily, weekly, or monthly.
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Figure 3 Fabric Manager Backup Schedule Details — Edit General Properties

Step 4 Edit the properties as needed.

Step 5 When the properties are set correctly, click Submit. The new properties do not take effect unless the
Submit button is clicked.

Renaming Fabric Manager Schedules

Fabric Manager supports renaming a Fabric Manager Schedule, which enables you to change the name without having to
completely delete and recreate the entire Fabric Manager Schedule. When the Fabric Manager Schedule is renamed, all
other properties for the Fabric Manager Schedule are retained, including the schedule and server(s) affected. As an option,
you can also set or change the description for the Fabric Manager Schedule.

You can rename the Fabric Manager Schedule through the Fabric Manager Schedule Details frame. To rename the Fabric
Manager Schedule, follow this procedure:

Step 1 On the Navigation Frame, select Service Manager->Schedules. Figure 4 shows the Fabric Manager
Backup Schedule Summary.
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Figure 4 Fabric Manager Backup Schedule Summary
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Step 2 Click the backup schedule that you want to rename. This step populates the details frame with its
properties.

Step 3 Click the Edit button to edit the properties of the selected Fabric Manager Schedule, as shown in
Figure 5.
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Figure 5 Fabric Manager Backup Schedule Details — Edit General Properties

Step 4 In the Name field, enter the new name for the Fabric Manager Schedule.
Step 5 As an option, you also can set or change the description for the selected Fabric Manager Schedule.

Step 6 When the new name has been specified for the Fabric Manager Schedule, click Submit.

Creating Fabric Manager Backup Schedules

Through Fabric Manager, you can create a set of backup schedules for the Fabric Manager Server(s) in your data center. A
Fabric Manager backup schedule sets time(s) and date(s) on which the Fabric Manager Server configuration is copied to a
file. Each time the backup runs, the entire configuration is saved, not just the differences from an established baseline.

To backup the Fabric Manager Server config, you set a schedule for when the config is backed up and copied to the xms—
backups directory. The following backup schedules are supported, and you can configure more than one type for the
same Fabric Manager Server:

o daily
e weekly
e monthly

To create a Fabric Manager backup schedule, follow this procedure, which uses a weekly backup schedule for illustrative
purposes:

Step 1 Display the Fabric Manager Backup Schedule Summary. Figure 1 shows the Fabric Manager Backup
Schedule Summary.

Step 2 Click the plus sign to display the New Fabric Manager backup schedule dialog. Figure 6 shows this
dialog.
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Step 3
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Figure 6 New Fabric Manager Backup Schedule

In the Name field, enter an alphanumeric character string that identifies the backup schedule.
In the Enable checkbox, make sure that the backup schedule is enabled.

Or, as an option, if you want to create the schedule without it being active, you can click to deselect the
checkbox. When the checkbox is empty, the backup schedule is disabled.

In the Job Schedule section, select the hour, minute, and a.m. or p.m. designation for when the backup
will run. You must enter additional information if you are creating a weekly or monthly backup
schedule:

« For a weekly schedule, you will also need to specify the day(s) on which the backup will run at the
specified time(s) (hour, minute, a.m. or p.m.).

» For a monthly schedule, you will also need to select a date(s) of the month on which the backup will
run at the specified time(s). The date(s) you select is applied to all months, so be aware of the
implications of the date(s) that you select. For example, selecting the 30th of the month is
acceptable for months that have 30 or 31 days. However, in February, the backup will not occur on
the 30th since that month does not have 30 days. In this example, the backup would not run in
February, but would resume in March.

In the Max Backups field, enter a number from 1 to 99999 that quantifies the maximum number of
backups that will occur for the backup schedule that you are creating. When the maximum number of
backups is reached, the sliding window keeps only the last X backups. For example, if you have daily
backups, and are keeping a maximum of 5, on the sixth day, the first backup is deleted, and the last 5 are

kept.

As an option, in the Description field, enter a description for the backup schedule that you are
configuring.

Fabric Manager User Guide
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Step 8 When the backup schedule properties are configured, click Submit. The schedule is not created until you
click Submit.

Running an On-Demand Fabric Manager Backup

An on-demand Fabric Manager Backup is one that you manually start. On-demand backups can be completed at any time,
and they are in addition to any scheduled backups.

An on-demand backup runs for a configured backup schedule, just not at the scheduled time(s). As a result, a backup
schedule must exist for the Fabric Manager Server that you want to backup on an on-demand basis.

You can run an on-demand Fabric Manager backup through the Fabric Manager Backup Schedule Summary tab.
To run an on-demand Fabric Manager backup, follow this procedure:

Step 1 Display the Fabric Manager Backup Schedule Summary.

Step 2 Click the backup schedule that you want to run on an on-demand basis. This step activates the Execute
Now button, which is the green arrow on the Fabric Manager Backup Schedule Summary toolbar. See

Figure 7.
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Figure 7 Fabric Manager Server Backup Schedule Summary — On-Demand Backup

Step 3  Click the Execute Now button to begin the backup. A confirmation popup dialog is displayed, as shown
in Figure 8.
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Figure 8 Execute Fabric Manager Server Backups Confirmation Dialog

Step4 On the popup dialog, click Yes to continue. The backup will complete after clicking Yes.

Step 5 Click the Execution History tab to verify that the backup completed successfully. The absence of an
error message on the Execution History tab indicates that the operation completed successfully. See

Figure 9.

Fabric Manager Backup Schedule Summary | Orecme Sarkp Srheduls Sommary

o B
Hare -

KrenIo

14em A

Enabied

Irue

Fabrie Hanager Rackup Schedule @ lsrenrn

Grreral | Funousbion History

Stal -

Fanish

Max Bachuus Desamrun

AEEI0 A @very a8y z

Aunims (ms) Errn Message

2012050077, 09,50, 357

201205101 7.10)01. 104

2012.05.16.08.00.00.002
201208147 09 00 00002
S0V 0594, 09.00.00.002
2012.05.15.08.00.00.004
2012 05 14 0% 00 00005
20132.0%,13,08 00.00,002
2012.05.12.08.00.00.002
201208 1108 0000002

A0VE05.10,08,.00,00,002

-
HEirm o

2012.05.18.08.00.03 468
2012 0517 0foDD 08 576
201205 16.02.00,00.914
22 CE 15000000 TET
I RS 1L 080008 111
2012051720900 D4 022
2012.05.12.08.00 02 8B1
201205 11 090003 528
2012.0%.10,02.00,00. 200

Figure 9 Fabric Manager Server Backup Schedule — Execution History
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%/ By default, entries in the execution history are listed with the oldest entries at the top. To see the newest
entries, you can sort the output. For information about sorting table entries, see Filtering and Sorting Table
Displays.

Note

Enabling or Disabling Fabric Manager Backup Schedules

Fabric Manager Backup Schedules are in either of the following states:

» Enabled, in which the scheduled backup will run at its designated date(s) and time(s) until the maximum
number of backups has occurred.

» Disabled, in which the scheduled backup will not run until explicitly re-enabled. Even if a scheduled backup
is disabled, you still can run an on-demand backup as needed.

By default, when you create a Fabric Manager Backup Schedule, it is enabled. However, you can manually disable a
Fabric Manager Backup schedule, or re-enable a disabled Backup Scheduled. If you will be enabling or disabled Fabric
Manager Backup Schedules, you must do so individually. Fabric Manager does not currently support a “disable all” or
“enable all” option for Fabric Manager Server Backup Schedules.

You can enable or disable individual Fabric Manager backup Schedules by editing a currently configured Fabric Manager
Backup Schedule:

Step 1 Display the Fabric Manager Backup Schedule Summary.

Step 2 In the Fabric Manager Backup Schedule Summary, click the backup schedule that you want to edit. This
step populates the Details frame with the properties of the selected backup schedule. Figure 10 shows a
sample Details frame.
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Figure 10 Fabric Manager Backup Schedules — Details Frame

Step 3 In the Details frame, click the Edit button to unlock the properties for editing, as shown in Figure 11.
This example shows editing a daily backup schedule, but similar properties (name, enable/disable,
backup schedule times and dates, maximum number of backups, and description) are editable regardless
of whether the backup schedule is daily, weekly, or monthly.
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Figure 11 Fabric Manager Backup Schedule Details — Edit General Properties
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Step 4 Click the Enabled checkbox to set the appropriate state for the backup schedule:

» Enabled state occurs when the Enabled checkbox contains a check mark. This checkbox is a toggle,
so each click alternates between Enabled and Disabled.

* Disabled state occurs when the Enabled checkbox does not contain a check mark. This checkbox is
a toggle, so each click alternates between Enabled and Disabled.

Step 5 When the appropriate properties have been edited, click Submit to save the changes.

Creating Fabric Director Backup Schedules

Through Fabric Manager, you can create a set of backup schedules for the Fabric Director(s) in your data center. A Fabric
Director backup schedule sets a time(s) and date(s) on which the Fabric Director configuration is copied to a file. Each
time the backup runs, the entire configuration is saved, not just the differences from an established baseline.

Also, you can keep a specific number of backups by setting the maximum number of backups to keep. This maximum
number is a sliding window, so that only the last X number of backups is kept. For example, if you are doing weekly
backups, and set a maximum of 12 backups, on the 13th week that backup is deleted and only the last 12 are kept.

To backup the Fabric Director config, you set a schedule for when the config is backed up and copied to the director-
backups directory. The following backup schedules are supported, and you can configure more than one type for the
same Fabric Director:

o daily
e weekly
e monthly

To create a Fabric Director backup schedule, follow this procedure, which uses a weekly backup schedule for illustrative
purposes:

Step 1 Display the Director Schedule Summary. Figure 1 shows the Fabric Director Schedule Summary.

Step 2 Click the plus sign to displayed the New Director Backup Schedule dialog. Figure 12 shows this dialog.
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Figure 12 New Director Backup Schedule — Create Schedule
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Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

In the Name field, enter an alphanumeric character string that identifies the backup schedule.

From the Director dropdown menu, select the Fabric Director for which you will be creating the backup
schedule. If the Fabric Director is not displayed, it has not yet been discovered by Fabric Manager.

In the Enable checkbox, make sure that the backup schedule is enabled.

Or, as an option, if you want to create the schedule without it being active, you can click to deselect the
checkbox. When the checkbox is empty, the backup schedule is disabled.

In the Job Schedule section, select the hour, minute, and a.m. or p.m. designation for when the backup
will run. You must enter additional information if you are creating a weekly or monthly backup
schedule:

« For a weekly schedule, you will also need to specify the day(s) on which the backup will run at the
specified time(s) (hour, minute, a.m. or p.m.).

 For a monthly schedule, you will also need to select a date(s) of the month on which the backup will
run at the specified time(s). The date(s) you select is applied to all months, so be aware of the
implications of the date(s) that you select. For example, selecting the 30th of the month is
acceptable in months that have 30 or 31 days. However, in February, the backup will not occur on
the 30th since that month does not have 30 days. In this example, the backup would not run in
February, but would resume in March.

In the Max Backups field, enter a number from 1 to 99999 that quantifies the maximum number of
backups that will occur for the backup schedule that you are creating. The maximum backups number
you enter sets the size of the sliding window, so that only the last X number of backups is kept. For
example, if you are doing daily backups, and have set a maximum of 5, on the sixth day that backup is
deleted so that only the most recent 5 backups are kept.

As an option, in the Description field, enter a description for the backup schedule that you are
configuring.

When the backup schedule properties are configured, click Submit. The schedule is not created until you
click Submit.

Displaying Fabric Director Backup Schedules

Fabric Manager displays the backup schedules for the Fabric Director in the Fabric Director Schedule Summary, which is
a tabbed display. The Director Schedule Summary contains a list of all the configured backup schedules, regardless of
their operational state (enabled or disabled).

The Director Schedule Summary is available through Schedules option on the Navigation Panel. Figure 13 shows an
example of the Director Schedule Summary tab.
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Figure 13 Director Backup Schedule Summary

The Director Schedule Summary contains information about configured backup schedules for Fabric Directors. Table 2
shows the contents of the Director Backup Schedule Summary and explains what each field means.

Table 2 Contents of Director Backup Schedule Summary

Field... Means...

Name The name assigned to the specific Director Backup schedule.

Director The name of the Fabric Director that will be backed up.

Enabled The operational state (either enabled or disabled) for a particular Director Backup
schedule.

Schedule The specific day(s), time(s), or date(s) on which the backup will run.

Max Backups The maximum number of backups that are allowed for each particular Director

Backup Schedule.

Description An optional alphanumeric string that describes a Director Backup Schedule.

Editing Director Backup Schedules

When a backup schedule is created for a Fabric Director, it can be edited at any time. When the edits are completed and
the details frame is locked for editing, the new changes take effect based on the new properties. For example, if you had a
daily backup schedule set to occur at 7:00 a.m., but decided to set the backup to occur at 3:00 a.m. instead, the new backup
will occur at 3:00 a.m. the next morning after you complete edits. Of course, you can always use the on-demand backup
feature, to complete an instantaneous backup at any time.

To edit a configured Director Backup schedule, follow this procedure:
Step 1 Display the Director Backup Schedule Summary.

Step 2 In the Director Backup Schedule Summary, click the backup schedule that you want to edit. This step
populates the Details frame with the properties of the selected backup schedule. Figure 14 shows a
sample Details frame.
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Figure 14 Director Backup Schedules — Details Frame
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Step 3 In the Details frame, click the Edit button to unlock the properties for editing, as shown in Figure 15.
This example shows editing a daily backup schedule, but similar properties (name, enable/disable,
backup schedule times and dates, maximum number of backups, and description) are editable regardless

of whether the backup schedule is daily, weekly, or monthly.

Fabric Manager User Guide

Oracle Xsigo Fabric Manager



Displaying Fabric Director Backup Schedules

Directne Backup Schedule Summary

o B §

e Dreclu Enabied  Schedule Max Backups  Desoigdun
LT T E R TR owa e A1 4:00 AR ewery day 30 Can be delebed

1 dEm L

Direetar RBackmp Schedule @ pubs - chaosss v

Gearral

Hama: pubs-chasss-awa

Diirescior: Kwa -

Enabled: 4

Sehpdula Haouar Minute AM{PM
] A on " AM e
w Dy Winskdy Monthiy

Max Backupe: 30

Desonpteon: ean ha dokeled

Submd Lance

Figure 15 Director Backup Schedule Details — Edit General Properties

Step 4 Edit the properties as needed.

Step 5 When the properties are set correctly, click Submit. The new properties do not take effect unless the
Submit button is clicked.

Renaming Director Backup Schedules

Fabric Manager supports renaming a Director Backup Schedule, which enables you to change the name without having to
completely delete and recreate the entire Director Backup Schedule. When the Director Backup Schedule is renamed, all
other properties for the Director Backup Schedule are retained, including the schedule and Director(s) affected. As an
option, you can also set or change the description for the Director Backup Schedule.

You can rename the Director Backup Schedule through the Director Backup Schedule Details frame. To rename the
Director Backup Schedule, follow this procedure:

Step 1 On the Navigation Frame, select Service Manager->Schedules. Figure 16 shows the Director Backup
Schedule Summary.
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Figure 16 Director Backup Schedule Summary

Step 2 Select a Director Backup Schedule to populate the details frame with its properties.

Step 3 Click the Edit button to edit the properties of the selected Director Backup Schedule, as shown in

Figure 17.
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Figure 17 Director Backup Schedule Details — Edit General Properties

Step 4 In the Name field, enter the new name for the Director Backup Schedule.

Step 5 As an option, you also can set or change the description for the selected Director Backup Schedule.
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Step 6 When the new name has been specified for the Director Backup Schedule, click Submit.

Running an On-Demand Fabric Director Backup

An on-demand Director Backup is one that you manually start. On-demand backups can be completed at any time, and
they are in addition to any scheduled backups.

An on-demand backup runs for a configured backup schedule, just not at the scheduled time(s). As a result, a backup
schedule must exist for the Director that you want to backup on an on-demand basis.

You can run an on-demand Director backup through the Director Backup Schedule Summary tab.
To run an on-demand Director backup, follow this procedure:
Step 1 Display the Director Backup Schedule Summary.

Step 2 Select the backup schedule that you want to run on an on-demand basis. This step activates the Execute
Now button, which is the green arrow on the Director Backup Schedule Summary toolbar. See Figure 18.

Fabric Manager Backup Schedule Summary Director Backup Schedule Summary
Name Director Enabled Schedule Max Backups = Description
pubs-chassis-iowa iowa true At £:00 AM every day 30 can be deleted
1item | @Y

Figure 18 Director Backup Schedule Summary — On-Demand Backup

Step 3  Click the Execute Now button to begin the backup. A confirmation popup dialog is displayed, as shown
in Figure 19.
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Director Backup Schedule Summary
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Figure 19 Execute Director Backups Confirmation Dialog

Step 4 On the popup dialog, click Yes to continue. The backup will complete after clicking Yes.

Step 5 Click the Execution History tab to verify that the backup completed successfully. The absence of an
error message on the Execution History tab indicates that the operation completed successfully. See
Figure 20.
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Figure 20 Director Backup Schedule — Execution History

%, By default, entries in the execution history are listed with the oldest entries at the top. To see the newest
Note entries, you can sort the output. For information about sorting table entries, see Filtering and Sorting Table
Displays.
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Enabling or Disabling Fabric Director Backup Schedules

Fabric Director backup schedules are in either of the following states:

» Enabled, in which the scheduled backup will run at its designated date(s) and time(s) until the maximum
number of backups has occurred.

e Disabled, in which the schedule backup will not run until explicitly re-enabled.

By default, when you create a Director Backup Schedule, it is enabled. However, you can manually disable a Director
Backup schedule, or re-enable a disabled Backup Scheduled. If you will be enabling or disabled Director Backup
Schedules, you must do so individually. Oracle’s Xsigo Fabric Manager does not currently support a disable all or enable
all option for Oracle’s Xsigo Fabric Director Server Backup Schedules.

%/ Even if a backup schedule is disabled, you still can run an on-demand backup as needed.

Note

You can enable or disable individual Director Backup Schedules by editing a currently configured Director Backup
Schedule:

Step 1 Display the Director Backup Schedule Summary.

Step 2 In the Director Backup Schedule Summary, click the backup schedule that you want to edit. This step
populates the Details frame with the properties of the selected backup schedule. Figure 21 shows a
sample Details frame.
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Figure 21 Director Backup Schedules — Details Frame
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Step 3 In the Details frame, click the Edit button to unlock the properties for editing, as shown in Figure 22.
This example shows editing a daily backup schedule, but similar properties (name, enable/disable,
backup schedule times and dates, maximum number of backups, and description) are editable regardless

of whether the backup schedule is daily, weekly, or monthly.
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Figure 22 Director Backup Schedule Details — Edit General Properties
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Step 4 Click the Enabled checkbox to set the appropriate state for the backup schedule:

« Enabled state occurs when the Enabled checkbox contains a check mark. This checkbox is a toggle,
so each click alternates between Enabled and Disabled.

* Disabled state occurs when the Enabled checkbox does not contain a check mark. This checkbox is
a toggle.
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Working with LUN Masks

This chapter documents the following topics:
e Understanding LUN Masks
» Creating LUN Masks
» Displaying LUN Masks
» Adding LUNSs to an Existing LUN Mask
*  Removing LUNs from the LUN Mask
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Understanding LUN Masks

LUN Masks enable you to zone out specific LUNSs or storage targets from servers or initiators. With LUN Masks, you can
keep security in the storage network by keeping LUNSs that contain sensitive data in a private, restricted section of the
Fibre Channel network.

Through Oracle’s Xsigo Fabric Manager, LUN Masks are created and applied to vHBASs to determine which hosts can see
which storage resources. A LUN Mask must be associated with a vVHBA to control whether or not the LUNSs are reported.
If you create a LUN Mask, but do not associate it with one or more VHBAS, all hosts will be able to see all storage
resources.

Creating LUN Masks

LUN Masks are created through the LUN Mask Summary, and must be created before they can be assigned to a vHBA.
The LUN Mask will be assigned to individual vHBAS, not the Storage Cloud that provides vVHBA terminations.

To create a LUN Mask, follow this procedure:

Step 1 Select Storage Cloud Manager->LUN Mask Profiles to display the LUN Mask Summary. Figure 1
shows this dialog.
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Figure 1 LUN Mask Profile Summary

You can add a new LUN Mask by clicking the plus sign ( +), and you can delete one or more LUN Masks by
selecting them in the LUN Mask Profile Summary, then clicking the garbage can icon.

Step 2 Click the plus sign to display the Create LUN Mask Profile Dialog. Figure 2 shows this dialog.
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Figure 2 Create LUN Mask Profile

In the LUN Mask Profile Name field, enter an alphanumeric string that names the LUN Mask Profile
that you are creating.

As an option, in the Description field, enter an alphanumeric string that describes the LUN Mask Profile
that you are creating.

Click Submit to create the LUN Mask Profile.

At this point, the LUN Mask Profile exists, but it is an empty profile. You will need to populate the empty
LUN Mask with individual records that determine the WWN and LUN IDs to which the LUN Mask will be
applied.

When the LUN Mask Profile has been created, select it in the LUN Mask Profile Summary. By selecting
it, the LUN Mask Profile is displayed in the LUN Mask Profile Details frame, as shown in Figure 3.
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Figure 3 LUN Mask Profile — Targets and LUNs

You can add target WWPN and LUN information for a storage resource by clicking the plus sign, and you
can delete one or more WWPN and LUN entries by selecting the entry in on the Target/LUNSs tab, then
clicking the garbage can icon.

By default, when the selected LUN Mask is displayed in the details frame, the General tab is displayed.
Step 7 Click the Target/LUNs tab as shown in Figure 3.

Step 8 On the Target/LUNs tab, click the plus sign to display the Add LUN Mask Target dialog. Figure 4 shows
this dialog.
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Figure 4 LUN Mask Profile — Add LUN Mask Target

Fabric Manager User Guide Oracle Xsigo Fabric Manager



Displaying LUN Masks

Step 9 In the WWPN field, enter the world-wide port number for the storage resource you want added to the
LUN Mask Profile.

Step 10 In the LUN IDs field, enter the LUN number(s) for the storage resource you want added to the LUN
Mask Profile. Multiple LUN numbers can be specified as either a comma-separated list, or a range of
LUNSs can be specified by using a colon ( : ) as a separator.

Step 11 Click Submit to configure the target and LUN(s) in the selected LUN Mask Profile.

Step 12 Check the Target/LUNs tab to verify that the correct WWPN and LUN entry was added to the selected
LUN Mask Profile. You can also check the LUN Mask Profile Summary to verify that the “Number of
Targets” column has incremented (or decremented if you are deleting one or more entries) by the
number of entries you are adding or deleting.

Displaying LUN Masks

When LUN Mask Profiles are configured, you can display them through the LUN Mask Profiles Summary, which is a
table of all LUN Mask Profiles configured in Fabric Manager. Additional, detailed information about individual LUN
Mask Profiles and their contents is available in the LUN Mask Profiles Details frame below the LUN Mask Profile
Summary.

Displaying LUN Mask Profile Summary

The LUN Mask Profile Summary contains all configured LUN Mask Profiles in Oracle’s Xsigo Fabric Manager
regardless of whether they are assigned to a Storage Cloud. Figure 5 shows the LUN Mask Profile summary.
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Figure 5 LUN Mask Profile Summary

Table 1 shows the contents of the LUN Mask Profile Summary and explains what each field means.
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Table 1 Contents of the LUN Mask Summary

Field Indicates

Name The name of each configured LUN Mask Profile.

Discovered From The name of the Oracle Xsigo Fabric Director that discovered storage target in the
LUN Mask Profile.

Number of Targets The number of storage targets contained in each LUN Mask.

In Use The state of the LUN Mask with regard to whether or not it is used by an 1/O

Profile that is deployed to a host server. If no value is displayed, the LUN Mask is
configured but not actually in use on a server.

Description The description string (if any) that was applied to the LUN Mask Profile. If this
field is blank, either no description string was specified when the LUN Mask
Profile was created, or the LUN Mask Profile was originally created with a
description string, but the LUN Mask Profile was later edited and the description
string was removed.

Displaying LUN Mask Profile Details

The LUN Mask Profile Details frame is a section of the work panel that is located below the LUN Mask Profile Summary.
This frame is a list of fields for a selected LUN Mask Profile.

The LUN Mask Profile Details frame enables you to display additional, detailed information for a single LUN Mask
Profile and contains an Edit button, which unlocks editable parts of the details frame so that you can set or change
information elements of the details frame.

To use the LUN Mask Profile Details frame, you must first select a configured LUN Mask Profile from the LUN Mask
Profile Summary. By selecting a LUN Mask Profile from the summary, you provide an element that will be the focus of
the LUN Mask Profile Details frame.

Figure 6 shows the LUN Mask Profile Details frame. Notice that the details frame is contextual, so that it displays detailed
information for the item selected in the LUN Mask Profile Summary.
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Figure 6 LUN Mask Profile Details

Adding LUNs to an Existing LUN Mask

Through the LUN Mask Details frame, you can add one or more LUNSs to the an existing LUN Mask as needed. When
LUNSs are added to the target mask, they will be masked as needed.

Adding LUNSs to a LUN Mask might require a rescan of the vHBA, which is supported through a toolbar
Note button (the satellite dish) on the vHBAs tab of the Physical Server details page.

To add LUNSs to a specified target, follow this procedure:
Step1 Display the LUN Mask Summary.

Step 2 Select a LUN Mask from the summary to highlight it. This step populates the LUN Mask Details frame
with additional details for the selected LUN Mask.

Step 3  Click the Target/LUNs tab, as shown in Figure 7.
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Figure 7 LUN Mask Detail — Target/LUNs Tab
Step 4 On the Target/LUNSs tab, click the WWPN for which you want to add more LUNSs to the LUN Mask.
This step activates the Add LUNSs to Target button.

Step 5 Click the Add LUN IDs to the Selected Target button to display the Add LUN Mask Target LUN IDs
dialog as shown in Figure 8.
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Figure 8 LUN Mask Details — Add LUN IDs to LUN Mask

Step 6 In the New LUN IDs field, enter the LUN ID(s) that you want to add to the existing LUN Mask. Any
LUNs already configured in the LUN Mask are kept, and the LUNs you specified are added to the mask.
A single LUN can be added, or multiple LUNs can be added by specifying a comma-separated list, or a
hyphenated range of LUNSs.

Step 7 When the LUN(s) are specified, click Submit to update the LUNSs in the LUN Mask.
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Removing LUNs from the LUN Mask

Through the LUN Mask Details frame, you can remove one or more LUNs from an existing LUN Mask as needed. When
LUNSs are removed from the target mask, they will no longer be masked. Removing LUNs from a LUN Mask might
require a rescan of the vHBA. If the LUNSs are removed, but are still being masked, you can attempt to rescan the vVHBA
from the Physical Server details frame (Server Resource Manager->Physical Server details frame->vHBAs tab
->Prescan/Rescan for Fibre Channel).

To remove LUNSs from an existing LUN Mask, follow this procedure:
Step 1 Display the LUN Mask Summary.

Step 2 Select a LUN Mask from the summary to highlight it. This step populates the LUN Mask Details frame
with additional details for the selected LUN Mask.

Step 3 Click the Target/LUNs tab, as shown in Figure 9.
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Figure 9 LUN Mask Detail — Target/LUNs Tab
Step 4 On the Target/LUNSs tab, click the WWPN for which you want to add more LUNSs to the LUN Mask.
This step activates the Add LUNs to Target button.

Step 5 Click the Remove LUNSs IDs from Selected Target button to display the Add LUN Mask Target LUN
IDs dialog as shown in figure Figure 10.
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Figure 10 LUN Mask Detail — Delete LUN IDs from LUN Mask

Step 6 From the Choose LUN IDs to Delete dialog, click as many LUNs as you want to delete from the LUN
Mask.

Step 7 Click Submit to remove the LUNs from the LUN Mask.
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This chapter documents the following topics:

e Understanding SAN QoS
» Displaying SAN QoS Profiles
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Understanding SAN QoS

A SAN QoS Profile allows you to place bandwidth usage parameters on a Storage Cloud so that specific amounts of
traffic are allowed, or specific amounts of the throughput is available. SAN QoS is enforced by a shaper profile, which
attempts to guarantee bandwidth by controlling traffic through delaying and queuing frames that exceed the Committed
Information Rate (CIR) value you set. When you configure a SAN QoS Profile on a Storage Cloud or vHBA, you are
assigning shaping parameters to the read and write data that affect the host server that uses that Storage Cloud.

The SAN QoS Profile uses Committed Information Rate (CIR) to guarantee bandwidth.

You can assign one SAN QoS Profile to a Storage Cloud or vHBA, and you can assign the same SAN QoS Profile to
multiple, different Storage Clouds or vHBASs. For more information about SAN QoS on a Storage Cloud as opposed a
VHBA, see QoS Assignment at Cloud Level and vHBA Level.

Pre-defined SAN QoS profiles are supplied by Xsigo in different bandwidth configurations to facilitate QoS use on
Storage Cloud(s) or vVHBAs.

Understanding Default SAN QoS Profiles

Oracle’s Xsigo Fabric Manager contains default SAN QoS Profiles, which are pre-configured for efficient bandwidth
availability and resource usage. You can apply the default SAN QoS profiles directly to a Storage Cloud or a vHBA.

Default SAN QoS Profiles are pre-configured in Fabric Manager for application to Storage Clouds or vHBAs. Fabric
Manager supports the following default SAN QoS Profiles:

e 50M_125M (50 Mbps CIR and 125 Mbps PIR)

e 125M_250m (125 Mbps CIR and 250 Mbps PIR)
e 250M_500M (250 Mbps CIR and 500 Mbps PIR)
e 500M_1G (500 Mbps CIR and 1 Gbps PIR)

e 1G_2G (1 Gbps CIR and 2 Gbps PIR)

e 2G_4G (2 Gbps CIR and 4 Gbps PIR)

* 4G_8G (4 Gbps CIR and 8 Gbps PIR)

When you are binding a SAN QoS Profile to a Storage Cloud, you can select a default QoS Profile from the list of all
available QoS Profiles for that particular module.

Displaying SAN QoS Profiles

When SAN QoS Profiles are assigned, you can display them through the SAN QoS Summary, which is a table of all SAN
QoS Profiles configured in Fabric Manager. Additional, detailed information about individual SAN QoS Profiles is
available in the SAN QoS Profile Details frame below the SAN QoS Profile Summary.

Displaying the SAN QoS Summary

The SAN QoS Summary contains all configured SAN QoS Profiles in Oracle’s Xsigo Fabric Manager regardless of
whether they are assigned to a Storage Cloud or a VHBA.
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To display the SAN QoS Summary, follow this procedure:

Step 1 Display the SAN QoS Summary by selecting Storage Cloud Manager->SAN QoS. Figure 1 shows the
SAN QoS Summary.
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Figure 1 SAN QoS Summary

Table 1 shows the contents of the SAN QoS Summary and explains what each field means.

Table 1 Contents of the SAN QoS Summary

Field Indicates

Name The name of each configured SAN QoS Profile.

CIR The committed information rate, which is the amount of guaranteed bandwidth for
constant traffic.

PIR The peak information rate, which is the maximum amount of total bandwidth that
can be consumed by traffic.

Number of VHBAS The total number of vHBAS that each SAN QoS Profile is attached to.

Description The description string (if any) that was applied to the SAN QoS Profile. If this field

is blank, either no description string was specified when the SAN QoS Profile was
created, or the SAN QoS Profile was originally created with a description string,
but the SAN QoS Profile was later edited and the description string was removed.

Displaying the SAN QoS Details

The SAN QoS Profile Details frame is a section of the work panel that is located below the SAN QoS Profile Summary.
This frame is a list of fields for a selected SAN QoS Profile that shows the CIR that shapes bandwidth usage on the
VHBA.

The SAN QoS Profile Details frame enables you to display additional, detailed information for a single SAN QoS Profile
and contains an Edit button, which unlocks editable parts of the details frame so that you can set or change information
elements of the details frame.

To use the SAN QoS Profile Details frame, you must first select a configured SAN QoS Profile from the SAN QoS Profile
Summary. By selecting a SAN QoS Profile from the summary, you set the focus of the SAN QoS Profile Details frame.
When the SAN QoS Profile is selected in the summary, you will see its details displayed in the Details frame.
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Figure 2 shows the SAN QoS Profile Details frame. Notice that the details frame is contextual, so that it displays detailed
information for the item selected in the Storage Cloud Summary.
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Displaying the vHBAs Associated with a SAN QoS Profile

Figure 2 SAN QoS Profile Details Frame

The vHBASs tab displays a summary of all the vHBAs that are currently associated with the selected SAN QoS Profile. If
the Number of vHBAs field on the SAN QoS Shaper Profile Summary shows a non-zero value, you can use the vHBAS

tab to display information about which vHBAS are using the selected SAN QoS Profile.

Figure 3 shows an example of the vHBAS associated with a SAN QoS Profile.
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This chapter contains the following topics:
e Understanding Resource Domains
» Understanding the Default Domain
»  Configuring Non-Default Domains
» Displaying Domain Information

» Displaying Detailed Information for Domains
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Understanding Resource Domains

Oracle’s Xsigo Fabric Director, Oracle’s Xsigo Fabric Manager Server, physical servers, and Network and Storage
Clouds reside in domains, which are logical groupings of resources in the network. Typically, domains are arranged by a
functional group, such as a business unit or department, but domains can be created with virtually any theme—a lab
domain, a production domain, a domain of top-quality hardware, a domain of mid-quality hardware, a domain of services
or applications, and so on.

Fabric Manager enables you to create the individual domains within your network by carving out the resources required
and grouping them into a needed domain. Be aware that domain boundaries are strictly enforced, so the Fabric Manager
Server and the Fabric Directors it is managing must be in the same domain.

Domain Resources and Unmanaging a Fabric Director

When domains are created, they can be configured with specific resources—for example, Fabric Directors, users, clouds,
and I/0 Modules. If a domain contains specific resources (including a Fabric Director), and that Fabric Director is
unmanaged and remanaged, the individual resources (including the Fabric Director) are not automatically put back into
the respective domain(s). In this situation, the resources that were assigned to a domain(s) are put into the default domain.

The individual domain(s) still exist but will not be populated with the resources present before the unmanage operation.
This behavior occurs by design to add speed and flexibility in reassigning resources in real time. By clearing the resources
from their previous domain, they can be quickly reassigned to new domains as needed. Be aware that if you intend the
same resources to be put back into the domain(s) that contained them before the Fabric Director was unmanaged, you
must manually re-assign the resources to the correct domains.

Understanding the Default Domain

By default, all resources discovered and managed by Fabric Manager reside in the default domain, which exists without
any need to configure it. However, when you create additional domains, you are pulling resources out of the default
domain and adding them to the specific domain that you are creating.

The process of configuring a domain is available only to the administrator-level (i.e., root) Fabric Manager user. The
domain admin user (which is used to manage individual domains) cannot create individual domains. The act of creating a
domain must be done through the root or admin user of the default domain. When you log in to Fabric Manager as root,
the Security Manager->Resource Domains option is available of the Navigation Panel. Use this option to create
individual domains that will be later managed by the admin users. When the domain is created, individual resources are
added to it to allow for virtual connectivity to hosts—for example, a domain might contain one or more Fabric Manager
Server(s), Fabric Directors, FC and GE Switches, and hosts. When that domain and resources are created by the
administrator-level (root) user, the admin user for each domain can be created to manage that domain and its subset of the
overall resources.

Default Domain Users

In the default domain, users that have administrator role can create, update, or remove non-default domains. These users
can also add Fabric Directors and I/0 Modules to the non-default domains, as well as delete them from the non-default
domains.

In a standard usage model the administrator-level user (root) is a site administrator, and the non-default administrator
(domain admin) is the administrator of individual domains. For example, think of a data center that sells rack space and
services to other companies. The default domain administrator (site administrator), has access and control of the Fabric
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Directors and creates the individual domains for each paying company. Within the domain for each company, perhaps a
few 1/0O Modules are available for end-to-connectivity. The 1/0O Modules are put into the company’s domain by the default
domain administrator, and from that point the configuration of a company’s domain occurs through the non-default
domain administrator for that domain.

Configuring Non-Default Domains

Non-default domains allow you to create logical partitions in order to subdivide physical environments from a
configuration and management perspective. For example, you could create a sub-domain for finance, engineering,
customer support, and so on. Within each of these non-default domains you can then assign host servers, Fabric Directors
or 1/0 modules, Network Clouds, and Storage Clouds as needed to provide the connections required for each domain.

Individual non-default domains can be created by individual domain admins (admin users, not the root user). After the
individual non-default domains are created by root, the individual domain admin users can then administer their
domain(s). Individual non-default domains enable the Fabric Director and Fabric Manager to create individual logical
partitions of resources that can be assigned and used as needed.

The following resources are available in non-default domains:

e Host servers. When the host servers are added to a non-default domain, they are available to the domain
admins for that domain. The servers are not available to other users or admins from other domains.

»  Fabric Directors or 1/0 Modules (but not both) which provide termination points for Xsigo virtual 1/0. The
Xsigo RBAC model supports configuring the required roles for domain administrators and users. The Fabric
Directors or 1/0 Modules that are added to a non-default domain are not available to other users or admins
from other domains. Of the users for a non-default domain, only the domain admin has rights to manage the
Fabric Directors or I/0O Modules.

Fabric Directors or 1/0 modules that are managed by Fabric Manager, but not part of a user’s domain, cannot
be managed.

I/0 Modules can be added into (or deleted from) a non-default domain as needed by the domain admin.
Other functionality for I/0 Modules are available to the appropriate users in that domain. For example, users
with network role can administer the Network Cloud and Gigabit Ethernet 1/0 Modules and ports, but not
Storage Clouds, SAN resources or features, or Fibre Channel cards.

Fabric Directors and 1/0 Modules can be assigned to only one domain at a time, and they cannot be shared
across domain boundaries.

* Network and Storage clouds. Clouds can be added to the domain by the administrator of the default domain
or, the domain administrator of the sub-domain. Functionality for other features are available to the
appropriate users in that domain. For example, users with the storage role can administer the Storage Cloud,
Fibre Channel cards and ports, and SAN resources and features. However, they cannot administer the
Network Cloud or any of its associated resources or features.

Network and Storage Clouds can contain only the resources that are assigned to the domain, and these
resources can exist in only one domain at a time including the default domain. The resources in a domain
cannot be shared across multiple domains, however, a Network or Storage Cloud can be used by multiple
domains.

Users can be configured in multiple domains, but a user can be logged in to only one domain at a time. For example,
assume user Joe belong to the engineering and customer support domains. Joe can log in to engineering and make changes
as needed. Joe can also log in to customer-support and make changes as needed, but he must first log out of engineering.
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Non-Default Domain Users

Non-default domain users are those uses that can access a particular domain in the Fabric Manager management
framework, but not the default domain. The most powerful user of a non-default domain is the administrator, which in a
typical usage model is the domain admin. The domain administrator takes the elements that are provided to the domain by
the default domain administrator (the site administrator), then uses the elements to create the required connectivity for the
domain.

Users in a non-default domain have some additional rights, but also some restrictions.
Users with Administrator Role
A user with the administrator role in a non-default domain can do the following within the respective domain:

» view and make changes on all the Fabric Directors and 1/0 Modules in the domain.

» create, update, or delete a Network Cloud that has 1/0 modules that are assigned to the domain. However,
Network or Storage Clouds that are shared by multiple domains cannot be modified.

» view all user role mappings in the domain.

e Add or remove any 1/O Module from a Fabric Director in the domain.
The administrator of a non-default domain cannot do the following:

» Discover a new Fabric Director

* Remove a Fabric Director from a domain

»  Use any options on the Fabric Manager maintenance menu. As a result, all the Maintenance menu items will
be greyed out.

Users with Network Role
A user with the network role in a non-default domain can do the following within the respective domain:

e create, update, or delete a Network Cloud that has 1/0 modules that are assigned to the domain. However,
Network that are shared by multiple domains cannot be modified.

e View the I/O Module summary for the domain. This page is relevant to the current domain only, so only
those Gigabit Ethernet modules that are added to the domain will be viewable.

» Make changes to the Gigabit Ethernet modules in the domain.

A user with network role in a non-default domain can view only the Fabric Director Summary of all Fabric Directors in
the domain. A list of all Fabric Directors in all domains is not accessible to the non-domain user with the Network role.

Users with Storage Role
A user with storage role in a non-default domain can do the following within the respective domain:

e create, update, or delete a Storage Cloud that has I/0 modules that are assigned to the domain. However,
Storage Clouds that are shared by multiple domains cannot be modified.

*  View the I/O Module summary for the domain. This page is relevant to the current domain only, so only
those Fibre Channel modules that are added to the domain will be viewable.

» Make changes to the Fibre Channel modules in the domain.

A user with storage role in a non-default domain can view only the Fabric Director Summary of all Fabric Directors in the
domain. A list of all Fabric Directors in all domains is not accessible to the non-domain user with the Storage role.
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Displaying Domain Information

Domain information is available through the Domain Summary, which is a list of individual domains that are configured.

The Domain Summary shows a different amount of domains depending on whether you are logged in as root or standard
admin:

» as root, all configured domains are displayed (including the default domain)

e as admin, the domain(s) are displayed only if that admin user has rights to them. With this model, you can
keep domain information completely separate from admin users who are not supposed to see other domains.

For example, you might not want the admin for the Engineering domain seeing or having access to the
Finance domain.

To display the Domain Summary, follow this procedure:

Step 1  On the Navigation panel, select Security Manager->Resource Domains to display the Domain Summary.

This option will be available only if you are logged in with an administrator account. Figure 1 shows the
Domain Summary.
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Figure 1 Domain Summary

Notice that the Domain Summary contains toolbar controls to add a new domain ( + ) and delete an existing
domain.

Displaying Detailed Information for Domains

Additional information is available for the configured domains through the Domain Details frame.

Step 1 On the Navigation panel, select Security Manager->Resource Domains to display the Domain Summary.
This option will be available only if you are logged in with an administrator account.

Step 2 On the Domain Summary, select a configured domain to populate the Domain Details frame with
information about the selected domain. Figure 2 shows the Domain Details Frame.
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Domain Summary
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Figure 2 Domain Summary

Notice that the Domain Summary contains toolbar controls to add a new domain (+) and delete an existing
domain. When domains are added, the resources for the new domain are removed from the default domain.
When domains are deleted, any resources in them are returned to the default domain.

By default, the General tab is displayed in the details frame. The general information contains the name of the domain and
any optional description. You can edit the description in the details frame by clicking the Edit button.

Displaying the Servers in a Domain

You can display information about the physical servers in a specific domain through the Physical Servers tab. By clicking
this tab, you display a list of physical servers that are in the domain. Through the Physical Servers tab, you can add more
physical servers to the domain, or delete selected servers from the domain. It is possible to have an empty domain (one

with no servers) by deleting all servers in the domain. In this case, the domain remains configured as a software entity that

contains no servers. Figure 3 shows a sample of the Physical Servers tab.
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Figure 3 Domain Details — Physical Servers

Table 1 shows the fields on the Physical Servers tab and explains what each field means.

Table 1 Contents of the Physical Servers Tab

Field Name Means

Host Name The name of the physical server(s) in the domain.

Host OS The version (or build) string for the operating system currently running on the
physical server.

Bound The state of whether or not the server is bound to an I/O Template. If the server is
bound, this field contains a check mark. If the server is not bound, the field is
empty.

Busy An indicator of whether or not the server is currently busy processing a

configuration or management task (for example, busy binding to or unbinding from
an /0O Profile).

VNICs Shows the total number of vVNICs configured on the server. These vNICs can be in
any state, not just the operational vNICs.

VHBAS Shows the total number of vVHBASs configured on the server. These vHBAS can be
in any state, not just the operational VHBAS.

Director Ports Shows the individual high-speed interconnect ports on the Fabric Director on
which the server is connected.

Displaying the Fabric Directors in a Domain

You can display information about the Fabric Directors in a specific domain through the Directors tab. By clicking this
tab, you display a list of all the Fabric Directors that are partitioned into a non-default domain. Through this tab, you can
add more Fabric Directors to, or delete them from, a specific domain. It is possible to have an empty domain (one with no
Fabric Directors) by deleting all Fabric Directors in the domain. In this case, the domain remains configured as a software
entity. Fabric Directors can be in only one domain at a time. If you delete one or more Fabric Directors, they return to the
default domain, where they can then be reassigned to another non-default domain. Figure 4 shows a sample of the
Directors tab.
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Figure 4 Domain Details — Fabric Directors

It is possible that this dialog is empty depending on the type of termination you use for the domain. Each domain needs
some kind of termination point for the virtual 1/O within it. The virtual 1/0 can be terminated in either of the following
ways:

» Terminated on a Fabric Director. In this case, one or more entire Fabric Directors are added to the domain.
All 1/0 Modules in the Fabric Director are then added to the domain, and virtual I/O connections can be
terminated on any of the ports on any of the cards in any of the Fabric Directors. This option might be
preferable depending on the domain that you are configuring. For example, if the domain you are
configuring is large or mission critical, you might need an entire Fabric Director’s worth of 1/0 modules to
connect the servers in the domain.

» Terminated on an I/O Module. In this case, one or more I/0O modules are added to the domain. Only the 1/O
Modules that you explicitly add will be contained in the domain. This option might be preferable depending
on the domain that you are configuring. For example, if the domain you are configuring is small or not
mission critical, you might need only a few 1/O modules in the domain (instead of an entire Fabric Director)
to connect the servers in the domain.

These options are mutually exclusive, so either Fabric Directors are added to the domain, or 1/O cards are added to the

domain, but not both. If Fabric Directors are added to the domain, the Directors tab will contain information when you
add one or more Fabric Directors to the domain. If I/O Modules are added to the domain, or if no Fabric Directors have
been added to the domain yet, this tab will be empty.

Table 2 Contents of the Directors Tab

Field Name Means

Director Name The name of the Fabric Director in the domain

IP Address The IP address of the Fabric Director.

IP Subnet The subnet on which the Fabric Director is currently configured.

State (Admin/Oper) The administrative and operational states of the Fabric Director.

1/0 Modules The total number of I/O Modules available on each Fabric Director in the domain.
Software Version The version of Oracle’s XgOS software that is currently installed and running on

the Fabric Director.
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Displaying the I/0O Cards in a Domain

You can display information about the 1/O cards in a specific domain through the I/O Cards tab. By clicking this tab, you
display a list of all the 1/0 cards that are partitioned into a non-default domain. Through this tab, you can add more 1/O
cards to, or delete them from, a specific domain. It is possible to have an empty domain (one with no 1/O cards) by
deleting all 1/O cards in the domain. In this case, the domain remains configured as a software entity. 1/0 cards can be in
only one domain at a time. If you delete one or more 1/O cards, they return to the default domain, where they can then be
reassigned to another non-default domain. Figure 5 shows a sample of the 1/0 Cards tab.
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Figure 5 Domain Details — 1/0O Cards

It is possible that this dialog is empty depending on the type of termination you use for the domain. Each domain needs
some kind of termination point for the virtual I/0 within it. The virtual I/O can be terminated in either of the following
ways:

» Terminated on a Fabric Director. In this case, one or more entire Fabric Directors are added to the domain.
All 1/0 Modules in the Fabric Director are then added to the domain, and virtual 1/0 connections can be
terminated on any of the ports on any of the cards in any of the Fabric Directors. This option might be
preferable depending on the domain that you are configuring. For example, if the domain you are
configuring is large or mission critical, you might need an entire Fabric Director’s worth of 1/0 modules to
connect the servers in the domain.

» Terminated on an I/O Module. In this case, one or more I/O Modules are added to the domain. Only the I/O
Modules that you explicitly add will be contained in the domain. This option might be preferable depending
on the domain that you are configuring. For example, if the domain you are configuring is small or not
mission critical, you might need only a few 1/O modules in the domain (instead of an entire Fabric Director)
to connect the servers in the domain.

These options are mutually exclusive, so either Fabric Directors are added to the domain, or 1/O cards are added to the
domain, but not both. If Fabric Directors are added to the domain, the Directors tab will contain information when you
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add one or more Fabric Directors to the domain. If no 1/O Modules are added to the domain, or if no Fabric Directors have
been added to the domain yet, this tab will be empty.

Table 3 Contents of the I/O Cards Tab

Field Name Means

Name The name of the I/O Card that is assigned to the current domain. The name is a
slot/port notation for a standard 1/O card, or slot.port notation for a LAG
on the I/O card.

State The administrative and operational state of the 1/O card

Type The type string for the 1/O card. In this example, the 1/O card is a 10-Port 1 Gbps
card, as indicated by the string nwGbEthernetlOPortlGbCard.

Description The optional description string (if any) that is assigned to each Network Cloud in
the domain.

Displaying the Network Clouds in a Domain

You can display information about the Network Clouds in a specific domain through the Network Clouds tab. By clicking
this tab, you display a list of Network Clouds that are in the domain. Through the Network Clouds tab, you can add more
Network Clouds to the domain, or delete selected Network Clouds from the domain. It is possible to have an empty

domain (one with no network clouds) by deleting all Network Clouds in the domain. In this case, the domain remains
configured as a software entity that contains no Network Clouds. Figure 6 shows a sample of the Network Clouds tab.

Figure 6 Domain Details — Network Clouds

Table 4 shows the contents of the Network Clouds tab and explains what each field means.
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Table 4 Contents of the Network Clouds Tab

Field Name Means
Name The name of the Network Cloud(s) in the domain.
Number of Ports The total number of Ethernet ports in each Network Cloud, not the total number of

ports in the domain.

Number of LAGs The total number of Ethernet link aggregation groups (if any) configured in the
domain. This number displayed in this column shows both static and dynamic
(LACP) LAGs.

Number of vNICs The total number of vNICs connected to the Network Cloud.

Number of vNIC Templates The total number of 1/0 Templates containing vVNICs that are used by the 1/0
Profile connected to the Network Cloud.

Description The optional description string (if any) that is assigned to each Network Cloud in
the domain.

Displaying the Storage Clouds in a Domain

You can display information about the Storage Clouds in a specific domain through the Storage Clouds tab. By clicking
this tab, you display a list of Storage Clouds that are in the domain. Through the Storage Clouds tab, you can add more
Storage Clouds to the domain, or delete selected Storage Clouds from the domain. It is possible to have an empty domain
(one with no Storage Clouds) by deleting all Storage Clouds in the domain. In this case, the domain remains configured as
a software entity that contains no Storage Clouds. Figure 7 shows a sample of the Storage Clouds tab.
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Figure 7 Domain Details — Storage Clouds

Table 5 shows the contents of the Storage Clouds tab and explains what each field means.
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Table5 Contents of the Storage Clouds Tab

Field Name Means

Name The name of the Storage Cloud(s) in the domain.

Number of Ports The total number of Fibre Channel ports in each Storage Cloud, not the total
number of ports in the domain.

QoS The name of the SAN QoS profile (if any) that is applied to each Storage Cloud in
the domain.

Number of VHBAS The total number of vHBAS configured in the Storage Cloud.

Number of vHBA Templates The total number of 1/O Templates containing VHBAS that are used by the 1/0
Profile connected to the Storage Cloud.

Description The optional description string (if any) that is assigned to each Storage Cloud in the
domain.

Creating a Domain

When you are creating a domain, you are carving out a set of resources from the overall default domain. The Domain will
include Ethernet ports, Fibre Channel ports, and physical servers that will be required in the domain. Domains are created
by using the Create Domain Wizard, which will guide you through the steps of identifying which Network Clouds,
Storage Clouds, and physical servers will be used to create the domain. When you run the wizard, the following objects
must be available to be selectable in the wizard:

*  Network Cloud(s) for the domain. The Network Cloud consists of one or more termination GE ports. The
port cannot be assigned to another cloud.

» Storage Clouds for the domain. The Storage Cloud consists of one or more termination FC ports. The port
cannot be assigned to another cloud.

»  Physical hosts, which must be connected to a Fabric Director which Fabric Manager is managing. The
host(s) cannot already be deployed (connected to a Network or Storage Cloud).

When you create a domain, you must be logged in as a root-level administrator account so that you can carve out the
resources from the default domain. After the domain is configured, you can log back in with a domain admin account for
that domain, and continue to configure and manage that individual domain. When you are logged in to the domain as a
domain admin, the Security Manager->Resource Domains is no longer available, and no other domains are accessible.

In typical deployments, creating a domain takes the following steps:
e Adding Physical Servers to a Domain
e Adding either Fabric Directors or 1/0 Modules to a domain, but not both
* Adding Network Connectivity to a Domain.

» Add Storage Connectivity to a Domain
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To create a domain, follow this procedure:

Step 1  On the Navigation panel, select Security Manager->Resource Domains to display the Domain Summary.
This option will be available only if you are logged in with an administrator account. Figure 8 shows the
Domain Summary.
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Figure 8 Domain Summary

Notice that the Domain Summary contains toolbar controls to add a new domain and delete an existing
domain. When domains are added, the resources for the new domain are removed from the default domain.
When domains are deleted, any resources in them are returned to the default domain.

Step 2 On the Domain Summary, click the plus sign ( + ) to start the Create Domain Wizard, and displays the
Define a Domain page of the wizard. Figure 9 shows this dialog.

Create a new domain ¥

Domain Name: pubsdormain2

Description:

Submit Cancel

Figure 9 Create Domain — Define a Domain

Step 3 In the Name field, enter the name for the domain that you are creating.

Step 4 As an option, you can enter an alphanumeric character string that describes the domain that you are
creating.

Step 5 Click Submit to create the domain. When you click Submit, the domain is created as an empty container
to which you will add the required components to provide virtual connectivity to the host(s).
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Adding Fabric Directors to a Domain

When you have a domain created, you need to populate it with the network entities that the domain needs. One of these

network entities is the termination port for virtual 1/0. You have an option for specifying the termination points for the
domain:

— Fabric Directors. If you add Fabric Directors to the domain, all 1/0 Modules in the Fabric Director are
placed into the domain and available for connections.

— 1/0 Modules. If you add 1/0 Modules to the domain, only the 1/0 Modules you select are added. This
option provides you with an additional level of granularity. For example, if the domain is relatively
small, you might not want to use an entire Fabric Director’s worth of 1/0 modules. In this case, you can

use only a few of the modules for the domain, and reserve the other 1/0 Modules for other uses or other
domains.

The choice of adding Fabric Directors or 1/0 Modules is a mutually exclusive one. You can add either, but not both. You
will need to determine which option suits the domain.

« If you will add Fabric Directors to the domain, complete the procedure in this section.

e If you will be adding I/0 modules to the domain, skip the procedure in this section, and Adding I/0 Modules
to a Domain.

You can add Fabric Directors to the domain thorough the Directors tab on the Domain Details page.
To add a Fabric Director to a domain, follow this procedure:

Step 1  On the Domain Summary, click the domain to which you want to add a Fabric Director. This step
populates the Domain Details frame with the selected domain.

Step 2 On the Domain Details frame, click the Directors tab as shown in Figure 10.
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Figure 10 Domain Details — Directors Tab

Step 3  On the Details frame, click the plus sign ( + ) to add Fabric Directors to the domain. See Figure 11.
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Figure 11 Selecting Fabric Directors for the Domain

Oracle Xsigo Fabric Manager Fabric Manager User Guide



Chapter 25: Working with Domains

Step 4 On the dialog, click the Fabric Director(s) you want to add to the domain. For an HA deployment, you
will select two Fabric Directors. You can use standard key sequences to select multiple servers. For

example, on a Windows Fabric Manager client, CTRL + click selects multiple Fabric Directors, Shift +
click selects all Fabric Directors.

Step 5 Click Submit to add the selected Fabric Directors to the domain.

Step 6 Proceed to the next section.

Adding Physical Servers to a Domain

When you have a domain created, you need to populate it with the network entities that the domain needs. One of these
network entities is the physical host server(s). You can add physical servers to the domain thorough the Physical servers

tab on the Domain Details page.

To add servers to the domain, follow this procedure:

Step 1 On the Domain Summary, click the domain in which you want the server configured. This step
populates the Domain Details frame with the selected domain.

Step 2 On the Domain Details frame, click the Physical Servers tab as shown in Figure 12.
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Figure 12 Domain Details — Physical Servers Tab
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Step 3  On the Physical servers tab, click the plus sign ( +) to start the add server dialog. See Figure 13.
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Figure 13 Selecting the Physical Servers for the Domain

Step 4 Select the server(s) that you want to add to the domain. You can use standard key sequences to select
multiple servers—for example, on a Windows Fabric Manager client, CTRL + click or Shift + click.

Step 5 When the servers have been specified, click Submit to add them to the domain.

Step 6  Proceed to the next section.

Adding 1/0 Modules to a Domain

When you have a domain created, you need to populate it with the network entities that the domain needs. One of these
network entities is the termination port for virtual 1/0. You have an option for specifying the termination points for the
domain:

— Fabric Directors. If you add Fabric Directors to the domain, all I/O Modules in the Fabric Director are
placed into the domain and available for connections.

— 1/O Modules. If you add 1/0 Modules to the domain, only the 1/O Modules you select are added. This
option provides you with an additional level of granularity. For example, if the domain is relatively
small, you might not want to use an entire Fabric Director’s worth of 1/0 modules. In this case, you can
use only a few of the modules for the domain, and reserve the other I/0 Modules for other uses or other
domains.

The choice of adding Fabric Directors or 1/0O Modules is a mutually exclusive one. You can add either, but not both. You
will need to determine which option suits the domain.

» If you will add Oracle’s Xsigo Fabric Directors to the domain, skip the procedure in this section, and
proceed to Adding Fabric Directors to a Domain.

» If you will be adding I/0 modules to the domain, complete the procedure in this section.

You can add I/0O modules to the domain thorough the 1/0 Cards tab on the Domain Details page.
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To add an 1/0 module to a domain, follow this procedure:

Step 1  On the Domain Summary, click the domain to which you want to add an I/O module. This step
populates the Domain Details frame with the selected domain.

Step 2 Click the I/O Cards tab as shown in Figure 14.
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Figure 14 Domain Details — 1/0O Cards Tab

Step 3 Click the plus sign ( +) to display a dialog through which you can add one or more 1/0 Modules to the
domain.
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Figure 15 Selecting the 1/0 Cards for the Domain

Step 4 On the dialog select one or more I/0O Modules to add them to the domain. For an HA deployment, you
will select two 1/0 cards of the same type. You can use standard key sequences to select multiple 1/0
cards. For example, on a Windows Fabric Manager client, CTRL + click selects multiple 1/O cards, Shift
+ click selects all 1/0 cards.

Step 5 Click Submit to add the selected 1/O cards to the domain.

Step 6 Proceed to the next section.

Adding Network Connectivity to a Domain

When you have a domain created, you need to populate it with the network entities that the domain needs. One of these
network entities is a Network Cloud, which provides connectivity to network resources. You can add Network Clouds to
the domain thorough the Network Clouds tab on the Domain Details page.

To add a Network Cloud to the domain, follow this procedure:

Step1 On the Domain Summary, click the domain to which you want to add a Network Cloud. This step
populates the Domain Details frame with the selected domain.

Step 2 On the details frame, click the Network Clouds tab as shown in Figure 16.
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Step 3  Click the plus sign ( +) to display a dialog that adds the Network Cloud. See Figure 17.
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Figure 17 Selecting the Network Clouds for the Domain
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Step 4 On the dialog, select the Network Cloud that you want to add to the domain. For an HA deployment,
you will select two 1/O cards of the same type. You can use standard key sequences to select multiple

1/0 cards. For example, on a Windows Fabric Manager client, CTRL + click selects multiple 1/0 cards,
Shift + click selects all 1/0 cards.

Step 5 Click Submit to add the Network Cloud to the domain.

Step 6 Proceed to the next section.

Add Storage Connectivity to a Domain

When you have a domain created, you need to populate it with the SAN entities that the domain needs. One of these

storage entities is a Storage Cloud, which provides connectivity to storage resources. You can add Storage Clouds to the
domain thorough the Storage Clouds tab on the Domain Details page.

To add a Storage Cloud to the domain, follow this procedure:

Step1 On the Domain Summary, click the domain to which you want to add a Storage Cloud. This step
populates the Domain Details frame with the selected domain.

Step 2 On the details frame, click the Storage Clouds tab as shown in Figure 18.
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Figure 18 Domain Details — Storage Clouds Tab

Step 3  Click the plus sign ( +) to display a dialog through which you can add one or more I/0O Modules to the
domain.
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Figure 19 Selecting the Storage Clouds for the Domain

Step 4 On the dialog, select the Storage Cloud that you want to add to the domain. For an HA deployment, you
will select two 1/0 cards of the same type. You can use standard key sequences to select multiple 1/0
cards. For example, on a Windows Oracle Xsigo Fabric Manager client, CTRL + click selects multiple
I/O cards, Shift + click selects all 1/0 cards.

Step 5 Click Submit to add the Storage Cloud to the domain.
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This chapter contains the following topics:
e Understanding the Xsigo Identity Management System
» Using the Internal IMS
» Understanding Local Users
» Understanding Roles
»  Defining a User in Fabric Manager
e Deleting a User from Fabric Manager
» Defining a Local User on the Fabric Director
* Renaming a Fabric Manager User
» Changing the Role Assigned to a User Account
»  Mapping Users in External Groups Into Fabric Manager

»  Configuring Fabric Manager to Authenticate Users Against AD
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Understanding the Xsigo Identity Management System

Oracle’s Xsigo Fabric Director has a robust system of user management called the Identity Management System (IMS).
The IMS has an internal system (called the internal IMS) and also has an external system called the external IMS:

« Internal IMS, is the Fabric Director’s assignment of a user to a role group. The role group has permissions
associated with it that determine what system object the user can use when logged in and a member of that
role. This assignment of a user to a role is called internal because the mapping of user-to-role as well as the
authorization and authentication of that user occurs on the Fabric Director. For information about the internal
IMS, see Using the Internal IMS.

« External IMS is the assignment of a user to a role group also. The authorization and authentication aspects
of logging in through that user occur off of the Fabric Director and Oracle’s Xsigo Fabric Manager Server.
Authentication and authorization occur typically on an external device—for example, through a RADIUS
server—that is connected to the Fabric Manager Server through a Fabric Director.

Using the Internal IMS

The Fabric Director’s internal IMS consists of user accounts and roles. Users and roles are interrelated:

»  User accounts enable login and access to the Fabric Manager system and the Fabric Director. User accounts are
created on the Fabric Director and the Fabric Manager Server to grant people access to the chassis.

» The role that a user belongs to determines which objects the user can modify. When a user is logged in and
becomes a member of a particular role, the user gets only the permissions that are granted to that role.

When a user account is created, it is assigned to a role. The role determines the permissions that the user has in Fabric
Manager.

Understanding Local Users

Each Fabric Director supports local users which are user accounts on each Fabric Director. Local user accounts are local
because they are independent accounts that exist on individual Fabric Directors.

Typically, a local user account is mapped into a role group. That role group provides the permissions for what objects the
user can and cannot write to. When a user account is assigned to a role, the conditions are created for what actions the user
can perform, and what objects the user can configure, change, or manage. For information about roles, see Understanding
Roles.

It is possible to create a local user without assigning the user to a specific role group. In this case, the user is assigned to
the “operator” role group by default. The operator role group is the most restrictive. It provides read-only access.

All users have a role group—either a role group that is explicitly assigned to the user, or the operator role group that is
assigned by default.

Understanding Roles

Roles are software constructions that are associated with one or more user accounts. The roles set the amount of control
that a user has within the Fabric Manager and Fabric Director system. Roles typically are created based on the division of
system administration tasks in the data center. For example, some common roles are:

» network, for managing IP network and routing connectivity.
» storage, for managing storage capacity, configuration, and connectivity.
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Fabric Manager supports a set of default roles. Each group has permissions on different hardware, software, and network
components. Table 1 shows the roles with which a user can be associated.

Table 1 Roles
Role Privileges for...
operator read access to Fabric Director features
network VNIC configuration and management, Network QoS
storage VHBA configuration and management, SAN QoS
server compute resource configuration and management
administrator full admin responsibilities
No access Nothing. Users with this role cannot use Fabric Manager and cannot

display any information in it.

A special case exists for any user that is assigned to the administrator role. In such a case, when the user logs
in, Fabric Manager maps that individual user account to the root account (admin/admin), which grants the
user all permissions on the Fabric Director.

Note

Defining a User in Fabric Manager

Fabric Manager users are defined on each Fabric Manager server. For proper access, each Fabric Manager user account
must also exist in the OS of the server where Fabric Manager is loaded.

When you create a Fabric Manager user account, you will define the user account name (which should be the same as the
OS level user account) and specify a role. You do not need to specify a different password for the Fabric Manager user
account because the user’s network (domain) password is used.

Users will use the Fabric Manager user account and their network/domain password on the Fabric Manager login page.
After successfully logging in, the current user name is displayed at the right side of the banner. Figure 1 shows an example
of the current user name displayed on the Fabric Manager Dashboard. In this figure, the logged in user is highlighted with
a red box.

5 _iGeneral

i oaateeers

Figure 1 Fabric Manager Welcome Page Displaying Currently Logged-In User

This section documents how to create a global user account at the Fabric Manager level. For information about how to
create a local user on a Fabric Director, see Defining a Local User on the Fabric Director.
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Be aware of the following considerations:

»  The Fabric Manager user must also exist as a user at the OS level of the Fabric Manager Server. If the user
does not exist in the Linux OS of a Linux Fabric Manager Server, or in the Windows OS of a Windows
Fabric Manager Server, that OS user must be created now. The OS level user account must exist to allow for
authentication and log in to Fabric Manager. After authentication, the OS level user account is not used. At
that point, Fabric Manager user accounts are used, and they are what enforce role-based access (RBAC)
privileges.

« If a specific Fabric Manager role is not configured for a Fabric Manager user, after logging in, that user is
assigned to the “operator” role by default, which is the most restrictive role available.

To define a user at the Fabric Manager level, follow this procedure:

Step 1 From the navigation panel, select Security Manager->User Roles. This step displays the Security Role
Mapping Summary. Figure 2 shows this table.

Security Role Mapping Summary

&) ®

User Name Security Roles. Description Domain
johng administrator default
myuserrole operator default
pwilson administrator default
root operator Default adminstrator default
xsigoadmin operator Default adminstrator default
- ]
Sitems | w5

Figure 2 User Summary Page — User List

Step 2 Click New... to display the Create Security Role Mapping dialog. Figure 3 shows this page.
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Figure 3 Create Security Role Mapping Dialog

Step 3 In the User Name field, enter a string from 1 to 128 characters in length that names the user account that
you are creating.

Step 4 From the Domain dropdown menu, select a specific domain in which this user and role will be created.
By default, all users and their roles are created in the default domain unless a custom domain is selected.

Step 5 From the Security Roles list, click the checkbox for the role that you want to assign to the user that you
are creating. If no user is specified, the operator role is assigned.

Step 6 As an option, in the Description field, you can enter a string that describes the user account that you are
creating.

Step 7 When all information on the Create Security Role Mapping dialog is correct, click Finish to close the
dialog and complete creating a user and its roles.

Deleting a User from Fabric Manager

Any global user configured in Fabric Manager can be deleted through the User List. When a Fabric Manager user is
deleted, that user account can no longer pass authentication at the Fabric Manager server. As a result, that user can no
longer use Fabric Manager to manage the Fabric Director. However, if a local user account is still configured on the Fabric
Director (not the Fabric Manager server), that user can manage the Fabric Director through the CLI.

You can delete a Fabric Manager user account through the User List summary page. To delete a Fabric Manager user,
follow this procedure:

Step 1 From the navigation panel, select General->User Management. This step displays the User List
summary page. Figure 4 shows the User List.
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Security Role Mapping Summary

o[8]

User Name *  Security Roles Description Dromain

johng administrator default

myuserrole operator default

pwilson administrator default

root operator Default adminstrator default

x=igoadmin operator Default adminstrator default
5items | o

Figure 4 User Summary Page — User List

Step 2 On the Security Role Mapping Summary, click the name of the user(s) that you want to delete. This step
activates the garbage can icon.

Step 3 When the user(s) are highlighted, click the garbage can icon to delete the selected user(s). When you
click the garbage can icon, a confirmation page is displayed to have you verify that you really do want
to delete the users.

Step 4 Click Yes to delete the specified users. Or, you can also select No to abort the deletion of the selected
users.

Remember that this Fabric Manager user can no longer log in and manage Fabric Directors
Note through Fabric Manager when the account is deleted. However, if there is a local account on a
specific Fabric Director, that user can still log in to that chassis CLI through Oracle’s XgOS. You
will need to remove that local account on any Fabric Director if you do not want the deleted user to
have any access to Fabric Directors at all.

Defining a Local User on the Fabric Director

After creating the user at the Fabric Manager level, you should also create the local user account on each Fabric Director
where you want the account available. You do not need to create the local user accounts on all Fabric Directors, just on the
Fabric Directors that the user will need to access. The local user account is pushed to the Fabric Director. When a local
user account is created, it exists on the Fabric Director and can be used for chassis access through Oracle’s XgOS CLLI.

Defining an local user occurs on each individual Fabric Director. For information about creating a local user, see
Understanding Local Users.

Renaming a Fabric Manager User

Fabric Manager supports renaming a Fabric Manager user, which enables you to change the name without having to
completely delete and recreate the Fabric Manager user. When the Fabric Manager user is renamed, all other properties
for the Fabric Manager user are retained, including the domain and security roles associated with the user. As an option,
you can also set or change the description for the Fabric Manager user.
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You can rename the Fabric Manager user through the Fabric Manager User Details frame. To rename the Fabric Manager
user, follow this procedure:

Step 1 On the Navigation Frame, select Security Manager->User Roles. Figure 5 shows the Fabric Manager
User summary.

Security finle Mapping Summary
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Step 2 Select a Fabric Manager user to populate the details frame with its properties.

Figure 5 Fabric Manager User Summary
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Step 3 Click the Edit button to edit the properties of the selected Fabric Manager user, as shown in Figure 6.
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Figure 6 Security Role Mapping Details — Editing Details to Rename Fabric Manager User
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Step 4 In the User Name field, enter the new name for the Fabric Manager user.

Step 5 As an option, from the Domain dropdown menu, you can select or change the role for the Fabric
Manager user.

Step 6 As an option, you also can set or change the roles for the selected Fabric Manager user.
Step 7 As an option, you also can set or change the description for the selected Fabric Manager user.

Step 8 When the new name has been specified for the Fabric Manager user, click Submit.

Changing the Role Assigned to a User Account

After a user account has been created, you can change the role that is assigned to the account. When you change the role
assigned to the account, it is possible to affect the priviliges assigned to the user. For example, if the user was part of the
compute role, that user had the ability to affect Server Profiles. However, if you change that user account from the
compute group to the operator group, that user no longer has the ability to affect Server Profiles. In this example, the user
would be able to only view information (read-only) because of being configured in the new role.

Each user account can be assigned to only one role. So if the same person needs access to multiple aspects of the Fabric
Director, you can either assign that person to a powerful role (such as server or administrators) or create two different user
accounts that provide specific areas of control. For example, if you do not want to give user “timmy” the administrator
role, but you want “timmy” to be able to control vNICs and vVHBAs, you could create two user accounts:

e one account called “timmy_nic” and assign that user account to the network role.
» the other account called “timmy_hba” and assign that user account to the storage role.

Depending on which user account is used for logging in, the appropriate amount of control can be assigned without giving
super user priviliges.

A role (and the privileges associated with it) are applied to the session for a user account whenever that user account logs
in.

« If you change the role assigned to a user account, the new role (and its associated privileges) are applied the
next time that user account logs in.

» If you change the role for an account that is currently logged in, the old role (and the associated privileges)
remains in effect until that user account logs out of the current Fabric Manager session. For example, if two
user accounts with administrator role are currently logged in, and you set the other user account’s role to
something other than “administrator” that other account will still have “administrator” role (and its
privileges) as long as it remains logged in. When the other account logs out, the new non-administrator role
is applied whenever the other account logs in again.

You can change the role assigned to an existing user account through the User Details page for that user account.
To change the role assigned to a user account, follow this procedure:

Step 1 From the navigation panel, select Service Manager->User Roles to display the Security Role Mapping
Summary. Figure 7 shows this table.
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Security Role Mapping Summary
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administrator

operator

administrator

operator Default adminstrator
operator Default adminstrator

Figure 7 Security Role Mapping Summary

Domain
default
default
default
default
default

Step 2 On the Security Role Mapping Summary, select the user account for which you want to change the
security role. This step activates the Security Role Mapping Details frame and populates it with the
details for the selected user. Figure 8 shows this page.
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Step 3 Click Edit... to unlock the editable fields in the Role Mapping Details frame, as shown in Figure 9.
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Figure 9 Security Role Mapping Details Frame — Editable

Step 4 As an option, in the User Name field, you can change the name of the Fabric Manager user for which
roles will be set or changed.

Step 5 As an option, in the Domain dropdown menu, you can change the domain in which the user account
exists.

Step 6 As an option, in the Security Roles list, you can change the security role assigned to the user account by
clicking the checkbox next to the new role that you want to assign. A user can have only one role
assigned to it.

Step 7 As an option, in the Description field, you can enter an alphanumeric character string that describes the
user account that you are editing.

Step 8 When the user and its role information is correct, click Submit complete editing the user account and
close the Role Mapping Details Frame. When you click Submit, a confirmation dialog is displayed that
requires to you confirm that you do actually want to make changes to the user account.

Step 9  On the confirmation dialog, click Yes to make the changes to the user account, or No to abort editing the
user account without making any changes.
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Mapping Users in External Groups Into Fabric Manager

Fabric Manager has enhanced group mapping functionality that enables you to specify a mapping between a user’s group
and either a role defined in Fabric Manager or a domain, or both. With this feature, the user’s group is defined on an
external Identity Management System (IMS) such as AD or LDAP, and when that user logs into the group, that group is
mapped to a Fabric Manager role (if desired), or a specific domain in Fabric Manager (if desired) or both. As a result of
the group mapping to role or domain (or both), the user then gets either the corresponding role, or access to only the
resources in the mapped domain, or both the corresponding role and resources in the mapped domain.

Groups are identified by a regular expression that is matched against the list of groups to which a user belongs. (Regular
expressions are parts of strings that represent a pattern for the overall larger string, and they can contain wildcards for the
substitution of the rest of the overall string. For example, app - * is a regular expression for “applications”.) When a
match is found, the role (or domain) is set for that user to that specified in the mapping.

%/ The regular expression must match the whole group name not part of it. For example, abc would not match
Note for the group abcd. However, abc . * would match the group name.

With the Group Mapping feature, you can specify a mapping of a group name to a Fabric Manager role, or group name to
domain so that a user does not have to add special groups just for Fabric Manager.

The Group Mapping feature can be used instead of creating Fabric Manager users and roles and domains. However, if the
user is configured through a Group Mapping and a Fabric Manager local user, priority is given to the Fabric Manager user
and its associated roles or domains.

Consider the following example. Assume a user belongs to the following groups:
admins, administrators, adminguys, customerA

The group mapping can be created to allow a user to log in as admin in a domain called customer_a:

Table 2 Group Mapping to Role or Domain

Group Role/Domain
admin.* Role: administrator
CustomerA Domain: customer_a

In this example, the same user would be able to login as a member of any admin.* group and receive the “administrator”
role in Fabric Manager, and if the same user is able to login to the CustomeraA group, then that user would also have
access to the resources that belong to the customer_a domain.

A mapping can be created for both a role and a domain. In such a case, the two options are additive, so the user would log
into any admin group and receive the administrator role for only the domain customer_a. If the user is part of a
different group that receives a different role, or the group is mapped to a different domain, then different conditions could

apply.

Group Role mapping is accessible through the Security Manager on the navigation frame. See the following sections:
e Mapping an External IMS Group to a Fabric Manager Role
e Mapping a Group to a Domain
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Mapping an External IMS Group to a Fabric Manager Role

The Group Mapping feature has a separate tab for mapping external IMS groups (for example, AD groups) to Fabric
Manager roles. On the Group Mapping summary, the Group Role Mapping Summary tab supports linking one or more
groups in an external IMS to one or more specific Fabric Manager roles. When multiple roles are set for a mapping, the
users that are in the affected group are mapped into the corresponding roles. For example, assume the group
Xsigo_Server_Storage_Admins is created on an AD server. This group is then mapped to the Server and Storage
roles in the Fabric Manager RBAC roles. This mapping is supported, and in this case, users in the
Xsigo_Server_Storage_Admins group will now have multiple roles.

To support enhanced security, the no-access role can be used. This role is a special case that allows no access to
Fabric Manager, not even read-only access. With the no-access role, you can block certain groups from even seeing any of
the information within Fabric Manager. For strictest security, Xsigo recommends putting the domain users of Fabric
Manager and Fabric Directors into their respective groups, and putting everyone else into the no-access group.

When mapping external IMS groups, be aware that currently you cannot have an administrator, network,
Note storage, or compute role in a non-default domain. If these roles are used in a non-default domain, users will
be logged in as operator (read-only). In the default domain, administrator, network, storage, and compute
roles can be assigned and function predictably.

To map an external IMS group to a Fabric Manager role, follow this procedure:

Step 1 On the navigation frame, select Security Manager->Group Mapping to display the group mapping
summary. By default, the Group Role Mapping Summary tab should be displayed, as shown in Figure 10.

If the Group Role Mapping Summary tab is not displayed, click it now.
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Figure 10 Group Mapping — Role Summary

Step 2 On the Group Role Summary tab, click the plus sign ( + ) to display the Create Group Role Mapping
dialog. Figure 11 shows this dialog.
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Figure 11 Group Mapping — Create Role Mapping for Group

In the Mapping Name field, enter the name of the mapping that you are creating for the external IMS
group.

As an option, in the Description field, enter an alphanumeric character string that describes the mapping
that you are creating.

In the Group Name field, enter the name of the external IMS group that you are mapping to a Fabric
Manager role. Enter the group name exactly as it appears on the external IMS (for example, exactly as
it appears on the AD server) or in the form of a regular expression.

From the Security Roles checkboxes, select the Fabric Manager role that you want the External IMS
group mapped to. This step determines the exact privileges that will be granted to any user in the
mapped group. Table 1 shows the Fabric Manager roles and provides a brief description of what each
role controls.

For Network, Storage, and Compute roles, you can assign some or all of these roles to the

same group. For Administrator and Operator roles, these roles are mutually exclusive with
each other, and all other roles. You can assign either Administrator or Operator to the
same group.

Note

When the mapping name, external group name and Fabric Manager roles have been specified, click
Submit to create the mapping. When the mapping is successfully created, any user that logs in to the
specified group will receive the correct role in Fabric Manager.

Mapping a Group to a Domain

The Group Mapping feature has a separate tab for mapping external IMS groups (for example, AD groups) to Fabric
Manager domains. On the Group Mapping summary, the Group Domain Mapping Summary tab supports linking one or
more groups in an external IMS to one or more specific Fabric Manager domains.
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%/ Fabric Manager has a default domain, which encompasses all resources discovered and managed by Fabric

Manager. The default domain always exists even if specific domains exist. If you will be mapping an
external IMS group to a specific Fabric Manager domain, that specific domain must already exist to be a
selectable option. If you need to create a specific domain, see Working with Domains.

Note

To map an external IMS group to a specific domain in Fabric Manager follow this procedure:

Step 1 From the navigation frame, select Security Manager->Group Mapping. By default, the Group Role
Mapping Summary is displayed.

Step 2 Click the Group Domain Mapping Summary tab to display the Group Domain Mapping Summary, as
shown in Figure 12.
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Figure 12 Group Mapping — Domain Mapping Summary

Step 3  On the Group Domain Mapping Summary, click the plus sign ( +) to display the Create Role Domain
Mapping dialog. Figure 13 shows this dialog.
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Figure 13 Group Mapping — Create Role Mapping for Domain

Step 4 In the Mapping Name field, enter the name of the mapping that you are creating for the external IMS
group.
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Step 5 As an option, in the Description field, enter an alphanumeric character string that describes the mapping
that you are creating.

Step 6 In the Group Name field, enter the name of the external IMS group that you are mapping to a Fabric
Manager role. Enter the group name exactly as it appears on the external IMS (for example, exactly as
it appears on the AD server) or in the form of a regular expression.

Step 7 From the Domain dropdown menu, select the domain to which users in the external IMS group will be
mapped. The domain must be configured for it to be a selectable option. If the domain you want is not
listed, it does not exist in Fabric Manager and must be created. See Working with Domains.

Step 8 When the mapping name, external group name, and Fabric Manager domain have been specified, click
Submit to create the mapping. When the mapping is successfully created, any user that logs in to the
specified group will be granted access to only the resources available in the specified domain.

Configuring Fabric Manager to Authenticate Users
Against AD

This section documents how to configure Fabric Manager so that it authenticates users against AD. When this procedure
is complete, users in the AD domain will be able to log in to Fabric Manager and use the RBAC user role you assign to
them through Fabric Manager. If you will be using LDAP/AD for authentication in a Windows domain, install the Fabric
Manager software on a Windows server that is a member of that domain as mentioned in Installing Fabric Manager on a
Windows Server.

A separate procedure exists if you want users to be able to log in to the Fabric Director itself. You
Note can use Fabric Manager to configure this method of access—for example, allowing AD to
authenticate users that ssh into Oracle’s Xsigo Fabric Director. For more information, see
Displaying Active Directory Properties and Configuring AD Properties for Fabric Manager.

To configure authentication of Fabric Manager users against AD LDAP users, the procedure occurs on both the AD server
and on in Fabric Manager.

Set Up the AD Server

Users and groups need to exist on the AD server.

« If they do not exist, you will need to configure the users and group(s) for Fabric Manager that you want AD
LDAP to authenticate. Then, you will need to add the users to their respective group(s). This section
documents creating the users and groups on the AD server. For illustrative purposes, this procedure uses
userO0 and XsigoAdmin as the user and group that will be accessing Fabric Manager and using AD
authentication to do so. If your users and groups do not already exist, perform the procedure in this section.

« If they already exist, you can use a regular expression when mapping the existing group to a Fabric Manager
user role. For information about regular expressions and mapping the role groups, see Mapping Users in
External Groups Into Fabric Manager. When you are familiar with using regular expressions in the group role
mapping, proceed to Set Up the Group In Fabric Manager and Assign Roles. You do not need to perform the
procedure in this section if the users and groups already exist.
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To configure the users and groups on the AD server, follow this procedure:

The following procedure provides general guidelines. If you need additional help with creating
AD groups and users, see the documentation that accompanied your AD server.

%/.

Note

Step1 Log in to the AD server as a domain administrator.

Step 2 Using AD Server Manager (or whichever method you choose), create the group for Fabric Manager that
will need authentication through AD.

Step 3 Using AD Server Manager (or whichever method you choose), create the users in the group that will be

authenticated when accessing Fabric Manager. See Figure 14.
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Figure 14 Create User(s) and Group(s) on the AD Server

In this example, userO0 is a member of the XsigoAdmin group.
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Step 4 Repeat this procedure as needed to create additional AD groups and users.

When the AD groups and users are completely configured, you need to map the group(s) into one or more Fabric Manager
RBAC role groups. Proceed to Set Up the Group In Fabric Manager and Assign Roles.

Set Up the Group In Fabric Manager and Assign Roles

When you set up Fabric Manager, you will map the existing AD group(s) into Fabric Manager and assign one or more
user roles to those group(s). Any users that log in through the group (XsigoAdmin in this example) will get the role
assigned to the group.

To map the AD group into Fabric Manager and assign roles, follow this procedure:

Step 1 \Verify that the server where Fabric Manager software is (or will be) installed is a member of the AD
domain. (For example, if the AD domain covers companyA . com, make sure that the Windows Fabric
Manager Server is a member of a fully qualified domain name for companyA . com., such as
xmsserver .companyA.com

% The Fabric Manager Server and the AD server(s) must all be in the same domain. If any of this
Note equipment is in a different domain, authentication will not complete successfully.

Step 2 Log in to Fabric Manager with a Fabric Manager local administrator account (not the AD domain
account).

Step 3  Click the Maintenance icon, which looks like a screwdriver on the banner. Figure 15 shows this option.
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Backup Fabnc Manager Configurabion
Restore Fabng Manager Configurabion
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| Alow Unkshed Users

Downiload Fabrc Mansger Log Files

Chean up Gatabase

Figure 15 Allowing Unlisted Users Access to Fabric Manager

Step 4 Click the check box to allow or prevent unlisted users access to Fabric Manager. This option allows
users not specifically configured in Fabric Manager (for example, users configured on an AD server) to
be allowed access to Fabric Manager.

For more information about the Allowed Unlisted User options, see Allowing or Preventing
Note Unlisted Users Access to Fabric Manager.

Step 5 Select Security Manager->Group Mapping to display the Group Role Mapping Summary tab as shown
in Figure 16.
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Figure 16 Group Mapping Summary

On the Group Role Mapping Summary, click the plus sign ( + ) to display the Create New Group Role
Mapping dialog as shown in Figure 17.
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Figure 17 Creating Group Role Mapping for the AD Group on the AD Server

In the Mapping Name field, enter an alphanumeric character string that names or describes the group
role mapping that you are configuring.

As an alternative, in the Description field, you can enter a string that describes the mapping from the
AD group to the Fabric Manager role.

In the Group Name field, enter the name of AD Group you configured on the AD server (XsigoAdmin
in this example). The group name must be an exact match between the AD server and this field. This
field supports regular expressions. (For more information about regular expressions in a group role
mapping, see Mapping Users in External Groups Into Fabric Manager.)

From the Security Roles checkboxes, click the appropriate role(s) that you are granting to the user(s) that
are members of the AD group named in the Group Name field. In this example, any user (such as
userO0) from the XsigoAdmin group that logs in to Fabric Manager will be granted administrator
privileges in Fabric Manager after AD authentication occurs successfully.
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Step 11 Click Submit and verify that the role group mapping was created correctly. See Figure 18. Make sure
that the AD group displayed in the Group Name field correctly represents the AD group configured on
the AD server.
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Figure 18 Group Role Mapping for AD Group

Step 12 On the Fabric Manager banner, click Logout as shown in Figure 19.

’v =) HA: not configursd | User: pwilson (adminiztrator) | Domain: default| Logout || About Help

Figure 19 Log Out of Fabric Manager

Step 13 Log in to Fabric Manager as one of the users from the AD group you just mapped into Fabric Manager,
as shown in Figure 20. In this example, the user userO is logging in to Fabric Manager.

Llsarruarmn::

Pasgwond:

xsigo

Figure 20 Log In to Fabric Manager as a User from the AD Group

Step 14 Check the Fabric Manager banner for the currently logged in user, which should be the user from the
AD group that you just used to log in to Oracle’s Xsigo Fabric Manager. Also, make sure that the
correct user role is assigned to the user. See Figure 21.

Oracle Xsigo Fabric Manager Fabric Manager User Guide



504

Chapter 26: Working with User Roles

," = FI& oo gonligered B User usarl (sdmmusiralon) n: datsul  Lopoul ARl 15

Figure 21 Banner Showing User from AD Group Logged In

Step 15 Repeat this procedure as needed to create additional mappings for additional AD groups.
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When using Oracle’s Xsigo Fabric Manager with Internet Explorer, you might see the Security Information pop-up dialog

Appendix A: Disabling the IE Security Popup

whenever a new Fabric Manager page is displayed. The pop-up informs you about secure and non-secure content on the
page, and requires you to choose whether the non-secure items are displayed. Figure 1 shows an example of this popup,

which primarily has occurred in an IE 7.0 browser.
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Figure 1 Internet Explorer Security Information Prompt

The recurring Security Information pop-up can be inconvenient when you are using Fabric Manager with IE to configure

and manage Xsigo virtual 1/0. You can change a setting within IE and stop the prompt from being displayed.

To stop the Security Information prompt from being displayed, follow this procedure:

Step 1 Select Tools->Internet Options as shown in Figure 2.
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Appendix A: Disabling the IE Security Popup
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Figure 2 Tools Menu — Internet Options

D\ Figure 2 shows the default browser layout for Internet 7.0. Because IE browser layout can be
Note customized, the Tools menu might appear in a different location if you have set a custom format.
However, regardless of the IE browser format, the Tools menu should always be present.

When you select Internet Options, the Internet Options page is displayed as shown in Figure 3.

Fabric Manager User Guide Oracle Xsigo Fabric Manager



Inlernel Oplions

Genmral | Seouky | Privacy | Content | Connections | Frograms | Adwanced |

[Horme pags
,1 To crests home page tabs, byps sach sddress on B own e,
T L

[ eecwrent | [ Usecelmd || isetik |
Broreming hisbory

.'f"_ . [Destmle benngeor ary [les, Nislory, cookies, saved pasiwnd,
- and weh From infnrmatinn.

Search

p Change search defals.
Tabs

| Charge bow webpeges are deplayed

Rt - ) —
BDDEErEnCE
[ coles ][ ronguages | [ Fores | [ aceeschiey |

ot [ comu |

Figure 3 Internet Explorer — Internet Options Dialog

Step 2 Click the Security tab as shown in Figure 4.

Figure 4 Internet Explorer Internet Options Dialog — Security Tab
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In the “Select a zone to view or change security settings” section, click one of the four zones displayed
to select it. Because your Fabric Manager Client and Oracle’s Xsigo Fabric Manager Server might span
multiple zones, you should disable the Security Information pop-up in all zones. You will need to do so
for each zone individually.

Step 3

Step4 Click Custom Level... to display the Security Settings dialog as shown in Figure 5.
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Figure 5 Internet Explorer Security Settings Dialog

Step5 Scroll down until you find a setting called Display mixed content in the “Miscellaneous” section which
is near the bottom of the list. Figure 6 shows this setting.
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Figure 6 Security Settings Dialog — Display Mixed Content

%/. Figure 6 shows the default state (“Prompt™) for the Display mixed content setting. This setting can
Note be changed to control whether the Security Information pop-up is displayed.

Step 6 From the Display mixed content setting, select “Enable” to allow the display of secure and non-secure
information in the browser.

Step 7 Click OK to accept “Enabled.”

Step 8 Repeat Step 3 on page 518 through Step 7 on page 519 for all zones to disable the Security Information
pop-up for each zone individually.

Step 9 When the Display mixed content setting is set to “Enabled” for all zones, click Apply on the Security
Options page. A warning dialog is displayed as shown in Figure 7.
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Figure 7 Warning! Pop-up — Changing Settings

Step 10 Click Yes to confirm the state change and close the Warning! pop-up.

Step 11 Click OK on any remaining dialogs to close them.
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