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Overview

About this Guide

Audience

Supported Net-Net
SBC Platforms

Who is Acme
Packet?

The Net-Net Interactive Session Recorder Administrator Guide provides information
about accessing and using the Net-Net Interactive Session Recorder (NN-ISR)
Dashboard for:

«  Configuring accounts, routes, and users

¢ Managing sites, RSS servers, and system configurations

e Accessing recordings

e Building reports

Thisguide also provides aNN-1SR software diagram and call setup sequence (A ppendix

A), aswell asthe NN-ISR database schemadefinitions and descriptions (Appendix B) for
additional information.

This guide isintended for the Administrator level users (Super User and Account
Administrator). Available features/functions in the NN-ISR are dependant on the
administrator’ s level of access. For more information about the user level privilegesin
the NN-1SR, see Chapter 6, Managing Usersin this guide.

Thefollowing Acme Packet Net-Net Session Director (SD) products are certified for use
with the NN-ISR software:

»  C-Series (Net-Net 3000/4000) SDs
*  E-Series (Net-Net 2600) SDs
*  Net-Net Application Session Controller (ASC)

Note: For more information on the Net-Net C-Series, E-Series, and ASC
hardware, see Acme Packet’ s applicable hardware documentation.

Acme Packet (NASDAQ: APKT), the leader in session delivery network solutions,
enables the trusted, first-class delivery of next-generation voice, data and unified
communications services and applications across | P networks. Our Net-Net product
family fulfills demanding security, service assurance and regulatory requirementsin
service provider, enterprise and contact center networks. Based in Bedford,
Massachusetts, Acme Packet designs and manufacturesits productsin the USA. For more
information, visit www.acmepacket.com.

Release 5.0
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Related Documentation

The following table lists related documents.

Document Name Document Description

Net-Net Interactive Session Recorder Contains information about new NN-ISR features and fixed
Release Notes issues in the current release of the NN-ISR.

Net-Net Interactive Session Recorder Provides an overview of the NN-ISR, hardware/software

Installation Guide, Release Version requirements and recommendations, storage

5.0 considerations, pre-installation information, installation
procedures, post-install verification procedures, making the
first call, and additional advanced topics about the NN-ISR.

Net-Net Interactive Session Recorder  Contains information about using the NN-ISR Dashboard for

User’s Guide all levels of users. Provides information about viewing,
playing, deleting recordings, running reports, managing
user profiles (Super User, Account Administrator, and
Tenant Administrator only).

Net-Net Interactive Session Recorder  Contains information about Methods for Recording,

API Reference Guide VoiceXML Commands, representational state transfer
(REST) application programming interface (API), Recording
File Types/Formats Supported, Return Codes,
sendIPCRCommand.jsp Subdialog, Advanced Options,
Troubleshooting.

Revision History

This section contains the revision history for this document.

Date Release Description
November 14, Release 1.00 = Initial release of the NN-ISR 5.0M1 software.
2012
July 29, 2013 Release 1.01 = Updates the RSS Location Global parameter
definition.
= Updates the “Enabling Serving Pages with SSL”
instructions.

Technical Assistance

If you need technical assistance with Acme Packet products, you can obtain it on-line by
going to support.acmepacket.com. With your customer identification number and
password, you can access Acme Packet’ s on-line resources 24 hours aday. If you do not
have the information required to access the site, send an email to tac@acmepacket.com
requesting alogin.

In the event that you are experiencing acritical service outage and require live assistance,
contact the Acme Packet Technical Assistance Center emergency hotline:

¢ From the United States, Canada, and Mexico call: 1 866 226 3758
¢ From all other locations, call: +1 781 756 6920

Please note that a valid support/service contract with Acme Packet is required to obtain
technical assistance.

X Net-Net Interactive Session Recorder Administrator Guide Release 5.0
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Customer Acme Packet is committed to providing our customers with reliable documentation. If

Questions, you have any questions, comments, or suggestions regarding our documentation, please
Comm en ts, or contact your Acme Packet customer support representative directly or email
Suggestions support@acmepacket.com.
Contact Us Acme Packet, Inc.

100 Crosby Drive

Bedford, MA 01730 USA
t +1-781-328-4400
f +1-781-275-8800

www.acmepacket.com
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Introduction

Overview

About the NN-ISR

This chapter provides an overview of the NN-ISR. It aso providesinformation about
using the NN-ISR Dashboard to access and configure the NN-ISR, and includes
requirements and recommendations.

Release 5.0

Acme Packet introduces the NN-1SR, Release Version 5.0 to the Interactive Voice
Response (IVR) and Telecom industries. Awarded 2008 Communications Solutions
Product of the Y ear Award, the NN-I1SR alows any telephony or IVR environment to
handle full-duplex call recording (both pre- and post-transfer).

The NN-ISR reliably records any phone call in carrier, enterprise, or contact center.
Supporting enterprise & multi-tenant architectures, the NN-I1SR provides ad-hoc (partial
call) recording alowing any call to be recorded at any point and for any duration. Call
recording can be initiated automatically by SIP URI, or conditionally by any authorized
VoiceXML or web application. In addition, call data such astime of call, SIP URI,
account number, etc. are stored in arecording database for clients to search and review.
Once recording starts, recordings can continue after being transferred to an agent or
employee thereby providing continuity for recordings & call dataacross1VR, office, and
call center telephony deployments.

Using the NN-ISR, VoiceXML and representational state transfer (REST) application
programming interface (API) developers have the ability to record every call, a
percentage of calls, specific VoiceXML dialogs as well as transfers to agent
conversations. With simple VoiceXML and REST API code, the VoiceXML application
controls recording for any call, at any point and for a specific period of time. In addition,
every recording may beindexed by key VoiceXML values or identifiers (account#,
unique call identifier, SIP URI, time of call, etc.).

The NN-ISR can scale from one call to thousands of concurrent calls and isa simple add-
on to any SIP telephony network. An affordable software-based solution, the IP Call
Recorder runs on standard I ntel-based serversin Vol P and standard tel ephony
environments.

Note: For more information and general specifications and hardware
requirements for the NN-ISR, seethe Net-Net I nteractive Session Recorder
Installation Guide, and the Net-Net Interactive Session Recorder API
Reference Guide.

Acme Packet, Inc. Technical Publications 13



SIPREC Support

In addition to session call recording via Session Replication for Recording (SRR), the
NN-ISR aso supports SIPREC.

The SIPREC protocol is used to interact between a Session Recording Client (SRC) and
a Session Recording Server (SRS) (a 3rd party call recorder, in this case the NN-ISR’s
Record and Store Server (RSS)). It controls the recording of media transmitted in the
context of a communications session (CS) between multiple user agents.

SIPREC provides a selective-based call recording solution that increases media and
signaling performance on 3rd party call recording servers, more robust failovers, and the
ability to selectively record.

The SIPREC feature supports active recording, where the SRC purposefully streams
mediato the NN-ISR’s RSS acting asthe SRS. The SRC and SRS act as SIP User Agents
(UAs). The SRC provides additional information to the SRS to describe the
communication sessions, participants and media streams for the recording session to
facilitate archival and retrieval of the recorded information.

The recording session metadata describes the current state of the recording session and
its communication session(s). Itisupdated when achange of statein the communication
session(s) is observed by the SRC. The NN-ISR is responsible for maintaining call
history and presenting the history and associated metadata. NN-1SR presentsthis session
metadata, while allowing maintenance and editing of the data along with searching for
particular metadata values, through the User Dashboard.

For information on configuring SIPREC on an Acme Packet SBC acting as an SRC, see
the Net-Net Session Director Server Edition User Guide.

About the NN-ISR Dashboard

Requirements/
Recommendations

The NN-ISR Dashboard allows you to access, configure, manage, and monitor the NN-
ISR in your network, including:

*  Manage Recordings
*  Manage Reports
*  Manage Settings
e Manage Administrator Functions
e Manage Realms
¢ Manage Accounts
* Manage Routes
* Manage Users
e Manager Sites
» Manage Authorization Services
e View Live Sessions

To use the NN-ISR Administrator Dashboard, the following must be met.
Browser Requirements
Any of the following JavaScript enabled I nternet browsers can be used:

— Microsoft® Internet Explorer 9 (IE9) with full regression specifically on IE
Version 9.0.8112.16421

14 Net-Net Interactive Session Recorder Administrator Guide Release 5.0



Security Features

— MozillaFirefox® 8.0
— Google Chrome™ 16.0.912.63

— Other browsers (please contact Acme Packet Customer Service before using
other browsers)

Recording Playback Recommendations

To listen to recordings, the following is recommended:

Quicktime® 7.7.1 Player Plug-in (http://www.apple.com/quicktime/)

or
Windows Media Player 10/11

Note: In some cases, developers may not include the audio file extension
(.wav) on thefile name when programmatically naming thefile through the
VoiceXML API. Windows Media Player 11 plays the file regardless of
whether or not the file extension is present.

The following security features have been implemented in the Net-Net | SR:

Optional configuration to force cookies through an encrypted (SSL/TLS) session
For a procedure to enable serving pages with SSL, see Appendix C, Enable Serving
Pages with SSL.

Cache-control set to 'no-cache' to avoid possible storage of sensitive datain local
browser

Enforced stronger password controls

Ability to configure password expiration, user lockout duration, and maximum failed
login attempts.

Removed "hidden" URLSs

Release 5.0
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Introduction

Getting Started

This chapter providesinformation about logging into the NN-ISR Dashboard, editing the
Dashboard settings, and using the Dashboard tools while navigating the Dashboard.
Dashboard tools include search tools, a download tool, and an import tool for managing
information in the NN-ISR database. It is recommended that you review this section
before using the NN-I1SR Dashboard.

Logging In/Out of the NN-ISR Dashboard

Before you can access the NN-ISR Dashboard, you must have an email address
(username) and password provided by your network administrator at thetimethe NN-ISR
wasinstaled in your network. Contact your network administrator for more information.

If your email and password are not available, you can use the following default email and
password, and then change the password after logging in:

Email: isradmin@acmepacket.com
Password: admin123

Note: When you login to the NN-1SR Dashboard, depending on your
assigned access level, you have access to only your associated NN-ISR
Dashboard information. Performance restrictions depend on your login
level status. For more information about user login levels, see User Access
Levels and Chapter 6, Managing Users.

Tologin to the NN-1SR Dashboard:

1. Openyour Internet Web browser (see compatible browser requirementsin the
Requirements/Recommendations section.).
2. Enter thefollowing URL inthe URL field:

http://<host name or 1P>/

Note: The host name or | P address you enter here is the name or address
assigned to the dashboard VM during installation.

The Login page displays.

Release 5.0
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Email—Enter your email (username).

Passwor d—Enter the password provided by your Administrator at the time of the
NN-ISR installation. If thisisthefirst time you are logging in, enter the following
and press Enter.

Email: isradmin@acmepacket.com
Password: adminl23

On first-time login, the system prompts you to reset your password.

5. New Passwor d—Enter a new password.
Note: Your password must contain at least eight characters and one of the
following characters in addition to lowercase |etters; Capital letter and/or

special character (e.g. @, #, $, etc.)

6. Confirm Password—Enter the same password again and click <Update>.

I
acme/¢rpacket

Feset Your Password

Note: The number of failed attempts before auser islocked out of the NN-
ISR can be configured under the Admin > Manage Security Settings link.
For more information, see Chapter 6, Managing Users. A message displays
with the length of time the User has to wait before attempting to log in
again. Contact your Administrator if you forgot your password.

Upon successful login the first time, the system prompts you to change your
password. For security purposes, you should change your password every 45 days.

After changing your password, the NN-ISR Dashboard Home page (default)
displays.

18 Net-Net Interactive Session Recorder Administrator Guide Release 5.0
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The home page providesall of the optionsavailableto auser based on their user type.
This page alows you to perform the following:

Icon Description

Find Recordings (or “Recordings” in the main menu) — Allows you to view, play, delete

= and search recordings currently in the NN-ISR database. Also allows you to download
the recording metadata to a comma-separated value (CSV) file. For added convenience,
after completing a recording search, you can save the search by assigning it a name.
You can also create categories and add recordings to the category as applicable.

Note: Displayed recordings are dependant on the level of logged in user. For more
information about user levels, see User Access Levels.

For more information about Recordings, see Manage Recordings.

E Build a Report (or “Reports” in the main menu) — Allows you to generate Usage and
lliil Billing reports for routes configured on the NN-ISR. These reports display the
information in a Bar Graph as well as in a Data Graph.

Note: For more information about Reports, see Manage Reports.

Release 5.0 Acme Packet, Inc. Technical Publications 19



Icon

Description

Edit My Settings (or “Settings” in the main menu) — Allows you to view and edit the
NN-ISR Dashboard settings such as:

= Preferred Time Zone

= Page refresh rate (seconds)

« Displayed number of recording entries per page

= Specify the fields (columns) to display in a Recording search

= Change your user login password

Note: For more information about Dashboard settings, see Editing My Settings.

Edit System Configurations (or “Admin” in the main menu) (displays for a Super User,
Account Administrator, and Tenant Administrator only) — Allows you to perform the
following Administrator tasks:

= Manager Realms

= Manage Accounts

= Manage Routes

= Manage Authorization Services

= Manage Users

= Manage Sites

= View live session information

Note: Display of this feature is dependant on the level of logged in user. For more
information about user levels, see User Access Levels.

For more information about Administrator features, see Managing Realms/Accounts,
Managing Routes, Managing Users, Managing Sites, Managing Authorization Services,
and Viewing Live Sessions.

Tologout of the NN-1SR Dashboar d:

Click the Logout icon in the upper-right corner of the page. The NN-ISR
Dashboard immediately logs you out.

User Access All users can access the NN-ISR Dashboard. However, the functions available to the
Levels logged in user are dependant on the level of access assigned. The following table
identifies the functions available at each user level.

Note: The“Edit System Configuration” (Admin) menu inthe NN-ISR
Dashboard displays ONLY for userslogged in as Super User.

User Type Find Recordings Build Reports
P (Recordings) (Reports)

Super User Yes Yes

Account Administrator View only. Yes

(Permissions to edit/delete
must be assigned.)

Edit My Settings Edit System Configurations
(Settings) (Admin)
Yes Yes

(Can manage all)

Yes Yes
(Can manage all EXCEPT
Super User and sites)

20 Net-Net Interactive Session Recorder Administrator Guide
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Find Recordings Build Reports Edit My Settings Edit System Configurations

User Type (Recordings) (Reports) (Settings) (Admin)
Tenant Administrator View own recordings only. Yes Yes Yes
(Permissions to edit/delete (Reports include (Can manage own Accounts,
must be assigned.) info from own Routes, Tenant Admin, Tenant
accounts only) User only)
Tenant User View own recordings only. Yes Yes No
(Permissions to edit/delete (Reports include
must be assigned.) info from own

accounts only)

Note: For more information about user login levels, see Chapter 6,
Managing Users.

Editing My Settings

The Edit My Settings page (Settingsin the Main Menu) in the NN-ISR allow you to
customi ze specific elements of the Dashboard for your environment. These settings apply
to the current logged in user only. Y ou can configure:

e Dashboard Settings
* Recordings List Settings
 RSSView Settings

o
scmne/tpace: [

Rpotriigs ey [ Y P b B
Wil D0 Vi Wi 1 D?
= |
&

After logging into the NN-ISR Dashboard, click Edit My Settings (Settingsin the
Main Menu). The following page displays.

Release 5.0 Acme Packet, Inc. Technical Publications 21
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Dashboard Using the Dashboard Settings, you can:
Settings e Setyour preferred time zone

e Set the number of seconds that the pages in the dashboard are refreshed
e Set the number of entries you want displayed per page

«  Change your current NN-ISR login password to a new password
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To configure the dashboard settings:

1. Preferred Timezone—Select thetimezone associated with your location or location
of the user. Thisvalueis an offset of Greenwich Mean Time (GMT). The following
table provides the valid values and default for this field.

Time Zone Table

Time Zone Location
GMT-11 NT - Nome
GMT-10 AHST - Alaska-Hawaii Standard

CAT - Central Alaska
HST - Hawaii Standard

GMT-9 YST - Yukon Standard
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Time Zone

GMT-8

GMT-7

GMT-6

GMT-5 (default)

GMT-4

GMT-3

GMT-2

GMT-1

GMT

GMT+1

GMT+2

GMT+3

GMT+4

Location

PST - Pacific Standard
Los Angeles, CA, USA

MST - Mountain Standard

CST - Central Standard
Mexico City, Mexico
Saskatchewan, Canada

EST - Eastern Standard
Bogota

Lima, Peru

New York, NY, USA

AST - Atlantic Standard
Caracas
La Paz

Brasilia, Brazil
Buenos Aires, Argentina
Georgetown, Guyana

AT - Azores

WAT - West Africa
Azores, Cape Verde Islands

London, England
Dublin, Ireland
Edinburgh, Scotland
Lisbon, Portugal
Reykjavik, Iceland
Casablanca, Morocco

CET - Central European
Paris, France

Berlin, Germany
Amsterdam, The Netherlands
Brussels, Belgium
Vienna, Austria
Madrid, Spain

Rome, Italy

Bern, Switzerland
Stockholm, Sweden
Oslo, Norway

EET - Eastern European
Athens, Greece
Helsinki, Finland
Istanbul, Turkey
Jerusalem, Israel
Harare, Zimbabwe

BT - Baghdad

Kuwait

Nairobi, Kenya
Riyadh, Saudi Arabia
Moscow, Russia

Abu Dhabi, UAE
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Time Zone

GMT+5

GMT+6

GMT+7

GMT+8
GMT+9
GMT+10
GMT+11

GMT+12

Location

Kazakhstan (western-Agtau)
Maldives (Male)

Pakistan (Islamabad, Karachi)
Russia

Tajikistan (Dushanbe)
Turkmenistan (Ashkhabat)
Uzbekistan (Tashkent)

India (New Delhi, Calcutta)

Sri Lanka (Colombo)

Nepal (Katmandu)

Bangladesh

Bhutan

Kazakhstan

Kyrgyzstan

Sri Lanka (formerly Ceylon)

Cambodia

Christmas Island
Indonesia

Lao

Thailand

Vietnam

CCT - China Coast
JST - Japan Standard
GST - Guam Standard

Solomon Islands

IDLE - International Date Line East

NZST - New Zealand Standard
Wellington, New Zealand

Fiji

Marshall Islands

2. Refresh Rate (seconds)—Select the number of seconds that the dashboard waits

before refreshing the recordingslist. Valid values are:

¢ None (default) e 2minutes
* 30 seconds * 5 minutes
¢ 1 minute

Display Entries Per Page—Enter the number of entries per page to display on the
Recordings page. For example, entering avaue of “7” in thisfield displays 7
recording entries per page in the Recordings List. Valid values are 1 to 255. Default
is10.

Current Passwor d—Enter the current password you use to log into the Dashboard.
Valid values are up to 256 alpha-numeric characters.

New Passwor d—Enter your new password for logging into the Dashboard. Valid
values are a combination of at least 8 characters and must include either one case-
sensitive letter and/or special character (e.g. @, #, $, etc.).

Confirm Passwor d—Reenter your new password to confirm the new Dashboard
password.

Click Change Password to save the changes. A message, “ Successfully changed”
displays when the change is successful.
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Recordings List

Note: Default security settings require a new password not be the same as
one used in the previous four attempts. If you attempt to enter a new
password that was previously used, the following message displays:

“You must pick a password that you haven't recently used before.”

Click Save to save the dashboard settings.

Using the Recordings List Settings, you can customize the columns that display on the

Settings Recordings List page.

Y ou can select the column heading(s) from the“Not Displayed” column and dragit to the

“Displayed” column. After clicking <Save>, the headingsin the “Displaying” column

display on the Recordings List page.
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To configurethe Recordings List settings:

1. Toaddaheadingtothedisplay list,inthe“Not Displayed” column (red boxes), click
on a heading and drag the selection to the “Displaying” column. The red box you
placed in the “Displaying” column turns green.

Toremoveaheading from thedisplay list, inthe* Displaying” column (green boxes),
click on aheading and drag the selection to the “Not Displayed” column. The green
box you placed in the “Not Displayed” column turns red.
Note: You can place amaximum of 5 headingsin the “ Displaying”
column.
The following table describes the headings you can select to display in the
Recordingslist.
Heading Description
Time (default) Displays the date and time the recording started. This column is
based on the user’s GMT offset and is in the format MM/DD/YY
HH:MM:SS (AM or PM).
From (default) The number that the caller dialed from (i.e., Caller ID).
To (default) Displays the number that the caller dialed.
Duration (default) Displays the length of the recording (in seconds)
File Name Displays the file name associated with the recording.
Session ID Displays the Session ID derived from the X-ISR-UCID.
Agent ID Displays the ID of the Agent answering the call.
RSS Egress Call ID Displays the unique egress call ID derived from the call-id used in
the egress call leg for the recording (only used in pass-thru mode).
RSS Ingress Call ID (default) Displays the unique ingress call ID derived from the call-id received
in the initial SIP INVITE.
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Heading Description

Custom Field1-4 Displays the unique set of meta-data associated with the recording
(i.e., Transaction ID, Account Number, Unique Call ID) for custom
fields 1 through 4, as defined in the recording policy and added via

API.

Rating Displays the score assigned to a recording by a reviewer. Scoring is
based on 1 to 5 stars.

Account Displays the name of the account to which the recording belongs.

2. Click Saveto save the recordings list settings.

The headings listed in the Displaying column (green boxes) display as column
headings on the Recordings List page.

Column hasdings digpay
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RSS View Settings Using the RSS View Settings, you can:

e Set the maximum entries to include in the RSS error logs.

RS Ve Semyrs
Ui e L o] Enliies E

To configure the RSS view settings:

3. Max Error Log Entries—Enter the number of entriesto show on each RSS error
log page. Valid values are numeric characters. Default is 20.

4. Click Saveto savethe RSS view settings.
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Help Link Online support is available for the NN-1SR Dashboard. Y ou can click on the Help
link in the upper right corner of any page in the Dashboard to display help.
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Clicking the Help link displays the following window.
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Note: Help Text iscustomizable for each account. For more information
on Dashboard branding, see Account Branding in Chapter 3.

If you can't find answers to your questions using the Net-Net | nteractive Session
Recorder Administrator Guide, please open aticket with your question(s) using the
Acme Packet Support Portal at https://support.acmepacket.com. Specify the
appropriate information in the ticket pertaining to your question(s) as described in
the help window.
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Dashboard Tools

The NN-ISR Dashboard provides various tools that allow you to perform specific
functions on each page.

Function Icons
Paging Tool

Search Tools
Column Sorting Tool
Download Tool
Import Tool

Export Tool

Functional Icons The NN-I1SR Dashboard has variousiconsthat perform specific functions. Thefollowing
table describes each functional icon.

Functional Icon Description

Logoff - Allows you to logout of the NN-ISR Dashboard.

=l

Help - Displays information about contacting Technical Support for help
with the NN-ISR Dashboard.

Add - Adds a new item to a list
Delete - Removes an item from the list.

Play - Immediately opens and plays a “.wav” file recording stored in the
NN-ISR database.

Note: When you click the “Play” icon, the Dashboard offers the file to the
applicable browser you currently have open. The browser determines the
file type of the file and opens the media player according to the “player
plugin” settings in the browser. The Dashboard ensures the play element
is recognizable by all supported browsers (Chrome, Internet Explorer,
Firefox).

Download - Downloads a recording from the recording list to your PC. You
can choose to immediately play the recording or save the recording file to
¢ your PC.

Details - Displays additional details about the item in the list. Some items
allow for additional editing after clicking this tool.
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Functional Icon Description

View User Audit Trail (managing User feature) - Displays details about the

actions of the User in the

NN-ISR Dashboard. Information includes:

=« Time - Time of the action.

« Action - Description of the action.

< Object - User email ID of the User that was logged in when the action
was performed.

< |P Address - IP address that was accessed during the action.

Events (managing Session Agent feature) - Displays specific events that
@ occurred on a Session Agent within a Site.

Paging Tool The NN-I1SR Dashboard provides a paging tool to help you navigate through pagesif the
datathat displaysis greater than the number set for the Settings-> Display Entries per
Page parameter.

Note: Thispagingtool displaysONLY if the elementsin thelist require
more than one page for display. For more information about setting the
display entries per page, see Editing My Settings.

You can click on “Next” to moveto the next page, or “Previous’ to moveto the previous
page. If morethan one page exists, the number for each page displayswith the navigation
tools. You can click on any page number to display the data on that page.

Search Tools The NN-ISR Dashboard provides a search tool you can use to search for specific
information in the NN-ISR database. The search featureis applicable to:

e Recordings

*  Routes
Basic Search for Y ou can search for a specific recording in the NN-ISR database, or you can perform an
Recordings advanced search for a group of recordings.

To perform abasic search for arecording:

1. Click Recordingsinthe main menu (or Find Recor dings on the Home page). A list
of recordings stored in the NN-ISR database display.

"
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Advanced Search for
Recordings

Inthedrop-down box (at the top-right of the Recordings page), sel ect theinformation
about the recording(s) that you want to search. Valid values are:

*  From - ID of the caller for this call.
e To- ID of therecipient for the call.
e Session ID - Session ID derived from the X-ISR-UCID

» File Name - File name of the recording. Thisisthe file name assigned by the
system or by the developer who invoked the recording.

e AgentID - ID of the agent that answered the call. Thisisthevalue set by the API,
or by aUser.

In the text box, enter the information required dependant on the selection you made
in Step 2. Valid values are a pha-numeric characters.

For example, if you selected “From” in the drop-down box, enter the ID of the caller
associated with arecording for which you want to search. All the recordings
associated with that caller ID display in alist.

Note: You can select arecording and click on the Detailsiconto reference
the “Session ID”, “From”, and “To” information for the recording if
required.

Click <Sear ch> to find all recordings based on the search criteria. All matching
recordings display in the recordings list.

Note: Theresultisan exact match. Thisfeature does not support wildcard
matching.

Y ou can perform more advanced searches for recordings to display more detailed
information if required.

To perform an advanced sear ch for arecording:

1. Onthe Recordings page, click advanced sear ch.

The following dialog box displays.
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Sear ch M ode—Sel ect whether to perform the search using AND or OR.

« AND - Returnsresults where recordings match ALL fields you specify. For
example, if you specify From as“ 123", File Name as“ Recordingl”, and
Agent ID as*“2”, then the results of the search show all recordings with
avaue of “123" in the From field, AND file name of “Recordingl”,
AND Agent ID of “2".

¢ OR- Returnsresults where recordings match any one of the fields you
specify. For example, if you specify From as*“ 123", File Name as
“Recordingl”, and Agent ID as*“ 2", then the results of the search show
any recordings with avalue of “123" in the From field, OR afile name
of names or “Recordingl”, OR an Agent ID of “2" (OR aaresult that
includes all of these).

Session | D—Enter the unique Session 1D derived from the X-ISR-UCID on which
to perform the search.

From—Enter the From SIP URI to perform the search on. Valid values are a pha-

numeric characters and may include the“@" or “:” characters.

To—Enter the To SIP URI to perform the search on. Valid values are alpha-numeric

characters and may include the“@” or “:” characters.

Sear ch Date—Sel ect whether you want to search for recordings By Relative or By
Range:

By Relative - alows you to perform arecording search, based on the information
you specified in the previous fields AND by recordings that happened “ T oday”
(default), the“L ast 7 Days’, or the“L ast 30 Days’.

By Range - allows you to perform arecording search, based on the date range you
specify.
If you select a Search Date by “Range”, enter the “From Date” and “To Date” in

the format MM/DD/YYYY, or click on the calendar icon next to the text box to
select the dates for which you want to search for recordings.

Inthe“From Time” and “To time” boxes, select the time in the format HH:MM for
which you want to search for recordings. Valid values for hours are 00 to 23. Valid
values for minutes are 00 to 59.

Note: For convenience, clicking in the text box displays a pop-up calender
for which you can select the month, day, and year.

Click <Sear ch> to find all recordings based on the search criteria. All matching
recordings display in the recordings list.
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More Recording
Search Options

Y ou can perform recording searches based on additional search criteriaas follows.

To perform a more advanced sear ch for recordings:

1

10.

In the Advanced Search dialog box, click M or e Recor ding Sear ch Optionsto
expand the dialog box.

File Name—Enter the file name of the recording. Thisis the file name assigned by
the system or by the developer that invoked the recording. Valid values are alpha

numeric characters and may include the“@" or “.” characters.

Duration Min—Enter the beginning time, in seconds, of arecording. Valid values
are numeric characters. For example, 15.

Duration Max—Enter the ending time, in seconds, of arecording. Valid values are
numeric characters. For example 24.

Using the examples in Steps 3 and 4, the resultsinclude all recordings that had a
length of time between and including 15 and 24 seconds.

Agent | D—Enter the ID of the agent that answered the call. Thisisthe value set by
the API or by aUser. Valid values are alpha-numeric characters.

RSS Ingress Call | D—Enter the unique ingress call 1D derived from the call-id
received in theinitial SIP INVITE.

RSS Egress Call | D—Enter the unique egress call ID derived from the call-id used
in the egress call leg for the recording, if using pass-thru mode.

Custom Field [1-4] Data—Enter the unique set of metadata associated with the
recordings for which you are searching. These fields identify the customized data
defined by the API (for example, Transaction 1D, Account Number, Unique Call ID,
etc.). The results of thisfield display al recordings associated with the values you
enter in thisfield(s). Valid values are a pha-numeric characters.

Categories—Enter the name of the category for which you want to search for
recordings. The category you enter in thisfield must already exist in the database.
Valid values are alpha-numeric characters. For more information about creating and
searching categories, see Recording Details.

Click Search to find all recordings based on the search criteria. All matching
recordings display in the recordings list.
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Recording Search by Y ou can search for recordings by session criteriaif required.

Session . . o
To search for recordings based on session criteria:

1. IntheAdvanced Search dialog box, click By Session Sear ch Optionsto expand the
dialog box.

2. SIPREC Session | D—Enter the SIP recording session ID number for which you
want to search. Valid values are a pha-numeric characters.

Note: You can select arecording and click on the Detailsiconto reference
the “SIPREC Session ID” information for the recording if required.

3. Participant AOR—Enter the participant’ s address of record (AOR) associated with
the call that was recorded. Valid values are a pha-numeric characters.

4. apkt:ucid—Enter the Universal Call ID (UCID) of theincoming caller. Valid values
are apha-numeric characters.

5. extTrackingl D—Enter the external tracking ID that was used when an incoming
call was transferred to another recipient. Valid values are a pha-numeric characters.

6. ServiceProvider | D—Enter the Service Provider ID that was used on the incoming
call. Valid values are a pha-numeric characters.

7. user| D—Enter the user ID on theincoming call. Valid values are al pha-numeric
characters.

8. groupl D—Enter the group ID on theincoming cal. Valid values are a pha-numeric
characters.

9. calllD—Enter the call ID of theincoming call. Valid values are a pha-numeric
characters.

10. callingPartyNumber—Enter the source number of theincoming call. Valid values
are apha-numeric characters.

11. calledPartyNumber—Enter the destination number of the incoming call. Valid
values are alpha-numeric characters.
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12.

13.

14.

15.

16.

17.

newExtTrackingl D—Enter the new external tracking 1D that was used when an
incoming call was transferred a second time to another recipient. Valid values are
apha-numeric characters.

Note: TheextTrackinglD, ServiceProviderID, user|D, grouplD,

calll D, callingPartyNumber, calledPartyNumber, and
newExtTrackingl D parameters are specific to a SIPREC integration with
Broadsoft’ s Broadworks platform and may not be shownin al installations.

apkt:in-realm—Enter the name of the NN-ISR realm that received the SIPREC
session (in-realm). Valid values are a pha-numeric characters.

apkt:P-Asserted-l dentity—Enter theremote party’ s1D inthe SIPREC session. The
NN-ISR uses the P-Asserted-ldentity header field to convey the proven identity of
the originator of arequest within atrusted network. Valid values are a pha-numeric
characters.

apkt:Diversion—Enter the call forwarding phone number from the SIPREC
session, to which the incoming call was diverted. Diversion isa call forwarding
featurethat letsan incoming call to a called party be redirected to athird party. Valid
values are alpha-numeric characters.

apkt:request-uri—Enter the Uniform Resource I dentifier (URI) in the header of the
reguest message of the SIPREC session. The URI in the request message contains
sufficient information to initiate and maintain the SIPREC communication session.
Valid values are alpha-numeric characters.

Click Sear ch to perform the search based on the recording session parameters you
specified. All matching recordings display in the recordings list.

Note: Session search parametersare applied in addition to any other search
options defined, including date ranges.

Basic Search for Y ou can perform abasic search for Routes configured in the NN-ISR database based on
Routes the route pattern.

To perform abasic search for aroute:

1
2.

3.

Click Admin inthemain menu (or Edit System Configurationson the Home page).

Click Manage Routes. A list of routes display in the routes list.

aCT 4 packet
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In the drop-down box (on the upper-left of the page), select the account for which
you want to search for a route(s).

Note: Thevaluesinthedrop-down box include any accountsyou’ ve added
to the NN-ISR database.
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Column Sorting
Tool

Download Tool

Downloading a Single
Recording File

4. Inthetext box (on the upper-right of the page), enter the route pattern for which to

search. Thisfield does not support partial matches.

5. Click Sear ch to perform the search based on the criteriayou specified. All matching
routes display in the routes list.

In the NN-ISR Dashboard, you can sort the list of recordingsin ascending or descending
order by clicking the column heading.

Hecordngs | Reporm farttag [ Wecurm g 0 -

To sort therecording data in the recording list:

¢ Click any of the column headingsto sort that column in ascending or descending
order.

The Up Arrow iconindicates the column is currently in ascending order. The
Down Arrow iconindicates the column isin descending order.

Y ou can download a single specific recording file for playing immediately, or save the
recording (.wav file) to a storage location on your PC to listen to later. Y ou can also
download the metadata for all recordingsin the recording list to a CSV file on your PC.

Y ou can download a single recording file to play immediately, or save the recording to
your PC to play later.

To download a singlerecording file:

1. Click Recordings (or Find Recor dings on the Home page). The recordings list
displays.
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2. Select arecording and click the Download icon for that recording. The following

dialog box displays.
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Thisisgoing to be the name of thefile and is not consistent. The NN-ISR stores the
filein atemporary folder on your computer.

3. Click “Open with” and select the application for which to play the .wav recording
file
or
Click “Save File’ to save the .wav recording file to alocation on your PC for
listening to later.

Note: If you click the Download icon more than once for the same
recording, additional copies of the same file are saved, appending a
numerical digit to the file name. For example:
“rss_g711-24-1841@172.30.58.237.(1)wav’,

“rss g711-24-1841@172.30.58.237(2).wav”,
“rss_g711-24-1841@172.30.58.237(3).wav”, €tc.

4. Click OK. Your browser immediately opens and playsthe .wav file, or downloadsit
to your PC for listening later.

Downloading a Y ou can download the metadata for up to 10,000 recordings from the local NN-ISR
CR:g(\:/olr:dII ng Listto a database, to acomma separated value (CSV) file (< filename>.csv), and then open thefile
ile

for viewing using an application that recognizes the CSV format (i.e., Notepad®,
Microsoft® Excel, etc.). Theresulting file contains the details of each recording (not the
actual audio recording).

Note: Thisfeature limitsthe download to 10,000 recordings. Therefore, if
the Recordings List exceeds 10,000 recordings, you must perform a search
to create alist of results containing less then 10,000 recordings before
downloading to aCSV file.

Todownload arecording list’s metadatato a CSV file:

1. OntheRecordings page, click Download as CSV fileto download the current list of
recordingsto aCSV file.

2. IncludeDetails—Place acheckmark in the check box to include all details about the
recording in the CSV file.

Note: If you click Download as CSV file without checking the Include
Details box, the NN-I1SR Dashboard only downloadstheinformation in the
columns that currently display in the recordingslist. If you place a
checkmark in the Include Details box, the NN-I1SR Dashboard includes all
column attribute information not listed in the current recording list.
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The following dialog box displays.
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The NN-1SR automatically provides afilename of “recordingResults.csv”’ and stores
the filein atemporary folder on your computer.

Click Open with and select the application for which to open the resulting CSV file.
or
Click Save Fileto save the CSV fileto your PC.

Note: If you choose Save File, and you click Download as CSV file more
than once, each time the NN-I1SR generatesa CSV file, it appends a
numerical digit to the file name. For example:

“recordingResults(1).csv”

“recordingResults(2).csv”

“recordingResults(3).csv”

Click OK. The CSV file opens with the application you specified, or saves the file
to your PC for viewing later.

Example CSV file with recordings and no detail specified

3 11-IEL@IT0 0 207 IOVAIITT2 120528 nipp g7 ¥ n
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Example CSV filewith recordings and detail specified
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The following table identifies the columns that can display in the CSV file.

Column Heading

To

Time

Session ID

Rating

RSS Ingress Call ID

RSS Egress Call ID

Notes

Hours

From

File Name
Duration

Custom Fields 1- 4

Completed

Agent ID

Description

Specifies the To SIP URI. This is the URI from where the call session
was coming.

Specifies the starting GMT time and date of the recording in the
format MM/DD/YY HH:M:SS, respectively.

Note: In the date format, M = month, D = day, and Y = year.
In the time format, H = hours, M = minutes, S = seconds.

Specifies the Session ID assigned to the incoming call. Format is
specified as x-isr-ucid-<session id>@<local host>.

Specifies the score assigned to a recording by a reviewer and can be
assigned as needed by your organization. Scoring is based on 1 to 5
stars.

Specifies the call ID assigned by the RSS to the incoming call.

Specifies the call ID assigned by the RSS to the outgoing leg of the
call (pass-thru mode only).

Specific notes, if any, entered by users through the dashboard.

Specifies the length of time, in hours, a user spent reviewing,
transcribing, and commenting on the recording.

Specifies the From SIP URI. This is the URI from where the call session
was coming.

Specifies the name of the recording file.
Specifies the length of the recording (in milliseconds).

Specifies a unique set of meta-data associated with the recording
(i.e., Transaction ID, Account Number, Unique Call ID).

Specifies whether or not this recording resulted in a complete
transaction, added by the dashboard user.

Specifies the ID of the Agent answering the call.
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Import Tool The NN-ISR alows administrators to specify account and/or route parametersin a

(for Super User and commaseparated value (CSV) file, save thefile, and then import the information into the
Account Administrators NN-ISR database using the NN-ISR Dashboard. An administrator can use any
only) application that can saveto a CSV file (i.e., Microsoft® Excel, Notepad®, etc.) when

inputting the account and/or route information into thefile.
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3 Managing Realms/Accounts

Introduction

This chapter introduces the functions available to the Administrator in the NN-ISR
Dashboard. It also includes information about adding, editing, and deleting realms and
accounts from the NN-1SR database.

Administrator Menu

The NN-ISR Dashboard provides a menu that allows Administrators to manage realms,
accounts, routes, users, sites, authorization services, and live ons on the NN-ISR.
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Thismenu displaysfor aSuper User, Account Administrator, and a Tenant Administrator

only. However, the Admin menu islimited for the Account Administrator and the Tenant
Administrator.

The following table describes the Administrator features available for each level of
administrator.
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Administrator Menu by User Level

Superuser

Manage Realms

Manage Accounts

Manage Routes

Account Administrator

Manage Realms

Manage Accounts

Manage Routes

Tenant Administrator

N/A

Manage Accounts
(own accounts only)

Manage Routes
(own routes only)

Manage Realms

= Manage Recording Manage Recording N/A
Format Profiles Format Profiles
= Manage Authorization Manage Authorization N/A
Services Services
= Manage Users = Manage Users = Manage Users
(Account Admin, Tenant (Tenant Admin and Tenant User
Admin, and Tenant User only)
only)
= Manage Security = Manage Security = N/A
Settings Settings
= Manage Sites = Manage Sites = N/A
= Live Sessions = Live Sessions = N/A

The following paragraph provides information and procedures for adding, editing, and
deleting arealm(s).

How Realm-based
Recording Works

A realmisalogica way of identifying adomain, anetwork, a collection of networks, or
aset of addresses. Realms are used when a Net-Net SBC communicates with multiple
network elements over a shared intermediate connection. Realms allow for flowsto pass
through a connection point between two networks.

From an external perspective, arealmis a collection of systems that generates realtime
interactive communication sessions comprised of signaling messages and media flows,
or agroup of multiple networks containing these systems.

From an internal perspective, arealm is associated with Net-Net SBC configurations to
defineinterfaces and resourcesin alogica way. Realms are used to support policies that
control the collection of systems or networks that generate media sessions.

In the NN-1SR Dashboard, an Administrator can now add, edit, and delete realms using
the“Manage Realms” option on the Admin Menu. After adding arealm, you can then
associate an account to that realm. An account can have multiple associated realmsand a
realm can have multiple associated accounts.

Note: The configured realm must already exist in the Net-Net SBC before
adding it to the NN-I1SR.

The NN-ISR performs recording affiliation and route-matching based on the configured
route pattern and the associated realm. The NN-ISR only inspects incoming SIPREC
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INVITEsfor theinclusion of arealm label within the SIPREC extension data. If arealm
label exists, it isused to search any configured routes associated with an account(s) in the
matching realm. The RSS looks for a To/From match (similar to the way lookups are
performed) in the realm's configured accounts and routes.

Thefollowing flow diagram illustrates how the NN-1SR perform realm-based recording.

Realm
information
present?

A 4
Normal To/From
route matching,

excluding accounts

with realm
configuration

configuration?

.

Match To/
From within No
Realm’s
Accounts

rve: No——

\ 4 A 4

Proceed using Rejection: 404/Not
matching Route Found
configuration

When adding arealm, the NN-ISR checks for awildcard “%" character in the “Realm
Label”. If thewildcard exists, an error message displays. If awildcard does not exist, the
realm is added.

Deleting arealm removes al associations to accounts in the NN-I1SR database. The NN-
ISR compares the del eted routes of the realm with the routes not in arealm. If there are
routes of the same type and pattern in both locations, an error displays and the delete
function fails.

In Realm edit view, the associated account(s) in the realm display. In the Accounts edit
view, the realm(s) associated with the account display only after adding an associated
realm(s) to the NN-ISR.

The following rules apply when associating an account(s) to a realm:

¢ You can associate multiple accounts to asingle realm. Routes created on these
accounts must have unique route patterns across the related accounts.

¢ Wildcard routes:

e aretreated like normal 'pattern’ routes. They are unigque across realms and
accounts.

e can have any priority.
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» if set with ahigher priority than a'distinct' route, the Dashboard displays a
warning that the user is about to set awildcard route higher than the list of lower
priority routes, and prompts the user to confirm whether or not to continue.

e You cannot configure wildcard realms.

*  Associating arealm with an account(s) is optional. Routes created across accounts
with no realms must be unique. This allows the NN-ISR to support legacy (non-
SIPREC) installations, as well as maintain compatibility with other SIPREC
compliant Session Recording Clients (SRCs).

Use the M anage Realms option on the Admin page to manage Realms.
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The following table describes the columns on the Realms page.

Column

Description

Label

Description

]
@

Label name assigned to the Realm.
Description of the Realm.

Displays details about a Realm and allows you to edit the details if
required.

Deletes the Realm.
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Adding a Realm Y ou can add arealm to the NN-ISR database using the New Realm link on the Realm
page. Y ou can then associate an account to that realm.

Toadd arealm:

1. After logging into the NN-ISR Dashboard, click Admin in the main menu (or Edit
System Configur ations on the Home page).

2. Click Manage Realms. The Realms page displays.

o
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3. Click New Realm. The following dialog box displays.

4. L abel—Enter the name of the realm to add to the NN-1SR database. Valid valuesare
alpha-numeric characters.

5. Realm Description—(optional)Enter a description for the realm you are adding.
Valid values are alpha-numeric characters.

6. Click Create. The realm you added displays in the Realms page.

o
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Associating an Y ou can associate an account to any realm that existsin the NN-I1SR database.

Account to a Realm )
To associate an account to arealm:
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1. OntheReamspage, select arealm and click the Detailsicon. The Edit Realm dialog
box displays.
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2. Click Realm Accountsto expand the realms page.

3. Select an Account to add—Select an account from the drop-down box and click the
Add icon. The following prompt displays.
“Are you sure you want to add this account?”

4. To add the account to the realm, click Yes, Continue.
or
To cancel the add function, click the X in the upper-right corner of the prompt box.

If you add an account, the account information displays in the “Realm Accounts’
page. All routes associated with the account also display inthe“ Realm Routes” page.
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Y ou can edit these routesif required. For more information about editing routes, see
Configuring/Editing Details of a Route.

Editing a Realm Y ou can edit the realm label and description if required.
Toedit arealm:
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1. Onthe Realm list page, select aream and click the Detailsicon. The Edit Realm

dialog box displays.
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2. Label—Edit the name of the realm. Valid values are alpha-numeric characters.

3. Realm Description—Edit the description of the realm. Valid values are alpha-
numeric characters.

4. Click Update. The following message displays when an updated is successful.
“Applied updated successfully”.

Deleting a Realm Y ou can delete arealm if required.
Todeletearealm:

1. Onthe Ream list page, select arealm and click the Deleteicon.
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The following message displays:

“Are you sure you want to delete this Realm?”

2. Click Continueto delete the selected realm.
or
Click the X in the upper right corner of the box to cancel the delete function.

If you clicked Continue, the Realm del etes from the NN-1SR database and from the
Realm list page.
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Manage Accounts

Use the Manage Accounts on the Admin Menu of the NN-1SR Dashboard to manage
accounts in the NN-I1SR network.

The Accounts page in the NN-1SR Dashboard allows you to add new Account(s) and
configure account parameters. This function also alows you to view, edit, and delete
existing Accounts on the NN-ISR.

For each account, you can configure account branding and configure route defaults. Y ou
can configure multiple accounts (supports multi-tenancy) if required, and assign specific
users or edit user parameters for each account.

Note: A default “ System” Account exists under the Accounts page and
should not be renamed or del eted. Thisaccount includesall usersand routes
configured on the NN-I1SR. Users assigned as Super Users and Account
Administrators can edit the System Account. For more information about
users, see Chapter 6, Managing Users.

Y ou can also use other applications (i.e., Microsoft® Excel, Notepad®) to specify the
parameters for an account, and then import the contents of the file into the NN-ISR
Dashboard.
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The following table describes the columns on the Accounts page.

Column

Name

Description
Number of Routes

Record

Total Sessions

Description

Name of the account.
Description of the account.
Number of routes configured for the account.

Identifies whether or not recording is enabled or disabled on the
account.

.;;. Recording is enabled.
3¢ Recording is disabled.

Total number of available sessions currently allowed for this account.

Displays details for the account and allows you to edit the details.

4
(=] Deletes the account.
Adding an Y ou can add an account(s) in the NN-I1 SR Dashboard using the New Account link onthe
Account Accounts Page. After adding an account, the settings are applied as the default settings
for all routes under that account.
Note: You can create an account using any application that can saveto a
comma separated value (CSV) file (i.e., Microsoft® Excel, Notepad®,
etc.). Using the NN-1SR Dashboard, you can then import the account
information from the file (<filename>.csv) to the NN-ISR database.
For more information about importing account information into the NN-ISR database,
see Chapter2, Importing an Account CSV File.
Note: Only a Superuser and Account Administrator can add new accounts.
To add an account:
1. After logging into the NN-1SR Dashboard, click Admin in the main menu (or Edit
System Configur ations on the Home page).
2. Click Manage Accounts. The Accounts page displays.
oo
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3. Click New Account. The following dialog box displays.
T —
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4. Account Name—Enter an account name for this account. Valid values are alpha
numeric characters.

5. Account Description—Enter adescription for this account. Valid values are al pha-
numeric characters.

6. Account Miscellaneous—(optional)Enter any miscellaneous notes about the
account. Vaid values are alpha-numeric characters.

7. Recording is—Select whether or not to enable recordings on this account. Valid

values are:
» Enabled (default)
* Disabled

8. Max Sessions Limit—Enter the maximum number of call recording sessions
simultaneously available for routes to use on this account. When the maximum
session capacity isreached across all routes on the account, arecording may indicate
to the caler that all lines are busy and to call back at another time.Valid values are:

e 110999999999 (must indicate total number of licensed sessions)
e -lindicatesno limit (default)

Note:

« After you create an account, you can a so set the number of additional ports
availablefor routesto use (Additional Burst Ports) after the maximum number of
ports have been used up. For more information about setting Additional Burst
Ports, see Account Route Defaults.

* The Session Limit for New Account data and the Additional Burst Session data
are shown separately in Recording Usage Reports and are subject to your
licensing agreement.

9. Click Createto create the new account. The new account displays on the Accounts
page.

Configuring/ Superusers and Account Administrators can configure or edit the details for any of the
Editing Details for accounts on the Accounts page. Tenant Administrators can configure or edit the details
an Account for their own accounts only.

After selecting an account on the Accounts page, you can perform the following:
«  Edit genera account information

«  Configure or edit branding features to the account

e Configure or edit account route defaults

*  View the routes associated with the account (if any)
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Edit General Account Y ou can edit the general information for an account when required.

Information ) ) )
To edit the general account information:

On the Admin page, click Manage Accounts. The Accounts page displays.
2. Select an account from the list and click the Detailsicon. The following dialog box

displays.
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Account Name—Edit the account name. Valid values are alpha-numeric characters.

Account Description—Edit the description for this account. Valid values are alpha-
numeric characters.

5. Account Miscellaneous—(optional)Edit any miscellaneous notes about the
account. Valid values are a pha-numeric characters.

6. Recordingis—Select whether or not to enable recordings on this account. Valid

values are;
« Enabled (default)
* Disabled

7. Max Session Limit—Edit the maximum number of call recording sessions
simultaneously available for routes to use on this account. When the maximum
session capacity isreached across all routes on the account, arecording may indicate
tothe caler that al lines are busy and to call back at another time.Valid values are:

e 110999999999 (must indicate total number of licensed sessions)
e -lindicates no limit (default)

Note:

«  Themaximum session limits for an Account are subject to your licensing
agreement.

» After you create an account, you can set the “ Additional Burst Sessions”
available for routesto use after the maximum number of sessions have been used
up. For more information about setting Additional Burst Ports, see Route
Capacity Defaults.

« Themaximum session limit and the available burst session dataisincluded inthe
Usage and Billing Reports. For more information about generating reports, see
Chapter 10, Managing Reports.
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8. Click Update to save the changes to the account.

Account Branding Y ou can customize the NN-ISR Dashboard for each account if required, using the
Account Branding feature. Branding the NN-1SR Dashboard includes’

e customizing the Dashboard’ s header and footer color.

« gpecifying alogo to display for each account.
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To apply branding to an account:

1. Onthe Admin page, click Manage Accounts.
2. Select an account from the Accounts page and click the Detailsicon for that account.
3. Click Account Branding to expand the branding information.

L R e L
o A outy [ e e e

4. Inthe Header/Footer Color field, click on | and select the company color to
apply to the Header and Footer, as well as all the button names in the NN-ISR
Dashboard. Or enter the Company’ s color code, in Hex format, in the text box. For
example, #F4ABO0.

5. Logo—Enter the file name of the Company logo you want to apply to the header of
all the screensin the NN-1SR Dashboard. If required, you can specify the path name
where the fileis currently stored. For example, images/Company.png.
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Admin Help—Enter any help information that you want to display

when an Administrator clicks the Help icon from any pagein the NN-ISR
Dashboard. Valid values are a pha-numeric text characters or HTML code. For
example:

“For help or support, contact ABC, Inc. via support@abc.com”.
The default message in the NN-ISR is:
“ Online Support is available for this product.

For questions and problems that cannot be answered by our documentation, please
open a ticket through the Acme Packet Support Portal:
https: //support.acmepacket.com” .

Note: Inthe“AdminHelp” and “User Help” fields, you can resize the text
box as required by right-clicking and holding your mouse button on the
bottom-right corner of the box, and dragging it to the size you require.

User Help—Enter any help information that you want to display when aUser clicks
the Help icon from any page in the NN-ISR Dashboard. Valid values are al pha-
numeric text characters or HTML code. For example:

“For help or support, contact ABC, Inc. via support@abc.com”.
The default message in the NN-ISR is:
“ Online Support is available for this product.

For questions and problems that cannot be answered by our documentation, please
open a ticket through the Acme Packet Support Portal:
https: //support.acmepacket.com” .

Click Preview to verify the color and logo changes before saving.

Click Update to save the changes. The color and logo you specify display on the
screens in the NN-ISR Dashboard. The following screen illustrates the branding
configuration.
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Account Route
Defaults

¢ Recording Defaults

The Account Route Defaults on the Accounts page is applied as the default settings for
al routes under the selected account. This page alows you to configure:
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Recording Defaults

Recording Editing Permissions
Announcement and Recurring Beep Defaults
Conference Mode Defaults

¢ Record and Save Mode Defaults
¢ Custom Data Defaults
*  Route Capacity Defaults
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Therecording defaults alow you to specify whether or not recording is enabled for the
route on the account. Y ou can also specify the Route mode to use for the recording, the
percent of recordings allowed, and the recording format.
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To configure recording defaults:

1. Onthe Admin page, click Manage Accounts.

2. Select an account from the Accounts page and click the Detailsicon for that account.

3. Click Account Route Defaults to expand the route default information.
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Recording Editing
Permissions

4, Route Mode—Select the type of recording you want this account to perform by

default. Valid values are:

e Default Pass-Through ~ The NN-ISR operates between the incoming
Public Service Telephone Network (PSTN)/SIP
Gateway and the Private Branch Exchange (PBX)
Interactive Voice Response (IVR), and handles
incoming SIP INVITEs by forwarding them on to
the PBX/IVR for processing.

e Conference (default) The NN-ISR operates as a SIP User Agent Client
(UAC). Onceinvited in this mode, the NN-ISR
"listens’ tothe call audio bridged toit, and isavailable
for recording at any time.

¢ Record and Save The NN-ISR records calls and only saves them if the
Record and Save on DTMF key (see Record and Save
Mode Defaults) is pressed by one of the parties on the
cal. If no key is pressed, therecording is
automatically discarded. When you select this option,
the Per cent to Record, Route Can Record, and
Default Recording State parameters become grayed-
out.

Call Parking The NN-ISR parks the call after the caller listensto a
recorded announcement. When aline becomes
availabletotakethecall, the NN-ISR forwardsthe call
to the appropriate destination.

« VAM SIP Test This method is used for testing purposes only.

Note: Choosing the correct application typeiscritical to the NN-ISR
performance.

5. Route Can Record—Select whether or not calls on this route are recorded. Valid
values are:
e Yes(default) - Recording is enabled for al calls on thisroute.
* No - Recording is disabled for all calls on this route.
Use thisfield to enable/disable recordings on a specific route.

6. Percent to Recor d—Specify avalue for the percentage of calls to record on this
route. Default is 25. Valid values are;

 0to100

7. AlwaysRecord As Raw RTP—Select Y es when multiple transmission codecs are
present in asession. If set to No with multiple transmission codecs present in a
session, the NN-1SR does not record the call properly.

8. Recording Format Profile—Select therecording format profile you want to assign
to this account. The default value is Use System Account’s Profile.

Recordingsin the NN-I1SR Administrator Dashboard have specific metadatainformation
that is stored with the actual recording. Some of this information includes Agent ID,
rating, notes, and whether or not the recording was completed. (For more information
about recordings, see Viewing, Editing, and Playing Recordings.

The Recording Editing Permissions allows an administrator to assign permissions to
users for editing this metadata information related to recordings. If enabled, all usersfor
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the current account can edit therecording information. If disabled, all usersfor the current
account cannot edit recording information. Default is enabled.

Y ou specify whether or not usersfor an account can edit recording information by setting
the Recor ding Editing Per missions parameters.

| Feciordeng F iy 1w s
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To set recording editing permissions:

nilallajla

1. Allow Editing of Agent | D?—Select whether or not you want usersfor thisroute to
edit the Agent ID for arecording. Valid values are:

¢ Yes- Allow editing of Agent ID for arecording.
* No (default) - Prevent editing of Agent ID for arecording.

2. Allow Editing of Rating?—Select whether or not you want users for this route to
edit the Rating assigned to arecording. Valid values are:

* Yes- Allow editing of rating for arecording.
* No (default) - Prevent editing of rating for arecording.

3. Allow Editing of Completed Transaction?—Select whether or not you want users
for thisroute to edit arecording transaction that has been completed. Valid values
are;

e Yes- Allow editing of completed transaction information for a recording.

* No (default) - Prevent editing of completed transaction information for a
recording.

4. Allow Editing of Notes?—Sel ect whether or not you want usersfor thisrouteto edit
the Notes specified for arecording. Valid values are:

e Yes- Allows editing of notes specified for arecording.
« No (default) - Prevent editing of notes specified for arecording.

Announcement and A recurring beep isan audio tonethat is played during therecording of acall that indicates
geg u flftl ng Beep the call is being recorded. Y ou can use the default beep tone or you can use a customized
efaults

beep tone. Y ou can aso specify the duration between each beep tone.
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To configure announcements and recurring beep defaults:

1. Announcement?—Select whether or not an audio announcement is played for this
route before the caller is directed to their end destination (for example, “ Your call
will be monitored or recorded.”) Valid values are;

* Yes- Allows announcement to play before call is redirected to destination.

« No (default) - Prevents announcement from playing before call is redirected to
destination.
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Conference Mode
Defaults

Record and Save Mode
Defaults

2. Announce Audio File—(optional)Enter the URL wherethefileislocated, that you
want to use as the default announcement file to play for all callsto thisaccount. The
filename must have a“.wav’ extension (for example, announcement.wav) AND
must be in 8 bit 8kHz ulaw format to guarantee proper playback.

Note: If providing a custom announce audio file, the file must be an
8-hit 8kHz .wav file, and be placed in your NN-ISR install directory
(/cxc_common/ISR/Cache).

3. Beep During Recor ding?—(optional ) Sel ect whether or not an audio toneis played
during the recording of a call on arecurring basisto indicate the call isbeing
recorded. Valid values are;

e Yes- Allows an audio tone to play during the recording of a call on arecurring
basis as the call is recorded.

« No (default) - Prevents an audio tone from playing during the recording of acall.

4. Beep Audio File—(optional) Whenthe Beep During Recor ding?fieldissetto Yes,
Enter the name of thefilethat contains acustomized audio tonethat you want to play
during the recording of a call on arecurring basisto indicate the call isbeing
recorded. The filename must have a“.wav’ extension (for example, beep.wav).
Default is beep.wav.

Note: If providing acustom audio tone, thefile must be an 8-bit 8kHz .wav
file and be placed in your NN-ISR install directory
(/cxe_common/I SR/Cache).

5. Beep Interval—(optional) When the Beep During Recording? field isset to Yes,
specify the amount of time, in seconds, between each recurring beep tone. Default is
30. Valid values are:

e 1through 9999

Y ou can set specific parameters on the NN-I1SR to apply to recordings when using the
conference mode method.

Conber e e Dleda [ Bty

To set the conference mode default:

1. Terminate on DTM F?—Select whether or not a recording should stop when a
Dual-tone Multi-frequency (DTMF) (keypress) is received. Valid values are:
* Yes- Allows arecording to stop when aDTMF toneis received.
* No (default) - Preventsarecording from stopping when aDTMF toneisreceived.

2. Play Beep Befor e Recor d?—Select whether or not an audio tone playsto alert the
caller that arecording is about to start. Valid values are;

* Yes- Allowsan audio tone to play to alert the caller that arecording is starting.

* No (default) - Prevents an audio tone from playing before a recording starts.

When the Route M odeis set to Recor d and Save (see Recording Defaults), you can set
the DTMF key that indicates the recording is to be saved. If any other key is pressed, or
no key pressis received, the recording is discarded.

i Srecard amsd Lve Mo (lntmsty
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Note: The Route M ode parameter MUST be set to Record and Saveto

enable this Record and Save on DTMF parameter.

To set therecord and save mode defaults:

¢ Record and Save on DTM F—Select the type of keypress that allows the caller to
savetheir recording from their phone’ s keypad. This parameter allowsyou to assign
aspecific DTMF key (keypress), that when pressed by the caller, storesthe recording
at their location. The value disable dtmf disablesthisfeature. Valid values are:

e dtmf-pound # (default) e dtmf-5

o dtmf-star * e dtmf-6

o dtmf-0 e dtmf-7

e dtmf-1 e dtmf-8

o dtmf-2 e dtmf-9

o dtmf-3 o dtmf-disabled
e dtmf-4

Custom Data Defaults For routes associated with an account, you can specify up to four (4) elements of datathat

aUser or Developer can tag to arecording using the NN-ISR VXML or REST APIs.
Alternatively, these fields can be populated manually by Dashboard users.

For example, if acaller callsinto the IVR and enters an account number and electsto
transfer to billing because of ahilling question, a Developer can invoke the APIs to add
two elements (account number and reason for inquiry) to the Custom Data Default
fields. These elements are then added to the recording index.

Y ou can set the custom data el ementsto always be used on a specific account, or you can
allow Administrators to define their own elements as required.

| Camrdmm fsts Detwss

To set custom data defaults:

1. ThisAccount’sRouteswill—(optional) Select how you want the custom datafields
to be handled by the NN-ISR on routes for this account. Valid values are:

use these as defaults. - Theinformation in the “Display Label” and “ AP
Variable” fields are used as the defaults for custom data on al routes for this
account. These defaults can be customized on a route-by-route basis.

always use the following. - The information in the “ Display Label” and “API
Variable” fieldsare awaysused for custom dataon all routesfor thisaccount and

cannot be changed.
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Route Capacity
Defaults

The ability to set or change these options are dependant on your Administrator level.

THEN

you are a Super Useror  you CAN set/change the “This Account’s Routes will:” field for all
Account Administrator ~ accounts.

you CAN specify/change the “Display Label” and “API Variable” for all

accounts.
you are a Tenant you CANNOT set/change the “This Account’s Routes will:” field for your
Administrator own accounts

2.

you CAN specify/change the “Display Label” and “API Variable” for your
own accounts.

Display L abel—(Optional) Enter the custom datalabel you want the route to use to
identify custom data stored in thisfield. For example, enter “Billing” asalabel to
identify the route used for Billing. Valid values are a pha-numeric characters.

API Variable—(Optional) Enter the variable that the API uses to identify the
“Display Label” field. The API variable must match the name passed inthe API. For
example, if the Display Label is“Billing”, enter the API variable asbilling. If the
Display Label is“Account Number”, enter the API variable as accounthnumber.
Valid values are alpha-numeric characters.

(optional) For the remaining Display L abel fieldsand API Variable fields, repeat
steps 2 and 3. Y ou can specify up to 4 display labels and API variables.

The NN-ISR allows you to set the maximum number of sessions available for the current
account. When the maximum session capacity isreached across all routes on the account,
arecording may indicate to the caller that al lines are busy and to call back at another
time.

Y ou can also set the number of additional call recording sessions available for routesto
use after the maximum number of sessions has been depleted. The additional burst
sessions are used ONLY when the maximum session capacity is reached.

P |y iy ey

Max Number of Sessions—(Optional) Enter the maximum number of sessionsto
assign to the current route that can be used for call recording. Default is 24. Vaid
values are:

e -11t0999999999 (must indicate total number of licensed sessions)
e -lindicatesno limit (default)

Note:

* The maximum session limits for an Account are subject to your licensing
agreement.

¢ Themaximum session limit datais included in the Usage and Billing Reports.
For more information about generating reports, see Chapter 10, Managing
Reports.

Additional Burst Sessions—(Optional) Enter the number of additional call
recording sessions available for the current account to use after the maximum
number of sessions has been depleted. Default is 6. Valid values are:
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e -110999999999 (must indicate total number of licensed sessions)

e -lindicates no limit (default)

Note:

» Theadditional burst session limits for an Account are subject to your licensing
agreement.

e Theadditional burst session dataisincluded in the Usage and Billing Reports.
For more information about generating reports, see Chapter 10, Managing
Reports.

3. Click Updateto save the default route parameters. The Accounts page displays.

Deleting an Y ou can delete accounts in the NN-ISR Dashboard as required.
Account

Note: The System account isthe default account in the Dashboard and
cannot be deleted.

To delete an account:

On the Admin page, click Manage Accounts.

Select an account from the Accounts page and click the Deleteicon for that account.

Click this gmbal to
. . R — T

delete an spcount
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The following message and prompt displays.

“Deleting this account will delete all recordings, routes, and user types associated
with it!
Are you sure you want to delete this account?”

3. Click OK to continue and delete the account and all associated recordings, routes,
and user types.
or
Click Cancel to cancel the delete function.

Warning: Once you delete an account, it cannot
be recovered. All routes, users, and recordings
associated with the account are lost.
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Importing an
Account CSV File

Y ou can define accountsin a CSV file and import the data from the file into the
NN-ISR database.

Toimport account information from a CSV file:

1. Using any application that can saveto aCSV file, create afile that contains the
parameters required for creating an account.

Notes:

« Boolean (yes/no) values must be entered using O (yes or enabled) and/or 1 (false
or disabled).

« All parameters must be entered with no spaces (use underscores instead of
spaces).

The following table provides the parameters you must enter in the CSV file.
Parameters must be entered in the same order presented below.

Parameter Heading Valid Values

account_name alpha-numeric characters

account_description alpha-numeric characters
account_misc alpha-numeric characters
percent_to_record 0to 100
recording_enabled o1

recorder_state

o
=

default_recording_type None: Account or System default (default)
WAVE Linear/8bit/8KHz stereo
WAVE Linear/16bit/8KHz stereo
WAVE Linear/8bit/8KHz mono
WAVE Linear/16bit/8KHz mono
WAVE uLaw 8bit/8Khz stereo
WAVE alLaw 8bit/8Khz stereo
WAVE uLaw 8bit/8Khz mono
WAVE alLaw 8bit/8Khz mono

10 Raw uLaw 8bit/8Khz mono

11 Raw aLaw 8bit/8Khz mono

12 Raw PCM 8bit/8KHz mono

13 WAVE ADPCM 4bit/8KHz mono
14 WAVE ADPCM 8hbit/8KHz stereo

©oO~NOU~WNLPRE

agent_id_editable_flag 01
rating_editable_flag 01
completed_editable_flag 01
notes_editable_flag 01
announce_enabled o1

default_announce_audio_text
custom_data_1_name
custom_data_1_friendly_name

custom_data_1_editable_flag

alpha-numeric characters
alpha-numeric characters
alpha-numeric characters

01
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custom_data_2_name alpha-numeric characters

custom_data_2_friendly_name alpha-numeric characters
custom_data_2_editable_flag 01
custom_data_3_name alpha-numeric characters
custom_data_3_friendly_name alpha-numeric characters
custom_data_3_editable_flag 01
custom_data_4 _name alpha-numeric characters
custom_data_4_friendly_name alpha-numeric characters
custom_data_4_editable_flag 01
application pass_through
conference
record_and_save
call_parking
vam_sip_test
maximum number of ports digits (-1 for no limit)
number_of_burst_ports digits (-1 for no limit)
acct_port_limit digits

Example Filewith Parametersand Values
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Savethe file as a <filename>.csv file (for example, AccountB.csv).
Login to the NN-ISR Dashboard.
Click Admin inthe main menu (or Edit System Configur ations on the Home page).

o w D

Click Manage Accounts. The Accounts page displays.
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6. Click Import. Thefollowing dialog box displays.

micad Lavmes

7. CSV Fileto Upload—Enter the name of the account CSV file you want to import
into the NN-ISR database. Valid values are al pha-numeric characters. For example,
Accountl.csv.

Note: To find thefile stored on your PC, click <Browse>, navigate to the
file you want to upload, and click on the file to automatically populate the
text field with the name of thefile.

8. Click Upload to upload the account CSV file to the NN-ISR database.

Note: The new accounts are added to your Accounts page and displaysthe
values that correspond to the values you specified in the CSV file.

The dashboard also provides guidelinesfor creating your fileand aworking sample. Click
on Guidelines to display the parameter names you can usein a CSV file when creating

an account.
¥ Pl e Liphand e |
et

Click on SampleFile, and then click on accounts.csv to download an example of an
accounts CSV file you can use as aguideline.
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4 Managing Routes

Introduction

This chapter describes how to manage Routes in your NN-I1SR network. Y ou can add,
edit, and delete routes for accounts as required. Y ou can also assign a route to a Route
Group(s).

Manage Routes

Usethe M anage Routes on the Admin Menu of the NN-I SR Dashboard to manage routes
in the NN-ISR network.

A route on the NN-ISR defines the parameters to evaluate and invoke recording, as well
astherecording rulesto apply for all callsreceived by the NN-ISR. Y ou can set aspecific
account to have one route or multiple routes, depending on the subscriber’ s business
reguirements.

Note:

« If you make changes to a route associated with an account, the changes apply to
that route only and do not affect other routes associated with the same account.

*  Super Usersand Account Administrators can add routes to all existing accounts.
Tenant Administrators can add routes to their own accounts only.

o
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Routes Page
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The following table describes the columns on the Routes page.

Column Description
Account Name of the Account associated with the route.
Type Specifies the type of route:

From - The incoming call’'s From SIP URI is compared with the value in
the Route Pattern field and must match.

To (default) - The incoming call’s To SIP URI is compared with the value
in the Route Pattern field and must match.

From/To - The incoming call’s From and To SIP URIs are compared
with the value in the Route Pattern field and both must match.

Pattern Specifies the value to match an incoming call's From, To or From/To
value, for applying the appropriate rules of the route and account.

Virtual Pattern Specifies the destination where the calls matching the route pattern
are forwarded once recording rules have been evaluated.

Record Identifies whether or not recording is enabled or disabled on the
account.

.@, Recording is enabled.
¥ Recording is disabled.

Percent to Record Percentage of calls that are allowed to be recorded on this route for
this account. Valid values are 0% to 100%.

Q Displays details for the route and allows you to edit the details.

(=) Deletes the route.
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Adding a Route

Y ou can add aroute or multiple routes to a specific account(s) using the New Route link
on the Routes page. When adding a new route to an account, by default, the parameters
on the Route page are defined from the focused account’s Account page details. For
example, if you are adding aroute to Account A (which aready exists with details
configured), by default, the new route takes on the configured details from Account A.

Note: You can create aroute using any application that can saveto a
comma separated value (CSV) file (i.e., Microsoft® Excel, Notepad®,
etc.). Using the NN-ISR Dashboard, you can then import the route
information from the file (<filename>.csv) to the NN-ISR database.

For more information about importing route information into the NN-I1SR database, see
Chapter2, Importing a Route CSV File.

Note: A Superuser and Account Administrator can add new routesto all
accounts. A Tenant Administrator can add new routesto their own accounts
only.

Use the following procedure to add a route and associate an account with that route.

To add aroute:

1. After logging into the NN-I1SR Dashboard, click Admin in the main menu (or Edit
System Configurations on the Home page).

2. Click Manage Routes. The Routes page displays.
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3. Click the New Routelink in the upper right corner of the page. Thefollowing dialog

box displays.
I s

Latem  w

4. Account—Select the account nameto associate with thisnew route. Valid valuesare

dependent on the accounts currently configured in the NN-ISR database, and the
User's permission level. The default is System.
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Note: Oncearouteisadded and assigned to an account, it cannot be
reassigned to other accounts. If you attempt to reassign a route to another
account, the following message displays:

“Another route with this pattern already exists.”

5. Route Type—Select the type of route to use for this account. Thisfield is used to
compare with the value in the “Route Pattern” field. Valid values are;

e From - Theincoming call’s From SIP URI is compared with the value in the
“Route Pattern” field and must match.

* To(default) - Theincoming call’s To SIP URI is compared with the valuein the
“Route Pattern” field and must match.

e From/To- Theincoming call’s From and To SIP URIs are compared with the
valuein the “Route Pattern” field and both must match.

6. Route Patter n—Specify theroute pattern to use for thisaccount. Thisfield isbased
on the “Route Type” selected in step 5 (the SIP URI that triggersthisrule set). Use
the route pattern value to match an incoming call's From, To or From/To value, and
apply the appropriate rules of the route and account. For examples of route patterns,
see Examples of Route Patterns.

7. Virtual Route Patter n—Clicking thisfield automatically updatesthefield with the
value from the Route Patter n field. To change this value, specify the virtual route
pattern to use for the current route. This value specifies the destination where the
calls matching the route pattern are forwarded once recording rules have been
evaluated. The Virtual Route Pattern is used in conjunction with the Session Agent
defined in Managing Stes. A full SIP URI can be provided to override this value.
Valid vauesfor thisfield area pha-numeric characters. For examplesof virtual route
patterns, see Examples of Route Patterns.

Note: UsetheVirtual RoutePattern field for applicationtypesof Default
Pass-Through and Record and Save routes only.

8. Routel abel—Enter anameto assign to thisroute. Theroutelabel replacesthe“To”
value for display so customers can switch the called number from the number given
by their service provider, to one more familiar to the users. Valid values are a pha-
numeric characters. The Route Label overrides the “From” value in the recordings
view.

9. RoutePriority—Select a priority to assign to this route. Routes with a higher
priority number are matched before routeswith alower priority number. Valid values
are 1 through 9. Default is5.

10. Click Create. The new route displays on the Routes page.

Examples of Route SIP INVITES arrive with the following information:

Patterns
To: user@hostname:port

From: user@hosthame: port

Y ou can create routes based on either the From value, the To value, or both, by
specifying only the user portion of the URI. The following are examples for setting
up route patterns.

Example 1. Y ou want to set up recording rules for calls that come in on a specific
800 number for your billing department, which are answered by aqueue at extension
4334,
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Since you are evaluating the address the call issent TO. Y ou need to know what To
value your 800 number mapsto in your telephony environment. Often, the To isthe
last 4 digits of the 800 number. To 1234 isthe number used in the following example
that the 800 number maps to.

a. Select the Account for which this route applies.
b. Select Route Type of To.

c. Set Route Pattern as 1234.

d. Set Virtual Route Pattern to 4334.

For callsthat arrive on To 1234, the NN-1SR applies the rules defined in this route,
and then forwards the caller to the value in the virtual route pattern field, extension
4334.

Example 2. Y ou have a high priority customer that you want to make sure gets
exceptional service. You know their primary phone number is (333) 555-1234 and
you want to be sure to record any call from that number and send that call to your
high priority queue at 5445.

Since you want to set the rules based on where the incoming call is coming FROM.
a. Select the Account for which this route applies.

b. Select Route Type of From.

c. Set Route Pattern as 3335551234.

d. Set Virtual Route Pattern to 5445 (high priority queue).

Example 3. Y our largest customer is disputing the number of support ticketsthey've
calledinto date, so you'd liketo start recording them for future reference. Y ou know
their main number is (866) 444-1234 and your customer service To value is 9988.
Y ou want to be sure to record any call from that number and send that call to your
high priority queue at 5445.

Since you're only interested in calls from a particular number made to your support
ling, thisisaFrom/To route.

a. Select the Account for which this route applies.
b. Select Route Type of From/To
c. Set Route Pattern as 8664441234/9988.

d. Set Virtual Route Pattern to 5445 (high priority queue). To override the outbound
Session Agent, use sip:5445@10.85.122.15:5060 which sends these calls out
their own Session Agent.

Example4. Y ouwant to set up general recording rulesfor all callsthat comeinwith
To numbers to your billing department, and forward them to a destination in your
network.

a. Select the Account for which this route applies.

b. Select Route Type of To.

c. Set Route Pattern as %.

The % (wild card) indicates matching of all To values on the incoming calls. Any

incoming call that matchesa To usesthe associated route to the call destination using
the Virtual Route Pattern of % To.
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Configuring/
Editing Details of a
Route

Edit General Route
Information

Note: Wild card routes aretypically set to alow priority in order to allow
other routes with the same route type to be matched.

Superusers and Account Administrators can configure or edit the details for any of the
routes on the Routes page. Tenant Administrators can configure or edit the details for
their own Routes only.

After selecting a Route on the Routes page, you can perform the following:

Edit genera Route information
Configure or edit advanced parameters for a Route

Upgrade to a Route Group

Note: The Route configuration is applied as the default settings for all
routes under the specified account.

Y ou can edit the general information for a route when required.

To edit the general route information:

1. Onthe Admin page, click Manage Routes. The Routes page displays.

2. Select aroute from the list and click the Details icon. The following dialog box

displays.
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Route Type—Edit the type of route to use for this account. Thisfield is used to
compare with the value in the Route Pattern field. Valid values are:

e From - Theincoming call’s From SIP URI is compared with the value in the
“Route Pattern” field and must match.

e To(default) - Theincoming call’s To SIP URI is compared with the valuein the
“Route Pattern” field and must match.

e From/To- Theincoming call’s From and To SIP URIs are compared with the
value in the “Route Pattern” field and both must match.

Route Patter n—Edit the route pattern to use for this account. Thisfield is based on
the “Route Type” selected in step 5 (the SIP URI that triggers thisrule set). Use the
route pattern value to match an incoming call's From, To or From/To value, and
apply the appropriate rules of the route and account. For examples of route patterns,
see Examples of Route Patterns.

Virtual Pattern—Clicking in thisfield automatically updates the field with the
value from the Route Patter n field. To change this value, specify the virtual route
pattern to use for the current route. This value specifies the destination where the
calls matching the route pattern are forwarded once recording rules have been
evaluated. The Virtual Route Pattern is used in conjunction with the Session Agent
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Route Advanced
Configurations

defined in Manage Sites. A full SIPURI can be provided to overridethisvalue. Valid
valuesfor thisfield are alpha-numeric characters. For examples of virtua route
patterns, see Examples of Route Patterns.

Note: UsetheVirtual Pattern field for application types of Default Pass-
Through and Record and Save routes only.

Route L abel—Edit the name of thisroute. The route label replacesthe “To” value
for display so customers can switch the called number from the number given by
their service provider, to one more familiar to the users. Valid values are al pha-
numeric characters. The Route Label overrides the “From” value in the recordings
view.

Route Priority—Edit the priority for this route. Routes with a higher priority
number are matched before routes with alower priority number. Valid valuesare 1
through 9. Default is 5.

Click Update to save the changes.

The Route Advanced Configurations on the Routes pageis applied as the default settings
for all routes under the specified account. This page allows you to configure:

Recording parameters

Recording Editing Permissions

Announcement and Recurring Beep parameters
Conference Mode parameters

Record and Save Mode parameters

Custom Data parameters

Capacity parameters

Archiving parameters
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Recording

Recording Editing
Permissions

Announcement and
Recurring Beep

Conference Mode

Record and Save Mode

Custom Data
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For information about configuring the Recor ding fields, see Recordings, starting at Step
4.

For information about configuring the Recording Editing Per missionsfields, see
Recording Editing Permissions.

For information about configuring the Announcement and Recurring Beep fields, see
Announcement and Recurring Beep.

For information about configuring the Confer ence M ode fields, see Conference Maode.

For information about configuring the Record and Save M ode fields, see Record and
Save Mode.

For routes associated with an account, you can specify up to four (4) elements of datathat
aUser or Developer can tag to arecording using the NN-ISR VXML or REST APIs.
Alternatively, these fields can be populated manually by Dashboard users.

For example, if acaller calsinto the VR and enters an account number and elects to
transfer to billing because of a billing question, a Developer can invoke the APIs to add
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Capacity

two elements (account number and reason for inquiry) to the “Custom Data Default”
fields. These elements are then added to the recording index.

Y ou can set the custom data el ementsto always be used on a specific account, or you can
alow Administrators to define their own elements as required.

i fern [ [ Mot

To set custom data defaults:
1. ThisAccount’sRouteswill—(optional) Select how you want the custom datafields
to be handled by the NN-ISR on routes for this account. Valid values are:

* usetheseasdefaults. - Theinformation in the “ Display Label” and “ AP
Variable” fields are used as the defaults for custom data on al routes for this
account. These defaults can be customized on a route-by-route basis.

» alwaysusethefollowing. - The information in the “Display Label” and “ API
Variable” fieldsare alwaysused for custom dataon all routesfor thisaccount and
cannot be changed.

The ability to set or change these options are dependant on your Administrator level.

IF THEN

you are a Super Useror  you CAN set/change the “This Account’s Routes will:” field for all
Account Administrator accounts.

you CAN specify/change the “Display Label” and “API Variable” for all

accounts.
you are a Tenant you CANNOT set/change the “This Account’s Routes will:” field for your
Administrator own accounts

you CAN specify/change the “Display Label” and “API Variable” for your
own accounts.

2. Display L abel—(optional) Enter the custom data label you want the route to use to
identify custom data stored in thisfield. For example, enter “Billing” asalabel to
identify the route used for Billing. Valid values are a pha-numeric characters.

3. API Variable—(optional) Enter the variable that the APl uses to identify the
“Display Label” field. The API variable must match the name passed in the API. For
example, if the Display Label is“Billing”, enter the APl variable asbilling. If the
Display Label is“Account Number”, enter the API variable as accountnumber.
Valid values are alpha-numeric characters.

4. Editableby Users—(optional) Select whether or not to allow the Display Label and
the API Variable to be edited by users. To prevent the field from being edited by
other users, select “No.” Valid values are:

* Yes- Allowsthe Display Label/API Variable fields to be edited.
* No (default) - Preventsthe Display Label/API Variable fields from being edited.

5. (optional) For the remaining Display L abel fieldsand API Variablefields, repeat
steps 2, 3, and 4. Y ou can specify up to 4 display labels and API variables.

For information about configuring the Capacity fields, see Capacity.
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Archiving

Upgrade to Route
Group

The NN-ISR allows you to specify the minimum number of daysto store the recordings
associated with aroute and account. The Recording and Storage Server (RSS) in the NN-
I SR manages the storage of the recordings.

Arshererg ‘

To set the minimum number daysto store recordings:

1. Minimum Storage Days—Specify the number of days you want the recordings for
thisroute and account to be stored by the RSSinthe NN-ISR database. Default is90.
Valid values are 0 to 365.

2. Click Updateto save the advanced route configuration.

A Route Group isagroup of routes for a specific account, with the same parameters that
are associated with the route in focus (Master Route). Y ou can add or delete multiple
routes to/from a Route Group as required. Adding routes to a Route Group ensures that
all of the routes in the group have the same rules as the Master Route. All routesin the
group must be of the same type (To, From, From/To).

To set up a Route Group, you must have a Master Route previously created with the
desired parameters (recording percentage, file formats, announcements, custom data
fields, etc.). To create aMaster Route, see Adding a Route.

Warning: All changes made to a Master Route apply
to al of the routesin the Route Group.

To add arouteto a Route Group:

Make sure you have a Master Route configured for an account.
On the Admin page, click Manage Routes. The Routes page displays.

Select aroute from the list to add to a Route Group, and click the Detailsicon. The
following dialog box displays.
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4. Click Upgradeto Route Group. The following dialog box displays.
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5. Pattern—Specify aroute pattern to use for thisroute. Thisfield is based on the
“Route Type” currently set for the Master Route. Usetheroute pattern valueto match
an incoming call's From, To or From/To and apply the appropriate rules of the route
and account.This member is added to the Route Group. Valid values are a pha-
numeric characters. For examples of route patterns, see Examples of Route Patterns.

6. Virtual Pattern—Specify the value of the destination where the calls matching the
route pattern are forwarded once recording rules have been evaluated. Thisvalue can
be aTo number. If you defined a Session Agent at Manage Sites, afull SIP URI can
override this number. Valid values for thisfield are alpha-numeric characters. For
example of route patterns, see Examples of Route Patterns.

Note: UsetheVirtual Pattern field for application types of Default Pass-
Through and Record and Save routes only.

7. Click Create to add the Route to the Route Group. The Routes page displays. A
Member Routes tab displays at the bottom of the Routes page.
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8. Add the current route to additional Route Groups if required by clicking New
Member Route and repeat Steps 5, 6, and 7.

Deleting a Route Y ou can delete routes in the NN-1SR Dashboard as required.
Todeletearoute:

1. Onthe Admin page, click Manage Routes.
2. Select aRoute from the Routes page and click the Delete icon for that Route.
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The following message and prompt displays.
“By deleting thisroute you will del ete any associated webservice appliance and data.

Are you sure you want to delete this route?”

3. Click OK to continue and delete the route and all associated web service appliances
and data.
or
Click Cancel to cancel the delete function.

Warning: Once you delete aroute, it cannot
be recovered. All associated Web Service appliances
and data, as well as any associated route group

members are del eted.
Managing With the addition of wideband codec support, the NN-ISR now supports 16 KHz
Recording Format sampling and recording in addition to 8 KHz. To support mixed sampling rates for
Profiles transmission codecs and recording formats, you can now create and manage your

recording format preferences. Managing your recording format profiles also helps you
choose the appropriate recording format when multiple transmission codecs are present
in asession.

The new M anage Recor ding Format Profiles link under the Admin tab allows you to
make decisions about file sizes and recording quality so you can apply them to accounts
and routes.

There are four Recording Format Profiles:

e Best Quality
o Default

e Smadl

*  Smallest

By clicking on a codec profile, you can edit its name, provide it a description, select a
recording preference for instances where multiple transmission codecs are used in a
session, and configure a recording format mapping.
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Y ou can configure arecording preference for each recording format profile. This means
in cases where multiple transmission codecs are present within oneraw RTP file and the
codec mappingsfor each are not the same recording format, the NN-I1SR convertsthe raw
RTP into arecorded file based on the profile' s size versus recording preferences setting.
Thisisan integer value from 0-100 and in the NN-ISR’s GUI, thisis configured using a
dliding bar which you can drag to your desired position between Small File Size and Best
Quality. The NN-ISR selects the recording format with the weighted size to quality ratio
closest to your size versus recording preference.

When handling particular transmission codecs which do not match the bit-size or
sampling rate of the recording format, the NN-ISR performs up-sampling or down-
sampling to conform the audio to the chosen destination format.

Within arecording format profile, you can also configure recording format mappings.
This alowsyou to select arecording format for each of the four supported transmission
codecs, g.711 mulaw, g.711 alaw, g.722, and g.729.

To edit arecording format profile:
1. After logging into the NN-ISR Dashboard, click Edit System Configurations or
click Admin in the top menu bar.
2. Click Manage Recording Format Profiles.
A list of all four recording format profiles displays.
3. Click the recording format profile you want to edit.
The Edit Recording Format Profile page appears.
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Name—(Optional) Enter a name for this recording format profile.
Description—(Optional) Enter a brief description of this recording format profile.

Quality Preference—(Optional) Drag the slide-bar to the appropriate space
between Small File Size and Best Quality based on the recording preference for this
recording format profile.

To configure Recording Format Mappings:
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3.

Click Recording Format M appings in the Edit Codec Profile page.
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Beside each Transmission Codec, select a Recording Format from the drop-down
list.

Click Update.

Applying Recording Format Profilesto Accounts

1

6.

After logging into the NN-I1SR Dashboard, click Edit System Configurations or
click Admin in the top menu bar.

Click Manage Accounts.
A list of all accounts configured on the NN-ISR displays.

Click the account on which you are applying arecording format profile.Click
Account Route Defaults.
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Always Record as Raw RTP—Select Y es when multiple transmission codecs are
present in asession. If set to No with multiple transmission codecs present in a
session, the NN-I1SR will not record the call properly.

Recording Format Profile—Select the recording format profile you want to assign
to this account. The default value is Use System Account’s Profile.

Click Update.

Applying Recording Format Profilesto Routes

1

After logging into the NN-I1SR Dashboard, click Edit System Configurations or
click Admin in the top menu bar.

Click Manage Routes.
A list of all routes configured on the NN-ISR displays.
Click the route on which you are applying arecording format profile.
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4, Click Route Advanced Configurations.
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5. AlwaysRecord as Raw RTP—Select Y es when multiple transmission codecs are
present in asession. If set to No with multiple transmission codecs present in a
session, the NN-1SR will not record the call properly.

6. Recording Format Profile—Select the codec profile you want to assign to this
account. The default value is default.

7. Click Update.

Impo rt_ing a Route Y ou can create routes for an account(s) in aCSV file and import the data from the file
CSV File into the NN-ISR database.

Toimport routeinformation from a CSV file:

1. Using any application that can saveto aCSV file, create afile that contains the
parameters required for creating a route.

Notes:

» Boolean (yes/no) values must be entered using O (yes or enabled) and/or 1 (false
or disabled).

e All parameters must be entered with no spaces (use underscores instead of
spaces).

The following table provides the parameters you must enter in the CSV file.
Parameters must be entered in the same order presented below.

Parameter Heading Valid Values
route_type 0 To

1 From

3 From/To
route_pattern alpha-numeric characters
virtual_route_pattern alpha-numeric characters
label alpha-numeric characters
priority 1to9
account_name alpha-numeric characters
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percent_to_record
recording_enabled

default_recording_type

agent_id_editable_flag
rating_editable_flag
completed_editable_flag
notes_editable_flag
custom_data_1_name
custom_data_1_friendly_name
custom_data_1_editable_flag
custom_data_2_name
custom_data_2_friendly_name
custom_data_2_editable_flag
custom_data_3_name
custom_data_3_friendly_name
custom_data_3_editable_flag
custom_data_4_name
custom_data_4_friendly_name
custom_data_4_editable_flag

application

maximum number of ports
number_of_burst_ports

minimum_storage_days

0to 100

P OoO~NOOMWNLER o
iy

R
N RO

13

None: Account or System default (default)

WAVE Linear/8bit/8KHz stereo
WAVE Linear/16bit/8KHz stereo
WAVE Linear/8bit/8KHz mono
WAVE Linear/16bit/8KHz mono
WAVE uLaw 8bit/8Khz stereo
WAVE alLaw 8bit/8Khz stereo
WAVE uLaw 8bit/8Khz mono
WAVE alLaw 8bit/8Khz mono
Raw uLaw 8bit/8Khz mono
Raw aLaw 8bit/8Khz mono
Raw PCM 8bit/8KHz mono
WAVE ADPCM 4bit/8KHz mono
WAVE ADPCM 8bit/8KHz stereo

alpha-numeric characters

alpha-numeric characters

01

alpha-numeric characters

alpha-numeric characters

01

alpha-numeric characters

alpha-numeric characters

01

alpha-numeric characters

alpha-numeric characters

01

pass_through
conference
record_and_save
call_parking
vam_sip_test

digits (-1
digits (-1

0to 365

Example File with Parametersand Values

for no limit)

for no limit)
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2. Savethefile asa<filename>.csv file (for example, RouteB.csv).
3. Login to the NN-ISR Dashboard.
4. Click Admininthemain menu (or Edit System Configurations on the Home page).
5. Click Manage Routes. The Route page displays.
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7. CSV Fileto Upload—Enter the name of the route CSV file you want to import into
the NN-ISR database. Valid values are alpha-numeric characters. For example,
Routel.csv.

Note: Tofind thefile stored on your PC, click Browse, navigate to thefile
you want to upload, and click on the file to automatically populate the text
field with the name of the file.

8. Click Upload to upload the route CSV file to the NN-ISR database.

Note: The new route is added to your Routes page and displays the values
that correspond to the values you specified in the CSV file.
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The dashboard also provides guidelinesfor creating your fileand aworking sample. Click
on Guidelinesto display the parameter names you can usein a CSV filewhen creating a
route..

Click on Sample File, and then click on routes.csv to download an example of a
route CSV fileyou can use as aguideline.
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Introduction

Managing Authorization Services

This chapter providesinformation about using Authorization Services (3rd party servers)
in your NN-ISR network for users to log into when accessing the NN-1SR Dashboard. It
aso includes information about adding, editing, and deleting A uthorization Services.

Manage Authorization Services

Use Manage Authorization Services on the Admin Menu of the NN-1SR Dashboard to
manage 3rd party serversin the NN-ISR network.

The NN-ISR supports 3rd party authorization services, sometimes referred to as “single
sign-on.” Once athird-party authorization serviceis properly configured on the NN-ISR,
users registered with the third-party platform log into the NN-ISR Dashboard with
authorization from the added service. The user’s account is then associated with unique
fieldsand valuesreturned from the authorization service. Thesefieldsand values can also
befound inthe metadata of certain sessionsstored inthe NN-I1SR. When the user requests
the recordings listing in the Dashboard, only the recordings with matching metadata are
shown and playable.

Once the registered third-party user has logged in successfully through the NN-ISR
Dashboard, the user’ s account is registered with thelocal INN-SR platform aswell. This
enables administrative features for that user, such as changing NN-ISR Dashboard
settings, specific permissions (ie., allowing recording edits and del etes) or level of access.

As adefault security measure, third-party authorization users have only Tenant User
privileges when they first log in. For example, in a deployment enabled for Broadworks
third-party authorization, asuccessful Broadworkslog in returnsauser ID and group 1D
uniqueto that user. Initially the user can only see and hear recordings specific to their user
and group ID. However, an administrator can update a user’s privileges and level of
access. If given Account Administrator status, the third-party authorization user can see
and hear their own recordings, aswell as recordings for everyone within their group. For
more information on user level access, see Chapter 6, Managing Users.

Note: Only Super Users and Account Administrators have accessto
managing Authorization Services for other users.
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The following table describes the columns on the Routes page.

Column

Description

Name

Service URL

Status

SRC Type

Name of the Authorization Service.

Specifies the Uniform Resource Locator (URL) of the Authorization
Service. This is the URL associated with the Authorization Service.

Identifies the current status of the Authorization Service on the NN-
ISR. Values can be:

@ Authorization Service is enabled.
b4 Authorization Service is disabled.

/1, Authorization Service has an error(s).

Session Recording Client (SRC) type associated with the 3rd Party
server. For example, Broadworks. Default is “default”.

Displays details of the Authorization Service and allows you to edit the
details.

Deletes the Authorization Service.
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Adding an
Authorization
Service

Y ou can add an Authorization Service associated with a 3rd party server (such asthe
Broadworks server) that controls the secure login and authorization of users using the
NN-ISR and logging into the NN-ISR Dashboard. Add an Authorization Service using
the New Authorization Service link on the Authorization Services page.

Note: Accessto an Authorization Service is dependant on your access
privileges (Super Users and Account Administrators only).

Use the following procedure to add an Authorization Service to the NN-ISR.

To add an Authorization Service:

1. After logging into the NN-ISR Dashboard, click Admin in the main menu (or Edit
System Configurations on the Home page).

2. Click Manage Authorization Services. The Authorization Services page displays.
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3. ClicktheNew Authorization Service link in the upper right corner of the page. The
following dialog box displays.

4. Name—Enter the name of the Authorization Service (3rd party server). Valid values
are a pha-numeric characters.

5. Service—Enter the Uniform Resource Locator (URL) of the Authorization Service
(3rd party server). Valid values are alpha-numeric characters, and must be entered in
atypical URL format. For example,
http: //ews.xdp.broadsoft.com/webservice/ser vices/ProvisioningService?wsdl

6. Enabled—Select whether or not to enable the Authorization Service (3rd party
server) in the NN-ISR network. Valid values are:

* Yes(default) - Enable the Authorization Service (3rd party server) to be used in
the NN-1SR network.

¢ No- Preventsthe Authorization Service (3rd party server) from being used in the
NN-ISR network.

7. SRC Type—Select the Authorization Service (3rd party server) currently deployed
in your NN-ISR network. Valid values depend on the type of Session Recording
Client (SRC) you are using in your NN-ISR network. Default value is* default”
which uses any SRC type having the URL specified for the “Service” parameter.
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Editing an
Authorization
Service

Deleting an
Authorization
Service

8. Click Create. The new Authorization Servicedisplayson the Authorization Services
page.

Y ou can edit the details of an Authorization Service (3rd party server) as required.

Note: Accessto an Authorization Service is dependant on your access
privileges (Super Users and Account Administrators only).

To edit an Authorization Service:

1. Click Admin inthemain menu (or Edit System Configur ationson the Home page).

2. Click Manage Authorization Services. The Authorization Services page displays.
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3. Choose an Authorization Service and click the Detail sicon for that Service. The Edit
Authorization Service dialog box displays.

4, Edit the parametersfor the Authorization Service as applicabl e using the procedures
defined in Adding an Authorization Service, starting at Step 4.

5. Whenyou arefinished editing the Authorization Service, click Update. The changes
are saved to the NN-ISR database and display on the Authorization Service page.

Y ou can delete an Authorization Service(s) (3rd party server) from the NN-1SR database
as required.

Note: Accessto an Authorization Service is dependant on your access
privileges (Super Users and Account Administrators only).

To delete an Authorization Service:

1. Click Admininthemain menu (or Edit System Configur ationson the Home page).
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2. Click Manage Authorization Services. The Authorization Services page displays.
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3. Choose an Authorization Service and click the Delete icon for that Service. The

following prompt displays:

“Are you sure you want to delete this Authorization Service?”
4, Click Continueto delete the Authorization Service from the NN-ISR database.

or

Click the X in the upper-right corner of the box to cancel the delete function.
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6 Managing Users

Introduction

This chapter provides information about the various user access levels you can assign to
Users of the NN-I1SR Dashboard. It also provides information about adding, editing, and
deleting User profiles, and displaying a User Audit log of tasks performed by each User.

Manage Users

Use Manage User s on the Admin Menu of the NN-1SR Dashboard to manage User
profilesin the NN-ISR network.

An Administrator can add, delete, edit, and view users on the NN-I1SR. Applicable user
functions are dependant on the user access level gned to the Administrator.
Superusers, Account Administrators, and Tenant Administrators can manage Users by
accessing the Admin Menu in the NN-I1SR Dashboard.
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Users Page
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The following table describes the columns on the Users Page.

Column Description
User Name Name currently assigned to each User.
Email Email address of the User. The User enters this email address on the

login page. Email address is usually a domain name in the format:
<username>@<host server>.<domain name system (.com, .org, .net,
.edu, etc.)>

Status Indicates the current status of the User. Status can be:
@ Status is active. User can log into the NN-ISR Dashboard.
b4 Status is inactive. User cannot log into the NN-ISR Dashboard.

/1, Status detected that an error occurred for this User profile.
Account Primary Account name for which the user is associated.

Type User level assigned to this user (Super User, Account Administrator,
Tenant Administrator, Tenant User).

Q Displays profile details about the User and allows you to edit the
details.

Displays details about the actions of the user in the NN-ISR
= Dashboard. Information includes:
= Time - Time of the action.
= Action - Description of the action.
<« Object - Object that was used during the action.
« |P Address - IP address that was accessed during the action.

(=] Deletes the User profile.
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User Access
Levels

Adding a User

The display of information in the NN-ISR Dashboard is dependant on your user level
access. Each user has specific permissions and privileges based on their level of access.

The following table indicates the Dashboard features available for each User type.

DASHBOARD FEATURE

View/Play Recordings

Generate Reports

Edit Dashboard Settings
Manage Realms

Manage Accounts

Manage Routes

Manage Authorization Services

Manage Users

Manage Sites

View Live Sessions

Super User

X

USER TYPE

Account
Administrator

X

View only

X

Tenant
Administrator

Oown
Recordings
only

Reports for
own Accts only

Own Accts
only

Routes forown
Accts only

Users for own
Accts only

Tenant User

Own
Recordings
only

Reports for
own Accts
only

X

Y ou can add auser or multiple usersto all accounts or to a specific account using the New
User link on the User s page. Adding a User to the NN-ISR is dependant on your access
level permissions. Superusers and Account Administrators can add Usersto any account.
Tenant Administrators can add Users for their own accounts only. Tenant Users cannot

access the Administrator features of the NN-1SR Dashboard.

Use the following procedure to add a user to an account(s).

Note: You can create a User profile using any application that can saveto
acomma separated value (CSV) file (i.e., Microsoft® Excel, Notepad®,

etc.). Using the NN-ISR Dashboard, you can then import the User profile
information from the file (<filename>.csv) to the

NN-ISR database.

For more information about importing a User profile into the NN-ISR database, see
Chapter2, Importing a User Profile CSV File.

Toadd auser:

1. After logging into the NN-I1SR Dashboard, click Admin in the main menu (or Edit
System Configurations on the Home page).
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2. Click Manage Users. The Users page displays.
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3. Click New User. The following dialog box displays.
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4. Primary Account—Select the primary account to assign to this User. Valid values
are dependant on the accounts currently configured in the NN-ISR, and the
permission level of the User. Default is* System.”

User Name—Enter aname for the user. Valid values are alpha-numeric characters.

Email—Enter the user’s email address. Thisis the value the User entersin the
“Email” field on the login page. Valid values are alpha-numeric characters, and is
usually adomain name in the format:

<username> @< host server>.<domain name system (.com, .org, .net, .edu, etc)>

For example, smith@acmepacket.com.

7. Description—(optional) Enter adescription for the user. Valid values are alpha
numeric characters.

8. Password—Enter apassword for the user to specify when logging into the NN-ISR
Dashboard. By default, the password must contain |etters and numbers, have at least
one uppercaseletter, and be at | east 8 characterslong. Valid valuesare alpha-numeric
characters.
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Note: When the user logsin using the assigned password, the Dashboard
prompts the user to change it for security purposes.

9. Confirm Password—Re-enter the password from Step 8 to verify you entered the
password correctly.

10. Preferred TimeZone—Select thetime zone associ ated with thelocation of the user.
Thisvalueis an offset of Greenwich Mean Time (GMT). The following table
provides the valid values and default for this field.

TimeZoneTable

Time Zone Location

GMT-12 (default) IDLW - International Date Line West
GMT-11 NT - Nome

GMT-10 AHST - Alaska-Hawaii Standard

CAT - Central Alaska
HST - Hawaii Standard

GMT-9 YST - Yukon Standard
GMT-8 PST - Pacific Standard
Los Angeles, CA, USA
GMT-7 MST - Mountain Standard
GMT-6 CST - Central Standard

Mexico City, Mexico
Saskatchewan, Canada

GMT-5 EST - Eastern Standard
Bogota
Lima, Peru
New York, NY, USA

GMT-4 AST - Atlantic Standard
Caracas
La Paz

GMT-3 Brasilia, Brazil

Buenos Aires, Argentina
Georgetown, Guyana

GMT-2 AT - Azores

GMT-1 WAT - West Africa
Azores, Cape Verde Islands

GMT London, England
Dublin, Ireland
Edinburgh, Scotland
Lisbon, Portugal
Reykjavik, Iceland
Casablanca, Morocco

GMT+1 CET - Central European
Paris, France
Berlin, Germany
Amsterdam, The Netherlands
Brussels, Belgium
Vienna, Austria
Madrid, Spain
Rome, Italy
Bern, Switzerland
Stockholm, Sweden
Oslo, Norway
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Time Zone Location

GMT+2 EET - Eastern European
Athens, Greece
Helsinki, Finland
Istanbul, Turkey
Jerusalem, Israel
Harare, Zimbabwe

GMT+3 BT - Baghdad
Kuwait
Nairobi, Kenya
Riyadh, Saudi Arabia
Moscow, Russia

GMT+4 Abu Dhabi, UAE

GMT+5 Kazakhstan (western-Aqtau)
Maldives (Male)
Pakistan (Islamabad, Karachi)
Russia
Tajikistan (Dushanbe)
Turkmenistan (Ashkhabat)
Uzbekistan (Tashkent)
India (New Delhi, Calcutta)
Sri Lanka (Colombo)
Nepal (Katmandu)

GMT+6 Bangladesh
Bhutan
Kazakhstan
Kyrgyzstan
Sri Lanka (formerly Ceylon)

GMT+7 Cambodia
Christmas Island
Indonesia
Lao
Thailand
Vietnam
GMT+8 CCT - China Coast
GMT+9 JST - Japan Standard
GMT+10 GST - Guam Standard
GMT+11 Solomon Islands
GMT+12 IDLE - International Date Line East
NZST - New Zealand Standard
Wellington, New Zealand
Fiji
Marshall Islands

11. User Type—Click on the user access level to assign to thisuser. Valid values are:

e Super User ¢ Tenant Admin

e Account Admin ¢ Tenant User
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Available selectionsin the “User Type” field are dependent on the permission level
of the current user. The following table identifies the available values available for
each level of access.

User Type Available User Type Values

Superuser Superuser
Account Admin
Tenant Admin
Tenant User

Account Administrator Account Admin
Tenant Admin
Tenant User

Tenant Administrator Tenant Admin
Tenant User

Tenant User N/A

12. Permissions and Privileges—L eft-click and hold your mouse button on an itemin
the Available column, and drag it to the Granted column. Theitemsin the Available
column (red boxes) indicate what permissionsand privileges are available to the user
you specifiedin Step 11. Theitemsin the Granted column (green boxes) enablethose
permission and privilegesfor the user. The box colors change as you move from one
column to the other.

Note: To disable permissionsand privileges, drag the items from the
Granted column to the Available column.

Available selections for Permissions and Privileges are dependent on the permission
level of theuser. Thefollowing tableidentifiesthe available valuesavail ablefor each
level of access.

User Type Available Permission and Privileges

Superuser A Superuser can assign these permissions to an Account
Admin, Tenant Admin, and Tenant User:
« Delete Recordings Permission

Edit Recordings Permission

Notes and Scoring Permission

Access to all Routes in Accounts Permission

(Only applies to Tenant Users)

Account Administrator An Account Admin can assign these permissions to a
Tenant Admin and a Tenant User:
« Delete Recordings Permission
« Edit Recordings Permission
= Notes and Scoring Permission
= Access to all Routes in Accounts Permission
(Only applies to Tenant Users)

Tenant Administrator An Tenant Admin can assign these permissions to a
Tenant User:
« Delete Recordings Permission
« Edit Recordings Permission
= Notes and Scoring Permission
= Access to all Routes in Accounts Permission
(Only applies to Tenant Users)

Tenant User N/A
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13. Click Createto add the new User to the Users page.

Editing a User Y ou can edit a User’s profile as required. Access to a User profile is dependant on your
Profile access privileges.

To edit a User profile:

1. Click Admin inthemain menu (or Edit System Configurationson the Home page).

2. Click Manage Users. The Users page displays.
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Choose a User and click the Details icon for that User. The User profile displays.

Edit the parametersfor the User as applicabl e using the procedures defined in Adding
aUser, starting at Step 4.

5. Whenyou arefinished editing the User profile, click Update. The changes are saved
to the NN-ISR database for this User. The following message displays:

“ Successfully saved”.

Showing User The NN-ISR keepstrack of auser’s activities while logged into the NN-I1SR Dashboard.
Details It logs the following information into a User Audit Trail log:

e Date and time (based on time zone) that the User performed an action.
»  Specific action that the User performed.

e Object (User email I1D) of the User that was logged in when the action was
performed.

e |Paddress of where the action was performed by the User.

Y ou can view the contents of the User Audit Log by clicking the View User Audit Trail
icon for a User on the Users page.

Todisplay the User Audit Trail:

1. Click Admininthemain menu (or Edit System Configurationson the Home page).
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2. Click Manage Users. The Users page displays.

o

Lt L] gy L L] v e et B W
i/ A ey < 1 Lo ¢ Engan
[T -
Uaer Harrs (B Gt Accows Tree
- e R AT [ -] Faile® A B @
& ¥ TR g R [T =] o b Brren -]
B e M AT TR AT T S =] el Tarant asmar (- ]
B ussd o P e s e =] T ez Linas 1 @

3. Choose aUser from the Users page and click the View User Audit Trail icon for that
User. The User Audit Trail for that User displays.
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The following table describes the columnsin this User Audit Trail log.

Column Heading Description

Time (GMT) Date and time (based on time zone) when the user performed an action.

Action Specific action that the user performed.

Object Object (User email ID) of the User that was logged in when the action was
performed.

IP Address IP address of where the action was performed by the User

If more than 14 entries appear in the User Audit Trail log, you can use the scroll bar
on theright side of the window to scroll through the list of entries.

4. Toclosethe User Audit Trail, click the X in the upper-right corner of the window.
The Users page displays.

Deleting a User Y ou can delete users from the NN-1SR database as required.
Todeletea User:

1. Click Admininthemain menu (or Edit System Configur ationson the Home page).

Release 5.0 Acme Packet, Inc. Technical Publications 97



2. Click Manage Users. The Users page displays.
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3. Choose a User from the Users page and click the Delete icon for that User. The
following prompt displays:
“Are you sure you want to delete this user?”

4. Click Continueto delete the User from the NN-ISR database. Or click the X in the
upper-right corner of the box to cancel the delete function.

Managing User The Admin Manage Security Settings link allows you to configure dashboard security
Dashboard settings. Using thislink you are able to configure password expirations, user lockout
Security Settings durations, maximum failed login attempts before lockout, and whether or not a user can

view aforgotten password page.

To Configure Dashboard Security Settings:

1. After logging into the NN-I1SR Dashboard, click Edit System Configurations or
click Admin in the top menu bar.

2. Click Manage Security Settings.
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3. UsersPassword Expiresin—Specify the number of days after which users
passwords expire. The default valueis 90.

4. User Lockout Duration—Specify the number of minutes a user must wait before
attempting to log in again after reaching the User Max Failed L ogins Before L ockout
value. The default valueis 30.

5. User Max Failed L ogins Befor e L ockout—Specify the number of failed login
attempts allowed before the NN-ISR locks a user out.

6. Show Forgotten Password Page?—Specify whether or not a user can view a
Forgotten Password Page. The default value is no.

7. Click Update.
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Impqrting a U_ser Y ou can create user profiles and assign an account to these usersusing aCSV file. You
Profile CSV File can then import the data from the file into the NN-ISR database.

Toimport auser profilefrom a CSV file:

1. Using any application that can saveto aCSV file, create afile that contains the
parameters required for creating a user profile.

Notes:

« Boolean (yes/no) values must be entered using O (yes or enabled) and/or 1 (false
or disabled).

« All parameters must be entered with no spaces (use underscores instead of
spaces).

The following table provides the parameters you must enter in the CSV file.
Parameters must be entered in the same order presented below.

Parameter Heading Valid Values
user_name alpha-numeric characters
user_email Usually a domain name in the format

<username>@<host server>.<domain name system
(.com, .org, .net, .edu, etc)>.

For example: sample_email@abc.com

description alpha-numeric characters
password alpha-numeric characters
user_type Superuser

Account Admin
Tenant Admin
Tenant User

account_name alpha-numeric characters
login_disabled 01
timezone_offset 01
audit_view_permission 01
call_control_permission 0]1
edit_recording_data_permission 0]1
notes_and_scoring_permission 01
access_to_all_routes_in_account 01

Example Filewith Parametersand Values
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2. Savethefileasa<filename>.csv file (for example, RouteB.csv).
3. Login tothe NN-ISR Dashboard.
4. Click Admin inthemain menu (or Edit System Configur ationson the Home page).
5. Click Manage Users. The Users page displays.
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7. CSV Fileto Upload—Enter the name of the User Profile CSV file you want to
import into the NN-I1SR database. Valid values are a pha-numeric characters. For
example, Userl.csv.

Note: To find thefile stored on your PC, click <Browse>, navigate to the
file you want to upload, and click on the file to automatically populate the
text field with the name of thefile.

8. Click Upload to upload the User Profile CSV file to the NN-ISR database.

Note: The new user is added to your Users page and displays the values
that correspond to the values you specified in the CSV file.

Thedashboard also provides guidelinesfor creating your file and aworking sample. Click
Guidelinesto display the parameter names you can usein aCSV file when creating a
route.

100 Net-Net Interactive Session Recorder Administrator Guide Release 5.0



Click on SampleFile, then click users.csv to download an example of aroute CSV
file you can use as aguideline.
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Introduction

Managing Sites

This chapter describes how to configure, manage, and monitor the components of a NN-
ISR Site. Site components can include the RSS (recording server), RSS locations,
Archivers, Session Agents, and Web Appliances. Each of these components can be
accessed from the “M anage Sites’ page under the Administrator menu.

Manage Sites

Usethe M anage Siteson the Admin Menu of the NN-1SR Dashboard to manage NN-ISR
sitesin your network. A siteisaphysical location, a group of recording servers, or a

single NN-ISR.

Managing sitesincludes adding, editing, and del eting sitesthat contain configurationsfor
the following components..

Site Item

RSS

Location

Archiver

Session Agent

Web Appliance

Description

Allows you to view RSS (recording server) information, delete an RSS,
modify an RSS, or add a new RSS associated with a site. The
configuration parameters include the RSS name, IP Address, XML-RPC
port number, and utilization of available ports for each RSS.

Allows you to edit or delete information about the current Location of
the RSS, or add a new Location for the RSS associated with a site. The
configuration parameters include Location name, the source directory
path on the RSS (where recordings are stored), the HTTP URL path to

the recordings, and the amount of free space on the RSS in Kilobytes

and Percentage.

Allows you to edit or delete information about an Archiver(s), or add a
new Archiver to a site. An Archiver can move recording files from a
single location to one location only. However, you can configure
multiple archivers to each move files to corresponding destination
locations. The configuration parameters include the Archiver’s IP
address, the source from which to get the recordings, the destination
for which to send the recordings, Archiver threads, number of move
attempts, the mode of the archiver (primary or failover), and the state
of the archiver (active or paused).

Allows you to edit or delete information about the current telephony
Session Agent(s), or add a new Session Agent associated with a site. A
Session Agent connects to the IP PBX and is used to transfer calls to
agents or to the PSTN. The Session Agent configuration displays the
Session Agent name, IP Address, type of Session Agent (primary or
failover), and the status of Session Agent (active or disabled). It also
displays information about the last event that occurred on the Session
Agent.

Allows you to edit or delete information about an Appliance, or add a
new Appliance associated with all current sites configured for the NN-
ISR. An Appliance allows the NN-ISR to connect to a Web Service to
push call recording data to a remote storage area. The Web Appliance
configuration displays the route(s) for which the Appliance is
associated, the URL that connects the NN-ISR to the Web Service, the
maximum connections allowed by the NN-ISR for connecting to the
Web Service, the maximum failures allowed per call data record (CDR)
by the NN-ISR, whether or not the recording is deleted after the push
(enabled or disabled), and the state of the Appliance (active or
paused).
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Note: Only Super Users have access to managing sites. Account
Administrators can view the site configurations but do not have access to
managing the information.
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The following table describes the columns on the Sites page.

Column Description
Name Name of the managed Site.
‘)\{' Displays configuration details of the RSSs, Locations, Archivers,

Session Agents, and Web Appliances, in the NN-ISR network, and
allows you to edit the details.

(=] Deletes the managed Site.

Adding a Site Superusers can add a Site to the NN-ISR using the New Site link on the Manage Sites
page. Oncethe Siteis created and saved to the NN-ISR database, you must configure the
following applicable components for the Site:

* RSS(required)
e RSSLocation (required)
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e Archiver (optiona)

e Session Agent (optional)

e Web Appliance (optional)

Toadd asite

1. After logging into the NN-I1SR Dashboard, click Admin in the main menu (or Edit
System Configurations on the Home page).

2. Click Manage Sites. The Manage Sites page displays.
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3. Click the New Site link in the upper right corner of the page. The following dialog
box displays.

Name—Enter a name for the Site. Valid values are a pha-numeric characters.

Click Create. The Site name displays on the Sites page.

Once you add the Site, you must configure the RSS and the RSS L ocation. Y ou can
also configure an Archiver, Session Agent, and Web Appliance if required. The
following paragraphs describe how to configure each of these elements.

Managing an RSS After adding a Site to the NN-ISR database, you must add an RSS to the Site
configuration. The RSS configuration isthe recording server information required for the
Site’'s NN-ISR. You can add, edit, and delete RSSs from the NN-ISR database.

Important: It isrecommended that you contact your
Technical Support representative before adding or
changing an RSS configuration.

Adding an RSS After adding a Site to the NN-ISR, you must add an RSS to the Site's configuration.
Toadd an RSSto a Site:
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1. From the Sites page, choose a Site and click the Details icon.
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This page shows the current configuration information for all the components
configured for the Site (RSS, Locations, Archivers, Session Agents, and Web
Appliances). You can click on any of the components to display the main page for

that component.
The following table describes the information that displays in the RSS component box.

RSS Information Description
@ Running Total number of RSSs currently running on this Site.
¥ Offline Total number or RSSs currently offline on this Site.

/1, Running with errors Total number of RSSs running with errors on this Site.
Total ports in use Total number of ports currently being used on the RSSs on this Site.

Total Ports Total number of licensed ports on the RSSs on this Site.
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Click on the RSS component. The following page displays.
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Name—Enter aname that describes the RSS you are adding. Valid values are alpha-
numeric characters.

| P Address—Enter the |P address (in dotted decimal format) for which the RSSis
listening for traffic.

Note: A new location is created for the RSS using this |P Address under
the Location component, with a default path value of

/exe_common/I SR/Recor dings. Y ou can edit thelocation if you' veinstalled
the RSS on a different filesystem path. For more information, see
Configuring Location.

RSS XM LRPC Port—Enter the Port number of the RSS XMLRPC service. This
service accepts and queues remote call and recording commands. Default is 8888.

Note: Thisvalue should not be changed unless directed by Acme Packet
Technical Support. Contact Technical Support for more information.

Click Create. The new RSS displays on the RSS page.
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The following table identifies each column on the RSS page.

Column Description

RSS Name of the RSS.

IP Address IP Address of the RSS in dotted decimal format (0.0.0.0).

SIP Port SIP Port number on the RSS that is currently accepting SIP traffic.
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Column Description

Status Identifies the current status of the RSS. Status can be:
Q RSS is running.
4 RSS is offline.

RSS is running with errors.

Uptime Amount of time in days that the RSS has been up and running
successfully.

Ports being used Number of ports currently being used on the RSS.
Total Ports Total number of licensed ports on the RSS.
3 Displays details of the RSS and allows you to configure or edit the
details.
6:' Deletes the RSS from the NN-ISR database.
Editing an RSS Once you' ve added an RSS, you can edit the RSS parametersiif required.

To configurethe RSS:

1. Onthe Sites page, choose a Site with an RSS configured and click the Details icon.
The Viewing Site page displays.
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Deleting an RSS

Click on the RSS component. The following page displays.
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Edit the parametersfor the RSS as applicable using the procedures defined in Adding
an RSS, starting at Step 4.

When you arefinished editing the RSS configuration, click Update. The changesare
saved to the NN-ISR database. The RSS page displays.

Y ou can delete an RSS from a Siteif required.
Todeletean RSS:

1. Onthe Sitespage, chooseaSitewith an RSSand click the Detailsicon. TheViewing

Site page displays.
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RSS Handling of a 302
Response via the
NN-ISR

Managing an RSS
Location

Adding a Location

2. Click on the RSS component. The following page displays.
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3. Choose an RSSto delete and click the Delete icon. The following prompt displays:

“Are you sure you want to delete this RSS?”

4. Click Continueto delete the RSS from the NN-ISR database or click the X in the
upper-right corner of the box to cancel the delete function.

Warning: Once you delete an RSS, it cannot
be recovered.

A status code of “302 Moved Temporarily” (redirect message) tells aclient that the
resource they asked for has temporarily moved to anew location. The response includes
the new location. It tells the client that it should carry on using the same URL to access
this resource.

In addition to handling the 302 locally, the RSS now has the ability to pass through the
302 message to pass through the RSS, letting the Caller determine how it should be
handled. Thisfeatureis a configurable option via XML.

After adding an RSSto the NN-ISR, the Location is automatically assigned (see Adding
an RSS). The L ocation indicates the specific location on the RSS where the recordings
are stored by the Archiver.Y ou can add anew L ocation or change an existing Location if
required. Y ou can also delete the location if necessary.

You can add anew Location for an RSSiif required.

Note: A single configured Archiver (on the RSS) can move recordingsto
only one destination location. If you need recordings to go to other
destination locations, you must configure an Archiver for each of those
locations. For more information about configuring an Archiver, see
Managing Archivers.

To add anew RSS L ocation:
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1. From the Sites page, choose a Site and click the Details icon.
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The following table describes the information that displays in the Location component
box.

Location Information Description

Disk Usage- All Locations Indicates the percentage of storage disk used by the RSSs in all
locations. Valid values are 0% to 100%.

2. Click on the L ocation component. The following page displays.

o
acme/(fpacket

Recs  Bepwis  Smes b o s B 4
Here | Siys Bl SARl 0 ocsom = feewloimben
Y Sramrw b Aevewa 100 [T
W FIE O T ) Py Tttt A B A T IRRRE e o o L @

[

Release 5.0 Acme Packet, Inc. Technical Publications 111



The following table identifies each column on the L ocation page.

Column Description
Name Name of the RSS Location.
Source Directory Specifies the directory path on the RSS where the recordings are

stored before they are forwarded to the database on the Control and
Index Server (CIS).

Access URL Specifies the Web URL path for accessing the recordings via a
browser.
Disk Usage Indicates the percentage of storage disk used for recordings in the

source directory location. Valid values are 0% to 100%.
3 Displays details of the RSS Location and allows you to edit the details.

E:' Deletes the RSS Location from the NN-ISR database.

3. Click New Location. The following dialog box displays.
T

4. Name—Enter a name that describes the Location you are adding. Valid values are
alpha-numeric characters. For example, RSS1 (1.1.1.1) Primary.

5. Source Directory—Enter the directory path to where the Archiver stores the
recordings on the RSS (destination directory). Valid values are alpha-numeric
characters. For example, /cxc_common/I SR/Recor dings.

6. URL—Enter the URL that identifies the Web location for accessing the recordings
viaabrowser. For example, http://locationl.foo.com/Recordings.

7. Global—Select whether or not this Location may be used in Archival configurations
on al Sites. Valid values are:

e Yes- ThisLocation may be used in al Sites.
* No (default) - This Location configuration may apply to this Site only.
Recording Converter

8. |P Address—Enter the IP address (in dotted decimal format) of the G.729 media
converter (RMC). The RMC media converter convertsincoming G.729 recordings
from “.rpdd” formatted filesto “.wav” formatted files, for playback by the NN-ISR
Dashboard. It allows the NN-ISR to accept callsusing a G.729 codec. For example,
172.453.45.6.

9. Port—Enter the port number of the RMC media converter that receives the G.729
media. Default is 8890.
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10. Click Create. The new RSS Location displays on the Location page.
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Editing a Location Y ou can edit the location of an existing RSSif required.
To edit the Location of an RSS:

1. OntheSitespage, chooseaSitewith an RSSand click the Detailsicon. The Viewing
Site page displays.
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2. Click on the Location component. The following page displays.
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3. Choose aLocation to edit and click the Details icon. The following dialog box
displays.

4. Edit the parametersfor the RSS L ocation as applicable using the procedures defined
in Adding aLocation, starting at Step 4.

5. When you are finished editing the RSS L ocation, click Update. The changes are
saved to the NN-ISR database and display on the L ocation page.

Deleting a Location Y ou can delete an RSS Location if required.
Todeletean RSS L ocation:

1. Onthe Sitespage, choose a Sitewith an RSS and click the Detailsicon. The Viewing

Site page displays.
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Managing
Archivers

2. Click on the L ocation component. The following page displays.
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3. Choose an Location to delete and click the Delete icon. The following prompt
displays:
“ Are you sure you want to delete this Location?”

4, Click Continueto delete the Location from the NN-I1SR database or click the X in
the upper-right corner of the box to cancel the delete function.

Warning: Once you delete aLocation, it cannot
be recovered.

Y ou configure an Archiver(s) to store recordings. The Archiver(s) move recording files
from alocal disk to a Network Attached Storage (NAS) or a Storage Area Network
(SAN). It isimportant to consider your archival requirements before assigning serversto
sites, as archivers are | SR-specific.

Whenyou firstinstall the NN-ISR, you specify aPrimary location for wherethe Archiver
actively writes the recordingsin real time. This can be a partition on the NN-ISR server
(RSS) or on another drive or server on the network. (The primary source location in the
illustration below is E:\Recordings on the RSS).

Y ou can also specify asecondary (failover) source location for the recordings. In the
event that the primary locationisinaccessible (i.e., itisfull, or it can’t be reached on the
network, etc.), the NN-1SR beginswriting the recordingsto the secondary locationin real
time. (The secondary source location in the illustration below is D:\Recordings).

The following illustration shows an example of the primary and secondary storage
locations on the NN-I1SR server.

Secnndary Source Locakian

Do\Rcording

Prirary Sourss Lacstisn

£ B gerng s

Net-Net BR Sever

Note: Acme Packet recommends that you specify a secondary location for
your recordingsin the event the primary isinaccessible for any reason. For
more information about setting up your secondary (failover) location, see
the Net-Net Interactive Session Recorder Installation Guide.
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For NN-ISR install ations that do not require large capacity storage spacesfor recordings,
the primary and secondary |ocations may provide sufficient spaceto store the recordings.
However, for installations that may have a very large quantity of recordings, additional
storage devices such as a Network-Attached Storage (NAS) or a Storage Area Network
(SAN), may berequired to off-load the recordingsfrom the NN-I1 SR, to amore permanent
location on the NAS or SAN.

Onthe NN-ISR, you can configure a Primary and Secondary (Failover) Archiver to move
recordings from the primary and secondary |ocations, to more permanent storage devices
asrequired. The Primary Archiver moves recordings from the primary location (source
location) tothe NAS or (destination location). The Secondary or Failover Archiver moves
recordings from the secondary location (source location) to the NAS or (destination
location). Since the recordingsin the secondary location are flagged as being stored in
thislocation, the Failover Archiver looks for these flagged recordings and movesthem to
the more permanent storage location.

The following illustration shows the use of the Primary and Failover Archiver in a

network.
e-Nat 15K Sarer
Foesoeredry Sanatt e Loatn | -
[ R dings |
+——  Primary Seurce Locasion
E\Rnrdings
4 Tesncsarnsy Shivaga !

Primary Arifdur Failorer Archiver

Note: A single configured Archiver can move recordingsto only one
destination location. If you need recordings to go to other destination
locations, you must configure an Archiver for each of those locations.
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The Archiversbox on the Viewing Sites page displays the current status of the Archiver.
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The following table describes the information that displaysin the Archivers component

box.
Archivers Information Description
@ Enabled Total number of Archivers enabled on this Site.
¥ Disabled Total number of Archivers disabled on this Site.

Clicking on the Archiver box on the Viewing Sites page allows you to add a new
Archiver to the site, edit the configuration of an existing Archiver, or delete an Archiver
if required.

Adding an Archiver Y ou can add an Archiver to a Site if required.
Toadd an Archiver:
1. From the Sites page, choose a Site and click the Detailsicon.
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The following page displays.
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2. Click on the Archivers component. The following page displays.
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The following table identifies each column on the Archivers page.

Column

Description

IP Address

Source

Destination

Status

IP Address of the current Archiver.

Note: Archiver resides on the RSS.

Specifies the location where the source recordings reside. This is the
location from where the Archiver gets the recordings. For a Primary
Archiver, the value for this field should be the Primary Source
Location. For a Failover Archiver, the value should be the Secondary
Source Location.

Specifies the location of the storage devices (NAS, SAN, etc.) for which
the Archiver moves the recordings for storage. This is the Universal
Naming Convention (UNC) path of the destination location. When the
Archiver moves the recording files to the destination location, it
creates the appropriate subdirectories in this path to sort by machine,
date, and time.

Identifies whether the Archiver is enabled (active) for moving
recording files, or temporarily disabled (paused). Status can be:

@ Enabled
¥ Disabled
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Column Description

Threads Specifies the number of simultaneous recordings that an Archiver can

move at one time.

Move Attempts Specifies the number of attempts that the Archiver makes when

moving recordings from the local disk to the storage device(s). If the
Archiver fails to move the recording files from the source location to
the destination location the first time, it repeats the attempts to move
the files the number of times you set for this field. When all attempts
are exhausted, and the Archiver still cannot move the recordings, a
message displays stating that the Archiver has failed. If the Archiver is
successful in moving the files, a message displays stating that the
Archiver was successful.

Mode Specifies the whether this Archiver is the Primary or the Failover

3.

4,

Archiver. The Primary Archiver moves all recordings from the Primary
Source Location to the destination location. The Failover Archiver
moves all recordings from the Secondary Source Location to the
destination location.

Displays details of the Archiver and allows you to edit the details.

6:' Deletes the Archiver from the NN-ISR database.

Click New Archiver. The following dialog box displays.

I P Address—Enter the IP address of the Archiver you are adding to this site. Valid
values are |Pv4 addresses entered in the format 0.0.0.0. (for example,
134.345.43.56).

Sour ce L ocation—Sel ect thelocation wherethe sourcerecordingsreside. Thisisthe
location from where the Archiver gets the recordings. For a Primary Archiver, the
valuefor thisfield should be the Primary Source Location. For a Failover Archiver,
the value should be the Secondary Source Location. By default, thisfield displays
the source location installed in your NN-I1SR network during the installation of the
Archiver.

Note: The Primary Source L ocation and Secondary Source L ocation were
configured during the NN-ISR installation. For more information, see the
Net-Net Interactive Session Recorder Installation Guide.

Destination L ocation—Sel ect the location of the storage devices (NAS, SAN, etc.)
for which the Archiver moves the recordings for storage. Thisisthe Universal

Release 5.0

Acme Packet, Inc. Technical Publications 119



10.

11.

12.

13.

14.

Naming Convention (UNC) path of the destination location. When the Archiver
moves the recording files to the destination location, it creates the appropriate
subdirectoriesin this path to sort by machine, date, and time. By default, thisfield
displays the destination location installed in your NN-ISR network during the
installation of the Archiver.

Number of Threads—Select the number of simultaneous recordings that an
Archiver can move at one time. Valid values are 1 through 90. Default is 3.

M ove Attempts—Select the number of attempts that the Archiver makes when
moving recordings from the local disk to the storage device(s). If the Archiver fails
to move the recording files from the source location to the destination location the
first time, it repeatsthe attemptsto movethefilesthe number of timesyou set for this
field. When all attempts are exhausted, and the Archiver still cannot move the
recordings, a message displays stating that the Archiver hasfailed. If the Archiver is
successful in moving the files, a message displays stating that the Archiver was
successful. Valid values for thisfield are 1 through 10. Default is 1.

M ode—Select whether this Archiver isthe Primary or the Failover Archiver. The
Primary Archiver moves al recordings from the Primary Source Location to the
destination location. The Failover Archiver movesall recordingsfrom the Secondary
Source Location to the destination location. Valid values are:

e Primary (default) - This Archiver moves files from Primary Source Location.
« Failover - This Archiver moves files from Secondary Source Location.

Status—Sel ect whether the Archiver is enabled (active) for moving recording files,
or temporarily disabled (paused). Valid values are:

* Enabled (default) - Archiver is active and monitors when recording files are
ready to be archived.

« Disabled - Archiver istemporarily disabled and does not move recording files.

Ableto Delete Recor dings—Sel ect whether or not this Archiver has permission to
delete recordings and metadata stored longer than specified in Route/Account
configurations. Valid values are:

* Yes(default) - Archiver deletes files older than specified in Route/Account
configurations.

« No - Archiver does not delete files, regardless of the date specified in
Route/Account configurations.

Storein Date Directory—Select whether or not the Archiver stores the recording
filesin afolder identified by the current date. Valid values are;

* Yes(default) - Archiver stores recordingsin afolder by date.
¢ No - Archiver does not store recordings in afolder by date.

Storein Account Directory—Select whether or not the Archiver stores the
recording filesin afolder identified by the associated account on thelocal disk. Valid
valuesare;

« Yes- Archiver storesrecordingsin afolder by account.
* No (default) - Archiver does not store recordings in afolder by account.

Purge I ndex of Missing Recor dings—Select whether or not the Archiver attempts
to remove recording files with no audio, from the main recording table, and send
them to a“ problem” table that can bereviewed at alater time. Enabling this feature
prevents a user from viewing recording files with no audio, when they perform a
search. However, an Administrator can view the “problem” table if required, for
troubleshooting purposes. If thisfeatureis disabled, the Archiver keepstherecording
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Editing an Archiver

filewith no audio in the main recording table and moves on to the next record in the
table. Vaid values are:

Y es - Archiver moves recordings with no audio from the main recording table to
a“problem” table. Users cannot view these recordings. Administrators can view
the “problem” table.

No (default) - Archiver keeps recordings with no audio in the main recording
table. Users can view these recordings.

Conversion Configurations

15. Mode—Select whether all G.729 recordings are converted, a percentage of
recordings are converted, or no recordings are converted. Valid values are:

16.

17.

Disabled (default) - The RM C mediaconverter doesnot convert incoming G.729
recordings from .rpdd format to .wav format.

Convert All - The RMC mediaconverter convertsall incoming G.729 recordings
from .rpdd format to .wav format.

Convert by Per centage - The RMC media converter converts only apercentage
of al incoming G.729 recordingsfrom .rpdd format to .wav format, based on the
value entered for the “ Per cent of Recordingsto Convert” parameter.

Per cent of Recordingsto Convert—Select a number to indicate the percentage of
incoming recordingsto be converted by the RMC mediaconverter. The“Mode” field
must be set to “ Convert by Percentage” in order to set the percentage value. Valid
values are 0 to 100. Default is 100 percent.

Convert All Recordingsin Last Archiver Destination—Select whether or not the
RMC mediaconverter convertsall of thelast G.729 recordings stored inthe Archiver
from .rpdd format to .wav format. Valid values are:

Y es (default) - The RMC media converter converts all of the last G.729
recordings stored in the Archiver from .rpdd format to .wav format.

No - The RMC media converter DOES NOT convert all of the last G.729
recordings stored in the Archiver from .rpdd format to .wav format.

18. Click <Create>. The new Archiver displays on the Archivers page.

&
acme/¢ packet

Feosiiewn PRt Sememn W T T

M ey SR et Sp -

W Rakin run S tm e ntmatr o 1hw pain M

iida 1 1 1 m 1 " - L " )

Y ou can edit an Archiver configuration if required.

To edit an Archiver:
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1. From the Sites page, choose a Site with an Archiver and click the Detailsicon. The
Viewing Site page displays.
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2. Click onthe Archiver component. The following page displays.
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3. Choose an Archiver to edit and click the Detailsicon. The following dialog box
displays.
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Deleting an Archiver

Edit the parameters for the Archiver as applicable using the procedures defined in
Adding an Archiver, starting at Step 4.

When you are finished editing the Archiver, click Update. The changes are saved to
the NN-ISR database and display on the Archivers page.

Y ou can delete an Archiver if required.

To deletean Archiver:

1

On the Sites page, choose a Site with an Archiver and click the Detailsicon. The
Viewing Site page displays.
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Click on the Archiver component. The following page displays.

&
acme/('packe

PevmiEa Dt s Bty '
i S e S | et e O B gy vt

c e

[T Lmwrn st Wi Thesad E e

pdda 100,11 1) P PR 011 1 T P ] [ L

Lol il - L L -

Choose an Archiver to delete and click the Delete icon. The following prompt
displays:
“Are you sure you want to delete this Archiver?”

Click Continue to delete the Archiver from the NN-ISR database or click the X in
the upper-right corner of the box to cancel the delete function.
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Managing Session
Agents

Adding a Session
Agent

War ning: Once you delete an Archiver, it cannot
be recovered.

A Session Agent connectsto the IP PBX and is used to transfer callsto other agentsor to
the PSTN. The Session Agents configuration allows you to add a new Session Agent to
a Site, edit an existing Session Agent, or delete a Session Agent associated with a Site.

To add a Session Agent:

1. From the Sites page, choose a Site and click the Details icon.
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The following page displays.
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The following table describes the information that displays in the Session Agents

component box.

Archivers Information

Description

@ Enabled

i, Failed

Total number of Session Agents enabled on this Site.

Total number of failed Session Agents on this Site.
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Archivers Information

Description

¥ Disabled

Max Failure Count
Max Failure Seconds

Seconds Before Retry

Total number of Session Agents disabled on this Site.

Total number of failures endured by all Session Agents for this Site
before they are disabled.

Length of time, in seconds, for which the Session Agents for this Site
can have failures before they are disabled.

Length of time, in seconds, that the Session Agents for this Site wait to
retry a connection after a failed attempt has occurred.

2. Click on the Session Agents component. The following page displays.
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The following table identifies each column on the Session Agent page.

IP Address of the Session Agent in dotted decimal format (0.0.0.0).

Note: After adding a new Session Agent, the status is “enabled” by

Specifies the last event that occurred on the Session Agent. The event
displays as the date, time, time zone, and User of the last event on the

Column Description
Name Name of the Session Agent.
IP Address
Type Specifies whether the Session Agent is acting as a Primary or
Secondary (failover) device.
Status Identifies whether the Session Agent is:
@ Enabled for this Site (default)
¥ Disabled for this Site
default.
Last Event
Session Agent. “None” indicates that no events have occurred.
v:ﬁ Displays details of the Session Agent and allows you to edit the

details.

Displays specific events that occurred on the Session Agent. Events
display the date, time, time zone, and event description for each
event.

Deletes the Session Agent from the NN-ISR database.

Release 5.0

Acme Packet, Inc. Technical Publications 125



Editing a
Session Agent

3. Click New Session Agent. The following dialog box displays.

T e —
.

4. Name—Enter a name for the new Session Agent. Valid values are apha-numeric

characters. For example, SA2.

5. IP Address—Enter the IP address (in dotted decimal format), for the new Session
Agent. Value must be entered in the format 0.0.0.0. For example, 123.243.3.5.

6. Type—Select the type to associated with this Session Agent you are adding. Valid

values are:

e Primary - The site uses this Session Agent as the Primary Session Agent to
transfer callsto an agent or to the PSTN. By default, the Primary Session Agent
isdisabled if there are more than 5 failuresin 30 seconds. If this occurs, the

Session Agent is disabled for 5 minutes.

» Failover - Thesite usesthis Session Agent asthe secondary (or failover) Session
Agent to transfer callsto an agent or to the PSTN. The site uses this Session
Agent ONLY if the primary Session Agent isinactive or hasfailed.

Note: You can define multiple Primary Session Agents. The NN-ISR load

balances calls across al Primary Session Agents.

7. Click Create. The new Session Agent displays on the Session Agent page.

Y ou can edit an existing Session Agent configuration if required.

To edit a Session Agent:

1. From the Sites page, choose a Site with a Session Agent and click the Detailsicon.

The Viewing Site page displays.
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Deleting a Session
Agent

Click on the Session Agent component. The following page displays.
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displays.

Edit the parametersfor the Session Agent as applicable using the procedures defined
in Adding a Session Agent, starting at Step 4.

Status—Select whether or not to enable the Session Agent for the current Site. Valid
values are;

« Enabled - Enable this Session Agent for the current Site.
« Disabled - Disable this Session Agent for the current Site.

When you are finished editing the Session Agent, click <Update>. The changes are
saved to the NN-ISR database and display on the Session Agents page.

Y ou can delete a Session Agent if required.
To delete a Session Agent:
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1. Onthe Sites page, choose a Site with a Session Agent and click the Detailsicon. The
Viewing Site page displays.
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2. Click on the Session Agents component. The following page displays.
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3. Choose a Session Agent to delete and click the Delete icon. The following prompt
displays:
“Are you sure you want to delete this Session Agent?”

4. Click Continueto delete the Session Agent from the NN-ISR database or click the
X in the upper-right corner of the box to cancel the delete function.

Warning: Once you delete a Session Agent, it cannot

be recovered.
Display Events for a Y ou can display the eventsthat occur for each Session Agent by clicking the Eventsicon.
Session Agent Eventsinclude information on the date, time, time zone, and User of the event. If no

events have occurred for the Session Agent, a message, “ There are no Events for this
Session Agent” displays.

Todisplay eventsfor a Session Agent:
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Advanced
Configuration for
Session Agents
(Site-wide)

1. From the Sites page, choose a Site with a Session Agent and click the Detailsicon.

The Viewing Site page displays.
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2. Click on the Session Agent component. The following page displays.
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3. Choose a Session Agent and click & . The following Event box displays.

The Event list is read-only.

4. Click X inthe upper-right corner to close the Events box.

Y ou can configure specific advanced configuration parameters that apply to al Session

Agentsfor asingle Site.

To configure advanced parametersfor Session Agents:
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1. From the Sites page, choose a Site with a Session Agent and click the Detailsicon.

The Viewing Site page displays.
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2. Click on the Session Agent component. The following page displays.
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Click Advanced Configuration. The following dialog box displays.
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Max Failure Count—Select the number of failures that the Session Agent endures
beforeit isdisabled. Valid values are 1 through 100. Default is 5.

M ax Failur e Seconds—Specify thelength of time, in seconds, for which the Session
Agent can havefailuresbeforeitisdisabled. Valid values are 1 through 300 seconds
(5 minutes). Default is 30 seconds.

Seconds Befor e Retry—Specify the length of time, in seconds, that the Session
Agent waitsto retry aconnection after afailed attempt hasoccurred. Valid valuesare
0 through 300 seconds (5 minutes). Default is 0 seconds.

Click Update. The settings apply to al the Session Agents for the current Site. The
following message displaysin the dialog box:

“Updated successfully”.
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Managing Web
Appliances

Adding a Web
Appliance

A Web Appliance allows the NN-ISR to connect to aWeb Service to push call recording
datato aremote storage area. The Web Appliances page allows you to edit or delete
information about an Appliance, or add a new Appliance associated with a Site
configured for the NN-ISR. This page displays the route(s) for which the Applianceis
associated, the URL that connects the NN-ISR to the Web Service, the maximum
connections allowed by the NN-ISR for connecting to the Web Service, the maximum
failures alowed per call datarecord (CDR) by the NN-ISR, whether or not the recording
is deleted after the push, and the state of the Appliance (enabled or disabled).

Note: For additional information about configuring aWeb Service, contact
Technical Support.

Toadd aWeb Appliance:

1. From the Sites page, choose a Site and click the Details icon.
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The following table describes the information that displaysin the Web Appliances
component box.

Archivers Information Description

@ Enabled Total number of Web Appliances enabled on this Site.

¥ Disabled Total number of Web Appliances disabled on this Site.

2. Click onthe Web Appliance component. The following page displays.
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The following table identifies each column on the Web Appliances page.

Column Description
Route Specifies the Route pattern of the route configured with a Web Service.
URLs Specifies the URL(s) that connects the NN-ISR to the Web Service.
Status Identifies whether the Web Service is:

@ Enabled for this Route pattern.

b4 Disabled for this Route pattern.
Max Concurrent Specifies the maximum concurrent connection attempts allowed from
Connections the NN-ISR to the Web Service for this route.

Max Failures per CDR

Delete after Push

Jo

Specifies the number of maximum failures allowed by the NN-ISR during
the push of data from the Web Service for a call detail record (CDR).
When this threshold is reached, the information is not stored and is lost.

Specifies whether or not the NN-ISR deletes the call recording detail
record after the Web Service has completed pushing the data to the NN-
ISR. Valid values are:

= Yes

< No

Displays details of the Web Service associated with this route, and allows
you to edit the details.

Deletes the Web Service association with this route. After performing this
delete function, the Web Service information still exists in the database
but is no longer associated with the current route.
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3. Click New Web Appliance. The following dialog box displays.

Route—Sel ect the route pattern to which you are applying this new Web Appliance.
Valid values are dependant on the route patterns currently configured on the NN-
ISR.

URL 1—Enter the Uniform Resource Locator (URL) of the first Web Service for
which the NN-ISR connects. Valid values can be an | P address in the format 0.0.0.0
(for example, 132.32.45.6), or adomain hame in the format http: www.<domain
name>.<applicable suffix> (for example, www.acmepacket.com).

Note: A domain hame may have a secure connection using “ https’ aswell.

URL 2—(optional) Enter the second Web Service URL for which the NN-ISR
connects. This URL isused by the NN-ISR if it failsto connect to the first Web
Service URL (Web Service URL 1).Valid values can be an | P address in the format
0.0.0.0 (for example, 132.32.45.6), or adomain name in the format

http: www.< domain name>.<applicable suffix> (for example,
www.acmepacket.com).

URL 3—(optional) Enter the third Web Service URL for which the NN-ISR
connects. This URL isused by the NN-ISR if it failsto connect to the second Web
Service URL (Web Service URL 2).Valid values can be an | P address in the format
0.0.0.0 (for example, 132.32.45.6), or adomain name in the format

http: www.< domain name>.<applicable suffix> (for example,
www.acmepacket.com).

Note: The NN-ISR attemptsto connect to URL 1. If connection fails, it
attemptsto connect to URL 2. If thisfails, it attempts to connect to URL 3.
Each time the attempt is made to connect, it must reach the val ue specified
for the “Max Concurrent Connections’ field before dropping the
connection and trying the next configured URL. If all attemptsfail, no
further attempts are made to connect to a Web Service.

Likewise, if URL 2 and URL 3 are blank (no specified value), and the
attempt to connect to URL 1 fails, after the value specified for “Max
Concurrent Connections’ is reached, no further attempts are made to
connect to aWeb Service and the call is dropped.

M ax Concurrent Connections—Select the number of maximum connection
attempts allowed from the NN-ISR to the Web Service for this route. Valid values
are 1 through 90. Default is 1.

Max Failures per CDR—Select the number of maximum failures allowed by the
NN-ISR during the push of datafrom the Web Service for acall recording detail
record. Valid values are 1 through 10. Default is 1.
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Editing a Web
Appliance

When this threshold is reached the information is not stored and is | ost.

10. Delete CDR after Push—Select whether or not the NN-ISR del etes the call
recording detail record after the Web Service has completed pushing the datato the

NN-ISR.

* Yes- Indicates the NN-ISR deletes all call recording detail records after the
recording sessions are complete with the Web Service.

* No (default)- Indicates the NN-ISR stores all call recording detail records after

the recording sessions are complete with the Web Service.

11. Initial Status—Select whether or not the Web Appliance is available to connect to

the NN-ISR. Valid values are:

* Enabled (default) - Indicates the Web Serviceis available to the NN-ISR for

connection.

« Disabled - Indicatesthe Web Service availability isnot currently availableto the

NN-ISR for connection.

12. Click Create. The new Web Appliance displays on the Web Appliance page.

Y ou can edit an existing Web Appliance configuration if required.

To edit aWeb Appliance:

1

From the Sites page, choose a Site with aWeb Appliance and click the Detailsicon.

The Viewing Site page displays.
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2. Click onthe Web Appliance component. The following page displays.
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3. ChooseaWeb Applianceto edit and click the Detailsicon. Thefollowing dialog box
displays.
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4. Edit the parameters for the Web Appliance as applicable using the procedures
defined in Adding a Web Appliance, starting at Step 4.

5. Current Status—Select whether or not to enable the Web Appliance for the current
Site. Valid values are:

« Enabled - Enable this Web Appliance for the current Site.
« Disabled - Disable this Web Appliance for the current Site.

6. When you are finished editing the Web appliance, click Update. The changes are
saved to the NN-ISR database and display on the Web Appliances page.

Deleting a Web Y ou can delete a Web Appliance if required.
Appliance .
Todeletea Web Appliance:
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1. Onthe Sites page, choose a Site with a Web Appliance and click the Detailsicon.
The Viewing Site page displays.
Eeiieings  Dmpsls bamegs Adwes e e Bl W
e | Sy ey Lt baaK T R
5} | e mesrvren 15 e hiwars |1}
T T - ;.-
o
5B Semniim Agmon (1 L Web Applimaces (7}
K oomen.
&
2. Click onthe Web Appliances component. The following page displays.
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3. Choose aWeb Appliance to delete and click the Delete icon. The following prompt
displays:
“Are you sure you want to delete this Web Appliance?’
4. Click Continueto delete the Web Appliance from the NN-ISR database or click the

X in the upper-right corner of the box to cancel the delete function.

Warning: Once you delete a Web Appliance it cannot

be recovered.
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8 Viewing Live Sessions

Introduction

This chapter describes how to view active call sessions on the NN-ISR, and whether or
not the RSSis recording those sessions.

Manage Live Sessions

Y ou can view live call sessions currently occurring on the NN-ISR using the Live
Sessions link on the Admin page.

e
scme/Qepacket

Wekcome Adnen §]

Recirdags FapmTn Semnps At

Ve S & 3 Sopet Ly vl

Note: Only Super Users and Account Administrators can view live call
sessions currently being received by an RSS.
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Lives Sessions Page
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The following table describes each column on the Live Sessions page.

Column Heading

Description

From

To

Session Start

Status

RSS

Specifies the From SIP URI. This is the URI from where the call
session is coming.

Specifies the To SIP URI. This is the URI to where the call session is
destined.

Specifies the date and GMT time when the active session began.

Identifies whether the session is:

Recording - Call session is in progress and the RSS is recording
the session.

Idle - Call session is in progress but the RSS is not currently recording
the session.

Specifies the name of the RSS receiving the live call session.

The Live Sessions page allows you to view all active call sessions currently coming into
the RSS, and whether or not the call session is being recorded by the RSS.

If asession isrecording, a Recording status displaysin the Status column. If the RSS is
not currently recording the session, the status displays as Idle.

Up to 15 active call sessions display on asingle page. The total number of active call
sessions display at the bottom of each page.

If morethan 15 calls display on asingle page, click the Next and Previous links to
navigate between pages of the Live Sessions list.
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Viewing Live Y ou can view live call sessions currently coming into an RSS.

Sessions To view the Live Sessions:

1. After logging into the NN-ISR Dashboard, click Admin in the main menu (or Edit
System Configur ations on the Home page).

2. Click Live Sessions. The Live Sessions page displays.
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Thispagelistsall of the active call sessions currently being received by an RSS, and
the recording status of each session (recording or idle).

3. If morethan 15 sessions display on the page, click Next and Previousto navigate
between pages, or click the page number you want to display.
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9 Managing Recordings

Introduction

This chapter provides information about managing account recordings on the
NN-ISR. You can play, view, edit, and delete recordings as required.

Manage Recordings

All user levels can view, edit, delete, and/or play recordings stored on the NN-ISR’s
Archiver (or other configured storage facility). However, a Tenant Administrator and
Tenant User can edit, play, and delete their own recordings only.

Note: Recordingsthat display are dependant on the level of user currently
logged into the NN-ISR Dashboard.

In addition to viewing, editing, playing, and deleting recordings, a user with “Notes and
Scoring” permission can a so specify notesfor arecording, and specify arate or scorefor
arecording. A recording can be rated or scored on achart from 1 star to 10 stars, with 10
stars being the best. For more information about assigning a score to a recording see
Recording Details.

Y ou can access the Recordings from the Home page by clicking “Find Recordings’ (or
by clicking “Recordings’ on the top menu bar).
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Each recording displays on the Recordings page with information about that recording.
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Recor dings Page
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The following table describes each column on the Recordings page.
Column Heading Description
Time Specifies the start date and time of the recording. This column is
based on the User’s GMT offset.
From Specifies the From SIP URI. This is the URI from where the session
that was recorded came from.
Duration Specifies the length of time, in seconds, of the recording.
File Name Specifies the name of the recording file, assigned by the system or
by the device that invoked the recording.
Session ID Specifies the unique X-ISR-UCID for this recording.
b Plays the selected recording.
‘u Downloads the selected recording to a file on your PC.

Note: All users can download recordings from the Archiver to a “.csv”
file if required. However, only 10,000 recordings at a time can be
downloaded to a single file. For more information, see Downloading
a Recording List to a CSV.

Q’ Displays details of the Recording and allows you to edit the details.

(=] Deletes the Recording from the Archiver.
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Playing a
Recording

After arecording occurs on the NN-ISR, it is saved to the Archiver asan audio fileso a
user can review the details of the recording and listen to the audio.Y ou can choose a
recording from the Recordings page, and play the audio filefor that recording by clicking
the Play icon.

Note: Therecording’'s metadata is saved in the NN-ISR database.

The Recordings page displays all up-to-date recordings. Depending on the size of your
storage device (Network Attached Storage (NAS), Storage Area Network (SAN)), older
recordings may not be stored locally. However, thisistransparent to the user viewing the
recordings. Regardless of where the recordings are stored, all recordings display on the
Recordings page.

Note: Before playing recordings, make sure you have a media application
that playsaudio fileswith a“.wav” format. For moreinformation about the
software requirements and recommendations for playing recordings, see
Reguirements/Recommendations.

To play arecording:

1. Afterloggingintothe NN-ISR Dashboard, click Find Recor dingson the Home Page
(or Recor dings on the main menu bar). The Recordings page displays.
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2. Choose arecording and click the Play icon. The following message displays.

- |

Note: To find aspecific recording, perform a search using the Advanced
Sear ch link in the upper-right corner of the page. For moreinformation, see
Search Tools.
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The Recordings page refreshes depending on the value set at Settings-
> Refresh Rate (seconds). Default is every 30 seconds. For more
information about setting the Refresh rate, see Dashboard Settings.

When the recording is retrieved, the audio file automatically opens and plays using
the applicable media application installed on your computer. For media applications
you can use, see Requirements/Recommendations.

Viewing and The NN-ISR Dashboard allows you to view and edit specific details and metadata of a
Editing Details of a  recording if required. From a Recording’s Details page, you can:

Recording

Play arecording.
Assign custom data fields to arecording.
Specify whether or not the recording is completed.

Assign alength of time, in hours/minutes that the reviewer spent
reviewing/transcribing the recording.

Specify notes pertaining to the recording.

Assign arating to the recording.

Create a category for which to place the recording.
Transcribe the conversation that took place on the recording.

To play arecording from the details page:

1. Afterloggingintothe NN-ISR Dashboard, click Find Recor dingsonthe Home Page

(or Recor dings on the main menu bar). The Recordings page displays.
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Recording Details

2. Choose arecording and click the Detailsicon. The following dialog box displays.
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The following table describes each field on the Recording Details page.

Column Heading

Recording

Account Name

Description

Specifies the file name of the recording assigned by the system or by
the device that invoked the recording. You can click this field to play
the recording.

Specifies the Account name associated with the recording.

Session ID Specifies the unique X-ISR-UCID for this recording.

From Specifies the From SIP URI. This is the URI from where the call
session was coming.

To Specifies the To SIP URI. This is the URI to where the call session was
destined.

Duration Specifies the length of time, in seconds, of the recording.

Start Time Specifies the date and GMT time when the active session began.

To play the recording, click the recording file name.

When the recording is retrieved, the audio file automatically opens and plays using
the applicable media application installed on your computer. For mediaapplications
you can use, see Requirements/Recommendations.

Y ou can display additional recording details, session metadata, and session
participant metadata if required. Refer to the following paragraphs for information
about session metadata.

The NN-ISR allows you to assign specific information to each recording that can be used
toidentify and analyze calls. Y ou can save thisinformation to be reviewed at alater time.
Y ou can display the additional details and add specific information about a recording by
clicking Details on the Recording Details page.

For each recording stored in the Recording list, you can perform the following:

Specify Custom Data Fields for the recording

Apply ascoreto the call session (arating on ascale from 1 to 10 stars, with 1 being
the worst session and 10 being the best session). The scoreis at the discretion of the
Administrator or User that is scoring the recording.

Specify whether or not the call session completed.
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e Specify the number of hours spent on the call session.
*  Write notes about the call session.
e Transcribe the conversation that took place in the call session.

After specifying and saving this information, the data is attached to the applicable
recording and stays with the recording even when the recording is archived.
Administrators and users can create reports against the call scoring information in the
database.

Note: To add or change detailed information about a recording, the user
must have permission privilegesfor the Account’ sroute associated with the
recording. To provide permission to add Custom Data Fields, see Custom
Data. To provide permission to set “ Complete Transaction”,
“Notes/Transcription”, and “Rating”, see Recording, Editing Permissions.

Todisplay and specify details:

1. OntheRecordings page, choosearecording and click the Detailsicon. Thefollowing
Recording Details page displays.
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2. Click Details. The following information displays.
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The RSSfield indicates the RSS that received the call session for the recording.

The RSSIngress Call ID field indicates the call-id received in the header of the
initial SIPINVITE.

3. Custom Data Field 1 through Custom Data Field 4—Specify a custom datavaue
to associate with this recording. Thisisinformation that should be specific to this
recording. Valid values are al pha-numeric characters.

Note: The Custom Data Fields 1 through 4 must be enabled for editing.
For more information about entering values and enabling the Custom Data
Fields, see Custom Data.
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Archiving Recordings
Permanently

Complete Transaction—Select whether or not the call sessioniscompleted for this
recording. For example, if acaler callsinto aTechnical Support Center for problems
with his PC, the call isrecorded. If the problem was not resolved on theinitial call
session, the reviewer can select “No” for the Complete Transaction field, indicating
that the problem was not resolved on this call. Valid values are:

* No (default) - Call session and this recording are not yet complete.

¢ Yes- Cal session and recording are complete.

Note: The Complete Transaction field must be enabled for editing. For
more information about enabling this field for editing, see Recording,
Editing Permissions.

Hour s—Enter the length of time, in hours/minutes that the reviewer spent
reviewing/transcribing the recording. Valid values are in decimal format using
numeric characters. For example, 6.15, where 6 indicates the hours and 15 indicates
1/4 hour.

Rating—Click on a star to rate the recording. This is a score that you can assign to
this recording based on alevel from 1 star to 5 stars, with 1 being the worst call
session, and 5 being the best call session. When al stars are blank, no rating is
assigned to the recording.

Note: The Rating field must be enabled for editing. For moreinformation
about enabling thisfield for editing, see Recording, Editing Permissions.

Categor y—Enter acategory nameto associate with the recording, and press<T ab>.
Valid values are alpha-numeric characters.

A category bubble displaysin the Category field. This feature provides easy
recording searches based on category rather than individual recordings.

To create additional categoriesto associate with the current recording, repeat Step 7.

Notes—Enter notes pertaining to the call session for the current recording. Adding
more than 135 charactersin this box displays scroll barsin the window that allow
you to scroll through multiple screens of the note. Valid values are al pha-numeric
characters.

Note: The Notesfield must be enabled for editing. For more information
about enabling this field for editing, see Recording, Editing Permissions.
Enabling the Notes field automatically enables the Transcription field.

Transcription—Enter the conversation that took place on the call session that
pertains to the current recording. Adding more than 135 characters in this box
displays scroll bars in the window that allow you to scroll through multiple screens
of the transcription. Valid values are a pha-numeric characters.

10. Click Save Changesto save the details for the recording.

Y ou can view whether or not arecording is archived by clicking File L ocation on the
Recordings Details page.

Y ou can aso flag arecording to remain archived permanently.

Toflag arecording to never expire:

1. After logging into the NN-ISR Dashboard, click Find Recordings or click

Recordingsin the top menu bar.
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Recording Session
Metadata

2. Choose the recording you want to flag and click the Detailsicon.
The Recording’ s detail page displays.
3. Click the File Location link.

i [ ocalion
Archise Permasently

Recoring i o mepheved

4.  Archive Permanently—Check the box to ensure thisrecording is never deleted due
to expiration.

5. Click Save Changes.

Y ou can view specific metadata information about a recording by clicking Session
M etadata on the Recording Details page.

The NN-ISR supports avaluein the SIP INVITE header called X-ISR-UCID, whichis
used to identify incoming calls. X-ISR-UCID uses Unique Caller ID (UCID) and assigns
aunique number to a call when it enters the network to provide uniform data-tracking of
al ingress calls on that network. This unique ID is also used in egress SIP calls that are
passed through the network or stored as session data on the CIS.

Thevalue of thisunique D isstored in the lookup tables with the session dataon the CIS
for recording control, and can be viewed in the meta-data details of arecording and used
as ameans of searching for arecording.

Thefieldsin the SIP Header for this feature are:

e ingress callid - RSS usesthe call-id in the SIP Header of theinitial INVITE to
populate thisfield.

e egress callid - RSSinitiates a second call leg (egress) for pass-through (or Record
& Save) configurations and uses the new call leg's call-id to populate this field.
(When the RSSis acting as a B2BUA).

e isr_ucid - RSS matches the X-1SR-UCID to the SIP Header, then populates this
field.

Note: Theingress callid isaways populated. The egress _callid may not
be populated for calls with only one participant. Theisr_ucid is only
populated for calls where the X-1SR-UCID SIP header is present in the
ingress INVITE.

Thefollowing illustration showsthe call flow using the call control uniqueD onthe NN-
ISR.
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1. TheNN-ISR receivesa SIP INVITE with optional X-1SR-UCID header.
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2. TheVMG_CHANNEL_LOOKUP tableis updated with the ingress _callid and
isr_ucid.

3. TheNN-ISR sendsan INVITE to the Session Agent and updates the egress_ucid if
applicable.

4. Recording control is now possible from athird-party application using either the
isr_ucid, ingress_ucid, or the egress _ucid.

Y ou can configure the X-1SR-UCID header field using the standard RSS configuration

file, vmgConfig.xml. Thisalowsyou to customize the SIP header field without having to
make changes to your application. For more information on configuring X-ISR-UCID in
the vmgConfig.xml file, see the Net-Net I nteractive Session Recorder Installation Guide.

Toview Session M etadata:
1. OntheRecordings page, choose arecording and click the Detailsicon. Thefollowing
Recording Details page displays.
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2. Click Session Metadata. The following information displays.
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The SIPREC Session | D field displaysthe SIP Recording Session I D assigned to the
call recording session at the time the call was received by the RSS.

The Start Time field displays the date and GMT time the call recording session
began. The date and time are based on the time zone configured for the Account.

The Session Extension M etadata displaysthe Acme Packet Unique Caller ID (ucid)
assigned by the NN-ISR and indicates the ID of the incoming call.

Recording Session Y ou can view specific participant metadata information about arecording by clicking
Participant Metadata “Session Participant Metadata” on the Recording Details page.

Release 5.0 Acme Packet, Inc. Technical Publications 149



To view Session Participant M etadata:

1. OntheRecordings page, choose arecording and click the Detailsicon. Thefollowing
Recording Details page displays.

Mecorhmgs  BEgei Nallmgh Ak Pemits Atwe @

Sy 04 Gl RETRL-N- R4 )N TL LI ey

i s L [

ke i1 F DD BT S I 7 Bt Time 361

2. Click Session Participant M etadata. The following information displays.
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The following table describes each field on the Session Participant M etadata page.

Column Heading Description

SIPREC Participant ID Specifies the ID of the incoming caller who is the SIPREC participant
on the recording.

Name Specifies the From SIP URI name. This is the URI from where the call
session was coming.

AOR Specifies the address of record (AOR) associated with the call that
was recorded.

Start Time Specifies the date and GMT time when the active session recording
began.

End Time Specifies the date and GMT time when the active session recording
ended.

Displays additional metadata information about the participant if it

iy .
exists.
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Displaying DTMF Data
in Recording’s Details

3. Choose a SIPREC Participant ID and click the Details icon to display additional
metadata information about the participant. The following box displays.

Information in this box can include metadata for:

apkt:ucid .
extTrackingl D .
ServiceProviderlD ¢

userlD .
grouplD .
callD .

callingPartyNumber
calledPartyNumber
newExtTrackingl D
apkt:in-ream

apkt: P-Asserted-ldentity
apkt:Diversion

apkt:request-uri

For more information about these parameters, see Recording Search by Session.

Y ou can configure the NN-ISR to display DTMF details within acall’ srecording details
for digits transmitted via RFC 2833 and SIP INFO. The DTMF L ogging parameter has
been created which allows you to specify whether or not to display DTMF details on

either a per-route or per-account basis.

To enablethe NN-ISR to display DTMF detailsfor a particular route:

1. After logging into the NN-ISR Dashboard, click Edit System Configurations or

click Admin in the top menu bar.

2. Click Manage Routes.
A list of all routes configured on the NN-ISR displays.

Click the route on which you are enabling DTMF details.

Click Route Advanced Configuration.
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5. Record DTMF—Select whether or not to display DTMF details. Valid values are;

« Useaccount or system default—This route defaults to its account’ s behavior.
Thisisthe default value.

*  No—No DTMF details appear in the recording details.
*  Yes—DTMF details appear in the recording details.
6. Click Update.
To enablethe NN-ISR to display DTMF detailsfor a particular account:
1. After logging into the NN-I1SR Dashboard, click Edit System Configurations or
click Admin in the top menu bar.
2. Click Manage Accounts.
A list of all accounts configured on the NN-ISR displays.
Click the account on which you are enabling DTMF details.
Click Account Route Defaults.
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5. Record DTMF—Select whether or not to display DTMF details. Valid values are;
* No—No DTMF details appear in the recording details. Thisisthe default value.
e Yes—DTMF details appear in the recording details.

6. Click Update.

Toview DTMF datain recording details:

1. After logging into the NN-I1SR Dashboard, click Find Recordings or click
Recor dingsin the top menu bar.

2. Choose the recording you want to view and click the Detailsicon.

The Recording’ s detail page displays.
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3. Click DTMF Events. The DTMF data appears.

= DT [rants

DTMIF Evowts During Reco!dng

Y ou can zoom in on aparticular area of the DTMF Events graph by highlighting the
section you want to view. To get back to the original graphical view, click Reset
zoom.

Deleting a Y ou can delete a recording from the NN-ISR Dashboard as required.

Recording To delete a Recording:

1. Afterloggingintothe NN-ISR Dashboard, click Find Recor dingsonthe Home Page
(or Recor dings on the main menu bar). The Recordings page displays.

-
acme/('packet

Recomegs Fapeh bemmm v Msingrs agmw Bl W

¢ O 00 000D OG0 OO0

2. Choose a Recording from the Recordings page and click the Deleteicon. The
following prompt displays:

“Are you sure you want to delete this recording?”
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3. Click OK to delete the Recording from the NN-ISR database or click Cancel to
cancel the delete function.

Warning: Once arecording is deleted, it cannot
be recovered. Thefileis deleted from disk and the
metadata is removed from the database.
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10 Managing Reports

Introduction

The NN-ISR alows you to generate call usage and billing statistical reports using date
and route filters. This chapter describes the type of reports you can generate and filters
you can use to generate the reports.

Manage Reports

The NN-ISR provides the following types of reports you can generate:

* Usage Reports- Generates a report that includes call recorder usage information by
date range and/or by route.

« Billing Reports - Generates areport that includes billing information by date range
and/or by route.

Y ou can run these reports for the current month or the previous month, or specify adate
range.

Y ou can access the Reports from the Home page by clicking Build A Report (or by
clicking Reports on the top menu bar).

Nocomngs  Beporiy o leSegs  diem #wcores afan dh
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Usage Reports

Reports Page
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The Reports page allows you to build Usage and/or Billing Reports based on the filters

you set in the Sear ch Date and Select Routefields.

The following paragraphs provide information about building Usage and Billing reports.

Usage Reports show information about calls that use routes configured on your NN-I1SR.

Usage Reports include:

e Routeused for calls

¢ Number of sessions provisioned on the route

*  Number of provisioned burst sessions on the route

e Total number of callsinitiated using the route

¢ Number of calls made during peak time on the route
*  Number of callsthat used burst sessions on the route
e Number of callsregjected on the route

You can filter the call data by month or by date range, and select a single or multiple

routes to display in the report.

To generate a Usage Report:
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1. After logginginto the NN-ISR Dashboard, click Build a Report on the Home Page
(or Reports on the main menu bar). The Reports page displays.
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2. Search Date—Select whether you want to generate areport by the month or by date
range.

Togenerateareport by month:
3. Seect By Month.

4. Inthe drop-down box, select the month for which you want to generate the report.
Valid values are dependant on the dates for calls stored in the NN-ISR database.

Togenerateareport by range:
5. Sedect By Range. The“From Date” and “To Date” fields display.

6. From Date—Click the cursor in the text box or click the Calender icon to display
the calendar.

7. Click thedate from where you want to begin to include the report data. Usethe arrow
keysin the calendar to change months.

8. To Date—Click the cursor in the text box or click the Calender icon to display the
calendar.

9. Click the date from where you want to end the inclusion of the report data. Use the
arrow keysin the calendar to change months.

To select aroute:

10. Select Route—Select aroute or routes to include in the report. Valid values are
dependant on the routes currently configured in the NN-1SR database.

Note: To select multiple routes, click on aroute in the selection box, press
and hold the <Ctrl> key, and select additional routes.

11. Click Usage Reports. The Generate Report button displays.
12. Click Gener ate Report to generate the Usage Report. Thefollowing report displays.
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The Usage Report displaystheinformation in bar graph format at the top of the page,
and in dataformat at the bottom of the page.

The following table identifies the information in the bar graph section of the report.
Usage Report Bar Graph Descriptions

Graph Information Description

mollmes) Indicates the route selected for this report.

Calls Indicates the number of calls on this route.

Recorded Indicates total number of recorded calls during the reported period.

Rejected indicates total number of rejected calls during the reporting period.

Burst Indicates total number of burst calls during the reporting period.
Burst calls are calls handled by the Burst Ports.

Peak Indicates maximum number of simultaneous calls during the
reporting period.

Total Calls Indicates total number of calls during the reporting period.

The following table describes each column in the data format section of the report.

Usage Report Data Format Descriptions

Column Description

"Route Route(s) included in this Usage Report.

Capacity Total concurrent sessions allocated to the route.

Burst Capacity Number of concurrent sessions available for call recording when the
provisioned capacity has been depleted.

Total Sessions The total number of sessions for this reporting period.

Peak Sessions The maximum number of concurrent sessions that occurred during this
reporting period.

Burst Sessions The total number of sessions that occurred after the provisioned
capacity had been depleted.

Rejected Total number of rejected sessions on this route during this reporting
period.
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Column Description

System Rejected The total number of rejected sessions by the NN-ISR during this
reporting period.

Account Rejected The total number of rejected sessions by this account during this
reporting period.

Route Rejected The total number of rejected sessions by this route during this reporting
period.

Recorded Total number of recorded sessions on this route during this reporting
period.

After you have generated a usage report, you can click on a specific route within the
report to view aday by day breakdown of the statistics.
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Billing Reports Billing Reports show information about calls that use the routes configured on your

NN-ISR. Billing Reportsinclude:

*  Routeused for calls

e Number of sessions provisioned on the route

*  Number of provisioned burst sessions on the route

e Total number of callsinitiated using the route

e Number of calls made during peak time on the route
¢ Number of callsthat used burst sessions on the route
e Number of callsrejected on the route

You can filter the call data by month or by date range, and select a single or multiple
routes to display in the report. Y ou can use thisinformation for billing purposes as
required.

To generate a Billing Report:
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1. After logginginto the NN-ISR Dashboard, click Build a Report on the Home Page
(or Reports on the main menu bar). The Reports page displays.
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2. Search Date—Select whether you want to generate areport by the month or by date
range.

Togenerateareport by month:
3. Select By Month.

4. Inthedrop-down box, select the month for which you want to generate the report.
Valid values are dependant on the dates for calls stored in the NN-ISR database.

Togenerateareport by range:
5. Sdect By Range. The“From Date” and “To Date” fields display.

6. From Date—Click the cursor in the text box or click the Calender icon to display
the calendar.

7. Click thedate from where you want to begin to include the report data. Usethe arrow
keys in the calendar to change months.

8. To Date—Click the cursor in the text box or click the Calender icon to display the
calendar.

9. Click the date from where you want to end the inclusion of the report data. Use the
arrow keysin the calendar to change months.

To select aroute:

10. Select Route—Select aroute or routes to include in the report. Valid values are
dependant on the routes currently configured in the NN-ISR database.

Note: To select multiple routes, click on aroute in the selection box, press
and hold the <Ctrl> key, and select additional routes.

11. Click Billing Reports. The Gener ate Report button displays.

12. Click Generate Report to generate the Billing Report. The following report
displays.
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The Billing Report displays the information in bar graph format at the top of the
page, and in dataformat at the bottom of the page.

The following table identifies the information in the bar graph section of the report.

Billing Report Bar Graph Descriptions

Graph Information

Description

“Routes zlgollmes)
Calls

Recorded
Rejected

Burst

Peak

Total Calls

Indicates the route selected for this report.
Indicates the number of calls on this route.
Indicates total number of recorded calls during the reported period.
indicates total number of rejected calls during the reporting period.

Indicates total number of burst calls during the reporting period.
Burst calls are calls handled by the Burst Ports.

Indicates maximum number of simultaneous calls during the
reporting period.

Indicates total number of calls during the reporting period.

The following table describes each column in the data format section of the report.

Billing Report Data Format Descriptions

Column

Description

[
Route
Capacity
Burst Capacity

Total Sessions
Peak Sessions

Burst Sessions

Rejected

Routefs; included in this Usage Report.

Total concurrent sessions allocated to the route.

Number of concurrent sessions available for call recording when the
provisioned capacity has been depleted.

The total number of sessions for this reporting period.

The maximum number of concurrent sessions that occurred during this
reporting period.

The total number of sessions that occurred after the provisioned
capacity had been depleted.

Total number of rejected sessions on this route during this reporting
period.
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Column Description

I — . " = q o
System Rejected The total number of rejected sessions by the NN-ISR during this
reporting period.
Account Rejected The total number of rejected sessions by this account during this
reporting period.
Route Rejected The total number of rejected sessions by this route during this reporting
period.
Recorded Total number of recorded sessions on this route during this reporting
period.
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A NN-ISR Software Diagrams
and Call Setup Sequence

Overview

This appendix contains a high-level, software architecture diagram of the NN-ISR
platform along with a set of ladder diagrams describing interaction of the software
components. Thisisfor informational purposes only.

NN-ISR Software Architecture Diagram

The following is adiagram of the NN-ISR software architecture.
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Description of Components

Record Store
Server (RSS)

The components of the NN-1SR consist of the following:

RSS - Record Store Server
CIS - Control Index Server

Each of these components are described if the following paragraphs.

The RSS consists of the following components:

Call Manager - Using call state, channel and routeinformation Call Manager handles
account and platform-related call decisions.

SIP Agent - Processor for SIP-related events.

Channel Map - State storage and reference for active call information and available
channels.

Local Route Cache - Binary tree store of route-based information for call and
recording decisions. Initializes reflecting the dashboard-driven route_config
database table with periodic (configurable) updates mirroring changes in the table.

Call Stats Updater - Processes call metrics and refreshes call and recording tables
with call statistics.

XML-RPC Server - Accepts and queues remote call and recording commands.
XML-RPC Agent - Manages API requests and responses via XML-RPC.

RTP Port Manager - Returns available RTP ports and maintains port status for SIP
Agent.

Event Queue - Prioritizes and stores call and other events

Cache Manager - Local audio store which makes available audio content such as
busy messages and beeps during recording.

Mixer Channel - RTP support for sending, receiving, buffering, transcoding and
mixing audio which contains the following:

— RTPI/O - RTPinput and output stream handling.

— Audio Mixer - Audio stream processing for injecting platform or route-specific
audio.

— Recorder Thread - Manages audio and file stream processing.

RSS API - offers NN-ISR remote call and recording services along with resources
for route and channel referencesin NN-ISR database.

VoiceXML API - VoiceXML resource for NN-ISR APl commands.
RSS API Servlet - Service handles NN-ISR XML-RPC API requests.
REST API - REST resource for NN-ISR APl commands.

Archiver

SIPREC - Used to interact between a Session Recording Client (SRC) and a Session
Recording Server (SRS).

— SIPProxy - SIP user agent. SIP Proxy acts as B2BUA if configured in pass-thru
mode and acts as SIP Endpoint for conference mode and call parking mode. The
proxy handles SIP signaling and keeps track of call states. It also mapstwo legs
to acall session when acting as B2BUA. Once it receives anew call, the SIP
Proxy gets routing and recording decisions from the Call Manager, then submits
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Control Index
Server (CIS)

an event to Event Queue to be distributed to a Mixer that correspondsto the call
channel.

— Codec Negotiator - Responsible for generating supported Codec list for SDP
offers and answersto offers.

— SIPREC Processor - This component is responsible for processing SIPREC
reguests. When the SIP Proxy receives a SIPREC call, judging by multipart
bodies, it passes call context and SIPREC Metadatato SIPREC process. The
SIPREC Processor then parses the M etadata of the Recording Session (RS) into
a structured data object. The SIPREC Processor, in turn, passes the call context
back to SIP Proxy with flag set for detailed instructions on SIP signaling. Note:
Final SIP action for SIPREC from SIP Proxy, afterward, is also affected by Call
Manager.

The CIS consists of the following components:
NN-ISR Database

NN-ISR User Dashboard

NN-ISR Administrator Dashboard

Sequence Diagrams

Non-SIPREC Call

Thissection providesdetailsabout the NN-1SR call setup for asingle successful call. This
isfor informationa purposes only.

The following sequence diagram applies to the NN-ISR configuration in non-SIPREC,
pass-through, interactive voice response (IVR) skip mode. The call appliesto a
percentage-based recording route.

The simple call flow below reflects a single successful call which appliesto aroute
configured for pass-through mode and recording of 100% of calls. The diagram
highlights some of the featuresin the NN-ISR, such asIVR-skip mode. Previously, the
NN-ISR architecture required a VoiceXML platform to make routing, recording and
availability decisions. Thisinformation now resideslocally in the Local Route Cache or
isreferenced in the database through API commands.
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SIPREC Call The following sequence diagram applies to the NN-I1SR configuration in SIPREC
environment.
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C Enable Serving Pages with SSL

Overview

In the NN-ISR, cookies are not forced through Secure Sockets Layer (SSL). If you want
to force the SSL cookies, you must enable the SSL serving pages to do this.

Enabling Serving Pages with SSL

Use the following procedure for enabling this feature.

To enable serving pages with SSLto force SSL cookies:

1. Enable SSL in nginx:

la. Edit the nginx configuration file (/opt/nginx/nginx.conf) and uncomment the
the following SSLconfig lines (remove the “#” sign):

# listen 443;

#sd on;

#sd_certificate /opt/nginx-1.2.0/conf/server.crt;

# sd_certificate_key /opt/nginx-1.2.0/conf/server.key;

# keepalive_timeout 60;
1b. Confirm the locations of the SSL certificate and key currently being used.
lc. Savethe changesin the editor, and restart nginx by entering the command:

service nginx restart
2. After therestart, confirm access of the application using httpsin a browser.
Enable secure cookies in the NN-ISR Dashboard:
3a.  Edit /var/mww/user_dash/config/initializers/session_store.rb
3b. Inside of ‘ActionController::Base.session ={...... }', add the new line

:secure => true,

Note: Add acommato the end of theline.
3c.  Restart nginx by entering the command:

service nginx restart
4. Add thefollowing entry in iptables (/etc/sysconfig/iptables):
-A INPUT -m state --state NEW -m tcp -p tcp --dport 443 -j ACCEPT
5. Reload iptables. Service iptables restart.
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D NN-ISR RMC

This appendix provides an overview of the NN-ISR Media Converter (RMC) and
provides procedures for editing locations that contain raw RTP files that require
conversion for playback. It also includes a procedure for installing the RMC license.

About the NN-ISR RMC

The NN-ISR records sessions in several RTP codecs and handles the conversion and
playback of most codecs using the RMC. ThisRMC is automatically installed as part of
the RSS installation and runs on its own license. Contact your Acme Packet sales
representative for more information about obtaining the RMC license.

The NN-ISR RMC is amedia converter that converts recordings from RTP packet data
(“.rpdd” formatted files) to Pulse Code Modulation (PCM) wave files (“.wav” formatted
files), for playback by the NN-ISR Dashboard. It allowsthe NN-ISR to record callsfrom
multiple codecs, including G.729 and G.722. Consult the NN-1SR Release Notes for a
complete list of RTP codecs currently supported on the NN-ISR.

In previous rel eases, the location configurations through the NN-ISR Dashboard were
associated only with archiving - the moving of recorded files and updating of the
recording information in the database. Now each location also has a G.729 converter, or
RMC, configuration to define which RM C has access to the files at that location. When
auser playsarecording that isin raw RTP format (.rpdd formatted file), the dashboard
makes a request to the RM C converter set for that file'slocation. Oncethe RMC
converter isfinished transcoding (to .wav format), the browser's media player plays the
file
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NN-ISR RMC License
This RMC is automatically installed when performing the RSS installations.

When you have obtained an RMC license for the NN-ISR, you can install the license key
to enable the RMC to work in your network.

Obtainingthe RMC  Usethefollowing procedure to obtain and install the license key and enable RMC in your
License Key network.

To obtain the RMC license key:

1. SSH to your RSS.

2. Atthe“Loginas’ prompt, enter “root” and press <Enter>.
Login as: root

The password prompt displays.

3. Atthe“Password” prompt, enter “sips’ and press <Enter>.
root@<hostname>’s password> sips

The following prompt and message display.
Net-Net ISR

Copyright (c) 2004-2012 Acme Packet Inc.
Username:

4. No usernameisrequired so press <Enter>.
Username: (leave blank)

The password prompt displays.

5. No password is required so press <Enter>.
Password: (leave blank)

The following message displays followed by the NN-ISR hostname prompt.
“ Access granted since there are no configured users.”

NN-1SR>
6. Enter ifconfig and press <Enter> to list the current configuration on the NN-I1SR.
NN-1SR> ifconfig

ethO Link encap:Ethernet HWaddr 3C:4A:92:F5:9B:C4
inet
addr:172.30.58.141 Bcast:172.30.255.255 Mask:255.255.0.0

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:184074 errors:0 dropped:0 overruns:0 frame:0
TX packets:34402 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:20765532 (19.8 Mb) TX bytes:3099950 (2.9 Mb)
Interrupt:30 Memory:¥4000000-14012800

7. Make anote of the MAC Address (HWaddr) for the license request.
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License Key

NN-ISRRMC

8. Contact your Acme Packet sales representative and provide the following Net-Net
SBC information to request an RMC license key:

¢ System name

e Number of ports

* Production or development license

» License expiration (Development licenses only)

¢ Product name (converter with G.729 for standard NN-1SR RSS hosts)
 MAC address (from Step 4 and 5)

After receiving the RMC license key, you must transfer it to the RSS host's filesystem.
Toinstall theRMC license:

Open an FTP client.

2. Inthe“Hogst” field, enter the RSS management | P address. For example,
Host: 172.30.58.16

3. Inthe“Port” field, enter 22. For example,
Port: 22

4. Inthe“Username’ and “Password” fields, enter root and sips, respectively. For
example,
Username: root
Password: sips

Thelicensefileisstored in the/cxc directory of the RSS. When you connect viaFTP
(or SSH) you are in the /cxc directory.

Copy the licensefile from your local machine to the RSS using the FTP application.

Using an SSH Client, login to the NN-ISR by entering “root” at the “Login as’
prompt, and press <Enter>.
Login as: root

The password prompt displays.
7. Atthe“Password’ prompt, enter “sips’ and press <Enter>.

root@<hostname>’s password> sips

The following prompt and message display.
Net-Net OS-E

Copyright (c) 2004-2012 Acme Packet Inc.
Username:

8. Nousernameisrequired so press <Enter>.
Username: (leave blank)
The password prompt displays.

9. No password is required so press <Enter>.
Password: (leave blank)

The following message displays followed by the NN-I1SR hostname prompt.
“ Access granted since there are no configured users.”

NN-1SR>
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10. At the“<Hostname>#" prompt, enter “restart processisr” and press <Enter>.
<NN-ISR> # restart process isr

Note: The“restart processisr” restarts the NN-1SR and allowsthe RSSto
read the new license information immediately.

Testing the RMC When the RMC licenseis enabled on the NN-ISR, you can test that it isworking properly
Converter by playing a G.729 recording through the NN-ISR Dashboard.

Totest the RMC converter:

1. Openyour Internet Web browser.

2. Enter the IP address of the NN-ISR. For example:
http://172.54.66.7
The Login page displays.

P g
acme/(tpacket

Welcome, sign in to your account.

Email: |

Password:

Login

@ Acme Packet, Inc. Version 5.0.0M0PO Build 20120807

3. Enter your email and password, respectively, inthe“Email” and “ Password” fields.
The default user name and password are;

User name: isradmin@acmepacket.com
Password: admin123

The following page displays.
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B fing Record ngs
ik Build & Report

Eidit My Settings

& Eaoit Swstem Configurations

MNet-Met ISR - Dashboard

Admin

4. Fromthe Main Menu, click Recordings. The following page displays.
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5. Select arecording that has afile namein the format “.rpdd” and then click

the /.

Release 5.0

Acme Packet, Inc. Technical Publications 203



NN-ISRRMC

Recording Playback

Retrieving recording...

If the RMC conversion process was successful (messageis converted froma“.rpdd”
filetoa".wav” file), the recording opens and an audible playback of therecording is
heard.

If the RMC conversion process was unsuccessful, the following message displays:
Recording Playback

Retrieving recording failed. Recording needs
conversion but conversion failed. Please try
again later. If problem persists, contact your
ISR system administrator.

ok |

Converter logs can be found on the RSS host /cxc_common/I SR/converter for
troubleshooting.
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Assigning RMC Conversion to Specific Locations

The NN-ISR recordings are stored at locations you specified during the installation
process of the CIS and RSS. If you enable the RMC license on your NN-ISR, each
location containing files that could reguire conversion must have an RMC set to handle
conversion of the files for playback.

By default, a converter is configured on every location that is created. Some locations,
like SANSs, do not have a converter installed and should be configured to use an existing
converter.

To specify RM C conver sion to a specific location:

1. Openyour Internet Web browser.

2. Enter the IP address of the NN-ISR. For example:
http://172.54.66.7
The Login page displays.

=
acme/(tpacket

Welcome, sign in to your account.

Email. |

Password:

Login

& Acme Packet, Inc. Version 5.0.0MOP0D Build 20120807

3. Enter your email and password, respectively, inthe“Email” and “ Passwor d” fields.
The default user name and password are:

User name: isradmin@acmepacket.com
Password: admin123

The following page displays.
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_*
acme/('packet

Recordings  Reporis  Settings  Admin Welcome, Admin. B &

What Do You Want To Do?

B fing Recordings
il puida Reporl
Edit My Settings
% Edit System Configurations

& Anme Packet, e

4. Fromthe Main Menu, click Admin. The following page displays.

Recordings Reports Settings Admin Welcome, Admin. ﬂ &)

Your account is at Super User level.

@ manage Realms

23 Manage Accounts

Manage Routes

Manage Authorization Services
Manage Users

Manage Sites

He » D 8

Live Sessions

5. Click Manage Sites. The following page displays.
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B9 Accounts

I

- Settings

« Reports

@ Call Controls

A

aCrric packet Net-Net ISR - Admin Dashboard Home | Heln| | Logont (admngnicnes)

Site Information for Test Site

Description : Test Site
Archiver IP :
Archiver SRC Dir : null

Archiver DST Dir : null

e Users

Archiver Threads =11 -~

@ F—— Archiver Max Failures per File: 1«

“pack to
2

6. Clickthe @ associated with asite that you want to edit. The following pages
displays.

Rescon dings Pepors

Seling s Balrnin WitlEamie, Admin Bl

Hinme [ Sibas Wewing Sita Site

ChANGE OETE

d rEsm e HrEminn Agenks (1) Lucalions @)
S nunning: 1 & v ratiea gy DURE UERQA - Bll LocANon R

L, FuRRin g weth ssant O o Failed (1) 0
3 Hat running cer could net eonneet tox O X Ciranted @)
Tolal puits in use. O Whan Faiturs Counl. & I
Tatal et 01 Mg ¥ gilura Giecande 0 )

Saands Bators Rty 0
| Archivers (1) = Wb Appliances [)

&) Enabled @y & Enaled i)
X visabled i) X Ciranted @)

7. Click onthe“Locations’ tab. The following page displays.
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Recordings Reports Settings Admin

Home / Sites / Viewing Site "Site2”

E psSSs (1)
@2 running: 1
4 Running with emors a

€ ofline: 0

Tatal parts in use: O
Tatal Fars: O

== Session Agents (0)
@ Enabled @)

E Failed @3

€ pizabiza 0

Max Failure Count: 5
hiax Failure

Seconds Bafore Retn: O

J Locations (1)
Disk Usage - All Losations
1002

Iy

S wweb Appliances (2)

@ Enablad 21
€ pisabled 03

1 Archivers [0}
) Enabled o
€ pisabled @)

welcome, Admin. =0 9

chanoe name

8. Clickthe & to edit the configuration of that location. The following dialog box

displays.

Recordings

Name

& R

*

acme/( p..acket Net-Net 1SR - Dashboard

Reports  Seffings  Admin

Home i Sites i Site - Site2 /| ocations

Source Directory

{11,103 Prirmary fexe_tommonfSRRecardings

Access URL
Pt 11,1 3000Recardings

Digplaying 1 lacation

Welcome, Admin. i ¢

() NewLoeation

Disk Usage
G0

9. Inthe“Recording Converter” section, inthe“Converter |P Address’ field, specify

the RMC

IP address.

10. If the RMC islistening to XML-RPC requests on a port other than the default (Port
8890), specify the correct converter port number in the “Converter Port” field.

11. Click Update to update the location with the RMC information.
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Introduction

NN-ISR Database Schema
Definitions and Descriptions

This appendix provides the Database Schema Definitions and Descriptions for the NN-ISR Administrator Dashboard. It lists, in table
format, the parameters contained in the Administrator Dashboard and provides the schema and descriptions of each parameter.

The following tables are included in the NN-ISR Administrator Database Schema Descriptions:

accounts
archivers
audit
call_stats
categories
cdr_receive
cdr_transmit
dash_config
db_dlaves
failover_db_status
heartbeats

locations

log

outbound_gateway _events
outbound_gateways
peak_stats
playback_problems
rec_notes_and_scoring
recording_categories
recordings
remote_archivers
route_groups

route_map_tracking_events

saved_searches
security_settings

sites

tokens

user_accounts
user_display_preferences
user_routes

user_type

users
vmg_channel_lookup

vmgs
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NN-ISR Administrator Database Schema Parameters
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_] tmp_recordings* ] recordings™ m

* recording_id BIGINT  recording_id BIGINT o mssion_idEIG!.NT
. VARCHAR(45) 7 ... VARCHAR(45) 7 .. VARCHAR(45)

Indexes - W indexes

! partidpant_id BIGINT

—| ¥ start_time DATETIME

> end_time DATETIME

@ session_id BIGINT

“ siprec_participant_id VARCHAR(255)
“aor VARCHAR(255)
“#name VARCHAR(255)

" session_id BIGINT

 start_time DATETIME
“end_time DATETIME
W e e iprec_session_id VARCHAR(255)

“Jrecording_id BIGINT
¥ session_id BIGINT
> tmp_recording_id BIGINT
© metadata_correlation_sets_id BIGINT
Indexes >
&Y ! session_extension_data_id BIGINT
& session_id BIGINT
> metadata_type_id INT
“value VARCHAR(255)
“#indexed_value Y ARCHAR(255)
“» metadata_correlation_sets_id BIGINT{20)

£1y

* participant_extension_dats_id BIGINT
< value VARCHAR(255)

@ metadata_type_id INT

@ partidpant_id BIGINT

2 indexed_value ¥ ARCHAR{255)

“» metadata_correlation_sets_id BIGINT

L = |

! id BIGINT
@ metadata_type_id1 INT
“ metadata_value 1 V ARCHAR(255)
2 metadata_type_id2 INT
“metadata_value2 V ARCHAR{ 255)

' metadata_type_id INT

“name VARCHAR({255)

W D > session_correlation_number INT
2 node_type VARCHAR(255)

& src_type_id INT

" searchable BOOLEAN

P auﬁmﬁon_sewice_id INT
2 url VARCHAR(255)

2 name VARCHAR(255)

“ enabled BOOLEAN

P id INT

| — —1<]  end_time DATETIME

NN-1SR DATABASE SCHEMA DEFINITIONSAND DESCRIPTIONS

* stream_id BIGINT
> start_time DATETIME

& session_jd BIGINT

» partidpant_id BIGINT

‘> siprec_stream_id VARCHAR(255)
“»label VARCHAR(255)

“»mode VARCH AR(255)

! stream_extension_data d BIGINT
< value V ARCHAR(255)
@ stream_id BIGINT

@ metadata_type_id INT
< indexed_value VARCHAR(255)
» metadata_correlation_sets_id BIGINT
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¥ eor_jd BIGNTL0) - -
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»statum_smde ENTE 1) Sirwring Je YARQYRES) el Y MEHAR{3S) ity
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s custnm _| WARCHRR]100)
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::-::’lﬂﬂ:m @ e HLRANTY
sardhvsl temirs VAR (200)
o rchiusl_finl_poaant SaLINTE)
o agerrl_id VARCHAREISE)
2 agent_eemingl VARDHARI2E)
o archieer_mode VARCHAR (52
& senurbve SMALLINTIR)
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‘wtecordng e INTILL) :“II og TINFINTIY)
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NN-ISR Administrator Database Schema Descriptions

Table Name: Accounts Purpose: Configuration and setup of accounts (tenants)
Figld Name Figld Type Nullable supported values Default Description

BCCOUNT_name warchar{4s) MOT NULL Text nName of the acoount

account_misc warchar(4s) MOT NULL Text Miscellansous fizld for account identification

recording_enabled timyint[3} MOT NULL O=recording disabled i ‘Whether recording is enabled by default for routes created under this acoount
i=recording enabled

announce_enabled timyint[1} MOT NULL 0= announcement disabled [1] Whether announcements are enabled by default for rowtes created under this acoount
i=announcement enabled

default_announce_audio_text varchar{200) Text Default announcement text for rowtes created under this acoount*

opt_out_enzbled timyint[1} MOT NULL 0 =diszbled [u] Whether opt out is enabled by default for routes created under this acocount*
1 =enabled

default_recording_type timyint[3} unsigned MOT NULL Seethe admin guide for the support=d o The default recording format used for all routes under this acoount
recording formats.

agent_id_editable_flag timyint[3} unsigned MOT NULL 0 =not editable [u] Cam users edit the data in the recordings.agent_id field
1 = editable

completed_editable_flag timyint{3} unsigned MOT NULL 0 =not editable [i] Cam users edit the data in the complete transaction flag?
1 = editable (rec_notes_and_sooring.complete_status)

custom_data_1_name warchar(4s) Text MULL Name of Custom Data 1 Field [must match AP calis)

custom_data_1_editable_flag timyint{3} unsigned MOT NULL 0 =not editable a Cam users edit Custom Data 1 Field?
1 =editable

custom_data_2_friendly_name warchar{4s) Text Custom Dgto Fisld 2 Displayed name of Custom Data 2 Fisld

custom_data_3_name warchar{45) Text NULL Mame of Custom Data 3 Field [must match AP calls)

custom_data_3 editable_flag timyint[3} unsigned MOT NULL 0 =not editable a Cam users edit Custom Data 3 Field?
1 = editable

custom_data_4_friendly_name warchar(4s) Text Custom Dgty Ficld 4 Displayed name of Custom Data 4 Fisld
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application warchar{4s) paszsthru, conference, caliparking, MULL Default route type used for routes under this acoount.
recordandsave, VAMTest

terminate_on_dtmf timyint[3} unsigned MOT NULL 0 =do not termingte on dimif press Should a conference mode recording terminate on DTMF entry
1 =termingte on dimyf press

recurring_beep_enabled timyint[3} unsigned MOT NULL O=dizahled Enable/Dizable recurring beep played during recording

|

recurring_beep_file warchar{45) besp wov Mame of file, stored in RSS Cache, that should be played

maximum_number_of_ports Default maximum i jions 3 route created on this acoount will
lbe able to support.

aoct_port_limit imt[11) MOT NULL -1 for unlimited, The maximum number of sessions ALL routss on this account will be

able 1o uze.

* deprecated
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Table Name: archivers Purpose: Definition and configuration of archivers
Field Name Field Type Nullahle Supported Values Defauft Description

archiver_ip varchan45s) NOT NULL ip gddresses “ Archiver's |P Address

|
E

varchar200) NOT NULL Directory where archiver should move files from — reploced with locations toble; l=ft for

|
;
E

|
|

[

smalint(5] unsigned NOT NULL Mumber of files to be moved simuftonsously

:
;
’;

(=]

bigint{70) unsigned NOT NULL Amount of fres space remaining on the souncedirectony

:
E

(=]

smallint{2] unsigned NOT NULL 0 = disghled Should the archiver delete files from the destingtion directory gftsr
1 =enghl=d routs_config. minimum_storgge_days

:
;

varchan1a) Primary NULL
Failgver

;
;

bigint{2g) NOT NULL -1 locotions_locotion_id of the destingtion locotion for this archiver

move_non_existing_record tintyint{1) NOT NULL 0 =do not move non-sxisting files a if recording iz not found, should record be removed from recordings db and odded to
1 =move non-gxizting files recordings_missing toble for tracking.
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Table Name: audit Purpose: Loguseractivity withinthe Admin Dashboard

owdit_time datetime NOT NULL Date entry gdded fo toble

wser_email varchor100) NOT NULL users.email performing the action

requesting _ip varchor18] NOT NULL 1P address the request ongingted from

object_nome vorchor(100) WIEW_I00K MLLL Ohject the action was performed on
Modify 00
Create_ 100
Delete 00
where M{=Aooount, Route, Site, User, Recording

new_volue vorchor128) MLILL Value of the fisld gfter the edit

Table Name: call_stats Purpose: Trackvarioussystem statistics to be used forreports
Field Name Field Type Nulliabls supported Values Default Description

coll_dote dotetime NOT NULL 0000-00-00 00:00:00 dote of stotistical information

peak_number_of colls int{10) unsignsd NOT NULL a Maximum pumber of simuftoneous sessions for the coll_dot=

number_of burst_colls int{1d) unsigned NOT NULL a Number of seszsions handled on @ burst port, if configursd

number_of colls_recorded int{14) unsigned NOT NULL a Totol number af RECORD START cammands received by RS5
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Table Name: categories Purpose: Trackvarioussystem statistics to be used for reports
Field Name Field Type Nullahle Supported Values Defoult Description

E

imt{11)

g
g

GOCOUNTE.GoCoUnt id  cotegory pertoins to

octive tinpint1) a0 = ingctive a Is cotegory =il used?
1 =active
uvpdoted ot datetime NLILL Dgte cotegory lost updoted
Table Name: cdr_receive Purpose:Logof CDRrecordsreceived on Remote Archiver Appliance
Field Name Field Type Nullahie Supported values Default Description

g
:

§

(=]
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Table Name: cdr_transmit Purpose: Log of CDRrecords sent to Remote Archiver Appliance
Field Name Field Type Nuflable supported Values Default Description

recording id bigintj20] unsigned NOT NULL recordings.recording id volus transmitted

status tnyint(3] unsigned NOT NULL

i

stotus of COR trensmission

i

Table Name: dash_config Purpose: Global dashboard settings

Field Nome Field Type Nulloble Supported Volues Defouft Description

admin_help_url vorchan255) WNOT NULL adminrelp 5p Page to disploy when an Admin selects Help link

login_help_url vorchon255) NO'T NULL loginkelp 5p Poge to disploy when g user selects Login help

banner_ur] vorchor255) logoz_gif URL gf bonner to be displayed in User Doshbogrd

header_footer_color vorchan255) H00EDAE Color to be used for hegder/footer show on user doshbogrd
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Table Name: db_slaves Purpose: Configure database slaves to be used for read only
access for certain accounts
Field Name Field Type Nullable Supported Values Defoult Description

Table Name: failover_db_status Purpose: Trackthe status of failover databases

Ipst_primary_foil time timestomp NOT NULL 0000-00-00 00:00:00 Timestomp of lost follurs to connect to pmary db

Table Name: heartbheats Purpose:Used by VAM SIP Test Route Type to track health of
components
Field Name Field Type Nullabis supported Values Default Description

component_type int{20) unsigned NOT NULL 0 = unspecified
1 =archiver
2 =\xmlApi

Eé

timestamp datetime NOT NLULL G000-00-00 90:00:00 Timestomp of lost heartbeat
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Table Name: locations Purpose: Locations for recording storage and archival
Field Name Field Type Nullghle Supported Values Default Description

LURL where files stored in this location will be zened from

Directory files will be moved from

Source directory free spocs

Destingtion directory free spoce

Table Name: log Purpose: Log entries for RSS / displayed in Dashboard -> Sites

Field Name Field Type Nullahiz Supported Volues Defouft Description

time_of_occurrence datetime NOT NULL 0000-00-00 00:00:00 Datz gf log entry

description text NOT NULL

componentid bigint{20) unsigned NOT MULL a The relsvont forsign key
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Table Name: outbound_gateway_events Purpose: Trackevents on the outbound sessionagents
Field Name Field Type Nuliahle supported values Defauft Description

int{10) unsigned suthound_gateway_goteway_id the event occumed an

int{10) wnsigned

Table Name: outbound_gateways Purpose: Configure gateways RSS will connect calls to after
applyvingrecordinglogic
Field Name Field Type Nulloble Supported values Default Description

sites_site_id goteway s gffiiot=d with

1P Address gf goteway. Con also include port

timestomp CLURRENT_TIMESTAMP

Date,/Time last coll wos deliversd to this gateway
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Table Name: peak_stats Purpose: Trackpeaknumber of calls per route/site
Field Name Field Type Nullahle Supported Values Defauft Description

site_id int{10) unsigned NOT NULL o sites. site_id

Table Name: playback_problems Purpose: Trackrecordings with playbackissues

recording _id bigint unzigned NOT MULL recordings.recording id with playback issue

problem_description vorcharf128) NOT MULL Description of izsus encountsnsd

Table Name: rec_notes_and_scoring Purpose:Notes and transcription data for recordings
Field Name Field Type Nullable Supported Values Default Description

wser_roting tinpint3) unsigned NOT NULL a Rating the user assigns to this recording

hours flaat NOT NULL a Hoaws spent on analysis

tronscription fext Tronscription  gf the session recording
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Table Name: recording_categories Purpose: Linkrecordings to categories
Field Name Field Type Nullghle Supported Values Defoult Description

recording id 11 NOT NULL recordings.recording id  cotegory assigned to

octive tinpint1) a0 = ingctive a Is cotegory =6l used

1 = gotive
updated at datetime NULL Date affiiction lost updated
Table Name: recordings Purpose: Recording details and meta data
Field Name Field Type Nullabls Supported Values Default Description

file_name varchar255) NOT NULL Recording file name

AN varchar(4s)

F
2

ACCOUNT_CODE varchar(45) NOT NULL Grrounts. socaunt_id

|

start_time NOT NULL 0000-00-00 Q0:00:00 Sessign start tme

vmg_id wmgs.wmg_id gf the RSS the session wos recondsd an

Y
g

custom_2 varchar100) NLULL AccountyRoute spedific session infammation

custom_4 varchar(100) NULL AccountyRoute specific session information

route_id bigint{20] unsigned NOT NULL a routs_config route id this session wos reconded ogainst

archivel_foll cownt smallint5]unzigned NOT NULL a Mumber of foiled ottempts to archive this reconding

ogent_terminal vorchar128) UL Agent Extension
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sensitive smallint{5) wnsigned NOT MULL o

poause_length medivmint]8] NOT NULL a Durgtion of lest pouse

|

Incation bigint{20) NOT NULL -1 Incotions.locotion id of the current loztion of this recording file
Table Name: remote_archivers Purpose: Configure archival to remote locations
Field Name Field Type Nulable supported values Defoult Description

remote_orchiver_ip vorchar15) NOT NULL Remots 1P gddress

destination_dir vorchan200] MLILL ool directory whers the remate archiver grchives to

= paussd a Stgtus af remote grohiver
octive

Shouwld the onchiver delete files from the destingtion_directory  ajfter
1 =engbled routs_config.minimum_storgge_doys

cron_schedule vorchar4s) MLILL cron schedule af the remaote grchival job

web_service_uri_failower vorchar255) NOT NULL remate arehivel web sendce foilover LRT
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Table Name: route_config Purpose: Configure recording rules base on DNIS and /or ANI
Field Name Field Type ‘Nullable Supported Values Default Description

route_type timyint(3} unsigned NOT NULL 0 =DNIS i} Type of route
1=ANI
2 = ANI/DNIS

label warchar(100} NOT NULL walue to be shown as DMIS in recordings list

percent_to_record smallint[5} NOT MULL 1-100 -1 Percentage of ssssions to record

call_meta_data_src tinyint[4} NOT NULL [

(=]

FUTURE USE

[
g
[~

agent_id_editable_flag timyint(3} unsigned NOT NULL 0 =not editable i} can uzers edit the data in the agent_id fisld

%"
3

,%
a

 flag fimyint(3} unsigned NOT NULL 0 =not editable o Can users edit the data in the complete transaction flag?
1 =editable

wirtual_route_pattern warchar(100} MULL Uzer value that will be z=t in the 51P URI on call leg from RS5

announce_audio_text warchar(200) Text T75 fallback in the svent the announcement file is not available

opt_out_enabled fimyimt([1]} NOT NULL 0 =disabled o ‘Whether opt out is enabled
i =enabled

custom_data_1_name warchar(45s) Text MLILL nName of Custom Dats 1 Field (must match AP calls)

custom_data_1_editable_flag timyint(3} unsigned NOT NULL 0 =not editable a Can users edit Custom Data 1 Field
1 = editable

custom_data_2_friendly_name warchar(45) Text Custom Date Field 2 Displayed name of Custom Data 2 Field

custom_data_3_name warchar(45s) Text MWULL Name of Custom Data 3 Field (must match AP calls)

custom_data_3_editable_flag timyint(3} unsigned NOT NULL 0 =not editable a Can users edit Custom Data 3 Field
1 =editablz
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custom_data_a_friendly_na me varchar[45) Text ‘Custom Dgtg Field 4 Displayed name of Custom Data 4 Fisld

application varchar[4s) passthru, conference, callparking,
recordandsave, VAMTEst

NOT MULL a o Should a conference mode recording terminate on DTMF entry

priority float NOT NULL 0.5 order in which routes will be evaluated

number_of_burst_ports iimt[10} wnsigned NOT NULL & Default number of ports ower maximum that the route will be able to use. These ports
are reported s=parately.

recurring_beep_enabled timyint(3} unsigned NOT NULL O=gisghled 1} Enable/Disable recurring beep played during recording

|

recurring_beep_file varchar[45) Filz Mome besp wav Mame of file, stored in RS5 Cache, that should be played
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Table Name: route_groups Purpose: Create and define agroup of routes that shouldall
have the same master requirements
Field Name Field Type Nullohle Supported Values Defoult Description

route_config raute_id af the master D

user volue gf end destingtion

Table Name: route_map_tracking events Purpose: Trackevents related tothe route map caching
Field Name Field Type Nulloble Supported Values Default Description

object_type smalint{2] unsigned NOT NULL

oction_time timestomp CLURRENT_TIMESTAMP Time af event

‘ditiona] inf .
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- Table Name: saved_searches Purpose:Define searchessaved in User Dashboard
Field Name Field Type Nullble supported Values Defouft Description

user_id intf11) NOT NULL users.user_id which sgved the search

mode ini{11) 1 Type of Soved search

ANI vorchar255) MNULL AN provided in search

Jienome vorchar255) MULL flengrme prowided in segrch

duration vorchan255) MUILL durstion of recordings provided in s=arch

customz2 vorchan255) MLILL value to segrch in custom doto field 2

customd vorchan255) MLILL value to segrch in custom doto field 4

durgtion_start vorchan255) MLILL segrch durgtion minimum dungtion

date_start vorchan255) MULL search colls gfter this dat=

search for partial match of wolues within specified fields

allow_partial

i
:

date_relotive MULL search relotive to which dote

cregted ot dgtetime MULL Date segnch initially soved

H
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Table Name: security_settings Purpose: Configure dashboard security settings

possword_expiry_doys Tyint[3) unsighed Number of days before @ user password expires

3500 Length of time g user will be locked out gfter mox_foiled logins befpre lockout

Number of password changes before o user con reuse @ posswond

MLILL Cypher key used for encryption of doto

users.user id who made last changs
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Table Name: sites Purpose: Configuration of site information
Field Name Field Type Nulahle Supported Values Defouft Description
site_description varchar4s) NOT NULL

primary_site_db_ip vorchar15) NOT NULL dotabase 1P to be used with this site

gateway_max_follure_count int{10) unsigned NOT NULL 5 Sets the moximum number of outhound gat=way foilurss cllowed in max_foll ssconds
befors goteway = disgbled.

gateway_min_secs_before_retry int{10) unsigned NOT NULL Er once temp disabled, how long before the gateway will be retrizd
Table Name: tokens Purpose:Assigntokens to sessions
Field Name Field Type Nulable supported Values Defoult Description

session_id vorchar256) NOT NULL Session ID token assigned o

3 Table Name: user_accounts Purpose: Affiliate users with accounts
Field Name Field Type Nullable Supported Values Default Description

oocount_id int10] wnsigned NOT NULL Gooounts aooount_id

[n]
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Table Name: user_display_preferences Purpose: configure user preferences in User Dashboard
Field Name Field Type Nullghle Supported Values Default Description

wser_id int11) NOT NULL wsers.wser id preferences pertoin to
priority int{11) 0 riority

updoted ot dotetime NULL Date prefersnces Iost updoted
Table Name: user_routes Purpose: Affiliate users with routes

Figld Name Field Type Nulloble Supported values Default Description

wser_id int{10) unsigned NOT NULL vsers. pEer_id
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Table Name: user_type Purpose:Define user types and the privileges available to each
Field Name Field Type Nulable supported Values Defoult Description

user_type_nome varchar4s) NOT NULL name gf this user fype

priv_sys_create tinpint3] unsigned NOT NULL 0 = disgbled a Liser con cregte system elements

|

Priv_sys_view tnpint3] wnsigned NOT NULL 0 =disobled a User con view system elements

|

priv_occount_modify tinpint3] unsigned NOT NULL 0 = disgbled a Liser con modify acoounts

i

:
|

tinpint3] unsigned NOT NULL 0 = disgbled a Uiser con cregte routes

‘é

Priv_route_view Tnpint3) unsigned NOT NULL Liser con view rouies

i

priv_user_modify tinpint3] unsigned NOT NULL 0 = disgbled a Liser con modify users

i

priv_recording create tinpint3] unsigned NOT NULL 0 = disgbled a Liser con cregte recondings

priv_recording_ view Tnpint3) unsigned NOT NULL 0 =disgbled a Liser con wiew recordings / dotg
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Table Name: users Purpose: Define users, tracklogin historyand theirdashboard
preferences
Field Name Field Type Nullahie Supported walues Default Description

UEET_nome vorchar45) NOT NULL Lser's name

description vorchar45) NOT NULL Liser description

possword_type tnpint3) unsignsd NOT NULL a=nMD5 a ‘what type of encryption was used on password

1 =AES

Iost_login datetime NULL date of lost login

delete_permizsion tnpint3) unsignsd NOT NULL 0 =disgbled {connot delets) 1 ‘Con user delete recordings
1 =enghled [con delete)

login_disabled tinyint{3) unsigned NOTMULL O =engbled Login octive

‘%E

lost_filed_Iogin_attempt datetime UL Dote ond time of last failed login ottempt

previous_possword 1 vorchar45) NLULL users pror password

previous_possword 3 vorchar45) NLILL users prior password

timezone_offset tnpint4) NOT NULL a Users timezone in relgtion to0 GAMT

edit_recording dota_permission tnpint3) unsignsd NOT NULL 0 =cannat edit a con user edit recording metodate
1 =can edit

dosh_refresh_rate tinpint{3) unsigned WOT NULL 10 Fate ot which doshbosrd refreshes

dosh_max_logs tinpint3] wnsigned NOT NULL 41 Number af poges of lags to show

dosh_maox_disploy_items_per_poge tnpint3) wnsigned NOT NULL 15 Muwmber af items {not logs) to show per page

reset_confirmation varchar(255)
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Table Name: vimg_channel_lookup Purpose: Mapping of sessionsto channels on the RSS
Field Name Field Type Nullahle supported Values Defoult Description

chonnel_no intj10) unsigned NOT MULL a channel number handling session

DNIS vorchan45) NOT MNULL DTS of gotive session

recording_file_nome vorchar100) NLILL name af file being recorded for this zession

route_id bigint{20)unsigned NOT MNULL a mute 1D invoked on this session

coll_state tinpintj3) wnsigned NOT NULL 0 = Linknown o Cument call state
1 =0bssrved

Table Name: vimgs Purpose: RSS configuration

Field Name Field Type Nuliahle supported values Defoult Description

vmg_ip varchansd) NULL 55 IP oddress — 51P signaling

varchar255) NULL URL where recordings stored on thiz RSS will be sened from

Iocation bigint{20) WNOT NULL 1 Incations. lacation_id for primony recording storage

xmilrpc_port varchar7) NOT NULL BEER xmilrpe port this RSS is lstening on
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Table Name: webservice_destinations Purpose: Configure webservices (through appliances tab)
Field Name Field Type Nullahle Supported Values Defoult Description

account_id int{10) wnsigned NOT NULL geeounts.gocount id info thot will be sent to this websenice

NOT NULL 5 Number of attempts to rend @ record to webserves before marked o= foillurs; 0=
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