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1. Introduction 

Oracle Web Services Manager (Oracle WSM) provides a policy enforcement framework to 
manage, secure, and monitor web services consistently and flexibly across organizational 
boundaries. It enables organizations to employ a common security infrastructure across all their 
web services applications, providing the operational visibility and control, including service level 
agreement (SLA) management capabilities, required to deploy web services in production. Oracle 
Web Services Manager achieves this through policies, which are a set of tasks (such as logging 
and authentication) that are performed at specific policy enforcement points, as service requests 
and responses between a service client and a service provider are processed. 

Oracle WSM secures your services environment with these key components: 

 Oracle WSM Policy Manager 

The Oracle WSM Policy Manager allows you to define policies that reflect operational best 
practices and requirements. It includes a browser-based tool for creating and maintaining security 
and management policies for web services and business processes, using prebuilt or custom 
policy steps. Examples of actions performed by policy steps are: 

 Performing an authorization 

 Logging an audit record 

 Performing an LDAP authentication 

 Decrypting an XML payload 

With the Oracle WSM Policy Manager, you can configure and manage best practice policies, and 
ensure that these policies are enforced regardless of the details of the service or its 
implementation. 

 Oracle WSM Gateways 

Gateways provide a non-intrusive mechanism for policy enforcement. 

Gateways provide several key features: 

 Operates independently of the protected services, acting as a proxy to service clients. 

 Virtualizes the underlying web service, so that the address details of the service are not 
visible to clients.
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2. Prerequisites  
 Oracle SOA Suite 10.1.3.4.0. 

 Oracle 10.1.0.2 DB. 

 Oracle Service Registry 10.3  (OSR) installed on Oracle application server and 
configured with the database. 

 Oracle Web Service Manager (OWSM) is a part of the Oracle SOA Suite and gets 
installed along with it.
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3. Installation 

3.1 Install & Setup 

OWSM gets installed as an application along with the SOA Suite. The installation, by default, 
creates a gateway component in the OWSM setup. The default gateway id allocated to the 
component is C0003001. This id is also mentioned in the gateway configuration properties file 
“gateway-config-installer.properties” as “gateway.component.id=C0003001”. Sometimes, this 
default configuration doesn’t work. Hence, the following 2 approaches may be used: 

1. Option 1 – Reinstall the gateway application. 

2. Option 2  

 Login to OWSM 

 Delete the default gateway component created with id C0003001 

 Create a new gateway component. This will be allocated the id C000302. 

 Stop Oracle SOA Suite 

 Got to location $ORACLEAS_HOME\j2ee\home\applications\gateway\gateway\WEB-INF 

 Open the file “gateway-config-installer.properties” 

 Change the value of property gateway.component.id to C0003002 

 Restart the SOA Suite. 

Though Option 1 seems to be much simpler, it is advisable to give option 2 a try first as it only 
involves using the OWSM Control to create a gateway component and updating the property file 
to reflect the correct gateway component identifier. 
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4. Integrate OSR and OWSM 

Oracle Service Registry is integrated with Oracle WSM through the Oracle Web Services 
Manager Console. 

4.1 Register Services 

4.1.1 Login 

Browse to http://<hostname>: <portname>/ccore and login as “oc4jadmin” 

 

4.1.2 Create gateway 
1. Under Policy Management, go to Manage Policies -> Add New Component 

 

2. Enter Component Name as “Gateway”.  
3. Add a component URL as http://<hostname>:<port>/gateway.  
4. Accept all other default values and click on Register. 
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5. The new gateway entry will be visible on the screen. 

 

4.1.3 Import Services 
1. Under Policy Management, go to Register Services. 
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2. Click the Services link for the gateway component added in section 4.1.1.2 and select the Import 
Services Option. 

 

3. Accept the default radio button, UDDI registry service as the discovery service, supply the inquiry 
URL for the target Oracle Service Registry in the Discovery Service URL field and click on the 
Display Services button.    

A typical url would look like “http://<hostname>:<port>/registry/uddi/inquiry” 

 

4. Select the service to be registered in the gateway by clicking the checkbox against it and click the 
Import button. 
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5. Click OK on the import progress status page once the import is 100% complete. 

 

 

6. Click the commit hyperlink against the Commit Policy which is highlighted in red color.     
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4.1.4 Viewing the WSDL 
In order to test the WSDL and see if it can be accessed, a request should be made to the Oracle WSM 
Gateway to which the WSDL is registered. The URL to which this request should be sent can be found by 
following the steps below: 

1. From the navigation pane of Web Services Manager Control, click Policy Management, and then 
click Register Services.  

2. For Gateway, click the Services link 

3. In the List of Services, click the View Details link for the FCISAgencyBranchBank service. 

 

4. In the Edit Service page, copy the URL in the Service WSDL URL field. 
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This URL will be used to test the service. 

4.2 Testing the WSDL 
1. From the navigation pane of the Web Services Manager Control, click Tools, click Test Page. 
2. Paste the URL you copied. 

 

3. Click Submit Query.  The Test Page refreshes and displays a number of parameters. Note that the 
endpoint URL is pointing to the gateway. 
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4. Specify the input parameters and invoke the service to get the response. 
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5. Enforcing Policies 

Oracle Web Service Manager enables defining of policies which can be used to enforce rules to 
secure web service. These steps provide for authentication, authorization and message 
encryption etc. 

All the steps supported by OWSM are mentioned below.  These can also be looked at by clicking 
the Steps hyperlink alongside the Gateway. 

 

The policies steps which have been tested with FLEXCUBE Services are : 



 

5-2 

 

 Log 

 Extract Credentials 

 LDAP Authenticate 

The properties to setup these policy steps with details are mentioned below. 

5.1 Setting policies 

5.1.1 Steps for setting up a policy 

The following steps may be followed to setup policies which protect the services managed using 
OWSM. 

1. Go to the following location under Policy Management -> Register Services.  Here, select the 
Services link against the Gateway created. 

2. Click on the edit button as shown in the red box below. 

 

3. Click on the Modify Policy link to define policy steps for the service.   We will define policy steps in 
the section Pipeline: “Request”.   This Section has 3 steps by default namely: 

 Start Pipeline 

 Log 

 End Pipeline 
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4. Custom steps can be added at any place between the start and end pipeline by using the Add 
Step Below link. We shall add steps below the Log step. 
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5. Under Pipeline Steps, select Extract Credentials and click OK button. Modify the value in the 
Credentials location property field to WS-BASIC by clicking the Configure link and click OK and 
then the Next button. 

 

5.1.2 LDAP Authenticate Policy 

As explained before, click on Add Step below link of Extract credentials. Select LDAP 
Authenticate in the New Step Window and click OK. Now click on Configure link for LDAP 
Authenticate. The next page requires you to enter LDAP properties as shown below. 
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Now the policies discussed above have been enforced. Testing of these policies can be carried 
out by following the same steps as explained in section 4.2. But additional parameters have to 
been provided i.e. you have to provide proper Username & Password based on the policy being 
enforced along with the Request Message.  

Check Include in Header check box when providing User Name & Password. 
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In case user credentials are not correct then we get the following message. 
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6. How it works 

With Oracle WSM, an administrator creates security and management policies using a browser-
based tool. A typical Web Service security policy might be: 

 Decrypt the incoming XML message. 

 Extract the user’s credentials. 

 Perform an authentication for this user. 

 Perform an authorization check for this user and this Web Service. 

 Write a log record of the above information.  

 If all steps are successful, pass the message to the intended Web Service. 

 If not, return an error and write an exception record 

The WSM product would then intercept every incoming request to a Web Service and apply the 
policy above. As the policy is executed, the WSM collects statistics about its operations and 
sends these to a monitoring server. The monitor displays errors, service availability data, etc. As 
a result, each Web Service in an enterprise network can automatically gain security and 
management control, without the Service developer coding extra logic into the Service. 
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