Oracle® Fusion Middleware
Oracle API Gateway Installation and Configuration Guide
119 Release 2 (11.1.2.3.0)

April 2014

ORACLE



Oracle API Gateway Installation and Configuration Guide, 11g Release 2 (11.1.2.3.0)
Copyright © 1999, 2014, Oracle and/or its affiliates. All rights reserved.

This software and related documentation are provided under a license agreement containing restrictions on use and dis-
closure and are protected by intellectual property laws. Except as expressly permitted in your license agreement or al-
lowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, per-
form, publish, or display any part, in any form, or by any means. Reverse engineering, disassembly, or decompilation of
this software, unless required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find any
errors, please report them to us in writing.

If this software or related documentation is delivered to the U.S. Government or anyone licensing it on behalf of the U.S.
Government, the following notice is applicable:

U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical data delivered
to U.S. Government customers are "commercial computer software" or "commercial technical data" pursuant to the ap-
plicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such, the use, duplication, dis-
closure, modification, and adaptation shall be subject to the restrictions and license terms set forth in the applicable Gov-
ernment contract, and, to the extent applicable by the terms of the Government contract, the additional rights set forth in
FAR 52.227-19, Commercial Computer Software License (December 2007). Oracle USA, Inc., 500 Oracle Parkway,
Redwood City, CA 94065.

This software is developed for general use in a variety of information management applications. It is not developed or in-
tended for use in any inherently dangerous applications, including applications which may create a risk of personal injury.
If you use this software in dangerous applications, then you shall be responsible to take all appropriate fail-safe, backup,
redundancy, and other measures to ensure the safe use of this software. Oracle Corporation and its affiliates disclaim
any liability for any damages caused by use of this software in dangerous applications.

Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be trademarks of their re-
spective owners.

This software and documentation may provide access to or information on content, products, and services from third
parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all warranties of any kind with
respect to third-party content, products, and services. Oracle Corporation and its affiliates will not be responsible for any
loss, costs, or damages incurred due to your access to or use of third-party content, products, or services. This docu-
mentation is in prerelease status and is intended for demonstration and preliminary use only. It may not be specific to the
hardware on which you are using the software. Oracle Corporation and its affiliates are not responsible for and expressly
disclaim all warranties of any kind with respect to this documentation and will not be responsible for any loss, costs, or
damages incurred due to the use of this documentation.

The information contained in this document is for informational sharing purposes only and should be considered in your
capacity as a customer advisory board member or pursuant to your beta trial agreement only. It is not a commitment to
deliver any material, code, or functionality, and should not be relied upon in making purchasing decisions. The develop-
ment, release, and timing of any features or functionality described in this document remains at the sole discretion of Or-
acle.

This document in any form, software or printed matter, contains proprietary information that is the exclusive property of
Oracle. Your access to and use of this confidential material is subject to the terms and conditions of your Oracle Soft-
ware License and Service Agreement, which has been executed and with which you agree to comply. This document
and information contained herein may not be disclosed, copied, reproduced, or distributed to anyone outside Oracle
without prior written consent of Oracle. This document is not part of your license agreement nor can it be incorporated in-
to any contractual agreement with Oracle or its subsidiaries or affiliates.

30 April 2014



Contents

1. INStallation Prer@QUISITES ..oouuuiiiiiiiiie e e e e e e e e e e e e e e e aeaes
IS Ay (=T g TN (=T [T =100 1T £ PP 6
(Y= TP 6
Operating SYStEM FEQUITEMENTS ... ...ttt e et ettt a e e e e e e eanenns 6
SPECIIC FEQUINEIMENTS ...ttt et ettt ettt et e e e 7
DETAUIL POITS ...t e e 7

2. INSTAITALION ooiiiiiiiiiie et e e e e e e e e e e e aaaas
1 = 1= 1T o 9
[0 YT 1= PP 9

PP QUISITES ...t ettt 9
GUIINSTAIIALION ...t ettt et ettt et ettt 9
Launch APl Gateway iNSTAllEr .......o.iriiiii e 9

VBICOIMIE et 10

SEIECE COMPONEINES ...ttt e ettt et et e e e et e e e e e enanans 10

Specify installation dIFECIONY .........e e 10

SpecCify dOMAIN CONNECTION ... ..ttt e e neenas 10

Specify Admin Node Manager detailS ...........cooviiiiiii 10

Specify local Node Manager detailS ...........ooiiiiiiiiiiii 10

Specify Admin Node Manager connection detailS ............coouiiiuiiiiii e, 11

Specify Node Manager Service detailS ..........coiiiiiiiiiiiii e 11

Select server configuration OPLION ........c.ie it 11

Specify APl Gateway Server detailS ...... ..o 11

Specify APl Gateway Service detalilS ..........ooiiiiiiiiiii e 12

SeleCt STArtUP OPLION ... 12
Acknowledge API Gateway Analytics information ..............oooiiiiiiii e 12

INSEAIIALION SUMMATY ...ttt et et et ene e 12

NSEAIIING et 12

INStaAllAtioN COMPIETE ... e 12
Unattended INSTAllAtION ...t 13
Unattended mMOde OPLIONS . ....iuiniiiiiii et 13

Create @ NEW JOMI@IN ... ...ttt e e e e e e e et ettt ettt ettt e et et e aaeenes 13

2. Install the AP] GAteWaY COME SEIVET ........iuiii ittt et ettt et ens 15
OV BIVIBWW ..ttt ettt et e ettt et et e e e 15

[ =T = To [T (PP 15
Install the API Gateway COME SEIVEL ........c.iuiut it eeaes 15

SEAM AP GAIBWAY ...ttt et ettt et et ettt et n 16

3. Install API Gateway ANAIYEICS ... ..cuieii e 17
L YT 1= 17

[ =T (= To [ 1] (=P 17
Install AP] Gateway ANAIYECS .. ...t e 17

Start APl GateWay ANAIYLICS ... .. 18
Enable PDF report QENEIALION .......c.ieiit ittt et 18
FUrther INfOrMAatioN ... ... e et 18

4. Configure the database for APl Gateway ANalYtiCS ........ouiuiriiiiii e e 20
OVEBIVIEW ettt ettt ettt ettt ettt ettt et 20

P E T O OUISIEES ...\ttt e e e e e e 20

Add IDBC driVer fllES .t e 20

Add IDBC drivers t0 AP GAEWAY ......c.uuieeeinitiei et et ettt 20

Add JDBC drivers to APl Gateway ANAIYLICS ........coiuiiieiiiia e 20

Add JDBC drivers to POIICY StUAIO .......coiiiiiiiiiii e 21

Create the database ..o e 21

Set up the database tables ... 21



Oracle® Fusion Middleware

SPECITY OPLIONS 10 ADSEIUP . ..itiiiit e et 21

SQL database SCheME@ SCHPLS ... et eeaes 22

5. Configure AP Gateway ANAIYLICS . ......iei i e e 24
OV BIVIBW ettt ettt ettt et et et e 24

P BB QUISITES ...ttt 24
Update API Gateway Analytics configuration .............ccooiiiiiiii e 24
Update configuration on the command liNe ... ..o 24

Update configuration using command-line options ...........c.oiiiiiiiiiiii e 26

Update configuration in POIICY STUTIO ........c.vuieieiii e 26

6. INSLAll PONICY STUIO ....ietieite e et et ettt et eae s 27
(@ =T o PP 27

P B B qUISITES .. e ittt e 27
INSEAl POHCY STUIO ...t eenes 27

STAMT PONCY STUTIO ....ieeiei e et et et aeaas 27
CONNECE L0 @ SEIVEI ..ottt ettt ettt et ettt eaens 28

7. Install APl Gateway EXPIOTEr ... ..o e 29
OVEBIVIEW ettt ettt ettt ettt ettt ettt ettt e 29

[ =T To [ (T TP 29
INstall AP] Gateway EXPIOTEr . ... 29

Start AP GateWay EXPIOTEI ... ...t e 29

8. Install Configuration STUGIO ........ieiuii e 31
OVEBIVIBW ettt ettt ettt ettt et ettt e 31

P EIBQUISITES .. e ittt e 31
Install Configuration STUGIO ........c.ieiei e e 31

Start ConfIQUIatioN STUAIO ........veiei it 31

3. Upgrade and Migration ..........cccooiioiie e e e e e e e e aaaas
1. Upgrade from VEISION L1 L. 2.X .uuueieiiii ittt e et e ettt ettt e e e e ae 33
Upgrade from L11.1.2.X OVEIVIEW ......uttitit ettt et et ettt ettt et ettt a e e eenes 33
Upgrade from 11.1.2.X SUMMAIY . ...uuntitt ettt et e et ettt et et e et e e e e aeene 33
Upgrade API Gateway from 11.1.2.X 10 11.1.2.3.0 ...cuuiuiniiii it 34
Backup 0Old INSEAIIALION ... ..o 34

INStall APT Gateway 11.1.2.3.0 ..ottt 34

Copy upgrade tools to old INStallation ...........cccviiiiiii 34

Install the exporter tool on the old installation ... 35

Export data from the old installation ............ ..o 35

Copy exported data to New INStallation ............c.veiiiii e 36

Upgrade the eXported ata ...........ouiririiiiii e 36

APPIY the UPGIrade ..o 37

VErifY the UPGIrate ... ettt ettt e e ans 38
EXample UPGrade SCEMAMIOS .....c.iuieiiitit ittt ettt ettt e et a e eens 38
Upgrade from 11.1.2.x t0 11.1.2.3.0 = SiNGIE NOUE ........vuiriiniiiiiiii e 38

Upgrade from 11.1.1.x t0 11.1.2.3.0 = SINGIE NOUE .......vuiriiniiiiiii e 39

Upgrade from 11.1.2.x to 11.1.2.3.0 — production (two nodes) ...........cccccveviiiiiriinininnnnnns. 39

Upgrade from 11.1.1.x to 11.1.2.3.0 — production (two Nodes) ...........ccceeiininiiiiiinininnenene. 39

P aXe (o 1uTo g F= N oo g= Lo Loy (=T oL PP 39
Troubleshoot the UPGrade ... et 40
EXU/ID CUSTOMIZALIONS ...ttt e et et naenas 40

RUNNING @ SINGIE COMPONENT ...ttt e et eaeaes 40

L2 T 1 o 40

S {0 oo = To (SIS of o o | PP 40
sysupgrade command-line OPLIONS .......c.iuiitiei e 42

2. Upgrade from VEISION 11,1 1.X ..ouuitieiet it ettt et ettt 44
Upgrade from L1.1.1.X OVEIVIEW ....iuieitititetet et et et et e e et e e e e e et et et et e e e e aaeaenes 44
Upgrade API Gateway from 11.1.1.X 10 11.1.2.3.0 ...euiuinitiiiiiiii e 44

P aXe (o 1uTe] g P U] oo £z o [y (=T o L PP PPPN 44

4. ACKNOWIEBUGMENTS ..oiiiiiiiiiiei ittt e e e e e e e e e
1. License ACKNOWIEAGMENTS ... ..ttt ettt et e e e e et ea et eaeaes 45



Oracle® Fusion Middleware

OVEBIVIEW ettt ettt ettt ettt ettt ettt ettt e 45
ACKNOWIBAGMENTS ...t ettt ettt ans 45



System requirements

Overview

This topic provides the system requirements for the Oracle API Gateway, and specific requirements for other compon-
ents. For more details on APl Gateway components, see the Oracle API Gateway User Guide.

Operating system requirements

This section describes the operating system requirements for APl Gateway:

Platform Supported Versions Hardware Prerequisites
Windows
¢ Windows Server 2008 SP1+ e Supports 32-bit and 64-bit hardware
«  Windows Server 2003 R2+ (Win32 mode when running on 64-bit
«  Windows Server 2003 SP2 hardware)
«  Windows XP SP2+ ¢ Intel Core or AMD Opteron at 2Ghz with
Dual Core or faster
¢ Minimum 2 GB free disk space, 50 GB re-
commended
¢ Minimum 4 GB physical memory
Solaris
e Solaris 10 Update 4+ e Supports 32-bit Solaris running on 32-bit
hardware only
e Solaris compatible SPARC processor at
440 MHz, or faster
¢ Minimum 2 GB free disk space, 50 GB re-
commended
¢« Minimum 4 GB physical memory
Linux
e Oracle Linux 5.x, 6.x e Supports 32-bit and 64-bit Linux running
« Red Hat Enterprise Linux 5.x, 6.x on 32-bit and 64-bit hardware respectively
. SUSE Linux Enterprise Server 11.x . Intel Core or AMD Opteron at 2Ghz with
Dual Core or faster—i386 or x86 64
Oracle software may not run on systems that (32-bit or 64-bit)
do not meet these requirements (see Import-|e Minimum 2 GB free disk space, 50 GB re-
ant below). commended
¢ Minimum 4 GB physical memory

Important

When new Linux kernels and distributions are released, Oracle modifies and tests its products for stability
and reliability on these platforms. Oracle makes every effort to add support for new kernels and distribu-
tions in a timely manner. However, until a kernel or distribution is added to this list, its use with Oracle
products is not supported. Oracle endeavors to support any generally popular Linux distribution on a re-
lease that the vendor still supports.
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Specific requirements

This section describes requirements for specific components:

Component Requirement

Policy Studio Runs on the same platforms as the APl Gateway with the following additional
requirements on Linux and Solaris:

. X-Windows environment
e GTK+2

API| Gateway Manager Supports the following browsers:

e Internet Explorer 8 and 9
*  Firefox 13.0 or higher
e Safari 5.1.7 or higher

API Gateway Analytics Server component has the same platform requirements as the API Gateway.
Supports the following databases:

« MySQL Server5.1, 5.6

. Microsoft SQL Server 2005, 2008, 2012
e Oracle 11.2.0.1.0,12.1.0.1.0

« IBMDB29.7,105

Browser-based client component supports the same browsers as APl Gateway
Manager.

Default ports
This section describes the default ports used by specific components.

API Gateway
The default ports used by API Gateway are as follows:

e Traffic port: 8080 (between clients and APl Gateway)
* Management port: 8085 (between API Gateway and Admin Node Manager)

Admin Node Manager
The default port used by the Admin Node Manager for monitoring and management of APl Gateway instances is 8090.

Policy Studio
The default URL address used by the Policy Studio tool to connect to the Admin Node Manager is as follows:

https:/ /1 ocal host: 8090/ api

API Gateway Manager
The default URL address used by the API Gateway Manager web console to connect to the Admin Node Manager is as
follows:

https://1 ocal host: 8090/
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API Gateway Analytics

The default port used by APl Gateway Analytics for reporting, monitoring, and management is 8040. The default URL
address by the API Gateway Analytics web console is as follows:

http://1 ocal host: 8040/



Installation

Overview
You can install APl Gateway in GUI mode or in unattended command-line mode.
The API Gateway installer enables you to install the following APl Gateway components:

* APl Gateway Server

e API Gateway Analytics
e Policy Studio

e  Configuration Studio

«  API Gateway Explorer

For more details on APl Gateway components and concepts, see the APl Gateway Concepts Guide. This topic describes

how to install APl Gateway components on the following platforms:

¢ Windows
. Linux
e Solaris

Prerequisites
You must ensure the following:

System requirements
See the System requirements to ensure that the target machine is of a suitable specification.

Executable permission
On Linux/UNIX, you must ensure that the installation executable has the appropriate permissions in your environment.
For example, you can use the chnod command to update the file permissions.

GUI installation

When you run the installation setup file it launches in GUI mode by default. The following sections detail the installation
steps in GUI mode.

Launch API Gateway installer
Locate and run the setup file for your operating system.
Windows
OAG 11.1.2.3.0-wi ndows-installer.exe
Linux

OAG 11.1.2.3.0-linux-installer.run

Tip

To run the setup in unattended mode, see the section called “Unattended installation”.
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Welcome

When you run the setup file in GUI mode, you are presented with an introductory welcome window. Click Next to contin-
ue with the installation.

Select components

Select the components to be installed, and deselect those that are not to be installed. The Core Server component is se-
lected by default.

Click Next to continue.
Specify installation directory

Enter a location or click the browse button to specify the directory where the APl Gateway components are to be in-
stalled, for example:

Windows C\0AG11.1.2.3.0
Linux/UNIX /opt/OAG-11.1.2.3.0

Click Next to continue.
Specify domain connection

Select whether this is the first system in a new AP| Gateway domain. Defaults to Yes, which configures the system with a
new Admin Node Manager.

If you select No, the system is configured with a local Node Manager, which connects to an existing Admin Node Man-
ager. You are asked to enter the connection details to an existing Admin Node Manager.

Click Next to continue.
Specify Admin Node Manager details

This window is only displayed if you selected No in the section called “Specify domain connection”.
Configure the following settings for the Node Manager:

Host Name or IP Address:
Select a host address from the list (defaults to the installation host name).

Local Management Port:
Enter the local port used to manage the Node Manager. Defaults to 8090.

Click Next to continue.
Specify local Node Manager details
This window is only displayed if you selected No in the section called “Specify domain connection”.

Configure the following settings for the local Node Manager:

Host Name or IP Address:
Select a host address from the list (for example, 127. 0. 0. 1).

10
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Local Management Port:
Enter the local port used to manage the Node Manager. Defaults to 8090.

Click Next to continue.
Specify Admin Node Manager connection details
This window is only displayed if you selected No in the section called “Specify domain connection”.

Configure the following settings to connect to an existing Admin Node Manager:

Connection URL:
Enter the URL to connect to the Admin Node Manager. Defaults to the following:

https://[adm n- node- host nane-or - | P] : 8090
Modify Default Values:

Select whether to modify the default Admin Node Manager username/password (admi n/ changen®). When this is selec-
ted, enter a new username/password. This setting is not selected by default.

Click Next to continue.

Specify Node Manager service details
Configure the following settings:

Add a Service for the Node Manager:
Select whether to add a service for the Node Manager. Defaults to No.

Run Service as non default user:
Select whether to run the Node Manager service as a non-default user. This setting is not selected by default. When you
select this setting, you can enter a non-default user in the Username field. The default user is admi n.

Click Next to continue.
Select server configuration option

Select whether to configure a new APl Gateway server instance. Defaults to Yes.

Click Next to continue.

Specify APl Gateway server details
This window is only displayed if you selected Yes in the section called “Select server configuration option”.
Configure the following settings:

API Gateway Name:
Enter a name for the API Gateway instance. Defaults to Gat eway 1.

API Gateway Group:
Enter a group name for the API Gateway instance. Defaults to Gr oupl.

Local Management Port:
Enter the local port that the Node Manager uses to manage the APl Gateway instance. Defaults to 8085.

External Traffic Port:
Enter the port that the API Gateway uses for message traffic from external clients. Defaults to 8080.

11
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Click Next to continue.

Specify APl Gateway service details
This window is only displayed if you selected Yes in the section called “Select server configuration option”.
Configure the following settings:

Add a Service for the API Gateway Instance:
Select whether to add a service for the API Gateway instance. Defaults to No.

Run Service as non default user:
Select whether to run the Node Manager service as a non-default user. This setting is not selected by default. When you
select this setting, you can enter a non-default user in the Username field. The default user is admi n.
Click Next to continue.
Select startup option

Select whether to start the Admin Node Manager and the new API Gateway instance after installation. Defaults to Yes
(recommended).

Note

If you select No, you must start the Admin Node Manager and the new APl Gateway instance manually
after installation.

Click Next to continue.
Acknowledge API Gateway Analytics information
This window is only displayed if you selected to install APl Gateway Analytics.

An information window is displayed to remind you that you must perform additional steps before you start APl Gateway
Analytics.

Review the information and click Next to continue.

Installation summary
The installer displays a summary of the components that will be installed on your system.
Review the information and click Next to begin installing.

Installing

A progress window is displayed showing the progress of the installation. When the installation is complete, click Next to
continue.

Installation complete

A window is displayed to indicate that the installation is complete. If you selected to install Policy Studio you can select
the option to Launch Oracle Policy Studio.

The URL of the Admin Node Manager is displayed (for example, htt ps: //127. 0. 0. 1: 8090). You can go to this URL
in your browser to access the APl Gateway Manager tools.

12
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Click Finish to complete the installation. Policy Studio is launched if you selected that option.

Unattended installation

You can run the API Gateway installer in unattended mode on the command line. Perform the following steps:

1. Change to the directory where the setup file is located.
2. Run the setup file with the - - nbde unat t ended option.

The following example shows how to install all API Gateway components in unattended mode:

Windows

OAG 11.1.2.3.0-wi ndows-installer.exe --node unattended --prefix C\QAG 11.1.2.3.0

Linux

./0CAG-11.1.2.3.0-linux-installer.run --node unattended --prefix /opt/0AG 11.1.2.3.0

The components are installed in the background, in the directory specified by the - - pr ef i x option.

Unattended mode options

For a description of all the available command-line options and their default settings, run the setup file with the - - hel p
option. This outputs the help text in a separate console. For example:

Windows

OAG 11.1.2.3.0-wi ndows-installer.exe --help

Linux

./OAG 11.1.2.3.0-linux-installer.run --help

The following table summarizes some of the more common options:

Option Description

--help Display available options and default settings.
- - node Specify an installation mode.

--setup_type Specify a setup type.

- -enabl e- conponent s

Specify a comma-separated list of components to enable.

- - di sabl e- conponent s

Specify a comma-separated list of components to disable.

--prefix

Specify an installation directory.

- -unat t endednodeui

Specify different levels of user interaction when installing on Windows or on a
Linux/UNIX system with X-Windows.

--optionfile

Specify options in a properties file. For more information on option files, go to:
http://installbuilder.bitrock.com/docs/installbuilder-userguide.html

Create a new domain

13
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To create a new managed domain and API Gateway instance, you can use the managedonai n script.

You can run managedomai n from the following directory:

Windows

Installation

UNIX/Linux

| NSTALL_DI R\ api gat eway\ W n32\ bi n

| NSTALL_DI R/ api gat eway/ posi x/ bi n

For more details on running managedonai n, see the APl Gateway Administrator Guide.

14



Install the APl Gateway Core Server

Overview

The API Gateway Core Server is the main runtime environment consisting of an API Gateway instance and a Node Man-
ager. For more details on APl Gateway components and concepts, see the APl Gateway Concepts Guide.

Note

It is not necessary to install the APl Gateway Core Server on the API Gateway appliance because this
component is pre-installed on the appliance.

Prerequisites

Ensure that all of the prerequisites detailed in the section called “Prerequisites” are met.

Install the APl Gateway Core Server

To install the API Gateway Core Server in GUI mode, perform an installation following the steps described in the section
called “GUI installation”, using the following selections:

*  Select to install the APl Gateway Core Server component only.

To install the APl Gateway Core Server in unattended mode, follow the steps described in the section called “Unattended
installation”.

The following example shows how to install the APl Gateway Core Server component in unattended mode:
Windows

OAG 11.1. 2. 3.0-w ndows-install er.exe --node unattended
--setup_type advanced

- - enabl e- conponent s api gat eway

- - di sabl e- conponent s nodenmanager, anal yti cs, pol i cyst udi o,
api tester, confi gurationstudi o

Linux

./OAG 11.1.2.3.0-linux-installer.run --node unattended
--setup_type advanced

- - enabl e- conponent s api gat eway

- - di sabl e- conponent s nodemanager, anal yti cs, pol i cystudi o,
api tester, confi gurationstudi o

Note

This topic describes how to install the APl Gateway Core Server component only. For details on installing
other components, see the following topics:

¢ Install APl Gateway Analytics
¢ Install Policy Studio

« Install APl Gateway Explorer
* Install Configuration Studio

15



Install the APl Gateway Core Server

Start APl Gateway

If you selected to start the APl Gateway after installation, the Admin Node Manager and API Gateway instance start
automatically.

To start the APl Gateway manually, follow these steps:

1. Open a command prompt in the following directory:

Windows | NSTALL_DI R\ api gat eway\ W n32\ bi n
Linux/UNIX | NSTALL_DI R/ api gat eway/ posi x/ bi n

2. Runthe startinstance command, for example:

startinstance -n "Serverl1l" -g "G oupl”

Note

On UNIX/Linux, you must ensure that the st ar t i nst ance has execute permissions.

3. To manage and monitor the APl Gateway, you must ensure that the Admin Node Manager is running. Use the no-
demanager command to start the Admin Node Manager from the same directory.
Important
You can encrypt all sensitive APl Gateway configuration data with an encryption passphrase. For example,

you can specify this passphrase in your APl Gateway configuration file, or on the command line when the
API Gateway is starting up. For more details, see the Oracle APl Gateway Administrator Guide.

16



Install APl Gateway Analytics

Overview

API Gateway Analytics is a server runtime and web-based console for analyzing and reporting on API use over extended
periods of time. For more details on APl Gateway components and concepts, see the APl Gateway Concepts Guide.

Prerequisites
Ensure that all of the prerequisites detailed in the section called “Prerequisites” are met.

Enable PDF report generation
To enable the automatic generation of PDF reports, you must download the wkht m t opdf tool, and install it into your
API Gateway Analytics installation. For more details, see the section called “Enable PDF report generation”.

Install APl Gateway Analytics

To install API Gateway Analytics in GUI mode, perform an installation following the steps described in the section called
“GUlI installation”, using the following selections:

e Select to install the APl Gateway Analytics component only.

To install API Gateway Analytics in unattended mode, follow the steps described in the section called “Unattended in-
stallation”.

The following example shows how to install the APl Gateway Analytics component in unattended mode:
Windows

OAG 11.1.2.3.0-wi ndows-installer.exe --npde unattended
--setup_type advanced

- -enabl e- conponents anal ytics

--di sabl e- conponent s nodermanager, api gat eway, pol i cyst udi o,
api tester, configurationstudio

Linux

./OAG 11.1.2.3.0-linux-installer.run --node unattended
--setup_type advanced

--enabl e- conponents anal ytics

--di sabl e- conponent s nodermanager, api gat eway, pol i cyst udi o,
api tester, configurationstudio

Note

This topic describes how to install the APl Gateway Analytics component only. For details on installing oth-
er components, see the following topics:

e Install the APl Gateway Core Server
e Install Policy Studio

¢ Install APl Gateway Explorer

e Install Configuration Studio

17



Install APl Gateway Analytics

Start API Gateway Analytics

A

Important
Before starting API Gateway Analytics, you must perform the following steps:

1. Create a database instance. For more details, see Configure the database for APl Gateway Analytics.
Alternatively, if you already have an existing database, skip to the next step.

2. Configure the database tables using the dbset up script. For more details, see Configure the database
for API Gateway Analytics.

3. Update your API Gateway Analytics configuration using the conf i gur eser ver script. For more de-
tails, see Configure AP Gateway Analytics.

To start APl Gateway Analytics, perform the following steps:

1. Start the API Gateway Analytics server using the oaganal yti cs script in the / bi n directory of your APl Gateway
Analytics installation.
2. Using the default port, connect to the APl Gateway Analytics interface in a browser at the following URL:

ht t p: // HOST: 8040/

where HOST points to the IP address or host name of the machine on which API Gateway Analytics is installed.
3. Log in using the default adm n user with password changen®e. You can edit this user under the Users and Groups
node in the Policy Studio tree view.

Note

API Gateway Analytics produces reports based on metrics stored by API Gateway when processing mes-
sages. To produce a graph showing the number of connections made by APl Gateway to a service, you
must first configure a policy that routes messages to that service. When this policy is configured, send mes-
sages through the policy so they are routed to the target service.

If you change to another database that has a different set of remote hosts/clients configured, you must re-
start API Gateway and AP| Gateway Analytics.

Enable PDF report generation

To enable the automatic generation of PDF reports, perform the following steps:

1. Download the wkht m t opdf tool from the following location:
http://code.google.com/p/wkhtmltopdf

2. Install wkht m t opdf into the following directory in your API Gateway Analytics installation:

Windows

| NSTALL_DI R\ oaganal yti cs\ W n32\ I i b\ wkht m t opdf

UNIX/Linux

| NSTALL_DI R/ oaganal yti cs/ pl at f or i bi n/ wkht m t opdf

Further information
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Install APl Gateway Analytics

For more details on topics such as using Policy Studio to configure policies, scheduled reports, viewing monitoring data
in APl Gateway Analytics, or purging the reports database, see the Oracle APl Gateway User Guide and the Oracle API
Gateway Administrator Guide.
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Overview

API Gateway stores and maintains the monitoring and transaction data read by Oracle APl Gateway Analytics in a JD-
BC-compliant database. This topic describes how to create and configure a database for use with APl Gateway Analyt-
ics. It describes the prerequisites and shows an example of creating a database. It also shows how to setup the data-
base tables or upgrade them from a previous version.

Prerequisites

The prerequisites for setting up the database are as follows:

Install API Gateway Analytics

You must install Oracle APl Gateway Analytics. For details on how to install APl Gateway Analytics, see the Install API
Gateway Analytics topic.

Install a JDBC database

You must install a JDBC-compliant database to store the API Gateway monitoring and transaction data. APl Gateway
Analytics provides setup scripts for the following databases:

¢ MySQL

e Microsoft SQL Server
e Oracle

« IBMDB2

For details on how to install your chosen JDBC database, see your database product documentation.
Add JDBC driver files

You must add the JDBC driver files for your chosen database to your APl Gateway, APl Gateway Analytics, and Policy
Studio installations.

Add JDBC drivers to APl Gateway
To add the third-party JDBC driver files for your database to APl Gateway, perform the following steps:

1. Add the binary files for your database driver as follows:
e Add.j ar filestothe | NSTALL_DI R/ api gat eway/ ext/ | i b directory.
e Add.dl I filestothe | NSTALL_DI R\ api gat eway\ W n32\ | i b directory.
 Add. so filesto the | NSTALL_DI R/ api gat eway/ pl atform i b directory.
2. Restart APl Gateway.

Add JDBC drivers to APl Gateway Analytics

To add the third-party JDBC driver files for your database to API Gateway Analytics, perform the following steps:

1. Add the binary files for your database driver as follows:

e Add.]j ar filestothe | NSTALL_DI R/ oaganal yti cs/ext/|i b directory.

e Add.dl | filestothe | NSTALL_DI R\ oaganal yti cs\ Wn32\ | i b directory.

e Add. sofilestothe | NSTALL_DI R/ oaganal ytics/platform |ib directory.
2. Restart API Gateway Analytics.
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Add JDBC drivers to Policy Studio
To add third-party binaries to Policy Studio, perform the following steps:

1. Select Windows > Preferences > Runtime Dependencies from the Policy Studio main menu.
2. Click Add to select a JAR file to add to the list of dependencies.

3. Click Apply when finished. A copy of the JAR file is added to the pl ugi ns directory in your Policy Studio installa-
tion.

4. Click OK.
5. Restart Policy Studio using the pol i cyst udi o - cl ean command.

Create the database

API Gateway Analytics reads message metrics from a database and displays this information in a visual format to admin-
istrators. This is the same database in which APl Gateway stores its audit trail and message metrics data. You first need
to create this database using the database product of your choice (MySQL, Microsoft SQL Server, Oracle, or IBM DB2).
For details on how to do this, see the product documentation for your chosen database.

The following example shows creating a MySQL database:
mysql > CREATE DATABASE reports;
Query OK, 1 row affected (0.00 sec)

In this example, the database is named r eport s, but you can use whatever name you wish.
Set up the database tables

When you have created the database, the next step is to set up the database tables. You can do this by running the db-
set up command from the following APl Gateway Analytics directory:

Windows | NSTALL_DI R\ oaganal yti cs\ Wn32\ bi n
Linux/UNIX I NSTALL_DI R/ oaganal yti cs/ posi x/ bin

The following example command shows setting up new database tables:

> dbset up. bat
New dat abase
Schema successful ly upgraded to: 001-topol ogy

Specify options to dbsetup
Note

When you specify command-line arguments to dbset up, the script does not run interactively, and the
setup is fully automatic.

You can specify the following options to the dbset up command:
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Option Description

-h, --help Displays help message and exits.

-p PASSPHRASE, - -passphrase=PASSPHRASE Specifies the configuration passphrase (blank for zero
length).

- - dbnane=DBNAME Specifies the database name (mutually exclusive with -
-dburl, - -dbuser, and - - dbpass).

- - dbur | =DBURL Specifies the database URL.

- - dbuser =DBUSER Specifies the database user.

- - dbpass=DBPASS Specifies the database passphrase.

--reinstall Forces a reinstall of the database, dropping all data.

- - st op=STOP Stops the database upgrade after the named upgrade.

The following are some examples of using dbset up command options:

Connect to a named database
You can use the - - dbname option to connect to a named database connection configured under the External Connec-
tions node in the Policy Studio tree. For example:

> dbset up. bat --dbnane=0racl e

Current schema version: 001-initial

Lat est schema version: 001-topol ogy

Schema successful |y upgraded to: 001-topol ogy

Connect to a database URL
You can use the - - dbur | option to manually connect to a database instance directly using a URL. For example:

> dbset up. bat --dburl =j dbc: nysql : //1 ocal host/reports --dbuser=root --dbpass=adm n
Current schema version: 001-initial

Lat est schema version: 001-topol ogy

Schema successful |y upgraded to: 001-topol ogy

Install a database
You can also use the - - dbur| option to set up a newly created database instance where none already exists. For ex-
ample:

> dbset up. bat --dburl =j dbc: nysql : //1 ocal host/reports --dbuser=root --dbpass=adm n
New dat abase
Schema successful |y upgraded to: 001-topol ogy

Reinstall a database

You can use the - -r ei nst al | option to wipe and reinstall a database. For example:

> dbset up. bat --dburl =j dbc: nysqgl ://1 ocal host/reports --dbuser=root --dbpass=adm n
--reinstall

Re-instal |i ng dat abase. ..
Schema successful |y upgraded to: 001-topol ogy

SQL database schema scripts
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As an alternative to using the dbset up command, API Gateway Analytics also provides separate SQL schema scripts to
set up the database tables for each of the supported databases. However, these scripts set up the new tables only, and
do not perform any upgrades of existing tables. These scripts are provided in the | NSTALL_DI R/ syst eni conf/ sql
directory in the following subdirectories:

e [nysql

e /mesql

e Joracle
e /db2

You can run the SQL commands in the db_schena. sql file in the appropriate directory for your database. The following
example shows creating the tables for a MySQL database:

nysql > \. C:\oracl e\ oaganal yti cs\systenl conf\sqgl\nysql\db_schena. sql

Query OK, O rows affected, 1 warning (0.00 sec)
Query OK, O rows affected, 1 warning (0.00 sec)
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Overview
This topic describes how to update API Gateway Analytics configuration (for example, the API Gateway Analytics port,
database connection, and user credentials) before starting APl Gateway Analytics. You can use the conf i gur eserver

script (recommended) to guide you through all the required steps, or you can use Policy Studio to configure the API
Gateway Analytics configuration file.

Prerequisites
The prerequisites for configuring API Gateway Analytics are as follows:
Install APl Gateway

Because API Gateway Analytics reports on transactions processed by API Gateway in real time, you must first install API
Gateway. For more details, see Install the APl Gateway Core Server.

Important

To view API Gateway metrics in APl Gateway Analytics, you must also configure APl Gateway to record
metrics in the database. For more details, see the Oracle APl Gateway Administrator Guide.

Install API Gateway Analytics

You must install APl Gateway Analytics. For details on how to install APl Gateway Analytics, see the Install API Gateway
Analytics topic.

Configure a database

You must install a JDBC-compliant database to store the API Gateway monitoring and transaction data. For more details,
see Configure the database for API Gateway Analytics.

Update API Gateway Analytics configuration
By default, API Gateway Analytics is configured to read message metrics from a MySQL database stored on the local
machine. You can use the conf i gur eser ver command to configure APl Gateway Analytics to use an alternative data-
base, change the user credentials on the default database connection, or use a different listening port.

Update configuration on the command line

Perform the following steps to run conf i gur eser ver in interactive mode:

1. Change to the following directory:

Windows | NSTALL_DI R\ oaganal yti cs\Wn32\ bin
Linux/UNIX | NSTALL_DI R/ oaganal yti cs/ posi x/ bi n
2. Runthe confi gureserver command.

3. Enter the port on which the API Gateway Analytics server will listen. Defaults to 8040. If you have another process
already using this port on the machine on which APl Gateway Analytics is installed, configure API Gateway Analytics
to listen on different port.

4. Enter the database connection URL. Defaults to dbc: mysql : //127. 0. 0. 1: 3306/ reports.
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The following table lists examples of connection URLs for the supported databases, where r eport s is the name of
the database and DB_HOST is the IP address or host name of the machine on which the database is running:

Database Example Connection URL

Oracle jdbc: oracl e:thin: @B_HOST: 1521: reports

Microsoft SQL|j d-

Server bc: sqgl server:// DB _HOST: 1433; Dat abaseNane=r eports;i nt egrat edSecurity=fal se
MySQL jdbc: nmysql : // DB_HOST: 3306/ reports

IBM DB2 j dbc: db2:// DB_HOST: 50000/ reports

5. Enter the database user name. Defaults to r oot .

Enter the database password.

7. Enter whether API Gateway Analytics generates PDF-based reports. Defaults to N, which means that PDF reports
are not generated. When set to Y, APl Gateway Analytics generates PDF reports that include the same metrics dis-
played in the APl Gateway Analytics screen (for example, number of client requests, requests per service, and so
on). For more details on generated PDF reports, see the Oracle APl Gateway Administrator Guide.

8. Enter the user name to connect to the API Gateway Analytics process that generates PDF reports. Defaults to an
admi n user.

o

Note

This is not the operating system user. This is the user that connects to the APl Gateway Analytics web
server process, which generates the PDF reports. You can add new users under the Users and
Groups node in Policy Studio.

9. Enter the password to connect to the APl Gateway Analytics process that generates PDF reports.

10. Enter the directory to which generated PDF reports are output (for example, c: \ reports).

11. Enter whether to send generated PDF reports to email recipients. You will require an SMTP account with which to
send the reports. Defaults to N.

The following command shows some example output in interactive mode:

C:\ Oracl e\ oaganal yti cs\ W n32\ bi n>confi gur eserver . bat
Connecting to configuration at : federated:file:///C:\COracl e\ oaganal yti cs/conf/fed/
configs. xm

Li steni ng port [8040]:
Confi guring Database: Default Database Connection
Dat abase URL []j dbc: nysql://127.0.0.1: 3306/ reports]:
Dat abase user nane [root]:
Dat abase password []: *****
Enabl e report generation (Y, N) [N]:
Report generation process connects as user nanme [adm n]:
Report generation process connects using password []: **x***xx
Report output directory []: c:\reports
Email reports (Y, N) [N]: vy
Default emmil recipient []: joe@xanple.com
Email from[]: apigateway@racle.com
Choose SMIP connection type:
0) None
1) SSL
2) TLS/ SSL
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Choi ce [0]:

SMIP host []: | ocal host

SMIP port [25]:

SMIP user nane []: j bl oggs

SMIP password []: ******¥*x

Delete report file after emmiling (Y, N) [Y]:
Press enter to exit...

Update configuration using command-line options

You can also run the confi gureserver command with various options (--port, --dburl, --emailfrom -
-emai | to, --snt phost, and so on). For example, the following command configures the database connection without
emailing reports:

configureserver --dburl=jdbc:nmysqgl://127.0.0.1: 3306/ 631v2 --dbuser=r oot
- - dbpass=changene --no-email

The following command specifies to email reports and the associated SMTP settings:
configureserver --dburl=jdbc:nysql://127.0.0.1: 3306/ reports --dbuser=root
- - dbpass=changene — emil --emailto=joe@xanple.com --enail fromrapi gat eway @r acl e. com

--snt pt ype=NONE - - snt phost =192. 168. 0. 174 --snt pport =25 --smt puser =j bl oggs
--snt ppass=changene --generate --gpass=changene --gtenp=c:\reports

For descriptions of all available options, enter the confi gur eserver --hel p command.

Update configuration in Policy Studio

The recommended way to configure APl Gateway Analytics is using the confi gur eser ver command, which guides
you through the required settings. However, you can also use the Policy Studio to configure specific settings in your API
Gateway Analytics configuration file. For example, to configure the r epor t s database, perform the following steps:

1. Inyour Policy Studio installation directory, run the pol i cyst udi o command.
2. On the Policy Studio Home tab, click Open File, and browse to your APl Gateway Analytics configuration file, for ex-
ample:

I NSTALL_DI R/ oaganal yti cs/ conf/fed/ confi gs. xni

w

Click the External Connections button on the left of Policy Studio, and expand the Default Database tree node.
Right-click the Default Database Connection tree node, and select Edit.

5. The Database Connection dialog enables you to configure the database connection details. By default, the connec-
tion is configured to read metrics data from the r epor t s database. Edit the details for the Default Database Con-
nection on this dialog. For example, you should enter a non-default database user name and password. If you wish
to connect to a database other than the default local database, right-click Database Connections in the tree, and
select Add a Database Connection. For more details, see the Oracle APl Gateway User Guide.

P

Note

You can verify that your database connection is configured correctly by clicking the Test Connection but-
ton on the Configure Database Connection dialog.
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Overview

Policy Studio is a graphical IDE that enables developers to virtualize APIs and develop policies to enforce security, com-
pliance, and operational requirements. For more details on APl Gateway components and concepts, see the API Gate-
way Concepts Guide.

Prerequisites

Ensure that all of the prerequisites detailed in the section called “Prerequisites” are met.

Install Policy Studio

To install Policy Studio in GUI mode, perform an installation following the steps described in the section called “GUI in-
stallation”, using the following selections:

e  Select to install the Policy Studio component only.

To install Policy Studio in unattended mode, follow the steps described in the section called “Unattended installation”.

The following example shows how to install the Policy Studio component in unattended mode:

Windows

OAG 11.1.2.3.0-wi ndows-installer.exe --node unattended
--setup_type advanced

- -enabl e- conponent s pol i cyst udi o

--di sabl e- conponent s anal yti cs, nodenanager, api gat eway,
api tester, confi gurationstudi o

Linux

./OAG 11.1.2.3.0-linux-installer.run --nde unattended
--setup_type advanced

--enabl e- conponent s pol i cyst udi o

--di sabl e-conponent s anal yti cs, nodemanager, api gat eway, api t est er,
configurationstudio

Note

This topic describes how to install the Policy Studio component only. For details on installing other compon-
ents, see the following topics:

Start Policy Studio

Install the APl Gateway Core Server
Install API Gateway Analytics

Install APl Gateway Explorer

Install Configuration Studio
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Important

Before starting Policy Studio, ensure that the Admin Node Manager and the API Gateway instance are run-
ning. For more details, see the section called “Start APl Gateway”.
If you did not select to launch Policy Studio after installation, perform the following steps:

1. Open acommand prompt.
2. Change to your Policy Studio installation directory (for example, | NSTALL_DI R\ pol i cyst udi o).
3. Runpolicystudio.

Connect to a server
When Policy Studio starts up, click a link to a server session to display the Open Connection dialog. You can use this
dialog to specify Connection Details (for example, host, port, user name, and password), or to specify Saved

Sessions.

To connect to the server using a non-default URL, click Advanced, and enter the URL. The default URL for the Admin
Node Manager is:
https://1 ocal host : 8090/ api

For more details on the settings in the Open Connection dialog, see the Oracle APl Gateway User Guide.
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Overview

API Gateway Explorer is a graphical tool that enables you to test API functionality, performance, and security. For more
details on APl Gateway components and concepts, see the APl Gateway Concepts Guide.

Prerequisites

Ensure that all of the prerequisites detailed in the section called “Prerequisites” are met.

Install APl Gateway Explorer

To install APl Gateway Explorer in GUI mode, perform an installation following the steps described in the section called
“GUI installation”, using the following selections:

e Select to install the APl Gateway Explorer component only.

To install API Gateway Explorer in unattended mode, follow the steps described in the section called “Unattended install-
ation”.

The following example shows how to install the APl Gateway Explorer component in unattended mode:
Windows

OAG 11.1.2.3.0-wi ndows-installer.exe --node unattended
--setup_type advanced

- -enabl e- conponent s api t ester

--di sabl e- conponent s anal yti cs, nodenanager, api gat eway,
pol i cystudi o, confi gurati onstudi o

Linux

./OAG 11.1.2.3.0-linux-installer.run --nde unattended
--setup_type advanced

- -enabl e- conponent s api t ester

--di sabl e- conponent s anal yti cs, nodenanager, api gat eway,
pol i cyst udi o, confi gurati onst udi o

Note

This topic describes how to install the APl Gateway Explorer component only. For details on installing other
components, see the following topics:

e Install the APl Gateway Core Server
* Install Policy Studio

¢ Install APl Gateway Analytics

e Install Configuration Studio

Start APl Gateway Explorer
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Important

Before starting APl Gateway Explorer, ensure that the Admin Node Manager and the APl Gateway in-
stance are running. For more details, see the section called “Start API Gateway”.

To start API Gateway Explorer after installation, perform the following steps:

1. Open acommand prompt.

2. Change to your API Gateway Explorer installation directory (for example, | NSTALL_DI R\ api gat ewayexpl or er).
3. Run api gat ewayexpl orer.

For more details on API Gateway Explorer, see the API Gateway Explorer User Guide.
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Overview

Configuration Studio is a graphical tool that enables administrators to configure environment-specific properties to deploy
APIs and policies in non-development environments. For more details, see the API Gateway Deployment and Promotion
Guide.

Prerequisites

Ensure that all of the prerequisites detailed in the section called “Prerequisites” are met.

Install Configuration Studio

To install Configuration Studio in GUI mode, perform an installation following the steps described in the section called
“GUI installation”, using the following selections:

e Select to install the Configuration Studio component only.

To install Configuration Studio in unattended mode, follow the steps described in the section called “Unattended installa-
tion”.

The following example shows how to install the Configuration Studio component in unattended mode:
Windows

OAG 11.1.2.3.0-wi ndows-installer.exe --npde unattended
--setup_type advanced

- -enabl e- conponent s confi gurati onst udi o

--di sabl e- conponents anal yti cs, nodenmanager, api gat eway,
api tester, policystudio

Linux

./CAG-11.1.2.3.0-linux-installer.run --node unattended
--setup_type advanced

- - enabl e- conponent s confi gurati onstudi o

- - di sabl e- conponent s anal yti cs, nodemanager, api gat eway,
api tester, policystudio

Note

This topic describes how to install the Configuration Studio component only. For details on installing other
components, see the following topics:

e Install the APl Gateway Core Server
« Install Policy Studio

« Install API Gateway Analytics

e Install API Gateway Explorer

Start Configuration Studio

To start Configuration Studio after installation, perform the following steps:
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1. Open acommand prompt.

2. Change to your Configuration Studio installation directory (for example, | NSTALL_DI R\ conf i gur ati onst udi 0).
3. Runconfigurationstudio.

For more details on Configuration Studio, see the API Gateway Deployment and Promotion Guide.
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Upgrade from 11.1.2.x overview

This topic describes how to upgrade your existing 11.1.2.x installation and migrate your data to API Gateway version
11.1.2.3.0. API Gateway 11.1.2.3.0 provides a sysupgr ade script to export your data from an existing installation, up-
grade it, and import it into a new API Gateway 11.1.2.3.0 installation.

The sysupgr ade script enables you to upgrade the following from version 11.1.2.x to version 11.1.2.3.0:

Configuration (policies, filters, certificates, and so on) — Configuration data for API Gateway instances, Node Man-
agers, and groups.

Domain topology — Domains, hosts, API Gateways, and groups.

Client registry — The client registry is used to store OAuth 2.0 client applications.

KPS — The key property store (KPS) is used to store metadata for policies, and OAuth client application data.

Databases — Databases can be used to store OAuth tokens and codes, and as a persistent store for the key prop-
erty store.

Cassandra - Embedded Apache Cassandra database.

LDAP directory services — LDAP directory services can be used instead of the API Gateway user store to store user
authentication information.

Administrator users — Users who were created in the APl Gateway Manager web interface, including the default ad-
ministrator user (adm n/ changene).

Ext/lib — Contents of the ext /| i b directory. This directory contains any external JAR files that have been added to
the AP Gateway CLASSPATH.

System configuration — Java virtual machine arguments and other configuration in j vm xni .

Upgrade is supported on Linux and Windows platforms.

Tip

To upgrade from a version of APl Gateway earlier than 11.1.2.x, see the Upgrade from version 11.1.1.x
topic.

Upgrade from 11.1.2.x summary

The steps involved in an upgrade are summarized as follows:

1.

w

Backup the old installation and databases on all nodes.

Note
Do not shut down the old installation.
Install APl Gateway 11.1.2.3.0 (new installation) on each node.
Note
Do not create or start any groups, Node Managers, or API Gateways.

Set up the upgrade tools on the old installation on all nodes.
Export the data from the old installation on all nodes.
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Tip
The exported data can also be used for backup.
5. Copy the exported data from the old installation to the new installation on each node, and then upgrade the data on

each node of the new installation.
6. Apply the upgrade to the new installation on all nodes.

Note

Shut down any Node Managers or API Gateways on the old installation before applying the upgrade.

Upgrade API Gateway from 11.1.2.x to 11.1.2.3.0

This section describes the steps involved in an upgrade from version 11.1.2.x (old installation) to version 11.1.2.3.0 (new
installation).

Backup old installation

Backup the old 11.1.2.x installation on all nodes, including any databases. For more information on backing up the sys-
tem, see the API Gateway Administrator Guide.

Install APl Gateway 11.1.2.3.0

Install APl Gateway 11.1.2.3.0 in a different directory to your old 11.1.2.x installation on all nodes. For example, if the old
installation is installed in OLD_I NSTALL_DI R, you should install the new installation in NEW_| NSTALL_DI R. For more in-
formation on installation, see the Installation topic.

Note

* Do not overwrite the old installation.
« Do not create or start any Node Managers, groups, or APl Gateways.
¢ Do not shut down the old system.

Copy upgrade tools to old installation

To copy the upgrade tools from the new 11.1.2.3.0 installation to the old installation, copy the upgr ade directory from
the 11.1.2.3.0 installation to the old installation.

Copy this directory from your 11.1.2.3.0 installation:
Windows

NEW_ | NSTALL_DI R\ api gat eway\ upgr ade
UNIX/Linux

NEW_ | NSTALL_DI R/ api gat eway/ upgr ade

After copying, the old installation should contain the following directory:
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Windows

COLD_| NSTALL_DI R\ api gat eway\ upgr ade
UNIX/Linux

OLD_I NSTALL_DI R/ api gat eway/ upgr ade

Note

On API Gateway versions earlier than 11.1.2.2.1 the api gat eway directory is named api server.

Install the exporter tool on the old installation

The exporter tool differs based on the version of your old installation. Ensure you install the correct tool for your version.

Perform these steps to install the exporter tool on your old installation:

1. If your old installation is version 11.1.2.0.x or 11.1.2.1.x, open a command prompt at the following directory in your
old installation:

Windows

COLD_| NSTALL_DI R\ api gat eway\ upgr ade\ | egacy\ 7. 1x

UNIX/Linux

OLD | NSTALL_DI R/ api gat eway/ upgr ade/ | egacy/ 7. 1x

2. If your old installation is version 11.1.2.2.x, open a command prompt at the following directory in your old installation:

Windows

CLD_| NSTALL_DI R\ api gat eway\ upgr ade\ | egacy\ 7. 2x

UNIX/Linux

OLD_I NSTALL_DI R/ api gat eway/ upgr ade/ | egacy/ 7. 2x

w

Runthe i nstal | command.
4. Repeat on each node of the old installation.

Export data from the old installation

Note

Before you export, ensure that the Node Managers and API Gateways are running on the old installation.

Perform these steps to export the data from your old installation:

1. Open a command prompt at the following directory in your old installation:

Windows
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OLD_I NSTALL_DI R\ api gat eway\ W n32\ bi n
UNIX/Linux

COLD_| NSTALL_DI R/ api gat eway/ posi x/ bi n

n

Delete the out directory if it already exists.
3.  Runthe sysupgr ade command to export the data.

Windows
sysupgr ade export
UNIX/Linux

./ sysupgr ade export

The data is exported to the out directory.
4. Repeat on each node of the old installation.

Copy exported data to new installation

To copy the exported data from the old installation to the new 11.1.2.3.0 installation, copy the out directory from the old
installation to the 11.1.2.3.0 installation.

Copy this directory from your old installation:
Windows

CLD_| NSTALL_DI R\ api gat eway\ W n32\ bi n\ out
UNIX/Linux

CLD_| NSTALL_DI R/ api gat eway/ posi x/ bi n/ out

After copying, the new installation should contain the following directory:
Windows

NEW._| NSTALL_DI R\ api gat eway\ W n32\ bi n\ out

UNIX/Linux

NEW | NSTALL_DI R/ api gat eway/ posi x/ bi n/ out

Upgrade the exported data
Perform these steps to upgrade the data exported from your old installation:

1. Openacommand prompt at the following directory in your new 11.1.2.3.0 installation:
Windows
NEW._| NSTALL_DI R\ api gat eway\ W n32\ bi n
UNIX/Linux
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NEW._| NSTALL_DI R/ api gat eway/ posi x/ bi n

Run the sysupgr ade command to upgrade the exported data in the out directory.
Windows

sysupgr ade upgr ade

UNIX/Linux

./ sysupgr ade upgr ade

The data in the out directory is upgraded to version 11.1.2.3.0.
Repeat on each node of the new installation.

Apply the upgrade

Note

You must shut down any Node Managers or APl Gateways on the old installation before applying the up-
grade.

Perform these steps to apply the upgraded data to your new 11.1.2.3.0 installation:

1.

Open a command prompt at the following directory in your new 11.1.2.3.0 installation:
Windows

NEW_ | NSTALL_DI R\ api gat eway\ W n32\ bi n

UNIX/Linux

NEW_ | NSTALL_DI R/ api gat eway/ posi x/ bi n

Apply database upgrade step

Note

If KPS or OAuth tables in your system are backed by a database then please run this step else it can
be safely skipped.

Please ensure required database driver files are copied into:
Windows

NEW. | NSTALL_DI R\ api gat eway\ ext\lib

UNIX/Linux

NEW._| NSTALL_DI R/ api gat eway/ ext/lib

Run the sysupgr ade command to apply database upgrades in the out directory.

Windows
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sysupgr ade appl yDB
UNIX/Linux

./ sysupgr ade appl yDB

The database upgrades are applied to the new 11.1.2.3.0 installation.

Run the sysupgr ade command to apply the upgrades in the out directory.
Windows

sysupgr ade apply

UNIX/Linux

./ sysupgr ade apply

The upgrades are applied to the new 11.1.2.3.0 installation.
Repeat on each node of the new installation.

Verify the upgrade

To verify that the upgrade was successful, perform the following steps:

Use the nanagedonmai n tool to:

e Print the topology.

* Download a deployment archive.

For more information on using managedomai n, see the APl Gateway Administrator Guide.

Start Policy Studio and connect to an Admin Node Manager. For more information, see the APl Gateway User
Guide.

Start APl Gateway Manager and view the topology, administrator users, and key property stores. For more informa-
tion, see the APl Gateway Administrator Guide.

Start the client application registry web interface and view the client applications. For more information, see the API
Gateway OAuth Guide.

Example upgrade scenarios

This section details some common upgrade scenarios.

Upgrade from 11.1.2.x to 11.1.2.3.0 — single node

To upgrade a single node from 11.1.2.x to 11.1.2.3.0, follow these steps:

1.

Backup the 11.1.2.x installation:

e Backup the api gat eway or api server directory.

e Backup any databases by creating a DMP file of the tables in use.

Install 11.1.2.3.0 alongside your 11.1.2.x installation. For more information, see the section called “Install API Gate-
way 11.1.2.3.0".

Set up the upgrade tools in your 11.1.2.x installation. For more information, see the section called “Copy upgrade
tools to old installation” and the section called “Install the exporter tool on the old installation”.

Export the data from your 11.1.2.x installation. For more information, see the section called “Export data from the old
installation”.
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5.

6.

Copy the data to your 11.1.2.3.0 installation and upgrade the data. For more information, see the section called
“Copy exported data to new installation” and the section called “Upgrade the exported data”.

Apply the upgrade to your 11.1.2.3.0 installation. For more information, see the section called “Apply the upgrade”.

Upgrade from 11.1.1.x to 11.1.2.3.0 — single node

To upgrade a single node from 11.1.1.x to 11.1.2.3.0, follow the steps in the section called “Upgrade API Gateway from
11.1.1.xt0 11.1.2.3.0".

Upgrade from 11.1.2.x to 11.1.2.3.0 — production (two nodes)

For node 1, follow these steps:

1.

Backup the 11.1.2.x installation:

e Backup the api gat eway or api server directory.

e Backup any databases by creating a DMP file of the tables in use.

Install 11.1.2.3.0 alongside your 11.1.2.x installation. For more information, see the section called “Install API Gate-
way 11.1.2.3.0".

Set up the upgrade tools in your 11.1.2.x installation. For more information, see the section called “Copy upgrade
tools to old installation” and the section called “Install the exporter tool on the old installation”.

Export the data from your 11.1.2.x installation. For more information, see the section called “Export data from the old
installation”.

Copy the data to your 11.1.2.3.0 installation and upgrade the data. For more information, see the section called
“Copy exported data to new installation” and the section called “Upgrade the exported data”.

Apply the upgrade to your 11.1.2.3.0 installation. For more information, see the section called “Apply the upgrade”.

For node 2, follow the same steps as for node 1. If database upgrades were applied in node 1 at step 6 then it is not ne-
cessary to run this again on node 2. The - - host option is necessary to connect to the Admin Node Manager. For ex-
ample:

Windows

sysupgrade export --host=10.142.58. 144 --port=8090

UNIX/Linux

./ sysupgr ade export --host=10.142.58. 144 --port=8090

Upgrade from 11.1.1.x to 11.1.2.3.0 — production (two nodes)

To upgrade two nodes from 11.1.1.x to 11.1.2.3.0, follow the steps in the section called “Upgrade API Gateway from
11.1.1.x to 11.1.2.3.0"” on each node.

Additional upgrade steps

The following additional steps might be required, depending on your configuration:

RBAC — Administrator users are imported into the new 11.1.2.3.0 installation. However, if you have made changes
to the RBAC files in your APl Gateway to modify roles and permissions, you must reapply these changes manually
in the new API Gateway installation.

Inconsistent Group — You might get a message to say that the groups are inconsistent. This is because all . f ed files
are deployed directly to each instance. It should not cause any issues. To resolve the issue of inconsistent groups,
save a . f ed file of the group and redeploy to the group.

Node Managers and APl Gateways as a service — If any of your processes are running as a service, you must
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manually update the services with the new settings.

Troubleshoot the upgrade
This section provides some advice on troubleshooting the upgrade process.
ext/lib customizations

If you have customizations in your ext /| i b directory they might cause problems in the new 11.1.2.3.0 installation. Cus-
tomizations might need to be reapplied against the latest installation.

Running a single component
As each component completes, it marks the component as done by creating a done file in the component’s directory. To

run a single component again, you must first delete the done file and then run the sysupgr ade command with the -
- conponent option, for example:

sysupgr ade upgrade --conponent =db

Note

Running a single component is not supported for the Apply process

Tracing

When running any of the commands you can add the following options to the command-line to generate more debug in-
formation:

--tracel evel =DEBUG

--tracel evel =VERBOSE
Trace files are located in the following directories:

I NSTALL_DI R/ posi x/ bi n/ out / export/sysexport.trc
I NSTALL_DI R/ posi x/ bi n/ out / upgr ade/ sysupgrade.trc
I NSTALL_DI R/ posi x/ bi n/ out / appl ydb/ sysappl ydb.trc

I NSTALL_DI R/ posi x/ bi n/ out/ appl y/ sysapply.trc

sysupgrade script

To perform an upgrade from version 11.1.2.x to version 11.1.2.3.0, a Python script called sysupgr ade is provided. The
sysupgr ade script is located in the following directory:

Windows
NEW._| NSTALL_DI R\ api gat eway\ W n32\ bi n
UNIX/Linux
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NEW._| NSTALL_DI R/ api gat eway/ posi x/ bi n

This script is used for running all upgrade tasks. It supports four main tasks:

1. Export — Exports the data from the existing API Gateway into an expor t directory with a directory for each compon-

ent's data.
4 | out
4 || export
adminusers
appregistry
cassandra
db
, ds
» JJ esgroups
| eshm
) extlib
kps
» Ju sysconfig
» Ju topology
Note

Requires the old API Gateway installation to be running.

2. Upgrade — Upgrades the data in the export directory structure and creates an upgr ade directory with the upgraded
data in it.
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out

export

upgrade
adminusers
appregistry
cassandra
db
ds
esgroups
esnm
exthb
kps
sysconfig

topology

3. Apply DB — Applies any required database updates to the APl Gateway 11.1.2.3.0 installation.

Note

safely skipped.

If KPS or OAuth tables in your system are backed by a database this step must be run else it can be

4. Apply — Applies the upgraded data to the running APl Gateway 11.1.2.3.0 installation.

sysupgrade command-line options

For a description of all the available command-line options and their default settings, run the sysupgr ade command

with the - - hel p option.

The following table summarizes some of the more common options:

Option

Description

System upgrade details:
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Option

Description

--help

Display available options and default settings.

- - conponent =COMPONENTS

Specify the components to execute the task on. The allowed values are:

* adminusers — Administrator users

- ¢ COVPONENTS « appregistry — Client application registry

e db - Databases

e ds — Directory services

e esgroups — API Gateway instances and groups

e esnm — Admin Node Managers

*  kps — Key property store

*  topology — Domain topology

e cassandra — Cassandra databases

e extlib — Contents of ext /| i b directory

« sysconfig — Configuration from j vm xmni
--indir=IND R Root directory of the APl Gateway instance. Defaults to | NSTALL_DI R

--outdi r=QUTDI R

Directory location in which the exported and upgraded data is stored. Defaults
to out .

Node Manager details:

- - schene=SCHEME

Scheme for Node Manager (for example, ht t ps). The default is ht t ps.

-s SCHEME

- - host =HOST Host name for Node Manager (for example, | ocal host ). The default is | oc-
al host .

- - por t =PORT Port for Node Manager (for example, 8090). The default is 8090.

- - user name=USERNAME

User name for authenticating to the Node Manager (for example, admi n). The
default is admi n.

- - passwor d=PASSWORD

Password for authenticating to the Node Manager (for example, changene).
The default is changene.

Tracing details:

--tracel evel =TRACELEVEL

Trace level to use for system upgrade process. The default is | NFO. The avail-
able options are:

« FATAL

« ALWAYS
+ ERROR

« INFO

« MIN

« DEBUG

« VERBOSE
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Upgrade from 11.1.1.x overview

To upgrade from version 11.1.1.x of APl Gateway to version 11.1.2.3.0 you must first upgrade to version 11.1.2.x, and
then follow the procedures described in Upgrade from version 11.1.2.x to upgrade to version 11.1.2.3.0.

Upgrade API Gateway from 11.1.1.x to 11.1.2.3.0

To upgrade an API Gateway installation from version 11.1.1.x to 11.1.2.3.0, follow these steps:

1.

2.

Install APl Gateway version 11.1.2.2.1 alongside your existing 11.1.1.x installation. Follow the instructions in the ver-
sion 11.1.2.2.1 API Gateway Installation and Configuration Guide.

Create a managed domain for your deployment topology using the managedonai n script. For more details on run-
ning managedomai n, see the APl Gateway Administrator Guide.

Upgrade your configuration to version 11.1.2.2.1 using the upgr adeconfi g script. Follow the instructions in the
version 11.1.2.2.1 API Gateway Installation and Configuration Guide.

Install APl Gateway version 11.1.2.3.0 alongside the 11.1.2.2.1 installation. Follow the instructions in the Installation
topic.

Upgrade your version 11.1.2.2.1 installation to version 11.1.2.3.0 following the instructions in the Upgrade from ver-
sion 11.1.2.x topic.

Additional upgrade steps

The following additional steps might be required, depending on your configuration:

API Gateway Analytics database tables — If you have an existing installation of APl Gateway Analytics version
11.1.1.6.%, you can upgrade your database tables to version 11.1.2.0.x using the dbset up script.

API Gateway Analytics — If you have made changes to the configuration of an existing installation of APl Gateway
Analytics, and you do not wish to reconfigure these changes, you can use the upgr adeconf i g script to upgrade
API Gateway Analytics.

RBAC - In API Gateway version 11.1.2.0.0, the Role-Based Access Control (RBAC) support changed to use a
JSON-based implementation with new APl Gateway user roles. If you are upgrading from version 11.1.1.6.x, you
must reconfigure your RBAC settings using the pdM gr at e. py script.

For more information on these steps, see the version 11.1.2.2.1 API Gateway Installation and Configuration Guide.
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