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=, ABAERRIBEE LA (uncover) MENHREFRABER.
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Bk

{Oracle Solaris Studio 12.4 Discover 1 Uncover B F35r8) MBI ERANTIA :

n NIFESRIEET R (discover)” [9]
s “REBE LA (uncover)” [10]

NFEERIEZR LA (discover)

NFARIEZRTR (discover) R ATRIMNNGFHRESRNSEIFA LR . discover
SCRFERF&BT{# B Sun Studio 12 Update 1, Oracle Solaris Studio 12.2, Oracle
Solaris Studio 12.3 8% Oracle Solaris Studio 12.4 4@¥ 234miF ) — 3630, B lA
1EET SPARC 5} x86 AL LiE1T , (BEREIRERGZE /DA Solaris 10 10/08,
Oracle Solaris 11, Oracle Enterprise Linux 5.x 8 Oracle Enterprise Linux 6.x,

P SRNEARNENREMEARIT. BT discover SRAFERF , 0] PUR Y E RS

B LRI AT B SRR AR B SR, B0, IRENFEFAECT — MR
BREENSBN  REe=XAN— M RANEPITZEURIE , WA FT e MR ET
Ao UERPUEE ARIZ{TFEFAE |, discover SKAAFERF O] DUIETE R A&,

discover A] ARG INEI R AR AR BIE

AR BRI TS

Tila)HB & A BC ¥R in RN

R IERE B RMNT

BRGNS

N

BT discover BERFHMITHIEENESIIR R ERNFARESR , Bt , anRis17: R~
RIBEENIAFRIT , MASIREZED R,

discover SRKHFEFFIIAIARIE ., SniFas THES MM —AFI M (HERT2MUN
ZEHISCfE) HRER SR ST , RFERUEE AF0E1T. B1THIE |, discover
KERRNEREIRE , EATAFE Web SIS+ ICAI A HTML MAEEBZIRE.



RIBE=LE (uncover)

REZEE T A (uncover)

uncover SRARFE—NMIBSHANGSITLE , BTEENBREFNARER. K5
ERRHANETHRERS . FLAERE T MRS TR B AR AR IR AR XS

B #n ABEEE A UMK E SRS, uncover ARG RS, BH). FAIRER

SR FINEESEE.

uncover SKRFEFIRML T — MR KRB = HIIRIFINRE | AT ENEREHEIZ AN FE

ThEEXIE,., SHAZERIMAIMARLL | uncover IR E SN EMMAREIE ¢

n X TRENRARIBME , MEERBFLFRTIE,

= T uncover £AME T HHIH , B , B NIRRT 36304 .

n  AEBIRNFERH SR el EE, ETEENR , TEURRRAR
4R FARERE.

= uncover SRRFEFIRMT —ERMN Z3HHI304F. 21T B IREE R BAITFE,

= uncover SKAFEFEZE&MELTEMN , HFARZHEREN.

10 Oracle Solaris Studio 12.4 : Discover 1 Uncover B F$ERg » 2015 4 12 A



NEERIEZRT A (discover)

NEFFERIERTH (discover) IR BT RIMNAFIRERNSRITALA.
FEAFEXTIINEHEER

» “{FF discover FESK” [11]

“fE BAFE FF R [12]

R ME R AT B0 SO [13]

“BATRINIE B SIS [19]

“{d AR AR IN1E (Silicon Secured Memory, SSM) FIRE 4B E” [19]
“OHT discover A" [25]

‘NIRRT S [39]

n R discover FHRIHE [43]

m “{FH discover BEIPR " [46]

{$H discover RIESK

ANNAER discover FEERIFLERNEKR , BEUTER :

w CIERAER T RHISC [11]
v CEATCR AR SISO RS [12]

IERf S — %30

discover SRAHFERFERT{#F A Sun Studio 12 Update 1. Oracle Solaris Studio 12.2,
Oracle Solaris Studio 12.3 8% Oracle Solaris Studio 12.4 4giF 25w i — 3tk 31
BAPAEET SPARC B x86 AL LIZ1T , (BEKHIRIEARLZE A Solaris 10
10/08. Oracle Solaris 11, Oracle Enterprise Linux 5.x B Oracle Enterprise Linux 6.
Xo

% 2 E NEEREEAETE (discover) 11



TR AR PR Al

WRAIHEXLEESK |, discover KARFRAHMRITAMN _—HFI M. AT, &
AT RGN X LTSRN — SR IHE A - BRI IR BN, B K
TR [17].

Y SR — BRI B ETRAERIMESE | AFEBN discover IEMXIHBH TN, AN
L b EEREA RN —HFI A IMERESOE TR N HE R I

A -g WA 7S — 3 HISCEAERVAREE |, B discover AJEIRGFRFIES
B BIRIRARBBATSEEFAEREHERRNER, NREGF SIS RER -9 &
T, discover ¥ N B RMENITENEITESHFEFITERZS. Boh , A -o T THmF
WATHEBN discover &£ AL EMIAIIREG . RE discover AJ SUFZ MM 3 HISCHF—i
/8, BMEXER -9. BRESER , 5SS HR discover FHRIHE" [43],

EREURAELER |, Gk SISO RAE A - (TR B ANE BRI e, A4 RADa]
RESHTRAMARTIRARSD , Hi20 , MARRKAEEE BRI KINFALE AR A RHN
MR, g ERSRMUEMTEES S discover NIEMMIIREFREE NRESE

.

xo

iE - discover XIFEHE XARENTEN ALEREK
(malloc () . calloc () . memalign () . valloc () F0 free () ) T34,

BXELEE , ESNYEH discover BHIIRF)” [46]
R\ I B RS

BT discover £ TIE{TAGEEFE FIOF LA TIRE , RILETTARH AT EATEEA
BCERVTA IS

WRFEFESKILE LD_PRELOAD MEA R , NZAERETL/ES discover —f2IEHia
1}? , B4 discover EEAFLAS R AN | (BNREMETEN , B IiEHITHE

s, ANRFEFERIETIET , MBET 2GS ET -p 1Emak -p G AE
¥, WEHEIEESREE L ADIT IMEAE , RGREITRS discover {EFRKE
TR, INREFERE ZHHISCHEHER T BT, W discover £FEAGMIET LK. 2NR7E
IZ{TRRE T LD _AWDIT MUEAE |, SERETTIEMHE.

{8y BAFE FF 75

AR /RGIGER T 20 FIA2 « HERFEF |, {F /A discover EAM , RmEiTAFEFFIFEMR
BRENEKANFTIRERIIRE. HREIERT —MaRREA IR R BFE .
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HMI AR A — BRI SC 1

% cat test_UMR.c

#include <stdio.h>

#include <stdlib.h>

int main()

{

// UMR: accessing uninitialized data
int *p = (int*) malloc(sizeof(int));
printf("*p = %d\n", *p);

free(p);

}

% cc -g -02 test_UMR.c
% a.out

*p = 131464

% discover a.out

% a.out

discover HithFE/RTEMMAMER T RGN F AR M ST HITT e , R
LERWME , T EPER.

4 { s
5: J/ UMR: aaness'mg uninitialized data

6: mt'i«—it (int*) malloc(sizeof(int));
8: fi )y
T

(<)

R AR A A — 2 IS A

HRIFBEARZHEI G , T—SHMEXNEHITEN, KNSR ERMAE , A
{& discover B] PAFE Z 35|21 TR ER ERINTEARAE .

%2 FE NFERIEZRT A (discover) 13



HMAE £ 4T — SISO

¥ - X F SPARC V8 KA LEM i 32 (v —3HHISC 4 |, discover 27246 NBHE A V8plus
ARG, R, oo ZHBISCHR AN | i SIS A% A vBplus,

A{# A discover sy MM ZHHISCHE. B0 , AT &34 Z 3530t a.out , FHE
FRIMTH a.out SREZMA a.out :

discover a.out

WIEITHINE R Z3HEISC 4R |, discover £ MFERFXNERER. EafTidFE

71, discover &¥FMRAMTANFARENRNIRES A — HTML X , 0] AFE
Web 4 28h EB LM, BRAEAHEL A a.out.htnl, BEERERES A\ ASCI 344
gk stderr , VETEAIN Z B HISCEARET{E A -w 05T,

BIEE LR E discover X ZHHHISIHPITIRE AL |, EF A -n &L,

% discover KM ZHFMHES , NRAIUEAMETRIERMSBHTTECNK AR | K
BREUTABEKBRES :

discover: (warning): a.out: 80% of code instrumented (16 out of 20 functions)

TFoERARE T AR B HEEE 3B P i Cma = RS |, SERBERET EmiEs
T BRI [11]50 B SRR AS G AR IRV RS RIR IR R

SRETLEE

Y discover KM ZHHHISCHET , £1M-5iE1 TR F—iR TR 363 AR
B, DMBEEITI M A Z FER S H S TR, RN R EEEESRESET ;
MRFIAFEE BNk A A AT Y , ATAEFEAXLE, REBAT , REE
E3% k) $HOME/SUNW_Bit_Cache, BJRA{#FH -D BB XX ER.

RN ZE E

MRKUNEBNEF (BIEFBELEE) | discover SLARRFA4EMRERIGLER, By
BT , discover (B FHIRE AT HITXHFHRNFE R, BFEELHEE discover B
XA PITCHF RN E | EER -n 1B,

ATRAME R -c EIEE AL discover BRI ZFEFIET dlopen () FHEFTIFHIEF
AEER. ERTRAGER -c 0B e BT EET R, KE discover MREXRES
REEER , (EETHSRIREE M T RMREFREUEBENRNERR , Rits
ICREBEMEF (BERAZEE) PRSRANNEAGEL.

discover SKAFEFIZITIME ASHERE FHITHO (HARA rtld-audit 8 LD_AUDIT) M
discover KIS REFERANRNENTHELZE, #£ Oracle Solaris £, HREER
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HMI AR A — BRI SC 1

T™MEREIHED., £ Linux L, Y@TRNE R #5530 En , SEEaSTHRE
LD _AUDIT,
S+F Oracle Linux _EfG 32 s N FIFEFF :

% LD_AUDIT=install-dir/1ib/compilers/postopt/bitdl.so a.out

S+F Oracle Linux _-f4 64 (K FBFEFF -

% LD_AUDIT=install-dir/1ib/compilers/postopt/amd64/bitdl.so a.out

ZHHIRTBER S FEFTAIZIT Oracle Enterprise Linux 5.x G E/ER. MMRAFE
FER N3 B 5% & Lb_AUDIT , | discover 7E Oracle Enterprise Linux 5.x _Fi&A[a)HE,

IV ARIE IR HES — 35S0 [L1]F RS R E RN AL ZEE, BB
T, NFREITREHERFBE — MR AR TNE  2REBGER. AT, FoTFER
discover ZARE—ANERENE,

BRE

A RETIAER SN FLEFE, AJRAER -s. -7 3k -N 1E (5 W43
" [17]) sRIETHE bit. re XEFFBITIEE (ES W bit. rc FIAHITHE" [19]) $5
7N discover ZRGIXLLEE, TJRESHI K —LEHERBIE.,

WMREANETTEGN , BITEVFMRA 2R |, discover BIERMB KK , SRERFHE
BT R IIFRIEE.

BRABIT | discover BITFERL bit. rc P HITIEE G F L RGN 25214
RERE N2 (RAREHRXLEE) . BT discover THEERTE FERRNTRIFE ,
LY, XS AR R N

KB FEE AP TICEIER

AJRAE R -c IR E AT HITMERE. ATRUBIE R AF R E R E EFLEE R
Rt —SIRE BRI BT B AR E.

Big0 , AREFRERA Libx.so FEBEIRATHITIHA a.out , REERL T4 :

$ discover -c libx.so -o a.out.disc a.out

WA OB AN E S RIS B RIRBIXHMEM B AR E . XA AR ELF 30fF
B3R, WRIEE ELF Xt , MEKREXHTEXKFTHERR. WREEER , g
AR B RPRFTA X .

$ discover -0 a.out.disc a.out:tl.0:dir

$ discover -c libx.so:11.0:12.0 -0 a.out.disc a.out

% 2 E NEEREEAETE (discover) 15



HMAE £ 4T — SISO

5 1T

BAT K AT SRS discover fp 45 & FASRAGIN 253+,

i 5T

-a
-b browser

-en
-En
-f

-H html-file

-o file

-Sn

-w text-file

KEAREHRE N binary-name .analyze/dynamic B RRUIARE ST
anfE M.

ETHRINT KRR L B 3155 Web 1Y 28 browser (5815 T
A off) .

EREF BR n PREFER (REBATERAAERR) .
ERET BN n DRTFR (BREBHTER 1004 .
EMEFTBRES (REENTIERES) .

¥ discover R ZHFIAHRIRE L HTML #&XE A\ htmi-file,
IS B AR IS TAS I ) — 35 ST B3R Y. 2058 html-file
EMENERSL , NN TEERFIZI TR A =315
THEBRME . EFEXHRIEERE IREIT Z3tH I D
EW—R , B FRE wp RMBISCHLS , PIFE/R discover 12
AT EBHFE ID. BN , & -H report.sp.html AERIHFE A
report.process-ID . html RIRES . MREXHLEZFZREE
op , M{SCHEE— LI 3FE 1D,

IR EKFEEZEIEL -w E , WA HTML A8EIRES A
output-file .html , EF output-file 4N A — BEHISCHERIR 4 .
PO T s TR ) — 3t SR Fr e T/EB k.
;%Euﬁﬁﬁﬁﬁlftiﬁﬁﬂ -w G, RIRRASCAF HTML A& LB A

FEMETBRYRER (REABRIVERIREFR) .

BRI ZSHHECHE A file, TREET , FINITH Z 253
BRI

ERET BIR n DD (FREBATER8A) .

¥ discover BRZHFILHFHIRETB A text-file, AR IELIZ
TR B IS BT AU A, 2NR text-file R MNTER % , W
AT ERAERP TR S Z# 5 4N TEB RME XX
., BEXHLERSIREIT ZIHEISCE AR E— |, S ER
BB op NINEISLHEETF , PAIFER discover IZ{TRME A 3FE ID, 4

16 Oracle Solaris Studio 12.4 : Discover 1 Uncover B F$ERg » 2015 4 12 A



HMI AR A — BRI SC 1

N, EIM -w report.%sp.txt LERSCEEL A report. process-ID . txt
HIRESH. MNREXHEBFLIRBE %o , WL E— KB
FHFR ID, FERE -w - BAE stderr i,

WNREARTE R LG -H T, WA HTML #&ZEHREB A
output-file .html , 5 output-file 24N A — 3HHISCHRIR 4 .

AL T s TR T ) S SO BT LEB .

;@El&lﬁﬂﬂﬁﬁlﬁti@ﬁ*ﬂ -H &I, [EBIAC AR HTML 32X A
Fa=

- ER w1 EE , B E TR IR L. IRER T MAXKRE , NEERXST

HRIZITERNERPERIRE. Bt , RN BARFENRT BRHEINFHHHERE |, 1R

LA REATRAEARERHE ., NAFEFIRAEFIHFENS , libdiscoverADI.so FEIE{THTA& A
FHFEAE—NRIRERIA |, FIHAEMKEE M ZR AT N, MR FHEMNIZITERA
A, BIHRESHHER T XK | FHIZRESTRA TR AR, [FHTEKIES

AT PARA LE I L ) 55,

I GET

-A [on | off]

-c [ -| library [:
scope...] | file]

-F [parent |
child | both]

-i [datarace |
memcheck | adi]

FTFF IR LR OEARER ER  (CEARIRE A 8 BFFRE{E A on) . 1R
LE ST B BTG |, ATRUMER -1 adi WEIFS RE MR
&, BRISEIFHNEITIMERE | B RA(E RIS O ) 4 B/ FioE AR
IR, (XM LET Oracle Solaris Studio 12.4 4/15 SE& 45 E 1%
3% (Platform Specific Enhancement, PSE) B, Z 8g{# B tki%mm.,

KERBED. 15EM library PEIEE ) file 541 BTN
RIEFRER, RERENFREEFRGR. FTUBTRNE S
DRI B SRR IRBIN EH I TR ERTCE. AXEZEE 5
2 0 e n] S TS IER S [15],

FEEMRAESAF M discover KM — B3 TEIZITIIIRAE |, &
FRREMFLNEN. BREBIT | discover 4k WA FHFEA T3
FEWENFHRENREIE. REFEE discover {UIRFERHFE |
MFETE -F parent, HNERMAZLE Discover {UIRMETFIHFE , NFETE -F
child,

HRE discover BIAGIMIZERY (HRE{EA memcheck) .

WRIEE T datarace , MHE ALFEN TS5 X8RS BRINSHTT
M, anSRAEFRGIEI |, (NAEEITERITEIRS RN, A
ITHAMEMANERE ., WIER collect dzfTAINT 1 — 136
X, PERAAEMRER 2P ERANSIR. AXEZEE 15
%11, (Oracle Solaris Studio 12.4 : Z&FENF22A S 4ER ) . R
FEE T memcheck , NISATSTNFEREHI TN, MRIEET
adi , W&{FA SPARC M7 423 ADI ThEEST SRR HHENME B

% 2 E NEEREEAETE (discover) 17


http://www.oracle.com/pls/topic/lookup?ctx=E57201&id=OSSTA

HMAE £ 4T — SISO

-n

-N library

-P [on | off]

SEEFER

-D cache-directory

AR
-h BF -?

-V

17N, KRBT SPARC M7 43828 FiE4TH Oracle Solaris 11.3
o, ABEEAIhAE, X4 K% T Oracle Solaris Studio 12.4 4/15
S E4EEIEE (Platform Specific Enhancement, PSE) B, A 8E(#

F3 -i adi 1%&TR.

AR bit. re FUANIH (FS R bit. re PUAKY
#F[19]) .

ERERIFIZIT discover, FRIZOEMA] BRMPITIEF , Fab
FIVESTERF , ERVBINERBEZ RS,

AEEA[PITIHFRENR.
REM-SHILR library DLECAEMAER L ZE, IR ELFHROFTILD
FRY library IUEC , NZBAZE. 20K library PAREIAT () T3k, W

TR TTRLE X P12 4 EPITOLED, BN, ARIEENEA L FRILT
PLEC,

FTFERITINERY ADI #EK, BRAETEA on, {NHETXHEAHEIG
EFTRINES , ATRMER -1 adi WIS LARE. BERISGELIT
BNZETTRSMERE | FTRAME IR AASHs ADI AR, (UM RET
Oracle Solaris Studio 12.4 4/15 & 4% F18E5% (Platform Specific
Enhancement, PSE) i , A 8g{# AL,

MRZVMA TR —HBIH , HarbLES  BA0CH
=

UM s B B — B M. ST AR AR FE,

¥ cache-directory FR{ER T &= R R F N EAGIN — 35 ST IR
B3R, BREBOT , §ERZFEZRA $HOME/SUNW_Bit_Cache,

ERFEFRNSREFTIREINTHE.

B, Wk EENRIEBEIRE.

WA, itk discover IEFEPYTHIRIEI A, $8REZGEHM X ATk
BEZER.

i discover RAEEFIRYE,

18 Oracle Solaris Studio 12.4 : Discover 1 Uncover B F$ERg » 2015 4 12 A



B THGIMNIE i 2RI S

bit.rc FJIAHIHF

discover SRFRFEF BT 7E/SBNBNIZER— ARSI bit. re WHFRVAHIDRE. REXHF
Oracle-Solaris-Studio-installation-directory/prod/lib/bit . rc 32t F LTS HERE

{B. discover AR FEFTBUAIHE , FE LA $HOME/ .bit. re (ANRFE) , RfE
1%HR current-directory/ .bit.rc (AREFEE) .

bit.rc XMHBEEHATERE. WNSBSELTEEMNGS. Y discover AL set 454
B, 2FZEETHE (RE) . YiEE append @40 , £ SHHMEIZTEHI
BHE (ZBHETESHRTRE) . HiLE remove 4, N2 HEF Mk
SHRHESHIRR.

bit.rc XHFRENZEVFRNNZAMNEIIR , DETEETTER (RES)
AL E 2 PR B 2008 AR R Ak R B AT 4R 03 3k

BREZER  ESMAL vit. re XHKRPHIER.

BRI B — IS A

B/ discover WM —HBIMHE , MREER ERNARSI TR 1B, EF
WMRFFENRMANASSHERTEFITARE , BNAER discover MR FFIHE MR
(e NS TAFEFFLUAEBERNZEE, RIS KR FFEIEITH |, discover 2B X
EAHAMMNFEBREELBTENER (A, HTML 55#E) B ATEE R
. BAXRMBRIRENEE  BSW DT discover FRE" [25].

RTRNKIFSH , RS EES R TRV EEITREREEIE. RIERNFIRK

MR | IEITRERZ TRESTE 50 5.

E;EEH{%TFWZ?— (Silicon Secured Memory, SSM) KIFE {4 EN
A=

Oracle SPARC M7 AMESHR M TS A UEA |, EBEEAR |, RETTIAERETSE
HHRZE1T. HAP—FERE4S F WIEER S RIPINAF (Silicon Secured Memory, SSM) |, X
BIFRAN B2 ¥R R (Application Data Integrity, ADI) , F R ARG ARME WL
WEVIESR | XEMRS SBOSITIN SRR,

RIS RS B[AFRIEER TR IZX LR, 620, RETAMZHXEEH 2
RERARN—NERRR. AFTHIEFRTENGFTAERNIE , RMaENM AR
FERSHILER.
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{F S F#IPRTE (Silicon Secured Memory, SSM) IR HiEBIGE

SRR NEXAREL M N AREFRNF RS R HIERWANFERIRES |, BR T EMR
WA PR BN HRIME. 0RTE %THJiZIK? SRBRASALE , REFRR
2RI, SHRTRERATUSRARGRRIES (6120 C 5k C++) REMN B
Fr—ilefE R, XN HFEFF B A BT IR AR S BRI,

Oracle Solaris Studio 12.4 4/15 F-& 4% E1¥58 (Platform Specific Enhancement, PSE)

AFE libdiscoverADI.so E (HFRA discover ADI ) | X EEIRMHET FHM malloc ()

FEBIFE | IXLEPEGIFE Al AR A SPBUIRAEMIR AR R AS . (EEIXLARAS | 40
#3H) SSM FAR T IASINZR X (Rldl, NFLEMBBENTFRSRASAEY , l/i
B1E AR B IFEST. BB 5% discover F libdiscoverADI.so FHIFHESIRRNEZ (R , iF
£ Dl “libdiscoverADI FHFKAIEIR" [20].

T FEAE IR R E S A AR NER AR NE RN NI )84 | 7] PATEN FAFE

B AP ERZEAR , AMisREN AR FUKAAES FEP iRt 24E=. N

FEHERERMEAIIN , RAEFIRA A REIRKN BN AREF A SBEIFRIR KR

&, discover TEF libdiscoverADI.so JE (J&TF Oracle Solaris Studio FFALAEH#

?—E_ﬂjﬁ%\) RETEZHRNARFEER , FIRAXLEE S EAFEMERIBE R RN
HD

{£ B libdiscoverADI FEEFRINTF (015

discover ADI & libdiscoverADI &fR&E PSR TTHNF I RIKIRFEENR ., AT PUBT A
THFMARERZE :

» JA{FEF LD PRELOAD 64 FMRATEN discover ADI FEFER AN FFER. ARG
ADI #GE1T FAFEFFRTE 64 AL Z#HBISCH , 20 , ARIEFZ1T—1EH
server I AFER , BN TR :

$ LD_PRELOAD_64=install-dir/1ib/compilers/sparcv9/libdiscoverADI.so server

m XPHFE ZHI B SR ADI AEATH -1 adi EM) discover did,

% discover -i adi a.out

% a.out

FRETBUUTE a.out. himl XHFHREEER. X discover IREMEZEE , HE IS
T discover 4" [25)F0 4y 1% [16].

155 M “libdiscoverADI FI{E FHESKARS” [22],

o

libdiscoverADI Eﬁ&ﬂ‘]‘%ﬁe

libdiscoverADI.so I TR :

20 Oracle Solaris Studio 12.4 : Discover 1 Uncover B F$ERg » 2015 4 12 A



{F B B34 IN1Z (Silicon Secured Memory, SSM) (B HEENIRE

e 717 (ABR/ABW)

VR BRI (FMRIFMW)

VIR R EIFEST (FMR/FMW o — ik 2880 )
BBV AKX DB (UAR/UAW)

E5 BIA7E (Double Free Memory, DFM)

BXEREMEREINELEER BN NFNRERMES [39].

BHN AREF e ERACNGEN BRI IZEK | a0 , EREFFPHECAKNANE
B, REXNHEIHTHE S . S TEAEENANGE , 7 #A{TER ADI iRA4EH] AP 3§
FXERNTERMEE , 55 N Using Application Data Integrity and Oracle Solaris
Studio to Find and Fix Memory Access Errors (https://community.oracle.com/docs/
DOC-912448),

BXRTERH , BN EA discover ADI HEFIRBI [22].

discover ADI 1R 3 [K46 M 15%ETR
E\—Fﬁf)ﬁ\bﬁﬁﬁﬁﬁ ADI X HITRMET |, 7E discover R A AAI(= B kSR TN
=

-A [on | off] BUARERE A on B , discover ADI FERHRESERM E ALK 54
REARIRER. S EELUEREER | (BN EHRAEE MEEER.
ARSI S AR A BRI R T EMANEXISHEE. Fg0 ,
M TTAEL BIREEIR A Array out of Bounds Access (¥RZA#SFRYS
) ARIEMLSET HEEE, RZER off , MASIHRENEC
FFARIRERE DL, BREEA on,

- BTRATIERRA , BIME -ARE A on , ABRIABW B AJRESHIRE X FMR/IFMW

g UAR/UAW :

s NRFHXBH IR EAEEZEHFXKEZ FREHPX L8 , BIEEZ XK EDK
X I KARIT.

= Z02R libdiscoverADI.so iXE|T RWIFIRSI, FEXFMBELT , discover AJREIER T L E
I BCHEARIRER | B AIER AR B AR IFXIESE .

-P [on | off] WRB AR SR EA of f , ADI BRAARKSIMRTIE1T. EARAEHHR
T, SEHTHESHITE , BE/LFES (RART) MHRAE
ENR. BEAEWMER  ERMARERER on , XERRAEE.

ERISEIFHNSITEIMERE , ATRAFERE -A of f BR -P of f , RAIBPH X MERE A
off,
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{F S F#IPRTE (Silicon Secured Memory, SSM) IR HiEBIGE

22

libdiscoverADI FR}{F FBZESKFIFR &)

discover f{] ADI X RBEFAT ARG LT ESKK 64 (N FAFERF : XA SPARC M7
oE WS A ZEJMETT Oracle Solaris 11.2.8 8% Oracle Solaris 11.3 , H &G
7 Oracle Solaris Studio 12.4 4/15 F-& 455155 (Platform Specific Enhancement,
PSE).

KINTH X NFR BRI , 2R LibdiscoverADI. so HIER¥UR AR K5 BCeREK , T
RANETRERAENR, BXEZEE , HS NERATCR AR 53 A3k

&

" [12],

{$ /8 libdiscoverADI B RIDHREALREIAIT -

RRMUERE, NRMERRKE . SHSEAMRRERMERN,

RN FRFEFE A 64 Atk A {E ARk EMEITEIRE | NASE BT I3 FFE
. HUt 64 (LN FFERFRTRE(E A 64 (othith MU aTR{E BRSASRIEME TR (61
o, 8 . N ARFTIES ADI AR discover —#2{E A , FAZINAEE R
64 R FH 4 NMREEHBRAEEE.

RN BREFRTEEHEE A A THMEER (BlIanB MESSBLZ AIKEES) | 1Y
ATRERER TN AR,

5 memcheck #83 ({ -i memcheck BHTHEN) ARF] , 2RV AFEFIERPITH
REHE N T ANERENBCER S , U ADI X RN HRER, MBN AREFEET
BEHE X T RERESECRE , W) ADI B A& I1ER.

ZPXRE NN FHER 64 F. T 64 FUXFHRINHES , libdiscoverADI. so ¥R
1 FRRELSF RN . STIE 64 (UHFHOE , IRESZ PR ITaESE
KNAFED. —RIEAT , FEHK 1 E 63 FHNY , BERBURTHEMNFAR
PAK libdiscoverADI.so £ R EFITH IR E N BCHIIE.

E /8 -xipo=2 JRiF M IR RER LT TR LIRAD |, XL ADA IR K
ARNITRESEORIR ADI #1R |, FHERTIEBHMIEM S BUHEREREE |, BXFRLERIR/N,

{5 discover ADI &K~ HB

AR T — N FEELEA S R AR ARDEES) | XL RE T ADI A2/ discover
BTIRFEARE .

B AT B BEAI T4 A testcode. c BISTHF.

#include <stdio.h>
#include <stdlib.h>

int main() {

char *x = (char*)malloc(512);
int *y = (int*)malloc(20*sizeof(int));
char *z = (char*)malloc(64);
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{F B B34 IN1Z (Silicon Secured Memory, SSM) (B HEENIRE

x[-14] = 0;
y[-10] = 0;
z[-4]
x[16] =
y[20]
z[64]
x[20]
y[26]
z[120] =

n
S oo oS

@-.

}

(BRI T 44 AR AAD -

$ cc testcode.c -g -m64

REA ADI BAPITHABIN AFEFF | S EANT &4

$ discover -w - -i adi -o a.out.adi a.out

$ ./a.out.adi

&S 1E discover HREPAMMN T HL ., BRTIAIEMXLIRENELEE ,
DT discover 4" [25].

ERROR 1 (ABW):
main()

writing to memory beyond array bounds at address Ox2fffffff7e877ff2:

+ 0x3c
7:
8:
9:

10:=>
11:
12:
13:

<test-abrw.c:10>
int *y = (int*)malloc(20*sizeof(int));
char *z = (char*)malloc(64);

x[-14] = 0;
y[-10] = 0;
z[-4] = 0;
x[16] 0;

_start() + 0x108
was allocated at (512 bytes):

main()

+ 0x8

T=>

kOOO\I@U!-bw

<test-abrw.c:6>
int main() {
char *x = (char*)malloc(512);

int *y = (int*)malloc(20*sizeof(int));
char *z = (char*)malloc(64);

_start() + 0x108
writing to memory beyond array bounds at address Ox2fffffff7e873ffc:

ERROR 2 (ABW):

main() + 0x50

9:
10:
11:
12:=>
13:
14:
15:

<test-abrw.c:12>

x[-14] = 0;
y[-10] = 0;
z[-4] =
x[16]
y[20]
z[64] =

’

’

SSSS

’

’

_start() + 0x108

%2 F NEEREZETA (discover)
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{F S F#IPRTE (Silicon Secured Memory, SSM) IR HiEBIGE

was allocated at (64 bytes):
main() + 0x28

5:

10:
11:

© 00N O

<test-abrw.c:8>

char *x = (char*)malloc(512);
int *y = (int*)malloc(20*sizeof(int));
char *z = (char*)malloc(64);

x[-14]
y[-10]

0;
0;

_start() + 0x108
ERROR 3 (ABW): writing to memory beyond array bounds at address
main() + 0x64

11:
12:
13:
14:
15:
16:
17:

<test-abrw.c:14>
y[-10] = 0;
z[-4] =
x[16]
y[20]
z[64] =
x[20]
y[26]

v

’

v

’

v

n
(SIS ISR ST S RS

’

_start() + 0x108
was allocated at (128 bytes):
main() + 0x18

4:

10:

O o N o U

<test-abrw.c:7>
int main() {

char *x = (char*)malloc(512);
int *y = (int*)malloc(20*sizeof(int));

char *z = (char*)malloc(64);

x[-14] = 0;

_start() + 0x108
ERROR 4 (ABW): writing to memory beyond array bounds at address Ox2fffffff7e874040:
main() + 0x70

12:
13:
14:
15:
16:
17:
18:

<test-abrw.c:15>
z[-4] =
x[16]
yl[20] =
z[64]
x[20]
y[26]
z[120] = 0;

’

v

’

n
o oo o

_start() + 0x108
was allocated at (64 bytes):
main() + 0x28

5:

10:
11:

© 00N O

<test-abrw.c:8>

char *x = (char*)malloc(512);
int *y = (int*)malloc(20*sizeof(int));
char *z = (char*)malloc(64);

x[-141]
y[-10]

0;
0;

_start() + 0x108
ERROR 5 (ABW): writing to memory beyond array bounds at address Ox2fffffff7e876098:
main() + 0x84

14:
15:

24

<test-abrw.c:17>
y[20] = 0;
z[64] = 0;

Oracle Solaris Studio 12.4 : Discover 1 Uncover B F$ERg » 2015 4 12 A
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AHT discover IR

16:

17:=>

18:

19:

20: }
_start() + 0x108

x[20] = 0;
y[26] = 0;
z[120] = 0;

was allocated at (128 bytes):

main() + 0x18

<test-abrw.c:7>

4: int main() {

5:

6: char *x = (char*)malloc(512);

7:i=> int *y = (int*)malloc(20*sizeof(int));
8: char *z = (char*)malloc(64);

9:

10:
_start() + 0x108

x[-14] = 0;

ERROR 6 (ABW): writing to memory beyond array bounds at address Ox2fffffff7e874078:

main() + 0x90
15:
16:
17:
18:
19:
20: }
21:
_start() + 0x108
was allocated at (64
main() + 0x28
5:

=>

© 00N O

10:
11:
_start() + 0x108
DISCOVER SUMMARY :
unique errors

M discover FRET

<test-abrw.c:18>

z[64] =
x[20] 0;
y[26] 0;
z[120] = 0;

0;

bytes):

<test-abrw.c:8>

char *x = (char*)malloc(512);
int *y = (int*)malloc(20*sizeof(int));
char *z = (char*)malloc(64);

x[-14] = 0;
y[-10] = 0;
1 6 (6 total)

discover fRENEIRMAT AEREAE FHE RIRAREFT HREEE.

BREBIT , RS HTML 2B A\ output-file.html , FH output-file 243t —
HHISHRIELR . XS T EE TR B — 35 SO FTAER TAE B R,

FM — SRR, RTRAE R -H ISR HTML St EATERE M3, SRER -w ik
BOEREEBAIAF M.
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SHT discover IRE

KM ZHBSH R INREHEERIRES N XHMERLSETAFERF | N UEd
SUNW_DISCOVER OPTIONS MMFAEMREEH -H M -w EHKRE. BRXELEE , BS
Dl“SUNw_DISCOVER OPTIONS fiFAFE" [38],

i - RERNAREITERE T -a 50 , MAAERAREAIATERE codean w7 SIREIRE.

AT HTML 3R

A HTML #RER KT A FEF ST E 08T, FFA & o AR {# AR FHb & BT
K#E| Web TT_EREMIAZ HTML AR, Zi&-5 JavaScript ZZE A INBEMLE
&, 1’7 —FRE discover JHEF FRAKIETE L.

ANHB HTML 1R, AP BZTERF

= ‘@ "Errors” (4H%) 1EWE [26]
= YFA Warnlngs (BE) WEHmR" (28]
= “{FF "Memory Leaks" (P7ER) 1% [29]

{#/ "Errors" (&%) TR, "Warnings" (2245) %MK 40 "Memory Leaks" (PNTEit
W) TR, A AIERERIER. EEE %ﬁﬂlﬂ?ﬁz/ﬁ/ﬁ?ﬁiqﬂﬁﬁn

%FHEME‘H*%UEW , ATAE S S AT B RMEAMNNERRHRNE . B L E R m
[30]

f£F "Errors" ($51%) &M

TENE RSP E—IRFTIF HTML IRERT , £3054%F "Errors” (451%) &K , HPEBRER
I A — BRI RITE AR A E N NTERANRS R
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AHT discover IR

1. UMR: accessing uninitialized data *p at address 0x8080700 (4 bytes) on the heap

2. EMW. writing to freed memory at address 0x2030702 (4 bytes) on the heap

1. UMR: accessing uninitialized data *p at address 0x8080700 (4 bytes) on the heap

2. EMW: writing to freed memory at address 0x2080708 (4 bytes) on the heap

ﬂ%ﬁﬁﬁﬂﬁﬁﬁﬁ? -g W& , WA RUIE I S d ek R BRI R Bk B B A R R 3R
IRARS
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SHT discover IRE

initialized data

FM

2. EMW: writing to freed memory at address 0x8080708 (4 bytes) on the hea

]
]
]
V]
|
]
|
]

k

{8 "Warnings" (&%) &M+

"Warnings" (#%) W KERT BXAENIRFRRNTEEEHE. BARE—FE
T, RBERARAEEIAMAIRES. WRGFAPEERT - 5 , METRUST &
THEARIR ERP B ERBOR E B A R ER R AR IRARES
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AHT discover IR

Summary

{£F "Memory Leaks" (NfFittis) WMWK

"Memory Leaks" (INTFHHR) SEM-RAETEDB/RERE FFaf TLE SRR 2 U AR K&
B, HET A H XL

2 allocations at 2 locations left on the heap with total size of 4 bytes

1. 1 allocation with total size of 4 bytes

2. 1 allocation with total size of 0 bytes
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ST discover TRE

BHEANRE | SBIRIOREBEAIRER. RGFAFEERT - W0 , METRUBE &
THEARER PR A B R SR B B AR R R B JRAES,

2 allocations at 2 locations left on the heap with total size of 4 bytes

1.1 allocation with total size of 4 bytes

-mainf) + 0x5e (line ~8) in "test UMR.c"

_stan() +0x71

2.1 allocation with total size of O bytes

i = HIEAR

TEEHAMR. LENMRNEHMIRAMRRIRE , EEEHImRA "Stack Traces” (MEkk
IRER) EByREad: "Expand All' (£F8RIF) . EEFMAREIENEE , BEEsm
A "Source Code” (JRAED) Hioeh#ad "Expand All" (£ERTF) .

HiEATARA R, EEMNFIRKIERIRERSURAAD | BRI K "Collapse All"
(2HEMIFE) .

WER M RHETRES , £ B/REHIEARE "Show Errors" (B R4E1=) 3k "Show
Warnings" (B/RZ4E) #49. BREBAT , 2% A KRNEIRK R E KL,
EfREMIRI MR ES | BB EBUBIES.

IHITIRARIER TIREWE | RPFIh THRREE R, WRbRIWAEE.

SR ASCIl 1R

discover REH] ASCIl (3XA) #&zNEEHMASH TR TTIEIR Web X 525815
D ATF/RGIBRT —4> ASCIl HREHHB,
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AHT discover IR

$ a.out

ERROR 1 (UAW): writing to unallocated memory at address 0x50088 (4 bytes) at:
main() + 0x2a@ <ui.c:20>

17: t = malloc(32);

18: printf("hello\n");

19: for (int i=0; i<100;i++)
20:=> t[32] = 234; // UAW

21: printf("%d\n", t[2]); //UMR
22: foo();

23: bar();

~start() + 0x108
ERROR 2 (UMR): accessing uninitialized data from address 0x50010 (4 bytes) at:
main() + Ox16c <ui.c:21>$

18: printf("hello\n");

19: for (int i=0; i<100;i++)

20: t[32] = 234; // UAW

21:=>  printf("%d\n", t[2]); //UMR
22: foo();

23: bar();

24: }

~start() + 0x108
was allocated at (32 bytes):
main() + 0x24 <ui.c:17>

14: x = (int*)malloc(size); // AZS warning
15: }

16: int main() {

17:=> t = malloc(32);

18: printf("hello\n");

19: for (int i=0; i<100;i++)

20: t[32] = 234; // UAW

~start() + 0x108

0

WARNING 1 (AZS): allocating zero size memory block at:
foo() + 0xf4 <ui.c:14>

11: void foo() {

12: x = malloc(128);

13: free(x);

14:=> x = (int*)malloc(size); // AZS warning
15: }

16: int main() {

17: t = malloc(32);

main() + O0x18c <ui.c:22>

19: for (int i=0; i<100;i++)

20: t[32] = 234; // UAW

21: printf("%sd\n", t[2]); //UMR
22:=> foo();

23: bar();

24: }

~start() + 0x108

>k >k 3k ok ok ok 3k >k >k ok ok ok k >k >k Kk Discover Memory Report 3k 3k >k >k >k ok 5k 3k k %k % >k >k ok k k >k

1 block at 1 location left allocated on heap with a total size of 128 bytes

%2 F NEEREZETA (discover)
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SHT discover IRE

1 block with total size of 128 bytes
bar() + 0x24 <ui.c:9>

6: 7: void bar() {

8: int *y;

9:=> y = malloc(128); // Memory leak
10: }

11: void foo() {

12: x = malloc(128);

main() + 0x194 <ui.c:23>

20: t[32] = 234; // UAW

21: printf("%sd\n", t[2]); //UMR
22: foo();

23:=> bar();

24: }

_start() + 0x108

ERROR 1: repeats 100 times
DISCOVER SUMMARY :

unique errors 12

unique warnings : 1

ZIREAEEEMNESHE , HERRE.

(101 total, 0 filtered)
(1 total, @ filtered)

ASCII 4R E E Ve

FERTHEAHIA) ERROR FRERFHF A SR =ANFREA KL, 1D SFEERGER (AFIF A
writing to unallocated memory) . FEAMBEZR{EEAIEHRIMKANIEUEFNEEEE A
FOH. RAZ FERAARNEIEARIRER | TIASHE AR A oy FEP AR E.

AARAEF -9 WX T FEFF , MEAIREE B EIRAEEMITS . RIRSCARTVIR , U
SR ERIEKIRAR, S—mFPrBARRAETHE = F5TE7R.

WRFA—NFEEREIMFIHAERNRE—FHEREE , TERHE (BEMERIRE)
Ut —k. STEREARSFMERER , REOTRENER | FERSNRES L
BRI (WTBIFHR) .

ERROR 1: repeats 100 times

REFENF IR T3, NIZEMAGRR B R B AR ER SR, XEF
SEFERIEEHBEFRIA/N | AR BCZRE RIMEARIRER. IRERBXR , WREE
BBUHN B REIEARIRER.

EHHENEREASHEREEMARE , AZEEHE LRI waRNING FFK, —RIME |
XLHE R EBANE LRI BRRF R ER A T W BT 3R Fia RE S
'%’?@Obﬁﬂﬁﬂ , K NATHRFASEREE , BURIFERNEE RE , Mgt
fEtERERRLR,
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discover APl fIfIEATE

ASCIl RfEtHRIRE

RWERIREASE X NI, BRFRENKBBNNERNEE. UTRA
BIRT — A AEMRIR G

$ DISCOVER_MEMORY_LEAKS=1 ./a.out

kookskokokskokkokokkokkkkkx Djgcover Memory Report >k 3k ok >k 3k ok ok ok ok ok >k ok k ok ok ok ok

2 blocks left allocated on heap with total size of 44 bytes
block at 0x50008 (40 bytes long) was allocated at:

malloc() + 0x168 [libdiscover.so:0xea54]

f() + 0xlc [a.out:0x3001c]

<discover example.c:9>:

8: {
9:=> int *a = (int *)malloc( n * sizeof(int) );
10: int i, j, k;

main() + Ox1lc [a.out:0x304a8]
<discover_example.c:33>:

32: /* Print first N=10 Fibonacci numbers */
33:=> a = f(N);
34: printf("First %d Fibonacci numbers:\n", N);

_start() + 0x5c [a.out:0x105a8]

PR TERE—TICE T ERFENECKSHMER B R LB KN, IMERKNEN
FFRBRLIZRAE , WA , FEEREDBRNECRETTH.

ASCII AR BRIR

ERNFRRRZE , RIEERE D RBRPHEREEREE R D AR AR ER.
AR BRI S AT R A R R AN B S TH S R AR R

ASCIl REHE

discover IREMLRESME., UHEME T H—EEMERNKE |, FEESTRM
TRRMEESNEH (BEERM) . fin :

DISCOVER SUMMARY :
unique errors 1 3 (3 total)
unique warnings : 1 (5 total)

discover AP| FIMIEAC &

BEZAMEIERIEPFEEMK discover API FIFRAE,
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discover APl fIfIEAE

34

discover API

Oracle Solaris Studio 12.4 STIL T 73N B DUNFE 8 B USRI Nt e AN N 7E S AL

SEM discover BR¥N, XLLRFGEEHEE stderr, FREENT | discover £7EF2
FatNREHEAERFPAFBRRANGTIRE. EFEAXL AP, NARFK
B HEEAE discover RISKIHE : #include <discoverAPI.h>,

LR HR HAREHINA N TR -

discover_report_all inuse 0

WREFAERNEFNE.

discover report unreported inuse 0

RERTRIRE AT REFSEC.

discover mark all inuse as reported 0
eSS NERFEREFSEAFCAERE.
discover report all leaks 0
REMBERNFR.
discover_report_unreported leaks 0
REARTARIRE T AR,
discover mark all leaks as reported 0
eSS NERFERFRIFMC SRS,

AN EB—LE(FF discover APl A TE,

# - discover API 7£ ADI 2\ FANEEC/ER.

{5 discover APl TN TER/

SHF LIS E RGN RE |, discover RIRERNEN A BENHE. NERE
ERFHPTENRINE S RN,

DA 7R B /R AN {5k FRIX L8 AP

$ cat -n tdata.C
1 #include <discoverAPI.h>
2
3 void foo()
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discover APl fIfIEATE

4 {

5 int *j = new int;

6 }

7

8 int main()

9 {

10 foo();

11 discover report all leaks();
12

13 foo();

14 discover_report_unreported_leaks();
15

16 return 0;

17 }

$ CC -g tdata.C
$ discover -w - a.out
$ a.out

AR RBIB/RT Ukt .

Frofdokkx discover report all leaks() Report d¥xkdxk

1 allocation at 1 location left on the heap with a total size of 4 bytes
LEAK 1: 1 allocation with total size of 4 bytes

void*operator new(unsigned) + 0x36

void foo() + Ox5e <tdata.C:5>

2:

3: void foo()

4: {

5:=> int *j = new int;

6: }

7:

8: int main()

main()+0xla <tdata.C:10>

9: {

10:=> foo();

11: discover_report_all leaks();
12:

13: foo(); _start() +

sk sk ok ok ok ok ok ok ok ok ok ok oK oK 5K 5K oK oK oK 5k 5k K 3k 3k 3k 3K 3K 3K 3k ok ok ok ok oK oK oK oK oK oK oK oK ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok K K
Frkrokkx discover report unreported leaks() Report d¥xkokkok

1 allocation at 1 location left on the heap with a total size of 4 bytes
LEAK 1: 1 allocation with total size of 4 bytes

void*operator new(unsigned) + 0x36

void foo() + Ox5e <tdata.C:5>

2:

3: void foo()

4: {

5:=> int *j = new int;
6: }

7:

8:int main()
main() + 0x24 <tdata.C:13>

%2 F NEEREZETA (discover)
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discover APl fIfIEAE

10: foo();

11: discover report all leaks();

12:

13:=> foo();

14: discover_report_unreported_leaks()
15:

16:return 0;

_start() + 0x71

3k 3k 3k ok >k >k 3k kK ok 3k >k >k 3k 5k ok ok >k 3k 3k 5k >k >k >k 3k 3k 5k >k >k 3k 3k 5k 3k >k >k 3k 5k 5k ok >k >k 3k 5k >k >k >k >k 3k 3k >k >k >k >k >k >k >k %k k

kkkRokkkKRORKKkKRkkK Digcover Memory Report sk 3k 5k 3k 3k ok >k 3k K >k 3k K ok K Kk K

2 allocations at 2 locations left on the heap with a total size of 8 bytes
LEAK 1: 1 allocation with total size of 4 bytes

void*operator new(unsigned) + 0x36

void foo() + Ox5e <tdata.C:5>

2:

3: void foo()

4: {

5:=> int *j = new int;

6: }

7:

8: int main()

main() + Oxla <tdata.C:10>

7:

8: int main()

9: { 10:=> foo();
11: discover_report_all_leaks();
12:

13: foo(); _start() + 0x71

LEAK 2: 1 allocation with total size of 4 bytes
void*operator new(unsigned) + 0x36
void foo() + Ox5e <tdata.C:5>

2:

3: void foo()

4: {

5:=> int *j = new int;

6: }

7:

8: int main()

main() + 0x24 <tdata.C:13>

10: foo();

11: discover report all leaks();
12:

13:=> foo();

14: discover_report_unreported_leaks();
15:

16: return 0;

_start() + 0x71
DISCOVER SUMMARY :

unique errors 0 (0 total)
unique warnings : @ (0 total)
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discover APl fIfIEATE

ERF[BKE TR FPEIRMR

MREHKPEITHRREFSIMARNRE MRS, WETRAREE{EF dox JXLE discover
R, RPN VA R E RS v] PABIT IR M. DRZE DB -1 EmRA
discover IR ERTUEIT TXFEF. WB/EE , dox A AR EEIZI TR, AT/R
B B RAMAEKINE TR F P E MR

Bl 1 EKIIEITIRE R IR EIR AL R

XHTFARBI , a.out THBKIISTRHEARM N HARNREF S HEFE—LOMR.
NENHRENECT — MR D,

UTF rl WAEEBTHEREFREERIRENANFIIRRG S,

#!/bin/sh

dbx - $1 > /dev/null 2> &1 << END

call discover report unreported leaks()

exit
END

—BEABREFFMMA , MATUER discover IEITXTEF.
% discover -1 -w - a.out
% a.out

8252: Parent allocation 64
8253: Child allocation 32

R EOT , TA QTS THA.,

% rl 8252

RS RAFEREUTER ¢

whtkrkdk discover_report_unreported leaks() Report *¥xkkik

1 allocation at 1 location left on the heap with a total size of 64 bytes

LEAK 1: 1 allocation with total size of 64 bytes
main() + Oxle <xx.c:17>

14:

15: if (child > 0) {

16:

17:=> void *p = malloc(64);

18: printf("%jd: Parent allocation 64\n", (intmax_t)getpid());
19: p=0;

20: for (int j=0; j < 1000; j++) sleep(l);

_start() + 0x66
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discover APl fIfIEAE

D L L e R T
S F R BIOBITIIA.,

% rl 8253

RS FRRIREUTER

Frkrokrkx discover report_unreported leaks() Report ik

1 allocation at 1 location left on the heap with a total size of 32 bytes

LEAK 1: 1 allocation with total size of 32 bytes
main() + Ox80 <xx.c:24>

21: }

22:

23: else {

24:=> void *p = malloc(32);

25: printf("%jd: Child allocation 32\n", (intmax_t)getpid());
26: p=0;

27: for (int j=0; j < 1000; j++) sleep(l);

_start() + 0x66

KoK oK oK oK oK oK oK oK oK oK oK oK oK oK oK oK oK oK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK

TINEE AR S THAOMR,
SUNW_DISCOVER_OPTIONS HIiEAT &

T PUBIE¥ SUNw DISCOVER OPTIONS MEAF & E A4 TIEm

-a, -A, -b, -e, -E, -f, -F, -H, -1, -L, -m, -P, -5 -w %R T SAS T ) — 2
XAHHNZITETA. B30, aREHFERIRENAEREYCA 50 FHRAR ST AR
ERRFIA 3, MR T AR ENIRLE !

-e 50 -s 3

SUNW_DISCOVER_FOLLOW_FORK_MODE {FEAT =

BRABOT , MREFER discover KN TSI SCHELIE I TR RTIK

4, discover UMM HFEI FHFRWENFISEREUE | XRAHRAITAHZE
both, BIEN , AREFEE discover IRFEIRAEFF N FHBEWERNGFAREIE | EH
SUNW DISCOVER FOLLOW FORK MODE MMEAFERE A :

-F child
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NIRRT E S

NFAR)EE

RRTES

discover SKAIFEFFRINFHIRE RENFNRGER , A RERFMRaRmER L E®
A

Ro

NFR)5E

discover AJ#IMEIPLFRIFEARIGE R

ABR : ¥R %

ABW : BB AT

BFM : Bt =N FR
BRP : {RMEH N ECHIIES K
CGB : IR R SR (R
DFM : WMERHNTE

FMR : ZEUR R NTE
FMW : EARBREINGE
FRP : BRHERTECS
IMR : FTTEEINTEIEER

IMW : TTEHRIRES A
N

OLP : E&FMB#5

PIR : BB ¥2AHANEER
SBR : MEARFEZS # R
SBW : HHAER AT
UAR 1 ZEUR D BN
UAW : EAXRS BN
UMR : 1IZEURVIIA I N TE

AT &I T — L8 A4 R BP FR i R A BIFE .

ABR

// ABR: reading memory beyond array bounds at address 0x%1x (%d byte%s)

int *a = (int*) malloc(sizeof(int[5]));
printf("a[5] = %d\n",al[5]);

discover SKFAFERFICH MRS IR ABR 5%

int globalarray[5];

int main(){

%2 F NEEREZETA (discover)
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WEIRERAE S

int i, j;
for(i=0; i <7; i++) {

j = globalarray[i-1]; // Reading memory beyond static/global array bounds
}

return 0;

ABW

// ABW: writing to memory beyond array bounds
int *a = (int*) malloc(sizeof(int[5]));
a[5] = 5;

discover SLFRFEF IO IMER LRI ABW FiR,
int globalarray[5];

int main(){
int i;
for(i =0; 1 <7; i++) {
globalarray[i-1] = i; // Writing to memory beyond static/global array bounds
}

return 0;

BFM

// BFM: freeing wrong memory block
int *p = (int*) malloc(sizeof(int));
free(p+l);

BRP

// BRP: bad address parameter for realloc 0x%1x
int *p = (int*) realloc(@,sizeof(int));
int *q = (int*) realloc(p+20,sizeof(int[2]));

CGB

// CGB: writing past the end of a dynamically allocated array, or being in the "red zone".
#include <stdio.h>
#include <stdlib.h>

int main() {
int *p = (int *) malloc(sizeof(int)*4);
*(p+5) = 10; // Corrupted array guard block detected (only when the code is not
annotated)
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NIRRT E S

free(p);

return 0;

// DFM: double freeing memory
int *p = (int*) malloc(sizeof(int));

free(p);
free(p);'

(%d byte%s)

FMR

// FMR: reading from freed memory at address 0x%lx

int *p = (int*) malloc(sizeof(int));

free(p);
printf("p = @x%h\n",p);

FMW

// FMW: writing to freed memory at address 0x%1x (%d byte%s)
int *p = (int*) malloc(sizeof(int));

free(p);
=1

FRP

// FRP: freed pointer passed to realloc
int *p = (int*) malloc(sizeof(int));

free(0);
int *q = (int*) realloc(p,sizeof(int[2]));

IMR

read from invalid memory address

// IMR:
int *p = 0;
// generates Signal 11...

int i = *p;

IMW

//  IMW:

write to invalid memory address
int *p = 0;
// generates Signal 11...

=1

%2 F NEEREZETA (discover)
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WEIRERAE S

N7Fitt iR

//Memory Leak: memory allocated but not freed before exit or escaping from the function

int foo()
{
int *p = (int*) malloc(sizeof(int));
if (x) {
p = (int *) malloc(5*sizeof(int)); // will cause a leak of the 1st malloc
}
} // The 2nd malloc leaked here

OLP

// OLP: source and destination overlap
char *s=(char *) malloc(15);
memset(s, 'x', 15);
memcpy (s, s+5, 10);
return 0;

PIR

// PIR: accessing partially initialized data
int *p = (int*) malloc(sizeof(int));
*((char*)p) = 'c';
printf("*(p = %d\n",*(p+1));

SBR

// SBR: reading beyond stack frame bounds
int a[2]={0,1};
printf("a[-10]=%d\n",a[-10]);
return 0;

SBW

// SBW: writing beyond stack frame bounds
int a[2]={0,1)
al-10]=2;
return 0;

UAR

// UAR" reading from unallocated memory
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%% discover FRIHE

int *p = (int*) malloc(sizeof(int));
printf("*(p+1) = %d\n",*(p+1));

UMR

// UMR: accessing uninitialized data from address 0x%1x (A%d byte%s)
int *p = (int*) malloc(sizeof(int));
printf("*p = %d\n",*p);

RNFARES

discover SKAEFRIRE FIINFHRIES
" AZS : HEFR/N
» SMR : HERMERYIAHAFIEER

AR RBIBR— MR AZS BE MR BRTEFF.

// AZS: allocating zero size memory block
int *p = malloc();

%R discover SRIEE

EFLERT | discover AJREIRE IR LR BENRHEIR., LB RFR R

R. discover ST ATAED , SIUT AMELe] PUSINRIRM AL |
{BIEERLE R TR aER L., ATRME—E4R |, TJREB BT ZRAFF AT g 5
discover HREFHNRIR.

Gty dare

AJRATE C # C++ RE R FEAZ RE PR, Bign :

struct my struct {
unsigned int valid : 1;
char c;

b

EARBIR |, LEMAE S my struct.valid ERGFEPNEG B—1. B2 , £ SPARC &
L, CPU REEUFT B BHRNTE , Bt , RERAEE struct.valid ENFTT
FBERRBBRORGEM K R, o , EB BN TRES— R ASAFT (20, Bl
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fi#F% discover ERIHE

44

NFHHMBEEITENT) . Y discover MBI ZER N BISHEMSER |, BXE&FEH
SEOANFT, B0, 0RFEE my struct.valid EFIEAN , BFE my_struct.c K4
Bt , FEEENEBEXTNFERANTENF , W discover £ARCERD VA A TFIEEL
(PIR),

FRNA—NRRZ T BN, BEAENTFIR—FR , FS0mE et iim
FTRAXTFTHAE, MRAFNAZEEIMZAEAN , BERRIIAURFIZE
(UMR) 48R,

ERBMATERORIR , B EMmFRAE -9 LML -g0 1M, XLLEIRE discover FRAEEN
SMVEREE , IR FESR A OIAH , XRER RS EORIR. InRETE
FMRRTTIEER - S TIRF |, 5FEFH memset () FREVAEEM, BHI20 :

struct my_struct s;
/* Initialize structure prior to use */
memset (&sm @, sizeof(struct my_ struct));

ATEERA

B, L NSRS LR FRAE TN |, fiFass NEMKRNFFHIEAE SR
XFMEIAEE REFE SPARC FA £, RANZER TGS AT URE D TGS LR
. Bia , FEUT CESHRIBAE

int i

if (foo(&i) '= @) { /* foo returns nonzero if it has initialized i */
printf("5d\n", 1i);

}

IRIELLARD | JRiEaR ] RERE S AT /RBIFRHAR

int i;

int t1, t2'

tl = foo(&i);

t2 = i; /* value in i is loaded */
if (t1 !'=0) {

printf("sd\n", t2);

}

BREABIFHRERL foo () RET o BRMIAN 1. PAEMKE i KRN , BMEHRE
AeERtEtt. A, BT discover SBFRZKA , FIRIRERIAURLERN
(UMR),

discover RFFEFARBEMIBRSRRBIILER, , BHITHRNEH LSS
B,

15 BRI AR A T4 AT DUBL DX LR IR R A
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%% discover FRIHE

ARG

discover HRITTIAMGIMBANTRSF , THE UK EILRWE S B TTAE H4R
FRE=ZFE , ANMITEFATRINES, discover JLiAA MR KIARLIEFE )RS
HNFR. BN, BERNE=ZAREZEFRENREGLT —IRER | T2

(KM FERF) FEEI T ANFR, BT discover TUEKRNERXECHIARLNE
Rt EES BRI A AR VIIA NTFEER (UMR),

MfE R ZEEIE | discover API /EE T IR :

void ~ ped memory write(unsigned long addr, long size, unsigned long pc);
void __ ped _memory read(unsigned long addr, long size, unsigned long pc);
void _ ped memory copy(unsigned long src, unsigned lond dst, long size, unsigned long pc);

EADANGEFFARXLE API R , DUERASESM (MmREFEXEA

(__ped memory write () ) B{MRTFEXIEER (__ped memory read () )) 2% discover,
ST XEFAEN, , NEXERIAHNIEE BT addr 2805% , NEXKK/NET size &
BiLiE, B pc SEREN 0.

{£F __ped_memory_copy ER¥{[@] discover BAIEN—MIBEEHIE S —MIERRNE.
IBNTFERR IS BT src 285 | BARXRRIAHIEETT dst S8uEE , KNl
T size ¥LE., ¥ pc SEURERN 0.

?’—@'ﬁﬁﬁ API , TETEFE Fr R R X LR R A A N SSeR 2. 120 , FEIRAEEFBE TR A
5o

#ifdef _ cplusplus
extern "C" {
#endif

extern void _ ped memory write(unsigned long addr, long size, unsigned long pc);

extern void = ped memory read(unsigned long addr, long size, unsigned long pc);

extern void _ ped memory copy(unsigned long src, unsigned long dst, long size, unsigned long
pc);

#prgama weak  ped memory write
#pragma weak _ ped memory read
#pragma weak  ped memory copy

#ifdef  cplusplus

}
#endif

PEB discover fE (A FEFERIMI SERFEFHEE) EX APIERE, BE , RAKKEN
TR, MIARSEEHRZE |, X8, 3T AP RN T A RE SRV ARFEHRE. F,
WRANRZIE discover FIB{TAEFF , MIMREAAIIXLeR ¥, FH4h , BHATLUER API B
BT E MBS E | SPRHEERIRERF. EIERT , NREAKIE discover T
%{ﬁﬁﬁ RERERE | BINRIE discover TIE{TAERF , ¥ BsMAMASKERK API B
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{# A discover BFHIFR I

{£F discover BRI

AN BIEER discover FE—LEE XIBRHI.

(UM IR AR

discover SRFRFERF RAEAS MR IR IERfAESR — 3HHISC4F [L1]P AR BAAE R RS, To
FERRACRL AT RES B SEIER IS OB S D |, BB RB AR TR FiyIRA
R4 28 IR RGTUmFROAER

discover SKAREF TN CIMESIEMRENE S asm BAEK . 11 IBARAIEREN .

4k , Oracle Solaris Studio 12.4 C++ = TR EABEFREEE , RAENIERER
Oracle Solaris Studio JRF R FH1THF. MREN discover FITF{EH C++ YR a4 K
({FF -std=c++11 &) BIFEFF , discover ¥ ALK UMR 8 PIR £4H%.

PSS THER AT IR

discover SLIRFZITEMARD, R TAAKIMNEERAMEFESTENIESTRER
FRX R SRARAXRIK., BTELRAILERRA REITENES , Bt
discover INFTLIEGIMEIBIBAA AR, 6120, FEUT CIESABAE :

int *p = (int *)malloc(sizeof(int));
int i;

i = *p; /* compiler may not generate code for this statement */
printf("Hello World!\n");

return;

ETRERIAN , R p FiiEm it R ENE — MEERRA PR, B2,
MALRESF T EINEIREREE i, B, FEERGDEMEZBRNEIER RS |
RIS, FEHEOLT |, discover REIRE(ER T RHIAKATF (UMR),

Y 25 RSN A RS

R RE NI ERATFINK, BTFwmiFssd R4 R AT ERRmESER (8
¥5 -on EET) MAEMS , A, , discover IREMRENR U ATEER AR, Hlan , £
-01 KA _E A AR B IRERIEER T BERNE B T1E -04 IR A _EAE AR,

NR{EFRYERERAZFFIHMER T C++11 SR/ , R discover TRITEKM UMR
2 PIR #i%,
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{# M8 discover BFEIFR I

AU EET] e IR SRR

AR ERFERMERG R TURA , TTEEFFLAHITHIN, discover STRAFERF AMRHE
C JF (libc. so) TR FBRBIR I ; R , discover &EXLERE RIS K
RNTE. BR , IRNAREFER T HEMARSE | tJREATE discover IREFHINRR.
WREINRR , TRANREEEAA discover API RIERRIR.

EBINFEE A AR R BURI R

discover SKFRFEF AT LARERF HESRFEIE S ALSHI (20
malloc () . calloc () . free () . operator new () %l] operator delete () ) ﬁj\ﬁﬂ

HIMERNTE.

AR R FAFE {3 A AR AR E BINFEIRARS (Bl , A mattoc () KIS
NECEHE) |, W discover ATRETLIAMRIEIEMTR S MIREX B RN EFRIVIIE.

discover SRAFEFATFF FIINENECSS -

» BHEFEAbrk2) () Fsork2) () REARKERMEDES
w  FRSEEER) TS0 AR BT R R
» {FAmmap(2) () Fshmget(2) () RLHAMNEFRBEHAERINTG

AXFr signaltstack(2) () K%k,

ToirAe MR ER S B ShEA R LA R

BT discover HMEAN R FTAKBIARE , ©TIFENEEEMB3) (44) BHR
MBHARIEER. BR , discover A MGINEFF S MAE BRI R. FTRAMGI
RIS BRI AR,
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R ZE =L H (uncover)

AELEETA (uncover) MAHNEN ARFHRARERZ. AENATUTHXESR :

m “{FFH uncover IESK” [49]

m “{FFH uncover” [50]

T fEMEREN ATER P B IR [52]
“T fi# ASCIl B E=IRE" [58]

“THf HTML B &R [62]

“fF A uncover BRI [63]

{5 uncover ESK

uncover SAFIFEFERTZE/M#EA Sun Studio 12 Update 1. Oracle Solaris Studio
12.2. Oracle Solaris Studio 12.3 4gi%258}% Oracle Solaris Studio 12.4 4 — 3th3C

. ERREET SPARC 8 x86 RS L1517 , BESKEIRIERGZE DA Solaris 10
10/08. Oracle Solaris 11, Oracle Enterprise Linux 5.x &% Oracle Enterprise Linux 6.
X

TR B TYmE A — 3t B S — {52 | uncover A]{# X (5 B it & )L Y
RIS MEXT RS TN AR E B E5E.

Z{# Uncover BEB(F AIRRIBAANBERES | B EMF Z3HHISCHRER -9 ML
BAREE., MRZHBIXHREER - SETURER | Uncover R A AR TR 18k
#% (program counter, PC) & =158

uncover SRR 5{F A Oracle Solaris Studio 4mi¥ 254 BT — 35 HHEE&E

R, B 54 AN E BT ERRK —3H 5SS S AR RIF. PABIR uncover

KITHRZE/DFEE -01 (AU H. ANRAER ZFHHISCHIER T HAER , U uncover 44
RIEFERABRIKMLALEN (-01 8% -02) BIELF. uncover {FRBIT -g M4 A — 3304
Hﬁi)ﬂiﬁ‘]iﬁiﬁﬁ%ﬂ%ﬁ’ﬁé—'ﬁﬁ%ﬁ%H?é , HCIRAERRIBITRES. &R -03 #
FoRAE , gmiER ] EEABIFRATBEMAARBITHER TRHE—REL , XTJRESRLE
1R B3 E S FFJ?%M/EWEMT HEHSFRAT | RN TIREE T E SIS
B, BXEZEE , S L1ER uncover BTRIFRH]” [63],
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{$ M uncover

{# A uncover

{#F Uncover £ B S5 BTN A= :

1. 4 =2t HI 4 [50]
2. “BITRINE R —SHI3C [51]
3. “HERFERESRINE 5]

ANNET =R , FHRMET A Uncover I7RHI.,

R — B+

WA BT AR AT PITIEREE F . R AR ST Z2HHISC

.

{E uncover dy I Z3HISCHE. BiR0 , AT 448N 3 HISCF a.out , FHEAH
KIMZH a.out SKEZHA a.out, ZGSEGEE—IFEA .uc WEF (FRHIFA
a.out.uc) , BEZBERPWEEBEIIE. MAZHBSHNEIARFELE RS,

$ uncover a.out

FM — R HSCARR , AT A AR IR

-C

-d directory

-m on | off

-o output-binary-
file

BR1ES. BARHRABITITEERE. BREBAT  (UREEEE
ﬁ?ﬁ%ﬂ‘]ﬁﬂﬂ‘]ﬁ%o Ko — ISR R SRR | 1938
BRI

fE directory FAIEERBIRER. BENSAN_HBIXHREES
BRR , ER B R, RANMSERERER REEER—I B
TR, WA, RNARKAEIZTRE — M K — 2t
SAFRIARISRABI |, {3 LGSR AT AR AE R — B S HE B R 2R
X T B = R,

RAER -d T, BAELINETERTARBRIIEE R,

ERSERERETENN. REEAR on. FHZOERT -c 1517
WEESER. MRER -n of f WINERAFEN —HFIX M , W=
HFIXHLEETHRM , FABR—FIHE  REER -n on
E- ool e 7amssic g e

BT — BB NIEERISAE. BRETBT , (RN
AR A4 B i A\ — 2B

ARXS EACAMAI A ZHHSAHZIT uncover @54, uncover ¥R HFIRIBE | 5
HEARRRZ —#HI3CH , TUEBIAN |, AT BUBI T S HISC R R = 3R,
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{8 uncover

BRI B — SIS A

KM Z ISR, BRRIRER AROETE. SRS ITIRINE 0 SIS T | #is
£ uncover BUTAINERRIGIZM). FEA .uc WEEHIEE PR ERBERLUE. B
T uncover BIEW AR LALLM , FHERSHRER LN , At , WHAREFHIFRE
ITHESRLIEHEILBIRG., HERBUEKZFRMEMETHLE.

ERAEEBERE

EAERBEERE  BXEERIEERIZIT uncover 654, #20 :

$ uncover a.out.uc

LA ¥ ARIE a.out.uc BRPHEZEIRE R — 4% 7 binary-name .er f] Oracle
Solaris Studio MEEN T KERE K , BEIMRENHTES GUI , FB/RAKE. MUETEREK
FRIAERPELE er.rc XHREARIEMEENITZS BARKIM AN, BX er.rc X
MEZIEE , %20, (Oracle Solaris Studio 12.4 : HEBENHTES )

ATIAAE R HTML R8RS FE Web JSE2R+HEFE |, B\ LMK ASCI ARG L
i@ AFHITEER. B LEBIEEAERBEA MR U ERENER.

-a BERRBIES A binary-name . analyze/coverage B RIS HT
#EMA.
-c BRTES . BARBMBITITEIRE . BREBAT  (UREEES

PARBERAIRBNEE, (N ZHSISCEME B SRS, 34
FEEZE. )

-e on | off HERBNERIREENKRE RURERBEMREN S GUI HE
RRE, BREEA on,

-H html-directory EIEE M E R A HTML SR EEE LR | FF1E Web 525+

B3N BIRX IR,
-h 3 -2 BIREH.
-n EREERE , BN EIMEREN TR Web FUEREEFSR.
-t ascii-file TEFEE RIS ASCH Bk
v i uncover ARAFHFIRE.
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http://www.oracle.com/pls/topic/lookup?ctx=E57201&id=OSSPA

T RN B RIRE

-v VEAR, Hid Uncover IEFERUTHIRER B E.
USHA—MiHiga. RIS LML IER , W) uncover FRGSFHRRE—IE
T,

Bl 2 uncover #5474

$ uncover a.out

Bta S RAGIN 3 HCHF a.out , BEMA a.out , FEYETERF A a.out.uc BE
EER , FHE a.out.uc BRPRFEHA a.out KEIAR, RELN a.out , FERESE
HE , FEARPITRI,

$ uncover -d coverage a.out

&S EE R coverage PRI a.out.uc B=HR.

$ uncover a.out.uc

Y& 2EM a.out.uc Bm BRFHBIEETEERPURABERRE (a.out.er) ,
FREMEREN TR A B R SRR .

$ uncover -H a.out.html a.out.uc

S {E R a.out.uc B3 BRPFHFIETE a.out. html BRI HTML RELE =R
&, FAE Web J¥ 28 BIRAIRE.

$ uncover -t a.out.txt a.out.uc

IS {E R a.out.uc B3 BRFHEUETE a.out. txt XHFFEIE ASCH REBEERE.

$ uncover -a a.out.uc

A SL(E a.out.c B BRPHIEIBELE binary-name .analyze/coverage B 4iE
=R, MRS HTEMER.

T HRMERES TR P B = IR E

BB , EXBEZEEFE1T uncover £540F , £7F Oracle Solaris Studio MEEESHT
BPRURKHERITHEEIRE. A TN ABBRE = IURRMREN 2SR M.

BERMEENMBNEZ(EE , B NERFEENF (Oracle Solaris Studio 12.4 : 1884
s ) .
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T BN TR T B RIS

"Overview" (HiR) F&E

EMREN MR TIT B SRS | ¥ BIR "Overview” (HiR) FH. HWHEBREERE

IZITHISRE . SSRNEEMREEM.
TEBRTHRENITZIPH "Overview" (HEA) FE.

a.out.er - C

File Views Tools Help

BEED [ ve@

Views +)
Welcome
= a.out.er
Oveniew Experiment ia.out.er
- Target B
Functions | '
Call Tree Host ;o e
Start Time @ Wed Aug 27 15:55:56 2014
Source Duration : 0,571 Seconds
Inst-Freq
Metrics

Callers-Callees
Select the metrics to display in the data views, then click a data view in the navigation panel on the left

[H Excl. | @ Excl E Excl  Name
hit_E  hit_BCY_% hit_ICW_%

E Bl | @ Exl
bit_UMNCY  hit_fcoun

g

1368 9 101 B66 886 <Total>

Local Host e | Rermote Host: | Wiorking Directory: ..Jsample | Gompare: off | Filters: off

Experiments

S

(e Available Metrics _

Experiment Duration: 0.571 Seconds Show in = Exclusive
More Views... = HW Counter Profiling Wiews Time Value %
= General Hardware Counters

bit_UNCY: 1368 O
bit_feoun: 8 [m}
bit_E: 101 [m]
bit_BCY_%: BBB O
bit_ICY_%: B8 O

No Active Filters Metrics Previev:

& Intlusive
Time Value %

ooooo
Oooooo

"Functions" (E&%%) L&

FESAERT , #dr "Functions” (eR¥%) BRI BRFEFFRRBMEREE, TIRRE
EEENES PR THF  FREAMBNIIRE, BESARE FRET KA AREHF

528
XEFEAFEAT A
bit UNCV

RO TERRS | TR SR ER K

bit fcoun

% 3 Z ARBEET A (uncover)

REZTE | TR NXER B E SN T T,
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T RN B RIRE

bit E TBOPITITERES | B RRE BRI IITT HNMES.

bit BCV % REZRITHES | SRR ESNRTE B L.

bit ICV % TELABRRITHES |, SR ERBT ERNIES T NE S IL.
TEIERTHRENTSRFT R — D EERE , 1K bit_uncv HEFF.

a.out.er - C dio Performanc
File WViews Tools Help
BEED [(ve@|< Fng| w64 8L Dt case
Views +)| @ Excl. H Excl B Excl.  H Excl [ Excl.  Mame [ selection Details
Bt UNCY bitfcoun = bit £ bit BOV_ % bit ICV_% e
Welcome v L] Name: test for_nenoryleak
@R 1368 2 1 s 386 <Totels =l PCaddress: 2:0x00000EFD
268 i [ i 0 test_for_memoryleak Size: 268
Functions Z16 i} o i} o test_for_aoh 5
T Source File: previse_all.c
o — 192 0 o 0 0 function_with_large_functiona . N prem—
Loz B " B 0 test_for_mulld JectFile: it.er/archives /a.out SMPORDELW1E]
Source 116 o o o o teat_for_umr Load Object: a.out (found as a.out.erfarchive
Mangled Narme:
fretiiine 104 [ [ [ 0 test_for_urv
64 0 ] 0 o test_for_umrbitop = Aliazes:
Callers-Callees _
= 0 ° 0 ° amthﬂ*m"_'*um [ Exclusive B Inclusive
Experiments a8 E o 0 0 function with small functiona it_UNCY 268 | 19.59%) 268 | 19.59%)
48 [ [ [ 0 test for_doublefree T Fo P P
.ok .ok
Threads 48 0 i 0 0 test_for_ves Tuit e
Processes 28 0 i 0 0 report_error e ER ER
B o o o 0 tesr_for_infiloop (BB oo oo
More Views... 1 0 0 0 o bar 1 bit_ICY_%: o o % 0f( oo
1 0 o 0 o £l
1 [ [ [ 0 foo
1 0 o 0 0 helper_funcrion 1
1 [ [ [ 0 helper_function 2
1 0 o 0 0 helper_funcrion_ 3
1 [ [ [ 0 helper_function 4 =
[ ] D]
av
—eeee. - Callledd-hy / Calls
No Active Filters test_for_memoryleak
P | GEatr.  test for_memaryleak {2 attr.  test_for_memoryleak
hit_UNCY 15 called by bit_UNCY  calls
v v
268 <Totals j j
Local Host: e | Rermote Host: | Wiorking Directory: ..Jsample | Gompare: off | Filters: off

"Uncoverage" (R&Em) TS (bit_UNCV)

bit UNCV BB (WFRARBRITEER) 2 uncover —IEHEE R RMNTNEE. ANRFERALL
SWEMHEFR |, RIZERE FHES B , BRI EENRBE B v aEie &8 o IR
fELES |, test for memory leak () ERF{THIFRMIAL , K AELE bit UNCY FIeh
HKIM{ERR K. function with small functionality () . test for doublefree () Fi
test_for ves () BREURFRERIAFIH , BAENINEEME.

test_for_menory leak () EIHY bit UNCY E 45 , EREHFHRM—MURILAM
SR TR RN, ARIERRMEH | B RS B B
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WMRARPRA N , FFATFARKAME RGN EEAIRS , WE S IENTEERTF
. BR  BREKERSNTHEEER  WFS/IMRE.

bit UNCV IR AR TEMIRE SR AR ARAE m R , FOREA 3B =R ¥
. XBRIERAESRBARNEBTEECHRAERRE. TUEE , E/a80E1T
izgﬁéiﬂlﬁﬁﬁ{%‘]&iﬁﬁﬁE%T7%71’&?(9@*%%@’5& | LRI N B B R
mmeRIER.

=¥ E RAFRE E.

"Function Count" (ER¥ITEL) 11%K28 (bit_fcoun)

bit_fcoun RIRECEmMRBMAEZMEL. WRITEANT | FRARBARAESE.
gg%ﬁ"ﬁﬂE@ , FRZEBOEE. WRIITTRBTRE—TES  XREEANER

AT RASTE S IR TR R B =R, INRENREH bit_fcoun AF , FFH
bit UNCV HAF |, NZREN 2 TNEE E R,

"Instr Exec" (F§$H4T) 11%K2% (bit_E)

bit E TSRS B REESNESNARERNES. TITRFRARITES , FTIHEK
FRCHITIES.

£ "Functions" (ER%) AP |, ZitHBRABRASMRBPIITRIES B8, TS
WHIAE "Source” (JR) #ERN "Disassembly” (&iC4%) FLEH.

"Block Covered %" (BREBEEZR) 11488 (bit_BCv_%)

ST EREL |, "Block Covered %" (BREBEEXR) 11234 bit BCV % , ZitEEs B/NA
BRI EBEENEARN AN, HBEFSRRBEEENTEE., B2 "Total" (&
1) ITHRHEE  ERFIFERtkZ M, IREEN.

"Instr Covered %" (F5BHX) 1TEES (bit_ICV %)

TR, bit 10V s TSR BRARBTERESESA AL, WHETERERH
WEGNREE., F28 Total" (Bi1) THRNEE  ERFIFESLZM , ZBE
X
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56

"Source" (JR) TLE

MR ZHBIXHRAEF -9 EWHImFM , "Source” (JR) MEEBREFHIEAL, BT
uncover FE_HHIAHEH LRNENFEFF , SFRACEBRAMEREMFEF Bt , It

T E S5 SRR R,

"Source” (JR) PEIFH) bit_E TR ER T A NIRAITHITHIES R , EARE
BEAEANNARBRERER. FFERRAEACER ; TERTNXEALER. T8
FEERFERIRE bit_EIT¥L.

TEERTHFH "Source” (JB) MEH—/NRHBI.

File wiews Tools Help
BEEs [vesl u ]G R wmsncsss
\iews +| Fincl.  Fincl &incl & incl & incl. Source File: previse all.c L& 4 Selection Details
hit_UNCY  hit_fcoun  bit_E  bit BCY_% hil_ICV_% 0Object File: a.out (found as ¢ ’
Welcome Load Object: a.out (found as ¢ | Mame: line 32 in "prewvise_all.c”
20 a [1] [1] a {
i — PG Address: 2: 0x00000EFD
Overview <Function: test for inf *
- Size: 0
Functions while (1) !
0 0 0 0 0 y Source File: previse_all.c
Call Tree 0 0 0 0 0 y L ObjectFile: ©.er/archives/a. out_3MPQRDETULE)
Source Load Object a.out (found as a.out.er/archive
= Mangled Name
0] #define N 20 & Aliases
Callers-Callees _ -
R woid test_for_memoryleal B Exclusive i nclusia
xperiments e 8 @ o 5 ’ bit_UNCY 266 [ 19.53%) 266 | 19.53%)
Threads <Function: test_for mem hit_feaun o0 % LI
= 0 0 o o 0 int Sptrd, sum = 0; hit_E: 0 0. %) 0 0. %)
rocesses ine 1 DH_ECY_% 0 oo % I
More Views... bit_ICY_% o{ 0. % o{ 0. %
0 0 o o 0 prrd = (int #)malloc
[ [ [ [ [ 1E(!ptra)
{
[ [ [ [ [ Printf("0ut of ne
0 0 o o 0 exin|2);
3 —
i i a £ MeeMeiay i
[« Il ] [+
av
—_—  Called-by /Calls
Mo Active Filters test_for memoryleak
i TEattr.  test_for_memaryleak TEattr.  test_for_memaryleak
hit_ BCV % 5 called by bit_BCV % calls
v v
[ <Total> j j
Local Host: | Remote Host | Wiorking Directory: . Jsample | Compare: of | Filters: off

TR SHRKMEIEREENIRAET , TRTEMN , EAFRPEHIREHE.
HIX L ITHRENT -
» ER. TE1T. FRMEMESEANE ST RITHAR,
» BHTUTENRR , et AR T S LT3 AR
w ARBARRIT (3EAH) .
n AEEIABRIT |, (BATTRAHED,
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O

BXREZERE , ESNER uncover BFHIFREY” [63].
"Disassembly" (&i[4R) fLE

WRFE "Source” (JR) FEPIEFE—IT , SAfE%EFF "Disassembly” (RIC4w) L& , £
BEN TS AE — B P EIRIEENIT , FHFERERICYR.

R - AREKTE "View" (FE) EIEFFE "Disassembly” (&RiL4w) , iHEF "More
Views..." (EZME...) , #AfEi%~+ "Disassembly” (&iC4wm) 15EM,

BB bit ETHERB/R T S8 LHPITIRER |

= a.out.er - Oral hce er -0OXx
File wiews Tools Help
BEEs [vel u ]G R wmsncsss
Views +| Fincl.  Fincl &incl & incl & incl. Source File: previse all.c L& 4 Selection Details
hit_UNCY  hit_fcoun  bit_E  bit BCY_% hil_ICV_% 0Object File: a.out (found as ¢ ’
Welcome Load Object: a.out [found as ¢ | Name: test_for_memoryleak + 0x00000000
while (1 -
COverview ) R — PG Address: 2: 0x00000EFD
N Size: 4
Functions i i
L Source File: previse_all.c
Call Tree =|— ObjectFile: ©.er/archives/a. out_3MPQRDETULE)
Source #define W 20 = Load Object: a.out {found as a.out.er/archive
N Mangled Name
Disassembly void test_for_memoryles) Aliases
Inst-Freq ! _ -
P <Function: test for mem B Exclusive i nclusia
allers-Callees s 5 o o 5 [ 32 T0etD: oave bit_UNCY 266 [ 19.53%) 268 ( 19.59%)
Experiments int Sprrk, sum = 0; it _feoun: 00 0= 00 0o
o— 0 0 o o 0 [ 23] loefd: clr hit_E: 0 0. %) 0 0. %)
reatls P hit_BCY_% 0 oo % 0 o o%
Processes bit_ICY_% o{ 0. % o{ 0. %
trh = (int #jmall
More Views... peE (nchs)natloe
[ [ [ [ [ [ 38] 10e£8: call
0 0 o o 0 [ 28] loefc:  mew
[ [ [ [ [ [ 38] 10£00: 5t
if(!prrd)
[ [ [ [ [ [ 27) 10£04:  1d —
a i i a r 1 10£n; B
[l Il ]
av
Called-by / Calls
No Active Filters test_for memoryleak
i TEattr.  test_for_memaryleak TEattr.  test_for_memaryleak
bit_BCY % s called by bit_BCv_% calls
v v
[ <Total> j j
Local Host mee s | Remote Host | Wiorking Directory: . Jsample | Compare: of | Filters: off

"Inst-Freq" (Ff843R) LK
InstFreq’ (HOHE) MEABRMKEENE.,

% 3 Z ARBEET A (uncover)
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File WViews Tools Help
HEED | ved& O
Views {+) Instruction freguency data from experiment a.out.er =
S UNCOVER Code Coverage
LIS Total Functions: 30
G Coversd Functions: §
Function Coverage: 30.0%
Functions Total Executable Source Lines (Excludes redundant code remowed by compilerj: 112
Source Line Coverage: 25.9%
Call Tree Total Basic Blocks: 60
Source Covered Easic Elocks: 10
Basic Elock Coverage: 16.7%
Disassembly Total Basic Elock Executions: 10
Inst.Frog Average Executions per Basic Block: 0.17
Total Instructions: 431
Callers-Callees Covered Tnstrucrions: 101
Instruction Coverage: 23.4% L
Experiments Total Instruction Execurions: 101 i
Threads Average Executions per Instruction: 0,23
Mumber of times this program was executed: 1
Processes Instruction frequencies of /golarisgtudiosanples/Codeinalyzer /sauple/a. out. uc/a. out
Instruction Execured (%)
More Views... TOTAL 101 (100.0)
float ops o( 0.0)
float ld st 0 oo
load store 36 ( 35.6)
load 22 ( zl.8)
store 14 ( 13.9)
£ill-load 0 oo
spill-store o( 0.0)
No Active Filters Instruction Executed (%) innulled  In Delay Slot
SP|| | TOTAL 101 (100.0)
L zz ( 21.8) i i
or 14 ( 13.9) i 7
st 14 ( 13.9) i i
call 11 ( 10.9) i i
save s [ 8.9) i i L
restore 9 [ &8.9) i a L=
Local Host: | Rermote Host: | Wiorking Directory: ..Jsample | Gompare: off | Filters: off

TH% ASCIl EmIRE

MRENEBEZIIEE RERBEIREIFEE T -t W , uncover SR BEIREENIETE
B ASCII 3T (XASLHF)

% 3 ASCIl BE=REH5)

AT RBIBIRT —/ ASCH BEiREFESI,

UNCOVER Code Coverage

Total Functions: 95

Covered Functions: 58

Function Coverage: 61.1%

Total Basic Blocks: 568

Covered Basic Blocks: 258

Basic Block Coverage: 45.4%

Total Basic Block Executions: 564,812,760
Average Executions per Basic Block: 994,388.66
Total Instructions: 6,201

Covered Instructions: 3,006

Instruction Coverage: 48.5%
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Total Instruction Executions: 4,760,934,518

Average Executions per Instruction: 767,768.83

Number of times this program was executed: unavailable
Functions sorted by metric: Exclusive Uncoverage

Excl. Excl. Excl. Excl. Name
Uncoverage Function Block Instr

Count Covered % Covered %

13404 6004876 5464 5384 <Total>
1036 0 0 0 main

980 0 0 0 iofile

748 0 0 0 do_vforkexec
732 0 0 0 callso

708 0 0 0 do_forkexec
648 0 0 0 callsx

644 0 0 0 sigprof

644 0 0 0 sigprofh
556 0 0 0 do_chdir
548 0 0 0 correlate
492 0 0 0 do_popen
404 0 0 0 pagethrash
384 0 0 0 so_cputime
384 0 0 0 sx_cputime
348 0 0 0 itimer_realprof
336 0 0 0 ldso

304 0 0 0 hrv

300 0 0 0 do_system
300 0 0 0 do_burncpu
300 0 0 0 sx_burncpu
288 0 0 0 forkcopy
276 0 0 0 masksignals
256 0 0 0 sigprof _handler
256 0 0 0 sigprof_sigaction
216 0 0 0 do_exec

196 0 0 0 iotest

176 0 0 0 closeso

156 0 0 0 gethrustime
144 0 0 0 forkchild
144 0 0 0 gethrpxtime
136 0 0 0 whrlog

112 0 0 0 masksig

92 0 0 0 closesx

84 0 0 0 reapchildren
36 0 0 0 reapchild

32 0 0 0 doabort

8 0 0 0 csig handler
0 1 66 72 acct_init

0 1 100 100 bounce

0 63 100 96 bounce_a

0 60 100 100 bounce-b

0 16 71 58 check_sigmask
0 1 83 77 commandline

0 1 100 98 cputime

0 1 100 98 dousleep

% 3 Z ARBEET A (uncover)
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S © © © © © © © 0 © © 0 © 090 000900090 0000900900000 S

HHHHENR PP

iy
S

e e e

6000000
1

19

21

21

1

552

100
100
100
100

81
100
100
100
100
100
100
100
100
100
100
100
100

57

50
100
100
100
100
100

50
100
100
100
100
100
100
100
100
100
100
100

66
100

75
100

90
100
100
100
100
100
100
100

75
100

100
95
96
99
80

100

100

100

100
93
97
96
96
95
95
96
94
72
43
95
95
98

100
98
83

100

100

100
98

100

100
95

100
95

100

100
75

100
66

100
91

100
99
95
95
95

100
97
71

100

endcases
ext_inline_code
ext_macro_code
fitos
get_clock_rate
get_ncpus

gpf

gpf_a

gpf_b

gpf _work
icputime
inc_body
inc_brace
inc_entry
inc_exit
inc_func
inc_middle
init_micro_acct
initcksig
inline code
macro_code
muldiv
my_irand
naptime
prdelta
prhrdelta
prhrvdelta
prtime
real_recurse
recurse
recursedeep
s_inline_code
sigtime
sigtime_handler
snaptod
so_init
stpwtch_alloc
stpwtch_calibrate
stpwtch_print
stpwtch_start
stpwtch_stop
sx_init
systime
tailcall a
tailcall_b
tailcall c
tailcallopt
underflow
whrvlog

wlog

Instruction frequency data from experiment a.out.er

Instruction frequencies of /export/homel/synprog/a.out.uc
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Instruction
TOTAL

float ops
float 1d st
load store
load

store

Instruction
TOTAL
add
subcc
br
stf
1df
faddd
fdtos
fstod
lddf
stw
lduw
ldx
stx
fitod
sethi
fdtoi
fdivd
call
srl
stdf
or
fmuls
jmpl
save
restore
sub
xor
fitos
fstoi
and
andn
sl
nop
fxtod
bpr
fcmped
fbr
fmuld
orcc
sra
ldsb
mulx
stb
mov

Executed
4760934518
2383657378
1149983523

882693735
659746838

Executed
4760934518 (
713013787 (
558774858 (
558769261 (
432500661 (
408226488 (
391230847 (
366200726 (
360200000 (
288250336 (
138028738 (
118004305 (
68212446 (
68211370 (
36026002 (
36002986 (
30000001 (
26000088 (
22250348 (
21505246 (
21006038 (
19464766 (
6004907 (
6004853 (
6004852 (
6002294 (
6000019 (
6000000 (
6000000 (
6000000 (
6000000 (
6000000 (
3505225 (
3505219 (
7763 (
6000 (
4837 (
4837 (
2850 (
383 (
241 (
160 (

87 (

31 (

21 (

(

(

(
1542440573 ( 32.

(

(

=
=

S O O OO OO OO OO OO0 OO0 OO0 0000000 OO O KEFNNOSN-SNOWOWO

Annulled

16

0

0

726
40

0

0

0

500
26002

~
iy

S © © © © 0 0090090000000 0O NeS

In Delay Slot

1501335
6002

0
36299281
103000396
0

0

0
282200229
25974065
94000270
2000
23532716
0

228

0

0

0

21

0
10981277
0

0

0
6004852

[SEESESEINSINSENE

3505219

[SEESENSENSENSEESEE RSl )
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T HTML B iR

fdtox 15 ( 0.0) 0 0

fi# HTML ZE1RE

HTML $RERNTMERENHTa8F BIoRIIRE -

WML data from sparswant el ¢

Puncticns scrted by metric. Biclesive Dcovarage

Eesl. mesl. Bacl P
Inats Bews Black Tsstr
Sivmred b Covarsd ¥

ameena0nn 2424 am
a

Ecacoacoacoscoccaccacoacoacoacaaca

H
an
-
b
o at n
o L 100 el
o n messas 100 =1
o ™ on n
o T w1 M
o saoaneay 100 =
o ZiE0a04s 100
o amosazz 100
o GEodez 10D =
o T e o =

el el Bl Bl el

eck nets
Covarad 8 Covazad #
e KLL Rights Beswreed *

“stopuath b

= dubining varisus bashe T
i

% pramatar
13 Wdafine BUPEIIE

L4] Wafine KRS Lez4

1

L

e e Lolile - de soem File 4o cpasations */

0 Lean a v . wap, 45, hap
o a o i (0ne2800)
6 a © L e 1de00
N a ® i Loan s
1 s 1 a H
art
e e st eazes
& et i
wwtazt « guthretimal:
a v =
u wlogi*start af iofile == stdis®, NULLI:
i
n rut = et Enaml ©
1 s [ a . witorale for akizped wactlon .os
i Wl WL

7+ now recpes the file, and read it +/
tart i s =
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f# R uncover BFRIBRHI

A ERENA Caller-callee §E3% 0] BINE A -#RA B A EUE

{8 uncover EfHIFR )

AN BTEER uncover BTHIE FIBRSI.

W7 TE R A ARD

Reems)

uncover SKAFEF R BERINIRIR“[E I uncover FIZESK” [49]F KNG BAER IS, T
AL AT AESE B SEER I HEICE S 8D |, BiE kB ERARETATFSIRA
RIYmF 23 kIR RS UM AR R,

uncover JLIER M CYRE S AR EE asm iBA)EK . il FRARAIERER,

Y% 25 RN A ARG

uncover 5§ I ME—4miF 24 i — B A TS -

" op
" -pg
" -qp
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{#F uncover BFHIPRHI

" -Xpg
B -xlinkopt

VB IES FTREAR R T IRAES

uncover SRAIFEFF A MBI HAARL, ESBEHITENESNES , AU EEZSR
AEDAREX, FLRAISERE KT EYIES , ELL , uncover B ERMF IR

REXLE R E .

Bl 4 (L Nt
ZRATARBAE

#define A 100
#define B 200

if (A>B) {
}

BATREFEE uncover R if IBAIKIEFTHITITEL. BR , xS TseBibRItA
B3, uncover AETERMTRFAMEE , AHASREXLIESHNEBEREE.

Bl 5 SRR
PAT/RBIBIR T SRS -

1 void foo()
2 {

3 AQ);

4 return;
5 B();

6 CO);

7 D();

8 return;
9

}
XtV AL B~ BIER T B,C.D AR , EAAAREAARHIT.

foo:

.L900000109:

/* 000000 2 */ save %sp, -96,%sp

/* 0x0004 3 */ call A ! params = ! Result =
/* 0x0008 */ nop

/* 0x000c 8 */ ret ! Result =

/* 0x0010 */ restore %g0,%g0,%g0

R, RER958 5 17258 6 ITIREEE.
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f# R uncover BFRIBRHI

Excl. Excl. Excl. Excl. Excl.
Uncoverage Function Instr Block Instr
Count Exec Covered % Covered %
1. void foo()
## 0 1 1 100 100 2. {
<Function: foo
## 0 0 2 0 0 3 A();
4 return;
5. B();
6. C();
7 D();
8 return;
## 0 0 2 0 0 9. }
Bl 6 TURAEERHB

AFRBIBRT TUARAHR

1 int g;
2 int foo() {
3 int x;
4 X = g;
5 for (int i=0; i<100; i++)
6 X++;
7 return Xx;
8

}

ERMAERANT , FR A RES ABTEITAEMAR !

foo:

.L900000107:

/* 000000 3 %/
/* 0x0004 5 */
/* 0x0008 */
/* 0x000c */
/* 0x0010 6 */
/* 0x0014 5 */
/* 0x0018 6 */
/* 0x001c */
/* 0x0020 */
/* 0x0024 8 */
LL17:

/* 0x0028 7 */
.L900000104:

/* 0x002c 6 */
/* 0x0030 7 */
/* 0x0034 */
/* 0x0038 6 */
/* 0x003c */
/* 0x0040 */
/* 0x0044 */
/* 0x0048 */
/* 0x004c 7 */
/* 0x0050 8 */

save %sp,-112,%sp
sethi %hi(g),%ll

d [%11+%lo(g)],%1l3 ! volatile
add %L1,%lo(g),%12
st %90, [%fp-12]

st %13, [%fp-8]

1d [%fp-121,%l4

cmp %14,100

bge,a,pn %icc, .L900000105
d [%fp-8],%11

d [%fp-8],%11

d [%fp-121,%13

add %l1,1,%12

st %12, [%fp-8]

add %13,1,%l4

st %14, [%fp-12]

d [%fp-121,%15

cmp %15,100

bl,a,pn %icc,.L900000104
d [%fp-8],%11

1d [%fp-8],%11

% 3 Z ARBEET A (uncover) 65



{#F uncover BFHIPRHI

.L900000105:
/* 0x0054 8 */ st %11, [%Tp-4]
/* 0x0058 */ d [%fp-4],%10
/* 0x005c */ ret ! Result = %i0
/* 0x0060 */ restore %g0,%g0,%g0
ESMHEE , RZHATHITRIRRL T ARG AXNKTES
foo:
/* 000000 5 */ sethi  %hi(g),%05
/* 0x0004 */ 1d [%05+%10(g)1,%04
/* 0x0008 8 */ retl ! Result = %00
/* 0x000c 5 */ add %04,100,%00
R , RAkt 3 EE TR B,
Excl. Excl. Excl. Excl. Excl.
Uncoverage Function Instr Block Instr
Count Exec Covered % Covered %
1. int g;
0 0 0 0 0 2. int foo() {
<Function foo>
3. int x;
4. x=g9;

Source loop below has tag L1
Induction variable substitution performed on L1
L1 deleted as dead code

## 0 1 3 100 100 5. for (int i=0; i<100; i++)
6. X++;

7. return x;

0 0 1 0 0 8. }
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B B BR3P IN7E (Silicon Secured Memory,
bit.rc ¥iaH 34 | 19 SSM) , 19
FEJR discover ANEZHR , 18 1T
-a, 16
-A, 17
-b, 16
D_ -c, 14, 17
discover D, 14,18
API , 45 e 16
{SHEINFE RE B IS4 , 18 . ' 16
RNIAREL | 43 . ' 1
RNIARSER |, 39 '
RNIEARSERRA] | 39 £, 17
TG AT A — RIS AR A Mo 16,25, 26
&4 18 -h, 18
EREEKTET, 18 -i adi, 17
SRIPATICHRITINE AR |, 18 -i datarace , 17
BAERBIRE N BRSO AT 23E R |, 16 -i memcheck , 17
I FRFE FF 3R &M (Application Data Integrity, X, 18
ADI) , 19 -k, 18
RN SR EFFNEHITEHEN , 18 -1, 18
@%%EE , 15,18 -m, 16
PATERTESIZERN |, 17 .14, 14,18
TRE/‘TEilH%ﬁ‘)ﬂﬂiiEl‘]:iﬁ%ﬂi#‘})fﬁié—:\?’iifl'/z\’% N, 15,18
wm, 17 -
FERVEIL | 18 o
EESREHFER , 18 S ’ 16
BEA 9 . ' 18
k&EZ R, 38 2l 18
B E | 19 P9
discover ADI [ , 20 v, 18
libdiscoverADI.so , 20, 20 v, 18
DECIB AR ER | 17 -w,14,16,25, 26
RO |, 20 Disﬁfo%vue’r *
N, 22
7%% ADI #3518 fFRESK, 11

BRE I | 21 discover R4



3l

ASCIl , 30
NFE , 33
EA, 16
WRNMRFE N ECKRE | 33
HERRERER |, 32, 33
WE , 33
KRR |, 33
IR, 32
RIER , 32

HTML , 26
"Errors" (§8%) &M< , 26

"Memory Leaks" (RNfFitttis) &M+ , 29

"Warnings" (%45) %W+ , 28
P BorsEk | 29
EA, 16
P BRE ST
?I%IJETEK]‘E&BEEK]**” ,
= HIER , 30
BIRHERRERER , 27, 28, 30
BIRATBRERIEAR |, 30
BRFTBHRIRER , 30
BIRIRREYS , 27,28, 30
BR{E , 16
BRYIREFR , 16
=R , 43
HTEERASE , 44
RS E , 45
HEEA VA HNTFSE , 43
W%, 44
FRIBE, fif% | 43
PR&FR S AIN it RER | 16
PREFREHINFEREL , 16
PRI BIRAIMEARAIELSSY |, 16
discover APl , 34
TERF P ERMRE |, 37
EKIZITRREFFEIIME , 37
EHANER |, 34

E
IS
discover JoIE{ERA , 12
4 discover %, 11
{#H discover &N
EN\FFERH , 16
BYLUETHATA , 38

ET , 19

{3 uncover &}, 1z1T , 51
43¢ discover BH{TAM , 13
%Y uncover HITAN , 50

G
s
{$ 8 discover & , 14

$E7K discover 2B , 15, 18

By discover SR4ZEF , 14

J
I B3¢

{EH discover $TXNFEERINE |, 17
{F A discover £TXI¥URFERAEMN |, 17
{£F discover §TXHEHIEIMEE |, 17

3% discover , 13
£+ uncover , 50

S

SUNW DISCOVER FOLLOW FORK MODE M{iEAr= , 38
SUNW_DISCOVER OPTIONS ¥iEAF= , 26 , 38

U
uncover

ERZEK , 49
7Rl , 52

FERRENB R ORERBIEE R , 50

EFAIEAFIETT | 52

BEIEE N\ BRUAHABAEER | 51
B — B S AR RIS | 50

FIFFMIALIERLDHT
FITHES . BRAMREHHIT

HiA& |, 10

=R, £/, 51
1EIR

-a, bl

-c, 50,51

-d , 50
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fR% , 63
Uncover
o
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uncover ASCIl Z&IR4E , 58
HRf, 51
uncover HTML Z&IR4 |, 62
*%F , 51

w

TR
discover A{A4bIE | 14
XIR , 14

X
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BRFOTE TS | 55
REERITEES |, 55
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