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Overview

This manual describes the administration of the Oracle Communications EAGLE Application Processor
which includes Oracle Communications EAGLE Application Processor Provisioning (EPAP) and
Oracle Communications EAGLE Application Processor Non-provisioning (EPAP) .

The EPAP program runs on the Multi Purpose Server (MPS), which is a hardware platform that
supports high speed provisioning of large databases for the Oracle Communications EAGLE. EPAP
supports the EPAP-related features, which are listed in the Glossary.

Scope and Audience

This manual is intended for anyone performing EPAP administration or using the EPAP user interface.
Users of this manual and the other manuals in the EAGLE family of documents must have a working
knowledge of telecommunications and network installations.

Manual Organization

This document is organized into five chapters and one appendix:

Introduction includes an overview of the Oracle Communications EAGLE Application Processor
(EPAP), the organization of this manual, documentation information, and how to request technical
assistance.

Functional Description provides a description of EPAP design, features, and user interfaces.
EPAP Graphical User Interface describes the EPAP Graphical User Interface, menus, and submenus.

Messages, Alarms, and Status Processing describes EPAP error messages, alarms, hardware verification,
and status reporting.

EPAP Software Configuration provides the EPAP configuration and initialization procedures using
the text-based user interface.

Standalone PDB EPAP describes the Standalone PDB EPAP, differences from the two types of
EPAPs, and the configuration procedure for Standalone PDB EPAP.

Time Zone File Names is an appendix that provides a listing of valid time zone file names.

Documentation Admonishments

Admonishments are icons and text throughout this manual that alert the reader to assure personal
safety, to minimize possible service interruptions, and to warn of the potential for equipment damage.
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Table 1: Admonishments

Icon Description
Danger:
(This icon and text indicate the possibility of
personal injury.)
DANGER
Warning:
(This icon and text indicate the possibility of
WARNING equipment damage.)

Caution:

(This icon and text indicate the possibility of

CAUTION service interruption.)

Topple:
(This icon and text indicate the possibility of
TOPPLE personal injury and equipment damage.)
My Oracle Support (MOS)

MOS (https://support.oracle.com) is your initial point of contact for all product support and training
needs. A representative at Customer Access Support (CAS) can assist you with MOS registration.

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle Support hotline
for your local country from the list at http://www.oracle.com/us/support/contact/index.html. When calling,
make the selections in the sequence shown below on the Support telephone menu:

1. Select 2 for New Service Request
2. Select 3 for Hardware, Networking and Solaris Operating System Support
3. Select one of the following options:

¢ For Technical issues such as creating a new Service Request (SR), Select 1

* For Non-technical issues such as registration or assistance with MOS, Select 2

You will be connected to a live agent who can assist you with MOS registration and opening a support
ticket.

MOS is available 24 hours a day, 7 days a week, 365 days a year.
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Emergency Response

In the event of a critical service situation, emergency response is offered by the Customer Access
Support (CAS) main number at 1-800-223-1711 (toll-free in the US), or by calling the Oracle Support
hotline for your local country from the list at http://www.oracle.com/us/support/contact/index.html. The
emergency response provides immediate coverage, automatic escalation, and other features to ensure
that the critical situation is resolved as rapidly as possible.

A critical situation is defined as a problem with the installed equipment that severely affects service,
traffic, or maintenance capabilities, and requires immediate corrective action. Critical situations affect
service and/or system operation resulting in one or several of these situations:

* A total system failure that results in loss of all transaction processing capability

¢ Significant reduction in system capacity or traffic handling capability

* Loss of the system’s ability to perform automatic system reconfiguration

* Inability to restart a processor or the system

* Corruption of system databases that requires service affecting corrective actions

* Loss of access for maintenance or recovery operations

* Loss of the system ability to provide any required critical or major trouble notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance capabilities
may be defined as critical by prior discussion and agreement with Oracle.

Related Publications

For information about additional publications that are related to this document, refer to the Related
Publications Reference document, which is published as a separate document on the Oracle Technology
Network (OTN) site. See Locate Product Documentation on the Oracle Technology Network Site for more
information.

Customer Training
Oracle University offers training for service providers and enterprises. Visit our web site to view, and
register for, Oracle Communications training:
http://education.oracle.com/communication

To obtain contact phone numbers for countries or regions, visit the Oracle University Education web
site:

www.oracle.com/education/contacts
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Locate Product Documentation on the Oracle Technology Network Site

Oracle customer documentation is available on the web at the Oracle Technology Network (OTN)
site, http://docs.oracle.com. You do not have to register to access these documents. Viewing these files
requires Adobe Acrobat Reader, which can be downloaded at www.adobe.com.

1. Log into the Oracle Technology Network site at http://docs.oracle.com.

2. Select the Appl i cati ons tile.
The Applications Documentation page appears.

3. Select Apps A-Z.

4. After the page refreshes, select the Communi cat i ons link to advance to the Oracle Communications
Documentation page.

5. Navigate to your Product and then the Release Number, and click the Vi ewlink (note that the
Download link will retrieve the entire documentation set).

6. To download a file to your location, right-click the PDF link and select Save Tar get As.
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General Description

The EAGLE Application Processor (EPAP) platform, coupled with the Provisioning Database
Application (PDBA), facilitates and maintains the database required by EPAP-related features. See
the Glossary for a list of EPAP-related features. The EPAP serves two major purposes:

* Accept and store data provisioned by the customer

* Update customer provisioning data and reload databases on the Service Module cards in the Multi
Purpose Server (MPS)

Operational Flow

The Multi Purpose Server (MPS) hardware platform supports high speed provisioning of large databases
for the EAGLE. The MPS is composed of hardware and software components that interact to create a
secure and reliable platform. MPS supports the EAGLE Provisioning Application Processor (EPAP).

During normal operation, information flows through the EPAP and PDBA with no intervention. Each
EPAP has a graphical user interface that supports maintenance, debugging, and platform operations.
The EPAP user interface includes a PDBA user interface for configuration and database maintenance.
EPAP Graphical User Interface describes the EPAP and PDBA user interfaces. EPAP Software Configuration
includes descriptions of the text-based user interface that performs initial EPAP configuration.
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Figure 1: Mated EAGLE Platform Example

EPAP Types
Each EPAP can be configured as one of three types:

* Mixed EPAP - This configuration supports the Real Time Database (RTDB) and the Provisioning
Database (PDB), along with the associated processes for both. Mixed EPAP is identified as an Oracle
Communications EAGLE Application Processor Provisioning (EPAP). Mixed EPAP is described
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in Mixed EPAP. The majority of the content in this chapter and subsequent chapters applies to
Mixed EPAP. EAGLE interfaces, Service Module cards, and Mate Servers are supported by Mixed
EPAP.

* Non-Provisioning EPAP - This configuration is similar to Mixed EPAP, but supports only the Real
Time Database (RTDB) and its associated processes. The Provisioning Database (PDB) is not
supported by this configuration. Non-Provisioning EPAP is identified as an Oracle Communications
EAGLE Application Processor Non-provisioning (EPAP). Content in this chapter and subsequent
chapters which is PDB-related does not apply to the Non-Provisioning EPAP configuration.

¢ Standalone PDB EPAP - This configuration supports only the Provisioning Database (PDB) and
its associated processes. The Real Time Database (RTDB), EAGLE interfaces, Service Module cards,
Mate Servers, and associated processes are not supported by this configuration. Standalone PDB
EPAP is identified as an Oracle Communications EAGLE Application Processor Provisioning
(EPAP). Content in this chapter and subsequent chapters which is RTDB-related or requires a Mate
server or EAGLE interface does not apply to this configuration. Refer to Standalone PDB EPAP for
specific information about the Standalone PDB EPAP configuration.

Mixed EPAP

An EPAP system consists of two mated EPAP processors (A and B) installed as part of an EAGLE. A
set of Service Module cards is part of the EAGLE. Each Service Module card stores a copy of the Real
Time Database (RTDB),

The main and backup DSM networks are two high-speed Ethernet links, which connect the Service
Module cards and the EPAPs. Another Ethernet link connects the two EPAPs and is identified as the
EPAP Sync network.

Figure 2: Example of EPAP Network IP Addresses shows the network layout and examples of typical IP
addresses of the network elements. The shaded portion represents a second EAGLE and mated EPAPs
deployed as a mated EAGLE.

The EPAP system maintains the Real Time Database (RTDB) required to provision the EAGLE Service
Module cards, and maintains redundant copies of both databases on each mated EPAP.

One EPAP runs as the Active EPAP and the other as the Standby EPAP. In normal operation, the
Service Module card database is provisioned through the main DSM network by the Active EPAP.

If the Active EPAP fails, the Standby EPAP takes over the role of Active EPAP and continues to
provision the database. If the main DSM network fails completely and connectivity is lost for all EAGLE
Service Modules cards, the Active EPAP switches to the backup DSM network to continue provisioning
the Service Module cards. Any failure which has a limited impact on database provisioning will not
automatically trigger a switchover to the backup DSM network. At any given time, only one Active
EPAP uses one DSM network per EPAP system.

The Provisioning Multiple EPAPs Support feature provides the capability to connect to a single active
provisionable EPAP A that is used to provision up to 22 non-provisionable EPAP systems. For more
information about this feature, see Provisioning Multiple EPAPs Support.
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EPAP Switchover

Netwark

Backep DoM

EPAPs assume an Active or a Standby role through negotiation and algorithm. This role affects how
the EPAP handles its various external interfaces. External provisioning is allowed only through the

Active EPAP. Only the Active EPAP can provide maintenance information to EAGLE 5 ISS. The EPAP
role also plays an important part in design details of the individual software components. The EPAP
role does not affect the Active/Standby role of the PDBA.

An EPAP can switch from an Active to a Standby role under the following conditions:

1. The EPAP maintenance component becomes isolated from the maintenance component on the

mate EPAP and from EAGLE 5 ISS.
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The maintenance subsystem has attempted and failed to establish communication with each of

these:

¢ the mate maintenance task across the EPAP Sync network

¢ the mate maintenance task across the main DSM network

¢ any Service Module card on any DSM network

ISAE S

The RTDB becomes corrupt.
All of the RMTP channels have failed.

A fatal software error occurred.

The EPAP is forced to Standby by the user interface Force to Become Standby operation.

If the Active EPAP has one or more of the five switchover conditions and the Standby EPAP does not,
a switchover will occur. Table 2: EPAP Switchover Matrix lists the possible combinations.

Table 2: EPAP Switchover Matrix

Active state Standby state Event Switchover?

N itch N itch . .

© SWI chover © SWI chover Condition occurs on Active Yes
conditions conditions
Switchover conditions | Switchover conditions | Conditions clear on Standby; Yes
exist exist switches to Active
N itch Switch diti " .

© SWI chover V\.n chover conditions Condition occurs on Active No
conditions exist

itch diti itch diti . .

Svp chover conditions Swl chover conditions | - .. curs on Active No
exist exist
Switch diti Switch diti .

Wl chover conditions Wl chover conditions | - 4. on Stan dby No
exist exist
Switch diti Switch diti - .

Wl chover conditions W1 chover conditions | - 1. ear on Active No
exist exist

The following are exceptions to the switchover matrix:

1. If the mate maintenance component cannot be contacted and the mate EPAP is not visible on the

DSM networks, the EPAP assumes an Active role if any DSMs are visible on the DSM networks.

If the EPAP GUI menu item is used to force an EPAP to Standby role, no condition will cause it to
become Active until the user removes the interface restriction with another menu item. See Force
Standby and Change Status.

If none of the Standby conditions exist for either EPAP, the EPAPs will negotiate an Active and a
Standby. The mate will be considered unreachable after two seconds of attempted negotiation.

For information about the effect of asynchronous replication on switchover, see Asynchronous Replication
Serviceability Considerations.
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EPAP Component Overview

The major components that run on the Oracle Communications EAGLE Application Processor
Provisioning ( EPAP) and Oracle Communications EAGLE Application Processor Non-provisioning
( EPAP) are shown in the following table.

Table 3: Major Component Tasks

Task EPAP EPAP Standalone PDB
Provisioning | Non-provisioning EPAP

Provisioning Database Application X X
(PDBA)
Provisioning Database (PDB) X X
Maintenance task X X X
Real Time Database (RTDB) X X
RTDB Audit X X
DSM Provisioning X X

X

EPAP Service Module Database Levels
Monitor (EDLM)

The PDBA task writes customer data into the PDB, which is reformatted to facilitate fast lookups.
After conversion, the data is written to the RTDB.

The PDB is the golden copy of the provisioning database. The database records are continuously updated
to the PDB from the customer network. The customer uses the Provisioning Database Interface (PDBI)
to transfer data over the customer network to the EPAP PDBA. The subscription and entity object
commands used by PDBI are described in Provisioning Database Interface User’s Guide.

The Maintenance task is responsible for reporting the overall stability and performance of the system.
The maintenance task communicates status and alarm information to the primary Service Module
card.

One EPAP is equipped with both the PDB and RTDB views of the database. The mate EPAP has only
the RTDB view. An EPAP with only the RTDB view must be updated by an EPAP that has the PDB
view.

The Service Module card database can go out of sync (become incoherent) due to missed provisioning
or card reboot. Out-of-sync Service Module cards are reprovisioned from the RTDB on the Active
EPAP. The RTDB audit runs as part of the RTDB task.

The DSM provisioning task resides on both EPAP A and EPAP B. The DSM provisioning task
communicates internally with the RTDB task and the EPAP maintenance task. The DSM provisioning
task uses Reliable Multicast Transport Protocol (RMTP) to multicast provisioning data to connected
Service Module cards across the two DSM networks.

The EPAP SM Database Levels Monitor (EDLM) continuously monitors the current database level of
all active (in-service) Service Module Cards on EAGLE. If all of the Service Module Cards stop receiving
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database updates from the Active EPAP server, EDLM automatically resets the RMTP channels at the
EPAP end. This results in a re-established connection with the Service Module Cards on EAGLE.

Provisioning Database Interface

Provisioning clients connect to the EPAPs through the Provisioning Database Interface (PDBI). The
PDBI provides commands that communicate provisioning information from the customer database
to the Provisioning Database (PDB) in the Active PDBA on EAGLE. The customer issues provisioning
commands using a provisioning application. This application uses the PDBI request/response messages
to communicate with the EPAP Provisioning Database Application (PDBA) over the customer network.
The PDBI is described in Provisioning Database Interface User’s Guide.

Network Connections

This section describes the four types of EPAP network connections.

e DSM Networks
e EPAP Sync Network

e (Customer Network

DSM Networks

The DSM networks carry provisioning data from the Real Time Databases (RTDBs) on the EPAP to
the RTDBs on the Service Module cards. The networks also carry reload and maintenance traffic to
the Service Module cards. Each network connects EPAP A and EPAP B to each Service Module card
on a single EAGLE platform.

The EAGLE supports more than one model of Service Module card. The cards differ in the size of
database and the transactions/second rate that they support. In this manual, the term Service Module
card is used to indicate any model of Service Module card, unless a specific model is mentioned. For
more information about the supported Service Module card models, refer to Hardware Reference.

Network speeds when installed Service Module cards are a mix of E5-SM4G cards and E5-SM8G-B
cards:

¢ Main DSM network - 100 Mbps, full duplex
* Backup DSM network - 100 Mbps, full duplex

These speeds can be increased to 1000 Mbps when the auto parameter is set to yes. Refer to the "Switch
Configuration” procedure in Upgrade/Installation Procedure for EPAP.

The first two octets of the EPAP network addresses for this network are 192.168. These are the first
two octets for private class C networks as defined in RFC 1597. The fourth octet of the address is
selected as follows:

o If the EPAP is configured as EPAP A, the fourth octet has a value of 100.
o If the EPAP is configured as EPAP B, the fourth octet has a value of 200.

Table 4: IP Addresses on the DSM Network summarizes the derivation of each octet.
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The configuration menu of the EPAP user interface contains menu items for configuring the EPAP
network addresses. See EPAP Configuration Menu

Table 4: IP Addresses on the DSM Network

Octet Derivation
1 192
2 168

Usually configured as:

3 120 for DSM main network
121 for DSM backup network

100 for EPAP A
4 200 for EPAP B
1 - 32 for DSM networks

EPAP Sync Network

The EPAP Sync network is a point-to-point network between the MPS servers. This network provides
a high-bandwidth dedicated communication channel for MPS data synchronization. This network
operates at full-duplex Gigabit Ethernet speed.

The first two octets of the EPAP IP addresses for the Sync network are 192.168. These are the first two
octets for private class C networks as defined in RFC 1597.

The third octet for each EPAP Sync network address is set to 2 as the default. This octet value can be
changed using the option 2 in Configure Network Interfaces Menu .

The fourth octet of the EPAP Sync network IP address is 100 for EPAP A, and 200 for EPAP B.

Customer Network

The customer network, or provisioning network, carries the following traffic:
* Customer queries and responses to the PDB (using PDBI)

¢ Updates between PDBAs on mated EPAP systems

¢ Updates between PDBAs and RTDBs when the PDBA and the RTDB are not on the same platform
- This occurs if the RTDBs on one EPAP system cannot communicate with their local PDBA. These
RTDBs would then attempt to communicate with the PDBA on the mate EPAP system.

e RTDBreload traffic if the Active PDBA is not located on the same EAGLE as the RTDB - This occurs
if the RTDBs on one EPAP system cannot communicate with their local PDBA. These RTDBs would
then attempt to communicate with the PDBA on the mate EPAP system.

¢ PDBA import/export traffic (file transfer)
¢ Traffic from a PDBA reloading from its mate

e EPAP and PDBA user interface traffic
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A dedicated network is recommended, but unrelated customer traffic can also use this network.

Network Time Protocol (NTP)

The Network Time Protocol (NTP) is an Internet protocol that is used to synchronize clocks of computers
to Universal Time Coordinated (UTC) as a time reference. NTP reads the clock of a time server and
transmits the result to one or more clients. Each client adjusts its own clock as required. NTP ensures
accurate local timekeeping with regard to radio, atomic, or other clocks located on the Internet. This
protocol is capable of synchronizing distributed clocks within milliseconds over extended time periods.
Without a synchronization protocol, the system time of Internet servers will drift out of synchronization
with each other.

The MPS A server of each mated MPS pair is configured by default as a free-running NTP server that
communicates with the mate MPS servers on the provisioning network. Free-running refers to a system
that is not synchronized to UTC. A free-running system runs on its own clocking source. This allows
mated MPS servers to synchronize their clocks

All MPS servers running the EPAP application can be configured through the EPAP GUI to
communicate and synchronize time with a customer-defined NTP time server. The pr ef er keyword
is used to prevent clock-hopping when additional MPS servers or NTP servers are defined.

The core MPS platform provides a default NTP configuration file. MPS configuration includes adding
nt ppeer Aand nt ppeer BNTP hostname aliases to the / et ¢/ host s file.

If the network is equipped with firewalls, configure the firewalls to pass NTP protocol on IP port 123
(both TCP and UDP) between the MPS servers and the NTP servers or peers. The ntpdate program
uses TCP while the ntpd program uses UDP.

Understanding Universal Time Coordinated (UTC)

Universal Time Coordinated (UTC) is an official standard for determining current time. The UTC is
based on the quantum resonance of the cesium atom. UTC is more accurate than Greenwich Mean
Time (GMT), which is based on solar time.

The universal in UTC means that the time can be used anywhere in the world and is independent of
time zones. To convert UTC to local time, add or subtract the same number of hours used to convert
GMT to local time. The coordinated in UTC means that several institutions contribute their estimate of
the current time. UTC is calculated by combining these estimates.

UTC is disseminated by various means, including radio and satellite navigation systems, telephone
modems, and portable clocks. Special-purpose receivers are available for time-dissemination services,
including Global Position System (GPS) and other services operated by various national governments.

Because equipping every computer with a UTC receiver is too costly and inconvenient, a subset of
computers can be equipped with receivers to relay the time to a number of clients connected by a
common network. Some of these clients can disseminate the time, in which case these clients become
lower stratum servers.

Understanding Network Time Protocol

Network Time Protocol (NTP) primary servers provide time to their clients that is accurate within a
millisecond on a Local Area Network (LAN) and within a few tens of milliseconds on a Wide Area

Network (WAN). This first level of accuracy is called stratum-1. At each stratum, the client can also
operate as a server for the next stratum. A hierarchy of NTP servers is defined with several strata to
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indicate how many servers exist between the current server and the original time source external to
the NTP network:

* A stratum-1 server has access to an external time source that directly provides a standard time
service, such as a UTC receiver.

e A stratum-2 server receives its time from a stratum-1 server.
e A stratum-3 server receives its time from a stratum-2 server.

¢ This NTP network hierarchy can continue up to a stratum-15 server which receives its time from
a stratum-14 server.

Client workstations do not usually operate as NTP servers. NTP servers with a relatively small number
of clients do not receive their time from a stratum-1 server. At each stratum, redundant NTP servers
and diverse network paths are required to protect against failing software, hardware, or network links.
NTP works in one or more of these association modes:

¢ C(lient/server mode - A client receives synchronization from one or more servers, but does not
provide synchronization to the servers.

e Symmetric mode - Either of two peer servers can synchronize to the other to provide mutual backup.

* Broadcast mode - Many clients synchronize to a single server or to a few servers. This mode reduces
traffic in networks that contain a large number of clients. IP multicast can be used when the NTP
subnet spans multiple networks.

The Tekelec MPS servers are configured to use the symmetric mode to share their time with their mate
MPS servers. For an EPAP system, MPS servers are also configured to share their time with their
remote PDBA server.

ITU Duplicate Point Code Support

The EPAP Support of EAGLE ITU Duplicate Point Code feature allows point codes to be provisioned
in the PDB using a two-character group code. This feature works with the EAGLE ITU Duplicate Point
Code feature, which allows an EAGLE mated pair to route traffic for two or more countries with
overlapping (identical) point code values. The EPAP Support of ITU Duplicate Point Code feature
allows group codes to be entered for Network Entity (SP or RN) point codes using the PDBI. The PDBI
supports the provisioning of a two-character group code having a suffix to a point code of a PDBI
network entity.

Note: The EAGLE ITU Duplicate Point Code feature ITUDUPPC) must be enabled and turned on to
use the EPAP Support of ITU Duplicate Point Code feature. For information about enabling or turning
on any feature in the EAGLE, refer to the chg- f eat command in Commands User’s Guide.

For example, a point code of 1- 1- 1 can be provisioned in the PDBI as 1- 1- 1- ab, where 1- 1- 1 is
the true point code and ab is the group code. This usage allows the EAGLE to discriminate between
two nodes in different countries with the same true point code. The EAGLE uses the group code to
distinguish between the two nodes. The group code is used internally in the EAGLE only and is
assigned to an incoming message based on the linkset on which it was received.

For example, Figure 3: Network Example with DPC and Group Codes shows a network that includes two
countries, Country 1 and Country 2. Both countries have SSPs with a point code value of 2047.

E54368 Revision 2, March 2015 30



Administration Guide Functional Description

2047
Country 1
LS1
2048
Eagle LS2
LS3
LS4
Mate 2047
Country 2
2049

Figure 3: Network Example with DPC and Group Codes

Users must divide their ITU-National destinations into groups. These groups are usually based on
the country. However, one group could have multiple countries within it, or a single country could
be divided into multiple groups. The requirements for these groups are:

¢ No duplicate point codes are allowed within a group.
¢ ITU-National traffic from a group must be destined for a PC within the same group.

* The user must assign a unique two-letter group code to each group.

In the network example shown in Figure 3: Network Example with DPC and Group Codes , Country 1 can
have only one point code with a value of 2047. Traffic coming from SSP 2047 in Country 1 can be
destined only to other nodes within Country 1. In this network example, the user assigns a group code
of ab to Country 1, and a group code of cd to Country 2.

When the user enters an ITU-National point code, he or she must also enter the group code, using the
format “point code - group code”. This group code must be used for any command that uses an ITU-N
point code.

The ITU Duplicate Point Code Support feature for EPAP and PDBI allows group codes to be entered
for a Network Entity (SP or RN) point codes via PDBI commands. These commands are described in
Provisioning Database Interface User’s Guide.

The PDBI supports the provisioning of a two-character group code suffixed to a point code of a PDBI
Network Entity (NE). You can provision a group code to any valid NE, for example, RN or SP.

Note: The PDB does not check for uniqueness of point codes provisioned into the PDB-based feature
databases.

All routing for PDB-based features specify group codes stored with the NE's point codes in accord
with the EAGLE Duplicate Point Code feature.

Note: This should already be the case for the protocol side of these features, but you should system
test it when provisioning to the PDB with group codes to ensure the group code is being used by the
features for message relay.
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For more information about group codes, refer to Group Codes in Database Administration - SS7 User's
Guide.

Asynchronous Replication

Asynchronous replication is the method used to synchronize the various Provisioning Databases (
PDBs) in a client network. Asynchronous replication means that the active PDB receives an update,
commits to accept the change, and returns a code to the client indicating success or failure. This series
of actions occurs before the active PDB forwards the update to the replicated database, which is the
standby PDB.

Only successful updates are replicated. As a result, the response turnaround on the active PDB is
shortened, and the overhead required to mantain database synchronization is reduced.

Potential Lag Introduced by Asynchronous Replication

Lag means that the database level of the standby PDB is lower than the database level of the active
PDB. With any asynchronous data replication scheme, the receivers of replicated data may lag behind.
The standby PDB and, depending upon the homing policy in effect, the RTDB applications are
susceptible to lag.

During continual provisioning traffic, the active PDB is expected to be a small number of levels ahead
of the standby PDB. Also, any RTDB that is homed to the standby PDB is expected to have a level
lower than the active PDB. For more information, refer to Selective Homing of EPAP RTDB:s .

Asynchronous Replication Alarms

If the replication lag between PDB database levels increases to a value deemed unacceptable by EPAP,
the following alarms are raised.

* PDBA Replication Failure (REPLERR) is a major alarm that indicates a failure of PDBA replication.
The user must contact My Oracle Support (MOS).

* Standby PDBA Falling Behind is a minor alarm that signals that one EAGLE of the pair may have
received updates at a longer interval than the other EAGLE. This alarm condition does not indicate
data loss or corruption.

EPAP Security Enhancements

The EPAP Security Enhancements feature controls access to an EPAP Graphical User Interface (GUI)
to specific IP addresses. The specified allowed IP addresses are stored in an EPAP list and can be

added to, deleted from, and retrieved only by an authorized user. The EPAP Security Enhancements
feature also allows an authorized user to use the GUI to toggle on and off the IP authorization checking.

The administrator or a user with IP action privileges can add, delete, and retrieve IP addresses. Deleting
an IP results in that IP address no longer residing in the IP table, hence preventing the IP address from
being able to connect to an EPAP. While each of the IP action privileges can be assigned to any
individual user, the add and delete IP action privileges should be granted to only those users who are
knowledgeable about the customer network.
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The ability to add, delete, and retrieve client IP addresses and to toggle IP authorization checking is
assignable by function. This ability is accessible through the EPAP GUI. Refer to Authorized IPs . The
IP mechanism implemented in this feature provides the user with enhanced EPAP privilege control.

The EPAP Security Enhancements feature is available through the EPAP GUI and is available initially
to only the administrator. The ability to view IP addresses on the customer's network is a security
consideration and should be restricted to users with administration group privileges. In addition,
privileged users can prepare a custom message to replace the standard 403 For bi dden si t e error
message.

IP access and range constraints provided by the web server and the EPAP Security Enhancement
feature cannot protect against IP spoofing, which refers to the creation of TCP/IP packets using
another's IP address. IP spoofing is IP impersonation or misrepresentation. The customer must rely
on the security of their intranet network to protect against IP spoofing.

EPAP maintains a list of the IP addresses authorized to access the EPAP GUIL Only requests from IP
addresses on the authorized list can connect to the EPAP GUI. Attempts from any unauthorized
address are rejected.

IP addresses are not restricted from accessing the EPAP GUI until the administrator toggles IP
authorization to enabled. When IP authorization checking is enabled, any IP address not present in the
IP authorization list will be refused access to the EPAP GUI.

The EPAP Security Enhancements feature also provides the ability to enable and disable the IP address
list after the list is provisioned. If the list is disabled, the provisioned IP addresses are retained in the
database, but access is not blocked from the IP addresses that are not on the list. The EPAP GUI restricts
permission to enable and disable the IP address list to specific user names and passwords.

The IP actions for adding, deleting, and retrieving authorized IP addresses and for toggling IP
authorization checking are available from only the EPAP GUI, as described in EPAP Graphical User
Interface, and are not available from the EPAP text-based user interface.

For additional security, kernel parameters in the etc/sysctl.conf fileare set to reduce the possibility of
against network attacks and security breaches.

Backup Provisioning Network Interface

The Backup Provisioning Network Interface feature adds an alternative connection for redundancy
between the EPAP A server and the customer’s Provisioning Database Interface (PDBI). This additional
interface provides a backup path for the PDBI to continue communicating with the EPAP A if the
primary connection is lost.

Note: If the EPAP A is connected with a Standby PDB and non-provisioning nodes, the nodes will
not be updated. These nodes will have to wait until the main Provisioning Network of the EPAP A is
UP. The customer can provision Backup IP Addresses in the Standby and Non-provisioning nodes.

A PDBI client normally uses port et h0 on the active EPAP to provision the PDB, using the Configure
Provisioning Network option 1 of the Configure Network Interfaces Menu. If a failure occurs in the
normal connection, the Backup Provisioning Network Interface feature allows the customer to use
secondary port et h4, using option 4 of the Configure Network Interfaces Menu. No automatic
switchover occurs. After the customer observes the communications failure, the customer performs
a manual switch to begin addressing the secondary port defined by the configuration procedure.
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The Configure Network Interfaces Menu (see Configure Network Interfaces Menu ) describes how to
configure the primary and secondary provisioning network interface connections. For more information
about configuring a Backup Provisioning Network, refer to Configure Backup Provisioning Network.

Provisioning Multiple EPAPs Support

The Provisioning Multiple EPAPs Support feature provides the ability for a single PDBI connection
to provision up to four MPSs. Each MPS contains an EPAP A and an EPAP B). The PDBI connects to
and provisions an EPAP A and a Provisioning Database ( PDB). The remaining three MPSs are
automatically provisioned from the active EPAP A. This allows users to add additional EAGLE 5 ISSs
without changing their provisioning systems and without provisioning the EAGLE 5 ISSs from multiple
sources.

The Provisioning Multiple EPAPs Support feature is transparent to the PDBI clients. PDBI clients can
provision data in the same manner regardless of whether provisioning a single MPS pair or multiple
MPS pairs. The PDBI client connects to one PDB for provisioning. The remaining MPSs in the customer
network automatically remain synchronized. EPAP software updates the RTDBs at the additional
sites.

This feature does not affect which PDBA the RTDBs connect to for receiving updates. Receiving updates
continues to be under the control of the EPAP user interface.

The two MPSs that contain the PDB are identified as provisionable because the customer provisioning
application connects to and updates these sites. The remaining MPSs are identified as non-provisionable.
Figure 4: Support for Provisioning Multiple EPAPsshows a view of the provisionable and non-provisionable
EPAPs.
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Figure 4: Support for Provisioning Multiple EPAPs

Selective Homing of EPAP RTDBs

The Selective Homing of EPAPRTDBs feature allows users to select the PDB from which updates are
received. The homing selection is an option at EPAP configuration. Users can choose whether the
RTDBs on an MPS node receive updates by one of the following methods:

* [P address, a specific PDBA process, which may be active or standby

* PDB state, the active or standby PDBA process, which may or may not be local

This feature permits all RTDBs within an MPS system, which includes both nodes of a mated pair or
multiple nodes within several mated pairs, to always receive updates from a specific PDB, the active
PDB, or the standby PDB. Updates are always be received from the selected PDBA process, regardless
of whether the PDBA is the local PDBA or remote PDBA.

An EPAP configuration option allows the user to select whether the RTDB of an EPAP will normally
receive updates. The RTDB is homed to a specific PDBA, the active PDBA , or the standby PDBA. If
the user selects specific homing for the RTDB, that RTDB will receive updates from the specified PDBA,
regardless of whether the PDBA is active or standby.

If the RTDB cannot communicate with the specified PDBA, the RTDB will automatically begin to
receive updates from its alternate PDBA. Before the Selective Homing of EPAP RTDBs feature, updates
were received from the remote PDBA.
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The homing of each RTDB is independently selectable and allows some RTDBs to be homed to their
local PDBA, to the active PDBA, or to the standby PDBA.

Terminology used in Configuration Descriptions

specific PDBA  Specific PDBA is used instead of local PDBA because the architecture can result in
an MPS without a PDB on EPAP A. In this case, the RTDBs on that node have no
local PDBA. Selective homing specifies the IP addresses of the MPSs with the first
and second choices of PDBA. In a two-node MPS system, this corresponds directly
to local homing. With more than two nodes, the user selects a specific PDBA
without designating the PDBA as local or remote.

active PDBA Active PDBA is the PDBA selected by the user to receive updates from the user’s
provisioning system using the PDBI.

remote PDBA For a given RTDB, the remote PDBA is a PDBA on a different MPS node. This
PDBA may or may not be the active PDBA.

preferred PDB  Preferred PDB is the PDB selected by the RTDB. The RTDB is homed to the
preferred PDB. For more about standby PDB homing, see Asynchronous Replication
Serviceability Considerations. When specific RTDB homing has been selected, the
RTDB will receive updates from the alternate PDB if the preferred PDB is
unreachable.

alternate PDB Alternate PDB is the PDB that is not selected. When either active or standby PDB
homing is selected, the RTDB has the option to receive updates from the alternate
PDB if the preferred PDB is unreachable.

active homing If the user selects active homing for the RTDB, that RTDB always receives updates
from the active PDBA. If the RTDB loses its connection with the active PDBA, the
RTDB will automatically begin to receive updates from a standby PDBA; the
reverse is true for ‘standby” homing. This automatic switchover is a configurable
option. See Switchover PDBA State.

Possible RTDB Configurations

These are the possible configurations of each RTDB in the system. Each configuration is also described
in detail in the following sections.

* Specific PDB Homing with Alternate PDB

» Active PDB Homing with Alternate PDB

* Active PDB Homing without Alternate PDB

» Standby PDB Homing with Alternate PDB

» Standby PDB Homing without Alternate PDB

Specific PDB Homing with Alternate PDB

This RTDB configuration specifies the IP address of the PDB from which the RTDB receives updates.
If the specified PDB is not reachable, the RTDB receives updates from the alternate PDB. Table 5: Specific
PDB Homing with Alternate PDB (RTDB Configuration 1) shows the condition of each possible connection
to the PDB from the RTDB perspective. The shaded cells indicate the PDB from which the RTDB
receives updates.
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Table 5: Specific PDB Homing with Alternate PDB (RTDB Configuration 1)

Site 1 PDB Site 2 PDB RTDB Data
Source
Reachable? State Reachable? State (Note 2)
Yes Active Yes Standby Site 1 PDB
Yes Standby Yes Active Site 1 PDB
Yes Active No - Site 1 PDB
Yes Standby No - Site 1 PDB
No - Yes Active Site 2 PDB
No - Yes Standby Site 2 PDB
No - No - None
Note 1: Site 1 = Preferred PDB Site 2 = Alternate PDB
Note 2: PDB from which the RTDB receives updates

See RTDB Homing Considerations to determine if this configuration is the most appropriate match for
your installation.

Active PDB Homing with Alternate PDB

This RTDB configuration specifies that the RTDB receives updates from the active PDB. If the active
PDB is not reachable, the RTDB receives updates from the standby PDB. Table 6: Active PDB Homing
with Alternate PDB (RTDB Configuration 2) shows the condition of each possible connection to the PDB
from the RTDB perspective. The shaded boxes indicate the PDB from which the RTDB receives updates.

Table 6: Active PDB Homing with Alternate PDB (RTDB Configuration 2)

Site 1 PDB Site 2 PDB RTDB Data
Source
Reachable? State Reachable? State

(Note 2)
Yes Active Yes Standby Site 1 PDB
Yes Standby Yes Active Site 2 PDB
Yes Active No - Site 1 PDB
Yes Standby No - Site 1 PDB
No - Yes Active Site 2 PDB
No - Yes Standby Site 2 PDB
No - No - None
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Site 1 PDB Site 2 PDB RTDB Data
Source
Reachable? State Reachable? State
(Note 2)

Note 1: Active = Preferred PDB Standby = Alternate PDB

Note 2: PDB from which the RTDB receives updates

See RTDB Homing Considerations to determine if this configuration is the most appropriate match for
your installation.

Active PDB Homing without Alternate PDB

This RTDB configuration specifies that the RTDB receives updates from the active PDB. No alternate
PDB is specified. Table 7: Active PDB Homing without Alternate PDB (RTDB Configuration 3) shows the
condition of each possible connection to the PDB from the RTDB perspective. The shaded boxes indicate
the PDB from which the RTDB receives updates.

Table 7: Active PDB Homing without Alternate PDB (RTDB Configuration 3)

Site 1 PDB Site 2 PDB RTDB Data
Source
Reachable? State Reachable? State
(Note 2)
Yes Active Yes Standby Site 1 PDB
Yes Standby Yes Active Site 2 PDB
Yes Active No - Site 1 PDB
Yes Standby No - None
No - Yes Active Site 2 PDB
No - Yes Standby None
No - No - None
Note 1: Active = Preferred PDB Standby = Alternate PDB
Note 2: PDB from which the RTDB receives updates

See RTDB Homing Considerations to determine if this configuration is the most appropriate match for
your installation.

Standby PDB Homing with Alternate PDB

This RTDB configuration specifies that the RTDB receives updates from the standby PDB. If the standby
PDB is not reachable, the RTDB receives updates from the active PDB. Table 8: Standby PDB Homing
with Alternate PDB (RTDB Configuration 4) shows the condition of each possible connection to the PDB
from the RTDB perspective. The shaded boxes indicate the PDB from which the RTDB will receive
updates.
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Table 8: Standby PDB Homing with Alternate PDB (RTDB Configuration 4)

Site 1 PDB Site 2 PDB RTDB Data
Source
Reachable? State Reachable? State
(Note 2)
Yes Standby Yes Active Site 1 PDB
Yes Active Yes Standby Site 2 PDB
Yes Standby No - Site 1 PDB
Yes Active No - Site 1 PDB
No - Yes Standby Site 2 PDB
No - Yes Active Site 2 PDB
No - No - None
Note 1: Standby = Preferred PDB Active = Alternate PDB
Note 2: PDB from which the RTDB receives updates

See Asynchronous Replication Serviceability Considerations to determine if this configuration is the most
appropriate match for your installation.

Standby PDB Homing without Alternate PDB

This RTDB configuration specifies that the RTDB receives updates from the standby PDB. No alternate
PDB is specified. Table 9: Standby PDB Homing without Alternate PDB (RTDB Configuration 5) shows
the condition of each possible connection to the PDB from the RTDB perspective. The shaded boxes
indicate the PDB from which the RTDB receives updates.

Table 9: Standby PDB Homing without Alternate PDB (RTDB Configuration 5)

Site 1 PDB Site 2 PDB RTDB Data
Source
Reachable? State Reachable? State

(Note 2)
Yes Standby Yes Active Site 1 PDB
Yes Active Yes Standby Site 2 PDB
Yes Standby No - Site 1 PDB
Yes Active No - None
No - Yes Standby Site 2 PDB
No - Yes Active None
No - No - None
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Site 1 PDB Site 2 PDB RTDB Data
Source
Reachable? State Reachable? State
(Note 2)
Note 1: Standby = Preferred PDB Active = Alternate PDB
Note 2: PDB from which the RTDB receives updates

See Asynchronous Replication Serviceability Considerations to determine if this configuration is the most
appropriate match for your installation.

General Homing Considerations

The Selective Homing of EPAP RTDBs feature requires additional configuration during installation
and when new non-provisionable nodes are added. The configuration of all affected sites must be
planned before the installation process begins.

Each MPS must be configured as provisionable or non-provisionable. Each network has two
provisionable MPSs. (See Figure 4: Support for Provisioning Multiple EPAPs.) These MPSs must then be
configured with a replicated PDB, which is described in EPAP Software Configuration. If
non-provisionable MPSs are used, the non-provisionable MPSs are added after the provisionable MPSs
are installed and configured.

Before the first MPS can be installed, the answers to these questions must be available:

¢ How many MPSs are involved?
¢ Which sites will be provisionable?

e How will each RTDB be homed?

For the configuration on each site, the answers to these questions must be available:
* What are the IP addresses of the A sides of the two provisionable sites?

¢ What is the RTDB homing policy for this site?

RTDB Homing Considerations

Although RTDB homing allows a wide variety of configurations, two overall configurations cover the
needs of most customers.

1. Configuration for Load Sharing and High Availability

In this configuration, all RTDBs are configured for specific RTDB homing. The alternate PDB is an
acceptable provisioning source if the preferred PDB is unavailable. The RTDBs at the provisionable
MPS prefer the local PDB. The remaining non-provisionable MPSs are divided evenly to prefer
one PDB or the other. See Specific PDB Homing with Alternate PDB for more information on this
RTDB Homing configuration.

2. Configuration for Deterministic Provisioning

In this configuration, all RTDBs are configured for active homing. The alternate PDB is not an
acceptable provisioning source. See Active PDB Homing without Alternate PDB for more information
about this RTDB homing configuration.
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Asynchronous Replication Serviceability Considerations

The type of RTDB homing policy selected affects serviceability by the user. Tekelec recommends for
asynchronous PDB replication that Standby PDB Homing (RTDB configuration 4 or 5) is used. Although
this policy may result in a slightly longer propagation time for updates from the PDB to the RTDB,
the increased delay is beneficial in disaster recovery situations.

Keeping the RTDB homed to the standby PDB ensures that, except for external intervention, every
level present in the RTDB is also present in both PDBs. Both active and specific RTDB homing methods
will continue to be valid. The homing methods provide proper function under all normal operating
circumstances. Under these homing policies, the RTDB can possibly reach a database level that is
higher than the PDB to which it may home to in response to a PDBA switchover. If this occurs, the
RTDB must be recreated from the PDB to which the RTDB currently points.

Active and specific homing may create complications in disaster situations. For instance, if a failure
forces the active PDB to become unavailable for a non-trivial amount of time and the user forces
switchover to Standby (bypassing the protocol that syncs the databases prior to switchover), the dataset
of the RTDB can possibly conflict with the dataset of the only remaining PDB. This situation requires
a RTDB reload from the remaining PDB, which can be a time-consuming process for any PDB with a
large amount of data.

Asynchronous replication has one important effect on EPAP behavior. PDBA switchover can no longer
be forced when the PDBAs are able to communicate and the standby is not current. Switchover involves
allowing a definable amount of time for the standby PDB to be brought up to the level of the active
PDB. If the standby PDB fails to achieve the equal database level in the allotted time, switchover does
not occur and the standby PDB returns with the number of levels still remaining to be replicated. This
approach prevents database inconsistency. If the standby PDB cannot reach the active PDB to determine
its level, the EPAP allows PDBA switchover to be forced.

Socket-Based Connections

The EPAP receives PDBI messages through a TCP/IP socket. The client application is responsible for
connecting to the PDBA well-known port and being able to send and receive the defined messages.
The customer’s provisioning system is responsible for detecting and processing socket errors. Tekelec
recommends that the TCP keep alive interval on the customer’s socket connection be set to a value that
permits prompt detection and reporting of a socket disconnection problem.

There is a limit to the number of PDBI connections; the default is 16 clients. If an attempt is made to
connect more than the current client limit, a response is returned to the client:

PDBI _TOO_MANY_CONNECTI ONS

After the response is returned, the socket is automatically closed.

Although the default limit is 16 PDBI connections, Tekelec is able to configure and support up to 128
connections. If more than 16 connections are required, contact My Oracle Support (MOS) for information.

File Transfer Options
Import Files

Manual import and automatic import are the available import file options. Both import options accept
data only in the PDBI format.
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Valid commands to include in an import file are:

e ent_sub
e upd_sub
e dlt_sub
e ent_entity
e upd entity
e dlt _entity
e ent_eir
e upd eir

e dlit_eir

Do notincludertrv_sub,rtrv-entity,orrtrv_eir commands in an import file. The inclusion
of rt r v commands causes an import to take a long time to complete. A write transaction lock is applied
during the entire import for a manual import, and is applied intermittently during an automatic import.
While the write transaction lock is in place during either type of import, no other updates to the
database can be made.

Manual Import

The manual import mode is used to import data on a one-time or as-needed basis. The manual import
mode is configured with the Import File to PDB Screen. The selected file is processed immediately. A
manual import locks the PDB write transaction; other users will not be able to obtain the write
transaction until the import operation is complete.

Automatic Import File Setup

When the PDB is active, the automatic import searches the / var / TKLC/ epap/ f r ee/ pdbi _i nport
directory for new files on a remote system for import every five minutes. If a file exists in the directory
and the file is not being modified or in the process of being transferred when it is polled, the import
will run automatically at that time. If the file is being modified or is in the process of being transferred,
the automatic import tries again after five minutes.

The automatic import option can import up to 16 files at one time. The number of files imported is
limited by the available number of PDBI connections. If more than 16 files exist in the directory, another
file is started after a previous file completes until all files have completed. The files are imported
sequentially. The results of the import are automatically exported to the remote system specified by
the Configure File Transfer Screen.

After the import is complete, the data file is automatically removed and a results file is automatically
transferred to the remote system.

An automatic import obtains the PDB write transaction and processes ten of the important file
commands. Then the write transaction is released, allowing other connections to provision data. An
automatic import obtains the write transaction repeatedly until all of the import file commands are
processed.
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Automatic Import Status

When using the automatic import function, the following informational banner messages is displayed
on the Ul browser screen in the Message Box described in Figure 30: EPAP Area.

Import of <filenane> in progress - xx.xx% while in-progress)

Import of <filenane> conpleted (when conpl ete)

If the import fails when the PDBA is not running and the automatic import was started by cr on, the
following informational banner message is displayed on the UI browser screen in the Message Box
described in Figure 30: EPAP Area.

I mport of <filenane> failed - no PDBA

If the import fails when the connection to the PDBA is lost while the automatic import is in progress,
the following informational banner message is displayed on the Ul browser screen in the Message
Box described in Figure 30: EPAP Area

Inport of <filename> failed - PDBA died

If an automatic import fails, an automatic retry will occur every five minutes.

Export Files

The manual export and automatic export are the available export file options. Data can be exported
in both PDBI and CSV formats. Refer to Provisioning Database Interface Guide for more information. The
Manual File Export allows data to be exported to a specified location on a one-time or as-needed basis,
and is configured by the Export PDB to File Screen.

Automatic File Export

The Automatic File Export function allows scheduling the data export for a specific day and time. The
export can be scheduled at a specific time for each of the following repeat periods: every N (up to 365)
number of days, specified days of the week, specified day of the month, or specified day of the year.
The Schedule Export screen displays any existing PDB export tasks and is used to create a task by
specifying the type, export format (PDBI CSV), export mode (blocking, snapshot, or real-time), the
time and repeat period. In addition, a comment field is available to describe the task. The output
filename format is pdbAutoExport_<hostname>_<YYYYMMDDhhmmss>. The PDBA must be active at
the scheduled time of export for the file to be exported.

Automatic PDB/RTDB Backup

The Automatic PDB/RTDB Backup feature is used to back up all data stored in the PDB or RTDB,
including G-Port, G-Flex, INP/AINPQ, A-Port, Migration, V-Flex, and EIR data. The Automatic
PDB/RTDB Backup feature automates the process of creating backups of the PDB and RTDB databases
at the time, frequency, and to the destination configured by the user. The PDB backup is created on
EPAP A and RTDB backup is created on the standby EPAP (A or B). Approximately 17 GB of disk
storage space is required per backup.

The following options are available for configuring a destination for the backup file:
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* Local - Data is saved to the local disk on the same EPAP server as the PDB or RTDB that is being
backed up.

* Mate - Data is created on the local server and then sent using SCP to the mate EPAP server.

* Remote - Data file is created on the local EPAP server and then sent using SFTP to a remote server
configured by the user. SFTP must be installed at this remote server. This server may or may not
run EPAP software and can be any machine on the network.

For mate or remote backup destinations, an option exists to save a copy of the backup to the local
drive. For mate or remote backup destinations, even if the user has selected the option to not save the
local copy, the local copy will be saved if the file transfer fails after the backup file has been created
on the local machine.

Both the PDB and RTDB backups are scheduled together, but executed separately. Based on the input
parameters, RTDB backup always starts one hour before of the PDB backup. When setting up the
feature, the time that the RTDB backup starts is selected. The PDB backup starts one hour later.

No link exists between backups of one MPS system with backup of the other MPS system. Backups
can be scheduled and created only on provisionable pairs. The PDB/RTDB Automatic Backup is not
allowed and cannot be scheduled on a non-provisionable pair.

Normal provisioning is allowed during the PDB/RTDB Automatic Backup. This includes provisioning
from the customer network to the PDB, provisioning from the PDB to the active EPAP RTDB, and
provisioning from the active EPAP RTDB to the Service Module card RTDB. RTDB backups are always
created from the standby EPAP RTDB (A or B).

If backup failures occur, alarms and error messages are generated and logged. Two types of backup
failures are:

* Backup operationfailures: This is a failure to create backup files on either of the systems - local or
mate. Two alarms iare possible: one for the PDB and one for the RTDB.

* Backup transfer failures: This is the failure to transfer a backup file to the mate or remote site. The
backup files exist on the local machine. Two alarms are possible: one for the PDB and one for the
RTDB.

A delay of up to five minutes is possible after the scheduled time before the actual start of the scheduled
backup.

The effects of cancelling a back up while it is executing are:

¢ If the automatic backup of the RTDB is in progress, the RTDB backup will complete and the PDB
backup will not start.

* If the RTDB backup has completed but the PDB has not started, the PDB backup will not start.
¢ If the RTDB backup has completed and the PDB has started, PDB backup will complete.

This feature is supported and configured using the Web-based GUI. Refer to Automatic PDB/RTDB
Backup for details on setting up the Automatic PDB/RTDB Backup feature.

EPAP Automated Database Recovery

The EPAP Automated Database Recovery (ADR) feature is used to restore the EPAP system function
and facilitate the reconciliation of PDB data following the failure of the Active PDBA.
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The automated recovery mechanism provided by this feature allows one PDBA to become Active
when two PDBAs think they are active and have updates that have not been replicated to the mate
PDBA. The software selects the PDBA that received the most recent update from its mate to become
the Active PDBA; the PDBA that was the Standby most recently becomes the Active. No automatic
reconciliation is performed because the system has insufficient information to ensure that the correct
actions are taken.

To return the system to normal functionality, a manual PDB copy imust be performed from the PDBA
that was chosen to be Active to the PDBA that is in the replication error (REPLERR) state. However,
provisioning can be resumed until a maintenance period is available to perform the manual PDB copy.

The Customer Care Center must be contacted before performing the PDBA Copy procedure.

The EPAP Automated Database Recovery feature uses a replication error list that consists of updates
that exist as a result of a failure during the database replication process from the active-to-standby
PDB. These updates have not been propagated (reconciled) throughout the system and require manual
intervention to ensure that the EPAP systems properly process the updates.

EPAP Automated Database Reconciliation Example
Starting with PDBAs in the following current configuration.

Updates 701, 702, and 703 on Node 1 have not been replicated to Node 2.

Table 10: Example 1 EPAP ADR

Active PDBA (Node 1) Standby PDBA (Node 2)

DB Level-704 DB Level-700

Updates to replicate to standby PDBA

701

702

703

Assume that a fault that takes down the Node 1 PDBA before the replication process is complete.
Node 2 has become the Active PDBA and is now receiving provisioning updates.

Table 11: Example 2 EPAP ADR

Failed PDBA (Node 1)

Active PDBA (Node 2)

DB Level-704

DB Level-700

Updates on replication error list

Processing DB Level updates

701 701 (different than 701 on node 1)
702 702 (different than 702 on node 1)
703 703 (different than 703 on node 1)
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¢ Updates 701-703 on Node 1 have not been replicated to Node 2.
* Updates 701-703 on Node 1 are different from updates 701-703 on Node 2.

The PDBA that received an update with the latest timestamp (in this example, Node 2 PDBA) will
automatically become the Active PDBA and continue accepting provisioning updates. The Node 1
PDBA is put in a REPLERR state and PDBA Replication Failure alarm initiates on Node 1 PDBA.

A replerr file (REPLERR PDBA) with the replication log lists from the Node 1 PDBA is created. This
file contains the lost Node 1 provisioning updates (701-703) and is in the format of a PDBI import file.
The customer can examine the file and decide whether to reapply these updates to the Active PDBA.

After the Node 1 PDBA becomes available, the customer must temporarily suspend provisioning and
perform a PDB copy of the Node 2 PDBA to the Node 1 PDBA to reconcile the PDBs before the Node
1 PDBA can be made active again.

The EPAP Automated Database Recovery feature is enabled through the text-based EPAP user interface.

EPAP PDBA Proxy Feature

The EPAP PDBA Proxy feature allows operators to maintain the existing (active) provisioning VIP
address connection to the EPAP PDBA in the event of an active PDBA failure. The advantages of this
feature are:

¢ Seamless, uninterrupted VIP connection for provisioning data to the standby EPAP PDBA if the
active PDBA fails

* No need to perform a manual switchover to the standby PDBA or change the provisioning VIP
address in operator provisioning software

* A means of reconciling both PDBAs when the failed PDBA becomes available again

The EPAP system uses two provisioning VIP addresses: one VIP for the local or active EPAP and one
VIP for the remote or standby EPAP. However., provisioning can be performed only on the active
provisioning VIP address. The EPAP PDBA Proxy feature maintains the existing, active provisioning
VIP address connection to the previously active Node when the active PDBA fails. The previously
active EPAP B on that Node proxies provisioning data to the temporarily active PDBA on the other
Node.

With the EPAP PDBA Proxy feature, PDBA connection redundancy is accomplished by allowing the
customer’s provisioning system to maintain the connection to the previously active EPAP B using the
active provisioning VIP address, even though the connection may be logically, by-proxy, to the
previously standby PDBA on the other Node. When the previously active PDBA recovers, that PDBA
is aware that the standby PDBA has become active and the PDBAs need to be reconciled.

EPAP PDBA Proxy Feature Requirements/Limitations
Some requirements and limitations of the EPAP PDBA Proxy feature are:
* The customer provisioning system loses connection to the PDBA:

When the EPAP PDBA Proxy feature is first initiated upon server failure and switchover to the
backup PDBA
During recovery when service is being restored to the PDBA on the sever that had failed

When the connection is lost, it must be re-established to the same VIP address.
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Both provisioning VIP addresses (the local or active EPAP VIP and the remote or standby EPAP
VIP) must be configured using the text-based EPAP user interface. See Configure Provisioning VIP
Addresses.

The Change PDBA Proxy State procedure must be performed on both active and standby MPS-A
PDBAs. See Change PDBA Proxy State.

The EPAP PDBA Proxy feature does not provide PDBA connection redundancy in the case of PDBA
(application) failure. The EPAP PDBA Proxy feature provides PDBA connection redundancy only
after failure of the active EPAP A.

The EPAP PDBA Proxy feature does not initiate in response to a Switchover PDBA State. A manual
switchover requires the operator to change the provisioning VIP address in operator provisioning
software.

The EPAP PDBA Proxy feature does not require activation of the Automated Database Recovery
(ADR) feature

The EPAP PDBA Proxy feature is not supported for Standalone PDB EPAP.

Note: If a replication error (REPLERR) occurs while using the EPAP PDBA Proxy feature, manual
intervention is required. Contact My Oracle Support (MOS).

EPAP PDBA Proxy Example

During normal provisioning operations:

Operator provisioning system sends provisioning updates to the Active PDBA on Node 1 using
the active provisioning VIP address (192.168.0.1).

Active PDBA checks syntax and writes to the Active PDB.
Active PDBA writes to a replication log on the EPAP A and local EPAP B.
Active PDBA sends an ACK response to the operator provisioning system.

Standby PDBA on Node 2 queries the EPAP A replication logs on Node 2 and updates the PDB on
Node 2.

A fault (server failure) on the Node 1 with the active PDBA is shown in Figure 5: Failure of Active PDBA:

With the EPAP PDBA Proxy feature enabled, the system continues using the active provisioning
VIP address (192.168.0.1).

Note: During the switchover to the PDBA on Node 2, the customer provisioning system loses
connection to the PDBA. The connection must be re-established to the same VIP address.

If the Standby PDBA on Node 2 is reachable, EPAP B on Node 1 transmits replication logs to the
Node 2 PDBA.

When the Node 2 PDBA has all the replication logs from the EPAP B on Node 1, the Node 2 PDBA
becomes the Active by-proxy PDBA.

Operator provisioning continues using provisioning VIP address 192.168.0.1 because EPAP B on
Node 1 proxies provisioning data to the newly Active PDBA on Node 2.
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Figure 5: Failure of Active PDBA

When the Node 1 PDBA is restored to service:
e Updates sent to Node 2 PDBA while the Node 1 PDBA was down are forwarded to the Node 1

PDB.

Functional Description

192.58.0.1
VIP Address
Space
192.58.1.123
Active \ P

192.23.25.123

EPAP PDBA Proxy

EPAP Provisioning Database

EPAP Realtime Database

Eagle Database Services Module

EPAP. @

* Records are replicated. Node 1 becomes the Active PDBA and Node 2 reverts to Standby status.

Note: During recovery when the PDBA on Node 1 is being restored to service, the customer
provisioning system loses connection to the PDBA. The connection must be re-established to the
same VIP address.

This feature is enabled through the text-based EPAP user interface. See PDB Configuration Menu .

Allow Write Commands on EPAP During Retrieve/Export Feature

This feature allows an EPAP user to provision data via the GUI or PDBI while simultaneously
performing a data export using the GUI or PDBI. The three modes of operation are:

1. Blocking mode - Blocks all write requests while an export is in progress.

2. Snapshot mode - Allows writes to continue during the export, and provides the export as a complete
snapshot of the database at the time the export started. Changes made to the database after export
has started are not reflected in the export file. This mode provides a file that is the most useful for
importing into the database at a later time.

Note: This mode causes the server to run increasingly slower as updates are received on the other
connections.

3. Real time mode - Allows writes to continue during export, but provides the export file in real-time
fashion rather than as a snapshot. Changes to the database after the export has started may or may
not be reflected in the export file, depending upon whether the changes are to an area of the database
that has already been exported. This mode provides a file that can be imported into the database
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at a later time, but is less useful because it is not a complete snapshot of the database at a given
time.

EPAP 30-Day Storage or Export of Provisioning Logs Feature

The EPAP 30-Day Storage or Export of Provisioning Logs feature allows the EPAP to store provisioning
logs on the EPAP hard drive for a configurable interval provided the disk partition does not become
full within that interval. This feature also allows configuration of storage time for error logs and debug
logs.

Table 12: Log Storage Intervals

Log Type Configurable Storage Range Default Value
Provisioning Logs 1 to 30 days 1day
Error Logs 1 to 30 days 1 day
Debug Logs 1to 7 days 1day

Alarms notify the user when the log disk is 80% or 90% full.

1. If the disk where the logs are stored becomes 80% full before the configured time period has elapsed,
the EPAP issues a minor alarm. No files are removed at this point.

2. If the disk where the logs are stored becomes 90% full before the configured time period has elapsed,
the EPAP issues a major alarm. No files are removed at this point.

3. If the disk where the logs are stored becomes 95% full before the configured time period has elapsed,
the EPAP issues a major alarm. The EPAP will begin removing the oldest entries in the logs to free
disk space for new entries.

4. The alarms are cleared when the disk space in use decreases to less than 80% or 90%, respectively.

Note: The 80% and 90% alarms do not coexist. If the 80% alarm is active when the 90% alarm is
triggered, the 80% alarm is replaced by the 90% alarm until the 90% alarm clears. After the 90%
alarm clears, the 80% alarm remains active until it is cleared.

EPAP User Interface

The EPAP provides two user interfaces that consist of sets of menus for configuration, maintenance,
debugging, and platform operations. When a menu item is chosen, the user interface directs the system
to perform the requested action.

* Graphical User Interface

The Graphical User Interface (GUI) provides menus to perform routine operations that maintain,
debug, and operate the platform. A PC with a network connection and a Web browser is used to
communicate with the EPAP GUI. Overview of EPAP Graphical User Interface (GUI) describes GUI
login, menu items, and associated outputs.
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e Text-based User Interface

The text-based User Interface provides the Configuration menu to initialize and configure the
EPAP. The text-based User Interface is described in EPAP Configuration Menu. For information
about configuring the EPAP and how to set up a PC workstation, refer to Setting Up an EPAP
Workstation.

Service Module Card Provisioning

One of the core functions of the EPAP is to provision the Service Module cards with database updates.

The task resides on both EPAP A and EPAP B. It communicates internally with the real-time database
(RTDB) task, and the EPAP maintenance task. The DSM provisioning task broadcasts provisioning
data to connected Service Module cards across two Ethernet networks. See Network Connections. The
DSM provisioning network architecture is shown in Figure 6: DSM Provisioning Network Architecture
and the DSM provisioning task interface is shown in Figure 7: DSM Provisioning Task Interfaces.

EPAP A

Main DSM
Network

SMn

Figure 6: DSM Provisioning Network Architecture
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Figure 7: DSM Provisioning Task Interfaces

In order to handle the redundancy requirements for this feature, a separate RMTP channel is created
on each interface from each EPAP:

e EPAP A, Main DSM network
e EPAP A, Backup DSM network
e EPAP B, Main DSM network
e EPAP B, Backup DSM network

Provisioning and other data is broadcast on one of these channels to all of the Service Module cards.
Provisioning is done by database level in order to leave Service Module card tables coherent between
updates.

In addition to a constant stream of current updates, it is necessary to provision back-level Service
Module cards with incremental update streams that use the same delivery mechanism as the current
provisioning stream.

Provisioning Model

For the purpose of this discussion, provisioning originates from the PDB task in coordination with
the RTDB task. At initiation, the provisioning task initiates a session with the RTDB using a null
database level. The RTDB initializes the session using the actual current database level. At regular 1.5
second intervals, the provisioning task sends a data request to the RTDB. The RTDB responds even if
the no new data is available. The provisioning task sends a provisioning message on the DSM network.
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Incremental Loading Model

Incremental loading occurs when a Service Module card has missed some updates, but does not need
a complete reload.

The Service Module card detects that the current database level is higher than the update it expected,
and indicates its current DB level to the maintenance task. The maintenance task requests that the
DSM provisioning task begin a new incremental loading stream at the requested Service Module card
level.

Once an incremental loading stream is set up, the following incremental loading transaction is repeated
until the Service Module cards reach the current RTDB level:

The DSM provisioning task requests records associated with the database level for this stream. The
RTDB task returns records associated with that level and sequentially higher levels (up to the maximum
message size or the current RTDB level). The DSM provisioning task provisions the Service Module
cards with the records.

Note: Incremental loading and normal provisioning are done in parallel. The DSM provisioning task
supports up to five incremental loading streams in addition to the normal provisioning stream.

Incremental reload streams are terminated when the database level contained in that stream matches
that of another stream. This is expected to happen most often when the incremental stream “catches
up to” the current provisioning stream. Service Module cards accept any stream with the “next”
sequential database level for that card.

Service Module Card Reload
The stages of database reload for a given Service Module card are given the following terminology:

Stage 1 loading - The database is being copied record for record from the Active EPAP to the Service
Module card RTDB. The database is incoherent during stage 1 loading.

Incremental update — The database is receiving all of the updates missed during stage 1 loading or
some other reason (such as network outage, processor limitation, or lost communication). The database
is coherent but back level during incremental update.

Current — The database is receiving current updates from the DSM provisioning task.

Coherent — The database is at a whole database level; it is not currently updating records belonging
to a database level.

Service Module cards may require a complete database reload in the event of reboot or loss of
connectivity for a significant amount of time. The EPAP provides a mechanism to quickly load a
number of Service Module cards with the current database. The database on the EPAP is large and
may be updated constantly. The database sent to the Service Module card or cards will likely be missing
some of these updates making it corrupt as well as back level. The upload process is divided in to two
stages, one to sequentially send the raw database records and one to send all of the updates missed
since the beginning of the first stage.

The Service Module card reload stream uses a separate RMTP channel from the provisioning and
incremental update streams. This allows DSM multicast hardware to filter out the high volume of
reload traffic from Service Module cards that do not require it.

Continuous Reload

The EPAP handles reloading of multiple Service Module cards from different starting points. Reload
begins when the first Service Module card requires it. Records are read sequentially from the real-time
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database from an arbitrary starting point, wrapping back to the beginning. If another Service Module
card requires reloading at this time, it uses the existing record stream and notifies the DSM provisioning
task of the first record it read. This continues until all Service Module cards are satisfied.

Service Module Card Database Levels and Reloading

The current database level when the reload started is of special importance during reload. When a
Service Module card detects that the last record has been received, it sends a status message back to
the EPAP indicating the database level at the start of reload. This action will start incremental loading.
The Service Module card cannot, however, use the database until the DB level reaches the database
level at the end of reload. As real-time database records are sent to the Service Module cards during
reload, normal provisioning can change those records. All of the records affected between the start
and end of reloading must be incrementally loaded before the database is coherent.

MPS/Service Module Card RTDB Audit Overview

General Description

The fact that the EPAP advanced services use several databases, some of which are located on different
platforms, creates the need for an audit that validates the contents of the different databases against
each other. The audit runs on both MPS platforms to validate the contents of the Provisioning Database
(PDB) and Real-time DSM databases (RTDB). The active EPAP machine validates the database levels
for each of the Service Module cards. Refer to Fiqure 8: MPS Hardware Interconnection for the MPS
hardware interconnection diagram.
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Figure 8: MPS Hardware Interconnection

MPS/Service Module Card RTDB Audit Description

MPS RTDB Audit

This audit maintains the integrity of the RTDB on the MPS. This audit cycles through the entire RTDB
within a 24-hour period and reports any anomalies in the form of an alarm. If the RTDB is determined
to be corrupt, provisioning is stopped and a data reload is required.

The audit is controlled through the MPS GUI Menu field Maintenance:RTDB Audit. The state of the

audit can be viewed, enabled, or disabled through this control. See Maintenance Menu.

When this audit is enabled, the RTDB validates the CRC32 values per record entry within all tables.
If corruption is encountered, an alarm is set on the MPS scrolling banner. All provisioning from the
PDB is halted until the condition is corrected with an RTDB Reload.

EPAP-to-DSM Network Card DB Level

Each Service Module card validates its own database level against the received EPAP database level.
An inconsistent alarm is generated at the EAGLE 5 ISS for each inconsistent Service Module card. The
command r ept - st at - db displays the database on the Service Module card as Diff level. See Table

13: Inconsistent Service Module Card Alarm .
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Table 13: Inconsistent Service Module Card Alarm

UAM# Severity Message Text Output Group (UI Output Direction)

444 Minor RTDB database is inconsistent i

EAGLE 5 ISS DSM Audit of MPS Databases

This audit is responsible for maintaining the integrity of the RTDB on the Service Module card. This
audit cycles though the entire RTDB within a 24-hour period, reporting any anomalies in the form of
alarms and may attempt to repair a corrupted record with a valid record from a mate Service Module
card.

The STP Options (chg- st popt s) command is used to set up this audit with the dsmaud parameter
which has three states: of f ,on, and ccc. When the dsmaud parameter is set to of f the auditing
capabilities on each of the Service Module cards is disabled from auditing the RTDB Databases. Setting
the dsmaud parameter to on enables the auditing capabilities which produce an alarm if a corrupted
record is detected. Setting the dsrmaud parameter to ccc enables the cross correction capabilities,
which provide a method for repairing a corrupt record when it is encountered.

When corruption is encountered, this sequence occurs.

1. The RTDB is set to Corrupt status.
2. AUAM (Table 14: Corrupted RTDB Database Alarm) is sent to the OAM

3. The corruption is logged and stored in a memory array with this information:

a. TableID

b. Record number

c. Table high-water-mark

d. Old CRC32 value

e. New CRC32 value

f. Record address in memory

g. Record entry contents

Table 14: Corrupted RTDB Database Alarm

UAM# Severity Message Text Output Gl"oup. (UI Output
Direction)
443 Minor RTDB database is corrupted card

A maximum of 250 log entries is permitted within an audit cycle. When this maximum is exceeded,
the first 25 corrected records are output to the DB output group and the card initiates a Full Reload.

Service Module cards in the corrupted state continue to receive updates from the MPS and continue
to service MSU traffic.
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All records received from the MPS are validated through the CRC32 routines prior to being written
to memory. If a corrupted record is encountered, data is collected and different events will occur based
on the loading phase state. See Table 15: Effect of Corrupted Record Received from MPS

Table 15: Effect of Corrupted Record Received from MPS

MPS Loading Phase Effect of Corrupted Record Received
Phase I - Loading Booting of Card and Full Reload Requested
Phase II - Resynchronization Booting of Card and Full Reload Requested
Load Complete Alarm Incoherent and Reload Required

Corruption Cross Correction

If a record within the RTDB on any card becomes corrupted, a mate Service Module card can supply
the correct data for the record. Corruption Cross Correction occurs across the IMT. For each corrupted
record encountered, a single broadcast message is sent from the affected Service Module card to all
mate Service Module cards. When a Service Module card receives a request for Corruption Cross
Correction, the current database level and requested record are evaluated for consistency. If the request
is validated, a response is sent to the original Service Module card. Otherwise, the request is discarded.
This would occupy no more than 26 messages on the IMT bus for each corrupted record encountered.
When a Corruption Correction Response is received, it is evaluated for correctness and applied after
being passed to the Service Module card. Subsequent messages received for the same correction are
discarded.

Status Reporting and Alarms

The EPAPs have no direct means of displaying output messages on EAGLE terminals. Maintenance,
measurements, status, and alarm information are routed from the Active EPAP to an arbitrarily selected
Service Module card, known as the primary Service Module card. Static information is exchanged
across this interface at initialization and dynamic information is exchanged on occurrence.

While much of the traditional OAM provisioning and database function is implemented on the EPAP,
the maintenance reporting mechanism is still the OAM. The maintenance commands and alarms
available from the OAM are described in Messages, Alarms, and Status Processing.

The EPAP sends two types of messages to the Service Module card: EPAP Maintenance Blocks, and
Service Module card Status Requests.

EPAP alarms are sent to the EAGLE based on a configurable Alarm feed parameter Eagle Alarm Feed.
If the value of Eagle Alarm Feed is set to ON, the EPAP alarms are sent to the EAGLE; otherwise, the
EPAP alarms are not sent to the EAGLE. Both alarm feed parameters Eagle Alarm Feed and SNMP
Alarm Feed can be set to ON at the same time. With these settings, the EPAP sends alarms to the
EAGLE and SNMPV2c traps to EMS. Users must be aware of duplicate alarms if both alarm feed
parameters Eagle Alarm Feed and SNMP Alarm Feed are set to ON and the same EMS is connected
to the EPAP and the EAGLE.
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Alarm Handling

All the alarms on the EPAP are reported to the maintenance task in a common message format. The
maintenance task forwards the alarms to the primary Service Module card in the Maintenance Block
message (see Maintenance Blocks), which is reported on the EAGLE terminal by the OAM. The various
alarm messages are described in Messages, Alarms, and Status Processing.

Status Reporting

The Active EPAP generates and sends Maintenance Blocks to the primary Service Module card. One
Maintenance Block will be sent as soon as the IP link is established between the Active EPAP and the
primary Service Module card. Additional Maintenance Blocks will be sent whenever the EPAP needs
to report any change in status or error conditions. The information returned in Maintenance Blocks is
included in the status reports produced by the r ept - st at - npsand r ept - st at - sccp commands
(see Commands).

When the EPAP wants to know the status of a Service Module card, the EPAP can send a Service
Module card Status Request to that Service Module card. See Service Module Card Status Requests. The
EPAP broadcasts the Service Module card Status Request over UDP, and all Service Module cards
return their status. Service Module cards also send a Service Module card status message to the EPAP
when certain events occur in the Service Module card.

EPAP status reporting is described in detail in Messages, Alarms, and Status Processing.

EPAP Provisioning Performance

EPAP provisioning performance values depend on software release, type of command, provisioning
method (external PDBI client or import file) and database size. The EPAP provisioning performance
values in this section are stated in Commands per Second (CPS), and apply to only the performance
of the Provisioning Database Interface (PDBI) and not the Service Order Gateway (SOG) interface.
Also, the CPS values apply to only successfully completed PDBI commands when a single PDBI client
is connected to the Provisioning Database Application (PDBA); the CPS values may be different for
unsuccessful commands or when additional PDBI clients are connected. The stated CPS values apply
only to normal transaction mode. If a command is performed in single transaction mode, the CPS
value is expected to be significantly lower than the stated value.

The add, updat e, retri eve, and del et e variations of each command type have different CPS
values. Typically, r et ri eve commands have a higher CPS value compared to other commands. The
actual CPS value also depends on the type of data being provisioned: DN, DN Blocks, NE, IMSI, IMEI,
IMEI Block. Other factors affecting CPS values are described in Table 16: Other factors affecting CPS
values.

Table 16: Other factors affecting CPS values

Factor Description % Impact

Database size or existing data | The CPS value decreases for most data types with [ 5-50%
count an increase in database size or data count.
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Factor

Description

% Impact

Data association

If a DN is associated with an IMSI, then the IMSI
CPS value is affected. Up to 8 DNs can be associated
with a specific IMSIL.

This affect on CPS value is also dependent on
whether the DN Block Self Healing feature is on or
off. If no DNis are associated with IMSI, then the IMSI
CPS value does not depend on the DN Block Self
Healing feature being on or off.

Also, if more of the fields associated with a DN are

provisioned, the CPS value is lower. For example, if
the ASD, NE, ST, NSDN, CGBL and CDBL fields are
provisioned, then the CPS value is lower than when
a DN has only the PT field associated.

5-20%

Existing database layout or
DN distribution

The layout of existing DNs or DN Blocks impacts the
CPS value. Also, if the provisioned DN or DN Block
is at the start of the existing DN or DN Block, then
the CPS value is higher than provisioned DN or DN
Block that is at the end.

5-10%

If the DN Block size increases, the CPS value
decreases.

30-40%

Provisioning method

An increase in the number of PDBI connections may
lower the CPS value.

5-10%

The more fragmented the database is the lower the
CPS value.

10-15%

An increase in number of idle threads lowers the
CPS value.

5-10%

Normal Transaction Mode results in higher CPS
values than Single Transaction Mode.

30-40%

Manual import results in a higher CPS value than
automatic import. Similarly, twenty DNs added in
a single transaction (begin, end) have a higher CPS
value than twenty transactions.

5-10%

EPAP features

Some EPAP features affect the provisioning
performance values (CPS values). For example, if the
DN Block Self Healing feature or PDBI Statistics
Report feature is on, the CPS values may be lower.

5-20%

Load on the server

The larger the processing load is the lower the CPS
value. For example, if the RTDB Backup or PDBA
Export process is running, the CPS value decreases.

20-50%

Network latency

A larger network latency reduces the CPS value.

60-70%
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EPAP Provisioning Performance for Application B Card

Table 17: Example Provisioning Performance Values with Application B Card provides examples of CPS
values for an EPAP based on the Application B Card. These CPS values assume that:

* No delay exists.

* No packet loss occurs.

¢ GigE interface is used.

Note: The database size used for performance tests was 240M.

Table 17: Example Provisioning Performance Values with Application B Card

add =50%, updat e =10%, reti eve =10%, del et e =
30%

Type Description CPS

DN mixed commands Auto-import mode 350
add =25%, updat e =25%, retri eve =25%, del et e =
25%

IMSI mixed commands Auto-import mode 100
add =25% ,update =25%,retri eve =25%,del ete
=25%

IMSI mixed commands Auto-import mode 200
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Overview of EPAP Graphical User Interface (GUI)

EPAP uses a Web-based user interface in a typical client-server paradigm. The front end appears on
a Web browser. See Compatible Browsers for supported browsers. The back end operates on the MPS
platform.

The graphical user interface display has three different sections:

* Banner header section for displaying the real-time status of the MPS servers
* Menu section for selecting desired actions

¢ Work area section for filling out requested information and displaying results

The banner header sections are a Java applet that communicates directly with the GUI Server process
on the MPS. The menu and work area sections primarily consist of HTML and JavaScript generated
by CGI (Common Gateway Interface) scripts on the back end. The banner applet displays current
status of the EPAP, state of the alarms, and other information. The banner applet contains the EPAP
A and B areas, both PDBA areas, and the busy icon.

Anhttp or https (Hypertext Transfer Protocol) Web server starts the process of handling requests from
browsers. It receives the requests and loads the document. If the document is a simple HTML file, the
http or https Web server returns the document to the browser. The EPAP software may also connect
with the GUI server to request actions be performed. HTML output from the script is returned to the
browser and displayed.

For GUI differences related to Standalone PDB EPAP, see Standalone PDB EPAP .
Figure 9: Process Architecture View of the EPAP Ul shows the architecture view of the EPAP user interface.

Client PC

Customer Network

EPAP MPS

HTTP
GUI Server
EPAP Software

Figure 9: Process Architecture View of the EPAP Ul
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EPAP Support for HTTPS on GUI

The EPAP Support for HTTPS on GUI feature allows users to configure how the GUI can be accessed:
by standard HTTP (Hypertext Transfer Protocol), by HTTPS (Secure Hypertext Transfer Protocol), or
by both.

In standard HTTP protocol, the data transfer between the web server and the GUI is not encrypted;
therefore, it can be captured by any network analyzer and viewed.

Secure HTTP (HTTPS) supports encryption of data exchanged between the web server and the browser.

EPAP allows admin user group members to configure the EPAP GUI. The admin group user can
disable HTTP. The ability to configure HTTP and HTTPS and the ability to disable HTTP can be limited
to a specific user class or group.

Starting the Non-secure Web-based GUI

To start the non-secure web GUI, first start a web browser (Internet Explorer). In the Address field,
enter one of the following URLs and press Go:

e http://<EPAP_server | P_address>/
e < EPAP server | P_address>
e < EPAP server _host nane>

If the HTTP interface is disabled, the browser displays an error message.

Starting the Secure Web-based GUI

To start the secure web-based GUI, first start a web browser (Internet Explorer). In the Address field,
enter any of the following URLs and press 'Go":

* https://<EPAP_server_IP_address>/

* https://<EPAP_server_hostname>/

If the HTTPS interface is disabled, the browser displays an error message.

Enabling HTTPS and Installing Security Certificate

This procedure configures the PDB databases on an Active Site. Perform the following procedure to
enable HTTPS and install the Security Certificate.

1. Access the EPAP GUI by opening a web browser and entering the IP address of Server A.

E54368 Revision 2, March 2015 62



Administration Guide EPAP Graphical User Interface

ORACLE’

COMMUNICATIONS

Figure 10: EPAP Login

2. Login as ui admi n.

A Logged in to EPAP A

NOTICE: This is a private computer system. Unauthorized access or use may lead to prosecution.
There have been no faled login attempts since last login.

Last login for uiadmin was on Tue July 15 2014 11:45:36 EDT.

Figure 11: Login Successful

3. On the EPAP A site, select User Administration > HTTP(S) Support > Change Configuration.
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EPAP A uiadmin
] Select Mate
"1 Process Cantrol
1 Maintenance
1 RTDB
| Debug
1 Platform
1 PDBA
[=1 ‘2 User Administration
_1 Users
_1 Groups
_1 Authorized IPs
(=] ‘3 HTTP(S) Support
7 View Configuration
] Change Configuration
] Terminate Ul Sessions
] Modify Defaults
] Change Password

] Logout

Figure 12: Change Configuration Menu Option

4. Select the check box "HTTPS Enabled," and uncheck "HTTP Enabled."
A Change HTTP(S) Configuration

HTTE Enabled
HTTPS Enabled

M= O

Figure 13: HTTPS Enabled

5. Click on the Submit Changes button to enable HTTPS. A success screen will appear.

6. Select User Administration > HTTP(S) Support > View Configuration to confirm HTTP Enabled
is NO and HTTPS Enabled is YES.

7. Log out of the EPAP GUI by clicking on the Logout menu option. Then click the Logout button in
response to the following message:

A Logout

.
'L INFO: This will terminate vour login session. Are you sure vou want to continme?

Logout

Figure 14: EPAP GUI Logout
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8. Access the EPAP GUI using HTTPS.

KD )= ] hitps/10065.236 58/
I

Figure 15: HTTPS Address Bar

9. Click on "Continue to this website (not recommended)."

|.® There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website has expired or is not yet valid.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SErver.

We recommend that you close this webpage and do not continue to this website.
& Click here to dose this webpage.

@ Continue to this website (not recommended).

& More information

Figure 16: Security Certificate

The Login Page is displayed:

| € L
x -
% Find: [ sucre | Previous Nest |[F] Options +
EPAP 16.0 User Interface
ORACLE’
COMMUNICATIONS
Password:

Figure 17: HTTPS Login Page

10. Click on Certificate Error.
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& EPAP LOGIN X

7 ‘@ ifi i
8 En | sucee L Certificate Invalid

The security certificate presented by this
website has errors.

This problem might indicate an attempt to
fool you erintercept any data you send to

the server 'AP 16.0 User Interface
We recommend that you close this webpage.
About certificate errors

sername:

Wiew certificates

]
Fassword:

Figure 18: Certificate Error

11. In the popup window titled "Certificate Invalid," click on the View certificates link to display the
Certificate dialog box.

Certificate

General | Details | Certification Path |

i
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust, |
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: |10,250.51.130

Issued by: (10.250.51.130

valid from 5/11/2014 ko &/8/2025

[Install Certificate. .. ] Issuer Statement

Figure 19: Certificate
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12. Click Install Certificate to begin the Certificate Import Wizard. The Certificate Import Wizard

LX)

"Welcome" page is displayed:
Certificate Import Wizard

EPAP Graphical User Interface

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, didk Mext,

Figure 20: Certificate Import Wizard

13. Click on Next to display the Certificate Store page of the Certificate Import Wizard. The Certificate
Import Wizard "Certificate Store" page is displayed:
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r - - e = W [ |
Certificate Import Wizard & B

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(71 Automatically select the certificate store based on the type of certificate
i@ Place all certificates in the following store
Certificate store:

Browse,..

Learn more about certificate stores

<Back || Next> | [ cancel

Figure 21: Certificate Store

14. Select the "Place all certificates in the following store" radio button, then click Browse to display
the Select Certificate Store window.
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F S
Select Certificate Store ‘ ﬁ |
Select the certificate store you want to use. |
~{ | Personal -
el Trusted Root Certification Authorities E

-{ | Enterprise Trust

-] Intermediate Certification Authorities

~{] Active Directory User Object

i 71 Trueted Dihlichare 2
< I ]

|| Show physical stores

Figure 22: Select Certificate Store

15. Select the "Trusted Root Certification Authorities" option and click OK to display the Certificate
dialog box.
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Certificate Import Wizard . ﬁ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(71 Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authaorities

Learn mare about cerfificate stores

< Back H Mext = ]I Cancel

Figure 23: Certificate Store

16. Click Next. The Certificate Import Wizard "Completing the Certificate Import Wizard" page is
displayed:
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Certificate Import Wizard

EPAP Graphical User Interface

Completing the Certificate Import

Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User EFEr= Il d o= g}l

Content

Certificate

I ¥

<Back || Finish | | Cancel

Figure 24: Completing the Certificate Import Wizard

17. Click Finish. If a Security Warning dialog box is displayed, click Yes.
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W M W W R e— -
Security Warning l i J

You are about to install a certificate from a certification authority (CA)
i I . claiming to represent:

localhost.localdomain

Windows cannot validate that the certificate is actually from
"localhost.localdomain”, You should cenfirm its origin by contacting
"localhost.localdomain”. The following number will assist you in this
process:

Thumbprint (shal): 094FAFEE 30744994 ABDG11CC 569FFFFA 910FCESE

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Yes Mo

Figure 25: Security Warning

Certificate Import Wizand x|

-
‘EI) The impert was successhul,

|

Figure 26: Import Successful

18. After the message box "The import was successful” is displayed, click OK to close the Certificate
Import Wizard.

19. Log in to the EPAP GUI as ui adm n or any other user, and verify that all GUI pages are opening
successfully.

Enabling HTTP
Perform the following steps to manually enable HTTP.

1. Login to EPAP A asroot.
2. Use uiEdit variable to set "HTTP_ENABLED" to yes.

# ui Edit HTTP_ENABLED Yes
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3. Make sure the uiEdit variables "HTTP_ENABLED" and "HTTPS_ENABLED" both are set to "Yes".
# ui Edit |grep _ENABLED | grep HTTP

"HTTP_ENABLED' is set to "Yes"
"HTTPS_ENABLED' is set to "Yes"

Note: HTTPS_ENABLED is not mandatory if you only want HTTP.

4. Login to EPAP A as epapdev.

5. Execute the following commands:

$ ssh -1 epapdev mate ". /etc/profile; /opt/TKLCappl/bin/httpConfig.pl both" 2>
/ dev/ nul |

$ . letc/profile; /opt/ TKLCappl/bin/httpConfig.pl both 2> /dev/null

6. Login asr oot again and verify that the required processes are running.

# netstat -anp |grep http

tcp 0 0 0.0.0.0:8002 0.0.0.0: *
LI STEN 10116/ htt pd

tep 0 0 0.0.0.0: 443 0.0.0.0: *
LI STEN 10116/ htt pd

tcp 0 0 :::8001 A

LI STEN 10116/ htt pd

tcp 0 0 :::80 oo

LI STEN 10116/ htt pd

Note: If the above httpd processes are not listed, try the following command:

# service httpd start Starting httpd: Syntax error on |line 1090 of
/etc/httpd/ conf/httpd.conf: Invalid comrmand 'f', perhaps mi sspelled or defined
by a nodul e not included in the server configuration

[ FAI LED]

If you see the error above, delete the extra line from httpd.conf. If you see any other error, contact
My Oracle Support.

#sed -i.bak -e
"$d' /etc/httpd/ conf/httpd. conf

7. Start httpd service and verify using the net st at command.

# service httpd start
# netstat -anp |grep http

tcp 0 0 0.0.0.0:8002 0.0.0.0: *
LI STEN 10116/ ht t pd

tcp 0 0 0.0.0.0: 443 0.0.0.0: *
LI STEN 10116/ ht t pd

tcp 0 0 :::8001 Y

LI STEN 10116/ ht t pd

tcp 0 0 :::80 N

LI STEN 10116/ ht t pd
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Login Screen

The first screen of the EPAP User Interface (Ul) is the login screen. Two fields are prompted for on
this screen: User name and Passwor d. To log in, enter a valid user name and password, then click
the Login button. These fields provide the user identification and verification.

After logging in, a Security Warning dialog box alerts the user that the connection is untrusted. The
user clicks Continue to proceeed to the second Security Warning dialog box.

Security Warning D E— @
PR agee—

Do you want to Continue?
The connection to this website is untrusted.

! ! Website: https://100.54. 147, 149:30
||

|| MNote: The certificate is not valid and cannot be used to verify the identity of this website, I

Mare Information

Continue || Cancel |

.

Figure 27: Security Warning for Untrusted Connection

The second Security Warning dialog box asks the user whether to run the unsigned application. The
user clicks Run to run the application.

Security Warning @

Do you want to run this application?

' An unsigned application from the location below is requesting permission to
J :. run.
L]

Location: https: /100,64, 147. 149

Maore Information

Click Cancel to stop this app or RUn to allow it to continue,

| Run || Cancel ||

.

Figure 28: Security Warning for Unsigned Application

When a user logs in successfully, the screen workspace indicates that the user is logged in.

When a user logs into the EPAP U], the user does not need to log in again if the web browser session
remains active and if no user in the admi n user group changes the HTTPS configuration. Subsequent
user authentication is handled withcookies, which are stored in the browser of the user and are retained
during the browser operation. If a user in the admi n user group changes the HTTPS configuration
from only HTTP to only HTTPS, all logged -n users are disconnected. Similarly, if a user in the admi n
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user group changes the HTTPS configuration from only HTTPS to only HTTP, all logged-in users
are disconnected. For more information, see EPAP Support for HTTPS on GUI .

The user uses the Logout menu option to terminate the session. Alternatively, the user can be logged
out by session inactivity (interval defined by User Administration), by disabling in the HTTP or HTTPS
configuration, by administrator termination , and by selection of another window using another
independent browser.

EPAP GUI Main Screen

The EPAP graphical user interface main screen is composed of three frames, or window sections. The
topmost frame is the banner. The banner frame extends the entire width of the browser window. The
remainder of the browser window is divided vertically into two frames of unequal width. The smaller
frame on the left is the menu section. The larger frame on the right is the workspace section.

Banner Section

PDBA area PDBA area
PDBA @0 192.168.61.117 ACTIVE PDBA @ 192.168.61.96 STANDBY v
192.168.61.117 Alarms 192.168.61.118 Alarms
ACTIVE i Q O g ' STANDBY Q Q Q
EPAP A area EPAP B area

Figure 29: EPAP Banner Applet

EPAP Areas

The EPAP A and EPAP B areas contain information and displays to inform the user about the status
and operation of the servers.

Side Name PDBA Area
PDBA @ 192.16861.117 ACTIVE &«
M\ 192.168.61.117 Alarms

ACTIVE ’ ’ g

B .7 -5 i 0 L s o AR e 2l

Message Box Alarm LED/ Message History
Icon

Figure 30: EPAP Area

EPAP A and EPAP B each have their own sections in the applet, and are structured similarly. The
EPAP areas are described:
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e EPAP Server - This indicator shows which side of the EPAP (A or B) is represented by this area.
No action is available using a mouse click or mouse-over for this field.

* Name - The Name field displays the name of the EPAP represented by this area.

¢ Status - The Status field displays the current status of the EPAP:

¢ NONE: No established connection exists to the EPAP GUI Server. This can result because of
connectivity problems or because the EPAP GUI server is not running.

¢ DOWN: The maintenance task is not running. The box may be running or not.

¢ UP: The maintenance task is running (UP), but the box is experiencing some problem that
prevents it from becoming ACTIVE or STANDBY. This condition can result from a hardware,
software, or database problem.

* STANDBY: This EPAP is capable of being the active EPAP but is not for some reason. Valid
reasons are either its mate EPAP is active, or there are no Service Module cards to provision.
In the latter case, both EPAPs are STANDBY.

¢ FORCED STANDBY: This EPAP has been forced into the standby state by the user.

¢ ACTIVE: This EPAP is actively responsible for provisioning the Service Module cards with
data. It is also the machine that has the connection to the primary Service Module card for the
passage of maintenance and alarm information.

e VIOL: This is not a valid EPAP state. This indicator on the browser indicates that the client
browser's Java policy file is incorrect. For details, see Install Java Policy File.

e Alarm LEDs - The three Alarm LED show alarm conditions. The left LED indicates Critical alarms;
it turns red when a Critical alarm occurs. The middle LED indicates Major alarms, and turns orange
when a Major alarm occurs. The right LED indicates Minor alarms, and turns yellow when a Minor
alarm occurs. Within each LED is a count of how many alarms of that type are currently active.

Clicking on any LED or any count field brings up another window that gives more detail on the
actual alarms present.

The Alarm View window has the details about what alarms are present. The alarms are subdivided
into six categories by alarm type and severity. Each category displays its alarm bit mask for comparing
to the EAGLE MPS alarm output. Each alarm category also displays the actual text value and alarm
number for each of its active alarms.

For more information about these six alarm categories, refer to Decode MPS Alarm .

* Message Box - The message box is a horizontal scroll box that displays text messages for the user.
Banner information messages, sometimes referred to as “scroll by” messages, indicate the status
of the EPAP machine.

Below are some messages that are scrolled in the message box.

* Backup file system successful
¢ Restore RTDB in progress

¢ RTDB synchronization in progress
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* Message History - The Message History icon links to a Java applet that displays in a separate
window a history of the alarms and information messages for that server. Messages that scroll by
are recorded in the message history box. It serves as a sort of visual log of error events.

Entries are color-coded to match the severity of its Alarm LED. Messages are coded in the following
manner: red are critical, orange are major, yellow are minor, and white are information messages.
Optionally, you can suppress messages from appearing in the Message Box by clicking its entry
in the ‘Hide’ box in the Message History Box, a useful tool when you want to temporarily hide a
recurrent messages:

PDBA Area

The PDBA areas each occupy a part of the banner applet, and have the following indicators and
displays.

¢ Name - The Name field displays the name of the MPS in this area.

¢ Status - The Status field displays the current status of the EPAP in this area. The Status field values
are:

* NONE: No established connection currently exists to the EPAP GUI server. This can result
because of connectivity problems or because the GUI server is not running.

* DOWN: EPAP was contacted, but the PDBA software is not running.
* STANDBY: PDBA software is running as Standby.

¢ ACTIVE: PDBA software is running as Active.

¢ REPLERR: PDBA detected presence of a PDB replication failure.

Menu Section

The EPAP graphical user interface menu is located in the left frame of EPAP browser interface. At the
top of the frame is the software system title, EPAP, and a letter designation of the selected MPS machine,
either A or B. One or more submenus appear below the title, depending on the access privilege of the
user who views the menu. An icon accompanies the name of each submenu.

By clicking on the name or folder icon of a directory, the user may expand and contract the listing of
submenu contents in the typical “tree-menu” fashion. Directory contents may be either menu actions
or more submenus. When you click the Menu actions, the output is displayed in the workspace section,
which is the right frame of EPAP browser interface.

Workspace Section

The results of menu actions are displayed in the workspace section. The content of the workspace
section can be various things such as prompts or status reports. Every menu action that writes to the
workspace uses a standard format.

The format for the workspace is a page header and footer. In the header, the left-justified letter A or
B designates which MPS server this menu action affects. The right-justified menu will also display the
action title. The footer consists of a bar and text with the time when the page was generated, as well
as Tekelec copyright notice information.
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Workspace Syntax Checking

The web browser user interface uses layers of syntax checking to validate user input for text-entry
fields.

* Mouse-over syntax check: For many of the entry fields, a list of syntax hints can be displayed when
the mouse is moved oevr the field.

¢ Pop-up syntax checking: When the Submit button is clicked, syntax is verified on the client side
by code running on the user's browser. Incorrect syntax appears in a pop-up window, which
contains a description of the syntax error. When the window is dismissed, the error can be corrected,
and the input submitted again.

* Back-end syntax checking: When the Submit button has been clicked and the client side syntax
checking has found no errors, back-end syntax checking is performed. If back-end syntax checking
detects an error, it is displayed in the work space with an associated error code.

EPAP Graphical User Interface Menus

The EPAP menu is the main menu of the EPAP application. It provides the functions of the EPAP
User Interface. Figure 31: EPAP Menu shows the EPAP main menu.

E EPAP A: epapall

] Select Mate

|} Process Control

[ "] Maintenance

) RTDB

|| Debug

|} Platform

_| PDBA

[} User Administration
_] Change Password

] Logout

Figure 31: EPAP Menu

The EPAP menu provides three actions common to all users: Select Mate, Change Password, and
Logout. All the remaining actions are options assignable by the system administrator to groups and
individual users.

Select Mate

The Select Mate menu selection changes the menus and workspace areas to point to the EPAP mate.
This selection exchanges the status of the active and standby EPAPs. This basic action is available to
all users and is accessible from the main menu (Figure 31: EPAP Menu ).

If you are using EPAP A at the main menu, and you want to switch to EPAP B, you click the Select
Mate button on the main menu. The initial sign-on screen for the alternate server will be displayed.
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The Select Mate action does not cause the contents of the banner to change. However, the side (server)
changes in the workspace and at the top of the menu area to indicate the active EPAP.

Process Control Menu

The Process Control menu provides the start and stop software actions.

Start EPAP Software

The Start EPAP Software menu option contains a button to confirm that you do want to start or stop
the software processes and a checkbox to start the PDBA.

Stop EPAP Software

The Stop EPAP Software screen contains a button to confirm that the user wants to stop the software
processes. It also allows a choice to automatically restart the software when the server reboots.

A Stop EPAP Software

CATTTION: This action will stop all EPATP software processes, and will prevent the selected
EPAP from updating the ETDE until the EPAP software is re-started (by executing the Start
Software menu item).

W Check if yvou want the software to automatically start on reboot.

FPDEA
™ Check if you want to stop the PDBA software along with the EPATP software.
I Check if you the PDBA software to automatically start on reboot.

Are you sure you want to stop the EPAP software?

Stop EPAP Software

Figure 32: Stop EPAP Software Screen

Maintenance Menu
The Maintenance Menu allows the user to perform various EPAP platform tasks:
¢ Force Standby
* Display Release Levels
* Decode MPS Alarm
e RTDB Audit
» Configure File Transfer
* Automatic PDB/RTDB Backup
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Force Standby

The Maintenance / Force Standby menu gives the user the ability to view the EPAP status and change
the status.

The Force Standby menu provides the following actions:

View Status

The View Status screen displays whether or not EPAP is currently in a forced standby state.

A View Forced Standby Status

1 INFO: The STANDEY restriction 1s NOT currently in place for EPAP A

Figure 33: View Forced Standby Status Screen

Change Status

The Change Status screen displays the current state of the selected EPAP. If the EPAP is not currently
in forced standby mode, this screen lets the user force it into standby mode.

If the EPAP is currently in forced standby mode, the user can remove the standby restriction on the
selected EPAP. See the Change Forced Standby Status screen.

A Change Forced Standby Status

L]
1 INFO: The STAWNDETY restriction 18 NOT currently in place for EPAT &

Q CATTTION: This action will prevent this EPAP from updating the ETDE until the STANDEY
restriction is removed (by executing this menu ttemn again).

Activate STANDBY Restriction

Figure 34: Change Forced Standby Status Screen

Display Release Levels

The Maintenance / Display Release Levels screen displays release information.

Transaction Log Menu
The Transaction Log menu consists of:

¢ Retrieve Entries
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* Export to File

Decode MPS Alarm

The Maintenance / Decode EAGLE MPS Alarm screen lets the user decode the EAGLE output of MPS
alarms. The user enters the 16-character hexadecimal string from the EAGLE r ept - st at - nmps
command. The strings are encoded from one of the following five categories, which are reported by
UAM alarm data strings:

e (ritical Platform Alarm (UAM #0370, alarm data h"1000. . .")

* Major Platform Alarm (UAM #0372, alarm data h’3000 .. .")

* Major Application Alarm (UAM #0373, alarm data h“4000 . . .")

e Minor Platform Alarm (UAM #0374, alarm data h’5000 . . .")

* Minor Application Alarm (UAM #0375, alarm data h’6000 . . .")

The string included in the alarm messages is decoded into a category and a list of each MPS alarm

that the hexadecimal string represents. The user should compare the decoded category with the source
of the hex string as a sanity check. Message details can be found in Alarms and Maintenance Guide.

RTDB Audit

The Maintenance / RTDB Audit menu lets the user view and change the auditing of the selected EPAP.
The RTDB Audit menu provides:

* View Enabled

* Change Enabled

View Enabled
The Maintenance / RTDB Audit / View Enable menu selection lets the user view the status of RTDB

audit enabled:.

Change Enabled

The Maintenance / RTDB Audit / Change Enabled screen turns auditing on and off for the RTDB that
is on the selected EPAP. The user interface detects the whether RTDB audit is engaged or disengaged,
and provides the associated screen to toggle the state.

Configure File Transfer
This screen has several different functions. This screen can be used to:

* Define the location of where the results of the automatic import are stored.
¢ Provide the options for enabling/disabling the Automatic Export capability.

* Provide a mechanism for testing the connection to the remote machine. This is done by using the
username/ password and IP address provided to attempt to make an SFTP connection to the remote
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machine. The status of the connection is then displayed . This test is run anytime the data on this
screen is entered or modified.

This screen consists of the following fields:
* Remote System IP Address - the IP address from where the data will be exported (customer system).
* Remote System User Name - required for logging onto the customer system

* Remote System Password - required for logging onto the customer system. This password will be
stored in encrypted format.

* Remote System SFTP Location - the location of the directory on the customer system.

* File Export to Remote System - this is used to return the results of the import file (default = enabled

)-
The Configure File Transfer Screen is shown in Figure 35: Configure File Transfer Screen.

A Configure File Transfer

Remote system IP address: |

Eemote systern User natne: |

Femote system password: |

Remote system sftp location: |

File export to remote system: Enabled '|

Submit data |

Figure 35: Configure File Transfer Screen

Automatic PDB/RTDB Backup

This screen is used to configure the Automatic PDB/RTDB Backup. The options for backup type are:
* Local - Backup is stored on the same EPAP server

* Mate - Backup is stored on the mate EPAP server

* Remote - Backup is stored on a remote server

* None - No backup is scheduled and cancel all previously scheduled backups. This will not affect
a backup that is currently in progress.

Note: Verify there is adequate disk space (approximately 17 GB of disk space is required per
backup) to store backup files locally, on the mate, or on a remote server. If there is inadequate disk
space to store 3 copies on the local or mate, stored backups will not be overwritten, and backup
operation failure alarms will be generated.
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Use Table 18: Mandatory and Optional Parameters as a guide when populating the Automatic PDB/RTDB
Backup screen. See Figure 36: Automatic PDB/RTDB Backup Screen.

Table 18: Mandatory and Optional Parameters

Parameter Backup Type
Local Mate Remote

Time of the day to start the Backup Mandatory Mandatory Mandatory
Frequency Mandatory Mandatory Mandatory
File Path (Directory only) Optional Optional Mandatory
Remote Machine IP Address Not Applicable Not Applicable [Mandatory
(3OXXXXXXXX.XXX)
Login Name Not Applicable Not Applicable |Mandatory
Password Not Applicable Not Applicable [Mandatory
Save the local copies in the default path | Not Applicable Optional Mandatory
Do you want to delete the old backups | Mandatory Mandatory Not Applicable
(Local and Mate only) Note: If you choose
Yes, only the last three backup files,
including the current one will be kept.

Tekelec recommends that this Automatic PDB/RTDB Backup be performed on a daily (24 hour) basis.
If the 12-hour frequency is selected, the first backup will always be created in the AM. For example,
if the Time of the day to start the backup is selected as 15:00, the first backup will be created at 3 AM
and then subsequent backups at 12-hour intervals.

The default file path where subdirectories are created (in the mate and locally) is /var/TKLC/epap/free/.

In the case of mate and remote backup destinations, a local copy is saved (even if the option not to
save the local copy was selected) if the transfer of the file fails after the backup has been created on
the local machine. This file is located at the default file path.

If the Automatic PDB/RTDB backups are being directed to a remote server, then before scheduling:

e The SFTP must be installed at the remote server
¢ The connection to the remote server must be validated
* Verify there is adequate disk space (approximately 17 GB of disk space is required per backup)

* Verify user name and password.

When using the Automatic PDB/RTDB Backup screen to configure the automatic backup, follow these
semantic rules:

Backup Type - Select None to cancel Backups.
Time of the Day should be in hh:mm 24 hour (14:03) format.
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File path (in remote only) should be the absolute path from root /backups/xxxx

IP address should be in xxx.yyy.zzz.aaa format (192.168.210.111).
Password entered by the user shall be displayed in asterisk (*)

Magnus-A

Automatic PDB/RTDB Backup

(Parameters marked with * are mandatory)

Backup Type*

(Select Mone to Cancel

Baclkups)

Time of the day to start the

Backup*
Frequency™®

File Path
(Directory only)

Remote Machine TP Address™

(300 3008 X007, 300K)
Login Name*

Password®*

Save the local copies m the

default path™®

Do you want to delete the old
backups™

(Local and Iate only)
NoteIf you select YES, only
the last three

backup files will be retained

® Yes

No

O No

| Submit Schedule

Figure 36: Automatic PDB/RTDB Backup Screen

Schedule EPAP Tasks

Maintenance /Schedule EPAP Task

This screen is used to Schedule EPAP Tasks. Through this screen the customer has a choice of what
tasks to be scheduled as well as the day and time of day for the execution of the tasks.

The tasks can be scheduled at a specific time for each of the following repeat periods: at specific minute,
at specific hour, every N number of days (N can be up to 30), on specific days of the week, on a specified

day of the month, or on a specified day of the year.

The Schedule EPAP Tasks screen is used to display any existing tasks and to create a task by specifying
the type, ID, Action, Parameters, as well as the time and repeat period. In addition, a Comment field

is available to describe the task.

Figure 37: Schedule EPAP Tasks Screen is an example of the Schedule EPAP Tasks screen.
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Figure 37: Schedule EPAP Tasks Screen

Existing Tasks

The Existing Tasks portion at the top of the screen displays all currently scheduled tasks in table
format.

Clicking on a column heading causes the entries in that column to be sorted, either alphabetically or
numerically, depending on whether the column entries start with a letter or a number. Clicking the
column again sorts the entries in the opposite order.

Clicking on a row causes the data contained in that task to be displayed in the data entry fields below
the table, to view, modify or to delete the tasks.

Scheduling Options

The Scheduling Options section of the Schedule Tasks screen allows the user to choose how often to
repeat the scheduled task and to specify the exact day and time. The appearance of this section changes
depending on which Repeat Period radio button is selected:

The following fields are the same among the various Repeat Period selections (for more information

about fields that differ depending on the Repeat Period selected, see Variable Fields in Scheduling Options:

Type: Type of the task can be specified in this field.

ID: ID of the task can be specified in this field.

Action: Action of the task specified by adding the path for the task.

Parameters: Parameters for the task can be specified in this field.

Comment: Use this optional field to add comments about Tasks. The content of this

field is stored and displayed on the GUI, but it is not used otherwise.
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Variable Fields in Scheduling Options

The following sections describe how the Scheduling Options fields change depending on the Repeat
Period that is selected.

Minutely Repeat Period

To schedule the task to be run minutely, select the minutely radio button, select the minute and
optionally enter a comment.

Hourly Repeat Period

To schedule the task to be run hourly, select the hourly radio button, select the hour, select the minute
and optionally enter a comment.

Daily Repeat Period

To schedule the task to be run every N days, select the Daily radio button, specify a number (N) to
indicate that the Task should be run every N days, select the time and optionally enter a comment.

Note: Although the maximum value allowed in the day(s) field is 30.

Weekly Repeat Period

To schedule the task to be run each week, select the Weekly radio button, select one or more days of
the week, select the time and optionally enter a comment.

Monthly Repeat Period

To schedule the tasks to be run one day each month, select the Monthly radio button, select a numeric
day of the month, select the time and optionally enter a comment.

Note: For months that do not contain the number of days specified in the Day field, the task will run
on the first day of the following month. (For example, if the Day field value is 29, the task will run on
March 1 rather in February for any year that is not a leap year.)

Yearly Repeat Period

To schedule the tasks to be run one day each year, select the Yearly radio button, select a numeric day
of the year, select the day of the month, select the time, and optionally enter a comment.

Add, Modify, and Delete Buttons
The Add, Modify, and Delete buttons are located at the bottom of the Schedule EPAP Tasks screen.

Add To add a scheduled EPAP Task, enter all the data to describe the task, and click the Add
button.

If the task, as described by the current data in the data entry fields, does not exactly
match an existing task, a new task is scheduled. If the task exactly matches an existing
task, an error message is displayed.

Modify To modify a scheduled EPAP Task, click that task in the Existing Tasks in Tasks table,
change any data that describes the task, and click the Modify button. The Modify button
is selectable only when an entry in the Existing Tasks table at the top of the screen has
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been selected and one or more fields other than Type and ID on the screen have been
changed.

Delete To delete a scheduled Task, click that task in the Existing EPAP Tasks table, and click
the Delete button.

The Delete button is selectable only when an entry in the Existing Tasks table at the top
of the screen has been selected.

EPAP Security

This menu allows the user to view / configure access security for EPAP server. The user can view /change
the following two configurations:

e Restrict/Allow command line access to server root account.

* Restrict/Allow server access to only authorized IPs or to all.

1 Process Control
‘= Maintenance
# ] Force Standby
_) Display Release Levels
) Decode MPS Alarm
+_] RTDB Audit
_] Configure File Transfer
] Automatic PDB/RTDE Backup
] Schedule EPAP Tasks
-1 EPAP Secunty
] View Security Configuratior
_] Change Security Configurat

Figure 38: EPAP Security menu

View Security Configuration

This menu allows the user to view security access for EPAP server on which the GUl is open. The user
can view the following two configurations:

e Restrict command line access to server root account.
* Restrict server access to only authorized IPs or to all.

Configuration may be different on mate. To view configuration on mate, select mate from GUI and
select MaintenanceEPAP SecurityView Security Configuration on mate to view configuration on
mate server.

When the value of Restrict remote access to server root account is set to No, root can access the server
using ssh. When the value of Restrict remote access to server root account is set to Yes, root cannot directly
access the server using ssh. However, the user can ssh to the server as epapdev and then do an su

- r oot to access the server as root.

When the value of Restrict server access to authorized IPs is set to No, the server can be accessed from
any IP address. When the value of Restrict server access to authorized IPs is set to Yes, the server can be
accessed only from the IP addresses that are added in file / et ¢/ host s. al | ow.
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A View Security Configuration
Eestnct remote access bo server root account: e
Eestrict server access to authorized [P Mo

Figure 39: View Security Configuration

Change Security Configuration

This menu allows the user to change security access for EPAP server on which the GUI is open. The
user can change the following two configurations:

e Restrict/Allow command line access to server root account.
* Restrict/Allow server access to only authorized IPs or to all.

Configuration will only be done on the server on which the GUI is open. To change configuration on
mate, select mate from GUI and select MaintenanceEPAP SecurityChange Security Configuration.

A Change Security Configuration
Restrict remote access to server root account O
Restrict server access te authorized [Ps: ]

Submit Changes

Figure 40: Change Security Configuration

RTDB Menu

The RTDB (Real-Time Database) Menu allows the user to interact with the RTDB for status, reloading,
and updating.

The RTDB menu supports viewing the RTDB and performing maintenance tasks:

e View RTDB Status
e RTDB Menu - Maintenance

e Retrieve Records

View RTDB Status

The RTDB / View RTDB Status screen displays the current level and birthday of the EPAP RTDBs.
This selection displays the RTDB status information for both the selected EPAP and its mate. The
status information reports the DB level and the DB birthday (date and time of the creation of the
database). The RTDB Status refresh time can be viewed and changed with this screen.

Note: The IMSI count returned from the RTDB and the IMSI count returned from the PDB may not
match when there is both G-Flex and EIR data. Any IMSI created for EIR that does not have a G-Flex
IMSI association is not included in the IMSI counts of the PDB. The PDB reports only G-Flex IMSIs.
The RTDB reports the total of G-Flex and EIR IMSIs as one count.
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Figure 41: View RTDB Status Screen

RTDB Menu - Maintenance

The RTDB / Maintenance menu allows the user to perform reloads, backups, restores and specify a
time limit for PDB records to arrive at the RTDB.

The RTDB / Maintenance menu provides the following actions:

® Reload RTDB from PDBA
® Reload RTDB from Remote
®  Backup the RTDB
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® Restore the RTDB
* PDBA / Maintenance / Configure PDBA Record Delay

Reload RTDB from PDBA

The RTDB / Maintenance / Reload RTDB from PDBA screen reloads the RTDB with a copy of the
data from the local PDBA.

Note: If the RTDBs have different birthdates (as a result of this reload), you must perform a Reload
RTDB from Remote on the mate EPAP (see Reload RTDB from Remote). RTDBs with different birthdates
may not take updates or update the Service Module cards.

Reload RTDB from Remote

The RTDB / Maintenance / Reload RTDB from Remote screen makes a copy of the RTDB from the
specified source machine, either the mate EPAP or a specified IP address. Note: the EPAP software
must be stopped on both of the machines involved:

A Reload RTDB from Remote

This action will copy the RTDB from the specified source machine to the local
machine, The EPAP software must be stopped on both the source and
destination machine in order for the copy to be allowed.

& Mate
" Remote IF |

Source EPAP;

Begin RTDE Reload from Remote |

Figure 42: Reload RTDB from Remote Screen

To perform the copy of the RTDB contents, select the source machine and press the Begin RTDB Reload
from Remote button.

Backup the RTDB

The RTDB / Maintenance / Backup the RTDB screen allows the user to backup the RTDB to a specified
file on the selected EPAP. The software must be stopped on the selected EPAP for the backup to be
allowed to ensure that no updates are occurring:
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A Backup the RTDB

This action will backup the RTDB to the file on the selected EPAP. The EPAP software
must be stopped on the selected EPAP in order for the backup to be allowed.

Backup will be stored m the file: fvar/ TELC/epap/freeitdbBackup_megalon-a 20030528154 103 tar

Backup RTDB |

Figure 43: Backup the RTDB Screen

Restore the RTDB

The RTDB / Maintenance / Restore the RTDB screen allows the user to restore the RTDB from the
specified file on the selected EPAP. The software must be stopped on the selected EPAP for the restore
action to be allowed to ensure that no other updates are occurring.

Note: If the RTDBs have different birthdates (as a result of this restore), you must perform a Reload
RTDB from Remote on the mate EPAP (see Reload RTDB from Remote). RTDBs with different birthdates
may not take updates or update the Service Module cards.

A Restore the RTDB

Q CAUTION: This action will restore the RTDE from the specified file on the selected EPAP. The EPAP
software must be stopped on the selected EPAP in order for the restore to be allowed.

Originating

File Name File Size Creation Time
Host

Select Type

Wed May 21 2003 14:33.03
EDT

" rtdbBackup megaloti-a ttdbBackup megalon-a.. 40022 bytes  Tue May 27 2003 11:31:36 EDT
rtdbBackup megaloti-a ttdbBackup megalon-a... 40022 bytes  Tue May 27 2003 13:51:53 EDT

C  rtdbBackup  megalon-a  tdbBackup megalon-a . 241090560 bytes

Restore RTDE from the Selected File.

Figure 44: Restore the RTDB

To restore the RTDB contents from a specified file on the selected EPAP, stop the selected EPAP
software. Select the proper file and click the Restore RTDB from the Selected File button.

Configure Record Delay

The RTDB / Maintenance / Configure Record Delay screen allows the user to specify the time in
minutes for new PDB records to appear in the RTDB. If records take longer to arrive at the RTDB than
this amount of time, the records are considered late, and the RTDB triggers an alarm:
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A Configure Record Delay

This parameter determines the number of minutes allewed for new PDE records to appear in the ETDE
before they are considered late. If records take longer than this amount of time to arrive at the RTDE, the
ETDE will trigger an alarm.

Iazimum allowed record delay: |1 5

Change Record Delay |

Figure 45: Configure Record Delay Screen

To update the time period for the new PDB records to arrive at the RTDB, enter the desired value in
the entry field, and click the Change Record Delay button.

Retrieve Records

The RTDB / Retrieve Records menu allows the user to query (from the web GUI) data that resides in
the RTDB (Real-Time Database). The user can compare data in the PDB (Provisioning Database) with
data in the RTDB to verify that they are consistent:

The RTDB / Retrieve Records menu contains:

* IMSI

e DN

* DN Block

* Network Entity
* IMEI

e IMEI Block

IMSI

The RTDB / Retrieve Records / IMSI screen allows the user to retrieve information about about an
IMSI (International Mobile Subscriber Identity).

The output displays the following information about an IMSI:

e IMSIID

e SP

* NE data for the Service Provider of the IMSI (see Network Entity)

¢ IMEI data if the IMSI being retrieved is associated with an IMEI (see IMEI)
DN

The RTDB / Retrieve Records / DN screen allows the user to retrieve information about a single
Dialed Number (DN).

The output displays the following information about single DNs:
e ID
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¢ Portability type (PT)
* Associated SP or RN
* Network Entity (NE) data (if the DN being retrieved is associated with up to 2 NEs)

If a DN cannot be found in the single DN database, the DN Block database is searched.
DN Block

The RTDB / Retrieve Records / DN Block screen allows the user to retrieve information about about
a DN block.

The output displays the following information about a block DN:

e First DN

e Last DN

e PT

* Associated SP or RN

¢ NE data (if the DN Block being retrieved is associated with up to 2 NEs)

If a DN cannot be found in the single DN database, the DN Block database is searched.
Network Entity

The RTDB / Retrieve Records / Network Entity screen allows the user to retrieve information about
a network entity:

The output displays the following information about a network entity:
e ID

e Type (RN, SP, VMS, GRN)

¢ Point Code

* Routing indicator (RI)

* Subsystem Number (SSN)

e (Cancel Called Global Title (CCGT)

* New Translation Type (NTT)

e New Nature of Address Indicator (NNAI)

* New Numbering Plan (NNP)

* Digit Action (DA)

e SRF IMSI (Signaling Relay Function International Mobile Subscriber Identity)
* DN Reference Count

e IMSI Reference Count
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IMEI

The RTDB / Retrieve Records / IMSI screen allows the user to retrieve information about about an
IMSI.

The output information displays:

e IMEIID

e Software Version (SVN)
¢ Black list indicator

* Gray list indicator

e  White list indicator

e An IMSI reference count to show the number of IMSIs that are associated with an IMEI.

The IMEI lookup is performed on the IMEI blocks database when an IMEI is not present in the
individual IMEI database.

IMEI Block

The RTDB / Retrieve Records / IMEI Block screen allows the user to retrieve information about a
single IMEI (International Mobile Equipment Identity) block.

The output information displays:

e First IMEI
e Last IMEI
e Black list indicator
* Gray list indicator

e  White list indicator

Debug Menu

The Debug Menu allows the user to view logs and list running processes.
The Debug menu actions are:

e View Logs

* Capture Log Files

* Manage Logs and Backups

* View Any File

» List EPAP Processes

View Logs

The Debug / View Logs menu allows appuser to view such logs as the Maintenance, RTDB,
Provisioning, RTDB audit, and UI logs.
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The View Logs menu options are:

¢ Maintenance Log
e RTDB Log

* Provisioning Log
* RTDB Audit Log
e CGILog

* GSLog

When any of the Debug / View Logs files are chosen, the process is the same. The chosen selection
causes a screen similar to the View Maintenance Log screen. Press the Open View Window button to
activate the View Window viewer for the log file selected in the View Logs menu.

Opening any log in this window displays the requested log in the log viewer window. All log view
screens require an authorized password for the user appuser . All log files are viewed with the EPAP
Log Viewer utility.

EPAP Log Viewer

Viewing any log file involves using the Log Viewer. Menu options using the log viewer first display
a request screen.

Invoke the log viewer by pressing the Open View Window button. This opens the SSH User
Authentication window. Only appuser can view logs. The appuser password is required to log in.
The Log viewer appears in its own window. You can continue using the user interface while viewing
the selected file.

Use the log viewer navigation commands in Table 19: Log Viewer Navigation Commands to navigate
through the file displayed by the log viewer.

Table 19: Log Viewer Navigation Commands

Command Action
<return> Scroll down 1 line
<space> Scroll down 1 page
b Scroll up 1 page
G Go to bottom of file
/ {pattern} Search for {pattern} from current position in file
n Repeat search
q Exit log viewer

When finished, close the Log Viewer window by clicking the Close View Window button.
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Capture Log Files

The Debug /Capture Log Files screen allows the user to make a copy of the logs for the current MPS.
Optionally, you can capture files with the logs.

When you click the Capture Logs button, the copy of the log files occurs, and a successful completion
message.

Manage Logs and Backups

The Debug / Manage Logs and Backups displays the captured log files and allows the user to delete
the copies no longer wanted or copy the selected file to the mate. See Figure 46: Manage Logs & Backups
Screen with an example of one recorded log file on the Manage Log Files screen.

A Manage Logs & Backups

Logs & Backugps partition space allocation: Sipe: 1046, Used: 177G, Avadable: 821G, Usage: 17%

Select Type Originating Host File Name File Size Creation Time
L] loguCaptare EPAP4S logsCaptre EPAP4D 290 bates Fri November 23 2012 212852 EST
1 pdbBackup EPAP4S pclbBackup EFAPMS. 2.5G bytes Sun December 30 2012 22:07:3]1 EST
O pdBadagp EPAP49 pbBackup EPAP49 . 2.5G bytes Tha November 22 2012 23:53:22 EST
O ncdbBackup EPAP4S ndbBackup EPAP4L 1.8 bytes Sun December 30 2012 22:07.58 EST
O ndbBackp EPAP4Y rdbBackup EPAP49..  19Gbytes  Wed November 21 2012 23:23:54 EST
| Delets Solecied Fisis) | | Copy in Maw Selecied Fie(s) |

Figure 46: Manage Logs & Backups Screen

In the Manage Log Files screen, you can remove a log file by clicking the Delete? button and then the
Delete Selected Capture File button. A successful removal message appears.

View Any File

The View Any File screen allows the user to view any file on the system using the Log Viewer by
entering the authorized passwoed for the user appuser . When the user enters a file, the Log Viewer
is invoked.

Opening any file in this window displays the requested file in the file viewer window. All files are
viewed with the same file viewing utility. For details about this utility, see Platform Menu.

List EPAP Processes

The Debug / List EPAP Processes screen shows the EPAP processes started when the EPAP boots or
with the “Start EPAP software” prompt. The / usr/ ucb/ ps - auxw command generates this list.
The operating system's manual page for the ps command thoroughly defines the output for this
command. Figure 47: Example of List EPAP Processes Output shows an example of the format of the
process list.
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List EPAP Software Processes =
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—-——=—= toprnode (2 of 2)
UZER PID %CPU %MEM

epapdewv 4509 0.0
epapdev 4511 0.0

———— maint (1 of 1)

T3ER PID %CPU 3%

epapdewv 45617 0.0

———-— provEMTP (4 of
UIER PID %CPU
epapdev 4570 0.0

-———— g3 (Ll of 1) ————————————————

epapdewv 45837 0.0
epapdewv 4704 0.0
epapdev 4715 0.0
USER FID %CPU

epapdew 4566 0.1

———— rtdb {1 of 1)
USER FID %CPU

«

Figure 47: Example of List EPAP Processes Output

Platform Menu
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COMMAND
/opt/TELCepap/h
/opt/TELCepap/h

COMMAND
Jopt/TELCepap/b

COMMAND —
fopt/TELCepap/h
Jopt/TELCepap/h
fopt/ TELCepap/h
fopt/TELCepap/b

COMMAND
fopt/TELCappl/h

COMMAND =
= )

The Platform Menu allows the user to perform various platform-related functions. The Platform menu

provides these actions:

* Run Health Check
e List All Processes
e View System Log
® Reboot the MPS

e SSHto MPS

Run Health Check

The Platform / Run Health Check screen allows the user to execute the health check routine on the
selected EPAP. Alarms and Maintenance Guide describes the health check in detail.

The first screen presented in the workspace frame lets the user select the normal or verbose mode of

output detail.
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The EPAP system health check utility performs multiple tests of the server. For each test, check and
balances verify the health of the MPS server and platform software. Refer to System Health Check in
Alarms and Maintenance Guide for the functions performed and how to interpret the results of the
normal outputs

List All Processes

The Platform / List All Processes screen lists all processes running on the selected EPAP. The
{usr/uch/ps -auxw command generates this list. The operating system's manual page for the ps
command thoroughly defines the output for this command. Figure 48: List All Processes Screen shows
an example of the process list.

A List All Processes
USER PID %CPU $MENM V3Z R33 TTY STAT START TIME COMMAND
root 1 0.0 0.3 13580 460 ? ] Mavzl 0:20 init [4]
root Z2 0.0 0.0 a a2 k=1 MayZl 0:00 [migration/0]
root 3 0.0 0.0 u] a2 k=10 Mayzl 0:00 [keventd]
root 4 0.0 0.0 u] o2 SUN Mawyal 0:00 [ksoftirgd CPUO]
root 9 0.0 0.0 u] o2 W Mayzl 0:01 [bdflush)]
root 5 0.0 0.0 u] o 2 k=11) HMayal 0:20 [kswapd]
root 6 0.0 0.0 o o2 =11 Mayz2il 0:00 [kscand/DMi]
root 7 0.0 0.0 u] o 2 2w HMayal 5:49 [kecand/Normal]
root 8 0.0 0.0 u] o 2 =11 Mayz21l 0:00 [kscand/HighMem]
root 10 0.0 0.0 u] a2 3w Mavzl 0:29 [kupdated]
root 11 0.0 0.0 a a2 SW May2l 0:00 [mdrecoveryd]
root 15 0.0 0.0 a a2 =1 Mavyzl Z2:41 [kjournald]
root 63 0.0 0.0 u] o2 =11 May21l 0:00 [khubd]
root 1170 0.0 0.0 a a2 =11 May21l 0:00 [kjournald]
root 1422 0.0 0.0 u] o2 1) Mayz1l 0:00 [ethO]
root 1494 0.0 0.0 u] o2 W Mayz1l 0:00 [ethl]
root 1562 0.0 0.0 u] o2 1) Mayzl 0:00 [ethZ]
root 1724 0.0 0.4 1456 564 2 3 MayZl 0:10 syslogd -m O
root 1728 0.0 0.3 1372 4z4 2 3 Mavzl 0:09 klogd -x =
- 1027 NN [ - 2CNo b e ) - (=3 LN | Meim2 Lanmam fomlm S oan S o1 -]
1 | »

Figure 48: List All Processes Screen

Note:

The process list shown here will not be the same on your EPAP servers. The output from this command
is unique for each EPAP, depending on the EPAP software processes, the number of active EPAP user
interface processes, and other operational conditions.

View System Log

The Platform / View System Log screen allows the user to display the System Log. Each time a system
maintenance activity occurs, an entry is made in the System Log. When the user chooses this menu
selection, the View the System Log screen is displayed. The user is required to enter the authorized
password for the user appuser.

When the user clicks the Open View Window button, the system shows the System Log in the Log
Viewer window. The use of the Log Viewer is described Platform Menu.
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Reboot the MPS

The Platform / Reboot the MPS screen allows the user to reboot the selected EPAP. All EPAP software
processes running on the selected EPAP are shut down normally.

When you click the Reboot MPS button, a cautionary message appears, informing the user that this
action instructs EPAP to stop all activity and to prevent the RTDB from being updated with new
subscriber data.

Click the Continue button. Another screen informs you that MPS is being rebooted and that the User
Interface will be reconnected when the reboot is completed.

SSH to MPS

The Platform / SSH to MPS screen allows the user to have an SSHwindow to the user interface user.
Clicking on the Connect button opens the SSH User Authentication window. A user name and password
are required to log in. Only the IP address of the local EPAP is accepted when using SSH to MPS.

After a successful login, the SSH window opens and is used to perform SSH communications.

PDBA Menu

The PDBA (Provisioning Database Administration) menu allows the user to maintain and modify the
PDBA. The user sees this menu only on EPAP A.

The PDBA menu provides the control, management, and maintenance of the Provisioning Database
Administration facility. This menu provides:

e Select Other PDBA

e Switchover PDBA State
® Process Control

e View PDBA Status

* Manage Data

* Authorized IP List

* DSM Info

e PDBA /Maintenance

e List PDBI Connections
e PDBI Statistics Report

To schedule an export to be run one day each month, select the Monthly radio button, select a numeric
day of the month, select the time, and optionally enter a comment, as shown in Figure 3-190.

To schedule an export to be run one day each year, select the Yearly radio button, select a numeric
day of the year, select the time, and optionally enter a comment, as shown in Figure 3-191.
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Select Other PDBA

The PDBA / Select Other PDBA is an action performed from the PDBA menu screen. It provides access
to the remote PDBA GUL

Access the user interface on the remote PDBA. From this screen, you sign on and perform the PDBA
actions that you want from the remote PDBA.

Switchover PDBA State

The PDBA / Switchover PDBA State screen lets you switch the active and standby PDBAs. This action
toggles the states from one state to the other. When you choose the Select Other PDBA menu item, a
screen requires you to confirm the switchover from the Active to the Standby PDBA, or the reverse.

Notice that if only one PDBA is available, you are warned that the action can cause synchronization
problems.

Process Control
The PDBA / Process Control menu lets you to start and stop the PDBA application.
The PDBA / Process Control menu provides these actions:

e Start PDBA Software
* Stop PDBA Software

Start PDBA Software

The PDBA / Process Control / Start PDBA Software screen begins the execution of the PDBA software.
When you click the Start PDBA Software button, the EPAP attempts to start the software. Starting the
PDBA software from this menu item also clears the indicator that keeps the software from being
automatically started on a reboot

A Start PDBA Software

Are you sure you want to start the PDBA software?

Start PDBA Software

Figure 49: Start PDBA Software Screen

When you choose the Start PDBA Software screen, another screen requires to confirm your choice to
start the PDBA software. Click the Start PDBA Software button.

Stop PDBA Software
The PDBA / Process Control / Stop PDBA Software screen stops the PDBA software.
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The screen also has a checkbox that lets users specify whether PDBA is to be automatically restarted
when the machine boots. Ifthis checkbox is selected, the software can only be restarted via the Start
PDBA menu. .

The Stop PDBA Software button launches the successful stopping of the PDBA..

View PDBA Status

The PDBA / View PDBA Status screen is used to display the current status of the selected PDBA. The
PDBA Status refresh time can be viewed and changed with this screen.

A

View PDBA Status —

Status:
Level:

DI Prefix:

Counts:

RTDB
Clients:

Status:

Counts:

Free space: 7532544 kB

PDBA@192.168.55.76 Status

ACTIVE Version: 1.0
141850751 Birthday: 09/04/2003 19:09:38 GMT
IMST Prefiz:

IMSTs=18197826, DNs=24161663, DN Blocks=50000, NEs=369, IMEIs=6114046, IMEL

Blocks=43393 [

Address Level Time Difference
192.168.2.200 (mate) 141850751 0
192.168.55.76 141850751 0

PDB@192.168.55.76 Status
Database daemon is running

IMSTs=18197826, DNs=24161663, DNElocks=50000, NEs=369, IMEIs=6114046,
IMETBlocks=49393

=
PDBA@192.168.61.176 Status |
Status: STANDBY Version: 1.0
Level: 141850751 Birthday: 059/04/2003 19:09:38 GMT
DN Prefix: IMST Prefix:
Counts: STs=18197826, DNs=24161663, DI Blocks=50000, NEs=369, IMEIs=6114046, IMEI
Blocks=49993
RII.'DB Address Level Time Difference
Clients:
192.168.61.176 141850751 0
192.168.61.160 141850751 0
192.168.2.200 {mate) 141850751 0
192.168.61.170 141850751 0
192.168.61.171 141850751 0
192.168.61.159 141850751 0
PDB@192.168.61.176 Status
Status: Database daemon is not running
Refresh Options -
Zfz:f;i?:a Status refresh time [D_ | Change refresh time I =tamirefrest -

Figure 50: An Example PDBA Status Screen

Note: The IMSI count returned from the RTDB and the IMSI count returned from the PDB may not
match when there is both G-Flex and EIR data. Any IMSI created for EIR that does not have a G-Flex
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IMSI association is not included in the IMSI counts of the PDB. The PDB reports only G-Flex IMSIs.
The RTDB reports the total of G-Flex and EIR IMSIs as one count.

Manage Data

The PDBA / Manage Data menu lets you add, update, delete, and view subscriptions in the Provisioning
Database (PDB).

Note:

Use this menu only for the emergency provisioning of individual subscriptions. This menu is not
intended for provisioning large numbers of subscriptions. For normal provisioning activities, the user
must create a separate provisioning application that communicates with the PDBA program.

The PDBA / Manage Data menu provides these actions:
e IMSI

e [MSI Range

¢ Dialed Numbers (DN)
e DN Block

* Network Entity

* Individual IMEI

* Block IMEI

* Send PDBI Command

* EPAP Provisioning Blacklist Menu

IMSI

The PDBA / Manage Data / menu is used to add, update, delete, and view subscriptions in the
Provisioning Database (PDB).

The PDBA / Manage Data / IMSI menu provides these actions:
e Addan IMSI

s Update an IMSI

¢ Delete an IMSI

® Retrieve an IMSI

Add an IMSI

The PDBA / Manage Data / IMSI / Add an IMSI screen promptsthe user for the fields needed to add
an IMSI to the Provisioning Database (PDB). If there is a conflicting subscription in the PDB,the user
is prompted to confirm before overwriting the existing subscription.

Update an IMSI

The PDBA / Manage Data / IMSI / Update IMSI screen prompts the user for the fields necessary to
change the SP for an IMSI in the Provisioning Database (PDB).

E54368 Revision 2, March 2015 102



Administration Guide EPAP Graphical User Interface

Delete an IMSI

The PDBA / Manage Data / IMSI / Delete an IMSI screen prompts the user for the fields necessary
to remove a subscription from the Provisioning Database (PDB)..

Retrieve an IMSI

The PDBA / Manage Data / IMSI / Retrieve an IMSI screen prompts you for the fields necessary to
retrieve subscriptions from the Provisioning Database (PDB). If you specify the ‘last IMSI’, all
subscriptions from the ‘first IMSI” and ‘last IMSI” are shown.

Figure 51: Retrieve IMSI Screen shows a sample output form the Retrieve IMSI menu action. The choices
for the drop down menu for the Display field are: All data elements, Network entries only, and Record
counts only.

A Retrieve an IMS|

& Retrieve mformation for a single Thi=T:

IMET to retrieve: |
OFR.
" Eetrieve information for an Thi=T range:
First TMST in the range: |
Last IMST in the range: |
Only show IMSTs on this SP: | {ophonal)

Iazimum number of records to return: (optional)

Type of mformation to return: | [

Retriewe |

Figure 51: Retrieve IMSI Screen

IMSI Range

Note: The screens available under the IMSI Range Menu are only operational to SOG customers.

The PDBA / Manage Data /IMSI Range menu is used to add, update, delete, and view subscription
in the Provisioning Database (PDB).

The PDBA / Manage Data / IMSI Range menu provides these actions:
* Add an IMSI Range

* Update an IMSI Range
* Delete an IMSI Range
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* Retrieve an IMSI Range

Add an IMSI Range

The PDBA / Manage Data / IMSI Range / Add an IMSI Range screen prompts you for the fields
needed to add an IMSI range to the Provisioning Database (PDB).

Note: This screen is only operational to SOG customers.

Update an IMSI Range

The PDBA / Manage Data / IMSI Range / Update an IMSI Range screen prompts the user for the
fields necessary to change the SP for an IMSI Range in the Provisioning Database (PDB).

Note: This screen is only operational to SOG customers.

Delete an IMSI Range

The PDBA / Manage Data / IMSI Range / Delete an IMSI Range screen prompts the user for the fields
necessary to remove a subscription range from the Provisioning Database (PDB).

Note: This screen is only operational to SOG customers.

Retrieve an IMSI Range

The PDBA / Manage Data / IMSI Range / Retrieve an IMSI Range screen prompts you for the fields
necessary to retrieve subscriptions from the Provisioning Database (PDB). All subscriptions overlapping
the Beginning IMSI to the Ending IMSI are shown. The Ending IMSI is not required.

Note: This screen is only operational to SOG customers.
Dialed Numbers (DN)

The PDBA / Manage Data / DN menu lets you add, update, delete, and view dialed numbers (DNs)
in the Provisioning Database (PDB). A ‘dialed number’ can refer to any mobile or wireline subscriber
number and can include MSISDN, MDN, MIN, or the wireline Dialed Number.

The PDBA / Manage Data / DN menu provides these actions:
e Adda DN

s Updatea DN

* Deletea DN

® Retrieve a DN

Add a DN

The PDBA / Manage Data / DN / Add a DN screen prompts you for the fields needed to add a DN
to the Provisioning Database (PDB). If there is a conflicting subscription in the PDB, you are prompted
to confirm before overwriting the existing subscription. See Figure 52: Add a DN Screen for an example
of the Add a DN screen.

E54368 Revision 2, March 2015 104



Administration Guide EPAP Graphical User Interface

A Add a DN

DI to add:

Enter a mammum of 2 - A
Metwork: Entiies @ERMN OSF OVMS OGRIT |

Gebtionas EM  SP OVMS OGRN ]

Portability Type: Noparabiliytype (PTenons) %

Enrer up to 7 addiional |
DM's ko add (optional):

Ferce: Mo |w|

Figure 52: Add a DN Screen

Update a DN

The PDBA / Manage Data / DN / Update a DN screen prompts you for the fields necessary to change
the SP or RN for an DN in the Provisioning Database (PDB). See Figure 53: Update a DN Screen for an
example of the Update a DN menu.

A Update a DN

DN o ipate 10000000
2 Mowve the exiting DN 1o [MSL
New IMS] for the DN
OR

& Modfy a: a Standalone D

Ci ke oo change to the existng valoe

ERN OS5 OVMS OGRN 12
Facrn g o 2 Digapsocinte From s Nemwork Element
EAReEh R (ool © Miake 0o change to the existing value

BN P OVMS OGRN
O Disansociate frons des Network Element
OR

O Modsy the IN's Amribasies
Additional Subscrber
Duca {opsonaly
Porabiiey Tvpe:
Subscriber Type:
Enter Nunbey Substbuhon
DN {optional)
Calleg Pay BlackEst
Called Party Blacklist

Lipddane DN

Figure 53: Update a DN Screen

Delete a DN

The PDBA / Manage Data / DN / Delete a DN screen prompts the user for the fields necessary to
remove a DN from the Provisioning Database (PDB).
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Retrieve a DN

The PDBA / Manage Data / DN / Retrieve a DN screen prompts you for the fields necessary to retrieve
subscriptions from the Provisioning Database (PDB) by DN.

DN Block

The PDBA / Manage Data / DNBlock menu lets you add, update, delete, and view DN Blocks in the
Provisioning Database (PDB). A ‘dialed number’ can refer to any mobile or wireline subscriber number,
and can include MSISDN, MDN, MIN, or the wireline Dialed Number. A DN Block is a grouping of
DN numbers that is treated as a continuous sequence of DNs.

The PDBA / Manage Data / DN Block menu provides these actions:
* Add a DN Block

* Update a DN Block

* Delete a DN Block

* Retrieve DN Blocks

Add a DN Block

The PDBA / Manage Data / DNBlock / Add a DN Block screen prompts you for the fields needed
toadd a DN block to the Provisioning Database (PDB). If there is a conflicting subscription in the PDB,
you are prompted to confirm before overwriting the existing subscription.

Update a DN Block

The PDBA / Manage Data / DNBlock / Update a DN Block screen prompts you for the fields necessary
to change the SP or RN for an DN block in the Provisioning Database (PDB)..

Delete a DN Block

The PDBA / Manage Data / DNBlock / Delete a DN Block screen prompts the user for the fields
necessary to remove a DN block from the Provisioning Database (PDB).

Retrieve DN Blocks

The PDBA / Manage Data / DNBlock / Retrieve DN Blocks screen prompts you for the fields necessary
to retrieve subscriptions from the Provisioning Database (PDB) by DN. You must specify a block of
DN.

Network Entity

The PDBA / Manage Data / Network Entity menu lets you add, update, delete, and retrieve network
entities in the Provisioning Database (PDB).

The PDBA / Manage Data / Network Entity menu provides these actions:
* Add Network Entity

* Update Network Entity
* Delete Network Entity

* Retrieve Network Entity
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Add Network Entity

The PDBA / Manage Data / Network Entity / Add Network Entity menu selection prompts for the
fields needed to add a network entity to the Provisioning Database (PDB).

A Add an NE
I o add: Type: SP
T SF
: s Intemational ; BN
Peint Code: Group Code WS
GRM
E.oarting Indicator, GT ™ Subzwstern Mumbet:
Cancel Called Global N IMewe Nature of Address
Title: Indicator;
Mew Fumbenng Flan: | | Few Translabon Type:
Digit Action: Mane w SEF IMSE

Figure 54: Add an NE Example

Update Network Entity

The PDBA / Manage Data / Network Entity / Update Network Entity screen prompts for the fields
necessary to change a Network Entity in the Provisioning Database (PDB).

Delete Network Entity

The PDBA / Manage Data / Network Entity / Delete Network Entity screen prompts the user for the
fields necessary to remove a Network Entity from the Provisioning Database (PDB).

Retrieve Network Entity

The PDBA / Manage Data / Network Entity / Retrieve Network Entity screen prompts you for the
fields necessary to retrieve a Network Entity from the Provisioning Database (PDB).
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A Retrieve an NE

%) Reteve mformation for a smgle HE
HE to retnieve:
NE Type:
COF.

eve mformation for an FE range:
First ME in the range:
Last ME in the range:

Cinly show MEs of this type
loptienal):

sy rumber of records
to return {optonal):

Type of mformation to return;
FEfriave

Figure 55: Retrieve an NE Example

Individual IMEI

The PDBA / Manage Data / IMEI menu is used to add, update, delete, and view individual IMEI
entries in the Provisioning Database (PDB).

The PDBA / Manage Data / IMEI menu provides these actions:
* Addan IMEI

* Update an IMEI
e Delete an IMEI
e Retrieve an IMEI

Add an IMEI

The PDBA / Manage Data / IMEI / Add an IMEI screen is used to create new IMEI entries in the
Provisioning Database (PDB). The following functions are performed from this screen:

* Add anew IME], its associated List Types (WL,GL,BL), SVN, and 0 to 8 IMSIs. An IMEI and at
least one List Type must be specified.

¢ Opverwrite an existing IMEL The IMEI and any other parameters and Force must be specified.

* Add a new IMSI to an existing IMEI Existing IMEI and IMSI must be specified.

The SVN is an optional field. If no value is entered the default is 0. See Figure 56: Add an IMEI Screen
for an example of the Add a IMEI screen.
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A Add a IMEI

IMET to add: |

Software Version
{optional): I_

Lists: Black| j Gray| j ‘-mlitel j

Enter up to 8 ISI's for | | | |
the IMEI (optional): | | | |

Force: No =

Add IMEI |

Figure 56: Add an IMEI Screen

Update an IMEI

The PDBA / Manage Data / IMEI / Update IMEI screen is used to update/modify individual IMEI
entries in the PDB. The following functions are performed from this screen:

¢ Update an IMEI with its associated List Types (WL,GL,BL). An IMEI and at least one List Type
must be specified. At least one List Type must be set to yes. Unless specified, the List types will
not change.

* Overwrite an existing SVN. An IMEI and SVN must be specified.

IMSIs cannot be updated with this screen. ENT_EIR and DLT_EIR are used to define IMSIs. To change
the List Types, use the yes/no options for the various lists.

Delete an IMEI

The PDBA / Manage Data / IMEI / Delete an IMEI screen is used to remove IMEI entries from the
Provisioning Database (PDB). The following functions are performed from this screen:

* Delete an IMEI and its associated list types, SVN, and any associated IMSIs. The IMEI must be
specified.

* Delete an IMSI from a specific IMEIL The IMSI and IMEI must be specified.
* Delete an IMSI from all IMEIs. The IMSI must be specified.

Retrieve an IMEI

The PDBA / Manage Data / IMEI / Retrieve is used to retrieve IMEI data from the Provisioning
Database (PDB). The following functions are performed from this screen:

* Retrieve an IMEI and its associated List Types (WL,GL,BL), SVN, and 0 to 8 IMSIs. The IMEI must
be specified.

* Retrieve a range (1 through 10,000) of IMEIs that match either filter:
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¢ Have a specific List Type set to YES.
¢ Have an IMSI that matches the requested IMSI.

* Retrieve the beginning and ending IMEI. At least one optional filter type must be specified.

See Figure 57: Retrieve an IMEI Screen for an example of the Retrieve a IMEI screen.

A Retrieve a IME| =
@ Eetrieve information for a single INEL
IMET to retrieve: [
OR.
T Retrieve information for an IMEI range:
First IMEL i the range:
Last IMET in the range: l—
Black List filter walue: I_L|
Gray List filter value: l—Ll
“White List filter value: I—L|
IMSI fitter: [
IMazarmum mumber of records to refurn: li

Type of information to return: | = i
-

Figure 57: Retrieve an IMEI Screen

Block IMEI

The PDBA / Manage Data / IMEI Block menu is used to add, update, delete, and view individual
IMEI entries in the Provisioning Database (PDB).

The PDBA / Manage Data / IMEI Block menu provides these actions:
* Add an IMEI Block

* Update an IMEI Block
e Delete an IMEI Block
e Retrieve an IMEI Block

Add an IMEI Block

The PDBA / Manage Data / IMEI / Add an IMEI Block screen is used to create new IMEI entries in
the Provisioning Database (PDB). This screen is used to add a new IMEI block with its associated List
Types (WL,GL,BL). The First IMEI, Last IMEI, and at least one List Type must be specified.
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Update an IMEI Block

The PDBA / Manage Data / IMEI / Update IMEI Block screen is used to update/modify IMEI entries
in the PDB. This screen is used to update an IMEI block with its associated List Types (WL,GL,BL).
The First IMEI, Last IMEI, and at least one List Type must be specified. At least one List Type must
be set to yes. Unless specified, the List types will not change.

Delete an IMEI Block

The PDBA / Manage Data / IMEI / Delete an IMEI Block screen is used to remove IMEI entries from
the Provisioning Database (PDB). This screen is used to delete an IMEI block and its associated list
types, SVN, and any associated IMSIs. The First IMEI in the block and Last IMEI in the block must be
specified.

Retrieve an IMEI Block

The PDBA / Manage Data / IMEI / Retrieve is used to retrieve IMEI Block data from the Provisioning
Database (PDB). The following functions are performed from this screen:

Send PDBI Command

The PDBA / Manage Data / Send PDBI Command screen allows only the epapdev user to type PDBI
(Provisioning Database Interface) commands that are not explicitly covered by the menu set. The Send
PDBI Command screen appears under the PDBA / Manage Data menu.

A socket connection to the PDBI is available; however, all other functions, including creating and
ending transactions, must be entered manually. For additional information about the PDBI commands,
refer to Provisioning Database Interface User’s Guide.

Press the Start PDBI Connection button, and a new window appears with the PDBI connection. The
epapdev user password must be entered.

The session may be closed by:
¢ Closing the window under the File menu, or
* Clicking on the X icon in the upper right of the window, or

* Clicking the Close PDBI Connection button in the EPAP network window.

Refer to Provisioning Database Interface User’s Guide for the rules about commands, syntax, and usages.
EPAP Provisioning Blacklist Menu

The PDBA / Manage Data / Prov BL menu is used to add, delete, and view blacklist entries in the
Provisioning Database (PDB).

The PDBA / Manage Data / Prov BL menu provides these actions:
* Add Provisioning Blacklist

* Delete Provisioning Blacklist

* Retrieve Provisioning Blacklist
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Add Provisioning Blacklist

The PDBA / Manage Data / Prov BL /Add Provisioning Blacklist screen is used to add Blacklist data
to prevent certain address ranges from being used as DN, DN Block, and IMSI address strings. Specific
criteria must be followed when entering the blacklist data:

e The address strings are defined as two digit strings of 5-15 hexadecimal digits, where the ending
address is greater than or equal to the beginning address.

* The beginning blacklist value and ending blacklist value must be of the same length.
* The address strings cannot conflict with DN, DN block, or IMSI values in the PDB.

Tekelec recommends adding Network Global Titles in the EPAP Provisioning Blacklist to prevent
Network Global Titles from being provisioned in the MNP Database.

Delete Provisioning Blacklist

The PDBA / Manage Data / Prov BL / Delete Provisioning Blacklist screen is used to delete the EPAP
Blacklist range from the Provisioning Database (PDB). The beginning address string is defined as a
string of 5-15 hexadecimal digits.

Retrieve Provisioning Blacklist

The PDBA / Manage Data / Prov BL /Retrieve Provisioning Blacklist screen is used to retrieve Blacklist
data from the Provisioning Database (PDB). The address strings are defined as two digit strings of
5-15 hexadecimal digits of the same length, where the ending address is greater than or equal to the
beginning address.

Authorized IP List

The PDBA / Authorized IP List menu allows you add, modify, remove, and list the IP addresses
authorized to connect to the PDBA through the Provisioning Database (PDB). This menu also allows
you specify whether a secure shell (SSH) tunnel should be created between the that IP address and
the EPAP, and if so, specify the username, password and port number to use on the machine represented
by the IP address.

For more information about SSH tunneling, refer to Provisioning Database Interface User’s Guide. The
PDBA / Authorized IP List menu provides these actions:

e Add Authorized IP

* Modify Authorized IP
* Remove Authorized IP
e List All Authorized IPs

Add Authorized IP
The PDBA / Authorized IP List / Add Authorized PDBA Client IP screen allows you to:

e Add an IP address to the list of authorized IP addresses
* Specify a Permission Type of Read or Write for that IP address
e Decide if an SSH (secure shell) tunnel should be created between that IP address and the EPAP
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* Specify a username, password, and port number to use on the machine represented by the IP
address

Modify Authorized IP
The PDBA / Authorized IP List / Modify Authorized PDBA Client IP screen allows you to:

¢ Change the Permission Type of an authorized PDBA client IP address
* Decide to change SSH tunnel status
¢ Change username, password, and port number

To modify an authorized PDBA client IP address:

1. Enter an IP address in the IP to modify field
Select a Permission Type
Make a selection for the Client User Information checkbox

Enter username, password, or port number
Click the Modify IP button

Gl W

When the modification of the IP address is accepted, you see the message indicating a successful
acceptance of the altered permission type.

Remove Authorized IP

The PDBA / Authorized IP List / Remove Authorized PDBA Client IP screen allows you remove an
IP address from the list of authorized addresses. A CAUTION message informs you that removing
an IP will stop any SSH tunnel that is currently connected with that IP.

To remove an authorized PDBA client IP address, enter the desired IP address in the IP to remove:
field, and click the Remove IP button.

When the removal of the IP address is accepted, a message appears indicating a successful completion
of the action.

List All Authorized IPs

The PDBA / Authorized IP List / List All Authorized PDBA Client IPs screen allows you display all
authorized IP addresses.

A List All Authorized PDBA Client IPs

IP Address  Permission S55H Tummel Username Pori Number
102481051 WRITE  DISABLED
10.248.10.52 WRITE DISABLED

Figure 58: List All Authorized PDBA Client IPs Screen

DSM Info

The PDBA / DSM Info menu is used to request information on the Service Module cards in the network.
The PDBA / DSM Info menu provides these actions:

* PDBA DSM Report
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e PDBA DSM List

PDBA DSM Report

The PDBA / DSM Info / PDBA DSM Report screen is used request the DSM Level complete report
from the PDBA. This report can be requested in two ways. The user can ask for the highest provisioned
level that has been received by some provided percentage of the Service Module cards. Or the user
can provide a specific level to get the percentage of cards that have received that level. A list of the
Service Module cards that were behind the level mentioned in the response can be provided in the
report as well. See Fiqure 59: PDBA DSM Report Screen for the PDBA DSM Report screen.

A PDBA DSM Report

This screen allows the user to request the DSM Level Complete report from the PDEA . This report can be requested
i two ways. The user can ask for the highest prowisioned level that has been received by some prowided percentage
of the DSM cards. Or, the user can prowide a specific level to get the percentage of cards that have recerved that
lewel A list of the DS cards that were behind the level mentioned in the response can be provided in the repott as
well

(*) Request report matching percent: |91
O Request report for level:

Type of mformation to return: List of DSM exceptions v

Figure 59: PDBA DSM Report Screen

PDBA DSM List

This screen retrieves all of the information that the PDBA has on all of the Service Module cards in

the network. Two fields are provided to filter the list of Service Module cards returned. A third field
is provided to limit the amount of information returned for each Service Module card. Refer to Figure
60: PDBA DSM Info List Screen (with Status filter pulldown) for an example of the PDBA DSM Info List.
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daffy-a PDBA DSM Info List

This screen retrieves all of the information that the PDBA has on all of the DS i the network, Two fields are
provided to filter the st of DEMMs returned. & third field 1s prowvided to limit the amount of information returned for
each DS

CLLI filter:

Card Loc filter;

Status filter:

- Unknown
Loading

Fesync
Coherent
Incoherent
Inconsistent
Corrupt

Figure 60: PDBA DSM Info List Screen (with Status filter pulldown)

PDBA / Maintenance

The PDBA / Maintenance menu lets you perform various PDB maintenance operations for the
Provisioning Database (PDB).

The PDBA / Maintenance menu provides these actions:

* PDBA / Maintenance / Backup

* PDBA / Maintenance / Import File to PDB

e PDBA / Maintenance / Export PDB to File

* PDBA / Maintenance / Transaction Log Params

e PDBA / Maintenance / Number Prefixes

* PDBA / Maintenance / Logs

e PDBA / Maintenance / Schedule PDB Export

* PDBA / Maintenance / Configure PDBA Record Delay
* PDBA /Maintenance / View License Capacity

PDBA | Maintenance | Backup

The PDBA / Maintenance / Backup menu lets you perform backup actions, including listing backups
and backup on device, backing up the PDB, and restoring the PDB.

The PDBA / Maintenance / Backup menu provides these actions:
» List Backups

* Backup the PDB
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e Restore the PDB

List Backups

The PDBA / Maintenance / Backup / List PDB Backups screen lists the details of the backup. See
Figure 61: List PDB Backups Screen for an example of the List PDB Backups screen.

A List PDB Backups

Type {Originating Host File Name File Size Creation Time
pdbBackup megalon-a pdbBackup megalon-a.. 81835 bytes  Thu May 22 2003 17:52:19 EDT
pdbBackup megalon-a pdbBackup megalon-a... 81802 bytes  Thu MMay 22 2003 17:55:10 EDT
pdbBackup megalon-a pdbBackup megalon-a... 81794 bytes  Thu MMay 22 2003 18:01:36 EDT
pdbBackup megalon-a pdbBackup megalon-a.. 21800 bytes  Thu May 22 2003 18:10:38 EDT
pdbBackup megalon-a pdbBackup megalon-a... 81800 bytes  Thu MMay 22 2003 18:15:26 EDT
pdbBackup megalon-a pdbBackup megalon-a... 81797 bytes  Thu May 22 2003 18:12:38 EDT
pdbBackup megalot-a pdbBackup megalon-a.. 81840 bytes  Thu May 22 2003 17:4%9:02 EDT
pdbBackup megalon-a pdbBackup megalon-a... 31842 bytes  Thu MMay 22 2003 18:23.22 EDT

Figure 61: List PDB Backups Screen

Backup the PDB

The PDBA / Maintenance / Backup / Backup the PDB screen makes a copy of the database, from
which it can restore the PDB, in case of emergency.

The completed successful backup results in the Banner Message Window.

Restore the PDB

The PDBA / Maintenance / Backup / Restore the PDB screen lets you restore the PDB (Provisioning
Database) from a previous backup.

This screen is used in the Restoring the PDB procedure in Alarms and Maintenance Guide.

Caution: Do not attempt to use this operation until you have contacted My Oracle Support
(MOS) for assistance. Restoring the PDB is service affecting.

CAUTION

When the Restore the PDB process has started, the in-process screen will be displayed. The status will
be displayed in the Banner Message Window.

PDBA | Maintenance | Import File to PDB

The PDBA / Maintenance / Import File to PDB screen prompts you to import a file into the Provisioning
Database (PDB). This action inserts new database records into the PDB by reading PDBI commands
from the input file. Refer to Provisioning Database Interface User's Guide.

Note: Do not use this action to restore a damaged Provisioning Database. This action does not delete
the existing records in the database, and consequently does not repair any damaged records in the
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database. To repair a damaged database, contact My Oracle Support (MOS) for information and
assistance.

Although the input file is normally generated by the customer's provisioning application, the PDBA
/Maintenance / Export PDB to File action also generates a file suitable for importing with this command.

A caution screen will be displayed. Click Continue to access the Import File screen.
Specify the path and name of the file to import, and click the Import button.

For additional information on Importing Files to the Provisioning Database (PDB), refer to the
Provisioning Database Interface User’s Guide section about importing and exporting files.

PDBA | Maintenance | Export PDB to File

This screen is used to export data to a specified location. The PDBA / Maintenance / Export PDB to
File screen menu prompts for a file to export the Provisioning Database (PDB). This action writes the
commands required to re-create each IMSI, IMEIL, DN, DN Block, SP and RN to the specified file in a
PDBI or CSV format. For additional information about PDBI format, refer to the Provisioning Database
Interface User’s Guide section titled "PDBI Format."

Note: Do not use this action as a substitute for the Backup the PDB action. Do not use a file generated
by the Export PDB to File action to restore a damaged database. Use this action only as a starting
point for creating a file suitable for PDBA / Maintenance / Import File to PDB .

To export the PDB to a user file, enter a user filename of your choice. The EPAP automatically uses
the default path / usr/ ext ernal /| ogs/ <user file name>.

To export a PDB to File, click the Continue button.

In the input field titled Full pathname of export file, specify the filename of your choice for the PDB you
want to export to file; the example uses the name ‘user fi | el’. Select an export format, either the
PDBI or raw delimited ASCII format; if ASCII, select a delimiter from the drop-down menu. After
making the selections, click the Export button.

The path to your copy of the exported file is the EPAP default path / usr/ ext er nal /| ogs/ <user
file name>.

For more information about the PDBI and ASCII formats, refer to the Provisioning Database Interface
User’s Guide sections “PDBI Format” and “Raw Delimited ASCII Format.”

For additional information about Importing Files to the PDB, refer to the Provisioning Database Interface
User’s Guide section titled “Import/Export Files.”

PDBA | Maintenance | Transaction Log Params

The PDBA / Maintenance / Transaction Log Params menu lets you view and change the parameters
of the transaction log for a file to which it can export the PDB.

The PDBA / Maintenance / Transaction Log Params menu provides these actions:

e View Params

* Change Params

View Params

The PDBA / Maintenance / Transaction Log Params / View Params screen lets you display the current
values of the PDBA Transaction Log parameters. These parameters control how frequently the PDBA
transaction log is cleaned up.
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Change Params

The PDBA / Maintenance / Transaction Log Params / Change Params screen lets you change the
frequency that old transaction log records are removed.

Parameters that control when the PDBA removes old transaction log records can be customized.
(Transaction log records are the records of PDBA responses to RTDB update requests.) Specify the
maximum number of records to keep or the length of time (expressed in minutes) to keep records.
When either limit is reached, the oldest records are automatically deleted.

When a transaction log record has been removed from the database, the RTDB can only retrieve that
information through a complete reload. Therefore, change these values only if you are certain.

Enter the maximum number of transactions log record and the maximum number of minutes to keep
record. The maximum number is ‘-1".

When you change either the number of records or number of minutes to keep in the Transaction Log,
click the Change Parameters button. A confirmation screen will be displayed.

PDBA | Maintenance | Number Prefixes

The PDBA / Maintenance / Number Prefixes menu lets you view and change the parameters of the
PDBA prefixes.

The handling of number prefixes is a convention followed by EPAP, PDBI, and the G-Flex, G-Port,
and INP systems. For more information about number prefixes, refer to Provisioning Database Interface
User’s Guide .

The PDBA / Maintenance / Number Prefixes menu provides these actions:
* View Prefixes

* Change Prefixes

View Prefixes

The PDBA / Maintenance / Number Prefixes / View PDBA Number Prefixes screen lets you display
the current values for the PDBA number prefixes. See the Change PDBA Number Prefixes screen.

Change Prefixes

The PDBA / Maintenance / Number Prefixes / Change PDBA Number Prefixes screen lets you set
the two number prefixes used by the PDBA as default prefixes for DNs, DN blocks, and/or IMSIs.
Turning on a number prefix allows PDBI clients to avoid sending an entire number on every
transmission; instead, only the portion following the prefix is sent. For details about number prefixes,
refer to Provisioning Database Interface User’s Guide.

Enter either the DN or DN block prefix and/or the IMSI prefix. After entering the values, click the
Change Prefixes button.

PDBA | Maintenance | Logs

The PDBA / Maintenance / Logs menu allows the user to view the PDB error, command, and debug
logs, as well as set log threshold values. The user is required to enter the authorized password for the
user appuser to view the system logs.

Note: The contents of these logs are intended for the use by My Oracle Support (MOS) in diagnosing
system operation and problems. If assistance is required, contact My Oracle Support (MOS) for more
information.
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The PDBA / Maintenance / Logs menu provides these actions:

* View Command Log
* View Debug Log
e View Error Log

* Set Log Levels

View Command Log

The PDBA / Maintenance / Logs / View Command Log menu selection lets you view the current
PDBA Command Log. To view historic PDBA command logs, use the View Any File action. Refer to
View Any File .

View Debug Log

The PDBA / Maintenance / Logs / View PDBA Debug Log menu selection lets you view the current
PDBA Debug Log. To be able to see historic PDBA Debug logs, you must use the View Any File action.
Refer to View Any File .

View Error Log

The PDBA / Maintenance / Logs / View PDBA Error Log menu selection lets you view the current
PDBA Error Log. To be able to see historic PDBA Error logs, you must use the View Any File action.
Refer to View Any File .

Set Log Levels

The PDBA / Maintenance / Logs / Set PDBA Log Info Levels screen prompts you for the level of
detail to be written to the error, debug, and command logs. Setting a higher debug level results in logs
being recorded with more detail, while a lower level contains less detail. Setting the debug level to a
value of 0 turns logging off.

Note: The levels for error, command and debug logs should be set only under the guidance of Technical
Services. See My Oracle Support (MOS) for more information.

PDBA | Maintenance | Schedule PDB Export

This screen is used for the the Automatic/Schedule Export Mode. This screen is used to automatically
export PDB data to a file that is then available to a client SFTP. This screen allows the user to export
a single object type rather than the complete database. By default, all object types are exported. Through
this screen the customer has a choice of what data to be exported as well as the day and time of day
the data is exported.

The export can be scheduled at a specific time for each of the following repeat periods: every N number
of days (N can be up to 365) on specific days of the week, on a specified day of the month, or on a
specified day of the year. The schedule export screen is used to display any existing PDB support tasks
and to create a task by specifying the data type, the export format (PDBI or CSV), the export mode
(blocking, snapshot, or real-time) as well as the time and repeat period. In addition, a Comment field
is available to describe the task.
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Siena-A Schedule PDB Export

Existing PDB Export Tasks

ID Schedule Params Comment

1 daily,2,00:00 raw imsi blocking Report 1

2 weskly 31200 ndbiimei blocking Weekly IME] report

3 maonthly,15,01:00 ndbi,all snapshot Wlanthly on the 15th

4 yearly Al 15,0000 ndbiall blocking Yearly April 15th

Export Format: @ PDBL Data Tvpe: |All 'l Export Mode: |Blocking 'I

: " O Raw Delircited ASCI ata.Lyhe: T :

Scheduling Options
Repeat period: & Daly © Weekly © WMonthly © Yearly

EveryIW dayis) atIUU 'l: o 'I

Comment: |

ﬂl Wiodify | Delete

Figure 62: Schedule PDB Export Example

Existing PDB Export Tasks

The Existing PDB Export Tasks portion at the top of the screen displays all currently scheduled exports
in table format. Clicking on a column heading causes the entries in that column to be sorted, either
alphabetically or numerically, depending on whether the column entries start with a letter or a number.
Clicking the column again sorts the entries in the opposite order.

Clicking on a row causes the data contained in that task to be displayed in the data entry fields below
the table, for viewing, modification, or deletion.

Export Format, Data Type, and Export Mode

For more information about the Export Format, Data Type, and Export Mode choices, refer to
Provisioning Database Interface User’s Guide.

Scheduling Options

The Scheduling Options section of the Schedule PDB Export screen allows the user to choose how
often to repeat the scheduled export and to specify the exact day and time. The appearance of this
section changes depending on which Repeat Period radio button is selected:

The following fields are the same among the various Repeat Period selections (for more information
about fields that differ depending on the Repeat Period selected, see Variable Fields in Scheduling
Options):

Repeat period: Select the values for the hour and minute to start the scheduled export from the
two drop-down boxes at the right of the Scheduling Options section. The hour
drop-down uses a 24-hour clock. For example, if you want the export to start at
10:30 PM, select 22 from the left drop-down box and select 30 from the right
drop-down box.

Comment: Use this optional field to add comments about this export. The content of this
field is stored and displayed on the GUI, but it is not used otherwise.
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Variable Fields in Scheduling Options

The following sections describe how the Scheduling Options fields change depending on the Repeat
Period that is selected.

Daily Repeat Period

To schedule an export to be run every N days, select the Daily radio button, specify a number (N) to
indicate that the export should be run every N days, select the time, and optionally enter a comment.

Note: Although the maximum value allowed in the day(s) field is 365, if an export is desired to run
once a year, it is recommended to use the yearly repeat period so that leap years are properly treated
(see Yearly Repeat Period).

Weekly Repeat Period

To schedule an export to be run each week, select the Weekly radio button, select one or more days
of the week, select the time, and optionally enter a comment.

Monthly Repeat Period

To schedule an export to be run one day each month, select the Monthly radio button, select a numeric
day of the month, select the time, and optionally enter a comment.

Note: For months that do not contain the number of days specified in the Day field, the export will
run on the first day of the following month. (For example, if the Day field value is 29, the export will
run on March 1 rather in February for any year that is not a leap year.)

Yearly Repeat Period

To schedule an export to be run one day each year, select the Yearly radio button, select a numeric
day of the year, select the time, and optionally enter a comment.

Add, Modify, and Delete Buttons
The Add, Modify, and Delete buttons are located at the bottom of the Schedule PDB Export screen.

Add To add a scheduled PDB export, enter all the data to describe the export, and click the
Add button.

If the task, as described by the current data in the data entry fields, does not exactly match
an existing task, a new task is scheduled. If the task exactly matches an existing task, an
error message is displayed.

Modify = To modify a scheduled PDB export, click that export task in the Existing PDB Export
Tasks table, change any data that describes the export, and click the Modify button.

The Modify button is selectable only when an entry in the Existing PDB Export Tasks
table at the top of the screen has been selected and one or more fields on the screen has
been changed.

If the task, as described by the current data in the data entry fields, does not exactly match
an existing task, a new task is scheduled. If the task exactly matches an existing task, an
error message is displayed.

E54368 Revision 2, March 2015 121



Administration Guide EPAP Graphical User Interface

Delete To delete a scheduled PDB export, click that export in the Existing PDB Export Tasks
table, and click the Delete button.

The Delete button is selectable only when an entry in the Existing PDB Export Tasks
table at the top of the screen has been selected.

PDBA | Maintenance | Configure PDBA Record Delay

This screen is used to configure the amount of time (in minutes) allowed for new PDB records to
appear in the mate PDBA before they are considered late. If records take longer than this amount of
time to arrive at the mate PDBA, the mate PDBA will trigger an alarm. This value can be set from 1
to 300. The default value is 15.

PDBA | Maintenance | View License Capacity

This screen displays information about the purchased Provisioning Database (PDB) capacity license
supported on a specific EPAP. The total Purchased DB License Capacity and the percentage of PDB
occupation are displayed. Licenses are applied in increments of 0.5 Million; a customer who purchases
20 licenses has a Provisioning Database capacity of 10 million subscribers.

The 80%, 90%, and 100% capacity alarms are based on the licensed capacity if configured. Before the
120M DN and 120M IMSIs via Split Database feature is turned on, these alarms are based on a total
capacity of 131 million. After the 120M DN and 120M IMSIs via Split Database feature is turned on,
these alarms are based on a total capacity of 251 million by default or based on the purchased capacity
if configured.

List PDBI Connections

The PDBA / List PDBI Connections screen enables EPAP GUI users to view all provisioning connections
to the PDBA. This menu option provides non-persistent data about PDBI and SOG connections along
with some performance data based on the totals for the entire lifetime of each connection.

PDBI Statistics Report

The PDBA / PDBI Statistics Report screen enables EPAP GUI users to view available statistics reports.
After clicking the PDBI Statistics Report menu item, a screen is displayed to select the Report Type
and identify the time period for the report.

Available Report Types are:

¢ 5 minutes
e 1hour
e 1day

Click on the Generate Report button to display the report.

The reports are stated in commands per second (CPS). Reported statistics include information on
provisioning patterns, degradation of performance, and performance impact due to various
activities.Reports generted for a specified time period (Report Type) contain at least the following
information:

* Average number of PDBI connections for the reported period

¢ Peak number of PDBI connections for the reported period

* Average system PDBI commands per second (CPS) for the reported period

¢ Peak system PDBI commands per second (CPS) for the reported period (calculated per second)
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Percentage of commands with a return code of zero that successfully updated the database for the
reported period (ent/ upd/ dl t commands only).

Total number of commands with a return code of zero that successfully updated the database for
the reported period (ent / upd/ dl t commands only; rt r v commands are not included).

Statistics related to numbers of PDBI connections are based on the number of PDBI connections at one
time.

User Administration Menu

The User Administration menu allows the user to perform various platform tasks, including
administering users and groups, terminating active sessions, and modifying system defaults. The user
interface allows for many users with multiple and varied configurations of permissions. It is designed
for convenience and ease of use while supporting complex user set-ups where required.

A successful log into the UI provides the user with an open session. These rules apply to session
management and security.

Idle Port Logout: If no messages are exchanged with the Ul client session for a configurable amount
of time, the session is automatically closed on the server side. The default length of the timeout is
a system-wide value, configurable by the administrator. The administrator can also set a different
timeout length for an individual user, if desired.

MultipleSessions perUser: The administrator can turn off multiple sessions allowed per user on a
global system wide basis.

Revoke/Restore User: The administrator can revoke a userid. A revoked userid remains in the
database but can no longer log in. Likewise, the administrator can restore a userid that was
previously revoked.

ManageUnusedUserIDs: The EPAP Ul automatically revokes userids that are not accessed within
a specified number of days. The number of days is a system-wide value that is definable by the
administrator.

Login Tracking: When a user successfully logs in, the UI displays the time of the last successful
login and the number of failed login attempts for that userid.

Intrusion Alert: When the number of successive failed login attempts from a specific IP address
reaches 5 (five), the EPAP automatically writes a message to the Ul security log and displays a
message on the banner applet to inform any administrator logged in at that time.

RevokeFailed User: The UI automatically revokes any user who has N successive login failures
within 24 hours. N is a system-wide configurable number, with a default of 3 (three). This restriction
is turned off if N is set to 0 by the administrator.

The User Administration menu performs administration functions for users and groups, and handles
terminating active sessions and modifying system defaults. See these topics discussed:

Users
Groups
Authorized IPs

Terminate Ul Sessions
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* Modify Defaults

Users

The User Administration / Users menu allows the system administrator to administer users functions
such as add, modify, delete, retrieve, and reset user password.

A user is someone who has been given permission with system administrator authority to log in to
the user interface. The administrator creates these user accounts and associates them with the groups
to which they belong. A user automatically has access to all actions allowed to the groups he is a
member. In addition to the user's groups, the administrator can set other user-specific permissions or
restrictions to any user’s set of individual permissions.

The EPAP user interface comes pre-defined with user interface users in order to provide a seamless
transition to the graphical user interface. This is done by duplicating the Unix user logins and
permissions that existed on the original (version 1.0) text-based Ul Refer to Table 20: EPAP UI Logins
for the current login names.

Table 20: EPAP UI Logins

Login Name Access Granted
epapmaint Maintenance menu and all submenus
epapdatabase Database menu and all submenus
epapdebug Debug menu and all submenus
epapplatform Platform menu and all submenus
uiadmin User Administration menu
epapall All of the above menus
epapconfig Configuration menu and all submenus (text-based UI)

The Users menu provides these capabilities:

e Add User

*  Modify User
* Delete User

® Retrieve User

e Reset Password

Add User

The User Administration / Users / Add UI User screen is used to add a new user interface user name
and a default password. A succesful entry will generate a confirmation screen.
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Modify User

EPAP Graphical User Interface

The User Administration / Users / Modify UI User screen is used to change a user permission profile.
The administrator must first select a user name from the list of current users.

After selecting a User Name, the user permissions screen appears. In this screen, the permissions
allowed to the user can viewed and specified.

You can directly specify the number of concurrent log-ins, an inactivity time limit, and a password
age limit. In addition, you can modify group membership data and specific actions that the user is

permitted.

After modifying any entries, click the Submit Profile Changes button. The Modify Group Membership
screen appears, allowing the user to customize individual access to groups. Click Sumbit Group
Membership Changes when finished. A confirmation screen will appear.

Clicking the Modify Specific Actions button displays Action Privileges to specify for the user being
modified. See Figure 63: Modify Ul User’s Specific Actions.

A

Modlify Ul User =

Start EPATP Software
Change Forced Standby
Status

Export Transaction Log to
File

Change RETDE Audit
Enabled

Eeload RTDE from
Eemote

View Maintenance Log
View ETDE Audit Log
List EPAP Software

Tser ne-test Action Privileges

Stop EPAP Software

Display Release Levels

Decode Eagle IMPS Alarm

View RTDE Status

Backup the RTDE

View RTDE Log
Wiew Ul Log

— . AT T
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This screen contains many selections from which to choose. After customizing the settings, click the

Submit Specific Action Changes at the bottom of the screen.

The bottom of the Modify UI User’s Special Actions screen contains these explanatory notes:

A
* - Permission for this action has been explicitly added for this user.

R

* - Permission for this action has been explicitly removed for this user.

E54368 Revision 2, March 2015

125



Administration Guide EPAP Graphical User Interface

These notes indicate the privileges specifically added or removed for an individual user from the
groups to which he/she is a member. This allows discrete refinement of user privileges even though
he/she may be a member of groups.The system will generate a confirmation of the change for the
user.

Delete User

The User Administration / Users / Delete Ul User screen lets an administrator remove a user name
from the list of user interface names. The screen is similar to Modifying UI User. First you select the
user name to be deleted and click the Delete User button. A confirmation screen will appear, requesting
approval of the change.

After confirmation, a success screen is generated.

Retrieve User

The User Administration / Users / Retrieve Ul User screen displays the user name permission profiles
from the user interface information.

The screen to view the user permissions appears, only displays the permissions allowed to that user.

You can directly see certain information such as the maximum allowed number of concurrent log-ins
and the inactivity time limit. In addition, you can go on to view the user’s group membership data
and specific actions (privileges).

Additional information can be viewed by clicking the View Group Membership button.

Clicking the View Specific Actions in the Retrieve UI User screen displays the user privileges. This
screen contains many privileges to display.

The bottom of the User Privileges screen may also can have explanatory notes:

A
* - Permission for this action has been explicitly added for this user.

R
* - Permission for this action has been explicitly removed for this user.

These notes indicate the privileges specifically added or removed for an individual user from the
group to which he/she is a member. These permissions allow individual variations to user privileges
even though the user is a member of a group.

Reset Password
The User Administration / Users / Reset User Password screen changes the password for a user name.

A confirmation screen appears when you correctly update the user’s password

Groups

The User Administration / Groups menu allows the user to administer group functions such as add,
modify, delete, and retrieve.

For your convenience, actions can be grouped together. These groups can be used when assigning
permissions to users. The groups can consist of whatever combinations of actions that system
administrators deem reasonable. Group permissions allow any given action to be employed by more
than one group.
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Groups can be added, modified, deleted, and viewed through the menu items in the User
Administration menu.

Note: The EPAP User Interface concept of groups should not be confused with the Unix concept of
groups. The two are not related.

The EPAP user interface comes with six groups pre-defined with the same names and action permissions
used in the text-based (EPAP version 1.0) user interface:

* nmaint

* dat abase

e platform

e debug

e pdba

e admn

One additional pre-defined group used is introduced to EPAP (at version 2.0). This group is called

r eadonl y. The readonly group contains only actions that view status and information. The readonly
group is the default group for new users.

The Groups menu allows:
* Add Group

*  Modify Group

* Delete Group

® Retrieve Group

Add Group

The User Administration / Groups / Add UI Group screen lets you enter a new group and assign
action privileges with the new group.

After a successful group added message, designate the Action Privileges for the new group.

Modify Group

The User Administration / Group / Modify Ul Group screen lets you administer group permission
profiles. Select the Group Name, and click the Select Group button.

When the group is selected, the Modify Group Permission Profiles screen shows the current action
privileges assigned to the group.

Specify the Action Privileges to assign to this group and click the Submit Specific Action Changes. A
confirmation screen will be generated.

Delete Group

The User Administration / Group / Delete UI Group Profile screen lets you remove a group from the
user interface information. The administrator must first select the group name for deletion. If a group
is part of the New User Default Groups (Modify Defaults) , then the group cannot be deleted unless it
is removed from the New User Default Groups list.
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Clicking the Select Group button causes a confirmation banner and button appear. Click the Confirm
Delete Group button to delete the group name and its permissions.

Retrieve Group

The User Administration / Users / Retrieve UI Group screen lets you display the permission profiles
for groups from the user interface information. First select a group name to be retrieved, and click the
Select Group button.

After you select a Group Name in the screen above, the screen to view the group permissions appears.
There you can view the permissions allowed to this group.

Authorized IPs

The User Administration / Authorized IP menu lets you add, remove, and list all authorized IP
addresses and also change the IP address authorization status. The IP addresses are authorized for
both GUI and server access.

The User Administration / Authorized IP List menu provides these actions:
e Add Authorized IP

* Remove Authorized IP

e List All Authorized IPs

* Change Ul IP Authorization Status

Add Authorized IP

The User Administration / Authorized IP / Add Authorized IP screen lets you add a new individual
IP address or CIDR format to the list of authorized IP addresses. Note that a pop-up syntax box appears
when the cursor is positioned over the input field.

Enter the IP address you want authorized and press the Allow IP button.

An error notification screen appears when a duplicate IP address is entered (the address already exists),
when an attempt to add more than the maximum allowable number of addresses (more than 1000) or
when any internal failure is detected.

Remove Authorized IP

The User Administration / Authorized IP / Remove Authorized IP screen lets you remove an IP
address from the list of authorized IP addresses. You must enter the individual IP address or CIDR
IP formatinthe | P to Renpve input field. A pop-up syntax box appears when the cursor is
positioned over that input field. .

When the authorized IP address is deleted, a message confirming the removal of the specified address
is displayed..
List All Authorized IPs

The User Administration / Authorized IP / List All Authorized IPs screen retrieves and displays all
authorized IP addresses. The screen also shows whether the authorization list is Enabled or Disabled.
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For information about enabling and disabling the authorization list, see Change UI IP Authorization
Status.

Change UI IP Authorization Status

The User Administration / Authorized IP / Change UI IP Authorization Status screen permits toggling
(that is, alternating) the state of authorization list between ‘enabled” and ‘not enabled.’

When this menu option is chosen, the current authorization state is displayed in the INFO field.
To toggle the state from not Enabled to Enabled, click the Enable IP Checking button.

The enforcement of the checking for authorization status is immediate. The IP address of every message
of every IP device using the GUI is checked as soon as the authorization status is enabled. The checking
for authorized IPs does not occur only when devices log in.

Terminate Ul Sessions

The User Administration / Terminate Active Ul Sessions screen allows the administrator to selectively
close individual active sessions.

Modify Defaults

The User Administration / Modify System Defaults screen allows the administrator to manage the
systems defaults. The System Defaults which can be modified are:

* Maximum Failed User Logins: This field specifies the number of consecutive failed logins allowed
for a specific user before that user's account is revoked.

¢ Password Reuse Limit: This field requires a specified number of unique passwords that a user
must use before accepting a previous password. The range is from 3 to 99. The default is 5.

* Maximum Account Inactivity: This field specifies the maximum number of days that a user account
can be idle before the account is automatically revoked.

* Session Idle Timeout: This field limits the number of minutes that an open session can remain
idle before the server automatically closes the session.

* Maximum Password Age: This field limits the number of days that a user can have the same
password before requiring the user to change the password. The range is from 1 to 180 days. The
default value is 180.

* Minimum Password Length: This field represents the minimum password length for all users.

¢ Password Expiry Warning Days: This field represents the number of days that a user will be
warned before the user's password expires. The range is from 0 to 6 days. A value of 0 disables the
Password Expiry Warning. The default value is 7. The warning is displayed on the EPAP work
area after a user successfully logs in to the EPAP GUL

* Maximum Concurrent User Logins: This field limits the number of concurrent login sessions that
each user can have. This limitation does not apply to users with Administrative privileges.

* Maximum Concurrent Logins: This field limits the number of concurrent login sessions that can
exist on the EPAP pair. Users with Administrative privileges are excluded from this total session
count.
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* Login Message Text: This field contains the text message displayed in the initial work area at login.
The field is limited to 255 characters. The default text is:

NOTI CE: This is a private conputer system Unauthorized access or use nmay | ead
to prosecution.

¢ New User Default Groups: This field contains a list of group names (comma-delimited) with which
newly created users are automatically assigned. The default group name is r eadonl y.

* Unauthorized IP Access Message: This field contains the text message that will be displayed to
the user when a connection is attempted from an IP address that does not have permission to use
the UL The default text is:

NOTI CE: This workstation is not authorized to access the GU .

Status Refresh Time: This field contains the system default for the refresh time used for the View
RTDB Status and View PDBA Status screens. Time must be either 5-600 seconds or 0 (no refreshing).
The refresh time is set to 5 if a value of 1 through 4 is entered.

When you complete the changes to the Modify System Defaults, click the Submit Defaults button.

Change Password

The Change Password screen provides EPAP users the capability to change their passworsd. This
basic action is available to all users and is accessible from the main menu (Figure 31: EPAP Menu ).

To change the password, the current password must be entered, then the new password is entered.
The new password is confirmed by retyping the new password and clicking the Set Password button.

With the ability to support many users comes the need for tighter security. The user interface addresses
security concerns with various restrictions and controls. In many cases, the frequency or severity of
these checks is configurable by the administrator at both a user-specific and system-wide level. A
password is required to log in to the user interface.

These rules govern EPAP passwords.
* Complexity: Passwords complexity rules are defined as follows.

* The user password must be at least eight characters in length.

* The user password must not exceed 100 characters in length.

¢ The user password must include at least one alpha character.

¢ The user password must include at least one numeric character.

* The user password must include at least one special punctuation character: question mark (?),
period (.), exclamation point (!), comma (,), or semicolon (;).

* The user password must not contain three or more of the same alphanumeric or special
punctuation character in a row.

* The user password must not contain three or more consecutive ascending alphanumeric
characters in a row.

* The user password must not contain three or more consecutive descending alphanumeric
characters in a row.

* The user password must not contain the user account name (login name).
¢ The user password must not contain the user account name in reverse character order.
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* The user password must not be blank or null.
* The user password must not be a default password.

* Aging: Users can be forced to change their passwords after a certain number of days. The
administrator can set a maximum password age of up to 180 days as a default for the system. The
administrator can also specify a different maximum password age for any individual user.

* Force Change on Initial Login: Users can be forced to change their password the first time that
they log in. The administrator can assign a password to a user, either when the user is first created
or when the password of an existing user is reset; the user must change the password the first time
that the user logs in.

¢ Inactivity: Users can be forced to change their password if it is not used within the Maximum
Account Inactivity time. The administrator can set a Maximum Account Inactivity time as a default
for the system.

* Password Reuse: Users cannot reuse their last N passwords. N is a system-wide configurable
number from 3 to 99, with a default value of 5.

Logout

The Logout menu selection confirms logging out of the current session. This basic action is available
to all users and is accessible from the main menu (Figure 31: EPAP Menu ).

On logout, you are notified by the screen notifies that this terminates your current session and ofers
the opportunity to continue or not. Click the Logout button to complete the logout.

After logout, the screen returns to the screen showing the Tekelec EPAP User Interface login.
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EPAP Messages

This section includes Table 21: EPAP Error Messages. For alarm-related banner messages that appear
on the Ul browser screen in the Message Box described in EPAP GUI Main Screen. Refer to Alarms and
Maintenance Guide for alarm recovery procedures.

EPAP Error Messages

Table 21: EPAP Error Messages lists the error codes and associated text that are generated by the EPAP
user interface. The <> fields indicate values that are different for each error; the fields are filled at run

time.

Table 21: EPAP Error Messages

E0047 Cmd Rej: RTDB returned error code RTDB_RET_DB_ENTRY_NOT_FOUND

E1000 Unknown error <error number>. No error text is available.

E1001 Invalid menu selection: <menu selection>

E1002 Invalid syntax: <input>

E1003 Mate EPAPs may not have the same designation.

E1004 EPAP software is running. You must stop the EPAP software before performing this
operation.

E1005 EPAP software is not running. You must start the EPAP software before performing
this operation.

E1006 Mate EPAP not available

E1007 Could not eject media: <device>

E1008 Could not read file: <file name>

E1017 PDBI error: <error text>

E1021 IP address <address> is not authorized for PDB access.

E1023 Invalid value for <prompt >: <value>: Valid values are <range>. Hit the Escape key to
abort the command.

E1028 IP address <IP address> is already authorized for PDBI access.

E1029 IP address <IP address> is not authorized for PDBI access.

E1032 Operation aborted by user.

E1035 Script <script name> failed: status=<status>

E1037 One or more EPAP software processes did not start
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E1038 One or more EPAP software processes did not stop

E1043 The specified EPAP was not available.

E1044 Remote EPAP software is running. You must stop the remote EPAP software before
performing this operation.

E1049 Could not connect to <device or process>: <error text>
E1055 Missing mandatory parameter: <parameter>
E1056 Unexpected parameter was provided:<parameter>

E1057 The EPAP must be in Forced Standby mode for this operation.

E1058 An internal error in the <parameter> occurred: <error text>

E1059 The passwords did not match.

E1060 The provisioning addresses for MPS A and B must be different.

E1061 The provisioning addresses for MPS A and B must be on the same network.

E1062 The default router must be on the same network as MPS A and MPS B.

E1063 The local and remote PDB addresses must be different.

E1064 This action may only be performed on EPAP A.

E1066 The requested user <user> was not found.

E1068 The password entered was not correct.

E1069 The new password has been used too recently.

E1070 The provided password does not meet the security requirements. Reason: <reason
text>

E1071 The specified group already exists.

E1072 This action may only be performed on EPAP B.

E1075 This action must be done on the Active PDBA.

E1080 The provisioning addresses for the main and backup networks must be different.

E1081 The specified IP already exists.

E1082 The specified IP does not exist.

E1083 The maximum number of authorized UI IPs has been reached.

E1084 This action may be performed only on a provisionable MPS.

E1085 The specified address is local to this MPS.

E54368 Revision 2, March 2015 134



Administration Guide Messages, Alarms, and Status Processing

E1088 Attempt to access the PDBA was not successful.

E1092 The range would overlap the existing range 232323 to 232324 (applicable for Both
IMSI range and Blacklist Range).

E1093 The <Provisioning Blacklist or IMSI range> does not exist.

E1097 The maximum capacity for this provisioning has been reached.

E1098 Unable to establish SSH tunnel to <machine Identifier> machine.

E1099 Invalid IP Address/Username/Password combination

E1100 Task Scheduler error: <error text>

E1101 IP address <IP Address> is not authorized to perform this action: <action text>

E1102 This backup is incompatible: <backup identifier> Reason: <reason text>

E1103 This action cannot be performed as <action text> is in progress.

E1104 Both the entered IPs are same.

E1105 Invalid EMS Server name: <Value>. EMS Server name can contain only alphanumeric
characters, hyphen and underscore! EMS Server name can contain a minimum of 5
and a maximum of 20 characters.

E1106 Invalid Community String: <Value>. Only alphanumeric characters, hyphen and
underscore are allowed. Community string length cannot exceed 127 characters.

E1107 Invalid value for Alarm feed variable: <Value>. Valid values are 'ON' or 'OFF'.

E1108 Maximum 5 EMS can be added.

E1109 The default router must be on the same network as MPS A.

E1110 The addresses for provisioning and GUI access must be different.

E1111 The addresses for provisioning and operations and maintenance must be different.

E1112 The addresses for GUI access and operations and maintenance must be different.

E1113 Invalid IP Address.

El1114 The specified IP already used for Local Network Configuration.

MPS and EPAP Status and Alarm Reporting

The System Health Check (syscheck) utility runs automatically at least every five minutes, and can be
run manually to test for error conditions in each MPS Server and in each EPAP. See Run Health Check
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and refer to Alarms and Maintenance Guide for more information about executing and viewing results
from the System Health Check.

Alarms of minor, major, and critical levels of severity are reported for error conditions detected for
the MPS hardware platform and for the EPAP application.

On the MPS front panel, three LEDs correspond directly to alarm severities: critical, major, and minor.
If more than one alarm level is active, all applicable LED lights are illuminated, not only the most
severe alarm, until all alarms in that level are cleared.

Maintenance Blocks

MPS and EPAP have no direct means of accepting user input from or displaying output messages on
EAGLE terminals. Maintenance, measurements, error, and status information are routed to EAGLE
through the primary Service Module card.

The Active EPAP generates and sends Maintenance Blocks to the primary Service Module card. One
Maintenance Block is sent as soon as the IP link is established between the Active EPAP and the
primary Service Module card. Additional Maintenance Blocks are sent whenever the EPAP needs to
report any change in status or error conditions. The information returned in Maintenance Blocks is
also included in the output of the r ept - st at - nps command.

It is possible for the EPAP to be at a provisioning congestion threshold, and to be entering and exiting
congested mode at a very high rate of speed. To minimize this “thrashing” effect, the EPAP is restricted
to sending no more than one EPAP Maintenance Block per second.

EPAP Maintenance Block Contents

The EPAP sends Maintenance Blocks that contain (at a minimum) the following information. The
actual states are defined in the description of the r ept - st at - nps command in Commands Manual.

¢ MPS major, minor, and dot software versions
e MPS Status (down/up)
e MPS Status (Active/Standby)

If the EPAP needs to report one or more alarm conditions, it inserts the appropriate alarm data string
for the indicated alarm category into the Maintenance Block.

EAGLE Alarm Reporting

The System Health Check (syscheck) is responsible for forwarding platform errors to the application.
The application combines the platform alarms with the application alarms and forwards all of this
information to the EAGLE. The information that is transferred is described in Alarms and Maintenance
Guide.

Alarm Priorities

The EPAP sends the maintenance information, including the alarm data strings, to the EAGLE 5 ISS
for interpretation. Alarm priorities determine which alarm category is displayed at the EAGLE 5 ISS
terminal when multiple alarm levels exist simultaneously. EAGLE 5 ISS prioritizes the data and
displays only the alarm category with the highest severity level and priority for each MPS.
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If an alarm category of lower priority is sent from the MPS, the lower priority alarm category is not
displayed on the EAGLE 5 ISS terminal until any higher priority alarms are cleared.

Multiple Alarm Conditions

Critical, major and minor alarms appear repeatedly in each alarm delivery to the EAGLE 5 ISS until
the alarm condition clears.

If multiple alarms exist, the highest priority alarm category is the Active Alarm. The Active Alarm is
shown in the output from the r ept - st at - t r bl command and ther ept - st at - nps command, and
the alarm count associated with this alarm is included in the r ept - st at - al mcommand output.

Though only the highest priority alarm is displayed at the EAGLE 5 ISS terminal when multiple alarms
are reported, you can use the EAGLE 5ISS r ept - st at - nps command to list the alarm data strings
for all of the alarm categories with existing alarms. Then you can use the EPAP user interface
maintenance menu item Decode EAGLE 5 ISS Output of MPS Alarms to convert the hexadecimal
alarm data string to text. The output text shows the alarm category represented by the string and the
alarm text for each alarm encoded in the string.

Service Module Card Status Requests

When the EPAP needs to know the status of a Service Module card, it can send a Service Module
Status Request to that Service Module card. Because status messages are sent over UDP, the EPAP
broadcasts the Service Module Status Request and all Service Module cards return their status.

Service Module Card Status Reporting to the EPAP

The EPAP needs to know the current status of various aspects of the Service Module cards. Accordingly,
the Service Module card sends a Service Module status message to the EPAP when the following
events occur:

¢ When the Service Module card is booted
¢ When the Service Module card receives a Service Module Status Request message from the EPAP
¢ When the Service Module card determines that it needs to download the entire database
For example, the database could become totally corrupted, or a user could initialize the card.
* When the Service Module card starts receiving DB downloads or DB updates.

When a Service Module card starts downloading the RTDB, or if the Service Module card starts
accepting database updates, it needs to send a status message informing the EPAP of the first record
received. This helps the EPAP keep track of downloads in progress.

Service Module Card Status Message Fields
The Service Module card status message provides the following information to the EPAP:
¢ Service Module card Memory Size

When the Service Module card is initialized, it determines the amount of applique memory present.
The EPAP uses this value to determine if the Service Module card has enough memory to hold the
RTDB.
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* Load Mode Status
This flag indicates whether or not 80% of the IS-NR LIMs have access to SCCP services.

e Database Level Number

The EPAP maintains a level number for the RTDB. Each time the database is updated, the level
number will be incremented. When the database is sent to the Service Module card, the Service
Module card keeps track of the database level number. The database level number will be included
in all Status messages sent from the Service Module card. A level number of 0 signifies that no
database has been loaded into the Service Module card (this can be done any time the Service
Module card wants to request a full database download).

¢ Database Download Starting Record Number

When the Service Module card starts downloading either the entire RTDB or updates to the database,
it will identify the starting record number. This allows the EPAP to know when to wrap around
the end of the file, and when the Service Module card has finished receiving the file or updates.

System Hardware Verification

Service Module card loading verifies the validity of the hardware configuration for the Service Module
cards. The verification of the hardware includes:

¢ Validity of the Service Module card motherboard

* Verification of daughterboard memory size

Caution: Refer to the Dimensioning Guide for EPAP Advanced DB Features Technical
Reference for important information on the dimensioning rules and the Service Module
card database capacity requirements.

CAUTION

Service Module Card Motherboard Verification

An AMD-KG6 (or better) motherboard is required to support the G-Flex/ G-Port/INP/EIR VSCCP
application on the Service Module card. EAGLE 5 ISS maintenance stores the validity status of the
Service Module card motherboard configuration. The system does not allow the G-Flex, G-Port,
INP/AINPQ, EIR, A-Port, V-Flex, and Migration feature to be enabled if the hardware configuration
is invalid.

When the VSCCP application is initializing, it determines the motherboard type. The SCCP Maintenance
Block is the mechanism that relays the motherboard information to OAM. This requires the application
software to be loaded to the Service Module card and then verification of the motherboard information
received in the SCCP Maintenance Block. If the motherboard is determined to be invalid for the
G-Flex/G-Port/INP/AINPQ/EIR/A-Port/V-Flex/Migration application, loading of the Service
Module card is automatically inhibited and the card is booted via PMTC. Booting the card in this
manner suppresses any obituary.
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Service Module Card Daughterboard Memory Verification

The VSCCP application performs two types of memory validation to determine whether or not a
Service Module card has sufficient memory to run

G-Flex/G-Port/INP/AINPQ/EIR/ A-Port/Migration/V-Flex: Local Memory validation and Continual
Memory validation.

The report from ther ept - st at - sccp command includes the daughterboard memory both allocated
and physically present on each Service Module card. (See the Commands Manual for a description of
ther ept - st at - sccp command output.)

The VSCCP application performs two types of memory validation to determine whether or not a
Service Module card has sufficient memory to run

G-Flex/G-Port/INP/AINPQ/EIR/ A-Port/Migration/V-Flex: Local Memory validation and Real-Time
Memory validation.

Local Memory Validation

When the G-Flex or INP feature bit is first enabled ( a Feature Access Key is used for the EIR, AINPQ,
G-Port, Migration, and V-Flex features), or any time the G-Flex, G-Port, INP/AINPQ, EIR, A-Port,
V-Flex or Migration feature is enabled and the Service Module card is initializing, VSCCP checks to
see if the Service Module card has at least one D1G daughterboard. G-Flex, G-Port or INP feature bit
cannot be enabled if any of the Service Module cards have less than 1 GB of memory installed.

Real-Time Memory Validation

When communication between the Service Module card and EPAP is established and the Service
Module card joins the RMTP Tree, the EPAP starts downloading the RTDB to the Service Module
card. After the Service Module card has downloaded the RTDB, it continues to receive database updates
as necessary. The EPAP includes the size of the current RTDB in all records sent to the Service Module
card. The Service Module card compares the size required to the amount of memory installed, and
issues a minor alarm whenever the database exceeds 80% of the Service Module card memory. If the
database completely fills the Service Module card memory, a major alarm is issued and the Service
Module card status changes to IS-ANR/Restricted.

Actions Taken When Hardware Determined to be Invalid

When the hardware configuration for a Service Module card is determined to be invalid for the G-Flex,
G-Port, INP/AINPQ, EIR, A-Port, V-Flex, and Migrationapplication, SCM automatically inhibits
loading for that specific Service Module card. A major alarm is generated indicating that card loading
for that Service Module card failed and was automatically inhibited (that is, prevented from reloading
again). Refer to the Maintenance Manual for the specific alarm that is generated. When card loading is
inhibited, the primary state of the card is set to OOS-MT-DSBLD and the secondary state of the card
is set to MEA (Mismatch of Equipment and Attributes).

The following actions apply to a Service Module card determined to be invalid:

e The Service Module card will not download the EAGLE 5 ISS databases.
e The Service Module card will not download the RTDB from the EPAP.

* The Service Module card will not accept RTDB updates (additions, changes, and deletes) from the
EPAP.
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Ther ept - st at - sccp command supports the Service Module cards running the VSCCP application
and reports G-Flex, G-Port, INP/AINPQ, EIR, A-Port, V-Flex, and Migration statistics. See Commands
for more details on the r ept - st at - sccp command.

Unstable Loading Mode

At some point, having a number of invalid Service Module cards results in some of the LIMs being
denied SCCP services. There is a threshold that needs to be monitored: if the number of valid Service
Module cards is insufficient to provide service to at least 80% of the IS-NR LIMs, the system is said to
be in an unstable Loading Mode.

The system interrupts and aborts card loading upon execution of an STP database change command.
Loading Mode support denies the execution of STP database change commands when the system is
in an unstable loading mode.

An unstable loading mode exists when any of the following conditions are true:

The system’s maintenance baseline has not been established.

Less than 80% of the number of LIMs provisioned are IS-NR or OOS-MT-DSBLD.

The conditions that an insufficient number of Service Module cards are IS-NR or OOS-MT-DSBLD
relative to 80% of the number of provisioned LIMs is called a failure to provide adequate SCCP
capacity.

The number of IS-NR and OOS-MT-DSBLD Service Module cards is insufficient to service at least
80% of all provisioned LIMs.

Loading Mode is based on the ability of the system to provide SCCP service to at least 80% of the
LIMs. Refer to EAGLE 5 Maintenance for additional information about LIM and Service Module
cards.

There is insufficient SCCP service, which occurs if an insufficient number of IS-NR Service Module
cards are available to service at least 80% of the number of IS-NR LIMs.

It is possible for LIMs or Service Module cards to be inhibited or to have problems that prevent
them from operating normally. If enough Service Module cards are out of service, it may not be
possible for the remaining IS-NR Service Module cards to service at least 80% of the number of
IS-NR LIMs. This is called “insufficient SCCP service.” When this occurs, some of the LIMs are
denied SCCP service. It is possible to use the i nh- car d command to inhibit LIMs to improve the
ratio (see Actions Taken When the System is in an Unstable Loading Mode).

If LIM cards are being denied SCCP service and any Service Module cards are in an abnormal state
(OOS-MT, IS-ANR)

Actions Taken When the System is in an Unstable Loading Mode

Unstable loading mode has no impact on RTDB downloads or the stream of RTDB updates.

When the loading mode is unstable, the r ept - st at - sys command reports the existence of the
unstable loading mode and the specific trigger that caused it.
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¢ When in an unstable Loading Mode, the EAGLE 5 does not accept database updates. When updates

E3112 Cmd Rej:

are rejected, the reason is given as:

Loadi ng Mbde unstabl e due to SCCP service is deficient.

The i nh- car d and al w car d commands can be used to alter SCCP service levels to achieve the
80% threshold. This can be repeated for each card until the system is able to supply SCCP services
to at least 80% of the IS-NR LIMs. The remaining 20% LIM or supporting Service Module cards
may remain out of service until the stream of database updates ceases. This stream of updates can
be temporarily interrupted to allow the remaining 20% of the system to come in service.

After an EAGLE 5 database has been loaded, that database can be updated, if the system is not in
an unstable Loading Mode. However, if an EAGLE 5 update comes in during EAGLE 5 ISS database
loading, the Service Module card aborts the current loading, issues a class 01D7 obit message (Figure
64: Obit Message for Abort of Card Loading), and reboots.

tekelecstp 97-04-08 12:29:04 EST EAGLE 35.0.0

STH: Received a BOOT Appl-obituary reply for restart
Card 1317 Module RADB_MGR.C Line 337 Class 01d7
Register Dump :

EFL=00000246
EAX=000a6ff3
ESP=00108828
DS =0060

Cs =0058
ECX=000a0005
EBP=0010882c
ES =0060

EIP=0000808d
EDX=00000000
ESI=001flel0
FS =0060

SS =0060
EBX=000a6fa0l
EDI=00000000
GS =0060

Stack Dump :

[SP+1E]=001f
[SP+1C]l=1el0
[SP+1A]=0010
[SP+18]=886C

[SP+161=0000
[SP+14]1=0004
[SP+12]=001f
[SP+10]=4928

[SP+0E]=000a
[SP+0C]=6fa0
[SP+0A]=0004
[SP+08] =7ec3

[SP+061=0010
[SP+04]1=8850
[SP+02]=0001
[SP+00]=504b

User Data Dump :
14 02 fa ed 01 01 1d 01 5a 01 00

Report Date:00-08-08 Time:12:29:04
Figure 64: Obit Message for Abort of Card Loading

If executing the ent - car d or i nh- car d command would cause the system to enter an unstable
Loading Mode, it is necessary to use the Force parameter on the command.

System Status Reporting

The following status reporting is described in this section:
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e INP/AINPQ status

¢ EIR status

¢ A-Port status

* Migration status

e V-Flex status

¢ Service Module card memory capacity status

¢ Loading mode support status

System Status Reporting

The rept-stat-sccp command supports the Service Module cards running the VSCCP application, and
reports G-Flex, G-Port, INP/AINPQ, EIR, A-Port, V-Flex, and Migration statistics. See rept-stat-sccp
for details on the r ept - st at - sccp command.

G-Flex/G-Port/INP/AINPQ/EIR/A-Port/V-Flex/Migration Status Reporting

Ther ept - st at - nps command reports the status of the

G-Flex/G-Port/INP/ AINPQ/EIR/ A-Port/V-Flex/Migration provisioning system. The

r ept - st at - sccp command reports separately the statistics for G-Flex, G-Port, INP/AINPQ), EIR,
A-Port, V-Flex, and Migration. See Commands for details on the r ept - st at - nps and
rept-stat-sccp commands.

Service Module Card Memory Capacity Status Reporting

The Service Module card sends a message to the EPAP containing the amount of memory on the
Service Module card. The EPAP determines whether the Service Module card has enough memory to
store the RTDB and send an ACK or NAK back to the Service Module card indicating whether or not
the Service Module card has an adequate amount of memory.

When the EPAP sends database updates to the Service Module cards, the update messages includes
a field that contains the new database memory requirements. Each Service Module card monitors the
DB size requirements, and issue a minor alarm if the size of the DB exceeds 80% of its memory. If a
database increases to the point that it occupies 100% of the Service Module card memory, a major
alarm is issued.

Ther ept - st at - mps: | oc=xxxx command shows the amount of memory used by the RTDB as a
percent of available Service Module card memory (see rept-stat-mps ).

Loading Mode Support Status Reporting

The OAM application can determine whether or not the system is in an unstable Loading Mode because
it knows the state of all LIM, SCCP, and Service Module cards in the system. When the loading mode
is unstable, the r ept - st at - syscommand reports the existence of the unstable Loading Mode and
the specific conditions which caused it. See Unstable Loading Mode for more details on Loading Mode
support.

E54368 Revision 2, March 2015 142



Administration Guide

Commands

Messages, Alarms, and Status Processing

The commands described in this section report status information for the provisioning system.

rept-stat-sccp

The command handling and scroll area output for the r ept - st at - sccp command includes the

Service Module card. You can add the | oc parameter to display detailed card traffic statistics.

Samples of the reports produced by these commands are shown in Figure 65: rept-stat-sccp Command

Report Examples:

Comrand encered ar carminsi #3.

tekeleostp 09-06-23 13:34:22 EST EAGLE 35.8.0

SCCP SUBSYSTEN REFORT IS-HR Active misi
GEH  BUBSYETEM REFJORT IS-NR Ahative
INP  OUBSTSTEM REPORT IS-hNR Restrictod =-s--
ASSUMING MATH'S LOAD
INPQE: SEN STATUS - Allowed HATE 55N STATUS - Prohiblied

SCCP Cardo Comfigarod= 4 Cavds IE-MR= @ Capacicy Throchold = 1004

CRED WERSION RET 35T Rt MEU DGAGE  CRT CRER
1313 163-408-004 Aesive PR RE T 45k b 1= 3
1301 P 103-00LK-004 Aoeive = smeee 35N 40N
1305 --eoeem oo Ieclated 0% 0%
2112 senmamene  OOS-NT-LSBLD Marual “w a% o%
SCCP Sorvice Awerage MEU Capacicy = 48% Averaga CPU Capacity = 15%

AVERACE CPU UBAGE FER SERVICE:
oTT = 15% OFLEX = 5% GPORT = 0%
INTMR = 2% INEGQS = W

TOTAL SERVICE ETATISTICH!

EEREVICH SUCTESS ERBORS HARHTR]E FORWRED TO OTT TOTAL
GBI 1595 5 = = <009
GPLEX: S00 1 4 181 51%
BECRT: BOO o Z 3 LR
INTVE =1 5 ] i5 g
INPQS & 193 1 - 509

Corrand Cotpleted.

REpr-STAt-S00p 1oo=1105
Cormmand ontered at terminal #4.

Eekelecetp Q0-06-23 13:34:23 EHT EMILE 35.0.0

CRRD  VERSTOH TYPER rET 87 AST
106 103-D1C-200 DSH IS-NE Active  aeees
CRRED ALARM STATUS = Ho Alarea,

CIT: ETAT = ACT COU USACE = 104

GFLEX: STAT = ACT CBU FSAGE = 10k

CPORT: ETAT = ACT CHM USACE = 10%

INFMR: STAT = ATT CPU UVSAOE = 13%

INPOS: STAT = ACT CPU USAGE = 20%

TOTAL CPU UPEAGE - &3%

CARD EERVICE STATISTICE:

SERVICR SOCCERS ERRORS HARNITHOS FoRRRED TO OTT TOTAL
oTT: 1595 5 = T Z000
GPLEX SO0 1 4 {1 1%
DPORT: 500 X 4 Liy 51%
IHFMR 1] 2 3 5 m
INPOS 499 1 - 508

Comnand Complaced.

Figure 65: r ept - st at - sccp Command Report Examples
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rept-stat-db

Ther ept - st at - db command report includes the RTDB birthdate, level, and status. This information
is used to help determine the need for and method to use for an RTDB resynchronization, audit and
reconcile, reload from another RTDB, or reload from the PDB.

7

rept-stat-db:display=all:db=mps
Command entered at terminal #4.

EPAP A ( ACTV )

C BIRTHDATE LEVEL EXCEPTION
PDB Y 02-01-29 08:20:04 12345 -
RTDB Y 02-01-29 08:20:04 12345 .
RTDB-EAGLE Y 02-01-29 08:20:04 12345 -

EPAP B ( STDBY )

C BIRTHDATE LEVEL EXCEPTION
PDB Y 02-01-29 08:20:04 12345 -
RTDB Y 02-01-29 08:20:04 12345 -
RTDB-EAGLE Y 02-01-29 08:20:04 12345 -

EAGLE RTDB REPORT

CARD/APPL LOC C BIRTHDATE LEVEL EXCEPTION
VSCCP 1201 Y 02-01-29 08:20:04 12345 -
VSCCP 1203 Y 02-01-29 08:20:04 12345 B
VSCCP 1105 Y 02-01-29 08:20:04 12345 -

Figure 66: r ept - st at - db  Command Report Example

rept-stat-mps

The r ept - st at - mps command reports the status of the provisioning system, including EPAP
information.

There are two possible variants of this new command:

* rept-stat-nps - This produces a summary report showing the overall status of the

G-Flex/G-Port/INP/EIR provisioning system and a moderate level of information for each Service
Module card.

rept - stat-nps: | oc=xxxx — This produces a more detailed report showing the
G-Flex/G-Port/INP/EIR status of a specific Service Module card.

When the EPAP sends database updates to the Service Module cards, the update messages include
a field that contains the new database memory requirements. This version of the r ept - st at - nps
command displays the amount of memory used by the RTDB as a percent of available Service
Module card memory.

Each Service Module card monitors the DB size requirements, and issue a minor alarm if the size
of the DB exceeds 80% of its memory. If a database increases to the point that it occupies 100% of
the Service Module card memory, a major alarm is issued.

Samples of the reports produced by these commands are shown in Figure 67: rept-stat-mps Command
Report Examples:
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rept-stat-mps
Command entered at terminal #4.

Integrat40 00-06-24 10:37:22 EST EAGLE 35.0.0

VERSION PST SST AST

EPAP A 026-015-000 IS-NR Active = -----
ALARM STATUS = No Alarms

EPAP B 026-015-000 IS-NR Standby  -----

ALARM STATUS = No Alarms

CARD PST SST GSM STAT INP STAT
1106 P IS-NR Active ACT ACT

1201 IS-ANR Active SWDL SWDL
1205 00S-MT-DSBLD Manual = ------- = =-------
1302 00S-MT Fault ------- = -------
1310 IS-ANR Standby SWDL SWDL

CARD 1106 ALARM STATUS = No Alarms
CARD 1201 ALARM STATUS = No Alarms
CARD 1205 ALARM STATUS = No Alarms
CARD 1302 ALARM STATUS = ** 0013 Card is isolated from the system
CARD 1310 ALARM STATUS = No Alarms

Command Completed.

rept-stat-mps:loc=1106
Command entered at terminal #4.

integrat40 99-09-24 10:37:22 EST EAGLE 35.0.0

CARD VERSION TYPE PST SST AST
1106 101-9-000 DSM IS-NR Active = -----
DSM PORT A IS-NR Active = -----
DSM PORT B IS-NR Active -----
GSM STATUS = ACT
INP STATUS = ACT
ALARM STATUS = No Alarms.

DSM MEMORY USAGE XXX%

Command Completed.

Figure 67: rept-stat-mps Command Report Examples

rept-stat-trbl

This command includes the G-Flex/G-Port/A-Port /Migration Subsystem, INP/AINQP Subsystem,
EIR Subsystem, V-Flex Subsystem, and Service Module card /EPAP IP link alarms.
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rept-stat-trbl
Command entered at terminal #10.

eaglel0605 99-06-24 14:34:08 EST EAGLE 35.0.0
Searching devices for alarms...

eaglel0605 99-06-24 14:34:09 EST EAGLE 35.0.0

SEQN UAM AL DEVICE ELEMENT TROUBLE TEXT

0002.0143 * CARD 1113 OAM System release GPL(s) not approved
0011.0176 * SECULOG 1116 Stdby security log -- upload required
3540.0203 ** SLK 1201,A 1lsnl REPT-LKF: lost data

3541.0203 ** SLK 1201,B 1lsn4 REPT-LKF: lost data

3542.0203 ** SLK 1202,A 1lsn2 REPT-LKF: lost data

3544.0202 ** SLK 1203,A 1lsn3 REPT-LKF: HWP - too many link interrupts
0021.0318 ** LSN 1lsnl REPT-LKSTO: link set prohibited
0022.0318 ** LSN 1lsn2 REPT-LKSTO: link set prohibited
0023.0318 ** LSN 1lsn3 REPT-LKSTO: link set prohibited
0010.0318 ** LSN lsn4 REPT-LKSTO: link set prohibited
3537.0084 ** DSM A 1215 IP Connection Unavailable
3536.0084 ** EPAP B 7100 IP Connection Unavailable
0003.0313 *C DPC 010-010-003 DPC is prohibited

0004.0313 *C DPC 010-010-004 DPC is prohibited

0005.0313 *C DPC 010-010-005 DPC is prohibited

0028.0313 *C DPC 252-010-001 DPC is prohibited

0006.0313 *C DPC 252-010-003 DPC is prohibited

0008.0313 *C DPC 252-010-004 DPC is prohibited

0009.0313 *C DPC 252-011-%* DPC is prohibited

0029.0308 *C SYSTEM Node isolated due to SLK failures

Command Completed.

Figure 68: r ept - st at -t r bl Command Output Example

rept-stat-alm

This command includes the alarm totals for the G-Flex/G-Port Subsystem, INP Subsystem, EIR
Subsystem, and Service Module card /EPAP IP links.
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rept-stat-alm
Command entered at terminal #10.

eaglel0605 99-06-24 23:59:39 EST EAGLE 35.0.0
ALARM TRANSFER= RMC

ALARM MODE CRIT= AUDIBLE MAJR= AUDIBLE MINR= AUDIBLE
ALARM FRAME 1 CRIT= 9 MAJR= 12 MINR= 2
ALARM FRAME 2 CRIT= 0 MAJR= 0 MINR= 0
ALARM FRAME 3 CRIT= 0 MAJR= 0 MINR= 0
ALARM FRAME 4 CRIT= 0 MAJR= 0 MINR= 0
ALARM FRAME 5 CRIT= 0 MAJR= 0 MINR= 0
ALARM FRAME 6 CRIT= 0 MAJR= 0 MINR= 0
ALARM FRAME GPF CRIT= 1 MAJR= 2 MINR= 1
PERM. INH. ALARMS CRIT= 0 MAJR= 0 MINR= 0
TEMP. INH. ALARMS CRIT= 0 MAJR= 0 MINR= 0
ACTIVE ALARMS CRIT= 10 MAJR= 14 MINR= 3
TOTAL ALARMS CRIT= 10 MAJR= 14 MINR= 3

Command Completed.

Figure 69: r ept - st at - al m Command Report Example

pass: cmd="Ping”
The ‘ping’ command allows for troubleshooting of the private EPAP-Service Module card IP network.

eaglel0506 99-08-11 08:43:45 EST EAGLE 35.0.0
pass:loc=1215:cmd="ping -hn
Command entered at terminal #2.

eaglel0506 99-08-11 08:43:45 EST EAGLE 35.0.0
PASS: Command sent to card

eaglel0506 99-08-11 08:43:45 EST EAGLE 35.0.0

Usage: ping <hostname | ipaddr> [-h] [-i size] [-n count]
Options:
-h Displays this message
-1 count Number of pings to send. Range=1..5. Default=3.
-n size Sets size of ICMP echo packet. Range=12..2048. Default=64.
hostname Name of machine to ping
ipaddr IP Address of machine to ping (d.d.d.d)

Figure 70: pass: cmd="Pi ng” Command Output Example

pass: cmd="netstat”

The ‘pass: cnd="net st at” command allows troubleshooting of network interface and routing
configuration problems within the private EPAP-Service Module card IP network.
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eaglel0506 99-08-11 08:43:00 EST EAGLE 35.0.0

7

pass:loc=1215:cmd="netstat -h"

Command entered at terminal #2.;

eaglel0506 99-08-11 08:43:00 EST EAGLE 35.0.0
PASS: Command sent to card;

eaglel0506 99-08-11 08:43:00 EST EAGLE 35.0.0

Usage: netstat [-a] [-i] [-h] [-m data|sys|dd] [-p icmp|ip|tcp|udp] [-r]
Options:

-a display socket information for all protocols

-h Displays this message

-1 display interface information for all interfaces

-m display buffer pool information for 1 of the system pools

-p display socket information for 1 of the protocols

—r display the route table information

Figure 71: pass: cnd="net st at” Command Output Example

Hourly Maintenance Report

The hourly maintenance report includes the alarm totals for the G-Flex/G-Port/A-Port/Migration
Subsystem, INP/AINQP Subsystem, V-Flex Subsystem, and DSM/EPAP IP links.

eaglel0506 99-10-10 16:00:01 EST EAGLE 35.0.0
5072.0000 REPT COND GSM SS
"GSM SS :0440,MTCEINT-0,SA,99-10-10,16:00:01,,,,*C"

eaglel0506 99-10-10 16:00:01 EST EAGLE 35.0.0
5073.0000 REPT COND INP SS
"INP SS :0440,MTCEINT-0,SA,99-10-10,16:20:01,,,,*C"

eaglel0506 99-10-10 16:00:01 EST EAGLE 35.0.0
5077.0000 REPT COND EPAPDSM
"EPAPDSM :0084,MTCEINT-0,SA,99-10-10,16:00:01,,,,**"

eaglel0506 99-10-10 16:00:01 EST EAGLE 35.0.0
5007.0000 REPT COND CARD
"CARD 1102:0422,SCMMA,SA,99-10-10,16:00:01,,,,**"

eaglel0506 99-09-13 16:00:01 EST EAGLE 35.0.0
3561.0000 REPT COND ALARM STATUS
"ALARMS:PERM. INHIBITED,O0,0,0"

"ALARMS:TEMP. INHIBITED,O0,0,0"
"ALARMS:ACTIVE, 10,14,3"

"ALARMS :TOTAL,10,14,3"

Figure 72: Hourly Maintenance Report Output Example
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Unsolicited Alarm and Information Messages

This section describes EPAP Unsolicited Alarm Messages (UAMSs) and Unsolicited Information
Messages (UIMs).

The EAGLE outputs two types of unsolicited messages:

Unsolicited Alarm Messages (UAMs) Denotes persistent problems with a device or object that needs
the attention of a craftsperson

Unsolicited Informational Messages (UIMs) Indicates transient events that have occurred

Unsolicited Alarm Messages are generated by the maintenance system as trouble notification for the
OS. The maintenance system is able to determine the status of the system through polling and periodic
audits. Troubles are detected through analysis of system status and notifications from various
subsystems in the EAGLE. The EAGLE controls and generates the alarm number, associated text, and
formatting for alarms sent to EAGLE through the Maintenance Block mechanism.

Alarms and Maintenance Guide describes all EAGLE UAMs and the appropriate recovery actions.

MPS Platform and EPAP Application Alarms

MPS platform errors are detected by the system health check utility. The system health check output
contains a 16-digit hexadecimal alarm data string for each detected platform or application error. The
16-character hexadecimal alarm data string reports any errors found during the last System Health
Check and the level of severity for each error. The first character (four bits) uniquely identifies the
alarm severity for the alarm data. The remaining 15 characters (60 bits) uniquely identify up to 60
individual failure cases for the alarm category. The system health check utility, the alarm data strings,
and the corrective procedures are described in detail in Alarms and Maintenance Guide.

MPS platform and EPAP application alarms are reported in five categories of alarms. The categories
are:

Critical Platform Alarm This is a 16-character hexadecimal string in which each bit represents a
unique critical platform failure and alarm. An alarm in this category results
in the associated MPS state being set to OOS-MT/ / Fault.

Major Platform Alarm This is a 16-character hexadecimal string in which each bit represents a
unique major platform failure and alarm. An alarm in this category results
in the associated MPS state being set to OOS-MT/ / Fault.

Minor Platform Alarm This is a 16-character hexadecimal string in which each bit represents a
unique minor platform failure and alarm. An alarm in this category results
in the associated MPS state being set to ISSANR// Restricted.

Major Application Alarm This is a 16-character hexadecimal string in which each bit represents a
unique major application failure/alarm. An alarm in this category results
in the associated MPS state being set to OOS-MT/ / Fault.

Minor Application This is a 16-character hexadecimal string in which each bit represents a
Alarm unique minor application failure and alarm. An alarm in this category
results in the associated MPS state being set to IS-ANR/Restricted.
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Table 22: EAGLE MPS Platform and Application Alarms defines the application and platform alarms
that are forwarded to EAGLE when MPS and EPAP failures or errors are detected. Each alarm category
is sent with a hexadecimal alarm data string that recovered from the MPS/EPAP (see MPS and EPAP
Status and Alarm Reporting ). The clearing alarm for all of the MPS Platform and Application alarms is
UAM 0250, MPS Available.

Note: The recovery actions for the platform and application alarms are defined in Alarms and
Maintenance Guide.

Table 22: EAGLE MPS Platform and Application Alarms

UAM # Severity Message Text
370 Critical Critical Platform Failure(s)
372 Major Major Platform Failure(s)
373 Major Major Application Failure(s)
374 Minor Minor Platform Failure(s)
375 Minor Minor Application Failure(s)
250 Clearing MPS Available
1 2 3 4 5 6 7 8

12345678901234567890123456789012345678901234567890123456789012345678901234567890
stationl234 00-09-30 16:28:08 EST EAGLE 35.0.0-35.10.0
*C 0259.0370 *C MPS B Critical Platform Failure(s)
ALARM DATA = h’0123456789ABCDEF

Figure 73: Alarm Output Example

1 2 3 4 5 6 7 8
12345678901234567890123456789012345678901234567890123456789012345678901234567890
stationl234 00-09-30 16:28:08 EST EAGLE 35.0.0-35.10.0
*C 0259.0370 *C MPS B Critical Platform Failure(s)
ALARM DATA = h’0123456789ABCDEF

Figure 74: MPS Available Alarm

The clearing alarm is generated after existing alarms have been cleared. The clearing alarm sets the
MPS primary status to IS-NR.

EPAP-to-Service Module Card Connection Status

The EPAP and the Service Module cards are connected over two Ethernet networks and use TCP/IP.
If connection is inoperative, the Service Module card is responsible for generating an appropriate
UAM. Loss of connectivity or inability of the EPAP to communicate (from hardware or software failure,
for example) will be detected and reported within 30 seconds.
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EPAP-Service Module Card UAMs

Maintenance Blocks EPAP have a field to identify error message requests. (See Maintenance Blocks ).
The Service Module card processes incoming Maintenance Blocks and generates the requested UAM.
The Service Module card acts only as a delivery agent. The recovery actions for the EPAP-Service
Module card UAMs are defined in Unsolicited Alarm and Information Messages.

Service Module Card-EPAP Link Status Alarms

Two alarms indicate the Service Module card-to-MPS link status:
e (084 “IP Connection Unavailable” (Major)

* 0085 “IP Connection Available” (Normal/Clearing)

1 2 3 4 5 6 7 8
12345678901234567890123456789012345678901234567890123456789012345678901234567890
stationl234 00-09-30 16:28:08 EST EAGLE 35.0.0-35.10.0
*% 3582.0084 ** DSM B 1217 IP Connection Unavailable

Figure 75: Service Module Card-EPAP Link Alarm Example

RTDB Audit Alarms

During an audit of the Service Module cards and the EPAPs, the status of each real-time database
(RTDB) is examined and the following alarms can be raised. The recovery actions for the RTDB Audit
Alarms are defined in Unsolicited Alarm and Information Messages.

* When an RTDB has become corrupted, the following minor alarm is raised.

1 2 3 4 5 6 7
8

12345678901234567890123456789012345678901234567890123456789012345678901234567890

stationl234 00-04-30 16:28:08 EST EAGLE 35.0.0
* 0012. 0443 * CARD 1108 VSCCP RTDB Dat abase is corrupted

* When a card’s RTDB is inconsistent (its contents are not identical to the current RTDB on the Active
EPAP fixed disks), the following minor alarm is raised.

1 2 3 4 5 6 7 8
12345678901234567890123456789012345678901234567890123456789012345678901234567890

stationl234 00-04-30 16:28:08 EST EAGLE 35.0.0
e 0012. 0444 * CARD 1108 VSCCP RTDB Dat abase i s inconsi stent

* When an inconsistent, incoherent, or corrupted RTDB has been fixed and the card or EPAP is in
an IS-NR condition, the following alarm is raised.

1 2 3 4 5 6 7 8
12345678901234567890123456789012345678901234567890123456789012345678901234567890

stationl234 00-04-30 16:28:08 EST EAGLE 35.0.0
0012. 0445 CARD 1108 VSCCP RTDB Dat abase has been corrected
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e While the RTDB is being downloaded or an update has failed, it is in an incoherent state. The
following minor alarm is raised.

1 2 3 4 5 6 7 8
12345678901234567890123456789012345678901234567890123456789012345678901234567890

stationl234 99-09-30 16:28:08 EST EAGLE 35.0.0
& 0012. 0448 * CARD 1108 VSCCP RTDB Dat abase i s i ncoherent

¢ When a Service Module card detects that its RTDB needs to be resynchronized and has started the
resync operation, the following major alarm is raised.

1 2 3 4 5 6 7
8
12345678901234567890123456789012345678901234567890123456789012345678901234567890

stationl234 99-09-30 16: 28: 08 EST EAGLE 35.0.0
** 0012. 0449** CARD 1108 VSCCP RTDB resynchroni zati on in progress

* After a Service Module card completes its RTDB resync operation, the following clearing alarm is
raised.

1 2 3 4 5 6 7
8
12345678901234567890123456789012345678901234567890123456789012345678901234567890

stationl1234 99-09-30 16:28: 08 EST EAGLE 35.0.0
0012. 0450 CARD 1108 VSCCP RTDB r esynchroni zati on conpl ete

* When a Service Module card detects that its RTDB needs to be reloaded because the resync log
does not contain all of the required updates, the following major alarm is raised.

1 2 3 4 5 6 7
8
12345678901234567890123456789012345678901234567890123456789012345678901234567890

stationl234 99-09-30 16:28: 08 EST EAGLE 35.0.0
** 0012. 0451** CARD 1108 VSCCP RTDB rel oad required

* After a Service Module card completes its RTDB reload operation, the following clearing alarm is
raised.

1 2 3 4 5 6 7
8
12345678901234567890123456789012345678901234567890123456789012345678901234567890

stationl1234 99-09-30 16:28: 08 EST EAGLE 35.0.0
0012. 0452 CARD 1108 VSCCP RTDB rel oad conpl ete
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5

EPAP Software Configuration

Topics: This chapter describes how to configure the EPAP

software.
o Setting Up an EPAP Workstation.....154

* EPAP Configuration and Initialization.....157
* EPAP Configuration Menu.....166
* EPAP Configuration Procedure .....193
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Setting Up an EPAP Workstation

The customer workstation serving as a client PC, shown in Figure 9: Process Architecture View of the
EPAP Ul must meet the criteria described below.

Screen Resolution

For optimum usability, the workstation must have a minimum resolution of 800x600 pixels and a
minimum color depth of 16 thousand colors per pixel.

Compatible Browsers

Microsoft Internet Explorer® version 8.0 or 9.0 is supported and certified for use with the EPAP
Graphical User Interface (GUI). Mozilla Firefox® version 3.0.0 is partially supported for use with the
EPAP GUL. If using Firefox, this message is displayed when logging in to the EPAP GUI:

CAUTI ON: The User Interface may not function correctly with the browser you are
usi ng.

Java

The EPAP GUI uses a Java banner applet to display real-time updates and status for both A and B
sides of the MPS. The EPAP GUI supports the Java 1.7 client.

The Java installation must be performed in the sequence shown:
1. Install Java Plug-In
2. Install Java Policy File

3. Add Security Parameters to an Existing Java Policy File or Create a New Java Policy File

Install Java Plug-In

Because the Java applet is required for the EPAP GUI to operate, perform this procedure to install the
Java plug-in after completing the EPAP configuration.

Note: The selected browser must be the only browser open on your PC when you modify or create
the Java policy file or the change will not take effect.

1. Using the selected browser, enter the IP address for your EPAP A machine. You will see the login
screen.

2. Attempt to log in to the EPAP User Interface screen. If using a browser other than a certified browser
(Compatible Browsers), this message is displayed when logging in to the EPAP GUI:

The User Interface may not function correctly with the browser you are using.
M crosoft Internet Explorer, version 8.0 and 9.0, have been certified for this
application.
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After you successfully enter the Username and Password, the login process checks for the required
Java plug-in. If the Java plug-in not present and a previous version of Java is installed, the system
displays a Security Warning window.

3. Click the Install button to begin the process of loading the Java plug-in.
4. The Java installation presents a License Agreement screen.

5. Ensure that the Typical Setup radio button is selected. Click the Accept button to accept the Sun
Microsystems agreement.

6. After the installation process starts, a progress window is displayed.
7. When the installation is complete, the Installation Complete window is displayed.

8. The installation is complete. Click the Finish button. Return to the browser screen displaying the
EPAP login screen.

Install Java Policy File

The banner applet makes a network connection to each MPS side. A Java policy file must exist for the
banner applet to connect properly. If the Java policy file is not present, you will receive a Violation
status (VIOL) for the machine.

Note: The selected browser must be the only browser open on your PC when you modify or create
the Java policy file, or else the change does not take effect.

Add Security Parameters to an Existing Java Policy File

To confirm whether a Java policy file is already in place, perform these actions:

1. From the Windows Start menu, select Control Panel.

2. Select the Java Control Panel. After the Java Control Panel appears, click the Java tab as shown
in Figure 76: Java Control Panel, Java Tab.
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i Java Control Panel _ O] x|

Generall Update Java I Securityl .ﬁ.dvancedl

— Java Applet Runtime Settings

Funtime settings are used when an applet is executed in the browser,

— Java Application Runkime Settings

Funkime settings are used when a Java application or applet is launched using the
Java Metwork Launching Protocol (IRLPY,

Yiew, ., |

(8]4 | Cancel | Apply

Figure 76: Java Control Panel, Java Tab

3. Click View in the Java Applet Runtime Settings pane. The Java Runtime Settings dialog box
appears as shown in Figure 77: Java Runtime Settings Dialog Box Example.

| £ Java Runtime Environment Settings PS
System
Platform Product Location Path Runtime Parameters Enabled
1.7 [1.7.0_55 [http:/fjava.sun.comjpra... [C:VProgram Files\lava... [Djava. security.policy =c: \mps. policy |
Find Add Remove
OK. Cancel

Figure 77: Java Runtime Settings Dialog Box Example
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4. Adjust the width of the columns until you can read the contents of the Java Runtime Parameters
column at the far right.

5. Open the policy file indicated in the Java Runtime Parameters column. Insert the following text.

grant {
{perm ssi on java. net. Socket Perm ssion "*:8473", "connect";

Create a New Java Policy File
To create a Java policy file:

1. Insert this text into a file accessible by the workstation:

grant {
permi ssi on java. net. Socket Permi ssion "*:8473", "connect";

i

2. Follow steps 2 through 4 in the procedure described in Add Security Parameters to an Existing Java
Policy File.

3. Inthe Java Runtime Parameters column of the Java Runtime Settings Diaglog Box, type the path
to the file created in step 1 of this procedure. An example is shown below. If the path name to your
system contains spaces, enclose the path name in double quotes ().

-Dj ava. security. policy={full _path_to file}

EPAP Configuration and Initialization

Before beginning to use EPAP for provisioning, the EPAP software must be configured and initialized.
The EPAP configuration and initialization is performed through the EPAP text-based user interface.

Connect a local (optional) customer terminal to ethO (port 0 on GB card 1) on the MPS frame at each
EAGLE. Refer to Application B Card Hardware and Installation Guide for additional information. To begin
the initialization, log in to EPAP A the first time as the epapconf i g user. An automatic configuration
is performed on both mated EPAPs.

No other user is able to log in to an EPAP until the configuration step is completed for that system.
Note:

All network connections and the mate EPAP must be present and verified to allow the initial
configuration to complete successfully.

Note:

The configuration procedure and differences in the Configuration Menu for Standalone PDB EPAP
are provided in Standalone PDB EPAP .

Guideline Messages

The following messages are applicable to configuring the EPAP:
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Mate MPS servers (MPS A and MPS B) must be powered on.
“Initial Platform Manufacture” for the mate MPS servers must be complete.
The Sync Network between the mate MPS servers must be operational.

You must have the correct password for the epapdev user on the mate MPS server.

I S

You must be prepared to designate this MPS as provisionable or non-provisionable. (Obtain and
record the necessary information in the tables provided in Required Network Address Information.
That data is used in the configuration procedure.

Required Network Address Information

This information is needed to configure the MPSs at EAGLE A, EAGLE B, and non-provisionable
MPSs. Fill in the tables for reference during the installation procedure.

Table 23: Information for Provisionable MPSs at EAGLE A

Common Information

MPS A Provisioning Network Address

MPS B Provisioning Network Address

Netmask

Default Router

Backup Provisioning Network Information (Optional)

MPS A Backup Provisioning Net. Addr.

MPS B Backup Provisioning Net. Addr.

Backup Netmask

Backup Default Router

RTDB Homing

Select one: (local MPS A address)

Home to specific PDB

Active homing/allow alternate PDB

Active homing/disallow alternate PDB

External Information

MPS A Provisioning Network Address for MPS at
EAGLE B (copy from Table 24: Information for
Provisionable MIPSs at EAGLE 5 ISS B)
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Common Information

Port Forwarding and Static NAT Information (Optional)

MPS A Forwarded HTTP Port

MPS B Forwarded HTTP Port

MPS A Forwarded SuExec Port

MPS B Forwarded SuExec Port

MPS A Forwarded PDBI Port

MPS A Forwarded Banner Port

MPS B Forwarded Banner Port

MPS A Provisioning Static NAT Addr.

MPS B Provisioning Static NAT Addr.

MPS A Forwarded HTTP Port for MPS at EAGLE B
(Copy from Table 24: Information for Provisionable
MPSs at EAGLE 5 ISS B)

Table 24: Information for Provisionable MPSs at EAGLE 5ISS B

Common Information

MPS A Provisioning Network Address

MPS B Provisioning Network Address

Netmask

Default Router

Backup Provisioning Network Information (Optional)

MPS A Backup Provisioning Net. Addr.

MPS B Backup Provisioning Net. Addr.

Backup Netmask

Backup Default Router

RTDB Homing

Select one: (local MPS A address)

Home to specific PDB

E54368 Revision 2, March 2015

159



Administration Guide

EPAP Software Configuration

Common Information

Active homing/allow alternate PDB

Active homing/disallow alternate PDB

External Information

MPS A Provisioning Network Address for MPS at
EAGLE A (copy from Table 23: Information for
Provisionable MIPSs at EAGLE A)

Port Forwarding and Static NAT Information (Op

tional)

MPS A Forwarded HTTP Port

MPS B Forwarded HTTP Port

MPS A Forwarded SuExec Port

MPS B Forwarded SuExec Port

MPS A Forwarded PDBI Port

MPS A Forwarded Banner Port

MPS B Forwarded Banner Port

MPS A Provisioning Static NAT Addr.

MPS B Provisioning Static NAT Addr.

MPS A Forwarded HTTP Port for MPS at EAGLE
A (Copy from Table 23: Information for Provisionable
MPSs at EAGLE A)

Table 25: Information for Non-Provisionable MPSs at EAGLE #1

Common Information

MPS A Provisioning Network Address

MPS B Provisioning Network Address

Netmask

Default Router

Backup Provisioning Network Information (Optional)

MPS A Backup Provisioning Net. Addr.

MPS B Backup Provisioning Net. Addr.
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Common Information

Backup Netmask

Backup Default Router

RTDB Homing

Select one:

Home to specific PDB

Active homing/allow alternate PDB

Active homing/disallow alternate PDB

External Information

MPS A Provisioning Network Address for MPS at
EAGLE A (copy from Table 23: Information for
Provisionable MIPSs at EAGLE A)

MPS A Provisioning Network Address for MPS at
EAGLE B (copy from Table 24: Information for
Provisionable MPSs at EAGLE 5 ISS B)

Port Forwarding and Static NAT Information (Optional)

MPS A Forwarded HTTP Port

MPS B Forwarded HTTP Port

MPS A Forwarded SuExec Port

MPS B Forwarded SuExec Port

MPS A Forwarded Banner Port

MPS B Forwarded Banner Port

MPS A Provisioning Static NAT Addr.

MPS B Provisioning Static NAT Addr.

Table 26: Information for Non-Provisionable MPSs at EAGLE #2

Common Information

MPS A Provisioning Network Address

MPS B Provisioning Network Address

Netmask
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Common Information

Default Router

Backup Provisioning Network Information (Optional)

MPS A Backup Provisioning Net. Addr.

MPS B Backup Provisioning Net. Addr.

Backup Netmask

Backup Default Router

RTDB Homing

Select one:

Home to specific PDB

Active homing/allow alternate PDB

Active homing/disallow alternate PDB

External Information

MPS A Provisioning Network Address for MPS at
EAGLE A (copy from Table 23: Information for
Provisionable MPSs at EAGLE A)

MPS A Provisioning Network Address for MPS at
EAGLE B (copy from Table 24: Information for
Provisionable MIPSs at EAGLE 5 ISS B)

Port Forwarding and Static NAT Information (Optional)

MPS A Forwarded HTTP Port

MPS B Forwarded HTTP Port

MPS A Forwarded SuExec Port

MPS B Forwarded SuExec Port

MPS A Forwarded Banner Port

MPS B Forwarded Banner Port

MPS A Provisioning Static NAT Addr.

MPS B Provisioning Static NAT Addr.
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If a firewall is installed in the provisioning network between the MPS systems or between the MPS
system(s) and the provisioning system, it must be configured to allow selected traffic to pass. Firewall
protocol filtering for the various interfaces is defined in this table (from the perspective of each MPS).
The information in Table 27: Firewall Requirements is used for both internal customer network

configuration and VPN access for support.

Table 27: Firewall Requirements

Server
Interface

IP Address

TCP/IP Port

Inbound

Outbound

Use/Comments

EPAP Applic

ation Firewall Requirement

I

Port 1

Main/Backup
provisioning
IP
configured
on EPAP

22

Yes

Yes

SSH/SCP/SFTP

Port 1

NTP server
IP(s)
configured
on EPAP

123

Yes

Yes

NTP - Needed for
time-sync.

Port 1

Main/Backup
provisioning
IP
configured
on EPAP

80

Yes

APACHE - Needed for
EPAP Web-based GUI.

Port 1

Main/Backup
provisioning
P
configured
on EPAP

8001-8002

Yes

SUXEC (process) - Needed
by EPAP Web-based GUL

Port 1

Main/Backup
provisioning
P
configured
on EPAP

8473

Yes

Yes

GUI server (process) -
Needed by EPAP
Web-based GUI.

Port 1

Main/Backup
provisioning
P
configured
on EPAP

5871

Yes

Data download from PDBA
to RTDB

Port 1

Main/Backup
provisioning
P

configured
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Server IP Address |TCP/IP Port | Inbound Outbound | Use/Comments

Interface

EPAP Application Firewall Requirements:
on MPS A
and MPS B

Port 1 Main/Backup | 5873 Yes No Used to send Provisioning
provisioning data to the EPAP.
IP
configured
on EPAP

Port 1 Main/Backup | 5874 Yes Yes Used to send Provisioning
provisioning data to the EPAP
IP
configured
on EPAP

Port 1 vIpP 5876 Yes Yes Used for provisioning from
configured PDBA Proxy
on EPAP

Port 1 Main/Backup | 5883 Yes Yes Used to send provisioning
provisioning data to EPAP through SOG
IP Interface
configured
on EPAP

Port 1 Main/Backup | 9696 Yes Yes PDBA (process) - PDB
provisioning application manages the
P provisioning data.
configured
on EPAP

RMM Firewall Requirements:

RMM Port [RMM IP 22 Yes Yes SSH/SCP/SFTP
configured
on EPAP

RMM Port |RMM IP 80 Yes No HTTP - Needed for RMM
configured Web-based GUI.
on EPAP

RMM Port |RMM IP 443 Yes No SSL (https) - Needed for
configured RMM Web-based GUI
on EPAP secure connection

(REQUIRED)

RMM Port |RMM IP 623 Yes Yes RMCP
configured
on EPAP
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Configuration Menu Conventions

After you have logged into the EPAP user interface with the epapconfi g user name, the menu
appears that corresponds to that user login name. Before going into the details about the Configuration
Menu, you need to know a few things about the Menu Format, Prompts and Default Values, and Error
Message Format, which are covered next.

Menu Format

The configuration menu has a header format displaying specific information. On the first line, it
indicates the MPS Side A or B, with which you are active. On the same line, you are shown the

host name and host i d. The second and third lines show the Pl at f or m Ver si on, followed by the
Sof t war e Ver si on. The last line displays the date and time. Figure 78: Configuration Menu Header
Format shows a sample configuration header format.

MPS Side A: hostname: mpsa-dla8f8 hostid: 80dla8f8
Platform Version: 5.0.0-22.0.0
Software Version: EPAP 5.0.0-30.1.0
Wed Jul 13 09:51:47 EST 2005

Figure 78: Configuration Menu Header Format

When you are shown a menu, choose a menu item by entering the number of the item (or e for Exit)
in response to the Ent er Choi ce prompt that follows the menu. Press Return to enter your choice.

When you choose a menu item, the user interface performs the requested operation. The operation
and any associated output for each menu item are described in detail later in this section.

If you enter an invalid choice (such as a letter or a number that is not available for that menu), an error
appears. Perform the corrective action described for that error.

Prompts and Default Values

Depending on the menu item that you choose, you might be prompted for data (such as IP addresses)
that is required to complete the selected operation. Optional fields are indicated by the text ( opt i onal )
at the end of the prompt. To bypass an optional field without entering a value, press Return.

Default values are indicated by a value enclosed in square brackets at the end of the prompt text:
[default value]. Example default values are shown in this chapter; they might not be the same as the
default values that appear for your system. To accept the default value for a prompt instead of entering
a response, press Return.

You can press the Escape key to exit any operation without entering a value for the prompt. The
operation is aborted, and you return to the menu.

Error Message Format

Invalid menu selections, invalid user input, and failed user interface operations generate error messages
on the screen. The error message remains on the screen until you press Return.

All error messages have a unique four-digit error number and associated text. The numbers and text
for all error messages generated by the EPAP user interface are listed in EPAP Messages. The possible
error messages that can occur for each EPAP user interface menu item are listed in the description of
the menu item in this chapter.

E54368 Revision 2, March 2015 165



Administration Guide EPAP Software Configuration

Error messages have the following format, where XXXX is the unique four-digit error number for
the error and Error text is the corresponding error text:

XXXX
Error text

Press return to continue

When the software must be stopped to perform an operation, you are prompted to stop the software:

EPAP software is running. Stop it? [N: Y

Note: While the EPAP software is stopped, no provisioning updates can be processed by the EPAP.

EPAP Configuration Menu

Overview of EPAP Configuration

When you log into an EPAP with user name epapconf i g after the first initialization of the EPAP,
the configuration process begins. See Procedure for Configuring EPAPs. The configuration process lets
you change IP addresses, time zone, and password for epapconf i g. You can display the host ID and
exchange secure shell keys. This section describes each configuration menu item.

Initial epapconfi g User Logon

The first time the epapconfi g user logs in to the system, the text screen is displayed, as shown in
Figure 79: Initial Configuration Text Screen .

Caution: This is the first login of the text user interface. Please
review the following checklist before continuing. Failure
to enter complete and accurate information at this time will
have unpredictable results.

1. The mate MPS servers (MPS A and MPS B) must be powered on.

2. "Initial Platform Manufacture" for the mate MPS servers
must be complete.

3. The sync network between the mate MPS servers must be
operational.

4. You must have the correct password for the EPAPdev user on
the mate MPS server.

5. You must be prepared to designate this MPS as provisionable
or non-provisionable.

Press return to continue...

Figure 79: Initial Configuration Text Screen
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If all five criteria above are not met, the configuration cannot proceed. Ensuring that the MPS servers
are powered on requires a visual check. If the Initial Platform Manufacture is not complete, the
configuration cannot proceed; the user is also notified if the sync network is not operational.

When the five criteria are met, press Return and the process resumes. Figure 80: Initial Configuration
Continues shows the continuation of the screen information. The installer enters y if the installation is
to continue.

Are you sure you wish to continue? [N]: y
Password of epapdev:
Could not get authorized keys file from remote (mate).
Maybe it does not exist. Continuing...
ssh is working correctly.
Password of root:
Could not get authorized keys file from remote (mate).
Maybe it does not exist. Continuing...
ssh is working correctly.
Building the initial database on side A.
Stopping local slave
Stopping remote slave
EuiDB already exists.
Starting local slave
Starting remote slave

Figure 80: Initial Configuration Continues

Note:

Review the information required for the following section in Required Network Address Information .
Make certain all required information is obtained and recorded in the tables provided.

Next, the installer declares the MPS to be provisionable or non-provisionable, as shown in Figure 81:
Designating Provisionable or Non-Provisionable MPS. The example illustrates this MPS as a provisionable
MPS.

The provisioning architecture of the EPAP software allows for exactly 2
customer provisionable sites. Additional sites that are to receive the data
provisioned to the provisionable sites should answer 'N' here.

If there are only 2 mated sites, it is safe to answer 'Y' here.

Is this site provisionable? [Y]: y

Figure 81: Designating Provisionable or Non-Provisionable MPS

Next, the installer is prompted for the epapdev user password on the mate MPS server. Figure 82:
Entering the epapdev Password shows sample output that is generated after the correct password is
entered.
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Password for EPAPdev@mate:

Connecting to mate...
ssh is working correctly.

still OK.
still OK.
Building the initial database on side A.
Stopping local slave
Stopping remote slave
No preexisting EuiDB database was detected.
Enabling replication:
deleting old binary logs on local server
resetting local slave.
deleting old binary logs on remote server
resetting remote slave
Starting local slave
Starting remote slave

There was no epap.cfg file.

Figure 82: Entering the epapdev Password

The Configuration Menu appears for the first time.

EPAP Configuration Menu

EPAP Software Configuration

Using default configuration.

As shown in Figure 83: EPAP Configuration Menu, a report and the test-based EPAP Configuration
Menu appear. The epapconf i g user can now begin configuring the MPS local and remote servers.

Figure 83: EPAP Configuration Menu
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Ent er Choi ce:

To choose a menu item, enter the number or letter of the menu item at the Ent er Choi ce prompt
and press Return.

Display Configuration

The Display Configuration option 1 displays a configuration of the EPAP. See an example of the
Configuration Report in Figure 84: Example of Configuration Report.
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MPS Side A: hostname: mpsa-dla8f8

Platform Version:

hostid:
5.0.0-22.0.0

EPAP Software Configuration

80dla8f8

Software Version: EPAP 5.0.0-30.1.0

Wed Nov 28 09:51:47 EST 2001

EPAP A Provisioning Network IP Address
EPAP B Provisioning Network IP Address
Provisioning Network Netmask
Provisioning Network Default Router
EPAP A Backup Prov Network IP Address

EPAP B Backup Prov Network IP Address
Backup Prov Network Netmask

Backup Prov Network Default Router
EPAP A Sync Network Address

EPAP B Sync Network Address

EPAP A Main DSM Network Address
EPAP B Main DSM Network Address
EPAP A Backup DSM Network Address
EPAP B Backup DSM Network Address
EPAP A HTTP Port

EPAP B HTTP Port

EPAP A HTTP SuExec Port

EPAP B HTTP SuExec Port

EPAP A Banner Connection Port

EPAP B Banner Connection Port

EPAP A Static NAT Address

EPAP B Static NAT Address

PDBI Port

Remote MPS A Static NAT Address
Remote MPS A HTTP Port

Local Provisioning VIP

Remote Provisioning VIP

Local PDBA Address

Remote PDBA Address

Time Zone

PDB Database

Preferred PDB

Allow updates from alternate PDB
Auto DB Recovery Enabled

PDBA Proxy Enabled

Press return to continue..

Figure 84: Example of Configuration Report

192.
192.
255.
192.
Not
Not
Not

168.66.60
168.66.61
255.255.0
168.66.250
configured
configured
configured
Not configured
192.168.2.100
192.168.2.200
192.168.120.100
192.168.120.200
192.168.121.100
192.168.121.200
80

80

8001

8001

8473

8473

Not configured
Not configured
5873

Not configured
80
192.168.66.80
192.168.66.78
192.168.66.60
0.0.0.0
America/New_ York
None
192.168.66.60
Yes

No

Yes

Addresses that you choose should not conflict with your internal network addresses. The class C
networks you choose should not conflict with the class C network used in your network scheme. Table
28: Sample IP Addresses Used in Configuration shows an example of IP addresses that could be used in

the configuration process.

Table 28: Sample IP Addresses Used in Configuration

Provisioning Network Information
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A (Local) IP
Addresses

B (Remote) IP
Addresses

EPAP A Provisioning Network IP Address (MPS A)

192.168.61.119

192.168.61.90

EPAP B Provisioning Network IP Address (MPS B)

192.168.61.120

192.168.61.91

Network Net Mask

255.255.255.0

255.255.255.0

Default Router

192.168.61.250

192.168.61.250

Configure Network Interfaces Menu

The Configure Network Interfaces Menu option 2 of the Configuration Menu displays the submenu
shown in Figure 85: Configure Network Interfaces Menu. It supports the configuration of all the network
interfaces for the EPAP.

MPS Side A: hostname: mpsa-f0ad77 hostid: 80£f0ad77
Platform Version: 5.0.0
Software Version: EPAP 5.0.0-20.18.0
Thu Jan 17 10:18:27 EST 2002

J----- Configure Network Interfaces Menu----\
Rt L e R bbb \
| 1 | Configure Provisioning Network |
O |
| 2 | Configure Sync Network |
S | e e & e s e S |
| 3 | Configure DSM Network |
RS |
| 4 | Configure Backup Provisioning Network |
i i s s s s e |
| 5 | Configure Forwarded Ports |
R |
| 6 | Configure Static NAT Addresses |
I |
| 7 | Configure Provisioning VIP Addresses |
R R |
| e | Exit |
N mmm /

Enter choice:

Figure 85: Configure Network Interfaces Menu

Configure Provisioning Network

The Configure Provisioning Network option 1 of the Configure Network Interfaces Menu configures
the EPAP provisioning network. These include the provisioning network’s IP address, netmask, and
default router IP address. This information allows the EPAP to communicate with an existing customer
network.

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be used
to reset the VIP /backup provisioning IP address.
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Note: You must configure these IP addresses. Obtain the values for the IP address, netmask, and
default router from the customer’s Information Services department. Record the values in the four
tables in Required Network Address Information.

In response to each prompt, you can enter a dotted decimal IP address or press Return to leave the
current value unchanged. The current value is shown in brackets after the prompt text. See Figure 86:
Configure Provisioning Network Output for the option 1 output.

Verifying connectivity with mate ...

Enter the EPAP A provisioning network IP Address [192.168.61.90]:

Enter the EPAP B provisioning network IP Address [192.168.61.91]:

Enter the EPAP provisioning network netmask [255.255.255.0]:

Enter the EPAP provisioning network default router IP Address: 192.168.61.250

Press return to continue ...
Figure 86: Configure Provisioning Network Output

Note: Take care in configuring the IP information. Incorrect information can prevent the EPAP from
accepting provisioning data and establishing remote EPAP user interface connections over the customer
network.

Configure DSM Network

The Configure DSM Network option 3 of the Configure Network Interfaces Menu prompts you for
the EPAP DSM network IP addresses. This information allows the EPAP to communicate with the
main and backup DSM networks.

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be used
to reset the VIP /backup provisioning IP address.

Note: Unless there is a known network address conflict, the installer can bypass option 3.

In response to each prompt, you can enter a dotted decimal IP address or press Return to leave the
current value unchanged (the current value is shown in brackets after the prompt text).

See Network Connections for a description of EPAP network IP address assignments. See Figure 87:
Configure DSM Network for the option 3 output.

Verifying connectivity with mate ...
Enter the first 3 octets for the EPAP main DSM network [192.168.128]:
Enter the first 3 octets for the EPAP backup DSM network [192.168.129]:

Press Return to continue ...

Figure 87: Configure DSM Network

Note: Take care in configuring the IP information. Incorrect information will prevent the EPAP from
communicating with the EAGLE 5 ISS.

Configure Backup Provisioning Network

The Configure Backup Provisioning Network option 4 of the Configure Network Interfaces Menu
prompts you for the EPAP Backup Provisioning Network IP addresses. This information allows the
EPAP to communicate with the backup provisioning network. In response to each prompt, enter a
dotted decimal IP address.
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See Network Connections for a description of EPAP network IP address assignments. See Figure 88:
Configure Backup Provisioning Network for the option 4 output.

Verifying connectivity with mate..

EPAP A backup provisioning network IP Address: 192.168.59.169

EPAP B backup provisioning network IP Address: 192.168.59.170

EPAP backup provisioning network netmask: 255.255.255.0

EPAP backup provisioning network default router IP Address: 192.168.59.250

Press return to continue ...
Figure 88: Configure Backup Provisioning Network

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be used
to reset the VIP /backup provisioning IP address.

Note: Take care in configuring the IP information. Incorrect information will prevent the EPAP from
communicating with the Backup Provisioning Network.

Configure Forwarded Ports

The Configure Forwarded Ports option 5 of the Configure Network Interfaces Menu provides the
functionality to configure EPAP ports for the Web UL

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be used
to reset the VIP /backup provisioning IP address.

Each numbered item of the Configure Forwarded Ports menu allows the user to specify a port number
used for remote access to the MPS.

This information should be received from the customer for the MPS and recorded in Table 23: Information
for Provisionable MPSs at EAGLE A and Table 24: Information for Provisionable MPSs at EAGLE 51SS B .

Configure Static NAT Addresses

The Configure Static NAT Addresses option 6 from the Configure Network Interfaces Menu provides
the functionality to configure the static NAT addresses of the EPAP.

Each numbered item of the Configure Static NAT Addresses menu allows the user to specify an IP
Address used outside of the firewall for remote access to the MPS. The following Figure 89: Configuring
NAT Addresses Prompt shows an example of a resulting prompt.

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be used
to reset the VIP /backup provisioning IP address.

EPAP A Static NAT Address:

Figure 89: Configuring NAT Addresses Prompt

Configure Provisioning VIP Addresses

The Configure Provisioning VIP Addresses option 7 from the Configure Network Interfaces Menu
provides the functionality to configure the PDBA Proxy feature.

The user must enter the VIP address for the local PDBA (MPS-A) and the remote PDBA. See Figure
90: Configure Provisioning VIP Addresses Output for the option 7 output.
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Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be used
to reset the VIP /backup provisioning IP address.

EPAP software is running. Stop it? [N: vy

EPAP | ocal provisioning Virtual |P Address [192.168.66.80]:
EPAP renote provisioning Virtual |P Address [192. 168. 66. 78] :
Press return to continue. ..

Figure 90: Configure Provisioning VIP Addresses Output

Set Time Zone

The Select Time Zone option 3 prompts you for the time zone to be used by the EPAP. The time zone
can be the zone where the EPAP is located, Greenwich Mean Time, or another zone that is selected
by the customer to meet the needs of the system.

Note: The value for the time zone should be obtained from the customer’s Information Services
department. The default value for the time zone is “US/Eastern”.

To select a file in one of the subdirectories, enter a relative path name (such as “US/Eastern”) in
response to the prompt. See Figure 91: Select Time Zone Menu for the option 3 output.

Caution: This action requires a reboot of the affected MPS servers to
activate the change. Operation of the EPAP software before
the MPS servers are rebooted may have unpredictable consequences.

Press return to continue...

Are you sure you wish to change the timezone for MPS A and B? [N]: y
Enter a time zone:

Figure 91: Select Time Zone Menu

You must enter a valid UNIX time zone file name. Alternatively, to display a complete list of the valid
time zones, simply press Return in response to the prompt and all valid time zone names are displayed.
See Time Zone File Names for the list that appears when you press the Return key or enter invalid time
zone file name.

The time zone change does not take effect until the next time the MPS is rebooted. The Reboot MPS
menu is described in Reboot the MPS .

Exchange Secure Shell Keys

The Exchange Secure Shell Keys option 4 accesses the Exchange Secure Shell Keys menu. This menu
is used to enable connections between local and remote EPAPs. The EPAPs exchange encryption keys
are required to run the secure shell.

The exchange normally occurs automatically during EPAP initialization. Use this menu item only if
the exchange must be performed manually.

See Figure 92: Exchange Secure Shell Keys Menu for the option 4 output.
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MPS Side A: hostname: tortola-a hostid: a8c0883d
Platform Version: 2.0.2-4.0.0_50.26.0
Software Version: EPAP 1.0.1-4.0.0_50.34.0
Fri Sep 16 07:37:32 EDT 2005

|

|
| 2 | Exchange Keys with Remote |
B |
| 3 | Exchange Keys with Mate as Root User |
S |
| e | Exit |
e ki e ke b ek Rt /

Enter Choice:
Figure 92: Exchange Secure Shell Keys Menu

Option 1 is used for the initial configuration. Option 2 is used to do a reload of the RTDB from the
remote server. Option 3 is required before using the PDBA Proxy feature. Before doing a reload from
the remote server, you must exchange keys with the remote server.

The epapconf i g user must know the password for the epapdev @rat e. The notification “ssh is
working correctly” in the following figure confirms the “ssh” (i.e., secure shell) exchange of keys has
completed successfully.

See Figure 93: Exchange Secure Shell Keys Output for the Option 1 output.

MPS Side A: hostname: tortola-a hostid: a8c0883d
Platform Version: 2.0.2-4.0.0_50.26.0
Software Version: EPAP 1.0.1-4.0.0_50.34.0
Fri Sep 16 07:37:32 EDT 2005

[----- Exchange Secure Shell Keys Menu----- \
et \
| 1 | Exchange Keys with Mate |
R |
| 2 | Exchange Keys with Remote |
R e |
| 3 | Exchange Keys with Mate as Root User |
e |
| e | Exit |
e /

Enter Choice:

Figure 93: Exchange Secure Shell Keys Output

Change Password

The Change Password option 5 changes the text-based user interface password for the epapconfi g
login name for both MPS A and B.

See Figure 94: Change Password for the option 5 output.
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Verifying connectivity with mate...

Are you sure you wish to change the text UI password on MPS A and B? [N]: y
Enter new password for text UI user:

Re-enter new password:

Press return to continue...

Figure 94: Change Password

Platform Menu

The EPAP Platform Option 6 accesses the Platform menu so that the epapconfi g user can access
and manage the platform functions shown in the menu. See Figure 95: Platform Menu Output for the
option 6 output.

Ent er Choi ce:

Figure 95: Platform Menu Output

Initiate Upgrade

The Initiate Upgrade option 1 of the EPAP Platform Menu initiates an upgrade on the selected EPAP.
For upgrade output or procedures, contact Tekelec Technical Services; refer to .My Oracle Support
(MOS) .

Reboot MPS

The Reboot MPS option 2 of the EPAP Platform Menu initiates a reboot of either MPS or both. The
default, as shown below, is BOTH.

Note:

The epapconfi g user can abort rebooting the MPS by pressing the Escape key at the displayed
prompt.

Reboot MPS A, MPS B or [BOTH]:

Note:

Rebooting the MPS stops all EPAP processes, and databases cannot be updated until the MPS has
completely booted.
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MySQL Backup

The MySQL Backup option 3 of the EPAP Platform Menu backs up the MySQL database. The output
is shown below.

Note:
EPAP software must be stopped or MySQL backup will abort and return to the EPAP Platform Menu.

EPAP software is running. Stop it? [NJ: y Are you sure you want to back up the
MYSQL on MPS? [N]: y Backing up the NPDB...

RTDB Backup

The RTDB Backup option 4  of the EPAP Platform Menu backs up the RTDB database. The output is
shown below.

EPAP software is running. Stop it? [N: vy
Are you sure you want to back up the RTDB database on MPS A? [N]: ¥y

Successfully started backup of RTDB.
Status will be displayed on the QU banner.

Note:

EPAP software must be stopped, or the RTDB backup will abort and return to the EPAP Platform
Menu.

PDB Backup

The PDB Backup option 5  of the EPAP Platform Menu backs up the PDB database. The output is
shown below

Are you sure you want to backup the PDB to
[ var/ TKLQ epap/ f r ee/ pdbBackup_negal on-a_20030530104740 [BAi rt hdat e 20030530144717GVI_[BLevel 0. bkp?

[N: Y

Successfully started backup of PDB.
Status will be displayed on the GJ banner.

EPAP Platform Menu Exit

The Exit option e of the EPAP Platform Menu exits from the EPAP Platform Menu and returns to the
EPAP Configuration Menu.

Configure NTP Server Menu

The Configure NTP Server Menu option 7 allows for the display, addition, and removal of an external
NTP server. See Figure 96: Configure NTP Server Menu for the option 9 output.
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/----EPAP Configure NTP Server Menu-\

e bbb b bl \
| 1 | Display External NTP Server |
e |
| 2 | Add External NTP Server |
] |
| 3 | Remove External NTP Server |
e |
| e | Exit |
o mmmmmmmm oo /

Enter Choice:

Figure 96: Configure NTP Server Menu

Display External NTP Server

The Display External NTP Server option 1 of the Configure NTP Server Menu displays External NTP
Server information. If a server is present, the server name and IP address are displayed. If an NTP
Server is not present, the following is displayed.

There are no External NTP Servers.
Press return to continue. ..

Add External NTP Server

The Add External NTP Server option 2 of the Configure NTP Server Menu adds an External NTP
Server. The output below shows an example of the addition of an External NTP Server.

Note:

The IP address must be a valid address for an External NTP Server.

Are you sure you wish to add new NTP Server? [N]: y Enter the EPAP NTP Server
| P Address: 192.168. 61. 69 External NTP Server [192.168.61.69] has been added.
Press return to continue. ..

Remove External NTP Server

The Remove External NTP Server option 3 of the Configure NTP Server Menu removes an External
NTP Server. If a server is present, selecting the Remove External NTP Server removes the server. If
an NTP Server is not present, the following appears.

There are no External NTP Servers.
Press return to continue...

EPAP Configure NTP Server Menu Exit

The EPAP Configure NTP Server Menu Exit option e exits the EPAP Configure NTP Server Menu,
and returns to the EPAP Configuration Menu.
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PDB Configuration Menu

The PDB Configuration Menu option 8 supports configuring the PDB network, homing of the RTDBs,
changing the MPS provisionable status, creating the PDB, and enabling the Automated Database
Recovery and PDBA Proxy features. See Figure 97: Configure PDB Menu for the option 8 output.

/----- Configure PDB Menu------------ \
[ \
| 1 | Configure PDB Network |
[ |
| 2 | RTDB Homing Menu |
U E—— |
| 3 | Change MPS Provisionable State |

I
I
I
I
I
I
| 4 | Create PDB |
I
I
I
I
I
I

| 5 | Change Auto DB Recovery State |
ey (SRS |
| 6 | Change PDBA Proxy State |
| |
| e | Exit |
\mmmmmm /

Enter Choice:

Figure 97: Configure PDB Menu

Configure PDB Network

The Configure PDB Network option 1 of the Configure PDB Menu identifies the provisioning network
interface addresses of the remote PDBs. For provisionable MPSs, the local provisioning interface
address is known. The configuration user interface prompts for only the remaining remote address.
Non-provisionable MPSs prompt for both remote PDB addresses.

Provisionable MPSs then prompt for the password of the epapdev user at the remote PDB address.

Note: If you accept the ‘No’ default (that is, not stopping EPAP software and the PBA from running),
the configuration process will abort. The following examples show the responses required to continue
the initial configuration.

Figure 98: Configure PDB Network for Provisionable MPS shows the provisionable MPS configuration,
and Figure 99: Configure PDB Network for Non-Provisionable MPS shows the non-provisionable MPS
configuration.

E54368 Revision 2, March 2015 179



Administration Guide EPAP Software Configuration

This MPS is configured to be provisionable. The EPAP local PDBA
address is 192.168.61.84.

EPAP software and PDBA are running. Stop Them? [N] y
Enter the EPAP remote PDBA address: 192.168.61.86
Password for epapdev@192.168.61.119:

Keys exchanged.

Verifying that ssh works correctly.

ssh is working correctly.

Press return to continue...

Figure 98: Configure PDB Network for Provisionable MPS

This MPS is configured to be non-provisionable. You will be prompted
for both of the remote PDB addresses. Order does not matter.

EPAP software and PDBA are running. Stop Them? [N] y

Enter one of the two PDBA addresses: 192.168.61.84
Enter the other of the two PDBA address: 192.168.61.86

Press return to continue...

Figure 99: Configure PDB Network for Non-Provisionable MPS

RTDB Homing Menu

The RTDB Homing Menu option 2 of the Configure PDB Menu provides a menu to configure specific
and active homing of RTDBs to the PDBAs. For more information about active and specific homing,
refer to Selective Homing of EPAP RTDBs . Figure 100: RTDB Homing Menu shows the option 2 output.

Configure Specific RTDB Homing |

|

|
| 2 | Configure Active RTDB Homing |
s |
| 3 | Configure Standby RTDB Homing |
(LN |
| e | Exit |
R e /

Enter Choice:

Figure 100: RTDB Homing Menu

Configure Specific RTDB Homing

The Configure Specific RTDB Homing option 1 of the RTDB Homing Menu sets the RTDB homing
policy to specific and configures the address of the preferred PDB.

This configuration cannot be completed until the PDB network has been configured. See Configure
PDB Network. Provisionable sites indicate the address of the local PDB with the text (local) and that
site is the default value for the preferred PDB.
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The text-based User Interface prompts for the preferred PDB. When the choice is selected, the text
confirms the choice and identifies the selection is "specific’ homing.

EPAP software and PDBA are running. Stop Then? [N y

There are two configured PDBs for this MPS:
1. 192.168.61.84 (local)
2. 192.168.61. 86

Sel ect the preferred PDB fromwhich to receive updates [1]: 1

The RTDB Homing policy is set to 'specific' and will prefer updates from
192. 168. 61. 84.

Configure Active RTDB Homing

The Configure Active RTDB Homing option 2 of the RTDB Homing Menu sets the RTDB homing
policy to active and configures whether to allow updates from the alternate PDB. The prompt selection
must be confirmed if updates are not allowed from the standby PDB.

The text-based User Interface prompts for whether updates are to be allowed from the standby MPS.
When the choice is entered, the text confirms the choices and identifies the selection is ‘active” homing
and whether updates are allowed from the PDB of the standby MPS.

EPAP software and PDBA are running. Stop Then? [N] y

In the event that the active PDB is unavail abl e, shoul d updates be allowed to
the RTDBs fromthe standby MPS? [Y]: N

Caution: If this option is selected, the standby PDB wi ||l not provision the RTDBs
at this site in the event that the active PDB is not avail able.

Are you sure you want to disallow updates to the RTDBs fromthe standby PDB? Y

The RTDB Homing policy is set to "active' and will not allow updates fromthe
st andby PDB.

Configure Standby RTDB Homing

The Configure Standby RTDB Homing option 3 of the RTDB Homing Menu sets the RTDB homing
policy to standby and configures whether to allow updates from the active PDB. The prompt selection
must be confirmed if updates are not allowed from the active PDB.

The text-based User Interface prompts for whether updates are to be allowed from the active MPS.
When the choice is entered, the text confirms the choices and identifies the selection is ‘standby’ homing
and whether updates are allowed from the PDB of the active MPS.

EPAP software and PDBA are running. Stop ThenP [N y

In the event that the standby PDB is unavail abl e, should updates be allowed to
the RTDBs fromthe active MPS? [Y]: N

Caution: If this option is selected, the active PDB will not provision the RTDBs
at this site in the event that the standby PDB is not avail able.

Are you sure you want to disallow updates to the RTDBs fromthe active PDB? Y
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The RTDB Homing policy is set to 'standby' and will not allow updates fromthe
active PDB.

Change MPS Provisionable State

The Change MPS Provisionable State option 3 of the Configure PDB Menu specifies this site as
provisionable or non-provisionable. For more information about these states, refer to Provisioning
Multiple EPAPs Support. This command toggles the states between provisionable and non-provisionable.

See EPAP Configuration Menu for the prompt that is displayed for this menu item.

Create PDB

The Create PDB option 4 of the Configure PDB Menu creates and initializes a Provisioning Database
(PDB) for the EPAP.

Caution:
If the text-based User Interface is exited before the successful creation of the PDB on a
CAUTION provisionable MPS, this caution message is displayed.

PDB not created Caution: This MPS has not been conpletely

configured. Applications may not run until all required
paraneters are entered through the text user interface.
Choose "Display Configuration" for a |ist of

configurabl e parameters and their settings. Press return to

conti nue. ..

Change Auto DB Recovery State

The Change Auto DB Recovery State option 5 of the Configure PDB Menu is used to enable the
Automated Database Recovery feature.

The text-based User Interface prompts with this text:

Auto DB Recovery is currently DI SABLED.
Do you want to ENABLE Auto DB Recovery? [N]:

Change PDBA Proxy State

The Change PDBA Proxy State option 6 of the Configure PDB Menu is used to enable the PDBA Proxy
feature.

The text-based User Interface prompts with this text:

PDBA PROXY is currently DI SABLED.
Do you want to ENABLE PDBA Proxy? [N]:

PDB Configuration Menu Exit

The Exit option e of the PDB Configuration Menu exits and returns to the EPAP Configuration Menu,
shown in EPAP Configuration Menu.
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Security

Figure 101: EPAP Configuration Menu

The Security Menu option 9 provides access to configure the Idle Terminal Timeout and the password
restrictions for EPAP system users. See Figure 102: EPAP Configure Security Menu for the option 8
output.

Idle Term nal Tineout |

Figure 102: EPAP Configure Security Menu

Idle Terminal Timeout

The Idle Terminal Timeout, option 1 of the Figure 102: EPAP Confiqure Security Menu displays the
submenu shown in Figure 103: Configure Idle Terminal Timeout Menu. This menu provides access to
configure the Idle Terminal Timeout Security options. Option 1 of the menu displays the configured
idle terminal timeout. Option 2 of the menu provides the interface to set the Idle Terminal Timeout.

The EPAP terminal will logout the user if the terminal remains idle for the configured amount of time.
The Idle Terminal Timeout limit will be within the range of 0 - 9999 (seconds), both inclusive, where
0 specifies no timeout. If the idle terminal timeout is not set, then the system default shall apply i.e.
no timeout.

Note: The idle terminal timeout is not applicable to the system users who either have restricted shell
or do not have their own shell. This behavior is valid for system users like appuser, platcfg, and

epapconfig.
[----- Configure Idle Term nal Tineout Security Menu-\
I e T \
| 1 Di splay Idle Term nal Tineout |

Figure 103: Configure Idle Terminal Timeout Menu

Password Restriction

The Password Restriction, option 2 of Figure 102: EPAP Configure Security Menu displays the submenu
shown in Figure 104: Configure Password Restriction Menu. Option 1, System Default, provides the
interface to configure password restrictions for the System Default, i.e. the restrictions shall apply for
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all new system users only. Option 2, Per User, provides the interface to configure password restrictions
per user basis.

[----- Configure Password Restriction Menu-\
T Smen e T |
B I |
P R |
R T e e /

Figure 104: Configure Password Restriction Menu

System Default

Option 1 of the Figure 104: Configure Password Restriction Menu, displays the submenu shown in Figure
105: Configure Password Restriction Menu. Option 1 displays the password restrictions configured for
the new system users. Options 2 to 5 provide interface to set the password restrictions for the new
system users.

If the password restrictions are not configured, then the default password restrictions is applied to
the existing and new system users.

5 | Nunber of days that a user will be warned before his password expires

Figure 105: Configure Password Restriction Menu

Per User

If password restrictions are configured per user basis, then the user is required to enter the username
and password of the user for which password restriction is to be applied, as shown in Figure 106:
Configure Password Restriction per User.

Figure 106: Configure Password Restriction per User
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Enter Choice: 2
Ent er user nane:
Enter password for

EPAP Software Configuration

user:

After the successful authorization of the entered username, the submenu shown in Figure 107: Configure
Password Restriction Menu is displayed.

Option 1, Display Password Restriction Configuration, displays the password restrictions configured
for the specified system user. Options 2 to 4 provide the interface to set the password restrictions for

the specified system user.

Figure 107: Configure Password Restriction Menu

| 4| Nunber of days that a user will be warned before his password expires |

Password Restriction Parameters

Min no of days allowed The min no. of days allowed between password changes parameter prevents

between password
changes

Max no of days a
password may be used
(Password Aging)

Number of days that a
user will be warned
before his password
expires

E54368 Revision 2, March 2015

the system user from changing the password before the configured time.
If the value is not set, then the system default of 0 days is used. the value
must be within the range of 1 - 180, both inclusive. The value must be less
than or equal to the maximum number of days a password may be used.

The maximum number of days a password may be used (password aging)
determines the number of days for which the current password of the
system user works. Once the password expires, the user is required to
change to a new password. The user cannot login with the expired
password. If the value is not set, then the system default of 99999 days is
used. If configured, the EPAP system password aging must be within the
range of 1 - 180, both inclusive. When configuring password aging, only a
value greater than or equal to the current value of minimum number of
days a password may be used, is acceptable.

System users are warned N days before their passwords expire. The N
value is configured using the Number of days that a user will be warned
before his password expires parameter. If the password warning days is
not set, then the system default of 7 days is used. A value of 0 means
warning is given only on the day of password expiration. A value of -1
means no warning is given. When configuring the password warning days
for EPAP system users, only a value less than or equal to the difference
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between current password aging and minimum number of days allowed
between password changes settings, is acceptable.

Minimum acceptable  The minimum password length configured is applicable for all existing

Password size and new system users. The allowed minimum length for password is in
the range of 8 to 80, both inclusive. If minimum password length is not set,
then the system default of 5 is used.

Password change for system users

All system users can change their own passwords. The epapdev and appuser users use the passwd
command provided by the Operating System. If changing a password using the passwd command,
then the Linux PAM credit rules are used.

The system user epapconfig uses the option provided in the EPAP Configurration Menu. Linux PAM
rules are not applicable while changing the password for epapconfig user. Only the configured
minimum password length applies.

Configure EMS Server

The Configure EMS Server option 10 allows the user to configure the EMS with which EPAP shall
interact to send the alarms as SNMPv2c traps. See Figure 108: Configure EMS Server for the option 10

output.
fm——— EPAP Configure ENS Server Henu-%
F et T i1
| 1 Display EHS Server |
B o o e e e e e e i |
| & Add EHS Server |

Enter Choice: I
Figure 108: Configure EMS Server

Display EMS Server

For PROV/Non PROV EPAP, the display operation displays the values of the fields shown in Figure
109: Display EMS Server. For PDB_ONLY EPAP, all fields except the StatusB field are displayed.
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EMS IF Address=: 10.248.5.11
ENS Server Name: ems 1

ENS Port: 5000

ENS Community: epapWrimmp
Heartbeat Intecval: &0
StatusiA: NORMAL

StatusB: NORHAL

Timestamp: Z2014=08=11 07:40:28

Press return to continug...

Figure 109: Display EMS Server

Add EMS Server
The add operation has the following fields, as shown in Figure 110: Add EMS Server.

EMS IP Address IP address of EMS to receive traps

EMS Server Name A logical name for the EMS

EMS Port Destination UDP port

EMS Community SNMP community contained in traps

Heartbeat Interval [60] Number of seconds between heartbeat traps (system alive

message); the default is 60 seconds if not specified

Enter Choice: 2

Verifving root connectivity with mate...
EMS IP Address: 10.245.9.11

EM3 Server Name: ems_1

EMS Port: S000

ENS Comrunity: epapWeSnmp

Heartbeat Interval [60]:

ENS Server [10.245.9.11] has been added.

Press return to continue...
Figure 110: Add EMS Server

Update EMS Server

As shown in Figure 111: Update EMS Server, the update operation allows the update of the EMS Server
Name, EMS Port, EMS Community, and Heartbeat Interval fields for an EMS server IP address entered
by the user.
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Enter Choice: 3
Verifying root connectivity with mate...

EMS IP Address: 10.248.9.11
ENS Server Name: ems 1

EM53 Port: 5000

ENS Community: epapWrSnmp
Heartbeat Interval: 60
Statusk: NORHAL

StatusB: NORMAL

Timestamp: 2014-08-11 07:40:289

EM5S Server IP Address whose fields need to be updated : 10.2485.9.11
ENS Server Name [ems 1] :

EMS Port [5000] :

ENS Compmmunity [epapWrSmmp] :

Heartbeat Interval [60]: S0

EMS Server [10.248.9.11] has been updated.

Press rsturn to continue..,..

Figure 111: Update EMS Server

Remove EMS Server

The remove operation allows the deletion of the EMS server, as shown in Figure 112: Remove EMS
Server.

Enter Choice: 4

Verifving root connectivity with mate...
EM5 IP Address: 10.248.9.11

EMS Server Name: ems 1

EM5 Port: 5000

EM5 Community: epapWrSmmp

Heartheat Interval: 50

StatusA: NOERMAL

StatusE: NOEMAL

Timestamp: 2014-08-11 07:40:29

ENS Server IP Address to be deleted: 10.2485.9.11
EM5 Server [10.248.9.11] has been deleted.

Press return to continue...

Figure 112: Remove EMS Server
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Configure Alarm Feed

The Configure Alarm Feed option 11 allows the user to configure the Eagle Alarm Feed and SNMP
Alarm Feed parameters. For PROV /Non PROV EPAP (see Figure 113: Alarm Feed Configquration Menu
for PROV/Non PROV EPAP), the EPAP software is stopped in both the EPAP A and EPAP B servers
before configuring the alarm feeds.

Enter Choice: 11

Verifying root connectivity with mate...

Configure Eagle Alarm Feed [ON]:

Configure SNHP Alarm Feed [ON]:

Successfully configured Eagle Alarm Feed and SHNHF Alarm Feed.

Press return to continue...

Figure 113: Alarm Feed Configuration Menu for PROV/Non PROV EPAP

As shown in Fiqure 114: Alarm Feed Configuration Menu for PDB_ONLY EPAP, the Eagle Alarm Feed
parameter is not configurable for PDB_ONLY EPAP. The EPAP software is stopped in the EPAP A
server before configuring the alarm feed.

Enter Choice: 11

EPAP software i= running. Stop it? [N]: Y
Configure SNHFP Alarm Feed [ON]:

Succeszsiully configured SMHEP Alarmm Feed.

Press return to continue...

Figure 114: Alarm Feed Configuration Menu for PDB_ONLY EPAP

Configure Query Server

The Configure Query Server option 12 allows the user to configure the query server on EPAP, as
shown in Figure 115: Configure Query Server. If no query server is configured, the MySQL bi nl ogs
are purged when the free disk space usage is more than the value set for epap_bi nl ogs_t hr eshol d.
The default value for epap_bi nl ogs_t hr eshol d is 80%.

The following options are available in the epapconfig utility under the "Configure Query Server" tab:

1.

Display Query Server Status

2. Add Query Server
3.
4. Make Snapshot

Remove Query Server
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Enter Choice: 12

HPS Side A: hosctname: PDPhonlyY8 hostid: f80adels
Platform Version: 4.0.10-5.5.1_75.18.0
Software Version: EPAP 160.0.13-16.0.0_160.13.0
Sun Aug 23 19:03:31 EDT 2020

Enter Choice: I

Figure 115: Configure Query Server

Display Query Server Status

The Display Query Server Status option 1 displays the query server configured at the EPAP side, as
shown in Figure 116: Display Query Server Status.

Enter Choice: 1
guery Server List

10.248.9.11

Press return to continue...

Figure 116: Display Query Server Status

Add Query Server

The Add Query Server option 2 adds a query server at EPAP. As shown in Figure 117: Add Query
Server, the following parameters are configurable for a query server:

¢ [P address of the query server
¢ Password needed for replication user
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Enter Choice: 2

Query Server IP Address: 10.248.9.11
Query Server Password:
Re=enter Query Server Password:

Query Server [10.248.9.11] has been added.

Press return to continue...
Figure 117: Add Query Server

Remove Query Server

The Remove Query Server option 3 removes the query server configured at EPAP, as shown in Figure
118: Remove Query Server.

Enter Choice: 3
Query Server List

10.248.9.11
Replication User IP Address which needs to be deleted: 10.248.9.11

Query Server [10.248.9.11) has been deleted.

Press return to continue...
Figure 118: Remove Query Server

Make Snapshot

The Make Snapshort option 4 creates a snapshot of the EPAP PDB, as shown in Figure 119: Make
Snapshot.

Enter Choice: 4
WARNING: This commanhd may cause a brief interruption in traffic being =ent
provisioning may be INTERRUPTED.

Do wou want to continue? [T/N]Y
Created snapinfo.sqgl file successiully.

Creating Snapshot...

Figure 119: Make Snapshot
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Configure Query Server Alarm Feed

The Configure Query Server Alarm Feed option 13 allows the user to turn on or turn off the Query
Server Alarm Feed, as shown in Figure 120: Configure Query Server Alarm Feed.

Enter Choice: 13

Configure Query Server Alarm Feed [ON]:
Successfully configured Query Server Alarm Feed.
Press return to continue...

Figure 120: Configure Query Server Alarm Feed

When the Query Server Alarm Feed is set to ON, the EPAP QS Replication Issue and EPAP QS
Lagging behind alarms can be raised in the system according to their alarm condition.

Configure SNMP Agent Community

The Configure SNMP Agent Community option 14 allows the user to configure the SNMP Read and
Write Communities in the snmpd.conf file, as shown in Figure 121: Configure SNMP Agent Community
Menu for PROV/Non PROV EPAP and Figure 122: Configure SNMP Agent Community Menu for
PDB_ONLY EPAP. The default strings for the Read and Write communities in the snmpd.conf file are
epapRdSnmp and epapWrSnmp.

Encer Choice: 14

SHHP Read Community: epapSnmpCorm
SHNHUP Wrice Community: epapInmpWComn

Bead and Write Community updated in config file. SHNHF Daemon =tarted, nowv starting on mate Server.
Press recurn to continue...
SNHP Agent Compunity configured on mate succeasfully.

Preas return to continue...

Figure 121: Configure SNMP Agent Community Menu for PROV/Non PROV EPAP
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Enter Choice: 14

SHHMFP Read Comtrunity: epapRdCornm
SHHF Write Communicy: epapiirComm

Read and Wrice Communicy updated in config file. SNHP Daemon scarced.

Pre=s recurn to continus, ..

Figure 122: Configure SNMP Agent Community Menu for PDB_ONLY EPAP

EPAP Configuration Procedure

Initialization and configuration are provided through a text-based user interface (UI) described in this
chapter. The user accesses the text-based configuration procedure using the product UL

The first time that user epapconfi g logs into MPS A the system performs an auto-configuration
on both MPS EPAP pairs. The sync network and main and backup DSM networks are initialized to
their default values, described in Network Connections and defined in Application B Card Hardware and
Installation Guide. Various internal configuration parameters are also set to their default values. The
installer must perform initial configuration on MPS A on EAGLE A and MPS A on EAGLE B. The
installer must also perform initial configuration on non-provisionable MPSs, if they are present.

See Standalone PDB EPAP for the procedure to configure Standalone PDB EPAPs.

Configuration Terms and Assumptions

The initial configuration steps assume that each MPS has previously undergone successful Initial
Platform Manufacture (IPM).

The network path must be present and verified before the MPS servers are ready for EPAP
configuration.

Initial configuration can be implemented on only the MPS A side of EAGLE 5 ISS A and MPS A
side of EAGLE 5 ISS B. Attempting to perform initial configuration on MPS B of EAGLE 5 ISS A is
not allowed, and the epapconf i g user will be notified. The attempted configuration will be aborted
with no impact on either MPS A or B.

After the initial configuration of MPS A on EAGLE 5 ISS A and MPS A on EAGLE 5 ISS B, both
EPAPs should be operational unless the system failed to successfully initialize during reboot or
the configured values for the Sync and/or DSM networks conflict with other equipment in the
network. Tekelec recommends that you do not change the default network values.

The provisioning values displayed for the following initialization and configuration steps are
example values only.

Default values can be accepted just by pressing the Return key at the prompt; default values are
shown enclosed in brackets [ ].
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* Itis the customer's decision about the timing and frequency of performing a back-up of his databases.
Of course, databases should be backed up when they are initially populated with data; however,
the priority that the customer assigns to data and time lost in restoring it will dictate the frequency
of database back-up.

¢ Adding an NTP server is optional. Additionally, only one NTP server is needed to provide time
synchronization for all the MPS servers on both EAGLE 5 ISS pairs. Up to 3 external servers are
supported.

¢ The EPAP terms 'local' and 'remote' are relative with respect to the EPAP configuration software.
In other words, if the installer is running the configuration software on the physical MPS (that is,
the MPS that the installer is physically on-site and has his terminal connected to), the configuration
software refers to that MPS as 'local'. However if the installer connects through the network into
the MPS A on EAGLE 5 ISS B, the configuration software executing at EAGLE 5 ISS B sees itself as
local’, referring to MPS that the installer is physically connected to as the remote’'.

Remember that the 'local' MPS is whichever MPS A that the configuration software is being executed
on, regardless of where the user is physically located.

The MPS of EAGLE 5 ISS A is the first MPS to which the installer physically connects and on which
initial configuration of the EPAPs is always begun.

To avoid confusion of these relative terms, the MPS A on EAGLE 5 ISS A is considered to be the
on-site MPS to which the installer has the physical connection. This document refers to the MPS
to which the installer does not have the physical connection as MPS A on EAGLE 5 ISS B.

Configuration Symbols

During the Configuration Procedure, the installer will initialize and configure the MPSs to perform
various functions. Special instructions are required occasionally for an MPS on EAGLE 5ISS A, an
MPS on EAGLE 5 ISS B, or a non-provisionable MPS. To assist the installer, this manual uses these
notations to indicate individual instructions to be performed for those specific MPSs.

Table 29: Configuration Notations

Notation Notation Description

A: MPS on EAGLE 5 ISS A: This notation indicates installation instructions to be performed
specifically for the MPSs (MPS A and MPS B) on EAGLE 5 ISS
A.

B: MPS on EAGLE 5 ISS B: This notation indicates installation instructions to be performed
specifically for the MPSs (MPS A and MPS B) on EAGLE 5 ISS
B.

N: Non-Provisionable MPS: This notationl indicates installation instructions to be performed
specifically for any non-provisionable MPSs.
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Initial Setup and Connecting to MPSs

Installation personnel may choose to employ various methods for connecting to an MPS. The EPAP
software requires that an MPS be configured from side A. Refer to Application B Card Hardware and

Installation Guide for the correct installation procedure.

Procedure for Configuring EPAPs

Perform the configuration procedure by following these steps in the text-based user interface. After

you have connected to an MPS as described in Initial Setup and Connecting to MPSs , perform this
procedure to configure the EPAPs in your network.

Note: Initial configuration cannot be performed through the GUI because the IP addresses required

for browser connectivity are not defined until the initial configuration using the text-based Ul is
completed.

Using the set up and connection described previously, connect to an MPS to perform configuration.

In a typical installation, connect directly to the MPS at EAGLE A to configure it, then use ssh to
connect to the MPS at EAGLE B and configure it.

After connecting to the MPS on EAGLE A, you are prompted to log in.

1. Login as epapconfi g.
A Caution notice is displayed. Evaluate the conditions listed.

nmpsa-f0c7c3 consol e | ogi n: epapconfig

Passwor d:

Caution: This is the first login of the text user interface. Please
review the followi ng checklist before continuing. Failure
to enter conplete and accurate information at this time wll
have unpredictable results.

The mate MPS servers (MPS A and MPS B) nust be powered on.
“Initial Platform Manufacture" for the mate MPS servers
must be conpl ete.

The sync network between the mate MPS servers nust be

oper ati onal .

You nust have the correct password for the EPAPdev user on
the mate MPS server.

You nust be prepared to designate this MPS as provisionable
or non-provi sionabl e.

Press return to continue...

& > @ dE

2. After all conditions of the Caution notice are satisfied, press Return to continue.
After pressing Return to continue, you can abort or proceed with the initial configuration.

Note: Pressing Return accepts the default value n.

Are you sure you wish to continue? [N: vy

Password of epapdev:

Coul d not get authorized keys file fromrenote (mate).
Maybe it does not exist. Continuing...

ssh is working correctly.

Password of root:
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Coul d not get authorized keys file fromrennte (nate).
Maybe it does not exist. Continuing...
ssh is working correctly.
Bui l ding the initial database on side A
St oppi ng | ocal sl ave
St oppi ng renote sl ave
Eui DB al ready exi sts.
Starting | ocal slave
Starting renote slave

3. To continue with the configuration, enter y.
B: MPS on EAGLE B:

The configuration software is now being executed on the MPSs on EAGLE B. While the MPSs on
EAGLE B were formerly referred to as remote, the configuration software now considers the same
MPS pair now to be local. For more information, refer to Configuration Terms and Assumptions.

4. Declare whether the MPS is provisionable or non-provisionable.
This example shows this MPS as a provisionable MPS.

A: MPS on EAGLE A:
Answer y in this step.
B: MPS on EAGLE B:
Answer y in this step.
N: Non-Provisionable MPS:

Answer n in this step.

The provi sioning architecture of the EPAP software allows for exactly 2 customer
provi sionabl e sites. Additional sites that are to receive the data provisi oned
to the provisionable sites should answer 'N here.

If there are only 2 mated sites, it is safe to answer 'Y' here.

Is this site provisionable? [Y]: vy

5. When prompted, enter the epapdev user password on the mate MPS server in order to confirm
the secure shell keys are successfully exchanged.
This example shows the output generated when the correct password is entered, the secure shell
keys are successfully exchanged, and the Ul database is set up on MPS A and MPS B at this site.

Password for EPAPdev@rat e:
Connecting to nmate. ..
ssh is working correctly.
still OK
still OK
Buil ding the initial database on side A
St oppi ng | ocal sl ave
St oppi ng renote sl ave
No preexi sting Eui DB dat abase was det ect ed.
Enabl i ng replication:
deleting old binary |ogs on |ocal server
resetting | ocal slave.
deleting old binary | ogs on renote server
resetting renote slave
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Starting | ocal slave
Starting renote slave
There was no epap.cfg file. Using default configuration.

Upon successful configuration file setup, the EPAP Configuration Menu appears (for the first
time) with associated header information.

The server designation of MPS A at this site is displayed along with hostname, hostid, Platform
Version, Software Version, and the date.

MPS Side A. hostnane: npsa-dla8f8 hostid: 80dla8f8
Pl atform Version: 5.0.0-22.0.0
Sof t war e Version: EPAP 5.0.0-30.1.0
Wed Jul 16 09:51:47 EST 2005

[-=------ EPAP Confi guration Menu-------- \

Ent er Choi ce:

6. Choose option 1, Display Configuration.

This option provides a means of verifying EPAP A and EPAP B Provisioning Network IP addresses,
the Time Zone, and other provisioning values for the MPS on EAGLE A.

EPAP A Provi sioning Network | P Address
EPAP B Provi sioning Network | P Address
Provi si oni ng Net wor k Net mask

Provi si oni ng Networ k Default Router
EPAP A Backup Prov Network | P Address
EPAP B Backup Prov Network |P Address

192. 168. 66. 60
192. 168. 66. 61
255. 255. 255. 0
192. 168. 66. 250
Not confi gured
Not confi gured
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Net wor k Net mask
Net wor k Def aul t
Net wor k Addr ess
Net wor k Addr ess
Mai n DSM Net wor k Addr ess
Mai n DSM Net wor k Addr ess
Backup DSM Net wor k Addr ess
Backup DSM Net wor k Addr ess
HTTP Port

HTTP Port

HTTP SuExec Port

HTTP SuExec Port

Banner Connection Port
Banner Connection Port
Stati c NAT Address

Static NAT Address

PDBI Port

Renbte MPS A Static NAT Address
Renmote MPS A HTTP Port

Local Provisioning VIP

Renot e Provi sioning VIP

Local PDBA Address

Renot e PDBA Address

Ti ne Zone

PDB Dat abase

Preferred PDB

Al'l ow updates from al ternate PDB
Aut o DB Recovery Enabl ed

PDBA Proxy Enabl ed

Backup Prov
Backup Prov
EPAP A Sync
EPAP B Sync

Rout er

W>W>WOW>W>W0>W>m

Press return to conti nue...

8 | PDB Configuration Menu
9| security
10 | Configure EMS Server
11| Configure Alarm Feed
12 | Configure Query Server
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Not confi gured
Not confi gured
192. 168. 2. 100
192. 168. 2. 200
192. 168. 120. 100
192. 168. 120. 200
192. 168. 121. 100
.168. 121. 200

8473

Not confi gured
Not confi gured
5873

Not confi gured
80

192. 168. 66. 80
192. 168. 66. 78
192. 168. 66. 60
0.0.0.0

Aner i ca/ New_Yor k
None

192. 168. 66. 60
Yes

No

No

7. Press Return to return to the EPAP Configuration Menu.
8. Choose option 2, Configure Network Interfaces Menu.
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Ent er Choice: 2

. Choose option 1, Configure Provisioning Network.

MPS Side A hostnane: dakar hostid: a8c03c42
Pl at f orm Versi on: 2.0.4-0.19570
Sof t war e Versi on: EPAP 1.0.8-0.19570
Tue Dec 6 11:06:52 EST 2005

Enter choice: 1

EPAP Software Configuration

The Configure Provisioning Network Menu allows you to accept the default IP address values
presented by the configuration software for EPAP A and EPAP B provisioning network and network
netmask, or enter specific IP values previously received from the customer for the MPS.

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be

used to reset the VIP /backup provisioning IP address.

Refer to the information recorded in Table 23: Information for Provisionable MPSs at EAGLE A through
Table 26: Information for Non-Provisionable MIPSs at EAGLE #2 for the correct addresses.

Note: No default value is provided for the EPAP provisioning network default router. This value

must be received from the customer.

The display for the submenu for configuring communications networks appears.

Verifying connectivity with mate ...

Enter the EPAP A provisioning network | P Address [192.168.61.90]:
Enter the EPAP B provisioning network | P Address [192.168.61.91]:
Enter the EPAP provisioni ng network netmask [255.255.255.0]:

Ent er the EPAP provisioni ng network default router

Press return to continue...

| P Address: 192.168. 61. 250

10. Press the Return to return to the Configure Network Interfaces Menu.
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Ent er

-Configure Network Interfaces Menu----\

choice: 2

Verifying connectivity with mate. ..
Enter the first 3 octets for the EPAP MPS sync Network [192.168. 4]

Press

return to continue...

EPAP Software Configuration

* Press Return to accept the default Sync Network IP address octet values presented by the
configuration software.
¢ Change the default Sync Network IP address octet values presented by the configuration software
by entering an IP address octet.

Upon accepting the default value or entering a specific EPAP Sync IP address octet value, the
Configure Network Interfaces Menu appears.

Note: Unless a known network address conflict exists, skip Step 12 and Step 13 related to option
3, Configure DSM Network.

12. Choose option 3, Configure DSM Network.

Ent er

choi ce: 3
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The Configure DSM Network choice automatically adds the DSM network IP address to the list
of known hosts.

13. Accept the default IP address octets for the EPAP main DSM network and the EPAP backup DSM
network presented by the configuration software unless a known network conflict exists.

Verifying connectivity with mate. ..
Enter the first 3 octets for the EPAP main DSM network [192.168. 136] :
Enter the first 3 octets for the EPAP backup DSM network [192.168. 137]:

Upon accepting the default value or entering a specific EPAP backup DSM network octet IP address
value, the Configure Network Interface Menu appears.

Note: If you do not want to configure a backup provisioning network interface, skip Step 14 and
Step 15. Proceed to Step 16.

14. Choose option 4, Configure Backup Provisioning Network.

[----- Configure Network Interfaces Menu----\

| 7 | Configure Provisioning VIP Addresses |

Enter choice: 4

This menu selection prompts you for all information necessary to set up a second interface for the
customer’s Provisioning Network.

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be
used to reset the VIP /backup provisioning IP address.

The address information should be received from the customer for the MPS. Refer to the information
recorded in Table 23: Information for Provisionable MPSs at EAGLE A through Table 26: Information
for Non-Provisionable MPSs at EAGLE #2 for the correct addresses.

The IP address for this interface must be on a different class C subnet than the primary Provisioning
Network address. You must set up a second default router address to coincide with the Backup
Provisioning Network. There are no default values for any of these fields. The customer must
supply all the information. The Backup Provisioning Network cannot be configured using the

pl at cf g utility.

Verifying connectivity with mate...
EPAP A backup provisioning network | P Address: 192.168.59. 169
EPAP B backup provisioning network | P Address: 192.168.59. 170
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EPAP backup provisioni ng networ k net mask: 255.255.255.0
EPAP backup provisioning network default router |P Address: 192.168.59. 250
Press return to continue ...

15. Press Return to return to the Configure Network Interfaces Menu.

Note: Unless the MPS is separated from the GUI workstations and provisioning systems by a port
forwarding firewall, skip Step 16 through Step 19 and proceed to Step 20.

16. Choose option 5, Configure Forwarded Ports.

[----- Configure Network Interfaces Menu----\

Enter choice: 5

The Configure Forwarded Ports Menu appears.

Ent er choi ce:

Note: The menu for changing the default value for HTTP and HTTP SuExec ports is not working
as expected; the GUI may become inaccessible after the change.

17. Enter the correct option number for the port information to be entered.
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Refer to the information recorded in Table 23: Information for Provisionable MPSs at EAGLE A and
Table 24: Information for Provisionable MPSs at EAGLE 5 ISS B for the correct information.

A: MPS on EAGLE A:
Options 1, 3, 5, and 7 are valid.
B: MPS on EAGLE B:

Options 2, 4, and 6 are valid.

18. Enter the appropriate port information.
Press return to return to the Configure Forwarded Ports Menu.

EPAP A HTTP Port [80]:

19. Enter an option number or enter e to return to the Configure Network Interfaces Menu.

Note: Unless the MPS is separated from the GUI workstations and provisioning systems by a
firewall performing static NAT, skip Step 17 through Step 20 for configuring static NAT and continue
with Step 24.

20. Choose option 6, Configure Static NAT Addresses.

[----- Configure Network Interfaces Menu----\

| 4 | Configure Backup Provisioning Network |

Enter choice: 6

The Configure Static NAT Addresses Menu appears.

21. Enter the appropriate option to configure the Static NAT Address.
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Each numbered item of the Configure Static NAT Addresses Menu allows you to specify an IP
Address used outside of the firewall for remote access to the MPS

A: MPS on EAGLE A:
Options 1 and 3 are valid.
B: MPS on EAGLE B:
Option 2 is valid.

22, Enter a valid NAT IP address from Table 23: Information for Provisionable MPSs at EAGLE A or Table
24: Information for Provisionable MPSs at EAGLE 5 ISS B.

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be
used to reset the VIP /backup provisioning IP address.

EPAP A Static NAT Address:

23. Choose optione on theConfigure Static NAT Addresses Menu to return to the Configure Network
Interfaces Menu.

Note: If you are not configuring VIP provisioning addresses at this time, skip Step 24 through Step
26 and proceed to Step 27.

24. Choose option 7, Configure Provisioning VIP Addresses.

| 7 | Configure Provisioning VIP Addresses |

Enter choice: 7

25. Enter the local and remote provisioning VIP addresses.

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be
used to reset the VIP/backup provisioning IP address.

EPAP | ocal provisioning Virtual |IP Address [192.168. 66. 80]:
EPAP renote provisioning Virtual | P Address [192. 168. 66. 78] :

26. Choose option e, Exit from the Configure Network Interfaces Menu to return to the EPAP
Configuration Menu.
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Note: Obtain the value for the time zone from the customer’s Information Services department.
The default value for the time zone is “US/Eastern”. If the time zone was correct for this installation,
as shown in the output of the Display Configuration (Step 5), skip menu option 3. Proceed to Step
30.

27. Choose option 3, Set Time Zone.

Ent er Choice: 3

A Caution statement appears:

Caution: This action requires a reboot of the affected MPS servers to
activate the change. Operation of the EPAP software before
the MPS servers are rebooted may have unpredictabl e
consequences.
Press return to continue. ..

28. After noting the caution, press Return to continue.
You are prompted to confirm the time zone setting for MPS A and MPS B at this site.

Are you sure you wi sh to change the tinezone for MPS A and B? [N]: y

29. Enter y to confirm the change.
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Pressing Return accepts the default of 'N' (or no) and the action is aborted. In this case, you are
returned to the EPAP Configuration Menu.

When the affirmative response y is given to change the time zone, the following prompt appears.

Enter a tine zone:

The time zone can be the zone where the EPAP is located, Greenwich Mean Time, or another zone
that is selected by the customer to meet the needs of the system. If the time zone is known, it can
be entered at the prompt. If the exact time zone value is not known, press Return, and a list of the
valid names appears.

A list of valid time zones is provided in Appendix A, Time Zone File Names.

If an incorrect time zone is entered or if only Return is pressed, a list of all available time zone
values appears. Select a value from this table. The time zone change does not take effect until the
the MPS is rebooted.

After setting the time zone successfully, you are returned to the EPAP Configuration Menu.

Note: Option 1, ExchangeSecure Shell Keys, is performed automatically by the configuration
software at the start of configuration (the configuration software would not have proceeded to this
point if the exchange had not been successful). If you do not want to exchange secure shell keys,
skip this step and proceed to Step 28.

30. Choose option 4, Exchange Secure Shell Keys.
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Enter Choice: 4

The Exchange Secure Shell Keys Menu appears.

MPS Side A: hostnane: tortola-a hostid: a8c0883d
Pl at form Version: 2.0.2-4.0.0_50.26.0
Sof t ware Version: EPAP 1.0.1-4.0.0_50.34.0
Fri Sep 16 07:37:32 EDT 2005
[----- Exchange Secure Shell Keys Menu----- \

Enter Choice: 1

31. Select Option 1 to Exchange Keys with the mate.
A prompt appears.

Are you sure you wi sh to exchange keys? [N: vy

32. Entery.
You are notified that secure shell keys have been exchanged.

Verifying connectivity with mate. ..

Caution: Secure shell keys have already been exchanged between this
MPS server and its mate. Secure shell is working properly.

Press return to continue. ..

33. Press Return to confirm and continue with the exchange.
A confirmation prompt appears.

Are you sure you wi sh to exchange keys with the mate? [N: vy
Password for EPAPdev@rat e:

Keys exchanged.

Verifying that ssh works correctly.

ssh is working correctly.

* Press Return ('N' or no') to abort the exchange action.
* Enter Y to confirm the exchange.

If you enter y, you are prompted for the password of the mate. Contact My Oracle Support (MOS)
for the password.
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After entering the appropriate password, a verification of the exchange appears and you are returned
to the EPAP Configuration Menu.

Note: If you want do not want to change the text-based UI password for the MPSs at this site, skip
option5 and proceed to Step 36.

34. Enter option 5, Change Password, to change the text-based user interface password for the
epapconf i g login name for both MPS A and B at this site.

| 11 | Configure Al arm Feed

| 13 | Configure Query Server Al arm Feed |

Enter Choice: 5

You are prompted to confirm the action of changing the password for both servers ( MPS A and
MPS B) at this site.

Verifying connectivity with mate. ..

Are you sure you wish to change the text U password on MPS A and B? [N]: vy
Enter new password for text U user:

Re- enter new password:

Press return to continue ...

* Press Return to accept the default (N’ or 'no’) and abort the action to change the password.

* Entery invokes a prompt for the new password and re-entry of the password to confirm the
entry.

35. Enter the new password, confirm, and press Return to return to the EPAP Configuration Menu.
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Note: If you do not want to add anNTP server at this time, skip all steps related to option7 and

proceed to Step 42.

36. Enter option 7, Configure NTP Server, to add an NTP Server.

[------- EPAP Configuration Menu-------- \
| L] Diepiay configuation
2| configure Network Interfaces Menu
| 3| Set Time Zone
4| Exchange Secure Shell Keys
| 5| Change Password
6| PlatformMenu
| 7| Configure NTP Server
8| PDB Configuration Menu
| 9 Security
10 | configure EMB Server
| 11| Configure AlarmFeed
12 | configure Query Server
| 13 | Configure Query Server Alarm Feed
14 | Configure SNVP Agent Comunity
| el Bit
N m o m e e e e e e e e e e e eeea-

[----- EPAP Configure NTP Server Menu-\
0 ey e e e
TS T s W me |
o | e el e S
P T |
LR L T LT /

Ent er Choice: 2

You are prompted to confirm the action of adding a new NTP Server.

* Press Return to accept the default (N' or no') and abort the action to add an external NTP server.

¢ Entery to add an external NTP server.
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A prompt appears allowing you to add the IP address of the NTP server.

Are you sure you wish to add new NTP Server? [N : vy
Enter the EPAP NTP Server | P Address: 192.168.61.69

Verifying NTP Server. It might take up to 1 minute.

External NTP Server [192.168.61. 69]
has been added.

Press return to continue. ..

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be
used to reset the VIP /backup provisioning IP address.

B: MPS on EAGLE B:

Enter the same IP address for the NTP server that was previously added to the MPS A and B servers
on EAGLE A. This action allows the one NTP server to keep all MPS servers in synchronization.

N: Non-Provisionable MPS:

Enter the same IP address for the NTP server that was previously added to the MPS A and B servers
on EAGLE A. This action allows the one NTP server to keep all MPS servers in synchronization.

Note: All NTP Server IP addresses shown are only examples.

The display shows the server verification occurring. A confirmation of a successful addition of the
NTP server also appears.

38. Press Return to return to the EPAP Configure NTP Server Menu.
39. Enter option 1, Display External NTP Server, to confirm successful addition of the NTP server.

2 | Add External NTP Server |

3 | Renpbve External NTP Server |

Enter Choice: 1

The IP address of the NTP S appears.

ntpserverl 192. 168. 61. 157

Press return to continue. ..

40. If the External NTP Server IP address is correct, press Return to return to the EPAP Configure
NTP Server Menu.

E54368 Revision 2, March 2015 210



Administration Guide

EPAP Software Configuration

41. Enter option e to exit the EPAP Configure NTP Server Menu and return to the EPAP Configuration

Menu.

Ent er

Di spl ay External NTP Server |
Add External NTP Server |

Renmove External NTP Server |

Configure SNVMP Agent Conmunity

Choi ce: 8

43. Enter option 1, Configure PDB Network.

Note: The procedure for configuring the PDB Network will be different for provisionable MPSs
and non-provisionable MPSs, as described in the following choices.

E54368 Revisio

n 2, March 2015

211



Administration Guide EPAP Software Configuration

1 | Configure PDB Network

Enter Choice: 1
Refer to Table 23: Information for Provisionable MPSs at EAGLE A through Table 26: Information for
Non-Provisionable MPSs at EAGLE #2 for the information required to configure the PDB Network.

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be
used to reset the VIP /backup provisioning IP address.

¢ Only for provisionable MPSs (MPS of EAGLE A or MPS of EAGLE B):
A: MPS on EAGLE A:

You must have the IP address for the MPS A of EAGLE B (recorded in Table 24: Information for
Provisionable MPSs at EAGLE 5 ISS B).

B: MPS on EAGLE B:

You must have the IP address for the MPS A of EAGLE A (recorded in Table 23: Information for
Provisionable MPSs at EAGLE A ).

Option 1 requires you to provide the IP address of the MPS A on EAGLE A and the IP address
for the MPS A on EAGLE B where the remote PDBA database is to reside. (See the following
NOTE about the use of ‘local” and ‘remote’.)

You must enter the password for MPS A on EAGLE B. If configuration of the PDB network is
successful, the output confirms the secure shell keys are exchanged.

If you configure the PDBA Proxy feature, the IP address for MPS B (mate non-provisionable
MPS) on EAGLE B is required.

Note: References to 'local' and 'remote,' by the software configuration, are relative to the MPS

that is actively executing the configuration software.

This MPS is configured to be provisionable. The EPAP | ocal PDBA address is
192. 168. 61. 84. EPAP software and PDBA are running. Stop Then? [N] y Enter the
EPAP renote PDBA address: 192.168.61.86 Password for epapdev@92.168.61. 119:
Keys exchanged. Verifying that ssh works correctly. ssh is working correctly.
Press return to continue...

Upon pressing Return, you are returned to the Configure PDB Menu. If you are configuring
only provisionable MPSs, proceed to Step 44.

¢ Only for non-provisionable MPSs:

N: Non-Provisionable MPS:
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You must have the IP addresses for the MPS A of EAGLE A and MPS A of EAGLE B (recorded
in Table 23: Information for Provisionable MPSs at EAGLE A and Table 24: Information for Provisionable
MPSs at EAGLE 5 ISS B).

Option 1 requires you to provide the IP addresses for the MPS A on EAGLE A and the MPS A
on EAGLE B, as shown in the output for non-provisionable MPSs.

This MPS is configured to be non-provisionable. You will be pronpted for both
of the renpte PDB addresses. Order does not natter.

EPAP software and PDBA are running. Stop Then? [N y

Enter one of the two PDBA addresses: 192.168.61. 84
Enter the other of the two PDBA address: 192.168.61. 86

Press return to continue. ..
After pressing Return, you are returned to the Configure PDB Menu.
Note: The default homing policy for a pair of provisionable MPSs is specific homing to the local

PDB. If you do not want to configure active/standby homing, skip option2, RTDB Homing Menu,
and proceed with Step 47.

44. Enter option 2, RTDB Homing Menu, to configure the homing policy.

Ent er Choice: 2
45. Enter option 1, 2, or 3 from the RTDB Homing Menu.

You can specify specific homing, active homing, or standby homing for this MPS. For more
information about the homing feature, refer to Selective Homing of EPAP RTDBs .
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* Option 1 for specific homing:
Select one of the two IP addresses on the list, as shown in the output:

EPAP software and PDBA are running. Stop Then? [N y

There are two configured PDBs for this MPS:

1. 192.168.61.84 (local)

2. 192.168.61.86

Sel ect the preferred PDB fromwhich to receive updates [1]: 1

The RTDB Homing policy is set to 'specific' and will prefer updates from
192. 168. 61. 84.

¢ Option 2 for active homing:

Choose whether to allow updates from the standby PDB. If updates from the standby PDB are
not allowed, the choice must be confirmed, as shown in the output:

EPAP software and PDBA are running. Stop Then? [N y

In the event that the active PDB is unavail abl e, shoul d updates be allowed to
the RTDBs fromthe standby MPS? [Y]: N

Caution: If this option is selected, the standby PDB wi ||l not provision the RTDBs
at this site in the event that the active PDB is not avail able.

Are you sure you want to disallow updates to the RTDBs fromthe standby PDB? Y

The RTDB Homing policy is set to "active' and will not allow updates fromthe
st andby PDB.

* Option 3 for standby homing:

Choose whether to allow updates from the active PDB. If updates from the active PDB are not
allowed, the choice must be confirmed, as shown in the output:

EPAP software and PDBA are running. Stop Then? [N vy

In the event that the standby PDB is unavail abl e, should updates be allowed to
the RTDBs fromthe active MPS? [Y]: N

Caution: If this option is selected, the active PDB will not provision the RTDBs
at this site in the event that the standby PDB is not avail able.

Are you sure you want to disallow updates to the RTDBs fromthe active PDB? Y

The RTDB Homing policy is set to 'standby' and will not allow updates fromthe
active PDB.

Upon making a selection, you are returned to the RTDB Homing Menu.
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46. Enter option e to exit the RTDB Homing Menu.

Ent er Choice: e

47. Enter option 5, Change Auto DB Recovery, to enable the Automated Database Recovery feature.
Note: This step must be performed on both provisionable MPS A of a mated pair.

Ent er Choice: 5

The following output appears.

Aut o DB Recovery is currently DI SABLED.
Do you want to ENABLE Auto DB Recovery? [N : vy

48. Enter option 6, Change PDBA Proxy State, to enable the PDBA Proxy feature.

Note: You must perform this step on both provisionable MPS A of a mated pair if this feature is
utilized.

5 Change Auto DB Recovery State
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Ent er Choice: 6

The following output appears.

PDBA PROXY is currently DI SABLED.
Do you want to ENABLE PDBA Proxy? [N]: y

Note:
The next action depends on which MPS is being configured.

Follow the steps appropriate to the configuration currently being performed for the MPSs on
EAGLE A, MPSs on EAGLE B, or any non-provisionable MPS pairs.

A: MPS on EAGLE A:

Proceed to Step 49.

N: Non-Provisionable MPS:

Proceed to Step 52.

B: MPS on EAGLE B:

Proceed to Step 55.

A: MPS on EAGLE A:

Perform Step 49 through Step 52 only for MPS A and B on EAGLE A.

49. Enter option e to exit the Configure PDB Menu.
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1 Di spl ay Configuration

| 10 | Configure EMS Server

| 12 | Configure Query Server |

Enter Choice: e

A Caution statement appears.

PDB not created

Caution: This MPS has not been conpletely configured. Applications may

not run until all required paranmeters are entered through the text user interface.
Choose"Di spl ay Configuration" for a |list of configurable paranmeters and their
settings.

Press return to continue. ..

51. Press Return in response to the cautionary message stating that the current MPS is not completely
configured.

A: MPS on EAGLE A:

The configuration of the MPSs on EAGLE A is not complete until its PDB is created. The MPSs on
the EAGLE A PDB are created during the initial configuration of the MPS A on EAGLE B, which
automatically replicates the PDB on the MPS on EAGLE A at the same time.

You have completed the initial configuration of MPSs on EAGLE A. You can begin the configuration
of the MPSs on EAGLE B.

Caution: Do not attempt to reboot the MPSs on EAGLE A at this point in the
configuration. Rebooting the MPSs at EAGLE A and EAGLE B is performed

concurrently when the configuration of the MPSs at EAGLE B is completed.
CAUTION
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N: Non-Provisionable MPS:

Perform Step 52 and Step 54 only for a non-provisionable MPS

EPAP Software Configuration

52. Enter option e to exit the Configure PDB Menu and return to the EPAP Configuration Menu.

[----- Configure PDB Menu------------ \
| 1] contigure PoB Netverk |
T2 Roe bomng enu
| 73| Ghange MPS Provisionabl ¢ Siate |
il Geme pe T
|75 | Ohange Auto DB Recovery Siaie |
5| change PoEA Proxy State
ey T |
L /
Enter Choice: e
53. Enter option 6, Platform Menu.
[------- EPAP Confi guration Menu-------- \
| 1] Diepiay configuration
2| Gonfigure Netverk Interfaces Nems
|3 et Time zone T
4| Exchange Secure Shell Keys
|5 | Ghange Password T
o Pattormaenu T
|7 ontigure Ntp server T
5| Pos onfiguration wenu
o | Tseeurity T
10| onfigure B8 server
11| Gonfigure Aarmreed
12| onfigure Query Server
| 12| “oonfigure uery Server Alarm Feed
14| Gonfigure S\VP Agent Gommmity
P T
\ = s o m o o n e e e e e e e eoeooo--
Enter Choice: 6
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54. Proceed to Step 57.
B: MPS on EAGLE B:
Perform Step 55 only for MPS A and B on EAGLE B.

55. Enter option 4, Create PDB.

Ent er Choice: 4

This action creates the PDB on the present EPAP, and automatically replicates it on the former
EPAP.

After you receive an output indicating successful creation of the PDBs, you are returned to the
EPAP Configuration Menu.

¢ During configuration of MPSs on EAGLE B, if the time zone was not changed (Step 27) the EPAP
initial configuration of MPSs on EAGLE 5 ISS B is now complete.

* During configuration of MPSs on EAGLE B, if the Backup Provisioning Network (Step 14) was
not configured on either MPS, the EPAP initial configuration of MPSs on EAGLE B is now
complete.

¢ Otherwise continue with Step 56 to reboot both MPS pairs on EAGLE A and on EAGLE B.

56. Enter option 6, Platform Menu.

| 2| Configure Network Interfaces Menu |
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9 | Security

Enter Choice: 3

An output appears requiring you to select the MPSs to reboot.

Reboot MPS A, MPS B or [BOTH:

58. Enter BOTH (the default value) when prompted on whether MPS A, MPS B or BOTH sides are to
be rebooted.

The reboot of both MPS A and MPS B begins when you press Return.

When the MPS server pair on EAGLE B is rebooted, the Platform Menu may re-appear; however,
the connection to the MPS server is closed, and you are returned to the system prompt.

When a ssh session is closed, you are returned to the previous ssh session. You are back at the
system prompt of MPS A of EAGLE A.

59. Log in as epapconf i g to invoke the EPAP Configuration. Type the following command and the
password.

$su epapconfig
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Passwor d:

The EPAP Configuration Menu appears.

60. Enter option 6, Platform Menu.
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Ent er Choice: 3

62. Enter BOTH (the default value) when prompted on whether MPS A, MPS B or BOTH sides are to
be rebooted.

Reboot MPS A, MPS B or [BOTH]:

The reboot of both MPS A and MPS B begins when you press Return.

The console logon appears at the system prompt signifying the EPAP initial configuration is
complete.

Note: The console logon will be preceded by many lines of reboot output.
B: MPS on EAGLE B:

The initial configuration of MPSs on EAGLE B is complete. Both MPSs on EAGLE A and MPSs on
B are configured and rebooted.

Configure the non-provisionable MPSs, if appropriate.
N: Non-Provisionable MPS:
The initial configuration of the non-provisionable MPSs is complete.

The non-provisionable MPS A and B, for the current site, are configured and rebooted. Repeat this
procedure, if necessary, until all remaining non-provisionable MPSs are configured.

Procedure for turning on EIRBLK

EIRBLK Expansion is a configurable feature that needs to be turned ON to provision more than 50,000
EIR Blocks. The PDBA limits EIR Block entries under 50,000 if the EIR_BLK_EXPANSION_100K feature
is OFF.

1. Stop the EPAP and PDBA application:

$ service Epap stop
$ service Pdba stop

Note: The provisioning will be interrupted when the application is stopped.
2. Enable EIR Block expansion:

$ uiEdit "ElI R BLK_EXPANSI ON_100K" ON

3. Start the EPAP and PDBA application:

$ service Epap start
$ service Pdba start
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Procedure for turning on DNBLK

DNBLK Expansion is a configurable feature that needs to be turned ON to provision more than 100,000
EIR Blocks. The PDBA limits EIR Block entries under 100,000 if the DN_BLK_EXPANSION_200K
feature is OFF.

1. Stop the EPAP and PDBA application:

$ service Epap stop
$ service Pdba stop

Note: The provisioning will be interrupted when the application is stopped.
2. Enable EIR Block expansion:

$ ui Edit "DN BLK _EXPANSI ON _200K" ON

3. Start the EPAP and PDBA application:

$ service Epap start
$ service Pdba start

Turning on the 120M DN and 120M IMSIs via Split Database Feature

The 120M DN and 120M IMSIs via Split Database (EPAP_DATA_SPLIT) feature must be turned on
to support the expanded RTDB capacity.

1. Stop the EPAP application.

$ service Epap stop

2. Enable the 120M DN and 120M IMSIs via Split Database feature.

$ ui Edit "EPAP_DATA SPLIT" ON

3. Start the EPAP application.

$ service Epap start
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General Description

This feature allows the EPAP users to build a new EPAP server that can be configured as a 'Standalone
PDB ' site. This is a single EPAP A server. No EPAP B is configured with it. Only PDB database will
reside on the standalone PDB site. The RTDB database is not present on the standalone PDB server
and therefore, it is not connected to the Eagle. The data to the Eagle is downloaded through the multiple
non-provisionable EPAP servers connected to the standalone PDB site. The active standalone PDB
site is connected to the standby PDBA for the PDB replication.

Note: The information in this chapter is specific to Standalone PDB EPAP.

Customer Pravisioning Appis)

L]

) [
5 ‘1%
L]
b |

Replication “ EFAF A

ey A
Frivate Handzhaking FOBA
(standby)
EFAPA EFAF B EFAPA EFAP B
— reE v T | BT |

Figure 123: EPAP Standalone PDB Architecture

With this new functionality, the EPAP has the following architectures:

1. Standalone PDB - PDB only sites
2. Mixed EPAP - PDB and RTDB
3. Non-Provisionable EPAP - RTDB only sites

Standalone PDB Provisioning Performance

[>Three Standalone PDB configurations are described below as example configurations for which the
provisioning performance is shown. The first and second columns of the provisioning performance
tables relate to database size. The third through fifth columns relate to the example operations. The
final column lists the expected Commands per Second values for the specific combinations of
configuration and operations. The provisioning performance values in this section are stated in
Commands per Second (CPS), and apply to only the provisioning performance of the Standalone PDB
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with the stated configurations. Refer to EPAP Provisioning Performance for details about provisioning

performance.“::]

Provisioning Performance - Example Configuration 1

Table 30: Provisioning Performance for Standalone PDB - Configuration 1 shows the provisioning
performance values associated with the following configuration:

# of RTDB Clients = 4

PDBI Statistics = ON

Self Healing Feature = OFF

Database Size: IMEI = 2M, Others = Full

PDBI Sockets = 0

Connection Type = Manual Import

Provisioning Method= 1 File (1M Command per File)

Table 30: Provisioning Performance for Standalone PDB - Configuration 1

DB SIZE: |IMSI | OPERATIONS: Data Type | Associated Properties CPS
DN Operation
60M 60M | dlt 2M DNs [ Existing DNs with SP and NE attributes [ 700
58M 60M [add 2M DNs [ Add DNs with SP and NE attributes 900
60M 60M | dlt 2M IMSIs | Existing IMSIs with no DNs 1000
60M 58M |add 2M IMSIs [ Add IMSIs with no DNs 1250
Provisioning Performance - Example Configuration 2
Table 31: Provisioning Performance for Standalone PDB - Configuration 2 shows the provisioning
performance values associated with the following configuration:
# of RTDB Clients = 4
PDBI Statistics = ON
Self Healing Feature = OFF
Database Size: IMEI = 2M, Others = Full
PDBI Sockets = 1
Connection Type = Normal 4 commands by TXN
Provisioning Method= Asynchronous
Table 31: Provisioning Performance for Standalone PDB - Configuration 2
DB SIZE: |IMSI | OPERATIONS: Data Type | Associated Properties CPS
DN Operation
60M 60M | upd_sub 2M DNs [ Existing DNs with SP and NE attributes [ 250
60M 60M | dlt_sub 2M DNs [ Existing DNs with SP and NE attributes [ 450
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DB SIZE: IMSI [ OPERATIONS: Data Type | Associated Properties CPS
DN Operation
58M 60M |ent_sub 2M DNs | Add DNs with SP and NE attributes 450
60M 60M | upd_sub 2M IMSIs | Existing IMSIs with no DNs 450
60M 60M [ dlt_sub 2M IMSIs | Existing IMSIs with no DNs 450
60M 58M [ent_sub 2M IMSIs | Add IMSIs with no DNs 450
Provisioning Performance - Example Configuration 3
Table 32: Provisioning Performance for Standalone PDB - Configuration 3 shows the provisioning
performance values associated with the following configuration:
# of RTDB Clients = 4
PDBI Statistics = ON
Self Healing Feature = OFF
Database Size: IMEI = 2M, Others = Full
PDBI Sockets = 1
Connection Type = Single
Provisioning Method= Asynchronous
Table 32: Provisioning Performance for Standalone PDB - Configuration 3
DB SIZE: [IMSI [OPERATIONS: (DataType [Associated Properties CPS
DN Operation
60M 60M |upd_sub 2M DNs Existing DNs with SP and NE attributes 300
60M 60M | dlt_sub 2M DNs [ Existing DNs with SP and NE attributes 300
58M 60M |ent_sub 2M DNs [ Add DNs with SP and NE attributes 400
60M 60M |upd_sub 2M IMSIs [ Existing IMSIs with no DNs 300
60M 60M | dlt_sub 2M IMSIs [ Existing IMSIs with no DNs 300
60M 58M [ent_sub 2M IMSIs | Add IMSIs with no DNs 400

Provisioning Performance Limitations

The provisioning performance values are stated as an indication of possible CPS based on the key
factors influencing the provisioning performance. For asynchronous provisioning systems, provisioning

tool behavior plays a significant role in the actual performance.

The stated provisioning performance values for Standalone PDB are not valid for Mixed EPAP
configurations, where RTDB and PDB are on the same EPAP servers.
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Failure to achieve possible provisioning performance values does not constitute a breach of obligations
by Oracle. Oracle assumes no liability with respect to the achievable CPS; no contractual obligations
with Oracle are created by these provisioning performance values.

EPAP Configuration

This feature removes the epapconfig menus and sub-menus corresponding to the RTDB, Eagle, and
EPAP B (mate).

Initial epapconfig User Login

The first time the epapconfig user logs in to the system, the initial configuration is performed. A caution
is displayed and the user enters 'Y' to start the configuration. The EuiDB database is built. Unlike the
standard EPAP configuration, the user is not asked to configure the EPAP as provisionable or
non-provisionable, as the standalone PDB site is a provisionable site.

The user will be asked to enter System Number as the standalone PDB has their dedicated System
Number.

The user will be prompted to set the Network Configuration Type to either single or segmented.
In 'Single' network configuration type, all IP interfaces are supported on one Ethernet port (IP address).
In 'Segmented' network configuration type, three different interfaces are used as follows:

¢ eth01 - Provisioning interface (PDBI, SOG, PDB replication, PDBA clients, Data download to RTDB)
¢ eth02 - EPAP GUI Access
¢ eth03 - Operations and Maintenance (O&M) interface for SSH/SFTP

Caution: This is the first login of the text user interface.

Press return to continue. ..

Are you sure you wish to ontinue? [N : Y

Building the intitial database on side A

St oppi ng | ocal sl ave

Eui DB al ready exists on | ocal .

Starting |ocal slave

Set EPAP Syst em Nunber:

Enter the Network Configuration Type (1 for Single, 2 for Segmented):

Note: The user can choose the segmented network configuration and might not configure the GUI
and Operations and Maintenance network. In that case, the EPAP initial configuration may be assumed
as complete and the EPAP will behave as if in single network configuration.

Main Menu

The epapconfig main menu remains unchanged for the Standalone PDB site.
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- EPAP Configuration Menu---—-——————— !
Rt y
| 1 Display Configuration |
e ottt ot e |
| z Configure Network Interfaces HMenu |
e atas Lottt ottt |
| 3 Jet Time Zone |
e oottt ot o e |
| 4 Exchange Secure 2hell EKeys

e ittt ot |
| 5 Change Password |
e e Lottt o |
| & Platform Menu

et ettt |
| 7 Configure NTP Server

| =] Security |
e atar ottt o |
| 10 Configure EM3 Server

e e e e ey e e e e e ey e ety el et e I
| 11 Configure Alarm Feed

e ottt ot ot |
| 12 Configure QuUery 3erver

et ottt e ot |
| 13 Configure Query Jerver ALlarm Feed |
e atar ataotaiia ottt |
| 14 Configure SHNMP Agent Cormmunity |
e ettt |
| e Exit I
N /

Enter Choice: I
Figure 124: EPAP Configuration Menu

Display Configuration Menu

The display configuration menu option 1, displays the EPAP configuration. On standalone PDB site,
only the configuration related to EPAP A and PDB are displayed, as shown in Figure 125: Single Network
Configuration Display.

Please note that the parameter values displayed in the below figure are just examples. The values
depend on the site configuration.
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Enter Choice: 1

MPZ 3ide A: hostname: PDhonly7s hostid: £80ad4ela
Platform Version: 4.0.10-5.5.1 75.18.0
SJoftware Version: EPLP 160.0.13-16.0.0 160.13.0
Jun Lug 23 21:40:37 EDT 2020

EPAP A Provisioning Network IFP Address 10.245.10.78

Provisioning Network Netmask = 255.255.255.0
Provisioning Network Defasult REouter = 10.245.10.1
EPAFP A Backup Prov Network IFP Address = Not configured
EBEackup Frov Network HNetmask = Not configured
BEackup Prov Network Defasult Router = Not configured
HNetwork Configuration Type = 3 INGLE

EFAP L HTTF FPort = &0

EFAP A HTTP 3uExec Fort = goo1

EPAP A Banner Connhection Port = 5473

EPAP A 3tatic NAT Address = Not configured
FDEI Port = 5873

Femote MP3 A Static NAT Address = Not configured
Femote MP3 A HTTP FPort = Not configured
Local PDEL Address = 10.245.10.78
Remote PDEL Address = 10.245.10.79
Time Zone = AmericafNew_YDrk
PDE Database = Exi=sts

Iuto DE Recovery Enabled = ¥Yes

Press return to cnntinue...l

Figure 125: Single Network Configuration Display
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10.248.10.52
2552552550
10.248.10.1
Not configured
Not configured
Not configured
SEGMENTED
10.248.9.52
255.255.255.0
1024891
10.248.8.52
2552552550

EPAP A Provisioning Network IP Address
Provisioning Network Netmask
Provisioning Network Default Router
EPAP A Backup Prov Network IP Address
Backup Prov Network Netmask

Backup Prowv Network Default Router
Network Configuration Type

EFAP A GUI Network IP Address

GUI Network Netmask

GUI Network Default Router

EPAP A 0O&M Network IP Address

0&M Network Netmask

0&M Network Default Router = 10.248 8.1
EPAP A HTTP Port = 30

EPAP A HTTP SuExec Port = 8001

EPAP A Banner Connection Fort = B473

EPAP A Static NAT Address = Not configured
PDBI Port = 5873

Remote MPS A Static NAT Address
FEemote MPSE A HTTP Port
Local PDBA Address

Not configured
Not configured
10.248.10.52

Remote PDBAR Address = 0000

Time Zone = America/New York
PDB Database = Exists

Zuto DB Recovery Enabled = No

Press return to continue...l

Figure 126: Segmented Network Configuration Display

Configure Network Interfaces Menu

The network interfaces configuration menu Option 2, shall not provide the option to configure the
DSM and sync interfaces because of the non-requirement of eagle and EPAP B (mate) connectivity,
respectively. The menus for PDBA proxy are also be removed. The displayed menu options are
dependent on the configured Network Configuration Type.
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Enter Choice: 2

MRS Zide A: hostnawe: PDhonly7S hostid: f£30a4ela
Platform Version: 4.0.10-5.5.1 75.18.0
Software Version: EPAP 160.0.13-16.0.0 160.13.0
Sun bug 23 Z21:44:41 EDT 2020

f-—— Configure Network Interfaces Menu----%
f '
| 1 | Configure Provisioning Network
bbbttt bbbt |
| 2 | Configure EBackup Provisioning Network |
bttt |
| 3 | Configure Forwarded Forts |
e e s e e e e e e I
| 4 | Configure Ztatic NAT Addresses
ot bt bt bttt ettt bt e |
| e | Exit |
e e oy o e g b i/

Enter Choice: I

Figure 127: Single Network Interface Menu

{—————Configure Network Interfaces Memu———--—-—-——-—-
| 1| Configure Provisioning Network
2 | Contigure GUI Newwork
" 5 | Configure Operations and Maintenance Network
4 | Configure Backup Provisioning Network
5 | Contigure Forwardea Pores
| 6 | Contigure Static NAT Addresses
e im0
Enter Choice

Figure 128: Segmented Network Interface Menu

Configure Provisioning Network Menu

The 'Configure provisioning network' menu configures the EPAP provisioning network for the
standalone PDB site. Unlike the standard EPAP site, the user is not prompted for EPAP B (mate)
parameters. On the standalone PDB site, the provisioning IP configured through this menu is used
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for the following operations: PDBI sockets, File imports for provisioning, Replication to the standby
PDB and PDBA clients (RTDB).

EPAP A provi sioning network | P Address [10.248.10.49]:
EPAP provi si oni ng network netmask [255.255.255.0]:
EPAP provi si oning network default router [10.248.10.1]:

Configure GUI Network Menu

The Configure GUI Network menu prompts the user for the standalone PDB GUI Network IP addresses.
The user is allowed to access the EPAP GUI through the configured IP only. This menu is available
only on the standalone PDB sites.

EPAP A GUI network | P Address [192.168. 3.10]:
EPAP GU network netmask [255.255. 255. 0] :
EPAP CU network route [192.168. 3.1]:

Configure Operations and Maintenance Network Menu

The Configure Operations and Maintenance Network menu prompts the user for the standalone PDB
O&M Network IP addresses. The user is allowed to access the EPAP CLI through the configured IP
only. This menu is available only on the standalone PDB sites. The IP configured through this menu
is used for the SSH operations.

EPAP A Operations and Mii ntenance network | P Address [192.168. 4. 10]:
EPAP QOperations and Mai ntenance network netnask [255.255.255.0]:
EPAP Cperations and Mai ntenance network route [192.168.4.1]:

Configure Backup Provisioning Network Menu

The Configure Backup Provisioning Network menu prompts the user for the standalone PDB Backup
Provisioning Network IP addresses. This information allows the EPAP to communicate with the
backup provisioning network. It is used when the main provisioning network (configured on eth01)
goes down. The behavior is same in both single and segmented network configuration.

EPAP A backup provisioning network | P Address [0.0.0.0]:
EPAP backup provisioning network netnask [0.0.0.0]:
EPAP backup provisioning network default route [0.0.0.0]:

Configure Forwarded Ports Menu

The Configure Forwarded Ports menu provides the functionality to configure the standalone PDB
ports for the Web Ul on EPAP A.
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|

|

|

|
| 3 | Change EPAP A Banner Connection Port |
[ e e e e e e S s e e R R e |
| 4 | Change PDEI Port |
e e e e s S |
| 5 | Change Remote MPS A HITP Port |
[ e e e S S s e e R R |
| = | Exit I
L /

Enter Choice:
Figure 129: Forwarded Ports Configuration Menu

Configure Static NAT Addresses Menu

The Configure Static NAT Addresses menu provides the functionality to configure the static NAT
addresses of the standalone PDB site. Each of the configured IP Address is used outside of the firewall
for remote access to the MPS.

| Change EPAP & Static HAT Address |
e o o o o o o o o o o o o o o o |
| 2 | Change Remote MPS A Static HAT Address |
|
|

Enter Choice:
Figure 130: Static NAT Addresses Menu

Exchange Secure Shell Keys
The key exchange is facilitated with the remote PDBA server only.

fo—— Exchange Secure Shell Eeys Menu-h
e et e e e et e e i b e e Y
| 1 | Exchange EKeya with Remote |
e |
| e | Exit |
CELERE S LRAE S S SN TS L R B S /

Enter Choice:

Figure 131: Exchange Secure Shell Keys Menu
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Platform Menu

The platform menu shall not provide the option for RTDB Backup.
f=====EPAP Platform Menu-)

Enter Cholce:

Figure 132: EPAP Platform Menu

PDB Configuration Menu

The PDB Configuration menu does not provide the option to set RTDB Homing Policy, Change MPS
Provisionable state and change PDBA Proxy State. The PDBA Proxy feature is not supported on the
standalone PDB site as it is a single site with no EPAP B (mate).

R Configure PDB Menu—-———-————-——— Y
preress ol T Eane S h nEi e \
| 1 | Configure FLE Network |
e e |
| 2 | Create PDE |
| === e e e |
| 3 | Change Auto DB Recoverwy State |
e B |
| e | Exit |
R R /

Enter Choice:

Figure 133: Configure PDB Menu

Configure PDB Network Menu

The Configure PDB Network menu prompts the user for the remote PDB IP address. Unlike the mixed
EPAP, the standalone PDB site shall ask only for PDBA A IP address and not the PDBA B IP Address.

This MPS is configured to be provisionable. The EPAP | ocal PDBA
address is currently set to 10.250.51. 130.

EPAP software and PDBA are running. Stop then? [N: Y
The EPAP | ocal PDBA | P Address is 10.250.51. 130.

EPAP renpote PDBA | P Address [0.0.0.0]: 10.250.51.131
The server does not know of 10.250.51. 131.

W1l just exchange host keys for the nane given!
Password of epapdev:

The server does not know of 10.250.51. 131.

W1l just exchange host keys for the nane given!

ssh is working correctly.
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EPAP GUI

This feature removes the EPAP GUI menus and sub-menus corresponding to the RTDB, Eagle and
EPAP B (mate). On the standalone PDB site, the GUI menus are as follows.

E EPAF A: viadmin

_1 Process Cantral

_1 Maintenance

_1 Debug

__1 Platform

_1 PDBEA

1 User Administration
] Change Password

] Logout

Figure 134: EPAP A GUI Main Menu

Maintenance sub-menu

The maintenance sub-menu no longer provides the option to activate the Force standby mode and the
RTDB Audit. The option to take automatic backup configures the PDB backup on the Standalone PDB
site and the RTDB backup is scheduled for all connected non-provisionable pairs.
[=] ‘2 Maintenance
|| Display Release Levels
] Decode MPS Alarm
| Configure File Transfer
] Automatic PDE/RTDB Backup
] Schedule EPAP Tasks
[=] 3 EPAP Security
| ] View Security Configuration
| ] Change Security Configuration

Figure 135: EPAP A Maintenance sub-menu

Debug sub-menu

The debug sub-menu provides the option to view only Maintenance, CGI and GS logs.
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[=] ‘2 Debug
=] (2 Wiew Logs
] Maintenance
] col
) GS
] Capture Log Files
] Manage Logs & Backups
] Wiew Any File
] List EPAP Processes

Figure 136: EPAP A Debug sub-menu

Platform sub-menu

The Platform sub-menu provides the following options:
[=] ‘= Platfarm
| ] Run Health Check
| 7 List All Processes
| ] Wiew System Log
|| Reboot the MPS

] 55H to MPS
Figure 137: EPAP A Platform sub-menu

PDBA sub-menu

The PDBA sub-men remains unchanged.
[ i PDBA
] Select Other PFDBA
D Switchover PDBA State
_1 Process Contral
] View PDBA Status
_1 Manage Data
_1 Authorized IP List
1 DSM Info
_1 Maintenance
| ] List PDBI Connections
] PDBI Statistics Report

Figure 138: EPAP A PDBA Main Menu

User Administration sub-menu

The User Administration sub-menu remains unchanged.

E54368 Revision 2, March 2015

Standalone PDB EPAP

237



Administration Guide Standalone PDB EPAP

[=] ' User Administration
[ Users
] Add User
] Modify User
] Delete User
] Rettieve User
] Reset Password
=12 Groups
] Add Group
] Madify Group
] Delete Group
7 Retrieve Group
[=] ‘- Authorized IPs
L] Add Authorized [P
] Remove Authorized [P
] List all Authorized IPs
] Change Ul IP Autharization Status
=l {3 HTTP(S) Support
] Wiew Configuration
] Change Configuration
] Terminate Ul Sessions
] Maodify Defaults

Figure 139: EPAP A User Administration Menu

EPAP GUI Banner Section

The banner frame containing EPAP A server information extends the entire width of the browser
window.

The EPAP A areas contain information and displays to inform the user about the status and operation
of the servers.

The Oracle Communications logo icon is located at the top left of the banner applet.

PDBA @ 10.248.10.78 STANDBY PDBA @ 10.248.10.79 ACTIVE
ORACLE’ A 10.248.10.78 Alarms
_——— DOWN

o e @ @@
‘ g

Figure 140: EPAP A GUI Banner Section

Standalone PDB EPAP Configuration Procedure

Perform the configuration procedure by following these steps in the text-based user interface. After
you have connected to an MPS as described in Initial Setup and Connecting to MPSs , perform this
procedure to configure the EPAPs in your network.
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Note: Initial configuration cannot be performed through the GUI because the IP addresses required
for browser connectivity are not defined until the initial configuration using the text-based Ul is
completed.

Note: RTDB-related executables will not be allowed to run from the CLI. Different error messages
may be displayed if the user tries to execute any RTDB related executable.

Using the set up and connection described previously, connect to an MPS to perform configuration.
In a typical installation, connect directly to the MPS at EAGLE A to configure it, then use ssh to
connect to the MPS at EAGLE B and configure it.

After connecting to the MPS on EAGLE A, you are prompted to log in.

1. Login as epapconfi g.
A caution notice is displayed. Evaluate the conditions listed.

nmpsa-f0c7c3 consol e | ogi n: epapconfig

Passwor d:

Caution: This is the first login of the text user interface.
Press return to continue...

2. Press Return to continue.
After pressing Return to continue, you can abort or proceed with the initial configuration.

Note: Pressing Return accepts the default value n.

Are you sure you wish to continue? [N: vy
Buil ding the initial database on side A
St oppi ng | ocal sl ave
Eui DB al ready exi sts.
Starting |ocal slave
Set EPAP System Nunber:

3. Enter a valid System Number and press Return .

Enter the Network configuration Type (1 for Single, 2 for Segmented).

4. Enter the Network Configuration Type and press Return .
Upon successful configuration file setup, the EPAP Configuration Menu appears (for the first
time) with associated header information.

The server designation of MPS A at this site is displayed along with hostname, host i d, Platform
Version, Software Version, and the date.

MPS Side A: hostnanme: SantosA hostid: fa0a8233
Pl atform Version: 4.0.10-5.5.1 75.18.0
Sof twar e Version: EPAP 160.0.13-16.0.0_160.13.0
Fri Aug 15 10:24:54 EDT 2014
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Ent er Choi ce:

5. Choose option 1, Display Configuration.

3| Set Time Zone
| 4| Exchange Secure Shell Keys
5| Change Password
| 6| PlatformmMenu
7| Configure NTP Server
| 8| PDB Configuration Menu
9| security
| 10 | Configure EMB Server
11| Configure AlarmFeed
| 12| configure Query Server
13 | Configure Query Server Alarm Feed
| 14 | Configure SNWP Agent Community
el Bt

Standalone PDB EPAP

This option provides a means of verifying EPAP A Provisioning Network IP address, the Time

Zone, and other provisioning values for the MPS on EAGLE A.
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Enter Choice: 1

Standalone PDB EPAP

MPZ 3ide A: hostname: PDhonly7s hostid: £80ad4ela
Platform Version: 4.0.10-5.5.1 75.18.0

SJoftware Version: EPLP 160.0.13-16.0.0 160.13.0
Sun bug 23 21:40:37 EDT 2020

EPAP A Provisioning Network IFP Address
Provisioning Network Netmask
Provisioning Network Defasult REouter
EPAFP A Backup Prov Network IF Address
EBEackup Frov Network HNetmask

BEackup Prov Network Defasult Router
HNetwork Configuration Type

EFAP L HTTF FPort

EFPAP A HTTP 3uExec Port

EPAP A Banner Connhection Port

EPAP A Static NAT Address

PLEI Port

Remote MP3 A Static NAT Address
Remote MP3 L HTTP Port

Local PDEL Address

Remote PDEL Address

Time Zone

PDE Database

Iuto DE Recovery Enabled

Press return to cnntinue...l

Figure 141: Single Network Configuration Menu
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10.245.10.75
£55.255.255.0
10.245.10.1

= Not configured

ot configured
ot configured
SINGLE

So

So0l

S473

ot configured
5573

ot configured
ot configured
10.245.10.78
10.248.10.79

lmerica/New York

Exists
Tes
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EPAP A Provisioning Network IP Address

Provisioning Network Netmask

Provisioning Network Default Router
EPAP A Backup Prov Network IP Address

Backup Prov Network Netmask

Backup Prowv Network Default Router

Network Configuration Type
EPAP A GUI Network IP Address
GUI Network Netmask

GUI Network Default Router
EPAP A 0O&M Network IP Address
0&M Network Netmask

0&M Network Default Router
EPAP A HTTP Port

EPAP A HTTP SuExec Port

EPAP A Banner Connection Fort
EPAP A Static NAT Address
PDBI Port

REemote MPS A Static NAT Address
Remote MPS A HTTPE Port

Local PDBA Address

Femote PDBA Address

Time Zone

PDE Database

Zuto DB Recovery Enabled

Press return to continue...l

Figure 142: Segmented Network Configuration Menu

6. Press Return to return to the EPAP Configuration Menu.
7. Choose option 2, Configure Network Interfaces Menu.

Ent er Choice 2:

MPS Side A: hostnanme: PDbonly78 hostid: f80ad4ela
Pl atform Version: 4.0.10-5.5.1_75.18.0

Standalone PDB EPAP

10.248.10.52
2552552550
10.248.10.1
Not configured
Not configured
Not configured
SEGMENTED
10.248.9.52
255.255.255.0
1024891
10.248.8.52
2552552550
10.248.8.1

80

g001

6473

Not configured
5873

Not configured
Not configured
10.248.10.52
D@00

Emerica/New York

Exists
No

Sof t war e Version: EPAP 160.0.13-16.0.0_160.13.0

Sun Aug 23 10: 24:54 EDT 2014

| 1| Configure Provisioning Network

T G e Eechers Brod oo e N
8| e R paas |
T e e S o e |

E54368 Revision 2, March 2015

242



Administration Guide Standalone PDB EPAP

Ent er choi ce:

8. Choose option 1, Configure Provisioning Network.

The Configure Provisioning Network Menu allows you to accept the default IP address values
presented by the configuration software for EPAP A provisioning network and network netmask,
or enter a specific IP value previously received from the customer for the MPS.

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be
used to reset the VIP /backup provisioning IP address.

Refer to the information recorded in Table 23: Information for Provisionable MPSs at EAGLE A through
Table 26: Information for Non-Provisionable MPSs at EAGLE #2 for the correct addresses.

Note: No default value is provided for the EPAP provisioning network default router. This value
must be received from the customer.

The display for the submenu for configuring communications networks appears.

EPAP A provi sioning network | P Address [10.248.10.49]:
EPAP provi si oni ng network netmast [255.255.255.0]:
EPAP provi si oning network default router [10.248.10.1]:

9. Press the Return to return to the Configure Network Interfaces Menu. Choose 2, Configure GUI
Network.

The Configure GUI Network menu prompts the user for the standalone PDB GUI Network IP
addresses. The user is allowed to access the EPAP GUI through the configured IP only. This menu
is available only on standalone PDB sites.

EPAP A GU network | P Address [192.168. 3. 10]:
EPAP CU network netmast [255.255.255.0]:
EPAP GU network route [192.168.3.1]:
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10. Press Return to return to the Configure Network Interfaces Menu. Choose 3, Configure Operations
and Maintenance Network.

The Configure Operations and Maintenance Network menu prompts the user for the standalone
PDB O&M Network IP addresses. The user is allowed to access the EPAP CLI through the configured
IP only. This menu is available only on the standalone PDB sites. The IP configured through this
menu is used for the SSH operations.

EPAP A Operations and Mii ntenance network | P Address [192.168. 4. 10]:
EPAP QOperations and M ntenance network netnask [255.255.255.0]:
EPAP Operations and Mai ntenance network route [192.168.4.1]:

11. Press Return to return to the Configure Network Interfaces Menu. Choose 2 or 4 (depending on
the Menu displayed by the Network Type Configuration), Configure Backup Provisioning Network.

This menu selection prompts you for all information necessary to set up a second interface for the
customer's Provisioning Network.

Note: 127.0.0.1 is not a valid IP address for this operation.

. The address information should be received from the customer for the MPS. Refer to the information
recorded in Table 23: Information for Provisionable MPSs at EAGLE A through Table 26: Information
for Non-Provisionable MPSs at EAGLE #2 for the correct addresses.

The IP address for this interface must be on a different class C subnet than the primary Provisioning
Network address. You must set up a second default router address to coincide with the Backup
Provisioning Network. There are no default values for any of these fields. The customer must
supply all the information. The Backup Provisioning Network cannot be configured using the

pl at cf g utility.

EPAP A backup provisioning network | P Address [0.0.0.0]:
EPAP backup provisioning network netnask [0.0.0.0]:
EPAP backup provisioning network default route [0.0.0.0]:

12. Press Return to return to the Configure Network Interfaces Menu.

Note: Unless the MPS is separated from the GUI workstations and provisioning systems by a port
forwarding firewall, skip Step 13 through Step 16 and proceed to Step 20, Configure Forwarded
Ports.

13. Choose option 3 or 5 (depending on the Menu displayed by the Network Type Configuration),
Configure Forwarded Ports.

| 3| Change EPAP A Banner Connection Port |
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Ent er choi ce:

14. Enter the correct option number for the port information to be entered.

Refer to the information recorded in Table 23: Information for Provisionable MPSs at EAGLE A for
the correct information.

15. Enter the appropriate port information.

Press return to return to the Configure Forwarded Ports Menu.

EPAP A HTTP Port [80]:

16. Enter an option number or enter € to return to the Configure Network Interfaces Menu.

Note: Unless the MPS is separated from the GUI workstations and provisioning systems by a
firewall performing static NAT, skip Step 17 through Step 20 for configuring static NAT and continue
with Step 24.

17. Choose option 6, Configure Static NAT Addresses.

Ent er Choi ce:

18. Enter the appropriate option to configure the Static NAT Address.
Each numbered item of the Configure Static NAT Addresses Menu allows you to specify an IP
Address used outside of the firewall for remote access to the MPS.

19. Enter a valid NAT IP address from Table 23: Information for Provisionable MPSs at EAGLE A .

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be
used to reset the VIP /backup provisioning IP address.

EPAP A Static NAT Address:

20. Choose option e on theConfigure Static NAT Addresses Menu to return to the Configure Network
Interfaces Menu.

21. Choose option e, Exit from the Configure Network Interfaces Menu to return to the EPAP
Configuration Menu.

Note: Obtain the value for the time zone from the customer’s Information Services department.
The default value for the time zone is “US/Eastern”. If the time zone was correct for this installation,
as shown in the output of the Display Configuration (Step 5), skip menu option 3. Proceed to Step
30.
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22. Choose option 3, Set Time Zone.

| 11 | Configure Al arm Feed

| 13 | Configure Query Server Al arm Feed |

Ent er Choice: 3

A Caution statement appears:

Caution: This action requires a reboot of the affected MPS servers to
activate the change. Operation of the EPAP software before
the MPS servers are rebooted may have unpredictabl e
consequences.
Press return to continue. ..

23. After noting the caution, press Return to continue.
You are prompted to confirm the time zone setting for the MPS A at this site.

Are you sure you wi sh to change the tinezone for MPS A? [N]: vy

24. Enter y to confirm the change.

Pressing Return accepts the default of 'N' (or no) and the action is aborted. In this case, you are
returned to the EPAP Configuration Menu.
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When the affirmative response y is given to change the time zone, the following prompt appears.

Enter a tine zone:

The time zone can be the zone where the EPAP is located, Greenwich Mean Time, or another zone
that is selected by the customer to meet the needs of the system. If the time zone is known, it can
be entered at the prompt. If the exact time zone value is not known, press Return, and a list of the
valid names appears.

A list of valid time zones is provided in Appendix A, Time Zone File Names.

If an incorrect time zone is entered or if only Return is pressed, a list of all available time zone
values appears. Select a value from this table. The time zone change does not take effect until the
MPS is rebooted.

After setting the time zone successfully, you are returned to the EPAP Configuration Menu.

Note: Option 1, ExchangeSecure Shell Keys, is performed automatically by the configuration
software at the start of configuration (the configuration software would not have proceeded to this
point if the exchange had not been successful). If you do not want to exchange secure shell keys,
skip this step and proceed to Step 28.

25. Choose option 1 , Exchange Secure shell Keys.

[------- Exchange Secure Shell Keys Menu----- \
e \
| 1| Exchange Keys with Renote |
] T R |
| e | Exit |
L e /

Ent er Choi ce:

A prompt appears:

Are you sure you wish to exchange keys? [N: vy

26. Enter y.
You are prompted for a Remote IP Address:

Tenote | P Address:

27. Enter a valid IP address and Press Return.

Passord for EPAPdev@above | P>:

You are prompted for the password of the remote. Contact My Oracle Support (MOS) for the
password.

After entering the appropriate password, a verification of the exchange appears and you are returned
to the EPAP Configuration menu.
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Note: If you want do not want to change the text-based Ul password for the MPSs at this site, skip
option 5 and proceed toStep 36.

28. Enter option 5, Change Password, to change the text-based user interface password for the
epapconf i g login name for the MPS A at this site.

Enter Choice: 5

You are prompted to confirm the action of changing the password for MPS A Server at this site.

Verifying connectivity with mate. ..

Are you sure you wi sh to change the text U password on MPS A? [N]: vy
Ent er new password for text U wuser:

Re-enter new password:

Press return to continue ...

¢ Press Return to accept the default (N' or 'no’) and abort the action to change the password.

¢ Enter y invokes a prompt for the new password and re-entry of the password to confirm the
entry.

29. Enter the new password, confirm, and press Return to return to the EPAP Configuration Menu.

Note: If you do not want to add anNTP server at this time, skip all steps related to option7 and
proceed to Step 42.
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30. Enter option 7, Configure NTP Server, to add an NTP Server.

[------- EPAP Confi guration Menu-------- \
|1 Deplay contiguation |
| 2| Configure Network Interfaces Menu |
3| Set Time zone
| 4| Exchange Secure Shell Keys
5| Change Password
| 6| PatformmMenu
7| configure NTP Server
| 8| PDB Configuration Menu
9 security
| 10 | Configure EMB Server
11| Configure Alarm Feed
| 12 | Configure Query Server |
13 | Configure Query Server Alarm Feed
| 14 | Configure S\VP Agent Community |
e Bt
L e /

Enter Choice: 7

31. Enter option 2, Add External NTP Server.

[----- EPAP Configure NTP Server Menu-\
| S e B o semer |
S e e D e |
e e sl 0P B
T |
L T LR /

Enter Choice: 2

You are prompted to confirm the action of adding a new NTP Server.
¢ Press Return to accept the default (N' or no') and abort the action to add an external NTP server.
e Entery to add an external NTP server.

A prompt appears allowing you to add the IP address of the NTP server.

Are you sure you wish to add new NTP Server? [N : vy
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Enter the EPAP NTP Server |P Address: 192.168.61.69
Verifying NTP Server. It might take up to 1 minute.

Ext ernal NTP Server [192.168.61.69]
has been added.

Press return to continue. ..

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be
used to reset the VIP /backup provisioning IP address.

The display shows the server verification occurring. A confirmation of a successful addition of the
NTP server also appears.

32. Press Return to return to the EPAP Configure NTP Server Menu.
33. Enter option 1, Display External NTP Server, to confirm successful addition of the NTP server.

2 | Add External NTP Server |

3 | Renmobve External NTP Server |

Enter Choice: 1

The IP address of the NTP S appears.

nt pserverl 192.168. 61. 157
Press return to continue...
34. If the External NTP Server IP address is correct, press Return to return to the EPAP Configure

NTP Server Menu.

35. Enter option e to Exit the EPAP Configure NTP Server Menu and return to the EPAP Configuration
Menu.

2 | Add External NTP Server |

3 | Renpbve External NTP Server |

Enter Choice: e

E54368 Revision 2, March 2015 250



Administration Guide Standalone PDB EPAP

36. Enter option 8, PDB Configuration Menu, to configure the PDB network

[------- EPAP Confi guration Menu-------- \
|1 Deplay contiguation |
| 2| Configure Network Interfaces Menu |
3| Set Time zone
| 4| Exchange Secure Shell Keys
5| Change Password
| 6| PatformmMenu
7| configure NTP Server
| 8| PDB Configuration Menu
9 security
| 10 | Configure EMB Server
11| Configure Alarm Feed
| 12 | Configure Query Server |
13 | Configure Query Server Alarm Feed
| 14 | Configure S\VP Agent Community |
e Bt
L e /

[----- PDB Confi guration Menu-------- \
T S e e |
S e T |
T e e e S |
e R T |
R e T /

Ent er Choi ce:

37. Enter option 1, Configure PDB Network.

Note: The Configure PDB Network menu prompts the user for the remote PDB IP Address. Unlike
the mixed EPAP, the Standalone PDB site only asks for the PDBA A IP Address, not both A and
B.

Note: 127.0.0.1 is not a valid IP address for this operation. 0.0.0.0 is a valid IP address and can be
used to reset the VIP/backup provisioning IP address.
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38. Enter option 2, Create PDB.

Enter Choice: 2

This action creates the PDB on the present EPAP, and automatically replicates it on the former
EPAP.

After you receive an output indicating successful creation of the PDB, you are returned to the PDB
Configuration Menu.

39. Enter option 3, Change Auto DB Recovery, to enable the Automated Database Recovery feature.

Ent er Choi ce:

The following output appears.

Aut o DB Recovery is currently DI SABLED.
Do you want to ENABLE Auto DB Recovery? [N: vy

40. Enter option e to exit the PDB Configuration Menu and return to the EPAP Configuration Menu.
41. Enter option 6, Platform Menu.
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7 | Configure NTP Server
| 8| PDB Configuration Menu
9| security
| 10 | Configure EMB Server
11| Configure AlarmFeed
| 12| configure Query Server |
13 | Configure Query Server Alarm Feed
| 14 | Configure SNWP Agent Community |
el Bt
R R R T T /

[----- EPAP Pl at f or m Menu-\
I R R \
1| Initiate Upgrade |
R |
2 | Reboot MPS |

Ent er Choice: 2

Enter option 2, Reboot MPS.

The server is rebooted without further prompt.
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Time Zone File Names

Topics: This appendix provides a listing of valid time zone

file names.
e  Time Zone File Names.....255
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Time Zone File Names

This appendix lists the valid UNIX file names, from the /usr/share/lib/zoneinfo /directory, for setting
the time zone in EPAP software configuration. The initial default value for the time zone is

“US/Eastern”.

The Select Time Zone menu (refer to Set Time Zone ) prompts you for the time zone to be used by the
EPAP. The time zone can be the zone where the EPAP is located, Greenwich Mean Time, or another
zone that is selected by the customer to meet the needs of the system.

The following text appears when you install the EPAP with the EPAP Configuration Menu.

Table 33: Time Zone File Names

Enter a time zone file (relative to /usr/share/lib/zoneinfo):

Valid time zone files are:

Australia/Broken_Hill Australia/LH Australia/NSW
Australia/North Australia/Queensland Australia/South
Australia/Tasmania Australia/Victoria Australia/West
Australia/Yancowinna Australia/ACT Brazil/ Acre
Brazil /DeNoronha Brazil /East Brazil/West
Canada/Atlantic Canada/Central Canada/East-Saskatchewan
Canada/Eastern Canada/Mountain Canada/Newfoundland
Canada/Pacific Canada/Yukon Chile/Continental
Chile/EasterIsland Etc/GMT Etc/GMT+1
Etc/GMT+10 Etc/GMT+11 Etc/GMT+12
Etc/GMT+2 Etc/GMT+3 Etc/GMT+4
Etc/GMT+5 Etc/GMT+6 Etc/GMT+7
Etc/GMT+8 Etc/GMT+9 Etc/GMT-1
Etc/GMT-10 Etc/GMT-11 Etc/GMT-12
Etc/GMT-13 Etc/GMT-2 Etc/GMT-3
Etc/GMT-4 Etc/GMT-5 Etc/GMT-6
Etc/GMT-7 Etc/GMT-8 Etc/GMT-9
Etc/GMT+0 Etc/GMT-0 Mexico/BajaNorte
Mexico/BajaSur Mexico/General Mideast/Riyadh87
Mideast/Riyadh88 Mideast/Riyadh89 US/Alaska
US/Aleutian US/Michigan US/Pacific-New
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US/Samoa US/ Arizona US/Central
US/East-Indiana US/Eastern US/Hawaii
US/Mountain US/Pacific CET
CST6CDT Cuba EET

EST EST5EDT Egypt

Eire Factory GB

HST Hongkong Iceland
Iran Israel Japan
Kwajalein Libya MET

MST MST7MDT NZ
NZ-CHAT PRC PST8PDT
Poland Portugal ROC

ROK Singapore Turkey
W-SU WET africa

asia australasia backward
etcetera europe factory
northamerica pacificnew solar87
solar88 solar89 southamerica
GB-Eire GMT GMT+0
GMT+1 GMT+10 GMT+11
GMT+12 GMT+13 GMT+2
GMT+3 GMT+4 GMT+5
GMT+6 GMT+7 GMT+8
GMT+9 GMT-0 GMT-1
GMT-10 GMT-11 GMT-12
GMT-2 GMT-3 GMT-4
GMT-5 GMT-6 GMT-7
GMT-8 GMT-9 Greenwich
Jamaica Navajo UCT

UTC Universal Zulu

Enter a time zone file (relative to /usr/share/lib/zoneinfo):
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The time zone change does not take effect until the next time the MPS is rebooted. The Reboot MPS
menu is described in Reboot the MPS .
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A-Port

ACK

AM

ASCII

Blacklist

CaGI

CPS
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ANSI-41 Mobile Number
Portability

A feature that enables 1S5-41
subscribers to change their service
provider while retaining the same
Mobile Dialed Number (MDN).

Data Acknowledgement

application manager

A server within a network that is
responsible for establishing and
managing subscriber sessions
associated with a specific
application.

American Standard Code for
Information Interchange

Provisioning Blacklist.

An indication that a call from the
calling party is not valid.

Cell Global Identity

The standard identifier for
geographically locating connected
mobile phones.

Customer Provisioning System
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Csv

Database

DB

DN

DSM
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Comma-separated values

The comma-separated value file
format is a delimited data format
that has fields separated by the
comma character and records
separated by newlines (a newline
is a special character or sequence
of characters signifying the end of
a line of text).

All data that can be administered
by the user, including cards,
destination point codes, gateway
screening tables, global title
translation tables, links, LNP
services, LNP service providers,
location routing numbers, routes,
shelves, subsystem applications,
and 10 digit telephone numbers.

Database
Data bus

Directory number

A DN can refer to any mobile or
wireline subscriber number, and
can include MSISDN, MDN, MIN,
or the wireline Dialed Number.

Database Service Module.

The DSM provides large capacity
SCCP/database functionality. The
DSM is an application card that
supports network specific functions
such as EAGLE Provisioning
Application Processor (EPAP),
Global System for Mobile
Communications (GSM), EAGLE
Local Number Portability (ELAP),
and interface to Local Service
Management System (LSMS).

Glossary
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EIR

EPAP

EPAP-related features
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Glossary

Equipment Identity Register

A network entity used in GSM
networks, as defined in the 3GPP
Specifications for mobile networks.
The entity stores lists of
International Mobile Equipment
Identity (IMEI) numbers, which
correspond to physical handsets
(not subscribers). Use of the EIR
can prevent the use of stolen
handsets because the network
operator can enter the IMEI of these
handsets into a 'blacklist' and
prevent them from being registered
on the network, thus making them
useless.

EAGLE Provisioning Application
Processor

Features that require EPAP
connection and use the Real Time
Database (RTDB) for lookup of
subscriber information.

e ANSI Number Portability
Query (AINPQ)

e ANSI-41 AnalyzedInformation
Query —no EPAP/ELAP
(ANSI41 AIQ)

¢ Anytime Interrogation Number
Portability (ATT Number
Portability, ATINP)

e AINPQ, INP, G-Port SRI Query
for Prepaid, GSM MAP SRI
Redirect, IGM, and ATINP
Support for ROP

* A-Port Circular Route
Prevention (A-Port CRP)

e Equipment Identity Register
(EIR)

¢ G-Flex C7 Relay (G-Flex)

¢ G-Flex MAP Layer Routing
(G-Flex MLR)

® G-Port SRI Query for Prepaid
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GSM MAP SRI Redirect to
Serving HLR (GSM MAP SRI
Redirect)

GSM Number Portability
(G-Port)

IDP A-Party Blacklist

IDP A-Party Routing

IDP Relay Additional
Subscriber Data (IDPR ASD)

IDP Relay Generic Routing
Number (IDPR GRN)

IDP Service Key Routing (IDP
SK Routing)

IDP Screening for Prepaid
INAP-based Number Portability
(INP)

Info Analyzed Relay Additional
Subscriber Data (IAR ASD)
Info Analyzed Relay Base (IAR
Base)

Info Analyzed Relay Generic
Routing Number (IAR GRN)
Info Analyzed Relay Number
Portability (IAR NP)

INP Circular Route Prevention
(INP CRP)

1S41 Mobile Number Portability
(A-Port)

1541 GSM Migration (IGM)
MNP Circular Route Prevention
(MNPCRP)

MO-based GSM SMS NP
MO-based 1541 SMS NP

MO SMS Generic Routing
Number (MO SMS GRN)

MO- SMS B-Party Routing
MO SMS I541-to-GSM
Migration

MT-based GSM SMS NP
MT-based GSM MMS NP
MT-based 1541 SMS NP

MTP Routed Messages for
SCCP Applications (MTP Msgs
for SCCP Apps)

Glossary
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GB

G-Flex

GMT
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MTP Routed Gateway
Screening Stop Action
(MTPRTD GWS Stop Action)
Portability Check for MO SMS
Prepaid IDP Query Relay (IDP
Relay, IDPR)

Prepaid SMS Intercept Phase 1
(PPSMS)

Service Portability (S-Port)
S-Port Subscriber
Differentiation

Triggerless ISUP Framework
Additional Subscriber Data (TIF
ASD)

Triggerless ISUP Framework
Generic Routing Number (TIF
GRN)

Triggerless ISUP Number
Portability (TIF NP)
Triggerless ISUP Framework
Number Substitution (TIF NS)
Triggerless ISUP Framework
SCS Forwarding (TIF SCS
Forwarding)

Triggerless ISUP Framework
Simple Number Substitution
(TIF SNS)

Voice Mail Router (V-Flex)

Gigabyte — 1,073,741,824 bytes

GSM Flexible numbering

A feature that allows the operator
to flexibly assign individual
subscribers across multiple HLRs
and route signaling messages,
based on subscriber numbering,
accordingly.

Greenwich Mean Time

Glossary

262



Administration Guide

G-Port

GPS

GS

GUI

HTTP

IMEI

IMSI

IMT
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GSM Mobile Number Portability

A feature that provides mobile
subscribers the ability to change
the GSM subscription network
within a portability cluster, while
retaining their original MSISDN(s).

Global Positioning System

Gateway Switch

Graphical User Interface

The term given to that set of items
and facilities which provide the
user with a graphic means for
manipulating screen data rather
than being limited to character
based commands.

Hypertext Transfer Protocol

International Mobile Equipment
Identifier

International Mobile Subscriber
Identity

A unique internal network ID
identifying a mobile subscriber.

International Mobile Station
Identity

Inter-Module-Transport

The communication software that
operates the
inter-module-transport bus on all

263



Administration Guide

INP

P

IP Address

IPM

IS-ANR

E54368 Revision 2, March 2015

Glossary

cards except the LIMATM, DCM,
DSM, and HMUX.

INAP-based Number Portability

Tekelec’s INP can be deployed as
a stand-alone or an integrated
signal transfer point/number
portability solution. With Tekelec’s
stand-alone NP server, no network
reconfiguration is required to
implement number portability. The
NP server delivers a much greater
signaling capability than the
conventional SCP-based approach.
Intelligent Network (IN) Portability

Intelligent Peripheral

Internet Protocol - IP specifies the
format of packets, also called
datagrams, and the addressing
scheme. The network layer for the
TCP/IP protocol suite widely used
on Ethernet networks, defined in
STD5,RFC791. 1P is a
connectionless, best-effort packet
switching protocol. It provides
packet routing, fragmentation and
re-assembly through the data link
layer.

The location of a device on a
TCP/IP network. The IP Address
is either a number in dotted
decimal notation which looks
something like (IPv4), or a 128-bit
hexadecimal string such as (IPv6).

Initial Product Manufacture

In Service - Abnormal
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IS-NR

ISS

LAN

LIM

Load Sharing
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The entity is in service but only
able to perform a limited subset of
its normal service functions.

In Service - Normal

Integrated Signaling System

Local Area Network

A private data network in which
serial transmission is used for
direct data communication among
data stations located in the same
proximate location. LAN uses coax
cable, twisted pair, or multimode
fiber.

See also STP LAN.

Link Interface Module

Provides access to remote SS7, IP
and other network elements, such
as a Signaling Control Point (SCP)
through a variety of signaling
interfaces (DS0, MPL, E1/T1 MIM,
LIM-ATM, E1-ATM, IPLIMXx,
IPGWx). The LIMs consist of a
main assembly and possibly, an
interface appliqué board. These
appliqués provide level one and
some level two functionality on S57
signaling links.

A type of routing used by global
title translation to route MSUs This
type of routing is used when a
second point code and subsystem
is defined for the primary point
code and subsystem. Traffic is
shared equally between the

Glossary
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MDN

MEA

MIN

MPS

MSISDN
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Glossary

replicated point codes and
subsystems.

Mobile Dialed Number
Mobile Directory Number

Mismatch of Equipment and
Attributes

Mobile Identification Number

Multi-Purpose Server

The Multi-Purpose Server provides
database/reload functionality and
a variety of high capacity /high
speed offboard database functions
for applications. The MPS resides
in the General Purpose Frame.

Messages Per Second

A measure of a message processor’s
performance capacity. A message
is any Diameter message (Request
or Answer) which is received and
processed by a message processor.

Mobile Station International
Subscriber Directory Number

The MSISDN is the network
specific subscriber number of a
mobile communications subscriber.
This is normally the phone number
thatis used to reach the subscriber.

Mobile Subscriber Integrated
Services Digital Network [Number]

Mobile Station International
Subscriber Directory Number. The
unique, network-specific subscriber
number of a mobile
communications subscriber.
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MSISDN follows the E.164

numbering plan; that is, normally
the MSISDN is the phone number
thatis used to reach the subscriber.

MSU Message Signal Unit

The SS7 message that is sent
between signaling points in the SS7
network with the necessary
information to get the message to
its destination and allow the
signaling points in the network to
set up either a voice or data
connection between themselves.
The message contains the following
information:

* The forward and backward
sequence numbers assigned to
the message which indicate the
position of the message in the
traffic stream in relation to the
other messages.

* The length indicator which
indicates the number of bytes
the message contains.

¢ The type of message and the
priority of the message in the
signaling information octet of
the message.

* The routing information for the
message, shown in the routing
label of the message, with the
identification of the node that
sent message (originating point
code), the identification of the
node receiving the message
(destination point code), and the
signaling link selector which the
EAGLE uses to pick which link
set and signaling link to use to
route the message.
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NAK

NAT

NE

NTP

OAM

OOS-MT

PC
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Negative Acknowledgment

Network Address Translation

Network Element

An independent and identifiable
piece of equipment closely
associated with at least one
processor, and within a single
location.

In a 2-Tiered DSR OAM system,
this includes the NOAM and all
MPs underneath it. In a 3-Tiered
DSR OAM system, this includes the
NOAM, the SOAM, and all MPs
associated with the SOAM.

Network Entity

Network Time Protocol

Operations, Administration, and
Maintenance

The application that operates the
Maintenance and Administration
Subsystem which controls the
operation of many products.

Out of Service - Maintenance

The entity is out of service and is
not available to perform its normal
service function. The maintenance
system is actively working to
restore the entity to service.

Point Code

Glossary
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PDB

PDBA
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Glossary

The identifier of a signaling point
or service control point in a
network. The format of the point
code can be one of the following

types:

e ANSI point codes in the format
network indicator-network
cluster-network cluster member
(ni-nc-ncm).

¢ Non-ANSI domestic point codes
in the format network
indicator-network
cluster-network cluster member
(ni-nc-ncm).

* C(luster point codes in the
format network
indicator-network cluster-* or
network indicator-*-*.

¢ ITU international point codes
in the format zone-area-id.

e ITU national point codes in the
format of a 5-digit number
(nnnnn), or 2, 3, or 4 numbers
(members) separated by dashes
(m1-m2-m3-m4) as defined by
the Flexible Point Code system
option. A group code is
required (m1-m2-m3-m4-gc)
when the ITUDUPPC feature is
turned on.

¢ 24-bit ITU national point codes
in the format main signaling
area-subsignaling area-service
point (msa-ssa-sp).

Provisioning Database

Provisioning Database Application

There are two Provisioning
Database Applications (PDBAs),
one in EPAP A on each EAGLE.

269



Administration Guide

PDBI

PMTC

Provisioning Blacklist

PT

Restricted

REC
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They follow an Active/Standby
model. These processes are
responsible for updating and
maintaining the Provisioning
Database (PDB).

Provisioning Database Interface

The interface consists of the
definition of provisioning messages
only. The customer must write a
client application that uses the
PDBI request/response messages
to communicate with the PDBA.

Peripheral Maintenance

A list of ranges that are prohibited
from being used as DNs, DN
Blocks, and IMSI address strings.

Portability Type

The network management state of
a route, link set, or signaling link
that is not operating properly and
cannot carry all of its traffic. This
condition only allows the highest
priority messages to sent to the
database entity first, and if space
allows, followed by the other
traffic. Traffic that cannot be sent
on the restricted database entity
must be rerouted or the traffic is
discarded.

Request for Comment

RFCs are standards-track
documents, which are official

Glossary
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RMTP

RN

RTDB

sccp

SCM

scp
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specifications of the Internet
protocol suite defined by the
Internet Engineering Task Force
(IETF) and its steering group the
IESG.

Reliable Multicast Transport
Protocol

Routing Number

The number provided by the
Freephone Service Provider (FSP)
to the Access Service Provider
(ASP) to enable a pre-determined
routing of traffic to a specific
network/carrier/customer.

Real Time Database

Signaling Connection Control Part

The signaling connection control
part with additional functions for
the Message Transfer Part (MTD)
in 557 signaling. Messages can be
transmitted between arbitrary
nodes in the signaling network
using a connection-oriented or
connectionless approach.

System Configuration Manager

Service Control Point

Service Control Points (SCP) are
network intelligence centers where
databases or call processing
information is stored. The primary
function of SCPs is to respond to
queries from other SPs by

Glossary
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Service Module card

SFTP

S0G

sp

SSH
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Glossary

retrieving the requested
information from the appropriate
database, and sending it back to the
originator of the request.

Secure Copy

DSM, E5-SMA4G, or E5-SM8G-B
card that contains the Real Time
Database (RTDB) downloaded
from an EPAP or ELAP system.

SSH File Transfer Protocol
(sometimes also called Secure File
Transfer Protocol)

A client-server protocol that allows
a user on one computer to transfer
files to and from another computer
over a TCP/IP network over any
reliable data stream. It is typically
used over typically used with
version two of the SSH protocol.

Subsystem Out-of-Service Grant

Service Order Gateway

Service Provider
Signaling Point

A set of signaling equipment
represented by a unique point code
within an 557 domain.

Secure Shell

A protocol for secure remote login
and other network services over an
insecure network. SSH encrypts
and authenticates all EAGLE IPUI
and MCP traffic, incoming and
outgoing (including passwords) to
effectively eliminate
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STP

TCP

TCP/IP

UAM

UDP
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eavesdropping, connection
hijacking, and other network-level
attacks.

Signal Transfer Point

The STP is a special high-speed
switch for signaling messages in
SS7 networks. The STP routes core
INAP communication between the
Service Switching Point (SSP) and
the Service Control Point (SCP)
over the network.

Spanning Tree Protocol

Transfer-Cluster-Prohibited
Transfer Control Protocol

Transmission Control Protocol

A connection-oriented protocol
used by applications on networked
hosts to connect to one another and
to exchange streams of data in a
reliable and in-order manner.

Transmission Control
Protocol/Internet Protocol

Unsolicited Alarm Message

A message sent to a user interface
whenever there is a fault that is
service-affecting or when a
previous problem is corrected. Each
message has a trouble code and text
associated with the trouble
condition.

User Datagram Protocol

Glossary
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Ul

UTC

V-Flex

VSCCP

WAN
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User Interface

Coordinated Universal Time

Voicemail Flexible Routing

An advanced database application
based on the industry proven
EAGLE. Deployed as a local
subsystem on the EAGLE platform,
V-Flex centralizes voicemail
routing.

VxWorks Signaling Connection
Control Part

The application used by the Service
Module card to support
EPAP-related features and LNP
features. If an EPAP-related or LNP
feature is not turned on, and a
Service Module card is present, the
VSCCP application processes
normal GTT traffic.

Wide Area Network

A network which covers a larger
geographical area thana LAN or a
MAN.

Glossary
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