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1.1

1.2

1.3

1. Preface

This document contains notes and installation steps needed to install Web Services. Oracle
Financial Services Lending and Leasing relies on several pieces of Oracle software in order
to run and this document is in no way meant to replace Oracle documentation supplied with
the Web Services product or available via Oracle technical support. The purpose of this
document is only meant to supplement the Oracle documentation and to provide Oracle
Financial Services Lending and Leasing specific installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.

It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have
a thorough knowledge and understanding of Web Services.

This guide covers the following processes.

1. Installing Web Services Database Objects

2. Deploying Application Interface Web Services

3. Configuring Weblogic Policy on Web Services

Prerequisites

1. Download and Install the Oracle WebLogic Server 11gR1 Version 10.3.6 from http://
www.oracle.com/technetwork/middleware/weblogic/downloads/wls-main-097127.html).
They are available from the following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
e Oracle Technology Network (OTN)

2. ltis assumed that the Oracle Financial Services Lending and Leasing DB is installed and
configured, before running the Web Services installer.

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term Refers to

Application Oracle Financial Services Lending and Leasing

1-1 ORACLE



2. Installing Web Services Database Objects

Download and unzip the the Webservices database - ofsllxws.zip.

Run $ ./installofslixwsdb.sh
[ Bofss220059 /tmp] § .finstallufsllstdb.slﬂ

This installer adds the required tables and packages to the apllication database.

Important HNote:

It is expected to have che OFSLL Application DB been inscalled
and configured
before punhning this inscaller.
This installer adds the required tables and packages to the sa
jme OFSLL DB schems.

|Continue? [v/n]: E-‘I

Enter 'y’ when prompted to continue.

Continue? [v/nl: v

What is the Oracle Financial Services Lending and Leasing
Home Path? (usually /howe/ofsll): /scratch/work area/DEV/QA1Z26

[OF SLLHONE=/scratch/vwork area/DEV/Qh126
lokay? [v/nl: vii

Script Prompts Description and Action Required

Oracle Financial Services Lending | Enter the path to the home directory. This is referred
and Leasing Home Path to as $OFSLL_HOME. Enter ‘y’ when prompted for.

|Vhat is the Oracle DB Howe Path? /scratch/db/dbl123/product/11.2.0.3/dbhome 1

EOFAHQHE=f3crac:hfdhfdb1133!pruﬁuct!11.3,0,3fdhhune_:
Okay? [v/n]: v

|ihat is the Oracle SID? OFSLLT]

21 ORACLE



Script Prompts Description and Action Required

Oracle DB Home Path Enter the path to the Oracle DB home directory. This
is referred to as $ORACLE_HOME. Enter ‘y’ when
prompted for.

Oracle SID Enter the Name of Oracle Instance. Enter 'y’ when
prompted for.

Imporcanc Note:

Here 13 & lisc of CRITICLAL environment wvariables and their seccings:

PATH=/bin:/usc/bin:/usc/dev_infra/platform/bin:/usc/dev_infras/generic/bin:/usc/1
ocal/bin:/usc/X11R6/bin:/usr/ local/ade/bin: /scrateh/db/dbl123/product/11.2.0.3/dbho
me 1/bin

ORACLE HONE=/scratch/db/dbl123/product/11.2.0.3/dbhome 1

ORACLE SID=0FSLLT

OFSLL_HOME=/scratch/work area/DEV/QALZ6

With the above environment, you should ke sble start SQLPlus and connect
to the database. Do not continue 1f you cannot. Correct the environment
and rescart this seript when it is correct

The script lists and sets the CRITICAL environment variables

Concinue? [y/nl: v

PeEsaa

Oracle Financial Serviees Lending and Leasing Webservices Database Object Installati
=3+

The following items are available for installation:

database types [134)
database tables {1075)
dacabase views [263)
database trigger (&)

databasze package specz (3010)
dacabase package bodies (3008)
Sy=stem Seed Data [B766G)

=~ o W W B

Continus with Inscallacion? [y/n] : .
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Enter 'y’ when prompted to continue. A list of items available for installation are listed. Enter
‘y’ when prompted to ‘Continue with Installation’.

icontznue vich Inscallacion? [v/n] : v

|Log files will be located in /scratch/work area/DEV/0QA126/ logs/ofsll xws install log
s = il =
éP:ess Enter to Continue...

|
|What iz the Oracle userid (schewa name) that will own the Oracle Financial Services
|Lending and Leasing

iobjecta? fusually ofsllprd): QRLIZG

|What is the password for this userid:

iIns:all1ng Type obiject=...\C
|@./xws evw.3ql

Sets the path for the location of log files. Press ‘Enter’ to continue.

Script Prompts Description and Action Required

Oracle User ID that will own the Oracle Financial | Valid User ID
Services Lending and Leasing objects

Password for this User ID Valid Password

The script installs the objects.

|PLSS0L procedure succesafully compleced,
|PL/S0L procedure successfully completed.
PL/3OL procedure successiully compleced.
{PLS3QL procedursa successfully completsd.
E?LFEQL procedure auccesafully compleced.

|Commit complete,

{Recompiling Invalid Objecta...
lwv: cannot scat “/tmp/recomp ob)..23135.log': No such file or directory

jOracle Financial Services Lending and Leasing Webservices DE Object Inscallacion Com
plete.,

While installing, the script recompiles the invalid objects and completes the installation of DB
objects.
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3.1

3. Deploying Application Interface Web Services

Creating Data Sources for Web Services

Create a new server on the console which will be specifically for Web Services.

1. Login to WebLogic Server 11g console (http://hostname:port/console).

ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Log in to work with the Weblogic Server domain

2. The following window is displayed.

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences [ record telp || & Welcome, weblogic | Corected to: OFSLLREL_domain
View changes and restarts boma

Click the Lock & Edit button to modify, add or Home Page
delete items in this domain.

Lock & Edt
= Helpful Tools General Information
Release Configuration ]

- and

= Configure applications = Common Administration Task Descriptions

e = Configure GridLink for RAC Data Source = Read the documentation

peeerroeegr s = RecentTaskStatus = Aska question on My Orade Support
Envirorment = Set your console preferences » Oradk Guardian Gverview

Deployments Oracle Enterprise Manager

Servicgs

SecurRealms — Domain G

Intero Services, Level 1, Collapsed, 3 of 6

Diagnostics Domain Services Interoperability

« Domain * Messaging « WTC Servers
= MSServers

» Jolt Connection Pools

Environment = Store-and-Forward Agents
» Servers = M5 Modules Diagnostics
o Clusters = PathSeruices « LogFies
« Virtual Hosts = Bridges « Diagrostic Modules
How do I... =2 * Migratable Targets « Data Sources * Diagnostic Images
+ Search the configuration « Coherence Servers * Persistent Stores « Request Performance
« Use the Changs Center « Coherence Clusters « XML Registries e iver
« Record WLST Scripts = Hadwes * XML Entty Caches o Context
+ Change Console preferences o Work Managers « Foreign JNDI Providers . SNMP
« Manage Consale extensions o Startup And Shutdonn Classes « Work Contexts
* Moritor servers + jcom Charts and Graphs
Your Deployed Resources * Mall Sessions + Menitoring Dashboard &
System Status a « Deployments + FieT3
o JTA

Health of Running Servers

[ Faled(@

| —— )
[ Overloaded (0)
[ waming Q)
I k()

Your Application’s Security Settings
* Security Realms

3. Click Domain Name -->Services -->Data Sources.

3-1 ORACLE



4. The following window is displayed.

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences Help | Q Welcome, weblogic ‘ Comnected to; OFSLLREL_dom;
el e e = re=Ta Home >Summary of Services >Summary of JDBC Data Sources
Click the Lock & Edit button to modify, add or Summary of JDBC Data Sources

delete items in this domain,
‘Configuration | Manitoring
Lock & Edit

Release Configuration

A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up a data source on the JNDI tree and then
borraw a database connection from 2 data source.
Domain Structure

T This page summarizes the JDBC data source objects that have been created in this domain.
T-Emvironment
~Deployments P Customize this table
“Services
~Security Realms Data Sources (Filtered - More Columns Exist)
HInteroperability
: Ciick the Lock & Editbutton in the Change Center to activate al the buttons an this page.
Diagnastics
New v | [Delete Showing 1to 3of 3 Previous | Next
Hame @ Type JNDI Name Targets
jdbe/devopss Generic sdoc/devopss OFSLLREL_AdminServer, OFSLLREL ManagedServer
mds-adf Generic sdbc/mds/adf OFSLLREL_AdminServer, OFSLLREL ManagedServer
How do L. a8 OFSLLREL Generic jdbe/ofsIDBCORDS OFSLLREL_AdminServer, OFSLLREL ManagedServer
+ Create JDBC generic data sources New v | | Delete Showing 1to 3of 3 Previous | Next
» Create JDBC GridLink data sources

« Create JDBC mult data sources
o Delete JDBC data sources
« Delete IDBEC multi data sources

System Status =]

Health of Runring Servers

[ Faled@
I citcal (@
[ Overloaded @
[ waming (@
I ()

5. Click Lock & Edit button on the left panel. Click on New on right panel and select Generic

Data Source.

ORI WeblLogks Svver® Aieasion G B 0 o

Change Center @ Home Log Out Preferences Welcome, weblogic ‘ Connected to: OFSLLREL_domain

Vi cemges s restarts Hore >Summary of Services > Summary of JDBC Dats Sources
No pending changes exist, Click the Release Summary of JDBC Data Sources
Configuration button to allow others to edit the
main. Configuration | Monitoring
Lock & Edit

Release Configuration

A IDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections., Applications can look up a data source on the JNDI tree and then
borrow a database connection from a data source.

Domain Structure This page summarizes the JDBC data source objects that have been created in this domain

FSLLREL domain
#-Environment : !
o { Customize this table
#-services Data Sources (Filtered - More Columns Exist)
~-Security Realms
}-Interoperability New v | | Delete Showing 1to 30f 3 Previous | Next
#-Diagnostics "
Generic Data Sourt
Type INDT Name: Targets
ridLink Data Sourc
S Generic Jobe/devapss OFSLLREL_AdminServer, OFSLLREL ManagedServer
Generic jdbejmds/adf OFSLLREL_AdminServer, OFSLLREL ManagedServer
=] ‘ OFSLLREL Generic Jdbe/afsIDBCONNDS

OFSLLREL_AdminServer, OFSLLREL_ManagedServer

New v | | Delete Showing 1to 30f 3 Previous | Next
How do L.. a
« Create JDBC generic data sources
» Create JDBC GridLink data sources
= Create JOBC multi data sources

= Delete IDBC data sources

« Delete IDBC multi dsta sources

System Status a
Health of Running Servers

[ Faled®
[ critical (0)
[ Overloaded (0)
[ wamning{0)
I o (2)

6. Enter Data source Name.

7. Enter JNDI Name as jdbc/dbk105nIEJBDS.

ORACLE



8. Select Oracle as Database Type and click Next.

ORACLE Weblogic Server® Administration Console

Change Center @) Home Log Out Preferences

Record Help | Q Welcome, weblogic ‘ Connected to; OFSLLREL_domain
P Home >Summary of Servicss >Summary of JDBC Data Sources
Mo pending changes exist. Click the Release (Create a New JDBC Data Source
Configuration button to allow others to edit the
main

Back] |Mext ‘ Finish ‘ Cancel
Lock & Edit

JDBC Data Source Properties
Release Configuration

The following properties will be used to identify your new JDBC dats source

e — *Indicates required fields

FSLLREL _domain

BH-Environment: What would you like to name your new JDBC data source?
~“Deployments

+-Services 43 Name: jdbe/dbk105nIEJBDS

~-Security Realms
B Interoperability

What INDI name wouid you ke to assign to your new JDBC Data Source?
*-Diagnostics
5] INDT Name:
jdbc/dbk105n1EJBDS
4
How do ]
TR S s What database type would you like to select?
« Create LLR-enabled JDBC data sources Database Type: T .
SrtemSiatus = Back| [Next ‘ Finish ‘ cancel
Health of Running Servers

[ Fakd@
I cita ()
[ Overbaded (@
I wamning(@)
I ()

9. The following window is displayed. Select the Database Driver “Oracle's Driver(Thin) for
Instance connections;Versions:9.0.1 and later” as shown.

ORACLE WebLogic Server® Admiisran comsle B o
Record Hep | Q

Change Center {8 Home Log Out Preferences Welcome, weblogic | Connected to: OFSLLREL_domain

View changes and restarts Home >Summary of Services >Summary of JDBC Data Sources

No pending changes exist. Click the Release Create a New JDBC Data Source

Configuraton button to allow others to edit the
sl Back | |Next | Finish ‘ Cancel

Lock & Edit

JDBC Data Source Properties
Release Configuration

The fallowing properties wil be used to identify your new JDBC data source.
Domain Structure

FSLLREL_domain Database Type: Orade

What datebase driver wouid you ke to se to create database connections? Note: = indcates that the driver is expliatly supparted by Orade WebLogic Server.

DatabaseDriver:  [“Oracle’s Driver (Thin) for Instance connections, Versions 9.0.1 and later M
HInteroperability

i “Oracle’s Driver (Thin XA) for Instance connections; Versions-9.0.1 and later
! Back| |Next| |[Finisn| | “Oracle’s Driver (Thin XA) for RAC Senice-Instance connections: Versions:10 and later
i “Oracle’s Driver (Thin XA) for Senvice connections. Versions 9.0.1 and later

2 or Instance connectio ersions:9.0.1 and la
*Oracle’s Driver (Thin) for RAC Senice-Instance connections: Versions:

*Qracle’s Driver (Thin) for Service connections: Versions:9.0.1 and later

DataDirect's Oracle Driver (Type 4 XA) Versions:9.0.1 and later

DataDirect's Oracle Driver (Type 4) Versions 9.0 1 and later

Other

How do .. ]

 Create JDBC generic data sources
 Creste LLR-enabled JDBC data sources

System Status =

Health of Running Servers

[ Falked®
I critieal (@)
[ Overbaded @
[ waming(0)
o
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10. Click Next. The following window is displayed.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain,

Lock & Edit

Release Configuration

&) Home Log Out Preferences Welcome, weblogic ‘ Connected to: OFSLLREL_domain

Hecadites ‘

le

Home >Summary of Services >Summary of JDBC Data Sources

Create a New JDBC Data Source
Back| | Next | Finish ‘ Cancel

Transaction Options

Domain Structure
FSLLREL_domain
“Environment
“Deployments
-Services

- Security Realms
#-nteroperabiity

~Diagnestics

How do I.. a8
« Create JDBE generic data sources

« Create LR -enabled JDBC data sources
System Status g

Health of Running Servers

[ Faed@®
[ it (o)
[ Overlbaded (o)
[ waming(0)
I O« ()

‘You have selected non-XA JDBC driver to create database connection in your new data source.
Doss this data source support giobal transactions? If yes, please choose the transaction protocol for this data source

¥/ Supports Global Transactions

Select this aption if you want to enable non-¥A JDBC connections from the data source to participate in global transactions using the

(LLR) transaction optimization. R
in place of Emulate Two-Phase Commit.

Logging Last Resource
Select this option if you want to enable non-XA JDBC connections from the data source to emulate particpation in global transactions using JTA, Select this option only if your application can tolerate
heuristic conditions.

Emulate Two-Phase Commit

Select this option if you want to enable non-XA JDBC connections from the data seurce to participate in global ransactions using the one-phase commit transaction processing. With this option, no other
resources can particpate n the global ransaction,

© One-Phase Commit

NiNLl Finish ‘ Cancel

Back

011,

stered trademark

11. Click Next. The

following window is displayed.

ORACLE weblogic Server® Administration Console

Change Center

View changes and restarts

Mo pending changes exist. Click the Release

Configuration button to allow others to edit the
main.

Lock & Edtt

Release Configuration

Domain Structure
FSLLREL_domain
~Envirnment
“Deployments
B}-Services
~Security Realms
B Interoperability
[E-Diagnostics

How do

. g
« Creste J0BC generic dat sources
+ Create LLR-enabled JDBC data sources

System Status
Health of Running Servers

I Faled®
[ il @
[ overbaded ()
I waming(0)

Back N% ‘ Finish ‘ Cancel

&) Home LogOut Preferences Weloome,weblog»clcnnnacted to: OFSLLREL_domain

Record Help |

Home >Summary of Services >Summary of JDBC Data Sources
Create a New JDBC Data Source
Back | | Next ‘ Finish ‘ Cancel
Connection Properties
Define Connection Properties.
What is the name of the database you would like to connect to?

Database Name: OFSLLREL

What s the name or TP address of the database server?

Host Name: 0fss222406.in oracle com

What s the port on the database server used to connect to the database?

Port 1521

What database account User name do you want to Use to create database cornections?

Database User Name: OFSLLREL

What s the database account password to use to create database connections?

Password:

Confirm Password:

I cr 2
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12. Enter Database details click Next. The following window is displayed.

ORACLE WebLogic Server® Administration Console

Change Center @ Home Log Out Preferences [&] Record Help ‘ Q
i T s TES it Hame » Summary of Servicas -Summary of JDBC Data Sources
Mo pending changes exist. Click the Release (Create a New JDBC Data Source
Configurafion button to allow athers to edit the
main.

Test Configuration | || Back | |Next| || Finish | || cancel
Lock & Edit
Test Database Connection
Release Configuration

Test the database availability and the connection properties you provided.

e What s the full package name of JDBC driver class used to create database connections in the connection pool?

FSLLREL_domain i
E-Environment =
Deployments
B " "
e Driver Class Name: oracle jdbe. OracleDriver
+-Diagnostics Whatis the URL of the database to connect to? The format of the URL varies by JDBC driver.
URL:

jdbe-aracle thin-@ofss222

\What datsbase account user name do you want o Use to create database connections?

Database User Hame: OFSLLREL

How do L. El What s the database account passward to use to create datsbase connections?

« Create JDBC generic data sources

« Creste LLR-enabled IDEC data sources

Password:
System Status a
Health of Runring Servers Confirm Password:
Faled (0)
 — o) What are the properties to pass to the JDBC driver when creating database connections?
-
Overloaded (0) Properties:

wWarning {0) o
| [yel

FSLLREL

13. Click Test Configuration. The following window is displayed.

ORACLE Weblagic Server® Administration Console

Change Center @ Home Log Out Preferences [2] Record Help ‘ Q
il v e reatarts Hame Summary of Services >Summary of JDBC Data Sources
Messages
o pending changes exist. Click the Release
Configuration button to allow others to edit the « Connection test succeeded.
domain.
TR Create a New JDBC Data Source
Release Configuration Test Configuration | || Back| | Next ‘ Finish ‘ cancel
Domain Structure Test Database Connection

FSLLREL_domain
nvironment
eployments What s the full package name of JDBC driver class used to create database connections in the connection poal?
~Services
“Security Realns
HInteroperabilty

Test the database availabiiity and the connection properties you provided.

s Driver Class Name: oracle.jdbe. OracleDriver

What is the URL of the database to connect to? The format of the URL varies by JDBC driver,
R jdbe-oracle thin @ofss222.
What database account user name do you want to use to create database connections?

Howdo 1. a
Database User Name: OFSLLREL

« Create JDBC generic data sources

» Create LLR-enabled JDBC data sources What s the database account password te use to create database connections?

System Status =]
Health of Running Servers

[ Fakd(®)
I ciitcal @ Confirm Password:
[ Overoaded (0)
[ Waming@
_______JNe)]

Password:

What are the properties to pass to the JDBC driver when creating database connections?

user=0FSLLREL

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

Welcome, weblogic | Connected to: OFSLLREL_domain

ORACLE



14. Displays confirmation message as "Connection test succeeded". Click Next. The
following window is displayed.

CRACLIE Wonlouls Sorver® Nriiserion Gommse B o

pr———— @ Home Log Out Preferences [B] Record Help Q Welcome, weblogic | Cornecied to: OFSLLREL_domain
T e Home Summary of Services »Summary of JDBC Data Sources

No pending changes exist. Click the Release e e

Configuration button to allow others to edit the

domain.

Back | [Hext ‘ Finish |Cancel
Lock & Edit

Select Targets
Release Configuration

You can select one or more targets to deploy your new JDBC data source. If you don't select a target, the data source wil be created but not deployed. You wil need to deploy the dats source ata
later tme.
Domain Structure
FSLLREL_domain
+-Environment
~Deployments
+H-Services
—Security Reaims 5 oreumrt Maeaton
B Interaperabilty k _Managedserver

Servers

OFSLLREL_AdminServer

#-Diagnostics
1#) Webservice_ManagedServer

Back | [Hext ‘ F\EEN |Eam:el

How do L... =

« Create IDBC generic data sources
« Create LLR-enabled JDBC data sources

System Status B

Health of Running Servers

[ Faled@
[ cite©
[ Overloaded f0)
I wamng(@
I (2)

15. Select target Web Services Server and click Finish. The following window is displayed.
ORACLE Weblogic Server® Administration Console _

Change Center {8) Home Log Out Preferences [ Record Help

Q Welcome, weblogic ‘ Cornected to; OFSLLREL_domain
e Home >Summary of Services >Summary of JDBC Data Sources
Pending changes exist. They must be activated Summary of JDBC Data Sources
ke effect.

Configuration | Moritoring
o _Activate Changes

Undo Al Changes.

A JOBC data source is an object bound to the JNDI tree that provides database connectivity through 2 pool of JDBC connections, Applications can look Up a data source on the JNDI tree and then
borrow a database connection from a data source.
Domain Structure
=T This page summarizes the IDBC data source objects that have been areated in this domain,
E-Environment
eployments
BF-Services
—Security Realms
[-Interoperability

[ Customize this table

Data Sources (Filtered - More Columns Exist)

-Diagnostics New ~ | | Delete Showing 110 40f 4 Previous | Next
| | name ¢ Type INDT Name Targets
3ebe/dbk105nIEJBDS Generic jbe/dbk105rIEBDS WebService_ManagedServer
J | idbc/devopss Generic dbc/devepss OFSLLREL_AdminServer, OFSLLREL ManagedServer
J | mds-adf Generic dbefmdsfadf OFSLLREL_Adminserver, OFSLLREL_Managedserver
Howdo L B J | oFsLREL Generic jdbe/ofsiDBCONNDS OFSLLREL_AdminServer, OFSLLREL_Managedserver

New v | [Dekete
« Create JDBC generic data sources ==

o Create JDBC GridLink data sources
o Create JDBC multi data sources

o Delete JDBC data sources

o Delete JDBC multi data sources

Showing 110 40f 4 Previous | Next

System Status =]
Health of Running Servers

I Feled(@
I citieal (0)
[ Overloaded (0)
[ Waming@
I O (2)

16. Click Activate Changes.

Similarly follow the steps 1 - 16 to create the following data sources:
e jdbc/dbkwsDS
e jdbc/INTHukWznGOb4es;j
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3.2

CRALILIE WebLogke Server® Miimecston Coment o

Change Center @ Home Log Out Preferences ecord Help Q WEkx)l!lE,wEb‘Oﬂic‘CDnnEdEd to: OFSLLREL_domain

iew o andrestarts Home >Summary of Saruices »Summary of JDEC Dats Sources »Summary of Servicss =Summary of IDBC Data Sources »Summary of Services »Summary of JDBC Data Sources
Click the Lock & Edit button to modify, add or Summary of IDBC Data Sources

delete tems in this domain.
Configuration  Monitoring
Lock & Edit

Release Configuration
A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can lock up a data source on the JNDI tree and then
borrow a database connection from a data source.

Domain Structure

FSLLREL_domain ‘This page summarizes the JDBC data source objects that have been areated in this domain.

1-Environment

~Deplaymenty  Customize this table
~Services
~Seaurity Realns Data Sources (Filtered - More Columns Exist)
}-Interoperability B
Diagostcs Click the Lack & Editbutton in the Change Center to activate all the buttons on this page.
New v | [Delete Showing 1to 6 of 6 Previous | Next
Name Type INDI Hame Targets.
3dbe/dbk 105HEIEDS Generiz jdbe/dbk105NEIEDS WebService_Managedserver
Jdbe/dbkwsDS Generic jdbe/dbkwsDS WebService_ManagedServer
How do L. =] jdbefdevopss Generic jdbe/devopss OFSLLREL_AdminServer, OFSLLREL_ManagedServer
o Creste JDBC generic data sources jdbe/INIHUKWZnGOb4es] Generic jdbe /TN 1HUkW2nGOb4esj WiehService_ManagedServer
« Create JDBC Gridlink data sources mds-adf Generic Jdbe/mds/adf OFSLLREL_Adminserver, OFSLLREL_ManagedServer
e« Create JDBC multi data sources OFSLLREL Generic jdbe/fofsIDBConnDS OFSLLREL_AdminServer, OFSLLREL_ManagedServer
o Delete JDBC data sources
New ~| [Delete Showing 1to 6 of 6 Previous | Next

« Delets JDBC mult data sources

B

System Status =]
Health of Runring Servers

[ Failed (0)

\er names may be trademarks of their respective ovners.

Working with SSL

It is not recommended to run OFSLL webservices with the test certificates in production. You
have to get:

1. Vendor public production key/certificates for SSL handshake. These have to be imported
into weblogic truststore.

2. RO public production key/certificates to validate digital signature in the RO inputs. This
has to be imported into dIs_cacerts keystore mentioned in the configuration file.

3. Generate production grade public/private key signed by appropriate CA. The public key
has to be shared with RO so that they can validate digital signature in OFSLL requests.
The corresponding private key should not be shared, should be imported into dIs_cacerts
keystore mentioned in the configuration file and used to add the digital signature in RO
requests.

Additional Notes

While testing with the test certificates, you may get error: Signature verification failed
because RSA key public exponent [3] is too small.

As a fix, you need to add the following in the start-up script:

Dweblogic.security.SSL.allowSmallRSAExponent=true

You may encounter error: java.security.InvalidKeyException: lllegal key size or Cipher
not initialize.

As a fix add the following in the start-up script:

Dweblogic.security.SSL.nojce=true
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3.21 Steps to Import Certificates to keystore

1. The JKS(dIs_cacerts) should be available under /WEB-INF/classes/config.

2. Save all the certificates from the vendor website. Note to save the certificates in "Base-
64 encoded X.509(.CER)" and with extn .cer. Steps for saving certificates from the vendor
website:

e Click on the padlock and choose "View Certificates".

@‘f‘

mp
| ¥t Al
e
AL
it gt i1

e Click on the Certification Path tab and select the certificate with the "Name" and "Issued
To" the same as the user-defined ID.

[Gmefal-IDetads] Certification Path
Certification path
(53] GeoTrust Global A
-5 GeoTrust SSL CA
=

View Certificate

Certificate status:

ITnis certificate is OK.

Learn more about certification paths
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e Go to the Details tab.

Certificate

[ Generai | Detais | certication Path |

—

Show: [-(AH) v]
Field Value =
[ f_]\c'ersh:m v3 - |
] serial number 0266 db |
[ jSianawre algorithm shalR5A
LJSianawre hash algorithm shal
|_ JIssuer GeoTrust S5L CA, GeoTrust, I...
[]valid from Sunday, July 28, 2013 7:12:5...
[ valid to Saturday, March 08, 2014 2:1...

[l & dbviert g Aracle cam_Cantent Ma

Learn more about certificate details

e Click on the "Copy to File" button, and "Next". Choose Base-64 encoding and save the
file somewhere on your local computer.

Certificate Export Wizard x|

Export File Format
Certificates can be exported in a variety of file Formats.

Select the format you want to use:
" DER encoded binary X.509 {.CER)
 Bage-64 encoded ¥.509 (.CER)
€ Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P78)
I Inchude of certificates in the certification path iF possible

< Back et > Cancel |

3. Run following command to import certificate into JKS(dIs_cacerts)

o '"keytool -keystore <Key store Path> /dIs_cacerts -import -trustcacerts -file <Certificate
location in file system>\xxx.cer -alias <alias as mentioned in config file>

4. Run following command to view details of certificate like expiration date of certificate etc.

e ‘"keytool -list -rfc -alias alias <alias as mentioned in config file> -keystore <Key store
Path> /dIs_cacerts

e '"keytool -list -v -alias alias <alias as mentioned in config file> -keystore <Key store
Path> /dIs_cacerts

For more details on keytool refer the link :

http://docs.oracle.com/javase/7/docs/technotes/tools/windows/keytool.html

3.2.2 Enable SSL Debugging

SSL debugging can be enabled by adding following to managed server start-up script:

Dssl.debug=true
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3.2.3

3.3

3.3.1

Connecting to service supporting only TLS protocol

For WLS 10.3.6 by default (acting as a client) will send sslv2 hello for the SSL handshake to
TLS service. The TLS service will not respond to SSLv2 hello and the connection will be

dropped.

The fix for the problem is to set Dweblogic.security.SSL.protocolVersion=TLS1 at the

Managed server level in which the webservices have been deployed.

Deploying Webservices

Deployment of Web services in Enterprise Manager

1. Download and unzip the Web services - ofslixws.zip.

Following is a mapping of which EAR is needed for which service:

dbkls-
XXWS.Ws.app.ear

dbkls-xxws.ws.app-
dt.ear

dbkls-
XXWS.WS.app-
ds.ear

dbkls-
XXWS.WS.app-
ro.ear

Dialerintegrator:
Service to integrate
with third party
dialer systems

DT Interface: To
receive loan application
from dealer track

DS Interface: To
receive edocs
application update

RO Interface: To
receive loan appli-
cation from route
one

CSSAccountDe-
tailsRequestSer-
vice: Service to
fetch Account
Details by account
number

DT Interface: To
receive loan applica-
tion/deal update from
dealer track

DS Interface: To
receive edocs
comment update

RO Interface: To
receive loan appli-
cation/deal

refresh from route
one

CSSAccount-
SearchRequest-
Service: Service to
fetch Account
Details by attrib-
utes such as
AccountNumber,
CustomerFirst-
Name, Customer-
LastName, SSN

DT Interface: To
receive comments from
dealer track

DS Interface: To
receive edocs
location update

RO Interface: To
receive com-
ments from route
one

CSSPostTransac-
tionsRequestSer-
vice: To post
different transac-
tions such as
update address,
update phone num-
ber, update ACH
details, etc

LOSPostStatusRe-
questService: To post
comments to dealer
track

LOSPostStatus-
RequestService:
To post com-
ments to route
one
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CSSAccountPay-
OffQuoteRequest-
Service: To get the
account payoff
quote

LOSPostStatusRe-
questService: To post
application status to
dealer track

LOSPostStatus-
RequestService:
To post applica-
tion status to route
one

LOSeApplication-
RequestSer-
vice:Edocs
application update
service

ILOSPostDealerDe-
tailsService: To post
dealer details to dealer
track

ILOSPostDealer-
DetailsService:
To post dealer
details to dealer
track

LOSApplication-
RequestService:
Loan application
entry service

LOSApplication-
SearchRequest-
Service:
Application Search
service

LOSApplication-
SearchRequest-
Service:
Application Search
service

LOSApplication-
CommentUpdate-
Service: Edocs
application com-
ment update ser-
vice

LOSPostStatusRe-
questService: Ser-
vice to post loan
application status

LOSApplica-
tionUpdateSer-
vice: Service to
update an existing
application

LOSCheckStatus-
RequestService:
Service to check
application status

2. Unzip all the ear files present:

e dbkls-xxws.ws.app.ear

e dbkls-xxws.ws.app-dt.ear

e dbkls-xxws.ws.app-ro.ear

dbkls-xxws.ws.app-ds.ear
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[orafmw@ofs3220067 tmp]é unzip ofsllxws.zip -d ofsllxws
Archive: ofsllxws.zip
inflating: ofsllxws/dbkls-xXwWsS.ws.app-ds.ear
inflating: ofsllxws/dbkls-xxws.ws.app-dt.ear
inflating: ofsllxws/dbkls-xRwS.wWs.app-Tro.ear
inflating: ofsllxws/dbkls-XXwsS.Ws.app.ear
[orafmw@ofs2220067 tmp]$ cd ofsllzws
[orafmw@of=s3220067 ofsllxws]$ 1s
Ibkls-x8ws.ws,.app-ds.ear dbkls-xxws.ws.app-dt.ear dbkls-xxws.ws.app.ear dbkls-xxws.ws.app-ro.ear
[orafmw@of=s=220067 ofsllxws]$ unzip dbkls-xxws.ws.app-ds.ear -d dbkls-xxws.ws.app-ds
Archive: dbkls-xxws.ws.app-ds.ear
creating: dbkls-xxws.ws.app-ds/METL-INF/
inflating: dbkls-xxws.ws.app-ds/META-INF/application.zxml
inflating: dbkls-xrws.ws.app-ds/dbklz-xws-web-dz.war
[orafmw@of=s=220067 ofsllxws]$ cd dbkls-xxws.ws.app-ds
[orafmw@of=s=2200687 dbkls-xxws.ws.app-ds]é 1=
ibkls-xws-web-ds.war ME F
[orafmw@ofss220067 dbkls-xxws.ws.app-ds]$§ unzip dbkls-zws-web-ds.war -d dbkls-xzws-web-ds
irchive: dbkls-rws-web-ds.war
creating: dbkls-zws-web-ds/WEE-INF/
creating: dbkls-zws-web-ds/WEE-INF/classzes/
creating: dbkls-xws-web-ds/WEB-INF/classes/con/ I
creating: dbkls-xws-web-ds/WEB-INF/classes/com/ofas/
creating: dbkls-rws-web-ds/WEE-INF/classzes/com/ofas/f11/
creating: dbkls-zws-web-ds/WEB-INF/classes/con/ofas/f11/utils/
creating: dbkls-rws-web-ds/WEB-INF/classes/com/ofas/f11/xws/
creating: dbkls-xws-web-ds/WEB-INF/classes/com/ofss/fll/xws/dialerintegration/
creating: dbkls-zws-web-ds/WEB-INF/classes/com/ofss/fl1/xws/exception/
creating: dbkls-xws-web-ds/WEB-INF/classzes/con/ofss/f11/xws/lockup/
creating: dbkls-xws-web-ds/WEE-INF/classes/com/ofss/f11l/xws/xae/
creating: dbkls-xws-web-ds/WEE-INF/classes/con/ofss/f11/xwa/xcl/
creating: dbkls-xws-web-ds/WEB-INF/classes/com/ofss/f11/xws/xcs/

3. Open each of the unzipped files and unzip the war file.
[orafmw@ofss220067 ws_as]$ 1ls -lart

total 7520

-rWw-r—--r-- 1 orafmw oinstall 1074660 Apr 10 08:47 dbkls-xxws.ws.app.ear
—-rWw-r——r—— 1 orafmw oinstall 996280 Apr 10 08:47 dbkl=s-xxws.ws.app-dt.ear
—-IrWw-r—--r-- 1 orafmw oinstall 9%1947 Apr 10 08:47 dbkls-xxws.ws.app-ro.ear
—-rWw-r——r—— 1 orafmw oinstall 978700 Apr 10 08:47 dbkl=s-xxws.ws.app-ds.ear
—IW—-L————— 1 orafmw oinstall 4032431 Apr 10 15:09 ofsllxws.zip

drwxr-———-— 8 orafmw oinstall 40%¢& Apr 10 15:09

drwxr-xr-x 3 orafmw oinstall 40%&6 Apr 10 16:26 dbkl=s-xxws.wWs.
drwxr-xr-x 3 orafmw oinstall 40%6 Apr 10 16:26 dbkl=z-xxw=s.wW=3.
drwxr-xr-x 3 orafmw oinstall 40%&6 Apr 10 16:26 dbkl=s-x=xws.wWs.app-ro
drwxr-———-— & orafmw oinstall 40%& Apr 10 1l&:26

drwxr-xr-x 3 orafmw oinstall 40%6 Apr 10 16:26 dbkls—=xxws.wWs.app

[orafmw@of==22006T7 ws_as]$ cd dbkls-xXxws.ws.app
[orafmwof==220067 dbkls-xxws.ws.appls$ ls
dbkl=s-xws-web.war META-INF
[orafmwRof==220067 dbkls—xstl;s.appl$ unzip dbkls-xws-web.war
Archive: dbkls-zxws-web.war
creating: WEB-INE/
creating: WEB-INF/classes/
creating: WEB-INF/classes/com/
creating: WEB-INF/classes/com/ofss/
creating: WEB-INF/classes/com/ofss/f11/
creating: WEEB-INF/classes/com/ofss/fl1l/utils/
creating: WEB-INF/classes/com/ofss/f11/xws/
creating: WEB-INF/classes/com/ofss/fl11/xws/dialerintegration,
creating: WEB-INF/classes/com/ofss/fll/xws/exception/
creating: WEB-INF/classes/com/ofss/f11/xws/lookup,

4. |t creates a WEB-INF file
[Jorafmw@nfSSEEGDET dbkls-xxws.ws.app] s 1=

TR TR T TV

dbkl=z-xws-web.war META-INF WEB-INE

After unzipping the war file to directory, the directory will have the following structure

e dbkls-xxws.ws.app / dbkls-xxws.ws.app-ds / dbkls-xxws.ws.app-dt / dbklsxxws.ws.app-
ro

e /dbkls-xxws.ws.app/dbkls-xws-web
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WEB-INF (directory)

---->classes (directory)

- config

- class files (in package folders)

_____ > lib (directory)

- commons-logging-1.0.4.jar

- jdom 2.0.4.jar

- soap-2.3.1.jar

> wsdl (directory)

- *.wsdl

----- >

*-java-wsdl-mapping.xml

----- > web.xml

..... > weblogic.xml

----- > weblogic-webservices.xml

----- > weblogic-webservices-policy.xml

..... > webservices.xml

5. To edit the web interface config files, navigate to the above WEB-INF-->classes-->config.

Edit the following configuration files with the application url and port.

For complete details on configuration parameters, refer to “Appendix - Configuration
parameters” section in Appendix chapter.

ds_servlet_init.conf-This is the configuration file only for edocs servlet interface

$### XML =schema to use when validating incoming application update
$### (comments) messages

#### URL for OFSLL eDocs web service
LOSeRpplicationRequestServiceURL = http://<localhost>:<port>/dbkls-xws-app-ds/LOSeApplicationRequestService
LOShpplicationCommentUpdateServiceURL = http://<localhast>:<port>/dbkls-xws-app-ds/LOSApplicationCommentUpdateService
LOSApplicationLocationUpdateServiceURL = http://<localhost>:<port>/dbkls-xws-app-ds/LOSApplicationlocationUpdateService

#### URL for OFSLL application update web service

dt_servlet_init.conf- This is the configuration file only for dealer track servlet interface

$#### URL for OFSLL new application web service

LOSApplicationRequestServiceURL = http://<localhost>:<port>/dbkls-xwa-app-dt/LOSApplicationRequestService

$###4 URL for OFSLL application update web zervice

LOSApplicationUpdateServiceURL = http::jcloca1h05t>:<port>idbkls—st—app—dt;LG%%FplicationUpdateService

313 ORACLE


http://www.google.com
http://www.google.com
http://www.google.com

e ro_servlet_init.conf- This is the configuration file only for route one servlet interface

$### URL for OFSLL new application web service

LOSApplicationRequestServiceURL = http://<localhost>:<port>/dbkls-xws-app-ro/LOSApplicationRequestService

$##¥ URL for OFSLL application update web service

LOShpplicationUpdateServiceURL = http://<localhost>:<port>/dbkla-xws-app-ro/L0SApplicationUpdateService

6. Loginto Web Logic application server enterprise manager (e.g.: http://hostname:port/em)

ORACLE u
Enterprise Manager 11g
Fusion Middleware Control

Login to Oracle Fusion Middleware Control
Farm Farm_OFSLLREL_domain

= User Name

i s
i tiorss you deploy ice engir jice policies. You can enforce service policies of service endpaints. You
CHEICE IR e SR IR SR RE B S TR R can aiso test VWeb service endpoints and menitor their performance and faults,

Dyna composite applications.
[#] Context Sensitive Help [ 1dentity Management
[ WebCenter Management
Complete Security and Audit Management

Configure Logging and Search Log Files

" Finding a feature in Enterprise Marager s now easy with menus, Wel-
: ] i

7. Enter valid login credentials. The following window is displayed.

ORACLE' rise Manager 11

Logged inas weblogic

S Farm_OFSLLREL_domain®
© [ [FanmOrsLIREL domain] Paga Rafreshed Apr 10, 2014 6:13:57 pi 157 €2
(3 Application Deployments
(3 WebLogic Domain E Deployments @ B Fusion Middleware B
[ Metadata Repositories
. - . e
Neme Status  Target Hame Status  Host
= [23 Appication Deployments =1 £ WebLogic Domain
29 Internal Applications ) EJOFSLLREL domain
@ ofsl_141(/14,1.0.0.60140) &  orsurELM (5] OFSLLREL_adminserver ¢ ofss222406.n.0r
5l OFsLLREL_Managedserver ¢ ofss222406.n.0r..
5] webservice fiansgacserver 8
51 [ Metadato Repositories
[Emds-acf 0155222406 in.or
&l Farm Resource Center B

Before You Begin

(@ ntroduction to Oracle Fusion Mddieware

(@) Understanding Key Oracle Fusion Middlewars Farm Concepts

(@ overview of Oracle Fusion Middeare Administration Tools
Typical Administration Tasks

(@ Getting Started Using Oracle Enterprise Manager Fusion Middieware Control

(@) Navigating Within Fusion Middleware Control

(@ Starting and Stopping Cracie Fusion Middlenare

(@) Deploying an Appication Using Fusion Middieware Control
Other Resources

@ Oracle Fusion Middieware Resources on the Web

@ Oracle Fusion Middieware Forums
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8. Expand the weblogic domain present in the left pane. The following window is displayed.

Settp~ Helpv LogOut

ORACLE Entery

e Manager 11g Fusion Midiawara Control

- Farm_OFSLLREL_domain @ Logged in as weblogic

= 5} [FarmoFsiiREL domain] e e e e T
(3 Application Deployments
E1 (3 WebLogic Domain
B ] BFSREL domain,
5 OFSLLREL_Adminserver
5] OFSLLREL Managedserver

= Deployments @  E Fusion Middleware &~

&5 Webservice Managedserver | o) | el
(3 Metadata Repositories g S
Name Status  Target Name Status  Host
= (3 Application Deployments = [ Weblogic Domain
3 Internal Appiications. = EF]OFSLLREL_domain
@yofsll_141(¢14.1.0.0.6-5140) ) OFSLLREL M. 5] OFSLLREL_AdminServer [ ofes222406.in.or.
5l OFSLLREL_Managedserver o ofs55222406.in.0r.
(5] WebService_ManagedServer &
15 [ Metadzta Repasitories
[@mds-adf ofes222406.in.or.
|
= Farm Resource Center N

Before You Begin
@ Introduction to Oracke Fusion Middleware
(@) Understanding Key Oracle Fusion Middieware Farm Concepts
(@) overview of Orade Fusion Middleware Administration Tools
Typical Administration Tasks
(@) Getting Started Using Oracle Enterprise Manager Fusion
(@) Mavigating Within Fusion Middleware Control
Starting and Stopping Oracle Fusion Middieware
(@) Deploying an Application Using Fusion Middieware Control
Other Resources
Oradle Fusian Middieware Resources on the Web
@ Oradle Fusion Middieware Forums

lenare Control

@@

9. Right click on WebService_ManagedServer in left panel, select Application Deployment-
->Deploy.

Setipv Hepw LogOut

ORACLE Enterprise Manager 11g Fusion Middleware Control

Sl Farm_OFSLLREL_domain @ Loggedin as weblogic

& 38 Farm_OFSLLREL_domain
1 [ Applcation Deployments
£l (3 Weblogic Domain El Deployments @ = Fusion Middleware @
B Eil GFSLREL domain
5] OFSLLREL_Adminserver

Page Refreshad Apr 10, 2014 6:13:57 PM 1T £Q

5l OFSLLREL_ManagedServer
WebService. s W () ey
[ Metadats Repostories Yome!
Contral
Status  Terget Name Stetus  Host

[ 3 Weblogic Domain
B OFSLLREL_domain
&+  oFsura m. 5] OFSLLREL AdminServer
(5] OFSLLREL_ManagedsServer
5] webservice_managedserver
[ [ Metadata Repositories

ofss222406.in.0r...
ofss222406.in.0r

oo

Application Deployment N Deloy.
o} (@ mds-actf ofss222406.0n.0r
System MBean Browser Undeplay...
Redegloy...
Fetch Deployment Plan...
=] Farm Resource Center B

Q

Weblogic Server Administration Console
Before You Begin
(@) Introduction to Oracle Fusion Middienare
(@) understanding Key Oracle Fusion Middleware Farm Concepts
(@) Qverview of Oracle Fusion Middleware Administration Tools
Typical Administration Tasks
(@) Getting Started Using Oracle Enterpriss Manager Fusion Middieware Control
(@) Navigating Within Fusion Middleware Control
(@) Starting and Stopping Oracle Fusion Middleware
(@) Deploying an Application Using Fusion Middleware Contral
Other Resources
Oracle Fusion Middleware Resources on the Web
® Oracke Fusion Middleware Forums

General Information

10. The following window is displayed.

ORACLE Enterprise Manager 11g Fusion Middleware Control
{t WebService_ManagedServer (orace webLogic server) @ : Deploy Java EE Application

Help +
Q

g ——m=a
Select Archive Select Target Applcation Attributes Deployment Settings

Select Archive @ Cancel | Step 10f 4 | Next

Specify the application or the exploded directory. Optionally you can specify a deployment plan.

E Information

Archive or Exploded Directory Use this page to deploy Java EE

Java EE archive, Web Modules (WAR files), EJB Modules (EJE JAR files) and Resource Adapter Modules (RAR files) can be deployed. You can also deploy an exploded archive thatis present on the server where applications that require Orace

Enterprise Manager is running. Metadata Services (MDS) or that take
advantage of the Orade Application

Archive s on the machine where this web browser is running, Development Framework (Oracle ADF).

Choose Fie | No fle chosen 1f your application is 2 SOA composite,
- use the SOA Composite deployment
[#) archive or exploded drectory is on the server where Enterprise Manager is running. wizzrd,

B"’WSEI: 1f your application is not a SOA
composite or it does not require an MDS
Deployment Plan repository ar ADF connections, then you
can deploy your application using this
The deployment plan is 2 file that contzins the deployment settings for an application. You can use 2 previously saved deployment plan for this application Later in the depioyment process, you can optionally edit | wizard or the Orade WebLogic Server
during the

the deployment plan and save it for 2 future deployment of this application. IF you do not have a deployment plan, one wil be created automatically when deployment is Console.
e

ne.
® Create 2 new deployment plan when deployment configuration s done.
Depioyment plan is on the machine where this web browser i runring

Choose File | No file chosen

Deployment pian is on the server where Enterprise Manager i running,

Eronse.
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11. Browse to the folder containing the web service.
Eg: /scratch/ofslixws/dbkls-xxws.ws.app

Click on Next.

ORACLE Enterprise Manager 11g Fusion Middleware Control Help ~
{r WebService ManagedServer (orace viebLogic server) @ : Deploy Java EE Applica ]

5 ——m=a
Select Archive SelectTarget Application Attributes  Deployment Settings

Select Archive @ Cancel |Step 10F4 | Next

Specify the application or the exploded directory. Optionaly you can specify a deployment plan

= Information

Archive or Exploded Directory Use this page to deploy Java EE
Java EE archive, Web Modules (VAR fles), EJ8 Modules (EJ6 JAR files) and Resource Adapter Modules (RAR fies) can be deployed. You can also deploy an exploded archive that is presenton the server nhere  applications that require Oracie
Enterprise Manager is running. Metadata Services (MDS) or that take
advantage of the Orack Appication
Archive is on the machine where this web browser is running. Development Framework (Oracle ADF)
Choose File | No file chasen If your application is a SOA composite,
e SOA Composite deployment
© Archive or exploded directory is on the server where Enterprise Manager is rumning. wizard,
Jemp/DBJOFSLL 14 1.0_0_7_b156 patches/LL patches/14_1 0_0_7jws_as/dokls o] Browse... IF your application is not a SOA
composite or it does not require an MDS
Deployment Plan repository or ADF connections, then you
can deploy your applcation using this
‘The deployment plan is a file that contains the deployment settings for an application. You can use a previously saved deployment pian for this application.Later in the deployment pracess, you can optionally edit | wizard or the Oracle Weblogic Server

the deployment plan and save it for a future deployment of this application. If you do not have a deployment plan, one wil be created automatically during the deployment process when deployment configurationis | Administration Console.
done.

® Create a new deployment plan when deployment configuration is done.
Deployment plan s on the machine where this web browser is running,
Choose Fie | N file chosen
Deployment plan s on the server where Enterprise Manager i rumning,
Broy

12. The following window is displayed. Select the server on which the web service needs to
be deployed. Click on Next.

ORACLE Enterprise Manager 11g Fusion Middleware Contral Help v
{ WebService_ManagedServer (orace weblogic server) @ : Deploy Java EE Applica 9]
o——~7@a——0n
Select Archive Select Target Appication Attributes Deployment Settings
Select Target Cancel || Back |Step20f4| Next
Select the WebLogic server or custer that you want this appiication to be deployed to.
Select Name Type Deployed Applications
OFSLLREL_AdminServer Orade Weblogic Server DMS Application{11. 1.1. 1.0), FMWY Welcome Page Applcation(11.1.0.0.0), em, wsiluis
OFSLLREL_ManagedServer Crade Weblogic Server DMS Application(11.1.1.1.0), ofsl_141(V14. 1.0.0.65140), wsi-nls
¥ wWebService ManagedServer Gracie WebLogic Server
ORACLE Enterprise Manager 11g Fusion Middieware Control Help ~
{ WebService_ManagedServer (orade webLogic sever) @ 2 Deploy Java EE Appl Q

§——a————@§ ————@
Ject Archive  Select Target ion Attributes D

Application Attributes @ Cancel || Back | Step 30f4 tpat Deploy

Archive Type Java EE Appiication (Exploded EAR fie)
Archive Location [tmp/DB/OFSLL_14_1_0_D_7_h156_patches/LLjpatches/14_1_D_D_7/ws_ss/dbkls-xxws.ws.app

DeploymentPlan Create a new plan
Deployment Target WebService_ManagedServer

= application Name | dbids-somws.ws

Context Root of Web Modules

Context roat of weh modkie specified in Document Type Definition (DTD} based application.xml camnot be configured in Enterprise Manager. Enterprise Manager supports schema based application xm orly.

web Module Context Root
dbkls-xws-web war dbiisxis-app
Distribution

® Distribute and start appication (servicing all requests)
Distrbuite and start appiication in mode (servicing anly requests)
Distribute anly

Other Options
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14. The following window is displayed. Click on Deploy.

ORACLE Enterprise Manager 11g Fusion Middleware Gontrol
{+ WebService_ManagedServer (orade weblogc server) @ t Deploy Java EE Application ]

=]

"l

"]

—@
Select Archive Select Target Application Attrbutes  Deployment Settings

Deployment Settings

Archive Type Java EE Application (Exploded EAR file)
Archive Location fmp/DB/OFSLL_14_1.0_0_7 b156_patches/LL jpatches/14_1_0_0_7/ws_as/dbks-xxws.ws.app Version Not versioned

Deployment Plan Create a new plan
Deployment Target WebService_ManagedServer

Help

Cancel || Back |Stepdof4 D?E\ny

Application Name  dblds-xows.ws

Context Roat dbkls-xws-app
Deployment Mode Distrbute and start application (servicing al requests)

Deployment Tasks
The table below lists common tasks that you may wish to do before deploying the application.
Name GoToTak  Description
Configure Web Modules Va Configure the web modules in your application,
Configure Application Security Vi Configure applcation policy migration, credential migration and other security behavior,
[ Deployment Plan

15. The following window is displayed. Click on close.
& Deployment Succeeded

The Application "dbkls- ws" has been suc deployed.
B To configure and manage the application "dbkls-xxws.ws", use the Oracle Weblogic Server Administration Console.

Summary
Version Mot versioned
Archive Type Java EE Application (Exploded EAR. file)
Deployment Mode Distribute and start application (servicing all requests)
Deployment Target WebService_ManagedServer
Application States  Active (WebService_ManagedServer)
Context Root dbkls-xws-app

=/ Hide Progress Messages

Deployed Archive Location ftmp/DBfOFSLL_14_1_0_0_7_b156_patches/LL /patches/14_1_0_0_7/ws_as/dbks-xxws.ws.app

[April 10, 2014 6:56:47 PM IST] Initiating deploy operation ...

s initializing ol

[April 10, 2014 6:56:48 PM IST] [Deployer: 14913 1]Operation 'deploy’ on application 'dbkls-xxw:
[April 10, 2014 6:56:43 PM IST] [Deployer: 149192 Operation 'deploy’ on application 'dbkls-x:
[April 10, 2014 6:56:43 PM IST] [Deployer: 143194 Operation 'deploy’ on application 'dbkls-x:

S in progress on

[April 10, 2014 6:56:50 PM IST] Deploy operation completed.

[April 10, 2014 &:56:47 PM IST] Archive: /tmp/DB/OFSLL_14_1_0_0_7_b156_patches/\L fpatches/14_1_0_0_7/ws_as/dbkls-xcoms.ws.app

initiali VebService_ManagedServer'
bService_Managedserver’
15" has succeeded on "WebService_ManagedServer'
[April 10, 2014 6:56:43 PM IST] [Deployer: 143194] Operation 'deploy’ on application 'dbkls-xxws.ws' has succeeded on "WebService_ManagedServer'

16. If required, similarly deploy rest of the web services.

17. In case the context root has to be changed for the web services, it can be changed by
editing the application.xml or through the console. To change through console, login to

WebLogic Server 11g console (http://hostname:port/console).

18. Go to Deployments---><select the service deployment>---> Configuration General and

modify the context root to the recommended name as follows:

Service Service EAR Recommended Remark
Context
Webservices | dbkls- dbkls-xws-app If this the recommended context
XXWS.WS.app.ear name is not used, then the Ser-

vice URLs in the configuration
files needs to be changed

Edocs Inter- | dbkls-xxws.ws.app- | dbkls-xws-app-ds | If this the recommended context
face ds.ear name is not used, then the Ser-

vice URLs in the configuration
files needs to be changed
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Service

Service EAR

Recommended
Context

Remark

Dealer Track

dbkls-xxws.ws.app-

dbkls-xws-app-dt

If this the recommended context

Interface ds.ear name is not used, then the Ser-
vice URLs in the configuration
files needs to be changed

Route One dbkls-xxws.ws.app- | dbkls-xws-app-ro | If this the recommended context

Interface ro.ear name is not used, then the Ser-

vice URLs in the configuration
files needs to be changed

19. Ensure that the application status is Active.
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4. Configuring Weblogic Policy on Web Services

After deploying Web Services, you must configure Weblogic Policy on Web Services.

To configure:

1. Login to WebLogic application server console (http://hosthame:port/console)

2. Following screen will be shown.

& C O =
ORACLE WebLogic Server® Adminisiration Console -
Change Center @ Home Log Out Preferences ord Help Q Welcome, weblogic ‘ Connected to: ofsll_domain
View changes and restarts g
Giick the Lock &Edit button to modify, add or flomerone
delete items in this domain.
Information and Resources
Lock & Edit
1To General Information
Release Configuration
= Configure applications = Common Administration Task Descriptions
TP = Configure GridLink for RAC Data Source = Read the documentation
S e = RecentTask Status = Ask 2 question on My Oracle Support
f Eriromsit = Setyour console preferences = Oracle Guardian Overview
Deployments » Oradle Enterprise Manager
~Services
Messaging Domain Configurations
ata Sources
‘ersistent Stores Domain Se s eroperability
oreign JNDI Providers o Domain o Messaging o WTC Servers
Work Contexts = IMS Servers  Jolt Connection Pools
*::t 'E‘:E‘:‘Ti‘zhes L [ ——— = Store-and-Forward Agents
* Servers = M5 Moduies Diagnostics
e o Clusters = Path Services o LogFiles
o Virtual Hosts = Bridges © Diagnostic Modules
How do L. a2 o Migratable Targets + Dats Sources o Diagnostic Images
- e  Coherence Servers o Persistent Stores  RequestPerformance
o Use the Change Center e Coherence Clusters + XML Registries o Archives
o Record WLST Scripts e Machines XML Entity Caches o Context
o Change Consoke preferences o Work Managers  Foreign JNDI Providers * SNMP
MGt Servers o Startup And Shutdown Classes rk Contexts
o COM
Te— 5] | YourDeploved Resources * Mail Sessions « Monitoring Dashboard &
+ Deployments o FieT3
Health of Running Servers o A
[ Faied (0) Your Applicatio
[ ;”“E‘a‘ ‘j’ = + Security Realms
verloaded (0)
[ Wwarning (0)
I O ()

3. Click Deployments which is available on both side panels as marked above.

4. Following screen will be shown.

OIRACLE Weblogke Sarver® Aumiieaton Gonede B 0000 o

Change Center @) Home Log Out Preferences ecord Help Q ‘Welcome, weblogic ‘ Connected to: ofsll_domain
e o e T Home >Summary of Deployments >dbkls v >Summary of Deployments

Configuration editing is enabled. Future Summary of Deployments

changes will automatically be activated as you

modify, add or delete items in this domain. Control | Monitoring

Domain Structure
This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain, Installed applications and modules can be started, stopped, updated

2 “E::T:n‘”ment {redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.
~Deployments To install a new application or module for deployment to targets in this domain, dick the Install button.
-Services
--Security Realms
Ei-Interoperabilty | Customize this table
-Disgnostics
Deployments

install | [Update | [ Delete ‘ Statv | [Stop v Showing 1t 10f 1 Previous | Next

[ | mame & State | Health | Type Deployment Order
B FRdbkis-xws-app Active Lok Enterprise Application 100
How do L. =] insial | [Updaie | [Deicte ‘ | [

Showing L to 10f L Previous | Next
+ Install an Enterprise application

+ Configure an Enterprise application

» Update (redeploy) an Enterprise application

 Startand stop a deployed Enterprise
application

+ Moritor the modules of an Enterprise
application

» Deploy E36 modules
* Install a Web appiication

System Status =]

Health of Running Servers

[ ried@
[ cita@
[ Overbaded @
[ waming()
[

Click on application name dbkls-xws-app on right side panel.
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6. Following screen appears.

ORACLE Weblogie Sorver® Aamiiawaton onsee B oHn

Change Center @ Home Log Out Preferences [&] Record Help Q Welcome, weblogic \ e R T ieeraes
e Home »Summary of Deployments >dbkis-s-3pp >Summary of Deployments »dbkks-xns-3pp »CSSACcountSearchRequestarice >Summary of Deployments >dblds-xws-app

Configuration editing is enabled, Future Settings for dbkls-xws-app

changes will automatically be activated as you

mocify, add or delete items in his domain. Overview | DeploymentPlan | Configuration | Security | Targets | Contral | Testing | Monitoring | Notes

Domain Structure Save
ofsll_domain

oot Use this page ta view the general configuration of an Enterprise application, such as its name, the physical path to the appication files, the associated deployment plan, and so on. The table at the
Deployments end of the page lists the modules (such as Web applications and EJBs) that are contained in the Enterprise application. Click on the name of the module to view and update its configuration.

m

~Services
~Security Reslms
#-Interoperabilty Name: dbkls-xns-apn ‘The name of this Enterprise Application.  More Info...
~Diagnostics
Path: C:\ Oracle\ Middleware 1034\ user_projects\ domains\ ofsll_domain\ servers\, ‘The path to the source of the deployable unit on the Administration
AdminServer| upload) dbils-ans-app. ear Server. More Info
Deployment Plan: €:\ Oradle) Mddleware 1034\ user_projects) domains) ofcl_domain) servers, The path to the deployment plan document on Administration Server.  More
AdminServer\Plan. sl Info
Staging Mode: (ot specified) The mode that specifies whether a deployment's fles are copied from a
How do L.. a8 source on the Administration Server to the Managed Server's staging area
during application preparation.  More Info...
« Start and stop 2 deployed Enterprise
application =
Security Model: Doonly ‘The security model that is used to secure a deployed module.  More Info...
« Configure an Enterprise application
* Create a deployment plan 4] Deployment order: | 100 An integer value that indicates when this unit is deployed, relative to other
o Target an Enterprise application to a server deployable units on a server, during startup.  More Info...
« Test the modules in an Enterprise application
&8 Principal Astring value that indicates what principal shouid be used when deploying
Name: the file or archive during startup and shutdown. This principal wil be used to
System Status 2] set the current subject when caling out into application code for interfaces
such as ApplicationLifecydeListener. If no prindipal name is spedified, then
Health of Running Servers i i il 2

the anonymous principal will be used. ~ More Info.

Failed (0)

Save
Critical (0) leavey

Overloaded (0)

Warning () . .

Sl 1to Lof1 Pr Next

I o< () owing of 1 Previous | Nex

Medules and Components

Name & Type
Enterprise
=] dbkds-xws-app Application
EIEXs
i Security Modek DDOrly The security model that is used to secure a deployed module.  More Info. =
« Configure an Enterprise application
® Create a deployment plan ] Deployment Order: [0 An integer value that indicates when this unit is deployed, relative to other
« Target an Enterprise application to a server deployable Lnits on a server, during startup.  More Info.
 Test the modules in an Enterprise application
8 Principal Astring value that indicates what princpal shouid be used when deploying
Name: the file or archive during startup and shutdown. This prindipal wil be used to
System Status a8 set the current subject when caling out into application cod for interfaces
e such as ApplicationiifecydeListener. If no principal name is specified, then
= EiEsa=E the anonymous principal wil be used.  More Info...
Failed (0)
Save
Critical (0) i
Gverloaded (0) Modules and Components i
warning (0)
Showing 1to Lof 1 Previous | Next
()
Name & Type
Enterprise
] dbkls-ns-app e
EIEXBs
Hone to display
] Modules
ibkls-xws-app Web 1
Application
] Web Services
{GCSSAccountDetaikRequestService Web
Service
{@5,CSSAccountPayOffQuoteRequestService Web
Service
{@CSSACToInSEarthRequestService vieb
Senvice
{@icssPostiransactionsRequestService Web
Service
{GfLOSPostDeslerDetailsSenice Web
Service
{GiookUpRequestSenice \s’dﬁh
ervice
{@-os#pplcatonCommentipdateSersice vieb
Senvice
{@-osAppicationLocationUpdateservice Web
Service
{1 OsApplicationRequestService Web
Service -

Click on WebServices CSSAccountSearchRequestService.
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1.

The WSDL will be accessible on http before applying WS-Policy.

p/CS5AccountSearchRequest!

e || &l

P|j

2) Most Visited =) OFSLL: Recent Activity |_| Others | | OFSS || Tech » Applying WS-Security .. 2 Product Security gps.

Oracle Financial Servic... | | Profiling g3, Dashboard [Hudson] (| Oracle WebLogic S

This XML file does not appear to have any style i with it The d tree is shown below.
- <WL5G name="CSSA hR ice! target) "hitp-//com/ofss/fll/xws/xes/A hwsdl'">
- <WL5G3N0:types>
<xsd:schema targetNamespace="htip://com ofis fll xws xcs/ICSSAccountSearchRequestService xsd"/>
</WL5G3N0:types>
- <WL5G name="doA quest>
<WL5G3N0:part name="requestStr" type="WL5G3N1 string
</WL5G3N:message>
- <WL5G name="doA

<WL5G3N0:part name="return" type="WL5G3
</WL5G3N:message>

- <WL5G3N0:portType name="AccountSearchRequestService">
- <WL5G3N0:0peration name="doAccouniSearch">

hStr0R

<WL5G3N0:inp: "WL5G3N2-doA equest”/>
<WL5G: WL5G3N2:doA hSt:OR hStrOR s
</WL5G3N0:operation>
</WL5G3N0:portType>
- <WL5G inding name="CSSA hR ice” type="WL5G3N2:AccountSearchRequestService">

<WL5G3N3:binding style="rpc" transport="h
- <WL5G3N0:0peration name="doAccouniSearch">
<WL5G3N3:operation style="rpc"/>

schemas xmlsoap org/soap/hitp"/>

—<WL5G3N0:input name="doA hStrOR
<WL5G3N3:body "C. hR. literal"/>
</WL5G3N0:input>
= <WL5G3N0:output name="doAccountSearchStr0Response”=>
<WL5G3N3:body "CSSA hR. literal"/>
</WL5G3N0:output=>
</WL5G3N0:operation>
</WL5G3N0:binding>
— <WL5G3N0:service name="CSSAccountSearchRequestService">
—<WL5G3N0:port binding="WL35G3N2:CSSA« hR. ice” name="CSSA hRi vice">

<WL5G3N3:address location-
</WL5G3N0:port>
</WL5G3N0:service>
</WL5G3N0:definitions>

ttp://10.184.86.121:7001/dbkls-xws-app/CSSAccountSearchRequestService />

Browse to Configuration ' WS-Policy

ORACLE WebLogic Server® Administration Console

@) Home LogOut Preferences

Record Help |

Change Center

Home >Summary of Deployments >dbkk- >Summary of Deployments >dbkknxvs-app >C86AccountSearchRequestService

View changes and restarts

Configuration editing is enabled. Future Settings for CSSAccountSearchRequestService

changes wil automatically be activated as you

modify, add o delete items in this domain. Overview | Configuration | Security | Testing | Monitoring

General | Handers | WS-Policy | Ports

Domain Structure
ofsll_domain
nvironment
-Deployments
-Services
--Security Realms
- Interoperability
-Diagnostics

WS-Policy Files Associated With This Web Service

This page lists the policy fles that are attached to the endpoints and operations of this Web service. The operations are listed below the endpoint; cick on the + sign to view them. Click on the
endpoint or operation name to attach a policy file, For example, you ean specify that the polcy file applies enly for inbound {request) SOAP messages, and so on.

Welcome, weblogic ‘ Comnected to: ofsll_domain

Showing 1 to 10f 1 Previous | Next

‘ Service Endpoints and Operations &

‘ Policies ‘

'SSAccountSearchRequestService

Showing 1to 10f 1 Previous | Next

Click on CSSAccountSearchRequestService.

e P e e e Home >Summary of Deployments >dbkls-xws-app >Summary of Deployments >dbkis-xvis-2pp >CSSAccountSearchRequestService

Configuration editing s enabled, Future Configure a WebService policy
changes will automatically be activated as you

modify, add or delete items in this domain. oK | || Cancel

Domain Structure Configure a WS-Policy File for a Web Service Endpoint

ofsll_domain
Environment
~Deployments
~Services
Security Realms
B-Interoperabilty
~Diagnostics

Use this page to configure the WS-Folicy flle that is associated with this Web Service endpoint.

table, then dick OK to activate your update.

Service Endpoint Policies

4E Service Endpoint Policies:
Available Endpoint Policies:
[ poli P % lain *
[] policy:Wssp1.2-EncryptBody.xml
[] policy:Wssp1.2-Https-BasicAuth.xml
[] policy:Wssp1.2-Https-ClientCertReg.xml
[] policy:Wssp1.2-Https-UsernameToken-Digest.xml

Chosen Endpoint Policies:

How do L.. =]

* Install a Web service

policy:Wssp1.2-Hitps-UsernameToken-Plainxml
* Start and stop a Web service ] oot e 5
policy:Wssp1.2-Https.xmi
« Attach a WS-Policy fle to a Web service Bt i s
o i [ policy:Wssp1.2-SignBody.xml »
o S e s o e 1 pois Sy - . " {
] 2-Wss1. ig 15
* View the WSDL of a Web service = G 57 3 < &®
o Testa Web service I o o 15l
» Moritor Web services [] policy:Wssp1.2-Wss1.0-X509-Basic256.xml T
o Moritor Web service dlents [ polie 2-WssL.
[l 2-Wss1.
System status z| | B 2-Wss1.0-X505- i
= o R e
Health of Running Servers
Failed (0) WOy |lCacl,
critial (6)

The Available Endpoint Policies windon lists the WS-Policy fles that are available for you to associate to the Web Service endpoint. Uss the aroms to move a fle to the Chosen Endpint Poliies

m

< it

Overloaded (0)

Warning (0)
[
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12. Select policy:Wssp1.2-Https-UsernameToken-Plain.xml and click arrow button as shown

13

14
15

16

above.

View changes and restarts

Configuration editing is enabled. Future
changes wil automatically be activated as you
medify, add or delete items in this domain.

Domain Structure
ofsll_domain
-Environment
Deployments
~Services
Security Realms

Hame > Summary of Deployments »dbkis-xvis-2pp »Summa

Daployments » dbkis-vis-2pp > CSSAccountSearchRequestSarvice

Configure a WebService policy
OK | || Cancel

Configure a WS-Policy File for a Web Service Endpoint

Use this page to configure the WS-Policy file that is associated with this Web Service endpoint.

The Avaiable Endpoint Policies window lists the W5-Policy files that are avalable for you to assodate to the Web Service endpoint. Use the arrows to move a file to the Chosen Endpoint Policies
table, then dick OK to activate your update,

Interoperability
~Diagnostics
Service Endpaint Poldes
] Service Endpoint Policies:
Available Endpoint Policies: Chosen Endpoint Policies:
a8 P . lain « ] o laincml
[] policy-Wssp1.2-EncryptBody.xml
[C] policy:Wssp1.2-Https-BasicAuth.xml
pesals =) [7] policy:Wssp1.2-Https-ClientCertReqaxmi
o Instal a Web service % X
A s ] policy:Wssp1.2-Https.xml
o Startand stop a Web service
i 3 e " [C] policy:Wssp1.2-Sign-Wsa-Headers.xml b4
* Attach a WS-Policy fil to a Web service 5
licy:Wssp1.2-SignBody.xml
« Configure Web services Enow it = ' »
2-Wssi. ig 1
* View the SOAP message handlers of a Wieb B 2-Wssi. i 15x | R
service = X . 5 A
o View the WSDL of a Web service = s I N -
* TestaWebservice [7] policy:Wssp1.2-Wss1.0-X509-Basic256.cml B
* Monitor Web services &) 2-Wss1. i 3
* Monitor Web service cients B 2-Wssi. =
B 2-Wss1.0-X509- 15ml
System Status a [7] policy:Wssp1.2-Wss1.1-DK-X509-Endorsing.xmi L
Health of Running Servers e
el LOK| || Conoal |
Critieal (0)
< i '

Overloaded (1)

Click OK.

OI=R/ACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled, Future
changes wil automatically be activated as you
mdify, add or delete items in this domain.

Domain Structure

ofsll_domain
-Environment

-Deployments

-Diagnostics

How do L. =]

* Create a deployment plan
* Update a deployment plan
« Specify a deployment plan
« Configure an Enterprise application

« Startand stop a deployed Enterprise
application

« Targetan Enterprise applcation to a server

o Test the modules in an Enterprise application

@) Home Log Out Preferences

Record Help Q

Home >Sum mants >dbkis-xvrs-

¥ of Dy p >Summary of Deployments >dbks

wis-2pp >CSSAccountSearchRequestService

Save Deployment Plan Assistant
| oK | || caneal

Save Deployment Plan

You have made configuration changes that need to be stored in 2 new deployment plan,

Select or enter the path of a deployment plan fie. The path must end with "xml. It is highly recommended that this fie be named Plen. xml

Each plan should be located inits ann directory, otherwise applications can inadvertently share deployment plan fles. The plan fle wil be overnritten f it aeady exists. Other fies in the plan
directory may be overwritten as well,

Path: cio 1034ser_| R lanxml
Recently Used Paths: CHorai 1034\user_proj ¥ Wpload
€:\Oracke
C:\Ora 1034\user_proj |
Current Location: 10.184.85.121 \ C: | Oracle |\ Middleware 1034 \ user_projects | domains \ ofsll_domain \ servers | AdminServer
O cache
O data
Otogs
O searty
mp
5 upload

b4 plancmi

[ 0K | || Cancel

Welcome, weblogic ‘ Comected to: ofsll_domain

Browse to any folder to save Deployment Plan.

Then Click OK.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain,

& Home Log Out Preferences [&] Record Help Q Wehnmwehhgic‘cnnnened to: ofsll_domain

Home »Summary of Deployments >dbkis-xs-2pp >Summary of Deployments =dbkis-xvrs-2pp >CSSAccountSearchRequestService

Messages

o All changes have been activated. No restarts are necessary.

& Anew has been successfily created in C:\Ora 1034\user_pro e WPlan.xmi.

Domain Structure
ofsl_domain
Environment
Deployments
~Services
~Security Realms
BF-Interoperability
~Diagnostics

How do L. =]

« Installa Web service

® start and stop a Web service

* Attach a WS-Policy file to a Web service

* Configure Wb services

« View the SOAP message handirs of a Web

& Your deployment configuration has been updated to indude the new plan,

Settings for C5SAccountSearchRequestService

Overview | Configuration | Security | Testing | Monitoring

A Web service is a set of functions packaged into a single entity that is available to other systems on a network. Itis implemented using @ Java Web Service (JWs) file, which is a Java dass that
uses JW/S metadata amnotations to specify the shape and behavior of the Web service.
in the Depl

This page displays the general configuration of a deployed Wb service, such as the name s table of the

flein nhich itis packaged, and name that appears in the WSDL that describes the Wb service

Console, the name of the WAR or EJ8 JAR

Deployment Name: dokls-cns-app Name of the Web service as it appears in the Deployments tzble. More
Inf

Module Name: dbkls-scns-web war Name of the Web service archive fie, cither a WAR file or EJ8 JAR fie
depending on the Vieb service features itimplements.  More Info.,

Service Name: CSSAccountSearchRequestService Name of this Web service. This name appears in the WSDL file that defines

the public contract of this Web service. More Info...

Now you will be not able to access the WSDL on http port.

i
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Following message will be shown when you access with http URL.

€ {3 108486.121:7001/ dbkls-xws-app/CSSAccountSearchRequestService?

SDL c|l &l

- Google plla| e

[2) Most Visited |1 OFSLL: Recent Activity | | Others | | OFSS | | Tech < Applying WS-Security .. (3 Product Security gps:r... [} Oracle Financial Servic.

- | Profiling & Dashboard [Hudson] ("} Oracle Weblogic Serv... >

This XML file does not appear to have any style i with it. The d tree is shown below.

— <env:Envelope>
<env:Header/>

faultcod Clicnt A / d
<faultstring>SSL Required!</faultstring>
<Jenv:Fault>
<Jenv:Body>

<Jenv:Envelope>

For SSL communication, the vendor servers seek public certificates. Hence, you need to
download the certificates from vendor website and import into your java keystore.

You then need to configure Weblogic to present the certificates to vendor servers for suc-
cessful handshake.

18. Select the environment on the left pane. The following window is displayed.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences [2x] Record Help ‘ Q Welcome, weblogic ‘ Connected to: DefaultDomain
R et Home > Summary of Environment
Configuration editng is enabled. Future Summary of Envirenment

changes will automatically be activated as you
modify, add or delete ftems in this domain.

webLogic Server can host your applications on multple server instances, each of which ean run on 3 different computer and specify its own network address. You can also group servers into custers to

- ensure that your applications are alnays available even if one server instance fals.
Domain Structure
DefaultDaman Use this section of the Administration Console to reate, configure, and control servers and dusters,
nvironment - s
-Deployments ‘Section Description
-Services Servers A server is an instance of Webl ogic Server that runs in its own Java Virtual Machine (VM) and has its own configuration.
~-Security Realms a
o bi Chssters A duster is a deployment in which multiple WebLogic Server instances (servers) run simultaneously and work together to provide increased scalability and reliabiiity. A duster appears to
IniSmpes chat: dients to be a single WebLogic Server instance. The servers that constitute a duster can run on the same machine, or be located on different machines.
~Diagnostics

Avirtual hostis a set of host names to which WebLogic Server instances (servers) or dusters respond. When you use virtusl hosting, you use DNS to spedify one or more host names that
Virtual Hosts b
map to the IP address of a server or duster. You also specify which Web applications are served by each virtual host.

.’r";?’g":;h‘e AMigratable Target is a target that is active on atmest one server of a duster at a time.
g:r"je’é“e A Coherence server is a stand-slone cache server, a dedicated JVM instance responsible for maintaining and managing cached data.

A Coherence duster i @ aroup of Coherence nodes that share a group address which alows them to communicate, Coherence nodes can be applications, modules, or application servers
Coherence |7
Clontre | (webLogic Server instances or stand-alone cache servers). Coherence dusters enable applications to share data management and caching services among server instances and dusters
Howdo L. =] hosting the applications that need access to them.

e Creats Managed Servers A machine is the logical representation of the computer that hosts ene or more WebLogic Server instances (servers), WebLogic Server uses configured machine names to determine the
Machines

optimum server in a duster to which certain tasks, such as HTTP session replication, are delegated, The Administration Server Uses the machine definition in conjunction with the Node

'+ Startand stop servers Manager application to start remote servers

+ Create a duster Wor A Wark Manager defines a set of request dasses and thread constraints that manage work performed by WebLogic Servers. J26€ Applications, Web Application Modules, EJ8s, and RMI

'+ Canfigure default netwark connections Managers | applications can speafy a named work manager to Lse for managing their work requests.

+ Configure startup dasses Startup & | startup and shrtown classes are Java programs that you create to provide custom, system-wide Seruices for your applcatons. You add the dasses tn the WeblLogic Srver cass path
c‘a“ssg” and then configure them to load and run when a server starts or shuts down.

System Status =]

Health of Running Servers

I Fakd)
[ Ctcal )
[ Overloaded 0)
[ Waming{0)
I o ()

19. Click Servers
ORACLE WebLogic Server® Administration Consalo B0 o

Change Center @ Home Log Out Preferences [22] Record Help Q Welcome, weblogic ‘ Connected to: DefaultDomain
e e Home >Summary of Environment >Summary of Servers

Configuration editing is enabled. Future Summary of Servers

changes wil automatically be activated as you -

macify, add ar delete items in this domain, Configuration | Control

Domain Structure

Aserver is an instance of Weblogic Server that runs in its own Java Virtual Machine (VM) and has its own configuration.
DefaultDomain

This page summarizes each server that has been canfigured in the current Weblogic Server domain.

Q

~Diagnostics [ Customize this table
Servers (Filtered - More Columns Exist)

New | [Clone | [Delete Showing 1t 10f 1 Previous | Next

[]| Hame . Cluster Machine State Health Listen Port
[ | pefaultserverfadmin) RUNNING <ok 7101

How do = New| [Cione| [Dekete Showing 1to 1of 1 Previous | Next
+ Create Managed Servers
+ Clone Servers
o Delete Managed Servers
+ Delete the Adminsiration Server
o Start and stop servers
System Status ]

Health of Running Servers

[ Faed®
[ cite@
[ Overloaded(0)
[ wamng@
I K (1)

ight

acle is 3 registered tradk
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20. Select the Server into which the webservices are deployed.

ORACLE WeblLogic Server® Administration Consele

Change Center @ Home Log Out Preferences 2] Record Help ‘ Weicome, weblogic ‘ Connected to: DefaultDomain
View changes and restarts Heme >Summary of Envirenment =Summary of Servers > DefaultServer
Configuration eciiting is enabled. Future: e e e
changes wil automaticaly be activated as you
modify, add or delete items in this domain. Configuration = Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | MNotes
P General | Cluster | Services | Keystores | 55L || Federation Services | Deployment | Migration | Tuning | Overload | Health Monitoring || Server Start | Web Services
Defaultboman = Canfigur: eystores- Tab
‘Environment —
~-Deployments
“Services Use this page to configure general features of this server such as default network communications,
~Security Realms
Interoperability View INDI Tree &
~Diagnostics
Name: DefaultServer An alphanumeric name for this server instance. More Info.
Machine: (None) The WebLogic Server host computer (machine) on which this server is meant
torun.  More Inf
Cluster: (standalone) ‘The duster, or group of WebLogic Server instances, to which this server
belongs.  More In
How do L.. =}
gﬁ Listen Address: The IP address or DNS name this server uses to listen for incor
+ Configure default network connections connections,  More Infa...
« Create and configure machines
isten Port Enabled Specifies whether this server can be reached through the default plain-text
+ Configure dusters (non-55L) listen port.  More Info
+ Startand stop servers
+ Configure WLDF disgrostic volume Listen Port: 7101 The default TCP port that this server uses to listen for regular (non-S5L)
incoming connections.  More Info.
SxtemStates, =) [] SSL Listen Port Enabled Indicates whether the server can be reached through the default ssL listen
Health of Runring Servers po S =
Failed (0) 5L Listen Port: 7002 o
critieal (0) MorS
Overloaded (0)
 E— [7] 4] Client Cert Proxy Enabled S R s s e
' special header. More Info.
I v ()
Java Compiler: javac The Java compiler to use for all applications hosted on this server that need to
compie Java code. More Info.
Diagnostic Volume: Low [#] Spedfies the volume of diagnestic data that is automatically produced by
Weblogic Server at run time. Note that the WLDF diagnostic volume setting
does not affect explidty configured diagnostic modules. For example, this
controls the volume of events generated for JRockit Flight Recorder. More
Info...
{ Advanced
Save
OIRALCLE WeblLogis Server® Adninisiraion Gonsle B30 o
Frmm—— @ Home Log Out Preferences ecord Help Welcome, weblogic ‘ Comected to: DefaultDomain
View changes and restarts Home >Summary of Environment >Summary of Servers >DefaultServer
Configuration editing is enabled. Future Settings for DefaultServer
changes wil automaiicaly be activated as you
modify, add or delete items in this domain. Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes
e General | Cluster | Services | Keystores || 5sL | Federation Services | Deployment | Migraton | Tuning | Overload | Health Monitoring | Server Start | Web Services

Defaultomain
ironment
eployments
~Services
~Security Realms
- Interoperability

save| | cancel

e secure storage
you tomanage the security of message transmissions.

of private keys and trusted certificate authorities (CAs). This page lets you view and define various keystore configurations. These settings help

-Diagnostics S
Keystores: [ Which configuration s shouid be used for finding the servers dentty and
[Custom Identity and Custom Trust Lo e
Custom Identity and Command Line Trust
Save| | cancel LU
_ Custom Identity and Java Standard Trust
Demo Identity and Demo Trust
How doL.. El

+ Configure identity and trust
o Configure keystores
o SetupSs

System Status El

Health of Running Servers

[ Faled@
[ @)
[ Overloaded ()
[ waming(@
I cx ()
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22. Click Change and select Custom Identity and Custom trust from the drop-down list.

CREAEILIE Wb Lok Barvar i G o

Change Center @ Home Log Out Preferences [&] Record Help ‘ Q Welcome, weblogic ‘ Connected to: DefaultDomain
O P Home >Summary of Environment >Summary of Servers >DefaultServer
Configuration editing is enabled. Future Settings for DefaultServer
changes wil autamatically be activated as you
modify, add or delete items i this domain, Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes
T General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Overload | Health Monitoring | Server Start | Web Services
DefaultDomain
Save
H-Environment A—
~Deployments
“Services Keystoresensure the secure storage and management of private keys and trusted certficate authorities (CAs). This page lets you view and define various keystore configurations, These settings help
~-Security Resims you to manage the security of message transmissions.
#-Interoperability
~Diagnostice
Keystores: Custom Identity and Custom Trust| Change Wihich configuration rules should be used for finding the server's identity and
e trust keystores?  More Info...
Tdentity
Custom Tdentity Keystore: D-\Oracle\IDDLE~Twise The path and fie name of the identity keystore. More Info. .
Custom Identity Keystore Type: Jks The type of the keystore. Generally, this is XS. More Info...
How do L.. =}
 Configure identity and trust Custom Identity Keystore Passphrase: The encrypted custom identity keystore's passphrase. If empty or nul, then the
keystare wil be opened withouta passphrase.  Mare Info. .,
« Configure keystores
* SetupSSL Confirm Custom Identity Keystore Passphrase:
System Status =} Trust
Heaith of Running Servers Custom Trust Keystore: D-\Oracle\MIDDLE~1\wlse The path and fie name of the custom trust keystore.  Mare Info. .
Failed (0)
 — ) Custom Trust Keystore Type: ks The type of the keystore. Generally, this is KS. More Info.
Overloaded (2)
Warning (0) Custom Trust Keystore Passphrase: The custom trust keystore's passphrase. If empty or null, then the keystore wil
. < () be opened without a passphrase.  More Info.
Confirm Custom Trust Keystore Passphrase:
Save

Specify
e Custom Identity Keystore: Java keystore holding the certificates
e Custom Trust Keystore: Java keystore holding the certificates
e Custom Identity Keystore Type: jks
e Custom Trust Keystore Type: jks
e %Keystore Passpharses: keystore password
23. Click Save.
24. The WSDL can be accessed on https port as below.
25. The WS-Policy will be shown in WSDL.

€

8} Most Visited |/ OFSLL: Recent Activity | Others | OFSS || Tech ~™ Applying WS-Security .. (2 Product Security gpsir..

018486121 | https://10.184.86.121:7002/dbkls-xws-app/CSSAccountSearchRequestServiceWSDL|

E|E3E3E

! Oracle Financial Servic... | | Profiling 43, Dashboard [Hudson] { Oracle Weblogic Serv... >

This XML file does not appear to have any style i iated with it The d tree is shown below.

—<WL5G3N1 itions name="CSSA hR. ice” targetD "hitp://com/ofss/fll/xws/xcs/AccountSearch wsdl">
<wsp:UsingPolicy WL5G3N1:Required="true"/>
— <wsp:Policy WLSG3N0:1d="Wsspl.2-Hitps-UsernameToken-Plain xml">
—<sp:TransportBinding>
—<wsp:Policy>
—<sp:TransportToken>
—<wsp:Policy>
<sp:HttpsToken/> E
</wsp:Policy>
</sp:TransportToken>
— <sp:AlgorithmSuite>
—<wsp:Policy>
asic256/>
</wsp:Policy>
</sp:AlgorithmSuite>
—<sp:Layout>
—<wsp:Policy>

</sp:Layout>
<sp:IncludeTimestamp/>
</wsp:Policy>
</sp:TransportBinding>
— <sp:SupportingTokens>
— <wsp:Policy>
— <sp:UsernameToken sp:IncludeToken="http://docs.oasis-open. org/ws-sx/ws-securitypolicy/200512/Include Token/AlwaysToRecipient >
— <wsp:Policy>
<sp:WssUsernameToken10/>
</wsp:Policy>
</sp:UsernameToken>
</wsp:Policy>
</sp:SupportingTokens>
</wsp:Policy>
— <WL5G3Nl:types™>
d:sch targetN: "http://com.ofss fllxw: /ICSSAccountSearchRequestService xsd" />
</WL5G3NL:types>
— <WT.5G3N1 name="d eamest”>
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Apply WS-Policy policy:Wssp1.2-Https-UsernameToken-Plain.xml to the following web
services.

1.

2
3.
4

CSSAccountDetailsRequestService
CSSAccountPayOffQuoteRequestService
CSSAccountSearchRequestService

CSSPostTransactionsRequestService

ORACLE



5.1

5.2

5. Verifying Successful Installation

Steps to Verify Successful Webservices deployment:
1. Making sure that the state is ACTIVE and health in OK in the Weblogic

2. Accessing the WSDL using: http://<hostname>:<port>/<context root>/
CSSAccountDetailsRequestService?WSDL and receiving error: “No valid XML found”

Steps to Verify Successful Interface (Route One) de-
ployment:

1. Making sure that the state is ACTIVE and health in OK in the Weblogic

2. Accessing the interface URLs mentioned below from the browser and receiving error: "No
valid XML found":

e "http://<hostname>:<port>/<context root>/postdi2xws?xaeprc
e "http://<hostname>:<port>/<context root>/postds2xws?xaeprc
e "http://<hostname>:<port>/<context root>/postro2xws?xaeprc
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6. Undeployment of Web Services

1. Login to Web Logic application server enterprise manager (eg.: http://hostname:port/em).

ORACLE 5}
Enterprise Manager 11g

Fusion Middleware Control

Login to Oracle Fusion Middleware Control
Farm Farm_OFSLLREL_domain

= Liser Name

g

wel

Finding 5 feature in Enterprise Manager Bmmyilﬂﬂhmuln.m monitor i = o ‘and 50A applications. ou can define
;s ;i T - GLLESEE (LB ST new service policies, You can enforce service poldes of service endpoints. You
&l Interactive Correlation Charts: SRR S LR GRS S R SR an also test Web service endpeints and monitor their performance and fauts.
Dynamic Context Menu composite applications.
[l Context Sensitive Help [# Identity Management

jebCenter Management
‘omplete Security and Audit Management
Configure Logging and Search Log Files

2. Enter valid login credentials. The following window is displayed.

Setupw Hepw LogOut

B Farm_OFSLLREL_domain @ Logged in as weblogic
1 2 [Farm_OFSLLREL_domain| Paga Refrashed Apr 10, 2014 6:13:57 v 15T 02
[ Application Deployments
B g s El Deployments @ © Fusion Middieware B~

[ Metadata Repositaries

= Era
Name Status  Target Name Swmts  Host
= £ Appiication Deployments (1 £ WebLogic Domain
[ Internal Applications B SHOFSLLREL domain
@ofdl_141(V14.1.0.0.6-0140) ¢  OFSLRELM. (5l OFSLLREL_Adminserver {F  ofss222406.n.0r
(5] OFSLLREL_Managedserver P ofss222406.n.0r
5] WebService_ManagedServer &
[ [ Metadata Repositories
[Emds-adf 0f55222406. n.0r
f
=] Farm Resource Center S

Before You Begin

@ Introduction to Crade Fusion Middienare

(@) Understanding Key Oracle Fusion Middieware Farm Concepts

(@) Overview of Oracle Fusion Middieware Administration Tools
Typical Administration Tasks

(@) Getting Started Using Oracle Enterprise Manager Fusion Middleware Control

(@) Navigating Within Fusion Middleware Control

(@) starting and Stopping Oradle Fusion Middieware

(@) Deploying an Application Using Fusion Middleare Control
Other Resources

) Oracle Fusion Middleware Resources on the Web

B Oracle Fusion Middieware Forums
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3. Expand Application Deployments. Right click on the web service to be undeployed. Select

Undeploy.

ORACLE Enterprise Manager 11g Fusion Middleware Control Setup v Helpv

Log Out

B~ Farm_OFSLLREL_domain @
Farm_OFSLLREL_domain

Logged in as weblogic
Page Refreshed Apr 10, 2014 7:00:14 PM 157 0

23 ipplication Deployments

& (3 Internal Appiications a @  E Fusion Middleware
kis-3oms.ws (WebService_Mal '+ Home
@) ofsl_141(y14.1.0.0.65140) (OFSLLREL Manage|
3 weblogic Domain
[ Metadsta Repositories Couid) % o () e ()
» -
Status  Target Name Status  Host

= [ WebLogic Domain

' Weblogic Server Administration Console

) Farm Resource Center

General Information

Before You Begn
@ Introduction to Gracke Fusion Middieware
() Understanding Key Orade Fusion Middenare Farm Concepts:
(@ overview of Oracle Fusion Middieware Administration Tools
Typical Administration Tasks
(@) Getting Started Using Oracle Enterprise Manager Fusion Mddleware Control
(@) Mavigating Within Fusion Middieware Contral
(@) starting and Stopping Oracle Fusion Middieare
(@) Deplaying an Application Using Fusion Middieware Control
Other Resources
W Oracie Fusion Middleware Resources on the Web
@ Oracie Fusion Middienare Forums

4. The following window is displayed. Click on Undeploy.

ORACLE Enterprise Manager 11g Fusion Middleware Control
% dbkls-x0ws.Ws (sppication Deploymen) ® : Undeploy Java EE Application

G

b Bty [y = S OFSLLREL_domain
Redeploy... \WebService . 5l OFSLLREL_adminserver 4 ofss222406.n.ar...
P Fetch Deployment Plan OFSLRELM (5] OFSLLREL ManagedServer {4 ofss222406.0n.0r
5] webservice_Managedserver 4 ofss222406.in.ar...
5 [ Metadsts Repositories
System MBean Browiser (@ mds-adf afss222406.in.or...

Help +

—@
Select Applcaton  Confirmation

Confirmation Cancel | Step 20f2 UndEE\Dy

A warning
Undeploying an application wil remove the appication from every target of the domain to which it is deployed.

You are undeploying the folowing applications.

Name version Type state Targets
dbkls-ooms. ws Not versioned Applcation Active WiebService_ManagedServer

5. The following window is displayed. Click on Close.

& undeployment Succeeded

depl is ed g

=l Hide Progress Messages

[April 10, 2014 7:01:41 PM IST] Initiating undeploy operation for application: "dbkis-xxws.ws” on target: "WebService_ManagedServer™,

[April 10, 2014 7:01:41 PM IST] [Deployer: 145 192]Operation remove’ on application 'dbkls-xxws.ws' is in progress on "WebService_ManagedServer'

[April 10, 2014 7:01:41 PM I5T] [Deployer: 1493 194]Operation 'remove’ on application 'dbkls-xcons.ws' has succeeded on 'WebService_ManagedServer'

[April 10, 2014 7:01:41 PM I5T] [Deployer: 143 194]Cperation 'remove’ on application 'dbkls-xcons.ws' has succeeded on "WebService_ManagedServer'

[April 10, 2014 7:01:41 PM I5T] Sucessfully completed undeploy operation for application: "dbkls-xxws.ws". Application removed on: "WebService_ManagedServer™,

‘ lose

6. Similarly undeploy rest of the web services present.
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7.1

7.2

7. Enable Logging

Enabling Web Service Loq

It is not recommended to enable webservices log while running in production environment.
The logging should be enabled in production only for debugging purpose by following below
mentioned steps. Follow the steps below:

1.

The log file path has to be specified in ' logging.properties' file.

2. The file is available inside config folder. Navigate to dbkls-xxws.ws.app/dbkls-xws-web/

WEB-INF/classes/config

Edit the following with the log file path:- java.util.logging.FileHandler.pattern=<Path>/
dbkls_xws_%g.log

3. Restart the managed server (in which services are deployed) with the following

argument:

Argument Djava.util.logging.config.file=<Path of the
above logging.properties file>/log-
ging.properties

Example nohup ./startManagedWebLogic.sh -

Djava.util.logging.config.file=<Path of the
above logging.properties file>/log-
ging.properties &

4. The login levels can be set through the logging.properties file. Un-comment the level

required in the logging.properties file
#com.ofss.fll.xws.level=FINEST
#com.ofss.fll.xws.level=FINER
#com.ofss.fll.xws.level=FINE
#com.ofss.fll.xws.level=CONFIG
#com.ofss.fll.xws.level=INFO

Enabling SQL Log for Web Services Component

It is not recommended to enable webservices SQL log while running in production
environment. The logging should be enabled in production only for debugging purpose by
following the below mentioned steps:

1.

The CMN_DEBUG_LEVEL system parameter should be enabled and set to appropriate
non-zero value.

The CMN_DEBUG_METHOD system parameter should be enabled and set to
appropriate non-zero value.

The respective package debug level for the webservice should be enabled and set to
appropriate non-zero value in system parameter. Please refer the below table to for the
service and debug level mapping.

Dialerintegrator: To receive loan applica- | To receive edocs To receive loan
xcsadi_em_100_01 | tion from dealer track: application update | application from

XAEPRC_EM_100_01 | : XAE- route one:XAE-
EDS _EM_100 01 | PRC_EM_100_01
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CSSAccountDe-

tailsRequestSer-

vice:

XCSPRC_EM 100
01

To receive loan applica-
tion/deal update from
dealer track: XAEUP-
D_EM_100_01

To receive edocs

comment update :

XAE-
EDS_EM_100_01

To receive loan
application/deal
refresh from route
one : XAEUP-

D _EM 100 01

CSSAccount- To receive comments To receive edocs To receive com-
SearchRequest- from dealer track : location update : ments from route
Service: XAEPRC_EM_100_01 | XAE- one: XEAUP-
XCSACS _EM 100 EDS EM_100 01 | D_EM _100_01
_01
CSSPostTransac- | To post comments to To post com-
tionsRequestSer- | dealer track: XAECH- ments to route
vice: K_EM_100_01 one: XAECH-
XCSUP- K_EM_100_01
D_EM_100_01
CSSAccountPay- To post application sta- To post applica-
OffQuoteRequest- | tus to dealer track: tion status to route
Service: N/A XAECHK_EM_100_01 one: XAECH-
K_EM_100_01

LOSeApplication-
RequestService:
XAE-
EDS_EM_100_01

To post dealer details
to dealer track: XPR-
PRC_EM_100_01

To post dealer
details to dealer
track: XPR-
PRC_EM_100_01

LOSApplication-
RequestService:
XAE-

PRC _EM_100_01

LOSApplication-
SearchRequest-
Service:

XAE-
QUE_EM_100_01

LOSApplication-
LocationUpdate-
Service:

XAE-
EDS_EM_100_01

LOSApplication-
CommentUpdate-
Service:

XAE-

EDS_EM 100 01

LOSPostStatusRe-

questService:
XAECH-
K_EM_100_01
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LOSApplica-
tionUpdateSer-
vice:

XAEUP-
D_EM_100_01

LOSChecksStatus-
RequestService:
XAECH-
K_EM_100_01
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A. Appendix - Configuration parameters

Refer to the following section for details on configuration parameters.

Modifying Configuration Files

Route One Configuration

Property
Name

Property Value

Description

Remarks

Configuration Fil

e: ro_servlet_init.conf

RouteOne's public
key alias name.The
public key is needed
to verify the xml sig-
nature of the request.

LOSApplica- http://<HOST URL for OFSLL New | Refer the recommended
tionRequest- NAME>:<PORT>/ | application web ser- | context root table for
ServiceURL <CONTEXT vice CONTEXT ROOT.
ROOT>/LOSAppli- Sample URL: http://host-
cationRequestSer- name:port/dbkls-xws-
vice app-ro/LOSApplication-
RequestService
LOSApplica- http://<HOST URL for OFSLL Refer the recommended
tionUpdate- NAME>:<PORT>/ | application update context root table for
ServiceURL <CONTEXT web service CONTEXT ROOT.
ROOT>/LOSAppli- Sample URL: http://host-
cationUpdateSer- name:port/dbkls-xws-
vice app-ro/LOSApplica-
tionUpdateService
keystoreLoca- | config/dls_cacerts | Parameter to set key- | The keystore location
tion store location should not be changed
and keystore should be
available in this location
keystorePass- | changeit The keystore pass- The deafult password is
word word "changeit". Modify the
property in case the pass-
word is different for the
keystore.
roKeyAlias routeone_pub You may import the route

one public key with alias
"routeone_pub" else
modify the property value
to alias used while
importing the public key
into keystore.

sscroKeyAlias

ofss_routeone

OFSLL's private key
alias name. The pri-
vate key is used to
sign xml response to
RouteOne

You may import the pri-
vate key with alias
"ofss_routeone" else
modify the property value
to alias used while
importing the private key
into keystore.
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Property

Property Value

Description

Remarks

Name
sscroKeyPass- | demotestSSCR1 OFSLL's private key | demotestSSCR1 is a
word password sample value
postURL https://messag- URL for posting Verify the URL with Route
ing.itl.routeone.net/ | acknowledgement One
IF1_ITL/CASSB- message to Route
MessagingRe- one
ceiver
fileLocation tmp temporary file direc- The directory for tempo-
tory rary files. Make sure that
such directory exists on
the deployment server
postTimeout 10 Parameter to set Timeout value should be
timeout value to post | specified in number of
XML message to seconds.
third party.
useProxy 0 Parameter to switch
on/off proxy use. By
default use of proxy
is switched off. To
use proxy setup
value to "1", else
setup value as "0"
proxyHost abc.com Parameter to set
proxy host. This is
required if useProxy
is setto 1.
proxyPort 80 Parameter to set

proxy port. This is
required if useProxy
is set to 1.

Configuration Fil

e: dbkws_xae_init.conf

lenderld SOME- The finance source SOMELENDER_ID is a
LENDER_ID identifier used in the | sample value
dealer file
lenderName SOME_LENDER_ | The finance source SOME_LENDER_NAME
NAME name used in the is a sample value
dealer file
application- ROUTEONE Parameter to set Don't modify this value
Source application source
dealerEle- DEALER_DE- Name of XML ele- DEALER_DETAILS is a
mentName TAILS ment used for the sample value

dealer details used in
the dealer file
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https://messaging.itl.routeone.net/IF1_ITL/CASSBMessagingReceiver

Property

Property Value

Description

Remarks

Name

fileLocation tmp The directory for tempo-
rary files. Make sure that
such directory exists on
the deployment server

fileDelimiter Delimiter used in Needed only for Route-

dealer header file

One

jndiLookupDa-

jdbc/IN1Huk-

Parameter that

Don't modify the value

taSource WznGO0b4esj defines the JNDI look
up for the applicaton
datasource
keystoreLoca- | config/dls_cacerts | Parameter to set The keystore location
tion location for public/pri- | should not be changed
vate key store for and keystore should be
HTTPS posting and available in this location
for XML Digital Sig-
nature
keystorePass- | changeit The keystore pass- The deafult password is
word word "changeit". Modify the

property in case the pass-
word is different for the
keystore.

sscroKeyAlias

ofss_routeone

OFSLL's private key
alias name. The pri-
vate key is used to
sign xml response to
RouteOne

You may import the pri-
vate key with alias
"ofss_routeone" else
modify the property value
to alias used while
importing the private key
into keystore.

sscroKeyPass-
word

demotestSSCR1

OFSLL's private key
password

demotestSSCR1 is a
sample value

postTimeout

10

Parameter to set
timeout value to post
XML message to
third party.

Timeout value should be
specified in number of
seconds.

useProxy

Parameter to switch
on/off proxy use. By
default use of proxy
is switched off. To
use proxy setup
value to "1", else
setup value as "0"

proxyHost

abc.com

Parameter to set
proxy host. This is
required if useProxy
is set to 1.
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Property
Name

Property Value

Description

Remarks

proxyPort

80

Parameter to set
proxy port. This is
required if useProxy
is setto 1.

Configuration File: dbkws_xcl_init.conf

lenderld SOME- The finance source SOMELENDER_ID is a
LENDER_ID identifier used in the | sample value
dealer file
lenderName SOME_LENDER_ | The finance source SOME_LENDER_NAME
NAME name used in the is a sample value
dealer file
dealerEle- DEALER_DE- Name of XML ele- DEALER _DETAILS is a
mentName TAILS ment used for the sample value
dealer details used in
the dealer file
fileLocation /tmp The directory for tempo-
rary files. Make sure that
such directory exists on
the deployment server
fileDelimiter , Delimiter used in
dealer header file
jndiLookupDa- | jdbc/dbk105nIE- Parameter that Don't modify the value
taSource JBDS defines the JNDI look
up for the applicaton
datasource
keystoreLoca- config/dls_cacerts Parameter to set The keystore location
tion location for public/pri- | should not be changed
vate key store for and keystore should be
HTTPS posting and available in this location
for XML Digital Sig-
nature
keystorePass- | changeit The keystore pass- The deafult password is
word word "changeit". Modify the

property in case the pass-
word is different for the
keystore.

sscroKeyAlias

ofss_routeone

OFSLL's private key
alias name. The pri-
vate key is used to
sign xml response to
RouteOne

You may import the pri-
vate key with alias
"ofss_routeone" else
modify the property value
to alias used while
importing the private key
into keystore.

ORACLE



Property

Property Value

Description

Remarks

Name
sscroKeyPass- | demotestSSCR1 OFSLL's private key | demotestSSCR1 is a
word password sample value

Configuration File: Logging.properties

handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler

java.util.log- ALL

ging.File-

Handler.level

java.util.log- /somewhere/logs/

ging.File- dbkls_xws_%g.log

Handler.patter
n

java.util.log-
ging.File-
Handler.limit

1000000

java.util.log-
ging.File-
Handler.count

java.util.log-
ging.File-
Handler.appen
d

true

java.util.log-
ging.File-
Handler.format
ter

java.util.log-
ging.SimpleFor-
matter

java.util.log- WARNING
ging.Console-

Handler.level

java.util.log- java.util.log-

ging.Console-
Handler.format
ter

ging.SimpleFor-
matter

com.ofss.fll.xw
s.level

FINER

set the logging level
for the application

Other Level values -- FIN-
EST,FINE,CONFIG and
INFO
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Dealer Track

Property
Name

Property Value

Description

Remarks

Configuration File: dt_servlet_init.conf

LOSAppli- | http://<HOST URL for OFSLL New Refer the recommended
cationRe- | NAME>:<PORT>/ | application web service context root table for
questServ | <CONTEXT CONTEXT ROOT.
iceURL ROOT>/LOSAppli- Sample URL: http://host-
cationRequestSer- name:port/dbkls-xws-app-
vice dt/LOSApplicationRe-
questService
LOSAppli- | http://<HOST URL for OFSLL applica- | Refer the recommended
cationUp- | NAME>:<PORT>/ | tion update web service context root table for
dateServi | <CONTEXT CONTEXT ROOT.
ceURL ROOT>/LOSAppli- Sample URL: http://host-
cationUpdateSer- name:port/dbkls-xws-app-
vice dt/LOSApplicationUp-
dateService
postTime- | 10 Parameter to set timeout | Timeout value should be
out value to post XML mes- specified in number of
sage to third party. seconds.
useProxy | O Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost | abc.com Parameter to set proxy
host. This is required if
useProxy is setto 1.
proxyPort | 80 Parameter to set proxy
port. This is required if
useProxy is set to 1.
Configuration File: dbkws_xae_init.conf
lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER_ID tifier used in the dealer sample value
file
lender- SOME_LENDER | The finance source SOME_LENDER_NAME
Name NAME name used in the dealer | is a sample value
file
applica- DEALERTRACK Parameter to set applica- | Don't modify this value
tion- tion source
Source
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Property

Property Value

Description

Remarks

Name
dealerEle- | DEALER_DE- Name of XML element DEALER_DETAILS is a
ment- TAILS used for the dealer sample value
Name details used in the dealer
file
fileLoca- /tmp The directory for tempo-
tion rary files. Make sure that
such directory exists on
the deployment server
jndi- jdbc/IN1Huk- Parameter that defines Don't modify the value
Lookup- WznGO0b4esj the JNDI look up for the
DataSour applicaton datasource
ce
keystore- config/dls_cacerts | Parameter to setlocation | The keystore location
Location for public/private key should not be changed
store for HTTPS posting | and keystore should be
and for XML Digital Sig- | available in this location
nature
keystore- | changeit The keystore password The deafult password is
Password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
postTime- | 10 Parameter to set timeout | Timeout value should be
out value to post XML mes- specified in number of
sage to third party. seconds.
useProxy | 0 Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost | abc.com Parameter to set proxy
host. This is required if
useProxy is set to 1.
proxyPort | 80 Parameter to set proxy

port. This is required if
useProxy is set to 1.

Configuration File: dbkws_xcl_init.conf

lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER_ID tifier used in the dealer sample value
file
lender- SOME_LENDER_ | The finance source SOME_LENDER_NAME
Name NAME name used in the dealer | is a sample value

file
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Property

Property Value

Description

Remarks

Name
dealerEle- | DEALER_DE- Name of XML element DEALER_DETAILS is a
ment- TAILS used for the dealer sample value
Name details used in the dealer
file
fileLoca- tmp The directory for tempo-
tion rary files. Make sure that
such directory exists on
the deployment server
fileDelim- |, Delimiter used in dealer Needed only for Route-
iter header file One
jndi- jdbc/dbk105nIE- Parameter that defines Don't modify the value
Lookup- JBDS the JNDI look up for the
DataSour applicaton datasource
ce
keystore- | config/dls_cacerts | Parameter to setlocation | The keystore location
Location for public/private key should not be changed
store for HTTPS posting | and keystore should be
and for XML Digital Sig- | available in this location
nature
keystore- | changeit The keystore password The deafult password is
Password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
sscroKey | ofss_routeone OFSLL's private key You may import the pri-
Alias alias name. The private vate key with alias
key is used to sign xml "ofss_routeone" else
response to RouteOne modify the property value
to alias used while import-
ing the private key into
keystore.
sscroKey- | demotestSSCR1 OFSLL's private key demotestSSCR1 is a
Password password sample value

Configuration File: Logging.properties

handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler

java.util.lo | ALL

gging.File-

Han-

dler.level
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Property
Name

Property Value

Description

Remarks

java.util.lo
gging.File-
Han-
dler.patter
n

/somewhere/logs/
dbkls_xws_%g.log

java.util.lo
gging.File-
Han-
dler.limit

1000000

java.util.lo
gging.File-
Han-
dler.count

java.util.lo
gging.File-
Han-
dler.appen
d

true

java.util.lo
gging.File-
Han-
dler.forma
tter

java.util.log-
ging.SimpleFor-
matter

java.util.lo
gging.Con
sole-
Han-
dler.level

WARNING

java.util.lo
gging.Con
sole-
Han-
dler.forma
tter

java.util.log-
ging.SimpleFor-
matter

com.ofss.f
Il.xws.leve
I

FINER

set the logging level for

the application

Other Level values -- FIN-
EST,FINE,CONFIG and
INFO
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EDOCS

Property Name Property Value Description Remarks

Configuration File: ds_servlet_init.conf

LOSeApplication- | http://<HOST URL for OFSLL Refer the recommended

RequestServi- NAME>:<PORT>/ | eDocs Create/ context root table for CON-

ceURL <CONTEXT update applica- TEXT ROOT.
ROOT>/LOSeAp- | tion web service | Sample URL: http://host-

plicationRequest-
Service

name:port/dbkls-xws-app-
ds/LOSeApplicationRe-
questService

LOSApplication- http://<HOST URL for OFSLL Refer the recommended
CommentUpdate- | NAME>:<PORT>/ | eDocs comment | context root table for CON-
ServiceURL <CONTEXT update web ser- | TEXT ROOT.
ROOT>/LOSAp- vice Sample URL: http://host-
plicationCom- name:port/dbkls-xws-app-
mentUpdateServi ds/LOSApplicationCom-
ce mentUpdateService
LOSApplication- http://<HOST URL for OFSLL Refer the recommended
LocationUpdate- NAME>:<PORT>/ | eDocs location context root table for CON-
ServiceURL <CONTEXT update web ser- | TEXT ROOT.
ROOT>/LOSAp- vice Sample URL: http://host-

plicationLoca-
tionUpdateServic
e

name:port/dbkls-xws-app-
ds/LOSApplicationLoca-
tionUpdateService

postTimeout

10

Parameter to set
timeout value to
post XML mes-
sage to third
party.

Timeout value should be
specified in number of sec-
onds.

useProxy

Parameter to
switch on/off
proxy use. By
default use of
proxy is
switched off. To
use proxy setup
value to "1", else
setup value as
o

proxyHost

abc.com

Parameter to set
proxy host. This
is required if
useProxy is set
to 1.

proxyPort

80

Parameter to set
proxy port. This
is required if
useProxy is set
to 1.
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Property Name Property Value Description Remarks
Configuration File: dbkws_xae_init.conf
lenderld SOME- The finance SOMELENDER _ID is a
LENDER_ID source identifier | sample value
used in the
dealer file
lenderName SOME_LENDER | The finance SOME_LENDER_NAME is
_NAME source name a sample value
used in the
dealer file
applicationSource | EDOCS Parameter to set | Don't modify this value
application
source
dealerElement- DEALER_DE- Name of XML DEALER _DETAILS is a
Name TAILS element used for | sample value
the dealer
details used in
the dealer file
fileLocation /tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
jndiLookupData- jdbc/IN1THuk- Parameter that Don't modify the value
Source WznGO0b4esj defines the JNDI

look up for the
applicaton data-
source

keystoreLocation config/dls_cacerts | Parameterto set | The keystore location
location for pub- | should not be changed and
lic/private key keystore should be availa-
store for HTTPS | ble in this location
posting and for
XML Digital Sig-
nature
keystorePassword | changeit The keystore The deafult password is
password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
postTimeout 10 Parameter to set | Timeout value should be

timeout value to
post XML mes-
sage to third
party.

specified in number of sec-
onds.
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Property Name

Property Value

Description

Remarks

useProxy

0

Parameter to
switch on/off
proxy use. By
default use of
proxy is
switched off. To
use proxy setup
value to "1", else
setup value as
o

proxyHost

abc.com

Parameter to set
proxy host. This
is required if
useProxy is set
to 1.

proxyPort

80

Parameter to set
proxy port. This
is required if
useProxy is set
to 1.

Configuration File: dbkws_xcl_init.conf

lenderld SOME- The finance SOMELENDER _ID is a
LENDER_ID source identifier | sample value
used in the
dealer file
lenderName SOME_LENDER | The finance SOME_LENDER_NAME is
_NAME source name a sample value
used in the
dealer file
dealerElement- DEALER_DE- Name of XML DEALER_DETAILS is a
Name TAILS element used for | sample value
the dealer
details used in
the dealer file
fileLocation /tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
fileDelimiter . Delimiter used in
dealer header
file
jndiLookupData- jdbc/dbk105nIE- Parameter that Don't modify the value
Source JBDS defines the JNDI

look up for the
applicaton data-
source
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Property Name

Property Value

Description

Remarks

keystoreLocation config/dls_cacerts | Parameterto set | The keystore location
location for pub- | should not be changed and
lic/private key keystore should be availa-
store for HTTPS | ble in this location
posting and for
XML Digital Sig-
nature

keystorePassword | changeit The keystore The deafult password is

password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
sscroKeyAlias ofss_routeone OFSLL's pri- You may import the private

vate key alias
name. The pri-
vate key is used
to sign xml
response to
RouteOne

key with alias "ofss_route-
one" else modify the prop-
erty value to alias used
while importing the private
key into keystore.

sscroKeyPass-
word

demotestSSCR1

OFSLL's private
key password

demotestSSCR1 is a sam-
ple value

Configuration File: Logging.properties

handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler

java.util.log- ALL

ging.File-

Handler.level

java.util.log- /somewhere/logs/

ging.File- dbkls_x-

Handler.pattern ws_%g.log

java.util.log- 1000000

ging.File-

Handler.limit

java.util.log- 4

ging.File-

Handler.count

java.util.log- true

ging.File-

Handler.append

java.util.log- java.util.log-

ging.File- ging.SimpleFor-

Handler.formatter

matter
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ging.Console-
Handler.formatter

ging.SimpleFor-
matter

Property Name Property Value Description Remarks
java.util.log- WARNING

ging.Console-

Handler.level

java.util.log- java.util.log-

com.ofss.fll.xws.le | FINER set the logging Other Level values -- FIN-
vel level for the EST,FINE,CONFIG and
application INFO
Webservices
Property Property Description Remarks
Name Value

Configuration File: dbkws_lookups_init.conf

jndiLookup- jdbc/dbk- Parameter that defines Don't modify the value
DataSource wsDS the JNDI look up for the
applicaton datasource
keystoreLo- config/dls_- Parameter to set keystore | The keystore location
cation cacerts location should not be changed and
keystore should be availa-
ble in this location
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-

erty in case the password is
different for the keystore.

Configuration File: dbkws_xae_

init.conf

lenderld SOME- The finance source iden- | SOMELENDER _ID is a
LENDER _ID | tifier used in the dealer sample value
file
lenderName SOME_LEN | The finance source name | SOME_LENDER NAME is
DER_NAME | used in the dealer file a sample value
dealerEle- DEALER_- Name of XML element DEALER_DETAILS is a
mentName DETAILS used for the dealer sample value
details used in the dealer
file
fileLocation tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
jndiLookup- jdbc/INTHuk- | Parameter that defines Don't modify the value
DataSource WznGO0b4esj | the JNDI look up for the

applicaton datasource
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Property

Property

Name Value Description Remarks
keystoreLo- config/dls_- Parameter to set location | The keystore location
cation cacerts for public/private key should not be changed and
store for HTTPS posting keystore should be availa-
and for XML Digital Sig- ble in this location
nature
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-
erty in case the password is
different for the keystore.
sscroKeyAlia | ofss_route- OFSLL's private key You may import the private
S one alias name. The private key with alias "ofss_route-
key is used to sign xmi one" else modify the prop-
response to RouteOne erty value to alias used
while importing the private
key into keystore.
sscroKey- demotestSS- | OFSLL's private key demotestSSCR1 is a sam-
Password CR1 password ple value
postTimeout 10 Parameter to set timeout | Timeout value should be
value to post XML mes- specified in number of sec-
sage to third party. onds.
useProxy 0 Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost abc.com Parameter to set proxy
host. This is required if
useProxy is set to 1.
proxyPort 80 Parameter to set proxy

port. This is required if
useProxy is set to 1.

Configuration File: dbkws_xcl_

init.conf

lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER _ID | tifier used in the dealer sample value
file
lenderName SOME_LEN | The finance source name | SOME_LENDER_NAME is
DER_NAME | used in the dealer file a sample value
dealerEle- DEALER - Name of XML element DEALER DETAILS is a
mentName DETAILS used for the dealer sample value

details used in the dealer
file
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Property

Property

Name Value Description Remarks
fileLocation tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
fileDelimiter . Delimiter used in dealer
header file
jndiLookup- jdbc/ Parameter that defines
DataSource dbk105nIE- the JNDI look up for the
JBDS applicaton datasource
keystoreLo- config/dls_- Parameter to set location | The keystore location
cation cacerts for public/private key should not be changed and
store for HTTPS posting keystore should be availa-
and for XML Digital Sig- ble in this location
nature
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-
erty in case the password is
different for the keystore.
sscroKeyAlia | ofss_route- OFSLL's private key You may import the private
S one alias name. The private key with alias "ofss_route-
key is used to sign xml one" else modify the prop-
response to RouteOne erty value to alias used
while importing the private
key into keystore.
sscroKey- demotestSS- | OFSLL's private key demotestSSCR1 is a sam-
Password CR1 password ple value

Configuration File: dbkws_xcs_

init.conf

jndiLookup- jdbc/dbk- Parameter that defines Don't modify the value
DataSource wsDS the JNDI look up for the
applicaton datasource
keystoreLo- config/dls_- Parameter to set location | The keystore location
cation cacerts for public/private key should not be changed and
store for HTTPS posting keystore should be availa-
and for XML Digital Sig- ble in this location
nature
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-
erty in case the password is
different for the keystore.
fileLocation /tmp The directory for temporary

files. Make sure that such
directory exists on the
deployment server
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Property

Property

Name Value Description Remarks
application- DBKTST Application source DBKTST is a sample value.
Source Set it to appropriate value

Configuration File: Logging properties

Handler.form
atter

handlers java.util.log-
ging.File-
Handler,
java.util.log-
ging.Con-
soleHandler

java.util.log- ALL

ging.File-

Handler.level

java.util.log- /somewhere/

ging.File- logs/dbkls_x-

Handler.patte | ws_%g.log

n

java.util.log- 1000000

ging.File-

Handler.limit

java.util.log- 4

ging.File-

Handler.count

java.util.log- true

ging.File-

Handler.appe

nd

java.util.log- java.util.log-

ging.File- ging.Sim-

pleFormatter

Handler.form
atter

java.util.log- WARNING
ging.Console-

Handler.level

java.util.log- java.util.log-
ging.Console- | ging.Sim-

pleFormatter

com.ofss.fll.x | FINER set the logging level for Other Level values -- FIN-
ws.level the application EST,FINE,CONFIG and
INFO
Others

e Verify that latest XWS SQL Types, Views and Packages are installed.

e Required Java permissions have been granted
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o Verify that System parameters for Web Services URLs as well as Post Response URLs
are set. Please see the table below for details

o System parameter CMN_WALLET_PATH and CMN_WALLET_PASSWORD is setup

e Verify lenderld, lendername in config(dbkws_xae_init.conf) file and also set lenderld in
all response xsl in element "A:Targetld".

e For DealerTrack access, user name/pwd should be setup in file ".htpasswd" under
config dir

System Parameters to be configured:

System Parameter Name System Parameter Desc

XWS_XAE_DLR_TRACK_RESP_PWD DEALERTRACK APPLICATION
RESPONSE BASIC AUTH PASSWORD

XWS_XAE_DLR_TRACK_RESP_URL DEALERTRACK APPLICATION
RESPONSE URL

XWS_XAE_DLR_TRACK_RESP_USER DEALERTRACK APPLICATION
RESPONSE BASIC AUTH USER

XWS_XAE_DLR_TRACK_WS_URL OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO DEALER-
TRACK

XWS_XAE_ROUTEONE_RESP_PWD ROUTE ONE APPLICATION RESPONSE
BASIC AUTH PASSWORD

XWS_XAE_ROUTEONE_RESP_URL ROUTE ONE APPLICATION RESPONSE
URL

XWS_XAE_ROUTEONE_RESP_USER ROUTE ONE APPLICATION RESPONSE
BASIC AUTH USER

XWS_XAE_ROUTEONE_WS_URL OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO ROUTE
ONE

XWS_XAE_EDOC_RESP_URL EDOCS APPLICATION RESPONSE
BASIC AUTH PASSWORD

XWS_XAE_EDOC_WS_URL EDOCS APPLICATION RESPONSE URL

XWS_XAE_EDOC_RESP_USER EDOCS APPLICATION RESPONSE

BASIC AUTH USER

XWS_XAE_EDOC_RESP_PWD OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO EDOCS

XWS_XPR_DLR_TRACK_RESP_PWD DEALER TRACK DEALER LOAD PASS-
WORD

XWS_XPR_DLR_TRACK_RESP_URL DEALER TRACK DEALER LOAD
RESPONSE URL

XWS_XPR_DLR_TRACK_RESP_USER DEALER TRACK DEALER LOAD USER
ID

XWS_XPR_DLR_TRACK_WS_URL OFSLL WEBSERVICE URL TO POST
DEALER DETAILS TO DEALER TRACK
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XWS_XPR_INCLUDE_TEMP

INCLUDE TEMP PRODUCERS

XWS_XPR_ROUTEONE_RESP_PWD

ROUTE ONE DEALER LOAD PASS-
WORD

XWS_XPR_ROUTEONE_RESP_URL

ROUTE ONE DEALER LOAD
RESPONSE URL

XWS_XPR_ROUTEONE_RESP_USER

ROUTE ONE DEALER LOAD USER ID

XWS_XPR_ROUTEONE_WS_URL

OFSLL WEBSERVICE URL TO POST
DEALER DETAILS TO ROUTE ONE

XWS_XAE_DLR_TRACK_LENDERID

DEALERTRACK LENDER ID

XWS_XAE_ROUTEONE_LENDERID

ROUTEONE LENDER ID

XWS_XAE_DL-
R_TRACK_LENDER_NAME

DEALERTRACK LENDER NAME

XWS_XAE_ROUTE-
ONE_LENDER_NAME

ROUTEONE LENDER NAME
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