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Chapter 1. Calendar Server 7 Administration
Guide

Oracle Communications Calendar Server Administration Guide

i -r-[l'iv:'l information for Calendar Server 7.0.4.15.0 and will not be updated
‘h ‘-‘;n cumentation beginning with Calendar Server 7.0.5.17.0, see the

m 07qEE:. etwork site at:

YA OTacle.com/technetwork/documentation/oracle-communications-185806. html

This guide explains how to administer Oracle Communications Calendar Server (also referred to as
Calendar Server 7) and its accompanying software components.

2 Installing Calendar Server
If you need to install and perform an initial configuration of Calendar Server 7, see
Installation Scenario - Calendar Server 7.0.4.15.0.

Topics:

® Setting up Your Initial Calendar Server 7 Deployment
® Provisioning Calendar Server Users
® Setting up CalDAV and CardDAV Autodiscovery
® Configuring External Authentication
® Creating Additional Back-end Calendar Server Stores
® Making Calendar Server Secure
® Securing Communications to Calendar Server Back Ends
Securing iSchedule Port
Creating Secure Communications Between davadmin and Calendar Server
Configuring GlassFish Server 3 Denial of Service Prevention
Blocking CalDAV and WCAP Clients
Configuring a Secure LDAP Connection
Configuring Calendar Server for Virus Scanning
® Where to Find Additional Security Related Information
Enabling Calendar Server 7 Advanced Features
® Enabling Attachments
* Enabling Apple iCal Private/Confidential Support
® Enabling SMS Calendar Notifications in Convergence
® Enabling the iSchedule Channel to Handle iMIP Messages
® Stopping and Starting Calendar Server 7 Services
® Stopping and Starting Calendar Server
® Starting and Stopping the Document Store
® Administering a Calendar Server 7 Deployment
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Administering GlassFish Server

Administering the Document Store

Using Calendar Server 7 Administration Ultilities
Administering Calendar Server 7 Logging
Administering Calendar Server Access

Administering Scheduling Options

Administering Resource Calendars

Administering Timezones Support

Customizing Calendar Notifications

Administering the Calendar Server Back End Databases
Backing Up and Restoring Calendar Server Data
Removing Unwanted Calendar Data to Reclaim Space
® Troubleshooting Calendar Server 7

® Where to Go for More Information

Setting up Your Initial Calendar Server 7 Deployment

The following tasks are meant to be of use in planning and setting up your initial deployment. After your
deployment has gone live, you might also find it useful to revisit these tasks to make additional changes.

Provisioning Calendar Server Users

Setting up CalDAV and CardDAV Autodiscovery
Configuring External Authentication

Creating Additional Back-end Calendar Server Stores

Provisioning Calendar Server Users

Topics in this section:

Provisioning Calendar Server Overview

To Define Valid Calendar Users

To Create Calendar Account with Default Calendar Automatically Upon Login
To Enable and Disable Account Autocreation

To Provision Calendar Users by Using Delegated Administrator

To Provision Calendar Users Across Virtual Domains

To Prevent a User or Resource From Accessing Calendar Server

To Check for Active Calendar Users

To Remove Calendar Users

To Remove a Calendar User (Example)

To Move Calendar Users to a New Back-End Database

To Change a User's Email Address in the Calendar Server Database
To Subscribe or Unsubscribe Calendars

Provisioning Calendar Server Overview

Calendar Server uses Directory Server to store and retrieve user and resource information and to
perform authentication. Before Calendar Server can access information in Directory Server, you need to
prepare Directory Server by running the conm dsset up script, as described in the installation
documentation. The conm dsset up script installs the necessary additional schema elements to support
Communications Suite components, including Calendar Server.

© Note
Calendar Server 7 supports the same LDAP schema used by Calendar Server 6. Some
additional object classes and attributes were added for Calendar Server 7.

Calendar Server does not add or modify LDAP data. Calendar Server data is stored in an SQL database,
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which can be either MySQL Server or Oracle Database. By default, Calendar Server automatically
creates the database entries for users upon their initial Calendar Server login or invite. However, you
must first perform some basic LDAP user provisioning for automatic calendar creation to work. You can
provision Calendar Server users and resources in the Directory Server LDAP either by using Delegated
Administrator or LDAP tools.

For users to be able to access Calendar Server services, you must provision them with the following
functionality in LDAP:

® An email attribute, such as nai | .

® A unigue ID attribute corresponding to the value for the server configuration parameter
davcore. uriinfo. permanent uni quei d (see Calendar Server Unique Identifier for more
information). The default value is davUni quel d. Be sure to also index the attribute used for
davcore. uriinfo. permanent uni quei d, as Calendar Server performs searches on it.

To define these attributes, the corresponding object classes must be present in LDAP. The davEntity
object class defines the davUni quel d attribute. In addition to the preceding two LDAP requirements, if
your deployment consists of multiple back-end databases, you must define the Store ID attribute. The
davEnt it y object class also defines the default Store ID attribute. The default value for Store ID is
davSt or e.

By default, if you provision Calendar Server users for email and unique 1D attributes (and the Store ID
attribute when multiple back-end databases are deployed), users have a status of active. The active
status enables users to access Calendar Server services. To deny Calendar Server services to users,
you specify a value of either inactive or deleted for the user's i csSt at us attribute.

If you have a co-existent deployment of both Calendar Server 6 and Calendar 7, and are migrating users
to Calendar Server 7, you must update the user's LDAP once the user is marked for migration and taken
offline for migration. You can only migrate the user at that point. Calendar Server uses an LDAP attribute
to determine if a user has been migrated. By default, the dav St or e attribute is used, but you can
choose another attribute if desired. In a single back-end deployment, this attribute must be added with
the value of def aul t backend. In a multiple back-end deployment, the value must be the logical
back-end ID for the database where the user's data resides after migration. Again, the object class that
defines the dav St or e attribute is davEntity.

For more information on Calendar Server LDAP schema, object classes, and attributes, see the
following:

®* Messaging Server, Calendar Server, and Contacts Server LDAP Object Classes and Attributes
® Calendar Server and Directory Server Integration
®* | DAP Schema Changes Between Calendar Server 6 and Calendar Server 7

To Define Valid Calendar Users

The davcore. | dapattr. userobj ect configuration parameter was introduced in
Calendar Server 7 Update 2 Patch 5.

The davcore. | dapattr. userobj ect configuration parameter defines what LDAP object class is
required to consider an entry as a valid calendar user entry. By default,

davcore. | dapattr. userobj ect is empty. A value that would make sense is i csCal endar User ,
however, if you use custom provisioning, you can define your own object class instead.

® To define a valid calendar user, set the davcore. | dapattr. userobj ect configuration

parameter to a valid LDAP object class.
For example:
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davadm n config nodify -0 davcore.| dapattr.userobject -v
i csCal endar User

Setting davcor e. | dapattr. user obj ect to the LDAP attribute i csCal endar User would consider
users without that object class in their LDAP entries as invalid calendar users, therefore no
auto-provisioning would take place for them in the calendar store.

To Create Calendar Account with Default Calendar Automatically Upon Login

1. Create users by provisioning them in LDAP.

2. Provide users instructions for logging in to Calendar Server.
The auto-creation of the calendar accounts happens when users log in to Calendar Server. By
default, the davcor e. aut ocr eat e. enabl eaut ocr eat e parameter, which permits the
auto-creation, is enabled. Disable this parameter if you do not want to automatically create
calendar accounts upon login.

3. Use the davadni n command to set any of the davcor e. aut ocr eat e. * parameters to
customize your deployment:
For more information on these parameters, see Calendar Server 7 Configuration Parameters.

To Enable and Disable Account Autocreation

This feature is available starting in Calendar Server 7 Update 3.
You can enable or disable, on a system-wide basis, calendar account autocreation, either on login or
invite.

®* To enable calendar accounts autocreation:

davadm n config nodify -o davcore. aut ocreate. enabl eautocreate -v true

® To disable calendar accounts autocreation:

davadm n config nodify -o davcore. aut ocreat e. enabl eautocreate -v fal se

For more information, see the davcor e. aut ocr eat e. enabl eaut ocr eat e parameter in Calendar
Server 7 Configuration Parameters.

To Provision Calendar Users by Using Delegated Administrator

Delegated Administrator 7 supports Calendar Server 7 provisioning. Calendar Server 7 makes use of the
davSt or e attribute and not i csdwphost (which is used in Calendar Server 6) to assign a specific
back-end in a multiple back-end scenario. You can add the dav St or e LDAP attribute to users' and
resources' subject entries to associate those users and resources with a particular back-end Calendar
Server store. The value of the dav St or e attribute is equal to one of the davStore IDs defined in the
server configuration. davSt or e is single valued. When not present, a server configurable default
davStore ID is used, which is def aul t backend.

When a user or group is assigned a calendar service, the davEnt i t y objectclass is added along with

i cscal endar user ori cscal endar gr oup objectclass, enabling you to provision the user or the group
with a dav St or e attribute.

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 7



The new user wizard with the Calendar Service Details consists of the following fields:

® Calendar Host:
® Calendar Store:
®* Timezone:

where the Calendar Host and Timezone are applicable to Calendar Server 6.x and Calendar Store is
applicable to Calendar Server 7.

The user properties section in the Calendar Service Details consists of the following fields:

Calendar Host: (i csdwphost)

Calendar Store: (davst or e)

Email Address: (mai | )

Default Calendar: (i cscal endar)
Owned Calendar: (i cscal endar owned)
Subscribed Calendar: (i cssubscri bed)
Timezone: (i csti nmezone)

Calendar Service Status: (i csst at us)

where the Calendar Host, Default Calendar, Timezone, Owned Calendar, Subscribed Calendar are
applicable to Calendar Server 6 and Calendar Store is applicable to Calendar Server 7. Email Address
and Calendar Service Status are applicable to both servers.

A new field called Calendar Store is added for Calendar Server 7 users. When configuring a user in
Delegated Administrator with Calendar services, a valid davstore ID has to be entered in the Calendar
Store field instead of hostname.

To Provision Calendar Users Across Virtual Domains

Calendar Server supports hosted (or virtual) domains. In a hosted domain installation, each domain
shares the same instance of Calendar Server, which enables multiple domains to exist on a single
server. Each domain defines a name space within which all users, groups, and resources are unique.
Each domain also has a set of attributes and preferences that you specifically set.

Installing and configuring hosted domains on a server involves these high-level steps:

1. Installing and configuring Calendar Server and Delegated Administrator
For more information, see Installation Scenario - Calendar Server 7.0.4.15.0 and Installation
Scenario - Delegated Administrator 7.0.0.9.0.

2. Using Delegated Administrator to create the hosted domain, and users, resources, and groups in
that hosted domain.
For more information, see Delegated Administrator Administration Guide.

3. Setting domain ACLs
For more information, see Managing Domain Access Controls.

© Note
Always perform your provisioning for Schema 2 with Delegated Administrator.
Schema 1 provisioning tools do not support hosted domains.

To Prevent a User or Resource From Accessing Calendar Server

To prevent a particular user from accessing Calendar Server 7, set the i csSt at us attribute to

i nacti ve. As of Calendar Server 7 Update 2, this can be done on both a per user or resource, or
domain basis. For more information, see icsStatus.

To Check for Active Calendar Users
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Starting with Calendar Server 7 Update 2 Patch 5, you can use the conmands log to check for which
users have been querying their calendars. Thus, you can use that information to determine which users
are active. For more information, see Using the commands Log.

@ Tip
Use a cron job script to automatically scan the commands log file and generate this kind of
report.

To Remove Calendar Users

Completely removing a calendar user involves deleting it from the Calendar Server database and the
LDAP directory.

1. Runthe davadm n account del et e command to delete the user account and calendars from
the Calendar Server back-end database.

2. Setthe i csSt at us attribute for users being deleted to "removed."
You need to do this so that the last step of deleting from LDAP by using the commadni n
command is successful. Even when you delete the user account in Step 2, the LDAP entry for the
user remains with the i csSt at us attribute unchanged. Thus, you need to manually set the
i csSt at us attribute to "removed"” so that running the Delegated Administrator conmadni n
domai n pur ge command removes the user's LDAP entry.

3. Run the Delegated Administrator cormadni n dorai n pur ge command to remove the user's
LDAP entry.

© Note
The commadm n domai n pur ge command does not, however, remove the user as a
member from any groups of which the user is a member. To completely remove a user’s
entry from the directory you must enable the Referential Integrity plug-in, see: Maintaining
Referential Integrity in the Oracle Fusion Middleware Administration Guide for Oracle
Directory Server Enterprise Edition 11.

When you remove a calendar user by running the davadni n account del et e command, the
back-end resources for the user are deleted, and then purged according to the value of the

st or e. dav. def aul t backend. pur gedel ay configuration parameter. See Removing Unwanted
Calendar Data to Reclaim Space for more information.

© Note
Beginning with Calendar Server 7 Update 2 Patch 5, the sear ch_cal props. wcap
command does not return calendars belonging to accounts which have a status of
'inactive,’ 'removed, or 'deleted.’

To Remove a Calendar User (Example)

These steps show how to use the command-line to remove a calendar user. In this example, the user is:
dn: ui d=j smth, ou=Peopl e, o=us. exanpl e. com o=i sp

These steps use the | dapnodi f y command to make changes to the Directory Server LDAP. Other
LDAP tools are also available.

1. In LDAP, search for the user(s) to be removed.
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For example:

.......................................................................................................................................................

# | dapsearch -h ds.us. exanple.com-b "o=isp" "(uid=sjsmth)"
version: 1
dn: ui d=j sm t h, ou=Peopl e, o=us. exanpl e. com o=i sp

2. Run the davadm n command to remove the calendar account and its calendars from the
Calendar Server back-end database:

.......................................................................................................................................................

# <cal - svr-base>/ shi n/ davadm n account delete -a

j smth@is. exanpl e. com

Ent er Admin password:

Are you sure you want to delete the account of

jsmth@s. exanpl e.comand all of its calendars (y/n)? [n] vy

.......................................................................................................................................................

# <cal - svr-base>/ sbi n/ davadmi n account list -a
jsmth@is. exanpl e. com

Enter Adm n password:

Unknown user: jsmith@s. exanpl e.com

.......................................................................................................................................................

# |l dapnodify -h ds.us. exanple.com-D "cn=Directory Manager" -w
password

dn: ui d=j sm t h, ou=Peopl e, o=us. exanpl e. com o=i sp

changetype: nodify

replace: icsStatus

icsStatus: renoved

D

nodi fyi ng entry ui d=j sm th, ou=Peopl e, o=us. exanpl e. com o=i sp

.......................................................................................................................................................

# <da- base>/ bi n/ commadmi n user nodify -D admn -d us. exanple.com -1
jsmth -A icsstatus:renoved

5. (Optional) If user account is configured for mail service, remove the service for the user and run
the msuser pur ge command to purge the account from the Messaging Server message store.
For example:

.......................................................................................................................................................

# <da- base>/ bi n/ commadmi n user delete -1 jsmth -S nmail
# <nsg-svr-base>/|i b/ nmsuserpurge -d us.exanple.com-g 0

The - g 0 option performs an immediate purge.

6. Run the commadnm n command to purge the account:
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7.

# <da- base>/ bi n/ commadmnmi n donai n purge -D admin -n us.exanpl e.com
-d us.exanmple.com-g 0

Enter |ogin password:

K

The - g 0 option performs an immediate purge.

Verify that the user has been removed from LDAP:

# | dapsearch -h ds.us. exanple.com-b "o=isp" "(uid=jsmth)"
<Not hing is returned. >

To Move Calendar Users to a New Back-End Database

~

. Take the user offline by using the | dapnodi f y command to set the LDAP attribute i csst at us

toi nactive.
Back up the user's data by using the davadm n db backup command.

. Delete the user's data from the old back-end database by using the davadni n account

del et e command.
Update the user's dav St or e attribute to the new back-end database by using the | dapnodi fy
command.

. Restore the user's data to the new back-end database by using the davadm n db restore

command.
Re-activate the user by setting the LDAP attribute i csst at us to acti ve.
Restart GlassFish Server.

. Verify that the data has been successfully moved by having the user log in and view calendar

data.

The following example shows how to move user cal t est 1@ackendl. comfrom backendl to the
default back-end host 1. In this example:

The default back end is on host host 1 and the database name on the default back end is cal dav

;I'he other back end is on host backendl and the database name on backendl is
cal dav_backendl.
The user cal t est 1@ackendl. comhas data located on backendl.

. Take the user offline by using the | dapnodi f y command to set the LDAP attribute i csst at us

toi nacti ve.

# ./l daprnodify -D "cn=Directory Manager" -w password
dn: uid=caltestl, ou=People, o=backendl.com o=dav
changetype: nodify

replace: icsStatus

icsStatus:inactive

. Back up the user's data by using the davadmni n db backup command.

# ./davadnmi n db backup -u database_user -a caltestl@ackendl.com-H
backendl -d cal dav_backendl -k cal test 1. bak

. Delete the user's data from the old back-end database by using the davadmni n account

del et e command.
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./ davadm n account delete -u adm n_user -a caltestl@ackendl.com

4. Update the user's dav St or e attribute to the new back-end database by using the | dapnodi fy
command.

# ./l daprnodify -D "cn=Directory Manager" -w password
dn: uid=caltestl, ou=People, o=backendl.com o=dav
changetype: nodify

repl ace: davStore:

davSt ore: defaul t backend

5. Restore the user's data to the new back-end database by using the davadni n db restore
command.

./davadm n db restore -H hostl -u database user -d cal dav -k
cal testl. bak

6. Re-activate the user by setting the LDAP attribute i csst at us to acti ve.

# ./l daprmodify -D "cn=Directory Manager" -w password
dn: uid=caltestl, ou=People, o=backendl.com o=dav
changetype: nodify

replace: icsStatus

icsStatus: active

7. Restart GlassFish Server.

# ./asadm n stop-domai n domainl;./asadm n start-domai n domai nl

To Change a User's Email Address in the Calendar Server Database

The davadm n command was enhanced in Calendar Server 7 Update 2 Patch 5 to perform
the r epai r operation.

When a user undergoes an email address change, use this procedure to fix notification addresses,
organizer addresses, attendee addresses, and alarm addresses in the Calendar Server database for the
old email address.

1. Add the previous email address value to the LDAP attribute defined as mai | Al t er nat eAddr ess
, that is, the attribute defined by the davcore. | dapattr. nail al t er nat eaddr ess
configuration parameter.

2. Replace the the value for the user's mail attribute in LDAP with the new email address.

3. Runthe davadni n account repair -acommand on the old email address.

For more information on this command, see davadmin account.
4. (Optional) Remove the previous email value from the nai | Al t er nat eAddr ess values.

To Subscribe or Unsubscribe Calendars

This feature is available starting in Calendar Server 7.0.4.14.0.
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Calendar Server administrators can subscribe or unsubscribe calendars for a user by using the
davadm n account command with subscri be orunsubscri be actions.

® To subscribe a user to another user's calendar:
1. User A gives user B read, write, or all rights to User A's calendar.
2. User B is subscribed to User A's calendar:

davadm n account subscribe -a <User B> -c <User A's cal endar>

For example:

............................................................................................................................................

davadm n account subscribe -a userb@xanple.com-c
/ hone/ user a@xanpl e. com cal endar/

® To unsubscribe a user from another user's calendar:

davadm n account unsubscribe -a <User B> -c¢ <User A' s cal endar>

For example:

.......................................................................................................................................................

davadm n account unsubscribe -a userb@xanple.com-c
/ hone/ user a@xanpl e. com cal endar/

® To subscribe using a collection file:
1. Create afilesuchas/tnp/list_of coll ections with the following content:

/ hone/ user a@xanpl e. cont cal endar/
/ hone/ user c@xanpl e. com cal 1/
[ hore/ user d@xanpl e. cont per sonal /

2. Run the following command:

............................................................................................................................................

davadm n account subscribe -a userb@xanple.com-C
/trmp/list_of _collections

For more information, see account Qper ati on.

Setting up CalDAV and CardDAV Autodiscovery

This feature is available starting in Calendar Server 7 Update 1.

Calendar Server supports the . wel | - known URI concept as defined in Locating CalDAV and CardDAV
services for CalDAV clients to access the Principal URI without having to specify the entire URI. That is,
accessto/ (root) or /. wel | - known/ cal dav/ is redirected to the / dav/ pri nci pal s/ URI.

To take full advantage of this functionality, administrators should configure a corresponding DNS record
as described in Locating CalDAV and CardDAYV services.

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 13


http://tools.ietf.org/html/rfc6764
http://tools.ietf.org/html/rfc6764
http://tools.ietf.org/html/rfc6764

Configuring External Authentication

This feature is available starting in Calendar Server 7 Update 3.

Calendar Server enables authentication against a separate, LDAP directory external to the Calendar
server environment. Such a configuration is useful in hosted environments for delegating one
administrative aspect to a provider (managing the Calendar Server front- and back-end hosts and LDAP
directory with non-sensitive data), while maintaining control over the LDAP user passwords in the
internal, corporate network. In this setup, Calendar Server would use the external directory for
authentication.

Configuring Calendar Server for external authentication consists of the following high-level steps:

1. Creating the LDAP pool for the external authentication directory

2. Specifying how to search for users in that directory

3. Specifying how to map the external user entry back into a Communications Suite directory user
entry

Topics in this section:

® To Configure Calendar Server for External Authentication
® Example: External Authentication by Using cn

To Configure Calendar Server for External Authentication

1. Use the davadmi n | dappool command to create then verify an LDAP pool for the external
authentication directory.
For example:

# cd <cal - svr-base>/shin

# ./davadm n | dappool create -n nyldap -y
' | daphost =I dap. exanpl e. com | dapport =389, | dapusessl =t rue, bi nddn="cn=Di |
Manager ", bi ndpasswor d=<passwor d>'

Enter Admin password: <password>

# ./davadni n | dappool i st

Enter Adm n password:

Pool Nare: nyl dap

| daphost: | dap. exanpl e. com

| dapport: 389

| dapusessl: true

| dappool si ze: 10

bi nddn: cn=Di rectory Manager

bi ndpassword: *****x%x*

| dapti meout: 60

| dappool refreshinterval : 1

You can also set other parameters, such as | dappool si ze and | dapt i neout . See the
davadm n | dappool command for more information.

2. Define how to search for users in that directory by adding the ext er nal Aut hPreUr| Tenpl at e

LDAP attribute to each of the domain entries associated with that external directory.
The attribute value is an LDAP URL (http://tools.ietf.org/html/rfc4516) of the following form:
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| dap: // <server nanme>/<search base DN>?<attri but es>?<scope>?<search
filter>

where:
server name must correspond to a defined LDAP pool.
search base DN and search filter can contain the following patterns:

® %p (original login ID, as provided by the user over protocol)
® o&J (user part of login ID)
® 9/ (domain part of login ID)
The %character in %, %J, and %/ needs to be encoded as per the general URI definition.
That is, the %character becomes %25. See ext er nal Aut hPreUr | Tenpl at e for more
information.
3. Define how to map the external user entry back into a UCS directory user entry.
Do the external directory user entries have a mai | attribute value corresponding to their internal
Communications Suite directory attribute value?
® If yes, no further configuration is required. (In Step 2, the list of attributes to retrieve should
simply include the nmai | attribute.)
® If no, define a search to be issued against the Communications Suite directory by using the
ext er nal Aut hPost Ur | Tenpl at e domain entry attribute. As with the the
ext er nal Aut hPreUr | Tenpl at e attribute, the ext er nal Aut hPost Ur| Tenpl at e
value is an LDAP URL of the following form:

| dap: // <server nane>/ <search base
DN>?<at tri but es>?<scope>?<search filter>

See ext er nal Aut hPost Ur | Tenpl at e for more information. Note the following:

® The server name is ignored and should be empty because the lookup is performed
against the internal Communications Suite directory.
® The attributes to be retrieved must include the mai | attribute.

Example: External Authentication by Using cn

In this external authentication scenario, exanpl e. comis the default domain and uses the cn attribute as
the login ID. Each user entry in the external authentication directory contains a ucsUi d attribute value
that corresponds to the internal Communications Suite directory ui d attribute value (in the
Communications Suite user entry). The LDAP pool is nyl dap and the following two attributes have been
added to the exanpl e. comdomain entry:

ext er nal Aut hPreUr | Tenpl at e:

| dap: // nyl dap/ dc=exanpl e, dc=confucsU d?sub?( cn=%25U)

ext er nal Aut hPost Ur | Tenpl at e:

| dap: /// ui d=9%25A] ucsUi d] , ou=peopl e, o=exanpl e. connai | ?base?(obj ect cl ass=*)

The LDAP entry in the external directory for a sample user, John Doe, looks like the following:

dn: cn=John Doe, ou=peopl e, o=nar ket i ng, dc=exanpl e, dc=com
cn: John Doe
ucsUi d: j doe

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 15


https://wikis.oracle.com/display/CommSuite/Messaging+Server%2C+Calendar+Server%2C+and+Contacts+Server+LDAP+Attributes#MessagingServer%2CCalendarServer%2CandContactsServerLDAPAttributes-externalauthpreurl
https://wikis.oracle.com/display/CommSuite/Messaging+Server%2C+Calendar+Server%2C+and+Contacts+Server+LDAP+Attributes#MessagingServer%2CCalendarServer%2CandContactsServerLDAPAttributes-externalauthposturl

The LDAP entry in the internal Communications Suite directory for John Doe looks like the following:

dn: ui d=j doe, ou=peopl e, o=exanpl e. com
cn: Doe, John

ui d: j doe

mai | : j ohn. doe@xanpl e. com

The user authenticates by using the login ID John Doe. Given that this login ID has no domain part, the
default domain (exanpl e. com) is assumed and the ext er nal Aut hPr eUr | Tenpl at e attribute of that
domain entry is used to construct the following search against the server defined by aut hPool :

base DN: dc=exanpl e, dc=com
scope: subtree search

filter: (cn=John Doe)

attributes to retrieve: ucsUi d

The entry dn: cn=John Doe, ou=peopl e, o=mar ket i ng, dc=exanpl e, dc=comis returned and that
dn is used to issue an LDAP bind request to verify the user's password.

That same entry (containing the ucsUi d attribute) is used to construct a second search, against the
Communications Suite user/group directory:

base DN: ui d=j doe, ou=peopl e, o=exanpl e. com
scope: base search

filter: (obj ect O ass=*)

attributes to retrieve: mai |

The correct entry is found and the authentication is considered successful.

Creating Additional Back-end Calendar Server Stores

If you need to create a back-end calendar store after initial installation, see Configuring Multiple Calendar
Server Back-end Hosts.

Making Calendar Server Secure

This information describes how to implement security for Calendar Server 7. It also provides links to
security topics that provide more indepth information for configuring and administering Calendar Server
security.

Topics in this section:

Securing Communications to Calendar Server Back Ends

Securing iSchedule Port

Creating Secure Communications Between davadmin and Calendar Server
Configuring GlassFish Server 3 Denial of Service Prevention

Blocking CalDAV and WCAP Clients

Configuring a Secure LDAP Connection

Configuring Calendar Server for Virus Scanning

Where to Find Additional Security Related Information

Securing Communications to Calendar Server Back Ends
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This capability is available starting in Calendar Server 7.0.4.14.0.

You can enhance your security by configuring SSL communication between the Calendar Server front
ends and back ends. First enable the back-end database servers for SSL, setting up either the required
t rust St or e files or wallets. Then configure the Calendar Server front ends to connect over SSL by
making use of the stored certificates. To configure a MySQL back end, see Configuring SSL for the
Calendar Server MySQL Back End. To configure an OracleDB back end, see Configuring SSL for the
Calendar Server OracleDB Back End.

You can also configure SSL communication between the Calendar Server front ends and the remote
document stores. See To Configure Remote Document Store SSL.

Securing iSchedule Port

This capability is available starting in Calendar Server 7.0.4.14.0.

You can use the servi ce. dav. i schedul ewhi t el i st configuration parameter to specify the hosts
that are allowed to send iSchedule POST requests. You can even limit the hosts to just the SMTP server
that uses iSchedule for automatic iMIP handling. Additionally, you can change the maximum content
length of requests POSTed to the iSchedule port by setting the value for the

davcore. serverlimnmts. maxi schedul econt ent | engt h configuration parameter (the default is set
to 10000000 bytes). This blocks very large freebusy or invitation requests at the iSchedule port itself.

® To specify a list of hosts that are allowed to send iSchedule POST requests, use the davadni n
confi g command:

davadm n config nodify -0 service.dav.ischedul ewhitelist -v <hosts>

where hosts can be:

® A space-separated list of single host IP addresses and/or Classless Inter-Domain Routing (CIDR)
entries (a base IP address followed by a number indicating how many upper bits to mask. For
example, 10.20.30.0/24 matches all addresses in the range 10.20.30.0 to 10.20.30.255.

® 0.0.0.0/0, to allow all requests.

* An empty list, which denies all requests except for those from "localhost.”

® To change the maximum size of iSchedule data that a client can POST, use the davadni n
conf i g command:

davadm n config nodify -0
davcore. serverlinmts. maxi schedul econtentl ength -v <maxi num cont ent
length in bytes>

Creating Secure Communications Between davadmin and Calendar Server

This capability is available starting in Calendar Server 7.0.4.14.0.

The davadm n command uses the JMX protocol to connect to GlassFish Server. This section describes
how to create secure communications between the davadm n command and the Calendar Server over
SSL. To do so, you need to create a t r ust St or e file for davadmi n. If you are using SSL for
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communicating with GlassFish Server, it is mandatory to also configure JMX to use SSL.
To Create Secure Communications Between davadmin and Calendar Server
1. Export the server certificate that GlassFish Server is using for SSL.
Depending on the GlassFish Server version, you might use the Java keyt ool command or the

NSS certuti| command to export the certificate.
® Example keyt ool command:

keyt ool -exportcert -keystore keystore.jks -storetype JKS
-alias slas -rfc -file /tnp/slas.txt

® Example certutil command:

fusr/sfw bin/certutil -L -d . -n slas -a > /tnp/slas.txt

In these examples, the current directory is the GlassFish Server configuration directory and
the certificate is named slas.

2. Import the GlassFish Server certificate into a Java keyst or e for use by the davadm n command
with the - s option.
For example:

keytool -inportcert -alias slas -file /tnp/slas.txt -keystore
[ var/ opt/sun/ comms/ davserver/confi g/ davtruststore -storetype JKS

3. Modify the / var / opt / sun/ coms/ davser ver/ confi g/ davadm n. properti es file to
reflect the new t r ust St or e file created in the previous step.
Add the following line:

secure=/var/ opt/sun/ comrs/ davser ver/confi g/ davtruststore

Alternately, you could specify the explicit path to the t r ust St or e file in the davadni n command
with the - s option.
For example:

davadm n db backup -k /tnp/backup_file -O -A
docst ore_host . exanpl e. com 8008 -s /ny_honme/ nmy_truststore -u nysql

4. In the GlassFish Server 3 Administration Console, enable secure JMX.
a. Navigate to Configurations.
b. Navigate to server-config.
c. Navigate to Admin Service.
d. On the JMX Connector tab, select the Enabled box for Security.

Configuring GlassFish Server 3 Denial of Service Prevention

This capability is available starting in Calendar Server 7.0.4.14.0.

GlassFish Server 3 provides the following ways to help prevent a Denial of Service (DoS) attack:

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 18



® Limit the size of a POST request
® Specify a request timeout value
® Create a blacklist of host names and/or IP addresses

You can configure additional DoS prevention at the Calendar Server level by using configuration
parameters such as davcore. serverlimts. maxcont entl ength, servi ce. dav. bl ackl i st
servi ce. wcap. bl ackl i st, servi ce. dav.i schedul enwhitelist,and
davcore.serverlimts. maxi schedul econt ent| engt h. For a complete list of configuration
parameters, see Calendar Server 7 Configuration Parameters.

To Limit the Size of a POST Request

To limit the size of a POST request, set the Max Post Size field in the GlassFish Server Administration
Console:

Choose Configurations.
Choose server-config.
Choose Network Config.
Choose Protocols.

Choose http-listener*.
Choose HTTP.

Edit the Max Post Size field.

NogosrwNE

On this same page, you can also set the Request Timeout field so that a request fails if it takes longer
than the specified time to complete.

Alternately, you can use the asadm n command to set the Max Post Size, for example:

asadm n set
server-config. network-config. protocols.protocol.http-listener-1.http. max-pc

To Create a Blacklist

To create a blacklist of host names and/or IP address, use the GlassFish Server Administration Console
to navigate to the server page:

Choose Configurations.

Choose server-config.

Choose Virtual Servers.

Choose server.

Add properties to indicate which hosts or IP addresses you want to blocked. Use the

al | owRenot eHost or al | owRenot eAddr ess property names to whitelist hosts, and use the
denyRenpt eHost or denyRenpt eAddr ess property hames to block a host or IP address.
Separate multiple host names or IP addresses by commas.

PN PE

Alternately, you can use the assadni n command to create a whitelist or blacklist of hosts.

®* For example, to create a whitelist:

asadnmi n set
"server-config. http-service.virtual -server.server. property. al | owRenot

® For example, to create a blacklist:
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asadmi n set
"server-config. http-service.virtual -server. server. property. denyRenot el

Blocking CalDAV and WCAP Clients

This feature is available starting in Calendar Server 7 Update 2.

Calendar Server can block requests from certain versions of CalDAV clients and WCAP clients that are
known to be problematic. Blocked clients receive an error, HTTP 403 status, which indicates that the
server can be reached, but the server declined to allow access to the page. By using this capability, you
can help to prevent denial of service attacks by blocking rogue clients that can inundate the server with
requests.

Topics in this section:

® To Block CalDAV Client Requests
® To Block WCAPDbis Clients

To Block CalDAV Client Requests

1. Look at the HTTP user-agent request header that contains the client information to determine
which client to add to the reject list.
Here are some user-agent examples:

user-agent: DAVKit/3.0.6 (661); CalendarStore/3.0.8 (860); iCal/3.0.8
(1287); Mac OS X/ 10.5.8 (9L31a)

user-agent: DAVKit/4.0.1 (730); CalendarStore/4.0.1 (976); iCal/4.0.2
(1379); Mac OS X/ 10.6.3 (10D573)

user-agent: DAVKit/4.0.1 (730); CalendarStore/4.0.1 (976); iCal/4.0.2
(1379); Mac OS X/ 10.6.3 (10D578)

user-agent: DAVKit/4.0.3 (732); CalendarStore/4.0.3 (991); iCal/4.0.3
(1388); Mac OS X/ 10.6.4 (10F569)

user-agent: Mzilla/5.0 (Macintosh; U, Intel Mac OGS X 10.5; en-US;
rv:1.9.2.11) Gecko/ 20101012 Firefox/3.6.11

user-agent: Mzilla/5.0 (Macintosh; U, Intel Mac OGS X 10.5; en-US;
rv:1.9.2.5pre) Gecko/ 20100430 Lightning/1.0b2pre

O acl eBeehi veExt ensi on/ 1. 0. 0. Opre6 Thunder bi rd/ 3. 1b2

user-agent: Mzilla/5.0 (Macintosh; U, Intel Mac OGS X 10.6; en-US;
rv:1.9.2.10) Gecko/ 20100914 Firefox/3.6.10

user-agent: Mzilla/5.0 (Macintosh; U, Intel Mac OS X 10.6; en-US;
rv:1.9.2.11) Gecko/ 20101012 Firefox/3.6.11

user-agent: Mzilla/5.0 (Macintosh; U, Intel Mac OS X 10.6; en-US;
rv:1.9.2.11) Gecko/ 20101013 Li ghtning/1.0b2 Thunderbird/3.1.5
user-agent: Mzilla/5.0 (Macintosh; U, Intel Mac OS X 10.6; en-US;
rv:1.9.2.12) Gecko/ 20101027 Li ghtning/1.0b2 Thunderbird/3.1.6
user-agent: Mzilla/5.0 (Wndows; U Wndows NT 5.1; en-US; rv:1.8.1.24)
Gecko/ 20100228 Lightning/0.9.7.4-Oacl e Thunderbird/2.0.0.24

user-agent: Mzilla/5.0 (Wndows; U Wndows NT 5.1; en-US; rv:1.9.1.10)
Gecko/ 20100512 Lightning/ 1. 0bl Thunderbird/3.0.5

user-agent: Mzilla/5. 0 (Wndows; U, Wndows NT 5.1; en-US; rv:1.9.1.9)
Gecko/ 20100317 Lightning/1.0bl Thunderbird/3.0.4

user-agent: Mzilla/5. 0 (Wndows; U, Wndows NT 5.1; en-US; rv:1.9.2.11)
Gecko/ 20101012 Firefox/3.6.11 ( .NET CLR 3.5.30729)

user-agent: Mzilla/5. 0 (Wndows; U, Wndows NT 5.1; en-US; rv:1.9.2.11)
Gecko/ 20101013 Li ght ni ng/ 1. 0b2

O acl eBeehi veExt ensi on/ 1. 0. 0. 0- Oracl el nternal Thunderbird/ 3.1.5

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 20



user-agent: Mzilla/5. 0 (Wndows; U Wndows NT 5.1; en-US; rv:1.9.2.11)
Gecko/ 20101013 Lightning/ 1. 0b2 Thunderbird/3.1.5

user-agent: Mzilla/5. 0 (Wndows; U, Wndows NT 5.1; en-US; rv:1.9.2.12)
Gecko/ 20101026 Firefox/3.6.12 ( .NET CLR 3.5.30729)

user-agent: Mzilla/5. 0 (Wndows; U, Wndows NT 5.1; en-US; rv:1.9.2.12)
Gecko/ 20101027 Li ght ni ng/ 1. 0b2

O acl eBeehi veExt ension/ 1. 0. 0. 0- Oracl el nternal Thunderbird/3.1.6
user-agent: Mzilla/5. 0 (Wndows; U, Wndows NT 5.1; en-US; rv:1.9.2.12)
Gecko/ 20101027 Lightning/1.0b2 Thunderbird/3.1.6

user-agent: Mzilla/5. 0 (Wndows; U, Wndows NT 5.1; en-US; rv:1.9.2.8)
Gecko/ 20100722 Firefox/3.6.8

user-agent: Mzilla/5. 0 (Wndows; U, Wndows NT 5.1; en-US; rv:1.9.2.9)
CGecko/ 20100825 Li ghtning/1.0b2 Thunderbird/3.1.3

user-agent: Mzilla/5.0 (Wndows; U Wndows NT 6.0; en-US)

Appl eWebKi t/534.0 (KHTM., |ike Gecko) Chrone/6.0.408.1 Safari/534.0
user-agent: Mzilla/5.0 (Wndows; U Wndows NT 6.1; en-US; rv:1.9.2.11)
Gecko/ 20101013 Lightning/ 1. 0b2 Thunderbird/3.1.5

user-agent: Mzilla/5.0 (X11; U; Linux x86_64; en-US; rv:1.9.2.12)
Gecko/ 20101027 Lightning/ 1. 0b2 Thunderbird/3.1.6

user-agent: Mzilla/5.0 (X11; U; Linux x86_64; en-US; rv:1.9.2.12)
Gecko/ 20101027 Ubunt u/ 10.10 (rmaverick) Firefox/3.6.12

user-agent: Mzilla/5.0 (X11; U, SunGCS i86pc; en-US; rv:1.8.1.21)

Gecko/ 20090323 Li ghtning/ 0.9 Thunderbird/2.0.0.21

user-agent: Mzilla/5.0 (X11; U, SunGCS i86pc; en-US; rv:1.9.1.8)

Gecko/ 20100226 Firefox/3.5.8

user-agent: Mzilla/5.0 (X11; U, SunGCsS i86pc; en-US; rv:1.9.1.8)

Gecko/ 20100302 Li ghtning/ 1. 0bl Thunderbird/3.0.3

user-agent: Mzilla/5.0 (X11; U, SunGCS i86pc; en-US; rv:1.9.2.4)

CGecko/ 20100610 Li ghtning/1.0b2 Thunderbird/ 3.1

user-agent: Mzilla/5.0 (X11; U, SunGCS sun4u; en-US; rv:1.9.0.17)

Gecko/ 2009122317 Firefox/3.0.17
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user-agent: Mzilla/5.0 (X11; U, SunGCS sundv; en-US; rv:1.8.1.23)
Gecko/ 20090910 Lightning/ 0.9 Thunderbird/2.0.0.23

2. Specify a client or list of clients to be rejected for the DAV protocol by using the
servi ce. dav. bl ackl i st parameter.
This parameter takes a a single client/version pair, or list of space-delimited client/version pairs.
For example, to cause Calendar Server to reject client requests from Lightning 1.0 Beta 1 and iCal
version 3.0.8, use the following command:

davadm n config nodify -o service.dav. blacklist -v Lightning/1l.0bl
iCal/3.0.8

This example causes Calendar Server to reject requests from a client when the exact string
"Ligntning/1.0b1" or "iCal/3.0.8" appears in the client's user-agent header. A variation of the
client/version pair is when the version part is expressed as a regular expression.

See Calendar Server 7 Configuration Parameters for more information on the
servi ce. dav. bl ackl i st parameter.

To Block WCAPbis Clients

1. Look at a WCAP client's HTTP user-agent request header that contains the client information
(regular expression) to use to deny client access.

2. Use the servi ce. wcap. bl ackl i st configuration parameter to specify a space separated list of
regular expressions.

See Calendar Server 7 Configuration Parameters for more information on the
servi ce. wcap. bl ackl i st parameter.

Configuring a Secure LDAP Connection

Like other applications, Calendar Server and GlassFish Server use the LDAP protocol to read from and
write to Directory Server. The default is to communicate LDAP data by "unsecured" transmission. You
can configure your Calendar Server deployment to use Secure Sockets Layer (SSL) for secured
transmission of data. You do so by installing a Certificate Authority (CA) certificate on the GlassFish
Server then configuring Calendar Server to use LDAP for SSL.

To Configure Calendar Server for Secure LDAP

1. Configure GlassFish Enterprise Server to use a CA signed certificate for SSL.
2. When performing this task, note the following.
® Not all GlassFish Server domains use the same security key store.

GlassFish Server may end up using either the NSS security library and associated key
store for certificates, or it may use the Java Key Store instead. The keystore that GlassFish
Server uses is initially determined by the GlassFish Server "Profile:" Enterprise, Developer,
or Cluster. The Enterprise profile uses NSS, while the Developer and Cluster use Java Key
Store.

You can specify the profile when you create a new domain. However, the initial domain
defaults to a profile depending on the version of GlassFish Server installed along with
possible configuration specifications.

The To Configure GlassFish Enterprise Server to Use a CA Signed Certificate for SSL
procedure assumes the Enterprise version of GlassFish Server, which uses the NSS
security library and includes the cert uti | utility.

If you want to use a profile with Java Key Store, review the Java Key Store documentation
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on the tool "keytool." Use a newer version of keytool from Java 6.

The key store is configured during creation of the domain. Although both sets of key store
files may be present in the conf i g directory, only the chosen key store is configured with
common CA certificates and the GlassFish Server password. Thus, for example, if Java
Key Store is configured, and you try to generate a certificate request with certuti |, you
may get an I/O error because the NSS database is not initialized with the GlassFish Server
password.

Though it should not be necessary, if you need to change the key store password, use the
asadm n command, notthe certuti | utility.

® Certificate request generation depends on generating the request with the key store
database in the domain's conf i g directory.

® GlassFish Server installs with a default self-signed certficate named s1as. This should
already be configured for SSL, and so SSL can be tested before adding a valid certificate.
However, many clients warn that the SSL certificate cannot be trusted, and other clients
may simply not work.

Some older versions of FireFox report a "connection was interrupted" error when the
certificate is self-signed or otherwise not valid.
3. Configure Calendar Server to use LDAP for SSL.

® |In step #2, while running davadni n conf i g to process the davadni n commands:
Processing the configuration file can take time and can result in multiple messages to
restart GlassFish Server. Wait until all the commands are finished processing before
restarting GlassFish Server. Otherwise, some configuration parameters might not be
processed, leaving SSL partially configured.

Configuring Calendar Server for Virus Scanning
This feature is available starting in Calendar Server 7 Update 2.

Calendar Server 7 enables attachments virus scanning by making use of the Messaging Server MTA and
its capability to interface to many different AVS systems. Calendar Server packages the calendar event
and attachment and sends it by using SMTP to the Messaging Server MTA, where the scanning takes
place on the configured AVS system. Messaging Server relays the result of the scan to Calendar Server.
Calendar Server can be configured to test and optionally reject incoming data, as well as scan existing
data (and optionally delete) by using the davadni n vscan utility.

See Configuring and Administering Virus Scanning in Calendar Server for details.

Where to Find Additional Security Related Information

For more information on making your Calendar Server deployment secure, see Setting Up and Managing
Calendar Server Security.

Enabling Calendar Server 7 Advanced Features

Topics in this section:

Enabling Attachments

Enabling Apple iCal Private/Confidential Support

Enabling SMS Calendar Notifications in Convergence
Enabling the iSchedule Channel to Handle iMIP Messages

Enabling Attachments
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Starting with Calendar Server 7 Update 2, the davcor e. att achnent . enabl e
configuration parameter determines whether a deployment is using attachments.

To enable or disable attachments:

1. Listthe davcore. att achnment . enabl e parameter value:
./ davadm n config list -u adm n -0 davcore. attachnent. enabl e

2. Modify the parameter value:
a. To enable attachments:

./davadm n config nmodify -u adm n -0 davcore. attachnent. enabl e
-v true

b. To disable attachments:

./ davadm n config nodify -u admn -o davcore. attachnent. enabl e
-v fal se

You do not need to restart the Calendar Server process for a change in the
davcore. at t achnent . enabl e parameter to take effect.

Enabling Apple iCal Private/Confidential Support

®* To enable Apple iCal private/confidential support, set the davcor e. acl . appl epri vat eevent
totrue.
For example:

davadmin config nodify -u adnmin -o davcore. acl . appl epri vat eevent -v
true

This triggers the sending of the DAV header with the value cal endar server - pri vat e- event s to the
iCal client. As a result, the iCal client includes a check box labeled "private" in the event creation and
modification Ul. When the private check box is checked, the iCal property X- CALENDARSERVER- ACCESS
is set to CONFI DENTI AL. If the check box is unchecked, the X- CALENDARSERVER- ACCESS is set to
PUBLI C. Apple iCal currently supports only these two values.

Enabling SMS Calendar Notifications in Convergence

You can enable SMS notifications for calendar event reminders (but not for calendar invitations) in
Convergence. See How Do | Turn on SMS Notifications for Calendar Event Reminders in Convergence?

Enabling the iSchedule Channel to Handle iMIP Messages

The iSchedule database is used to manage external calendar invitations. The established standard for
scheduling between two separate calendar servers is still only through iMIP, which sends calendar data
over email. Previously, end users had to manually import such invitations and responses that arrived in
email into their calendars. Starting with Messaging Server 7 Update 5, you can use an iSchedule channel
that interprets such mail messages and posts them to the Calendar server directly. Thus, external
invitations and responses get into users' calendars without any user intervention. See Using the
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iSchedule Channel to Handle iMIP Messages for instructions on how to set up Messaging Server. No
special setup is required for Calendar server.

Starting with Calendar Server 7.0.4.14.0, you can use the servi ce. dav. i schedul ewhi tel i st
configuration parameter to prevent denial of service attacks on the iSchedule port. The

servi ce. dav. i schedul ewhi t el i st parameter lists the hosts from which iSchedule POST requests
are allowed. The parameter takes a space separated list of single host IP addresses and/or Classless
Inter-Domain Routing (CIDR) entries. A CIDR entry is a base IP address followed by a number indicating
how many upper bits to mask. For example, specifying a CIDR of 10. 20. 30. 0/ 24 matches all
addresses from the IP address 10. 20. 30. 0 to the IP address 10. 20. 30. 255. Anentry of 0. 0. 0. 0/ 0
allows all requests. The default setting for the parameter is an empty list, which denies all requests
except for those from | ocal host .

You can also secure the iSchedule port. For more information, see Securing iSchedule Port.

Stopping and Starting Calendar Server 7 Services

Topics in this section:

® Stopping and Starting Calendar Server
® Starting and Stopping the Document Store

Stopping and Starting Calendar Server

To stop and start the Calendar Server process, you use the asadm n st op- domai n and asadm n

st art - domai n commands to stop and start the GlassFish Server container in which Calendar Server is
deployed. The following examples assume a default GlassFish Server installation with Calendar Server
deployed in dormai n1l.

® To stop Calendar Server:

/ opt / SUN\Wappser ver/ bi n/ asadm n st op-donmai n domai nl
® To start Calendar Server:
/ opt / SUNWAppser ver/ bin/ asadm n start-domai n domai nl
Starting and Stopping the Document Store

The document store was introduced in Calendar Server 7 Update 1. For more information,
see Planning the Document Store.

® To start the document store server:

cd <cal -svr-base>/sbin
./start-as

® To stop the document store server:

cd <cal -svr-base>/shin
./ stop-as
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Administering a Calendar Server 7 Deployment

Topics in this section:

Administering GlassFish Server

Administering the Document Store

Using Calendar Server 7 Administration Utilities
Administering Calendar Server 7 Logging
Administering Calendar Server Access

Administering Scheduling Options

Administering Resource Calendars

Administering Timezones Support

Customizing Calendar Sharing Notifications
Administering the Calendar Server Back End Databases
Backing Up and Restoring Calendar Server Data
Removing Unwanted Calendar Data to Reclaim Space

Administering GlassFish Server

Calendar Server 7 depends on Sun GlassFish Server as a web container. See the Oracle GlassFish
Server Product Documentation for details on administering Glassfish Server. Starting with version
7.0.4.14.0, Calendar Server supports GlassFish Server 3.

The following Glassfish Server documentation links are also provided to help you get started:

Introduction to Certificates and SSL

HTTP and IIOP Commands

asadm n Command Usage

High Availability in GlassFish Enterprise Server

To Configure GlassFish Enterprise Server to Use a CA Signed Certificate for SSL

Administering the Document Store

The document store was introduced in Calendar Server 7 Update 1.

Topics in this section:

® Document Store Overview
® To Change the Password Used for Remote Document Store Authentication
® Note on Backing up the Document Store

Document Store Overview

The Calendar Server document store is used to store and retrieve "large data," such as calendar events
with many invitees, and todos with large attachments. Normally, you configure the document store as
part of the Calendar Server installation process. You set up one document store per configured Calendar
Server back end. You do so by specifying the location of the document store directory for Calendar
Server to use in the st or e. dav. . dbdi r configuration parameter, if the store is local, and the
store. dav. . attachst or ehost configuration parameter, if the store is remote. For more information,
see Configuring the Calendar Server 7.0.4.15.0 Document Store.

To start and stop the document store process, see Starting and Stopping the Document Store.

To Change the Password Used for Remote Document Store Authentication
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This feature is available starting with Calendar Server 7 Update 3.
When changing passwords used for remote document store authentication, you must change them on
both the local Calendar Server host and on each remote document store host to keep them in sync.

1. Use the following davadm n command to change the password on each remote document store
host.

cd <cal -svr-base>/shin
./ davadm n passfile nodify -O

Respond to the prompts.

2. Stop then restart the document store server for the password change to take effect.

cd <cal -svr-base>/shin
./ stop-as
./start-as

3. Use the following davadmi n command to change the password on the local Calendar Server
host.

cd <cal -svr-base>/shin
./ davadm n nodi fy passfile

Respond to the prompts.

Note on Backing up the Document Store

The davadm n db backup command prompts for the document store password starting
with Calendar Server 7 Update 3.

When you run the davadm n db backup command, you are prompted for the document store
password. To avoid having to enter a password every time when running this command, you can create
a password file by running the davadm n passfi | e command.

Using Calendar Server 7 Administration Utilities

Calendar Server provides a number of command-line utilities for server administration. These utilities run
under the umbrella command, davadmi n, which is a simple shell script. By default, the davadmi n utility
is installed in the cal-svr-base/ sbi n directory with user or group bi n/ bi n permissions. See Calendar
Server Command-Line Utilities.

Administering Calendar Server 7 Logging
Topics in this section:
® Calendar Server 7 Logging Overview

® To Log Calendar Server Information to Application Server Log File
® To Configure Calendar 7 Log Files
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To View the Document Store Logs

To Set the Logging Level for Calendar Server 7 Logs in GlassFish Enterprise Server
Using the scheduling Log

Using the commands Log

Calendar Server 7 Logging Overview

Calendar Server 7 maintains four types of log files:

® conmands - Stores information about requests that are sent to the server and information related
to each operation performed to satisfy those requests. The conmands log contains servlet and
core operation classes entries that are designed to help you monitor requests to the server and
help diagnose problems. For more information on the conmands log, see Using the commands
Log.

® errors - Stores error and debug-level information that is supplied by the server for use in
diagnosing problems.

®* schedul i ng - Stores information on scheduling actions, showing when invitations are enqueued
and dequeued.

®* tel enetry - Stores entire Calendar Server servlet request and response transcripts.

® scan - Beginning with Calendar Server 7 Update 2, stores information on virus scanning
actions.

Each of these files has a suffix of . #, which is a rollover number indicating that the log file was filled to its
maximum capacity and was rolled over to another file. The lowest numbered log file is the newest.

Each log file has its own configuration attribute that controls the log file location, maximum size, and log
level.

The Calendar Server log files are kept separate from the GlassFish Enterprise Server log files. The
GlassFish Server log files are maintained in the ${ APPSERVER_DOVAI N} / | ogs directory, where

${ APPSERVER DOMAI N} is the path to the respective container's base directory, for example,

/ opt / SUN\WAappser ver / donai ns/ domai nl/ . Even though the container's log file is the root log file,
by default, information that is logged to the Calendar Server's log files is not logged to the container's log
file.

To Log Calendar Server Information to Application Server Log File

Calendar Server sets its | ogToPar ent flag to f al se by default, preventing logging of information to the
Application Server log file.

To log calendar information to both the Application Server log file (ser ver . | og) and the Calendar
Server log file (cal endar . 0)):

® Setthel og. dav. conmands. | ogt opar ent parametertotrue:

davadm n config nodify -u adm n -o | og.dav. commands. | ogt oparent -v
true

To Configure Calendar 7 Log Files
® Use the davadmin utility to configure the Calendar Server 7 log file parameters as shown in the

following table.
For more information on each of the configuration parameters and their default values, see
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Calendar Server 7 Configuration Parameters.
The following table shows the log file parameters.

Calendar Server Log File Parameters

Parameter Description

| og. dav. name Specifies the log file directory path
.l ogdir

| 0og. dav. name Specifies the log level:

. 1 ogl evel

®* SEVERE: Logs catastrophic errors.

®* WARNI NG Logs major errors or exceptions with the system.

® | NFO Logs general informational messages. This is the default level. Any
information logged at this level is placed in the log file.

® FI NE: Logs general debugging and tracing information to show the higher
level flow through the code or more detailed information about a problem.

® FI NER: Logs finer grain details than FI NE.

®* Fl NEST: Logs the finest grain details of code flow or problem information.
Turning on logging at this level could cause massive amounts of data to
be put into the log file, making it hard to parse.

| og. dav. name Sets a flag to enable logging to the GlassFish Enterprise Server log file, in
. | ogt opar ent addition to the Calendar Server logs
| og. dav. name Specifies the maximum number of log files

. max| ogfiles

| 0og. dav. name Specifies the log file's maximum size
. maxl ogfil esi ze

Where name can be cormands, errors, schedul i ng, t el enetry, or scan, depending on which log
file type you want to configure. The name to use to get the Calendar Server logs is err or s.

To View the Document Store Logs

®* The document store logs are located in the datadir/ | ogs directory. Change to this directory to
view the log files.

To Set the Logging Level for Calendar Server 7 Logs in GlassFish Enterprise Server

You can set the logging level for Calendar Server logs in the GlassFish Enterprise Server logs, using the
Admin Console.

1. In a browser, access the Admin Console, for example:

http://exanpl e.com 4848

2. Type the administration user name and password, specified when you installed the product, and
click Log In.

In the Admin Console, click the Logging tab.

Click the Logging Settings tab.

At the bottom of the page add a logger and set its level by clicking the Add Properties button.
For the Name, the logger should have the root logger name, com sun. conms, or a package
name, such as com sun. coms. davser ver. cor e. For the Value, type any of the following

ok w
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values (listed from highest to lowest):

SEVERE

WARNI NG

I NFO

CONFI G

FI NE

FI NER

FI NEST

OFF

Messages at the selected level or higher appear in the log. The default level is | NFO, so the
log will contain messages of | NFO, WARNI NG, or SEVERE levels.
6. When done, click Save.

Using the scheduling Log
The following table explains the scheduling codes in the schedul i ng log file.

Codes Used in Scheduling Log Files

Code Log Level Needed Description

E I NFO Enqueuing of an inbound scheduling message

J I NFO Rejection of attempted enqueue

DL FI NE Successful dequeue for a local recipient

DE FI NE Successful dequeue for an external (iISchedule) recipient

DM FI NE Successful dequeue for an iMIP recipient

e I NFO Temporary failure to dequeue for an external (iSchedule) recipient
01/ I NFO Temporary failure to dequeue for an iMIP recipient.

R I NFO Permanent failure to dequeue

By default, enqueues are logged, as well as unsuccessful dequeues, such as wrong user, temporary
errors, and so on. To see successful dequeues in the log, you need to set the schedul i ng log level to
at least FI NE.

The following log sample shows sample dequeues and enqueues.
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[ 2012- 06-01T16: 26: 56. 018+0200] E

"allbdb82- 422al1l1ldd- 8002d2ed- c263972e@xanpl e. com cal endar - out box/ REQUEST- 1338%
6954475. scen REQUEST nmilto:janes. smth@xanpl e. com

mai | t o: ron. whi te@xanpl e. com "1. 2; Del i ver ed"

[ 2012- 06- 01T16: 26: 56. 019+0200] E

"allbdb82- 422al11dd- 8002d2ed- c263972e@xanpl e. com cal endar - out box/ REQUEST- 1338¢
6954475. scen REQUEST nmi |l to:janes. sm t h@xanpl e. com

mai | to: mary. j ones@xanpl e. com " 1. 2; Del i ver ed"

[ 2012- 06-01T16: 26: 56. 083+0200] DL

"allbdb82- 422al11dd- 8002d2ed- c263972e@xanpl e. com cal endar - out box/ REQUEST- 1338¢
6954475. scen REQUEST nmi |l to:janes. sm t h@xanpl e. com

mai | t o: ron. whi t e@xanpl e. com " Success"

[ 2012- 06-01T16: 26: 56. 239+0200] DL

"allbdb82- 422a11dd- 8002d2ed- c263972e@xanpl e. com cal endar - out box/ REQUEST- 1338¢
6954475. scen REQUEST nmil to:janes. sm t h@xanpl e. com

mai | to: mary. j ones@xanpl e. com " Success”

invitation fromjanmes to ron and nary with U D "6954475. scen" was subnitted
(E) at "2012-06-01T16: 26: 56. 018+0200" and del i vered at
2012-06-01T16: 26: 56.083 to ron and at 2012-06-01T16: 26:56.239 to nary

This example shows the following information:

Timestamp

Scheduling codes (E,DL)

Relative URI of scheduling message being processed
iCalendar UID of the event/tasks

Type of message (iTIP REQUEST, REPLY)
Originator

Recipient

iTIP detailed status code

NGO~ WNE

Using the commands Log

The following functionality documented in this section was introduced in Calendar Server 7
Update 2 Patch 5.

The Calendar Server commands log contains per servlet entries that are designed to help monitor
requests to the server and help diagnose problems. Starting with Calendar Server 7 Update 2 Patch 5,
the commands log is enhanced to pass additional information, including the principal account that logged
in and what operations were done from that account.

The commands log records contain three set fields and one variable field:

commands Log Fields
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Field Description

Time Identifies when the log entry is created.
stamp

Sequence  Unique number for each request.
Servlet Name of the Calendar Server servlet that handles the request.

Variable | Logs information about the start and end of specific internal server operations..
For HTTP commands that are logged from the servlet layers, this field also logs the HTTP
request coming in with a [ REQ , the HTTP method, URI information, IP address, host
name, and port, as well as the user principal information for that request. The
corresponding response is marked as [ RES] , followed by an HTTP status.

The following log entries are for a simple CalDAV query of a calendar event performed by
cal user 8@xanpl e. com

[2011-11-16T11: 50: 21. 512-0700] <22> DavServl et[ REQ CET
/ davserver/ dav/ hone/ cal user 8@xanpl e. conif cal endar/test.ics 127.0.0.1
| ocal host: 8080{ pri nci pal : cal user 8@xanpl e. cont

[2011-11-16T11: 50: 21. 512-0700] <22> DavServlet----- {aut henticated princi pal
cal user 8@xanpl e. con}

[2011-11-16T11:50: 21. 512-0700] <22> DavServlet----- Aut henti cati on

cal user8@xanpl e.com | ogi n_ti me=0.0 secs,start_service_tinme=0.0 secs.
[2011-11-16T11:50: 21. 513-0700] <22> DavServlet----- Get

/ davserver/ dav/ hone/ cal user 8@xanpl e. coni cal endar/test.ics start.
[2011-11-16T11: 50: 21. 517-0700] <22> DavServlet----- Get end. Processing
ti me=0. 0040 secs.

[2011-11-16T11:50: 21.517-0700] <22> DavServlet----- Get

/ davserver/dav/ hone/ cal user 8@xanpl e. conif cal endar/test.ics start.
[2011-11-16T11: 50: 21. 521-0700] <22> DavServlet----- Get end. Processing

ti me=0. 0040 secs.
[2011-11-16T11: 50: 21. 526- 0700] <22> DavServl et[ RES] [200] Command executi on
tinme: 0.014 secs

The following log entries are from a |l i st _subscri bed. wecap command executed by user
ar naud@xanpl e. com
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[2011-11- 14T13: 48: 36. 504- 0700] <2056> WCAPServl et [REQ GET
/ davserver/wcap/ | ogi n. wcap?user =ar naud&passwor d=*****&f nt - out =t ext / xmi
127.0.0. 1 | ocal host: 8080{pri nci pal : arnaud@xanpl e. con}

[2011-11-14T13: 48: 36. 504-0700] <2056> WCAPServl et----- {aut henti cat ed
princi pal: arnaud@xanpl e. con}

[2011-11-14T13: 48: 36. 504- 0700] <2056> WCAPServl et----- Aut henti cati on:
ar naud@xanpl e.com |l ogin_tine=0.0 secs,start_service_tinme=0.0 secs.
[2011-11-14T13: 48: 36. 504- 0700] <2056> WCAPServl et----- Sear ch

/ hore/ ar naud@xanpl e. com start. scope=SCOPE_ONE

filter={DAV: }resourcet ype=DEFAULT_CALENDAR

[2011-11-14T13: 48: 36. 507-0700] <2056> WCAPServl et----- Search end. Processing
ti me=0. 0030 secs. NbEval uat edNodes=2, NoMat chi ngNodes=1

[2011-11-14T13: 48: 36. 509- 0700] <2056> WCAPSer vl et[ RES] [200] Commrand
execution tine: 0.0060 secs

[2011-11-14T13: 48: 36. 565-0700] <2057> WCAPServl et [REQ GET

/ davserver/wcap/list_subscri bed. wcap?i d=W5a505a75- cf 21- 4d68- 90b6- 35095ad51cché
127.0.0.1 | ocal host: 8080{ aut henti cated princi pal : arnaud@xanpl e. con}
[2011-11-14T13: 48: 36. 596-0700] <2056> WCAPServlet-----

Li st Subscri bedCal endars / hone/ ar naud@xanpl e. conf cal endar _subscri bed_set
start.

[2011-11-14T13: 48: 36. 596- 0700] <2056> WCAPServl et----- CGet
/ hone/ ar naud@xanpl e. conl cal endar _subscri bed_set start.
[2011-11-14T13: 48: 36. 598-0700] <2056> WCAPServl et----- Get end. Processing

ti me=0. 0020 secs.

[2011-11-14T13: 48: 36. 600-0700] <2056> WCAPServl et-----

Li st Subscri bedCal endars end. Processing tinme=0.0040 secs.

[2011-11-14T13: 48: 36. 600- 0700] <2056> WCAPServl et----- Sear ch

/ hone/ ar naud@xanpl e. coml start. scope=SCOPE_ONE

filter=| ({DAV: }resourcet ype=CALENDAR) ({ DAV: } r esour cet ype=DEFAULT_CALENDAR)
[2011-11-14T13: 48: 36. 612-0700] <2056> WCAPServlet----- Search end. Processing
ti me=0.012 secs. NbEval uat edNodes=10, NbMat chi ngNodes=5

[2011-11-14T13: 48: 36. 613-0700] <2057> WCAPSer vl et [ RES] [200] Conmand

execution time: 0.049 secs

[2011-11-14T13: 48: 36. 668-0700] <2058> WCAPServl et [REQ GET

/ davserver/wcap/list_subscribed. wcap?i d=Wsa505a75-cf 21- 4d68- 90b6- 35095ad51cché
127.0.0.1 | ocal host: 8080{ aut henti cated princi pal: arnaud@xanpl e. con}
[2011-11-14T13: 48: 36. 668-0700] <2056> WCAPServl et-----

Li st Subscri bedCal endars / hone/ ar naud@xanpl e. conf cal endar _subscri bed_set

start.

[2011-11-14T13: 48: 36. 668-0700] <2056> WCAPServl et----- Cet
/ hone/ ar naud@xanpl e. conl cal endar _subscri bed_set start.
[2011-11-14T13: 48: 36. 670- 0700] <2056> WCAPServl et----- Get end. Processing

ti me=0. 0020 secs.

[2011-11-14T13: 48: 36. 672-0700] <2056> WCAPServlet-----

Li st Subscri bedCal endars end. Processing time=0.0040 secs.
[2011-11-14T13: 48: 36. 672-0700] <2056> WCAPServlet----- Sear ch

/ hone/ ar naud@xanpl e. coml start. scope=SCOPE_ONE

filter=| ({DAV: }resourcet ype=CALENDAR) ({ DAV: } r esour cet ype=DEFAULT_CALENDAR)
[2011-11-14T13: 48: 36. 691-0700] <2056> WCAPServl et----- Search end. Processing
ti me=0. 019 secs. NbEval uat edNodes=9, NbMat chi ngNodes=4
[2011-11-14T13: 48: 36. 692-0700] <2058> WCAPSer vl et [ RES] [200] Comrand
execution time: 0.025 secs

In this example, following the initial | ogi n. wcap command, the test issued multiple
list_subscribed. wcap conmands to the Calendar Server WCAP servlet by using the same session
ID obtained from the | ogi h command. Starting in Calendar Server 7 Update 2 Patch 6, the email
address of the user principal who issues the request is also included as part of the fourth field, between
curly braces.
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Administering Calendar Server Access

Calendar Server uses Access Control Lists (ACLs) to determine access control for calendars and
scheduling.

The following features documented in this section were introduced in Calendar Server 7
Update 1.

Topics in this section:

Overview of ACLs

Calendar Access Controls

Scheduling Access Controls

Setting Access Control for LDAP Groups
Retrieving Access Control Information
Configuration Parameters for Access Control
Command-Line Utilities for Access Control
WCAP Commands for Access Control
Managing Domain ACLs

Managing Dynamic Group ACLs

Overview of ACLs

An Access Control List (ACL) consists of one or more Access Control Entries (ACEs), which are strings
that grant a particular level of access. ACEs collectively apply to the same calendar or component, or in
the case of scheduling, to an account. Each ACE in an ACL must be separated by a semicolon. Multiple
ACE strings can apply to a single calendar or a single account.

ACLs are denied unless explicitly granted. Some control access is "built-in" to Calendar Server. For
example, calendar owners have full access to their calendars. Granting of a particular ACE means
implicitly granting anything considered a "lower" ACE.

ACEs are in the form, ace_principal: right, where ace_principal can be "@" for all, "@domain" for a
domain, "user@domain" for a user and "group@domain” for a group. See Calendar Access Controls for
ACE rights for calendars and scheduling.

ACEs function in the following way:

® More specific access rights override other access rights.

® Access rights granted to a specific user are more specific than rights granted to a user as member
of a group.

® Rights granted as part of the "all" users setting are considered least specific.
If a user is a member of multiple groups, the highest level of access granted individually by any
one of the groups is the access level of the user.

® Calendar Server access control does not take into consideration nesting levels within each group.

You set Calendar Server access controls by using either the davadmin command or WCAP commands.

Calendar Server uses the acl parameter to facilitate storing of the ACE strings. The acl parameter is a
semicolon-separated list of ACE strings.

Calendar Access Controls

You can set the following four levels of calendar access controls on each calendar collection:
® none (level n)

® read (levelr)
® read+write+delete (level w)
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® read+writet+delete+manage (level a)

An ACE is granted to all (@), domain, user or group. Definition of "all" is made server-wide through the
davcore. acl . cal endar anonynousal | configuration parameter. If set to false, "all" does not include
unauthenticated users. Users and groups are represented by their mai | address. If you change the
davcore. acl . cal endar anonynousal | parameter, the change does not affect ACLs that were
previously configured. Changing davcor e. acl . cal endar anonynousal | only affects new ACLs.

The following example shows an ACE in which all users get read access, user A@xanpl e. comgets
read, write, delete, and manage access, and all members of gr oupA@xanpl e. comget read, write, and
delete access.

@ ; user A@xanpl e. com a; gr oupA@xanpl e. com w

The davcore. acl . def aul t cal endar acl configuration parameter defines a default ACL for all
calendar collections. You can change this value by using the davadm n confi g command. Calendar
Server 7 uses default ACLs for all calendars for which ACLs are not explicitly set.

Scheduling Access Controls

You can set scheduling permissions for an account, which are used for checking a user's freebusy
information, inviting a user, and inviting on behalf of a user. The four levels of scheduling access levels
are as follows:

none (level n)

freebusy (level f)

freebusy+schedule_invite (level s)
freebusy+schedule_invite+manage (level m)

An ACE is granted to all (@), domain, user or group. Definition of "all" is made server-wide through the
davcore. acl . schedul i nganonynousal | configuration parameter. If set to false, "all" does not
include unauthenticated users.

You define a default ACL for scheduling by using the davcor e. acl . def aul t schedul i ngacl
configuration parameter.

To invite someone else, you need to have a scheduling right of at least s for that user.
Setting Access Control for LDAP Groups

In addition to granting calendar and scheduling ACEs to users, you can grant them to LDAP groups. The
group is represented by its mail address just like a user. An ACE granted to a group is effective for all
members of the group. Any user-specific ACEs granted to a group member override the ACEs granted
through group membership.

When evaluating group members for ACL evaluation, only internal group members are considered. That
is, only members defined in LDAP by using their DN, directly using the uni quenmenber attribute, or
indirectly as an LDAP URL that resolves to member DNs belonging to the group by using the

menber ur | attribute, are considered for ACL evaluation.

Retrieving Access Control Information
You use the davadni n command or WCAP commands get_calprops.wcap, search_calprops.wcap, and

get_accountprops.wcap to retrieve the access control rights of a logged-in user to a particular calendar,
or user. The ACL itself is viewable by owners, administrators, and those users with manage rights only.
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All other users can get their access rights through the X- S1CS- MYRI GHTS property that is returned by
the get and sear ch commands. The value of this property is either calendar-level rights (n, r, w, or a);
or scheduling rights (n, f , s or n), depending on the WCAP call.

Configuration Parameters for Access Control

The following table describes the configuration parameters that Calendar Server uses for access control.

Access Control Configuration Parameters

Parameter Description

davcore. acl . def aul t cal endar acl Specifies the default access control settings
used when creating a new user calendar. The
default is: ™"

davcore. acl . def aul t schedul i ngacl Specifies the default access control used for

scheduling that is set on a scheduling inbox
creation (from the server configuration
parameter). The defaultis: @ s

davcore. acl . cal endar anonynousal | Determines if al | (@ includes anonymous
principals for user calendar access. The
defaultis: true

davcore. acl . schedul i nganonynousal | Determines if al | (@ includes anonymous
principals for scheduling access. The default
is:true

davcore. acl . def aul tresour cecal endar acl Specifies the default access control settings

used when creating a new resource calendar.
The defaultis: @ r

davcore. acl . def aul tresour ceschedul i ngacl Specifies the default access control settings
set on scheduling inboxes of resource
calendars. The defaultis: @ s

See Calendar Server 7 Configuration Parameters for more information on these access control
configuration parameters.

Command-Line Utilities for Access Control

Use the davadmin calendar to get or set calendar ACLs for calendars and the davadmin account
command to get or set scheduling ACLs for access control.

WCAP Commands for Access Control

Use get_accountprops.wcap and set_accountprops.wcap to access and set an account's scheduling
rights. Use get_calprops.wcap and set_calprops.wcap to access and set the access rights to a calendar.
Use search_calprops.wcap to view a user's "MYRIGHTS" (privilege level of access to other users'
calendars).

Managing Domain ACLs

Starting with Calendar Server 7 Update 2, domain ACLs control calendar operations that span multiple
domains. Calendar Server 7 combines domain ACLs with the calendar and scheduling ACLs to grant or
deny levels of access to any calendaring or scheduling operation. All operations within a single domain
rely strictly on the calendar and scheduling ACLs.
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For more information, see Managing Domain Access Controls.
Managing Dynamic Group ACLs

Starting with Calendar Server 7 Update 2, the group ACL feature now supports the use of dynamic
groups. A dynamic group in LDAP uses the member URL attribute to specify an LDAP filter for the
membership of the group. For example, the following URL uses a "department=marketing" filter for group
membership:

[l dap:///o=ntom con??sub?(depart ment =mar ket i ng) ]

Users that are determined to be members through the search filter are granted whatever access is given
to the group in the ACL.

Administering Scheduling Options

This section describes how manage Calendar Server scheduling rules, booking window, and LDAP
group invitation.

Topics in this section:

Configuring Scheduling Options
Modifying Calendar Booking Window
Modifying Calendar Double Booking
Inviting LDAP Groups

Configuring Scheduling Options

Calendar Server processes incoming invitations and delivers them to recipients, including delivery to
default calendars for internal recipients, without any extra client interaction. If you need Calendar Server
to perform additional checks and processing during scheduling, configure the at t endant f | ag of the
recipient's inbox by using either the davadm n account command or the set_accountprops.wcap
command.

The at t endant f | ag properties are:

® Auto Decline of Recurring Meetings. You can disallow recurring meetings for some resource
calendars. Any invitation for a recurring meeting received on such a calendar is declined,
regardless of its availability.

® Auto Decline on Scheduling Conflict. Calendar Server performs an upfront freebusy check on
internal recipients and rejects the invitation if the scheduling results in a conflict and the recipient
is set up to auto decline on conflict.

® Auto Accept of invitation. Calendar Server can automatically accept incoming invitations if the
recipient is set up for it.

Default settings of the flag are determined by the following configuration parameters:
® davcore. aut ocreat e. cal att endant user f | ags: default value for users (0 = no auto
accept, no auto decline booking conflict, no recurrence check on invitations)

® davcore. aut ocreat e. cal att endant r esour cef | ags: default value for resource calendars
(3 = auto accept invitation and auto decline on booking conflict)

Modifying Calendar Booking Window
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The davcor e. schedul i ng. mi nbooki ngwi ndow configuration parameter was introduced
in Calendar Server 7 Update 3.

Topics in this section:

® Calendar Booking Window Overview
® To Configure a Booking Window

Calendar Booking Window Overview

The booking window is the scheduling time frame that determines how far into the future a calendar or
resource can be booked. The optional ni nbooki ngwi ndow setting calculates the earliest date and time
when a reservation can be made on a calendar for an event starting on a specific date and time. The
maxbooki ngwi ndow setting defines the latest date and time when a resource can be reserved for an
event starting on a specific date and time.

If the mi nbooki ngwi ndow value is defined, scheduling for an event at a certain time can occur only if
the current time is equal to or greater than the date and time calculated by subtracting this value from the
event's proposed start time. If the m nbooki ngwi ndow setting is not defined, then bookings can be
made at any time before the end of the booking window. The mi nbooki ngwi ndowtakes a value in the
range of 0 to 2 Gbytes. A negative integer value indicates that the minbooking window is not honored
during a freebusy check. The default value is - 1.

The maxbooki ngwi ndow setting (the default value is 365 days) defines the latest date and time when a
calendar or resource can be reserved for an event starting on a specific date and time. If the current time
is equal to or before the value obtained by subtracting the maxbooki ngwi ndow value from the start date
and time of the event, then the invitation is successful. If this setting is absent, then the scheduling can
occur any time from m nbooki ngwi ndow. The maxbooki ngwi nhdowtakes a value in the range of 0 to 2
Gbytes.

Taken together, the m nbooki ngwi ndow and maxbooki ngwi ndow settings provide the window of time
events can be scheduled on the calendar, relative to the scheduling time. If a single event's timing is
outside that window or a recurring event's instances go beyond the window (either before the minimum
bound or after the maximum bound), all instances of the event are declined. Otherwise, only instances
that are in conflict with other events are declined, if double booking is disallowed. In the case when no
minimum bound is set, the event is autodeclined only when any instance is beyond the upper bound
specified by maxbooki ngwi ndow settings.

In the case when no minimum bound is set, the event is autodeclined only when any instance is beyond
the upper bound specified by maxbooki ngwi ndow settings.

You set the global booking window settings by the davcor e. schedul i ng. m nbooki ngwi ndow
parameter (introduced in Calendar Server 7 Update 3) and the

davcor e. schedul i ng. maxbooki ngwi ndow parameter. Starting with Calendar Server 7 Update 3,
you can override the global minimum and maximum values by using account-specific settings. These
account-level minimum and maximum booking window properties are stored as scheduling inbox
collection properties.

In general, only use the davcor e. schedul i ng. mi nbooki ngwi ndow parameter for specialized
resources or ones that require upfront time to be readied. For example, you might have a conference
room that needs to be configured for Internet connectivity and it normally takes a week to do so. In this
case, you would set the davcor e. schedul i ng. m nbooki ngwi ndow parameter to 7 (days). The
conference room resource calendar would then only be available for booking 7 days in advance.
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) Note
Calendar Server performs a booking window check only if the account is set up to decline

on doublebooking or when outside of booking window, that is, if the attendant flag for the
davcor e. aut ocr eat e. cal att endant user fl ags or

davcor e. aut ocr eat e. cal att endant r esour cef | ags configuration parameters is
set only to 2, 3, 6, or 7. For information on double booking, see Modifying Calendar Double
Booking.

To Configure a Booking Window

To configure both the minimum and maximum booking windows for accounts, you can use either the
davadmi n command or the set _account pr ops. wcap interface. In absence of an account property,
Calendar Server defaults to using the corresponding system-wide booking window configuration. For
example:

® davadni n command:

davadm n account nodify -a resourcel@xanpl e.com -y
m nbooki ngwi ndow=10, maxbooki ngwi ndow=365

® set _account props. wcap command:

$(wcapbase) / set _account props. wcap?account =$(r esour ceEmai | ) & nbooki ng'

The minimum and maximum booking window settings are used only if the attendant flag is also set
appropriately, that is, set to 2, 3, 6, or 7.

Modifying Calendar Double Booking

This feature is available starting in Calendar Server 7 Update 3.

Double booking is the ability to schedule and display two events on a calendar at the same time.
Calendar Server keeps track of double booking based on a per-account property. You can use the
following ways to control double booking:

1. Use account autocreation to automatically assign the double-booking property flag. Additionally,
you can control the value assigned during autocreation on a per-account basis by using specific
LDAP values in the account's LDAP entry.

2. Manually create accounts with the desired property flag setting.

3. Modify the value of an existing account by using the davadm n account command or a client

that uses the wcap_set account pr ops command.

) Note

This feature concerns double booking by invitation only. It does not prevent users with
write permission from double booking the calendar by directly creating events in it.

Topics in this section:

¢ Controlling Double Booking When Creating Accounts Automatically
®* To Modify Configuration Parameters That Control Double Booking
® To Override the Account Autocreation Through LDAP
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® Manually Creating Accounts
® To Modify Double Booking on Existing Accounts

Controlling Double Booking When Creating Accounts Automatically

Because autocreation of calendar accounts happens when users log in to Calendar Server, you create
users by provisioning the users in LDAP then providing instructions for logging in. For more information,
see To Provision Calendar Users Automatically Upon Login.

The two Calendar Server "autocreate" configuration parameters that control double booking are:

® Forusers: davcor e. aut ocr eat e. cal at t endant user f | ags (default is 0, no auto decline, no

auto accept)
®* Forresources: davcor e. aut ocr eat e. cal att endant r esour cef | ags (default is 3, auto

decline and auto accept)

Both configuration parameters take the options described in the following table. Double booking is
allowed on calendars when the value of these
attendant flag options is 0, 1, 4, or 5.

Flag Options

Option  Description

Value

0 Does not perform autoaccept, does not check booking conflict, does not check recurrence on
invitations

1 Automatically accepts invitations

2 Automatically declines if invitation results in booking conflict

3 Automatically accepts invitation and automatically declines on booking conflict

4 Automatically declines recurring meeting invitations

5 Automatically accepts invitations and automatically declines recurring meeting invitations

6 Automatically declines recurring invitations and invitations that cause a booking conflict

7 Automatically accepts invitations, automatically declines recurring invitations and invitations
that cause a booking conflict

© Note

At the system-wide level, if the davcor e. schedul i ng. al | owowner doubl ebooki ng
parameter is set to t r ue (the default value is f al se), then resource calendar owners can
double book the resource even if an attendant flag is set that prevents double booking.

To Modify Configuration Parameters That Control Double Booking
® Use the davadm n confi g nodi fy command to change double booking behavior.

For example, this command causes invitations for resources to be automatically accepted on
invitation and declined on booking conflict or if outside the allowed booking window.

davadm n config nodify -u admin -o
davcore. aut ocr eat e. cal att endantresourceflags -v 3

This command configures the system to not perform autoaccept, not check booking conflict, and
not check recurrence on invitations for users:

davadnm n config nodify -u admn -o
davcore. aut ocreat e. cal att endantuserflags -v 0
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To Override the Account Autocreation Through LDAP

You can use LDAP to override the double booking value that is set on individual accounts during
autocreation.

1. Check the value of the davcore. | dapattr.i csdoubl ebooki ng configuration parameter and
change if necessary.
The value is an LDAP attribute that controls the double booking setting used during autocreation.
By default, this attribute is i csDoubl ebooki ng.

# ./davadnmin config |ist -o davcore. | dapattr.icsdoubl ebooki ng
Ent er Admi n password:
davcore. | dapattr.icsdoubl ebooki ng: icsDoubl eBooki ng

2. Update the account's entry in LDAP.
For example, if you use the i csDoubl ebooki ng attribute, a value of 1 enables double booking,
and a value of 0 prohibits double-booking. The autoaccept behavior is also controlled similarly.
The default attribute that controls autoacceptis i csAut oaccept}}tand it is defined by
the {{davcore.|dapattr.icsautoaccept configuration parameter.

Manually Creating Accounts
Instead of relying on account autocreation (when a user logs in for the first time or a user or resource is
invited to an event for the first time), you can use the davadm n account creat e command to

explicitly create the account with the desired double booking flag setting.

For example, the following command creates a resource calendar that allows double booking and no
auto-accept:

davadm n account create -a "resource@xanpl e.conf -y "attendancefl ag=0"

© Note

For accounts created through the davadm n command, the same defaults for autocreation
are used if you do not specify a value.

To Modify Double Booking on Existing Accounts

® You can use the davadni n account nodi fy command to change the double booking behavior
of any account at any time.
For example, the following command modifies a resource calendar so that double booking is no
longer allowed:

davadmi n account nodify -a "resource@xanpl e.cont’ -y
"att endancef | ag=2"

Inviting LDAP Groups

The following features documented in this section were introduced in Calendar Server 7
Update 1.

You can invite entire groups in the LDAP directory as one attendee. The group is maintained as one
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attendee in the organizer's calendar, but the Scheduling Service expands the group and adds each
member as a recipient of the invitation. When storing the invitation in each recipients' calendar, that
recipient is added as an ATTENDEE, which is referenced as a member of the group. When a recipient
replies, that recipient is added as an individual ATTENDEE, also referenced as member of the initial
group in the organizer's calendar. This feature can be used to invite both static and dynamic groups in
LDAP.

The following configuration parameters control this feature:

® davcore. serverlints. maxgroupexpansi on - Limits the the level of nested group
expansion. By default, it is 3 (three levels deep)

® davcore.serverlinits. maxattendeesperi nstance - For scheduling, limits the number of
members as a result of group expansion. The default is 1000.

® davcore. | dapattr. dngroupnmenber =uniguemember,
davcore. | dapattr. url gr oupnenber =memberurl, and
davcore. | dapattr. mai |l gr oupnmenber =mgrprfc822mailmember - Specify the various type of
LDAP group memberships. davcor e. | dapat tr. dngr oupnenber is used for group members
specified as a DN, which denotes static membership. davcor e. | dapattr. url gr oupnenber is
used for group members specified through an LDAP filter, which denotes dynamic membership.
davcore. | dapattr. nmai |l grouprmenber is used for group members specified through an email
address.

If you have your own schema elements that follow the semantics of the preceding default settings, you
could add those attributes to the corresponding list by using a space delimited fashion.

Administering Resource Calendars

The following features documented in this section were introduced in Calendar Server 7
Update 1.

Topics in this section:

About Resource Calendars

To Provision Resource Calendars (commadmin)

To Provision Resource Calendars (Delegated Administrator Console)
To Manage a Resource Calendar's Mailbox

About Resource Calendars

Entities that can be scheduled but that do not control their own attendance status are called resources.
You provision resources in LDAP, either with Delegated Administrator or LDAP tools. See Messaging
Server, Calendar Server, and Contacts Server LDAP Object Classes and Attributes for object classes
and attributes required or allowed by Calendar Server 7. Once provisioned, the actual calendars are
automatically created on first invite, if auto-creation is enabled. You can also create the calendar account
with the default calendar for the provisioned resource by using the davadm n account create
command.

You can manage resource accounts and calendars just like user accounts and calendars. In addition,
you can set the resource account owner by using either the davadnmi n account or
set _account props. wcap commands.

The mai | LDAP attribute is required to be present for resource entries. Though resources do not check
email, Calendar Server uses this address value to identify and schedule the resource, and thus it must
be unique to the resource. You do not need to specify other values, such as owner's email address.
Depending on your site's requirements, you may choose to discard or manage the email that is sent to
resource email addresses. See To Manage a Resource Calendar's Mailbox for more information.
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) Note
When sharing a resource calendar and you do not receive the email notification advising of
the share in your local language then set the pr ef er r edLanguage attribute to be your
local language in the resource LDAP.

To Provision Resource Calendars (commadmin)

® See commadmin resource create. When you have multiple back-end hosts, use - Adavst or e:
backend - E email to provision the Calendar Server back-end host for the resource, where
backend is the JBDC resource name without the JBDC prefix. This is mandatory for:

® Multiple Calendar Server 7 back-end hosts
® Calendar Server 6 and Calendar Server 7 coexistent deployments

Example for one back-end host:

<da- base>/ bi n/ conmadmni n resource create -D adnmn -c bigdi pper -N "Big
Di pper Conference Room' -E bigdi pper @s. exanpl e.com -0 cal nmast er

The LDAP entry for this example resembles the following.

dn: ui d=bi gdi pper, ou=Peopl e, o=us. exanpl e. com o=i sp
cn: Bi g Di pper Conference Room

davuni quei d: d256e98e-f blc- 470e- 9f 78- eb80bc5e5ee8
i cscal endar: bi gdi pper @s. exanpl e. com

i csstatus: active

i netresourcestatus: active

mai | : bi gdi pper @Qis. exanpl e. com

obj ectcl ass: daventity

obj ectcl ass: inetresource

obj ectcl ass: icscal endarresource

obj ectcl ass: top

owner: ui d=cal master, ou=Peopl e, o=us.exanple.com o=isp
ui d: bi gdi pper

Example for multiple back-end host deployment:

<da- base>/ bi n/ conmadni n resource create -D cal master -d deno. exanpl e. com
-w password -u rooml -c rooml -N Roonl -A davstore: def aul t backend -E
rooml@eno. exanpl e. com

Notes:
® When using conmadmi n resour ce creat e, specify a resource owner with the - o owner

option, if you want a Convergence user to be able to subscribe to the calendar.
® The - o owner option can only used be on a uid in the same domain as the resource.

To Provision Resource Calendars (Delegated Administrator Console)

1. Log in to Delegated Administrator Console.
2. Select the organization in which to create the resource calendar.
3. Click the Calendar Resources tab.
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4. Click New.
The New Calendar Resource page is displayed.
5. Type the required resource information, including Resource ID, Calendar Resource Name, and
Resource Owner.
You cannot create a resource without a resource owner.
6. In a multiple back-end deployment, make sure that you type the correct calendar store.
7. Click Next.
The summary page is displayed.
8. Click Finish to create the resource.

To Manage a Resource Calendar's Mailbox

Use one of the following options for a resource calendar's mailbox:

® In the resource's LDAP entry, set the mail delivery option to forward and set the forwarding
address to the bitbucket channel.
Here is sample LDIF:

dn: ui d=cal resbhi t bucket, ou=Peopl e, o=exaanpl e. com o=dav
ui d: cal resbi t bucket

cn: Cal ResBit Bucket

descri ption: Conference Room

mai | : cal resbit bucket @xanpl e. com

icsStatus: active

obj ectd ass: top

obj ectd ass: inetresource

obj ect O ass: icscal endarresource

obj ect O ass: daventity

obj ect d ass: inetMil User

obj ectcl ass: inetlocal mailrecipient

i net ResourceStatus: active

owner: ui d=j ohn, ou=Peopl e, o=exanpl e.com o=dav

mai | Del i veryOption: forward

mai | For war di ngAddr ess: cal resbi t bucket @ channel : bi t bucket]
mai | host: icsmail.exanple.com

® Assign the resource a valid email address and manage its mailbox. Either assign the password
and management of that mailbox to the owner of the resource, or expire and expunge the email
account more aggressively, so that email does not build up.

Administering Timezones Support

Support for WCAP was introduced in Calendar Server 7 Update 1.

Topics in this section:
® About Timezones
® Adding New WCAP Timezones and Timezone Aliases
® To Add an Alias to an Existing Timezone

About Timezones

Timezones are an important part of any time and date based application like calendaring and scheduling.
Calendar Server uses the standard Time Zone Database, which is maintained by IANA, for timezone
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information. The timezone information is compiled and shipped along with Calendar Server. Each
Calendar Server patch is updated to the latest available Time zone Database.

Adding New WCAP Timezones

Calendar Server makes a subset of supported timezones available to WCAP clients. Calendar Server
derives the supported WCAP timezones to match those that the Convergence client supports. If you
modify the Convergence client to support a new timezone, you need to also add the new timezone to
Calendar Server's WCAP timezone list.

The list of WCAP timezones is derived from the list provided in the cal-svr-base
/config/tinezoneids.txt file. The file consists of the supported Time Zone Database t i nezonei d
strings followed by their aliases, if any. The alias names are separated by a colon character. The file has
one line per supported timezone.

For more information on how this works with Convergence, see Customization Example - Adding and
Modifying Calendar 7 Timezones in Convergence 2.

To Add an Alias to an Existing Timezone

The following task applies to WCAP clients that use timezone aliases. Currently, the Convergence client
does not support timezone aliases.

1. Edit the cal-svr-base/ confi g/ ti nezonei ds. t xt file.

2. Find the corresponding timezone line and add a colon followed by the new alias name at the end
of the line.
For example, to add the alias US West Coast to the Aneri ca/ Los_Angel es timezone entry,
change:

Ameri ca/ Los_Angel es: Pacific Standard Ti ne: US/ Pacific

to
Aneri ca/ Los_Angel es: Pacific Standard Ti ne: US/ Paci fic: US West Coast

3. Restart Calendar Server.
See Stopping and Starting Calendar Server.

To Add a New Timezone

Find the timezone or its equivalent in the list of Time Zone Database supported by the server.
Edit the cal-svr-base/ confi g/ ti mezonei ds. t xt file.

Add an entry for that timezone ID to the end of the file.

If you prefer a different name, add that name as an alias too, by adding a colon and the name
following the timezone ID entry.

Restart Calendar Server.

See Stopping and Starting Calendar Server.

PP

o,

Customizing Calendar Notifications

Calendar Server 7 provides preformatted notification messages to be sent to calendar owners when
changes occur in calendar resources and properties. You can customize these files for your own
deployment. See Using Calendar Server 7 Notifications for details.

Administering the Calendar Server Back End Databases
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Topics in this section:

® Administering the MySQL Database
® Administering the Oracle Database

Administering the MySQL Database

The following links provide information about administering MySQL. For more information, consult the
MySQL documentation directly.

Starting and Stopping MySQL Automatically

MySQL Server and Server-Startup Programs

MySQL Administrative and Utility Programs

Best Practices for Backing Up and Restoring Databases in Calendar Server Deployments

) Caution
You can view contents of the back-end store by using standard MySQL tools. Do not use
MySQL tools to modify your data.

Administering the Oracle Database

The following links provide information about administering Oracle Database. For more information,
consult the Oracle Database documentation directly.

® Starting and Stopping Oracle Database

® Administering Oracle Database
® Best Practices for Backing Up and Restoring Databases in Calendar Server Deployments

i Caution
You can view contents of the back-end store by using standard Oracle Database tools. Do
not use Oracle Database tools to modify your data.

Backing Up and Restoring Calendar Server Data

See Best Practices for Backing Up and Restoring Databases in Calendar Server Deployments.

Removing Unwanted Calendar Data to Reclaim Space

Topics in this section:

® Purging Deleted Calendar Entries
® Purging Messages from the Calendar Inbox and Outbox

Purging Deleted Calendar Entries

When calendar data is deleted, either by users deleting events and tasks, or by using the davadni n
account del et e, the data is only marked for deletion. The data is actually purged from the calendar
database when the expiry time is reached. The default expiry time is 30 days and is controlled by the
st ore. dav. def aul t backend. pur gedel ay configuration parameter. For more information on this
parameter, see Calendar Server 7 Configuration Parameters.

Purging Messages From the Scheduling Inbox and Outbox
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The ability to purge messages from the scheduling inbox and outbox was introduced in
Calendar Server 7 Update 1 Patch 3.

Oracle Communications Calendar Server 7 supports implicit scheduling. The actual scheduling process
involves writing of the iTIP request to the sender's calendar outbox, then posting it to the recipients'
inboxes, and eventually writing to the recipients’ default calendars. The interim iTIP messages are stored
as resources in the Calendar Server users' scheduling outbox and inbox. Prior to Calendar Server 7
Update 2 Patch3, these messages were deleted only if the end user or the end user's client explicitly
deleted them. This could have lead to those collections growing indefinitely. Starting with Calendar
Server 7 Update 1 Patch 3, you can automatically purge these resources in the outbox and inbox
collections.

To set the interval to purge messages from the scheduling outbox and inbox, use the

davcor e. schedul i ng. cal endar out boxexpi ryti me and

davcor e. schedul i ng. cal endari nboxexpi ryti nme parameters. For more information on these
options, see the Calendar Server 7 Configuration Parameters. These parameters enable you to set the
expiration time for scheduling messages in all the users' outbox and inbox.

For each parameter, specify the number of seconds after which the resources in the outbox/inbox should
be deleted. The default for davcor e. schedul i ng. cal endar out boxexpi ryti ne is 604800 seconds
(7 days), and the default for davcor e. schedul i ng. cal endar i nboxexpi ryti nme is 2592000
seconds (30 days).

Troubleshooting Calendar Server 7

See Calendar Server 7 Troubleshooting.

Where to Go for More Information

See the following Calendar Server 7 reference information:

Calendar Server 7 Command-Line Utilities
Calendar Server 7 Configuration Parameters
Calendar Server Supported Standards
Communications Suite Schema Reference
Calendar Server 7 Configuration Reference
Calendar Server and Directory Server Integration
Calendar Server Common Topics

Calendar Server Clients
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Chapter 2. Calendar Server 7 Performance Tuning

Oracle Communications Calendar Server Performance Tuning

information for Calendar Server 7.0.4.15.0 and will not be updated
cumentation beginning with Calendar Server 7.0.5.17.0, see the
etwork site at:

Y AN-OTacle.com/technetwork/documentation/oracle-communications-185806.html

This information describes how to tune your Calendar Server deployment.
Topics:

Calendar Server 7 Tuning

Sun GlassFish Enterprise Server Tuning
MySQL Server Tuning

Oracle Solaris CMT Server Tuning
Reference

Calendar Server 7 Tuning

The Calendar Server logging function is I/O intensive. For optimal performance, decrease the log level to
I NFO. Another option is to store the log directory on a fast storage system, such as a solid-state (SSD)
system.

®* To change the log level:

.......................................................................................................................................................

$ davadnmin config -o |l og.dav.errors.|oglevel -v INFO
$ davadnin config -o | og.dav.commands. | ogl evel -v | NFO

Sun GlassFish Enterprise Server Tuning

The following configuration is for a medium-sized deployment. Adjust the values accordingly for your
deployment.

®* JVM Options
¢ JDBC Pool
* HTTP

JVM Options
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- XX: +UseParal | el O dGC

- XX: Par al | el GCThr eads=6
- Xms3200m

- XX: MaxPer ni ze=192m
-server

-Dsun. rm . dgc. server. gcl nt erval =1800000
-Dsun.rm .dgc.client.gclnterval =1800000

- Xmx3200m
- XX: NewRat i 0=2

JDBC Pool

max- pool - si ze=200
cachePrepSt m s=true
prepSt nt CacheSi ze=512

HTTP

http-service

keep-alive max-connections
thread-count
timeout-in-seconds

request-processing header-buffer-length-in-bytes
initial-thread-count
request-timeout-in-seconds
thread-count
thread-increment

connection-pool max-pending-count
queue-size-in-bytes
receive-buffer-size-in-bytes

send-buffer-size-in-bytes
http-listener

acceptor-threads 1
accessLoggingEnabled false

xpowered-by false

MySQL Server Tuning

250
25
30
16384
10
20
50
10
4096
4096
4096
8192

Configure the cache size and max connection size. For example:
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back_Il og = 50

max_connections = 200

bi nl og_cache_si ze = 1M

nmax_heap_t abl e_si ze = 64M

sort_buffer_size = 8M

join_buffer_size = 8M

t hread_cache_size = 8

t hread_concurrency = 8

guery_cache_si ze = 64M

gquery_cache_limt = 2M

ft_mn_wrd_len =4

memr ock

thread_stack = 192K

transaction_i sol ati on = REPEATABLE- READ ( Cal endar Server 7 Update 1 and
prior rel eases)

transaction_isol ation = READ-COW TTED (starting wi th Cal endar Server 7
Update 2)

tnp_tabl e_size = 64M

| og- bi n=nysql -bin

expire_| ogs_days=1

bi nl og_format =row (Cal endar Server 7 Update 1 and prior releases)
bi nl og_format=ni xed (starting with Cal endar Server 7 Update 2)
sl owquery-log = 1

long_query_tine = 2

| og_l ong_f or mat

tnpdir = /tnp

nnodb_addi ti onal _nem pool _size = 16M

nnodb_buf fer _pool _size = 2G

nnodb_data file_path = ibdatal: 10M aut oext end
nnodb_file_io_threads = 4

nnodb_t hread_concurrency = 16

nnodb_flush_log at_trx_conmit =1

nnodb_| og_buffer_size = 8M

nnodb_|og file_size = 256M

nnodb_log files_in_group = 3

nnodb_max_dirty_pages_pct = 90

nnodb_| ock_wait _timeout = 120

nnodb_f 1l ush_met hod=0 DI RECT #UFS only

def aul t - st or age- engi ne = | nnoDB

character-set-server = utf8 (Cal endar Server 7 Update 3 and prior
rel eases)

character-set-server = utf8nb4 (starting with Cal endar Server
7.0.4.14.0)

i Caution

You can view contents of the back-end store by using standard MySQL tools. Do not use
MySQL tools to modify your data.

Oracle Solaris CMT Server Tuning

Set the following parameters in the / et ¢/ syst emfile.
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..................................................................................................................................................................

set rlimfd _max=260000

set hires_tick=1

set sqg_max_size=0

set ip:ip_squeue_bi nd=0

set ip:ip_squeue_fanout=1
set ip:ip_soft_rings_cnt=16

..................................................................................................................................................................

ndd -set /dev/tcp tcp_tine_wait_interval 60000
ndd -set /dev/tcp tcp_conn_req_nax_g 3000

ndd -set /dev/tcp tcp_conn_req_max_q0 3000

ndd -set /dev/tcp tcp_max_buf 4194304

ndd -set /dev/tcp tcp_cwnd_max 2097152

ndd -set /dev/tcp tcp_xmt_hiwat 400000

ndd -set /dev/tcp tcp_recv_hiwat 400000

For Sun Fire T1000 and T2000 systems with 1.0GHz CPU, interrupt fencing by setting the following
parameter:

..................................................................................................................................................................

psradm-i 1-3 5-7 9-11 13-15 17-19 21-23

..................................................................................................................................................................

..................................................................................................................................................................

zfs create rpool/data
zfs set recordsi ze=16K rpool /data

Reference

MySQL: http://www.solarisinternals.com/wiki/index.php/Application_Specific_Tuning
Network: http://www.solarisinternals.com/wiki/index.php/Networks

Application Server: http://download.oracle.com/docs/cd/E19159-01/819-3681/index.html
MySQL benchmarks: http://www.mysqgl.com/why-mysql/benchmarks/

Scaling MySQL, T5440, ZFS:
http://blogs.oracle.com/mrbenchmark/entry/scaling_mysql_on_a 256

® Spec: http://www.spec.org/jAppServer2004/results/jAppServer2004.html
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Chapter 3. Calendar Server 7 Troubleshooting

Calendar Server 7 Troubleshooting

_ e oE information for Calendar Server 7.0.4.15.0 and will not be updated
fh‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

m q etwork site at:

Y AN-OTacle.com/technetwork/documentation/oracle-communications-185806.html

Troubleshooting Calendar Server Initial Configuration
Troubleshooting GlassFish Server and Java

Troubleshooting Tips

Enabling Telemetry Logging

Common Errors in Log Files

Using the Browser Servlet

Troubleshooting CalDAV Clients

Troubleshooting Calendar Server Agent Alerts in Instant Messaging

Troubleshooting Calendar Server Initial Configuration

If you experience trouble configuring Calendar Server (running the initial configurator program,

i ni t-config), and you are receiving an error from GlassFish Server, make sure that you running at
least Java 1.6 and that your environment is correctly configured. For more information, see Installation
Scenario - GlassFish Server or Oracle GlassFish Server Installation Guide.

Troubleshooting GlassFish Server and Java

If you upgrade your Java SE to Java SE Development Kit 7, Update 7 (JDK 7u7) or later, you need to
also upgrade GlassFish Server to the recommended patch level. Otherwise, you may encounter
problems running the davadni n command.

Troubleshooting Tips

Begin troubleshooting by making sure that the GlassFish Enterprise Server web container is running and
that Calendar Server is deployed. You can use either the GlassFish Server Admin Console or the
asadm n command-line utility.

Topics in this section:
® To Use the asadmin Command-line Utility to Specify GlassFish Server Port

® To Use the GlassFish Server Admin Console to Check davserver Status
® To Use the asadmin Command-line Utility to Check davserver Status
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To Troubleshoot davserver

To Troubleshoot a Failing davadmin Command

To Troubleshoot Back-end Errors on MySQL Server

To Import a Convergence ics File

To Use SSL With iPhone, iPod, iPad, or iCal

To Refresh Domain Information

To Troubleshoot the iSchedule Back End on MySQL Server

To Use the asadmin Command-line Utility to Specify GlassFish Server Port

If you have more than one GlassFish Server instance installed, use the asadmi n - p to specify the
instance's administrative port number.

To Use the GlassFish Server Admin Console to Check davserver Status

1. Start the console.
2. Navigate to Web Applications under the Applications tab.
3. Make sure that davserver is deployed and enabled.

To Use the asadmin Command-line Utility to Check davserver Status

® Run the following command:

# asadnmin |ist-conponents -p <adm n-port> --type=web
davserver <web-nodul e>

Command | i st-conmponents executed successfully.

# asadnm n show conponent -status -p <adm n-port> davserver
St atus of davserver is enabl ed.

Conmand show conponent - st at us execut ed successful ly.

To Troubleshoot davserver
1. If davserver is not enabled, check the GlassFish Server log, server . | og, in the
/ opt / SUN\WAppser ver / donmai ns/ domai nl/ | ogs or equivalent directory.
2. If davserver is deployed and enabled but clients have trouble connecting, check the davserver log,

cal endar. *, inthe/var/ opt/ sun/ conms/ davser ver/ | ogs or equivalent directory.
To increase the log level, use the davadmin command, for example:

davadnm n config -o log.dav.errors.|oglevel -v FINE
To Troubleshoot a Failing davadmin Command

® |f adavadm n command fails to run, use the - e option to get more details about the failure.
For example:

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 53



# ./ davadmi n version

Enter Adm n password; ******xxx*

DAV server connection failed. Is the server running?

# ./davadnin version -e

Enter Adm n password; ******xxx*

JMXconnection exception for url

service:jmk:rm :///jndi/rm://conmsuite. exanpl e.com 46633/ mxrm -
Exception creating connection to: 1.1.1.1; nested exception is:

j ava. net . Socket Exception: java.security. NoSuchAl gorithnmExcepti on:
Error constructing inplenmentation (algorithm Default, provider:
SunJSSE, cl ass: com sun. net.ssl.internal.ssl. DefaultSSLContextlnpl)

This example shows SSL errors. In this case, you would make sure that the truststore file pointed to by
the command through the - s option, or the commandf i | e option, or the default one, if none were
specified explicitly, exists and is valid. The default truststore file, . asadmni nt r ust st or e, is located in
the confi g directory.

To verify:

1. Asroot, run an asadm n command on the GlassFish Server host on which Calendar Server is
deployed.
An . asadm nt r ust or e file is created under the root (/ ) directory.

2. Make sure that this file is the same as the one in the Calendar Server conf i g directory.

Also, see Troubleshooting GlassFish Server and Java.

To Troubleshoot Back-end Errors on MySQL Server

If you find a back-end error, make sure MySQL Server is running by pinging the JDBC
connect i onpool .

Start the GlassFish Server Admin Console.

Select JDBC Resources from Resources, then select Connection Pools.
Choose the cal davPool and perform a ping.

If the ping fails, check the Pool properties to make sure they are all correct.
You can also perform a command-line ping as follows:

agrwnNE

# asadnmin |ist-jdbc-connection-pools -p <admi n-port>
__Cal | Fl owPool

__Ti er Pool

Der by Pool

cal davPool

Conmand |ist-jdbc-connecti on-pools executed successfully.
# asadm n pi ng-connecti on-pool -p <adm n-port> cal davPool
Conmand pi ng- connecti on- pool executed successfully.

6. Even if you ping the pool, sometimes Calendar Server is not able to load the back end. In this
case, you see errors similar to the following:
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SEVERE [2009-09-03T22: 00: 53. 310- 0700]

<...JdbcBackend. get Dat aSour ce> Cannot | ookup Dat aSource:

j avax. nam ng. NameNot FoundExcepti on: defaul t backendl not found
SEVERE [2009-09-03T22: 00: 53. 313-0700] <...DavServer.| oadBackend>
failed to instantiate or create backend

com sun. conms. davser ver. backends. BackendExcepti on: Cannot get

Dat aSour ce: javax. nanmi ng. NameNot FoundExcepti on: def aul t backendl not
f ound( OPERATI ON_NOT_SUPPORTED)

7. To see the pool and resource data clearly, view the GlassFish Server configuration file, for
example:

/ opt / SUN\Wappser ver / domai ns/ domai n1/ confi g/ domai n. xm

8. If cause of error is not clear, delete and recreate the Connection Pool and JDBC resource by
using the asadni n command, for example:

% asadm n del et e-j dbc-connecti on-pool -p <adm n-port> cal davPool

% asadm n create-jdbc-connection-pool -p <adm n-port> --user admn
--dat asour cecl assnane com nysql . j dbc.jdbc2. optional . Mysql Dat aSour ce
--restype javax. sql . Dat aSource --property

" Dat abaseNane=cal dav: ser ver Name=nysql host : user =cal dav: passwor d=nysql pi
cal davPool

% asadmi n create-jdbc-resource -p <adm n-port> --user admn
--connectionpool i d cal davPool jdbc/defaul t backend

If you recreate the JBDC resource, be sure to use the same user name and password that you
initially used to create the resource.

Restart GlassFish Server after recreating the connect i onpool and resource.

% asadm n stop-appserv; asadmin start-appserv

To Import a Convergence i cs File

You might see the following error when importing an i cs file that was created in Convergence. The
following example is for Calendar Server 7. Starting with Calendar Server 7 Update 2, the davadni n
command has been made more secure by the removal of the capability to "pass in" passwords by using

a password file. In Calendar Server 7 Update 2, all davadni n passwords must now be entered by typing
in to a no-echo prompt.

# ./davadnin calresource inport -u adnmn -Wpasswordfile -a

cal user 6@xanpl e. com - m convergence_cal user6_2.2.ics

Unable to inport the resource into 'calendar'. DUE: 20090905T000000Z is
before or equal to DTSTART: 20090905T000000Z

Starting with Calendar Server 7 Update 1, the cal conmponent argument replaces the
cal r esour ce argument.
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This is likely a Convergence problem, since it creates the todo by setting DTSTART and DUE to the same
time. Note that this is due to the restrictions as described in RFC5545. The description section states that
DUE must be later than DTSTART.

The workaround is to manually fix the iCal data to have DTSTART before DUE.

To Use SSL With iPhone, iPod, iPad, or iCal

To enable clients such as the iPhone and iCal to communicate by Secure Sockets Layer (SSL) with
Calendar Server, you need to complete the steps as described in [ Calendar Server 7.0.4.15.0 Post
Configuration].

Disabling Elliptic Curve Encryption is required for SSL to work with these clients.

To Refresh Domain Information

Calendar Server fetches and caches some domain information that is stored in LDAP, such as domain
status. The system does not periodically refresh domain information, unlike user and group information.

If you need to refresh domain information, you can use one of the following methods:
® Restart the GlassFish Server.

® Using the davadni n command, make a change to any of the LDAP-related configuration options
(base. | dapi nf 0. *), which causes the server to refresh all cached LDAP data.

To Troubleshoot the iSchedule Back End on MySQL Server

If you are unable to do a POST command to / davser ver/ dav/ i schedul e/, check the following:

1. Verify that the davcor e. schedul i ng. i schedul ebackendi d=i schedul ebackendi d
parameter has been set in the davser ver. properti es file.

2. Verify that you can ping the i schedul epool in GlassFish Server.
If you get the error "Access denied for user 'mysql'@'localhost’ to database ‘ischedule’," then do
the following:

GRANT ALL ON ischedule.* TO 'nysql' @1 ocal host'

3. Verify that you can now ping i schedul epool .
4. Restart GlassFish Server and do a "clean and build" in NetBeans.

Enabling Telemetry Logging

To troubleshoot issues with a particular calendar user or client, it is useful to log all protocol interactions.
You can force all telemetry logs by setting the servi ce. dav.tel enetry. forcetel enetry
parameter to t r ue. Do not use this setting unless required as it generates lots of data.

To enable telemetry logging at a reduced level, set the servi ce. dav. tel enetry. filter parameter.
This parameter takes a space separated list of request URI prefixes that should be logged. For example:

* /wcap/ logs all WCAP access.
® /dav/principal s/cal userl/ /dav/hone/cal userl/ logs all Calendar Server access to
cal user 1's account (both principals and home collections, and all the resources underneath).

Common Errors in Log Files
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This section presents common errors that you might see in the Calendar Server 7 log files.
Topics in this section:

Using the Same Start and End Date for an Event
Same UID Already in Use

No Specification of Content-type Header
Deleting a Non-existing File

Posting to Calendar Collection Without Filename
Using a Non-implemented HTTP Method

Using the Same Start and End Date for an Event

..................................................................................................................................................................

FI NE [ 2009- 08-24T19: 28: 57. 020-0700] <...DavServl et.service> Got a non
standard conditi on: DTEND: 20090829T000000 is before or equal to
DTSTART: 20090829T000000

I NFO [ 2009- 08- 24T19: 28: 57. 021-0700] <...DavServer Servl et. service>

[ RES] [403] Command execution time: 0.041 secs

..................................................................................................................................................................

FI NE [ 2009- 08- 24T19: 30: 50. 044- 0700] <...DavServl et.service> Got a non
standard condition: uid g3Ef PBOCAEHH 918X2GVUl already in use in

/ dav/ hone/ nodendahl / cal endar/ 765345. i cs

| NFO [ 2009- 08-24T19: 30: 50. 046-0700] <...DavServer Servl et.service>

[ RES] [403] Command execution tinme: 0.063 secs

..................................................................................................................................................................

FI NE [ 2009- 08- 24T19: 32: 07. 803-0700] <...DavServlet.service> Got a non
standard condi tion: unsupported content-type: application/octet-stream

I NFO [ 2009- 08-24T19: 32: 07. 805- 0700] <...DavServer Servl et. service>

[ RES] [403] Command execution time: 0.019 secs

..................................................................................................................................................................

FI NE [ 2009- 08- 24T19: 32: 58. 098-0700] <...DavServlet.service> Got a non
standard condition: getNode returned null for uri

/ dav/ homre/ nodendahl / cal endar/t eeeest.ics

I NFO [ 2009- 08-24T19: 32: 58. 099-0700] <...DavServerServlet.service>

[ RES] [404] Command execution time: 0.012 secs

..................................................................................................................................................................

FI NE [ 2009- 08- 24T19: 33: 39. 239-0700] <...DavServlet.service> Got a non
standard condition: Invalid Resource Type i n POST: CALENDAR RESOURCE

I NFO [ 2009- 08- 24T19: 33: 39. 241-0700] <...DavServerServl et.service>

[ RES] [403] Command execution tine: 0.02 secs
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Using a Non-implemented HTTP Method

I NFO [ 2009- 08-24T19: 35: 10. 416- 0700] <...DavServer Servl et. servi ce>
[ REQQ CONNECT /dav/ hore/ nodendahl / cal endar/ 192.18. 127.57

i cs-s6. sfbay. sun. com 8080

| NFO [ 2009- 08-24T19: 35: 10. 418-0700] <...DavServer Servl et. service>
[ RES] [501] Command execution time: 0.0020 secs

For more information, see Administering Calendar Server 7 Logging.

Using the Browser Servlet

You can use a web-based user interface to view an account's properties stored in collections and
resources. You might find this helpful when troubleshooting calendar problems.

To access this "browser servlet," take any valid dav URI and replace the dav prefix following
davser ver with br owse. For example, in a browser, change the following

htt p: // exanpl e. com 3080/ davser ver/dav/ hone/ smt hj/cal endar/

to

http://exanpl e. com 3080/ davserver/ browse/ hone/ sni t hj/ cal endar/

The servlet returns a a view of the account's properties stored in collections and resources. You can
navigate among properties and delete them as well. The servlet also has some import function if you
want to use a server-side import instead of a client-side import.

@ Tip
You can log in with Calendar Server administrator (the default is cal nast er) credentials
to view multiple accounts with one login. Also, when viewing multiple accounts, clear your
browser cache before viewing the next account.

Troubleshooting CalDAV Clients

This section describes client issues.
Topics in this section:

Lightning

Apple iCal

Known Issues

Troubleshooting Clients Running iOS 5 and Mac OS 10.7
Mac OS 10.9 iCal Client Not Able to Delete Events
Checking Active Calendar Users

Lightning

® Lightning does not support more than one calendar account. It allows only one account per server
at a time.
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® Lightning 0.9 does not support multiple reminders for single events. Lightning 1.0 beta 1 does
support multiple reminders.

® Lightning is not able to create an account if the user name contains special characters.

® |f Lightning 1.0 betal is installed with Thunderbird 3, and you try to go back to Thunderbird 2 and
Lightning 0.9, when starting Thunderbird the following error occurs:

The Cal endar data in your profile was updated by a newer version of
Li ghtni ng, and continuing will probably cause the information to be
| ost or corrupted. Lightning will now be disabled and Thunderbird
restarted.

To fix:

1. Export all your calendar data in iCalendar format.
Remove the calendar database st or age. sdb file from your profile.
3. Restart the Thunderbird and import the iCalendar file.

N

® Thunderbird on Solaris OS needs to be reloaded twice to get the newly created Todo.

® Inviting users on Thunderbird for Solaris OS and checking their availability does not show
free/busy check properly. Instead, the invitee is always shown as free even when the invitee is
busy.

® Calendar import is failing with Thunderbird on Windows and Solaris OS. The failed import displays
the "Modification_failed" error message. Logging back in to the profile loads the imported data to
the calendar.

AppleiCal

® Apple iCal adds its own default reminder to an event if you select the "Add a default alarm to all
new events and invitations" option. Thus, if calendarl exports the event (with no reminder) and
calendar2 imports it, the imported reminder has a default alarm set.

® Apple iCal is not able to create an account if the user name contains special characters.

® |f the event is created with "Repeat on Weekdays only" option from Lightning or Convergence, the
Apple iCal will convert it to "Every day" and display it.

iPod touch

The following information was found with iPod touch 3.1.3 firmware.
Supported Features:

Event is supported.

Reminders are supported with iPod touch, up to a maximum of two reminders for a single event.
Recurrence is supported.

iPod touch client enables you to a create duplicate calendar.

Unsupported Features:

Todos.

[AppleiPhone]STATUS not being taken into account when invitation event canceled by organizer.
Invitations can be viewed by not accepted, declined or rejected.

When the organizer of the event cancels the event, invitees do not have any information that
event is cancelled.

Attachments.

Free/busy.

Availability check.

Import-Export functionality.

Share/Subscribe of calendar.
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Known Issues

Apple iPhone STATUS not being taken into account when invitation event canceled by organizer
When an iPhone 3.x user gets an invitation from a Lightning user, there is no option to accept, reject, or
decline the event. Additionally, when the inviting user deletes the event, the iPhone user does not
receive an event notification, nor is the event deleted from the user's calendar. The event is in read-only
mode. This issue is fixed starting with the iPhone 4 release.

Connector for Microsoft Outlook and Event Time Modifications

See Calendar Server Clients for more information.

Troubleshooting Clients Running iOS 5 and Mac OS 10.7

For correct setup and data synchronization to occur on devices running iOS 5 and Mac OS 10.7, make
sure that you have installed at least Calendar Server 7 Update 2 Patch 5.

Mac OS 10.9 iCal Client Not Able to Delete Events

Currently, the Mac OS 10.9 iCal Client enables you to create or move events, but not delete events.

Checking Active Calendar Users

See To Check for Active Calendar Users.

Troubleshooting Calendar Server Agent Alerts in Instant Messaging

You can configure Instant Messaging for Java Message Service (JMS) to support Calendar Server 7
Agent alerts, as described in Configuring Instant Messaging 9.0.1.4.0 Calendar Agent with Calendar
Server 7. If you find that you are not receiving event reminders (alarms) in an XMPP-enabled instant
messaging client, verify that the password configuration has been properly configured.
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Chapter 4. Calendar Server Supported Standards

Calendar Server Supported Standards

_ e oE information for Calendar Server 7.0.4.15.0 and will not be updated
fh‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

m q etwork site at:

Y AN-OTacle.com/technetwork/documentation/oracle-communications-185806.html

This information lists national, international, industry and de-facto standards related to electronic
calendaring and for which support is claimed by Calendar Server 7. Most of these are Internet standards,
published by the RFC Editor and approved by the Internet Engineering Task Force (IETF). Standards for
documents from other sources are noted.

Calendaring

The following documents are relevant to national and international standards for calendaring.

RFC2616 Hypertext Transfer Protocol HTTP/1.1

RFC4791 Calendaring Extensions to WebDAV (CalDAV)

RFC5545 Internet Calendaring and Scheduling Core Object Specification
RFC5546 iCalendar Transport-Independent Interoperability Protocol (iTIP)
RFC6047 iCalendar Message-Based Interoperability Protocol

RFC6578 Collection Synchronization for WebDAV

RFC6638 Scheduling Extensions to CalDAV

The following documents are in draft state.

caldav-ctag-02 Calendar Collection Entity Tag (CTag) in CalDAV
draft-daboo-srv-caldav-10 Locating CalDAV and CardDAYV services
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Chapter 5. Configuring and Administering Virus
Scanning in Calendar Server

Configuring and Administering Virus Scanning in Oracle
Communications Calendar Server

i o7 oE information for Calendar Server 7.0.4.15.0 and will not be updated
\ ‘: E:i cumentation beginning with Calendar Server 7.0.5.17.0, see the
U

moq = etwork site at:

P w-otacle.com/technetwork/documentation/oracle-communications-185806.html

Virus scanning is available starting in Calendar Server 7 Update 2.

Topics:

About Calendar Server and Virus Scanning

Calendar Server Virus Scanning Architecture

Configuring Calendar Server Virus Scanning

Example MTA Configuration for Calendar Server Virus Scanning
Calendar Server Virus Scanning Configuration Parameters
Calendar Server Virus Scan Command-line Utility

Virus Scan Logging

MTA Logging

About Calendar Server and Virus Scanning

To enhance security within your deployment, you can use Calendar Server attachments virus scanning.
Calendar Server virus scanning can examine calendar attachments in a "real-time" mode to test and
optionally reject incoming infected data. You can also choose to scan and optionally delete infected
existing data "on-demand."

Virus scanning is not performed by Calendar Server itself. Instead, you configure an Oracle
Communications Messaging Server's Message Transfer Agent (MTA) to filter the calendar data. You can
configure Calendar Server to share an existing MTA that has already been configured for Messaging
Server virus scanning. Or, if you prefer, you can configure a standalone MTA that functions only for
Calendar Server virus scanning.

Calendar Server reports all virus scanning activities, as well as detected viruses, in its log file, for both
real-time and on-demand scanning.
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Calendar Server Virus Scanning Architecture

The following figure depicts the Calendar Server virus scanning logical architecture.

Calendar Server Virus Scanning Architecture

Convergence

o
. =3 A
Messaging AT Calendar )
Server E B g Server
CalDAV
Client

Document
Store

The following information describes how a calendar attachment is scanned for viruses.

A calendar client submits a calendar event and attachment to Calendar Server.

2. Calendar Server receives the event and attachment then packages the attachment as an email
message for the MTA that has been configured to scan calendar attachments.

3. Calendar Server sends the email message containing the attachment by using the SMTP protocol
to the configured MTA.

4. Calendar Server keeps the connection to the MTA open as it awaits the response from the MTA.
During this time, the calendar client is also waiting for the MTA to reply back to Calendar Server
with its verdict.

5. The Calendar Server function responsible for connecting to the MTA keeps the attachment.

Later, after the scan has completed, the function either stores the attachment (and possibly the
event) in the Calendar Server document store or aborts if the MTA finds a virus. See step 7 for
details.

6. The MTA receives the package on a specific channel that is configured for a sour cespanfi |l ter
, Which in turn is linked to an Anti-Virus Scanner (AVS).

You actually define a sour cespanfi | t er n, where n is an integer in a given range, to define one
of the possible sour cespanfi | t er s on the system.

7. The AVS scans the package.

a. If the AVS detects a virus, the MTA refuses the message and replies with a virus positive
message to Calendar Server over the open connection.

b. If the AVS does not detect a virus, the MTA uses a Messaging Server rewrite rule to send
the package to the bitbucket channel and discard it. Calendar Server logs an error either
when it detect a virus or the AVS is not working.

8. Once it is notified by the MTA, Calendar Server decides if it can continue processing the

calendaring request normally or abort.

If the davcor e. vi russcan. onl i nevi rusact i on parameter remains unset (the default value)

or is set to "reject,” the submission is rejected. The client receives the reply

Ht t pSt at us. FORBI DDEN (Virus Detected in Attachment). Otherwise if

davcore. virusscan. onl i nevi rusacti on is set to "keep," the attachment is accepted. The

=
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davcore. virusscan. onl i nef ai | ureacti on parameter works similarly, except that the
default action is "keep."

Configuring Calendar Server Virus Scanning

The high-level steps to prepare your deployment to perform virus scanning for Calendar Server include:

(Optional) Installing the Messaging Server MTA

Configuring the Messaging Server MTA

Configuring the MTA for the virus scan filter

Creating the incoming SMTP port and channel for Calendar Server virus scan
Configuring the rewrite rule to discard Calendar Server data after scanning
Configuring Calendar Server virus scanning parameters

oghkwnE

The following sections describe configuring Messaging Server and Calendar Server in more detail.
Topics in this section:
® Configuring the MTA

® Configuring the Messaging Server MTA for the Virus Spam Filter
® Configuring Calendar Server

Configuring the MTA

It is possible that your deployment has already deployed Messaging Server and an MTA to perform email
virus scanning. If so, you can reuse this existing MTA to also scan calendar attachments for viruses. If
this is not the case, you can install and configure a stand alone MTA.

Prerequisite: Calendar Server virus scanning requires at least Messaging Server 7 Update 4 patch 23.
To Install a Standalone Message Transfer Agent

When installing a standalone MTA for Calendar Server virus scanning, be sure to use meaningful values
for administrator postmaster, mail domain, and other configuration settings. If you use values that are not
meaningful to your deployment, errors can result.

The general steps to install an MTA include:
1. Installing the Messaging Server software
2. Running the Messaging Server conf i gur e script
3. Disabling the Message Store and Webmail Server
For details, see Installation Scenario - Message Transfer Agent.
When configuring Messaging Server, the "configure" step requires a valid LDAP server that is used to
include configuration data such as the default mail domain and messaging administrator account. The

LDAP server that you specify needs to be available during virus scanning operations. However, due to
MTA caching of LDAP data, this server is not heavily utilized.

Configuring the Messaging Server MTA for the Virus Spam Filter

The MTA itself does not check for viruses. You configure the MTA to communicate with the desired virus
scanning software, also referred to as the AVS. For instructions, refer to the vendor-specific sections in
Integrating Spam and Virus Filtering Programs Into Messaging Server.

The filter should use a Sieve rule to "refuse” the message from Calendar Server if a virus is found by the
virus scanning software. The Sieve rule should return Fi | t er Ver di ct Posi ti ve. Calendar Server
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checks SMTP return values for this exact string, which is defined in the opt i on. dat file. See Example
MTA Configuration for more information.

B Note
You configure the MTA to perform a Sieve refuse action if there is a virus, which returns an
SMTP code 5xy plus the MTA-configured string Fi | t er Ver di ct Posi t i ve. Calendar
Server responds to the target string, where other errors are considered failures in service.

To Create an Incoming SMTP Channel That Uses the Filter

You create a new incoming SMTP port in Messaging Server's di spat cher . cnf file, strictly for
Calendar Server virus scanning use. In this way, Calendar Server traffic is tracked. In addition, a
separate SMTP port makes it easier to destroy all data being scanned. You associate this incoming
SMTP port with a new MTA channel in the i nt a. cnf file. Finally, you configure the receiving channel to
use the sour cespanfi | t er n that is configured with the desired virus scan software, so that incoming
calendar data is tested. For instructions, refer to the following documentation:

® Configuring Rewrite Rules
® MTA Concepts
® Messaging Server Administration Guide

To Configure the Rewrite Rule to Detect Calendar Data and Discard it After Scanning

The Calendar Server sends the attachment data as an email with a user recipient email address. You
configure the MTA to detect the chosen email address. The email address is set up to use the MTA's
host name and domain, so that the MTA does not need to perform a lookup for the domain. The user
email address itself is not significant since incoming data is not actually delivered. See the MTA
documentation on rewrite rules and channels for more information:

® Configuring Rewrite Rules
® MTA Concepts
® Messaging Server Administration Guide

Configuring Calendar Server

You use the davadni n command to configure Calendar Server parameters for virus scanning. Some
parameters are required. Others are optional.

1. Configure the following required parameters:
® davcore. virusscan. enui | addr ess
® davcore. virusscan. host
® davcore. virusscan. port
® davcore. viruscan. onli neenabl e
® davcore. virusscan.onlinevirusaction
The syntax for the davadm n command in this instance is as follows:

davadm n config nodify -u <admi nlD> -0 "<paraneter>" -v
"<val ue>"

For example:

davadm n config nodify -u admn -o
"davcore. virusscan. enai | address" -v
"nmyvi rususer @ymachi ne. exanpl e. conf

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 65


https://wikis.oracle.com/display/CommSuite/Configuring+Rewrite+Rules
https://wikis.oracle.com/display/CommSuite/MTA+Concepts
https://wikis.oracle.com/display/CommSuite/Messaging+Server+Administration+Guide
https://wikis.oracle.com/display/CommSuite/Configuring+Rewrite+Rules
https://wikis.oracle.com/display/CommSuite/MTA+Concepts
https://wikis.oracle.com/display/CommSuite/Messaging+Server+Administration+Guide

The email address' domain must match the MTA's domain. The user name itself is not

significant.

2. Configure optional parameters.

See Calendar Server Virus Scanning Configuration Parameters for more information.

Example MTA Configuration for Calendar Serve

r Virus Scanning

This example describes how to configure a Messaging Server MTA for Calendar Server virus scanning.

1. Install Messaging Server software and configure an MTA.

If necessary, use Installation Scenario - Message Transfer Agent for instructions.

In this example, the following values are used:

The
The
The
The
The
The
The
The
The

Fully Qualified Host Nane is required:
LDAP directory server the MIA will use:
LDAP port: 389

LDAP Bi nd user: cn=Directory Manager
LDAP password: mypassword

system user nane and group: nmailsrv mail
default mail domai n: exanple.com

post master enmil address adm n@xanple.c
password for nessaging adm n: nypassword

nymachi ne. exanpl e. com
nmy| dap. exanpl e. com

Srv

om

. Disable the Message Store and Webmail server.
./configutil -o local.store.enable -v 0
./configutil -0 service.http.enable -v O

. Start the MTA.

.................................................................................................

.................................................................................................

Configure the MTA for the virus scan filter.

This example uses ClamAV for the virus scanning software package to work with the MTA. For
more information, see Is ClamAV Integrated With Messaging Server? and Deploying ClamAV. To

download ClamAYV, see ClamAYV Binaries.

a. Create the ClamAV configuration file, cl amav. nt aconf , in the

[ opt/ sun/ coms/ messagi ng64/ 1 i b/ directory.

b. Make sure that cl amav. nt aconf file contains the following information:

HOST=I ocal host
PORT=3310

. Edit the cl and. conf file to contain the follow information:
On Solaris: / opt / C amAV/ et ¢/ cl and. conf
On Linus: / et c/ cl and. conf

LogFil e /tnp/cland. | og
LogTi ne yes

LogVer bose yes

Fi xSt al eSocket yes
TCPSocket 3310

TCPAddr 127.0.0.1
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6. (Solaris only) Set the path to the ClamAV bi n directory.

set env PATH /opt/ d amAV/ bi n: $PATH

7. Become r oot and start ClamAV.

su -
cd /opt/d amAV/ sbi n/
cl and session

8. Create a "filter" on the MTA that serves as the connection to the ClamAYV server.

Add the following information to the opt i on. dat file in the conf i g directory:

SPAMFI LTERL_LI BRARY=/ opt / sun/ comrs/ messagi ng64/ | i b/ 1i bcl amav. so
SPAMFI LTERL_CONFI G_FI LE=/ opt / sun/ comrs/ messagi ng64/ | i b/ cl amav. nt aconf
["reject","ereject","refuse"]; refuse "FilterVerdictPositive";

This example uses filter 1, hence many of the keywords have "1" in them. For example,

SPAMFI LTERL_LI BRARY is a registered MTA keyword. The MTA needs to know where to locate
the ClamAV configuration file. It also needs to know the location for the already existing ClamAV
client library that the MTA provides. This is the MTA's specific code that knows how to
communicate to ClamAYV servers. Finally, an "action" is needed to tell the MTA what to do
depending on what is returned by clamAV.

By using this information for spam filter 1, the MTA knows where to find the existing MTA library,
where to find the configuration file for communicating to ClamAV, and how to handle the response
back from ClamAV. The "action" is a sieve string that explains that if there is a virus detected, then
"refuse” the SMTP submission with the Fi | t er Ver di ct Posi ti ve string. This is the string that
is sent back to the Calendar server, and must be exact. So far, this configuration does not attach
the filter to any incoming data. But now that this spam filter is configured, it can be used in the
channel definitions.

9. Create the incoming SMTP channel which uses the filter.

a. Create an SMTP port the Calendar Server uses.
b. A virus scan port and channel called t cp_vscan can be created by adding code to the
di spat cher. cnf file:

|

I Virus Scan Port

I

[ SERVI CE=SMIP_VSCAN|

PORT=3025

| MAGE=I MTA_BI N: t cp_snt p_server

LOGFI LE=I MTA LOG t cp_vscan_server. | og

PARAMETER=CHANNEL =t cp_vscan

STACKSI ZE=2048000

I Unconment the following |ine and set | NTERFACE _ADDRESS to an
appropriate

I host IP (dotted quad) if the dispatcher needs to listen on a
specific

I interface (e.g. in a HA environnent).

I'l NTERFACE_ADDRESS=

10. Create a matching channel definition in the channel definition configuration.
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11.

Rewrite rules and channel definitions are located in the i nt a. cnf file. Add this channel in the
channel area, paying strict attention to syntax rules as described in the MTA documentation.

|

I tcp_vscan

tcp_vscan sntp sourcespanfilterl m ssingrecipientpolicy 6 pool
SMIP_POCL

t cp_vscan- daenon

© Note

This example uses sour cespanfi | t er 1, which is the spam filter already
configured. All incoming SMTP submissions on this port and channel are submitted
to ClamAV, and if a virus is found, Calendar Server receives the correct message.

Configure the rewrite rule to send calendar data to be discarded after scanning.

With the virus scan channel and virus spam filter configured, Calendar server receives the proper
return values from ClamAV. However, the incoming message needs to be handled by the MTA. A
rewrite rule is required to send it to be destroyed in the bitbucket channel. Add the following
rewrite rule to the i nt a. cnf file just before the rule "Rules to select local users."

I Avoid all |ookups and just force to bitbucket channel for
nessages

I coming in the tcp_vscan channel:

$*  $WBHI t bucket - daenmon$M cp_vscan

This rewrite rule checks for email coming in on the t cp_vscan port and sends it to the
bitbucket (where it is destroyed).

12. Configure Calendar's virus scan email address to be something in the MTA's domain. The user
name is not significant.
Setdavcore. virusscan. enai | addr ess to j oe@rynachi ne. exanpl e. com
13. Recompile the MTA configuration.
.Jimsinta cnbuild
./imsinta restart
Summary:
1. Calendar Server sends data to be scanned to the Messaging Server MTA by using an email
address of j oe@rynmachi ne. exanpl e. com
2. This is done on the specified port configured in the di spat cher . cnf file.
3. This email arrives at the MTA on the t cp_vscan channel, and is subjected to
sour cespanfil ter1, which is tied to ClamAV through the configuration in the opt i on. dat file.
4. If virus scanning software detects a virus, a refuse action is sent back through SMTP to Calendar
Server with the string Fi | t er Ver di ct Posi ti ve.
5. If the virus scanning software does not detect a virus, the incoming message is subjected to

rewrite rules that send it to the bitbucket for deletion.
The MTA communicates to LDAP to look up exanpl e. com but caches LDAP's response so it
does not make this call often.

Calendar Server Virus Scanning Configuration Parameters

The following table describes the Calendar Server virus scanning configuration parameters.
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Calendar Server Virus Scanning Parameters

Parameter Description

davcore. vi russcan. host Specifies the host name of the MTA that performs
virus scanning for the Calendar Server.

davcore. vi russcan. port Specifies the SMTP port of the MTA that performs
virus scanning for the Calendar Server.

davcore. virusscan. enni | addr ess Specifies the email address for the user that the
MTA recognizes for Calendar Server virus scans.
Use the MTA's correct mail domain so the MTA
does not try to find information about an unknown
domain.

davcore. virusscan. ti neout Specifies the timeout for the SMTP connection.
Default is 20000 milliseconds.

davcore. vi russcan. onl i neenabl e Specifies to enable virus scanning on incoming
data to the Calendar Server. Default is f al se,
meaning do not scan incoming data.

davcore. vi russcan. onl i nevi rusacti on Specifies the action to take if a virus is detected on
incoming data. The default is an empty string,
which logs a warning message to the Calendar
Server's "scan" log. A value of r ej ect causes
either an HTTP error 403 to be returned to the
client, if using a CALDAV command, and a WCAP
error 100 to be returned, if using a WCAP
command, notifying the client that the data has
been rejected.

davcore. virusscan. onl i nefail ureaction Specifies the action to take if the virus scan service
is experiencing a failure (such as the scanning
service is down). Default is the empty string, which
logs a warning message to the Calendar Server's
"scan" log. A value of r ] ect causes either an
HTTP error 403 to be returned to the client, if using
a CALDAV command, and a WCAP error 100 to be
returned, if using a WCAP command, notifying the
client that the data has been rejected.

davcore. virusscan. clivirusaction Specifies the action to take if a virus is detected
during a command-line virus scan by using the
davadm n utility. Default is an empty string, which
logs a warning message to the Calendar Server's
"scan” log file. A value of del et e means that the
data is automatically deleted. Use this option with
care.

Calendar Server Configuration Examples

® To set the MTA host:

davadm n config nodify -u admin -o "davcore. virusscan. host" -v
"nmyhost . exanpl e. cont

®* To setthe SMTP port:
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.......................................................................................................................................................

"3025"

.......................................................................................................................................................

davadm n config nodify -u admn -0 "davcore. virusscan. enai | addr ess’
-v "nyvirususer @ynachi ne. exanpl e. cont

.......................................................................................................................................................

davadnm n config nodify -u admn -o "davcore.virusscan.tineout" -v
"1000"

.......................................................................................................................................................

davadnm n config nodify -u admin -o "davcore. virusscan. onlineenabl e
-v "true"

.......................................................................................................................................................

davadnmn config nodify -u admn -o
"davcore.virusscan.onlinevirusaction" -v "reject"

.......................................................................................................................................................

davadm n config nodify -u admn -o
"davcore.virusscan. onlinefailureaction" -v "reject”

.......................................................................................................................................................

davadmin config nodify -u admin -o
"davcore.virusscan.clivirusaction" -v "del ete"

Calendar Server Virus Scan Command-line Utility

davadmin Class of Operation

Argument Description

Performs virus scanning operations.

The davadmi n vscan command must be followed by the scan action.

Options for vscan Operation
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Short Long Option
Option

-u --userid
adminuserid

- Ffile --clifile

- Hhost - - host nane

- p port --port

- s path --secure

-a account  --account

- N name - - nane

-Buri - - | dapbaseuri
- Rfilter --ldapfilter
- T time --starttine
-r

-h --hel p

vscan Examples

Description

The GlassFish Server administrator's user name. Required unless
you provide it through a CLI file by using the - F option, or you are
displaying usage by using the - h option.

File with bootstrap information that you use to specify command-line
options so that they don't have to be entered at the command line.
Each line in the bootstrap file is in the form pr opert y=val ue. For
possible properties see the Clifile Properties table. Required unless
all necessary information is provided on the command line or in the
davadm n. properties file.See Options Precedence for more
information on priority order of options, the cl i fi | e and the
davadmi n. properti es file. Apathtotheclifil e file can also be
specified by the DAVADM N_CLI FI LE environment variable.

Host name of the server. Optional, defaults to localhost.

GlassFish administration port (JMX connector port). The GlassFish
administration port can be found in the domain's domai n. xmi file or
in the Administration Console (Configuration->Admin
Service->system. Optional. Defaults to 8686.

Path to the truststore file used for a secure connection (HTTPS).
Optional. Required if GlassFish is running in secure mode.

The account information (email address) of the user to be scanned.
The name of the target backendID.
Base URI in LDAP.

User search filter in LDAP. Default is
(obj ect A ass=i csCal endar User) .

Scan data entered into the server after this time. Format:
yyyymmddThhmmsszZ"

Force delete any data found as a positive hit during the virus scan.
This overrides the davcor e. vi russcan. cl i virusacti on
variable. So with davcor e. virusscan. cl i vi rusacti on setto
empty string (no delete) viruses are listed in the scan log after a scan.
Then you can add a - r to the scan to delete offending data after
review, without needing to change the virus scan configuration
varaiables.

Help for that particular operation. Optional.

The davadm n vscan command operates through the GlassFish Server, and can thus operate on any
of the back ends configured with the specific Calendar Server. (There may very well only be one.)

® To list the back ends:
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davadmi n backend list -u adnmin

def aul t backend
i schedul ebackend

Normally you would want to scan the "defaultbackend" since that is where calendar user's events and
attachements are stored.

® To scan the entire default back end:

davadmi n vscan scan -u admn -n "defaul t backend"

® To scan a single user's data given their calendar server registered email address:

davadmi n vscan scan -u admin -a joe.smth@xanple.com

® To use LDAP base and filter to specify one or more users to scan:

davadmi n vscan scan -u adm n -B "o=dav" -R "ui d=cal user 12"
davadmi n vscan scan -u admn -B "o=dav" -R
"(| (ui d=cal user 222) (ui d=cal user 111) )"

In this example, using just a uid filter might not be specific enough in the case of multiple domains.
Perhaps use | dapsear ch to test filters if needed.

® To scan data at or beyond February 14th, 2011, 1am Zulu:

davadmi n vscan scan -u adm n -n defaultbackend -T 20110214T010000Z

Specifying a - T only scans data at the specified time and later, and is a big time saver for ignoring older
data already scanned. Note that in the scan log, the time just before the scan began is printed at the end
of the run so it can be used with the - T option in the next scan if no new virus rules are relevant.

© Note
The davadm n vscan command uses the same virus scan configuration as online virus

scan, however it does not use the onl i neenabl e variable. Thus, you can run
command-line scans without needing to affect incoming data if desired.

Virus Scan Logging

Virus scan activity for both online and CLI is printed in the calendar server's "scan" log. Found virus are
reported in the log. Actions taken against viruses are reported if any actions are configured. Owning
components that are found to reference data that is found to be a virus are reported. The time just before
a davadm n scan is started is printed at the end of a scan, in case this time may be useful with the - T

option in future scans.

Because the davadmi n scan command runs on the GlassFish Server (and not the davadni n client),
most useful information is printed in the Calendar Server's "scan" log, not always in the standard output
of the davadmi n command. This also provides a central repository for all historical virus scan related
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information and tracking.

MTA Logging
See the MTA documentation for logging information.

To view and test channel traffic, add the keyword | oggi ng to the def aul t s channel in the i nt a. cnf
file. Add LOG_CONNECTI ON=255 and LOG_FI LTER=1 to the opti on. dat file. Use the MTA
documentation to interpret channel operations such as "E" enqueue and "D" dequeue, "O" open
connection, "C" close connection. View messages coming in on the tcp_vscan, and dequeue onto the
bitbucket channel.
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Chapter 6. Best Practices for Backing Up and
Restoring Databases in Calendar Server
Deployments

Best Practices for Backing Up and Restoring Databases in
Calendar Server Deployments

information for Calendar Server 7.0.4.15.0 and will not be updated
cumentation beginning with Calendar Server 7.0.5.17.0, see the
etwork site at:

YA -OTacle.com/technetwork/documentation/oracle-communications-185806. html

Topics:

Overview

Calendar Server Backup and Restore Technigues
MySQL Backup and Restore Techniques

Oracle Database Backup and Restore Techniques

Overview

Calendar store backup and restore is one of the most important administrative tasks for your Calendar
Server deployment. You must implement a backup and restore policy for your calendar store to ensure
that data is not lost if problems such as system crashes, hardware failures, or accidental deletion of
information occur.

This information describes the two options for backing up and restoring the Calendar Server 7 calendar
store (either MySQL database or Oracle Database, and the document store). You need to understand
the pros and cons of these solutions to make the proper choice for your deployment.

© Note
You cannot back up the Calendar Server store by backing up the active calendar database
and the Calendar Server dat a directory while Calendar Server is running. If you do so,
bad data results. Thus, you need to use one of the two methods described in this
information.
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i@ Caution
You can view contents of the back-end store by using standard MySQL or Oracle Datbase
tools. Do not use MySQL or Oracle Database tools to modify your data.

This information also assumes that you are backing up your LDAP Directory Server. Calendar Server
stores user, group, and resource information in LDAP. Calendar Server uses the davUni quel d LDAP
attribute to map each calendar entry (in LDAP) to a unique account in the calendar store. The unique
identifier links various entries from different database tables for a user, group, and resource. You must
use a unigue identifier, and one that does not change, for user, group, and resource entries stored in
LDAP. For more information, see Calendar Server Unique Identifier.

Calendar Server Backup and Restore Techniques

The section describes two ways to back up the Calendar Server data store.
Topics:
® Using the davadmin db backup Command

® Using the davadmin db restore Command
® ZFS Snapshots

Using the davadmin db backup Command

Calendar Server 7 provides the davadm n db backup command to back up the calendar server data.
Pros:
® Supports partial backup and restore.
® You can also use backup and r est or e to migrate data from one Calendar Server host to
another.
Cons:
® The davadm n db backup command is relatively slow.

® The davadmi n db rest or e command might take longer than the backup command, as it
needs to rebuild the database and indexes.

Using the davadmin db restore Command

Calendar Server 7 provides the davadm n db rest or e command to restore calendar server data. See
db examples for more information.

ZFS Snapshots

Use ZFS snapshots to produce an atomic snapshot of the file system containing the MySQL database or
Oracle Database and the attachment store. Then use zf s send or a third-party file system backup
software to back up the snapshot. See the ZFS Administration Guide for more information.

Pros:

® Performance is better than davadmi n db backup.

Cons:
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® This method does not support partial backup and restore.

MySQL Backup and Restore Techniques

The following methods back up the MySQL database only. For general information about MySQL backup
and restore, see http://dev.mysqgl.com/doc/refman/5.1/en/backup-and-recovery.html.

®* MySQL Async Replication
® Use MySQL replication to replicate the databases. See
http://dev.mysqgl.com/doc/refman/5.1/en/replication.html.
* MySQL database dump
® Use nysqgl dunp to dump the databases for backup or transfer to another SQL server. See
http://dev.mysql.com/doc/refman/5.1/en/mysgldump.html
® Point-in-time binlog backup and recovery.
® The binary log files provide you with the information you need to replicate changes to the
database. See http://dev.mysqgl.com/doc/refman/5.1/en/point-in-time-recovery.html

Oracle Database Backup and Restore Techniques

For general information about Oracle Database backup and restore, see Backup and Recovery.
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Chapter 7. Best Practices for Calendar Server

Best Practices for Oracle Communications Calendar Server

_ e oE information for Calendar Server 7.0.4.15.0 and will not be updated
fn‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

m q etwork site at:

Y AN-OTacle.com/technetwork/documentation/oracle-communications-185806.html

This information describes best practice guidelines for deploying and administering Oracle
Communications Calendar Server.

® Use root (/) as the default context URI for deployment.
The purpose of this recommendation is for better client compatibility and ease of client
configuration. If the base URI is not / , users are more likely to have to use their advanced client
configuration and type a long cumbersome URL versus just being able to enter a host name. If
you do deploy Calendar Server by using a root (/ ) URI context, you cannot deploy Convergence
in the same instance of Glass Fish without moving the /i wc_st ati ¢/ files somewhere. The
Convergence static files are deployed under the default root context and if another application is
deployed to / , GlassFish is not be able to find the /i wc_st ati ¢/ * URLSs, resulting in a 404 error
immediately after after login. There are potential workarounds for this issue, but at this time create
an additional domain in GlassFish that listens on a different port so that Convergence and
Calendar Server 7 run in separate instances. See here for documentation on creating a new
GlassFish domain. Additionally, for assistance in configuring clients for non-root URL
configurations, see To Configure a CalDAV Account by Using Nonstandard or Demo Settings.

® Use the standard ports for HTTP and HTTPS protocols.

® Make sure to perform the post-installation steps to secure your deployment.
See Calendar Server 7.0.4.15.0 Post Configuration.

® Create one document store per back-end host in a multiple back-end deployment.
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Chapter 8. Managing Calendar Server JMS
Destinations

Managing Calendar Server Java Messaging Server Destinations

_aer-% oﬁ information for Calendar Server 7.0.4.15.0 and will not be updated
‘h‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

N,\O-QEE.\ etwork site at:

YA OTacle.com/technetwork/documentation/oracle-communications-185806. html

This information describes how to manage Java Messaging Server (JMS) destinations in Calendar
Server by using the i rgend command. For a complete list of i ngcnd options, see the Command Utility
chapter in the Sun Java System Message Queue 4.1 Administration Guide.

Topics:

® Calendar Server JMS Destinations Overview
® Using the imgcmd Command with Calendar Server

Calendar Server JMS Destinations Overview

The JMS API enables messages to be specified as either PERSI STENT or NON_PERSI STENT. By
default, Calendar Server JMS notification messages are delivered in PERSI STENT mode. Thus, you
should monitor and purge JMS messages for cases when the destination’s accumulated messages are
taking up too much of the system’s resources. Calendar Server uses the DavNoti fi cati onTopi ¢ JIMS
topic. For more information, see Using Calendar Server 7 Notifications.

Using the imgcmd Command with Calendar Server

Use the following tasks to use the JMS i ngcnd command to work with JIMS destinations:

To List a JMS Destination's Metrics
To Purge All Messages

To Monitor Disk Utilization
Accessing Remote Brokers Tip

To List a JMS Destination's Metrics

1. Change directories to the GlassFish Server i ng/ bi n directory.
For example:
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cd /opt/ SUNWappserver/ing/ bin

2. List and display the metrics of the JMS topic used by the Calendar Server,
DavNot i fi cati onTopi c.
For example:

Jimgend list dst -t t -n DavNotificationTopic

Jimgend netrics dst -t t -n DavNotificationTopic

To Purge All Messages
Occasionally, you might need to purge all messages queued at the DavNot i fi cati onTopi ¢ physical
destination, if the destination’s accumulated messages are taking up too much of the system’s resources.
Purging a physical destination deletes all messages queued at the destination. Consider pausing the

destination to temporarily suspend the delivery of messages from producers to the destination previous
to the purge operation. Also, take a snapshot of the metrics before and after you run the pur ge

command.

® Run the following commands.
$ ./ingcmd pause dst -t t -n DavNotificati onTopi c PRODUCERS
$ ./imgcmd purge dst -t t -n DavNotificationTopic

$ ./imgcmd resune dst -t t -n DavNotificationTopic

To Monitor Disk Utilization

® To monitor a physical destination’s disk utilization, use the i ngcrmd et ri ¢cs command with the

dsk option.
For example:

$ ./ingend nmetrics dst -t t -n DavNotificationTopic -mdsk -u adnin

Accessing Remote Brokers Tip

You can also use the - b host: port option to specify a remote broker host name and port, for example,
-b host 1. exanpl e. com 7676.
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Chapter 9. Using Calendar Server 7 Notifications

Using Calendar Server 7 Notifications

%E‘ information for Calendar Server 7.0.4.15.0 and will not be updated
acumentation beginning with Calendar Server 7.0.5.17.0, see the
etwork site at:

OVED

P wr-OTacle.com/technetwork/documentation/oracle-communications-185806.html

Calendar Server is capable of generating notifications for any change to the calendar data in the
database, or for some preset trigger. Notifications are published as JMS messages. Calendar Server
also includes a JMS consumer program that consumes the JMS notifications and sends email messages
to end users. One type of such end user email naotification, reminders, (sometimes called alarms), are set
by end-users for themselves, so that they are notified about their upcoming events and todos. Another
type of natification is sent by the server when a user, different than the one being notified, makes a
change to the calendar database, for example, by modifying an event invitation, granting a calendar
permission, and so on.

This information describes the Calendar Server notification architecture, how to enable notifications, the
different types of notifications, and how to customize notifications.

© Note

Calendar Server supports RFC 6047 and sends iMIP invitations and responses to external
users as a consequence. External users reside either on a different Calendar Server
deployment administered by a separate group, or on an outside calendaring system, such
as Exchange, Google Calendar, and so on. However, this is a separate feature from the
notifications that are explained in the following information. Calendar Server uses the

noti fi cati on. dav. enabl ei m p configuration parameter to control iIMIP notifications.
Both iMIP and server email notifications use the noti fi cati on. dav. snt p*
configuration parameters to configure the SMTP server to use.

In addition to external users, internal users that have their status set to i nact i ve can also
be configured to receive iMIP invitations. The

davcore. schedul i ng. rej ecti nacti vereci pi ent s parameter enables and
disables this capability. If this value is set to f al se, internal users whose status attribute (
i csSt at us by default) is set to "inactive" in the LDAP directory receive iMIP invitations
just like external users. For users whose status is set to del et ed ori nacti ve, no iMIP
invitations are sent under any circumstances.

Topics:

* Notification Architecture Overview
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More About Reminders (Alarms)

More About Server Email Notifications
Managing Notification Templates

Writing a Java Messaging Service Consumer
Configuring Presence Notifications

Notification Architecture Overview

Calendar Server 7 notification services use a publish/subscribe paradigm. Calendar Server publishes
messages, in this case, natifications. Receiving clients (the subscribers) receive only those messages
that they are interested in.

Calendar Server 7 utilizes the built-in Java Messaging Service (JMS) in Oracle GlassFish Enterprise
Server to communicate calendar data changes and calendar alarm triggers. Calendar Server 7 bundles a
consumer program that "consumes" this information and sends email for certain subset of the
notifications as detailed in Notification Types.

The following figure shows that the Calendar Server notification service consists of two major
components, the Notification Service and Notification Consumer. The Notification Service component
is part of the Calendar Server itself, and is the publisher that posts messages of a pre-configured JMS
topic managed by the JMS provider. The Notification Consumer component is the subscriber or the
message consumer of that JMS topic.

Calendar Server 7 Notifications Services Architecture

1. HTTP Request

Motification
Consumer MDB
- Subscriber

v

4. SMTP Request

The Notification Service component provides interfaces for Calendar Server to publish IMS messages to
a specific IMS topic (DavNoti fi cati onTopi c) of the JIMS broker. The Notification Service
component is part of the main Calendar Server servlet that is deployed in the GlassFish Server web
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container. The Notification Consumer component listens on the JMS bus for the specific topic (
DavNot i fi cati onTopi ¢) notification messages, consumes the messages, and sends notification
email to recipients, if applicable. The consumer checks the notification type and other instructions
provided in the IMS message to determine what action is to be taken. The Notification Consumer
component message-driven bean (MDB) runs in the GlassFish Server J2EE container. The consumer
MDB is deployed in EMBEDDED mode, and thus is running in the same JVM of the J2EE container.

You can choose to write your own customized Notification Consumer programs. See Writing a Java
Messaging Service Consumer.

More About Reminders (Alarms)

Calendar Server sends out emails for upcoming events and tasks if the owners of the events and tasks
have set an email or SMS reminder. (Convergence users can enable default reminders.) The information
is stored along with the event or task in the standard VALARMformat as specified in RFC 5545 with
action set to EMAI L. The server maintains a queue of these alarms and when the right time arrives, it
posts the relevant information to the JMS bus with the notification type set to ALARM The notification
consumer fills in the right alarm template file based on the instructions in the JMS payload and the email
is sent. For reminders to work, you only need to set the noti fi cati on. dav. enabl ej nsnot i f
parameter to t r ue, as well as the correct SMTP configuration settings.

Starting with version 7.0.4.14.0, Calendar Server supports the Alarm-Agent Property. This property
specifies whether a client, server, both client and server, or none, is responsible for processing an alarm
when it is triggered. This is in accordance with the Extended VALARM draft.

For details on how to set alarms by using the store commands in the WCAP protocol, see WCAP 7.0
Server Alarms

More About Server Email Notifications

Server notifications are used to notify users mostly about changes to their calendars due to actions by
other users, including event or task invitations, granting permission to a calendar, and so on. To enable
email notifications at a server level, both the noti fi cati on. dav. enabl ej nsnoti f and
notification.dav. enabl eemai | noti f configuration parameters must be set to t r ue. In addition,
notification should be enabled on a per account basis. In case of event and task invitations or responses,
to include the actual event or task in standard ics format, the

notification.dav. enabl ei i prai | noti f needs to be enabled as well (setto t r ue).

Enabling Calendar Server Notifications

Calendar Server notifications are controlled by the configuration parameters described in the following
table.

Notification Configuration Parameters
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Name Description

notification. dav. enabl eemail notif Controls server-wide email notification. When this
parameter is set to t r ue, Calendar Server sends
email notifications for new event, task, calendar
creation, and access changes, if end users choose
to receive them. End users can choose to receive
notifications either by enabling their own account
through Convergence or by requesting that an
administrator do so by using the davadmi n
command. These notifications are text emails sent
to users for actions that have already been recorded
in their calendars. If set to f al se, server-wide email
notification is disabled.

notification.dav. enabl ej nsnoti f Controls server-wide JMS notification. When set to
t r ue, Calendar Server publishes notifications to the
JMS bus. This parameter has to be set to true for
any notification to work.

notification.dav. enabl ei m prmai | notif Controls server-wide inclusion of actual event/task
ical content in email notification. When this
parameter is setto t r ue, iCal content is included in
the server-wide JMS notification email sent to users
on the internal deployment. By default, iCal content
is not included in notifications. If this parameter is
enabled, email notifications with ics content can be
interpreted by iCal aware clients and even used for
responding from the email client itself. For this
feature to work correctly,
noti fication. dav. enabl eenni |l noti f,
notification.dav. enabl ejnmsnotif,and
notificati on.dav. enabl ei mi pnail noti f
must all be enabled.

You can enable or disable these parameters by using Jconsole or the davadmi n utility. You do not need
to restart the server for a change to these parameters to take effect.

The settings are not cumulative. That is, to receive email notification, not only should
notification.dav. enabl eenai |l notif be settotrue, soshould

notification. dav. enabl ej nsnoti f. Similarly, to get ics information in natifications, all three
configuration options must be setto t r ue.

Other not i fi cati on. dav. * configuration parameters control items such as the SMTP server to use
and its settings, maximum notification payload, location of notification templates, and so on. The
davcor e. aut ocr eat e. enabl eenmi | noti fi cati on parameter determines if notification is enabled
by default on a newly created account and the

davcore. autocreate. email notificati onaddressattr parameter specifies which LDAP
attribute to set as the default naotification address when autocreating an account. (The default value is
mai | .) For more details on Calendar Server configuration parameters, see Calendar Server 7
Configuration Parameters.

To Enable Notifications on an Account
1. To enable notifications for all accounts, use the davadm n command to set the

davcor e. aut ocr eat e. enabl eenni | notificationtotrue.
For example:
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# ./davadmin config modify -0
davcor e. aut ocr eat e. enabl eemai | notification -v true
Enter Adm n password:

2. If necessary, change the value of the LDAP attribute corresponding to
davcore. aut ocreat e. enni | noti fi cati onaddressattr, which is used to set the email

notification address during account autocreation.
The default value is mai | .

To Modify Notifications on an Account

Calendar Server stores the values for the davcor e. aut ocr eat e. enabl eenmai | noti ficati on and
davcore. autocreate. enmil notificati onaddressattr parameters in the database as
properties for each account. These parameters can be modified in two ways:

® User: Use a WCAP client that is capable of running the set _account pr ops. wcap command,
specifying a new value for noti f emai | and noti freci pi ents.
® Administrator: Run the davadni n account command.

For more information, see set_accountprops.wcap and davadmin account.

Managing Notification Templates

This section describes the Calendar Server notification service in more detail and how to customize
notification templates for your deployment.

Topics in this section:
Notification Types
Templates, Resource Bundle, and Other Configuration Files

Customizing Templates
Preserving Customized Template Files During Calendar Server Upgrade

Notification Types

The notification message contains a type field that indicates what action triggered the notification and
thus helps the consumer decide how to process it.

The following table lists and describes notification types. It also lists the payload data, which is the
resource content (for example, iCal data) in byte array format. Attachments are not included.

Notification Types

Notification Type Description Payload CS7 Consumer Action
ALARM Alarm iCal data  Email is sent if ACTI ONtype is EMAI L.
AUTOCREATE Initial creation of = None Email sent if creation happened as a
a user's home result of a scheduling invitation. Creation
collection (and due to user login or explicit account
its default creation by using the davadm n
sub-collections) command does not trigger an email.
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CREATE_CAL_COLLECTI ON | Creation of a

CREATE_CAL_RESOURCE

CREATE_COLLECTI ON

CREATE_RESOURCE

DELETE_CAL_COLLECTI ON

DELETE_CAL_RESOURCE

DELETE_COLLECTI ON

DELETE_RESOURCE

EVENT_START
Introduced in Calendar
Server 7.0.4.14.0.

EVENT_END
Introduced in Calendar
Server 7.0.4.14.0.

MODI FY_CAL_ RESOURCE

MODI FY_RESOURCE

MOVE_CAL_COLLECTI ON

calendar
collection

Creation of an
entry (event or
task) ina
calendar
collection

Creation of a
non-calendar
collection

Creation of an
entry in a
non-calendar
collection

Deletion of a
calendar
collection

Deletion of an
entry (event or
task) in a
calendar
collection

Deletion of a
non-calendar
collection

Deletion of an
entry in a
non-calendar
collection

Event start for
presence
integration

Event end for
presence
integration

Modification of
an entry (event
or task) in a
calendar
collection

Modification of
an entry in a
non-calendar
collection

A calendar
collection was
moved

None

iCal data

None

iCal data

None

iCal data

None

iCal data

uiD,
DTSTART,
DTEND

ulD,
DTSTART,
DTEND

iCal data

iCal data

None

None

None

None

None

None

None

None

None

Notification email is triggered if presence

notification is enabled (davcor e.
presence. enabl e=t r ue).

Notification email is triggered if presence

notification is enabled (davcor e.
presence. enabl e=t r ue).

None

None

None

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide

85



MOVE_CAL_RESOURCE

MOVE_COLLECTI ON

MOVE_RESOURCE

SHARE_ACCOUNT
Introduced in Calendar
Server 7 Update 2.

SHARE CAL_COLLECTI ON
Introduced in Calendar
Server 7 Update 2.

SCHEDULE_| TI P*

SCHEDULE_RECEI VE

SCHEDULE_SEND

NONE
Introduced in Calendar
Server 7 Update 3.

An entry in a
calendar
collection was
moved

A non-calendar
collection was
moved

An entry in a
non-calendar
collection was
moved

An account was
shared

A calendar
collection was
shared

Scheduling iTIP
message

Scheduling
message is
received

Scheduling
message is sent

Undefined type

iCal data

None

None

None

None

iCal data

iCal data

iCal data

iCal data

None

None

None

An email is sent if additional permission
was granted.

An email is sent if additional permission
was granted.

iTIP scheduling: Announces an iTIP
scheduling event, task, or a significant
change to an event or task to an
external attendee.

Sends an email notification of the
invitation or the response as long as it
refers to an event or task in the future.
Notifies attendee of new event, task, or
a significant change to the event/task.

None

Not applicable

SCHEDULE_| TI P* natification type is used by the notification service to directly send iMIP messages to
external invitees by using the same template substitution mechanism. No posting is done to the JIMS

bus.

Templates, Resource Bundle, and Other Configuration Files

This section contains the following topics:

® Notification Configuration

® Resource Bundles
® Template Files

Notification Configuration

You enable or disable notifications and set the values of the SMTP server used by the notification
consumer by using the davadm n command or Jconsole. See Calendar Server 7 Configuration
Parameters for details on each of the configuration properties that you can set for notifications.

Resource Bundles
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The value of the user's locale/preferred language attribute (defined by the

davcore. | dapattr. preferredl ang configuration parameter) in the user's directory entry is used to
localize notification email. The attribute is retrieved from LDAP every time a notification is triggered and is
then passed along as part of the notification object being published. If the user does not have any

preferred locale/language, it defaults to the consumer module's system's default.

Template Files

Notification templates are files that contain pre-formatted notification messages. For example,
request. fm is used for scheduling request naotification email message, while sns. f nt contains a
short template for alarm SMS messages.

The following table summarizes the available notification email templates. In a deployed production
environment, by default the templates should be located in the / confi g/ t enpl at es sub-directory, for
example, / opt / sun/ conms/ davser ver/ confi g/t enpl at es/ . The location of the templates
directory is defined by the not i fi cati on. dav. confi gdi r configuration parameter.

Scenarios That Trigger Notifications and Templates Files Used

Message Notification Template From To Description

Type Type Files

Alarm ALARM alarm.fmt User's Recipients = Email reminder for an upcomir

alarm_todo.fmt | scheduling ' listed in event or todo.

address alarm

Alarm ALARM sms.fmt User's Recipients = SMS reminder for an upcomin
scheduling ' listed in event or todo. The SMS messi
address alarm is a more concise message bt

still sent by email.

Auto AUTOCREATE autocreate.fmt  User's User's Notifies of auto creation of use

creation scheduling ' scheduling ' home collection due to
address. address the arrival of the very first invit

Event SCHEDULE_  request.fmt Organizer Notification Notifies attendee of a new eve

Request RECEIVE request_ recipients | invitation or significant

Notification recur.fmt change to an invitation.

Todo SCHEDULE_  request_ Organizer = Notification Notifies attendee of a new tod:

Request RECEIVE todo.fmt recipients | significant change

Notification request_recur_ to a todo.

Introduced todo.fmt

in

Calendar

Server 7

Update 3.

Eventreply SCHEDULE_  reply Attendee | Organizer  Notifies the organizer of the st

Notification | RECEIVE request of an invitation, when

status.fmt the status is of value 3.x and 4
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Todo Reply
Notification

Introduced
in
Calendar
Server 7
Update 3.

Event
Cancel
Notification

Todo
Cancel
Notification

Introduced
in
Calendar
Server 7
Update 3.

Event
Reply
Notification

Todo Reply SCHEDULE _

Notification

Introduced
in
Calendar
Server 7
Update 3.

Event
Request
Notification
with iMIP
Data

SCHEDULE_

RECEIVE

SCHEDULE_

RECEIVE

SCHEDULE_

RECEIVE

SCHEDULE_

RECEIVE

RECEIVE

SCHEDULE_

RECEIVE

reply_ Attendee
request
status_

todo.fmt

cancel.fmt
cancel_
recur.fmt
cancel_imip_
todo.fmt
cancel_recur_
imip_todo.fmt

Organizer

cancel_
todo.fmt
cancel_recur
_todo.fmt

Organizer

reply.fmt Attendee
reply_

recur.fmt

reply_imip_

todo.fmt

reply_recur_

imip_todo.fmt

reply_ Attendee
todo.fmt
reply_recur_

todo.fmt

request_
imip.fmt
request_recur
_imip.fmt
request_imip
_todo.fmt
reguest_recur_

Organizer

imip_todo.fmt

Organizer

Notification

recipients

Notification

recipients

Organizer

Organizer

Notification

recipients
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Notifies the organizer of the st
of a todo, when the

status is of value 3.x and 4.x,\
indicates some

issues with the scheduling.

Notifies of a canceled event (t
attendee).

Notifies of a cancelled todo (to
attendee).

Notifies of the following reply
scenarios:

Notifies the event organizer th
attendee

accepted the invitation.
Notifies the event organizer th
attendee

declined the invitation.
Notifies the event organizer th
attendee

tentatively accepted the invitat

Notifies of the following reply
scenarios:

Notifies the todo organizer tha
attendee

accepted the todo.

Notifies the todo organizer tha
attendee

declined the todo.

Notifies the todo organizer tha
attendee

tentatively accepted the todo.

Notifies attendee of a new eve
significant

change to the event. The
notification contains

iCal information because the
notification.dav.enableimipem:
configuration

parameter has been set to true
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Event
Cancel
Notification
with iMIP
Data

Event
Reply
Notification
with iMIP
Data

iTIP Event
Request

iTIP Todo
Request
Introduced
in
Calendar
Server 7
Update 3.

iTIP Event
Cancel

iTIP Todo
Cancel
Introduced
in
Calendar
Server 7
Update 3.

iTIP Event
Reply

SCHEDULE_

RECEIVE
cancel_recur_
imip.fmt
cancel_imip.fmt
cancel_recur
_imip.fmt

SCHEDULE_  reply_imip.fmt

RECEIVE reply_recur_
imip.fmt
reply_imip.fmt
reply_recur_
imip.fmt

SCHEDULE_ itip_

ITIP event
request.fmt

SCHEDULE_ itip_

ITIP todo
request.fmt

SCHEDULE_ itip_

ITIP event
cancel.fmt

SCHEDULE_ itip_

ITIP todo
cancel.fmt

SCHEDULE_ itip_

ITIP event
reply.fmt

cancel_imip.fmt = Organizer

Attendee

Organizer

Organizer

Organizer

Organizer

External
attendee

Notification

recipients

Organizer

External
attendee

External
attendee

External
attendee

External
attendee

Organizer
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Notifies of a canceled event (t
attendee).

The notification contains iCal
information because

the
notification.dav.enableimipem:
configuration

parameter has been set to true

Notifies of the following reply
scenarios:

Notifies the event organizer th
attendee

accepted the invitation.
Notifies the event organizer th
attendee

declined the invitation.
Notifies the event organizer th
attendee

tentatively accepted the invitat
The notification contains iCal
information because

the
notification.dav.enableimipem:
configuration parameter has b
set to true. |

iTIP scheduling: Announces ai
scheduling

event or a significant change t
event to

an external attendee.

iTIP scheduling: Announces ai
todo or

a significant change to a todo-
external

attendee.

iTIP scheduling: Notifies of a
cancellation

of an iTIP scheduling event to
external attendee.

iTIP scheduling: Notifies of a
cancellation

of an iTIP todo to an external
attendee.

iTIP scheduling: Replies to an
scheduling event.

Attendee accepted the invitatic
Attendee declined the invitatio
Attendee +tentatively accepte(
invitation.
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iTIP Todo  SCHEDULE_ itip_

Reply ITIP todo
Introduced reply.fmt
in

Calendar

Server 7

Update 3.

Share SHARE_ share__
calendar ACCOUNT account
account fmt
Share SHARE_CAL_ share_

calendar COLLECTION  cal.fmt
collection

Notes:

External
attendee

Sharer's
email
address

Sharer's
email
address

Organizer

Sharee's
email
address

Sharee's
email
address

iTIP scheduling: Replies to an
todo.

Attendee accepted the todo.
Attendee declined the todo.
Attendee tentatively accepted
todo.

Notifies of a calendar account
shared.

Notifies of a calendar collectio
being shared.

® Notification recipients: A recipient list stored in the property, SUN_NOTI FI RECI Pl ENT. By default,
it's the scheduling address of the LDAP user on behalf of whom the operation is executed. It can
be modified through interfaces provided by WCAP or by using the davadni n command.

* recur files: Templates of file names containing "_recur" are used for notifications regarding

recurring resources.

®* imip templates: These templates are used by the iSchedule gateway, and contain x-headers
added by the gateway for special processing instructions.

Customizing Templates

Because JavaMail has interfaces to parse an entire string into a MIME message, a notification template
file is designed to be a well-formatted email MIME message that contains character sequences denoted

by a starting "%f{", and an ending "}".

A template contains two types of trinkets:

® Resource bundle key: A place holder for locale-specific resource, in the format of ${key};
For example, trinket ${summary} contains a key "summary" that uniquely identifies a
locale-specific object in the resource bundle.

® Value trinket: A place holder for natification field value, in the format of %({trinket};

For a complete list of keys, refer to the emai | . properti es file.

The following table shows all notification values and trinkets.

Notification Value Trinkets
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Name
sunmary
from

to

organi zer
attendees
sender
reci pi ent
start

end

| ocation

description

note_recurring

part st at

request st at us

due

al arm summary

cal _owner

di spl aynane

i cal

Description or Note

Summary

Email from value for this notification
Email to value for this notification
Organizer in ical

Attendee list in ical

On behalf of sender

Original recipient

Start date/time for this notification
End date/time for this notification
Location in ical

Description in ical

Used in template in recurring resources

Used in reply

Usedinreply_
request st at us templates

Used in todo templates
Used in alarm templates

Owner of the shared calender. Used in share
templates.

The displayname of a calendar

Used for iMIP messages

Example

Not applicable
Not applicable
Not applicable
Not applicable
Not applicable
Not applicable
Not applicable
Not applicable
Not applicable
Not applicable
Not applicable

Not applicable

[ ACCEPTED, TENTATI VE,

DECLI NED]

As defined in RFC5545

Not applicable
Not applicable

Not applicable

Not applicable

Entire ical raw data

The following example shows an event request template, r equest . f nt , and the resulting notification
message constructed from the template.

Event Request Template
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Subj ect: ${event_request_notification} % sunmary}
From 9%fron}

To: %t o}

M ME- Version: 1.0

Content - Type: text/plain; charset=utf-8

Content - Transfer-Encoding: 7Bl T

${sumary}: % summary}
${organi zer}: % organi zer}
${attendees}: % attendees}
${start}: Ystart}

${end}: % end}

${l ocation}: %] ocation}

${description}:
% descri ption}

Resulting Notification Message

Subj ect: Event Request Notification: test
From cal user 39@xanpl e. com

To: cal user 8@xanpl e. com

M ME-version: 1.0

Content-type: text/plain; charset=utf-8
Content-transfer-encoding: 7BIT

Surmary: test

Organi zer: cal user 7@xanpl e. com

Att endees: cal user8@xanpl e.com

Start: Tue Decenber 01, 2009 10: 30: 00 AM PST
End: Tue Decenmber 01, 2009 11:30: 00 AM PST
Locati on: Lovel and conf room BRM)5
Description: test notes.

The following example shows a customized r equest . f nt template, and the resulting notification
message constructed from the template. In the resource bundle, a new entry should be included as
shown in the example (sunmar y_cap=SUMVARY).

Customized request.fmt
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Subj ect: ${event_request_notification} % sunmary}
From 9%fron}

To: %t o}

M ME- Version: 1.0

Content - Type: text/plain; charset=utf-8

Content - Transfer-Encoding: 7Bl T

${summary_cap}: % sumuary}
${organi zer}: % organi zer}
${attendees}: % attendees}
${start}: Ystart}

${end}: % end}

${l ocation}: %] ocation}

${description}:
% descri ption}

Resulting Notification Message

Subj ect: Event Request Notification: test
From cal user 39@xanpl e. com

To: cal user 8@xanpl e. com

M ME-version: 1.0

Content-type: text/plain; charset=utf-8
Content-transfer-encoding: 7BIT

SUMVARY: t est

Organi zer: cal user 7@xanpl e. com

Att endees: cal user8@xanpl e.com

Start: Tue Decenber 01, 2009 10: 30: 00 AM PST
End: Tue Decenmber 01, 2009 11:30: 00 AM PST
Locati on: Lovel and conf room BRM)5
Description: test notes.

The Calendar Notifications module constructs the notification message from the corresponding template.
Based on the user's preferred language/locale, the Notification module retrieves the locale-specific
template from a runtime templates cache. It then performs more customization with the notification
values. If the locale-specific template is not found, the original template is loaded and localized. The
localized template is then stored in the cache, and thus should be constructed only once.

You can customize a template as long as it is in valid MIME format. Each resource bundle key is defined

in the resource bundles and can be adjusted and added as long as it has a matching entry in the bundle
files. All notification value trinkets are predefined in the Java source code, and should not be changed.

Preserving Customized Template Files During Calendar Server Upgrade

Customized notification template files are preserved during a Calendar Server upgrade. Normally, there
should be no problem merging customized notification template files during the upgrade. If the upgrade
encounters a problem with merging these files, the following message is displayed:
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| og_nsg "There are conflicts in nerging $file custon zation"
|l og_nmsg "Please finish the nmerge by manually resolving the conflicts in
$cf gFi | eNew!

The $f i | e and $cf gFi | eNew are substituted with actual file names.

Writing a Java Messaging Service Consumer

Calendar Server Notification Services use a publish/subscribe paradigm, as described in Notifications
Architecture. The information in this section describes how to create your own consumer program.

All Calendar Server 7 notification messages are posted to a pre-defined JMQ Topic called
DavNot i fi cati onTopi c. Each message consists of the associated iCal data as the message body
and some additional information passed in as properties.

Topics in this section:

* Notification Message Format
® Code Sample

Notification Message Format

The Notification data posted to the JMS bus is a JIMS Message object. The iCal data is sent as a IMS
message body, while all other information is sent as message properties.

The properties are as follows:

® type (notification type): indicates the type of change that occurred. See Notifications Types for
the types that are currently defined. The following notification types trigger a notification message
to be sent from the MDB consumer:

® ALARM

AUTCCREATE

SCHEDULE_RECEI VE

SCHEDULE I TI P (email directly from Calendar Server)

SHARE_ACCOUNT

SHARE_CAL_COLLECTI ON

® resourceURl : A string property indicating the URI of the changed resource.

* fromAddr ess: A string Property indicating the originator, the scheduling address of the principal
URI who made the change.

® t 0Addr esses: A string Property consisting of a comma separated list of recipient address(es)
where the notification is to be delivered. The final list of recipients are further calculated based on
the notification type and other conditions at the consumer.

® | ocal e: A string Property that specifies the locale/preferred language of the owner of the
resource or collection on which a notification was triggered.

® notificationDate: ALong Property with the timestamp when the notification was posted to the
JMS bus.

The Notification Message payload is the resource content (that is, iCal data) in byte array format.
Attachments are not included.

An instruction field in a notification carries a special instruction on processing of a notification. For
example, an instruction of EXCEED PAYLOAD LI M T indicates the iCal data involved in this change
exceeds the pre-configured maximum JMS payload size, and thus the consumer needs to fetch the data
separately.
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Code Sample

The following sample code for a consumer assumes that you know now to implement Message Driven
Beans (MDB), and that you are familiar with Calendar Server's notification model and types.

@vessageDri ven(mappedNanme = "j s/ DavNoti fi cati onTopic",
activationConfig = {

@\ctivationConfigProperty(propertyNane = "subscriptionDurability",
propertyVal ue = "Durable"),

@\ctivationConfigProperty(propertyName = "clientl D', propertyValue =
"Cal DAVNot i f Consumer | D"),

@\ct i vati onConfi gProperty(propertyNane
propertyVal ue = "Cal DAVNot i f Consuner™)
})

public class NotificationConsunmer inplenents Messageli stener {

"subscri pti onNane",

public void onMessage( Message contents) {

public void onMessage( Message contents) {

if (contents instanceof Streanm\Vessage) {
Notification notif = null;

/1 read the JMS nessage,

StreamVessage nsg = (Streamvessage) contents;
try {

nsg. reset();

byte[] theData = (byte[]) nsg.readObject();
[Ifirst, filter out those types of notification that we want to process.
Noti ficati onType type =

Noti ficationType. val ueXf (nsg. get StringProperty("type"));
switch (type) {

case ACLCHANCE:

case CREATE_COLLECTI ON:

case CREATE CAL_COLLECTI ON:

case DELETE_COLLECTI ON:

case DELETE_CAL_COLLECTI ON:

case SCHEDULE_SEND:

case CREATE_RESOURCE:

case CREATE_CAL_RESOURCE:

case DELETE_RESOURCE:

case DELETE_CAL_RESOURCE:

case MODI FY_RESOURCE:

case MODI FY_CAL_ RESOURCE:

return;

case ALARM

case AUTOCREATE:

case SCHEDULE RECEI VE:

defaul t:

br eak;

}

notif = new Notification(type,

nsg. get Stri ngProperty("resourceUrl "),

nsg. get Stri ngProperty("fromAddress"),

nsg. get Stri ngProperty("toAddresses").split(","),
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nsg. get StringProperty("l ocal e"),

new Dat e(nsg. get LongProperty("notificati onDate")),

t heDat a) ;

} catch (MessageECFException neofex) {

LOGGER. | og(Level . WARNI NG "Error readi ng nmessage data object:
+ "unexpected end of nessage stream has been reached. \n",
neof ex) ;

} catch (MessageFor mat Exception nfex) {

LOGGER war ni ng("lnvalid type conversion.\n" + nfex);

} catch (JMSException jnse) {

LOGGER. | og(Level . WARNI NG, "Error reading JMS nessage: "

+ "JMS provider fails to read the nessage due to sone internal
error.\n",

jmse);

}

if(notif !'=null) {

try {
/l Get iCal data
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byte[] data = notif.getData();

Where to Go From Here
See Managing Calendar Server JMS Destinations to learn how to manage Java Messaging
Server (JMS) destinations in Calendar Server by using the i ngcnd command.

Configuring Presence Notifications

Starting with version 7.0.4.14.0, Calendar Server publishes a JMS message on an event start and end
that presence clients, including Oracle Communications Instant Messaging Server, can use to
automatically set presence status. The client then displays a status message based on how that client
consumes and posts the status. Calendar Server publishes this IMS message through its existing JMS
infrastucture, which is also used to publish alarms for database changes.

To Configure Presence Notifications

1. If you upgraded to Calendar Server 7.0.4.14.0, run the davadni n account upgr ade
command.

2. Enable server-wide presence by setting the davcor e. pr esence. enabl e parameterto tr ue.
See To Enable Notifications on an Account for more information.

3. Configure the davcor e. presence. advancepr esencet ri ggeri nt erval parameter to set
time difference in seconds, between actual event timings and trigger time.
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Chapter 10. Deploying Calendar Server on a
GlassFish Server Cluster

Deploying Calendar Server on a GlassFish Server Cluster

_aer-% oﬁ information for Calendar Server 7.0.4.15.0 and will not be updated
‘h‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

N,\O-QEE.\ etwork site at:

YA OTacle.com/technetwork/documentation/oracle-communications-185806. html

This information describes how to deploy and configure Oracle Communications Calendar Server 7 on
an Oracle GlassFish Server 3.1.2 cluster. The GlassFish Server cluster feature enables you to create a
collection of GlassFish Server instances that work together as one logical entity to provide Calendar
Server with high availability through failure protection, scalability, and load balancing.

© Note
This is an example deployment to illustrate the basics of setting up a GlassFish Server
Cluster for Calendar Server.

Topics:

Prerequisites for Deploying Calendar Server on a GlassFish Cluster
Example GlassFish Server Cluster Deployment Architecture

Configuring a Calendar Server and GlassFish Server Cluster Deployment
Limitations of This Deployment

Prerequisites for Deploying Calendar Server on a GlassFish Cluster
This information assumes that you are familiar with the following tasks:

¢ Installing and configuring Calendar Server. See Communications Suite 7.0.6 Installation Guide for
information about installing and configuring Calendar Server.
® Setting up clusters using Oracle GlassFish Server 3.1.2. See the following documents for more
information:
® Oracle GlassFish Server High Availability Administration Guide
® Oracle GlassFish Server Quick Start Guide Chapter 2 Use Cases for Production
Deployments

The hardware and software requirements for configuring Calendar Server in a GlassFish Server cluster

are the same as configuring a non-cluster Calendar Server deployment. See Requirements for
Communications Suite 7.0.6 for more information. You also need to install a load balancer for the cluster.

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 98


http://www.oracle.com/technetwork/documentation/oracle-communications-185806.html
https://wikis.oracle.com/display/CommSuite/Communications+Suite+7.0.6+Installation+Guide
http://docs.oracle.com/cd/E26576_01/doc.312/e24934/toc.htm
http://docs.oracle.com/cd/E26576_01/doc.312/e24937/use-cases.htm#gkycd
http://docs.oracle.com/cd/E26576_01/doc.312/e24937/use-cases.htm#gkycd
https://wikis.oracle.com/display/CommSuite/Communications+Suite+7.0.6+Release+Notes
https://wikis.oracle.com/display/CommSuite/Communications+Suite+7.0.6+Release+Notes

This example uses Oracle iPlanet Web Server (formerly known as Sun Java System Web Server 7.0). If
you use a different load balancer, modify the appropriate steps in the procedures that follow.

Example GlassFish Server Cluster Deployment Architecture

The following figure shows an example cluster architecture consisting of two GlassFish Server nodes.

Calendar Server Cluster Deployment Architecture Example

A

i Machine D

Load Balancer

Machinec

. Machine A —

. o4  GlassFish T GlassFish
%)’ Server Cluster Silaia 3 Server Cluster
E |nstance node & Domain —% Instance node

= | Administration [ x =

Server

[ Calendar Server [CalendarServer J

\._
[ davcluster ]

Directory

Database Document
Server

Server Store

This figure shows that a "davcluster” is formed from machines A and B, which are GlassFish Server
cluster nodes for the Calendar Server front end process. The Calendar Server front ends access the
back-end database and document store, as well as the Directory Server. Machine A is the GlassFish
Server domain administration server (DAS) that provides the shared location for the Calendar Server
configuration information and data.

Configuring a Calendar Server and GlassFish Server Cluster

Deployment

Configuring Calendar Server in a GlassFish Server cluster involves the following two high-level steps:

1. Creating a multi-instance GlassFish Server cluster
2. Deploying Calendar Server into the GlassFish Server cluster

The following section describes how to create a two-instance GlassFish Server cluster.
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To Create a Two-Instance GlassFish Server Cluster

® Follow the instructions described in Deploying an Application to a Two-Instance Cluster to set up a

GlassFish Server 3 cluster and load balancer.

Instead of deploying sample application in this example, you deploy Calendar Server. That is,
replace the example section "To Deploy the Application and Configure the Load Balancer" with the
next task, To Deploy Calendar Server on a Two-Instance GlassFish Server Cluster.

© Notes

® |f you plan on using a standalone domain administration server (DAS), and installing
and configuring Calendar Server on one of the cluster nodes, make sure that you
install GlassFish Server 3 on the DAS machine in a network shared location
accessible by the cluster nodes. Then, when you run the Calendar Server initial
configuration script (i ni t - conf i g) on the cluster node and are prompted for the
GlassFish Server 3 installation path, use the network share path of the GlassFish
Server 3 DAS installation.

® |f you plan to install and configure GlassFish 3 as the r oot user, you need to
configure the network share so that no root squashing occurs to avoid permission
issues. For example, on Solaris OS, use the r oot = option, and on Linux, use the
no_r oot squash opti on when sharing over NFS. However, if you plan to install
Calendar Server on the DAS machine itself, then you do not need to install
GlassFish Server 3 on a network share location.

To Deploy Calendar Server on a Two-Instance GlassFish Server Cluster

1.

Following the deployment example described previously, install Calendar Server on cluster node
Machine B.

You need to install the Unified Communications Suite distribution on the machine, run the
commpkg i nstall command, then select Calendar Server. For more information, see
Installation Scenario - Calendar Server.

. Create an NFS share on DAS Machine A.

For both cluster nodes to share the same Calendar Server configuration and data, create a
directory on the DAS Machine A, for example, / ocucs, and share it over NFS.

. On Machine B and Machine C, mount the / ocucs share on Machine A to / ocucs so all

machines can access the / ocucs path.

© Note

If you are running GlassFish 3 as r oot user, configure the network share so no root
squashing occurs.

. On Machine B, configure the Calendar Server instance by running the Calendar Server

i ni t-confi gcommand.
For more information, see Calendar Server 7.0.4.15.0 Initial Configuration.

. When prompted by the i ni t - conf i g command, reply as follows:

a. To the prompt "Location to store application data and config (datadir)," use the network
shared location / ocucs/ var/ opt/ sun/ conms/ davser ver .

b. To the prompt "Runtime user (cs.user)" and "Runtime group (cs.group)," specify the same
user and group under which the GlassFish Server instance runs.

c. To the prompt "Application server install directory (appsrv.dir.install)," answer according to
whether are configuring Calendar Server on the DAS machine, or a cluster node machine.
In this example, because you are configuring from the Machine B, use the network path of
the GlassFish Server installation on the DAS machine A to which the current user has read
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N o

10.

and write access. That is, use / hone/ gf user/ gl assfi sh3, assuming / hone is the
automounted network home directory for users.

d. To the prompt "Application server target instance name (appsrv.target),” use the name of
the cluster that was previously created in To Create a Two-Instance GlassFish Server
Cluster, for example, davcl ust er.

e. To the prompt "Calendar server access host (appsrv.http.host)," use the load balancer host
for the cluster, for example, Machine D.

f. To the prompt "Calendar server access port (appsrv.http.port),” use the load balancer port
for the cluster.

g. To the prompt "Application server admin server host (appsrv.admin.host),” use the DAS
machine host name, for example, Machine A.

Answer the remaining i ni t - conf i g prompts.
Click Configure Now to configure Calendar Server.

. Configure the load balancer on Machine D by adding the following lines to the webserver7base

/adni n-server/config-store/ machi nely def aul t. acl file:

acl "uri=/davserver";

al | ow
(http_propfind, http_proppatch, http_nkcol , http_head, htt p_del ete, http_pl
user = "anyone";

Add the following lines to the webserver7base
/ adnmi n-server/ confi g-store/ machi nelY magnus. conf file:

Init fn="register-http-nethod" nmethods="MKCALENDAR'

Run the Web Server wadm depl oy- confi g command to deploy the changed configuration.

© Note

If you install and configure Calendar Server on the DAS machine, when you run the
davadnm n comand, you need the - H cluster-node option for the command to
succeed, where cluster-node can be any one of the nodes in the cluster.

Limitations of This Deployment

The GlassFish Server load balancer used in this deployment example can only do cookie-based
stickiness routing, not IP-based routing. As a consequence, the session-based WCAP protocol does not
work well with the load balancer. Requests from the same client are routed among the active instances
that could be different than the authenticated session. Therefore, Convergence would not work against
this HA deployment. To get around this limitation, use an IP-based load balancer.
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Chapter 11. Making Calendar Server Highly
Available

Making Oracle Communications Calendar Server Highly
Available

LS n% oE information for Calendar Server 7.0.4.15.0 and will not be updated
\ ‘,".u E:i cumentation beginning with Calendar Server 7.0.5.17.0, see the
U

moq = etwork site at:

P w-otacle.com/technetwork/documentation/oracle-communications-185806.html

Choices for making Calendar Server highly available include GlassFish HA Cluster, MySQL Async
Replication, and Oracle Data Guard. You can also configure the document store for high availability.

Topics:

Front End High Availability: Configuring Calendar Server in GlassFish HA Cluster
Back End High Availability: MySQL Async Replication

Back End High Availability: Oracle Data Guard

Document Store High Availability

Front End High Availability: Configuring Calendar Server in GlassFish
HA Cluster

This section describes how to deploy and configure Oracle Communications Calendar Server 7 on Sun
GlassFish Enterprise Server 2.1.1 cluster. The GlassFish Enterprise Server cluster feature enables you
to create highly available and scalable deployment architectures.

About This Deployment Example

Prerequisites and Deployment Example Architecture
To Configure a Calendar Server Cluster Deployment
Limitations

About This Deployment Example

This example assumes that you are familiar with the following tasks:

® Installing and configuring Calendar Server. See Communications Suite 7.0.6 Installation Guide for
information about installing and configuring Calendar Server.
® Setting up clusters using Sun GlassFish Enterprise Server v2.1.1. See the following document for
more information:
® Sun GlassFish Enterprise Server v2.1.1 High Availability Administration Guide
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Prerequisites and Deployment Example Architecture
The hardware and software requirements for configuring Calendar Server in a GlassFish Server cluster is

the same as configuring a default Calendar Server deployment. However, additionally you need to install
Oracle iPlanet Web Server (formerly known as Sun Java System Web Server 7.0). In this example, Web

Server functions as the load balancer.
The following figure shows the deployment architecture.

Calendar Server Cluster Deployment Architecture
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Make sure that you have the following software:

® Sun GlassFish Enterprise Server 2.1.1 Patch05 (v2.1 Patch11) ( 9.1_02 Patch17 ) with HADB,
Solaris: File based patch:
http://sunsolve.sun.com/search/document.do?assetkey=1-21-128643-19-1

® Oracle iPlanet Web Server

Also, ensure that clocks are synchronized on the HADB hosts. See Synchronizing System Clocks for
details.

To Configure a Calendar Server Cluster Deployment
For the following steps, refer to the Calendar Server Cluster Deployment Architecture figure.

On machine A where DAS, Node Agent, and HADB reside

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 103


http://sunsolve.sun.com/search/document.do?assetkey=1-21-128643-19-1
http://download.oracle.com/docs/cd/E19879-01/821-0182/abdcs/index.html

1. Prepare shared memory configuration for HADB by editing the / et ¢/ syst emfile and adding the
following entries:

set shnsys: shm nf o_shmmax=0x80000000
set sensys: sem nfo_senmi =10

set sensys: sem nfo_senms=60

set sensys: sem nf o_senmmu=600

2. Reboot the system.

.......................................................................................................................................................

.......................................................................................................................................................

Consult Sun GlassFish Enterprise Server v2.1.1 High Availability Administration Guide Chapter 2
for more shared memory configuration information.

3. Run the Glassfish installer, sges_ee-2_1 1- p05-sol ari s-spar c-mni . bi n, and select the
"High Availability Database Server," and "Domain Administration Server and Administration Tool"
in the Component Selection screen.

4. Start the HADB agent.

.......................................................................................................................................................
.......................................................................................................................................................

.......................................................................................................................................................

hadbm cr eat edonmai n - - adm npasswor d=<passwor d>
<machi ne- A- |1 P- addr ess>
export HADBM AGENT=machi neA: 1862

.......................................................................................................................................................

chnod u+s /opt/ SUNWAppserver/hadb/ 4/1ib/server/clu_nsup_srv
chown root /opt/SUNWappserver/hadb/4/1ib/server/clu_nsup_srv

.......................................................................................................................................................

asadmi n creat e-node-agent --host nmachi neA --port 4848 --user admn
--agentproperties renoteclientaddress=machi neA dav-agent-1

asadm n create-cluster --user adm n dav-cluster

asadm n create-instance --user adm n --nodeagent dav-agent-1
--cluster dav-cluster instancel

asadmi n create-instance --user adnmin --nodeagent dav-agent-2
--cluster dav-cluster instance2

asadmi n set dav-cluster-config.jns-service.type=EVMBEDDED

.......................................................................................................................................................

8. Go to setup machine B and C, then return here for next step.
9. Create a HTTP load balancer.
asadm n create-http-lb --user adm n --devicehost machi neC
--devi ceport <machi neC- SSL- Port > --aut oappl yenabl ed=true
--1 benabl eal I i nst ances=true --I|benabl eal | applications=true --target
dav-cluster dav-lb

10. Log in to the GlassFish Admin Console on machine A and go to the load balancer dav-Ib
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properties page and do "Test Connection” to make sure the SSL connection between DAS and
Web Server 7 succeeds.

asadm n configure-ha-cluster --user adm n --hosts nachi neA machi neA
- - haadmi npassword <passwor d> dav-cl uster

11. Install and configure Calendar Server on machine A.
See Installation Scenario - Calendar Server 7.0.4.15.0. Make sure the web-app target is
dav-cluster, and the MySQL host is the FQDN of the MySQL server, not the default localhost.

12. Enable HA on the deployed web app davserver.
Edit the
/ opt / SUN\WAppser ver/ donai ns/ domai nl/ appl i cati ons/j 2ee- nodul es/ davserver/ W
file to add <di st ri but abl e/ > under <web- app>. Create sun- web. xm in the preceding
location with the following content:

<?xm version="1.0" encodi ng="UTF-8""?>
<I DOCTYPE sun-web-app PUBLIC "-Sun M crosystens, Inc. DID
Application Server 9.0 Servlet 2.5//EN
“http://ww. sun. com sof t war e/ appser ver/ dtds/ sun-web-app_2_5-0.dtd">
<sun- web- app>
<sessi on-confi g>
<sessi on- manager persi stence-type="ha">
<manager - properti es>
<property name="persi st enceFrequency" val ue="web- et hod"/ >
</ manager - properti es>
<store-properties>
<property nane="persistenceScope" val ue="session"/>
</store-properti es>
</ sessi on- nanager >
<sessi on-properties/>
<cooki e- properties/>
</ sessi on-confi g>
</ sun- web- app>

13. Copy the content of / var/ opt / sun/ conmrs/ davser ver from machine A to machine B, so that
both instances in the dav- cl ust er, i nst ancel, and i nst ance2 have the same configuration.
14. Enable load balancing for the davserver web app, and start the cluster.

asadm n enabl e-http-1b-application -u adnmin --name davserver
dav-cl uster
asasm n start-cluster dav-cluster

On machine B where nodeagent resides
1. Run the GlassFish installer, sges_ee-2_1 1-p05-sol ari s-sparc-m . bi n, and select

Command Line Administration Tool Only in the Component Selection screen.
2. Create a nodeagent for the instance in the cluster and start the node agent.

asadm n create-node-agent --host nachi neA --port 4848 --user admin
--agent properties renoteclientaddress=machi neB dav-agent-2
asadm n start-node-agent dav-agent-2

On machine C where Web Server 7 is used as the load balancer
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1. Install Web Server 7 and create a symlink in the websrv-base-dir to the server instance directory.

.......................................................................................................................................................

In -s /var/opt/ SUNWWbsvr 7/ htt ps- machi neC
[ opt / SUN\Wbsvr 7/ ht t ps- machi neC

.......................................................................................................................................................

.......................................................................................................................................................

3. Run the GlassFish installer, sges_ee-2_1 1-p05-sol ari s-spar c-mni . bi n, and select only
the "Load Balancing Plugin" and use the path / opt / SUNWWbsvr 7/ ht t ps- machi neC for the
Web Server Location.

4. Synchronize Web Server instance config changes back to store, and start the instance

.......................................................................................................................................................

wadm pul | -config --config=machi neC machi neC
wadm depl oy-confi g machi neC
wadm st art-instance --confi g=nachi neC nmachi neC

.......................................................................................................................................................

5. Create a SSL http listener for use with load balancer config synchronization with GlassFish
Server.

.......................................................................................................................................................

wadm cr eat e- sel fsi gned-cert --confi g=machi neC
--server-nanme=machi neC - - ni cknane=cert - nachi neC

wadm create-http-listener --1listener-port=<nmachi neC SSL-Port >
--confi g=machi neC - -server - name=nachi neC

--defaul t-virtual -server-nanme=machi neC http-|istener-ss

wadm set - ssl - prop --confi g=machi neC
--http-listener=http-listener-ssl enabl ed=true

server-cert-ni cknane=cert-nmachi neC cli ent - aut h=opti ona

wadm depl oy-confi g machi neC

wadm restart-instance --config=machi neC

6. From machine A, export the server certificate and copy the slas. rfc fileto/var/tnmp on
machine C.
/ opt/ SUNWAppserver/lib/certutil -L -a -n slas -d
/ opt / SUNWAppser ver/ domai ns/ domai n1/config > /var/tnp/slas.rfc

.......................................................................................................................................................

[ opt/ SUNWWbsvr 7/ bin/certutil -A -a -n slas -t "TC' -i
/var/tnp/slas.rfc -d
/var/ opt/ SUN\Wwbsvr 7/ adm n- server/ confi g- st ore/ machi neC/ config

8. Add the following lines to the def aul t . acl in the
[ var/ opt/ SUNWhWbsvr 7/ admi n- server/ confi g-st ore/ machi neC/ confi g/ defaul t. acl
file. Please change /davserver in the uri if it is different in your deployment.

.......................................................................................................................................................

acl "uri=/davserver";

al | ow !
(http_propfind, http_proppatch, http_nkcol , http_head, http_del ete, htt p_plé
user = "anyone"; 5
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9. Add the following line to the
[ var/ opt/ SUNWWbsvr 7/ admi n- server/ confi g- st ore/ machi neC confi g/ nagnus. conf

file:

Init fn="register-http-nethod" nmethods=" MKCALENDAR'

10. Finally, deploy the config to the instance and restart the server instance.

wadm depl oy-confi g machi neC
wadm restart-instance --config=machi neC

Limitations

The GlassFish load balancer used in this deployment example can only do cookie-based stickiness
routing, not IP-based routing. As a consequence, the session-based WCAP protocol does not work well
with the load balancer. Requests from the same client are routed among the active instances that could
be different than the authenticated session. Therefore, Convergence would not work against this HA
deployment. To get around this limitation, an IP-based load balancer is required.

Back End High Availability: MySQL Async Replication

You can achieve a highly available, redundant MySQL back-end deployment by using async replication.
You need to configure GlassFish Server to use the replication driver, as explained in Driver/Datasource
Class Names, URL Syntax and Configuration Properties for Connector/J. See MySQL High Availability

and Replication Information For Calendar Server for instructions.

© Note
MySQL Cluster with Calendar Server does not work reliably under load. Additionally,
MySQL Cluster's data recovery mechanism is not satisfactory with Calendar Server. For
these reasons, use MySQL async replication to achieve a redundant, highly available
Calendar Server deployment.

Back End High Availability: Oracle Data Guard

For information on maximizing Oracle Database availability by using Oracle Data Guard and Advanced
Replication, see High Availability.

Document Store High Availability

Starting with Calendar Server 7 Update 2, you can deploy a highly available document store. See To
Configure the Document Store for High Availability for details.
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Chapter 12. MySQL High Availability and
Replication Information For Calendar Server

MySQL High Availability and Replication for Calendar Server 7
Update 2 with MySQL 5.5

1 54 n% oE information for Calendar Server 7.0.4.15.0 and will not be updated
\ ‘;l E:i cumentation beginning with Calendar Server 7.0.5.17.0, see the
U

moq = etwork site at:

P w-otacle.com/technetwork/documentation/oracle-communications-185806.html

Oracle Communications Calendar Server (Calendar Server 7) relies on native capabilities offered by
MySQL Server and GlassFish Server for a high-availability solution. This information provides details on
one such scenario: setting up replication of MySQL Server by using the JDBC Connector/J driver in
GlassFish Server. If you want more sophisticated solutions for MySQL Server high availability, refer to
the MySQL Server documentation, for example, Chapter 14. High Availability and Scalability.

Other high availability solutions are also known in the MySQL Server community. You should decide
which solution best fits your deployment and requirements.

 Note

The examples in this information are intended for only one Calendar front end per
Calendar back end.

Topics:

MySQL Server Asynchronous Replication Overview

MySQL Server Asynchronous Replication Example

MySQL Server Two-Way Replication Example

Replication Synchronization Issues

Using the Multi-Host Failover Feature of JDBC Connector/J in GlassFish for Some Automatic HA
Functionality

® Test for MySQL Server Asynchronous Replication (Manual)

® Test for MySQL Server Two-Way Replication with Connector/J Failover

MySQL Server Asynchronous Replication Overview

MySQL Server, as well as third parties, offer a wide range of high availability options ranging from
completely manual to high-end MySQL Server HA solutions. MySQL Server implements manual
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asynchronous replication, provided within the product itself. This has been in use for some time and is
stable. Failover, failback, resyncing nodes, and adding a node are all done manually. See Chapter 15.
Replication, in the MySQL Server documentation, for more information.

MySQL Server 5.5 provides semi-synchronous replication in which the master node tries to sync with at
least one other node before completing the request, subject to a timeout.

MySQL Server Asynchronous Replication Example

This is a simple example of MySQL Server asynchronous replication configuration for MySQL Server
5.5.8 consisting of one master and one slave.

To configure asynchronous replication:

1. Editthe / et c/ ny. cnf file for both master and slave MySQL Server hosts as follows:

[nysql d]
basedir = /opt/nysql/nysql
datadir = /var/opt/sun/conms/ davserver/db

def aul t - st orage-engi ne = | nnoDB
character-set-server = utf8
transaction-isol ati on = READ- COW TTED
server-id=1

| og- bi n=nysql - bin

i nnodb_flush_log_at_trx_commt=1
sync_bi nl og=1

bi nl og- f or mat =ROW

ski p- nane-resol ve

Note the following:

® server-id: The unique id for each server numbered greater than 0. (The master here is
1, the slave is 2.)

| 0g- bi n: Turns on binary logging for replication.

i nnodb_flush_l og_at_trx_comm t: Recommended.

sync_bi nl og: Recommended.

bi nl og- f or mat : Must be RONbecause of transaction-isolation level used in Calendar
Server 7 Update 2 and MySQL Server 5.5.8.

® ski p- nane-resol ve: This is a workaround if you experience the following slave error:

ERROR 1042 (HY000): Can't get hostnane for your address.

®* Do notsetl og- sl ave- updat es.

2. Follow the replication procedures described in Chapter 15. Replication to complete the
configuration.
In this example, both nodes have a | og- bi n and do not have | og- sl ave- updat es. Some
procedures in "Chapter 15. Replication" might include | og- sl ave- updat es for specific
purposes, but they have been left out from these instructions, assuming most of the time a failed
node retains its data and does not need the | og- sl ave- updat es data on the other node. These
instructions also assume that the binary log removal over time might indicate a node that lost its
data, and so is not be able to get all data from the other node's logs anyhow.

MySQL Server Two-Way Replication Example

This example is also a manually controlled HA configuration. It is similar to the preceding asynchronous
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replication example, except that each node is set to be the slave of the other. Because both nodes have
turned on binary logs, each node logs the data that comes to it. The configuration is the same as
asynchronous (assuming the replication user exists on both nodes).

This is not very different from one-way synchronization considering that even in master-slave replication
you can set up the master as a slave to the original slave when you are trying to resync a failed master.

However, another way of using two-way replication is to assign specific client data to each node, and use
the opposite node for the slave. The result is that each node replicates the other in parallel. It's important
that any specific client data be assigned to only one master at a time or else inconsistencies might occur.

Replication Synchronization Issues

When managing MySQL Server replication, it is important to understand synchronization issues. If data
arrives at one node in a different order as it does in a replicated node, replication might fail and halt.

For example, given one-way replication, imagine that the master receives data called "dog" and at the
same time a client believing the master is not available sends "cat" to the slave. The master has "dog" in
row 1, and the slave has “cat” in row 1. The data between the nodes has become inconsistent. When the
slave receives "dog" from the master relay, it is not able to put it into row 1 as it exists on the master. The
nodes become inconsistent and replication fails and halts.

MySQL Server has no internal mechanism to synchronize this automatically, and when the MySQL
Server server comes up as an active slave, it accepts new connections and also tries to catch up with the
master in parallel.

These issues need to be considered when executing manual replication procedures as well as when
using automatic functions of any other program.

Using the Multi-Host Failover Feature of JDBC Connector/J in GlassFish
for Some Automatic HA Functionality

JDBC Connector/J for MySQL Server has various capabilities for load balancing and high availability.
The example configuration in this section shows how to use JDBC Connector/J for MySQL Server for an
automatic failover, assuming a manual resync and failback. This example assumes the use of MySQL
Server 5.5.8.

1. On the GlassFish Server, make the following connector configuration:

© Note

The following information pertains to configuring the Calendar Server database. You
might also want to configure the same for the iSchedule database if it exists on the
same host.

® Enable 'connection validation.'

® Enable 'on any failure close all connection.'

® Transaction isolation: Guaranteed read-committed
2. Use the following properties:
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user nysql

password mysql

URL j dbc: mysql :// mast er host : 3306, sl avehost : 3306/ cal dav
aut oReconnect true

fail Over ReadOnly fal se

aut oReconnect For Pool s true

roundRobi nLoadBal ance fal se

secondsBef or eRet ryMast er 2147483647

queri esBef oreRetryMast er 2147483647

3. For more information, refer to the MySQL Server Connector/J configuration parameters
documentation: Chapter 21.3.5.1. Driver/Datasource Class Names, URL Syntax and Configuration
Properties for Connector/J.

The MySQL Server replication configuration is two-way with each node being both a master and
slave to the other. The example shows a failure on mast er 1, and nast er 1 failing over to
mast er 2.

© Note

secondsBef or eRet r yMast er and quer i esBef or eRet r yMast er are setto a
very large value to prevent GlassFish Server from failing back to nmast er 1 once it
has experienced a failover. This prevents new data from being written to mast er 1
before mast er 1 has had a chance to catch up. Otherwise data might become
inconsistent.

Failover and recovering of this example works as follows:

1. Fail over.
You need a way to be alerted that a node has gone down. Once you are alerted, you need to
address the situation quickly to control when mast er 1 comes back up and is resynced and new
connections are made to it.
2. Recover master 1.
If mast er 1's data is damaged or lost, you need to reload nast er 1 from nast er 2 as described in
the MySQL Server replication notes.
® Also, if mast er 1 has data that did not make it to mast er 2 before it failed over, it might be
easier to reload mast er 1. This situation is less likely if semi-synchronous replication is
used.
® You can check the binary log position on nast er 1 with show nast er st at us,
compared to mast er 2's show sl ave st at us, to determine if mast er 2 received all of
mast er 1's data without error.
3. Bring back mast er 1.
At this point it might be useful to shut down GlassFish Server to make sure that mast er 1 does
not receive new connections before it can resync with mast er 2. Other procedures are possible,
but mast er 1 needs to resync before it receives new GlassFish Server connections.
4. Bring up mast er 1.
Verify it has resynced with nast er 2 by using show nast er st at us on nast er 2 versus show
sl ave status onnasterl.
5. Once mast er 1 is caught up, you can restart GlassFish Server and it should return connections to
mast er 1, effectively failing back.

B Note
Be sure to verify, test, and refine any HA procedure before putting it into production.
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Test for MySQL Server Asynchronous Replication (Manual)

The test described in this section uses the following software and servers:

MySQL Server 5.5.8 Enterprise Version

JDBC Connector/J 5.1.5

Two MySQL Server servers named Mast er and Sl ave
Oracle Solaris 10

GlassFish Server 2.1

On host Mast er, create a user named nysql that has replication permission on Mast er .

In this case, user nysql is the same user name that Calendar Server uses itself to connect to

MySQL Server.

GRANT REPLI CATI ON SLAVE ON *.* TO 'nysql' @% ;

. On both hosts Mast er and Sl ave, editthe / et ¢/ ny. cnf confi g file as follows.

[ nysql d]

basedir = /opt/nysql/nysq

datadir = /var/opt/sun/coms/davserver/db
def aul t - st or age- engi ne = | nnoDB
character-set-server = utf8
transaction-isol ati on = READ- COW TTED
server-id=1

| og- bi n=nysql -bin

i nnodb_flush_log_at_trx_commt=1
sync_bi nl og=1

bi nl og- f or mat =ROW

ski p- nane-resol ve

3. Modify the GlassFish and JDBC Connector/J configuration to fail over from Mast er to Sl ave.

The following is for the cal dav database. Do the same for the iSchedule database.

Dat aSource C assnane: com mysgl.jdbc.jdbc2. optional . Mysqgl Dat aSour ce

Resource Type: javax.sql.DataSource

Enabl e ' connection validation'

Enable 'on any failure close all connection’
transaction isol ation: Guaranteed
read-comritted

user nysql

passwor d nysql

URL jdbc: nysql : // Mast er: 3306, Sl ave: 3306/ cal dav
aut oReconnect true

fail Over ReadOnl y fal se

aut oReconnect For Pool s true

r oundRobi nLoadBal ance fal se
secondsBef oreRet ryMast er 2147483647
qgueri esBef oreRetryMast er 2147483647

secondsBef or eRet r yMast er and quer i esBef or eRet r yMast er are set to a high value to

prevent GlassFish and Connector/J from failing back if the master were to come back up.
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4. Initialize both hosts Mast er and Sl ave.
a. Run the following command, if the servers were previously functioning as a slave:

............................................................................................................................................

............................................................................................................................................

b. Remove all Calendar Server data from both hosts so that the databases are in sync.
For example:
davadmn db init -H local host -t nysql -u mysql -d cal dav
davadmin db init -H local host -t nmysql -u mysql -d ischedule

Substitute your names for cal dav and i schedul e.

@ Caution
These commands completely remove the calendar data.

c. On both Mast er and Sl ave, run the following command:

............................................................................................................................................
............................................................................................................................................
............................................................................................................................................

............................................................................................................................................

5. Set up Sl ave to be in sync with Mast er .
a. Run the following command on Mast er :

............................................................................................................................................

show nmst er status;

File = mysql - bi n. 000001
Position = 107

b. Note the File and Position to set parameters on Sl ave.
6. Run the following command on S| ave:

.......................................................................................................................................................

CHANGE MASTER TO
MASTER HOST=' Mast er ' ,
MASTER USER=' nysql ',
MASTER_PASSWORD=' nysql ',
MASTER LOG FI LE=' nysq| - bi n. 000001' ,
MASTER LOG_POS=107;

.......................................................................................................................................................

.......................................................................................................................................................

8. Restart GlassFish Server to load Calendar Server.
9. Verify both Mast er and Sl ave.
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use cal dav;
sel ect count(*) from Resources;
There should be one row after GlassFish Server starts.
10. Run data through Calendar Server (that is, use Calendar Server to create or change events, and
S0 on, to cause calendar data to be stored).

11. Verify that data is accumulating on both Mast er and Sl ave.
For example, use the following MySQL commands to look at data in the tables:

use cal dav;
sel ect * from Resources;

You can also use this command:

sel ect count(*) from Resources;

You can also use the following st at us commands:

show nmst er status;
show sl ave st at us;

12. Stop Mast er and observe the failover.
The failover could take up to 60 seconds or more, as the connections time out.
13. Use the following command to observe that Sl ave is continuing to operate:

sel ect count(*) from Resources;

Test for MySQL Server Two-Way Replication with Connector/J Failover

The test described in this section uses the following software and servers:

MySQL Server 5.5.8 Enterprise Version

JDBC Connector/J 5.1.5

Two MySQL Server servers named Mast er 1 and Mast er 2
Oracle Solaris 10

GlassFish Server 2.1 1. Servers

=

On both hosts Mast er 1 and Mast er 2, create a user that has replication permission.

In this case, user nysql is the same user name that Calendar Server uses itself to connect to
MySQL Server.

2. Run the following command both Mast er 1 and Mast er 2.

GRANT REPLI CATI ON SLAVE ON *.* TO '"nysql' @% ;

3. On both hosts Mast er 1 and Mast er 2, editthe / et ¢/ my. cnf confi g file as follows.
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[mysql d]

basedir = /opt/nysql/nysq

datadir = /var/opt/sun/conms/ davserver/db
def aul t - st orage-engi ne = | nnoDB
character-set-server = utf8
transaction-isol ati on = READ- COW TTED
server-id=1

| 0g- bi n=nmysql - bin

i nnodb_flush_log_at_trx_commt=1
sync_bi nl og=1

bi nl og- f or mat =ROW

ski p- nane-resol ve

4. Modify the GlassFish and JDBC Connector/J configuration to fail over from Mast er 1 to Mast er 2.
The following is for the cal dav database, you should also do the same for the iSchedule
database.

Dat aSource C assnane: com nysgqgl.jdbc.jdbc2. optional . Mysqgl Dat aSour ce
Resource Type: javax.sql.DataSource

Enabl e ' connection validation'

Enable 'on any failure close all connection'
transaction isolation: Guaranteed

read-comm tted

user nysql

passwor d nysq

URL

j dbc: nysql : // Mast er 1: 3306, Mast er 2: 3306/ cal dav
aut oReconnect true

fail Over ReadOnl y fal se

aut oReconnect For Pool s true

r oundRobi nLoadBal ance fal se
secondsBef oreRet ryMast er 2147483647
qgueri esBef oreRetryMast er 2147483647

secondsBef or eRet r yMast er and quer i esBef or eRet r yMast er are set to a high value to
prevent GlassFish and Connector/J from failing back if the master were to come back up.

5. Initialize both hosts Mast er 1 and Mast er 2:
a. Run the following command:

stop sl ave;

b. Remove all Calendar Server data from both hosts so that the databases are in sync.
For example:

davadmn db init -H local host -t nysql -u mysql -d cal dav
davadmn db init -H local host -t nysql -u mysqgl -d ischedule

Substitute your names for cal dav and i schedul e.
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i@ Caution
These commands completely remove the calendar data.

c. On both Mast er 1 and Mast er 2, run the following command:

--------------------------------------------------------------------------------------------------------------------------------------------
............................................................................................................................................
--------------------------------------------------------------------------------------------------------------------------------------------
............................................................................................................................................

.......................................................................................................................................................

show nmst er status;
both show nysql -bin. 000001 107

7. Run the following commands to set each master to be a slave to the other:
a. On Master 2:

............................................................................................................................................

CHANGE MASTER TO
MASTER HOST=' Master1',
MASTER _USER=' nysql ',
MASTER PASSWORD=' nysql ',
MASTER LOG FI LE=' nysgl - bi n. 000001" ,
MASTER LOG POS=107;

............................................................................................................................................

............................................................................................................................................

CHANGE MASTER TO
MASTER HOST=' Master2',
MASTER USER=' nysql ',
MASTER PASSWORD=' nysql ',
MASTER LOG FI LE=' nysgl - bi n. 000001 ,
MASTER LOG POS=107;

............................................................................................................................................
.......................................................................................................................................................

.......................................................................................................................................................

9. Restart GlassFish Server to load Calendar Server.
10. Verify both hosts Mast er 1 and Mast er 2:

.......................................................................................................................................................

use cal dav;
sel ect count(*) from Resources;

There should be one row after GlassFish Server starts.
11. Run data through Calendar Server (that is, use Calendar Server to create or change events, and

S0 on, to cause calendar data to be stored).
12. Verify that data is accumulating on both Mast er and Sl ave.

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 116



13.

14.

15.
16.
17.

18.

For example, use the following MySQL commands to look at data in the tables:

..........................................................................................................................................

use cal dav;
sel ect * from Resources;

..........................................................................................................................................

..........................................................................................................................................

..........................................................................................................................................

show nmst er status;
show sl ave st at us;

Stop Mast er 1 and observe the failover.
The failover could take up to 60 seconds or more, as the connections time out.
Use this to observe the slave continuing:

..........................................................................................................................................

..........................................................................................................................................

Stop GlassFish Server (to stop incoming client connections and data).
Bring Mast er 1 online and allow it to sync as a slave to Mast er 2.
Verify that Mast er 1 synced as a slave to Mast er 2.

® On Master1:

...............................................................................................................................

...............................................................................................................................

Make sure that there are no errors and note the slave position, for example,
nysql - bi n. 000001 1827176.

® On Mast er 2:

...............................................................................................................................

show nast er status
nysql - bi n. 000001 1827176

Verify this position with the one that you noted on Mast er 1.

Verify that Mast er 2 is still synced with Mast er 1.
® On Master 2:

...............................................................................................................................

...............................................................................................................................

Make sure that there are no errors and note the slave position, for example,
nysqgl - bi n. 000002 107.
On Mast er 1:

...............................................................................................................................

show naster status
nysql - bi n. 000002 107

Verify this position with the one that you noted on Mast er 2.
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19. Verify Row Count on both Mast er 1 and Mast er 2 by comparing the count from each machine:

.......................................................................................................................................................

.......................................................................................................................................................

20. Start GlassFish Server and start incoming client data.
21. Verify That Mast er 1 is in action again, and that Mast er 2 is following.
® On Master1:

............................................................................................................................................

............................................................................................................................................

Verify that the position is increasing as master.

® On Mast er 2:

............................................................................................................................................

............................................................................................................................................

Verify that the position is not increasing.

® On both Mast er 1 and Mast er 2:

............................................................................................................................................

............................................................................................................................................
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Chapter 13. To Configure GlassFish Enterprise
Server to Use a CA Signed Certificate for SSL

To Configure GlassFish Enterprise Server to Use a CA Signed
Certificate for SSL

information for Calendar Server 7.0.4.15.0 and will not be updated
cumentation beginning with Calendar Server 7.0.5.17.0, see the
etwork site at:

P w-otacle.com/technetwork/documentation/oracle-communications-185806.html

These instructions describe how to configure GlassFish Server to use a certificate issued by a
Certification Authority (CA) to establish secure sessions through secure sockets layer (SSL) technology.

© Note

For complete instructions on how to request and install a certificate for GlassFish
Enterprise Server, refer to the official GlassFish Security documentation. The Mozilla
certutil page also provides more information on the cert uti | command.

To configure GlassFish Server to use a CA signed certificate:

1. Change to the app-svr-base/ | i b directory and run the cert uti | command to generate the
certificate request.
In the following example:

The Organization (O) field is required and must be filled in with organization name exactly
(without commas or periods).

® The Country (C) field is required and must be filled in with the two-letter code for the
country in which the server resides, for example,US.
VeriSign does not accept CSR's with a country code of U. Instead you must use the country
code GB.

® The State (ST) field is required and should be filled in with the full name, not the
abbreviated name, of the state or province in which the server resides.

® The Common name (CN) field is required and should be filled in with the fully qualified
domain name (FQDN) of the server. A fully qualified domain name means the full name of
the server host. For example, denpser ver. central . exanpl e. comis a fully qualified
domain name, while denoser ver . central is not. DNS must be able to resolve the
FQDN.

®* The Locality (L) field is optional, but if filled in appears in the certificate. Use the name of
the city in which the server resides.

® The Organization Unit (OU) field is optional, but if filled in appears in the certificate. You
can use it to differentiate between multiple SSL server instances running on the same host.
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If you don't need to use it then leave it blank.

® - 0 specifies the file to be created.

® - d specifies the conf i g directory of the GlassFish Server domain for which the certificate
is being requested.

® - a specifies ASCII output.

Sanpl e command to create a request:

./certutil -R -s "CN=denpserver.central.exanpl e. com OU=Deno,
O=Exanpl e I nc, L=San Jose, ST=Cal i forni a, C=US" -0

/ export/tnp/denocert-app-server.req -d

/ opt / SUNWAppser ver/ domai ns/ domai n1/config -a

Enter Password or Pin for "NSS Certificate DB": <This is the
G assFish Enterprise Server's adninistrative password. >

A random seed nust be generated that will be used in the
creation of your key. One of the easiest ways to create a
random seed is to use the tinmng of keystrokes on a keyboard.
To begin, type keys on the keyboard until this progress neter

is full. DO NOT USE THE AUTOREPEAT FUNCTI ON ON YOUR KEYBQARD!

Continue typing until the progress neter is full:

|************************************************************

Fi ni shed. Press enter to continue:

Generating key. This may take a few nonents...

The Certificate Request resembles the following:

Certificate request generated by Netscape certutil
Phone: (not specified)

Common Nane: <>

Emai |l : (not specified)
Organi zation: <>
State: <>

Country: <>

----- BEG N NEW CERTI FI CATE REQUEST- - - - -
M | Bz DCCATUCAQAWY Ys x Cz AJBgNVBAYTAK| OVRI wEAYDVQQ Ewl LYXJuYXRha2Ex
NEW CERTI FI CATE REQUEST- - - - -

2. Submit the certificate request and get the certificate approved by the Certificate Authority (CA).
As there are many ways to have your certificate request approved, this step is left up to you. The
approved certificate, in pemformat, resembles the following:

Certificate:
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Dat

a.

Ver si on:

Seri al

Not

Not After

Subj ect :
Subj ect Public Key Info:
rsaEncryption
(1024 bit)
Modul us (1024 bit):

Public Key Al gorithm
RSA Public Key:

00:
88:
78:
a6:
44.
60:
e3:
18:
22:

of :
36:
b6:
ad:
56:
fi:
64.
9a:
ag:
Exponent :
X509v3 ext ensi ons:

f7:
4f ;
e4:
6b:
63:
99:
e5:
84:
ev:

3 (0x2)
Nurber :

C=<>,

3 (0x3)
Si gnature Al gorithm nd5W thRSAEncryption
| ssuer:

Validity
Bef or e:

ST=<>,

L=<>,

O=<>,

QU=<>,

Sep 24 11:47:45 2009 GVIr
Sep 24 11:47:45 2010 GVII

C=<>,

91:
8e:
dé6:
a3:
f3:
do:
59:
e4.
cc:

78:
56:
57:
8b:
88:
do:
70:
ca:
ca:

ST=<>,

44.
95:
8d:
14:
a4.
62:
do:
30:
73:

65:
fe:
03:
c8:
40:
a4:
c2:
06:
03:

O=<>,

09:
ec:
4a:
18:
1f:
9c:
36:
4f :
05:

60:
al:
18:
cd:
9b:
fe:
3e:
ad:

6f

65537 (0x10001)

X509v3 Basic Constraints:

CA: FALSE

Net scape Cert Type:
SSL Server
X509v3 Key Usage:
Di gital
Net scape Comment :
OpenSSL Generated Certificate

X509v3 Subject Key ldentifier:
AO: OB: AC. 87: D6: 29: DA: AD: 1C. EC. 82: 85: 33: C3:

Si gnat ur e,

QU=<>,

b1l:
7.
ab:
3c:
17
de:
77
06:

e0:
ce:
Of :
c8:
fl:
fe:
8e:
e7.

1c:
06:
aa:
92:
52:
39:
bl:
6e:

Non Repudi ati on,

X509v3 Authority Key ldentifier:

keyi d: 10: C9: 2C: 31: AC: 4A: A5: F1: 08: 0B: 28: 15:

60:
ab5:
fa:
92:
eb:
do:
7b:
d7:

CN=<>

CN=<>

04:
5b:
fc:
39:
fe:
2a:
66:
of :

3f:
6a:
7f -
aa:
3d:
79:
e6:
c2:

Key Enci pher nent

Di r Nanme: / C=<>/ ST=<>/ L=<>/ O=<>/ QU=<>/ CN=<>

seri al : CA: OF: 64: A4: 89: 4F: 2C. 21

Signature Al gorithm

51:
28:
3c:
35:
39:
d7:
cO:
d4:

Se:
1b:
27
a2:
0d:
66:
39:

f1

8b:
6f :
81:
04:
7d:
al:
18:

08:
e4:
30:
e9:
2c:
5a:
66:

bc:
66:
3e:
36:
87:
do:
96:

fa:
cO:
65:
31:
c9:
bf :
79:

9d:
69:
46:
2b:
cb:
3a:
Te:

BEG N CERTI FI CATE

nmd5W t hRSAEncr ypti on

21:
64:
57
4e:
72:
67:
96:

be:
14.
60:
cl:
5d:
bd:
b3:

c6:
19:
4c:
63:
le:
az2:
21:

le:
07:
a6:
be:
88:
b9:
00:

6b:

e9:
8c:
89:
87:
65:
c5:

30:
5d:
76:
db:
e7:
21:
4a:

d4:
ad:
az:
30:
ce:
f5:
24:

BC.

96:

7d:
ao0:
2e:
b8:
of :
eb:
bb:

09:

3F:

ar:
bb:
14:
01:
b8:
db:
42:

EO:

1D:

ef:
ce:
4f :
78:
45:
8b:
ad:

25:B4: 2B

1A: 71: 33: E7: 47

86:
la:
12:
c8:
8a:
cf:
52:

M | D7j CCAlegAw BAgl BAz ANBgkghki GOwOBAQQFADCBp TEL MAk GATUEBhMCSU4xX
Ej AQBgNVBAgTCUt henFudGFr YTESMBAGALUEBX M QTFuZ2Fsb3J1 MRBWHQYDVQRK
ExZTdWIgTW j cnBzeXNOZWLz1 El uZG hMRQAMEG YDVQQLEW Db21t c1FBLU FQzET
VBEGALUEAX MKQDEt Q29t bXNRQTEI MCAGCSGGS! b3DQEJARYTYWRt aWbAaVibk aVEu
c3VuLnm\vbTAeFWOWOTA5M Qx MIGBNDVaFwOx MDASM QxMIQBNDVaMHe x Cz AJBgNV
BAYTAKI OVRI WEAYDVQQ Ewl LYXJuYXRha2Ex Hj AcBgNVBAOTFVNLbi BNaVRyb3N5
c3R bXMySWB;j Lj EOVAWGALUECX MFQROt bXIVk J DAi BgNVBAMTG2NvbXM MTUy e COx
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N guaWbkaWEuc 3VuLnmi\vbTCBnz ANBgk ghki GOWOBAQEFAACB] QAwg Yk CgYEAN/ eR
eER CWCx4BxgBD+l Nk+OVpX+7KF3zgal VW2p4t uTW/40DShi r D6r 6/ H+nr Wij i XTI
GWD8y JKSOCapEVNPzi KRAH5t 38VLr /j 1g8ZnZ0GKknP7e/ j nQKnnj ZOVZcNDCN; 53
j r F7ZuYYnoTkyj AGT60G527Xn8l1 i gef My nVDBWB CAWEAAa OCCAVKwggFVIVAK GA1Ud
EWQCMAAWEQYJ Y ZI AYb4QgEBBAQDAgZAMAS GA1Ud DWQEAW F4DAsBgl ghkgBhvhC
AQUEHXYdT3BI bl NTTCBHZWs| cnFOZWQQ@VydG maWhd GUaHQYDVROOBBYEFKAL
r1 f WKdgt HOyChTPDvAngJbQr M HaBgNVHSMEgd! wgc+AFBDILDGs SgXx CAsoFZY/
HRpxM+-dHo YGr pl GoM G MQs wCQYDVQQGEWI J Tj ESMBAGALUECBMI S2Fy YWSOYW h
MRl WEAYDVQQHEW CYWBNn YWkv cmux Hz AdBgNVBAOTFI N1bi BNaWNy b3N5¢ 3Rl bXMy
SWbk aWEx FDASBgNVBAs TCONv bW z UUEt SUVDVRMAMEQYDVQQDEWp DQS1Db21t c1FB
MBI Wl AYJKoZI hve NAQKBFhNhZGLpbkBpbmRpYS5zdWiuY29t ggk Ayg9kpl | PLCEwW
DQYJKoZIl hvc NAQEEBQADg YEAUVEL CLZz6NnSGHh5r MNRIp++GKBt v5Gh AaVWQUGY p
Xa2gu84aPCeBMD5!1 Rl dgTKaMigl uFE8SNal E6TYxKO7BY76J2zCAAX) | OQLIOLI f J
y3JdHoi H584PuEVWK12ahW C/ Ore9or | | | f XI 24vPwDk YZpZ5f pazl QDFSi S7TQq1S
1PE=

————— END CERTI FI CATE- - - - -

3. Once you have obtained your CA signed and approved SSL server certificate, install it by using
the certutil command.

./certutil -A-n TestSSLCert -t "P,u,u" -d
<app- svr-base>/ donai n-config directory -i
/ space/ sm e/ ssl -certs/certs/ <> pem

Test SSLCer t is an example of the certificate nickname that you need to provide in the GlassFish
Enterprise Server configuration.

4. Verify that the certificate was installed.
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.lcertutil -L -d <app-svr-base>/donai n-config
(The output is simlar to the follow ng.)

verisignclasslca T,c,c

t hawt eper sonal prem unta T,c, ¢
bal ti norecodesi gni ngca T,c, c
Test SSLCert T,c,cC

veri signcl ass2g2ca T,c, c

veri si gncl ass3g3ca T,c,c
entrustglobalclientca T,c,c
entrustssica T,c,c

veri signcl ass3g2ca T,c, c

t hawt epr em unserverca T,c, C
entrust 2048ca T,c, c
valicertclass2ca T,c,c

gt ecybertrust5ca T,c,c

equi f axsecur eebusi nesscal T,c,c
veri signcl asslg3ca T,c, c
godaddycl ass2ca T,¢c, ¢

t hawt eper sonal basi cca T,c, c
veri signcl asslg2ca T,c, cC
verisignclass2g3ca T,c,cC

equi faxsecureca T,c, C
entrustclientca T,c,c

veri signserverca T,c,cC
geotrustglobalca T,c,c

equi f axsecur eebusi nessca2 T,c, c
slas u,u,u

ssl CACert T,c,cC
verisignclass3ca T,c,c
verisignclass2ca T,c,c
sslcertl pu,pu, pu
gtecybertrustglobalca T,c,c
entrustgsslica T,c,c

t hawt epersonal freemailca T,c,c
t hawt eserverca T,c, C

bal ti norecybertrustca T,c,c
starfieldclass2ca T,c,c

equi f axsecur egl obal ebusi nesscal T,c,c
Test SSLCert P, u,u

5. Log in to the GlassFish Server administration console and change the SSL certificate nickname.
(This example uses Test SSLCert .)
If you want the JMX connector to also use the new certificate, go to
configuration->server-config->admin service->system, select the SSL tab, and change the SSL
certificate nickname to be the new one you want to use.

6. Run any asadni n command to prompt you to accept the new certificate, for example:

cd <app-svr-base>/bin
./lasadm n |list-jnms-hosts
Do you trust the above certificate y? yes
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Accepting the certificate updates your . asadmi nt r ust st or e file.

7. Restart the GlassFish Enterprise Server domain, for example:

cd <app-svr-base>/bin
./ asadm n stop-donmai n domai nl;./asadmn start-domai n domai nl

8. If you are installed the CA certificate after running the i ni t - conf i g command, copy the

. asadm nt rust st or e file under the root directory to Calendar Server's conf i g directory, by
default / var / opt / sun/ comrs/ davserver/ confi g.
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Chapter 14. Calendar Server and Directory Server
Integration

Calendar Server and Directory Server Integration

_aer-% oﬁ information for Calendar Server 7.0.4.15.0 and will not be updated
‘h‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

N,\O-QEE.\ etwork site at:

YA OTacle.com/technetwork/documentation/oracle-communications-185806. html

This information describes how Calendar Server uses Directory Server, what LDAP schema is
necessary, and what specific object classes and attributes are required. Where appropriate, differences
between Calendar Server 7 and Calendar Server 6 are described.

Topics:

How Does Calendar Server Use Directory Server?

LDAP Schema Used by Calendar Server

Calendar Server 6 Versus Calendar Server 7 LDAP Schema Usage
Special LDAP Object Classes for Calendar Server

Important Attributes for Calendar Server

Special Calendar Server Users and Groups

How Calendar Server Authenticates with Directory Server

Sample Calendar Server User LDIF

How Does Calendar Server Use Directory Server?

Calendar Server uses Directory Server to store and access LDAP data for individual users, groups, and
domains. The LDAP data is used in a variety of ways, including:

Authenticating users

Determining a user's, group's, or domain's status

Administering domain level access control

Retrieving important information, such as the user's unique ID, email address, calendar store
back-end ID, and so on

® Retrieving default values for various user properties

You need to install and provision Directory Server prior to installing and configuring Calendar Server (and
for that matter, prior to installing and configuring most Unified Communications Suite component
products). You also need to prepare the Directory Server LDAP schema by running the

conm dsset up. pl script, which is provided as part of the Unified Communications Suite installer. This
script prepares the LDAP directory by adding the necessary Communications Suite schema. For more
information, see Communications Suite 7.0.6 Directory Server Setup Script (comm_dssetup.pl).
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For information on installing and configuring Calendar Server, see Installation Scenario - Calendar
Server 7.0.4.15.0. In addition, you should perform post-configuration steps to enable certain levels of
LDAP searches required by for calendar searches and subscription, and to enable a secure connection
between Calendar Server and Directory Server. See Calendar Server 7.0.4.15.0 Post Configuration for
more information.

LDAP Schema Used by Calendar Server

To understand the schema that is used by Calendar Server, refer to the Communications Suite Schema
Reference. Some additional LDAP object classes were added specifically to support Calendar Server 7.

The davcore. | dapattr. * configuration parameters govern the default attributes and object classes
used by the Calendar Server 7. Default values are set based on the Communications Suite schema. See
Calendar Server 7 Configuration Parameters for details.

Calendar Server 6 Versus Calendar Server 7 LDAP Schema Usage

This section contains the following topics:

® Similarities and Differences Between Calendar Server 6 and Calendar Server 7 Schema
® Deprecated Attributes and Object Classes in Calendar Server 7

Similarities and Differences Between Calendar Server 6 and Calendar Server 7
Schema

In Calendar Server 6, a user's LDAP entry requires the i csCal endar User object class for calendaring
to work for that user. Unless disallowed by the server configuration, Calendar Server 6 automatically
provisions users by adding the i csCal endar User object class to LDAP, creating the database entries
for the user, and thus enables calendaring for the user upon first login or invite. Basic provisioning of the
user entry in the LDAP directory is required for this to work.

Unlike Calendar Server 6, Calendar Server 7 does not add or modify LDAP data nor does it require the
presence of a particular LDAP object class like i csCal endar User . Unless disallowed by the server
configuration, Calendar Server 7 automatically creates the database entries for a user upon initial login or
invite, thus enabling the user. Basic provisioning of the user entry in the LDAP directory is required for
this to work.

In Calendar Server 6, both the i csSt at us ori csAl | owedSer vi ce attributes can be used to enable or
disable calendaring service. In Calendar Server 7, only the i csSt at us attribute is used to enable or
disable the service. For more information, see icsStatus.

In Calendar Server 6, the i csDWPHost attribute specifies the user's back-end data store. In Calendar
Server 7, it is the davst or e attribute.

Deprecated Attributes and Object Classes in Calendar Server 7

The following Communications Suite LDAP attributes used by Calendar Server 6 are no longer used by
Calendar Server 7. These attributes are from the i csCal endar User , i csCal endar Resour ce, and
i csCal endar Donai n object classes:

i csAl | owedSer vi ceAccess
i csCal endar

i csCal endar Omed

i csDef aul t Set

i csDWPHost

i csExt ended
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csExt endedUser Pr ef s (but still used by Convergence)
csFi r st Day (but still used by Convergence)
csFreeBusy

csCeo

csPartition

csPref erredHost

csQuot a

csSet

csSubscri bed

csTi mezone

nswecal Di sal | owAccess
acl G oupAddr

i csAlias

csCapacity

csCont act

csExt ended

csExt endedResour cePref s
csSecondar yowner s
csDef aul t acl

csAl | owRi ght s
csAnonynousAl | owWite
csAnonynousCal endar
csAnonynousDef aul t Set
csAnonynouslLogi n
csAnonynous Set
csDWPBackEndHost s
csExt endedDonai nPref s
csDef aul t Access
csDonai nAl | owed
csDomai nNot Al | owed
csMandat or ySubscri bed
csMandat or yVi ew
csRecurrenceBound
csRecurrenceDat e
csSessi onTi meout
csSour ceHt m

The i csCal endar Group, i csAdm ni strator, and i csCal endar DWPHost object classes are also
no longer used by Calendar Server 7.

This information can also be found in the Schema Reference.

Special LDAP Object Classes for Calendar Server

This section describes the following object classes:

icsCalendarUser
icsCalendarResource
icsCalendarDomain
davEntity
groupofUnigueNames

icsCalendarUser

This object class defines a user entry with calendar service. While addition of this object class for
calendar users is recommended, it is not mandatory. By default, a user entry that contains the
deployment's unique ID (a unique identifier in the form of an LDAP attribute whose value is used to map
each calendar account to a unigque account in the Calendar Server database), and ui d, passwor d, and
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mai | attributes, works as a valid calendar user entry. The i csCal endar User object class gives you
more flexibility in enabling and disabling calendaring for provisioned users by using the i csSt at us
attribute. To require addition of this object class for a user entry to be considered as a valid calendar user
entry, set the value of the Calendar Server configuration parameter davcor e. | dapattr. user obj ect
toi csCal endar User .

See Defining Valid Calendar Users for more information on using the
davcore. | dapattr. userobj ect configuration parameter.

icsCalendarResource

This object class is required to define a resource entry with calendar service. A resource in the
scheduling context is any shared entity that can be scheduled by a calendar user, but does not control its
own attendance status.

To use a different object class instead, set the custom value for the
davcore. | dapattr.resourceobj ect configuration parameter. The i csCal endar Resour ce object
class provides the owner attribute that by default specifies the owner of the resource.

For more on resource accounts see Administering Resource Calendars.

icsCalendarDomain

This object class defines a domain entry with calendar-enabled users. It enables setting domain level
access control for calendar users' cross-domain access by using its i csDonmai nNames and

i csDonai nAcl attributes. See Managing Domain Access Controls for details. You can use the

i csSt at us attribute in this object class to enable or disable calendaring service for an entire domain.

davEntity

This is a common object class that you can add to any of the others such as i csCal endar User,

i csCal endar Resour ce, or i csCal endar Donai n, to include some commonly needed attributes. This
object class includes the dav St or e attribute that defines the back-end calendar store host for a user, or
an entire domain in a multiple back-end setup. It also includes the davUni quel D attribute, introduced in
Calendar Server 7 Update 3, used to specify a globally unique ID for any LDAP entry.

groupofUniqueNames

The Communications Suite schema does not define any specific group object classes. By default,
Calendar Server considers entries with gr oupof uni quenanes, gr oupof url s, ori net mai | gr oup
object classes as groups. This is defined by the Calendar Server davcor e. | dapattr. gr oupobj ect
configuration parameter.

Group entries make it easy to invite a whole set of users, or to set access control for a whole set of
users. Groups are identified by using their nai | attribute value. To determine members of a group,
Calendar Server uses LDAP attributes defined by the following configuration parameters:

® davcore. | dapattr.dngroupnenber: Defines members by using their distinguished name
(dn); default value is uni quenenber

® davcore. | dapattr. mail groupnmenber : Defines members by using their email address;
default value is ngr pr f c822mai | nenber

® davcore. |l dapattr.url groupnenber: Defines members by using a URL; default value is
menber ur |
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) Note

Both uni quenenber and nenber ur | are considered for checking ACLs while

ngr pr f ¢822mai | menber is not. Thus, members of a uni quenenber or menber ur |
group can read, write, subscribe, and so forth, to a calendar depending on the ACL. In the
majority of cases, use uni queMenber when configuring a calendar group.

ngr pr f c822nmai | menber is application specific and useful to invite users that are not
part of your deployment.

For more information, see Inviting LDAP Groups and Dynamic Group ACLs.

Important Attributes for Calendar Server

This section contains the following topics:

Unique ID Attribute

Mail Attribute

Status Attribute

Store Id Attribute

External Authentication Attributes
Indexing the Directory Server

Unique ID Attribute

This attribute defines the unique value used as the database identifier for each account. This value is
used internally to identify a user in other user's access control entries, subscription entries, and so on.
The attribute chosen as the unique ID attribute must be present in all user, group, and resource LDAP
entries for the deployment.

The nsUni quel d attribute was initially chosen to be used by Calendar Server for a unique ID. However,
the nsUni quel d attribute is no longer recommended because the value cannot be preserved if the
LDAP entry needs to be moved or recreated. The nsUni quel d attribute does guarantee that the value is
unique throughout the Directory Server instance but unfortunately that is not enough. The
recommendation is now to choose an attribute whose value can be guaranteed to be unique. In addition,
you should add checking to your provisioning process and tools to make sure that the chosen unique 1D
attribute is defined for every entry and is indeed unique.

Starting in Calendar Server 7 Update 3, you can use the davUni quel d attribute to define a unique ID
for any LDAP entry. It is recommended that it be used as the value of the

davcore. uriinfo. permanent uni quei d parameter. This parameter defines which attribute Calendar
Server uses as the unique identifier for users, groups, and resources. Calendar Server 7 Update 3
provides the popul at e- davuni quei d tool to set this attribute's value for all existing LDAP entries.

In the Calendar Server data base, the unique identifier value is case sensitive. If you need to move or
recreate the corresponding LDAP entry, make sure to retain the case of the value as is. However,
because the value is considered as case insensitive for LDAP comparisons, do not create a unique
identifier value for another user or resource entry by just changing the case of the value.

Mail Attribute

By default, Calendar Server uses the nai | attribute. This attribute is used for a number of important
functions, such as the default account identifier for the davadmni n tool, the address to be used for
scheduling, the default address for email notifications, and so on. The Calendar Server database also
stores the value of this attribute. If scheduling is performed by using other mail attributes, such as

mai | Al t er nat eAddr esses, the values are canonicalized to the mail value before storing in the
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database. If you change the value of this attribute, you need to perform additional steps to changing it in
the LDAP directory. See To Change a User's Email Address in the Calendar Server Database command
for more information.

This attribute is also required for resource entries. Though resources do not receive email, Calendar
Server uses this address value to identify and schedule the resource. Hence this value should be unique
to the resource, and other values such as the owner's email address should not be used. For more
information, see To Manage a Resource Calendar's Mailbox.

Status Attribute

By default, Calendar Server uses the i csSt at us attribute. This attribute value can be used to enable or
disable a user for calendaring services. Absence of this attribute or a value of act i ve indicates active
status. Values of r enoved, del et ed, ori nact i ve disable the service. Any other value may also
enable the service but is not recommended.

Starting with Calendar Server 7 Update 3, if a calendar account's LDAP i csSt at us attribute is
populated and is not set to act i ve, the account is not searched nor are any results fetched for that
account when running Calendar Server davadni n or WCAP commands. That is, Calendar Server
returns search results only for active accounts and does not return unusable data such as inactive
calendars.

Store Id Attribute

By default, Calendar Server uses the dav St or e attribute, which indicates the back-end host that stores
a user's data if the deployment is configured for multiple back ends as described in Multiple Backend
Setup Guide. Also, if the deployment uses the Convergence client or has a Calendar Server 6 and
Calendar Server 7 co-deployment setup, this attribute is required. In the latter two cases, if there are no
multiple Calendar Server 7 back ends, then the value used by default must be def aul t backend.

If your deployment consists of multiple back ends, you must use one of the st or e. dav. xx. backendi d
values previously configured to set as the value for the dav St or e attribute. You must explicitly provision
this attribute on your back-end configuration. Neither Calendar Server nor Delegated Administrator
auto-provision this attribute.

Once a user is active, do not change the dav St or e attribute value. To move users to another back-end
store, see To Move Calendar Users to a New Back-End Database.

External Authentication Attributes

The attributes described in this section were added in Calendar Server 7 Update 3 to
support authentication against an external Directory Server. For information on configuring
external authentication for Calendar Server, see Configuring External Authentication.

® external Aut hPreUrl Tenpl at e: This attribute is used for authentication using external
Directory Servers. It is used to set the LDAP URL that defines how users must be searched for in
the external Directory Server against which authentication is performed. This attribute belongs to
the i net Domai nAut hl nf o object class.

® ext ernal Aut hPost Ur | Tenpl at e: This attribute is used for finding the internal Directory Server
entry for a user authenticated by using external Directory Servers. It is used to set the LDAP URL
that must be used to map the external Directory Server authenticated user to a user in the internal
Directory. This attribute belongs to the i net Donmai nAut hl nf o object class.

Indexing the Directory Server
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Certain attributes need to be indexed for presence, equality, or sub-string search for better performance.
Some of this indexing is done by Directory Server itself or by the conm dsset up script. See the
following table to decide if you have the correct indexes. Use the dsconf 1i st-i ndexes command to
list the current indexes (See dsconf list-indexes doc). Use the cr eat e- i ndex command for creating
new indexes. (See dsconf create-index docs).

Attributes for Indexing

Attribute Index

associ at edDonai n eq, pres

ch eq, pres, sub
i net Dormai nBaseDN eq, pres

mai | eq, pres, sub

mai | Al t er nat eAddr ess | eq, pres

menber eq
menber O eq, pres, sub
obj ectd ass eq
owner eq

sunPr ef err edDonai n eq, pres
ui d eq
uni queMenber eq

If you are concerned about LDAP performance, check the LDAP access logs for the entry not es=U} to
find unindexed searches. For example:

[ 15/ Feb/ 2012: 06: 45: 11 -0800] conn=110405 op=13 msgl d=21 - SRCH
base="o=exanpl e. com o=dav" scope=2

filter="(] (uid=cal*)(cn=*cal *)(mail=*cal*))" attrs="cn davStore
icsStatus mail mail Al ternat eAddress nsUni quel d owner preferredLanguage
ui d obj ectC ass isMenber O uni queMenber menber URL ngr pRFC822Mai | Menber
ki nd"

[ 15/ Feb/ 2012: 06: 45: 17 -0800] conn=110405 op=13 nsgl d=21 - RESULT err=4
tag=101 nentri es=1000 eti nme=6 notes=U

Special Calendar Server Users and Groups

Calendar Server creates two special users during the initial configuration, one for serving as a proxy to
the Directory Server, and the other for acting as the administrator ID for Calendar Server itself.

Topics in this section:
® About the Calendar Server Proxy User

® Calendar Server Administrator 1D
® |DAP Updates During Configuration

About the Calendar Server Proxy User
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Calendar Server uses a proxy user to bind to the Directory Server when making requests. This user
belongs to the Calendar End User Administrators Group, which has proxy rights. This special Calendar
Server user makes Directory Server requests on behalf of the end user for whom the request is being
carried out. The proxy process takes into account the Directory AClIs for that particular end user. The DN
(Distinguished Name) of this newly created user is added to the server configuration as the

base. | dapi nf 0. ugl dap. bi nddn, for example:

® Server configuration option:
base. | dapi nf 0. ugl dap. bi nddn=ui d=cal - adm n- sca- peanut . exanpl e. com 2011,

¢ Sample LDIF file used to create that user and group in the Directory Server:

dn: cn=Cal endar End User Adm nistrators G oup,
ou=G oups, O0=isp

changet ype: nodify

add: uni queMenber

uni queMenber: ui d=cal - adm n- sca- peanut. exanpl e. com 20111102184916Z,
ou=Peopl e, o=exanpl e. com o=i sp

dn: o=isp
changet ype: nodify
add: aci
aci: (target="ldap:///o=isp")
(targetattr="*")
(version 3.0; acl "Cal endar Server End User Adninistrator Proxy
Ri ghts - product =davserver, schena 2
support, cl ass=adm n, nunmel, versi on=1"; all ow (proxy)
groupdn="1dap:///cn=Cal endar End User Admi nistrators G oup,
ou=G oups, o=isp";)

Calendar Server Administrator ID

The other special user that Calendar Server creates is the Service Administrator user, by default, the
cal nast er user. The Calendar Server base. | dapi nf 0. ser vi ceadni nsgr oupdn configuration
option specifies the name of an LDAP group for which membership in the group means super user
privileges as far Calendar Server is concerned. The cal nmast er user belongs to this Service
Administrators group and thus has full access to all users' calendaring information. Convergence always
authenticates and proxies on behalf of the end user to Calendar Server as cal nast er. You can add
additional users to the Service Administrators group if you require that more users have these privileges.

LDAP Updates During Configuration

The Calendar Server initial configuration program, i ni t - conf i g, creates the LDAP tree's base

containers and the default domain if it does not already exist. It also sets up the special administrative
groups and users previously mentioned. ACIs are also added to give read, search, and proxy rights to
the administrative users. An ACl is also added to give read and search ACIs to all authenticated users.

You may also want to enable users to search for other users whose calendars they can subscribe to.
This requires permission to search for other users in LDAP. If such a permission is not already granted,

you need to add an ACI to the user/group suffix in Directory Server. For more information, see Adding
LDAP Access Control for Calendar Server Features.

How Calendar Server Authenticates with Directory Server
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The following information describes how Directory Server authenticates a Calendar Server user by using
basic user ID and password authentication.

Topics in this section:

Background Information

First Step: Domain Lookup on UG Server
Second Step: User Authentication

Third Step: User Info Lookup on UG Server

Background Information

Most requests to Directory Server are made against the user/group LDAP server (as defined in the
base. | dapi nf 0. ugl dap. * Calendar Server configuration parameters). Only the bind request to check
the user's credentials is issued against the authentication LDAP server (as defined in the

base. | dapi nf 0. aut hl dap. * configuration parameters).

When an external directory is configured for the user's domain, a search is first issued against that
external directory. The bind request to check the user's credentials is also issued against that external
directory. Most of the information discovered through this process (including a hash of the logged-in user
passwords) is cached in memory (with a configurable time-to-live value).

First Step: Domain Lookup on UG Server

Consider the following search request:

Search Request: base DN = o=dav, scope = 2, filter =
&( obj ect O ass=sunManagedOr gani zati on) (| (sunPr ef err edDomai n=exanpl e. con) (as¢

The domain lookup is performed as follows:

1. The base DN (the top-level of the Directory Server tree) for this search is determined by the
base. | dapi nf 0. dcr oot Calendar Server configuration parameter.

2. The domain value is extracted from the user-provided user ID by using the
base. | dapi nf 0. | ogi nsepar at or Calendar Server configuration parameter.
For example, if ar naudqg@xanpl e. comis the user ID and the login separator character is"@,"
the domain is determined to be exanpl e. com.

3. Alternatively, if no login separator is found in the user ID, the domain is assumed from the
base. | dapi nf 0. def aul t donai n Calendar Server configuration parameter. An LDAP lookup is
still issued in that case.

Second Step: User Authentication

The default behavior is to use the user/group server and the authentication server for authentication.

If the domain entry retrieved in the previous step has an ext er nal Aut hPreUr | Tenpl at e LDAP
attribute, the user authentication is performed against an external directory.

User Authentication Default Behavior

To illustrate how the user (user/group server) authentication is performed, consider the following search
request:
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Search Request: base DN = o=exanpl e.com o=dav, scope = 2, filter =
ui d=ar naudq

The base DN for this search is extracted from the domain entry retrieved during the initial domain lookup
(with some differences between Schema 1 and Schema 2). Next, the search filter is constructed either
from the i net Donai nSear chFi | t er LDAP attribute of the domain entry or from the

base. | dapi nf 0. searchfi |t er configuration parameter. In both cases, the configuration value is
based on the following template:

® 94J--Name part of the login name (that is, everything before the login separator stored in the
servers configuration)

® 9%/--Domain part of the login string

® %o--Original login ID entered by the user (for example, ui d=%)

This lookup should return an LDAP entry containing, in addition to a DN, the list of attributes defined by
the base. | dapi nf 0. user at t r s configuration parameters (the default is mai | and i smenber of ).

Credentials Verification: Authentication Server

Consider the following bind request:

Bi nd Request: version = 3, DN =
ui d=ar naudq, ou=peopl e, o=exanpl e. com o=dav

Unlike the other requests, this one is made by using the authentication LDAP Server. The DN used is the
one retrieved during the authentication user lookup step and the password is the one provided by the
end user. Assuming that the bind request is successful, the LDAP entry returned during the
authentication user lookup step is used to:

1. Check whether the corresponding user belongs to the administrative group.

2. Extract the mail attribute of the entry (the attribute name itself is configurable through the
davcore. | dapattr. nai |l Calendar Server configuration parameter). Pay attention to this
configuration parameter, as it is also used in different other places.

The authentication ends at this point. A set of principal objects containing the mail value (and optionally
administrator privileges) is constructed as a result.

Alternative Behavior Using External Directory Authentication

The ext er nal Aut hPr eUr | Tenpl at e LDAP attribute contains an LDAP URL defining what external
directory server to use, and the type of search to issue to find the user within that directory. The host
name part of the URL contains some identifier pointing to an actual LDAP Pool defined in the server
configuration. The search filter in that LDAP URL is also a template, containing the same keywords as
previously described (Y@, %4J, and %/). Once the entry is found, the credential verification (as previously
described) is performed by using that entry's DN. The process of configuring external authentication for a
particular domain is described in Configuring External Authentication.

Third Step: User Info Lookup on UG Server

Consider the following search request:

Search Request: (base DN = o=exanpl e.com o=dav, scope = 2, filter =
| (rmai | =ar naud. qui | | aud@xanpl e. com) (i | al t er nat eaddr ess=ar naud. qui | | aud@>
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While not exposed, externally, the set of (JAAS) authentication modules is configurable. The domain
lookup, authentication user lookup, and credentials verification steps correspond to the basic LDAP Auth
module but other modules can be plugged in. The contract between an Auth Module and the server is
that after successful authentication, the mail attribute of the principal must be made available to the
server. Once the mail attribute value is extracted, a new lookup based on that email address is issued.
This lookup is part of the core server processing.

The base DN for this search is extracted from the domain part of the email address (as described in First
Step: Domain Lookup on UG Server although this information is already most likely cached at that point).
The search filter is constructed from the davcore. urii nfo. ermai |l searchfiltertenpl ate
configuration parameter (the default value is | (mai | =%) (i | al t er nat eaddr ess=%s) ). The
returned entry is used to retrieve user information. The list of requested attributes is controlled by the
davcore. uriinfo.subjectattri butes configuration parameter.

Alternative Behavior Using External Directory Authentication

Once the external directory has authenticated the user, a mapping needs to happen between that entry
and the corresponding entry in the Communications Suite directory.

If all external directory user entries have a mai | attribute value corresponding to their Communications
Suite equivalent entry, no further configuration is required that is different from the internal authentication
setup described previously. At the second step, the list of attributes to be retrieved must simply include
the mai | attribute.

If no such direct mapping exists, an LDAP search is issued against the internal Communications Suite
directory. This second search is defined by the ext er nal Aut hPost Ur | Tenpl at e domain entry
attribute. Like ext er nal Aut hPreUr | Tenpl at e, the ext er nal Aut hPost Ur | Tenpl at e attribute
contains an LDAP URL defining what type of search to issue to find the user within that directory. In this
case, a server name is not required and should not be defined, as the lookup is done against the
Communications Suite directory. The search filter can be a template or fixed filter. They can contain the
patterns previously mentioned, as well as the %A attributename__ pattern, which is substituted with the
first LDAP attribute value retrieved from the external authentication directory in the second step. This
pattern may appear multiple times with different attribute names. Of course, those attributes must be part
of the list of attributes to retrieve in the LDAP URL.

For a given login id and domain, those patterns are substituted for their actual values before the search is
issued. The search is then conducted, the correct entry is found, and the authentication is considered
successful.

See the Communications Suite Schema Reference for more information on the
ext er nal Aut hPost Ur | Tenpl at e and ext er nal Aut hPreUr | Tenpl at e attributes.

Sample Calendar Server User LDIF

The following sample LDIF file is for a user that has access to Calendar Server. The user was created in
Delegated Administrator. Delegated Administrator does not distinguish between Calendar Server 6 and
Calendar Server 7 users. It includes object classes from both Calendar Server 6 (i csCal endar User)
and Calendar Server 7 (davEnti ty).
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dn: ui d=j ohndoe, ou=Peopl e, o=exanpl e. com o=i sp
ui d: johndoe

i cstinmezone: Anerical Denver

i netuserstatus: active

mai | : j ohn. doe@xanpl e. com

sn: Doe

sur nanme: Doe

i cscal endar: johndoe@xanpl e. com
user Password: {SSHA} LyepThPJ2Y1Bi 95f v8hP4WIZVSvdYV8k KUF9Ug==
icsstatus: active

obj ectcl ass: daventity

obj ectcl ass: i pl anet preferences
obj ectcl ass: person

obj ectcl ass: inetadnin

obj ectcl ass: i puser

obj ectcl ass: icscal endaruser

obj ectcl ass: sunucpref erences

obj ectcl ass: inetorgperson

obj ectcl ass: organi zati onal person
obj ectcl ass: inetuser

obj ectcl ass: top

gi vennane: John

i csFirstDay: 2

cn: John Doe
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Chapter 15. Calendar Server Clients

Oracle Communications Calendar Server Clients

_ e .E information for Calendar Server 7.0.4.15.0 and will not be updated
fh‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

m q etwork site at:

Y AN-OTacle.com/technetwork/documentation/oracle-communications-185806.html

This information describes some specific Calendar Server client behavior.
Topics:

® Connector for Microsoft Outlook and Event Time Modifications

Connector for Microsoft Outlook and Event Time Modifications

If you use Connector for Microsoft Outlook to create or modify the time of an event, and later make a
change to the event time by using Convergence, the event "jumps" to a new time. In some cases, the
event appears to "vanish" but in reality it "jumps" to the following day. Currently, there is no workaround.

To reproduce:

Log into Convergence and create an event.

Log into Connector for Outlook and move the event.

Log into Convergence and make sure event is moved by refreshing.
Move the event again, but this time on Convergence.

The event "jumps" to a new time.

PobdE
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Chapter 16. Calendar Server Common Topics

Oracle Communications Calendar Server Topics

_ e oE information for Calendar Server 7.0.4.15.0 and will not be updated
m“u‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

m q etwork site at:

Y AN-OTacle.com/technetwork/documentation/oracle-communications-185806.html

This information describes some specific Calendar Server behavior.
Topics:

® How Free/busy Is Calculated for All Day Events
® Configuring Calendar Server Proxy Authentication

How Free/busy Is Calculated for All Day Events

All events are considered to calculate busy time unless explicitly marked as transparent. The time
blocked corresponds to the event timings in the event's time zone. For floating events (events with no
associated time zone) and all day events, the busy time is calculated in the calendar's time zone. For
example if there is a floating event from 12 pm to 1 pm, for lunch, in a calendar whose time zone is
America/Los_Angeles, for free/busy calculation purposes, the event would be considered as a 12 pm-1
pm event in the America/Los_Angeles timezone.

Configuring Calendar Server Proxy Authentication

You can configure Calendar Server for proxy authentication to enable a calendar administrator to log in
to Calendar Server on behalf of a calendar user. For a CalDAV client to do so, when providing the user
name and credentials for HTTP basic authentication, give the user name as "admin;user" instead of just
user. For the password, use the administrator password. For WCAP clients, the login API defines a
proxyauth parameter. See login.wcap for more information.
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Chapter 17. Calendar Server Database Upgrade

Calendar Server Database Upgrade

information for Calendar Server 7.0.4.15.0 and will not be updated
cumentation beginning with Calendar Server 7.0.5.17.0, see the
etwork site at:

Y AN-OTacle.com/technetwork/documentation/oracle-communications-185806.html

This page describes Calendar Server database upgrades.
Topics:

About Calendar Server Database Upgrades

Database Schema/Structure Version

Calendar Server Start Up and Automatic Database Upgrade
Database Schema Upgrade Patches and Releases
Database Performance During Upgrade

About Calendar Server Database Upgrades

Each Calendar Server patch or release might require an upgrade to the database schema or structure.
For example, a database table might be altered, or data in the database might be changed. This type of
upgrade differs from a database version upgrade, such as requiring an upgrade from MySQL Server 5.1
to 5.5. If a Calendar Server database upgrade is required, allow additional time for the overall Calendar
Server upgrade, as the database upgrade can take a while, especially if the database is large.

Database Schema/Structure Version

Each database schemal/structure has a Calendar Server back-end version number recorded in the
database. Each Calendar Server version only runs with a single database schema version.

Calendar Server Start Up and Automatic Database Upgrade

When Calendar Server starts up in the GlassFish Server container, it connects to each back-end
database for which it is configured, one at a time, and attempts to open the database for normal
operation.

During this initial opening of each database, Calendar Server checks the database schema version.
Calendar Server has the option to either automatically upgrade the database on the spot, or issue a
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logging message in the er r or s. 0 log file explaining the back end cannot be opened and needs to be
upgraded. In this latter case, refer to the Calendar Server documentation for more information on what
steps you need to perform.

i@ Caution
Never interrupt or stop either Calendar Server or GlassFish Server while the database is
being upgraded. If you do, you need to restore the database from backup.

Calendar Server logs messages in the er r or s. 0 log file when the database was opened but not that it
was being upgraded. If the database has a large amount of data, the upgrade can take a long time and
appear to resemble a database hang. See Database Schema Upgrade Patches and Releases for more
information on Calendar Server versions that require a database upgrade.

To monitor the database during an upgrade process on MySQL Server, use the following command:

nysql > SHOW FULL PROCESSLI ST;
This command displays database upgrade aspects such as an ALTER TABLE command.

Database Schema Upgrade Patches and Releases

You cannot reverse a database schema and structure upgrade once it has been performed. This is why,
when performing a Calendar Server upgrade, you must make a backup before starting the upgrade
process. Once a database is upgraded, it no longer works with a previous Calendar Server version. Use
the following table to understand the Calendar Server database changes by release.

Database Schema Version Changes for Calendar Server Beginning with Release 7 Update 2

Release Database Change Comments

7.0.4.15.0No database changes. No comments

7.0.4.14.0Automatic Upgrade to Version 8. Fairly intensive
for MySQL

® (MySQL Server only) The charset and collation of most tables and  Server.
fields is changed to utf8mb4.
® 8 ALTER TABLE commands are run.
® Column added to Cal Pr op.
® 1 ALTER TABLE command is run.

7.0.3.8.0 Automatic Upgrade to Version 7. No comments

® Full table scan fixes missing values in Resour ces. r esour cet ype
= ' CAL_RESOURCE' ; .

7.0.2.4.0 Automatic Upgrade to Version 6. No comments

® Rename table Resour ce to Resour ces.

® ALTER TABLE command run on Cal Pr op to change
supported_cal endar _conponent _set to
supported_cal _conponent _set.

® Change table | Cal Prop to | nnoDB (by dropping it and allowing it to
repopulate).
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Database Performance During Upgrade

How a database performs during an upgrade depends on data size and hardware. Some database
operations, such as copying the entire table, are intensive operations and can take a long time to
complete. When your database has 4 million rows or 40 gigabytes of data, you should study the
database performance to better understand upgrade times.

MySQL Server and OracleDB have relevant buffer cache settings that can increase performance.
Additionally, if the database can fit in the cache completely with extra space, then operations might run
faster.

If the database and temporary table operations exceed the datbase cache, then the disk 10 throughput
becomes very relevant. Disk IO is also significant when there is plenty of cache because the cache must
be loaded at times.

MySQL Server also has memory and cache parameters such as i nnodb_buf f er _pool _si ze, while

OracleDB has parameters such as sga_t ar get . Refer to MySQL Server and OracleDB documentation
for more information on performance tuning.
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Chapter 18. Calendar Server Horizontal
Scalability and Multiple Hosts Examples

Oracle Communications Calendar Server Horizontal Scalability
and Multiple Hosts Examples

1 54 n% oE information for Calendar Server 7.0.4.15.0 and will not be updated
\ ‘;l E:i cumentation beginning with Calendar Server 7.0.5.17.0, see the
U

moq = etwork site at:

P w-otacle.com/technetwork/documentation/oracle-communications-185806.html

These examples show how to scale Oracle Communications Calendar Server (Calendar Server 7)
horizontally by deploying multiple front- and back-end MySQL Server hosts. As of version 7 Update 2,
Calendar Server also supports Oracle Database as a calendar back end.

© Note
To add a new Calendar Server back-end host, see Configuring Multiple Calendar Server
Back-end Hosts.

Topics:

® Scenario 1: A Single CalDAV Server and Two MySQL Back-End Servers
® Scenario 2: Four CalDAV Servers and Three MySQL Back-End Servers

Scenario 1: A Single CalDAV Server and Two MySQL Back-End Servers

This scenario shows a deployment consisting of one front-end server (davser ver 1. exanpl e. com
and two back-end servers (nysql 1. exanpl e. comand nysql 2. exanpl e. com). The

nysql 1. exanpl e. comserver has one database, cal davl, and the nysql 2. exanpl e. comserver
has one database, cal dav.

The following table shows the deployment data for this scenario.

Scenario 1 Deployment Data
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davstore ID MySQL Server Database Name JDBC URL

backendl nysgl 1. exanpl e. com cal davl j dbc: mysql : // mysql 1. exanmpl e
. com 3306/ cal davl

def aul t backend mnysqgl 2. exanpl e. com cal dav jdbc: nysql : // nysql 2. exanpl e
. com 3306/ cal dav

© Note

After you install the Calendar Server software then run the i ni t - conf i g script, the
def aul t backend-related settings are auto-created and set up.

The front-end host is configured with the following configuration parameters:

st ore. dav. backendl. backendi d=backendl

st or e. dav. backendl. j ndi nane=j dbc/ backendl

st ore. dav. backend. backendi d=def aul t backend

st or e. dav. backend. j ndi nane=j ava: conp/ env/j dbc/ def aul t backend

On the GlassFish Server that hosts Calendar Server, a JDBC connection pool is created for each
database, as the following table shows.

JDBC Connection Pools Per Calendar Server

Pool Name Value
cal davlPool jdbc:nysql://nysql 1. exanpl e. com 3306/ cal davl
cal davPool jdbc:nysql://nysql 2. exanpl e. com 3306/ cal dav

A JDBC resource pointing to each connection pool is created, as the following table shows.

To create a connection pool, see To Use the GlassFish Admin Console to Create a Connection Pool for
Non-Default Back Ends or To Use the Command Line to Create a Connection Pool for Non-Default Back
Ends.

JDBC Resource Per Connection Pool
JNDI Name Pool Name

j dbc/ backendl cal davi1Pool

j dbc/ def aul t backend cal davPool

You need to restart GlassFish Server after the pools are created.

Scenario 2: Four CalDAV Servers and Three MySQL Back-End Servers

This scenario shows a deployment that consists of four front-end CalDAV servers (

davserver 1. exanpl e. com davserver 2. exanpl e. com davser ver 3. exanpl e. com and
davserver 4. exanpl e. com, and three back-end MySQL servers (nmysql 1. exanpl e. com

nysqgl 2. exanpl e. com and nysql 3. exanpl e. com). The nysqgl 1. exanpl e. comserver has one
database (cal davl), the nysqgl 2. exanpl e. comhas one database (cal dav), and the

nysqgl 3. exanpl e. comserver has one database (cal dav2).
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The following table shows the deployment data for this scenario.
Scenario 2 Deployment Data

davstore ID MySQL Server Database Name JDBC URL

backendl nysgl 1. exanpl e. com cal davl j dbc: mysql : // mysql 1. exanmpl e
. com 3306/ cal davl

def aul t backend mnysqgl 2. exanpl e. com cal dav jdbc: nmysql : //nysql 2. exanpl e
. com 3306/ cal dav

backend2 nysgl 3. exanpl e. com cal dav2 j dbc: mysql : // mysql 3. exanpl e
.com 3306/ cal dav2

B Note
After you install the Calendar Server software then run the i ni t - conf i g script, the
def aul t backend-related settings are auto-created and set up.

Each front-end host is configured with the following configuration parameters:

st ore. dav. backendl. backendi d=backendl

st ore. dav. backendl. j ndi nanme=j dbc/ backendl

st or e. dav. backend. backendi d=def aul t backend

st ore. dav. backend. j ndi nanme=j ava: conp/ env/ j dbc/ def aul t backend
st or e. dav. backend2. backendi d=backend2

st ore. dav. backend2. j ndi nanme=j dbc/ backend2

On each GlassFish Server that hosts Calendar Server, a JDBC connection pool is created for each
database, as the following table shows.
To create a connection pool, see To Use the GlassFish Admin Console to Create a Connection Pool for

Non-Default Back Ends or To Use the Command Line to Create a Connection Pool for Non-Default Back
Ends.

JDBC Connection Pools Per Calendar Server

Pool Name Value

cal davlPool jdbc:mysql://nysql 1. exanpl e. com 3306/ cal davl
cal davPool jdbc:nysql://nysql 2. exanpl e. com 3306/ cal dav
cal dav2Pool jdbc:nysql://nysql 3. exanpl e. com 3306/ cal dav2

A JDBC resource pointing to each connection pool is created, as the following table shows.
JDBC Resource Per Connection Pool

JNDI Name Pool Name
j dbc/ backendl cal davi1Pool
j dbc/ def aul t backend cal davPool

j dbc/ backend2 cal dav2Pool
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You need to restart GlassFish Server after the pools are created.
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Chapter 19. Configuring CalDAV Clients for
Calendar Server 7

Configuring CalDAV Clients for Calendar Server 7

_aer-% oﬁ information for Calendar Server 7.0.4.15.0 and will not be updated
1‘&‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

N,\ O-QEE.\ etwork site at:

YA OTacle.com/technetwork/documentation/oracle-communications-185806. html

This information describes how to configure Apple and Lightning clients to communicate with Calendar
Server.

© Note
Starting with version 7.3 patch 13, Connector for Microsoft Outlook can be used as a client
with Calendar Server 7 Update 2. See the Connector for Microsoft Outlook User's Guide
for more information.

Topics:

Prerequisites

Configuring CalDAV Clients

Using the iPhone Configuration Utility

Exporting and Importing Calendars in Thunderbird Lightning
CalDAV Client Issues

Configuring Proxy Authentication

More Information

Prerequisites

1. Users need to be provisioned in Directory Server. For more information, see Automatically
Provisioning Calendar Server 7 Users, Provisioning for Calendar Server Users, and Calendar
Server and Directory Server Integration.

2. Obtain the following information on your Calendar Server 7 deployment:

® GlassFish Enterprise Server host name and port where Calendar Server 7 is installed
¢ user identifier (email address or uid@domain)

Configuring CalDAV Clients

This section contains the following tasks:
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To Configure Apple iCal for Calendar Server

To Configure Apple iPhone for Calendar Server

To Configure Lightning 1.0 beta2 for Calendar Server

To Configure Lightning 1.0 beta for Calendar Server

To Configure Lightning 0.9 for Calendar Server

To Access a Shared Calendar

To Configure a CalDAV Account by Using Non-standard or Demo Settings
To Configure Android for Calendar Server

To Configure Apple iCal for Calendar Server

Launch iCal.

Choose Preferences from the iCal menu and click Accounts.

To add a new account, click the Add (+) button.

Choose CalDAV from the Account type menu.

Type your user name, password, and server name, then click Create.
The client indicates "Verifying CalDAV account”, then "Account verified."
You can now use the Calendar application.

NogosrwNE

To Configure Apple iPhone for Calendar Server

Navigate to the Mail, Contacts, and Calendar settings menu.

Select Add Account.

Select Other.

Select Add CalDAV Account.

Type your Server address, User Name, and Password.

Tap Next.

The client indicates "Verifying CalDAV account”, then "Account verified."
You can now use the Calendar application.

oghkwnE

~

To Configure Lightning 1.0 beta2 for Calendar Server

These instructions assume that you have already installed at least Thunderbird 3.1.x on your client
machine.

1. Download Lightning 1.0 beta2 to your client machine.
See http://www.mozilla.org/projects/calendar/releases/lightning1.0b2.html.
2. Download, but do not execute, the appropriate binary for your client platform.
If the downloaded file is a zip file, unzip it.
3. Create a Thunderbird profile as follows:
a. In Mozilla Thunderbird, choose Add Ons or Extensions from the Tools menu, depending on
the version of Thunderbird.
b. Click the Install button.
A file chooser is displayed.
c. Navigate to the previously downloaded (and perhaps unzipped). XPI file, select it, and click
OK.

d. In the Software Installation dialog box, click Install Now.
e. Click Restart Thunderbird.
f. Click Calendar in the Events and Tasks menu item at the top of the Thunderbird Ul.
g. From the File menu, choose New, then Calendar.
If this selection is grayed out, you might need first to open the default calendar in
Thunderbird.
h. Choose On the Network.

i. Choose CalDAV.
j- Type the URL of the calendar, for example:
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htt ps: // exanpl e. conf dav/ hone/j sm t h@xanpl e. com cal endar/

k. Type your name, choose a color scheme, choose to set alarms or not, and select your
email address.
[. Type your user name and password for the CalDAYV server.
A confirmation dialog box informs you that your calendar has been created.
m. Click Finish.
The new calendar appears in the listing of calendars on the left side of the Thunderbird UI.

To Configure Lightning 1.0 beta for Calendar Server

These instructions assume that you have already installed at least Mozilla Thunderbird 2.0.0.x on your
client machine.

1. Download Lightning 1.0 beta 1 to your client machine.
See http://www.mozilla.org/projects/calendar/lightning/download.html.
2. Download, but do not execute, the appropriate binary for your client platform.
If the downloaded file is a zip file, unzip it.
3. Create a Thunderbird profile as follows:
a. In Mozilla Thunderbird, choose Add Ons or Extensions from the Tools menu, depending on
the version of Thunderbird.
b. Click the Install button.
A file chooser is displayed.
c. Navigate to the previously downloaded (and perhaps unzipped). XPI file, select it, and click
OK.
d. In the Software Installation dialog box, click Install Now.
e. Click Restart Thunderbird.
f. Click the Calendar icon in the lower left corner of the Thunderbird UL.
g. From the File menu, choose New then Calendar.
If this selection is grayed out, you might need first to open the default calendar in
Thunderbird.
h. Choose On the Network.
i. Choose CalDAV.
j. Type the URL of the calendar, for example:

http://exanpl e. com 3080/ dav/ horne/ j sm t h@xanpl e. com cal endar/

In this example, the default URI of / was used during initial configuration.
The general format is:
ht t p: / / glassfish-host: glassfish-port/ base-uri/ dav/ hone/ email-address/ cal endar /

k. Type your name, choose a color scheme, choose to set alarms or not, and select your
email address.
[. Type your user name and password for the CalDAV server.
A confirmation dialog box informs you that your calendar has been created.
m. Click Finish.
The new calendar appears in the listing of calendars on the left side of the Thunderbird UI.
4. Lightning 1.0 has CalDAV scheduling capability but it is turned off by default. Turn on the following
configuration preferences for CalDAV scheduling to work by using the Config Editor.
® calendar.itip.notify
¢ calendar.caldav.sched.enabled
Windows: From the Tools menu, selection Options, then Advanced, then Config Editor.
UNIX: From the Edit menu, select Preferences, Advanced, then General.

To Configure Lightning 0.9 for Calendar Server
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These instructions assume that you have already installed at least Mozilla Thunderbird 2.0.0.x on your
client machine.

1. Download Lightning 0.9 to your client machine.
See http://www.mozilla.org/projects/calendar/releases/lightning0.9.html.
2. Download, but do not execute, the appropriate binary for your client platform.
If the downloaded file is a zip file, unzip it.
3. Create a Thunderbird profile as follows:
a. In Mozilla Thunderbird, choose Add Ons or Extensions from the Tools menu, depending on
the version of Thunderbird.
b. Click the Install button.
A file chooser is displayed.
¢. Navigate to the previously downloaded (and perhaps unzipped).XPI file, select it, and click
OK.
d. In the Software Installation dialog box, click Install Now.
e. Click Restart Thunderbird.
f. Click the Calendar icon in the lower left corner of the Thunderbird UL.
g. From the File menu, choose New then Calendar.
If this selection is grayed out, you might need first to open the default calendar in
Thunderbird.
h. Choose On the Network.
i. Choose CalDAV.
j. Type the URL of the calendar, for example:

http://exanpl e. com 3080/ dav/ horne/ j sm t h@xanpl e. com cal endar/

In this example, the default URI of / was used during initial configuration.
The general format is:
ht t p: / / glassfish-host: glassfish-port/ base-uri/ dav/ hone/ email-address/ cal endar /

k. Type your name, choose a color scheme, choose to set alarms or not, and select your
email address.
I. Type your user name and password for the CalDAV server.
A confirmation dialog box informs you that your calendar has been created.
m. Click Finish.
The new calendar appears in the listing of calendars on the left side of the Thunderbird UI.
4. Lightning 0.9 has CalDAV scheduling capability but it is turned off by default. Turn on the following
configuration preferences for CalDAV scheduling to work by using the Config Editor.
® calendar.itip.notify
¢ calendar.caldav.sched.enabled
Windows: From the Tools menu, selection Options, then Advanced, then Config Editor.
UNIX: From the Edit menu, select Preferences, Advanced, then General.

To Access a Shared Calendar

The following steps describe how user A can access user B's calendar:

1. In Convergence, user B grants user A read, read/write, or owner privilege through the Share
panel.
2. Alternately, an administrator can use the davadm n cal endar command to set the calendar
ACLs.
3. To view the newly shared calendar of user B, user A creates a new calendar or account on the
calendar client.
® Lightning: User A enters user B's calendar URL
® Apple iCal: User A enters user B's principal URL (in the Server Option of the Apple iCal
Account Creation panel)

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 149


http://www.mozilla.org/projects/calendar/releases/lightning0.9.html

To Configure a CalDAV Account by Using Non-standard or Demo Settings

The previous information assumes settings for valid for a production system but not for a demo server,
for example:

® Use of standard ports (443 or 80)
® SSL is the default
® Account URL follows a fixed pattern: http(s)://server name/principals/users/username/

Demo servers usually run on non-standard port numbers and they do not always own the full
namespace, leading to account URLs (actually principal URL) that look more like the following one for
iCal:

http://cal dav. exanpl e. com 3080/ deno/ dav/ pri nci pal s/ user name/

Similarly, a demo Lightning URL might resemble the following:

http://cal dav. exanpl e. com 3080/ deno/ dav/ hone/ user nane/ cal endar/

For information on configuring the default context URI for a Calendar Server deployment, see Best
Practices for Calendar Server.

iOS 3.x and 4.x Non-standard Configuration

Typing the previous kind of URL can be very tedious and error prone, especially given that the iPhone
advanced configuration panel offers just a tiny text box. The following procedure simplify the
configuration process, assuming that you have a mail account already configured.

1. From your usual desktop client, email the principal URL to yourself.
Check that the URL is valid (by using a regular browser) before sending it.
The principal URL varies across servers. It is the same that you might have configured if you are
using the Apple iCal client.
2. Copy the URL from the iPhone Mail App.
a. From the iPhone Mail App, open the email.
b. Press and hold on the URL in the message.
You should be asked whether you want to open or copy the link.
c. Select copy.
3. Navigate to the CalDAV account creation panel.
4. Type the server information.
a. Tap on the Server field.
A Paste button should appear on top of the text field.
b. Press Paste.
The full URL is shown. The client accepts a full URL in the server name field.
5. Type the user name and password.
a. Go to the User Name field. The full principal URL is replaced by the server name only,
which is to be expected.
b. Type your password and tap Next.
The client indicates "Verifying CalDAV account”, then "Account verified".
6. You can now use the Calendar application.

Apple iCal Non-standard Configuration

Launch iCal.

Choose Preferences from the iCal menu and click Accounts.
To add a new account, click the Add (+) button.

Choose CalDAYV from the Account type menu.

PONE
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5. Type your user name and password.
6. In Server Address, type the principal URL, for example:

http://cal dav. exanpl e. com 3080/ deno/ dav/ pri nci pal s/ user nane/

7. Click Create.
You can now use the Calendar application.
For the regular server configuration, you would click the server options and type the principal URI,
for example:

http://cal dav. exanpl e. comf dav/ pri nci pal s/ user nane/

To Configure Android for Calendar Server

Download and install the Android CalDAV-Sync client to synchronize events and tasks, and the Android
task app to synchronize all tasks, at:

https://play.google.com/store/apps/details?id=org.dmfs.caldav.lib&hl=en
Note the following limitations:
®* When you create an event with an attachment, the event is created without the server storing the

attachment.
® You cannot see attachments added to events by other clients.

Using the iPhone Configuration Utility

Apple provides the iPhone Configuration Utility to install and manage installation profiles. Enterprises
might find this utility helpful to manage their end user accounts. For more information, see
http://support.apple.com/kb/dI851.

Exporting and Importing Calendars in Thunderbird Lightning

This section contains the following tasks:

® To Export a Calendar
® To Import a Calendar

To Export a Calendar

1. Open any Calendar view.

2. Choose Export Calendar from the File menu.

3. Select the calendar.

4. When prompted to save the file, use the iCalendar format (the default is html).

To Import a Calendar

1. Open any Calendar view.
2. Choose Import Calendar from the File menu.
3. Select the exported file.

CalDAYV Client Issues
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See Troubleshooting CalDAV Clients.

Where to Go From Here
For information on some specific client behaviors, see Calendar Server Clients.

Configuring Proxy Authentication

See Configuring Calendar Server Proxy Authentication.

More Information

See Calendar Server Clients.
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Chapter 20. Configuring Multiple Calendar Server
Back-end Hosts

Configuring Multiple Calendar Server Back-end Hosts

_aer-% oﬁ information for Calendar Server 7.0.4.15.0 and will not be updated
‘h‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

N,\O-QEE.\ etwork site at:

YA OTacle.com/technetwork/documentation/oracle-communications-185806. html

This information describes how to configure multiple Calendar Server back-end hosts. For conceptual
information, see Calendar Server Front-End and Back-End Servers. For information on performing an
initial installation of Calendar Server, including back-end hosts, see Installation Scenario - Calendar
Server.

Starting with Calendar Server 7 Update 2, you can use either MySQL Server or Oracle
Database as the calendar server back end (calendar store).

Topics:

Installing and Configuring Calendar Server Back-End Hosts Overview

High-Level Steps

To Rename the Default Calendar Server Back End

Provisioning Calendar Accounts in a Multiple Back-end Deployment

Examples: Creating Connection Pools and JDBC Resources for Non-Default Calendar Server
Back Ends

® Multiple Back-ends Flow of Information

Installing and Configuring Calendar Server Back-End Hosts Overview

A standard Calendar Server installation consists of a default back-end database that contains user data,
and an iSchedule back-end database for iScheduling requests. Over time, you might want to add
additional back-end user data bases to your initial deployment.

In the case of multiple Calendar Server front ends, configure each to use the same initial default
database back end and ischedule back end. Then, you add additional back ends to each front end. Only
one iSchedule back end is needed for all front ends to share.

Each back end database, including the iSchedule database, must have its own document store. In the

case of multiple front ends, all document stores must be available to all front ends. You cannot make all
document stores local to a front end in a multiple front-end deployment.
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High-Level Steps

The high-level steps to configure multiple back-end Calendar Server hosts include:

1. Installing, configuring, and preparing (by running either the conf i g- nysql orconfi g-oracl e
script) the new database

2. Gathering the database host names, ports, and other database names

3. Installing all front-end servers, if not already done

4. Configuring all front-end servers by using the i ni t - conf i g program, if not already done
Running the i ni t - conf i g program creates the conf i g- backend script for use in the next step.
Information on any back-end server can be used for this step. If you have already run the
i ni t-configcommand, and you want to rename the default back-end server, see To Rename
the Default Calendar Server Back End.

. On each front-end server, running the conf i g- backend script

On each front-end server, enabling connection pool validation

7. On each front-end server, restarting GlassFish Server

o ul

Skip Steps 2 and 3 if you are adding new back-end servers to an existing front-end installation.
1. Install the database software on each back-end host.
Choose one of the following:
® To Install a MySQL Database for Calendar Server
® To Install and Create an Oracle Database Instance for Calendar Server

2. Decide if you need to create additional Oracle Database or MySQL Server back-end databases. If
MySQL, continue with this step. If Oracle, skip to Step 3.

© Note
If the Calendar Server software is not installed on the back-end host, copy the
confi g-nysql ,config-oracle,andUtil . pmscripts from an installed
Calendar Server host and adjust the following path to those scripts accordingly.

® |f this is first database on the host, set up the instance, and create the user and database
by running the following command.

<cal - svr-base>/t ool s/ unsupported/ bi n/config-nysql -s -u -c

® If there is already a database on the host, just create the calendar database by running the
following command.

<cal - svr-base>/t ool s/ unsupport ed/ bi n/ config-nmysqgl -c
Skip to Step 4.
3. To create the Oracle database user and schema, run the following command.
<cal - svr-base>/t ool s/ unsupported/ bi n/config-oracle -c
4. On each front-end host, run the conf i g- backend script.

This script creates a JDBC connection pool and a JDBC resource on the GlassFish Server, and a
davser ver attributed back-end configuration.

<cal - svr-base>/ sbi n/ confi g- backend
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If current deployment is using MySQL, you are prompted for the following information:

Renot e dat abase server host nane

Renot e dat abase server port

Cal endar db name on renote server

Cal endar db user nane

Cal endar db user password

Verifying the database input...

Dat abase input is verified

Backend identifier for the rempte db

Docunent store directory (leave blank if store is renote)
Docunent store host (leave blank if store is local)
Docunent store port (leave blank if store local)
Application Server adm n user password

Make sure the value for "Calendar db name on remote server" is the one that you used for
the confi g- mysgl -c command.

If current deployment is using Oracle Database, you are prompted for the following
information:

Renot e dat abase server host nane

Renot e dat abase server port

O acl e dat abase service name on renote server

Cal endar db user nane

Cal endar db user password

Verifying the database input...

Dat abase input is verified

Backend identifier for the renote db

Docunent store directory (leave blank if store is renote)
Docunent store host (leave blank if store is local)
Docunent store port (leave blank if store local)
Application Server adm n user password

Make sure the value for "Calendar db user name" is the one that you used for the
confi g-oracl e -c command.

5. Type Y when prompted to perform the tasks for creating the JDBC connection pool and resource,
and davser ver back-end identifier.
The system responds that the database back-end configuration is configured successfully.

6. On each front-end host, enable Connection Validation for the connection pools (both CalDav
back-end and iSchedule pools) so that Calendar Server automatically reconnects to the back-end
database if it goes down:

a.

~TQ@ 020 0T

In the GlassFish Server Admin Console, choose Resources, then JDBC, then Connection
Pools.

Select the pool.

Check the Required box for Connection Validation.

Choose table for the Validation Method.

Type DUAL for Table Name.

Click Save.

Click the Advanced tab.

Type 60 for Validate Atmost Once.

Click Save.

This configuration then issues the command "select count(*) from DUAL;" on every
connection, at most one time every 60 seconds. (If the connection is not being used, it is
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not checked.)

B Note
Use these settings as a starting point and adjust where necessary. For
example, if validation is not important, you can turn it off. Additionally, you
might want to adjust the "Validate At Most Once" time duration or validate
each time a connection is requested (by setting the value to 0). HA
deployments might also use different values.

7. Restart GlassFish Server, for example:

# |/ opt/ SUN\Wappserver/ bi n/ asadnm n st op-donmai n donai nl
Domai n domai n1 st opped.

# [ opt/ SUNWAppserver/ bi n/fasadni n start-donmai n domai nl
Starting Domain domai nl, please wait.

Log redirected to

/ opt / SUNWAppser ver/ domai ns/ domai nl/ 1 ogs/ server. | og.

Pl ease enter the admi n user nane>admin

Pl ease enter the adm n password>adm npass

Pl ease enter the nmaster password>admni npass

8. Provision accounts for a multiple back-end deployment.
See Provisioning Calendar Accounts in a Multiple Back-end Deployment.

To Rename the Default Calendar Server Back End

The Calendar Server i ni t - conf i g script creates the JDBC connection pool and resource, and adds
the information to the davser ver. properti es file, for the one back-end host specified during the
front-end configuration. The JDBC resource used is def aul t backend.

If you need to change this JDBC resource, to match other naming conventions, follow these steps.

1. On each front-end GlassFish Server, create a JDBC resource associated with the cal davPool
connection Pool.

For example, you might use db1 as the resource name.
2. Save this change then restart GlassFish Server.

# [ opt/ SUNWAppser ver/ bi n/ asadnm n st op-donai n donai nl
Domai n domai n1 st opped.

# [/ opt/ SUNWappserver/ bi n/fasadm n start-domai n domai nl1
Starting Domain domai nl, please wait.

Log redirected to

/ opt / SUN\Wappser ver/ donai ns/ domai nl/ 1 ogs/ server. | og.

Pl ease enter the admi n user nanme>admin

Pl ease enter the adnmin password>admi npass

Pl ease enter the nmaster password>admi npass

3. Add the following two lines to each davser ver. properti es file.

store. dav. dbl. backendi d=<JDBC r esour ce>
store. dav. dbl. j ndi name=j dbc/ <JDBC resour ce>

For example, if your resource name is dbl, then you would add:
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store. dav. dbl. backendi d=dbl
store. dav. dbl. j ndi nane=j dbc/ dbl

The new resource name can be used in davst or e attribute values.

) Note

Once your Calendar Server deployment is up and running, do not change the user
back-end ID as defined by the davSt or e attribute.

Provisioning Calendar Accounts in a Multiple Back-end Deployment

For calendar accounts to know which back-end host they should connect to, you need to provision
accounts with the davst or e attribute. The dav St or e attribute indicates the back-end host that stores a
user's data if the deployment is configured for multiple back ends. For more information, see davStore
Attribue and Calendar Server and Directory Server Integration.

Examples: Creating Connection Pools and JDBC Resources for
Non-Default Calendar Server Back Ends

The following examples apply only to Calendar Server 7 and Calendar Server 7 Update 1.
Starting with Calendar Server 7 Update 2, this process is automated by the
confi g- backend script.

This section contains the following topics:

® To Use the GlassFish Server Admin Console to Create a Connection Pool for Non-Default Back
Ends
® To Use the Command Line to Create a Connection Pool for Non-Default Back Ends

To Use the GlassFish Server Admin Console to Create a Connection Pool for Non-Default
Back Ends

This example uses the GlassFish Server Admin Console to create a connection pool cal dav1Pool and
JDBC resource j bc/ backendl, and to enable Connection Validation.

1. Select New and type the following information.
®* Name: cal dav1Pool
® Resource Type: j avax. sql . Dat aSour ce
¢ Database Vendor: MySQ.
Click Next.
Set the following properties and be sure that the URL property is either not set or set correctly.
You can also delete all the default properties and keep just the following six properties.
databaseName: cal davl
portNumber: 3306
networkProtocol: j dbc
serverName: | ocal host (or your MySQL server host name)
user: nysql
password: nmysql

wn

4. Save.
5. Select the pool and use the Ping button to test the pool.
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If ping was not successful, you can delete all the default properties and keep just the six properties
previously mentioned. Then retry the ping.
6. Create JDBC resource for the connection pool.
Go to Resources -> JDBC -> JDBC Resources.
7. Select New and type the following information:
¢ JDNI Name: j dbc/ backendl
¢ Pool Name: cal davi1Pool
® Status: check Enabled
8. Enable Connection Validation for the connection pool:
a. In the GlassFish Server Admin Console, choose Resources, then JDBC, then Connection
Pools.
Select cal dav1Pool .
Check the Required box for Connection Validation.
Choose table for the Validation Method.
Type DUAL for Table Name.
Click Save.
Click the Advanced tab.
Type 60 for Validate Atmost Once.
Click Save.

~TQ@ 0200

To Use the Command Line to Create a Connection Pool for Non-Default Back Ends

This example uses the command-line interface to create a connection pool cal dav1Pool and JDBC
resource j bc/ backendl.

% / opt / SUN\WAppser ver/ bi n/ asadnmi n create-j dbc-connecti on-pool --user

admi n --datasourcecl assnane

com nysql . j dbc.jdbc2. opti onal . Mysqgl Dat aSour ce --restype

j avax. sql . Dat aSource --property

" Dat abaseNanme=cal davl: server Name=nysql host : user =cal dav: passwor d=nysql pass: |
cal dav1Pool

% / opt /| SUNWappser ver/ bi n/fasadm n create-jdbc-resource --user admn
--connectionpool i d cal davlPool jdbc/backendl

Multiple Back-ends Flow of Information

The following figure shows a Calendar Server 7 multiple back-end configuration.

Calendar Server 7 Multiple Back-End Configuration
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@

GlassFish JOBC Connection Pools

caldavlPool jdboimysgl://mysqgll.comple.com:330&/caldavl
caldavPool jdbormysqgl://mysqll.example.com:3306/calday

GlassFish JDBC Resources
jdboc/backendl
caldaw

Calendar Server davserver.properties File
store.dav.backendl . backend id=backendl
store.dav.backendl . jodiname=jdbo/backendl
store.dav.backend . backendid=dofaul thackend
store.dav . backend . jndiname=java : comp/env/ jdbo/de faul thackend

caldav.example.com

LDAP Attributes

Idap.example.com

mysgll.example.com mysql2.example.com

In this figure, the information flow is as follows:

Users log in to Calendar Server.

LDAP attribute davst or e is read, indicating which back end the user is associated with.
The davst or e attribute is mapped to one of the st or e. dav. xx. backendi d values in the
davserver. properti es file.

The corresponding JNDI name (st or e. dav. xx. j ndi nane) is obtained.

This points to a JDBC Resource associated with the MySQL back-end database.

The JDBC Resource points one of the JDBC Connection pools.

The user gets a Calendar Server database connection.

wn e

No ok

For example, in the preceding figure, assume that user 1 has a davst or e attribute set to backendl.
This would be mapped to the following:
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st ore. dav. backendl. backendi d=backendl
st ore. dav. backendl. j ndi nane=j dbc/ backendl

The JNDI name would be obtained from:

st or e. dav. backendl. j ndi nane=j dbc/ backendl

This, in turn, resolves to the following JDBC Resource:

Nane=j dbc/ backendl
Connect i onPool =cal dav1Pool

Next, the following JDBC Connection pool is obtained:

Connect i onPool =cal dav1Pool

Narme=cal dav1Pool
DB=j dbc: nysql : // nysql 1. exanpl e. com 3306/ cal davl

Finally, user 1 is given a connection to the MySQL back-end host with the cal dav1 database.
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Chapter 21. Migrating From Sun Java System
Calendar Server 6 to Calendar Server 7

Migrating From Sun Java System Calendar Server 6 to Oracle
Communications Calendar Server

E information for Calendar Server 7.0.4.15.0 and will not be updated
.i cumentation beginning with Calendar Server 7.0.5.17.0, see the
E.- etwork site at:

WE
MOVE

P w-otacle.com/technetwork/documentation/oracle-communications-185806.html

This functionality is available starting with Oracle Communications Calendar Server 7
Update 1.

Introduction to Migrating

How the Migration Works

High-Level Migration Steps for Administrators

Migrating From an SSL-enabled Calendar Server 6 Deployment
Migration Logging

How the Migration Reformats the Calendar Server 6 Data
Troubleshooting the Migration

Introduction to Migrating

Because the database formats differ between Calendar Server 6 and Oracle Communications Calendar
Server (formerly known as Sun Java System Calendar Server 7), you need to migrate your Calendar
Server 6 user data. That is, you cannot directly upgrade from Calendar Server 6 to Oracle
Communications Calendar Server. Oracle Communications Calendar Server provides the davadni n

m gr at i on utility to migrate the data.

The davadmi n mi gr at i on utility migrates all relevant Calendar Server 6 data and properties, including
calendar data, invitations, ACLs, subscriptions, and so on. There is no migration or updating of LDAP
data stored in the Directory Server. Instead, Calendar Server 6 calendar-related properties, such as
notifications, previously stored in LDAP, are now stored in the Oracle Communications Calendar Server
back-end database, which can be either MySQL Server or Oracle Database (as of Calendar Server 7
Update 2). For more information on how Calendar Server uses Directory Server, see Calendar Server
and Directory Server Integration.
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) Note

Domain level ACLs are set in LDAP but using a different set of attributes and formats as
described in Managing Domain Access Controls. The migration does not migrate domain
level ACLs.

The migration does not check such items as event invitees, or event owners or delegated owners. The
migration transfers whatever information is found in the LDAP directory to the Oracle Communications
Calendar Server database. Additionally, if you migrate the same user multiple times, the user does not
end up with duplicate events in the migrated calendar.

The calendar data migration process assumes the following conditions:

® You can allow a reasonable amount of downtime to complete the migration.
® You can perform a trial run to check results before doing the actual migration.
® You can examine and fix events and todos that failed to migrate, by manually updating i cs files

and importing them.
In general, when fixing and importing make sure the values that used to be "calid" are changed to
their "mail" equivalent in all i cs components.

® Any updates to already scheduled events are not implicit after the migration.

If your deployment consists of multiple domains, ACIs are configured to enable the Calendar
Server administrator ID, set by the ser vi ce. si t eadni n. useri d configuration parameter
(default is cal mast er), for search and read access to non-default domains.

© Note

You can also have a coexistent deployment of Calendar Server 6 and Calendar Server 7
hosts. For more information, see Creating a Calendar Server 6 and Calendar Server 7
Coexistent Deployment.

How the Migration Works

The migration utility performs the following sequence of events:

1.

n

Communicates with the Calendar Server 7 host by using the JMX protocol and invoking the
Admi nM gr ati on process.
Creates a log file for that migration task, which is returned to the davadmi n client.
The Adm nM gr at i on process invokes the Migration Service, which gets the list of users to be
migrated from LDAP or passed in from the migration client, and builds a list of users.
Starts a migration thread for each user in the list, until it reaches the
serverlimts. maxm grationt hr eads setting. Each migration thread then performs the
migration. When done, each thread is reassigned a new user.
Each migration thread uses the Migration HTTP client and authenticates to the Calendar Server 6
host by using the provided admni ni st r at or settings and gets a session ID. This session ID is
reused for all further WCAP requests to the Calendar server 6 host, for this particular user.
a. First, the user's list of calendars and other preferences are fetched by using the
get _user pref s command.
b. For each of the user's calendars, the calendar properties are fetched using the (
get _cal props) command.
c. Then using the f et ch_by_ range command events/tasks uids and type, for the specified
period are fetched.
A map of the uids is made and individual fetches (f et ch_event by id or
fetch_t odos_by_id) are done to get actual data. Fetch is done with the recurring=1 flag
set, to get the master and exceptions as one record. This data is stored in the user's
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Calendar Server 7 back-end, as specified by the LDAP dav St or e attribute. The fetched
data is massaged to fit the format for the Calendar Server 7 host before being stored.
Different mapping helper functions perform the data massaging.
6. The user's calendar is autocreated before adding any events or tasks. The fetched calendar
properties are mapped and used to update the properties of the newly created calendar.
7. The migration does not overwrite or duplicate any calendar data. When the migration service tries
to write and finds an already existing calendar entry, it just ignores it and continues.

© Note
If a calendar being migrated from Calendar Server 6 already exists on Calendar
Server 7 because it was previously migrated or was explicitly created in Calendar
Server 7, the migration resets the calendar's properties to that of the values of the
original Calendar Server 6 calendar.

Any failed event or task is logged, and the migration task continues.

. When migration is done, the calendar migration status is set in the migration log file, with more
details on what was migrated.

10. The migration steps are repeated for every calendar of the user.

11. When done with one user, the migration thread removes the user from the user list map and picks

up the next unmarked user in the list, if any.

© ®

Notes:

® You migrate all accounts (users and resources) either by providing the mi gr at i on command with
the accounts' mail addresses, or by specifying the LDAP base and filter that finds the information
on the users and resources in LDAP. Resource calendars are not migrated by just migrating the
resource owner but by explicitly migrating the resource account itself.
Resource Owner

® |n Calendar Server 7 Update 3, the migration sets the owner of a resource to the value of the
primary owner. If the primary owner is not set, the migration uses the LDAP owner field. If there is
no LDAP owner, the migration does not set an owner for the resource. (Bug 13942095)

® An account cannot be partially migrated. The process migrates all calendars under that account,
as well as subscription lists, calendar settings such as access controls, owner list, notification
settings, freebusy settings, and so on.

® Because subscription lists are migrated without checking if the calendars pointed to are migrated
as well, some broken subscription links could result until all calendars have been migrated.

® Calendar Server 7 Update 3 introduces a new configuration parameter,
davcor e. aut ocr eat e. rescal conponent s. It enables migrated resource calendars to allow
the VEVENT and VTODO components that were permitted in Calendar Server 6. (The default value
for this parameter is VEVENT.) To ensure that Calendar Server 6 resource calendars correctly
have all their VEVENT and VTODO information migrated to Calendar Server 7, set this parameter to
VEVENT VTODO before doing the migration, if your deployment has resource calendars that
contain more than just events. For more information, see Calendar Server 7 Configuration
Parameters.

High-Level Migration Steps for Administrators

Migrating from Calendar Server 6 to Oracle Communications Calendar Server involves the following
high-level steps:

Applying the most current Calendar Server 6 patch to fix migration-related issues
Making a list of users to be migrated

Informing users of migration window and down-time

In a multiple domain deployment for LDAP Schema 1 environments, if not already done,
configuring LDAP ACIs so that the Calendar Server administrator ID, set by the

PONPE

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 163



11.

12.

13.
14.

15.
16.

servi ce. si teadni n. useri d configuration parameter (default is cal nast er ), has search and
read access to non-default domains
For example:
a. Ensure that the i csDonai nNanes: non-default domain attribute is added to the default
domain in the dc tree.
b. Ensure that the i csExt endedDonmi nPref s: donmi naccess=
cal_svr_admin_id@defaultdomain®a”r ~g attribute is added to the non-default domain in
the dc tree.

. Setting the servi ce. http. m grati onconpati bl e parameter to yes (and restarting the

Calendar Server)

. Readying the Calendar Server 7 deployment for migration by setting the required configuration

options

Running the popul at e- davuni quei d script to update users, groups, and resources in LDAP
with the unique identifier attribute (popul at e- davuni quei d is available starting in Calendar
Server 7 Update 3)

. Updating the LDAP attribute dav St or e for each user being migrated, to indicate which back-end

Calendar Server 7 host to use

© Note

Not setting this attribute means the back-end host is local to the Calendar Server 7
installation.

. Performing a backup of the user calendars that are being migrated
. Creating a file with list of mail addresses of users to be migrated or determining the LDAP filter to

use
Setting the Calendar server 6 host to "Read Only" mode as described in To Put a Database in
Read-only Mode
Migrating users by running the davadni n ni gr at i on script and with the user list file created or
the LDAP base and filter
For more information, see davadni n mi grat i on. The default action for davadmni n
m grationism grate and so can be omitted.
Verifying migration status
For successfully migrated users, performing the following steps:
a. Deleting Calendar Server 6 calendars by using cscal del ete -0 uid
b. Setting the LDAP attribute i csAl | owedSer vi ceAccess to-http: all
Fixing and importing any failure log files
Notifying migrated users and informing them how to access the Calendar Server 7 deployment

Migrating From an SSL-enabled Calendar Server 6 Deployment

For a Calendar Server 7 host to communicate with a Calendar Server 6 host over SSL, the Calendar
Server 7 host needs to have the Calender Server 6 host's certificate available. You do this by exporting
the certificate from the Calendar Server 6 host and importing it into the Java runtime environment that is
used by the Calendar Server 7 host.

1.

To export a certificate from a Calendar Server 6 host, run the following cert uti | command:

certutil -L -a -n <alias_name> -d <CS6_config_directory> >
<CS6_certificate file.rfc>

where:
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alias_name Specifies the alias name of the certificate in the Calendar Server 6
Application Server NSS database

CS6_config_directory = Specifies the path to the Calendar Server 6 host's conf i g directory

CSe6_certificate_file.rfc | Specifies the path to the output file for the certificate

2. Once you have the . r f ¢ file, transfer it to the Calendar Server 7 host and import it into the Java
runtime environment that is used by Calendar Server 7.
The Java runtime file that holds the certificates is called cacert s. It should have a path similar to
fusr/jdk/latest/jrel/lib/security/cacerts. Theimport command used to update the
cacerts file is:

keytool -import -alias al i as_namne -keystore /usr/jdk/latest/jre/lib/security/cacerts -file

CsS6_certificate_file.rfc

3. You must restart GlassFish Server for these changes to take affect.

Migration Logging

The davadm n i grati on command returns a | og_t ag string, which is is the path to the

mast er _| og file on the server host that contains the current state of that migration. The current state
includes a list of migrated users and migration status. This mast er _| og file is synchronously updated as
the migration progresses.

The davadmi n migration status -Gl og_t ag command returns the contents of this nast er _| og
file and can be used to view the current state of the migration. You can also view the mast er _| og file by
using UNIX commands such as cat , t ai | , vi , and so on. The migration is finished when the last line in
the mast er _| og file is "Migration complete.”

Here is an example | og_t ag string:
/var/ opt/sun/ comrs/ davserver /| ogs/ davserver _m gration/2010-06-29 153301/ mas

To view this file while the migration is in progress, you could use the following command:

tail -f
/var/ opt/sun/ comrs/ davserver /| ogs/ davserver _m gration/2010-06-29 153301/ nmas

The root of the directory tree that holds the migration information is davser ver _ni grati on and
defaults to the Calendar Server 7 | og directory. To store the migration information tree in a different
location, use the - | option. This option tells davadmni n where the directory should be placed. The
structure of the davser ver _mi grati on tree is the following:
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Migration Logging Root Time User Level Calendar Level Calendar Detail
Directory Stamp Directory Directory Information
Named
Directory

davserver_mgration

Migration
time
stamp for
each
migration

mast er _| og

Directory for
each user
being
migrated

Default calendar name

cal endar _| og

. i cs files (if migration
failed for any event or
todo)

Any secondary
calendar name

cal endar _I og
trace_i nformation

Files containing results
of commands used to
obtain old calendar
data from the Calendar
Server 6 host. Use this
information to diagnose
migration problems.

Under the davser ver _m grati on directory is a time stamp named di r ect ory. This directory is
created when you start a migration operation and the time stamp reflects when you started that
migration.

The time stamp named directory contains the mast er _| og file and a directory for each user being
migrated.

The user's directory contains a directory for each of that user's calendars and atrace_i nf or mati on
directory if the - ¢ option was used on the command line. The t race_i nf or mat i on directory contains
files that show the results of commands issued to the Calendar Server 6 host.

Each calendar directory contains the cal endar _| og file and . i cs files. The cal endar _| og contains
information about the migration of that particular calendar. The . i cs files contain the iCalendar data for
any event/todo that failed to migrate. If a migration failed, you might be able to fix the iCalendar data in
these . i cs files and import them into the new calendar.
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Set the Calendar Server 7 log level to FINE during migration, for easy detection of issues.

Use the - ¢ or - - capt ur e flag to further debug issues that might come up during migration. Migration
logging can be quite verbose and takes up lots of disk space.

How the Migration Reformats the Calendar Server 6 Data

To ensure that the Oracle Communications Calendar Server data store does not accept non-iCal
compliant data, the migration program manipulates or reformats migrated data as follows.

Email alarms require a description and summary. If either or both are missing, a new value is
constructed from the event or task's summary and added.

Display alarms require a description. If missing, a new value is constructed from the event or
task's summary and added.

® Organizer and attendee values are corrected to be valid mai | t 0o: URIs.
® If an event's dt end is not after its dt st ar t , or if they are not of the same type (date only or

timed), the bogus dt end is discarded and a new one is constructed. If dt st art has a date only
value, the new dt end is one day after the dt st art . If the dt st art is a timed value, the new
dt end is one hour after the dt start .

If a todo has a dt st art that is after its due date, or if the value type of both properties do not
match, the bogus dt st art is discarded. A new dt st art with the same value as due is added.
If a recurring todo has no dt st art, a new one is constructed and added. If due exists, the new
dt st art is the same as due. If no due exists, dt st art is set to the current time.

® |f a priority field is missing, it is added for todos with attendees.
® Ifdtstart is missing or is bogus, the relative alarm trigger values of todos, relative to due, are

set.

Time strings in events and todos are converted from Zulu to values in their original timezones, and
the relevant vt i mezone information is included.

A new alarm attendee property is added for explicitly setting SMS alarms that were set by using
the X- S1CS- SM5- EMAI L property.

Unending recurring series are truncated to a count specified by X- NSCP- RECURRENCE- BOUND in
the Calendar Server 6 host, to retain the same recurrence behavior.

If dt end is before or equal to dt st art, itis discarded and a new one is created. For all day
events, the new dtend is equal to dt st art plus 1 day. For timed events, the new dt end is equal
todt start plus one 1 hour.

Troubleshooting the Migration

Topics in this section:

Count Reported by Tools Differs

No Events Migrated When The Calendar Contains Events
Exception on creation of userpref Error

Back-end Error

LDAP Error

Read Timed Out Error

Error Parsing iCal Data

Owner Property Error

Other Migration Errors

Count Reported by Tools Differs

The count reported by the Calendar Server 7 migration utility, for example, "Migrated 341 events in:
jsmith," is different from the count reported by some Calendar Server 6 tools, such as csexport
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("number of events=1436"). This difference occurs because most of the Calendar Server 6 tools report
number of events in expanded mode (where each instance of a recurring event counts as one), while the
migration utility reports the number of events in master plus exception mode.

No Events Migrated When The Calendar Contains Events

If your migration completed successfully but did not migrate events or tasks from a calendar that does
contain events or tasks, check to see if the cal mast er ID has permission to access the calendar events
and tasks for that user.

For example, if user 1 on Calendar Server 6.3 resembles the following:

# ./cscal -v list userl
user 1@xanpl e. com owner =user 1@xanpl e. com st at us=enabl ed

nunber of events=27

nunber of tasks=0

nunber of del eted event s=0

nunber of del eted tasks=0

nunber of deleted recurring events=0
nunber of deleted recurring tasks=0

but when migrated to Calendar Server 7 produces following:

# ./davadnmin nmigration -u admn -a userl@xanple.com-X cal master -L
cs6server. exanpl e. com 80

[ user l@xanpl e.con] Creating cal endar userl with nane: nul
[userl@xanpl e.con] Mgrated O events and O tasks in: userl
[ user 1@xanpl e. con] Subscribed to

[user 1@xanpl e.con] Mgration conpl eted successfully.

you should perform the following steps:

1. On the Calendar Server 6.3 host, look in the ht t p. | og file log for entries similar to the following.
Such entries indicate that the cal mast er ID is denied access to user 1's data:

[ 20/ Nov/ 2011: 15: 54: 11 -0800] csb6server cshttpd[ 14567]: Account
Information: login [123.10.10.10] cal master plaintext sid=DCG-lveS5U38
[ 20/ Nov/ 2011: 15: 54: 11 -0800] cs6server cshttpd[ 14567]: General Error
ac: Fetchconponents: User "cal naster" denied access on fetching from
cal endar "user1".

[ 20/ Nov/ 2011: 15: 54: 11 -0800] cs6server cshttpd[ 14567]: General Error:
cal store_fetchconponents_by range(): call to ac_fetchconponents()
returning err = 13.

[ 20/ Nov/ 2011: 15: 54: 11 -0800] cs6server cshttpd[14567]: General Error:
cal store_fetchconponents_by range(): db error (pError->iErr) = 28.

2. On the Calendar Server 6.3 host, check that the i cs. conf file contains the following two
parameters:

servi ce. siteadm n. userid
service. virtual domai n. support

a. For non-virtual domain data, the parameters should be set to the following values:
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service. vi rtual donai n. support = "no
servi ce. siteadni n. userid="cal master"

Here, cal mast er is an example. Use your site's Calendar Server administrator ID.

b. For virtual domain data, the parameters should be set to the following values:

servi ce. virtual domai n. support = "yes"
service. siteadm n. useri d="cal nast er @xanpl e. cont

Again, cal nast er @xanpl e. comis an example. Use your site's Calendar Server
administrator ID.

3. If the two Calendar Server 6.3 configuration parameter values are not consistent, then permission
problems arise and the Calendar Server administrator ID is not allowed access to the calendars
that are to be migrated.

To correct the problem:

Change the Calendar Server 6.3 configuration parameters as previously described.
Stop and restart calendar services on the Calendar Server 6.3 host.

Rerun the migration.

Check the migration output to verify that some number of events were migrated.

Check the ht t p. | og file to ensure that the "denied access" messages no longer occur.

agrwdE

Exception on creation of userpref Error

If your migration produces intermittent errors similar to the following:

2010- 04-23_155050/ master _| og: [ zw127108@ot mai | . exanpl e. com ] Exception on
creation of userpref command for zwl27108@ot nail . exanple.com: URI build
exception: Invalid query

then rerun the migration for the failed user.

Back-end Error

If your migration produces errors similar to the following:

[ user @nost . exanpl e.con] Validation exception: backend throws an error

(com sun. coms. davser ver. backends. BackendException: SQ. error: Error in

al l ocating a connection. Cause: |In-use connections equal max-pool-size and
expired max-wait-time. Cannot allocate nore

connections. (| NTERNAL_STORE_ERROR)) whil e doi ng nodeExi sts on

dav/ home/ user @ost . exanpl e. com cal endar/ dr opbox/ 00000000000000000000000000000C
whil e storing:
00000000000000000000000000000000405¢ce44e000063da0000003100004aa0

then you might need to do the following:

1. Reduce the value of davcore. serverlimts. maxm grati ont hr eads.
The default value is 2. Change the value to 2*(number of CPUS).

2. Change the MySQL connection pool size.
The default is 32. Change this value to 4*(number of threads). To change this value, edit the
[ etc/ ny. cnf and increase the MySQL max_connect i on setting, for example,
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max_connections = 200.

LDAP Error

If your migration using an LDAP filter produces an error like:

LDAP search failure: error result

then your filter might be too broad and you might be running into an LDAP search limit exceeded issue.

Try narrowing down your filter.
For example, if your filter was:

./davadmin migration -u admn -X cal naster -L cs6. exanpl e.com 8080 -B
"o=di rbase" -R "objectclass=i cscal endaruser™

change it so that it resembles the following:

./davadmin nmigration -u admn -X calnaster -L cs6. exanpl e.com 8080 -B
"o=di rbase" -R "(&(uid="a*") (objectclass=icscal endaruser))"

If you use this approach, you need to run multiple migration commands to complete the migration for the
entire directory.

Read Timed Out Error

If your migration produces errors similar to the following:

2010-04-19 151418/ master _| og: [ user @ost . exanpl e. con] Exception on creation of
http://host-cs. exanpl e.com 80: Read tined out

then you might need to increase the htt pconnect i onti meout configuration options.

To do so, change the davcore. serverlinits. httpconnectti neout and
davcore.serverlimts. httpsocketti nmeout options by using the davadm n confi g command.

Error Parsing iCal Data

If your migration produces errors similar to the following:

2010- 04- 20_094910/ mast er _| og: user @ost . exanpl e. com Error parsing ical

data for
00000000000000000000000000000000486c05b900001c6b000001c400000532: fail ed
to parse - Error at line 48:111egal character in opaque part at index

27: userl@arrius.com, user @xanple.com ,userl_smth@arrius.com

then you need to fix the line giving the error in the i cs file located in the migration directory and import it.
You can use either the davadni n i nport orclient inport commands toimport the file.

The following examples provide other potential errors of this type.

Error Parsing iCal Data Example 1
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For

Error at line 32:1

illegal character in schene name at index 6: nmmilto\: mattp@xanpl e.com
Change value to nmilto: mattp@xanpl e.com

Error Parsing iCal Data Example 2

For

Error at line 38:1

Il egal character in schenme nanme at index 6:

mai lto\:mai [to\ VA mai FEol bV LL LRV VLV VAN ANV i Tt oV VLV VLY
val ue to nmilto:nms104926@ pl anet. com

Error Parsing iCal Data Example 3

For

Error at line 38:11legal character in opaque part at index 16:

mai | t o: Mar co@xanpl e M crosyst ens

Change value to a vaild email address |ike mailto: Marco@xanpl e. com

Owner Property Error

If the migration log shows the message "FAILED TO SET OWNER PROPERTY" when migrating a
resource, there might be a problem with the "other owners" of the resource that you are migrating. A
known issue with the Calendar Server 6 csr esour ce cr eat e command could have caused the "other
owners" field to be created incorrectly.

If you did the migration using the - ¢ option, the log directory contains at race_i nf or mat i on directory
for the resource. In the t r ace_i nf or mat i on directory, search the get cal pr ops* file for the
X- NSCP- CALPROPS- OANERS line. If this line contains a comma separated list of users, these "other
users" were set up incorrectly in Calendar Server 6. There should be one X- NSCP- CALPROPS- OANERS
line for each of the "other owners" for the resource.
If this is the case, correct the problem as follows:

1. Change the "other owners" by using the Calendar Server 6 cscal command with the - y option

and space delimited user names.
For example:

./cscal modify -y "" <uid>
./cscal nmodify -y "<lst owner> <2nd owner> ..."

The first command clears out the "other owners" field and the second sets it correctly.

2. On Calendar Server 7, delete the account that you migrated and run the migration again.

Other Migration Errors

The section describes possible migration errors that you need to individually fix and import. The failed
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i cs files are located under the cal endar subdirectory for individual users. Fix then import these files
either by using the davadmi n i nport command or by having the end users import their own files. In
general, when fixing and importing make sure the values that used to be "calid" are changed to their

"mail’

"equivalent in all i cs components.

Topics in this section:

Multiple Components with the Same uid but Different Date Type: DATETIME_WITH_TZ,
DATETIME_UTC

Failed to store component: F0095280-BC13-11D9-81F6-000A958EACT78: validation error:
PERCENT-COMPLETE with invalid value: -1

Error parsing ical data for: 3d6cd576000000a70000000a00000a55: failed to parse - Error at line
52:1llegal character in opaque part at index 27: MAILTO:user.one@example.com\n

Failed to store component: 9DE4F2DA-D020-11D8-9530-000A958A3252: validation error:
Calendar must contain at least one component

Failed to store component:
00000000000000000000000000000000473defae0000696e000001460000129f: validation error:
master is non recurring

Failed to store component: 9708780fccab40f18ace29226ef42a8e: validation error: failed to parse -
Error at line 84:lllegal character in scheme name at index:
=BASE64;VALUE=BINARY;X-S1CS-FILESIZE=49665:ATTACHFMTTYP//MESSAGE/OLEXS1CS.
Error parsing ical data for: FO076B82-BC13-11D9-81F6-000A958EACT8: failed to parse - Error at
line 51:[EXDATE] Unparseable date: "20000220"

Multiple Components with the Same uid but Different Date Type: DATETIME_WITH_TZ,
DATETIME_UTC

This error happens if two separate events or tasks end up with the same uid and the dt st art /dt end
types do not match. Separate out the events into two separate i ¢s files and import.

For example, this event:

BEG N: VCALENDAR*M

PRCODI D: -/ / Sun/ Cal endar Server//EN'‘M

METHOD: PUBLI SH*M

VERSI ON: 2. O"M

X- NSCP- CALPROPS- LAST- MODI FI ED: 20031101T061300Z"M
X- NSCP- CALPROPS- CREATED: 20010418T022506Z"M

X- NSCP- CALPROPS- READ: 999"M

X- NSCP- CALPROPS- VRl TE: 999"M

X- NSCP- CALPROPS- RELATI VE- CALI D: user @xanpl e. con™*M
X- NSCP- CALPROPS- NAMVE: Busi ness™"M

X- NSCP- CALPROPS- PRI MARY- OANER: user @xanpl e. comM
X- NSCP- CALPROPS- TZI D: Arer i ca/ New_Yor k"M

X- NSCP- CALPROPS- ACCESS- CONTRCL- ENTRY: @@ c”wdei c"g"M
X- NSCP- CALPROPS- ACCESS- CONTRCOL- ENTRY: @@”"a"r sf ~g"M
X- NSCP- CALPROPS- ACCESS- CONTRCOL- ENTRY: @ a”"g"M

X- NSCP- CALPROPS- ACCESS- CONTRCOL- ENTRY: @ c”"g"M

X- NSCP- CALPROPS- RESOURCE: 0"M

X- S1CS- CALPROPS- ALLOW DOUBLEBOCOKI NG 1M

X- NSCP- WCAP- ERRNO. 0MM

BEG N: VEVENTAM

Ul D: 3bcdec24000054d40000000d00000db5" M

DTSTAMP: 20100503T225631Z2"M

SUMVARY: Meeting™"M

CREATED: 20011029T161741Z"M
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LAST- MODI FI ED: 20091009T200936Z"M

PRI ORI TY: 0"M

SEQUENCE: 0"M

CLASS: PUBLI C'"M

STATUS: CONFI RVEDM'M

TRANSP: OPAQUENM

RRULE: FREQ=MONTHLY; WKST=MO, COUNT=41; | NTERVAL=1; BYDAY=1FR"M
DTSTART; TZI D=Aneri ca/ New_Yor k: 20011102T083000"M
DTEND; TZI D=Aner i ca/ New_Yor k: 20011102T123000"M
X- S1CS- RECURRENCE- RDATELI ST: 20020405T133000Z"M
END: VEVENTAM

BEG N: VEVENT*M

Ul D: 3bcdec24000054d40000000d00000db5 "M
RECURRENCE- | D: 20020405T133000Z"M

DTSTAMP: 20100503T225631Z"M

SUMVARY: A Bday"M

DTSTART; VALUE=DATE: 20020410"M

DTEND; VALUE=DATE: 20020411"M

CREATED: 20011017T203756Z"M

LAST- MODI FI ED: 20091009T200335Z"M

PRI ORI TY: 0"M

SEQUENCE: 0"M

CLASS: PUBLI C'M

STATUS: CONFI RVEDM'M

TRANSP: TRANSPARENTAM

X- NSCP- ORI G NAL- DTSTART: 20020405T133000Z"M

X- NSCP- LANGUAGE: en™*M

X- NSCP- DTSTART- TZI D: Aner i ca/ New_Yor k"M

X- NSCP- TOMBSTONE: 0"M

X- NSCP- ONGO NG 0M"M

X- NSCP- GSE- COMPONENT- STATE; X- NSCP- GSE- COMWVENT=REQUEST- COVPLETED: 131074"M
END: VEVENTAM
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END: VCALENDAR

can be split to the first master event with its timed exceptions and a new master event for the all day
event:

BEGQ N: VCALENDARM

PRODI D: -/ / Sun/ Cal endar Server//EN'M

METHOD: PUBLI SH*M

VERSI ON: 2. 0"M

X- NSCP- CALPROPS- LAST- MODI FI ED: 20031101T061300Z*"M
X- NSCP- CALPROPS- CREATED: 20010418T022506Z"M

X- NSCP- CALPROPS- READ: 999"M

X- NSCP- CALPROPS- VRI TE: 999"M

X- NSCP- CALPROPS- RELATI VE- CALI D: user @xanpl e. con™*M
X- NSCP- CALPROPS- NAMVE: Busi ness™M

X- NSCP- CALPROPS- PRI MARY- OMNER: user @xanpl e. comM
X- NSCP- CALPROPS- TZI D: Aneri ca/ New_Yor k"M

X- NSCP- CALPROPS- ACCESS- CONTRCOL- ENTRY: @@”"c”wdei c*"g"M
X- NSCP- CALPROPS- ACCESS- CONTROL- ENTRY: @@®”"a”r sf *g"M
X- NSCP- CALPROPS- ACCESS- CONTROL- ENTRY: @ a*"g"M

X- NSCP- CALPROPS- ACCESS- CONTRCOL- ENTRY: @c/*"g"M

X- NSCP- CALPROPS- RESOURCE: 0"M

X- S1CS- CALPROPS- ALLOW DOUBLEBOXKI NG 1M

X- NSCP- WCAP- ERRNC: 0MM

BEGQ N: VEVENT*M

Ul D: 3bcdec24000054d40000000d00000db5"M

RRULE: FREQ=YEARLY

DTSTAMP: 20100503T225631Z"M

SUMMARY: Cani | | e Bday™M

DTSTART; VALUE=DATE: 20020410"M

DTEND; VALUE=DATE: 20020411"M

CREATED: 20011017T203756Z"M

LAST- MODI FI ED: 20091009T200335Z"M

PRI ORI TY: 0"M

SEQUENCE: 0"M

CLASS: PUBLI C'"M

TRANSP: TRANSPARENTAM

X- NSCP- LANGUAGE: en™M

X- NSCP- TOVBSTONE: 0"M

X- NSCP- ONGO NG 0M

X- NSCP- GSE- COMPONENT- STATE; X- NSCP- GSE- COMMENT=REQUEST- COVMPLETED: 131074"M
END: VEVENTAM

END: VCALENDAR

Failed to store component: F0095280-BC13-11D9-81F6-000A958EAC78: validation error:
PERCENT-COMPLETE with invalid value: -1

Edit PERCENT- COVPLETE to be between 0 and 100.

Error parsing ical data for: 3d6cd576000000a70000000a00000a55: failed to parse - Error at
line 52:lllegal character in opaque part at index 27: MAILTO:user.one@example.com\n
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Remove the trailing {{n} character or any other character that would be illegal in an email address.

Failed to store component: 9DE4F2DA-D020-11D8-9530-000A958A3252: validation error:
Calendar must contain at least one component

In this case, the i cs file resembles the following:

BEG N: VCALENDARM

PRODI D: -/ / Sun/ Cal endar Server//EN‘M

METHOD: PUBLI SH*M

VERSI ON: 2. O"M

X- NSCP- CALPROPS- LAST- MODI FI ED: 20031101T061545Z"M
X- NSCP- CALPROPS- CREATED: 20030916T095049Z"M

X- NSCP- CALPROPS- READ: 999"M

X- NSCP- CALPROPS- WRI TE: 999"M

X- NSCP- CALPROPS- RELATI VE- CALI D: user @xanpl e. comM
X- NSCP- CALPROPS- NAME: User One™M

X- NSCP- CALPROPS- LANGUAGE: en™M

X- NSCP- CALPROPS- ACCESS- CONTRCOL- ENTRY: @@”a"r ~g"M
X- NSCP- CALPROPS- ACCESS- CONTROL- ENTRY: @@®”c”wdei c*g"M
X- NSCP- CALPROPS- ACCESS- CONTRCOL- ENTRY: @ a”sf *g"M
X- NSCP- CALPROPS- ACCESS- CONTRCOL- ENTRY: @c”\ ~"g"M

X- NSCP- CALPROPS- ACCESS- CONTROL- ENTRY: @ p”r *g"M

X- NSCP- CALPROPS- RESOURCE: 0"M

X- S1CS- CALPROPS- ALLOW DOUBLEBOOKI NG 1M

X- NSCP- WCAP- ERRNO: 59 M

END: VCALENDAR™M

You may ignore the file as the event does not exist any longer.

Failed to store component:
00000000000000000000000000000000473defae0000696e000001460000129f: validation error:
master is non recurring

Construct an RRULE property and add it to the master component.

Failed to store component: 9708780fccab40f18ace29226ef42a8e: validation error: failed to
parse - Error at line 84:lllegal character in scheme name at index:
=BASE64;VALUE=BINARY;X-S1CS-FILESIZE=49665:ATTACHFMTTYP//MESSAGE/OLEXS1CS

This error occurs when the attachment is missing. Edit the file and remove the line with the ATTACH
property.

Error parsing ical data for: FO076B82-BC13-11D9-81F6-000A958EACTY8: failed to parse - Error
at line 51:.[EXDATE] Unparseable date: "20000220"

This should not happen as long as the Calendar Server 6 host is patched with the most current Calendar
Server patch. However, it you do see this error, edit the EXDATE property line and add VALUE=DATE
EXDATE; VALUE=DATE: 20000220.
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Chapter 22. Creating a Calendar Server 6 and
Calendar Server 7 Coexistent Deployment

Creating a Calendar Server 6 and Calendar Server 7 Coexistent
Deployment

i o7 oE information for Calendar Server 7.0.4.15.0 and will not be updated
\ ‘: E:i cumentation beginning with Calendar Server 7.0.5.17.0, see the
U

moq = etwork site at:

P w-otacle.com/technetwork/documentation/oracle-communications-185806.html

This information describes how to set up Calendar Server 7 (CalDAV Server) in an existing Calendar
Server 6 deployment. In this environment, you have some users who have migrated to Calendar Server 7
and some users that still exist on Calendar Server 6. In such a deployment, you enable both free/busy
lookup and iCalendar Message-Based Interoperability Protocol (iMIP) invitation between the two
Calendar Server deployments. That is, users should have the capability to check free/busy information of
users on any server, and the capability to invite any user. Invitations to users on a different server would
be delivered by using iMIP.

© Note
In this coexistent deployment, users are either on Calendar Server 7 or Calendar Server 6.
They do not have calendars on both Calendar Server 7 and Calendar Server 6.

For more information on performing a Calendar Server 7 migration, see Migrating From Sun Java
System Calendar Server 6 to Calendar Server 7.

Topics:

Calendar Coexistence Overview

Minimum Software Requirements

To Configure the Calendar Server 7 Environment
To Configure the Calendar Server 6 Environment
Workflow Description of This Configuration

Calendar Coexistence Overview

For coexistence to work, each calendar server needs to be able to determine if users are Calendar
Server 6 or Calendar Server 7 users.

On Calendar Server 7 servers:

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 176


http://www.oracle.com/technetwork/documentation/oracle-communications-185806.html

® Users are identified as Calendar Server 7 users by the presence in their Directory Server LDAP
entry of a particular attribute which is configured as described in To Configure the Calendar Server
7 Environment. For more information on how Calendar Server uses Directory Server, see
Calendar Server and Directory Server Integration.

® All other users that are part of the deployment but do not have this attribute set are considered
Calendar Server 6 users

On Calendar Server 6 servers:

® Users are identified as Calendar Server 6 users if they already have a calendar created in the data
base.
® All other users are considered Calendar Server 7 users.

For coexistence to function correctly, you must disable user auto-provisioning on all Calendar Server 6
servers.

In addition, the same unique ID attribute that you use for Calendar Server 7 users needs to be present in
all Calendar Server 6 users too. This attribute defines the unique value used as the database identifier
for each account. This value is used internally to identify a user in other user's access control entries,
subscription entries, and so on. The attribute chosen as the unique ID attribute must be present in all
user, group, and resource LDAP entries for the deployment.

For example, if Calendar Server 6 uses ui d as its unique identifier and you configure Calendar Server 7
to use davuni quei d as the unique identifier, you need to add the new unique identifier not only to the
users migrated to Calendar Server 7, but also to the users remaining on Calendar Server 6 for
co-existence to work.

For information on migrating a Calendar Server 6 deployment to Calendar Server 7, see Migrating From
Sun Java System Calendar Server 6 to Calendar Server 7.

Minimum Software Requirements

® Calendar Server 6.3: At least patch level 44. (See Calendar Server 6.3 Patches by Release for
more information.)
® Calendar Server 7: At least Calendar Server 7 Update 1.

To Configure the Calendar Server 7 Environment

Perform the following steps on the Calendar Server 7 host.

1. Change to the cal-svr-base/ confi g directory and either edit or create the
i schedul edonai nmap. properti es file.

2. Add a line that contains your domain name and the Calendar Server 6 URL to connect to for
Calendar Server 6 user inquiry. If the Calendar Server 6 host is set up for multiple front ends and
back ends, you can use any front-end server information.

For example:

exanpl e. conkhttp://cs6server. exanpl e. com 8080/ i schedul e/

3. Setdavcore. schedul i ng. | ocal userattr parameter, which identifies an LDAP entry as that
belonging to a Calendar Server 7 account. The recommended value is davst or e.
For example:

davadm n config nodify -o davcore.scheduling.|ocal userattr -v
davstore
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4. Add the same value that you used for the davcor e. schedul i ng. | ocal user at t r parameter
to the davcore. uriinfo.subjectattributes parameter.
For example:

davadm n config nodify -o davcore.uriinfo.subjectattributes -v
davstore

If you are using an attribute other than davst or e for the

davcore. schedul i ng. | ocal user attr parameter, add it to the

davcore. uriinfo.subjectattributes parameter too. Use the davadni n confi g
command to first retrieve the current value of davcor e. urii nfo. subj ectattri butes, then
add the new attribute at the end of the list.

For example:

davadm n config -o davcore.uriinfo.subjectattributes
davcore.uriinfo.subjectattributes: cn davstore icsstatus nail

davadnm n config -o nodify davcore.uriinfo.subjectattributes -v "cn
davstore icsstatus mail xcs7user”

5. On the Directory Server, use an LDAP client to verify that the LDAP attribute defined is present for
all users who are on the Calendar Server 7 server. Also verify that the attribute is not present for
users on the Calendar Server 6 host.

If using davSt or e and it is a simple single back-end deployment, populate it with the value
def aul t backend.

To Configure the Calendar Server 6 Environment

Perform the following steps on the Calendar Server 6 host.

1. Patch the server to the following:
® 121657-37 - Solaris SPARC
® 121658-37 - Solaris x86
® 121659-37 - Red Hat Linux
2. Editthei cs. conf file as follows:
For Solaris OS, edit / et ¢/ cal-svr-baseSUNW cs5/ confi g/ i cs. conf.
For Red Hat Linux, edit / et ¢/ cal-svr-base/ cal endar/ confi g/i cs. conf.
® Setservice. http.cal davconmpatible = "yes".
® Set the option for free/busy redirection to point to the Calendar Server 7 server's free/busy
URL. If the Calendar Server 7 servers have a multiple front-end and back-end setup, use
any front-end's information. The servi ce. wcap. freebusy. redi rect url parameter
must include the port number of the Calendar Server 7 host.
For example:

servi ce.wcap. freebusy.redirecturl =
"http://cs7ulserver. exanpl e. com 8080/ davserver/wcap/ get _freebusy

® Disable autoprovisioning by setting the value of | ocal . aut opr ovi si on,
user.invite.autoprovision,group.invite.autoprovision,and
resource.invite. autoprovisionto"no".
For example, the changes resemble the following:
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servi ce. http. cal davconpati ble = "yes"
servi ce.wcap. freebusy.redirecturl =
"http://cs7ulserver. exanpl e. com 8080/ davserver/wcap/ get _freebusy

" no"
user.invite.autoprovision = "no"
group.invite.autoprovision = "no"

resource.invite.autoprovision = "no

 Note

In the preceding examples, the ser vi ce. wcap. fr eebusy. redi rect url
is directed to a Calendar Server 7 Update 1 host, with a port assignment of
8080.

3. Restart the Calendar Server 6 server, for example:

cd /opt/sun/ coms/ cal endar/ SUNW cs5/ cal / shi n
./ st op-cal
./start-cal

4. For migrated Calendar Server 6 users, perform the following steps on the Calendar Server 6 host:
a. Delete Calendar Server 6 calendars by using cscal del ete - o uid.
b. Setthe LDAP attribute i csAl | owedSer vi ceAccessto-http:all.
The setting ensures that Calendar Server 6.3 users no longer log in by mistake and cause
calendars to be autocreated.

Workflow Description of This Configuration

This section contains the following topics:

® About the Calendar Server 7 Configuration
® About the Calendar Server 6 Configuration

About the Calendar Server 7 Configuration

When a scheduling invitation or free/busy request comes to a Calendar Server 7 host, the server
performs a directory lookup to determine if each of the invitees is local. If the server option

davcore. schedul i ng. | ocal userattr is set, the server additionally checks if the attribute specified
by that option is set for each of the invitees found in the directory. If the attribute is set, the user is
considered local to the Calendar Server 7 host. If the attribute is not set, the user is assumed to be on
the Calendar Server 6 host.

If a user is on the Calendar Server 6 host, for scheduling free/busy lookup, the server uses the Calendar
Server 6 host information in i schedul edonai nmap. properti es and contacts the Calendar Server 6
host to make an iSchedule free/busy request.

Sample request:
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>> Request <<

POST /ischedule/ HTTP/ 1.1
Host: cs6server. exanpl e. com
Cont ent - Type: text/cal endar
Content - Lengt h:  xxxx

BEG N: VCALENDAR

VERSI ON: 2. 0

PRODI D: -// Sun M crosystens/ Sun Cal endar Server 7.0-0.13//EN
METHOD: REQUEST

BEQ N: VFREEBUSY

DTSTAMP: 20040901T200200Z2

ORGANI ZER: mai | t 0: cs7user @xanpl e. com

DTSTART: 20040902T000000Z

DTEND: 20040903T000000Z

Ul D: 34222- 232@xanpl e. com

ATTENDEE; CN=Cal 7 User: rmai | t 0: cs7user @xanpl e. sun. com
END: VFREEBUSY

END: VCALENDAR

The response is incorporated into the scheduling free/busy response made by the Calendar Server 7
host. If a user is on a Calendar Server 6 host, for scheduling an invitation, an iMIP invitation is sent by
the Calendar Server 7 host.

About the Calendar Server 6 Configuration

On a Calendar Server 6 host, setting the servi ce. htt p. cal davconpat i bl e configuration parameter
to "yes", enables the ability to handle iSchedule style free/busy requests from the Calendar Server 7
host for users still on Calendar Server 6. The value for the servi ce. wcap. f reebusy. redirecturl
configuration parameter specifies the free/busy redirect URL returned by the Calendar Server 6 host for
an invitee not found in its local database. Setting the autoprovision configuration parameters to " no" (

| ocal . aut oprovi si on, user.invite.autoprovision,group.invite. autoprovision,and
resource. i nvite.autoprovisi on) ensures that on a scheduling invitation request, if the invitee
calendar is not found on the local database, an iMIP invitation is sent instead of creating an account in
the database.
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Server Security

Setting Up and Managing Oracle Communications Calendar
Server Security

E information for Calendar Server 7.0.4.15.0 and will not be updated
.i cumentation beginning with Calendar Server 7.0.5.17.0, see the
E.- etwork site at:

MOVE

P w-otacle.com/technetwork/documentation/oracle-communications-185806.html

This information provides an overview about security for the Oracle Communications Calendar Server
(also known as Calendar Server 7) product. It also provides links to security topics that provide more
indepth information for configuring and administering Calendar Server security.

Topics:

Overview of Calendar Server

Secure Installation and Configuration
Security Features

Detecting Possible Security Issues

Overview of Calendar Server

For an overview of the product, see Introduction to Calendar Server 7. For information on general
security principals, such as security methods, common security threats, and analyzing your security
needs, see Designing for Security. For an overview of operating system security, see Oracle Solaris
Security for System Administrators.

Secure Installation and Configuration

Topics in this section:

Installation Overview

Installing Infrastructure Components
Installing Calendar Server Components
Post Installation Configuration

Installation Overview

This section outlines the planning process for a secure installation and describes several recommended
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deployment topologies for the systems.
Understanding Your Environment

To better understand your security needs, ask yourself the following questions:

1. Which resources am | protecting?
In a Calendar Server production environment, consider which of the following resources you want
to protect and what level of security you must provide:
® (Calendar Server front end
® Calendar Server back end (MySQL Server or Oracle Database)
®* Document store (can be local, remote, or dbdocstore)
® Dependent resources, such as GlassFish Server, Directory Server, and Messaging Server
2. From whom am | protecting the resources?
In general, resources must be protected from everyone on the Internet. But should the Calendar
Server deployment be protected from employees on the intranet in your enterprise? Should your
employees have access to all resources within the GlassFish Server environment? Should the
system administrators have access to all resources? Should the system administrators be able to
access all data? You might consider giving access to highly confidential data or strategic
resources to only a few well trusted system administrators. On the other hand, perhaps it would be
best to allow no system administrators access to the data or resources.
3. What will happen if the protections on strategic resources fail?
In some cases, a fault in your security scheme is easily detected and considered nothing more
than an inconvenience. In other cases, a fault might cause great damage to companies or
individual clients that use Calendar Server. Understanding the security ramifications of each
resource help you protect it properly.

Deployment Topologies

You can deploy Calendar Server on a single host or on multiple hosts, splitting up the components into
multiple front-end calendar hosts and multiple back-end hosts. You can also install the document store
onto a separate host. For more information, see the following information:

® Calendar Server 7 Deployment Planning
® Developing a Communications Suite Logical Architecture

The general architectural recommendation is to use the well-known and generally accepted
Internet-Firewall-DMZ-Firewall-Intranet architecture. For more information on addressing network
infrastructure concerns, see Determining Your Communications Suite Network Infrastructure Needs.

Installing Infrastructure Components

Calendar Server is deployed within GlassFish Server. For information on how to install and configure
GlassFish Server, see Oracle GlassFish Server Installation Guide. To operate GlassFish Server in
secure mode, see Secure Administration Overview. For information on how to configure GlassFish
Server to use a certificate issued by a Certification Authority (CA) to establish secure sessions through
secure sockets layer (SSL) technology, see To Configure GlassFish Enterprise Server to Use a CA
Signed Certificate for SSL. For more information, see the Oracle GlassFish Security Guide.

Calendar Server can use either MySQL Server or Oracle Database as the database for storing calendar
information. For information on how to install and configure MySQL Server securely, see To Initialize and
Configure MySQL Server. For more information on installing MySQL, see Security in MySQL. For

information on how to install and configure Oracle Database securely, see To Install and Create an
Oracle Database Instance for Calendar Server.

Installing Calendar Server Components

See Installation Scenario - Calendar Server.
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The installation prompts for authentication credentials for the following:

Database user

GlassFish administrator

Directory Server manager (bind DN and password)
CalDAV administrator

Post Installation Configuration

The high-level steps to configuring Calendar Server for a secure deployment include:

1. Making sure that HTTPS is configured correctly on the front-end GlassFish Server host:
a. Making use of a CA signed certificate
b. Setting SSL port to default port of 443 to ease client configurations
c. Changing f ul I uri prefi x configuration option
Disabling HTTP on front-end GlassFish Server host
Configuring JMX Port for GlassFish Server 3 to Use SSL
Enabling LDAP SSL, if not previously done
Enabling secure notification mail submission
Configuring SSL on back ends
a. Setting up secure communication to the Calendar Server database, either MySQL Server
or OracleDB
b. Setting up secure communications to the remote document store
Changing uuid if still using nsUni quel d
Disabling Elliptic Curve Encryption to workaround a Java 6 issue
Adding LDAP access control for Calendar Server
Securing iSchedule Communication

ogarwnN
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For instructions, see Configuring Calendar Server for a Secure Deployment.

Security Features

This section outlines the specific security mechanisms offered by Calendar Server.
Topics:

About System Security in Calendar Server

The Security Model

Configuring and Using Authentication

Configuring and Using Access Control

Configuring and Using SSL

Configuring and Using Secure iSchedule

Making Calendar Server and GlassFish Server 3 Secure

About System Security in Calendar Server

Calendar Server provides a number of security levels to protect users against eavesdropping,
unsanctioned usage, or external attack. The basic level of security is through authentication. Calendar
Server uses LDAP authentication.

The following figure shows the protocols and communication flows used by Calendar Server that can be
secured. The HTTPS, LDAPS, JMX, and SMTPS protocols need to be secured by using SSL. SQL/JDBC
connections between GlassFish Server and the database are secured by using SSL as described in
Securing Communications to Calendar Server Back Ends.

Calendar Server Protocols
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In the preceding figure, HTTPS and SSL provide encryption of data between the server and the
respective components. For information on securing SMTP for notifications, see the

notification. dav. snt p.* parameters in Calendar Server 7 Configuration Parameters. For
information on LDAPS, see Enabling LDAP SSL in Calendar Server. For information on securing
connections to the MySQL database, see Using SSL for Secure Connections. For more information on
designing a secure deployment, see Designing for Security.

The Security Model

Security requirements arise from the need to protect data: first, from accidental loss and corruption, and
second, from deliberate unauthorized attempts to access or alter that data. Secondary concerns include
protecting against undue delays in accessing or using data, or even against interference to the point of
denial of service. The global costs of such security breaches run up to billions of dollars annually, and the
cost to individual companies can be severe, sometimes catastrophic.

The critical security features that provide these protections are:

® Authentication
® Access Control

Authentication is the way in which an entity (a user, an application, or a component) determines that
another entity is who it claims to be. An entity uses security credentials to authenticate itself. The
credentials might be a user name and password, a digital certificate, or something else. Usually, servers
or applications require clients to authenticate themselves. Additionally, clients might require servers to
authenticate themselves. When authentication is bidirectional, it is called mutual authentication.

Calendar Server supports LDAP authentication.

Access Control, also known as authorization, is the means by which users are granted permission to
access data or perform operations. After a user is authenticated, the user's level of authorization
determines what operations the user can perform.
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Calendar Server uses Access Control Lists (ACLs) to determine access control for calendars and
scheduling. For more information, see Overview of ACLs.

Configuring and Using Authentication

For information on Calendar Server and LDAP authentication, see Provisioning Calendar Server Users.

Configuring and Using Access Control

For information on configuring access control for calendars and scheduling, see Administering Calendar
Server Access.

Configuring and Using SSL

Starting with Calendar Server 7.0.4.14.0, you can configure the Secure Sockets Layer (SSL) protocol
between the Calendar Server front ends and back ends, including the calendar store and the remote
document store. For information on configuring SSL between the Calendar Server front ends and back
ends, see Securing Communications to Calendar Server Back Ends.

Configuring and Using Secure iSchedule

Starting with Calendar Server 7.0.4.14.0, you can specify which hosts are allowed to send iSchedule
POST requests. You can also limit this list of hosts to just the SMTP server that uses iSchedule for
automatic iMIP handling. For more information on configuring secure iSchedule communication, see
Securing iSchedule Port.

Making Calendar Server and GlassFish Server 3 Secure

Topics in this section:

® Preventing Denial of Service Attacks on GlassFish Server 3
® Configuring JMX Port for GlassFish Server 3 to Use SSL

Preventing Denial of Service Attacks on GlassFish Server 3

Using GlassFish Server 3, you can prevent a Denial of Service (DoS) attack against the server by:
® Limiting the size of a POST request
® Specifying a request timeout value

® Creating a blacklist of host names and/or IP addresses

For more information, see Configuring GlassFish Server 3 Denial of Service Prevention.
Configuring JMX Port for GlassFish Server 3 to Use SSL

GlassFish 3 does not enable the JMX port with SSL by default. If you want to make the JMX
communications secure, you need to enable security for GlassFish, either through the GlassFish
Administration Console, or through the asadm n command. For more information, see Creating Secure
Communications Between davadmin and Calendar Server.

Detecting Possible Security Issues

You can use the log files to look for possible security problems. This section lists a few possible log
messages to scan for. For information on using log files, see Administering Calendar Server 7 Logging.
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Login errors resemble the following:

..................................................................................................................................................................

| NFO [ 2011- 06- 08T11: 20: 44. 529- 0600] <...LDAPLogi nModul e. | ookupUser >
Error while retrieving user info for user <user>: No results found

If you have the logging level set to FINEST, then you see something resembling the following when a
login error occurs:

..................................................................................................................................................................

FI NEST [2011- 06- 08T11: 36: 56. 304- 0600] <...WCAPServl et.service> failed
| ogin or session tineout

..................................................................................................................................................................

FI'NE [ 2011-06-08T11: 39: 53. 426- 0600] <...RESTServl et.service> Got a non
standard condition: failed to parse - Error at line 4:111egal property
[ BEG ]

..................................................................................................................................................................

An unusually high activity of requests (REQ) from the same IP address shows up as follows in the
commands log file:

..................................................................................................................................................................

Sanpl e request |log entry....
[ 2011- 06- 07T03: 39: 05. 454- 0700] <3887> DavServl et [REQ REPORT
/ dav/ home/ user/ cal endar/ <l P_address> server: port
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Configuring SSL for the Calendar Server MySQL Back End

_aer-% oﬁ information for Calendar Server 7.0.4.15.0 and will not be updated
‘h‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

N,\O-QEE.\ etwork site at:

YA OTacle.com/technetwork/documentation/oracle-communications-185806. html

This capability is available starting in Calendar Server 7.0.4.14.0.

You can enhance your security by configuring SSL communication between the Calendar Server front
ends and back ends. To do so, first enable the back-end database servers for SSL by setting up either
the required t r ust St or e files or wallets. Then configure the Calendar Server front ends to connect over
SSL by making use of the stored certificates.

You can also configure SSL communication between the Calendar Server front ends and the remote
document stores. See To Configure Remote Document Store SSL.

Topic:

® To Configure SSL for the Calendar Server MySQL Back End

To Configure SSL for the Calendar Server MySQL Back End

These instructions use a self-signed certificate for the MySQL server and the MySQL Connector/J client
within GlassFish. These instructions also assume that the / et ¢/ nysql directory already exists.

1. Create your own Certificate Authority and use it to sign a server certificate for the MySQL server

instance and a client certificate for use with the MySQL Connector/J.
For example:
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shel | > cd /etc/ nysql

# Create CA certificate

shel | > openssl genrsa 2048 > ca- key. pem

shel I > openssl req -new -x509 -nodes -days 3650 \
-key ca-key.pem -out ca-cert.pem

# Create server certificate, renove passphrase, and sign it
# server-cert.pem = public key, server-key.pem = private key
shel | > openssl req -newkey rsa: 2048 -days 3650 \

-nodes -keyout server-key.pem -out server-req.pem
shel | > openssl rsa -in server-key.pem -out server-key.pem
shel | > openssl x509 -req -in server-req. pem -days 3650 \

-CA ca-cert.pem - CAkey ca-key.pem -set_serial 01 -out
server-cert.pem

# Create client certificate, renpve passphrase, and sign it
# client-cert.pem= public key, client-key.pem = private key
shel | > openssl req -newkey rsa: 2048 -days 3650 \

-nodes -keyout client-key.pem-out client-req.pem
shel | > openssl rsa -in client-key.pem-out client-key.pem
shel | > openssl x509 -req -in client-req. pem-days 3650 \

-CA ca-cert.pem - CAkey ca-key.pem -set_serial 01 -out
client-cert.pem

# Verify both the self-signed client and server cert

shel | > openssl verify -CAfile ca-cert.pem server-cert. pem
client-cert.pem

server-cert.pem K

client-cert.pem K

2. Enable SSL in the MySQL instance.
a. Stop the MySQL instance, if running.
b. In the [mysqld] section of the my. cnf fil e, add the following configuration parameters:

ssl -ca=/etc/ nysql/ca-cert. pem
ssl-cert=/etc/ nmysql/server-cert. pem
ssl - key=/etc/ mysql / server-key. pem

3. To verify that the MySQL instance is now enabled for SSL, run the mysql command-line tool to
check the global variable have_ssl .
For example:
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shel | > /opt/ nysql / nysql / bi n/ mysgl -uroot -p
Ent er password:

Wl come to the MySQL monitor. Comuands end with ; or \g.

Your MySQL connection id is 10079

Server version: 5.5.28-enterprise-conmercial -advanced MySQL

Enterprise Server - Advanced Edition (Conmercial)

Copyright (c) 2000, 2012, Oracle and/or its affiliates.
reserved.

Oacle is a registered trademark of Oracle Corporation and/ or
affiliates. ther names may be trademarks of their respective

owners.

Type 'help;' or '"\h' for help. Type '"\c' to clear the current

statenent.

nysql > show vari ables |ike 'have_ssl';

oo ommmm-- +
| Variable_name | Value |
Fom e e e oo E +
| have_ssl | YES |
Fom e e oo oo B —— +

1 rowin set (0.00 sec)

nysql > quit
Bye
shel | >

4. If you want to run the mysgl command-line tool with SSL, use the - - ssl - ca option.

For example:
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shel | > ./ nysql --ssl-ca=/etc/nysqgl/ca-cert.pem-uroot -p
Ent er password:

Wl come to the MySQL monitor. Comuands end with ; or \g.
Your MySQL connection id is 10089

Server version: 5.5.28-enterprise-conmercial -advanced MySQL
Enterprise Server - Advanced Edition (Conmercial)

Copyright (c) 2000, 2012, Oracle and/or its affiliates. Al rights
reserved.

Oacle is a registered trademark of Oracle Corporation and/or its
affiliates. ther names may be trademarks of their respective
owners.

Type 'help;' or "\ h' for help. Type '"\c' to clear the current input
stat enent .

nysql > \'s

./mysql Ver 14.14 Distrib 5.5.28, for solarisl0 (sparc) using
Edi t Li ne wrapper

Connection id: 10089

Current database:

Current user: root @ ocal host

SSL: Ci pher in use i s DHE- RSA- AES256- SHA
Current pager: st dout

Using outfile: v
Using delimter: ;

Server version: 5.5.28-enterpri se-comerci al -advanced MySQ
Enterprise Server - Advanced Edition (Comercial)

Pr ot ocol version: 10

Connecti on: Local host via UN X socket

Server characterset: utf8

Db characterset: utf8

Client characterset: latinl

Conn. characterset: latinl

UNI X socket : /tmp/ mysql . sock

Upti me: 2 days 23 hours 55 min 2 sec

Threads: 25 Questions: 104093 Slow queries: 0 Opens: 58 Flush
tables: 1 Open tables: 51 CQueries per second avg: 0.402

nysql > quit
Bye
shel | >

The output from the \ s command shows that SSL is in use with the cipher information.

5. For the MySQL Connector/J in GlassFish to communicate with the MySQL server in SSL, put your
Certificate Authority and the client certificate into a JKS t r ust St or e and keyst or e respectively,
and use them in the JDBC connection pool setup.

For example, while remaining in the / et ¢/ mysqgl directory, perform the following commands:
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.......................................................................................................................................................

shel | > keytool -inportcert -file ca-cert.pem-keystore cacerts.jks
-storepass secret -storetype JKS

shel | > keytool -inportcert -file client-cert.pem-keystore
keystore.jks -storepass secret -storetype JKS

6. Stop GlassFish Server.
7. Add the following parameters in the domai n. xmi file to the existing cal davPool and
i schedul ePool JDBC connection pool definition:

<property name="useSSL" val ue="true"/>

<property name="requi reSSL" val ue="true"/>

<property name="trustCertificateKeyStoreUl"

val ue="file:///etc/nmysql/cacerts.jks"/>

<property name="trustCertificateKeyStoreType" val ue="JKS"/>
<property nane="trustCertificateKeyStorePassword" val ue="secret"/>
<property name="clientCertificateKeyStoreUurl"
value="file:///etc/nysql/keystore.jks"/>

<property name="clientCertificateKeyStoreType" val ue="JKS"/>
<property name="clientCertificateKeyStorePassword" val ue="secret"/>

8. Optional: To log the SSL communication with GlassFish Server, add the following to the JVM
options in the domai n. xm before starting GlassFish Server.

<j vm opti ons>- Oj avax. net. debug=ssl </jvm opti ons>

This setting causes messages such as the following to appear in the GlassFish Server
server. | og file:

[ #] 2013- 03-25T16: 11: 52. 799- 0700| | NFQ sun- appserver 2. 1| j avax. enterpri st
WRI TE: TLSvl Handshake, length = 163| #]

[ #] 2013- 03-25T16: 11: 52. 846- 0700| | NFQ sun- appserver 2. 1| j avax. enterpri s
READ: TLSv1l Handshake, |ength = 74| #]

[#] 2013- 03-25T16: 11: 52. 846- 0700| | NFQ sun- appserver 2. 1| j avax. enterpri s
Server Hel | o, TLSv1|#]

9. Start GlassFish Server.
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Configuring SSL for the Calendar Server OracleDB Back End

_aer-% oﬁ information for Calendar Server 7.0.4.15.0 and will not be updated
‘h‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

N,\O-QEE.\ etwork site at:

YA OTacle.com/technetwork/documentation/oracle-communications-185806. html

This capability is available starting in Calendar Server 7.0.4.14.0.

You can enhance security by configuring SSL communication between the Calendar Server front and
back ends. First, you enable the Oracle back-end database server for SSL by setting up the required

Oracle wallet and Oracle Net Listener. Then, you configure the Calendar Server front ends to connect
over SSL by setting the properties on the JDBC connection pool setting.

You can also configure SSL communication between the Calendar Server front ends and the remote
document stores. See To Configure Remote Document Store SSL.

For more information about configuring Oracle Database with SSL, see, see SSL with Oracle JDBC Thin
Driver.

Topics:

® To Install the Database Server Certificate
® To Enable the TCP/IP SSL Listener in Oracle Net Services
®* To Complete Installation and Modify JDBC Connection Pool Settings

To Install the Database Server Certificate

You can install the OracleDB server certificate in an Oracle wallet that is accessible by the Oracle Net
listener:

1. Use the or apki tool to create the Oracle wallet and a server certificate signing request. For more
information about creating wallets, see Managing Oracle Wallets with the or apki Utility. For
specific commands, see or apki Usage Examples.

2. When the certificate is signed by a trusted certificate authority, add it to the wallet for the Oracle
Net configuration. For more information about using orapki to add a certificate to a wallet, see
or apki Utility Syntax.

3. If the certificate authority is not known to the GlassFish Server instance hosting the Calendar
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Server front end, import the certificate authority's certificate into the GlassFish Server JVM.
Depending on the GlassFish Server version, this is located in one of the following:
® In the JRE CA certificate store that is typically available at:

<javahone>/jre/lib/security/cacerts

where javahome is the location of the JDK used by GlassFish Server.

® |n the GlassFish Server instance confi g / cacerts. j ks store:

<gf home>/ gl assfi sh3/ gl assfi sh/ domai ns/ donai nl/ confi g/ cacerts.jks

Or, you can use a self-signed certificate:

1. Use the or apki tool to create the root and server certificates, and use the root certificate to sign
the server certificate. See Appendix B in SSL with Oracle JDBC Thin Driver.
2. The Oracle wallet and the self-signed server certificate are used in the Oracle Net configuration.
3. On the GlassFish Server machine hosting the Calendar Server front end, import the root certificate
into the GlassFish Server JVM as described in Step 3.

To Enable the TCP/IP SSL Listener in Oracle Net Services

To enable the Oracle Net listener for SSL communication, you must modify three configuration files for
Oracle Net Services as shown in the following examples.

1. Manually edit the sql net. ora,tnsnanmes. oraand|l i st ener. ora filesin
$ORACLE_HOVE/ net wor k/ admi n. In the following examples, replace values for host name,
wallet location, and port numbers to match your configuration:
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sqglnet.ora
# sqgl net.ora Network Configuration File:
/u01/ app/ oracl e/ product/11. 2. 0/ dbhome_1/ net wor k/ admi n/ sqgl net. ora
# Cenerated by Oracle configuration tools.
SQLNET. AUTHENTI CATI ON_SERVI CES= (BEQ TCPS)
SQLNET. CRYPTO_CHECKSUM TYPES SERVER= ( SHA1l, MD5)
SSL_VERSI ON = 0
TRACE_LEVEL_CLI| ENT = SUPPORT
NAMES. DI RECTORY_PATH= ( TNSNAMES, EZCONNECT)

SSL_CLI ENT_AUTHENTI CATI ON = FALSE

SUPPORT

TRACE_LEVEL_SERVER

SQLNET. CRYPTO_SEED = ' kj | kwebf | k090kj 92hj kky9hsj khdhhhwj k'

SQLNET. ENCRYPTI ON_TYPES SERVER= (3DES168, AES256, RC4_ 256, AES192,
AES128, RC4_128, 3DES112)

WALLET_LOCATI ON =

( SOURCE =
(METHOD = FI LE)
( METHOD_DATA =

(DI RECTORY = /local/oracl e/wallet/server)

)
)

SSL_Cl PHER _SUI TES= (SSL_RSA W TH_AES 256_CBC_SHA,

SSL_RSA W TH_AES_ 128 CBC_SHA, SSL_RSA W TH_3DES_EDE_CBC_SHA,
SSL_RSA W TH RC4_ 128 SHA, SSL_RSA W TH_RC4_128_ND5,
SSL_RSA W TH_DES_CBC_SHA)

ADR_BASE = /u01/ app/ oracl e
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tnsnames.ora

# tnsnanes. ora Network Configuration File:
/u01/ app/ oracl e/ product/ 11. 2. 0/ dbhome_1/ net wor k/ admi n/ t nsnanes. or a
# Cenerated by Oracle configuration tools.

LI STENER ORCL =

( ADDRESS = ( PROTOCOL
1521))

( ADDRESS = ( PROTOCOL
2484))

TCP) (HOST = dbhost . exanpl e. con) (PORT =

TCPS) (HOST = dbhost . exanpl e. com) (PORT =

ORCL =
( DESCRI PTION =
(ADDRESS LI ST =
( ADDRESS = ( PROTOCOL
= 2484))
( ADDRESS = ( PROTOCOL
1521))
)
( CONNECT_DATA =
( SERVER = DEDI CATED)
(SERVI CE_NAME = orcl.us.oracle.con
)
)

TCPS) (HOST = dbhost . exanpl e. con) ( PORT

TCP) (HOST = dbhost . exanpl e. com) ( PORT
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listener.ora

# listener.ora Network Configuration File:
/u01/ app/ oracl e/ product/ 11. 2. 0/ dbhome_1/ net wor k/ admi n/ | i st ener. ora
# Cenerated by Oracle configuration tools.

SSL_CLI ENT_AUTHENTI CATI ON = FALSE

WALLET_LOCATI ON =
( SOURCE =
(METHOD = FI LE)
( METHOD_DATA =
(DI RECTORY = /1 ocal /oracl e/wal | et/ server)
)
)

LI STENER =
( DESCRI PTI ON_LI ST =
( DESCRI PTI ON =
( ADDRESS = ( PROTOCOL
)

| PC) (KEY = EXTPROC1521))

( DESCRI PTI ON =
(ADDRESS = (PROTOCOL = TCP) (HOST = dbhost . exanpl e. conm) (PORT =
1521))
)
(DESCRI PTI ON =
(ADDRESS = (PROTOCOL = TCPS) (HOST = dbhost . exanpl e. con) ( PORT
= 2484))

)
)

ADR BASE LI STENER = /u01/ app/ oracl e

TRACE_LEVEL_LI STENER = SUPPORT

2. Restart the listener using the | snrct| command.

Or, if you prefer, you can use the Oracle Net Manager graphical user interface (GUI) tool to configure the
Oracle Net Services values for profile, name service, and listener. Refer to the examples above when
entering values in the GUI.

Run net ngr from the command line.
Expand Oracle Net Configuration, and select Profile under the local configuration icon.
Under the Oracle Advanced Security pulldown menu, click the SSL tab.
Type the path to the Oracle wallet for the server. You can also add various cipher suites for use in
the SSL negotiation.
Click the Encryption tab. Choose an encryption method for your SSL configuration.
Click the Integrity tab. Choose a data integrity method for your SSL configuration.
Under Oracle Net Configuration, expand Service Naming and select the local service icon.
Under Address Configuration, click the Address 1 tab, choose the TCP/IP with SSL protocol, and
type the host name and port number.

9. To add the additional TCP/IP with SSL address to the listener, under Oracle Net Configuration,

expand Listeners and select the listener icon.

10. Click the Address3 tab, choose the TCP/IP with SSL protocol, and type the host name and port
number.

PobdPE

©ONoO,
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11. From the File menu, choose Save Network Configuration.

To Complete Installation and Modify JDBC Connection Pool Settings

1. Install and configure Oracle Communications Calendar Server to communicate with the Oracle

database using the non-SSL port.
2. Modify the cal davPool andi Schedul ePool JDBC connection pool settings to use the TCPS

protocol to communicate in SSL.
Change the URL property in the JDBC connection pool setting by editing the HOST, PORT, and

SERVI CE_NAME according to your deployment.
For example:

j dbc: oracl e: t hi n: @ DESCRI PTI ON=( ADDRESS=( PROTOCOL=t cps) ( HOST=dbhost . exant
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Chapter 26. Creating, Exporting, and Importing
SSL Certificates

Creating, Exporting, and Importing SSL Certificates

_aer-% oﬁ information for Calendar Server 7.0.4.15.0 and will not be updated
‘h‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

mo' etwork site at:

YA OTacle.com/technetwork/documentation/oracle-communications-185806. html

This information describes how to create, export, and import SSL certificates, including both self-signed
and CA (certificate authority) certificates.

Topics:

Overview of Self-signed and Certificate Authority Certificates
Creating a Self-signed Certificate

Installing the Self-signed Certificate on the Client

Creating a CA-signed Certificate Request

Importing a CA-signed Certificate

Overview of Self-signed and Certificate Authority Certificates

An SSL certificate is necessary for transmission of encrypted data between a client and a server. A
self-signed certificate is one that you create for your server, in the server's KeyStore. You then export
and import the exported certificate into the client's TrustStore. A certificate authority (CA) certificate (or
CA-signed certificate) is a certificate that has been issued by a trusted third party. To obtain a CA-signed
certificate, you create a request file from your self-signed certificate and send it to a certificate authority
for approval. You then import this CA-signed certificate into the server's KeyStore, replacing the
self-signed certificate.

One advantage to using a CA-signed certificate instead of a self-signed certificate is that you do not need

to import the CA-signed certificate into the client's TrustStore. The client already has a trusted root
certificate for that CA either in the Glassfish Server instance or in the browser itself.

Creating a Self-signed Certificate

In general, you use the Java keyt ool command to create a self-signed certificate on the same server
where the KeyStore is located. If you create the self-signed certificate on another server, you need to
transfer it from that server to the server where it will be used to create the KeyStore.

1. Decide on a certificate name.
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At a minimum, the certificate file should have . j ks as its extension.
2. Determine if the KeyStore file already exists on the server.

keytool -list -v -keystore <path_to_keystore file>
3. Generate the self-signed certificate and place it in the KeyStore.

keyt ool -genkeypair -alias <alias> -keyalg RSA -validity
<#_of _days> -keysize 2048 -keystore <path_to_keystore_file>

where:

® alias: Specifies a word of your choice, for example, the fully qualified domain name of the server
host.

* # of _days: Specifies the number of days that the certificate is to be valid.

® 2048 is the recommended key size.

® path_to_keystore_file: Specifies the path to the KeyStore. This file or its parent directory must

exist.
1. If you are going to have the certificate signed by a CA, you can skip to Creating a CA-signed
Certificate Request. However, while you are waiting for the CA to return your certificate, you can

use your self-signed certificate by continuing with the next steps.
2. Export the certificate needs to a certificate file.

keyt ool -export -alias <alias> -keystore <path_to_keystore file>
-rfc -file <path_to_certificate file>

where:
® alias: Specifies the same alias that was used to generate the certificate.

® path_to_keystore_file: Specifies the same KeyStore path that was used to generate the certificate.
® path_to_certificate_file: Specifies the exported certificate file, often given an extension of . cert.

Installing the Self-signed Certificate on the Client

The certificate file generated in the previous step needs to be transferred to the client host and imported
into the truststore of the client.

® To import the certificate into the truststore of your client:

keytool -inportcert -alias <alias> -file <path_to_certificate file>
-keystore <truststore_file>

where:

* alias: Specifies a word of your choice, usually the same word you used when generating the
certificate.

® path_to_certificate_file: Specifies path to where you stored the certificate file.
® glassfish_truststore_file: Specifies the TrustStore file used by your client.

Creating a CA-signed Certificate Request

To generate a CA certificate request using the keyt ool command:
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keytool -certreq -alias <alias> -keystore <path_to_keystore file> -file
<request _file>
where:
® alias: Specifies the alias that you gave to the self-signed certificate when you created it.
* path_to keystore_file: Specifies path to the KeyStore file that holds your self-signed certificate.

® request_file: Specifies path to the request file output. This file is sent to the CA.

Submit the certificate request and get the certificate approved by the CA. As there are many ways to
have your certificate request approved, this step is left up to you.

Importing a CA-signed Certificate

When you receive the certificate from the CA it can be imported into your KeyStore on the server.

keytool -inmport -trustcacerts -alias <alias> -file <certificate file>
-keystore <keystore_file>
where:
® alias: Specifies the alias that you gave to the self-signed certificate when you created it.

* certificate_file: Specifies the path to the CA-signed certificate file.
® keystore file: Specifies the path to the server KeyStore.
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Chapter 27. Managing Domain Access Controls

Managing Domain Access Controls in Calendar Server

_ e oE information for Calendar Server 7.0.4.15.0 and will not be updated
m“u‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

m q etwork site at:

Y AN-OTacle.com/technetwork/documentation/oracle-communications-185806.html

The following feature documented in this section was introduced in Calendar Server 7
Update 2.

Domain Access Control Lists (ACLS) control calendar operations that span multiple domains. Oracle
Communications Calendar Server 7 combines domain ACLs with the calendar and scheduling ACLs to
grant or deny levels of access to these operations. All operations within a single domain rely strictly on
the calendar and scheduling ACLs.

Topics:

Domain ACLs Overview
Authenticated Access
Authenticated Access Examples
Anonymous Access Overview

Domain ACLs Overview

In Calendar Server, domain ACLs act as a gateway from one domain to another. When a user in one
domain attempts to access a calendar in another domain, Calendar Server first checks the target
domain's ACL. If that ACL allows access to the target domain then Calendar Server checks the calendar
ACL. The domain ACL itself can also restrict access to the target calendar. For example, if the domain
ACL only allows "read" access but the calendar ACL allows "write" access, the request is limited to
“read" only.

Calendar domain ACLs are in the same form as WCAP calendar and scheduling ACLs. They consist of
one or more Access Control Entries (ACEs) separated by semi-colons. The ACE is made up of a "who"
part and a "privilege level" part in the form of <who>: <pri vi | ege>. A "who" can be a domain name in
the form of @omain or @to designate the privilege level for al | . The privilege level consists of a single
letter.

In general, a domain-level ACL and a user-level ACL behave the same, as they both perform implicit
denies and give precedence to more specific ACLs. The only difference occurs when the value is blank.
If the domain-level ACL is blank, the server is allowed to continue its check of the user-level ACL. If the
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user-level ACL is blank, access is explicitly denied.

Authenticated Access

The two LDAP attributes used with domain ACLs are i csDonai nNanes and i csDonmai nAcl . Each
domain can have zero or more i csDomai nNanes, which indicate the other domains that are known to
this domain. The i csDomai nAcl attribute, if it exists, contains the ACL for the domain.

icsDomainNames Attribute Overview

Each i csDommi nNanes attribute consists of the name of a domain, such exanpl e. com This attribute
indicates what other domains a particular domain is aware of. It is used for search operations across
domains.

The search operation gets a list of target domains from the i csDomai nNanes attribute of the requester's
domain. The operation first searches the requester's own domain then the domains in the list. As each
domain in the list of target domains is processed, the i csDonmai nAcl of each domain and each
calendar's ACL is checked, as described in the next section.

For a search in each of the domains specified in i csDonmai nNanes to succeed, the corresponding
domain nodes should have the correct LDAP ACls and i csDomai nAcl setting allowing search from this
domain. See Adding LDAP Access Control for Calendar Server Features for more information on setting
LDAP ACIs for domains. See the next section for more information on i csDonai nAcl settings.

icsDomainAcl Attribute Overview

If the target domain does not have an i csDonmai nAcl attribute, the operation continues and the
following checks are done by using the calendar and scheduling ACL to see if the operation can be
completed.

1. Ifthe i csDomai nAcl attribute exists, the ACL is checked for the requesting user's domain. If the
ACL has an ACE that contains the requesting user's domain, the privileges given to that domain in
the ACE are returned and used to restrict what is available from the calendar and scheduling
privileges. If the ACL contains both the domain ACE and the @ACE, the domain ACE is always
used.

2. Ifthe i csDomai nAcl attribute exists and does not contain an ACE for the requesting user's
domain but it does contain the @ACE, the privilege level of the @ACE is used.

3. Ifthe i csDonai nAcl attribute exists but does not contain an ACE for the requesting user's
domain and also does not contain the @ACE, access is denied for that user.

The following table provides more detail on i csDomai nAcl conditions and results. The Domain
Privileges Returned column describes the rights that are available at the domain level and how these are
used to restrict the rights allowed at the calendar and scheduling level.

icsDomainAcl Conditions and Results
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icsDomainAcl Domainin  Privilege Level Versus Requested Domain Privileges

ACL Level Returned
Ul Null or empty All
U2 Exists Yes Domain privilege equal to or higher  Based on level in
domain ACE
U3 Exists Yes Domain privilege lower None
U4 Exists Yes plus @ Domain privilege lower and @ None (Always use
privilege is higher domain ACE)
us Exists No and no None
@
U6 Exists No but @ @privilege equal to or higher Based on level in @ACE
exists
u7 Exists No but @ @privilege lower None
exists

Authenticated Access Examples

This section provides examples that show different levels of cross-domain calendar access.

Example 1

This example enables user A in domain a. comto be able to read user B's calendar in donai n b. com

Domain a.com Domain b.com
LDAP entry =i csDomai nNames: b. com Noi csDomai nAcl defined

user B's calendar has acl =user A@. com r

Example 2

This example enables user A@. comto write to the calendar for user B@. com

Domain a.com Domain b.com
LDAP entry =i csDomai nNames: b. com LDAP entry =i csDomai nAcl : @. com w

user B's calendar has acl =user A@. com w

Example 3

This example blocks user A@. comfrom writing to user B@. conis calendar.

Domain a.com Domain b.com
LDAP entry =i csDomai nNanes: b. com LDAP entry =i csDomai nAcl : @.comr

user B's calendar has acl =user A@. com w
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Anonymous Access Overview

If there is no i csDomai nAcl attribute for the target domain, all rights are returned and further checks

are then done by using the calendar and scheduling ACLs.

If the target domain has an i csDomai nAcl , but that ACL does not contain the @ACE, access is denied.

If the target domain has an i csDormai nAcl and the ACL contains the @ACE and the privilege level of
that ACE is higher than the requested privilege, the ACE's privilege level is returned and processing

continues with the calendar and scheduling ACLs.

The following table provides more detail on anonymous access conditions and results. The Domain
Privileges Returned column describes the rights that are available at the domain level and how these are

used to restrict the rights allowed at the calendar and scheduling level.

Anonymous Conditions and Results

icsDomainAcl @ in Privilege Level Versus
icsDomainAcl  Requested Level

Al Null or empty

A2 Exists No

A3 Exists Yes @privilege equal to or higher
A4 Exists Yes @privilege lower
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Chapter 28. Calendar Server Unique Identifier

Calendar Server Unique Identifier

_ e oE information for Calendar Server 7.0.4.15.0 and will not be updated
m“u‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

m q etwork site at:

Y AN-OTacle.com/technetwork/documentation/oracle-communications-185806.html

Topics:

®* How Does Calendar Server Use a Unique Identifier?
® How Do You Set the Unique Identifier?
®* How Do You Configure Calendar Server to Use the davUniqueld Attribute?

How Does Calendar Server Use a Unique Identifier?

Calendar Server requires a unigue identifier in the form of an LDAP attribute whose value is used to map
each calendar entry (in the LDAP Directory Server) to a unique account in the calendar database (the
MySQL Server or Oracle Database that stores Calendar Server data). The unique identifier links various
entries from different database tables for a user, group, and resource. You must use a unigue identifier,
and one that does not change, for user, group, and resource entries stored in LDAP.

When planning to deploy Calendar Server, and before installing and configuring Calendar Server, decide
on the LDAP attribute to be used as the unique identifier. This is a critical decision. Realistically, you
cannot change the attribute you use as the unique identifier once you deploy Calendar Server and start
using it. Starting with version 7 Update 3, Calendar Server provides the davUni quel d attribute, which is
the recommended attribute to use.

For more information, see davUni quel d in the Communications Suite Schema Reference.

How Do You Set the Unique Identifier?

You set the attribute to be used as the unique identifier during the Calendar Server initial configuration
phase. (When installing a Communications Suite component such as Calendar Server, you first install
the software and then configure it. These are two separate steps.) The Calendar Server configurator
program, i ni t - conf i g, prompts you to enter the attribute you have chosen as your unique identifier.
The configurator then stores the value to the davcor e. uri i nf o. per nanent uni quei d Calendar
Server configuration parameter.

Ever since the release of Calendar Server 7, the LDAP operational attribute nsUni quel d has been

chosen as the default value used for the unique identifier. However, it was discovered that this choice
has a potential serious downside. The problem with using nsUni quel d is that if the LDAP entry for a
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user, group, or resource is deleted and recreated in LDAP, the new entry would receive a different
nsUni quel d value from the Directory Server, causing a disconnect from the existing account in the
calendar database. As a result, recreated users cannot access their existing calendars.

The Calendar Server 7.0.4.15.0 documentation explains this situation in more detail. See Changing User
uuid.

To prevent this potentially serious issue, Calendar Server 7 Update 3 introduced a new attribute,
davUni quel d, in the davEnt i t y objectclass, to use as the unique identifier. You should provision this
attribute for your users, groups, and resources LDAP entries with globally unique IDs. To use Delegated
Administrator as your provisioning tool, make sure that you are running at least Delegated Administrator
7 Patch 6, which supports provisioning the davUni quel d attribute.

In the Calendar Server data base, the unique identifier value is case sensitive. If you need to move or
recreate the corresponding LDAP entry, make sure to retain the case of the value as is. However,
because the value is considered as case insensitive for LDAP comparisons, do not create a unique
identifier value for another user or resource entry by just changing the case of the value.

How Do You Configure Calendar Server to Use the davUniqueld
Attribute?

Installing Calendar Server 7.0.4.15.0 for the First Time

For a fresh installation:

1. During initial configuration, when prompted by the Calendar Server i ni t - conf i g configurator,
choose the default value, davUni quel d.
This is stored to the davcor e. uri i nf 0. per manent uni quei d configuration parameter. For
more information, see davUni quel d in the Communications Suite Schema Reference.
2. In LDAP, populate calendar users, groups, and resources with the davUni quel d attribute.
You can:
a. Use the popul at e- davuni quei d tool (introduced in Calendar Server 7 Update 3).
b. Use your own LDAP tools.

Upgrading to Calendar Server 7 Update 3

If you initially deployed Calendar Server 7 Update 2 to use the nsUni quel d attribute as your unique
identifier, you should switch to using the davUni quel d attribute, new in Calendar Server 7 Update 3.
For more information on the problems with using nsUni quel d, see Changing User uuid.

To upgrade to Calendar Server 7.0.4.15.0, see Calendar Server 7.0.4.15.0 Upgrade.
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Chapter 29. Calendar Server 7 Command-Line
Utilities

Calendar Server 7 Command-Line Utilities

i or-17% FE information for Calendar Server 7.0.4.15.0 and will not be updated
‘f'u!: cumentation beginning with Calendar Server 7.0.5.17.0, see the

-I?GEE} etwork site at:

YA OTacle.com/technetwork/documentation/oracle-communications-185806. html

Topics:

® Overview of the Command-Line Utilities
® davadmin Security Enhancements
® Syntax
¢ Common Options
® Clifile Properties
® Options Precedence
® version Example
® account Operation
® account Examples
® backend Operation
® backend Examples
® cache Operation
® calendar Operation
® calendar Examples
® calcomponent Operation
® calcomponent Examples
® config Operation
® config Examples
¢ db Operation
* db Examples
® |dappool Operation
® |dappool Examples
® migration Operation
® migration Examples
® passfile Operation
® passfile Examples
® yscan Operation
® vscan Examples
® Tool-Only Options
® Exit Code
¢ JConsole
® AdminAccountMXBean Operation
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AdminBackendMXBean Operation
AdminCalComponentMXBean Operation
AdminCalendarMXBean Operation
AdminConfigMBean Operation
AdminMigrationMXBean Operation
AdminMiscMXBean Operation
AdminUtiIMXBean
Notes
® Summary of davadmin Changes by Release
Changes in Calendar Server 7 Update 1
Changes in Calendar Server 7 Update 2
Changes in Calendar Server 7 Update 2 Patch 5
Changes in Calendar Server 7 Update 3
Changes in Calendar Server 7.0.4.14.0
® Changes in Calendar Server 7.0.4.16.0
® Deprecated Options

Overview of the Command-Line Utilities

Calendar Server provides a number of command-line utilities for administering the server. These utilities
run under the umbrella command, davadm n, which is a simple shell script. The davadni n utility is
installed in the cal-svr-base/ sbi n directory with user or group bi n/ bi n permissions.

© Note

The davadnm n command-line utilities administer aspects of the server and do not affect
any LDAP entries.

davadmin Security Enhancements

The davadm n command requires you to authenticate with a user name and password to be able to
communicate with the server or database. You can use the davadni n passfi | e operation to store the
necessary passwords in an encrypted wallet for use by subsequent davadm n commands. If you do not

store passwords in the wallet, then you must enter them by using a no-echo prompt on the command
line. See passfile Operation for more information.

Syntax

The syntax of the davadm n command is the following:
davadnm n <operation> <action> <options>

You can abbreviate the operation and action command-line parameters as long as they are unique to the
other operations and actions. For example, for the command davadm n cal endar |i st, you could
use davadmi n cal e | . In this example, you must use at least the first four letters of calendar because
"cal" conflicts with calcomponent.

The default action is | i st , for most commands, if the action is not specified on the command line. For
example, davadmi n account - a user lists the account information for user.

davadmin Class of Operations

Argument Description
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version Prints version of the server. The GlassFish Server is queried for the
version of Calendar Server deployed.

account Performs operations that affect the entire user or resource account.

backend Adds information for an additional back-end calendar store.

This argument
is available
starting in
Calendar
Server 7
Update 2.

cache Performs operations on various Calendar Server caches.

This argument
is valid starting
in Calendar
Server 7
Update 3
(Patch 8).

cal endar Performs calendar collection operations, such as create a collection,
modify a collection, or delete a collection.

cal conponent Performs resource operations, such as listing resources that meet a
specified criteria, importing resources, or deleting resources.

The

cal conponent
argument
replaces the
cal resource
argument
starting in
Calendar
Server 7
Update 1.

cal resource Performs resource operations, such as listing resources that meet a
specified criteria, importing resources, or deleting resources.

This argument
is valid for
Calendar
Server 7.
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config Performs configuration operations, such as print a particular option, set a
particular option, or list all options. Some configuration operations require
that you restart Calendar Server. The davadni n confi g nodify
command informs you if the change requires you to restart Calendar
Server to take effect. To stop and start Calendar Server, see Stopping
and Starting Calendar Server.

db Performs database related operations, like backing up and restoring the
database.
| dappool Performs | dappool operations, including creating, listing, and modifying
LDAP pools.
This argument
is available
starting in
Calendar
Server 7
Update 3.
mgration Performs migration of Calendar Server 6 data to Calendar Server Server

7 Update 1 and greater.

This argument
is available
starting in
Calendar
Server 7
Update 1.

passfile Creates, deletes, lists (as of Calendar Server 7.0.4.14.0), or modifies
passwords in the passwor d file.

This argument
is available
starting in
Calendar
Server 7
Update 2
Patch 5.

vscan Performs virus scanning operations.

This argument
is available
starting in
Calendar
Server 7
Update 2.

Each operation supports a list of additional parameters to pass information to the server. Some common
options used by all operations (except davadni n db operations) are described in the Common Options
table.
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) Note

Any option that contains special characters needs to be enclosed in quotes (

are passed "as is" to the davadni n command.

© Note

) so that they

If a portion of an option that is enclosed in quotes also needs to be quoted, you must use
single quotes around that portion. For example:

davadmi n cal endar nodify -n cal endar -y "displayname="A new
cal endar nane', acl=@r"

Common Options

The following table describes the options that are common to the davadni n operations.

Common Options

Short Option

- u adminuserid

This
option is
available
starting
in
Calendar
Server 7
Update 2
Patch 5.

Long Option

--userid

--usepasswordfile

Description

MySQL Server or Oracle
Database user ID for db
commands, GlassFish
Administrator user ID for all
other commands.

Get passwords from the
passwor d file. You use the
The davadni n passfile
command to create the
passwor d file. You can
add passwords for the
GlassFish Server
administrative user, the
migration server user, the
database, and the
document store.
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Required or Optional

Required unless you
provide it through a CLI
file by using the - F
option, or you are
displaying usage by
using the - h option.

Optional. If the

passwor d file does not
exist or does not contain
the needed password,
you are prompted for the
password.
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- Ffile

- Hhost

- p port

- s path

-q
-h

--clifile

- - host nane

--port

--Secure

--detail

--qui et

--help

--version

File with bootstrap
information that you use to
specify command-line
options so that they don't
have to be entered at the
command line. Each line in
the bootstrap file is in the
form property=value. Note
that some commands also
have a-f,--fil e option,
which provides additional
batch input specific to those
commands.

For possible properties see
the Clifile Properties table.

Server host name.

GlassFish administration
port (JMX connector port)
and MySQL Server or
Oracle Database port for
db commands. The
GlassFish administration
port can be found in the
domain's domai n. xm file
or in the Administration
Console
(Configuration->Admin
Service->system).

Path to the truststore file
used for a secure
connection (HTTPS).

Verbose output. Mostly
used if a command returns
an error.

Quiet mode for scripts.

Help for that particular
operation.

Lists version of davadmi n
utility. (Checks the local
package version on disk,
which could be different
than what has been
deployed to GlassFish
Server, for example, in the
case where a patch was
added but the

i nit-configcommand
has not yet been run.)
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Required unless all
necessary information is
provided on the
command line or in the
davadm n. properties
file. See Options
Precedence for more
information on priority
order of options, the
clifile and the

davadmi n. properties
file.

A path to the clifile file
can also be specified by
the DAVADM N_CLI FI LE
environment variable.

Optional. Defaults to
| ocal host.

Optional. Defaults to
3306 for db commands
and 8686 for other
commands.

Optional. Required if
GlassFish is running in
secure mode. Not
applicable for db
commands.

Optional.

Optional.

Optional.

Optional. Usable only by
itself and not with other
options.
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Each operation can have its own specific options, as the following sections show.

Clifile Properties

The following table describes the possible properties in the bootstrap file (clifile):

Clifile Properties

Property
userid

usepasswordfil e

This option is available starting in
Calendar Server 7 Update 2
Patch 5.

host nanme
port

secure

dbuseri d
dbhost

The dbhost property replaces the
dbhost nane property starting in
Calendar Server 7 Update 2.

dbhost nanme

This argument is valid for
Calendar Server 7 and Calendar
Server 7 Update 1.

dbport

dat abase

docst ore

nm grati onadni nuser

m grationserverport

Description
GlassFish Administrator user ID.

Use the passwor d file. Unless this property is empty,

n', 'no’ or ‘'false’, the passwor d file is used.

Server host name.
Glassfish administration port (JMX port).

Path to the truststore file used for a secure connection
(HTTPS).

MySQL Server or Oracle Database user ID.

Host name where the database server resides.

Host name where the database server resides.

Port on dbhost for access to the database.

Specifies the name of the DAV store to be saved or
updated.

Specifies the document store (remote store specified
as host: port or local store by fully qualified path to root
of document store)

Administrative user to authenticate to Calendar Server
6 host.

Server and port information to connect to the Calendar
Server 6 host from which data needs to be migrated.
The format is host: port.
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Options Precedence
You can provide options to the davadni n command by:

® Using the command line
® Using the clifile
® Including them in davadmi n. properti es file

Any user can create a clifile. Only the r oot user can use the davadmni n. properti es file. The
davadm n. properti es file is installed in the conf i g directory of the installation (default location is
cal-srv-base/ confi g).

When you run the davadni n command, any option that you include on the command line takes
precedence over any like option in the clifile or the davadmi n. pr operti es file. Use of the clifile or the
davadmi n. properti es file is mutually exclusive. If you use the clifile, use it for any option that is not
on the command line. If you run the davadm n command as r oot and do not supply a clifile, the
davadmi n. properti es file is used for any option that is not on the command line.

The davadm n. properti es file usually contains options for useri d, host name, port, secure,
dbhost , dbport, and dbuseri d.

version Example

® To display the current Calendar Server version (starting with Calendar Server 7 Update 2, you are
prompted to enter the administrative password):

davadmi n version

Enter Admin password: <password>

Oracl e Comuni cati ons Cal endar Server version: 7u2-4.19 (built
2011-09- 09T10: 25: 10- 0700)

account Operation

The davadm n account command can be followed by one of the following actions.

Actions for account Operation

Command Description

Create Creates an account for user who has been provisioned in the LDAP Directory
Server. The user must have an email address.

This
command
is
available
starting in
Calendar
Server 7
Update 2
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del conponent s Deletes components from all of the calendars belonging to an account or a set
of accounts. Use the - d option to specify deletion of all components older than
this number of days.

This
command
is
available
starting in
Calendar
Server 7
Update 2
del ete Deletes an account.
list Lists properties of an account. Starting with Calendar Server 7 Update 2 Patch
5, 1i st displays managed calendars for an account. These are all the
calendars for which the account is the owner or has "all" rights. Also, | i st
displays the users' subscribed calendars list. | i st is the default action, if it is
not included on the command line, for most commands.
Starting with Calendar Server 7 Update 3, you can use the davadm n
account |i st command without the - a option to list all current users in the
Calendar Server database. You can get either a simple list, which contains one
user per line, or a detailed list, which contains complete information about the
user's account. The options affected by this change are - a, - f, and - B, and the
new option in Calendar Server 7 Update 3, - v.
nodi fy Modifies an account.
repair Repairs the user's email address in the database entries after an LDAP email
change occurs. When used with the - o option, r epai r updates the owner lists
) of all accounts.
This
action is
available
starting in
Calendar
Server 7
Update 2
subscri be Subscribe to a calendar belonging to another user. That other user must grant
the requesting user access before this can be done.
This
action is
available
starting in
Calendar
Server
7.0.4.14.0
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unsubscri be Remove a calendar from a user's subscription list.

This
action is
available
starting in
Calendar
Server
7.0.4.14.0

The account operation is followed by these parameters.

Options for account Operation

Short Option Long Option Description

- a account --account Required. Principal account information provided as
email address. You can also supply the account
information with the DAVADM N_ACCOUNT environment
variable.
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-y property --property Comma-separated list of all property=value options for

the specified calendar.
Possible properties include:
acl - The scheduling privileges set on the account. For
more information about ACLs, see Administering
Calendar Server Access. set - ace (available starting in
Calendar Server 7.0.4.14.0) - Sets one or more
individual ACEs in the ACL. semi-colon separated list of
ACEs.
r enove- ace (available starting in Calendar Server
7.0.4.14.0) - Removes one or more individual ACEs
from the ACL. Semi-colon separated list of ACE
principals. ACE principals are in the form: @ @lonmai n,
group@lonmai n, or user @onai n.
noti f ermai | - Email notification enable flag. 0 =
disabled, 1 = enabled
noti freci pi ents - Recipients of email notifications.
Multiple values are separated by a space.
del egat e_noti f addr - Accounts that are delegates
for this account. Multiple values are separated by a
space.
owner - The new owner of the resource. This option is
not available for user owned accounts. Starting with
Calendar Server 7 Update 2 Patch 5, owner updates
the owner lists of the old owner and the new owner with
the right list of resource accounts they own.
at t endancef | ag - Flag controlling behavior on
invitation. Possible values are:

0 - no autoaccept, no booking conflict check, no
recurrence check on invitations.

1 - autoaccept invitations

2 - autodecline if invitation results in booking conflict.

3 - autoaccept invitation and autodecline on booking
conflict.

4 - autodecline recurring meeting invitations.

5 - autoaccept invitations and autodecline recurring
meeting invitations

6 - autodecline recurring invitations and invitations that
cause a booking conflict.

7 - autoaccept invitations, autodecline recurring
invitations and invitations that cause a booking conflict.

-f --file Local input file with one line for each account, for batch
operation. Each line has the format user}: properties,
where properties is a comma-separated list of property
settings as specified in the - y option.

-B - -1 dapbaseuri Base URI in LDAP.
-R --ldapfilter User search filter in LDAP. Default is
(obj ect d ass=i csCal endar User)
-r --force Force the operation (do not prompt for confirmation).
-h --help Displays davadni n account usage help.
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-C --col lectionuri The full path of a collection to be added to a user's
subscription list. For example,
_ / hone/ user @xanpl e. coni nycal 1/ . Be sure to
Th|§ ) include the / at the end of the path.
option Is
available
starting in
Calendar
Server

7.0.4.14.0

-C --col l ectionuris The full path to a file which holds full paths of collections
to be added to a user's subscription list. Each line is a
_ path. For example:
This / home/ user 2@xanpl e. cont cal 1/
option is
available
starting in
Calendar
Server
7.0.4.14.0

The del et e operation is followed by these parameters.

Options for delete Operation

Short Long Description

Option  Option

-a --account Required. Principal account information provided as email address. You can

account also supply the account information with the DAVADM N_ACCOUNT
environment variable.

-d --days Number of days. Delete the components older than these many number of
days. Applies only to the davadm n account del component s command.

-g NA The principal account described by the database uni quel D, if - a fails.

uniquelD Normally you run davadm n account del et e while the user is still defined

in LDAP, so the higher level delete functionality can identify the user. In the
incorrect case where the user is no longer in LDAP and the normal davadni n
account del et e command fails due to User Not Found, you can delete the
user's database data by specifying - g uniquelD, where uniqueld is the user's
old LDAP uniquelD. Only use - g when users are no longer defined in LDAP.

The r epai r operation is followed by these parameters.

Options for repair Operation
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Short Option

-m

This option is

available starting in
Calendar Server 7
Update 2 Patch 5.

This option is

available starting in
Calendar Server 7
Update 2 Patch 5.

Long Option

--emi |

--ownerlists

Description Default?

Repairs the user's email address after Yes
an email change. Valid only for the

r epai r action. Specify users with either

the - a or - f options.

Updates the owner lists of all accounts.  No
Valid only for the r epai r action.

The davadm n account |i st command has the following options.

davadmin account list Options
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Short Option Long Option Output Comments

-a --account The detailed account The DAVADM N_ACCOUNT
information for this user. | environment variable, if set, is not
If the user is not in the used in place of the - a option. If

database, the system - a is not supplied on the
displays an "Unknown command line, a list of all users in
user:" message. the database will be displayed.

-f --file A list of the users inthe  No comments.

file. The system displays
an "Unknown user:" tag
before the names of
users in the file that are
not in the database.

-Buri - -1 dapbaseuri Base URI in LDAP. No comments.
Searches LDAP for a set
of users and then
displays the users from
that list that exist in the
database.

-V --verbose Detailed information is Used with the - f and - B options.
displayed about each of
the users in the

This database.
argument

is
available
starting

in
Calendar
Server 7
Update
3.

account Examples

® To list the account for a user:

davadm n account list -a john.smth@xanple.com

® To create an account for user 1@xanpl e. com

davadm n account create -a userl@xanpl e.com

® To create an account for user 1 under the LDAP base o=isp (the user has to be previously
provisioned in LDAP):

davadm n account create -B "o=isp" -R "uid=userl"

® To create an account for all users whose uid starts with "userl” (the users have to be previously
provisioned in LDAP) and have all of their notifemail properties set to disabled:
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.......................................................................................................................................................

davadmi n account create -B "o=isp" -R "uid=userl*" -y
“notifemail =0"

.......................................................................................................................................................

.......................................................................................................................................................

.......................................................................................................................................................

.......................................................................................................................................................

© Note
This deletes the account from the calendar database. To completely remove the
account from LDAP, see To Remove Calendar Users.

® To delete a user's calendar entries, with all events and todos prior to and including today:

.......................................................................................................................................................

.......................................................................................................................................................

® To set the scheduling rights on John Smith's account to allow Jane Doe to schedule events and all
other users to just do free busy checks:

.......................................................................................................................................................

davadm n account nodify -a john.snmth@xanple.com-y
acl ="j ane. doe@xanpl e.coms; @f"

.......................................................................................................................................................

.......................................................................................................................................................

After running this command, the resource then has no owner.

® To repair the owner list for a resource account:

.......................................................................................................................................................

davadm n account repair -o -a cal resource@xanpl e.com

.......................................................................................................................................................

.......................................................................................................................................................

davadm n account nodify -a user30@xanple.com -y
set - ace="user 19@xanpl e. com s; user 20@xanpl e. com f"

.......................................................................................................................................................

davadm n account nodify -a user30@xanple.com -y
renove- ace=user 19@xanpl e. com

® To create two accounts and set their properties by using an input file (starting with Calendar
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Server 7.0.4.14.0):
Input File:

user 1@xanpl e. com noti f emai | =0, at t endancef | ag=5
user 2@xanpl e. com noti ferai | =1, noti freci pi ent s=user 4@xanpl e. com user:

Command:

davadm n account create -f input_file.txt

® To modify the previous two accounts and set their properties by using an input file (starting with
Calendar Server 7.0.4.14.0):

davadm n account nodify -f input_file.txt

backend Operation

This argument is available starting in Calendar Server 7 Update 2.

The following table describes the possible actions for the backend operation.

Actions for backend Operation

Command Description

create Configures a new back-end calendar store configuration
on the front end.

list Lists the back-end calendar store(s). This is the default
action if not included on the command line.

purge Immediately purges calendar data marked for expiration
from Calendar Server back-end database(s).

This argument is available
starting in Calendar Server 7
Update 3.

The backend operation is followed by these parameters.

Options for backend Operation
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Short Long Option ' Description Required or Optional
Option

-n - -nane Name of the backend. Required for cr eat e command.

-] --j ndi name The jndi name of the JDBC Required for create command.
resource of the back end.

-d --dbdir The path to the local document Required for cr eat e command and if
store directory. document store is local.

-S - -ashost The host nhame of the remote Required for cr eat e command and if
document store. document store is remote.

-P --asport The port number of the remote Required for cr eat e command and if
document store. document store is remote.

backend Examples

® To list the back ends:

davadm n backend list -u adnmin

® To create a new back end with a local document store:

davadm n backend create -u admin -n storel -j jdbc/storel -d
/var/cs7/storel

® To create a new back end with a remote document store:

davadm n backend create -u admin -n store2 -j jdbc/store2 -S
store- 2. exanpl e.com - P 8008

i) Caution
The davadm n backend creat e command alone is not enough to completely configure
a new back-end store. For more information, see Configuring Multiple Calendar Server
Back-end Hosts.

®* To immediately purge calendar data that has been marked for expiration from the default back
end:

davadm n backend purge -u adm n -n defaul t backend

cache Operation
The davadmi n cache command can be followed by the following action.

Action for cache Operation
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Command Description

cl ear Clears the various Calendar
Server caches.

This command is available starting in Calendar Server 7
Update 3 (Patch 8).

The cache operation is followed by this parameter.

Option for cache Operation

Short Long Option  Description Required

Option or
Optional

-t --cachel i st Comma-separated list of caches, possible values are: Optional.

® acl - ACL string cache corresponding to a URI and LDAP
subject entry corresponding to each calendar collection.
Otherwise cleared according to the configuration options of
davcore. acl . acl cachesi ze and
davcore. acl . acl cachet tl .

® donai nmap - Cache of information on domains retrieved
from LDAP. Otherwise cleared according to the
configuration options of base. | dapi nf 0. cachesi ze
and base. | dapi nf 0. cachettl.

® | dapaut h - Cache of logged-in principals' login ID and
passwords (encrypted). Otherwise cleared according to
the configuration options of base. | dapi nf 0. cachesi ze
and base. | dapi nfo. cachett]l.

® uri - Cache mapping LDAP subjects and URIs. Otherwise
cleared according to the configuration options of
davcore. uriinfo.l dapcachesi ze and
davcore. uriinfo.ldapcachettl.

calendar Operation
The davadm n cal endar command can be followed by one of the following actions.
Actions for calendar Operation
Command Description
Ccreate Creates a calendar collection. Autocreates the account, if it does not exist.
nodi fy Modifies a calendar collection.

del et e Deletes a calendar collection.

list Lists an account's calendars or details of a particular calendar (if the - n option is
provided). This is the default action if not included on the command line.

The cal endar operation is followed by these parameters.
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Options for calendar Operation

Short Option Long Option Description

- a account --account  Required. Principal account information provided as email
address. You can also supply the account information with the
DAVADM N_ACCOUNT environment variable.

- n collection - - nhane The unique calendar collection name that corresponds to the
last part of the calendar collection URI. For the default calendar,
collection it is always cal endar . This name might not
correspond with the calendar's display name at all times. If you
are unsure of the calendar name, use the davadmi n
cal endar |i st command to list all calendars and find out the
calendar names.

-y property --property Comma-separated list of all property=value options for the
specified calendar.
Possible properties include:
set - ace (available starting in Calendar Server 7.0.4.14.0) -
Specifies a semi-colon separated list of ACEs to add or modify
to the calendar permissions (ACL).
r enove- ace (available starting in Calendar Server 7.0.4.14.0)
- Specifies a semi-colon separated list of ACE principals that
are to be removed from the calendar permissions (ACL). The
ACE principal is the user, group, domain, or all portion of the
ACE not including the ";" and permission.
di spl aynan®e - The calendar name. Defaults to the name
given with the - n option.
cal endar - descri pti on - Description string. No default.
support ed- cal endar - conponent - set - Space-separated
list of supported components. The default is VEVENT VTODO
VFREEBUSY. This option is only available for creation of
secondary calendars. It cannot be used for creation of the
default calendar.

The following properties are available starting in
Calendar Server 7 Update 1.

wcapt zi d - The timezone tzid set on the calendar, for
example, Aneri ca/ Los_Angel es.

acl - The access control string set on the calendar. For more
information about ACLs, see Administering Calendar Server
Access.

- f file --file Local commands input file for batch operation.
Each line has colon-separated entries for account information,
calendar name, and property list. For example:
userl@example.com:testcal:calendar-description=userl's test
cal
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-V --verbose Usedwiththelist -a usercommand to display a summary
for all calendars belonging to the user.
This
option is
available
starting in
Calendar
Server
7.0.4.16.0.

-h --help Displays davadni n cal endar usage help.

calendar Examples

® To create an additional calendar with the given name for the specified user account:

davadm n cal endar create -a john.snith@xanple.com-n
nyper sonal cal endar

The name, which is a required parameter, builds the new calendar's URI and sets its display name. This
is the name that would be used for the - n option for any further davadm n cal endar commands. This
cannot be changed. The display name can be modified later by using the davadmi n cal endar

nodi f y command with the -y di spl ayname option.

® To list a summary of the calendar specified by name:

davadm n cal endar list -a john.smth@xanple.com-n
nyper sonal cal endar

® To delete a calendar specified by name:

davadm n cal endar delete -a john.smith@xanple.com-n
nyper sonal cal endar

® To set the access rights on John Smith's default calendar to give Jane Doe all rights and only read
rights to everyone else:

davadm n cal endar nodi fy -a john.snmith@xanple.com-n cal endar -y
acl ="j ane. doe@xanpl e.coma; @r"

® The following example shows cal user 30 with two calendars, a default calendar and
newcal 20141006203235. The calendar newcal 20141006203235 is shared with cal user 31,
cal user 32, and cal user 33 with the different rights:
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# ./davadm n cal endar |ist -a cal user30@xanple.com-v

Cal endar Account Nane: cal user30@xanpl e. com

Cal endar Nane: cal endar

Cal endar Display Nane: cal user 30

Cal endar Owner: [/dav/principal s/cal user30@xanpl e. coni ]

Cal endar Creation Date: Tue Oct 07 03:32:36 UTC 2014

Cal endar Last Modification Date: Tue Cct 07 03:32:36 UTC 2014
Supported Conponents: [VEVENT, VTODO, VFREEBUSY]

ACL:

Nunmber of events: 0

Nunber of tasks: O

Cal endar Account Nane: cal user30@xanpl e. com

Cal endar Narme: newcal 20141006203235

Cal endar Display Nanme: newcal 20141006203235

Cal endar Owner: [/dav/principal s/cal user30@xanpl e. conm ]

Cal endar Creation Date: Tue COct 07 03:32:38 UTC 2014

Cal endar Last Modification Date: Tue Oct 07 03:32:38 UTC 2014
Supported Conponents: [VEVENT, VTODO, VFREEBUSY]

ACL:

cal user31@un. com a; cal user 32@un. com w, cal user 33@xanpl e. comr
Nurber of events: O

Nunmber of tasks: O

calcomponent Operation

The cal conponent argument replaces the cal r esour ce argument starting in Calendar
Server 7 Update 1.
The davadm n cal component command can be followed by one of the following actions.
Actions for calcomponent Operation

Command Description

list Displays a summary of all of the resources in a calendar or the specifics of one resource.
This is the default action if not included on the command line.

del ete Deletes a resource or all of the resources in a calendar.
i mport Imports resource data into a calendar.
export Exports resource data from a calendar.

The cal conponent operation is followed by these parameters.

Options for calcomponent Operation
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Short Long Option
Option

-a --account
account

-n - - nane
collection

-y --property
property

-h --help

-1 --uri

-r --force

-m --inmport-path
- X --export-path

--1 ogpath

calcomponent Examples

Description

Required. Principal account information provided as email address. You
can also supply the account information with the DAVADM N_ACCOUNT
environment variable.

The unique calendar collection name that corresponds to the last part of
the calendar collection URI. The default value used is the principal's
default calendar. If you are unsure of the calendar name, use the
davadmi n cal endar |i st command to list all calendars and find out
the calendar names.

Comma-separated list of all property=value options for specified
calendar.

Possible properties include:

t ype - The component type or types. Possible values are VEVENT
and/or VTODOQ. If you use both VEVENT and VTQDO, enclose them in
double quotes and separate them with a space.

start - The start of a time range used in the search. The format of this
value is yyyymmddThhmmssZ. This value is in Zulu time. (The T is a
separator between the day and time.)

end - The end of a time range used in the search. The format of this
value is yyyymmddThhmmssZ. This value is in Zulu time. (The T is a
separator between the day and time.)

Displays davadni n cal component usage help.
URI of resource to request entire content.

Forces a delete operation so that you are not prompted for confirmation.
This option is generally needed for scripts.

Path to the file on the server machine, containing data to be imported.
Path to the file where the exported data is to be stored.

Path to where the log directory is located. Starting with Calendar Server
7 Update 2 Patch 5, the davadni n cal conponent i nport
command enables the import to continue even if an error occurs on an
item being imported.

® To list the calendar resources in the user's default calendar:

davadm n cal conmponent

list -a john.sm th@xanple.com

® To display the contents of a particular calendar resource:

davadmi n cal conponent

list -a john.snith@xanple.com -i

23454-333-3-3333.ics

® To list only a calendar's tasks:

davadm n cal component
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® To list all calendar resources from March 3, 2009 through March 4, 2009:

davadm n cal conmponent list -a john.smth@xanple.com-y
st art =20090303T070000Z, end=20090305T065959Z

® To delete the event resources from March 3, 2009 through March 4, 2009, assuming that the local
time zone is Pacific Time:

davadm n cal component del ete -a john.sm th@xanple.com-y
t ype=VEVENT, st art =20090303T070000Z, end=20090305T065959Z7

®* To delete a user's calendar entries, with some start/end date range:

davadm n cal conponent del ete -a cal user31@xanpl e.com -y
st art=20090701T000000Z, end=20090720T000000Z

config Operation

The davadm n confi g command can be followed by one of the following actions.

Actions for config Operation

Command Description

list Lists all configuration settings. This is the default
action if not included on the command line.

This argument is available starting
in Calendar Server 7 Update 2.

nodi fy Modifies a configuration setting.

This argument is available starting
in Calendar Server 7 Update 2.

At least one of the following options can be provided, unless you are displaying usage by using the - h
option. See Calendar Server 7 Configuration Parameters for the complete list of configuration
parameters.

Options for config Operation
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Short Option
- 0 option

- v value

-f file

This
argument
is
available
starting in
Calendar
Server
7.0.4.14.0

This
argument
is
available
starting in
Calendar
Server
7.0.4.14.0

config Examples

Long
Option

--option

--val ue

--file

--modonly

--defaul t

--help

Description

Configuration option name. Gets the optional value if specified
without - v. Sets the option value if specified with a - v.

Configuration option value.

Local file with list of configuration opt i on=value entries for
setting. Pay attention to backslashes included in this input file.
Backslashes are treated as an escape character for the next
character in the line. For a single backslash to be properly
interpreted in a string, you must precede each backslash with
another backslash; that is, use an additional backslash. For
example, to include the string "/ pri nci pal s/\ z", you would
use "M pri nci pal s/

z". This is due to the way that Java reads in properties files. For
more information, see the | oad( Reader reader) method of
thejava. util.Properti es class at
http://docs.oracle.com/javase/6/docs/api/index.html.

Lists the modified configuration properties (non-default values).

Sets the value to the default when used with the nodi f y action.
Lists the default value when used with the | i st action.

Description of conf i g option if specified with - 0. Otherwise,
usage of davadm n confi g.

® To show all configuration parameters (starting with Calendar Server 7 Update 2):

davadm n config |ist
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® To show all configuration parameters (prior to Calendar Server 7 Update 2):

.......................................................................................................................................................

.......................................................................................................................................................

.......................................................................................................................................................

.......................................................................................................................................................

.......................................................................................................................................................

.......................................................................................................................................................

.......................................................................................................................................................

davadm n config nodify -o | og.dav.errors. | oglevel -v FINEST

.......................................................................................................................................................

.......................................................................................................................................................

davadnmn config list -o davcore. acl. defaul tschedulingacl -d -u
admin

Enter Adm n password:

davcore. acl . defaul t schedul i ngacl: @s

.......................................................................................................................................................

davadm n config nodify -o davcore. acl. defaul tschedulingacl -d -u
admin

Enter Adm n password:

davadnm n config list -o davcore. acl. defaul tschedulingacl -u admn
Enter Adm n password:

davcore. acl . defaul t schedul i ngacl: @s

.......................................................................................................................................................

db Operation

The davadm n db command can be followed by one of the following actions.
Actions for db Operation

Command Description

backup Backs up a database.

init Completely initializes the database.

i Caution
All data will be lost.

list List contents of a backup file. This is the default action if not included on the command
line.

restore  Restores the contents of a database.
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Starting with Calendar Server 7.0.4.14.0, the davadni n db backup,list,andrestore
commands require that you specify the associated document store by using the - A option, or
the docst ore optionintheclifile.

B Note
If you are using a remote document store, you must set the document store password on
the Calendar Server host by using the davadni n passfi | e command and that
password must match the one set for the remote document store. This password is used
whenever the backup or restore commands access the remote document store.

The db operation can be followed by these parameters in addition to the common parameters:

Options for db Operation

Short Option Long Option  Description Available
for
Following
Actions
-d --dat abase  Specifies the name of the DAV store to be  backup,
saved or updated. The defaultis cal dav. restore,
Iist
-H - - dbhost Specifies the database host. The defaultis = All
| ocal host.
-p - -dbport Specifies the database port. The defaultis  All
3306.
-u - -dbuser Specifies the database user. All
-k --bkfile Specifies the path of the file where the backup,
database information is to be saved. restore,
Required. Iist
-b --bkfactor  Specifies blocking factor used during backup,
backup. The default is 20. restore,
list
-T --token Specifies the incremental backup token or  backup
start time in milliseconds.
-D --donain Domain name for per domain backup. backup
-a - -account User account email value for per user backup
backup.
- --ipath Specifies the internal path for partial listor restore,
restore. Iist
-C --contents  Listthe resources and header. Iist
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-A --docstore

This option is
available starting
in Calendar
Server 7 Update
1.

-t --dbtype

This option is
available starting

in Calendar

Server 7 Update

2.
-0 --overwite
-s --dbsecure

This option is
available starting
in Calendar
Server
7.0.4.14.0.

-e --detail

db Examples

® To perform a full database backup:

Specifies the document store (remote store  backup,
specified as host:port or local store by fully restore,
qualified path to root of document store). list

Specifies the type of database, either All
nysql ororacl e. The defaultis nysql .

Overwrites existing data. backup,
restore

Supplies the path to the t rust St or e file  backup
that contains the SSL certificate for secure
communications with the remote document

store.

Lists each resource as it is either saved or  backup,
considered for restore. restore

davadm n db backup -k backup_file

® To perform a full backup for a particular user:

davadm n db backup -k backup_file -a john.smth@xanple.com

® To perform an incremental backup:

davadm n db backup -k backup_file -T <token obtained fromlast full

backup>

® To perform a full backup for a particular domain:

davadm n db backup -k backup_file -D sesta.com
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® To perform a restore from a backup file:

davadnmn db restore -k backup_file

® To restore from a backup file and overwrite a calendar:

davadnmn db restore -O -e -W-k /export-filepath -i
"host ed. domai n/ mai | : gi ven. sur nane@ost ed. domai n/" -H mnysqgl cal host
-A mat chi ng_docunent _store_host: 8007 > /log_output_file

® To restore only the default ‘calendar:'

davadmin db restore -O-e -W-k /export-filepath -i

"host ed. donmai n/ mai | : gi ven. sur nane@ost ed. dormai n/ cal endar/" -H
nysql cal host -A matchi ng_docunent _store_host: 8007 >
/1og_output_file

® To restore only a calendar named Soccer :

davadnmn db restore -O -e -W-k /export-filepath -i

"host ed. donmi n/ mai | : gi ven. sur nane@ost ed. dorei n/ Soccer/" -H
nysql cal host -A matchi ng_docunent _store_host: 8007 >
/1og_output_file

® To back up using SSL and the trustStore file (starting with Calendar Server 7.0.4.14.0):

davadm n db backup -k /tnp/backup file -O -A
docstore_host . exanpl e.com 8008 -s /ny_honme/ ny_truststore -u nysql

Idappool Operation

This argument is available starting in Calendar Server 7 Update 3.

The davadm n | dappool command can be followed by one of the following actions.

Actions for Idappool Operation

Command Description

create
nodi fy
del et e

list

Creates an LDAP pool and sets its configuration parameters.
Modifies the LDAP pool's configuration parameters.

Deletes an LDAP pool.

Lists an LDAP pool's configuration, or all LDAP pools' configuration. (This is the default

action.)

The | dappool operation is followed by these parameters.
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Options for Idappool Operation

Short Long Option Description

Option

-n - - hane The name of the LDAP pool.

poolname

-y --property Comma-separated list of all property=value options for the specified LDAP
property pool. Properties are appended to base. | dappool . name to produce the

configuration parameters for the LDAP pool. Possible properties include:

| daphost - Space-delimited list of host names. Each host name can
include a trailing colon and port number.

| dapport - Port number to which to connect. Ignored for any host name
which includes a colon and port number.

| dapusessl| - Use SSL to connect to the LDAP host. Value can be t rue
orfal se.

bi nddn - Distinguished name to use when authenticating.

bi ndpasswor d - Password to use when authenticating.

| dappool si ze - Maximum number of connections for this pool.

| dapti meout - Timeout, in seconds, for all LDAP operations.

| dappool r ef reshi nt erval - Length of elapsed time, in minutes, until
the failover Directory Server reverts back to the primary Directory Server. If
set to - 1, no refresh occurs.

- f file --file Local input file with one line for each account, for batch operation,
containing lines in the form pool_name: property_list. The properties are the
same ones available for the - y option. For del et e operations, only
pool_name is used.

-r --force Force the operation (do not prompt for confirmation).

-h --help Displays davadmin Idappool usage help.

Idappool Examples

® To create an LDAP pool named nyl dap:

davadm n | dappool create -n nyldap -y
"l daphost =host 1. exanpl e. com | dappor t =389, bi nddn=' cn=Di rectory
Manager ' , bi ndpasswor d=nypasswor d"”

® To update an LDAP pool by using properties from a file:

davadm n | dappool nodify -n nyldap -f /tnp/update_pool .input

® To delete an LDAP pool:

davadm n | dappool delete -n nyl dap

® To list all existing LDAP pools:

davadm n | dappool |i st
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® To list the configuration parameters of a specific LDAP pool:

davadm n | dappool list -n nyl dap

migration Operation

The following feature documented in this section is available starting in Calendar Server 7
Update 1.

For more information on migrating from Sun Java System Calendar Server 6 to Oracle Calendar Server
7, see Migrating From Sun Java System Calendar Server 6 to Calendar Server 7.

The davadm n mi grati on command can be followed by by one of the following actions.
Actions for migration Operation
Action Description

m gr at e Migrates the specified user(s).

status  Gets the current status of the migration operation.

The mi gr at i on option supports all davadni n common options. The default action for mi gr ati on is
nm gr at e. In addition, the m gr at i on option supports the following options:

Options for migration Operation
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Short Long Option

Option

-a --account

-X --m grationadni nuser
-L --mgrationserverport

-1 --1 ogpat h
log-directory

-f --file

-S --clientssl
-B - - baseuri
-R --ldapfilter
-T --starttinme
-C --capture
-G --tag

-h --help

Description

Principal account information of the
user to be migrated, provided as
email address.

Administrative user to authenticate
to Calendar Server 6 host.

Server and port information to
connect to the Calendar Server 6
host from which data needs to be
migrated. The format is server: port.

Logs information about the
migration status.

Local input file for batch operation.
Each line contains the email
address for an account.

Use SSL when making client
connections.

Base URL in LDAP. All users under
the URL are migrated.

User search filter in LDAP. Default
is
obj ect cl ass=i csCal endar User

Start date for events and tasks to be
migrated. The format of this value is
yyyymmddThhmmssZ. This value is
in Zulu time. (The T is a separator
between the day and time.)

Captures trace information and
details regarding the migration.

Log tag to use to check status. This
is the path to the master log file that
is output when the migration
command is executed.

Usage of davadni n ni grati on.
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Required

Required unless
batch mode is used
and account
information
provided in files, or
| dapfilter used.

Required unless
information is
provided in
clifile.

Required unless
information is
provided in
clifile.

Optional. Defaults
to the Calendar
Server 71 og
directory.

Optional if using the
- a option for single
user migration, or
an LDAP base URL
is provided by using
the - B option.

Optional.

Required if - a or
- f options are not
specified.

Optional.

Optional.

Optional. Useful if
migration fails but
produces a large

amount of output.

Required for status
check.

Optional.
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For more information, see Migration Logging.

The cli fil e thatis provided through the - F option can be used to provide entries for

m gr ati onadni nuser, m gr ati onadni npasswor d (prior to Calendar Server 7 Update 2), and

nmi grati onserver port . Note that the long option for - x is - - mi gr at i onadmi npasswor dpat h (prior
to Calendar Server 7 Update 2), a path to the password file, but the entry inthe cl i fil eis

m gr ati onadni npasswor d, because it is just a password.

migration Examples

® To perform a migration of user 1's calendar (prior to Calendar Server 7 Update 2):
davadm n migration -X cal master -x /adm n/cal naster_pwd -L
cs6host . exanpl e. com 8080 -a userl@xanple.com-u admn -W
/adm n/ appserver_pwd -s /admin/truststore -t /adm n/truststore_pwd

® To perform a migration of a list of users using the clifile for most of the input values (prior to
Calendar Server 7 Update 2):

.......................................................................................................................................................

davadm n migration -f /adm n/user_list -F /admin/mg_clifile

.......................................................................................................................................................

Where user_list contains:

user 1@xanpl e. com
user 2@xanpl e. com
user 300@xanpl e. com

andthem g_clifil e contains:

useri d=adni n

host name=l ocal host

port =8686

secure=/adm n/truststore

m grati onadm nuser =cal mast er

m grati onserver port=cs6host. exanpl e. com 8080

® To find the users to migrate based on an LDAP base URI and an LDAP filter (uid):

.......................................................................................................................................................

davadm n migration nmigrate -B "o=isp" -R "uid=c*" -X cal master -L
cs6host . exanpl e. com 8080 -u adnin

.......................................................................................................................................................

davadm n migration nmigrate -B "ou=peopl e, o=exanpl e. com o=i sp" -R
"obj ectcl ass=i cscal endaruser” -X cal master -L
cs6host . exanpl e. com 8080 -u adm n

passfile Operation

Oracle Communications Calendar Server 7.0.4 System Administrator's Guide 238



This argument is available starting in Calendar Server 7 Update 2 Patch 5.

When running the davadm n command, instead of having to enter passwords at the no-echo prompt,
you can supply passwords by using the passwor d file. The passwor d file is an encrypted "wallet,"
which holds all passwords that davadm n might use. The davadni n passfi |l e operation is used to
create, delete, or modify this passwor d file.

The davadm n passfil e command can be followed by by one of the following actions. The default
actionis|ist.

Actions for passfile Operation

Action  Description
cr eat e | Creates the passwor d file. If it already exists, modifies it.

del et e Deletes passwords in the passwor d file. For each password, you are asked if it should be
removed.

list Displays all passwords in the passwor d file.
nodi fy = Modifies passwords in the passwor d file.
The passfi | e command supports the following option.

Option for passfile Operation

Option Description Available
for
Following
Actions
-0 Run the passfi | e command in standalone mode when accessto create,
the Calendar Server is not needed. This is used when setting, del ete,
_ deleting, and listing the document store password and SSL list,
This ;
> passwords on the remote document store host. nmodi fy
option is
available
starting in
Calendar
Server 7
Update
3.

passfile Examples

® To modify the migration administrative password and add the document store password:
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# davadmi n passfile nodify
Enter the Password File password:

Do you want to set the app server adm n user password (y/n)? [n] n
Do you want to set the database password (y/n)? [n]

Do you want to set the nigration server user password (y/n)? [n] vy
Enter the migration server user password:

Reenter the mgration server user password:

Do you want to set the docunent store password (y/n)? [n] y

Enter the docunent store password:

Reenter the docunent store password:

Do you want to set the docunent store SSL passwords (y/n)? [n]

Set new val ue for store.docunent.password. A server restart is
required for this change to take effect.

® To remove the database administrative password:

# davadmi n passfile delete

Enter the Password File password:

Do you want to renobve the app server adm n user password (y/n)? [n]
Do you want to renove the database password (y/n)? [n] vy

Do you want to renove the migration server user password (y/n)? [n]

Do you want to renove the docunment store password (y/n)? [n]

Do you want to renove the document store SSL keystore password
(y/n)? [n]

Do you want to renove the docunent store SSL certificate password
(y/n)? [n]

®* To change the password for the remote document store on the remote host. This command must
be run on the remote host:

# davadnmi n passfile nodify -O
Enter the Password File password:

Do you want to set the docunent store password (y/n)? [n] y
Enter the docunent store password:

Reenter the docunent store password:

Do you want to set the docunent store SSL passwords (y/n)? [n]

® To list all of the passwords:
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# davadm n passfile |ist
Enter the Password File password:

The app server adm n user password: theadni npass
The migration server user password:

The dat abase password: thesqgl pass

The docunent store password: thedocstorepass

The docunent store SSL keystore password:
The docunent store SSL certificate password:

® To set the document store passwords used for SSL communications:

# davadnmi n passfile nodify -O
Enter the Password File password:

Do you want to set the docunent store password (y/n)? [n]

Do you want to set the docunent store SSL passwords (y/n)? [n] vy
Enter the docunent store SSL keystore password:
Reenter the docunent store SSL keystore password:

Enter the docunent store SSL certificate password:
Reenter the docunent store SSL certificate password:

vscan Operation

This argument is available starting in Calendar Server 7 Update 2.

The davadm n vscan command takes one action, scan, which is the default.

Actions for vscan Operation

Action Description

scan  Scans calendar data for viruses.

Options for vscan Operation
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Short Long Option
Option

-u --userid
adminuserid

- Ffile --clifile

- Hhost - - host nane

- p port --port

- s path --secure

-a account  --account

- N name - - nane

-Buri - - | dapbaseuri
- Rfilter --ldapfilter
- T time --starttine
-r --force

-h --hel p

vscan Examples

Description

The GlassFish Server administrator's user name. Required unless
you provide it through a CLI file by using the - F option, or you are
displaying usage by using the - h option.

File with bootstrap information that you use to specify command-line
options so that they don't have to be entered at the command line.
Each line in the bootstrap file is in the form pr opert y=val ue. For
possible properties see the Clifile Properties table. Required unless
all necessary information is provided on the command line or in the
davadm n. properties file.See Options Precedence for more
information on priority order of options, the cl i fi | e and the
davadmi n. properti es file. Apathtotheclifil e file can also be
specified by the DAVADM N_CLI FI LE environment variable.

Host name of the server. Optional, defaults to localhost.

GlassFish administration port (JMX connector port). The GlassFish
administration port can be found in the domain's domai n. xmi file or
in the Administration Console (Configuration->Admin
Service->system. Optional. Defaults to 8686.

Path to the truststore file used for a secure connection (HTTPS).
Optional. Required if GlassFish is running in secure mode.

The account information (email address) of the user to be scanned.
The name of the target backendID.
Base URI in LDAP.

User search filter in LDAP. Default is
(obj ect A ass=i csCal endar User) .

Scan data entered into the server after this time. Format:
yyyymmddThhmmsszZ"

Force delete any data found as a positive hit during the virus scan.
This overrides the davcor e. vi russcan. cl i virusacti on
variable. So with davcor e. virusscan. cl i vi rusacti on setto
empty string (no delete) viruses are listed in the scan log after a scan.
Then you can add a - r to the scan to delete offending data after
review, without needing to change the virus scan configuration
varaiables.

Help for that particular operation. Optional.

The davadm n vscan command operates through the GlassFish Server, and can thus operate on any
of the back ends configured with the specific Calendar Server. (There may very well only be one.)

® To list the back ends:

davadm n backend list -u adnmn

def aul t backend

i schedul ebackend
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Normally you would want to scan the "defaultbackend" since that is where calendar user's events and
attachements are stored.

® To scan the entire default back end:

davadm n vscan scan -u admn -n "defaul t backend"

® To scan a single user's data given their calendar server registered email address:

davadm n vscan scan -u admin -a joe.smth@xanpl e.com

® To use LDAP base and filter to specify one or more users to scan:

davadmi n vscan scan -u adnmin -n defaul tbackend -B "o=dav" -R
"ui d=cal user 12"

davadnm n vscan scan -u adnmin -n defaul tbackend -B "o=dav" -R
“(] (ui d=cal user 222) (ui d=cal user111))"

In this example, using just a uid filter might not be specific enough in the case of multiple domains.
Perhaps use | dapsear ch to test filters if needed.

® To scan data at or beyond February 14th, 2011, 1am Zulu:

davadm n vscan scan -u adm n -n defaul tbackend -T 20110214T010000Z

Specifying a - T only scans data at the specified time and later, and is a big time saver for ignoring older
data already scanned. Note that in the scan log, the time just before the scan began is printed at the end
of the run so it can be used with the - T option in the next scan if no new virus rules are relevant.

© Note

The davadm n vscan command uses the same virus scan configuration as online virus
scan, however it does not use the onl i neenabl e variable. Thus, you can run
command-line scans without needing to affect incoming data if desired.

Tool-Only Options

Two options, - V and - h, can be used without any operation specified. The - V option prints the version of
the command-line utility. The - h option prints the general usage.

Exit Code

The tool exits with exit code 0 on success and 1 on failure.

JConsole

The data and operations exposed by the MXBeans in the CalDAV server are accessible and modifiable
by using JConsole. All Admin Beans can be found under com sun. conms. davserver. admi nutil .

AdminAccountMXBean Operation
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Provides cr eat eAccount s, del et eAccount s, | i st Account s, nodi f yAccount s,
del et eCal Conponent s and fi xAccount Mai | operations.

AdminBackendMXBean Operation

Provides cr eat eBackend and get Backends operations.

AdminCalComponentMXBean Operation

Provides get Cal Conponent | nf o, get Cal Conponent s, del et eCal Conponent s,
i mport Cal Conponent s and export Cal Conponent s operations.

AdminCalendarMXBean Operation

Provides cr eat eCal col | ecti on, nodi fyCal Col | ecti on, del et eCal Col | ecti on and
get Cal Col | ect i ons operations.

AdminConfigMBean Operation

You use the get Conf i gPar amand set Conf i gPar amoperations to get and set configuration options.
The Al | Confi gPar ans operation provides a list of the configuration parameters. The value in JConsole
is displayed asa "j ava.l ang. String[]" array and double-clicking this field shows the individual

parameters. The get Conf i gPar anDescri pti on operation is used to get a detailed description of a
parameter.

AdminMigrationMXBean Operation

Provides checkSt at us and mi gr at e operations.

AdminMiscMXBean Operation

The version attribute of this MBean provides the server version.

AdminUtiIMXBean

This is the super class for all Admin...MXBeans. It provides the checkConnect i on operation.

Notes

If GlassFish is running in a secure mode, JConsole needs to be started with the t r ust st or epat h (
- Dj avax. net. ssl . trust St or e) and optionally t r ust st or epasswor d (
- Dj avax. net. ssl . trust St or ePasswor d) passed in.

Summary of davadmin Changes by Release

Topics in this section:

Changes in Calendar Server 7 Update 1
Changes in Calendar Server 7 Update 2
Changes in Calendar Server 7 Update 2 Patch 5
Changes in Calendar Server 7 Update 3
Changes in Calendar Server 7.0.4.14.0
Changes in Calendar Server 7.0.4.16.0
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Changes in Calendar Server 7 Update 1

® The cal resour ce operation has been renamed to cal conponent .
® The mi grati on operation has been added for migration of data from Calendar Server 6.3 to

Calendar Server 7.

The account operation has been added to enable listing, deletion, and properties modification of
user accounts.

The cal endar operation has been enhanced to enable setting of more calendar properties.

Changes in Calendar Server 7 Update 2

The davadm n command has been made more secure in Calendar Server 7 Update 2 by the
removal of the capability to "pass in" passwords by using a password file. All davadmi n
passwords must now be entered by typing in to a no-echo prompt.

The backend and vscan arguments have been added.

The dbhost property replaces the dbhost nane property.

The cr eat e, del conmponent s, and r epai r actions have been added to the account operation.
The confi g -1 option has been removed. Use confi g |i st now.

The -t option has been added to the davadm n db command.

The | i st and nodi f y actions have been added to the davadni n confi g command.

Changes in Calendar Server 7 Update 2 Patch 5

The davadm n command has also been updated to list calendars belonging to resource accounts
owned by a user.

To clear a resource's owner field, run the davadmi n account nodify -aresource -y

owner ="" command.

The r epai r operation has been enhanced to include the - moption, to repair the user's email
address after an email change, and the - o option, to update the owner lists of all accounts.

® Theli st operation displays managed calendars for an account.
® The davadmi n cal conponent i nport command enables the import to continue even if an

error occurs on an item being imported.

You can create a passwor d file for use with the davadni n command to store administrator
passwords for the GlassFish Server administrative user, the migration administrative user, and the
database user.

Changes in Calendar Server 7 Update 3

The passfil e opti on has been updated to accommodate setting a password on the local and
remote document store.

A new command, davadni n | dappool , has been added to support LDAP pools (which are
used in configuring external Directory Server authentication).

The davadm n account |i st command now displays a list of all users in the database and
their details.

Changes in Calendar Server 7.0.4.14.0

The - v option to davadmi n account |i st displays the details of each account at the same
time.

The davadni n account command takes subscri be and unsubscri be actions, so that a
Calendar Server administrator can subscribe or unsubscribe calendars for a user. The

subscri be and unsubscri be actions take either a single collection path on the command line,
specified by - ¢, or a set of collection paths in a file, specified by - C.

The davadm n config |ist - Mlists changed options only.
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® The davadmni n confi g - d option sets the value to the default when used with the nmodi fy
action. Additionally it lists the default value when used with the | i st action.
® The davadmi n account -y operation and davadm n -y cal endar operation take the

set - ace and r enpve- ace properties.

® The davadmi n db - s operation supplies the path to the t r ust St or e file that contains the SSL
certificate for secure communications with the remote document store.

® You can now set account properties with the new account operation option by using an input file
(- f option. In previous releases, the - f option used to only allow a user name per line. Now it
allows a user name followed by properties for that user.

® The davadmi n account upgr ade operation sets the next presence triggers for all existing
events in the future. You must run davadni n account upgr ade after upgrading from Calendar
Server 7 Update 3 or prior releases for existing future events to have their presence triggers set.

® The davadmi n db backup,|ist,andrest or e commands now require that you specify the
associated document store. You specify the document store by using the - A option, or the

docst or e option in the CLI file.

Changes in Calendar Server 7.0.4.16.0

® The - v option to the davadnmi n cal endar i st

calendars belonging to the user.

Deprecated Options

- a user command displays a summary for all

The following tables show the deprecated davadmi n options and in what release the option was

deprecated.

Deprecated Common Option

Short Option Long Option

- Wpassfile --passwordfile

Removed in
Calendar
Server 7
Update 2. You
are now
prompted to
enter the
administrative
password.

Deprecated Clifile Properties

Description

File containing
MySQL password
for db commands,
GlassFish
Administrator
password for all
other commands.

Required or Optional

Required unless you provide the
password by using the - F option
or by displaying usage by using
the -h option. If you don't provide
this information, you are
prompted for the password.
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Property Description

userid GlassFish Administrator user
ID.

password GlassFish Administrator
password.

dbpasswor d MySQL database user
_ -
nm grati onadni npassword The Calendar Server 6

administrative password.

Deprecated Option for config Operation

Short Option Long Description
Option
- --list Lists all configuration
options.

Deprecated Option for migration Operation

Short Option Long Option Description | Required

- X --m grationadm npasswor dpat h | Path to file Required
that contains  unless
the Calendar  information

Server 6 is provided
administrative  in
password. clifile.
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Chapter 30. Calendar Server 7 Configuration
Parameters

Calendar Server 7 Configuration Parameters

_aer-% oﬁ information for Calendar Server 7.0.4.15.0 and will not be updated
‘h‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

N,\O-QEE.\ etwork site at:

YA OTacle.com/technetwork/documentation/oracle-communications-185806. html

The following table lists the configuration parameters and descriptions for Calendar Server 7. Where
applicable, this table shows in which release a particular parameter was made available. See the
conf i g command for information on how to update or change configuration parameters.

© Note

The information on this page is generated automatically. Any changes made to this page
will be overwritten the next time the information is updated. If you would like to request a
change to this information, use the Comments feature. All comments will be considered.

Calendar Server 7 Configuration Parameters

Parameter Description

base.ldapinfo.cachesize Size of the LDAP Authentication cache.
Syntax: integer
Minimum: 1

Maximum: 1000000
Default: 1000

base.ldapinfo.cachettl Time to live (in seconds) of cached LDAP
Authentication info.
Syntax: integer
Unit: seconds
Minimum: 1
Maximum: Maximum int value
Default: 60

base.ldapinfo.dcroot Root of DC tree (Schema 1) or of the domain
and users tree (Schema 2) in Directory
Server
Syntax: string
Default: o=isp
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base.ldapinfo.defaultdomain

base.ldapinfo.domainattrs

base.ldapinfo.loginseparator

base.ldapinfo.schemalevel

base.ldapinfo.searchfilter

base.ldapinfo.serviceadmindn

base.ldapinfo.serviceadminsgroupdn

base.ldapinfo.userattrs

base.ldapinfo.authldap.binddn

base.ldapinfo.authldap.bindpassword

base.ldapinfo.authldap.ldaphost

Default domain
Syntax: string
Default: demo.example.com

Space separated list of LDAP attributes to
use when retrieving domain information.
Syntax: string

Default: icsStatus icsDomainNames
icsDomainAcl externalAuthPreUrlITemplate
externalAuthPostUrlTemplate
corpDirectoryUrl

Character(s) to be used as login separator
(between userid and domain)

Syntax: string

Default: @

Schema level
Syntax: integer
Minimum: 1
Maximum: 2
Default: 2

This is the search filter used to look up users
during authentication when one is not
specified in the inetDomainSearchFilter for
the domain. The syntax is the same as
inetDomainSearchFilter (see
Communications Suite Schema Reference).
Syntax: string

Default: (uid=%U)

DN of single admin in LDAP in absence of
admin group.

Syntax: string

Default:

DN of service admins group in LDAP
Syntax: string
Default:

Space separated list of LDAP attributes to
retrieve from user entries during the
authentication phase.

Syntax: string

Default: mail ismemberof

Distinguished Name to use when
authenticating.

Syntax: string

Default:

Password to use when authenticating.
Syntax: password
Default:

Space-delimited list of host names. Each host
name may include a trailing colon and port
number.

Syntax: string

Default: localhost:389
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base.ldapinfo.authldap.ldappoolrefreshinterval

base.ldapinfo.authldap.ldappoolsize

base.ldapinfo.authldap.ldapport

base.ldapinfo.authldap.ldaptimeout

base.ldapinfo.authldap.ldapusessl

base.ldapinfo.ugldap.binddn

base.ldapinfo.ugldap.bindpassword

base.ldapinfo.ugldap.ldaphost

base.ldapinfo.ugldap.ldappoolrefreshinterval

Length of elapsed time until the failover
directory server reverts back to the primary
directory server. If set to -1, don't refresh.
Syntax: integer

Unit: minutes

Minimum: 1

Maximum: 60

Default: 1

Maximum number of connections for this
pool.

Syntax: integer

Minimum: 1

Maximum: 100

Default: 10

Port number to which to connect. Ignored for
any host name which includes a colon and
port number.

Syntax: integer

Minimum: O

Maximum: 65535

Default: 389

Timeout for all LDAP operations.
Syntax: integer

Unit: seconds

Minimum: 1

Maximum: 3600

Default: 60

Use SSL to connect to the LDAP host.
Syntax: boolean
Default: false

Distinguished Name to use when
authenticating.

Syntax: string

Default:

Password to use when authenticating.
Syntax: password
Default:

Space-delimited list of host names. Each host
name may include a trailing colon and port
number.

Syntax: string

Default: localhost:389

Length of elapsed time until the failover
directory server reverts back to the primary
directory server. If set to -1, don't refresh.
Syntax: integer

Unit: minutes

Minimum: 1

Maximum: 60

Default: 1
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base.ldapinfo.ugldap.ldappoolsize

base.ldapinfo.ugldap.ldapport

base.ldapinfo.ugldap.ldaptimeout

base.ldapinfo.ugldap.ldapusessl

base.ldappool.*.binddn

base.ldappool.*.bindpassword

base.ldappool.*.Idaphost

base.ldappool.*.Idappoolrefreshinterval

base.ldappool.*.Idappoolsize

Maximum number of connections for this
pool.

Syntax: integer

Minimum: 1

Maximum: 100

Default: 10

Port number to which to connect. Ignored for
any host name which includes a colon and
port number.

Syntax: integer

Minimum: O

Maximum: 65535

Default: 389

Timeout for all LDAP operations.
Syntax: integer

Unit: seconds

Minimum: 1

Maximum: 3600

Default: 60

Use SSL to connect to the LDAP host.
Syntax: boolean
Default: false

Distinguished Name to use when
authenticating.

Syntax: string

Default:

Password to use when authenticating.
Syntax: password
Default:

Space-delimited list of host names. Each host
name may include a trailing colon and port
number.

Syntax: string

Default: localhost:389

Length of elapsed time until the failover
directory server reverts back to the primary
directory server. If set to -1, don't refresh.
Syntax: integer

Unit: minutes

Minimum: 1

Maximum: 60

Default: 1

Maximum number of connections for this
pool.

Syntax: integer

Minimum: 1

Maximum: 100

Default: 10
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base.ldappool.*.Idapport

base.ldappool.*.Idaptimeout

base.ldappool.*.Idapusessl

davcore.acl.aclcachesize

davcore.acl.aclcachettl

davcore.acl.appleprivateevent

davcore.acl.calendaranonymousall

davcore.acl.defaultcalendaracl

davcore.acl.defaultresourcecalendaracl

Port number to which to connect. Ignored for
any host name which includes a colon and
port number.

Syntax: integer

Minimum: O

Maximum: 65535

Default: 389

Timeout for all LDAP operations.
Syntax: integer

Unit: seconds

Minimum: 1

Maximum: 3600

Default: 60

Use SSL to connect to the LDAP host.
Syntax: boolean
Default: false

Maximum number of ACL entries kept in
cache. Entries are removed from the cache
only when this maximum is reached or when
any of the acl configuration parameter is
changed. Can be set to 0, indicating no
cache.

Syntax: integer

Minimum: O

Maximum: Maximum int value

Default: 1000

Maximum amount of time (in seconds) that
an ACL entry can be kept in cache.
Syntax: integer

Unit: seconds

Minimum: 1

Maximum: Maximum int value

Default: 60

Whether Apple Private/Confidential Events
extension support is on or off.

Syntax: boolean

Default: false

If true, map '@'(all) in calendar acls to
authenticated and unathenticated users. If
false, map '@'(all) in acl to just authenticated
users.

Syntax: boolean

Default: true

ACL to set when creating a new calendar
collection (using the WCAP format).
Syntax: string

Default:

ACL to set when creating a new calendar
collection for a resource (using the WCAP
format).

Syntax: string

Default: @:r
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davcore.acl.defaultresourceschedulingacl

davcore.acl.defaultschedulingacl

davcore.acl.schedulinganonymousall

davcore.attachment.enable

davcore.auth.cert.enable

davcore.auth.cert.fallback

davcore.autocreate.calattendantresourceflags

ACL for user permissions to be set when
creating a new calendar inbox collection for a
resource (using the WCAP format).

Syntax: string

Default: @:s

ACL for user permissions to be set when
creating a new calendar inbox collection
(using the WCAP format).

Syntax: string

Default: @:s

If true, map '@'(all) in scheduling acls to
authenticated and unathenticated users. If
false, map '@'(all) in acl to just authenticated
users.

Syntax: boolean

Default: true

Enable/Disable Attachments.
Syntax: boolean
Default: true

Enable Certificate-based client authentication
Syntax: boolean
Default: false

Fallback to username and password
authentication

Syntax: boolean

Default: true

Calendar attendant flags to set on resource
scheduling inbox. Default setting used on
autocreation.

This value can be altered by the presence of
the icsAutoAccept and icsDoubleBooking
attributes.

The value is a bitmask of the following: 0 - no
autoaccept, no booking conflict check, no
recurrence check on invitations.

1 - autoaccept invitations

2 - autodecline if invitation results in booking
conflict.

3 - autoaccept invitation and autodecline on
booking conflict.

4 - autodecline recurring meeting invitations.
5 - autoaccept invitations and autodecline
recurring meeting invitations.

6 - autodecline recurring invitations and
invitations that cause a booking conflict.

7 - autoaccept invitations, autodecline
recurring invitations and invitations that cause
a booking conflict.

Syntax: long

Minimum: O

Maximum: 7

Default: 3
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davcore.autocreate.calattendantuserflags

davcore.autocreate.calcomponents

davcore.autocreate.displaynameattr

davcore.autocreate.emailnotificationaddressattr

davcore.autocreate.enableautocreate

davcore.autocreate.enableemailnotification

Calendar attendant flags to set on users
scheduling inbox. Default setting used on
autocreation.

This value can be altered by the presence of
the icsAutoAccept and icsDoubleBooking
attributes.

The value is a bitmask of the following: 0 - no
autoaccept, no booking conflict check, no
recurrence check on invitations.

1 - autoaccept invitations

2 - autodecline if invitation results in booking
conflict.

3 - autoaccept invitation and autodecline on
booking conflict.

4 - autodecline recurring meeting invitations.
5 - autoaccept invitations and autodecline
recurring meeting invitations.

6 - autodecline recurring invitations and
invitations that cause a booking conflict.

7 - autoaccept invitations, autodecline
recurring invitations and invitations that cause
a booking conflict.

Syntax: long

Minimum: O

Maximum: 7

Default: O

Supported calendar components set for a
new user calendar on autocreation. Default
setting used on autocreation.

Syntax: string

Default: VEVENT VTODO VFREEBUSY

LDAP attribute, whose value is used to set
Display Name, during autocreation. Default
setting used on autocreation.

Syntax: string

Default: cn

LDAP attribute, whose value is used to set
Email Notification address, during
autocreation. Default setting used on
autocreation.

Syntax: string

Default: mail

Enable autocreate operation. Default setting
used on autocreation.

Syntax: boolean

Default: true

Enable email notification. Default setting used
on autocreation.

Syntax: boolean

Default: true
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davcore.autocreate.rescalcomponents

davcore.homeuri.*.backendid

davcore.homeuri.*.rank

davcore.homeuri.*.subjectdomain

davcore.homeuri.*.subjectfilter

Supported calendar components set for a
new resource calendar on autocreation.
Default setting used on autocreation.
Syntax: string

Default: VEVENT

Once it is determined that a uri matches the
pattern, this backendid template is used to
identify the backend hosting this resource.
The template can reference the $1, $2,...
variables saved during the pattern matching,
as well as references to LDAP attributes of
the subject matching the subjectfilter, using
the ${attrname} syntax or the
${attrname,defaultvalue} syntax. If this
parameter is not set, the
uriinfo.backendidtemplate is used.

Syntax: string

Default:

When multiple uri patterns are configured,
this value determines in which order those uri
patterns should be evaluated. A lower
number indicates that this pattern should be
evaluated first.

Syntax: integer

Minimum: O

Maximum: Maximum int value

Default: 1

Once it is determined that a uri matches the
pattern, this domain template is used to
identify the subject owning with this resource.
The template can reference the $1, $2,...
variables saved during the pattern matching.
For example, if the subjectdomain is set to
"$2", and using the uri in the uripattern
example, the domain of the subject will be
"example.com".

Can be empty indicating the default domain.
Syntax: string

Default: $2

Once it is determined that a uri matches the
pattern, this LDAP filter template is used to
identify the subject owning with this resource.
The template can reference the $1, $2,...
variables saved during the pattern matching.
For example, if the subjectfilter is set to
"(mail=$1@%$2)", and using the uri in the
uripattern example, the LDAP filter will
become "(mail=john@example.com)".

Can be empty, indicating that this namespace
is not associated with a particular subject.
Syntax: string

Default: (mail=$1@%2)
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davcore.homeuri.*.uripattern

davcore.ldapattr.commonname

davcore.ldapattr.corpdirectoryurl

davcore.ldapattr.davstore

davcore.ldapattr.defaultresourcetype

davcore.ldapattr.dngroupmember

davcore.ldapattr.externalauthposturltemplate

davcore.ldapattr.externalauthpreurltemplate

davcore.ldapattr.groupobject

Regex pattern to be matched by the uri.
This pattern can contain regex groups
(identified by () parenthesis) which will be
saved into $1, $2,...

The last regex group identifies the local path
if there is any.

For example, if the pattern is
"Nhome/([M+H)@([M]+)(N\z|/.*)", the uri
/home/john@example.com/calendar/ will
match that pattern. $1 will be set to the value
"john", $2 will be set to the value
"example.com" and the local path will be
"/calendar”.

Syntax: string

Default: ~home/([M]+)@ ([M]+)(Nz|/.*)

Common name attribute.
Syntax: string
Default: cn

LDAP attribute to locate a custom external
corporate directory for this domain.
Syntax: string

Default: corpDirectoryUrl

Logical backend id attribute.
Syntax: string
Default: davStore

Default CUTYPE value to use when the
resource typ LDAP attribute of a calendar
resource is not present.

Syntax: string

Default: ROOM

Attributes for members in an LDAP group.
Syntax: string
Default: uniquemember

LDAP attribute to use to determine whether
external authentication should do a post auth
lookup against this domain.

Syntax: string

Default: externalAuthPostUrITemplate

LDAP attribute to use to determine whether
external authentication should be used
against this domain.

Syntax: string

Default: externalAuthPreUrITemplate

Space separated list of Objectclass values
indicating an LDAP group.

Syntax: string

Default: groupofuniquenames groupofurls
inetmailgroup
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davcore.ldapattr.icsautoaccept

davcore.ldapattr.icsdoublebooking

davcore.ldapattr.icsstatus

davcore.ldapattr.malil

davcore.ldapattr.mailalternateaddress

davcore.ldapattr.mailgroupmember

davcore.ldapattr.memberattr

davcore.ldapattr.preferredlang

davcore.ldapattr.resourceobject

davcore.ldapattr.resourceowner

LDAP attribute to use to determine whether
autoaccept should be turned on.

The attribute value can be 1 (autoaccept) or 0
(no autoaccept).

It is used only during autocreate.

Syntax: string

Default: icsAutoAccept

LDAP attribute to use to determine whether
doublebooking is allowed.

The attribute value can be 1 (double booking
allowed) or 0 (ho double booking allowed).

It is used only during autocreate.

Syntax: string

Default: icsDoubleBooking

Calendar Service status attribute.
Syntax: string
Default: icsstatus

Mail attribute.
Syntax: string
Default: mail

Space separated list of alternate mail
attributes.

Syntax: string

Default: mailAlternateAddress

Attributes for members in an LDAP group.
Syntax: string
Default: mgrprfc822mailmember

LDAP attribute listing the groups the entry is
a member of.

Syntax: string

Default: ismemberof

Language attribute.
Syntax: string
Default: preferredLanguage

Space separated list of Objectclass values
indicating an LDAP resource.

Syntax: string

Default: icsCalendarResource

LDAP attribute to use to determine the owner
of a calendar resource (e.g. conference
room).

The attribute value must be a DN.

It is used only during autocreate.

Syntax: string

Default: owner
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davcore.ldapattr.resourcetype

davcore.ldapattr.uid

davcore.ldapattr.urlgroupmember

davcore.ldapattr.userobject

davcore.otheruri.*.backendid

davcore.otheruri.*.rank

LDAP attribute to use to determine the
CUTYPE (ROOM versus RESOURCE) of a
calendar resource.

The CUTYPE of users and groups is not
based on this attribute.

The attribute value can take the following
values:

* location and room are mapped to a
CUTYPE of ROOM.

* thing and resource are mapped to a
CUTYPE of RESOURCE.

* other values are mapped to RESOURCE.
Syntax: string

Default: kind

User ID attribute.
Syntax: string
Default: uid

Attributes for members in an LDAP group.
Syntax: string
Default: memberurl

Space separated list of Objectclass values
indicating a calendar user.

Syntax: string

Default:

Once it is determined that a uri matches the
pattern, this backendid template is used to
identify the backend hosting this resource.
The template can reference the $1, $2,...
variables saved during the pattern matching,
as well as references to LDAP attributes of
the subject matching the subjectfilter, using
the ${attrname} syntax or the
${attrname,defaultvalue} syntax. If this
parameter is not set, the
uriinfo.backendidtemplate is used.

Syntax: string

Default:

When multiple uri patterns are configured,
this value determines in which order those uri
patterns should be evaluated. A lower
number indicates that this pattern should be
evaluated first.

Syntax: integer

Minimum: O

Maximum: Maximum int value

Default: 1
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davcore.otheruri.*.subjectdomain

davcore.otheruri.*.subjectfilter

davcore.otheruri.*.uripattern

davcore.presence.advancepresencetriggerinterval

davcore.presence.enable

Once it is determined that a uri matches the
pattern, this domain template is used to
identify the subject owning with this resource.
The template can reference the $1, $2,...
variables saved during the pattern matching.
For example, if the subjectdomain is set to
"$2", and using the uri in the uripattern
example, the domain of the subject will be
"example.com".

Can be empty indicating the default domain.
Syntax: string

Default: $2

Once it is determined that a uri matches the
pattern, this LDAP filter template is used to
identify the subject owning with this resource.
The template can reference the $1, $2,...
variables saved during the pattern matching.
For example, if the subjectfilter is set to
"(mail=$1@%$2)", and using the uri in the
uripattern example, the LDAP filter will
become "(mail=john@example.com)".

Can be empty, indicating that this namespace
is not associated with a particular subject.
Syntax: string

Default: (mail=$1@%2)

Regex pattern to be matched by the uri.
This pattern can contain regex groups
(identified by () parenthesis) which will be
saved into $1, $2,...

The last regex group identifies the local path
if there is any.

For example, if the pattern is
"Mhome/([M+)@(M]+)(N\z)/.*)", the uri
/home/john@example.com/calendar/ will
match that pattern. $1 will be set to the value
"john", $2 will be set to the value
"example.com" and the local path will be
"/calendar".

Syntax: string

Default: ~/home/([M]+H)@(M]+)(N\z]/.*)

Specifies the number of seconds in advance
to trigger for presence update. That is, how
long before event start/end is the publication
made. Changes to this value will NOT affect
existing event triggers.

Syntax: long

Unit: seconds

Minimum: O

Maximum: Maximum long value

Default: 0

Enable/Disable Presence info publication.
Syntax: boolean
Default: true
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davcore.principalsuri.*.backendid Once it is determined that a uri matches the
pattern, this backendid template is used to
identify the backend hosting this resource.
The template can reference the $1, $2,...
variables saved during the pattern matching,
as well as references to LDAP attributes of
the subject matching the subjectfilter, using
the ${attrname} syntax or the
${attrname,defaultvalue} syntax. If this
parameter is not set, the
uriinfo.backendidtemplate is used.
Syntax: string
Default:

davcore.principalsuri.*.rank When multiple uri patterns are configured,
this value determines in which order those uri
patterns should be evaluated. A lower
number indicates that this pattern should be
evaluated first.
Syntax: integer
Minimum: O
Maximum: Maximum int value
Default: 1

davcore.principalsuri.*.subjectdomain Once it is determined that a uri matches the
pattern, this domain template is used to
identify the subject owning with this resource.
The template can reference the $1, $2,...
variables saved during the pattern matching.
For example, if the subjectdomain is set to
"$2", and using the uri in the uripattern
example, the domain of the subject will be
"example.com".
Can be empty indicating the default domain.
Syntax: string
Default: $2

davcore.principalsuri.*.subjectfilter Once it is determined that a uri matches the
pattern, this LDAP filter template is used to
identify the subject owning with this resource.
The template can reference the $1, $2,...
variables saved during the pattern matching.
For example, if the subjectfilter is set to
"(mail=$1@%$2)", and using the uri in the
uripattern example, the LDAP filter will
become "(mail=john@example.com)".
Can be empty, indicating that this namespace
is not associated with a particular subject.
Syntax: string
Default: (mail=$1@%$2)
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davcore.principalsuri.*.uripattern

davcore.reverseuri.*.backendid

davcore.reverseuri.*.uritemplate

davcore.scheduling.allowownerdoublebooking

davcore.scheduling.calendarinboxexpirytime

davcore.scheduling.calendaroutboxexpirytime

Regex pattern to be matched by the uri.
This pattern can contain regex groups
(identified by () parenthesis) which will be
saved into $1, $2,...

The last regex group identifies the local path
if there is any.

For example, if the pattern is
"Nhome/([M+H)@([M]+)(N\z|/.*)", the uri
/home/john@example.com/calendar/ will
match that pattern. $1 will be set to the value
"john", $2 will be set to the value
"example.com" and the local path will be
"/calendar”.

Syntax: string

Default: ~home/([M]+)@ ([M]+)(Nz|/.*)

Backend id on which to apply this reverse
mapping. There should be only one mapping
per backend.

Syntax: string

Default:

Canonical form of the URI prefix for this
backend.

This template should have a corresponding
uripattern. It should not end with a slash.
The template can reference LDAP attributes
of the subject, using the ${attrname} syntax
or the ${attrname,defaultvalue} syntax. The
${domain} syntax can be used to reference
the domain of the subject.

If no template is defined for a given backend,
the uriinfo.defaulthomeuritemplate config
parameter is used.

Syntax: string

Default:

If set, owners of resource calendars can
doublebook even if the resource account
prevents doublebooking.

Syntax: boolean

Default: false

Specifies the number of seconds after which
the resources in calendar-inbox will be
deleted.

Syntax: long

Unit: seconds

Minimum: O

Maximum: Maximum long value

Default: 2592000

Specifies the number of seconds after which
the resources in calendar-outbox will be
deleted.

Syntax: long

Unit: seconds

Minimum: O

Maximum: Maximum long value

Default: 604800
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davcore.scheduling.includememberinattendee

davcore.scheduling.ischedulebackendid

davcore.scheduling.itiptransmittablexprops

davcore.scheduling.localuserattr

davcore.scheduling.maxattendeesforrefresh

davcore.scheduling.maxbookingwindow

If set, scheduling messages would include
the MEMBER=group attribute in the
ATTENDEE property where group is the
LDAP group which this attendee is a member
of. The default is set to false in order to
accommodate compatibility with Leopard
Apple iCal.

Syntax: boolean

Default: false

iSchedule Backend identifier. If not set,
incoming iSchedule requests are disabled.
Syntax: string

Default:

Space separated list of iCalendar X-
properties that are transmittable via iTIP.
All other X- properties are not transmitted
between organizer and attendees.

Syntax: string

Default: X-S10C-OWNER-APPT-ID
X-S10C-TZID
X-S10C-OUTLOOK-SENDER-EMAIL
X-S10C-OUTLOOK-SENDER-CN
X-S10C-OUTLOOK-ACCEPTED-BY-NAME
X-S10C-OUTLOOK-EVENT-REPLY-TIME

Local Dav server identifier attribute in LDAP.
If not set, all users found in LDAP are
considered local. For deployments with
multiple servers, that can only partially
interoperate, this option must be set to a valid
LDAP attribute. (For example: davStore).
Then, users with a valid value for that
attribute in LDAP, are considered local.
Others are considered remote. Make sure the
same attribute is added to
davcore.uriinfo.subjectattributes values.
Syntax: string

Default:

Above this limit of attendees, attendee's reply
are only sent to the Organizer and are no
longer propagated to the other attendees.
Syntax: long

Minimum: O

Maximum: Maximum long value

Default: 50

Specifies the number of days calendars that
donnot allow doublebooking can be booked
in advance. A valid range is [0, 2G].

Syntax: integer

Unit: days

Minimum: 1

Maximum: Maximum int value - 1

Default: 365
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davcore.scheduling.maxretry

davcore.scheduling.minbookingwindow

davcore.scheduling.rejectinactiverecipients

davcore.scheduling.retryinterval

davcore.scheduling.schedulinglogdfilter

davcore.scheduling.synchronousdelivery

davcore.serverdefaults.exportconfigdir

Specifies maximum number of attempts to
deliver a scheduling message (e.g. SMTP
Server or remote iSchedule is temporary
down).

Syntax: integer

Minimum: O

Maximum: 999

Default: 24

Specifies the start of a booking window in
days from the time of scheduling that a
calendar can be booked in advance. A valid
range is [0, 2G]. A negative integer value
indicates min booking window will not be
honored during the free busy check.
Syntax: integer

Unit: days

Minimum: -1

Maximum: Maximum int value - 1
Default: -1

When set to true, recipients of scheduling
messages who have their icsStatus set to
inactive will be treated as unknown
recipients. Otherwise, those recipients will be
treated as iMIP recipients.

Syntax: boolean

Default: false

Specifies the number of seconds to wait
between two attempts to deliver a scheduling
message (e.g. SMTP Server or remote
iSchedule is temporary down).

Syntax: long

Unit: seconds

Minimum: O

Maximum: Maximum long value

Default: 3600

Space separated list of specific user email
addresses. Logging is done at a more
detailed level for any user in this list who is
the organizer or an attendee of an event used
for scheduling.

Syntax: string

Default:

If set, scheduling messages (invitations,
replies, cancel,...) will be delivered
synchronously on submit. This option should
not be set under normal circumstances.
Syntax: boolean

Default: false

Directory path for export XSL transformation
files.

Syntax: filepath

Default: config/export
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davcore.serverdefaults.importconfigdir

davcore.serverdefaults.jsonprefix

davcore.serverdefaults.tzid

davcore.serverlimits.httpconnecttimeout

davcore.serverlimits.httpsockettimeout

davcore.serverlimits.maxaddressbookcontentlength

davcore.serverlimits.maxattendeesperinstance

davcore.serverlimits.maxcalendarcontentlength

davcore.serverlimits.maxcontentlength

Directory path for import properties and
translation files.

Syntax: filepath

Default: config/import

Default prefix to append to all JISON output.
Syntax: string
Default: {}&&

Default TZID to return when a calendar
collection does not have one explicity set.
Syntax: string

Default:

HTTP connection timeout value(in
milliseconds), when connecting to another
server

Syntax: integer

Minimum: 500

Maximum: 100000

Default: 5000

HTTP Socket timeout value(in milliseconds),
when connecting to another server, and
waiting for data

Syntax: integer

Minimum: 500

Maximum: 100000

Default: 5000

Maximum size of an addressbook resource.
Syntax: long

Unit: bytes

Minimum: O

Maximum: Maximum long value

Default: 20000000

Maximum number of ATTENDEE properties
in any instance of a calendar object resource
stored in a calendar collection.

Syntax: long

Minimum: O

Maximum: Maximum long value

Default: 1000

Maximum size of a calendar resource.
Syntax: long

Unit: bytes

Minimum: O

Maximum: Maximum long value
Default: 20000000

Maximum size of a resource. Might be
overwritten for certain types of content (e.qg.
text/calendar).

Syntax: long

Unit: bytes

Minimum: O

Maximum: Maximum long value

Default: 20000000
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davcore.serverlimits.maxgroupexpansion Maximum nested level of group expansion
Syntax: integer
Minimum: O
Maximum: -1
Default: 3

davcore.serverlimits.maxhttpredirects Maximum number of HTTP Redirects to
follow, when connecting to another server
Syntax: integer
Minimum: O
Maximum: 10
Default: 3

davcore.serverlimits.maxischedulecontentlength Maximum size when POSTING ischedule
reqguests. This affects iSchedule freebusy and
scheduling requests.
Syntax: long
Unit: bytes
Minimum: O
Maximum: Maximum long value
Default: 20000000

davcore.serverlimits.maxmigrationthreads Maximum number of threads to create when
running migration.
Syntax: integer
Minimum: 1
Maximum: 20
Default: 2

davcore.serverlimits.maxnumberofresourcesincollection  Maximum number of resources allowed in a
collection.
A value of -1 means no limit.
Syntax: long
Unit: bytes
Minimum: -1
Maximum: Maximum long value
Default: 10000

davcore.serverlimits.maxresults Maximum number of resources returned by a
single fetch operation (WebDAV PROPFIND,
CalDAV Reports, WCAP fetch or export,
etc...).
A value of 0 means no limit.
Admins are not affected by this limit.
Syntax: integer
Minimum: O
Maximum: Maximum int value
Default: 10000

davcore.serverlimits.maxsearchtimerange Maximum bounded search range in days.
Syntax: long
Unit: days
Minimum: O
Maximum: 366000
Default: 3660
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davcore.serverlimits.maxuploadcontentlength

davcore.serverlimits.migrationtimeout

davcore.serverlimits.minsearchcharacters

davcore.serverlimits.templockretry

davcore.serverlimits.templocktimeout

davcore.serverlimits.templockusebackend

davcore.uriinfo.backendidtemplate

Maximum size when uploading data. This
affects operations that let you create multiple
resources in one request (e.g. import). It does
not affect regular PUT.

Syntax: long

Unit: bytes

Minimum: O

Maximum: Maximum long value

Default: 20000000

Maximum number of hours to wait before
terminating a migration.

Syntax: integer

Minimum: 1

Maximum: 100

Default: 8

Minimum number of characters allowed in a
text filter search.

Syntax: integer

Minimum: O

Maximum: 256

Default: 3

Maximum number of attemps to acquire a
temporary lock when doing write operations.
Syntax: integer

Minimum: 1

Maximum: Maximum int value

Default: 20

Maximum amount of time to wait for a
temporary lock when doing write operations.
Syntax: integer

Unit: seconds

Minimum: 1

Maximum: Maximum int value

Default: 60

If true, temporary lock are ensured at the
backend level instead of staying local to a
server instance.

Syntax: boolean

Default: false

The backendid template is used to identify
the backend hosting the home of a given
subject.

The template can reference LDAP attributes
of the subject, using the ${attrname} syntax
or the ${attrname,defaultvalue} syntax.
Syntax: string

Default: ${davStore,defaultbackend}
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davcore.uriinfo.defaultdavuriprefix

davcore.uriinfo.defaulthomeuritemplate

davcore.uriinfo.defaultprincipaluritemplate

davcore.uriinfo.defaultresturiprefix

davcore.uriinfo.directoryrootcollection

davcore.uriinfo.emailsearchfiltertemplate

Canonical form of DAV URI prefix for
WebDAYV based protocols.

This prefix corresponds to one of the the
DavServlet specific path (e.g. /dav) as
defined in web.xml.

It should not end with a slash.

Syntax: string

Default: /dav

Canonical form of a subject home URI prefix.
This template should have a corresponding
uripattern. It should not end with a slash

The template can reference LDAP attributes
of the subject, using the ${attrname} syntax
or the ${attrname,defaultvalue} syntax. The
${domain} syntax can be used to reference
the domain of the subject.

Syntax: string

Default: /home/${mail}

Canonical form of a subject principal URI
prefix.

This template should have a corresponding
uripattern. It should not end with a slash.
The template can reference LDAP attributes
of the subject, using the ${attrname} syntax
or the ${attrname,defaultvalue} syntax. The
${domain} syntax can be used to reference
the domain of the subject.

Syntax: string

Default: /principals/${mail}

Canonical form of REST URI prefix for
WebDAYV based protocols.

This prefix corresponds to one of the
RESTfulServlet specific path as defined in
web.xml.

It should not end with a slash.

Syntax: string

Default: /rest

Defines the root collection of all directory
collections. (without any prefix).

Syntax: string

Default: /directory/

LDAP Filter used when searching a subject
by email address.

The %s token will be replaced by the email
value to search.

Syntax: string

Default:
|(mail=%s)(mailalternateaddress=%s)
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davcore.uriinfo.fulluriprefix

davcore.uriinfo.ldapcachesize

davcore.uriinfo.ldapcachettl

davcore.uriinfo.permanentuniqueid

davcore.uriinfo.principalsrootcollection

Full url prefix to use wherever a full url is
required. It should not end with a slash.

This prefix is used, among other things to
construct attachment urls embedded in
calendar resources.

Modifying this parameter won't change full
urls in already existing calendar resources.
If sslis used, the hostname part of this prefix
should match the host name associated with
the certificate.

Syntax: string

Default: http://localhost

Maximum number of subjects (LDAP users,
resources and groups) kept in cache when
mapping URIs and subjects. Entries are
removed from the cache only when this
maximum is reached or when any of the
uriinfo configuration parameter is changed.
Can be set to 0, indicating no cache.
Syntax: integer

Minimum: O

Maximum: Maximum int value

Default: 1000

Maximum time (in seconds) that subjects
(LDAP users, resources and groups) are kept
in cache when mapping URIs and subjects.
Syntax: integer

Unit: seconds

Minimum: 1

Maximum: Maximum int value

Default: 60

Name of an LDAP attribute present in the
LDAP entry of all subjects (users, groups,
resources,...) and defining a permanent and
unique identifier for each subject.

The attribute value is used internally to do the
mapping between the subject LDAP entry
and its repository. As such, it should remain
constant for the lifetime of the subject LDAP
entry and it should be unique (at least within
the subject domain).

II'WARNING ! Changing this configuration
parameter will result in data loss once users
repository have been created.

Syntax: string

Default: davuniqueid

Defines the root collection of all principals in
their canonical form. (without any prefix). This
parameter is used to return the WebDAV
DAV:principal-collection-set property.

Syntax: string

Default: /principals/
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http://localhost

davcore.uriinfo.subjectattributes

davcore.uriinfo.subjectsearchfilter

davcore.uriinfo.subjectsearchfilterminimum

davcore.uriinfo.uricachesize

davcore.uriinfo.uricachettl

davcore.uriinfo.useldapproxyauth

davcore.virusscan.auth

davcore.virusscan.clivirusaction

Space separated list of LDAP attribute names
to retrieve when doing a search for users,
group or resources.

Syntax: string

Default: cn davstore icsstatus mail
mailalternateaddress nsuniqueid owner
preferredlanguage uid objectclass
ismemberof uniguemember memberurl
mgrprfc822mailmember kind

LDAP Filter used when a user is searching
for other users.

The %s token will be replaced by the search
string.

Syntax: string

Default: (J(uid=%s*)(cn=*%s*)(mail=*%s*))

The mimimum number of characters allowed
for the search string.

Syntax: integer

Minimum: -2147483648

Maximum: Maximum int value

Default: 3

Maximum number of resolved uris kept in
cache. Entries are removed from the cache
only when this maximum is reached or when
any of the uriinfo configuration parameter is
changed. Can be set to 0, indicating no
cache.

Syntax: integer

Minimum: O

Maximum: Maximum int value

Default: 10000

Maximum time (in seconds) that resolved uris
are kept in cache.

Syntax: integer

Unit: seconds

Minimum: 1

Maximum: Maximum int value

Default: 60

If true, use proxy authorization for any LDAP
search on behalf of a user. If false, use
administrator credentials for all LDAP
searches.

Syntax: boolean

Default: true

The virus scan connection should use
user/passwd authorization (true/false).
Syntax: boolean

Default: false

Action to be performed when a virus is
detected during command line operation.
Value is empty or delete.

Syntax: string

Default:
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davcore.virusscan.debug

davcore.virusscan.emailaddress

davcore.virusscan.host

davcore.virusscan.onlineenable

davcore.virusscan.onlinefailureaction

davcore.virusscan.onlinevirusaction

davcore.virusscan.pass

davcore.virusscan.port

davcore.virusscan.starttls

davcore.virusscan.timeout

davcore.virusscan.user

davcore.virusscan.usessl

The virus scan smtp connection should use
debug (true/false).

Syntax: boolean

Default: false

Email Recipient Address which the MTA is
configured to use to trigger a custom virus
scan. (Requires mta configuration).
Syntax: string

Default:

Host of the MTA configured to accept virus
scans.

Syntax: string

Default:

Enable/Disable Online Virus Scan.
Syntax: boolean
Default: false

Action to be performed when virus service
fails during an online submission. Value is
empty or reject.

Syntax: string

Default:

Action to be performed when a virus is
detected during an online submission. Value
is empty or reject.

Syntax: string

Default:

The smtp authorization password for the
smtp virus scan connection.

Syntax: password

Default:

Host Port of the MTA configured to accept
virus scans.

Syntax: string

Default: 25

The virus scan connection should use starttls
(true/false).

Syntax: boolean

Default: false

Timeout value (in milliseconds) for the
connection to the mta during a virus scan
operation.

Syntax: string

Default: 10000

The smtp authorization user for the smtp
virus scan connection.

Syntax: string

Default:

The virus scan connection should use ssl
(true/false).

Syntax: boolean

Default: false
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log.dav.commands.logdateformat

log.dav.commands.logdir

log.dav.commands.loglevel

log.dav.commands.logtoparent

log.dav.commands.maxlogfiles

log.dav.commands.maxlogfilesize

log.dav.errors.logdateformat

log.dav.errors.logdir

log.dav.errors.loglevel

log.dav.errors.logtoparent

Specify the date format pattern for the log.
Syntax: logdateformat
Default: yyyy-MM-dd'T'"HH:mm:ss.SSSZ

Directory path for log files
Syntax: filepath
Default: logs

Specify the log level.

Valid levels are OFF (no information is
logged), SEVERE, WARNING, INFO,
CONFIG, FINE, FINER, FINEST, ALL (all
information is logged).

The FINEST and ALL levels produce a large
amount of data.

Syntax: loglevel

Default: INFO

Flag to enable logging to the Application
Server log file, in addition to the davserver
logs.

Syntax: boolean

Default: false

Maximum number of log files
Syntax: integer

Minimum: 1

Maximum: 100

Default: 10

Maximum size of each log file
Syntax: integer

Unit: bytes

Minimum: 2097152
Maximum: Maximum int value
Default: 2097152

Specify the date format pattern for the log.
Syntax: logdateformat
Default: yyyy-MM-dd'T'HH:mm:ss.SSSZ

Directory path for log files
Syntax: filepath
Default: logs

Specify the log level.

Valid levels are OFF (no information is
logged), SEVERE, WARNING, INFO,
CONFIG, FINE, FINER, FINEST, ALL (all
information is logged).

The FINEST and ALL levels produce a large
amount of data.

Syntax: loglevel

Default: INFO

Flag to enable logging to the Application
Server log file, in addition to the davserver
logs.

Syntax: boolean

Default: false
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log.dav.errors.maxlogfiles

log.dav.errors.maxlogfilesize

log.dav.scan.logdateformat

log.dav.scan.logdir

log.dav.scan.loglevel

log.dav.scan.logtoparent

log.dav.scan.maxlogfiles

log.dav.scan.maxlogfilesize

log.dav.scheduling.logdateformat

log.dav.scheduling.logdir

Maximum number of log files
Syntax: integer

Minimum: 1

Maximum: 100

Default: 10

Maximum size of each log file
Syntax: integer

Unit: bytes

Minimum: 2097152
Maximum: Maximum int value
Default: 2097152

Specify the date format pattern for the log.
Syntax: logdateformat
Default: yyyy-MM-dd'T'"HH:mm:ss.SSSZ

Directory path for log files
Syntax: filepath
Default: logs

Specify the log level.

Valid levels are OFF (no information is
logged), SEVERE, WARNING, INFO,
CONFIG, FINE, FINER, FINEST, ALL (all
information is logged).

The FINEST and ALL levels produce a large
amount of data.

Syntax: loglevel

Default: INFO

Flag to enable logging to the Application
Server log file, in addition to the davserver
logs.

Syntax: boolean

Default: false

Maximum number of log files
Syntax: integer

Minimum: 1

Maximum: 100

Default: 10

Maximum size of each log file
Syntax: integer

Unit: bytes

Minimum: 2097152
Maximum: Maximum int value
Default: 2097152

Specify the date format pattern for the log.
Syntax: logdateformat
Default: yyyy-MM-dd'T'"HH:mm:ss.SSSZ

Directory path for log files
Syntax: filepath
Default: logs
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log.dav.scheduling.loglevel

log.dav.scheduling.logtoparent

log.dav.scheduling.maxlogfiles

log.dav.scheduling.maxlogfilesize

log.dav.telemetry.logdateformat

log.dav.telemetry.logdir

log.dav.telemetry.loglevel

log.dav.telemetry.logtoparent

log.dav.telemetry.maxlogfiles

Specify the log level.

Valid levels are OFF (no information is
logged), SEVERE, WARNING, INFO,
CONFIG, FINE, FINER, FINEST, ALL (all
information is logged).

The FINEST and ALL levels produce a large
amount of data.

Syntax: loglevel

Default: INFO

Flag to enable logging to the Application
Server log file, in addition to the davserver
logs.

Syntax: boolean

Default: false

Maximum number of log files
Syntax: integer

Minimum: 1

Maximum: 100

Default: 10

Maximum size of each log file
Syntax: integer

Unit: bytes

Minimum: 2097152
Maximum: Maximum int value
Default: 2097152

Specify the date format pattern for the log.
Syntax: logdateformat
Default: yyyy-MM-dd'T'HH:mm:ss.SSSZ

Directory path for log files
Syntax: filepath
Default: logs

Specify the log level.

Valid levels are OFF (no information is
logged), SEVERE, WARNING, INFO,
CONFIG, FINE, FINER, FINEST, ALL (all
information is logged).

The FINEST and ALL levels produce a large
amount of data.

Syntax: loglevel

Default: INFO

Flag to enable logging to the Application
Server log file, in addition to the davserver
logs.

Syntax: boolean

Default: false

Maximum number of log files
Syntax: integer

Minimum: 1

Maximum: 100

Default: 10
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log.dav.telemetry.maxlogdfilesize

notification.dav.configdir

notification.dav.dateformat

notification.dav.enableemailnotif

notification.dav.enableimip

notification.dav.enableimipemailnotif

notification.dav.enablejmsnotif

notification.dav.maxpayload

notification.dav.smtpauth

notification.dav.smtpdebug

notification.dav.smtphost

notification.dav.smtppassword

notification.dav.smtpport

Maximum size of each log file
Syntax: integer

Unit: bytes

Minimum: 2097152
Maximum: Maximum int value
Default: 2097152

Directory path for notification configuration
files or format files

Syntax: filepath

Default: config/templates

Specify the date format pattern for
notification. For example, "EEE MMMMM dd,
yyyy"

Syntax: dateformat

Default: EEE MMMMM dd, yyyy

Enable server-wide email notification
Syntax: boolean
Default: true

Enable server-wide iMIP scheduling
Syntax: boolean
Default: true

Enable server-wide scheduling email
notification that contain iMIP data
Syntax: boolean

Default: false

Enable server-wide JMS notification
Syntax: boolean
Default: true

Maximum payload size in bytes
Syntax: integer

Minimum: -2147483648
Maximum: Maximum int value
Default: 20000000

SMTP-AUTH access control mechanism flag
Syntax: string
Default: false

SMTP debug flag
Syntax: string
Default: false

SMTP host
Syntax: string
Default:

SMTP password
Syntax: password
Default:

SMTP port
Syntax: string
Default: 25
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notification.dav.smtpstarttls

notification.dav.smtpuser

notification.dav.smtpusessl|

notification.dav.timeformat

notification.dav.timezoneformat

service.dav.blacklist

service.dav.ischedulewnhitelist

service.dav.propfinddavheadervalue

SMTP start tls flag
Syntax: string
Default: true

SMTP user
Syntax: string
Default: user

SMTP use SSL flag
Syntax: string
Default: false

Specify the time format pattern for
notification. Use 'a' for AM/PM marker. For
example, 'hh:mm:ss aaa'.

Syntax: timeformat

Default: hh:mm:ss aaa

Specify the timezone format pattern for
notification. Use 'z' for general timezone, or
'Z' for RFC822 timezone.

Syntax: timezoneformat

Default: z

List of DAV clients to be denied of service,
expressed as a space separated list of
regular expressions. Any client whose
User-Agent HTTP header contains any of the
regex will be denied access.

Syntax: string

Default:

List of hosts that are allowed to send
iScheduling POST requests. Space
separated list of single host ip addresses
and/or Classless Inter-Domain Routing
(CIDR) entries. A CIDR entry is a base ip
address followed by a number indicating how
many upper bits to mask. For example,
10.20.30.0/24 will match all addresses in the
range 10.20.30.0 - 10.20.30.255. If the entry
is 0.0.0.0/0, all requests are allowed. If the list
is empty, all requests are denied, except for
those from "localhost".

Syntax: string

Default:

Value of the HTTP Dav header value to
return in all PROPFIND responses.

Syntax: string

Default: 1, 3, access-control, calendar-proxy,
calendarserver-principal-property-search,
calendar-access, calendar-auto-schedule,
addressbook
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service.dav.telemetry filter

service.dav.telemetry.forcetelemetry

service.wcap.blacklist

service.wcap.maxsessions

service.wcap.sessiontimeout

store.corpdir.defaultcorpdirectoryurl

store.corpdir.enablecorpdir

Space separated list of request URI that a
particular request should match (start with) to
be logged by telemetry (e.g.
"/dav/homel/jsmith/calendar/
/dav/home/jdoe/calendar/").

Syntax: string

Default:

Force telemetry for all users. Warning: this
generates a lot of data and should not be
used on a production system.

Syntax: boolean

Default: false

List of WCAP clients to be denied of service,
expressed as a space separated list of
regular expressions. Any client whose
User-Agent HTTP header contains any of the
regex will be denied access.

Syntax: string

Default:

Maximum number of WCAP session IDs
stored in the sessions cache. Entries are
removed from the cache only when this
maximum is reached, or when a logout
command is executed against the sessionid,
or the entry has been in the cache for as long
as the session timeout allows.

Syntax: integer

Minimum: O

Maximum: Maximum int value

Default: 20000

Number of seconds before expiring a
session.

Syntax: integer

Unit: seconds

Minimum: 1

Maximum: Maximum int value
Default: 1800

Default corporate directory information to use
when doing searches. Can be overwritten by
domain specific information (corpDirectoryUrl
LDAP attribute in the domain entry ). If no
baseDN is provided, the user's domain
basedn for users and group is used. The list
of attributes to retrieve is ignored.

Syntax: string

Default: Idap://ugldap/??sub?(objectclass=*)

Enable/Disable corporate directory lookups.
Syntax: boolean
Default: true
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store.corpdir.useldapproxyauth

store.dav.*.attachstorehost

store.dav.*.attachstoreport

store.dav.*.backendid

store.dav.*.dbdir

store.dav.*.jndiname

store.dav.*.purgedelay

store.document.password

store.document.timeout

store.document.usessl

If true, use LDAP proxy authorization to issue
LDAP searches on behalf of the logged in
user. If false, use the LDAP Pool credentials
for all LDAP searches. This parameter
applies only to the default corp directory
configuration.

Syntax: boolean

Default: true

Attachment store host.
Syntax: string
Default:

Attachment store port.
Syntax: integer

Minimum: -2147483648
Maximum: Maximum int value
Default: 8008

Backend identifier.
Syntax: string
Default:

Directory path for dav store.
Syntax: filepath
Default: data/db

JNDI name pointing to this backend's JDBC
DataSource, as defined in the J2EE container
(e.g. "jdbc/defaultbackend".

Syntax: string

Default:

Set the delay between deletion of a resource
and its actual removal (purge) from the
backend. Setting this value too low may
cause sync clients to do a full resync too
often.

Syntax: long

Unit: seconds

Minimum: O

Maximum: Maximum long value

Default: 2592000

Password to use when authenticating to a
Remote Document Store Server.

Syntax: password

Default:

The HTTP(S) connection and read timeout
value.

Syntax: integer

Minimum: -2147483648

Maximum: Maximum int value

Default: 10000

Use SSL for communications with Remote
Document Store Server.

Syntax: boolean

Default: false
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Chapter 31. Calendar Server 7 Configuration
Reference

Oracle Communications Calendar Server 7 Configuration
Reference

LS n% .E information for Calendar Server 7.0.4.15.0 and will not be updated
‘,".u E:i cumentation beginning with Calendar Server 7.0.5.17.0, see the
U

m 0 = etwork site at:

P w-otacle.com/technetwork/documentation/oracle-communications-185806.html

This information describes configuration files used by Calendar Server. By default, these files are located
in the cal-svr-base/conf i g directory.

Topics:

davserver.properties File
davservercreds.properties File

Document Store Server Configuration File
certmap.conf File

davadmin.properties File

Notification Templates

davserver.properties File

The davser ver. properti es file contains the main configuration settings. It consists of configuration
parameters and their current values.

@ Caution
Do not edit this file by hand. Always use the davadm n command to set configuration
parameters.

The format of the davser ver. properti es file is the following:

<par anet er >=<val ue>
<par anet er >=<val ue>
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davservercreds.properties File

The davser ver creds. properti es file contains the password configuration settings. It consists of
configuration parameters that are passwords and their current values.

i) Caution
Do not edit this file by hand. Always use the davadmnmi n command to set configuration

parameters.

The format of the davser ver creds. properti es file is the following:

<password paranet er >=<val ue>
<password paranet er >=<val ue>

Document Store Server Configuration File

The asht t pd. properti es file contains the document store configuration parameters. The following
table describes the parameters in the asht t pd. pr operti es file.

ashttpd.properties File Parameters

Parameter Description Default Value
servi ce. host  Server host *

service. port  Server port number 8008

store. datadi r Data directory /var/ opt/sun/ comrs/ davserver

store. | ockdir Lock directory /var/ opt/sun/ comrs/ davserver/| ock

The format of the asht t pd. properti es file is the following:

<key>=<val ue>
<key>=<val ue>

Each line in the asht t pd. properti es file stores a single property. There is no space before and after
<key> and <val ue>. If there are multiple network interfaces on the host and only one the server should
bind to, specify that interface with the ser vi ce. host config.

certmap.conf File
The cert map. conf file configures how a certificate is mapped to an LDAP entry.

The format of the cer t map. conf file is as follows:
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cert map=<name>, <nanme2>
<nane>. <propl> =<val 1>
<name>. <pr op2> =<val 2>

For more information on how to use this file, see Introduction to the Certificate Mapper.

davadmin.properties File

You can provide options to the davadmnmi n command by including them in the davadm n. properties
file.

The following table describes the parameters in the davadmi n. properti es file.

davadmin.properties File Parameters

Parameter Description

userid Specifies the GlassFish Administrator user ID.

host nanme Specifies the GlassFish Server host name.

port Specifies the GlassFish administration port (JMX connector port).

secure Specifies the path to the truststore file used for a secure connection (HTTPS) to Glassfish
Server.

dbt ype Specifies the type of database, either nysql or or acl e.
dbhost Specifies the database host.
dbport Specifies the database port.

dbuseri d Specifies the MySQL Server or Oracle Database user ID for database commands.

The format of the davadmi n. properti es file is the following:

<par anet er >=<val ue>
<par anet er >=<val ue>

Notification Templates

Notification templates are files that contain pre-formatted notification messages. For example,
request. fm is used for scheduling request naotification email message, while sns. f mt contains a
short template for alarm SMS messages. For more information, see Using Calendar Server 7
Notifications.
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Chapter 32. Time Zone Database

Time Zone Database

_ e eE information for Calendar Server 7.0.4.15.0 and will not be updated
wu‘: cumentation beginning with Calendar Server 7.0.5.17.0, see the

m GEE} etwork site at:

Y AN-OTacle.com/technetwork/documentation/oracle-communications-185806.html

This information lists the Time Zone Database (often called t z or zonei nf 0) IDs that are supported by
Calendar Server 7. This list is not necessarily what shows up in WCAP clients. To add any of the
following timezones to the WCAP client list, see To Add a New Timezone.

Africa
America
Antarctica
Arctic
Asia
Atlantic
Australia
Europe
Indian
Pacific
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Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri
Afri

cal/ Abi dj an
cal Accra

ca/ Addi s_Ababa
ca/Algiers
cal/ Asnar a

ca/ Bamako

cal/ Bangui

ca/ Banj ul

cal/ Bi ssau

ca/ Bl antyre
ca/ Brazzaville
cal/ Buj unbur a
ca/Cairo

cal/ Casabl anca
cal/ Ceut a

cal Conakry
ca/ Dakar

cal/ Dar _es_Sal aam
ca/ D i bouti
ca/ Doual a

cal/ El _Aai un
cal Freet own
cal/ Gabor one
cal/ Har are

cal/ Johannesburg
cal/ Kanpal a
ca/ Khart oum
cal/ Ki gal i

cal/ Ki nshasa
cal Lagos
cal/Libreville
cal/ Lone

cal/ Luanda

cal/ Lubunbashi
cal Lusaka

ca/ Mal abo

cal/ Maput o

cal/ Maseru

cal/ Mbabane
cal/ Mbgadi shu
ca/ Monrovi a
cal/ Nai r obi

ca/ Ndj anena
ca/ Ni aney

cal/ Nouakchot t
cal/ Quagadougou
cal/ Port o- Novo
cal Sao_Tore
cal/ Tri pol i

ca/ Tuni s

ca/ W ndhoek
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Arer i ca/ Adak

Aneri ca/ Anchor age
Ameri ca/ Anguill a
Ameri ca/ Anti gua
Amer i ca/ Ar aguai na
Anmeri cal Ar uba

Ameri ca/ Asunci on
Areri cal Ati kokan
Aner i ca/ Bahi a

Amer i ca/ Bahi a_Bander as
Aner i ca/ Bar bados
Aneri cal/ Bel em
Anerical Bel i ze

Arer i ca/ Bl anc- Sabl on
Ameri ca/ Boa_Vi st a
Aner i ca/ Bogot a

Aner i cal Boi se

Aneri cal/ Canbri dge_Bay
Amer i ca/ Canpo_Gr ande
Arrer i ca/ Cancun

Arer i ca/ Car acas
Aneri cal/ Cayenne
Aneri ca/ Cayman

Amer i ca/ Chi cago
Aner i ca/ Chi huahua
Ameri ca/ Costa_Ri ca
Aneri cal/ Cui aba

Aner i ca/ Cur acao
Arrer i ca/ Danmar kshavn
Arer i ca/ Dawson

Amer i ca/ Dawson_Cr eek
Aneri cal/ Denver
Anerical/ Detroit

Aneri ca/ Dom ni ca
Aner i ca/ Ednont on
Amer i ca/ Ei runepe
Anmeri cal/ El _Sal vador
Anmerical/ Fort al eza
Anerica/ 4 ace_Bay
Arer i ca/ Godt hab
Aneri ca/ Goose_Bay
Ameri ca/ Gand_Turk
Aneri ca/ G enada
Amer i ca/ Guadel oupe
Arer i ca/ Guat enmal a
Aner i ca/ Guayaqui |
Amer i ca/ Guyana

Anmeri ca/ Hal i f ax
Aner i ca/ Havana
Anerica/ Hernosillo
Areri cal/ | nuvi k

Ameri cal/l gal uit

Aneri ca/ Jamai ca
Ameri ca/ Juneau
Anerical/ La_Paz

Areri cal/ Li na
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Ameri ca/ Los_Angel es
Aneri cal/ Macei o

Amer i ca/ Managua
Amer i ca/ Manaus

Anmeri ca/ Mari got
Anerical/ Martini que
Aneri ca/ Mat anor os
Ameri ca/ Mazat | an
Aneri ca/ Menoni nee
Ameri cal/ Meri da
Anerical/ Metl akatl a
Anmeri ca/ Mexico_City
Ameri ca/ M quel on
Aner i ca/ Monct on
Ameri ca/ Mont errey
Aneri ca/ Mont evi deo
Amer i ca/ Mont r eal
Aneri ca/ Mont serr at
Amer i ca/ Nassau

Amer i ca/ New_Yor k
Ameri ca/ Ni pi gon
Aneri ca/ None

Aneri ca/ Nor onha
Ameri ca/ § i naga
Aneri ca/ Pananma

Amer i ca/ Pangni rtung
Aneri cal/ Par amari bo
Amer i ca/ Phoeni x
Ameri cal/ Port-au-Prince
Anmeri ca/ Port _of _Spain
Amer i ca/ Port o_Vel ho
Aneri ca/ Puerto_Rico
Ameri ca/ Rai ny_Ri ver
Aneri ca/ Ranki n_I nl et
Ameri cal/ Recife

Amer i ca/ Regi na

Anmeri ca/ Resol ut e
Americal/ Ri o_Branco
Aneri ca/ Sant a_| sabel
Amer i ca/ Sant arem
Aner i ca/ Santi ago
Amer i ca/ Sant o_Domi ngo
Aneri ca/ Sao_Paul o
Amer i cal/ Scor esbysund
Amer i ca/ Shi prock
Aneri cal/ Si tka

Ameri ca/ St _Bart hel eny
Anmeri ca/ St _Johns
Amrerical/ St_Kitts
Anerical/ St_Lucia
Anmeri ca/ St _Thonas
Areri cal/ St _Vi ncent
Anmeri ca/ Swi ft_Current
Aneri cal/ Teguci gal pa
Anerical/ Thul e

Amer i ca/ Thunder _Bay
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Ameri cal/ Tij uana

Anerical/ Toront o

Anerical/ Tortol a

Amer i ca/ Vancouver

Anmeri ca/ Whi t ehor se

Amer i ca/ W nni peg

Aneri cal Yakut at

Anerical Yel | owkni fe

Aneri cal/ Argenti na/ Buenos_Ai res
Ameri ca/ Argenti na/ Cat amar ca
Aneri cal/ Argenti na/ Cor doba
Ameri ca/ Argenti nal/ Juj uy
Ameri ca/ Argentinal/ La_Ri oj a
Anmeri ca/ Argenti na/ Mendoza
Ameri ca/ Argentina/ R o_Gal | egos
Anerical/ Argentinal/ Salta
Ameri cal/ Argenti na/ San_Juan
Aneri cal/ Argentina/ San_Lui s
Ameri cal/ Argenti na/ Tucuman
Aneri cal/ Argenti na/ Ushuai a
Ameri ca/ | ndi ana/ | ndi anapol i s
Aneri ca/ | ndi ana/ Knox

Aneri cal/ | ndi ana/ Mar engo
Ameri cal/ | ndi anal/ Pet er sbur g
Anerical/lndiana/Tell _City
Ameri ca/ | ndi ana/ Vevay

Aneri ca/ | ndi ana/ Vi ncennes
Ameri ca/ | ndi ana/ W nanac
Amer i ca/ Kent ucky/ Loui sville
Amer i cal/ Kent ucky/ Monticello
Amer i ca/ Nort h_Dakot a/ Beul ah
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Ameri ca/ Nort h_Dakot a/ Cent er
Aneri ca/ Nort h_Dakot a/ New_Sal em

Ant arcti ca/ Casey

Ant arctical/ Davi s
Antarctica/DunmontDUrville
Ant arcti ca/ Macquari e
Ant ar ct i ca/ Mawson

Ant arcti ca/ McMur do
Ant ar cti ca/ Pal ner

Ant ar cti ca/ Rot hera
Ant ar cti ca/ Sout h_Pol e
Ant arcti ca/ Syowa

Ant ar ct i ca/ Vost ok

Arctic/ Longyear byen

Asi a/ Aden

Asi a/ Al maty
Asi a/ Anmman

Asi al Anadyr

Asi a/ Aqt au

Asi a/ Agt obe
Asi a/ Ashgabat
Asi a/ Baghdad
Asi a/ Bahr ai n
Asi a/ Baku

Asi a/ Bangkok
Asi a/ Bei r ut

Asi a/ Bi shkek
Asi a/ Br unei

Asi a/ Choi bal san
Asi a/ Chonggi ng
Asi a/ Col onbo
Asi a/ Damascus
Asi a/ Dhaka
Asia/Dili

Asi a/ Dubai

Asi a/ Dushanbe
Asi a/ Gaza

Asi a/ Har bi n
Asi a/ Hebr on
Asi a/ Ho_Chi _M nh
Asi a/ Hong_Kong
Asi a/ Hovd

Asi a/ | r kut sk
Asi a/ | st anbul
Asi a/ Jakart a
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Asi a/ Jayapur a
Asi a/ Jerusal em
Asi a/ Kabul

Asi a/ Kanthat ka
Asi a/ Kar achi

Asi a/ Kashgar

Asi a/ Kat hmandu
Asi a/ Kol kat a

Asi a/ Krasnoyar sk
Asi a/ Kual a_Lurnpur
Asi a/ Kuchi ng

Asi a/ Kuwai t

Asi a/ Macau

Asi a/ Magadan

Asi a/ Makassar

Asi a/ Mani | a

Asi a/ Muscat

Asi a/ Ni cosi a

Asi a/ Novokuznet sk
Asi a/ Novosi bi rsk
Asi a/ Onsk

Asi a/ Or al

Asi a/ Phnom Penh
Asi a/ Pont i anak
Asi a/ Pyongyang
Asi a/ Cat ar

Asi a/ Qyzyl orda
Asi a/ Rangoon

Asi a/ Ri yadh

Asi a/ Sakhal i n
Asi a/ Samar kand
Asi a/ Seoul

Asi a/ Shanghai

Asi a/ Si ngapor e
Asi a/ Tai pei

Asi a/ Tashkent

Asi a/ Thi li si

Asi a/ Tehr an

Asi a/ Thi mphu

Asi a/ Tokyo

Asi a/ Ul aanbaat ar
Asi a/ Ur ungi

Asi a/ Vi enti ane
Asi a/ VI adi vost ok
Asi a/ Yakut sk
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Asi a/ Yer evan

Asi a/ Yekat eri nburg

Atl antic/ Azores
Atl antic/ Canary

Atl anti c/ Far oe

Atl anti c/ Ber nuda
Atl anti c/ Cape_Verde

Atl antic/ Madeira

Atl anti c/ Reykj avi k

Atl antic/ South_Georgia
Atlantic/St_Hel ena

Atl antic/ Stanl ey

Australial/ Eucl a

Australial/Perth

Austral i a/ Adel ai de
Australial/ Bri sbane
Australial/ Broken_Hil |
Australial/Currie
Australia/ Darw n

Austral i a/ Hobart
Australial/Li ndeman
Australial/ Lord_Howe
Aust ral i a/ Mel bour ne

Austral i a/ Sydney

Eur ope/ Andorra
Eur ope/ At hens
Eur ope/ Bel gr ade
Eur ope/Berlin

Eur ope/ Brussel s

Eur ope/ Budapest
Eur ope/ Chi si nau

Eur ope/ Dubl i n

Eur ope/ Guer nsey
Eur ope/ Hel si nki

Eur ope/ | st anbul
Eur ope/ Jer sey

Eur ope/ Ki ev
Eur ope/ Li sbon
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Eur ope/ Brati sl ava

Eur ope/ Buchar est

Eur ope/ Copenhagen

Eur ope/ G bral tar

Eur ope/ | sl e_of _Man

Eur ope/ Kal i ni ngr ad
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Eur ope/ Lj ubl j ana
Eur ope/ London

Eur ope/ Luxenbour g
Eur ope/ Madri d

Eur ope/ Mal t a

Eur ope/ Mari ehamm
Eur ope/ M nsk

Eur ope/ Monaco

Eur ope/ Moscow
Eur ope/ Ni cosi a
Eur ope/ Gsl o

Eur ope/ Pari s

Eur ope/ Podgori ca
Eur ope/ Prague

Eur ope/ Ri ga

Eur ope/ Rone

Eur ope/ Samar a

Eur ope/ San_Mar i no
Eur ope/ Sar aj evo
Eur ope/ Si nf er opol
Eur ope/ Skopj e

Eur ope/ Sofi a

Eur ope/ St ockhol m
Eur ope/ Tal i nn
Eur ope/ Ti rane

Eur ope/ Uzhgor od
Eur ope/ Vaduz

Eur ope/ Vati can
Eur ope/ Vi enna

Eur ope/ Vi | ni us
Eur ope/ Vol gogr ad
Eur ope/ War saw

Eur ope/ Zagr eb
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Eur ope/ Zapor ozhye
Eur ope/ Zuri ch

I ndi an/ Ant ananari vo
I ndi an/ Chagos

I ndi an/ Chri st mas
I ndi an/ Cocos

I ndi an/ Conor o

I ndi an/ Ker guel en
I ndi an/ Mahe

I ndi an/ Mal di ves

I ndi an/ Mauri tius
I ndi an/ Mayotte

I ndi an/ Reuni on
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Paci fi c/ Auckl and
Paci fi c/ Chat ham
Paci fi c/ Chuuk

Paci fi c/ East er
Pacific/Efate

Paci fi ¢/ Ender bury
Paci fi c/ Fakaof o
Pacific/Fiji

Paci fic/ Funafuti
Paci fi c/ Gal apagos
Paci fi c/ Ganbi er
Paci fi c/ Guadal canal
Paci fi c/ Guam

Paci fi c/ Honol ul u
Paci fi c/ Johnst on
Pacific/Kiritimti
Paci fi c/ Kosr ae
Paci fic/ Kwaj al ei n
Paci fic/ Maj uro
Paci fi c/ Mar quesas
Paci fic/ M dway
Paci fi c/ Nauru

Paci fic/ N ue

Paci fic/ Norfol k
Paci fi c/ Nounea
Paci fi c/ Pago_Pago
Paci fi c/ Pal au
Pacific/Pitcairn
Paci fi ¢/ Pohnpei
Paci fi c/ Port _Moreshy
Paci fi ¢/ Rar ot onga
Paci fi c/ Sai pan
Paci fic/ Tahiti
Paci fi c/ Tar ana
Paci fi c/ Tongat apu
Paci fi c/ ke
Pacific/VWallis
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