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1 Preface
This document describes how to get started with using Oracle Secure Global Desktop (SGD). Instructions
are given on how to install the software and log in to the SGD workspace. Procedures for configuring SGD
to use an application server and for publishing an application on the SGD workspace are included.

The document is written for system administrators who are new to SGD and want to quickly get up and
running with the product.

Related Documents

The documentation for this product is available at:

http://www.oracle.com/technetwork/documentation/sgd-193668.html

Document Revision

Document generated on: 2017-03-21 (revision: 4898)

2 Installing SGD
The following procedure describes how to install the SGD software on an Oracle Linux host. For details of
installing on other platforms, see the Oracle Secure Global Desktop Installation Guide.

Note

Before you begin, check the following:

• (Optional) You have access to your SSL certificate and the private key and CA
certificate, if needed. The certificates must be in PEM format.

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/technetwork/documentation/sgd-193668.html
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• You know the DNS name for the SGD host. In a network containing a firewall,
use the DNS name that the host is known as inside the firewall.

• Ports 443 and 5307 are open in your firewall.

1. Obtain the SGD software.

Download the software from the Oracle Software Delivery Cloud and save the software package file to
a temporary directory on the host.

2. Log in as superuser (root) on the host.

3. Install SGD.

# yum install --nogpgcheck /tempdir/tta-version.x86_64.rpm

4. Verify that the SGD package is registered in the package database.

# yum list tta

5. Start the SGD server.

# /opt/tarantella/bin/tarantella start

The first time you start the SGD server, a list of recommended configuration settings that you can
accept or change is shown. For example, details of the SSL certificate used to secure connections to
the SGD server and the DNS name of the SGD server.

Accept or change the recommended configuration settings. The default settings should be acceptable,
in most cases.

The software is installed and configured using the specified settings.

SGD is installed in the /opt/tarantella directory on the host.

3 Logging In to SGD
This section describes how to log in to SGD using the default SGD Administrator account.

You log in to SGD using a supported browser. Ensure that JavaScript software and cookies are enabled in
your browser

The steps used to log in to SGD depend on whether you want to install the SGD Client. The SGD Client is
a software component that can be installed on client devices. The following options are available:

• Install the SGD Client. The SGD Client is installed automatically when you connect to an SGD server
either using a browser with Java software enabled, or if you are using Java Web Start software on your
computer.

See Section 3.1, “Logging In Using the SGD Client”.

• Do not install the SGD Client. SGD uses an HTML5 web page to display the workspace and run
applications. The SGD Client software is not installed on the client device.

This method is used automatically if Java software is not available on the client device.

https://edelivery.oracle.com
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See Section 3.2, “Logging In Using the HTML5 Client”.

3.1 Logging In Using the SGD Client

The following procedure describes how to log in and install the SGD Client using a browser.

Ensure that Java software is available on the client device.

Note

The following steps describe the log in procedure when Java software is enabled
in your browser. If Java software is not enabled in your browser, Java Web Start is
used automatically and you may see some additional on-screen prompts. See the
Oracle Secure Global Desktop User Guide.

1. Using a browser, go to https://server.example.com/sgd where server.example.com is the
name of the SGD server.

The SGD Login Page is displayed, as shown in Figure 1, “The SGD Login Page”.

2. Log in to SGD.

When you install SGD, SGD creates a default SGD Administrator with the user name
Administrator. This user authenticates using the password of the root user on the host.

Enter Administrator for the Username and the superuser (root) password for the Password.

Figure 1 The SGD Login Page

If a Java technology security message is displayed, click Run to install the SGD Client.

The SGD Client is a component installed on client devices.

The Untrusted Initial Connection message is displayed. See Figure 2, “An Untrusted Initial Connection
message”.

This is a security message that is shown the first time you connect to an SGD server. It enables you to
check the hostname and server certificate details before agreeing to the connection.
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Figure 2 An Untrusted Initial Connection message

Click Yes to connect to the SGD server.

The workspace for the Administrator user is displayed, as shown in Figure 3, “The Administrator User's
Workspace”.

Figure 3 The Administrator User's Workspace

The Administrator workspace is a special web page that lists the applications and desktops that you
can run through SGD, including the SGD administration tools.

The workspace lists some sample applications that the SGD installation program found on the host,
enabling you to start using SGD immediately.
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3.2 Logging In Using the HTML5 Client

The following procedure describes how to log in to SGD using the HTML5 client.

Note

If your SGD server uses an untrusted certificate, such as a self-signed certificate,
you must configure your browser to trust the certificate. See Section 3.2.1, “Browser
Workarounds for Using Untrusted Certificates with the HTML5 Client on Desktop
Platforms”.

1. Using your browser, go to the SGD login URL.

To use the HTML5 client, append a clienttype string as follows:

https://server.example.com/sgd/index.jsp?clienttype=h5c, where
server.example.com is the name of the SGD server.

2. Enter your SGD user name and password in the login dialog.

Enter Administrator for the Username and the superuser (root) password for the Password.

3. Click Login to log in to SGD.

While SGD is starting up the Client Setup dialog is displayed, showing the progress of the login
process. See Figure 4, “Client Setup Dialog”.

Figure 4 Client Setup Dialog

4. The workspace for the Administrator user is displayed.

The Administrator workspace is a special web page that lists the applications and desktops that you
can run through SGD, including the SGD administration tools.

The workspace lists some sample applications that the SGD installation program found on the host,
enabling you to start using SGD immediately.
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3.2.1 Browser Workarounds for Using Untrusted Certificates with the HTML5 Client on
Desktop Platforms

Issues may be seen when you log in to SGD using the HTML5 client and the SGD server uses an
untrusted certificate, such as a self-signed certificate. For example, you may not be able to log in to the
SGD server or applications may not start as expected.

If possible, use a certificate that is signed by a Certificate Authority that is trusted by the browser.

Alternatively, configure the browser to trust the certificate.

The following are examples of workarounds for some supported browsers:

• Firefox: Add two permanent security exceptions for the SGD server URL. One for port 443 (HTTPS),
one for port 5307 (AIP).

• Internet Explorer and Edge: Import the SGD server certificate into the Trusted Root Certification
Authorities store.

• Safari: Set the trust policy for the SGD server certificate to "Always Trust".

4 The Administration Console

The Administration Console is a web application that enables you to configure and manage an SGD server
using a browser. The browser must have JavaScript software enabled.

The following procedure describes how to run the Administration Console from the SGD Administrator's
workspace.

1. Start the Administration Console.

Click the Administration Console link on the workspace.

2. The Administration Console opens in Navigation View, as shown in Figure 5, “The Administration
Console”.

Figure 5 The Administration Console
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5 Creating an Application Server Object

You can use the SGD host as an application server. An application server object for the SGD host is
created automatically when you install SGD.

If you are using a different application server to host applications, use the following procedure to create an
application server object.

1. In the Administration Console, click the Application Servers tab.

2. In the content area, click New.

The Create a New Object window is displayed.

3. In the Name field, enter the fully qualified domain name for the application server.

For example, boston.example.com.

4. Ensure the Application Server option is selected and click Create.

The Create a New Object window closes and the content area is updated with the new object.

6 Adding an Application to the SGD Workspace

The following procedure describes how to use the Administration Console to create an application that can
be displayed through SGD, and how to add a link for the application to the SGD workspace.

In the following example, you create a new X terminal application.

1. Create an application object.

a. In the Administration Console, click the Applications tab.

b. In the content area, click New.

The Create a New Object window is displayed. See Figure 6, “Creating a New X Application
Object”.
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Figure 6 Creating a New X Application Object

c. In the Name field, enter the name of the application.

For example, MyTerminal.

The name you enter is used for the application link on the workspace.

d. Ensure the X Application option is selected and click Create.

The Create a New Object window closes and the content area is updated with the new object.

2. Configure the application object.

a. Click the View New Object link and configure settings for the application.

In the Application Command field on the Launch tab, enter the application command.

Use the full path of the command that runs the MyTerminal application. For example, /usr/bin/
gnome-terminal.

In the SSH Arguments field, enter -X to enable X11 forwarding.

b. Click Save to save the configuration changes.

3. Assign an application server to the application object.

In this example, we use the SGD host as the application server.

To use a different application server, see Section 5, “Creating an Application Server Object”.

a. Click the Hosting Application Servers tab.

b. In the Editable Assignments table, click Add.
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The Add Application Server Assignment window is displayed.

c. Select the check box next to the application server object and click Add.

For this example, select Tarantella server hostname, where hostname is the hostname for
the SGD host.

The Effective Application Servers table is updated with the selected application server object.

4. Add your application to the workspace.

You add your application as a member of the Applications group. The Applications group contains the
default set of applications for the workspace.

a. In Navigation View, click the Applications tab and click the Applications group.

The General tab is displayed.

b. Click the Members tab.

c. In the Editable Members table, click Add.

The Add Application Member window is displayed.

d. Select the check box for the MyTerminal application and click Add.

The Effective Members table is updated with the selected application.

e. The MyTerminal application is shown on your workspace.

5. Start the application.

Click the MyTerminal application link on the workspace.

6. Close down the application.

Use the window decoration for the application, or the workspace Close icon (X).

7 Logging Out of SGD
You must log out of SGD before closing your browser. This enables SGD to shut down applications and
stop the SGD Client.

To log out of SGD, click the Logout button on your workspace and click OK when prompted for
confirmation.

8 Next Steps
The following documents provide more information on how to install, use, configure, and administer SGD:

• Administration and Configuration. The Oracle Secure Global Desktop Administration Guide describes
how to administer and configure SGD. This manual includes procedures on how to integrate SGD with
your existing authentication infrastructure, and how to use the tarantella command to manage and
configure SGD.

• Installation. The Oracle Secure Global Desktop Installation Guide contains detailed information on
installing and upgrading the SGD software.
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• Using SGD. The Oracle Secure Global Desktop User Guide provides information for new users of SGD.

• SGD Gateway. The Oracle Secure Global Desktop Gateway Administration Guide describes how to
install, configure and manage the SGD Gateway. This is an optional component that provides proxy
server and load balancing functionality for an array of SGD servers.

• Release Notes. The Oracle Secure Global Desktop Platform Support and Release Notes includes
information on new features, supported platforms, and known issues.

• Deployment Scenarios. The Oracle Secure Global Desktop Deployment Guide covers some typical
SGD deployment scenarios.
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