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Preface

Oracle Big Data Discovery is a set of end-to-end visual analytic capabilities that leverage the power of Apache
Spark to turn raw data into business insight in minutes, without the need to learn specialist big data tools or
rely only on highly skilled resources. The visual user interface empowers business analysts to find, explore,
transform, blend and analyze big data, and then easily share results.

About this guide

This guide describes the Data Processing component of Big Data Discovery (BDD). It explains how the
product behaves in Spark when it runs its processes, such as sampling, loading, updating and transforming
data. It also describes Spark configuration, the Data Processing CLI for loading and updating data sets (via
cron jobs and on demand), and the behavior of Data Enrichment Modules, such as GeoTagger and Sentiment
Analysis. Lastly, it includes logging information for the Data Processing component in BDD, the Transform
Service, and the Dgraph HDFS Agent.

Audience

This guide is intended for Hadoop IT administrators, Hadoop data developers, and ETL data engineers and
data architects who are responsible for loading source data into Big Data Discovery.

The guide assumes that you are familiar with the Spark and Hadoop environment and services, and that you
have already installed Big Data Discovery and used Studio for basic data exploration and analysis.

This guide is specifically targeted for Hadoop developers and administrators who want to know more about
data processing steps in Big Data Discovery, and to understand what changes take place when these
processes run in Spark.

The guide covers all aspects of data processing, from initial data discovery, sampling and data enrichments, to
data transformations that can be launched at later stages of data analysis in BDD.

Conventions

The following conventions are used in this document.

Typographic conventions

The following table describes the typographic conventions used in this document.

Typeface Meaning

User Interface Elements This formatting is used for graphical user interface elements such as
pages, dialog boxes, buttons, and fields.

Code Sanpl e This formatting is used for sample code segments within a paragraph.
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Typeface Meaning
Variable This formatting is used for variable values.

For variables within a code sample, the formatting is Vari abl e.
FilePath This formatting is used for file names and paths.

Path variable conventions

This table describes the path variable conventions used in this document.

Path variable Meaning

$ORACLE_HOVE Indicates the absolute path to your Oracle Middleware home directory,
where BDD and WebLogic Server are installed.

$BDD_HOVE Indicates the absolute path to your Oracle Big Data Discovery home
directory, $ORACLE_HOVE/ BDD- <ver si on>.

$DOVAI N_HOVE Indicates the absolute path to your WebLogic domain home directory. For

example, if your domain is named bdd- <ver si on>_donai n, then
$DOVAI N_HOME is $ORACLE_HOVE/ user _pr oj ect s/ donai ns/ bdd-
<versi on>_donai n.

$DGRAPH_HOVE

Indicates the absolute path to your Dgraph home directory,
$BDD_HOME/ dgr aph.

Contacting Oracle Customer Support

Oracle customers that have purchased support have access to electronic support through My Oracle Support.
This includes important information regarding Oracle software, implementation questions, product and solution
help, as well as overall news and updates from Oracle.

You can contact Oracle Customer Support through Oracle's Support portal, My Oracle Support at

https://support.oracle.com.
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s g Chapter 1
e'in :
.- Introduction
This section provides a high-level introduction to the Data Processing component of Big Data Discovery.

BDD integration with Spark and Hadoop
Secure Hadoop options

Preparing your data for ingest

BDD integration with Spark and Hadoop

Hadoop provides a number of components and tools that BDD requires to process and manage data. The
Hadoop Distributed File System (HDFS) stores your source data and Hadoop Spark on YARN runs all Data
Processing jobs. This topic discusses how BDD fits into the Spark and Hadoop environment.

Hadoop is a platform for distributed storing, accessing, and analyzing all kinds of data: structured,
unstructured, and data from the Internet Of Things. It is broadly adopted by IT organizations, especially those
that have high volumes of data.

As a data scientist, you often must practice two kinds of analytics work:

» In operational analytics, you may work on model fitting and its analysis. For this, you may write code for
machine-learning models, and issue queries to these models at scale, with real-time incoming updates to
the data. Such work involves relying on the Hadoop ecosystem. Big Data Discovery allows you to work
without leaving the Spark environment that the rest of your work takes place in. BDD supports an
enterprise-quality business intelligence experience directly on Hadoop data, with high numbers of
concurrent requests and low latency of returned results.

* In investigative analytics, you may use interactive statistical environments, such as R to answer ad-hoc,
exploratory questions and gain insights. BDD also lets you export your data from BDD back into Hadoop,
for further investigative analysis with other tools within your Hadoop deployment.

By coupling tightly with Spark and Hadoop, Oracle Big Data Discovery achieves data discovery for any data,
at significantly-large scale, with high query-processing performance.

About Hadoop distributions

Big Data Discovery works with very large amounts of data stored within HDFS. A Hadoop distribution is a
prerequisite for the product, and it is critical for the functionality provided by the product.

BDD uses the HDFS, Hive, Spark, and YARN components packaged with a specific Hadoop distribution. For
detailed information on Hadoop version support and packages, see the Installation Guide.

BDD inside the Hadoop Infrastructure

Big Data Discovery brings itself to the data that is natively available in Hadoop.
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BDD maintains a list of all of a company’s data sources found in Hive and registered in HCatalog. When new
data arrives, BDD lists it in Studio's Catalog, decorates it with profiling and enrichment metadata, and, when
you take this data for further exploration, takes a sample of it. It also lets you explore the source data further
by providing an automatically-generated list of powerful visualizations that illustrate the most interesting
characteristics of this data. This helps you cut down on time spent for identifying useful source data sets, and
on data set preparation time; it increases the amount of time your team spends on analytics leading to insights
and new ideas.

BDD is embedded into your data infrastructure, as part of Hadoop ecosystem. This provides operational
simplicity:

» Nodes in the BDD cluster deployment can share hardware infrastructure with the existing Hadoop cluster
at your site. Note that the existing Hadoop cluster at your site may still be larger than a subset of Hadoop
nodes on which data-processing-centric components of BDD are deployed.

e Automatic indexing, data profiling, and enrichments take place when your source Hive tables are
discovered by BDD. This eliminates the need for a traditional approach of cleaning and loading data into
the system, prior to analyzing it.

» BDD performs distributed query evaluation at a high scale, letting you interact with data while analyzing it.
A Studio component of BDD also takes advantage of being part of Hadoop ecosystem:

It brings you insights without having to work for them — this is achieved by data discovery, sampling,
profiling, and enrichments.

It lets you create links between data sets.

It utilizes its access to Hadoop as an additional processing engine for data analysis.

Benefits of integration of BDD with Hadoop and Spark ecosystem

Big Data Discovery is deployed directly on a subset of nodes in the pre-existing Hadoop cluster where you
store the data you want to explore, prepare, and analyze.

By analyzing the data in the Hadoop cluster itself, BDD eliminates the cost of moving data around an
enterprise’s systems — a cost that becomes prohibitive when enterprises begin dealing with hundreds of
terabytes of data. Furthermore, a tight integration of BDD with HDFS allows profiling, enriching, and indexing
data as soon as the data enters the Hadoop cluster in the original file format. By the time you want to see a
data set, BDD has already prepared it for exploration and analysis. BDD leverages the resource management
capabilities in Spark to let you run mixed-workload clusters that provide optimal performance and value.

Finally, direct integration of BDD with the Hadoop ecosystem streamlines the transition between the data
preparation done in BDD and the advanced data analysis done in tools such as Oracle R Advanced Analytics
for Hadoop (ORAAH), or other 3rd party tools. BDD lets you export a cleaned, sampled data set as a Hive
table, making it immediately available for users to analyze in ORAAH. BDD can also export data as a file and
register it in Hadoop, so that it is ready for future custom analysis.

Secure Hadoop options

This section describes how BDD workflows can be used in a secure Hadoop environment.

Additional information on BDD security is provided in the Security Guide.

Kerberos authentication
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TLS/SSL and Encryption options

Kerberos authentication
Data Processing components can be configured to run in a Hadoop cluster that has enabled Kerberos
authentication.

The Kerberos Network Authentication Service version 5, defined in RFC 1510, provides a means of verifying
the identities of principals in a Hadoop environment. Hadoop uses Kerberos to create secure communications
among its various components and clients. Kerberos is an authentication mechanism, in which users and
services that users want to access rely on the Kerberos server to authenticate each to the other. The Kerberos
server is called the Key Distribution Center (KDC). At a high level, it has three parts:

» A database of the users and services (known as principals) and their respective Kerberos passwords

* An authentication server (AS) which performs the initial authentication and issues a Ticket Granting Ticket
(TGT)

» A Ticket Granting Server (TGS) that issues subsequent service tickets based on the initial TGT

The principal gets service tickets from the TGS. Service tickets are what allow a principal to access various
Hadoop services.

To ensure that Data Processing workflows can run on a secure Hadoop cluster, these BDD components are
enabled for Kerberos support:

» Dgraph and Dgraph HDFS Agent
» Data Processing workflows (whether initiated by Studio or the DP CLI)
» Studio

All these BDD components share one principal and keytab. Note that there is no authorization support (that is,
these components do not verify permissions for users).

The BDD components are enabled for Kerberos support at installation time, via the ENABLE KERBEROS
parameter in the bdd. conf file. The bdd. conf file also has parameters for specifying the name of the
Kerberos principal, as well as paths to the Kerberos keytab file and the Kerberos configuration file. For details
on these parameters, see the Installation Guide.

/s Note: If you use Sentry for authorization in your Hadoop cluster, you must configure it to grant BDD
/ access to your Hive tables.

Kerberos support in DP workflows

Support for Kerberos authentication ensures that Data Processing workflows can run on a secure Hadoop
cluster. The support for Kerberos includes the DP CLI, via the Kerberos properties in the edp-
cli.properties configuration file.

The spar k- submi t script in Spark's bi n directory is used to launch DP applications on a cluster, as follows:

1. Before the call to spar k- subni t , Data Processing logs in using the local keytab. The spar k- subni t
process grabs the Data Processing credentials during job submission to authenticate with YARN and
Spark.

2. Spark gets the HDFS delegation tokens for the name nodes listed in the
spar k. yarn. access. nanenodes property and this enables the Data Processing workflow to access

HDFS.
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3. When the workflow starts, the Data Processing workflow logs in using the Hadoop cluster keytab.

4. When the Data Processing Hive Client is initialized, a SASL client is used along with the Kerberos
credentials on the node to authenticate with the Hive Metastore. Once authenticated, the Data Processing
Hive Client can communicate with the Hive Metastore.

When a Hive JDBC connection is used, the credentials are used to authenticate with Hive, and thus be able to
use the service.

Kerberos support in Dgraph and Dgraph HDFS Agent

In BDD, the Dgraph HDFS Agent is a client for Hadoop HDFS because it reads and writes HDFS files from
and to HDFS. If your Dgraph databases are stored on HDFS, you must also enable Kerberos for the Dgraph.

For Kerberos support for the Dgraph, make sure these bdd. conf properties are set correctly:

» KERBEROS_TI CKET_REFRESH | NTERVAL specifies the interval (in minutes) at which the Dgraph's
Kerberos ticket is refreshed.

» KERBEROS_TI CKET_LI FETI ME sets the amount of time that the Dgraph's Kerberos ticket is valid.
See the Administrator's Guide for instructions on setting up the Dgraph for Kerberos support.
For Kerberos support, the Dgraph HDFS Agent will be started with three Kerberos flags:

 The --principal flag specifies the name of the principal.

* The - - keyt ab flag specifies the path to the principal's keytab.

» The - - kr b5conf flag specifies the path to the kr b5. conf configuration file.
The values for the flag arguments are set by the installation script.

When started, the Dgraph HDFS Agent logs in with the specified principal and keytab. If the login is
successful, the Dgraph HDFS Agent passed Kerberos authentication and starts up successfully. Otherwise,
HDFS Agent cannot be started.

Kerberos support in Studio
Studio also has support for running the following jobs in a Hadoop Kerberos environment:
» Transforming data sets
* Uploading files
» Export data
The Kerberos login is configured via the following properties in port al - ext . properti es:
* kerberos. principal
» kerberos. keytab
* kerberos. krb5.1ocation

The values for these properties are inserted during the installation procedure for Big Data Discovery.
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TLS/SSL and Encryption options

BDD workflows can run on clusters that are secured with TLS/SSL and HDFS Data at Rest Encryption.

TLS/SSL

TLS/SSL provides encryption and authentication in communication between specific Hadoop services in the
secured cluster. When TLS/SSL is enabled, all communication between the services is encrypted, and
therefore provides a much higher level of security than a cluster that is not secured with TLS/SSL.

These BDD components can be configured to communicate in a cluster secured with TLS/SSL:
» Studio
e DP CLI
e Dgraph HDFS Agent
» Transform Service

The Installation Guide provides details on how to install BDD in a cluster secured with TLS/SSL.

HDFS Data at Rest Encryption

If HDFS Data at Rest Encryption is enabled in your Hadoop cluster, data is stored in encrypted HDFS
directories called encryption zones. All files within an encryption zone are transparently encrypted and
decrypted on the client side. Decrypted data is therefore never stored in HDFS.

If HDFS Data at Rest Encryption is enabled in your cluster, you must also enable it for BDD. For details, see
the Installation Guide.

Preparing your data for ingest

Although not required, it is recommended that you clean your source data so that it is in a state that makes
Data Processing workflows run smoother and prevents ingest errors.

Data Processing does not have a component that manipulates the source data as it is being ingested. For
example, Data Processing cannot remove invalid characters (that are stored in the Hive table) as they are
being ingested. Therefore, you should use Hive or third-party tools to clean your source data.

After a data set is created, you can manipulate the contents of the data set by using the Transform functions
in Studio.

Removing invalid XML characters

During the ingest procedure that is run by Data Processing, it is possible for a record to contain invalid data,
which will be detected by the Dgraph during the ingest operation. Typically, the invalid data will consist of
invalid XML characters. A valid character for ingest must be a character according to production 2 of the XML
1.0 specification.

If an invalid XML character is detected, it is replaced with an escaped version. In the escaped version, the
invalid character is represented as a decimal number surrounded by two hash characters (##) and a semi-
colon (;). For example, a control character whose 32-bit value is decimal 15 would be represented as

##15;
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The record with the replaced character would then be ingested.

Fixing date formats

Ingested date values come from one (or more) Hive table columns:
» Columns configured as DATE data types.
» Columns configured as TI MESTAMP data types.

» Columns configured as STRI NG data types but having date values. The date formats that are supported
via this data type discovery method are listed in the dat eFor mat s. t xt file. For details on this file, see
Date format configuration on page 36.

Make sure that dates in STRI NG columns are well-formed and conform to a format in the dat eFor mat s. t xt
file, or else they will be ingested as string values, not as Dgraph nmdex: dat eTi e data types.

In addition, make sure that the dates in a STRI NG column are valid dates. For example, the date Mon, Apr
07, 1925 is invalid because April 7, 1925 is a Tuesday, not a Monday. Therefore, this invalid date would
cause the column to be detected as a STRI NG column, not a DATE column.

Uploading Excel and CSV files

In Studio, you can create a new data set by uploading data from an Excel or CSV file. The data upload for
these file types is always done as STRI NG data types.

For this reason, you should make sure that the file's column data are of consistent data types. For example, if
a column is supposed to store integers, check that the column does not have non-integer data. Likewise,
check that date input conforms to the formats in the dat eFor mat s. t xt file.

Note that BDD cannot load multimedia or binary files (other than Excel).

Non-splittable input data handling for Hive tables

Hive tables supports the use of input data that has been compressed using non-splittable compression at the
individual file level. However, Oracle discourages using a non-splittable input format for Hive tables that will be
processed by BDD. The reason is that when the non-splittable compressed input files are used, the suggested
input data split size specified by the DP configuration will not be honored by Spark (and Hadoop), as there is
no clear split point on those inputs. In this situation, Spark (and Hadoop) will read and treat each compressed
file as a single partition, which will result in a large amount of resources being consumed during the workflow.

If you must non-splittable compression, you should use block-based compression, where the data is divided
into smaller blocks first and then the data is compressed within each block. More information is available at:
https://cwiki.apache.org/confluence/display/Hive/CompressedStorage

In summary, you are encouraged to use splittable compression, such as BZip2. For information on choosing a
data compression format, see: http://www.cloudera.com/content/cloudera/en/documentation/core/v5-3-
x/topics/admin_data_compression_performance.html

Anti-Virus and Malware

Oracle strongly encourages you to use anti-virus products prior to uploading files into Big Data Discovery. The
Data Processing component of BDD either finds Hive tables that are already present and then loads them, or
lets you load data from new Hive tables, using DP CLI. In either case, use anti-virus software to ensure the
quality of the data that is being loaded.
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i Data Processing Workflows

This section describes how Data Processing discovers data in Hive tables and prepares it for ingest into the
Dgraph.

Overview of workflows

Workflow for loading new data

Working with Hive tables

Sampling and attribute handling

Data type discovery

Studio creation of Hive tables

Overview of workflows

This topic provides an overview of Data Processing workflows.

When the Data Processing component runs, it performs a series of steps; these steps are called a data
processing workflow. Many workflows exist, for loading initial data, updating data, or for cleaning up unused
data sets.

All Data Processing workflows are launched either from Studio (in which case they run automatically) or from
the DP CLI (Command Line Interface) utility.

In either case, when the workflow runs, it manifests itself in various parts of the user interface, such as
Explore, and Transform in Studio. For example, new source data sets become available for your discovery,
in Explore. Or, you can make changes to the project data sets in Transform. Behind all these actions, lie the
processes in Big Data Discovery known as Data Processing workflows. This guide describes these
processes in detail.

For example, a Data Processing (DP) workflow for loading data is the process of extracting data and metadata
from a Hive table and ingesting it as a data set in the Dgraph. The extracted data is turned into Dgraph
records while the metadata provides the schema for the records, including the Dgraph attributes that define
the BDD data set.

Once data sets are ingested into the Dgraph, Studio users can view the data sets and query the records in
them. Studio users can also modify (transform) the data set and even delete it.

All Data Processing jobs are run by Spark workers. Data Processing runs asynchronously — it puts a Spark
job on the queue for each Hive table. When the first Spark job on the first Hive table is finished, the second
Spark job (for the second Hive table) is started, and so on.

Note that although a BDD data set can be deleted by a Studio user, the Data Processing component of BDD
software can never delete a Hive table. Therefore, it is up to the Hive administrator to delete obsolete Hive
tables.
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Workflow Manager

When a Data Processing workflow is launched from Studio or the DP CLI, the workflow is instantiated and
managed by the Workflow Manager Service.

Workflows are implemented in terms of state machines, to simplify their logic and to support asynchronous
calls (within the service) and failure recovery. Each workflow has these well-defined states representing the
life cycle of the workflow:

» START_STATE — The workflow job is started. A Spark job is built and submitted as a YARN job.

* YARN JOB SUBM TTED STATE — The YARN job has been submitted. If the job is successfully
completed, an ingest job is built and submitted to the Dgraph HDFS Agent.

* | NGEST_JOB_SUBM TTED_STATE — The ingest job has been submitted. If the ingest was successful,
the i ngest St at us attribute for the data set is updated and a completion notification is sent to the client
via the Notification Service.

» SUCCEEDED_ STATE — The workflow job has successfully completed.
* FAI LED STATE — The workflow job failed.

These states are part of the contract between the Workflow Manager Service, its clients (e.g., Studio), and its
dependencies (e.g., Dgraph HDFS Agent).

Workflow jobs are assigned a unique identifier. This job ID is returned to DP CLI jobs, which can then be
monitored with the DP CLI get - j ob- st at us flag.

DataSet Inventory

The DataSet Inventory (DSI) is an internal structure that lets Data Processing keep track of the available data
sets. Each data set in the DSI includes metadata that describes the characteristics of that data set. For
example, when a data set is first created, the names of the source Hive table and the source Hive database
are stored in the metadata for that data set. The metadata also includes the schemas of the data sets.

The DataSet Inventory contains an i ngest St at us attribute for each data set, which indicates whether the
data set has been completely provisioned (and therefore is ready to be added to a Studio project). The flag is
set by the Workflow Manager after being notified by the Dgraph HDFS Agent on the completion of an ingest.

Language setting for attributes

During a normal Data Processing workflow, the language setting for all attributes is either a specific language
(such as English or French) or unknown (which means a DP workflow does not use a language code for any
specific language). The default language is set at install time for Studio and the DP CLI by the LANGUAGE
property of the bdd. conf file. However, both Studio and the DP CLI can override the default language setting
and specify a different language code for a workflow. For a list of supported languages, see Supported
languages on page 105.
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Workflow for loading new data

This topic discusses the workflow that runs inside Data Processing component of BDD when new data is
loaded.

The Data Processing workflow shown in this topic is for loading data; it is one of many possible workflows.
This workflow does not show updating data that has already been loaded. For information on running Refresh
and Incremental update operations, see Updating Data Sets on page 58.

Loading new data includes these stages:
» Discovery of source data in Hive tables
» Loading and creating a sample of a data set
* Running a select set of enrichments on this data set (if so configured)
» Profiling the data
e Transforming the data set
» Exporting data from Big Data Discovery into Hadoop

You launch the Data Processing workflow for loading new data either from Studio (by creating a Hive table), or
by running the Data Processing CLI (Command Line Interface) utility. As a Hadoop system administrator, you
can control some steps in this workflow, while other steps run automatically in Hadoop.

The following diagram illustrates how the data processing workflow for loading new data fits within Big Data
Discovery:
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Data Processing workflow for loading new data

Hadoop environment
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1. Start Spark joph——= Ya;:aﬁnisgzl:me
Data
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3. Load
A schema and
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Yarn Node
Manager
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The steps in this diagram are:
1. The workflow for data loading starts either from Studio or the Data Processing CLI.

2. The Spark job is launched on Hadoop nodes that have Data Processing portion of Big Data Discovery
installed on them.

3. The counting, sampling, discovery, and transformations take place and are processed on Hadoop nodes.
The information is written to HDFS and sent back.

4. The data processing workflow launches the process of loading the records and their schema into the
Dgraph, for each data set.

To summarize, during an initial data load, the Data Processing component of Big Data Discovery counts data
in Hive tables, and optionally performs data set sampling. It then runs an initial data profiling, and applies
some enrichments. These stages are discussed in this topic.
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Sampling of a data set

If you work with a sampled subset of the records from large tables discovered in HDFS, you are using sample
data as a proxy for the full tables. This lets you:

» Avoid latency and increase the interactivity of data analysis, in Big Data Discovery
* Analyze the data as if using the full set.

Data Processing does not always perform sampling; Sampling occurs only if a source data set contains more
records than the default sample size used during BDD deployment. The default sample size used during
deployment is 1 million rec