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1. Introduction

1.1 Scope of the Document

For the purpose of single sign-on Oracle FLEXCUBE is qualified with Oracle Identity
Management 10.1.4.0.1 — specifically using the Access Manager component of Oracle Identity
Management. This feature is available in the releases FCIS 8.4.0.0.0.0.0 and onwards of Oracle
FLEXCUBE Investor Servicing.

This document is expected to provide an understanding as to how single sign-on can be enabled
for a Oracle FLEXCUBE host deployment.

In addition to providing a background to the various components of the deployment, this
document:

e provides detailed steps as to how to install the various Oracle FLEXCUBE components
required for the purpose of single sign-on

e Configuration in Oracle FLEXCUBE and Oracle Access Manager to enable single sign-
on.

1.2 Abbreviations and Terms

Abbreviation Description

FS Functional Specification Document
FCIS Oracle FLEXCUBE Investor Servicing
uT Unit Trust

BPEL Business Process Execution Language
Oracle IPM Oracle Imaging and Process Manager
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2.Background and Pre-requisites

2.1 Software Requirement

Oracle Access Manager (10.1.4.0.1) - OAM
e Identity server
e Web Pass
e Policy Manager

e Access Server
¢ Web Gate

LDAP Directory Server

Please make sure that the LDAP which is been used for Flexcube Single Signon deployment is
certified to work with OAM.

List of few LDAP Directory servers supported as per OAM document (note — this is an indicative
list. The conclusive list can be obtained from the Oracle Access Manager documentation):

e Oracle Internet Directory

e Active Directory

e ADAM

e ADSI

e Data Anywhere (Oracle Virtual Directory)
e IBM Directory Server

e NDS

e Sun Directory Server

OC4J App Server (Conditional requirement)

For the purpose of achieving single signon for FCJ if OC4J is used for deployment then it is
necessary for this OC4J instance to have an explicit Oracle HTTP server. Therefore a
standalone OC4J instance will not do.

Microsoft .net Framework

2.2 Backaground of SSO related components

2.2.1 Oracle Access Manager (OAM)

Oracle Access Manager consists of the Access System, and the Identity System. The Access
System secures applications by providing centralized authentication, authorization and auditing to
enable single sign-on and secure access control across enterprise resources. The ldentity
System manages information about individuals, groups and organizations. It enables delegated
administration of users, as well as self-registration interfaces with approval workflows. These
systems integrate seamlessly.
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The backend repository for the Access Manager is an LDAP-based directory service that can be
a combination of a multiple directory servers, which is leveraged for two main purposes:

e As the store for policy, configuration and workflow related data, which is used and
managed by the Access and Identity Systems

e As the identity store, containing the user, group and organization data that is managed
through the Identity System and is used by the Access System to evaluate access
policies.

2.2.2 LDAP Directory Server

To integrate Oracle FLEXCUBE with OAM to achieve Single Sign-on feature, Oracle
FLEXCUBE'’S password policy management, like password syntax and password expiry
parameters can no longer be handled by Oracle FLEXCUBE. Instead, the password policy
management can be delegated to the Directory Server. All password policy enforcements would
be on the LDAP user ID’S password and NOT Oracle FLEXCUBE application users’ passwords.

2.2.3 Webqgate

A WebGate is a Web server plug-in that is shipped out-of-the-box with Oracle Access Manager.
The WebGate intercepts HTTP requests from users for Web resources and forwards it to the
Access Server for authentication and authorization.

Note

This document will not discuss the configuring and setting up of OAM and LDAP directory server.
This will be provided by the corresponding Software provider.
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3.1

3. Installation

Pre-requisites

The installation steps provided below assume that OracleFLEXCUBE IS has already been
deployed and is working (without single sign-on).

The installation steps assume that Oracle Access Manager and the LDAP server have been
installed already and the requisite setup already done with respect to connecting the two.

Keep a back up of the httpd.conf when the OID and OAM installation and set up is complete.
After the deployment of the servlet is finished and webgate is installed ensure that the block of
lines between the following lines is present in httpd.conf.

##**** BEGIN Oracle NetPoint WebPass Specific ****

##**xx END Oracle NetPoint Specific ****

#***x BEGIN Oracle Policy Manager Specific ****

#*** END Oracle Policy Manager Specific ****

#***x BEGIN WebGate Specific ****
#***x END WebGate Specific ****

For an example please refer to the Appendix of this document.
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4. Configuration
4.1 Configuring Oracle FLEXCUBE for Single-Sign On

41.1 Choosing a Webgate

Separate Web server specific installation packages are provided for WebGate components. Be
sure to choose the appropriate installation package for your Web server and platform.

In Case of Windows Platform (For oc4j server) -

In Case of Linux Platform - Oracle_Access_Managerl0_1 4 0 1 linux_ OHS WebGate.exe

4.1.2 Steps to setup the policy domain and protecting the URL

Launch the Access System Console from your browser by specifying the URL that connects to
the Policy Manager. For instance, http://hostname:port/access/oblix

Where, hostname refers to machine that hosts the Web server; port refers to the HTTP port
number; /access/oblix connect to the Access System Console.

You will see the main Access System page. Figure 1
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http://hostname:port/access/oblix

2l Access System - Microsoft Internet Explorer,

File Edt ‘iow Fovorites Tools  Help »
O - © B B G| Pors Frrone @3- 5 5 - LIE BB

Address ] hitpifcurhp1530.i-flex.com: 7777 accessjoblixf 1> ER
Google |G+ v|Gn w52 @D B~ ¥¢ Bookmarksw Ehzgblocked PP Check »  § Autolink v o AutoFil (e Sendbow () Settings+

ORACLE’

Oracle Access Manager 10g

Oracle Website | Online Support

Access System

Policy Manager

The Policy Manager apglication allows you to create, remove and manage policies and resources and test policy enforcement

Access System Console
The Access System Console consists of Systerm Configuration, Systermn Management, and Access Systerm Configuration
compaonents, which are used for all web-based administration, and configuration of the Access System

ldentity System

The ldentity Systerm consists of the User Manager, Group Manager and Organization Manager applications and the Identity System
Caonsole

Copyright @ 1996-2006, Oracle. A1 rights resenred. US P atent Numbers 6,539,379; 6,675,261; 6,782,379, 6,316,871, Portions copyright @ 1991-2003, Compuware
Corporation. Includes RSA BSAFE® cryptographic or security protocel sofiware fram RSA Security. Copyright @ 2003, RSA Security Inc. A1l rights reserved. Oracle
is a registerad tradematk of Oracle Corporation and/or its affiliates. Dthar names may be fradem atks of their respactive owners.

@ Dane ‘ﬂ Local intranet

After that click on the Policy Manager Link in the page. (Marked in RED).You will get the below
login page.

After getting the Login Page, provide admin user name and password to login.

By default admin user id for OID is orcladmin. (Use the Password for the admin
which is given while installing).
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2l Oracle Access Manager - Microsoft Internet Explorer

Fle Edit View Favorites Tools Help o
. AWs i %
- { -
@i © RNEG Pwwr o @3- 2 @ UGBS
Address |iz| http: evrhp1530,i-flesx, com: 777 7lidentityfoblixf appsfuserserveenter [binfuserservcenter, coi?program=commonLogingreturnUrl=,  %2F . %2F . %2F . %2F. , Y 2F access Yozl V| Go Links **

Google G+ V‘GD 450 @D By~ T Bookmarks~ Shzoblocked A check v 4 Autolink ~ - Autoril e Sendkow () settings~

ORACLE

Oracle Access Manager 10g

Oracle Website | Online Support

User Name ‘ ‘

Password ‘ |

_Login ) (_ Logt Passward )

Copyright & 19082008, Oracle. All rights reserved. US Patent Numbers 5.530.370; 8,675 261; 6.782 370; 5.816.87 1. Portions copyright @ 1991-2003, Compuware
Corporation. Includes RSA BSAFE & cryptographic or security protocol sofmare from REA Sesurity. Copyright @ 2002, REA Security Inc. All ights reserved. Orasle
is a registered trademark of Oracle Corporation andfor its affiliates. Other names may be tradematks their respective owners.

a Done ‘ﬂ Local intranet

Once admin user has logged in you will get the policy domain page which is shown below. By
default you can see two policies (unless other policies have been created for the purpose of other
applications in the enterprise).

e |dentity Domain
e Policy Manager
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2 Policy Manager - Microsoft Internet Explorer

Ele Edit View Favorites Tools Help A=
) A ®) - >_ B

Poack - () |ﬂ @ Ta | D search SlgFavertes &4 (- Lz i<

Address \15_1 http:fjcvrhpl 530, -Flesxe, com: 777 7 faccessioblixlapps Front_pagefbinifront_page. cairlaginTry—=1 v| Go  Links 7

Coogle |G+ V‘GD w5 P By~ 9y Bookmarks~ Ehooblocked | S check + 4 Autolink - |s# Send tow () Settings -

ORACLE Access Administration Acosss System Console Helo About Logout

Logged in use
e Search My Policy Domains
LMy P
Domains Mame Resource Type  URL Prefix Description Enabled
Lreate Policy http ftest
Hranch Policy
Domain [] Branch Polic hitp Hexbranch Faolicy to protect Branch Url Yes
* Access Tester [ devinterimserviet devinterimservlet Mo
[ Identity Domain http fidentity This domain protects Identity System URLs Mo
[ Policy Manager http faccess This domain protects Access Domain URLs Mo
http fscn
[] Eolicy to protect Interim serdst http fiis Puolicy to protect Interim serddet esg
http fssol
[ shensso http fmyweh shensso for testing Yes
[] Tomcat Policy. http Jfesotom Mo

[ Update Cache

(_Enable ) Disable ) Delete )

&] Done % Local intranet

For protecting the resources for SSO a new policy domain has to be created. For creating new
policy domain use Create Policy Domain option in LSM. (Marked in above Figure). After
Selecting Create Policy Domain you will get the below screen (Figure below).
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a Paolicy Manager - Microsoft Internet Explorer,

File Edit Wiew Favaorites Tools Help i
) A ) A : ’: A g

Q- © HNEBG Powo o @ 25 @ LH LS

Address |@ https fiovrhp1530.0-Flex.com: 7777 faccess oblix/ apps front_pagejbinifront_page.cgifloginTry=1 v| Go Links **

Google |G- Ve o @ @ B+ 1% Soskmarks~ E29blocked S Check v Autolink ~ ] AutoFil s Send to~ @ settings~

ORACLE Access Administration Access Systern Consale Help Ahout Logout

Folicy Manaaer

Logged in user ercladmin

Search Folicy to protect Interim serdet > General

My Policy
Resources \| Authorization Rules \| Default Rules \| Faolicies \| Delegated Access Admins \|

Create Polic
Damain Name [Policy to pratect Interim servlet
Arcess [ester Description

Policy to protect Interim servlet

Enabled Yes v

Update Cache

(_Save ) Cancel )

@ Cancel changes., .:J Local intranet

In general tab provide the name and description for your Policy and Select the Enabled status to
YES and give Save. Then Select the Resources tab you will get the below page. While creating
new policy no resources will be defined in default, we have to add the resources which need to be
protected for SSO. (Figure below).
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icrosoft Internet Explorer

Flle Edt View Favorites Tools  Help

Qo - O E @ (h pﬁearth *Favurites £3 Bv ;D_? B3

Address | @] hetp:icurhp1530.-Flex, com: 7777 access oblixfapps{front_page/binffrort_page.caloginTry=1 v B unks
Google [Cl~ v|Go 50 @D B~ 9% Bookmarksw Shzoblocksd 0 Check = Autolink + o Auccril (s Sendtoy () settings~
ORACLE Access Administration Aosess System Console Help About Logaut

Logged in user:

e Search devinterimserslet * Resource
CBMy Policy

Domains M Authorization Rules W Default Rules W Palicies W Delegated Access Admins ‘W
e Create Policy

Daomain There are ne Resources defined

Access Tester

& Resource Information & Local intranet

rosoft Internet Explorer

[

Fle Edt View Favorites Tools Help

@Eack @ \_) @ @ :h pSearch *Fa\runtes @ Bv ;i_; " | |_J ﬂ % ﬁ

Address | ] hetp:ffeurhp1530.-Flex, com: 7777 access cblixfapps{front_pags/binffrort_page.caPloginTry=1 - Go | Links >
Google [Cl+ v|Gn 52 @D B~ 9% Bookmarksw Bhzoblocked % Check = Autolink v o Auioril [ Sendtow () settings~
ORACLE Access Administration Acesss System Conssle Help About Logeut

Logged in user: orcladmin

Search Policy to protect Interim sendet = Resource

My Policy
Domains M Authorization Rules W Default Rules W Folicies W Delegated Access Admins ‘W
Create Policy

Domain Resource Type | h
Access Tester

URL Prefix / v”

Description

Update Cache

Save ) Cancel )

%J Local intranst

&) pone
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Click on the Add button you will get the above page for creating URL prefix (Figure below). Give
FCJINeoWeb in URL prefix text box and provide the description. After providing the details the
screen will look like below.

| Policy Manager, - Microsoft Internet Explorer

File Edit “iew Favorites  Tools  Help

@Back @ d @ @ \/_h pSEar[h *Favuntas @ E}}:v ; J ﬁ .ﬁ

Address ‘@ http://ddhp0629: 7780/ access/ /oblixfapps/front_page/bin/front_page.caizloginTry=1 V| Go Links **
ORACLE' Access Administration fcosss System Consols Help About Logeut

Logged in user: orc

Search To Protect FC = = SFL

My Policy
~ = ~ ~ -
Domains M Authorization Rules | Default Rules | Palicies |  Deleaated Access Admins |

Create Policy

Domain Resource Type hitp
e Access Tester URL Prefix /FCUNeoveb
Description To Protect FCJINeoWeh

(‘Gave ) Cancel )

@ Delegated Admins Information. g Local intranet

Now press Save. Your URL prefix is created and next move to Authorization Rules Tab. You
will get the below screen (Figure 8).
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Policy Manager, - Microsoft Internet Explorer

e

Fle Edit View Favortes Tools  Help

@Eack © L) E @ (h pSearch *Favurites @ Bv ,; " | |_J ﬁ % .‘ﬁ

Address ] hetp:fieurhp1530.-Flex, com: 7777 access cblixfapps{frort_page/binffrort_page.caPloginTry=1 v B unks
Google [Cl+ v|Go @ D B+ Ve bookmarks~ Shzsblocked 9P check ~ oy Autolink v | Aol (e Sendtow () Settings =
ORACLE" Access Administration Access System Console Help About Logout

Logged in user: orcladmin

sfd ¥ Autharization Rules

Domains General | Resources | Default Rules | Poliies | Delegated Access Adming |

ICreate Policy
Dom: There are no Authorization Rules defined

Access Tester

@ Authorization Rules Information. ‘ﬂ Local intranet

By default no rules is defined. Click on Add button to create new rule.

Policy Manager, - Microsoft Internet Explorer

i

Eile Edit Yiew Faworites Tools Help

Qe - © - ¥ B & pSearch 52 Favorites {2} B- :\ﬁ IR

VB ks *

Address ‘i:Ihttp:p’,l’cwhplEﬁU‘i-ﬂex.com:7777,iaccessfob\ixp’appsffrontjagefbm,ifrontjageLgi?loginTry:l
Google [Cl~ v et @D B~ Ty ookmarkse Ehzablocked S check » y Autolink = ] AutoFil [ Sendtov () settings~
ORACLE' Access Administration fsoess System Consale Help Lonout

= Search =fd > Autherization Rules
= My Policy
-~ ~ =~
Domains 1 Rules Default Rules Policies Delegated Access Admins
LW Create Policy s
Domain
+ Access Testar Name
Description
Enabled Mo~

Allow takes precedence |pp «

Update Cache

[ Save )_Cancel )

&] Done & Localintranet
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Give name and description for your rule and Select Yes for Enabled and Allow precedence drop
down box. Then proceed with Clicking on save button.

| Policy Manager - Microsoft Internet Explorer

Eile Edit W¥iew Favorites Tools Help 1
) A O vy % W ﬂ
eBack - & \ﬂ @ ﬂ /_JSearch . Favorites @ [“_-:_\,v =" % '3
Address |@ hittps ffovrhp 1530.0-flex.com: 7777 faccess/oblixf apps front_page/binifront_page.cgi?loginTry=1 V| GO Links **
CD(ngE“G' v|Go ¥ =N} -~ 9F Bockmarksw S zoblocked TP check = g Aukolink v | AutoFil el Send tow () settings=
ORACLE Access Administration Rosess System Consale Help fbout Logaut
Policy Manaaer
Logged in user: orcladmin
+ Search Polioy to protect Interim serdet = Authorization Rules = autho rule to protect interim servlet = General
WMy Policy . . i
Domains General | ) e DefaultRules | Policies | Delzoated Access Admins |
+ Create Policy Gene : 5 ; ;
Domain
+ Access Tester Name autho rule to pratect interim
Description autho rule to protect interim servlet
Enabled Yeg v
Allow takes precedence | ypg
[“]Update Cache
(_Gave ) Cancel )
@ Done ‘:} Local intranet

After Save, Next select the Actions Sub menu (Marked in above figure). Now you will get the
below page for providing details for the action like redirection URL and what need to be returned
for success and failure authorization will be there. For SSO we need to give detail for return value
in case of authorization Success.
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a Paolicy Manager. - Microsoft Internet Explorer ‘Z”EHE

Fle Edit Wiew Favorites Tools  Help a’
3y s B | A

eﬁack @ ‘.J E @ (h pSearch MFavor\tes 8 tiv = . \_J ﬁ % .ﬁ

Address |ig http:/fcwrhpl530.i-flex. com: 7777 access /oblix/apps/front_page/bin/front_page.caitloginTry=1 V| Go Links *

Google (G V‘Gn 0@ @D 0 v 9y bookmarksw Bizablocked P Check v Autolink v | sl [epSendtow () settings»

ORACLE Access Administration focess Gyser Console Help About Logout

Search

. Authorization Success
Domains
» Create Polic Redirection | ‘
Domain URL
» Access Tester
- Return Type Name Retum Value
| | | 10 ®
Type Name Return Attribute

|Header\far | ‘DN ‘ |Ubumque\d | Q @

Authorization Failure

Redirection | ‘
URL

Return Type Name Return Value

| | | N RORO)

Type Name Return Attribute
| | | B NONO)
¥ Update Cache u
('save ) cancel ) v
a Pulicy Manager ‘ﬂ Local intranet

Mention the Type as HeaderVar and in Name give as DN and return attribute as obuniqueid. All
the above values are default keywords for getting DN name. Then give save. Now you can see

the below page. (Figure 12).
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A Policy Manager - Microsoft Internet Explorer

File Edit W¥iew Favorites Tools Help

eBack @ J @ @ Lh pSearch {?Favurites @ E;:{v :_\‘,'. J ﬁ % .ﬁ

v|Bse ks »

Address |i£| http:ffovrhp1530.i-flex. com: 7777/ access foblixfapps/front_page/bin/front_page.cgizloginTry=1
GDCS]B |Cv - | Go o @ ()] E - ﬂ? Bookmarks @ 29 blocked A:? Check = % Autolink « ’._, @ Send tow @ Settings+
ORACLE" Access Administration Aecess System Conzole Help £bou! Legout

Logged in user: orcladmin

Search Policy to protect Interim sendet & Authorization Rules & authe rule to protect interim servlet & Actions

My Policy
~ N ~ n
Domains General Resaurces es Default Rules i Delegated Access Admins

Create Policy

Daomain
+ Access Tester Authorization Success
Return
Headervar D obunigueid
[ Update Cache
(Modity ) Delete )
@ Done .ﬂ Local intranet

Now we need to specify the users who need access the protected resources. So click on Allow
Access sub menu (Marked in above Figure). Here we can select the users (already created in
OID) for giving access by selecting from the list. By default no users will have access.
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Policy Manager - Microsoft Internet Explorer

File Edt Yiew Favorites Tools Hslp

Qe - @ - (%] @] €| Oscach Soravoies & -4 @ - [ € 23

Addrass \ég hittp: ffcvrhp1530.i-Flex. com: 7777 {accessfoblicfapps front_pagefbin/front_page.coitloginTry=1

Google |G- V‘Gn w5 D £~ ¥ Bookmarksw Eh29blocked o Check vy Autolink w | Autoril e Send bow
ORACLE Access Administration

7

2

Go |Llinks >
& () Settings—
Access Systemn Console Halp About Logout

Logged in user: orcladn

sfd = authorization Rules = dis 2 Allow Access

~ - -
General Resources Defaull Rules

~ -
Puolicies Delensted Access Admins

Create Policy
Dormnain

Access Tester Mo one is allowed access.

&) Done

®J Local intranet

Now press Add button to give access to get the below screen and click Select User button in the
page shown below.

2 Policy Manager - Microsoft Internet Explorer

File Edit View Favorites  Tools  Help

o
Q= - D B @ (h pSEarEh *Fav\:rites €2 D/R' :\ﬁ A LE €3

address | @] hktp:ficvrhpl 530, -Flex, com: 7777/ access/ablixfappsiFrant_page/bin(fronk_page.caloginTry=L v Go | Links
Google |G+ leo w5 @D By~ U Bookmarksw Sh2sblocked P Check ~ g Autolink = | sutoril e Sendtow 0 () Settings -
ORACLE Access Administration focess System Consols Help Legout
e Search sfd > Authorization Rules = dfs = Allow Acsess
CMy Policy
Dom: S General Resources |
s Create Policy
Domain

Access Tester People Select User
Role Mo Ruole +

e —— S RO

Update Cache

_Sawe ) Cancel )

#&] pane

& Local intranet

Now you will get a search page for searching the users..
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Policy Manags icrosoft Internet Explorer

File Edit Wiew Favorites Tools  Help

Qe - D E @ ;;j psEarch \zf‘\'(Favnntes & [:}‘(jv :\?,, (& <3

Address [ €] hitp: ffovrhpL530.-flex. comi 7777 faccess foblix/ apps/front_pags/bin/Front_page.caifloginTry—1 ~| Go  Links >
Google [Cl- v|Go v & @D B~ ¥F bookmarks~ [Sh2sblocked | "9 Check = %y Autolink -~ = Send ko~ () Settings~
ORACL E Access Administration ficcess System Console Help About Legout

ORACLE Identity Administration Selestor
Search| Full Mame | That Contains - OAl@®|B Result ‘G0 )."Advanced )]
Create Policy i i

Access Tester Selector

Selected

Name

Mo Selections Currently

(_Done )_Gancel )

Local intranet

#&] Done

You can search with some key values if you know the users in OID or simply press Go button so
that all the users in OID will be listed as shown below.

osoft Internet Explorer

Flle Edit View Favorites Tools  Help

Qe - © - [x] B € ) search ' Favaries {£2) - :;.. [ < 3

adiress [ @] hetpdfeurhpl 530, lex. com: 7777 access oblixfapps/Fronk_page binfFront_page.caitloginTry=1 vIBso inks *
Google [Cl+ v|Go v @D By~ 1% Bookmarksw Eheoblocked PP check v ' Autolink v o) | o Sendtow () settings
ORACLE Access Administration fosess System Console  Help Logout
ed in user: orcladmi
|
: _a: Search Full Marme ~ | That Contains v Al @’8—| RESU“@@
Domains ) )
+ Creste Policy  ((Dene ) Cancel)
Domain Selected
e Access Tester J Table View Custom Yiew
Name
Search Results Mo Selections Currently
(Previous ) Mex )
Add A1) Full Name
ADD ) ® harish
“apD) ® nagesh
ADD ) " OblixAnonymous
(ADD) ® arcladmin
ADD) # PUBLIC
ADD )  shent
(ADD) ® suresh
ADD ) itarum
(Previous ) Mex )
(. _Done ﬁcancel ) E

&] % Local intranst
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After giving Go, you will get the above screen with the list of users. Now ADD the users who need
access, then the selected users will appear in the RSS (Right Side Screen) under Selected list.
After adding the users, give Done and will take you to save then press Save button to complete
the allow access process. At Last you will get the below screen.

2l Policy Manager - Microsoft Internet Explorer

File Edit W¥iew Favorites Tools Help i
eBack - d \ﬂ @ _-_h /:\J Search it(’Favorltes {‘3 [:‘:- :\,‘ _J ﬂ % ﬁ

Address |@ http: ffcvrhp1530.i-flex. com: 7777 accessjobliz/apps frant_page/binffront_page.cqgizloginTry=1

v|BYeo |uks »

Google |G+ v|ewd @ B~ 1y bockmaksr Bhzobiocked P check v 4 Autolink v [ Send tow @ settingsw
ORACLE Access Administration Access System Console Helo About Logout
Folicy Manager
Logged in user orcladmin
* Search Folioy to protect Interim serdet = Authorization Rules = autho rule to protect interim servlet = Allow Access
CRMy Policy . i . .
Domains General | ) ion Rules Default Rules Policies | Crelegated Access Admins )
+ Create Policy General iming Co Actions =
Domain
s Access Tester People @surech @shenl @nagesh
( modify )
@ Done ‘j Local intranet

Next Select the Default Rules tab option to give authentication rule details. By default no
authentication rules is defined.
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Microsoft Internet Expl

Edit  View Favorites Tools  Help

eﬁa(k - J B @ ::j pﬁear(h *Favnrltes {—3 B- :5\5‘ " | |_J ﬂ %

3

fddress [ hitp: ffcvrhp L 530 i-flex. com: 7777 access foblixfapps/Front_page/binffront_page.cai?loginTry=1 ~| Go | Lirks >
GCoogle |G- v|Go w5 @D )~ Yy bookmarks~ Ehesblocked P Check ~ gy Autolink w o aucoill (sl Send tow 0 () settings—
Access System Console Help About Legout

ORACLE Access Administration

Logged in user: or

sfd = Default Rules = Authentication Rule

Searc

My Policy
Domains
Create Policy

Domain
Access Tester

Delegated Access Admins 0

~ - - -
General Resaurces Authorization Rules Folicies

There is no Authentication Rule defined.

& Local intranet

Press the Add button to attach the authentication rule for the policy.

Flls Favorites  Tools  Help

eﬁack - @ @ (h pSear:h *Favuntes ) Bv ; " |

Edit  Yisw

U <3

Address |ig hittp:jjcvrhpl 530, -Flex. com: 7777 faccess oblizfapps Front_page/bin/front_page. caiFloginTry=1

w

Ble Lns @

Check = 4 Autolink + 5] AutoFil [ Sendtos

Google [Gl~ vl @ B~ ¢ sookmarksw 29 blocked

() settings =

ORACLE Access Administration

Aocess System Console

About Logout

Help

Logged in user: orcladmin

Search

sfd ¥ Default Rules & Authentication Rule

.
Domains General | Resources | authorization Rules | LTI el Folicies | Delegated Access Admins |
e Create Policy Authentication Rule Authaorization Expression | Audit Rule
Domain Feneral =

Access Tester

Name I

Description

Authentication Scheme | Basic Over LDAP

[l Update Cache Client Certificate

Anonymous Authentication
Oracle Access and ldentity Basic Over LDAP

Save )_Cancel )

#&] Done

% Local intranet
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Give name and description for your authentication rule. For authentication Scheme you can find
various options in Dropdown list. Select Basic Over LDAP option. Then give Save to proceed.

| Policy Manager, - Microsoft Internet Explorer

3

Fil= Edit Yiew Favorites Toals Help wr

@Back 2 J @ @ /_h fﬂ] Search \:E(Favmr\tas @ D’fjé' :\",\, J ﬁ ‘3

Address ‘@ http://ddhp0629; 7780/ access/ /oblixf apps/front_page/bin/front_page.caivloginTry=1 v| Go Links **
ORACL & Access Administration fisosss System Console Help About Logout

Folicy Manager

Logged in user: orcladmin

Search To Protect FCISMeotieb & Default Rules & Authentication Rule & General

My Policy
Domains
Create Policy

Domain
Access Tester

~ -
General Resources
Authentication Rule

Autharization Rules \ Default Rules Falicies \| Delenated Access Admins \|
Authorization Expression | Audit Rule

General

Name Auth rule to protect FCJMNeoWeb |
Description Luth rule to protect FCJN=olWsh
Authentication Scheme | Basic Over LDAP v

[“lUpdate Cache

(‘save ) Cancel )

@ Policy Manager g Local intranet

@ Pankaj

Next Select the Authorization Expression in sub menu (Marked in above figure) to attach the
created authentication rule for the policy. In default no authorization expression is defined. Select
Add to create new expression.
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& | Policy Manager - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help ,'J'
) A ) L = ! I
@Back M 7 ) \ﬂ @ ﬂ /.JSearch \V\‘(’ Favorites @ D:_{- =) _J ﬂ % ﬁ
Address @ http: ffcvrhp1530.i-flex. com: 7777 [ access foblixfappsjfront_page/binifront_page.cgizloginTry=1 v| o Links
GD(JS]E ||—Cv hd | Go oG O E - ﬁ Bookmatks = SI 29 blocked ":} Check = % Autolink « 'Q B Send tow @ Settings
ORACLE Access Administration fosess System Console Help About Logout
- orcladmin
+ Search sfd = Default Rules = Authorization E > E i
CBMy Policy . _ . . )
Domains General \| Resaurces \| Authorization Rules | AR e G0 Falicies \| Delegated Access Adming \|
+ Create Policy Authentication Rule |  Authorization Expression Audit Rule

Domain D

s Access Tester

There is no Authorization Expression defined.

(Addl

@ Done ‘:} Local intranet

You will get the below page, when clicking Add button. You can find the authorization rule created
earlier will be available in Select authorization rule drop down. Now press add button so that the
selected rule will be available in Authorization Expression Text area and Authorization Expression
in Text Format text area. (If you have more than one rule maintained you can still attach both the
rule, various selector are available to attach more than one rule).
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¢ | Policy Manager, - Microsoft Internet Explorer

File Edit Wiew Favortes Tools  Help

eBack = \_) @ @ h /_’_} Search \;1:(Favor\tas @ D/rj<' :\,',. _J ﬁ "3

Address ‘@ http:f/ddhp0629: 7780/ access /oblixf apps/front_page/bin/front_page.cgivloginTry=1 V| Go Lirks >
ORACLE Access Administration fucess System Console Help Aboul Logout

Authentication Rule Authorization Expression
Search Duplicat

My Policy

omais Select Authorization Rule \Auth Fule ta protect FCJNaoieb v|( Add )
reate Policy P - - -

Domain Select Separator [ And ) or J\D\D

Access Tester

Audit Rule A

Authorization Expression
Auth Rule to protect FCJMeoYyeb

[ Modify ) \'Delete ) |_Delste All

Authorization Expression in Text Format
Please use ‘&' and 1" symbals in place of 'AND" and 'OR' in the textbox below,

Auth Rule to protect FCJNeoleh

(Update ) ( Reset )

=

@ Falicy Manager @ Local inkranet

@ Pankaj ad - [D:h... 113 Oracle Interne. .. ‘-ﬁ Oracle Director. .. a

Then save the changes and next select the Action in the sub menu (Marked in above figure) and
do the same as followed for the previous action.

After finishing the default Rule process you will get the screen as below. Now select Policies
option from the tab option. This is the place where we mention the URL which needs to be
protected for SSO. (Marked in below screen). By default no policies is defined. Press Add to
attach the policy.
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a2 Policy Manager - Microsoft Internet Explorer

Fle Edit ‘“iew Favorites Tools Help
eBack © J |ﬂ @ h /:_\J Search \5:(Favorites @ [:::{' :_:',. _J ﬁ % 3

Address @ http: ffewrbp1530.i-Flex. com: 7777 faccess oblix/apps/front_page/bin/front_page.cgiloginTry=1

v|Be ks ?

Google |TGv V|G0 0@3 9 E - * Bookmarks » @29 blacked ':?Check * % Autolink - r_ BSend tow | Setting5v
ORACLE" Access Administration fosess System Console Help About Logout

Manager
Logged in user: orcladmin

* Search std * Policies

(MMy Policy ) _ _ ) _
Domains General \| Resources \| Authorization Rules \| Default Rules \| Delegated Access Admins \\

+ Create Policy
Domain There are no policies defined for this policy domam.

s Access Tester

(A

@ Policies Information, ‘ﬁ Local intranet

Now provide the name and description of the policy. Check the GET and POST checkbox for
Resource Operations. You can find the URL prefix which added earlier is available. Check the
URL prefix created (/FCINeoWeb) and in URL pattern give the full URL which needs to be
protected. For instance, http://ddhp0629:7780/FCINeocWeb
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http://ddhp0629:7780/FCJNeoWeb

¢ | Policy Manager, - Microsoft Internet Explorer 1
File Edit Wiew Favortes Tools  Help a.

@Back = d @ @ \_;j pSearch '*;‘\?Favor\tas @ E:r:z' :\ﬁ’ E| ._J ﬁ .‘3

ORACLE Access Administration Aooes System Console Help Abeut Logout

™ B R B - — ¥
o Sl General Resgutces Authorization Rules Default Rules olicie Delegated Access Admins k]
T General Authentication Rule on Audit Bule
(WMy Policy
Domains
e Craate Policy Name Palicy to Pratect FCIS
Domain Description Policy to Protect FCIS

Access Tester

Resource Type hitp v

Resource Operation(s) GET pPOST 1 PUT
[ HEAD ] DELETE [ TRACE
[0 oPTIONS [0 COMMWECT [ OTHER

Resource O all
fFCIMeaYYeh Ta Protect FCJMNeoYyeh
URL Pattern | ttp:##ddhp0B29 i-flex.com 7780/F CINeotWeb |
Query String | |
Query String Variableis) Name Value

| | | NONO

[¥]Update Cache

( Save ) Cancel ) v
Modify this policy. Q Local inkranet
f’." stant c: . % Pankaj Pad - [Dt)... 1:'_5'| Orarcle Interne. ., %) Oz

Then save the changes made for the policies. This is how to create the policy domain and protect
the resource. After creating policy domain we can test whether users has the access to it. Select
Access tester link in LSM shown below.
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Access Adminislration
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e
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™

R

Access Tecter
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R

texp oy |
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Recouice Operatica ] coT ) PoaT O FuT 3 voAD
Cl oeLe=Te 1 rrace 7 ornons ] corme=cry
] OTHER

Froms this 15 Sa8 ean

Dore Thme ol accass: (5 arg

O speciic Jate wd Baom
Date
Tirre DO » 00 ~ 00 ~

Fare L ocal tevee on wel Geden =

Chock accocs fos The follewieg Hcea s

@ selected wers
O al wers

St s ed

Show Admruststors wih O users ot 3 trme

O show caly users who are allvwed
O show caly users who are denied
& show bods

[ show mascheng Poley

T show manzteng Rule

Subme

JOeconmboe =118 O [20065 =

S Local recarat

Now provide the url which is protected in URL text box, then Select any one user you have

access Using Select User button as did early. Next Press the submit button in the above page. If
the validation is success then you will get the below screen
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Policy Manager, - Microsoft Internet Explorer

File Edit Wiew Favortes Tools  Help ?
@ Back = \) @ @ \{h p Search ‘7;:? Favorites @ B - ;i_; E| |_J ﬁ .‘3
ORACLe Access Administration #uecess System Console Help About Logout

Logged in user: orcladi

» Search Access Tester
* My Policy
Comains Access Information
« Create Policy
Domain URL hitpiddhp0629 i-flex com T 7B0F CTNeoWeb
- Resource Operation  any
IP Address any
Access Time any

Evaluation result

Policy Domain  To Protect FCISheoWehb

#Amit - Tes

\"'Back )

Check Access of this URL, Q Local inkranet
iy start
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5. First launch of Oracle FLEXCUBE after Installation

5.1 Introduction

After installing Oracle FLEXCUBE and while launching it for first time, the normal FCJ login
screen with user ID and password will appear, this is because when installing the ‘sso installed’
parameter will set to ‘N’.

5.2 Bank Parameter Maintenance

To enable SSO for Oracle FLEXCUBE IS, Run the below query for the default bank created
during installation in SMS module.

Update sttm_bank
Set SSO_Installed="Y";

5.3 Maintaining Branch Level DN Template (Branch
Maintenance)

For home branch (000) LDAP DN template should be maintained, which is used in Oracle
FLEXCUBE IS user maintenance Form to populate corresponding LDAP userid automatically
from this template. Go to branch level parameter screen and Click on Preferences Icon.

For instance, LDAP DN Template: cn=<FCJUSR>,cn=Users,dc=i-flex,dc=com

Here in this above template cn=<FCJUSR> part preferably must be there and it should not be
altered, but the rest of the DN name can change based on the configuration.

Run the below queries to enable Single Sign on.

Update sttm_branch
Set Ldap_Template="cn=<FCCUSR>,cn=Users,dc=i-flex,dc=com’
Where Branch_Code='000";

Update CSTM_BRANCH_LOC_PARAMS
Set Param_Value="Y"
Where Param_Name='SSO_INSTALLED';

Update FBTB_PARAMS
Set Param_Value="Y"
Where Param_Name='SSO_INSTALLED';
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5.4 Maintaining fcis.properties file

Go to fcubs.property file maintained in the application server and update the SSO_REQ flag to
Y.

55 Launching FLEXCUBE

After setting up FLEXCUBE to work on Single Sign on mode, navigate to the interim servlet URL
from your browser.

For e.qg.: http://<hostname>:[port]/FCISNeoWeb

Since the resource is protected, the WebGate challenges the user for credentials as shown
below.

L:)[;ria Q L)ﬂ @ \r_b ):) Search *Favorikes @ Bv :; G LJ ﬁ 4'3

Address {é’] http:/{DDTDO251.i-flex.com:80/FCIBrnWeb v}l Go Links >

Connect to ddtd0251.i-flex.com [Z[E]

.
15\
gAY

Oracle Access and Identity

User name: l [l v ’

Password: L J

(&) Opening page http://ddtd0251.i-flex. com{FCIBrmiweb. .. ] © Internet

—7.’ start 2 € 7 B Zs51 - QRS maw - Bzm -~ @ad. | Wad. [ se.. | Tor. O et R

5-2 ORACLE



2 about:blank - Microsoft lnlern;z?x;l;:; =3
File Edt View Favorites Took Help [ 7]
Qe - © ¥ B B Pseasn Joraois @ R B L B

cckess | ] hpijoDTDOZS1 il comigOJFCBrmWeb v B ks »

Connect to ddtd0251.i-flex.com 3]

£
Oracle Access and Identity

User name: € kernelabc v
Password: sssssssccs

(€] Opening page http://ddtd02S1.flex. com{FCIBrmiweb. . N © Internet
5 Start ~ @ e & . “41 - @B5. [fm4r - @21 - @A

Once the user is authenticated and authorized to access the resource, the servlet gets redirected
to normal FLEXCUBE application server URL and now the new signon form will appear.
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5.6

2 FCC Login - Microsoft Internet Explorer

Select a Style | Flexblue L*tj

Lﬂe’/"
i flex solubions
Flexcube Java Version

Copyright ® 2007 All rights reserved.
This product is protected by Indian and International copyright laws as described in the About box.

When clicking on OK button, the user is taken to application browser window directly without
asking for FLEXCUBE IS user-id and password.

Signoff in a Single Signon Situation

Oracle FLEXCUBE does not provide for single signoff currently, i.e., when a user signs off in
Oracle FLEXCUBE, the session established with Oracle Access Manager by the user will not be
modified in any manner.

In a single signon situation the “Exit” and “Logoff” actions in Oracle FLEXCUBE IS will both
function as “Exit’, i.e., on clicking these, the user will “exit” FLEXCUBE IS and will need to
relaunch FLEXCUBE IS using the Oracle FLEXCUBE IS launch URL (refer section 5.4).
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