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1. Configuring SSL on Websphere

Introduction

This chapter guides you through the process of configuring SSL on IBM Websphere application
server.

Certificates

Creating SSL Connection between Application Server and Client

To establish SSL connection between Websphere and client work stations, follow the steps given
below:

e Create SSL certificate (this certificate is required during real time production)
e Self signed certificate (SSL) will be used for testing purpose

Creating Self Signed Certificate

To create a self signed certificate, you may use various tools including IBM (Keyman). For
illustration purpose, this guide explains the method of generating SSL using a tool available in
JAVA. The keytool is available in the folder ‘JAVA_HOME\jdk\bin’.

Go to the folder ‘bin’ of JRE from command prompt and type the following command.

keytool -genkeypair -alias alias -keyalg keyalg -keysize keysize -
sigalg sigalg -validity valDays -keystore keystore

The texts highlighted in blue are placeholders. You need to replace them with the suitable
values while running the command.

In the above command,

e alias is used to identify the public and private key pair created. This alias is required for
configuring the SSL attributes for the managed servers in Oracle WebLogic application
server.

e keyalgis the key algorithm to generate the public and private key pair. The RSA key
algorithm is recommended.

e keysize s the size of the public and private key pair generated. A key size of 1024 or
more is recommended. Consult your CA on the key size support for different types of
certificates.

e sigalgis the algorithm used to generate the signature. This algorithm must be
compatible with the key algorithm. This has to be one of the values specified in the Java
Cryptography API Specification and Reference.

e valdays is the number of days for which the certificate is considered to be valid. Consult
your CA on this period.
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e keystore is to specify the location of the JKS file. If JKS file is not present in the path
provided, this will create it.

The command will prompt for the following attributes of the certificate and keystore:

e Keystore password: Specify a password that will be used to access the keystore. This
password needs to be specified later, when configuring the identity store in Oracle
WebLogic Server.

e Key password: Specify a password that will be used to access the private key stored in
the keystore. This password needs to be specified later, when configuring the SSL
attributes of the managed server(s) in Oracle WebLogic Server.

e First and last name (CN): Specify the domain name of the machine used to access
Oracle FLEXCUBE INVESTOR SERVICING. For instance, www.example.com.

e Name of your organizational unit: Specify the name of the department or unit making
the request. For example, BPD. Use this field to identify the SSL Certificate you are
creating. For example, by department or by physical server.

e Name of your organization: Specify the name of the organization making the certificate
request. For example, Oracle Financial Services Software. It is recommended to use the
formal name of the company or organization. This name must match the name in the
official records.

e Name of your City or Locality: Specify the name of the city in which your organization is
physically located. For example Mumbai.

¢ Name of your State or Province: Specify the state/province in which your organization
is physically located. For example Maharashtra.

e Two-letter country code for this unit: Specify the country in which your organization is
physically located. For example, US, UK, IN etc.

Example
Listed below is the result of a sample execution of the command:

C:\Program Files\IBM\Websphere\AppServer\bin>keytool -
genkeypair -alias cvrhp0729 -keyalg RSA -keysize 1024 -sigalg
SHAlwithRSA -validity 365 -keystore D:\keystores\FCINSTALLER
SERVICINGKeyStore. jks

Enter keystore password:<Enter a password to protect the
keystore>

Re-enter new password:<Confirm the password keyed above>
What is your first and last name-?
[Unknown]: cvrhp0729.i-flex.com
What is the name of your organizational unit?
[Unknown]: BPD
What is the name of your organization?
[Unknown]: Oracle Financial Services

What is the name of your City or Locality?
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[Unknown]: Mumbai

What is the name of your State or Province?

[Unknown]: Maharashtra

What is the two-letter country code for this unit?

[Unknown] : IN

Is CN=cvrhp0729.i-flex.com, OU=BPD, O=Oracle Financial
Services, L=Mumbai, ST=Maharashtra, C=IN correct?

[no]: yes

Enter key password for <cvrhp0729>

(RETURN if same as keystore password) :<Enter a

password to protect the key>

Re-enter new password:<Confirm the password keyed above>

The self signed certificate needs to be added to the web server.

Path Details

You need to copy or move the keystore file <name of the file>.jks to the application server

location given below:

/oraclel/WAS61/Appserver_ND/profiles/AppSrv01/config/cells/ips014dorCell01/nodes/ipsO0l4dor

Node02

ips014dorCell01 --> <ips014dor> name of the machine and < Cell01>

ips014dorNode02 --> < ipsO01l4dorNode > name of the machine and <Node02>

Adding Key Store to Application Server

To add keystore to the Websphere application server, follow the instructions given below.

1. Log into the WAP console as the user ‘admin’.

ORACLE
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2. Specify the user ID of the administrator and the password set while installing the software.

Click ‘Log In’.

The following screen is displayed:

ORACLE



- ntegrated SolutioneGonsole i dowsa nter

plbjer:

& Integrated Solutions

Cansole

ifch-ap-21 & cotficacenor | 44| X| b
File Edit View Faverites Tools Help
Sp Favortes 75 2] Fams.otTR 1 2 Google kD Bing &) My vodafone K ThatsTami € Webdunia £ | HDFC NetBarking & Quick Access (€ Suggested Sites ~ & | Gek More Add-ons = () Personal » () Ralways =

Gi-8

[ e v Page~ Safely- Tack~ @- £ 3

Integrated Solutions Console

Welcome admin

‘ Wiew: | All tazks

g |

Guided Activities
Servers

Applications

Resourcas

B security
infrastructure

Bus Security
Environmant

Systam administrtion
Users and Groups
Monitoring and Tuning

Troublzshooting

Service integration

Secure administration, applications, and

S5L certificate and key management

551 certificate and key management

SSL certificate and key management

Configuration

Help | Logout

ssL

The Secure Sackets Laye
remots server p
communi

=ndpoint

5L certificate and key management

1n previous versions of this product, it wes ne
=ndpoint for Securs Seckets Layar (S5L)

1n this vers

cations inbound te and outbound from an endpoint. To establish
a certificate 2nd =n SSL canfiguration must be specified for the

ion, you

or the entire =pplic
you to centrally manage secure commu
=stablished in multiple node environments
configuration

1 you have migrated = =
wtilities, the old Secure 5

S5L) protacol provides secure communications between
endpoints. SSL security can be use:

Related Items

ssL

secure

=ry to manually configure each

can define s single
This capability ensbles

ions, In addition, trust 2ones can be
verriding the default, csll

vel SSL

=d envirenment to this version using the migration
ts Layer (S5L) configurations are restored for the

Dynsmic outbound
endpoint 551
configurations

Trust menagers

More information about

Closs pags

Field help

For figld help information,
select = field lzbel or list
marker vhen the help
cursor appears.

Page help

rious endpoints. Howaver, it is necessary for you to re-configure SSL to take
uppI =duantage of the centralized management czpability
c ion settings
Manage endpoint security confiqurations
Manage certificate expiration
[ Use the united States Federal nfarmation Procassing Standard (FIPS)
zlgarithms. Hate: This aption requiras the TLS handshake pratacal, which some
brovsers do not enable by default.
Dynzmically update the run time when SSL configuration changes occur
Apply | [ Raset
-ap-21:9043 by el ures rig.view &3 Local intranet.

a v 0w v

On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. The screen

displays the details of SSL.

3. Under ‘Related items’ on the right side, click ‘Key stores and certificates’.

The following screen is displayed:
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This screen is used for attaching the key store to the application server.

4. Click ‘New’ button to add a new key to store.
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5. Specify the following details:

Name

Specify the key store name.

Path
Specify the location of the key store generated.

This has to be a relative path.

Example
${CONFIG_ROOT}/cells/ips014dorCell01/nodes/ips014dorNode02/jf3sslstore.jks

Password

Specify the password given in the ‘store pass’ parameter during key store generation.
6. Click ‘Apply’ and save the changes.

Creating SSL Configuration

To create SSL configuration, on the left pane, click ‘SSL certificate and key management’.
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[
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Configuration
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upor

el i & Local intranet Jhov mA00% -

1. Under the section ‘Related items’, click ‘SSL configurations’.

The following screen is displayed:
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2. Click ‘New’ button. The following screen is displayed.
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3. Specify the following details:

Name

Specify the name of the SSL configuration.
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Trusted Store Name

Select the added key store.

Key Store Name

Select the added key store.
4. Click the button ‘Get Certificate aliases’. Further, click ‘Apply’ and save the changes.

Managing Endpoint Security Configurations

This section explains the process of managing endpoint security configurations.
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5. On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. Under
‘Configuration settings’, click ‘Manage endpoint security configurations’.

The following screen is displayed:
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Resources

Page help
Bl securiny - tors nfarmation about
Sars stminisraion, sl and I ipsD1ddorCallol (CallDefaultsSLsettings,) e
infrastructure
B & nodes

5L certificate and key manzgement

7 H § ips0iddorGeliansgeros
Bus Securiny @ @ ipsoiddercelin o1

@ ipsoitdoniodena(Cellbataultsst settings
£ clusters
B & nodearoups
9 Defaulttiode Group.

Wab services
Enviranment

System administration

B outbound
Learalond Sreves) B ips014dorcelloi(callDefaults st settins,)
& Monitoring and Tuning B £ rodes

B Troubleshooting @ ipsoiadorcelananeiot
@ ipsdiddoniode02(CsDsfaulisslSettings

Sarvics integration £ dusters

Buoes B0 nodegraups
% Dafauibiods drou
| &] Done &) Local intranet

2l Integrated Sol
File  Edit

Qe - ) (%] [A () POsear Srroones £ (- o

ddress | ] bttp:/110.184.74.73:9061 fbmiconsolelogin.do

s Console - Microsoft Internet Explorer

View Favortes Took Help

e 3

Intograted Solutions Console

Alltaske

P

Welcome admin Help | Logout

5L certificate and key management

Closa page

551 certificate and key managemant

Guided Activities L certificate and ke Field help
Specifies the Secur)
Sockets Layar (551
configuration that i

4 requasts st this

>
Servers Bisplays Secure Socksts Layer (35L) configurations for selacted scopes, such as 3 call, nade, sewer, or cluster.

Configuration

Applications

Resources

Page help
Bl security More inforaation |
General Properties this page
Secure administration, applications, and =

infrastructure Related rtems

Hame Command Assistan
SSL certificats and key mansgement ps01ddorcation |

saL view y
o o Lo
bus Sucurity Direction f— T
b praction ] buname s

endpoint 551

conflaurstion:

Kew stores snd
ceificates

Envirenment Specific SSL configuration for this endpoint

Systam sdministration

Update cerficate sias Tt | [ Mansge carticates

CellDafaultsSLosttings |-

Usars snd Groups

Kew zets
Monitoring and Tuning

Keu set aroups

B Troublashosting Kew managers
Service integration Trust managers

upot

[Bosly | [0K] [Reset] [Gancel

[Ell ] 0

€] pone

% Local intranet.

Under SSL configurations, select the configured SSL from the drop-down list.

7. Click the button ‘Update certificate alias list’. Click ‘Apply’ and save the changes.
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1.6

SSL Settings at Application Server Level

Go to the servers available on the left and click the application servers link which will refresh the
window on the right side to display the details pertaining to application servers

< Favorites

(& Integrated Solutions Console

9 Google

Integrated Solutions Console

Welcome admin

View: Al tasks

‘ | Application servers

welcome
[ Guided Activities
T

B serverTypes
WebSphars application servers
WebSphere MQ servers

@ Services

[ Resources

@ security

B Environment

[ system administration
@ users and Groups

[ Menitering and Tuning
& Troubleshosting

[ service intagration

[ uoo:

Application servers.

Use this page to view = list of the application servers in your environment and the status of each of these servers. You can

also use this page to change the status of a specific application server.

Preferences

5,

Halp

Logout

Close page

IF C—

Field help

For ficld help information, select =
field label or list marker when the
help cursor is displayed.

Page help

Mare information about this page

7 Command Assistance
web sarvers View administrative scripting
Name A Node A Host Name £ Varsion 2 commsnd for Isst sction
< < < <

B applications

You can administer the folloving resourcas:
New Application
servert Node01 Base 7.0.0.0
B Application Types

Total 1

€ Local intranet | Protected Mode: Off

G v ®130%

1. Click the server to which SSL configuration has to be applied. The following screen is

displayed.

Integrated Solutions Console - Microsoft Internet Explorer

Ele Edt ew Favortss Took  Help

Qo+ @ [x] B @) Osench Frravowss &) (- 2

Airess €] hitp: 110.184.74.73:3061 fbmconsolelogin.do

Integrated Solutions Console

Welcome admin

[ view: [ail tasks

2 ‘ Application servers

walcome

Guided Activities

= servers
application servers
Generic semvers
Prosy Servers
Version S JMS servers
Web servers
Clusters
Cluster wpaloay
Genaric Server Clusters
WebSphers M servers

Gore groups

pelications
Resources

B sacunity
infrastructun
bus Sscurity
Ieb services

Enviranment

ystem sdministration

sers and Graups

anitoring and Tuning

roubleshooting

ervice integration

& Upp1

Secure administration, applications, and

[application sarvars

Application servers > server1

enterprise applications,

Runtime || Configuration

General Properties

Help | Logout

Harme
e de Hame
ips04doriiodenz

[ Rum in devalzprent mode

Farallel start

Aceszs to internal sever dazzas

o]

5L certificsts and key management

ey Aplcaton st
Classloader policy
e v

class loading mode

[4pply | [oK] [Reset] [Cansel

¢lose page [4]
7o Wvep ]
Field help
For field help information,
Use this pags to configure an application server An application server is a server that provides services required to mn selact 2 fisld label or list
matkar when the halp
curzar sppaare.
Page help
More information about
this pane
Session management
SIP Container Settings
B wab Containar Sattings
Wb container
Web container transport chains
onlat Container Settings
36 Container Settings
ontainer Services
usiness Process Services
Installed spplicstions
Server massaging
Msssacing enginss
Mez:aging enaine inbound ransperts
WebSphere MO link inbound transports
SIB service =
server
Java and Pracess Management
Administration
ports
Messaging
Derformance Monitering Infrs stusturs (DML
snd Disanostic Adviser
security =

&

& Local intranet
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2. Go to Configuration tab and click ‘Web container transport chains’ under ‘Container settings’.

The following screen is displayed.

3 Integrated Solutions Console - Microsoft Internet Explorer

File Edt Wew Favorites Tools Help

Qe - @ - u @ _;j /fiSeavch \j:(Favomtes o Q- ;

BETE)
A ,"l

LE 3

ctiress | {€] httprff10.184,74.73:9061 bmconsole login.do

Links >

Integrated Solutions Console ~ welcome admin

Help | Logaut

claze page

Bl Servars
Application seruers
Genaric servars
Proy Servars
Versien 505 sarvers
Web servers
Clusters
Cluster ropology
Generic Server Clusters
WebSphere MQ servers

Cors groups

B Applications
Resources
Bl Securiny

Secure administratian, applications, and
infrastructure

5L certificate and key management
Bus Security
Web services

B Envirenment

System administration
Users and Groups
Monitoring and Tuning
Bl Troubleshooting
Seruice intagration

E uppr

Views: [ All tasks = ‘ Application servers
weleome L e 7 Mwes |
Guided Activities ic ation servers > server > Web . o Field help

For field help information,
select 3 field label or list
rnarker when the help
cursar appears,

Use this page to view and manage a transport chain. Transpart chains represent netuark protocal stacks operating within
= dlient or server.

Praferances

New| | Delats Page help

More information sbout

thiz pag.
= e
Salect Mame 2 Enabled Host 2 Port 2 35L Enabled
D WwelnboundAdrmin Enabled * 062 Disabled
D welnboundAdrminSecure | Enabled * 9045 Enablad
D WwelnboundDefault Enabled * 081 Disabled
D welnboundDefaultSecure Enabled * 9444 Enablad
Total 4

5l

% Local intranet

3. Against their respective names, the secured connection is available under the column ‘SSL
Enabled’. Click ‘WCInboundDefaultSecure’.

The following screen is displayed:

ORACLE
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Integrated Solutions Console

Fle Edt Yew Favortes Tools Help

Qe+ () \1] @ ;j ) search {;:(Favuv\tes &

icrosoft Internet Explorer

Adiress ] hitpi//10.184,74,78:906 1 fbmi consalelagin. do

Lirks *

v B

Integrated Solutions Console

Welcome admin

Application servers
Genaric sarvers
Prouy Sevuses
wersion 5JMS sarvers
Web servars
Clusters
Cluster topology
Generic Server Glusters
WabSphare HQ zarvers
Care groups

pplications

B Securivy

Secure administration, applications, and
infrastructure

5L certificate and key management
Bus Security

Web services

B Environment

Systam sdminiztration

zars and Groups

onitoring and Tuning

roubleshooting

ervice integration

o1

Hele | Logout
‘ View: | All tasks 5 ‘ Application servers
Welcome
Sl it Application servers > servert > Weh >
Bservers Use this pags to visw and manags s transport chain, Transpart chain represent natwork pratocal stacks operating within

a client or server.

Configuration

General Properties

# Name

[welnboundDafaultsacura

Enabled

Transport Channels

© TSP inbound shannel (TGP 4

Host -
Pon 9444
Thread poel WebContainar

20000
£0 sacands

Maximum apen connactions
Inactivity timeout

5L inbound channel (351 2

SSL configuration CallDefaultSSLsattings

© HTTP inbound channsl (HTTE 4)

Use persistent (keep-alive) connections
Maxirur persiztant raquasts per canmaction
Read timeout
Writa timaout

Enabled
100

0 secands
&0 sacands
Parsistant timasut 30 secands

 Web contsiner inbound channel (WSG 41

aopiy | (8] [Reset] [Coneel

Clazs page

Field help

For field help information,
selack 2 fiald labal or list
rrarkar whan the halp
eurzor appears.

Page help
Mors infarmation shout

&

& Local intranet

4. Click ‘SSL Inbound channel (SSL 2).

Integrated Solutions Console

Ele Edt Wew Favortss Tnok  Help

Qe - () \1] @ ﬂ /'.Wsearch \:;:ﬁFavontes &

icrosoft Internet Explorer

Adess ] hetp://10.164.74.73:906 1 fbmi consdlelogin.do

Links ™

v 8

Welcome admin

Integrated Solutions Console

‘ View: | All tasks

Welcome

uided Activities
B Servers

Applicstion servers
Generic servers

Frouy Servers

WVarsion 51MS semers
Web saruers

Cluzters

Cluzter topolagy
Generic Sarver Clusters
Web3phere MQ servers

Cara groups

pplications

B sacurity

Seeurs sdminizeation, spplications, and
infrastructure

5L cervificate and key management
Bus Security

Web sarvices

nulrenment

ystem administration

zars and Groups
onitoring and Tuning
toublezhacting

ervice integration

DD1

Help | Logout
Application servers
Application servers 7E

>ssL

Application cervers > serverl > Web container >
(ssL_2)

Uss thiz page to view and configure 3 channal for handling the enayption and decryption of data over inbound
connections,

Canfigurstion

Close page

Field help
Spacifias whether you want
to uss 5 spacific SEL
configuration.

Page help
Mere infermation sbout

General Properties Additional Properties

this pag

Command Assistance
iew

# Transport Channel Name ustom Propedt
ustom Properties
ssL_2
Diserimination weight
Related Items

55L Configuration 5L configuration - cell level

© Gentrally managed View centrally managed SSL tres
@ spacific to this endpaint

Select S5L Configurati

CellDefaultssisettings v

Callpafaultssisating

Node DafaultsSLS attin gz
3551
o] [Resat

Cancel

ceripting command for last
action

&] Done.

& Local intranet

5. Select the configured SSL from the list of SSL configurations. Click ‘Apply’ and save the

changes.
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1.7

1.8

18.1

Running Application with SSL

To run the application with SSL, use the following syntax:

https://<<ip address or host name>>:<<port humber>>/<<context>>>

Certificate Exchange for Two Ways SSL

Extracting Certificate for Serverl

The process of extracting certificate for Server 1 is described below.

(-: Integrated Solutions Console - Windows Internet Explorer,

@ (A4 ‘g, ‘ddhp03ss V| *1|| % ‘.'_-‘
Fle Edt Yiew Favorites Tools  Help
x =
i Favorites |23« | (@ Integrated Solutions Con... | & Inteqrated Solutions Consol | € Internet Explorer cannot ds... 5i- B & & - Pager sdeyr T
i 0= !‘-'
Integrated Solutions Console ~ welcome Help | Legout o ~
Cell=-DDHP0395Nade07Cell. Profile=AppSrv07 c
‘V\ew:l}‘-\ltasks vl . T T
Welcoms SSL certificate and key management 7
B Guided Activitizs SSL certificate and key management > Key stores and certificates > Server?Keystore > Personal certificates
@ servers Manages personal certificates.
B 2pplications [ Preferences
B services Creztz ~ | Recsive from 2 certificats authority., Replacen, | Import, || Sxportu || Revokew || Renew
B Resources Selact 2lizs Issusd To Issued By Serizl Humber Expiration
B szcurity You tan administer the folloving resources:
Global security (=] srvTpsrsenzlesrt CN=ddhp0359, OU=bpd, | CN=ddhp0353, 269384451011936 | Valid from
mains — O=ofss, L=Elr, ST=ka, QU=bpd, O=ofss, L=Blr, Apr 27,
ethrintien Graune POSTALCODE=560008, | 5T=ka, 2011 to Apr
trative Authorization Group= c=IN POSTALCODE=550008, 26, 2012,
certificate and key management c=IN
rity auditing S
Bus security
B environmant
B System administration
B Users and Groups
B Menitering and Tuning
B Troubleshaating
B Service integration
B uoot
1] I
Done ®J Local intranet -9

1. On the left pane of the screen, expand ‘Security’. Go to ‘SSL certificate and key management
> Key stores and certificates > ELCMKeyStore > Personal certificates.

2. Select the installed certificate and click ‘Extract’ button.
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https://10.184.74.189:9047/ibm/console/navigatorCmd.do?forwardName=SecureCommunications.config.view&WSC=true
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=KeyStore.content.main&sfname=keyStores&mgmtScope=all&filterSetting=SSLKeys&resourceUri=security.xml&parentRefId=Security_1&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/keyStoreCollection.do?EditAction=true&refId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&resourceUri=security.xml&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=PersonalCerts.content.main&sfname=personalCerts&resourceUri=security.xml&parentRefId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration

1.8.2

1.8.3

{2 Integrated Solutions Console - Windows Internet Explorer

@\. 3@ [l hoiddpomss |42 (x| (&7 [[2]-
fie Edt Yen Favortes Iook Help

x 5

olir Faverites |39 | - | @ Integrated salutions Con... % | @ Inteqrated Solutions Consols | @ Intermet Explorer cannot dis,., f4 - B () @b - Pager Safetyr Toosr @

Integrated Solutions Console ~ Welcome

> Key stores and > Server7Keystore > Personal >

ate from the key store to be added to another key store

B Applicatiens General Properties

Page help
B services

B Rezources

B s=curi

Easetd-ancoded ASCII data v

o] [Reset] [Cancal

B environmene

B System scministration
B Usars and Groups

B Monitoring 2né Tuning
B Troubleshosting

B Service integration

B uppt

Done

& Local intranet Sa v ®110% -

3. Specify the location to save the certificate. This will be used to add in the other server.
Ensure that the file has been created in the location.

Eg: \<localfolder>\<serverl.cer>

4. Similarly extract the certificate for the second server.
Eg: \<localfolder>\<server2.cer>

Extracting Certificate for Server?2

You can follow the steps for server 1 described under ‘Extracting Certificate for Server1’ to extract
the certificate for Server2.

Importing Certificate into Keystore for Serverl

Go to the other server. Expand ‘Security > SSL certificate and key management > Key stores and
certificates > Server7Keystore (which is created now).
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Integrated Solutions Console - Wi

indows Internet Explorer

G_\:.; =[] hitp idaha0395 066 imconsele logn do

| [#2] [ ] & Live Searcn

View Favortes  Tooks  Help

B securiey

Description
Global securiry =

Server7Keystors
Security demains ‘ =

Administrative Authorization Groups scope

(c=ll):DDHPO35SNode07 Cell:
(node):DDKPO35SHodeD

SSL certificate and key management

Security auditing

Bus s=curity

Eath

[ B! o \APPSIVOT e eells 355Nade07Ce

B Environment
# Password

B System administration
B Users and Groups

Tyze
B Monitoring and Tuning [3ks ~
B Traubleshooting [ Resd only

B servics integration

[ 1nitislize =t startup
B uopt

Enable cryptographic operations on hardvare device

X -
i Favontes |5 - | @ nvegrated Sobaions Con.., % | € Integreted Soltions Console | @ Intemet Explorer cannot ... || fi v B ) v pags- Safety - Tooks- @
Integrated Solutions Console Welcome Help | Logout
=DDHPO3! I, Profile Close page
‘ View: | All tasks ‘ e
welcoms SSL certificate and key management 7o ]
B Guided Activitizs ssL . and ke > Key stores and N . Field help
For field help information,
B servers Defines keystore types, including crystography, RACF(R), CMS, Java(TM), 2nd all truststore types. select = field label or list
marker when the help cursor
B applications is displayed.
B services General Properties Additional Page help
Hr " More inf =bout this
esources sme
[Server7kaystore Signer certificatss page

Certificat

Personal certificate

qussts

Done

8J Local intranet

1. Click ‘Signer Certificates’.
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The following screen is displayed:

{2 Integrated Solutions Console - Windows Internet Explorer

G [ rahomss cocefbmiconscelion oo %) [#2] [3¢] [&¥ vive search o]
File Edit Wi Favorites  Tools  Help

x =

T Fovortes (53-8 con.. x| @ Console | @ Intermet Exporer cnnot dis... || - B [ dm - Pager Safetyr Tookr @

Integrated Solutions Console ~ welcome

Help | Logout

e07Cell, Profile=AppSrv07.

| view [ §] ‘ Cell-DDHPO3

welcome

[s51_ certificate and key management

 Guided Activities SSL certificate and key

> Key stores and > signer Field help
B servers Manages signer certificates in key stores. select a field label or list
B Applications @ Preferences is displayed.
B servicas Add[hDslets Retrievs from port Page halp
Br Mere infe about t]
D ==
B secuiey Command Assistance
- Salact| Aliss 4 ‘ Issusd te 5 ‘ Fingarprint (SHA Digast) 5 Expirstion 0
Global security had hd hd hd

Administrative Authorization Groups 0 [ et CH=-DDHPO3S5.i-flex.com, T T
SSL cemificate and key managemant

15B1E7:BE:35 | Valid from

Apr 26, 2011
o Apr 22,
2026,

Security suditing
Bus s=eurity

B nvirsnmant Total 1

B Syst=m administration
B Users 2nd Groups

B Monitoring and Tuning
B Troubleshosting

B Sanice intssration

B uoot

£

]

&3 Local intranet - Ruow -

2. Click ‘Add’ button to add the certificate of the other server.
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1.8.4

The following screen is displayed:

{2 Integrated Solutions Console - Windows Internet Explorer

G-

ddhp(1385

Ele Edt  Wew Favorites Tools Help
x g

i Favortes |55 | | @ Integrated Salutions Con., X | @ Integrated Solutions Console

(@ tnternet Explorer cannat dis...

Integrated Solutions Console Welcome
e s

B Guidzd Activities

> Key stores

and > Server?Keystore > Signer

B servers
B applications
B services

General Properties

> Add

* Al
[Serveralies |

# File name

B Resources

B security
. [D-\ELCM-55LKey

P

Data type

Easefd-sncodad ASCIH datz | ¥

e [oK] [Razet] [Cancel
B environmant

B System séministration

B Users and Groups

B Menitering 2nd Tuning

B Troubleshooting

M Service integration

B uopt

artcar

Nere the certificate should be

other server's certificate.

Dane

%J Local intranet

45 v R0% -

3. The extracted certificate of the second server has to be imported to the key-store and trust-

store of first server. This has to be done using the same local path where the extract
certificate was generated for the first server.

Eg: \<localfolder>\<serverl.cer>

Importing Certificate into Keystore for Server2

You can follow the steps for server 1 described under ‘Importing Certificate into Keystore for
Server1’ to import the certificate into keystore for Server2.
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1.8.5 Importing Certificate into Truststore for Serverl

Expand ‘SSL certificate and key management > Key stores and certificates and click
‘NodeDefaultTrustStore’.

Integrated Solutions Console - Windows Internet Explorer

6@1 w [] hrtpiddhpusss:soe brnjconsollogin.do

B Lvs search

) [#2) [x] |

Favarites  Tools  Help

i Favortes (82 - | @ Inteoreted Soktions Con... X | @ Integrated Solutions Conscle | @ Intemet Explorer cannot d.. | |

Integrated Solutions Console Welcome Help | Legout
| view |
Welcome

sSL certificate and key management

B Guided Activities 551 certificate and key management > Key stores and certi

ates

@ servers Defines keystore types, including cryptograp!

RACF(R). CMS, Java(TM), and all truststare types.
B Applicatians Keystors usages

SSL keystores -

B services
B Resources

B security @ Prefersnces

Global s=curity

% v B) [0 de v Page~ Safetyr Tods+ @

Clozs pags

Chenge password.. || Exchange signers...
Security domains

Administrative Authorization Groups

SSL certificate and key management

Security auditing Select

== o
Name & Description £
Bus security

Management Scope £ Path &

¥ou can administer the folloving resources:
B envirsnmant

[ | kexsToRer (cell}:DDHPO395Node07 Cell:

B system administration
B Users and Groups
B Menitering znd Tuning

B Troublesheooting

(node):DDHPO355Node07

\IBM\WebSphere\AppServeriprofiles\AppSrvO7
\configicells\DDHPO395Nod 207 Cellinodes\DDHPO395Nod =0T \KEYSTORET ks

[] | ledebefaultkeystore

Default key store for
DDHP0355Node07?

(cell):DDHPO355Hade07 Cell

(node) :DDHPO355Nad=07

${CONFIG_ROOT}/cells/DDHPO33SNode07 Cellf nodes/ DOHPO3SSNade07 /key.

[ | ltodebsfoultTruststore

Default trust store for
DDHPO335Node0?

cell):DDHPO395Hode07 Cell:
node) :DDHPO335Node0?

S{CDNF!G_RUDT)’[Ells/DDHPEI3E5NDdED?EEI\ﬂrmdzs/DDHPDEESNDdED?J’trusti

[ | Server7kevstore Server7Keystore (cell}:DDHPO355Hode07 Cell: | Di\IBM\WebSphers\AppServeriprofiles\AppSred
(node):DDHPO335Noda07

7
\configicellsiDDHPO335Nade07 Cellinodas\DDHPO335 Had 207 ServerT Keystare
B servics intsgration

B upor

Total 4

JEX | b

S Local intranet v mi0% -
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The following screen is displayed

= Integrated Solutions Console - Windows Internet Explorer

G- & i in.d 8] (49 [2¢] [R wive earcn
Fle Edt Wview Favortes Tools Help
> [ -
U Favortes 55+ @ Intearated Soliions Con... % | @ Tntegrated Solutions Console | @ Internat Explorer cannot dis.., || fa - B 1 d® - Page- Saety- T
N []
Integrated Solutions Console Welcome Help | Logout ®
Cell= Sfile =4 c
| viem S o
welcome SSL certificate and key management S T
B Guiced Actvities S5 certificate and key » Key stores and certificates > Field help
For fiald help informs
B servers Defines kaystors typss, induding cryptography, RACF(R), CMS, Java(TM), and il truststors typss. Selact = field Izbal or
marker when the hels
B Applications is displayed.
B s=rvices General Properties Additional Page help
Hr " More =bo
ssourzas 2ms
[NodeDefauitTraststors aeas
B securiey
. Description
Globsl sacuricy
‘DEFEUH: trust store for DDHPO395Node07
Security demains Personal certificats
Administrative Authorization Groups requssts
SSL certificats and key management DDHPO335Node07Cell: Cuzte rties
= N DDHPOZS5Node0? Lustom properies
<curicy auditing
Bus security Path
‘S(CDNFXG,RDDT) Nod: Cs 295Noded7/trust.p12
B environment
*p 4
B System sdministration 2ssver
B Users and Groups
Type
B Menitering 2nd Tuning [Presi2
B Troubleshoeting [ rezd only
Becnicdineaenion
[ 1nitizlize 2t startup
@ uoot
Enable cryptographic operations on hardware device
[Content frame
Done % Local intranet -l 8

4. Click ‘Signer Certificates’.

1-20

ORACLE



The following screen is displayed

@_\‘:.; =[] o /dohp038s: 50 b consclzjocin o

] (#2] [ <] (R e search

G

Bl Edit View Favorites Took  Help

x

i Favorees 05 - @ Tntegrated Soltions Con.. % | (@ Tntegreted Sautons Consele

{& Intemet Explorer cannot ds.. ‘ ‘

o -

Integrated Solutions Console Welcome Help | Logout
= |
Welcome

B Guided Activities

te and ke, > Key stores and

> Signer
B servers Manages signer certificates in key stores

B 2pglicztions @ Prefarences

[ e v Page- Safety Took+ (@- |

Field help
For fisld help in
select 2 fizld |2
marker whe

is displayed.
S Mere informatio
(wllEIES
)2z Command Assi
Salsct Alizz 4 Izzuadto £ Fingarprint (SHA Digast) Expiration §
Global security v ‘ v gerprint ¢ 9est) $ E v view
Security domains You can administer the folloving resources: command for lof
A3 SR AR S 0 | datzeeuer oot CA, 1EC12612F1501 241801931 CAIBAIFA1311051F2156114117 | Valid from
SSL certificate and key management 0="DataPorer Tachnalogy. Jun 11, 2003
Security suciting 5% EUD DAnS
e 2023,
Bus security
0 | et DDHPO2SS.iflas.com, | 3E1431BAI03HEC14AIFT 121421801511 20:DD1FFIS8IBCI SEIET 1EE185 | Valid From
B Environment Apr 26, 2011
to Apr 22,
[ ———
B Users 2nd Groups [ | ssverecerscen 5A:4FICLIAZ:B1:78:4313A: 10157 :CC 1301791 361231381 36:58:14:C3 | Valid from
fas, L=blr, ST=ka, pr 27, 2011
B Monitoring and Tuning N o Apr 28,
2012,
B Troublazhsoting
Total 3
B service integration
B uoor
JER I
W | ocal intranet -

5. Click ‘Add’ button to add the extracted certificate of the second server.
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1.8.6

1.9

The following screen is displayed.

£ Integrated Solutions Console - Windows Internet Explorer

@\’/' & ddhp039s =) & B8
Fls Edt Wiew Favortes Tools  Help

x

¢ Favarites |95+ | @ Integrated Solutions Con... X | 8 intsgrated Solutions Console | & Internet Explorer cannot dis G-8 S v Page - Sefely - Took
Integrated Solutions Console Welcoma

= \

B cuidec Activities

# Fils nams
D1 \ELCM-sSLiKay e ereCart.car

B Menitoring 2nd Tuning

B Troubleshooting
B Service integration

B uoot

Done % Local intranet Gh v Wil T

6. Specify the ‘alias’ name to identify the other server.

Eg: For serverl, you can give the alias name ‘server2Alias’.

7. Further, specify the location of the extracted certificate.

Importing Certificate into Truststore for Server2

You can follow the steps for server 1 described under ‘Importing Certificate into Truststore for

Server2’ to import the certificate into Truststore for Server2.

Manaqing Endpoint Security Confiqurations

To manage the endpoint security configurations, follow the instructions given below.
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{2 Integrated Solutions Console - Windws Internet Explorer

* [ nttpuidehpoassistsesibmiconsdlefiogin. o ] (4] [ [ e searcn (2]

iew Favortes Tools Help

" = »
T Favortes |35+ | @ Integrsted Soluions Con... | & Integrated Soluians Consale | @ Internet Explarer cannat ds. f4 - B - 9 #h - page- Safety- Toos - @-

Integrated Solutions Console ~ welcome Hele | Legout

= | | coioomeoae
weleems [SSL certificate and key management —

B Guided Activities

Cell, Profile=AppSrvo7 Cloz= pag=

SSL certificate and key management ield help

For field help information,

B servers =slect = fisle Isbel or list
H marker uhen the help cursor
Applications iz displaye
e ssL displayed
[l smmies The Securs Sackats Layer (SSL) protacal provides secure batusen  Reloted Ttems Page help
B remate server processes or endpaints, SSL security can be uzed for establizhing More information sbout this
Ssouress cemmunications ingeund to and cutbound from an endpeint. To establish s=cure SSL configuratio
a communications, 2 certificate and an SSL configuration must be specified for the
seeurity endpoint. Dynsmic outbound
o " =nazsint s5L
abal security In previous versions of this product, it ves necessary to manually configure each Zonfiaurstizn:
Sacurity domains endpoint for Secure Sockets Layer (SSL). In this version, you can define = single
ministrative Authorization Groups for the entire app This capability

nzbles you to centrally manage secure communications. In addition, trust zons=s
can be establish=d in multiple node environments by overriding the default, cell-
Security auditing level SSL configuration.

SSL certificate and key management

8us security If you have migrated = secured environment to this version using the migration
util (

e=. the old Secure Sockets Layer (S5L) configurations are restored for the

B Environmant various endpoints. Howaver, it is necessary for you to re-configure SSL to take Key managers
advantage of the cantralized managemant capability. e .
B system acminiztration c sattings Trust managers
Certificats
Bl users and Groups Manage endpoint security configuratiens Authority (CAl
cliznt
B Menitoring 2nd Tuning Mansge cartificats sxoiration Confiaurations

fl i [ Use the Unitec states Federal Information Processing Standard (FIPS)
slgerithms. Hota: This option requires the TLS handshake protocal, vhich some
B servics intagraticn browsers do not enable by default.

B uppr

Dynamically update the run time vhen SSL configuration changes occur

Done: & Local intranet vl ®110% -

Expand ‘Security > SSL certificate and key management’ and click ‘Manage endpoint security
configurations’.

Integrated Solutions Console - Windows Internet Explorer,

&~ [E] ridnposss anceiincorsoeronn & ~] [+2][x

&Y Live Search |[2]-

Ele Edt View Favortes Tools Help
x

e Favortes |55 - | @1ntegrated solutions Con

B - B - I B - Page- Safety+ Tools- @+

| @ mtegrated Solutions Console | @ Internet Explorer cannot dis

Integrated Solutions Console Welcome Help | Logout
‘ View: [All s 9] ‘
welcoms T R ——

[ @i =t e SSL certificate and key management > Manage endpoint security configurations "E': "‘:"; -
For fisld help information,
B servers Disolays Sscurs Socksts Layer (SSLJ configurations for salactad scopas, such == = call, nods, sarver, or clustar Selact = fisld Isbal or list
marker vhen the help cursor
B applications Local Topology is displayes
B services Page help

B resources

e

B securivy ] DDRPD385Mod=07Call
Global s=curicy

Security domainz

Adminiztrative Authorization Groups B Outbound

B DDHPD28SNed=07Call

SSL certificate and key mansgement
Securi
Bus sscurity

auditing

B environmant

8 System sdministration
B Usars and Groups

B Monicoring and Tuning
8 Troubleshooting

8 service intsgration

B upor
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2. Change the inbound node settings. Expand ‘Inbound’ and click
‘DDHP0395N0ode07(NodeDefaultSSLSettings,default)’.

The following screen is displayed.

(= Integrated Solutions Console - Windows Internet Explorer

S gl &
@.\Jv @] hresjdahpoass [[42][] [m
Fle Edt View Favorkes Tools  Help

x v

37 Favortes |22~ @ Integrated Solutions Con... X | @ Irtegrated Solutions Consale | @ Internet Explorer cannat dis... fir - B - [ @ - page- Sefetyr Took- @~

Integrated Solutions Console Welcome

yelcome [SSL certificate and key management

Help | Logout

e07Cell, Profile=AppSrv07

B Guided Activities

S5L certificate and key. > Manage endpoint security con > 7 F'E‘: "IZ"; -
For field help inforr
@ servers Displays Securs Seckats Layer (SSL) configurations for sslectad scopes, such a3 = call, node, ssrvar, or duster select 2 fiald label
marker vhen the b
@ Applications is displayed.
B services General Properties Page help
H Resources e Related Items More information =
[oDHPO395Nde07 |
B Security
Diraction
Global security [inbound ] D cutbound

£ndpoint 550
confiqurationz

Security domains

Specific SSL configuration for this endpoint

Manags certificates

L
CararContia v'\{‘ Update certificate alias list

Certificabe-shasinkey store . .
B Envirsnment ¢ [ s7personalcsrt (¥ -

Koy mansgers
B system zdministration

Trust mansaers
B Users and Groups

Apply | [0K| [Reset| [ Cancel
B Wenitering and Tuning

B Troublesheeting

configurations

B servics integration

B upo1

3. Select the ‘SSL Configuration’ created which you just created. Click ‘Update certificate alias
list * button.

4. Ensure that the proper certificate and SSL configuration are selected. Further, click ‘Apply’
and save the settings.
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Integrated Solutions Console

Windows Internet Explorer.

@Q v [2] heteyjcdhp0a9s 06 bmjcorsole/login.d

MIEAIES | ¥ Live Search

Favorites  Tools  Help

i Favortes |23 v|ﬁlntegrated5u\uuuns Con... % | @lrterated Soltions Consols | @ Tnternst Explorer carnt dis. ||

i - B 0 @ - Page~ Safety~ Tools- @

Integrated Solutions Console Welcome
[ view |

welcame

5L certificate and key management

B Guiced Activitizs

Help | Logout

Clozs pags

7 Whelp |

B messages

B servers & Changes have been mads to your local configuration. You cant

% Saus dirsctly to the master configuration
* Review changes before saving or discarding.

& The server may need to be restarted for these changes to take affect.

Field help
For field help inforr
zelect = field label
marker when the h
is displayed.

Page help

B Resources

B s=curity SSL and ke > Manage endpoint security

More information =
osae

>
Global security

Security domains

Administrative Autharization Groups

SSL certificate and key mansgement General Properties

Dizplays Securs Seckets Layer (SSL) configurations for selected scopes, such as = cell, nade, server, or cluster,

Command Assistal

Viewsd trs
commaznd for |

Sscurity auditing

Name
Bus security [DDHPOZ95Hod=07 |

B Environment Direction

[tnbound |

B system sdministration

Specific SSL configuration for this endpoint
ssL

B users znd Groups

Related Items

SSL configurations
Dunamic outbound
endpgint S5L
configurations

Key stores and

Update cartificate alias list Manage
B Monitering 2nd Tuning Server?Config L b I[ a

certificet

B Troubleshooting

Certificate alias in key store
srv7persanalcert |V

T

B uoor

Key sets

Key set groups
Kev mansgers
Trust managers
Cartificate
Authority (CA)

dlient

configurations

Done

Local intranet

You can view the settings under ‘Inbound’.
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Integrated Solu

dows Internet Explorer

(@
&

)= [ it idehpoaes: 202 brmjcansale fogin.do

v‘&, X

B

Ele  Edit

w  Favorites  Tools  Help

e Favorkes |55+ | @ Intagrared solctons Con... % | 8 Integreted Soluions Conscle | & Internet Exploer carrotds... | |

Zi - Bl @ - Pager Sefetyr Took+ @

Welcome
B Guided Activitis
B servers
@ applications
@ services
@ Resources
B security
Global scurity
Security domains
Administrative Authorization Groups
SS5L cantificate and key managsment

Security auditing
Bus security

B Environment

B system zéministration
B Users and Groups

B menitoring 2nd Tuning
B Troubleshasting
[ ———

@ upor

Integrated Solutions Console ~ Welcome Help | Logout

551 certificate and key management

551 certificate and key management > Manage endpoint security configurations.

Displays Secure Sockats Layer (S50) configurations for selactad scopes, such = a call, nods, server, or clustr

Local Topolo:

B Inbound
B ooHPo3sIlsdearcell
B node:

£7Config

B Outbound
B ooHPossInsdearcell
B nodes

B (§ DDHP0395Ned=07(SSLCONFIGSERY?

Clos= p2g=

Field help

For field help information,
select = field label or list
marker when the help cursor
is displayed

Page help
More information sbout thiz

5. Repeat the above steps for ‘Outbound’ as well.
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ntegrated Solutions Console

Windows Internet Explorer

GC_J" &l

dohpn3ss DIEIES [l2l-
Eile  Edt View Favorites Tooks  Help
x 5
" »
¢ Faverites |05 |+ | @ Integrated Solutions Con... % | @ Inteqrated Solutions Console | & Internet Explorer cannot dis... G-8 = - Bage v Safety - Tods~ @~

Welcome

Integrated Solutions Console

Profi 07

55L certificate and key management

B Guided Activities

SSL certificate and key mansgement > Manage endpoint security configurations.

@ servers re Seckets Layer (35L) configurations for selected scopes, such 2= 2 cell, nede, server, or cluster.

Help | Logout

Closs page

Field help

For field help informatian,
select  field label or i
marker vhen the help
is displayed.

@ Applications Local Topolagy
B services
B Resources B tnbound
) E==ma; E DDHPO3SSHod=07Cell
Global security B nedes
Security domains B (§ CDHE0335Hede07 (Server? Config
Administrative Authorization Groups B Outbound
5L certificate and key management [ DDHPO353Nade07Cell
Security auditing H[Q nedes
Bus security @ 7 (Server? Config,srv?
B environment

Page help
More information about this

FEED)

B system zdministration
B2 and Grotps

B Monitering anc Tuning
B Troublesheoting

I —

B uopr

6. You need to repeat the above steps for server2 also.

1.10 Protection Quality

1. Expand ‘SSL certificate and key management > SSL configurations > Server7Config’.
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Integrated Solutions Console - Windows Internet Explorer

G_\‘:.;- €] i rdohpoas:20z6 micansale/ain. o | [#2] [ ] 8 Live Searcn
Fle Edit view Favartes Tooks Help

T -
i Favorites ‘@F

Integrated Solutions Console ~ Welcome.

@ 1ntegrated Solutions Con... X | @ Inteqrated Solutions Console | (& Internet Explorer cannot ds. . ‘7‘ f5 - E) - = o - Pager Safety~ Took - -

Help | Logout

DDHPO3!

=

All tasks ‘
Welcoms [ss1. certificate and key management

[E|@ s e <S5 certificate and ke > ssL M
Fo
[ servers Defines = list of S=cure Seckets Layer (55L) cenfigura ==
m
B ~pplications is
E eneral Properties -
L= & 1P & Additional Properties :
esources ame "l
(=] * 1 _ b=

8 [ServerConfig Tl of

orotection (Qopl

ssttin

Trust stors nzme

Globsl szcurity
opel ==eun [NodeDefaultTruststora ((call):DDHPOESSNod=07 Call:(nods):DDHPO38SNode07) (W]

Security domains Trust and ke

, . mansgers
Administrative Autharizstion Groups Keystors name v
SSCcerticte and key mensgemelT— [ s=rverTkeystore ((call):DDHPOZ35Nod=07 Celli (nods):DDHPOZ 5 N0de0T) vl sbatile bl Custom propertie;

Security auditing
N Default server certificate alias
Bus security

srv7personalcart | % Related Items

Default client certificate alizs
B Systam sdministration srvTpersonalcart ¥

B Envirenment

Bl Users and Groups

scope
(cell):DDHPO3S 5 Hode07 Cell: (node) :DDHPO325Node07

B Menitering and Tuning

B Troublzshesting

FE—

B uopr

2. Onthe right side, click ‘Quality of protection (QoP) settings’.
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1.11

The following screen is displayed.

{2 Integrated Solutions Console - Windows Internet Explorer

@\7/1 ] 1:0://ddnpozos: ¥ (4] x] [& |2
File Edit Yew Favortes Tools  Help

x v

T Favortes |99« | @ Integrated Solutions Con... X | @& Integrated Solutions Consols | @ Tnternet Explorer cannok dis. M- B = @ - page- Safety- Twk - @

Integrated Solutions Console Welcome

‘ View: Al tazks v |

velcome

B Guiced Activities

SSL certil and key > 851

> Server7Confia > Quality of protection (QoP) settings Field help
For field help information,
® servers Specifias the security lavel, ciphars, and mutual suthentication sattings. select a field lzbel or list
General Prope marker vhen the help cursor
® Applications ~ s displayad
Client authe ation
E services Page hell
ne
Meore information about this
. Mors information about this
@ Resources I 5

b2ge
B security SELTLE ¥

Global security

Provider

® predefined JSSE provider

Selact provider | [BMISSEZ (%

o O Custom 1558 provider

B Environment

B system administratien
Cipher suite settings
B Users 2nd Groups Cipher suite groups
B Monitering znd Tuning Ul oo il Shies
B Troubleshsoting
Cipher suites
e e—

Selected ciphers

@ uobt Add =3 SSL_RS. ITH_RC4_128_MDS
ssL. 1TH_RC4_128_SHA
ssL

<< Remove

T _CEC,SHA
Apply ﬂ Rezet | | Canecel

5128 CBC_SHA
<155 cac sna (2]

Done & Local intranet 45 v ®i0% -

3. Under ‘Client authentication’ choose ‘Supported’ from the drop-down list.

4. Click ‘Apply’ and save the changes.

5. You need to repeat these steps for the second server. Once you have made the changes to

both the servers, restart the servers. It is recommended to restart the servers after making
the changes.

/I New Changes

Importing or Adding Server Certificates using Batch

Alternatively, you can import or add the server certificates using ikeyman.bat. This batch is
available at the following location:

<InstalledLocatio>\IBM\Websphere\AppServer\bin

For security reasons, change the password for ‘defaultTruststore’ (trust.p12). The default
password is ‘WebAS’.

SSL port information is available in the following screens.
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ndows Internet Explore

G\:} @[] riip:/dahpaaas:a0ss omconsoleflogin.da

¥4 %

Live Search

o]

Ele Edt Wew Favorites Tools Help

welcome
B Guidsd Activities
B server Types
websphers application servers
WebSphere MQ servers
web servers
B Applications
B Services
B Resources
B Securicy
B Envirenment
B System administration
B Users anc Groups
B Monitoring and Tuning
B Troubleshssting
B service integration

@ uoot

Application servers:

lication servers > serverl

x =

- »
T Favortes |85 - | @rtegrated solutions Con... | @ Itegrated Sabitions Cansole | @ meemet xplorer camnot ds... || Bi- 6 - O @ - e ety Tese @
Integrated Solutions Console ~ Welcome Help | Logout

v ==

se this page to configure an application server. An application server is 2 server that provides services required to un

=nterprise azslications.

Runtime || Cenfiguration

General Properties

ame

Hods nams

[DDHPOZSSNod=07

O Run in development mode

Parallel start

O sttt components as needed

Access to internal servar classes
Allow |

Server-specific Application Settings
Clessloader policy
Multiple (%

Class loading mode

Container Settings.

Ses

jon mansgement

@ SIP Container Sattin,

Bl Web Container Sattings
@ Portlet Container Settings

@ E38 Container Settin,

@ contsiner Serv

B Eusin,

Applications
Installed asolications
Server messaging

Messaging engines

Messaging engine inbound
brenszorts

WebSshers MO link inbound
bransports

s1e =

Server Infrastructure

B J2vz 2nd Process Management

Performance

Closs pags

Field help

Specifies whether to start the
sarvar on multiple threads.
Selecting this option might
shorten startup time

Page help
Mare information sbout this

|

% Local intranet.

s~ Rl -

1. Click ‘Ports’.

2. The details are displayed as follows.

1-30

ORACLE



Integrated Solu dows Internet Explorer

- | g
Go-E

v

y|[ ] |89 Live Search

Fle Edt view Favortes Tooks Help

x MeAfeejiJ8

i Favores |5 - | @1tegrsted soltions con... x| @ inteqr

onsole | (@&

canmot ds...

Fi - B [0 & - Page- Safety- Toos- @~

Integrated Solutions Cansole Walcome

[rtegrated Solutions Console
‘ View: | All tasks v

welcome

B Guiges Activities
application Settings

Hoerers oliey
B server Type:

WebSphere spplication servers mode

webSphers MQ servers o

b servers

@ applications
& seruicas

B Resources

B securiry

B Environment

B system administration
B users and Groups

Bl Monitoring and Tuning
B Troublzsheoting

B Servics intzgration

B uoot

Help | Legeut

Installed soolicstions

Servar massagin

Messaging engines
Mezzsging snains inbound tranzzerts
WebSshere MQ link inbound transsorts

SIE service

Server

Java and Proce

Mansgement

Administration

B o

Port Name

Port

BOOTSTRAR_ADDRESS

2815

SOAP_CONNECTOR_ADDRESS

ssss

ORE_LISTENER _ADDRESS

5108

SAS_SSL_SERVERAUTH_LISTENER ADDRESS

5421

CSIV2_SSL_SERVERAUTH_LISTENER_ADDRESS

9420

CSIV2_SSL_MUTUALAUTH_LISTENER_ADDRESS

s415

WC_adminhost

s0ee

WC_defaulthost

s0ss

DCS_UNICAST_ADDRESS

2359

WC_adminhost_sscure

2043

defaulthost_secure

5445

SIP_DEFAULTHOST

5073

SIP_DEFAULTHOST_SECURE

5072

SIE_ENDFOINT_DDRESS

7282

SIE_ENDPOINT_SECURE_ADDRESS

7292

SIB_MQ_ENDPOINT_ADDRESS

5384

SIE_MQ_ENDPOINT_SECURE_ADDRESS

5584

IPC_CONNECTOR_ADDRESS

5533

Field help

For field help informati
sslect 2 fisld I2bel or i
markar vhen the help
is disslayad.

Page help

% Local intranet

i - ®uow -
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2.1

2.2

221

2. Creating Resources on Websphere

Introduction

This document explains the steps to create resources on Websphere application server and
Queues in Websphere MQ server.

Creating Queues on Websphere MQ Server

The process of creation of queues on Websphere is explained under the following headings.

Creating Queue Manager through Console

To create queue manager through console, follow the steps given below:
1. Start MQ server console.

& IBM WebSphere MQ Explorer EEX

Ele Window Hel

5 MG Exg B = &5 ¥ 7 O B Mg Explorer - Content 51

WebSphere.'MQ
(= Queue Manager Clusters

(& 15 Adwinistered Objects

(> Service Defintion Repositories

Welcome to MQ Explorer

In MO Explorer you can administer local and remote queue managers and their
resources, such as queues, channels, and lsteners.

Help on M% Explorer
Help on M0 Explorer icons
M0 Explorer Preferences. .

Queue manager icons
The following icons are used in the Navigator view ta indicate queue manager status:

K Local queue manager; running and connected to MQ Explorer
5] Local queve manager; running but disconnected from MQ Explorer
&l Local queus manager; stopped and disconnected from MQ Explorer
Remote que. o MQ Explarer

Remote que d from MQ Explorer

&) Locdl queve indby and disconnected from MQ Explorer

2. On the left pane, go to ‘IBM Websphere MQ > Queue Manager > New > Queue Manager’ as
shown below:
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4 IBM WebSphere MQ Explorer,

Fle Window Help

1Q: Explorer - Navigator 53 fir @ 7= ﬁ]f MQExplorer - Cortent 23
= @ 1BM websphers MQ
=4

Queue Managers

ShowiHids QueLs Manager:
Add Remote Gueus Manager.

(= Queus Manag
= M3 Administer
(& Service Definti

‘ Fiter: Standard for Queue Managers

& manag... Commandlevel  Queus manager status | Platform  Queus-sharing group name  Dead-letter queus  Description | Defaul bind type

< |

‘ sScheme: Standard for Queue Managers

[ Last updated: 16:47:03

Select a queue manager to show its connection details here:

The following screen is displayed:
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-
& Create Queue Manager

Queue Manager

Enter basic walues

Dueue Mmanager name: | QM_DDHPOSZ20

[¥]3ake this the default queue manager:

Default bransmission queue: |

Dead-letter queue: |

Max handle limit: | 256

Trigger inkerval; | EEEEEEEEE]

Max uncommitted messages: | 10000

@ < Back [ et = H Finish H Cancel

)

3. Specify the ‘Queue manager name’. Check the box ‘Make this the default gueue manager’.

4. Click ‘Next’. The following screen is displayed:

ORACLE



4P Create Queue Manager,

Queue Manager

Enter data and log values

Queue manager name: | QM_DDHPOS20

(%) Use circular logging
() Use linear logging

Log file size: {x4kB) | 4096

Log primary files; | 3

Log secondary files: | z

Data and Log paths

Data path: | | Browse, .,

Log path: | | Browse, .,

< Back ][ Mext = H Einish H Cancel

5. Click ‘Next’.
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The following screen is displayed:
®

4P Create Queue Manager,

Queue Manager

Enter configuration options

Queue manager name: | QM_DDHPOS20

Start gueue manager after it has been created
Mulki-inskance Queue Manager:
] Permit a standby instance

Select bype of queue manager startup

(%) Automatic
) Service (manual)

) Interactive {manual)

Configures the queus manager to start automatically when the machine starts up,

Create server-connection channel ta allow remote administration of the queus
manager over TCPTP

[ ] create server-connection channel

Mext = | [ Einish l [ Cancel

6. Click ‘Next'.
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The following screen is displayed:
®

4P Create Queue Manager,

Queue Manager

Enter listener options

Queue manager name: | QM_DDHPOS20

The queue manager needs a liskener ko monitar Far incaming netwaork connections,
for some network protocals,

Create listener configured Far TCP)IP

The listener needs to lisken on a port number not used by any other quewe
manager, service or application on this compuker

Lisken on port number; | 1414

Mext = | [ Einish l [ Cancel

7. Specify the ‘Listen on port number’ as ‘1414’ (default). Click ‘Next’
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The following screen is displayed:
®

4P Create Queue Manager,

Queue Manager

Enter explarer opkions

Queue manager name: | QM_DDHPOS20

Aukoreconneck

Aukomatic Refresh

Automatically refresh information shown For this queue manager

Inkerval (seconds): 15 = | [ apply Default

Einish l [ Cancel

8. Click ‘Finish’.
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The following screen is displayed:

* Command: crtmgm -sa -g QM_DDHPOSZ20

wiebSphera MQ queue manager created.

Directory 'T:\Program Files\IBMyWebSphere MOgmgrsQrM_DOHPOSZ0D' creat
The Queue Manager ended for reason 545284625 "

exitvalue = 263455953

< | =

9. Close the message. The following screen is displayed:

£ IBM WebSphere MQ Explorer BEX

Ele Window Help

‘ Scheme: Standard for Queue Managers

5. M Explorer - Navigator 51 9 7 = 5 B mqExplorer - content 5 €&~ =08
Queue Managers
- Filter: Standard for Queus Managers =
(= Quewe Manager Clusters 9 o
(& 15 Administersd Objects 7 Queus manager name Command level  Queus manager status | Platform | Queus-sharing aroup name | Dead-lstter qusus | Description | Default bind kyr
(& Service Definition Repositories &l oM_DDHPOSZD 701 Stopped Windows Shared
] J L]

[ Last updated: 16:50:26

Select @ queue manager to show its connection detals here:

10. Right click ‘Queue Manager’ and select ‘Start’.
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The following screen is displayed:

4 IBM WebSphere MQ Explorer,
Flle Window Help

5. Q) Explorer - Navigator £2 gy ¥ =0 MQ Explorer - Content £2
= € 1M webSphere MG
565 Quous Maragers Queue Manager QM_DDHP0520

& [
(= Queue Manager C
(& M5 Administered
(&= service Definition | Delete...

Connection Quickyiew;

L.,
Hide

Cornection status Disconrected
Cornection type

Cornection narte

Channel name

- o Channel defirition table

Connection Detals » Fafrosh btervsl s
Autoreconnect ves

Propettis. ..

| Last updated: 16:50:53

Status Quickiiew:

Queue manager status Stopped
Conmand ssrver status Stopped

11. Right click ‘Queue Manager QM_DDHP0520’ and select ‘Start’. The following screen is
displayed:

o
Start Queue Manager - “QM_DDHPO520™

Choose Start Method:

O Start as service

O Start interactive

Multi-instance Queus Manager:
[ Permit a skandby instance

@

12. Click ‘OK’.
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The following screen is displayed

b IBM WebSphere MQ Ex;
File  Window Help

Cannection count
Standby

+
Kok permitted

5. 1MQ Explorer - Navigator £ < € 7 7 O B mQExplorer - Content 5 @~ =0
= € oM websphere MQ
ueue Manager QM_DDHP0520
= Quee Manogers Q ger QM|
K Conection Quickiew:
& Queue Manager Clusters
& 3 Adninstored Obiests Connecton status Connect=d
(& Service Defintion Reposkories et e
Channel n
Channel definton tabie
Refreshinterval 15
Atoreconnect ves
(Lot st 1711607
Status QuickVien:
Quee manager status Runring
Command server status Runring
Chanrel nliater status Stopped

[ Last updated: 17116107

Properties QuickView:

Queve manager name.
Description

Platform

Command level

Default transmission queue
Startup

QM_DDHPOS20
Windows
01

Autamatic

Last updated: 17:16:07

2.2.2 Creating Queues

To create queues, follow the steps given below:

1. Start MQ server console.
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4 BM WebSphere MQ Explorer,
File  Window Help

1MQ Explorer - Navigator 53 < & T =08 1Q Explorer - Content 53 @@~ =08
= @ M ebsphere 1o Queue Manager QM_DDHPO520
- Queue Managers

B Connection QuickYiew:

= Queue Manager Clusters

(= M5 Administersd Objects Connection status Connected
Connection type Local

= Service Definition Repositaries. Connection name
Channel name
Channel definition table
Refresh interval 15
Autoreconnect Yes

[ Last pdated: 17:16:07

Status Quickifies

Queus manager status Runring
Command server status Rurring
Channe initistor status Stopped
Corrnection count

Standby Nok permitted

| Last updated: 17

Froperties Quickliew

Queus manager name QM_DDHPOS20
Description

Platform windaws
Command level 701

Default transmission queu

Startup Automatic

Last updated: 17

2. On the left pane, go to ‘IBM Websphere MQ > Queue Managers > QM_DDHP0520 > Queues
> New > Local Queue’ as shown below.

4 IBM WebSphere MQ Explorer,
Flle Window Help
5. MG Explorer - Mavigator 7 &~ =0

= € 1M webSphere MG
== Queue Managers
= 5J Qm_ppkposz0

MQ Explorer - Content 3

Queues

| Fiter: Standard for Queues

& Topics D e Nt Queustype | Open input count  Open output count | Cutrert queus depth | Max queus depth | Pul
(= SUbSTE  Status Alias Gueue...
(= Advance Tom y Model Queve,
(= Queue Manager Remote Queue Definition. .
(& M5 Admiristera  Obiect Authorities ¥
—_— T

(&= service Definition Repositaries
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The following screen is displayed:
4P New Local Queue

Create a Local Queue

Enter the details of the object vou wish to create

Mame:
| moTIFY_quUELE

Select an existing object From which to copy the attributes for the new ohject.

| S¥STEM.DEFALLT LOCAL.QUEUE | [zelect.. |
When this wizard completes, another wizard can be starked automatically ko create a matching object.

[ start wizard to create a matching M5 Queus

@ < Back [ [ext > ] [ Einish ] [ Cancel ]

3. Specify the queue name. Click ‘Next’. The following screen is displayed:

4 New Local Queue

Change properties

Change the properties of the new Local Queus

Caaic General

Extended

Cluster Queue name: [ moTIFY_queLE |

Triggering : =

Events Queue bype: | Lacal |

Storage

Statistics Description: | moTIFY_quELE |
Put messages: | Allowed ' |
Get messages: | Allowed w |
Default priarity: | 1] —

Default persistence:

Scope: | QUEUE Mmanager w |

Usage: | Mormal - |

4. Specify the description. Select ‘Persistent’ as the ‘Default persistence’.
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Select ‘Queues’ on the left pane.

& 1BM WebSphere MQ Explorer EEX
File Window Help
25 1) Explorer - Navigator &2 5 7 = 0| @) Mg Explorer - Content 57 % mgh T =0

= € 1BM WebSphers MQ Queues
== Queue Managers
QM_DDHPOSZ0_NEW
=5l qm_poHposzo
(= Queues ¢ Queus name Queus type | Open input count | Open output count | Current qusue depth | Max queus d
= Topics
(= subscriptions

Filter: Standard For Queues =

(> Queue Manager Clusters
= M3 Administered Objects
(&= Servics Definition Repostoriss

<
Scheme: Standard for Qusues - Distributed

Last updated: 18:38:00

5. You can find the new queue name in the list.

2.3 Creating Queue Manager and Queue using UNIX
Commands

You need to create, configure, post and view messages in IBM MQ queues. The method is
described under the following headings.

For this, first you need to open ‘Putty’ and connect it to the MQ server installed box.

2.3.1 Creating Queue Manager

Change the directory to ‘<Websphere_MQ_HOME>’. Here, ‘Websphere_ MQ_HOME’ is the MQ
server software installation directory.

The command to create Queue Manager is given below:

crtmgm <queue_manager_name>

Example
crtmgm FC_QMGR

This command creates the queue manager ‘FC_QMGR’ in the MQ server.
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2.3.2 Starting Queue Manager

Once the queue manager is created, you need to start the queue manager using the following
command:
strmgm <queue_manager_name>

Example
strmgm FC_QMGR

This command starts the ‘FC_QMGR’ queue manager.

2.3.3 Starting MO Service to Create Queues under FC OMGR

After stating the queue manager, run the MQSC service (for creating queues and other objects)
of queue manager. You can use the following command:
runmgsc <queue_manager_name>

Example
runmgsc FC_QMGR

This command starts the MQ service for ‘FC_QMGR’.

2.3.4 Creating Queues

After starting the MQSC issue, you need to create the required queues using the following
command:

DEFINE QLOCAL (<QUEUE_NAME>)

Example
DEFINE QLOCAL (EMSOUT_QUEUE)

This command creates all the necessary queues.

2.3.5 Creating Channel

After creating the queues, you need to create a channel for queue manager using the following
command:

DEFINE CHANNEL (<CHNL_NAME>) CHLTYPE(<CHANNEL_TYPE>)

Here, ‘CHNL_NAME’ is the name of the channel and ‘CHANNEL_TYPE’ is the type of channel
such as server connection, sender, receiver, etc. You can create the server connection channel
using the following command:

DEFINE CHANNEL (FC_CNL) CHLTYPE (SVRCONN)

Here, SVRCONN stands for the ‘Server Connection’ channel type.

2.3.6 Ending MQSC

You can use the command ‘END’ to end the MQSC service.
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2.3.7

2.3.8

Creating Bindings

After creating the queues and the channel, you need to bind them using the IMSAdmin. To do
this, start Putty and connect it to the MQ server installed box.

Move to the directory ‘<Websphere_ MQ_ HOME>/java/bin’. Here, ‘Websphere_ MQ_HOME'’ is the
MQ server software installation path.

In this folder, you will find the file ‘TJIMSAdmin.config’. You need to give the PROVIDER_URL to
which the .bindings files need to be created.

PROVIDER_URL=file: <Websphere_MQ_HOME>/INDI

Example
PROVIDER_URL=file: ivar/mgm/JNDI

STOP . .
You should have read-write access on this folder.

Creating OCF

After creating the queues and channel, you need to create a queue connection factory in the MQ
server. Complete the above steps and make above changes to the ‘JIMSAdmin.config’ file. Move
to the directory ‘<Websphere_MQ_HOME>/java/bin’ in Putty. Type ‘JIMSAdmin’ as shown in the

figure.

This will take you to the ‘InitCtx>" section. Use the following command to create queue connection
factory:

define gcf (<qcf_name>) gmgr(<queue_mgr_name>) host (<ip-address>) port(1010)
tran(CLIENT)

Example
define qcf (fc_qcf) gmgr(FC_QMGR) host (10.10.10.10) port(1010) tran(CLIENT)

This creates the queue connection factory for the queue manager ‘FC_QMGR’ in 10.10.10.10 server.
Now, you need to create the bindings for each queue. Use the following command in ‘InitCtx>’.
DEFINE Q(EMSOUT_QUEUE) QUEUE(EMSOUT_QUEUE) QMGR(FC_QMGR)

Use the same command for other queues also.
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You can use the following command to view the binding details:
InitCtx> display ctx

The binding details are displayed as shown in the figure below.

@

£ 10.180.196.51 - PuTTY

Once this is created, you need to check whether the .bindings file is available in the path given in
‘JIMSAdmin.config’ (PROVIDER_URL).

Now, you need to create JMS queues for DIRECT queues to post messages. DIRECT queues
require connection to Oracle FLEXCUBE application.

Example
Following are the DIRECT queues:
e NOTIFY_QUEUE
e EMSIN_QUEUE
e EMSOUT_QUEUE
e SFMS_INQUEUE
e SFMSOUT_QUEUE
e RTGS_INQUEUE
e INTERNAL_BIPREPORT_QUEUE
e INTERNAL_BIP_QUEUE_DLQ
e INTERNAL_BIPADVREPORT_QUEUE
e INTERNAL_BIP_ADVICE_QUEUE_DLQ
e INTERNAL_GI_UPLOAD_QUEUE
e INTERNAL_GI_UPLOAD_DLQ
e EMS_QUEUE_DLQ
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You need to create JMS queues for the above queues as shown in the figure:

# Queue name Queue bype | Open input counk | Open outpuk count Current queue depth
(=}DEFFERED_DEST_GQUELE ol Jo oo |
|=| EL_MOTIFY_DLO Local u] 1] 1]
|=| EL_MOTIFY_REQ_Q Local u] 1] 1]
|=| EL_MOTIFY_RES_Q Local u] 1] 1]
|=| ELMDE_DLG Lacal u] 1] 1]
|=] ELMDE_FEDQ O Local u] 1] 1]
|=| ELMDE _RES_Q Laocal u] 1] 1]
|=| EM3_EXTQIUEUE Local u] 1] 1]
|=| EMS_IMQUELE Local z 1] 1]
|=| EM5_OUTQUELE Local 1 1] 1]
=) MDE_QUELE Lacal u] 1] 1]
|=| MDE_QUELE_DLG Laocal u] 1] 1]
|=| MDE_QUELE_RESPOMSE Laocal u] 1] 1]
|=| MOTIFY_DEST_QUELE Local u] 1] 1]
|=| MOTIFY_QUEUE Local 1 1] 1]
|=| MOTIFY _QUELE_DLG Local u] 1] 1]
|=| RTGES_INGUELE Lacal 1 1] 1]
|=| SFMS_INQUELE Laocal 1 1] 1]

2.3.9 MO Channel Authentication

MQ Channel Authentication can be managed using following set of MQSC Commands

e Enable Channel Authentication

>ALTER QMGR CHLAUTH(ENABLE)

e b Allow MQ Privileged Users to access Channel

>SET CHLAUTH(*) TYPE(BLOCKUSER) USERLIST(*MQADMIN) ACTION(REMOVE)

e () Allow all client addresses to access Channel

>SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP) ADDRESS(*) ACTION(REMOVE

2.4 Viewing IBM MO Queues

Through MQ explorer, you can view the queues created in IBM MQ. If the IBM MQ server sits on
a Unix box, an MQ client needs to be setup in a client machine in Windows operating system.

Follows the below steps to view the queues created in server, from an MQ client:
Install IBM MQ client in a client terminal.
Open the client MQ explorer.
Right click ‘Queue Managers’ on the left pane and select ‘Show/Hide Queue Managers’.

1

2

3

4. Click ‘Add’ in the Show/Hide Queue Managers window.

5. Specify the name of Queue Manager which is created in the MQ server. Click ‘Next’.
6

Specify the IP address of the IBM MQ server in the Host name or IP address field.
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7. Specify the Port number in which the Queue manager is created in MQ server.

8. Specify the server connection channel created in the MQ server. Click ‘Finish’.

Under the Queue Manager menu, the queue manger created in the server is displayed with its IP
address and port number in braces.

&p IBM WebSphere MQ [ (5]x]

Bl Window Help

5. WebSphere MQ Explarer - Navigator &3 \

= € 18M WebSphers MQ
1= Queus Managers

L Quedes
B Advanced
(& Chaninels
(& Cliert Connections
(= Listeners
(= Services
(& Process Definitions
(& Hamelists
(& Puthentication Infarmation
LC_QMGR
SWIFT on iflchi-ap-21(1414)
TEST on fichi-ap-21(1415)
& wingm
(= Queue Manager Clusters

G

=0 FC_QMGR on '10.180.196.51(1415)"

Queues

[ Fiter: Standard for Queues

~__Queus name

[ Queue type | Definiion type [ Open input count | Open output count | Current quee depth

2 EMSIN_QUELE

|2 EMSOUT_QUELE

s EMSOUT_QUELIE_DLG
LoJFoqmer.

I MDE_QUELE

|2 MDB_QUEUE_DLQ:

s MDB_QUELIE_RESPONSE
sl NOTIFY_DEST_QUELIE
I NOTIFY_QUELE

|2 NOTIFV_QUELIE_DLG
s RTG5_DEST_QUELE
|l RTES_IN_QUELE

& SFM5_DEST_QUELE
e SFMS _IN_QUELE

s SFMSOUT_QUELE

Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local

Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined

1

12

" - =0
[ Max queue depth [ Put messages
000 Allowed
5000 Allowed
5000 Allowed
5000 Alloved
999999999 Allowed
999999999 Allowed
999999999 Allowed
5000 Alloved
000 Allowed
5000 Allowed
5000 Allowed
5000 Alloved
000 Allowed
5000 Allowed
5000 Allowed
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3.1

3.2

3. Creating JDBC Resources on Web Sphere

Introduction

This chapter guides you through the process of JDBC resource creation on IBM Websphere

application server.

Creating JDBC Sources

(= Integrated Solutions Console - Windows Internet Explorer
@L‘ ye [El ddhp0s20 i-flex.com

Fle Edt Wiew Favortes Tocls Help
-

T Favorites | 55 @

~ |4 centificate Error || ¥ | X

i)

& Integrated Solutions Console

Find: Previous Next || | Options +

Integrated Solutions Console

Log in to the console.
User 10:

& Local intranet

Done

Gy v Haomn <

1. Specify the Websphere administrator username and password.
2. Click ‘Log In’.

3. Navigate to Websphere home page.
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Integrated Solutions Console - Windows Internet Explorer

[SLH lex.com o v

& Cartfcate Error | +2 | X | [£2 Loe scarcn (2]

Ele  Edt

x

Favorkes  Tools  Help

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

| @ niegrated soluins Console | | fa - B - = @b - Pager Safetyr Took+ @

Integrated Solutions Console welcome admin Help | Logout

‘ View: [ All tasks

Guided Activities

| Welcome

Integrat=d Selutions Consele, 7.0.0.0 =
(- Integrated Solutions Console provides = comman administrative console for
multiple products. The table lists the product suites that can be Build Number: r0835.03
B applications administered through this instalistion. Select = product suite to view more Build Dat
information. -
Services LICENSED MATERIALS PROPERTY OF [BM

5724-108, 5724-163, 5724-H88, 5724-H8S, 5555-N02,
5733-W70 (C) Copyright International Business Machines
Cors. 1397, 2008

Resources

B security

7.0.0.0

Global szcurity

Security domains

Administrative Authorization Graups
SSL certificate 2nd key management
Security auditing

Bus security

Environment

System administration
B Users and Groups
Monitoring and Tuning
Troubleshooting
Service integration

B oot

% Local intranet '

4. Expand ‘Security’ and select ‘Global Security’. The following screen is displayed.
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£ Integrated Solutions Console - Windows Internet Explorer

Go- 6

dohp0S520 Hflex com

| conticate Erar | 42| x| [£7

| @ meearated soluions Censole

Fle Edt View Favortes Tooks Help
x <
S Favortes | 55 @ - e - 1) FCURS -

- B 0 o - Pager Safetyr Toos @

Integrated Solutions Console

Welcome admin

‘ View: [All ta.

welcome
Guided Activities
B servers

Aapplications

Services

Resaurces

B security
Global security
Security domains
Administrative Authorization Groups
SSL certificats and key management
Security zuditing
Bus szcurity

Environment

System administration

B Users and Groups

Monitoring and Tuning

Troubleshooting

Service integration

B oot

Help | Logout

Global security

Use this panel to configure sdministration =nd the default 2pp!
functions and is used == = default secur
applications

cation security policy. This security configuration applies to the securi

Security Configuration Wizard | Security Configuration Report

Administrative security Authentication
user rolzs

up rolss
trative authentication

Enable

security and expiration

® L1ea

Kerberos and LTPA
Application security (This function is cur
possible future updates.)

[ enable application sseurity

Kerberos confiqurstion
Java 2 security O swam (o o

v policy for sl administrative
for user applications. Security domains can be defined to override and customize the security pol

ntly disabled. See the 18M Support site for

= for user

[ uz= 32v2 2 =2curity to rastrict 2palication 2ccass to local resources Zut1siticston csers ettings
Warn if 2pplications are granted custom permiszions

Restrict =

&b and SIP security

55 to resource suthentication data RMI/TIOP

curity

User account repository [ Java Authentication and Authorization Service
Current realm definition

Federsted repositori

Apglication logins

System logins

between servers

2c data

Available realm definitions [Specifies a list of Java(TM) Authentication and

e = O = a uzer ervice (JAAS) login that are
Federated repositories v Configure... Set as current |

Sscurity domaing
External

providsrs

t
lused by system resources incluing the athentication
Imechanism, principal mapping, and credential mapping. You
[cannot remove the default login configurations because
[doing so might cause applications ko Fail

Custom propertiss

Apply | [Resat

5T

% Local intranet

5. Expand ‘Java Authentication’, go to ‘Authorization Service’ and click ‘J2C authentication

data’.
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The following screen is displayed

Integrated Solutions Console - Windows Internet Explorer

[SLN Hlex com: v
Go-E

d |G Cortcaro Error | |2 | X | [£% Lie searen J[2]
Fle Edt  Wew Favortss Tooks  Help
x o
i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +
| @ niegrated soluins Console | | fi - B @ - Pager Safety s Toas - @-
Integrated Solutions Console welcome admin Help | Logout
‘ View: [ All tazke | Cell=DDHP0520Nede01Cell, Profile=AppS: Close page
welcome Global security 7 Mhes ]
Guiced Activities Global security > JARS - 12€ rcation data Field help
= i For fisld help infarmation,
Servers Spacifies = list of user identities and passwords for Java(TM) 2 connactor security to Use. Salact & Fi2ld label or list
= marker vhen the help
Applications Prafarences cursor is displayed.
Saevices Page help
Resources Mors information about
his p2ae
B security S
labalisccarty Select| Alias & User ID ¢ Description & Command Assistance:
Szcurity domainz None Zerioting command for last
Administrative Authorization Groups . action
SSL certificate and key management
Security auditing
Bus szcurity
Environmant
System administration
Bl Users 2nc Graups
Monitoring and Tuning
Troubleshooting
Service integration
B oot
Done: % Local intranet a v Hioom v

6. Click ‘New'.
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The following screen is displayed.

£ Integrated Solutions Console - Windows Internet Explorer

@‘C,/" lel ddhp0520, e, com
Bl Edt wisw Favortss Tooks Help
< R -

| contfcats Error|[4#|[ X | [£7 (2]

S Favortes | 55 @ - e - 1) FCURS -

& Inteqrated Solutions Console

Integrated Solutions Console welcome admin Help | Logout

[ view: [l tess ~ —— ofile= Close page
welcome Global security 7 - ]
Bl Guided Activities Global security > JAAS - 32¢ data > New Field help
g . For field help information,
Servars Spacifies 3 list of user dentities and passwords for Java(TH) 2 connector sacurity to use. Zalact 2 Fiald Ia5al of et
@ Applications General Properties markar unen the nels
(e gl = cursor is displayed.
Services * Alias
e — Page help
Resaurces Hors infermation sbout
# User ID thiz pas
B secuny [ — i o
Global szzurity ommand Assistance
+ Passuord cministrative
Ssurmeman: T St sommanc fer Izt
Adminiztrative Autharizasion Groups
SSL cenifizate and key manzzemant Description
Security auditing [Forae

Bus security

B Environment [oK] [Resat] [cancal
System administration

Bl Users 2nc Groups

Monitoring and Tuning

Troubleshooting

Service integration

B oot

0 J Local intranet a v Rk <
&

7. You need to define the connection properties. Specify the following details.
e Alias
o User ID of the Database
e Password of the Database
e Description

8. Once you have specified the above details, click ‘Apply’.

35 ORACLE



The following screen is displayed

Integrated Solutions Console

Windows Internet Explorer

i~ [E Hlex com: o ~ & Corticate Errar | | 42| X | [£7 Live sercn (2]
Bl Edt Favortes Tocls Help

x

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

- B [ - Page~ Safety v Took v @+

Integrated Solutions Console

Welcome admin

‘ View: [ All tasks

welcome
Guided Activities
B servers

Aapplications

Services

Resaurces

B security
Global security
Security domains
Administrative Authorization Groups
SSL certificats and key management
Security zuditing
Bus szcurity

Environment

System administration

B Users and Groups

Monitoring and Tuning

Troubleshooting

Service integration

B oot

Cell=DDHP0S20Nede01Cell, Profile

[Global security

=AppSH

Help | Logout

B Mezzzzes

£ Changes have basn mads to your local configuration. You can:

# Save directly to the master configuration.
 Review changes before saving or discarding

The server may need to be restarted for these changes to tske effect.

Global security > JAAS - 32€

data > FCITR2

Specifies = list of user identities and passverds for Java(TM) 2 connector security to use.

General Properties

Close page

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help
More information sbout
his psae

Command Assistance
2w sdministrati
risting command for last

# Alias

[FeiTrz

* User ID
[Fermrz

* passvord

Daseriptien

[FormRz

action

i-flex, com:

a tsave=true

% Local intranet

9. Click ‘Save’.
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The following screen is displayed.

£ Integrated Solutions Console - Windows Internet Explorer

G- &

dohp0S520 Hflex com

| contfcats Error|[4#|[ X | [£7 (2]

Fle Edt W Favorkes  Tools  Help

S Favortes | 55 @ - e - 1) FCURS -

| @ meearated soluions Censole [ |

Integrated Solutions Console ~ welcome admin

[ view: [l tess ~ | | set=
welcome [Global security
Guided Activities

Global security > JAAS - 32€

B servers
B applications Freferences
Services

data

Spacifies = list of user identitiss and passvords for Java(TM) 2 connector security to Use.

- B 0 o - Pager Safetyr Toos @

Help | Logout

Close page

Field help

For field help informatien,
select 2 field label or list
marker when the help

New|[ Deletz
Resources

curser iz dizplayed.

)
Bl security

Global szcurity
Security domains

Administrative Authorization Groups

SSL cartificats 2nd key management 0
Security 2uditing

‘ rerTR2

Page help
Mors infermation zbout
this p2ae
Select| Alias & [usero o | esaription ¢ Command Assistance
vien
You can administer the folloving resources  oting command for lsst
DDHP0520Nede0 t/FCITR2 =

‘ FrTR2

2ctio

Total 1
Bus security

Environment

System administration
B Users and Groups
Monitoring and Tuning
Troubleshooting
Service integration

B oot

% Local intranet Vi v ma0% <

3.2.1 JDBC Provider for Non XA Data Source

Follow the steps given below:

10. Login to the application server administration console.

11. Expand ‘Resources > JDBC’ and select ‘JDBC Providers’.
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Integrated Solutions Console

dows Internet Explorer

Je |
Go- &

HFex.com:

v

& Cartfcate Error | +2 | X | [£2 Loe scarcn

Tools

Help

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

- B 0 o - Pager Safetyr Toos @

Integrated Solutions Console

Welcome admin

‘ View: [ All tasks

CI

welcome

Guided Activities
B servers

Aapplications

Services
H Resources
Schedulers
Object pool managers
ms
B pEC
JDBC providers

ebSphere Ap)

Resource Adaptars
Asynehronous beans

Cache instances

Resource Environment

Sscurity

Environment
Bl System administration
Users and Groups

Monitoring and Tuning

Troubleshooting

B servics integratien

Welcoms

plication Server

Integrated Solutions Console provides = common administrative console for
multinle products, The table lists the product suites that can by

administered through this installation. Select 2 product suite to view more
information.

7.0.0.0

Help | Logout

— O |l About this Integrated Solutions Console.

=]

Integrated Selutions Console, 7.0.0.0
Build Number; r0835.03
Build Date: 8/31/08

Corp. 1957, 2008

LICENSED MATERIALS PROPERTY OF IBM
5724-108, 5724-163, 5724-H88, 5724-H8S, 5555-N02,
C) Copyright International Business Machines

% Local intranet

00%

12. The following screen is displayed:
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Integrated Solutions Console

Windows Internet Explorer

HFex.com:

v

& Cartfcate Error | +2 | X | [£2 Loe scarcn

File Favorkes

Tocls  Help

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

GB-8 = &-

Welcome admin

Integrated Solutions Console

‘ View: [ All tasks

welcome
Guided Activities
B servers

Aapplications

Services
H Resources
Schedulers
Object pool managers
ms
DEC

JDBC providers

Data sources

Data sources [WebSphere Application Server
va

ssource Adsprars

synchrencus bezns

achs instancss

azil

L

esource Enviranment
Sscurity

Environment

H System aéministration

Users and Groups

Monitoring and Tuning
Troubleshooting
B service integration

H upor

Help | Logout

de01Cell, Profile=AppSi

IDBC providers

Use this page to edit properties of @ JDBC provider. The JDEC provider object encapsulates the specific IDEC driver
implementation class for sccess to the specific vendor database of your envirenment. Learn more about this tesk in a
‘guided sctivity. 4 guided activity provides = list of task steps and more general information sbout the topic

B Scops: C

Seope spacifies the leval 3t vhich the resource definition is visible. For detailed
infermation on vihat s20pe is 202 heow it works, 222 the stess ssttings halo.

Node=DDHPO3Z0Node0L ~

Preferences

=)t
Select| fam= & Scope £ Dascription {
Nene
Total 0

Page v Safely~ Toos+ @- 7

Close page

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help
More information sbout
his psae

Command Assistance
2w sdministrati

risting command for last
action

Done

% Local intranet

13. Select ‘Node’ from the dropdown list.

14. The following screen is displayed:

ORACLE



£ Integrated Solutions Console - Windows Internet Explorer

Go-

e

~ & Corticate Errar | | 42| X | [£7 Live sercn

Fle Edt Wiew Favortes ook Help

* [NEE -

‘ (@ 1nteqrated Solutions Conscle ‘

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

- B) [ @ - Pager Safety v Took =)

Integrated Solutions Console

Welcome admin

[ view: [l tess ~ |

Guided Activities

B servers

pplications
Sarvicas
ElResources
Schedulers
Object paol managers
s
B 1pEC
IDBG providers
Data sources

Data sources [WebSphere Application Server
v4)

ssource Adsprars

synchrencus bezns

achs instancss

esource Enviranment

scurity
Environment
H System aéministration

Users and Groups

onitoring and Tuning
Troubleshooting
B service integration

ubor

Done

Profile=AppSrv01

Help | Logout

Create a new JDBC Provider E

Crazte 2 new JDEC Provider

Step 1: Create new
IDBC provider

Step 2: Enter
database class path

Create new JDBC provider

Set the basic configuration values of = JDBC provider, which encapsulstes the specific
vendor JDBC driver implementation classes

that are required to sccess the database

The vizard fills in the name 2nd the description fields, but you cen type different

information

Step 3: Summary

|cells:DDHPOS520Node01Cell:nodes : DOHPOS520Node0 1
Oracle JDBC Driver v
Connection pool data source ¥

# Hame
[Foues

escription
FCUES JDEC Eroviders]

Cancel

Close page

Field help

An optional description for
the resource

% Local intranet

15. Specify the following details:

Database Type

Oracle

Provider Type

Oracle JDBC Driver

Implementation Type

Connection pool data source

Name

FCUBS

Description

FCUBS JDBC Driver

16. Click ‘Next'.
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The following screen is displayed:
Integrated Solutions Console

(R flex com: d
Go- &

~ |1 contificate Error HE| \z\ [ 8 wive search I[2]:]
Fle Edt  Wew Favortss Tooks  Help
* DR -

Windows Internet Explorer

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

| @ niegrated soluins Console | |

-

[ @ v Page+ Safely v Tools - (@)
Integrated Solutions Console ~ welcome admin

‘ View: [ All tasks

Help | Logout

welcome

Close page

Guided Activities

Field help
Bl sarvers Craate 2 naw JDBC Providar Specifies the full path
names of the files
tion ojdbes jar. Do not use
trailing slash fils
Set the environment varizbles that represent the JDEC driver class files, uhich separstors.
Step 2: Enter WebSphere(R) Application Server uses to define your JDEC provider. This wizard page
database class path displays the file names; you supply only the directory locations of the files. Use
information complete directory paths when you type the JDEC driver file locations. For example:
CH\SQLLIE\ava on Windova(R) or /home/dszinsti/sqllis/java on Linusx(TH)

Aapplications Stap 1: Creats naw

. Enter database class path infor:
JDBC provider

Services

H Resources
Schedulers
Object pool managers
ms
B pEC
JDBC providers

1F = value is specified for you. you may dick Next to sccept the value

Clazs path:
Data sources

Data sources [WebSphere Application Server
v4)

ssource Adsprars

synchrencus bezns

achs instancss
azil
L

Dirastary location for "ejdzcs jar’ which is saved 22 WebSphars variasle
${ORACLE JDEC DRIVER_PATH}

[m Files\(8M\WebSphere\ AppSarverioptional.

\Oracle\jdbe]
2source Enviranmant

Sscurity

Environment

Previous

H System aéministration

Users and Groups

Monitoring and Tuning
Troubleshooting
B service integration

ubor

% Local intranet

<
£

- ®ioow v

17. Provide the location of ojbc6.jar. Click ‘Next'.

The following screen is displayed.
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Integrated Solutions Console

dows Internet Explorer

G- E S 3 [ Contrcato Error | 49| x| 87 (e s J[2l-]
File Edk Wew Favorkes Tools Help

x | -

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

| @ niegrated soluins Console | |

-

Integrated Solutions Console

‘ View: [ All tasks

welcome.

Guided Activities

B servers

Aapplications

Services
H Resources

Schedulers

Object pool managers
ms

B pEC

JDBC providers

Data sources

Data sources
v4)

Resource Adaptars
Asynehronous beans

Cache instances

Resource Environment

Sscurity

Environment
B Systzm administration
Users and Groups

Manitoring and Tuning

Troubleshooting

B servics integratien

ebSphere Application Server

Welcome admin Help | Logout
v | e01Cell, App! Close page
Create a new JDBC Provider B [
Field help
Craate 2 new JDEC Provider For field help information,
select = field Isbel or list
2p 1: Create n Summary marker vhen the help
IDEC provider cursor is displayed
- Summary of sctions
daiabase doss path S e
scape : 1c f
= 2 JDEC provider name Fcues

Previous

Dascription

FCUBS JDEC Providers

Clazs path

${ORACLE_JDEC_DRIVER_PATH}/ajdbes jar

${ORACLE_JDBC_DRIVER_PATH}

D:'Program
Filz=1]

\AppServariopti \Oraclejdse

clazs name

la.jdbe. pocl.Oracl

5T

Done

% Local intranet

- ®iow v

<
£

18. Click ‘Fi

nish’.
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The following screen is displayed.

Integrated Solutions Console

dows Internet Explorer

Je |
Go- &

HFex.com:

v

& Cartfcate Error | +2 | X | [£2 Loe scarcn

Tocls  Help

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

- B 0 o - Pager Safetyr Toos @

Integrated Solutions Console

Welcome admin

[ view: [l tess ~

welcome

Guided Activities

B servers

Aapplications

Services

H Resources
Schedulers
Object pool managers
ms
B pEC

JDBC providers

ebSphere Application Server

Resource Adaptars
Asynehronous beans

Cache instances

Resource Environment

Sscurity

Environment
Bl System administration
Users and Groups

Monitoring and Tuning

Troubleshooting

B servics integratien

Done

Help | Logout

Node01Cel

B Mezzzzes

£ Changes have basn mads to your local configuration. You can:
# Save directly to the master configuration.
o Review changas bafors saving or discarding

The server may need to be restarted for these changes to tske effect.

IDBC providers

Use this page to edit properties of @ JDBC provider. The JDEC provider object encapsulates the specific IDEC driver
implementation class for sccess to the spe ndor datsbase of your environment. Learn mere bout this task in =
‘guided sctivity. 4 guided activity provides = list of task steps and more general information sbout the topic

B Scops: C

Seope spacifies the leval 3t vhich the resource definition is visible. For detailed
infermation on vihat s20pe is 202 heow it works, 222 the stess ssttings halo.

Node=DDHPO3Z0Node0L

Preferences

=)t
Select] Nam= & B | escription §
You can sdminister the folloving reseurcas
0 |ecues ‘ lod==DDHPOS20N0d201 ‘ FCUBS JDEC Providers
Total 1

Close page

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help

More information sbout
thiz peae

Command Assistance
View administrative

for Izt

% Local intranet

<
£
‘

00%

19. Click ‘Save’.
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The following screen is displayed.

£ Integrated Solutions Console - Windows Internet Explorer

[ view: [l tess ~

1DBC providers

Guided Activities IDBC providers
B servers Use this page to dit prope

st of task steps and more general information about the topic.
Services

B Scops: C 20Node01

H Resources

Seope spacifies the leval 3t vhich the resou

Schedulers infermation on vhat s2ape is 2nd how it wo

= definition
the

= sett

e, For detailed
ttings hels.
Object pool managers

der. The JDEC provider object ancapsulates the spacific IDBC drive
implementation class for & vendor database of your environment. Learn mare about this task
Bl applications gQuided activity. A guided =

@:- [l dehpns20 ifiex.com | conticate Erar | 42| x| [£7

Fie tes Tools Help

x

S Favortes | 55 @ - e - 1) FCURS -

| @ meearated soluions Censole [ | - B 0 o - Pager Safetyr Toos @
Integrated Solutions Console welcome admin Help | Logout

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help

More information sbout
thiz peae

Command Assistance
e [node=pDHPOSZONGd=0L ~ i ministratios
Sting command for last
BLre Praferances
IDBC providers
Dats sources New| | Dalece
Data sources (WebSphere Application Server
= B
Resource Adaprars
Select] Nam= & B | escription §
Asynehronous beans
P — You can sdminister the folloving rasourcas:
ool 0 |ecues ledz=DDHPOS20NG 201 ‘ FOUES JDBC Praviders
URL
Total 1
Resource Environment
Sacuriny
Environment
Bl System adminiztration
Users and Gravps
Monitoring and Tuning
Troubleshasting
B servics integratien
uoot
Done: % Local intranet a v Hioom v

3.2.2 Creating Non XA Data Source

Follow the steps given below:
1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘Data sources’.
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Integrated Solutions Console

dows Internet Explorer

Je |
Go- &

HFex.com:

v

& Cartfcate Error | +2 | X | [£2 Loe scarcn

Tocls  Help

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

‘ (@ 1nteqrated Solutions Conscle

- B [ - Page~ Safety v Took v @+

Integrated Solutions Console

Welcome admin

[ view: [l tess ~

| Welcome

welcome

Guided Activities
B servers

Aapplications

Services
Bl Resources
Schedulers
Object pool managers
s
JoBC
IDBG providers

ebSphere Application Server

Resource Adaptars
Asynehronous beans

Cache instances

Resource Environment

Sscurity

Environment
Bl System administration
Users and Groups

Monitoring and Tuning

Troubleshooting

B servics integratien

Integrated Solutions Console provides = common administrative console for
multile products. The table lists the product suites that can

administered through this installation. Select 2 product suite to view more
information.

=]

About this Integrated Solutions Consale

Help | Logout

=]

LICENSED
5724-108,

Corp. 135

Integrated Selutions Console, 7.0.0.0
Build Number; r0835.03
Build Date: 8/31/08

MATERIALS PROPERTY OF IBM

5724-163, 5724-H88, 5724-H8S, 5555-N02,
C) Copyright International Business Machines

7. 2008

7.0.0.0

% Local intranet 0%

The following screen is displayed.

= Integrated Solutions Console - Windows Internet Explorer

Je |
Go- &

HFex.com:

| & conticate Errar | 42

X [ Live searcn

I

Tocls  Help

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

]

- B [ v Page+ Safety v Tooks - @r

Integrated Solutions Console

Welcome admin

[ view: [l tess ~

welcome
Guided Activities

B servers

Aapplications

Services

H Resources

Schedulers

Object pool managers

ms

JDEC
JDBC providers
Data sources

Data sources [WebSphere Application Server
va

Resource Adaptars
Asynehronous beans
Cachs instancas
wmail

URL

Resource Environment

Sacurity
Environment

Bl System administration
Users and Groups

Monitoring and Tuning

Troubleshooting

B servics integratien

Done

Node01Cel

IDBC providers

Use this page to edit properties of @ JDBC provider. The JDEC provider object encapsulates the specific IDEC driver

n more about this task in a

implementation class for access to the =p
‘auided activity. A guided activity provides =

B Scops: C

Help

ndor datsbase of your environment. L
t of task steps and more general information sbout the topic.

Scope spacifies the leval 3t vhich the resource definition is visible. For

detailed
hel

infermation on vihat s20pe is 202 heow it works, 222 the stess ssttings halo.

Node=DDHPO3Z0Node0L

Preferences

Logout

Close page

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help

More information sbout
thiz peae

Command Assistance

=)t
Select| fam= & Scope £ Dascription {
Nene
Total 0

% Local intranet

<
£
‘

00%
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3. Select ‘Node’ from the drop-down list.

The following

screen is displayed.

= Integrated Solutions Console - Windows Internet Explorer

e | Hlex.
Go- &

| & cortficate Errar | 49| x| [£7 e 5earcn

Bl Edt  View
x

Favorites  Tooks  Help

‘ & Integrated Soltions Console

S Favorites | 5 8 Sugossced Stes = ) web Slcs Gallary - (20 FCUBS -

G -8 = a-

Integrated Solutions Console Welcome admin
‘ View: [All tzzks ~
welcame

Guided Activities
Servers
Applications
B services
Bl Resources
Schedulers
Object pool managers
s
Bl pec
IDEC providers
Data sources

Data sources (WebSphere Application Server
va)

Resource Adaptrs
Asynchronous beans

Cache instances

Resource Environmant
B security

nuironmant

ystam administration

sers and Groups
B Menitoring 2ng Tuning

roublashooting

ervics integration

DOL

Done

Help | Logout

Create a data source

Creats = dats source

Step 1: Enter basic
rp——
information

pravider

Step 3; Enter
database specific
properties for the.

data source

Step 4: Setup
security aliases:

Step 5: Summary

Cancel

Enter basic data source information

Sat the basic configuration valuss of 2 datasource for azzeciztion vith your J

eC
provider. A datzseurse suzpliss the physical cennactions betwesn tha apph:amn server

2nd the datsbase.

(R) Apglication Server V) conzole

B25ar ¥ your amplications ara based on the Enveraried 1auaBeana( T} (EIE) 1.0
spacification or the Jzva(TM) Sarvlet 2.2 spacifisation.

sco
[e=n

DDHPOS20Nad=01Csllinodes:DDHPO520N0d=01 |

+ Data source name

[Feues Datesource

+ DL name

[dbgfedeuns

Page ~ Safely v Tooks - (@)~

Close page

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Local inkranet

45 v W0 -

4,

5. Specify the INDI name as ‘jdbc/fcjdevDS'.

6. Click ‘Next'.
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The following screen is displayed.

Integrated Solutions Console

ndows Internet Explorer

- |
Go- &

e

~ & Corticate Errar | | 42| X | [£7 Live sercn

Eile
x

rkes  Tools  Help

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

‘ (@ 1nteqrated Solutions Conscle

Integrated Solutions Console

Welcome admin

[ view: [l tess ~

welcome
Guided Activities
Bl sarvers
Aapplications
Sarvicas
ElResources
Schedulers
Object paol managers
s
B 1pEC
IDBG providers
Data sources

Data sources [WebSphere Application Server
v4)

Resource Adaptars

Agynehrensus bezns
Cache instances
mail

L

Resource Environment
Sacurity
Environment
Bl System administration
Users and Groups
Monitoring and Tuning
Troubleshooting
B servics integratien

H upor

Create a data source E

Craate = data source
Stap 1; Enter basic
information
Step 2: Select IDBC

database specific
properties for the.
data source

Step 4: Setu;
security aliases

Step 5: Summary

Previous | Next| Cancel

Select IDBC provider

Specify = IDBC provider to support the datasource. 1f you choose to creste @ new JDBC
provider, it vill be crested at the same scope == the datasource. If you sre selecting
=n existing JDBC provider. only those providers =t the current scope are available from
the list.

O Creste nev IDEC provider

@ salact 2n axisting JDEC provider

FouEs

Close page

Field help

For field help information,
select = field Iabel or list
marker vhen the help
cursor is displayed.

Done

% Local intranet

75 v ®iow -

7. Select the option
‘FCUBS'.

‘Select an existing JDBC provider’. From the drop-down list, choose
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The following screen will be displayed:

£ Integrated Solutions Console - Windows Internet Explorer

[SLN Hlex com: o
Go-E

~ & Corticate Errar | | 42| X | [£7 Live sercn

Fle Edt Wiew Favortes ook Help

* [NEE -

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

‘ (@ 1nteqrated Solutions Conscle

Integrated Solutions Console welcome admin
[w 3
Guided Activities
B servers
Applications Enter database specific properties for the data source
Set these datsbase-specific properties, which zre required by the database vendor JDBC
driver to support the connections that sre managed through the datasource
[ame [aie |
[ eom \ |
" »
/ebSphere Application Server security aliases.
Step 5: Summary Use this data source in container managsd persistance (CMP)
next | | Cancel
che instances
Mail
URL

Resource Environment

B servics integratien

H upor

Done

% Local intranet

i v Hiow <

8. Specify the URL of the Database

Example
jdbc:oracle:oci:@10.10.10.10:1010:KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 the port number and KERDEV?2

the instance name.
9. Select the data store helper class as ‘Oracle11g data store helper’.

10. Click ‘Next’.

3-18

ORACLE



The following screen is displayed
Integrated Solutions Console - Windows Internet Explorer

Go-

File Edit Wiew Favorkes Tools Help
x IR -

~ |1 contificate Error HE| \z\ [ 8 wive search ‘\El

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

| @ niegrated soluins Console | |

-

Integrated Solutions Console welcome admin Help | Logout

‘ View: [ All tasks

Close page
welcome
Er—

Guided Activities
Field help

B servers Crazte = dats source For field help information,
zelect a field 2bel or list

Applications Step 1: Enter basic Setup security aliases marker when the help

data source cursor is displayed.
ElResources Step 2: Select IDBC Select the suthentication vzlues for this resource
Schedulers. provider

Component-managed authentication slias

Step 3: Enter DDHE0520Node01/FCITRE (¥

database specific

Mapping-configuration alias
properties for the
bec dats source. (nong) -
IDBC providers

Data sources

Object pool managers
ms

Container-managed authentication slias

DDHE0520Node01/FCITRE (¥

Data sources [WebSphere Application Server
v4)

ssource Adsprars

Notet You can creste 2 new J2C authentication alizs by actessing ene of the follaving
linkz. Clicking on 2 link vill c2ncel the vizard 2nd your current wizard sslections vill 52
lost.

synchrencus bezns
achs instancss

azil

L

Glabzl 12C suthentication zlias

Secun

esource Enviranment

Previous

Sscurity

Environment
H System aéministration

Users and Groups

Monitoring and Tuning
Troubleshooting
B service integration

ubor

Done

11. Click ‘Next’.

% Local intranet - 0 v

<
£
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The following screen is displayed.

= Integrated Solutions Console

dows Internet Explorer

G- E S 3 [ Contrcato Error | 49| x| 87 (e s J[2l-]
File Edk Wew Favorkes Tools Help

x | -

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

‘ (@ 1nteqrated Solutions Conscle

Ll i -

Resource Environment

Sscurity

Environment

Bl System administration
Users and Groups

Monitoring and Tuning

Troubleshooting

B servics integratien

Integrated Solutions Console ~ welcome admin Help | Logout
welcome
[y R— N
Guided Activities
Field help
Bl sarvers Create = data source For field help information,
select a fisld label or list
Aapplications 2p 1; Enter basic Summary marker vhen the help
B data source cursor is displayed.
e EEnate Summary of actions
Cll=n Options Values
Schedulers e
Scope i 1c: L
Object pool managers Step 3: Enter
e e eacific Data saurce name FCUBS Datasource
B 1pBC sr-zpsmﬁ for the INDI nzme jdbe/fejdevDs
JDBC providers Select an sxisting JDEC —
Data sources Stap a: Setup provider
Datz sources (WebSphere Application Server security aliases class name le.jd5<.pool. Oracl
v Step 5: Summary URL 10.184.74.233:15214fcdb
Resource Adaprers Data stars helper dlass N P
Asynchronous beans E
Cachs instances Us= this data sourcs in
- container manage true

perziztznce (CMP)

Compensnt-manzgad

DDHE0520Node0 1/FCITRZ
aliss

ool alizs | (none)

Container-managed

DDHE0520Node0 1/FCITRZ
aliss

Previous

Done

% Local intranet -

Hio0w v

12. Click ‘Finish’.

ORACLE
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The following screen is displayed.

Integrated Solutions Console

dows Internet Explorer

6\:}- lel i com:

v

& Cartfcate Error | +2 | X | [£2 Loe scarcn

Tocls  Help

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

- B [ - Page~ Safety v Took v @+

Integrated Solutions Console

Welcome admin

[ view: [l tess ~

welcome

Guided Activities

B servers

Aapplications

Services

H Resources

Schedulers

Object pool managers
ms

B pEC

JDBC providers

ebSphere Application Server

Resource Adaptars
Asynehronous beans

Cache instances

Resource Environment

Sscurity

Environment
Bl System administration
Users and Groups

Monitoring and Tuning

Troubleshooting

B servics integratien

Node01Cel

Data sources

Help | Logout

B Mezzzzes

£ Changes have basn mads to your local configuration. You can:

® Save directly to the master configuration.

 Review changes before saving or discarding

The server may need to be restarted for these changes to tske effect.

Data sources

Use this page to edit the settings of = datesource that is sssocisted vith your selected JDEC provider. The datasource
object supplies your spplication vith connections for accessing the dstabase. Learn more about this task in = guide
activity, A guided activity provides = list of task steps and more geners| information about the topic

B Scops: C

Seope spacifies the leval 3t vhich the resource definition is visible. For detailed
infermation on vihat s20pe is 202 heow it works, 222 the stess ssttings halo.

[node=pDHPOSZONGd=0L

Preferences

e

£

Select] Nam= & [ et neme &

‘ Scope §

‘Prcwidar IS |DE§(Hptmn S | Catagory &

You can administer the folloving resources:

[ |Ecues pstasource

L‘ Fouss

New JDEC
Datasource

Total 1

Close page

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help

More information sbout
thiz peae

Command Assistance
View administrative

for Izt

Done

% Local intranet

100%

13. Click ‘Save’.
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The following screen is displayed.

£ Integrated Solutions Console - Windows Internet Explorer

[node=0DHPOS20NCde0L ~|

Praferances

New| Delets
EHE)

Select| Name & DI name Scope

You can administer the folloving resources:

Scops spacifies the laval 3t uhich the resource definition
infermation on vhat s2eps is 208 how it works, Zes the

@\ )+ el dehpns20 ifiex.com | conticate Erar | 42| x| [£7 (2]
Bl Edt wisw Favortss Tooks Help
x
S Favortes | 55 @ - e - 1) FCURS -
@ Integrated sclutions Console f9 - Bl [ @b - Pager Safetyr Took - @
Integrated Solutions Console  welcome admin welp | Logout e
‘w«:humk; R | | Cell=DDHPOS20Nede01cell, Profile=AppSrvol age
" eto ]|
Guides Activities Data sources Field help
g For fisld help infarmation,
Sarvars u our sslacted JDBC provider. Tha datasource Solacta Aeld 1258l o list
— o mora about this ask in & guided Taricer uhen the hals
pplications a about the topic curzor is dizplayed.
B scope: 20Node01Cell 20Nodent

i visible. For detailzd
ooe = s helo.

Provider & Description % | Category &

[ |Ecues Dstasource | jebesfaidev
B URL

Resource Environment Total 1

s

ity
Environment
Bl System administration

Users and Groups

B servics integratien

H upor

Nade01 | FCUBS New JDEC

Datasource

Page help
More information sbout
= peae

=3

and Assistance
View administrative
Eeristing command for last
action

Done

& Local intranet.

i v Hiow <

Note the following

e You need to create another data source for Oracle FCIS with the JNDI name ‘<Non-XA
FCIS HOST JNDI name>_ASYNC'. For example, if the Oracle FCIS HOST Non XA data
source JNDI name is ‘jdbc/fcjdevDS’, then you need to create another data source for
FCIS with the JNDI name ‘jdbc/fcjdevDS_ASYNC'.

e  While creating a branch using the ‘Branch Parameters Maintenance’ (STDBRANC)
screen, if you have created a data source for the branch, then you need to create a
corresponding ASYNC data source with the JNDI name ‘<Non-XA FCIS BRANCH JNDI

name>_ASYNC’.

3.2.3 Testing Data Source

Follow the steps given below:

1. Select the data source as shown in the figure.
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Integrated Solutions Console

dows Internet Explorer

6\:}- lel i com:

v

& Cartfcate Error | +2 | X | [£2 Loe scarcn (2]

Tocls  Help

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

- B 0 o - Pager Safetyr Toos @

Integrated Solutions Console

Welcome admin

[ view: [l tess ~

welcome

Guided Activities

B servers

Aapplications

Services
H Resources
Schedulers
Object pool managers
ms
B pEC

JDBC providers

ebSphere Application Server

Resource Adaptars
Asynehronous beans

Cache instances

Resource Environment

Sscurity

Environment
Bl System administration
Users and Groups

Monitoring and Tuning

Troubleshooting

B servics integratien

Node01Cel

Data sources

Data sources

Use this page to edit the settings of = datesource that is sssocisted vith your selected JDEC provider. The datasource
object supplies your application vith connections for accessing the datebase. Learn more about this task in = guided

activity, A guided activity provides = list of task steps and more geners| information about the topic
B Scope: C:

Seope spacifies the leval 3t vhich the resource definition is visible. For detailed
infermation on vihat s20pe is 202 heow it works, 222 the stess ssttings halo.

[node=pDHPOSZONGd=0L

Preferences

Help | Logout

Close page

Field help
Select Row 1

Page help

More information sbout
thiz peae

Command Assistance
View administrative
i5ting command for 2.

e

£

Select] Nam= & [ et neme &

‘ Scope § ‘Prcwidar IS |DE§(Hptmn S | Catagory &

You can administer the folloving resources:

Ecuss sdbe/fey ‘ L‘ Fcuss

New JDEC
Datasource

Total 1

Done

% Local intranet -

00%

2. Click ‘Test connection’ button.
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On successful creation, the following message is displayed.

£ Integrated Solutions Console - Windows Internet Explorer

G- &

dohp0S520 Hflex com

| conticate Erar | 42| x| [£7

Eile
x

tes Tools Help

i Favarites

s &

| @ meearated soluions Censole

- €

- ) FCUBS *

GB-8 =

Integrated Solutions Console

Welcome admin

= - Pagev Safety v Tools - @-

[ view: [l tess ~

welcome

Guided Activities
Bl sarvers
Aapplications
Sarvicas
ElResources

Schedulers

Object pool managers

Data sources

Help

Bl Messages
[ The test connastion cperation for data source FCUES Datasourcs on sarver ssrvarl st
node DDHPOS2QN0d201 vas successful,

Data sources
Use this page to 2dit the settings of = datasource that
o eelizs your = on vith connact

A guided zctiy

erovides = list of tazk

izted vith yeur selscted JDBC prov
or o ths gatabazs. Learn mers zbout ¢
steps and mers genersl information zeut the to

Logout

er. The datasource
skcin = quided

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help

More information sbout
thiz peae

Command Assistance
s 8 Scops: C 20N0de01Cell 20N0de01 cministrative
sting command for last
B mec s fiss the level at uhich th cafiniti ble. For detailed
' B cope specifies the level at uhich the resource definition s visible. For dataile
BT information on what scope iz and how it wo the = settings hal
Data sources
Data sources [WebSphere Application Server [Node=DDHPOS20Hade01 ~|
va
Resource Adaptars Preferences
Bl Asynchrencus beans New|[ Delete || Test connection Manage statz..
Cache instances
Mail DiE)
URL
Select| Name & [anot name & EEr [Provider ¢ | peseription ¢ [ categony ¢
Resource Environment
You can administer the folloving resources
Security
0 jabe/fe 1| Feuss New IDBC
Environment Datssource
Bl System adminiztration Total 1
Users and Graups
Monitaring and Tuning
Bl Troubleshooting
B servics integratien
upor
Done: % Local intranet a v Hioom v

3.24

JDBC Provider for XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘JDBC Providers’
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Integrated Solutions Console

dows Internet Explorer

Je |
Go- &

HFex.com:

v

& Cartfcate Error | +2 | X | [£2 Loe scarcn

Tocls  Help

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

‘ (@ 1nteqrated Solutions Conscle

- B [ - Page~ Safety v Took v @+

Integrated Solutions Console

Welcome admin

[ view: [l tess ~

| Welcome

welcome

Guided Activities
B servers

Aapplications

Services
Bl Resources
Schedulers
Object pool managers
s
JoBC
IDBG providers

ebSphere Application Server

Resource Adaptars
Asynehronous beans

Cache instances

Resource Environment

Sscurity

Environment
Bl System administration
Users and Groups

Monitoring and Tuning

Troubleshooting

B servics integratien

Integrated Solutions Console provides = common administrative console for
multile products. The table lists the product suites that can

administered through this installation. Select 2 product suite to view more
information.

=]

About this Integrated Solutions Consale

Help | Logout

=]

LICENSED
5724-108,

Corp. 135

Integrated Selutions Console, 7.0.0.0
Build Number; r0835.03
Build Date: 8/31/08

MATERIALS PROPERTY OF IBM

5724-163, 5724-H88, 5724-H8S, 5555-N02,
C) Copyright International Business Machines

7. 2008

7.0.0.0

% Local intranet 0%

The following screen is displayed.

= Integrated Solutions Console - Windows Internet Explorer

Je |
Go- &

HFex.com:

| & conticate Errar | 42

X [ Live searcn

I

Tocls  Help

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

]

- B [ v Page+ Safety v Tooks - @r

Integrated Solutions Console

Welcome admin

[ view: [l tess ~

welcome
Guided Activities

B servers

Aapplications

Services

H Resources

Schedulers

Object pool managers

ms

JDEC
JDBC providers
Data sources

Data sources [WebSphere Application Server
va

Resource Adaptars
Asynehronous beans
Cachs instancas
wmail

URL

Resource Environment

Sacurity
Environment

Bl System administration
Users and Groups

Monitoring and Tuning

Troubleshooting

B servics integratien

Done

Node01Cel

IDBC providers

Use this page to edit properties of @ JDBC provider. The JDEC provider object encapsulates the specific IDEC driver

n more about this task in a

implementation class for access to the =p
‘auided activity. A guided activity provides =

B Scops: C

Help

ndor datsbase of your environment. L
t of task steps and more general information sbout the topic.

Scope spacifies the leval 3t vhich the resource definition is visible. For

detailed
hel

infermation on vihat s20pe is 202 heow it works, 222 the stess ssttings halo.

Node=DDHPO3Z0Node0L

Preferences

Logout

Close page

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help

More information sbout
thiz peae

Command Assistance

=)t
Select| fam= & Scope £ Dascription {
Nene
Total 0

% Local intranet

<
£
‘

00%
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3. Select ‘Node’ from the drop-down list.

The following message is displayed.

Integrated Solutions Console - Windows Internet Explorer

e | Hlex.
Go- &

| & cortficate Errar | 49| x| [£7 e 5earcn

|28

tes Tooks Help

‘ & Integrated Soltions Console ‘

S Favorites | 5 8 Sugossced Stes = ) web Slcs Gallary - (20 FCUBS -

v B ) mh v Page- Safetyv Toss- @-

Integrated Solutions Console Welcome admin

‘ View: [ All tazks v |

Welcame

Guidad Activitias

pplications
B services
Bl Resources
Schedulers
Object pool managers
s
Bl pec
IDEC providers
Data sources

Data sources (WebSphere Application Server
va)

esource Adaptars

Resource Environmant
B security

nuironmant

ystam administration
Users and Groups
Bl Menitoring and Tuning

roublashooting

ervics integration

B upot

Help | Logout

Create new JDBC provider

Sat the basic configurstion valuss of 2 JDBC provider, waich encapsulstes the specific
vendor JDEC driver implemantation classes that are required to access the database.
The vizare fillz in the n2me 2nd the deseiption fislds, but yeu can type different

[cells:DDHPOS20Ned=01Cell:nades  DDHPOS20Nad=01 |
# Provider type

+ name
[Fuces Orade J08¢ Driver (xA]

scription
FUCES Oracle JDEC Driver (X&)

Cancel

Field help

An optionzl deseristion for
the resource.

Close page

Done

& Local intranet

45 v W0 -

4. Specify the following details:

Database Type

Oracle

Provider Type

Oracle JDBC Driver

Implementation Type

XA data source

Name

FCUBS Oracle JDBC Driver (XA)

Description

FCUBS Oracle JDBC Driver (XA)
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The following message is displayed
Integrated Solutions Console - Windows Internet Explorer

Go-

~ |1 contificate Error HE| \z\ [ 8 wive search I[2]:]
Fle Edt  Wew Favortss Tooks  Help
* DR -

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

| @ niegrated soluins Console | |

-

Integrated Solutions Console ~ welcome admin

‘ View: [ All tasks

Help | Logout

welcome.

Close page

Create a new JDBC Provider =
Guided Activities

Field help
Bl sarvers Craate 2 naw JDBC Providar Specifies the full path
names of the files
tion ojdbes jar. Do not use
trailing slash fils
Set the environment varizbles that represent the JDEC driver class files, uhich separstors.
Step 2: Enter WebSphere(R) Application Server uses to define your JDEC provider. This wizard page
gh’hhise class path displays the file names; you supply only the directory locations of the files. Use
afismiie complate dirsctory paths vhen you typs the JDEC drivar fils locations. For sxample:
- \SQLLIE\java on Windova(R) or /home/dbzinstt/=gllib/java on Linusx(TH)

Stap 2t Summary

ms
B 1pEC

JDBC providers

Bl &pplications Step 1: Craate n
JDEC provider

Enter database class path infor:

Services

H Resources
Schedulers

Object pool managers

1F = value is specified for you. you may dick Next to sccept the value
Clasz path:
Data sources

Data sources [WebSphere Application Server
v4)

ssource Adsprars

synchrencus bezns

achs instancss

azil

Dirastary location for "ejdzcs jar’ which is saved 22 WebSphars variasle
L

${ORACLE JDBC_DRIVER_PATH)
[m Files\(8M\WebSphere\ AppSarverioptional.

\Oracle\jdbe]
2source Enviranmant

Sscurity

Environment Erevious

H System aéministration

Users and Groups

Monitoring and Tuning
Troubleshooting
B service integration

ubor

% Local intranet - 0w v

<
£

5. Specify the location of ojbc6.jar.
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The following screen is displayed

Integrated Solutions Console

Windows Internet Explorer

G- E S 3 [ Contrcato Error | 49| x| 87 (e s J[2l-]
File Edk Wew Favorkes Tools Help

x IR -

| @ niegrated soluins Console | |

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

-

Integrated Solutions Console

Welcome admin

Data sources

Data sources [WebSphere Application Server
v4)

ssource Adsprars

synchrencus bezns

achs instancss

azil

L

esource Enviranment
Sscurity

Environment

H System aéministration

Users and Groups

Monitoring and Tuning
Troubleshooting
B service integration

ubor

Previous

Help | Logout
‘ View: [ All tosks | Close page
welcome
Create a new JDBC Provider B
Guided Activities
Field help
Bl sarvers Create 2 new JDEC Provider For field help information,
select = field label or list
Applications Step 1: Craate new Summary marker vhen the help
B JDBC providar cursor is displayed.
o e Summary of actions
e database dass path Ostiens. T
Seheculer scopa : i .
ject pool managers S Summs -
e o EEe ¥ JDEC provider name FUCES Oracle JDBC Driver (Xa)
- Descristion FUCES Oracls JDEC Driver (X4)
IDBG providers Clazs s3th

${ORACLE_JDEC_DRIVER_PATH}/ajdbes jar

${ORACLE_JDBC_DRIVER_PATH}

D:'Program
2=

Fil \AppServerioptionalL

\Oraclejdse

clazs name

la.jdbs liznt.

5T

Done

% Local intranet

- ®ioow v

<
£

6. Click ‘Finish’.
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The following screen is displayed.

Integrated Solutions Console

dows Internet Explorer

HFex.com:

Je |
Go- &

v

& Cartfcate Error | +2 | X | [£2 Loe scarcn

Tocls  Help

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

Guided Activities

B servers

Aapplications

Services

H Resources

Schedulers

Object pool managers
ms

B pEC

JDBC providers

ebSphere Application Server

Resource Adaptars
Asynehronous beans

Cache instances

Resource Environment

Sscurity

Environment
Bl System administration
Users and Groups

Monitoring and Tuning

Troubleshooting

B servics integratien

Done

- B) [ @ - Pager Safety v Toos - @+

Integrated Solutions Console ~ welcome admin Help | Logout
‘ View: [All tazks ~ Node0Lcell Close page
welcome 7 Mhes ]

B Mezzzzes

£ Changes have basn mads to your local configuration. You can:
# Save directly to the master configuration.
o Review changas bafors saving or discarding

The server may need to be restarted for these changes to tske effect.

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help

IDBC providers

Use this page to edit properties of @ JDBC provider. The JDEC provider object encapsulates the specific IDEC driver

implementation class for sccess to the spe

‘guided sctivity. 4 guided activity provides = list of task steps and more general information sbout the topic

B Scops: C

More information sbout
thiz peae

Command Assistance
View administrative

ndor database of your environment. Learn mers about this task in &

for Izt

Seope spacifies the leval 3t vhich the resource definition is visible. For detailed
infermation on vihat s20pe is 202 heow it works, 222 the stess ssttings halo.

Node=DDHPO3Z0Node0L

Preferences

e

£

Select] Nam= &

o ‘ Eerre )

= p

You can administer the folloving resources:

FIET

‘ lod==DDHPOS20N0d201 ‘ FCUBS JDEC Providers

0 | FUCES Orscls JOEC Driver (XA

‘ lod==DDHPOS20N0d201 ‘ FUCES Oracle IDBC Driver (XA)

Total 2

% Local intranet 0%

7. Click ‘Save’.
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The following message is displayed.

£ Integrated Solutions Console - Windows Internet Explorer

G- &

dohp0S520 Hflex com

‘ View: [ All tasks

CI

welcome

Guided Activities
Bl sarvers
Aapplications
Sarvicas
ElResources

Schedulers

1DBC providers

IDBC providers
Use this page to dit prope
implementatio
‘guided activity. A guided =

class for a.

B Scops: C 2

der. The JDBC provider object encapsulates the specific JDBC driver
vendor datsbase of your environment. Leam more about this task in =
st of task steps and more general information about the topic.

Seope spacifies the leval 3t vhich the resou
infermation on vhat s2ape is 2nd how it wo
Object pool managers

20Node01

= definition
the

e, For detailed
& settings hels.

| conticate Erar | 42| x| [£7
Elle ites  Tooks  Help
x
S Favortes | 55 @ - e - 1) FCURS -
| @ meearated soluions Censole [ | - B 0 o - Pager Safetyr Toos @
Integrated Solutions Console welcome admin Help | Logout

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help

More information sbout
thiz peae

Command Assistance
e [node=pDHPOSZONGd=0L ~ i ministratios
Sting command for last
BLre Praferances
IDBC providers
Dats sources New| | Dalece
Data sources (WebSphere Application Server
= B
Resource Adaprars
Select] Nam= & B | escription §
Asynehronous beans
P — You can sdminister the folloving rasourcas:
ool 0o | Ecues ledz=DDHPOS20NG 201 ‘ FOUES JDBC Praviders
*
AL 0 | FUCES Oracls JDEC Driver (xA) lod==DDHPOS20N0d201 ‘ FUCES Oracle IDBC Driver (XA)
Resource Environment
Total 2
Sacuriny
Environment
Bl System adminiztration
Users and Gravps
Monitoring and Tuning
Troubleshasting
B servics integratien
uoot
Done: % Local intranet a v Hioom v

3.2.5 Creating

XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘Data sources’.
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Integrated Solutions Console

dows Internet Explorer

Je |
Go- &

HFex.com:

v

& Cartfcate Error | +2 | X | [£2 Loe scarcn

Tocls  Help

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

‘ (@ 1nteqrated Solutions Conscle

- B [ - Page~ Safety v Took v @+

Integrated Solutions Console

Welcome admin

[ view: [l tess ~

| Welcome

welcome

Guided Activities
B servers

Aapplications

Services
Bl Resources
Schedulers
Object pool managers
s
JoBC
IDBG providers

ebSphere Application Server

Resource Adaptars
Asynehronous beans

Cache instances

Resource Environment

Sscurity

Environment
Bl System administration
Users and Groups

Monitoring and Tuning

Troubleshooting

B servics integratien

Integrated Solutions Console provides = common administrative console for
multile products. The table lists the product suites that can

administered through this installation. Select 2 product suite to view more
information.

=]

About this Integrated Solutions Consale

Help | Logout

=]

LICENSED
5724-108,

Corp. 135

Integrated Selutions Console, 7.0.0.0
Build Number; r0835.03
Build Date: 8/31/08

MATERIALS PROPERTY OF IBM

5724-163, 5724-H88, 5724-H8S, 5555-N02,
C) Copyright International Business Machines

7. 2008

7.0.0.0

% Local intranet 0%

The following screen is displayed.

= Integrated Solutions Console - Windows Internet Explorer

Je |
Go- &

HFex.com:

| & conticate Errar | 42

X [ Live searcn

I

Tocls  Help

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

]

- B [ v Page+ Safety v Tooks - @r

Integrated Solutions Console

Welcome admin

[ view: [l tess ~

welcome
Guided Activities

B servers

Aapplications

Services

H Resources

Schedulers

Object pool managers

ms

JDEC
JDBC providers
Data sources

Data sources [WebSphere Application Server
va

Resource Adaptars
Asynehronous beans
Cachs instancas
wmail

URL

Resource Environment

Sacurity
Environment

Bl System administration
Users and Groups

Monitoring and Tuning

Troubleshooting

B servics integratien

Done

Node01Cel

IDBC providers

Use this page to edit properties of @ JDBC provider. The JDEC provider object encapsulates the specific IDEC driver

n more about this task in a

implementation class for access to the =p
‘auided activity. A guided activity provides =

B Scops: C

Help

ndor datsbase of your environment. L
t of task steps and more general information sbout the topic.

Scope spacifies the leval 3t vhich the resource definition is visible. For

detailed
hel

infermation on vihat s20pe is 202 heow it works, 222 the stess ssttings halo.

Node=DDHPO3Z0Node0L

Preferences

Logout

Close page

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help

More information sbout
thiz peae

Command Assistance

=)t
Select| fam= & Scope £ Dascription {
Nene
Total 0

% Local intranet

<
£
‘

00%
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3. Select ‘Node’ from the dropdown list.

The following screen is displayed.

= Integrated Solutions Console - Windows Internet Explorer

gf:fv lel Hlex com: o | & cortficate Errar | 49| x| [£7 e 5earcn [[2]-
Fle Edt Wiew Favortes Took Help
x

S Favorites | 5 8 Sugossced Stes = ) web Slcs Gallary - (20 FCUBS -

‘ & Integrated Soltions Console ‘ |

v B ) mh v Page- Safetyv Toss- @-

Integrated Solutions Console Welcome admin

Help | Logout

‘ View: [All tzzks v | Close pags
welcame
r—

Guided Activitiaz
Field help

Sarvars Craats = data source For figld help information,
select 2 fisld labal or list

Applications S b Enter basic data source information marker when the helo

ta cource
B services information

cursor is displayed.
Set the basic configuration valuss of a datasource for association vith your JDBC
ElResources > Ereuiar & darasoiria Suma s the Sayeiea conmerens Betraen tha Sshatan server
e =20 2nd the database.
Schedulers e
Object pool managers (R) Application Servar v4) consale
EEm e A= pages if your applications ars Casad on the Enterprizs JavzBeans(TM) (EJE) 1.0

BI= database specific specification or the Java(TM) Sarvlet 2.2 specification.
R properties for the

data source
IDEBC providers

Scone
[cells:DDHPOS20Ned=01Cell:nades  DDHPOS20Nad=01 |
Data sources Step 4: Setup

0sts sources (Websphere Application server sscurity aliases.
va)

+ Dats sourze name
[FuBs scheduler Datasource |

Step 5: Summary

Resourcs Adaprars + DI name
[ ]
[i

Asynchronous beans

Cache instances

Cancel

Resource Environmant

B security

nuironmant

ystam administration

sers and Groups
Bl Monioring and Tuning
roublashooting

ervics integration

DOL

Done

Local intranet 45 v W0 -

4. Specify the following details:

Data source name FCUBS Scheduler Data source

JNDI Name jdbc/fcjSchedulerDS
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The following screen is displayed.

£ Integrated Solutions Console - Windows Internet Explorer

@r - [el .

Fle Edt Wiew Favortes ook Help

~ & Corticate Errar | | 42| X | [£7 Live sercn

x

‘ (@ 1nteqrated Solutions Conscle

Integrated Solutions Console

Welcome admin

[ view: [l tess ~

welcome
Guided Activities

B servers

pplications
Sarvicas
ElResources
Schedulers
Object paol managers
s
B 1pEC
IDBG providers
Data sources

Data sources [WebSphere Application Server
va

ssource Adsprars

synchrencus bezns

achs instancss

esource Enviranment

scurity
Environment
H System aéministration

Users and Groups

onitoring and Tuning
Troubleshooting
B service integration

H upor

Done

- B 0 o - Pager Safetyr Toos @

Help | Logout

Create a data source E

Craate = dats source

Select IDBC provider

Specify = IDBC provider to support the datasource. 1f you choose to creste @ new JDBC
provider, it vill be crested at the same scope == the datasource. If you sre selecting

=n existing JDBC provider. only those providers =t the current scope are available from
the list.

for t © Craste naw IDEC providar

proparties for the
data source

@ salact 2n axisting JDEC provider
Step 4: Setup
security aliases FUCES Oracle JDEC Dri

XA) ™

Step 5: Summary

next | | Canel

Close page

Field help

For field help information,
select = field Iabel or list
marker vhen the help
cursor is displayed.

% Local intranet

i v Hiow <

5. Select the option ‘Select an existing JDBC provider’ and choose ‘FCUBS Oracle JDBC
Deriver (XA)' from the drop-down list.

The following screen is displayed.
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= Integrated Solutions Console - Windows Internet Explorer

[SLN Hlex com: o
Go-E

~ & Corticate Errar | | 42| X | [£7 Live sercn

Fle Edt Wiew Favortes ook Help

* [NEE -

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

‘ (@ 1nteqrated Solutions Conscle

Integrated Solutions Console ~ welcome admin
[ view: [l tess ~
welcome

Guided Activities

B servers

Applications Enter database specific properties for the data source

Set these database-specific properties, which are required by the database vendor JDEC
driver to support the connections that are managed through the datasource

| name |valus |
[ ume | |

st 3
security aliases

Step 5: Summary

next | | Canel

B URL

Resource Environment

Troubleshooting

B servics integratien

H upor

Done

% Local intranet

i v Hiow <

6. Specify the URL.

Example
jdbc:oracle:oci:@10.10.10.10:1010:KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 is the port number, KERDEV?2 is

the instance name.
7. Select the ‘Data store helper class’ as ‘Oracle11g data store helper’.

8. Click ‘Next'.

The following screen is displayed.
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£ Integrated Solutions Console - Windows Internet Explorer

%ﬂ’ lel lex.com o |G Corticate Errer.| 2| £ 1ve searn
Fle Edt vew Favortss Tools Help

* [NEE -

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

‘ (@ 1nteqrated Solutions Conscle

-

[ @ v Page+ Safely v Tools - (@)

Bl sarvers
Aapplications
Sarvicas
ElResources
Schedulers
Object paol managers
ms
DEC
IDBG providers

Data sources

Data sources [WebSphere Application Server
v4)

ssource Adsprars

synchrenous beans
‘sche instances

Mail

AL

=:curcs Environmant
Sacuriny

Environment

B syztem zéministration

Users and Groups

Monitoring and Tuning
Troubleshooting
B service integration

ubor

Craate = dats source

2p 1: Enter basic
data source
information

Step 2: Select JDBC
provider

Step 3: Enter
database specific

properties for the.
data source

Step 4: Setup
security aliases

Step 5: Summary

Previous

Integrated Solutions Console Welcome ad Help | Logout
[ [ismmn | I
welcome
C—
Guided Activities

id help
For field help information,

Setup security aliases

Select the zuthentication values for this resource
Authentication zlias for XA recovery
Component-managed asuthentication alias
DDHPOS20Nede01/FCITR2 (M
Mapping-cenfiguration alias

DDHPO320N0d201/FCITRZ (¥

lNote: You can creste @ new J2C authentication aliss by accessing one of the folloving
links. Clicking on = link vill cancel the vizerd =nd your current vizard selections vill be
lost

Global 12C suthentication sliaz

select = field Iabel or list
marker vhen the help
cursor is displayed.

Done

% Local intranet

75 v ®iow -

9. Click ‘Next'.

The following screen is displayed.

Integrated Solutions Console

Windows Internet Explorer

X
G- e fex.com d 0 Corticate Emor | [ 7] (X | [R7 Lo seoen IE28]
Fle  Edt ¥ rites  Took  Help
X -

| @ Tntegrated Soluions Console

J Favorites | 5l (@ Sungested ites = 8] web Sice Gallery = (£ FCLBS

o -

1 @ v Page- safety- Took- @

Integrated Solutions Console  welcome admin
‘ View: | Al tazks v
welcome

Guided Activities
Servers
Applications
Services
B Resources
Schedulers
Object pool managers
s
Bloec
IDBC providers

Data sources

Data sources (WebSphers Application Server
v4)

esource Adapters

synchronous beans

ache instances

sseurce Environment
security
Environment

System sdministration

Users nd Groups
Monitaring and Tuning
Traublzshaating
Servics intagration

upDI

Help | Logout

provider

Step 3: Enter
database specific
properties for the

data source

Step 41 Setup
security alizses

Step 5: Summary.

Previous

Close page

Field help
For fisld helg information,

Summary

Summary of actions

Options. values

Scope

10 1
FCUBS Scheduler Datasource

Data seurce name

DI name Jebe/FeSchadularDe

Salact an existing JDEC

provider FUCBS Oracle JDEC Driver (X2)
class name le.idbe.xa.client
VAL 10.10.10.10:1010 :fecb
B e (s o beoh et Oraclent "

Use this date source in
container managed
perzistznce (CMP)

true

Authentication alias for XA
vary

o DDHP0520Nede01/FCITR2

Component-managed

lode01/
et Lo 2 DDHPO520N0de01/FCITR2

opi alizs | (nene)

Container-managed

e s O DDHPO520N0d201/FCITR2

select = figld Izbel or list

curser is displayed

The following screen is displayed.
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6\:}- lel Hlex com: o ~ & Corticate Errar | | 42| X | [£7 Live sercn (2]
Tecks el

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

| @ niegrated soluins Console | | fi - B @ - Pager Safety s Toas - @-

Integrated Solutions Console welcome admin Help | Logout

Node01Cel

= g one oo
welcome Data sources 7 - -]
Guidez Activities B massages Field help.

For field help information,
Bl servers £ Changes have besn mads to your local configuration. You can: g

select 2 field label or list
marker when the help
curser iz dizplayed.

# Save directly to the master configuration.
Applications e Review changes before saving or discarding

Services

B The server may need to be restarted for these changes to take effect.
Page help

Mors information about
paae

H Resources

this
Schedulers Data sources

Cpral s Use this page to adit the ssttings of 2 datasourcs that is sssociatad vith your sslscted JDBC provider. The datasource Command Assistance:

s object supslies your spplication vith connactions for accessing the database. Learn more about this task in = guided View administrative
Bora achivity, A quided activity provides 3 list of task steps and more general information about the toic for last

IDBC providers B Scope:

ebSphere Application Server S2eme zpacifies the level at uaich the rescurcs dsfinition iz visible. For datailed
infermation en what scepe is 20 how it werks, 222 ths scoss settings halo,

Resource Adspars [node=pDHPOSZONGd=0L
Asynehronous beans
Cache instances Frafarancas
URL —
Rezource Environmant & |
Security Select] Nam= & [ et neme & [5cope ¢ Provider & Dascription % | Category &
Environment You can administer the folloving resources:
T m—— [ | Foues patasoures | saberra 1| Fcues v JDEC
Datassurce
UseslendGiuips [ |Ecues senecuier |5 1| Fuces oracle | newinec
r—— Datzzour IDEC Driver | Datasource
(xA)
Troubleshooting E—
B servics integratien

Done

% Local intranet -

00%

10. Click ‘Save’.

The following screen is displayed.
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5; - [el e com

~ & Corticate Errar | | 42| X | [£7 Live sercn

Fle Edt Wiew Favortes ook Help
x

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

Guided Activities
Bl sarvers
Aapplications
Sarvicas
ElResources
Schedulers
Object paol managers
ms
DEC
IDBG providers
Data sources

Data sources [WebSphere Application Server
va

ssource Adsprars

synchrenous beans
‘sche instances

Mail

AL

=:curcs Environmant
Sacuriny

Environment

B syztem zéministration

Users and Groups

Monitoring and Tuning
Troubleshooting
B service integration

H upor

Done

| @ niegrated soluins Console | | -8 = -
Integrated Solutions Console welcome ad Help | Logout
‘ View: [ All tazke = Cell=DDHPOS20Node01Cell, Profile=AppS:

welcome

Data sources

Data sources

Uss this page fo edit the astlings of a datasource that is sssociated with your selected J0BE provider. The datasnurce
object supplies your apolication vith cannections for accessing the databaze. Lear more about ths sk in 2 o
ided activity provides 2 list of task steps and more general information about the topic

B Scops: C

Scope spacifies the lavel at uhich the resource dafinition is visible, For detailed
infermation on vhat s2eps is 208 how it works, Zes the

[node=pDHPOSZONGd=0L

Preferences

=)t
Select] Nam= & [ et neme & [5cope ¢ Provider & Dascription % | Category &
You can sdminister the folloving raseurcas:
[ |Foues patassurce | jenerra 1| Fcues v JDEC
Datazource
[ |Ecues scneauier |5 1| Fuces oracle | newinec
Catssoure JOEC Driver | Datazource
(XA

Total 2

Page v Safety  Tools + @+

id help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help
More information sbout
thiz peae

Command Assistance
2w sdministrati

% Local intranet

-
‘

3.2.6 Testing Data Source

Follow the steps given below:

1. Select data source as given below.
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Integrated Solutions Console

Windows Internet Explorer

i~ [E Hlex com: o ~ & Corticate Errar | | 42| X | [£7 Live sercn (2]
Bl Edt Favortes Tocls Help

x

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

-

B = &-

Integrated Solutions Console

Welcome admin

‘ View: [ All tasks

welcome
Guided Activities
B servers

Aapplications

Services

H Resources

Schedulers

Object pool managers

ms

DEC
JDBC providers
Data sources

Data sources [WebSphere Application Server
va

ssource Adsprars

synchrencus bezns
achs instancss

azil

L

esource Enviranment
Sscurity

Environment

H System aéministration

Users and Groups

Monitoring and Tuning
Troubleshooting
B service integration

H upor

Cell=DDH; 01C:

Cell, Profile=AppS:

Data sources

Data sources

Help

Logout

Uss this page fo edit the astlings of a datasource that is sssociated with your selected J0BE provider. The datasnurce
object supplies your apolication vith connections for accessing the databaze. Leam mors sbout this task In & qui

B Scops: C

Scope spacifies the lavel at uhich the resource dafinition is visible, For detailed
infermation on vhat s2eps is 208 how it works, Zes the

[node=pDHPOSZONGd=0L ~|

Preferences

uided activity provides a list of task steps and more genersl information about the topic

e

£

Select] Nam= & [ et neme & [5cope ¢ Description & | Categery &
You can sdminister the folloving raseurcas:
[ |Foues patassurce | jenerra 1| Fcues v JDEC
Datazource
ECuEs Sensculer |3 1| Fuces oracle | newInEC
Catssource JOEC Driver | Datazource
(XA

Total 2

Close page
Field help
Salect Row 2
Page help

Page v Safety  Tools + @+

More information sbout
thiz peae

Command Assistance

fibm/ consolefcollectionButton. do

% Local intranet

5 -

11. Click ‘Test connection’ button. The following screen is displayed on successful creation.
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G~ el aremeifoncen |5 contreats Error_| 4| x| [£7 e
Ele Edt Yiew Favorites Tooks Help

x

S Favortes | 55 @ - e - 1) FCURS -

(& Inteqrated Solutions Console - B) [ @ - Page~ Safety v Took
Integrated Solutions Console welcome admin Help | Logout

CI

B Mezzzzes Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

[ The test connaction cperation for data =
servarl at node DDHPOS20NGde01 vas su

Data sources Page help

Mors information sbout
Page to adi the sattings of s datasource that = azsadlated with your selected JOBC provider. The datasource thiz page

2= your 2palication vith connactions for acceszing the databazs. Leam mers 3bout this task in = quided
uided zctivity provides 2 list of ta=k staps

mare generz| information about the tapic. Command A

oting command for last
n

ls. For detailed
s hel

B URL

Selsct| Name & DL name G Scope G Provider & Description G | Category &
Resource Environment

You can admin lloving resources
Security

[ |Ecues jdbe/Fejdev 1| Fcues

Environment

ECUBS jdbel! 1| Fuces oracle
B Systzm administration O | 55EE e
(xa)
Tatal 2
B servics integration
upor
Done & Local intranet. Vi v ma0% <

3.3 Creating JMS Resources

3.3.1 Creating Queue Connection Factory

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser
and enter the Websphere admin console URL.

http://{Host}:{Port}/console
Eg: https://10.10.10.10:1010/console
In this example, 10.10.10.10 is the machine IP address on which Websphere is running.

The following screen is displayed:
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{2 Integrated Solutions Console - Windws Internet Explorer

@‘C/‘ - el dehpns20 ifiex.com | conticate Erar | 42| x| [£7 (2]
Els Edt Yisw Favortss Tools Help
x
S Favorites | 5y @ - £ -
(@ 1nteqrated Solutions Console f9 - Bl [ @b - Pager Safetyr Took - @
x Fnd: | Previous Mext | | Options
Integrated Solutions Console
Log in to the console.
User 10:
Passvord:
/b‘
E 7
A 4
=y
L)
Done: % Local intranet a v Hioom v

2. Specify the Websphere administrator username and password.
3. Click ‘Log In’.

4. Navigate to Websphere home page.

3-40

ORACLE
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Windows Internet Explorer

Hlex com: o ~ & Corticate Errar | | 42| X | [£7 Live sercn
Tooks Help
i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +
| @ niegrated soluins Console | | fi - B @ - Pager Safety s Toas - @-
Integrated Solutions Console welcome admin Help | Logout
[ T ] e
wcoms A e =0
uided Activities
Integrated Solutions Console, 7.0.0.0 =
e Integrated Solutions Console provides a common administrative conscle for
multisle products, The teble lists the product suites that can be Build Number; 10835.03
pplications administered through this installation. Select 2 product suite to view more Build Dat=: 8/31/08
information. -
— LICENSED MATERIALS PROPERTY OF IBM
5724-108, 5724-163, 5724-HB8, 5724-H8S, 5655-N02,
s - - 5733-W70 (C) Copyright International Business Machines
Suite Name. Version o ey 2058
Bl szcurity WebSphere Application Server 7.0.0.0
nuironmant
ystam administration
Users and Graups
Bl Monitering and Tuning
Troublashooting
srvice integration
upot
% Local intranet Vi v ma0% <

5. Expand ‘Resources’ and select ‘JMS’. Click ‘Queue Connection Factories. ‘The following

screen is displayed.
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Integrated Solutions Console

dows Internet Explorer

Je |
Go- &

HFex.com:

do?actior=secure

v

1l catrcate Errer | 42| K| [0 cooae

Ele Edt Wew Favortes
x @

Tocls  Help

DEEES -

i Favores | 3l ] suguested Sites = 8] Fres Hotmal )] Wb Sice Gallery =

B3]+ | @ rntemmet Explorer connot 5., | @ Ineegraced soktors Con.., % | € Interyated Soltions Console ||

- B 0 o - Pager Safetyr Toos @

Integrated Solutions Console

Welcome admin

Help

Logout

‘ View: [ All tasks

~

welcome
Guided Activities

Servers

Applic
Bl sarvices
Bl rezourcas
Schedulers
Object pool managers
Bams
M providers
Connsction factaries
Queus comnction factories
Topic connection factories
Queues
Topics
Activation spacifications

CBC
Resource Adapters
Asynchronous beans

Cache instances

Resource Environmant

B security

Environmant

System administration
B Users 2nd Groups

Monitoring and Tuning

Troubleshooting
Servics integration

ubot

Cell=DDH; Node01Cel

Queue connection factories

Queue connection factories

A queue connection factory is used to creste connections to the assoc
Boint-to-point messaging

B Scops: C

Seope spacifies the leval 3t vhich the resource definition is visible. For detailed
infermation on vihat s20pe is 202 heow it works, 222 the stess ssttings halo.

Node=DDHPO3Z0Node01

Preferences

ted IMS provider of the IMS queus destinations, for

Close page

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help
Mora information about
thiz page

|

e

Select] Heme & INDI name & Provider & Description £

Scope &

Nane

Total 0

% Local intranet

00%

6. Select ‘Node’ from the drop down list.
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The following screen is displayed

£ Integrated Solutions Console - Windows Internet Explorer

Connzction factories

© webSphers MQ massaging provider
Queue connection factories

Tepic connection facterias
Quauss
Tepics

Activation zpecifications
DEC

esource Adapters
synchrancus beans
ache instances

vail

URL

=source Environmant
B s=curity

Environmant

System sdministration
Bl Users 2nc Groups
Monitoring and Tuning
Troubleshooting

Servics integration

ubot

Done

% Local intranet

5; - [el Hlex com: doPaction=secure [ Cortficate Erar | 42| %] [ cooe J[2]
Fle Edt vew Favortss Tecls Help

b9l 6 McAfee ©

i Favores | 3l ] suguested Sites = 8] Fres Hotmal )] Wb Sice Gallery =
B3]+ | @ rntemmet Explorer connot 5., | @ Ineegraced soktors Con.., % | € Interyated Soltions Console || fi - B @ - Pager Safety s Toas - @-
Integrated Solutions Console Welcome admin Help | Logout
‘ View: [ All tazke | Cell=DDHPOS20Node01Cell, Profile=AppS: Close page

P DS Stm caracerT ciari E T—

Guided Activities Queue connection factories > Select JMS resource provider Field help

o For fiald halg infarmation.

Scope [cells:DDHPOS20N0de01 Cell:nodes: DDHE Felect= fald laea o st
Bl Applications marker whzn the halz
curzer iz dizglayad.
B sarvicas Select the providar uith uhich to craate the Queus connection factory. The folloving providers support the selected
resource type and sre suailable at the selected scope Page help
Bl Resources Mora Information sbout
Schedulers
Object paol msnagers O Default messaging provider
Blms Vs cefault messaging provider
IME previdars

7. Select ‘Websphere MQ messaging provider’ and click ‘OK’.

The following screen is displayed.
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ndows Internet Explorer

6@#' lel Hlex com: doPaction=secure [ Cortficate Erar | 42| %] [ cooe
Ble Edt wew Favoriss ook Help
x [

i Favores | 3l ] suguested Sites = 8] Fres Hotmal )] Wb Sice Gallery =

B3]+ | @ rntemmet Explorer connot 5., | @ Ineegraced soktors Con.., % | € Interyated Soltions Console ||

- B 0 o - Pager Safetyr Toos @

Integrated Solutions Console

Welcome admin

‘ View: [ All tasks

CI

welcome
Guided Activities
Servers
Applications
B services
Bl Resources
Schedulers
Object pool managers
Bims
JMS providers
Connection factories

Tepic connection facterias
Quauss
Tepics
Activation zpecifications
JDEC

Resource Adapters
Asynchronous beans
Cache instances
Mail

URL

Resource Environmant
B s=curity

Environmant

System administration
Bl Users 2nc Groups
Monitoring and Tuning
Troubleshooting

Sarvice integration

B upot

Done

Quaus cennaction factories

MQ IMS

Close page

Create Websphere MQ JMS resource 3

This vizard creates 2 WebSphere MQ IMS resource

Field help

A description of the
connection factory.

Step 1: Configure

Configure basic attributes
basic attributes

Canfigurs the basic sttributes to use far the new WebSphers MQ VS resource
+ Hame
etityDestGCE
# JNDI name
HotifyDestQCF
escription
HotifyDastQCr

Step 4: Summary

Cancel

% Local intranet 7

8. Specify the following

i v Hiow <

details:

Name

NotifyDestQCF

JNDI Name

NotifyDestQCF

Description

NotifyDestQCF

9. Click ‘Next’. The following screen is displayed.
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Hex,com dozaction=sscurs [ cortficatetmar | 42| K| [2 cone

View  Favorites

Tools  Help

i Fovorites | . ] Suagected Stes + ] Fres Hotmall @] Web Sice Galery v
|28+ | @ rnvermet Expiorer cannot ds. .

Integrated Solutions Console

@ Intearated soluions Con... ¢ | @ Inteqrated solutions Consoles ||

Welcome admin

Help | Logout

[ view: [l tesks 5 | | c

ere MQ IMS re:

welcome
Create WebSphere MQ JMS resource

Guided Activities

Servers This vizard creates = WebSphere MQ 1MS resource

Applications Stap 1: Configure

Select connection method
basic attributes

Services

Step 2: Select Dacide vhat information to enter to datermine how to connect to WebSphers MQ

Bl Resources connection method

Schedulers @ Enter all the required information into this wizard

Object pool managers

B s o X
e Use = dlient channel dsfinition table

Connection factories

Queus connection facteries

Tepic connection factories

Queues

Topics

Activation specifications

JpeC

Previous | | Next| Cancel

Resource Adapters
Asynchronous beans

Cache instances

Resource Envirenmant
szcurity

Environmant

System administration
Users and Groups
Manitoring and Tuning
Troubleshaating

Service intsgration

upD1

%~ B) [0 4 - page~r Safetyr Teoks+ @+

Clos= page

Field help

For field help information.
select = field label o list
marker vhen the help
cursor is displayed

Dane

% Local intranet fa v

H o v

10. Set the options as shown in the figure. Click ‘Next'.

11. The following screen is displayed.
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(R flex.com dozaction=secure
Go-E

File Edt View Favortes Toals Help

|G Cotcate Errer|[#2|[ x| [#q coooe J[2]]

| @ niegrated soluins Console | |

-

Integrated Solutions Console ~ welcome admin

Help | Logout
‘ View: [All tazks

Close page
welcome.
Custom WebSphere MQ connection
Guided Activities
Servers

Custom WebSphere MQ connection

Bl 2pplications

Field help

The name of = WebSphere
MQ server svrconn channel

Step 1: Configure

Supply queue connection details
New Application basic attributes

Bl Application Types

to use, when contacting
o ect Enter datails sbout the QusUE Manager or qusus sharing group that you vish to wMQ
webSphere enterprise applications connection method canmact k.
Business-level applications Queue manzger or queus sharing group name
amee e
B services

Service providers
Service clients

Security cache

Reliable messaging state

Bl Resources
Sehstulers
Object pool managers

Bavs

IMS providers

Connection factories
Queue connection factories
Topic connection factaries
Queues

Topics

Activation specifications

DEC

ssource Adsprars

esource Environment
S=curiy
Environment

H System aéministration

% Local intranet

12. Specify the queue manager name ‘QM_DDHP0520’. Click ‘Next’.

<
£

- ®iow v

Integrated Solu

v i-Flex. do?action=secure
GO~ B

File Edt View Favorites Tooks Help
bl © McAfee™ i [id

| & centicatatrror | 42/ |

i Favortes | o @) Susqestedsices (@) Free Hatmall @) et Sice Galery -

‘ {& mtegrated Solutions Console ‘ |

B - [ - Page- Sefety- Tods~ @

Integrated Solutions Console Welcome admin

Halp | Logout

- ~

‘ View: [l tasks i ‘—‘ Custom WebSphere MQ connection Closs pags
Welcame

@ cuizee Activtiss
Servers

Custom WebSphere MQ connection

Bl Appliestions

Fiald help
The TCE/IP port numbar
us=d for connection to the

WebSphere MQ queue
ep 2: Sele Enter the details required to establish = connection to the queus manager or queus manager, for dient
WebSphers enterprise spplications connaction method sharing greue

Business-level applicstions

assets upply queue g5

connection
details.

Step 1: Configure Enter connection details
basic attributes
New Application

B Application Types

connection only.

* Hostname
B Services

10.10.10.10

Service providers

s e o Port
arvice clisnts connection e
Bolicy sats details foo 1

Server connsction channsl
Trust ssrvice tep 3: Test
Security cache connaction

Relisble messsging state

Step 4: Summary
Bl Resources

Schedulers
Object pool managers.
Bims

IMS providers

Connsction factories
Queus connection factories
Topic connction factories
Queuez
Topics
Activation specifications

JoEC

Resource Adapar:

asynchronous besns

Cache instances

Resourcs Environment
B security
Enviranment

System séministration

& Local intranet 7 H100% v

13. Specify the following details:
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Host Name

10.10.10.10 (Host where Websphere MQ is installed)

Port 1010 (Web sphere MQ port)

Server Connection Channel SYSTEM.DEF.SVRCONN

14. Click ‘OK’. The following screen is displayed.

= Integrated Solutions Console - Windows Internet Explorer

[SLN Hlex com: dovaction=secure
Go-E

|G Cotcate Errer|[#2|[ x| [#q coooe

Eile

2

vortes  Tools  Help

i Favores | 3l ] suguested Sites = 8] Fres Hotmal )] Wb Sice Gallery =

| @ niegrated soluins Console | |

f3 - B () @ - Pager Safetyv Tgos+ @

Guided Activities

Servers This vizard creates 2 WebSphere MQ IMS resource

Bl 2pplications

Integrated Solutions Console welcome admin Help | Logout
[ view: [l tess ~ &
welcome

Create Websphere MQ JMS resource 3

Test connection
New Application

Bl application Types To test sstaslishing a connsction using the information provided sslsct the "Test

Connection” button. It may teke severzl seconds te perform this test. If you vish to
skip this test szlzct the “Next’ Sutten.

Test connection

webSphere enterprise applications
Business-level applications

Assats

H sarvicas
Service providers
Service clients
Policy s=ts
Trust service

Step 3: Test

Security cache connection

Reliable messaging state

(The mext step of the
dey

H Resources
Schedulers current step)
Object posl managers e 5 ey
Bams

Previous | Next|  Cancel

[Content: frame
IMS providers

Connaction factories

Queue connection factories

Topic connection factaries
Queues
Topics
Activation spacifications
Jpec
Resource Adaptars
Asynchronous beans
Cachs instancas
mail
URL
Resource Environment
Sacurity

Environment

H System aéministration

[E3

Done

Close page

Field help

For field help information,
select = field Iabel or list
marker vhen the help
cursor is displayed.

% Local intranet 7

15. Click ‘Test Connection’ button.

The following screen is displayed:
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Integrated Solutions Console

Windows Internet Explorer

%ﬂ’ lel lex.com do7action—secure ~ | contificats Error |42/ X |
Fle Edt vew Favortss Tools Help

x [N -

i Favores | 3l ] suguested Sites = 8] Fres Hotmal )] Wb Sice Gallery =

‘ (@ 1nteqrated Solutions Conscle

-

Integrated Solutions Console

Welcome ad;

[ [ 2

connection result

welcome.

Guided Activities

Servers
B applications
New Application
Bl application Types

webSphere enterprise applications
Business-level applications
Assets

B services

Service providers
Service clients

Security cache
Reliable messaging state

Bl Resources
Schaculers
Object posl managers
Blams

IMS providers
Connection factories
Queue connection factories
Topic connection factaries
Queues
Topics
Activation specifications

DEC

ssource Adsprars

=ource Environment
sscuniy
Environment

H System aéministration

Test connaction rasult

Help

Logout

Close page

Test connection result

Step 1: Configure

basic attributes
=p 2: Select
connection method

Step 2.1:
Supply queus

Step 3: Test
connaction

Summary

Previous

Test connection result

Result of testing the connection

[ connection vas successfully made
to WebSphere MQ.

Field help

For field help information,
select = field Iabel or list
marker vhen the help
cursor is displayed.

Done

% Local intranet Vi v H100%

16. Click ‘Next’. The following screen is displayed with a message in the summary field.

{= Integrated Solutions Console - Windows Internet Explorer

@;- [e] lex. doraction=secure [ & contficate Ermar | 47| % |
Fle Edt Wiew Favortes Took Help
x o

‘ & Integrated Soltions Console

G Favorites | ol £ cunoested Sies ) Fres Hotmal @) b Slee Glery =

G- 8

() @b - Page~ Safely~ Tooks - @~

Integrated Solutions Console

Welcome admin

‘ View: [All tzzks

Welcome.
Guidad Activitias
Servers
B Apglicztions
New Application
B Application Types
WebSphere enterprise applications
Business-level applications
Assets
H Services
Service providers
Service clients

olicy sets

rust service
Security cache

Relizble messaging stat=

Bl Resources
Schedulers
Object pool managers
Blms
IMS providers
Connection factories
Queue connection factories
Topic connection factaries
Queues
Topics
Activation specifications
DEC
esource Adsptars
synchrancus beans
ache instances
ail
RL

ssource Environmant
Security
Environmant

Systam administration

Close page

ield help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Help | Logout
Al
= Create websSphere MQ JMS resource
Create WebSphere MQ JHS resource
This vizard crestes 2 WebSphere MQ IWS resource
Step 1: Configure Summary
basic attributes
Step. Select Summary
connaction mathod
Gresting = resource of bype Queus connection factary-
Step 2.1: Hame "HotifyDestQCF"
Sty e - JNDI name "NotifyDestQCF"
- Queus manager or queus sharing grous name "QM_DDHPOS20"
- Server type "QMGR"
- Channel name "
p
Enter connaction
details
Step 3; Test
connection
Step 3.1: Tast
connaction
result
= Step 4 Summary
v

& Local intranet i v ®00% -

17. Click ‘Finish’.
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The following screen is displayed.

= Integrated Solutions Console - Windows Internet Explorer

5\:}- lel Hlex com: doPaction=secure | contficate Errar | 42| X
Bl Edt vew Favortes Took Hep
b9l 6 McAfee ©

‘ (@ 1nteqrated Solutions Conscle ‘

Integrated Solutions Console

Welcome ad;

i Favores | 3l ] suguested Sites = 8] Fres Hotmal )] Wb Sice Gallery =

- B 0 o - Pager Safetyr Toos @

‘ View: [ All tasks

welcome
Guided Activities
Servers
B applications
New Application
Bl application Types
webSphere enterprise applications
Business-level applications
Assets
B services

Service providers

Service clients

Reliable messaging state

Bl Resources
Schaculers
Object posl managers
Blams
IMS providers
Connection factories
Queue connection factories
Topic connection factaries
Queues
Topics
Activation specifications

DEC

ssource Adsprars
synchronous beans

achs instancss

sscuniy
Environment

H System aéministration

Done

Help | Logout

Cell=DDH;

ONode01Cell, Profile=Apps:

Queue connection factories

B Mezzzzes

£ Changes have basn mads to your local configuration. You can:
# Save directly to the master configuration.
o Review changas bafors saving or discarding

The server may need to be restarted for these changes to tske effect.

Queue connection factories

A queue connection factory is used to creste connections to the associsted IMS provider of the IMS queus destinations, for
point-to-peint messagi

B Scops: C

Seope spacifies the leval 3t vhich the resource definition is visible. For detailed
infermation on vihat s20pe is 202 heow it works, 222 the stess ssttings halo.

Node=DDHPO3Z0Node01

Preferences

FF

Select| Hame 2 [anot neme ¢ | Provider ¢ [Beseription & [scope ¢

You can administer the folloving resources:

]

NetityDestocE |

MQ
massaging provider

Total 1

id help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help
Mora information about

2
thiz page

Command Assistance
v dministrati.

% Local intranet

18. Click ‘Save’

The following screen is displayed.
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{2 Integrated Solutions Console - Windws Internet Explorer

G- &

Hiex.com |Gl conteate Error | 42| X | [£]

Fle Edt Wiew Favortes ook Help
x @

S Favartes | 55 &)

& Inteqrated Solutions Console

- B FreeHotmal ]

Integrated Solutions Console

Welcome admin

Help | Logout

[ view: [l tess ~ |8 cei=boseoszonedeoicel, profie=Agpsrvos

welcame [Queue connection factories

Cufist hiniis Queue connection factories

Servers A qusus connection factory is used to create connsctions to the associsted M3 provider of the M5 qusus destinations, for
oint-to-peint messagin

Bl 2pplications " ° ene

B Scops: C 20Node1Cell

. 20Node01
New Application

Bl =i Scope specifies the level at which the resource dafinition
information on vhat scops is and how it werks, ses the

webSphere enterprise applications scope ssttin

sible, For detailed
hels.

Business-level applications

Aszere [node=DDHPOSZONGde01 v

H sarvicas Praferances

New| Delsts
EHE)

Select] Hame

Service providers
Service clients

B Policy sets

B Trust service

Security cache

2 [ et neme & IS

| Provider IS o

F | 1

[omsamtion s [sare

Reliable messaging state You can administer the folloving resources:

]

Total 1

El Resources HotifyDastOCE F

MQ
mess2ging pravider

Schedulers

Objact poal managers

Bams

IMS providers
Connection factories
Queue connection factories
Topic connection factaries
Queues
Topics
Activation specifications

Jpec

Resource Adapters

B] asynchronous beans

Cache instances

Mail

URL

Resource Environment
sscuniy
Environment

H System aéministration

[E3

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help
Mora information about
thiz page

Done

% Local intranet

Y5 v Hi1o0%

19. Similarly, you need to create the following queue connection factories:

MDBQCF

NOTIFY_MDB_QCF

NotifyDestQCF

DefferedDestQCF

RTGSQCF

SFMSQCF

ELMDBQCF

EL_NOTIFY_QCF

EmsQcf

BIPQCF

Gl_UPLOAD_QCF

3.3.2 Creating Queues

Follow the steps given below:
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1. Expand ‘Resources > JMS’ and click Queues.

Integrated Solutions Console - Windows Internet Explorer

= 3
5;}- le] Hlex,com: do7action=secure ~ |16 cortfcateEmor || 2| | [ oo 2 5
Fle Edt Wew Favorites Tools Help
x &

Ji Favorkes | 5l ] suggested Sites = 8] Free Hotmai ) Wb Sice Gallery =

& ntegrated Sol tions Console ‘ |

f3 - B - ) @ - page- Safety- Took- @-

Integrated Solutions Console

Welcome admin

[ views [l e v |
Welcome Queues
B Guided Activities Queues

Servers

A JMS queue is used 23 2 destination for point-to-peint messaging.

B Scope: C:

pplications

ervices
s Scope specifies the level at which the resource definition is visible. For
e information on what scopa is and how it works, see the ac

Schedulers

Nods=DDHPOS20Node01 v
Object pool managers

Bams

Braferances
IMS providers

datailed
hel

Help | Logout

Connaction factories

Queue connection factories

B 6 [

Topic connection factaries

Qe Select| Hame 2 INDT name £ Provider Description £ Scope &
Topics
Activation specifications None

JDEC Total 0

ssource Adsprars

synchroncus beans

achs instancas

Resource Environmant

=curity
Environmant

Bl System administration
Users and Groups
Monitoring and Tuning

B Troublzshaating

ervics integration

B upot

Field help

For field help information,
select 2 field label or list
marker when the help
cursor is displayed.

Page help

Done

& Local intranet

Gh v ®100% <

2. Select ‘Node’ from the drop down list. Click ‘New'.

The following screen is displayed:

3-51

ORACLE



Windows Internet Explorer

5\:}- lel Hlex com: doPaction=secure | contficate Errar | 42| X
Ble Edt wew Favoriss ook Help
x .

i Favores | 3l ] suguested Sites = 8] Fres Hotmal )] Wb Sice Gallery =

B-8 = &-

| @ niegrated soluins Console | |

Integrated Solutions Console welcome ad Help | Logout
‘ Views: | All tasks 3 | 0520Node01Cell, Profile=Apps:
welcome

Guided Activities

Dueues > Select JMS resource provider

Servers

Scope [cells:DDHPOS20MNode01Cell:nodes:DDHA

Applications
B services Select the provider uith which to create the Queue. The folloving providers suppert the selected resource type and are
2vailable at the selected scope

Bl Resources

Schedulers
Object paol msnagers O Default messaging provider
Bims

IMS providers

Ovs default massaging provider

Connection factories © webSphers MQ massaging provider

Quaus cennaction factories
Tepic connection facterias
Quauss

Tepics

Activation zpecifications

CBC
esource Adapters
synchrancus beans
ache instances

vail

RL

=source Environmant
B security

Environmant

System administration
B Users 2nd Groups

Monitoring and Tuning

Troublesheoting
service intsgration

B upot

Page v Safety  Tools + @+

id help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help
Mora information about
thiz page

% Local intranet

3. Select ‘Websphere MQ messaging provider’. Click ‘OK’.

The following screen is displayed.

3-52

ORACLE



{2 Integrated Solutions Console - Windws Internet Explorer

G- &

Flex.com

~ |Gl conteate Error | 42| % | [£]

* [ONEE -
S Favartes | 55 &)

& Inteqrated Solutions Console

Fle Edt Wiew Favortes ook Help

- B FreeHotmal ] -

Integrated Solutions Console

Welcome admin

Object pool managers

Bams
IMS providers
Connzction factories
Quaus cennaction factories
Tepic connection facterias

Bl Asynchrencus beans
Cache instances
wail
uRL
Resource Environment

B security

Environment

System administration

B Users and Groups

Manitoring and Tuning

Troubleshooting

service intsgration

B uoor
Done: =1

Help | Logout
~
[Queues
Guided Activities B cr==ges Field help
. [ 2dditional Broperties for this object will not be available to edit until its general For fiald help information,
srvers propartias ara applied by clicking on sithar Apply or OK. select 2 fisld labal or list
8 marker when the help
e cursor is dizplayed.
B services Queues ebSphere MQ messaging provider > New
> websphere m der > N Page help

Bl rezourcas Quaus destinations pravided for point-to-paint massaging by the WabSphare MQ messaging provider. Uss Mg Mora inf sbout

S queus destination sdministrative abjects to manags queus destinations for the WebSphare MQ messaging provider thiz pags

Scops Additional Properties
Queuss [iode=DOHPOS20Hode0 1
Topics
. Erovider
Activation specifications
WabSphars MQ maszaging
B 10BC provider
Resource Adapters ¢ Name

Canfiguration

General Properties

The sdditional properties vill not be svailable
until the general properties for this item are
=pplied or saved.

Adminictration

[Tty QuEGE

+ JHDL name
ioTiFy_quEsE

Dessrition
NOTIFY_QUEUE =]

WebSphere MQ Queue
+ Queue neme
[noTIFY_QuEuE

Queue manager or Queue sharing group name
[QM_porPos20

% Local intranet Vi v ma0% <

Specify the following details:

Name

NOTIFY_QUEUE

JNDI Name

NOTIFY_QUEUE

Description

NOTIFY_QUEUE

Queue Name

NOTIFY_QUEUE on Websphere MQ to which the
gueue needs to be mapped

Queue Manager or Queue
sharing group name

QM_DDHP0520

4. Click ‘Apply’.

The following screen is displayed.
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Windows Internet Explorer

5\:}- lel Hlex com: doPaction=secure | & cortficate Error
Ble Edt wew Favoriss ook Help

x

i Favores | 3l ] suguested Sites = 8] Fres Hotmal )] Wb Sice Gallery =

‘ (@ 1nteqrated Solutions Conscle

- B [ - Page~ Safety v Took v @+

Welcome ad;

Integrated Solutions Console

Help | Logout

[ [ 2

welcome
Guided Activities

Servers

Applications
B services
Bl Resources
Schedulers
Object pool managers
Bims
JMS providers
Connection factories
Queus connection factories
Tepic connection factories
Queuss
Topics
Activation specifications
CBC
esource Adapters
synchrancus beans
ache instances
vail
RL

=source Environmant
B security

Environmant

System administration
B Users 2nd Groups

Monitoring and Tuning

Troublesheoting
service intsgration

B upot

id help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

& Changes have been made to your local configuration. You cani
« Save dirsctly to the master configuration.
® Revisw changes befors saving or discarding.

&\ The server may need to be restarted for these changes to take sffect.

Queues > WebSphere MQ messaging provider > NOTIFY_QUEUE

Page help
Queue destinations provided for point-to-peint messaging by the WebSphere MQ messaging provider. Use Mg More inf 2bout
queue destination administrative objects to manage queus destinations for the WebSphere MQ messaging provider. thiz page

Canfiguration

General Properties

Command Assistance

Additional Properties

Adminictration

Scope
[Node=DDHPOS20Hod=0L

Advanced proparties

webSphare MQ Quaus Connaction
Prosertiez

Erovider Custom propertias
\i=bSghars 1MQ messzging
provider

* lame

[ioTiFy_quEuE ]

+ JNEL nams
[ioTiFy_queus ]

zcription
NOTIFY_QUEUE

WebSphere MQ Queue
+ Queue neme
[noTIFY_QuEuE |

Queus mansger or Queue sharing group name
[Qu_ppHPos20 ]

Done

% Local intranet

5. Click ‘Websphere MQ Queue Connection

Properties’.

The following screen is displayed.

Integrated Solutions Console

Windows Infernet Explorer

G\:;’ - e flex.com dopaction=secire | Corticate Ervor || €3] X | (4] cooie
Fie Edt view Favortes Tools e
e Fevorites | 95 @] Sungested Sites 8] Fres Hotmal @] Ve Sice Gallry
| & meegrated sautions console ] fi v B ) # v Pager Sefetyr Tk @~
Integrated Solutions Contsole ~ Welcome ad Help | Lagout
3 Nodz01Cell, P 01 Closs page
welcome [Queues ?-Mhen ]
Guided Activities B == Field help
Servers B Changas hava baan made to your local configuration. You can: The name of the channel
=  Save directly to the master configuration Susue mamegar.
Bl Applications * Review changes before saving or discarding.
Services 5 Tha ssrvar may need to ba rastartad for thass changss to taks sffact Page hel
tors informstion sout
B Resources o=
EHiml Queues > WebSphere MQ messaqing provider > NOTIEY QUEUE > WebSphere MQ connection properties
Object pool managers
. Use this panel te specify hew o sonnsct te the qusus manager that hosts the qusus. The system usss thess connsstion
Bims properties to retrieve, display 2nd update the queue configuration details that are shown on the WebSphers MQ queus
WS providers ssttings panal
Connsetion factaries [ connguratin |
Quaue connaztion faztories
Topic connection factories
Queues
Topics General Properties ndditional Propertics
Activation spacifications ueue manager host Ao
peC e
Resource Adspters
5 Queue manager port
asynchronous beans S0
Cacheinstances
Server connection channel name
il
uRL
Resource Environment pzer o
Securi
o Sassuord
Environmant
System scministration
Users and Groups
Manitoring ané Tuning
Troublesheoting
Sarica intagration
ot
& Local intranet Gy v RA00% -
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6. Specify the following details:

Queue manager host 10.10.10.10 (IP address of the MQ server)

Queue manger port 1010

Server Connection Channel SYSTEM.DEF.SVRCONN

7. Click ‘Save’.

The following screen is displayed.

(= Integrated Solutions Console - Windows Internet Explorer.

G-

flex.com

[ Cortcate Error | 47| % | 4]

Fle Edt View Favorkes Took

= g
Sp Favertes | 5 &)

Help

- & Free Hotmal &)

(& Integrated Solutions Console

G- 8
Integrated Solutions Console Welcome admin Hel ogos
v | 5
[Queues
Queues
A 3MS queue iz used 23 3 destination for paint-to-peint messaging.
B seepe: 20Nede01Cell 20N0de01
Sarvicas
Scope spacifies the level at vhich the res
informa hat scops iz and hovr it 1
[Hode=DDHPOS20NGde01
Eraferances
new][ Delzez
BEET
Sslect| Hame & DI name Provider & Dascription & scape O

You can administer the folloving resources

[ |tomer oueue

Total 1

NOTIFY_QUEUE WebSphere MQ

ess2ging pro

NOTIFY_QUEUE Hode=DDHE0520Nads01

Systam sdministration

Users 2nd Groups

Bl Monioring and Tuning
Troubleshooting
Service integration

B oot

Done

& Local intranet

45 v W0 -

8. Similarly, you need to create the following queues.

MDB_QUEUE

MDB_QUEUE_DLQ

MDB_QUEUE_RESPONSE

NOTIFY_QUEUE

NOTIFY_DEST_QUEUE

NOTIFY_QUEUE_DLQ

DEFFERED_DEST_QUEUE
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3.4

RTGS_INQUEUE

SFMS_INQUEUE

ELMDB_REQ Q

ELMDB_RES_Q

ELMDB_DLQ

EL_NOTIFY_REQ_Q

EL_NOTIFY_RES_Q

EL_NOTIFY_DLQ

EMS_INQUEUE

EMS_OUTQUEUE

EMS_EXTQUEUE

INTERNAL_BIPREPORT_QUEUE

INTERNAL_BIPADVREPORT_QUEUE

INTERNAL_GI_UPLOAD_QUEUE

EMS_QUEUE_DLQ

Creating Messaqge Listener

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser
and enter the Websphere admin console URL.

http://{Host}:{Port}/console

Eg: https://10.10.10.10:1010/console

In this example, 10.10.10.10 is the machine IP address on which Websphere is running.
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The following screen is displayed:

£ Integrated Solutions Console - Windows Internet Explorer

@‘Cz‘ - el dehpns20 ifiex.com | conticate Erar | 42| x| [£7 (2]
Els Edt Yisw Favortss Tools Help
x
S Favorites | 5y @ - £ -
(@ 1ntzgrated solutions Console f3 - B - [ @ - Pager Safety Took - @~
x Fnd: | Previous Mext | | Options
Integrated Solutions Console
Log in to the console.
User 10:
Passvord:
&‘ 7
A oF
=y
L)
Done: % Local intranet a v Hioom v

2. Specify the Websphere administrator username and password.
3. Click ‘Log In’.

4. Navigate to Websphere home page.
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Integrated Solutions Console - Windows Internet Explorer

[SLH lex.com o v

& Cartfcate Error | +2 | X | [£2 Loe scarcn (2]

Ele  Edt

x

Favorkes  Tools  Help

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

| @ niegrated soluins Console | | fa - B - = @b - Pager Safetyr Took+ @

Integrated Solutions Console welcome admin Help | Logout

‘ View: [ All tasks

Guided Activities

| Welcome

Integrat=d Selutions Consele, 7.0.0.0 =
(- Integrated Solutions Console provides = comman administrative console for
multiple products. The table lists the product suites that can be Build Number: r0835.03
B applications administered through this instalistion. Select = product suite to view more Build Dat
information. -
Services LICENSED MATERIALS PROPERTY OF [BM

5724-108, 5724-163, 5724-H88, 5724-H8S, 5555-N02,
5733-W70 (C) Copyright International Business Machines
Cors. 1397, 2008

Resources

B security

7.0.0.0

Global szcurity

Security domains

Administrative Authorization Graups
SSL certificate 2nd key management
Security auditing

Bus security

Environment

System administration
B Users and Groups
Monitoring and Tuning
Troubleshooting
Service integration

B oot

% Local intranet '

5. Expand ‘Servers > Server Types’ and click ‘Websphere application servers’.
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Integrated Solutions Console

Windows Internet Explorer

6@#' lel Hlex com: doPaction=secure | contficate Errar | 42| X (2]
Bl Edt Favortes  Tools Help
b9l 6 McAfee ©

‘ (@ 1nteqrated Solutions Conscle

i Favores | 3l ] suguested Sites = 8] Fres Hotmal )] Wb Sice Gallery =

- B 0 o - Pager Safetyr Toos @

Integrated Solutions Console

Welcome admin

‘ View: [ All tasks

welcome
Guided Activities
Hsarvers

B Server Types
WebSphere application servers
WebSphere MQ servers
Web servers

Applications

Services

Rescurces
B security
Environment
System sdministration
B Users and Groups
Monitoring and Tuning
Troubleshooting
B servics integration

B upot

Welcoms

Integrated Solutions Console provides = common administrative console for
multinle products, The table lists the product suites that can by

administered through this installation. Select 2 product suite to view more
information.

Version

7.0.0.0

Help

Logout

About this Integrated Solutions Console =
Integrated Solutions Console, 7.0.0.0 |
Build Number: r0835.03

Build Date: 8/31/08

LICENSED MATERIALS PROPERTY OF [BH

5724-108, 5724-163, 5724-H88, 5724-H8S, 5655-02,
5733-W70 (C) Copyright [nternational Business Machines
Corp. 1957, 2008

% Local intranet

<
£
‘

The following screen is displayed.

e

| contficate Errar | 42| X

Ele  Edt

igw

Favorkes  Tools

Help

x

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

- B 0 o - Pager Safetyr Toos @

Integrated Solutions Console

welco:

‘ View: [ All tasks

~

welcome
Guided Activities
B servers

Bl Server Types
WebSphers applic

WebSphers MQ servers
Web servers
Aapplications
Sarvicas

Resources

B security

Environment

System sdministration
Users and Groups

Bl Menitoring and Tuning
Troubleshooting
Service integration

B upot

Profile

Cell=DDHP0520Node01Cell

AppS

|Application servers

Application servers.

Help

Logout

Use this page to view = list of the =pplication servers in your envirenment =nd the status of each of these servers. You can
alzo use this page to change the status of = specific application server.

Close page

ield help

For field help informatien,
select 2 field label or list
marker when the help

Praferences cursor is displayed.

] )] Page help

I More =bout

this p2ae

Name % [Moge & | Host ame & | version &

¥ou can administer tha folloving resources: S;’:"‘ﬂ"ﬂ Assistance

| ooHPoszoNeds0L | DDHPOS20.Alsw.com |esz= 70,00 ricting commans for Izt
on

Done

% Local intranet

-
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6. Click ‘server?’.

The following screen is displayed.

* Integrated Solutions Console - Windows Internet Explo;

@_\::ﬂv lel Hlex. o | & cortficate Errar | 49| x| [£7 e 5earcn
Fle Edt Wiew Favortes Took Help
x o

‘ & Integrated Soltions Console ‘

S Favorites | 5 8 Sugossced Stes = ) web Slcs Gallary - (20 FCUBS -

Integrated Solutions Console

Welcome admin

‘ Views [ Al tazks - |

Welcame
Guidad Activitias
H servers
Bl szrvar Typas
WebSphars zpplication ssrvers
WebSphere MQ servers
Web servers
Applications
B service:
Resources
Sscurity
Environment
H System aéministration
Users and Groups

Monitoring and Tuning

Troubleshooting
B servics integratien

H upor

[Application servers

Application servers > serverl

Help

Logout

Use this pags te configurs 2n 2pplication sarver. An 2palication s=rvar iz 2 server that provides services raquirzd ke run

=ntergrize apglications.

Runtima || Configuration

General Properties

nName

de name
DDHPOS20Nod=01

[ &un in development mode

Parallel start

[0 stert components =5 needed

Access to internal server classes
Allov %

Server-specific Application Settings
Classloader policy
Multiple ¥

Class loading mode

Container Settings

Session mansgement
SIP Container Settings

web Container Sattin

Bortlat Container Sattings

EJB Container Settings

Container Services

[ Business Process Services
Installed spolicatio

Server messaging

WebSohere MO link inbound
transp:

Server

Java and Br

Management

Administration

Performance

Field help

For field help information,
select = field Iabel or list
marker vhen the help
cursor is displayed.

Page help
More informstion about

& Local intranet

7. Expand ‘Messaging’ and select ‘Message listener service’.

The following screen is displayed.
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HFex.com:

v

& Cartfcate Error | +2 | X | [£2 Loe scarcn

Fle Edt Wiew Favortes ook Help

x

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

GB-8 = &-

Integrated Solutions Console  welcome ad
[ [ismmn =
welcome

Guided Activities
B servers
El Server Types
WebSphere application servers
WebSphere MQ servers
Web servers
Applications
Services
Resaurces
B security
Environment
System sdministration
Users and Groups
Bl Menitoring and Tuning
Troubleshooting
Service integration

B upot

Cell=DDHP0520Nede01Cell, Profile=AppS:

|Application servers

Application servers > serverl > Message listener service

Help | Logout

Use this page to configure the message listener service. This service provides the message-driven bean [MDB) listening

process, in which messsge-driven beans

are deployed sgainst listener ports that define the IMS de.

ation to listen upon.

These listener ports are defined vithin this service along vith settings for its thread pool

Configuration

Additional Properties

ner Po

Thread ool

Page v Safety  Tools + @+

id help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help
More information sbout

Done

% Local intranet

-
‘

8. Click ‘Listener Ports’.

The following screen is displayed.
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e

v

& Cartfcate Error | +2 | X | [£2 Loe scarcn

Ele Edt Wew Favortes

Tocls  Help

x

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

GB-8 = &-

Integrated Solutions Console

Welcome ad;

‘ View: [ All tasks

~

welcome
Guided Activities
B servers
El Server Types
WebSphere application servers
WebSphere MQ servers
Web servers
Applications
Services
Resaurces
B security
Environment
System sdministration
Users and Groups
Bl Menitoring and Tuning
Troubleshooting
Service integration

B upot

Cell=DDHP0520Nede01Cell, Profile=AppS:

|Application servers

servers > serveri > Message listener se:

o > Li

ener Ports.

Help | Logout

Use this page to configure listener ports upon which message-driven besns listen for messages. Each port specifies the
IMS connection factery end IMS destination that = message-driven bean, deployed against that port, listens upon

Page v Safety  Tools + @+

Close page

id help

For field help informatien,
select 2 field label or list
marker when the help

2
5|l

Preferences cursor is displayed.
Page hels
| Comeres semveten specricann | Pasehelp "
thiz page

Select| Name & [ peseription &

| Connsction factory NI nams G | Destination NDE name § | status &

None

Total 0

Done

% Local intranet

9. Click ‘New'.

The following screen is displayed.
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{2 Integrated Solutions Console - Windws Internet Explorer

dohp0S520 Hflex com

G- &

| conticate Erar | 42| x| [£7

I

Ble Edt Wew Favortes Teols Help
x -
S Favorites | 5y @ - B

& Inteqrated Solutions Console

- ) FCUBS *

B-8

= b v Page v Safety v Tools - @

Integrated Solutions Console

Welcome admin

[ view: [l tess ~

welcome

Guided Activities

B servers

El Server Types

WebSphere application servers
WebSphere MQ servers
Web servers

Applications

Services

Resaurces

B security

Environment

System sdministration

Users and Groups

Bl Monioring and Tuning

Troubleshooting

Sarvice intsgration

Help | Logout

|Application servers

servers > serveri > Message listener service > Listener Ports > New

Use this page to configure listener ports upon which message-driven besns listen for messages. Each port specifies the
IMS connection factery end IMS destination that s message-driven bean. deployed against that port, listens up

Configuration

General properties

* Name

Hatify MDE_Listenar

* Initial State
Started (v

Description

[iatify MDE_Listenar

* Connection factory JNDI name

NOTIFY_MDE_QCF

# Destination JNDL name
HOTIFY_QUEUE

Maximum sessions

B upot T

Heximum retres

:

Meximum messages

o] [Feset] [Comeal
Done

Close page

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help
More information sbout
thiz peae

% Local intranet

i v Hiow <

10. Specify the following details:

Name

NotifyMDB_Listener

Description

NotifyMDB_Listener

Connection factory INDI name

NOTIFY_MDB_QCF

Destination JNDI name

NOTIFY_ QUEUE

Maximum retries

1

11. Click ‘Apply’.

The following screen is displayed.
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Integrated Solutions Console

dows Internet Explorer

Je |
Go- &

HFex.com:

v

15 Certificats Error

J[4s] (] £ 1ive searen

Tocls  Help

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

- B [ - Page~ Safety v Took v @+

Integrated Solutions Console ~ welcome admin
[ view: [l tess ~
welcome

Guided Activities
B servers

Bl Server Types
WebSphers application servers
WebSphers MQ servers
Web servers

Aapplications

Services

Resources
B security

Environmant

istration

System d

Users and Groups

B Menitoring 2ng Tuning

Troubleshooting
Service integration

ubor

Cell=DDH; Node01Cel

|Application servers

Help

B Mezzzzes

&The sarvar may need to be rastartad for thase changes to take effact,

O\ Changes have baen made to your local configuration. You can
o Save dirsctly to the mastar configuration.
# Review changes before saving or discarding.

{3 The server may need to be restarted for these changes to take effact.

Application servars > serverl > Message listener service > Listen:

Ports > NotifyMDB_Listenar

Logout

Uss this p2gs te configurs listensr perts upen which message-driven bezns listen for massages. Each port specifiss the
IMS cennection factery 2nd JMS destination that = message-driven bean, depleysd 2gainst that pert, liztanz upen.

Cenfiguration

General Properties

* name
Hotify MDE_Listensr

# Initial State
Started %

Description

Hotify MDE_Listansr

# Connection factory JNDI name
OTIFY_MDE_QCF

# Dastination JNDI name
OTIFY_QUELE

Maximum sessions

Maximum retries

Maximum meszsges

Close page

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help
More information sbout
thiz peae

Command Assistance
View administrative

for Izt

Done

% Local intranet

100%

<
£
‘

12. Click ‘Save’.

The following screen is displayed.
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5\:} - [el .

v

& Cartfcate Error | +2 | X | [£2 Loe scarcn

Ele Edt Wew

Favorkes  Tools  Help

x

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

GB-8 = &-

Integrated Solutions Console

Welcome ad;

‘ View: [ All tasks

~

welcome
Guided Activities
B servers
El Server Types
WebSphere application servers
WebSphere MQ servers
Web servers
Applications
Services
Resaurces
B security
Environment
System sdministration
Users and Groups
Bl Menitoring and Tuning
Troubleshooting
Service integration

B upot

Cell=DDHP0520Nede01Cell, Profile=AppS:

|Application servers

servers > serveri > Message listener se:

o > Li

ener Ports.

Help | Logout

wE

Use this page to configure listener ports upon which message-driven beans listen for messages. Each port specifies the JMS

connection fectory and M3 destination that = message-

Brefersnces

been, deployed against that port. listens upon.

L Convart to activation specification

2
5|l

Select| Name & | esaription ¢

| connsction factory 4D nams ¢ | Destination NOI name G | status &

You can administer the folloving resources:

NotifyMDE Listener ‘Nn!iF;MDB_L\stsner ‘

NOTIFY_MDB_QCF

‘ NOTIFY_QUEUE | %

Total 1

Page v Safely~ Toos+ @- 7

Close page

Field help
Select Row 1

Page help
More information sbout
thiz peae

Command Assistance
View administrative
risting command for last

action

fibm/ consolefcollectionButton. do

% Local intranet

13. Select ‘NotifyMDB_Listener'. Click ‘Start’.

The following screen is dosplayed.
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{2 Integrated Solutions Console - Windws Internet Explorer

@‘C/‘ - el dehpns20 ifiex.com | conticate Erar | 42| x| [£7 (2]
Ble Edt wew Favoriss ook el

x

S Favortes | 55 @ - e - 1) FCURS -

(@ Inteqrated Solutions Conscle - B [ - Page~ Safety v Took v @+

Integrated Solutions Console welcome admin Help | Logout

= | | sel=ooroszmedssical, eroie=nopsruo:

Appiication servers 7 N ____________]

Bl Guizes Activities Ports Field help

- i For fizld help information.
o ns listen for messages. Each port specifies the JMS zalzct = fisld lazel or list
Do deployed =gainst that port. listens upon. marier vhen the heln
erver Types

WebSphere application servers
webs,

curser iz dizplayed.

Comvert to activation specification ] [ew] | Delete || start] [stop

El=lcales

Wb st

Select| Name & Description & | connaction factory 101 name & | estination JHo1 name ¢ | status &

You can admini

ving resources

Hsecurity [ | Evstamoe L EMSIMDE_Listaner | NotifyDestQCF EMS_INQUELE [

Bl Enuiranmant ] | euscuuse - EMS_OUTQUEUE 3
System administration [ | Detifutpe Listener NotifyMDE_Listener NOTIFY_MDB_QCF HOTIFY_QUEUE 3

Users and Groups

Total 3
B Menitoring 2ng Tuning

Troubleshooting

B upot

5T | [#]

% Local intranet Vi v ma0% <

Done

14. Similarly, you need to create the following listeners:

MDB_Listener

NotifyMDB_Listener

RTGS_Listener

SFMS_Listener

ELMDB_Listener

ELNotifyMDB_ Listener

Emslin_Listener

EmsOut_Listener

BipReport_Listener

BipAdvReport_Listener

Gi_Upload_Listener

The complete list of listener queue and QCF to be created for Websphere is given below.
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Application Listener Name Listener QCF Listener QUEUE

Name

GWMDB MDB_Listener MDBQCF MDB_QUEUE

GWNotifyMDBB | NotifyMDB_Listene | NOTIFY_MDB_Q | NOTIFY_QUEUE

ean r CF

RTGSInMDB RTGS_Listener RTGSQCF RTGS_INQUEUE

SFMSInMDB SFMS_Listener SFMSQCF SFMS_INQUEUE

ELGWMDBBean | ELMDB_Listener ELMDBQCF ELMDB_REQ_Q

ELNotifyMDBBe | ELNotifyMDB_Liste | EL_NOTIFY_QC | EL_NOTIFY_REQ_Q

an ner F

EMSInMDB Emsin_Listener EmsQcf EMS_INQUEUE

EMSOutMDB EmsOut_Listener EmsQcf EMS_OUTQUEUE

BipReportMDB BipReport_Listener | BIPQCF INTERNAL_BIPREPORT_QUEU

E

BipAdviceMDB BipAdvReport_List | BIPQCF INTERNAL_BIPADVREPORT_Q
ener UEUE

GlUploadMDB Gi_Upload_Listene | GI_UPLOAD_QC | INTERNAL_GI_UPLOAD_QUEU
r F E

Here,

e MDB_Listener is mandatory for Gateway MDB applications

e All others are required for FCJ Applications embedded with Scheduler and ELCM
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4. Default Settings for Web Sphere
4.1 JVM Custom Toplink Property

To set the JVM toplink properties, follow the steps below:

1. Navigate to ‘Application servers > {Configured Server} > Java and Process Management>)
Process Definition > Java Virtual Machine > Custom Properties >’.

& Integrated Solutions Console - Windows Internet Explorer

O

- Dt

do?action=secure

[ & certicate Error | 42| X

Guided Activities Application servars

use this

H servers

Bl sarver Typaz

Environment
Content frame

B Systzm administration

Users and Groups

Manitoring and Tuning

Troubleshooting

B servics integration

H upor

2= to view = list of the 2pplization sarvars in your snvirenmant 2nd the
of rs. You g2n zlzo Uss this p2as to changs the status of 2 2p=

Bl
o
w [@[mgracedsmunnnscnnsme ]7‘ BB @ [roe @ok- ”
Integrated Solutions Consgle  Welcome websphere -
‘ View: [All tzzks I~

Welcome |Application servers

Field help

Page help
Mers informatien sbeut

thiz sage
B Applications Name & Node O Host Name 2 verzion O d Assistance
Bl sarvices You can administer the folloving resources
Resources servert DDHPO47SHodeO1 | DDHRO47S.i- Base 7.0.0.7

flaxc.com
Sacurity
Total 1

S help information,
fisld Iabel or list

Done

[® %4 Local intranet.

F 0% -

2. Expand ‘Java and Process Management'.

/& Integrated Solutions Console - Windows Internet Explorer

—_—
G - [elhmsilidhpomsifex

do?action=secure

[» & certicate Eror | | 4#|[ X

=

W [@[nmgracedsmunnnscnnsme ] ‘

-8 &-

»
| Page + £ Tooks -

Integrated Solutions Console

Welcome websphere

[ views [ tesis I~ [ Start components as nesded

s to internal server dlasses

Guidad Activitias

Server-specific Application Settings
Classlozder policy
Multiple

Class loading mode

Help | Logout

Sattings

EJB Container
Sattings

Contziner Services

Field help
For field help info
select = field labe
marker uhen the
cursor is displayer
Page help
More infermstion

thiz sage
Bl Applications
ee Server messaging

B services B

n = essaging engines
fesources Zpoly | [0K] [Reset| [ Cancel

Messsaing engine
— inbeund transports
= WebSohers MO link
Environment inbeund transports
Bl System administration SIE sarvice
Users and Grovps Server Infrastructure
Monicoring and Tunin
toring o Bl Java and Process
Troubleshooting Managemant
B servics integration
upor
Administration
Communications
orts
K1
[/ 84 Local intranet # 100% -

3. Click on ‘Process definition’.
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The following screen is displayed:

EE Integrated Solutions Console - Windows Internet Explorer \m
%’ - |g, https: fddhp0475.i-Rex., com: 3043 bm/console login. do2action —secure M I Certificate Error X ||j:| =

—_——
McAfee ©
Y e Iglntagratedsmununsmnsu\a I l

[k Page - (G Todls -

Integrated Solutions Console Welcome websphere Help
USe tnis page o CONMgUTE 3 BrocEss CEMNINGN. A PrOCESS OSMNITON GEMNSS fNe COmMans 1ne =
| Views: | All tasks information necessary to start or initislize 2 process.

welcome Configuration

Guided Activities Field help
For fisld help informati
select a field label or i
marker when the help
cursor is displayed.

B servers
General Properties

B server Types Additional perties

webSphere zpplication servers Executzble name
Java Virtual
webSphers MQ servers ‘Machine Page help

web servers More information aboyl
b

E: arguments Environment
Entries

Applications
Erocess exscution

—
e Brocess Loas

Resources Loaging and

Security Start command tracing

Environmant
Start command arguments

System administration
Users and Groups

Menitering 2nd Tuning

Troublzshesting

Stop commznd
Service integration

uDDI Stop command arguments ||

Waorking directory

s{USER_INSTALL_ROOT}

[ | EF‘

[ %49 Localintranet #100% -

4. Click ‘Custom Properties’.

E Integrated Solutions Console - Windows Internet Explorer Law
@_E/} | https:/jdenpua7s.-flex.com:3043 bme in.dovactian =secure (| & cartheateEmar |[4#)[ %] [ n [[2]-]

OEEES -
w Iglntegrated Salutions Console ]_l R i v [ page - (G Todls -

Integrated ions Console | bsph: Help | Legeut

Closs page [4]

Al tasks

| View:

7

Welcome

Guided Activities

Application servers > serverl > Process definition > Java Virtual Machine

Bl servers Use this page to configure sdvanced Java(TM) virtuzl machine settings.

B Server Types Cenfiguration || Runtime

WebSphere application servers

WebSphere MQ servers
Web servers
General Properties

Additional Properties

Applications cl th
asspal
. = Custem sroserties
Services
Resources
Security
Environment Boot Classpath

System administration

Users and Groups

Menitering and Tuning

Troubleshesting [ verbosa class loading

Service integration
[ verbose garbage collection

upot
[ verbose nr

Initizl heap size
ME

Maximum heap size
1024 ME

El ) EE

[ N Local intranet # 100% -
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The following screen is displayed:

@ Integrated Solutions Console - Windows Internet Explorer

BEX)

@7\:; ~ [ https:jddnp0520.i-flex.com:904lbm/console fogin.do?action =secure

[ | certhieate Ermor

(2]

D -

Y e l@lntagrated Solutions Console

| View:

Cell=DDH

WebsSphere Application Server [w]

welcome
Guided Activities
B servers

B server Types
webSphere zpplication servers
WebSphere MQ servers
web servers

Applications

o ~ [ Page - (G Tools -

Integrated Solutions Console Welcome admin

Application servers

Aj servers > serverl > Procass definif

Help

n > Java Virtual Machine > Custom

properties

Use this page to specify =n arbitrary name and value pair. The value that is specified for
the name and value pair is 8 string that can sst internal system configuration properties.

Preferances

Close page

Field help

For field help information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information sbout
ju

Sl Command Assistance
Services — yiswi sdminiztrative
sam‘ Name £ value & e Scripting commend for lest
Fescurces action
You can administar the folloving rescurces:
Security [] | comuism.securibyioss.debus off
Environmant
[ | cemuism.sscurity.kebS KrbSDabua| off
System administration
Users =nd Greups Tetal 2
Menitering 2nd Tuning
Troublzshesting
Service integration
uoDI
[ %49 Localintranet #100% -

5. Click ‘New'.

The following screen is displayed:
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E Integrated Solutions Console - Windows Internet Explorer

6@- [ hitps:fdehpo47s.i-flex.com:3043 bme in.do?action =secure [ & certficate Emar | 42 % | [
MchAfee’ i M
Y e Iglntagratedsmununsmnsu\a Iil

B

f - B - = - [heage - G Tooks -

Integrated Solutions Console Welcome websphere Help | Logout

Cell=DDHP Clos:
| Views | All tazks v ll=0on ose page
Welzems e 7 _MHelp |
Gtz A= Application servers > serverl > Process definition > Java Virtual Machine > Custom Field F"E'P e el th
properties > New Spedifies the valus that is
B Servers caired with the specified
U= thiz page to =pecify 2n arbitrary name and valus pair. The valus thst is spacifiad for neme.
B server Types

the name =nd valus pair is = string that can sst internal system configuration properties.
webSphere zpplication servers

Page hely
webSphere MQ servers Configuration : p

Mors information sbout
web servers this page

Applications
General Properties

Services + ome

Reseurces [toplinkxml.platiorm
Security * Value

B [tFarm.xml.jaxp.JaXPRlatform
System administration Description

Users and Groups

Maenitering and Tuning

Troublzshesting

Service intzgration

ubDt

(@ %4 Local intranet H100% v

6. Specify the Name ‘toplink.xml.platform’.

7. Specify the value ‘tform.xml.jaxp.JAXPPlatform’.
8. Click ‘Apply'.

The following screen is displayed:
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@ Integrated Solutions Console - Windows Internet Explorer

MEX]

6@’ = | 2] httpsi jdhpo475.i-fex.com: 5043/ om): in.do?action=secure [ | B certicate Emror | 49

x| [u

(=[]

[ERET= -

Y e I@Integrated Solutions Console

=

f - B - = - [heage - G Tooks -

Integrated Solutions Console Welcome websphere Help | Logout
Cell=DDi| Clos:
| View: | All tasks ll=20H o= page
welcoms Application servers 7
Guided Activities A servers > serverl > Process definition > Java Virtual Machine > Custom properties FiE': "IZ"’: ‘
For fisld help ir
Bl Servers Use this page to specify an arbitrary name and value pair. The value that is spedfied for the name and value select = fisld |2
= 5air is a string that can set intarnzl system configuration properties. rmarker when t
Server Types ret cursor is displa
webSphere application servers references
WebSphere MQ servers -m Page help
web servers More informatic
= this page
= Aepli £ i
Applications L c Assi
E— Select‘ Name & value & Description £ View sdministrs
Scripting comm
Resources You can administer the following resources: ction
Em— [ | cemuibm.security joss.debug off
Environment [ | cemism.security krbS KrbSDebug | off
Systzm zdministration O toplink.xml.platform oracle.toplink.platform.xml jaxp. JAXPPlatform | Toplink
Users and Groups
Total 3
Menitering and Tuning
Tt e
Service int=gration
ubDt
jibm/console fcollectionEutton. do (@ %4 Local intranet HO100% -

Transaction Services Changes

9. Navigate to Application servers > {Configured Server}.

@ Integrated Solutions Console - Windows Internet Explorer

MEX)

[k [ https:/fdchp0475.i-flex. com:3043/bmconsole login.do?action =secure [+ |5 certficate Ermor

|42 x

| |E28]

MchAfee’

e e l@lntagrated Solutions Console

=

far - B - o - [hrage - G Took -

Integrated Selutions Console

Welcome websphere

Help | Logeut

Cell=DDH

All tasks

| Vier

welcome Application servers

Guided Activities Application sarvers.
B servers

of each of these servers. You can also use this page to changs the status of 2 specific

Bl Server Types zpplication server.

SbEphers Spplication =
WebSphere MQ servers

ervers

Preferences

Use this page to view a list of the application servers in your environment and the status

Close page

FE

Field help

For field help information,
select a field label or list
marker when the help
cursor is displayad.

Page help
More information sbout
thiz pzqe

Command Assistance

action

web servers [ [
v 5]

Applications Name & | Node | Host Name |Ver§mn ]
Services Yeu can administer the felloving resources:

Resources servert DDHPO475Hode0t | DDHPO475.i- Base 7.0.0.7

flax.com
Security
Total 1
Environmant

Content frame

System administration

Users and Groups
Menitering and Tuning

Troubleshasting

Service integration

upoDt

Done

[ % Localintranet

# 100%

10. On the right, expand ‘Container services’ and click on ‘Transaction service’.
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The following screen is displayed:

€ Integrated Solutions Console - Windows Internet Explorer

@.\ A~ |ﬁ‘ https://ddhp0475.i-flex.com:9043/ibm/consale login.do?action=secure

[ ] & certficate Ermor | 42| %

EBEE -

Tff *‘ﬁ? I@Integrated Solutions Consale

[~

fi- 8

Welcome was7007

Integrated Solutions Console

Help | Logeut

Guided Activities

= Servers

3 Server Types
WebSphere application servers
WebSphera MQ servers
Web servers

Applications

Services

Resources

Security

Environment

System administration
Users and Groups
Manitering and Tuning

Treubleshooting

Service intsgration

ubD1

Hode name

[tPL1EsDORNSd=01

[ Run in development mode
Sarallel start

[0 start componants 2= nesded
Access to internal server dasses
i 13
Server-specific Application Settings
Classloader policy
Multipl

Clzss loading mode

[2pply | [ok| [Resst| [cancel

| Views [All tasks ] General Properties Container Settings
welcome Hame
[een Sessicn mansgement
servert

2]

SIP Container Settings

2]

Web Contsiner Settings

2]

Portlet Contziner Settings

2]

EJB Contziner Settings

i

Dynsmic cache sery

Field hel|
For field —
select =
marker
curser is

Page hel
More inf:

e
Specifies settings for the transaction service, as well as
manage active transaction locks.

Internationzlizaticn
Service

Defzult Javs

Applications
Installed applications
Server messaging

Messzging engines

Mssz2ging engins inbeund

o]

o

https: /10, 184,74, 189:2043/lbm//console fcom.ibm. ws. console. servermanagement. forwardCmd, doorwardiame =TransactionSer

[ N Local intranet

# 100% -

11. Specify the following details.

Against ‘Heuristic completion direction’, select COMMIT from the drop down list.

Check the option ‘Accept heuristic hazard’.

12. It is optional to check ‘Enable logging for heuristic reporting’. This will enable logging of

heuristic reporting.
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@ Integrated Solutions Console - Windows Internet Explorer

%ﬁ ~ [ https:/jdanp075 i-flex.com:9043bom/c

1.do?action =secure

[ | certhieate Ermor HE”E| [uves

@] Mchfee |4

Y e l@lntagrated Solutions Console

=

All tasks

| View:

elcems
Guided Activities
B servers
B server Types
webSphere zpplication servers

WebSphere MQ servers
web servers

Applications
Services
Resources
Security

Environment

System administration
Users and Groups

Menitering 2nd Tuning

Troublzshesting

Servics integration

upDI

Integrated Solutions Console Welcome was7007

General Properties

Transaction log directory

# Total transaction lifetime timecut
120 s=conds

# Async response timeout
30 seconds

# Client inactivity timecut
seconds

# Maximum transaction timeout
seconds

Heuristic retry limit
retries

Heuristic retry wait
seconds

Enable logging for heuristic reporting

Heuristic completien direction
COMMIT

Accept heuristic hazard

Enable file locking

Enable transzction coordination authorization

Default WS-Transaction spacificstion level

Additional Properties

Field help

For fisld help ir
select a field |2
marker when t
cursor is displaf=]

Page help
More informati

Done

H100% -
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5. Configuring Mail Session on Websphere

Introduction

This section describes the method to configure Websphere application server for Oracle
FLEXCUBE to generate and send passwords to the users via e-mail.

Creating Java Mail Session

To create Java mail session, follow the steps given below:

13. On the left pane, expand ‘Resources’ and select ‘Mail’.

) Integrated Solutions Console - Mozilla Firefox =[5 x]]
Fle Edt Wew History Bookmarks Tools Help

@ - a G IW hitps: jcurzeD138:9043fibmiconsoleflogin.do7action=secure
o
| 7| Integrated Selutions Console E

Integrated Solutions Console welcome admin

Integrated Solutions Console provides a commo:
products. The table lists the product suites that c:
installation. Select 2 product suite to view mare inf
Suite Name

W ebSphere Applicstion Server

14. Click ‘Mail Sessions’ to invoke the ‘Mail sessions’ screen.

The following screen is displayed:
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Ele Edt View History Bockmarks Toolks

Integrated Solutions Console - Mozilla Firefox

Help

6 - ¢ X @ almhtlps//cwzemﬁﬁBm}/wbm/mnsu\e/lugmdu?act\un:seturs

Google J

[©_McAfee” jjIRd

| ] Integrated Solutions Console

Integrated Solutions Console welcome admin

Help

Lagaut

‘ view: [ 4ll tasks

=l

Welcome
Guided Activities

Servers

Applications
Seruices
[ Reseurces

Schedulers
Object pool managers

esource Adapters

synchronous beans

ache instances
= mail

Mail providers

RL

esource Environment.
Sacurity

Environment.

System administration
Users and Graups
Monitoring and Tuning
Traublazhooting

Saruice intagration

upD1

Ce

[ail Sessions

II=CVRZED138Nod=01Cell, Profile=AppSrvOL

Mail Sessions

Uss this pags te creste mail sessions, which are collections of proparties that define how your application sends

mail and accassas the mail store. To creata a useful mail session.

an outgoing o incaming server and pratocol

must be provided. Configure mail sessions only after you configure the necessary protocal providers.

B Scope: 138Nodeo 1cell, 1

Seope spadfies the leuel st which the resource definition is visible, For
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15. Click ‘New’ button to create a new mail session.

The following screen is displayed:
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16. Provide the required information. Sample details are given below for your reference.

General Properties
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Name FCUBSMail

JNDI Name mail/FCUBSMail

N.B This has to be maintained in the file ‘fcubs.properties’ in encrypted format

Outgoing Mail Properties

Server <HOST_MAIL_SERVER >

Protocol smtps

17. Click ‘Custom Properties’ link to configure the custom properties.

) Integrated Solutions Console - Mozilla Firefox 18] x|
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Done

The following screen is displayed.
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® Ssue directly to the master configuration,

® Review changes before sauing or discarding.
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Mail Secsions > ECUBSMail > Custom properties

Use thiz page 4o spacfy customn propamias that yaur arkarprise information systern (EIS) raquires for the
resource providars and resource factories that you configure. For example, most databace vendors require
additional custom properties for data sources thit access the database.
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18. Click ‘New’ button to create new custom properties.

The following screen is displayed.
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£y changes have been made to your local configuration. You can:
® Saue directly to the master configuration,

® Review changes befors saving or discarding,
BThe sarvar may nasd to be restartad for thass changes to taks affect

Mail Sessions > FCUBSMail > Custom properties > New

Use this page ko specify custom proparties that your enterprise information system (EIS) requires for the
resaurce providers and resource factories that you configure. For example, most database vendors require
additional custom properties for dats sources that access the database.
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19. Specify the information required for creating custom properties. Sample details are given

below:

Name

mail.smtps.host
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Value <HOST_SMTPS_MAIL_SERVER>

Type java.lang.String

The custom properties are given below:

Name

Value

Type

mail.smtp.host

<HOST_SMTPS_MAIL_SERVER>

java.lang.String

mail.smtp.port

<SMTPS_SERVER_PORT>

java.lang.String

mail.host

<HOST_MAIL_SERVER>

java.lang.String

mail.smtps.auth

TRUE

java.lang.String
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Adapters
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Click ‘Save’ to complete the configuration.

" The file ‘fcubs.properties’ needs to be updated with the encrypted values of the following
components

e SMTP_HOST

e SMTP_USER

e SMTP_PASSWORD
e SMTP_JNDI

You can update this using Oracle FLEXCUBE INVESTOR SERVICING Installer.
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6. Annexure

Ensure the following settings before deploying the application:

6.1 IBM Websphere Server - Increasing Heap Size

Go to ‘Server > Application Servers’ and select the ‘server_name’

Under the Configuration tab, navigate to ‘Server Infrastructure > Java(TM) and Process
Management > Process Definition > Additional Properties: Java Virtual Machine’

Modify the initial heap size and maximum heap size appropriately based on the load size

6.2 IBM Websphere Server - Transaction Service Properties

Go to’ Server > Application Servers’ and select the ‘server_name’
Choose ‘Container Services > Transaction Service’

Change the total transaction lifetime timeout appropriately

Party content, products, or services.
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