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Preface

This document includes information about this release of the Oracle Communications
Session Monitor product family.

The Session Monitor products impacted by this release are:
= Operations Monitor
= Enterprise Operations Monitor

s Control Plane Monitor

Audience

This document is intended for all Session Monitor product family users.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.

Downloading Oracle Communications Documentation

Oracle Communications Session Monitor documentation and additional Oracle
documentation is available from the Oracle Help Center Web site:

m http://docs.oracle.com

Related Documents

For more information, see the following documents in the Session Monitor
documentation set:

»  Oracle Communications Operations Monitor User’s Guide: Describes how to use
Operations Monitor and Enterprise Operations Monitor to monitor, detect, and



vi

troubleshoot IP Multimedia Subsystem (IMS), Voice over Long-Term Evolution
(VoLTE), and next-generation network (NGN) networks.

Oracle Communications Session Monitor Mediation Engine Connector User’s Guide:
Describes how to configure and use Mediation Engine Connector.

Oracle Communications Session Monitor Developer’s Guide: Describes how to extend
the Session Monitor product family by using the Oracle Communications Session
Monitor SAU Extension.

Oracle Communications Session Monitor Security Guide: Provides guidelines and
recommendations for establishing a secure configuration and implementing
security measures for the Session Monitor product family.
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Release Notes

This chapter includes descriptions of the new and enhanced features introduced in
Oracle Communications Session Monitor release 4.0.

New Features

Session Monitor release 4.0 includes the following new features, enhancements, and
changed functionality:

= Supports Customizing Call Detail Record (CDR) Generation
»s  Operations Monitor now Supports Synthetic KPIs

= Voice Quality Measurements Enhancement

= External Authentication Authorization Enhancement

= Operations Monitor Now Supports Skype for Business Calls

= Operations Monitor Now Supports Accessing Call Recordings from Interactive
Session Recorder (ISR)

Supports Customizing Call Detail Record (CDR) Generation

You can now customize Call Detail Record (CDR) generation by adding more columns
to CSV files based on the values from Session Initiation Protocol (SIP) request headers.
A new system setting, Custom SIP headers in CDR file, is set to the space-separated
list of custom SIP header field names. For each custom SIP header field in the list, a
corresponding column with the same name with the prefix Custom- is added in the
CDR CSV file. The value of that column for a given call is a comma-separated list of all
the unique values of that custom SIP header field for all the SIP requests for the call.

Note: Creating CDRs by enabling the Custom SIP headers in CDR
file setting will have an adverse effect on the performance of Session
Monitor.

When you enable CDR Interim Update Interval, each custom header field value
appears in only one of the interim CDRs for a specific call, unless the header field
value is present in more than one SIP message for the specific call. If the header field
value is present in more than one SIP message for a specific call, it might appear in
more than one CDR for that call.

Fore more information, see “Customizing CDR Generation” in Oracle Communications
Operations Monitor User’s Guide.
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New Features

Operations Monitor now Supports Synthetic KPls

You can now create, edit, and delete a combination of KPIs called the Synthetic KPIs in

Operations Monitor. Operations Monitor uses arithmetic expressions to define
synthetic KPIs.

You can create synthetic KPIs based on the following parameters:
s Device ID

= KPIID

s Operator

= Number

s Function

For more information, see “Synthetic KPIs” section in Oracle Communications Operations

Momnitor User’s Guide.

Voice Quality Measurements Enhancement

With this release, the voice quality measurement for each Real-time Transport Protocol

(RTP) segment can be computed based on three media quality measures, Mean
Opinion Score (MOS), packet loss, and jitter for a single device or platform-wide. It is
possible to get measures for incoming and outgoing traffic for each device. This lets
you to view the Voice Quality chart based on these measures on the Voice Quality

page.

For more information on voice quality, see “Synthetic KPIs” section in Oracle
Communications Operations Monitor User’s Guide.

External Authentication Authorization Enhancement

You can now use a front-end web server, such as an NGINX server or an Apache
HTTP server. An external authentication support, which allows Session Monitor to
integrate with a back-end authentication environment that is supported by the
front-end web server. Session Monitor includes an Apache 2.4 configuration sample
that can be used with several back-end authentication environments, such as LDAP,
Microsoft Active Directory, RADIUS, and Oracle SSO. By default, Session Monitor
enables and preconfigures an NGINX server. You can configure any another server
that supports the external authentication.

For more information on external authentication authorization, see Session Monitor
Installation Guide.

Operations Monitor Now Supports Skype for Business Calls

You can now install and configure Skype for Business agent with Operations Monitor

for monitoring calls that occurred through Skype. You can also monitor the call quality

information that are made through Skype.

Note: Ensure to enable the setting, TCP quick push for processing
the short skype for business calls accurately.

For more information, see Session Monitor Installation Guide.
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Fixes in This Release

Operations Monitor Now Supports Accessing Call Recordings from Interactive Session
Recorder (ISR)

You can now access the audio call recordings by configuring Operations Monitor with
ISR. You can download or play the audio call recordings.

For more information, see Operations Monitor User’s Guide.

Compatibility with Session Monitor 4.0
Session Monitor is now compatible with:
s DPDK version 17.05
= Oracle Communications Fraud Monitor release 3.3.93.x

Oracle recommends using MySQL Enterprise Edition release 5.5.54.

Fixes in This Release

Table 1-1 lists the service request (SR) issues reported and bug number, and provides a
brief description of the resolution.

Table 1-1 Fixes in This Release

Service Request (SR)

Number Bug Number Description

Not applicable 26405583 Previously, few processes restarted due to high memory
usage. This has been fixed.

3-15160975821 26321906 Previously, when IPFix data contains high values, the
negative values are displayed in the Packets Lost field.
This has been fixed.

3-15104276401 26286269 Previously, when KPI associated with a prefix tag was
modified, service restarted. This has been fixed.

3-15048187361 26203921 Previously, could not display the details for calls
containing malformed messages. This has been fixed.

3-14826191063 26006950 Previously, the option to include timestamps in filters was
not working. This has been fixed.

Not applicable 25974509 Previously, the Platform Setup Application
unattended-install.sh does not change sysadmin account
password. This has been fixed.

Not applicable 25758890 Previously, alerts were not properly filtered by date. This
has been fixed.

Not applicable 25755670 Previously, after export from Call grid, CSV file does not
had RTCP stream column. This has been fixed.

Not applicable 25754667 Previously, could not upload SBC configurations. This has
been fixed.

Not applicable Not applicable Improved the behavior, if both packet deduplication and
transport VLAN awareness are enabled.

Not applicable Not applicable Improved the behavior of probe to Mediation Engine
connections.

Not applicable Not applicable Improved system diagnostics.

Not applicable 25478150 Previously, some kernel messages was unnecessarily
written to the installer log. This has been fixed.
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Important when Upgrading to Session Monitor 4.0.0.0.0 from a Previous Version

Table 1-1 (Cont.) Fixes in This Release

Service Request (SR)

Number Bug Number Description

Not applicable 25478344 Previously, Packet Inspector search did not return any
results. This has been fixed.

Not applicable 23220967 Previously, Baseline Deviation alerts were displayed as
duplicate. This has been fixed.

Not applicable 25289175 Previously, P-Asserted-ID was taken from ISUP data
instead from the SIP leg. This has been fixed.

3-11589868261 22107859 Previously, wildcard search within the User Tracking page
was not returning results. This has been fixed.

Not applicable 18467751 Previously, when media quality was not selected during
installation, voice quality KPIs were still created. This has
been fixed.

3-14580811551 25816623 Previously, sometimes a connected standalone Probe does
not appear under Probes in settings. This has been fixed.

Not applicable Not applicable Previously, External Authentication could not be activated
in the Mediation Engine. This has been fixed.

3-15282473021 26133747 Previously, an error encountered when searching for a
specific call data. This has been fixed.

Important when Upgrading to Session Monitor 4.0.0.0.0 from a Previous

Version

When upgrading to Session Monitor 4.0.0.0.0 from a previous version, you require to

update few third party packages. An upgrade through the Platform Setup Application

fails, if these third party packages are not updated automatically. To update the third

party packages automatically, enable the channel, 0l7_latest and ol7_optional_latest by

logging via ssh into the machine that is to be updated and execute the following

command as a root user:

yum-config-manager --enable o0l7_optional_latest

Additionally, if the repository is not accessible directly from your machine, you need
to configure a proxy server. For more information, refer to the Yum documentation.
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