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Release Notes

Oracle Enterprise Governance, Risk and Compliance (GRC) is a set of components
that regulate activity in business-management applications:

Oracle Application Access Controls Governor (AACG) and Oracle Enterprise
Transaction Controls Governor (ETCG) enable users to create models and
“continuous controls.” These uncover segregation of duties (SOD) conflicts and
transaction risk within business applications. AACG and ETCG belong to a set of
applications known collectively as “Oracle Advanced Controls.”

Oracle Enterprise Governance, Risk and Compliance Manager (EGRCM) forms
a documentary record of a company’s strategy for addressing risk and comply-
ing with regulatory requirements. Users can define business processes, risks that
impact those processes, and controls that address the risks.

Fusion GRC Intelligence (GRCI) provides dashboards and reports that present
summary and detailed views of data generated in EGRCM, AACG, and ETCG.

These GRC components run as modules in a shared platform. AACG and ETCG run
as a Continuous Control Monitoring (CCM) module. EGRCM provides a Financial
Governance module by default, and users may create custom EGRCM modules to
address other areas of the company’s business. A customer may license only EGRCM,
only AACG, or only ETCG; any combination of them; or all of them.

Business Object Updates

Version 8.6.6.2000 updates one business object:

Issue 23176409: Data synchronization failed when applied to a Territory busi-
ness object for an Oracle E-Business Suite 12.2.4 datasource. Resolution of this
issue required the removal of an attribute called Region Identifier.

If you use the Territory.Region Identifier attribute in a transaction model,
remove the filter that cites it from the model. If you use the Territory.Region
Identifier attribute in a control, inactivate the control and create a new one from
a model that does not use the attribute.

A business object is a set of related data fields from a datasource (business
application), and an attribute is one field within the set. Data synchronization is
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a process that updates either user-access data for access models and controls, or
data for all the business objects selected by transaction models and controls.

Resolved Issues

Version 8.6.6.2000 resolves the following issues:

Issues 23601685 and 23040365: In AACG, a global condition is a set of filters

that select records to be exempted from SOD analysis by all access models and
controls on a given datasource. In release 8.6.6.1000, specific global conditions
were not working.

Issue 23063876: AACG analysis may be “preventive,” meaning that access con-
trols are evaluated at the moment a person is assigned new access. For preventive
analysis to work, you install a preventive enforcement agent (PEA) in each
instance of a business application subject to access analysis.

For GRC 8.6.6.1, the PEA-installation procedure included a new setting designed
to support multi-org access control (MOAC) in release 12 of Oracle E-Business
Suite. The new setting was not documented and, if set improperly, could produce
incorrect results for models that included any condition related to MOAC.

If you have set up MOAC in an EBS instance, then as you install the PEA, you
should select Yes in response to an “Enable MOAC?” prompt. Select No if you
have not set up MOAC in your EBS instance. The default value is No. If you
want to change that setting, you must reinstall the PEA. However, if you are
unaffected by this issue, you need not reinstall the PEA.

Issue 22895208: During an attempt to edit the hierarchical relationships of val-
ues in a perspective, nodes disappeared from their region of the Edit Perspective
Hierarchy page.

A perspective is a set of related, hierarchically organized values. You assign
individual perspective values to processes, risks, and controls in EGRCM, or to
models, controls, and incidents (control violations) in CCM. These assignments
are instrumental in securing user access to data and in identifying users who can
resolve CCM incidents.

Issue 22830355: The Access Violations Within a Single Role (Intra-Role)
Report identifies each role that by itself grants conflicting privileges, so that the
role cannot be assigned to any user without a conflict occurring. As a parameter
for the report, you can select controls that define the conflicts to be considered.
The report generated an error if the number of controls exceeded 25.

Issue 22814341: In EGRCM, a test plan provides instructions that a user follows
to determine whether a control effectively addresses a risk. From the page to
create or edit a control, a user may launch pages to view, create, or edit test plans
for that control. An attempt to exit from these test-plan-management pages gen-
erated an error.

Issue 22814322: When a user opened a page to view or work with a test plan,
links disappeared from the Navigator.
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Issue 22810299 and 23322119: In AACG, a control-analysis job incorrectly
reset the creation dates and last-updated dates of incidents generated before the
job ran.

Issue 22650280: E-mail notifications of access-approval requests were sent to
users whose roles did not grant authority to act on the requests.

Depending on the “enforcement type” of an access control, preventive analysis
may allow access, prevent it, or suspend it pending approval. In that last case,
users review approval requests in a Manage Access Approvals page. They are
entitled to do so if their roles specify perspective values that match “result”
perspective values selected for the control that caused access to be suspended.
(Their roles must also include a privilege to review approval requests.) Some
users received e-mail notifications of approval requests even if their roles did
not include matching perspective values.

Issue 22227303 If a preventive analysis job were canceled, no other jobs could
be run.

Issue 22067922: The Access Violations Within a Single Role (Intra-Role)
Report and the Intra-Role Violations by Control Report both returned false-
positive results. In each report, access points within a single entitlement were
incorrectly evaluated as conflicting.

In AACG, an access point is a role, privilege, or other object that grants users
the ability to view or manipulate data in a business application. An entitlement
is a set of access points. An access control may set an entitlement in conflict
with another entitlement. If so, any access point in one entitlement would con-
flict with any access point in the other. Within either single entitlement, however,
access points have an OR relationship, and do not conflict with one another.

Issue 21674304 Distinct database schemas support GRC and GRCI. The Data
Analytics (DA) schema, which supports GRCI, is refreshed by the GRC schema.
However, a refresh did not populate some incident columns in the DA schema,
even though data existed in corresponding columns of the GRC schema.

Issue 21636834: Transaction models generated an error when each used the
business object called Customer, one model created custom attributes for that
object, and the other defined a filter that set an attribute of the object equal to
itself.

A transaction model consists of filters. Each specifies an attribute of a business
object, then selects records in which values for that attribute satisfy a condition
you define. A filter can use an equals condition to set an attribute of an object
equal to itself. The result would be groups of records, in each of which the
attribute equals a specific value.

Issue 21084735: GRC provides roles that may be granted to its users. Viewer
roles should grant access to view data, but not to create or modify it. In EGRCM,
a Control Viewer role improperly provided the ability to add comments to
controls.

Issue 20361238: In Manage Results pages of the user interface, certain details
were missing from records of closed incidents. In the Access Incident Details
Extract Report, no records of closed incidents appeared.
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+ Issue 20068418: When the Payables Invoice business object was used in a
model, any numeric model result of seven or more digits appeared in scientific
notation. This was true both for results displayed in Manage Results pages and
in exported results.

» Issue 17744346: When perspective descriptions were updated, and the DA
schema was subsequently refreshed, the updated descriptions did not appear in
the DA schema.

Documentation

Documentation written expressly for release 8.6.6.2000 of GRC includes these
Release Notes and an Installation Guide (part number E76925-01). Otherwise, doc-
uments written for GRC release 8.6.6.1000 apply also to release 8.6.6.2000. These
documents include user guides for GRC itself as well as AAGC, ETCG, EGRCM,
and GRCI; and implementation guides for GRC security, AACG, ETCG, and
EGRCM.

Installation and Upgrade

You can install GRC 8.6.6.2000 only as an upgrade from version 8.6.6.1000.
Be sure to back up the transaction ETL repository and GRC schema from version
8.6.6.1000 before you upgrade.

If you use CCM, after the upgrade you must complete the following procedures in
the order indicated:

»  Perform access synchronization on all datasources used for AACG analysis.
(Ordinary synchronization updates GRC with data for records that are new or
have been changed since the previous synchronization job.)

» Perform a graph rebuild on all datasources used for ETCG analysis. (A graph
rebuild is a comprehensive form of synchronization. Available only to ETCG, it
discards existing data and imports all records for all business objects used in all
existing ETCG models and controls.)

* Run all controls that compile data for user-defined objects (controls for which the
result type is “Dataset™).

* Runall models and all controls that generate incidents (controls for which the
result type is “Incident”).

Note: You may upgrade through several releases (for example, from version
8.6.5.9500 to 8.6.6.1000 to 8.6.6.2000). If so, synchronize access data, rebuild the
graph for transaction data, and run controls and models only once, after the final
upgrade is complete.

As you upgrade to GRC 8.6.6.2000, you will use a file called grc.ear (if you run
GRC with WebLogic) or grc.war (if you run GRC with Tomcat Application Server).
You will be directed to validate the file by generating a checksum value, and com-
paring it with a value published in these Release Notes.

4 Oracle Enterprise Governance, Risk and Compliance 8.6.6.2000



Your checksum value should match one of the following:
e grc.ear. 785e38bl67cbbfcdlc26e72ab0ddf5b22
e grcwar: f6cfd5f7eacfefc88deb301279a3£266

For more information, see the Enterprise Governance, Risk and Compliance
Installation Guide.
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