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keytool -import -alias Blister -file CAcert.crt -keystore ../lib/
security/cacerts -storepass example pwd -trustcacerts

> =.
;’ 0

WebLogic Serverdj| QIS A{ A X|

7|2 Oracle WebLogic Server M2|0l|AM= G2 QI
U2l EtAL ASME X5t ot EotS Aatst

SKE ALESIO] SSLE A AL C &
= 20| E&Uch

WebLogic Server& SAESH= ZF A0 A E(0]|: keytool)S AFE35H0] WebLogic Server
2! Oracle Enterprise Performance Management System 2 2H A9 MEE QISME
Y AFBALEL| 7| HELE AESHAIL.

AEAEL| 7| MEAAE W5t ASME YLESIH 32 Sl LIC

=
1. Z&0|A T2 E2|E MIDDLEWARE HOME/jdk/jre/binQ = BHZHTILICE

2. L4331 22 keytool FHS M50 7|2 ClHE2|0f AFERIHL| 7| X HA(BHOIAM
-keystore Z|A|0|2 SQIE)E S L|C}

keytool -genkey -dname "cn=myserver, ou=EPM, o=myCompany, c=US" -
alias epm ssl -keypass password -keystore
C:\oracle\Middleware\EPMSysteml1RI\ssl\keystore -storepass password
-validity 365 -keyalg RSA

=
MHE cn(2L 0|2)2 MY 0|23} Y=|3H0F BLICH FQDN(HH| Soj2!
0]2)2 cno2 AlZ3te 29 ¥ TARAE BIEE 1 FQDNS ALZ3HO}
gy
=
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3. QIZA 232 MBIt
keytool -certreq -alias epm ssl -file C:/certs/epmssl csr -keypass
password -storetype jks -keystore
C:\oracle\Middleware\EPMSysteml1R1\ssl\keystore -storepass password
4. WebLogic Server 49| MEEl Q1= ME 7HA4 S L Ct.
5. O3 20| MEYE ASME 7| HELZ YEEFLCE
keytool -import -alias epm ssl -file C:/certs/epmssl crt -keypass
password -keystore C:\Oracle\Middleware\EPMSystemllRI1\ssl\keystore -
storepass password
WebLogic Server -/

ORACLE

Oracle Enterprise Performance Management System ¢! 24 QA E BZESE 0| = SSL S410]
CHSH L 5HOF LT,

g4 E SSLOj| Chsl T+35tHE EHEgS T T

1

10.

BR
NP

MIDDLEWARE HOME/user projects/domains/EPMSystem/bin/startWebLogic.cmd&
Al3H5t0] Oracle WebLogic Serverg A|2fgtL|Ct.

Ch2 URLO]| 2 M|ASIO] WebLogic Server 22| 248 ASHEHL|CY.

http://SERVER NAME:Port/console

O|Z S0{ nyServer?| 7|2 ZEO|| H{ZE WebLogic Server 2&0f| BN AF2{H http://
myServer:7001/consoles AFRSHOF HL|CY.

A2t SHHO| M EPM System ConfiguratorOf|A 2|6t WebLogic Server Zt2| 2} AFZZ} 0|2

% H|UHSE YFLICH

HE MEOM 23 L HYUS FSLIC

280 92 HoM $2S S5 MHE MBI

ME{ 20F 32101 SSLS ALROR MHE MH{2| 0|28 FELIC}

0|2 =0{ Oracle Hyperion Foundation Services 1A A0 CH5H SSLE AtELZ

M5t EPMServer) A{H{ 2 ZHQIEHL|CE

T ZE ABS A9 HTTP Al ZEZS AL Otgo 2 BTt

SSL 41 BE AFg0| Meis|of Q=2 BoIsHC

SSL 24 ZEO|A| 0] MB{7t RHS 2150} 5H= SSL 441 ZES Q24BHL|C}

ALESID 2 QIS 7| YL E A Y5 7| AMPLS HEHSHY [7] A &a] BS GLICH

HAS -BLIC

S e

© ALEAHEQ ID Y AFBAIYL QIF - 2 ARl EfAL CAS| M IS ME AtEotal UA|
e

o AF2Z1H9| ID X Java Standard Trust - 2F 2r24 2l EfAL CAS| MH QIS ME A5Gt
JIER-E
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13.
14.

15.

16.

17.

18.
19.

20.

21.
22.

2%+
EPM SystemQ| 71| SSL Hij &

Hae e

AFE2Z149] ID 7| A0 M MY =l WebLogic Server QIS M7t Mx|&El 7| A2k49|
}lEE O 1o|-L_| |:_|-

ABAIE2| ID 7| ML FHOM jksS YHYLICH

A
AFS2LHO| 1D 7| A BYAS U ALBAHO| ID 7| YA SYUAS EHQI0| 7|

=

AEa H|UHS S LATLC

7| MEA0M AFEAE2| ID H AFBALEL| QS S MESH 32 T3S -

o ARBALEL| AUF 7| MFL0M M QAISMO| MESt CAS| RE QISME ALEE

& Us ABAEL| 7| HYA B2E AL
« ALEAHEL| QF 7| ML FHUM jksE LHTLC
o AIEAHHQ| ERAE 7| AY4 ZHUS U ALY EZAE 7| A{EA
=HUS 2H0I0| 7| AHA B|UYHSE YA T

s FEUCL

SSL 4dES A FgfLct

© SSL= MEAGHL(CE

o JHQI 7| HAO|M MHEE WebLogic Server QISME AEESH= S 2| ot HAS

YA
« N 7| 2EUS YRR 7| EELE FHRI0M ViR 7S BMSH= O ALEE
BYHS S YA
« A¥sS =EUH
\J
sz

SHA-2 QIS ME AtE3= % EPM SystemS 2| dct= G| AlEEl= 2=
22| ME{0f| s JSSE SSL AtE H S MEHSHOF LTt O] 232 SSL
H0|z|2] [2g] RO AEE 4= ASLICE O] B EAIRS %“éibﬂm
WebLogic ServerS A{A|2+5H0F &L Ct.

AME{Of CHl 22t 24|E AHEL = 4 &L .

a. =259 YE %Joﬂ M etd S &5t FYAEE SEULCH

b. SALE 2940|M £t ZA|E AL 2 A4S MH 0|E(0: Foundation

Services)g =ELC}
Medst B0l 43 59t [74] o] EAIELC
c. =HE =2 [=A] ”S GUch

d. HokEA ARG MEHBILICE 0| 42 MeateR oix A3 U HAS =20}
BUct.

e. A2 FELICL

O] = AE0|| £3h= 2f 22| MB{of| CHal 6THAIFE{ 20
Hot=AE AMB L2 HH5H0 S2{LH0| 24 252 ¢t 2
ZFMIst LI Oracle MetaLink &A] 1319381.12 2t Z5HAIA| 2.
o 2| 2E0|M 2E 2 &St FHAEE MElgL T
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. BAS Metgc
- EADIA HOH 2 ALBS MeystLC
- M2 EUCH

23. 7 ME{O| M ¥ B48IS FSUITY.

SSL Z| 2! Oracle Gj|O|E{H{|O| AOf| A HFM MEH &4 AL

SSLZ AME5t0 HFM G|O|E{AAQ} Oracle H|O|E{H|O|A ZH HEQS HEAS 2
AUELICEH O] 2HHS 435t ™ Oracle AHA 0| 22k=| CHZ Oracle WalletE /45l
SSL=E U2t HZE0| AL E|= M ZEO|AM £4ISHES TNS 2|AHE F/45H0F &

O}2|3tO 2 HFM ClO[E|4A S SAEGH AH{9| 7| HZ4 U ERAAE HYL2 2Z
QIS ME ZEol{0f gLICt. Of2f 2|22 Oracle G| O|E{H|0[ A HHAOf| A ZERE|ASLCY.

fo
l?ﬂ
W
|Io|| ‘|>

Ofzl THAIS 57| Mof| ThZ At B4 2201 F

I
mn
Q@
rr
Pl
Jm
oII
=
=
to

. ZAEC Ho|EfH|0]A M.

© SSL 2|3 TNS EIN—Wf AL A= ZEO| Mot E4lste AS Atste 22 E=
HEXAT L3tH0l §lEA| RSHIAIL.

Oteff of|ojj A= MS Wlndows Server 20160{|A] A3l 29I Oracle 12¢(12.1.0.2) H{Z 0|
AEEASUCE O] 2|2 2| EE 227 {2 |2 THUE0[H Linux THY A AR A2 2 otA

= CHA| 7t T O|E{H| O] A ME{OIM At E|= 2ol HAstA HPE < Linux AX|0|M =

SUotH AEELICE SYTH 2|210] 19¢ 7 L 2| QUAHAME d3He=2

AHEE RS L.

O] M| ofloflM= 2A MY E%H% AHEotZ| 2t Y5t= 42 HASH QIS 7| &4 QISME ALEE

S QUELICE QIS 720l A Ll Q! I

ClOE{H|O|A HYME ZtROHUAIL.

Oracle Ci| O] E{H{| O] A& <1

ORACLE

Oracle H[O|E{H|0| A5 F/d5t2{H Of2f THAE THEYAI.

= (=]
1. CIO[EHO] A ME{Of M AE 201 M2t A|2S BT

o7
Ol2fgt THA|l= 0| 0| Oracle WalletS +dst2| b2 202t T eL(Ct
G| O|E{Hi|O| A MB{Of|A{ GUI Oracle Wallet £0| AIRE|= A< CHS CHA|7t

o Q52| or&L|C}

C:\> cd $ORACLE HOME$%

C:\oracledb\12.1.0\home> mkdir wallet

C:\oracledb\12.1.0\home> orapki wallet create -wallet wallet -pwd
passwordl -auto login

orapki HHMO|A -auto login localZ AtEStEH=E HAIA|= FAIE 4 ELICEH SSL
QIS A 2J 7t Yl5H= < Doc ID 2238096.15 2250 O| #+2 A5t A2,
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ORACLE

2%t
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St M2t 2|2 T E 2] Of2Hof| Rl cwallet.sso THUQ| HOF AUTHS &1QI5H0Y
Oracle I ALY HHIA ALZA{O| O] 10| Cifgt 217] 2BH0] QU=A| HQISHIALS.

17| HE0| §le B9 LIS0f SsL 3_H':*1|0|37f*']1H°“—|Cf Oracle G| O|E{#|0] A7}
EJQ%* & Gle HM|2tEl Oracle AFEAIZ E2[E E 0|28t 20| 2AgiL(Ch
Oracle Gf|O[E{H|0] A7} Oracle AtEAIE H2|E 2 TNS 2|AHE LHE AFEALR
HH|0{0F LT

A MB ASME Eds5t] M Ao =g

C:\oracledb\12.1.0\home> orapki wallet add -wallet wallet -pwd
passwordl -dn "CN={FQDN of db server}" -
keysize 1024 -self signed -validity 3650

2| 0|2 passwordl H|YHS = 1 E440(M 2| Yl B|ZHSF LR[o{OF FLICE

M2 e A ME ASME ALZLEFILICE

C:\oracledb\12.1.0\home> orapki wallet export -wallet wallet -pwd
passwordl -dn "CN={FQDN of db server}"
-cert $COMPUTERNAMES-certificate.crt

QAR ESBase64 QS IS HFM AB{Ol| SALELICH.
SQL*NET 2 TNS 2|A4 S gLt

a. Gi|O|E{H|O| & MBOIIM AL E|Z] ghe ZES SHQITILICE. Of2f Oj0f| A= 1522
ZEO| M 2|AHE YY) SSL HZ0| ety o=2 fﬁEI ZE=
24840|0 2E AMEVISTH ZES AIEY + ASLICH A% 25ty | o]

AEstel= ZET} H|O|E{H| 0| & MBOIM AL 7HseHA| 2elstil TR0 tat

Z MOk gLt

b. SQLNET.ORAS YH|O|EBHL|CH. WALLET_LOCATION A219| DIRECTORY
4= 1EA0M Y8 2t 21ZS 72| HOok FLC

SQLNET.AUTHENTICATION SERVICES= (TCPS, NTS, BEQ)
NAMES .DIRECTORY PATH= (TNSNAMES, EZCONNECT)
WALLET LOCATION=

(SOURCE =

(METHOD = FILE)

(METHOD_DATA =

(DIRECTORY = C:\oracledb\12.1.0\home\wallet)

)

)

SSL_CLIENT AUTHENTICATION = FALSE

c. LISTENER.ORAZ QC|0|E50] A 2|AHZ OBt} 29| 5a CL20I|M
BOIE LES ALEEHLCY.

SID LIST LISTENER =
(SID_LIST =
(SID_DESC
(SID NAME = CLRExtProc)

(ORACLE HOME = C:\oracledb\12.1.0\home)
(

(

ROGRAM = extproc)
NVS =
"EXTPROC_DLLS=ONLY:C:\oracledb\12.1.0\home\bin\oraclrl2.dl1l")

P
E
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)
)
SSL CLIENT AUTHENTICATION = FALSE
WALLET LOCATION=
(SOURCE =
(METHOD = FILE)
(METHOD DATA =
(DIRECTORY = C:\oracledb\12.1.0\home\wallet)
)
)
LISTENER =
(DESCRIPTION LIST =
(DESCRIPTION =
(ADDRESS = (PROTOCOL
)
(DESCRIPTION =
(ADDRESS = (PROTOCOL
)
(DESCRIPTION =
(ADDRESS = (PROTOCOL
)

)
ADR BASE LISTENER = C:\oracledb

TCP) (HOST = myServer) (PORT = 1521))

TCPS) (HOST = myServer) (PORT = 1522))

IPC) (KEY = EXTPROC1521))

A ZLEO| TNSNAMES.ORAO|| Al T=2S AHAMEIL|CY.

ORCL_SSL =

(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCPS) (HOST = myServer) (PORT = 1522))
(CONNECT DATA =

(SERVER = DEDICATED)

(SERVICE NAME = myServer service)

)

)

910] 5a £HOM BHRIS| T 5c ELOM AFREl ZES SUSH LES X|H5HOF FHLICH.
TNS 2|AUZ AAIZELCE

C:\oracledb\12.1.0\home>1snrctl stop
C:\oracledb\12.1.0\home>1lsnrctl start

M TNS 2| A7t 2HS5H=2] BHOISHLICH,

C:\oracledb\12.1.0\home>tnsping orcl ssl

TNS Ping Utility for 64-bit Windows: Version 12.1.0.2.0 - Production
on 10-SEP-2019 15:43:22

Copyright (c) 1997, 2014, Oracle. All rights reserved.

Used parameter files:
C:\oracledb\12.1.0\home\network\admin\sglnet.ora

Used TNSNAMES adapter to resolve the alias

Attempting to contact (DESCRIPTION = (ADDRESS = (PROTOCOL = TCPS)
(HOST = myServer)

(PORT = 1522)) (CONNECT DATA = (SERVER = DEDICATED) (SERVICE NAME =

2-17



2%

EPM System@| Z4 2| SSL B &£

myServer service)))
OK (130 msec)

SSL Cl|O[E{H|0| & AZE S ALESH=S HFM AMH| -9

ORACLE

SLIC}. Of2hofl A

HFM 82| E2{AE 2{220] GlO[E{H|0|A AZA 27t
of
2ALICH 0] B HiAE
A

HFM Gi|O|E{ AT} A3lE| = 2= EPM MB{OICt T3 THAIE 435
AHEEl v HOMES 2HF 4= Oracle Middleware7t AX|&|= 22| Y
EPM 42| & 7|24 22 MH5(2| 2D otelf THAO|M = EPM A Z|Q
HAIStE o AHZELCE

o T

g%l HHERS

EPMO| M2|%|= Q|X|= EMP ORACLE HOME 2t Bi42 Z|HEIL|C} Of2H of|oj|lA = 7|
YA U EYAE HEAAE EPMO| HX|E ST (|| ClAE2|0f HYZ|EHLICE. 7|
I

|
e U EHAE XA THA2 HFM M Q| T A|AR 0] 20|= US & UASULCH
7

1. sMw HOME% OOl Af ClHIE2|E M-d5t0] Java 7| A& 42t PKCS12 EZHAE

AELE AMYULL
a. cd $MW_HOMES
b. mkdir certs
2. JDKO|M Java 7| A& A OHY cacertsE S AL CL.
a. cd $MW HOME%\certs

b. copy $MW HOME%$\jdk1.8.0 181\jre\lib\security\cacerts
testing cacerts
JDK 7| A AAE SAtt0] IDK 7|2 7| 24 th4l AHE5he O|f+& JDKIt
Y 12[0|EE| 1 O] M IDKVt AA|=l= B 7[& 7] AEL0| e 7|
ASM7t &H=7| T2 YLIC.

3. Base 64 QIZAZE sMw _HOME%\certsOf| SAFELICE.
4. QASME Java 7| HEA OHY testing cacerts® YEEFILICE

a. keytool -importcert -file burOOcbb-certificate.crt -keystore
testing cacerts -alias "myserver"E O|2 & & UFLICL

i 7| Mo HRHS S 2| HoHOf gLt
i. "myserver"E Gf|O|E{H|O[A ME{ O Z3tE =02l 0| S22 HiROf BfL|CH.
b. QASME A2|5t=2| &lste ZE0| HAIZH yE 2 YYLICH
5. JDK Java 7| A4 MU0 PKCS12 A0 2 EZAE HAAS MAFILICL OIS

=0 L3 ZgLch

keytool -importkeystore -srckeystore testing cacerts -srcstoretype
JKS -deststoretype PKCS12 -destkeystore testing cacerts.pfx

SSLE A23ITE HFM JDBC % Z Ah|0|E
1. SSL= AtESIE=S HFM C|O|E{H|0|A JDBC HEE AJ &Lt
a. EPM 74 S5 2L

i. Financial Management == O}2{0f| | CJ|O]E{H|O| A 1A 2! ofj=2|#|0] M
ME{Of| W L= 5 MEAGHL|CE.
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i. CfS

njo
IIIHJ

Lict.
iil. HFM JDBC 10| Chal 0|2{3+ ChA|S 22t 2aBi|ct,
i LE MH|A 0|2, Afgxr =S
HH|A 012, ALR2} 012, BlYHE S Qaig|ct,
i. (+)2 =213 clolEfHlol
il o1 AR BHOIRS MeNgL|CY,
iv. 250N MAE Java 7| 0| 9I2IS QlziBHLCY,

v. MBS st

—
e

vi. (+)E =2 13 H|0o[E{H|o|& FHS FLICH

vii. 2%l JDBC URL TZ! U A} ZL|Ch. HA|E! JDBC URLS H A}
OFOtOF BfLCY.

0o
njo
1

viii. 88 F=EU|c},

ix. LS FEUCh

b. EPM A0 SBE T2 LI0I2| S8 2%510] HFM 0fZ2 0|42 BEFLIC
2 B A EL AS HO| HO[E|AAO|N ALBSH ODBC 91Z0j SSLO| A 4 U=

EPM 22| AE2|E +E5O2 AE|0|EBILICH

Of2f LTl 2t 3L MastLict

epmsys_registry.bat addproperty FINANCIAL MANAGEMENT PRODUCT/

DATABASE CONN/@ODBC_TRUSTSTORE "C:

\Oracle\Middleware\certs\testing cacerts.pfx"

epmsys_registry.bat addencryptedproperty FINANCIAL MANAGEMENT PRODUCT/
DATABASE CONN

/@ODBC_TRUSTSTOREPASSWORD <truststorepassword>

epmsys_registry.bat addproperty FINANCIAL MANAGEMENT PRODUCT/DATABASE CONN
/@ODBC_VALIDATESERVERCERTIFICATE false

212 olof| M c:\oracle\Middleware A2& 1, 2, 3TA|Q| sMw HOMES gfRIL|CH.

| ME QIS MIt A E|= H<S FINANCIAL MANAGEMENT PRODUCT/DATABASE CONN/
@ODBC_VALIDATESERVERCERTIFICATE &5 JE‘— falseZ20F A4 x| 0{Of ©LC}.
FINANCIAL MANAGEMENT PRODUCT/DATABASE CONN/QODBC TRUSTSTOREPASSWORD gfe
2EHOIM SAME el Java 7| A ZA0| H|UHS O{Of BfL|Ct.

HFMO|A ALEE[= TNS 0| &= YG|0|E

TNSNAMES.ORAE M0 M &=S Mot 0| &=2| 0|2 HHELICE TS oo M=
LSt HAALSO| A2E HFM AH{ Q| RIG[O0|EEl TNSNAMES . ORA THU-S HOf FL|Ct. O]2{¢t
HE 2 HFMO| A HEMTNS2H= TNS 0| & &H=S 20t AFESH7| IZ0f| 2L Ct. o] &=0|
HcHE 2tE5te]{ ™ xFMDataSourcelf YA HEE T2 EZ O IEJ ISHE|0f RA0{OF BFLICE.

HFMTNS UNENC
(DESCRIPTION
(ADDRESS LIST =

(ADDRESS = (PROTOCOL = TCP) (HOST = myserver) (PORT = 1521))
)

2-19



2%

EPM System@| Z4 2| SSL B &£

(CONNECT DATA =

(SERVICE NAME = myserver service)

(SERVER = DEDICATED)

)

)

HEFMTNS =

(DESCRIPTION =

(ADDRESS LIST =

(ADDRESS = (PROTOCOL = TCPS) (HOST = myserver) (PORT = 1522))
)

(CONNECT DATA
(SERVICE NAME = myserver service)
(SERVER = DEDICATED)

)

)

&lel| uFMTNS &=2| O|S0| HFMTNS UNENCE HHY A& LICh HFMTNS UNENC &E2

E A5t HFMTNSZ O|E8 HIY A HEMINS7t MM E|QJESL|CH O3 2, T2EZ0|
TCPSZ YH|0|EX|D TEDV} 15222 HAL|YSLCH R4 E LE= TNS LISTENER.ORA
otdof A Y ZE2F YsHof gL Ct.

Oracle HTTP Server A}

ORACLE

Oracle HTTP Server2| 2z} 2|ZF Al Al ol= A Mz|

7|2 2}t 2|22 Oracle HTTP Server?t &7 2t5 22 A | €/L|C} BYZZ 2| 2t Oracle
HTTP Server0i| Clislf AA| 2} 2|ZhS F/d3loF FLCt.

2k 11.2 x5 E{ Oracle Wallet Manager= Oracle HTTP Server2} 4| Az|E| X
OF£L|CH Oracle H|O|E{H|O|A 22}0|HEE M x|5t= A<R0||2t Oracle Wallet
Manager?| A2|& L|Ct. G|O|E{H]|0| A S2t0|AEL}L | A|F == HA 2| H2|AHE

ServerE 1 AGt=
=2t0|¢E 64H|E

o

A2 StA EPM System AH|E M x|2| YL 2 Oracle G| O|E{H|0| A
=4

(o]

Oracle HTTP Server ASAME 49 L 22|5tHH CI3S T LT
2z

1. Oracle HTTP ServerE SAEsSH= 2+

2

AlO||A Wallet ManagerZ AlGHgHL|C},

A2 RE D228 Oracle-OHxxxxxx, S&HEl 22| §, Wallet Manager =22
Sefgrct
xxxxxx+= Oracle HTTP Server QIAEBA HSQIL|C},
2. H|Of Qe A M2 LS Gt
a. Oracle Wallet ManagerOf|A 2z} Z|Zt, M2 2t £02 MESH|CY,
b. OE =2 7|2 A4t XY CHES|E
H2F 2| ot et ct.

c. M ALY SHHO| A} A2 HUHS I H|UHS SRQI0)| ALZ Y B|2HS S
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3. MEHALEE: Oracle HTTP Server0f| 22{2I CAS AHEotA| ohe 42 RE CAQISME A}
ALe= YEEFL|C

a. Oracle Wallet ManagerOjA QIS El QISAME OIRA QEX HEOCZ =211 Q=g
OIZM UZEZ MEHTH|C}
o — — g .

b. EE CACQIZAE 012D MejiC
c. @IS MeyEC
1 UEM RHS MEECL
a. Oracle Wallet Manager0j M Q1=A: [H|0] US]2 OIRA LEZ HEOSCZ =271
A=K 2 2712 NeyELICH,
b QIEA 23 MAOIM Ta BRE B,
S8 0|59 A2 A|AHIO| hosts IO Al3E HA ME{ H2I(0: epm.myCompany. com
L= epminternal.myCompany.com)= e 8tL|C}.
c. =meIg LEUCt
d. =0l CYSHARIOIA BOIS LIt
e, MATHOIZM 23S 0194 PEZ HECD L2 AIEM RY JARES
Hesicy
f. QSM 23 0iYo| 0|82 A d&H .
5. QISM 23 ItYS AHESH0] CAOIM MHE QISME 74 Z LTt
6. MBE AIZMZ AmEBILICE
a. Oracle Wallet ManagerOjlM MBEEI QIS ME 7HAH 2= O AFESH ISM S 0IRA
RLEZHECE F210 AEA USA YEES MEGHLCY.
b. QASM YEEOM &S =2 THY0M QAISME LEEF LT
c. QISMYUZEOM ASM OUS MEHSID HI|E +EUCHL

_I
7. A 2| LE T2 st 2 2|(0f]: EPM_ORACLE_INSTANCE /httpConfig/ohs/config/OHS/
ohs_component/keystores/epmsystem)Ofl A& gL|C}.

8. 2 2L AE 20l £2 2 MEHSH0] AtEs 21018 2deteit .
ORAPKIZ A2t Oracle Wallet A (Linux)
ORAPKI| HHHS A5 Oracle Wallet2 Hdst2{H CHS T & A ZSHA|IL.

1. A} ZZO|M AT E04 AN:

$ mkdir /MIDDLEWARE HOME/oracle common/wallet

2. orapki 7E2|E[2] RIS 20| =7

$ export PATH=$PATH:$MIDDLEWARE HOME/oracle common/bin

l

—

i

2

il

At AL 4l

>$ MIDDLEWARE HOME/oracle common/bin/orapki wallet create -wallet
[wallet location] -auto login
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EPM System@| Z4 2| SSL B &£

O] B2 TP H|LHS T} 2| YE|R| gf2 37 WA A Y H|LHS S Yot &
CHAl E5tets BIAIR IS BAIRILICE -HAF L8822 XY= 1|0 M2 2| LS
gt

ASM MY RY(CSR)S ‘Y'g5tal A} 2| Yof| 27k

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet add -wallet
[wallet location] -dn 'CN=<CommonName>,OU=<OrganizationUnit>,
O=<Company>, L=<Location>, ST=<State>, C=<Country>' -keysize 512|
102412048[4096 -pwd [Wallet Password]

22|

ok

4 9l 7| YA RE L YAl ASH

7t

o

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet add -wallet

[wallet location] -trusted cert -cert [certificate location] [-pwd]
CA(RIS 7|2)S AtEStH CSR(AUSM ME 2)0 MPFLICE. Oracle Wallet0f| A
QISM 22 AL ES|H:

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet export -wallet
[wallet location] -dn 'CN=<CommonName>, OU=<OrganizationUnit>,
O=<Company>, L=<Location>, ST=<State>, C=<Country>' -request
[certificate request filename] [-pwd]

MBS CSRE A} 2|2to2 QR E:

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet add -wallet
[wallet location] -user cert -cert [certificate location] [-pwd]
U2 Lo S HAISHAH:

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet display -wallet
[wallet location] [-pwd]

Oracle HTTP Server?| SSL2 Ajl2oz AA

Oracle HTTP ServerE SAEGSH= 2} B{AIO|A & MBIE 22 M5t &
RIS ‘WGt M2} 2| Z2| 2| = B0 Oracle HTTP Server 74 I

o “2t A ge|

=
ol
=22

te

YE|O|EsHUAl2.

SSLO|| CisH Oracle HTTP ServergE /d5t2{® CtS2 £l EHL| L.

1.
2.

ol

BIZ Y| /= 2t Oracle HTTP Server SAE HAIQ A ¥l AHE 2L EHL T}
QIAE{AO| EPM System ConfiguratorE A|2HetL|Ct.
T4 B A3 B SHHOIM O THA & 2t=5t ES S8

a BE M A0 Me §22 ALY,

o
=

Hyperion Foundation EfA 3 1153 Sta6t0 A M S MEHGHL|CE
d ME oA ELZS FEU T

QoM Ct5E FEUC

oM J2E FEUC

40

tO JE C
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2%

EPM System@| 24| SSL H{j &L

BIAE MAT|E AFESIH EPM_ORACLE_INSTANCE /httpConfig/ohs/config/
fmwconfig/components/OHS/ohs_component/ssl.conf& GL|C}.

AME S SSL ZETt BHZ2 RAISHA| 0HS Listen port OF2{0f LIZE[0] A=A
SHOIgfL LY.

194438 SSL &4l ZEZ ALESID = 249 YH0| OS2t ZOotof gL Ct.
Listen 19443

SSLSessionCache Of7HEH 4 252 noneL 2 AT CH
BiZO| = Zt Oracle HTTP Server2| 714 A2 AHO|ETL|CY

a. HIAE MUJ|ZE ARSI EPM_ORACLE_INSTANCE /httpConfig//ohs/config/
fmwconfig/components/OHS/ohs component/ssl.conf& ¥ L|C}.

b. ssLwallet AA|0{E 20} gtO| IS ME HZ[et M2t A LS 727 |=F i at=
HZASHL|CE. EPM_ORACLE_INSTANCEhttpConfig/ohs/config/OHS/

ohs component/keystores/epmsystemOA AR} | LS /5t B ssLwallet
A0l CElt 28 4 ASHCH

SSLWallet "${ORACLE INSTANCE}/config/${COMPONENT TYPE}/$
{COMPONENT NAME}/keystores/epmsystem"

c. ssl.confZ A&t & ggUCh

HHZZOf| Rl= 2+ Oracle HTTP ServerOf|A{ mod wl ohs.conf& YC||O|EEL|C.

a. HIAE MAUTV|E ALESHH EPM_ORACLE_INSTANCE /httpConfig//ohs/config/
fmwconfig/components/OHS/ohs_component/mod wl ohs.confE& GLIC}.

b. WLSSLWallet A|A|0{7} SSL Q=2 A7} A &=l Oracle WalletE 7+2|7|=%| 2Q18tL|C}.

WLSSLWallet MIDDLEWARE HOME/ohs/bin/wallets/myWallet

Of: c: /oracle/Middleware/ohs/bin/wallets/mylallet

c. SecureProxy A|A|0Q] S onC 2 HATL|C
SecureProxy ON

d. HiZE =l Oracle Enterprise Performance Management System A4 2 49|
LocationMatch &2|7} C}& Oracle Hyperion Shared Services 0|2 FAFSHA|
EHIgLIC}. O] oflof M= SHte| Oracle WebLogic Server 22 AE{7F QUTH 7HE LT
(myserverl & myserver20f|A] SSL ILE 28443 AtE).

<LocationMatch /interop/>
SetHandler weblogic-handler
pathTrim /
WeblogicCluster myServerl:28443, myServer2:28443
WLProxySSL ON
</LocationMatch>

e. mod wl ohs.confZ A&ot1l E&L|CH
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WebLogic ServerOf| B Z2 =l EPM System & 1 A 714
248

ORACLE

2%+
EPM System@| Z4 2| SSL B &£

Oracle Enterprise Performance Management System ! AE HIESH S0fl= SSL

S210f| tol w+gsHOF gLICh.

o 4245 SSLoj| thall 95t S s ELC

1. EPM ORACLE INSTANCE/domains/EPMSystem/bin/startWebLogic.cmdOfl Z&E
QIS Al3H510] Oracle WebLogic Server2 A|2t&tLICH.

=2
2 URLO]| 2 M|ASHO] WebLogic Server 22| 248 ASHEHL|C

http://SERVER NAME:Port/console

Ol nyServer®| 7|2 ZEO| HYZEl WebLogic Server &0 QM| ASH2{H
http.//myServer.7OOl/consoleE A3l OF §fL|C}.

3. AI” SHHO|M ALEAL OS2t B|UHS S L2506 EPMSystemOf| UM ATHLCE AFZAL
ENHYHS = 2 T= A 2 EPM System ConfiguratorOf| A 2| A= L|C}.

4. HE HEOM 22 Y HYS +EUL

5. =59 2ZE 20|M SFS ot MHE MEIFL T

6. AB 20F otHO|M SSLE AFBL 2 Y MH 2| 0|EE2 +EU L
0 € =0 Oracle Hyperion Foundation Services +82AE 25 Mx|st A2 Ct3t
E2 MBO|M SSLE AFB2 2 A3 4 AS LT

* CalcManager

* FoundationServices
7. M EE A 2S| HTTP 44 ZES AIG OHBIOR MBI,
8. SSL 4l ILE AIRO0| MEHZ|O] Q=2| EolghL|Ct.
9. SSL £Al L EO|A WebLogic Server SSL =41 LE S QAT T}
10. AFEEID X AS 7| HELE AYHYLICH

C 7| YA MESI0] [7] HYA] HS GUICh
- I HFAOM CHS R 20| SM2 Meigtct,
a 7| MBAS MESIO! 7] HYA] U YU
b. 71 HAAOIA CHST} 20| S42 Merstct

« AEArH2 ID I ALYl QIS - & L2 EtAL CAQ MY QIS ME

<
<Y
2]
~
[+
=]
Q.
o
=
o
—
S
c
7]
~+
¥

U2{2l EfAL CASl MH{ QIS ME

c. AFEAtHO ID 7| '|7§_+_

M MPYEl WebLogic Server QI 2AM 7t Az|=l 7|
HAAO| ABE2 !
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11.

O] TRAAL E0|9l B4 B0

f.

2%t
EPM System@| 24| SSL H{j &L

7| MPa0|M AFBAFH 2 ID F ABAYL| QS S MEtT P Cf

o ABAEe| AS 7| HBAUIM A 215k
QL= AFAFHO| 7| YA F2E YT

—_

© ARBAEL AT 7| HYA RYAM jksE YHELIC

. AI-B.;(l-Z-Io| EE-IAE 9| 11
51010]| 7| A AA HUHS

o B>
0
o 03
1]
foh
o i
>
ofo
>
oX
lo
Im
_"E
>
Im
]
2:‘.
r-In
N
(<]
fok

740! 7| HAo| A HEE WebLogic Server QIZEME AR ES = = 2|5 HAS

M 7] 2= LN 7| 2HAZ ERI0IM 71l 7S AMSHE Ol ALEY BIZ-E S
|.

=
Oracle Hyperion Provider Services ¢! O Z2|#|0]/M0f|0F 5lE: 2tUSIIE QIS ME

o}
AL23H0] WebLogic Server 2 CH2 EPM System M 2424 710 EAIS 2S5t
<2 Provider Services ¢! OHEE—IﬂIOIﬁQ— SAE 0| ERIS ALE oHte =2

SYELICH

LICH O] BRFS A|2{5t7| Of BHEO| A WYY

=
AEYLILh 224 BEE HESH| M0f| B AE BiEO|M 0] 23S B|AESHE A0| FELIC

=0 S YHI0|ESHAH:

1

-

MIDDLEWARE HOME/oracle common/bin directory C|HEZ|Z O|F&L|C}
cd MIDDLEWARE HOME/oracle common/bin

ORACLE HOME, WL _HOME, JAVA HOMES 2 8rL|C}.
set ORACLE HOME= /Oracle/Middleware

set WL HOME= /Oracle/Middleware/wlserver

set JAVA HOME= /Oracle/Middleware/jdk

Web Logic 250{|A 22| M| HTTP TEE AtEo 2 A EIL|CL
o1} 242 S AFR50] 7| ARAAZ AAIBHL|CH,

EL oo=2

libovdconfig.bat -host HOSTNAME -port 7001 -userName USERNAME -domainPath
$MiWH%\user projects\domains\EPMSystem -createKeystore

O BHO|A HOSTNAME L USERNAMES ZtZt Web Logic MH2| SAE O|& 4l 2|4t
A2} 01222 HIBLIC}. 2210 OVD 7| 40| 4B20l 440| HIE[=2| SHIBHLICH

AdminServer0j|A SSL QIS ME AUAILESHL|CE

[ =]
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< Note:

Of EPZI= 4QIE LDAP(|E QIS 202t 288 4 9Lt 7|} LDAPY)
2 225t LDAP 53 YY2 ALR310 2IZHS A AZESof BLICY,
QIZA THY HAI2 Base 64 Q1T x.509010F BLIC

=

a. Internet ExplorerE S5l https://HOSTNAME: 7002/consoled| HZESH0 Web
Logic 2| Z&0f MM AFL|CY.

b. QIEZM HI| NEHYE ¢22 21 MU 2 FALS HEHSI0] SSL ASME
AL EBILCE

c. QISAE Base 64 Q3T x.509 QISA OIUZ 2Z C|2AE2[0f| 2 2FE L CHO:
C:\certificate\slcl7rby.cer).

d. QIZAE MHZ O|SELICH,

6. keytoolS AtESIO] QAASME 4THA O M HESH 7| AHYAZ2 YEEGILICE C3at &
YIS AEYLICHIAVA_HOME 2 keytool A2 THA0| 20 UCLL 7+y).
export PATH=$JAVA HOME/bin:SPATH

rlo

keytool -importcert -keystore
DOMAIN HOME\config\fmwconfig\ovd\default\keystores/adapters.jks -
storepass PASSWORD -alias wcp ssl -file CERTIFICATE PATH -noprompt, Of:

keytool -importcert -keystore SMWHS

\user projects\domains\EPMSystem\config\fmwconfig\ovd\default\keystores/
adapters.jks -storepass examplePWD -alias wcp ssl -file
C:\certificate\slcl7rby.cer -noprompt

¢ Note:
o O HHO| AEL|= HYHS = 4THA 0| 7| HEALE MYot= SO
AEE H[ZHSF UX|SHOF gL C.
o CERTIFICATE_PATH= Q1= XM9| ¢|%| 4l o|=QlL|C}.

- aliasts U5ts HHOZ MeHE 4 UL,

PIZSME HaH o=z AL ESHH keytoold| Certificate was added to
keystore(UZ AT} 7| HAA0 27bEl) BAIRI7E EAIEILIC

7. Web Logic Z&0(M HTTP ZE 2/0f 2| MHS| SSL ZEZ AL 2 AL T

8. Weblogic 22| MH{(Admin Server) 2! 22| AH{(Managed Server)& ZHA|&F&HL|Ct.

9. BEot HAZAZ E35| Oracle Hyperion Enterprise Performance Management
Workspace0|| 2191510 2= 20| 2tsst=2| =lgtL|C}.

Mt 2 EPM System AHA| 2t

HiZO| D& MHE Z{A|2St & 2 A{H{ Q| Oracle Enterprise Performance Management
System= A|2ISHMA| 2.
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SSLHIZE &t2ot & 2= 247t Zsote=A| ERIsH A2,

2%
EPM System@| 24| SSL H{j &L

HiZE B AESHSE CgS AL

1.

2.
3.
4,

HERAE AFE5H0] C22F 20| 29t Oracle Hyperion Enterprise Performance
Management Workspace URLO]| QM| ASHL|CY,

epm.myCompany . cons 2|8 EAIS 2|6t M HZIOZ AR5} 44438 SSL ZEZ
AE35H= 22 EPM Workspace URL2 Ct21} ZH&5 L C}.

https://epm.myCompany.com:4443/workspace/index.jsp

[22] StHOM A2} 0| S HIZHS S YHELICH
BIA2S +84CL

HHIZ =l Oracle Enterprise Performance Management System 144 2 40| OLH 51A|
UNAEE 4 QU] BHOIBHLICY,

SSL AtE 2|F AtEA} LR E2] 114

7+

ORACLE

Oracle Hyperion Shared Services ConsoleO| A 7245t = 2|8 AMEA} LA E2|= SSLO|
AtELZ dEE0 s

FEAL CIAE2|0|AM SSLE AFE2= 2YotA| g2

Y LA EfAL CAQ| AISME ALESHO A
FE QASM A=0[ ASLIC

ME
BR0l= Mt S A0l ATt CAQ|

2242 EtAF CAQ| QIS ME ALESIO] ALE AL LA E2|0 A SSLE AFE2 2 2YStA| 92
Rol= MH ASMO| MET CAQ| RE ASME LS 7| MYL2 YEESOfF FLCH.

WebLogic2 O = 2|0 BiE 2 setDomainEnv.sh S-& setDomainEnv.cmd2]
DemoTrust.jksE 7}2|7|= -Djavax.net.ssl.trustStore X|A|0{E Z7}etL|Ct. 7|&
WebLogic QIS ME AME5IA| U= A2 setDomainEnv.sh £
setDomainEnv.cmd|A -Djavax.net.ssl.trustStores 7\1|7-| SHAA|2.

keytoolt Z2 ES AR50 RE CA QISME YEESHAI2.

2 E Oracle Enterprise Performance Management System A{H.
JVM 7| 2{Z4: MIDDLEWARE HOME/jdk/jre/lib/security/cacerts

Zf EPM System 71924 SAE B{419] JVMO|A] AESt= 7| HEA. 7|24 2= EPM
System LA = CI2 7| HAAE AL CL

MIDDLEWARE HOME/jdk/jre/lib/security/cacerts
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A MEOf|A SSLZ=

o) AFg 2} ClHER| P4

Shared Services Console2 AI25I0] AP} ClHEIER|E FLATILICH AFRZ CEERZE
T45H= S EPM System EQtOj|A EOt T2 EZS ALESIO] AFEAt ClHER|2t
SAISHEE Z|A|5t= SSL Enabled M2 MEHSHOF §HL|Ct. EPM System 9t} LDAP
A& AFEAL - ER| 7F HAZ0|| TSl SSLE AFEL2 4 &= ASULTHO: Oracle
Internet Directory 2! Microsoft Active Directory).

Oracle Enterprise Performance Management System A}E£X} &2 oF 22 7f0[=9|
"AFE A} Cl2ER| PA"S HESHIAIR]

B A0 SSLE=

ORACLE

HYZE O}7 |Ell%{
O] A|lLt2|20{ M= SSLE AFZ5H0] Oracle Enterprise Performance Management

System 220|HE(0f: E2t24{)2t Oracle HTTP Server 72| E41 2 3E HSgHL|CY
Jgez EHoige tai 25U
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2 MHOM SSLEZ

Browser

HTTP3

Firewall l

SSL Offloader
HTTP ﬁ
| z
.—-"'H-..,_--'h...,h |
—1 W= I
OHS il |
Lq,La;J :
Firewall :
HTTP )

WebLogic Server

Databases and ." "
UserDirectories .

71

O] 42 ¢l MM epm.myCompany.com 2! empinternal.myCompany.com@}t 22 & 72| AMH
HAS AEELICE stlhs E A2t B2t A 7He| 2|F S4180|0{ CtE Stlt= EPM System
Mee| LHE SAIEULCH MB S22 0{Ale| IP FAF 727|112 DNSE Saff &2let 4~ U0{0f
L ct.

Betexeto] of S4lE A dst=(ME S0 epm.nyCompany. com AFE) MEE QISM= Eot
9% SAIS 2S5t JA BAE} HOIE @ Mejo] SRIS(0{0} BLICH 0] 71 EAEE

SSL2 £=35t1 HTTP 22 Oracle HTTP Server0]| Z4&Ha{OF &L Ct.
SSLO| OHS(Oracle HTTP Server) £= Z2E S MM 2 EE| = A2 OS2 £&lio{of &LC}.

o RE =2 Y oiE2|HOo|ME 2E WA M L= Oracle HTTP ServerQ| H|SSL 7t4 SAEZ
A445HOF SHL|CHO|: empinternal .myCompany.com:80, 07| A 802 H|SSL ZE Q). 724
StHE E1 OF OAE 2L Ch

1. Hyperion Foundation 7+ EfA3 & &H26tLICL
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i. oiE2|A ol Me| =2] F& -‘M;% MEHEHL T
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o

S0 s ts SEEL

Hyperion Foundation 714 EfA3 S 25t Ct.

ZE M3 1M2 HeEct,

Q| URL M2 X E0|A SSL QI R2C! AFRS MEHGHL|CY,
/2 URL A E R Q/EURL ZEZ X|HEL LY

P w NP gy @M

» .
O B

configtoolS AESI0] 2 O S 2|04 S ABHESHAHLL 2 MHE
A~g5tEH =2 @ oiS2|AH 0|8 & 2| F URLO| tieh 20| thA| g LCt.

EPM System 4

EPM System A 240 7|2 HIE = 9 AHO|M SSL 222 2|YUBHL|C} 27} 2HQ10]
JIIO |.1| OFA |__| |:|.

EPM System 7443 ] =2/ 2 0 Z2| 40| 0| Lj2 SAIBOZ MAE J}4 BA
(%|: empinternal.myCompany.com)& 7}2|7|=2| EQI5IHIA|2. EPM SystemE Az
AT S HE AAZ 2ERFHAA|L.

|E|_I

e Oracle Enterprise Performance Management System &x/ 2/ 24& Zf0/=

e Oracle Enterprise Performance Management System &1/ A/Zt IjjO/ X/

HiZ g AE

HiZE T2 MAE 225 = E Ot Oracle Hyperion Enterprise Performance Management
Workspace URLO|| HA5I0] 2 & A7} 2=oh=2| &EOQlgHL Ct.

https://virtual host external:SSL PORT/workspace/index.jsp

https://epm.myCompany.com:443/workspace/index.jsp= 0|2 = £ USLICI.
07| A, 4432 SSL ZLEQ!IL|C}.

Essbase 11.1.2.40{| CHot SSL

ORACLE

He

0] MIM0j= MaxL, Oracle Essbase Administration Services A{H{, Oracle Essbase
Studio MY, Oracle Hyperion Provider Services, Oracle Hyperion Foundation Services,
Oracle Hyperion Planning, Oracle Hyperion Financial Management, Oracle Hyperion
Shared Services Registry2t Z2 Oracle Essbase QIAEHA Gl LM A ZHY| EAIS
255t ARBE= 7|2 O_'iHE HIPE B2 SEE0f YLich
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Esshase 11.1.2.40]| CHt SSL

JEXES

Essbase= SSL Q! H|SSL ZE2 AIR25IE2 S 4~ QI &L|C Essbase 00| M E= H|EBQt
EEO|M AR CE 2ot ZEOAM fAISHESE 1S & JUSLCEH 2o LEQ| MNASH=
QE S S| AR 2{2| =L C}. 22}0|Q1E Y} H|SSL LEO| Essbase 0]|0| 1 E0]| A GH=
4% HZE2 H|SSL HE= A2|ELC} d 24 ofLte| Essbase 0f| 0| E0] CHaH H|SSL HZ
U SSL 9IZS SA|0f MHE 4 ABLICH

o
=

SRy ErD2EZ A EES 2|Y5I0| MHEEE SSLE AHofe 4+~ ASHICH MEE SSL
2

o
=
SSLO| Af2o 2 MA=l 22 G|0|E EQt0| EAE| =2 Essbase QIAEIA LYo 2= EAIQ|

—

rln

EQt2E9| 7|2 Esshase 724 BIELO|M = XA MB QISME AL FE2HAEES=Z
SSL 84S A B2 2YFLICH Z2HE HF0M= & L2 EtAF CAQ| ISME ALESHO]

[

Essbase?| SSLE At2o =2 M st= Z40| E5LICL

Essbase Studio
EAS Console Browser Smart View Client

Max!,_(\ i

[ (Cert) EREEF

1 Provider Financial Shared
EAS Web App Services  Planning Management EPMA Services

i
\}

TCP/IP

=t
=1
=
—_—

Server Application Server I I I |
TCP/IP TCP/IP TCP/IP TCP/IP HTTP
i Esshase
Studio

{
p— Server 7 I
T

Cert)’

' =
FY ¥

A
w Essbase < TCPIP
s Server
— _ ——————— ODBCNDBC =————————p EPM

-ﬁ:eit} Database

pLY ¢
bt © 2 Oracle Wallet2 Q2 A2 2 2510] Essbase RTCE Al25H= 22}0|¢1EQ}t9| SSL
SIS AL 2 5t Java 7| AEaE AUSAHE S S410| JAPIE EE5t=
T AQO| SSL EAS AtRCZE MATHLC} SSL EA1S MA5H| 2|5l Essbase 22I0|YE
al

) £2 Esshase At 2 00| HE QIZMO| et CAS 2E QIZAS HYBILICL LRs
SM 2 Y 9IRS RN

oN

LR ASH U Y £
DR SH0MS 2 U2 EfAF CAO| OIZAIS ALB310] Essbaseo| SSLE ALBOR
Syt 20| FAUICH HIAEZOR 712 2 ME QZME A8 4 AUstch
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L F
Essbase= 5tLt2| SSL QIS M2 0121 519| =001S 2SS £ QU= AYEIE
ASM AFES AHFYLICH ALETIE ASME ALESHH 22| A2t L HIES
=Y & AL
SAE O|F &0 AFEL2 HYE 3R AYEIIE ASMHE ALY =
ofaL|Ct.
HA H

« FECAQU3SA
Essbase RTCE AI25t0{ Essbase Y42 MdAct= FHLANM= RE CA
QIS A7t Oracle Walletol| 2| Z=|0{0F SLICt JAPIZ A3 HZES Y=
TER2A0ME FE CA ASM7t Java 7| 440 A =|0{0F gfL|Ct. ot
QISM 2 s 2|2|= Ct3 El|0[ S0l EA|=[0] JSU T

> =.
»’ L

ofld ZE Q=X 7} Oracle Walleto] O|0] AX|&|0f
CA2| QIZAME AIB3ts B2 2E CA ASME 43|

2+ ot24 2| EFA}

S
= —
227t glgUL}

rir

T

e Essbase A{H| 2! Essbase 0f|0|HEQ| AHE QISA

Tyeat 7| Mg AZA 2
MaxL Oracle Wallet ZE CAQEAM
Administration Services AH Oracle Wallet ZE CAQUSA
Provider Services Oracle Wallet ZE CAQENM
Oracle Enterprise Performance Oracle Wallet ZE CAQEZAM
Management System G|O|E{H|O| A
Essbase Studio A{H{ Java 7| A &4 ZE CAQEM
Planning e Oracle Wallet ZE CAQENM
o Java 7| A&
Financial Management Java 7| A& ZE CAQUEM
Essbase(AMtH 2! 0f|0|HE) 3 e Oracle Wallet « FECAQZSM
*  Java 7| HEAa *  Essbase A{H{ 2! 00| HEQ]
PEEREN
Oracle Hyperion Shared Services
A2
L QAKSE 7| MEAE AM8ote O] 2HQAE 2 Yot Hle otLtel 7| A QIARARQIOH
ok

202] ATt oLl 7| A Y40l M2|E stte] RE AISME AL E & UFLICH

3012 M= 7|2 Oracle Wallet 2! Java 7| A/ Z40]| A x|<|0{0OF §fL|C}.
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Esshase /4 Az| Ll BHIT

Esshase0]| ©

ORACLE

T Z2MAE AFESHE 22 00[HE ZE(V| 2,2 6423)S BT = JSUCH O] ZE=
Oracle EsshaseE +dg wf HES # USULCE 7|2He 2 X T2 A= T A4 MY
SME H2[5t0 HAEE 9ot 7|5 2ot HZEE /Bt Ct.

rr

EPM System Installer= Oracle HTTP Server/} A 42 Essbase QIAEHAS SAESH
O{Alo] ArRBOR PATH L{O]| Oracle Wallet & Z}4| A ZME ™AL CH S SAE

2|
g 2l
HZOj| A= 2= Esshase FA 247} 0| QZ2ME Z2KLEL|C

= O =<

ST EtALCAQISM ALE

AZH 23 MY Y AZA 714 27)

OI=M 248 MA5I0] Oracle Essbase B L Essbase Of|0|HE S SAESH= MH{0] CHot
QIZHE TR AR, O1ZM 2O DN(ILS 0|2)2} BtE oS 5iEl 2t Zate|of
USLEE IEM 2ES MY 7|20l A|E5t0 SSL IS ME 7S CH

keytool £ = Oracle Wallet Manager?} 22 E2 AFESIH QIS LY S MAEL|CE QIS M
23 440 tigt AME LIE2 AE 3¢ 22 2BME HRSMAIL.

keytoolS AtESt= 32 Chat 22 S AESI ASM 288 ddstAl=.

keytool -certreq -alias essbase ssl -file C:/certs/essabse server csr -
keypass password -storetype jks -keystore
C:\oracle\Middleware\EPMSystemllR1\Essbase ssl\keystore -storepass password

ASM 7t 27| & 23|
ASM=

= SSL= A|&ste O AtEE|= ASM| w2dS
5_ 201 712t L2IA|A QSS &elsts S/ 7|7F Zote|0] USLCE. SSL
O

SHOIBHL|Ct QIZ MOl MBSt

2 7 ol

|20 2E CA QIZMZ 7142 £ A LT
of

SMO

E0| Esshase At QM0 MYSHCAS| EE
g o 2{E3t 7| HHL0f RE AZAIF H2IE|0f Y|
SIS A2, %Ri O_ZH 8H o R E RS AI2.

Ofe] 247t StLIS| MH iAo E2|& stLte] FE CAISME AMEY &
UL/

Oracle Wallet

Oracle Wallet0j| CA £2E QS M7t Q0{0f ol= A HRAL 222 LT QISM L aiT 22[S
FZsHY Al M2 Y % WEstALE 712 2| MB AS M7 2|2 2 HA |20
Mz|8t 4 Ql&LCh,

MMotn RE CAQZSME UELESH= AHM|SH Azt Oracle Wallet Manager
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Java 7| A0 ZE CA QIZAT} 0{0} 3= TH2A0| 222 TS AIZK U BT
OI3|2 HZFHIAIL. 7| 2| MB AZHI} HIE 7| HYA ASHE 27t
IZNE A 7| HBAS HHY 4 AL
\J
R

B} 2 912471 ERAf CA| 2 CA 215417} 0/0] Java 7| H{ZA0] A=/

QU LIct
2B 2|22 ALE 291 50| MBME HESHIAIL. keytool2 AIB 3= FP CHS Dt
22 YYS AIB3H0] 2E AISHE YREFUAIL

keytool -import -alias blister CA -file c:/certs/CA.crt -keypass
password -trustcacerts -keystore
C:\Oracle\Middleware\EPMSysteml1R1\Essbase ssl

\keystore -storepass password

Essbase AMH 2! Essbase O|0|HEE SAESI= M| MEHE SSL Q12 A 2

A Z|gtL|Ct. Essbase RTC(C API)E AFE3510] Essbase AMH SE= Of|0|HE HZE
MASH= T QAN ME 2E CA Q12 M7t Q1= Oracle Walletof] Q12 A7} Z1ZFE|010F
SLICE JAPIE ALES}0] Esshase A{H = Of0|ME HES st 2d2a0M=
FE CAQUSMRt MBE SSL QISA 7t Java 7| A0 ZPFEI(HOF LT AbA|st
Z*Zf“ L2 & A4S ZESHIAIL.

e Oracle Wallet Manager A& A
© USME YZEESI= O AFEShs S(0ll: keytool)2] M E= 2210 =F
H &

[N

keytoolZ AI3t= 8% LISt 22 TYS AFESIY AUSME %EEﬁHdAIE

-v-

keytool -import -alias essbase ssl -file C:/certs/essbase ssl crt -
keypass password -keystore
C:\Oracle\Middleware\EPMSysteml1lR1\Essbase ssl\keystore -storepass
password

Essbase AMH{ 2|A|AER2| gt YG|0|E
Windows

1. Y ZEIZEO||M C|MER2|SE EPM ORACLE INSTANCE/epmsysteml/bin2 2
B A S| C}

Lod

2. 03 32 H3st0] Windows 2f|A|AE2|S YU|0|EgL T
epmsys_registry.bat updateproperty "#<Object ID>/@EnableSecureMode"
true

epmsys_registry.bat updateproperty "#<Object ID>/@EnableClearMode"
false
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<Object ID>Z Essbase AH| 4 E)Hl/\?r UZE S MME|= Y RAEZ| EDA0AM
At o U= Essbase MB| 1424 IDZ HHYOF g L{Ct.

Linux
1. Z2&0|A C|2ME2|E EPM ORACLE INSTANCE/epmsysteml/binQ & HZATIL|CE.

2. O3 S LU0 YR AES|E YHHO|EFUCH
epmsys_registry.sh updateproperty "#<Object ID>/@EnableSecureMode" true

epmsys_registry.sh updateproperty "#<Object ID>/@EnableClearMode" false

<Object ID>E Esshase Mb| 4 TZMA} b2 &l & MHE|E 2RAE2] B MO|A
AHEEH 4 9l= Esshase AH] 2 QA IDZ B} OF BfL|CH,

Essbase SSL A AH|0|E

essbase.cfqOf| Ct2 ZfS A|A510] Essbase MH| & S2}0|HEQ| SSL MES
AHEAFE gL C.

¢ HQFRES MESZ AYsts 28

C 2RI BES AGOR AW MY
. BElO|QIES} EAISHE T)E BE(Z20|ASE ALR)

- BOEE
- gs =g

e Oracle Wallet 42

» .
O Ek

E
=

—~

essbase.cfgOf|Al F=2bel T4 D7 H4(E3|, EnableSecureMode 2!
0|

AgentSecurePort)E R7t6t1 ol 4= sl 0F §L|Ct.

essbase.cfgs YO|O|Est2{® LSS Sl BILICE

1. Essbase MH QIS A7} )= Oracle WalletE EPM ORACLE INSTANCE/EssbaseServer/
essbaseserverl/bin/wallet@& AL CY
Essbase ME{0f| 3{E&|= 7t Oracle Wallet 2|2 L|Ct.

2. HIAE MAUJ|E AMESI0| EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/
essbase.cfge GL|C}.

3. Lo cet 442 UL 7|2 Esshase &2 WAHE O JELICE 7|2 S22
tHZ3lOF 5t= & 740 essbase.cfgOl|M AFBALY S| 54 434S 2 I7IELICE O S0
EnableClearMode= 7| 2202 HE2&|04, 0| 40| I}2} Essbase MU= &S3tg|x| gt
f‘H“'|o Soff 4 4~ USLICEH Essbase AHO|M 22 3te[R] b2 AE S Salf S4lste
7|58 12{™ essbase.cfgOf| EnableClearMode FALSES 7~|1‘|0H0|: ofL|Ct. Ct2
225 H:IME-

ojo
Rul
o
i
mjo
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H 2-2 Essbase SSL A&

L/
83 4yt

EnableClearMode? Essbase 0 Z2|#|0|41 1} Essbase 0|0| 4 E 7t0f| 2t55tg| A
t2 S4I0| A2 ELLCH 0| SE4 &It FALSERZ HY T
EssbaseO||A H|SSL 24 2{2|5}7| %&L|C}.
7|22k EnableClearMode TRUE

0: EnableClearMode FALSE

EnableSecureMode Essbase 20| E2} Essbase 0f|0| M E 7H0f| SSL &S 5}
SAI0| AFZELICE O] SR HEEE TRUEZ A 43l 0F SSLO|
Al AL
7|27k FALSE
0j|: EnableSecureMode TRUE

SSLCipherSuites SSL EAI0|| AI2SH 25 2 20| SHEMH A & MCUIZ HA|E
ZEQLICt Esshase 00| HE= 0|2{5t &= 22 F otLIE
SSL S410]| AL & L|CL O[0|HET T 2288 4
32 2=20| A A4S B30 7Y &S M2
Sfojgch
7|23k SSI_RSA WITH RC4 128 MD5
0f]: SSLCipherSuites
SSL RSA WITH AE 5_2 5 6_CBC_SHA2 56, SSL RSA WITH AE 5_2 5 6_GCM_SHA3 84

APSRESOLVER Oracle Hyperion Provider Services URLQIL|C}. 02
Provider Services A{H{E A2 2901 32 Zt URL2
MO|ZE22 Aot 23 A2,
0f|: APSRESOLVER https://exampleAPShostl: PORT/
aps;https://exampleAPShost2: PORT/aps

AgentSecurePort OO|MEY} =4l5t= 2ot ZEQL|CH
7|27k 6423
0f]: AgentSecurePort 16001
WalletPath ZE CAQSM LU MYE Q2 A E *2A5t= Oracle
Wallet(1,0242} 0|2hH 2| 22| L |C}.
7|22t ARBORPATH/bin/wallet
Of: WalletPath/usr/local/wallet
ClientPreferredMode’ S20|HE MM RE(EOF = 2R7)QLLCY O]
SEYEE Hoto= HYstH SSL 2E7t 2E MM
AtEELCH
0| SE4EE X712 dsIH 220|9E =212 230
HOLAHE 7|9/ E7F L0 Q=A] O F0] @2t &0
MEEIUTE MMT SSLIZ 32 AzstAlL.
7|87k CLEAR
0f: ClientPreferredMode SECURE
Lessbase.cfgOM SHE S2HEE AIRE 4 Qle R 7|2210| H2EL|Ch
2EnableClearMode 2 EnableSecureMode & C} FALSEE AA&E|= AL Esshaset
2SStA| A Eu ot
3 22t0|HEE 0] M S AHE5t0] Esshaset EOF GIAS MsH Z1012| H|EQF AES
HEY AR ZERL|Ch

4. essbase.cfgs Aot T SELICT
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SSL& £ Essbase =& HG|0|E

\J
s

O] 4|92 Essbase &4t HHZLO{| 2t X LICH.

ZE CAQUSM & MYE QS M7t Zetzl Wallet 24 (0]]: WalletPath/usr/local/wallet)Z}
2t g4t L E0| W2 920f QLR SRISHIAIL

M

1. Wallet 2G| 2} 24 = C0| TS 9I2/0f ZAFBILICY.
* EPM ORACLE HOME/common/EssbaseRTC/11.1.2.0/bin
* EPM ORACLE HOME/common/EssbaseRTC-64/11.1.2.0/bin
2. Wallet Z2HE 2} 24 =E9| THZ 2I2[0f| SAFRUTHUE 29).
e EPM ORACLE HOME/products/Essbase/EssbaseServer/bin
e EPM ORACLE HOME/products/Essbase/EssbaseServer-32/bin

* EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin

-

3. EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/essbase.cfg& 2} &4t
LEOo| CHZ QIR[0f| SAFELICE.

* EPM ORACLE HOME/common/EssbaseRTC/11.1.2.0/bin

e EPM ORACLE HOME/common/EssbaseRTC-64/11.1.2.0/bin

-

4. EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/essbase.cfgs Z2f &4t
LEO| OhZ QIA|0f SALCHJUE BR).

* EPM ORACLE HOME/products/Essbase/EssbaseServer/bin
° EPM ORACLE HOME/products/Essbase/EssbaseServer-32/bin
* EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin
5. Wallet 2HE 2t 24 .=E9| TS Essbase 220|UE E2| 2{2|0f| SAFLIC.
* EPM ORACLE HOME/products/Essbase/EssbaseClient/bin
° EPM ORACLE HOME/products/Essbase/EssbaseClient-32/bin

6. EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/essbase.cfgE 2f &4t
L E9| C}Z Essbase 22I0|HE HX| 2|2[0f SAFRILICE.

* EPM ORACLE HOME/products/Essbase/EssbaseClient/bin

* EPM ORACLE HOME/products/Essbase/EssbaseClient-32/bin
7. 12 S22 52 & essbase.properties OMAU0| 7+t T

* essbase.ssleverywhere=true

* olap.server.ssl.alwaysSecure=true

* APSRESOLVER=http[s]://host:httpsPort/aps
0| 22 A&t URLZ BIHOF UL},
2t 24 29| T 2|0 U= essbase.properties IS YOI EdHOF FLITHAUAE

)
29)
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* EPM ORACLE HOME/common/EssbaseJavaAPI/11.2.0/bin/essbase.properties
* EPM ORACLE HOME/products/Essbase/aps/bin/essbase.properties

* EPM ORACLE INSTANCE/aps/bin/essbase.properties

8. EPM ORACLE HOME/products/Essbase/aps/bin/essbase.propertiesE 2} &4t

L C 9| EPM ORACLE HOME/products/Essbase/eas C|HIE2|0| SAFEL|Ct
(AE87tset B9).

9. Oracle Hyperion Planning2t 5li%}: Ct2 M| 7He| S2HE & essbase.properties
nrJof| =7refLct.
* essbase.ssleverywhere=true

e olap.server.ssl.alwaysSecure=true

¢ APSRESOLVER=APS URL
APS URLZ Provider Services URLZ B A|2. 42| Provider Services A{HHE
AME S B 24 URLE MDIZES ABSI FE0HAI2. O & S0 https://
exampleAPShostl: PORT/aps;https://exampleAPShost2: PORT/aps2} 20|
T= UL
2t E4F B0 THF RIR|0 U= essbase.properties IFUS YH|O|E5HOF
SHL|C}

=]

— EPM ORACLE HOME/products/Planning/config/essbase.properties
— EPM ORACLE HOME/products/Planning/lib/essbase.properties

10. Oracle Hyperion Financial Reporting2 Sli{Gt: Ct2 M| 712 SEXEE
EPM ORACLE HOME/products/financialreporting/bin/EssbaseJAPI/bin/
essbase.properties LU0 ZI}&HL|Ct.

* essbase.ssleverywhere=true
e olap.server.ssl.alwaysSecure=true

d APSRESOLVER:APS_URL
APS_URLZ Provider Services URLZ HHRAA|2. 042 Provider Services AHE
AtE 20 2% ZH URLE MO| S22 AFE5H0 FE5HUAI2. | S0 https://
exampleAPShostl: PORT/aps;https://exampleAPShost2: PORT/aps2} ZO|
TEHCH

s
HA| SSL 2t A M Financial Reportingdl| 25124 Essbase 22{AE
O|S0| ZQBLICL SAE 0|5 AFESt HZ5tH AZO| 5|
=iL|c},
=

11. a. G330 & HeE SYELCL

[

¢ Windows: Alj A|AE! 44~ APT DISABLE PEER VERIFICATIONS 444ot1]

WS 1= 2L

e Linux: setCustomParamsPlanning.shO{|Aq
API DISABLE PEER VERIFICATION=1 Z|A|O{E Z7}EHL|C},

b. API DISABLE PEER VERIFICATION=1 in EPM ORACLE INSTANCE/
EssbaseServer/essbaseserverl/bin/setEssbaseenv.bat =
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EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/setEssbaseenv.sh

A|AO{E FIFEILIEY.

sHd HeE JEELT

JAPI 22|0|HEQ| SSL SEAHE AIEAIH 9
JAPIS AFE 3t Esshase TARAC| A2 012 7|2 S2HEI} ALH Hols|0f Y&LIC

essbase.propertiesO] SEXEE X510 7|2 SEHEE A 4~ QSL|C

\J
L T
Ct2 HO|E0M HA|E SSL SEHE S YR essbase.propertiesOi|Af
e S2huE 2opH0f BT

| SSLSEEEE ¢

JAPI 22f0|

] %H_| E|-_

Cio|ESt B T3S +AE

AHEQ
BIAE MZUT|ZE A0S0 EPM ORACLE HOME/common/EssbaseJavaAPI/11.1.2.0/bin/
olE S2wo

1
essbase.propertiesE @ L|Ct
UOO|ERLICE A ALY L] 7Hs St JAPI 2210|
s2uwE

SHUAIL.

SE2HEE
[9)

MOHe B9 2=

=ET]
alwaysSecure

ojn

20 bt 554
LS ElIolE2S &2 )
SE4 2} essbase.propertiesO L0 QU]

Y=
Z IS Al2.
H2-3 JAPI 220|HEL| 7|2 SSL SEYE
|
My
S2}0|HEV} L& Essbase QIAE A0 i3
Atg3Hof st REE HYFLICL SSLE2ES
SEZFE US truez

&3t 0|

o/ o

olap.server.ssl.

olap.server.ssl.securityHandler

securityProvider

olap.server.ssl.

olap.server.ssl.supportedCiphers

ORACLE

HZBHALL.

7|27} false

m2E2e 32|sy| ofst 17|zl 0|2 YLt 2
22|71 8 BAISt=E O] 42 HEE 4+ A& Ch

7|2%k: java.protocol.handler.pkgs

OracleOfA{=Sun SSL T2 EZ 1S
AFZ UL CHE IS EAISIES 0| 242

HIY + ASLICH
2%
com.sun.net.ssl.internal.www.protocol
HoHEAIS QIS AIBOR MAT 27} 5ol
HHZ L 2E SEYLICH Essbase?} 2| {5h=
=2k 2| YHof BfLICt
of|:
SSL_RSA WITH AES 256 CBC_SHA256,SSL RSA WITH AES :
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H2-3 (H2)IAPI 22|0|91EQ| 7|2 SSL SEHE

s=ys ek
olap.server.ssl.trustManagerClass MHE SQI5t1 Q=AM 0| YRS A ZAS5H0] SSL
RIS ME AS5t= | AFE5t= TrustManager
SajAQlL|ct
J|2HOR 0| S2YBE DE SOl HAIS

Al
=2 .
slol ZAIS M351R oW BE HS HADL
Mae 4 Qe 7|2 TrustManager S2iAQ!
com.essbase.services.olap.security.EssDefaultTrust
2 0| o740l 22 A AL

AF2 2} 9| TrustManagerS & &t2{H
javax.net.ssl.X509TrustManager

QIE{H| 0| AZ 135H= TrustManager 22 A9

U3 S22 0|ES AYSHIAIR.

of|:

com.essbase.services.olap.security.EssDefaultTrust

Mg SSLAZ 24

- O

Oracle Essbase 724 22 (0: MaxL)= secureE & 7|2 =2 ALRSI0] Essbase
O O|MEQ0| HES2 24 MM 2f| -0 SSLE AHoje 4~ USLICE O E S0 MaxL
ZE0|M CHS FH 2 5tLHE A 8510 MaxLD} Essbase 0|0 M E 7Ho| Ot HAS
2B 4 JELCH

login admin example password on hostA:PORT:secure

login admin example password on hostA:secure

essbase.cfgO| A|FEl T BHELE MATG 00| U272 ASLICHL S 7|9E7t
A|HE|R| k2 AL Essbase 22t0|HE = ClientPreferredModef CHE AA= 4SS
AH23510] Esshase@l 29t HAS A|2HsH Z4012| ZZASHLCL. clientPreferredMode
HY0| Eotez HYL|2| 2 B2 HEQ ZHES Safl 410 +;ME LI

Essbase 21cO]| CHgF SSL

ORACLE

He

0] MM0jl= MaxL, Oracle Essbase Administration Services A{H{, Oracle Hyperion
Provider Services, Oracle Hyperion Foundation Services, Oracle Hyperion Planning,
Oracle Hyperion Financial Management, Oracle Hyperion Shared Services Registry2}
Z& Oracle Essbase QIAHA A 1G4 7H0| S4S Bt 4| AFEE= 7|2
QASME HHt= Hat Y0 ASUICH
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» .
O E

EAS(Essbase Administration Services) Lite= EPM ConfiguratorS AH235H0{ 1A =
HTTP Server SSL ZLE(0]|: 443)E A235}A| 94&LIC} easconsole. jnlp OO HOF
URL2 7|22{0 2 H|SSL ZE(80)2 HAE LT

& YHH: casconsole. jnlpOf|AM EQIEl EQH URLS| 7|& H|SSL ZEE AHG|0|EX
HOotURLZ HiEL|CY
7|8 29t URL: https://myserver:SECURE PORT/easconsole/console.html. Of:

https://myserver:80/easconsole/console.html

H|0|E=l EQt URL: https://myserver:SECURE PORT/easconsole/console.html.
Oll: https://myserver:443/easconsole/console.html

ZtMIH LIE2 MOS(My Oracle Support) 241 - 241 ID 1926558.1 - EAS & 249
easconsole.jnlp0| L& 2| Y2 SSL LE S 2ERSHUA| L.

7|2 HiZE

Esshase= SSL 2! H|SSL R EZ AI2SIE2 H|ES 4~ Q& L|C} Essbase 00| HE = H| 0t
ZEO|M AL Eot ZEO|M SAISHESE S 2 USLICH 2o ZEO| WM A=
2= HZ2 SSL A= Xe|gLC}. S2t0|HEV H[SSL ZEQ| Esshase 0|0|HE0N| HASH=
3 HE2 H|SSL AZEZ X"t de4& StLte| Essbase 0f|0| 4 E0i| CiaH H|SSL A&
9 SSL AZS SAl0] Y3 4 YLcH
27015 [

SRR

=2
Ot IZES Ol ES Y50 MMHE SSLE AOIE 4 ULICH AT SSL
ZER S| 2.

o
=

SSLO| At2o 2 MAHEl A2 4|0|E EQt0| E&E| =2 Essbase QIAEA Ljo] 2

LSO

S0

—

rin

Hot D E9| 7|2 Essbase A4 HIZO|M= ZH4| ME QIZME ARSI R2 E|AERC2
SSL 84S AELE YFLICH IT2HH SHF0M= 2 2242 EtAL CAQ| ISME AHESHO]

()

Essbase?| SSLE AtE2 2 A= A0| &L
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EAS LITE Browser Smart View
& &£
{ c-er!": (oS ===
Provider Financial Shared

EAS Web App Services  Planning Management Services

TC ,,ﬁ.‘_. L =
(Cert = =
EAS
Server Application Server |
TCP/IP TCP/IP TCP/IP TCP/IP
i 4
‘-._ > B
bd Essbase TCP/P
. | Server [
By —  ODBC/JDBC =) EPM
Ce!j\- i Certz Database
AL
Q8L © 2 Oracle Wallet2 QIZ A E {2510 Essbase RTCE AI235t= 2210|HE Q9]
SSL S48 AFBL22 HYstal, Java 7| HYAE ASME A E5H0 S40] JAPIE
2g5ts BARA940| SSL EAIS AFBOR MHBILICE SSL SA1S 5| 93
Esshase 22{0[2E I S2 Essbase AH L Of|0|HE QS A0l YT CA2I RE
0|2A-| = -iZI-oI-I__| |:|-
LR ASH U olE 213
D2EH SHF0M= & 222l EfAL CAQ| QIS ME AFESH0] Esshase?| SSLE AFB22
dyste A0 ESULEL HAEER2Z 7|2 A4 ME QISME AIEE & UG LICH
\J
R
Essbase= 5tLt2| SSL QIS M Z 0]2] 5t E0QIS Eoe 4 U= ALEIE
ASM ALES AHFLICH ALEIIE ISME AIESIE 22| A2t L BIES
2 4 QLck
SAE 0|5 50I0| AIZOZ MYE FP AAUCTIE ASHE ABY 4
O-IA[_| |:_|,
HA EH

Chs ASM7t 2L FLCh

« ZEECAQUSAM
Essbase RTCE AI230] Essbase ¥ AE 5= 2HLANM= Z2E CA
QlZ M7} Oracle WaIIetOﬂ Z{ 2| 0{Of ©L|C} JAPIE ALE5t0] HEE MS
THLA0M= FE CA QUSA 7t Java 7| &0 AH=0{0F &fLICHL HE
ISM L sl 12l B3 E|0|S0| EAIZ[O ASL|CH

rsﬂﬁ?
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V\‘
AN

afld FE QIS A7t Oracle Wallet0] 0]0] 22|=|0f U= & Leq2l EfAF CAQ
ASHME AIEdts 89 FE CAUSAE 22|g 227t glgU

» Essbase A/t 2! Essbase O|0| A EQ| MHEI Q1= M

[o]]]

B24 WS AZM L T A

TR 7| 4L AZA 2
MaxL Oracle Wallet FE CAQZSAM
Administration Services At Oracle Wallet ZE CAQU=M
Provider Services Oracle Wallet ZE CAQZSAM
Oracle Enterprise Performance Oracle Wallet ZE CAQIEN
Management System H|O|E{H|O| A
Planning *  Oracle Wallet ZE CARQEAM

o JavaZ| A&
Financial Management Java 7| A &4 ZE CAQSA
Essbase(MH 2! 0f0|HME) 3 *  Oracle Wallet o Z2ECAQIZEA

¢ Java 7| &AL o Esshase A{H{ 2 0f|0| M EQ]

MYE ASM

Oracle Hyperion Shared Services
Hya
L QALSE 7| MEAE AMBSHE O8] PHRAE X sHs Ol StLte 7| H YA QIARADRN QOB EL|Ct
20lg] AT} 5tLES| 7| MAA| HX|E StLie| RE ASME AEE 4 ASLICH
3 QIZ A= 7|2 Oracle Wallet 2! Java 7| {240 A 2|<|0{0f §fL|C}.

Esshase 714 24 A x| Gl HYIL

T Z2MHAE ALESHH 2O O0|HE EEUl%ﬁIE 6423)E MEHS 4~ QUESLICE O] ZEE=
Oracle EssbaseZ 1AJSt i} tHASH 4~ QI&LICE 7| 2HO 2 HE T2 MA = T4 21 MH
QIS ME HX|5t0] HAEE QIS 7|5 2Ot HHELE A EHL|Ct.

I>
u
~ >
mlru
fol
[>
[m
_o'ﬂ
rir

EPM System Installer= Oracle HTTP Server/t Ax|=l A< Essbase Q!
HAlo| arBOR pPATH L{Of| Oracle Wallet L 214 MY QIS ME H2[FLCL THY TAE
HIZL Ol A= 2 E Essbase A QAT 0| QIZME ZRFLCL

EsshaseO]| Q== E}AF CA QIZ A AR

-

ro
=
<o)
0!
0=

>

J U ASM 71427

=

o o
OIZM 2 S MA5I0] Oracle Essbase AH| 2 Essbase 00| HEZ SAESH= M0 Clst
ASME 7MY AIL. ASAM 20= ME2| CN(RE 0| F)0| S ot = otel ZEIt
ZBe[Oof ASZUCH QISM 23S MT 7|20 HE5H0] SSL ASME 7HAZLH.
keytool L£= Oracle Wallet Manageer e ES AME3H QUSM S MHTHLICE 212X
23 ét“éjoﬂ Hﬁi ANt HEE2 AtE S 22| 2YME AZRsHIAIL.

keytool A= 0f:
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JKS(Java Keystore)E AM/Mdstl HE 7|& &L

keytool.exe -genkey -dname "cn=myserver, ou=EPM, o=Oracle, c=US"

-alias essbase ssl -keypass password -keystore
C:\oracle\Middleware\EPMSysteml11R1\ss1\EPM.JKS -storepass password
-validity 365 -keyalg RSA -keysize 2048 -sigalg SHA256withRSA -noprompt

AZN 23S YABILCE

keytool -certreq -alias essbase ssl -file
C:\oracle\Middleware\EPMSystemllR1l\ssl\essabse server.csr -keypass
password

-keystore C:\oracle\Middleware\EPMSysteml1R1\ssl1\EPM.JKS -storepass
password

HUE 7|E HLZEFLCHOI2{ S HAHE At openss1 FE2IE|7 ERE).

1. openssl.exe pkcsl2 -in C:\oracle\Middleware\EPMSysteml1R1\ss1\EPM.JKS
-passin pass:password -legacy -nocerts -out
c:\Apache24\ssl\Apache24.key -passout pass:password

2. CA(RIS 7|2HE ArEst] M= WEE ASM 230 MEstal Chg THo|
2ojgaLic
C:\oracle\Middleware\EPMSysteml1lR1\ssl\essbase.cer.

FE CAQEM 7IX27| U M|

FE CAQISME SSLS A Yste | AEE|= Q1S9

SEHS HOIFLIC AZMo
M5t G AFZE 7l 7|9k UR|A|2 QIS Bolsts 374 7(7t Eatelof 2

& LC

SSL AS Mo MYT QIS 7|2 RE CAJASME 7t 2 - ASHT
Essbase A{H| = 0f|0| M EQ} HAEI 22}0|E0]| Essbase MH Q12 A{0f| AT CAQ
FE QASME AU S2HO|HE0| gst 7| Y0 RE AS M7t 2= Of

I
UA| &SI, 2ot ISA Z oy RIS FRSHUAIL.

—

» 2.
O Ek

Ofe] 247t SHLIS| M iAo B2|E 5tLie]l 2E CAQISME A Y &
St

(e]]
A

CA M3 ASA 23]
=
o

CAMB ASA

nx

Z|of giM= e 3 E IRSHAIL.
e Essbase0f CH3t Weblogic TLS ¢
« TLSQ2SAM YH0|E

CtS Of2ff t1s.properties I YHO|E

!
x
2!

$EPM HOMES%\essbase\bin\tls tools.properties:
certCA=c:\\ssl\\ca.crt;c:\\ssl\\intermediate.crt;c:\\ssl\
\essbase.key;c:\\ssl\\essbase.cer;
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&

C:\ssl\ca.crt - root CA certificate.

C:\ssl\intermediate.crt - intermediate CA certificate.
C:\ssl\essbase.key - your private key generated in the previous step.
C:\ssl\essbase.cer - your server’s signed certificate issued by your CA.

C28 AlH5I0] Essbase AHE A Q1AM 2 QIG|0|E & C}.

set ORACLE HOME=c:\OracleSSL

set EPM_HOME=%0RACLE HOME%

set WL HOME=%0RACLE HOME$\wlserver

set JAVA HOME=%0RACLE_HOME$\jdk

set DOMAIN HOME=%0RACLE HOME%\user projects\domains\essbase domain
%EPM _HOME$\essbase\bin\tls tools.properties:

%ORACLE HOME$\\jdk\bin\java.exe -Xmx256m -jar $ORACLE HOME%
\essbase\lib\tlsTools.jar $EPM HOME$%\essbase\bin\tls tools.properties

Essbase SSL 47 AH|0|E

essbase.cfqOf| Ct2 ZfS A|A5I0] Essbase MH| & S2}0|HEQ| SSL MES
A Aol gL Ct.

. SO BCE AlBOR |Yste M3
. AP7| REZ AIBOR A5
- ZE2I0|HERI EASI= 7B 2E
e HOILE
. Az Re

e Oracle Wallet 42

[
-
|

» =.
;’ 0

essbase.cfgOf|A] F=2hal T4 07 H4(£5], EnableSecureMode 2!
AgentSecurePort)E F7}5

CI20|| Q= essbase.cfgs YH|0|ESt2{H:

ESSBASE DOMAIN HOME\config\fmwconfig\essconfig\essbase

1. 'Roﬂ et M4 S LHALLICL 7|2 Essbase ¥ 2 WA =[O JAELICL 7|2 S&E2
ZoliOF 5= B2 essbase.cfgOl|AM AFBALY S| & HE R 7IELICE O|E &0
EnableClearMode._ J|2Mo 2 AEL|0, 0] A0 e} Essbase A= A4S SIE|R| o2
2Hdg Soll S4 = USLICE Essbase AHO|M QS3tE|R| b2 2HEE Solf S4/5H=
78 N essbase.cfgoﬂ EnableClearMode FALSES Z| &5l OfF €tL|C}. CI2 E|O|ES
2k R SHAA| 2
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H 2-5 Essbase SSL A&

L/
83 4yt

EnableClearMode? Essbase 0 Z2|#|0|41 1} Essbase 0|0| 4 E 7t0f| 2t55tg| A
t2 S4I0| A2 ELLCH 0| SE4 &It FALSERZ HY T
EssbaseO||A H|SSL 24 2{2|5}7| %&L|C}.
7|22k EnableClearMode TRUE

0: EnableClearMode FALSE

EnableSecureMode Essbase 20| E2} Essbase 0f|0| M E 7H0f| SSL &S 5}
SAI0| AFZELICE O] SR HEEE TRUEZ A 43l 0F SSLO|
Al AL
7|27} FALSE
0j|: EnableSecureMode TRUE

SSLCipherSuites SSL S410] AlES &5 2 30| HFEH =AUZ BAIE
ZEQLICt Esshase 00| HE= 0|2{5t &= 22 F otLIE
SSL S4I0|| A2 LTt O[0|HEI YS 22 M
3 220 HYA S 220) 71 & 4R
Fo{ gLt
7|22k SSL_RSA WITH RC4 128 MD5
0f]: SSLCipherSuites
SSL RSA WITH AE 5_2 5 6_CBC_SHA2 56, SSL RSA WITH AE 5_2 5 6_GCM_SHA3 84

APSRESOLVER Oracle Hyperion Provider Services URLQIL|C}. 02
Provider Services A{H{E A2 2901 32 Zt URL2
MO|ZE22 Aot 23 A2,
0f]: https://exampleAPShostl: PORT/
essbase;https://exampleAPShost2: PORT/essbase

AgentSecurePort OO|MEY} =4l5t= 2ot ZEQL|CH
7|27k 6423
0f]: AgentSecurePort 16001
WalletPath ZE CAQSM LU MYE Q2 A E *2A5t= Oracle
Wallet(1,0242} 0|2hH 2| 22| L |C}.
7|22t ARBORPATH/bin/wallet
Of: WalletPath/usr/local/wallet
ClientPreferredMode 3 SCIO|HE MMO| BE(EQF = ZR7)Y LT O]
SEYEE Hoto= HYstH SSL 2E7t 2E MM
AtEELCH
0| SE4EE X712 dsIH 220|9E =212 230
HOLAHE 7|9/ E7F L0 Q=A] O F0] @2t &0
MEEIUTE MMT SSLIZ 32 AzstAlL.
7|87k CLEAR
0f: ClientPreferredMode SECURE
¢ lessbase.cfgllM Y S2HYEE AIRE 4 Q= ER 7|30 HEELCt
*  2EnableClearMode 2 EnableSecureMode € C} FALSER M |= 22 Esshase’}
2+551R| oA &Lt
¢ 3 Z20|UELE 0| 4HES AR50 Essbase?t B Ot HAS MZsh 21012| H|EOH HES
HES AR ZHBLCL

2. essbase.cfgE A&t T &EL|CT
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SSL& £ Essbase =& HG|0|E

\J
s

0| MM2 Essbase 24t B0 Ot H 2 ElL|C}.

M3 L8R CH A
. EssbaseOﬂ TSt Weblogic TLS (&2 A4
e TLSQZSM YHIOIE

A 2|2| ESSBASE DOMAIN HOME\config\fmwconfig\essconfig\essbaseZ O| ot
essbase.properties IIAUOA CtE SEEEE +HELICL

* essbase.ssleverywhere=true
e olap.server.ssl.alwaysSecure=true

. APSRESOLVER=AP3_URL
APS URLZ Provider Services URLE HFEL|C}. 02| Provider Services AHE
20 42 7t UrRLEZ MOIZ2E AtEct0 FLEELCH.

https://exampleAPShostl: PORT/essbase;https://exampleAPShost2: PORT/
essbase.

Wallet 20, Walletssl &0, essbase.cfg I} 2! essbase.properties IYUS CHS
ZZ0f| SAFL Y.

2%+
Essbase 21cOj| Cigt SSL

AE

Chof

o

B 26 |:|.|AI- A2
CHat A= Wallet Walletssissba!aestg)ase.
propertie
EPM ORACLE_HOME\common\EssbaseRTC-21C\11.1.2.0\Hi¢}| o of of
EPM ORACLE HOME\common\EssbaseJavaAPI-21C\11.1.2.@\bin| 0] o o
ESSBASE DOMAIN HOME\config\fmwconfig\essconfig\aj| off of| of
ESSBASE DOMAIN HOME\config\fmwconfig\essconfig\gs¥base| 0] off off
MIDDLEWARE HOME\essbase\products\Essbase\templatjedi|filesOttssbasd| o
MIDDLEWARE HOME\essbase\products\Essbase\Essbasd3rver{Blin |0 of|
MIDDLEWARE HOME\essbase\products\Essbase\aps\binf O o o o
MIDDLEWARE HOME\essbase\products\Essbase\eas of o of o
MIDDLEWARE HOME\essbase\common\EssbaseJavaAPI\bifd| of| o o
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226 (AH) Y 3=

2%t

Esshase 21cOj| Ci st SSL

CHA A2 Wallet | Wallets s!ssba!

eesfipase.
propertie

o

Oracle Hyperion Financial Reporting?2t 5

EPM ORACLE HOME/products/
financialreporting/bin/EssbaseJAPI/bin/

Zkn: A 4| SSL 2H40{| M Financial Reporting0i| & Z5t2{™
Esshase 22{AF 0|50 ZRYL|L). SAE 0|FS AHESH0]
AZ5HH HZ0| LTlsHA U T

ol

o

ol

o

Oracle Hyperion Planning 2t 5{ g
EPM ORACLE HOME/products/Planning/config/

EPM ORACLE HOME/products/Planning/lib/

ol

o

o

4. CIS3 20| 87 B4E SYELCH

*  Windows: A A|AE ¥4 APT DISABLE PEER VERIFICATIONS Aot gt

12 dg gt

e Linux: setCustomParamsPlanning.shO{|A

API DISABLE PEER VERIFICATION=1 A|A|O{E Z7fgL|C}

JAPI 22I0|HEQ| SSL SEYE AIBAIYe

——

JAPIS AI25H= Essbase AL AO| 4L 042 7
essbase.propertiesO| SSHEE X &ot0] 7|2

4

N

|2 SEYEIHAR E
SEYEE UA

A
=2 T M

EO|S0M HEA|ZEl SSL S22 E = 20t essbase.propertiesOf A
e S22
oL- O

=)
Q| FotE L 2/ F3teA| &

JAPI 22t0|EQ| SSL SEYES YH0|ESIHB LS &

11.2.0/bin/essbase.propertiesS YL|C}.

SEYE0| tist 42 O3 H0| 22 ZZR3HYAIL.
Clot= S5} essbase.propertiesOff Z&HE|0] QYA

IS Al2.

H 27 JAPI 22}0|UEQ| 7|2 SSL S2HE

—_—

EZEE F7I5H0F LY.

SHSHL

od

|Ct.

20| it SEYEE YUIO|IEYULE AFEAIYS| 7158 JAPI 2210[AUE

BIAE MZT|E AE0I0] EPM ORACLE HOME/common/EssbaseJavaAPI-21C/

ojn

24e 4%

olap.server.ssl.alwaysSecE®HO0|HEJ} 2= Essbase QIAEHA

—

true2 HASHIA|L.
7|12k false

of ChH ALSHOE 3t
BEE MYFLCE SSL 2ES HE5H2{B 0| S2YE U2
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H2-7 (H2)JIAPI 22|0|91EQ| 7|2 SSL SEHE

. ____________________________________________________________________________________________|
w3 A4
olap.server.ssl.securityHEREES 2{2|5t7| @ISt IH7|Z| O|2QL|C}. CI2 X2|7|&
HAISIES 0] 2f8 BHEe =+ A& U
7|22t java.protocol.handler.pkgs

olap.server.ssl.securityPOrad®®fM = Sun SSL T2 EZ L3S AFEEL|CE CH2
HBAE BAISIESE O] g2 HET & ASUCHL
7|22k com.sun.net.ssl.internal .www.protocol

olap.server.ssl.supportedEiPhEMNS Qo AFRO2 MAS 2I1 US9| 2l H2 L2
=EQLICH Essbase”t A|¥ot= Y= 0 X| Hsl{Of BfL|CY.
of|:
SSL RSA WITH AES 256 CBC SHA256,SSL RSA WITH AES 256 GCM SHA384

olap.server.ssl.trustManagER& &QI5t10 QIS A OtV IRE H A5 SSL ISME
HE5He O AF23H= TrustManager S2iA QI L|C
72Ho2 0| EYEE 2 R HAE AASEF
YR ESUC
stol ZALS AR QoY RE AZ HADI HBE 4
e 7|2 TrustManager S2{A Q!
com.essbase.services.olap.security.EssDefaultTrustManager
2 0| o7 40| ZhE HESHIAI2.
AEAtH Q| TrustManagers +315t2{H
javax.net.ssl.X509TrustManager QI E{HO|AS
T8iohe TrustManager 22fA 9| M| 224 0|22
A|ATHA| 2.
ofl:

com.essbase.services.olap.security.EssDefaultTrustManager

ojn

3. essbase.propertiesE A&ct = E&LICT
4. 2= Essbase 1+H2AE A A|2FEHL|CY.
C 2H AMZ
MEE SSLHE d4
Oracle Essbhase -4 2A(0f: MaxL)= secures A4 7|2 E2 ARSI Essbase Of| 0| HE0|
HZETC =M M| 2f|H0jA SSLE A0S 4~ USLICE O|E S0 MaxL 2L0(M TS BE &

SIS AI3510] MaxL 2} Essbase 00| HE 2Fo| 0t 128 M3 4 QU&LICH

login admin example password on hostA:PORT:secure

login admin example password on hostA:secure

essbase.cfgOi| | FE T AHECH MAY A[0{0] M7t ASUCH dE 7| ET}
A| 4L R| k2 AL Esshase 22t0|HE = CclientPreferredModeOf CHEH A= 448 AMESHO
Essbase®t 20t HAS A[2IS AR BYTILICE ClientPreferredidode H0| QIO 2

YR b2 7 HEe AP S St S0l ~AFLI L
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HOt 0f|0|HE = SSO &dst

o

PR

+  AYx[=SSO Y

e Oracle Access Manager2| A2 ARl 2

+  OracleAS A2 Afol2

e SSOE 2[5t EPM System A& E&

+ D 2| A FS A8t Hel= 7|8 SSO

e Oracle Identity Cloud ServicesE £ EPM SystemO|M T{2|= 7|8t SSOE A|¥ot=S
24

*  SiteMinder SSO

+  Kerberos A2 Afol2

e SSOY| Cialf EPM System T4

¢ Smart View2| &= Atl2 M

A HEl= SSO EE

ORACLE

Performance Management System A| =0 2 &3sl0F eL|Ct. CE E= EPM System H|AEE
AFE3t0 EPM System= 48 L AFEAIY S| ¢ 7|8t SSO &2 410t S 4 USLIC

SSOE AME35t2{E ¢ ID 2| E240| QISE AFZAe| 219! 0|FS Oracle Enterprise
cC

- HTTP 2|2
o ARRZ}Yol 21901 Sa2jA

©  HTTP HE50l Helz

o HTTP 2HO|A 2AZA AR} 7HH 27|

« D | AFS AtEstes ez V(g S

=,
=O2 A M2 oS 2[F0]d ME ZH0l| S2t0|UE USAH AS(FHE SSL)S

1==4
#5te 20l Z5UC

=
L
220 M ID LS 2loll H2|Z2| AtEAL IDSE HEoteE HAEES AHESE
- A

HTTP 02| 2

0SSO(Oracle Single Sign-on), SiteMinder t£= Oracle Access ManagerE 2! ID 22|
SRHOR AIZ 201 22 ALBAIYO| HTTP 012|20| QIEE Al22I0] 2191 0|28 EPM
System LHRAZ HYSIES EPM System 2O M A5 = MEHSHL|CY
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A d&|E= SO Yy

EPM System A|& AF22}2| 2191 0|22 Oracle Hyperion Shared ServicesOf|A A2}
ClallE2|E Fdote S0 A|EE Login Attributeli 2|3 2FE LT, Login
Attribute0f| 2+5t ZHEHSE A2 Oracle Enterprise Performance Management System
AIERF 2 oF 22) 7f0/=9| "OID, Active Directory 2! 7|E} LDAP 7|8t AL 2} C|2HAE2|
7" JRSHAI2.

HTTP Bi2[20= 232 £92=2 Y& &9 20| A{OF YLICH oS S0f uid?t Login
Attribute gfQl FR HTTP 2|22 uid £ ¢S WLaHOF FLth

AMEAFYO HTTP 02|Z2| 2| L L3lof| THEE AHMIS L2 7l ID 2| 224 2YMS
2R SHIA| 2.

EPM System EQt2 HTTP Hz|22 22
ServicesOi| T+4E AHEAt LIZIE2|0f CH3 HSELICH

AFE2tgel =20l Eafia

AE 201 A @ ID 2| £242 CHE2] MO tish AtEALE S5, QS E
AE212| QIS ME SSO HFHLIS 22 Haslsto] Li2AEF A|ARO0M SSOE ALEY

9 =
= UEE LG & ID ge| £240] EPM System A|Z0|M 2| @5H2| ¢= HAHUSS
AESBAHLE SSO BIFHLIZO|A Login Attribute gtS AFEE &~ Gl R AFBAYS
2701 A E AESHH Login Attribute 252 IHYA|ZH EPM System A 0|
ergc,

AEAE Ll 291 Z2HAE AHESHH EPM SystemOf A X509 QIS M 7|8 Q1SS
ArEste 22 O 0| HESRL S8 4 UG LICE O S HHLISS AEstHE EE 37
MHE|A APIE F13510] EPM System 7242421 4l ID 22| £2M 7t SSO
QIE{H[O|AF FO|5HOF LT AFEAY S| 2101 SefiA= 210 £4 ¢tS EPM System
AH|E0f| 3o §HLICE Login AttributeOf| 2ot ZHEHSH A2 Oracle Enterprise
Performance Management System Af&Xf &2 0oF 22/ 7}0/=2] "OID, Active Directory !
7|E} LDAP 7|8t ALZ2t LA E2| 4"S ZZTHAL. E TE L 7 HAl=
AREAtE Ll 2701 Z2HA o2 ZIRSHAL.

AtEAFELel 2921 ZeA (7|2 0|§2
com.hyperion.css.sso.agent.X509CertificateSecurityAgentImpl)E At25t2{H
com.hyperion.css.CSSSecurityAgentIF QIE{H|O|A 1SS SefA B2 M A2 4
AO{OF LIC}. cSssecurityAgentIFE AHEAL O| S 2t HUHS (MERAIGHE HMSEY|
2[5t getter | AEF Z2|BfL|Ct. QIE{HO| A0 A Null H{YHS Z BHetsh= 3 2ot
ISOIM HZAE L2 4= Ue HSAZ 2[5t Y E AZAe| AtE AL 2AHE
SHRIBL| Tt QIE{TH[O| 20| A HILHSOf| CiSH NullO| OFLl g3 gHetsh= < EPM
System2 O| 50j| A Btetst AFE A} 0|52} HIYRHS Z AHESI0] & elSsten

A =gt

CSSSecurityAgentIFe= 27tA| IME =, getUserNamed} getPassword® T+ &L C}.

getUserName A&

O BMEx= QIS0 this AHE At 0|55 e

java.lang.String getUserName (
javax.servlet.http.HttpServletRequest req,
javax.servlet.http.HttpServletResponse res)
throws java.lang.Exception

fol

req OIfI4 AL 2L 015
ABILIC res A4

for J

olots O At &= FEE MYot= HTTP 238
.

—
beS floh 02| 28 E)= ABEA| BELIE

r
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Oracle Access Manager2| A= AtQI2

-

getPassword A&

O] A Q120 CHsh ULt EIAE BIUHSES VIBIFILIC B LU S ZALS MeK AFIQILC

— O 2= T

java.lang.String getPassword (
javax.servlet.http.HttpServletRequest req,
javax.servlet.http.HttpServletResponse res)
throws java.lang.Exception

req O7#4= AHEA} 0|52 &Qlste Ul AFEEl= YEE WEdte HTTP 23S HEEUL
res Of7HEH(Y 282 2l5h 02| 2 E)= ABEIA| GELItH

HTTP H3HE0] 0f2l2

EPM System E9t2 HTTP &gt
HECZ Login Attributel| ZfS
02l22 F2245H AHgAtel 210!

ot
2

ArE35H0] ¢ ID 22| £F 40| M EPM System
Al e EPM System A Z& 320

HTTP 20| 212 AF22} 71227

EPM System 202 HTTP 243 AtE5}

Login Attributef| Zf8 HYSIE=ZE X|THLCt | ID 22| £FMO0| setRemoteUser S4E
Ar25H0] A=l Login Attributel| S ESl6t= HTTP 218 Y6 42 0| SSO
HAEE AFESHYAIL.

ID 22| HIES A8st= o{e|Z 7|4 QIS

—_

EPM SystemOj| M= Oracle Identity Cloud Services, Microsoft Azure AD, Okta2} Z0| 2|2

7|8t Q1SS X|Yot= 2E ID H2| HESE AHYLC 7HE I AE2R= O3 &L

o ek IEA| AS SH= H0|E0| OfZ2|AH|0|H2 QS LR 42 HER T WMAS
A|5tot0] EPM System T QA E HS LT}

«  70|E<)0| OfZ2|#0]4-2 EPM System LA 40| CHEH HTTP(S) S 7t2211 ID 22|
HSZONM AFEAIE 21358t = EPM System 1240 243 MEst=S gL T

*  23& EPM System /240 dE5H= St A 0|EQ)0| OfZ2| A 0|42 QAUSE ALZAI2]
IDE HTTP 2|2 2= Edll EPM System 14 A2 MIOFHL|CY

0| Q1= AlL}2|2Z X 5t2{™H EPM SystemO| HTTP(S) H2|=2 2%

ALEZ} ID2 2535t E g =00 &L Ct.

o
ofm
:Iog
2

Oracle Access Manager2| A1= A2

ORACLE

Oracle Enterprise Performance Management System2 27191 &4 10| el AR 1A 9|
HTTP 2| 2(7|&2 0|2 HYPLOGIN)S 4=25l0{ Oracle Access Manager2l E8HE!L|C}. Oracle
Hyperion Shared ServicesO| A 2|2 AI22} CIAME2|E S T 291 £40| MLt
Login Attribute0]| 2t5t ZHEHSH M2 Oracle Enterprise Performance Management System
AFEXf Lot 22 7F0[E=9| "OID, Active Directory 2! 7|Ef LDAP 7|8t A22} CjHAIEZ| 2H"S
2EZSHAA| 2.

EPM System0f| 2121 £ g2 AS5h= 2= 2|2 0|2 AFES = UASU L 0el=2 0|§=2
Oracle Access Manager0f|A] SSOO|| Clisf Shared ServicesE 4 I AFESHL|Ct.
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Oracle Access Manager2| A= A2l

rto ox

EPM System2 211901 &4 712 AFESI0] LA E AFZZ} C2IE2|(0] B Oracle
Access Manager’t AL2ZE Q1S ot= AR A} CHIE2])0f| CHaH AFZALE Q1S5 EPM
SystemOf|A SSOE A2 2 M 4 Q= EPM SSO EE& MA&tL|C}. Natlve
DirectoryOf|A] AFZA0]| List Z2H|A'd YEES §.C’_| tod EPM System 2| A~AO0|| Ci5t
HEHS ARZALO||AH| SO T

» X.
b’ L

Thick Client?! Oracle Essbase Administration Services 252 Oracle Access
Manager2| SSOE A|¥sHA| Y&L

Oracle Access Manager 7241 HTTP 2|2 2 A2 =00l M Z2 EfA 3 £3H0|
CHSt A E = Oracle Access Manager AHAMO0|| A|&Z%| 0] USL|CH O] 7t0|=0j| A= CHS
EfAIE 225 Oracle Access Manager HBjZ7} 2t= ZOIEF‘ g et .

«  EPM System 1A2A0 L5t Z2H TOjQl A%
. 210l &4 7F2 EPM System0j| AEst= HTTP 2|2 1A

© 258 2|40 LIYE EPM System 2|AA BS. 85 2|AA0| TS MM A
222 Oracle Access ManagerOf|A| $~34ElL|C}.

« 235 A 2|20 LIYE EPM System 2|AA 25 G4 25 A El 2|20
TSt M|A QA2 Oracle Access ManagerOf| A 488 =| 2| k& L|Ct.

Oracle Access ManagerOf|A] SSOO]| Cisf EPM Systeme 1A&5H{H 22 4

0

[2]=

1. Oracle Access Manager?} AFEAIE 0125t O AFESt= AFR 2} CIAIER2|E EPM
System?| 2|& AIEZ} CjHEZ| 2 Z7f°*|—| Ct. Oracle Enterprise Performance
Management System AfEX} 2ot 22/ 7f0[=9| "OID, Active Directory 2! 7|E}
LDAP 7|8t AtE X} CIHER2| L H"S 2R GHAA| 2.

QAUS &ol2to] HEHL|Of ALZ 2t T ER 7t QS E SSO

2. SSOO| tisf EPM Systems= LA EHLICE SSOO| CHsH EPM System A&
2R SHMA| 2.

SSO A|ZAl E£= 0f|0|ME 2 20| M Oracle Access ManagerS MEHSHL|CL Oracle
Access Manager2| HTTP 2| =0| HYPLOGIN 0|2]|9| 0|52 AIE35I= A% SSO

2
HFHLE S5 Hol HAE A0 ALYl 02|z 0|52 YA LICH

[

3. Oracle Data Relationship Management2t s{{&:
a. Shared Services /=0 Cliall Data Relationship ManagementS 144 §L|C}.
b. Data Relationship Management 2&0{|A] SSOE Al2S =2 MAEHL|CY.

ZIM|EH L2 2 Data Relationship Management A ME IR 5HMA| 2.
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OracleAS A2 ARl

ol

OracleAS Al= A&

ORACLE

0SSO(OracleAS Single Sign-on) &M OID(Oracle Internet Directory)E A} ClRAIEE| 2
ArEste ¢ OfZ2|#H0]430f| Tt SSO WMA S A S ELICE AFEA= OIDO|| HO|E AL AL
0|21} HIUHS E A3 Oracle Enterprise Performance Management System A|-Z0|
Za0lgu .

=& EER

Firewall

WebLogic Server
EPM System Products

Browser

EPM OHS with
mod_osso, mod_wl_ohs,
and mod_proxy

OSSO Tz MA= L3t Z& L

1. AHEAH= EPM System URL(OI|: http://0SSO_OHS Server NAME:0SSO OHS Server PORT/
interop/index.jsp)= AFR25t0] OSSO £ OfE2|#|0| M2 Hol=l EPM System
TR0 BN ABILCY.

2. URLO|| OSSO E&7} AEZ&|2 2 Oracle HTTP Server0f| BHEEl mod ossoZt S
72 L|C}. Oracle HTTP ServerE= mod_ossoS AHESH0] &gl £7|E 2HQIgL T
LAM HESt 7|2 A2E 4= Q= B R Oracle HTTP Server= AF2AHS OSSO AH 2
2| ELICE O] MB|= AFZAIO|A| QIS A E 25t OIDO| Clish QIS ME USELICH

3. OSSO MH= 0bSSOCookieE +4445t1! Oracle HTTP Server2| mod osso Z=0f A|{E
BFSetL|Ct Oracle HTTP Server= E2p24{0|A obSSOCookieE A& efL|Ct Eot
mod_wl ohs(Oracle WebLogic Server)E sl 22 EPM System 2|AAE
2|C|2AMEHL|CH 22 EPM System 2| AAZ X E5}7| 20| Oracle HTTP Server0j| A=
EPM System 20t0|M SSOE A2 2 MASH= G| AFSt= Proxy-Remote-User 2|2
ddguch
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OracleAS Al = AfQl2

EPM System 82 A= S| ID7} Proxy-Remote-UserOf| Al AME|= ALZA}I}
OIDOf| A=A| SUBFLICE O] Z2M AT} 255t H 0SSO MHZ 4 E OIDE
Oracle Hyperion Shared Services2| 2|82 AIZZ} C|HAE2|=2 F1al{0F §L|C}.

2tAMSH 7|58 L& Oracle Application Server Infrastructure

Oracle Application Server InfrastructureS AA35t2{™ Oracle Identity Management
Infrastructure 10.1.45 AX|5t10 A EL|CT OSSOt A2 MAZ Q=3
0I5 A| 2. Oracle Identity Management Infrastructure 10.1.4 A %|0fl= OSSOS
A|H5te ChE E 247 ZEEof UG T

e Oracle 10g OSSO AMH
+ OSSO M7} ASME HSsts Ul AFESH= OID. B3 710|E& RS AIL.
— Oracle Fusion Middleware Installation Guide for Oracle Identity
Management

— Oracle Fusion Middleware Administrator's Guide for Oracle Internet
Directory

* OSSO MH2| ZHEAERQI Oracle HTTP Server. O] AX|0|= mod_osso”f
ZSE|0f A2E 2 0SSO0 thist IEL o 22|04 S Yole & UF LT

» 2.
O Ex

0| Oracle HTTP Server QIAEAE= OSSO QL 2to| AUELOIL|Ct EPM
System 14 240] CHsl OSSOE 45t= | Y AFEEA| Y& LICE

2| T2 M|A S0 mod_osso?t OSSO MB{0f| TE OfZ2|A|0|H2=2
SELAEA] sty A2.

tAMsH 7|58 A& EPM System H I
EPM System T:4 2 A0 CisH & AMHE 46t HS EPM System Configurator?Zt

Oracle HTTP Server0Of|A mod_wl ohs.conf& Td5t0{ 242 WebLogic Server=
TE Bt

SSLHYZEZ 2235l & RS A7} =SR] EHOIGHAIA| Q.

1.

BiE S HAESHHE L3S S CH
+HE

HaRXE A5t Cf21F 20| 29 Oracle Hyperion Enterprise Performance
Management Workspace URLO]| 2 M| ASFL|CY,

epm.myCompany.cons 2|5 EAIS Q|ct M H2O 2 A3t 44438 SSL LEZ

o

A83H= 22 EPM Workspace URLE Ch21} ZH5 LT}
https://epm.myCompany.com:4443/workspace/index.jsp
[222] StHO|M AL A} O|F1 BT

2aeg st

—= T g

ulu

YEELC.
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OracleAS A= AFQI

4. HHILZE Oracle Enterprise Performance Management System 1/ 2 A0f| QHHGHA|
UN|AT 4 Q| BHOIBHLIC

EPM SystemO]| OSSO AtZ

ORACLE

0| oM = 2tHTIAH L=l 0SSO QT2 QT 7HEELICE. Oracle Application Server
Administrator's GuideS i,: ZSHIA| 2.

EPM System ¥l M{H{HE O}IEL| O E2|A|0|M2 2 S5

Oracle Identity Manager SSO S5 E(ssoreg.sh £ ssoreg.bat)= AR 6}04 Oracle

-

o

he=l
[

Enterprise Performance Management System ¥ MHE 0SSO MHQ| THENMEY| AFEE|=

Oracle HTTP ServerQ| O}EH O E2|A0|He 2 S2&L Y.

0| AX}= 0SSO Ao T2 EA =0 AFRE|= Oracle HTTP ServerE SAESH= ABO||A
TASHIA L. O] Z2MANM = A Lot o~ Sl= osso.confE &S0 AFZAL7t AdESE
2|2|0f| A& ct.

EPM System 2 AHE TIE LS OjZ2|A(0| MO 2 S25f2{ LIS 2Lt

1. OSSO AHo THEJMEZ AZE|= Oracle HTTP ServerS SAESH= A1H-|01|A1 &2

21 Oracle HTTP Server2| ORACLE HOME/sso/bin C|EE], 01|
OraHome 1/sso/bin(Windows)2 = O|&gfL|Ct.

2. C}S3} QAKSHYHS -renote midtier M AFRSI0] AaBILICY

NW
I1J|I'I O|l
L2
O
<

ssoreg.bat -site name epm.myCompany.com
-mod_osso_url http://epm.myCompany.com:19400
-config mod osso TRUE

-update mode CREATE

-remote midtier

-config file C:\OraHome 1l\myFiles\osso.conf

Ofefiof A& O] 0| AtE%|= Oi7iEH+S A LT O] 2F0|M IEH 0fZ 2|01 42

EPM System ¥ MHZ At2%|= Oracle HTTP Servero,:l L|C}.

¢ -site name2 IIEL] OfZ2|#|0|42| Yl AFO|E(Of|: epm.myCompany.com)E LIEFHL|CE.

¢ -mod osso_url® PROTOCOL://HOST NAME:PORT @AIC| IIE L OfF2|#|0|d URLS
LIEFEL|CH EPM System 2] MH{7} S0{2= S2I0|HE 2¥= +25h= URLY LTt
(Oll: http://epm.myCompany.com:19000).

¢ -config mod osso= IEL] OfF2|#|0]40| mod ossoZ AHESH=A| SHQIgL|CE.
osso.conf= ‘4452 config mod osso’t Of7fHZ HLEtSHOF BFL

¢ -update modet= YH|O|E REZ LIEFHLICE 7| 2219 CREATES AMESIY Af 2|2ES

MM EIAIA| 2.

¢ -remote midtiere mod osso ItEL] OfZ2[#|0]/ 40| ¥ & S7t AS0|| Y=H
A gLt TtELH 0iE2[70]410] OSSO AMH] 0]2|2| oracLE HOMEO]| U= B O]
S AR

+ ~virtualhostE IIEU OFE2A01 URLO| 74 SAEQIS Uitk Ty
SAES AR S B2 Of OHHAE ARSI OHIAl,
714t BAE0] GIZE TIEL| 0hZ2H[0]4 URLS SZotis A2 hcod. contOlH 714t
SAES O[S0} BLICE ME{ARh Thy SAE HO|S HZFHAIAIR.

¢ -config file osso.conf ItYUO| M/ HE HZ2E LIEFHL|CL.
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OracleAS Al = AfQl2

0

MEHAFSH: JHAF SAE Mo

IIE L OfZ2|H|0|ME SET U} 7HA SAE URLES AI23H 2 EPM System | A{HZ
A2 E|= Oracle HTTP ServerOf| M httpd.confE @H|0|E 6}01 Tt SAEE AHO|5l0f
gfLct.

=

e SAES YOSt E thgE AL

1. EHIAE MRUT|E AR50 EPM_ORACLE_INSTANCE /httpConfig/ohs/
config/OHS/ohs component/httpd.confE & L|C}t.

2. L33 RAFSH ZO|E 2IIELICE O] FololM= & M8t
epm.myCompany.com: 19400 ZLEO| 7}AH B epm.myCompany.comO|A A& Z0|2t
J1ERILICE AR 2 dE S L
NameVirtualHost epm.myCompany.com:19400
Listen 19400

<VirtualHost epm.myCompany.com:19400>
DocumentRoot "C:/Oracle/Middleware/user projects/epmsysteml/
httpConfig/ohs
/config/OHS/ohs component/private-docs"
include "${ORACLE_INSTANCE}/config/${COMPONENT TYPE}
/${COMPONENT NAME}/mod osso.conf"
</VirtualHost>

mod_osso.conf 44/

EPM System ¢l A{H{Q| THEMEZ AL %= Oracle HTTP Server0 mod osso.conf&
HESHA2.

mod_osso.confE M5t LSS
1. HIAE HAUJ|E AMRSHY] DM 2 A48
I 3

o /A =2 =
2. O3 2H=E

LoadModule osso module C:/Oracle/Middleware/ohs/ohs/modules/
mod 0S5S0.s0
<IfModule mod osso.c>

OssoIpCheck off

OssoIdleTimeout off

OssoSecureCookies off

OssoConfigFile C:/Oracle/Middleware/user projects/epmsysteml/
httpConfig/

ohs/config/OHS/ohs component/osso/osso.conf

3. <Iftodule mod_osso.c HO| LOIA CLS3 RAS 912] HOlZ E8510] 0SSOS
Sl B55l2fE 2t 2|42 SOIFLICE

<Location /interop/>
require valid user
AuthType Osso
</Location>
</IfModule>
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3%
OracleAS A= A=

-

4. T2 mod osso.confZ A ZELICE

osso.conf A{H{Z]|

EPM System & MHE IIE L 0 Z2[#0] 422 SE(EPM System @ MHE THE

ofZ2A 02 55 &2)dte T2 MAe g LOord 4= gl= osso.conf MMAUS -

contig file AIA|OJZ BHolEl 9l3(0) MBI

o550 con 2 AHAI5HIB C1SS ABBILICY,

1. EPM System 2 AJHIE IE 02230/ 402 S2F 1] S osso.conE HELICH
(EPM System ¢l MH{E IIEL OiZ2|A0|H22 S5 2IX).

2. mod osso.conf(mod_osso.conf &4 2t2)0f Z|=|0 U= 0ssoConifgFile SEJEE
Soff Q1= CIAEZ|(0OSSO Mo ZTHEMEZ AR E|= Oracle HTTP ServerQ|
CIAE2|)0| osso.confS SALELICY

0SSO0 CHslf EPM System 14d

OSSO £&M1t £E8FEl OIDE EPM System?| 2|2 ALEA} C{HE |2 F1/45t1) SSOSE
AMELZE METHIAIL.

0SSO0|| Ci5H EPM SystemS AI5t2{ 01 CHSS 43HEHLICY.

1. OSSO £ZMH0j|A 28 At2Z} CIHMEZ|Z Al 6}5 OIDE —TLM%H_I C}. Oracle Enterprise
Performance Management System Af&£Xf 29+ 23] 7t0/=9| "OID, Active Directory 2!
7|E} LDAP 7|8t AR} ClRIE2| 24"S 2,:,*_._&* A 2.

2. EPM SystemO|M SSOE At22 = MASLICH SSOO| CHall EPM System 4

s =
OSSOE ID 2| £FH2 2 F/d5tHH SSO A|SAL = Of|0| M E0f|A other,
SSO H|F{L|Z0{|M Custom HTTP HeaderS MEASID AFRAFHO| HTTP 2|2
0|52 2 proxy-Remote-UserS @& slOF §FL|C}.

3. ofLt 0|49 OID AFEALE Oracle Hyperion Shared Services 22|12 Z2H| 2 &L},

4. Shared Services 20 APIE At235t= EPM System A|Z 1} ALZA1Z 2| OfE2|H|0| S CHA|
INE IR

s 5
Shared Services?} SA| 4=l OID7t Al Z0QI12| &0l & EPM System H|ZS
ARFBHL|CE,
MEHALSH: OSSO AMH{Of|A CIHZ HA|Z] Al822 4

0SSO MH0f| O/ HA|R|Z 7|S5t2{™ policy.propertiesE £ASHIAIL. C|HA
B A|R|&= ORACLE HOME/sso/log/ssoServer.log®l| 7|S&L|C}.

CIH 1 BIAIR|E 7|1 5522 Ch3S sAgLICH

1. HAE MRJ|E AMESI0| ORACLE HOME/sso/conf/policy.propertiess g L|CHOI: OSSO
MH{Q| c:\OraHome 1\sso\conf\policy.properties).
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31+
SSOE 2|5t EPM System A& ES

2. debuglevel SEXHEO| Z+S DEBUGE A EHL|LCY.
debugLevel = DEBUG
3. policy.propertiesE A6t = BHEL|CH

MEiAreh: B2 2|20 Ot CIHZ HIA[Z] AHE

mod_osso.confE £ ESE|= 2|AAQ| OSSO CIHZ AR S 7|S5t2{ EPM
System | MH2| httpd.confE LT CIHZE BA|Z|=
EPM_ORACLE_INSTANCE /httpConfig/ohs/diagnostics/logs/OHS/
ohs_component/ohs_component.logOf|l 7|SELIC}.

Eo5[E 2|20 et HHE HAIXE VIS5t ChaS S LIt

1. BIAE W22 A2510] EPM_ORACLE INSTANCE /httpConfig/ohs/
config/OHS/ohs component/httpd.conf& ¥L|C}t.

2. OralogSeverity SEXEO| Z+S TRACEZ MA¢gtL|Ct.
OraLogSeverity TRACE:32

3. httpd.confE A6t & &h5L|CT

$¢|et EPM System A& E=

A2 21| SSO 20| EOt 0f|0| 4 E(OAM, OSSO = SiteMinder) 2 2|C|2ME| =2
Oracle Enterprise Performance Management System 2| A~AS ES6HO0f SFL|C}.

Oracle HTTP ServerE mod_ossoS AFE5H0 AL ALS OSSO AH 2 2|C|=l | Bt Ct.
AE2t= AHL10] 246 URLO| mod ossoOf|A ES L5 G El 200t
2|2 ElLIC}. Oracle HTTP Server Administrator's Guide2| 20t 22| S 2RI A|L.

SiteMinder SSO& 2|AAZ B &5t WOl Cet 2tH3H LIR SiteMinder 4HAME
ékzor/u”g.

OAMEH 3iE: 7|2 Ha| 20| SEo| 27ts|x| Y= BHLICt.

712402 OAM2 23 &|= URLO|| Pragma: no-cache 2! Cache-Control: no-cache &=
7He| s & F7F&L Y. O|2{gt 5= EPM System 2! @l OfZ2|7|0]/H0j| A 27 tot
FAFet ZHA| Z|A|0{2t SESIE 2 BEetRA7t ds A{5te _O_'OI Tl E5 &&= URLY
ZH=2E HAISHA| =S 4 ASH T

Ol2{gt OAM 3|57t SEO| 27t 2| R=SF st 0| Chet XM|St LIE-2 Oracle
Security Token Service 7} Zgt=l Oracle Access Manager £ Fusion Middleware Zf2/Xf
7f0[E9| "Oracle Access Management A5 2" MMO|M "OAM Ofl0/FE RE'S
2EZSIAA|IL.

BSstglaa

C}S Bl020l B3 T HEIAET} LIHE|0) ASLICE interop S ALRSHO]
0SSOZ g3 2442 25517| 95t PR T2t ZaUct

<Location /interop>
Require valid-user
AuthType Basic
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ORACLE

order deny,allow

deny from all

allow from myServer.myCompany.com
satisfy any

</Location>

SSOZ 2|t EPM System A|Z &

allow from Oj7f#Hps HEAE HS 2 SAY & U= MHE A G LI

Oracle Hyperion Enterprise Performance Management Workspace 2! Oracle Hyperion
i

Financial Reporting2| 22 CtS 0|0 EA|=! 0715 4=0F A 45l 0F §FL|C}.

<Location /workspace>
Require valid-user
AuthType Basic
</Location>

H3-1 HE35% EPM System 2|AA

EPM System | =

2

3

ol o

Oracle Hyperion Shared Services

EPM Workspace

Financial Reporting

Oracle Hyperion Planning

Oracle Integrated Operational Planning

Oracle Hyperion Financial Management

Oracle Hyperion Financial Reporting Web

Studio
Oracle Data Relationship Management

Oracle Essbase Administration Services
Oracle Hyperion Financial Data Quality
Management

Oracle Hyperion Calculation Manager

Oracle Hyperion Provider Services

Oracle Hyperion Profitability and Cost
Management

¢ /interop

¢ /interop/.../*

*  /workspace

* /workspace/.../*

e /hr

*  /hr/./*

* /HyperionPlanning

*  /HyperionPlanning/.../*

* /interlace

* /interlace/.../*

*  /hfmadf

e /hfmadfe/.../*

*  /hfmofficeprovider

*  /hfmofficeprovidery.../*

¢ /hfmsmartviewprovider
¢ /hfmsmartviewprovidery.../*
/frdesigner/**

* /drm-web-client

*  /drm-web-client/.../*
e /hbrlauncher

*  /hbrlauncher/.../*

*  /HyperionFDM

*  /HyperionFDM/.../*
¢ /calemgr

¢ /calcmgr/...[*

* /aps

o [aps/..*

»  /profitability

*  /profitability/.../*
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SSOZ 2|5HEPM System AH|Z 25

H31 (H2) LS8 EPM System 2|42

EPM System A& H355HEHAE
Account Reconciliation Manager ¢ Jarm

o Jarm/..[*
Oracle Hyperion Financial Close o [fcc
Management e [fcel..*
Oracle Hyperion Financial Data Quality ¢ /aif
Management, Enterprise Edition o Jaifl../*
Oracle Hyperion Tax Governance [tss
Tax Operations /taxop
Oracle Hyperion Tax Provision [taxprov
Supplemental Data Manager ° /sdm*

o /sdm/**

*  /sdm/../**

¢ /SDM-Datamodel-context-root/**
Oracle Essbase * /essbase/.../*

*  /essbase/**
e /essbase*

25 e 2lar

CIS HIO|20i= 2= Cf4f0] Ot ABIAET} LIEE|O| USLICL /interop/
framework (.*) &2 AFHESI0] OSSOE 2|AA BSE dfjA|ot7| ?8t +22 Chat
2L,

Ed

<LocationMatch /interop/framework(.*)>
Require valid-user
AuthType Basic
allow from all
satisfy any
</LocationMatch>
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SSOZ 2|5t EPM System 4| & &£

ol o

H 3-2 EPM System 2|22 H35 53|

|
EPM System & B35 3|H|E HEHIAE

Shared Services * /interop/framework
* /interop/framework*
¢ /interop/framework.*
¢ /interop/framework/.../*
* /interop/Audit
* /interop/Audit*
¢ /interop/Audit.*
¢ /interop/Audit/.../*
* /interop/taskflow
* /interop/taskflow*
¢ /interop/taskflow/.../*
¢ /interop/WorkflowEngine
¢ /interop/WorkflowEngine/*
* /interop/WorkflowEngine/.../*
* /interop/TaskReceiver
¢ /framework/lcm/HSSMigration

EPM Workspace * /epmstatic/.../*
¢ /workspace/bpmstatic/.../*
*  /workspace/static/.../*
*  /workspace/cache/.../*
Planning *  [HyperionPlanning/Smartview
*  [HyperionPlanning/faces/PlanningCentral
*  /HyperionPlanning/servlet/HspDataTransfer
*  /HyperionPlanning/servlet/HspLCMServlet
*  [HyperionPlanning/servlet/HspADMServlet/.../*
*  /HyperionPlanning/servlet/HspADMServlet/**
*  /HyperionPlanning/servlet/HspADMServlet*

*  /HyperionPlanning/servlet/
HspAppManagerServlet/.../*

*  [HyperionPlanning/servlet/
HspAppManagerServlet/**

*  [HyperionPlanning/servlet/
HspAppManagerServlet*

Financial Reporting ¢ /hr/common/HRLogon.jsp

*  /hr/services

*  /hr/services/*

*  /hr/services/.../*

*  /hr/modules/com/hyperion/reporting/web/
reportViewer/HRStaticReport.jsp

*  /hr/modules/com/hyperion/reporting/web/
repository/HRObjectListXML.jsp

*  /hr/modules/com/hyperion/reporting/web/
reportViewer/HRHtmlReport.jsp

*  /hr/modules/com/hyperion/reporting/web/
bookViewer/HRBookTOCFns.jsp

*  /hr/modules/com/hyperion/reporting/web/
bookViewer/HRBookPdf.jsp

Data Relationship Management /drm-migration-client
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SSOZ 2|5HEPM System AH|Z ES

H3-2 (4&) EPM System 2|AA 235 513

|
EPM System & B35 3|A|E HEHIAE

Calculation Manager * /calcmgr/importexport.postExport.do
* /calecmgr/common.performAction.do
¢ /calemgr/lcm.performAction.do*
¢ /calemgr/lcm.performAction.do/*

Administration Services * Jeas
* /easconsole
e /easdocs

Financial Management o /hfm/EIE/EIEListener.asp
¢ /hfmapplicationservice
* Joracle-epm-fm-webservices
*  /hfmlcmservice
Financial Close Management * /FCC-DataModel-context-root
* Joracle-epm-erpi-webservices/*
* /ARM-DataModel-context-root
* Joracle-epm-erpi-webservices/**
« /arm/batch/armbatchexecutionservlet
* /ARM-DataModel-context-root

Integrated Operational Planning *  /interlace/services/

* /interlace/services/*

* /interlace/services/.*

e /interlace/services/.../*

*  /interlace/anteros

* /interlace/anteros/*

* /interlace/anteros/.*

e /interlace/anteros/.../*

* /interlace/interlace

* /interlace/interlace/*

* /interlace/interlace/.*

e /interlace/interlace/.../*

¢ /interlace/WebHelp

* /interlace/WebHelp/*

* /interlace/WebHelp/.*

* /interlace/WebHelp/.../*

* /interlace/html

* /interlace/html/*

e /interlace/html/.*

e /interlace/html/.../*

* /interlace/email-book

*  /interlace/email-book/*

* /interlace/email-book/.*

¢ /interlace/email-book/.../*
Profitability and Cost Management +  /profitability/cesagent

*  /profitability/lcm

»  /profitability/control

«  /profitability/ApplicationListener

»  /profitability/HPMApplicationListener
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ID 22| HES AHEStes 02|z 7(8H Sso

H3-2 (4&) EPM System 2|AA 235 513

EPM System | & B35 3|A|E HHIAE

Oracle Essbase * /essbase/agent/.../*

* /essbase/jet/logout.html

o /essbase/jet/.+\.(js| css|gif|jpe?g | png)$
FDMEE » /aif/servicess/FDMRuleService

*  /aif/services/RuleService

* /aif/[LCMServlet

D &e| AlE= Ar&ste 2|z 7[8FSSO

ORACLE

T4 &l Oracle Enterprise Performance Management System. AFZAL0|| A HSHS
2™ EPM SystemOfA] ID 2| A|Z2| ClHEL| MHE A2t A E2| 2 F/d3l0F

ol ol
T|__T_—
_u_

L
2|2 7|8t Q12 0| ||| = A5 A= ID 22| A|E(Microsoft Azure AD, Okta ).
=

ID #2| 4 ES Salf EPM SystemOf| A 0{2|2 7|8t SSOE
0| UG LI AHE SY HAE AL S AS0f tfef tiEa=
ZWI Efﬁl ID 2| HIE 2EA

= =

= el Iy
Oracle Identity Cloud Services& %éH H2|Z 7|8t RI=2 8 FLA5H= Mgt THA|= Oracle
Identity Cloud ServicesE £3ll EPM SystemOf|A T{2|Z 7|8t SSOE X|HGIEE 248 S
2RI 2.

1. ID 2| A F0|M EPM Systems AHE{Z 20| =2 OfE 2| 0|22 SEBILICE O] HAM=
ID 2t2| 22|27t CHEbA| Q1S3 22 A== 7|52 Zatste] HE{Z2t0[= ofZ2| #0442
QIZE AT 4 ABLICH
workspace/index.jspZt 27}El HO|EQ|0|2| FODN(HEat=l =02l O|E)(0l: https://
gateway.server.example.com:443/workspace/index.jsp)= EPM System?2]
QAIE{Z2}0| = OffZ 2|70 URLZ ARSEL(CE

HTTP 0e|2& MIfet=S EPM System QME{Z20[= OfS 2|70 45 & LICH
29| Ofj | A 42 D22 OIS HTTP H2|2 0|52 el 4 UF LI Ol A2
EPM System AFZA1E 1175 & CL te SSYE00F Lt

2. QE{IZ2t0| R O ZE[Z|0| MO QIS E LT EPM Systeml g HYstE= O =2|#|0|d
|
=)

A 0|EQ0|E A5, F-d5ta,
Chs 79 23S ASELItL

HO|EQO] M| FQDN(0|: gateway.server.example.com:443)s WA X|Ho=
AbgEHLICE.

gL

—/

e EPM System?| FQDN(O]|: epm.server.example.com:443)2 Q=& HTTP(S) 242
HEHOF 5tz 2|AAZE AFE L C

3. EPM SystemOi|A{ SSOZ AFR O 2 MA50d O Z2|H|0| M H|0|EQ0|0A HIHEH HTTP(S)

02|z 2 ASYLICH AfMet E2 2ot 4 3 S ARSI
SSOE AFEL 2 25t H thgS +Y L

o=2 T o

a. Oracle Hyperion Shared Services Console0f| A|AEl 2t2| 2t Z M| ASHL|C}. Shared
Services Console AHE 2RS4 A| 2.
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b. 2|, AtEZ} ClUER| Y =22 MEiFiL|ct.

c. Hor2MS =L|C},

d. Y2 ARRIZ T4 MH0K CHSS SFLICH
i. SSO AR =folta MedstL|ct.

ii. SSO AH|2A} L= Hot 0||0|J.‘jE CZ2r}

o
|0|ZJE7} EPM SystemOE ':E%ff at

e. ol -EUCh

EXSHL| T}

=

=S50/ 7|EFE M
| HTTP H2|2S

A
2139/ 0128 A YEL

EHS D Ot
|C}.

4. Oracle Hyperion Enterprise Performance Management Workspace2| 212 0|%F

URL A3 2 EPM SystemOj|M 210t I AFZAL0|A| EA|S 2 I|O| R URLZ
QIC0| EBHLICH,
EPM Workspace2| 212X 0|F URL M2 AG|O|EstaH LSS et CY.

a. EPM WorkspaceO] A|AEl 22| XtZ HMATIL|CL EPM Workspace HMA S
2R SHA| 2.

b. EMH Workspace A%, M M o2 MEASHL|C],

c. Workspace A{H 440 212X 0| URLS EPM SystemOj|A 210t2g
T AFZALOIA EAIS & HO[Z|9] URLZ HZERLCY.

d. Bl =L}

5. Oracle Hyperion Foundation Services 2! & EPM System 22| MHE
AHAI2FEFL L

Oracle Identity Cloud ServicesE =off EPM SystemO{| A
Hel= 7|8 SSOE A|Hot=S= 414

ORACLE

0| AlLt2|20{| M= Oracle Identity Cloud ServicesOf|A] Oracle Enterprise Performance
Management System ALZA}E Q1S5 RS HTTP 2|22 A6t SSOE
Atgez2 dYEU

0| 4l/40f| M= Oracle Identity Cloud ServicesZ E3f| SSO% 2|2I5tEE EPM System2
Aot FLdst= THAO oish dF LT 2 BAIE =&510] 02l= 7|8 @IS0
Z|2Z|= ID 22| A|AEI(Of: Azure AD) EE= IaaS(Infrastructure as a Service) AlZAt=
EPM System?| Bi2|= 7|¢t Q1SS Xl‘l%* £ s

Ng HIAS=2P< t32 s U

o GYY LEA| HES 5= HOIELO] S 2(AH0|H2 AUSEIA| 2 HEHI

Moo —™ - O

WA AZ H5H510] EPM System A RAZ HSFHLICE

«  H|0|Eg0] OjZ2|#|0|H2 EPM System LA QA0 st HTTP(S) 2™ S 7221
ID 2| HZ0|M ALRZIZE 2125t & EPM System LA QA0 LS MYSIE2
oI-[_l |:_|._

* 23S EPM System 714 240] dE5t= 52t H|0|E0] OfZ2[H 0|42 QISE
AL22t0] IDZ HTTP 2|2 232 E3 EPM System A4 2 HTFEHLICH
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AP DA 22 O I gRL

— = o2
Oracle Identity Cloud ServicesE £3ff 2|2 7|8F SSOE M stz{H C20| WL}
« 2tA35| 744 &l Oracle Enterprise Performance Management System.

o QUSE|R] %2 UMAE HSH5H] EPM System= 2S5t et TEA| I t
M=l Oracle App Gateway”/t Q= SAE = HE|0|.
Oracle App Gateway— EPM System 714240 CiSt HTTP 2 S 7t2212 Oracle
Identity Cloud ServicesO|A| AFEAIE 0126t & EPM System0f| 1S HUYIE2
T E|0{0F BtL|Ct. 23S EPM System 1A A0 AE 5= S Oracle App Gateway+—
QISE AHZAI2| IDE HTTP H2|=2 2 S Solf MIfeioF gL(Ch.

«  Oracle Identity Cloud ServicesO{| CHSt = 0{|Q1 2t2| 2} QHA| A,
O] 4EOo|M= T2 ME URLO| AZE LT

ok
mjo
ol
rir

23|

+  Oracle Identity Cloud Services ME{(ID A=52h2| FQDN(Et2tE =0iQl 0|F) 7|& URL:
https://identity.server.example.com:443/

» Oracle App Gateway A{H(#|0|EQJ|0] 0= 2|H|0|HES SAESt= AMH)2| FQDN:
https://gateway.server.example.com:443/

e EPM System?@| HIE{Z2}0| = 0= 2|H|0|4 URL. workspace/index.jsp/} &7}t=l Oracle

App Gateway A{H{2| FQDN@!L|C}.
https://gateway.server.example.com:443/workspace/index.jsp

# Note:

Oracle Identity Cloud Services 2! Oracle App Gateway= HTTPS 2| S Z&5t==
THELICH EPM System®| 29 HTTPS 2|22 MEHASHOILICE
0| AHOf|M= EPM SystemO| HTTPS XS Z&otE2 -S| ACtD YL T

EPM System0f| B2|= 7|82 S AtE

Oracle Enterprise Performance Management System0i| 2| =2 7|8t Q1= 3 AIESIES
24sh= U= CE2a ds U

«  Oracle Identity Cloud Services0f| EPM System O§Z2|#|0|A L A|0|Eg|0| 27}
e App Gateway T+

« HSRHE 2Ist A2 HHEER] 7Y

e EPM SystemOf|A] SSO AtE

« EPM Workspace A7 iG|0|E

Oracle Identity Cloud ServicesOi| EPM System OfZ2|#|0| A & A|0| E<|0|
=

Hz|Z2 7|8t Q1SS M 5te{H Oracle Enterprise Performance Management System=
QAHIE{ZL2}0[ 2 OfZ 2| A0 22 244 3lof BLICt.
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Oracle Cloud Identity Console0f|A<{ EPM SystemS lE{ZL2}0| 2 OffZ2|F|o|HM 22
=
EPM SystemE AE{Z2t0| 2 OfS2|H 0|2 Z2Tlst2{H CHSS L Ct.
1. Oracle Cloud Identity Console0f] =0 2+2|Z}2 HM|AFHL|CE.

a. HetRAE AHESHH https://www.oracle.com/cloud/sign-in.html &2

Ol=¢gfuct.
b. Oracle Fusion Cloud EPM A& 0|28 QlaighL|C}.
(o]

c. Oracle Fusion Cloud EPM #|Z 219! I{|0| 2|0 A| A}2Z} 0|2 Q! H|UHSTE
YHstl 2002 SELCt
d. UlH|A|0]d 2t7|0|| A AEZL ID(7|2) =22 LT

e. IDE&S +EUC

2. EPM System2 ME{Z2}0|2 O} Z2|H0| M2 27} C}
a. UH|A|0]Md H=t7|0jM O E2|H|0]HE FSLICt.

—

b. 27} AE{Z2L0|Z OfZ2|A(0|M 202 LTt

= ORACLE' identity Cloud Senvice License Type :: Foundation - @

Cookie Preferences

Add Enterprise Application
Cancel o @ > Finish

Details OAuth Configuration

& Applications

Details

* Name EPM System

Description  On-Premises EPM 11.2

Application lcon ﬁ

Upload
* Application URL  r.example.com:443jworkspace/indexjsp
Custom Login URL
Custom Logout URL
Custom Error URL
Linking callback URL
Tags
Add tags te your applications to organize and identify them. A tag consists of a key-value pair.

=+ Add Tag

Settings

Display in My Apps
[0 User can request access

O User must be granted the app

3. OfE2/A0ld MFYEE FIHELC

a. 0|50 EPM System QUE{Z2{0|= OiS2|AH0|4S &le +~ A= 1Ret OIS
YHELICH

2
b. MEHZ A4S Ql2d5tL|C}.

J
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c. MEfido=z= EPM System OfF2|#|0|/d Ot0| 22 Y=L Ot0| 22 MEisHY
AZCESIHH HRES 2442,

d. OfZ2|#|0|d URLO||= A|O|ES)O|0f| A AHEA}E 2|C|alidet el URLE L ELICE. O
URL EPM System O 2| #|0| M HEIAEQIl workspace/index.jsp/} &7=l Oracle
App Gateway2| FQDNQJL|C}.

e. MZO0|A LY ofZ2|F|0]Moj| BA|ZS MEHSIO] Oracle Cloud Identity Console2]| LY
Of=2|#|0]4 I|O| | SSO Tt €10{| EPM System QAIE{Z2}0| = O E2|#|0|H=
HAIEL T

f. Cf2S ==Lc}

S
4. SSO 79 MEZEE 2| ZEHCL

a. SSO S FSUCt

b. QIE{Z2t0|= OfE2|#|0] M 2|AAE 2ItRiL(Ct.

SSO 7 g0f|Af e|aAS SAFLCh

L 2718 U

Add Resource X

i. DR LA 0|22 AHELC
iil. 242 URLO| /. +2 2{giLct

vi. SSO TAO|A 2lAAZ SHaHEHLCL
c. Q1= YU 2B
SSO ZAIO| A Q1= HHUS 5t
. CORS 3|8 I kot 27| WL Stolate MegiL|ct

2
i 2| 2LA0N 2718 F2D U4 EE YA ERS SSO 244 9AF YHOR
Folgtuc
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Add Resource X

Resource | EPM C
lesource  EPM Y

*

Authentication thod Form or Access Token v

Authentication Method Overrides  wjm

Name Value

HYPLOGIN Work Email " X

Add

i, 2lAAOALS 01 THOIA 2713t SSO 24
v, Of2l2e s

v. EPM SystemeZ ZIOME HTTP 2|2 0|28 ¢ )
712 Q1S 2|2 0|2 HYPLOGINYLICE ¥5H= T2 MEiSt 0|2 AR S
£ U&HCHL
vi. Zf0llA EPM System AtZAE 1RSHA| é*oﬁfé SEZEE MEFL|CL
O| ZEQ| 2t2 EPM System2| ALZ A} ID2F & Z|3HOF RFL|CY.
System?| AFEZ} ID7} HAH Y IDQI F2 21& HAH LS gL =
MEABHL|CE.

vii, 22 LB},

=2

o o
gdetE =2 oS3 H0[ES ArE2E 2L

r

mﬂégammﬂamzweaﬂmﬁgw*%uq
C

App GatewayE SE5t1 EPM System2| SAE 4l O £2|H|0|HS
HE]A|0]/d Z&t7]0f|A 2ot o E2|#|0]/d HI0|EY|0] =22 =S Tt
ZItE +EUCL

c. MFZEEO AOIEY0[Q] nRet 0| L HF(MEMAIRNS YL CH

d. O3S =2 =2E 3 GUL.

®

e. EPM System?| App Gateway SAEE 27|8HL|CY.
i BAE SIHHOIM 27}2 S2L|C

L
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Add Host x

* A nmtiFiar A —
Host Identifier EPMAppGateway
Host  gateway.server.example.com
* Port 443
5SL Enabled
Additional Properties = ssl_certificate fusr/local/gateway.server.example.com.crt;

ssl_certificate_key /usr/local/gateway.server.example.com.key:
ssl_password_file /usr/local/gateway.server.example.com.password.txt:

Save

i. SAE MU0 = EPMAppGatewayS @ 2 gL CY.

iii. SAE0N|= App Gateway A|HE SAEst= AFE Q| Artatel =02l O[S (Oof:
gateway.server.example.com)= ®&gtL|Ct.
S

iv. ZEO|&= App Gateway AB{7t HTTP
v. SSLALE Eolets MENgLICY.
vi. 27} S2HE0| oSS Y
- SSLOIZM 93|
«  SSLOIZA 7|
 SSLHZHZ DAL FP)

ALM|St L2 Oracle Identity Cloud Service Z2/2| "App Gateway 424"0f =
"App Gateway S2"8 2I23HA|2.

vii. g2 FELCh

viii. L}22 =2 ol Z2|70|d &S FULCf

EPM System QIE{ZL2}0| =2 0} Z2|#|0|/4= App GatewayOi| Z7+&fL|Ct.
i.  OfE2[AH|0]MollN 2IIE =S LT

ii. OfZ2|#|0]4M0jA| 0|40 Oracle Cloud Identity Console0f Z7}5t EPM System
AIE{I2}0| = Of Z 2|04 MEFHL LY.

=]
2¥of st EES BT

[ =]
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Assign an App to gate x
* Application  EPM System Q
* Select a Host EPMAppGateway Q
Policy default
* Resource Prefix [/
* Origin Server  https;//epm.server.example.com:443
Additional Properties | ss|_certificate fusr/local/epm.server.example.com.crt;
ssl_certificate_key fusr/local/epm.server.example.com.key:
ssl_password_file fusr/local/epm.server.example.com.password.txt:
4

ii. SAE
SAE)E
iv. Z|AA HSF0{0|A /2 U250 EPM System SAERZ R E 23S

v. {2l B 0| A Oracle Hyperion Enterprise Performance Management
WorkspaceE SAEGH= HAEEQ| A3tE =02l 0|22} EPM
WorkspaceO| M AtE5t= ZE HS E T CL

vi. HAS LU

8. App Gateway2| 22l0|ME ID 2 S2l0|HE H|YS 7|2 LTt 0]218H 22 App
GatewayS d¥sot= o L4L|Ct

a. UH|A[0]d ZEt7|of| A £, ofZ2]FH[0]d AHO|EH0] =2= FF LY.
b. EPM System QIE{ZL20|= O} S 2|H|0|HE22 Z7}5t 0| E90|2] 0|52

=St
c. 220|UE ID(YRAt 2AY)E HIAE HYT|Z SAFRILC
d. H|Y BEAIZ =2 S2H0|AE H|L TEZ HAFLC
e. 22L0[AE BY(FRA 22Y)S HAE HY7|R2 SARFUCH

L HAE IS AU

# Note:

Oracle Identity Cloud ServicesOf| 7+4= YG|0|ES WOtCt 4 A|O| E4||0|
MHEE CHA| A|2f5HOF BFLICE 4 H|O|EQI0] MHE A|2f L S2|5t2{TH
AO|EQO] Al2t X SA|E é*iofﬁ'klﬂ.

App Gateway -+

M| 3t Li2-2 Oracle Identity Cloud Service Z2/2| "App Gateway A 4"2
2EZSHIAI2.
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App Gateway A{Hf 740fl= 0| MH0(A 7S5t

Lo,

95t ALB A} ClRER] T4

ZetolpiE ID Y

2ct0|UE B|2O|

A2 ID 22| A|E(0l: Oracle Identity Cloud Services &! Microsoft Azure)2 Oracle Enterprise

Performance Management SystemOf|A] 21 AtEZ} ClAlER| 2 LS 4~ QIELICt SHE
A& Oracle Unified Directory S£= Oracle Virtual DirectoryE 45t = LI20| EPM

SystemOllA{ AR 2} C|2E 2|2 1A 2 Y& LICH AFB2} Cl2iE2] TAOf CifaH AHMIEH THAle

AEZ EHMEL]| Y S ARIYAIL.

EPM SystemOj| A SSO AtE

SSOE AtE235t2{™ Oracle Enterprise Performance Management SystemOjjAM E9t SMHE
TIFUCH ZtMIeE 2[l2 2ot 4 dE S R AL.
SSOE AtEL =2 HY5E TS AT LT
1. Oracle Hyperion Shared Services Console0]| A| A& 22| 2 HM|ASHL|C}. Shared
Services Console AHS 2EZSHA| 2.
2. 22|, Ar8A CjElEL| 1Y =2 =2 [MENSL|CE
3. HotZHES FEUCH
4. A2 AMRIZ Y AHoM T2 S AL
SSO AME Eolets el
b. SSO AH|SA L£= 2O Of|0|ME EELHR

c. SSO HFLIZ CECt2 220]4 AFRAIHS| HTTP H2|2S
EPM Systeme 2 A& 5= H2|=22| 0| S (HYPLOGIN &+ Oracle Cloud Identity

a.

2201 M 7|EFS MeBiLCt

MEASHD 2 OF 00| M ET}

ConsoleOf| A AE{Z2t0|2 OZ2|H0|d 2| AL S FIteh [ 2[Y Tt AFEALYES| 0|F)S

Al @t
5. EQlS S5t
" Note:

SSO 4 #7 & DE EPM System AH|AE CrA| A|Z{3{OF BHLIC

EPM Workspace &4 &4|0|E

ORACLE

1. Oracle Hyperion Enterprise Performance Management WorkspaceOf| A|AE! 22|22
OH M| ABFLIC}. EPM Workspace HMA S 2tRGHAIA|IL.

2. B Workspace 4, M 4 &2 = MEfBIL|CE

3. Workspace M A0 2121 0|F URLE Oracle Enterprise Performance
Management SystemOf|A&{ 210k S W] AFZA0{[A EA|S @ T[O|Z[2] URLZ

4. Eolg LEUC

—od

5. Oracle Hyperion Foundation Services 2! 2= EPM System 7242 AE Z{A| &L CL.

HZBHL|CY,
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SiteMindere ¢ A2 £2MQUL|CL HATE OHEEIHI |43t 2 27t 7|5(0]: Microsoft
Excel, Report Designer)2 SiteMinderZ EoH)k-l OI=Z A& 4= 9i&LCt 3&|Ct
Oracle Smart View for Office= SiteMinder QIS2 A2 4 UEL|C

OIZNAEER
SiteMinder AF2 SSOO]| Cist 12! 712

User Directories

TR S T

Firewall

WebLogic Server
EPM System Products

(
%@ Policy Server
|-

Browser Policy Store

HF‘

Web Server OHS
SiteMinder Web Agent mod_wl_chs
Protected Resources mod_proxy

SiteMinder SSO 2 AM|A

1. AMEZA}7} SiteMinder £ Oracle Enterprise Performance Management System
2| AA0| HMATIH D A|=EHLCL SiteMinder Z2 MHO| THEAMEO|| AIRE|= &
MEO|| HZESH= URL(O|: http://
llebAgent Web Server Name:WebAgent Web ServerPort/interop/index.] sp)=
AE S .

2. 2 ABIE AFSRIOA| QISHE RS WA MHIZ ALEAIS 2|Ci2MBLICt,
TdE AL A} LA E2|0f| Cisl QIS ME &l 20|l= 24 M7t SiteMinder 2
HOIHES SAES: @ AHZ ofF AZAHZ HELBLICH,

3. SiteMinder ¢! 00| HE S SAESH= ¥ MB{= EPM System2| ZZHEMC==Z
AFEE|+= Oracle HTTP Server2 0| &8 2|C|2lMEtL|C}. Oracle HTTP Server=
Oracle WebLogic Server0j| BIEZZ|0f Q= LA = OS2/ AH|0|H o2 AHERIE

2|C|atl B C}.

4. EPM System A= T2H|2d HEE &0l5t1 22 E A Z&HL Ct. O
T2 MAT} 255te{T SiteMinder?t AFEALE Q1S5tHe | AHESHs AFE A}
C|2E2|2 EPM System@| 2|5 A2} C|AE2| 2 JLAI5H0F §FL|C}. 0|25t
ClaEa)ls Q=S Tl2lEa|2 AR ofof BLICt
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SiteMinder SSO

S5 12 AR

SiteMinder= @ A& £2AYL|CL BIA3E oS 2|#|0]41 1 27t 7|5(%: Microsoft Excel,
Report Designer)2 SiteMinderE SoliA| 2152 A2 S o~ QI&LICE ot2| B Smart Views=
SiteMinder Q152 AL 4= ASUICL

1. C2 IHLAR 0|20 &4t 7|8 2HE SiteMinder A %|.
o E SiteMinder 220 A{H
o SiteMinder 2z Ao ZHEJEZ AIRE|= ¥ MO AX| = SiteMinder &l Of|0|HE

2. AT 7|52 4E EPM System H{| I
EPM System 1A 240]| CH3H & MEHE F45H= 2 EPM System Configuratore=
WebLogic Server0|| Cigt RS ZEA|S=S mod_wl_ohs.confE L CE.

SiteMinder ¥l Of|0|HE Al

EPM System 2| 2A0] Cigt RS 7t23H= & MB0l|l= & 00| dETH H2||0] USLITY.
QSER| F2 AL 2o k= EPM System 2| AA0] KA A2 10 A=otH @ of| 0] M E T}
AMEZOH SSO AUSME LYYLICE AFEA} ASEH F24 MEO|A B2|Z20| 7H4 2=
ASE AFZAIS| 2191 0|FS F7IEULE et 23S 2|C2H5H= EPM System &l MHZ
HTTP 20| ML EPM System 24 0E|Z0(M ASE AHEAL ASME
F=YLch

SiteMinder= 0|72 2 AMH Z2HEZO0|| A AGHE|= EPM System AH|E 2|0l A| SSOZ

A| ¢ EL|Ct. EPM System A|E0| 0{2] €l AMHE AtEdH= 82 sLs &0 LH| &l AH] Ztof|
SiteMinder 77|7t &€ 4= A= ofiof BLICL oliY EPM System OfZ2|#|0|4 &0 QlS 2t
A MH Q| webaAgent.conf IFYUO|| Q= Cookiedomain SE2EHE /22 X3 O] 2SS
SaELIC,

Netegrity SiteMinder 0f/0/&.E 7f0[=09| "&l 00| HE F4"S ZIRSHIA| 2.

> =.
;’ _0-

Oracle Hyperion Shared ServicesO|A| 7| & Q1=S AIE5t0] 2HIRE E5517|
| 20| Shared ServicesOj| LSt LS 7I2 = ¥ AH = SiteMinder?| SSOE
A dstes 7|2 QSS A= HYsHof gfL|Ct.

— o=

2 00| M E= SiteMinder & Of| 0| E 1 OFHAIS S0 T+ &I LICHWEBAGENT HOME/
install config info/nete-wa-config, O & S0 Windows2| H<
C:\netegrity\webagent\install config info\nete-wa-config.exe® A3eh). 74

I 2 M| A= SiteMinder | AHO]| CH3H webAgent . confS A EHL|CT.

SiteMinder ! 0| HEE AFEL2 2Y5IHH L3S +HELIC

1. HAE HYT|E AHESHO webhgent.confE GLICE O] THUO| 22| AtESHE # AH{Of
et eHE LT

2. enableWebAgent SEHEO| U2 ves=2 AHEL|CE.
enableWebAgent="YES"

3. YOO|HE ¢ TS Ayt HELC.
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SiteMinder 22| 2= Z2H MHE 714510 EPM System | £0f SSOE &/datol{of

gfLct.

T T2 MA= OS2 25U C

«  SiteMinder ¢! 0|0| M EZ MAStD SiteMinder ¥l AMH{Of 2185 1A 2|2
Z7FgtLct

«  HE35E|0{0F 5t= ZH EPM System 2|AA0| Tist FHS 4ot siE o
O|O|HMEE 2IIEHLCH ESE 2|AAE 2R FHIA L.

(s}

HelA
©  E23%|= EPM System 2| AA0f CH5 Y9 E FH Lo 2= siA|z|= 2[AA0] Bfet
IS YHYLILE 22 oA Y 2|AAS AR

« HTTP 2|2 22 E MMEHCt 2|22 Login Attribute Z}S EPM System
Of=2|#|0|M0f A|=3H0F & L|Ct. Login AttributeOf &Gt ZtEtSH AH2 Oracle
Enterprise Performance Management System Af&Xf &2 oF 722/ 7}0/[=2] "OID,
Active Directory 2! 7|E} LDAP 7|8t AFR 2t ClAERZ| FL-H"S ZIROHA|L.

» Get, Post U Putg AtB310 ¥ LHofl & 0f0|ME 202 P2l MAHBHLICE
*  2f0| hyplogin=<%userattr="SM USERLOGINNAME"$>Ql SE £/ 4-gELICt.

o JAUS YE5t, ArEAL B[R Ee| WM A HEHS X[ Y5, EPM Systemoi| CHH
Yyt 2 A Y SF0| FIHELICH

- EPM System A 240 CH3| AAIEH F2I0| LTS MAFILICY.

0| 3-2 SiteMinder ¥l M7} EPM System ¥l MHZ S HYSt=F 14

QIZE ALBAHARALE BHOIT 4 QUi 02|12 Eaho| U2 EP

HYst= SiteMinder & 00| HEI S AEE 8l MBS L5 A
8% b=

AFet A A[O1E AFESIY QIS E 288 UEELC

[y

F

M System ¥ MHZ
|2.

Apache 7|8t 2 MB{9| Cr2y
ProxyPass / http://EPM WEB SERVER:EPM WEB SERVER PORT/
ProxyPassReverse / http://EPM WEB SERVER:EPM WEB SERVER PORT/
ProxyPreserveHost On

#If SiteMinder Web Server is using HTTPS but EPM Web Server is using
HTTP

RequestHeader set WL-Proxy-SSL true

0| Z|A|O{O|M EPM_WEB_SERVER 3! EPM_WEB_SERVER _PORTE A2} 49|
A 22 HIFRHUA| L.
0j 3-3 EPM System?| SiteMinder 243}

SiteMinder £&0{|M= EPM System A|E0] CH5l SiteMinder QI2& &4 35}5H0F &L CY.
SSOY| Ciall EPM System 7142 225U A| 2.

Kerberos Al = AQI2

ORACLE

e
EPM System A|Z2| S AEQI 0§Z2[70]4d MEZt Kerberos 2150 Clis Y& &2

Oracle Enterprise Performance Management System A|-Z0{| M Kerberos SSOE
A| AL Cf
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Kerberos= Zt Kerberos 220| E7} CI2 Kerberos 2210|E (AR 2}, HEY T AH|A 5)9
IDE fE38 74°§ AM2lshs AUSE QS ME[AL|TH.

AHE2Zt7} EPM System A|F0]| WAM|ASt= FF OS2 SR CL
1. Windows ZEE0| M= AFE A7} Kerberos @ 0|7| & S Windows L0 Q10| 211t C}.
2. Windows S QISS AIESI=E 4l HelRAE AHESIO AFE A= Of&2(2|0]M

MHO|AM &3l SO EPM System A|F0f| 21212 A|=FHLCH

3. OfE2|H 0| AH{(Negotiate Identity Asserter)= 24 S 7t22H10 E2t22 9| HFHE 0]
2| =20l A Kerberos E|Z0] &=l SPNEGO(Simple and Protected Generic Security
Services API(GSSAPI) Negotiation Mechanism) E22 7t gL Ct.

4. Asserter= Sl ID 40| Chs E20 ZetE AFEA} IDE BS5H0 ALEALO|| gt HES
EPM System AHECZ HMEEH|Ct EPM System A= Active DirectoryOf| CHall AL A}

0|22 Z=EL|Ct EPM System A|E2 2= EPM System A|Z0{|A] SSOE X|¥st= SSO
EZS YligLch
| AIst

Kerberos SSO= 2= EPM System A Z0f| A 2| L}, T2 of|2|L|C}

«  Oracle Smart View for Office 0|2|2| Thick Clientdj| Cialj M= Kerberos SSO7} X| & E| 4|
OI»/\ |__| [:l.

e Smart View= Oracle Essbhase, Oracle Hyperion Planning 2 Oracle Hyperion Financial
Management | 2At0|| Ci3HA{ 2t Kerberos £8+2 A|IEHLICY,

7t

O] A= OiS2|#|0|d 2|8 Kerberos ?J EU#I% IS5t A0, AFEAL AL 2O
Kerberos 7g0f et 2| 4{0] LTt 7Pé§ . Olefet RS Al2fot7] H0f| oy Ef A0
CHet Ard B4 20| SZ=A=A &

|'O
_O'ﬂ
|I>
>
to -

0] 2A10{Al= Windows 22t0|HE 0{410| Kerberos 21Z0i| Tialf +9&|0f =, AT 7|52
2t Kerberos AtE HEQIR 2HE0IA 25t QT 7L C

3| At Active Directory?t Kerberos Q20| CHaH 4 &0 U&LICt. Microsoft Windows
Server MHMES 2ZFHAA| L.

* EPM System A S0 M A= O AL &= E2tRA{= Kerberos E[ZIZ AIES0]
RASIEE A0 Q&L|CE

«  KDC2 32t0|HE M4l 7Hf| ZAfi5t= 52 0[5te| A2 210|= S 7|2t UL hitp:/
technet.microsoft.com/en-us/library/cc780011(WS.10).aspx%| M "Authentication Errors
are Caused by Unsynchronized Clocks"(&7|3tx|R| 2 A|AZ QIS Q1S 227t gH4ligh
£ 2R L.

Kerberos SSO2} WebLogic Server

Oracle WebLogic Server Kerberos SSO+= Negotiate Identity Asserterg A-25t0f SPNEGO
EZ S 2ot LYt = Microsoft 22t0|AE0||A SSOE ALEY 4 AUEF YL T
WebLogic Server= SPNEGO E2& [|2E5}0] Kerberos E|ZS A1 0] E|ZIE A0
WebLogic Server AFZAL0|AH| 0§ EHL|Ct. WebLogic Server2| Active Directory Q1SAtE
Negotiate Identity Asserter?} &4 AF25104 Active DirectoryS WebLogic Server AF-Z2}2|
AREAt HER| 2 9 4 ASH T

Hef? 27t EPM System | S0l CHst OHHI S 25T KDC= 22240 Kerberos E|ZS
235t 0|72 2|9g|= GSS E2 80| £0 QAE SPNEGO £320| 444 gLct.
o=

Negotiate Identity Asserter= SPNEGO E 2= G5t GSSAPIE AFESHY EOot
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THAEZS afpiLith 233 AlZSH ALEAIS| ID= AFE At 0|50 DHEHE|0] WebLogic
Server= CHA| AEHEIL|C} 5 WebLogic Servers AFEA17F &5t 152 29 LT
Of CHA[OM 23 EPM System A|Z0| AtER}0H|H| AtE 7hstt HEIZ ELICH.

s
A8 ZF= SPNEGO(O]: Internet Explorer &= Firefox)& X|25t= E2IR2*E
A2 310{ WebLogic ServerOf|A{ A8HE|= EPM System A|Z0f QA ASHOF
sHL|CY.
=

EPM System A|Z 215 Z2MAE QIS Z2M| 200 M IHYE ALEAtIDE AESHO]
Z2H|A S H|0|EE &lgtLth. EPM System A S0i| CHE M A= Z2H|A S BO[E{0f
et A st L c.

e EPM System?| WebLogic =0|Q1S 4444 StL|Ct. EPM System?| WebLogic =02l
HSAE Y LICE WebLogic ServerOf| A LDAP 213 X34t 4dS

» Negotiate Identity AsserterS 4 8FL|C}. Negotiate Identity Asserter 4442
2R SHIA| 2.

e Kerberos AlHE 44/ 8tL|Ct. WebLogic Server0]| L3t Kerberos A8 MM E
2R SHIA| 2.

«  Kerberos?| JVM SMH S AH|O|EEL|C}. Kerberos?| JVM =M AHI0|EE
AZFHAIL.

- HTHRO| FMS TATLICL UBHRO Y THES RN,

e SSODiagZS HiZ 5t 0|E ARG WebLogic ServerO| A EPM SystemOi| CHaf

&z

Kerberos SSOE X| &gt &4
Kerberos &4 E|AEE 2R3 A| 2.

EPM System2| WebLogic =0j|QI A4

QHtd o 2 EPM System 144 24 = EPMSystem WebLogic =0[QI (7|2 2 z|&=
MIDDLEWARE HOME/user projects/domains/EPMSystem®)Ofl B E L|C}.

Kerberos Q1Z0]| Ci3H EPM System WebLogic =092 FAI5t2{H CtS2 48|t
1. EPM System 74 2AE MX|§HLCH.

2. Oracle Hyperion Foundation ServicesBt B L &tL|C},
Foundation Services B ZOj|A= 7|2 EPM System WebLogic =04/ = A gL C}.
3. Oracle Hyperion Shared Services Console0|| 2 12I5t0{ Foundation ServicesZt
MIAHO 2 B LR =Z| EQIEL|C}. Shared Services Console A&
R SHIA| 2.
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WebLogic Server0f|A| LDAP Q1= | 22} A1M

WebLogic Server Z2|Af= 2|E LDAP AHHO|| AFR2} 8l T8 HE & *{5t= LDAP Q1=
A BAE 8L CL LDAP v2 2= v3 1+4 LDAP MH{&= WebLogic Server?t S2HE/L|CE TS
=22 AL,

e Oracle Fusion Middleware Securing Oracle WebLogic Server 7t0|=2| LDAP Q15 A=At
74

*  Oracle Fusion Middleware Oracle WebLogic Server Administration Console Online
Help2| Q1= 4! |dentity Assertion A &2} 4

Negotiate Identity Asserter 44

Negotiate Identity Assertion | &A= Microsoft 22t0|HENM SSOE At = HHEL| T

SPNEGO EZ2 C|Z2 Y50 Kerberos E22 74211, Kerberos E22 35+, WebLogic

A2 H| E2S O SHL|Ct WebLogic 20+ 2|2 30f| Z 2|l SSPI(Security Service

Provider Interface)2| 181! Negotiate Identity Assertion A|22H= S2}0|¢1EQS| SPNEGO

EZS 7Pt 2 Z20|HEE QIS5= o E2st =2|2 HS Lt

e Oracle Fusion Middleware Securing Oracle WebLogic Server 70| =2| Negotiate Identity
Assertion A& At T4

e Oracle Fusion Middleware Oracle WebLogic Server Administration Console Online
Help2| 21= ! |dentity Assertion |22} 4

Negotiate Identity Assertion A 22} MHst= 22 2.5 2120 CHl [JAAS A0 S27)
SMZ SUFFICIENTZ M EHL|C}. Oracle Fusion Middleware Oracle WebLogic Server
Administration Console Online Help2| "JAAS A|0{ S2|1 MA"S RS A|L.

WebLogic Server0j| C5t Kerberos A1t A1

Active Directory =0 Q1 ZAEZ2{ B{AI0| M WebLogic Server 2 EPM System & MHE
LtEtL= A AL AA|E 44 5tal Kerberos EH0j|A] WebLogic Server & ¢ MHE LIEHU=
SPN(AMH|A AFZ2} O 2)0f DY BHLICH 22L0|QIE = SPNO| Slis AH|AZ 242 4 gigUct,
SPN2 WebLogic Server =012 2 EALE|= keytab IO A =[O 2201 I Z M| A0
AMEF UL

ZtM|et Bat= Oracle Fusion Middleware Securing Oracle WebLogic Server 7}0|E9
WebLogic ServerOf CHst Al MM S 2t25HAA|L.

WebLogic Server0j| {5t Kerberos A|ES 4 dste{™ Ct3S e C.

1. Active Directory T0|Ql ZIEZ 2] A|AEIO|AM AFRR} A S A EHL| CHOI|: WebLogic
Server £H|Q1S SAEGSH= HFEE{Q| AL epmHost).
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Kerberos A2 AlRlE

03!

A0 OFLl AFE AL 24| = IDE - S Ct.
AFEO]| ZtCHst 0|52 MR°”—|Cf 01|% =0| A E 0|50|
epmHost .example.com@ & A|HEl AL epmHostE AL EL|CY.

ALB2E AAS Yot Z P A8SHE BILHS S 7ISBILICL SPNE

E]
HIYHS SM, £5| User must change password at next logon SMS

Q22 2750} EL
- A Ol AR

. |:_|-E 7_1|2-I Ql_:i( |
A-|EHE|X| OI- I. F%FL_l[_l-_
_1

2. Kerberos OI2EZS Z45IEE A2} A2 £ZTHL|C A S Kerberos AF
Cf.
|.

_||rn
ol

=
- UEE RES MR AHO| HIUHSIL 4T 4 9OD 2 HHYS M f
MYFHE BlUHS2 FT BUHS S YA BT

=
3. Active Directory =0{|Ql ZHEE2|{E SAESH= AREHOIAN BHE ZEgXE S E1
2 0] &

Active Directory 2| £0| Mx|=l C|l2AE2|2 0|5 §L|C}
4. Rt SPNS 45t F4efct

a. Ct32 At EES A 8510] 0| Zato| 1A 0| A 4845 AFZ 2} ZHA|(epmHost)
9} SPNO| ¢1A|E

setspn -L epmHost

b. Ct2nt 22 HHS ALE5H0] AD DS(Active Directory =091 AH|2)Q]
WebLogic ServerOﬂ CHall SPNE AGtD 21 20t 7|7} X EHE keytab IHUS
MYELIC

ktpass -princ HTTP/epmHost.example.com@EXAMPLE.COM -pass
password -mapuser epmHost -out c:\epmHost.keytab

5. WebLogic ServerE SAEot= AEE{0| M keytab IS AMHEHL Tt
a YYILEBHES HLICL
b. MIDDLEWARE HOME/jdk/bin2Z O|ZgL|C}.

c. CIStZ2 TES ZHELC

d. HUHSE Q2B OIAI |7} EA|E|S O ko 1EAOIN ALBALE e
wf M5t H|UHSZ QlaistL|C},

—

6. keytab It2 WebLogic =0[Q! LY A|2} |2 E2|(0:
C:\Oracle\Mlddleware\user_pIOJects\domalns\EPMSystem)Oﬂ SAFSHL L
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7. Kerberos Q1Z0| 2H}2H| 2tS5H=2| &H0IStL|C}.

kinit -k -t keytab-file account-name

0] HHO|M account-name Kerberos AFZZHO|: HTTP/

epmHost . example.com@EXAMPLE. COMJE LIEFHL|CE O @20o| 2242 21 ALl 0F
5H_| El—

ot .

New ticket is stored in cache file C:\Documents and
Settings\Username\krb5cc MachineB

Kerberos2| JVM &M AH|0|E

Oracle Fusion Middleware Securing Oracle WebLogic Server 11g Release 1 (10.3.1)2|
WebLogic Server0|A Kerberos QIZ20f A2} 014 AL 8l JAAS 2101 I} MM
ZER S A 2.

EPM System 22| AB|7} Windows MB|AZ A3k = F2 Windows A AE2IE
AC|0|EBI0 JVM A|RE M2 MAHAIAIL2.

Windows A/ AE2|0llM JVM A|ZH M2 QG|0|Este{ T CISS A8HEHL|C}.

1. Windows A AE2| TZ7|E ALt

2. Ljj ZFE|, HKEY_LOCAL_MACHINE, Software, Hyperion Solutions,
Foundationservices0, HyS9EPMServer_epmsysteml =2 2 MEHBIL|CY

3. L3 2AE US 8-t

\J

K4

e
T

CH3 El0|20i| LIZE 0|52 O AILCH.

H 3-3 Kerberos 21=2| JVM A|ZF M

L]
0|= ¥ cllolEq

JVMOption44 REG_SZ -Djava.security.krb5.realm=Active Directory
Realm Name

JVMOption45 REG_SZ -Djava.security.krb5.kdc=Active Directory
host name or IP address

JVMOption46 REG_SZ -Djava.security.auth.login.config=Ilocation of
Kerberos login configuration file

JVMOption47 REG_SZ -
Djavax.security.auth.useSubjectCredsOnly=false

4. Z7H=l JVMOptions(31AH 10214 210l 4 717} BHEE| =& JVMOptionCount DWord?2]
22 Yolo[E L Ct

[ =]
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0.

AsH0] Y 7Y

—

EPM Systemo0j| QM| A5H= Active Directory AF2Z}0f| TSt HTHEO] 22 1A HE=
Oracle Fusion Middleware Securing Resources Using Roles and PO/ICIeS for Oracle
WebLogic Server 7}0| 22| ¢l OfZ2|#|0|M L EJB 2|AA HOt 2M S 2ERFHAUA|L.

ME 2 T/ THA= SSODiago| Cigh 2K MdS 2ERSHYAIL.
SSODiagE Al235}0] Kerberos 27 E|A

SSODiage= Kerberos 42| WebLogic Server’} EPM Systeme Z| & &H|7} &0
U=A| E|AEstE 21T ¢ ofZ2| A0 MY LTt

— =

SSODiag H{ &

SSODiagS Hi 51242 Foundation Services HiZ £ 2| &t WebLogic Server 22|z}
QZM(7|2 AFRA} 0|2 epm_admin)E AFRELICH

SSOdiagE BT 5t A5 P CH2 S SaBHLICY

1. EPM System T=0|Q12| WebLogic Server &2| 2&0| 2 128 Ct.

2. HEHEOM Zg 2 Y-S HEigLCH

3. EOQl 1RO EPMSystemOf|A| HZE =S L|Ct.

4. BIE Q09F0|M HZ|E +EU Lt

5. ZAR0|M EPM_ORACLE HOME /products/Foundation/AppServer/
InstallableApps/common/SSODiag.wars AEHSHL|CY

6. 32 +ELIth

7. ERU 21 AEFY HEHO| M O] BHE S O Z2|AH|0| M2 HX|7} B0 =4
s0i5t & [}2 S “ELC,

Q Welcome, epm_admin |Connacted to! EPMSystem

@ Home Log Qut Preferences Record Help

Horme =Surmary of Deplayments =EPMSystem =Summary of Deployments

Install Application Assistant
Back MNext | Finish | Cancel

Choose targeting style

Targets are the servers, clusters, and virtual hosts on which this deployment will run, There are several ways you can target an application,
¥ Install this deployment as an application
The application and its components will be targeted to the same locations. This is the most common usage.

" 1nstall this deployment as a library

Application libraries are deployments that are available for ather deployments to share, Libraries should be available on all of the targets running their referancing
applications.

Back Hext | Finish | Cancel

8. HHE E}ZI MEHO|M Ot =S HEHSIA LS

njo

=Euch
e EPMServer
- BYAEQ RE My
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Kerberos A= AfQ12

-

@ Home Lag Out Preferences Record Help Q Welcome, epm_admin | Connected bo; EPMSystem

Hame =Summary of Deplayments =EPMSystern =$ummary of Deployments

Install Application Assistant
Back Mext | Firish | Cancel

Select deployment targets

Select the servers andor clusters ta which you want o deploy this application. (¥ou can reconfigure deployment targets later).

Available targets for 550Diag

Servers

" AdminServer

Clusters

[ EPMServer
* All servers in the cluster
 part of the cluster

Back Mext | Firiizh | Canicel

o. AN MO ALSAIYO| HE U M: B2 BL0 HO|E A U HUO AR S wot

=1

2= dEgL

@ Home Log Qut Preferences [e] Recard Help

=} Welcome, epm_admin | Connected to: EPMSystem

Harne =Surarnary of Deployrients =EPMSystern =Summary of Deployments

Install Application Assistant

Back Iext | Finish | Cancel

Optional Settings

‘fou can modify these settings or accept the defaulks

General

What do you want ko name this deployment?

Mame: S30Diag

Security

what security model do wou want to use with this application?

" DD Only: Use only roles and policies that are defined in the deploy t descriptors.

" Custom Roles; Use roles that are defined in the Administration Console; use policies that are defined
in the deployment descriptor.

¢ Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

" advanced: Use a custom model that you have configured on the realm's configuration page.

10. Tteg S

1. AE 50| M OtL|R, LI THS HESIUSLICLE MetgLc
CICE N T

13 #12 ME{O|M W BHAIEtE MegiL|ct,

SSODiag0]| CHsl Oracle HTTP Server £

mod wl ohs. confE AHOH|0|E510{ Oracle HTTP Server0f|A] SSODiag URL 2 S WeblLogic
Server0j| 2/t FSIEE e T}

Oracle HTTP Server0O| A URL &S 1A 5t24H Ct2

njo

LB,
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1. BIAE MAUT|E ALESI0 EPM_ORACLE_INSTANCE /nttpConfig/ohs/config/
fmwconfig/components/OHS/ohs_component/mod wl ohs.conf& GLIC}.

2. SSODiag0|| CHSt LocationMatch Ho|E =7}t CY.
<LocationMatch /SSODiag/>
SetHandler weblogic-handler

WeblogicCluster myServer:28080
</LocationMatch>

Qo] ME0|| M myServer= Foundation Services SAE {AIS LIEILHLD 280802
Oracle Hyperion Shared Services7t LS &4l Ti7|5t= ZEE LIEFHL|C

3. mod wl ohs.conf& A&otll F&L|CH
4. Oracle HTTP ServerZE ZjA|2FstL|C},
SSODiag0f| CHgt 24 44/d

o
WebLogic Server 22| Z4£0j|M CS SSODiag URLS ESot= S MAHSHAIL.

http://OHS HOST NAME:PORT/SSODiag/krbssodiag

O MZ0{|A ous HOST NAMEE Oracle HTTP Serverg SAEst= AMB{2| 0|53 LIEILH D
PORT+ Oracle HTTP Server7t RLAE £AI Cf7|5t= ZE S LIEPHL|CE

SSODiagE E%5t= Y3 W5t thgS +YELC.

1. EPM System =04 212 WebLogic Server Zz| 2£0| = HE MENM 23 Y
WS Mg

2. HJX, K SSODiag, 29}, URLPatterns, 4 =0 = MEHGHL|C},
3. C}3 URL IHEHE MAMBL|Ct

/
e /index.jsp

4. ‘845t ZH URL IHEH S +~HEL C}
a. ZTY Yl of=E2]#|0]4 URL TI{EIC| URL & SF0||M HH5H IHE(/)S =2
Sl IHES LIt
b. R FIIZ HEdgL(CL
c. =0 SEO|AM ALBAIE ME4GIL|CE
d. CI3S Mdeigct
e. A2} Q< 0|50]= Kerberos 21Z0]| Ciaf 729 =l 22t0|HE HIAAE|
O M| ABH= Tl A ZO| AFRE| = Active Directory AFE2HE 2245t 21(0]|: krbuserl)
ZI}= MEHSIL|C} krbuserl Active Directory == Windows G|A 3 EF
A2t LTt
f. ke E MElgLCt
5. A MeELCt
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SSODiagE AI23510{ Kerberos QI=0j| Cist WebLogic Server 4 E|AE

Kerberos Q!Z0] Cist WebLogic Server 7144 0| U2 2t55t= AL Oracle Hyperion
Kerberos SSO #/EFH2E/2/E[ v 1.0 THO|R|0f| T2 T A| A7t HEA|ELICE

Retrieving Kerberos User principal name... Success.
Kerberos principal name retrieved... SOME USER NAME

F9|:
SSODiagO0f|A| Kerberos AFE2At 0|22 HAAME £~ Q= HSL Kerberos Q1=0] CHSH
EPM System 1H QA E -SR] O AL,

Kerberos QIZ0]| CiSt WebLogic Server 142 E|AESHHH CH22 £SHiEHL CY.
1. Foundation Services 2! Oracle HTTP ServerS A|2gtL|C}.

2. WebLogic Server 22| 252 AME5I0 2= 24S *{2/2 SSODiag @ oZ2|#0|44S
AlZFEHL T

3. Z{§l5t Active Directory Q1S5 ME AHE5t0] Kerberos Q150] Cis 4 E 22t0|AE D{Al0f
228t Ct

4. E2tRHE AHESH0] LS SSODiag URLOH| X ZA§fL|Ct

http://OHS HOST NAME:PORT/SSODiag/krbssodiag

O MZ0jM ors HoST NAMES Oracle HTTP ServersS SAESH= A{H2| 0|28 LIEIL D
PORT= Oracle HTTP Server?t @& Al U7 |5t= ZEE LIEtHL|CE

Kerberos 21S0| |2 2-Z3t= FF SSODiagd|| L5 JE7 EA[FLICH

Retrieving Kerberos User principal name... Success.
Kerberos principal name retrieved... SOME USER NAME

Kerberos Q20| A2 2tS5HR| U= ES2 SSODiag0| 2 ZE 7t HA|EL|CH

Retrieving Kerberos User principal name... failed.
Hot RY #
Bl ¥oloR Hog|s ¢ 01Z2|30]42] 7|& 2ot DHULS pponlyQILICH Ot RUS
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Evict Interval: 120 mins
Allowed Idle Connection Time: 120 mins
Grow Connections: 3

Custom Module
Enable Custom Authentication Module: [

Help Mext | Finish | Cancel
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Configure User Directories

Defined User Directories

Provider Configuration | Security Options | Encryption Cptions
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Token Timeout: 480 mins
Cache Refresh Interval:  [gg mins | Refresh Now
Enable 550 Compatibility: [

¥ Show Advanced Options
Delegated User Management

Enable Delegated User Management Mode: [

Single Sign-On Configuration
Enable 550 ]
S50 Provider or Agent:

550 Mechanism: He Proxy-Remote-User

Custom Module

Custom Authentication Module:

Help Finish Cance|
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package com.hyperion.css.custom;

import java.util.Map;
import com.hyperion.css.CSSCustomAuthenticationIF;

public class CustomAuthenticationImpl implements CSSCustomAuthenticationIF {
public String authenticate(Map context,String userName,
String password) throws Exception{
try{
//Custom code to find and authenticate the user goes here.
//The code should do the following:
//if authentication succeeds:
//set authenticationSuccessFlag = true
//return authenticatedUserName
// if authentication fails:
//log an authentication failure
//throw authentication exception
}
catch (Exception e){
//Custom code to handle authentication exception goes here
//Create a new exception, set the root cause
//Set any custom error message
//Return the exception to the caller
}

return authenticatedUserName;

—
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package com.hyperion.css.security;

import java.util.Map;

import java.util.HashMap;

import com.hyperion.css.CSSCustomAuthenticationIF;
import java.io.*;

public class CSSCustomAuthenticationImpl implements
CSSCustomAuthenticationIF{
static final String DATA FILE = "datafile.txt";

* authenticate method includes the core implementation of the

* Custom Authentication Mechanism. If custom authentication is

* enabled for the provider, authentication operations

* are delegated to this method. Upon successful authentication,

* this method returns a valid user name, using which EPM System

* retrieves the user from a custom authentication enabled provider.
* User name can be returned in the format username@providerName,

* where providerName indicates the name of the underlying provider
* where the user is available. authenticate method can use other

* private methods to access various core components of the

* custom authentication module.

*  @param context

*  @param userName

*  @param password

*  @return

*  @throws Exception

*/
Map users = null;

public CSSCustomAuthenticationImpl () {
users = new HashMap();
InputStream is = null;
BufferedReader br = null;
String line;
String[] userDetails = null;
String userKey = null;

A-2



ORACLE

4

try{

/* Use this authenticate method snippet to return username from a flat file

*/

is CSSCustomAuthenticationImpl.class.getResourceAsStream(DATA FILE);
br = new BufferedReader (new InputStreamReader (is));

while (null != (line = br.readLine())) {
userDetails = line.split(":");
if (userDetails != null && userDetails.length==3) {
userKey = userDetails[0]+ ":" + userDetails[1l];

users.put (userKey, userDetails[2]);

}

}

catch (Exception e) {

// log a message

}

finally{
try{
if(br != null) br.close();
if(is != null) is.close();

}
catch (IOException ioe) {
ioe.printStackTrace();

public String authenticate (Map context, String userName, String password)
throws Exception{

//userName : user input for the userName
//password : user input for password

//context : Map, can be used to additional information required by
// the custom authentication module.
String authenticatedUserKey = userName + ":" + password;

if (users.get (authenticatedUserKey) !=null)
return (String)users.get (authenticatedUserKey) ;
else throw new Exception("Invalid User Credentials");

}

/* Refer to this authenticate method snippet to return username in

username@providername format */

public String authenticate (Map context, String userName, String password)
throws Exception{

a

//userName : user input for userName

//password : user input for password

//context : Map can be used to additional information required by
// the custom authentication module.

//Your code should uniquely identify the user in a custom provider and in

configured

L
1]
kU

M Jhu
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EPM Security expects you to

Provider name must be identical to the name

//user directory in Shared Services

append the provider
//name to the user name
//authentication-enabled user directory specified in Shared Services

of a custom
//If invalid arguments, return null or throw exception with
appropriate message
//set authenticationSuccessFlag = false
String authenticatedUserKey = userName + ":" + password
if (users.get (authenticatedUserKey) !=null)
= (new StringBuffer())
append ( (String)users.get (authenticatedUserKey))
append ("@") .append (PROVIDER NAME) .toString ()

String userNameStr
return userNameStr;

else throw new Exception("Invalid User Credentials")

}
AE2E7t

—
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xyz:password:admin
testl:password:test1@LDAPL

testl:password:testl
test1@LDAP] :password:test1@LDAPL
testl@l:password:testl
userl:Password2:userl@SunONEL
userl l:Password2:userl
user3:Password3:user3
DS Userl:Passwordl23:DS Userl@MSADI

DS_Userl:Passwordl23 DS Userl
DS Userl@l:Passwordl23:DS Userl
username@providername YA O = BtalS
Qo] REI=Z2 1SS AREHL Ef

AL22t 012
Cl2lE2|2 AlREls B3 1

xyz:password:admin
testl:password:testl
testl@l:password:testl

userl l:Password2:userl
DS1 1G100U User6l 1l:Passwordl23:DS1 1G100U User6l

user3_Password3 user3
DS1 1G100U User6l 1@1:Password123:DS1 1G100U User61l

TUser pass&ord:TUser

ORACLE

A-4



AMEAES| =101 Zef A <o

AMEAFEe =201 2L s 2

ORACLE

Oracle Enterprise Performance Management System< x509 Q1S MO M AFR X} ID(DN)E

Z25}E 2 com.hyperion.css.sso.agent.X509CertificateSecurityAgentImpls
AS Lt

DN 0[2[2] QIS A0 U= S5-I AFHEA} ID7} OHYE[0{0F 5t= FS O £50| YFE iz
com.hyperion.css.sso.agent.X509CertificateSecurityAgentImpll} SAFSHAFR A
2791 SHAE JHe L L HSHOF ELCE

O] & T =+ 7|= com.hyperion.css.sso.agent.X509CertificateSecurityAgentImpl2|
= 20| SLICh LB O 2 DNO| Ot QIS £-40|M ALEA} 0|55 THYAIZ[2{T O
9| parseCertificate (String sCertificate) HAEE AFEA}HQI5HOF SHL CY.

package com.hyperion.css.sso.agent;

import java.io.ByteArrayInputStream;

import java.io.UnsupportedEncodingException;
import java.security.Principal;

import java.security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java.security.cert.X509Certificate;
import com.hyperion.css.CSSSecurityAgentIF;
import com.hyperion.css.common.configuration.*;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

/**
* X509CertificateAuthImpl implements the CSSSecurityAgentIF interface It
accepts
* the X509 certificate of the authenticated user from the Web Server via a
* header, parses the certificate, extracts the DN of the User and
* authenticates the user.
*/
public class X509CertificateSecurityAgentImpl implements CSSSecurityAgentIF
{
static final String IDENTITY ATTR = "CN";
String g userDN = null;
String g userName = null;
String hostAdrress= null;
/**
* Returns the User name (login name) of the authenticated user,
* for example demouser. See CSS API documentation for more information
*/
public String getUserName (HttpServletRequest req, HttpServletResponse
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res)
throws Exception

hostAdrress = reqg.getServerName () ;
String certStr = getCertificate(req);

String sCert = prepareCertificate(certStr);

/* Authenticate with a CN */
parseCertificate (sCert);

/* Authenticate if the Login Attribute is a DN */
if (g _userName == null)
{
throw new Exception ("User name not found");
}

return g userName;

/**
* Passing null since this is a trusted Security agent
authentication
* See Security API documentation for more information on
CSSSecurityAgentIF
*/
public String getPassword (HttpServletRequest req,
HttpServletResponse res)
throws Exception

return null;

/**
* Get the Certificate sent by the Web Server in the HYPLOGIN
header.
* If you pass a different header nane from the Web server, change
the
* name in the method.
*/
private String getCertificate (HttpServletRequest request)
{
String cStr = (String)request
.getHeader (CSSConfigurationDefaults.HTTP HEADER HYPLOGIN);
return cStr;

/**
* The certificate sent by the Web server is a String.
* Put a "\n" in place of whitespace so that the X509Certificate
* java API can parse the certificate.
*/
private String prepareCertificate(String gString)
{
String strl = null;
String str2 null;
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strl = gString.replace("----- BEGIN CERTIFICATE----- moommy
str2 = strl.replace("----- END CERTIFICATE----- woomwy
String certStrWithNL = "----- BEGIN CERTIFICATE----- "

+ str2.replace(" ", "\n") + "---—- END CERTIFICATE----- "

return certStrWithNL;

/**

* Parse the certificate

* 1. Create X509Certificate using the certificateFactory

* 2. Get the Principal object from the certificate

* 3. Set the g userDN to a certificate attribute value (DN in this
sample)

* 4. Parse the attribute (DN in this sample) to get a unique username

*/

private void parseCertificate(String sCertificate) throws Exception
{
X509Certificate cert = null;
String userID = null;
try
{
X509Certificate clientCert = (X509Certificate)CertificateFactory
.getInstance ("X.509")
.generateCertificate(
new
ByteArrayInputStream(sCertificate
.getBytes ("UTF-8")));
if (clientCert != null)
{
Principal princDN = clientCert.getSubjectDN();
String dnStr = princDN.getName () ;
g userDN = dnStr;
int idx = dnStr.indexOf (",");
userID = dnStr.substring (3, idx);
g _userName = userID;

}

catch (CertificateException ce)

{

throw ce;

}

catch (UnsupportedEncodingException uee)

{

throw uee;

}
} //end of getUserNameFromCert

}// end of class
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