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o WREHEEE SSL FEATIE SSLER, N EPM System IRSBTER
&fo
SHHEHBIFRE EPM System fREZ2EEREEH], WERTNITEIE SSL &
AW BRI B,
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$28

FTHEMSSL AR

E5%E EPM System BERIRER, EriEE S X EEFHAERSS[EIRSFBESA
SSL,

EEREBIIERIER SSL IREFRZBMNERNIFIREE SSL. ItiRERZTE Oracle Hyperion
Shared Services Registry FI&E—Mrs, UISHFIBE A Shared Services Registry #Y
EPM System AR URAREMIY (HTTPS) #TIRS R ERSBHBERE. BEANENIRES
FA SSL, WSEREIMTEIE, XELBERXEHPEIFHANITIC,

o E

EfEENARERF IR EREEUER SSL WBEE XM AERFRSS 2 Web BRSS 28
®E,

o -

o E

£ Enterprise Performance Management System 11.2.x kR, AT EERIESE
FA#2F (Repository Creation Utility, RCU) Y MS SQL Server & EEF =
(Secure Sockets Layer, SSL)o

P SSL A EE

LT SSL A=
o #2|F SSL EF2sH8Y SSL, ESRTE SSL HIF 2§ E&IE SSL,
« 5% SSL ZEHE, IFESIFEPM System HI5EL SSL ZFE",

WFRHVIES

SSL BEFERIEBEAS ZEIEILEE. Oracle BINEELEFIMEFRRBNBE =1 CA
IEBIEAEIER A SSL 89 Oracle Enterprise Performance Management System A,

o E:

EPM System < FBECFTIES, ERIMUER— SSLIEBRIPZ I FiEl. R
WBECATIE R A LUR D B2 B A Al Ao

MREERIBEFIERNEBE, WHKIE Oracle WebLogic Server B ENZ
I,

TEENE EPM System AFMIS MRS SF[RELUATIES:
- RCAIEH

ORACLE 2-3



$2E

£ SSL EN#2s E£& 1k SSL,

o E:

NREEANIRBMEE=T CAILER (ERIEBERETE Java ZiR
FEH) , WFEHRE Java BIREFRER CA IEH.

Firefox # Internet Explorer EFIIEFE %E =7 CA BIIEH. WMREFTH
BEH CA, MHIEER CA RIEBSNMIELIER 8235 0 P iR fE
FAWZAES, MRERYUBEM CA, BIFNEF ISR EEEH
1GHIIR CAIER, N Web BRI ES5IRS BRI SSL EFE,

o REEAME Oracle HTTP Sever 1I2EMZZIEH

« 73 WebLogic Server EHURMHHERZIER I T EN LRI ENRSS 2B ET LUEALEIE
St

«  ERAT SSL HFHF/AHTERNRMER, ERIEBZz—RAFIHMNEE, Z—IE
BRTRERRE

£ SSL HE & 28 2% 1F SSL,

BEFREN

Tt A ZES, {#H SSL 1®4F Oracle Enterprise Performance Management System &
Fim (Flanxgaas) # SSL HF Sz Eh@aEHENRTS. MM TEMR:

ORACLE 2.4



ORACLE

Browser

HTTP3

$F28

£ SSL g8 E£& 1k SSL,

Firewall l

@ SSL Offloader

HTTP

l

.—-"“--.._.---H-...ﬁ

OHS k;j%2

Firewall

NZO ------

- o m m— m

HTTP

WebLogic Server

Databases and ." "
UserDirectories [

iz

SSL 23 fa i FE28

HEMIEFRNINE G TS ER SSL ENE 280 01 2 F#88,
A EIIE SN E G R ENUREINFrE IR K LA Oracle HTTP Server,

%4 SSL 7£ Oracle HTTP Server (OHS) 1 2 #7288 L4 IERT, &7

« B8 NEIE Web NARERIEE NN HTH285K Oracle HTTP Server BY3E SSL EIKEA
(540 empinternal .myCompany.com:80, EM 80 @3F SSL ix[) . yIFBRE RE, T

FRLATH R

1. FEFF Hyperion Foundation E2&F53,

2. EEE Web NAEFRIZEI L,

3. IBEEWNA. JESSLIHOSH SSL iwA=S,
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HoE=
EPM System B952 % SSL ZE

« BYMNEB URL IR B RN F#285L Oracle HTTP Server F9EH SSL BIEINEMN
(5190, empexternal.myCompany.com:443, HMA 443 @ SSL iwH) . I ECE”
RE, ERUTSE:

1. BJT Hyperion Foundation E2E&E5,

2. EEREAHIRE,

3. EFEIMER URL IFAAE R TRIBA SSL E#,
4. IBTESIMER URL EMNAINGE URL IO,

o -

A=

M configtool E#EE Web N RIZFHEHMEE Web IRS 231Gk
1245 Web N FRIZFMSMEB URL YIS E.

REPAEM

£ SSL ENF s &1E SSL WELBTE st ENE Y/ i H T s LERAM RS S(E (B
U, epm.myCompany.com A empinternal.myCompany.com) : — NEBFEIE28 A%
R EIMINRERE, B—NETE EPM System IREBZEMAEE. HIFRSEF)
ZIEMIZITENM 1P ik, BAE@id DNS 2.

ENE2%/ T BT 4188 L ML R T RFE 2N sz B INERE s (B
epm.myCompany.com) FYEZIEH,

fid®E EPM System
EPM System AfFHIZRIAZBE ZIF7E SSL EIZi88 L&R1E SSL, TEH MR,

fCE EPM System BY, #fRIZ1E Web N AEFIERNAIEELIENZIZ (10
empinternal.myCompany.com) o iBar bl FMEERUREMNAIE EPM System:

«  {Oracle Enterprise Performance Management System R 58 &15/)
«  {Oracle Enterprise Performance Management System &3 X|71)

«  {Oracle Enterprise Performance Management System &3 5HiC & S HFR1E
=)

M Ep=E

SERERENIESS, @ITiEERIR 2R Oracle Hyperion Enterprise Performance
Management Workspace URL JF—tI@EIEE !

https://virtual host external:SSL PORT/workspace/index.jsp

5130, nhttps://epm.myCompany.com:443/workspace/index.jsp, EF 443 /9 SSL i
Mo

EPM System BY5e & SSL ZFE

B8R

Hia

. EREERLEH

\)1?
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H2E
EPM System Y522 SSL #3E

1%
FX$5E2 4 SSL E2E EPM System

BB IR R LT

£5t2 SSL R, FH SSL RIFFMEL @B Z BB, X Oracle Enterprise
Performance Management System ZE A RREZ 2,

BRI T ERR:

Browser

HTTPS

-

@ SSL Offloader

Firewall HTTPS

!

.-'—'_"\q..H

i
OHS3 Lj

—
o
H

i

.——____NED —— = ——

Firewall I HTTPS

—

WebLogic Server

Databases UserDirectories

ORACLE



R

HoE=
EPM System B952 % SSL ZE

iz

ENEEFERSSENEFIHER SSL. BXAMIEEFERSSEMNZEFIKEMA SSLNE
B, BBRBIEENE.

EPM System

B % EEFERE Oracle Enterprise Performance Management System B¢ (£2#% Oracle
WebLogic Server #1 Oracle HTTP Server) . Itt4h, EPM System IFEE LM,
REFEAHI97EIE SSL B IEREET. EEUTERIE:

«  {Oracle Enterprise Performance Management System R 582 &15/)
«  {oracle Enterprise Performance Management System &3 X\|1)

«  {Oracle Enterprise Performance Management System %3t 5 g Bt [EHbRE
E2))

MREH R ERESEFABIEFEEEZSA SSL, NAXAEESNMUEEREREFIARF

BRETEE, ARIEEGIEUNTATINSEIZE:

o EERFERIBEENRTEEIE(SSL) HRATESEIERE URL; fiw:
jdbc:oracle:thin: @ (DESCRIPTION= (ADDRESS= (PROTOCOL=TCPS) (HOST=myDBhost)
(PORT=1529) (CONNECT DATA= (SERVICE NAME=myDBhost.myCompany.com)))

- AENERE

- B{EMEAERTS

BXIFMER, BEZIF (Oracle Enterprise Performance Management System &35

FeEfem) o

SSL ENZ 28 fa i F &8
BEMIEFRNNE BT ER SSL ENE 280 01 5 F#85,

STEERY SSL BCETE SSL HNH 28 LERF M RSZ 28508, $140 epm. myCompany . com 0
empinternal.myCompany.come —NFIFHIZZZMNEER 2 BIRVINGRIBIE, S— AT
EPM System AR5 2RBIRINEREE. MFRIRSSEARIERZITEN IP ik, Be)&E
i DNS f##fro

RO INECE SR E M ENUREIRIPR B ISR A& 44 Oracle HTTP Server,

ENF 28/ T2 EMMREMNERZIER: —MNETFZIFEEESFN 528 Z BRI IR
B (B epn.myCompany.com) , A—TAFIZIFNAREFENAINEE (@it
empinternal.myCompany.com) o Oracle BiiEXLANFPHERIRSZ 2517, UBGLESR
ERZSHIVTHIES 2N

79 EPM System B2 & 524 SSL

ORACLE

SiESIH:

«  EfE EPM System AHIEE

- W% 79 WeblLogic Server R%4R CA iEPH
« 7 WebLogic Server ERIEFH
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H2E
EPM System Y522 SSL #3E

BidE WebLogic Server

BF HFM BR$Z885 B AT SSL B9 Oracle #iEFEREE
Oracle HTTP Server i3#2

BCEBE7E WebLogic Server EEIZER) EPM System Web B4
BT EE

EHBEIARSS 28 EPM System

MiXERE

FCEEEA SSL WIMNBAFRBER

SEHECE EPM System NG E

EUIS 2T, £55%3%58%) Oracle Enterprise Performance Management System 2A{4f$R3 SSL
BENZE,

ORACLE

o -~

7

IR EE S Oracle Hyperion Financial Management Web ARS323/BF SSL: 7£Ed
& Financial Management Z g, #4R48 weblogic.xml H1 HFM WebApp B%iE
HEIRFTLUALR cookie IR 2,

1. fER 7-zip FTEREF Financial Management Web 7F#4, weblogic.xml fEFH
PRI E A
EPM ORACLE HOME\products\FinancialManagement\AppServer\InstallableAp
ps\HFMWebApplication.ear\HFMWeb.war \WEB-INF\weblogic.xmle

2. weblogic.xml FFBY HFM WebApp SIEHERRTEE LI TES:
<cookie-secure>true</cookie-secure>

3. R7F weblogic.xml
4. ZH7-Zip HEEEEMFEE, BER.

E} EPM System EFECE SSL:

1.
2.

[E5h EPM System Configurator,

EIBERBEREENATIM EPM Oracle 32fd, TR THE:

a. {f EPM Oracle SEfI&#4, HWNRAECE EPM System H I ERRISLHIE R,
b. BEHET—%,

TmEREL, TRUTSE:

a. BEMREUHS%E,

b. EBFF Hyperion Foundation FtEf55, AEEEFREAHIZE.

c. BEHET—%,

FREALGED, TRUTIE:
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EoE=
EPM System B952 % SSL ZE

HE:

EEFZRERER SSL S FEMHARS SREITEE ZA, HIREHY

SSL EoE AT BRI ARSS 28,
% EPM System Configurator 11.1.2.2 [_[o]x]
T Configure Common Settings:
@ e [V]Creste Windows Services for configursd componants
R [VIRun Windowes Services as non-local system account
T User Name: [ MvDomamepmuser |
(& Summary Pazsword: |
[#]Use 5L for Weh application server communication (reguires manusl configuration
Mail Server (SMTP) Setup:
Ml Server Host [ |
Part [ |
Admiristrator's Email Address: [ |
[ Uze S5L to communicate with mail server
[ Use authertication ta send email
User Mame:
Password
LCM Export Import Location: !\\myD\sk\Dmach\mpon_expon
Help Back \ | et | \ Cancsl

RIS Java Web M AZFIRSSFBISEA SSL (FEFHEE) , UEE

a.
EPM System RZfEF SSL #1T&@(E,

b. ®li%k: EERHARSSRENMEEOPRNER. FZH SSLBE, BHIIEE
SMTP ER4ARSS B FERANT LR .

c. HNE: BXFS SMTP HBHARSS 28317 SSL 1BIE, 1HEZER SSL SR
SEHITIRS,

d. EEHRFEPEEHHBANILE.

e. %fE-F_ﬂ%o

5. TEf54:RY EPM System Configurator R&R L, BEHT—%,
6. ERBELRE, BEMEERRE. 2HEM.

B]3%: 9 WebLogic Server ZZ#E4R CA IEH
KSHABE=H CA WIREBBRIEE VM BHIED, NREIEERREHES

=7 CARIER (FH#F) , BRAATHFMRNEE, BIAR IVM BERELE R
MIDDLEWARE HOME/jdk/jre/lib/security/cacertso

L E

£81 Oracle Enterprise Performance Management System AR5328 EH 1Ttk
UE -

ORACLE 2-10



H2E
EPM System Y522 SSL #3E

EREIR CAIEF:

1. 1R CA EPEHIRE|LE Oracle WebLogic Server BIit B IZAM B FH,
2. MG, BBER¥E MIDDLEWARE HOME/jdk/jre/bine

3. FRUWITFFRHAT keytool 8<%, R CA IEBZREE IVM ZAEH:

keytool -import -alias ALIAS -file CA CERT FILE -keystore KEYSTORE -
storepass KEYSTORE PASSWORD -trustcacerts

Bian, EEILUER LT e <ig a1 B RPFEIVES cacert.crt HINE IVM ZEAEH,
Fi& Rlister AERAEPFIIEDHRE. REN Storepassexample pwdo

keytool -import -alias Blister -file CAcert.crt -keystore ../lib/security/
cacerts -storepass example pwd -trustcacerts

CHIR

7

ERELHRBFIER T FIA keytool S NIEBH—LEEZE, BXESNIEENTE
7;”%, i%%[%—,l keyt00| Y*é,o

£ WebLogic Sever £ Z&EF
ZKiA Oracle WebLogic Server & FHETRIEHZHF SSL, Oracle BiINEREMBE=FH
IR, LUGRIFER 2%,

EFEE WebLogic Server IS MTEN L, £ATAR (B4 keytool) SIER—TBEEXER
FE, LA7Zfi& WebLogic Server #] Oracle Enterprise Performance Management System Web
HAHNERIED.

BRIRBEXBREHSNIESR:
1. MEHIER, EBER¥EZE MIDDLEWARE HOME/jdk/jre/bine
2. BITEMBINTH keytool 55, EMEBERPOIEBEXZHRE (HTHR -keystore

ELRR)

keytool -genkey -dname "cn=myserver, ou=EPM, o=myCompany, c=US" -alias
epm ssl -keypass password -keystore
C:\oracle\Middleware\EPMSysteml1RI\ssl\keystore -storepass password -
validity 365 -keyalg RSA

L E:

IS EMBAR (cn) XI5 HRS 2R FRILAD, MNREFERATEREHZ (FQDN)
€4 cn, MIBFE Web AHEBFATER FODN,
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HoE=
EPM System B952 % SSL ZE

ERIEFIER

keytool -certreq -alias epm ssl -file C:/certs/epmssl csr -keypass
password -storetype jks -keystore
C:\oracle\Middleware\EPMSysteml1R1\ssl\keystore -storepass password

FXKEX WebLogic Server i+ EHHIE R IEH,
REZIEBSNESRE:
keytool -import -alias epm ssl -file C:/certs/epmssl crt -keypass

password -keystore C:\Oracle\Middleware\EPMSystemlIlRI1\ssl\keystore -
storepass password

AD & WebLogic fR5528

ZR%E Oracle Enterprise Performance Management System Web A2 5, ST
R ERE USRI SSL 1S,

ORACLE

7 Web AECE SSL:

1. 71T MIDDLEWARE HOME/user projects/domains/EPMSystem/bin/
startWebLogic.cmd BA/ZE) Oracle WebLogic Server:

2. @BEiFRLLT URL Bl Weblogic Server EI2THI&
http://SERVER NAME:Port/console
Fan, BiFEBBEE nyServer FINIRO LAY WebLogic Server 1T%1&, NMER
http://myServer:7001/consoleo

3. EYOIRELE, ®HATE EPM System Configurator F8ER WebLogic Server &
E AR ZMEE.

4. EEHRHPOA, BHIMEHRE.

5. EIEHENERRTD, BFIFR, ARXERSR.

6. ERSJ|WEREPR, PHEENHEHEBA SSL RS ENET.
540, EA Oracle Hyperion Foundation Services A2 SSL, BILUEA
EPMServer( ARES 28,

7. ERERAGIREOUER HTTP Mifim.

8. MRBEEFEERBA SSL MmO,

9. ff SSL mrimO, HALLARSS 28N (0AIERAY SSL i,

10. EIEERERAMNTIRNEERAE, EERAE T BHAEED R,

11. BEBES.

12. JEEE— I
o BEXFRMBEXERE NRERFERARBMEZE=T CA HIARSSFIES)
. %;’i)‘(ﬁ?iﬂ*ﬂ Java fREEE (MNMREFERATREMEE=7 CA ARSI

13. BEHRTT

2-12



14.
15.
16.
17.

18.
19.

20.

21.
22,

F2E
EPM System BY5E4 SSL ZB=E

TEEEXRRZAETR, WAZTRR WebLogic Server IERBREFINZHAEREEER,
EEEXIRRRAELRESD, BN jkso
FEEXRRARAERGEENRIABEITRRAERGEETR, MAEREED.
MREEAEEREPERBEXIMANBEXEE:

EEHEXEERAEF, BANRSI[ELERH CA WRIEBAENBEXZRE
AYERIZ,

FEEXEERRARERESR, BN jkso

FHEXEERAERBEENRABEXEERRERDBEETR, BAERER
3o

BHRE

]

E SSLIGHE:

% SSLo

EREARE S, MAEESANEERZH WeblLogic Server IEBIIEEFIRE
FERSAEBTENHINAABIBIZIED, WABTRRNANEZD,
BEHERF

o E:

WREFER SHA-2 IEH, NMATABE T2 EPM System SN2 ERSS281%
$(#F JSSE SSL 188, WISETF SSL M “BRERFH, BEEEHE
&) WebLogic ARS528 LUBCE LB X

SRS BRERAREER:

a.

b.

2

o

EERSNEERS, BFFER, ARRE8#E
EHERER, REEENEBAREERINIRSEMIRTR, FI40 Foundation

Serviceso

IR, RETEERS BB RN EE SRR,
BRERILUTHE R ED~,

EREERAREEE. CrRREXRLYUEHEIE, ARZEEERIET,
BEHRRF

SHEFIUENHNENZERSSE, RS E 6 F 20,
BRAREEH, MEENEHEBRMEE,
BEXFEMEE, 152% Oracle Metalink 344 1319381.1,

TEEERIERIEHR, BAFE, AEEEHE,
PR E H

EEHLE, &EF (&F) EBAREER,
BHRE

23. EERFOA, BEHHEES,

ORACLE
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HoE=
EPM System B952 % SSL ZE

BB HFM BRS588 5B AT SSL BY Oracle #iEZERYEE

HFM #3EJ5H0 Oracle #iBE 2 [BIBIMLZEZ T LA SSL #1TIN%E, Ak, HiRER
Oracle 4Ry BAERE Oracle Wallet, TNS il 28R 4 MBS 0T SSL N EE
MmO, &a, EEEANAIERNEIIEE HFM SUERNIRS 28 LR HAENE
EER, LITEE5| A B Oracle #3EE 14,

FoIRF M
ERERITUTE B ZE, BHEBEUATRREM:
ERETHEIEERS 23
RSB A LERE KSR LETEIZITE B A SSL B TNS fiilr23rvin 0 £ SRS
FHITIRS
ETTEMTAIF, AT MS Windows Server 2016 Ei&fTHI Oracle 12¢ (12.1.0.2)
ARZs, SNERHA wallet XHEHEEMKRRZZ Linux XERKRRZ, HEBHWHIEERS S

LERARY shell EMER TIFRREBAT, MXLHRATE Linux RE ERFER. X
LABRBIRBAR T F 19¢ AR HREH,

AXFRRAIERBERIES, BMRERE, WA LUERESNERMANIES,
BT BLRFIEBMANANALRIEBRZEEHRIT R, 1§20 Oracle HIEEX
o

B2 & Oracle $XIEE

ORACLE

EECE Oracle ¥iERE, BRIRUATTEIRE:
1. EHEERS S LEIEMBIBEIER wallet,

o E:

N ZEIREIEE Oracle Wallet I A FEBRITXL S B, INREKEER
222 F{#A GUI Oracle Wallet TR, NMIELEERITUTHE,

C:\> cd SORACLE HOMES%

C:\oracledb\12.1.0\home> mkdir wallet

C:\oracledb\12.1.0\home> orapki wallet create -wallet wallet -pwd
passwordl -auto login

Al AR BRAE PR ETE orapki 89917 LEEA -auto login local HHR. WIRIB

Z| SSL BRIIERKERIR, 1ESIRXY ID 2238096.1 LARERILA),

Lbgh, BT cwallet.sso X (f wallet BRTF) HNZENR, FHH{R Oracle

il 23ARSS BB P XF LS B IREANPR. SNREHREUMNR, fEE#HTT SSLIEFEX

Wo MNRFEARAIFERIEIN Oracle BF L Oracle #iEE, MBI XFHE

}g WNREA Oracle FIF &% Oracle #iEE, N TNS ilr23AAURRENBEF S
1B17,

2-14


https://docs.oracle.com/database/121/index.html
https://docs.oracle.com/database/121/index.html
https://docs.oracle.com/database/121/index.html
https://docs.oracle.com/database/121/index.html
https://support.oracle.com/epmos/faces/DocumentDisplay?_afrLoop=430164629262861&parent=EXTERNAL_SEARCH&sourceId=BULLETIN&id=2238096.1&_afrWindowMode=0&_adf.ctrl-state=st63d52yh_4#aref_section215

ORACLE

H2E
EPM System Y522 SSL #3E

IZBERIEBHRBEMEE] wallet F

C:\oracledb\12.1.0\home> orapki wallet add -wallet wallet -pwd passwordl -
dn "CN={FQDN of db server}" -
keysize 1024 -self signed -validity 3650

U LB passwordl BRIAME LT 1 PIEEREZILILA,
SHFHEENBERIES

C:\oracledb\12.1.0\home> orapki wallet export -wallet wallet -pwd
passwordl -dn "CN={FQDN of db server}"
-cert $COMPUTERNAME%-certificate.crt

B S A Base64 iIEBXHEHIE HFM fRSE 28
B2E SQL*NET #1 TNS fiiffr2s:

a. MEHEERSSHE ERERNIKO. UTRFERD 1522 LeI@HF3E. BT SSL
ERNHEMIEOE 2484, BAUEREAATARO. THREUREZR, BOTNER
ERNIROEREFRS S LEEAA, AREFEHTHAZ,

b. EE¥f SQLNET.ORA, WALLET _LOCATION =EBEfY DIRECTORY TTEATIEME _EEHE
2 1 FheliEs walleto

SQLNET.AUTHENTICATION SERVICES= (TCPS, NTS, BEQ)
NAMES .DIRECTORY PATH= (TNSNAMES, EZCONNECT)
WALLET LOCATION=

(SOURCE =

(METHOD = FILE)

(METHOD_DATA =

(DIRECTORY = C:\oracledb\12.1.0\home\wallet)

)

)
SSL_CLIENT AUTHENTICATION = FALSE

c. EH LISTENER.ORA LAFEXFiiilf2s. AT LEBPE 5a PHENIKR.

SID LIST LISTENER =

SID LIST =

SID DESC =

SID NAME CLRExtProc)

ORACLE HOME = C:\oracledb\12.1.0\home)

PROGRAM = extproc)

ENVS = "EXTPROC DLLS=ONLY:C:\oracledb\12.1.0\home\bin\oraclrl2.dll")

(
(
(
(
(
(

)

)

SSL CLIENT AUTHENTICATION = FALSE

WALLET LOCATION=

(SOURCE =

(METHOD = FILE)

(METHOD_DATA =

(DIRECTORY = C:\oracledb\12.1.0\home\wallet)
)

)
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EPM System B952 % SSL ZE

LISTENER =
(DESCRIPTION LIST =
(DESCRIPTION =
(ADDRESS = (PROTOCOL
)

(DESCRIPTION =
(ADDRESS = (PROTOCOL
)

(DESCRIPTION =
(ADDRESS = (PROTOCOL
)

)
ADR BASE LISTENER = C:\oracledb

TCP) (HOST = myServer) (PORT = 1521))

TCPS) (HOST = myServer) (PORT = 1522))

IPC) (KEY = EXTPROC1521))

1£ TNSNAMES.ORA R AFTIHOCIEFE B,

ORCL_SSL =

(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCPS) (HOST = myServer) (PORT = 1522))
(CONNECT_DATA =

(SERVER = DEDICATED)

(SERVICE NAME = myServer service)

)

)

WIFEEE LENP R 5a FHEHES T 5c PEANERIKO.
EHEE TNS 0723,

C:\oracledb\12.1.0\home>lsnrctl stop
C:\oracledb\12.1.0\home>1lsnrctl start

IIEFT TNS P8R B ERIBIT

C:\oracledb\12.1.0\home>tnsping orcl ssl

TNS Ping Utility for 64-bit Windows: Version 12.1.0.2.0 -
Production on 10-SEP-2019 15:43:22

Copyright (c) 1997, 2014, Oracle. All rights reserved.
Used parameter files:
C:\oracledb\12.1.0\home\network\admin\sqglnet.ora

Used TNSNAMES adapter to resolve the alias

Attempting to contact (DESCRIPTION = (ADDRESS = (PROTOCOL = TCPS)
(HOST = myServer)

(PORT = 1522)) (CONNECT DATA = (SERVER = DEDICATED)
(SERVICE NAME = myServer service)))

OK (130 msec)

¥ HFM BRS 23 BB N fE R SSL #E %1%

ORACLE

REURERIER RN HFM ARSS 28 ERSERE

WIIEIETT HFM BURENE EPM RSB EHITU TS B, TEFEHAR M HOMES
IFIR T2 Oracle Middleware REMNIE, £ EPM ZEHFEZARCIZEHIFIZET
2, BT ETREPM ZEHNRXBE R,
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ORACLE

H2E
EPM System Y522 SSL #3E

EPM &R EH EMP ORACLE HOME MRTEIETE. TENTOEAENGEEERETS
EPM REMBMHERNB R, BHREMESEEXGTUAMAT HFM BRSS 288 X RAREA L

Bo

1.

£ svw_noMES FRIB—MTE RKFE Java BIREM PKCS12 EERE,
a. cd %MW _HOME%

b. mkdir certs

M JIDK £l Java ZEREXH cacerts.

a. cd $MW_HOMES$\certs

b. E%%U%MW_HOME%\jdkl.8.0_181\jre\lib\security\cacerts testing cacerts
EHIFHERZ IDK ZAEMIEFER IDK BIAZHRENREEZ, MRFAL IDK Hillkx
T Z A1 IDK, BARIFRIAZSAERNZRAMIEBRER,

1tk Base 64 IEBEHIF sMw HOMES\certso
RAEBSNE Java ZFAEX M testing cacertso

a. ffl90, keytool -importcert -file burOOcbb-certificate.crt -keystore
testing cacerts -alias "myserver"

i ERUIIEEBIAENER,

i. fELNIZRE "myserver' Bk AEIEERS ST LR E I,
b. HAGIRTNEZREBMEMIEPMIEEMN, BEE vo
M JDK B9 Java ZEREXHEIIE PKCS12 IS ERE, F0:

keytool -importkeystore -srckeystore testing cacerts -srcstoretype JKS -
deststoretype PKCS12 -destkeystore testing cacerts.pfx

1% HFM JDBC &S #i A fER SSL

1

% HFM #EE JDBC EHiZEHECE NEA SSL.
a. BIlEPMEEIA,

i. )%3F Financial Management T3 52 FVER B IR EFSPERIN BIZEFIRS 33T
=18
i. BETF—F,
ii. 79 HFM JDBC EERITUTENMN TR
i EwO. RSBR. AR BMBREIIFMNEEN SSL w0, RSB, B

FR2ME,
i. B (+) UTHSRBIEREEDL,
iii. EPERAREEREIRE,
iv. WANEDE 2 FEIEN Java BRAEMNMUE,
V. %EEEZ%O

vi. B (+) BUTHERRIEREED,

vii. BEHEREHEAENGEM JDBC URL, i&FE, TN ERA JDBC URL ##
TERENR.

viii. PEHMNA,
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iX. %fE-F_ﬂ%o
b. ZER EPM X#EHPFR, STRERSBEUIE HFM NARERF.

2. TH&<ENO shell LIFIEH EPM 5EMER, LUEHEERFERAM ODBC EiEA]
MEH SSL,
PIT RIS G2

epmsys_registry.bat addproperty FINANCIAL MANAGEMENT PRODUCT/
DATABASE_CONN/@ODBC_TRUSTSTORE "C:
\Oracle\Middleware\certs\testing cacerts.pfx"

epmsys registry.bat addencryptedproperty
FINANCIAL_MANAGEMENT_PRODUCT/DATABASE_CONN
/@ODBC_TRUSTSTOREPASSWORD <truststorepassword>
epmsys_registry.bat addproperty FINANCIAL MANAGEMENT PRODUCT/
DATABASE CONN

/@ODBC_VALIDATESERVERCERTIFICATE false

UL LRGP, B&IF c:\Oracle\Middleware BHE 1. 2 M 3 FHY svw_HOMES
1B,

REFEHEBSZIEPE, 7 RIEEM FINANCIAL MANAGEMENT PRODUCT/
DATABASE_CONN/@ODBC_VALIDATESERVERCERTIFICATE & B A falseo
FINANCIAL MANAGEMENT PRODUCT/DATABASE CONN/@ODBC_TRUSTSTOREPASSWORD HY

BENZES R 2 PERIBRIE Java ZHAERER.

E# HFM {EFBY TNS 2#R% B

4mEE TNSNAMES.ORA AISEMFREHEGRBIEFRE. UTRHIERT HFM fRES(EE
N ANEEREHIG TNSNAMES . ORA X, #HITXLEFNMRER HFM B HEHB
279 HEMINS BY TNS BREEH. MBI BRIMYFNIRO, xFMpataSource A BEIE
=T

HFMTINS UNENC =

(DESCRIPTION =

(ADDRESS_LIST =

(ADDRESS = (PROTOCOL = TCP) (HOST = myserver) (PORT = 1521))
)

(CONNECT_DATA =

(SERVICE NAME = myserver service)

(SERVER = DEDICATED)

)

)

HEMTNS =

(DESCRIPTION =

(ADDRESS_LIST =

(ADDRESS = (PROTOCOL = TCPS) (HOST = myserver) (PORT = 1522))
)

(CONNECT_DATA =

(SERVICE NAME = myserver service)

(SERVER = DEDICATED)

)

)
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R4 nrMTNS B B E S E /9 HFMINS UNENC, @IS nrvTNs UNENC ZREHBEHEHRE N
HEMTNS BT #7HY HEMTNS, RS, MNEFI A TCPS, HBWOFENN 1522, FEEMIHON
5 TNS LISTENER.ORA M{EF$EE M 48R,

Oracle HTTP Server 11 %

77 Oracle HTTP Server 8132 Wallet HZZEEH

ZRA Walllet & Oracle HTTP Server Beh&%, EAMAZERRSE Oracle HTTP Server
feE— 1 3EPREY Wallet,

FE: M 11.2.x FF¥A, Oracle Wallet Manager B # Oracle HTTP Server —f2 &%, XY &
Z % Oracle Database Client B, A& %% Oracle Wallet Manager, & {EREGEEZR P iR
AT wallet EIE2ZKEIIE wallet FRENIER. SAREN SSL B2E Oracle HTTP Server, &
HIR7E EPM R4 MR EHAE)IGE L4 64 {iI Oracle Database Client,

BIiEH L Oracle HTTP Server iE$:

1. 7E$EE Oracle HTTP Server W& &ITEN L, B5h Wallet Manager.
ROREERFFIA. FRBETERE. Oracle-OHxxxxxx. H£REIET AF Wallet Manager.
xxxxxx x& Oracle HTTP Server I35,

2. BIE—IHREZT Walleto

a.
b.
c.
d.

e.

7£ Oracle Wallet Manager A, f&kRi%E#E Wallet FFTE

BEIUBIERIA Wallet BR, HEBREEUEERENMUECIE Wallet X4,
T2 Wallet’ R LB Wallet Z3FHIAZIDIETA, WMANEEERANE,
BEHHE,

FERIAHEEFR, BHR,

3% ARG EER Oracle HTTP Server E%189 CA, iBIEIRE CA IEBZEANIZ Walleto

3. mhEk

a.
b.

C.

7£ Oracle Wallet Manager 7, AfEHEEIERHEERSNEEIEDB.
AR FHIEER CA IEH,
EE T

4. BIBIEFRIEK,

a.

b.

c.
d.

e.

f.

£ Oracle Wallet Manager 7, AREHIER: [FT] FHEFRIMERIEK.
FERBIEBIER, MABFEER.

HFAHZIR, MATERENRS2E3E (B30 epm. myCompany . com 3§
epminternal.myCompany.com) , BJMBRHE LR hosts XEAIREILLE S

BEHRE.

EFINHEES, REHE,
ARBHEMERBER, AEEFESHIERIER.
EEIERBIBERAEIR M,

5. ERIEBBERXMH, M CARTBERIES.
6. SAERIES
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a. £ Oracle Wallet Manager 7, AfEHHATFRINERIEBIIERIER, AFik
ESANBFIEB,.

b. E“SNIER'H, PEHEHEUMXESNIESR,
C. E“'\T)\ﬁ.E:F-I;"EP, iﬁ%“ﬁE:ﬁy1¢”’ %E%EE*T;:FO

¥ Wallet (RFZEI S ERAIE; 51490, EPM_ORACLE_INSTANCE/
httpConfig/ohs/config/OHS/ohs component/keystores/epmsystemo

%R Wallet, AREFHHERUBVEEMNER,

{£/ ORAPKI 1% & Oracle Wallet (7 Linux L)
E{FA ORAPKI a8 1Ti& & Oracle Wallet, HERU TS E:

1

BIEATEM wallet BT

$ mkdir /MIDDLEWARE HOME/oracle common/wallet

¥ orapki EREFHNAUERNIENERES:

$ export PATH=$PATH:$MIDDLEWARE HOME/oracle common/bin
B2 wallet LATFRUERIIES

>$ MIDDLEWARE HOME/oracle common/bin/orapki wallet create -wallet
[wallet location] -auto login

S LRRERNMEFHFFA wallet 13 (MNRAKXERLTLIBEEAER) . ©
BIERN -wallet IBEMMELIZE wallet,

ERMIEBERIER (certificate signing request, CSR) FEERINEIER wallet:

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet add -wallet
[wallet location] -dn 'CN=<CommonName>,OU=<OrganizationUnit>,
O=<Company>, L=<Location>, ST=<State>, C=<Country>' -keysize 512|
102412048[4096 -pwd [Wallet Password]

RRIE B PERER RN A ERE A ES

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet add -wallet
[wallet location] -trusted cert -cert [certificate location] [-pwd]

fERERY CA (Cerificate Authority, IEFIAMNH) 7 CSR (Certificate Signing
Request, IEPERIEK) 8. EM Oracle Wallet FHIEFHIEK:

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet export -wallet
[wallet location] -dn 'CN=<CommonName>,O0U=<OrganizationUnit>,
O=<Company>, L=<Location>, ST=<State>, C=<Country>' -request
[certificate request filename] [-pwd]
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7. BZEEZH CSR FN\E wallet H1:

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet add -wallet
[wallet location] -user cert -cert [certificate location] [-pwd]

8. EER walet HHRA:

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet display -wallet
[wallet location] [-pwd]

77 Oracle HTTP Server 2 SSL

EHEE Oracle HTTP Server WE&ITEN EEFHAE Web fRBZ882 /5, BH Oracle HTTP
Server BRE N, EEHPMERIA Wallet I BERNECIER Wallet BIIE,

E}J Oracle HTTP Server E2& SSL:

1. EEEBEFHEE Oracle HTTP Server 4 EEHHECE Web RS 25,
2. ALFIFEEN EPM System Configurator,

3. HREASEERETR, TRUTHSE, RAERET—%,

a. EIEUHEEERRFTENS.

b. FEFF Hyperion Foundation 5548, AFIXFECE Web ARS5 283
£ERE Web RS2, 2ET—%,

TR AR, BET—%,

TEWHED, BEHEER.

FERANARIBESTIHF EPM_ORACLE_INSTANCE /httpConfig/ohs/config/fmwconfig/
components/OHS/ohs component/ssl.confo

8. MAfREEAM SSL IO BSITE 0HS Listen port F, AU TFFAR:
WIRFER 19443 B SSL BEIRE, FERSNU TR

N o o »

Listen 19443

9. J¥ ssLSessionCache BEEIZE N noneo
10. EFEPEFRSE Oracle HTTP Server WAL B IE &,

a. {ERAXASYRIEERFTH EPM_ORACLE_INSTANCE /httpConfig//ohs/config/
fmwconfig/components/OHS/ohs component/ssl.confo

b. 1XE ssiwallet IEXHENHE, FHIEMZERIEBAATERN Wallet, INREBE
EPM_ORACLE_INSTANCEhttpConfig/ohs/config/OHS/ohs _component/
keystores/epmsystem FIEIEE Wallet, M ssiwallet 5L AIEEMNTFFIR:

SSLWallet "${ORACLE_INSTANCE}/config/${COMPONENT TYPE}/$
{COMPONENT NAME}/keystores/epmsystem"

c. fRFHXMA sl.confo
11. EHEBEFRE A Oracle HTTP Server £HJ mod wl ohs.confo
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a. TEANARIEEITHF EPM_ORACLE_INSTANCE /httpConfig//ohs/config/
fmwconfig/components/OHS/ohs_component/mod wl ohs.confo

b. HfR wLssLwallet 5L IEMFAE SSL IEHRY Oracle Walleto

WLSSLWallet MIDDLEWARE HOME/ohs/bin/wallets/myWallet

5140 c: /Oracle/Middleware/ohs/bin/wallets/myWallet

c. ¥ securerroxy I8LHIEIRE ONo
SecureProxy ON

d. HREZFER Oracle Enterprise Performance Management System £E{4/9
LocationMatch EXZEMULLT Oracle Hyperion Shared Services =fflo %3l
REE— Oracle WebLogic Server 8#& ({IF myserverl M myserver2 k£
ELfff SSL ixM 28443) :

<LocationMatch /interop/>
SetHandler weblogic-handler
pathTrim /
WeblogicCluster myServerl:28443, myServer2:28443
WLProxySSL ON
</LocationMatch>

e. fRTFH XA mod wl ohs.confo

ACE WebLogic AR 5528 L EBZE HY EPM System Web £H 1%

ORACLE

#BE Oracle Enterprise Performance Management System Web A2 /5, %174
AR E USRI SSL i@f=.
Ef Web AHECE SSL:

1. BEITEETE EPM ORACLE INSTANCE/domains/EPMSystem/bin/
startWebLogic.cmd AR /E5h Oracle WebLogic Server:

2. @EiFRLLT URL BE5 Weblogic Server BI21THI&

http://SERVER NAME:Port/console

fFlan, EifREBEIE nyServer BRIAIRO LAY WebLogic Server T8, R{ER
http://myServer:7001/consoleo

3. EVOIERELERANBFREMER, LUAR Epvsysten. ZAFP BMEBEEALEH
I8]17E EPM System Configurator 1$5 % #,

4. EERFOA, BHYUEHRIE.
5. EIERIGHNAEERT, BRFWER, AREERSSE.
6. ERS[HERRET, RLHEENHBA SSL RS S[IHBM,

B30, MREBLREFRE Oracle Hyperion Foundation Services A, MBI AT
ARs528/= A SSL:

* CalcManager
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FoundationServices

7. ERERAIEOMUER HTTP (MifimA.

8. MRBEEFEERBA SSL MmO,

9. 7f SSL fmriwOS, %N WebLogic Server SSL {ilfixm o
10. IEEEFEANITIRMEERHE,

a.

g.

R BRE LT A ZHAE TR,

HEZPRERTRR, EF— A

EERBHE LT BRI R,

EZAERTRR, EFE—NED:

« BEMIFRMBEXEE NRERFEAREMBE=S CANRSIIED)

o BEMIFIRH Java iREREE (NREFERTRBMBZE=TF CA HRSIHIED)
EBEXITAZAED, WMAZRM WebLogic Server IF B R ERHNZAEMRRZ,
TEBEXIMRZARELEF, BN jkso

EEEXRARAERGEENRIABE AR AERDEETR, BARRER
3o

MREEABBETERBEXIMRAMBENXEE:

« EBEXEEERED, WANRSH[IEBERE CA NRIEBAENBEEXER
FERYEE 2o

« EHEXEERAERESD, B jkso

« AHEXEEERAEREEENRHABEXGEERAERLEETR, BARRER
3o

BHRE

11. 5%E SSL &&,

1 SSL,
EFREARET, MALESANEERZM WebLogic Server IEBATIEEMFIR.
EAPABEEENHIAFAIZEBREES, BABRTRELBENEB,

{XPR Oracle Hyperion Provider Services Web N FIEF: WREFEFBERIERXT
WebLogic Server flE M EPM System AR 23AH 2 BIRVBEHITNE, NHER
Provider Services Web B2 EV R W1,

- EEER.
- HEENRWIER, HEFEFL.
BEHRRF

12. FEERPORN, RHHEEN.

SEiECE

S ESENAECE. EEMIEEZR), BLIRABRNTE &, Oracle BNENETEIE
HITER Z B ENIA S E BN IE Az,

EEHINECE:

ORACLE
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1. SfnZE MIDDLEWARE HOME/oracle common/bin directory BR:
cd MIDDLEWARE HOME/oracle common/bin

2. I%E ORACLE HOME. WL HOME 1 JAVA HOME.
set ORACLE HOME= /Oracle/Middleware

set WL HOME= /Oracle/Middleware/wlserver
set JAVA HOME= /Oracle/Middleware/jdk
3. £ WebLogic #=#|&%, NEERS[/EA HTTP KO,

4. {ERAEPNTRIS < EIRZEAE:
libovdconfig.bat -host HOSTNAME -port 7001 -userName USERNAME -
domainPath $MWH%\user projects\domains\EPMSystem -createKeystore

Flt@<$H, ¥ nosTvave B WeblLogic BRSZ2[MEMNR, 3§ vservave Bt
EEANAFRE. BREERNEIRE OVD ZAERIZEMI.

5. M AdminServer FS&H SSL iEH,

" Note:

S BIGERTFEHRA LDAP (BRIABHI0IEES) o XIFEM LDAP, #%
TERFET LDAP BN <SS HIEP, IEBIEX AN Base 64 4
389 x.509

a. {#H Internet Explorer @i 1E#&E] https://HOSTNAME: 7002/ console ifia)
WebLogic EIBiTH|&

b. RRBLEEHBILEFNFAES, AEEEERBIXHLUFE SSLIER.
c. REHL Base 64 4wiIHY x.509 IEBXHENREFR B R, Hla0

C:\certificate\slcl7rby.cero
d. RIEBBERSE L.

6. fEF keytool, FEBSANEIFE 4 PEIZIERED, FAEXMMNTHGS (R
JAVA_HOME (#ll keytool ATHATXF) TEMBRZAYERIZH) !
export PATH=$JAVA HOME/bin:$PATH

keytool -importcert -keystore
DOMAIN HOME\config\fmwconfig\ovd\default\keystores/adapters.jks -
storepass PASSWORD -alias wcp_ssl -file CERTIFICATE PATH -noprompt, 15

.

keytool -importcert -keystore SMWHS

\user projects\domains\EPMSystem\config\fmwconfig\ovd\default\keystore
s/adapters.jks -storepass examplePWD -alias wcp ssl -file
C:\certificate\slcl7rby.cer -noprompt
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< Note:

o WS SHERNBIEANSESE 4 PERZAENFIERNZBR—,
o CERTIFICATE PATH S2iFBMIIBMZR
« alias AT AR EEFHERSIR.

ERNSNIEPRE, keytool 2ERBE Certificate was added to keystore (EPE
AINEIERE)

7. 1E WeblLogic #Z#l&d, &7 HTTP BO4, TAEIERSEBBA SSL K0,
8. EH/E5) Weblogic EIERSH[MZEIRS 5.

9. FHZLEEERE Oracle Hyperion Enterprise Performance Management Workspace
MIIE—IREIERE,

EBEohARZ5 28 EPM System

Mz 5P E

EHEMHNEFNRERSEE, ARETEE ARS8 LB5N Oracle Enterprise Performance

Management System,

5ERY SSL FEZ G, WiF—YIEREEPEELE R ITTT.
ENHRERE

1. {ERNISESI)% £ Oracle Hyperion Enterprise Performance Management Workspace
URL:

WR(ER epm.myCompany . com fEASMEBBIERIARS 28518, FHEM 4443 /FR SSL IwA,
N EPM Workspace URL 4

https://epm.myCompany.com:4443/workspace/index.jsp

2. BEFRRERBL, BANRFPEMNED,
3. BEER.
4. WIFRRET R 21H0)EE R Oracle Enterprise Performance Management System 2B,

AeE B SSLINSEREARBR

ORACLE

g
« {&THTE Oracle Hyperion Shared Services Console A ERIIMFEF EREREA SSL.

« MRELEEARBNZE=S CANIERNAFRBEREA SSL, WERENIRS LS
FHH CA BIRIEBEIA,

SR CA EH

MREKBFEARBNBE= CANIEBNAFRBREBA SSL, WELIR RS SHIERE
#H CA RIEBSANUTERRE:
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..
7

ER FAfZREPERRIE], WebLogic 3§70 -Djavax.net.ssl.trustStore §
%, 1%3§<3E[M setDomainEnv.sh Y setDomainEnv.cmd HHY
DemoTrust.jkso SNREFEANAREIIAR WebLogic IEFH, MM
setDomainEnv.sh B setDomainEnv.cmd FAIBR -
Djavax.net.ssl.trustStoreo

EATAR (5190 keytool) |AIR CA IEH,
« P& Oracle Enterprise Performance Management System AR552s :
JVM Z$AFE: MIDDLEWARE HOME/3jdk/jre/lib/security/cacerts

« £ EPM System AAHFEN LR IVM ERINZEAE. BRIABERLT, EPM System
AHERUTERSRRE:

MIDDLEWARE HOME/jdk/jre/lib/security/cacerts

EREIINFAFABER

f&n@ 3£ Shared Services Console REEERF ER. BBERF BRY, XMk
BRERBA ssL kM, ZIEWIER EPM System REMFEAZLMNSRFRBRERE. &
A LA EPM System £ MM EEA LDAP BWEFBR (5130 Oracle Internet
Directory 1 Microsoft Active Directory) ZI[8/fYiEEE R SSL.

1520% (Oracle Enterprise Performance Management System AP &2 &12fgr) H
NEERFER

£ Web frS3 88 E2% 1 SSL

ORACLE

BEFREN

7Tt A ZES, {#H SSL 1R®4F Oracle Enterprise Performance Management System &
Fig (FIanx%e8) # Oracle HTTP Server Z B@EHRNE S, MW TEFTR:
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Browser

HTTP3

Firewall l

@ SSL Offloader

HTTP

l

T T

N=ZEO

OHS 4} =

|
o

Firewall

- o m m— m

HTTP

WebLogic Server

Databases and ."i "
UserDirectories

Rig

LEECETE Web ARSS 28 EEAA MRS 2B(AIE  (FIU0 epn. myCompany . com
empinternal.myCompany.com) : —/NATF Web IRSZS23FHE28 2 BRI EP@EE, S—NE
F#& EPM System fRSE 2B Z BINAEEE. HRIRS I BIEAIZITENIA 1P ik, Br@
i DNS f##fro

Web RS2 (HPRENX T ZHREMEBENEMEN) EHMEREZFHMERNEEE (6
4, B epm.myCompany.com) HITIMNPBENZRIER. HEAENNLZE SSL Hi& HTTP

i&K¥ . % Oracle HTTP Server,
%4 SSL 7£ Oracle HTTP Server (OHS) 1 2 #7288 L4 IERT, &7

B8 Z1E Web N ABERFIGE A E T #1233 Oracle HTTP Server BY3E SSL EEIXEMN
(5130 empinternal .myCompany.com:80, EHA 80 &3F SSL ixM) . I HE RE, 5

A TSI :
1. FEFF Hyperion Foundation E2&E53,

ORACLE .97



$F2E
AT Esshase 11.1.2.4 B SSL

2. EEECE Web R AEFHZiEME,
3. IBEINZ. ESSLigO=SH SSLiEAS,

- BN URL IRB R ETF#i285k Oracle HTTP Server B2 SSL BIEAEN
(5140, empexternal.myCompany.com:443, EHA 443 & SSL ixA) . T EE"
BE, TRUTSE:

1. BFF Hyperion Foundation B2 EF53,

2. EEREXHGE,

3. MR URL FAE 2 THIB A SSL E#H,
4. FEEIMER URL EHAISMEB URL im0,

o E
5/ configtool EFTEPE Web N HZFHEHACE Web fRS23FE IR
148 Web WAZRFMIME URL BYIRE,
fid®E EPM System
EPM System A4BIBRIAZBE L #H1E Web IRZ 28 EA&IE SSL, TEHMIRE,

BcE EPM System BY, HfRIZ1E Web K RERFIERARAZR@ESCIZERIEIAEN (Fl1a0
empinternal.myCompany.com) o A& MU TEREBRULEMEE EPM System:

«  {oracle Enterprise Performance Management System & 5E&55)

«  {Oracle Enterprise Performance Management System &3 X\|1)
Mt EpE

SERERETIZSS, @ITiEERIZR 2R Oracle Hyperion Enterprise Performance
Management Workspace URL I0iF—t)@EIES !

https://virtual host external:SSL PORT/workspace/index.jsp

5130, https://epm.myCompany.com:443/workspace/index.jsp, EH 443 J9 SSL i
Ho

FHF Esshase 11.1.2.4 BY SSL

ORACLE

1R

EBNBERBINERHEE, XEIEBAFRIP Oracle Essbase SEFIFIA M 2 (a8
=, BN TAHSFSES]: MaxL. Oracle Essbase Administration Services AR5328.
Oracle Essbase Studio AR5528. Oracle Hyperion Provider Services. Oracle Hyperion
Foundation Services. Oracle Hyperion Planning. Oracle Hyperion Financial
Management #1 Oracle Hyperion Shared Services Registryo

FAIABRE

Essbase ZFZEGRLTE SSL #13E SSL X T IL1E, Essbase KEMiIfIELRLImO; 1
AUREAMFEZ LR, HRRZLinOMFIEEEIYIRMA SSL &EFiE, MREF iR
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F2E
FTF Esshase 11.1.2.4 B SSL

EIER4E SSL i _ERY Essbase UIB, NNZEEIE#WMAIE SSL &, AHF LIS Essbase
RIBEEIHLRIE SSL EERM SSL %E#HE,

Ea OB E B RIS E R e N AR OREFHIE N 21E SSL, 158 B EMNRIEN
SSL &,

NREBA SSL, N Esshase SKAIRMFMEBEHISME, UBREERE .

Essbase A EREEX THWRIAREFERBERIEPREBHE SSL &5, TERFNIHE
M. Oracle BiNEBEEFIFIERNERSA SSL B Esshase FEARXBMZE=AH CA EH,

Essbase Studio
EAS Console Browser Smart View Client

l l Provider Financial Shared

EAS Web App Services Planning Management EPMA Services

TCP/IP — =
-.,@;'1 =
Server Application Server I I I |
TCP/IP
TCP/IP TCP/IP TCP/IP HTTP
| ‘ Essbase
Studio Iié
é‘ 2 ——  Server Cert)
- - PAY P
w Essbase " TCP/IP
' Server <
= _ —  ODBC/JDBC ——————p EPM
- {:e;tz (Cert )} Database
pLY ya4 LA VAVE R~

BE, TS5 Esshase RTC WEFimi#1T SSL @{ERVIEBTEMETE Oracle Wallet 1, T
BF5S5ER JAPI BEHAHSFHTT SSL BERNEBEMETE Java BHHEHR, N TR SSLIE
{5, Essbase BRIl TH&7Z(E% Essbase RSB BAMRIBIEEHITEZH CA HIIRIEP.
BERNEINERREMNE"

HERIEPREMNE

Oracle BiXEEEIFERITE /2 A SSL B Essbase EFRARERMZE=HM CAEFH, &q]
LUEREIAN BEZIIEPHITIIR,

o E:

Essbase XHHEMBECFIESR, @E—1 SSLIEREIEIRIFZ N FiE. EABERN
I AT LUR D E IR E AN Al 2o

MREBAENBRE, NAFREERBEMIER.
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TBEELUTIES:
° *E CA i.l.—t:Bo

$F2E
AT Esshase 11.1.2.4 B SSL

{#H Essbase RTC 5 Essbase B EZMAHENRIE CA IEBEMETE Oracle
Wallet ./ JAPI BILEZMAMGERIRE CA IEBFETE Java BIAEH. TX

IR T BRNEBRENE,

s E:

»

Wallet , NMIFTEHFELER CA IEH.

+  FTF Essbase AR%528#0 Essbase KENEZIEH,

®2-1 YRHOEBREMNE

MREFEAFRBENZE=T CAWIERMASRHEBRIERLETE Oracle

A BHE I 2
MaxL Oracle Wallet 1R CAEP
Administration Services iR55 28 Oracle Wallet 1R CAEP
Provider Services Oracle Wallet iR CAEH
Oracle Enterprise Performance Oracle Wallet 1R CAES
Management System ¥X#&ZE
Essbase Studio AR5528 Java B iR CAES
Planning « Oracle Wallet 1R CAIEH
«  Java ZRE
Financial Management Java HEiHE 1R CAES
Essbase (ARS32aF1MCIE) 3 « Oracle Wallet - 1R CAE$

«  Java ZARE

Oracle Hyperion Shared Services

EiEE

RN E— N BHAELGIAN A 2R ME AR ERERNA Y,
2 ZMAH T ER B REFZAEPHE—MRBESR.

SIE B MR EEBIAG Oracle Wallet ] Java ZAEH,

o F7F Essbase FRSZ:MARIE
MFERIEH,

ZIREHERE Esshase A4

AERRESRES, BALUERERZeRBRO (BAAR 6423) ; BZE Oracle Essbase BYA]
UENZIEO. BANBERT, BEIRERENEN AR ERENBEERIE

ORACLE

o

MEBBERE Oracle HTTP Server, M EPM System REIZFIFEILE Essbase JIRY
HEMN LR arRBoR PATH A%EE Oracle Wallet F1IBERIEH. ERENENHER, FrE

Essbase tAH9HZ IR,
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73 Esshase (F A {EEMNE =7 CAIEH

ORACLE

BUIBIERIARHREUES

ERMIEBIEXR, AFEE Oracle Essbase Hﬁﬁz%ﬁl] Essbase f{IEHARSZ 23RBUIER, IEPIFK
BERETENAIDHZFR (DN) WINZER, BRETZNIRISERIFEKLIREY SSL iEH,

B LAER keytool 3% Oracle Wallet Manager T ASIBIERIER, BXEIBIERIERNIF
éHM.:. B, 1BSRAERATIANEXE,

WRFEARE keytool, BEFEAFXMINTHHRSEIBIERIERK:

keytool -certreq -alias essbase ssl -file C:/certs/essabse server csr -
keypass password -storetype jks -keystore
C:\oracle\Middleware\EPMSysteml1R1\Essbase ssl\keystore -storepass password

IRENMI R IR CA JEH

1R CAIEBRRIEA T2 SSL MIEBHNENME. EEERHA, MEPEINERANMARSA
FAITICAC LASIEIE B R LAM AT SSL IERE ZRIERMANAIIRER CA IEH.

1113 Essbase fRE 2B LIEBHNEFFin L, LEEH Esshase IREZ[/IUEPFER Y CA BIIRIE
Fo BERBIEPREEZFPIHNENZERES, BEHNENEBREMNE",

o E:
ZMAG P LUERARS SR ITEN ERENFE—ME CA IEH.,

Oracle Wallet

B X Oracle Wallet RFEE CA RIEBRIAMRTIR, BSRLFOEBRAEME, ERILUEE
Wallet, SRIERLETERE T RIABZERIEFRIET Wallet 1,

BxEZ Wallet ISR CA EBHFHIZIE, IFS0H Oracle Wallet Manager X134,
Java ZAE

BX Java BIHEFFER CAIEBHAHIIR, BEACTENEBREME, ERLUFIES
AMEIBEREMNBERIEBNERES, NEE— I BRERFELD.

o E
HZHBZE=F CA KR CA IEPRERETR Java ZHHEH,

BXEFMAAE, FSREFAIANERME, NRERNE keytool, BEMXMIN TR
LENRIES:

keytool -import -alias blister CA -file c:/certs/CA.crt -keypass
password -trustcacerts -keystore
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C:\Oracle\Middleware\EPMSystemllR1\Essbase ssl
\keystore -storepass password

REZRIED

7E¥E%E Essbase fR55 2540 Essbase RIBRIARS 25 £, RELZM SSLIEH, FH
Essbase RTC (C API) #1715 Essbase IRZ5 3B AIEEZENAGERKZIER SR CA IE
P—HE7FMETE Oracle Wallet 1, f#F JAPI 5 Essbase IRSZ2Ss0 IR ILEIZHA S
B3R Java ZHEDEFHEEIR CAIEBHNERZM SSLIEP. BXFMLE, BSRUT
BERR:

«  Oracle Wallet Manager 314

o THEMNESENARL; Fan, BTFRNIESRH keytool

NREEARIZE keytool, BEAERMIITRIGLSSNIES:
keytool -import -alias essbase ssl -file C:/certs/essbase ssl crt -
keypass password -keystore

C:\Oracle\Middleware\EPMSystemllR1\Essbase ssl\keystore -storepass
password

¥ Essbase JRZ28:FMRE
Windows

1. EGSRTRET, BEREE EPM ORACLE INSTANCE/epmsysteml/bino

2. BT T as$KEH Windows FER:
epmsys_registry.bat updateproperty "#<Object ID>/@EnableSecureMode"
true

epmsys_registry.bat updateproperty "#<Object ID>/@EnableClearMode"
false

BB WG <Object 1D> B Essbase BRS5834E M ID, 1% ID FETETEAK
Esshase BRS5 s ECE D2 /2 ARV EM TIREKF,

Linux
1. EEHIEH, BEFREE £PM ORACLE INSTANCE/epmsystenl /bine

2. BITUTaSRENIME:
epmsys_registry.sh updateproperty "#<Object ID>/@EnableSecureMode"
true

epmsys_registry.sh updateproperty "#<Object ID>/@EnableClearMode"
false

BB <Object ID> B Essbase BR324 M ID, 1% ID FETETAK
Essbase BR55 23 ECE D12 /R E ARV EMTIRERF,

B #7 Essbase SSL i& &

E /) Essbase IRSBBMNEZFPIHBEENX SSLIEE, RILITE essbase.cfqg FI8E LTI
B,

- BTERZ2RANKRE
- BTERBRERANRE
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- SEFPEBENEEEI (XREFIKER)

o TRURMO
- ZFBEEMH
o Oracle Wallet }812

o E:

1E essbase.cfg P, HERHNEMGRDANRESE (BEFKR, S1F
EnableSecureMode AgentSecurePort) , HigEHE,

EFH essbase.cfg:

1. J9 Essbase AR 23EHIFHIEPH Oracle Wallet, FHEEHIZI £PM ORACLE INSTANCE/
EssbaseServer/essbaseserverl/bin/walleto
XZ Essbase fk5523M—1%2 1) Oracle Wallet fiI &,

2. fFHANAYRIESSTFF EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/

essbase.cfgo

3. RIBEFEHNIKE. WD Essbase iIXBHRINIRE. NRFEEXINTAH, BE
essbase.cfqg FARIMBENXITHINZE, B4, Eklkf%)ﬂ??i%‘]:‘-ﬁﬁ EnableClearMode,
LAz 15 Essbase BRSES 25 @i IEMNZBEFHITES. BZIE Essbase fRS 2B I R INZ@
BRHITIBE, NE essbase.cfg F$5%E EnableClearMode FALSE. HEIH TR,

& 2-2 Essbase SSL &8

BE kR 1

EnableClearMode? 7% Essbase W 125 #0 Essbase {IB 8] /8 ARMZEE, W
RItEMIEE N FALSE, N Essbase A HEE SSL &K,
ZRAME: EnableClearMode TRUE
Tffl: EnableClearMode FALSE

EnableSecureMode £ Esshase EFi%#l Esshase RIE 2 [8]/F A SSL 1N&&BE. It
BN IRE N TRUE A BESZHF SSLo
ZRINE: FALSE
=fil: EnableSecureMode TRUE

SSLCipherSuites BEIRFESIHNET SSL BEMNERBEHRYIXR, Essbase £
IBEAXEFBEEG 2 —#1T SSL @5, YREERZNEMS
BY, FIRPHE—NBEEFREFREMER.
BAIAE: SSL _RSA WITH RC4 128 MD5
Tfl: SSLCipherSuites
SSL_RSA WITH AES 256 CBC SHA256,SSL RSA WITH AES
_256_GCM_SHA384

APSRESOLVER Oracle Hyperion Provider Services #J URL, MREFHRZ

Provider Services iR5528, NEAD S DFESE URL.
A ffl: APSRESOLVER https://exampleAPShostl: PORT/
aps;https://exampleAPShost2: PORT/aps
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#+2-2 (4:) Essbase SSLIZE
'

"B iR 1
AgentSecurePort REBMITNE 2.
BRIME: 6423
Tfl: AgentSecurePort 16001
WalletPath Z1#1R CA IEBMERZIEBM Oracle Wallet I E (1

1,024 NERT) o
ZRINE: ARBORPATH/bin/wallet

Tfl: WalletPath/usr/local/wallet
ClientPreferredMode? EPIRSIENER (R2"I9ER) . NRIILEMHIEEN'R
2", NFFERIEYHER SSL ==
MRIEEMIRENER, NREEFPHEERERETEERS
FBRIXBTREFRER, BERABILESMRIEN SSL EiE,
ZRIME: CLEAR
f5: clientPreferredMode SECURE
1408 essbase.cfg RRIBHXLEREM, NsRHEISSHERIAE,

2 98 EnableClearMode #1 EnableSecureMode #Bi&&E 7 FALSE, Nl Essbase ET AR A[1E
o

3 EPIRERALISERAER TS Esshase B R EENIELLERE,
RTEH K H) essbase.cfgo

EHBATF SSL 93 % 1t Essbase T

o -

s

AH{UERTF Essbase DI EE

HFREESIE CA IEPHEZIEPFR Wallet X (5190 walletPath/usr/local/
wallet) U FBNMOHAT R EMFRAEMAE,

1

¥ wallet X#FREHZE MBI T RPIUTE:

e EPM ORACLE HOME/common/EssbaseRTC/11.1.2.0/bin

* EPM ORACLE HOME/common/EssbaseRTC-64/11.1.2.0/bin

¥ wallet X REHEB MR HATRPVUTMUE WREE) -
* EPM ORACLE HOME/products/Essbase/EssbaseServer/bin

* EPM ORACLE HOME/products/Essbase/EssbaseServer-32/bin
e EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin

¥ EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/essbase.cfg &l
AZIMDHAT R LR TMIE:

* EPM ORACLE HOME/common/EssbaseRTC/11.1.2.0/bin

* EPM ORACLE HOME/common/EssbaseRTC-64/11.1.2.0/bin
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¥ EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/essbase.cfqg EFIEIET
DHEANRENUTUE (WRFE

* EPM ORACLE HOME/products/Essbase/EssbaseServer/bin

° EPM ORACLE HOME/products/Essbase/EssbaseServer-32/bin

* EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin

¥ Wallet XfFREFIZIF NI HINTI R LRILLT Essbase EF IR FME:

* EPM ORACLE HOME/products/Essbase/EssbaseClient/bin

° EPM ORACLE HOME/products/Essbase/EssbaseClient-32/bin

¥ EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/essbase.cfg EFIEIEN
DR A EHILUT Essbase B BREMNE

* EPM ORACLE HOME/products/Essbase/EssbaseClient/bin

* EPM ORACLE HOME/products/Essbase/EssbaseClient-32/bin
BT EMARINE essbase .properties X5

* essbase.ssleverywhere=true

e olap.server.ssl.alwaysSecure=true

e APSRESOLVER=http(s]://host:httpsPort/aps
BESHR I EBERAENA URL,

HABEHENDHERAT AP LU TAEM essbase.properties X (MIRFE)

* EPM ORACLE HOME/common/EssbaseJavaAPI/11.2.0/bin/essbase.properties
* EPM ORACLE HOME/products/Essbase/aps/bin/essbase.properties

* EPM ORACLE INSTANCE/aps/bin/essbase.properties

¥§ EPM ORACLE HOME/products/Essbase/aps/bin/essbase.properties EFIEIEN2
¥ A LMY EPM ORACLE HOME/products/Essbase/eas HE (JIRFH) o

{XPR Oracle Hyperion Planning: L T =MNEMARMNE] essbase.properties XH#:
* essbase.ssleverywhere=true
e olap.server.ssl.alwaysSecure=true

e APSRESOLVER=APS URL
¥ aps_urr B Provider Services URL, SIREFAZ 1 Provider Services RS
2%, WERDSPIRET™ URL, 140, https://exampleAPShostl: PORT/
aps;https://exampleAPShost2: PORT/apso

BN HRA T RP LU TR ER essbase.properties X1H#:
— EPM ORACLE HOME/products/Planning/config/essbase.properties
— EPM ORACLE HOME/products/Planning/lib/essbase.properties

{XPR Oracle Hyperion Financial Reporting: U T="E4RMNE EPM ORACLE HOME/
products/financialreporting/bin/EssbaseJAPI/bin/essbase.properties 3‘(1’-1:

* essbase.ssleverywhere=true
e olap.server.ssl.alwaysSecure=true

° APSRESOLVER=APS URL
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¥ aps urr B85 Provider Services URL, SIREFEAZ ™ Provider Services
R$338, MERADSIREED URL, BI40, https://exampleAPShostl: PORT/
aps;https://exampleAPShost2: PORT/apso

o -~

¢ E
7522 SSL I/, Financial Reporting S E{# 8 Essbase B &R K
BINEE. MRBENSATERE, EEREK.
11. a. KEMETS:

«  Windows: 8% API DISABLE PEER VERIFICATION MHTRATZEHE
HEREN Lo

« Linux: 7f setCustomParamsPlanning.sh FRINIES
API DISABLE PEER VERIFICATION=I,

b. 7 EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/
setEssbaseenv.bat B¢ EPM ORACLE INSTANCE/EssbaseServer/
essbaseserverl/bin/setEssbaseenv.sh FRIIES
API_DISABLE_PEER_VERIFICATIONIlo

REFHTE:

BENX JAPI EF il SSL B4,

XY FHH JAPI BY Essbase B, EFIEXZMEIAEM. AJLUBETE
essbase.properties FEEZEMREBZHRINE L.

o -

A=

TRAPTIRN SSL B4R R B/ DERTE essbase.properties ML, ERZ
AINERIMR B .

EEH JAPI FF IR SSL B!

1. {ERAXAYRIE2FFTH EPM ORACLE HOME/common/EssbaseJavaAPI/11.1.2.0/bin/
essbase.propertieso

2. RIEFEFHEM. EXTEENH IAPI BEFRIHEMANREE, BE2H TR,
R essbase.properties FRBEEBNEM, BERM.

+ 2-3 JAPI EFIRHIERIA SSL B1E
.

B iEA

olap.server.ssl.alwaysSecure REE P IHNXIFFE Essbase Sl ARIE
Ho BLLBMEFEHNA true, LEEHISTHE
SSL &R,

ZHAE: false

olap.server.ssl.securityHandler RATFAEMNRERBEF. EaIENL
BLETA— ML IERER.

ZRINME: java.protocol.handler.pkgs
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£2-3 (8 JIAPI BEPFIRHIEKIA SSL B
|
B HEA

olap.server.ssl.securityProvider  Oracle f/8 Sun SSL Y52k, f&RIIAEHR
IELGER A —MERER.
BIAE:

com.sun.net.ssl.internal.www.proto

col

olap.server.ssl.supportedCiphers  FRIBAULMRZLBEENEMEBIES S
fR5IR, HEEERE Essbase ZIFHIZH3,
P
SSL_RSA_WITH AES 256 CBC_SHA256,SS
L RSA WITH AES 256 GCM_SHA384

olap.server.ssl.trustManagerClass FATEIRIEFRMCEITHEEAREARE
JE SSL iE$HY TrustManager 2%,
INBERT, LWEMRIZENESINITHE
IR E,
EFREFRITIRIEGE, BRISHNESR
=)
com.essbase.services.olap.security
.EssDefaultTrustManager, XZEZiA
TrustManager 2, RFFMBERIERERD
#17,
EIHEE E XA TrustManager, iEIEESE
B javax.net.ssl.X509TrustManager %
A/ TrustManager 52 REIREZ R,
P
com.essbase.services.olap.security
.EssDefaultTrustManager

3. {RTFEFKH] essbase.propertieso
4. EFTBEHIFRE Essbase A,

=IERY SSL i

Oracle Essbase 2% (540 MaxL) BIAERIERFIESI SSL, AERMER secure fENEH
XEF LUEEES Essbase K3, a0, &AM MaxL Console FHITUATa<eZz—, &
MaxL # Essbase fXI2 2 [B| B L EiERE:

login admin example password on hostA:PORT:secure

login admin example password on hostA:secure

BNRETHIMET essbase.cfg FiIEENEREIRE, yﬂ%ﬂi?‘é’@f‘?ﬁ*%?; Essbase &
PUmigER A ClientPreferredMode IRBHEXRFE BRSBTS Esshase L 2&EE, R
ClientPreferredMode IRBRIGENREERE, B EEALENBEEFRHIT.
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FHF Essbase 21¢c BY SSL

(10
D

NN BERENEBRNIE, XEIEHBAFIRIF Oracle Essbase SEFIFIZA M 8)&
=, BINLATAHFSES]: MaxL. Oracle Essbase Administration Services AR53 28+
Oracle Hyperion Provider Services. Oracle Hyperion Foundation Services. Oracle
Hyperion Planning. Oracle Hyperion Financial Management ¥ Oracle Hyperion
Shared Services Registryo

o -~

.
-3

Essbase Administration Services (EAS) Lite Af# @12 EPM Configurator
BRERY HTTP ARZ3288 SSL im0 (f51%0 443) o easconsole.jnlp XEHFMR
£ URL BIANBERAIE SSL R0 (80).

AR E. AEHNE S URL B casconsole. jnlp FFRIEANZE S URL H1
HIZRIAIE SSL 5w O :

ZRAEZ L URL: https://myserver: SECURE_PORT/easconsole/
console.htmlo f§l9M1, https://myserver:80/easconsole/console.html

FHHE L URL: https: //myserver:SECURE PORT/easconsole/
console.htmlo f§I¥0, https://myserver:443/easconsole/console.html

BXBEFMAEER, 15215 My Oracle Support (MOS) X - X ID 1926558.1 -
SSL xR EIEIE EAS Web 1=HI &89 easconsole.jnlp Ho

FRIAEDE

Essbase ZPESRILATE SSL F3E SSL WX FL1E. Essbase RIEMIFIELRLIHO,;
AUEREAMITRERO, FRRLkONEEZEIWMNAN SSL &k, REF iR
E#&EI9E SSL %A LAY Essbase I8, MNZEERFHMAIE SSL FiZ. AHFIUS
Essbase NIBZEILH &BIIE SSL i&E#EH SSL &E#.

Eo LB EE RIS E R N AE OREZEHIE N 2IEN SSL, BERBiIE TR
JERY SSL &R,

NREBA SSL, N Esshase KAIRMFMEBEHIRME, UBFREERE%,.

Essbase AHELZ LB THASREFAEETZIEPREH SSL@EE, TERTN
RXB8, Oracle BINEHEAFHIEFIER SSL B Essbase FRAXBMNZE=7M
CA iE$,
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EAS LITE Browser Smart View

€

EAS Web App Services Planning Management Services

¥

l l Provider Financial Shared

_gﬁ Cert —LE =
Application Server I I I
TCPAP  TCP/P -

TCP/IP

}
I

p TCPIP
Server e ODBC/JDBC - Cert) =k

v Essbase
- ;
‘?e[t\{ S Database

BE, TS5 Essbase RTC WEFimi#1T SSL @{ERVIEBEMETE Oracle Wallet 1, T
BFE5ER JAPI BEMAHH#HTT SSL BERIEBEMEE Java BFAESD, A7 I SSLE
{5, Essbase BRI TE&7Z6E% Essbase RZBBAMRIBIEPHITEZH CA HIRIEP.

BENIERBREME

Oracle BiXBEEIFEPITE /2 A SSL B Essbase EFARERMZE=AM CAEF, &q]
LUEREIAN B ZIIEPE#FHITMIR,

o E:
Essbase SZFERBECRTIES, @I — SSLIERENAFRIFZENFig, FERERRT
PRI LUR D B IR B R AR Ao

MREEAENBRE, NAFREERBEMIER.

BEREELUTIES:

o IR CAIEP,
R Essbase RTC 5 Esshase EILEIZEHA MG ERIE CA IEBFAETE Oracle Wallet H1,

£ JAPI BILERIVAHERIR CA IEBFETE Java BAEHR, TR T BEHIES
NEUE,
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o

MNBEFERFRBEMZE=A CA WIEHMA B HRIFPZRES Oracle
Wallet 1, NMIFTHFELER CA IEP,

+  FATF Essbase AR%528#0 Essbase KIEHNERZIEH,

x2-4 PELIBREMUE

A HIRE IE$ 2

MaxL Oracle Wallet 1R CAEP

Administration Services fR5328 Oracle Wallet iR CAES

Provider Services Oracle Wallet 1R CA P

Oracle Enterprise Performance Oracle Wallet iR CAIEH

Management System $XEZE

Planning «  Oracle Wallet 1R CA E$
Java ZiHE

Financial Management Java ZiAE 1R CAEP

Essbase (AR$328fn(I®) 3 +  Oracle Wallet « RCAIEB
Java Z$ARE +  FF Essbase RS MAEBHE

EZANE N

Oracle Hyperion Shared Services

TFERE

VBB — N BAELGIAN A 215 2 ME A XN B R ER A
2 ZAMAM T UER B REFFHEFRNRE—MRIER.
SIEBHTLREEEIIAR Oracle Wallet #1 Java ZEHES,

ZIEEHERE Esshase HHE

AEREIRED, BAERELZeREBIRO (BAAR 6423) ; BZE Oracle Essbase BYA]
ERZIR . BIANBRT, BELIEBELELEN AR EMENBEEZIE
Fo

MR B LRE Oracle HTTP Server, M| EPM System REIEFIGIEIEE Essbase S25IHY

HEMN LR arRBoR PaATH AZEE Oracle Wallet F1IBERIEH. EENENHES, FrE
Essbase AHIHZILIEFR,

73 Esshase (FAAZ{EENE =7 CAUEH

BIBIEFIERHKEES

ERIEFIER, HFEE Oracle Essbase fR5528#0 Essbase RIEAIARSZ 2IREIER, iE
PIEREESFET LIRS [BAVERSZ (CN=) NIMBEE, ERAZTZVMNIRISERIERUL
FXEY SSL iEH,

1&A] LAE R keytool B Oracle Wallet Manager & T ESIBIFBiERK, BXOIBIEHIE
KREFAER, HSREFRAITANHERN,

keytool fsE R fl:
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BIE Java ZHE (IKS) HERFLER:

keytool.exe -genkey -dname "cn=myserver, ou=EPM, o=Oracle, c=US"

-alias essbase _ssl -keypass password -keystore
C:\oracle\Middleware\EPMSysteml11R1\ss1\EPM.JKS -storepass password
-validity 365 -keyalg RSA -keysize 2048 -sigalg SHA256withRSA -noprompt

ERERIER:

keytool -certreq -alias essbase ssl -file
C:\oracle\Middleware\EPMSysteml1lR1\ssl\essabse server.csr -keypass password
-keystore C:\oracle\Middleware\EPMSysteml1R1\ssl1\EPM.JKS -storepass password

SHENFAE (TRFEE openssl TREFRPITXLESE)

1. openssl.exe pkcsl2 -in C:\oracle\Middleware\EPMSystemll1R1\ssl1\EPM.JKS -
passin pass:password -legacy -nocerts -out c:\Apache24\ssl\Apache24.key -
passout pass:password

2. fEREN CA GAENN) NEHREMBIERBERER, FHREMWEE AT HEH:

C:\oracle\Middleware\EPMSysteml1R1\ssl\essbase.cero

FRENMIZR IR CA JEH

R CAIEBRIEA T X5 SSL IERHIBERE. EBEEQHA, NEBERNERNLARSA
FAFITICAC LASSIEIE B BRI LAM Y SSL IERE ZRIEBIMANAIIRER CA IEH.

7E1E1%7) Essbase fREZBFHRIBENEF s L, LN Essbase REI|[IEPEZH CA BIIRIE
P BFRIEPBLEETFPHNBNZERESR, BSRUVENERREMNE

7 E:
ZANAGHA UERARS 25 TEN EZZEE—MRE CA IEH,

RECAERILEB

LR CAERIED, BSRELUTERE:
« JJ Esshase i & Weblogic TLS &%
o EHTTLSIEB

BEHFLUUTIE T t1s.properties &

%EPM _HOME$\essbase\bin\tls tools.properties:
certCA=c:\\ssl\\ca.crt;c:\\ssl\\intermediate.crt;c:\\ssl\\essbase.key;c:\
\ssl\\essbase.cer;

Hrh:

C:\ssl\ca.crt — root CA certificate.
C:\ssl\intermediate.crt — intermediate CA certificate.
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C:\ssl\essbase.key — your private key generated in the previous step.
C:\ssl\essbase.cer — your server's signed certificate issued by your CA.

AT IUAGEAFTIEHEHT Essbase ArS525:

set ORACLE HOME=c:\OracleSSL

set EPM_HOME=%ORACLE_HOME%

set WL_HOME=%ORACLE_HOME%\wlserver

set JAVA_HOME=%ORACLE_HOME%\jdk

set DOMAIN HOME=%0RACLE HOME%\user projects\domains\essbase domain
$EPM HOME%\essbase\bin\tls tools.properties:

$ORACLE HOME%$\\jdk\bin\java.exe -Xmx256m -jar $ORACLE HOMES$
\essbase\lib\tlsTools.jar $EPM HOME%\essbase\bin\tls tools.properties

3 Essbase SSL &8

E Essbase REB[BMEZFFIHEEN SSLIKE, AILATE essbase.cfg BIEE LTI
=

- ATERAZ2ERANIGE

- BATERBERMEXNIZE

« S5EFHBENEEER ((EEFHER)
«  ReimO

- EBHEEH4

+  Oracle Wallet B&7&

o E:

1 essbase.cfg A, MFERAMINMEMER DN ESE (BEFRE, S
EnableSecureMode AgentSecurePort) , HgEHE,

EFHUATAUE T essbase.cfg:

ESSBASE DOMAIN HOME\config\fmwconfig\essconfig\essbase

1. RIEFERNIEE. FAIAD Essbase IEBENRNIZE. NMRFBEEXKRIANTA, &
£ essbase.cfqg FARIMBENXITHNIKE. B0, BINER TEEISLH
EnableClearMode, LASZ#F Esshbase RSB 2B IEMB@EHTEF. BERIE
Essbase fREZ 2B I R INZBEHITIEIS, NIE essbase.cfg FISE
EnableClearMode FALSE, IB&f &
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X 2-5 Essbhase SSL &8
|

eE R 1
EnableClearMode? 7E Essbase [ FAZR#] Essbase RIEZ BB AARIMZ&ES,

RItEMIZE N FALSE, N Essbase AE4MEIE SSL 15K,
ZRIAME: EnableClearMode TRUE

Tfjl: EnableClearMode FALSE

EnableSecureMode £ Essbase ¥ is#l Essbase {22 8/ SSL MN&E&E(E. It
BN MIEE N TRUE A BEZHF SSLo
ZRIANE: FALSE

Tffl: EnableSecureMode TRUE

SSLCipherSuites BUFEIRES BT SSLBEMEBEMNSIR, Esshase 1
BEAXLEFEBENS 2 —#1T SSL @5, HREXRFEZLEMN
By, FIRPHE—NBEBEHAREFREMER.
BAIAME: SSL_RSA WITH RC4 128 MD5
=ffl: sSLCipherSuites
SSL_RSA WITH AES 256 CBC_SHA256,SSL RSA WITH AES
256 _GCM SHA384

APSRESOLVER Oracle Hyperion Provider Services #J URL. {IREFEHZ D
Provider Services fR5328, MERAZS72EE URL,
ffl: https://exampleAPShostl: PORT/
essbase;https://exampleAPShost2: PORT/essbase
AgentSecurePort REBMITNEZ 2O,
BIAE: 6423
ffl: AgentSecurePort 16001
WalletPath 7Z6E1R CA IEBAERIEPH Oracle Wallet B9 E (DT
1,024 NFFR) o
BRIAE: ARBORPATH/bin/wallet
Tffl: WalletPath/usr/local/wallet
ClientPreferredMode 3 EPIHSIENERL (Re'W AR o MRIEEMEEN'R
2", NFrE=iEEA SSL ==
MRLGEMIZENER, WRBEEFRERIEFRETEERE
FRXBEFRERER. BBR EBIS I =IEM SSL &,
2RINE: CLEAR
ffl: ClientPreferredMode SECURE
«  1TY1R essbase.cfg RFRIBEHXLERE M, NEEHITHERINE,

o 2{N% EnableClearMode # EnableSecureMode #RIEE AN FALSE, N Essbase FZEHARA
215,

o SEPIRFERIIEERHERSN S Esshase B T2 ERENIELLERE,
2. {RTFEFKH essbase.cfgo

E#HATF SSL 1953710 Essbase 1=

o
RT{UEATF Essbase DR EE

ORACLE 2-43



ORACLE

$F2E
AT Esshase 21c B SSL

HREIESIE CA IFRMZZIEFEM Wallet XK (BI%0 walletPath/usr/local/
wallet) I FENIHRAPTREMFAFUE.

1.

fEA TLS TRESNFEH CA IEH,
BEx#H—PHNER, BSRUTHEE:

« JJ Esshase 18 & Weblogic TLS &%
« EFTLSIES

¥E|JRAIE: ESSBASE DOMAIN HOME\config\fmwconfig\essconfig\essbase &
I¥ essbase.properties MU TEME:

* essbase.ssleverywhere=true
e olap.server.ssl.alwaysSecure=true

+  APSRESOLVER=APS URL
¥ aps urL B#RA Provider Services URL, SIRZFEAZ ™ Provider Services
ARs38, NEASS2REET URL

https://exampleAPShostl:PORT/essbase;https://exampleAPShost2: PORT/
essbaseo

B wallet XK. wWalletssl XHFK. essbase.cfg XHFH essbase.properties
XHEHZEILAT BRI,

*®2-6 BIFREF

BiRE&E Walle [ Walle [ essb |essbas

t tssl |ase.c |e.
fg properti
es

EPM ORACLE HOME\common\EssbaseRTC-21C\11.1. [& = = =

2.0\bin

EPM ORACLE HOME\common\EssbaseJavaAPI-21C\1l |@& = = =

1.1.2.0\bin

ESSBASE DOMAIN HOME\config\fmwconfig\esscon |& = = =

fig\aps

ESSBASE DOMAIN HOME\config\fmwconfig\esscon |=& = = =

fig\essbase

MIDDLEWARE HOME\essbase\products\Essbase\te |=& = = =

mplate files\essbase

MIDDLEWARE HOME\essbase\products\Essbase\Es |i& = = =

sbaseServer\bin

MIDDLEWARE HOME\essbase\products\Essbase\ap |=& = = b~

s\bin

MIDDLEWARE HOME\essbase\products\Essbase\ea |i& = = =

s

MIDDLEWARE HOME\essbase\common\EssbaseJavaA |=& = = =

PI\bin
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ORACLE

®2-6 (%) BIRRE

$F28

AT Esshase 21c B SSL

EPM ORACLE HOME/products/Planning/config/
EPM ORACLE_HOME/products/Planning/lib/

BREE Walle | Walle [ essb | essbas
t tssl |ase.c |e.
fg properti
es
{YFBTF Oracle Hyperion Financial Reporting = = = =
EPM ORACLE HOME/products/
financialreporting/bin/EssbaseJAPI/bin/
*E: 75522 SSL FiEH, Financial Reporting EEF
FA Essbase B¥EEE BIFREBILEE. NIRBENZRATE
=, EERRN.
{XFTF Oracle Hyperion Planning = = = =

4. RENIRTE:

«  Windows: 8% APT DISABLE PEER VERIFICATION MHTRATZEHFHEIRE

N 1o

+ Linux: 7f setCustomParamsPlanning.sh FRINIES

API DISABLE PEER VERIFICATION=I.

BENX JAPI EFimkH) SSL B4,

X F&Hi JAPI B Essbase A, EFEXZ N EINEM. BILUBIETE essbase.properties

hESBERBSNIAEL.

L E:

TERAFRR SSL BHEHR R B/ DETE essbase.properties IMNBK, &AM

RIMBILBIE Mo

EEH JAPI BFimHY SSL B4

1. {ERAXAYRIEEFFTH EPM ORACLE HOME/common/EssbaseJavaAPI-21C/11.2.0/bin/

essbase.propertieso

2. RIEFEFHEMN. BXTEENH IAPI BEFIHEMANREE, BE2H TR,
UN2R essbase.properties PARBEZEMNEM, BRI,

+ 2-7 JAPI BEFIHRIEKIA SSL B4

B AR

olap.server.ssl.alwaysSec IKERFIRMNXIFTE Esshase LHIFEHANER. FILLEEESE
ure 2879 true, LASEHITEHE SSL R,

ZRANE: false

olap.server.ssl.securityi AFREMYNIEFEZN

andler 52

1R
o /G

ZRIME: java.protocol.handler.pkgs

BT BRI E L s R A —
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$F2E
AT Esshase 21c B SSL

R2-7 (8 JIAPI BEPFIRHIEKIA SSL B

B iEA
olap.server.ssl.securityP Oracle f/ Sun SSL WMYEiE. Er UAERULEUETRS—
rovider RHER.

ZRIME: com.sun.net.ssl.internal.www.protocol

olap.server.ssl.supported BIEBAULIMELEBENEMBZBINES HIRTIR. REEEE
Ciphers Essbase V%5,
i
SSL_RSA_WITH_AES_256_CBC_SHA256,SSL_RSA_WITH_AES
256_GCM_SHA384

olap.server.ssl.trustMana FAFEIIIEERFMQEIEPBEIEABHARIIE SSL IEHAY
gerClass TrustManager 2%,
RINERT, EMRIGENRERITIRABRIENE,
EARFHRITRIINE, BRESHENEIREN
com.essbase.services.olap.security.EssDefaultTru
stManager, XZE2AIA TrustManager 28, AIFFAERIEKRE
BRIN#1T,
EIEEE XM TrustManager, 56T SLhE
javax.net.ssl.X509TrustManager %R TrustManager
KT EMRELRZT,
il
com.essbase.services.olap.security.EssDefaultTru
stManager

3. {R1FFKH] essbase.propertieso
4. EFBTHFRE Essbase ¥,

e ; e
BIEIT=1ER SSL &
Oracle Essbase A (530 MaxL) Bl AERIERFITHI SSL, FAREA secure 1

HERXEF LUEIES Essbase LI, a0, &ERILIM MaxL Console FHITIA TS
Z—, 1 MaxL #0 Essbase {{IE 2 (8| T oiFE:

login admin example password on hostA:PORT:secure

login admin example password on hostA:secure

FPMRIEEFBIINTT essbase.cfg PIEENILEIRE. NRKIEEFRXET,
Essbase Z PG EA N ClientPreferredMode IR BEMNERATE SR BEIS Essbase
ML ELEE, YR clientPreferredMode IRBRIEBNLREEE, NBEEELRLZEHE
BEHI#IT,
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wEEZEREER SSO

FiELIH:

¥ SSO Ak

M Oracle Access Manager BB & F

OracleAS Single Sign-on

£33+ SSO fR# EPM System =i

EASMHEE~mEERT KR SSO

f§£F3 Oracle Identity Cloud Service /9 EPM System FeE&E F3kH SSO
SiteMinder SSO

Kerberos BB RER

£t¥+ SSO EZE EPM System

Smart View BY 8 S RN

Y SSO &

SSO ER Web fRIRBIEBRARZRERIESHIAFNERZE1EL Oracle Enterprise
Performance Management System = ga, &AL LA TARE EPM System 7555 EPM
System SEF Web BE A BE X SSO iR REMK.

ORACLE

HTTP 3k

HEXERE

HTTP $#8%k

M HTTP IEKREUZIZA P
FRSMHEE™REEET AN FMHIIE

==

ER—INZ I8, WRRALFERELPESHAPMRULIRIREENG X,
Oracle BiN&7E Web BRE B[N BIZFIRSZ 32 ELME P IRIEBEMIIE NE
SSL) »

HTTP £

IR ERA Oracle Single Sign-on (0SS0). SiteMinder 5§ Oracle Access Manager ¥4 Web
TFMREIERAFZE, EPM System T2 MRS BmAFEEEX HTTP (kB ERIESMIAFH
ERAEBLE EPM System A4,
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ORACLE

BI3E

S SSO A3k

EPM System = AP HEREREEAE Oracle Hyperion Shared Services R HY A
FERNIEENEREBLHE. BXBREBUNE ENE, 1E2R (Oracle Enterprise
Performance Management System FAF &£ E1215m) FHECE OID. Active
Directory ME Mt EF LDAP WAEAFBER"

HTTP kA MBI EIRBENEREMNEMNE, Hli0, NREREMEN uid, N
HTTP Sk FBE uid BHMNME.

BXEXMAHBEEX HTTP kBFAER, HS1H Web IR SRR X1,

EPM System Z2MIG#EM HTTP 3k, HiR#E Shared Services LEEERAF B RIIE
LHhEENERB.

BEXERE

LHARPERN, Web fHREERAARKIEERRSSB[VIIAFNER, HEERIES
PR PR EIEEERTE SSO MEIR, UEATHRAABA SSO. MR Web tRiREIE
fRART ZERBINEARE EPM System F=mBVZHF, @& SSO M EEEREEN
B, NeERAEEXERELREEREENE, FHEZEREL EPM System =0

BEFEABENXERSE, EPM System AILISEAET X509 I BN HIRIENZE2AK
B, FAXMMEMIIETIEIEN, ERIMIRE Shared Services AP 3REX EPM
System A4 Web FRREBRRF R ZIEIM SSO #0, BEXEFREMNIR Login
Attribute RIEEEE] EPM System . BXEREMMESEIREE, 1585 (Oracle
Enterprise Performance Management System FAFR &£ E18g/) THECE OID.
Active Directory Ff1EMETF LDAP WAEFBR . BXEXRRBMLESTE, BESIR K
MEENXERE",

EFEREEXERE FRAGHA
com.hyperion.css.sso.agent.X509CertificateSecurityAgentImpl) , WAIEIEEE
BHISEHE com.hyperion.css.CSSSecurityAgentIF %[, CSSSecurityAgentIF EXFH
FHREAFZNERE (FIE) B getter 757%, WIRZEOIRE Null 55, NLL S5
IERREEFINARELE, ARIIAFREEFETRENRHERD, NRZEONE
F3:&[E13E Null &, M EPM System R =i A I SLhE&R BIRY A 7 & MEE X EKEHTT
BP0k,

CSSSecurityAgentIE‘ﬁgf?ﬁﬁ’ﬁ755£2 getUserName 0 getPassworde
getUserName /3%

77 RREIRT E R IIERIAF &

java.lang.String getUserName (
javax.servlet.http.HttpServletRequest req,
javax.servlet.http.HttpServletResponse res)
throws java.lang.Exception

req ZEATIR HTTP 15K, ZIBEREBEATHERFABNER. TEMA res B8 (FE
UKREERS) -

getPassword 7%
b7 £ IR EIRF S IERNEX R, BB ERE AlEH,

java.lang.String getPassword (
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HEIE
M Oracle Access Manager 22 5 &F

javax.servlet.http.HttpServletRequest req,
javax.servlet.http.HttpServletResponse res)
throws java.lang.Exception

req ZHATIR HTTP 5K, ZBEKRESATHERBHES. FEMA res S (FEUSLHH
EHRA) o

HTTP %24k

EPM System R MZHFER HTTP IR Web tRREBBAR S RPERBHNESR RS
EPM System =, EPM System F= SR IRACLRICERAFHNER R,

M HTTP i5KIREGEIZR R

EPM System &£ M Z1FER HTTP 15KIE Web fRIAEBRR A RHERBIHEMNEE RS
EPM System =fh, MR Web fRIREEMRAREET — M ESERBRE (EA
setRemoteUser REUHITIZE) B HTTP &K, MIERALL SSO A%,

EREHEEFmEEET XN HIIE

EPM System XFHERIZIFE T LN BN IIINS S EE ™M, 590 Oracle Identity Cloud
Service. Microsoft Azure AD #1 Okta, B2 TIERII FFAS:

o FERMARIENR XN BERFBIREIRE S5 IENMEISERER EPM System 48
o

o WXNAEFEEY EPM System AHER HTTP(S) 15K, HBERSHEE~REFIER
% %] EPM System A4 2 5iXY B P #1T S 5R1IE,

o TEEIEKRIE AR EPM System AHBY, MXNEZERET HTTP KigK, BE35HRIE
AP S HEEE EPM System 414,

BXFIBMIIES S, NI EPM System BECEANEREE HTTP(S) KIEREBHIZLIHH
WIERIA P &1,

M Oracle Access Manager &2 s &3

ORACLE

Oracle Enterprise Performance Management System &3 iZS A8 ERBHEEMNBEENX
HTTP 3k (ZRIAR R HYPLOGIN) 5 Oracle Access Manager 5. EREI4HRETE Oracle
Hyperion Shared Services FECESMEBAF BRNIZEEN. BXERBUNEENRE, BSH

{Oracle Enterprise Performance Management System FBFP £ 2 E12i5/) F8EE OID.
Active Directory f1Eft1EF LDAP WAFBR"

] LIERERE EPM System IREERBEMERLER, &I Oracle Access Manager
79 Shared Services E2& SSO BYEFH LA,

EPM System fFAEREMHERBELRENHEFBR (E4fIF, 2 Oracle Access Manager X
BRP#TEMIENFIRIEMNEFR BR) SAP#ITEHREIE, AGEEREED EPM System
F/EH SSO Y EPM SSO £h#, RHIETE Native Directory PFRERFIIREREE, LUIRIN
FA P {ER EPM System &R,
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o

Oracle Essbase Administration Services & (BEFiR) AXHEM
Oracle Access Manager #1T SSO,

B XBLE Oracle Access Manager AKHITIEWIKE HTTP LAREIRETSHER,
A2 Oracle Access Manager X134, AIEmRREEBEEILERIEITH Oracle Access
Manager EBEHSER LA TES:

« 9 EPM System A& BN ERIR
o BB HTTP k, LUEERBEMHEZEL EPM System

o RIPEFRIPHNER Y HA EPM System &R, Oracle Access Manager ¥ &5
WA RIPRIRIE K,

o BUHBRIPEUCHRIPRZR IR HS)HEE EPM System iR, Oracle Access Manager
BARRIEIHIRBUEFRIPZRIRRTIE R,

Ej@1d Oracle Access Manager /J EPM System EZ& SSO:

1. ¥& Oracle Access Manager ARt P #1TE M IRIERNEF B R R0 EPM
System FIRSMBAF B R, 15517 (Oracle Enterprise Performance Management

System AP R 2EIEIER) PHEE OID. Active Directory FIE & T LDAP B9
BFRER.

o -~

7
MR EEE B RETHSEEESE, WETZAPERRSEE
B SSO &,

2. 79 EPM System EC& SSO. FZEIH“€t¥ SSO ELE EPM System”s,

M SSO 1R{EFZF I IBTIFRP%EF Oracle Access Manager, 313 Oracle Access
Manager F1# HTTP SkfERM BT HYPLOGIN, IBETE SSO HHIFIRE N4
AN B E X KB TR

3. {XPRE Oracle Data Relationship Management:
a. [igE Data Relationship Management {3 Shared Services {303k,
b. 7f Data Relationship Management 2% &F B SSO,
BXFEMEE, 1ES17 Data Relationship Management 344,

OracleAS Single Sign-on

ORACLE

OracleAS Single Sign-on (OSSO) /R 75 SRIZMHXIER Oracle Internet Directory (OID)
ERRFBERH Web ZATEFR SSO ihial, FAFEIER OID FE XA F ZMZE
Z %! Oracle Enterprise Performance Management System 7=,

he -+ 1=
/ﬁ*i/)’lkt
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BIE
OracleAS Single Sign-on

Firewall

WebLogic Server
EPM System Products

Browser 0SSO0 Server

EPM OHS with
mod_osso, mod_wl_ohs,
and mod_proxy

OSSO Hitz:

1.

@32 EPM System URL (5180 http://
0SSO OHS Server NAME:0SSO OHS Server PORT/interop/index.jsp) , FAFRIIARIENX
7% OSSO fRIFHIR 2B EPM System £A 14,

BT URL & OSSO 1##F, FHItt Oracle HTTP Server EEBEH nod osso FEEHIER, &
i3 EF mod_osso, Oracle HTTP Server 12E B HY cookie, INRIFEKRFEHEEHH
cookie, Oracle HTTP Server B EEMEI 0SSO RS2, MItIRSB_I=MAF RIS
EiE, LUERIE OID XA #ITEHRIIE,

0SSO ARSS2EBIE 0bSSOCookie, HiFIEHIiREIZ Oracle HTTP Server £ mod_osso
R, ZAERTEN K 28I& E obSSOCookie, b4k, Eifi@Ed mod wl ohs (Oracle
WebLogic Server) 15 KREEEE EPM System &R, Fi5KE K LE EPM System &R
ZHi, Oracle HTTP Server 218 & Proxy-Remote-User 3k, EPM System {245 EH
b3k /BRSSO,

EPM System 4R IEIEM Proxy-Remote-User FICRHIMRMEFR 2EFET OID
., AT ELHIZIERIETT, FH 0SSO IRFEF|[/EER OID [ HEE N Oracle Hyperion
Shared Services FRIINEEF B S,

FoRFM

1.

INRESTEEM Oracle Application Server Infrastructures

217 Oracle Application Server Infrastructure, BEREFEIE Oracle Identity
Management Infrastructure 10.1.4, HfREEH 0SSO, Oracle Identity Management
Infrastructure 10.1.4 REEIFLITZH OSSO RIAH,

« Oracle 10g OSSO Ars528
¢ OID (OSSO ARFBRFEATHIEEIR) . BESRLUITIER:
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FIE
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—  {Oracle Fusion Middleware Installation Guide for Oracle Identity
Management)

—  {Oracle Fusion Middleware Administrator's Guide for Oracle Internet
Directory)

Oracle HTTP Server (FfF OSSO BRZ528MIAIM) o LbEFEHE nod osso,
EXFFEHN 0SSO EXAEMFR AERF.

o

It Oracle HTTP Server £f5l@ OSSO ERLEHMN—E 7 ; EAREE
BT EPM System A4 EZE OSSO,

FEREIER, HR mod osso BEFASIENHFRARZREME] OSSO ARS
2o

INRESTEEM EPM System 2BE,

79 EPM System A4ECE Web ARS282/G, EPM System Configurator 37
Oracle HTTP Server FEZE mod wl ohs.conf, LUBEIAIREIERE LS
WebLogic Server:

ek SSL #fEBZ fE, WIE—YIREHEEERIET.
ENAERE

1.

fE AN 28151812 £ Oracle Hyperion Enterprise Performance Management
Workspace URL:

YNERER epm.myCompany . com {EAIMNIBEERIARS 28518, HEA 4443 {9 SSL
w0, N EPM Workspace URL A

https://epm.myCompany.com:4443/workspace/index.jsp

FERRERL, BAAPINEN,
BHER.

WIFREER T2 1HaEBERY Oracle Enterprise Performance Management System

A,

79 EPM System JZ FH 0SSO

EHBRELBTLECE 0SSO Eihtightl, &SI (Oracle Application Server EIE 515
) o

ORACLE

¥ EPM System Web [RS322:EM A SN AIERF

&R Oracle Identity Manager SSO AT H (ssoreg.sh B ssoreg.bat) &
Oracle Enterprise Performance Management System Web ARS3 2553/ I {EH OSSO
ARS328R01URAY Oracle HTTP Server LM SRk N BIZF,
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BIE
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EHEEERN 0SSO BREZ2Ra1IHM Oracle HTTP Server ARZ 2 FHITUTEE, I EB4E
BREERRC A IER 0ss0. conf HEEEFEMEERIEENMAE,

2% EPM System Web IRSZ23EMASIEINF R BERF!

1.

HFEIEEFR 0SSO AR 28F1IHAY Oracle HTTP Server RS2 L, ITHEHIGHSME
Oracle HTTP Server BY ORACLE HOME/sso/bin B3R, f§l40, C:/0OraHome 1/sso/bin
(Windows).

PATEMW THE -remote midtier EMAIARL:

ssoreg.bat -site name epm.myCompany.com
-mod _osso_url http://epm.myCompany.com:19400
-config mod osso TRUE

-update mode CREATE

-remote midtier

-config file C:\OraHome 1l\myFiles\osso.conf

THRERT GSHERANSH. FIiRES, SEKRENBREREIEAIE EPM System
Web BRZ5888Y Oracle HTTP Server,

¢ -site name FRRETEKHFBIMEL; BI90, epm.myCompany.como

«  -mod_osso url IETREIEHERBIERF URL, M= PROTOCOL: //HOST NAME : PORT,
XE EPM System Web IR 238 FHEZENE P IRIEREY URL; B0, http://
epm.myCompany.com:190000

* -config mod_osso FRRETFKH R AZFER mod_ossoo EHTNEFE
config mod osso SELLERL osso.confo

¢ -update mode ¥ETREMIEN. BINERT, A create UEMFIER.

¢ -remote midtier ¥R mod osso BIFfAHFNARFAUTEZEFiR, SSEWHFRARE
FAIF5 0SSO BRS523RERY orACLE HoME BY, 151 LLIEIR,

© -virtualhost ETRAFKHNAIERF URL BESEN. MREEANFIEME
W, BNERLESE.
NREEIM S EMEN KBNS RN ABIERF URL, MIBTE httpd. conf FE
MOzZEPAEN. BB Ak EXEIAEN

« -config file ¥ERBEERARY osso.conf XA,

ik EXERER

MREEEMEENENBEFIHMERN2EMEN URL, MAEFHEIE EPM System
Web BRZZ25RY Oracle HTTP Server EHY httpd. conf LAE N IZEIAEN.

BE X EPAEMN:

1.

EAXAIRIERFTH EPM_ORACLE_INSTANCE /httpConfig/ohs/config/OHS/
ohs_component/httpd.confo

AWM TENGRS. EXBE Web FRS23EEIAIRSS 2] epn.myCompany . com B
epm.myCompany . com: 19400 ¥xH _EIETT, BRIBENRESREHXUTIZE.

NameVirtualHost epm.myCompany.com:19400
Listen 19400
<VirtualHost epm.myCompany.com:19400>
DocumentRoot "C:/Oracle/Middleware/user projects/epmsysteml/httpConfig/ohs
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/config/OHS/ohs component/private-docs"
include "$ {ORACLE_INSTANCE }/config/$ {COMPONENT_TYPE}
/${COMPONENT NAME}/mod osso.conf"
</VirtualHost>

B3 mod_osso.conf
TEE/9 EPM System Web BRZ528/11%AY Oracle HTTP Server £&I# mod osso.confo
ZE 0 nod_osso.conf:

1. fERXAHREIRTE— X
2. BUTABREREXAPHREBEEHNIFEHITIEN.

LoadModule osso module C:/Oracle/Middleware/ohs/ohs/modules/
mod 0SS0.s0
<IfModule mod osso.c>

OssoIpCheck off

OssoIdleTimeout off

OssoSecureCookies off

OssoConfigFile C:/Oracle/Middleware/user projects/epmsysteml/
httpConfig/

ohs/config/OHS/ohs component/osso/osso.conf

3. E<Hmwmmw}%acﬁy¢,@ﬁ%uTﬁWWﬁEEX,uﬁﬁ@ﬁﬂﬁ
F3 OSSO RIFHIE TR,

<Location /interop/>
require valid user
AuthType Osso
</Location>
</IfModule>

4, 1%31??53???9Inod_osso.confo

EHNE osso.conf

7244 EPM System Web BRSZ 28 FMA SR BRERF (F5HF EPM System Web
RS EMASIENFRAER") WZEFR, |7 -config file IELAMRMAIEGIE
—PNENERA IR osso. conf X5,

EFEHME osso.conf:

1. REVETEE EPM System Web fRSZ2|FM A SENFENBRER (BBRE EPM
System Web fRZ M A SEINHENBER") BEIER osso.confo

2. ¥ osso.conf EFIEI mod osso.conf FENXH OssoConifgFile BHEFAIRIRNE R
F (fIF1ERN OSSO BRSZ2A1IRAY Oracle HTTP Server £)  ((BE“BIE
mod_osso.conf”) o

73 EPM System EZ& 0SSO

5 0SSO fRRAREMM OID EZE /N EPM System HMSMNEAF B R, RAERBHA
SS0,

9 EPM System EZE& OSSO:
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P

3§ OSSO f#/RFZEFERR OID BBENIMNTRAF BR. 2% (Oracle Enterprise
Performance Management System FIFP &£ E1E15m) FHECE OID. Active Directory
MEMETF LDAP WAFBER"

2. 7 EPM System /S SSO, EZEF“¢tXt SSO ELE EPM System’s

s E:

E¥ 0SSO ERENIMREIEBAF R, EITE SSO RRIEEFHAEFIEEFH
ft, £ SSO MHIFIEFRBENX HTTP %k, HEIN Proxy-Remote-User fEABE

X HTTP k& #Ro
3. E/M¥—1 oID BFiI&E} Oracle Hyperion Shared Services BI25,
4. EJ3 EPM System F=@H{EMA Shared Services &£ APl BB EX N BERF

o~

¢ E
/25 EPM System 7= &ai, H{RKE Shared Services BZ&H OID IE1EiE1T,

A& £ 0SSO fR3E LERARAIRES

B 0SSO IRE[/LEIEFIARNER, BEM policy.properties, MWIHHERE AN
ORACLE HOME/sso/log/ssoServer.logoe

ERFRERHER:

1. ERXARIERTTH OSSO ARZS28 ERY ORACLE HOME/sso/conf/policy.properties;
W, C:\OraHome 1\sso\conf\policy.propertieso

2. ¥ debuglevel BHHIEIRE N DEBUG,
debugLevel = DEBUG

3. REHXH policy.propertieso

Al XWRFRIFHZIRRAERES

FIBRMEA mod_osso.conf HITHRIFHIZIRRY OSSO AIHER, 1H1EEX EPM System Web AR
28 EM nttpd. confo PEIXHERE B N EPM_ORACLE_INSTANCE /nttpConfig/ohs/
diagnostics/logs/OHS/ohs_component/ohs component.logoe

BIERZFRIPEFANER:

1. FAXAIRIESRTTH EPM_ORACLE_INSTANCE /httpConfig/ohs/config/OHS/
ohs_component/httpd.confo

2. $& oralogSeverity BM4RIEIZEN TRACE,
OraLogSeverity TRACE:32

3. RTEFH XM httpd. confo
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$3F SSO £R$F EPM System = i@

£XF SSO 1R1F EPM System 7= i

ORACLE

& AT {RIP Oracle Enterprise Performance Management System #=58, LUERREH
FH SSO iEREEMEIRLMRIE (OAM. OSSO  SiteMinder) o

Oracle HTTP Server £ mod osso AP EEME| 0SSO fRSB2E. RETERIFH
mod osso FEEE T AFIERW URL BY, AEEMAF. 155R (Oracle HTTP
Server Administrator's Guide) HHJ "Managing Security"s

B X5t SiteMinder SSO FRIFZRHER, 1SR SiteMinder 314,

1R OAM: BALEIEERIA KRN e iz

ERINERT, OAM B LARINEIFZ{RIFRY URL; Pragma: no-cache #1 Cache-
Control: no- cacheo EAXLLS EPM System #1 Web B2 RINBIEMEEFES
S, LER FEEREFREFIP URL IRE, MMSHMEERET.

BXRIERXE OAM LAMEIMNEIFAESR, 55 (Fusion Middleware
Administrator's Guide for Oracle Access Manager with Oracle Security Token
Service) B "Oracle Access Management Performance Tuning" —TH8Y "Tuning
OAM Agents",

ERIPFHHETR

TRINETHIRIFH ETX, $3F 0SSO RIPFFRIIEZIN TR (WL interop A
) -

<Location /interop>

Require valid-user

AuthType Basic

order deny,allow

deny from all

allow from myServer.myCompany.com
satisfy any

</Location>

allow from BEIEEFIMPLE L FXXIRIPHIARSS 250

FF Oracle Hyperion Enterprise Performance Management Workspace # Oracle
Hyperion Financial Reporting, EXFEIRE U T REIPIERISE:

<Location /workspace>
Require valid-user
AuthType Basic
</Location>

% 3-1 E{RIPHY EPM System E R

-
EPM System 7= ERIPHNLETX

Oracle Hyperion Shared Services + /interop
e /interop/.../*
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ORACLE

$EIE
$XF SSO £#$F EPM System /= &

®3-1 (48) ERIFHW EPM System HR
|
EPM System =& ERIPFINLETX
EPM Workspace «  /workspace
e /workspace/.../*
Financial Reporting « /hr
o |hr/./*
Oracle Hyperion Planning ¢ [HyperionPlanning
e /HyperionPlanning/.../*
Oracle Integrated Operational * /interlace
Planning » /interlace/.../*
Oracle Hyperion Financial ¢ /hfmadf
Management «  /hfmadfe/../*
«  /hfmofficeprovider
*  /hfmofficeprovidery.../*
e /hfmsmartviewprovider

Oracle Hyperion Financial Reporting
Web Studio

Oracle Data Relationship Management

Oracle Essbase Administration
Services

Oracle Hyperion Financial Data
Quality Management

Oracle Hyperion Calculation Manager

Oracle Hyperion Provider Services

Oracle Hyperion Profitability and Cost
Management

Account Reconciliation Manager

Oracle Hyperion Financial Close
Management

Oracle Hyperion Financial Data
Quality Management, Enterprise
Edition

Oracle Hyperion Tax Governance
Tax Operations

Oracle Hyperion Tax Provision
Supplemental Data Manager

/hfmsmartviewprovidery/.../*

/frdesigner/**

/tss

/drm-web-client
/drm-web-client/.../*
/hbrlauncher
/hbrlauncher/.../*
[HyperionFDM
[HyperionFDM/.../*
/calcmgr
[calcmgr/.../*

/aps

/aps/...[*
/profitability
[profitability/.../*
/arm

/arm/.../*

/fcc

/fee/...[*

Jaif

faif].../*

/taxop
[taxprov

/sdm*

/sdm/**

/sdm/../**
/SDM-Datamodel-context-root/**
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£31 (4) ERIFH EPM System &R

. __________________________________________________________________________________________________|
EPM System =& ERIPFINLETX

Oracle Essbase - /essbase/...[*
»  [essbase/**
*  /essbase*

BUHRIPR R

TRYIE T HAEGHRIPH E T, BT 0SSO BUERIFAIR (£ /interop/
framework (.*) YEASEH) BUBEIN TFAR:

<LocationMatch /interop/framework(.*)>
Require valid-user
AuthType Basic
allow from all
satisfy any
</LocationMatch>

* 3-2 EBRUHRIPEI EPM System Z iR
|
EPM System =& BUHRIPI LT X

Shared Services ¢ /interop/framework
e /interop/framework*
e /interop/framework.*
¢ /interop/framework/.../*
e /interop/Audit
¢ /interop/Audit*
e /interop/Audit.*
e /interop/Audit/.../*
» /interop/taskflow
e /interop/taskflow*
e /interop/taskflow/.../*
¢ /interop/WorkflowEngine
¢ /interop/WorkflowEngine/*
e /interop/WorkflowEngine/.../*
¢ /interop/TaskReceiver
e /framework/lcmm/HSSMigration

EPM Workspace e /epmstatic/.../*
«  /workspace/bpmstatic/.../*
«  /workspace/static/.../*
«  /workspace/cache/.../*
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=32 (%) EBUHRIFH EPM System ZFiR
|
BUHRIPH E T X

EPM System /=

Planning

Financial Reporting

Data Relationship Management
Calculation Manager

Administration Services

Financial Management

ORACLE

/HyperionPlanning/Smartview
[HyperionPlanning/faces/PlanningCentral
/HyperionPlanning/servlet/
HspDataTransfer
/HyperionPlanning/servlet/HspLCMServlet
[HyperionPlanning/servlet/HspADMServlet/
o E

[HyperionPlanning/servlet/
HspADMServlet/**

/HyperionPlanning/servlet/
HspADMServlet*

/HyperionPlanning/servlet/
HspAppManagerServlet/.../*
/HyperionPlanning/servlet/
HspAppManagerServlet/**
/HyperionPlanning/servlet/
HspAppManagerServlet*
/hr/common/HRLogon.jsp

/hr/services

/hr/services/*

/hr/services/.../*
/hr/modules/com/hyperion/reporting/web/
reportViewer/HRStaticReport.jsp
/hr/modules/com/hyperion/reporting/web/
repository/HRObjectListXML.jsp
/hr/modules/com/hyperion/reporting/web/
reportViewer/HRHtmlIReport.jsp
/hr/modules/com/hyperion/reporting/web/
bookViewer/HRBookTOCFns.jsp
/hr/modules/com/hyperion/reporting/web/
bookViewer/HRBookPdf.jsp

/drm-migration-client

/calcmgr/importexport.postExport.do
/calecmgr/common.performAction.do
/calcmgr/lcm.performAction.do*
/calcmgr/lcm.performAction.do/*
/eas

/easconsole

/easdocs

/hfm/EIE/EIEListener.asp
/hfmapplicationservice
/oracle-epm-fm-webservices
/hfmlcmservice

3-13



HIE
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£3-2 (%) ZEEUHFRIPH EPM System #EJR
|
EPM System =& BUHRIPIN LT X

Financial Close Management « [FCC-DataModel-context-root
e Joracle-epm-erpi-webservices/*
- /ARM-DataModel-context-root
« Joracle-epm-erpi-webservices/**
e Jarm/batch/armbatchexecutionservlet
« /ARM-DataModel-context-root

Integrated Operational Planning « /interlace/services/
- /interlace/services/*
« /interlace/services/.*
« /interlace/services/.../*
« /interlace/anteros
e /interlace/anteros/*
e /interlace/anteros/.*
e /interlace/anteros/.../*
» [/interlace/interlace
e /interlace/interlace/*
« /interlace/interlace/.*
« /interlace/interlace/.../*
e /interlace/WebHelp
e /interlace/WebHelp/*
e /interlace/WebHelp/.*
* /interlace/WebHelp/.../*
e [interlace/html
e [interlace/html/*
e [/interlace/html/.*
* [/interlace/html/.../*
« /interlace/email-book
« /interlace/email-book/*
« /interlace/email-book/.*
e /interlace/email-book/.../*

Profitability and Cost Management « /profitability/cesagent

«  /profitability/lcm

»  /profitability/control

- /profitability/ApplicationListener

- /profitability/HPMApplicationListener
Oracle Essbase * /essbase/agent/.../*

»  [essbase/jet/logout.html

»  Jessbase/jet/.+\.(js | css | gif | jpe?g | png)$
FDMEE « /aif/servicessFDMRuleService

« [aif/services/RuleService

e /aif/LCMServlet
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ERS M EE mEcEE T/ SSO

ERBMNEEMECEET KM SSO

ORACLE

FoRFM

. E2EER Oracle Enterprise Performance Management System, S)EE=RMNBER
ARSS 2/ M4MTE EPM System REEENAFBR, ABeXtAFR#HITIEN.

. RMEMBMHEIERSS (Microsoft Azure AD. Okta %) , ZIFETFLMBHIIE,

EARBNEMNEER™mAN EPM System ECEETKRY SSO BESRUTEMIE, BT
RONAEGSBERTEERN~ R, ARBFERENSHER”RFMUATRIFAL R,

B XER Oracle Identity Cloud Service BeEE TS AR IRIEFIFMATE, SR EH
Oracle Identity Cloud Service § EPM System E2BE T3k SSO”

1. ¥ EPM System At A SMHEEREFRPNEVNAER. WPBATSHEREEERER
W RERF LEEESMIIIE, SiERFNTEE, NERESHRIL,
fEFMIINT workspace/index.jsp BIMXSTELREHE (Fully-Qualified Domain Name,
FQDN) ({580, https://gateway.server.example.com:443/workspace/index.jsp) {E
79 EPM System 891V W AR URL,

fcE EPM System 1M 2R LUERE HTTP 3k,
SR LUEBR B ERRREBHSLZIRIEN HTTP kR MR, LMEMNIZEM—1RR EPM
System BFEIE M4,

2. R, EEMIMEARFMXUBEREVYBEZFREISFHIRIERIERELZE EPM
System,
ERAUTEERE:

o MXARSSESEY FQDN ({73, gateway.server.example.com:443) ENIENR,

+ EPM System 89 FQDN (5140, epm.server.example.com:443) {ERET BHIRIEAY
HTTP(S) IERNF & BN ZE IR,

3. 7 EPM System FEA SSO, ULZIFNBERMXERELN HTTP(S) ke BXIFHAEE,
BB RIEBE T SET,
EEHRH SSo:

a. LRAEEZREE¥IAIE) Oracle Hyperion Shared Services Console, 1525 B
Shared Services Console”,

b. EEERE, AREEEREAFBER.
c. BEHERSIEI,
d. ERRERMEHIF:
i. LB SSO Si%iE,
i. M SSOREEFHITLRETHIIRF, TIFHM,

ii. M SSO M THIZIERS, EEEEX HTTP Xk, AGIEELTERIEBEEEE EPM
System BI3L &R,

e. BEHMRE.

4. ¥ Oracle Hyperion Enterprise Performance Management Workspace BJ“53$4/589 URL”
REFMANEHERFTEEHE EPM System BYEEIFIMET URL,
EFH EPM Workspace FEY TG URLIKE

a. URSKEERZ%iAI) EPM Workspace, i&E£i5“i517] EPM Workspace”s
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5.

EIE
{85 A3 Oracle Identity Cloud Service 3 EPM System EZ & E-F kA SSO

b. fRIEFESHM. Workspace IR EMIRS BRI E,

c. T1E Workspace [RZ]IEET, K FHEHN URL B ANEEERAFETHE
EPM System BYBFIAIM DI URL,

d. BEHEHRE.
BB Oracle Hyperion Foundation Services #lFf§ EPM System & ARS 23,

{5 A8 Oracle Identity Cloud Service 9 EPM System Ao &
EF3KA7 SSO

7Etb 5%, Oracle Identity Cloud Service %% Oracle Enterprise Performance
Management System AP #1TE A IIEHZEHNEN HTTP LLUEA SSO,

ETHIHSIREFMALE EPM System LU&id Oracle Identity Cloud Service X SSO Fi
WRESE, EALIMERLESE, LB IFETINSMRIENTASHERRSA

(5150, Azure AD) BREREZEMENARSS (Infrastructure as a Service, 1aaS) IR{HIZFEFR

% #F EPM System B9EF L9 B 14 5030E,

1R

DTERI TFR:

78 2 ) IR X 7 A2 il PR IR 2 5 0 IIERI LR I R SR R 1P EPM
System B4,

WX FRIEFFI= &t EPM System £H4EY HTTP(S) 153K, HBEREMHEEFRE
BHiE R &3 EPM System A4 2 ixt P #1T B 19181,

ERIAKREL & El EPM System AH%EY, WMxNBAEFET HTTP kigk, B&ETH
PIRIERN AP B 3EREE EPM System 2214,

Fo RS ARG URL

E{#FF Oracle Identity Cloud Service EIIEFLH SSO:

ORACLE

5t B &M Oracle Enterprise Performance Management System,

BEEZLHER Oracle App Gateway FIFEHA2s, THRAMNKIE, BEIREHIZR
LZIZNEYIH )RR EPM System,

Oracle App Gateway NEZE =& Xt EPM System A4AI HTTP &K, FHIBRE
BIERE&ZF EPM System Z g, Oracle Identity Cloud Service EXHF #1755
ik, TERER¥ELE) EPM System 4B, Oracle App Gateway WiEI HTTP
KIBEREBEISHRIENAFRNSH,

IHE 5T Oracle Identity Cloud Service BIiA IR R,

LI Ie R EA LU TR URL:

Oracle Identity Cloud Service fR328 (FpiREERF) MWEL2MREHZ (Fuly
Qualified Domain Name, FQDN) &7s URL :
https://identity.server.example.com:443/

Oracle App Gateway AR$528 (FEEMXMNATERF) BJ FQDN:

https://gateway.server.example.com:443/

EPM System B9l A2 URL, XRZMIINT workspace/index.qsp Y Oracle
App Gateway ARS525H9 FQDN:

https://gateway.server.example.com:443/workspace/index.jsp
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< Note:

79 Oracle Identity Cloud Service #1 Oracle App Gateway At & T HTTPS %#%,
EPM System BJ HTTPS 2332 /%Y,
IFISRIZRE S EPM System BLE T HTTPS %#F,

AY N A N
79 EPM System B2 BE T3k B 18IE
79 Oracle Enterprise Performance Management System 2 REF kM BHEIESRIUTS
B
« ¥4 EPM System R FAfEFFMXZI0ZE] Oracle Identity Cloud Service
- EENARERMX
- EEERFERUETEN
« 7f EPM System FIEH SSO
- 3 EPM Workspace & &

¢ EPM System 3z FBFE = F M <70 Z! Oracle Identity Cloud Service

EGEETANBMIRIE, EEIE Oracle Enterprise Performance Management System 81/
PN AVAZEE 5 N

7£ Oracle Cloud Identity Console Hi§ EPM System #RINA I BiZF
E¥ EPM System RIMATRI N BEERF:
1. LUREIER B934 Oracle Cloud Identity Consoles

a. {FFANLSES, ¥ ZE https://www.oracle.com/cloud/sign-in.htmle

b. Hi) Oracle Fusion Cloud EPM P &R,

c. £ Oracle Fusion Cloud EPM KPR ERIIES, WMAEHNBFRINEE, AGREE
o

d. ESfMEEF, KReEERAFRMNEH (EE),
e. BEHEEMEHE,
2. ¥ EPM System FRiiAil R BER
a. ESHERESR, BENARER.
b. BERNM, ARREEWNARER.
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EIE
{88 A3 Oracle Identity Cloud Service 3 EPM System B2 & EF kA9 SSO

= ORACLE' identity Cloud Senvice License Type :: Foundation - @

Cookie Preferences

Add Enterprise Application
Cancel o @ > Finish

Applications
Details OAuth Configuration

Details

* Name EPM System

Description  On-Premises EPM 11.2

Application lcon ﬁ

Upload
* Application URL  r.example.com:443workspace/indexjsp
Custom Login URL

Custom Logout URL

Custom Errar URL

=

Linking callback URL
Tags
Add tags to your applications to organize and identify them. A tag consists of a key-value pair.

=+ Add Tag

Settings

Display in My Apps
[0 User can request access

O User must be granted the app

AN AREFFAER:

a.
b.

C.

f.

ERMH, WMANBTIRR EPM System 1V FATEFFHIME— R R,
RIEZEMNITA,
(AJi%) 1% EPM System FIN B2 EIfR. & EEFLUEEM L EZER.

ENAERF URL #F, MIARMXEEAFREERTINGEE URL, Ltk URL B
Oracle App Gateway B9 FQDN, H#filT workspace/index.jsp, B EPM
System R £ T3,

FIRET, EFEEBRNEARER PRI EPM System (Rl AR ER
7£ Oracle Cloud Identity Console RN FATER TIERY SSO BLE &£ L.

BET—%,

X SSO ECEIFAER.

a.

b.

#F Ssso L&,

AN BERERINE R,
7£ SSO BEEH, BRHAEIR.

i BEHEAH.
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$E3E

{858 Oracle Identity Cloud Service /3 EPM System B2 & & F3LHY SSO

Add Resource

* Resource Name EPM

* Resource UR
URL Query 5t
Regex

Description

i. IBEM—HFEFEZIT.

iii. TEZIRURL #1, BN /. %
iv. EREMNREKXEIRE,

v. BEHHRE.

vi. 1£ SSO EcEH, BHEIR.

=gy Eplia st
£ SSO BCEH, BAZDIIESRE,

i. EFRIF CORS MIEELRE Cookie EiFEHE,

i. BEEERFETERM, FRREHIHRLEENN SSO RIS HIIET E.

Add Resource

* Resource EPM
™ Authentication Method ~Form or Access Token
Authentication Method Overrides +
Headers
MName
HYPLOGIN

Value

Work Email v X

Add

iii. ERERP, EFREMES BRI SSO Fif.

iv. EF*’T‘%O

v. HINEEREE EPM System BY HTTP SkBIZFR,

BIARY B R FEIER B RN HYPLOGIN. fERILUfER B SikFERERIZ T,
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EIE
{88 A3 Oracle Identity Cloud Service 3 EPM System B2 & EF kA9 SSO

vi. 7E{EF, EFRM—FIRIE EPM System PB4,
IFEEMIENS EPM System IRV FARIRILEDS, 5190, 0% EPM
System A FPIRIRNEFHME ID, NEFRTIERFHEERE,
vii. BEHRE

BHEFERUSIEE N BER,

BEBEUS B BRER.

MM BEFEM>*, FH EPM System i&E MM BIEF.
TESMdER, KREERSMNNAERFMX.
BEHAR,

EFAERF, WMWK ME—Z TR EEG A,
BET—FLUHTHEN RS,

73 EPM System R IIMN BERFEMXE.

a.
b.

C.

EENRFESF, BEHl.

Add Host x

* Host Identifier EPMAppGateway

most  gateway.server.examp le.com

" Port 443
5SL Enabled
Additional Properties = ssl_certificate fusr/local/gateway.server.example.com.crt;

ssl_certificate_key /usr/local/gateway.server.example.com.key;
ssl_password_file /usr/local/gateway.server.example.com.password.txt;

E

Save

EENARRRTH ) LN EPMAppGatewayo

i. EENR, WARBTRENAEFMXIRSSEITENNT2RERS, §

U0 gateway.server.example.coms

EROAF, HWANREFMXIRSEEMN HTTPS iBXRERO,

Iv.
v. EPERHA SSL EifE,
vi. EEMEMETRS, WAUTER:
¢ SSLIEHE
- SSLIEHEH
©  SSLEBXH (NRFE)
BXEMER, ESIA (Administering Oracle Identity Cloud Service)
"Setup an App Gateway" H1HJ "Register an App Gateway"o
vii. BEHERTE

viii. B ET—¥ LT N BEFR R,
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ORACLE

EIE
{858 Oracle Identity Cloud Service /3 EPM System B2 & & F3LHY SSO

f. & EPM System 1BV FBIZ AN EIN AIERF M X
i. ENARERL, BEHFM,.
i. TENARERET, EFZFIH02 Oracle Cloud Identity Console Y EPM System

PN =]
A AR
Assign an App to gate X
* Application EPM System Q,
* A — (@]
Select a Host  EPMAppGateway =
Policy default
* Resource Prefix /
* Origin Server | https;//epm.server.example.com:443
Additional Properties | ssl_certificate fusr/local/epm.server.example.com.crt;
ssl_certificate_key fusr/local/epm.server.example.com.key;
ssl_password_file /usr/local/epm.server.example.com.password.txt
%

iii. EEFEEND, EF ervappcateway (ERIMEINBIZEFEMXE EPM System £
M) o

iv. EFRRAER, WA/ LRBFABEIEREKRE EPM System E4lo

v. TERERRS328, WA TFHEE Oracle Hyperion Enterprise Performance
Management Workspace Bt BT ERER S, LUk EPM Workspace fF
P eSS

vi. BEREF
BRYAREFMXNE R ID'HEFmER . XEEBIGENAREFMXFNEN.
a. SRR, KKXBEERSENNAERFEMX,
b. BEHEH EPM System R\ RIZFEARIMBIR X Z R,
c. REFIHID (FERFFHEH) EFFINXAHES.
d. B2HEERFHURREFPHZEARE,
e. REFRDBIR (FERFFRHR) EFEINAERES.
. REXEX MG

# Note:

&3t Oracle Identity Cloud Service #{TECEEHEY, HAEMBoIN AR
MXARS 2R, ERMAELENRZEFMXRSSE, FSH BoFELLENAERM

”
o
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EIE
{88 A3 Oracle Identity Cloud Service 3 EPM System B2 & EF kA9 SSO

FoE N AEFMX

BXEMEE, BESIE (Administering Oracle Identity Cloud Service) HHJ "Set Up an
App Gateway"s

BN RAEFMXRSSEN, FEEREL—THIERNEF iR ID MEFFREH.

FoE AP B RLUATTER

HESMEEM™ SR (5180, Oracle Identity Cloud Service # Microsoft Azure) TiEHE
1EACE 9 Oracle Enterprise Performance Management System FREF EHR. &AL
&£/ Oracle Unified Directory 8§, Oracle Virtual Directory BRE tb257= &, SAE¥ Oracle
Unified Directory % Oracle Virtual Directory BEZ&# EPM System FHAFER. %
EEERFBERNFEALRE, BFER'EBERAFER

£ EPM System H/EF3 SSO

7E Oracle Enterprise Performance Management System BRI S A
SSO. BXIFAWA, FSHILELEEI,
E/B3H SSo:

1. LURSKEIRRH%i5i8 Oracle Hyperion Shared Services Console, &7 B 5
Shared Services Console”,

2. EIZERE, AEEERERAFER.
3. BPHERSIET,
4. ERRERMEIHH:
a. EEA SSO EiEE,
b. M SSO {RtiEF LR LREB T HIFIRF, TIFHM,

c. M sSso MHITHIFIRS, EEEHEX HTTP %, AGEIEERENIEZEE
EPM System B9k B #R (HYPLOGIN, ZHEETE Oracle Cloud Identity Console
AN RERRNERNIEENBENXET) -

5. BHEHE.

< Note:
HREHFHITEM SSO BEEEXREEMBEIFFAE EPM System RS,

S5 3 EPM Workspace & &

ORACLE

1. LURSKEIERS%iAE Oracle Hyperion Enterprise Performance Management
Workspace, 1EZ[#“I17] EPM Workspace”s

2. RREZRSA. Workspace igBFIRSRIRE,

3. 7 Workspace [RSZ21EEH, K FHBEN URL BN AEHERFTEEH Oracle
Enterprise Performance Management System BS&ZIAIM I URL,

4. BEHE
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BIE
SiteMinder SSO

5. EHB5 Oracle Hyperion Foundation Services #1Fi EPM System £H14,

SiteMinder SSO

ORACLE

SiteMinder @— 1M Web fBRA R, RENAEFREES (190, Microsoft Excel #
Report Designer) Fi&i&d SiteMinder RS, {E2E, Oracle Smart View for Office
A LA SiteMinder H12383iE,

Ry =R
AT

LU FEFIER T 22 B SiteMinder By SSO:

User Directories

B e .

Firewall @ @

WebLogic Server
EPM System Products

Pollcy Server

Browser f ' Pollcy Store

Web Server OHS

SiteMinder Web Agent mod_wl_ohs
Protected Resources mod_proxy

SiteMinder SSO #12:

1. ﬁHF' £i{3418)5 SiteMinder £R1FHJ Oracle Enterprise Performance Management System
FiR, fhi1@d URL EZEZIEA SiteMinder SRBEARSS 22BT5EAY Web BRS328; 540,
http ://WebAgent Web Server Name:WebAgent Web ServerPort/interop/index.3jspo

2. Web [RZ#BERFAEECRIEKRSZES, EEERBAFRRIAEE. ERIERENAFRER
WiFERZ G, FIRIRS BB EIREBRAIEE SiteMinder Web KIEHY Web BRS 28,

3. $t%E SiteMinder Web f{IEH) Web RS 23515 REE R EI1ES EPM System HijimAY
Oracle HTTP Server, Oracle HTTP Server ¥ B P EE R ZIFriERAEFETE Oracle
WebLogic Server N AR,

4. EPM System AU EREEEHIRENS. AT HELEEIERIETT, SiteMinder BFE
BFSHHNAFR BRYUAEEN EPM System FRMNEAFR B R, XEBREXRNEE
NZEENE R,
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R EEED

SiteMinder — 14 Web fBRF R, RENBEFNEESG (Fl0, Microsoft Excel
# Report Designer) Fi&i@id SiteMinder EA &40, B2, Smart View 8] LAfER
SiteMinder {41811,

SoRE M
1. IHBERZEEM SiteMinder &3, HERGS LU TAG:
« SiteMinder RIEIRSS 2], ErIUEH EE N REFEINNR

»  SiteMinder Web I8, ZRIEE{EN SiteMinder SHEEIRS 2R F1IHET Web IRSEES
+

2. IHEESTEEMY EPM System ZpE,
Z %79 EPM System A4ECE Web BRS5888F, EPM System Configurator &1§
mod wl ohs.conf FCE @I IERIFERE K4 WebLogic Server,

B SiteMinder Web {2

Web RIELEE7E Web fRSZ 28 L, ©I5EE EPM System FIRIER, KREFHIIER B
P ZEiXIARIZRPEY EPM System FHIREY, =& Web RIEEMAF R SSO &1,
LYAPEE SRR, RERSSFERNESEHRIINBFRNEREN, ZBFH
g, BEfa, HTTP IEXIE(E 34 EPM System Web iRS88, ZIRSSBBEEH
AR, EPM System AHMELHIRIESHIIER AR &,

SiteMinder ZFFEZ MR Web IRFS28F & LiZ1TH EPM System =z [Bl{EF
SSO. R EPM System F=@mfERRER Web RS 2s, EAMHAER UER—ZHAR
Web fRS385 2 [8lf%i% SiteMinder Cookie, Alt, BEEEE Web RSB
WebAgent.conf XA, 3§ Cookiedomain BMEBEISE NHENEY EPM System N FETE
52578

EEH (Netegrity SiteMinder Agent Guide) HHJ "Configuring Web Agents",

o

T Oracle Hyperion Shared Services £ E RS HISIERRIFPEAS,
Itk3= & Shared Services JEKH Web RS 235 5 B E AR S5 1F
SiteMinder SSO,

EFLE Web I8, JEIT WEBAGENT HOME/install config info/nete-wa-config LA
51T SiteMinder Web IBECEMS; $I90, 7 Windows £, RI#ATT
C:\netegrity\webagent\install config info\nete-wa-config.exe. FCEIIZHI
79 SiteMinder Web ARS5 288172 webAgent . confo

E S A SiteMinder Web I

1. ERANXAYRIEERTTFT webhgent . confo MEXHMIBEURTEIETE(ERAB Web ARSS
a0

2. ¥§ enableWebhgent BMEREIRE N Yeso
enableWebAgent="YES"
3. REHXHE Web RIBECE X4,
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il 3-1 FE2E SiteMinder &R 23

SiteMinder ‘EIE R4 NECE RE&ARSS 23 LUE/S A EPM System & SSO.
feE i aE:

« Bl SiteMinder Web KIEEHFINERAF SiteMinder Web AR5 23RIFCE YT R

« A TNRRFRIPH EPM System ZIREIE—NIE, HIF Web RIEBFRMEZTE. 55
BRI R

©  EARIRIFEY EPM System FIREIEZBITUHA, AEUERIPEIFIREZ MR, ESH EX
HRIPEIR TR

o BUE HTTP 3k3|M, %KM@ £pM Systen NARRFREEZEMNE, BXERELNE
¥8i%BA, 1527 (Oracle Enterprise Performance Management System FAFP &2 EI12f5
) FH“ECE OID. Active Directory FIELfthE T LDAP AP BEF"

o TESUIABIEER Get. Post # Put fE/9 Web RIRIEIERIFINY

«  BIBEN hyplogin=<Suserattr="SM USERLOGINNAME"%> HIMARZE 14

- RIRBKER, HEAFBERIARRGFFEN EPM System SIERFNARINE Haim 251%R
o RNEEF EPM System A OIEAIRLNIIE B PR

mffl 3-2 FECE SiteMinder Web RS 23 LARFIERE %44 EPM System Web RS5 2%

BLEHEE SiteMinder Web fXEEHY Web ARSZ28, UEBELEHMRIINAF (E8RRFPH
k) kHMIERIE L EPM System Web BRSS 28,

X FETF Apache BJ Web k5328, EAEMINITEESHRAZBMNINIERIIERK:

ProxyPass / http://EPM WEB SERVER:EPM WEB SERVER PORT/

ProxyPassReverse / http://EPM WEB SERVER:EPM WEB SERVER PORT/
ProxyPreserveHost On

#If SiteMinder Web Server is using HTTPS but EPM Web Server is using HTTP
RequestHeader set WL-Proxy-SSL true

EIkIESH, ¥ EPM WEB SERVER #l EPM_WEB SERVER PORT &t HIFIE I SL T
B,
ff] 3-3 7£ EPM System F12 3 SiteMinder

5 SiteMinder FIERERE) EPM System = /gl SiteMinder B4303E, ESR“H3T
SSO fg& EPM System’s

Kerberos B2 i3 &3

ORACLE

i
n

MR AIE EPM System P mBINAEFRSZEFIKE T Kerberos BA381E, Oracle
Enterprise Performance Management System = @4% 2 # Kerberos SSO,

Kerberos @— MR ETHNEDRIERS, HEPE1 Kerberos EFIRSEEM Kerberos FF
m (BFP. MERSSE) W59,

FF518] EPM System @B, A% UTER:
1. FAFEE Windows HENIEFE Windows 13, Bl Kerberos i3,
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2. BAP@EIEEERERSER Windows SR IIER N HEE A ERIETTNRRER
ARS525_EAY EPM System = ffo

3. NAERFARSES (Negotiate Identity Asserter) =&IER, FHM N ERHTAL G
REXEE Kerberos EFNEEMZRIFIBALT 2RSS APl (GSSAPI) thiEHlLE!
(SPNEGO) £H4,

4. ZEPRKIEBEESHFEEERRDIESEPEESHNAFNR, UWEEXAFRNEER
45 EPM System F=f. EPM System F=@f&#E Active Directory X3 B & #1750

jiEs EPM System A& SSO €h8, ZShHEZFEE EPM System F=m{E B
SSO0,

S HEPRE!
X #FHFRE EPM System =g fEF Kerberos SSO, BHELITHISM:

+  Oracle Smart View for Office LUIMNYIBER P i A% Kerberos SSO.

+  Smart View {¥3Z#F Kerberos 5 Oracle Essbase. Oracle Hyperion Planning Az
Oracle Hyperion Financial Management {2 {112% 2~ [B]fUEE Y

iz

AXEBENREFRFIMN Kerberos BEBEF B, BREEEEERARFA Kerberos
BRESNIR, EFAXLESIEZA], BRINAEHREXEESHIREN,

AXEBELEEFEATLINEE EBRE M Kerberos REZIFER TE, ZIFBEFEEE
BT Kerberos B14IIEAY Windows & o

. BAAXTM Active Directory ECE Kerberos H233E, 155 5#“Microsoft Windows
Server 314"

- BEERTiHIR EPM System = @BUN S 28EA Kerberos ZIE# T E

«  KDC HIEFImITENZENNERS REABI R ESH "Authentication
Errors are Caused by Unsynchronized Clocks": http://technet.microsoft.com/en-
us/library/cc780011(WS.10).aspXo

£13+ WebLogic Server BJ Kerberos SSO

Oracle WebLogic Server Kerberos SSO £ Negotiate Identity Asserter i 17D
SPNEGO <h#, LAEFHXT Microsoft EFim/EA SSO. WebLogic Server fi#h3
SPNEGO <hELAFRTS Kerberos ZiiE, HEXIEEIEFEEHETE] WebLogic Server
Fo &R LU WebLogic Server B9 Active Directory &1{4383E285 Negotiate Identity
Asserter —i2fff, LU Active Directory BZE /9 WebLogic Server BFBIRAF B R.

LN 52815 K IA18) EPM System 7= @B, KDC E @528 & H Kerberos ZiiE, ZZiE
BeEEERFN GSS $HEEAIM SPNEGO €%, Negotiate Identity Asserter fi#h3
SPNEGO $h#, HFEH GSSAPI KIEZRE F T, AiiERIAFPIRR RS A
BF#, #FBEIfEE WebLogic Server. Itt5h, WebLogic Server &€ P g4,
TEUERYER, Em A PR EFRIERAY EPM System 7= &

& E:

AP ®IERRF SPNEGO BYXIYE28 (5140, Internet Explorer 3% Firefox)
3Ri5R17E WebLogic Server £iE{THI EPM System F= o
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EPM System = @iEGSIEFE AR E B B0 IS EMEF ID KEIRELHIE. BETIREHK
&Y EPM System = gaifial## TR,

% #F Kerberos B{7383EHY WebLogic Server 2%

BIE RN FER I TES LT Kerberos S50

« 79 EPM System €13 WebLogic &, FZ[#“/9 EPM System €17 WebLogic ",

o SIEBMIEIHRMEIER. B2 E WebLogic Server H8132 LDAP S48 HREIZFE

« Bl Negotiate Identity Asserter, IHZ5“CI#E Negotiate Identity Asserter’s

+ B Kerberos tRiR. &SI/ WebLogic Server €% Kerberos #xiR"

«  EE#f Kerberos By JVM %I, iEEF“EH Kerberos By JVM X",

o EEERNCRR. BRI EERNRE,

« EBZE SSODiag H{EAEIIE WebLogic Server 2% B /E& 7% EPM System 1§
Kerberos SSO. E&I#“#F SSODiag Mt Kerberos &,

77 EPM System 8l3& WebLogic 33

BE, BT EPM System AHEFE R £pMSysten WebLogic i (BRIAMUIE R
MIDDLEWARE_HOME/user_projects/domains/EPMSystem) o

Ef7E EPM System WebLogic 15{#F Kerberos S1{2I83iE

1. X% EPM System A%,

2. {XEBZE Oracle Hyperion Foundation Serviceso
Foundation Services E8E = BIZERIART EPM System WeblLogic .

3. EREF Oracle Hyperion Shared Services Console, @i Foundation Services SRS
. &2 B5h Shared Services Console”s

£ WebLogic Server F8lZ LDAP S{3 IR EERF

WebLogic Server EI2 AT 6 LDAP BN INIHEEIER, ZEF SR MARE SFEEIND
LDAP fR$3285, &1 LDAP v2 5% v3 1589 LDAP BR$3257]5 WebLogic Server 55 1E M,
BERUTEE &R

«  {Oracle Fusion Middleware Securing Oracle WebLogic Server) ¥&F™H "Configuring
LDAP Authentication Providers",

. {Oracle Fusion Middleware Oracle WebLogic Server Administration Console Online
Help) HBY "Configure Authentication and Identity Assertion Providers"s

832 Negotiate Identity Asserter

Negotiate Identity Assertion 32 HI2F rT$H 3T Microsoft ZFIGEH SSO, E2f#FS SPNEGO

SHELUFREY Kerberos £k, HTEIIE Kerberos a5 EEYZE] WebLogic B P,

Negotiate Identity Assertion e{tiZ2FERHE WebLogic Security Framework BIE X #{THI R

%HE%?E?—EEEZ%D (SSPI) 5E1EE, IRMTIRIEZF IR SPNEGO ShEXE F im# T B AT
YRREIBEE,

«  {oracle Fusion Middleware Securing Oracle WebLogic Server) &% #J "Configuring a
Negotiate Identity Assertion Provider",

. {Oracle Fusion Middleware Oracle WebLogic Server Administration Console Online
Help) =89 "Configure Authentication and Identity Assertion Providers"s
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7£ 832 Negotiate Identity Assertion IREFZF0Y, A BB IS IAAS ITHIIRE”
IR B N SUFFICIENT, A2 (Oracle Fusion Middleware Oracle WebLogic Server
Administration Console Online Help) A#Y "Set the JAAS control flag".

77 WebLogic Server 832 Kerberos #5i3

7E Active Directory T HI28 1T EN £, BIERT WebLogic Server #1 EPM System

Web RE AP MR, RSB ENMETE|FRT Kerberos i+ WebLogic Server #
Web BRS32B3HIARS EAEZR (SPN)e BFMEZEEMEEE SPN MRS, &R SPN
ﬁgﬁﬁ@ﬁ%ﬁi#ﬂp, RAASRFXEXHEFINERIIZPEFEAB WebLogic Server

BXIFMLIE, BB (Oracle Fusion Middleware Securing Oracle WebLogic
Server) ¥EREEHHY "Creating identification for WebLogic Server's

E 7 WebLogic Server €132 Kerberos 7R :

1. 7E Active Directory 13i= #2818 £, 793EE WebLogic Server HHII+ENEIEZE
BFRtKFP, {90 epmHosto

o E:

BRRGIZANARPNER (MAZIHTEN) .
ERITEVIEEZFR, Hi0, WNRENBZFRA epnHost . example. com,
Jn\'Jﬁﬁﬁ epmHosto

ERZRANRIMERNENL, 12 SPN HSFEE,
BMEREAEEER, THERFUIE PSRN ENEEDL,

2. BREPXNRLUETE Kerberos Y. P HEXR Kerberos Tl & 13383,
o EMPIEIRS, EREFERININE,
o RFRKAEZEPEMKPED (TEEAREXK Kerberos MEMEIE) o

© HTREMBLEBEAEI|AGROENG, FHEBERFILZEEEENIENRE
PRigERZ L,

3. TEHEE Active Directory HiTHIZZIT BN L, FIAGIRTED, RESME
Active Directory I TEMNEZEB R,

4. BIEHECEFTER SPN,

a. EREMINTHHRSRIE SPN EBESELLEENTE 1 FRIZNAFRXNR
(epmHost) FEXEX,

setspn -L epmHost

b. fERAZEMINTAIES, 7 Active Directory 13RS (AD DS) H#9 WebLogic
Server BB& SPN, AREMEEHZEZHNZIBR M.

ktpass -princ HTTP/epmHost.example.com@EXAMPLE.COM -pass
password -mapuser epmHost -out c:\epmHost.keytab

5. 7E#EE WeblLogic Server B8 L EIEZFB R,
a. HASGLRTIEN
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b. SMZE| MIDDLEWARE HOME/jdk/bine
c. HITEMTHEMSS:

ktab -k keytab filename -a epmHost@example.com

d. HIRTERAZER, MATIIENSE 1 fo/EBFPRFNEENZRE,
BRRERXEEFE WebLogic HHEIEFS; 50, EIZF

C:\Oracle\Middleware\user_projects\domains\EPMSystem[Po
ffaiA Kerberos B IIFRE EEIETTo

kinit -k -t keytab-file account-name

FEE<SH, account-name 387 Kerberos E1&; 40, #TTR/
epmHost . example.com@EXAMPLE. COM, Wt an < BV B S AG0 R

New ticket is stored in cache file C:\Documents and
Settings\Username\krb5cc MachineB

BE# Kerberos B JVM 1EIR

1555 (Oracle Fusion Middleware Securing Oracle WebLogic Server 11g Release 1
(10.3.1)) # 8 "Using Startup Arguments for Kerberos Authentication with WebLogic Server"

#0 "Creating a JAAS Login File"s

SR EPM System B RS5281EN Windows fRSZi1a1T, MEFH Windows FMFRLUEE JVM
BB,

E7E Windows SEMERFEH IVM BhiEm:

1.
2.

FTFF Windows St R 4miE28.

RRERFAVER. HKEY_LOCAL_MACHINE. Software. Hyperion Solutions.
Foundationservices0 L{Xz HyS9EPMServer_epmsystem1,

B TFRE:!

¢ E:
TRAFHNZIRE—LERG,

%+ 3-3 Kerberos B{2I8IEH IVM BEhikIRN
N

BR KE iR

JVMOption44 REG_SZ -Djava.security.krb5.realm=Active Directory
Realm Name

JVMOption45 REG_SZ -Djava.security.krb5.kdc=Active Directory

host name or IP address

JVMOption46 REG_SZ -Djava.security.auth.login.config=Ilocation of
Kerberos login configuration file
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£33 (4) Kerberos BHIEIER IVM BEhiEIm

|
B RH iR

JVMOption47 REG_SZ -
Djavax.security.auth.useSubjectCredsOnly=fals

e
4. EH JVMOptionCount DWord BB LR BEZRINEY JVMOptions  (ZHFTHY/NEEND
4) -
Ao B AN SR B

B X418 EPM System Y Active Directory AP ECERPERISHIE R, 1587

{Oracle Fusion Middleware Securing Resources Using Roles and Policies for Oracle
WebLogic Server) 3g§RaH8Y "Options for Securing Web Application and EJB
Resources",

BXTAIRBEES R, BESHEIR SSODiag R,

£/ SSODiag llif Kerberos IFiE

SSODiag B—MZ# MR Web ZF#ER, AILUNIR Kerberos M1&HHY WebLogic
Server BE BESEIF2FF EPM System,

ZE SSODiag

fEAAERE Foundation Services BRI WebLogic Server BEIEREIE (BINBFPEA
epm_admin) 3REBE SSODiag.

EEREMNEE SSOdiag:

1. EFE| EPM System 13 WebLogic Server EIE{THI &,
2. BB, RESEHRE

3. Mg TR EPMSystem, BEEE,

4. EHMEREHR, PERE

5

TEE&13RH, % EPM_ORACLE_HOME /products/Foundation/AppServer/
InstallableApps/common/SSODiag.ware

BET—%,
7. EEREMEFRTD, BREEPRILBEREANRERF, ARREET—%,

o

@ Home Log Qut Preferences Record Help | Q Welcome, epm_admin |Connected to! EPMSystem

Horne =Surmary of Deplayments =EPMSystem =S v of Depl

Install Application Assistant
Back Next | Finish | Cancel

Choose targeting style

Targets are the servers, clusters, and virtual hosts on which this deployment will run, There are several ways you can target an application,
¥} Install this deployment as an application
The application and its components will be targeted to the same locations, This is the most common usage.,

~ Install this deployment as a library

Application libraries are deployments that are available For other deployments to share, Libraries should be available on all of the targets running their referencing
applications,

Back Mext | Finish | Cancel
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8. TEEFEHEENP, EFLUTEWR, REREEFT—F.
« EPMServer
. BEPHFERS

@ Home Log Out Preferences Record Help | Q Welcome, epm_admin | Connected to; EPMSystem

Home =Summary of Deployments =EP v of Depl

Install Application Assistant

Eack Mext | Firish | Cancel

Select deployment targets

Select the servers andfor clusters ko which wou want to deploy this application. (¥ou can reconfigure deployment targets later),

Available targets for 550Diag

Servers

" Adminserver

Clusters

¥ EPMServer
 All servers in the cluster
' part of the cluster

Eack Mext | Firish | Cancel

9. HAEAZIREFHNREESD, EEEHACMEKRE: NMERETEEEHaPEXNAEN
R,

&1 Home Log Qut Preferences [e] Recard Help

Q, Welcome, epm_admin | Connected to: EPMSystem

Haome =Surmmary of Deployrments =EPMSystern =Summary of Deployments

Install Application Assistant

Back ext | Finish | Cancel

Optional Settings

‘fou can modify these settings or accept the defaulks

General

What do you want ko name this deployment?

Ll S350Diag

Security

What security model do wou want to use with this application?

" DD Only: Use only roles and policies that are defined in the deployment descriptors.

" Custom Roles; Use roles that are defined in the Administration Console; use policies that are defined
in the deployment descriptor.

¥ Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

" Advanced: Use a custom model that you have configured on the realm's configuration page.

10. BHTF—%.

1. TR REREL, &FE, HEEEkE.
12. BEHETEM.

13. B, EEEEEN.
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fdE Oracle HTTP Server 12 SSODiag

EE# mod_wl ohs.conf BIEZE Oracle HTTP Server, & SSODiag URL i&R¥ % Z|
WebLogic Server,

ERIE Oracle HTTP Server H8Y URL % ;

1. FAXARIESRFTH EPM_ORACLE_INSTANCE /httpConfig/ohs/config/
friwconfig/components/OHS/ohs_component/mod wl ohs.confo

2. /9 SSODiag # N LocationMatch EX :

<LocationMatch /SSODiag/>
SetHandler weblogic-handler
WeblogicCluster myServer:28080
</LocationMatch>

EHRFIRTRAIFR, myServer & Foundation Services 41, 28080 = Oracle
Hyperion Shared Services ZEH _EiITiERavmEa.

3. REFEHXHF mod wl ohs.confo

4. EFBTH Oracle HTTP Server,

Bl SSODiag %%

7£ WebLogic Server BIEIEH| & EIZ TR LUFRIFLLT SSODiag URL.

http://OHS HOST NAME:PORT/SSODiag/krbssodiag

EARAIF, oHS HOST NAME FFEE Oracle HTTP Server BIBRSS 28R R, PoRT TR
Oracle HTTP Server 7EE _EiilfiER8vim .,

ZRIEHEILURIP SSODiag:
1. 1 EPM System i3 WebLogic Server HIEZHI S BLH LA, EFBEHR
i

2. RREFEE. SSODiag. E£1%. URLPatterns FIZKEE,
3. BUELF URL &=1U:

e/

«  /index.jsp
4. BIESIENSE URL R3:

a. M3 Web MARERF URL XY URL R FIRSD, BEEEIENER (/)
THE,

b. EFERMFH
c. TEIEATIRAF, EEAF.
d. iﬁj’%?_ﬁo

e. ERAFPS#%EYF, WAFRBEEENER Kerberos FHWIENE P ik REBYE
FARIM P X RZ89 Active Directory FBF (5140 krbuser1) , ZARIEFERNM,.
krbuserl & Active Directory 3 Windows SEHBF,
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f.  EEFEN.
5. EE R
£ SSODiag MiAF Kerberos H1{238iERY WebLogic Server Bt &

MR AT Kerberos HHIEIER WebLogic Server BREIE&i51T, N Oracle Hyperion
Kerberos SSO diagnostic Utility V 1.0 I BRUTEER:

Retrieving Kerberos User principal name... Success.
Kerberos principal name retrieved... SOME USER NAME

AR

9NR SSODiag /£ %R Kerberos EAE R, 1E7IECE EPM System A4 fFH
Kerberos &143303iE,

EM A TF Kerberos H430IERY WebLogic Server BEE
1. 25N Foundation Services #1 Oracle HTTP Server,

2. f#F WebLogic Server BI2#5H&, B SSODiag Web N IER, itEHAFRAEIEKRIZ M
RS

3. fEABAM Active Directory EE, ERINECE AER Kerberos SARIENE P imitE
Mo

4. {ERNYE2ES, EZEEZILLIT SSODiag URL:

http://OHS HOST NAME:PORT/SSODiag/krbssodiag

EARGIFR, oHs HOST NaME FRiNFEE Oracle HTTP Server BIARSS2§2#R, PORT /iR
Oracle HTTP Server £ & _EimiEkBvi%O,

W3R Kerberos B WIFIEEIETT, SSODiag HERUTEER:

Retrieving Kerberos User principal name... Success.
Kerberos principal name retrieved... SOME USER NAME

R Kerberos HAWIEAREEE 51T, SSODiag HERUTES:

Retrieving Kerberos User principal name... failed.

ERREER
& 2MHIRIFH Web ZAEFHNREREZE Donly, BRTRLSERENN

CustomRolesAndPolicieso
EFQL R

1. fERANAYRIEESTH MIDDLEWARE HOME/user projects/domains/EPMSystem/config/
config.xmlo
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2. 18 Foundation Services AHHIN AIEF B BRATTHRERUTTE:
<security-dd-model>DDOnly</security-dd-model>

3. RUNTARENESMAGNRLEE:
<security-dd-model>CustomRolesAndPolicies</security-dd-model>

4, fREHXHF config.xmle

¥ EPM System R2HE
¥4 EPM System Z2FE LIS A Kerberos SSO.
EFfE EPM System £/ Kerberos S1{9383E:

1. LUBERHHERE Shared Services Console,

2. BEEEFR Kerberos H4I8IEAI Active Directory 1571179 Shared Services H
BN B R, 1E217 (Oracle Enterprise Performance Management System
RBP4+ EIEiERE) M ECE OID. Active Directory FIEthET LDAP AR H
R

3. /BA SSO, EEHECE OID. Active Directory Ff1EthE T LDAP WEF BF"
AERERWA, RFETRPWNIGELUSA Kerberos SSO,

% 3-4 BH Kerberos SSO HJigHE
L

FE FRERIRE

/B SSO 2ixH

SSO {RftiZF e RIE Hth

SSO ! M HTTP IERIREGEIZA -

4. E¥FETH Shared Services,

ii® Kerberos SSO
%53 Foundation Services LU3&IF Kerberos SSO @& £ EEIETT.
EiNlis Kerberos SSO:

1. I®iF Foundation Services 1 Oracle HTTP Server E&BIEEIETo

2. {ERBHY Active Directory FIEERBEEEER Kerberos SMIIENE FinitHE
Mo

3. fEFNA281%1E % Foundation Services URL,
ficE EPM System 1%

A EPM System Configurator FeEEfth EPM System A1, HREEBEINESIE
Foundation Services BJ WebLogic 13,

feE T Kerberos Z{4I0IEHY EPM System ZE[RS5 2%

7 Microsoft Windows ¥1&/1, EPM System S & ARSZ281EA Windows IRSZIE1T. &
HITUEEE WeblLogic R ERS BB IVM iET, EREPERR TS ERS
B/EEYIER:
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$EIE
Kerberos B & F

* AnalyticProviderServicesO
e CalcMgro

e ErpintegratorO

* EssbaseAdminServer0
* FinancialReporting0

e HFMWeb0

* FoundationServicesO

e HpsAlerterO

*  HpsWebReportsO

*  Planning0

*  ProfitabilityO

40%R EPM System Web NBZFEREZHERA TEE, NWNEEEN prusysten) RERS
Z=HBE) IVM &S, MRBEZSPTEENRERSES, WLANBHAIERERSSHEHBE VM
pria i

B85 (Oracle Fusion Middleware Securing Oracle WebLogic Server) 8fHH "Using
Startup Arguments for Kerberos Authentication with WebLogic Server",

\J
L

LRI ENBEENIEE FoundationServices S E RS B/HNB LN IVM &I, EXHIA
EREHRRED WebLogic ZERSSB/RITIES,

5 X7 WebLogic Server BoiilZAFEE JVM EMFMAEE, 1ESIR“E 5 Kerberos B9
JVM &I,

E1F WebLogic Server FaifiiAFEE JVM £

FCE RN ERES

F93&ik18] EPM System B (Foundation Services B&9M) 9 Active Directory A e B SR
B%. BXiBT WebLogic BEIEIZHI G EREERENEE, BRI RERIERE,

BN EPM System A BRINR £IEEY

A LAYREE EPM System ECE XA UEREIANLZ R, FFIEK %R EPM System ZPE, &4
FMEM config.xml FIZRMIE EPM System Web N AEFHEINLZ £IER!, EPM System
Web NRIEFFIR:

« AlF

* APS

« CALC

« EAS

*  FINANCIALREPORTING
*  PLANNING
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$F3E
Kerberos B2 & F

PROFITABILITY
SHAREDSERVICES
WORKSPACE

BEENREER:

1

3.
4,

ﬁﬁﬁﬁ$ZjKﬁﬁEﬁ%§¥T;¥JWIDDLEWAREiHOME/useriprojects/domains/EPMSystem/
config/config.xml

E8 EPM System AN AREFHBEENH, IRUTRAIFIRE <security-
dd-model> BYEIEE N CustomRolesAndPolicies:

<app-deployment>
<name>SHAREDSERVICES#11.1.2.0</name>
<target>EPMServer</target>
<module-type>ear</module-type>
<source-path>C:\Oracle\Middleware\EPMSysteml1R1/products/
Foundation/AppServer/InstallableApps/common/interop.ear</source-
path>
<security-dd-model>CustomRolesAndPolicies</security-dd-model>
<staging-mode>nostage</staging-mode>
</app-deployment>

REHXHF config.xmle
E/B5h WebLogic Servero

77 EPM System 4A46I3 URL {RIFEREE

7£ WebLogic Server BI2iZHI8H, I URL RIPRIELURIFPE EPM System A%
B URL, BXFEE, 12 (Oracle Fusion Middleware Securing Resources
Using Roles and Policies for Oracle WebLogic Server) ¥&&™#J "Options for
Securing Web Applications and EJB Resources",

EBIE URL fRIPERS:

1. 7 EPM System 1%/ WebLogic Server EIRiEH| SR BRFLA, BEHIEHR
L3-8

2. BEEE,

3. BHAZBEFH EPM System (I EERF (HI40 pranninG) , SAREEIHE Web AR
228 (5190 HyperionPlanning) o BX EPM System AHEIFIR, BESREX
EPM System AHFHIERINLZSIREY",

L E:
—Le VW BERER (5140 Oracle Essbase Administration Services) , €
EE Web NEEF, HIXTEANR URL IBRHFHITE Xo
4. 73 Web M AZEFEIE URL R /ERIHERES,

« AIF
* APS
e CALC
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$EIE
Kerberos B & F

*  EAS
*  FINANCIALREPORTING
*  PLANNING

PROFITABILITY

+  SHAREDSERVICES

«  WORKSPACE

a. RXBEREM. REEMIE,

b. £ URL #I{H, %N\ EPM System F=miZRIFFAECHERIFH URL, BXE LA
S5, BERYRIPFFIECHRIF EPM System &R,

C. %fﬁﬁﬁio
d. BEHEELERN URL &,
e. BEHFMEH,

. EFAVIRP, EFRBERG, ARREET—D,
Oracle BINfERARM, XERRERBRTFIEEATHIFREN S,

g. IBESEFMERIRMEXNESH, FlN, MREL—THEFETA, WNERUTE
[

h. TEASEEBRD, WANE IR Web IRESSBHAFPFIBAMZIR. THANZM
W5 Active Directory 284 522 ITED,

« BER.
- EERFNTBRUFMESH,
i  BPEHEFER.

YN WebLogic Server T57A7E Active Directory Fi%EI4E, NKBETR—FKHIZHEE. &
WIS RRRILERNR, AREYEE,

. IEERRE
5. WFEBEREM EPM System A, EEMHTENTE IM TE 4,
6. TEBHHRLH, BERFEE,
7. E¥B5H Weblogic Server,

£ Web NAREFFREAETEFIHIEBHNS AT

£ EPM ORACLE HOME/products/ FIA NN AEFFEMEEXHH, N login-config
o

* Essbase/eas/server/AppServer/InstallableApps/Common/eas.ear

e FinancialDataQuality/AppServer/InstallableApps/aif.ear

e financialreporting/InstallableApps/HReports.ear

e Profitability/AppServer/InstallableApps/common/profitability.ear
ERBETFEFPHIEBNSHIIE:

1. {21k EPM System AHF#iZ,

2. fER7zip, BRI EFEHFAEEH Web 1744, 30 EPM ORACLE HOME/products/

Essbase/eas/server/AppServer/InstallableApps/Common/eas.ear/eas.waro
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EIE
£%7 SSO ECE EPM System

3. SAnEl wER-INF,
4. {BER web.xml, TEEIR </webapp> TLRMIBIEARMELT login config EX:

<login-config>
<auth-method>CLIENT-CERT</auth-method>
</login-config>

5. {R1F web.xmlo
6. H 7-Zip WREREEMENN, BHEE.

¥ EPM System £ &
A& EPM System £ LUfFH SSO, BEEA“$13T SSO L& EPM System”s

¥XT SSO B E EPM System

ORACLE

Oracle Enterprise Performance Management System F= @A A B A FR 2 IELL
LI SSO. XFFFrE EPM System F=fa, Oracle Hyperion Shared Services H3gER
FEERE U TEIM:

¢ EEERKEREAER SSO
« B3 SSO ERH B MHIIEN G

E/BA SSO WIFftER, AP EIAIRA EPM System 7= 35 # M SSO &, LUIEE
HpaEm@EdEiEMAR ID. EPM System 7= @iS43E Shared Services FEZE
FERWZERF D, UWAERFRENEMM EPM System AR, EXREH—T<
B2, Z<S A EPM System P 5B SSO.

Shared Services FIEEMEEIE B A SSO, AMEZENFIE EPM System =5
SSO #ZHNE M IIENLH.

EM Web tRRERERS FZFEAA SSO:

1. Ll Shared Services BIE 5 512 /E5h Oracle Hyperion Shared Services Console,
517" B5h Shared Services Console”s

2. EERERE, AREFERERFER.

3. IOE Web fRiREERRASREANAF BREEERE N Shared Services HHYSH
BAFPER.

140, EE A Kerberos SSO, EAMACE Active Directory, HEEEENETF
Kerberos H3I0IERISMBREF B R,

BXIRE, BEAEERFRER

4. EERLIRT,

5. EEETRERKET,

6. BEXNAFER EENREREREER, RITUTHE:
a. EEBHR SSO.

b. M SSO IRIEEFHAIEF, 1EF Web iITIREBERAR, NREFEH
Kerberos EZE& SSO, iEEEHEM,

BN SSO MR Bhh T EERS. BB TR, HIBESH HHI SSO 75
A
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7.

$EIE
Smart View BY &8 52 B KN

o E:

NRARFEAZINAY SSO Hfl, ERAHIE SSO R IHIZFHAEFEFEHAM,
Bian, EEEMARAT SiteMinder B9 HTTP SkZ MY EMHE], 157E SSO 12
HiIZF e IRPIEFEM, ASSTE SSO HHIFEFREEEMAA SSO s

& 3-5 Web tRRAEEHFHRTEHEIX SSO HlH

Web fRREIERRAAR BN SSO 1

Oracle Access Manager BENX HTTP k1

0SSO BEX HTTP %
SiteMinder BEX HTTP k
Kerberos M BTTP EXKIREVZIZRF

L BRIAB9 HTTP k&K HYPLOGIN, SNRTFEFEABEENX HTTP 3k, E&RILE TR,
BERAE,

Smart View BY 8 = & R 17k IN

& X Oracle Smart View for Office @— B FimmA a5y, BEfER HTTP EZ3IIRS
A, NRKRAERE, HITRHIEERMUTFHNEEE. Smart View T B8R EZIFWE
HET Web BItREER S £, B2, UEE—LEHRME:

ORACLE

IR MIEIEER Oracle Enterprise Performance Management System AR A NS 2885
EH N Smart View, NBFHIHBERERE Smart View, RAECAEZINERIETH
cookieo

MREREFT HTML HEEXERKRE (MAZEIAR Oracle Access Manager & R&
8) , BREREEXRENREEFERSE loginform, X Smart View 5 Oracle Access
Manager SR FTAER
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EEERFBR

HIESH:

-  FEFBERHM EPM System &%

« S5HFBERMEMEXNRE

«  Oracle Identity Manager 1 EPM System
« Active Directory 58

- EZE OID. Active Directory f1EfthEF LDAP WEFBER
. BXRWEERENAFER

o MRXAFERERE

- ‘RERAFBERILE

- MFRAFERREE

- BIEAFERERRF

« IRBERSIEM

. EWERMEZEA

o ERIHFR

Fi P B &# EPM System &£

ORACLE

BZRAFPMBMNEERS (HRIFANBAFRER) #XHF Oracle Enterprise Performance
Management System =i, HFSEFHETREXBRHRMIY (LDAP) WAFER, W@
Sun Java System Directory Server (LAgi#F/9 SunONE Directory Server) # Active
Directory, EPM System EZFiig X R¥IEEREINBAFP B R

B, EPM System /= @m{Ei& & ITFZHfEF Native Directory MIMNFEFER. BXXEFNA
FERWFIER, iESi% "Oracle Enterprise Performance Management System Certification
Matrix"s

EPM System F=@ER AKX E=ZNENHEPIRII—MNEFR ERKF, IRXEREF 28
BIBNE, UEEWIRE, aTUAAFMAIRE EPM System AEFFITR ACL, EREIEE
58, Oracle REINDFHNIREZMNAF, BILATE Oracle Hyperion Shared Services Console
PEIIFERENFIE AR BERFIAFFA,

EIAERT, EPM System Configurator % Shared Services 7ZfiEEEZE 7 Native Directory L
% ¥f EPM System =i, BREIEG A Shared Services Console 5 B)Ff1EIE Native
Directory,
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$F4E
5RAF BRECEMRXAVIEE

5RF BREEMHEXIVEE

B SSO M, RABERMTEEINIBAFER. RABERATUM Oracle
Hyperion Shared Services Console F#{T5EEENEREAF BRMEXNETES.
TEFRME T HEXIREA:

- EBRERFBER:
— [EZE OID. Active Directory flEthEF LDAP WEF B
- BXAWEERENAFER

o MWRXAFBERERE

- RERAFERLE

- MRBFEREE

- BEAFERERIIEF

o IRERSIAEM

Oracle Identity Manager A1 EPM System

Oracle Identity Manager @— NG S5HAFRBEMBRAR, AUBEERLFFERR
0. EFLSMIERE ik P FE MERINFIBEEANZ T2, Oracle Identity Manager RI{EA
B BEEA Oracle Identity and Access Management Suite Plus FY£E 3R 4,

Oracle Enterprise Performance Management System &3 {#HEF LDAP Apyi £
5 Oracle Identity Manager 2%, EPM System A{+MAE R DELAT W AE, i
%l Oracle Identity Manager R\ f AP A= B a4 &P ECH EPM System £
&,

Blan, RELEE R A Budget Planning 89—~ Oracle Hyperion Planning RZFB#2F. 7
TXEFZNBEE, &R LUTE Oracle Identity Manager ReE=1 A : Budget
Planning Interactive User. Budget Planning End User #1 Budget Planning Admin. 1%
& EPM System 8T, BHRIGEEIELR A Oracle Identity Manager PRI A
& BT Budget Planning F1E i EPM System 4A{% (&$E Shared Services) FIHER
fats, 1E Oracle Identity Manager R4 ERZ5 (Al A B RYFRE F R FHI4E EPM
System A, BXEFEFNEIE Oracle Identity Manager FI{E5 2, Z M Oracle
Identity Manager 314,

¥ Oracle Identity Manager 5 EPM System #1758, BERAMNARITUTSE:

- MEREENEAT LDAP WAFESR (%0 OID 3 Active Directory) H7E N H
F EPM System i&&HRY Oracle Identity Manager T\ AEMKE (BFFA) .

ERERAT LDAP WAFBER, EFptlAEMEAME X EPM System 7450
ZREFER. 55 ECE OID. Active Directory f1EMETF LDAP WA BZR"

Active Directory 15 &
T NAU SRR Microsoft Active Directory &
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P

ACE OID. Active Directory M1E M EF LDAP AR BER

DNS EHMENBEHK

RSEE AR LUECE Active Directory, LU Oracle Hyperion Shared Services REISHITERS
FHBZZEH DNS EHRINF Active Directory, E#SEN R EHXAZIF Active Directory B
PR,

EZMEEHIZE EECE T Active Directory B1ER T, £/ DNS &E3XEIH#3{R Active Directory
MSa A%, WMNREE IHIT DNS &H, Shared Services ¥Z5if DNS ARSS 283K HE T MHY
gz, HERINERSIHITHIZS. 0K Shared Services PRIEZRYIFITHIZS LI
&, Shared Services R STIHREINE RS T— 0] BEITHI23.

L E

DEEXERERTBHTTR Active Directory IS ERJAMIERT, 7 HEECE DNS &
. BXER, 1ASH Microsoft 313,

2RER

2R EREHFHEMAFTE Active Directory SR IEIAREIEHIE. 2RERNEENEEFHE
BRPFENRNTERIE, MAMBNFIEEME (XEEATRENAPIERIZE) FE
FRENSRNEIDEIE. BXIRELFRERIES, BEZH Microsoft (1,

MRENAREERLBER, BEBAUTHEZ—FREE Active Directory:
- BeRERRSV[EEANINBBFER (EESE) .
«  BE1 Active Directory IR B E RINIIAIINBRAF B R,

BEEELEER (MARE Active Directory 1) , I A3F Oracle Enterprise
Performance Management System 7= g3/ [a] AR B9 A<t A8 A 2H

ACE OID. Active Directory F1EfthE T LDAP IR B R

ORACLE

ASGEERFRAEATITRNSEREEEET LDAP WL AFBER, #I30 OID. Sun Java
System Directory Server. Oracle Virtual Directory. Active Directory. IBM Tivoli Directory
Server ZHEEERR L RIIHWEMETF LDAP WAFER.

EfZE OID. Active Directory flEthEF LDAP R B!

1. LURKEIRR F%iAI8 Oracle Hyperion Shared Services Console, i&£(#"E5h Shared
Services Console”,

2. ERERE, AREFERERFER.
“RHEFEEET IR, ZRSFIILTHREERENAFER, &4 Native

Directory,
3. BPEWE.
4. EEREET, ®E—ED

o EERRELKBERIHEINY (LDAP) LUECE R Active Directory Z SMNIETF LDAP BIAEF
BR. EFIEDTREE Oracle Virtual Directorys

+  3%E$F Microsoft Active Directory (MSAD) LIEZE Active Directorys
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R

ACE OID. Active Directory F1EEF LDAP WA BER

PR Active Directory 1 Active Directory N FIZF1E3 (ADAM): {NREE
73 Active Directory 5%, ADAM R BENX ID B (FF objectcuid LISMYE
4, B30 saMAccountName) , IHEIFRERE RiFRIMY (LDAP), FHIGHEE
BHNEREREHLM,

BEHET—%,

Y:? Favorites @ Oracle Enterprise Performance Management Syst...

L

Application Management
] l User Directories Browse “., (Configure User Directories
1 i Application Groups 1. MSAD Connection Information > 2. MSAD User Configuration > 3. MSAD Group Configuration >
+| 7 File System
Server Information
Directory Server: Microsoft
*  Name:
" DS Lookup ™ Host Name
* Host Mame:
* Port: 389
S5 Enabled: r
* Base DM: Fetch DNs
1D Attribute:
Maximum Size: o
Trusted: 03
Anonymous Bind: r
*  User DN: [~ Append Base DN
*  Password:

“
Y W Show Advanced Options

LDAP Options
Referrals: ignore -
Dereference Aliases: Always -
Connection Read Timeout: 60 sec

Connection Pooling

Max Connections: 100

Timeout: 300000 ms
Evict Interval: 120 mins
Allowed Idle Connection Time: 120 mins
Grow Connections: "2

‘Custom Module
Enable Custom Authentication Module: [

Help Mext | Finish | | Cancel

MALFENSH

4-4



P

ACE OID. Active Directory M1E M EF LDAP AR BER

x41 “EEERRERE
]

R LA
BRIk ERE—TMBAFABER. ID BHEERESNEE - miZNEE—ITRE
o

MRESE 4 FERT Active Directory, o BahiEdizEM,

ETHIERFIFIEEF Other:

«  BEEMEXRYIEMAFBEREE, B3 Oracle Virtual Directory

. BRENEEIIHNENLZR LDAP WAFESR (i3 0ID) , B1&
HEFHBEXID B,

« {&EJE Active Directory 5 ADAM ERENEABENX ID B

L
BT Oracle Virtual Directory 7EF—1B R E {2t LDAP
B R RDMBS #EFEFRESMR AN, EibEie
Oracle Virtual Directory Z #5897 B REVEE M 2B 40T,
Oracle Enterprise Performance Management System #=
BEARNENINBFRBER.

Tfil: Oracle Internet Directory

BT AP EREREE, ERETZTAFPERNERT, AFIRREE
BAPER. MR RSN TULUINIFR.
mfjl: Corporate 0ID

DNS &% {¥PR Active Directory: EEIETUE /S A DNS &k, HSIF'DNS &
HHENBER . Oracle BiE4EFIFIEPEE DNS EHAIENEZS
Active Directory BY75 7% LU G2 1% 15 Mo

L E:
MRAERELRER, BRAEEEIER,

EEFIATY, BETRUTFE:

« 5: Active Directory MB9iH&,
Tffl: example.com 3 us.example.com

« AD kg1 Active Directory it Z#F, BE NEMETE Active
Directory BB A28 F IV A RAET AT DT —KIERT,
AD BhEARIRMIBGIE, NI, MN/E. HXEEXR.
mfjl: Santa Clara B{ US West region

. lél\;’? BRS32%: ZIFXTIHITHI2%#1T DNS fRS 28 & HVARS 2389 DNS
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ORACLE

R

A& OID. Active Directory F1EfthEF LDAP WA B R

LA

ENH

U jm|

BB SSL

£ DN

{NPR Active Directory: EZLETEEABESENBEK. B5SH
“DNS BEHMENBEHK"S

o E:
WREECE Active Directory BB R, BIERILEIR,

AP BERRS2E09 DNS &#f. MRAFBRERARZRHEE SiteMinder
H1THY SSO, BFATEMREEBZ. Oracle B ANXBNERENS
B3 Active Directory &%,

s E:

»

WMREBACE Active Directory £FB R, BiEELBEERRSE
#/ENE. FSALBFEER

Tfl: MyServer
RAFEREEHETHROS,

o -

A=

WMREFE Active Directory £FEB R, BIEE2REBERRS
REAMIKEO (BHAER 3268) . BEEA2BEFR

o5 389

IREPZEEE, WSHAFERNBEEEEARERE ZAFER
WA B NZRHR2BIS.

TREVEI DR (DN), $HAFRMARNERNMIZTRFFIR, Ehe
LAfEF$REX DN #%H157HA] RYEZA DN, ARMTIRFIEFESHER
DN,

o E:
MRBRELBER, BIEEHIIEZ DN,

BXEHRFRNERRE, ESRERRRTER.
Oracle BINEEFR B SFE EPM System 7= s B P A RIE DN,

Tffl: dc=example, dc=com
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P

ACE OID. Active Directory M1E Mt EF LDAP AR BER

R WA
ID Bt REFERREEPEET Other HAALUERZEEE. LLEMEBINEF

ETERRSR[B AR MANRHPILEES.
AA=BMNZEHIRERINME: OID orclguid. SUunONE
(nsuniqueid). IBM Directory Server (Ibm-entryUuid). Novell
eDirectory (GUID) # Active Directory (ObjectGUID)o
~f5l: orclguid
NREERRSBIEFAMZ EFHLEZE (Fla, EFREE Oracle
Virtual Directory) , M ID B4 ERZ:
o EE—IE—HNEY

TREFUE

IR

KD EBR HERAREMNSRALERE. MRMEAXTRAFERLEXZSNE, BFRE

RERKEEIE,
X3 FPBR Active Directory ZSMVEHMAF B R, BUFEETIRRNS
HEERFIE R M4,

XfF Active Directory, FULEIEEN 0 AICRFASIERIVENFIBERR

4,
MREFNEEER TEE Oracle Hyperion Shared Services, 5t
BIRERN 0,

ZEE WMREPIZEIEAE, NISPALLREEF BZEEM SSO . XRBZETR
B SSO €A B & AR ML,

EZHE WREFZEIEIE, NIFSEA Shared Services Al@IEE R A NG EEI B

BRUERAFNE, ReEARERATERBENEM, MRRER
LT, S BE AP DN'HREE BB BB IHIIRIIKS, UERRE
ERAPESNER.

Oracle B EREERERIIE,

&
OID AZFHERYE.
FF DN MRERTERYE, MIETGTZ2ERS,

BFMAE2¥ZFR, Shared Services MfERIZIRS AP BRHEITH
Eo LLAFP WX DN WA RDN BHEGHEENR, 30, 7£ dn:
cn=John Doe, ou=people, dc=myCompany, dc=com &, ZERF
FEBX cn BHERNIERIFRINER.

E,{_: DN FHSHF RO T AEX FRHEE. BXRE, ESRERR%

FF

ffl: cn=admin, dc=myCompany, dc=com

FynEZ DN FFEEZ DN KifNZI AP DN NWEEE, MRBEAEREESKFIE
JFF DN, BREMINEZ DNo
MFEF T ERPEET, NIEEEELTERRS.

A FiF DN #15
RER T BERHPE LD, NIESTFREARS.

~ffl: UserDNpassword
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7.

R

ACE OID. Active Directory F1EEF LDAP WA ER

LA

BUHS | B5l#

ERRIRENERS

BRAIEIR

et

iR HB]FE

SVFRYIN B & RERT 8]

HEZER

BRBEXSMNIIER
3R

BT ERSRENH S I%EE,

PR Active Directory:

SNER¥E Active Directory BRE NIRMEMR, 1&5%F RN B&0ERAE LDAP
2, ERZRUFERSRE,

EFE—M757%, Shared Services BRNERZTAERF BRPEUHSI
FARI%E, UERRNRSIZE DN ERNNR, HEE:

B2 HBAEUHESIAR.

B BFEHESI AR,

EEEH: NERMETIZREUES B2,

IEFEER: (NERTMENEEUES A5IE.
LDAP REIEFERIRGM T LE LDAP REUEERVER (7)) o
BRINME: 60 7

EENPHNRAEER. WTFET LDAP WER (84 Active
Directory) , EAIAEJ 100,
ZINME: 100

Mt SREGEIZRT AUBRY, HHAENE EIEEI A B E,
ZRIAME: 300000 ZF (5 HEh)

A ETREHZLUEIRMMER. BREHZERREE ATHRES
EiENNEERE.

BAAE: 120 %

i RHHEMIBR RN B &R Z BIF R El

BIAE: 120 5%

AT TEE RN EERET TEIRAEEN, RANERTLATFiE
ERE. MBERAVFERMGA, A, EHBNIEENRIERSEERE
B, RERREHEIR.

NRERZEIFE, WeIUERBENXSHRIERIRX AR BRPE X
WAPHITEMHIE, EA4HERERT FEEPHAS DRI
2RE Java K&, BB IREREIERI,

BE X SHEIHERN S G IIENER iR P B EERN, 72
KREREFIHEE, 1H215 (Oracle Enterprise Performance
Management System R2EEERE) O FERBEXSHIIERR,

%a-:I-F_ﬁo

Shared Services B FEEE" RETIRENBEMRLERF URL, ZAF URL
BTFHEH AP ERNERT 5. FALL URL AIIIHUERERE,

p=

FF URL FR3EMA3ZIR. EPM System R2IGBEERAF URL 5@ LR

PR

Oracle BN EAREN Bl E XIEFRQEFARTNER.
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8.

P

ACE OID. Active Directory M1E M EF LDAP AR BER

Application Management

+| [ User Directories | Browse ~, Configure User Directories

+ i Application Groups 1. MSAD Connection Information > 2. MSAD User Configuration > 3. MSAD Group Configuration >
+| 2 File System

User Configuration

Enter the unigue identifier of a user in the directory and dick Auto Configure to detect user configuration

Auto Configure

User RDN:

Login Attribute:

First Name Attribute:
Last Name Attribute:
Email Attribute:

Object Class:

Advanced Options
Filter to Limit Users: MAccountMame =a*) (memberOf=CN=EPM=))
Resolve Custom Primary Groups:  [v

Password Warning Notification
[ show warning if user password expires in: days

Help Back | Mext | Finish | Cancel

¢ E:
BXAEAFREDRFRANSRFANGIR, BEREREEHRFR

EEmEESD, FRUTERABAE—RNBFPINEART: attribute=identifier; 5130,

Uid:j doeo
BAANEEERE R EE XKEH,

WRERE OID, B EEEcER P Thikss, EN OID BR DSE A8&“arB LT
XBMFMNEE, iE2% (Oracle Fusion Middleware Administrator's Guide for Oracle
Internet Directory) HHJ "Managing Naming Contexts"s

s
SR Foh R BN R B MmN AP B E "X A Y XA E,

x4-2 “AFPEE'RRE

e JAg 1
FBF RDN FAFEYAESY DNo DN BIENMEMER S E3#A— RDN, #FRTEBF

WP —192%, AP RDN BEHEYETF uid H cn.
BXIRE, BEEERRNHFEFNS.

=ffl: ou=People
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ZERROESEEEHFEFZNLTLESHEXNFIZES. EHIM Oracle Hyperion Shared
Services Console £ HEZILIRER, F55#, XAHE Oracle Enterprise Performance
Management System F=@mHPRKMHNEREIHRBAIGEE L, EFFMESREENRRE
FRIEI, mIiRIBEEEEMFE M EXIRREUEHRITHH. ESA (Oracle Enterprise
Performance Management System FAFP £ £ BEIB5/@) P EMIRE"

HE X B WIE RS LASEINE & ik

&0 LUER BE X B A IIEERE EPM System HRRINGR B D I8IE, Fla0, & LATEIERRIA0
M2 F{#EHE RSA SecurlD iﬂ%%ﬁﬂﬂﬁo Z B E X B IIERRS F R P inflEE P s
HEBEW, FEEFREFmBE, BEAERABEX B PRIEER,
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E6E
**F9 EPM Workspace XS I

X FH EPM Workspace BIALARERF

HF K EIZErBRY, Oracle Hyperion Enterprise Performance Management
Workspace M5B REZER JavaScript X, HFLEBE/, EREHXLERESREN
JavaScript X M4 F= IR R A Bk

— Bl EPM_ORACLE_HOME/common/epmstatic/wspace/js/ BRIEHREI
,

— M EPM_ORACLE_HOME/common/epnstatic/wspace/js FHENFBEZR
o, MIBRBR prrRECTORY NAME.js ZHMNPIEAM .55 Xt

SN FERBEE—IRAZERBTH .55 X4, iU,

EPM_ORACLE_HOME/common/epmstatic/wspace/js/com/

hyperion/bpm/web/common B & Common.js. MIBRERT KA1ZE RBFRIXH
(TEASIH A common.js) ZIMNNFRE .js X5,

EPM Workspace &t 7 ¥ Z AT AR ARER, ELUAIRERXEE
EPM Workspace [FRIIARIEN]. HFR2ER, EERNTE EPM Workspace
FXEAE P iHIER,

EXATEIHRT

1. MUEBEERSHER EPM Workspace.

2. KRRERS. BEM Workspace RS 8318E

3. 1£ Workspace iR55281&E I ClientDebugEnabled #, #%ERE,
4. BEHEHE.

EENERIA Web Ak S5 2535 1% DI

L ARFRSSEFEATIESIERN, ATERNAERFRSEM Web RS 2EMH

(5030, FATF Oracle WebLogic Server B9 Oracle HTTP Server #iff) R[OS RiEHE
R {5 SRERIAEEIRDIE. Web RSB |[EEHMBER T EREBIAHEIRTIE. WEHEAT U
FEALEERMAHMIER B A5,

BEXHIRTIE (Web NMAEFIRS SBIEMH Web RS58:) , UERLETEAEEHE
KEMEFRRAHES; G, IRSS[ARAE. RSZI[RE. HEAFER B H IR
KB, BXEZER, FERNAEFIRSEM Web AR5 B,

3B = RIS HF

ORACLE

Oracle IIAHZIFE=ZFHNBMEBNRERA SR, A, NRENFEETEE
RAM, WAIEREESEIFRATRSERE. NRABE T AREBER, Oracle #i5
EMNEEIBEZMBANTRA (FMZIFHRRAIEMEP R A RBIMA) , HER
it Oracle =BV AT RSB B EEF,

ARSSERImERT: XI5 =75 AR5 SinE (BB TR S IP R A RIS, B,
Oracle #5565 =77 RSB ImA AR B SR SFARE N T—NMEPRAERS €, MAX
RAREIT—1ERE,

EFIRER. Oracle R/FFIHAKNBENEN, BREE=ZAFFIHAGNT—IER
AEH B0, FILURENYEES IRE RRASEH N LA IRE hR7,
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BB EX B MIERIENERNAER logd) iIEREIR. WREELURMRAPERIEE
X ERIIERFSERT logdj, MHAMIIEEMARBHMER, 7 REELMRAREER,

TR A BRE B E XIRRE = e -

package com.hyperion.css.custom;

import java.util.Map;
import com.hyperion.css.CSSCustomAuthenticationIF;

public class CustomAuthenticationImpl implements CSSCustomAuthenticationIF {
public String authenticate (Map context,String userName,
String password) throws Exception{
try{
//Custom code to find and authenticate the user goes here.
//The code should do the following:
//if authentication succeeds:
//set authenticationSuccessFlag = true
//return authenticatedUserName
// 1f authentication fails:
//log an authentication failure
//throw authentication exception
}
catch (Exception e) {
//Custom code to handle authentication exception goes here
//Create a new exception, set the root cause
//Set any custom error message
//Return the exception to the caller
}

return authenticatedUserName;

MASH

o BT MSEEXKIFREEBHNEB-EX
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« BRE: IMRRFTARERBEXERKIEAF SHHNAF BERE—RREAF. B
P 1EE 53| Oracle Enterprise Performance Management System 2B {48 &g Atk
SHHE

- B AERBEXEREIIAFSMHNAFERTNAFIRENER. AREE
RE| EPM System AHISFRRNILLSREE,

RS 2

ORACLE

AR ER T ERTEXARESNAR 2MBENAAHITEEX SN
T2, BAMERMER PR CAB R MERIIR, FTREBEXSHIEIEE.

package com.hyperion.css.security;

import java.util.Map;

import java.util.HashMap;

import com.hyperion.css.CSSCustomAuthenticationIF;
import java.io.*;

public class CSSCustomAuthenticationImpl implements
CSSCustomAuthenticationIF{
static final String DATA FILE = "datafile.txt";

* authenticate method includes the core implementation of the

* Custom Authentication Mechanism. If custom authentication is

* enabled for the provider, authentication operations

* are delegated to this method. Upon successful authentication,

* this method returns a valid user name, using which EPM System

* retrieves the user from a custom authentication enabled provider.
* User name can be returned in the format username@providerName,

* where providerName indicates the name of the underlying provider
* where the user is available. authenticate method can use other

* private methods to access various core components of the

* custom authentication module.

* @param context

* @param userName

* @param password

* @return

*  @throws Exception

*/
Map users = null;

public CSSCustomAuthenticationImpl () {
users = new HashMap();
InputStream is = null;
BufferedReader br = null;
String line;
String[] userDetails = null;
String userKey = null;
try{

18 =
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CSSCustomAuthenticationImpl.class.getResourceAsStream(DATA FILE);
br = new BufferedReader (new InputStreamReader (is));

while (null != (line = br.readLine())) {
userDetails = line.split(":");
if (userDetails != null && userDetails.length==3) {
userKey = userDetails[0]+ ":" + userDetails[1l];

users.put (userKey, userDetails[2]);

}

}
catch (Exception e) {
// log a message

}

finally{
try{
if(br != null) br.close();
if(is != null) is.close();

}
catch (IOException ioe) {
ioe.printStackTrace();

MR A
LS 2

/* Use this authenticate method snippet to return username from a flat file

*/

public String authenticate (Map context, String userName, String password)

throws Exception{
//userName : user input for the userName
//password : user input for password

//context : Map, can be used to additional information required by
// the custom authentication module.
String authenticatedUserKey = userName + ":" + password;

if (users.get (authenticatedUserKey) !=null)
return(String)users.get (authenticatedUserKey) ;
else throw new Exception("Invalid User Credentials");

}

/* Refer to this authenticate method snippet to return username in
username@providername format */

public String authenticate (Map context, String userName, String password)

throws Exception{

//userName : user input for userName

//password : user input for password

//context : Map can be used to additional information required by
// the custom authentication module.

//Your code should uniquely identify the user in a custom provider and in

a configured

//user directory in Shared Services. EPM Security expects you to append
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the provider

//name to the user name. Provider name must be identical to the name
of a custom

//authentication-enabled user directory specified in Shared Services.

//If invalid arguments, return null or throw exception with
appropriate message
//set authenticationSuccessFlag = false

String authenticatedUserKey = userName + ":" + password;
if (users.get (authenticatedUserKey) !=null)
String userNameStr = (new StringBuffer())
.append ( (String)users.get (authenticatedUserK
ey))
.append ("@") .append (PROVIDER NAME) .toString(
)
return userNameStr;
else throw new Exception("Invalid User Credentials");

}

SRS 2 RYERHESC

MWFRBIBEXHEH RN datafile. txt (BRRKBHRERNRZR) , BEEETELEN
Java fFH4H,

ERUTHBFATEXAHNAR, ZXHBRFEEXABFBRUSGHANR 2 &
FERY B E X SRIIEEIR (GBS RED 2% )

xyz:password:admin
testl:password:testl1@LDAP1
testl:password:testl
test1@LDAPI:password:test1@LDAPI
testl@l:password:testl
userl:Password2:userl@SunONE1
userl l:Password2:userl
user3:Password3:user3

DS Userl:Passwordl23:DS Userl@MSAD1
DS Userl:Passwordl23:DS Userl

DS Userl@l:Passwordl23:DS Userl

WRIE R, username@providername IVREIAF R, BERAEFEEXBAFERHTE
EXHRFERUTAS:

xyz:password:admin

testl:password:testl

testl@l:password:testl

userl l:Password2:userl

user3:Password3:user3

DS1 1G100U User6l 1:Passwordl23:DS1 1G100U User6l
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DS1 1G100U User6l 1R@1:Passwordl23:DS1 1G100U Usero6l
TUser:password:TUser
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Oracle Enterprise Performance Management System gt
com.hyperion.css.sso.agent.X509CertificateSecurityAgentImpl, BJM x509 iEHHHZEY
BF#RE (oN)

WMREHTMBER DN LISMYIIEBHFHNEMIRERFIFIR, WBIALEHKE—T5
com.hyperion.css.sso.agent.X509CertificateSecurityAgentImpl EMHNBEENERSE,

SNZAS K RAPFTR,

B EXE RKERFARNET

ORACLE

LR ARARD 255135 BR T 2R IA
com.hyperion.css.sso.agent.X509CertificateSecurityAgentImpl BISCHE, BE, BNE
TENX I SEHERY parseCertificate (String sCertificate) F33%, LAEM DN LASMNYIER B4
IKERFA:

package com.hyperion.css.sso.agent;

import java.io.ByteArrayInputStream;

import java.io.UnsupportedEncodingException;
import java.security.Principal;

import java.security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java.security.cert.X509Certificate;
import com.hyperion.css.CSSSecurityAgentIF;
import com.hyperion.css.common.configuration.*;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

/**
* X509CertificateAuthImpl implements the CSSSecurityAgentIF interface It
accepts
* the X509 certificate of the authenticated user from the Web Server via a
* header, parses the certificate, extracts the DN of the User and
* authenticates the user.
*/
public class X509CertificateSecurityAgentImpl implements CSSSecurityAgentIF
{
static final String IDENTITY ATTR = "CN";
String g _userDN = null;
String g userName = null;
String hostAdrress= null;
/~k~k
* Returns the User name (login name) of the authenticated user,
* for example demouser. See CSS API documentation for more information

*/
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public String getUserName (HttpServletRequest req,
HttpServletResponse res)
throws Exception

hostAdrress = reqg.getServerName () ;
String certStr = getCertificate(req);

String sCert = prepareCertificate(certStr);

/* Authenticate with a CN */
parseCertificate (sCert);

/* Authenticate if the Login Attribute is a DN */
if (g _userName == null)
{
throw new Exception ("User name not found");
}

return g userName;

/**
* Passing null since this is a trusted Security agent
authentication
* See Security API documentation for more information on
CSSSecurityAgentIF
*/
public String getPassword (HttpServletRequest req,
HttpServletResponse res)
throws Exception

return null;

/**
* Get the Certificate sent by the Web Server in the HYPLOGIN
header.
* If you pass a different header nane from the Web server, change
the
* name in the method.
*/
private String getCertificate (HttpServletRequest request)
{
String cStr = (String)request
.getHeader (CSSConfigurationDefaults.HTTP HEADER HYPLOGI

return cStr;

/**
* The certificate sent by the Web server is a String.
* Put a "\n" in place of whitespace so that the X509Certificate
* java API can parse the certificate.
*/
private String prepareCertificate(String gString)
{
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String strl = null;
String str2 = null;
strl = gString.replace("----- BEGIN CERTIFICATE----- "M
str2 = strl.replace("----- END CERTIFICATE----- A
String certStrWithNL = "----- BEGIN CERTIFICATE----- "
+ str2.replace(" ", "\n") + "--—--- END CERTIFICATE----- ";

return certStrWithNL;

/**
* Parse the certificate
* 1. Create X509Certificate using the certificateFactory
* 2. Get the Principal object from the certificate
* 3. Set the g userDN to a certificate attribute value (DN in this
sample)
* 4. Parse the attribute (DN in this sample) to get a unique username
*/
private void parseCertificate(String sCertificate) throws Exception
{
X509Certificate cert = null;
String userID = null;
try
{
X509Certificate clientCert = (X509Certificate)CertificateFactory
.getInstance ("X.509")
.generateCertificate(
new
ByteArrayInputStream(sCertificate
.getBytes ("UTF-8")));
if (clientCert != null)
{
Principal princDN = clientCert.getSubjectDN();
String dnStr = princDN.getName () ;
g userDN = dnStr;
int idx = dnStr.indexOf (",");
userID = dnStr.substring (3, idx);
g _userName = userID;

}

catch (CertificateException ce)

{

throw ce;

}

catch (UnsupportedEncodingException uee)

{

throw uee;

}
} //end of getUserNameFromCert

}// end of class
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ELMEEXERE, BRAUATHE:

1. RIBEHNHXBEEXERE. WERABRESEN logsi NIEMSIA. BERABEXE
REFARAED
BRI LAXY B R MEEER AR #Ro

2. BBEEXEREITEE customhuth.jar

3. ¥ customAuth.jar EFIEIEES:

¢ WebLogic: & customauth.jar EHIE| MIDDIEWARE HOME/user projects/
domains/WEBLOGIC DOMAIN/lib (B Oracle/Middleware/user projects/
domains/EPMSystem/1ib) o

o
NREIEFEMBSETEEE X ERERMMRA 11.1.2.0 5 11.1.2.1 A,
M¥& EPM_ORACLE_HOME/common/§1ib/11.1.2.0 FRY
CustomAuth.jar #Z MIDDLEWARE HOME/user projects/domains/
WEBLOGIC DOMAIN/libo

o EPFIRZPE: & customruth. jar EFIFIFFAE Oracle Enterprise Performance
Management System &P iREBEFRHILATAIE

EPM_ORACLE_HOME/common/j1ib/11.1.2.0 (GBE N oracle/Middleware/
common/jlib/11.1.2.0)

NREFATBEXFERE, Oracle BNEBABFIHEBFMHEIE,
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TFZHES, BiIZEM Oracle Enterprise Performance Management System FBF B 1
AIRRATERE R, MR BANIEERS S TSI, EPM System AHEARAIAIE, RAIREF=4E
NG BRI S REIE:

- EFRAFER: AARESRAFBIS— AFREREEF TERAFER.

o RAEFAL: AP ERREARCTRES R ENEENFIRIERAIMEFARNEN.

- HNEEN: ARARRERTHAFER, FERATXRES—MMENEMNAFRER. F,
£R£0 T REYE Oracle Internet Directory #2477 SunONE Directory Server,

o -~

¢ E
o TEAKMIRP, SEEEZRSEAANBFRERMAFERAFER, BRAFKFEEE
NAFBRTABRAFER.
o WIEBIRAZFEAPKFNERFRBRIBIEAAFER, ReEs ]

£ EPM N RREFHRHXE, HMFoHEEEAFRERPRIERAF. IEER
FEMERFBER (8 Native Directory) BIFEF,

WNER 7 Hyperion Shared Services BEERYREAF BREHE Native Directory Kb
B4R, NERIZEEREF B R EIEARLELS,

FoIRFAF

BEAFBR2ZEEBHIZEEIIERN Oracle Enterprise Performance Management
System AR MAMNEFETFEIRBFRBERP.

BRAFERPEFENAXRAXNNZEERAFERPERE,
« EPM System AAFHAR ZEEMBirA R B RPLIHEE,

AR SR
S Native Directory 3%

BRI R PIRR AT D BIR(E:

&£ Oracle Hyperion Enterprise Performance Management System 4B HIEIEM Native
Directory NS H LT Shared Services % :

+ Native Directory A
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. BWTIR

WE, £HEEEE EPM_ORACLE INSTANCE/import export/USER NAME/
EXPORT DIR/resource/Native Directory FEIEZNMNFHNM, HFP vser nave B
FEIFRIR (B0, HITSHRESN adnin) , ExPorT DIR BSHBERME. BF, &
SN LT S

e Groups.csv
* Assigned Roles.csv
* Delegated Lists.csv

+ Assigned Roles/PROD NAME.csv ((tXIEEMSNAER) , HA, ProD NAME
% Oracle Enterprise Performance Management System 4A{RZFR; F40,
Shared Serviceso

CHIR

¢ E

c BXFEREGAEESUEUERNIFMNEA, SR (Oracle Enterprise
Performance Management System 4 &5 B EAEIRIER)

o Eﬁf%ﬂi%—th' Users.csv jdq:o

SENRE, WIETFBRERKRERLASHRIENIRERE N completeds
E S Native Directory #81&:

1. 7 Oracle Hyperion Shared Services Console FJ“{RE"&1&#) Foundation T2
FFeErh, %3 Shared Services N F1ZF,

2. EBHITIER, BEMUTIIRPIEZFFAENR:
+ Native Directory £

- NEMNAS
« RRGIR
3. BESH.

4. MANSHEEETR. BRIAN adnin DATE; B30, admin 13-03-18
5. BEHESH,

S\ Native Directory 3%
BRI R IR LT SR IR(F:
1. FEholE:
a. EEFMIRAFER EMTRAFER) HEIERF,

b. EEWFIIEFER CEMTFERFER) BEIELH, Native Directory £AB&
ahs

2. BREBMEFER.
NREFREAFERTNEFPKFZDETHMARER, BEBECBEFRBERANA
EPM System FRISMNBAF B R, 5140, sREAF K- M Oracle Internet

C-2



Mz C

Directory #%%%] SUnONE Directory Server, M SunONE Directory Server R AI5MEB
BFPB. 1525 (Oracle Enterprise Performance Management System FAPR R £ & 12
terE) FHE 3 &, BEEERAFBER

o
WRBEMAF BRESHEBEENRAF BREBRPIE EPM System BFHVA
Pk A4,

MRERAFPBEIEEX SRR ERNARBER, BRIBZAF KA Oracle
Hyperion Shared Services @& Il. &R LA M Shared Services Console It
P3RIGIE, 15205 (Oracle Enterprise Performance Management System FAPR R £ & 18
5m) PHERAF. A. ABMIRNTIR,

RBEFEFREREENI/MNIAFBERE, BRIFEREL FEONEENERS RS
ERRAFBRPHABF B, BEA TRFEN

3. BEIrAFBRBEELRRIRFINE.

s
NRBETAFBREMERERBTER, WHKHM EPM System ECE R HIFRIR
RAFER.

Shared Services ¥ AFRMNAR BR D E—EIE BRNVERINF BRI RINF
k. BERINEF, FETAFBRARILRAFBRESNERINFNRTR. £H
It#5<, Shared Services RITEIERIFEZRIFCEBTAFBRPRIARF, 155 (Oracle
Enterprise Performance Management System R R E1Btsm) TN EERFRBRIE

RIRF",
4. EFBTH Oracle Hyperion Foundation Services F1Eftt EPM System 2814, LIGEHSEHERE
Fr R EE 2,

5. §\ Native Directory ¥i8 (MBRIFIESH) :
£ create/update MEWHEITE R BAHAEIE, LUSAFAIM Native Directory 5 HAIER
& (OF@EAAT) .

* Groups.csv
* Assigned Roles.csv

* Delegated Lists.csv

o E:

o BXFERSHAHEESANSIENIFMAER, E2R (Oracle Enterprise
Performance Management System &5 B EAEIRIER) o

o HRAKRZN Users.csv X5,

ORACLE C-3



Mg C
S5 T mEVER

SNHIRE, RIEEBRESRRET ERSNRENRERE N Conpleteds
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c. ERESANGEEENWNRIER,

d. BHESN.

e. BEHE,

"ET T mBVEM
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Oracle BINERMFEF=mIEF 271, Ft&H Oracle Enterprise
Performance Management System A4+ ENEEEFRNE P FMALRIE. &
WA REFEETNEEZE, RENFHPRMER~REEESRNIBR
P ALA LR,

Planning

Oracle Hyperion Planning 8% Bi1& &R MARE BFME7E Planning FEESH. 0
REERAF BRiEEEAFPFLAMSE Native Directory FRIBEPIMEAEER, N4
JUEE iEEFE T R PR Planning ZiEEHRBI{E 25 Native Directory FHIE EF
#. 1 Planning R EEIERSE. MANESHIRIIANNIRN = 2RItIEHE,

Financial Management

Oracle Hyperion Financial Management 3§ Bi& & B RiF R RBVA R FARNEXE R
IEREAM Financial Management fFiEFEH., NREEAF BRETEBAFMAMS
2 Native Directory FRIRFFIAFEELREER, AT Financial Management 1= fi#
EH#I{Z B2 5 Native Directory FHIE R FES,
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