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Oracle Enterprise Performance Management System Z8Zi2F 2 E &0 Oracle A9
EPM System Em&ZE I ERFE SSL RN IF SSL R E N ESE o
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B2y

RSz IRHY SSL Z

KR 3

EPM System {£3215 7@ HTTP £ JDBC B89 SSL « EA B HtZ 2@ UE
# 5 40 Thrift £2 ODBC ©

47 17ELRS Poodle (Padding Oracle On Downgraded Legacy Encryption) i&
BEE (8% SSLv3 BB EEENE) » TNBERRARSEM SSLv3 & > U
KA FIFBZ7ZEY EPM System 7o 2182809 SSLv3 1E o (B AI{E
SSLv3 ZIERIEREN > B2 EEIRSSFIZIEIZAHEF

MREIERTE SSL 2 B1=FIE SSL #£3X » EPM System ARS8 A AEAUERED ©
BRUFABIEHRFTE EPM System fEARESHVIREEERIINAE > UERISLEFIARZITEIE
SSL BT ZRRFAESEE o

SICTEERBIBIZTIETE EPM System BI—RERER » BB D ZRAFTA AR AR
@51 SSL R °

TEEPEHAMIERY SSL %€ > W AE BEHRE LN SSL IRIE ° E X ®7F Oracle Hyperion
Shared Services Registry F5& N —{EIER » 5 FTE A Shared Services Registry A EPM
System FTAEEITREIARZS EHAIARESAVIENT > FNBFERLZ2BABE (HTTPS) o LMZESE
RREMIZT » T EERUBIRIEM SSL RE o AR ErimiE e o

o EH
BICENBERAERE 0 AASERCISEERMA SSL WETEREXARER
Web {FIARISHTE o

o
f Enterprise Performance Management System 11.2.x iR » R B HEFEIEET
2 A2 (RCU) 7 MS SQL AR Z 2i@i%E (SSL) ©

m L3372
2 ZERY SSL 24
FH 9 1E 58 SSL 24
£ SSL {EN#E234% 1E SSL s 2 BITE SSL EN#H 2848 1F SSL o
SEEERY SSL BFE - 52 R0 EPM System BY52% SSL 2 o

SSL @A B BA/&RE KRBT 2 BIE1E o Oracle EZEE > FAMBEHE=7 CA KR
SBREAERRHITIRIET Oracle Enterprise Performance Management System BJ SSL 2%
T o
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1£ SSL #2848 1k SSL

KR 3

EPM System XIEERAERFT/RE @ BICAEEAE— SSL /&ERRESE
FHELE - ERBERAFITRER R D SRR M

NRECEFBERTITRERA®NNE > E7E(FF Oracle WebLogic
Server R E 1 Z TBEEEE ©

ENBAKEE EPM System JoiEIEEEARZSZEE F5/&H
iR CA /&%

o R

MRECEFBAREMZE=7 CA RS » BZ CARNREEELELER
Java TRFHET > TR AEEE Java TREFREPRER CA RE °

Firefox Al Internet Explorer Zi & FELEH A B E =7 CA BURRE ° R
ERTECH CA » FIAER G CA R/EERE A B P InfzEUE B a8 26
FANERENE - EICEEBECH CA K > IIRARIKFIARIE S EE
A CA 1R/E:E » Web AP ImmE A A RARESEIL SSL 4R ©

frEf 2 S1E Oracle HTTP Server FREEN B 52555

WebLogic Server Z##FTANE=E/RE c Eatiss LN EIEFARBIEUZERE
(EVsEE

SSL EI# s/ G & TP BRIMIERSE - AR —E&2SREINENL > 5—E
AR EREaR

£ SSL EN&k2s4% 1E SSL

EPELRE

EIEEZERF|H - SSL 2FZfR:E Oracle Enterprise Performance Management System
FAE I (BRI EES) A SSL E# 28 RIRIEAMER - LU T RS EMRHRE :

ORACLE 2.4
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Firewall l

Browser

HTTP3

B2y

TE SSL EN&E 284X 1k SSL

® SSL Offloader

HTTP

l

e

Firewall

fmmm=m=-= N2 D

WebLogic Server

HTTP

Databases and .‘-' ]
UserDirectories 1 [

15654

SSL H#2¥ & & F &3
EIBIER AR AR TN SSL HHR B aH g o

%
S BRE H T2 R E M BB ER T U EINFTE EREX T Oracle HTTP Server ©
& SSL IE7E Oracle HTTP Server (OHS) S & £ F1#i25 AR IERF » {Tuh7E ©

141 Logical Web Application %4 8 5, F%255( Oracle HTTP Server 893F SSL i+
1 (540 > empinternal .myCompany.com: 80 > ELFR 80 AJE SSL #E#51R) o BN [ZHRE) =

H > SeAl I ER

1.

2.
3.

253 Hyperion Foundation 4HAS{E75 o
EEEVERTE Web FERTZURVIESR L o
1ETE FHEE 7~ IF SSL EIBIRSRIE K SSL @RS o
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B2E

1£ SSL #2848 1k SSL

RSMER URL 324 & 8 F #2850 Oracle HTTP Server BOBIA SSL E# L (514N
empexternal .myCompany.com: 443 > HF 443 & SSL #i%IR) o fARN 48R =
0 SERL YD ER

2R3 Hyperion Foundation 488555 o

=

EEGREABRE °
BEEVSMER URL sFAMERUE THIBXA SSL ENE -
FSTE SPEF URL 2 HE0 5035 URL JE#31E o

Eal

KK =¥

&/ configtool EF#EE Web EFTZTNINERTE Web (AR ZEU
Logical Web Application F19M38 URL BIEREE ©

EEHEEH

7T SSL EHeR42 1LY SSL 4BRETE SSL HIE R/ A TR L e FAMERRREHE
(15']?1] epm.myCompany.com il empinternal .myCompany.com) ? Hrh— (@A &858
B2 ERINBEA L > Z—ERIAIRTRE EPM System fAlfkes 2 ERYAERE © 55
{RIAIARER B2 MIERRY IP (it - BRTLUEI® DNS RARHT ©

T AT HEZR/ B E T s 2R BB E RS - UIRHEREZES (B8
epm.myCompany . com) < fEBIINIBIEET ©
%7 EPM System

EPM System o BITR B H1ETE SSL HIBIBAELE SSL » CRBEIETEMM T
f o

EICEERE EPM System B » :BRERE Web FERIZNAVEEE USRI E A RSB
P23 YR (B9 empinternal .myCompany.com) © s5 2R NHIMNEZKIE » UFZEE
5% E EPM System :

Oracle Enterprise Performance Management System Z#EEi4HRsF
Oracle Enterprise Performance Management System ZZAF7

Oracle Enterprise Performance Management System Installation and
Configuration Troubleshooting Guide (1£ZEX//)

A ERE

BN HERF % » shEMRE L2 Oracle Hyperion Enterprise Performance
Management Workspace URL > LUFESR— LR IE I8 (F

https://virtual host external:SSL PORT/workspace/index.jsp

ava

540 https://epm.myCompany.com: 443/workspace/index.jsp > B 443 2 SSL &%
2o
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EPM System HY5EEE SSL ZfE

=
7:

\ﬁ
fos:

# %1552 SSL :RE EPM System

EPEARE

R SSLEHH » BFIEZRESENEAEFN A SSL k{R#EH o i51& Oracle
Enterprise Performance Management System Z3E&Z IR (LR BT BIREFRT ©

LUF 2SR B A2ERER

ORACLE 2.7
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Browser

HTTPS

-

|
|
% SSL Offloader :
|
|

Firewall HTTPS

Firewall

WebLogic Server

JDBCSI lLDAPS
e e

Databases UserDirectories

A=

EREMAAIHRAY SSL REEMA - MBHEARNFRAER ERREMA P HY
SSL > F2RIZE RHERVERI S ©

EPM System

Oracle Enterprise Performance Management System Jtff (£#% Oracle WebLogic
Server 1 Oracle HTTP Server) #iE 2 &EE © MA > &8I EPM System IRIEEE
iERE > IR—Y)TEIE SSL R PEIEBIEE - F2R THIEHIZRR !

ORACLE
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B2E
EPM System BY5EEE SSL ZBE

Oracle Enterprise Performance Management System Z4EE4HREF 7
Oracle Enterprise Performance Management System ZZA F7

Oracle Enterprise Performance Management System Installation and Configuration
Troubleshooting Guide (1£ZEX4R)

MR EZRMAEREZRR SSL» SVAEREBIET » NEEEENERSEE DER
ERERE > RRISE NN ERIRE !

EIEARENEGEIEEEEE (SSL) » AR\ AZEMNERE URL ; Fl0
jdbc:oracle:thin:@ (DESCRIPTION=(ADDRESS= (PROTOCOL=TCPS) (HOST=myDBhost)
(PORT=1529) (CONNECT DATA=(SERVICE NAME=myDBhost.myCompany.com)))

REEINEREFHRE

ZEENEREFHERD
WMEFEHMER] - 55269 Oracle Enterprise Performance Management System #EE4HRSF
o
SSL H#HFME H TR
EBIRIEHR AR B E TR SSL 28 » Bica#Tiss
SEERY SSL ARRE(E A M{ERIAR2: A » HIU0 epm.myCompany. com » LUKz SSL E& 28 ERY
empinternal .myCompany.com ° Hrh—Eg BT Hsssg 8 MM af@Esi L > 5—@ER

B ARE] EPM System {Elfikes 2 EBIRELEL o s5HEfREIAREs B Z e i%2s0Y IP fiit » B8]
LUF1E DNS 3R ARAfT ©

BB & T assk E A 2 1R E R UL EIRIFTE 23k EEX E] Oracle HTTP Server ©

T BEHE R/ B EH TR L ZEMEEEERE ; HP—@ (BB epm.myCompany. com)
IRENE 22 B 23 2 RIRVSNERIEER » BIM—1ERI (B empinternal .myCompany.com) ZHEA
EIFE AR 2 ERAERIEST o Oracle EEK » RIELE/BRFEEEMMRESRE - U ILERES S
R > ERES LR °

SSL & EPM System

R
EHRE EPM System —ARERE
M | &4 WebLogic Server BI1R CA &:E
7£ Weblogic Server EZ# /&%
& WebLogic Server
EYFABAERIA SSL Z Oracle BRIEM HFM {RIARES E4R
Oracle HTTP Server 2%
R EZPEIE WebLogic Server £ EPM System Web o
SERTARISARRE
EHEENEARESF] EPM System
AIFEE
HRECEA SSL WIMNEBERE B ik
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B8 E EPM System B AFRE

SRS EIBI2F - BEEVE58H] Oracle Enterprise Performance Management System
TLFER SSL BHBIERTE ©

K =%
MREERLA Oracle Hyperion Financial Management Web faiR23EY
SSL : {&#£5% 7 Financial Management Z A » M7B4R%E weblogic.xml &7
HFM WebApp RIFEELEZE T2k (R5& Cookie ©

1. F M 7 zip £ T EKER Financial Management Web 174 ©

weblogic.xml {EFIEFRMUIER
EPM ORACLE HOME\products\FinancialManagement\AppServer\Install
ableApps\HFMWebApplication.ear \HFMiWeb.war \WEB-

INF\weblogic.xml °

2. B TIPFETFAFIEE] weblogic.xml BY HFM WebApp BEER EZHE 1T
=l

<cookie-secure>true</cookie-secure>
3. {#7F weblogic.xml
4. B 7Zip AFCEREEEMHGFR > B— TR -

aNfaIEtE SSL EHEE EPM System !
1. ENEh EPM ZR4AG4ERERRT ©
2. 1TIEEVISEMB4HKER EPM Oracle BITE  » SEa TS5 ©

a. {f EPM Oracle instance name > & A f&—F31AEE EPM System JofHEFFT
FHBITEZE o

T F—% o
3 7 TRE) BET RRTIISH

T

a. BRZEPBUHEE -
b. [EFE Hyperion Foundation :%E T > AR EBEREARRE °
c. H—TF—¥-o

4. EREQRBET > 5TA NI

EE

EIEEGREAEF SSL B E FEMHE AR @I 2 Al » SBHE{REZE FEMH
fFAlfREs ER T AFER SSL ©
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B2E
EPM System BY5EEE SSL ZBE

ﬁEPM System Configurator 11.1.2.2 !E
O T — Configure Common Settings:
;é .Cunf\gl-.lraliun [V]Create Windows Services for configured components
: @ Contirmetior [“Run Windows Services as non-local system account
O User Name: [MyDOMANEpmuser |
e Passward: ! ---------- |
E;_|Use SSL for Wieh application server communication (requires manual configuration)
Mail Server (SMTP) Setup:
Mail Server Host: | |
Port s |
Administrator's Email Address: | |
[[Use S5L to communicate with mail server
[ Use authentication to serd emai
User Name:
Paszword
LCM Export Import Locstion: !\\mYDisk\DalaUcm\mpun_expurt
ge\p Back ‘ | Mext | ‘ Cancel

d

SEEVfER SSL LA Java Web FERIZXNFARSZENER (REFEAERE) 0 LUETE
EPM System —EZ A SSL 2Ki@s o

b. R ! TEMYFEIARES EHEFNEIFIR in AMBRAE N c BEIE SSL @35 ENIBIEE
SMTP AR BN LR EIZIR o

c. M BELIEER SMTP BHAIARESAY SSL i@aT » shiEEE R SSL HEHFIRSS
B o

d. TEFIERAVHRREEEEE AMERIRRE ©
e. B—TF—&-o
5. TEFERLIRA EPM RMAEREIEI EEF > H—TFF—F -
6. BETMHABIEF2%  RAGEAT HE E@ - Z—TREMK -

-

224t WebLogic Server BI4E CA /&:%

AREZHHZE=7 CARIIREE > HEELZERT IVM TIREFNER - IRELBEERAE
$5=7 CARVR:E > sATTAEIRMERIZT (TER) - TR IVM TR FREAEE
MIDDLEWARE HOME/jdk/jre/lib/security/cacerts ©

o R

s51T&1E Oracle Enterprise Performance Management System {aAR2S_F#1Ti5EF2
F“ .

WA ZEEHR CA /&S :
1. 1R CA /REEEEE|E L4 Oracle Weblogic Server 2 ##28 FRIFE B4t H#g o
2. EEEFZEEF > KEIREFE MIDDLEWARE HOME/jdk/jre/bin ©
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3. #17 Keytool 3% (BN TFIen<) » LUEHRHE CA REBZLEET] IVM £BHFHEF :

keytool -import -alias ALIAS -file CA CERT FILE -keystore KEYSTORE -
storepass KEYSTORE PASSWORD -trustcacerts

Blan > ERILUER T e < > i EFE BRI B8P RVESE Cacert. crt FTIEE] JVM
TREHNER » HA Blister B4 /REESBEFREFRNFE o HMIEX
Storepass #j example pwd ©

keytool -import -alias Blister -file CAcert.crt -keystore ../lib/
security/cacerts -storepass example pwd -trustcacerts

KK i3

38y B RLEEERIFR Keytool B\ BARBSFRFRSOAE: o J0Ase
BNEAZRLEE A2 Keytool BYMERESCAE ©

7€ WebLogic Server 223555

ORACLE

TE5%HY Oracle WebLogic Server 4 AR #/R582K 2% SSL © Oracle &% » &4
JEE%D%M_EV#JE’]/E%% s LERIEIIRIBIZ 2053 ©

BEEHEEE WebLogic Server B2z F > AT HE (BINEiE T R) 2kEI B iR
FHE » LUER#TE WebLogic Server #1 Oracle Enterprise Performance Management
System Web 7t E 2 E/REE ©

RIS B ] 2 iBF N E K EARRE -

1. EREFEEH > FEREFEE MIDDLEWARE HOME/jdk/jre/bin o

2. #17 Keytool 55 % (BIAN T FI6 <) » UEEIRBNBERFEILBIEBEFNE EH
-keystore F57T A 2R HEH) ©

keytool -genkey -dname "cn=myserver, ou=EPM, o=myCompany, c=US" -
alias epm ssl -keypass password -keystore
C:\oracle\Middleware\EPMSysteml1RI\ssl\keystore -storepass password
-validity 365 -keyalg RSA

KK =¥

TEREN—METE (cn) /AL EARSE B IBIERT o WRITIBTENAS 2/
(FQDN) E1# cn » TLa47BTEEE Web JoHERFEF FQDN °

3. EEREEK-

keytool -certreq -alias epm ssl -file C:/certs/epmssl csr -keypass
password -storetype jks -keystore
C:\oracle\Middleware\EPMSysteml1R1\ssl\keystore -storepass password
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5

B2E
EPM System BY5EEE SSL ZBE

EV1§ WebLogic Server #2309 B 5 E/R5E ©
BEREBEBEASEBENRE !
keytool -import -alias epm ssl -file C:/certs/epmssl crt -keypass

password -keystore C:\Oracle\Middleware\EPMSystemllRI1\ssl\keystore -
storepass password

a2 AE WebLogic Server

fE1E2BE Oracle Enterprise Performance Management System Web o2 1% » #0788 %

SSL B R E B T o

NIt SSL 52 E Web o5 ¢

1

10.

11.
12.

13.

14.

15.

E{®h Oracle WebLogic Server > 7575217 MIDDLEWARE HOME/user projects/domains/
EPMSystem/bin/startWebLogic.cmd -

ZEU T %! URL 2REZEh WebLogic Server B2 %4 .

http://SERVER NAME:Port/console

B0 » BEGFINEEEE nyServer k2 FEEREEIRRY WebLogic Server » {EEZE A
http://myServer:7001/console ©

£ T#um) @\ AL EPM System Configurator 35 R WebLogic Server &2
BERAEZBNZE -

FEEROT 0 H— N HEMRE
AXEaNAEERT > ERIRE - AR EERS -
£ TMefkesfE ) EET  #H— NMIZEA SSL BRIk =E o

B4n > EZEEA Oracle Hyperion Foundation Services 7o SSL » [T EEH
EPMServer( {AiRes ©

TEFREY R ERIEIRIE LIS HTTP BRESiEIRIR o
HE(REYFE SSL B RiEiRIg - 55
1T SSL ESREIEIBIR b b A 20 ARES B REEEEE R SSL BREEEIZIR o

HEECLEEANHMNNEEEBENG  FENEBEFEREREE eRTrE) 8
% o

—TEE o
BEEVELESEIE
BiTHNMEETEE  WRTCTAEFERMNLE =7 CA NERERE
BET#BIA Java IRE(SE - MREEFEAEE =7 CA NERRRE
B—T#EF -
THEFTHBNEBENRET > B AESE WeblLogic Server /&5 L2 RIS B F &

,T &K o

EETHNERERERR T > BA jks o
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16.

17.

18.

19.

20.

21.

22.

23.

$oE
EPM System RY5EEE SSL #3E

ZBRTHNEREFRERRIHRESTRNERERERET > A ARERER
b5 o

MRECEEERERETENEITHNMBIEE

TEFIEEEREREST - HADSEZELERBREZ CA WIRERBAEZE
B ERFHERK

FHIEEEREREER T > A jks o

EEIEEL AT HEEB R TEEEREREEET » BASREN

B—TTF o
5 SSL BT .
#5EHY SSL o

EBRERBANEBT > BAGEREAESEZE WebLogic Server /RERFTIEERIA
“ o

EAESREBRILDESRERT > BAZRRBREAAE ROV
B—T#TF -

o B

WRICERFR SHA-2 /&8 » P BitHEERKZ & EPM System 195
BI2FIARESEEEEA JSSE SSL X © SEREN SSL BEmpI e
) BH L o N BEEHENE) WebLogic Server > A BERENSESAE o

B R PAREEHZ 2R RINGE
a. EXEANEEET  EFERE > ARE-—TERE-
b. £ TEREWE b B—TEERARZEERINENFERSEZTE (B

Foundation Services)®

IR RAERRCEEERS Y RE) SEW HE8 BE -
c. FH—TEBRRR e, BH -
d. ENBAZREN o ErIfnArE— THEMMREE > 1 AEEEUEEEE -
e. H—THEFE-
HEBREEETENSEZEIRARBTHLI I 6 EH 20
B AZ2EREE - WERRMHEEERITIUPTAR@EE o
WNEEMER > 5527 Oracle metalink S 1319381.1 ©

T TEIETFEE) 1 EHEIRIR > AREIGERE -

EEEVIEN o

EHES > EE (IZE) RAREER -

B—THE-
EEEROF > Z— TRRENEE o
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EXFAEAE ER A SSL Z Oracle B ER HFM {Al iR 2 E4R

HFM E#2RAN Oracle Bkl 2 EVAEREAZ P] A SSL EITINE o AELLINAEERE
E » Oracle Walllet % 7E1Z288 Oracle X1 FPTILEITERE © TNS ErEEi2 A BR TE ATEHEY
IR FEREE SSL NIZRER - B > FERESNERFEHAFIE HFM BRR 2 @R EHY
EIBTERENEEFRES o LU TETRKE Oracle ERHESH o
FoRIEF
AEROmE NIISRIRYE » BREEETUTIR .
EREFNERERRSS
SERE(RIZ B AN S AR RE A AHERE L B RHR ((ETEITERA SSL 2 TNS EsEEi2=) /Y
fERARER ETERIES o
TR AMEFIF » AT £ MS Windows Server 2016 E#1T7H9 Oracle 12¢ (12.1.0.2) iz o
BLETEIRTE Linux 285 FRIKIER > FAIIER AR S EEEIEEMRKERE Linux IBERMERE

It B A B E RS L ERRVARE EREE TIRIGEHEN - BERRIETEMIIAR 19¢
PSS S IR BITE o

AR B REE - BINRERTRIEE » o] UEREE B EEEEAYESE
5 2H Oracle ERIEXF » B LK /REREEMBENRERZBBBIMEIILER

% E Oracle BHIE
EERIE Oracle BRE » SBHITUTH R ¢
1. TEREARS EETHNEEFHEALNEE

KK i3

EE SRR EI B Oracle Wallet B » A EEEHITIELES IR o NRFBHEMEAR
25 M GUI Oracle Wallet TR > BN EEHIT FFIFER o

C:\> cd SORACLE HOMES%

C:\oracledb\12.1.0\home> mkdir wallet

C:\oracledb\12.1.0\home> orapki wallet create -wallet wallet -pwd
passwordl -auto login

TR LUBIRETIRTRETE orapki 83917 LB -auto_login local AYEIR o NREIBEE!
SSL BB RNEEER » SRR ID 2238096.1 LABHRILRERE o

LSk > HREREZE cwallet.sso (EREEBEERT) WL MR » IR Oracle EZEZIZT
AR (ERE BB ILIEZRERERR - R BEEVESR » SSL IR EHBER - 1R
Oracle Bl EELEZED Oracle FEE—LZE > MZGEHAEIHATEA > BIEHIRILL
155 o YR Oracle B} EE Oracle FFAE—IEZE » BN BAUEMBERESDBIT TNS

ORACLE 2-15
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B EEEEIETHAASE

C:\oracledb\12.1.0\home> orapki wallet add -wallet wallet -pwd
passwordl -dn "CN={FQDN of db server}" -
keysize 1024 -self signed -validity 3650

E IS RIF > BEE passwordl AZBE A 1 HISTENZRIEERT ©
bE TR I Y B SRR

C:\oracledb\12.1.0\home> orapki wallet export -wallet wallet -pwd
passwordl -dn "CN={FQDN of db server}"
-cert $COMPUTERNAME%-certificate.crt

H P& HAY Base64 /REEZREEE HFM fRIARES ©
S%E SQL*NET # TNS B2EEiZ= -

a. HBERERRSS DARERRERE o THRSATTERR 1522 FRITHHNE
HEA2T0 o FAPC SSL ERAVHAYSRHBRE 2484 > R UEREMI P BAVERHE o
T AR s 2 EANERREENEARES LEE A > A REREETIRE

Bifk -

b. EE¥f SQLNET.ORA ° WALLET LOCATION E&# DIRECTORY Tt EIEMTE
LA PRI AER ©

SQLNET . AUTHENTICATION SERVICES= (TCPS, NTS, BEQ)
NAMES .DIRECTORY PATH= (TNSNAMES, EZCONNECT)
WALLET LOCATION=

(SOURCE =

(METHOD = FILE)

(METHOD_DATA =

(DIRECTORY = C:\oracledb\12.1.0\home\wallet)

)

)

SSL _CLIENT AUTHENTICATION = FALSE

c. SEHT LISTENER.ORA DITE&EFAELEEIZ T o A LI #4F 5a HiH R p0iE
IR o

SID LIST LISTENER =
(SID LIST =

(SID DESC
(SID_NAME = CLRExtProc)

(ORACLE HOME = C:\oracledb\12.1.0\home)
(

(

\l

PROGRAM = extproc)

ENVS =

"EXTPROC DLLS=ONLY:C:\oracledb\12.1.0\home\bin\oraclrl2.d1l1l")
)

)

SSL_CLIENT AUTHENTICATION = FALSE
WALLET LOCATION=

(SOURCE =

(METHOD = FILE)

(METHOD_DATA =
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(DIRECTORY = C:\oracledb\12.1.0\home\wallet)
)

)

LISTENER =
(DESCRIPTION LIST =
(DESCRIPTION =
(ADDRESS = (PROTOCOL
)

(DESCRIPTION =
(ADDRESS = (PROTOCOL
)

(DESCRIPTION =
(ADDRESS = (PROTOCOL
)

)

ADR BASE LISTENER = C:\oracledb

TCP) (HOST = myServer) (PORT = 1521))

TCPS) (HOST = myServer) (PORT = 1522))

IPC) (KEY = EXTPROC1521))

d. 7f TNSNAMES.ORA HEIIHTRVEFZIRIER o

ORCL _SSL =

(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCPS) (HOST = myServer) (PORT = 1522))
(CONNECT_DATA =

(SERVER = DEDICATED)

(SERVICE NAME = myServer service)

)

)

BT E (T Ll 22 £F 5a BN 1E 25 4F 5¢ HEARARRIERE o
e. BRI TNS BEEEF2= o

C:\oracledb\12.1.0\home>1lsnrctl stop
C:\oracledb\12.1.0\home>1lsnrctl start

. BRSEHTEY TNS BRERiE NS IEREF

C:\oracledb\12.1.0\home>tnsping orcl ssl

TNS Ping Utility for 64-bit Windows: Version 12.1.0.2.0 - Production
on 10-SEP-2019 15:43:22

Copyright (c) 1997, 2014, Oracle. All rights reserved.

Used parameter files:
C:\oracledb\12.1.0\home\network\admin\sglnet.ora

Used TNSNAMES adapter to resolve the alias

Attempting to contact (DESCRIPTION = (ADDRESS = (PROTOCOL = TCPS)
(HOST = myServer)

(PORT = 1522)) (CONNECT DATA = (SERVER = DEDICATED) (SERVICE NAME =
myServer service)))

OK (130 msec)
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2 HFM {alAR2s LAE R SSL B E LR

HERENREIEE HFM [ERSE EMEEERE

TEIFBRNAETIEIT HFM BRIZRRISER EPM AR E#1T  FAEARRY sMw_HOMES
IRIGEEZ Oracle Middleware 2RI E © {KTER > £ EPM ZEIBREPAZTEILUL
IRIGEAS > LR AR BN EPM RIS B E% ©

EPM ZEERiI B FEMP ORACLE HOME IRIBEEIERE o T HNEHAIFS/ERENEE
FHREREEE EPM ZEHFHERFT - SRTEREMEEFEREEZIUMI HFM
ERESIER R A _EAVERIMUE ©

1. 7 sMw HOME: FEEILFTAVE R » MUETF Java £IR7FMERN PKCS12 EEFHE °
a. cd SMiW_HOMES
b. mkdir certs

2. 1t IDK & Java £iRFHE cacerts 1EZ ©
a. cd %MW HOMES%\certs

b. #&8 %MW _HOME%\jdk1.8.0 181\jre\lib\security\cacerts testing cacerts
BRI FA IDK HEBEFREMAE DK NEREBERENRRAR » 1R
FH4k IDK M fHBR T ScAIRY IDK » A A E R ERFHE PRI RERS
BK o

3. 1 Base 64 /R5EERE! M HOMES\certs ©
4. RUBBEA Java £iBFMELESE testing cacerts ©

a. U0 > keytool -importcert -file burOOcbb-certificate.crt -keystore
testing cacerts -alias "myserver"

i. CWRIEERERZRTHEES -
i. (&R "myserver” VLA B R EAARZAITERES
b. ERMETNCUACEEEEEERER > FHEEY -
5. ¢ JDK B Java £iRFHREREZERET PKCS12 BANEEFHE © fiul -

keytool -importkeystore -srckeystore testing cacerts -srcstoretype
JKS -deststoretype PKCS12 -destkeystore testing cacerts.pfx

i HFM JDBC 4 LAfER SSL
1. EFHRTE HFM BRlE JDBC B4R LAEA SSL ©
a. ENENEPM#ERETH o

i. EEEX Financial Management 325 T BV & & FHE S E 21 FE A2 X FER
BREARE ©

i. —TFF—%-

iii. ¥ HFM JDBC &EARH 1T LI BB P 5%

i TEEIRR - IR - ERE BN EISHE T A SR SSL Eix
18 B2 ERERBNEE
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ii. BT (+) RFERUERSE I EIEIE -

iii. ZEEV(EF R RYELRIZET IR o

iv. BIATEZEF2 PEMH Java SIBEHRENINME ©

v. B—TERB-

vi. 72— (+) REIRGEFEE I EEEIE o

vii. 12— T4REELERABEMAY JIDBC URL ° 515 » FEREETRH JDBC URL

EITEAEE
viii. #Z—TEH °
ix. ¥—TFF—%-

b. %8R EPM X{FRPRISEALERE HFM FERIZTURIRIERD 5% -

FIRL D < RE NFRERFENER EPM Bix > LIEERRIRFERR ODBC B4R LIRA
SSL e
HITU T HEESS -

epmsys_registry.bat addproperty FINANCIAL MANAGEMENT PRODUCT/
DATABASE_CONN/@ODBC_TRUSTSTORE "C:

\Oracle\Middleware\certs\testing cacerts.pfx"

epmsys_registry.bat addencryptedproperty FINANCIAL MANAGEMENT PRODUCT/
DATABASE CONN

/@ODBC_TRUSTSTOREPASSWORD <truststorepassword>

epmsys_registry.bat addproperty FINANCIAL_MANAGEMENT_PRODUCT/DATABASE_CONN
/@ODBC_VALIDATESERVERCERTIFICATE false

£ EFSEHIFR > B&E c:\Oracle\Middleware B 8% 1~ 2§ 3 & sMw_HOMES HI(E ©

ZEFERB5/RER > FH% FINANCIAL MANAGEMENT PRODUCT/DATABASE CONN/
@ODBC_VALIDATESERVERCERTIFICATE A FESRTE A5 o FINANCIAL _ MANAGEMENT PRODUCT/
DATABASE_CONN/@ODBC_TRUSTSTOREPASSWORD MMERES 21E 2 85 2 ThE R A Java &
BB RIERS o

B HFM /Y TNS RigIER

#REE TNSNAMES.ORA LRI HTVIBEE W EH R EMNIEE o T5IEAIEET HFM [Bikss EEE
AN ESE R TNSNAMES . ORA FEZE © i_ TISLESENREZE HFM S TFERAZ A
HEMTNS Y TNS ZFBIEE o IHTER /BT BN EMEIZIE » XFMDataSource A BEIE BiE

HFMTNS UNENC =
(DESCRIPTION
(ADDRESS LIST =

(ADDRESS = (PROTOCOL = TCP) (HOST = myserver) (PORT = 1521))

(CONNECT_DATA =
(SERVICE NAME = myserver service)
(SERVER = DEDICATED)
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HEFMTNS =

(DESCRIPTION =

(ADDRESS LIST =

(ADDRESS = (PROTOCOL = TCPS) (HOST = myserver) (PORT = 1522))
)

(CONNECT DATA =

(SERVICE NAME = myserver service)

(SERVER = DEDICATED)

)

)

R4 nEMTNS IBE B E A S A HEMINS UNENC © #TH9 HFMTNS &S HFMTNS UNENC
IR > HHBHE A HEMTNS. MR © FHEBAIRTEEMA TCPS » BiFIRA#
#1522 o I5EMVEIEIB B TNS LISTENER. ORA fEZFIEENEIZIBIER ©

Oracle HTTP Server 2%

ORACLE

£#1¥} Oracle HTTP Server BII AR R LIt HE

LHAEBEEHE Oracle HTTP Server —iBZ4E o KB H 2 hE(E
Oracle HTTP Server s2 EBEIFMAEHE o

5 4 11.2.x B34 > Oracle Wallet Manager ~&£2 Oracle HTTP HHE —fEZRE o
ZE2RZEE Oracle BERER P HEF > 7 &% 4 Oracle Wallet Manager ° & BfEE
KHER P i ASE &EEEEJEL_L’&$@EE)\/5E§ cUIRITCES SSL HAE
Oracle HTTP {AlfR2s & ;AR —REZLE EPM RAERVIBIZEFZEE Oracle EXRIEA
i 64 {iI7T ©

YN K &5 Oracle HTTP Server /&8 !
1. 71EEEE Oracle HTTP Server V& & 128 EES®E) Wallet Manager ©

K7 i5EN Start ~ FAATER © Oracle-OHxxxxxx * BEAX BB T AKX Wallet
Manager °

xxxxxx & Oracle HTTP Server IIE84R5% ©
2. BUTHNEHAEE
a. 7f Oracle Wallet Manager > {XFIERAEEBHE o

b. B—TEREUFERMNAFEEH  HEH—TE  WEALERNUERT
NEEMEE -

£ TRAEE) EENAEEBBNEIRET > BACEREREN o
B—THRE °
RSB SIS —T & °

3. BB NREEAHE Oracle HTTP Server KliEHI CA > s8R CA /RFBEANS
o

a. 7f Oracle Wallet Manager F > #/5 B AR — T 2SERRE > NREEREA
SEERNERE o

28 AR CA /&8
c. EEVRRK -

2 o

o

T
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a. 7E Oracle Wallet Manager F > #/EE A iEiZ— T /&8 | [FH] > AR EEHILREE
j@o

b. £ TEIVEEEXR) > BALESH -
HE—AREME  FRATENRRERE ; FINEHRFAZ hosts EETHY

epm.myCompany . com 3 epminternal .myCompany.com ©
c. H—THE-
d. TEFESREEAIRPER—THE -
e. FABEARE—TTREINKEER  AEENEHKREEK -
f. IEEREEREZNEHE o
5. FMARRERESR IS CANBEERSE o
6. EBEABZRERSE °

a. 7E Oracle Wallet Manager & > F/BBARIE— T CRARINEESEZERFENEBER »
RBEIEEAERERE -

b. £ MEARSE o B THENBIEREASS -
c. £ TEARSE) 5 EEURRIESR » AL —THE -

7. BAFEEREFEEHEENNMUE ; 1% EPM_ORACLE_INSTANCE /httpConfig/ohs/
config/OHS/ohs_component/keystores/epmsystem ©

8. ENARE  NREBENBBEALUREESNEAINEE -

fiEF ORAPKI (&7 Oracle Wallet (Linux)

HEF B ORAPKI a3 21T E Oracle Wallet > 5552 M5IZ 5% -
1. ATHNABERIIERK !

$ mkdir /MIDDLEWARE HOME/oracle common/wallet
2. % orapki AR EMEEERIERK

$ export PATH=$PATH:$MIDDLEWARE HOME/oracle common/bin
3. BIUAEORFHEFTHER

>$ MIDDLEWARE HOME/oracle common/bin/orapki wallet create -wallet
[wallet location] -auto login

MRKERCITHIEEERN > L L FRTEMALBHMBAATOEN - EGTT -
wallet EEMUERTAEE °

4. ELERFZZBEX (CSR) IHRHEIMNEELHNASE

@

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet add -wallet
[wallet location] -dn 'CN=<CommonName>, OU=<OrganizationUnit>,
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O=<Company>, L=<Location>, ST=<State>, C=<Country>' -keysize 512|
1024204814096 -pwd [Wallet Password]

5. IR E SE BTN TR E(E Keystore

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet add -wallet
[wallet location] -trusted cert -cert [certificate location] [-pwd]

6. THAIR CA (BEIRMEEL) 5L CSR (BEEBENK) - HEEH Oracle Wallet
FRREBEER > BRIT FIIBIE -

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet export -wallet
[wallet location] -dn 'CN=<CommonName>,OU=<OrganizationUnit>,
O=<Company>, L=<Location>, ST=<State>, C=<Country>' -request
[certificate request filename] [-pwd]

7. BEENCSREAZEREE

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet add -wallet
[wallet location] -user cert -cert [certificate location] [-pwd]

8. HEBTAEENRNE » FHITIIIBNIE:

$ MIDDLEWARE HOME/oracle common/bin/orapki wallet display -wallet
[wallet location] [-pwd]

EXF Oracle HTTP Server By SSL 8%

BT TRRES Oracle HTTP Server BY&{E#35 £ Web @RS 2% © 55T
Oracle HTTP Server (2 EIEZE » H AR EELASTENAE » **Tﬁﬁhdtkiﬁ’ﬂ’&%@fﬁ
=,

gnfarEtE SSL R AE Oracle HTTP Server :

1. EHREEIZEFSSME Oracle HTTP Server i Y Web (AfR2s ©

2. EREfIIERY EPM System Configurator ©

3. MEENRELFEERTH NIILE  AeR—TF—F -

a. BMRREBBUHEERYEEEY

b. [EFH Hyperion Foundation T{EZ$4H > JA%REEVERTE Web {RIARES o
TEERE Web RIRSE+H > Z—TTF—H o

T > — T F—& o

TEHEY > Z— 5K -

7. FEXFiRELSHEN EPM_ORACLE_INSTANCE /nttpConfig/ohs/config/
fmwconfig/components/OHS/ohs component/ssl.conf ©

8. FEMRIEEMEAEAY SSL ERHESITE ons HREHE T » BT A&HAIME L :

o o
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YNSRECEIE 19443 B SSLIBHEREE » ZIAERZEE !

N

Listen 19443

1 ssLSessionCache BEEXRESE ©
EI T ERZE RE1E Oracle HTTP Server FY4HREESE ©
a. PANF4REEFE EPM_ORACLE_INSTANCE /httpConfig//ohs/config/

fmwconfig/components/OHS/ohs component/ssl.conf ©

b. =1k ssiwallet f&man > WiFEENENGIERELZEERMENASZE - WIREZ
I AS B EILE EPM_ORACLE_INSTANCEttpConfig/ohs/config/0HS/
ohs component/keystores/epmsystem ? &89 ssiwallet Fe/men AT SEEHER T 5IEEFI—

B

SSLWallet "${ORACLE INSTANCE}/config/${COMPONENT TYPE}/$
{COMPONENT NAME}/keystores/epmsystem"

c. fEfFIREAR ssl.conf ©
BHTIGERE S Oracle HTTP Server £#J mod wl ohs.conf ©

a. ERANXF4REREI EPM_ORACLE_INSTANCE /httpConfig//ohs/config/
fmwconfig/components/OHS/ohs component/mod wl ohs.conf ©

b. HE{R WLSSLWallet }§ s E15MA SSL /REBFATERY Oracle Wallet ©

WLSSLWallet MIDDLEWARE HOME/ohs/bin/wallets/myWallet

5140 c: /oracle/Middleware/ohs/bin/wallets/myWallet

c. 1 secureProxy FEEREV(EERE A ON ©
SecureProxy ON

d. HR{REZFER Oracle Enterprise Performance Management System Jt4#9
LocationMatch & » LU TFIBY Oracle Hyperion Shared Services £ ; s2E %
5% —1E Oracle WebLogic Server =5 (T SSL E1518 28443 fY myserverl Hl
myserver2 ) :

<LocationMatch /interop/>
SetHandler weblogic-handler
pathTrim /
WeblogicCluster myServerl:28443, myServer2:28443
WLProxySSL ON
</LocationMatch>

e. f#FEARA mod wl ohs.conf ©

28 TEBFZE7E WebLogic Server £ EPM System Web FT{¥

1E1EZPE Oracle Enterprise Performance Management System Web stk 2> % » B8

SSL EARREB LT ©

ORACLE
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WN1ETETE SSL 5% E Web Joff -

1.

10.

¥M{T#TFE EPM ORACLE INSTANCE/domains/EPMSystem/bin/startWebLogic.cmd
RItE 223K ELE) Oracle WebLogic Server :

ZEU T 5! URL 2REZE) WebLogic Server B2+ #4 !

http://SERVER NAME:Port/console

Bl > AEGFINEEEE nyServer k2 FEFREBEHIER WebLogic Server @ EfEZ
ZE(FMA http://myServer:7001/console ©

£ TEul) EELE o BAFREZRBIZEENFZE EPMSysten © ZFREZRBIR
BT R EHIEIE EPM System Configurator FRFEER] ©

FEEROT > B T HEMRE
AEESNALERT > EHIRR - AR EIERES -
£ MAfREEAE ) EET » #H— MEZRA SSL BIfEARSE & o

Ban > IR E Z2EEFFAR Oracle Hyperion Foundation Services o » 8B LIER
FAT5IfAAREEH) SSL & E

CalcManager
FoundationServices
TEPRR AR EEIEIRIR LUE A HTTP BREREREIR o
Fe{REY A SSL EEERiEIBIB I EY o
7 SSL EERIEIRIET > 5 A WebLogic Server Y SSL E5&id 318 o
IEEBFEANENNETIRBERE o
ENERERERHEE SRTnE) 54
TEEBERET > EE T YR EBZEE
a. ENEWERERFEE TEEHE B -
b. EERBERET > EE T 7IFEEBEEE
BETRNMBEIEE WREREFERAABE=F CA NERES
BETHBUA Java IZEEE | MREEFEAMEZE=F CA NEIIRE/&SE

c. TEBFTRBRBENRES > B AEEE WebLogic Server /KRB L& EHNEIR
FHERE o

d. ZHIIHNEREREERT > BA jkso
e. EHIIHNEREFREBHNBEEBTHINERERERBT  HATRBTN

B o
f. MBELCASBERETENETHNMBTEE:

EEIEEERERET - HADRELAREIEEZ CA IREEREZ
BRRBF BT ERE o

EEIEEZRERERET > BIA jks o

ZRIIEEEREFRERR RIS EEERERERET > HASRE
TR o

2]

s o

g
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9. BE—THE-
11. 157 SSL &E °
SEEY SSL ©
EIAEEEBIRT > B AEIEE AT EE WebLogic Server RERFFTIEEMRIZ ©
AIEZEERBENHEDILBESH/BIET > A ZARENILESBVERN

{£PR Oracle Hyperion Provider Services Web FERAER : IRCEFAEAF TR
B34 WebLogic Server EE{th EPM System falR2S o 2 BREINE - B
Prowder Services Web FEFTE TR F 14 L FBERSEINAE ©

- EEUER -
- EERBEEREET  EEE o
BT -

12. FEEERLT > B — TRIEIEE

BRI 4R RS
UA2F @ AR « BRALLIZFAT » S5 BN o Oracle BAERTELE
B SHONH BB PR -
EHBEARA -

1. BIEZE MIDDLEWARE HOME/oracle common/bin directory B#% :
cd MIDDLEWARE HOME/oracle common/bin

2. ER7E ORACLE HOME ™ WL _HOME Jz JAVA HOME °
set ORACLE HOME= /Oracle/Middleware

set WL HOME= /Oracle/Middleware/wlserver

set JAVA HOME= /Oracle/Middleware/jdk
3. 7E WeblLogic FiZ&H » HEIREIRIIEE HTTP EIZIE o

4. FRELUTENGSRIZHBERE !
libovdconfig.bat -host HOSTNAME -port 7001 -userName USERNAME -domainPath
$MWH%\user projects\domains\EPMSystem -createKeystore

EUbEs 2 5L WebLogic fRIR2SHI T 142 B SR S EEE R BEUL HoSTNAME
8 ySERNAME ° FESRERHOIFREIEFEI OVD &igFEME °

5. WEIE(AARESEL SSL /&5F ©

" Note:

& BRMEBR R NHEREY LDAP (FEsZ3:812T) o BN EAM LDAP » A BEREE
B LDAP SR <A BEE HI&RSE o /REIEEISNNE% Base 64 4Rl5 x.509

a. fFM Internet Explorer ¥B4% = nttps://HOSTNAME: 7002/ console MATFEX WebLogic &
BEEas

b. RFE— MMEHEEEFMEEY > AR EIEREERLED SSL /&E -
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c. RERFEHT74 Base 64 4RlE x.509 /RHEIER M EFEAKB R 0 BT
C:\certificate\slcl7rby.cer °
d. REZFBEMRES -

6. FHAEBIARRSEEAZCELR 4FMETNERENE - GRBUTIIASH
% (R5& JAVA_HOME £2 keytool FITHEN A ERIEH) !
export PATH=$JAVA HOME/bin:S$PATH

keytool -importcert -keystore

DOMAIN HOME\config\fmwconfig\ovd\default\keystores/adapters.jks -
storepass PASSWORD -alias wcp ssl -file CERTIFICATE PATH -noprompt, for
example:

keytool -importcert -keystore SMWHS

\user projects\domains\EPMSystem\config\fmwconfig\ovd\default\keystore
s/adapters.jks -storepass examplePWD -alias wcp ssl -file
C:\certificate\slcl7rby.cer -noprompt

# Note:

FUEELPERANEIENBEREET R 4 EXTREHNERINES
CERTIFICATE PATH 2/&55MIIEHZE
A2 P LU SR TR RS o

IEFEASER > SR TASETNE | BRHCHEESREEFET -

7. 7E WebLogic EE&™F » BT BUE HTTP EZB 240 » t—HEUB EEEREN
SSL EHIE o

8. EMEE) WeblLogic BRIk T EIEFEMRES ©

9. FRAEZERELHE A Oracle Hyperion Enterprise Performance Management
Workspace UMESIPTBEE BB [EREIT ©

LR EIAAR 23 EPM System

s MR EN A E R BVFT A EIARES © AR @S & RAkes BY Oracle Enterprise

Performance Management System °

II\IJ ﬂit nB%
BIN5TH SSL NEFE 218 » Bl — U2 R & EREE
A ERE -

1. FFRIERRIFENLZ2H Oracle Hyperion Enterprise Performance Management
Workspace URL
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WERITIE epm.myCompany . com EMSMBEARVEARESR® - BIE 4443 B SSL iE1z%
12 » Bl EPM Workspace URL 72

https://epm.myCompany.com:4443/workspace/index.jsp

2. £ TEA) SHL  BALAERBEZH

3. B—T8A-
4, WERERILZ 2 HFEE ZBZE R Oracle Enterprise Performance Management System 7t
o
2 E B R A SSL RIS ER{E A& B #%
554

&5+ ZE 1 Oracle Hyperion Shared Services Console & EBI9MNEBEAE B i BB
SSL °

WMRIERBFERMZE=T CABREREVAEREBRN SSL » BN BEBEEEERR
28/8:58 7 CA BIIR/EFHEIZ o
EAIR CA &:E

MRIERBERAMZE =7 CABREREAERERREN SSL > S BAERERZERRSR
=2 CA FIREREATYISHENE !

\J Y ~

¢ fhsE:
TERE T ZPE LA > WebLogic 27E setDomainEnv.sh 5 setDomainEnv.cmd A1
FT235E) DemoTrust.jks BY -Djavax.net.ssl.trustStore ¥gmen o IRIERITE

fEFATERRAY WebLogic /&58 > 551%F% setDomainEnv.sh B setDomainEnv.cmd FHAY -
Djavax.net.ssl.trustStore ©

AEREETER (BlNEig TH) KEAIR CA KRE ©
FiA Y Oracle Enterprise Performance Management System {alfRes :
JVM E£88TFM& . MIDDLEWARE HOME/jdk/jre/lib/security/cacerts

A EPM System st FE# LRI IVM FRARESIEENE o B#ETE ° EPM System st
SFEATYEEENE !

MIDDLEWARE HOME/jdk/jre/lib/security/cacerts
RESMBERAEBR

EA]LAEFE Shared Services Console s52EFAE Bk o MIERTEFERE BiRR » HBER
ssL BRIA I8 ; ZEEE < EPM System 2 M EBEFE B @R > EfEAT2EN
HE o WA LIESA EPM System 24 EiC RIS LDAP BYEAZE Bk (BIU0 Oracle Internet
Directory A1 Microsoft Active Directory) 2 4R SSL o

528 Oracle Enterprise Performance Management System User Security EF2F {7 Y
MREFERESR ©
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1£ Web {a]Alr284% Lk SSL

EPELRE

EE(EZH)S > SSL 2 %R Oracle Enterprise Performance Management System
AR (BIUN2IEE28) A1 Oracle HTTP Server ~ BIAVIEELS o« U T 2ELSHEIRRR

BA

Browser

HTTPS

Firewall I

Q SSL Offloader

HTTP

l

o

g | e

OHS quh:j

N=0

Firewall

HTTP

WebLogic Server

Databases and
User Directories

554

SEAARRTE Web fAlfRes - 2fERMEEARESHIZ (B30 epm. myCompany . com 1
empinternal.myCompany.com) > EAA—{EFHE Web FIARA3 5121 B35 ~ ERVSMEBIEER

£ S—ERBRRE EPM System k28 2 BHIAER B o FBERERESA R TR
2389 IP {udk » BRJLUER DNS ZRERAT o
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CWAZBTE Web AIIRES L2 B 5B RE » RN AZIER: (FI1WFE B epm.myCompany . com)
EITROINER BT o S EEHE E I EZ AR IE SSL > WHF HTTP EKEXZE Oracle HTTP
Server °

& SSL IETF Oracle HTTP Server (OHS) ol & & #1285 FAR 1A » {S47E ¢

#HE Logical Web Application 52 & &, F #2855 Oracle HTTP Server B3 SSL E#tE
1 (BI90 > empinternal .myCompany.com:80 * ELFH 80 A3JE SSL E#E#5IR) o FARY 4HRE, &
H > i FYIFER .

1. ZB Hyperion Foundation #BAS{E75 o
2. EEEVERTE Web FEFRFZTCRVEEERA I o
3. IEEZHE/ ~ JE SSL EHRIREIE R SSL EIFIRSRAS o

HEINER URL 52 & B 5 F1%1255) Oracle HTTP Server BIEUA SSL E# 1 (5140 »
empexternal .myCompany.com: 443 » ELFR 443 %A SSL E1%18) o BAEL 48R EM > TAL
THIFER

1. /2R3 Hyperion Foundation 4HA&(T75 o

2. EERREA/RSEE °

3. EEEVSMEB URL sHAHERHE THIRKA SSL EIE o
4. ISTESMESURL ZHM SFEF URL (#7312 o

K 3
5 configtool E#TE(E Web FEFRTETNEE Web EARESH EEXL Logical
Web Application F14MEB URL HIE%E(E ©
5% EPM System
EPM System JTFEVTERR BB ZIRTE Web AIARZS4% 1 SSL o AR EEITHMBITE o

EICEERE EPM System B » sEREREIIESR Web ERIEN IR E AN IS BNPTIEI R EEE
E# (BIU0 empinternal .myCompany.com) © 55 2E FHIMNEFIER » LUEZERRRE EPM
System

Oracle Enterprise Performance Management System Z#EE14H7F

Oracle Enterprise Performance Management System ZZA F7

AEERE

BIESENEEBIEF 2% » s5ERE|Z 2/ Oracle Hyperion Enterprise Performance
Management Workspace URL > LUFEER— LR IE S IE(F

https://virtual host external:SSL PORT/workspace/index.jsp

5140 https://epm.myCompany.com: 443/workspace/index. jsp > B 443 2 SSL E#FIE o
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WA Essbase 11.1.2.4 BY SSL

ORACLE

s

KEGRIAEATER RENIZ T » /&5 I frs& Oracle Essbase #|IE& M (HIU0
MaxL ~ Oracle Essbase Administration Services f@fk2s » Oracle Essbase Studio 1aAR
#8 » Oracle Hyperion Provider Services ~ Oracle Hyperion Foundation Services *
Oracle Hyperion Planning ~ Oracle Hyperion Financial Management &1 Oracle
Hyperion Shared Services Registry) 2 VBN ©

R ERE

&R U Essbase B%EZT‘ SSL 21 » LURTEIE SSL 2L IESE © Essbase fLIEFZT
SERERIFZIERR | CHAMBEREN GEBEREL2EGR c- fTAGNEZ 2 EREN
BRI IR A SSL EAR - RE @A inELREIFE SSL E#E%IE F R Essbase {1212
o ZEGME %&ﬁfﬁF SSL 4% o o Rl I ZR11E Essbase IBI2 T RII1TIE
SSL # SSL &4

EJL/G’“%JE:TIEB Exf’E%E’J SSL > HEEELBEAREEZEBMBENERE - 72
Fﬁ'ﬁL_Uﬂ PEEES F2E SSL AR o

YNR SSL ERYFE > Esshase BITERNAIFAE @A G EINE » DIHRENZ2HER °

RKAZ2EIBITER Essbase oL » RFEHABHEZ/REBREE SSL @5 5F
BRI © Oracle B2 » FHRMRE =7 CA W EERBERAITIRIZES
Esshase HJ SSL %7€ °

Esshase Studio
EAS Console Browser Smart View Client

& &

l Provider Financial Shared
EAS Web App Services Planning Management EPMA Services

= | =2
TCP/IP % é
= =
EAS
Server Application Server I
I TCP/IP
TCP/IP TCP/IP TCP/IP HTTP

Essbase

\’ =
LY ¥
w0
@
-
<
@
e |
)
@
=1

TCP/IP

EPM

| Essbase 4
v W gl Server ODBCAJDBC e
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IBE > Oracle Wallet #ZE15FC 6/ Essbase RTC BB P IHsE A SSL i@:Ip/&sE »

Java £IEFREHFSEEAN A JAPI ZiEATTHREA SSL imsf/&:E o yDt:L_L SSL
Luﬂ » Esshase FAFR IR T EAE (#7705 E Essbase @RS AIEIZN /&FE 2 CA IR

B o BRI ENESENEMBME °

VENEENEMNUE

Oracle Z:&E > FEXIEE =7 CA BYKREREAERHAITIRIET Essbase BY SSL R E °© &
ISR - FERERNBEREE RS °

o B

Essbase XiEfERBAFIT/&E » BIEAEMAE — SSL /R RMESEFHHE - fE
BB RFTERIE R EEREMAE o

MREERMATHZBREINE » MEAERSRAFTAE °

CRETIES :

RoZ -

1R CA &zEE o

{$ /8 Essbase RTC R E Essbase 2 #ARRY T » EEEIR CA /&EHIFIT Oracle
Wallet /7 o £ 8 JAPI REI AR T » BEEIR CA BB FEFE Java iBFHES ©
THHREYENERREMNEFAE -

o EE

QD%,‘SE@FHKE%D%%_E CA MVE:% » HiZ CA BIR/ESE ELZETE Oracle
Wallet 7 » {ERIAERL A B EZEIR CA RS ©

Essbase fAlfR22H Essbase FIBIZT B EEIRE ©

g 2-1 HENERSNCEMNNME

Foi? ERERE

MaxL Oracle Wallet

Administration Services {EAR2% Oracle Wallet

Provider Services Oracle Wallet

Oracle Enterprise Performance Oracle Wallet

Management System Zi}E

Essbase Studio faR2s Java &gFHRE

Planning - Oracle Wallet
Java £RFHE

Financial Management Java £RFHE 1R CA /&%

Essbase (AR FAIERZ) 3 - Oracle Wallet - 1B CAES
Java EHEFHE - Essbase RS IRIZH

EM /'%DE °
Oracle Hyperion Shared Services f#

7
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®ig2-1 () PENBENERANME

s ERFHRE /E2

LR BESBTREN—EFIER r] R EREL SR TR EN ZETh
2 A MRS AT ERRE TSR R E PR B —RES o
3 BB AL EETETERA Oracle Wallet F1 > LUK TE Java IBFHRED o

B2 Esshase T

REEFERCIENLENRIBERER (TARES 6423) > MIERILITEHRE Oracle
Essbase {5 EEIZIR o IRIETER » BEREFTLE ,lé\gE’J BREZERSE  UER
TARANERZEIE o

4N Oracle HTTP Server EZ4E » EPM System Installer Z7£2£#], Essbase 182 15
23 89 ARBOR PATH H » 2245 Oracle Wallet 1B R ZEZE /R o TBE—FEEET > FIA
Essbase o E G HAEEREE ©

#¥4 Essbase FAZ{S1EE =7 CA /&:E

ORACLE

BIREER RIS RE

RS BRFENR » AEH Oracle Essbase (@251 Essbase RIEF2 AV E AR 2R EVIS
/REE o SREEEREFEHRZTE (DN) HANINEEN « BER RSB MEETHE
il » BB SSL /&% ©

eI LMER T B (BI04 T B 5L Oracle Wallet Manager) 2RI /&EEER o YNZEWN{A
BIURFBERNFHMAEN > BA2RCERER 2 TEMERNH o

MRCECEATRBTH > FEABLUTIINGLIEILEREK !

keytool -certreq -alias essbase ssl -file C:/certs/essabse server csr -
keypass password -storetype jks -keystore
C:\oracle\Middleware\EPMSystemllR1\Essbase ssl\keystore -storepass
password

IR ZRIR CA Kl
1R CA BB GRBEMRLIE SSL Z/EFNANYE - EESEANEEBREFEZNEEHE
GELSTNY. \SﬁﬁfA » UBEERER/REE o P LUERZBR SSL /REBMNZZREBHUSIR CA

HBES o
sy =kva

E1TiE4R % Essbase ﬁﬂ&%%‘iﬁfﬁz_ﬁﬁﬁﬁﬁﬁﬁ%i » ZELESE Essbhase ﬁHE%%‘E%EffZ
CA RIRESE « BN ESIREEZETECZBLENEEERES « BRRENEN
BT MIE o

o E
A LB S BT E A s AR IS ISR F B — RIS o
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Oracle Wallet

40%% Oracle Wallet & CA HR/EZHITTHBE » F2RVNENEENEFMLE - LRI
NEE > UEEELZERARERBZERENTEAFTERRERSE -

WMEBERILNEEMEAR CA BENFMIZE » 552 Oracle Wallet Manager BYERBISCH ©

Java £BFHE

Y% Java EiRFHE TR CA BEHITHEE » F2RLENVEENMEMIIUE  ERILGR
RETEEERRBHRERENZRFNETD » BRI TRFNERFHTF/ESE o

o B
S 2B E=7T CA WIRES » BOARETE Java SEERET o

MFEFHERET > FERCEERTANVERXY - MRECEEREMITE - HERELT
FIRYEn <L REAMRSSE -

keytool -import -alias blister CA -file c:/certs/CA.crt -keypass
password -trustcacerts -keystore
C:\Oracle\Middleware\EPMSysteml1lR1\Essbase ssl

\keystore -storepass password

RRCHEERE

R 7E4EE Oracle Essbase falfR2340 Essbase IR T AIAIARSS F 2 5 EM SSL /&
5 o {#/H Essbase RTC (C API) ZKEIL E Essbase @RS AIBIE N 2 BFHI T » HEZE
1R CA /REBEZTES R CA JRE5HY Oracle Wallet 1 o /8 JAP| B/ & Essbase @RER5
MRIBRZH 2 BARMY T - EEEIR CA BRBMNO B ER SSL /BB FFET Java B ERE -
WMEFHANZR > B2REUTEFRER -

Oracle Wallet Manager HIABRES {4

CRREARFEZ TR (BliNEiR TR) BIMHERASHsAR L3RR
MREC2EAEHBITE > FERBLTIIRG < REARE !
keytool -import -alias essbase ssl -file C:/certs/essbase ssl crt -keypass

password -keystore
C:\Oracle\Middleware\EPMSysteml1lR1\Essbase ssl\keystore -storepass password

E3f Essbase fRIREEIR{E
Windows
1. EGSRRTFTH > FEBRE TS EPM ORACLE INSTANCE/epmsysteml/bin ©

2. HITUATEr< AEH Windows &% -
epmsys_registry.bat updateproperty "#<Object ID>/@EnableSecureMode" true

epmsys_registry.bat updateproperty "#<Object ID>/@EnableClearMode" false
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SERWAEF <Object ID> BN Essbase 1@fR2soF ID » 5% ID ©7E5hL Essbase
fRlARESAEREAE P 2 B EE B SRR TR IR o

Linux
1. EFEEEF > KEIRE TS EPM ORACLE INSTANCE/epmsysteml/bin ©

2. BATUT oS UUENRER
epmsys_registry.sh updateproperty "#<Object ID>/@EnableSecureMode"
true

epmsys_registry.sh updateproperty "#<Object ID>/@EnableClearMode"
false

SHFEWR <Object 1D> BNt Essbase fAIARES T ID » 5% ID B1E5TAL Essbase
Rk AR 2 BEANETRETTIRME o
E ¥ Essbase i SSL 8%

fEB] LA FEFRTE essbase.cfg PIEELL MERKEE] Essbase @R A P iHEY SSL 5%
EE °

E
RARBRRERHRTE
S myF Az EL A P imiBsH AR ((2PR:2 A R imfE M)
ZhiEEE
ZHE4H
Oracle Wallet E&f&

o Bt

SEISUATE essbase.cfg o FTIEFIAEERINELSE (BEEME » AP
EnableSecureMode ™ AgentSecurePort) ’ T8 EHE ©

AN{AISEHT essbase.cfy -

1. #3875 Essbase {AfR23/RBM Oracle Wallet #854%| EPM ORACLE INSTANCE/
EssbaseServer/essbaseserverl/bin/wallet ©
i/ Essbase {Alik2sME—R]#%5 B9 Oracle Wallet i & ©

2. {FANFHREB2SFIR EPM ORACLE INSTANCE/EssbaseServer/
essbaseserverl/bin/essbase.cfg°

3. REZHART o 18580 Essbase HEEZ EIBETH o MNMRIENBEFIERITAH
S51E essbase.cfg FHMEBFI1TARKE © 40 » EnableClearMode i FEER R HIF
1789 » 'E3E Essbase fEiRZRSELNBBRINZEERIBA © & 2RI Essbase EAR
EBIBRINBEBRIBNBIEES] » EWZBTE essbase.cfg FHEE EnableClearMode
FALSE ° 55 2B N IRME ©
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#HK& 2-2 Essbase B SSL 8%
|

BE Faati 2

EnableClearMode? E A Essbase FEFRTZTLEA Essbase FUIRIZR 2 RRUKRINEIE
M o MREEFMERTE S FALSE » Essbase FhiE ZBRIEIE SSL
BIEK o

F85%fH : EnableClearMode TRUE
$8f5l : EnableClearMode FALSE

EnableSecureMode EtA Essbase FA P imEd Essbase fUIEI2 T, 2 AT SSL INZR1E
5T o BESFHEMNIERE S TRUE » A BEZHE SSL ©
FE:%{H : FALSE
$8f5 : EnableSecureMode TRUE

SSLCipherSuites FARt SSL BN S4B B (UIBAIER2HES) o Essbase 1t
BEREXNZEREP—EZBAERETT SSL B - BRIEERE
BEIERIEAR 0 EEESENNE —EZH5AE o
JERR(E : SSL_RSA WITH RC4 128 MD5

#8f : SSLCipherSuites
SSL RSA WITH AE 572 5 67CBC75HA2 56,5 SL_RSA WITH AES
_256_GCM_SHA384

APSRESOLVER Oracle Hyperion Provider Services URL o Y18 {fERA %S
Provider Services fE1R2s @ FFER D950 FRE(E URL ©
&5l © APSRESOLVER https://exampleAPShostl:PORT/
aps;https://exampleAPShost2: PORT/aps
AgentSecurePort RIBESEEENZTREEIE o
FERR{E : 6423
#5f5) : AgentSecurePort 16001
WalletPath H#FIR CA BB EEERE 2~ Oracle Wallet WFITEUE (D
71,024 @ 7T) °
FE3%{8 : ARBORPATH/bin/wallet

$3f5 : WalletPath/usr/local/wallet
ClientPreferredMode? FBRImEEREENER (X2 TER) c IREEFERES
lSecure]  FTAEEMSERES R SSL L o
MREEFERTES Clear) > AR SIRERPIHREAERE
SEEZEERAETIRAEEH S - F2E BEUuES R
{E% SSL B4R o
FERR{E : CLEAR
&5 : ClientPreferredMode SECURE
19N essbase.cfg FURAELENM » R ZRFIMITIERE ©
24N EnableClearMode ] EnableSecureMode 52 E 4 FALSE > Essbase fE 5IE(E o
SHAIMEEREEREIRTE » BEEIH Esshase WL L ELR - BRIELDELR o

4. {#FUREARA essbase.cfg e
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BEIHEEE essbase EE5ILIETT SSL

o B
AEEEAR Essbase BIDHHE

AEFREIR CARENEZEBRENLAFTEERI (BIW » walletPath/usr/local/
wallet) I EEDEUEIRG_ ERIPARAIE ©

1. BAFEENIERIISEDHMIBHRTRIUTIE !
EPM ORACLE HOME/common/EssbaseRTC/11.1.2.0/bin
EPM ORACLE HOME/common/EssbaseRTC-64/11.1.2.0/bin

2. BAFEENKERISEDHARTHLUTIE EFH)
EPM ORACLE HOME/products/Essbase/EssbaseServer/bin
EPM ORACLE HOME/products/Essbase/EssbaseServer-32/bin
EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin

3. 1 EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/essbase.cfg #85
B EE D ERVENRE ERYLLTIE -
EPM ORACLE HOME/common/EssbaseRTC/11.1.2.0/bin
EPM ORACLE HOME/common/EssbaseRTC-64/11.1.2.0/bin

4. & EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/essbase.cfg #85
BB EDARUENR LRI E (A7) ¢

EPM ORACLE HOME/products/Essbase/EssbaseServer/bin
EPM ORACLE HOME/products/Essbase/EssbaseServer-32/bin
EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin
5. BAFBERNIKEREISEDTUER LI Essbase AR mLRENE !
EPM ORACLE HOME/products/Essbase/EssbaseClient/bin
EPM ORACLE HOME/products/Essbase/EssbaseClient-32/bin

6. 1 EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/essbase.cfg Eal
BISED AR _EAILAT Essbase FAR ML I E -

EPM ORACLE HOME/products/Essbase/EssbaseClient/bin
EPM ORACLE HOME/products/Essbase/EssbaseClient-32/bin
7. HBELEEPMEHNITEE essbase.properties FEZ
essbase.ssleverywhere=true
olap.server.ssl.alwaysSecure=true

APSRESOLVER=http[s]://host:httpsPort/aps
AR IILERU A ERERY URL ©
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TN BERED RN IE (G1F1E) £ essbase.properties 182 !

EPM ORACLE HOME/common/EssbaseJavaAPI/11.2.0/bin/essbase.properties
EPM ORACLE HOME/products/Essbase/aps/bin/essbase.properties

EPM ORACLE INSTANCE/aps/bin/essbase.properties

it EPM ORACLE HOME/products/Essbase/aps/bin/essbase.properties EEIEEDB
TUBARG_EHY EPM ORACLE HOME/products/Essbase/eas ik (MIRAIFA) ©

#

vl

@A Oracle Hyperion Planning : &L T =1&4%

4HTIEE essbase.properties 18

essbase.ssleverywhere=true
olap.server.ssl.alwaysSecure=true

APSRESOLVER=APS URL

& APs URL BXfX% Provider Services URL o ¥R Z &6 Provider Services falfk
2% BERADRDPESE URL © 540 > https://exampleAPShostl: PORT/
aps;https://exampleAPShost2: PORT/aps ©

ENBESED BT BT PAILL NI BB HT essbase.properties HEE !
- EPM ORACLE HOME/products/Planning/config/essbase.properties

- EPM ORACLE HOME/products/Planning/lib/essbase.properties

10. {2i@FK? Oracle Hyperion Financial Reporting : i T = @454 ig =
EPM ORACLE HOME/products/financialreporting/bin/EssbaseJAPI/bin/
essbase.properties 8% :

11.

essbase.ssleverywhere=true
olap.server.ssl.alwaysSecure=true

APSRESOLVER=APS URL

& APs URL BXfX7% Provider Services URL o ¥R £ 86 Provider Services falfk
25 SAEADITDPREE URL o I8 > https://exampleAPShost1: PORT/
aps;https://exampleAPShost2: PORT/aps ©

o B
E5EEM SSL IRIEH » Financial Reporting 3527 Essbase #5278 » THERE
BT o BRMRBAFHETERIBLR > EAEME R

REIRIREE .

Windows : 17 —1E+ % APT DISABLE PEER VERIFICATION MU RATEE > I
HERA L

Linux : 7f setCustomParamsPlanning.sh FAHTIEIE AT
API DISABLE PEER VERIFICATION=1 °

X EPM ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/setEssbaseenv.bat
3 EPM_ORACLE INSTANCE/EssbaseServer/essbaseserverl/bin/setEssbaseenv.sh
FRHTI%$E/NER APT_DISABLE PEER VERIFICATION=1 ©
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REIRIBEE ¢
B:T JAPI BRiER SSL 5%E

£ E JAP| Z Essbhase JTHRITERAFMES » BT REITALER - B UBRETER
M BIARR RSN essbase.properties ©

o

TERFAHRIR SSL 4514 » RB/DEATE essbase.properties AHIMERIE ©
IR TG 2B BRISMBEBVRFIE o

WRIEEHT JAPI FBEUmAY SSL 4351 ©

1. (ERANXF#REESsFRY EPM ORACLE HOME/common/EssbaseJavaAPI/11.1.2.0/bin/
essbase.properties ©

2. REEFHEM - NFECTEFTR JAPI B IRFERIEREE » sA2R &K ©
W RICHE AN B4 FTE essbase.properties F1 > sAFTIEZ4F 4 ©

®I& 2-3 JAPI BRIGEITERR SSL F%

. ____________________________________________________________________________________________|

it #REA

olap.server.ssl.alwaysSecure R P IR/ FA Essbase fIIERFER
R - MRERSEFIEEZEES true
ROm]aaI#R A SSL R o
JERRME | false

olap.server.ssl.securityHandler FRIZEABENEEEA BT UEE L

BERIEES —ERIEER °
FE:2{E : java.protocol.handler.pkgs

[—l==1

olap.server.ssl.securityProvider  Oracle fff Sun SSL BB ESIE o KL
B8 I E2RIEE 5 —EHAER -
yAmfE :
com.sun.net.ssl.internal.www.proto
col

olap.server.ssl.supportedCiphers  FAREAZEENZ EMtZRIEENEIHEDIR
JBE o INHBEISTE Essbase IEREHEAE ©
gl -
SSLfRSAﬁWITHiAE5725 67CBC75HA2 56,8SS
L RSA WITH AES 256 GCM SHA384
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R 2-3 (48) IAPI BRIHEAITER SSL 151
|
S B

olap.server.ssl.trustManagerClass FAF B&sE SSL /&:EH TrustManager 485!
FErREEENEEREAAEH -
RIETER > EEFEN 2B R RGBT

FRENEREIRTE °
WMREABERFINTERERD » BRHA2H
ERRERL

com.essbase.services.olap.security
.EssDefaultTrustManager ; E2AEEFT
AR EEENTER TrustManager £8

Al o

EEE{FETH TrustManager > FIEEE
fE javax.net.ssl.X509TrustManager 7%
MR TrustManager 385 F5EEER2FE o
g
com.essbase.services.olap.security
.EssDefaultTrustManager

3. f#fFIEERA essbase.properties ©
4. EFRIENFTE Essbase soff ©

B Z—FRERFE SSL &R

Oracle Essbase 7ot (I3 MaxL) RJ LUERIPEERFEEBARRY SSL » 75 7AZIE secure BiffEH
RASEF LUEARE Essbase fUIEIZR o I8 » {RILATE MaxL THEEHIT NIIEFA—Es< > X
{21 MaxL £ Esshase fUIZIZN 2 B2 2B

login admin example password on hostA:PORT:secure

login admin example password on hostA:secure

AR EETKAEPEERIFREIES] > MIFETE essbase.cfg FISERMRERTE « WRILHFLE

EEHAET > Essbase AR MEERALA ClientPreferreddode REMNE *» KATREE

X AP imER Essbase Z fEIR R 2ERAIAME © IR ClientPreferredMode RA R EM
Secure) - WM EBIBENRZEREBRET ©

@R Esshase 21¢ BY SSL

ORACLE

s

AEFREAEVATER BEBEHIER » BELE/RE I {R5& Oracle Essbase B E o4 (BI40 MaxL ~
Oracle Essbase Administration Services f8fk2s » Oracle Hyperion Provider Services ~ Oracle
Hyperion Foundation Services * Oracle Hyperion Planning ~ Oracle Hyperion Financial
Management #1 Oracle Hyperion Shared Services Registry) 2 A ©
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KR 3

Essbase Administration Services (EAS) Lite ERFIA EPM 4BREF2 58 E
Y HTTP {@AR2s SSL BB (530 > 443) © easconsole.jnlp FEEFHNZ S
URL FB%#3F SSL E#5R (80) °

EIFESEHE - LXE%LE’]?C% URL E¥f{ easconsole. jnlp FFTHAIZ 2 URL
FREYTERRIE SSL EIFIR

TB% L% URL : https://myserver:SECURE PORT/easconsole/
console.html © B30 » https://myserver:80/easconsole/console.html

BHBIZ 2 URL : https://myserver:SECURE_PORT/easconsole/
console.html © U0 » https://myserver:443/easconsole/console.html

s5 2B My Oracle Support (MOS) 3‘(% X% 1D 1926558.1 - EAS Web F3%
&1 easconsole.jnlp AE S SSL EEHEESE L& ©

R IR

&P LB Essbase EFZE /L SSL ﬁ‘t » UK TEFE SSL L IE(E o Essbase UIEFEZT(
SHEFZ2EEE | CUILURER TR EHEELSEER - TAENRZ2EREDN
AR E AR A SSL AR - MR EEB P imEAREIIE SSL Ei%1B Y Essbhase UIEFE
o ZEGEWIRAIE SSL AR © o n I AT Essbase IBIENMITTIE
SSL 1 SSL i#4R o

TR UERSEPEELFER SSL > HiERELBEARIEEZ 2 BB ENERE - 552
PRI S —PEERESE SSL EAR -

Y02R SSL 2R © Essbase BIIRERBIFIAEME SR EINE - UERENZEEE -
%%?c%ﬁ‘tﬂ’ﬁﬁ Essbase JoF8f%E > SfEABHRZ/REREA SSL @ > BE

TBAZCAER o Oracle Z:#E » FAMRBE =7 CA BV/EBREBERHITIRIER
Essbase BY SSL R 7E ©
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EAS LITE Browser Smart View

1 Provider Financial Shared
EAS Web App Services Planning Management Services
I
=
EAS
Server Application Server I I I
TCP/IP TCP/IP TCP/IP TCP/IP
] }
s 7l :
b Essbase = TCP/IP
Server
." it e ODBC/JDBC e "5 EPM
C;rtg ' susty Database
AR NN

IBE > Oracle Wallet #7728 ECE A Essbase RTC WY P imak BB SSL i@msfHy/&:s »
Java BIEFREFFZELCHA A JAPI ZENBI oA REUH SSL BIRI&RE o ﬁugLi SSL
i85l > Essbase AP isM T EE#FZE%E Essbase [ARZEMAIEIZTUEE 2 CA IR

22¢
ag °©

VENREMEMNNE

Oracle Z:&& > FRXIEFE =7 CA B/KREREAERHAITIRIER Essbase BY SSL &€ ©
LSRR - FRERNBEREE RS

/—r

o

o
Essbase XiREABAFILRE @ B AEAE— SSL /RFERRELETFHESE o &
ﬁﬁ%ﬁﬁ—?—ﬂ:’%uﬁﬁﬁ ﬁ\%iﬁﬁﬁfﬂﬂﬁ*ﬂ&z& °

MREERMATHZIBRBEINE » MEEAERESRFTRE °

TEETHESE !

*E CA /'%u‘:' ©

{£F3 Essbase RTC 11 E Essbase 2 EBAFHITTH » EEEIR CA /&EF#1FTE Oracle
Wallet /7 o 568 JAPI REZEIEARII T » BEEIR CA BEFFE Java iBFHER ©
THHREIIEXEREFNTFENAUE o
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KR i3

NREEFRARBMZE=7 CAES » HiZ CA IR&RFODELER
Oracle Wallet 5 » CEISERL A B E L IR CA /KRB ©

Esshase {Alfk22F] Esshase RIEIZT B HEE/RE o

x®ig 2-4 HENEENEMNGE

joit? BERE

MaxL Oracle Wallet

Administration Services {EAR2s Oracle Wallet

Provider Services Oracle Wallet

Oracle Enterprise Performance Oracle Wallet 1R CA /&:%

Management System Z#}E

Planning - Oracle Wallet 1R CA &5
Java &IgFHRE

Financial Management Java EIgFHRE 1R CA /&%

Essbase (fAfR22FIEIZ) 3 - Oracle Wallet - 1B CA &%
Java £iREFHE - ];ssbase ARSSMARERERXNE

BB ©
Oracle Hyperion Shared Services

#7E

LR BESBTREN—EFIIER f] R ERELEREREN ZETh

2 BRI LGRS ET AR ET SRR E R E—RRE o

3 REB AR STETERA) Oracle Wallet > LUK TE Java IREFMET ©

LZHE R EZBE Esshase o

REZFGRCENZ2HNNEERE (FARES 6423) » M A LUERTE Oracle
Essbase RS (EEZIR © RIEER @ SABRFERELBNERNRERE - UEE
TASRBNERZENE o

U5 Oracle HTTP Server B%4 > EPM System Installer € 1F2£E Essbase |78 1#
23 FBY ARBOR PATH R » &L Oracle Wallet M1 B EE/RE - TE—TWEHEF > FIA
Essbase o E G HAEEREE ©

#1¥ Essbase (EAAZ(S1EE =7 CA &R

BIREER RIS RE

CHREE REER » A% E Oracle Essbase 1AfRk23H] Essbase LIE2 L BIEARESENF
B o BRTRABTARB—RERE CN=) BENMEEN - CERRBRMES
KA > BEUS SSL /&3E ©

eI LMER T B (HiNsi& T A5l Oracle Wallet Manager) 2RI /&EEE R o YNZEWN1{A
BIURBERNFHMAEN > BA2RCERER 2 TEMERNH o

fERER T ANEEE :
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217 Java £IBEFEME (IKS) WEEEEIE

keytool.exe -genkey -dname "cn=myserver, ou=EPM, o=Oracle, c=US"

-alias essbase ssl -keypass password -keystore
C:\oracle\Middleware\EPMSysteml1R1\ss1\EPM.JKS -storepass password
-validity 365 -keyalg RSA -keysize 2048 -sigalg SHA256withRSA -noprompt

EERBES

keytool -certreq -alias essbase ssl -file
C:\oracle\Middleware\EPMSystemllR1l\ssl\essabse server.csr -keypass password
-keystore C:\oracle\Middleware\EPMSysteml1R1\ssl1\EPM.JKS -storepass password

BEHFAZE18 (FHE openssl 2B ASEFITUTHRE) :

1. openssl.exe pkcsl2 -in C:\oracle\Middleware\EPMSysteml1R1\ss1\EPM.JKS -
passin pass:password -legacy -nocerts -out c:\Apache24\ssl\Apache24.key -
passout pass:password

2. {ERERY CA (BREREEN) RJMELNREENR » TREMAUTES !
C:\oracle\Middleware\EPMSystemllR1\ssl\essbase.cer °

ISR ZRIR CA &E
IR CA /R S iRs 2 AR SSL 2 /&8 EL LS /_\DEZM'TZ@ﬁ%*ETGE’\J

NEEIR > UEERRIRE o GRILUER %@t SSL ,/i'? E’J B NIHVSIE CA /&RE °

F51L 243 %] Essbase ﬁﬂﬁ%%jiﬁfﬁ%‘ﬁﬁ’ﬂﬁﬁﬁﬁ%t » ZHEEE Essbase fAiRes/&:E 2 CA BY
REEE © AN ERR/RELEAEBSZAP IENERENES - B2REVNEN &SN M
g o

o e
EPIL B S B ER R R AR LB —1REE

Zi CA HEMEE
L CA RBNES » AR TES !
4 7E Essbase A Weblogic TLS 4%
TR TLS &E
BHUTEREETH tls.properties FEZ

%EPM _HOME$\essbase\bin\tls tools.properties:
certCA=c:\\ssl\\ca.crt;c:\\ssl\\intermediate.crt;c:\\ssl\\essbase.key;c:\
\ssl\\essbase.cer;
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ORACLE

HoE=
R Esshase 21¢ A9 SSL

Hrp !

C:\ssl\ca.crt - root CA certificate.
C:\ssl\intermediate.crt - intermediate CA certificate.
C:\ssl\essbase.key - your private key generated in the previous step.

C:\ssl\essbase.cer - your server s signed certificate issued by your
CA.

AT TAZZNNE » LUFT/RSEEHT Essbase fAlfkes :

set ORACLE HOME=c:\OracleSSL

set EPM_HOME:%ORACLE_HOME%

set WL_HOME:%ORACLE_HOME%\wlserver

set JAVA_HOME:%ORACLE_HOME%\jdk

set DOMAIN HOME=%0RACLE HOME%\user projects\domains\essbase domain
%EPM_HOME$\essbase\bin\tls tools.properties:

%ORACLE HOME%\\jdk\bin\java.exe -Xmx256m -jar $ORACLE HOMES$
\essbase\lib\tlsTools.jar %EPM HOME%\essbase\bin\tls tools.properties

B3 Essbase BY SSL :|/E
IRB]LIFERTE essbase.cfg FIEE L NER B:] Essbase AR2:A1 B A iHmHY SSL 52

=

= o
RAZERANHRTE
RABRERRE
T miF A2k EL A P imiBsH AR T (ZPR:2 A~ s )
LRiEEHER
HH54E
Oracle Wallet E&fE

KK =¥

SBIRUNME essbase.cfg 0 FTEFIEERNVEZSH (BEEMS » A
EnableSecureMode * AgentSecurePort) ’ TR EHE ©

BETHUATEEE T essbase.cfg -

ESSBASE DOMAIN HOME\config\fmwconfig\essconfig\essbase

1. REBEZHARTE o THRH Essbase RTEEX FIBETHY o MR B EIERITA
FA1T essbase.cfg FHME BFITTARRE o FIU > EnableClearMode B TE R HIH
1789 » B8 Essbase AARZRSEABIBRNNZEERIBA o HE R Essbase EAR
BEBRINZEERBANES » S ETE essbase.cfg FI$57E EnableClearMode
FALSE © 552 T HIRE !

2-44



$F2E
TR Esshase 21c BY SSL

#HK& 2-5 Essbase B SSL 8%
|

BE Faati 2

EnableClearMode? E A Essbase FEFRTZTLEA Essbase FUIRIZR 2 RRUKRINEIE
M o MREEFMERTE S FALSE » Essbase FhiE ZBRIEIE SSL
BIEK o

FH:%{H : EnableClearMode TRUE

&iffl . EnableClearMode FALSE

EnableSecureMode EZF8 Essbase FA P i E2 Essbase fUIER2T0 2 RERY SSL INZRiE
o BEFFENBRE S TRUE » A HESZ & SSL ©
FH:%({H : FALSE
&iffl . EnableSecureMode TRUE

SSLCipherSuites FAI% SSL @RI 4R/E 8 (WUBRIER2HF7!) - Essbase 1{
EREAgHREP—ERFEARE!T SSL @ - ERERERE
EERIAN > gEAEEFETNE—EZEEAE -
JERR(E : SSL_RSA WITH RC4 128 MD5
#8f : SSLCipherSuites
SSL RSA WITH AES 256 CBC SHA256,SSL RSA WITH AES
256 _GCM_SHA384

APSRESOLVER Oracle Hyperion Provider Services URL o Y152 {T{H A %30
Provider Services faAR2s » 55 A2 K DPREE URL ©
#3f : https://exampleAPShostl: PORT/
essbase;https://exampleAPShost2: PORT/essbase

AgentSecurePort REEAEERNZEERR
THRME : 6423
#5f5) : AgentSecurePort 16001
WalletPath 7R CA REMEEE /K52 Oracle Wallet FIFREMIE (4D

72 1,024 E=F7T) °
FEER{8 : ARBORPATH/bin/wallet
$3f5 : WalletPath/usr/local/wallet
ClientPreferredMode 3 FBRImEEREENER (X2 TER) c IREEFERES
lSecure]  FTAEEMSERES R SSL L o

MREEFERTES Clear) > AR SIRERPIHREAERE
SEEZEERAETIRAEEH S - F2E BEUuES R
YE% SSL iE4g ©
FERR{E : CLEAR
&5 : ClientPreferredMode SECURE

19N essbase.cfg FURAELENM » R ZRFIMITIERE ©

2 N8R EnableClearMode # EnableSecureMode 2 E 4 FALSE > Essbase i £IE(E o

S HE RS EREEREIATE » BEIE Esshase WLZRELR - BR2IERDIEA °

2. f#FWREAR essbase.cfg o

EHSEE essbase BIZELUIEIT SSL

<
AENMEE AR Essbase D EITEFE
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5 TLS TEEAFTBEMHAY CA /RE ©
MEFELEN » AR TYIELS !
5% TE Essbase fY Weblogic TLS E#4%7
B TLS /&RiE

B2E

R Esshase 21¢ A9 SSL

AEFRE IR CARENEZEBRENLAEVERI (BIW » walletPath/usr/local/
wallet) I EEDEEUEIRG_ CAIFARAIE ©

BI{E2RAIE : ESSBASE DOMAIN HOME\config\fmwconfig\essconfig\essbase il

B essbase.properties HEZEAMI LU TR ¢
essbase.ssleverywhere=true
olap.server.ssl.alwaysSecure=true

APSRESOLVER=APS URL

# ApS URL BIf{#A Provider Services URL° MIREFERSER provider

Services fAfRES » BEADRAREME UrL o

https://exampleAPShostl: PORT/essbase;https://exampleAPShost2: PORT/

essbase ©

H& Wallet BERIZE ~ Walletssl BRI ~ essbase.cfg #E2ZH essbase.properties

EERER T LT B2 o

=i 2-6 BIERE

BERE Walle [ Walle [ essb | essbas

t tssl |ase.c |e.
fg properti
es

EPM ORACLE HOME\common\EssbaseRTC-21C\11.1. |& = = =

2.0\bin

EPM ORACLE HOME\common\EssbaseJavaAPI-21C\1 |2 E = =

1.1.2.0\bin

ESSBASE DOMAIN HOME\config\fmwconfig\esscon |& = = =

fig\aps

ESSBASE DOMAIN HOME\config\fmwconfig\esscon |2 = = =

fig\essbase

MIDDLEWARE HOME\essbase\products\Essbase\te |=& = = =

mplate files\essbase

MIDDLEWARE HOME\essbase\products\Essbase\Es |& = = =

sbaseServer\bin

MIDDLEWARE HOME\essbase\products\Essbase\ap |=& = = =

s\bin

MIDDLEWARE HOME\essbase\products\Essbase\ea |=& E = =

s

MIDDLEWARE HOME\essbase\common\EssbaseJavad |=& = = =

PI\bin
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®Ig 2-6 (%) BIERRE

BREE Walle [ Walle [ essb | essbas
t tssl |ase.c |e.
fg properti
es
{£fR Oracle Hyperion Financial Reporting = 2 2 2

EPM ORACLE HOME/products/
financialreporting/bin/EssbaseJAPI/bin/

AR | 7E5E%EM SSL IRIEH > Financial Reporting BE
A Essbase 25818 » A SERIIER - ERMEATH
BIBRELR > GG R o

&R Oracle Hyperion Planning
EPM ORACLE HOME/products/Planning/config/

EPM ORACLE HOME/products/Planning/lib/

il
f
f
fi

4. RERREE
Windows : 217 —1E+ % API DISABLE PEER VERIFICATION BYRTRATEEN > WiGE
(EEZN

Linux : ff setCustomParamsPlanning.sh AT T5A
API DISABLE PEER VERIFICATION=1 °

B3:T JAPI BRER SSL 45 %E

£ E JAP| Z Esshase JTHITERFET » BrLRETESER - BRI UBRTER T
FiEidzt s A essbase.properties ©

o

TERFTHEAIA SSL 451 » R A/DBITE essbase.properties IHIMNIFE o 9k
ISHFTIG R A BRISMNBEASFIE o

WEISEH JAPI FBEUmAY SSL 4351 ©

1. (FRANF#R#E:5FR EPM_ORACLE HOME/common/EssbaseJavaAPI-21C/11.2.0/bin/
essbase.properties ©

2. REEFHEM - NFECTETR JAPI B IRFERIEREE > 5B &K ©
R ECHE AN B4 FTE essbase.properties F1 > sAFTIEZ4F 14 ©

£I& 2-7 JAPI FRiHRITELR SSL 1514

it #REA
olap.server.ssl.alwaysSec RERRIMITEAFTE Essbase FIIERERMNKET o IREH
ure EESEEEES true > BIRSAHIRA SSL 2 o

JEEG{H : false

olap.server.ssl.securitydl RIBENHBENELEAZRBETUEBILERIEES —EEE
andler 1230 o
THEG(H : java.protocol.handler.pkgs
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®I& 2-7 (48) IAPI BRIHEAITER SSL 151

it #REA
olap.server.ssl.securityP Oracle £/ Sun SSL @R EBEE o LRI B ILERIEES
rovider — B o

FAs%(H : com.sun.net.ssl.internal.www.protocol

olap.server.ssl.supported AREAZEBENZAMEBHANEROIREE - TREEEE
Ciphers Essbase STV HEAE ©
i
SSL_RSA_WITH_AES_256_CBC_SHA256,SSL_RSA_WITH_AES
256_GCM_SHA384

olap.server.ssl.trustMana M ER:E SSL /&:BMY TrustManager 487 > 75 A2 5REREM

gerclass EEE%@%}%E,HH ° N e . R
RIETER » BE MDA RTE KRBT RITIIENRFZRE o
MRIEAERFIHITERRIEE » BRHZSHERTEN
com.essbase.services.olap.security.EssDefaultTru
stManager ; SRR ARRERD & ETER
TrustManager $87! o
EEEEBTH TrustManager ° ;515 BE
javax.net.ssl.X509TrustManager /&M TrustManager
$ERIRVTCEE AR 1 o
&if
com.essbase.services.olap.security.EssDefaultTru
stManager

3. fAFARIRA essbase.properties ©
4. EFENEIFAA Essbase o ©

— Y
BT —PEEREZE SSL iE4LR
Oracle Essbase 7o (40 MaxL) AT LAZEHIPBEEREZEBARAY SSL > F7A2E secure B
HEHRAR T LUELRE Essbase MUIEFETN o HIU0 » {KRILATE MaxL AT R EA
— (@< > LUEEI MaxL Bl Essbase fUIEIZ 2 ML 2 E4R ©

login admin example password on hostA:PORT:secure

login admin example password on hostA:secure

ARG EARBE—PBERIEEZES] > MIEETE essbase.cfg PIEENARRT « MRE
REETERRERT > Essbase BRIHEFAIEA ClientPreferredMode REHE »
KAREREERKZAF IR Essbase ~ B 2 BAZHIATL o TR
ClientPreferredMode YR BRER, [Securel @ BB BEFAZE2NEEIETT ©
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=
23

=113

W

ZE2MENERIIR SSO

Fﬁ .
ZXIEM SSO A&
B Oracle Access Manager FYEE—& A

OracleAS Single Sign-on

Rz EPM System Em#ETT SSO

HEEcs ) IR EmAYRERE SSO

$H¥HEED Oracle Identity Cloud Services BIFZEEE! SSO R E EPM System
SiteMinder SSO

Kerberos BE—& A

& E EPM System #717 SSO

Smart View B E—& AR

¥R SSO 757&

SSO FE Web #ip BRI R A ZR BIBIBRE 2 FRENEARBEIEL Oracle Enterprise
Performance Management System Z & o & B LUE A T5IRIZZE EPM System 757% » #F
EPM System E2EZEFNB5T09 Web B! SSO R FZES o

HTTP 128

SRl

HTTP X HEAREE

# HTTP ZRAPEVSRIHFRE
BECH R BB EMNIREI RS

= I

NRTRAR B E LA BiZEE A ERE SR E@?‘ifﬁj&mﬁwﬂ%#ﬁ » Oracle Bi%
& > 7F Web R AReSELFE FBTE A ARES ~ MK A BB P i /&5 Bess (213 SSL) jzf’ﬁﬁ%;t

ZHEE

HTTP 1E88

WNERIEEIE Oracle B—F A (0SSO) - SiteMinder 3 Oracle Access Manager 1E4 Web 5
BIBMRRZ » EPM System &M & BEEEEG] HTTP 1258 » UEREEEFRENEA
ZREEIELS EPM System Toff o
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BI3E

SIEM SSO Ak

EPM System EmEAENE AL » BURICEIE Oracle Hyperion Shared Services
S EEAE BIREEFTTEER) Login Attribute © {158 Login Attribute BYFSXEERER
A2/ Oracle Enterprise Performance Management System User Security EFEF 7+
By TE&%E OID ~ Active Directory S Efth LDAP BUpyEREBE o

HTTP 1Z884 B 535874 Login Attribute BIEBME(E o HIW0 > % uid A Login
Attribute {8 > B HTTP fZBEMNBE S uid BMERE o

WNEMAEEFERE L BT HTTP 1Z3ERHAE T » 5520018 Web 5 EB#RHEN
XA o

EPM System Z2 &t HTTP 1238 » WiRIEETE Shared Services FRENEHE
Bi% > REZREBENNEAZBEEAN

BT AL

EFAEEAR > Web #7 SRS ZERIEERERSEERBHERESE > WIKXA SSO

*/%%%szi—j E)%ME&@}EH%E,]DL:D J//({EEQ}EH—F/E?%% ﬁE,] SSO ° % Web uﬁt/DJ'J IE@Z?:/;JE
ZFHA T EPM System E A ZIEIES] 0 32 SSO #HIZRIEMHt Login Attribute BY
8 > SAER BB ALERIASTE Login Attribute BIE > WAEZIEFIEZE EPM System
EDD

ﬁ% Bs]EALER] > 3% EPM System H{FEA X509 ZEliREN 22 M RIBEAE
o HEMAEEEREETIR » T BEERZE Shared Services API ZREEF EPM
System Eomid Web #R|BIEFA S ZE 2B SSO /THE ° Bl E AR ER Logln
Attribute FVBEFIEE EPM System Edn © W% Login Attribute FIRSXZERAR » B2
B8 Oracle Enterprise Performance Management System User Security EFZF AR

527 OID ~ Active Directory K EAth LDAP BREREBE] o NESHHIFRENE
T’IE*/F%EF » E2RBERIEALER ©

WMEERABIEALER (FARZHES
com.hyperion.css.sso.agent.X509CertificateSecurityAgentImpl) > $85! BRI A

BEH com. hyperion.css. CSSSecurltyAgentIF‘)|EﬁEﬁf?TE °CSSSecur1tyAgentIE‘é§
E%%*EHR@%%%MAME%E’J Getter E/i (EA) - MEEEL null 15 » 22 MRS
RHEHERAEENREME > I REZIREEPREFEZERE - & EERE
JEZ{ERZES » EPM System & ;uit@ﬁﬁﬁt T’FFE%@E’J@%%%%@@&E%X%&E
Ko

CSSSecurityAgentIE‘ﬁﬂ??ﬁﬁ%@??fﬁ . getUserName EiigetPassword°

getUserName 7%
75 A B BRI AE L FBEITERE o

java.lang.String getUserName (
javax.servlet.http.HttpServletRequest req,
javax.servlet.http.HttpServletResponse res)
throws java.lang.Exception

req 2HMEIEERN S BRAEERERBZEND HTTP 2K o NMEMA res 28 ([0
WEAENTERE)
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BIE
A Oracle Access Manager BYBE—%& A

getPassword 755%
755 B EEA FRNGEI TS o BISHEAERM o

java.lang.String getPassword (
javax.servlet.http.HttpServletRequest req,
javax.servlet.http.HttpServletResponse res)
throws java.lang.Exception

req 2HEIETA 2] ARHEZIEZ BB HTTP E3K o FMEMA res L& (CIMABRERITE
&) ©
HTTP 1ZiE1Z5E

EPM System &M 2% HTTP IXER5E » & Login Attribute BYETNE Web # 5 EIEHE
R ZEES EPM System ZE & © EPM System &GS 2 S RS8R BEEE A E B AL
78 o

# HTTP ERPERGEIRERE

EPM System Z2 4 HTTP E3K » i Login Attribute FIENE Web #FI SRR
ZFIEZE EPM System Ef o 1R Web #5| EIEBE RS RZEEIEE R Login Attribute ER
HTTP E3K » HiZEREH setRemoteUser KB > s5{EAE(E SSO 5% ©

FaToH B B IR E mAYIREARY BT
EPM System ZBEEAI# R EIEE M (B30 Oracle Identity Cloud Services ~ Microsoft Azure
AD ~ Okta) » 1SLEfE M B TR IZsEA T o B TIERIZN T -

FEEBRENIEARBMRIETH » FEHRFIREBIARFECR{RE EPM System 7t
o

B RENN 2HE Y EPM System JofFPTEEHEY HTTP E3K » WwHERH A EIRERER
EREEIXZE EPM System 7o Z AT4CEREEFEAZE ©

R EKREXE EPM System JoHHs > BIEEARENEZEE HTTP ZIEEX » B EEREE
FBE#BEEZE EPM System 7o ©

EEZIERILEEEZES] > EPM System FERTE AH151E HTTP REE R EEN B BB EHAE A
fEECHER o

2K B Oracle Access Manager BV EE—& A

ORACLE

Oracle Enterprise Performance Management System E¥HREZEEEABEENES]
HTTP 1238 (78552 #8724 HYPLOGIN) » £2 Oracle Access Manager 25 o MZEABMERE
Oracle Hyperion Shared Services EPEQE@H%%E%%%FE QEM o ANFE Login Attribute E’J
f5%2:RBE » 552R8 Oracle Enterprise Performance Management System User Security E7EF
FFRHY TE&7E OID ~ Active Directory S Elfth LDAP BU(EREB R o

WHJLU?’&ET#%J\% MZE EPM System BYIRTEEL E(E{AZ 8 © 7F Oracle Access Manager
#+¥t SSO 5&E Shared Services B > FhZEREEZERE o
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HIE
3R B Oracle Access Manager BYBE—& A

EPM System ZEEEAB4HE > RIFERTEHNEHEE B (FEAZSGIF > 32 Oracle
Access Manager FAZ2RERsEEFEE N AE B %) REEHAEE » AR EA I EUHERE
EPM System 2 SSO BJ EPM SSO /&:% o M BRRRE BizigERAEENE
18 » A EEREH A& FE EPM System BJJR ©

o B

Oracle Essbase Administration Services Fi% & (288 S im) I A &R
B Oracle Access Manager A9 SSO °

WFBANMAEIERTE Oracle Access Manager > DU INAIEITEE HTTP 288 A0R AAEs S5 T
ERIFERAE ST > 55258 Oracle Access Manager X1 o ZKFMHRER @ S BT EETHY
Oracle Access Manager Z3& 58 5 T1E :
BE&t¥ EPM System st EM BRI R A48
BEE HTTP 588 » LUEREABMEFIEES] EPM System
ERETIEERENZRETH EPM System ER o ZEVRREZRNER > §%E|
Oracle Access Manager B9 o
EECHFRETEEECHRENEZ R EPM System B o ZIAZ(REZ ERN
R » FEFF) Oracle Access Manager BYZ& RS ©
aN{aEt ¥ Oracle Access Manager FY SSO 58 EPM System :
1. & Oracle Access Manager FAZ?RER:EFEAE B » #E %A EPM System HAYSMED
A& B % o 55263 Oracle Enterprise Performance Management System User

Security EFEFPHHI TR OID ~ Active Directory s Efth LDAP BLHEREE
B% e

o R

AR NEGEN EEPNREEZESREAE » UEEHZERE
BiE 2= 51T/ SSO HR ©

2. #t¥$ SSO RE EPM System ° 52 5% EPM System #47 SSO ©

#2HY SSO REEHIBIE B E Y Oracle Access Manager © Y187 H Oracle
Access Manager BY HTTP AZ8E{EA HYPLOGIN LIIMNIZTE » 557 SSO #5885
BUXFHRF > MAZBIZENEZE o

3. {£[R Oracle Data Relationship Management :
a. #1¥ Shared Services B:535:R E Data Relationship Management ©
b. 7f Data Relationship Management ==& B SSO
WNEEFAHE RN » 55260 Data Relationship Management S o

ORACLE 3-4



BIE
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OracleAS Single Sign-on

ORACLE

ok

OracleAS Single Sign-on (OSSO) &R 75 223518 Oracle Internet Directory (OID) {EA{ERAE
Bix > 12t Web FEFBIZTA) SSO ZEUE © (EAEILUERE OID REERNEAE B RBAE
b5 > & A Oracle Enterprise Performance Management System ZE &4 ©

BRIETIE

Firewall

WebLogic Server
EPM System Products

0SS0 Server

EPM OHS with
mod_osso, mod_wl_ohs,
and mod_proxy

OSSO 2% :

1. fEAEFAEE EPM System URL (40 http://
0SSO _OHS Server NAME:0SSO OHS Server PORT/interop/index.jsp)’ FENREDER
#% 0SSO fRE 2 FEFAZIY EPM System Tff o

2. HRe% URL 25| OSSO Wfx# » fZETE Oracle HTTP Server £AJ mod osso BREE
3K o Oracle HTTP Server 85/ mod_osso REILAHI Cookie o IR ERFZE B KA
Cookie > Oracle HTTP Server S ERHEREEFERZE 0SSO Afk2s » MZERFIEE
RIEAE UEVUSEEE » WARYR OID ZRER=EAEAE ©

3. OSSO AR EEIL obSSOCookie » Wi AFHZERIEEREAS Oracle HTTP Server £AJ
mod_osso H&R#H > MZIRAEGTTEERFRTE 0bSSOCookie © B &S mod wl ohs
(Oracle WebLogic Server) i&ZEREHEMZE EPM System &R o Oracle HTTP Server 7£
R EREIXE EPM System BIRZ A > 5T E Proxy-Remote-User 1588 » :8 EPM
System ZZ2MAEAREA SSO °
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EPM System ST SR > ZERAE (R BN Proxy-Remote-User HEEVEL )
EETE OID R o NEEZIZF AL INENE » S44ZB7E Oracle Hyperion Shared
Services 1 > #&F| B OSSO fAARAFREN OID REAINBEAEERR ©

TR

1.

h

=

2105Ch SSL BBFE 218 » SR — IR ESIERIESF -

INBESTEERY Oracle Application Server EF2Z24 o

EE 217 Oracle Application Server EfEZ94% » (5L LR T Oracle Identity
Management EHEZ24# 10.1.4 o FBHE(R OSSO EBUE ° Oracle Identity
Management EH5224% 10.1.4 ZEEF TR EZ1E 0SSO ©

Oracle 10g OSSO fAlfR2S °
OID > §E5% OSSO fAIARe: FZRERE0E © s 2R T ¢

- Oracle Fusion Middleware Installation Guide for Oracle Identity
Management

- Oracle Fusion Middleware Administrator's Guide for Oracle Internet
Directory

Oracle HTTP Server > {E# OSSO fAlARZSAYATIR  IEEZLHEE S nod osso
E ARG HE 0SSO EER SR HEAREL -

o EE

i51@ Oracle HTTP Server 182 OSSO EMZREN—I D » F8E
AR E EPM System 7o) OSSO ©

BELEBEF  BREBELE 0SSO RS L mod osso BikASIERM
FEFTER ©
INBESTEEA) EPM System & o
S E EPM System 489 Web fAlAR28EF » EPM System Configurator &1
Oracle HTTP Server E&%7E mod wl ohs.conf » MRIBEMEREEE
WebLogic Server °

AferAIEERE
1. FERIERKFEZ 2 Oracle Hyperion Enterprise Performance Management

2.

3.

Workspace URL :

YR epm.myCompany . com EHSMEBEAARVEARESRI® > BIE 4443 B SSL
#1%18 » B] EPM Workspace URL 2

https://epm.myCompany.com:4443/workspace/index.jsp

£ TBA EEL > BAEREZBATE -
B—TEA -
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4. FERETIUZ 2 HFENEZFER Oracle Enterprise Performance Management System 7T
o

B3 EPM System BY 0SSO

ORACLE

KRR > CERSTERE 0SSO EfEZME - 552/ Oracle Application Server
Administrator's Guide °

#% EPM System Web ARS8 #A SFBHRAEN

515 Oracle Identity Manager SSO & T & (ssoreg.sh 3¢ ssoreg.bat) » f& Oracle
Enterprise Performance Management System Web 1a]fR2s > E#4E1E 0SSO EARSEAIIRZ
Oracle HTTP Server FI&1EREEAZ

FITREEH A OSSO [EIREEATIH 2 Oracle HTTP Server BIEIREE + » BTIEERF o B2
FiE EELIRRBRRIEM osso.conf » M EEFTIEENMUER o

1Al EPM System Web fAlfRes B i A S EBHERIZEL ¢

1. TEEHIEA 0SSO Aiif~ Oracle HTTP Server B{AiR2s LR E RS > REBAER
Oracle HTTP Server # 0RACLE HOME/sso/bin B » 58l C:/OraHome 1/sso/bin
(Windows) °

2. PUTELTYINES > BEM L -remote midtier BEIH !

ssoreg.bat -site name epm.myCompany.com
-mod_osso_url http://epm.myCompany.com:19400
-config mod osso TRUE

-update mode CREATE

-remote midtier

-config file C:\OraHome 1l\myFiles\osso.conf

HMIFE T A sREALL e S RET A28 o TEATEREF > S1EBHIEAENEIEES EPM
System Web {@AR2889 Oracle HTTP Server ©

-site name : IEHEEBMAERE 4R, - 510 epm.myCompany.com °

-mod osso url ! IEESTERHREAIZINA URL » #830#% PrROTOCOL: //
HOST NAME:PORT ° {552 EPM System Web FiR23FAEESEANBEIHRER
URL > #3140 http://epm.myCompany.com: 19000 ©

-config mod osso : FEHEERHEAIZINEEA mod osso o TWRBEMA
config mod_osso 28 > ABEESE osso.conf °
-update_mode : FEREBHMRIN o sAEMTARDY CREATE RIRELEHMHIECHE ©

-remote midtier : 87 mod osso BIEBHEARENUNRIGTE - ES1EBHER
F2TXATE OSSO fAIARE3HY ORACLE HoME F > M@ fiift < —1E ORACLE_HOME
RHE > AR EEEE ©

~virtualhost : FEHSTEBLLERARRN URL BEERTX - MREREEFEHAERT
1 FNEREEZE -

MRECEERBETER N SERHEREI » MABTE nttpd. conf PERER
Fik o F2RER TREREE o

-config file ! #5X osso.conf ERELEZ BRI o

3-7



BIE
OracleAS Single Sign-on

B EBRERTH

MRECEBBRSEBHERRENRERERTH URL BN BERERTE  HE2
FHEE EPM System Web 1afk2§ > Oracle HTTP Server _EAY httpd.conf ©

YNfRIE TR

1. (BN F4EE2EE9 EPM_ORACLE_INSTANCE /httpConfig/ohs/config/OHS/
ohs_component/httpd.conf °

2. IMEHELTIINBHES - BEERMRFK > Web FARSZEANERZER
epm.myCompany.com: 19400 I EE A AR epm.myCompany.com EHIT o BRI
BRRMELIE LR TE ©

NameVirtualHost epm.myCompany.com:19400
Listen 19400
<VirtualHost epm.myCompany.com:19400>
DocumentRoot "C:/Oracle/Middleware/user projects/epmsysteml/
httpConfig/ohs
/config/OHS/ohs component/private-docs"
include "${ORACLE_INSTANCE}/config/${COMPONENT TYPE}
/${COMPONENT NAME}/mod osso.conf"
</VirtualHost>

#2317 mod_osso.conf

SBTE1E4A EPM System Web {AlfR28A1ixHY Oracle HTTP Server £i211

mod_0sso.conf ©

YN{AI#E1L mod_osso.conf :

1. EANFAREREIL—EESE -

2. BUTRBTEREZESR  ARHHETRIRIBZREIES -

LoadModule osso module C:/Oracle/Middleware/ohs/ohs/modules/
mod 0550.50
<IfModule mod osso.c>

OssoIpCheck off

OssoIdleTimeout off

OssoSecureCookies off

OssoConfigFile C:/Oracle/Middleware/user projects/epmsysteml/
httpConfig/

ohs/config/OHS/ohs component/osso/osso.conf

3. 7L <IfModule mod osso.c E&ETF » MABLTIABTHUBER > UEIEHEET
= EFMH 0SSO RENFEEIR ©

<Location /interop/>
require valid user
AuthType Osso
</Location>
</IfModule>
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BIE
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4. FHEZHETFAY mod_osso.conf ©

& 0sso.conf K E

## EPM System Web ARS8 A S ERHERERNWNIER (528 EPM System Web 7]
IRESE A B TERLEMIZR) » BT -config file EmsiEE NI E PR IKIB R ARIEN

0sso0.conf FEZE o
UN{AICAEE osso.conf FIMIE :

1. BHEELER EPM System Web AR 2 84 S 1FRHEAEIURFTRILA osso.conf
(552 FR EPM System Web {AIfRZBE B A& (EBHEAZT) ©

2. ¥ osso.conf BMHEEEIE mod osso.conf FAEFEM OssoConifgFile FFM4PIISER B i1
(f£1E% OSSO {AlAREsATIHAY Oracle HTTP Server £) & (58 2E3# 17 mod_osso.conf) ©
#3 0SSO REE EPM System

L OSSO R FZEESH OID > :RER EPM System FRRYINEMERE Bi% - JABEUE
SSO °

W1EETE OSSO K% E EPM System

1. % OSSO #RHZEFIAH OID R EMINBERE Bk o 552/ Oracle Enterprise
Performance Management System User Security Ef2F#FHH) 227 OID « Active
Directory K Eth LDAP BpERERE] o

2. B EPM System #HJ SSO © 5%7E EPM System #1T SSO

o Bt

WEH OSSO REAHPIBIEMRAZE » KA 7BTE SSO iRt E o IEFE s
EHM > LURTE SSO BFIESHERET nrTe 1288 » SAB 8 A Proxy-Remote-User
H BT HTTP 1ZEEMNZFE o

3. ZE/VREMH—I OID EAEZIEA Oracle Hyperion Shared Services 128 o
4. EFHEENER Shared Services 2% APl B9 EPM System E R BTERAET ©

X
SE{EEHEE) EPM System Em2 Al > FE{RFIA Shared Services & EH OID
ETERATHR ©
M . BYA 0SSO fapR2E LAYEtEn g

UNEELEE OSSO FAIARESAMEEESNE » s5180K policy.properties ¢ R EIREENETEA
ORACLE_HOME/sso/log/ssoServer.log °

YIS EREEEFR

1. FRANXF#REESs > B OSSO AIARSS =M ORACLE HOME/sso/conf/policy.properties ’
U0 c:\OraHome 1\sso\conf\policy.properties ©
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{R& EPM System ZE mmiE{T SSO

2. & debuglevel FFHHIERE A DEBUG °
debuglLevel = DEBUG
3. fHAFREIRA policy.properties ©

#A  HARGREERNEEAS

WNZEECEEERA mod_osso.conf fR:EZEJRAY OSSO HIEFS > FH1ECL EPM System
Web fAlAR2S_EMY httpd.conf © AR EINEIEEE A EPM_ORACLE_INSTANCE/
httpConfig/ohs/diagnostics/logs/OHS/ohs_component/ohs component.log ©

ISR R RE EIRAEHENE

1. FRANXF4EE23F9 EPM_ORACLE_INSTANCE /httpConfig/ohs/config/OHS/
ohs component/httpd.conf °

2. 1 oralogSeverity $FI4BIERE 4 TRACE °
OraLogSeverity TRACE:32

3. fEFEIEERA httpd.conf °

{R:& EPM System ZEE gnifE{T SSO

ORACLE

1A 7B1R# Oracle Enterprise Performance Management System &R » A e ERE
H) SSO EXREMEMELZEMARIEIZT (OAS ~ OSSO g SiteMinder) ©

Oracle HTTP Server {5 mod osso > IHEAEEHEME 0SSO RS ° B%ﬂET@ﬂ
FHFTERZ URL £ mod_osso P& 1R:E > DRI EEMEQERE - F2H
Oracle HTTP Server Administrator's Guide #8Y Managing Security ©

UNEE{R:E SiteMinder SSO E/RMBRAEN » 552 SiteMinder X4 ©

{£PR OAM : [ LLFERIREERMIE EEIFE

RIETERR » OAM ZHTIE M EIZ5E2 /%% URL : Pragma: no-cache #1 Cache-Control:
no-cache ° l%LibEEE%’E—i EPM System 1 Web &R HTIE B MIREIE S &4
B% > FIEAE N IREVERL A BEAR BT (RE URL AR ©

NZBRAIEIELE OAM ZEBFTIE = O fERIEEARERT > 552/ Oracle Access Manager 7587
Oracle Security Token Service £ Fusion Middleware E25F##+ Oracle Access
Management 2{SEFE%EE —EIHY 552 OAM 1CEEFELL ©

EMENER
T%‘E@Jﬁ%\’gﬁﬁﬁﬁ’ﬁa E% 1%:1% 0SSO é/}_a,]uu/ (J—X interop %%ﬁ'@”) :

<Location /interop>

Require valid-user

AuthType Basic

order deny,allow

deny from all

allow from myServer.myCompany.com

3-10
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ORACLE

satisfy any
</Location>

BIE
{Rz& EPM System E faiE1T SSO

allow from 2HFHEEMKIBABREMNEMRE °

#1%¢f Oracle Hyperion Enterprise Performance Management Workspace #1 Oracle Hyperion
Financial Reporting > fER B EHRTE FIEBHIFHISEL

<Location /workspace>
Require valid-user
AuthType Basic
</Location>

Fi& 3-1 E{R#ERY EPM System Fif

EPM System & ERENRIEES

Oracle Hyperion Shared Services /interop
/interop/.../*

EPM Workspace /workspace
/workspace/.../*

Financial Reporting /hr
/hr/../*

Oracle Hyperion Planning /HyperionPlanning
/HyperionPlanning/.../*

Oracle Integrated Operational Planning /interlace
/interlace/.../*

Oracle Hyperion Financial Management /hfmadf
/hfmadfe/.../*
/hfmofficeprovider

/hfmofficeprovidery.../*
/hfmsmartviewprovider
/hfmsmartviewprovidery.../*

Oracle Hyperion Financial Reporting Web /frdesigner/**

Studio
Oracle Data Relationship Management

Oracle Essbase Administration Services
Oracle Hyperion Financial Data Quality
Management

Oracle Hyperion Calculation Manager
Oracle Hyperion Provider Services
Oracle Hyperion Profitability and Cost

Management

Account Reconciliation Manager

/drm-web-client
/drm-web-client/.../*
/hbrlauncher
/hbrlaunchery.../*
/HyperionFDM
/HyperionFDM/.../*
/calecmgr
/calcmgr/.../*

/aps

/aps/.../*
/profitability
[profitability/.../*
Jarm

Jarm/.../*

3-11



FIE
{R3E& EPM System EE fa 1T SSO

F®IE 31 (48 EfR:ER EPM System EiR

EPM System Ef ERENRIEES
Oracle Hyperion Financial Close - [fce
Management - [feef. ¥
Oracle Hyperion Financial Data Quality - Jaif
Management, Enterprise Edition - Jaiff../*
Oracle Hyperion Tax Governance [tss
Tax Operations /taxop
Oracle Hyperion Tax Provision [taxprov
Supplemental Data Manager - [sdm™*
/sdm/**
[sdm/../**
/SDM-Datamodel-context-root/**
Oracle Essbase - [essbase/.../*
/esshase/**
/esshase*

ERCHRENER

TRINHMEZEBUHRENIRIZE R o BUHIRE 0SSO BIRAVEEE (ML /interop/
framework (.*) Z%%E@U)HDT<I

<LocationMatch /interop/framework(.*)>
Require valid-user
AuthType Basic
allow from all
satisfy any
</LocationMatch>

RI& 3-2 EBRUH{RER EPM System &R

EPM System E& ERUHRENRITER
Shared Services - /interop/framework
/interop/framework*

/interop/framework.*
/interop/frameworky/.../*
/interop/Audit
/interop/Audit*
/interop/Audit.*
/interop/Audit/.../*
/interop/taskflow
/interop/taskflow*
/interop/taskflowy.../*
/interop/WorkflowEngine
/interop/WorkflowEngine/*
/interop/WorkflowEngine/.../*
/interop/TaskReceiver
[framework/lcm/HSSMigration
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F®Ig 3-2 (4B) EEUHIRER EPM System &R

EPM System E

ERUHRENRIRESR

EPM Workspace

Planning

Financial Reporting

Data Relationship Management
Calculation Manager

Administration Services

Financial Management

ORACLE

/epmstatic/.../*
/workspace/bpmstatic/.../*
/workspace/static/.../*
/workspace/cache/.../*

/HyperionPlanning/Smartview
[HyperionPlanning/faces/PlanningCentral
/HyperionPlanning/servlet/
HspDataTransfer
[HyperionPlanning/servlet/HspLCMServlet
/HyperionPlanning/servlet/HspADMServlet/
CLIE

/HyperionPlanning/servlet/
HspADMServlet/**

/HyperionPlanning/servlet/
HspADMServlet*
/HyperionPlanning/servlet/
HspAppManagerServlet/.../*
/HyperionPlanning/servlet/
HspAppManagerServlet/**
/HyperionPlanning/servlet/
HspAppManagerServlet*
/hr/common/HRLogon.jsp

/hr/services

/hr/services/*

/hr/services/...[*
/hr/modules/com/hyperion/reporting/web/
reportViewer/HRStaticReport.jsp
/hr/modules/com/hyperion/reporting/web/
repository/HRODbjectListXML.jsp
/hr/modules/com/hyperion/reporting/web/
reportViewer/HRHtmlIReport.jsp
/hr/modules/com/hyperion/reporting/web/
bookViewer/HRBookTOCFns.jsp
/hr/modules/com/hyperion/reporting/web/
bookViewer/HRBookPdf.jsp

/drm-migration-client

/calcmgr/importexport.postExport.do
/calecmgr/common.performAction.do
/calcmgr/lcm.performAction.do*
/calcmgr/lcm.performAction.do/*
eas

/easconsole

/easdocs

/hfm/EIE/EIEListener.asp
/hfmapplicationservice
/oracle-epm-fm-webservices
/hfmlcmservice

3-13



FIE
{R3E& EPM System EE fa 1T SSO

F®Ig 3-2 (4B) EEUHIRER EPM System &R

EPM System Ef ERGHRENRIEE S
Financial Close Management - J[FCC-DataModel-context-root

/oracle-epm-erpi-webservices/*
/ARM-DataModel-context-root
/oracle-epm-erpi-webservices/**
Jarm/batch/armbatchexecutionservlet
/ARM-DataModel-context-root

Integrated Operational Planning - /interlace/services/
/interlace/services/*
/interlace/services/.*
/interlace/services/.../*
/interlace/anteros
/interlace/anteros/*
/interlace/anteros/.*
/interlace/anteros/...*
/interlace/interlace
/interlace/interlace/*
/interlace/interlace/.*
/interlace/interlace/.../*
/interlace/WebHelp
/interlace/WebHelp/*
/interlace/WebHelp/.*
/interlace/WebHelp/.../*
/interlace/html
/interlace/html/*
/interlace/html/.*
/interlace/html/.../*
/interlace/email-book
/interlace/email-book/*
/interlace/email-book/.*
/interlace/email-book/.../*
Performance Management Architect - /profitability/cesagent
- /profitability/lcm
/profitability/control
/profitability/ApplicationListener
/profitability/HPMApplicationListener
Oracle Essbase - [essbase/agent/.../*
/essbase/jet/logout.html
/essbase/jet/.+\.(js| css | gif | jpe?g | png)$
FDMEE - [aiff/services/FDMRuleService
- /aif/services/RuleService
/aif/LCMServlet
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BI3E

YEBCH R B IR A mAVIREREY SSO

HEEcHA B IR E mAvRERE! SSO

TR

ORACLE

SEEER TER Oracle Enterprise Performance Management System © 3873/ B2 & @AY B 8
BIARESNBRE A EPM System AARIREFEHENEREERR o

B 1B ETAAES S > ST RS T RV P IR AE & (Microsoft Azure AD ~ Okta %) o

Ny —fRi2 R B B ECIR R AR B IR E MBIIREREY SSO R E EPM System 18] o (KIA4ERE
BSED SRBURI G E R ER @ B2 EEERTMIRESED R -

UNZEREAES Oracle Identity Cloud Services Z AZF8AYERERUSTAND BF - S5 2 RSTHIERAD
Oracle Identity Cloud Services 12882 SSO % E EPM System ©

1.

& EPM System FixA#in BIEEMTHNEEEAER o WX RAFTHBIENEESR
EEEEAEINER > S22 ERFREZEZIEINE

A0 workspace/index.Jjsp (WQD > https://gateway.server.example.com:443/
workspace/index.jsp) < BIERTEEAAIH 278 (FQDN) BB {E EPM System BY{PZEFERATE
7L URL ©

5% 7E EPM System 1S3 FEFEE L LUEE HTTP 1288 o
o] USRI R L EEZ FBEA HTTP {Z5E3 18 - /Z5EEESAE —H] EPM
System {EAERIFFE ©

R REWERABIZREE > URECEEAER RS OHEENERERE EPM
System °
A TIABERHRE !

BRI ARESEY FQDN (BI40 » gateway.server.example.com:443) E{E{ZENE, ©

#& EPM System 89 FQDN (%140 » epm.server.example.com:443) E{EEHEHEXE
BB HTTP ERMEIR ©

£ EPM System FR{f SSO IR MEAIZRIEFTERER HTTP 1288  WIF/EFAER] >
EE2RRELEMER -
EERA SSO » sFRAT FYIEE -

a. MURHEEERS7HFE Oracle Hyperion Shared Services Console © 552 BIEE)
Shared Services Console °

b. WRFENEERNREFERERR
c. BM—TREMEE-
d. TE—BAHEEEET !
i. #ZEEVRYA SSO IZEN 1R °
i. 7£ SSO RiEER L2 MNP THrAE+ - BEEHT -

iii. £ SSO KB ThIBED » FEENEET HTTP 1888 » ABIEEZ 2R ERREEE
EPM System RYIZEE 278 o

e. ¥E—THE-

7 Oracle Hyperion Enterprise Performance Management Workspace &t %R URL 27 E
EHATEEEREEEL EPM System BFZE B4 E URL ©
B EFH EPM Workspace FRIE HEM URL R ° 55517 NIIENE !
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HIE
#+¥H2HC Oracle Identity Cloud Services BI1ZEER! SSO 58 TE EPM System

a. LIZRHEESKESH7FE EPM Workspace © 5525 77EL EPM Workspace °
b. RFEEEE « Workspace :BE @ /A% IEEFEIREBRTE ©

c. 1T Workspace Server 2+ > #FEH#EH URL EFATREFEHETEH
EPM System FfF2 & ZHV4EE URL ©

d. BH—THE -

5. EFENEN Oracle Hyperion Foundation Services F1ffA EPM System EI2I{EIAR
%8 o

$HEHHZEL Oracle Identity Cloud Services FIFEZERY SSO
5% € EPM System

FEIEZEH)5 > Oracle Identity Cloud Services &5%:5% Oracle Enterprise Performance
Management System & > I {EHEPTFRAY HTTP 1REEREUE SSO °

ENETERERE EPM System LIS 3E2EC Oracle Identity Cloud Services 22 SSO FYAERES
T ER o (TP LUHET S LS BRI 18 EPM System BYZEERVERSE « (T8 B IR RAT (6
40 > Azure AD) > ST IRAZTER BB E MBI ZUBIEAIRTS (laas) IRt ©

B TERIZUT ¢

FiERAREN I EARAMRIEEH » FEHBRHIREENAARTFIE(RE EPM
System JTf ©

B ERZN 2 E % EPM System TofFFRES HAY HTTP 3K » W R EIRE
TEAE EKEIXZE EPM System JoiE 2 BIAcERsEEAE ©

R ERKEIXE EPM System 7o » BERBRESER HTTP Z8BEXK » FER
SEAERERBEEE EPM System Tt o

Fo R IR ELEE Y URL

ORACLE

EEEAFL Oracle Identity Cloud Services FIAZEER! SSO » s5#1T FHIBHE :

Eogg

SEEERE BV Oracle Enterprise Performance Management System ©

BE TR T Oracle App Gateway BT 145y 28 > FI1EARAINRIETHEE
23 > FEHRHIRLIRENFEEKRE EPM System ©
Oracle App Gateway &% E & BE % EPM System JoEFTEEHAY HTTP &K » I
H{x Oracle Identity Cloud Services EA$E KX E EPM System Z 5 25855
& o i EREXZE EPM System ToFEF » Oracle App Gateway fEZiE HTTP 1228
ERRBBEERBHEREH#
Oracle Identity Cloud Services FI481 & 18 S 77 EUE o

REYEmE AR oG] URL :

Oracle Identity Cloud Services fAlAR2s (#7121t E) BUTEEAYE 278 (FQDN) Eit
URL :
https://identity.server.example.com:443/

Oracle App Gateway A28 (BI2RFEEATE) Y FQDN :

https://gateway.server.example.com:443/
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BIE
#EHHEREC Oracle Identity Cloud Services BIAZEERY SSO & E EPM System

EPM System B2 EARTZT( URL © 52K workspace/index.jsp Z Oracle App
Gateway fAlAR28H9 FQDN

https://gateway.server.example.com:443/workspace/index.jsp

< Note:

Oracle Identity Cloud Services £2 Oracle App Gateway E5E 5% 7E HTTPS 3% o
EPM System B9 HTTPS Eza%z%ﬁ% MERY o
b5 53 1R58 EPM System E587E HTTPS Z4E o

EF3 EPM System BYIZZEEL EG:H

EF3 Oracle Enterprise Performance Management System AIAZEEAYEG 1S OIS ER ©

# EPM System FEFFZTUELREHTIZ E Oracle Identity Cloud Services
% TE App Gateway
REARKENSRER R
£ EPM System H1E{AH SSO

5 EPM Workspace 5% 7€

1% EPM System FERIZT EREFTIE ZE Oracle Identity Cloud Services

ELTEIZATIERT » W4 ZE/ Oracle Enterprise Performance Management System 17 2

JJ:%E)EH&_E °

{£ Oracle Cloud Identity Console 1§ EPM System i % 2 FEATEN
BE R EPM System #TIE AR ERELR » 55T NIIENE

1.

ORACLE

DB EE Er 59 77EX Oracle Cloud Identity Console ©
a. {FAEIESS > AU1E https://www.oracle.com/cloud/sign-in.html ©
b. AR Oracle Fusion Cloud EPM IR 278 o

c. TE Oracle Fusion Cloud EPM t{REZEABET > #IAGHEREI AR > AR
—TEA-

d. EEBMABINERT  w— NMERE  ARR—THEHH (XE) -
e. B—THRAEES -

i’ EPM System #1821 (EAET

a. EEBAEERT & TERRER

b. &— T > ARE—TEEEBER -
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ORACLE

B e ©

= m ¢

£
?

HIE
#+¥H2HC Oracle Identity Cloud Services BI1ZEEER! SSO & E EPM System

= ORACLE' identity Cloud Senvice License Type :: Foundation - @

Cookie Preferences

Add Enterprise Application
Cancel o @ > Finish

Applications
Details OAuth Configuration

Details

* Name EPM System

Description  On-Premises EPM 11.2

Application lcon m

Upload
* Application URL  r.example.com:443workspace/indexjsp
Custom Login URL

Custom Logout URL

Custom Errar URL

=

Linking callback URL
Tags
Add tags to your applications to organize and identify them. A tag consists of a key-value pair.

=+ Add Tag

Settings

Display in My Apps
[0 User can request access

O User must be granted the app

g EAEFMEER

f.

TRBT > BWAMA EPM System (REFERIZLAIE—HE o
T AR (ERAM) -
BRI _EE EPM System BVEAZNET o & — T EE2REEN_HEET o

FREATEX URL F > B A RIBEREREEMERNBEZRS) URL © Itb URL
M workspace/index.jsp Z Oracle App Gateway #J FQDN ° #13f 2@ EPM
System FEARENAZR °

ERE T » ERERNEAIZIPEETR > 2K7T Oracle Cloud Identity Console
ZHRIERAEREMmA SSO ARSI EPM System (XEMATER -

#—TF—% o

1ETE SSO 4HREFMHER] o

a.

b.

¥—F SSO #HEE -

Mg EERRERNER o
£ SSO #AREH > REAEIR ©

i —TEE -
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#EHHEREC Oracle Identity Cloud Services BIAZEERY SSO & E EPM System

Add Resource X

* Resource Name EPM

i. IEEH—NERERE -

iii. T URL F > 8A /.xo
iv. 1HY Regex ZEV1R o

v. B—THE -

vi. 7f SSO 4fEh > EFRER -

c. FiEERERRE o
£ SSO #ARE > EFAERERIRAY o

i. EEHUSAEF CORS HEHBEEX R Cookie IZHUG 1R ©

i. Z—TRERNEIR MY > AR RRENRFIURETES SSO ERIVER:
& e

54

73

Add Resource X
* Resource EPM Q,
¥ Authentication Method = Form or Access Token v

Authentication Method Overrides +
Headers wfm

MName Value

HYPLOGIN Waork Email v x
Add

iii. TEEIRT > EECIER—ESBHIIEH SSO &R ©
iv. EFIIEER o
v. BIAEEEZE EPM System BY HTTP 1Z5E2 75 o
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#EHEEC Oracle Identity Cloud Services BIAZEERY SSO & E EPM System

A5 Base IRAE T4 HYPLOGIN » [ R] UEAR R EHZRE A28 -

vi. TE{E > EEHVSEME—8A EPM System ER&EVM o

I EFERT S EPM System FRRYEREEHF o BI40 > 10R EPM System
FHEREMAISEFEME ID > B EEINS [ TEEFEHE o

vii. Z—T#F o
5. R—TSERREIEEARELR o
6. H—TEEIZREVEREARES -
7. Bi% App Gateway W% E EPM System By B EAHIZ L o
a. TEBEMBINEERT 12— T%2M  ARE—TEBEXRE
b. ¥— TG -
c. TESHMRERT > A RIENE— 2 RBELEE R o
d. ¥H—TTF—HRE/M 11 EM@E o
e. F7i% EPM System BY App Gateway F 1 o

vi.

ORACLE

£ TEH) EET o R—THE -

Add Host X

* Host Identifier EPMAppGateway

most  gateway.server.examp le.com

* Port 443
SSL Enabled
Additional Properties  ssl_certificate fusr/local/gateway.server.example.com.crt;

ssl_certificate_key /usr/local/gateway.server.example.com.key;
ssl_password_file /usr/local/gateway.server.example.com.password.txt;

s

Save

FEEMBERIEE > 5 A EPMAppGateway ©

ii. TEERF > BAEIE App Gateway AAREs 2 BISHI TR ZTE > HIa0 -

gateway. Server. example .com ©

HIFIET > @A App Gateway fAIARES[CIFE HTTP ZEKAVEIZIR o
ZEHY SSL BRUAZEN S 1 o
EHMFES - A TSR -

SSL /&REBAIE

SSL /RE &8

SSL ZIFtER (NEFE)

WMEFAE » 5526 EZ Oracle Identity Cloud Service 1 [27E App
Gateway HYE &% App Gatewayl ©
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FHIE
#EHHEREC Oracle Identity Cloud Services BIAZEERY SSO & E EPM System

vii. ¥— M#ETF ©

viii. — T F—& kR TEAER) £@ -

# EPM System 12 ERIZTNHTIEE App Gateway ©

i. {TRERRTEN > Z— g o

i. TRERRENT > EEUEILATHTIZE Oracle Cloud Identity Console B EPM System

EEERRER -
Assign an App to gate X
* Application  EPM System =
* Select a Host EPMAppGateway Q
Policy default

* Resource Prefix [

*  Oyriain Sanar
Origin Server

https://epm.server.example.com:443

Additional Properties

ssl_certificate fusr/local/epm.server.example.com.crt;
ssl_certificate_key fusr/local/epm.sarver.exampla.com key
ssl_password_file /usr/local/epm.server.example.com.password.txt;

4

Save

iii. TEEEENERE > BEEY EPMAppGateway (EHTIEE App Gateway BY EPM System F
1) o

iv. TEREETD > HA / LUEEEREXE EPM System F 1 o

v. TERIEFEARSST o & A B2 Oracle Hyperion Enterprise Performance
Management Workspace ~ EISHITEEEAGIS 218 > LA EPM Workspace fEFHY
EERHIR SRS o

vi. #—T#F

8. &CHk App Gateway HYA P is ID HF P IRZHS © 52E App Gateway HEISLE(E o

a.
b.

C.

ORACLE

ERBEMBIIGERT - B TR2M > ARE—TERAENRIE -
B—T 1§t % EPM System (R ERIZITIEAIRIE RS o
AP ID CREF T &) BRI X FiREEES o

B —TRAME ISR A R IR o

AP mEN (REF T H) BRI FiRES

HEXFHE o
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HIE
#+¥H2HC Oracle Identity Cloud Services BI1ZEEER! SSO & E EPM System

< Note:

S Oracle Identity Cloud Services ABASES » &R BEETENE) App
Gateway AfAR2s - EERENE(ZIE App Gateway {AIfRR2s @ 52 RRENER
1=1F App Gateway °

&7 App Gateway

WNESFAMEN » 55288 B2 Oracle Identity Cloud Service FRJE&E App Gateway | ©
R E AR —EsCExAV A P i 1D B R IRE RS E App Gateway fAIARES o

RERRRENERE B

HULE PSR E S (540 > Oracle Identity Cloud Services 2 Microsoft Azure) % H1%
R E 4 Oracle Enterprise Performance Management System FRREREE B o a1
$ LA RERE Oracle #i—H D) Oracle B H % > ABEERTES EPM System
FRRERE B - WHREFERAEBRNFMAL R F2RREFERERR

£ EPM System FREXFH SSO

& BT LIERTE Oracle Enterprise Performance Management System HIAY%2 24 e IE AR BN
FA SSO » MNF/FAARVIET > B2 RRTEL D MIEE -

EERA SSO » BRAT FYIEE -

1.

HUzHKEEEN S DTFE Oracle Hyperion Shared Services Console © ;52 BRH)
Shared Services Console °

R ENERNREFERERR

B— T RS-

HE—SAHEEEF

a. BEEVEKA SSO 1ZEV51% o

b. 7£ SSO RiEER L2 MRIBEN THrAE+ - BEEHT -

c. 7£ SSO ¥ THhrBES > BEEVET HTTP 1888 > ARIEEZ2MRERENE
{EZE EPM System BYIZEEZ #8 (HYPLOGIN ZIEFE Oracle Cloud Identity
Console TG (PEEARENERFHEEN BT EHE) o

B—THE °

< Note:
HEECIEE— SSO HREEE 2 R BMENEIFTE EPM System ARF o

SE ¥ EPM Workspace & 7E

1.

ORACLE

M #EEER S 77E Oracle Hyperion Enterprise Performance Management
Workspace ° 552 E77H EPM Workspace °
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FIE
SiteMinder SSO

2. KFFEEEVEES - Workspace &7 @ A% IREVAIBREERTE ©

3. 1f Workspace Server BEF » FEH#EMN URL £F A TR EFHETEH Oracle
Enterprise Performance Management System FF & & F|AI48E URL

4. B—THEE -
5. EHE®) Oracle Hyperion Foundation Services FIFTA EPM System Jtft ©

SiteMinder SSO

ORACLE

SiteMinder 2{£E Web BIfRS % - KEERAEINREIEZE (X0 Microsoft Excel £2 Report
Designer) #5271 SiteMinder {EAER5E © 7AM » Oracle Smart View for Office TL/(T@%
SiteMinder B&zE1% ! o

BRIETiE
LU EGIERBE YA SiteMinder BY SSO #f#7 :

User Directories

. N - .

Firewall

WebLogic Server
l EPM System Products

7

Browser Pollcy Store

Web Server OHS
SiteMinder Web Agent mod_wli_ohs
Protected Resources mod_proxy

SiteMinder SSO 2% :

1. FEEBHESREET SiteMinder {7:&87 Oracle Enterprise Performance Management
System &R o tf R rlE4R E1EA SiteMinder REI{EARES AR 2 Web {AAR2SHIE
4% > BI90 http://WebAgent Web Server Name:WebAgent Web ServerPort/interop/
index.jsp °

2. Web ARBEBERAEENEDE/RDEARES » EZRAEIREZEBERELIEUSNEE ©
BRI AR EIE DR ENERE B IR AR T Ze0E 2 é ) TR ZER R EIRTIEH
SiteMinder Web {IEF2T8Y Web fAIiR2s L o

3-23



BIE
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3. Z# SiteMinder Web {IEFZ2T08Y Web AR B EREMEEEES EPM
System AijiHY Oracle HTTP Server  Oracle HTTP Server €A EEHER 2
ZBZE7E Oracle WebLogic Server F{HHEZREFNNERRER °

4. EPM System suH SR ERMHEEN - ARREHAE  MIELER SiteMinder FAZRER
RIEAERERE B » REA EPM System FREVSMNBEAEBER » BERFZ AL
PRIDELF o BERHREVARESRIEE

BHEE

SiteMinder 2{£FE Web BIAS % - SEERENREHIEIE (X0 Microsoft Excel £
Report Designer) B5%%%® SiteMinder £AEE:E o A > Smart View 7] L&
SiteMinder B&zE1#% ]

SR E
1. IHAETZZEER SiteMinder 285 Nyl -
SiteMinder [REIfRARES : B EZMARes L EERAFERE G

SiteMinder Web IEI2, | ZE1F1EA SiteMinder JREAIARESBTIRAY Web &
ARZs &

2. INBESTEERY EPM System ZE o
B E EPM System T8I Web fAlAR28EF » EPM System Configurator &€
mod_wl ohs.conf > LG ERIEZE WebLogic Server ©

37 SiteMinder Web {£I2f23(

Web RIEBIZR ZETZIBE ¥ EPM System &R EKH Web GRS - - EEKIE
BEENEREERFIZREMN EPM System BR > Web RIBIZR 2 ERIEHAE
LUER{F SSO 53358 o HEKBREE & RAARS ML ERBERENEARRE
WEZEETEEIEBEALZT o 2% > 24 EIE HTTP ZKEIEE EPM System Web 18
ARER > FZZAREEIEEER o EPM System ToH @ EEEHEN 2 1B IBEREMNERE

Ay) gy
FREg ©

SiteMinder ZIRTEREE Web AR F & _L#1TZ EMP System ZEmBEY SSO #H! o 40
%R EMP System EmfEATERY Web @ARes > a4 ZEFE(R SiteMinder Cookie PJLATE
HERASHI B Web ER: 2 BMEIE o 545 EHEEDN EPM System fEFRZTAY
15 > fEASE Web AliRes £ WebAgent. cont F2ZEHIMY Cookiedomain 4F14E(E o

B2 Netegrity SiteMinder Agent Guide 89 "Configuring Web Agents" ©

KK [ ¥

FH5% Oracle Hyperion Shared Services Z{ERAEAMEBINERFER M
WA > FEIEFMEZEEIEEE Shared Services Z3KH) Web {AfRes _ERARE
AREVERFEINRE » WASZIREA SiteMinder B SSO ©

THRERTE Web LIBI2S » 7572217 SiteMinder Web fUIE2UAARIEE GEHNIT
WEBAGENT HOME/install config info/nete-wa-config K17 » 540 Windows £#Y
C:\netegrity\webagent\install config info\nete-wa-config.exe) EERTEERF
& 2 SiteMinder Web {EAR28 7217 WebAgent.conf ©
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gN{aI LA SiteMinder Web LIEFZ T ¢
1. AN F#REEZEFRL webagent . conf o BEEZENMUE » BURNIEE (A Web [EARSS
2. 1% enablelebAgent IFMEMERTES Yes ©

enablelebAgent="YES"

3. EFIREIRE Web RIBFZTVARRRAE ©
§iff 3-1 ]TE SiteMinder [RAIEARSS
SiteMinder BB EBRE/RAFEARSS > 4 BERUAE EMP System ZEmAY SSO ©
RERFEIE
#2137 SiteMinder Web fUIEI23( > WHTIBEAN SiteMinder Web BARZSBVAHREY)IHF ©

AEEEZRER EPM System BREIIEE > A% Web IR TUATIE 2981
o o F2RBRENER

ERZREER EPM System EIRZIAIBET » BIIKZIREEZRAIEL - HF2REZE0H
REREIR

HEI HTTP 1REE2 R o IRFEMEZ E/H Login Attribute HIEIRHAS EPM System FEFTE

0 o Y18 Login Attribute AYREGAZERPA > 552 & Oracle Enterprise Performance
Management System User Security EEFfFHH T35 OID  Active Directory Sz = fth
LDAP B ER R ©

FF Get ~ Post 1 Put & Web CI2REXNENE > 1ELBIH P EIFRA
I CIEBMY - WD EERERE A hyplogin=<%userattr="SM USERLOGINNAME"$>

BRI~ IEKERAE BiREIE 0 LKA EPM System Z2I7RRAIFEE] TEATH
I==—==1==
AEEH EPM System ToEFTEIIAIIRA R E CIfE
#iff 3-2 ERTE SiteMinder Web {FlfR2S > :EZFAR[BE R EREFXT EPM System Web 7
iR

TR EEH SiteMinder Web IEFZTURY Web (AARES @ Bz ARSS ZE B i@iAE 2 FHAE
(B & rI# A e EERE) BIERELXE] EPM System Web {EAR2S ©

#t¥J Apache T\BY Web fEIfREs > SAEALEU T IIAEBHIERAREX D BIBRENEX !

ProxyPass / http://EPM WEB SERVER:EPM WEB SERVER PORT/

ProxyPassReverse / http://EPM WEB SERVER:EPM WEB SERVER PORT/
ProxyPreserveHost On

#If SiteMinder Web Server is using HTTPS but EPM Web Server is using HTTP
RequestHeader set WL-Proxy-SSL true

FHE E3EREAT > i EPM_WEB_SERVER M EPM_WEB_SERVER _PORT B3 F181E
FERRRE o
&if5] 3-3 7€ EMP System HEYA SiteMinder

S BRI EMP System ZEmBY SiteMinder 5258 ° 7 g5 SiteMinder E{TE S © 5520 =&
EPM System #47 SSO ©
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ORACLE

s

Oracle Enterprise Performance Management System 23k 3% Kerberos SSO 1 -
BRIIZ2EEE EPM System EmAIEREN AR EREM I # A Kerberos 551
i o

Kerberos @2 5EMEREART » HEHMEE Kerberos B P imElE 5T 5 —1& Kerberos
(EFR#E ~ BERARFE) BUHRY ©
EFEAEFE EPM System EmbF > ZEETIIIER -

1. {£ Windows B F > FHEEZE AEME Windows #4815, » M=t E1E Kerberos %
igf o

2. TREEGERAERTEMEAEAST Windows EiEREIER » EREATERRER
AR ES _E#ITHY EMP System E & ©

3. FE%E‘WHE%% (BRI E SR SREER > A AR B KERETR
Kerberos 258 » BX{S Simple and Protected Generlc Secunty Services API
(GSSAPI) Negotiation Mechanism (SPNEGO) /&%

4. EERBRBEECHHIETE > BEEITREBPNEREH#D > UERZER
ERENEIEE] EPM System Ef © EPM System EMEIRYE Active Directory &
EfEAE ST o EPM System EREEH SSO /KT » Mx/BE B IEFAE EPM
System E AR SSO #H o

SZIRPREY

BT HIFIINZ 5N » FFE EPM System ZE R E 248 Kerberos SSO :

EERAP IR A& Kerberos SSO > 18 Oracle Smart View for Office B&Sb o
Smart View 23X #&$+#} Oracle Essbase + Oracle Hyperion Planning #1 Oracle
Hyperion Financial Management $2{£&H8J Kerberos 25 ©

554

ZIKKTtF (BEEREINBLRM Kerberos 52T L ER) R:% @ WAERGEB4RAI Kerberos
ARE o TEERAMA M—_ftmb%ﬂ“ZHu ) BRI E M ELE TER ARG o

AXHRBR » [SERF Kerberos FARRIRIZINAEL 2 > HEABY Windows [ P imides
B3 ¥ Kerberos B85 45 2RER T ©

/AEIM Active Directory B &%t Kerberos 11 HI2REE © 5528 Microsoft
Windows Server S5 o

FAZE77EY EPM System ERAVEIE2S » BERTEMZEH Kerberos ZEEZ 15 o

KDC B Fimtéas 2 BRI NRELBLDR 5 088 o s52RMII http:/
technet.microsoft.com/en-us/library/cc780011(WS.10).aspx 89 [Authentication
Errors are Caused by Unsynchronized Clocks] ©
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2B WebLogic Server B Kerberos SSO

Oracle WebLogic Server Kerberos SSO 216 pm#plE58s) Kinm » I SPNEGO
/BEBHREE LUEA Microsoft AP imAY SSO ° WebLogic Server &1 SPNEGO /&:E fZH5LIEIS
Kerberos Z:5 » ABE %25 » W T HIRLZE WebLogic Server (£ #& o Er]LUER M5
R E 4585 Z&EA WebLogic Server fY Active Directory 58553 » #& Active Directory 58 &
A% WeblLogic Server (FRENFHE B o

2RI ERFEN EMP System EmEF > KDC 23 H Kerberos 284521828 » LT BEES
1k GSS /R:EHATIRY SPNEGO /&8 o [pm#hE528) & SPNEGO /RE#HS > WA
GSSAPI KiEZ 2 2B B IR o A RNEREAN S LHMREFERELTE  ABHE
[B] WebLogic Server ° tE9h > WebLogic Server @ REEAEFTBIVEIAE o TELLREEL » ERBY

EMP System EmBI A HEREER o

KK i3

fEFE M BERS % SPNEGO BYZIE2S (51U Internet Explorer 8 Firefox) » ZEXE
WebLogic Server F#1T8) EMP System Eda ©

EMP System ERIERIZF B EMITE DBBRFHEME D » BERHEL © EPM System
BRI HIEUAIN R o

% 1& Kerberos E&:8HY WebLogic Server 2%

EEEXATEMN NI TIFR%1E Kerberos 5% !
#2317 EPM System HY WebLogic 4835 o 552217 EPM System #J WebLogic 4815 °
I ERRIRILE - 55269 7T WebLogic Server 217 LDAP ERsBiRfit# o
BIUHEHLNE S o A2R BUEHE 58
#2317 Kerberos %5l o 552 E9#2 17 WebLogic Server A9 Kerberos 55! ©
E2#7 Kerberos B9 JVM IR © 552 BI8E#1 Kerberos AY JVM £E15 o
REFEIRA - A2RERTEHEERA o
ERE AT SSODiag 3SR WebLogic Server 2% B2 #1177 1% EPM System B9
Kerberos SSO 1! o 552 F SSODiag & flz, Kerberos IRIE ©

##3I EPM System BY WebLogic 413

—A&ZRER » EPM System T B 282 %! EpMSystem WebLogic 4814 (FERE S
MIDDLEWARE HOME/user projects/domains/EPMSystem) ©

nferEt¥t Kerberos Bas814 2R3 E EPM System WeblLogic #83 :
1. &4 EPM System Joff o

2. H#EZE Oracle Hyperion Foundation Services °
Foundation Services #8& & &1 781 EPM System WebLogic 483, o

3. & A Oracle Hyperion Shared Services Console 2853 Foundation Services @4 EEfE
RN - 52 BIENE) Shared Services Console °
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£ WebLogic Server 3L LDAP EfiEigiitE

WebLogic Server B2 5 €217 LDAP EiBieHE » MieMt&E g 1EINE LDAP AR
BPREEEEEMEAHE - & LDAP v2 5§ v3 AR LDAP ElAR2S5EEL WebLogic
Server 1BECEA o HE2ETIIZ2ETER ©

5% LDAP ERs512H# (LY Oracle Fusion Middleware Securing Oracle
WebLogic Server F) o

R EREAE BT SIRIE (R Oracle Fusion Middleware Oracle WebLogic
Server Administration Console Online Help /) ©

BiGE#NESS

MpmmanlE 5] IRMEE A Microsoft BB IREAE SSO ° E&# SPNEGO 2L
EV1§ Kerberos /&8 ~ B35 Kerberos /&8 » WHR/REEHRE] WebLogic & o 3
HPIEES ) RHERLZEIRFIZMEENE (SSPI) FWEE (W1 WebLogic 2422 MR E
%) CRRMAXNENES > UFRERF KD SPNEGO /&EHRERBHERE ©

BB ESRME (U Oracle Fusion Middleware Securing Oracle
WebLogic Server F) o

R EREAE BT SIRIE (R Oracle Fusion Middleware Oracle WebLogic
Server Administration Console Online Help /) ©
BRI ThE#nES) BEER > BRAREEDN [JAAS EFIER) BIERE
A SUFFICIENT ° 55268 Oracle Fusion Middleware Oracle WebLogic Server
Administration Console Online Help #fY 5% JAAS IZHIFEIZ) o

#8371 WebLogic Server f9 Kerberos 3851

551 Active Directory #8isiZHlubi%as £ > #2377k WebLogic Server A1 EPM System
Web ERSBIEREYMH > Wi Z Y HRE LRI WebLogic Server 1 Kerberos
iR Web fEARESAIARFS A2 HE (SPN) - R IHE X EB A SPN RIARTS ° &
SPN #EFEE%E A E] WebLogic Server #815HY keytab 1% » UEEBEAREFPER ©

WNFEFEMIET » 5526 Oracle Fusion Middleware Securing Oracle WebLogic Server
F AV WebLogic Server BJs#E7! ©

YN{AT#E 17 WebLogic Server B Kerberos #3]

1. TE Active Directory A8 HIubi#es | > 2858, WeblLogic Server 481V B SR 7
FEREIRE (B0 epmHost) ©
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http://docs.oracle.com/cd/E12839_01/apirefs.1111/e13952/taskhelp/security/ConfigureAuthenticationProviders.html
http://docs.oracle.com/cd/E12839_01/apirefs.1111/e13952/taskhelp/security/SetTheJAASControlFlag.html
http://docs.oracle.com/cd/E12839_01/apirefs.1111/e13952/taskhelp/security/SetTheJAASControlFlag.html
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KR i3

A R BB AL EFRE Y » TIEMERS o
AEREIAEERZTE ; G > INREMZTEA epntost . exanple. com > 5515 H

epmHost ©

Atk SR GRAEYHRBIEFRFERIERD - K STEL SPN KERE
&= o

BNERE A ZSEEIE > LHER User must change password at next logon
#EIg o

1B2EBEYHRIEST Kerberos BRE © IREMBEK Kerberos FE4tE:E
TIRBE® o EEEEFERENNEAR -

MRS HEEREMINRFEEIE (JCER Do not require Kerberos pre-
authentication) ©

SR E NELRE O SE SRR EDS > BRI BB ERE TR IS RFIRERN
R ﬁ% o

TE4EE] Active Directory 4Bz 4 I BIS L > BIRGHSIRTE AT » RABABE DR
Active Directory 738 T AR B &% o

BRI EREMNER SPN o
a. FHABLITIIARIIES » KD SPN BEEHTGIERIZEFRITE 1 PEINFERE
Y1 (epmHost) 3217 REHE ©

setspn -L epmHost

b. FERBLTIIABTHGS » ZKE&E Active Directory Domain Services (AD DS) A
WebLogic Server B SPN > AR EL B IHAWREIBAY keytab 1822

ktpass -princ HTTP/epmHost.example.com@EXAMPLE.COM -pass password -
mapuser epmHost -out c:\epmHost.keytab

TEEEE] WebLogic Server FYEPS L2117 keytab 1522 o
a. BRI LIRTFIT ©

b. 2|¥Z MIDDLEWARE HOME/jdk/bin °

c. BITHEMUATHGS

ktab -k keytab filename -a epmHost@example.com

d. ERGRETCHARER > FEATESEFNTER 1 PRIUGAERIRENE
B o

samt keytab 1EZ4E 5 E] Weblogic A8 ERRIEREN B & T - BN RE]

C:\Oracle\Middleware\user projects\domains\EPMSystem °©
B Kerberos Basgt&HInVEIFIER ©

kinit -k -t keytab-file account-name
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£ Eitas < » account-name BI5TE Kerberos [FH » 40 HTTR/
epmHost.example.com@EXAMPLE.COM"i%1ﬁﬁ%€?59@@5jﬁﬂ%§ﬁ§§§§ﬁ?z§Uﬁ§%§§Eﬂx:

New ticket is stored in cache file C:\Documents and
Settings\Username\krb5cc MachineB

B3 Kerberos B JVM iEI5

552 Oracle Fusion Middleware Securing Oracle WebLogic Server 11g Release 1
(10.3.1) FREVFEAC WebLogic Server 3&{5F Kerberos 53814609 ERSEN 5 8102 1L JAAS

24 e
SAREE °

IR EPM System 2 E (AR E E Windows BRFSARENTT > 55 #T Windows &
$RARERTE IVM ERENIETE o

WA #T Windows E#EHRT IVM EiEhEEIE !
1. BEEX Windows EiR45EEI2T ©

2. RFPEEENFKAIERS - HKEY_LOCAL_MACHINE - Software - Hyperion
Solutions * Foundationservices0 > U5z HyS9EPMServer_epmsysteml ©

3. BIUMNIFHE:

o B
T RAFFFIHE B2 8] o

& 3-3 Kerberos BB FI89 JVvM EXEhiEIE

&iE By BH

JVMOption44  REG_SZ -Djava.security.krbb.realm=Active
Directory EEEHE

JVMOption45 REG_SZ -Djava.security.krb5.kdc=Active Directory

FHE@R 1P (U

JVMOption46  REG_SZ -
Djava.security.auth.login.config=Kerberos
EAMEEE

JVMOption47  REG_SZ -
Djavax.security.auth.useSubjectCredsOnly=
false

4. 31 JVMOptionCount DWord » LA BRFTIZEEY JVMOptions (551 B BV T E(LE D
4y
RERERR

INFE NS EFEL EPM System B9 Active Directory 8 & 58 E R E/RABERAE
5Tl > 552 Oracle Fusion Middleware Securing Resources Using Roles and Policies
for Oracle WebLogic Server Fft#8J Options for Securing Web Application and EJB
Resources °
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NFERARES FBRIEH - 5F2REIL SSODiag BAMVRA °

£/ SsoODiag *ifllst Kerberos IRIR
SSODiag 22 BRI Web FEARTET > I FZRAIEE Kerberos IRIEFHI WebLogic Server &
BEEREFZE EPM System ©

#1%E SSODiag

FBEAEIEEBZE Foundation Services FFEER WebLogic Server EI2E570:58 (FBRIFEHE
FHBRE epm_admin) 2REBE SSODiag ©

WA ERE K 5% E SSOdiag :

1. ZE A EPM System #9139 WebLogic Server B2 5 o
2. £ M8FE & ERSHEMRE

3. TE4Bigsti8nY EPMSystem & & —TERE o

4. TTEPEHEESR > F—T&RE-
5

TERRIE > BEEY EPM_ORACLE_HOME /products/Foundation/AppServer/
InstallableApps/common/SSODiag.war ©

6. H—TF—%-o
7. FEEREENT > RTRBERLAEBAENC IR AER—TF—% -

& Home Log Qut Preferences Record Help ‘ Q Welcome, epm_admin |C0nnected to: EPMSystem

Harne =Surnmary of Deployments =EPMSyst 5 v of Deploy
Install Application Assistant

Back Mext | Firish | Cancel

Choose targeting style

Targets are the servers, clusters, and virtual hosts on which this deployment will run. There are several ways wou can karget an application.
The application and its components will be targeted to the same locations, This is the maost common usage,
™ Install this deployment as a library

application libraries are deployments that are available for other deployments to share. Libraries should be available on all of the targets running their referencing
applications.

Back Mext | Firish | Cancel

8. TEENMEEBEY  EINTIER > ABE—TF—% -
EPMServer
E=EPHFRE FERSE
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@ Home Log Qut Preferences Record Help Q Welcome, epm_admin | Connected to; EPMSystem

Hame =Summary of Deployments =EPMSyster =Summary of Deployments

Install Application Assistant
Back Ment ‘ Finish | Cancel

Select deployment targets

Select the servers andfor clusters to which vou want to deploy this application. (You can reconfigure deployment targets later),

Aailable targets for 550Diag

Servers

I~ AdminServer

Clusters

7 EpMServer
@ All servers in the cluster
" Part of the cluster

Back et ‘ Firizh | Cancel

9. TEEMEMRET  ENETAGHIRA: EFERATEEEIZSPERNAGHNERA
RIF/RZEMRE o

@ Home Log Cut Preferences Record Help | Q, Welcome, epm_admin |C0nnected to: EPMSystem

Home =Summaty of Deplayments =EP| v of Depl

Install Application Assistant

Back Mext | Finish | Cancel

DOptional Settings

‘fou can modify these settings or accept the defaults

General

‘What do you want to name this deployment?

Name: S50Diag

Security

Wwhat security model do you want ko use with this application?

" DD Only: Use only roles and policies that are defined in the deployment descriptors.

" Custom Roles: Use roles that are defined in the Administration C le; use policies that are defined
in the deployment descriptor.

& Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

" Advanced: Use a custom model that you have configured on the realm’s configuration page.

10. HF—TFF—&F o

1. EEREEET > ENE » EHBETES -
12. ¥—TF5ERk °

13. 7 MEFEHRL F o EEENEE -

$#+¥%} SSODiag &7 Oracle HTTP Server

FBEEH mod wl ohs.conf ZRERIE Oracle HTTP Server » LU{E#& SSODiag URL Ek#%
#£ %] WebLogic Server ©

{aI%E Oracle HTTP Server Ff URL EXIHAE !
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3.

4.

FIE
Kerberos E—& A

EAXF4RERFE EPM_ORACLE_INSTANCE /httpConfig/ohs/config/fmwconfig/
components/OHS/ohs component/mod wl ohs.conf ©

#i% SSODiag @AM LocationMatch T -
<LocationMatch /SSODiag/>
SetHandler weblogic-handler

WeblogicCluster myServer:28080
</LocationMatch>

ELLE# IS > myserver 3 Foundation Services 14 > 28080 BlIf{Z Oracle Hyperion
Shared Services F2RETFZEKAVEIZIR ©

{77 AL BERA mod wl ohs.conf ©

B ¥BE) Oracle HTTP Server ©

3837 SSODiag EARIRA
81T WebLogic Server BIEF A EIFEAIZR{RELL T SSODiag URL ©

http://OHS HOST NAME:PORT/SSODiag/krbssodiag

FELLE&BIF > oHs HosT NaME fX3REEH; Oracle HTTP Server Z EIARESAIZHE » porT BT
Oracle HTTP Server FAZREZIEE SRAVEIEIR o

g2 1z JRAIZR R5€ SSODiag :

1

5.

£ MEERC > 5 EPM System #83389 WebLogic Server EI2F 315 I » 52E $HE
F4REE o

7 ZEEVERE ~ SSODiag * #21% > /A% URLPatterns £i[RA o
BT URL 3 ¢
/
/index.jsp
BRI S ME URL 5 ¢
a. Eﬁ:‘z Web FEFE#230 URL #3019 URL XTUBEE R » #— T IR () KR

b. BEENERIGIRMGF o
c. EEURFABESHNERE -
d. BENTF—% o

e. TEEAESIHBBT > GIATRAREREHRTE Kerberos B8 AN A A im e FAVE
ZIRFFR/EH Active Directory £/ (B4 krbuserl) » FATBEEEUHTIE © krbuserl 2
Active Directory 2 Windows S=EERZE °

f. EEVSERK ©
BEEETE o

A
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fiEF SSODiag KiAlst Kerberos EE:&iE R WebLogic Server 428

R Kerberos %@* #E AR WebLogic Server #HRSEEIE FE(E » Oracle Hyperion
Kerberos SSO ZEf2\FETLV 1.0 EEMEE R ML :

Retrieving Kerberos User principal name... Success.
Kerberos principal name retrieved... SOME USER NAME

EE

Y15R SSODiag /A Kerberos JRRIZ 8 » 55775 Kerberos BgrE 145k
% 7E EPM System JTff ©

an{aAlE Kerberos B35 8 A RY WebLogic Server 487E :
EX#) Foundation Services # Oracle HTTP Server ©

2. f#F WebLogic Server BIEF % 5 5REH) SSODiag Web FEAEET » UEIEFIBE
K o

3. fEFAEMEY Active Directory 5355 » B AB# % Kerberos 528 E R imigas o
4. (FAAIERELFETY) SSODiag URL :

L

http://0HS HOST NAME:PORT/SSODiag/krbssodiag

FELL B > oHs HOST NAME {XZREEE, Oracle HTTP Server Z fEAR23HIZHE
PORT BIfLZR Oracle HTTP Server FAZRELIZE K AVEIZIE o

9N Kerberos ERz5i&%HIAYE(EIER » SSODiag E 88/~ ~N5I&EH ¢

Retrieving Kerberos User principal name... Success.
Kerberos principal name retrieved... SOME USER NAME

R Kerberos §Rz814 52 B E R E(F > SSODiag BT FYIEH -

Retrieving Kerberos User principal name... failed.

SERPHEE

LM EIFREZ Web FERENNERZEMEE S ddonly © N B L2 EEE
E@ﬁy CustomRolesAndPolicies ©

B 2 2R

1. FAXFAREZEFHE MIDDLEWARE HOME/user projects/domains/EPMSystem/
config/config.xml ©
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2. 71E8fE Foundation Services JTHRERIZ R BB THZI TIITE ¢
<security-dd-model>DDOnly</security-dd-model>

3. RBETHNZEEREEEHIUATRS :
<security-dd-model>CustomRolesAndPolicies</security-dd-model>

4. fEFMEERA config.xml ©

B3 EPM System Z2144858

FHEE EPM System 22 MH4HRELIEAE Kerberos SSO
W{AIET ¥ Kerberos 525814 HIZKE8E EPM System :

1. UBEENSHEA Shared Services Console ©

2. £ Shared Services H > # 3% Kerberos 585514552 T RY Active Directory #8330 FTig 2
SMNEREFRE BE% o 55288 Oracle Enterprise Performance Management System User
Security EFEFAFHH T2 OID - Active Directory K Efth LDAP FUWIEREEE

3. B{F SSO - :52[I%E OID * Active Directory & EM LDAP BUERE B o
FREMIEIE > EE NRPEREBELEUH Kerberos SSO o

xRI& 3-4 B Kerberos SSO IR TE

R BERTE

B SSO B

SSO fRfEEWAERE Hth

SSO il 7€ HTTP ZRPEUSIERERE

4. EEFE{E) Foundation Services ©

st Kerberos SSO

& A Foundation Services 2RHE5T Kerberos SSO B HE(FIER o

gn{al Al Kerberos SSO

1. 33 Foundation Services #] Oracle HTTP Server @S E#TH ©

2. {ERAEMHEY Active Directory 5355 » S AB# ¥ Kerberos §zs8:% R R imtgss o
3. (EMAZIERELR R Foundation Services URL :

#&E EPM System Jtif

B A EPM System Configurator 527 & &1t EPM System Joff » Wi E oS E S
Foundation Services 2/ ~ EBJ WebLogic 48137 ©

$t#} Kerberos B8 HIZREEE EPM System ZEIRFEIRES ©

7 Microsoft Windows IZiEH » EPM System S B2 ARZS 2 E1F Windows ARFSZRENTT ©
MBI S {E WebLogic X BIREARSHVEEN JVM I8 o LU T REGEBEHEREN . XE
B{eARESASEREIEES ¢
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AnalyticProviderServicesO
CalcMgro0
ErpintegratorO
EssbaseAdminServer0
FinancialReporting0
HFMWeb0
FoundationServicesO
HpsAlerter0
HpsWebReports0
Planning0

ProfitabilityO

Y0R EPM System Web FEFRRZ I ERARBBEIREZN > Eol RBEZ R
EPMSystem0 X EEAARIZHIRE) IVM EEIE - NREH ZERBZ ERMAMES > TA
BMPTAR EIRMAAREBIRE) JVM EIH o

:52 8 Oracle Fusion Middleware Securing Oracle WebLogic Server FHAIEAD
WebLogic Server ZRf&E 8 Kerberos a5 HIAIERENT |85 ©

o

U2 F30B8 » W{aIs8 € Foundation Services S BIEFAIRZESAIEE) IVM
I8 o fEAESTHEFE RIS (E WeblLogic FEIREARSHITAILIE o

YNEETE WebLogic Server B Ean @ IEHRE JVM BEIBREEMIZR © 55 2R EH
Kerberos B9 JVM 18 o

gNal7E WebLogic Server BiEan @ fEHRE JVM 515

i

RERERA

AT ¥R & 77 EY Foundation Services 52 EPM System Jtf489 Active Directory {8
FRERERERR o Y1FEUAI7E WebLogic EEF AT RELZEMRANFEREET -
A2 RERERA o

#¥ EPM System JofFHITE R R HIER

ERE > [CABEEPBECHETE config. xml FAYEE EPM System Web fEBRZNFER LS
MR o BUR2 EPM System Web fEFFZTVAYSES ¢

AIF

APS

CALC

EAS
FINANCIALREPORTING
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PLANNING
PROFITABILITY
SHAREDSERVICES
WORKSPACE

INPEE R MRE

1. FRAXF4REEFHE MIDDLEWARE HOME/user projects/domains/EPMSystem/config/
config.xml

2. 1£&@ EPM System oA app-deployment E&ET > # <security-dd-model> FIERE
B% CustomRolesAndPolicies » YILATNEBBIFTT :

<app-deployment>
<name>SHAREDSERVICES#11.1.2.0</name>
<target>EPMServer</target>
<module-type>ear</module-type>
<source-path>C:\Oracle\Middleware\EPMSysteml1R1l/products/Foundation/

AppServer/InstallableApps/common/interop.ear</source-path>
<security-dd-model>CustomRolesAndPolicies</security-dd-model>
<staging-mode>nostage</staging-mode>

</app-deployment>

3. fEFWREIRA config.xml ©

4. EHEE) WebLogic Server ©

#2311 EPM System Jt{48Y URL {RsE[RERAY

F57f WebLogic Server B2 F #5521 URL RERE » LUFRES(E EPM System ot
URL ° WNZEFEMME N » 5523 Oracle Fusion Middleware Securing Oracle WebLogic Server
F AT Options for Securing Web Applications and EJB Resources ©

WEIEI URL 1RERE :

1. £ &8 & i EPM System 431549 WebLogic Server 812 F1%4 > ##—T $#
EFNAREE o

2. B—THE-

3. EHEEFBIEE EPM System 1eXFEAIEZTN (HIU0 PLANNING) » AR — N H Web FEF
#2310 (B0 HyperionPlanning) o U5 EPM System o8B EE » 552 EEE EPM
System JTHRITER LR MIREL o

KK =¥

Hib 2 mEMRIZI (BI40 Oracle Essbase Administration Services) B2 %1
Web FERTE » BHMBEDRERTMIH URL &3 o

4. 3 Web FEMTEIIAY URL BRUIERRIEYRRY o
AIF
APS
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FIE
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CALC
EAS
FINANCIALREPORTING
PLANNING
PROFITABILITY
SHAREDSERVICES
WORKSPACE

a. KFE—THE2MHE  RAKRE -

b. 7 URL P > S AR REERZIREER EPM RMEM URL ° H2HZRE
BRZRER EPM 2 E RUIISE Z5HER -

c. H—THEE -
d. E—TEEEZM URL %3 ©
e. 12— THRIEIEMF -

f.  BEEMGEBE R BRGS0 ARG —TT—% -
Oracle Z&ZTEMA Group 17F » AR EGTREBZEMERAIE A EREN
FRERE °

0. FEEECEEAAEIARAYISIE o HI0 > REERT—ED BREERE Group » TL
WRTER R T RATT B

h. 7EBEHSIHRIBTD - BAFEZAIFEEZ Web EARER 2 EREPMEREHES
8 o MEEMANZTE » MAEE(E Active Directory Bf4HZ BT 2AERT ©

H— TG o
518 PRI H B4R o
i. ¥E—T5EH-°
NS WebLogic Server #%7E Active Directory T EI % B 4H » st REEERE
B o M RIBIEAIER » 4 REEEIETT o
. EEEETE o
5. A EEETREM EPM System o EEAXZFHIT T 3L 4 0
6. & MBI o B THRRAERE -
7. E¥ELE) WebLogic Server ©

EXA web FERREX A F ik SRE VRS

£ FFIGIRS EPM_ORACLE HOME/products/ MEZ FEAFEZNEEFRVAARREH - A
login-config EF ©

Essbase/eas/server/AppServer/InstallableApps/Common/eas.ear
FinancialDataQuality/AppServer/InstallableApps/aif.ear
financialreporting/InstallableApps/HReports.ear

Profitability/AppServer/InstallableApps/common/profitability.ear
AN{eIRRFR FB P i /R eE TR B sE 1 )
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1. {21k EPM System soHFIFZFHIEAT ©
2. {FF 7 Zip RIFBEGEE ZEREFTIERR Web £7548 > BI90 £EPM ORACLE HOME/products/

Essbase/eas/server/AppServer/InstallableApps/Common/eas.ear/eas.war ©
3. BI¥EE WEB-INF ©
4. 1E2¥ web.xml > FERHR 1 login config E&HRFMMIGEI </webapp> JTLERAVIERTS -
<login-config>
<auth-method>CLIENT-CERT</auth-method>
</login-config>
5. {#fF web.xml ©
6. B 7ZipARCESEETMHER  H— T8

B3 EPM System Z214485E
FHERE EPM System Z2 M T 15 SSO © :52 8% E EPM System 17 SSO °

2% 7€ EPM System i#4T SSO

ORACLE

&4 ZBH Oracle Enterprise Performance Management System ZE sk E L2 SSO #EAM
Z2MEAIBFZT o {E7E Oracle Hyperion Shared Services FSERIAERE » JRE TFA EPM
System EmEY FIIEIE :

EEERREZE2MEAEIENR SSO
LRAETT SSO RIBREE T

TERUA SSO MIRIEH » AE S —XFE EPM System EmE S|4 SSO #H) » #E-PHAEY
Hre 2 EEEFEREE ID - EPM System E M ERIEEE Shared Services HEREMFEHE
BieEFEEE ID > HEZERERTAB ML EPM System [FAE © FIRFEZZEHIUTE
Fi& EPM System ZE R SSO HIEEE ©

Shared Services FFTIEEAARE Z RN SSO » MRE AJEXFIA EPM System EfZ SSO
BIEREE I o

YN HI A Web 85 EIRAR TS ZERUA SSO :

1. LU Shared Services BIEEH 5 E{&) Oracle Hyperion Shared Services Console ° 552
RELE) Shared Services Console ©

2. RFENEERREFRERR -

3. MESRICER R Web RSB RS ZFTAMNEHAEBLE ° 5%E4 Shared Services Y
SNEREARE B R o

Bl - AERRFS Kerberos SSO » {EwAZBIRE # ¥ Kerberos B84 HIER TR Active
Directory 5% E M IMNBHERAE Bk ©

WFIET  A2HREELAERR
4. EIRRPMHRIE -
5. BEEVEETERSEETE o
6. T EE&ENEAERR SEMNE—FABRBRNTTIIDEHR

3-39



FI3E
Smart View By B —& A 15818

a. ZEEVRYA SSO °
b. 7f SSO RHEHIBIZNN T » FEEEE Web # 7 EIBFRHE o NRITE(E
FB Kerberos 525 SSO » A2 Hfth -

BB SSO kg BENNLUEE - SF2R TIIERIE - RFESHEE K SSO
Vabr i

o B
ENEEREER SSO il » K ZATE SSO RMERNIERNiEE
Other o 4 » YNEEF SiteMinder 89 HTTP 1ZSEUIMIEE] > 557E
SSO fRILEWRITRN FEEZHM - AETE SSO HBIhEEVTZ(E
FARY SSO #Hl o

|G 3-5 Web HHIEIERS FRIFH SSO HH!

Web #RIBERARSTER EHM SSO HH

Oracle Access Manager BT urTP 1E5E 1

0SSO B&] HTTP 125E

SiteMinder B&] HTTP 125E

Kerberos ft arTP ERPEEBERERE

1 FEEBAY HTTP #25E2 7824 HYPLOGIN » 2E(FA BT HTTP 1258 > ABMZEHE o
7. F—THEE o

Smart View FYEE—F A 518

EE#2 Oracle Smart View for Office EEEZLA R > MIFZIERS » BEE(EHA HTTP =
HEMRSETH 0 BENRRNRAFNRRERIMEGZEES ° Smart View Z1E 2823
NEZIENFMEIRE Web NES A o R > HPBLERS)

MR Smart View 2% E&E4RE)E @ Oracle Enterprise Performance Management
System JoFRVIRA IR ISR FERENR > EAEXLEBRE A Smart View »
AENGHABIRAFEFEELRY Cookie °

WRECEHR BTN HTML ILE AKE » MIFFESRHY Oracle Access Manager & A
KRB BERZEFIRENKREIE loginforn F& o BE:ZE Smart View £
Oracle Access Manager NE & FEMENE » EEFHREHNEN ©
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EERE B

=113

E2MH :
EA#E B #H EPM System Z& M
fERE BB ARRRERR(EE
Oracle Identity Manager £ EPM System

=
el

Active Directory Bl

27 OID ~ Active Directory K Efth LDAP BUpYfEFEE B #%
R ENEREACEREER

Al ERE B IRER

iREEEREBRRTE

bR e E B SR4ERE

BIEFERAEERYESIER

RELZEMIEE

BMELNEEE

FERSHFTT

EF & B EPM System 2214

ORACLE

HFZEREMBR EIERAIIZIE Oracle Enterprise Performance Management System ZE

m o MELRARBAFEREBR HPBECERA e8! BikFEUEIRE) (LDAP) #Y
A& B > 540 Sun Java System Directory Server (8157 SunONE Directory Server) (]
Active Directory © EPM System 1157 1% Rational Bkl E1EAINBEREBRE ©

—REME > EPM System EmEIRMER S EARS BEMIMIERE Bk - R ZENER
EBBE » 5523 Oracle Enterprise Performance Management System Certification Matrix
(EESGRIE

EPM System EREZERTFINERNESEFERESER —EFEREBIRIRE o oIS EER
E15RBI BB LURBHIR M o BRI LUR M EPM System AR EY)4+ ACL 4AEREMEHE - &
AEIESZ HE 2 > Oracle W AERIEHELEIHBAERNERE - MAKIBRE 2 FHE B
AV A& FNE$4H 2 BB/ Oracle Hyperion Shared Services Console # o

1R¥EFER » EPM System Configurator &8 Shared Services #7FEREMEERRE » LUIES
12 EPM System E & c B2 EEE 2 A Shared Services Console IV EIRER4EHEE o
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F4E

fEAE BHARRRIEE

£ A& B iR AARGHVARRR{ESE

BHELIE SSO HiEH » RRABIEENERTINBERAEBR - RMEIEE LT
Oracle Hyperion Shared Services Console /1 > #1725 & B iR E A S EAEREN
LTRETA(E o TH|EBIRMARRIET -

REMAEER !

- X% OID ~ Active Directory &z Efth LDAP ZUBI{ERE Bk
- BEABAERNEREAERE B

Al & BiRiER

fREEfEFE BIRRE

MipRfERE B4Rk

EEFEREERESIER

REZEEERA

Oracle Identity Manager £2 EPM System

ORACLE

Oracle Identity Manager @ —{EAGEFHAEEIEM AT E > 0] BEEIEME « Bk
fpRrEs (b ERNFEREIRS A E R o Oracle Identity Manager R /EAEZHY
EmIi27E4 Oracle Identity and Access Management Suite Plus FY—Z84 o

Oracle Enterprise Performance Management System (£ {2 /A (LDAP 24H) » £
Oracle Identity Manager 2% ° EPM System jTiFBIAE ] LSRG EAE © 1A

Oracle Identity Manager 122 A BRI E S B 4 & B ENHE/RIS/KAY EPM System &

@ o

BIU0 > RERIE BB 2% Budget Planning B Oracle Hyperion Planning FEFRT2T! c BE
S IEILFERTZT » SR LAFE Oracle Identity Manager FiEI =B A G —FEEIREE
BEAE BERE—RERAENBEREEES - 2GR EPM System A& » 55
R TMEEEIES ) R H Oracle Identity Manager FI1>3 /A » BAZkH Budget
Planning FEfh EPM System 7t (B22 Shared Services) WX EAE o 15K
Oracle Identity Manager 2t (B EIFTAFHE A I S 4K EPM System B
WMELFEBLEIR Oracle Identity Manager BYMERAE T » 552/ Oracle Identity Manager
X o

EZH#% Oracle Identity Manager £2 EPM System #1784 » EEENERTUTS

5%

BERE 1T EPM System I2{EZ A~ Oracle Identity Manager B2/ &
B (EFEHEHE) - B1ERUE LDAP ZEARE B (BI% OID =X Active
Directory) FIEZ ©

HESFE LDAP MERE B (W TR EABMENNIE) RE 4 EPM System
FRYINIREFRE B % o 552 RI5%E OID ~ Active Directory & Efth LDAP BU(ERE
Hi o
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FTA4E
Active Directory &l

Active Directory Bzl

AEIERBBTE A4 A BY Microsoft Active Directory & ©

DNS ERE F R IBER

RIREIEE 0] LIERE Active Directory » 52 Oracle Hyperion Shared Services AJLAI1TEFREE
2 FBE RIS DNS ERIZREH, Active Directory © EFREF 1 HFBE RN 371% Active Directory
AEeteEE o

5/ DNS ZRITIBIG/E ZE48EEHI2s_E5RE Active Directory REERS R FBIERIIB T T » BE
£AMELR Active Directory USR] M © 52 EA#1T DNS ERIEF > Shared Services &3 DNS
RIRES > HHEERIEEESIZS - REBEEEELIERRSEEZEGIZS o HE Shared
Services E4FRIAITITHI2S LB E » Shared Services i EFAEIME F—EEBLIEFES
BRI FR A IS 2 88 o

KK =¥

MO AETEHE R LB A RIS EAYE1E Active Directory B2 ER » A BIIUERE DNS &
B o ANSEAERAES » 552 R Microsoft X5 ©

2=

2 BT PIHFTA Active Directory ¥+ BI A 712 B — i 2 hBVARIEIERES - HAJ7EHE
i EF TR FrE MRS BRI » WA AR R P EFEE M A R FrE Yt rEE
BlZ AR —REREESIEE - IFREE2E B RIHEREN » 552/ Microsoft X4 °

HITEHAESEREEBE R 0 FFERTIIER—IESERE Active Directory :
21 B i AR E AN EMERE Bk (REMBR) ©
#531E Active Directory 481558 E AR EHIIMNBERE Bk ©

BIRHRELRIT B > MIER TR Active Directory A315iF > FLAE:E Oracle Enterprise
Performance Management System 2 fa 7 B 2 RRY At AN i@ A A AE o

&% 1E OID ~ Active Directory Kz ELfth LDAP BYpY{E A& B #%

ORACLE

AR EIEE G FAXEPIMRIZF2REE LDAP B ATEAEBEE > /40 OID ~ Sun Java
System Directory Server ~ Oracle Virtual Directory ~ Active Directory ~ IBM Tivoli Directory

Server > ERYIFPAHRREZEE T LDAP BFEHEBRE
ANfAIE&E OID ~ Active Directory Sz EfhfJ LDAP BU(FERE B % o

1. UR#EIEEM S H7EE Oracle Hyperion Shared Services Console ° 552 R5E(&) Shared
Services Console °

2. RFENERLREFERAERR -
IRMHEEEERIERE - WEESIHAAECRENEREERE  SERERE -
3. H—THE o

4-3



ORACLE

4,

5.

6.

F4E
& E OID ~ Active Directory e ELfth LDAP BURYfEFE & B #%

FEIREERT - EEUT Y —EEEIE ¢
RERARFIENRE (LDAP) > LUEREIF Active Directory #J LDAP ZUfE
A& B % o EEULEIBLERE Oracle Virtual Directory ©
Microsoft Active Directory (MSAD) > LU{E5&%E Active Directory ©

{£PR Active Directory 1 Active Directory FEFBF2N1E{ (ADAM) : TIR T8
ZJEFC Active Directory 3, ADAM B EE]T ID B4 (ObjectcuIip LUIMNEBME ;
BU0 saMAccountName) » 5 EEEE E R HRFEUEMIGRE (LDAP) > WRHE TH
BREETY ) RAHEM o

5— T F—% o

’,‘f Favorites & Oracle Enterprise Performance Management Syst...

-

Application Management

| | User Directories Browse ", Configure User Directories

*| ¥ Application Groups 1. MSAD Connection Information > 2. MSAD User Configuration > 3. MSAD Group Configuration
+| |§ File System
Server Information

Directory Server: Microsoft
* Name:
" DNS Lookup ™ Host Mame

* Host Mame:

* Port: 389
S5L Enabled: r
* Base DN: Fetch DNs
ID Attribute:
Maximum Size: a
Trusted: it
Anonymous Bind: r
*  User DN: [ Append Base DN
*  Password:

|
U | Show Advanced Options

LDAP Options
Referrals: ignore w
Dereference Aliases: Always =
Connection Read Timeout: 60 seC

Connection Pooling

Max Connections: 100

Timeout: 300000 ms
Evict Interval: 120 mins
Allowed Idle Connection Time: 120 mins
Grow Connections: 3

Custom Module
Enable Custom Authentication Module: [

Help Mext  Finish | Cancel

BALZHNSH -

4-4



FA4E
EZ7E OID ~ Active Directory Fe ELfth LDAP BURYfE A& B &%

®Ig 4-1 EEENEM

RH A
B %M Akes EREAERR - ID BEESEEAMEERNEREHME A B -

WRIEIEL R 4 5EEY Active Directory » RATE BENEEULSFE o

£ T 5IZEHFIHIER Other !
EEE T ARYIHEEAE BR85! ; HI40 Oracle Virtual Directory
TR E Tyt 2 B/ LDAP FIfERE Bk (BI70 OID) » (B8 EEA
BH:] ID Bl o
IR E T Active Directory 3 ADAM > LUEFEA BT ID B o

o

F3#? Oracle Virtual Directory & L B — B #2818 5 VR M
LDAP Bk RDMBS BkH#EFENERHRMS > Eit
Oracle Enterprise Performance Management System &8
Z B BIR R0 E A B —SNREMRE Bk » & Oracle Virtual
Directory s24& 7 %/ D EA&E BRHENEE -

#iffl © Oracle Internet Directory

218 fERAEBHRNEREETE - MARTELEEREBiR > BRI MULHAEFE
FRAE B - FWAEZE S TERMELEUINIFHRTTT ©
&if5l : Corporate 0ID

DNS #Rg {£PR Active Directory : ZEEULEEIEP]RIA DNS &R o 5525 DNS &
FE BRI © Oracle B&/K > 1% DNS SRR EABEGEINFERIE
/1 Active Directory BY757% » LUERA IEIEARIRRY o

EERTEEE B 0 FERULEE -

SEEVILISEIERT > BN ERER A R ¢
- 4@ : Active Directory &I ZTE o

#ifl © example.com 3 us.example.com

AD #8i . Active Directory 485578 - BB 2 FTFIT Active
Directory AHRER 23~ fBuLAVAEE A28 o —ARZRER > TAD 48
ULl PIERHIRUE o BN ~ MN/E - BESEIR/ME o

#if5l : Santa Clara 3{ US West region

DNS fEBReE : 7Jsx1% DNS (AR & RAEIEEH 23 89AARES DNS &
78 o

FHERE {£PR Active Directory : ZEEULEIS ] BV AR TR BIBER - 5520
DNS ERIE = EER o

KR 3

WNRITIEIESRTE Active Directory 213 B % » s5EEULIETS o
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FL4E
5% 7 OID ~ Active Directory Je ELfth LDAP B FY{F A& B i

g 41 (B EFENER

RH A
THETE fEf%E Bix(AARa38Y DNS 218 o INREMAHE BixE AR SiteMinder 32

& SSO » BEMTEIAEIYE R o Oracle B:HK » REBNAIREAE
2 FEIEIL Active Directory 4R o

KR 3

WNRITIEFERE Active Directory 21/ B#% > sBieE 2 Bz
ARSI T ETE - F2EDH B

&iffll : MyServer
iR BITEAE B SRFTTERVEZIB RS o

KK =¥
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FA Shared Services API FY%:4
& BETERREEARRY Java £17F CustomAuth. jar EHEZEF !

- WebLogic : # CustomAuth.jar B % MIDDLEWARE HOME/user projects/

g 2

domains/WEBLOGIC DOMAIN/lib H > iSi@E &/ Z C:/Oracle/Middleware/
user projects/domains/EPMSystem/lib ©

MERETEFREHES B5] BERAEEFAIINRA 11.1.2.0 8¢ 11.1.2.1 > 5FF
CustomAuth.jar 7 EPM_ORACLE_HOME/common/j1ib/11.1.2.0 ZEZ|
MIDDLEWARE HOME/user projects/domains/WEBLOGIC DOMAIN/1lib o

- PRABERPRIHRERE | 5 customduth. jar EEE|FTA EPM System A IREEAH
Sl va=g

EPM_ORACLE_HOME/common/jlib/11.1.2.0 > BIBE R Oracle/
Middleware/common/j1ib/11.1.2.0 © HERE CustomAuth.jar FEZE—EHIT
EPM_ORACLE_HOME/common/j1lib/11.1.2.0 B#EH o

FT¥ B S TR sE IS BC e FRRVPR B RIARSZ M AR % » CustomAuth. jar IEZEMETF
TR MELE :
*  MIDDLEWARE_HOME /user projects/domains/WEBLOGIC DOMAIN/lib

*  EPM_ORACLE_HOME/common/jlib/11.1.2.0

5% Shared Services FRIFHE BERRTE © 55 2R E#1 Shared Services I
= o
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AREHEE o F2EAEEIEE -
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a. TEEAERBT > BALNERAEMN » FIWNFEE RSA User ID ©
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ORACLE 6-1



—
mem

=-51\l:

E6E

SR T

EE

EIREEFEIRTFRER > Oracle Hyperion Financial Management #1
Oracle Hyperion Profitability and Cost Management Fr Y T{ERIZ R &
KW o BEMELSBENRER » FREEHET LIERE > BEEWNEN

EERBRF IR
RIEEERTIR

E2REMELNEEE

o R
Oracle Hyperion Shared Services #1 Oracle Enterprise Performance
Management System B FZ#HHEAE 128 {iteigmERN AES INE AT ©

H "E%El%

ORACLE

SEE A FTA Oracle Enterprise Performance Management System ZE & kBRI
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1. FHEREBETEES  EEANKRE EPM System EmERIENFRAEIRFNER
b5 o

2. {ZF1EF1T EPM System E & (Web FERTED « RFEKRIZRE) ©
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{£PR Oracle Hyperion Shared Services :

X
ERETIRIER (EPM System ZEfEE Shared Services (iR EEI% 23
F) B BEPA AR EBATIEE R ©
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b. 7£ Shared Services MIEFERIEAAR | BE L BEEEGEIZAIRERN
Shared Services E§}E o
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ERARENARBEAERERE » BiREAENER2E0 Web EARZSIMIMETL (BIZ0
Oracle WebLogic Server #J Oracle HTTP Server JMiMET0) 2E[EIFE% E’Jfr mEmH
FEEIMMERNEBEET c TEMIBER T Web ARSI SBERHETERERER ° W
EETNSBIILENIRE AR E XI55

5T (Web FEFZT0@AREIMEMETA Web (FIARZSHY) sibsR B E - WEEZEE

ﬁ@%ﬁ&%%m@mﬁﬂ , BINERRIEHRA « FRRSHIER « SNSRI E A LR
SMIMEFUAREY « INTERHAEH A2 ARRAIRER Web FIREMMAERAX
o

B =R IR

Oracle RN SZ1E 5 =K AR MEBICIHER T - Bt - REBHmERREHEMES
M PRI E A MR MBI BEMEENR AT Service Pack o AHEIRERFEEIE

6-4



ORACLE

B6E
HNB=H AR

i 2 Oracle B &5 ERFIEISENERIZRE EEZEHBRIBHBRAERIRE) » o
12{ft Oracle ZEMBVAEERRASTARTSIEEFZT ©

FIRSRIHEEH | EEZEABREL = HORBIHTHER B E M ERABEREIE - —fRME »
Oracle 3R % = HERESIGTTHFARE BRI ZERZAZ Service Pack BY ~—{E4EERR
x> BAZEFRE T —EEERRA o

BEIREH : Oracle TIEAPIRTHNBEEIEH > BIEEHES = AP IHETHNT—EETE
RRZS o BN > SR LA BIEE 28 JRE ARAF AR ZE BRI ZEM JRE A ©

6-5



SHIE g ERa T ]

PETVESEER] 1

KK =¥

sB/DTE BT Bese 12 TS 2 log4j SRECHEREAER o YIRETE E—ERRAFT ARV BET R
HAZTUIEHPEA logd) @ EusZRSEHS5Z logd) » A RESITE S IERR AP EFAE ZAZ NS o

MRS R BRE =B BEIRAEEF -

package com.hyperion.css.custom;

import java.util.Map;
import com.hyperion.css.CSSCustomAuthenticationIF;

public class CustomAuthenticationImpl implements CSSCustomAuthenticationIF
public String authenticate (Map context,String userName,
String password) throws Exception{
try{
//Custom code to find and authenticate the user goes here.
//The code should do the following:
//if authentication succeeds:
//set authenticationSuccessFlag = true
//return authenticatedUserName
// if authentication fails:
//log an authentication failure
//throw authentication exception
}
catch (Exception e) {
//Custom code to handle authentication exception goes here
//Create a new exception, set the root cause
//Set any custom error message
//Return the exception to the caller
}

return authenticatedUserName;

WAZE
RIEER | B3tEREEMBEHIIHIR
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ERAERTE | SEM—#R BT R AREEERE 2 EAE B RPERENHR
0% o FAEEES AR(E Oracle Enterprise Performance Management System 7t
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25 | S B IR AREEERE L EREERPEREMRENERS o £AE
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package com.hyperion.css.security;

import java.util.Map;

import java.util.HashMap;

import com.hyperion.css.CSSCustomAuthenticationIF;
import java.io.*;

public class CSSCustomAuthenticationImpl implements
CSSCustomAuthenticationIF{
static final String DATA FILE = "datafile.txt";

* authenticate method includes the core implementation of the

* Custom Authentication Mechanism. If custom authentication is

* enabled for the provider, authentication operations

* are delegated to this method. Upon successful authentication,

* this method returns a valid user name, using which EPM System

* retrieves the user from a custom authentication enabled provider.
* User name can be returned in the format username@providerName,

* where providerName indicates the name of the underlying provider
* where the user is available. authenticate method can use other

* private methods to access various core components of the

* custom authentication module.

* @param context

* @param userName

* @param password

* @return

*  @throws Exception

*/
Map users = null;

public CSSCustomAuthenticationImpl () {
users = new HashMap();
InputStream is = null;
BufferedReader br = null;
String line;
String[] userDetails = null;
String userKey = null;
try{
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/* Use this authenticate method snippet to return username from a flat file

*/

Fd i A

F2TUHE SR 2
is = CSSCustomAuthenticationImpl.class.getResourceAsStream(DATA FILE);
br = new BufferedReader (new InputStreamReader (is));
while (null != (line = br.readLine())) {
userDetails = line.split(":");
if (userDetails != null && userDetails.length==3) {
userKey = userDetails[0]+ ":" + userDetails[1l];

users.put (userKey, userDetails[2]);

}

}

catch (Exception e) {

// log a message

}

finally{
try{
if(br != null) br.close();
if(is != null) is.close();

}
catch (IOException ioe) {
ioe.printStackTrace();

public String authenticate (Map context, String userName, String password)
throws Exception{

//userName : user input for the userName
//password : user input for password

//context : Map, can be used to additional information required by
// the custom authentication module.
String authenticatedUserKey = userName + ":" + password;

if (users.get (authenticatedUserKey) !=null)
return(String)users.get (authenticatedUserKey) ;
else throw new Exception("Invalid User Credentials");

}

/* Refer to this authenticate method snippet to return username in

username@providername format */

public String authenticate (Map context, String userName, String password)
throws Exception{

a

//userName : user input for userName

//password : user input for password

//context : Map can be used to additional information required by
// the custom authentication module.

//Your code should uniquely identify the user in a custom provider and in

configured
//user directory in Shared Services. EPM Security expects you to append
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the provider

//name to the user name. Provider name must be identical to the name
of a custom

//authentication-enabled user directory specified in Shared Services.

//If invalid arguments, return null or throw exception with
appropriate message
//set authenticationSuccessFlag = false

String authenticatedUserKey = userName + ":" + password;
if (users.get (authenticatedUserKey) !=null)
String userNameStr = (new StringBuffer())
.append ( (String)users.get (authenticatedUserK
ey))
.append ("@") .append (PROVIDER NAME) .toString(
)
return userNameStr;
else throw new Exception("Invalid User Credentials");

}

PZIVIEEES] 2 NE RS

ORACLE

AR ELMERRIES datafile. txt ; BRERFIEERFIZBEREMABIEME > M
ZIER B SELRILA Java HEFEF o

BEEABERAEERNXFERERUTRS » UEIRIZNGEM 2 FrEFRE
s1ERaR IR (R 2 B2 TUREEE ] 2) o

xyz:password:admin
testl:password:testl@LDAP1
testl:password:testl
test1@LDAPl:password:testl1@LDAPL
testl@l:password:testl
userl:Password2:userl@SunONE1
userl l:Password2:userl
user3:Password3:user3

DS Userl:Passwordl23:DS Userl@MSAD1
DS Userl:Passwordl23:DS Userl

DS Userl@l:Passwordl23:DS Userl

WMRETEFECRA username@providername*%iﬁﬁ@ﬁﬁﬁﬁ%?é%ﬁ%’ EEEABERE
BEHIFREPERUTARS ¢

xyz:password:admin

testl:password:testl

testl@l:password:testl

userl l:Password2:userl

user3:Password3:user3

DS1 1G100U User6l 1l:Passwordl23:DS1 1G100U User6l
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DS1 1G100U User6l 1R@1:Passwordl23:DS1 1G100U Usero6l
TUser:password:TUser
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com.hyperion.css.sso.agent.X509CertificateSecurityAgentImpl > MAFEER x509 /&FE R
fEA&E#R! (o) °

WRITAZENEIE DN /&EFR B MEREERE R » S BRI S ELE1LL
com.hyperion.css.sso.agent.X509CertificateSecurityAgentImpl FIEEIE ALER] » 04
B AR P ©

BEIE AR IZTVRSEE G

ORACLE

KIZEEEEFISREATASR com.hyperion.css.sso.agent.X509CertificateSecurityAgent Impl
BEBE o —fRZEER » ICNBRETEEEIER parseCertificate (String sCertificate) /5
V% 0 A BEWEIF DN BU/RE B L EVSERERTE

package com.hyperion.css.sso.agent;

import java.io.ByteArrayInputStream;

import java.io.UnsupportedEncodingException;
import java.security.Principal;

import java.security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java.security.cert.X509Certificate;
import com.hyperion.css.CSSSecurityAgentIF;

import com.hyperion.css.common.configuration.*;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

/**
* X509CertificateAuthImpl implements the CSSSecurityAgentIF interface It
accepts
* the X509 certificate of the authenticated user from the Web Server via a
* header, parses the certificate, extracts the DN of the User and
* authenticates the user.
*/
public class X509CertificateSecurityAgentImpl implements CSSSecurityAgentIF
{
static final String IDENTITY ATTR = "CN";
String g userDN = null;
String g userName = null;
String hostAdrress= null;
/**
* Returns the User name (login name) of the authenticated user,
* for example demouser. See CSS API documentation for more information
*/
public String getUserName (HttpServletRequest req, HttpServletResponse
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res)
throws Exception
{
hostAdrress = reqg.getServerName () ;
String certStr = getCertificate(req);
String sCert = prepareCertificate(certStr);
/* Authenticate with a CN */
parseCertificate (sCert);
/* Authenticate if the Login Attribute is a DN */
if (g _userName == null)
{
throw new Exception ("User name not found");
}
return g userName;
}
/**

* Passing null since this is a trusted Security agent
authentication

* See Security API documentation for more information on
CSSSecurityAgentIF

*/

public String getPassword (HttpServletRequest req,
HttpServletResponse res)
throws Exception

return null;

/**
* Get the Certificate sent by the Web Server in the HYPLOGIN
header.
* If you pass a different header nane from the Web server, change
the
* name in the method.
*/
private String getCertificate (HttpServletRequest request)
{
String cStr = (String)request
.getHeader (CSSConfigurationDefaults.HTTP HEADER HYPLOGI

return cStr;

/**
* The certificate sent by the Web server is a String.
* Put a "\n" in place of whitespace so that the X509Certificate
* java API can parse the certificate.
*/
private String prepareCertificate(String gString)
{
String strl = null;
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String str2 = null;

strl = gString.replace("----- BEGIN CERTIFICATE----- moommy
str2 = strl.replace("----- END CERTIFICATE----- woomwy
String certStrWithNL = "----- BEGIN CERTIFICATE----- "

+ str2.replace(" ", "\n") + "---—- END CERTIFICATE----- "

return certStrWithNL;

/**

* Parse the certificate

* 1. Create X509Certificate using the certificateFactory

* 2. Get the Principal object from the certificate

* 3. Set the g userDN to a certificate attribute value (DN in this
sample)

* 4. Parse the attribute (DN in this sample) to get a unique username

*/

private void parseCertificate(String sCertificate) throws Exception
{
X509Certificate cert = null;
String userID = null;
try
{
X509Certificate clientCert = (X509Certificate)CertificateFactory
.getInstance ("X.509")
.generateCertificate(
new
ByteArrayInputStream(sCertificate
.getBytes ("UTF-8")));
if (clientCert != null)
{
Principal princDN = clientCert.getSubjectDN();
String dnStr = princDN.getName () ;
g userDN = dnStr;
int idx = dnStr.indexOf (",");
userID = dnStr.substring (3, idx);
g _userName = userID;

}

catch (CertificateException ce)

{

throw ce;

}

catch (UnsupportedEncodingException uee)

{

throw uee;

}
} //end of getUserNameFromCert

}// end of class
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