Starting and Stopping OC4J

£ OC4J User's Guide, “Starting and Stopping OC4J,” on page 2-6 and
“Options for the OC4J Server JAR,” on page A-15

Publishing a Web Module

[ 0C4J User's Guide, “Binding the Web Application,” on page 2-17 and
“Options for the OCAJ Server JAR,” on page A-15

Sarting OC4J

$J2EE_HOME is set to SORACLE_HOVE/ j 2ee/ horre.
Execute the following command:

java -jar $j 2EE_HOMVE/ oc4j .jar <options>

Options for this command are not necessary to start OC4J. Use
options if you want to exercise more control in starting OC4J.

Sopping OC4J

Execute the following command:

java -jar $j 2EE_HOVE/ admi n. j ar
orm ://1ocal host/ <adm n>
<admi n- passwor d> - shut down

Deploying a Web Application
[ OC4J User's Guide, “Quick Start for JSPs and Servlets,” on page 2-5 and
“Deploying Applications,” on page 2-16

Deploy a Web application in one of the following ways:
= Place JSP pages anywhere in the j 2ee/ homre/
def aul t - web- app directory.

The JSP pages are accessible with URLs of the form:
htt p: / / <apache_host >: 7777/ j 2ee/
<pat h-t o- JSP>
For example, aJSP pageinj 2ee/ hone/ def aul t -
web- app/ exanpl es/ Hel | o. j sp isaccessble as
htt p:// <apache_host >: 7777/ j 2ee/ exanpl es/
Hel l 0. sp.

= Place servlet classes in the j 2ee/ hone/ def aul t -
web- app/ VEEB- | NF/ cl asses subdirectory—in a
directory corresponding to their Java package.
For example, the serviet classmy. Hel | oSer vl et is
locatedinj 2ee/ horre/ def aul t - web- app/ V.EB-
I NF/ cl asses/ my/ Hel | oServl et. cl ass. The
servlet is accessible through a servlet mapping in the
web. xm fileor from URLs of theform: htt p: //
<apache_host >: 7777/ j 2eel/ servl et/ <cl ass-
nane>. Inthiscase, it is accessible from the following
URL:
ht t p: / / <apache_host >: 7777/ j 2ee/ servl et/
my/ Hel | oSer vl et
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Execute the following command to make your J2EE Web
application accessible from the OC4J Web server:
java -jar admin.jar orm://<oc4j_host>:
<oc4j _orm _port> adnin <admi nuser name>
adm n <adm npasswor d>
- bi ndWebApp <app_depl oy_nanme>
<web_app_nane> <web_site_name>
<cont ext _r oot >

m <app_depl oy_nane> isthe application name.

m <web_app_nane> isthe name of the WAR file contained
within the EAR file—without the . WAR extension.

m <web_site_ nane>isthenameof theweb-site. xnm
file that denotes the Web site to which this Web application
should be bound.

m <cont ext root > istheroot context for the Web module.

Undeploying a Web Application
[ OC4J User’s Guide, “Undeploying Web Applications,” on page 2-18

Execute the following command:

java -jar admin.jar orm://<oc4j_host>:
<oc4j _orm _port> adnin <admi npassword>
-undepl oy <applicati onNane> - keepFil es

m <appl i cat i onName> isthe name of the Web application
that is being undeployed from OCA4J.

m - keepFi | es istheoptional switch that prevents
application files from being removed.

Setting Up an Emulated Data Source
[ OC4J User's Guide, “Definition of Data Sources,” on page 4-18

A data source is a Java object that implements the
j avax. sql . Dat aSour ce interface. A datasource object is
afactory for JDBC connections.

An emulated data source (the pre-installed default) wraps
around an Oracle data source. An emulated data source is used
primarily by applications that access a single database. A non-
emulated datasource is a pure Oracle data source used by
applications.
= Declare an emulated data source in the

dat a- sources. xnl file as follows, replacing

<oc4j _host >, <TTC port >, and <DB | D> with the

correct values:

<dat a- sour ce

class =
"com everm nd. sql . Dri ver Manager Dat aSour ce"
name = "j dbc/ DVDSNane"

l ocation = "jdbc/DVDSLocat i on"

xa-l ocation = "jdbc/ DMXADS"

ej b-l1ocation = "jdbc/enul at edDS"
user name = "scott"

password = "tiger"

url =
"j dbc: oracl e:thin: @oc4j _host >:
<TTC port>:<DB | D>"
connection-driver =
"oracle.jdbc.driver.Oacl eDriver"
/>

m cl ass attribute: Any of the Oracle or OC4J data
sources.
m nane attribute: The name of the data source.

m | ocati on attribute: This must be a unique location,
but Oracle recommends that you do not use this location
for looking up a data source.

m xa-| ocati on attribute: This must be aunique
location, but Oracle recommends that you do not use this
location for looking up a data source.

m ¢j b-1 ocati on attribute: Indicates the INDI name
used to access a data source for EIBs, JSPs, and servlets.
This must be a unique location. Oracle recommends that
you use this location for looking up a data source.

m user nane and passwor d attributes: Use when
connecting to the database if you want to avoid
hardcoding the information in the application code. This
is optional.

m url attribute: The JIDBC connection string for the
database.

m connection-driver attribute: Any classthat
implementsj ava. sql . dri ver.

Using Security
[ OC4J User's Guide, Chapter 8, "Security"

OCA4J security includes authorization, authentication, and
confidentiaity. Thefirst two of these features are specified ina
user repository while confidentiality is handled by the Oracle
HTTP Server.

By default, OC4J uses the XM_LUs er Manager classand its
user repository, pri nci pal s. xm . Because thissimple, file-
based user repository is not secure, you can specify a user
manager with a more secure user repository, such asthe
JAZNUser Manager class. The primary purpose of this class
isto leverage the JAAS provider as the security infrastructure
for OC4J.
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Setting Up Authorization Using principal s.xml
1. Specify users and groups, as the following XML shows:
<princi pal s>
<gr oups>
<group name="al |l users">
<descri ption>Group for all normal
user s</ descri pti on>
<perm ssion name="rm :|ogin"/>
<perm ssi on name=
"com everm nd. server.rm . RM Perni ssi on"
/>
</ gr oup>
....other groups...
</ groups> <users> <user username="guest"
passwor d="wel cone" >
<descri pti on>Guest user</description>
<gr oup- nenber shi p group="al |l users" />
</ user>
</ user s>
</ principal s>
2. Specify logical roles in a J2EE application.
a. Specify the logical roles that your application uses
in the XML deployment descriptors.

Depending on the application type, update one of the
following with the logical roles:

m web. xm foraWARfile
m ¢j b-jar.xm foranEJB JARfile
m application.xm foranEARfile

In each of these deployment descriptors, an XML
eement known as<securi ty-r ol e> definesthe
role.

b. Inthe ej b-j ar. xm file, define the bean and
method that the role can access, as the following
XML illustrates:
<met hod- per mi ssi on>

<descri pti on>VlI SITOR rol e needed for
Cust oner Bean net hods</ descri pti on>

<r ol e- name>VI S| TOR</ r ol e- name>

<met hod>
<ej b- name>cust ormer bean</ ej b- name>
<met hod- nanme>* </ met hod- name>

</ met hod>

</ met hod- per ni ssi on>

c. Inthe web. xnl file, specify the security
constraints for a servlet.
<security-constraint>

<web-resource-col | ecti on>
<web-r esour ce- nane>Sal esl nf o
</ web-r esour ce- nane>
<url - pattern>/sal esi nfo/*
</url-pattern>
<ht t p- met hod>GET</ ht t p- net hod>
<ht t p- met hod>PCOST</ ht t p- net hods>
<aut h-constrai nt>
<r ol e- name>VI S| TOR</ r ol e- name>
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</ aut h-constrai nt >
</ web-resource-col | ecti on>
</ security-constraint>

3. Map logical roles defined in the application deployment
descriptors to actual users and groups defined in the
princi pal s. xm file.

Specify this mapping in the contai ner-specific deployment
descriptor (ori on-web. xm ,ori on-
appl i cation.xm )witha<security-role-
mappi ng> element, asin the following XML:
<security-rol e-mappi ng nane="Vl SI TOR' >

<group name="al | users" />
</ security-rol e- mappi ng>
The XML mapsthelogica rolevi SI TORtotheal | user s
group intheori on-ej b-j ar. xm file.

Authentication for HTTP Clients

Most clientsto your application are Web browsers, which
access the container through the Oracle HTTP Server and
nmod_o0sso. OC4J requests the client to authenticate itself
when accessing protected URLSs.

Authentication for EJB Clients

When you access EJBsin OC4J, you must pass valid

credentials to this server.

m Standalone clients define their credentials in the
j ndi . properti es filedeployed with the EAR file. In
this case, indicate the username (principal) and password
(credentials) to employ when looking up remote EJBsin the
jndi.properti es file.

m Servlets or JavaBeans running within the container pass
their credentials withinthel ni ti al Cont ext , whichis
created to look up the remote EJBs.
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