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Preface

Intended Audience

The Oracle eMail Server Administrator’s Guide is intended for anyone who will be
planning, configuring, managing, or monitoring Oracle eMail Server. It provides an
introduction to the components and concepts of eMail Server and describes the
planning, configuring, and management tasks you will perform.

Oracle eMail Server Documentation

Oracle eMail Server documentation is available in HTML and PDF format on the
CD-ROM and installs automatically during product installation. Use your Web
browser to access SORACLE_HOME/doc/es52/index.htm on your server. The following
documents are available:

Oracle eMail Server Administrator’s Guide

Oracle eMail Server Release Notes

Oracle eMail Server Installation Guide

Oracle eMail Server Developer’s Guide
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Notation Conventions

The following notational conventions appear in this manual:

Convention Description

italic Italicized type identifies document titles.

Monospace Monospace type indicates commands.

bold Boldface type indicates script names, directory names, path names,

and filenames (for example, the root.sh script).

UPPERCASE Uppercase letters indicate parameters or environment variables (for
example, ORACLE_HOME).

In code examples, vertical ellipsis points indicate that information
not directly related to the example has been omitted.

In command syntax, horizontal ellipsis points indicate repetition of
the preceding parameters. The following command example
indicates that more than one input_file may be specified on the
command line.

command [input _file ...]

<> In command syntax, angle brackets identify variables that the user
must supply. The following command example indicates that the
user must enter a value for the variable input_file:

comand <input _fil e>

[1 In command syntax, brackets enclose optional clauses from which
you can choose one or none. The following command example
indicates that the variable output_file is optional:

command <input _file> [output_file]

{} In command syntax, curly brackets indicate that a choice of two or
more items separated by a vertical bar or pipe ( | ). The following
command example indicates a choice of either a or b:

command {a | b}

$ The dollar sign represents the shell prompt in UNIX. ?

1 In examples, an implied carriage return occurs at the end of each line, unless otherwise noted. You
must press the Enter key at the end of a line of input.
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Administering eMail Server

Oracle eMail Server provides tools to help you perform most administration tasks,
including managing processes, directory entries, and databases. You can also use
monitor tests and server process logs to monitor the system for potential problems.

Before administering eMail Server, make sure that you have installed eMail Server
and the Administration Tool correctly. You must also configure Net8 so that you can
connect to the appropriate databases and Guardian controllers.

Warning: Do not run any eMail Server 5.2 administration tools
against earlier versions.

See Also:  Oracle eMail Server Installation Guide for more
information about installing and configuring the administration
tools.

To administer the system, review the following procedures:

Logging on to the Administration Tool and OOMGR

Using the Administration Tool Graphical User Interface

Using the Administration Tool Command-Line Interface
Administration Tasks Not Available in the Administration Tool
Using OOMGR

Managing Text-Based Configuration Files

Managing Administrative Privileges

Contacting Oracle Support Services
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Logging on to the Administration Tool and OOMGR

Note: You must be familiar with the concepts presented in the
Oracle eMail Server Concepts Guide before proceeding with this
Administration Guide.

Logging on to the Administration Tool and OOMGR

When you log on to eMail Server, you connect to the node that you want to
administer. You can log on to any node that has a database.

When you log on to any node using the Administration Tool, you will see your
entire system topology, including other nodes to which you can also connect.
However, it is recommended that you log onto the System Configuration Node to
see the most recent changes to the system. Nodes other than the System
Configuration Node must wait for configuration information to be replicated from
the System Configuration Node so they may not have the most recent system
changes.

Note: If you plan to add or remove a domain using the
Administration Tool, you should log onto the Domain
Configuration Node under which you will create or remove the
domain. If you are already logged onto the Administration Tool,
you should shut down the Administration Tool and restart it. Then,
log on directly to the Domain Configuration Node where you will
be creating or removing the domain.

See Also:  "Creating a Domain or Subdomain" on page 5-2 and
"Deleting a Domain" on page 5-7 for more information.

When you start either the Administration Tool or OOMGR, you will be prompted
for the following information:

Username The username must have administrative privileges.

Generally, you will enter the ADMIN username you created
during the eMail Server system installation.
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Using the Administration Tool Graphical User Interface

Password The password must correspond to the username.

Generally, you will enter the password you entered for the
ADMIN account during the eMail Server system installation.

Connect_string connect_string for the node to which you want to connect.
This should be the same as the service name that you entered
for this node in your tnsnames.ora file.

See Also:  Oracle eMail Server Installation Guide for more
information about this file.

Qualified domain Complete name of the domain to which you want to connect.
If your system has only one domain, you do not need to enter
a value.

Using the Administration Tool Graphical User Interface

Use the Administration Tool to configure and maintain your eMail Server system.
Because information in the Administration Tool is organized hierarchically, you can
easily see the relationships between the nodes, domains, communities, gateways,
and processes on your system. You can also use the Administration Tool to maintain
user accounts, update directory entries, and monitor your system.

Note: With the Administration Tool, you can perform about 95%
of the administration and system management tasks that you can
perform with OOMGR.

See Also:  "Administration Tasks Not Available in the
Administration Tool" on page 1-12 for a list of tasks that must be
performed using OOMGR.

To begin using the Administration Tool GUI, see the following tasks:

« Starting the Administration Tool GUI

« Navigating in the Administration Tool GUI

Starting the Administration Tool GUI

You start the Administration Tool by connecting to any eMail Server node. From
there, you can connect to the rest of the nodes and domains in your system without
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Using the Administration Tool Graphical User Interface

Prerequisites

Steps

having to start a new instance of the Administration Tool, and without having to
log out of any of the other nodes. You can connect to a maximum of eighty eMail
Server system nodes at once.

See Also:  "Logging on to the Administration Tool and OOMGR"
on page 1-2 for more information.

You must have administrative privileges to use the Administration Tool.

See Also: "Managing Administrative Privileges" on page 1-19 for
more information.

The procedure for starting the Administration Tool depends on the platform on
which the Administration Tool is installed.

On Windows NT or Windows 95
1. Double-click the Administration Tool icon (imadm.exe).

The tool starts, displaying a left pane and a right pane.
2. In the left pane, click Messaging System.

3. Inthe Messaging Admin Server Logon dialog box, enter a valid username,
password, connect_string, and qualified domain name for your eMail Server
system.

See Also:  "Logging on to the Administration Tool and OOMGR"
on page 1-2 for descriptions of these variables.
4. Click Logon.

You can now expand the navigation tree in the left pane and begin using the
Administration Tool to monitor and configure your eMail Server system.

On Solaris

1. Define the ORACLE_HOME environment variable in the .login file (for the C
shell) or the .profile file (for the Bourne or Korn shell):

login (C shell) set env CRACLE_HOME <di r ect or yNange>
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profile (Bourne or CRACLE_HOME=<di r ect or yNane>
Korn shells) export CRACLE HOME

2. Add the following path to the PATH environment variable in the .login or
.profile file:

$CRACLE. HOME bi n

3. At the Solaris prompt, enter the following command;

$ i nadm

The tool starts, displaying a right pane and a left pane.
4. In the left pane, click Messaging System.

5. Inthe Messaging Admin Server Logon dialog box, enter a valid username,
password, connect_string, and qualified domain name for your eMail Server
system.

See Also: "Logging on to the Administration Tool and OOMGR"
on page 1-2 for descriptions of these variables.

6. Click Logon.

You can now expand the navigation tree in the left pane and begin using the
Administration Tool to monitor your eMail Server system.

7. To access the on-line help in the Administration Tool graphical user interface,
select Help from the menu.

Navigating in the Administration Tool GUI

The Administration Tool provides an easy way to view and manage your eMail
Server system. The Administration Tool window is divided into four areas: the
menu, toolbar, navigation tree, and right pane.

Menu

The menu is located across the top of the window. It provides quick access to basic
tasks that you can perform with eMail Server. For example, you can choose
Messaging System->Start All Processes... to start all the server processes that are
registered in the system.
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Some menu items only appear when you have a specific object selected in the
navigation tree. For example, when you select a specific node, the Messaging
System menu expands to include the Export command to export data from one
node to another.

Toolbar

The toolbar is located below the menu. It provides graphical buttons that you can
use to perform tasks that are specific to the object you have selected in the
navigation tree. The action performed by a button changes when you select
different objects in the navigation tree.

For Example:

When you select Domains in the navigation tree and click ﬂ (Create), the Add a
New Domain dialog box appears. However if you change your selection in the
navigation tree to Communities and click + (Create), the Insert Community dialog
box appears.

Sometimes buttons only appear when a particular object is selected in the
navigation tree. For example, when you select a node in the navigation tree, three
new buttons appear. These buttons perform tasks specific to a node, such as Export.

The toolbar also contains arrow buttons that you can use to move through the
navigation tree from one object to the next, and it contains a Help button that you
can click to see the Online Help.

ﬁ Takes you to the parent item in the navigation tree.

ﬂ Takes you to the last item that you selected in the navigation tree.
ﬂ Returns you to the item that was selected before clicking E'

ﬂ Opens the Online Help.

Navigation Tree

Located on the left side of the window. It provides a hierarchical view of the objects
in your system. You can move through the navigation tree the same way you would
move through a directory tree in your operating system’s file manager or explorer.
Use the following guidelines to move through the hierarchy:

+ before an object name means that the object can be expanded to see the
contents. To expand the object, either click the + or double-click the object name.
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Using the Administration Tool Command-Line Interface

- before an object name means that the object is already expanded. To hide the
object contents, either click the - or double-click the object name.

Tasks in this guide use the standard UNIX directory notation for identifying the
object that you should select in the tree.

Example:

If a task says to select Messaging System/Domains/DOMAIN NAME, you would
expand the Messaging System item, expand the Domains item, and select the
name of the domain in which you want to perform the task.

When you select an object, details about the object appear in the right pane of the
window.

To perform a task related to an object, you can either choose a menu item, click a
toolbar button, or right-click the object name and select a task from the pop-up
menu. Some options are not available through the pop-up menu.

Right Pane

Located on the right side of the window. It displays the details about an object
selected in the navigation tree. If there are many details, the right pane may be
organized into tabs that you click to view the different types of details.

Using the Administration Tool Command-Line Interface

Use the Administration Tool command-line interface to manage your eMail Server
system through a command line. Objects in the command line are organized the
same way as the GUI so you can navigate through the hierarchy as if it were a
directory file system. This command line provides the same functionality as the
GUL.

Note: With the Administration Tool, you can perform about 95%
of the administration and system management tasks that you can
perform with OOMGR.

See Also:  "Administration Tasks Not Available in the
Administration Tool" on page 1-12 for a list of tasks that must be
performed using OOMGR.

To begin using the Administration Tool GUI, see the following tasks:
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« Starting the Administration Tool Command-Line Interface
« Guidelines for Using the Administration Tool Command-Line Interface

« Example Tasks Using the Administration Tool Command-Line Interface

Starting the Administration Tool Command-Line Interface

Prerequisites

Steps

You start the Administration Tool by connecting to any eMail Server node. From
there, you can connect to the rest of the nodes and domains in your system without
having to start a new instance of the Administration Tool, and without having to
log out of any of the other nodes. You can connect to a maximum of eighty eMail
Server system nodes at once.

See Also:  "Logging on to the Administration Tool and OOMGR"
on page 1-2 for more information.

You must have administrative privileges to use the Administration Tool.

See Also: "Managing Administrative Privileges" on page 1-19 for
more information.

This procedure is the same on Windows NT, Windows 95, and Solaris platforms.
The only difference is the filename.

1. To start the Administration Tool command-line interface, open a shell tool (this
could be DOS, Bourne, Korn, or any other shell available on your platform).

2. Atthe prompt, enter one of the following commands:

On Solaris On Windows 95 or Windows NT

$ i nadm > i nadm . exe

3. At the Admin prompt enter the following command:

Adnmi n>l ogon nessagi ng passwor d=<adni n_passwor d> connect =<connect _st ri ng>
domai n=<qual i fi ed_donai n>

This can be abbreviated:
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Adni n>l ogon m p=<adm n_passwor d> c=<connect _string> d=<qual i fi ed_donai n>
See Also: "Logging on to the Administration Tool and OOMGR"
on page 1-2 for descriptions of these variables.

4. To view a list of the available commands in the Administration Tool
command-line interface, enter the following command:

Adni n>hel p
See Also:  Chapter 21 on page 21-347 for a complete command
reference.

Guidelines for Using the Administration Tool Command-Line Interface

The Administration Tool command line provides several commands that you can
use to perform any of the tasks that are available in the Administration Tool GUI.
You can use these commands alone or in a script. See Chapter 21 on page 21-347 for
a complete command reference.

Use the following guidelines when entering any command:
« Property values are case-insensitive and spaces are ignored.

= You can shorten a property name by typing only the first one or more characters
that can uniquely identify the property. For example, you can type "mess" to
represent Messaging System.

Example Tasks Using the Administration Tool Command-Line Interface

Performing a complete task with the Administration Tool command line involves
more than one command. The Administration Tool command line is designed to
mirror the structure of the Administration Tool GUI. You can "change directories"
through the objects in the navigation tree as if you were navigating through your
operating system’s file system.

The following examples show how you can move through the navigation tree in the
Administration Tool command line to complete common tasks. Each step includes a
description of how you would perform the step in the Administration Tool GUI.
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See Also: Chapter 1 on page 1-1 for a complete command
reference.

Create a New Location Entry in the Directory

1. Start the command-line tool and log on to the Domain Configuration Node
where you want to create the Location entry.

See Also:  "Starting the Administration Tool Command-Line
Interface” on page 1-8 for instructions.
2. Change to the Directory Entries object directory.

This is equivalent to selecting the Directory Entries object in the navigation tree
in the Administration Tool GUI.

Adnin> cd "Drectory Entries"

3. Run the new command.

This is equivalent to clicking the ﬂ (Create) button in the toolbar in the
Administration Tool GUI.

Adni n> new

4. Change to the New Entry object directory.

This is equivalent to opening the New Entry dialog box in the Administration
Tool GUI.

Admin> cd "New Entry”

5. Set the type of entry to Location.

This is equivalent to selecting Location from the Type list box in the New Entry
dialog box in the Administration Tool GUI.

Adnin> set type=l ocation

6. Change to the General object directory.

This is equivalent to selecting the General tab in the New Entry dialog box in
the Administration Tool GUI.

Adnmin> cd General (cd ../1/0)

7. Set the values for the Location attributes.
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This is equivalent to filling in the text boxes in the New Entry dialog box in the
Administration Tool GUI.

Admin> set nane=<| ocat i on_nane> adm n=<adm n_user name> desc="<descri pti on>"
par ent =<par ent _| ocat i on>

Note: If you do not know the administrator name or parent
location, you can change to the directory for that object and
perform a search.

See Also: "Search for a Directory Attribute” on page 1-11 for
examples.

Commit your changes.

This is equivalent to clicking the OK button in the New Entry dialog box in the
Administration Tool GUI.

Adm n> conmi t

Search for a Directory Attribute

If you are creating or modifying a directory entry, you must specify certain
attributes about the entry. If you do not know the attribute, you can search for it.

The following example searches for any parent of the current entry and selects the
first returned entry.

Adnin> cd parent
Admn> find v=%
Adm n> sel ect 0
Adnmin> cd ..

Set the Time Zone for a Node

Start the command-line tool and log on to the node where you want to change
the time zone.

See Also: "Starting the Administration Tool Command-Line
Interface" on page 1-8 for instructions.

Change to the nodes/<nodename>/localinfo object directory.
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This is equivalent to selecting Messaging System/Nodes/NODE NAME in the
navigation tree, and then selecting the Local Info tab in the right pane in the
Administration Tool GUI.

Adm n> cd nodes/ <nodenane>/ | ocal i nfo

3. Set the time zone to a new value.

This is equivalent to selecting a new time zone from the list box in the Local
Info tab in the right pane in the Administration Tool GUI.

Adm n> set timezone="(GMI -08:00)"

Note: If you do not know the available time zone values, you can
use the desc command to see a list of values.

4, Commit your changes.

Adm n>conm t

Administration Tasks Not Available in the Administration Tool

In this release, the Administration Tool contains about 95% of the functionality
available in OOMGR. The following tasks must be performed through OOMGR:

= Boot anode

See Also: "boot node" on page 22-5 for more information.

« Display DB space for a node.

See Also: "Displaying Local Node Information" on page 4-6 for
more information.

=  Move the System Configuration Node or Domain Configuration Node.

See Also:  "Moving the SCN" on page 4-5 or "Moving a DCN" on
page 4-6 for more information.

« Grant, revoke, or check security/ADMIN privileges for directory entries.
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See Also:  "Granting Access Privileges" on page 13-23 for more
information.

« Display or clean up shadow processes.

See Also:  "Displaying Database Shadow Processes" on page 9-8
or "Removing Database Shadow Processes" on page 9-8 for more
information.

« Reset the package number expected in the replicator.

See Also: "Resetting Replicator Package Numbering" on page
15-6 for more information.

Using OOMGR

You can use OOMGR to configure and maintain your eMail Server system and to
create scripts to automate frequently performed tasks that do not require your
attention. With OOMGR, you can perform the same administration tasks available
through the Administration Tool.

Starting OOMGR

Prerequisites
You must have administrative privileges to use the OOMGR.

See Also:  "Managing Administrative Privileges" on page 1-19 for
more information.

Steps
This procedure is the same on Windows NT, Windows 95, and Solaris platforms.

1. Open ashell tool and enter the following command:
$ OOMR
2. Enter your username, password, connect_string, and qualified domain name at

the appropriate prompts. Or, to avoid the prompts, enter the following
command:

$ GOMR <user nane>/ <passwor d>/ <connect _stri ng>/ <qual i fi ed_donai n>
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See Also:  "Logging on to the Administration Tool and OOMGR"
on page 1-2 for descriptions of these variables.

3. To access on-line help from the OOMGR command line, enter one of the
following commands:

To perform this task: Enter this command: Example:

List available commands | GFOMR>hel p | CFOMFR>hel p

List information about a | GFQvR>hel p | GFOMR>hel p i nport
specific command <cormand>

List the attributes | GFQvR>hel p | GFOMR>hel p i nsert
associated with a class used <command> <cl ass> per son

with a command

OOMGR Command Guidelines

You enter OOMGR commands from a prompt, much as you enter any
command-line commands. You can also create scripts, or batches of OOMGR
commands, letting you automate repetitive or after hours tasks.

See Also:  "Creating an OOMGR Script File" on page 1-17 or
"Running a Script File" on page 1-18. The correct syntax for each
OOMGR command is listed in Chapter 22 on page 22-1.

Using Terminating Characters

Each OOMGR command, whether entered alone or in a script, must end with a
semicolon(;), except for the following commands:

autocommit exit rem
change help rollback
commit host spool
connect list whoami
echo pause

Cancelling Commands

If you want to be able to cancel OOMGR commands, you must disable the
autocommit command. With this disabled, changes you make to data in your
database using OOMGR are not saved until you enter the commit command. If you
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determine that changes you have entered are incorrect, you can enter the rollback
command to discard all changes you’ve made since your last commit.

The commands listed in "Using Terminating Characters" on page 1-14 are not saved
in the buffer and cannot be rolled back because these commands do not affect the
data stored in your database.

Using Quotation Marks In a Command

Some items must be enclosed in quotation marks when entered as part of an
OOMGR command. These items are:

= A name with an embedded space. For example: "system administrator"
= A name with an apostrophe or single quote (). For example: "O'Neil"

« Astring with embedded double quotes. Use single quotes (") to enclose such a
string. For example, ""HQ"™.

Valid Wildcards

You can use the following wildcards (a symbol that represents any character or
character string) in an OOMGR command:

= Anunderscore () matches any single character

« The percent sign (%) matches any string

Example
You want to locate all organization names containing the word "sales.” Enter the
following:

| GFOVE3=>f et ch or gani zati on nane = 9%al es%

Valid Abbreviations

You can abbreviate OOMGR commands when you enter them. You must enter
enough of acommand to uniquely identify it. For example, to abbreviate the bounce
command, you must enter BOU rather than BO because several OOMGR
commands begin with BO.
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Case Sensitivity

OOMGR commands are not case sensitive, but certain types of data entered using
OOMGR are stored in a case-sensitive manner. Generally, data is stored the way you
enter it except for:

« The Name attribute of nodes, domains, communities, equipment, and rooms
which is stored in upper case.

« The Username attribute of a person which is stored in upper case.

Multi-line Command Statements

You can enter long commands on multiple lines. OOMGR displays a line number
each time you press the Enter key. The command will run when you enter a
semicolon (;) and press Enter.

Specifying Multi-value Parameters

Some processes require that you enter multi-value parameters. When entering these
parameters:

« Use commas to separate items in a list of parameter values.

«  When changing the values of a multi-value parameter, you must specify the list
of values as you want them to appear.

Examples

» The following command creates the Objsexptd parameter for instance 1 of the
DirSync process with the values Person, Alias, and Room:

| GFOMF>r egi st er par anval ue
server =D r Sync i nstance=1
par aret er =Chj sexptd val ue=Per son, Al i as, Room

« The following command adds the Location object class to the list of values
created in the previous example:

| GFOMF>nodi fy par anval ue
server=D r Sync i nstance=1
par anet er =Chj sexptd to val ue=Per son, Al i as, Room Locat i on;

« The following command removes the Alias class from the list of values:

| GFOMF>nodi fy par anval ue
server=0 rSync i nstance=1
par aret er =Chj sexptd to val ue=Per son, Room Locat i on;
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Basic OOMGR Commands

The following OOMGR tasks will get you started. Commands to complete specific
tasks are listed throughout this guide, and a complete command reference is also
included

See Also:  Chapter 22 on page 22-1.

Table 1-1 Basic OOMGR Tasks

To do this: Enter:

Exit OOMGR | GFOMFP>exi t

Display the most recent | GFOMERA i st

command entered

Edit the last command | GFOM>RR>change / <ol d_i nf or mat i on>/ <new_
entered i nformati on>

Run the command in the | GFOVE>r un

buffer

Run a script from the | OFOM>R>execut e <script_fil e_nane>
OOMGR prompt

Creating an OOMGR Script File

Use script files to execute several OOMGR commands at once. You can create a
script file with almost any text editor. Simply enter the commands using the correct
syntax and valid wildcards. There is no limit to the number of commands in a script
file. Then, name and save the file.
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Note: To return automatically to the operating system prompt
when the script has finished running, enter exit as the final
command of the file. To remain in OOMGR, do not use exit as the
final command.

Adding Script Comments (optional)

You can embed comments in the script files you create to explain the purpose of the
script and the specific commands it contains.

To add a comment to a script file, type rem before a comment.

Displaying Screen Messages (optional)
You can create messages that appear on the screen when specific commands are
running during the execution of a script.

To add a screen message to a script file, type echo followed by the message you
want displayed on the screen.

Running a Script File
To run a script file, enter the following:
| GFOM>R>execut e <fi | ename>;

Managing Text-Based Configuration Files

Although most configuration information for eMail Server is stored in the database,
there are some configuration tasks that require you to manually edit text files that
are stored in directories located on the host machines. To edit these files, you can
use any text-based editor.

The following configuration files are located in
ORACLE_HOME/ office/config/<node_sid>:

« Sendmail configuration file (sendmail.cf)

Sendmail, the standard UNIX mail transfer agent, uses this file to direct all
messages traveling to and from the gateway. See the following tasks for
instructions on how to configure the sendmail.cf file to work with eMail Server:

"Registering the SMTP Gateway with Sendmail” on page 7-5
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"Rejecting Incoming Spam Messages" on page 7-17

"Preventing Use of the Server as a Mail Relay" on page 7-19

"Configuring Sendmail for to Check for Viruses" on page 7-22
« Gateway configuration file (unx.cfg)

This file specifies the gateway name and password as well as the connect_string
for the database so that the gateway can access the eMail Server database. See
the following task for instructions on how to configure the unx.cfg file:

"Creating the SMTP Gateway Configuration File" on page 7-3
« Protocol server connection file (iosps23.cfg or iosps27.cfg)

This file specifies the number of Net8 connections between each registered
protocol server process and the database. See the following task for instructions
on how to configure the unx.cfg file:

"Configuring the Protocol Server Database Connections” on page 10-2
« Protocol server gateway file (imapd.cfg)

This file specifies the gateways that are registered in the system so that the
protocol server processes know how to forward messages. See the following
task for instructions on how to configure the unx.cfg file:

"Specifying Gateways for the Protocol Servers” on page 10-4

Managing Administrative Privileges

When you installed eMail Server, you were prompted to enter a password for the
ADMIN account. The ADMIN account is the system administrator’s account (or
superuser account) from which you manage objects on a given node. In addition,
the ADMIN user can grant administrative privileges to other users, so that they can
administer the eMail Server system. The ADMIN account cannot be deleted and
always retains “superuser” privileges.

Each time you access the Administration Tool or OOMGR, the tools with which you
manage eMail Server, you will be prompted for your username and password. If
you are logging into the system using the ADMIN account, you will enter ADMIN
as the username, and you will enter the password you established during
installation.
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If you are not logging into the system as the ADMIN user, you will simply enter
your username and password. Only users with administrative privileges can access
the administration tools.

You set the administrative password when you create a node. This password is
assigned to the user called ADMIN. ADMIN is a system user that cannot be deleted.
Even if you revoke the Admin privilege from all users, the ADMIN user retains this
privilege.

For security reasons, you should periodically change the ADMIN password.

Steps
This task can only be performed through the OOMGR command-line.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:
| GFOMER>set pwd adni n;

OOMGR prompts you for the new password.
3. Enter the new password, then enter the new password again when prompted.
Ent er new passwor d:
Re-ent er passwor d:
If the two passwords match, OOMGR displays the message:

Password set.

Contacting Oracle Support Services

If you require additional help, you can contact Oracle Support Services. Before
calling:

O \Verify your software, database, and environment configurations match those
contained in the Oracle eMail Server Installation Guide.

0 Be prepared with your CSI number (if applicable) or full contact details,
including any special project information, complete release numbers of eMail
Server and associated products, operating system name and version number.

0 Make note of error code numbers and include a full description of the issue,
including:
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« Whatdid or did not happen?
For example, the command used and result obtained.

«  When did it happen?
For example, during peak system load, or after a certain command.

«  Where did it happen?
For example, on a particular system or within a certain procedure or table.

« What is the extent of the problem?
For example, production system unavailable, or moderate impact but
increasing with time, or minimal impact and stable.

Keep copies of trace files, core dumps, and redo log files recorded at or near the
time of the incident. Oracle Support Services (OSS) may need these to further
investigate your problem.

Oracle Support Services can be reached at the following numbers. The hours are
detailed in your support contract.

In the USA:

= West Coast: 1 (650) 551-8900
« East Coast: 1 (719) 635-8900
. Cental: 1 (407) 240-8900

In Europe: +44 1344 860160

In Asia: +61 3.924.6060
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Configuration Checklist

After installing Oracle eMail Server, you must configure the system based on the
information specific to your site. Configuring your system involves using the
administration tools to perform tasks such as registering processes, subscribing
nodes to domains, and setting process parameters. In some cases, you must also run
scripts provided by eMail Server and edit special configuration files to specify
additional configuration information. Optional configuration steps are clearly
marked.

These checklists list the basic tasks that you must complete to get your eMail Server
system running for different types of server configurations. These tasks are based
on the most common system architectures. Some custom steps might not be
included here. If you need additional help configuring your system, contact Oracle
Support Services.

You can choose from the following configuration checklists:

« Pre-Configuration Tasks (Required)

« Single-Node Installation

« Three-Tier Installation with Separate Protocol Servers (Optional)

« Member Node Installation (Optional)
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Pre-Configuration Tasks (Required)
Pre-configuration tasks are required before configuring your system.

0 Review the benefits and overview of the system provided in Oracle eMail Server
Concepts Guide.

O Plan your system by determining your requirements and creating a system
architecture diagram.

See Also:  Oracle eMail Server Concepts Guide for more
information.

See Also:

Oracle eMail Server Installation Guide for instructions.

See Also:  Chapter 1, "Administering eMail Server" for more
information and instructions.
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Single-Node Installation

If you plan to use only one eMail Server node, your node, domain, and community
information will be completed during the installation process.

See Also: the Oracle eMail Server Installation Guide for more
information on configuring these things.

To configure your system, complete the following tasks:

Configure SMTP/MIME

U
U
U

Configure gateways.
Configure MIME attachment types (optional).

Configure rewriting rules.

Configure Messaging Server Processes

O

Configure messaging server processes.

Configure Protocol Server Processes

O

U
U
U

Configure the protocol server process parameters.
Configure the protocol server database connections.
Specify gateways for the protocol servers.

Setup support for changing IMAP4 passwords (optional).

Configure Security and Privacy (Optional)

O

O 0o o O

Configure protocol server for SSL (optional).
Obtain an SSL trusted certificate (optional).

Reject incoming spam messages (optional).
Prevent use of the server as a mail relay (optional).

Configure virus-checking (optional).

Start the Processes

U
U

Start the guardian process.

Start all registered server and gateway processes.

Configuration Checklist
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Install and Configure Oracle Internet Directory or Other LDAP Directory
(Optional)
O Install Oracle Internet Directory or other LDAP directory.

O Configure the LDAP server processes for synchronization.

Configure Optional Items (Optional)
O Configure queue clean-up (optional).

O Configure queue clean-up (optional).
O Configure shared folder hierarchy (optional).
O Configure ESPrefs.

Configure System Monitoring
O Prepare for system monitoring.

Test Your System Configuration
O Configure messaging clients/browsers for testing.

00 Create test users and send a test message.
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Three-Tier Installation with Separate Protocol Servers (Optional)

If you plan to install the protocol server process on a separate, third-tier machine,
you must configure certain items specifically for that machine in addition to
configuring the eMail Server node.

To configure your system, complete the following tasks:

Configure SMTP/MIME on eMail Server Tier
O Configure gateways.

O Configure MIME attachment types (optional).

O Configure rewriting rules.

Configure Messaging Server Processes on eMail Server Tier
0 Configure messaging server processes.

Configure Protocol Server Processes on Protocol Server Tier
O Configure the protocol server tier.

Configure the protocol server process parameters.
Configure the protocol server database connections.

Specify gateways for the protocol servers.

O 0o o O

Setup support for changing IMAP4 passwords (optional).

Configure Security and Privacy (Optional)
O Configure protocol server for SSL (optional).

Obtain an SSL trusted certificate (optional).
Reject incoming spam messages (optional).

Prevent use of the server as a mail relay (optional).

O 0o o O

Configure virus-checking (optional).

Start Processes on eMail Server Tier
O Start the guardian process.

O Start all registered server and gateway processes.
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Start Processes on Protocol Server Tier
0 Start the guardian process.

O Start all protocol services.

Install and Configure Oracle Internet Directory or Other LDAP Directory
(Optional)
O Install Oracle Internet Directory or other LDAP directory.

O Configure the LDAP server processes for synchronization.

Configure Optional Items (Optional)
0 Configure queue clean-up (optional).

O Configure queue clean-up (optional).
O Configure shared folder hierarchy (optional).
O Configure ESPrefs.

Configure System Monitoring
O Prepare for system monitoring.

Test Your System Configuration
0 Configure messaging clients/browsers for testing.

0 Create test users and send a test message.
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Member Node Installation (Optional)

If you have designed a multi-node architecture, you will probably be installing
some member nodes that have no gateways and no protocol server processes. These
nodes will, however, require some node, domain, and community configuration.
This configuration checklist assumes that you have already gone through the
standard single-node configuration to set up your first node.

See Also: "Single-Node Installation" on page 2-3 for the checklist.

To configure a member node, complete the following tasks:

Configure Nodes, Domains, and Communities
O Configure nodes.

O Configure communities and commroutes.

Configure Messaging Server Processes
0 Configure messaging server processes.

Start Processes
O Start the guardian process.

O Start all registered server and gateway processes.

Configure Optional Items (Optional)
O Configure queue clean-up (optional).

O Configure queue clean-up (optional).

O Configure shared folder hierarchy (optional).

Configure System Monitoring
O Prepare for system monitorig.
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ESPrefs Self Service Utility

eMail Server gives users the ability to change their mail server password, view their
folder quotas, set auto-reply templates, send messages to restricted distribution
lists, and set server rules using ESPrefs self service utility. The ESPrefs self service
utility is a JSP (Java Server Pages) based application which requires a JSP engine.
This chapter describes how use the ESPrefs self service utility features.

Logging into the Self Service Utility Pages.

There are two self service utility pages, the Preferences page and the Distribution
List page.

Use the following steps to login to the self service utility pages.

1.

To login to the Preferences page, use any web browser and connect to the
following:

htt p: // servernane: port/ espref/jsp/ esLogin. jsp

To login to the Distribution List page, use any web browser and connect to the
following:

htt p: // servernane: port/espref/jsp/ esRogin.jsp

After you have entered the one of the above URL addresses, Log In screen displays.

1.
2.

Enter your Username and Password.

Select your Domain from the pulldown box. The Domain field only displays if
there is more than one domain. Otherwise, it is not displayed.

Click on login. Depending on the url address you entered, either the Preferences
or Distribution List page displays.
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Using the Preferences Page

Through the Preferences page, you can check your quota, change your mail
password, view folder details, and set your auto-reply and auto-forward templates.

Checking the Quota Used

In the Preferences page, the Quota Used is displayed under the Preferences
heading. You can see the bar graph representation and the actual number of bytes
used.

Changing the Password
Use the following steps to change your mail server password.

1. Inthe Preferences page, click the Change Password option button.
2. Enter your Old Password in the corresponding field.

3. Enter your New Password in the corresponding field.
4

Confirm your new password in the Confirm Password field and click Ok. The
new password for the mail server is now effective.

Viewing the Folder Details

You can view your mail server folder details in the Preferences page by clicking the
Get Folder Details option button and clicking Ok. The Folder Details page displays
all the folder names and their sizes. To return to the Preferences page, click on your
browser’s Back button.

Setting the Auto-Reply Template

Note: The availability of the Auto-Reply feature is dependent on
the setting your administrator set in the esPrefs. cf g file.

Use the following steps to set the Auto-Reply Template.

1. Create an Auto-Reply template by creating a new email message. From the
browser’s menu, go to File-->New-->Message.

2. Enter the Auto-Reply comments in the body of the message, making sure to
specify the subject in the subject field.
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Save the message as a template by going to File-->Save As-->Template. The
template are saved either in the Templates Folder in the server directory or the
Templates Folder under the local mail directory. If the template is saved under
the local mail directory, the template has to be moved into the server templates
directory.

Go back to the Preferences page.

Select the Set Auto-Reply Template option, choose the template you created
from the drop down list, and click OKk.

To disable the auto-reply template, select the Set Auto-Reply Template option
and choose None from the drop down list, then click Ok.

Setting the Auto-Forward Template

Note: The availability of the Auto-Forward feature is dependent
on the setting your administrator set in the esPr ef s. cf g file.

Use the following steps to set the Auto-Forward Template.

1.

Create an Auto-Forward template by creating a new email message. From the
browser’s menu, go to File-->New-->Message.

Enter the Auto-Forward comments in the body of the message, making sure to
specify the Subject in the subject field and the forwarding address in the To
field.

Save the message as a template by going to File-->Save As-->Template. The
template will be saved either in the Templates Folder in the server directory Or
in the Templates Folder under the local mail directory. If the template is saved
under the local mail directory, the template has to be moved into the server
templates directory.

Go back to the Preferences page.

Select the Set Auto-Forward Template option, choose the template you created
from the drop down list, and click Ok.

To disable the auto-reply template, select the Set Auto-Forward Template option
and choose None from the drop down list, then click Ok.
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Using the Rules Setting Page

The Rule Setting page enables the user to view, create, edit, delete, and organize
rules.

Viewing a Rule

To view a rule, highlight the rule name and the rule description will display in the
Rule Details box.

Changing Rule Order
Use the following steps to change the rule order.

1. Highlight the rule, and depending on click on Move Rule Up or Move Rule
Down.

2. To save the rule order, click Save Rule Order.

Editing a Rule
Use the following steps to edit a rule.

1. Highlight the rule and click on Edit Rule. The Rule Setting page displays.

2. Edit the rule, and click on OK to save the changes.

Deleting a Rule
To delete a rule, highlight the rule and click Delete Rule.
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Creating New Rules
Use the following steps to create a new rule.

1.

In the Rule Setting page, click on Create New Rule. The Rule Setting page
displays.

Enter the rule name in the Rule Name field.

Select the conditions from the pulldown boxes. For more conditions, click More
Conditions.

Select the actions to be performed with the selected conditions and click OK.

Using the Distribution List Page

This distribution list can only be accessed by users who have privileges to send
messages using this restricted distribution list.

Use the following steps to send a message to a restricted distribution list.

1.

2
3
4.
5

Enter the Distribution List name in the corresponding field.
Enter the Cc name(s) in the corresponding field (optional).
Enter the Reply To address in the corresponding field.
Enter the Subject of the message in the corresponding field.

Type in the message in the Message box and click Submit.
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Managing Nodes

Nodes, or instances, of the eMail Server installation, are the basic building blocks of
your eMail Server system. Each node can perform a different role in your system.
You assign roles to nodes to optimize your system’s performance.

When you first install eMail Server, you create the initial node, called the System
Configuration Node (SCN). The SCN stores information about the other system
components. The first node is also the Domain Configuration Node (DCN), the
node that stores and replicates information about the messaging objects in a
domain.

Managing nodes includes the following tasks discussed in this chapter:

Manually Initializing a Node

Renaming a Node

Deleting a Node

Moving the SCN

Moving a DCN

Displaying Local Node Information

Changing a Node’s Time Zone Value (GMT Offset)
Changing a Node’s Default Quota

Changing a Node’s Debug Value
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Manually Initializing a Node

If the automatic initialization of a node is disabled for the domain to which you
want to add a node, then you must manually initialize the node to create its node
record in the database.

Caution: After manually initializing a node, wait until the
replicator process propagates the change to all other nodes before
beginning another configuration task. The replicator log file will
return the message "transfer complete” when it is finished
replicating.

See Also: "Using Server Process Logs" on page 17-2 for more
information about the replicator log file

Steps for Manually Initializing a Node

This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR on the DCN of the parent domain.

2. Enter one of the following commands at the OOMGR prompt:

If the new node is to be: Enter the following command:

A member node | CFOMR>boot node node=<node_nane>
2>DBconnect =<dat abase _connect_stri ng>
3>DBpasswor d=<dat abase passwvor d>
4>communi ty=<i ni ti al _conmuni t y>,

This causes eMail Server to automatically set the member
node status to initializing. When the installation is
complete, the status changes to initialized.
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Renaming a Node

If the new node is to be: Enter the following command:

A DCN | FOMER>boot domai n Qual i fi edNane=<qual i fi ed_
narne>
2>node=<node_narne>
3>DBconnect =<dat abase_connect _st ri ng>
4>DBpasswor d=<dat abase_passvor d>
5>conmuni ty=<i ni ti al _conmuni t y>;

This causes eMail Server to automatically enter the new
DCN name as the ConfigNode attribute of the new domain.

3. Start OOMGR on the sponsor node.

4. On the sponsor node, check that the new node record has been replicated. To do
this, enter the following command at the OOMGR prompt:

| GFOM>R>f et ch node nane=<node_narne>,

5. If the results of the fetch command in step 4 indicate that the database does
contain the new node information, run the Configuration Assistant on the
computer where the new node will reside.

See Also: Oracle eMail Server Installation Guide for more
information

During the automatic configuration process, you will be asked to select
automatic or manual node definition. Select Manual Node Definition.

Renaming a Node

You can rename a node if you decide to change your node naming conventions.

Caution: After renaming a node, wait until the replicator process
propagates the change to all other nodes before beginning another
configuration task. The replicator log file will return the message
"transfer complete” when it is finished replicating.

See Also: "Using Server Process Logs" on page 17-2 for more
information about the replicator log file
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Deleting a Node

Steps for Renaming a Node
This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR on the DCN containing the node that you want to rename.

2. Enter the following command at the OOMGR prompt:

| OFOMXRR>updat e node nane=<node_nane> t 0 nane=<new _node_nane>,

Deleting a Node

You can delete a node if you no longer need it, or if you have moved the node
information to another host machine. Deleting a node removes its configuration
information from the database, but it does not uninstall the eMail Server software.

Prerequisites to Deleting a Node

1. Before deleting a node, back up the system so that you can restore it in case of
difficulty.

2. Export data, such as user accounts, from the node that you are deleting to
another node. Refer to "Migrating Directory Accounts to Another Node or
Domain" on page 13-28 for instructions.

3. Determine the role the node performs in your system and assign that role to
another node using the following guidelines:

Service Node Provides Action

Node isa DCN Move the DCN information to another node in the domain.
Refer to "Moving a DCN" on page 4-6 for instructions.

Node is an SCN Move the SCN information to another node in the
community. Refer to "Moving the SCN" on page 4-5 for
instructions.

Node is a connect node  Either make another node the connect node, or change the
for two or more message delivery routes so that previously connected
communities communities will remain connected.

If you do not make one of these changes, a community may
be disconnected, preventing communication with the rest of
the system.
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Moving the SCN

Steps for Deleting a Node

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > node_name.
3. Inthe toolbar, click ﬁ (Remove).

In OOMGR
1. Start OOMGR on the DCN containing the node you want to delete.

2. Enter the following command at the OOMGR prompt:

| OFOM>R>del et e node nane=<node_nane>,

Moving the SCN

You can move the System Configuration Node (SCN) to another node that is on a
more powerful host machine or one that is in a different location. Moving the SCN
reassigns the SCN capabilities to another node, and the node that was the original
SCN becomes a member node.

Caution: After moving the SCN, wait until the replicator process
propagates the change to all other nodes before beginning another
configuration task. The replicator log file will return the message
"transfer complete” when it is finished replicating.

See Also: "Using Server Process Logs" on page 17-2 for more
information about the replicator log file

Steps for Moving the SCN

This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR on the current SCN.
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Moving a DCN

2. Enter the following command at the OOMGR prompt:

| CGFOV@>nove SON nane=<new SO\ _node_nane>;

Moving a DCN

You can move a Domain Configuration Node (DCN) to another node in the same
domain, if you want to change the node that stores the domain information.

Prerequisites to Moving a DCN

Replicate domain information from the current DCN to the new DCN. Refer to
"Manually Replicating Directory Data" on page 15-4 for instructions.

Caution: After moving a DCN, wait until the replicator process
propagates the change to all other nodes before beginning another
configuration task. The replicator log file will return the message
"transfer complete” when it is finished replicating.

See Also: "Using Server Process Logs" on page 17-2 for more
information about the replicator log file

Steps for Moving a DCN

This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR on the current DCN.

2. Enter the following command at the OOMGR prompt:

| GFOM>R>nove DON nanme=<new DON _node_nane>;

Displaying Local Node Information

You can display information about your local node to see how the node is
currently configured, and to determine whether you need to reconfigure the
node. The following information is displayed:

« Node name
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Changing a Node’s Time Zone Value (GMT Offset)

= Node state

= Version number of eMail Server

« Default quota (disk space assigned to local accounts)
« Time zone (offset from Greenwich Mean Time)

« Patch version level (through OOMGR only)

« Mail version (through OOMGR only)

Steps for Displaying Local Node Information

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUL.

2. Inthe navigation tree, select Messaging System > Nodes > node_name.

3. Inthe right pane, select the Local Info tab.

In OOMGR
1. Start OOMGR on the local node.

2. Enter the following command at the OOMGR prompt:
| CGFOVER>show | ocal al | ;

Changing a Node’s Time Zone Value (GMT Offset)

You may have to change a node’s time zone offset from Greenwich Mean Time
(GMT) if your time zone changes for any reason. Daylight Savings Time is
automatically adjusted by the guardian.

Steps for Changing a Node’s Time Zone Value (GMT Offset)

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUL.
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Changing a Node’s Time Zone Value (GMT Offset)

2. Inthe navigation tree, select Messaging System > Nodes > node_name.

3. Inthe right pane, select the Local Info tab.

4. Inthe Local Info tab, select the appropriate time zone from the Time Zone list

box.

See Also: "GMT Deviations" on page 4-8 for more information
about the values to enter

5. Click Apply.

In OOMGR

1. Start OOMGR on the local node in question.

2. Enter the following command at the OOMGR prompt:

| GFOM>P>nodi fy | ocal node=<node_name> to ti mezone=<GQW_of f set >;

See Also: "GMT Deviations" on page 4-8 for more information
about the values to enter

GMT Deviations

Use the following information to help determine your location’s Greenwich Mean
Time (GMT) deviation. Make a note of your GMT offset for use during installation.

City Country Standard GMT Deviation with DST Adjustment
Honolulu USA -10 None

San Francisco USA -8 -7 (April - October)
Mazatlan Mexico -7 None

Winnipeg Canada -6 -5 (April - October)
New York USA -5 -4 (April - October)
Santiago Chile -4 -3 (October - April)
Rio De Janeiro  Brazil -3 -2 (October - April)
Greenwich England 0 0

Rome Italy +1 +2 (April - October)
Cairo Egypt +2 +3 (April - October)
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Changing a Node’s Default Quota

City Country Standard GMT Deviation with DST Adjustment
Dubai UAE +4 None

Bombay India +5.5 None

Dhaka Bangladesh  +6 None

Saigon Vietnam +7 None

Shanghai China +8 None

Seoul South Korea +9 None

Auckland New +12 +13 (October - April)

Zealand

Changing a Node’s Default Quota

You can change the default disk space quota for storing messages in local accounts
on a node. For example, if you need to increase the number of users in your system,
you may want to decrease the default quota to have room for more user accounts on

a node.

Steps for Changing a Node’s Default Quota

This task can be performed through either the Administration Tool GUI, or the

OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

In the navigation tree, select Messaging System > Nodes > node_name.

2
3. Inthe right pane, select the Local Info tab.
4

In the Local Info tab, enter the new number of disk space (bytes) in the Default

Quota text box.

5. Click Apply.

In OOMGR
1. Start OOMGR on the local node.

2. Enter the following command at the OOMGR prompt:
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Changing a Node’s Debug Value

| GFOMP>nodi fy | ocal def aul t quot a=<ol d_byt es> t o def aul t quot a=<new byt es>;

Changing a Node’s Debug Value

You can change the default debug value for an entire node.

Steps for Changing a Node’s Debug Value

This task can be only performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR on the local node.

2. Enter the following command at the OOMGR prompt:

| FOMF>nodi fy | ocal debug=<ol d val ue> t o debug=<new val ue>;

Changing a Node’s State

You can change the state of a node to servers only if you want to prevent additional
users from logging on during times of system maintenance such as backing up the
database or upgrading the software. Changing the node state does not disconnect
users already logged on. When the system maintenance is finished, you can return
the state to open (running).

Steps for Changing a Node’s State

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > node_name.
3. Inthe right pane, select the Local Info tab.

4. Inthe Local Info tab, choose a state from the Node State list box.

5. Click Apply.
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Changing a Node’s State

In OOMGR
1. Start OOMGR on the local node.

2. Enter the following command at the OOMGR prompt:

| FOv@>nodi fy | ocal <node name> to state=["servers only" | open];
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Changing a Node’s State
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Managing Domains

A domain is a logical collection of nodes that share the same directory information.
The Domain Configuration Node (DCN) is the node that stores directory
information for a domain. The DCN replicates directory information to all nodes
that are members of its domain.

You can create, delete, and manage the domains that comprise your eMail Server
system. Managing nodes includes the following tasks discussed in this chapter:

Creating a Domain or Subdomain
Changing Automatic Node Initialization
Subscribing a Node to a Domain
Unsubscribing a Node from a Domain
Deleting a Domain

Merging Two Domains
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Creating a Domain or Subdomain

Creating a Domain or Subdomain

To create a new domain, you can either designate a DCN while installing a new
node, or you can create a subdomain of the DCN to which you are currently
connected. When you create a new domain, it becomes a child of the existing
domain, which is called the parent.

To create a new domain while installing a node, see the Oracle eMail Server
Installation Guide for instructions. To create a subdomain, use the following steps.

Prerequisites to Creating a Subdomain

To create a subdomain, you must first log on to the parent domain in which you
want to create the subdomain. For example, if you initially log on to the SCN but
you want to create a child domain of the DCN which is a different node, you must
shut down and restart the Administration Tool and log on to the DCN to create a
child domain for that DCN.

Caution: After creating a subdomain, wait until the replicator
process propagates the change to all other nodes before beginning
another configuration task. The replicator log file will return the
message "transfer complete" when it is finished replicating.

See Also: "Using Server Process Logs" on page 17-2 for more
information about the replicator log file

Caution: Child domains do not receive replicated information
from the parent domain. If you want the new domain to receive
replicated information, you must subscribe the node on which the
new domain resides to the parent domain.

Steps for Creating a Subdomain

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating a Subdomain" on page 5-4 for
more information about performing this task
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Creating a Domain or Subdomain

In the Administration Tool GUI

1.

2
3.
4

5.

Start the Administration Tool GUI.

In the navigation tree, select Messaging System > Domains.
In the toolbar, click i‘ (Create).

Complete the Add a New Domain dialog box.

See Also: "Parameters for Creating a Subdomain" on page 5-3 for
more information about the values to enter in this command

Click OK.

In OOMGR

1.
2.

Start OOMGR on the current DCN.
Enter the following command at the OOMGR prompt:

| FOM3>i nsert donai n Qual i fi ed\ame=<qual i fi ed_nane>
2>Conf i gNode=<node_nane>
3>Autol ni t=[ Enabl ed | D sabl ed];

See Also: "Parameters for Creating a Subdomain" on page 5-3 for
more information about the values to enter in this command

Verify that the domain has been added by entering the following command at
the OOMGR prompt:

| GFOM>R>f et ch donai n Qual i fi edNane=<qual i fi ed_nane>;

Parameters for Creating a Subdomain

Parameter Description

Aut ol ni t Indicates whether the new domain will automatically
initialize new nodes. Enter Enabl ed to automatically
initialize nodes; enter Di sabl ed to prevent automatic node
initialization.

See Also: "Changing Automatic Node Initialization" on
page 5-4 for more information

Conf i gNode Node name of the DCN for the new domain.
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Changing Automatic Node Initialization

Parameter Description

Qual i fi edNane Full domain name including the new child domain and all
existing parent domains.

For example, if the new child domain is acre, and the
existing parent domain is com, then the qualified name of the
child domain is acne. com

Guidelines for Creating a Subdomain
« A parent domain can also be a child of another domain.

« Inamultidomain system, you can only have one top-level domain that is not a
child of another domain. If you want to use multiple top-level domains such as
. comand . edu, then you can create a dummy top-level domain such as
. wor | d and make the other domains such as . comor . edu subdomains of this
dummy domain. To make the dummy domain transparent to the user, enter the
name of the new top-level domain as the value for the vi rt ual _domai n
parameter for the POP3SRV or IMAP4SRYV processes. The value of this
parameter will then be automatically appended to the user’s domain during
login and stripped from outgoing addresses.

=« The new child domain can be on a new node, or it can be on the same node as
the parent domain.

Changing Automatic Node Initialization

When you create a domain, you indicate whether the domain will automatically
initialize nodes. Node initialization involves the creation of a new node record in
preparation for configuring a new node in an eMail Server system. If the new node
is a DCN, node initialization creates the new domain record as well as the node
record.

Node initialization can occur automatically or manually. If a domain automatically
initializes nodes (when the automatic node initialization parameter is set to enable),
then a node record is created when any administrator creates a node with the eMail
Server Installer. If a domain does not automatically initialize nodes (when the
automatic node initialization parameter is set to disable), then you must create new
database records for the new node before the node can be created. Manual
initialization ensures that nodes cannot be added to the domain without your
consent.
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Subscribing a Node to a Domain

See Also: "Manually Initializing a Node" on page 4-2 for
instructions on manually initializing a node

Steps for Changing Automatic Node Initialization

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI

1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Domains > domain_name.
3. Inthe right pane, select Enabled or Disabled from the Autolnit list box.

4. Click Apply.

In OOMGR
1. Start OOMGR on the current DCN.

2. Enter the following command at the OOMGR prompt:

| GFOMXRR>updat e dormai n Qual i fi edN\ane=<qual i fi ed_name>
2>Autol ni t=[Enabl ed | D sabl ed] ;

Subscribing a Node to a Domain

You can subscribe a member node of one domain to another domain to provide
access to that domain’s directory information. Normally, users in a domain only
have access to the directory information in their domain. If they need to see
directory information for another domain, then you must subscribe their node to
the other domain. Keep in mind that subscribing a node to a domain increases the
amount of information being replicated between nodes.

Caution: After subscribing a node to a domain, wait until the
replicator process propagates the change to all other nodes before
beginning another configuration task. The replicator log file will
return the message "transfer complete” when it is finished
replicating.
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Unsubscribing a Node from a Domain

See Also: "Using Server Process Logs" on page 17-2 for more
information about the replicator log file

Steps for Subscribing a Node to a Domain

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI

1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Domains > domain_name.

3. In the toolbar, click 4 (Subscribe).

4. Complete the Subscribe a Node to a Domain dialog box.

5. Click OK.

In OOMGR

1. Start OOMGR on the DCN of the domain to which you want to subscribe the
node.

2. Enter the following command at the OOMGR prompt:

| GFOM>R>subscr i be domai n node=<node_nane>;

Unsubscribing a Node from a Domain

You can unsubscribe a node from a domain to remove a node’s access to another
domain’s directory information.

Prerequisites to Unsubscribing a Node from a Domain

Before unsubscribing a node from a domain, back up the system so that you can
restore it in case of difficulty.

Caution: After unsubscribing a node from a domain, wait until
the replicator process propagates the change to all other nodes
before beginning another configuration task. The replicator log file
will return the message "transfer complete” when it is finished
replicating.
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Deleting a Domain

See Also: "Using Server Process Logs" on page 17-2 for more
information about the replicator log file

Steps for Unsubscribing a Node from a Domain

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI

1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Domains > domain_name.

3. Inthe toolbar, click .-ﬂ (Unsubscribe).

4. Complete the Unsubscribe a Node from a Domain dialog box.

5. Click OK.

In OOMGR

1. Start OOMGR on the DCN of the domain from which you want to unsubscribe
the node.

2. Enter the following command at the OOMGR prompt:

| GFOMRR>unsubscri be domai n node=<node_nane>;

Deleting a Domain

You can delete a domain from your eMail Server system if it is no longer needed.

Prerequisites to Deleting a Domain

1.

Before deleting a domain, back up the system so that you can restore it in case
of difficulty.

Delete any domain that is a child of the domain you want to delete.

Unsubscribe all nodes that subscribe to this domain. Refer to "Unsubscribing a
Node from a Domain" on page 5-6 for instructions.
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Deleting a Domain

Caution: After deleting a domain, wait until the replicator process
propagates the change to all other nodes before beginning another
configuration task. The replicator log file will return the message
"transfer complete” when it is finished replicating.

See Also: "Using Server Process Logs" on page 17-2 for more
information about this log file

Steps for Deleting a Domain

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Deleting a Domain" on page 5-8 for
more information about performing this task

In the Administration Tool GUI

1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Domains.

3. Inthe right pane, select the Domains Data tab.

4. Inthe Domains Data tab, select the domain that you want to delete.

5. Inthe toolbar, click ﬂ (Remove).

In OOMGR

1. Start OOMGR on the DCN of the domain that is the parent domain of the
domain that you want to delete.

2. Enter the following command at the OOMGR prompt:

| OFOM>RR>del et e domai n Qual i fi edNane=<qual i fi ed_nane>,

Guidelines for Deleting a Domain

If you delete a domain, then the aliases and distribution lists that contain the
domain structure as part of an address can no longer be used. Also users cannot
reply to existing messages sent from a user whose account was created in the
deleted domain. You can use address rewriting rules to help route messages whose
address have been made invalid by a change in configuration.
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Merging Two Domains

See Also: "Creating Gateway Rewriting Rules" on page 7-8 for
more information

Merging Two Domains

When you merge two domains, you must delete one domain after migrating the
users and other domain information to the remaining DCN. When you merge
domains, the number of nodes stays the same, but one of the nodes is no longer a
DCN. The remaining DCN inherits some or all of the deleted domain’s directory
information. Users transferred from the deleted domain inherit any default
privileges of the inheriting domain.

Prerequisites to Merging Two Domains

Before merging two domains, back up the system so that you can restore it in case
of difficulty.

Steps for Merging Two Domains
This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Merging Two Domains" on page 5-10
for more information about performing this task

In the Administration Tool GUl and OOMGR

1. Create new accounts on the DCN of the remaining domain for all accounts you
are moving. Refer to Chapter 13, "Managing Directory Information", for
instructions.

2. Migrate the user accounts from the old DCN to the new accounts on the
remaining DCN. Refer to "Migrating Directory Accounts to Another Node or
Domain" on page 13-28 for instructions.

3. Unsubscribe all nodes from the domain you will delete. Refer to "Unsubscribing
a Node from a Domain" on page 5-6 for instructions.

4. Subscribe these nodes to the remaining domain. Refer to "Subscribing a Node to
a Domain" on page 5-5 for instructions.

5. Create aliases to redirect mail to the new accounts created in step 1.

This solves two problems:
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Merging Two Domains

« Users sending messages or invitations to old accounts will not receive
bounced message notices.

« Users who are transferred to the new domain do not have to log in to two
accounts to check their messages.

Refer to "Creating a Public Alias" on page 13-17 for instructions.

Notify your users of the change to the qualified names of the moved users,
specifying when the old accounts will be removed.

Remove old accounts and delete the empty domain once the specified time
period is over. Refer to Chapter 13, "Managing Directory Information”, for
instructions on removing old accounts and "Deleting a Domain" on page 5-7 for
instructions on deleting a domain.

Guidelines for Merging Two Domains

You cannot transfer directory information from the domain you intend to delete
to the remaining domain by subscribing the DCN of the remaining domain to
that of the domain to be deleted. The information is still labeled as information
from another domain and is removed when you delete that domain.

When creating accounts on the remaining domain, you can use the existing
names for the objects you move, but the names on the remaining domain will be
qualified with a different domain name than the names on the original domain.
However, if one of the new accounts has the same name as an existing account,
you may have to rename the account.
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Managing Communities

If you have a multinode system you can define communities to let eMail Server
know which nodes can communicate directly with each other. This means that
eMail Server can select the best routes for transferring messages and system
information.

Use the following tasks discussed in this chapter to manage communities:

Creating a Community

Subscribing a Node to a Community

Creating a Message Delivery Route for a Community
Displaying Message Delivery Route Information
Renaming a Community

Unsubscribing a Node from a Community

Deleting a Community

Merging Two Communities

Assigning Cost to a Node
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Creating a Community

Creating a Community

You can create a new community if you need to add one or more nodes that do not
use the same networking protocol as your existing node(s).

Steps for Creating a Community

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating a Community" on page 6-3 for
more information about performing this task

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Routing > Communities.
3. Inthe toolbar, click i‘ (Create).
4

Complete the Insert Community dialog box.

See Also: "Parameters for Creating a Community" on page 6-3 for
more information about the parameters in this dialog box

5. Click OK.

In OOMGR
1. Start OOMGR on the SCN.

2. Enter the following command at the OOMGR prompt:

| OFOM>R>i nsert communi ty nanme=<communi ty_nane>
2>descri pti on=<descri pti orn>;

See Also: "Parameters for Creating a Community" on page 6-3 for
more information about the parameters available with this
command
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Subscribing a Node to a Community

Parameters for Creating a Community

Parameters Description

description Description of the community for the benefit of others who
are accessing the system and need to know the purpose of
the community.

nane Name of the new community you are creating. Each
community should have a different name.

3. After creating the community record, you should complete the following tasks:

«  Subscribe at least one node to the community. Refer to "Subscribing a Node
to a Community" on page 6-3 for instructions.

« Create a message delivery route (or commroute) between the two
communities. Refer to "Creating a Message Delivery Route for a
Community" on page 6-4 for instructions.

Guidelines for Creating a Community

If you are creating a connect node, make sure it is a member of each community to
which it connects and that it uses the communications protocol of each community
that it connects.

See Also: "Subscribing a Node to a Community" on page 6-3 to
learn how to

Subscribing a Node to a Community

You must subscribe at least one node to a community to connect the community to
your eMail Server system.

Caution: After subscribing a node to a community, wait until the
replicator process propagates the change to all other nodes before
beginning another configuration task. The replicator log file will
return the message "transfer complete” when it is finished
replicating.
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Creating a Message Delivery Route for a Community

See Also: "Using Server Process Logs" on page 17-2 for more
information about the replicator log file

Steps for Subscribing a Node to a Community

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Subscribing a Node to a Community"
on page 6-4 for more information about performing this task

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Routing > Communities >
community_name.

3. Inthe toolbar, click ﬂ (Subscribe).
4. Complete the Subscribe Node dialog box.
5. Click OK.

In OOMGR
1. Start OOMGR on the SCN.

2. Enter the following command at the OOMGR prompt:

| GFOMER>subscr i be comuni ty node=<node_nane>
2>DBconnect =<connect _st ri ng>
3>communi t y=<cormuni t y_nane>;

Guidelines for Subscribing a Node to a Community

If you are creating a connect node, make sure it is a member of each community to
which it connects and that it uses the networking protocols of each community to
which it connects.

Creating a Message Delivery Route for a Community

Message delivery routes (commroutes) specify how information travels from one
community to another. If you do not add message delivery routes to and from a
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community, messages and replicator packages cannot be delivered to or sent from
the community.

Steps for Creating a Message Delivery Route for a Community

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating a Message Delivery Route for
a Community" on page 6-6 for more information about performing
this task

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Routing > Message Delivery
Routes.

3. Inthe toolbar, click i‘ (Create).
4. Complete the Add a New Message Delivery Route dialog box.
See Also: "Parameters for Creating a Message Delivery Route for

a Community" on page 6-6 for more information about the
parameters in this dialog box

5. Click OK.

In OOMGR
1. Start OOMGR on the SCN.

2. Enter the following command at the OOMGR prompt:

| CFOMER>i nsert comm out e

2>sour ceconmE<sour ce_conmuni ty_nane>
3>t ar get coom¥<t arget _conmuni ty_nane>
4>connect conmF<connect_conmuni t y_nane>
5>cost =<cost >,

See Also: "Parameters for Creating a Message Delivery Route for
a Community" on page 6-6 for more information about the
parameters available with this command
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Parameters for Creating a Message Delivery Route for a Community

Parameter Description

connect conmm Name of the community to use as the intermediate step to get
from the source community to the target community. If the
message delivery route you are indicating is a direct route
with no intermediate community, enter the name of the target

community.

cost Number representing the cost of using this message delivery

(Optional) route. If you specify message delivery route costs, eMail
Server automatically chooses the lowest cost message
delivery route when sending information. The higher the
number, the higher the cost.

sour ceconm Name of the community from which information is sent.

tar get comm Name of the community that is the ultimate destination for

the information.

Guidelines for Creating a Message Delivery Route for a Community

= To send information back and forth, communities you must have message
delivery routes defined in both directions. That is, not only must Communityl
know how to get to Community2, but Community2 must know how to get to
Community1l.

= You can assign optional costs to message delivery routes based on how many
communities the information must travel through before reaching its
destination. A direct message delivery route should have a lower cost than a
message delivery route that requires routing through a second community to
reach a third community.

Displaying Message Delivery Route Information

You can display message delivery route information to verify message delivery
route settings. This command displays the source community, destination
community, connect community, and cost.

Steps for Displaying Message Delivery Route Information

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.
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In the Administration Tool GUI
1. Start the Administration Tool GUL.

2. Inthe navigation tree, select Messaging System > Routing > Message Delivery
Routes.

The message delivery route information appears in the right pane.

In OOMGR
1. Start OOMGR on the SCN.

2. Enter the following command at the OOMGR prompt:

| GFOM3>f et ch commrout e conmuni t y=<conmuni ty_nane>;

Renaming a Community

You can change the name of a community, if necessary.

Steps for Renaming a Community

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Routing > Communities >
community_name.

3. Inthe right pane, enter the new name in the Name text box.
4. Click Apply.

In OOMGR
1. Start OOMGR on the SCN.

2. Enter the following command at the OOMGR prompt:

| GFOMXRR>updat e comuni ty nanme=<conmuni ty nane> t 0 nane=<new community nane>,
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Unsubscribing a Node from a Community

You can unsubscribe a node from a community if you want to change the
community to which a node is subscribed, or if you are deleting a community.

Prerequisites to Unsubscribing a Node from a Community

Before you unsubscribe a node from a community, determine the services this node
provides to the community and assign these services to other nodes.

For example, if the node is a connect node for two or more communities, you must
change the message delivery routes so that previously-connected communities
remain connected. If you do not change message delivery routes, a community can
be disconnected, preventing communication with the rest of the system.

Use the Administration Tool to view the nodes subscribed to a community and to
determine the services that a node provides. See the online help in the
Administration Tool for more information.

Caution: After unsubscribing a node from a community, wait
until the replicator process propagates the change to all other nodes
before beginning another configuration task. The replicator log file
will return the message "transfer complete” when it is finished
replicating.

See Also: "Using Server Process Logs" on page 17-2 for more
information about the replicator log file

Steps for Unsubscribing a Node from a Community
This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Unsubscribing a Node from a
Community" on page 6-9 for more information about performing
this task

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Routing > Communities >
community_name.
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3. Inthe toolbar, click .-ﬂ (Unsubscribe).
4. Complete the Unsubscribe Node dialog box.
5. Click OK.

In OOMGR
1. Start OOMGR on the SCN.

2. Enter the following command at the OOMGR prompt:

| GFOMRR>unsubscri be comuni ty node=<node_nane>
2>communi t y=<cormuni ty_nane>;

Guidelines for Unsubscribing a Node from a Community

Make sure that the node you are unsubscribing from the community is a member of
at least one other community. A node must be subscribed to at least one community
at all times.

Deleting a Community
There are two reasons to delete communities:
=  When you merge two communities

« Ifagroup in your company upgrades its equipment and no longer needs to use
a certain network protocol

When you delete a community, you remove it from the eMail Server system.

Prerequisites to Deleting a Community

Before you delete a community, unsubscribe all nodes subscribing to this
community. Otherwise, you will receive a message that there are still nodes
subscribing to this community and the Delete operation will be abandoned. Refer to
"Unsubscribing a Node from a Community" on page 6-8 for instructions.

Caution: After deleting a community, wait until the replicator
process propagates the change to all other nodes before beginning
another configuration task. The replicator log file will return the
message "transfer complete" when it is finished replicating.
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See Also: "Using Server Process Logs" on page 17-2 for more
information about the replicator log file

Steps for Deleting a Community

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool (GUI)
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Routing > Communities >
community_name.

3. Inthe toolbar, click ﬁ (Remove).

In OOMGR
1. Start OOMGR on the SCN.

2. Enter the following command at the OOMGR prompt:

| GFOM>R>del et e communi ty nanme=<communi ty_nane>;

Merging Two Communities

To merge communities, you must delete one community after subscribing the nodes
of the deleted community to the other.

Steps for Merging Two Communities
This task can be performed through the Administration Tool GUI, the
Administration Tool command-line, and the OOMGR command-line.

See Also: "Guidelines for Merging Two Communities" on page
6-11 for more information about performing this task

In the Administration Tool GUI and OOMGR
1. Determine which of the two communities you want to delete.

2. Subscribe each of the nodes in this community to other communities that use
the same network protocol. Refer to "Subscribing a Node to a Community" on
page 6-3 for instructions.
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3. Delete the empty community. Refer to "Deleting a Community" on page 6-9 for
instructions.

Guidelines for Merging Two Communities

You can only merge communities if the nodes that subscribe to those communities
use the same network protocol.

Assigning Cost to a Node

Like message delivery routes, nodes have an associated cost that determines which
connect node is used when more than one is available. eMail Server automatically
chooses the lowest cost node. Therefore, if there are multiple connect nodes between
two communities, you can control the connect node chosen by setting the node
costs appropriately.

You assign node cost while installing the node. See the Oracle eMail Server
Installation Guide for more information.

Guidelines for Assigning Cost to a Node

= You assign costs to nodes based on disk space and throughput of the associated
computer and the number of nodes it includes. For example, a workstation
would have a higher cost than a file server. A computer that includes two large
nodes would have a higher cost than another computer of the same type
containing only one small node. eMail Server automatically chooses the lowest
cost message delivery route.

= Once you have assigned costs, you must be careful to balance duties across
your nodes. If a single node provides too many connections, the node
performance may decrease.
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Managing the SMTP Gateway and Sendmail

You can install an SMTP gateway to provide access to other mail systems such as
Sendmail, the most common mail transfer agent included with most major
UNIX-based Internet hosts that handle e-mail routing.

Configuring a gateway includes the following topics discussed in this chapter:

Creating an SMTP Gateway

Creating the SMTP Gateway Configuration File
Creating the SMTP Gateway Configuration File
Registering the SMTP Gateway with Sendmail
Creating Aliases to Redirect Incoming Mail to the SMTP Gateway
Creating Gateway Rewriting Rules

Configuring the Gateway for Multibyte Support
Configuring Multiple SMTP Gateways

Removing (Deregistering) an SMTP/MIME Gateway
Storing Messages Encrypted with S/MIME

Rejecting Incoming Spam Messages

Preventing Use of the Server as a Mail Relay

Configuring Sendmail for to Check for Viruses
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Creating an SMTP Gateway

You must have at least one SMTP gateway running in your system so that your
users can send e-mail to each other. You can use the Configuration Assistant to
create your first gateway after you install a node.

See Also: the Oracle eMail Server Installation Guide for
instructions.

You can also create a gateway manually using the following procedure.

When you create a gateway, eMail Server creates both an incoming and an outgoing
gateway process. For example, if your gateway is called GWY1, it would have the
processes GWY1_IN for incoming mail, and GWY1 for outgoing mail.

After creating the gateway, you must perform the following tasks manually to
complete the gateway configuration:

« Create a gateway configuration file to specify how to connect to the database.
Refer to "Creating the SMTP Gateway Configuration File" on page 7-3 for
instructions.

» Register the gateway with Sendmail so that Sendmail knows how to forward
incoming messages to the gateway. Refer to "Registering the SMTP Gateway
with Sendmail” on page 7-5 for instructions.

Caution: After you create a gateway, do not try change the name.
Instead, you must delete the gateway record and enter a new one
with the correct name. Renaming the gateway in the
Administration Tool could cause errors.

See Also: Chapter 9, "Managing Processes", for more information
about gateway processes

Steps for Creating an SMTP Gateway

This task can be done automatically by using the Configuration Assistant, or it can
be done manually by using the Administration Tool GUI or the OOMGR
command-line interface.
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See Also: the Oracle eMail Server Installation Guide for instructions
on using the Configuration Assistant.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Domains > domain_name >
Gateways.

3. Inthe toolbar, click ﬂ (Create).
4. Complete the Add a New Gateway dialog box.

You will use the gateway name and password that you specify here when create
the gateway configuration file (unx.cfg). If you do not specify a password, the
default is wel cone.

See Also: "Creating the SMTP Gateway Configuration File" on
page 7-3 for more information

5. Click OK.

The new gateway appears under Gateways in the navigation tree. If you expand the
new gateway, you will see the two gateway processes that were created. These
processes also appear under Nodes > node_name > Processes > Instances > gateway_
instance.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| OFOMF>i nsert gat eway nane=<gat enay_nane> node=<node nane> ki nd=SMIP

Creating the SMTP Gateway Configuration File

After you create a gateway, you must create a gateway configuration file, unx.cfg, to
specify the gateway name and password as well as the connect string for the
database so that the gateway can access the eMail Server database. Each set of
incoming and outgoing gateway processes needs a separate configuration file.
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Prerequisites to Creating the SMTP Gateway Configuration File

Before creating the gateway configuration file, you must create a gateway. Refer to
"Creating an SMTP Gateway" on page 7-2 for instructions.

Steps for Creating the SMTP Gateway Configuration File

This task must be done manually using a text editor.
1. Use any text editor to create a file named
$CRACLE HOMH of f i ce/ confi g/ node_si d/ unx. cfg

2. Enter the gateway name(s), password(s), and connect_string(s) for the database
in the unx.cfg file as follows:

gat enay password connect_string

Parameter Description

gateway Name of the gateway.

password Password of the gateway process.

connect_string The connect_string for the mail node. This must be the same

value as the one used during node installation.

Add one line per node in the system. The first connect_string is used to fetch the
gateway parameters. The following connect_strings are used to deliver mail. The
gateway tries to determine the home node for the recipient and delivers the mail
directly to that node. If it cannot determine the home node or if the mail is
addressed to recipients on multiple nodes, the mail is delivered to the default node.
The default node is specified by the second connect_string in the config file. If there
is only one connect_string in the file, then it is used for both fetching parameters
and delivering mail.

See Also: "Creating an SMTP Gateway" on page 7-2 for more
information if you do not know the gateway name and password
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Registering the SMTP Gateway with Sendmail

After creating the gateway configuration file, you must register the gateway with
Sendmail, the standard UNIX mail transfer agent that handles all messages
traveling to and from the Internet. To register the gateway with Sendmail, you must
specify gateway information in the sendmail.cf file so that Sendmail knows how to
forward messages coming in from the Internet.

Note: You may use any version of Sendmail supplied with your
operating system. If you do not have Sendmail, you can download
it from ftp.sendmail.org. For documentation on Sendmail, visit the
Sendmail Web site at

http://ww. sendrai |l . org

Note: The Sendmail file may require configuration steps in
addition to those provided here, depending on how many
gateways you are using, and the complexity of your system. See the
documentation for your version of Sendmail for more information.

Note: Oracle Support Services can only provide information for
the basic Sendmail configuration required to receive messages. For
more complex configurations, contact the distributor of your
Sendmail program.

Prerequisites to Registering the SMTP Gateway with Sendmail

Before registering the SMTP/MIME gateway with Sendmail, you should complete
the following tasks:

« "Creating an SMTP Gateway" on page 7-2
« "Creating the SMTP Gateway Configuration File" on page 7-3

Steps for Registering the SMTP Gateway with Sendmail

This task must be done manually using a text editor.
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1. Use any text editor to modify the sendmail.cf file (usually located in either
/etc/ or /etc/mail/) by adding the following information about the
SMTP/MIME mailer to the end of the file:

Mofcrai |, [tab] P=<$QRAQLE HOME bin/of cuto, F=r| SsDOFMPprm, S=10, Re20,
[tab] A=of cuto - <$QRAQLE HOME> <CRACLE SID> -f <config file> - $g $a $b $f

$x ( $u)

Replace With

Mof crmai | This tells Sendmail to run the eMail Server mailer. The
mailer delivers the message to the Gateway process, which
then inserts the message in the eMail Server database. You
may want to specify a different mailer name. See the
Sendmail documentation for more information about
mailers.

<$ORACLE_HOVE> Enter the full path for your SORACLE_HOME directory.

<ORACLE_SI D> Enter the value for Oracle sid of your database.

[tab] Press the Tab key where indicated by [tab] instead of the
space bar.

<config file> Name of the gateway configuration file. The default

filename is unx.cfg.

See Also: "Creating the SMTP Gateway Configuration
File" on page 7-3 for more information about the SMTP
gateway configuration file

2. In the system-dependent section of the sendmail.cf file, add one of the
following entries to the second-to-last entry of ruleset 0 before the local names
line:

## eMail Server: Hook to eMail Server nailer
#Ht
R$+. of cnai | [tab] [tab] $#of cnai | $: $1[tab] {tab] eMai | Server passof f

or

## eMai | Server: Hook to eMail Server mail er
HH
Rb+. CFQWN L[ tab] [t ab] $#of cnai | $: $1[tab][tab] eMai | Server passof f

3. Inthe list of trusted users in the sendmail.cf file, add the username for the

owner of the eMail Server SORACLE_HOME directory. Trusted users such as
root, daemon, and uucp generally begin with a "T";
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T root daermon uucp <eMai | Server_owner>

4. Create a frozen version of the sendmail.cf file. If your version of Sendmail does
not support the frozen version, changes to the sendmail.cf file take effect when
the Sendmail daemon starts. To create a frozen version of the file, open a shell
tool and enter the following command:

$ /usr/liblsendmail -bz
5. If you want to automatically start Sendmail when you reboot the machine,
modify the /Zetc/rc.local file by adding a line with the location of the Sendmail

daemon (usually Zusr/lib/sendmail). This guarantees delivery of messages
waiting to be sent from SMTP/MIME mail to eMail Server.

6. After modifying the sendmail.cf file and the rc.local file, restart Sendmail as the
root user.

On Windows NT, refer to the Windows NT documentation for instructions.
On Solaris, use the following procedure:

1. To locate the Process ID of the existing Sendmail, enter the following
command:

$ ps -ef| grep sendnai |

2. To terminate the Sendmail process, enter the following command:

$ kill -9 <process_i d>

3. To restart Sendmail, enter the following:
$ /usr/lib/sendmail -bd -g30m
7. Setup aliases to redirect incoming mail to the gateway. Refer to "Creating

Aliases to Redirect Incoming Mail to the SMTP Gateway" on page 7-7 for
instructions.

Creating Aliases to Redirect Incoming Mail to the SMTP Gateway

If the sendmail configuration file is set up as described in "Registering the SMTP
Gateway with Sendmail” on page 7-5, then incoming messages must be addressed
using the following format:

useri d. nai | er_nanme@ilonai n
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To address messages using the standard Internet naming conventions
(userid@domain), you can create an alias for each user ID that maps the user ID to
userid.mailer_name. To do this add the following line to the end of sendmail alias
file (usually Zetc/mail/aliases):

useri d: userid. nail er_nane

Variable Description

userid User name of the eMail Server user as defined in the eMail
Server directory. Refer to "Displaying a Directory Entry" on page
13-3 for instructions on finding user names.

mai | er _nane Name of the mailer specified in the Sendmail.cf file. If you use
the example provided in step 2 of "Registering the SMTP
Gateway with Sendmail" on page 7-5, the mailer name is
of crai | .

Note: If you do not use the procedure in "Registering the SMTP
Gateway with Sendmail” on page 7-5 to configure the gateway for
Sendmail, then you may need to use another procedure for setting
up aliases. For documentation on Sendmail, go to the Sendmail
Web site at

http://ww. sendrai | . org

Creating Gateway Rewriting Rules

You can create rewriting rules to redirect message routing and to manage
addressing details, such as gateways. Rewriting rules search for addresses
containing certain patterns of characters and modify the addresses in some way.
These rules are used primarily to interpret messages sent through the Internet.

Steps for Creating Gateway Rewriting Rules

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating Gateway Rewriting Rules" on
page 7-11 for more information about performing this task
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In the Administration Tool GUI
1. Start the Administration Tool GUL.

2. Inthe navigation tree, select Messaging System > Domains > domain_name >
Rewriting Rules.

3. Inthe toolbar, click i‘ (Create).
4. Complete the Rewriting Rule dialog box.

See Also: "Parameters for Creating Gateway Rewriting Rules" on
page 7-10 for more information about the parameters in this dialog

box
5. Click OK.
In OOMGR

1. Start OOMGR.
2. Enter the following command at the OOMGR prompt:

| FOM@>i nsert rul e rul eno=<rul e_nunber>
2>pat t er n=<pat t er >

3>resul t =<resul t>

4><descri pti on>;

See Also: "Parameters for Creating Gateway Rewriting Rules" on
page 7-10 for more information about the parameters available with
this command

Example: To create a pair of rules that leave correct addresses untouched and add
the necessary gateway name to incorrect addresses, you might create the following
rules:

rul eno=10 pattern=9%%resul t =90: %44 descri ption=any address that al ready
specifies SMP. is left the way it is

rul eno=20 patt er n=%@6r esul t =SMIP. anywher e. com 9%9@4d. descri pti on=any address
that has @gets SMIP. anywher e. com added to the begi nni ng
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Parameters for Creating Gateway Rewriting Rules

Parameter

Description

<descri ption>
(Optional)

pattern

result

rul eno

Description of the rule. The maximum length is 255
characters.

Pattern that you want to search for in the addresses. The
maximum length is 255 characters.

Use the percent sign (%) as a wildcard to represent part of
an address.

For example, suppose you have:

Address: unix2:jdoe@acme.com
Rule Pattern: unix%:%

The first % in the rule pattern represents everything
between "unix" and the colon (in this case, "2"). The second
% represents everything after the colon (in this case,
"idoe@acme.com™).

How you want to change addresses that fit the rule pattern.
The maximum length is 255 characters.

Use the percent sign followed by a digit (%0, %1, etc.) to
represent the wildcard specified in the pattern. In the result,
the % signs are numbered to indicate which % from the
pattern to which you are referring.

For example, suppose you have:

Address: unix2:jdoe@acme.com
Rule Pattern: unix%:%
Rule Result: unix%0.acme.com:%1

In the rule result, %0 represents the first wildcard identified
in the pattern (in this case, "2"). %1 represents the second
wildcard identified in the pattern (in this case,
"idoe@acme.com™).

This rule inserts "acme.com" between "unix2" and
"idoe@acme.com”. The result creates the address
"unix2.acme.com:jdoe@acme.com”.

Sequence number of the rule. Rules are applied in order.
Only the first rule with a pattern that matches the address is
applied.
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Guidelines for Creating Gateway Rewriting Rules

Before creating rewriting rules, you should be familiar with the gateway
addressing format. For mail that is passed from eMail Server to the
SMTP/MIME mail account, use this format:

<gat evay_nare>. <f or ei gn_addr ess>

Parameter Description

<gat eway_nane> Name of the gateway process entered when creating the
gateway record. See "Creating an SMTP Gateway" on page
7-2 for more information.

<f orei gn_address> SMTP mailbox address of the recipient. This must adhere to
the rules governing SMTP mail addresses.

For example, if the name of the gateway is uni x2. domai n1 and the SMTP
mailbox of the recipient address isj sni t h@cne. com you would address the
message:

uni x2. domai nl: j smt h@cne. com

For mail sent from the SMTP mail account to eMail Server, the suf fi x

. nmai | er _nane (the name you assigned the SMTP/MIME gateway mailer in
the sendmail.cf file) must be added to the user’s username. If you use the
example provided in step 2 of "Registering the SMTP Gateway with Sendmail"
on page 7-5, the mailer name is of cnai | , and you would use the following
format for the user name:

<user narre. of cnai | >@i nt er net _addr ess>

Parameter Description

<user name> A valid eMail Server address. This address may be the
user’s full address (username.domain_name) or any valid
public alias or distribution list.

<i nternet_address> The Internet address of the Internet host to which the
message is going. Internet addresses for commercial
organizations usually use the convention company_
name.com.

Rules apply only to messages and invitations sent from the node in which you
define the rules.
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« Rules are applied sequentially, starting with Rule 1. Only one rule is applied to
each address. The rule applied to an address is the first rule having a pattern
that matches the address.

Configuring the Gateway for Multibyte Support

The eMail Server SMTP/MIME Gateway supports Japanese, Chinese, and Korean
multibyte character encoding for incoming and outgoing mail.

To configure the character encoding for SMTP/MIME gateway, you must perform
the following tasks:

« Specifying the Language to Support
« Specifying the Character Set and Encoding Types

Specifying the Language to Support

Modify the ExecArguments parameter value, - n nl s-1 ang, for the incoming
gateway process to specify the language that you want the gateway to support.

Steps for Configuring the Gateway for Multibyte Support
This task can be performed through either the Administration Tool GUI, or the

OOMGR command-line interface.
In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Domains > domain_name >
Gateways > gateway_name > gateway_process_in.

3. Inthe right pane, enter the following command in the Executable Arguments
text box:

f< config file>n< nls_|ang>
See Also: "Variables for Configuring the Gateway for Multibyte

Support" on page 7-13 for more information about the parameters
in this dialog box

4. Click Apply.
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In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| GFOVE@>nodi fy process server =<gat eway_nane_i n. t ext >
2>i nst ance=<i nst ance_nunber >to execarguments=-f < config file>

3>n< nls_|ang>;

See Also: "Variables for Configuring the Gateway for Multibyte
Support" on page 7-13 for more information about the parameters
available with this command

Variables for Configuring the Gateway for Multibyte Support

Variable

Description

<config_file >
(Optional)

<gateway_name_in >

<instance_number>
(OOMGR only)

<nls_lang >

Name of the gateway configuration file (optional).

See Also: "Creating the SMTP Gateway Configuration File"
on page 7-3 for more information about this file

Name of the inbound gateway.

Instance of the gateway to process incoming mail.

NLS_LANG value consisting of three parts: language, territory,
and character set.

The syntax is:
Language_Territory.Charset

For example:
Japanese_Japan.JA16EUC
Korean_Korea.KO16KSC5601
Chinese_China.ZHT16BIG5

See Also: "Supported Languages and Character Sets" on page
7-14 for a complete list of Asian languages and character sets
supported

Specifying the Character Set and Encoding Types

After creating a gateway, you need to modify the following three process
parameters of the SMTP/MIME gateway:
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« default_charset, the default encoding type for outbound and inbound
messages

« default_textencodi ng, the default encoding type of message encoding
« defaul t _hdrencodi ng, the default encoding type for the MIME header

Refer to "Specifying Multi-value Parameters" on page 1-16 for instructions on how
to

See Also: "Gateway Process Parameters" on page 11-4 for more
information about the parameters

Example:

« default charset iso-2022-JP

» default_textencoding 7bit

« default_hdrencodi ng B (Bspecifies base64 and Qindicates
quoted-printable.)

Supported Languages and Character Sets

The following table lists the database character sets and the character encoding for
Japanese, Chinese, and Korean languages that are supported by the SMTP/MIME
gateway.

Language Encoding Database Character Set Encoding Method  Character Size

Japanese JA16SJIS 1ISO-2022-JP 7-bit
JA16EUC 1ISO-2022-JP 7-bit
Simplified Chinese ZHS16CGB231280 HZ-GB-2312 7-bit
ZHS16CGB231280 HZ-GB2312-80 7-bit
ZHS16CGB231280 CN-GB 8-bit
ZHS16CGB231280 1ISO-2022-CN 7-bit
ZHS16CGB231280 1SO-2022-CN-EXT  7-bit
Traditional Chinese ZHT32EUC BIG5 8-bit
ZHT32EUC CN-BIG5 8-bit
ZHT32EUC 1ISO-2022-CN 7-bit
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Language Encoding Database Character Set Encoding Method  Character Size

ZHT32EUC ISO-2022-CN-EXT 7-bit
ZHT16BIG5 CN-BIG5 8-bit
ZHT16BIG5 BIG5 8-bit
ZHT16BIG5 1ISO-2022-CN 7-bit
ZHT16BIG5 I1ISO-2022-CN-EXT 7-bit
Korean KO16KSC5601 1SO-2022-KR 7-bit

Configuring Multiple SMTP Gateways

If you want to run multiple gateways on one node to distribute the workload or
specify different parameters for different gateways such as the language
parameters, then you must register and configure additional instances of the
gateway process. This procedure assumes that you’ve already registered and
configured one gateway process.

Note: Configuring multiple gateways may require additional
configuration of Sendmail. Refer to the Sendmail documentation
for more information about how to configure it for multiple
gateways.

1. In $ORACLE_HOME/office/config/node_sid, create a gateway configuration
file for each additional gateway. Name the new files unx2.cfg, unx3.cfg, etc.

See Also: "Creating the SMTP Gateway Configuration File" on
page 7-3

2. You may want to specify a different mailer name for the new gateway in the
sendmail.cf file.

See Also:

» "Registering the SMTP Gateway with Sendmail" on page 7-5 for
more information about the mailer

= Sendmail documentation for more information about mailers.
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3. Set the configuration file name to the new inbound mail server by setting the
ExecArguments parameter for the gateway process to:

execarguments="-f < config file>

Refer to "Setting a Parameter for a Registered Process" on page 9-15 for
instructions.

Removing (Deregistering) an SMTP/MIME Gateway

When you install an SMTP/MIME Gateway, you register the gateway with
sendmail, the standard UNIX mail transfer agent. If you want to remove a gateway
from your eMail Server system, you must deregister the gateway before deleting it.
Deregistering the gateway removes the gateway’s processes. If you do not
deregister the gateway, ghost processes will continue. These processes must then be
stopped manually. The Administration Tool automatically deregisters before
deleting the gateway.

Steps for Removing (Deregistering) an SMTP/MIME Gateway

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Domains > domain_name >
Gateways > gateway _name.

3. Inthe toolbar, click ﬂ (Remove).

In OOMGR
1. Start OOMGR.

2. Deregister the gateway by entering the following command at the OOMGR
prompt:

| OFOMER> deregi ster gateway nane=<gat evay nane>

3. Delete the gateway by entering the following command at the OOMGR prompt:

| OFOMRR> del et e gat eway nane=<gat enay_nane>
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Storing Messages Encrypted with SIMIME

Messages being sent through the gateway can be stored in either encoded, or
decoded format. This is important of you want to support the S/MIME standard for
verifying the authenticity of a client. You can specify this format by modifying the
st or e_body parameter.

Decoded format means that a message is broken down into parts, such as the
header and body, decoded, and then stored in different database tables. Most clients
understand how to retrieve decoded messages from these tables. However, if you
are supporting S/MIME, messages with digital signatures will lose their signatures
so authentication verification cannot happen.

Encoded format means that the gateway stores the message exactly as it is received
in encoded format. This preserves encryption and digital signatures for S/MIME,
but this format is currently only understood by the IMAP4 and POP3 protocol
servers. Other clients may not be able to retrieve these messages.

You also have the option to save messages in both encoded and decoded formats to
support all types of clients, but this can significantly increase the amount of
database space used to save messages.

See Also:

«  Oracle eMail Server Understanding and Planning Guide for more
information about S/MIME.

« "Gateway Process Parameters” on page 11-4 for more
information about the STORE_BQODY parameter.

Rejecting Incoming Spam Messages

You can configure Sendmail 8.8 or higher to reject unwanted junk mail (spam) from
e-mail addresses and domains that you specify. When you do this, the unwanted
messages are not delivered and are automatically returned to the sender.
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Note: You must have Sendmail 8.8 to use the antispam features. If
you do not have Sendmail 8.8, you can download it from

ftp.sendnumil.org
For documentation on Sendmail 8.8, go to the Sendmail Web site at

http:// ww. sendnail . org.

Steps for Rejecting Incoming Spam Messages
This task must be done manually using a text editor.

1. Loginas root.
2. Use any text editor to create the following files:
« /etc/mail/Spammers for rejecting e-mail addresses
« /etc/mail/SpamDomains for rejecting entire domains

3. Inthe Zetc/mail/Spammers file, list all of the e-mail addresses for users whose
messages you want to reject, with one address on each line.

For example:

ckent @cne. com
| | ane@cne. com
j ol sen@cne. com

4. Inthe Zetc/mail/SpamDomains file, list all of the domains with messages you
want to reject, with one domain on each line.
For example:

acrne. com
acne- pro. com
j unkmai | . com

5. Use any text editor to open your sendmail.cf file (usually located in either Zetc/
or /etc/mail/).
6. Add the following lines at the beginning of the sendmail.cf file:

#F les to keep spammers i nfornati on
H Spanbonai ns} /et c/ nai | / Spanbonai ns
H Spammer s} /et c/ nai | / Spamer s
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7. Add the following lines at the end of the sendmail.cf file:

AT STAP THE SPAMERS St HaH

Scheck_nai |

RB={ Soanmer s} $error $@5.7.1 $: "550 V& don't accept junk nail"
R<S={ Spanmer s} > $Herror $@5.7.1 $ "550 Vé don't accept junk nail"
R<S={ Spanmer s} . > $Herror $@5.7.1 $ "550 Vé don't accept junk nail"
R $ $3 $1

Rb* <$* @={ Jantonai ns}. >+ $error $@5.7.1 $: "550 V¢ don't accept junk mail fromyour donain'
Rb*<$* @={ Spanionai ns}>$* $Herror $@5.7.1 $ "550 W& don't accept junk nail fromyour donain'

Note: You must press the Tab key where indicated by [tab] to sep-
arate the columns in this file.

8. Kill the Sendmail process and start it again.
On Windows NT, see the Windows NT documentation for instructions.
On Solaris:

1. To locate the Process ID of the existing Sendmail, enter the following
command:

$ ps -ef| grep sendnai |
2. To terminate the Sendmail process, enter the following command:

$ kill -9 <process_i d>

3. To restart Sendmail, enter the following:
$ /usr/lib/sendnail -bd -q30m

Preventing Use of the Server as a Mail Relay

You can configure Sendmail 8.8 or higher to prevent junk-mail senders from using
your server machine as a mail relay to forward unwanted spam messages by only
delivering messages to or from a local machine.
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Steps for Preventing Use of the Server as a Mail Relay

This task must be done manually using a text editor. There are two methods for
completing this task.

Method 1: Preventing use of the server as a mail relay when the Sendmail
resides on a machine that is also the mail server in a system and handles all
user messages

1.

Use any text editor to open your sendmail.cf file (usually located in either /etc/
or /etc/mail/).

Add all the hostnames and nicknames of your machine to the Cw line found at
the beginning of the sendmail.cf file.

For example:

Gy acne us. acne. com acne- sun acne- sun. us. acne. com

Add the following lines at the end of the sendmail.cf file:

Scheck_r cpt

Rb* [tab] & $>3 $1

Rb+<@-w>$* [tab] $@k

Rb+<@-w >$* [tab] $@k

RE+<@-w LOCAL>$* [tab] $@k

Re* [tab] $#error $@5.7.1 $: [tab] "550 we do not support rel aying"

Note: You must press the Tab key where indicated by [tab] to sep-
arate the columns in this file.

Kill the Sendmail process and start it again.
On Windows NT, see the Windows NT documentation for instructions.
On Solaris:

1. To locate the Process ID of the existing Sendmail, enter the following
command:

$ ps -ef | grep sendnai |

2. To terminate the Sendmail process, enter the following command:

$ kill -9 <process_i d>

3. To restart Sendmail, enter the following:
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$ /usr/lib/sendnail -bd -q30m

Method 2: Preventing use of the server as a mail relay when Sendmail resides on
a machine that acts as a gatekeeper for an internal network of machines

An internal machine will be considered as an outsider by the gatekeeper. eMail
Server uses a more complicated check_rcpt rule set example to handle this situation:

1. Login as root.
2. Use any text editor to open the file Zetc/mail/LocallP.

3. Inthe file, add the maximal common parts of the IP addresses of all of the
internal machines, with one address on each line (include 127.0.0.1 for your
local host).

For example:

130.35.9
130.35.10
127.0.0.1

4. Use any text editor to open your sendmail.cf file (usually located in either Zetc/
or /etc/mail/).

5. Add the following line at the beginning of the sendmail.cf file:
HLocal IP} /etc/mail/Local I P

6. Add the following lines at the end of the sendmail.cf file:

Scheck_r cpt

# first: get client addr

R6+ [tab] $: $(dequote "" $&client_addr} $) $ $1

RO $| $ [tab] $@ok [tab] no client addr: directly invoked
Rb={Local IP [tab] $* $| $* [tab] $@ok

# not local, check rcpt

Rs* $| $* [tab] & $3 $2

# renove | ocal part, naybe repeated y

Rb+ [tab] $: $>renovel ocal $1

# still sonething left?

Rb*<@+>%$* [tab] $terror $@5.7.1 $: 550 we do not support relay
S enovel ocal

# renove Rel ayTo part (naybe repeatedly)

Rb*<@=-w>$* [tab] $: $>renovel ocal $>3 $1 $3

Rb*<@=w LOCAL>$* [tab] $: $>renovel ocal $>3 $1 $3
Rb*<@*>%* [tab] $@$1<@2>$3
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# dequot e | ocal part
R$- [tab] $: $>3 $(dequote $1 $)
Re*<@*>%* [tab] $ $>renovel ocal $1<@2>$3

Note: You must press the Tab key where indicated by [tab] to sep-
arate the columns in this file.

7. Kill the Sendmail process and start it again.
On Windows NT, see the Windows NT documentation for instructions.
On Solaris:

1. To locate the Process ID of the existing Sendmail, enter the following
command:

$ ps -ef | grep sendnail

2. To terminate the Sendmail process, enter the following command:

$ kill -9 <process_i d>

3. To restart Sendmail, enter the following:
$ /usr/lib/sendnail -bd -q30m

Configuring Sendmail for to Check for Viruses

If you are using virus-checking software with Sendmail, configure it as necessary.

See Also: Oracle eMail Server Release Notes for more information
about supported virus-checking software

7-22 Administrator's Guide



8

Managing MIME Attachment Types

To exchange multimedia messages with MIME-compliant systems, you can
configure your gateway to make sure messages and attachments are mapped to the
correct types. In addition, if you will be exchanging messages and message
attachments with a non-MIME-compliant system, you can set up a gateway that
performs special encoding and decoding.

In most cases, the default MIME configuration will be sufficient for your needs. If
you need to customize your MIME configuration, use the following tasks discussed
in this chapter:

« Creating an Attachment Type

« Creating a MIME Attachment Map

« Updating a MIME Attachment Map

« Mapping MIME Attachment Types Using Converters

See Also: Chapter 23, "MIME Text Encoding and Decoding”, to
learn more about encoding and decoding
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Creating an Attachment Type

eMail Server uses information about attachment types to start the program that
created the file when the user downloads the attachment. eMail Server provides
some predefined attachment types. In addition, you can define new attachment
types. When you add an attachment type, you must first add a generic type, then an
attachment type of the same name that is platform-specific.

Steps for Creating an Attachment Type

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Domains > Attachment Types.
3. Inthe toolbar, click i‘ (Create).
4. Complete the Add a New Attachment Type dialog box.

See Also: "Parameters for Creating an Attachment Type" on page
8-3 for more information about the parameters in this dialog box

5. Click OK.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| OFOM3i nsert attacht ype
2>nane=<at t achnent _nane>

3>t ype=<at t achnent _t ype>

4>pl at f or n¥<user_pl at f or n»
5>binary=[Y | N

6>descri pti on="<descri pti orm>"
7>command="</ aunch_comand>";

See Also: "Parameters for Creating an Attachment Type" on page

8-3 for more information about the parameters available with this
command
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Parameters for Creating an Attachment Type

Parameter

Description

bi nary

conmand

description
(Optional)

name

oi sinfo

(Optional)

Indicates whether the attachment data is binary.

Command required to launch the appropriate
application and open the attachment. The maximum
length is 255 characters.

The launch command consists of three parts:

« The command to start the application. For
example, "word" for Microsoft Word.

« A symbol (%or % ) representing the name of the
temporary file that is opened to display the
attachment. This file is deleted when the user
closes the attachment.

« A symbol (%) representing the name of the
operating system on which the original message
was created.

For example, if you use a text editor named "EDIT"
that takes a filename as its first parameter, the launch
command for attachments using this editor would be
EDI T 9% .

Description of the attachment type. Although this is
not a mandatory attribute, you should include a
description because eMail Server displays this text
when listing the available attachment types for your
users. The maximum length is 255 characters.

Name of the attachment type. The maximum length is
30 characters.

Information used to write the attachment to a file for a
given operating system. For example, on Windows
NT, this might be the file extension. The maximum
length is 255 characters.
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Parameter Description

pl atform Platform on which your users will be viewing their
messages. This parameter lets you set up different
attachment types for each platform being used. For
example, opening a text file requires one command on
an MS-Windows machine and a different command
on a Macintosh machine.

Valid values are Block Mode, MS-Windows,
Charmode, Open Look, GENERIC, Presentation
Manager, Macintosh, X-UNIX, Motif, X-VMS, and
MS-DOS.

type A unigue numeric identifier that you assign to the
attachment type. Valid values are numbers between
10000 and 32000. (Numbers between 1 and 9999 are
reserved.)

Creating a MIME Attachment Map

The MIME standard has established conventions and names for many common
attachment types, such as GIFs, PostScript documents, or formatted spreadsheets.
When you install eMail Server, many of these standard MIME types are
automatically mapped to their corresponding types in eMail Server so that the
attachment types can pass through the SMTP/MIME gateway immediately. You can
change these existing MIME-type mappings or create new ones.

Prerequisites to Creating a MIME Attachment Map

Before creating a MIME attachment type, review the default attachment types to be
sure one does not exist.

See Also: "Default MIME Attachment Type Mappings" on page
8-5 for more information

Steps for Creating a MIME Attachment Map

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.
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In the Administration Tool GUI

1. Start the Administration Tool GUI.
2. Inthe navigation tree, select Messaging System > Domains > Attachment Maps.
3. Inthe toolbar, click i‘ (Create).
4, Complete the Add a New Attachment Map dialog box.
See Also: "Parameters for Creating an Attachment Type" on page
8-3 for more information about the parameters in this dialog box
5. Click OK.
In OOMGR
1. Start OOMGR on the DCN of the domain to which you want to subscribe the
node.
2. Enter the following command at the OOMGR prompt:

| OFOM3>i nsert attachmap gat enay=<gat evay t ype>
2>f or ei gnt ype=<forei gn_at t achnent >

3>l ocal t ype=<defi ned_t ype>

4>description='< descri ption>,

Default MIME Attachment Type Mappings

The following table lists the standard MIME attachment types that are
automatically mapped to eMail Server attachment types during installation. Some
of these types may only be available on certain platforms.

Type ID  eMail Server Type Binary MIME Type

0 TEXT N text/plain

1 BIN Y application/octet-stream
2 HTML N text/html

5 EXEC Y unmapped

25 ORABROWSE Y unmapped

26 ORABOOK Y unmapped

50 AUDIO Y audio/basic
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Type ID  eMail Server Type Binary MIME Type

53 WINSOUND Y audio/x-wav

61 TIFF Y image/tiff

62 GIF Y image/gif

63 PCX Y unmapped

64 G3FAX Y image/g3fax

65 PICT Y application/x-macpict
application/x-pict

66 JFIF image/jpeg

67 XBM Y image/x-xbitmap
image/x-xbm

68 BMP Y unmapped

70 POSTSCRIPT N application/postscript

71 ENCPS N unmapped

80 BITMAP Y unmapped

90 ZIP Y application/zip

91 QUICKTIME Y video/quicktime

92 MPEG Y video/mpeg

104 AMIPRO Y unmapped

105 WP Y application/wordperfect5.1

110 MWORD Y application/msword

111 EXCEL Y unmapped

120 123 Y unmapped

130 EZ Y unmapped

131 DBASE Y unmapped

132 ACROBAT Y application/pdf

145 POWERPOINT Y unmapped
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Updating a MIME Attachment Map

You can update a MIME attachment map if any of the information, such as the
gateway type or foreign attachment type, changes.

Steps for Updating a MIME Attachment Map

This task can be only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| FOV@>updat e attachmap gat eway=<gat evay type>
2>f or ei gnt ype=<forei gn_at t achnent >

3>l ocal t ype=<defi ned_t ype>

4>description='< descri ption>,

Mapping MIME Attachment Types Using Converters

Some MIME attachment types may not have corresponding eMail Server
attachment types. In this case, you can use a converter to map a MIME attachment
type to an eMail Server attachment type. A converter is a program that converts and
maps a MIME attachment type to an eMail Server attachment type, and vice versa.

If you can map a MIME attachment type either with or without a converter, then
you should select the method that does not use a converter.

For example, eMail Server attachment type 67 (XBM) maps to MIME types
image/x-xbitmap and image/x-xbm. If the mapping for eMail Server attachment
type XBM to MIME type image/x-xbm is created first (on the DCN), an attachment
of type XBM wiill be transmitted as an image/x-xbm MIME part with no type
conversion.

A format converter should perform bidirectional data conversion. In other words, if
you select a specific converter to map a MIME type to an eMail Server type, use the
same converter to map the eMail Server type to the MIME type.

Converter programs cannot be used for multipart/<multipart-subtype> MIME
types. The gateway ignores these attachment type mappings.

If you use an external converter, it must:

« Accept input from stdin.
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«  Write output to stdout.
«  Write errors to stderr.
In addition, the following must hold true:

« The first argument supplied by the gateway to the converter, can be either -D or
-E. Other arguments can be configured and they will appear after this
argument. When the first argument is -D, the converter performs
MIME-to-eMail Server conversion or decoding. When this argument is -E, the
converter performs eMail Server-to-MIME conversion or encoding.

« The output of a format converter in the eMail Server-to-MIME direction is 7-bit
ASCII.

To define the full pathname to the format converter, use the Converter parameter. If
a relative pathname is specified, then the gateway assumes the path is relative to
$ORACLE_HOME/bin.

To configure the external attachment format converters, use the i nsert
at t achmap command.

Example: Mapping Mac-binhex40 to eMail Server Type 7

The following is an example using a converter for inbound messages. The example
defines a mapping between MIME-type application/mac-binhex40 and eMail
Server type 7. When the gateway receives an application/mac-binhex40 body part
in an inbound MIME message, it sends the data through the Zoracle/bin/ofc_
bh40.sh -D filter. The filter output is inserted into eMail Server as attachment of type
7.

| OFOM>R>i nsert attachnap gat enay=snip

2>f or ei gnt ype=appl i cat i on/ mac- bi nhex40 | ocal t ype=7
3>convert er =/ or acl e/ bi n/ of c_bh40. sh
4>description="converter for machin <-> mac-binhex40;

When an external converter exits or terminates inbound messages with an error, the
original MIME body part is inserted as the attachment type defined in the

def aul t _t ype process parameter. Data that cannot be converted is prepared with
an X-Orcl-Comments header, indicating that the gateway has failed to convert the
data. The comment is followed by the original Content-type and
Content-Transfer-Encoding headers and the data.
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Example: Mapping X-uuencode to eMail Server Type 1

The following is an example using a converter for outbound messages. The example
defines a mapping between MIME type application/x-uuencode and eMail Server

type 1.

| OFOMF>i nsert attachnap gat enay=uni x

2>f or ei gnt ype=appl i cat i on/ x- uuencode | ocal t ype=1
3>convert er =/ or acl e/ bi n/ of c_uu. sh
4>description="converter for uuencode/decode’;

The gateway sends the contents of a type 1 attachment in an outbound message
through the Zoracle/bin/ofc_uu.sh -E filter. The filter output becomes the data of
an application/x-uuencode MIME body part in the outbound message.

The SMTP/MIME gateway assumes the output of an external type converter is 7-bit
ASCII, which does not require further transfer encoding. In the outbound MIME
message, the 7-bit content transfer encoding is used.

When an attachment type conversion program fails, the attachment is sent as an
application/octet-stream MIME part, and the base64 content transfer encoding is
used.
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Managing Processes

The eMail Server system consists of several types of processes that run in the
background to perform functions such as delivering e-mail and scheduling
messages.

Managing the processes includes such common tasks as starting and stopping
processes and setting parameter values.

Managing processes includes the following tasks discussed in this chapter:

Displaying the Guardian Process Status
Starting the Guardian Process
Registering a New Process

Starting a Registered Process
Displaying Process Status Information
Displaying Database Shadow Processes
Removing Database Shadow Processes
Refreshing a Process

Removing a Registered Process
Shutting Down a Registered Process
Shutting Down the Guardian Process
Displaying Process Parameters
Modifying a Default Process Parameter
Setting a Parameter for a Registered Process

Reverting a Registered Parameter to the Default Value

Managing Processes 9-1



« Modifying Process Properties

« Creating a Time Slice in a Process Default Schedule

« Modifying a Time Slice in a Process Default Schedule

« Removing a Time Slice from a Process Default Schedule

« Overriding a Default Time Slice for a Process Instance Schedule
« Modifying a Time Slice for a Process Instance Schedule

« Reverting a Process Instance Time Slice to the Default Value

See Also: Chapter 11, "Process Parameter Reference" for a
discussion of the eMail Server processes and how they work
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Displaying the Guardian Process Status

Before you can view or control the guardian process using the Administration Tool,
you must tell the tool where the guardian is by specifying the guardian service
name. The guardian service name can be found in the tnsnames.ora file on the client
where the Administration Tool is installed.

See Also: Oracle eMail Server Installation Guide for more
information about this file

Steps for Displaying the Guardian Process Status
This task can only be performed through the Administration Tool GUI.

In the Administration Tool GUI

1.
2.

3.
4.

Start the Administration Tool GUI.

In the navigation tree, select Messaging System > Nodes > node_name >
Guardians > guardian_instance.

In the right pane, enter the guardian service name in the Service text box.
Click Apply.

The guardian process status appears in the right pane. If the guardian is running,
then it appears in blue in the navigation tree. If it is not running, then it appears in
black.

Starting the Guardian Process

You must start the guardian process before you can start the rest of the eMail Server
processes, including the gateway processes, protocol server processes, and LDAP
Server processes.

Prerequisites to Starting the Guardian Process

Before starting the guardian using the Administration Tool, you must specify
the guardian service name to tell the tool where to find the guardian process.
Refer to "Displaying the Guardian Process Status" on page 9-3 for instructions.

Make sure the guardian process is not already running. In the Administration
Tool, a running process appears in blue in the navigation tree. If it is not
running, then it appears in black.
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Caution: If you stop the guardian process, then it will
automatically stop all processes under its control that are currently
running. When you start it back up, it will attempt to start all the
processes that were running before it stopped. If you do not want a
process to be started again when you start the guardian process,
then you should stop that process before stopping the guardian
process. Refer to "Shutting Down a Registered Process" on page
9-11 for instructions.

Steps for Starting the Guardian Process

This task can be performed through either the Administration Tool GUI, or through
a standard shell tool.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > node_name >
Guardians > guardian_instance.

3. Inthe toolbar, click ﬂ (Startup).

In a Shell Tool

1. Open ashell tool on the machine or node containing the guardian process that
you want to start.

2. Enter the following command at the shell prompt:
$ of cguard start connect=<connect_string> i nstance=<i nst ance_nunber>
The connect string and instance number are optional. If you are starting the
guardian process on a separate protocol server tier, then you must specify the

connect string for the node where the protocol server processes will be
administered and the Guardian ID for that guardian.

See Also: "Logging on to the Administration Tool and OOMGR"
on page 1-2 for more information about the connect string

Registering a New Process

When a node is created, the eMail Server installation program registers one instance
of each process type. You can register additional instances of some process types,
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such as postman or replicator processes, to help a node run more efficiently. For
example, if your users send many messages around noon each day, then you can
create additional postman processes that run during that time to handle the extra
message traffic. After you register a process, you must start it before it can perform
the desired tasks.

Steps for Registering a New Process

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUL.

2. Inthe navigation tree, select Messaging System > Nodes > node_name >
Processes > Instances.

3. Inthe toolbar, click ﬂ (Register).

4. Complete the Register an Instance Process dialog box.

See Also: "Common Process Parameters" on page 11-2 for more
information about the parameters in this dialog box

5. Click OK.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| GFOMF>r egi st er process server =<pr ocess_nane>
2>i nst ance=<i nst ance_nunber>
3>Defaul t S artup=[ Enabl ed | DO sabl €]

See Also: "Common Process Parameters” on page 11-2 for more
information about the parameters available with this command

Starting a Registered Process

Starting or restarting a node does not start the processes. You must start the
processes explicitly.
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Prerequisites to Starting a Registered Process

« Start the guardian process if it is not already started. Refer to "Starting the
Guardian Process" on page 9-3 for instructions.

«  Make sure the process is not already running. In the Administration Tool, a
running process appears in blue in the navigation tree. If it is not running, then
it appears in black.

In OOMGR, display the process status. Refer to "Displaying Process Status
Information" on page 9-7 for instructions.

Steps for Staring a Registered Process

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Perform one of the following actions:

To perform this task: Follow these steps:

Start one process instance 1. Inthe navigation tree, select Messaging
System > Nodes > node_name > Processes >
Instances > process_instance.

2. In the toolbar, click ﬂ (Startup).

Start all registered processes ona  In the menu, select Message System > Start All
node Processes...

In OOMGR
1. Start OOMGR.

2. Enter one of the following commands at the OOMGR prompt:
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To perform this task: Use this command:

Start one process instance | CFOVR>st art up ser ver =<pr ocess_narne>
2>i nst ance=<i nst ance_nunber >,

Example: To start a single postman process, you
would use this command:

| GFOMXR>st art up ser ver =post nan
2>i nst ance=1;

Start all registered processes on a | FQM>R>startup al | ;
node

See Also: "Common Process Parameters” on page 11-2 for more
information about the parameters available with this command

Displaying Process Status Information

You can display the following status information for registered processes:

Process name and instance number
Database session ID
Operating system process ID

Last wakeup time

Steps for Displaying Process Status Information

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI

1.
2.

Start the Administration Tool GUI.

In the navigation tree, select Messaging System > Nodes > node_name >
Processes.

In the right pane, select the Running Processes tab. A running process appears
in blue. If it is not running, then it appears in black.
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In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:
| GFOMXR>di spl ay processes;

Displaying Database Shadow Processes

You can list all database shadow processes that are running on the node. Shadow
processes are subprocess created by the database. If a client does not exit the system
properly, then some database shadow process may be left running on the system
and should be removed.

Steps for Displaying Database Shadow Processes
This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| GFOMR>di spl ay shadows user =<user nane>;

See Also: "Parameters for Displaying Database Shadow
Processes" on page 9-8 for more information about the values to
enter

Parameters for Displaying Database Shadow Processes

Parameter Description

user The username associated with the connection that you think
may have unneeded shadow processes.

Removing Database Shadow Processes

You can remove all database shadow processes that are not associated with a
messaging client because shadow processes often remain if the client does not exit
the system properly.
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Steps for Removing Database Shadow Processes
This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR.
2. Enter the following command at the OOMGR prompt:

| GFOM>R>cl eanup shadows;

Refreshing a Process

You should refresh a process if you change a parameter value while the process is
running. Refreshing a process causes it to read its parameters again and then to
restart using the new parameters.

Prerequisites to Refreshing a Process

Make sure the process is running. In the Administration Tool, a running process
appears in blue in the navigation tree. If it is not running, then it appears in black.

Steps for Refreshing a Process

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI

1.
2.

Start the Administration Tool GUI.

Perform one of the following actions:

To perform this task: Follow these steps:

Refresh one process 1. Inthe navigation tree, select Messaging
System > Nodes > node_name > Processes >
Instances > process_instance.

2. Inthe toolbar, click E (Restart).

Refresh all processes on a node In the menu, select Message System > Re-Activate
All Processes...
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In OOMGR
1. Start OOMGR.

2. Enter one of the following commands at the OOMGR prompt:

To perform this task: Use this command:

Refresh one process | GFQM>>r ef resh ser ver =<process_nane>
2>i nst ance=<i nst ance_nunber >,

Refresh all processes on a node | GFOMP>refresh al | ;

See Also: "Common Process Parameters” on page 11-2 for more
information about the parameters available with this command

Removing a Registered Process

You can remove a process instance if you no longer use the process. Removing a
process removes the process parameters and all other related information from the
system.

Steps for Removing a Registered Process

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > node_name >
Processes > Instances > process_instance.

3. Inthe toolbar, click @ (Deregister).

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| GFOME@>der egi st er process server =<pr ocess_nane> i nst ance=<i nst ance_nunber>,
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Do not deregister a process with i nst ance=0. This is the set of default
parameters for the process type.

See Also: "Common Process Parameters" on page 11-2 for more
information about the parameters available with this command

Shutting Down a Registered Process

You can shut down either a single process, or all processes on a node. When you
shut down all processes on a node, you:

« Stop all active processes, except the guardian

« Prevent any inactive processes from starting until you restart that process, or all
processes

Prerequisites to Shutting Down a Registered Process

Make sure the process is running. In the Administration Tool, a running process
appears in blue in the navigation tree. If it is not running, then it appears in black.

Steps for Shuttung Down a Registered Process

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUL.

2. Perform one of the following actions:

To perform this task: Follow these steps:

Shut down one process 1. Inthe navigation tree, select Messaging
System > Nodes > node_name > Processes >
Instances > process_instance.

2. Inthe toolbar, click j (Shutdown).

Shut down all eMail Server In the menu, select Message System > Stop All
processes on a node Processes...
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In OOMGR
1. Start OOMGR.

2. Enter one of the following commands at the OOMGR prompt:

To perform this task: Use this command:

Shut down one process | GFOMER>shut down ser ver =<pr ocess_nane>
i nst ance=</ nst ance_nunber>,

Shut down all eMail Server | CFOMER>shut down al | ;
processes on a node

See Also: "Common Process Parameters” on page 11-2 for more
information about the parameters available with this command

Shutting Down the Guardian Process

You can shut down the guardian process, if necessary. Shutting down the guardian
process shuts down all running process under the guardian’s control.

Prerequisites to Shutting Down the Guardian Process

Before shutting down the guardian process using the Administration Tool, make
sure the process is running. In the Administration Tool, a running process appears
in blue in the navigation tree. If it is not running, then it appears in black.

If you cannot see the guardian process in the navigation tree, then refer to
"Displaying the Guardian Process Status" on page 9-3.

Caution: If you stop the guardian process, then it will
automatically stop all processes under its control that are currently
running. When you start it backup, it will attempt to start all the
processes that were running before it stopped. If you do not want a
process to be started again when you start the guardian process,
then you should stop that process before stopping the guardian
process. Refer to "Shutting Down a Registered Process" on page
9-11 for instructions.
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Steps for Shutting Down a Guardian Process

This task can be performed through either the Administration Tool GUI, or a
standard shell tool.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > node_name >
Guardians > guardian_instance.

3. Inthe toolbar, click @ (Shutdown).

In a Shell Tool

1. Open ashell tool on the machine or node containing the guardian process that
you want to start.

2. Enter the following command at the shell prompt:
$ of cguard stop connect =<connect_string> i nst ance=<i nst ance_nunber>
The connect string and instance number are optional. If you are stopping the
guardian process on a separate protocol server tier, then you must specify the

connect string for the node where the protocol server processes will be
administered and the Guardian ID for that guardian.

See Also: "Logging on to the Administration Tool and OOMGR"
on page 1-2 for more information about the connect string

Displaying Process Parameters

You can display the parameters and their current settings (both default and specific
for each process registered on this node) for all processes or a particular type of
process.

Steps for Displaying Process Parameters

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUL.
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2. Inthe navigation tree, select Messaging System > Nodes > node_name >
Processes > Instances > process_instance.

3. Inthe right pane, select the Parameters tab.

In OOMGR
1. Start OOMGR.

2. Enter one of the following commands at the OOMGR prompt:

To perform this task: Use this command:

Display parameters for all | GFOM3R>show process al | ;

processes

Display parameters for a specific | GFOMER>show process server =<process_
type of process nane>,

Display parameters for a specific | GFOMER>show process server =<pr ocess._
registered process nane> i nst ance=<i nst ance_nunber >;

See Also: "Common Process Parameters” on page 11-2 for more
information about the parameters available with this command

Modifying a Default Process Parameter

You can modify the default parameters that are used when you register a new
process. The instance number for default processes is always 0.

Steps for Modifying a Default Process Parameter

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > node_name >
Processes > Defaults > process_name > Parameters > parameter_name.

3. Inthe right pane, enter the new parameter value in the Value text box.
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4. Click Apply.
See Also: Chapter 11, "Process Parameter Reference", for more
information about the parameters in this dialog box
5. Refresh all the registered processes that use the default setting that you
modified. Refer to "Refreshing a Process" on page 9-9 for instructions.
In OOMGR
1. Start OOMGR.
2. Enter the following command at the OOMGR prompt:
| CGFOME3>nodi fy par anval ue server =<process_narme> i nst ance=0
2>par anet er =<par anet er_nane>
3>t o val ue=<new val ue>,
See Also: Chapter 11, "Process Parameter Reference", for more
information about the parameters available with this command
3. Refresh all the registered processes that use the default setting that you

modified. Refer to "Refreshing a Process" on page 9-9 for instructions.

Setting a Parameter for a Registered Process

You can set a parameter for a specific registered process when the default value is
not appropriate. The first time you set a parameter, you have to register the
parameter value. If you want to change the value again later, then you can use the
command to modify a registered parameter value.

Steps for Setting a Parameter for a Registered Process

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI

1.
2.

Start the Administration Tool GUI.

In the navigation tree, select Messaging System > Nodes > node_name >
Processes > Instances > process_instance > Parameters > parameter_name.

Perform one of the following actions:
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To perform this task: Follow these steps:

Set a parameter value for . ii
the first time, making it 1. Inthe toolbar, click (Create).

independent of the 2. In the dialog box, enter the new parameter value in the
default values for that Value text box.
process type. .

3. Click OK.
Change a parameter 1. Inthe right pane, enter the new parameter value in the
value that has already Value text box.
been set once using the 2. Click Apply.

register command.

See Also: Chapter 11, "Process Parameter Reference"”, for more
information about the parameters in this dialog box

In OOMGR
1. Start OOMGR.

2. Enter one of the following commands at the OOMGR prompt:

To do this: Enter this command:

Set a parameter value for | GFOMF>r egi st er par anval ue ser ver =<pr ocess_
the first time, making it nane>

independent of the 2>i nst ance=<i nst ance_nunber>

default values for that 3>par anet er =<par anet er_nane>

process type. 4>val ue=<new val ue>,

Change a parameter | GFOMFP>nodi fy process server =<process_nane>
value that has already 2>i nst ance=<i nst ance_nunber>

been set once using the 3>par anet er =<par anet er _nane>

register command. 4>t o val ue=<new val ue>;

See Also: Chapter 11, "Process Parameter Reference", for more
information about the parameters available with this command
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Reverting a Registered Parameter to the Default Value

You can remove parameter values for registered processes. Removing the registered
parameter values for a process reverts that process to the default parameters.

Steps for Reverting a Registered Parameter to the Default Value

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > node_name >
Processes > Instances > process_instance > Parameters > parameter_name.

3. Inthe toolbar, click ﬂ (Remove).

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| GFOM3R>der egi st er par anval ue server =<process_nane>
2>i nst ance=<i nst ance_nunber>
3>par anet er =<par anet er_nane>;

You cannot revert instance 0 of any process to the default parameters because
this instance contains the default process settings.

See Also: Chapter 11, "Process Parameter Reference", for more
information about the parameters available with this command

Modifying Process Properties

You can modify some of the properties that describe processes, including the
execAr gunent s, guar di anl D, and def aul t St ar t Up properties.

See Also: "Common Process Parameters" on page 11-2 for more
information about these properties and why you might want to
change them
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Steps for Modifying Process Properties

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI

1. Start the Administration Tool GUI.
2. Inthe navigation tree, select Messaging System > Nodes > node_name >
Processes > Instances > process_instance.
3. Inthe right pane, select the Properties tab.
4. In the Properties tab, enter the new information in the text box for the property
that you want to change.
5. Click Apply.
See Also: "Common Process Parameters” on page 11-2 for more
information about the parameters in this dialog box
In OOMGR
1. Start OOMGR.
2. Enter the following command at the OOMGR prompt:

| GFOV@>nodi fy par anval ue server =<pr ocess_narne>
2>i nst ance=<i nst ance_nunber>
3><property nane>=<val ue>,

See Also: "Common Process Parameters” on page 11-2 for more
information about the parameters available with this command

Creating a Time Slice in a Process Default Schedule

You can add a time slice (also called a time detail record) to a default process
schedule to indicate a period of time during which the process is either active or
passive. When you register a new process instance, it automatically inherits the
default process schedule, including all the default time slices.

Steps for Changing a Time Slice in a Process Default Schedule

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.
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See Also: "Guidelines for Creating a Time Slice in a Process
Default Schedule" on page 9-19 for more information about
performing this task

In the Administration Tool GUI

1. Inthe navigation tree, select Messaging System > Nodes > node_name >
Processes > Defaults > process_default > Schedules.

2. Inthe toolbar, click ﬂ (Create).

3. Complete the Register Time dialog box.
See Also: "Schedule Parameters" on page 11-3 for more
information about the parameters in this dialog box

In OOMGR

1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| FOME3>r egi ster paranti ne server =<process_nane>
2>i nst ance=0

3>starttine=<i nteger between 0 and 23>

4>dur at i on=<whol e nunber of hours>

5>state=[A | F

6>s| eept i ne=<nunber of m nut es>;

See Also: "Schedule Parameters" on page 11-3 for more
information about the parameters available with this command

Guidelines for Creating a Time Slice in a Process Default Schedule

You cannot create more than one time slice with the same start time. Instead,
change the duration of the existing time slice.

The time slices in a process default schedule must always add up to at least a
full 24-hour period.

In the Administration Tool, you cannot remove a time slice if it leaves the
schedule with less than 24 hours. Therefore, you must first add one or more
time slices that overlap the existing time slices. Then, you can remove the time
slices you no longer need.
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For example, if you have one time slice that starts at 0 (midnight) and runs for
24 hours, and you want to change it to two time slices that start at 0 (midnight)
and 12 (noon) and run for 12 hours each, then use the following procedure:

« Create a new time slice that starts at 12 (noon) and runs for 12 hours. You
now have two overlapping time slices adding up to 36 total hours (the
original 24-hour slice, plus the new 12-hour slice).

« Change the running time of the time slice that starts at 0 (midnight) from 24
hours to 12 hours. You now have two time slices adding up to 24 total hours
(the 12-hour slice created to run from noon until midnight, plus the 12-hour
slice modified to run from only midnight until noon).

When finished, the sum of all the time slices should not exceed 24 hours. You
should also make sure that your final time slices do not overlap.

Modifying a Time Slice in a Process Default Schedule

You can change a time slice (also called a time detail record) in a default process
schedule to modify the period of time during which the process is either active of
passive. When you register a new process instance, it automatically inherits the
default process schedule, including all the default time slices.

Steps for Modifying a Time Slice in a Process Default Schedule
This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Modifying a Time Slice in a Process
Default Schedule" on page 9-21 for more information about
performing this task

In the Administration Tool GUI

1. Inthe navigation tree, select Messaging System > Nodes > node_name >
Processes > Defaults > process_default > Schedules > time_slice.

2. Inthe right pane, enter the new information in the appropriate text box.

See Also: "Schedule Parameters” on page 11-3 for more
information about the parameters in this dialog box
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In OOMGR
1. Start OOMGR.
2. Enter the following command at the OOMGR prompt:

| GFOMP>nodi fy paranti ne server =<pr ocess_nane>
2>i nstance=0 startti ne=<i nt eger>
3>t o sl eepti ne=<m nut es>;

See Also: "Schedule Parameters” on page 11-3 for more
information about the parameters available with this command

Guidelines for Modifying a Time Slice in a Process Default Schedule

You cannot change the start time of a time slice. Instead, you can remove the
time slice and create a new one with the appropriate start time.

You cannot create more than one time slice with the same start time. Instead,
change the duration of the existing time slice.

The time slices in a process default schedule must always add up to at least a
full 24-hour period.

In the Administration Tool, you cannot remove a time slice if it leaves the
schedule with less than 24 hours. Therefore, you must first add one or more
time slices that overlap the existing time slices. Then, you can remove the time
slices you no longer need.

For example, if you have one time slice that starts at 0 (midnight) and runs for
24 hours, and you want to change it to two time slices that start at 0 (midnight)
and 12 (noon) and run for 12 hours each, then use the following procedure:

« Create a new time slice that starts at 12 (noon) and runs for 12 hours. You
now have two overlapping time slices adding up to 36 total hours (the
original 24-hour slice, plus the new 12-hour slice).

» Change the running time of the time slice that starts at 0 (midnight) from 24
hours to 12 hours. You now have two time slices adding up to 24 total hours
(the 12-hour slice created to run from noon until midnight, plus the 12-hour
slice modified to run from only midnight until noon).

When finished, the sum of all the time slices should not exceed 24 hours. You
should also make sure that your final time slices do not overlap.
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Example of Modifying a Time Slice in a Process Default Schedule
Suppose a postman process has the following schedule:

StartTime Duration (Hr.)  SleepTime (Min.)  State (Active/Passive)
0 (midnight) 2 15 Active
2 2 15 Passive
4 2 15 Active
6 18 15 Passive

To run this postman with a 10-minute sleep time between the first two work cycles
instead of 15, enter the following command:

| GFOMF>nodi fy paranti ne server=nonitor instance=1 starttine=0 to sl eepti ne=10;

Removing a Time Slice from a Process Default Schedule

You can remove a time slice (also called a time detail record) from a default process
schedule to delete a period of time during which the process is either active of
passive. When you register a new process instance, it automatically inherits the
default process schedule, including all the default time slices.

Steps for Removing a Time Slice from a Process Default Schedule

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Removing a Time Slice from a Process
Default Schedule" on page 9-23 for more information about
performing this task

In the Administration Tool GUI

1. Inthe navigation tree, select Messaging System > Nodes > node_name >
Processes > Defaults > process_default > Schedules > time_slice.

2. Inthe toolbar, click ﬂ (Remove).

In OOMGR
1. Start OOMGR.
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2. Enter the following command at the OOMGR prompt:

| GFOM>RR>der egi st er paranti ne server =<process_nane>
2>i nst ance=0
3>starttine=<start_tine>;

Guidelines for Removing a Time Slice from a Process Default Schedule

= The time slices in a process default schedule must always add up to at least a
full 24-hour period.

« Inthe Administration Tool, you cannot remove a time slice if it leaves the
schedule with less than 24 hours. Therefore, you must first add one or more
time slices that overlap the existing time slices. Then, you can remove the time
slices you no longer need.

For example, if you have one time slice that starts at 0 (midnight) and runs for
24 hours, and you want to change it to two time slices that start at 0 (midnight)
and 12 (noon) and run for 12 hours each, then use the following procedure:

« Create a new time slice that starts at 12 (noon) and runs for 12 hours. You
now have two overlapping time slices adding up to 36 total hours (the
original 24-hour slice, plus the new 12-hour slice).

« Change the running time of the time slice that starts at 0 (midnight) from 24
hours to 12 hours. You now have two time slices adding up to 24 total hours
(the 12-hour slice created to run from noon until midnight, plus the 12-hour
slice modified to run from only midnight until noon).

When finished, the sum of all the time slices should not exceed 24 hours. You
should also make sure that your final time slices do not overlap.

Overriding a Default Time Slice for a Process Instance Schedule

Process schedules control when a process instance runs and for how long. Each
process schedule is made up of one or more time slices (also called time record
details) that add up to a 24-hour period. When you register a new process instance,
it automatically inherits the default process schedule, including all the default time
slices. You can override a default time slice by registering a time slice for the process
instance schedule.
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Steps for Overriding a Default Time Slice for a Process Instance Schedule

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Overriding a Default Time Slice for a
Process Instance Schedule” on page 9-24 for more information
about performing this task

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > node_name >
Processes > Instances > process_instance > Schedules.

3. Inthe toolbar, click ﬂ (Register).
4, Complete the Register Time dialog box.

See Also: "Schedule Parameters" on page 11-3 for more
information about the parameters in this dialog box

5. In the Administration Tool, time slices that use the default values appear in
black. Time slices that override the default values appear in blue.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| FOME3>r egi ster paranti ne server =<process_nane>
2>i nst ance=<i nst ance_nunber>

3>starttine=<i nteger between 0 and 23>

4>dur at i on=<whol e nunber of hours>

5>state=[A | F

6>s| eept i ne=<nunber of m nut es>;

See Also: "Schedule Parameters" on page 11-3 for more
information about the parameters available with this command

Guidelines for Overriding a Default Time Slice for a Process Instance Schedule

« Define your time slices so that they do not overlap. Overlapping time slices can
cause unpredictable behavior.
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« Once you create a time slice, you cannot change the start time. To change the
start time, you must delete the time slice and add a new one.

« The time slices in a process instance schedule must always add up to at least a
full 24-hour period.

« Inthe Administration Tool, for a process instance, you cannot create a new time
slice that overlaps another process instance time slice. However, you can create
a new time slice that overlaps or has the same start time as a default time slice.
When you create a new time slice that overrides the default values, the
remaining default time slices for that instance automatically change their values
so that they do not overlap with the new time slices.

« If you want to configure the sleeptime in seconds instead of minutes, then you
must modify the Executable Arguments (ExecArguments) property for the
postman and gateway process instances as follows:

Executable Arguments ="-s N’

where N represents the number of seconds.

Refer to "Modifying Process Properties” on page 9-17 for instructions.

Modifying a Time Slice for a Process Instance Schedule

You can modify schedules for registered process instances if you want to change the
duration of a time slice (also called time record details), its sleep time, or whether it
is passive or active. You cannot modify the start time of a time slice.

Steps for Modifying a Time Slice for a Process Instance Schedule
This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Modifying a Time Slice for a Process
Instance Schedule" on page 9-26 for more information about
performing this task

In the Administration Tool GUI
1. Start the Administration Tool GUL.

2. Inthe navigation tree, select Messaging System > Nodes > node_name >
Processes > Instances > process_instance > Schedules > time_slice.
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3. Inthe right pane, enter the new information in the appropriate text box.
See Also: "Schedule Parameters" on page 11-3 for more
information about the parameters in this dialog box

4. Click Apply.

In OOMGR

1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| GFOVE@>nodi fy parantine server =<process_nane>
2>i nst ance=<i nst ance_nunber> st artti ne=</ nt eger>
3>t o sl eepti ne=<m nut es>;

See Also: "Schedule Parameters" on page 11-3 for more
information about the parameters available with this command

Guidelines for Modifying a Time Slice for a Process Instance Schedule

You cannot change the start time of a time slice.

Define your time slices so that they do not overlap. Overlapping time slices can
cause unpredictable behavior.

For a process instance, you cannot change a time slice that uses the default
values. In the Administration Tool, time slices that use the default values
appear in black. Time slices that override the default values appear in blue.

The time slices in a process instance schedule must always add up to at least a
full 24-hour period. When you modify time slices, you may need to remove or
create other time slices to ensure that the records account for a full 24-hour
period.

In the Administration Tool, for a process instance, you cannot change a process
instance time slice that overlaps another process instance time slice. However,
you can change a process instance time slice that overlaps or has the same start
time as a default time slice. When you change a process instance time slice that
overrides the default values, the remaining default time slices for that instance
automatically change their values so that they do not overlap with the new time
slices.
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« If you want to configure the sleeptime in seconds instead of minutes, then you
must modify the Executable Arguments (ExecArguments) property for the
postman and gateway process instances as follows:

Executable Arguments ="-s N’

where N represents the number of seconds.

Refer to "Modifying Process Properties” on page 9-17 for instructions.

Example of Modifying a Time Slice for a Process Instance Schedule
Suppose a postman process has the following schedule:

StartTime Duration (Hr.)  SleepTime (Min.) State (Active/Passive)
0 (midnight) 2 15 Active

2 2 15 Passive

4 2 15 Active

6 18 15 Passive

To run this postman process with a 10-minute sleep time between the first two work
cycles instead of 15, enter the following command:

IOFCMGR>modify paramtime server=monitor
2>instance=1 starttime=0
3>to sleeptime=10;

Reverting a Process Instance Time Slice to the Default Value

You can revert a time slice (also called time record details) for a registered process
instance to the default value by deregistering the time slice for that instance.

Steps for Reverting a Process Instance Time Slice to the Default Value
This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Reverting a Process Instance Time Slice
to the Default Value" on page 9-28 for more information about
performing this task
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In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > node_name >
Processes > Instances > process_instance > Schedules > time_slice.

3. Inthe toolbar, click ﬁ (Deregister).

In OOMGR
1. Start OOMGR.
2. Enter the following command at the OOMGR prompt:

| GFOM3R>der egi st er paranti ne server =<process_nane>
2>i nst ance=<i nst ance_nunber>
3>starttine=<start_tine>;

Guidelines for Reverting a Process Instance Time Slice to the Default Value

= The time slices in a process instance schedule must always add up to at least a
full 24-hour period.

« Foraprocess instance, you cannot deregister a time slice that uses the default
values. In the Administration Tool, time slices that use the default values
appear in black. Time slices that override the default values appear in blue.
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Managing Protocol Server Processes

The protocol server processes transfer e-mail from the eMail Server database to the

user’s e-mail client or browser. When you install a node or protocol server tier, you

can run the Configuration Assistant to set up the initial configuration. If you do not
want to use the Configuration Assistant, then you can use the following procedures
discussed in this chapter to modify the configuration manually:

« Configuring the Protocol Server Database Connections
« Specifying Gateways for the Protocol Servers
« Configuring Protocol Servers for SSL

« Obtaining an SSL Trusted Certificate
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Configuring the Protocol Server Database Connections

To use the protocol server processes, you must configure the number of Net8
connections between each registered protocol server process and the database. To
do this, you must edit the protocol server configuration files manually. There are
separate configuration files for POP3 and IMAP4 protocol servers. These
configuration files are created during the installation using default parameters.

Steps for Configuring the Protocol Server Database Connections

This task can be done either automatically by using the Configuration Assistant, or
manually by using a text editor. For instructions on how to use the Configuration
Assistant, refer to the Oracle eMail Server Installation Guide.

1.

Use any text editor to open the configuration file that you want to update on the
machine where the protocol servers are installed.

The name of the configuration file is specified with the conf mparameter in the
protocol server process parameters. The default file names are:

$ORACLE_HOME/office/config/node_sid/iosps23.cfg for the POP3SRV
process

$ORACLE_HOME/ office/config/node_sid/iosps27.cfg for the IMAP4SRV
process

See Also: "SPS Process Parameters (Common to both IMAP4 and
POP3)" on page 11-42 for more information about the conf m
parameter

Add the following line at the bottom of the configuration file to configure the
Net8 connections:

<connect_string> <m ni num connect i ons> <naxi num connect i ons> <i ncr enent >
<ti nmeout> <dorai n>

See Also: "Variables for Configuring the Protocol Server Database
Connections" on page 10-3 for more information about the
parameters in this file

If you want to use different parameters for different registered protocol server
processes (for example, because one instance of a protocol server uses more
database connections than the other), you can create more than one
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configuration file and change the conf mprocess parameter for that registered
protocol server process instance.
See Also:

= "SPS Process Parameters (Common to both IMAP4 and POP3)"
on page 11-42 for more information about the conf mparameter

« "Setting a Parameter for a Registered Process" on page 9-15 for
more instructions on changing a parameter

Variables for Configuring the Protocol Server Database Connections

Variable Description
connect _string Connect string used to access database.
i ncrement Number of new database connections to start when the

existing connections are all used. For example, an increment
of 3 means that three new connections will be started each
time the server needs additional connections. New
connections cannot exceed the number specified for the
maxi mum connect i ons parameter.

maxi mum_ Maximum number of Net8 connections from the protocol

connections server to the database. On Solaris, the value for this
parameter plus the maxcl t parameter in the
IMAP4SRV/POP3SRYV process parameters should be less
than 1000.

See Also: "SPS Process Parameters (Common to both
IMAP4 and POP3)" on page 11-42 for more information
about the maxcl t parameter

ni ni mum_ Minimum number of Net8 connections from the protocol
connecti ons server to the database.
ti meout Amount of time (in seconds) to wait before releasing a

connection that is not being used.

domai n Used as the users home node for that domain. This enables
the IMAP server to service multiple domains.

Example of Configuring the Protocol Server Database Connections

The following example shows a file with a line added at the bottom using the
SFNodel connect string with a minimum of 10 connections, maximum of 100
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connections, increments of 2 new connections at a time, and a timeout after 120
seconds (this information appears in the last line of the file displayed in bold):

# This is the default configuration file for SPS connect strings.

# Line started with "#' is comment.

# Spaces and tabs are used as delinmters between fields in a line.

# Paraneters for one connect string have to be in the sane |ine.

# The format of paraneters of a connect string is:

# connect _string m ni numconnections naxi numconnecti ons i ncrenent ti neout
# For exanpl e:

# imsun.world 10 100 5 100

# Add real connect strings and their paraneters after this.

SFN\bdel 10 100 2 120

Specifying Gateways for the Protocol Servers

You must specify the gateways that are registered in the system so that the protocol
server processes know how to forward messages. You must add the gateway
information to a configuration file that is created during the installation process.

Steps for Specifying Gateways for the Protocol Servers

10-4

This task can be done either automatically by using the Configuration Assistant, or
manually by using a text editor. For instructions on how to use the Configuration
Assistant, refer to the Oracle eMail Server Installation Guide.

1. Use any text editor to open the $SORACLE_HOME/ office/config/node_
sid/imapd.cfg file on the node where the protocol servers are installed.

2. At the bottom of the file, add a new line with the following parameters using
the format shown in the file comments:

uni xgwy=<gat enay _nane>
uni xgwy=<gat enay _nane>

See Also: "Parameters for Specifying Gateways for the Protocol
Servers" on page 10-5 for more information about the parameters
available for this file
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Parameters for Specifying Gateways for the Protocol Servers

Parameter Description

uni xgwy Gateway name to strip from message header addresses.

You can repeat this entry as many times as needed for all
your gateways.

Configuring Protocol Servers for SSL

If you configure protocol server process for SSL encryption, all messages transferred
from the server to the client will be encrypted.

Steps for Configuring Protocol Servers for SSL

This task can be done either automatically by using the Configuration Assistant, or
manually by using the Administration Tool GUI or the OOMGR command-line
interface. For instructions on how to use the Configuration Assistant, refer to the
Oracle eMail Server Installation Guide.

1. Determine whether you will support only SSL messages, or both SSL and
non-SSL messages.

« If you decide to support SSL only, you can configure your existing protocol
server processes to be dedicated to SSL. Go to the next check box.

« Ifyou decide to support both SSL and non-SSL, then you should leave the
existing protocol server processes for non-SSL and register one new
POP3SRYV process and one IMAP4SRV process to be dedicated to SSL. Refer
to "Registering a New Process" on page 9-4 for instructions.

2. To dedicate the protocol server processes and listener process to SSL, configure
the following parameter value for each instance of the IMAP4SRYV, POP3SRY,
and IOLISTENER processes that you want to handle SSL-encrypted messages:

Parameter Value

fl ags Enter 64 to set the SSL bit.

See Also:  "IMAP4SRV Process
Parameters (IMAP4-Specific)" on page 11-32
or "POP3SRV Process Parameters
(POP3-Specific)" on page 11-38 for more
information about the f | ags parameter
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Refer to "Setting a Parameter for a Registered Process" on page 9-15 for
instructions.

3. Refresh the IOLISTENER process so that it starts using the new settings. Refer
to "Refreshing a Process" on page 9-9 for instructions.

Obtaining an SSL Trusted Certificate

Before you can begin sending messages encrypted in SSL, you must use the eMail
Server Wallet Manager to generate a public/private key pair and then obtain a
trusted certificate. To obtain the certificate, you must send a certificate request file to
a Certification Authority. When you receive the certificate, you must store it with
the private key in the database. Once this is done, any SSL-enabled client can send
and receive secure messages from the certified server.

Steps for Obtaining an SSL Trusted Certificate

This task can be done either automatically by using the Configuration Assistant, or
manually by using a text editor and a shell tool. For instructions on how to use the
Configuration Assistant, refer to the Oracle eMail Server Installation Guide.

1. Use any text editor to create a certificate request information file named
$ORACLE_HOME/ office/admin/reginfo.txt.

Note: You must have a separate certificate for each host machine
with protocol server processes, but you may use the same certificate
for all protocol server processes on the same machine (both POP3
and IMAP4).

2. Inthe certificate request information file that you created, enter the following
specific information about your site:
Conmon- Nane: Your Internet domain name.
Organi zati on: Your company hame.
Organi zation Unit: Yourorganization within your company.
Country: Country in which your company resides.

St at e: U.S. state in which your company resides. If you are
outside the U.S., enter the appropriate country code.
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Webnast er : Your name, or the name of the person who should be
contacted regarding the certificate.

Phone: Phone number of the person listed as Webmaster.

The Wallet Manager uses the information in this file to generate a certificate
request file later.

Figure 10-1 Sample reqinfo.txt File

Gommon- Nane:  acne. com

Q gani zation: Acne Corp.
Qganization Lhit: eMiil Server
Qountry: WS

Sate: Glifornia

VWbnast er: C Kent <ckent @cne. conr
Phone: 800- 555- 5555

Run the Wallet Manager to generate the public/private key pair and the
certificate request file.

Enter the following command at the shell prompt:
$CARACLE HOME bi n/ nhzwal | et ngr - gc

Respond to the prompts the Wallet Manager displays:

Qacle eMai| Server Véllet Manager Version 4.3 Production
P ease input certificate password:

P ease input the password agai n:

Vel | et nmanager finished successfully

Note: The certificate password is used to encrypt the private key
file.

The Wallet Manager generates two files:

« Private key that has been encrypted and then encoded with the password
requested by the Wallet Manager. This file is called SORACLE_
HOME/ office/admin/pvtkey.txt
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« Certificate request file that you send to the Certification Authority to obtain
the trusted certificate. This file is called SORACLE_
HOME/office/admin/certreq.txt

Figure 10-2 Sample certreq.txt File

VWbnast er: C Kent <ckent @cne. conr

Phone: 800- 555- 5555

Server: Qracle Qorporation Certificate Request Wility 4.3
Gomon- nane:  acne. com [ Host nane for server where PGP3/ I MAP4 are runni ng]
Q gani zation Lhit: eMail Server

Q gani zation: Acne Corp.

Sate: Galifornia

Qountry: WS

----- BEA N NEW CERTI H CATE REQUEST--- - -

M | BaDOB3w BADBUMIWAQYDVQREN Lz ETMBEGAL UECBVKQ@FsaVZvenbpYTEV
MBVGALUEChQMIIBJhY2x| | ENvenAUMRQNEG YDMQQLFAL JbnR ck9nZnt j ZTEOIMBSG
ALUEAXQUI2! uZHVALNVZ Ln®y YWIRE ZS5) b20wf DANBgkahki COWOBACEFAAN ADBO
ATEANVAF sUKOQPFY6gLUBOr NohdBf M L5Reyx+qwFLI | bkzxDdLr O qECF ri 7kk2
YTOugVRLQ NhyekPWa0&kB+QYMiPgi XYSazJj dMBkdshr r hl dSXuf al J@ed vK
M AgMBAAGIADANBgKghki COWORAQIFAANMAICShNUCTLCzI HOIML+gal X tj us
sduMBKFxBL14+y! MyX07L3HWAN eP2E z17xDMygSZF5CAsy5Bcb6l 94nd Gor a+7
6gF7nRy+Z1e6E0EN GHRK2vV7LF m-ZhPzV6i 5g=—=

----- END NEW CERTI H CATE REQUEST- - - - -

Figure 10-3 Sample pvtkey.txt File

----- BEAQ N ENCRYPTED PR VATE KEY-----

M | GCDAaBgkghki COWOBBQMMDQY HOgcuRHNQUACAQUEggHDNU n5gONi N7OKXC
5PY+\V@I M 6f 0eGrvl belT/ | Kr oJpcSqniPF1t SZVAMADTINZWOA530Zi BFoQEkr F
I ur 4t XAEYsvOM MYMDOTYUBR2t Q XVFr / dVsOM F2Yz649xt Myl DBsTI nmPlj j s
P Enx+hJk+PQOM 5SWYQENg T1y YWexdsr AKdS2TLFT6XkkoB7+2E5pFSH qeAQ)j
gDKYGBAFB WZnmY18gkqkj Wi Eovv+ T3/ r PnneVWB22J YgKOGsi 5t/ 74| ONZaAZ
K/ s4a7heQa5hgLIsgul evbx320GKFS5f 77pj 3SCRuxbp9f RI7YF 1LKLVawNDP
AZsASsPp@n3l r EkwFhaQH +2xj nYYvaf pRf t PnHa68H b6JephPEKWHTF Wi ¢
t QO yAMIQIpwLBEV Cadf RyDKf NBuX+w wdzi kT5AUg2ZxdSVEy Egexhvt NDFHW
(BgKggLr vy+sl 0eDOKFON3Q@EgChQK) WwEMhRLWGeAQnOLLKESc UHIDbWAAS Gs/ 7TM
Gtj / vbs2cl 98eldYOyQu6273@B0ERTF CPupr sMj vi u2Mt pG NCF nvkAf 09L40
303BWh1LYhBCZBEMXnLT88LwBeer nLN 9Ngf E+HEBNR Gsf Q)ZaSokyFH A=

5. Send the certreq.txt file to the Certificate Authority of your choice to obtain a
trusted certificate. Each Certificate Authority has a different procedure for
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obtaining a trusted certificate. For example, you can go to the VeriSign, Inc. Web
site at

http://digitalid.verisign. com

and request a trial Server ID (trusted certificate) that you can use to test your
system. To obtain your trusted certificate, follow the instructions provided by
your Certificate Authority.

Figure 10-4 Sample Trusted Certificate

M | QVITQCAds CEA3f XhQyL7nei oPDZLUco/ 4wDQYJIKoZI hve NACEEBQAWgakxH AU
BgNVBAOTDVZI cnb TaVduLCBJbnivk Rz BFBgNVBAs TPnd3dy’522XJpc2l nbi 5 b20v
cMAb3Npd@yeSOUPXANDQLBTI B uY29ycCGAgkglnvinki BVMAWA Li BWEQUIMMW
RAYDVQQEz 1(h3l gvimyaVNpZ24g YXV0a@yaXpl ZOBOZXNDaVénl GRubHkul Bsv
| Grzc3WYWBj 2XAyKEMIM MkOTk 3MBAXDTKAMDUY OTAMDARMFOXDTKAMDYXM | Z
NTk1! Ovowbj BLMk GALUEBhMDAMKEZz ARBgNVRAGTCKNhbG nb3JuaVEXFTATBgNV
BAOUDE9y YWIRs ZSBDh3JwLj BUMBI GALUECK Q- SVB0ZXIPZnZp Y2 LK HTALBgNVBAMU
FHipbnRLcG51cy5vent] bALY29t MHAMDQYIKoZl hve NAGEBBQADawWANaAThAM 1
Yz56AT4j wZ3kCzoVK11X HysugMKm j 2NG/nkpGaCLVDYI MjHB8cOQLbdi 7y\Wgs
hB NSRekMz1zZVHUQ obl UR2b5T36ST7i r | pVUr i gndVpW RSLR y0Toayl J4Tw D
AQABMAOGCSHGS b3DEBRAUAADEAVL/ Jk805k2Ms6! UFI | GR' KMIRaXWBPXCZi +
990ZQ dif j JdCTyzi vH xXK8sf YUhSBhXqgRQLO0I f zuZl z6A==

Copy and paste the following items into the wallet file, SORACLE_
HOME/office/admin/sslcerts.txt:

« Private key from the pvtkey.txt file (including the BEGIN PRIVATE KEY
and END PRIVATE KEY lines)

« Trusted certificate from the certificate authority message (including the
BEGIN CERTIFICATE and END CERTIFICATE lines)
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Figure 10-5 Sample ssicerts.txt File

----- BEA N ENCRYPTED PR VATE KEY-----

M | QCDAaBgkghki GwOBBWWDQY HqcuRHNQCACAQUEggHONU n5gOWi N7OkXC
5PY+\V@I M 6f oeGrvl belT/ | Kr oJpcSqniPF1t SZVAMADTINZWOA530Zi BFoQEkr F
| ur 4t XAEYsvOM MYNDOTYUBR2t @ XVFr / dVsOM F2Yz649%t Myl DEBsTI mmPlj j s
P/ Bxx+hJk+PQM 5SWYQEN T1y YWexdsr AKdS2TLFT6XkkoB7+2E5pFSH qeAQ)j
gDKY@BAFB WZnuyY18gkaK] W Eovv+ T3/ r PnheWVB22J YgKOGi 5/ Z4| ONZaAZ
Kl s4a7heQashglLIsgul evbx320GKFSEf 77pj 3SCRuXGp9f R17YF 1LKLVawNDP
AZs4SsPp@n3l r EkwFhaQH +2xj nYYvaf pRf t PnHa68H b6JephPEKWHTT Wi ¢
t QO yAMIQIpwLBEV Gadf RyDKf NBuX+w wdzi kT5AUg2ZxdSVEyEgexhvt NDFHW
CBgKggLr vy+sl 0eDOKFOBN3Q@gChQKj WEMiRUhGeAQOLLKESc UHICOWAAS Gs/ 7TM
CH / vbs2cl 98eldYOyQ36273@B0ERTH CPupr sMj vi u2Mrt pG NOF nvkAf 09L40
303BWh1LYhBCZBEWXxnLT88LwBeer nLN 9Ngf E+HEBNR Gsf Q)ZaSokyFH A=
----- END ENCRYPTED PR VATE KEY-----

M | QVITQCAds CEA3f XhQyL7nei oPDZLUco/ 4nDQYJIKoZI hve NACEEBQAWgakxH AU
BgNVBAOTDVZI cnb TaVduLCBJbnivk Rz BFBgNVBAs TPnd3dy’522XJpc2l nbi 5 b20v
cmMMb3Nod@yeSOUZXNDQLBTI B uY29ycAghkgUninki BMAWA Li BWEQUMUYiw
RAYDVQQ Ez1Gh3I gV aVNpZ24g YXVDa@yaXpl ZCROZXMNDaVBnl GubHkul B5v
| GFzc3WYWBj 2XAyKEMM MkOTk 3MBAXDTKAMDUY OTAMDARMFOXDTKAMDYXM | Z
NTk1! Ovowbj BLMk GALUEBhMDAMMKEz ARBgNVRAGTCKNhbG nb3JuaVEXFTATBgNV
BAOUDESY YWis ZSBDh3JwLj BUMBI GALUECK QL SYB0ZXI PZnZp Y2 Uk HTADBgNVBAMU
FHipbnRLcG51cy5vent] bALY29t MHAMDQYIKoZl hve NAGEBBQADawWANaAThAM 1
Yz56AT4j wZ3kCzoVK11X HysugMKm j 2NG/nkpGaCLVDYI MjHBBcOQLbdi 7y\Wgs
hB NSR2kMzJzZVHUQ obl UC2b5T36S7i | pWUr i gndVpW RSLR yOToayl J4Tw D
AQABMAOGCSHGS! b3DEBRAUAADEAVL/ Jk805k2Ms6! UFI | GR' KMIRaXWBPXCZi +
990Z( dif j JdCTyzi vH xXK8sf YUhSBhXqgRQLO0I f zuZl z6A==

7. For security purposes, you should store the contents of the sslcerts.txt file in the
database. To do this, you must run the Wallet Manager again. (If you do not
want to store the contents of the sslcerts.txt file in the database, go to step 8.)

Enter one of the following commands at the shell prompt:

To perform this task: Use this command:

Store a certificate for a $ORACLE_HOVE/ bi n/ mhzwal | et mgr - sc POP3SRV
POP3 protocol server <connect_string> <fil enane>

only

Store a certificate for a $ORACLE_HOVE/ bi n/ mhzwal | et ngr -sc | MAP4SRV
IMAP4 protocol server <connect_string> <fil enane>
only

10-10 Administrator's Guide



Obtaining an SSL Trusted Certificate

To perform this task: Use this command:
Store a certificate for both  $ORACLE_HOWVE/ bi n/ mhzwal | et ngr -sc POP3SRV
IMAP4 and POP3 | MAP4SRV <connect_string> <fil ename>

protocol servers

Parameter Description

connect _string Connect string used to access database.

See Also: "Configuring the Protocol Server Database
Connections" on page 10-2 for more information.

fil ename $ORACLE_HOME/office/admin/sslcerts.txt

The Wallet Manager will prompt you for the eMail Server ADM N user password
and for the password used to encrypt the private key (the private key password
was specified in step 4).

After storing the sslcerts.txt file in the database, the Wallet Manager will rewrite
the file located in SORACLE_HOME/ office/admin to be empty. This will
destroy the unprotected versions of the private key and trusted certificate for
added security.

If you do not want to store the contents of the sslcerts.txt file in the database,
complete the following tasks:

Verify that the certi f i cat e parameter for the POP3SRV and IMAP4SRV
processes refers to the sslcerts.txt text file that you created in step 6.

Run the Wallet Manager to set the password used to encrypt the private key
so that the POP3 and IMAP4 protocol server processes can read the private
key data. Enter the following command at the shell prompt:

$ $ORACLE HOW bi n/ nhzwal | et ngr -sp [PCP3 | | MAP4] <connect_stri ng>

See Also: "SPS Process Parameters (Common to both IMAP4 and
POP3)" on page 11-42 for more information about the
certificate parameter
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Process Parameter Reference

You can configure many process parameters to customize your eMail Server system.
See Chapter 9, "Managing Processes", for more information about managing
processes and changing process parameters.

The following process parameters, discussed in this chapter, are available:
« Common Process Parameters
« Gateway Process Parameters
« LDAP Server Process Parameters
« Messaging Server Process Parameters

= Protocol Server Process Parameters
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Common Process Parameters

There are some parameters that are available for all types of processes. For example,
name and instance are common parameters or properties that describe each
registered process instance. Schedules that specify when and how long the process
run are also parameters that are common to all process types.

Common Process Parameters

The following parameters are properties that describe the processes. You can specify
these properties when you register a process instance, or you can modify them later,
if necessary.

Parameter Description and Values

defaul t Start Up Indicates whether to start this process when you issue a startup all
command.
Valid values:

Enabl ed (start this process on the startup all command)
Di sabl ed (do not start this process on the startup all

command)
execArgument s Pass command-line arguments to a process in this field.
guardi anl D Instance number of the guardian process that controls this process.
i nstance Instance number of the registered process. When numbering

instances, remember that each node has a set of instances
registered during installation. These are all registered
instance 1 (for example, postmanl). Each registered process
of a particular type (for example, postman) must have an
instance number that is unique on the node where it is
registered. You can, however, use the same instance number
for different types of processes (postmanl and replicatorl),
and you can use the same instance number for processes on
different nodes.

Valid values:
0 (represents the default set of parameters for a process)
1 to 99 (represent registered process instances)

server Process type, such as postman or replicator.
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OOMGR provides initial values for these common process parameters. However,
OOMGR does not maintain inherited defaults for them. Therefore, default and
instance-level settings do not apply to the common parameters.

Schedule Parameters

Schedule parameters determine when and for how long a process runs. The four
time parameters are grouped into records called time slices that each represent one
or more hours of a day.

Each process can have between 1 and 24 time slices. You can specify one time slice
that covers 24 hours, or multiple time slices that each represent one or more hours.
However, the time slices you define for each process must cover exactly 24 hours.

Each time slices consists of three or four parameters, depending on whether the
process is active during the time interval the time slice covers. The following
parameters are available:

Parameter Description and Values
duration Number of hours an active or passive period lasts.
sl eepTi e Number of minutes the process sleeps after completing one work

cycle in an active period. Specify Sleeptime in a time slice only
when st at us is A (active).

startTi me Time the process begins an active or passive (inactive) period.
Valid values:
0 to 23 (integers: 0 represents midnight, 23 represents 11PM)
state Indicates whether the period is an active or passive period.
Valid values:
A (active)

P (passive)

Guidelines for Using Schedule Parameters
Some processes do not use schedules because they are constantly available. The
protocol server processes (IMAP4SRV, IOLISTENER, and POP3SRV) run
whenever a client makes a connection. Likewise, the LDAP server processes
(IOLDAP, IOODSSYNC, and ODSIOSYNC) run whenever the directories are
updated and require synchronization. If you set schedules for these processes,
they will be ignored.
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Gateway Process Parameters

Parameter

Description and Values

cfgparanfil ename

content _
di sposition

defaul t _charset

def aul t _encodi ng
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This parameter is reserved for future use.

Specifies how attachments are presented to the recipient. Adheres to
RFC1806 syntax and semantics.

Valid values:

i nl i ne (presents attachments inline as part of the message
body)

att achnment (present attachments as external attachments; if
any other value is specified, the gateway assumes
attachment)

Default value:

att achnent
Default character set for text objects.
Valid values:

Refer to "Configuring the Gateway for Multibyte Support” on
page 7-12 for a complete list of available character sets.

Default Value:
i so-8859-1

Default transfer encoding method for binary body parts when none
is specified. Not case sensitive.

Valid values:

Standard transfer encoding methods are base64,
quoted-printable, 7bit, 8bit, and binary. Non-standard encoding
methods can also be used.

See Also: "Configuring the Method for Encoding MIME
Content” on page 23-2 for more information about these values.

Default value:
base64
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Parameter

Description and Values

defaul t _
t ext encodi ng

default _type

do_uudecode

do_uuencode

Defines the content transfer encoding method used to encode text
body parts of outbound messages.

Valid values:

Standard transfer encoding methods are base64,
quoted-printable, 7bit, 8bit, and binary. Non-standard encoding
methods can also be used.

See Also: "Configuring the Method for Encoding MIME
Content" on page 23-2 for more information about these values.

Default value:
guot ed- printabl e

Type ID for the default attachment type for unmapped MIME type
attachments on inbound messages. Also used if attachment type
converter or decoder for content transfer encoding fails.

Valid values:

See Also: "Creating a MIME Attachment Map" on page 8-4
for a list of attachment Type IDs.

Default value:
1

Specifies whether the gateway should automatically decode the data
encoded with UUENCODE.

Valid values:
0 (do not automatically decode)
1 (automatically decode)
Default value:
1

Specifies whether the gateway should encode binary data. It creates
RFC-1521 compliant messages, but for 8-bit body parts, the gateway
codes and specifies a content-Transfer-Encoding: x-uuencode header.

Valid values:
0 (do not encode binary data)
1 (encode binary data)
Default value:
1
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Parameter

Description and Values

donBuf fi x

| og_| evel

prefi xgwy

send_summrary
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String attached to incomplete eMail Server sender address
(addresses that do not contain @ or !) and unqualified receipt
addresses.

Default value:
Null
Log message level.

See Also: "Using Server Process Logs" on page 17-2 for
information about locating and reading log files.

Valid values:
0 (no logging)
1 (error messages only)
2 (minimum information and warnings)
3 (medium information)
4 (maximum information)
5 (debugging information)
Default value:
2

Adds the gateway name to each inbound address so that the receiver
can reply automatically. If you have created a rewriting rule that
performs this function, do not use this parameter.

Valid values:
0 (does not remove qualified domain identifiers)
1 (removes qualified domain identifiers)

Default value:
0

Type ID for the default eMail Server attachment type for unmapped
MIME types on inbound messages. Also the attachment type used if
an attachment type converter of decoder for content transfer
encoding fails.

Valid values:

See Also: "Creating a MIME Attachment Map" on page 8-4
for a list of attachment Type IDs.

Default value:
1
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Parameter Description and Values
store_body Specifies whether the gateway should store the body parts encoded,
decoded, or both.
Valid values:
1 (encoded)
2 (decoded)
3 (both encoded and decoded)
4 (store S/MIME)
5 (store S/MIME)
If this is set to 2 (decoded), then Oracle InterOffice clients,
including SDK-based clients, will not be able to read messages.
If this is set to 4 (store S/MIME), then messages are encoded, all
others are decoded.
If this is set to 5 (store S/MIME), then messages are both in
encoded and decoded format, all others are decoded.
Default value:
2
store_shell Specifies whether the gateway should store the message shell with

stripgwytkns

the body part information.

Valid values:
0 (does not store message shell)
1 (stores message shell)

Default value:
1

Specifies whether to remove the recipient prefix from the Reply-to
and Sender name fields.

For example, UNIX: user.com becomes user.com.
Valid values:
0 (does not remove qualified domain identifiers)
1 (removes qualified domain identifiers)
Default value:
1
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Parameter Description and Values

stri pqual nanme Specifies whether to remove qualified domain identifiers from the
Reply-to, Sender, and Recipient fields. If donSuf f i x is not null, the
dontuf fi x is appended. If donuf f i x is null, the qualified
domain identifiers are NOT removed, even if this value is set to 1.

Valid values:
0 (does not remove qualified domain identifiers)
1 (removes qualified domain identifiers)

Default value:
1

LDAP Server Process Parameters

The LDAP server processes synchronize directory data between the eMail Server
directory and Oracle Internet Directory, or any other LDAP directory. Each of these
processes have specific parameters that you can configure to define how the
processes work.

Forward Synchronization

The forward synchronization server has a new parameter called the MIGRATED _
OBJECT _TYPE, that specifies the object type to be synchronized for a particular
instance of the server. In the performance perspective, the new version of the server
also manipulates the database table IOLM_SYNCLOG to significantly shorten the
process time.

In the new version of the server, an administrator can specify one of the following
object types to synchronize for a particular instance of the server in the newly
added parameter. The available object types are:

= person
= domain
= location

= Organization
« equipment
« room

= role

11-8 Administrator's Guide



LDAP Server Process Parameters

« alias
« dl

If an administrator wants to synchronize all object types for a particular instance of
the server, they can leave the parameter value to null. The following is an example
of running two instances of forward synchronization server.

When two instances of the forward synchronization servers are running at the same
time with instance=1 picks up all object types, while instance=2 picks up ONLY ‘dI’.
With the new version of the server, in order to prevent deadlock, instance=1 server
is supposed to pick up all objects. However, before doing it, instance=1 server
checks if any other instance of the server is picking up any particular object type for
synchronization. If so, instance=1 server picks up all object types EXCEPT the one(s)
that are being processed by other instance(s). In this example, instance=1 server
picks up all object types EXCEPT object type ‘dI’ because instance=2 server is set to
pick up object type ‘dl’.

Another new feature in the new version of the server is manipulationof the
database table IOLM_SYNCLOG. Everytime a migration operation(INSERT,
UPDATE, or DELETE) is performed, one row is inserted into the database table
IOLM_SYNCLOG.

Considering the following situation: for a particular object, an INSERT operation,
multiple (say, 10 of them) UPDATE operations, and a DELETE operation rows have
been inserted into the IOLM_SYNCLOG table before an instance of the server
wakes up and performs the synchronization. With the enhancement, the forward
synchronization server first looks at the IOLM_SYNCLOG table to see if some rows
can be trimmed off before performing the migration.

In this example, because an INSERT and a DELETE operation for a particular object
exists at the same time, the server shouldn’t really have to do anything except
deleting all the rows for the particular object in the IOLM_SYNCLOG table.

The followings are the situations and the corresponding solutions that
can actually save the process time:

«  When there are one INSERT and one DELETE rows of a particular object
instance in the IOLM_SYNCLOG table, the server deletes all the rows related to
it.

= When there are no INSERT, but multiple UPDATEs, and one DELETE, all the
UPDATE rows are deleted.

= When there are one INSERT and multiple UPDATEs, and no DELETE, all the
UPDATE rows are deleted.
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«  When there are only multiple UPDATEs, the server deletes all rows except one.

These few case could significantly reduce the process time, especially when the case
that a DL will get updated so often within a certain period of time.

Forward Synchronization Parameters
The following forward synchronization parameters are available:

Parameter Description and Values

dat abase_type Type of database. Do not change this value.
Default value:
iofc
debug_|I evel Sets the IOLDAP logging level.
Valid values:
0 (no logging)
1 (trace function calls)
2 (debug packet handling)
4 (heavy trace debugging)
8 (connection management)
16 (print out packets sent and received)
32 (search filter processing)
64 (configuration file processing)
128 (access control list processing)
256 (stats log connections/operations/results)
512 (stats log entries sent)
1024 (print communication with the back end)
2048 (print entry parsing debugging)
65535 (enable all debugging)

If you want to set more than one type of logging, then use the
sum of the values for each type of logging that you want. For
example, to see trace function calls (1) and debug packet
handling (2), add their values (1+2) to get a value of 3.

Default value:
0 (no logging)
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Parameter Description and Values
dit_root Specifies the relative location of the directory in the global directory
namespace. Each LDAP process services a certain portion of the
directory namespace, and each namespace has a parent namespace.
In eMail Server, the namespace that the directory serves does not
have a parent namespace, so this value is always null.
Default value:
Null
| dap_adm n_ Specifies the password for the administration account created when
passwd you install Oracle Internet Directory (or other LDAP directory).
(Required)

| dap_adni n_| ogi n
(Required)

| dap_guest | ogin

| dap_guest _
passwd

| dap_repl _dn

| dap_repl _passwd

Specifies the name of the administration account created when you
install Oracle Internet Directory (or other LDAP directory).

Valid values:
cn=<account >

For example, if your account is called or cl admi n, then this
value would be:

cn=orcl adnm n

Specifies the name of the guest account created when you install
Oracle Internet Directory (or other LDAP directory).

Valid values:
cn=<account >

For example, if your account is called guest , then this value
would be:

cn=guest

Specifies the password for the guest account created when you
install Oracle Internet Directory (or other LDAP directory).

Specifies the name of the replication account created when you
install Oracle Internet Directory (or other LDAP directory).

Valid values:
cn=<account >

For example, if your account is called r epl , then this value
would be:

cn=r epl

Specifies the password for the replication account created when
you install Oracle Internet Directory (or other LDAP directory).
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Parameter Description and Values
| dap_supplier Specifies the TCP/IP host name of the machine where Oracle
(Required) Internet Directory (or other LDAP directory) is running.
| dap_supplier_ Specifies the port on which Oracle Internet Directory (or other
port LDAP directory) is running.
(Required) Valid values:

0 t0 99999

Default value:
389

max_concurrent _
conn

nl s_| anguage

referral

resulting_
m grat ed_donmai n
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Sets a limit to the number of LDAP connections that can be made to
an | OODSSYNC process at a time.

Valid values:
0to 64

Default value:
10

NLS language and character set.
Default value:
AMERI CAN_ANMERI CA. US7ASCI |

Specifies the location of an LDAP server that may be able to find
the entry that was queried if IOLDAP cannot locate the entry in an
LDAP request. (Oracle Internet Directory does not currently
support referrals. If you are using Oracle Internet Directory, then do
not change the default value of this parameter.)

For example,
| dap:// I dap.itd. um ch. edu

Domain structure after migration.
Default value:
Null

For example, if your current domain is us. or acl e. comand
the new domain is mydomnai n. com this parameter value
would be:

dc=nmydomai n, dc=com
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Parameter

Description and Values

resulting_dl _
m grat ed_donmai n

suf fix
(Required)

DL Domain structure after migration.
Default value:
Null

For example, if you want to put a 'dl’ in a separate part of the
DIT, the parameter value would be:

dc=dl cont ai ner, dc=nydonai n, dc=com

Specifies the domain of the eMail Server node. Verify that this
parameter is set correctly for your site. If the parameter is not set
correctly, then the directory searches will fail.

Valid values:
dc=<domai n>, dc=<donain> ...

For example, if your domain is us. or acl e. com then this
value would be:

dc=us, dc=oracle, dc=com
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Reverse Synchronization Parameters
The following reverse synchronization parameters are available:

Parameter

Description and Values

dat abase_type

debug_|I evel
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Type of database. Do not change this value.
Default value:

i of c

Sets the IOLDAP logging level.
Valid values:

0 (no logging)

1 (trace function calls)

2 (debug packet handling)

4 (heavy trace debugging)

8 (connection management)

16 (print out packets sent and received)

32 (search filter processing)

64 (configuration file processing)

128 (access control list processing)

256 (stats log connections/operations/results)
512 (stats log entries sent)

1024 (print communication with the back end)
2048 (print entry parsing debugging)

65535 (enable all debugging)

If you want to set more than one type of logging, then use the
sum of the values for each type of logging that you want. For
example, to see trace function calls (1) and debug packet
handling (2), add their values (1+2) to get a value of 3.

Default value:

0 (no logging)
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Parameter Description and Values
dit_root Specifies the relative location of the directory in the global directory
namespace. Each LDAP process services a certain portion of the
directory namespace, and each namespace has a parent namespace.
In eMail Server, the namespace that the directory serves does not
have a parent namespace, so this value is always null.
Default value:
Null
| dap_adm n_ Specifies the password for the administration account created when
passwd you install Oracle Internet Directory (or other LDAP directory).
(Required)

| dap_adni n_| ogi n
(Required)

| dap_changel og_
filter

(Required)

| dap_guest | ogin

Specifies the name of the administration account created when you
install Oracle Internet Directory (or other LDAP directory).

Valid values:
cn=<account >

For example, if your account is called or cl admi n, then this
value would be:

cn=orcl adnm n

Specifies the change log object class filter.
Valid values:

(&(objectclass=changelLogEntry)(server=<server_
name=>)(changeNumber>=%d))
Changelog filter for Oracle Internet Directory only.

(&(objectclass=changeLogEntry)(changeNumber>=%d))
Changelog filter for other LDAP directories.

Default value:

(&(objectclass=changeLogEntry)(server=<server_
name>)(changeNumber>=%d))

Specifies the name of the guest account created when you install
Oracle Internet Directory (or other LDAP directory).

Valid values:
cn=<account >

For example, if your account is called guest , then this value
would be:

cn=guest
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Parameter Description and Values

| dap_guest _ Specifies the password for the guest account created when you
passwd install Oracle Internet Directory (or other LDAP directory).

| dap_repl _dn Specifies the name of the replication account created when you

| dap_repl _passwd

| dap_supplier
(Required)

| dap_supplier_
port

(Required)

max_concurrent _
conn

nl s_| anguage
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install Oracle Internet Directory (or other LDAP directory).
Valid values:
cn=<account>

For example, if your account is called r epl , then this value
would be:

cn=r epl

Specifies the password for the replication account created when
you install Oracle Internet Directory (or other LDAP directory).

Specifies the TCP/IP host name of the machine where Oracle
Internet Directory (or other LDAP directory) is running.

Specifies the port on which Oracle Internet Directory (or other
LDAP directory) is running.

Valid values:
0 to 99999
Default value:
389

Sets a limit to the number of LDAP connections that can be made to
an | OODSSYNC process at a time.

Valid values:
0 to 64
Default value:
10
NLS language and character set.
Default value:
AMERI CAN_ANMERI CA. US7ASCI |
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Parameter Description and Values

referral Specifies the location of an LDAP server that may be able to find
the entry that was queried if IOLDAP cannot locate the entry in an
LDAP request. (Oracle Internet Directory does not currently
support referrals. If you are using Oracle Internet Directory, then do
not change the default value of this parameter.)

For example,
| dap:// I dap.itd. um ch. edu

resulting_ Domain structure after migration.
m grated_domai n Default value:
Null

For example, if your current domain is us. or acl e. comand
the new domain is mydomnai n. com this parameter value
would be:

dc=nmydomai n, dc=com

suffix Specifies the domain of the eMail Server node. Verify that this
(Required) parameter is set correctly for your site. If the parameter is not set
a correctly, then the directory searches will fail.

Valid values:
dc=<domai n>, dc=<donain> ...

For example, if your domain is us. or acl e. com then this
value would be:

dc=us, dc=oracle, dc=com

Messaging Server Process Parameters

The messaging server processes perform the basic functions of handling messages
and information in the eMail Server system. Each of these processes has specific
parameters that you can configure to define how the processes work.

Collector Process Parameters

Note: The collector process was previously known as the Garbage
collector process.

The following collector process parameters are available:
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Parameter

Description and Values

billinfo_kept

directory

event _kept

| og_kept
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Specifies the number of days message billing data is kept.
Valid Values:

0 to 365 (365 days equals one year)
Default value:

45

Specifies whether the process removes unneeded internal replicator
items.

Valid values:
0 (does not remove unneeded internal replicator items)
1 (removes unneeded internal replicator items)

Default value:
1

Number of days to retain calendar events.
Valid Values:

0 to 1825 (1825 days equals five years)
Default value:

180

Number of days to retain internal log messages.
Valid Values:

0 to 365 (365 days equals one year)
Default value:

10
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Parameter

Description and Values

| og_| evel

mai | _col | ect

mai | _expiry

mai | _pruni ng

Log message level.

See Also: "Using Server Process Logs" on page 17-2 for
information about locating and reading log files.

Valid values:
0 (no logging)
1 (error messages only)
2 (minimum information and warnings)
3 (medium information)
4 (maximum information)
5 (debugging information)
Default value:
2
Specifies whether this process collects unreferenced messages.
Valid values:
0 (does not collect unreferenced messages)
1 (collects unreferenced messages)
Default value:
1
Specifies whether this process removes expired messages.
Valid values:
0 (does not remove expired messages)
1 (removes expired messages)
Default value:
1
Specifies whether this process identifies unreferenced messages.
Valid values:
0 (does not identify unreferenced messages)
1 (identifies unreferenced messages)
Default value:
1
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Parameter

Description and Values

ops_node

gstats_kept

recipient
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Specifies whether the collector process will be running in the Oracle
Parallel Server environment. If this parameter is enabled, then the
collector only processes messages originating from the same node.
Enabling this parameter can increase performance, but is not
required.

See Also: Oracle Parallel Server documentation for more
information about this environment

Valid values:
0 (disables OPS)
1 (enables OPS)
Default value:
0

Specifies how many days queue statistics will be kept in the system.
Specifying a shorter number of days may save some disk space, but
specifying a longer number of days will give you a more accurate
view of the system snapshot from the monitor/statistics server
process.

Valid values:

0 to 365 (365 days equals one year)
Default value:

45

Specifies whether to remove original recipient information from
existing messages by the collector process. This parameter should
be kept at the default value of 0. If your system’s postman delivery
is slow due to frequently receiving messages with a large recipient
list, then you can turn on this option to improve system
performance.

Valid values:
0 (no original recipient information will be deleted)

1 (all original recipient information in all messages will be
deleted)

Default value:
0
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Parameter

Description and Values

registration

repl og_kept

schedul er

sear ch_cache

Specifies whether this process cleans up obsolete registration
entries of eMail Server processes in the database as a result of an
abnormal shutdown.

Valid values:
0 (does not clean up registration records)
1 (cleans up registration records)

Default value:
1

Specifies how many days the replication log will be kept in the
system. The replication log keeps track of changes to directory
entries and other information that needs to be replicated. If the
replicator process is not running for an extended period, then you
might want to increase the number of days this log is kept so that
the replicator can process the information when it is running again.
If the replicator process runs regularly, then it should be sufficient
to use the default value.

Valid values:

0 to 1825 (1825 days equals five years)
Default value:

5

Specifies whether this process cleans up events.
Valid values:

0 (does not clean up events)

1 (cleans up events)
Default value:

1

Enabling this parameter means that the collector process will clean
up all Oracle ConText search cache data.

Valid values:
0 (does not clean up Oracle ConText search cache)
1 (cleans up Oracle ConText search cache)

Default value:
1
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Parameter

Description and Values

shadow_pr ocesses

V1 il

Specifies whether this process cleans up inactive database shadow
processes.

Valid values:
0 (does not clean up inactive database shadow processes)
1 (cleans up inactive database shadow processes)

Default Value:
0

Relevant only if this process runs on a node containing the V1-Vv2
gateway. Specifies whether this process collects V1 garbage
messages, or if this process runs on the V1-V2 gateway node.

Valid values:

0 (does not collect V1 garbage messages or run on the V1-V2
gateway node.

1 (collects V1 garbage messages and runs on the V1-V2
gateway node.

Default value:
0

Guardian Process Parameters

The guardian process, ofcguard, does not have parameters to set.

Monitor Process Parameters

The following monitor process parameters are available:
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Parameter

Description and Values

| og_| evel

no_prob_msg_subj

no_prob_recips

prob_nsg_subj

Log message level.

See Also: "Using Server Process Logs" on page 17-2 for
information about locating and reading log files.

Valid values:
0 (no logging)
1 (error messages only)
2 (minimum information and warnings)
3 (medium information)
4 (maximum information)
5 (debugging information)
Default value:
2

Subject line for a "No problem" report.
Default value:
eMai | Server System Status

Specifies who receives no-problem notifications. The account name
in this field receives reports when the monitor does not find any
problems.

Valid values:

Any addressable account name in your directory. Be sure to
include the qualified domain.

Default value:

ORAPCST. <donai n>
Subject line for a problem report.
Default value:

eMai | Server System Alert
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Parameter

Description and Values

prob_recips

Specifies who receives problem notifications. The account name in
this field receives reports of any problems the monitor finds.

Valid values:

Any addressable account name in your directory. Be sure to
include the qualified domain.

Default value:
ORAPCST. <donai n>

Postman Process Parameters

The following postman process parameters are available:

Parameter

Description and Values

auto _reply_
hi story
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Number of days between automatic replies being generated from a
recipient to the same sender, preventing the problem of multiple
automatic messages to one user.

For example, suppose Amy Johnson is on vacation for a week and
sets up an Auto Reply message. Any message sent to her or to
groups or lists of which she is a member triggers the Auto Reply
message. The value of aut o_r epl y_hi st ory determines how
often any user receives Amy’s Auto Reply message, solving the
problem of one person receiving several Auto Reply messages from
Amy within the time you specify.

Valid values:

0 to 365 (365 days equals one year)
Default value:

7
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Parameter

Description and Values

delivery_ stats

| ocal _del i very

| og_| evel

oma_notify type

ops_id

Specifies whether delivery statistics information is collected. This
information is used by the statistics server for a detailed statistics
gathering. Setting this parameter may slow down postman process
performance because of the additional work being done by the
process.

See Also: "Scripts for Message-Billing Data Collection" on page
20-2 for more information

Valid values:
0 (disables delivery statistics collection)
1 (enables delivery statistics collection)
Default value:
0

Specifies whether this process handles messages destined for local
users.

Valid values:
0 (disables local delivery)
1 (enables local delivery)
Default value:
1

Log message level.

See Also: "Using Server Process Logs" on page 17-2 for
information about locating and reading log files.

Valid values:
0 (no logging)
1 (error messages only)
2 (minimum information and warnings)
3 (medium information)
4 (maximum information)
5 (debugging information)
Default value:
2
This parameter is reserved for future use.

This parameter is reserved for future use.
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Parameter

Description and Values

ops_node

post nast er

recv_billing
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Specifies whether the postman process will be running in the
Oracle Parallel Server environment. If this parameter is enabled,
then the postman only processes messages originating from the
same node. You should enable this parameter to increase
performance if every OPS node has the same number of postman
processes running. If you disable this parameter, then you will have
more flexibility in which processes are running on which nodes, but
there will be a decrease in performance.

See Also: Oracle Parallel Server documentation for more
information about this environment

Valid values:
0 (disables OPS)
1 (enables OPS)
Default value:
0

Specifies who receives problem notifications when a message is
returned to the sender, and when a message is placed in the Dead
Message queue. The account name in this field receives reports of
any problems the monitor finds.

Valid values:

Any addressable account name in your directory. Be sure to
include the qualified domain.

Default value:
ORAPOST. <domai n>

Specifies whether billing information should be collected whenever
a message is received. Setting this parameter may slow down
postman process performance because of the additional work being
done by the process.

See Also: "Scripts for Message-Billing Data Collection” on page
20-2 for more information.

Valid values:
0 (disables billing information collection on received messages)
1 (enables billing information collection on received messages)
Default value:
0
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Parameter

Description and Values

renote_delivery

return_del ay

rte_tab_refresh

sead_nsg_kept

Specifies whether this process handles messages destined for
remote users.

Valid values:
0 (disables remote delivery)
1 (enables remote delivery)
Default value:
1

Number of days a message remains in an outbound queue to a
remote node. If the message is not delivered within this time
period, then the postman returns it to the sender.

Valid values:

0 to 365 (365 days equals one year)
Default value:

3

Number of postman cycles this process waits before checking the
route table for updated or new routing information. The postman
also checks the route table each time you start or refresh this
process.

Valid values:
0to 8192

Default value:
60

Number of days a message is held in this node’s Dead Message
queue before the collector removes it.

Valid values:

1 to 365 (365 days equals one year)
Default value:

5
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Parameter

Description and Values

send_billing

V1_gat eway

V1 package_si ze

wor kspace

Specifies whether billing information should be collected whenever
a message is sent. Setting this parameter may slow down postman
process performance because of the additional work being done by
the process.

See Also: "Scripts for Message-Billing Data Collection” on page
20-2 for more information.

Valid values:
0 (disables billing information collection on sent messages)
1 (enables billing information collection on sent messages)
Default value:
0

Specifies whether this process acts as a V1-V2 gateway.
Valid values:

0 (disables V1-V2 gateway tasks)

1 (enables V1-V2 gateway tasks)
Default value:

0

Maximum number of messages sent at one time through the V1-V2
gateway from Oracle Mail to eMail Server.

Valid values:
0to 8192

Default value:
50

Size in bytes of the postman’s allocated work buffer. This buffer is
set aside for the postman when you start eMail Server and
determines the number of messages a postman process can handle
simultaneously.

Valid values:

25000 to 1000000
Default value:

65536
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Guidelines

Postman processes can perform local delivery and remote delivery of new e-mail.
You might decide to register two instances of the postman process and configure
them as follows:

« postmanl to handle only local delivery (Local_Delivery=1, Remote_Delivery=0)

« postman2 to handle remote delivery (Remote_Delivery=1, Local_Delivery=0)

Replicator Process Parameters
The following replicator process parameters are available:

Parameter Description and Values

| og_| evel Log message level.

See Also: "Using Server Process Logs" on page 17-2 for
information about locating and reading log files.

Valid values:
0 (no logging)
1 (error messages only)
2 (minimum information and warnings)
3 (medium information)
4 (maximum information)
5 (debugging information)
Default value:

2
| og_scan_ Number of minutes between creating packages.
interval Valid values:
1to 2000
Default value:
10
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Parameter

Description and Values

max_| og_scan_
si ze

max_package_si ze

max_retry
att enpt

retry_interval

Maximum number of data records in replog before creating a

package.

Valid values:
1to 2000

Default value:
100

Maximum number of data records per package created by this

replicator.
Valid values:
10 to 2000
Default value:
400

Maximum number of attempts to deliver a given package.
Valid values:

1to10
Default value:

2

Number of minutes between package delivery attempts.
Valid values:

1to 2000
Default value:

30

Guidelines

You should not register more than one replicator process on a node because the
replicator must process packages sequentially, and multiple replicator processes

could cause the packages to get out of order.

During the day when your users are sending messages back and forth and

performing other eMail Server tasks, you probably want your replicator processes
to respond quickly to any directory changes you make and not clog the network

with large packages of information. To achieve these goals:

« Setlog_scan_interval toashorttime, about five minutes, to make sure that

directory changes are propagated quickly.
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« Set max_package_si ze to 200 objects to avoid network problems.

When you process large directory updates at night, such as synchronizing with a
large system, your goal is speed. In this situation, try the following parameter
settings:

« Setlog_scan_interval to 15 or 20 minutes to let information build up in the
replog.

« Setmax_| og_scan_si ze to at least half the size of the maximum packet to
create large packages of directory information.

« Setmax_package_si ze to 400 to 600 objects for smaller servers, or 1000 to 2000
objects for larger servers to move the information through the eMail Server
system efficiently.

When you are installing a new node, you should temporarily change the
parameters for the replicator processes on the SCN or DCN of the domain to which
the new node will subscribe. In this situation your goal is speedy delivery of the
directory information the new node requires. You are not as concerned with
reliability because:

= You know that the network connection to the node is up.

« Waiting for package acknowledgments is slower than correcting problems as
you transfer the information.

The recommended parameter changes during node installation are;
« Set max_package_si ze to 1000 objects to speed up the transfer.

« Setmax_retry_attenpt to 2 to let you handle problems after two attempts to
send the same package.

« Setretry_interval to1l minute to reduce the wait between the replicator’s
two attempts to send a package.
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Statistics Process Parameters
The following statistics process parameters are available:

Parameter Description and Values

| og_| evel Log message level.

See Also: "Using Server Process Logs" on page 17-2 for
information about locating and reading log files.

Valid values:
0 (no logging)
1 (error messages only)
2 (minimum information and warnings)
3 (medium information)
4 (maximum information)
5 (debugging information)
Default value:
2

prob_recips Specifies who receives problem notifications. The account name in
this field receives reports of any problems the Statistics process
finds.

Valid values:

Any addressable account name in your directory. Be sure to
include the qualified domain.

Default value:
ORAPOST. <domai n>

Protocol Server Process Parameters

The protocol server processes route messages to the Internet Messaging database.
The SPS process parameters are common to both types of protocol server processes.
In addition, each of these processes has specific parameters that you can configure
to define how the processes work.

IMAP4SRV Process Parameters (IMAP4-Specific)

The following IMAPA4SRYV process parameters are available for IMAP4 protocol
server processes only:
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Parameter

Description and Values

address_suffix

admi n_url

apprx_si ze

E-mail address suffix to be added to addresses that have had the
domain name stripped. This is used only when communicating
with messages from Oracle InterOffice clients because they do not
use standard addressing formats.

See Also: the donai n parameter for more information
Valid values:
Any address suffix.

For example, if addr ess_suf fi x=@cne. com then the
address jdoe would have the suffix added to look like
j doe@cne. com

Default value:
Null

URL from your Web site where Netscape 4.0.x users can go to
change their password. For other clients, you must provide a link to
this URL in your Web site.

See Also: " on page 10-11 for more information.
Valid values:

Any valid URL.

For example:

http://anywhere. conl newpass. ht m
Default value:

Null

Specifies whether the approximate message size is used rather than
the exact size. Calculating the approximate size is more efficient,
but some clients do not accept approximate sizes for messages. See
the documentation for the clients that your users will be using to
determine whether or not you can use approximate sizes.

Valid values:

Y (uses approximate sizes)

N (does not use approximate sizes)
Default Value:

Y
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Parameter

Description and Values

cache_si ze

check_quot a

def aul t _char set
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Cache size.
Valid values:

smal | (caches only the last accessed message in the user’s
current folder)

medi um(caches all unseen messages in the user’s current
folder)

| ar ge (caches all the messages in the user’s current folder)
Default Value:
smal |

Specifies whether the user’s disk space usage will be compared
against the user’s quota. If the usage exceeds the quota, no new
e-mail will be retrieved. eMail Server will send an alert to the client
indicating that the quota is exceeded. The user’s quota is specified
in the user’s directory entry.

See Also: "Creating an eMail Server User Account” on page 13-4
for more information

Valid values:

Y (checks against the user’s quota)

N (does not check against the user’s quota)
Default Value:

N

Default character set for text objects.
Valid values:

Refer to "Configuring the Gateway for Multibyte Support” on
page 7-12 for a complete list of available character sets.

Default Value:
i so-8859-1
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Parameter Description and Values
domai n This parameter specifies the default domain name to use if there is
noqual i fi ed_domai n specified with the address. This parameter
must be the same as the domain the IMAP user belongs to.
See Also: the addr ess_suf fi x parameter for more
information
Valid values:
Any domain name that is currently defined in your system,
such asacne. com
Default value:
Null
gnmai | _i ntvl Specifies how often the user will receive new e-mail, in seconds.

hdr _encodi ng

This parameter sets the new e-mail interval for the entire system
and prevents the system from being overloaded by users checking
for e-mail too often. Users cannot override this value. If the user’s
client software has a button that they click to get new e-mail, this
actually checks for e-mail only after the specified interval has
passed.

Valid values:

60 (minimum; there is no maximum)
Default Value:

120

Specifies the method used to encode non-ASCII characters in the
message header according to the MIME standard.

Valid values:
Q(quoted-printable)
B (base64)

See Also: "Configuring the Method for Encoding MIME
Content" on page 23-2 for more information about these
encoding methods

Default Value:
Q
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Parameter

Description and Values

| og_| evel

st ore_body

t ext _encodi ng
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Log message level.

See Also: "Using Server Process Logs" on page 17-2 for
information about locating and reading log files

Valid values:
0 (no logging)
1 (error messages only)
2 (minimum information and warnings)
3 (medium information)
4 (maximum information)
5 (debugging information)
Default value:
2

Specifies whether the gateway should store the body parts
encoded, decoded, or both. Oracle InterOffice clients, including
SDK-based clients, can only read messages in decoded format, but
if you want to use S/MIME for authenticating digital signatures of
clients, you must store messages encoded.

Valid values:

1 (encoded)

2 (decoded)

3 (both encoded and decoded)
Default value:

2

Defines the content transfer encoding method used to encode text
body parts of outbound messages.

Valid values:

Standard transfer encoding methods are base64,
quoted-printable, 7bit, 8bit, and binary. Non-standard
encoding methods can also be used.

See Also: "Configuring the Method for Encoding MIME
Content" on page 23-2 for more information about these values

Default value:
guot ed- pri nt abl e
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Parameter

Description and Values

virtual _domain

Defines a dummy top-level domain. Use this parameter if you want
to support multiple top-level domains, such as. comand . edu. The
virtual domain is automatically appended to the user’s domain for
incoming messages, and it is stripped from outgoing messages.

For example, you might create a domain called . wor | d and then
specify that domain for the vi r t ual _domai n parameter. Then,
you can create subdomains . wor | d such as . edu. wor | d and
.com wor | d.

Valid Values:

Any domain name that is currently defined in your system,
such as . wor | d.

Default Value:
Null

IOLISTENER Process Parameters

The following IOLISTENER process parameters are available:

Parameter

Description and Values

di agport

fl ags

Port number for the eMail Server Probe.

See Also: "Monitoring Protocol Server Processes" on page 17-13
for more information on the Probe

Default value:
5010
Specifies flags to set SSL and debug.
Valid values:
0 (no flags)
32 (disables thread handle traps)
64 (enables SSL)
128 (frees database connections locked by client threads)

If you want to set more than one type of flag, use the sum of
the values for each type of flag that you want. For example, to
enable SSL (64) and free database connections (128), add their
values (64+128) to get a value of 192.

Default value:
0 (no flags)
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Parameter Description and Values

| og_| evel Log message level.

See Also: "Using Server Process Logs" on page 17-2 for
information about locating and reading log files

Valid values:
0 (no logging)
1 (error messages only)
2 (minimum information and warnings)
3 (medium information)
4 (maximum information)
5 (debugging information)
Default value:
2

maxsvr Maximum number of protocol server process instances that can be
running.

Valid values:
1to 1000

Default value:
1000

POP3SRV Process Parameters (POP3-Specific)

The following POP3SRV process parameters are available for POP3 protocol server
processes only:
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Parameter

Description and Values

address_suffix

def aul t _char set

del ete_al | oned

E-mail address suffix to be added to addresses that have had the
domain name stripped. This is used only when communicating
with messages from Oracle InterOffice clients because they do not
use standard addressing formats.

See Also: the donai n parameter for more information
Valid values:
Any address suffix.

For example, if addr ess_suf fi x=@cne. com then the
address jdoe would have the suffix added to look like
j doe@cne. com

Default value:
Null

Default character set for text objects.
Valid values:

Refer to "Configuring the Gateway for Multibyte Support” on
page 7-12 for a complete list of available character sets

Default Value:
i so-8859-1
Delete messages from the INBOX, if specified by the client.
Valid values:
yes (deletes messages)
no (does not delete messages)
Default value:

no

Process Parameter Reference 11-39



Protocol Server Process Parameters

Parameter

Description and Values

domai n

hdr _encodi ng
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This parameter specifies the default domain name to use if there is
no qual i fi ed_donai n specified with the address.

For Oracle InterOffice clients, this domain name will also be
stripped from addresses when displaying the message.

For example, if domai n=acne. com then the address

j doe. acne. comwould be stripped of the domain to look like
j doe. Then, the addr ess_suf fi x parameter is added to the
address to look like j doe@cne. com

See Also: the addr ess_suf fi x parameter for more
information

Valid values:

Any domain name that is currently defined in your system,
such asacne. com

Default value:
Null

Specifies the method used to encode non-ASCII characters in the
message header according to the MIME standard.

Valid values:
Q(quoted-printable)
B (base64)

See Also: "Configuring the Method for Encoding MIME
Content" on page 23-2 for more information about these
encoding methods

Default Value:
Q
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Parameter

Description and Values

| og_| evel

retrieval

t ext _encodi ng

Log message level.

See Also: "Using Server Process Logs" on page 17-2 for
information about locating and reading log files.

Valid values:
0 (no logging)
1 (error messages only)
2 (minimum information and warnings)
3 (medium information)
4 (maximum information)
5 (debugging information)
Default value:
2

Specifies whether to retrieve unread messages or all messages.
Valid values:

Unr ead (retrieve only unread messages)

Al | (retrieve all messages)
Default value:

Al l

Defines the content transfer encoding method used to encode text
body parts of outbound messages.

Valid values:

Standard transfer encoding methods are base64,
quoted-printable, 7bit, 8bit, and binary. Non-standard
encoding methods can also be used.

See Also: "Configuring the Method for Encoding MIME
Content" on page 23-2 for more information about these values

Default value:
guot ed- pri nt abl e
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Parameter Description and Values

virtual _domain Defines a dummy top-level domain. Use this parameter if you want
to support multiple top-level domains, such as . comand . edu. The
virtual domain is automatically appended to the user’s domain for
incoming messages, and it is stripped from outgoing messages.

For example, you might create a domain called . wor | d and then
specify that domain for the vi rt ual _domai n parameter. Then,
you can create subdomains to . wor | d such as . edu. wor | d and
.com wor | d.

Valid Values:

Any domain name that is currently defined in your system,
such as . wor | d.

Default Value:
Null

SPS Process Parameters (Common to both IMAP4 and POP3)

You can use the scalable protocol server (SPS) process parameters to specify infor-
mation that is common to all protocol server process parameters. The following SPS
process parameters are available for both IMAP4SRV and POP3SRV processes:

Parameter Description and Values

certificate Name of the file that contains the SSL trusted certificate (do not
type the .txt extension).

This file is located in the $ORACLE_HOME/office/admin
directory.

Default value:
sslcerts

conf nm Name of the configuration file that defines the number of database
connections per instance (do not type the .cfg suffix).

This file is located in the SORACLE_HOME/ office/config/node_
sid directory.

If all protocol server process instances have the same parameters,
they can share the same configuration file. If they have different
parameters, you should create different files.

Default values:
i 0sps27 (IMAP4 clients)
i osps23 (POP3 clients)
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Parameter

Description and Values

fl ags

maxcl t

port

Specifies flags to set SSL and debug.
Valid values:
0 (no flags)
32 (disables thread handle traps)
64 (enables SSL)
128 (frees database connections locked by client threads)

If you want to set more than one type of flag, use the sum of
the values for each type of flag that you want. For example, to
set SSL (64) and free database connections (128), add their
values (64+128) to get a value of 192.

Default value:
0 (no flags)

Maximum number of client connections to this protocol server
process instance.

Valid values:
1 to 900

On Solaris, the value for maxcl t plus the value for maxi mum_
connect i ons in the iosps*.cfg file should be less than 1000.

See Also: Chapter 9, "Managing Processes" for more
information about the maximum_connections parameter

Default value:
900

Port number for incoming messages.
Default values:

143 (IMAP4 clients)

110 (POP3 clients)

These default values are the standard ports used for the
specified protocol servers, but you can change them, if
necessary.
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Parameter Description and Values

ssl port SSL port number for incoming messages.
Default values:
993 (IMAP4 clients)
995 (POP3 clients)

These default values are the standard SSL ports used for the
specified protocol servers, but you can change them, if
necessary.
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Managing Shared Folders

You can create shared folders to provide a discussion medium and an archive for
messages relating to a particular topic. Users with access privileges can browse
through the history of messages on the topic and post messages into the shared
folder. Shared folders have a subscri be property, which can be used to show or
hide the folder (and its children) in the hierarchy.

This chapter includes the following topics:

« Configuring the Shared Folder Hierarchy

« Adding a Shared Folder

« Replicating Shared Folders Manually

« Displaying Shared Folder Access Privileges
« Granting Access Privileges

« Revoking Access Privileges

= Shared Folder Class Attributes
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Configuring the Shared Folder Hierarchy

Before you can create shared folders, you must set up the folder hierarchy and
specify the nodes to which the shared folders must be replicated. You must
configure the shared folder hierarchy before creating any shared folders in the
system. After this is done, you only need to reconfigure the shared folder hierarchy
if you add or change nodes to which you want the shared folders replicated.

Steps for Configuring the Shared Folder Hierarchy

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

1.

Establish a folder naming convention and determine your shared folder
hierarchy.

On each node to which you want to replicate the shared folder hierarchy (not
the actual content), create a user account to accept the replication information.
Even though the shared folder is not an actual person, it must have a user
account and a home node specified.

For example, if you want to replicate shared folders to node A, node B, and
node C, create a user account with the name NodeA on node A, and so on.
Refer to "Creating an eMail Server User Account” on page 13-4 for instructions.

Create a distribution list called Public_Folder_Nodes. Add the names of all the
user accounts you just created on the nodes to which the shared folder
hierarchy is being replicated. (You must use the name Public_Folder_Nodes for
this distribution list.)

For example, if you created accounts NodeA, NodeB, and NodeC, you would
add these three names to the distribution list. Refer to "Creating a Public
Distribution List" on page 13-19 for instructions.

Add your shared folders. Refer to "Adding a Shared Folder" on page 12-3 for
instructions.

Grant user privileges to the folders, as needed. Refer to "Granting Access
Privileges" on page 12-8 for instructions.
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Adding a Shared Folder

You can add a shared folder to provide a common place to store messages that more
than one person might need to access.

Prerequisites to Adding a Shared Folder

Before adding shared folders, you must configure the folder hierarchy and
replication. Refer to "Configuring the Shared Folder Hierarchy" on page 12-2 for
instructions.

Steps for Adding a Shared Folder

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Adding a Shared Folder" on page 12-4
for more information about performing this task

In the Administration Tool GUI

1. Start the Administration Tool GUI.
2. Inthe navigation tree, select Messaging System > Domains > domain_name >
Shared Folders.

3. Inthe toolbar, click ﬂ (Create).

4. Complete the Add a New Shared Folder dialog box.
See Also: "Shared Folder Class Attributes” on page 12-12 for a
complete list of the Public Distribution List attributes and their
descriptions

5. Click OK.

In OOMGR

1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| OFOM>R>i nsert fol der name=/ <fol der_nane> daysKept =<days_kept >
description=< descri pt i on> defaultAccess=[open | restricted]
distList="< distribution |ist_fromstepZ2>",

Managing Shared Folders 12-3



Adding a Shared Folder

This command displays a portion of the available attributes.

See Also: "Shared Folder Class Attributes” on page 12-12 for a
complete list of the Public Distribution List attributes and their
descriptions

Example: Assuming that the distribution lists have already been created, to add the
folder #ProjectXInfo to a node, enter the following command:

| OFOM>R>i nsert fol der name=/ #Pr o ect Xl nfo daysKept =60
description=Shared Project X information’
distList="d| #ProjectXInfo";

Guidelines for Adding a Shared Folder

« The Name and DefaultAccess attributes are required.

« The forward slash key (/) serves as a separator to specify subfolders. For
example, /7#X/#Y is a public folder named #Y that is a child of the public folder
named #X. Make sure that you add the parent folder before adding any child
folders.

« Before shared folders can be created from the messaging client, you must create
a top or root-level shared folder. This folder defines the replication attributes of
the shared folder and specifies, through folder grants, the users who can create
subfolders.

= When bootstrapping a new node to the system, replicate the folder hierarchy
required on the new node before updating Public_Folder_Nodes to include the
new node. This avoids synchronization problems caused when folders are
replicated to the new node before it receives its folder hierarchy.

« Before you create shared folders, you should establish a folder naming
convention. Use the following suggestions as a guideline for naming your
folders:

Public Folder Account Use "sf_" followed by the node name. For example,

Names the Shared Folder account name for "nodeA" would
be "sf_nodeA."

Distribution List Use "dl_" followed by the Public Folder name. For

Names example, the distribution list for the Public Folder

/Humor would be "dl_Humor."
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Folder Names

Shared folders and private folders should not have
the same name. If a shared and a private folder with
the same name exist, only the private folder can be
viewed. To differentiate shared folders from private
folders, either prefix the folder name with a special
character or append an identifying string to the end of
the folder name.

For example, if your naming convention is to use the
"#" symbol as the identifying public folder prefix, the
public folder "East_Coast_Sales" would have the
name "#East_Coast_Sales." If your naming convention
is to append the string "(public)" as the identifying
public folder string, the public folder "East_Coast_
Sales" would have the name "East_Coast_Sales
(public)."

Replicating Shared Folders Manually

If you created a shared folder account on each node to which you replicated shared
folders and created a public distribution list on the DCN containing the name of
each shared folder account, then shared folder replication should happen
automatically.

However, on occasion you may need to manually resynchronize folder hierarchies

and folder contents.

Steps for Replicating Shared Folders Manually

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
Start the Administration Tool GUI.

1.
2.

In the navigation tree, select Messaging System > Domains > domain_name >
Shared Folders > folder_name.

In the toolbar, click ‘2l (Replicate).
Complete the Manually Replicate a Shared Folder dialog box.

Click OK.
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In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:
| FOMZ>r epl i cat e t o node=<node _nane> cl ass=f ol der obj ect =<obj ect _nane>,
Example: This syntax resynchronizes the contents of a folder to a node (dinner)
participating in folder replication:
| GFOMF>repl i cat e to node=di nner cl ass=fol der obj ect=/fol der 1/ f ol der 2;
Example: The following resynchronizes the shared folder hierarchy to a new node
participating in folder replication (lunch). In this example, folder replication

starts at the root level. The optional object attribute can be used to
resynchronize particular subtrees of a shared folder hierarchy.

| GFOV@>repl i cat e to node=l unch cl ass=tree obj ect =r oot ;
| GFOV@>repl i cat e to node=l unch cl ass=tree obj ect =/f ol der 1/ f ol der 2

Replicate-to-file does not support these classes or the object option.

Displaying Shared Folder Access Privileges

You can display a user’s information to check if the user has administrative
privileges for a shared folder.

Steps for Displaying Shared Folder Access Privileges

This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| GFOMER>check user =<user nane> i t en¥<f ol der_nane>;

Example: To check the privileges that the userj doe has for the /folderl/f2/f3
folder, enter the following command:

| GFOMERR>check user=j doe iten¥/ fol der1/f2/f3

The following results appear:
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Privileges Gantee d ass Item

----DWC j doe per son /folderl/f2/f3

nay |ist objects in directory browser

nmay address nessage to obj ect

nmay save listing of object fromdirectory browser
has admini strative privileges over domain

nmay di scover fol der hierarchy fromclient

nmay view fol der contents

has noderator privileges on fol der

may create child fol ders

03<Q.Q.)U1U)_

Lower case characters indicate inherited privil eges.
Woper case characters indicate explicit privileges.
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The first line of the results contains the following information:

Column

Description

Privil eges

G ant ee

d ass

Item

Letters representing each privilege that the user has been
granted. These letters are displayed in the order of the
privileges list that appears at the end of the results of the
check command. This list displays all the possible privileges
for both directory entries and shared folders. However, the
only privileges that are used for shared folders are the last
five:

a represents the admi n privilege. This gives the user or
class permission to perform any administrative
operation on the entries in a given domain.

d represents the di scover privilege. This gives the user
permission to view the folder hierarchy.

Vv represents the cont ent s privilege. This gives the
user permission to read and post messages in a folder.

m represents the noder at e privilege. This gives the
user permission to create and delete messages in a folder.

¢ represents the chi | d privilege. This gives the user
permission to create or delete child folders (subfolders).

If the user does not have a particular privilege, there is a
dash.

Lowercase letters indicate privileges that have been
inherited. For example, a user account could inherit
privileges from the role to which it belongs. Uppercase letters
indicate explicit privileges assigned to the particular user.

Name of the user whose privileges are displayed.

Name of the class to which the Grantee belongs. For example,
if you are checking user privileges, this class would be
person.

Name of the folder for which the user or class has privileges.
For example, if you are checking the privileges that the user
j doe has for the /folder1/f2/13 folder, the item would be
/folderl/f2/f3.

Granting Access Privileges

The individual user who sends, forwards, or replies to a message with a post to a
shared folder can delete that post from the shared folder. Users can be granted
additional access privileges to shared folders.
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Steps for Granting Access Privileges

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Granting Access Privileges" on page
12-10 for more information about performing this task

In the Administration Tool GUI
1. Start the Administration Tool GUL.

2. Inthe navigation tree, select Messaging System > Domains > domain_name >
Shared Folders > folder_name.

3. Inthe toolbar, click ﬁ' (Grant).

4. Complete the Grant Access Privileges dialog box.

See Also: "Shared Folder Access Privileges" on page 12-13 for a
list of the parameters in this dialog box

5. Click OK.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| CGFOMER>gr ant  user =<user nane> i ten¥" <f ol der_name>" priv=<pri vil ege>;

See Also: "Shared Folder Access Privileges" on page 12-13 for a
list of parameters available with this command

Example: To grant admi n privileges for the East_Coast_Sales folder to account Fran
King with domain information us. cor p. hq, enter the following command:

| OFOMER> grant user=fking. us. corp. hq i ten¥"/#East _Coast_Sal es" pri v=admin;

See Also: "GRANT" on page 22-24 for additional variations on
the gr ant command
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Guidelines for Granting Access Privileges

When you grant a privilege, it is added to the other privileges that the user
already has. Granting a privilege does not override the privileges that the user
already has. For example, if a user has the chi | d privilege, and you grant that
user the di scover privilege, the user still has the chi | d privilege. If you want
to restrict access to certain folders for a user, you should first revoke that user’s
current privileges and then grant the privileges that you want the user to have.

See Also: "Revoking Access Privileges” on page 12-10 for
instructions on how to revoke privileges

You can grant adm n privileges to any eMail Server account. Any account with
admi n privileges for a shared folder can delete any message from that shared
folder.

When granting admni n privileges, keep the following in mind:

— Ifyou do not fully qualify the eMail Server account name, the current
domain information is automatically appended to the account.

— You can grant admi n privileges to an account on another node.
— The user class is assumed to be a per son object.

— You must specify one user name at a time. You cannot specify a distribution
list.

— By default, everyone can access all public folders. Granting the admni n
privilege to a user causes the new privilege to mask out the default
privileges so that the user no longer has access to the subfolders. To work
around this issue, grant the user’s adm n privileges before creating the
subfolders.

Revoking Access Privileges

You can revoke any privileges from a user for a specific folder.

Steps for Revoking Access Privileges

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.
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See Also: "Guidelines for Revoking Access Privileges" on page
12-11 for more information about performing this task

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Domains > domain_name >
Shared Folders > folder_name.

3. Inthe toolbar, click ﬂ (Revoke).
4. Complete the Revoke Access Privileges dialog box.

See Also: "Shared Folder Access Privileges" on page 12-13 for
more information about the privileges in this dialog box

5. Click OK.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:
| GFOMF>r evoke priv=<pri vil ege> user =<user nane> it en¥" <f ol der _nane>";

See Also: "Shared Folder Access Privileges" on page 12-13 for
more information about the privileges available with this command

Example: To revoke adni n privileges for the Technical_Specifications folder from
Ron Gomez, enter the following command:

| GFOME>r evoke priv=adnin user=rgonez iten¥"/#t echni cal specifications";

Guidelines for Revoking Access Privileges

When you grant a privilege, it is added to the other privileges that the user already
has. Granting a privilege does not override the privileges that the user already has.
For example, if a user has the chi | d privilege, and you grant that user the

di scover privilege, the user still has the chi | d privilege. If you want to restrict
access to certain folders for a user, you should first revoke that user’s current
privileges and then grant the privileges that you want the user to have.
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See Also: "Granting Access Privileges" on page 12-8 for
instructions on how to grant privileges

Shared Folder Class Attributes

The following Shared Folder class attributes are available:

Attribute Type (Length Limit) Description
created date Date the folder was created. Read only.
daysKept number Number of days a message is kept in the

folder before it is automatically deleted.

def aul t Access character (255) The initial user access to the folder. Valid
values are openorrestricted. The
default value is open which means that all
users on nodes to which the folder is
replicated have access to the folder. If this
valueissettorestri ct ed, then only users
assigned privileges by the system
administrator can access the folder.

description character (80) A description of the folder contents.
Although this is an optional attribute, it is a
good idea to enter a description for each
shared folder you create.

di st Li st character (80) Name of the distribution list associated with
the folder. This list contains the account
names that receive folder messages.

nodi fi ed date Date the folder was last modified. eMail
Server changes this date each time a message
is added to, or deleted from, the folder. Read

only.
name character (30) Name of the folder. This is the key attribute
(Required) for a folder, and the only required attribute.
nunber Of Messages number Number of messages in the folder. Read only.
opened date Date the folder was last opened. Read only.
si ze number Size of the folder in bytes. Read only.
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Shared Folder Access Privileges

You can grant the following privileges:

Privilege Description

admi n The user has all administrative privileges, including all of those
listed in this table, and can change the access list on the folder.

child The user can create or delete a subfolder (child folder) in this
folder.

contents User can read and post to messages in the folder.

di scover The user may see and open the folder, but may not view the
contents.

noder at e The user can create and delete messages in the folder.
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13

Managing Directory Information

To send e-mail to coworkers, schedule rooms and equipment, create e-mail
distribution lists, and assign user aliases, you must have a comprehensive and
accurate directory. Tasks for managing directory information include adding and
modifying directory entries.

You should add, modify, and delete directory entries in the eMail Server Directory,
rather than in Oracle Internet Directory, or any other LDAP directory. The eMail
Server Directory is synchronized with Oracle Internet Directory (or other LDAP
directory) by the LDAP server processes.

The following topics describe how to manage the eMail Server Directory:

Displaying a Directory Entry

Creating an eMail Server User Account
Creating a User for a Foreign E-mail System
Creating a User Without E-mail

Setting a User’s Password

Creating a Location

Creating a Room Entry

Creating an Organization Entry
Creating a Role Entry

Creating an Equipment Entry

Creating a Public Alias

Creating a Public Distribution List

Creating a Public Template
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« Displaying Access Privileges
« Granting Access Privileges

« Revoking Access Privileges
« Deleting a Directory Entry

« Migrating Directory Accounts to Another Node or Domain

See Also:

« Chapter 15, "Managing Replication", for more information
about synchronizing these two directories

» The Oracle Internet Directory documentation for information
about updating OiD entries

« The Oracle eMail Server Release Notes for more information about
the third-party LDAP-based directories that can be used with
eMail Server
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Displaying a Directory Entry

You can display any entry in your eMail Server Directory to verify information or
determine whether information should be updated. You can display one item,
selected items of a certain type, or all items of a certain type. The Administration
Tool and OOMGR always display the information for all of the entries that meet
your specifications.

Steps for Displaying a Directory Entry

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Directory Entries.
3. Inthe right pane, select the domain and node that you want to search.
4

In the Search In list box, select the type of directory entry that you want to
display.

5. Enter your search criteria.
6. Click Search.

The results of the search appear in the lower portion of the right pane.

In OOMGR
1. Start OOMGR on the node containing the directory information that you want
to display.

2. Enter the following command at the OOMGR prompt:

| CFOMR>f et ch <cl ass> <at tri but e>=<val ue>;

See Also: "FETCH" on page 22-22 for additional variations of this
command

Example: To display the information about user bhayden, enter the following
command:

| GFOM3>f et ch per son user nane=bhayden;
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Creating an eMail Server User Account

To create an e-mail account for an eMail Server user, you must insert a per son
entry in the directory. Refer to "Creating a User for a Foreign E-mail System" on
page 13-6 or "Creating a User Without E-mail" on page 13-7 for instructions on
creating accounts for people who are not eMail Server users. The user’s INBOX and
other standard folders are created automatically on the node you specify as the
user’s home node (the uanode attribute).

Steps for Creating an eMail Server User Account

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating an eMail Server User Account”
on page 13-5 for more information about performing this task

In the Administration Tool GUI
Start the Administration Tool GUI.

In the navigation tree, select Messaging System > Directory Entries.
In the toolbar, click i‘ (Create).

1

2

3

4. Inthe New Entry dialog box, select Person from the Type list box.

5. Inthe General tab, select eMail Server Account from the Kind list box.
6

Complete the rest of text boxes in the dialog box.

See Also: "Person Class Attributes"” on page 14-4 for more
information about the values to enter

7. Click OK.

In OOMGR

1. Start OOMGR on the node that is going to be the user’s home node or e-mail
host.

2. Enter the following command at the OOMGR prompt:

| CFOMER>i nsert person user nane=<user nane>
2>| ast narme=</ ast_nane> fi r st nane=<fj rst_nane> passwor d=<passwvor d>
3>enpl oyeel D=<enpl oyee_i d> wor kphone="<wor k_phone>"
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4>0f fi ce=<wvor k_[ ocat i or> honeaddr ess="<hone_addr ess>"

5>honeci t y="<hone_ci ty>" honest at e=<hone_st at e>

6>honezi p=<hone_zi p> honecount r y=<hone_count r y> honephone="<hone_phone>"
7>bi rt hday=<bi rt h_dat e> | anguage=</ anguage> nai | st op=<vior kK_nai | st op>
8>nanager =<nanager_user nane> pri naryrol e="<rol e>"

9>pri mar yor g=<or g> oshane=<o0s_user nane> uanode=<hone_node>;

This command displays a portion of the available attributes.

See Also: "Person Class Attributes" on page 14-4 for a complete
list of attributes for the per son class

Example: To create an eMail Server account for Amy Johnson with an e-mail account
on hg_uni x, enter the following command:

| CGFOMER>i nsert person user nane=aj ohnson

2>| ast nane=j ohnson first nanme=any passwor d=changet hi s
3>enpl oyeel D=1887 wor kphone="415. 555. 3232"

4>of fi ce=HQ Bl dg honeaddr ess="456 Del nonico Arcle"
5>honeci t y="San Franci sco" honest ate=Cal i f orni a
6>honezi p=94335 honecount ry=US honephone="415. 555. 6755"
7>bi rt hday=8/ 12/ 64 | anguage=Engl i sh mai | st op=600
8>nanager =bhayden pri naryr ol e="Proj ect Manager"

9>pri mar yor g=Desi gn osnanme=aj ohnson uanode=hq_uni x;

Guidelines for Creating an eMail Server User Account
« The following attributes are required:

— usernane
— password
— uanode (name of home node)

« The following attributes are automatically assigned default values:
— ki nd (defaultis Or acl e)
— status (default is open)

— quot a (default is the quota value established for the node; refer to
"Manually Initializing a Node" on page 4-2 for instructions for changing
this quota)
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« Any information that you enter about a person is accessible to other users in the
domain. It is useful to enter details such as phone number, address, or location
for all users so that the information is available in the eMail Server Directory.

= You must create the | ocat i on entries before you can enter the work location
for the of f i ce attribute. Refer to "Creating a Location" on page 13-10 for
instructions.

Creating a User for a Foreign E-mail System

To create an account for a user who uses a foreign e-mail system other than eMail
Server, you can insert a per son entry in the directory. This means that your eMail
Server users can exchange messages with the foreign users. You can define the same
information for your foreign users as you do for your eMail Server users.

Steps for Creating a User for a Foreign E-mail System

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating a User for a Foreign E-mail
System" on page 13-7 for more information about performing this
task

In the Administration Tool GUI
Start the Administration Tool GUI.

1.

2. Inthe navigation tree, select Messaging System > Directory Entries.

3. Inthe toolbar, click ﬂ (Create).

4. Inthe New Entry dialog box, select Person from the Type list box.

5. Inthe General tab, select Foreign Mail System Account from the Kind list box.
6

Complete the rest of text boxes in the dialog box.

See Also: "Person Class Attributes” on page 14-4 for more
information about the values to enter

7. Click OK.
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In OOMGR
1. Start OOMGR.
2. Enter the following command at the OOMGR prompt:

| OFOM3R>i nsert person user nane=<user nane>

2>f orei gnstring=<qual i fi ed _forei gn_user nane>
3>l ast nane=</ ast_nane> first nane=<fi rst_nane>
4>homephone="<hone_phone>" honef ax="<hone_f ax>"
5>wor kphone="<wor k_phone>";

This command displays a portion of the available attributes.

See Also: "Person Class Attributes" on page 14-4 for a complete
list of the person attributes and their descriptions

Example: To add the contractor Glen Newell to the headquarters domain, enter the

following command:

| OFOMF>i nsert person user nane=gnewel |

2>f orei gnSri ng=UN X newel | @esi gnco. com

3>| ast nane=newel | firstnane=gl en
4>homephone="415. 555. 8564" honef ax="415. 555. 2341"
5>wor kphone="415. 555. 2121";

Guidelines for Creating a User for a Foreign E-mail System

The following attributes are required:
— usernane
— foreignString

Any information that you enter about a person is accessible to other users in the
domain. It is useful to enter details such as phone number, address, or location
for all users so that the information is available in the eMail Server Directory.

You must create the | ocat i on entries before you can enter the | ocat i on
attribute. Refer to "Creating a Location" on page 13-10 for instructions.

Creating a User Without E-mail

To create an account for someone who does not use e-mail, you can insert a per son
entry in the directory. This is useful if you want to include someone without e-mail
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in a meeting invitation, or if you want to make the names and phone numbers of
outside contacts available in your directory.

Steps for Creating a User Without E-mail

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating a User Without E-mail" on
page 13-9 for more information about performing this task

In the Administration Tool GUI
Start the Administration Tool GUI.

1

2. Inthe navigation tree, select Messaging System > Directory Entries.

3. Inthe toolbar, click i‘ (Create).

4. Inthe New Entry dialog box, select Person from the Type list box.

5. In the General tab, select Non-Emailable Account from the Kind list box.
6

Complete the rest of text boxes in the dialog box.

See Also: "Person Class Attributes" on page 14-4 for more
information about the values to enter

7. Click OK.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| FOME3>i nsert per son user nane=<user nane> honmephone="<hone_phone>";
This command displays a portion of the available attributes.

See Also: "Person Class Attributes" on page 14-4 for a complete
list of the person attributes and their descriptions

Example: To add Frank Lawson, the local representative for your company’s health
plan who does not use e-mail, enter the following command:

| OFOMF>i nsert person user nane=f | anson honephone="650. 555. 3172";
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Guidelines for Creating a User Without E-malil

The user nane attribute is required. You can also enter values for logical
attributes, such as homeci t y and wor kphone.

Any information that you enter about a person is accessible to other users in the
domain. It is useful to enter details such as phone number, address, or location
for all users so that the information is available in the eMail Server Directory.

Setting a User’s Password

You can set or change users’ passwords if they forget them, or if the password needs
to be change for security reasons.

Steps for Setting a User’s Password

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Setting a User’s Password" on page
13-10 for more information about performing this task

In the Administration Tool GUI

1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Directory Entries.

3. Inthe right pane, search for the user for whom you want to set the password.
Refer to "Displaying a Directory Entry" on page 13-3 for instructions.

4. Inthe search results, double-click the appropriate user name.

5. Inthe Person dialog box, select the Advanced tab.

6. Under the Advanced tab, select the General tab.

7. Inthe General tab, enter the new password in the Password text box and in the
Confirm Password text box.

8. Click OK.

In OOMGR

1. Start OOMGR on the user’s home node.

2. Enter the following command at the OOMGR prompt:
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| FOM>R>set pwd user nane=<user hane>

When you are prompted for the new password, enter the new password.

When you are prompted to verify the new password, enter the new password a
second time.

Guidelines for Setting a User’s Password
You must set a user’s password on the user’s home node.

Creating a Location

You can create | ocat i on entries for places within your company. For example, the
headquarters building for Global Business Services, Inc. could be a location. Users
can use the |l ocat i on entries to send messages to all users in a particular location.

Steps for Creating a Location

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating a Location” on page 13-11 for
more information about performing this task

In the Administration Tool GUI

1. Start the Administration Tool GUI.
2. Inthe navigation tree, select Messaging System > Directory Entries.
3. Inthe toolbar, click ﬂ (Create).
4. Inthe New Entry dialog box, select Location from the Type list box.
5. Complete the rest of text boxes in the dialog box.
See Also: "Location Class Attributes" on page 14-2 for more
information about the values to enter
6. Click OK.
In OOMGR
1. Start OOMGR.
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2. Enter the following command at the OOMGR prompt:

| OFOM>>i nsert | ocation nane="</ ocati on_nane>"
2>admi ni str at or =<adm n_user nane>
3>descri pti on="<descri pti on>";

This command displays a portion of the available attributes.

See Also: "Location Class Attributes” on page 14-2 for a complete
list of the | ocat i on attributes and their descriptions

Example: To add the location HQ Bldg in Minneapolis, enter the following
command:

| OFOMF>i nsert | ocati on nane="HQ B dg"
2>adni ni st rat or =l sennet t
3>descri pti on="headquarters building in Mnneapolis";

Guidelines for Creating a Location
« The nane attribute is required.

« Locations can be hierarchical, meaning you can create locations within
locations. However, each child location can belong to only one parent location.
Use the par ent attribute to specify a parent location.

« You must create the | ocat i on entries before you can enter the | ocat i on
attributes in the per son, r oom and equi pnent entries.

Creating a Room Entry

You can create r oomentries for designated areas within a location. For example, an
office, conference room, or lab could be represented by a r oomentry.

Note: Users with clients that support the XAPIA-CSA scheduling
standard can schedule meetings or other events in rooms.

Steps for Creating a Room Entry

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.
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See Also: "Guidelines for Creating a Room Entry" on page 13-13
for more information about performing this task

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Directory Entries.
3. Inthe toolbar, click ﬂ (Create).

4. Inthe New Entry dialog box, select Room from the Type list box.

5. Complete the rest of text boxes in the dialog box.

See Also: "Room Class Attributes” on page 14-8 for more
information about the values to enter

6. Click OK.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| GFOMF>i nsert room nane="<r oom nane>"

2>admi ni strat or =<adm n_user nane> t ype="<room t ype>"
3>l ocat i on=<l ocat i on> capaci t y=<capaci t y>

4>descri pti on="<descri pti orn>"

5>uanode=<hone_node>;

This command displays a portion of the available attributes.

See Also: "Room Class Attributes” on page 14-8 for a complete list
of the room attributes and their descriptions

Example: To add the Concourse Room to the Eastern Region domain, enter the
following command:

| FOME3>i nsert room nane="Concour se Roont
2>admi ni st r at or =l shea t ype="conf erence roont
3>l ocati on=ER B dg capaci ty=12

4>descri pti on="Eastern Regi on Meeting Rooni
5>uanode=ny_uni X;

13-12 Administrator's Guide



Creating an Organization Entry

Guidelines for Creating a Room Entry
= The nane attribute is required.

« If you want the room to be available for scheduling meetings, you must specify
the uanode attribute.

= You must create the | ocat i on entries before you can enter the | ocat i on
attribute. Refer to "Creating a Location" on page 13-10 for instructions.

Creating an Organization Entry

You can create an or gani zat i on entry to group people within your system.
Organizations differ from locations because they do not represent physical regions.
For example, a Sales Organization may have locations throughout the world.

Steps for Creating an Organization Entry

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating an Organization Entry" on
page 13-14 for more information about performing this task

In the Administration Tool GUI

1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Directory Entries.

3. Inthe toolbar, click ﬂ (Create).

4. Inthe New Entry dialog box, select Organization from the Type list box.
5

Complete the rest of text boxes in the dialog box.

See Also: "Organization Class Attributes" on page 14-3 for more
information about the values to enter

6. Click OK.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:
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| CGFOMER>i nsert organi zati on nane=<or gani zati on_nane> par ent =<par ent_or g>
2>manager =<ngr_user nanme> adm ni st r at or =<adni n_user nane>

3>cost cent er =<cost_cent er> nai | st op=<work_nai | st op>

4>descri pti on="<descri pti on>"

5>addr ess="<address>" city="<city>"

6>st at e=<st at > zi p=<zi p_code> count ry=<count ry>
7>phone="<phone_nunber>" faxnunber =" <f ax_nunber>";

This command displays a portion of the available attributes.

See Also: "Organization Class Attributes” on page 14-3 for a
complete list of the organization attributes and their descriptions

Example: To add a Design Organization, enter the following command:

| OFOMF>i nsert organi zati on nanme=Desi gn par ent =HN G oups
2>manager =aj ohnson admi ni strat or =l sennett cost cent er =123
3>mai | st op=600 descri pti on="Headquarters Desi gn group"
4>addr ess="111 Cormerce Avenue" city="Houston"
5>state=Cal i forni a zi p=78632 count ry=US

6>phone="_3888. 555. 2222" f axnuniber ="888. 555. 1111";

Guidelines for Creating an Organization Entry
« The nane attribute is required.

= You can create an organizational hierarchy after the enterprise model. For
example, in the Global Business Services Inc. system, each office is divided into
three organizations: Sales, Design, and Legal. In the Houston office, these three
organizations belong to the organization named HN_Groups. HN_Groups is
part of the qualified name for each group, distinguishing it from the same
group in the other offices. You could create the following organizations:

— organization 1: HN_Groups (all divisions)
— organization 2: Sales
— organization 3: Design

— organization 4: Legal

Creating a Role Entry

You can create r ol e entries to group people who perform a certain function within
the enterprise. For example, Manager and Lead Designer are two roles in the Global
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Business Services Inc. system. You can use roles as another means of identifying
users and to create dynamic distribution lists.

Steps for Creating a Role Entry

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating a Role Entry" on page 13-16 for
more information about performing this task

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Directory Entries.
3. Inthe toolbar, click ﬂ (Create).

4. Inthe New Entry dialog box, select Role from the Type list box.

5

Complete the rest of text boxes in the dialog box.

See Also: "Role Class Attributes" on page 14-7 for more
information about the values to enter

6. Click OK.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| OFOMF>i nsert rol e nane="<rol e_nane>"
2>descri pti on="<descri pti on>";

This command displays a portion of the available attributes.

See Also: "Role Class Attributes" on page 14-7 for a complete list
of the role attributes and their descriptions

Example: To add a role called Project Manager, enter the following command:

| OFOM>R>i nsert rol e nanme="Proj ect Manager"
2>descri pti on="A Proj ect Manager |eads the product
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3>devel opnent, and supervi ses one or nore people.";

Guidelines for Creating a Role Entry
« The nane attribute is required.

« A person can be associated with only one role.

Creating an Equipment Entry

You can create an equi pnent entry to define any resource, such as a projector, that
the people in your enterprise can share. Once a piece of equipment is defined in the
eMail Server Directory, your users can use eMail Server to schedule the use of the
equipment.

Note: Users with clients that support the XAPIA-CSA scheduling
standard can schedule an equi pnent entry for meetings or other
events.

Steps for Creating an Equipment Entry

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating an Equipment Entry" on page
13-17 for more information about performing this task

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Directory Entries.

3. Inthe toolbar, click ﬂ (Create).

4. Inthe New Entry dialog box, select Equipment from the Type list box.
5

Complete the rest of text boxes in the dialog box.

See Also: "Equipment Class Attributes” on page 14-2 for more
information about the values to enter

6. Click OK.
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In OOMGR
1. Start OOMGR.
2. Enter the following command at the OOMGR prompt:

| GFOME3>i nsert equi pnent nane=<equi prent _nane>

2>| ocati on="</ ocati or>" adni ni strat or=<adm n_user nane>
3>t ype="<equi pnent _t ype>"

4>nmovabl e={yes | no} uanode=<hone_node>;

This command displays a portion of the available attributes.

See Also: "Equipment Class Attributes" on page 14-2 for a
complete list of the equipment attributes and their descriptions

Example: To enter data about a projector at the Houston office of Global Business

Services, Inc., enter the following command:

| OFOMF>i nsert equi pnent nane=proj ector _1
2>| ocati on="WR Bl dg" admi ni strat or =l sennet t
3>t ype="slide projector"

4>novabl e=yes uanode=HBUNL;

Guidelines for Creating an Equipment Entry

The nane attribute is required.

If you want the equipment to be available for scheduling, you must specify the
home node (uanode attribute).

You must create the | ocat i on entries before you can enter the | ocat i on
attribute. Refer to "Creating a Location" on page 13-10 for instructions.

Creating a Public Alias

You can create public aliases as short identifiers for people or other entries in the
directory. You can use aliases to make it easier for your users to find other users and
resources, such as rooms or equipment, and address messages to them. You can also
use a public alias to temporarily reroute e-mail for a person whose account is being
moved from one node to another.
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Steps for Creating a Public Alias

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating a Public Alias" on page 13-19
for more information about performing this task

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Directory Entries.

3. Inthe toolbar, click ﬂ (Create).

4. Inthe New Entry dialog box, select Public Alias from the Type list box.
5

Complete the rest of text boxes in the dialog box.

See Also: "Public Alias Class Attributes" on page 14-6 for more
information about the values to enter

6. Click OK.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:
| OFOM>>i nsert al i as nane=<al i as_nane>
2>addr ess=<act ual _addr ess> descri pti on="<descri pti on>";

This command displays a portion of the available attributes.

See Also: "Public Alias Class Attributes" on page 14-6 for a
complete list of the public alias attributes and their descriptions

Example: To add a public alias for the fourth floor conference room in the 400HQ
building, enter the following command:

| OFOMF>i nsert al i as nane=Bl ue_Room
2>addr ess=400HQ descri pti on="Nane used by fourth-fl oor
3>users for the blue conference roomon the fourth floor.";
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Guidelines for Creating a Public Alias
« The addr ess and nane attributes are required.

« The addr ess attribute must be the name of an entry or account that currently
exists in this domain. Therefore, you cannot add an address that contains a
gateway (for example, ckent @cme. com. If you want to create an alias for a
user that contains a gateway, then you must create a foreign user account. Refer
to "Creating a User for a Foreign E-mail System" on page 13-6 for instructions.

= You can create a public alias to represent equi prent , | ocat i on,
or gani zat i on, per son, public distribution list, r ol e, and r oomentries.

Creating a Public Distribution List

You can create a public distribution list for a list of users who should logically
receive the same e-mail messages. A public distribution list has the same
advantages that a role or an organization has because one message can be delivered
to an entire group without having to specify individual user names. You can also
use public distribution lists to replicate shared folders.

See Also: "Replicating Shared Folders Manually" on page 12-5 for
more information

Steps for Creating a Public Distribution List

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating a Public Distribution List" on
page 13-20 for more information about performing this task

In the Administration Tool GUI
1. Start the Administration Tool GUL.

2. Inthe navigation tree, select Messaging System > Directory Entries.
3. In the toolbar, click ] (Create).
4

In the New Entry dialog box, select Public Distribution List from the Type list
box.

5. Complete the rest of text boxes in the dialog box.
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See Also: "Public Distribution List Class Attributes” on page 14-7
for more information about the values to enter

6. Click OK.

In OOMGR
1. Start OOMGR.
2. Enter the following command at the OOMGR prompt:
| OFOM>R>i nsert dl nanme=</j st_nane>
2>nenber =<i teni>, <iten?>, <itens> ... ;
This command displays a portion of the available attributes.

See Also: "Public Distribution List Class Attributes" on page 14-7
for a complete list of the public distribution list attributes and their
descriptions

Example: To add the public distribution list HK_al | to the Hong Kong domain,
enter the following command:

| FOMFR>i nsert dl name=HK al |
2>menber =r graham pwong, jho, gchan, dwal den,
3>ccharl es, amurray, bnash, jshu, |shipley;

Guidelines for Creating a Public Distribution List
« The nane attribute is required.

= You can create a public distribution list for all people working on a particular
project, all people who have a certain role in the company, or any other group of
people or entries that your users might need to contact.

« Itemsyou include on a list must have entries in your directory. However, the list
is not restricted to usernames or aliases. You can include equi pnent ,
| ocati on, organi zati on, per son, public alias, r ol e, and r oomentries.

Creating a Public Template

You can create a public template to use as the electronic equivalent of a printed
form. Users can use public templates to request information and services in a
consistent manner.
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Prerequisites to Creating a Public Template

The first step in creating a public template is to create a private template. To create a
private template, you must have a client that supports creating server-side
templates.

Steps for Creating a Public Template

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also: "Guidelines for Creating a Public Template" on page
13-21 for more information about performing this task

In the Administration Tool GUI

1
2
3
4.
5
6

Start the Administration Tool GUI.

In the navigation tree, select Messaging System > Directory Entries.

In the toolbar, click i‘ (Create).

In the New Entry dialog box, select Public Template from the Type list box.
Complete the rest of text boxes in the dialog box.

Click OK.

In OOMGR

1.
2.

Start OOMGR on the DCN.
Enter the following command at the OOMGR prompt:

| GFOMFR>publ i sh t enpl at e owner =<user nane>
2>0l dnane=<pri vat e_t enpl at e_nane>
3>[ newnane=<new t enpl at e_nane>] ;

Guidelines for Creating a Public Template

All users with clients that support creating templates can create their own private
templates for personal use. Only the system administrator can convert a private
template to a public template, making it available to all users.
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Displaying Access Privileges

You can display the access privileges of users, organizations, and roles, to determine
what kind of administrative or other system-use privileges they have.

Steps for Displaying Access Privileges
This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR.

2. Enter one of the following commands at the OOMGR prompt:

To perform this task: Use this command:

Check a user’s privileges | GFOM>RR>check user =<user nane>
2>i ten¥<i ten»,

Check an organization’s privileges | GFOM@>check user =<org nane>
2>user ¢l ass=or gani zat i on
3>i tens<i tenr;

Check a role’s privileges | GFOMXRR>check user=<rol e_nane>
2>user cl ass=rol e
3>i tens<i tenr;

See Also: "CHECK" on page 22-8 for additional variations on this
command

Example: To check the privileges that the user| | ane has for the ckent directory
entry, enter the following command:

| CFOMER>check user=l | ane it enrckent

The following results appear:
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Privileges Gantee d ass Item

LSS ---- Il ane per son ckent

nay |ist objects in directory browser

nmay address nessage to obj ect

nmay save listing of object fromdirectory browser
has admini strative privileges over domain

nmay di scover fol der hierarchy fromclient

nmay view fol der contents

has noderator privileges on fol der

nmay create child fol ders

03<Q.Q.)U)U)_

Lower case characters indicate inherited privil eges.
Woper case characters indicate explicit privileges.

The first line of the results contains the following information:

Column Description

Grantee Name of the user whose privileges are displayed.

Class Name of the class to which the Grantee belongs. For example,
if you are checking user privileges, this class would be
person.

Item Name of the item for which the user has privileges. For

example, if you are checking the privileges that the user
I | ane has for the ckent user account, the item would be
ckent.

Granting Access Privileges

You can grant privileges to any directory entry such as a per son or an
or gani zat i on, providing that entry with certain administrative or other
system-use abilities.

Steps for Granting Access Privileges
This task can only be performed through the OOMGR command-line interface.

See Also: "Guidelines for Granting Access Privileges" on page
13-25 for more information about performing this task
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In OOMGR
1. Start OOMGR.

2. Enter one of the following commands at the OOMGR prompt:

To perform this task:

Use this command:

Privileges

Grant a user privileges
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Letters representing each privilege that the user
has been granted. These letters are displayed in the
order of the privileges list that appears at the end
of the results of the check command. This list
displays all the possible privileges for both
directory entries and shared folders. However, the
only privileges that are used for directory entries
are the first four:

| representsthel i st privilege. This gives the
user or class permission to view a class of
entries, such as the or gani zat i on class, in
eMail Server.

S represents the send privilege. This gives the
user or class permission to send messages to
collective addressable entries (public
distribution lists, r ol es, | ocati ons, and

or gani zati ons).

S represents the save privilege. This gives the
user or class permission to save and print the
results of directory searches.

a represents the adni n privilege. This gives
the user or class permission to perform any
administrative operation on the entries in a
given domain.

If the user does not have a particular privilege,
there is a dash.

Lowercase letters indicate privileges that have
been inherited. For example, a user account could
inherit privileges from the role to which it belongs.
Uppercase letters indicate explicit privileges
assigned to the particular user.

| CFOVER>gr ant  user =<user>
2>itemr<itemnane | all>
3>priv=<adnin | list | send | save>;
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To perform this task: Use this command:

Grant an organization privileges | GFOMER>gr ant user cl ass=or gani zat i on
2>i ten¥<organi zation nane | all>
3>priv=<adnin | list | send | save>;

Grant a role privileges | GFOME3R>gr ant user cl ass=rol e
2>itemy<rol e name | all>
3>priv=<adnmin | list | send | save>;

See Also:

« "GRANT" on page 22-24 for additional variations on this
command

« "Parameters for Granting Access Privileges" on page 13-25 for
more information about the values to enter

Parameters for Granting Access Privileges

You can grant the following access privileges:

Privilege Access Description

admi n Perform any administrative operation on the entries in a given
domain.

send Send messages to collective addressable entries (public distribution
lists, r ol es, | ocati ons, and or gani zat i ons).

save Save and print the results of directory searches.

list View a class of entries, such as the or gani zat i on class, in eMail
Server.

Guidelines for Granting Access Privileges

When you grant a privilege, it is added to the other privileges that the user
already has. Granting a privilege does not override the privileges that the user
already has. For example, if a user has the chi | d privilege, and you grant that
user the di scover privilege, the user still has the chi | d privilege. If you want
to restrict access to certain folders for a user, you should first revoke that user’s
current privileges and then grant the privileges that you want the user to have.
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See Also: "Revoking Access Privileges" on page 13-26 for
instructions on how to revoke privileges

= Youcangrant adni n privileges to any eMail Server account.

« When granting adm n privileges, keep the following in mind:

— Ifyou do not fully qualify the eMail Server account name, the current
domain information is automatically appended to the account.

— You can grant adm n privileges to an account on another node.
— The user class is assumed to be a per son object.

— You must specify one user name at a time. You cannot specify a distribution
list.

— By default, everyone can access all public folders. Granting the admi n
privilege to a user causes the new privilege to mask out the default
privileges so that the user no longer has access to the subfolders. To work
around this issue, grant the user’s admin privileges before creating the
subfolders.

Revoking Access Privileges

You can revoke privileges to users, organizations, and roles, taking away their
administrative or other system-use abilities.

Steps for Revoking Access Privileges
This task can only be performed through the OOMGR command-line interface.

See Also: "Guidelines for Revoking Access Privileges" on page
13-27 for more information about performing this task

In OOMGR
1. Start OOMGR.

2. Enter one of the following commands at the OOMGR prompt:
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To perform this task: Use this command:

Revoke a user privileges | CGFOVE3=>r evoke user =<user>
2>itemr<itemnane | all>
3>priv=<adnin | list | send | save>;

Revoke an organization privileges | GFOMF>r evoke user cl ass=or gani zati on
2>i ten¥<organi ztion _narme | all>
3>priv=<adnmin | list | send | save>;

Revoke a role privileges | CGFOM3=>r evoke usercl ass=rol e
2>itemr<rol e name | all>
3>priv=<adnmin | list | send | save>;

See Also:

« "REVOKE" on page 22-45 for additional variations on this
command

« "Parameters for Granting Access Privileges" on page 13-25 for
more information about the values to enter

Guidelines for Revoking Access Privileges

A privilege must be revoked in the same way it was granted. For example, a
user may have access to a public distribution list through his role. Revoking the
send privilege for the person will not prevent the user from sending to the list.
To prevent the user from sending to the list, the send privilege must be revoked
from the user’s role, or the user’s role must be changed.

When you grant a privilege, it is added to the other privileges that the user
already has. Granting a privilege does not override the privileges that the user
already has. For example, if a user has the chi | d privilege, and you grant that
user the di scover privilege, the user still has the chi | d privilege. If you want
to restrict access to certain folders for a user, you should first revoke that user’s
current privileges and then grant the privileges that you want the user to have.

See Also: "Granting Access Privileges" on page 13-23 for
instructions on how to grant privileges
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Deleting a Directory Entry

You can delete any entry that you no longer want to appear in your eMail Server
Directory.

Steps for Deleting a Directory Entry

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Directory Entries.

3. Inthe right pane, search for the entry that you want to delete. Refer to
"Displaying a Directory Entry" on page 13-3 for instructions.

4. Inthe search results, select the appropriate entry.
5. In the toolbar, click X (Remove).

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| GFOMXR>del et e <cl ass> <key_at tri but e>=<val ue>

Example: To delete userr | i ndber g, enter the following command:

| GFOMFR>del et e person user nane=r | i ndber g;

Migrating Directory Accounts to Another Node or Domain

You can move a directory account (users, rooms, or equipment) from one node to
another, or from one domain to another. For example, you might want to move a
group of user accounts to another home node if the node they are on is getting full.
Or, if a user moves from a US office to a European office, you might need to move
the user from us. acne. comto eu. acne. com You can also change both the user’s
node and domain.

When you migrate accounts using the Administration Tool, eMail Server
automatically creates accounts on the new node or domain using the same
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usernames as the old accounts. Then it renames the accounts on the old node or
domain to user nane_ol d. When using OOMGR to migrate accounts, you must
create and rename accounts manually.

Steps for Migrating Directory Accounts to Another Node or Domain

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI

1. Start the Administration Tool GUI.
2. Select Message System > Account Migration... from the menu.
The Migration wizard appears. You can use this wizard to move one or more
directory accounts to a new node or domain.
See Also: The online help in the Administration Tool for more
information about using the Migration wizard
In OOMGR

This procedure explains how to use OOMGR to move a directory entry to another
node in the same domain.

1.
2.

Start OOMGR on the DCN for the domain containing the two nodes.
Add the suffix _ol d to the existing directory entry that you want to move.
Enter the following command at the OOMGR prompt:

| GFOMFR>updat e <cl ass> <key_at t ri but e>=<val ue>
2>to <key attribut e>=<val ue_ol &>

Create a new entry for the old entry, recreating all the attributes of the original
one, except the uanode attribute. Enter the new home node for the uanode
parameter.

Enter the following command at the OOMGR prompt:

| CFOME=-i nsert <cl ass> <key_at t ri but e>=<val ue>
2>uanode=<new node>

Export the new entry to a file. You must create and name a file for each entry
you are exporting. Add the suffix | nf o to the file.
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Enter the following command at the OOMGR prompt:

| GFOMER=export <fil enane>l nf o;
| GFOVE>f et ch per son user nane=<val ue_ol d>;
| GFOMF>export end;

5.  Move the export file to the new node. Options for moving the file include:
« Use afile transfer program such as FTP if there is a direct connection.
« Copy the file to a storage medium and load it onto the new computer.
« Send the file as a text attachment in an eMail Server message.

6. Start OOMGR on the new node.

7. Add the data to the directory, specifying the name of the export file you just
created.

Enter the following command at the OOMGR prompt:
| FOMZ>i nport fi | enane=<fi | enane> owner =<val ue>;
Example: To move Bill Hayden’s account from sf _uni x1 to sf _uni x2, use the

following procedure:

1. Onthesf_uni x1 node, rename Bill Hayden’s account to bhayden_ol d:
| GFOM>RR>updat e per son user nane=bhayden t o user name=bhayden_ol d;

2. Create a new record named bhayden with the new home node called sf _
uni x2:

| OFOM>R>i nsert per son user nane=bhayden uanode=sf_uni x2

Note: This example shows only the first two lines of this
command, reflecting the change of home nodes and leaving out the
other attributes and the semicolon that signals the end of the
command.

3. Onthe sf _uni x1 node, export his old information to a file:

| GFOVE@R=export  bhaydenl nf o;
| GFOM3>f et ch per son user nane=bhayden ol d;
| GFOMFR>export end;

4. FTP the export file to the new node and start OOMGR on the new node.
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5. Import Bill Hayden’s information:

| FOME>i nport fi | enane=bhaydenl nf o owner =bhayden;
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14

Directory Class Attribute Reference

This section lists the attributes that you can set for classes in the eMail Server
Directory.

You can set the following types of attributes, described in this chapter:

Equipment Class Attributes

Location Class Attributes

Organization Class Attributes

Person Class Attributes

Public Alias Class Attributes

Public Distribution List Class Attributes
Role Class Attributes

Room Class Attributes

See Also: Chapter 13, "Managing Directory Information”, for
more information about how to use these attributes
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Equipment Class Attributes

Equipment Class Attributes

The following equi pnent class attributes are available:

Attribute Type (Length Limit)

Description

adm ni strator character (255)

description character (255)

foreignString character (255)

ki nd character

| ocation character (80)
novabl e character
name character (30)
(Required)

status character
type character (30)
uanode character (30)
(Required)

User name of the person who schedules the
equipment. Enter the qualified user name if the
user is defined in another domain.

Brief description of the equipment.

Fully qualified name of the foreign system
account.

Type of messaging system account. Valid values
are Or acl e (default) or f or ei gn.

Where the piece of equipment is based. Location
is a directory entry, and must be a location
defined within the eMail Server system.

Whether the piece of equipment is movable.
Valid values are yes or no.

Name of the equipment. This is a required
attribute and a key field.

Status of the eMail Server account for the
equipment. Valid values are open (default) or
di sconnect ed.

Kind of equipment, such as projector.

Node on which the equipment’s account resides.
This is a required attribute.

Location Class Attributes

The following | ocat i on class attributes are available:

Attribute Type (Length Limit)

Description

adm ni strator  character (255)
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User name of the person to contact for
information about the location. Enter the
qualified user name if the user is defined in
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Organization Class Attributes

Attribute

Type (Length Limit)

Description

description

nane
(Required)

par ent

character (255)

character (80)

character (80)

Brief description of the location. Although this
attribute is not required, it is a good idea to
provide a description to document your
system.

name of the location. This is a mandatory field
and is also a key field.

Parent location, if any, to which this location
belongs.

Organization Class Attributes

The following or gani zat i on class attributes are available:

Attribute Type (Length Limit)  Description

addr ess character (255) Street address of the organization.

adm ni strator character (255) User name of the person who can provide
information about the organization and the
people in it. Enter the qualified user name if the
user is defined in another domain.

city character (30) City in which the organization is located.

cost Cent er character (30) Internal billing identification for the
organization.

country character (30) Country in which the organization is located.

description
faxNunber
mai | St op

manager

nane
(Required)

par ent

character (255)
character (30)
character (30)
character (255)

character (80)

character (80)

Brief description of the organization.
Fax number for the organization.
Internal mail address of the organization.

User name of the person in charge of the
organization. Enter the qualified user name if
the user is defined in another domain.

Organization name. Name is required and a key
field.

Parent organization to which this organization
belongs, if any.
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Person Class Attributes

Attribute Type (Length Limit)  Description

phone character (80) Phone number for the organization. This is
probably the administrator’s phone number.

state character (30) State in which the organization is located.

zip character (30) Organization’s ZIP code.

Person Class Attributes

The following per son class attributes are available;

Attribute Type (Length Limit) Description
bi rt hday character (30) Person’s birthday.
enpl oyeel D character (30) Person’s employee number or code. The

contents of this field are company-specific.
eMail Server does not assign this identifier.

firstNanme character (80) Person’s first name.

foreignString character (255) Fully qualified name of the foreign system
account.

honeAddr ess character (255) Home street address.

honeC ty character (30) City in which the person lives.

honeCountry character (30) Country in which the person lives.

homeFax character (30) Person’s home fax number.

honePhone character (30) Person’s home phone number.

honeSt at e character (30) State in which the person lives.

HoneZi p character (30) ZIP code in which the person lives.

ki nd character Type of eMail Server account. Valid values are

Oracleorforeign.

| anguage character (30) Native language, or a second language, that the
person speaks.

| ast Nare character (80) Person’s family name or surname.
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Person Class Attributes

Attribute Type (Length Limit) Description
| dap_ character (30) Location of the user in the LDAP directory
user Suf fi x information tree. This person’s entry must be
synchronized also.
Example:
i nsert person user nane=USERL
| ast nane=bl a . .. LdapUser Suf fi x=?
dc=l dapl, dc=con?;
mai | St op character (30) Mailstop within the enterprise.
nmanager character (255) User name of the person’s manager. Enter the
qualified user name if the manager is defined in
another domain.
nm ddl eName character (80) Person’s middle name.
ni ckNare character (30) Alternate name for the person. For example, for
Sandra Smith, you might create the nickname
Sandy.
office character (80) Site or building where the person works.
Location is an eMail Server Directory entry. The
Office location you enter must be defined
within your system.
osnane character (30) Name of the person’s operating system account.
This value defaults to user name. If you define
osnane, eMail Server notifies this name if, for
example, new e-mail arrives when the person is
not logged in to eMail Server.
password character (30) eMail Server password for the person.
primaryQOrg character (255) Group or division to which the person belongs.
Organization is a directory entry. Therefore, the
possible values for this field are the
organizations that exist within the system. Enter
the qualified organization name if the
organization is defined in another domain.
pri maryRol e character (255) Main job the person performs, or the person’s

title. Role is a directory entry. Therefore, the
possible values for this field are the roles that
exist in the enterprise’s system. Enter the
qualified role name if the role is defined in
another domain.
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Public Alias Class Attributes

Attribute Type (Length Limit) Description

Status of this eMail Server account. Valid values
are open or di sconnect ed. eMail Server
ignores this attribute if the person uses a
different system for e-mail, or does not use an
e-mail system.

st at us character

st orageQuot a status Space, in bytes, allotted for user’s account.

uanode character (30) Home node, the node containing the user’s

e-mail account.

user name character (30) User name you assign to the person. If the
person is an eMail Server user, the name is
assigned to the person’s eMail Server account. It
can be the same as the user name for the
person’s operating system account. This is a
required attribute and a key field. Do not use
parentheses () in the username. Also, the

username cannot end with a period (.).

(Required)

wor kPhone character (30) Person’s work phone number.

cfcurrent st character (30) Reserved for future use.

cf deskt opset up character (30) Reserved for future use.

cf prefserver character (30) Reserved for future use.

cfwor kst addr character (30) Reserved for future use.

cf wor kst nane character (30) Reserved for future use.

wf noti fi nsched character (30) Reserved for future use.

wf noti fl ang character (30) Reserved for future use.
wf not i f pr ef character (30) Reserved for future use.
wfnotifterrit character (30) Reserved for future use.
wfprtici pst character (30) Reserved for future use.

Public Alias Class Attributes

The following public alias class attributes are available:
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Role Class Attributes

Attribute

Type (Length Limit)

Description

addr ess
(Required)

description

nane
(Required)

character (1020)

character (255)
character (80)

Address, username, or addressable entry name that
the alias represents. This is a required attribute. Do
not use parentheses () in the address.

Description of the alias.

Alias name to use in addressing messages and
invitations. This is a required attribute and a key
field.

Public Distribution List Class Attributes

The following public distribution list class attributes are available:

Attribute

Type (Length Limit)

Description

description

menber

nane
(Required)

owner

character (255)
character (255)

character (80)

character (80)

Description of the list.

Name of an entry on the list. There is one instance of
this field for each entry on the list. For example, if
there are 10 entries on a list, there are 10 instances of
the nenber field, each of which can be up to 255
characters long.

Name of the public distribution list. This is a
required attribute and a key field. Do not use
parentheses () in the name.

Specifies the owner of the list. The owner for all
public distribution lists is publ i c. You cannot
change this value.

Role Class Attributes

The following r ol e class attributes are available:

Attribute

Type (Length Limit)

Description

description

nane
(Required)

character (255)
character (80)

Brief description of the role.

Role name. This is a required key field.
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Room Class Attributes

Room Class Attributes

The following r oomclass attributes are available:

Attribute

Type (Length Limit)

Description

adm ni strator

capacity
description
foreignString
ki nd

| ocation

nane
(Required)

st at us

type

uanode

character (255)

number
character (255)
character (255)
character

character (80)

character (80)

character

character (30)

character (30)

User name of the person who schedules the
room. Enter the qualified user name if the user
is defined in another domain.

Number of people the room holds.
Brief description of the room.

Fully qualified name of the room’s account if
the room is available through a different
e-mail system.

Type of messaging system account. Valid
values are Or acl e (default) or f or ei gn.

eMail Server-defined location in which the
room is located.

Name of the room. This is a required attribute
and a key field.

Status of the room account. Valid values are
open (default) or di sconnect ed.

Type of room, such as a conference room,
auditorium, or dining area.

Home node on which the room’s account
resides.
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Managing Replication

Replication involves periodically copying domain information from an SCN or
DCN to other nodes in the system or domain so that the nodes have access to the
same information. Configuration information, such as routing information, is
replicated from the SCN to all other nodes in the system. Directory information is
replicated from a DCN to member nodes and the nodes subscribed to it.

Replication occurs automatically. You can use the following tasks described in this
chapter to monitor and manage replication:

«  Checking Replicator Status
« Manually Replicating Directory Data

« Resetting Replicator Package Numbering
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Checking Replicator Status

Checking Replicator Status

Check the status of the replicator process to monitor the transfer of directory and
node information from the DCN to the nodes subscribed to it.

Steps for Checking Replicator Status
This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

See Also:

« "Troubleshooting for Checking Replicator Status" on page 15-3
for more information about troubleshooting the performance of
this task

« "Understanding the Replicator Process Status” on page 15-3 for
more information about how to interpret the results of the
replicator process status

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > node_name >
Processes.

3. Inthe right pane, select one of the following tabs:
Replicator Queue To display the number of inbound and outbound
packages in the replicator queue

Replicator Activities To display the state of the processes involved in the
replication

Replicator Folders To display the contents of the replication folders such
as the corrupted folder.

In OOMGR
1. Start OOMGR on the DCN.

2. Enter one of the following commands at the OOMGR prompt:
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Checking Replicator Status

To perform this task: Use this command:

Check replicator state | CGFOMER>di spl ay replicator activity;
Check replicator folders | GFOM>R>di spl ay replicator fol ders;
Check replicator package status | GFOM3>di spl ay replicator;

Troubleshooting for Checking Replicator Status

« If the monitor tests show that the replicator process log table is too big, then
check to see if the local replicator process is running. To check the size of the
replicator process log table, check the results of the REPLOG_TOO Bl Gtest.

« If packages remain unacknowledged for a long time, then make sure that the
replicator and postman processes on the receiving node are running. To check
the number of unacknowledged packages, check the results of the REPL _
UNACKED test. Also, check to make sure there are no problems with the network
or the computers.

« Examine the replicator process log file for additional information about any
problems that may have occurred.
See Also:

= "Running the Monitor Tests and Statistics Tasks" on page 17-8
for instructions on how to run the REPLOG_TOO BI Gand the
REPL__UNACKED monitor tests

« Chapter 17, "Monitoring and Troubleshooting", for more
information about the monitor tests

» "Using Server Process Logs" on page 17-2 for more information
about the log file

Understanding the Replicator Process Status
The following sections are displayed when you check the replicator process status:

« Outbound Packages

All domains listed in the Outbound Packages status section are domains for
which this eMail Server node is the DCN.
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Manually Replicating Directory Data

Outbound package status can be either sent or ack(nowledged). Sent
indicates that the package was sent. Ack indicates that the destination node has
acknowledged receiving the package.

The Outbound Packages status section displays:

— Recently acknowledged packages.

— Packages that have been sent but not yet acknowledged.
Inbound Packages

Domains listed in the Inbound Packages status section are domains to which
the node subscribes.

Inbound package status can be either r ecei ved or execut ed. Recei ved
indicates this node has received the package. Execut ed indicates that the
changes contained in the package have been implemented.

The Inbound Packages status section displays:
— Recently executed packages.

— Packages received but not yet executed.

Manually Replicating Directory Data

You can manually replicate information to a node if the replicator process is not
running or not accessible. For example, the network connection to a particular node
could be down.

You have two choices for manual replication. You can:

Send eMail Server information to a node in the form of a replicator package.

Copy (replicate) eMail Server information to a file, transfer the file to the node
that needs the information, then replicate the information from the file to the
node’s database.

Replicating by Manually Sending a Replicator Package to a Node

You can replicate information to a single node if you only want the information to
go to one node.

Steps for Replicating by Manually Sending a Replicator Package to a Node
This task can only be performed through the OOMGR command-line interface.
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Manually Replicating Directory Data

In OOMGR
1. Start OOMGR on the DCN.
2. Enter the following command at the OOMGR prompt:

| GFOV@>>repl i cat e t o node=<node_nane> cl ass={<cl ass_name> | all};

See Also: "Parameters for Replicating by Manually Sending a
Replicator Package to a Node" on page 15-5 for more information
about the parameters available with this command

Example: To replicate the per son class to the i nt n6g2 node, enter the following
command:

| CGFOV@repl i cat e to node=i nt nsg2 cl ass=person;

Parameters for Replicating by Manually Sending a Replicator Package to a Node

Parameters Description

cl ass Name of the specific class you want to manually replicate. For
example, you could replicate the per son class to copy user
name information to a node.

node Name of the node to which you want to replicate information.

Replicating by Manually Transferring a File

You can replicate node information with a file by replicating the information to a
file, transferring the file to another node, and then replicating from the file you just
transferred.

Steps for Replicating by Manually Transferring a File
This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR on the DCN.
2. Create areplication file. Enter the following command at the OOMGR prompt:

|GFQV@>replicate to fil e=<file _nane> cl ass={<cl ass_name> | all};

3. Transfer the file to the node on which replication will occur.
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Resetting Replicator Package Numbering

4. Replicate the information from the file you transferred to the node. Enter the
following command at the OOMGR prompt:

| GFOM3>replicate fromfile=<file_nane>

See Also: "Parameters for Replicating by Manually Transferring a
File" on page 15-6 for more information about the parameters
available with this command

Parameters for Replicating by Manually Transferring a File

Parameter Description

cl ass Name of the specific class you want to manually replicate. For
example, you could replicate the per son class to copy user
name information to a node.

file Name of the file to which you want to replicate information. You
can enter any filename.

Resetting Replicator Package Numbering

You can reset the replicator package numbering to force the replicator process to
accept a package that has a number that does not match the next expected package.
For example, if a package was not delivered due to network problems, you might
need to reset the package numbering to skip the package that cannot be delivered.

Steps for Resetting Replicator Package Numbering
This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR on the DCN.

2. Enter the following command at the OOMGR prompt:
| GFOMFP>reset replicator;
This command causes the replicator process to accept the next package sent,

regardless of number. The replicator process resets its sequencing starting with
the number of the first package it receives.
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Managing Queues

Each eMail Server node has messaging queues that contain messages waiting for
delivery, rerouting, garbage collection, or some other messaging function. Using
OOMGR, you can monitor and control the message queues and the messages they
contain to ensure the smooth delivery of messages and optimize system
performance.

This chapter contains the following topics:

Displaying a List of Message Queues on a Node
Displaying a List of Messages in a Queue
Suspending a Message

Restarting a Suspended Message

Removing (Bouncing) a Message

Emptying the Dead Message Queue

Rerouting a Queue

Suspending a Queue

Restarting a Suspended Queue
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Displaying a List of Message Queues on a Node

Displaying a List of Message Queues on a Node

You can display a list of message queues to see what queues are available on a local
node and to determine the queue ID for a particular queue.

Steps for Displaying a List of Message Queues on a Node

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > Queues.

3. Inthe right pane, select the Queue List tab.

In OOMGR
1. Start OOMGR on the node with the queue list that you want to display.

2. Enter the following command at the OOMGR prompt:
| GFOMFR>di spl ay queus;

Displaying a List of Messages in a Queue

You can display a list of the messages in any of the message queues to see what
messages are in a particular queue and to determine the message ID for a particular
message in that queue.

Prerequisites to Displaying a List of Messages in a Queue

The Administration Tool updates the queue display periodically based on a poll
rate that you can set. Refer to the online help in the Administration Tool for
instructions on setting the poll rate or polling the queues manually.

Steps for Displaying a List of Messages in a Queue

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.
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Suspending a Message

In the Administration Tool GUI
1. Start the Administration Tool GUL.

2. Inthe navigation tree, select Messaging System > Nodes > Queues > queue_
name.

3. Inthe right pane, select the Messages tab. Active messages appear in blue.
Suspended messages appear in black.

In OOMGR
1. Start OOMGR on the local node.

2. Determine the queue ID of the queue that you want to display. Refer to
"Displaying a List of Message Queues on a Node" on page 16-2 for instructions.

3. Enter the following command at the OOMGR prompt:
| GFOMFR>di spl ay nessage queuei d=<queue | D>,

Suspending a Message

You can suspend the transmission of a single message if that message is causing
trouble.

Steps for Suspending a Message

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > Queues > queue_
name.

3. Inthe right pane, select the Messages tab.
4. Inthe Messages tab, select the message that you want to suspend.
5. Inthe toolbar, click _'.d] (Suspend Message).
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Restarting a Suspended Message

In OOMGR

1. Start OOMGR on the node with the queue containing the message that you
want to suspend.

2. Determine the queue ID of the queue containing the message that you want to
suspend. Refer to "Displaying a List of Message Queues on a Node" on page
16-2 for instructions.

3. Determine the message ID of the message that you want to suspend.

See Also: "Displaying a List of Messages in a Queue"” on page
16-2 for instructions.
4. Enter the following command at the OOMGR prompt:

| GFOMFR>suspend nessage queuei d=<queue | D> nsgi d=<nessage | D>;

Restarting a Suspended Message

Once you have solved the problem that caused you to suspend a message, you
should restart the message so that it can be processed.

Steps for Restarting a Suspended Message

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI

1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > Queues > queue_
name.

3. Inthe right pane, select the Messages tab.

4. Inthe Messages tab, select the message that you want to restart.

5. In the toolbar, click _'.dj (Activate Message).

In OOMGR

1. Start OOMGR on the node with the queue containing the message that you

want to restart.
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Removing (Bouncing) a Message

2. Determine the queue ID of the queue containing the message that you want to
restart. Refer to "Displaying a List of Message Queues on a Node" on page 16-2
for instructions.

3. Determine the message ID of the message that you want to restart. Refer to
"Displaying a List of Messages in a Queue" on page 16-2 for instructions.

4. Enter the following command at the OOMGR prompt:

| FOM>R>r esune nessage queuei d=<queue_| D> nsgi d=<nessage | D,

Removing (Bouncing) a Message

If you cannot solve the problem with an active message that is having trouble in
either a remote or gateway queue, you can remove or bounce the message from the
gqueue. When you bounce a message, the sender of the message receives a
non-delivery message containing the reason that the message cannot be sent.

Prerequisites to Removing (Bouncing) a Message

Before bouncing a message, make sure the message is active. You cannot bounce
suspended messages. In the Administration Tool, active messages appear in blue
and suspended messages appear in black. Refer to "Restarting a Suspended
Message" on page 16-4 for instructions.

Steps for Removing (Bouncing) a Message

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > Queues > queue_
name.

3. Inthe right pane, select the Messages tab.
4. Inthe Messages tab, select the message that you want to bounce.
5. In the toolbar, click :Iﬂ (Bounce Message).
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Emptying the Dead Message Queue

In OOMGR

1. Start OOMGR on the node with the queue containing the message that you
want to bounce.

2. Determine the queue ID of the queue containing the message that you want to
bounce. Refer to "Displaying a List of Message Queues on a Node" on page 16-2
for instructions.

3. Determine the message ID of the message that you want to bounce. Refer to
"Displaying a List of Messages in a Queue" on page 16-2 for instructions.

4. Enter the following command at the OOMGR prompt:
| GFOMFR>bounce queuei d=<queue | > nsgi d=<nessage | D>

Emptying the Dead Message Queue

You should check and empty the Dead Message queue periodically, so that it does
not continue to grow over time. You can automate this task by setting the
deadMsgHol d parameter for the postman process so that dead messages are
automatically removed by the collector process after the specified number of days.

See Also: "Postman Process Parameters” on page 11-24 for more
information about the deadMsgHol d parameter

Rerouting a Queue

If a remote queue becomes blocked by a message, you should reroute the messaging
traffic directed to that queue before you suspend it to determine the problem. This
procedure only works with a remote queue.

Prerequisites to Rerouting a Queue

1. Change the message delivery routes so that the blocked route is not the
lowest-cost route. Refer to "Creating a Message Delivery Route for a
Community" on page 6-4 for instructions.

Wait until the replicator process propagates the change before beginning
another configuration task.

The time necessary to propagate the information depends on the replicator and
postman process schedules, and on the number of nodes through which the
information must travel. Refer to "Checking Replicator Status" on page 15-2 for
instructions.
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Suspending a Queue

Check to be sure the new message delivery route information has reached the
node with the blocked queue by displaying the message delivery route
information for that node. Refer to "Displaying Message Delivery Route
Information” on page 6-6 for instructions.

On the node with the blocked queue, refresh each instance of the postman
process so that they will use the new message delivery route information. Refer
to "Refreshing a Process" on page 9-9 for instructions.

Steps for Rerouting a Queue

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI

1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > Queues > queue_
name.

3. Inthe toolbar, click ﬂ (Reroute Queue).

4. Inthe dialog box, enter the name of the queue to which messages should be
rerouted in the Target Queue text box.

5. Click OK.

In OOMGR

1. Start OOMGR on the node with the blocked queue.

2. Enter the following command at the OOMGR prompt:

| GFOM>>r er out e sour ceq=<bl ocked_queuel D> t ar get g=<al t er nat e_queuel D>

Suspending a Queue

You can suspend a queue to help you isolate a message delivery problem, or stop
messages from going to a node that is not running. You can suspend the
submission, remote, and gateway queues.
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Restarting a Suspended Queue

Prerequisites to Suspending a Queue

Before suspending a queue, reroute the messaging traffic directed to the queue that
you want to suspend. Refer to "Rerouting a Queue" on page 16-6 for instructions.

Steps for Suspending a Queue

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > Queues > queue_
name.

3. Inthe toolbar, click ﬁ (Suspend Queue).

In OOMGR
1. Start OOMGR on the node where you want to suspend the queue.

2. Determine the queue ID of the queue that you want to suspend. Refer to
"Displaying a List of Message Queues on a Node" on page 16-2 for instructions.

3. Enter the following command at the OOMGR prompt:
| OFOM>R>suspend queue queuei d=<queue_I D,

Restarting a Suspended Queue

Once you have solved the problem that caused you to suspend a queue, you should
restart the queue.

Note: Restarting a queue does not activate any message in that
gueue that you explicitly suspended. Refer to "Restarting a
Suspended Message" on page 16-4 for instructions on reactivating a
suspended message.

Steps for Restarting a Suspended Queue

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.
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Restarting a Suspended Queue

In the Administration Tool GUI

1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > Queues > queue_
name.

3. Inthe toolbar, click E (Activate Queue).

In OOMGR

1. Start OOMGR on the node with the suspended queue.

2. Determine the queue ID of the queue that you want to restart. Refer to
"Displaying a List of Message Queues on a Node" on page 16-2 for instructions.

3. Enter the following command at the OOMGR prompt:

| GFOMF>r esune queue queuei d=<queue | D>
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Monitoring and Troubleshooting

eMail Server provides several tools and reports to assist you in monitoring and
troubleshooting your messaging system. Using the Administration Tool or
OOMGR, you can monitor the operation of your eMail Server system. These tools
offer a wide variety of tests that you can run automatically to monitor message flow
and database space usage and report any system problems.

This chapter contains the following information on using those tools and generating
reports:

« Using Server Process Logs

» Using the OEM eMail Server Capacity Monitoring Pack
» Using Monitoring Reports

« Monitoring Messages in the ORAPOST Account
= Running the Monitor Tests and Statistics Tasks

« Activating the Monitor Tests

«  Specifying the Tasks for the Statistics Process

» Deactivating a Monitor Test

« Checking All Tablespaces on a Node

« Checking Space Used by an Individual User

= Monitoring Protocol Server Processes

« Unlocking the User’s INBOX

See Also: Chapter 18, "Monitor Test Reference"”, for a complete
listing of the available tests
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Using Server Process Logs

The eMail Server server process logs provide a continuously running account of
system operations and events. They contain entries for all normal operations and
for all errors that occur. Log files are useful for monitoring system performance, but
unlike monitor reports, the information is not sent to a user account so you must
check the log files periodically to identify problems.

Finding the Log Files

All log files are located in SORACLE_HOME/office/log /
<node_ sid>.

The log filename format is <hostname_server>_<process_name><instance_number>.log,
where hostname_server is the name of the host computer for the database, process_
name is the process type, and instance_number is the number of the process instance
you’re checking.

Following are examples of the process log file names for instance 1 of each process.
The database has the SID acme and is located on the acmehost computer.

Process Type Log Filename

collector acme_acmehost_collector0l.log
(previously called Garbage Collector)

guardian acme_acmehost_guardian01.log
monitor acme_acmehost_monitor0l.log
postman acme_acmehost_postman01.log
replicator acme_acmehost_replicator0l.log
statistics acme_acmehost_statistics01.log

See Also: The Oracle eMail Server Installation Guide for more
information about the tnsnames.ora file

Setting the Log Level

Most processes have parameters where you can specify the level of logging you
want to see in the log files. eMail Server provides standards for log levels, but keep
in mind that these standards are applied to the processes in different ways. For
example, some processes may require only the first two log levels, or two processes
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may display different types of information displayed for log level 3 (medium
information).

Log Level Description

No logging
Error messages only

Minimum information and warnings

0
1
2
3 Medium information
4 Maximum information
5

Debugging information

See Also: Chapter 11, "Process Parameter Reference”, for more
information about setting the log level parameter for a specific
process

Note: When setting log levels, remember that error messages and
other types of information are appended to the log file for the entire
time that a process is running. As log files increase in size, they can
become difficult to manage, and they can become quite large. You
may choose to archive the log files periodically.

Reading the Log Files

eMail Server provides standards for reporting messages in log files so that you can
easily find and interpret the information you need to monitor your system
effectively.

The standards are different for different types of messages, but all messages contain
a time stamp and type code. The type code indicates to which log level the message
belongs. You can use this information to determine whether the log level for a
parameter is displaying the type of information you want to see. The type codes are
as follows:

Type Code Log Level Description

ERR 1 Error messages only
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Type Code Log Level Description

I NF 2 Minimum information and warnings
Dl AG 3and 4 Medium or Maximum information
DBG 5 Debugging information

For example, if the log level for a postman process is set to 4, the log file will display
messages containing the ERR, | NF, and DI AGcodes.

Normal Operation Messages

Log messages reporting normal operations contain the date, time, type code, and
description of the log entry.

For example:
11/16 18:13:23 INF Quardi an process started.

Error Messages

Error messages that appear in the log files contain the date, time, type code,
component ID, error number, and description of the log entry.

For example:
11/ 16 18:13:23 ERR CRA-942: Tabl e or vi ew does not exi st
To display a cause and action for this error message, you can enter the following
command at the command line (make sure ORACLE_HOME is set correctly first):
$ oerr ora 942
The error number (in this example, ORA-942) corresponds to the errors listed in

Chapter 19, "Error Codes and Messages". The component ID indicates which server
process experienced the error.

User Action Messages

Log messages that reflect user actions for the protocol server processes such as the
POP3SRV process and the IMAP4SRYV process contain the date, time, type code,
user ID, thread ID, description of the log entry.

For example:
11/16 18:13:23 I N- jdoe. 10: Logi n succeeded
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Using the OEM eMail Server Capacity Monitoring Pack

eMail Server provides a monitoring pack that tracks the capacity of the system
through Oracle Enterprise Manager (OEM). The monitoring pack displays the
length of message queues and number of concurrent IMAP server connections in a
series of charts.

Note: Oracle Enterprise Manager with the Diagnostics Pack must
be installed prior to using the eMail Server capacity monitoring
pack.

See Also: Oracle eMail Server Installation Guide for more
information.

To use the eMail Server capacity monitoring pack, you must first configure your
system.

1.

Shut down the Oracle agent:

I'snrctl dbsnnp_stop

Start all eMail Server processes.
| GFOMER> startup al | :

Restart the Oracle agent:

Isnrctl dbsnnp_start

Start Oracle Enterprise Manager

From the Oracle Enterprise Manager Console Administrator screen, select
Navigator --> Discover Nodes. The Discovery Wizard screen displays.

In Stepl of the Specify Nodes screen, enter the hostname of the system where
eMail Server is installed and select Next. The Progress screen displays.

Verify that the information displayed is correct and select Finish. A
confirmation screen displays.

From the Oracle Enterprise Manager Console Administrator screen, expand the
Mail Servers folder. Your mail servers should be displayed.

Select a mail server and select Tools --> Diagnostics Pack --> Performance
Manager. This launches the Performance Manager application.
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10. From the Oracle Performance Manager screen, expand IMAP or Message
Queue.

Note: The IMAP Connection Chart can only be used with mail
servers with names beginning with IMAP_ . The Message Queue
Length Chart can be used with all other mail servers.

11. Select IMAP Connection Chart or Message Queue Length.

« If you select IMAP Connection Chart, the Selected Data Sources section will
display a list of message stores.

« If you select Message Queue Length, the Selected Data Sources section will
display message queues.

12. Once the Data Sources have been selected, select Show Chart. The selected chart
displays.

See Also: Oracle Enterprise Manager Administrator’s Guide for
more information on Oracle Enterprise Manager.

Using Monitoring Reports

eMail Server provides a default user account called ORAPOST that receives error
messages from the monitor reports and statistic tasks and notifications regarding
messages that could not be sent. This is a standard user account, so you can check
the messages using the same client software that your users use to check their
messages. You can also change the recipient account by modifying certain process
parameters.

Monitor reports identify problem areas and suggest ways to avoid possible
problems, such as low disk space, before they occur. You can choose from a wide
variety of monitoring reports to help you keep your system running smoothly.

You select tests from the list provided, and specify how often to run them. Once the
tests are run, the monitor sends a report. Monitor reports are sent as e-mail
messages to an account that you specify (the default is ORAPCOST). You can save
these messages, write them to a file, print them, or do anything with them that you
can do with an e-mail message.
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See Also:

= "Monitoring Messages in the ORAPOST Account" on page 17-8
for more information about changing the ORAPQOST account

= "Running the Monitor Tests and Statistics Tasks" on page 17-8
for more information on monitor tests and statistics tasks
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Monitoring Messages in the ORAPOST Account

Messages from the monitor and statistics processes are directed to a user account in
your directory called ORAPGCST. If there are no problems, the monitor sends a "No
Problem" report to this account. A No Problem report is a blank message with a
subject line that you specify in the goodSubj parameter for the monitor process. If
a test discovers a problem or potential problem, the monitor sends a "Problem"
report to this account. Problem reports contain information about any problems
found, as well as suggestions for fixing the problems. Problem reports consist of
subreports that correspond to particular tests.

The ORAPCOST account also receives messages from the postman process.

You can change the user account to which this information is sent by modifying the
post mast er parameter for the postman process, or the pr obReci ps and
noPr obReci ps parameters for the monitor and statistics processes.

You can view the ORAPCST account by logging on to the system with a messaging
client as you would for any other user. You can change the password for the
ORAPOST account by changing the passwor d attribute for the ORAPOST directory
entry. Refer to "Setting a User’s Password" on page 13-9 for instructions.

See Also: Chapter 9, "Managing Processes", for more information
about changing parameters

Running the Monitor Tests and Statistics Tasks

You must run the monitor and statistics processes to collect data and run the tests
used to create reports. The monitor process checks message flow and database
space usage, and the statistics process collects information about delivery time and
database space usage that is used by the monitor tests to create reports.

You can start the monitor and statistics processes and run them at configurable
intervals, or you can use the following instructions to see immediate results in the
Administration Tool.

See Also: "Starting a Registered Process" on page 9-5 for more

information about the configurations of the monitor and statistics
processes

Steps for Running the Monitor Tests and Statistics Tasks
This task can only be performed through the Administration Tool GUI.
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In the Administration Tool GUI

1.

> w0 DN

© N o o0

Start the Administration Tool GUI.
In the navigation tree, select Messaging System > Nodes > node_name.
In the menu, choose Message System > Diagnose...

In the Diagnose dialog box, select the node you want to diagnose from the
Node list box.

Click the Start Diagnosis button.

Click Yes, then OK in the confirmation boxes.

Wait for the diagnostic tests to complete.

When you see the message "Background command is complete!", click OK.

The results appear in the Diagnose dialog box. The Test Fail? column contains
an X for any tests that failed.

See Also: Chapter 18, "Monitor Test Reference”, for more
information about the monitor test results

Activating the Monitor Tests

After selecting the tests you want to run, you must activate the tests. Once
activated, the tests run automatically whenever the monitor process is running.

See Also: Chapter 18, "Monitor Test Reference", for a complete list
of the available tests

Prerequisites to Activating the Monitor Tests

In the Administration Tool, you must run the statistics tasks and monitor tests once
before you can activate a monitor test. Refer to "Running the Monitor Tests and
Statistics Tasks" on page 17-8 for instructions.

Steps for Activating the Monitor Tests

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI

1.

Start the Administration Tool GUI.
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2. Inthe navigation tree, select Messaging System > Nodes > node_name.

3. Inthe right pane, select the Monitor Tests Results tab.

4. Inthe Monitor Tests Results tab, double-click the test that you want to activate.
5. Inthe dialog box, select Yes from the Active list box.

6. Click OK.

In OOMGR

1. Start OOMGR.

2. For each test that you want to activate, enter the following command at the

OOMGR prompt:

| GFOVE@>nodi fy noni tor nane=<t est_name> to active=Y;

Specifying the Tasks for the Statistics Process

You can specify which tasks you want the statistics process to perform and how
often these tasks are performed.

Note: The statistics process only gathers data for the tests that are
active. Refer to "Activating the Monitor Tests" on page 17-9 for
instructions on activating tests.

Steps for Specifying the Tasks for the Statistics Process

This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR.
2. For each task that you want to perform, enter the following command at the

OOMGR prompt:

| CGFOV@>nodi fy statistics nane=<t ask_narne>
2>t o active=Y frequency=<task_perfornance_i nterval _i n_ni nut es>,

If you want to cancel a task that is already active, enter the following command
at the OOMGR prompt:

| FOMFP>nodi fy stati stics nanme=<t ask _nane> to active=N

17-10 Administrator's Guide



Deactivating a Monitor Test

See Also: "Task Names of the Statistics Process" on page 17-11 for
more information about the values to enter

4. If the statistics process was running when you made these changes, refresh the
process so that the changes can take effect. Refer to "Refreshing a Process" on
page 9-9 for instructions.

Task Names of the Statistics Process
The statistics process can perform the following tasks:

Task Name Description:
segment s Gathers information for the database space tests, except the
t abl espace_ful | andt abl espace_fr ag tests.
free_space Gathers information for the database space tests, except the
t abl espace_full andt abl espace_frag tests.
t abl espaces Gathers information for the t abl espace_ful | and
t abl espace_frag tests.
queues Gathers information for the queue_st at us test.
delivery Gathers information for the message flow tests, except the queue_

st at us test.

Deactivating a Monitor Test

You can deactivate a test if you no longer want it to run automatically.

See Also: Chapter 18, "Monitor Test Reference", for a complete list
of the available tests

Steps for Deactivating a Monitor Test

This task can be performed through either the Administration Tool GUI, or the
OOMGR command-line interface.

In the Administration Tool GUI
1. Start the Administration Tool GUI.

2. Inthe navigation tree, select Messaging System > Nodes > node_name.

3. Inthe right pane, select the Monitor Tests Results tab.
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4. In the Monitor Tests Results tab, double-click the test that you want to
deactivate.

5. Inthe dialog box, select No from the Active list box.
6. Click OK.

In OOMGR

1. Determine which test you want to deactivate. To see which tests are currently
activated, use SQL*Plus to query the om non_t est table. The Acti ve column
in this table contains a Y if the test is active.

2. Start OOMGR.
3. Enter the following command at the OOMGR prompt:

| GFOVE@>nodi fy noni tor nane=<t est_name> to active=N

Checking All Tablespaces on a Node

In addition to the information available through the database space tests, you can
also check all tablespaces on a given node. This procedure displays the bytes used,
bytes free, and the maximum free extents for each tablespace.

See Also: "Database Space Tests" on page 18-4 for information on
database space tests

Steps for Checking All Tablespaces on a Node

This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:
| GFOM>>di spl ay db_space;

Checking Space Used by an Individual User

In addition to the information available through the database space tests, you can
also check the space used by an individual user.
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See Also: "Database Space Tests" on page 18-4 for information on
database space tests

Steps for Checking Space Used by an Individual User

This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| GFOM>R>di spl ay quot a user =<user nane>

Monitoring Protocol Server Processes

Protocol server tests probe the listener to retrieve run-time information about the
protocol server processes. You can use this information to determine whether eMail
Server is configured for optimal performance. For example, if you notice that some
of the database connections are not being used regularly, you can lower the
minimum number of connections for the protocol server and reduce the memory
usage.

See Also: "Understanding the Probe Results" on page 17-15 for
information about how to interpret the listener probe results

Prerequisites to Monitoring Protocol Server Processes
Before running the listener probe, determine what kind of information you want to
see. The following information is available:
Connections Displays information about the protocol server process
connections with the database

Users Displays information about the users connected to the
protocol server processes

Shared Memory Info Displays information about how much memory all protocol
server processes are using
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Steps for Monitoring Protocol Server Processes

This task can be performed through either the Administration Tool GUI, or through
a telnet session.

In the Administration Tool GUI

1.
2.

Start the Administration Tool GUI.

In the navigation tree, select Messaging System > Nodes > node_name >
Processes > Instances > process_instance > Running Hosts > host_name.

In the right pane, select the tab for the type of information you want to monitor.
In the toolbar, click j (Probe).

You can click this button whenever you want to refresh the information in the
right pane.

In a Telnet Session

1.
2.

Open a shell tool.
Enter the following command at the shell prompt:

$ tel net <server> <di agport>

The default di agport is5010.
You should see something like the following:

Trying 111.11.1.111...

Gonnected to <server>.

Escape character is ""]'.

usage: probe <class ID> <instance ID> [action=dbinfo | clientinfo | all]
probe 0 0 acti on=shmnfo

See Also: "IOLISTENER Process Parameters” on page 11-37 for
more information about the di agport parameter

To use the listener probe, enter one of the following commands:

To perform this task: Enter this command:

Display database probe <cl ass_|I D> <instance_| D> acti on=dbi nf o
connection information
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To perform this task: Enter this command:

Display client connection probe <cl ass_| D> <i nstance | D>
information action=clientinfo

Display both database probe <cl ass_I D> <instance_| D> action=al |
and client connection

information

Display shared memory probe 0 0 acti on=shm nfo

information

Shared memory information is for all protocol server
processes, SO you must enter zeros for the class ID and
instance ID.

See Also: "Parameters for Monitoring Protocol Server Processes"”
on page 17-15 for more information about the parameters available
with this command

Parameters for Monitoring Protocol Server Processes
Use the following values when running the Probe through a telnet session:

Value Description
class_ID Unique server identification
Valid values:
27 IMAP4
23 POP3
i nstance_| D Instance number of the protocol server process you want to check

Understanding the Probe Results

The following example shows typical results of the pr obe command for displaying
database connection information (pr obe <cl ass_I| D> <i nstance_I D>
acti on=dbi nf 0).

Tue May 19 11:53:34 1998
Dat abase: nsgdat a
Gon  Audsi d S Access# T# F# serNane. Threadld XQur FQur

0 18275860 O 3875 0 0 I | ane5. 43
1 18275862 5 1154 1 0 ckent 1. 12 112
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18275863
18275864
18275866
18275867
18275868
18275869
18275870

398 j ol sen2. 143 27

bwaynel. 12

oO~NO O WN
[eNeoNeNolNoNol
O OO OOoOhM

[eNeNoNoNeoNeNo)

1
0
0
0
0
0
0

These results show that there are eight connections to the nsgdat a database. It also
shows runtime usage information about these connections.

Database Connections

The following parameters appear in the listener probe output for database
connection information (pr obe <cl ass | D> <i nstance_| D>

act i on=dbi nf 0).

Parameter Description
access# Number of times this connection is accessed for SQL processing.
audsi d Auditing session identifier used by the database.
con Unique number assigned to the connection for record keeping.
f# Number of active database fetches.
fcur List of eMail Server cursor I1Ds that have active fetches.
st Connection state.

Valid values:

1 Locked

2 Dynamic connection
4 Active transaction

If there are multiple states, then the values are added together. For
example, a connection that is locked and an active transaction
would have a state of 5.

t# Number of active database transactions.

usernane. t hreadl d Most recent user and protocol server thread that accessed this
connection.

xcur eMail Server cursor ID that started the transaction.
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Users

The following parameters appear in the listener probe output for client connection
information (probe <class I D> <instance I D> action=clientinfo).

Parameter Description

cur eMail Server cursorid associated with the user.

dat abase Connect string for the database to which the user is connected.
i p_address IP address associated with the user.

key Unique number assigned to the user for record keeping.
login_time Last time a database connection was accessed.

session_ID Auditing session identifier used by the database.

usernane. t hreadl d User and protocol server thread that accessed a connection.

Shared Memory

The following parameters appear in the listener probe output for shared memory
information (probe 0 0 acti on=shm nf o).

Parameter Description
cl ass Protocol server process class ID.
Valid values:
27 IMAP4
23 POP3
i nst ance Instance ID for the protocol server process.
| oad Number of active client connections for this instance of the protocol
Server process.
max_cl i Maximum number of clients that can connect to this instance of the
protocol server process.
pi d UNIX process ID number for this instance of the protocol server
process.
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Parameter Description

port_ID Port receiving incoming messages for this instance of the protocol

Sserver process.
Default values:
143 IMAP4 clients
110 POP3 clients

status Status of this instance of the protocol server process.

Valid values:
active

conn_lost

Unlocking the User’s INBOX

If a client is disconnected from the e-mail server unexpectedly, the user’s INBOX
may be locked so the user cannot access it after logging in again.

Steps for Unlocking the User’s INBOX
This task can only be performed through SQL*Plus.

In SQL*Plus

1. Use SQL*Plus to connect to the database as user Q0.

2. Run the $ORACLE_HOME/admin/rsql/OM_inboxlock.sql script.

3. When the script asks for the user name, enter the user name for the user who
has the locked INBOX. The script hangs if the user’s INBOX is locked by
another session. The script also returns the session ID (SID) number. Write
down this number to use in step 6.

4. To release the INBOX, open another shell tool and use SQL*Plus to connect to
the database as user SYS.

5. Run the $ORACLE_HOME/admin/rsql/OM_inboxlockrel.sqgl script.

6. When the script asks for the session ID, enter the SID from step 3.

The script tells you what SQL statement to use to unlock the INBOX. In the
following example, 11 represents the SID, and 2474 is the serial number.

ALTER SYSTEMKILL SESSION 11, 2474;,
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7. Enter the SQL statement from step 6 (ALTER SYSTEMKILL SESSION '11, 2474’ ).
This removes the lock so the user can access the INBOX.

8. Commit your changes and exit from all SQL*Plus sessions.
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Monitor Test Reference

The following tests, described in this chapter, are available for monitoring and
testing your eMail Server system:

« Configuration Tests

« Database Space Tests

« Directory Service Tests
« Message Flow Tests

« Process Tests
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Configuration Tests

eMail Server provides configuration tests that check your system for configuration
problems, such as the presence of two SCNs.

Note:

Generally, when an error report is produced, you should

contact your customer support representative.

Test Name

Condition for Which it Checks

BAD_CM TO_CM

BAD_CR_CONN
BAD_CR SRC

BAD _CR TGT
BAD_DCNS
BAD_NCDE_COWNTY
BAD_NCDE_DOVAI N
BAD_PARENTS
BAD_PATH_CMNTY
BAD_PATH_NODE
BAD_ROUTE_PATH
BAD_ROUTE_SRC
BAD_ROUTE_TGT
EMPTY_CWNTY
MULTI PLE_SCN
NO_NCDE_TO_NCDE
NO_PATH_I N_CWNTY

Pairs of communities that have no message delivery routes
connecting them

Message delivery routes that have invalid connect communities
Message delivery routes that have invalid source communities
Message delivery routes that have invalid target communities
Domains with invalid DCN names

Nodes that subscribe to invalid communities

Nodes that subscribe to invalid domains

Domains with invalid parent domains

Paths that refer to invalid communities

Paths that refer to invalid nodes

Routes with invalid path nodes

Routes with invalid source nodes

Routes with invalid target nodes

Communities to which no nodes subscribe

Nodes that are designated as the SCN if there are more than one
Missing routes from the local node to other nodes

Nodes that have no path to a community to which they
subscribe

Sample Reports Created by Configuration Tests
The following are examples of reports created by the configuration tests.
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BAD_CM_TO_CM
There are no community routing records with (source, target) = (COMM_1, COMM _2)

BAD_CR_CONN
Community Routing record 765432 references an invalid connect community 234765

BAD_CR_SRC
Community Routing record 765432 references an invalid source community 276543

BAD_CR_TGT
Community Routing record 765432 references an invalid target community 237654

BAD_DCNS
Domain DOM3.DOM2.DOM1 has an invalid confignode (654123)

BAD_NODE_COMNTY
Node NODE_6 (612345) is subscribed to the invalid community 126543

BAD_NODE_DOMAIN
Node NODE_6 (612345) is subscribed to the invalid domain 165432

BAD_PARENTS
Domain DOM3.DOM2.DOM1 has an invalid parent (123654)

BAD_PATH_CMNTY
Path = 615243 refers to the invalid community = 612354

BAD_PATH_NODE
Path = 615243 refers to the invalid node = 612543

BAD_ROUTE_PATH
Route = 345678 refers to an invalid path 876354

BAD_ROUTE_SRC
Route = 345678 refers to an invalid source node 876543

BAD_ROUTE_TGT
Route = 345678 refers to an invalid target node 876534

EMPTY_CMNTY
Community COMM_4 has no nodes subscribed to it
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MULTIPLE_SCN

Node NODE_1 (651234) claims to be an SCN
Node NODE_6 (612345) claims to be an SCN

NO_NODE_TO_NODE

Current node has no route records with node NODE_2 (234567) as target

NO_PATH_IN_CMNTY

Node NODE_8 (987654) has no path for community = 456789

Database Space Tests

Database space tests look for fragmented tablespaces, full tables, and other potential

table problems.

Test Name

Condition for Which it Checks

NEW _EXTENT

NEXT_TQOO BI G

NEXT_TOO SMALL

SEGVENT_FULL
TABLESPACE_FRAG
TABLESPACE_FULL
TOO _MANY_EXTENTS

Segments that have had new extents added since the last
report

Segments for which the next extent is larger than the space
available

Segments for which the NEXT_EXTENT size seems
inappropriate

High pairs of PCTUSED and PCTFREE values
Fragmented tablespaces
Tablespaces that are more than 75% full

Segments approaching the operating system-dependent
limit on the number of extents used

Sample Reports Created by Database Space Tests

The following are examples of reports created by the database space tests.
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NEW_EXTENT

The following is a list of segments that have been allocated a new extent since last checked. #=number of
extents.

Node: Segment: # Num added: Report date: Prior date:
OFFICE OM_STAT_SEGMENT 2 1 27-JAN-93 12-AUG-92

NEXT_TOO_BIG

The following is a list of segments for which the next extent is larger than the space available. If the current
extent fills, YOUR SYSTEM WILL STOP. To avoid this, add a file to the tablespace immediately. Then, compact
the tablespace.

Node: Tablespace: Segment: Last Extended: K needed: K avalil.:
OASUN1 OFC_INDB OM BODY K  22-JAN-93 2048 832
OASUN1 OM_EXT_PR OM_EXT_PR 22-JAN-93 978 832
OASUN1 OFC_INDS OM_INSTP_ 21-JAN-93 1466 1300

NEXT_TOO_SMALL

The following is a list of segments growing by more than one extent every nine days or by fewer than one extent
every fifty days. Change the NEXT_EXTENT parameter as suggested below.

KEY: #=num extents; Last=date last extended; Curr=current size; Next=next extent size; Sugg=suggested next
extent; Max=maximum size

Node: Segment: #: Last: Curr(K): Next(K): Sugg(K): Max(K):
OFFICE  M_BODY 32 09-DEC-92 16524 600 1348 4532

SEGMENT_FULL

The following is a list of segments for which the PCT_USED plus PCT_FREE totals more than 85. To maximize
performance, reduce one or both values.
Node: Segment: % Used: % Free: Total %:

OASUN1 OM_BODY K 60 30 90
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TABLESPACE_FRAG

The following is a list of tablespaces that contain more than 75 non-contiguous fragments after garbage
collection. The number of compacted fragments counts each group of contiguous fragments as one fragment.
Within each tablespace, identify the problem tables by their high number of extents. Move them into a separate
tablespace, or compact the existing tablespace.

Node: Tablespace: Compacted fragments: Total fragments:
OFFICE OFFICE 293 554
OASUN1 OFC_INDS 1388 96.49

TABLESPACE_FULL

The following is a list of tablespaces that are more than 75% full. Add new files, or compact the tablespaces.

Node: Tablespace: K used: K available: % full:
OASUN1 OFC_INDB 58876 1280 97.87
OASUN1 OFC_INDS 38180 1388 96.49

TOO_MANY_EXTENTS

The following is a list of segments for which the number of extents is approaching the system-dependent limit. If
this number reaches the limit, YOUR SYSTEM WILL STOP. To avoid this, compact the problem segments. Or,
use the MAX_EXTENTS parameter to override the limit on a table-by-table basis.

Node: Segment: Last Extended: Num extents: Max extents: Extents/wk:
OASUN1 OM_BODY_K 21-JAN-93 70 99 197
OASUN1 OM_INST_R 21-JAN-93 89 99 251

Directory Service Tests

eMail Server provides directory service tests that check your system for
configuration problems, such as empty distribution lists.

Test Name Condition for Which it Checks
CLASSI D_CHECK Class IDs that have no global ID
DSSALL_CHECK Whether ALL has a global ID
EMPTY_LI STS Empty distribution lists

M SSI NG_OBJECTS Missing eMail Server tables, views, synonyms, sequences, or
indexes
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Test Name Condition for Which it Checks

REPLOG TOO BI G Whether the number of entries in the replicator log is more than
four times the number setin| ogScanSi ze

REPL_UNACKED The number of unacknowledged packages if there is more than
one

Sample Reports Created by Directory Service Tests
The following are examples of reports created by the directory service tests.

CLASSID_CHECK
Missing GloballD for class 123456

DSSALL_CHECK
Missing GloballD for "All"

EMPTY_LISTS
Distribution List LIST_3 (654321) has no elements

MISSING_OBJECTS
Missing SCHEDULE from schema: OAGRP.VACATION_TIME

REPLOG_TOO_BIG
Too many unpackaged rows in the replog 400

REPL_UNACKED
Package outstanding for DOMAIN_7 to DOMAIN_5 package no. 721

Message Flow Tests

eMail Server provides message flow tests that check your system for configuration
problems, such as nodes with long distribution times.

Test Name Condition for Which it Checks

DELI V_NODE Nodes with long delivery times to the local node
DELI V_TOTAL_REC Long delivery times for all messages received by the local node
QUEUE_STATUS Oldest queued message
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Sample Reports Created by Message Flow Tests
The following are examples of reports created by the message flow tests.

DELIV_NODE

The following is a list of delivery statistics for nodes from which this node has received less than 90% of sent
messages in under 5 minutes.

Source Average (min): Tot. msgs: % 15 min; % 5 min: % 1 min: % 30 sec
Node:
Bob 100 865 94.5 85.3 71.4 58.6

DELIV_TOTAL_REC

This node has received less than 90% of its messages in under 5 minutes.
Average (min): Tot. msgs: % 15 min: % 5 min: % 1 min: % 30 sec
100 865 94.5 85.3 71.4 58.6

QUEUE_STATUS

Queue Status:

Node: OASUNL1 Oldest of 10 SUBMISSION msgs was 10 hours old on 28-JAN-98 10:34

Gateway: INTEROFFICE on node INTEROFFICE backed up delivering 4 msgs since 27-JAN-98 23:26
Summary: Node INTEROFFICE Backed up sending 4 msgs to INTEROFFICE since 27-JAN-98 23:26

Process Tests

eMail Server provides process tests that check your system for process problems,
such as missing data accounts.

Test Name Condition for Which it Checks

NO_REPL Missing database account for the replicator
NO_SCHED Missing database account for the scheduler
PROCESS_TI ME Last wake and sleep times for server processes

Sample Reports Created by Process Tests
The following are examples of reports created by the process tests.
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NO_REPL

Replicator account does not exist or is not an Oracle account

NO_SCHED

Scheduler account does not exist or is not an Oracle account

PROCESS_TIME

Last wake and sleep times for server processes.

Process: Instance: Last Wake:
Postman 1 23-JAN-98 18:30
Postman 2 NOT ACTIVE
Collector 1 23-JAN-98 00:30

Last Sleep: Current Time:

23-JAN-93 19:30 23-JAN-98 20:00
NOT ACTIVE 23-JAN-98 20:00
23-JAN-98 06:30 23-JAN-98 20:00
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Error Codes and Messages

Error codes and messages may appear in any part of eMail Server. Users may see
them in the end-user interface, and administrators may see them in the
administrative tools and process logs.

Sometimes, more than one error will be displayed. A list of error messages is called
an error stack. The bottommost error in the stack is typically the cause of the error.

Note: The error stack may contain error messages from other
Oracle products that eMail Server uses, such as the Oracle8i
Universal Data Server and Net8. When these additional errors
appear, refer to the documentation for the given product.

This chapter includes component-specific errors, listed in numerical order. The error
codes are divided into the following groups:

Messaging Server Messages
Public/Shared Folder Error Messages
IMAP Messages

POP3 Messages

SMTP/MIME Gateway Messages
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Messaging Server Messages

DA-10505 Could not start server processes.
Cause: IM manager could not signal the guardian process.

Action: The guardian process may not be running or there may be problems
with the dbns_al ar mpackage. Check the guardian process log file to ensure it
is receiving requests from IM manager.

DA-10506 Could not shut down server processes.
Cause: IM manager could not signal the guardian process.

Action: The guardian process may not be running or there may be problems
with the dbns_al ar mpackage. Check the guardian process log to ensure it is
receiving requests from IM manager.

DA-10528 You entered invalid information: @1
Cause: An incorrect value was specified on the command line.

Action: Abort command.

DA-10529 You entered an attribute that is not a key attribute: @1
Cause: Wrong attribute specified as key attribute of class.

Action: Abort command.

DA-10554 You specified attributes that cannot be inserted: @1
Cause: Non-insertable attributes specified in command.

Action: Abort command.

DA-10555 You specified attributes that cannot be updated: @1
Cause: Non-updatable attributes specified in command.

Action: Abort command.

DA-10603 You supplied an invalid attribute name: @1
Cause: An incorrect attribute was specified on the command line.

Action: Abort command.

DA-10621 National language support initialization failed.
Cause: Problems encountered when trying to start up NLS support.

Action: Contact Oracle Support Services.
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DA-10622 You supplied an invalid username/password. Login failed.
Cause: Directory login failed.

Action: Retry with different user name or password.

DA-10623 Could not start process due to problems accessing memory.
Cause: Memory allocation problems found during process startup.

Action: Contact Oracle Support Services.

DA-10624 Could not shut down process due to problems accessing memory.
Cause: Memory allocation problems found during process shutdown.

Action: Contact Oracle Support Services.

DA-10625 Could not start a process due to errors in the message facility.
Cause: Problems encountered when starting up externalized message support.

Action: Contact Oracle Support Services.

DA-10626 Could not shut down a process due to errors in the message facility.
Cause: Problems encountered when cleaning up externalized message support.

Action: Contact Oracle Support Services.

DA-10627 Could not start Guardian process.
Cause: Problems with spawning guardian process.

Action: Contact Oracle Support Services.

DA-10628 Could not shut down the Guardian process.
Cause: Problems with stopping guardian process.

Action: Contact Oracle Support Services.

DA-10629 Could not start the Guardian process because the startup timed out.
Cause: Startup protocol to guardian process timed out.

Action: Abort command.

DA-10630 Could not shut down the Guardian process because the shutdown
timed out.

Cause: Shutdown request to guardian process timed out.
Action: Abort command. Contact Oracle Support Services.
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DA-10631 You specified an invalid class: @1
Cause: Bad class name entered in command line or batch mode.

Action: Abort command.

DA-10632 You specified an invalid queue identifier.
Cause: Bad queue ID.

Action: Abort command.

DA-10633 Internal-queue management error.
Cause: Bad queue ID.

Action: Abort command.

DA-10634 Message cannot be processed.
Cause: Bad queue ID.

Action: Abort command.

DA-10635 Invalid source queue identifier.
Cause: Bad queue ID.

Action: Abort command.

DA-10636 Internal-Unexpected classid: @1
Cause: Unknown or unexpected class ID passed to an internal routine.

Action: Abort command.

DA-10637 Mandatory field missing: @1
Cause: Necessary field in command not specified.

Action: Abort command.

DA-10638 You specified an invalid option: @1
Cause: Option to command not specified or invalid option specified.

Action: Abort command.

DA-10639 Internal-Invalid option number: @1
Cause: Invalid option found in command logic.

Action: Abort command. Contact Oracle Support Services.
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DA-10640 You cannot use the show command with this class.
Cause: Invalid class given to show command.

Action: Abort command.

DA-10641 Internal-Null Object identifier encountered.
Cause: A null object ID was incorrectly passed to a procedure call.

Action: Abort command.

DA-10642 Internal-Mandatory attribute missing.
Cause: A null attribute 1D was incorrectly passed to a procedure.

Action: Abort command.

DA-10643 Internal-Config node of this domain not found.
Cause: Configuration node information lost in database.

Action: Abort command.

DA-10644 Referenced object does not exist: @1
Cause: Obiject not found in database.

Action: Abort command.

DA-10645 Internal-SCN of this domain not found.
Cause: SCN node information lost in database.

Action: Abort command. Contact Oracle Support Services.

DA-10646 Missing key attribute: @1
Cause: Key attribute of class missing from specified attributes.

Action: Abort command.

DA-10647 Internal-Key attribute not found: @1
Cause: Key attribute of class missing in procedure call.

Action: Abort command. Contact Oracle Support Services.

DA-10648 The attribute you specified does not belong to class: @1
Cause: Incorrect attributes specified to command.

Action: Abort command.
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DA-10649 Invalid target queue identifier.
Cause: Bad queue ID.

Action: Abort command.

DA-10650 Parameters cannot be deregistered from this server.
Cause: User tried to deregister a parameter from a standard server.

Action: Abort command.

DA-10651 Parameters cannot be registered with this server.
Cause: User tried to register a new parameter with a standard server.

Action: Abort command.

DA-10652 Null attribute value specified: @1
Cause: User tried to specify an attribute with a null value.

Action: Abort command.

DA-10653 Internal-Min and Max values stored incorrectly.

Cause: The minimun and maximum values of a parameter from the database
are inconsistent.

Action: Abort command. Contact Oracle Support Services.

DA-10654 You must supply an option for this task.
Cause: You must specify an option for command.

Action: Abort command.

DA-10655 Typed passwords do not match. Password unchanged.

Cause: User incorrectly typed confirming password while using the set pwd
command.

Action: Abort command.

DA-10656 Internal-Database account information does not exist.
Cause: Database account and password information stored improperly.

Action: Abort command. Contact Oracle Support Services.

DA-10657 Internal-Database grant failed. Password unchanged.
Cause: SQL statement to change actual database password failed.

Action: Abort command. Contact Oracle Support Services.
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DA-10658 Internal-Attribute value could not be found in database: @1
Cause: An expected attribute value could not be found in directory tables.

Action; Abort command. Contact Oracle Support Services.

DA-10659 No processes are currently running.
Cause: Usertriedtorefresh all processes while there were none running.

Action: Abort command.

DA-10660 Process currently not running.
Cause: User tried to refresh a stopped process.

Action: Abort command.

DA-10662 Internal-Null value specified to procedure.
Cause: Internal procedure encountered unexpected null value.

Action: Abort command. Contact Oracle Support Services.

DA-10663 You have entered an ambiguous command.
Cause: User didn’t type enough characters to specify a unique command.

Action: Abort command.

DA-10664 You cannot use the reserved word ADMIN.
Cause: User tried to use the keyword ADM Nin a command.

Action: Abort command.

DA-10665 Invalid command.
Cause: User entered unrecognized command.

Action: Check for possible typing error.

DA-10670 Referenced object contains a bad gateway name: @1
Cause: One of the fields in command has a bad gateway name.

Action: Abort command.

DA-10671 Referenced object contains a bad domain name: @1
Cause: One of the fields in command has a bad domain name.

Action: Abort command.
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DA-10672 Referenced object has an ambiguous name: @1
Cause: One of the fields in the command refers to multiple objects.

Action: Abort command.

DA-10673 Referenced object does not have the correct class: @1
Cause: One of the fields in the ommand refers to an object of incorrect type.

Action: Abort command.

DA-10674 Internal-Name resolution procedures failed.
Cause: Internal name resolution procedures returned invalid result.

Action: Abort command. Contact Oracle Support Services.

DA-10678 Parameter min values must be less than their max values.

Cause: User tried to enter a minimum value for a parameter that was greater
than its maximum value.

Action: Abort command.

DA-10682 Min and max values are not allowed for this type.
Cause: Minimum and maximum values were entered for a string or date type.

Action: Abort command.

DA-10683 The time period you specified overlaps those in the database.
Cause: User tried to enter times which overlap one another.

Action: Abort command.

DA-10684 The sleep time value extends beyond the duration you specified.
Cause: User tried to enter a sleep time greater than the duration of the process.

Action: Abort command.

DA-10685 Referenced object is not unique: @1
Cause: Object is not unique in database.

Action: Abort command.

DA-10686 The command you specified is too long.
Cause: Command is too long.

Action: Abort command.
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DA-10687 You specified an invalid value. Please use Y or N.
Cause: User tried to specify something other than Y (yes) or N (no).

Action: Abort command.

DA-10688 Internal-Process Token not found in database.
Cause: Internal routine could not find a process parameter description.

Action: Contact Oracle Support Services.

DA-10693 You specified mis-matching quotes in your command.
Cause: User specified an incorrect number of quotes.

Action: Abort command.

DA-10694 You specified a name with incorrect quoting syntax: @1
Cause: User incorrectly specified quotes in an attribute.

Action: Abort Command.

DA-10695 You specified an incomplete command.
Cause: Unexpected end of line encountered.

Action: Abort Command.

DA-10696 Internal-Token was truncated to fit buffer.
Cause: Parsed token was truncated to fit internal buffer.

Action: Contact Oracle Support Services.

DA-10697 Internal-Error found in data dictionary.
Cause: The information contained within the data dictionary is corrupted.

Action: Contact Oracle Support Services.

DA-10698 You must specify the DL name first for this operation.
Cause: The user entered other attributes before specifying DL name.

Action: Abort command.

DA-10699 You must use double quotes to quote attribute values.
Cause: The user used single quotes () to quote an attribute value.

Action: Abort command.
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DA-10700 You must provide DL members for this operation.
Cause: The user omitted DL members in attribute list.

Action: Abort command.

DA-10701 The times you specified do not cover a 24 hour period.
Cause: User specified process times that totaled less than 24 hours.

Action: Abort command.

DA-10702 You cannot delete the last member of a DL. Delete the DL instead.
Cause: User tried to delete the last member of a DL.

Action: Abort command.

DA-10703 A @ already exists with this name. Please use a different name.
Cause: Objects must be uniquely named within a domain.

Action: Use a different name.

DA-10704 You can only delete a domain from the parent domain.
Cause: User deletes a domain which is not a child domain of current domain.

Action: Abort command.

DA-10705 You must install a node before subscribing.
Cause: User subscribe a node which has status initializing.

Action: Abort command.

DA-10706 The process instance you specified does not exist.
Cause: User tried to perform an operation on a hon-existant process.

Action: Abort action.

DA-10731 You cannot deregister default parameter values.

Cause: User tried to deregister instance 0 of a process, which represents the
default process settings.

Action: Abort command.

Public/Shared Folder Error Messages

DA-10801 The synctype class on this node cannot be managed via IOFCMGR.
Cause: SyncTypes from 2.1.9 aren’t compatible with 2.1.15 IOFCMGR.

Action: Use option 4 of the master.rsc script with of ci ns.
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DA-10802 Synchronization type 0 is a reserved type and cannot be changed.
Cause: User tried to register, deregister, or modify a Syncl D of 0.

Action: User should use another identifier.

DA-10804 You cannot specify this privilege for this type of object.
Cause: User tried to specify an incorrect security privilege for an object.

Action: User should look up the appropriate privileges for that object.

DA-10805 You currently cannot move folders through folder hierarchies.
Cause: User tried to move a folder to a different level in the hierarchy.

Action: User can only rename folders under the same hierarchy.

DA-10810 Internal-Attribute value truncated in dalqtv().
Cause: Long string given for attribute value.

Action: Use a shorter string.

DA-10811 Internal-Buffer too small in dalqtv().
Cause: Internal coding error.

Action: Contact Oracle Support Services.

DA-10813 Could not generate system address of node for request.

Cause: A database error prevented construction of a node system account
address used when sending a replication request.

Action: Contact Oracle Support Services.

DA-10823 Invalid database password. Database password was not changed.
Cause: An invalid password was specified with the set pwd command.

Action: Make sure you have entered a password that meets password
requirements. Database passwords may not contain multibyte characters.

IMAP Messages

25001, Login Error for user %s. Error %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.
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25007, Get new mail failed. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25008, Fetch header attributes failed. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25009, Failed to get fid for %s. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25010, Failed to create folder %s. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25011, Fail in search. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25012, Failed to get header info. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25013, Failed to rename folder (fid = %d) to %s. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25014, Failed to mark message (msgid = %d, fid = %d) read. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25015, Failed to set instance flag (msgid = %d, fid = %d). Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.
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25016, Failed for (msgid = %d, fid = %d). Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25017, Failed to insert subscribed folder %s. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25018, Failed to delete subscribed folder %s. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25019, Failed to get list of subscribed folders matching pattern %s. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25020, Failed to set msg uids for folder %d. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25021, Failed to update folder %d access date. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25022, Failed to list folder %d. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25023, Failed at counting number of unread msgs in folder %d. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25024, Failed to get next_uid in folder %d. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.
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25025, Failed to move %d message(s) from src fldr (fid = %d) to dest fldr (fid =
%d). Error# %d\n

Cause: Oracle database errors.
Action: Refer to error stack for Oracle database errors.

25026, Failed to create hierarchical folders %s. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25027, Failed to delete %d message(s) from src fldr (fid = %d). Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25028, Failed to get connection string. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25029, failed to get message shell. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25030, Error in opening mailbox - %s\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

25031, Could not retrieve folder id. Error# %d\n
Cause: Oracle database errors.

Action: Refer to error stack for Oracle database errors.

POP3 Messages

Error while reading socket.\n
Cause: The client closed the socket already.

Action: No action needed.

Failed to open user’s Inbox.\n
Cause: Oracle API error.

Action: Check the database errors in the error stack.
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Failed to determine user’s connect string.\n
Cause: User record does not exist in the database.

Action; Default user connect strings are retrieved from the first database in the
configuration file, make sure that all users accounts are accessible in that
database.

SMTP/MIME Gateway Messages

All Oracle error messages related to the SMTP/MIME gateway are written to two
log files. Errors that occur when e-mail is sent from eMail Server to SMTP/MIME
Mail are written to the following log file named $ORACLE _

HOME/ office/log/<node_sid>/<hostname_server>_<gateway_ name><instance_
number>.log, where <hostname_server> is the name of the host on which the gateway
runs.

Errors that occur when e-mail is sent from SMTP/MIME Mail to eMail Server are
written to the following log file SORACLE_HOME/ office/log/
<node_sid>/<hostname_server>_<gateway_ name_lIn><instance_number>.log.

Note: The SMTP/MIME gateway error messages do not have
numbers associated with them.

24000, 0, Gateway exited with error %d\n
Cause: Gateway exited.

Action: Check error number.

24004, 0, Error %d inserting extended header.\n
Cause: Failed to insert extended header record.

Action: Check the Oracle error.

24005, 0, Error logging on: mhlon config error %d\n
Cause: Gateway log on failed.

Action: Check gateway configuration and unx.cfg file.

24006, 0, Error logging on: mhlon temporary error %d\n
Cause: Gateway log on failed.

Action: Check the Oracle error.
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24011, 0, Invalid recipient(s): %s\n
Cause: Recipients listed are invalid.

Action; Change the recipients.

24012, 0, No valid recipients, exited.\n
Cause: No valid recipients.

Action: Use valid recipients.

24014, 0, At least 5 special args req’d, only %d supplied.\n
Action: Check the arguments.

24015, 0, Initialization error %d: getting message ID failed\n
Cause: Failed to get a new message ID from database.

Action: Consult the database administrator.

Failed to create a new header structure.
Action: Check the disk space.

24017, 0, Error %d: inserting header failed\n
Cause: Failed to insert header information.

Action: Check the Oracle error.

24018, 0, Error %d: posting message failed\n
Cause: Failed to post the message and commit.

Action: Check the Oracle error.

24019, 0, Routing loop detected.\n
Cause: Message is routed in a loop.

Action: Break the loop.

24020, 0, Error %d: validating recipient failed\n
Cause: Recipient is not valid.

Action: Check the recipient.

24021, 0, Error %d: inserting body failed\n
Cause: Failed to insert body.

Action: Check the Oracle error.
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24033, 0, mhwigr error %ld: inserting recipients failed\n
Cause: Failed to insert recipients into the database.

Action: Check the Oracle error.

24038, 0, No header information found ... cleaning up\n
Cause: Failed to retrieve header information for a message.

Action: Consult the database administrator.

24042, 0, Error in fopen() of %s\n
Cause: Failed to open afile.

Action: Check the file path, name, permission, and disk space.

24043, 0, Error in fclose() of %s\n
Cause: Failed to close afile.

Action: Check the file path, name, and permission.

24044, 0, Error in fdopen() of file descriptor %d\n
Cause: Failed to open afile.

Action: Check the file path, name, permission, and disk space.

24067, 0, System had been shut down or restarted. Exit.\n
Cause: Failed to get database state.

Action: Consult the database administrator.

24080, 0, Sending Return Message Failed: %ld.\n
Cause: Failed to send return message.

Action: Check the Oracle error.

24081, 0, Error getting body or attachment (mhrgXX): %ld\n
Cause: Failed to get the body or attachment.

Action: Check the Oracle error in the error message.

24082, 0, Error getting recipients (mhwgrr): %Ild\n
Cause: Failed to get the recipients.

Action: Check the Oracle error in the error message.
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24095, 0, Error getting extended header %ld.\n
Cause: Failed to get the extended header.

Action: Check the Oracle error in the error message.

24096, 0, Error opening sendmail pipe.\n
Cause: Failed to open the sendmail pipe.

Action: Check the permissions on the sendmail executable in Zusr/lib.

24097, 0, mhroim error %ld: opening included message failed.\n
Cause: Failed to open the included message.

Action: Check the Oracle error in the error message.

24182, 0, System error in child process, %s, errno=%d\n
Cause: System error.

Action: Make sure that the process exists and has execute permissions.

24183, 0, System error in decoderl process, %s, errno=%d\n
Cause: System error.

Action: Make sure that the process exists and has execute permissions.

24184, 0, System error in decoder2 process, %s, errno=%d\n
Cause: System error.

Action: Make sure that the process exists and has execute permissions.

24302, 0, tempnam() returned NULL.\n
Cause: Failed to generate a temporary name for the decoded file.

Action: Check permissions for the temporary directory.

24303, 0, Error opening file %s.\n
Cause: Failed to open afile.

Action: Check the file path, name, permission, and disk space.

24304, 0, Error writing %s bytes to %s.\n
Cause: Failed to write to a file.

Action: Check the file path, name, permission, and disk space.
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24305, 0, Error reading from %s.\n
Cause: Failed to read from a file.

Action: Check the file path, name, and permission.

24306, 0, Error flushing data to temporary file %s\n
Cause: Failed to flush afile.

Action: Check the file path, name, permission, and disk space.

SSL Messages
19001 Fail to add certificate from the database.
Cause: The SSL trusted certificate was not found in the database.

Action: After requesting the certificate, you must run the Wallet Manager to
store the certificate in the database. Refer to "Obtaining an SSL Trusted
Certificate" on page 10-6 for instructions.

19002 Fail to set SSL protocol version to %d.
Cause: The SSL protocol version is invalid.

Action: Check to see if the protocol version is one of the allowable SSL protocol
versions.

19003 Fail to set SSL protocol side to %d.
Cause: The SSL protocol side is incorrect.

Action: The SSL protocol side must be either SSL_ServerSide or SSL_
ClientSide.

19004 Fail to set request client certificate to %d.
Cause: The request client certificate flag is invalid.

Action: Make sure the client certificate flag is valid.

19005 Fail to set 10 Reference to socket %d.
Cause: The parameters are invalid.

Action: Make sure the parameters are valid.

19006 Fail to establish handshake with the client.
Cause: This error can be caused by a variety of situations.

Action: Refer to the SSL Plus documentation for information about establishing
handshake with a client.
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19007 Fail to initialize SSL context.
Cause: This is an internal error.

Action; Contact Oracle Support Services.

19008 Fail to set SSL allocation callback function.
Cause: This is an internal error.

Action: Contact Oracle Support Services.

19009 Fail to set SSL free callback function.
Cause: This is an internal error.

Action: Contact Oracle Support Services.

19010 Fail to set SSL reallocation callback function.
Cause: This is an internal error.

Action: Contact Oracle Support Services.

19011 Fail to set SSL random object callback function.
Cause: This is an internal error.

Action: Contact Oracle Support Services.

19012 Fail to set SSL time callback function.
Cause: This is an internal error.

Action: Contact Oracle Support Services.

19013 Fail to set SSL time convertion callback function.
Cause: This is an internal error.

Action: Contact Oracle Support Services.

19014 Fail to set SSL read callback function.
Cause: This is an internal error.

Action: Contact Oracle Support Services.

19015 Fail to set SSL write callback function.
Cause: This is an internal error.

Action: Contact Oracle Support Services.
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19016 Fail to set SSL check certificate chain callback function.
Cause: This is an internal error.

Action; Contact Oracle Support Services.

19017 Fail to create random reference.
Cause: This error can be caused by a variety of situations.

Action: Refer to the SSL Plus and BSAFE documentation for information about
how to handle this error.

19018 Fail to set SSL random reference callback function.
Cause: This is an internal error.

Action: Contact Oracle Support Services.

19019 Fail to allocate space for the MHZ context.

Cause: This is a memory allocation problem which could be caused by memory
corruptions.

Action: Contact Oracle Support Services.

19020 Fail to allocate space for the SSL context.

Cause: This is a memory allocation problem which could be caused by memory
corruptions.

Action: Contact Oracle Support Services.

19021 Fail during SSL initialization.
Cause: Unable to initialize the SSL context or to set the SSL callback functions.

Action: Examine the errors returned by mhzsd to pinpoint the problem.

19022 Fail to create algorithm object.
Cause: This is a BSAFE error.
Action: Refer to the BSAFE documentation for information about how to
handle this error.

19023 Fail to create key object.
Cause: This is a BSAFE error.

Action: Refer to the BSAFE documentation for information about how to
handle this error.
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19024 Fail to create public key object.
Cause: This is a BSAFE error.

Action: Refer to the BSAFE documentation for information about how to
handle this error.

19025 Fail to set algorithm information.
Cause: This is a BSAFE error.

Action: Refer to the BSAFE documentation for information about how to
handle this error.

19026 Fail to initialize the algorithm object.
Cause: This is a BSAFE error.

Action: Refer to the BSAFE documentation for information about how to
handle this error.

19027 Fail to generate key pair.
Cause: This is a BSAFE error.

Action: Refer to the BSAFE documentation for information about how to
handle this error.

19028 Fail to set export private key.
Cause: This is a BSAFE error.
Action: Refer to the BSAFE documentation for information about how to
handle this error.

19029 Fail to add CA certificates.
Cause: Unable to add the CA certificates into the SSL context.

Action: Examine the errors returned by mhzaddtcerts to pinpoint the problem.

19030 Fail to configure DH parameters.
Cause: Unable to configure the Diffie-Hellman parameters.

Action: Examine the errors returned by mhzdhparams to pinpoint the problem.

19031 Fail to set SSL session reference.
Cause: This is an internal error.

Action: Contact Oracle Support Services.

19-22 Administrator's Guide



SSL Messages

19032 Fail to add an RSA commercial CA root self-signed certificate.
Cause: This error can be caused by memory allocation problems or ASN
certificate parsing problems.

Action: Refer to the SSL Plus documentation for information about how to
handle this error.

19033 Fail to add a classl root self-signed certificate. ID = 1.
Cause: This error can be caused by memory allocation problems or ASN
certificate parsing problems.

Action: Refer to the SSL Plus documentation for information about how to
handle this error.

19034 Fail to add a class? root self-signed certificate. ID = 2.
Cause: This error can be caused by memory allocation problems or ASN
certificate parsing problems.

Action: Refer to the SSL Plus documentation for information about how to
handle this error.

19035 Fail to add a class3 root self-signed certificate. ID = 3.
Cause: This error can be caused by memory allocation problems or ASN
certificate parsing problems.

Action: Refer to the SSL Plus documentation for information about how to
handle this error.

19036 Fail to add a class4 root self-signed certificate.

Cause: This error can be caused by memory allocation problems or ASN
certificate parsing problems.

Action: Refer to the SSL Plus documentation for information about how to
handle this error.

19037 Fail to create algorithm object.
Cause: This is a BSAFE error.
Action: Refer to the BSAFE documentation for information about how to
handle this error.

19038 Fail to set algorithm info.
Cause: This is a BSAFE error.

Action: Refer to the BSAFE documentation for information about how to
handle this error.
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19039 Fail to initialize key agreement.
Cause: This is a BSAFE error.

Action: Refer to the BSAFE documentation for information about how to
handle this error.

19040 Fail to set anonymous DH parameters.
Cause: This is an internal error.

Action: Contact Oracle Support Services.

19041 Fail to read %d bytes from socket.
Cause: This could be a socket error or a blocking error.

Action: Check the client to see if it is still active. The client may close the socket
during timeout.

19042 Fail to write %d bytes to socket.
Cause: This could be a socket error or a blocking error.

Action: Check the client to see if it is still active. The client may close the socket
during timeout.

19043 SSL Debugging. This is not an error.
Cause: This is not an error message.

Action: No action required.

Collector Process Messages

OAO-14702, 0, Collector: logon to the database failed.
Cause: The server was unable to establish a connection to the database.

Action: Check whether the database is online, or whether the connection string
is correct.

OAO-14704, 0, System is not in run statelthe node is being shut down, no server
can be running.

Action: Wait until the node has started up and restart the server

OAO-14705, 0, Failed to get system state.
Cause: This is a generic database error.

Action: Check and fix the related Oracle database error.
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OAO-14706, 0, Process registration failed with error %ld.
Cause: This is a generic database error.

Action: Check and fix the related Oracle database error.

OAO-14708, 0, System has been shut down or restarted.
Cause: System has been shut down or restarted.

Action: Shut down the process previously started and try again.

OAO-14709, 0, Failed to fetch timing parameters.
Cause: This is a generic database error.

Action: Check and fix the related Oracle database error.

OAO-147186, 0, Failed to initialize the date context.
Cause: The error is due to insufficient memory.

Action: Close some applications and try again.

OAO-14720, 0, Failed to initialize cursor context.
Cause: The error is due to insufficient memory.

Action: Close some applications and try again.

OAO-14721, 0, Failed to read a process parameter (ID=%d) from the database.
Cause: This is a generic database error.

Action: Check and fix the related Oracle database error.

OAOQO-14775, 0, Cleaning up Oracle*Mail V1 messages failed with error %ld.
Cause: This is a generic database error.

Action: Check and fix the related Oracle database error.

OAO-14790, 0, Initializing mail context failed with error %ld.
Cause: The error is due to insufficient memory.

Action: Close some applications and try again.

Guardian Process Messages

14825 Login failed with error %ld
Cause: The guardian server process was not able to log into the database.

Action: Check the DS layer login error and fix accordingly.
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14827 Error %ld registering process.
Cause: This is a generic database error.

Action: Check and fix the related Oracle database error.

14828 Error allocating process table cache.
Cause: There is not enough memory to hold the process table cache.

Action: Close some applications and try again.

14829 Error %ld generating process parameters.
Cause: This is usually caused by missing message files.

Action: Make sure ORACLE_HQOVE is set correctly.

14830 Error %ld spawning child process.
Cause: This is usually caused by incorrect executable file attributes.

Action: Make sure ORACLE_HOME is set correctly and the root.sh script was
executed after installation to ensure that the correct executable file exist and
permissions are set correctly. Refer to the Oracle eMail Server Installation Guide
for instructions on how to run the root.sh script.

14831 Error checking died child processes.

Cause: The guardian server process failed when trying to wait on a child
process.

Action: Contact Oracle Support Services.

14832 Unknown child process ID returned
Cause: The guardian server process retrieved an unknown child process ID.

Action: Contact Oracle Support Services.

14843 Failed to terminate guardian process.

Cause: This is usually caused by the guardian server process not being able to
log into or out of the database correctly.

Action: Make sure ORACLE_HQOVE is set correctly.

14847 Receiving database alert failed with error %ld.
Cause: This is usually caused by the database being shutdown abruptly.

Action: Check to see if the database is online.
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14848 Sending database alert failed with error %ld.
Cause: This is usually caused by the database being shutdown abruptly.

Action: Check to see if the database is online.

14849 Performing OOMGR’s request failed with error %ld.
Cause: This is an internal error.

Action: Contact Oracle Support Services.

14850 Restarting child process failed with error %ld.

Cause: This is usually caused by a failed response from waiting on the child
process.

Action: Contact Oracle Support Services.

14854 Some packages are not pinned successfully with error %ld.
Cause: Some of the packages were not loaded into the database successfully.

Action: Contact Oracle Support Services. The system should still function
correctly.

14855 Pinning PL/SQL packages failed with error %Id.
Cause: This is a generic database error.

Action: Check and fix the related Oracle database error.

14857 Cannot execute package dbms_shared_pool.
Cause: Either the package is missing or the grant is not there.
Action: Reload the package dbms_shared_pool from $ORACLE_

HOME/rdbms/admin if the package is missing or corrupted, or grant
execut e permission of dbns_shar ed_pool package to the role 0O _USER

14859 Oracle error %ld updating guardian status.
Cause: Usually this is a generic database error.

Action: Check and fix the related Oracle database error.

14860 Failed to start up guardian process.

Cause: This can be caused by either a database error when retrieving updating
guardian status, or a forking child process failed because of operating system
problems such as reaching the process limit.

Action: If it is a database error, then check and fix the related Oracle database.
If it is an operating system problem, then Kill some processes in the system.
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14861 Registering database alert failed with error %ld.
Cause: Usually this is a generic database error.

Action: Check and fix the related Oracle database error.

Postman Error Messages

OMD-11200, 0, oman: Failed to load parameters from database. Error=%d
Cause: A parameter doesn't exist in the database, or it has the wrong parameter
ID or type.

Action: Check the previous error message.

OMD-11201, 0, oman: Oracle error %ld occurred while fetching daemon state.
Cause: Fail to get daemon state information from tables ds_proctime and ds_
configinfo.

Action: Check the cause and action of the Oracle error given in the error
message.

OMD-11202, 0, oman: Error %ld fetching the route table
Cause: Fail to get route table for current node from tables ds_route and ds_
path.

Action: Check previous error message in the log.

OMD-11203, 0, oman: Oracle error %ld occurred while registering daemon
process

Cause: Failure to insert the registration record into table ds_registration.

Action: Check the cause and action of the Oracle error given in the error
message.

OMD-11208, 0, oman: Oracle error %ld occurred while deleting obsolete
instances.

Action: Check the previous error message.

OMD-11209, 0, oman: Error occurred while forwarding messages
Action: Check the previous error message.

OMD-11211, 0, oman: Error occurred during local delivery.
Action: Check previous error message in the log.
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OMD-11213, 0, oman: Error occurred while processing notify queue.
Action: Check previous error message in the log.

OMD-11214, 0, oman: Oracle error %ld occurred in V1->V2 delivery.

Action: Check the cause and action of the Oracle error given in the error
message.

OMD-11216, 0, oman: Error occurred during remote delivery.
Action: Check previous error message in the log.

OMD-11228, 0, POSTMAN: Failed to log into database. Error = %ld.
Cause: Incorrect connect string, server name, or password.

Action: Check database availability and correctness of connect string, server
name and password. Check the next error message in the log file for more
information.

OMD-11232, 0, oman: Failed to initialize the date context. Error = %ld.
Cause: Fail to allocate memory or fail to find a subsystem context.

Action: Make sure there is enough memory. Check if subsystem context list is
initialized correctly.

OMD-11235, 0, POSTMAN: Fail to initialize cursor management environment.
Error = %ld.

Cause: Fail to allocate memory.
Action: Increase available memory.

OMD-11238, 0, POSTMAN: Failed inserting log structure into context area.
Cause: Fail to allocate memory.

Action: Increase available memory.

OMD-11270, 0, Failed to decrypt remote rolestring, error=%ld.
Cause: A DS error occurred.

Action: Use oerr to check the returned ds error.

OMD-11271, 0, Failed to parse rolestring, error=%ld .
Action: Check next error message in the log.
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OMD-11310, 0, ompmdam: Error %ld fetching msg %ld from message file.
Cause: Error occurred while reading a message from a message file.

Action: Check if the message file exists and if the environmental variable
ORACLE_HQME is set correctly.

OMD-11360, 0, ompmssm: Error %ld fetching postmaster recipient.
Action: Check the next error message in your log file for more information.

OMD-11363, 0, Missing PL/SQL package, skipping this test.
Cause: A PL/SQL package is missing in the database.
Action: Check the next error message in your log file for more information.

OMD-11407, 0, Mail client pl/sqgl package is not loaded.
Cause: A PL/SQL package is not loaded to the database.

Action: Check the next error message in your log file for more information.

OMD-11421, 0, ompnpfa: Error %Ild encountered while processing msg.
Action: Check the next error message in your log file for more information.

OMD-11471, 0, ompnrls: Error %ld encountered processing the msg.
Action: Check the next error message in your log file for more information.

OMD-11472, 0, MAIL_RULES package is not loaded.
Cause: MAI L_RULES package is not loaded.

Action: Load the package into the database.

OMD-11503, 0, Oracle error %Ild updating global Ids.
Action: Check the next error message in your log file for more information.

OMD-11551, 0, omtmini: error occurred while fetching local. dead-message-hold.
Action: Check the next error message in your log file for more information.

OMD-11552, 0, omtmini: error occurred while fetching remote-node return delay.
Action: Check the next error message in your log file for more information.

OMD-11553, 0, omtmini: error occurred while fetching postmaster recipient
Action: Check the next error message in your log file for more information.

OMD-11554, 0, omtmflg: error occurred while fetching postman flags.
Action: Check the next error message in your log file for more information.
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OMD-11555, 0, omtmini: error occurred while fetching route-table refresh
Action: Check the next error message in your log file for more information.

OMD-11556, 0, omtmini: error occurred while fetching V12 package size
Action: Check the next error message in your log file for more information.

OMD-11557, 0, omtmini: error occurred while fetching auto-reply history exp
Action: Check the next error message in your log file for more information.

OMD-11558, 0, omtmini: error occurred while fetching notification type
Action: Check the next error message in your log file for more information.

OMD-11559, 0, omtmini: error occurred while fetching partition Id
Action: Check the next error message in your log file for more information.

OMD-11600, 0, omtpdlv: error occurred while fetching the next target hop
Action: Check the next error message in your log file for more information.

OMD-11602, 0, omtpdlv: unknown destination path %ld ... skipping.
Cause: Fail to get information of given path from database.

Action: Check the previous error message in your log file for more information.

OMD-11605, 0, omtpdlv: failed to get a local lock on path %ld
Action: Check the previous error message in your log file for more information.

OMD-11607, 0, omtpdlv: failed to relock path %ld.
Action: Check the previous error message in your log file for more information.

OMD-11611, 0, omtpdlv: error occurred while connecting to hop %ld
Cause: Failure of allocating memory or Oracle error.

Action: Check the previous error message in your log file for more information
if it’s not likely to be memory problem.

OMD-11615, 0, omtpdlv: oracle error occurred on REMOTE node.
Action: Check the next error message in your log file for more information.

OMD-11616, 0, omtpdlv: returned %ld from omtpbnc bouncing msgs.
Action: Check the previous error message in your log file for more information.
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OMD-11618, 0, omtpdlv: failed to get a lock on the remote om_out.
Action: Check the previous error message in your log file for more information.

OMD-11624, 0, omtplck: PL/SQL error occurred while invoking mail_srvr.LOCK _
REMOTE_SRVRS.

Action: Check the next error message in your log file for more information.

OMD-11625, 0, omtplck: oracle error occurred while invoking remote lock
procedure.
Action: Check the next error message in your log file for more information.

OMD-11648, 0, omtpret: error occurrde while sending returned msg.
Cause: Oracle error occurred.

Action: Check the previous error message in the log file for more information.

OMD-12029, 0, omtmini: error occurred while fetching trace flag.
Action: Check the next error message in your log file for more information.

OMD-12030, 0, omtmini: error occurred while fetching statistics flag.
Action: Check the next error message in your log file for more information.

OMD-12031, 0, omtmini: error occurred while fetching send billing flag
Action: Check the next error message in your log file for more information.

OMD-12032, 0, omtmini: error occurred while fetching receive billing flag
Action: Check the next error message in your log file for more information.

OMD-12033, 0, POSTMAN: failed to set cache size for cursor management
Cause: Out of memory.

Action: Increase available memory. Please report a bug if there is enough
memory.

OMD-12034, 0, omtmdin: Failed to move message %ld in folder %ld to D queue
Action: Check the next error message in your log file for more information.

OMD-12035, 0, omtmdrc: Failed to delete recipients for message %ld from om_
recipient.

Action: Check the next error message in your log file for more information.
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OMD-12036, 0, omtmgdi: Failed to fetch new delivery_id from om_dlv_seq.
Action: Check the next error message in your log file for more information.

OMD-12037, 0, omtmgli: Failed to get a new local message ID from om_id_seq.
Action: Check the next error message in your log file for more information.

OMD-12038, 0, omtmgpi: Failed to get information for path %ld.
Action: Check the next error message in your log file for more information.

OMD-12039, 0, omtmgrn: Failed to fetch recipients for message %lIld with delivery
ID %Id.

Action: Check the next error message in your log file for more information.

OMD-12040, 0, omtmgrs: Failed to fetch route table size.
Action: Check the next error message in your log file for more information.

OMD-12041, 0, omtmibd: Failed to insert body records for message %ld
Action: Check the next error message in your log file for more information.

OMD-12042, 0, omtmihd: Failed to insert header records into om_header for
message %ld.

Action: Check the next error message in your log file for more information.

OMD-12043, 0, omtmiin: Failed to insert instance record into om_instane for
message %ld in folder %ld.

Action: Check the next error message in your log file for more information.

OMD-12045, 0, omtminx: Failed to get information from om_cur_node.
Action: Check the next error message in your log file for more information.

OMD-12046, 0, omtmirr: Failed to insert recipients into om_recipient for next hop
%Id.

Action: Check the next error message in your log file for more information.

OMD-12047, 0, omtmist: Failed to insert statistics into om_stat.
Action: Check the next error message in your log file for more information.

OMD-12048, 0, omtmlbi: Failed to log billing information.
Action: Check the next error message in your log file for more information.

Error Codes and Messages 19-33



Postman Error Messages

OMD-12049, 0, omtpdlv: error occurred while clearing out om_ids.
Action: Check the next error message in your log file for more information.

OMD-12050, 0, omtpdlv: error occurred while inserting messages into om_ids for
path %Ild.

Action: Check the next error message in your log file for more information.

OMD-12051, 0, omtpdlv: error occurred while creating inclusion chain in om_
local_out.

Action: Check the next error message in your log file for more information.

OMD-12052, 0, omtpdlv: error occurred while clearing out in om_local_out
Action: Check the next error message in your log file for more information.

OMD-12053, 0, omtpdlv: error occurred while deleting from om_recipient for
path %ld

Action: Check the next error message in your log file for more information.

OMD-12054, 0, omtpdlv: error occurred while deleting from om_ids.
Action: Check the next error message in your log file for more information.

OMD-12055, 0, omtpdlv: error occurred while deleting from om_local_out.
Action: Check the next error message in your log file for more information.

OMD-12056, 0, omtpdlv: error occurred while committing changes.
Action: Check the next error message in your log file for more information.

OMD-12057, 0, omtplor: error occurred while acquiring object lock from path
%Id.

Action: Check the next error message in your log file for more information.

OMD-12058, 0, omtpulo: error occurred while updating om_lock with delivery ID
%Id for path %ld.

Action: Check the next error message in your log file for more information.

OMD-12059, 0, omtpilr: error occurred while inserting a om_lock record for path
%ld.

Action: Check the next error message in your log file for more information.
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OMD-12061, 0, omtpbnc: error occurred while bouncing messages with size
greater than %Id for path %ld.

Action: Check the next error message in your log file for more information.

OMD-12062, 0, omtpbnc: error occurred while fetching affected recipients for
bounced message %ld of path %ld.

Action: Check the next error message in your log file for more information.

OMD-12063, 0, omtpcro: error occurred while inserting %ld records into remote
om_out.

Action: Check the next error message in your log file for more information.

OMD-12064, 0, omtpcro: error occurred while fetching %d records from om_out.
Action: Check the next error message in your log file for more information.

OMD-12065, 0, omtpdat: error occurred while fetching %d records from om_
datae.

Action: Check the next error message in your log file for more information.

OMD-12066, 0, omtpdat: error occurred while fetching %d records from om_data.
Action: Check the next error message in your log file for more information.

OMD-12067, 0, omtpdat: error occurred while inserting %d records into remote
om_datae.

Action: Check the next error message in your log file for more information.

OMD-12068, 0, omtpdat: error occurred while inserting %d records into remote
om_data.

Action: Check the next error message in your log file for more information.

OMD-12069, 0, omtpdin: error occurred while deleting remote message instances.
Action: Check the next error message in your log file for more information.

OMD-12070, 0, %s: no enough space for even one record.
Cause: Workspace isn’t big enough for one record.

Action: Increase parameter workspace when starting up the postman process.

OMD-12071, 0, omtphdr: error occurred while fetching %d records from om_
header.

Action: Check the next error message in your log file for more information.
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OMD-12072, 0, omtphdr: error occurred while inserting %d records into remote
om_header.

Action: Check the next error message in your log file for more information.

OMD-12073, 0, omtpmov: error occurred while fetching %d records from local
node.

Action: Check the next error message in your log file for more information.

OMD-12074, 0, omtpmov: error occurred while inserting %d records into remote
node.

Action: Check the next error message in your log file for more information.

OMD-12075, 0, omtpret: error occurred while fetching type of message %lIld from
om_header.

Action: Check the next error message in your log file for more information.

OMD-12076, 0, omtpret: error occurred while moving message %ld to dead folder.
Action: Check the next error message in your log file for more information.

OMD-12077, 0, omtpret: error occurred while returning undelivered messages
Action: Check the next error message in your log file for more information.

OMD-12078, 0, omtpurc: error occurred while updating remote om_recipient.mta_
node with delivery ID %ld.

Action: Check the next error message in your log file for more information.

OMD-12079, 0, omtmggi: error occurred while fetching gateway information.
Action: Check the next error message in your log file for more information.

OMD-12080, 0, Error occurred while initializing daemon context.
Action: Check the next error message in your log file for more information.

OMD-12081, 0, Oracle error %ld occurred while fetching sleeping infomation.
Action: Check the next error message in your log file for more information.

OMD-12083, 0, omptdlv: error occurred while invalidating om_recipient records
with out corresponding om_instance records.

Action: Check the next error message in your log file for more information.
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23004 Server login to the database failed with error %ld
Cause: Log in to database failed.

Action: Make sure that you are using the correct user name and password.
Also use oer r to check the returned error number.

23008 Error getting node state
Cause: An error occurred while getting database status.

Action: Check the Oracle error messages that follow this message.

23009 Registering server process failed with error %ld
Cause: An error occurred while registering a process.

Action: Check the Oracle error messages that follow this message.

23010 System has been shut down or restarted. Exiting...
Cause: The system is not available.

Action: Make sure the system is running.

23011 Error fetching timing parameters.
Cause: An error occurred while retrieving process timing information.

Action: Check the Oracle error messages that follow this message.

23014 Invalid class id specified
Cause: An incorrect class ID was used.

Action: Use a correct class ID: monitor process = 5, statistics process =6. You
can prevent this type of error by using the Administration Tool to perform your
task.

23017 Cleaning up process registration failed with error %ld
Cause: An error occurred while clearing daemon process registration.

Action: Check the Oracle error messages that follow this message.

23021 Error getting process 1D
Cause: Failed to get the current process ID.

Action: Contact Oracle Support Services.
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23022 Error getting hostname
Cause: Failed to get the current host name.

Action; Contact Oracle Support Services.

23023 Error %ld initializing cursor manager context
Cause: This is usually caused by not having enough memory.

Action: Close some applications and try again.

23050 Get parameters failed
Cause: Failed to get monitor process parameter from the database.

Action: Check the Oracle error messages that follow this message.

23100 Statstics process encountered error %ld
Cause: The statistics process has errors.

Action: Check other specific errors that describe the problem in detail.

23101 Error %ld getting sleep time
Cause: Failed to get sleep time from the database.

Action: Check the Oracle error messages that follow this message.

23106 Monitor process encountered error
Cause: The monitor process has errors performing one of its tasks.

Action: Check other specific errors that describe the problem in detail.

23120 Monitor work buffer allocation error.
Cause: This is usually caused by not having enough memory.

Action: Close some applications and try again.

23124 Creating report message failed with error %ld
Cause: An error occurred while creating a message.

Action: Check the Oracle error messages that follow this message.

23125 Failed to read message file.
Cause: An error occurred while reading a message file.

Action: Check to see if the message file exists. Also make sure that ORACLE _
HOME is set correctly and make sure that the version is correct.

19-38 Administrator's Guide



Monitor Process Messages

23417 Statistics SQL Statement Failed with error %ld
Cause: An Oracle error occurred.

Action: Use oerr to check the Oracle error message.
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eMail Server Scripts

eMail Server provides scripts that help you automate routine tasks, such as
collecting or replicating data. This chapter contains information on scripts for use
with the eMail Server system, including:

« Scripts for Message-Billing Data Collection
« Parameters for Billing
« System Wide Virus Removal Script

« Bounce Back Messages Script (over recipient quota)
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Scripts for Message-Billing Data Collection

eMail Server collects and stores information about the number and type of
messages processed (sent) by the servers, and the number of messages received by
users during a given time period. Using this data, you can create reports detailing
items such as:

= Number of messages sent from your eMail Server system

« Number of messages sent by each user on your eMail Server system

« Number of messages received by your eMail Server system

« Number of messages received by each user on your eMail Server system
«  Number of messages returned to each user on your eMail Server system
« Number of addresses sent by each user on your eMail Server system

« Average number of addresses for a message

« Average size message body sent

« Average size message header sent

« Average size message body received

« Average size message header received

To begin collecting billing data, you must set the del i very_stat s, send_
billing,recv_billing parameters of the postman process. The postman
process manages your system’s message routing tables and collects information
about message traffic.

The Collector process automatically deletes data older than the number of days
specified inthe gc_bi | I i nf o_kept parameter of the collector process. The
default value is 45 days.

See Also: "Parameters for Billing” on page 20-4 for more
information about setting the parameters available for billing

Activating Billing Information for Messages Sent

To begin collecting information about the messages sent to your eMail Server
system, enable the send_bi | | i ng parameter of the postman process. The default
vaule of this parameter is 0 (diabled).

This task can only be performed through the OOMGR command-line interface.
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In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| OFOMER> regi ster paranval ue server=post nan
2>i nst ance=<i nst ance_val ue> par anet er=send_hi | | i ng val ue=1,

See Also: "Parameters for Billing” on page 20-4 for more
information about other parameters available for billing

Activating Billing Information for Messages Received

To begin collecting information about the messages received by your eMail Server
system, enable the r ecv_bi | | i ng parameter of the postman process. The default
vaule of this parameter is O (diabled).

This task can only be performed through the OOMGR command-line interface.

In OOMGR
1. Start OOMGR.

2. Enter the following command at the OOMGR prompt:

| OFOMER> regi ster paranval ue server=post nan
2>i nst ance=<i nst ance_val ue> par aneter=recv_hi | ling val ue=1,

See Also: "Parameters for Billing” on page 20-4 for more
information about other parameters available for billing

Viewing Billing Information for Messages Sent and Received
After you activate billing, the eMail Server system begins to collect billing data. You

can retrieve the data using SQL scripts which query the views om bi | | i ng_sent _
messages andom bil li ng_recei ved_nessages.

The following table shows the fields in the om bi | | i ng_sent _nmessages view:
Field Name Type

TI MESTAMP date

SENDER_NAME varchar? (limit of 255 characters)

MSG_ I D number
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Field Name Type

MSG_SI ZE number

MSG_TYPE number

PRI ORI TY number

LOCAL_RECI PS number

REMOTE_REC! PS number

GATEWAY_RECI PS number

The following table shows the fieldsinthe om bi | | i ng_recei ved_nessages
view:

Field Name Type

Tl MESTAMP date

SENDER_NAME varchar2 (limit of 255 characters)

MSG_ I D number

PRIORI TY number

MSG_TYPE number

RECI Pl ENT_NAME not null; varchar2 (limit of 30 characters)
RECEI PI ENT_LOCAL_I D number

REMOTE_RECI PS number

GATEWAY_RECI PS number

Parameters for Billing

Parameter Description and Values
bi I'linfo_kept Specifies the number of days message billing data is kept.
Valid Values:

0 to 365 (365 days equals one year)
Default value:
45

20-4 Administrator’s Guide



System Wide Virus Removal Script

Parameter Description and Values

delivery_ stats Specifies whether delivery statistics information is collected. This
information is used to collect billing information. Setting this
parameter may slow down postman process performance because
of the additional work being done by the process.

Valid values:
0 (disables delivery statistics collection)
1 (enables delivery statistics collection)
Default value:
0

recv_billing Specifies whether billing information should be collected whenever
a message is received. Setting this parameter may slow down
postman process performance because of the additional work being
done by the process.

Valid values:
0 (disables billing information collection on received messages)
1 (enables billing information collection on received messages)
Default value:
0

send_billing Specifies whether billing information should be collected whenever
a message is sent. Setting this parameter may slow down postman
process performance because of the additional work being done by
the process.

Valid values:
0 (disables billing information collection on sent messages)
1 (enables billing information collection on sent messages)
Default value:
0

System Wide Virus Removal Script

Oracle eMail Server comes with a PL/SQL package to help administrators identify
and remove specific messages system wide based on its sender, subject or
attachment name. A script is also provided to use this package interactively
through SQLPLUS. The most useful application of this script is to remove virus
infected messages in the system. This package provides option to specify the time
range within which the virus infected message has been entering the system, as well
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as an option to copy all these messages to a folder instead of deleting them
immediately.

To use the SQLPLUS script, locate the file virusscr.sgl under

$ORACLE_ HOME/office/admin/rsql, edit the file using a text editor and follow
the instructions inside the comments (comments are text preceded by ’--’) to
customize the script for your environment. It is recommended a backup copy of the
original file is made for future references. After editing the script, run SQLPLUS as
user 00.

Example: SQLPLUS session script when running the script virusscr.sql

SQ> @i russcr

Message attri but e(subj ect/attachnment/sender)[subject]: attachnent
Pattern: |LoveYou

End dat e(DD MON YYYY) [today] : 01- JAN 2000

Nunber of days until end date[1]: 30

Action(del ete/ nove) [ del ete]: nove

Fol der nane[/Infected]: /Wistebasket

old 18 v_range : = to_nunber(’ &dayrange’);

new 18: v_range :=to_nunber(’ 30");
old 20: I F ' &endday’ = 'sysdate’ THEN
new 20: IF ' 01-JAN-2000' = ’'sysdate’ THEN

PL/ SQL procedure successfully conpl et ed.

By default the script output to a log file /tmp/virus.log, which can be customized
by editing the virusscr.sql file manually.

Example: log file output

10/20 17:04: 13 I N~ Processi ng nessage in range 16085 - 16085
10/20 17:04: 13 INF: Del eted 10 nessages
10/20 17:04:13 D A H ni shed processi ng nmessages beyond 11085

If "move" is the chosen operation, all messages deleted by this script will also be
copied into the target folder.

Bounce Back Messages Script (over recipient quota)

Server side rules is a feature of eMail Server that allows users, administrators or
application developers to set up rules and filters for incoming email messages.
Administrators can greatly benefit from this feature by setting up a variety of
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system wide email pocilies as rules, thereby greatly customize the server bevahior
to suit the need of your particular requirements.

eMail Server comes with an example of such script, which can be used to set up a
system wide rules to bounce back any incoming message if the recipient is over
quota, thereby enforcing a hard quota policy. To use this script, locate the file
bouncemsg.sql under $ORACLE_HOME/office/admin/rsqgl, run it using SQLPLUS
as user 0o0.

Example: Script Output

SQA>@ouncensg

Sel ect rul e nanagenent action item (new del et e/ di sabl e/ enabl €)[ new : new
Sel ect action for over-quota nessages(bounce/ del et e/ bot h)[ bot h] : both
od T IF ' &sel’ ='new THEN

new 7: IF’new ='new THEN

PL/ SQL procedure successfully conpl et ed.

See Also: the Oracle eMail Server Developer’s Guide for more
information on how to programmatically use server side rules.
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Administration Tool Command Line
Reference

This chapter contains an entry for each command available in the Administration
Tool command-line interface. Each command is followed by a brief description of its
purpose. In addition, the proper syntax, keywords, and command parameters are
provided. Refer to "Using the Administration Tool Command-Line Interface” on

page 1-7 for general instructions on how to start and use the Administration Tool
command-line interface.
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alias

alias

Syntax

Guidelines

Example

Use al i as to create an alias that you can use as a regular command. The alias can
accept arguments and perform multiple commands.

alias <aliasNane> " <comnmandl1>, <cormand2>. .."

The first argument is represented by commandl in the command. The second
argument is command2. The commands of an alias may contain other aliases that
have already been created.

To create an alias (showchi | d) that changes to an object in the navigation tree (cd)
specified by an argument (bl uesky) that the user enters when executing the alias,
and then displays the child objects of the specified object (I s):

Admin> alias showchild "cd bl uesky;ls;"

To use the alias to display the child objects of messaging:

Adni n> showchi | d nessagi ng

See Also: "unalias" on page 21-372
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Syntax

Example

Use cd to move to a different object in the navigation tree (similar to changing
directories in your operating system’s file system).

cd or cd / Change to admi n root (adni n root is
represented by a /).

cd <pat h> Change to an object path.

cd <i ndexNunber > Change to an object in the navigation tree, use

the object index number.

Note: To find the object index number, use

cd to change to the parent object and use | s
to display the child objects. The object index
number is displayed in brackets [ ] next to the
child object.

cd next Page Change to the next step in a wizard.

This is equivalent to clicking the Next button
in a GUI wizard.

To change to the /messaging object:

Adnmin> cd / nessagi ng
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commit

Use commi t to save all the changes that you have made for the current object.
Syntax

commi t
Example

To commit a new location object:

Admin> set nane=HQ adm n=j doe desc="Headquarters Building 1" parent=HQ
Adnmin> commi t

See Also: "set" on page 21-369
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desc

Use desc to display the properties for the current object, including property names,
descriptions and possible values if there are limitations.

Syntax
desc Display all property names, descriptions, and
possible values for the current object.
desc <propl> <prop2>... Display specific properties for the current
object.
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echo

Use echo to display arguments that you specify on the next line.
Syntax

echo Display a blank line.

echo <argl> <arg2>... Display arguments that you specify.
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Use execf i | e to read and execute one line at a time from a file that you specify.
You can use this to execute Administration Tool command-line scripts (you cannot
use this command to execute OOMGR scripts).

Syntax
execfile <fil enane>

Example
To open the conmandFi | e file and execute each line in the file as a command:

Adm n> execfil e commandF | e
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exit
Use exi t to disconnect, or log off, from the database and exit the command-line
tool.

Syntax
exit
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find
Use f i nd to search the directory for a directory entry.

Syntax

find <propl>=<val uel> <prop2>=<val uez>. ..

Example
To find a person entry with the first name beginning with J and an office location at
HQ

find "Search in"=Person firstnane=J%offi ce="HY'
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get

Use get to display all the available properties for an object.

Syntax

get
get . <propl> <prop2>...

get <obj ect Nane>
or

get <i ndexNunber >

get <obj ect Nane> <propl>
<prop2>...

or

get <i ndexNumber> <propl>
<prop2>...

Guidelines

Display all available properties for the current
object.

Display a subset of the available properties
for the current object.

Display all available properties for a specific
object. You can enter the name of the object or
the object index number.

Note: To find the object index number, use

cd to change to the parent objectand use | s
to display the child objects. The object index
number is displayed in brackets [ ] next to the
child object.

Display a subset of the available properties
for a specific object. You can enter the name of
the object or the object index number, as well
the specific property names.

Note: To find the object index number, use

cd to change to the parent objectand use | s
to display the child objects. The object index
number is displayed in brackets [ ] next to the
child object.

To display properties for a specific object, you must cd to the parent object in the
navigation tree before executing the get <obj ect Nane> command.

Example

To display all available properties for the Directory Entries object, enter the

following command:

Adnin> get "Directory Entries"

21-356 Administrator's Guide



To display the value property for the Directory Entries object:

Admin> get "Directory Entries" val ue
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help
Use hel p to display information about how to use the commands.
Syntax
hel p Display a list of commands.
hel p <command> Display details of how to use a specific
command.
Example

To display instructions for using the | s command:

Adnin> help |'s
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Use hel pl evel to set the level of help.

Syntax

hel pl evel Display the current help level.

hel pl evel <nunber> Set the help level (enter a number).
Guidelines

The help level can be 0, 1, or 2.
Example

To set the help level to 1:

Adnin> hel pl evel 1
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Use i f to specify that a command should be executed if the specified child object
exists or does not exist, or if the last command was or was not successful.

Syntax

if exists <childbject1>

t hen <conmmandl> <conmand2>. ..

el se <command3> <conmmand4>. ..

endi f

if not exists <childObject2>

t hen <conmmandl> <conmand2>. ..

el se <command3> <conmmand4>. ..

endi f

i f success

t hen <conmmandl1> <conmand2>. ..

el se <command3> <conmmand4>. . .

endi f

if not success

t hen <commandl> <conmand2>. ..

el se <command3> <conmmand4>. ..

endi f
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If childObjectl exists, then the commands
after t hen (command1 and command?2) are
executed.

If childObjectl does not exist, then the
commands after el se (command3 and
command4) are executed.

If childObject2 does not exist, then the
commands after t hen (commandl and
command?2) are executed.

If childObject2 does exist, then the
commands after el se (command3 and
command4) are executed.

If the last command was successful, then
the commands after t hen (commandl1 and
command2) are executed.

If the last command was not successful,
then the commands after el se
(command3 and command4) are executed.

If the last command was not successful,
then the commands after t hen
(commandl and command?2) are executed.

If the last command was successful, then
the commands after el se (command3 and
command4) are executed.



listalias

Use | i st al i as to display all aliases that have been defined using the al i as
command. The first column in the list displays the alias name, and the remaining
columns display the commands that are executed by the alias.

Syntax
listalias

See Also: "alias" on page 21-348
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loadalias
Use | oadal i as to load aliases listed in a file. You can use one file to store multiple
al i as commands.

Syntax
| oadal i as <fi | enane>

Guidelines

Aliases listed in the alias file should be defined using the syntax for the al i as
command. Each alias should be on a separate line in the file.

<al i ashanel> " <comnmandl1>, <cormand2>; .. ."
<al i ashane2> " <conmand3>, <cormand4>; . . ."

See Also: "alias" on page 21-348
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logon

Use | ogon to specify properties for an object (such as passwor d or dorai n) and
then connect to that object.

Syntax
| ogon <obj ect Nane> <propl>=<val uel> <pr opZ2>=<val uez>. ..

Example

To log on to the messaging system, you must specify a user, password, connect
string, and domain;

Admin> | ogon "nessagi ng systeni user=adm n password=hel | 0 "CGonnect Sring"=acne
donai n=acne. com
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Is
Use | s to display a list of child objects located in the current object in the navigation
tree. This display includes index numbers that you can use to represent objects in
other commands such as the get command.

Syntax
I's Display a list of all child objects.
s -1 Display a list of all child objects and all

their properties, if available.

I's -1 <propl> <prop2>... Display a list of all child objects and
specific properties, if available.
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pwd

Use pwd to display the complete path for the current object in the navigation tree.

Syntax
pwd

Administration Tool Command Line Reference 21-365



rem

rem
Use r emto indicate a comment line in a file that contains commands that are to be
executed. Comment lines are ignored by the system.

Syntax
rem

Example

Admn>remThis is a new test case.
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run

Syntax

Examples

Use r un to execute the command for the current object using the provided
arguments.

run <conmand> Run a command.
run <conmand> <tabl e_ Run a command to apply an itemin a
sel ectionl> <tabl e_ table.

sel ection2>. ..

If you are at the Directory Entries level of the navigation tree, then you can run a
directory search after you have specified the search properties using the set
command:

Adm n> run search

To see the results, use the | s command.

Adnmin> |'s

If you are at the Directory Entries level of the navigation tree, then you can run the
newcommand to add a new user entry to the directory:

Adm n> run new user=testerl

If you are at the Directory Entries level of the navigation tree, then you can run the
del et e command to remove a user entry from the directory (make sure the entry
exists first):

Admin> run del ete testerl
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select
Use sel ect to store the selected child objects located under the current object in
the navigation tree. This command can only be used for objects that can be selected.
Syntax
sel ect <obj ect Nanel> Select an object. You can enter the object
<obj ect Nane2>. . . name or the index number.
or Note: To find the object index number,
sel ect <j ndexNumber 1> use cd to cr_lange to the paren? object and
; use | s to display the child objects. The
<i ndexNunber 2>. . . Co S .
object index number is displayed in
brackets [ ] next to the child object.
Example

To select the objects testobjl and testobj3:

Admin> sel ect testobj 1 testobj3

See Also: "unselect" on page 21-373
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set

Use set to specify the property values for the current object.

Syntax

set <propl>=<val uel> <propZ2>=<val ue2>. . .

Example
To set the nane property to j doe:

Admin> set nane=j doe

See Also: "commit" on page 21-350
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settimeout
Use set ti meout to display or set the timeout value for log on (in seconds).
Syntax
set ti meout Display the current timeout value.
setti meout <seconds> Set the timeout value.
Example

To set the timeout value to 15 seconds:

Adm n> settineout 15
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shell

Use shel | to execute the specified arguments in a system subshell.

Syntax

shel | <argurent 1> <ar gurrent 2>. . .

Example
To execute the | s command in a system subshell:

Admin> shell |s foo.java
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unalias
Use unal i as to remove an alias that was previously created using the al i as
command.

Syntax
unal i as <al i asharre>

Example

To remove an alias called display:

Adnin> unal i as di spl ay

See Also: "alias" on page 21-348
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unselect

Use unsel ect to cancel a selection made with the sel ect command.

Syntax
unsel ect <obj ect Nanel> Unselect an object. You can enter the object
<obj ect Nanme2>. . . name or the index number.
or Note: To find the object index number, use
unsel ect <i ndexNumber 1> cdto change to the paren'F object and use
. | s to display the child objects. The object
<i ndexNunber 2>. . . . L .
index number is displayed in brackets [ ]
next to the child object.
Example

To unselect the objects called obj1 and obj2:

Adnin> unsel ect obj 1 obj 2

See Also: "select" on page 21-368
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wait

wait
Use wai t to insert breaks between commands when running in batch mode. You
must enter the number of seconds to wait before executing the next command.
Syntax
wai t <seconds>
Guidelines
For the number of seconds, you can specify any integer from 0 to 2147483647.
Example

To wait 10 seconds before executing the next command, enter the following
command:

Admin> wait 10
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OFCMGR Command Reference

This chapter contains an entry for each valid OOMGR command. Each command is
followed by a brief description of its purpose and any prerequisites for proper use.
In addition, the proper syntax, keywords, and command parameters are provided.

See "Using OOMGR" on page 1-13 for general instructions on how to start and use
OOMGR.
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autocommit

Specifies whether the Autocommit feature, which automatically commits changes to
the database after each command, is enabled or disabled. If no parameters are
specified, checks if Autocommit is enabled.

Note: Autocommit is enabled by default.

Prerequisites

None
Syntax
autocormt {on | off}
Parameters
on Enables Autocommit
off Disables Autocommit

Usage Notes

When Autocommit is disabled, use the commit command to explicitly commit
changes to the database.

Example
To check whether Autocommit is enabled, enter the following:

| CFOVER> aut ocommi t

To enable Autocommit, enter the following:
| CFOMER> aut ocommit on

To disable Autocommit, enter the following:
| GFOMR> aut ocommit of f
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boot domain

Preconfigures a new domain configuration node (DCN), which allows you to bring
it up manually.

Prerequisites

None.
Syntax
boot donai n qual i fi edNane=<qual i fi ed_nane> [ descri pti on=<descri pti on>]
aut oi nit ={enabl ed | di sabl ed} node=<node_nane> dbconnect =<stri ng>
dbpasswor d=<pwd> [ st at us=<st at us>] [ naxsi ze=<nunber 1>] [ packagesi ze=<nunber 2>]
NUMBI NFC=<i nf 0> conmuni t y=<communi ty> ;
Parameters
qualifiedName Specifies the qualified name of the domain
description Specifies a description of the domain
autoinit Specifies whether the domain allows automatic initialization of new
nodes. Valid values are enabled and disabled. The default value is
enabled.
node Specifies the name of the new node
dbconnect Specifies the connect string for the node’s database
dbpassword Specifies the node’s database password
status Specifies the status of the queue that connects to the community.
Valid values are ACIVE and suspendED. Also indicates whether
the connection is open (cached).
maxsize Specifies the maximum message size in bytes accepted by this node
packagesize Specifies the maximum package size in bytes accepted by this node
timeout Specifies the postman time out interval, in minutes, when
delivering messages to the node. If timeout is not set, the postman
uses packagesize + 10 as the time-out interval.
community Specifies the node’s initial community
Example

| GFOMER> boot donai n qual i fi edNane=or acl e. com node=node_28 dbconnect =t : node_
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boot domain

28: db_50 dbpasswor d=28spwd conmmuni t y=conndi;
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boot node

Prerequisites

Syntax

Parameters

Example

Preconfigures a new member node, which allows you to bring it up manually.

None.

boot node node=<nane> dbconnect =<stri ng> dbpasswor d=<pwd> cormuni t y=<conmuni t y>
[ maxsi ze=<nunber 1>] [ packagesi ze=<nunber 2>] ;

node
dbconnect
dbpassword
community
maxsize

packagesize

Specifies the name of the new node

Specifies the connect string to the node database

Specifies the node’s database password

Specifies the node’s initial community

Specifies the maximum message size in bytes accepted by this node

Specifies the maximum package size in bytes accepted by this node

| OFOMER> boot node node=node_28 dbconnect =t: node 28: db_50 dbpasswor d=28spwd

communi t y=comm,;
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bounce

bounce

Prerequisites

Syntax

Parameters

Example

Sends a specific message in a specified queue back to the sender.

None.

bounce queuei d=<queuei d> nsgi d=<nsgi d> [reason="<bounce_nessage>"] ;

queueid Specifies the number assigned to the queue in which the message is
located. To view a list of queues, use the display command as
follows:

di spl ay queues;

msgid Specifies the number assigned to the message you want to bounce.
To view a list of messages in a specific queue, use the display
command as follows:

di spl ay nessage queuei d=<queuei d_nunber >

reason An optional note to the sender explaining the message is being
bounced

| GFOMERR> bounce queuei d=299 nsgi d=848848 reason="Nb such address.";
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change

Prerequisites

Syntax

Parameters

Usage Notes

Example

Edits the command in the buffer.

You must have entered a command from a category other than General.

change /<ol d_string>/ <new stri ng>

<old_string> Specifies the value you want to change

<new_string> Specifies the value you want to insert in place of the existing value

Use the change command with the list and Run commands to display, modify, and
run the command saved in the buffer.

The last command entered that manipulated data is saved in the buffer. The list
command displays the contents of the buffer. The change command allows you to
modify the command in the buffer. The Run command runs the modified command
in the buffer.

If the following command is entered:

| FOMXR> f et ch person usernanme=ati ng;

and you now want to fetch information on user jsmith, enter the following:
| OFOMERR> change /ating/jsnmith

Enter the Run command to run the modified command.
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CHECK

CHECK

Prerequisites

Syntax

Parameters

Usage Notes

Example

Displays the privileges assigned to a person, role, or organization, or the privileges
assigned on an object.

None.

check [user={<object1>| all}] [userclass=<class1>] iten¥{<object2>| <class2> |
all} [itentlass=<cl ass3>];

user Identifies the object whose privileges you are checking. Set user
equal to the use, role, or organization name whose privileges you are
checking. Or, to check the default privileges on an object or class, set
user equal to all.

userclass Identifies the class of the object whose privileges you are checking.
Use only if <objectl> is not a unique name across classes.

item Identifies the object or class upon which the user object has privileges

itemclass Identifies the class of the object upon which the user object has

privileges. Use only if <object2> is not a unique name across classes.

If you use the check command without specifying a user, displays all users that
have explicit grants on the item. Also shows any non-explicit (inherited) grants on
the same item.

| OFOMER> check user=al | iten¥alias;
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CLEANUP shadows

Removes inactive, or overdue, database shadow processes.

Prerequisites
None.

Syntax
cl eanup shadows;

Example
| OFOMER> cl eanup shadows;
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commit

commit

Commits data changes made since the last commit or rollback command to the
database.

Prerequisites
You must have made changes to the data.

Syntax

commi t

Usage Notes

If Autocommit is enabled, do not use the commit command. If you use the commit
command when Autocommit is enabled, the following message appears:

Autocommit is set to on. Conmtting has no effect.

Example
| CFOMER> conmi t
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connect

Prerequisites

Syntax

Parameters

Usage Notes

Example

Connects the current session to another eMail Server domain.

You must have access to an administrative account for the new domain.

connect <user nane>/ <passwor d>/ <connect _st ri ng>/ <donai n>

<username> Specifies the administrator’s username for the domain to which you
want to connect

<password> Specifies the administrator’s password for the domain to which you
want to connect

<connect_string> Specifies the connect string for the database that contains the domain

<domain> Specifies the name of the domain to which you want to connect

The connect command allows the administrator to manage multiple domains
without having to log out and log in to the new domain.

| CFOMER> connect adni n/ wel cone/ T: node2: DB2/ donai n_2
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delete

delete

Prerequisites

Syntax

Parameters

Example

Deletes an eMail Server object.

There must be objects to delete.

del et e <cl ass> <keyattr_n>=<val ue_n> ;

<class>

<keyattr_n>

Specifies the class of the object you want to delete, such as person,
rule, role, room, organization, gateway, domain, equipment,
community, commroute, location, alias, dl, attachtype, attachmap,
node, template, prv_template, and folder

One or more key attributes that uniquely identify the object you
want to delete

| OFOMER> del et e person user nane=j snith;
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deregister

Removes a process, parameter, or setting.

Prerequisites

None.
Syntax
deregi ster <cl ass> <keyattr_n>=<value_n>[...];
Parameters
<class> Specifies the class of the object you want to deregister, such as
gateway, application, synctype, process, paramtype, paramvalue,
paramtime
<keyattr_n> One or more key attributes that uniquely identify the object you
want to deregister
Example

| OFOMER> deregi st er PARAMI ME ser ver =post man i nst ance=1 STARTTI ME=4;

| OFOMRR> deregi ster process server=post nan i nst ance=2;
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display

display

Displays system status information, such as space usage and queue, process, or
replicator package status.

Prerequisites

None.
Syntax
di splay {[B SPACE | processes | queueS};
or
di spl ay {QJOTA | shadows} user=<user_nane>;
or
di splay replicator PAKAGE fil enane=<val ue>
or
display replicator {queue | FALDERS | ACTIMTY };
or
di spl ay message queuei d=<queue_i d>;
Parameters
DB_SPACE Check space usage by tablespace
processes Check process status
gqueueS Display a list of queues and related status items
QUOTA Check space usage by user. Must include username
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shadows Display a list of any database shadow processes used by eMail Server
clients. The following information is displayed:

. Either ACTIVE or OVERDUE status to indicate if the
corresponding client is still alive

«  The name of the logged in user
«  The operating system process ID of the shadow process
«  The database session ID of the corresponding database session
«  The serial number of the corresponding database session
user Specifies the user ID

replicator Check a specific replicator package (include number), or all replicator
queues, folders, and general activity

message Display a list of messages in a queue and related status items. Must
include queueid number.

Example

| GFOMER> di spl ay processes;
| GFOMER> di spl ay nessage queuei d=1;
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echo

echo

Displays messages on the computer screen during batch file execution.

Prerequisites
None.

Syntax
echo <nessage>

Parameters
<message> Specifies the message you want to appear on the screen

Usage Notes

Use the echo command in batch files to display messages that indicate the program
is running and has reached a certain point.

Example (in batch file)

echo Batch updates in progress...echo Batch updates 10%done. .. echo Batch
updat es conpl et ed.
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execute

Prerequisites

Syntax

Parameters

Example

Runs a batch file.

There must be a batch file to execute.

execut e <fil enane>;

<filename> Specifies the name of the batch file to execute

| OFOMER> execut e updat e. bat ;
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exit

exit
Exits from OOMGR.

Prerequisites
None.

Syntax
exit

Usage Notes

Commits uncommitted transactions, exits IOFCMGR, and returns to the operating
system prompt.

Example
| FOMR> exi t
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explst

Creates an editable file containing a distribution list or alias data text.

Prerequisites

None.
Syntax
expl st {<object_class>} fil enanme=<filenane> name=<obj ect nane>;
Parameters
<object_class> Specifies the object class. Valid values are either ALIAS or DL
filename Specifies the name of the export file you want to create
name Specifies the name of the alias or distribution list you are exporting

Usage Notes

The explst command is used with the implst command to move aliases and
distribution lists in text format from one node to another.

Example
| GFOMER> expl st dl fil enane=li st. exp nane=nanagers;
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export

export

Prerequisites

Syntax

Parameters

Usage Notes

Example

Exports eMail Server data and user accounts as binary data.

There must be data or accounts to export.

export {<filename> | end};

filename Specifies the name of the export file you want to create

end Disables the export function

The export command must be used with the fetch command. Use the fetch
command to select the data to export. The export command is used with the import
command to move eMail Server data and user accounts from one node to another.

The following example shows the steps necessary to export eMail Server data:
Enter the export command at the prompt, specifying the export filename as follows:
| FOM>R> export fil el;

Fetch the data you want to export as follows:

| OFOMXR> fetch person user nane=%
<Person_record_1>
<Per son_record_2>
<..>
N record(s) exported.

You can enter as many fetch statements as you need to select the data to export. For
each fetch statement, OOMGR displays the fetched records, ending with a message
that provides the number of records fetched for the export file.

Disable the export function as follows:
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| OFOMERR> export end;
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FETCH

FETCH

Prerequisites

Syntax

Parameters

Usage Notes

Example

Retrieves and displays an object or class.

None.

fetch <class> <attribute_n>=<value_n>[...];

<class> Specifies the class of the information you want to fetch, such as
person, rule, role, room, organization, gateway, domain, equipment,
community, commroute, location, alias, dl, attachtype, attachmap,
node, connectdata, route, template, prv_template, and folder

<attribute_n> Identifies the information you want to fetch. To fetch a single object,
enter one or more key attribute values.

The fetch command supports the use of the percent sign (%) as a wildcard.

To retrieve an entire class with the fetch command, use wildcards for the key
attribute values. For example, to retrieve all persons, enter the following:

| OFOMXRR> fetch person user nane=%
To fetch a single object, specify its class and key attributes. For example, to fetch a
ConnectData record, enter the following:

| OFOMXR> fet ch CGonnect Dat a node=nodel comuni ty=commi;
To fetch a subset of a class, specify the attributes that identify the subset. For
example, to fetch all managers, enter the following:

| FOM>R> fetch person pri maryr ol e=nanager ;

To fetch all sales managers, enter the following:

| OFOMER> fetch person pri naryr ol e=nanager pri naryor g=sal es;

22-22 Administrator’s Guide



To fetch all persons whose last names begin with S, enter the following:
| OFOMER> fetch person | ast nane=S%
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GRANT

GRANT

Prerequisites

Syntax

Parameters
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Provides a user, role, or organization with access to an object.

None.

grant user={<object1>| all} [userclass=<class1>] iten¥{<object2> | <class2> |
all} [itentlass=<class3>] priv={adnmin | list | save | send | discover | contents
| moderate | child};

user

userclass

item

itemclass

Identifies the object to which you are granting privileges, where
<object1> specifies the username, role name, or organization name to
which you are granting privileges, and all specifies that OOMGR
grants this as a public privilege

Identifies the class of the object to which you are granting privileges.
Use only if <objectl> is not a unique name across classes.

Identifies the object or class upon which the user object has
privileges.

Identifies the class of the object upon which the user object has
privileges. Use only if <object2> is not a unique name across classes.



priv Identifies directory object privilege you want to grant as follows:

« admin grants the user permission to perform any administrative
operation on the entries in a given domain

Note: The item is specified by giving the qualified domain name.

« send grants the user permission to send messages to collective
addressable entries; public distribution lists, roles, locations, and
organizations

«  save grants the user permission to save and print the results of
directory searches

« list grants the user permission to view a class of entries, such as
the Organization class, in eMail Server

Identifies folder privilege you want to grant as follows:
« discover makes the folder visible to the user

. contents allows the user to view folder contents and create new
contents

«  moderate allows the user to delete messages
« child allows the user to create subfolders
« admin grants the user all folder privileges

Example

| OFOMXR> grant user=nanagers usercl ass=rol e i temnanagers it entl ass=dl
priv=send;
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help

help

Starts the online help.

Prerequisites

None.
Syntax
hel p [ <command> [ <cl ass>] ]
Parameters
<command> Specifies the command for which you want help
<class> Specifies the class of object for which you want help
Example
| GFOVER> hel p

| OFOMER> hel p insert
| OFOMER> hel p insert person
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host

Prerequisites

Syntax

Usage Notes

Example

Displays the operating system prompt and opens a subshell without exiting

OOMGR.

None.

host

When you use the host command and quit or exit at the operating system prompt,

you return to OOMGR.

| CFOMER> host
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implst

implst

Prerequisites

Syntax

Parameters

Usage Notes

Example

Imports a text file of alias or distribution list data.

The file must match the expected format.

i npl st {<obj ect_cl ass>} fil enane=<filename> overwite={Y | N;

<object_class> Specifies the object class. Valid values are either ALIAS or DL
filename Specifies the name of the file you are importing
overwrite If set to Y, specifies that matching aliases or distribution lists are

overwritten. If set to N, matching aliases or distribution lists are not
overwritten

The implst command is used with the explst command to move aliases and
distribution lists in text format from one node to another. Set overwrite to Y if you
want to update data.

IGFOMER> inpl st OL filenane=list.inp overwite=Y;
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import

Prerequisites

Syntax

Parameters

Usage Notes

Example

Imports data stored in binary format into eMail Server.

The file to import must be in binary format.

inport filenane=<fil enane> [ owner =<owner >];

filename Specifies the name of the file containing the binary data

owner When importing user data, specifies the username of the account into
which you are importing the user

The import command is used with the export command to move eMail Server data
and user accounts from one node to another.

| GFOMER> i nport fil enane=fil e. exp;
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insert

insert

Adds an eMail Server object record.

Prerequisites
None.

Syntax

insert <class> <keyatt_n>=<val ue_n> [<attribute_n>=<val ue_n>];

Parameters

<class> The class of object you are inserting from, such as person, rule, role,
room, organization, gateway, domain, equipment, community,
commroute, location, alias, dl, attachtype, attachmap, and folder

<keyatt_n> One or more required key attributes that you must set

<attribute_n> Optional attributes that can also be set

Usage Notes

Use the insert command to create directory objects, messaging objects, and
configuration objects. Use the register command to create other types of objects,
such as processes.

Example

| OFOMER> i nsert person user nane=j doe;
|FOMXR> insert dl nane=HR al | nenber=j doe, dsnit h, pwhi t e, ckent ;
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list

Prerequisites

Syntax

Usage Notes

Example

Displays the command in the buffer.

You must have entered a command from a category other than General.

l'ist

Use the list command with the change and Run commands to display, modify, and
run the command saved in the buffer.

The last command entered that manipulates data is saved in the buffer. The list
command displays the contents of the buffer. The change command allows you to
modify the command in the buffer. The Run command runs the modified command
in the buffer.

| GFOMER> | st
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modify

modify

Prerequisites

Syntax

Parameters

Usage Notes

Example

Changes parameter or attribute values.

None.

nodi fy <cl ass> <keyatt_n>=<value_n> [...] to <attribute_n>=<newal ue_n>[...];

<class> Specifies the class of objects you want to change, such as application,
gateway, synctype, local, monitor, paramtime, paramtype,
paramvalue, preference, process, or statistics

<keyattr_n> Specifies one or more key attributes that uniquely identify the object
you are modifying

<attribute_n> Specifies the attribute or attributes you want to change

After modifying a parameter or attribute value, use the refresh command to restart
the process and enable the changes.

Use the update command to change directory objects, messaging objects, and
configuration objects. Use the modify command to change other types of objects
such as processes.

| OFOMER> nodi fy parantine server=post nan i nstance=1 starttine=0 to sl eepti ne=5;
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move

Prerequisites

Syntax

Parameters

Example

Moves the system configuration node (SCN) or the domain configuration node
(DCN) services to another node.

If you use the move DCN command, the new DCN must be in the same domain
and must have received and executed all updates.

nove {SCN | DON} name=<node>;

SCN
DCN

name

Move SCN services to another node
Move DCN services to another node in the domain

Name of the node to which you want to move the SCN or DCN
services

| OFOMER> nove SCON node=nodel nove DON node=node2;
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pause

pause

Prerequisites

Syntax

Parameters

Example

Pauses the screen display after a given number of lines. Also used to view the pause
setting or disable the pause function.

None.

pause [{<nunber> | off}]

<number> Specifies the number of lines after which the display should pause
until the user presses Enter

off Disables the pause function

To pause the screen display after every 24 lines, enter the following:
| CFOMER> pause 24

To view the pause setting, enter the following:
| OFOMR> pause

To disable the pause function, enter the following:
| OFOMXR> pause of f
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publish

Creates a public distribution list or template from a private distribution list or

template.
Prerequisites
None.
Syntax
publish {OL | tenpl ate} owner=<usernane> ol dnane=<ol dnane> [ newname=<newnane>] ;
Parameters
DL Publish a private distribution list.
template Publish a private template
owner Username that owns the distribution list or template
oldname The name of the private distribution list or template
newname The name you want to assign to the public version of the distribution
list or template
Example

publish tenpl ate owner=rml | er ol dnane=enrol | f orm newnane="Q ass Enrol | nent
Tenpl at e";
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REFRESH

REFRESH

Prerequisites

Syntax

Parameters

Usage Notes

Example

Restarts all or specific processes.

The process or processes must be running.

refresh all;

or

ref resh server =<processt ype> [i nst ance=<nunber >] ;

all Specifies restarting all running processes
server Specifies the type of process you are restarting
instance Specifies the number of the registered process if you have more than

one of this type of process

Use after you use the modify command to change process parameters so that
changes can take effect.

The refresh command operates on the local computer only. Do not use the refresh
command on a different computer from the one on which the eMail Server system
you are managing is installed.

To refresh all running eMail Server processes, enter the following:
| GFOMR> refresh al | ;

To refresh all instances of the postman, enter the following:

| OFOMXR> refresh server=post nan;

To refresh instance 2 of the postman, enter the following:
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| OFOMXR> refresh server=post nan i nst ance=2;
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register

register

Adds an eMail Server object.

Prerequisites
None.

Syntax
regi ster <class> <attribute _n>=<value_n>|[...];

Parameters
<class> Specifies the class you are registering, such as application, gateway,
synctype, paramtime, paramtype, paramvalue, or process

<attribute_n> Specifies one or more attributes that you want to set

Usage Notes

Use the insert command to create directory objects, messaging objects, and
configuration objects. Use the register command to create other types of objects
such as processes.

Example
| CFOMER> regi ster process server=post man i nstance=2 Def aul t S ar t up=enabl ed;
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rem

Prerequisites

Syntax

Parameters

Example

Denotes comments in an OOMGR batch file that are not executed.

None.

rem <text>

<text> Text of the comment you want to include

remThis file contai ns updat es
remfor February 29
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replicate

replicate

Copies a domain or a single class in a domain onto a node.

Prerequisites

The node must be subscribed to the domain that owns the information to be copied.
Also, you must perform this command on the domain configuration node (DCN).

Syntax
replicate to {file= <file_name> | node=<node_nane>} class={<cl ass_nane> | all};
or
replicate fromfile=<fil e_nane>;
Parameters
file Specifies the name of the file
node Identifies the node to receive the information.
class Specifies the name of the class or, if set to all, copies all classes onto
the node

Usage Notes

Use the replicate command to synchronize the information on a node with the
information on its DCN. You typically use the replicate command if the node is
unable to receive replicator packages for an extended amount of time; if the
database is corrupted; or if you do not want to wait for the next automatic update.

Example

| OFOMXR> repl i cat e node=nodel cl ass=al | ;
| CFOMER> repl i cat e node=node2 cl ass=per son;
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reroute

Prerequisites

Syntax

Parameters

Usage Notes

Example

Moves all messages in one outbound queue to another outbound queue.

If you are rerouting because of a blocked queue, first change the message delivery
routes so that messages are routed to an alternate queue rather than to the blocked
queue. Ensure that the node with the blocked queue receives the updated message
delivery route information and that all instances of the postman on the node with

the blocked queue are refreshed.

rerout e sourceg=<sourceqi d> target g=<t arget qi d>;

sourceq Specifies the ID of the queue whose messages you want to reroute

targetq Specifies the ID of the alternate queue

Use the reroute command as the last step in circumventing a blocked outbound
queue. See the following example for the other steps.

To use the command line interface to reroute a message, complete the following
steps:

1. To prevent additional messages from being routed to the blocked queue,
connect to the SCN and change the message delivery routes so that the blocked
route is no longer the lowest-cost route. Assign the lowest cost to the alternate
route.

In general, to change the cost of a message delivery route, enter the following:

| CFOMER> updat e cormmT out e Sour ceconmF<sour ce_communi ty> tar get comm<t ar get _
communi ty> connect commrF<connect _communi ty> to cost =<cost >;

2. Wait for the new message delivery route information to propagate to the node
with the blocked queue. This depends on when the replicator and postman run
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reroute

and on the number of nodes through which the information must travel before
reaching the node with the blocked queue.

3. To check that the new message delivery route information has reached the node
with the blocked queue, run OOMGR on the node, and enter the following:

| OFOMXR> fetch commrout e sour cecomm<sour ce conmuni ty> t ar get comm<t ar get
communi t y> connect comme<connect conmmuni ty>;

4. On the node with the blocked queue, refresh the postman processes so that they
use the new message delivery route information. To do so, enter the following:

| OFOMER> refresh server =post nan;

5. To reroute the blocked queue, enter the following:

| OFOM>RR> rerout e sour ceq=<bl ocked_queuel D> t ar get g=<al t er nat e_queuel D>,
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reset replicator

Resets the replicator to accept a package regardless of its number. Generally, the
replicator accepts packages in order of their number. The reset command resets
replicator sequencing starting with the number of the next package received.

Prerequisites
None.

Syntax
reset replicator;

Example
| OFOM>RR> reset replicator;

IOFCMGR Command Reference 22-43



resume

resume

Prerequisites

Syntax

Parameters

Example
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Restarts queue or message processing after stopping it.

You must first use the suspend command to stop the queue or message.

resunme queue queuei d=<queuei d>;

or

resunme nessage queuei d=<queuei d> nsgi d=<nsgi d>;

queue
message

gqueueid

msgid

Resume processing a queue
Resume processing a message

Specifies the ID of the queue you are restarting or of the queue
containing the message you are restarting

Specifies the ID of the message you are restarting.

| CFOMER> resune queue queuei d=27;
| GFOMER> resune nessage queuei d=23 nsgi d=28384;



REVOKE

Prerequisites

Syntax

Parameters

Removes access to an object from a person, role, or organization.

You must use the grant command to grant the user the privilege you are revoking.

revoke user={<object1> | all} [userclass=<classl>] item{<object2> | <class2> |
all} [itentl ass=<class3>] priv={adnmin | list | save | send | discover | contents

| moderate | child};

user

userclass

item

itemclass

Identifies the object whose privileges you are revoking:, such as
username, role name, or organization name. If set to all, specifies the
name used for public privileges

Identifies the class of the object whose privileges you are revoking.
Use this only if <object1> is not a unique name across classes

Identifies the object or class upon which the user object has privileges

Identifies the class of the object upon which the user object has
privileges. Use this only if <object2> is not a unique name across
classes.
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priv

Example

Identifies directory object privilege you are revoking as follows:

admin grants the user permission to perform any administrative
operation on the entries in a given domain

Note: The item is specified by giving the qualified domain name.

send grants the user permission to send messages to collective
addressable entries; public distribution lists, roles, locations, and
organizations

save grants the user permission to save and print the results of
directory searches

list grants the user permission to view a class of entries, such as
the Organization class, in eMail Server

Identifies folder privilege you are revoking as follows:

discover makes the folder visible to the user

contents allows the user to view folder contents and create new
contents

moderate allows the user to delete messages
child allows the user to create subfolders
admin grants the user all folder privileges

| OFOMXRR> revoke user=rmiller itemWP itentl ass=0L priv=send;
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rollback

Discards all information entered since starting OOMGR or since the last commit or
rollback, whichever is most recent.

Prerequisites
You must have made changes to the data.

Syntax
rol | back

Usage Notes

If Autocommit is enabled, you cannot roll back because changes are committed
immediately rather than stored in a buffer.

Example
| OFOMER> rol | back
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Run

Prerequisites

Syntax

Usage Notes

Example

Executes the command in the buffer.

You must have entered a command from a category other than General.

You can use the run command with the change and list commands to display,
modify, and run the command saved in the buffer.

The last command entered that manipulate data is saved in the buffer. The list
command displays the contents of the buffer. The change command allows you to
modify the command in the buffer. The Run command runs the modified command
in the buffer.

| CGFOMR> Run
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setpwd

Prerequisites

Syntax

Parameters

Usage Notes

Example

Changes the password for current login or the database for the current node.

None.

setpwd {admin | dat abase};

or

set pwd user nane=<account _i d>;

admin Identifies the admin password

database Identifies the database password

user Identifies the user to whom you are assigning the password
name Identifies the name of the mail account

When you enter the setpwd command, OOMGR prompts you to enter the new
password and re-enter it to confirm it.

| OFOMER> set pwd user nane=bl ake;
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show

Prerequisites

Syntax

Parameters

Usage Notes

Example

Displays eMail Server object records.

None.

show <cl ass> [<attribute_n>=<value n> [...] ;
or
show <cl ass> all ;

<class> Specifies the class you are displaying data for, such as application,
gateway, local, monitor, oraclesvr, preference, process, synctype, or
statistics

<attribute_n> Specifies one or more attributes that identify the object or objects you
want to show. To show a single object, enter the key attribute value
or values.

all Specifies displaying all objects in the given class

Use the fetch command to display directory objects, messaging objects, and
configuration objects. Use the show command to display other types of objects such
as processes.

| GFOMERR> show gat eway;
| OFOMER> show process al | server=post nan i nst ance=1;
| FOMER> show noni tor acti ve=Y;
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shutdown

Prerequisites

Syntax

Parameters

Usage Notes

Example

Stops all or selected processes.

At least one eMail Server process must be started up.

shut down al | ;

or

shut down ser ver =<ser ver nane> [ i nst ance=<nunber >] ;

all Shuts down all running eMail Server processes
server Identifies the type of process to shut down
instance Identifies the specific instance you want to shut down

When the last process is shut down, eMail Server prohibits client logins.

Shutdown operates on the local computer only. Do not use the shutdown command
on a different computer from the one on which the eMail Server system you are
managing is installed.

| OFOMER> shut down ser ver =post nan i nst ance=2;
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spool

Prerequisites

Syntax

Parameters

Usage Notes

Example

Opens a file for output.

None.

spool [<filenane> | off]

<filename> Specifies the name of the file you want to open

off Disables the spool function

Use the spool command whenever you want a record of what you have done. For
example, you might want to open a spool file before using the verify command to
obtain a copy of the results.

| CGFOMER> spool filel spool of f

To display the name of the current spool file, enter the following:
| GFQM3R> spool
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startup

Prerequisites

Syntax

Parameters

Usage Notes

Example

Starts all or selected processes.

None.

startup all;

or

startup server=<server nane> [i nst ance=<nunber >] ;

all Starts up all eMail Server processes for which the DefaultStartup is
set to enabled

server Identifies the type of process to start up

instance Identifies the specific registered process you want to start up

The startup command operates on the local computer only. Do not use the startup
command on a different computer from the one on which the eMail Server system
you are managing is installed.

| OFOM>R> startup server=replicator instance=2 startup all;

To start up all instances of the postman, enter the following:

| OFOMER> st artup server =post nan;
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subscribe

Prerequisites

Syntax

Parameters

Example

Adds a node to a community or designates a node to receive information from a
domain.

You must log in to the system configuration node (SCN) to subscribe to a
community. To subscribe to a domain, you must log in to the domain configuration
node (DCN) for the domain.

subscri be comuni ty node=<node> communi t y=<cormmuni ty>;

or

subscri be domai n node=<node>;

community Subscribes a node to a community

domain Subscribes a node to a domain

node Specifies the name of the node that you are subscribing to the
domain or community

community Specifies the name of the community to which you are subscribing
the node

| FOMER> subscri be donai n node=nodel,;
| GFOMER> subscri be conmuni ty node=nodel communit y=commi;
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suspend

Prerequisites

Syntax

Parameters

Usage Notes

Example

Stops queue or message processing.

None.

suspend queue queuei d=<queuei d>;

or

suspend nmessage queuei d=<queuei d> nsgi d=<nsgi d>;

queue
message

queueid

msgid

Stop processing a queue
Stop processing a message

Specifies the ID of the queue you are suspending or of the queue
containing the message you are suspending

Specifies the ID of the message you are suspending

Use the resume command to restart suspended queues or messages.

| OFOMER> suspend queue queuei d=23;
| OFOMER> suspend nessage queuei d=28 nsgi d=837737;

IOFCMGR Command Reference 22-55



unsubscribe

unsubscribe

Removes an eMail Server node from a domain or community.

Prerequisites

The node must subscribe to the domain or community. You must log in to the SCN
to unsubscribe from a community. To unsubscribe from a domain, you must log in

to the DCN.
Syntax
unsubscri be conmuni ty node=<node> conmuni t y=<conmuni t y>;
or
unsubscri be donai n node=<node>;
Parameters
community Unsubscribes a node from a community
domain Unsubscribes a node from a domain
node Specifies the name of the node that you are unsubscribing from the
domain or community
community Specifies the name of the community from which you are
unsubscribing the node
Example

| FOMER> unsubscri be donai n node=nodel;
| OFOMER> unsubscri be communi ty node=nodel communi t y=commi,;
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update

Prerequisites

Syntax

Parameters

Usage Notes

Example

Changes or adds attributes of an object.

None.

updat e <cl ass> <keyatt_n>=<value_n> [...] to <attribute_n>=<newal ue_n>[...];

<class> Specifies the class of objects you want to change, such as person, rule,
role, room, organization, gateway, domain, equipment, community,
commroute, location, alias, dl, attachtype, attachmap, node,
connectdata, route, template, prv_template, folder

<keyatt_n> Specifies one or more key attributes that uniquely identify the object
you are updating.

<attribute_n> Specifies one or more attributes you want to change or add.

Use the update command to change directory objects, messaging objects, and
configuration objects. Use the modify command to change other types of objects,
such as processes.

| OFOMER> updat e person usernane=rniller to manager = cl ark;
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verify

Prerequisites

Syntax

Parameters

Usage Notes

Example

Checks tables and cleans up inconsistent data.

None.

verify {mail | scheduler | directory | nanes};

mail Checks for and deletes any inconsistent data in the mail tables
scheduler Checks for and deletes any inconsistent data in the scheduler tables
directory Checks for and deletes any inconsistent data in the directory tables
names Checks for aliases and distribution lists, public and private, that refer

to invalid users. Restores aliases and distribution lists that were
temporarily invalid due to moving users.

To keep a record of work done by the verify command, use the verify command
with the spool command.

Use the verify command before and after any changes to, or transfers of, large
amounts of data.

To use the verify and spool commands together, enter a series of commands such as
the following:

| CGFOMER> spool fi | enang;

| GFOMXR> verify nail ;
| GFOM3R> spool of f;
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WHOAMI

Prerequisites

Syntax

Usage Notes

Example

Displays the current OOMGR login name, node, and domain.

None.

Use the WHOAMI command to check which node and domain you are managing.

| CFOMER> WHOAM
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23

MIME Text Encoding and Decoding

If you will be exchanging messages and message attachments with a
non-MIME-compliant system, then you can set up a gateway that performs special
encoding and decoding.

In most cases, the default MIME (Multipurpose Internet Mail Extensions)
configuration will be sufficient for your needs. If you need to customize your MIME
configuration, then use the following tasks described in this chapter:

« Configuring the Method for Encoding MIME Content
« Configuring Messages That Are Not MIME-Compliant
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Configuring the Method for Encoding MIME Content

The SMTP/MIME (Simple Mail Transfer Protocol/Multipurpose Internet Mail
Extensions) gateway provides a standard set of content transfer methods for
encoding MIME attachments such as base64, quoted-printable, 7-bit, 8-bit, and
binary methods. In addition, the gateway can also be configured to perform
non-standard content transfer encoding and decoding, such as uuencode.

All outbound messages undergo either type conversion or content transfer
encoding before they can be transmitted through the SMTP gateway. Exceptions are
message bodies and attachments of types that map to text/<text-subtype> without
conversion. The character set used is the one specified with the def aul t _char set
gateway parameter.

You can specify the content-transfer method with the def aul t _encodi ng
gateway parameter. The sender can also override this parameter by specifying any
supported encoding method in the Content-Transfer-Encoding header when
composing a message.

See Also: "Gateway Process Parameters” on page 11-4 for more
information about the gateway parameters

Encoding 8-bit Data

SMTP transmits data in 7-bit byte streams. MIME defines how 8-bit data can be
encoded in 7-bit byte stream for transmission in SMTP. The gateway recognizes that
messages composed in a non-ASCII character set may contain 8-bit data that
requires transfer encoding.

The gateway checks the Content-Transfer-Encoding header (not case-sensitive) for
the name of the encoding method the message sender wants to use—for example,
quoted-printable or x-uuencode. When the Content-Transfer-Encoding header is not
present in the main message, the gateway uses the default transfer encoding
method specified in the def aul t _encodi ng parameter.

When an attachment containing 8-bit data does not require type conversion, the
gateway performs transfer encoding on the data. For example, the attachment type
mapping instructs the gateway to map eMail Server type GIF to image/gif, but does
not define a converter for this GIF-to-image/gif mapping. The attachment will
undergo content transfer encoding and be sent out as an image/gif MIME part.

23-2 Administrator’s Guide



Configuring the Method for Encoding MIME Content

Defining Non-ASCII Character Sets

The def aul t _char set gateway parameter enables the 32-bit Windows client
programs that cannot use the X-Orcl-Charset extended header to specify the
character set information of the message body of outbound SMTP/MIME messages.

The def aul t _char set parameter carries all the semantics of the X-Orcl-Charset
extended header. This parameter takes a lower precedence over the X-Orcl-Charset
extended header. That is, if a sender specifies X-Orcl-Charset extended header, then
the extended header value will be taken as the def aul t _char set parameter in
the Content-Type header of the message body and all of its text attachments (which
are without the def aul t _char set parameter in the Content-Type header).

If this parameter is set to non-ASCII characters, then text parts of outbound
messages are encoded by using the current transfer method defined by the

def aul t _t ext encodi ng gateway parameter. Content transfer encoding is
necessary for converting text composed in 8-bit character sets to ensure that it is
correctly transferred by the SMTP/MIME gateway.

The value of def aul t _char set is suppressed by the value of X-Orcl-Charset
extended header if present in the message.

See Also: "Gateway Process Parameters" on page 11-4 for more
information about the gateway parameters

Encoding Non-ASCII Character Sets

The def aul t _t ext encodi ng gateway parameter specifies the content transfer
encoding method used for text message bodies and text attachments written in
non-ASCII character sets.

The method of content transfer encoding used for text message bodies and text
attachments is the value set for the def aul t _t ext encodi ng gateway parameter.
By default, the def aul t _t ext encodi ng parameter is set to quot ed- pri nt abl e.

The value of the gateway parameter def aul t _encodi ng applies only to non-text
body parts. The value of this parameter will be suppressed by the extended header
Content-Transfer-Encoding.

External Programs for Content Transfer Encoding/Decoding

When you define external programs for content transfer encoding/decoding by
using thei nsert attachmap command, use the f or ei gnt ype parameter to
specify the name of the encoding method. Also, give the | ocal t ype parameter a
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value corresponding to an attachment type that has a definition for the generic
platform.

Standard content transfer encoding methods described in RFC1521 (that is base64,
quoted-printable, 7bit, 8bit, and binary) are not given to external programs to
perform encoding and so must use the gateway'’s interpretation of the encoding
algorithms.

External encoder programs should perform both encoding and decoding.
Restrictions for external conversion programs also apply to external content transfer
encoders.

See Also: "Defining an x-uuencode Converter: Example" on page
23-4 for more information

When an Encoder Fails

When an external encoder program fails, the gateway encodes the data in base64. A
message explaining this is sent to the message sender.

When a Decoder Fails

When an external decoder program terminates with an error, the MIME body part is
inserted as an attachment type defined in the def aul t _t ype parameter, a process
parameter for the UNIX gateway processes. The attachment starts with an
X-Orcl-Comment header, which reports that the gateway failed to decode the data.
The Comment header is followed by the original Content-Type and
Content-Transfer-Encoding headers.

Defining an x-uuencode Converter: Example

The following example defines an external converter for the x-uuencode transfer
encoding method. The gateway uses the shell command of cuu. sh - Ein directory
$ORACLE_HOME/bin to filter all binary data.

The name of the transfer encoding method appears in the
Content-Transfer-Encoding header of the outbound message.

| OFOMF>i nsert attachnap gat enay=snip
2>f or ei gnt ype=x- uuencode

3>convert er =of c_uu. sh
4>description="unix-to-unix encode/decode’ localtype=1;
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Configuring Messages That Are Not MIME-Compliant

Messages that are not MIME-compliant may use the uuencode method to encode
8-bit data into 7-bit data. You configure the uuencode method by using the gateway
parameters do_uuencode and do_uudecode.

See Also: "Gateway Process Parameters” on page 11-4 for more
information about the gateway parameters

Encoding Data in Outbound Messages

You use the do_uuencode parameter to determine if 8-bit data should be encoded
by the gateway without relying on external encoders. If the parameter is not zero,
then the gateway codes 8-bit (non-ASCII) data contained in outgoing messages.

The SMTP/MIME (Simple Mail Transfer Protocol/Multipurpose Internet Mail
Extensions) gateway also supports plugging in external encoders for encoding
content transfer for messages that are not RFC1521-compliant. The sender of a
message can explicitly specify a certain method of content transfer encoding.

When composing a message, use the X-Orcl-Charset extended header to indicate the
character set being used in the message body and the attachments to text MIME
types (which do not have the char set parameter specified in their Content-Type
header). This extended header will not be transmitted.

Decoding Data in Inbound Messages

Use the parameter do_uudecode to determine if non-MIME-compliant data
encoded with uuencode should be decoded or treated like ordinary MIME
messages. If the parameter is not zero, then the gateway performs automatic
decoding of encoded data contained in incoming messages. If the parameter is set to
zero, then data is not automatically decoded. (This only works for
non-MIME-compliant data that is uuencoded. MIME-compliant messages with a
content-transfer-encoding of uuencode require an external decoder.)

The gateway examines each line of the message for the start of a uuencoded
segment.

In a piece of uuencoded data, a file name and the file permission are specified at the
beginning. The gateway will create an attachment with the specified file name but
will ignore the file permission. If decoding is successful, then the decoded data is
inserted into the attachment. However, if decoding fails, then the uuencoded data is
inserted in the attachment.
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In either case, an attachment is created for a uuencoded segment in a message that
is of the type specified by the gateway parameter def aul t _t ype. The uuencoded
segment will be removed from the message body.
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access privileges
displaying for directory, 13-22
displaying for shared folder, 12-6
granting for directory, 13-23
granting for shared folders, 12-8
revoking for directory, 13-26
revoking for shared folder, 12-10
account
ADMIN, 1-19
foreign user, 13-6
Internet Messaging user, 13-4
user with no e-mail, 13-7
activating
monitor tests, 17-9
adding
node to community, 6-3
node to domain, 5-5
ADMIN account, 1-19
administering
tools, 1-1
Administration Tool
getting help in command line, 1-9
getting help in GUI, 1-5
IOFCMGR-only tasks, 1-12
logging on, 1-2
menu, 1-5
navigation tree, 1-6
right pane, 1-7
starting command line, 1-8
starting GUI, 1-4
toolbar, 1-6
using command line, 1-7

using GUI, 1-3
Administration Tool command

alias, 21-348
cd, 21-349
commit, 21-350
desc, 21-351
echo, 21-352
execfile, 21-353
exit, 21-354
find, 21-355
get, 21-356
help, 21-358
helplevel, 21-359
if, 21-360
listalias, 21-361
loadalias, 21-362

logon, 21-363

Is, 21-364

pwd, 21-365

rem, 21-366

run, 21-367

select, 21-368

set, 21-369
settimeout, 21-370
shell, 21-371

unalias, 21-372
unselect, 21-373
wait, 21-374
Administration Tool GUI
navigating, 1-5
alias command, 21-348
alias, see public alias
aliases
creating for gateway, 7-7
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anti-spam
preventing mail relay, 7-19
rejecting spam, 7-17
anti-virus
configuring, 7-22
Asian language
specifying character set, 7-13
specifying language, 7-12
attachment map
changing, 8-7
creating, 8-4
attachment type
creating, 8-2
decoding MIME-type body parts, 23-4
using converters, 8-7
attributes
equipment, 14-2
location, 14-2
organization, 14-3
person, 14-4
public alias, 14-6
public distribution list, 14-7
role, 14-7
room, 14-8
shared folder, 12-12

B

billing
data collection script, 20-2
Boot Domain, 22-3
Boot Node, 22-5
Bounce, 22-6
bouncing message, 16-5

C

cd command, 21-349

Change, 22-7

changing
attachment map, 8-7
community name, 6-7
default debug level for node, 4-10
default process parameter, 9-14
default quota for node, 4-9

Index-2

default time slice, 9-20

instance time slice, 9-25

node name, 4-3

process property, 9-17

state of node, 4-10

time zone for node, 4-7
changing attachment map, 8-7
character set

Asian language, 7-13

defining non-ASCII, 23-3

encoding non-ASCII, 23-3
Check, 22-8

checking
messages in a queue, 16-2
queues, 16-2

tablespace, 17-12

user quota, 17-12
checklist

configuration, 2-1
Cleanup Cxindex, 22-9
Cleanup Shadows, 22-9
Collector

process parameter, 11-17
command, Administration Tool

alias, 21-348
cd, 21-349
commit, 21-350
desc, 21-351
echo, 21-352
execfile, 21-353
exit, 21-354
find, 21-355
get, 21-356
help, 21-358
helplevel, 21-359
if, 21-360

listalias, 21-361
loadalias, 21-362

logon, 21-363
Is, 21-364
pwd, 21-365
rem, 21-366
run, 21-367
select, 21-368
set, 21-369



settimeout, 21-370
shell, 21-371
unalias, 21-372
unselect, 21-373
wait, 21-374
command, IOFCMGR
basic, 1-17
guidelines, 1-14
Commit, 22-10
commit command, 21-350
common process parameter, 11-2

community
creating message delivery route, 6-4
deleting, 6-9

displaying message delivery route
information, 6-6
merging, 6-10
renaming, 6-7
subscribing node, 6-3
unsubscribing node, 6-8
configuration
checklist, 2-1
configuration test, 18-2
sample reports, 18-2
configuring
anti-spam, 7-17,7-19
anti-virus, 7-22
gateway, 7-3
member node checklist, 2-7
multiple gateways, 7-15
non-MIME compliant messages, 23-5
pre-configuration checklist, 2-2
protocol server database connection,
protocol server gateway, 10-4
single-node checklist, 2-3
SSL, 10-5
three-tier checklist, 2-5
Connect, 22-11
connect string, Internet Messaging, 1-3
content transfer encoding, 23-2
external programs, 23-3

cost
message delivery route, 6-6
node, 6-11

creating, 13-4, 13-6

aliases for incoming mail, 7-7

attachment map, 8-4

attachment type, 8-2

default time slice, 9-18

equipment entry, 13-16

equipment object, 13-16

foreign user account, 13-6

gateway, 7-2

instance time slice, 9-23

Internet Messaging user account, 13-4

location entry, 13-10

location object, 13-10

message delivery route, 6-4

organization entry, 13-13

organization object, 13-13

person, 13-4, 13-6, 13-7

process instance, 9-4

public alias entry, 13-17

public alias object, 13-17

public distribution list entry, 13-19

public distribution list object, 13-19

public template entry, 13-20

public template object, 13-20

rewriting rules for gateway, 7-8

role entry, 13-14

role object, 13-14

room entry, 13-11

room object, 13-11

shared folder, 12-3

user account with no e-mail, 13-7
creating shared folder hierarchy, 12-2
creating with no e-mail, 13-7

D

database connection
configuring for protocol server, 10-2
database shadow process
displaying, 9-8
removing, 9-8
database space test, 18-4
sample report, 18-4
DCN
creating, 5-2
moving, 4-6
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debug level

changing default for node, 4-10
decoding

external programs, 23-3
default process parameter

overriding, 9-15

reverting to, 9-17
default quota

changing for node, 4-9

displaying for node, 4-6
default time slice

changing, 9-20

creating, 9-18

removing, 9-22

reverting to, 9-27
defining non-ASCII character set, 23-3
Delete, 22-12
deleting

community, 6-9

database shadow process, 9-8

default time slice, 9-22

directory entry, 13-28

domain, 5-7

gateway, 7-16

instance time slice, 9-27

message from queue, 16-5

node, 4-4

process instance, 9-10
Deregister, 22-13
deregistering

gateway, 7-16
desc command, 21-351
diagnosing

monitor reports, 17-6

Monitor Tests and Statistics Tasks, 17-8

setting Statistics tasks, 17-10
directory
creating equipment entry, 13-16
creating location entry, 13-10
creating organization entry, 13-13
creating person, 13-4, 13-6, 13-7
creating public alias entry, 13-17
creating public distribution list entry,
creating public template entry, 13-20
creating role entry, 13-14
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13-19

creating room entry, 13-11
creating user account, 13-4
deleting directory entry, 13-28
displaying entry, 13-3
displaying privileges, 13-22
granting privileges, 13-23
migrating account, 13-28
moving account to another node or
domain, 13-28
revoking privileges, 13-26
setting person password, 13-9

directory service test, 18-6

sample report, 18-7

Display, 22-14
displaying

database shadow process, 9-8
directory entry, 13-3

directory privileges, 13-22

Internet Messaging patch version, 4-6
Internet Messaging version, 4-6

local node information, 4-6

message delivery route information, 6-6
messages in a queue, 16-2

node default quota, 4-6

node name, 4-6

node state, 4-6

node time zone, 4-6

process parameters, 9-13

process status, 9-7

queues, 16-2

Replicator status, 15-2

shared folder privileges, 12-6

user quota, 17-12

distribution list, see public distribution list
documentation, Xxxi

domain
creating, 5-2
deleting, 5-7
merging, 5-9

multiple top domains, 5-4
subscribing node, 5-5
unsubscribing node, 5-6



E

Echo, 22-16
echo command, 21-352
emptying Dead Message queue, 16-6
encoded messages
storing, 7-17
encoding
8-bit data, 23-2
external programs, 23-3
non-ASCII character set, 23-3
entry
displaying for directory, 13-3
equipment
attributes, 14-2
creating object, 13-16
migrating account, 13-28
error code
folder, 19-10
gateway, 19-15
messaging server, 19-2
execfile command, 21-353
Execute, 22-17
Exit, 22-18
exit command, 21-354
Explst, 22-19
Export, 22-20
external programs for content transfer
encoding, 23-3

F

filename

log file, 17-2
find command, 21-355
folder, see shared folder
foreign user account, 13-6

G

gateway
configuring for protocol server, 10-4
configuring multiple gateways, 7-15
creating, 7-2
creating aliases, 7-7
creating rewriting rules, 7-8

deleting, 7-16
error code, 19-15
process parameter, 11-4
redirecting mail, 7-7
registering with sendmail, 7-5
storing encoded messages, 7-17
unx.cfg configuration file, 7-3
get command, 21-356
getting help
Administration Tool command line, 1-9
Administration Tool GUI, 1-5
Grant, 22-24
granting
directory privileges, 13-23
shared folder privileges, 12-8
Guardian
displaying status, 9-3
process parameter, 11-22
shutting down, 9-12
starting, 9-3
Guardian process controller
displaying status, 9-3

H

Help, 22-26

help command, 21-358
helplevel command, 21-359
Host, 22-27

if command, 21-360
IMAP4SRV

monitoring, 17-13

process parameter, 11-32
Implst, 22-28
Import, 22-29
inbound package, 15-4
INBOX

unlocking, 17-18
initializing node manually, 4-2
Insert, 22-30
installation

documentation, xxi
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instance
registering process, 9-4
removing process, 9-10
reverting to default parameter,
setting parameter, 9-15
starting process, 9-5
stopping process, 9-11
Internet Messaging
connect string, 1-3
displaying version, 4-6
documentation, xxi
logging on, 1-2
password, 1-3
qualified domain, 1-3
username, 1-2
IOFCMGR
basic commands, 1-17
command guidelines, 1-14
IOFCMGR-only tasks, 1-12
logging on, 1-2
running scripts, 1-18
script, 1-17
starting, 1-13
using, 1-13
IOLISTENER
process parameter, 11-37
IOODSSYNC
process parameter, 11-10

L

9-17

language

Asian language, 7-12
LDAP

process parameter, 11-8
List, 22-31
listalias command, 21-361
loadalias command, 21-362
location

attributes, 14-2

creating object, 13-10

log file
filenames, 17-2
finding, 17-2

messages, 17-3

Index-6

reading, 17-3
setting log level, 17-2

using, 17-2
log level

setting, 17-2
logging on

Internet Messaging, 1-2
logon command, 21-363
Iscommand, 21-364

M

mail relay, preventing, 7-19
mail version

displaying for node, 4-6
manually initializing a node, 4-2
manually replicating data, 15-4
member node

configuration checklist, 2-7
menu

Administration Tool, 1-5
merging

communities, 6-10

domains, 5-9
message

bouncing, 16-5

errors for gateway, 19-15

errors for messaging server, 19-2

errors for shared folder, 19-10

removing from queue, 16-5

restarting when suspended, 16-4

suspending, 16-3
message delivery route

cost, 6-6

creating, 6-4

displaying information, 6-6
message flow test, 18-7

sample report, 18-8
message-billing data collection script,
messages

storing encoded, 7-17
messaging server

error code, 19-2

process parameter, 11-17
migrating account to another node or

20-2



domain, 13-28

MIME
attachment map, 8-4, 8-7
attachment type, 8-2
attachment type converters, 8-7

configuring for non-MIME-compliant

messages, 23-5
content transfer encoding, 23-2
defining non-ASCII character set,
encoding 8-bit data, 23-2
Modify, 22-32
modifying
default process parameter, 9-14
default time slice, 9-20
instance time slice, 9-25
process property, 9-17
Monitor
activating test, 17-9
process parameter, 11-22
reports, 17-6
starting, 17-8
monitor reports, 17-6
monitor test
configuration test, 18-2
database space test, 18-4
directory service test, 18-6
message flow test, 18-7
process test, 18-8
starting, 17-9
monitoring
Probe, 17-13
protocol server, 17-13
Move, 22-33

moving directory account to another node or

domain, 13-28
multibyte
configuring for gateway, 7-12
multiple gateways, configuring, 7-15
multiple top domains, 5-4

N

23-3

National Language Support, see NLS

navigating in Administration Tool, 1-5

navigation tree

Administration Tool, 1-6
NLS
specifying Asian language, 7-12, 7-13
node
changing default debug level, 4-10
changing default quota, 4-9
changing state, 4-10
changing time zone, 4-7
cost, 6-11
creating DCN, 5-2
creating message delivery route, 6-4
deleting, 4-4
deleting domain, 5-7
displaying default quota, 4-6
displaying local information, 4-6
displaying time zone, 4-6
manually initializing, 4-2
merging communities, 6-10
merging domains, 5-9
moving DCN, 4-6
moving SCN, 4-5
renaming, 4-3
subscribing to community, 6-3
subscribing to domain, 5-5
unsubscribing from community, 6-8
unsubscribing from domain, 5-6

O

object

displaying for directory, 13-3
ODSIOSYNC

process parameter, 11-14
organization

attributes, 14-3

creating object, 13-13
outbound package, 15-3
overriding

default process parameter, 9-15

default time slice, 9-23

P

package
inbound, 15-4

Index-7



outbound, 15-3
resetting number, 15-6
parameter
Collector process, 11-17
common process, 11-2
gateway process, 11-4
Guardian process, 11-22
IMAPA4SRYV process, 11-32
IOLISTENER process, 11-37
IOODSSYNC process, 11-10
LDAP process, 11-8
messaging server process, 11-17
modifying default process, 9-14
Monitor process, 11-22
ODSIOSYNC process, 11-14
POP3SRV process, 11-38
Postman process, 11-24
protocol server process, 11-32
Replicator process, 11-29
reverting to default, 9-17
setting for registered process, 9-15
specifying multi-value, 1-16
SPS, 11-42
Statistics process, 11-32
time slice, 11-3

parameters
displaying, 9-13
password
ADMIN, 1-19

Internet Messaging, 1-3
setting for user, 13-9
patch version
displaying for node, 4-6
Pause, 22-34
permissions
displaying for directory, 13-22
displaying for shared folder, 12-6
granting for directory, 13-23
granting for shared folders, 12-8
revoking for directory, 13-26
revoking for shared folder, 12-10
person
attributes, 14-4
creating, 13-4, 13-6, 13-7
setting password, 13-9

Index-8

POP3SRV
monitoring, 17-13
process parameter, 11-38
Postman
process parameter, 11-24
pre-configuration checklist, 2-2
privacy
anti-spam, 7-17,7-19
privileges
directory, displaying, 13-22
directory, granting, 13-23
directory, revoking, 13-26
shared folder, displaying, 12-6
shared folder, granting, 12-8
shared folder, revoking, 12-10
Probe, using, 17-13
process
checking Replicator status, 15-2
Collector parameter, 11-17
displaying database shadow, 9-8
displaying Guardian status, 9-3
displaying parameters, 9-13
displaying status, 9-7
finding log file, 17-2
gateway parameter, 11-4
Guardian, 9-3
Guardian parameter, 11-22
IMAPA4SRYV parameter, 11-32
IOLISTENER parameter, 11-37
IOODSSYNC parameter, 11-10
LDAP parameter, 11-8
log file, 17-2
messaging server parameter, 11-17
modifying default parameter, 9-14
modifying property, 9-17
Monitor parameter, 11-22
ODSIOSYNC parameter, 11-14
POP3SRV parameter, 11-38
Postman parameter, 11-24
protocol server parameter, 11-32
reading log file, 17-3
refreshing, 9-9
registering instance, 9-4
removing, 9-10
removing database shadow, 9-8



Replicator parameter, 11-29
reverting to default parameter, 9-17
setting log level, 17-2
setting parameter, 9-15
shutting down, 9-11
shutting down Guardian, 9-12
SPS parameter, 11-42
starting, 9-5
Statistics parameter, 11-32
process test, 18-8
sample report, 18-8
property
modifying, 9-17
protocol server
configuring database connection, 10-2
configuring gateway, 10-4
configuring SSL, 10-5
monitoring, 17-13
obtaining trusted certificate, 10-6
process parameter, 11-32
public alias
attributes, 14-6
creating object, 13-17
public distribution list
attributes, 14-7
creating object, 13-19
public template
creating object, 13-20
Publish, 22-35
pwd command, 21-365

Q

qualified domain, 1-3

queue
displaying messages, 16-2
displaying queues, 16-2
emptying Dead Message queue, 16-6
removing, 16-5
rerouting, 16-6
restarting suspended message, 16-4
restarting suspended queue, 16-8
suspending message, 16-3
suspending queue, 16-7

quota

checking, 17-12

R

redirecting
queue, 16-6
Refresh, 22-36
refreshing
process instance, 9-9
Register, 22-38
registered process
starting instance, 9-5
registering
gateway with sendmail, 7-5
process instance, 9-4
release notes
documentation, xxi
Rem, 22-39
rem command, 21-366
removing
community, 6-9
database shadow process, 9-8
default time slice, 9-22
directory access privileges, 13-26
directory entry, 13-28
domain, 5-7
gateway, 7-16
instance time slice, 9-27
message from queue, 16-5
messages from Dead Message Queue, 16-6
node from community, 6-8
node from domain, 5-6
node from system, 4-4
process instance, 9-10
shared folder privileges, 12-10

renaming
community, 6-7
node, 4-3
Replicate, 22-40
replicating
shared folder, manually, 12-5
Replicator

checking status, 15-2
inbound package, 15-4
manually replicating data, 15-4
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outbound package, 15-3
process parameter, 11-29
replicating from file, 15-5
resetting package number, 15-6
sending package to node, 15-4,15-5
Replicator activities
displaying, 15-2
Replicator folders
displaying, 15-2
Replicator Queue
displaying, 15-2
reports, monitor, 17-6
Reroute, 22-41

rerouting
queue that is blocked, 16-6
Reset, 22-43
resetting Replicator package number, 15-6
restarting

process instance, 9-9
suspended message, 16-4
suspended queue, 16-8
Resume, 22-44
reverting
default process parameter, 9-17
Revoke, 22-45
revoking
directory privileges, 13-26
shared folder privileges, 12-10
right pane
Administration Tool, 1-7
role
attributes, 14-7
creating object, 13-14
Rollback, 22-47
room
attributes, 14-8
creating object, 13-11
migrating account, 13-28
routing
creating message delivery route, 6-4
displaying message delivery route
information, 6-6
rules
creating rewriting rules for gateway, 7-8
Run, 22-48

Index-10

run command, 21-367

S
schedule, see time slice
SCN
moving, 4-5
script

message-billing data collection, 20-2

script, IOFCMGR
creating, 1-17
running, 1-18

select command, 21-368

sending Replicator package, 15-4, 15-

sendmail
registering gateway, 7-5
set command, 21-369
Setpwd, 22-49
settimeout command, 21-370
setting
log level, 17-2
person password, 13-9
user password, 13-9
shared folder
attributes, 12-12
creating, 12-3
creating hierarchy, 12-2
displaying privileges, 12-6
error code, 19-10
granting privileges, 12-8
manually replicating, 12-5
revoking privileges, 12-10
shell command, 21-371
Show, 22-50
Shutdown, 22-51
shutting down
Guardian process, 9-12
process instance, 9-11

5

single-node configuration checklist, 2-3

S/MIME

storing encoded messages, 7-17
SMTP

registering gateway with sendmail,
SMTP/MIME gateway

decoding MIME-type body parts,

7-5

23-4



specifying T
multi-value parameter, 1-16

tasks for Statistics process, 17-10 tablespaqe
Spool, 22-52 checking, 17-12
SPS ' three-tier configuration checklist, 2-5
time slice
rocess parameter, 11-42 .
SSLp P changing default, 9-20
configuring, 10-5 creating default, 9-18
trusted certi’ficate 10-6 creating for instance, 9-23
Wallet Manager ' 10-6 modifying for instance, 9-25

overriding default, 9-23

startin
9 parameter, 11-3

Administration Tool command line, 1-8

Administration Tool GUI, 1-4 removing default, 9-22
Guardian process, 9-3 removing from instance, 9-27
IOFCMGR, 1-13 _ reverting to default, 9-27
Monitor and Statistics processes, 17-8 time zone
monitor test, 17-9 changing for node, 4-7
process instance, 9-5 displaying for node, 4-6
Startup, 22-53 tnsnames.ora, 9-3
state toolbar o _
changing for node, 4-10 Administration Tool, 1-6
displaying for node, 4-6 tools
Statistics admlnl.sterlng, 1-1
process parameter, 11-32 top domain
multiple, 5-4

specifying tasks, 17-10

starting, 17-8
status

displaying for Guardian,

displaying for process, 9-7

displaying for Replicator, 15-2 U
stopping

Guardian process, 9-12

process instance, 9-11
Subscribe, 22-54
subscribing

node to community, 6-3

node to domain, 5-5
Suspend, 22-55

troubleshooting, reports, 17-6
trusted certificate
9-3 obtaining, 10-6

unalias command, 21-372
unlocking INBOX, 17-18
unselect command, 21-373
Unsubscribe, 22-56
unsubscribing

node from community, 6-8

node from domain, 5-6
unx.cfg file, 7-3

suspending 6 Update, 22-57
message, - user account, 13-4, 13-7
queue, 16-7

migrating account, 13-28

setting password, 13-9
user quota

checking, 17-12

restarting suspended message, 16-4
restarting suspended queue, 16-8
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username, Internet Messaging, 1-2
using
Administration Tool command line,
Administration Tool GUI, 1-3
attachment type converters, 8-7
IOFCMGR, 1-13

\Y,

1-7

Verify, 22-58
virus checking, see anti-virus

w

wait command, 21-374
Wallet Manager

using, 10-6
Whoami, 22-59
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