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Preface

Oracle9iAS Single Sign-On Application Developer’s Guide provides the information
you need to understand and use the Oracle9iAS Single Sign-On product and its
related applications

This preface contains these topics:
« Audience

« Organization

« Related Documentation

« Conventions

« Documentation Accessibility

Xi



Audience

Application Developer’s Guide is intended primarily for application developers
responsible for integrating Oracle9iAS Single Sign-On with partner applications.

Application Developer’s Guide is also provided for anyone who wants to understand
how Oracle9iAS Single Sign-On works.

Organization

This document contains:

Chapter 1, "Introduction" explains how Oracle9iAS Single Sign-On solves the
problems associated with using and administering user names and passwords for
multiple applications in an enterprise.

Chapter 2, "Concepts and Architecture” discusses the significance of Single Sign-On
to users and administrators in an enterprise. It describes the components of Single
Sign-On, the application types, and the authentication methods Single Sign-On
uses. It also explains the process and architecture through which Single Sign-On
authenticates users to applications.

Chapter 3, "PL/SQL Single Sign-On Application Programming Interface" explains
how to use the PL/SQL Single Sign-On Application Programming Interface (API).

Chapter 4, "Java Oracle9iAS Single Sign-On Application Programming Interface"
explains how to use the Java Single Sign-On Application Programming Interface.

Chapter 5, "Examples in PL/SQL and Java" explains how to install Application
Programming Interfaces for PL/SQL and Java and gives examples of installation
code.

Related Documentation

Xii

For more information, see these Oracle resources:

For more information about development related issues, refer to the Readme file
included in the Software Development Kit (SDK).

For additional information, see the online help and related documentation for
Oracle9iAS Portal.In North America, printed documentation is available for sale in
the Oracle Store at

http://oracl estore. oracl e. cont



Customers in Europe, the Middle East, and Africa (EMEA) can purchase
documentation from

ht t p: / / waw or acl ebookshop. cond
Other customers can contact their Oracle representative to purchase printed
documentation.

To download free release notes, installation documentation, white papers, or other
collateral, please visit the Oracle Technology Network (OTN). You must register
online before using OTN; registration is free and can be done at

http://technet. oracl e. com nenber shi p/ i ndex. ht m
If you already have a username and password for OTN, then you can go directly to
the documentation section of the OTN Web site at

http://technet. oracl e. com docs/ i ndex. ht m

Conventions

This section describes the conventions used in the text and code examples of this
documentation set. It describes:

« Conventions in Text

« Conventions in Code Examples

Conventions in Text

We use various conventions in text to help you more quickly identify special terms.
The following table describes those conventions and provides examples of their use.

Convention Meaning Example

Bold Bold typeface indicates terms that are When you specify this clause, you create an
defined in the text or terms that appear in index-organized table.
a glossary, or both.

Italics Italic typeface indicates book titles or Oracle9i Database Concepts
emphasis.

Ensure that the recovery catalog and target
database do not reside on the same disk.

Xiii



Convention

Meaning

Example

UPPERCASE
monospace
(fixed-width
font)

lowercase
monospace
(fixed-width
font)

| ower case
nonospace
(fixed-width
font) italic

Uppercase monospace typeface indicates
elements supplied by the system. Such
elements include parameters, privileges,
datatypes, RMAN keywords, SQL
keywords, SQL*Plus or utility commands,
packages and methods, as well as
system-supplied column names, database
objects and structures, usernames, and
roles.

Lowercase monospace typeface indicates
executables, filenames, directory names,
and sample user-supplied elements. Such
elements include computer and database
names, net service names, and connect
identifiers, as well as user-supplied
database objects and structures, column
names, packages and classes, usernames
and roles, program units, and parameter
values.

Note: Some programmatic elements use a
mixture of UPPERCASE and lowercase.
Enter these elements as shown.

Lowercase monospace italic font
represents placeholders or variables.

You can specify this clause only for a NUMBER
column.

You can back up the database by using the
BACKURommand.

Query the TABLE_NAMEolumn in the USER _
TABLESdata dictionary view.

Use the DBMS_STATSENERATE_STATS
procedure.

Enter sqlplus  to open SQL*Plus.

The password is specified in the orapwd file.

Back up the datafiles and control files in the
/disk1/oracle/dbs directory.

The department_id
and location_id columns are in the
hr.departments table.

Set the QUERY_REWRITE_ENABLED
initialization parameter to true.

, department_name

Connect as oe user.

The JRepUtil
methods.

class implements these

You can specify the par al | el _cl ause.

Run Uol d_r el ease.SQL where o/ d_
r el ease refers to the release you installed
prior to upgrading.

Xiv

Conventions in Code Examples

Code examples illustrate SQL, PL/SQL, SQL*Plus, or other command-line
statements. They are displayed in a monospace (fixed-width) font and separated
from normal text as shown in this example:

SELECT usemame FROM dba_users WHERE usemame ='MIGRATE;;

The following table describes typographic conventions used in code examples and

provides examples of their use.



Convention

Meaning

Example

[]

{}

Other notation

Italics

UPPERCASE

| oner case

Brackets enclose one or more optional
items. Do not enter the brackets.

Braces enclose two or more items, one of

which is required. Do not enter the braces.

A vertical bar represents a choice of two
or more options within brackets or braces.
Enter one of the options. Do not enter the
vertical bar.

Horizontal ellipsis points indicate either:

«  That we have omitted parts of the
code that are not directly related to
the example

« That you can repeat a portion of the
code

Vertical ellipsis points indicate that we
have omitted several lines of code not
directly related to the example.

You must enter symbols other than
brackets, braces, vertical bars, and ellipsis
points as shown.

Italicized text indicates placeholders or
variables for which you must supply
particular values.

Uppercase typeface indicates elements
supplied by the system. We show these
terms in uppercase in order to distinguish
them from terms you define. Unless terms
appear in brackets, enter them in the
order and with the spelling shown.
However, because these terms are not
case sensitive, you can enter them in
lowercase.

Lowercase typeface indicates
programmatic elements that you supply.
For example, lowercase indicates names
of tables, columns, or files.

Note: Some programmatic elements use a
mixture of UPPERCASE and lowercase.
Enter these elements as shown.

DECIMAL (digits [ , precision])

{ENABLE | DI SABLE}
{ ENABLE | DI SABLE}
[ COPRESS | NOCOVPRESS]
CREATE TABLE ... AS subquery;
SELECT col 1, col2, ... , coln FROM
enpl oyees;

acctbal NUMBER(11, 2);

acct CONSTANT NUMBER(4) := 3;

CONNECT SYSTEM syst em password
DB NAME = dat abase_nane

SELECT | ast _nane,
enpl oyees;

SELECT * FROM USER TABLES;
DROP TABLE hr. enpl oyees;

enpl oyee_id FROM

SELECT | ast _nane,
enpl oyees;

enpl oyee_id FROM

sql plus hr/hr
CREATE USER njones | DENTI Fl ED BY t y3MB;

XV



Documentation Accessibility

XVi

Oracle’s goal is to make our products, services, and supporting documentation
accessible to the disabled community with good usability. To that end, our
documentation includes features that make information available to users of
assistive technology. This documentation is available in HTML format, and contains
markup to facilitate access by the disabled community. Standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For additional information, visit the Oracle
Accessibility Program Web site at

htt p: // waw or acl e. cond accessi bi | ity/

JAWS, a Windows screen reader, may not always correctly read the code examples
in this document. The conventions for writing code require that closing braces
should appear on an otherwise empty line; however, JAWS may nhot always read a
line of text that consists solely of a bracket or brace.
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Introduction

This chapter explains how Oracle9iAS Single Sign-On solves the problems
associated with using and administering user names and passwords for multiple
applications in an enterprise.

This chapter contains these topics:
«  What Is Oracle9iAS Single Sign-On?
« The Problem of Too Many Passwords

« The Oracle9iAS Single Sign-On Solution

Introduction 1-1



What Is Oracle9iAS Single Sign-On?

What Is Oracle9iAS Single Sign-On?

Oracle9iAS Single Sign-On is a service of the Oracle9i Application Server that
enables:

« Authentication to all appropriate applications in an enterprise by entering a
user name and password only once

« Centralized administration of user name and password combinations for all
users in an enterprise

This section contains these topics:
« The Problem of Too Many Passwords

« The Oracle9iAS Single Sign-On Solution

The Problem of Too Many Passwords

Within any given enterprise, a typical user accesses several applications: one, for
example, to create expense reports, another to use email, and still another to
schedule appointments. Each application requires the user to enter a valid user
name and password, which presents three major difficulties:

= Inconvenience

A user must enter a user name and password to access each and every
application. Moreover, it can be difficult to remember the user name and
password combinations for multiple applications.

« Poor security

To remember so many user name and password combinations, users often use
one of two strategies:

« They use the same combination for all applications. This makes it possible
for a thief who steals that combination to access all of the user’s
applications.

= They use multiple combinations, writing them on pieces of paper that can
be lost, stolen, or observed. The more user name and password
combinations, the greater the risk that one or more of them may be lost or
stolen.

« Difficulty of administration

1-2 Application Developer’s Guide



What Is Oracle9iAS Single Sign-On?

It can be costly and difficult to administer password stores for multiple
applications. To create or delete a user, or change a password, an administrator
must tediously make changes in each application.

The Oracle9iAS Single Sign-On Solution

With Oracle9iAS Single Sign-On, users typically sign on to a centrally administered
Login Server through a central Web portal. Once it authenticates a particular user,
the Login Server displays links to all the applications for that user.

Using a central Web portal with a centrally administered Login Server has these
advantages:

Convenience

The user enters the user name and password only once, at a central corporate
Web portal, to access all the needed applications. From the user’s perspective,
authentication to each application happens transparently.

Increased security

Fewer user name and password combinations lowers the risk of a thief stealing
them and gaining access to a user’s restricted information.

Ease of administration

Oracle9iAS Single Sign-On provides centralized provisioning of user accounts,
so that administrators can easily create new user accounts.

Centralizing the authentication process also makes it possible to support
additional authentication mechanisms in a localized manner. For example, you
can implement an LDAP-based authentication, or digital certificate-based
authentication, and the change would be localized to the Login Server.

Introduction 1-3
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2

Concepts and Architecture

This chapter describes the components of Oracle9iAS Single Sign-On, the kinds of
applications to which it can provide access, and the authentication methods it uses.
It explains the process and architecture through which Oracle9iAS Single Sign-On
authenticates users to applications.

This chapter contains these topics:

« Components of Single Sign-On

« Single Sign-On Application Types

= Single Sign-On Authentication Methods
« How Single Sign-On Works

Concepts and Architecture 2-1
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Components of Single Sign-On

Login Server

Oracle9iAS Single Sign-On has two components:
« Login Server

= Single Sign-On Application Programming Interface (API)

The first time that a user seeks access to an application, the Login Server:
« Authenticates the user by means of user name and password

« Passes the user’s identity to the various applications

« Marks the user being authenticated with an encrypted login cookie

In subsequent user logins, the login cookie provides the Login Server with the
user’s identity, and indicates that authentication has already been performed. If
there is no login cookie, the Login Server presents the user with a login challenge.

To guard against sniffing, the Login Server can send the login cookie to the client
browser over an encrypted SSL channel.

The login cookie expires with the session, either at the end of a time interval
specified by the administrator, or when the user exits the browser. It is never written
to disk.

A partner application can expire its session through its own explicit logout.

Note: To logout of a partner application and log in as another
user, you must also log out of the Login Server session. Otherwise,
the authentication request returns the partner application to the
logged in state of the previous user.

Single Sign-On Application Programming Interface (API)

The Oracle9iAS Single Sign-On API enables:

= Applications to communicate with the Login Server and to accept a user’s
identity as validated by the Login Server

« Administrators to manage the application’s association to the Login Server

2-2 Application Developer’s Guide
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Single Sign-On Application Types

There are two kinds of applications to which Oracle9iAS Single Sign-On provides
access:

« Partner Applications

« External Applications

Partner Applications

Partner applications are integrated with the Login Server. They contain a
Oracle9iAS Single Sign-On API that enables them to accept a user’s identity as
validated by the Login Server.

External Applications

External applications are web-based applications that retain their authentication
logic. They do not delegate authentication to the Login Server and, as such, require
a user name and password to provide access. Currently, these applications are
limited to those which employ an HTML form for accepting the user name and
password. The user name may be different from the SSO user name, and the Login
Server provides the necessary mapping.

Single Sign-On Authentication Methods

Oracle9iAS Single Sign-On can use one of these authentication methods:

Table 2-1 Single Sign-On Authentication Methods

Local user Uses a lookup table within the Login Server schema. This

authentication table contains user name, password, Login Server privilege
level, and other auditing fields for the user. The incoming
password is one-way hashed and compared to the entry in the

table.
External Typically relies on an LDAP-compliant directory. In this case,
repository the Login Server binds to the LDAP-compliant directory, then
authentication looks up the user credentials stored there. External

Authentication includes LDAP and Database Authentication
and any others that may be custom-developed.

Concepts and Architecture 2-3
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How Single Sign-On Works

Whenever a user accesses either a partner application or an external application, the
Login Server first authenticates that user.

This section contains these topics:
= Authenticating to the Login Server
« Accessing a Partner Application

« Accessing an External Application

Authenticating to the Login Server
The Login Server authenticates a user as follows:

. Login

o
—— Server
1. The Login Server checks for a login cookie. If one is 1 I l

present, the Login Server identifies the user from the
encrypted information in the login cookie.

User

2. If alogin cookie is not present, the Login Server prompts
the user for the user’s credentials.

3. The user provides the user name and password. <
4. The Login Server authenticates the user by passing the ?

provided name and password to the configured
authentication routine—either the local routine or one
provided by an external authentication module for an
external repository. If the authentication is successful, the
Login Server establishes a login cookie on the client
browser to facilitate Single Sign-On for future authentication
requests.

See Also: "Login Server" for information on the login cookie

Accessing a Partner Application
When a user seeks access to a partner application, the following:

2-4 Application Developer’s Guide



How Single Sign-On Works

Login
Server

1. The user seeks access to the partner application directly. Partner

2. If this is the first time during a session that the user is Application

accessing the partner application, the partner application

transparently directs the user to the Login Server to obtain i > ?
B ‘ Z

authentication credentials.
3. The Login Server authenticates the user as described in
"Authenticating to the Login Server."

4. The Login Server transparently directs the user to the partner
application. It does this by using a URL with an encrypted

parameter containing the user’s identity. >
5. The partner application:

—Decrypts the parameter

—Ildentifies the user

—Establishes its own session management

Note: In Step 2 of this process, the partner application directs the
user to the Login Server only if the application requires it based on
the URL requested. Some URLs may be public and no redirection to
the Login Server is necessary. When it is necessary, the partner
application must protect itself from unauthenticated access by
using its own session management.

If, during the same session, the user again seeks access to the same or to a different
partner application, the Login Server does not prompt the user for user name and
password. Instead, the Login Server obtains that information from the login cookie
on the client browser.

Partner Application Development Requirement
« Toimplement an authentication check:

1. Protected URLs need to check for an application session cookie for
authorization.
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2. If no application session cookie exists, then the browser redirects the user to
the Single Sign-On server.

3. Ifthe URL is publicly accessible, then no authorization check is
implemented.

« Toimplement a sign-on URL:

1. This URL must establish an application session cookie using the identity
information sent by the Single Sign-On server.

2. The browser then redirects the user to the requested URL

Accessing an External Application

You can accessing an external application through Oracle9iAS Portal. In this
scenario, Oracle9iAS Portal functions as a partner application.

This section contains these topics:
« Authenticating to Oracle9iAS Portal
« Authenticating to an External Application for the First Time

« Authenticating to an External Application After the First Time

Authenticating to Oracle9iAS Portal

When a user seeks access to an external application by way of Oracle9iAS Portal,
Oracle9iAS Single Sign-On authenticates the user to Oracle9iAS Portal through this
process:
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1. The user seeks access to the Oracle9iAS Portal site.

2. If this is the first time during a session that the user is
accessing Oracle9iAS Portal, then Oracle9iAS Portal
transparently directs the user to the Login Server to obtain
authentication credentials.

3. The Login Server authenticates the user as described in
"Authenticating to the Login Server."

4. The Login Server transparently directs the user to
Oracle9iAS Portal. It does this by using a URL with an
encrypted parameter containing the user’s identity.

5. Oracle9iAS Portal:
—Decrypts the parameter
—Identifies the user
—Establishes its own session management

—Presents the user with links to the external applications

_I Login
.q ! Server
‘ il —

User Oracle
Portal

= .,
PR—

L
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If, during the same session, the user again seeks access to Oracle9iAS Portal, the
Login Server does not prompt the user for user name and password. Instead, it
obtains that information from the login cookie on the client browser.

Authenticating to an External Application for the First Time

Oracle9iAS Single Sign-On uses the process described in the next figure under these
conditions:

= The user has authenticated to the Oracle9iAS Portal

« The user is accessing an external application for the first time through
Oracle9iAS Portal
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1. Oracle9iAS Portal presents to the user links
to external applications. These links invoke a
routine on the Login Server.

2. A user clicks one of the links.

3. The user’s clicking a link invokes on the
Login Server the external application login
procedure. This procedure checks the Login
Server password store for the user’s credentials
for the requested external application. If it finds
that the user has no such credentials, then the
Login Server prompts the user for them.

4. The user enters the user name and
password. The user can also indicate whether
to save these credentials in the Login Server
password store.

5. If the user chooses to save the credentials in
the Login Server password store, then the Login
Server saves them. The Login Server performs
the following tasks:

—Constructs a login page using the user's
credentials

—Formulates the form to post to the external
application login processing routine. This
routine has been preconfigured by the Login
Server administrator and associated with the
requested application.

—Sends the form to the client browser, with a
directive to post it immediately to the external
application

6. The client posts the form to the external
application and logs in.

Login
Server

‘q‘ 1 —
User Oracle i Login

Portal

o

Server

External <3
Application
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Authenticating to an External Application After the First Time
Oracle9iAS Single Sign-On uses the process described in the next figure if the user:

« Has authenticated to the Oracle9iAS Portal

« Has auser name and password in the Login Server password store

« Is accessing an external application after the first time

1. Oracle9iAS Portal presents to the user links
to external applications. These links invoke a
routine on the Login Server.

2. A user clicks one of the links.

3.The user’s clicking a link invokes on the Login
Server the external application login procedure.
This procedure checks the password store for
any credentials the user has for the requested
external application.

The Login Server then:

—Constructs a login page using the user's
credentials

—Formulates the form to post to the external
application's login processing routine. This
routine has been preconfigured by the Login
Server administrator and associated with the
requested application.

—Sends the form to the client browser, with a
directive to post it immediately to the external
application

4. The client posts the form to the external
application and logs in.

Login
Server

External ]2

Application

o7

¢

If the user has not stored a user name and password in the Login Server password
store, then Oracle9iAS Single Sign-On follows the process described in
"Authenticating to an External Application for the First Time".
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PL/SQL Single Sign-On Application
Programming Interface

This chapter explains how to use the PL/SQL Single Sign-On Application
Programming Interface.

This chapter contains these topics:
Developing Partner Applications
Exceptions

Datatype and Table Definitions
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Developing Partner Applications

The information in this section allows you to enable applications to participate in
Oracle9iAS Single Sign-On by becoming partner applications. It discusses the
application restructuring required. It also describes the basic architecture and
explains where the API calls in this package are to be used.

This section contains these topics:
« How a Partner Application Works

« Functions and Procedures

How a Partner Application Works

Partner applications delegate user authentication to the Login Server. When the
application determines that this delegation is needed, it uses WASEC SSO
ENABLER_ PRI VATE. GENERATE_REDI RECT to obtain the URL to which it performs
the redirect.

As a result of this redirect, the Login Server:
« Authenticates the user.

« Calls aprocedure that it is configured to call in the partner application. It makes
this call by redirecting the browser to the specified procedure.

The procedure that the Login Server calls has a single VARCHAR2 parameter that has
the default name URLC (an abbreviation for URL Cookie). This procedure should
parse the encrypted value that is passed in this parameter by using the WASEC _
SSO _ENABLER PRI VATE. PARSE_URL_COCKI E procedure. This parsing enables
the partner application to obtain the ssouser nane and the ur | r equest ed from
the parameter.

The partner application should then establish an application session for the
ssouser nane obtained from the parameter. Typically, this means that the
application establishes a cookie for its own use, and may set up some session
information internally. The application can then redirect to the ur | r equest ed that
is typically the protected URL that the user seeks to access.

Each application must develop its own convention for protecting pages that need
authentication. Ideally, a well-defined procedure or function is established that all
components of the application can use for access control. When it is determined that
the user needs to be authenticated, then the application can perform the redirect to
the Login Server from the single centralized place.
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The Oracle9iAS Single Sign-On Process for a Partner Application
The figure that follows illustrates the Login Server authentication sequence used by

Oracle9iAS Portal as a partner application.

Login Server Schema

> . Establishes
_==7| wsso_app_admin. SSO_ID cookie
SSO | D Is_login
e
, IC: NG
s
,’ wWWsso_app_admi n. Login Server
show_| ogi n_screen Private APIs

Client
Browser

Portal Schema

L
[}
| - Establishes
| wwsec_app_priv. PORTAL_SESSION
|‘ process_si gnon cookie
\
\
\
\
requested_url
sso enabler

P(RTAL_SI'ESSI ON wwsec_app_priv.
= <9| check privilege +—> APIs
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1. The browser requests a URL. This URL could be a PL/SQL procedure in
Oracle9iAS Portal. It also could be indirectly a PL/SQL procedure of the
WADOC _PROCESS. PROCESS DOWNLQAD procedure that is invoked when
requesting a document resident in Oracle9iAS Portal.

If the procedure has no security, then it simply returns HTML, resulting in the
display of the page.

2. If the procedure applies access restrictions, it calls internal Oracle9iAS Portal
security APIs to check whether the current user has privileges on the current
procedure. Typically, this is accomplished by calling an Oracle9iAS Portal
security function, WASEC APP_PRI V. CHECK PRI VI LEGE. This function in
turn checks whether the user is logged on by inspecting the current session
information obtained from the por t al _sessi on cookie. If the user is not
logged in, and, as a public user, has insufficient privileges to execute the
procedure, then WASEC APP_PRI V. CHECK PRI VI LEGE must invoke the login
sequence. Note that there will always be a por t al _sessi on cookie, because
the Oracle9iAS Portal gateway establishes a public session if it cannot find an
existing cookie. The cookie name is specified in the Database Access Descriptor
(DAD), and if not specified, defaults to the DAD name.

3. Toinitiate the login sequence, Oracle9iAS Portal generates a redirect request to
the Login Server, using enabler APIs provided by the Login Server to generate
the token that is passed as a URL parameter. The token contains the name of the
partner application, the URL that was requested in the partner application, and,
optionally, another URL to return to if authentication is canceled by the user.
The Login Server LS_LOG Nprocedure checks for an SSO_ID cookie, referred
to as the login cookie. It checks whether this specific browser has already
performed a Login Server authentication within this session. If it has, then the
Login Server uses the information in the login cookie and does not provide the
user with another authentication challenge.

4. If the login cookie is not present, then the Login Server calls the SHON LOG N _
SCREEN procedure.

5. The Login Server presents a login page to the user, prompting the user for a
user name and password.

6. The user enters a user name and password and submits the form.

The Login Server then authenticates the user’s user name and password, using
the configured authentication mechanism.

If the authentication fails, then the login page is displayed again with an error
message.
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If the user clicks Cancel on the login page, then the Login Server redirects
the page to the cancel URL provided in the initial request (in Step 3).

If the authentication is successful, then the Login Server establishes a login
cookie. The default name for this cookie is SSO | D. It keeps track of the user
name of the user that logged in, and the session expiry time.

7. The Login Server constructs a URL with an encrypted parameter containing the
user’s identity for processing by the partner application. The Login Server
sends this URL to the partner application with the purpose of:

« Informing the partner application that the user has successfully
authenticated

« Providing the user name with which the user authenticated
« Returning the URL that is being requested by the user

The URL to which this parameter is passed is stored in the Login Server
configuration table. The Partner Application entry specifies:

« The URL that will process this parameter
= The name of the parameter itself

In Oracle9iAS Portal, the name of the procedure that processes this is WASEC _
APP_PRI V. PROCESS S| GNON. The parameter name is URLC. This procedure
uses the WABEC _SSO _ENABLER PRI VATE. PARSE_URL_COCKI E API to get the
SSO user name and the requested URL. When this procedure is invoked,
Oracle9iAS Portal converts the port al _sessi on cookie to an authenticated
cookie, updating the user name with the logged in user’s name, and, if
necessary, updating the associated db_user. Also, the WACTX_SSO SESSI ON$
table is updated with the updated session information. The session is then
flagged as logged on.

8. The PROCESS_SI GNON procedure redirects the browser to the URL initially
requested by the user. The CHECK PRI VI LEGE function is invoked. Because the
user is logged in, it is possible to check whether the user has sufficient privilege,
by using the APIs that query the Oracle9iAS Portal WASEC SYS PRI V$ table,
to invoke the procedure.

If the user has sufficient privileges, the procedure executes. If the user does not
hve sufficient privileges, an error page indicating insufficient privileges is
displayed.
When a user later seeks access to secured pages, the CHECK PRI VI LEGE procedure
sees the authenticated port al _sessi on cookie, and does not need to interact with
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the Login Server. Instead, it uses the privilege APIs to determine whether the user
has sufficient access privileges.

Functions and Procedures

The functions and procedures in this section are part of the WANSEC SSO ENABLER _
PRI VATE package. This package is used to enable a PL/SQL application to become
a partner application.

This section contains these topics:

« PAPP_SHOW_CONFIG Procedure

« GENERATE_REDIRECT Function (URL Cookie Version V1.0)
« PARSE_URL_COOKIE Function (URL Cookie Version V1.0)

« GET_ENABLER_CONFIG Function

« CREATE_ENABLER_CONFIG Procedure

« UPDATE_ENABLER_CONFIG Procedure

« DELETE_ENABLER _CONFIG Procedure
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PAPP_SHOW_CONFIG Procedure
This procedure returns enabler configuration information for a partner application.

Syntax
PROCEDURE PAPP_SHON GONFL G

(

P LSN\R TCKEN | N VARCHAR2
ENABLER OQONFI G I N QUJT sec_enabl er _confi g_type
);

Table 3—-1 PAPP_SHOW _CONFIG Procedure Parameters

Parameter Description

P_LSNR_TOKEN Listener token to get the necessary partner application
registration configuration

ENABLER_CONFI G Enabler configuration type

Example

wnsec_sso_enabl er _pri vat e. papp_show confi g

(

p_lsnr_token => |istener token
enabl er _config => enabl er configuration type

GENERATE_REDIRECT Function (URL Cookie Version V1.0)

This function generates a redirect URL along with SITE2PSTORETOKEN that the
Login Server parses.

Syntax

FUNCTI ON GENERATE_REDI RECT
(
P LS\R TCKEN | N VARGHAR?,
URLREQUESTED | N VARGHAR?,
URLONCANCEL | N VARCHAR?
) RETURN VARCHARZ;

Table 3-2 GENERATE_REDIRECT Function Parameters
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Parameter Description

P_LSNR_TOKEN Listener token to get the necessary partner application
registration configuration. The listener token is the host name
and port used on the URL for the current request. This is used to
select the appropriate configuration entry in the WASEC _
ENABLER _CONFI G_|I NFCs table.

URLREQUESTED URL requested by the client for which authentication is needed
URL ONCANCEL URL to go to if client clicks cancel on the login page

Table 3-3 GENERATE_REDIRECT Function Return Values

Return Value Description

REDI RECTURL URL to which the partner application must direct the browser to
delegate authentication to the Login Server. This URL contains
the request for authentication.

Example

WHEEC SSO ENABLER PR VATE GENERATE_REDI RECT
(
p_Isnr_token => listener token
,urlrequested => URL requested by the client for which authentication is
needed
,urloncancel => LR togotoif client clicks cancel on the |ogin page

)

Depending on the architecture of the system, it may be necessary for an application
to be accessible through multiple web addresses. The partner application establishes
an application session cookie to keep track of authenticated sessions. Since cookies
have scoping properties, the session cookie needs to be scoped to the appropriate
web address.

When a partner application requests authentication, the GENERATE_REDI RECT
function creates the si t e2pst or et oken parameter, containing the ID of the
partner application (si t e_i d, si t e_t oken). This is used to look up the
appropriate partner configuration on the Login Server. Also in the Login Server’s
partner configuration data is the URL that should be called on a successful
authentication to establish the partner application’s session. The URL for this
"Success URL’ must have the same cookie scope (since it will be generating the
cookie from this URL) as the requested URL. For this reason, each entry in the

3-8 Application Developer’s Guide



Developing Partner Applications

partner’s configuration table must have a corresponding entry in the Login Server
partner configuration file. The p_I snr _t oken is what is used by the partner
application to look up the appropriate configuration entry based on the current
request. To establish the correct cookie scope, it needs to use ap_I| snr_t oken,
which will retrieve the appropriate enabler entry. Typically, the p_| snr_t oken
should be the host nane. donai n: port of the current request if the cookie path is
scoped to the root "/." (without quotes) Otherwise, if the cookie is scoped down to a
path, then the p_| snr _t oken should include a path as well.

PARSE_URL_COOKIE Function (URL Cookie Version V1.0)

This function parses the URL cookie that is generated by the GENERATE _
REDI RECT function on the Login Server side.
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Syntax

PROCEDURE par se_url _cooki e
(

P LS\R TCKEN I N VARCHAR?,
ENCRYPTED URLQOCKI E | N VARCHAR?,
SSOUSER\AME IN QUT VARCHAR?,
| PACD IN QUT VARCHAR?,

SSOT MEREVAIN NG I N QJT NUMBER,
S TETI MESTAWP IN QJT DATE,
UR_LREQUESTED IN QJT VARGHARZ,
SBSCRBER I D IN QJT NUMBER
NEVH TEKEY IN QJT VARCHARZ

)

Table 3-4 PARSE_URL_COOKIE Function Parameters

Parameter Description

P_LSNR_TOKEN Listener token to get the necessary partner application
registration configuration

ENCRYPTED_URLCOCKI E URL cookie

SSCQUSERNAME SSO user name

| PADD IP Address of user

SSOTI MEREMVAI NI NG Time remaining on SSO session

SI TETI MESTAMP Timestamp at cookie generation
URLREQUESTED URL that the client is attempting to access
NEWSI TEKEY Reserved for future use
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Example

WEBEC SSO ENABLER PR VATE. PARSE LR, GOKI E
(

p_LS\R TCKEN => | i stener token

, ENCRYPTED LRLQOXKI E => URL cooki e

, SSOUSERNAME => Ssouser nane

, | PADD => | P Address of user

, SSOT MEREVANNG => tine renai ni ng on SSO sessi on
, Sl TETI MESTAMP => tinmestanp at cooki e generation

, URLREQUESTED => UR. that the client is authenticated to access
, SUBSCR BER | D => Resend for future use
, NEVB TEKEY => reserved for future use

E

GET_ENABLER_CONFIG Function

This function returns the partner application registration information specified by
the listener token.

Syntax

PROCEDURE get _enabl er _confi g

(
P_LSN\R TCKEN | N VARCHAR?

) RETURN sec_enabl er_config_type;

Table 3-5 GET_ENABLER CONFIG Function Parameters

Parameter Description

P_LSNR_TOKEN Listener token to get the necessary partner application
registration configuration

Example
WIBEC SSO ENABLER PR VATE. GET_ENABLER OONFI G
(

)

p_lsnr_token => [jstener token

CREATE_ENABLER_CONFIG Procedure

This procedure stores the partner application registration information specified by
the listener token into the enabler configuration table.
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Syntax

PROCEDURE create_enabl er_config
(

)

P_QONH G I N sec_enabl er _confi g_type

Table 3-6 CREATE_ENABLER CONFIG Procedure Parameters

Parameter Description

P_CONFI G sec_enabler_config_type object which contains partner
application registration information

Example

WEEC SSO ENABLER PR VATE. CREATE_ENABLER OONFI G
(

)

p_config => sec_enabl er_config_type obj ect

UPDATE_ENABLER_CONFIG Procedure

This procedure updates the partner application registration information specified
by the listener token.

Syntax

PROCEDURE updat e_enabl er_config

(
P_LSN\R TGKEN | N VARCHAR2,
P QONF G I N sec_enabl er_config_type

E

Table 3—-7 UPDATE_ENABLER_CONFIG Procedure Parameters

Parameter Description

P_LSNR_TOKEN Listener token to get the necessary partner application
registration configuration

P_CONFI G sec_enabl er _confi g_t ype object which contains partner
application registration information
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Example

WEEC SSO ENABLER PR VATE. UPDATE ENABLER OONFI G
(

p_Isnr_token =>listener token
,p_config => sec_enabl er_confi g_type obj ect

DELETE_ENABLER_CONFIG Procedure

This procedure deletes the partner application registration information specified by
the listener token.

Syntax

PROCEDURE del et e_enabl er_config
(

)

P_LS\R TGKEN | N VARCHAR2

Table 3-8 DELETE ENABLER CONFIG Procedure Parameters

Parameter Description

P_LSNR_TOKEN Listener token to get the necessary partner application
registration configuration

Example

WEBEC SSO ENABLER PR VATE. DELETE ENABLER OONFI G
(

)

p_lsnr_token => [jstener token
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Exceptions

This section lists and describes the exceptions raised by the procedures and

functions in this chapter.

Table 3—-9 Exceptions

Exception

Description

COOKI E_DECRYPTI ON_FAI LED
COOKI E_ENCRYPTI ON_FAI LED
DUP_ENABLER_EXCEPTI ON

ENABLER CONFI G_NOT_FOUND

MANDATORY_ATTRI BUTE_|'S_NULL

I NVALI D_| P_ADDRESS

UNSUPPORTED_COOKI E_VERSI ON
URL_COOKI E_EXPI RED

Decryption of URL parameter failed.
Creation of site2pstore token failed.
Site with the same name already exists.

Could not find configuration information for
partner site.

Login Server registration information is not
correct.

IP address contained in the URLC does not
match the client’s IP address.

Cookie version is not supported.

URL cookie is timed out. The URLC
parameter will time out if the user takes more
than about 5 minutes to log in.

Datatype and Table Definitions

SEC_ENABLER_CONFIG_TYPE

This is the object type for partner application configuration.

CREATE CR repl ace TYPE sec_enabl er_config_type AS obj ect

(

| snr_t oken VARCHAR?2( 255)

, Site_token VARCHAR2( 255)
, site_id VARCHAR2( 255)
, I's_login_url VARCHAR2( 1000)

, url cooki e_version VARCHAR2( 80)

, encryption_key VARCHAR2( 1000)
, encryption_nask pre  VARCHAR2(1000)
, encryption_nask_post VARCHAR2(1000)

, url_cookie_i p_check VARCHAR2(1)
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WWSEC_ENABLER_CONFIG_INFO$
This table stores partner application configuration information.

create tabl e wasec_enabl er_confi g i nfo$ CF sec_enabl er _confi g_type

(

| snr_t oken constraint wiasec_seci_pk prinary key
, Site token constraint wnsec_seci _ukl UN QE

, site id constraint wnsec_seci _uk2 UN QE

, I's_login_url NOT NULL

, url cooki e_version NOT NULL

, encryption_key NOT NULL

, encryption_nask_pre NOT NULL
, encryption_nmask_post  NOT NULL
, CHECK (ur_cookie_ip_check IN (Y’,N)
)

WWSEC_SSO_LOG
This table stores debug information when debug is enabled.

CREATE TABLE wwsec_sso_log$

(
,SUBSCRIBER _ID NUMBER NOT NULL
,id NUMBER
,msg VARCHAR2(1000)

,log_date DATE

)
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Java Oracle9/AS Single Sign-On

Application Programming Interface

The Java package, or acl e. security. sso. enabl er, contains information
about how application developers can use Java classes and methods to enable web
users to access partner applications by means of Oracle9iAS Single Sign-On. This
chapter should be used as a reference and assumes that the reader is familiar with
PL/SQL functions and procedures for using Oracle9iAS Single Sign-On.

This chapter contains these topics:

« Package

SSOConfigException
SSOEnabler
SSOEnablerConfig
SSOEnablerConfigMgr
SSOEnablerException
SSOEnablerUtil
SSOIpCheckException
SSOTokenExpiredException
SSOUserlInfo
SSOVersionException

See Also: Chapter 3, "PL/SQL Single Sign-On Application
Programming Interface”
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Package

oracle.security.sso.enabler

Description

Class Summary

Classes

SSCEnabl er

SSCEnabl er Confi g

SSCEnabl er Conf i gMgr

SSCEnabl er Uti |
SSQUser | nf o

Exceptions

SSOConf i gExcepti on

SSCEnabl er Excepti on

SSA pCheckExcepti on

SSOTokenExpi r edExcepti on

SSOVer si onExcepti on

This class implements the enabler stack of the Oracle9iAS Single
Sign-On service for partner application development.

This class is used with SSOEnabler class for configutation parameters
setup

This class implements the enabler stack of Oracle9iAS Single Sign-On
service for partner application development.

This class is used for returning user information after parsing redirect
url from SSOEnabler class

This exception is raised when SSO enabler configuration is missing or
have wrong parameter

Generic exception class for Login Server SSO SDK This class is subclass
of java.lang.Exception

This exception is raised if the IP address of the original requested URL
do not match.

This exception is raised if user takes too long time to enter username
and password to the Login Server login page

This exception is raised if the SDK version does not match with Login
Server version or the enabler version information is not correct
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oracle.security.sso.enabler

SSOConfigException

Syntax:
public class SSOConf i gExcept i on extends SSOEnabl er Excepti on

java. | ang. bj ect

I
+--java. | ang. Thronabl e

+--java. | ang. Excepti on

I
+- - SSCEnabl er Except i on

+-oracl e.security. sso. enabl er. SSOConf i gExcepti on

All Implemented Interfaces:

java.io.Serializable

Description:

This exception is raised when SSO enabler configuration is missing or have wrong
parameter.

This class is subclass of SSOEnabl er Except i on.

Member Summary

Constructors

SSCConf i gException() Constructs a SSOConf i gExcept i on object with out error
message.

SSOConf i gException(String) Constructs a SSOConf i gExcept i on object with a error
message.

Inherited Member Summary

Methods inherited from class java.lang.Throwable

fillinStackTrace, getLocalizedMessage, getMessage, printStackTrace, printStackTrace, printStackTrace, toString
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Inherited Member Summary

Methods inherited from class java.lang.Object

equals, getClass, hashCode, notify, notifyAll, wait, wait, wait

Constructors

SSOConfigException()

Syntax:
public SSO%onfi gBException()

Description:

Constructs a SSOConf i gExcept i on object with out error message.

SSOConfigException(String)

Syntax:
public SSOOonfi gException(java.lang. Sring p_str)

Description:

Constructs a SSOConf i gExcept i on object with a error message.
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oracle.security.sso.enabler

SSOEnabler

Syntax:

public class SSCEnabl er extends java. | ang. oj ect

java. | ang. bj ect

+--oracl e. security. sso. enabl er. SSCEnabl er

Description:

This class implements the enabler stack of the Oracle9iAS Single Sign-On service for
partner application development.

Since:
1.0

Member Summary

Constructors

SSCEnabl er ()

SSCEnabl er (Connecti on)

Methods

generat eRedi rect (String,
String, String)

get SSQUser I nfo(Stri ng,
String, |netAddress)

set DbConnecti on( Connecti on

)

Creates an Oracle9iAS Single Sign-On enabler object, with no database
connection

Creates an Oracle9iAS Single Sign-On enabler object, with database
connection

It generates a redirect URL from requested URL and cancel URL.

It parses a redirect URL from Oracle9iAS Single Sign-On server which
contains user information.

Initializes Oracle9iAS Single Sign-On enabler object, with a database
connection

Inherited Member Summary

Methods inherited from class java.lang.Object
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Inherited Member Summary

equals, getClass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

SSOEnabler()

Syntax:
public SSCenabl er ()

Description:

Creates an Oracle9iAS Single Sign-On enabler object, with no database connection

SSOEnabler(Connection)

Syntax:
public SSCEnabl er (j ava. sl . Gnnecti on p_db_conn)

Description:

Creates an Oracle9iAS Single Sign-On enabler object, with database connection
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Methods

generateRedirect(String, String, String)

Syntax:

public java.lang. Sring generateRedirect(java.lang. Sring p_listenerToken,
java.lang. Sring p_requestedu |, java.lang. Sring p_onCancel Ul)

Description:

It generates a redirect URL from requested URL and cancel URL. When a partner
application wants to authenticate a user, it redirects the user(browser) to the
Oracle9iAS Single Sign-On server with this URL. The requested URL string is the
URL which user want to access and the cancel URL string is the URL where
Oracle9iAS Single Sign-On server will redirect the user, if user dosen’t want to
authenticate at that moment.

Returns:
Redirect URL

Throws:

SSCEnabl er Except i on - if there is an error in constructing redirect URL

getSSOUserInfo(String, String, InetAddress)

Syntax:
public SSOkerInfo get SSOkerlnfo(java.lang. Xring p_|i stenerToken,
java.lang. String p_cooki eStr, java.net.|netAddress p_clientlp)

Description:

It parses a redirect URL from Oracle9iAS Single Sign-On server which contains user
information.

Returns:

SSQUser | nf o object which will contain user information

Throws:
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SSCEnabl er Except i on - if there is an error in parsing

setDbConnection(Connection)

Syntax:
public voi d set DbGnnection(j ava. sgl . Gonnecti on p_db_conn)

Description:
Initializes Oracle9iAS Single Sign-On enabler object, with a database connection

Throws:

SSCEnabl er Excepti on - if the database connection lost
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oracle.security.sso.enabler

SSOEnablerConfig

Syntax:

public class SSCEnabl er Gonfi g extends java.l ang. (bj ect

java. | ang. bj ect

+--oracl e. security. sso. enabl er. SSCEnabl er Confi g

Description:

This class is used with SSOEnabl er class for configutation parameters setup

Since:
1.0

Member Summary

Constructors
SSCEnabl er Confi g()

SSCEnabl er Confi g(String,
String, String, String,
String, String, String)

Methods

get Encrypti onKey()

get Encrypti onMaskPost ()
get Encrypti onMaskPre()
get Li st ner Token()

get Logi nUr | ()

getSitel D()

get Si t eToken()

get Ur| Cooki el PCheck()
get Ur| Cooki eVer si on()

String,

String,

Constructor that sets none of the properties.

Constructor that sets all of the propeties

Returns the encryption key.

Returns the post encryption mask

Returns the pre encryption mask
Returns the listner token.
Returns the login URL.

Returns the site ID.

Returns the site token.

Returns the url cookie IP check.

Returns the URL cookie version.
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Member Summary

set Encrypti onKey(String)

set Encrypti onMaskPost (Stri ng)
set Encrypti onMaskPre(String)
set Li st ner Token( St ri ng)

set Logi nUrl (String)

setSitel D(String)

set SiteToken(String)

Sets the encryption key.

Sets the post encryption mask
Sets the pre encryption mask
Sets the listner token.

Sets the login URL.

Sets the site ID.

Sets the site token.

set Ur| Cooki el PCheck( Stri ng) Sets the url cookie IP check.
set Ur| Cooki eVer si on( String) Sets the URL cookie version.

Inherited Member Summary

Methods inherited from class java.lang.Object

equals, getClass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

SSOEnablerConfig()

Syntax:
public SSCEnabl er Gonfig()

Description:

Constructor that sets none of the properties.

SSOEnablerConfig(String, String, String, String, String, String, String, String, String)

Syntax:

public SSCEnabl erGonfig(java.lang. String p_listenerToken, java.lang. Sring p_
siteToken, java.lang. String p_sitelD java.lang. String p_|l ogi nUR,

java.lang. String p_url Goki eVersi on, java.lang. Sring p_encryptionKey,
java.lang. String p_encrypti onMaskPre, java.lang. String p_encrypti onMaskPost,
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java.lang. String p_url Goki el PCheck)

Description:

Constructor that sets all of the propeties

Methods

getEncryptionKey()

Syntax:
public java.lang. Sring get Encryptionkey()

Description:

Returns the encryption key.

Returns:

The encryption key.

getEncryptionMaskPost()

Syntax:
public java.lang. String get Encrypti onMaskPost ()

Description:

Returns the post encryption mask

Returns:

The post encryption mask
getEncryptionMaskPre()

Syntax:
public java.lang. Sring get Encrypti onMaskPre()

Description:
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Returns the pre encryption mask

Returns:

The encryption mask pre.

getListnerToken()

Syntax:
public java.lang. String getListnerToken()

Description:

Returns the listner token.

Returns:

The listner token.

getLoginUrl()

Syntax:
public java.lang. Sring getLogi nlrl ()

Description:

Returns the login URL.
Returns:

The login URL.

getSitelD()

Syntax:
public java.lang. Sring getSitel ()

Description:

Returns the site ID.

Returns: The site ID.
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getSiteToken()

Syntax:
public java.lang. Sring getSteToken()

Description:

Returns the site token.

Returns:

The site token.

getUrICookielPCheck()

Syntax:
public java.lang. Sring get Ul Gooki el PCheck()

Description:

Returns the url cookie IP check.

Returns:

The url cookie IP check.

getUrlCookieVersion()

Syntax:
public java.lang. Sring get Ul Cooki eVer si on()

Description:

Returns the URL cookie version.

Returns:

The URL cookie version.
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setEncryptionKey(String)

Syntax:
public void setEncryptionKey(java.lang. Sring p_encryptionkey)

Description:

Sets the encryption key.

Parameters:

encr ypt i onKey - The encryption key.

setEncryptionMaskPost(String)

Syntax:
public void set EncryptioniaskPost (j ava. |l ang. Sring p_encrypti onivaskPost)

Description:

Sets the post encryption mask
Parameters:
encrypti onMaskPost - The post encryption mask

setEncryptionMaskPre(String)

Syntax:
public void set EncryptionMaskPre(java. | ang. String p_encrypti onNaskPre)

Description:

Sets the pre encryption mask

Parameters:

encrypt i onMaskPr e - The encryption mask pre.

setListnerToken(String)

Syntax:
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public void setListnerToken(java.lang. String p_li stnerToken)

Description:

Sets the listner token.

Parameters:

| i st ner Token - The listner token.
setLoginUrl(String)

Syntax:
public void setLogi nUrl (java.lang. Sring p_| ogi nUR)

Description:

Sets the login URL.

Parameters:

| ogi nURL - The login URL.

setSitelD(String)

Syntax:
public void setSitel0java.lang. String p_sitel D

Description:

Sets the site ID.

Parameters:

si t el D- The site ID.

setSiteToken(String)

Syntax:
public void setS teToken(java.lang. String p_siteToken)
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Description:

Sets the site token.

Parameters:

si t eToken - The site token.

setUrlCookielPCheck(String)

Syntax:
public void setU | Cooki el PCheck(j ava.l ang. Sring p_url Gooki el PCheck)

Description:

Sets the url cookie IP check.

Parameters:

ur | Cooki el PCheck - The url cookie IP check.
setUrlCookieVersion(String)

Syntax:
public void setU | Cooki eVersi on(j ava.l ang. S ring p_url Gooki eVer si on)

Description:

Sets the URL cookie version.

Parameters:

ur | Cooki eVer si on - The URL cookie version.

oracle.security.sso.enabler

SSOEnablerConfigMgr

Syntax:
public class SSCEnabl er Confi gMyr extends j ava. | ang. (bj ect

java. | ang. bj ect
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+--oracl e. security. sso. enabl er. SSCEnabl er Confi gMgr

Description:

This class implements the enabler stack of Oracle9iAS Single Sign-On service for
partner application development.

Since:
1.0

Member Summary

Constructors

SSCEnabl er Confi gMgr ()

SSCEnabl er Confi gMgr ( Connec
tion)

Methods

cr eat eEnabl er Conf i g( SSCEna
bl er Confi g)

del et eEnabl er Confi g(String
)

get Enabl er Confi g(String)

set DbConnecti on( Connecti on

)

set Enabl er Confi g(String,
SSCEnabl er Confi g)

Creates an Oracle9iAS Single Sign-On enabler object, with no database
connection

Creates an Oracle9iAS Single Sign-On enabler object, with database
connection

Creates configuration parameters of the SSO enabler specified by the
listner token.

Deletes the configuration parameters of the SSO enabler specified by the
listner token.

Returns the configuration parameters of the SSO enabler specified by the
listner token.

Initializes Oracle9iAS Single Sign-On enabler object, with a database
connection

Updates the configuration parameters of the SSO enabler specified by the
listner token.

Inherited Member Summary

Methods inherited from class java.lang.Object

equals, getClass, hashCode, notify, notifyAll, toString, wait, wait, wait
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Constructors

SSOEnablerConfigMgr()

Syntax:
public SSCEnabl er Confi gMyr ()

Description:

Creates an Oracle9iAS Single Sign-On enabler object, with no database connection

SSOEnablerConfigMgr(Connection)

Syntax:
public SSCEnabl er Confi gMyr (j ava. sql . Gonnecti on p_db_conn)

Description:

Creates an Oracle9iAS Single Sign-On enabler object, with database connection

Methods

createEnablerConfig(SSOEnablerConfig)

Syntax:
public voi d creat eEnabl er Gonfi g( SSCEnabl er Gonfi g p_confi gurati on)

Description:

Creates configuration parameters of the SSO enabler specified by the listner token.

Parameters:

p_confi gurati on - The configuration for the SSO enabler to be added. All the
members of this class must be filled in except for encryptionMaskPre and
encryptionMaskPost which must be empty strings ("").

Throws:
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SSCEnabl er Except i on- Raised if database connection is lost, the database is not
configured properly, or invalid data is passed into this procedure.

deleteEnablerConfig(String)

Syntax:
public voi d del et eEnabl er Gonfi g(j ava.l ang. S ring p_I i st ener Token)

Description:

Deletes the configuration parameters of the SSO enabler specified by the listner
token.

Parameters:

p_l i st ener Token - The listner token of the SSO enabler p_configuration that is to
be deleted.

Throws:

SSCEnabl er Except i on - Raised if database connection is lost, the database is
not configured properly, or invalid data is passed into this procedure.

getEnablerConfig(String)

Syntax:
publ i ¢ SSCEnabl er Gonfi g get Enabl er Gonfi g(j ava. | ang. String p_| i st ener Token)

Description:

Returns the configuration parameters of the SSO enabler specified by the listner
token.

Parameters:

p_Il i st ener Token - The listner token of the SSO enabler p_configuration that is to
be selected.

Returns:

An instance of SSOEnabl er Conf i g containing the p_configuration of the SSO
enabler specified by the listner token.
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Throws:

SSCEnabl er Except i on - Raised if database connection is lost, the database is not
configured properly, or the listner token is invalid.

setDbConnection(Connection)

Syntax:
public voi d set DbGnnection(j ava. sgl . Gonnecti on p_db_conn)

Description:

Initializes Oracle9iAS Single Sign-On enabler object, with a database connection

Throws:

SSCEnabl er Excepti on - if the database connection lost

setEnablerConfig(String, SSOEnablerConfig)

Syntax:
public void setEnabl er Gonfi g(j ava.lang. Sring p_| i stener Token, SSCEnabl er Gonfi g
(p_configuration)

Description:

Updates the configuration parameters of the SSO enabler specified by the listner
token.

Parameters:

p_| i st ener Token - The listner token of the SSO enabler p_configuration that is to
be updated.

p_confi gurati on - The configuration for the SSO enabler to be updated. All the
members of this class must be filled in.
Throws:

SSCEnabl er Except i on - Raised if database connection is lost, the database is not
configured properly, or invalid data is passed into this procedure.
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oracle.security.sso.enabler

SSOEnablerException

Syntax:
public class SSCEnabl er Exception extends j ava. | ang. Excepti on

java. | ang. bj ect

I
+--j ava. | ang. Throwabl e

+--java. | ang. Excepti on

+-oracl e. security. sso. enabl er. SSCEnabl er Excepti on

Direct Known Subclasses:

SSOConf i gExcepti on, SSO pCheckExcepti on,
SSOTokenExpi r edExcepti on, SSOVer si onException
All Implemented Interfaces:

java.io.Serializable

Description:

Generic exception class for Login Server SSO SDK This class is subclass of
java.lang.Exception

Member Summary

Constructors

SSCEnabl er Excepti on() Constructs a SSCEnabl er Except i on object with out error
message.

SSCEnabl er Excepti on( String) Constructs a SSCEnabl er Except i on object with a error
message.

Inherited Member Summary

Methods inherited from class java.lang.Throwable

Java Oracle9iAS Single Sign-On Application Programming Interface 4-21



Constructors

Inherited Member Summary

fillinStackTrace, getLocalizedMessage, getMessage, printStackTrace, printStackTrace, printStackTrace, toString
Methods inherited from class java.lang.Object

equals, getClass, hashCode, notify, notifyAll, wait, wait, wait

Constructors

SSOEnablerException()

Syntax:
public SSCEnabl er Exception()

Description:

Constructs a SSCEnabl er Except i on object with out error message.

SSOEnablerException(String)

Syntax:
public SSCEnabl er Exception(java.lang. String p_str)

Description:

Constructs a SSCEnabl er Except i on object with a error message.

oracle.security.sso.enabler

SSOEnablerUtil

Syntax:
public class SSCEnabl erUil extends java.lang. (bj ect

j ava. | ang. (bj ect
I

+--oracl e. security. sso. enabl er. SSCeEnabl er Ut i |

Description:
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Member Summary

Constructors

SSCEnabl erUtil ()

SSCEnabl er Uti | (Connecti on)
Methods

bakeAppCooki e( Stri ng,
String)

genHt m Post For m( St ri ng)

genRedirect (String)

set DbConnecti on( Connecti on)

unbakeAppCooki e( Stri ng,
String)

Creates a utility object for application cookie baking/unbaking, with
no database connection

Creates a utility object for application cookie baking/unbaking, with
database connection

This method will bake the input application cookie for encryption and
hashing The return string will be encrypted along with hashed
application cookie

This method will generate a html post form to the login server url from
generate redirect url

This method will generate a html redirect to the specified url

Initializes utility object for application cookie baking/Zunbaking, with a
database connection

This method will unbake the input baked application cookie The
return string will be decrypted application cookie

Inherited Member Summary

Methods inherited from class java.lang.Object

equals, getClass, hashCode, notify, notifyAll, toString, wait, wait, wait

Constructors

SSOEnablerUtil()

Syntax:

public SSCEnabl erWil ()

Description:

Creates a utility object for application cookie baking/unbaking, with no database

connection
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SSOEnablerUtil(Connection)

Methods

Syntax:
public SSCEnabl erUil (java. sqgl . Gonnection p_db _conn)
Description:

Creates a utility object for application cookie baking/unbaking, with database
connection

bakeAppCookie(String, String)

Syntax:

public java.lang. Sring bakeAppGooki e(java.lang. String p_listenerToken,
java.lang. Sring p_app@oki e)

Description:

This method will bake the input application cookie for encryption and hashing The
return string will be encrypted along with hashed application cookie

Parameters:

p_| i st ener Token - Listener token for the specific login server

p_appCooki e - Application cookie

Returns:

Baked application cookie

Throws:

SSCEnabl er Except i on - if the database connection lost or any other error occurs

genHtmlIPostForm(String)

Syntax:
public static java.lang. Sring genH nm Post Forn{java.lang. Sring p_
genRedirect U 1)

4-24 Application Developer’s Guide



Methods

Description:

This method will generate a html post form to the login server url from generate
redirect url

Parameters: p_genRedi r ect Ur| - generate redirect url
Returns: html redirect url

Throws: |11 egal Argunent Excepti on - if the input url is incorrect

genRedirect(String)

Syntax:
public static java.lang. String genRedirect(java.lang. Sring p_redirectUl)

Description:

This method will generate a html redirect to the specified url

Parameters:

p_redirect Ul -generate redirect url

Returns:

html post form for login server

Throws:

|1l egal Argunent Excepti on - if the input url is incorrect

setDbConnection(Connection)

Syntax:
public voi d set DbGnnection(j ava. sgl . Gonnecti on p_db_conn)

Description:

Initializes utility object for application cookie baking/unbaking, with a database
connection

Throws:
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SSCEnabl er Except i on - if the database connection lost

unbakeAppCookie(String, String)

Syntax:

public java.lang. Sring unbakeAppCooki e(j ava.l ang. S ring p_| i st ener Token,
java.lang. String p_bakedAppCooki €)

Description:

This method will unbake the input baked application cookie The return string will
be decrypted application cookie

Parameters:

p_| i st ener Token - Listener token for the specific login server

p_bakedAppCooki e - Unbaked application cookie

Returns:

Unbaked application cookie

Throws:

SSCEnabl er Except i on - if the database connection is lost or any other error
occurs

oracle.security.sso.enabler

SSOIpCheckException

Syntax:
public class S3Q pCheckException ext ends SSOEnabl er Excepti on

j ava. | ang. (bj ect

I
+--java. | ang. Thronabl e

+--java. | ang. Excepti on

I
+- SSCEnabl er Except i on
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+-oracl e.security. sso. enabl er. SSO pCheckExcepti on

All Implemented Interfaces:

java.io. Serializable

Description

This exception is raised if the IP address of the original requested URL do not
match. If the request came through a proxy server which may not have fixed IP then
this exception will be raised. This exception can be disabled by disabling IP check
while entering registration information to the enabler configuration table.

This class is subclass of SSOEnabl er Except i on

Member Summary

Constructors
SSA pCheckException() Constructsa SSO pCheckExcept i on object with out error message.

SSA pCheckException(S Constructs a SSO pCheckExcept i on object with a error message.
tring)

Inherited Member Summary

Methods inherited from class java.lang. Throwable
fillinStackTrace, getLocalizedMessage, getMessage, printStackTrace, printStackTrace, printStackTrace, toString
Methods inherited from class java.lang.Object

equals, getClass, hashCode, notify, notifyAll, wait, wait, wait

Constructors

SSOIpCheckException()

Syntax:
public SSO pCtheckException()

Description:
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Constructs a SSO pCheckExcept i on object with out error message.

SSOIpCheckException(String)

Syntax:
public SSO pCheckException(java.lang. Sring p_str)

Description:

Constructs a SSO pCheckExcept i on object with a error message.

oracle.security.sso.enabler

SSOTokenExpiredException

Syntax:
public class SSOTokenExpi redException ext ends SSCEnabl er Excepti on

j ava. | ang. (oj ect

I
+--java. | ang. Thronabl e

+--j ava. | ang. Excepti on

I
+- SSCEnabl er Except i on
I

+-oracl e. security. sso. enabl er. SSOTokenExpi r edExcept
ion
All Implemented Interfaces:

java.io. Serializable

Description:

This exception is raised if user takes too long time to enter username and password
to the Login Server login page

This class is subclass of SSOEnabl er Except i on
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Member Summary

Constructors

SSOTokenExpi redExcept  Constructs a SSOTokenExpi r edExcept i on object with out error message.
ion()

SSOTokenExpi redExcept  Constructs a SSOTokenExpi r edExcept i on object with a error message.
ion(String)

Inherited Member Summary

Methods inherited from class java.lang.Throwable
fillinStackTrace, getLocalizedMessage, getMessage, printStackTrace, printStackTrace, printStackTrace, toString
Methods inherited from class java.lang.Object

equals, getClass, hashCode, notify, notifyAll, wait, wait, wait

Constructors

SSOTokenExpiredException()

Syntax:
public SSOrokenExpi redExcepti on()

Description:
Constructs a SSOTokenExpi r edExcept i on object with out error message.
SSOTokenExpiredException(String)

Syntax:
public SSOTokenExpi redException(java.lang. Sring p_str)

Description:

Constructs a SSOTokenExpi r edExcept i on object with a error message.
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oracle.security.sso.enabler

SSOUserInfo

Syntax:
public class SSOkerInfo extends java. | ang. (oj ect

java. | ang. bj ect

+--oracl e. security. sso. enabl er. SSQUser I nf o

Description:

This class is used for returning user information after parsing redirect url from
SSCEnabl er class

Since:
1.0
Member Summary
Methods
get | PAddr ess() Returns IP Address
get SiteTi neSt anp() Returns the site time stamp
get SSOTi neRemai ni ng() Returns remaining Single Sign-On time in hours
get SSQUser Narre() Returns Single Sign-On user name
get Url Request ed() Returns requested url

Inherited Member Summary

Methods inherited from class java.lang.Object

equals, getClass, hashCode, notify, notifyAll, toString, wait, wait, wait
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Methods

getIPAddress()

Syntax:
public java.lang. Sring get!| PAddress()

Description:
Returns IP Address

getSiteTimeStamp()

Syntax:
public java.sql.Date get SteT neSanp()

Description:

Returns the site time stamp

getSSOTimeRemaining()

Syntax:
public int getSSON neRenai ni ng()

Description:

Returns remaining Single Sign-On time in hours

getSSOUserName()

Syntax:
public java.lang. Sring get SSOker Nane()

Description:

Returns Single Sign-On user name
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getUrIRequested()

Syntax:
public java.lang. String get Ul Request ed()

Description:

Returns requested url

oracle.security.sso.enabler

SSOVersionException

Syntax:
public class S3Oversi onException extends SSOEnabl er Excepti on

java. | ang. bj ect

I
+--java. | ang. Thronabl e

+--java. | ang. Excepti on

I
+- SSCEnabl er Excepti on
I

+-oracl e. security. sso. enabl er. SSOVer si onExcepti on

All Implemented Interfaces:

java.io. Serializable

Description

This exception is raised if the SDK version does not match with Login Server
version or the enabler version information is not correct

This class is subclass of SSOEnabl er Excepti on

Member Summary

Constructors
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Member Summary

SSOVer si onExcepti on() Constructs a SSOVer si onExcept i on object with out a error
message.
SSOVer si onExcepti on( String) Constructs a SSOVer si onExcept i on object with a error message.

Inherited Member Summary

Methods inherited from class java.lang.Throwable
fillinStackTrace, getLocalizedMessage, getMessage, printStackTrace, printStackTrace, printStackTrace, toString
Methods inherited from class java.lang.Object

equals, getClass, hashCode, notify, notifyAll, wait, wait, wait

Constructors

SSOVersionException()

Syntax:
public SSOver si onException()

Description:
Constructs a SSOVer si onExcept i on object with out a error message.
SSOVersionException(String)

Syntax:
public SSOversi onException(java.lang. String p_str)

Description:

Constructs a SSOVer si onExcept i on object with a error message.
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Examples in PL/SQL and Java

This chapter provides some sample programs and examples of code to illustrate for
developers how to implement partner applications.

This chapter contains the following topics:
= Writing Partner Application using PL/SQL SSO APIs
=  Writing Partner Application Using Java SSO APIs

Note: For additional information about development related
issues, refer to the Readme file included in the Software
Development Kit (SDK).

Examples in PL/SQL and Java 5-1



Writing Partner Application using PL/SQL SSO APIs

Writing Partner Application using PL/SQL SSO APIs

Writing a partner application using PL/SQL requires Oracle Web Agent packages
for web related functionality and requires that two procedures be implemented. In
the following code example, these two public procedures perform all redirection
and parsing functionality. The public procedures are as follows:

. SAMPLE_SSO_PAPP.SSOAPP
. SAMPLE_SSO_PAPPSIGN_ON

SAMPLE_SSO_PAPP.SSOAPP

This procedure constructs the application URL and it requires authentication to
access it. This procedure checks to see if the application cookie exists and user
information can be retrieved. Otherwise it redirects the user to the SSO server by
generating redirect url.

SAMPLE_SSO_PAPP.SIGN_ON

This procedure gets the URLC token from the SSO server, decrypts it, and retrieves
user information and the requested url. It sets the application cookie and redirects
the browser to the partner application URL (i.e. SSOAPP URL).

/1 papp. pks

CREATE (R REPLACE PACKACE sanpl e_sso_papp

IS
/* Sngle S gn-Onh enabl ed web procedure */
PROCEDURE  ssoapp;

/* b procedure for success url of this
Partner application
*/
PROCEDURE sign_on(urlc I N VARCHAR?) ;
BEND sanpl e_sso_papp;
/
show errors package sanpl e_sso_papp;

/| papp. pkb

set define on;
set verify off;

CREATE (R REPLACE PACKAGE BCDY sanpl e_sso_papp
IS
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g_l i stener_t oken VARCHAR2(1000);
g_requested url VARCHAR2(1000);

g_cancel _url VARCHAR2( 1000) ;
g_cooki e_domai n  VARCHAR2(1000) ;
p_htm _str VARCHARZ( 32000) ;

g_cookie_ name VARCHAR2(1000) :='&session_cookie_name’;
g_cookie_path VARCHAR2(1000) =",

g dad name VARCHAR2(100) :='&partner_app_dad name’;
g_schema name VARCHAR2(100) :=user,

PROCEDURE init_params
AS
| host name  VARCHAR2(256);
| server port  VARCHAR2(256);
| protocol  VARCHAR2(256);
BEGIN
begin
htp.init;
exception
when others then null;
end;

| _host_name :=owa_utilget_cgi env(SERVER_NAME));

| server_port:=owa_utilget cgi_env(SERVER PORT);

—the mod_plsql gateway will pass in the protocol in

—anew environment variable REQUEST_PROTOCOL.

—The SERVER_PROTOCOL, which the Apache Listener sets,
—and cunrently always sets to HTTP/L1.0, will not be

—modified by the gateway.

| protocol := owa._utilget cgi env(REQUEST_PROTOCOL);

g_listener_token :=|_host name||"’ || |_server_port;
ifl_protocol is null) or (length(_protocol) = 0) then
|_protocol :=http’;
endff;
|_protocol := lower(l_protocol);
g_requested_ur :=1_protocol ||/ || g_listener_token
[I'/pls! || g_dad_name || 7 ||g_schema_name |[.sample_sso
papp.ssoapp’;
g_cancel_ur =1 _protocol || /|| g_listener_token;
g_cookie_domain :=1_host_name;
EXCEPTION
when others then

htp.p(SQLERRM);htp.nl;
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BEND i ni t _par ans;

/* Get user information */
FUNCTI ON get _user _i nfo
RETURN VARCHAR2
IS
| _user_info VARCHAR2(1000);
| _app_cooki e owa_cooki e. cooki €;
BEA N

| _app_cooki e : = owa_cooki e. get (g_cooki e_nane) ;
if (lI_app_cookie.numvals > 0)
then
| _user_info :=1_app_cookie.val s(1);
el se
| _user_info
end if;
return | _user _info;
BEXCEPTI ON
WHEN OTHERS THEN
htp.p(get_user_info: ||SQLERRM);htp.nl;
END get_user_info;

NULL;

function gen_html_post_str
(
[ gen_ur IN VARCHAR2
)
RETURN VARCHAR2
IS
|_htmistr varchar2(1000);
[ Is ud varchar2(1000);
| tname varchar2(100);
| tvalue varchar2(1000);
| len number,
| gindex number,
| eq_index number,
BEGIN
[ len =length(_gen ur);
| gindex =instr(_gen ur,*?);
| eq_index :=instr(l_gen ur, =),

| Is un:=substr(_gen ur,0, |_gindex-1);

| tname =substr(l_gen ur,|_gindex+1, | eq_index-_gindex-1);
| tvalue :=substr(l_gen_ur,|_eq _index+1);
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| _htmstr :=
'<HTML><BODY onLoad="document.LoginForm.submit();">'
||'<FORM ACTION="|| L Is_ur || " METHOD="POST" NAME="LoginForm">'
|I’'<INPUT TYPE="HIDDEN" NAME="| |_tname
[ VALUE="||_tvalue ||™>'
||'</FORM></BODY><HTML>';
retum|_htmistr;
EXCEPTION
WHEN OTHERS THEN
htp.p(sqlemm);
END gen_html_post_str;

PROCEDURE ssoapp
IS
| user info  VARCHAR2(1000);
| gen_redirect_udl VARCHAR2(32000);
| himl st  VARCHAR2(32000);
BEGIN
init_params;
| user_info:=get user_info;
IF|_user_infois NULL THEN

| gen redirect ud:=
wWwseC_sso_enabler_private.generate_redirect
(
p_Isnr_token=>g_listener_token,
urlrequested => g_requested_ur,
urloncancel =>g_cancel_ur
)
.p(Redirecting to the Login Server for authentication...);
—Thel_gen _redirect_uris usually large url which might
— get truncated by the browser.
— Instead of using owa_utilredirect_ur, we will use
—HTTP POST for sending redirect.
- For moblie application etc. it may not be possible to use HTTP
- POST since it may not support html hidden form parameter.
—owa_utilredirect_url(_gen redirect_url);

|_html_str:=gen_html_post_str(_gen_redirect_ur);
htp.p(_html_str);
ELSE
hip.htmiOpen;
htp.headOpen;
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hip tite(PL/SQL based SSO Partner Application’);
htp.headCLose;
htp.bodyOpen;
htp.p(Congratulations! It is working!<br>";
htp.p(User Information?’ || |_user_info || '<br>Y;
htp.bodyClose;
hp.htmiClose;
ENDIF;
EXCEPTION
WHEN no_data_found OR
wwsec_sso_enabler_private.enabler_config_not_found THEN
htp.p(Error in application: missing application registration
information’);
htp.p(<br>),
htp.p(Please register this application as described in installation
guide’);
htp.nl;
WHEN others THEN
htp.p(Error in application:’ || sglerm);
htp.nl;
END ssoapp;

PROCEDURE sign_on
(
uric IN VARCHAR2
)
IS
| urc VARCHAR2(32000);
| sso_user name VARCHAR2(1000);
| ip_address VARCHAR2(1000);
| sso_time_remaining VARCHAR2(1000);
| ste time_stamp VARCHAR2(1000);
| ud requested VARCHAR2(1000);
| unused param  VARCHAR2(1000);
BEGIN
init_params;
— Process URLC token
wwsec_sso_enabler_private.parse_ur_cookie
(
p_lsnr_token=>g_listener_token,
encrypted_uricookie => uric,
ssousemame =>| sso_user_name,
ipadd =>|_ip_address,
ssotimeremaining =>|_sso_time_remaining,
siteimestamp =>1_site_time_stamp,
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url requested => | _url _request ed,
newsi t ekey => | _unused_par am

)

-- Set application cookie
owa_utl.mime_header(texthtml, FALSE);
owa_cookie.send
(

name =>g_cookie_name,
value =>| sso_user_name,
expires => null,
path =>g_cookie_path,
domain =>g_cookie_domain
)
owa_util.redirect_ur(l_ud_requested);
owa_util.http_header_close;
— Redirect user to the requested application ur
htp.htmiOpen;
htp.headOpen;
htp.p(’);
htp.headClose;
htp.htmiClose;
EXCEPTION
WHEN OTHERS THEN
htp.p(sqlemm);
END sign_on;

END sample_sso_papp;
/
show errors package body sample_sso_papp

Writing Partner Application Using Java SSO APIs

Initially, the partner application redirects the user to the Login Server for
authentication and, after successful authentication, sets its own application session
cookie. Any future request first attempts to validate the application session cookie.
If the application session cookie is not found, then the partner application redirects
the user to the Login Server. To avoid contacting Login Server for authentication
verification of every user request, all partner applications should maintain their
own application session.

This section contains the following topics
« Implementing the Partner Application in Java

« Servlet Based Partner Application
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« JSP based partner application

Implementing the Partner Application in Java

To implement the partner application in Java, we will implement a generic bean
which will be used in Servlet as well as JSP based applications.

/1 SSCEnabl er Bean. j ava

inport javax.servlet.http. HtpServlet Request;
inport javax.servlet.http. HtpServl et Response;
i nport javax.servlet. http. Gooki e;

inport java.net.UR;
i nport java. net. | net Address;

i nport java.sql.DriverManager;
i nport java.sql . Gonnecti on;

i nport oracl e.jdbc. pool . O acl eConnect i onCachel npl ;

i nport oracle.security.sso. enabl er. SSCEnabl er;

i nport oracl e.security.sso. enabl er. SSQker | nf o;

i nport oracl e.security. sso. enabl er. SSCEnabl er Wi | ;

i nport oracl e. security. sso. enabl er. SSCEnabl er Excepti on;

public class SSCEnabl er Bean

{

private String mlistener Token =null;
private String mrequestedUl =null;
private String monCancel Ul =null;
private String mpappCookieNane = nul | ;
private String mpappCooki eDonain = nul | ;
private String mpappCooki eScope = null;
private Q acl eConnecti onCachel npl mconnCache = nul | ;
/**

* Default constructor

*/

publ i ¢ SSCEnabl er Bean()

{

}
/**
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* Set listener token
*/
public voi d setListenerToken(String p_|istenerToken)

{
}

/**

* Set requested and cancel url

*/

public void setUls(Sring p_requestedu|, Sring p_cancel Url)
{

ml i stenerToken = p_| i stener Token;

mrequest edUr |
m onCancel |

p_request edl | ;
p_cancel Ul ;

}

/**

* Set application cookie information

*/
public void set AppCooki el nfo(String p_nane, Sring p_donain, String p_path)
{

m pappCooki eNane = p_nang;
m pappCooki eDonai n = p_donai n;
m pappCooki eScope = p_pat h;

}

public voi d set DbConnectionlnfo(Sring p_schema , String p_password,
String p_hostnane, int p port, Sring p_sid, int p_dbPool S ze)
{
try
{

m connCache = new O acl eConnect i onCachel npl () ;
/1 mconnCache. set UR("] dbc: oracl e: oci 8: @) ;

d ass. forNanme("oracl e. j doc. dri ver. Oacl eDxiver");
m connCache. set URL("j dbc: oracl e: thi n: @
+ p_hostnane + ":" + p port +":" + p_sid);

m connCache. set User (p_schena) ;
m connCache. set Passwor d( p_passwor d) ;

m connCache. set MaxLi m t (p_dbPool S ze);

}
cat ch( Exception e)

{
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mconnCache = nul | ;

}

/**

* This nethod will return SSOuser information. If the user is not
aut henti cat ed agai nst

* SSOserver thenit will redirect user to the SO Server for
aut henti cation

*/

public Sring get SSQker | nfo(H t pServl et Request p_request,
H t pSer vl et Response p_response)

throws SSCEnabl er Except i on

{
Sring | _userNane = nul | ;
if(p_response == null || p_response == null)
{
t hr ow new SSCEnabl er Excepti on("Htp objects are null");
}
i f(mlistenerToken == null)
{
t hr ow new SSCEnabl er Excepti on("Li stener token is null");
}
if(mrequestedtl == null || monCancel Wl == null)
{
t hrow new SSCEnabl er Excepti on("Requested url and cancel url nust be
set");
}
try
{

/1 Get database connection
Gonnection | _db_con = mconnCache. get Connection();

/1l Try to get user information fromapplication cookie
| _user Nane = get User | nfo(p_request);

if(l_userName == null)
{
/1l Oeate SSCEnabl er obj ect
SSCEnabl er | _ssoEnabl er = new SSCEnabl er (1 _db_con);
/1 Oreate redirect url to the SSO server for user authentication
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Sring | _redirectr| =
| _ssoEnabl er. gener at eRedi rect (m| i st ener Token, m_
requestedUr|, monCancel Ul);
/1 cl ose database connection
| _db_con. cl ose();

/1 p_response. sendRedi rect (I _redirect Url);

/]l Since the redirect url is usually large so send the redirect

url input
/] paraneters using HITP post nethod i nstead of usual CET net hod
of
/1 HtpServl et Response. sendRedi r ect
String htn Post Form= SSCEnabl er Wi | . genH ni Post For n{ I _
redirectl);
p_response. get Witer(). printl n(ht m Post Forn);
return nul | ;
}
el se
{
/1 V¢ got this user information fromapplication cookie
SSCEnabl er il | _ssoAppltil = new SSCEnabl er il (1 _db_con);
return | _ssoAppU il . unbakeAppGooki e(ml i st ener Token, | _
user Nane) ;
}
}
cat ch( Exception e)
{
t hr ow new SSCEnabl er Exception(e.toSring());
}
}
/**

* @t user information fromapplication cookie

*/

private Sring get Userlnfo(HtpServl et Request p_request)
throws SSCEnabl er Except i on

{

bool ean | _got PappCooki e = fal se;
Sring | _userinfo =null;

i f (m pappCooki eNane = nul |)

t hr ow new SSCEnabl er Except i on(" Cooki e name is null");
try
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{
Gooki €[] | _cooki es = p_request . get Cooki es();
for(int i=0; i < |_cookies.length; i++)
{
Qooki e | _pappCooki e = | _cooki es[i];
if (1 _pappQCooki e. get Nane() . equal s( m pappCooki eNane) )
{
| _got PappCooki e = true;
| _userlnfo = | _pappQooki e. get Val ue() ;
br eak;
}
}
}
cat ch( Exception e)
{
return null;
}
if( (I_userinfo!=null) & (I _userinfo.length() > 0) )
{
return | _userlnfo;
}
el se
{
return nul | ;
}
}
/**

* This nethod will set application cookie fromSSO server token and then
redi rect

* user to the application

*/

public voi d set Partner AppQooki e(H t pSer vl et Request p_request,
H t pSer vl et Response p_response)

throws SSCEnabl er Except i on
{

i f(p_response == null || p_response == null)

t hrow new SSCEnabl er Exception("Htp objects are null");
}

i f(mlistenerToken == null)

{

t hrow new SSCEnabl er Excepti on("Li stener token is null");

5-12 Application Developer’s Guide



Writing Partner Application Using Java SSO APIs

}

i f( mpappQoki eNane == nul |
|| m pappCGooki eDomai n == nul |
|| mpappGooki eScope == null)
{
t hr ow new SSCEnabl er Except i on( " Appl i cation cookie information i s not
avai | abl €");

}

SSOkerInfo | _ssoserinfo = null;
try

{
Sring | _url Param = p_request . get Paranet er Val ues("url c")[0Q];

if(l_urlParam!=null)
{
/] Get database connection
Gonnection | _db_con = mconnCache. get Gnnecti on();

/]l Oeate SSCEnabl er obj ect
SSCEnabl er | _ssoEnabl er = new SSCEnabl er (I _db_con);

[/ Get IP address of the client

Inet Address | _clientlp = Inet Address. get ByNane( p_
request . get Renot eAddr () ) ;

| _ssolWserInfo = |_ssoEnabl er. get SSOker | nf o(m i st ener Token, |
url Param | _clientlp);

/1 Set application cookie
SSCEnabl er Wil |_ssoAppltil = new SSCEnabl er Wil (1 _db_con);
Sring |_bakedAppCooki e =
| _ssoApplti | . bakeAppCooki e(m i st ener Token, | _
ssolker | nf o. get SSOker Nane() ) ;
/1 Q4 ose database connection
| _db_con. cl ose();

/]l Create application cookie and set it
[1 ** | MPCRTANT **
/] Tinme stanp **nust** be added in this cookie and shoul d i npl enent
/1 application cookie tine out based on user in-activity etc.
Gooki e | _AppQooki e = new Gooki e( m pappCooki eNane,
| _bakedAppCooki e) ;
| _AppQooki e. set Donai n( m pappCooki eDonai n) ;
/] In-nenory cookie for better security
| _AppQooki e. set MaxAge(-1);
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| _AppQooki e. set Pat h( m pappCooki eScope) ;
p_response. addGooki e( 1 _AppCooki e) ;

Sring regRedirHm Str = SSCEnabl er Wi | . genRedi rect (I _
ssolker | nfo. get Ul Request ed()) ;

p_response.getWiter().printIn(regRedirHmM Sr);
}

el se

{

t hr ow new SSCEnabl er Excepti on("SSO server returned nul | user
i nfornation");

}
}
cat ch( Exception e)
{
t hrow new SSCEnabl er Excepti on(e.toString());
}
}
/ * %
* Renove application cookie to end user application session
*/

public voi d removeAppCooki e( H t pSer vl et Response p_r esponse)
throws SSCEnabl er Except i on

{
if(p_response = null)
t hrow new SSCEnabl er Excepti on("H t pSer vl et Response is nul 1");
}
i f( mpappCooki eName == nul |
|| m pappCooki eDomai n == nul |
|| mpappCooki eScope == null)
{
t hr ow new SSCEnabl er Except i on( " Appl i cation cookie information i s not
avai | abl €");
}
Qooki e | _AppQooki e = new Gooki e( m pappCooki eNane, "End appl i cati on
sesion");

| _AppCooki e. set Donai n( m pappCooki eDomnai n) ;
| _AppQooki e. set MaxAge(0) ;

| _AppCooki e. set Pat h( m pappGooki eScope) ;
p_response. addCooki e(1 _AppCooki €) ;
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}
public void close()
{
try
{
m connCache. cl ose() ;
iat ch(Exception €)
{
}
}

Servlet Based Partner Application

A sample servlet based partner application could be implemented using one bean
and three servlets.

1. The user goes to the SSOPar t ner Ser vl et application URL. This servlet will
get the user information with the help of SSCEnabl er Ser vl et Bean. If the
user information can be found, then it is used inside the application. Otherwise,
the browser redirects the user to the Single Sign-On server.

2. After authentication, the Single Sign-On server does the following:
a. It redirects the user to the SSOSi gnOnSer vl et URL.
b. Itsetsthe application cookie.

c. It redirects the user to the requested application URL using
SSCEnabl er Ser vl et Bean.

SSOEnablerServletBean

This bean is derived from the SSCEnabl er Bean and implements the necessary
methods for servlet based application.
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SSOPartnerServlet

This servlet is the main partner application servlet. To access this servlet, the user
must authenticate to the SSO server. This servlet redirects the unauthenticated user
to the SSO server.

SS0SignOnServlet

This servlet parses the URLC token received from SSO server, sets the application
cookie, and redirects the user to the requested web application URL (i.e.
SSOPar t ner Ser vl et )

SSOPartnerLogoutServlet
This servlet removes the application session of the partner application

SSOEnablerServletBean.java
inport javax.servlet.http. HtpServlet Request;
inport javax.servlet.http. HtpServl et Response;

i nport oracle.security. sso. enabl er. SSCEnabl er Except i on;

public class SSCEnabl er Ser vl et Bean. Java

{
[** Start configuration paraneters
* For production quality application, you shoul d read these
* paraneters fromdatabase instead of harcodi ng them here.
*/

/1 Listener token for this partner application nane
private static String mlistenerToken = "wn papp. com 80";

/] Partner application session cookie nane

private static String mcooki eNane = "SSO PAPP JSP | D';
/1 Partner application session donain

private static String mcooki eDomain = "waw papp. cont;

/] Partner application session path scope

private static String mcooki ePath ="/,

/1 Host nane of the dat abase
private static String mdbHost Nane
/1 Port for database

"V, papp. cont';

private static int m dbPor t = 1521;
/1 Seherma nane
private static String mdbSchenaNanre = "papp";
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/1 Schenma password

private static String mdbSchenaPasswd = "papp";
/1 Database S D nane

private static String mdbS D ="orcl";
/] Database connection pool size

private static int m dbPool S ze =3

/1 Requested URL (User requested page)
private static String mrequest Ul =
"http://wwn papp. cond ser vl et/ SSCPart ner Servl et”;
Il Cancel URL(Home page for this application which don't require

authentication)
private static String m_cancelurd = "http/Amww.papp.com”;

¥ End of configuration parameters */

Il Enabler object (Don't change)
private SSOEnablerBean m_enablerBean = null;

e

* Default constructor

¥

public SSOEnablerServietBean()

{
m_enablerBean = new SSOEnablerBean();
m_enablerBean.setListenerToken(m_listenerToken);
m_enablerBean.setUrs(m_requestUr, m_cancelUr);
m_enablerBean.setAppCookielnfo(m_cookieName, m_cookieDomain, m_

cookiePathy;
m_enablerBean.setDbConnectioninfo(m_dbSchemaName, m_dbSchemaPasswd,
m_dbHostName , m_dbPort, m_dbSID, m_dbPoolSize);
}

public String getSSOUserlnfo(HttpServietRequest p_request,
HttpSenietResponse p_response)
throws SSOEnablerException
{
retum m_enablerBean.getSSOUserInfo(p_request, p_response);
}

public void setPartnerAppCookie(HttpSenetRequest p_request,
HitpSenetResponse p_response)
throws SSOEnablerException
{
m_enablerBean.setPartnerAppCookie(p_request, p_response);
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}

public voi d removeSer vl et AppCooki e( H t pSer vl et Response p_response)
throws SSCEnabl er Except i on

{
}

m enabl er Bean. r emoveAppCooki e( p_r esponse) ;

}

SSOPartnerServlet.java

inport javax.servlet.http. HtpServlet Request;
inport javax.servlet.http. HtpServl et Response;
inport javax.servlet.http. HtpServlet;

i nport j avax. servl et. Servl et Excepti on;

inport java.io.PrintWiter;

public class SSCPartnerServl et extends Ht pServl et
{

/**
* The HITP CGET request wll showthe application content of the user if

he/ she is al ready
* authenticated, otherw se he/she will be redirected to the Sngle Sgn-th

ser ver
*/
public void doGet (Ht pServl et Request p_request, HtpServl et Response p_
r esponse)
throws Servl et Exception
{

p_response. set Cont ent Type("text/htm");
if(p_request = null || p_response == null)

throw new Servl et Exception("Htp objects are null");

}
try
{
PrintWiter | _out = p_response.getWiter();
SSCEnabl er Servl et Bean | _ssobean = new SSCEnabl er Ser vl et Bean() ;
Sring | _userlnfo = 1_ssobean. get SSOker | nfo(p_request, p_
response) ;

if(l_userinfo !=null)

{

5-18 Application Developer’s Guide



Writing Partner Application Using Java SSO APIs

/1 D splay sone application content for the SSO user
| _out. println("<HTM.><HEAD><TI TLE>Ser vl et based SSO Part ner
Appl i cati on</ Tl TLE></ HEAD><BDY>") ;
| _out.println("<H3><center>Servl et based SSO Part ner
Appl i cati on</ cent er ></ H3>") ;
| _out.println("<P><center>Wser Information: " + | _userinfo +
"<cent er ><BR>") ;
| _out. println("<P><center><A
HREF=\ "/ ser vl et/ SSCPar t ner Logout Ser vl et \ " >Logout </ A><cent er ></ P>") ;
| _out.println("</BDY></ HTM>");
}
el se
{
/1l Dsplay redirection to SSO server nessage
| _out. println("<HTM.><HEAD><TI TLE>Ser vl et based SSO Part ner
Appl i cati on</ Tl TLE></ HEAD><BDY>") ;
| _out.println("<center>P ease wait while redirecting to the Login
Server...</center>");
| _out. println("</BDY></ HTM>");

}
}
cat ch(Exception €)
{
try
{
p_response.getWiter().printIn("Eror " + e.toString());
}
cat ch(Exception el)
{
throw new Servl et Exception(el.toring());
}
}
}
}
SSOSignOnServlet.java

inport javax.servlet.http. HtpServl et Request ;
inport javax.servlet.http. HtpServl et Response;
inport javax.servlet.http. HtpServlet;

i nport j avax. servl et. Servl et Excepti on;

inport java.io.PrintWiter;

public class SSC5 gnhServl et extends HtpServl et
{

/**
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* The HTTP Post wi |l set application cookie fromSSO server token and then

redi rect
* user to the Servlet based partner application
*/
public voi d doPost (H t pServl et Request p_request, HtpServl et Response p_
r esponse)
throws Servl et Exception
{
p_response. set Cont ent Type("text/htm");
if(p_request = null || p_response == null)
{
throw new Servl et Exception("Htp objects are null");
}
try
SSCEnabl er Servl et Bean | _ssobean = new SSCEnabl er Ser vl et Bean() ;
| _ssobean. set Part ner AppCooki e( p_request, p_response);
}
cat ch( Excepti on €)
{
try
{
p_response.getWiter().printIn("Eror " + e.toSring());
}
cat ch( Exception el)
{
t hrow new Servl et Exception(el.toSring());
}
}
}

}

SSCPar t ner Logout Servl et . j ava

inport javax.servlet.http. HtpServl et Request;
inport javax.servlet.http. HtpServl et Response;
inport javax.servliet.http. HtpServlet;

i nport j avax. servl et. Servl et Excepti on;

inport java.io.PrintWiter;
public class SSCPart ner Logout Servl et extends HtpServl et

{
public voi d doGet (H t pServl et Request p_request,
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H t pSer vl et Response p_r esponse)
throws Servl et Exception

{
p_response. set Cont ent Type("text/htm");
if(p_request = null || p_response == null)
{
throw new Servl et Exception("Htp objects are null");
}
try
{
SSCEnabl er Servl et Bean | _ssobean = new SSCEnabl er Ser vl et Bean() ;
| _ssobean. r enoveSer vl et AppGooki e( p_r esponse) ;
PrintWiter | _out = p_response.getWiter();
| _out. println("<HM><HEAD><TI TLB>"
+ "Servl et based SSO Partner Application</ Tl TLE></ HEAD><B(DY>") ;
| _out.println("<center><H3>Servl et based SSO Part ner"
+ " Application</ H3><center>");
| _out.println("<P><center>You are | ogged of f fromapplication"
+ " sessi on<cent er ><BR>") ;
| _out. println("<P><center>"
+'<A HREF='/ ser vl et/ SSCPar t ner Ser vl et’ >Logi n</ A><cent er ></ P>") ;
| _out. println("</BDY></HIM>");
}
cat ch(Exception €)
{
try
{
p_response.getWiter().printIn("Eror " + e.toString());
}
cat ch(Exception el)
{
t hrow new Servl et Exception(el.toSring());
}
}
}

JSP based partner application

The JSP based partner application can be implemented using a Java bean for
generating a redirection URL and processing the redirected URL parameter from
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the SSO server. A JSP page should embed this bean, which can be included in all JSP
based applications that require SSO functionality.

1. The user goes to the papp. j sp page.

2. This page gets the user information with the help of the ssoi ncl ude. j sp
page. If the user information can be found, then it is used by the application.
Otherwise, the browser redirects the user to the Single Sign-On server using
SSCEnabl er JspBean.

3. After authentication, the Single Sign-On server redirects the user to the
ssosi gnon. j sp page. This page sets the application cookie and redirects the
user to the requested application URL using SSOEnabl er JspBean.

A sample JSP based application can be implemented by implementing the following
bean and JSP pages:

SSOEnablerJspBean.java

This bean has the get SSOUser | nf o method which returns the user information
when the application cookie is already set. Otherwise, it redirects the user to the
SSO server for authentication.

ssoinclude.jsp

This page embeds the SSOEnabl er Jsp bean and should be included all
application JSP pages where SSO functionality is necessary.

ssosignon.jsp

This page embeds the SSOEnabl er JspBean for generating redirection URL and
processing the redirected URL parameter received from the SSO server.

papp.jsp
This page is the main application page and requires SSO functionality. This page
must include the ssoi ncl ude. j sp page to get the user information.

papplogoff.jsp

This JSP page removes the application session

SSOEnablerJspBean.java

inport javax.servlet.http. HtpServlet Request;
inport javax.servlet.http. HtpServl et Response;
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i nport oracle.security. sso. enabl er. SSCEnabl er Excepti on;

publ i c cl ass SSCEnabl er JspBean

{
[** Start configuration paraneters
* For production quality application, you shoul d read these
* paraneters fromdatabase i nstead of harcodi ng them here.
*/

/1 Listener token for this partner application nane
private static String mlistenerToken = "wn papp. com 80";

/] Partner application session cookie nane

private static String mcooki eNane = "SSO PAPP JSP | D';
/] Partner application session donain

private static String mcooki eDomain = "waw papp. cont;

/] Partner application session path scope

private static String mcooki ePath ="/,

/1 Host nane of the database
private static String mdbHost Nane
/1 Port for database

private static int m dbPor t

/1 Seherma narne

private static String mdbSchenaNanre = "papp";
/1 Schenma password

"V, papp. cont';

1521;

private static String mdbSchenaPasswd = "papp";
/1 Database S D nane

private static String mdbS D ="orcl";
/] Database connection pool size

private static int m dbPool S ze = b5

/1 Requested URL (User requested page)
private static String mrequest Ul =
"http://wwn papp. cond papp/ pl sql /j sp/ papp. j sp”;
/I Cancel URL(Home page for this application which don't require
authentication)
private static Stringm_cancelud = "http/Amwv.papp.com”;

¥ End of configuration parameters */

/I Enabler object (Don't change)
private SSOEnablerBean m_enablerBean = null;

Examples in PL/SQL and Java 5-23



Writing Partner Application Using Java SSO APIs

/ * %
* Default constructor
*/
publ i ¢ SSCEhabl er JspBean()
{
m enabl er Bean = new SSCEnabl er Bean() ;
m enabl er Bean. set Li st ener Token(m | i st ener Token);
m enabl er Bean. set Ul s(mrequest rl, mcancel Ul);
m enabl er Bean. set AppQooki el nf o( m cooki eNane, m cooki eDomai n, m_
cooki ePat h) ;
m enabl er Bean. set DbConnect i onl nf o( m dbSchenaNane, m dbSchenaPasswd,
mdbHost Nane , mdbPort , mdbS D mdbPool S ze);

}

public Sring get SSQker | nfo(H t pServl et Request p_request,
H t pSer vl et Response p_response)
throws SSCEnabl er Except i on

{
}

return menabl er Bean. get SSOker | nf o( p_r equest, p_response) ;

public voi d set Partner AppQooki e(H t pSer vl et Request p_request,
H t pSer vl et Response p_response)
throws SSCEnabl er Except i on

{
}

m enabl er Bean. set Par t ner AppCooki e(p_request, p_response);

public voi d remvelspAppGooki e( H t pSer vl et Response p_r esponse)
throws SSCEnabl er Except i on

{
}

m enabl er Bean. r emoveAppQooki e( p_r esponse) ;

ssoinclude.jsp

<U@page | anguage="j ava" inport="oracl e. security. sso. enabl er.*" %
<j sp: useBean i d="sso(hj " scope="application" class="SSCEnabl er JspBean" />
<%
Sring usrlnfo = ssohj . get SSOker | nf o(request, response);
if(usrinfo == null)
{
%
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<center>P ease wait while redirecting to the SSO Server...</center>
<%

}
%

ssosignon.jsp

<U@page | anguage="j ava" inport="oracl e. security.sso.enabl er.*" %
<j sp: useBean i d="sso(hj " scope="application" class="SSCEnabl er JspBean" />
<%
ssoj . set Par t ner AppQooki e( request, response);
%

papp.jsp
<Y@page buffer="5" autoF ush="true" %

<¥@i ncl ude fil e="ssoi ncl ude.j sp" %
<%
if(usrinfo !=null)

{
response. get Witer (). println("<center><h2>Sanpl e JSP Partner
Appl i cati on</ FONT></ h2></ center >") ;
response. get Witer().println("<center>User infornation :
+'</center>");
response. get Witer().println("<center><a
hr ef =\ " pappl ogof f . j sp\ " >Logof f </ a></ center >");
}

+ usrinfo

el se
{
response. get Witer().println("<center>User infornation not
found</center>");

}
%

papplogoff.jsp
<U@page | anguage="j ava" inport="oracl e. security.sso. enabl er.*" %
<j sp: useBean i d="sso(hj " scope="application" class="SSCEnabl erJspBean" />
<%
try
{

sso(j . renovelspAppCooki e(response) ;
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}
cat ch(Exception €)

{
%
<cent er >
Error in ending JSP application session.
M ease quit your all browser w ndows.
</ center>
<%
returnm;

%
<cent er>
You are |ogged off fromJSP applicati on session
<br>
<a href ="papp. j sp" >Logi n</ a>
</center>
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