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This document provides a brief description about the Oracle System Monitoring Plug-in for Juniper Networks NetScreen Firewall, details on the versions the plug-in supports, prerequisites for installing the plug-in, and step-by-step instructions on how to download, install, verify, and validate the plug-in.
The System Monitoring Plug-in for Juniper Networks NetScreen Firewall extends Oracle Enterprise Manager Grid Control to add support for managing NetScreen Firewalls. By deploying the plug-in in your Grid Control environment, you gain the following management features:
Note: NetScreen Redundancy Protocol (NSRP) is a proprietary protocol that is supported on select NetScreen devices to provide high availability (HA) services. An NSRP cluster consists of a group of NetScreen devices that enforce the same overall security policy and share the same configuration settings. Refer to NetScreen documentation for details. |
This plug-in supports the following versions of products:
The following prerequisites must be installed before you can deploy the plug-in:
After you ensure that the prerequisites are met, follow these steps to deploy the plug-in:
If you see an error message stating that the preferred credential is not set up, go to the Preferences page and add the preferred credentials for the Agent target type and host target type on which the Agent resides.
If there are no errors, you can see the following screen:
Figure 1 Successful Deployment
After successfully deploying the plug-in, follow these steps to add the plug-in target to Grid Control for central monitoring and management:
You can determine the port number by using the command get snmp settings on the NetScreen Firewall command line interface, or by doing the following from the Web interface of the firewall:
The value specified on the listen port on the Web UI is the SNMP daemon port.
You can determine the community name by using the command get snmp settings on the NetScreen Firewall command line interface, or by doing the following from the Web interface of the firewall:
Note: After you deploy and set up the plug-in to monitor one or more targets in the environment, you can customize the plug-in monitoring settings to alter the collection intervals and threshold settings of the metrics to meet the particular needs of your environment. If you decide to disable one or more metric collections, this could impact the reports that the metric is a part of. |
Figure 2 Add Juniper Netscreen Firewall Page
After waiting a few minutes for the plug-in to start collecting data, use the following steps to verify and validate that Enterprise Manager is properly monitoring the plug-in target:
Figure 3 Juniper Netscreen Firewall Home Page
To add the Agent's IP address to an existing SNMP community on the Juniper Networks NetScreen Firewall, do the following:
To alternatively add a new SNMP community, do the following:
The New Community link is not found if three SNMP communities are already configured on the firewall. The NetScreen device administrator can create up to three SNMP communities with up to eight hosts in each community. In this case, edit any of the existing SNMP communities as explained at the beginning of this section.
Follow these steps to undeploy the plug-in from an Agent:
You must undeploy the plug-in from every Agent in the system to completely remove it from the enterprise.
Our goal is to make Oracle products, services, and supporting documentation accessible, with good usability, to the disabled community. To that end, our documentation includes features that make information available to users of assistive technology. This documentation is available in HTML format, and contains markup to facilitate access by the disabled community. Accessibility standards will continue to evolve over time, and Oracle is actively engaged with other market-leading technology vendors to address technical obstacles so that our documentation can be accessible to all of our customers. For more information, visit the Oracle Accessibility Program Web site at http://www.oracle.com/accessibility/
.
Accessibility of Code Examples in Documentation
Screen readers may not always correctly read the code examples in this document. The conventions for writing code require that closing braces should appear on an otherwise empty line; however, some screen readers may not always read a line of text that consists solely of a bracket or brace.
Accessibility of Links to External Web Sites in Documentation
This documentation may contain links to Web sites of other companies or organizations that Oracle does not own or control. Oracle neither evaluates nor makes any representations regarding the accessibility of these Web sites.
TTY Access to Oracle Support Services
Oracle provides dedicated Text Telephone (TTY) access to Oracle Support Services within the United States of America 24 hours a day, seven days a week. For TTY support, call 800.446.2398.
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