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Customer Support

Customer Support hours
Customer Support is available 7x24x365 via email, phone, and Web access.

Depending on the Support option chosen by a particular client (Standard, Plus, or Premium), the
times that certain services are delivered may be restricted. Severity 1 (Critical) issues are
addressed on a 7x24 basis and receive continuous attention until resolved, for all clients on active
maintenance. Retek customers on active maintenance agreements may contact a global Customer
Support representative in accordance with contract terms in one of the following ways.

Contact Method Contact Information
E-mail support@retek.com

Internet (ROCS) rocs.retek.com
Retek’s secure client Web site to update and view issues

Phone +1 612 587 5800

Toll free alternatives are also available in various regions of the world:

Australia +1 800 555 923 (AU-Telstra) or +1 800 000 562 (AU-Optus)
France 0800 90 91 66

Hong Kong 800 96 4262

Korea 00 308 13 1342

United Kingdom 0800 917 2863

United States +1 800 61 RETEK or 800 617 3835

Mail Retek Customer Support

Retek on the Mall
950 Nicollet Mall
Minneapolis, MN 55403

When contacting Customer Support, please provide:

e Product version and program/module name.

e Functional and technical description of the problem (include business impact).
o Detailed step-by-step instructions to recreate.

e Exact error message received.

e Screen shots of each step you take.


http://rocs.retek.com/
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Welcome to Retek Security Manager

Welcome to Retek Security Manager

Overview

Retek Security Manager gves you a single point of security management for the applications you
use. Users with like functions are grouped together into roles. The roles are then assigned the
types of permissions needed for each workflow and data within an application.

Business process

Business process

Maintain roles

Add workflow permissions to a role

Add data permissions to a role

Assign users to a role

Maintain Password map







Using RSM

Using RSM

Overview

This section describes how to navigate within RSM. The following topics are included:

Instructions to access the System Administration menu

Instructions to navigate within a window

Instructions to sort columns and select information

Instructions to edit the table layout

Procedures

L1 Note: RSM is accessed through Retek Navigator. Contact your system administrator to
install Retek Navigator.

Log in to Retek Security Manager

= Navigate: Open Retek Navigator. The Retek Navigator Login window is displayed.

&/ Retek =l
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In the User ID field, enter the user information assigned to you.
In the Password field, enter the password assigned to you.
Click OK. Retek Navigator is displayed.

From the Navigator menu, select Retek Security manager. The Retek Security Manager Main
Window is displayed in a new window.

> Do

Navigate within a window

Use a drop-down list

Some fields can accept values only from a predefined list of options. Such fields have a down
arrow = button on the right side of the field.

1. Click the down arrow =l button. A drop-down list of options displays.
2. Select a value from the drop-down list. The selected option is entered in the appropriate field.

Sort and select information

RSM allows you to sort data so that you can view the appropriate information.

Sort information

1. To sort the list, right click any heading and select from the drop-down menu.

Hide Calumn

Make Prirmary Sort, Ascending
Make Primary Sort, Descending
Make Mext Sort, Ascending [1)
Make Mext Sort, Descending (1)
Clear This Sort

Rewert to Default

2. A sort indicator il indicates the column that is currently sorted, as well as the sort order.

L) Note: You can sort two columns at a time. The number in the sort indicator tells you
which column is sorted first and which column is sorted second.
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Select information

Multi-select functionality allows you to select multiple rows in a table by using the Shift and
Control keys. This is so users can perform a single action on multiple rows. The functionality is
analogous to the select functionality of other Windows applications.

Select continuous information

1. Click on arow.

2. Press Shift and click on another row to select all the rows in between, inclusively.
Select non-continuous information

1. Click on arow.

2. Control click on rows to select or deselect the individual rows clicked on (depending on
whether they are currently selected) while leaving the other selected rows still selected.






User Administration

User Administration

Assign users to arole

Overview

Users are not created in RSM. Rather, RSM looks up users that exist in a Lightweight Directory
Access Protocol (LDAP) compliant directory service. From the LDAP compliant directory, RSM
retrieves the user information. You can then assign roles to a user.

L) Note: For additional information on RSM and LDAP compliant directories, please see
the RSM Operations Guide.

Procedures

Add roles to a user
LL]  Note: Permissions are assigned to roles, then users are assigned to roles. Permissions are
not assigned directly to users.

= Navigate: From the Task Pad, select User Administration > User Administration. The User
Administration workspace is displayed.

%3 user Administration

-
I@ User Administration | —I
User Last Name First Name |
Abby.Dawkinz Dawkins Abby e
AlainFrecon Frecon Alain
AlanBraun Braun Alan
Alan, Gerhardt Gerhardt Alan
Albert.Colianni Colianni Albert
Albart.Emala Eriala Albart
Albert.Fan Fan Albart
Albert.Moorman Moorman Albert -
I@ Edit User |
Role | Start Date End Date |
-
Cancel || Apply || Cione
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1. Inthe User Administration pane, select a role.
2. Click Edit or double click on the role you want to edit. The Edit User pane is displayed.

I@ Edit User Abby.Dawkins

Select Reles  yministrator Role %+

Raole m Start Date End Date
Adminiztratar Rale 11-04-2004

LIS Mew Rale 11-11-2004

Cabalo Role 10-27-2004 11-02-2004
Dougs Mew Raole 11-01-2004 12-28-2004
User Role 10-20-2004 10-15-2027
Wiewar Role 11-15-2004

8 8

3. Click the LOV button next to the Select Roles field.
a. Select arole from the left column.
b. Click the right arrow [ » | button. The role is displayed in the right, or selected, column.
c. Repeat steps a and b until all the roles assigned to the user are selected.
d. Click Select. The roles are assigned to the user.
4. Click Apply to save any changes.



User Administration

Remove roles from a user

= Navigate: From the Task Pad, select User Administration > User Administration. The User
Administration workspace is displayed.

%3 user Administration

-
I@) User Administration | —I
User Last Name First Name |
Abby.Dawkinz Dawkins Abby e
AlainFrecon Frecon Alain
AlanBraun Braun Alan
Alan, Gerhardt Gerhardt Alan
Albert.Colianni Colianni Albert
Albart.Emala Eriala Albart
Albert.Fan Fan Albart
Albert.Moorman Moorman Albert -
| |
I@) Edit User |
Role | Start Date End Date |
Cancel || Apply || Cione

1. In the User Administration window, select a role.

2. Click Edit or double click on the role you want to edit. The Edit User pane is displayed.

l@) Edit User Abby.Dawkins

Select Roles  |irinistrator Role %+

Role () | Start Date End Date
Administratar Rale 11-04-Z2004

D15 Hew Rale 11-11-2004

CaCalio Role 10-27-2004 11-02-2004
Dougs Mew Role 11-01-2004 12-28-2004
User Rale 10-20-2004 10-15-2027
Wiewer Role 11-15-2004

Role Marme ¥ ctart Date End Cate a

|
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Click the LOV E button next to the Select Roles field.
Select a role to remove from the right, or selected, column.

Click the left arrow [ 4] button. The role is displayed in the left, or available, column.
Click Select. The user is removed from the role.

N o g &~ w

Click Apply. The changes to the user are saved.
Or
Click Done. The changes to the user are saved and the workspace is closed.

10
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Role Administration

Maintain roles

Overview

A role is a way of grouping workflows and actions for the functionality in each application
supported by RSM. When you create a role, you assign a name to a role. Each role can be used to
give different levels of permissions to like users. After you create the role, you can define the
workflows for a role, define the data permissions for a role, and assign users to a role.

LL]  Note: Permissions are assigned to roles, then users are assigned to roles. Permissions are
not assigned directly to users.

Procedures

Create arole

= Navigate: From the Task Pad, select Role Administration > Role Administration. The Role
Administration workspace is displayed.

() Retek [Jalkd
: Alain Frecon e
%3 Role Administration
P — -
(&) [system Administration | I;f_w Role Administration ‘
User Administration
Role Ad bratio Role |
Hassued Hap PRPRPPREPPPPPPPRPRPRPPPPPPPPPRRPRPRPRPRPRPRPRPRPRE,, | 4
Administrator Role
DIS_All_Users_Rols
DS New Role
DoDeDo Rale
Dougs Mew Rale
) Cougs Mew Rale
(= Role Administration ¢ Dougs New Role -
- Edit Workflow Permissions
+ Edit Data Permissions I@ Edit Role ‘
User | Start Date 1 End Date I
=]
cancel [[ apply |[ pone |
]
Role Administration wlRole Administration started. B 7

11
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1.

12

In the Role Administration workspace, click New. The Create Role pane is displayed and the
Role Name field is enabled.

I@ Create New Role |

*
R T | selesteers o saneraun B+

User Start Date End Date

AlainFrecon 11-30-2004

Abby.Dawkinz 11-30-2004

AlanBraun 11-30-2004

* Start Date 1zf01/z004 End Date l:l

Cotoaie ]|

In the Role Name field, enter the name of the new role you are creating.

Click the LOV = button next to the Select Users field.

a.

b.
.
d.

Select a user from the left column.

Click the right arrow [» | button. The user is displayed in the right, or selected, column.
Repeat steps a and b until all the users assigned to the role are selected.

Click Select. The user names appear in the table.

Modify the end date of a user.

a.

b.

Select a user name from the table.

|
Enter a different start date in the Start Date field, or click the LOV button and select
a date if it should be later than today.

=
Enter an end date in the End Date field, or click the LOV button and select a date.
This field may be left blank.

Click Modify. The role is added to the list of roles.
Click Apply. The new role is saved.
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Edit arole

= Navigate: From the Task Pad, select Role Administration > Role Administration. The Role

1.
2.
3.

Administration workspace is displayed.

][Ol
me: Alain Frecon =)
%3 Role Administration
P — a
(&) [system Administration | I;f_w Role Administration ‘
User Administration
ole Ad bra Role |
Hassued Hap PRPRPPREPPPPPPPRPRPRPPPPPPPPPRRPRPRPRPRPRPRPRPRPRE,, | 4
Administrator Role
DIS_All_Users_Rele
D15 New Role
DoDoDo Rale
Drougs Mew Role
) Dougs Mew Role
(=) Role Administration r IR ANl -
- Edit Workflow Permissions
+ Edit Data Permissions I@ Edit Role ‘
TRolemame [ ] seleauss [ @+
User | Start Date 1 End Date I
=
cancel [[ apply |[ pone |
]
Role Administration wlRole Administration started. B v

In the Role Administration pane, select a role.
Click Edit or double click on the role you want to edit.

In the Role Name field, edit the name of the role as necessary.

Add users to a role

1
2
3.
4

Click the LOV & button next to the Select Users field.
Select a user to add from the left, or available, column.

Click the right arrow [» | button. The user is displayed in the right, or selected, column.
Click Select. The users are added to the role.

Remove users from a role

1
2
3.
4

=
Click the LOV button next to the Select Users field.
Select a user to remove from the right, or selected, column.

Click the left arrow [4] button. The user is displayed in the left, or available, column.
Click Select. The users are removed from the role.

13
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Save changes to a role
e Click Apply. The changes to the role are saved.
Or

o Click Done. The changes to the role are saved and the workspace is closed.

Add workflow permissions to arole

Overview

A workflow is a secured task or group of tasks that exist in an application. An action is the type
of ability that users associated with a role have access to in an application's work flow. Once the
role, workflow, and action are associated, users assigned to the role can complete their work.

Each application associated with RSM provides a list of workflows and actions that a user
assigned to the appropriate role can access through RSM.

There are six types of actions that may be assigned to a role and workflow:

e Access: Users associated with the role have access to the application, but are not allowed see
any secured information within a workflow. Users must have access to an application in order
to have any of the other permission types.

LL1  Note: This action is the lowest level of permission a user associated with a role can have.
You must assign Access to a role before any of the other permissions are available.

e Edit: Users associated with the role are allowed to create, update, and save any changes to a
workflow.

e View: Users associated with the role are allowed to see to all secured information in a
workflow, but not make any changes to the data in the workflow.

e Approve: Users associated with the role are allowed to change the status of a workflow to
Approved.

e Submit: Users associated with the role are allowed to change the status of a workflow from
Worksheet to Submitted.

o Emergency: Users associated with the role are granted special access that goes beyond
normal day-to-day access to functionality. This allows users to bypass normal delays in
processing.

LL]  Note: Permissions are assigned to roles, then users are assigned to roles. Permissions are
not assigned directly to users.

14
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Procedures

Add aworkflow and associated action to arole

= Navigate: From the Task Pad, select Role Administration > Edit Workflow Permission. The
Edit Workflow Permissions workspace is displayed.

B3 Edit Workflow Permissions

@ Role Administration |

Role |
A A EAAAAAAAAASASABAAASADAAASAHABAAAAAAAASAASPPPPPPPRPPPRRPRRRRPRRPRPRRPRPRRPRPRRPRPRRPRRRRPRR, | &)

Administrator Role

CJ5_All_Users_Raole

LIS Mew Raole

DoDoDo Raole

Dougs Mew Rale

Cougs Mew Rale

Cougs Mew Rale =

| |

@ Edit Workflow Permissions For |

Select Application |- saleck - El
Mo Access | Workfow m | Edit Wiewr | Approve Submit Emergency |
=
Application | Workfow @ | Edit Wiewr Approve | Submit | Emergency |
Cancel Il Apply Il Cione I
1. Inthe Role area, select a role.
2. Click Edit or double click on the role you want to edit. Information is displayed on the Edit
Workflow Permission pane.
@ Edit Wordflow Permissions For Administrator Role |
Select Application |_ Select - lEI
Mo Access Woriflow m | Edit Yiew | Approve Submit Emergency |
Application m WorkAow @ Edit View | Approve | Submit | Emergency |
Mawigatar Actual Land Cost |:| |:| |:| |:| |:| —
Mawigatar Allacation |:| |:| |:| |:| |:|
Mawigatar ARL &dmin |:| |:| |:| |:| |:|
-

|

3. Select the application with the workflows you want to add to the role from the Select
Workflows drop-down. Workflows for the application are displayed below.

15
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4. Select the check boxes for each type of action you want to assign to the role.

[

Note: You must assign the Access action for the other assigned actions to be available to

users in the role.

5. Click Apply. Your changes are saved and displayed in the view area.

Delete a workflow and associated action from arole

= Navigate: From the Task Pad, select Role Administration > Edit Workflow Permission. The

16

Edit Workflow Permissions workspace is displayed.

%3 Edit Workflow Permissions

-
I@ Role Administration | —I
Rele |
AAAAAAAAAAMSAAAAAAAAAAOAAAAAAMSAAAAAAAAAAAAAAPPPPPPPPPPPRRRRFRPPRRPPPPPRPPRREPPFFFFPRRRRRRRRRPPP...| &
Administrator Role
DJs_All_Users_Raole
DJS Mew Role
DoDoDo Raole
Dougs Mew Rale
Cougs Mew Rale
Cougs Mew Rale =
I@ Edit Workflow Permissions For |
Mo Access | Workfow m | Edit Wiew Approve Submit Emergency |
Application | Workfow @ | Edit Wiewr Approve | Submit | Emergency |
-
Cancel Il Apply Il Cone I

In the Role area, select a role.
Click Edit or double click on the role you want to edit.

Select the application with the workflows you want to add to the role from the Select
Workflows drop-down. Workflows for the application are displayed below.

Deselect the check boxes for each type of action you want to remove from the role.

Click Apply. Your changes are saved and displayed in the view area.
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Add data permissions to arole

Overview

Use the Edit Data Permissions workflow to add data level permissions to user roles. You may

also set end dates for the permissions.

LL]  Note: Permissions are assigned to roles, then users are assigned to roles. Permissions are

not assigned directly to users.

Procedures

Add a data permission to arole

= Navigate: From the Task Pad, select Role Administration > Edit Data Permission. The Edit
Data Permissions workspace is displayed.

%9 Edit Data Permissions

IKE) Role Administration

Role (1

Administrator Role

CJS_All_Users_Rale

L B P P B B B B B B BB B A BB B A A B PPRPPPPPPPRPPRRPPRRPPPPRPRRPRRPPPRPRPRPPERPRRRPRPR..,

0I5 Mew Role

DoDolo Role

Dougs Mew Rale

I@) Edit Data Permissions

Application [} Data Element

¥aluas

Start Date

End Date |

i,

Data Element (4 Yalues

Start Date

End Date

i,

Cancel ” Apply || Dione I

17
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1. Inthe Role area, select a role.

2. Click Edit or double click on the role you want to edit. Information is displayed on the Edit
Data Permission pane.

I@ Edit Data Permissions

Data Element ¥alues Start Date End Date

Application m

S ———

Data Element m Yalues Start Date End Date

S ———

3. Click New. The Edit Data Permission Details pane is enabled.

I@ Edit Data Permission Details

il I m

8
a

4. Select an application from the Application drop-down.
5. Select an element from the Data Element drop-down.

6. Enter a date in the Start Date field, or click the LOV E button and select a date.

7. Enter a date in the End Date field, or click the LOV E button and select a date.

L) Note: The End Date field may be left blank.
8. Enter information in the rest of the enabled fields as required.
9. Click Apply. Your changes are saved and displayed in the view area.

18
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Delete a data permission from arole

= Navigate: From the Task Pad, select Role Administration > Edit Data Permission. The Edit
Data Permissions workspace is displayed.

%9 Edit Data Permissions

l@) Role Administration

Role m

Administra

CJS_all_Users_Rale

L P P B B B B B B BB B A A B PPRP PR RPRRRPRRRRRRRRRRPRPRRRRRFRRFRRRRRRERFRRFRRR. .,

[JS Mew Rale

DoDaolo Rale

Dougs Mew Rale

IKE) Edit Data Permissions

Application m Data Element

¥aluas

Start Date

End Date |

i,

Data Element (4 Yalues

Start Date

End Date |

i,

b

Cancel ” Apply || Dione I

1. Inthe Role area, select a role.

2. Click Edit or double click on the role you want to edit. Information is displayed on the Edit

Data Permission pane.

@ Edit Data Permissions

Application m | Data Element

| Yalues

Start Date

End Date |

e

Data Element (1) ¥alues

Start Date

End Date

e

3. Select the application from the Application table.

4. Select the data permission you wish to remove from the Data Element table.

5. Click Remove. The data permission is removed from the list.

19
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6. Click Apply. Your changes are saved and displayed in the view area.

20
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Maintain password map

Overview

Password mapping can give users single sign on (SSO) capability. An individual's RSM user
name and password can be linked with their user names and passwords from other applications.
This gives the user the ability to sign on once to Retek Navigator and access any of the password
protected applications available from Retek Navigator without having to sign on again.

Use the Password Map workspace to add single users to applications and make changes to
individual user names and passwords as necessary.

L) Note: If a user name or password changes in the application it was created in. That
change must be made in RSM as well for SSO capability to continue. Likewise, changes
made to user names and passwords in RSM, will not be made in the application it was
originally created in.

Procedures

Add a user to an application

= Navigate: From the Task Pad, select Password Map > Password Map. The Password Map
workspace is displayed.

%3 password Map

I@ Password Map |

¥ Salect Application [ zelact - lEI ¥ Salact User I:I

Password |

User m

| Mew ‘

I@ Maintain User Information |

¥ Uzer | * password

Cancel || Apply || Cone

21
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1. Select an application from the Select Application drop-down.
2. Select a user from the User drop-down.

3. Click New. The Maintain User Information pane is enabled.

I@ Maintain User Information |

¥ User | | ¥ password | |

| Coteaiy ||

Enter the user name in the User field.

4
5. Enter the password in the Password field.

6. Click Modify. The user name/password combination is added to the table above.
7

Click Apply. The information is saved.

Maintain users of an application

= Navigate: From the Task Pad, select Password Map > Password Map. The Password Map
workspace is displayed.

%5 password Map

I@ Password Map |

¥ Salect Application [0 Select - lEI ¥ Saelact Uszer I:I %

User m

Password |

| Mew ‘

I@ Maintain User Information |

¥ User | * password

Cancel || Apply || Cane

1. Select an application from the Select Application drop-down.
2. Select a user from the User drop-down.

3. Click Edit. The user name and password for the selected user appears in the table.

22
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4. Select a user name and password from the table. The information appears in the Maintain
User Information pane.

I@ Maintain User Information |

¥ Uszer | | * password |

| |

5. Edit the information in the User and Password fields as necessary.

6. Click Modify. The changes are reflected in the table above.

23
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