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Preface

Oracle Database Net Services Reference contains a complete listing and description of the control utility commands and configuration file parameters available for managing components of Oracle Net Services.

This document describes the features of Oracle Database 11g software that apply to the Microsoft Windows and UNIX operating systems.

This preface contains these topics:

	
Audience


	
Documentation Accessibility


	
Related Documents


	
Conventions





Audience

Oracle Database Net Services Reference is intended for network administrators who are responsible for configuring and administering network components.

To use this document, you need to be familiar with the networking concepts and configuration tasks described in Oracle Database Net Services Administrator's Guide.

This document contains:


Part I, "Control Utilities"


Chapter 1, "Listener Control Utility"

This chapter describes the Listener Control utility commands.


Chapter 2, "Oracle Connection Manager Control Utility"

This chapter describes the Oracle Connection Manager Control utility commands.


Part II, "Configuration Parameters"


Chapter 3, "Syntax Rules for Configuration Files"

This chapter describes the syntax rules for networking configuration files.


Chapter 4, "Protocol Address Configuration"

This chapter describes how to configure a protocol address.


Chapter 5, "Profile Parameters (sqlnet.ora)"

This chapter describes the sqlnet.ora file parameters.


Chapter 6, "Local Naming Parameters (tnsnames.ora)"

This chapter describes the tnsnames.ora file parameters.


Chapter 7, "Oracle Net Listener Parameters (listener.ora)"

This chapter describes the listener.ora file parameters.


Chapter 8, "Oracle Connection Manager Parameters (cman.ora)"

This chapter describes the cman.ora file parameters.


Chapter 9, "Directory Usage Parameters (ldap.ora)"

This chapter describes the ldap.ora file parameters.


Part III, "Appendixes"


Appendix A, "Features Not Supported in This Release"

This appendix describes the control utility commands and parameters no longer supported by Oracle Net Services.


Appendix B, "Upgrade Considerations for Oracle Net Services"

This appendix describes coexistence and upgrade issues for Oracle Net Services.


Appendix C, "LDAP Schema for Oracle Net Services"

This appendix describes the Oracle schema for Oracle Net Services.


Glossary


Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.


Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.


Related Documents

For more information, see these Oracle resources:

	
Oracle Database Net Services Administrator's Guide


	
Online Help for Net Services tools and utilities


	
Oracle Database documentation set




Many books in the documentation set use the sample schemas of the seed database, which is installed by default when you install Oracle. Refer to Oracle Database Sample Schemas for information on how these schemas were created and how you can use them yourself.

Printed documentation is available for sale in the Oracle Store at


http://oraclestore.oracle.com/


To download free release notes, installation documentation, white papers, or other collateral, please visit the Oracle Technology Network (OTN). You must register online before using OTN; registration is free and can be done at


http://otn.oracle.com/membership/


If you already have a user name and password for OTN, then you can go directly to the documentation section of the OTN Web site at


http://www.oracle.com/technology/documentation/



Conventions

The following text conventions are used in this document:


	Convention	Meaning
	boldface	Boldface type indicates graphical user interface elements associated with an action, or terms defined in text or the glossary.
	italic	Italic type indicates book titles, emphasis, or placeholder variables for which you supply particular values.
	monospace	Monospace type indicates commands within a paragraph, URLs, code in examples, text that appears on the screen, or text that you enter.







Part I



Control Utilities

Oracle Net Services provides control utilities to administer listeners, Oracle Names servers, and Oracle Connection Manager. Part 1 lists the commands that are available with each utility, including any applicable prerequisites, passwords, syntax or argument rules, and usage notes or examples to help you use them.

This part contains the following chapters:

	
Chapter 1, "Listener Control Utility"


	
Chapter 2, "Oracle Connection Manager Control Utility"






1 Listener Control Utility

This chapter describes the commands and associated syntax of the Listener Control utility.

This chapter contains these topics:

	
Listener Control Utility Overview


	
SET and SHOW Commands of the Listener Control Utility


	
Distributed Operations


	
Oracle Net Listener Security


	
Listener Control Utility Commands






Listener Control Utility Overview

The Listener Control utility enables you to administer listeners.You can use its commands to perform basic management functions on one or more listeners. Additionally, you can view and change parameter settings.

The basic syntax of Listener Control utility commands is as follows:


lsnrctl command listener_name


where listener_name is the name of the listener to be administered. If no name is specified, then the default name, LISTENER, is assumed.

You can also issue Listener Control utility commands at the LSNRCTL> program prompt. To obtain the prompt, enter lsnrctl with no arguments at the operating system command line. When you run lsnrctl, the program is started. You can then enter the necessary commands from the program prompt. The basic syntax of issuing commands from LSNRCTL> program prompt is as follows:


lsnrctl
LSNRCTL> command listener_name





	
Note:

You can combine commands in a standard text file, and then run them as a sequence of commands. To execute in batch mode, use the format:
lsnrctl @file_name

You can use either REM or # to identify comments in the batch script; all other lines are considered commands. Any commands that would typically require confirmation do not require confirmation during batch execution.









For a majority of commands, the Listener Control utility establishes an Oracle Net connection with the listener that is used to transmit the command. To initiate an Oracle Net connection to the listener, the Listener Control utility must obtain the protocol addresses for the named listener or a listener named LISTENER. This is done by resolving the listener name with one of the following mechanisms:

	
listener.ora file in the directory specified by the TNS_ADMIN environment variable


	
listener.ora file in the $ORACLE_HOME/network/admin directory on UNIX operating systems and the %ORACLE_HOME%\network\admin directory on Windows operating systems


	
Naming method, for example, a tnsnames.ora file




If the listener name is LISTENER and it cannot be resolved, a protocol address of TCP/IP, port 1521 is assumed.

The Listener Control utility supports several types of commands:

	
Operational commands, such as START, STOP, and so forth.


	
Modifier commands, such as SET TRC_LEVEL


	
Informational commands, such as STATUS and SHOW LOG_FILE


	
Operational commands, such as EXIT, RELOAD, and HELP









SET and SHOW Commands of the Listener Control Utility

You can use the SET command to alter parameter values for a specified listener. You set the name of the listener you want to administer with the SET CURRENT_LISTENER command. Parameter values remain in effect until the listener is shut down. If you want these settings to persist, use the SAVE_CONFIG command to save changes to the listener.ora.

You can use the SHOW command to display the current value of a configuration setting.






Distributed Operations

The Listener Control utility can perform operations on a local or a remote listener.

To set up a computer to remotely administer a listener:

	
Ensure that the Listener Control utility (lsnrctl) executable is installed.


	
Ensure that the name of the listener you want to administer can be resolved through a listener.ora file or a naming method, as described in "Listener Control Utility Overview".




All commands except START can be issued when a listener is administered remotely. The Listener Control utility can only start the listener on the same computer from where the utility is running.

When issuing commands, specify the listener name as an argument. For example:


LSNRCTL> SERVICES lsnr





If the name is omitted, then listener name set with the SET CURRENT_LISTENER command is used, or the default name, LISTENER is assumed.






Oracle Net Listener Security

Local listener administration is secure through local operating system authentication, which restricts listener administration to the user who started the listener or to the superuser. By default, no other user can administer the listener. However, you can optionally configure a password. If the listener control client is installed locally and a password is configured, a check for password authentication is done. If this check fails, local operating system administration authentication is attempted.

In contrast, you must configure a password for remote listener administration, that is, when the listener control utility is installed on a remote computer. In this case, local operating system authentication is not used, and the user executing the listener control utility on the remote computer does not have to be a superuser or the same user who started the listener process.

Use the Listener Control utility's CHANGE_PASSWORD command or Oracle Net Manager to set or modify an encrypted password in the PASSWORDS_listener_name parameter in the listener.ora file. If the PASSWORDS_listener_name parameter is set to an unencrypted password, you must manually remove it from the listener.ora file prior to modifying it. If the unencrypted password is not removed, you will be unable to successfully set an encrypted password.

If the PASSWORDS_listener_name parameter is set in the listener.ora file or the CHANGE_PASSWORD command has been used to create a new, encrypted password, then the Listener Control utility will require a SET PASSWORD command prior to any protected command, such as STOP.




	
Note:

If you are administering the listener remotely over an insecure network and require maximum security, configure the listener with a secure protocol address that uses the TCP/IP with SSL protocol. If the listener has multiple protocol addresses, ensure that the TCP/IP with SSL protocol address is listed first in the listener.ora file.












Listener Control Utility Commands

This section lists and describes the following Listener Control utility commands:

	
CHANGE_PASSWORD


	
EXIT


	
HELP


	
QUIT


	
RELOAD


	
SAVE_CONFIG


	
SERVICES


	
SET


	
SET CURRENT_LISTENER


	
SET DISPLAYMODE


	
SET INBOUND_CONNECT_TIMEOUT


	
SET LOG_DIRECTORY


	
SET LOG_FILE


	
SET LOG_STATUS


	
SET PASSWORD


	
SET SAVE_CONFIG_ON_STOP


	
SET STARTUP_WAITTIME


	
SET TRC_DIRECTORY


	
SET TRC_FILE


	
SET TRC_LEVEL


	
SHOW


	
SPAWN


	
START


	
STATUS


	
STOP


	
TRACE


	
VERSION






CHANGE_PASSWORD


Purpose

Use the CHANGE_PASSWORD command to establish an encrypted password or change an encrypted password set with the PASSWORDS_listener_name parameter in the listener.ora file.


Prerequisites

None


Password Required If One Has Been Set:

Yes. If a password is set, then issue then issue the SET PASSWORD command prior to this command.


Syntax

From the operating system:


lsnrctl CHANGE_PASSWORD [listener_name]


From the Listener Control utility:


LSNRCTL> CHANGE_PASSWORD [listener_name]



Arguments

[listener_name]: Specify the listener name, if the default name of LISTENER is not used.


Usage Notes

The Listener Control utility prompts you for the old password and then for the new one. It asks you to re-enter the new one, and then changes it. Neither the old nor the new password displays during this procedure. CHANGE_PASSWORD is usually followed by the SAVE_CONFIG command to save the new password in the listener.ora file. If a SAVE_CONFIG command is not issued, then the new password will be in effect only until the listener is shut down.




	
See Also:

Oracle Database Net Services Administrator's Guide for further information about password security of the listener








Example

The following shows a new password of takd01 being set:


LSNRCTL> CHANGE_PASSWORD
Old password: 
New password: takd01
Reenter new password: takd01
Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=tpc)(HOST=sales-server)(PORT=1521)))
Password changed for LISTENER
The command completed successfully
LSNRCTL> SAVE_CONFIG
Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521)))
Saved LISTENER configuration parameters.
Listener Parameter File   /oracle/network/admin/listener.ora
Old Parameter File   /oracle/network/admin/listener.bak
The command completed successfully


The following shows the password being changed from takd01 to smd01:


LSNRCTL> SET PASSWORD
Password: takd01
The command completed successfully
LSNRCTL> CHANGE_PASSWORD
Old password: takd01
New password: smd01
Reenter new password: smd01
Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=tpc)(HOST=sales-server)(PORT=1521)))
Password changed for LISTENER
The command completed successfully
LSNRCTL> SAVE_CONFIG
Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521)))
Saved LISTENER configuration parameters.
Listener Parameter File   /oracle/network/admin/listener.ora
Old Parameter File   /oracle/network/admin/listener.bak
The command completed successfully






EXIT


Purpose

Use the EXIT command to exit from the Listener Control utility.


Prerequisites

None


Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be issued prior to this command.


Syntax

From the Listener Control utility:


LSNRCTL> EXIT



Arguments

None


Usage Notes

This command is identical to the RELOAD command.


Example


LSNRCTL> EXIT






HELP


Purpose

Use the command HELP to provide a list of all the Listener Control utility commands or provide syntax help for a particular Listener Control utility command.


Prerequisites

None


Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be issued prior to this command.


Syntax

From the operating system:


lsnrctl HELP command


From the Listener Control utility:


LSNRCTL> HELP command



Arguments

command: Specify a HELP command. Commands are shown in the following example output.

When you enter a command as an argument to HELP, the Listener Control utility displays information about how to use the command. When you enter HELP without an argument, the Listener Control utility displays a list of all the commands.


Example


LSNRCTL> HELP
The following operations are available 
An asterisk (*) denotes a modifier or extended command: 
change_password 
exit 
quit
reload 
services 
set* 
show*
spawn 
start                          
status 
stop 
trace          
version 






QUIT


Purpose

Use the QUIT command to exit the Listener Control utility and return to the operating system prompt.


Prerequisites

None


Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be issued prior to this command.


Syntax

From the Listener Control utility


LSNRCTL> QUIT



Arguments

None


Usage Notes

This command is identical to the EXIT command.


Example


LSNRCTL> QUIT






RELOAD


Purpose

Use the RELOAD command to reread the listener.ora file. This command enables you to add or change statically configured services without actually stopping the listener.

In addition, the database services, instances, service handlers, and listening endpoints that were dynamically registered with the listener will be unregistered and subsequently registered again.


Prerequisites

None


Password Required If One Has Been Set

Yes. If a password is set, then issue the SET PASSWORD command prior to this command.


Syntax

From the operating system:


lsnrctl RELOAD listener_name


From the Listener Control utility:


LSNRCTL> RELOAD listener_name



Arguments

listener_name: Specify the listener name, if the default name of LISTENER is not used.


Example


LSNRCTL> RELOAD
Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521)))
The command completed successfully






SAVE_CONFIG


Purpose

Use the SAVE_CONFIG command to compare the current configuration state of the listener, including trace level, trace file, trace directory, and logging to the listener.ora file. Any changes are stored in listener.ora, preserving formatting, comments, and case as much as possible. Prior to modification of the listener.ora file, a backup of the file, called listener.bak, is created.


Password Required If One Has Been Set

Yes. If a password is set, then issue then issue the SET PASSWORD command prior to this command.


Syntax

From the operating system:


lsnrctl SAVE_CONFIG listener_name


From the Listener Control utility:


LSNRCTL> SAVE_CONFIG listener_name



Arguments

listener_name: Specify the listener name, if the default name of LISTENER is not used.


Usage Notes

This command enables you to save all run-time configuration changes to the listener.ora file, which can be especially useful for saving changed encrypted passwords.


Example


LSNRCTL> SAVE_CONFIG listener
Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521)))
Saved LISTENER configuration parameters.
Listener Parameter File   /oracle/network/admin/listener.ora
Old Parameter File   /oracle/network/admin/listener.bak
The command completed successfully






SERVICES


Purpose

Use the SERVICES command to obtain detailed information about the database services, instances, and service handlers (dispatchers and dedicated servers) to which the listener forwards client connection requests.


Prerequisites

None


Password

Required if one has been set. If a password is set, then issue the SET PASSWORD command prior to this command.


Syntax

From the operating system:


lsnrctl SERVICES listener_name


From the Listener Control utility:


LSNRCTL> SERVICES listener_name



Arguments

listener_name: Specify the listener name, if the default name of LISTENER is not used.


Usage Notes




	
See Also:

Oracle Database Net Services Administrator's Guide for a complete description of SERVICES output







The SET DISPLAYMODE command changes the format and the detail level of the output.


Example

This example shows SERVICES output in the default display mode. The output shows the following:

	
An instance named sales belonging to two services, sales1.us.example.com and sales2.us.example.com, with a total of three service handlers.


	
Service sales1.us.example.com is handled by one dispatcher only.


	
Service sales2.us.example.com is handled by one dispatcher and one dedicated server, as specified by in the following output.





LSNRCTL> SERVICES
Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=ipc)(KEY=net)))
Services Summary...
Service "sales1.us.example.com" has 1 instance(s).
  Instance "sales", status READY, has 1 handler(s) for this service...
    Handler(s):
      "D000" established:0 refused:0 current:0 max:10000 state:ready
         DISPATCHER <machine: sales-server, pid: 5696>
         (ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=53411))
Service "sales2.us.example.com" has 1 instance(s).
  Instance "sales", status READY, has 2 handler(s) for this service...
    Handler(s):
      "DEDICATED" established:0 refused:0 state:ready
         LOCAL SERVER
      "D001" established:0 refused:0 current:0 max:10000 state:ready
         DISPATCHER <machine: sales-server, pid: 5698>
         (ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=52618))
The command completed successfully






SET


Purpose

Use the SET command to alter the parameter values for the listener. Parameter values changes remain in effect until the listener is shut down. To make the changes permanent, use the SAVE_CONFIG command to save changes to the listener.ora file.


Prerequisites

None


Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be issued prior to this command.


Syntax

From the operating system:


lsnrctl SET parameter


From the Listener Control utility:


LSNRCTL> SET parameter



Arguments

parameter: Specify a SET parameter to modify its configuration setting. Parameters are shown in the example output.

When you enter SET without an argument, the Listener Control utility displays a list of all the parameters.


Usage Notes

If you are using the SET commands to alter the configuration of a listener other than the default LISTENER listener, use the SET CURRENT_LISTENER command to set the name of the listener you want to administer.


Example


LSNRCTL> SET
The following operations are available with set.
An asterick (*) denotes a modifier or extended command.
current_listener 
displaymode
inbound_connect_timeout
log_file
log_directory
log_status
password 
raw_mode
save_config_on_stop 
startup_waittime 
trc_file
trc_directory
trc_level 






SET CURRENT_LISTENER


Purpose

Use the SET CURRENT_LISTENER command to set the name of the listener to administer. Subsequent commands that would normally require listener_name can be issued without it.


Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be issued prior to this command.


Syntax

From the Listener Control utility


LSNRCTL> SET CURRENT_LISTENER listener_name



Arguments

listener_name: Specify the listener name, if the default name of LISTENER is not used.


Usage Notes

When SET CURRENT_LISTENER is set, the Listener Control utility commands act on the listener you set. You do not have to specify the name of the listener.


Example


LSNRCTL> SET CURRENT_LISTENER lsnr
Current Listener is lsnr






SET DISPLAYMODE


Purpose

Use the SET DISPLAYMODE command to change the format and level of detail for the SERVICES and STATUS commands.


Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be issued prior to this command.


Syntax

From the Listener Control utility:


LSNRCTL> SET DISPLAYMODE {compat | normal | verbose | raw}



Arguments

compat: Specify to display output that is compatible with older versions of the listener.

normal: Specify to display output in a formatted and descriptive output. Oracle recommends this mode.

verbose: Specify to display all data received from the listener in a formatted and descriptive output.

raw: Specify to display all data received from the listener without any formatting. This output should be used only if recommended by Oracle Support Services.


Example


LSNRCTL> SET DISPLAYMODE normal
Service display mode is NORMAL






SET INBOUND_CONNECT_TIMEOUT


Purpose

Use the SET INBUND_CONNECT_TIMEOUT command to specify the time, in seconds, for the client to complete its connect request to the listener after the network connection had been established.

If the listener does not receive the client request in the time specified, then it terminates the connection. In addition, the listener logs the IP address of the client and an ORA-12525:TNS: listener has not received client's request in time allowed error message to the listener.log file.




	
See Also:

Oracle Database Net Services Administrator's Guide for information about specifying the time-out for client connections








Syntax

From the Listener Control utility:


LSNRCTL> SET INBOUND_CONNECT_TIMEOUT time



Arguments

time: Specify the time, in seconds. Default setting is 60 seconds.


Example


LSNRCTL> SET INBOUND_CONNECT_TIMEOUT 2
Connecting to (ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521))
LISTENER parameter "inbound_connect_timeout" set to 2
The command completed successfully.






SET LOG_DIRECTORY


Purpose

Use the command SET LOG_DIRECTORY to set destination directory where the listener log file is written. By default, the log file is written to the $ORACLE_HOME/network/log directory on UNIX operating systems and the %ORACLE_HOME%\network\log directory on Windows.


Prerequisites

None


Password Required If One Has Been Set

Yes. If a password is set, then issue the SET PASSWORD command prior to this command.


Syntax

From the operating system:


lsnrctl SET LOG_DIRECTORY directory


From the Listener Control utility:


LSNRCTL> SET LOG_DIRECTORY directory



Arguments

directory: Specify the directory path of the listener log file.


Example


LSNRCTL> SET LOG_DIRECTORY /usr/oracle/admin 
Connecting to (ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521))
LISTENER parameter "log_directory" set to /usr/oracle/admin
The command completed successfully






SET LOG_FILE


Purpose

Use the command SET LOG_FILE to set the name for the listener log file. By default, the log file name is listener.log.


Prerequisites

None


Password Required If One Has Been Set

Yes. If a password is set, then issue the SET PASSWORD command prior to this command.


Syntax

From the operating system:


lsnrctl SET LOG_FILE file_name


From the Listener Control utility:


LSNRCTL> SET LOG_FILE file_name



Arguments

file_name: Specify file name of the listener log.


Example


LSNRCTL> SET LOG_FILE list.log
Connecting to (ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521))
LISTENER parameter "log_file" set to list.log
The command completed successfully






SET LOG_STATUS


Purpose

Use the command SET LOG_STATUS to turn listener logging on or off.


Prerequisites

None


Password Required If One Has Been Set

Yes. If a password is set, then issue the SET PASSWORD command prior to this command.


Syntax

From the operating system:


lsnrctl SET LOG_STATUS {on | off}


From the Listener Control utility:


LSNRCTL> SET LOG_STATUS {on | off}



Arguments

on: Specify to turn logging on.

off: Specify to turn logging off.


Example


LSNRCTL> SET LOG_STATUS on
Connecting to (ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521))
LISTENER parameter "log_status" set to ON
The command completed successfully






SET PASSWORD


Purpose

Use the command SET PASSWORD prior to privileged Listener Control utility commands, such as SAVE_CONFIG and STOP.

The password entered should match the one established for the PASSWORDS_listener_name parameter in the listener.ora file or set by the CHANGE_PASSWORD command.


Syntax

From the Listener Control utility:


LSNRCTL> SET PASSWORD
Password: password



Arguments

None


Usage Notes

You can enter this command when you start up the Listener Control utility or at any time during the session as needed.




	
See Also:

"Oracle Net Listener Security"








Example


LSNRCTL> SET PASSWORD
Password: lnrc11g
The command completed successfully






SET SAVE_CONFIG_ON_STOP


Purpose

Use the command SET SAVE_CONFIG_ON_STOP to specify whether or not changes made to the parameter values for the listener by the SET commands are to be saved to the listener.ora file at the time the listener is stopped with the STOP command.

When changes are saved, the Listener Control utility tries to preserve formatting, comments, and letter case. Prior to modification of the listener.ora file, a back up of the file, called listener.bak, is created.

To have all parameters saved right away, use the SAVE_CONFIG command.


Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be issued prior to this command.


Syntax

From the operating system:


lsnrctl SET SAVE_CONFIG_ON_STOP  {on | off}


From the Listener Control utility:


LSNRCTL> SET SAVE_CONFIG_ON_STOP  {on | off}



Arguments

on: Specify to save configuration to listener.ora.

off: Specify to not save configuration to listener.ora.


Example


LSNRCTL> SET SAVE_CONFIG_ON_STOP on
LISTENER parameter "save_config_on_stop" set to ON
The command completed successfully






SET STARTUP_WAITTIME




	
Note:

This command is deprecated in Oracle9i and will be desupported in a future release. If you require this command to run the listener, please notify Oracle Support Services.








Purpose

Use the command SET STARTUP_WAITTIME to specify the amount of time for the listener to wait before responding to a START command.


Prerequisites

None


Password Required If One Has Been Set

Yes. If a password is set, then issue the SET PASSWORD command prior to this command.


Syntax

From the operating system:


lsnrctl SET STARTUP_WAITTIME time


From the Listener Control utility:


LSNRCTL> SET STARTUP_WAITTIME time



Arguments

time: Specify the time, in seconds.


Example


LSNRCTL> SET STARTUP_WAITTIME 10
Connecting to (ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521))
LISTENER parameter "startup_waittime" set to 10
The command completed successfully






SET TRC_DIRECTORY


Purpose

Use the command SET TRC_DIRECTORY to set the destination directory where the listener trace files are written. By default, the trace file are written to the $ORACLE_HOME/network/trace directory on UNIX operating systems and the %ORACLE_HOME%\network\trace directory on Windows.


Prerequisites

None


Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be issued prior to this command.


Syntax

From the operating system:


lsnrctl SET TRC_DIRECTORY directory


From the Listener Control utility:


LSNRCTL> SET TRC_DIRECTORY directory



Arguments

directory: Specify the directory path of the listener trace files.


Example


LSNRCTL> SET TRC_DIRECTORY /usr/oracle/admin
Connecting to (ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521))
LISTENER parameter "trc_directory" set to /usr/oracle/admin
The command completed successfully






SET TRC_FILE


Purpose

Use the command SET TRC_FILE to set the name of the listener trace file. By default, the trace file name is listener.trc.


Prerequisites

None


Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be issued prior to this command.


Syntax

From the operating system:


lsnrctl SET TRC_FILE file_name


From the Listener Control utility:


LSNRCTL> SET TRC_FILE file_name



Arguments

file_name: Specify the file name of the listener trace.


Example


LSNRCTL> SET TRC_FILE list.trc
Connecting to (ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521))
LISTENER parameter "trc_file" set to list.trc
The command completed successfully






SET TRC_LEVEL


Purpose

Use the command SET TRC_LEVEL to set a specific level of tracing for the listener.


Prerequisites

None


Password Required If One Has Been Set

Yes. If a password is set, then issue the SET PASSWORD command prior to this command.


Syntax

From the operating system:


lsnrctl SET TRC_LEVEL level


From the Listener Control utility:


LSNRCTL> SET TRC_LEVEL level



Arguments

level: Specify one of the following trace levels:

	
off for no trace output


	
user for user trace information


	
admin for administration trace information


	
support for Oracle Support Services trace information





Usage Notes

This command has the same functionality as the TRACE command.


Example


LSNRCTL> SET TRC_LEVEL admin
Connecting to (ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521))
LISTENER parameter "trc_level" set to admin
The command completed successfully






SHOW


Purpose

Use the command SHOW to view the current parameter values for the listener.

All of the SET parameters, except SET PASSWORD, have equivalent SHOW parameters.


Prerequisites

None


Password Required If One Has Been Set

Yes. If a password is set, then issue the SET PASSWORD command prior to using this command.


Syntax

From the operating system:


lsnrctl SHOW parameter


From the Listener Control utility:


LSNRCTL> SHOW parameter



Arguments

parameter: Specify a SHOW parameter to view its configuration settings. Parameters are shown in the example output.

When you enter SET without an argument, the Listener Control utility displays a list of all the parameters.


Example


LSNRCTL> SHOW
The following properties are available with SHOW:
An asterisk (*) denotes a modifier or extended command:
current_listener 
displaymode
inbound_connect_timeout
log_file
log_directory
log_status
rawmode
save_config_on_stop 
startup_waittime 
trc_file
trc_directory
trc_level 





	
Note:

SHOW STARTUP_WAITTIME is deprecated in Oracle9i and will be desupported in a future release. If you require this command to run the listener, please notify Oracle Support Services.












SPAWN


Purpose

Use the SPAWN command to start a program stored on the computer on which the listener is running, and which is listed with an alias in the listener.ora file.


Prerequisites

None


Password Required If One Has Been Set

Yes. If a password is set, then issue the SET PASSWORD command prior to this command.


Syntax

From the operating system:


lsnrctl SPAWN listener_name alias (arguments='arg1,arg2,...')


From the Listener Control utility


LSNRCTL> SPAWN listener_name alias (arguments='arg1,arg2,...')



Arguments

listener_name: Specify the listener name, if the default name of LISTENER is not used.

alias: The alias of the program to be spawned off is specified by a listener.ora file entry, similar to the following:


alias = (PROGRAM=(NAME=)(ARGS=)(ENVS=))


For example:


nstest = (PROGRAM=(NAME=nstest)(ARGS=test1)(ENVS='ORACLE_HOME=/usr/oracle'))



Example

This program can then be spawned off using the following command:


lsnrctl SPAWN listener_name nstest






START


Purpose

Use the command START to start the named listener.


Prerequisites

Listener must not already be running.


Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be issued prior to this command.


Syntax

From the operating system:


lsnrctl START listener_name


From the Listener Control utility:


LSNRCTL> START listener_name



Arguments

listener_name: Specify the listener name, if the default name of LISTENER is not used.


Usage Notes

To start a listener configured in the listener.ora file with a name other than LISTENER, include that name.

For example, if the listener name is tcp_lsnr, enter:


lsnrctl START tcp_lsnr 


From the Listener Control utility:


LSNRCTL> START tcp_lsnr



Example


LSNRCTL> START

Starting /private/dsteiner/sales/bin/tnslsnr: please wait...

TNSLSNR for Solaris: Version 9.0.1.0.0 
System parameter file is /oracle/network/admin/listener.ora
Log messages written to /oracle/network/log/listener.log
Listening on: (DESCRIPTION=(ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=1521)))

Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521)))
STATUS of the LISTENER
------------------------
Alias                     LISTENER
Version                   TNSLSNR for Solaris: Version 9.0.1.0.0 
Start Date                15-NOV-2003 18:02:25
Uptime                    0 days 0 hr. 0 min. 0 sec
Trace Level               off
Security                  OFF
SNMP                      OFF
Listener Parameter File   /oracle/network/admin/listener.ora
Listener Log File         /oracle/network/log/listener.log
Listening Endpoints Summary...
  (DESCRIPTION=(ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=1521)))
The listener supports no services
The command completed successfully






STATUS




	
Note:

You can also obtain the status of the listener through the Oracle Enterprise Manager Console. See the Oracle Database 2 Day DBA for further information.








Purpose

Use the command STATUS to display basic status information about a listener, including a summary of listener configuration settings, listening protocol addresses, and a summary of services registered with the listener.


Prerequisites

None


Password Required If One Has Been Set

Yes. If a password is set, then issue the SET PASSWORD command prior to this command.


Syntax

From the operating system:


lsnrctl STATUS listener_name


From the Listener Control utility:


LSNRCTL> STATUS listener_name 



Arguments

listener_name: Specify the listener name, if the default name of LISTENER is not used.


Usage Notes




	
See Also:

Oracle Database Net Services Administrator's Guide or a complete description of STATUS output







The SET DISPLAYMODE command changes the format and level of the detail of the output.


Example

The following example shows STATUS output in the default display mode. The output contains:

	
Listener configuration settings


	
Listening endpoints summary


	
Services summary, which is an abbreviated version of the SERVICES command output





LSNRCTL> STATUS
Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=ipc)(KEY=net)))
STATUS of the LISTENER
------------------------
Alias                     LISTENER
Version                   TNSLSNR for Solaris: Version 10.0.0.0.0
Start Date                15-JAN-2003 12:02:00
Uptime                    0 days 0 hr. 5 min. 29 sec
Trace Level               support
Security                  OFF
SNMP                      OFF
Listener Parameter File   /oracle/network/admin/listener.ora
Listener Log File         /oracle/network/log/listener.log
Listener Trace File       /oracle/network/trace/listener.trc
Listening Endpoints Summary...
  (DESCRIPTION=(ADDRESS=(PROTOCOL=ipc)(KEY=net)))
  (DESCRIPTION=(ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=1521)))
  (DESCRIPTION=(ADDRESS=(PROTOCOL=tcps)(HOST=sales-server)(PORT=2484)))
 
Services Summary...
Service "sales1.us.example.com" has 1 instance(s).
  Instance "sales", status READY, has 1 handler(s) for this service...
Service "sales2.us.example.com" has 1 instance(s).
  Instance "sales", status READY, has 2 handler(s) for this service...
The command completed successfully






STOP


Purpose

Use the command STOP to stop the named listener.


Prerequisites

The listener must be running.


Password Required If One Has Been Set

Yes. If a password is set, then issue the SET PASSWORD command prior to this command.


Syntax

From the operating system:


lsnrctl STOP listener_name
 


From the Listener Control utility:


LSNRCTL> STOP listener_name 



Arguments

listener_name: Specify the listener name, if the default name of LISTENER is not used.


Example


LSNRCTL> STOP
Connecting to (ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521))
The command completed successfully






TRACE


Purpose

Use the command TRACE to turn on tracing for the listener.


Password Required If One Has Been Set

Yes. If a password is set, then issue the SET PASSWORD command prior to this command.


Syntax

From the operating system:


lsnrctl trace level listener_name


From the Listener Control utility:


LSNRCTL> trace level listener_name



Arguments

level: Specify one of the following trace levels:

	
off for no trace output


	
user for user trace information


	
admin for administration trace information


	
support for Oracle Support Services trace information




[listener_name: Specify the listener name, if the default name of LISTENER is not used.


Usage Notes

This command has the same functionality as SET TRC_LEVEL command.


Example


LSNRCTL> TRACE ADMIN lsnr
Connecting to (ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521))
Opened trace file: /oracle/network/trace/listener.trc
The command completed successfully






VERSION


Purpose

Use the command VERSION to display the current version of Listener Control utility.


Prerequisites

None


Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be issued prior to this command.


Syntax

From the operating system:


lsnrctl VERSION listener_name


From the Listener Control utility:


LSNRCTL> VERSION listener_name



Arguments

listener_name: Specify the listener name, if the default name of LISTENER is not used.


Example


LSNRCTL> VERSION listener1
Connecting to ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521))
TNSLSNR for Solaris: Version 10.0.0.0.0
        TNS for Solaris: Version 10.0.0.0.0 
        Oracle Bequeath NT Protocol Adapter for Solaris: Version 10.0.0.0.0
        Unix Domain Socket IPC NT Protocol Adaptor for Solaris: Version 10.0.0.0.0 
        TCP/IP NT Protocol Adapter for Solaris: Version 10.0.0.0.0
The command completed successfully







2 Oracle Connection Manager Control Utility

This chapter describes the commands and associated syntax of the Oracle Connection Manager Control utility.

This chapter contains these topics:

	
Oracle Connection Manager Control Utility Overview


	
Command Modes and Syntax


	
Distributed Operations


	
Oracle Connection Manager Control Utility Commands






Oracle Connection Manager Control Utility Overview

The Oracle Connection Manager Control utility enables you to administer Oracle Connection Managers. You can use its commands to perform basic management functions on one or more Oracle Connection Managers. Additionally, you can view and change parameter settings.






Command Modes and Syntax

The basic syntax of the Oracle Connection Manager Control utility is as follows:


cmctl command [argument]


You can choose between two command modes:

	
Interactive:

Enter cmctl at the command line to obtain the program prompt; then issue the command:


cmctl
CMCTL> command


	
All at once:

Enter the entire command from the operating system command prompt:


cmctl [command] [argument1 . . . argumentN] [-c instance_name] [-p password]


Each command issued in this way can have the name of an Oracle Connection Manager and a password appended as arguments. If an Oracle Connection Manager name is not provided, the default instance name is assumed. A password is necessary only if one was set in a previous CMCTL session. Note that an interactive session of Oracle Connection Manager requires that a password be entered only once, at the outset, if one has been set at all.




	
See Also:

Oracle Database Net Services Administrator's Guide for an overview of the Oracle Connection Manager processes








	
Batch mode:

You can combine commands in a standard text file and then run them as a sequence of commands. To execute in batch mode, use the following format:


cmctl @input_file




The Oracle Connection Manager Control utility supports four types of commands:

	
Initialization and termination commands such as STARTUP and SHUTDOWN


	
Alter commands such as SET LOG_LEVEL and SET EVENT


	
Display commands, such as SHOW STATUS and SHOW RULES


	
Gateway commands such as SHOW GATEWAYS and RESUME GATEWAYS




Note that while you can use SET commands to dynamically alter configuration parameters, these changes only remain in effect until the Oracle Connection Manager is shut down. You cannot save them to the cman.ora file. The one exception is the Oracle Connection Manager password, which you can save by issuing the command SAVE_PASSWORD.






Distributed Operations

The Oracle Connection Manager Control utility can perform operations on a local or a remote Oracle Connection Manager. Note, however, that an instance must be started locally—that is, on the computer where the instance is located.

To set up one instance of Oracle Connection Manager to remotely administer another:

	
Configure the tnsnames.ora file on the local computer to include the remote listening address. Assume, for instance, that the local Oracle Connection Manager is called cman1 and that it resides on proxysvr1. Assume, too, that the remote Oracle Connection Manager is called cman2 and that it resides on proxysvr2. The tnsnames.ora file on proxysvr1 would be configured this way:


CMAN2=
  ((ADDRESS=(PROTOCOL=tcp)(HOST=proxysvr2)(PORT=1521)))




	
In the cman.ora file on the remote computer, set the value of the parameter REMOTE_ADMIN to yes as in the following example:


CMAN2=
  (CONFIGURATION=
    (ADDRESS=(PROTOCOL=tcp)(host=proxysvr2)(port=1521))
    (PARAMETER_LIST=





   (REMOTE_ADMIN=YES)))






Oracle Connection Manager Control Utility Commands

This section lists and describes the following commands for the Oracle Connection Manager Control utility:

	
ADMINISTER


	
CLOSE CONNECTIONS


	
EXIT


	
HELP


	
QUIT


	
RELOAD


	
RESUME GATEWAYS


	
SAVE_PASSWORD


	
SET


	
SET ASO_AUTHENTICATION_FILTER


	
SET CONNECTION_STATISTICS


	
SET EVENT


	
SET IDLE_TIMEOUT


	
SET INBOUND_CONNECT_TIMEOUT


	
SET LOG_DIRECTORY


	
SET LOG_LEVEL


	
SET OUTBOUND_CONNECT_TIMEOUT


	
SET PASSWORD


	
SET SESSION_TIMEOUT


	
SET TRACE_DIRECTORY


	
SET TRACE_LEVEL


	
SHOW


	
SHOW ALL


	
SHOW CONNECTIONS


	
SHOW DEFAULTS


	
SHOW EVENTS


	
SHOW GATEWAYS


	
SHOW PARAMETERS


	
SHOW RULES


	
SHOW SERVICES


	
SHOW STATUS


	
SHOW VERSION


	
SHUTDOWN


	
STARTUP


	
SUSPEND GATEWAY






ADMINISTER 


Purpose

Use the ADMINISTER command to choose an instance of Oracle Connection Manager.


Prerequisites

None.


Syntax

From the Oracle Connection Manager Control utility:


CMCTL> ADMINISTER instance_name using password



Arguments

[instance_name]: Specify the instance of Oracle Connection Manager that you would like to administer. Instances are defined in the cman.ora file.

[password]: Specify the password, if any, for this instance of Oracle Connection Manager.


Usage Notes

Issue ADMINISTER only in interactive mode. You cannot issue the command from the operating system.

ADMINISTER enables you to choose an Oracle Connection Manager to administer. To start this Oracle Connection Manager, you must issue STARTUP.

When you omit the instance name from the command, the instance administered defaults to the local instance.

A password is required only if one was provided at install time or during a previous session of the Oracle Connection Manager.


Example


CMCTL> ADMINISTER cman_indl040ad using jayu123
Current instance cman_indl040ad is already started
Connections refer to (address=(protocol=TCP)(host=indl040ad)(port=1560)).
The command completed successfully
CMCTL:cman_indl040ad>






CLOSE CONNECTIONS


Purpose

Use the CLOSE CONNECTIONS command to terminate connections, using specific qualifiers to select connections.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl CLOSE CONNECTIONS [in state] [gt time] [from source] [to destination]
[for service] [using gateway_process_id] [connect_identifier_list]
[-c cman_name][-p password]


From the Oracle Connection Manager Control utility:


CMCTL> CLOSE CONNECTIONS [in state] [gt time] [from source] [to destination] [for service] [using gateway_process_id] [connect_identifier_list]



Arguments

[in state:] Use one of the following values to specify the connection state:

	
idle: Connections that are inactive in the established state


	
connecting: Connections that are in the process of connecting


	
established: Connections that are connected and are transferring data


	
terminating: Connections that are disconnecting




If no state is specified, CLOSE CONNECTIONS defaults to all possible states. If the time qualifier is included under these conditions, the time specified is the amount of time that has elapsed since a client initiated a connection.

[gt time:] Use the following format to specify connections greater than the time indicated:

gt[hh:mm:]ss

[from source]: Use one of the following formats to specify the source address:

	
from IP


	
from hostname


	
from subnet




[to destination]: Use one of the following formats to specify the destination address:

	
to IP


	
to hostname


	
to subnet




[for service]: Use the following format to request a service:

for service_name

[using gateway_process_id]: Use this format to specify connections that are proxied by the gateway process indicated.




[connect_identifier_list]: Space between multiple connection identifiers in a list.


Usage Notes

Because the CLOSE CONNECTIONS command aborts connections, it might generate error messages on both client and server sides.

The IDLE state qualifier always requires a time qualifier.

Issuing CLOSE CONNECTIONS without an argument closes all connections.


Examples

The following shuts down connections in any state. The elapsed time of the connection must be greater than 1 hour and 30 minutes. The connection source is the specified subnet; the destination, the specified host name.


CMCTL:CMAN_user-sun.us.example.com>
 CLOSE CONNECTIONS gt 1:30:00 from 192.0.2.32/27 to host1


The following shuts down those connections proxied by gateway process 0 that have been in the idle state more than 30 minutes:


CMCTL:CMAN_user-sun.us.example.com> CLOSE idle CONNECTIONS gt 30:00 using 0


The following shuts down connections that are connected to the service sales.us.example.com:


CMCTL:CMAN_user-sun.us.example.com> CLOSE established CONNECTIONS for sales.us.example.com






EXIT


Purpose

Use the EXIT command to exit from the Oracle Connection Manager Control utility.


Prerequisites

None


Syntax

From the operating system:


cmctl EXIT [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> EXIT



Usage Notes

This command is identical to the QUIT command.


Example


CMCTL:CMAN_user-sun.us.example.com> EXIT






HELP


Purpose

Use the HELP command to provide a list of all commands for the Oracle Connection Manager Control utility or to provide help with the syntax of a particular command.


Prerequisites

None


Syntax

From the operating system:


cmctl HELP [command] [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> HELP [command]



Arguments

[command]: Specify a HELP command. Commands are shown in the following example output.

When you enter a command as an argument to HELP, the Oracle Connection Manager Control utility displays information about how to use the command. When you enter HELP without an argument, the Oracle Connection Manager Control utility displays a list of all the commands.


Example


CMCTL:CMAN_user-sun.us.example.com> HELP
The following operations are available
An asterisk (*) denotes a modifier or extended command:

administer      close*          exit            reload          
resume*         save_password   set*            show*           
shutdown        sleep           startup         suspend*        
show_version    quit






QUIT


Purpose

Use the QUIT command to exit the Oracle Connection Manager Control utility and return to the operating system prompt.


Prerequisites

None


Syntax

From the operating system:


cmctl QUIT


From the Oracle Connection Manager Control utility:


CMCTL> QUIT



Usage Notes

This command is identical to the EXIT command.


Example


CMCTL:CMAN_user-sun.us.example.com> QUIT






RELOAD 


Purpose

Use the RELOAD command to dynamically reread parameters and rules.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl RELOAD [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> RELOAD



Usage Notes

Configuration information modified using the RELOAD command applies only to new connections. Existing connections are unaffected. SET RELOAD, on the other hand, restores configurations set in cman.ora, thereby overriding the SET command.

RELOAD reregisters gateways with the Oracle Connection Manager listener, in the course of which some new connections might be refused.


Example


CMCTL:CMAN_user-sun.us.example.com> RELOAD
The command completed successfully






RESUME GATEWAYS


Purpose

Use the RESUME GATEWAYS command to resume gateway processes that have been suspended.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl RESUME GATEWAYS [gateway_process_id] [cman_name][-p password]


From the Oracle Connection Manager Control utility:


CMCTL> RESUME GATEWAYS [gateway_process_id]



Arguments

[gateway_process_id]: Specify one or more gateway processes to reopen. Space once between entries to specify multiple gateway processes.


Usage Notes

Issuing RESUME GATEWAYS without an argument reopens all gateway processes that have been closed.


Example


CMCTL:CMAN_user-sun.us.example.com> RESUME GATEWAYS 1
The command completed successfully






SAVE_PASSWORD


Purpose

Use the SAVE_PASSWORD command to save the current password to cman.ora, the configuration file for Oracle Connection Manager.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SAVE_PASSWORD [-c instance_name][-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SAVE_PASSWORD



Usage Notes

If you execute this command, the next session of Oracle Connection Manager will start with this password intact.


Example


CMCTL> SAVE_PASSWORD






SET


Purpose

Use the SET command to display a list of parameters that can be modified using this command.


Prerequisites

None


Syntax

From the operating system:


cmctl SET


From the Oracle Connection Manager Control utility:


CMCTL> SET



Example


CMCTL:CMAN_user-sun.us.example.com> SET
The following operations are available after set
An asterisk (*) denotes a modifier or extended command:

aso_authentication_filter     outbound_connect_timeout
connection_statistics         password
event                         session_timeout
idle_timeout                  trace_directory
inbound_connect_timeout       trace_level                                                    
log_directory
log_level






SET ASO_AUTHENTICATION_FILTER


Purpose

Use the SET ASO_AUTHENTICATION_FILTER command to indicate whether the client must use Oracle Advanced Security to authenticate.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SET ASO_AUTHENTICATION_FILTER {on | off}[-c instance_name][-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SET ASO_AUTHENTICATION_FILTER {on | off}



Arguments

[on]: Specify to reject connections that are not using Secure Network Service (SNS) to perform client authentication. SNS is part of Oracle Advanced Security.

[off] (default): Specify so that no authentication is required for client connections.


Example


CMCTL:CMAN_user-sun.us.example.com> set aso_authentication_filter ON
CMAN_user-sun.us.example.com parameter aso_authentication_filter set to ON
The command completed successfully






SET CONNECTION_STATISTICS


Purpose

Use the SET CONNECTION_STATISTICS command to specify whether gateway processes collect connection statistics.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SET CONNECTION_STATISTICS {yes | no}[-c instance_name][-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SET CONNECTION_STATISTICS {yes | no}



Arguments

[yes]: Specify to have gateway processes collect connection statistics

[no]: (Default) Specify that gateway processes not collect connection statistics


Usage Notes

If SET CONNECTION_STATISTICS is set to yes, you can obtain statistics by issuing the SHOW CONNECTIONS command.


Example


CMCTL:CMAN_user-sun.us.example.com> set connection_statistics ON
CMAN_user-sun.us.example.com parameter connection_statistics set to ON
The command completed successfully






SET EVENT


Purpose

Use the SET EVENT command to log information for a particular event.


Syntax

From the operating system:


cmctl SET EVENT event_group [-c instance_name][-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SET EVENT event_group {on | off}



Arguments

[event_group]: Specify one of the following event groups:

	
init_and_term—initialization and termination


	
memory_ops—memory operations


	
conn_hdlg—connection handling


	
proc_mgmt—process management


	
reg_and_load—Registration and load update


	
wake_up—events related to CMADMIN wakeup queue


	
timer—gateway timeouts


	
cmd_proc—command processing


	
relay—events associated with connection control blocks




[on | off]: Specify whether to turn an event group on or off.


Usage Notes

The SET EVENT command accepts only one argument. To log multiple events, you must reissue the command.


Example


CMCTL:CMAN_user-sun.us.example.com> set event memory_ops on 
show connections [detail | count] {[in state][gt hh:mm:ss
from source][to destination][for service][using gw_id]
| [id_list] - Shows statistics of selected connections
The command completed successfully






SET IDLE_TIMEOUT


Purpose

Use the SET IDLE_TIMEOUT command to specify the amount of time a client can be idle without transmitting data.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SET IDLE_TIMEOUT [time] [-c instance_name] [-p password]


From the From the Oracle Connection Manager Control utility:


CMCTL> SET IDLE_TIMEOUT [time]



Arguments

[time]: Specify the idle timeout in seconds. The default is 0, which disables this feature.


Example


CMCTL:CMAN_user-sun.us.example.com> SET IDLE_TIMEOUT 30
CMAN_user-sun.us.example.com parameter idle_timeout set to 30
The command completed successfully






SET INBOUND_CONNECT_TIMEOUT


Purpose

Use the SET INBOUND_CONNECT_TIMEOUT command to specify the maximum amount of time the Oracle Connection Manager listener will wait for a valid connection request from the client before timing out.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SET INBOUND_CONNECT_TIMEOUT [time] [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SET INBOUND_CONNECT_TIMEOUT [time]



Arguments

[time]: Specify the inbound connect timeout in seconds. The default is 60, which disables this feature.


Example


CMCTL:CMAN_user-sun.us.example.com> SET INBOUND_CONNECT_TIMEOUT 30
CMAN_user-sun.us.example.com parameter inbound_connect_timeout set to 30
The command completed successfully






SET LOG_DIRECTORY


Purpose

Use the SET LOG_DIRECTORY command to designate where the log files for an Oracle Connection Manager are written.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SET LOG_DIRECTORY [directory_path] [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SET LOG_DIRECTORY [directory_path]



Arguments

[directory_path]: Specify to indicate the location of the log directory. The default path is as follows:

	
UNIX:


$ORACLE_HOME/network/log directory


	
Windows 2000/NT:


%ORACLE_HOME%\network\log directory





Usage Notes

Issue the SHOW PARAMETERS command to determine the location of the log files.


Example


CMCTL:CMAN_user-sun.us.example.com>
SET LOG_DIRECTORY /disk1/user_cman_test/oracle/network/admin

CMAN_user-sun.us.example.com parameter log_directory set to /disk1/user
_cman_test/oracle/network/admin

The command completed successfully






SET LOG_LEVEL


Purpose

Use the SET LOG_LEVEL command to set the log level for an Oracle Connection Manager.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SET LOG_LEVEL [level] [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SET LOG_LEVEL [level]



Arguments

[level]: Specify one of the following log levels:

	
off for no logging


	
user for user log information


	
admin for administrative log information


	
support (default) for Oracle Support Services log information





Usage Notes

Choose off to capture a minimum amount of log information. Choose support to capture a maximum amount.


Example


CMCTL:CMAN_user-sun.us.example.com> SET LOG_LEVEL SUPPORT
CMAN_user-sun.us.example.com parameter log_level set to support
The command completed successfully






SET OUTBOUND_CONNECT_TIMEOUT


Example

Use the SET OUTBOUND_CONNECT_TIMEOUT command to specify the maximum amount of time the Oracle Connection Manager instance will wait for a valid connection with the server before timing out.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SET OUTBOUND_CONNECT_TIMEOUT [time] [-c instance_name] [-p password]


From the From the Oracle Connection Manager Control utility:


CMCTL> SET OUTBOUND_CONNECT_TIMEOUT [time]



Arguments

[time]: Specify the outbound connect timeout in seconds. The default is 0.


Example


CMCTL:CMAN_user-sun.us.example.com> SET OUTBOUND_CONNECT_TIMEOUT 30
CMAN_user-sun.us.example.com parameter outbound_connect_timeout set to 30
The command completed successfully






SET PASSWORD


Purpose

Use the SET PASSWORD command to assign a password to the Oracle Connection Manager instance.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SET PASSWORD


From the Oracle Connection Manager Control utility:


CMCTL> SET PASSWORD



Arguments

None.


Usage Notes

This command may be used either to set a password for the first time or to change an existing one.

This command does not save the password to cman.ora. As a result the password is valid only for the current session. To save the password once you have set it, execute the SAVE_PASSWORD command.


Example


CMCTL:CMAN_user-sun.us.example.com> SET PASSWORD

Enter Old password: 
Enter New password: 
Reenter New password: 

The command completed successfully






SET SESSION_TIMEOUT


Purpose

Use the SET SESSION_TIMEOUT command to specify the maximum amount of time for a session of Oracle Connection Manager.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SET SESSION_TIMEOUT [time] [-c  instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SET SESSION_TIMEOUT [time]



Arguments

[time]: Specify the session timeout in seconds. The default is 0, which disables this feature.


Example


CMCTL:CMAN_user-sun.us.example.com> SET SESSION_TIMEOUT 60
CMAN_user-sun.us.example.com parameter session_timeout set to 60
The command completed successfully






SET TRACE_DIRECTORY


Purpose

Use the SET TRACE_DIRECTORY command to designate where the trace files for an Oracle Connection Manager are written.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SET TRACE_DIRECTORY [directory_path] [-c instance_name] [-p password}


From the Oracle Connection Manager Control utility:


CMCTL> SET TRACE_DIRECTORY [directory_path]



Arguments

[directory_path]: Specify to indicate the location of the trace directory. The default path is as follows:

	
UNIX:


$ORACLE_HOME/network/trace


	
Windows 2000/NT:


%ORACLE_HOME%\network\trace





Usage Notes

Issue the SHOW PARAMETERS command to determine the location of the trace files.


Example


CMCTL:cman1>SET TRACE_DIRECTORY /disk1/mpurayat_newtest/oracle/network/trace
cman1 parameter trace_directory set to /disk1/mpurayat_newtest/oracle/network
/trace
The command completed successfully






SET TRACE_LEVEL


Purpose

Use the SET TRACE_LEVEL command to set the trace level for an Oracle Connection Manager.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SET TRACE_LEVEL [level] [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SET TRACE_LEVEL [level]



Arguments

[level]: Specify one of the following log levels:

	
off (default) for no tracing


	
user for user trace information


	
admin for administrative trace information


	
support for Oracle Support Services trace information





Usage Notes

Choose off to capture a minimum amount of trace information. Choose support to capture a maximum amount.

Issue the SHOW PARAMETERS command to determine the current trace level.


Example


CMCTL:CMAN_user-sun.us.example.com> SET TRACE_LEVEL SUPPORT
CMAN_user-sun.us.example.com parameter trace_level set to user
The command completed successfully






SHOW


Purpose

Use the SHOW command to display a list of parameters that may be used as arguments for this command. Entering one of these parameters with the command displays the parameter value or values.


Prerequisites

None


Syntax

From the operating system:


cmctl SHOW [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SHOW



Example


CMCTL:CMAN_user-sun.us.example.com> SHOW
The following operations are available after show
An asterisk (*) denotes a modifier or extended command:

all             gateways        status
connections     parameters      version
defaults        rules
events          services






SHOW ALL


Purpose

Use the SHOW ALL command to combine and display output from the SHOW PARAMETERS and SHOW RULES commands.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SHOW ALL [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SHOW ALL



Example


CMCTL:CMAN_user-sun.us.example.com> SHOW ALL
listener_address          | (address=(protocol=tcp)(host=user-sun.us.example.com)(port=1630))
aso_authentication_filter |   OFF
connection_statistics     |   OFF
event_group               |   OFF
log_directory             | /disk1/user_cman_test/oracle/network/log/
log_level                 | SUPPORT
max_connections           |   256
idle_timeout              |     0
inbound_connect_timeout   |     0
session_timeout           |     0
outbound_connect_timeout  |     0
max_gateway_processes     |    16
min_gateway_processes     |     2
max_cmctl_sessions        |     4
password                  |   OFF
remote_admin              |   OFF
trace_directory           | /disk1/user_cman_test/oracle/network/trace/
trace_level               |   OFF
trace_timestamp           |   OFF
trace_filelen             |     0
trace_fileno              |     0
(rule_list=
 (rule=
  (src=*)
  (dst=*)
  (srv=*)
  (act=accept)
 )
)
The command completed successfully






SHOW CONNECTIONS


Purpose

Use the SHOW CONNECTIONS command to display information about specific connections or all connections.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SHOW CONNECTIONS [information] [in state] [gt time] [from source]
to destination] [for service] [using gateway_process_id] [connect_identifier_list] 
[-c instance_name][-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SHOW CONNECTIONS [information][in state] [gt time] [from source]
[to destination] [for service] [using gateway_process_id] [connect_identifier_list]



Arguments

[information]: Use one of the following two values to display information about connections. Information categories include connection ID, source, destination, service, current state, total idle time, and total elapsed time.

	
count: (default) Displays the total number of connections that meet the criteria specified by the other qualifiers.


	
detail: Displays all information about connections specified by the other qualifiers.




[in state]: Use one of the following values to specify the connection state:

	
idle—Connections that are inactive in the established state


	
connecting—Connections that are in the process of connecting


	
established—Connections that are connected and are transferring data


	
terminating—Connections that are disconnecting




If no state is specified, SHOW CONNECTIONS defaults to all possible states. If the time qualifier is included under these conditions, the time specified is the amount of time that has elapsed since a client initiated a connection.

[gt time]: Use the following format to specify connections greater than the time indicated:

gt[hh:mm:]ss

[from source]: Use one of the following formats to specify the source address:

	
from IP


	
from hostname


	
from subnet




[to destination]: Use one of the following formats to specify the destination address:

	
from IP


	
from hostname


	
from subnet




[for service]: Use the following format to request a service:

for service_name

[using gateway_process_id]: Use this format to specify connections that are proxied by the gateway process indicated


using gateway_process_id


[connect_identifier_list]: Space between multiple connection identifiers in a list


Usage Notes

Connections are sorted by gateway process ID and connection identifier, in ascending order.

Issuing SHOW CONNECTIONS without an argument displays all connections.


Examples

The following displays a detailed description of connections in any state. The elapsed time of the connection must be greater than 1 hour and 30 minutes. The connection source is the specified subnet, and the destination the specified host name.


CMCTL> SHOW CONNECTIONS gt 1:30:00 from 192.0.2.32/27 to host1


The following displays the number of connections proxied by cman 0 that have been in the idle state more than 30 minutes:


CMCTL> SHOW idle CONNECTIONS count gt 30:00 using 0


The following displays a detailed description of connections that are connected to the service sales.us.example.com:


CMCTL> SHOW established CONNECTIONS detail for sales.us.example.com






SHOW DEFAULTS


Purpose

Use the SHOW DEFAULTS command to display default parameter settings.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SHOW DEFAULTS [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SHOW DEFAULTS



Example


CMCTL:CMAN_user-sun.us.example.com> SHOW DEFAULTS
listener_address          | (ADDRESS=(PROTOCOL=TCP)(HOST=user-sun.us.example.com)(PORT=1521))
aso_authentication_filter |   OFF
connection_statistics     |   OFF
event_group               |   OFF
log_directory             | /disk1/user_cman_test/oracle/network/log/
log_level                 | SUPPORT
max_connections           |   256
idle_timeout              |     0
inbound_connect_timeout   |     0
session_timeout           |     0
outbound_connect_timeout  |     0
max_gateway_processes     |    16
min_gateway_processes     |     2
max_cmctl_sessions        |     4
password                  |   OFF
remote_admin              |   OFF
trace_directory           | /disk1/user_cman_test/oracle/network/trace/
trace_level               |   OFF
trace_timestamp           |   OFF
trace_filelen             |     0
trace_fileno              |     0
The command completed successfully






SHOW EVENTS


Purpose

Use the SHOW EVENTS command to display the events that are in operation.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SHOW EVENTS [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SHOW EVENTS



Example


CMCTL:CMAN_user-sun.us.example.com> SHOW EVENTS
Event Groups:
memory_ops
The command completed successfully






SHOW GATEWAYS


Purpose

Use the SHOW GATEWAYS command to display the current status of a specific gateway process or processes. Statistics displayed include number of active connections, number of peak active connections, total number of connections handled, and number of connections refused.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SHOW GATEWAYS [gateway] [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SHOW GATEWAYS [  gateway]



Arguments

[gateway]: Enter the ID of the gateway or gateways whose status you want to display

Issuing SHOW GATEWAYS without an argument displays the status of all gateway processes.


Usage Notes

If you want to display multiple gateways, use a space to separate the ID numbers when entering the command.


Example


CMCTL:CMAN_user-sun.us.example.com> SHOW GATEWAYS 1
Gateway ID                     1
Gateway state                  READY
Number of active connections   0
Peak active connections        0
Total connections              0
Total connections refused      0
The command completed successfully






SHOW PARAMETERS


Purpose

Use the SHOW PARAMETERS command to display current parameter settings for an instance.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SHOW PARAMETERS [-c instance_name] [-p password]





From the Oracle Connection Manager Control utility:


CMCTL> SHOW PARAMETERS



Usage Notes

Several configuration parameters can be dynamically modified using the SET command; therefore, the information that SHOW PARAMETERS displays might be different from what appears in the cman.ora file.


Example


CMCTL:CMAN_user-sun.us.example.com> SHOW PARAMETERS
listener_address          | (address=(protocol=tcp)(host=user-sun.us.example.com)(port=1630))
aso_authentication_filter |    ON
connection_statistics     |    ON
event_group               | (memory_ops)
log_directory             | /disk1/user_cman_test/oracle/network/log/
log_level                 | SUPPORT
max_connections           |   256
idle_timeout              |     0
inbound_connect_timeout   |     0
session_timeout           |     0
outbound_connect_timeout  |     0
max_gateway_processes     |    16
min_gateway_processes     |     2
max_cmctl_sessions        |     4
password                  |   OFF
remote_admin              |   OFF
trace_directory           | /disk1/user_cman_test/oracle/network/trace/
trace_level               | SUPPORT
trace_timestamp           |   OFF
trace_filelen             |     0
trace_fileno              |     0
The command completed successfully






SHOW RULES


Purpose

Use the SHOW RULES command to display the access control list currently used by the instance.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SHOW_RULES [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SHOW_RULES



Usage Notes

You can update the rules list by issuing the RELOAD command.


Example


CMCTL:CMAN_user-sun.us.example.com> SHOW RULES
Number of filtering rules currently in effect: 4
(rule_list=
  (rule=
    (src=usunnae12)
    (dst=usunnae13)
    (srv=*)
    (act=accept)
    (action_list=(mit=120)(mct=1800)(conn_stats=on)(aut=off))
  )
  (rule=
    (src=usunnae12)
    (dst=usunnae14)
    (srv=service2)
    (act=accept)
  )
  (rule=
    (src=*)
    (dst=usunnae15)
    (srv=*)
    (act=accept)
    (action_list=(mit=120)(mct=3000)(moct=200)(aut=on))
  )

  (rule=
    (src=*)
    (dst=usunnae16)
    (srv=*)
    (act=reject)
    (action_list=(moct=20)(aut=on))
  )

  (rule=
    (src=user-sun.us.example.com)
    (dst=user-sun.us.example.com)
    (srv=cmon)
    (act=accept)
    (action_list=(mit=100)(mct=1130)(moct=200)(aut=on))
  )
)






SHOW SERVICES


Purpose

Use the SHOW SERVICES command to display comprehensive information about the Oracle Connection Manager instance. The information displayed includes number of handlers for gateway and CMADMIN processes, listening ports of handlers, and number of connections—refused and current.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SHOW SERVICES [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SHOW SERVICES



Example


CMCTL:CMAN_user-sun.us.example.com> SHOW SERVICES
Services Summary...
Proxy service "cmgw" has 1 instance(s).
  Instance "cman", status READY, has 2 handler(s) for this service...
    Handler(s):
      "cmgw001" established:0 refused:0 current:0 max:256 state:ready
         <machine: user-sun, pid: 29190>
         (ADDRESS=(PROTOCOL=tcp)(HOST=user-sun)(PORT=33175))
      "cmgw000" established:0 refused:0 current:0 max:256 state:ready
         <machine: user-sun, pid: 29188>
         (ADDRESS=(PROTOCOL=tcp)(HOST=user-sun)(PORT=33174))
Service "cmon" has 1 instance(s).
  Instance "cman", status READY, has 1 handler(s) for this service...
    Handler(s):
      "cmon" established:0 refused:0 current:0 max:4 state:ready
         <machine: user-sun, pid: 29184>
         (ADDRESS=(PROTOCOL=tcp)(HOST=user-sun)(PORT=33168))
The command completed successfully






SHOW STATUS


Purpose

Use the SHOW STATUS command to display basic information about the instance, including version, start time, and current statistics.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SHOW STATUS


From the Oracle Connection Manager Control utility:


CMCTL> SHOW STATUS



Example


CMCTL:CMAN_user-sun.us.example.com> SHOW STATUS
Status of the Instance
----------------------
Instance name             CMAN_user-sun.us.example.com
Version                   CMAN for Solaris: Version 10.1.0.0.0
Start date                20-JAN-2003 14:50:35
Uptime                    0 days 1 hr. 25 min. 24 sec
Num of gateways started   2
Average Load level        0
Log Level                 SUPPORT
Trace Level               OFF
Instance Config file      /disk1/user_cman_test/oracle/network/admin/cman.ora
Instance Log directory    /disk1/user_cman_test/oracle/network/log/
Instance Trace directory  /disk1/user_cman_test/oracle/network/trace/
The command completed successfully






SHOW VERSION


Purpose

Use the SHOW VERSION command to display the current version and name of the Oracle Connection Manager Control utility.


Prerequisites

None


Syntax

From the operating system:


cmctl SHOW VERSION [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SHOW VERSION



Examples


CMCTL:CMAN_user-sun.us.example.com> SHOW VERSION
CMAN for Solaris: Version 10.1.0.0.0
The command completed successfully






SHUTDOWN


Purpose

Use the SHUTDOWN command to shut down specific gateway processes or the entire Oracle Connection Manager instance.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SHUTDOWN [gateways {gateway}] [normal | abort] {-c instance_name} {-p password}


From the Oracle Connection Manager Control utility:


CMCTL> SHUTDOWN [gateways] [gateway]] {normal | abort}



Arguments

[gateways]: Specify to shut down a specific gateway.

[normal]: (default): Specify to reject new connections and terminate after existing connections close.

[abort]: Specify to shut down Oracle Connection Manager immediately, closing down all open connections.

You can specify more than one gateway by inserting a space between them in the command line.


Usage Notes

Issuing SHUTDOWN without an argument shuts down all gateways.


Example


CMCTL:CMAN_user-sun.us.example.com> SHUTDOWN GATEWAYS 0
The command completed successfully






STARTUP


Purpose

Use the STARTUP command to start an Oracle Connection Manager.


Prerequisites

An Oracle Connection Manager configured with the same protocol address must not be running.


Syntax

From the operating system:


cmctl STARTUP [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> STARTUP 



Usage Notes

Before issuing this command, you must issue the ADMINISTER command to choose an instance to start.


Issuing this command starts all three instance components—
the listener, CMADMIN, and the gateway processes.
The command fails if any one of these components is already running.



Example


CMCTL:CMAN_user-sun.us.example.com> STARTUP
Starting CMAN instance: CMAN_user-sun.us.example.com, please wait...
TNS-04090: *** CMCTL WARNING: No password set in the CMAN instance ***
CMAN for Solaris: Version 10.1.0.0.0
Status of the Instance
----------------------
Instance name             CMAN_user-sun.us.example.com
Version                   CMAN for Solaris: Version 10.1.0.0.0
Start date                20-JAN-2003 19:04:25
Uptime                    0 days 0 hr. 0 min. 3 sec
Num of gateways started   2
Average Load level        0
Log Level                 SUPPORT
Trace Level               OFF
Instance Config file      /disk1/user_cman_test/oracle/network/admin/cman.ora
Instance Log directory    /disk1/user_cman_test/oracle/network/log/
Instance Trace directory  /disk1/user_cman_test/oracle/network/trace/
The command completed successfully






SUSPEND GATEWAY


Purpose

Use the SUSPEND GATEWAY command to choose gateway processes that will no longer accept new client connections.


Prerequisites

Oracle Connection Manager must be running.


Syntax

From the operating system:


cmctl SUSPEND GATEWAY [gateway_process_id] [-c instance_name] [-p password]


From the Oracle Connection Manager Control utility:


CMCTL> SUSPEND GATEWAY [gateway_process_id]



Arguments

[gateway_process_id]: Specify the gateway process that will no longer accept new connections. Specify multiple gateway processes by spacing once between entries.

Issuing SUSPEND GATEWAY without an argument suspends all gateway processes.


Usage Notes

Use the RESUME GATEWAYS command to enable gateway processes to accept new connections.


Example


CMCTL:CMAN_user-sun.us.example.com> SUSPEND GATEWAY 1
The command completed successfully







Part II



Configuration Parameters

Part II describes how to configure listening protocol addresses and Oracle Net Services configuration parameters.

This part contains the following chapters:

	
Chapter 3, "Syntax Rules for Configuration Files"


	
Chapter 4, "Protocol Address Configuration"


	
Chapter 5, "Profile Parameters (sqlnet.ora)"


	
Chapter 6, "Local Naming Parameters (tnsnames.ora)"


	
Chapter 7, "Oracle Net Listener Parameters (listener.ora)"


	
Chapter 8, "Oracle Connection Manager Parameters (cman.ora)"


	
Chapter 9, "Directory Usage Parameters (ldap.ora)"






3 Syntax Rules for Configuration Files

This chapter describes the syntax rules for Oracle Net Services configuration files.

This chapter contains these topics:

	
Configuration File Syntax Overview


	
Further Syntax Rules for Configuration Files


	
Network Character Set


	
Character Set






Configuration File Syntax Overview

The Oracle Net Services configuration files consist of parameters which include keyword-value pairs. Keyword-value pairs are surrounded by parentheses:


parameter=(keyword=value)


Some keywords have other keyword-value pairs as their values:


(keyword=
    (keyword=value)
    (keyword=value))


For example, the address portion of a local naming configuration file (tnsnames.ora) might include the following lines:


(ADDRESS=
   (PROTOCOL=tcp)
   (HOST=sales-server)
   (PORT=1521))


Set up configuration files so that indentation reflects what keyword is the parent or owner of other keyword-value pairs.

Even if you do not choose to indent your files in this way, you must indent a wrapped line by at least one space, or it will be misread as a new parameter. The following layout is acceptable:


(ADDRESS=(PROTOCOL=tcp)
  (HOST=sales-server)(PORT=1521))


The following layout is not acceptable:


(ADDRESS=(PROTOCOL=tcp)
(HOST=sales-server)(PORT=1521))






Further Syntax Rules for Configuration Files

The following rules apply to the syntax of configuration files:

	
Any keyword in a configuration file that begins a parameter that includes one or more keyword-value pairs must be in the far left column of a line. If it is indented by one or more spaces, it is interpreted as a continuation of the previous line.


	
All characters must belong to the network character set




	
See Also:

"Network Character Set"








	
Keywords are not case sensitive. Values may be case sensitive, depending on the operating system and protocol.


	
Spaces around the equal (=) sign are optional in keyword-value pairs.


	
There is a hierarchy of keywords in that some keywords are always followed by others. At any level of the hierarchy, keywords can be listed in any order. For example, the following entries are equally valid:


(ADDRESS=
   (PROTOCOL=TCP)
   (HOST=sales-server)
   (PORT=1521))
(ADDRESS=
   (PROTOCOL=tcp)
   (PORT=1521)
   (HOST=sales-server))


	
Keywords cannot contain spaces. Values must not contain spaces unless enclosed within double quotes (") or single quotes (').


	
The maximum length of a connect descriptor is 4 KB


	
Comments can be included using the pound sign # at the beginning of a line. Anything following the sign to the end of the line is considered a comment.


	
If the keyword-value pair consists of a single word or a concatenation of words on either side of the equal sign, no parentheses are needed.









Network Character Set

The network character set for keyword values consists of the following characters. Connect descriptors must be made up of single-byte characters.


A-Z, a-z
0-9
( ) < > / \
, . : ; ' "=- _
$ + * # & ! % ? @


Within this character set, the following symbols are reserved:


(  )=\ " ' # 


Reserved symbols are used as delimiters, not as part of a keyword or a value unless the keyword or value is quoted. Either single or double quotes can be used to enclose a value containing reserved symbols. To include a quote within a value that is surrounded by quotes, use different quote types. The backslash (\) is used as an escape character.

The following characters may be used within a connect descriptor, but not in a keyword or value:

<Space> <Tab> <Carriage Return> <Newline>






Character Set

The listener name and net service name are limited to the following character set:


[a...z] [A...Z] [0...9] _


The first character must be an alphabetical character. In general, up to 64 characters is acceptable. A database service name must match the global database name defined by the database administrator, which consists of a database name (originally limited to eight characters), and the database domain. Net service names and global database names are not case sensitive.





4 Protocol Address Configuration

A network object is identified by a protocol address. When a connection is made, the client and the receiver of the request (listener or Oracle Connection Manager) are configured with identical protocol addresses.

The client uses this address to send the connection request to a particular network object location, and the recipient "listens" for requests on this address, and grants a connection based on its address information matching the client information.

This chapter contains these topics:

	
ADDRESSes and ADDRESS_LISTs


	
Protocol Parameters


	
Recommended Port Numbers


	
Port Number Limitations






ADDRESSes and ADDRESS_LISTs

Protocol address are comprised of ADDRESS and ADDRESS_LIST elements.



ADDRESS


Purpose

The ADDRESS parameter defines a protocol address.

Embed this parameter under an ADDRESS_LIST or DESCRIPTION parameter. A DESCRIPTION is used in a tnsnames.ora or a listener.ora file.




	
See Also:

"Protocol Parameters" for each protocol's required parameters








Example


(ADDRESS=
 (PROTOCOL=tcp)
 (HOST=sales-server)
 (PORT=1521))






ADDRESS_LIST


Purpose

The ADDRESS_LIST parameter defines a list of protocol addresses that share common characteristics.


Example


 (ADDRESS_LIST=
  (LOAD_BALANCE=on)
  (ADDRESS=
   (PROTOCOL=tcp)
   (HOST=sales-server)
   (PORT=1521))
  (ADDRESS=
   (PROTOCOL=tcp)
   (HOST=hr-server)
   (PORT=1521)))
 (ADDRESS_LIST=
  (ADDRESS=
   (PROTOCOL=tcp)
   (HOST=finance-server)
   (PORT=1521)))








Protocol Parameters

The listener and Oracle Connection Manager are identified by protocol addresses. Table 4-1, "Protocol-Specific Parameters" describes the parameters used by the Oracle protocol support.


Table 4-1 Protocol-Specific Parameters

	Protocol	Parameter	Description
	
IPC

	
PROTOCOL

	
Specify ipc as the value.


	
 

	
KEY

	
Specify a unique name for the service. Oracle recommends using the service name or the Oracle System Identifier (SID) of the service.

Example:


(PROTOCOL=ipc)(KEY=sales)


	
Named Pipes

	
PROTOCOL

	
Specify nmp as the value.


	
 


	
SERVER

	
Specify the name of the Oracle server computer.


	
 


	
PIPE

	
Specify the pipe name you used to connect to the database server (the same PIPE keyword you specified on server with Named Pipes). This name can be any arbitrary name.

Example:


(PROTOCOL=nmp)(SERVER=sales)(PIPE=dbpipe0)


	
SDP 

	
PROTOCOL

	
Specify sdp as the value.


	
 


	
HOST

	
Specify the host name or IP address of the computer.


	
 


	
PORT

	
Specify the listening port number.

Example:


(PROTOCOL=sdp)(HOST=sales-server)(PORT=1521)
(PROTOCOL=sdp)(HOST=192.0.2.204)(PORT=1521)


See Also: "Recommended Port Numbers"


	
TCP/IP

	
PROTOCOL

	
Specify tcp as the value.


	
 


	
HOST

	
Specify the host name or IP address of the computer.


	
 


	
PORT

	
Specify the listening port number.

Example:


(PROTOCOL=tcp)(HOST=sales-server)(PORT=1521)
(PROTOCOL=tcp)(HOST=192.0.2.204)(PORT=1521)


See Also: "Recommended Port Numbers"


	
TCP/IP with SSL

	
PROTOCOL

	
Specify tcps as the value.


	
 


	
HOST

	
Specify the host name or IP address of the computer.


	
 


	
PORT

	
Specify the listening port number.

Example:


(PROTOCOL=tcps)(HOST=sales-server)(PORT=2484)
(PROTOCOL=tcps)(HOST=192.0.2.204)(PORT=2484)


See Also: "Recommended Port Numbers"












Recommended Port Numbers

Table 4-2, "Recommended Port Numbers" lists the recommends the port numbers.


Table 4-2 Recommended Port Numbers

	Port	Description
	
1521

	
Default listening port for client connections to the listener. In future releases, this port number may change to the officially registered port number of 2483 for TCP/IP and 2484 for TCP/IP with SSL.


	
1521

	
Default and officially registered listening port for client connections to Oracle Connection Manager


	
1830

	
Default and officially registered listening port for administrative commands to Oracle Connection Manager












Port Number Limitations

Oracle Corporation allows port numbers from 1 to 65535. Port numbers less than 1024 are reserved for use by privileged processes on many operating systems.

On certain operating systems, only privileged processes can listen for TCP connections on ports less than 1024. If you need to configure listener to listen on a port number less than 1024, follow these general steps. Your operating system may require different procedures.

	
Use Oracle Net Configuration Assistant or Oracle Net Manager to configure the listener with protocol addresses and other configuration parameters.



	
See Also:

Oracle Database Net Services Administrator's Guide






	
Log in as super user (root) and set file ownership and access permissions for the listener executable (tnslsnr) and the dependent shared libraries so that these files can be modified only by the super user.

Ensure that the permissions of the individual directories found in the path names to these files, starting with the root directory, are also modified in the same way.


	
Start the listener as root.

At the operating system prompt, enter tnslsnr with optional command line arguments. The usage is as follows:


tnslsnr listener_name -user user -group group


where:


Table 4-3 tnslsnr Utility Options

	Option	Description
	
listener_name

	
Specify the name of the listener. If omitted, the default name LISTENER will be used.


	
-user user

	
Specify the user whose privileges the listener will use when super user (root) privileges are not needed. After performing the privileged operations, the listener will give up root privileges irreversibly.


	
-group group

	
Specify the group whose privileges the listener will use when super user (root) group privileges are not needed. After performing the privileged operations, the listener will give 