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Preface

Welcome to the Oracle Database Enterprise User Security Administrator's Guide for
the 11g Release 1 (11.1) Oracle Database.

Oracle Database contains a comprehensive suite of security features that protect your
data. These features include database privileges, roles, and integration with the Oracle
Identity Management infrastructure for identity management services. Identity
management refers to the process by which the complete security lifecycle—account
creation, suspension, modification, and deletion—for network entities is managed by
an organization.

The Oracle Database Enterprise User Security Administrator's Guide describes how to
implement, configure, and administer Oracle Database users in Oracle Internet
Directory, the directory service provided by the Oracle Identity Management platform.

This preface contains these topics:
» Intended Audience

= Documentation Accessibility
= Related Documents

s Conventions

Intended Audience

The Oracle Database Enterprise User Security Administrator's Guide is intended for
security administrators, DBAs, and application developers who perform one or more
of the following tasks:

= Manage database users and privileges
= Provision database users
= Develop PL/SQL applications for enterprise users

To use this document, you need a working knowledge of SQL and Oracle
fundamentals. You should also be familiar with Oracle security features described in
"Related Documents" on page -xii.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.
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Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are
hearing impaired.

Related Documents
For more information, see these Oracle resources:
»  Oracle Internet Directory Administrator’s Guide
»  Oracle Identity Management User Reference Guide
»  Oracle Database Advanced Security Administrator’s Guide
»  Oracle Database 2 Day DBA
»  Oracle Database Administrator’s Guide
»  Oracle Database Security Guide
»  Oracle Database Advanced Application Developer’s Guide
»  Oracle Database SQL Language Reference
»  Oracle Database SQL Quick Reference
»  Oracle Database Error Messages
»  Oracle Database Reference
»  Oracle Database Heterogeneous Connectivity Administrator’s Guide
»  Oracle Database Net Services Administrator's Guide

Many of the examples in this book use the sample schemas, which are installed by
default when you select the Basic Installation option with an Oracle Database
installation. Refer to Oracle Database Sample Schemas for information on how these
schemas were created and how you can use them yourself.

Printed documentation is available for sale in the Oracle Store at
http://shop.oracle.com/
To download free release notes, installation documentation, white papers, or other

collateral, please visit the Oracle Technology Network (OTN). You must register
online before using OTN; registration is free and can be done at

http://www.oracle.com/technetwork/community/join/overview/
If you already have a username and password for OTN, then you can go directly to the
documentation section of the OTN Web site at

http://www.oracle.com/technology/documentation/index.html

For conceptual information about the security technologies supported by Enterprise
User Security, you can refer to the following third-party publications:

»  Applied Cryptography, Second Edition: Protocols, Algorithms, and Source Code in C by
Bruce Schneier. New York: John Wiley & Sons, 1996.

»  SSL & TLS Essentials: Securing the Web by Stephen A. Thomas. New York: John
Wiley & Sons, 2000.

Xii



»  Understanding and Deploying LDAP Directory Services by Timothy A. Howes, Ph.D.,
Mark C. Smith, and Gordon S. Good . Indianapolis: New Riders Publishing, 1999.

»  Understanding Public-Key Infrastructure: Concepts, Standards, and Deployment
Considerations by Carlisle Adams and Steve Lloyd. Indianapolis: New Riders
Publishing, 1999.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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What's New in Enterprise User Security?

This section describes new features of Enterprise User Security 11g Release 1 (11.1) and
provides pointers to additional information. New features information from the
previous release is also retained to help those users migrating to the current release.

The following sections describe the new features in Enterprise User Security:

»  Oracle Database 11g Release 1 (11.1) New Features in Enterprise User Security
s Oracle Database 10g Release 2 (10.2) New Features in Enterprise User Security
= Oracle Database 10g Release 1 (10.1) New Features in Enterprise User Security

»  Oracle9i Release 2 (9.2) New Feature in Enterprise User Security

Oracle Database 11g Release 1 (11.1) New Features in Enterprise User
Security
Enterprise User Security 11¢ Release 1 (11.1) includes the following new feature:

Enterprise User Security can now be managed using the graphical user interface (GUI)
provided by Oracle Enterprise Manager. Oracle Enterprise Manager can be used to
conveniently configure enterprise users, groups, roles, domains, and so on.

See Also: Chapter 2, "Getting Started with Enterprise User Security"

Oracle Database 10g Release 2 (10.2) New Features in Enterprise User
Security
Enterprise User Security 10g Release 2 (10.2) includes the following new features:

= Enterprise User Security 10g Release 2 (10.2) includes new functionality for
sharing sglnet.ora files among multiple databases. Databases can share a
single sglnet . ora file while maintaining separate wallets. This makes
Enterprise User Security configuration easier and improves Secure Sockets Layer
(SSL) usability. See "Sharing Wallets and sqlnet.ora Files Among Multiple
Databases" on page 4-10 for more information.

= Password policies are created for every identity management realm in Oracle
Internet Directory. These policies apply to all enterprise users who reside in the
realm. Password policies include settings for password complexity, minimum
password length, and the like. They also include account lockout and password
expiration settings. Enterprise User Security honors the realm wide password
policies which are set in Oracle Internet Directory.
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The database communicates with Oracle Internet Directory when authenticating
an enterprise user. It checks to see whether the user’s account is locked, disabled,
expired, or about to expire. It displays appropriate warnings or error messages in
these cases.

See Also: "Password Policies" on page 1-14 for more information on
password policies and their management

The Distinguished Name (DN) in the user certificate no longer needs to match the
DN in Oracle Internet Directory. This feature is useful if your public key
infrastructure (PKI) certificate authority does not support the use of two common
names (cn) in the DN. This also enables you to restructure your Directory without
requiring new certificates for users or databases. See "Configuring Enterprise User
Security for SSL Authentication" on page 4-19 for more information.

Enterprise User Security 10g Release 2 (10.2) also introduces several new proxying
features that enhance both security and ease of use:

Proxy permissions for specific enterprise users (or lists of enterprise users) can
now be created and stored in Oracle Internet Directory. Formerly, proxy
permissions could be granted only to a shared schema, necessarily enabling any
enterprise user in that shared schema to proxy as the target user.

Establishing a proxy session results in a single-user session. Formerly, switching
from the original connected session to proxy as the target user created a second,
independent session, with the first one also remaining active.

Proxy access is now possible through SQLPLUS as well as Oracle Call Interface
(OCI). Formerly, proxy access could be established only through OCI.

New proxying features are described in "Enterprise User Proxy" on page 1-18.

Oracle Database 10g Release 1 (10.1) New Features in Enterprise User

Security

XVi

Enterprise User Security 10g Release 1 (10.1) included the following new features:

Kerberos Authenticated Enterprise Users

Kerberos-based authentication to the database is available for users managed in an
LDAP directory. This includes Oracle Internet Directory or any other third-party
directory that is synchronized to work with Oracle Internet Directory by using the
Directory Integration Platform. To use this feature, all directory users, including
those synchronized from third-party directories, must include the Kerberos
principal name attribute (krbPrincipalName attribute).

See Also: "Configuring Enterprise User Security for Kerberos
Authentication" on page 4-16 for configuration details

Public key infrastructure (PKI) Credentials No Longer Required for
Database-to-Oracle Internet Directory Connections

In this release, a database can bind to Oracle Internet Directory by using
password /SASL-based authentication, eliminating the overhead of setting up PKI
credentials for the directory and multiple databases. SASL (Simple Authentication
and Security Layer) is a standard defined in the Internet Engineering Task Force
RFC 2222. It is a method for adding authentication support to connection-based
protocols such as LDAP.



See Also: "Configuring Enterprise User Security for Password
Authentication” on page 4-14 for configuration details

= Support for User Management in Third-Party LDAP Directories

In the current release of Enterprise User Security, you can store and manage your
users and their passwords in third-party LDAP directories. This feature is made
possible with

- Directory Integration Platform, which automatically synchronizes third-party
directories with Oracle Internet Directory, and

- Oracle Database recognition of standard password verifiers, which is also new
in this release.

Oracle9i Release 2 (9.2) New Feature in Enterprise User Security

Enterprise User Security was a feature of Oracle Advanced Security in Oracle9i
Release 2 (9.2), and it contained the following new feature for that release:

New Tool: User Migration Utility

This utility enables administrators to perform bulk migrations of database users to
Oracle Internet Directory for centralized user storage and management.

See Also: Appendix A, "Using the User Migration Utility" for
information about this tool and how to use it
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Introducing Enterprise User Security

Enterprise User Security is an important component of Oracle Database 11g Release 1
(11.1) Enterprise Edition. It enables you to address administrative and security
challenges for a large number of enterprise database users. Enterprise users are those
users that are defined in a directory. Their identity remains constant throughout the
enterprise. Enterprise User Security relies on Oracle Identity Management
infrastructure, which in turn uses an LDAP-compliant directory service to centrally
store and manage users.

This chapter explains what Enterprise User Security is and how it works, in the
following topics:

= Introduction to Enterprise User Security

= About Using Shared Schemas for Enterprise User Security

= Enterprise User Proxy

= About Using Current User Database Links for Enterprise User Security

= Enterprise User Security Deployment Considerations

Introduction to Enterprise User Security

This overview of Enterprise User Security explains how it benefits an organization and
how enterprise users authenticate and access resources across a distributed database
system. It contains the following topics:

s The Challenges of User Management
= Enterprise User Security: The Big Picture

= About Enterprise User Security Directory Entries

The Challenges of User Management

Administrators must keep user information up to date and secure for the entire
enterprise. This task becomes more difficult as the number of applications and users
increases. Typically, each user has multiple accounts on different databases, which
means that each user must remember multiple passwords. The result is too many
passwords for users to remember and too many accounts for administrators to
effectively manage.

With thousands of users accessing database accounts, user administration requires
substantial resources. Common information used by multiple applications, such as
usernames, telephone numbers, and system roles and privileges, is typically
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fragmented across the enterprise. Such data increasingly becomes redundant,
inconsistent, and difficult to manage.

In addition to user and account management problems, these conditions produce
security problems as well. For example, any time a user leaves a company or changes
jobs, that user's privileges should be changed the same day in order to guard against
their misuse. However, large enterprises often have many user accounts distributed
over multiple databases, and an administrator may be unable to make such timely
changes.

Similarly, if your users have too many passwords, they may write them down, making
them easy for others to copy. They may choose passwords that are easy to remember,
making them easy for others to guess, and use the same password for multiple
applications, risking wider consequences from a compromised password. All such
user efforts to track multiple passwords can compromise enterprise security.

Enterprise User Security: The Big Picture

Enterprise User Security addresses user, administrative, and security challenges by
relying on the identity management services supplied by Oracle Internet Directory, an
LDAP-compliant directory service. Identity management is the process by which the
complete security life cycle for network entities is managed in an organization. It
typically refers to the management of an organization's application users, where steps
in the security life cycle include account creation, suspension, privilege modification,
and account deletion.

Figure 1-1 shows how Enterprise User Security fits into the Oracle security
architecture, which uses the Oracle Identity Management infrastructure as its
foundation.
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Figure 1-1 Enterprise User Security and the Oracle Security Architecture

| 1
I'| . Authorization -Responsibilities -S-MIME -Roles !
! -Auditing -Roles -Interpersonal -Privilege !
: Rights Groups !
| -File Privileges :
| |
I | Third-Party Oracle Oracle OracleAS Portal 1
I | Applications E-Business Collaboration OracleAS Wireless | |
| Suite Suite |
| |

Application Security

Oracle Platform

Security
|- T Tt T T T T T T T T T T T T T T |
| |
1 | -JAAS Roles -Enterprise User |
1 | -Web Services Security |
| | Security -VPD |
| | -Java2 -Encryption |
| | Permissions -Label Security |
| |
I | Oracle Oracle 1
I | Application Database |
I | Server |
| |
b e e e e e e e e e - - —— -

v v
|jm———————=- - P e e e e e -
1 External Security ! | Oracle Identity Management :
| Services : : Infrastructure |
|
| | Access ! I | OracleAS Oracle OracleAS Oracle :
| | Management ! I | Certificate Delegated Single Directory |
1 ! I | Authority Administration Sign-On Integration |
| : : Services Service |
I | Directory < |
I | Services : | |
: | I !
I | Provisioning ! ! :
: Services : : Oracle Internet Directory :
| |

—_—_— e e e e -

Users benefit from Enterprise User Security through single sign-on (SSO) or single
password authentication, depending on the configuration chosen by the
administrator. Using single sign-on, users need to authenticate only once and
subsequent authentications take place transparently. This functionality requires SSL,
which should not be confused with OracleAS Single Sign-On, a component of Oracle
Identity Management infrastructure.

Single password authentication lets users authenticate to multiple databases with a
single global password although each connection requires a unique authentication.
The password is securely stored in the centrally located, LDAP-compliant directory,
and protected with security mechanisms including encryption and Access Control
Lists (ACLs). This approach improves usability by reducing the number of passwords
to remember and manage, and by eliminating the overhead of setting up SSL.

Enterprise User Security requires Oracle Internet Directory 10g (9.0.4) or higher. Other
LDAP-compliant directory services are supported by using Oracle Internet Directory
Integration Platform to synchronize them with Oracle Internet Directory. Another
directory services product, Oracle Virtual Directory, provides a single, dynamic access
point to multiple data sources through LDAP or XML protocols. Oracle Virtual
Directory can provide multiple application-specific views of identity data stored in, for
example, Oracle Internet Directory, Microsoft Active Directory and Sun Java Systems
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Directory instances, and can also be used to secure data access to the
application-specific sources and enhance high-availability to existing data-sources.

This section contains the following topics:
= How Oracle Internet Directory Implements Identity Management
= Enterprise Users Compared to Database Users
= About Enterprise User Schemas
s How Enterprise Users Access Database Resources with Database Links
s How Enterprise Users Are Authenticated
See Also: Oracle Internet Directory Administrator’s Guide, for

information about using Oracle Directory Integration Platform and
Oracle Virtual Directory with other directories

Note: Microsoft Active Directory is supported only for Oracle
databases on Windows platforms.

How Oracle Internet Directory Implements Identity Management

Oracle Internet Directory uses the concept of identity management realms to organize
information in the directory information tree (DIT), which is a hierarchical tree-like
structure consisting of directory object entries. In a directory, each collection of
information about an object is called an entry. This object may be a person, but it can
also be information about a networked device, such as configuration information. To
name and identify the location of directory objects in the DIT, each entry is assigned a
unique distinguished name (DN). The DN of an entry consists of the entry itself and
its parent entries, connected in ascending order, from the entry itself up to the root
(top) entry in the DIT.

About Identity Management Realms An identity management realm is a subtree of
directory entries, all of which are governed by the same administrative policies. For
example, all employees in an enterprise who have access to the intranet may belong to
one realm, while all external users who access the public applications of the enterprise
may belong to another realm. Use of different realms enables an enterprise to isolate
user populations and enforce different administrative policies, such as password
policies or naming policies, in each realm. The default nickname attribute, used to
identify the login identity, is uid, and it is set in each identity management realm

About Identity Management Realm-Specific Oracle Contexts Each identity management
realm has a realm-specific Oracle Context (realm Oracle Context) that stores Oracle
product information for that realm. A realm Oracle Context stores application data,
how users are named and located, how users must be authenticated, group locations,
and privilege assignments, all specific to the particular identity management realm in
which the realm Oracle Context is located.

See Also:

»  Oracle Internet Directory Administrator’s Guide for information
about Oracle Internet Directory and its architecture

= "About Enterprise User Security Directory Entries" on page 1-8
for information about Oracle Internet Directory entries that are
used for Enterprise User Security
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Enterprise Users Compared to Database Users

Database users are typically defined in the database by using the CREATE USER
statement as follows:

CREATE USER username IDENTIFIED BY password;

This creates a database user, associated with a user schema, who can access the
database and be authenticated by using a password with the CONNECT command as
follows:

CONNECT username@database_service_name
Enter Password:

Database users must be created in each database they need to access, and they can
choose a different password for each database. Database user privileges are controlled
by local roles in each database.

In contrast, enterprise users are provisioned and managed centrally in an
LDAP-compliant directory, such as Oracle Internet Directory, for database access.
Enterprise users have a unique identity in the directory called the distinguished name
(DN). When enterprise users log on to a database, the database authenticates those
users by using their DN.

Enterprise users are defined in the database as global users. Global users can have
their own schemas, or they can share a global schema in the databases they access. You
can create enterprise users by using the GLOBALLY clause in the CREATE USER
statement in two different ways.

You can specify a user's directory DN with an AS clause, which is shown in the
following statement:

CREATE USER username IDENTIFIED GLOBALLY AS '<DN of directory user entry>';

In this case, they have a schema allocated exclusively to them.

Alternatively, you can specify a null string with the AS clause as the following
statement shows:

CREATE USER username IDENTIFIED GLOBALLY AS '';

When you specify a null string with the AS clause, the directory maps authenticated
users to the appropriate database schema. In this case, multiple users can be mapped
to a shared schema based on the mapping information set up and stored in Oracle
Internet Directory.

Note: You can also use the following syntax to create a shared
schema:

CREATE USER username IDENTIFIED GLOBALLY;
This is the same as specifying a null string.

When enterprise users connect over SSL to the database, they do not use a password.
Instead they use the following CONNECT command, which looks up the wallet location
based on information in the client's sglnet . ora file:

CONNECT /@database_service_name
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Password-authenticated enterprise users use the same CONNECT statement to connect
to the database as regular database users. For example, password-authenticated
enterprise users connect to the database by using the following syntax:

CONNECT username@database_service_name
Enter password:

When the database receives a connection request from an enterprise user, the database
refers to the directory for user authentication and authorization (role) information.

See Also:

s Chapter 2, "Getting Started with Enterprise User Security" for a
tutorial on creating and using enterprise users

s "Creating New Enterprise Users" on page 5-5

»  Oracle Database Security Guide for more information about
global users

»  Oracle Internet Directory Administrator’s Guide for information
about defining users in the directory

About Enterprise User Schemas

Enterprise users can retain their individual database schemas (exclusive schemas) or
share schemas if the enterprise security administrator maps them to a shared schema.

Private or Exclusive Schemas If users want to retain their individual schemas in the
databases that they access, then

»  Create enterprise users in the directory, and

s Create a global user schema for each user in each database that they access.

Creating separate accounts for each enterprise user on each database that they access
results in significant overhead. Instead, creating enterprise users who access a single,
generic shared schema in each database increases the efficiency of the enterprise user
solution.

Shared Schemas To receive the real benefit of the enterprise user solution, you can use
shared schemas for your enterprise users. For this strategy

= Create enterprise users in the directory,

»  Create a single shared schema in each database, and

»  Create a single shared schema mapping in Oracle Internet Directory.

Mapping enterprise users to a generic, shared schema on each of the databases that
they access greatly reduces the overhead of creating separate schemas for each
enterprise user.

Shared schema enterprise users can be mapped to generic, shared schemas on all of
the databases that they access, or they can have exclusive schemas on some databases
and shared schemas on others. The shared schema mappings are stored in the
directory.
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See Also:

= "About Using Shared Schemas for Enterprise User Security" on
page 1-15 for more information about creating and using
shared schemas for enterprise users

s "Creating a Shared Schema in the Database" on page 2-7 for a
tutorial on creating a shared schema in the database

How Enterprise Users Access Database Resources with Database Links

Database links are network objects stored in the local database or in the network
definition that identify a remote database, a communication path to that database, and
optionally, a user name and password. Once defined, the database link is used to
access the remote database. Oracle Database supports connected user links, fixed user
links, and current user links.

Enterprise users can use all three types of database links. Connected user links are
accessed by a local user who has an account on the remote server. Fixed user links
contain a user name and password as part of the link definition. Current user database
links allow enterprise users to access objects on remote databases without passing
authentication information during link execution, or storing authentication
information in the link definition. They require SSL for the database network
connections, which means public key infrastructure (PKI) credentials must be obtained
and maintained for the databases. Current user database links can be used to connect
to the remote database only as an enterprise user.

See Also:

= "About Using Current User Database Links for Enterprise User
Security" on page 1-20 for detailed information about creating
and using current user database links

s Oracle Database Administrator's Guide for information about all
of the different types of database links supported by Oracle
Database

How Enterprise Users Are Authenticated
Enterprise User Security supports the following authentication methods:

s Password-based authentication
s SSL-based authentication
s Kerberos-based authentication

Each authentication method has advantages and disadvantages. Table 1-1 summarizes
the criteria for selecting which authentication method is best for your Enterprise User
Security implementation.

Table 1-1 Enterprise User Security Authentication: Selection Criteria

Password Authentication SSL Authentication Kerberos Authentication

Password-based authentication Provides strong authentication over SSL  Provides strong authentication by using
Kerberos, version 5 tickets

Provides centralized user and password Provides centralized user and PKI Provides centralized user and Kerberos

management credential /wallet management credential management

Separate authentications required for Supports single sign-on (SSO) using Supports SSO using Kerberos, version 5

each database connection SL encrypted tickets and authenticators,

and authentication forwarding
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Table 1-1 (Cont.) Enterprise User Security Authentication: Selection Criteria

Password Authentication SSL Authentication Kerberos Authentication

Retains users' current authentication Initial configuration maybe more Initial configuration maybe more

methods difficult because PKI credentials must be difficult because Kerberos must be
generated for all users. (Dependenton  installed and configured to authenticate
administrators' PKI knowledge) database users

User identity can be used in two-tier or ~ Compatible with either a two-tier or Compatible with either a two-tier or

multitier applications. OracleAS Single ~ multitier environment multitier environment

Sign-On users and enterprise users use
the same stored password

Supports Oracle Release 7.3 and later Supports Oracle8i and later clients with ~ Supports Oracle Database 10g clients

clients with Oracle Database 10g and Oracle Database 10g and later and later with Oracle Database 10g and
later later

Supports current user database links Supports current user database links Supports current user database links
only if the connection between only if the connection between
databases is over SSL databases is over SSL

Can use third-party directories to store  Can use third-party directories to store ~ Can use third-party directories to store
users if synchronized with Oracle users if synchronized with Oracle users if synchronized with Oracle

Internet Directory’ Internet Directory” Internet Directory®

1 If third-party directory is Microsoft Active Directory, then when user passwords change, they must be changed in both

Active Directory and in Oracle Internet Directory.

Must modify the Directory Integration Services agent to synchronize user PKCS #12 attributes.

3 If third-party directory is Microsoft Active Directory, then login to Windows gives you single sign-on login to databases.
However, you must modify the Directory Integration Services agent for other third-party directories to synchronize the
KrbPrincipalName attribute. This synchronization is automatic for Microsoft Active Directory.

Note: Enterprise User Security supports three-tier environments.
Oracle Database 11g Release 1 (11.1) proxy authentication features
enable

(i) proxy of user names and passwords through multiple tiers, and

(ii) proxy of X.509 certificates and distinguished names through
multiple tiers.

See Also:

s Chapter 4, "Enterprise User Security Configuration Tasks and
Troubleshooting" for information about configuring the various
authentication types for enterprise user security

s Oracle Database Security Guide, for information about using
proxy authentication

About Enterprise User Security Directory Entries

In a directory, a collection of information about an object is called an entry. For
Enterprise User Security, elements such as users, roles, and databases are directory
objects, and information about these objects is stored as entries in the directory.

Each entry in the directory is uniquely identified by a DN. The DN tells you exactly
where the entry resides in the directory entry hierarchy, which is commonly called the
directory information tree (DIT).

Note: In the Oracle Database 10g release, databases must be
registered in a complete identity management realm of Oracle
Internet Directory.
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See Also: Oracle Internet Directory Administrator’s Guide for a
complete discussion of directory entries

The following sections describe directory entries related to Enterprise User Security:

Enterprise Users

An enterprise user is one who is defined and managed in a directory. Each enterprise
user has a unique identity across an enterprise. Enterprise user entries can reside at
any location within the identity management realm, except within the realm Oracle
Context.

Note: When creating enterprise users in a 9.0.4 or later Oracle
Internet Directory, use the tools that come with that 9.0.4 or later
Oracle Internet Directory, such as Delegated Administration
System (DAS). Even if your databases are 9i or 9iR2, do not use the
9i or 9iR2 Enterprise Security Manager GUI tool to create users in a
9.0.4 or later Oracle Internet Directory.

Use only DAS-based tools, like the Oracle Internet Directory
Self-Service Console, that ship with Oracle Application Server 10g
to create enterprise users in identity management realms.

The entries described in the following sections can reside only within a realm Oracle
Context.

Enterprise Roles

An enterprise role is a directory object that acts like a container to hold one or more
database global roles. Each global role is defined in a specific database where it is
assigned privileges, but then it is managed in the directory by using enterprise roles.
Enterprise users can be assigned an enterprise role, which determines their access
privileges on databases. Figure 1-3 shows an example of an enterprise role called
Manager under OracleDefaultDomain.

As an example, consider the enterprise role sales_manager, which contains the
global role manage_1leads with its privileges on the Customer Relationship
Management (CRM) database, and the bonus_approval global role with its
privileges on the Finance database. Figure 1-2 illustrates this example.
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Figure 1-2 Example of Enterprise Roles
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An enterprise role can be assigned to one or more enterprise users. For example, you
could assign the enterprise role sales_manager to a number of enterprise users who
hold the same job. This information is protected in the directory, and only a directory
administrator can manage users and assign their roles. A user can be granted local
roles and privileges in a database in addition to enterprise roles, by virtue of the
privileges on the schema to which the user connects.

Enterprise role entries are stored in enterprise domain subtrees. Each enterprise role
contains information about associated global roles on each database server and the
associated enterprise users. The enterprise domain administrator creates and
manages enterprise roles by using Oracle Enterprise Manager.

See Also: "Configuring Enterprise Roles" on page 5-15 for

information about using Oracle Enterprise Manager to create and
manage enterprise roles
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Note: The database obtains a user's global roles from the directory
as part of the login process. If you change a user's global roles in
the directory, then those changes do not take effect until the next
time the user logs in to the database.

Enterprise Domains

An enterprise domain is a group of databases and enterprise roles. An example of a
domain could be the engineering division in an enterprise or a small enterprise itself.
Figure 1-3 shows an example of an enterprise domain called Services that resides
under the OracleDBSecurity entry in an identity management realm. It is here, at the
enterprise domain level, that the enterprise domain administrator, using Oracle
Enterprise Manager, assigns enterprise roles to users and manages enterprise security.

An enterprise domain subtree in a directory is composed of three types of entries:
enterprise role entries, user-schema mappings, and the enterprise domain
administrator's group for that domain. Enterprise domains are used to manage
information that applies to multiple databases. All user-schema mappings entries
contained in an enterprise domain apply to all databases in the domain. If you need to
apply different user-schema mappings to individual databases, then use database
server entries, which are discussed in the following section.

Enterprise roles apply to specific databases in the domain, as explained in the previous
section. Enterprise roles, domain-level mappings, and the domain administrators
group are all administered by using Oracle Enterprise Manager.

See Also: "Administering Enterprise Domains" on page 5-12

Database Server Entries

A database server entry (represented as "Sales" in Figure 1-3) is a directory entry
containing information about one database server. It is created by the Database
Configuration Assistant during database registration. A database server entry is the
parent of database-level mapping entries called user-schema mappings, which
describe mappings between full or partial user DNs and database shared schema
names. User-schema mapping entries are created by the database administrator by
using Oracle Enterprise Manager.

See Also: "Oracle Enterprise Manager" on page 3-4

Database administrators belong to the directory administrative group,
OracleDBAdmins, which is also managed with Oracle Enterprise Manager. Only
OracleDBAdmins or OracleContextAdmins group members can add or remove users
from the OracleDBAdmins group. When a user registers a database in the directory,
Database Configuration Assistant automatically puts the person who performs
registration into the OracleDBAdmins group. The directory entry for this group is
located under the database server entry in the DIT.

See Also:

s Table 1-2 on page 1-13 for a description of the
OracleContextAdmins group

s "Task 6: Register the database in the directory” on page 4-7

= "Administering Enterprise Domains" on page 5-12 and "Adding
Administrators to Manage Database Schema Mappings" on
page 5-11
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Figure 1-3 Related Entries in a Realm Oracle Context
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A user-schema mapping is a directory entry that contains mapping information between
a user’s DN and an Oracle database schema. The users referenced in the mapping are
connected to the specified schema when they connect to the database. User-schema
mapping entries can apply to only one database or they can apply to all databases in a
domain, depending on where they reside in the realm Oracle Context.

See Also:
= "How Enterprise Users Are Mapped to Schemas" on page 1-16

s 'Creating User-Schema Mappings for an Enterprise Domain"
on page 5-14

Administrative Groups

An identity management realm contains administrative groups related to Enterprise
User Security. Figure 1-3 shows these administrative groups in a realm in the triangle
labeled "Groups." Each administrative group includes Access Control Lists (ACLs)
that control access to the group itself. ACLs elsewhere in the directory may refer to
these groups, which allows directory administrators access to perform necessary
administrative tasks. The administrative user who creates the realm automatically
becomes the first member of each of these groups, thus gaining the associated
privileges provided by each group. However, this user can be removed.
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The relevant administrative groups in a realm are described in Table 1-2.

Note: Observe the following practices. Using other methods may
break the security configuration for Enterprise User Security objects
and may break enterprise user functionality as well.

= Do not modify the ACLs for the objects contained in a realm
Oracle Context. Modified realm Oracle Context object ACLs are
not supported.

= Use only Oracle tools, such as Oracle Enterprise Manager,
Oracle Internet Directory Self-Service Console, and Database
Configuration Assistant, to modify Enterprise User Security
directory entries.

Table 1-2 Administrative Groups in a Realm Oracle Context

Administrative Group Description

OracleContextAdmins DN: (cn=0OracleContextAdmins, cn=Groups, cn=0racleContext...)

Default owner: The user who created the identity management realm. (If it is the realm
created during installation, then it is orcladmin.)

OracleContextAdmins have full access to all groups and entries within the associated realm
Oracle Context.

OracleDBAdmins DN: (cn=0OracleDBAdmins, cn=<database_entry_name>, cn=OracleContext...)

Default owner: None. Database Configuration Assistant automatically makes the user who
registers a database in the directory a member of this group.

Members of this group manage user-schema mappings specific to this database. Only users
who are already members of this group or OracleContextAdmins can add or remove users
from the OracleDBAdmins group.

OracleDBCreators DN: (cn=OracleDBCreators, cn=0OracleContext...)
Default owner: OracleContextAdmins

During default realm Oracle Context creation, Oracle Internet Directory Configuration
Assistant sets up the following access rights/permissions for these group members:

= Add permission for database service objects in the realm Oracle Context
N Modi fy permission for the Default Domain

OracleDBCreators create new databases and register them in the directory by using Database
Configuration Assistant

OracleDBSecurity Admins DN: (cn=OracleDBSecurityAdmins, cn=OracleContext...)
Default owner: All group members.

During default realm Oracle Context creation, Oracle Internet Directory Configuration
Assistant sets up the following access rights/permissions for these group members:

= All privileges in the OracleDBSecurity subtree
= Modify privileges for membership in this group

OracleDBSecurity Admins have permissions on all of the domains in the enterprise and
perform the following tasks:

= Sets Enterprise User Security configurations for the realm, such as the default
database-to-directory authentication method

= Group owner administers the OracleDBSecurity Admins group
= Creates and deletes enterprise domains

= Moves databases from one domain to another within the enterprise

Introducing Enterprise User Security 1-13



Introduction to Enterprise User Security

Table 1-2 (Cont.) Administrative Groups in a Realm Oracle Context

Administrative Group

Description

OracleDomainAdmins

DN: (cn=OracleDomainAdmins, cn=<enterprise_domain_name>,

cn=0OracleDBSecurity, cn=Products, cn=OracleContext....)
Default owner: The user creating or updating the domain.

If a new context and OracleDefaultDomain are created, then the initial member will be the
context creator.

Members of the OracleDomainAdmins group have full privileges for the enterprise domain.
They manage mappings, enterprise roles, and proxy permissions specific to the entire domain.
You should be a member of OracleDomainAdmins (for the domain),

OracleDBSecurity Admins, or OracleContextAdmins to modify membership of this group.

OracleUserSecurityAdmins | DN: (cn=OracleUserSecurityAdmins, cn=Groups, cn=OracleContext...)

Default owner: The user who created the identity management realm.

By default, an ACL is set at the directory root in Oracle Internet Directory that sets up the
relevant permissions so OracleSecurityAdmins can administer Oracle user security.

OraclePasswordAccessible | DN: (cn=OraclePasswordAccessibleDomains, cn=Groups, cn=OracleContext...)

Default owner: Same as OracleDBSecurity Admins

Group members are enterprise domains, which contain databases enabled for
password-authorized enterprise users.

Password Policies

Password policies are a set of rules that apply to all user passwords in an identity
management realm. Password policies include settings for password complexity,
minimum password length, and the like. They also include account lockout and
password expiration settings.

A password policy entry is defined in Oracle Internet Directory for every identity
management realm. Password policies in Oracle Internet Directory are standard
Oracle Internet Directory entries that can be used by Oracle Database for Enterprise
User Security.

Oracle Internet Directory ensures that all enterprise user passwords meet the rules
specified in the password policy entry for the realm. The database communicates with
Oracle Internet Directory when authenticating an enterprise user. It requests Oracle
Internet Directory to report any password policy violations. If the database gets a
policy violation response from Oracle Internet Directory, then it flashes the
appropriate warning or error message to the user.

The database reports the following events:

s It flashes a warning when the user password is about to expire and displays the
number of days left for the user to change his or her password.

» It flashes a warning when the password has expired and informs the user about
the number of grace logins that remain.

» It displays an error when the user password has expired and the user does not
have any grace logins left.

» It displays an error when the user account has been locked due to repeated failed
attempts at login.

= It displays an error if the user account has been disabled by the administrator.
» It displays an error if the user account is inactive.

Although the database reads the user account status from Oracle Internet Directory to
check for password policy violations, it does not update user account status in Oracle
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Internet Directory. For example, a failed enterprise user login attempt to the database
is not updated in Oracle Internet Directory.

See Also: Oracle Internet Directory Administrator’s Guide for detailed
information on password policies and their management

About Using Shared Schemas for Enterprise User Security
The following sections describe shared schemas, and how to set them up:
s Overview of Shared Schemas Used in Enterprise User Security
s How Shared Schemas Are Configured for Enterprise Users

s How Enterprise Users Are Mapped to Schemas

Overview of Shared Schemas Used in Enterprise User Security

Users do not necessarily require individual accounts or schemas set up in each
database. Alternatively, they can connect to a shared schema and be granted access to
the objects associated with target applications. For example, suppose that users Tom,
Dick, and Harriet require access to the Payroll application on the Finance database.
They do not need to create unique objects in the database, and therefore do not need
their own schemas, but they do need access to the objects in the Payroll schema.

Oracle Database supports mapping multiple users stored in an enterprise directory to
a shared schema on an individual database. This separation of users from schemas
reduces administration costs by reducing the number of user accounts on databases. It
means that you do not need to create an account for each user (user schema) in
addition to creating the user in the directory. Instead, you can create a user in the
enterprise directory, and map that user to a shared schema. Other enterprise users can
also be mapped to that schema.

For example, if Tom, Dick and Harriet all access both the Sales and the Finance
databases, you do not need to create an account for each user on each database.
Instead, you can create a single shared schema on each database, such as GUEST, that
all three users can access. Then individual access to objects in the Sales or Finance
database can be granted to these three users by using enterprise roles. A typical
environment can have up to 5,000 enterprise users mapped to one shared schema and
each user can be assigned a set of enterprise roles.

Oracle recommends that you create a separate shared schema that contains no objects
to use as an entry point. Then, grant access to application objects in other schemas
through enterprise roles. Otherwise, application objects can be inadvertently or
maliciously deleted or altered.

In summary, shared schemas provide the following benefits:

s Shared schemas eliminate the need to have a dedicated database schema on each
database for each enterprise user.

s Each enterprise user can be mapped to a shared schema on each database the user
needs to access. The user connects to the shared schema when the user connects to
a database.

= Shared schemas lower the cost of managing users in an enterprise.
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How Shared Schemas Are Configured for Enterprise Users

To configure shared schemas, the local database administrator (DBA) must create at
least one database schema in a database. Enterprise users can be mapped to this
schema.

In the following example, the administrator creates a shared schema and maps users
to it:

1. The administrator creates a global sh