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About This PeopleBook Preface

PeopleBooks provide you with the information that you need to implement and use PeopleSoft applications.
This preface discusses:

» PeopleSoft application prerequisites.

* PeopleSoft application fundamentals.

* Documentation updates and printed documentation.
» Additional resources.

* Typographical conventions and visual cues.

+ Comments and suggestions.

» Common elements in PeopleBooks.

Note. PeopleBooks document only page elements, such as fields and check boxes, that require additional
explanation. If a page element is not documented with the process or task in which it is used, then either
it requires no additional explanation or it is documented with common elements for the section, chapter,
PeopleBook, or product line. Elements that are common to all PeopleSoft applications are defined in this
preface.

PeopleSoft Application Prerequisites

To benefit fully from the information that is covered in these books, you should have a basic understanding
of how to use PeopleSoft applications.

You might also want to complete at least one PeopleSoft introductory training course, if applicable.

You should be familiar with navigating the system and adding, updating, and deleting information by using
PeopleSoft menus, and pages, forms, or windows. You should also be comfortable using the World Wide Web
and the Microsoft Windows or Windows NT graphical user interface.

These books do not review navigation and other basics. They present the information that you need to use the
system and implement your PeopleSoft applications most effectively.

PeopleSoft Application Fundamentals

Each application PeopleBook provides implementation and processing information for your PeopleSoft
applications.

Note. Application fundamentals PeopleBooks are not applicable to the PeopleTools product.
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General Preface

For some applications, additional, essential information describing the setup and design of your system appears
in a companion volume of documentation called the application fundamentals PeopleBook. Most PeopleSoft
product lines have a version of the application fundamentals PeopleBook. The preface of each PeopleBook
identifies the application fundamentals PeopleBooks that are associated with that PeopleBook.

The application fundamentals PeopleBook consists of important topics that apply to many or all PeopleSoft
applications across one or more product lines. Whether you are implementing a single application, some
combination of applications within the product line, or the entire product line, you should be familiar with
the contents of the appropriate application fundamentals PeopleBooks. They provide the starting points
for fundamental implementation tasks.

Documentation Updates and Printed Documentation

Xiv

This section discusses how to:

* Obtain documentation updates.

* Order printed documentation.

Obtaining Documentation Updates

You can find updates and additional documentation for this release, as well as previous releases, on the
PeopleSoft Customer Connection website. Through the Documentation section of PeopleSoft Customer
Connection, you can download files to add to your PeopleBook Library. You’ll find a variety of useful and
timely materials, including updates to the full PeopleSoft documentation that is delivered on your PeopleBooks
CD-ROM.

Important! Before you upgrade, you must check PeopleSoft Customer Connection for updates to the upgrade
instructions. PeopleSoft continually posts updates as the upgrade process is refined.

See Also

PeopleSoft Customer Connection, https://www.peoplesoft.com/corp/en/login.jsp

Ordering Printed Documentation

You can order printed, bound volumes of the complete PeopleSoft documentation that is delivered on your
PeopleBooks CD-ROM. PeopleSoft makes printed documentation available for each major release shortly

after the software is shipped. Customers and partners can order printed PeopleSoft documentation by using
any of these methods:

* Web
* Telephone

* Email

Web

From the Documentation section of the PeopleSoft Customer Connection website, access the PeopleBooks
Press website under the Ordering PeopleBooks topic. The PeopleBooks Press website is a joint venture
between PeopleSoft and MMA Partners, the book print vendor. Use a credit card, money order, cashier’s
check, or purchase order to place your order.
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Telephone

Contact MMA Partners at 877 588 2525.

Email

Send email to MMA Partners at peoplebookspress@mmapartner.com.
See Also

PeopleSoft Customer Connection, https://www.peoplesoft.com/corp/en/login.jsp

Additional Resources

The following resources are located on the PeopleSoft Customer Connection website:

Resource Navigation
Application maintenance information Updates + Fixes
Business process diagrams Support, Documentation, Business Process Maps
Interactive Services Repository Interactive Services Repository
Hardware and software requirements Implement, Optimize + Upgrade, Implementation Guide,

Implementation Documentation & Software, Hardware and
Software Requirements

Installation guides Implement, Optimize + Upgrade, Implementation Guide,
Implementation Documentation & Software, Installation
Guides and Notes

Integration information Implement, Optimize + Upgrade, Implementation Guide,

Implementation Documentation and Software, Pre-built
Integrations for PeopleSoft Enterprise and PeopleSoft
EnterpriseOne Applications

Minimum technical requirements (MTRs) (EnterpriseOne | Implement, Optimize + Upgrade, Implementation Guide,

only) Supported Platforms

PeopleBook documentation updates Support, Documentation, Documentation Updates
PeopleSoft support policy Support, Support Policy

Prerelease notes Support, Documentation, Documentation Updates,

Category, Prerelease Notes

Product release roadmap Support, Roadmaps + Schedules

Release notes Support, Documentation, Documentation Updates,
Category, Release Notes
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Resource Navigation

Release value proposition Support, Documentation, Documentation Updates,
Category, Release Value Proposition

Statement of direction Support, Documentation, Documentation Updates,
Category, Statement of Direction

Troubleshooting information Support, Troubleshooting
Upgrade documentation Support, Documentation, Upgrade Documentation and
Scripts

Typographical Conventions and Visual Cues

This section discusses:

* Typographical conventions.
* Visual cues.
» Country, region, and industry identifiers.

* Currency codes.

Typographical Conventions

This table contains the typographical conventions that are used in PeopleBooks:

Typographical Convention or Visual Cue Description

Bold Indicates PeopleCode function names, business function
names, event names, system function names, method
names, language constructs, and PeopleCode reserved
words that must be included literally in the function call.

Italics Indicates field values, emphasis, and PeopleSoft or other
book-length publication titles. In PeopleCode syntax,
italic items are placeholders for arguments that your
program must supply.

We also use italics when we refer to words as words or
letters as letters, as in the following: Enter the letter O.

KEY+KEY Indicates a key combination action. For example, a plus
sign (+) between keys means that you must hold down
the first key while you press the second key. For ALT+W,
hold down the ALT key while you press the W key.

Monospace font Indicates a PeopleCode program or other code example.
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Typographical Convention or Visual Cue Description

[TRL

(quotation marks) Indicate chapter titles in cross-references and words that
are used differently from their intended meanings.

.. . (ellipses) Indicate that the preceding item or series can be repeated
any number of times in PeopleCode syntax.

{ } (curly braces) Indicate a choice between two options in PeopleCode
syntax. Options are separated by a pipe (| ).

[ ] (square brackets) Indicate optional items in PeopleCode syntax.

& (ampersand) When placed before a parameter in PeopleCode syntax,
an ampersand indicates that the parameter is an already
instantiated object.

Ampersands also precede all PeopleCode variables.

Visual Cues

PeopleBooks contain the following visual cues.

Notes

Notes indicate information that you should pay particular attention to as you work with the PeopleSoft system.

Note. Example of a note.

If the note is preceded by Important!, the note is crucial and includes information that concerns what you must
do for the system to function properly.

Important! Example of an important note.

Warnings

Warnings indicate crucial configuration considerations. Pay close attention to warning messages.

Warning! Example of a warning.

Cross-References

PeopleBooks provide cross-references either under the heading “See Also” or on a separate line preceded by
the word See. Cross-references lead to other documentation that is pertinent to the immediately preceding
documentation.
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Country, Region, and Industry Identifiers

Information that applies only to a specific country, region, or industry is preceded by a standard identifier in
parentheses. This identifier typically appears at the beginning of a section heading, but it may also appear
at the beginning of a note or other text.

Example of a country-specific heading: “(FRA) Hiring an Employee”

Example of a region-specific heading: “(Latin America) Setting Up Depreciation”

Country Identifiers

Countries are identified with the International Organization for Standardization (ISO) country code.

Region Identifiers

Regions are identified by the region name. The following region identifiers may appear in PeopleBooks:
* Asia Pacific

* Europe

* Latin America

¢ North America

Industry Identifiers

Industries are identified by the industry name or by an abbreviation for that industry. The following industry
identifiers may appear in PeopleBooks:

* USF (U.S. Federal)
* E&G (Education and Government)

Currency Codes

Monetary amounts are identified by the ISO currency code.

Comments and Suggestions

Your comments are important to us. We encourage you to tell us what you like, or what you would like to
see changed about PeopleBooks and other PeopleSoft reference and training materials. Please send your
suggestions to:

PeopleSoft Product Documentation Manager PeopleSoft, Inc. 4460 Hacienda Drive Pleasanton, CA 94588
Or send email comments to doc@peoplesoft.com.

While we cannot guarantee to answer every email message, we will pay careful attention to your comments
and suggestions.
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Common Elements Used in PeopleBooks

Address Book Number

As If Currency Code

Batch Number

Batch Date

Batch Status

Branch/Plant

Business Unit

Category Code

Company

PeopleSoft Proprietary and Confidential

Enter a unique number that identifies the master record for the entity. An
address book number can be the identifier for a customer, supplier, company,
employee, applicant, participant, tenant, location, and so on. Depending on the
application, the field on the form might refer to the address book number as
the customer number, supplier number, or company number, employee or
applicant id, participant number, and so on.

Enter the three-character code to specify the currency that you want to use

to view transaction amounts. This code allows you to view the transaction
amounts as if they were entered in the specified currency rather than the
foreign or domestic currency that was used when the transaction was originally
entered.

Displays a number that identifies a group of transactions to be processed by
the system. On entry forms, you can assign the batch number or the system
can assign it through the Next Numbers program (P0002).

Enter the date in which a batch is created. If you leave this field blank, the
system supplies the system date as the batch date.

Displays a code from user-defined code (UDC) table 98/IC that indicates the
posting status of a batch. Values are:

Blank: Batch is unposted and pending approval.

A: The batch is approved for posting, has no errors and is in balance, but it
has not yet been posted.

D: The batch posted successfully.
E: The batch is in error. You must correct the batch before it can post.

P: The system is in the process of posting the batch. The batch is unavailable
until the posting process is complete. If errors occur during the post, the
batch status changes to E.

U: The batch is temporarily unavailable because someone is working with
it, or the batch appears to be in use because a power failure occurred while
the batch was open.

Enter a code that identifies a separate entity as a warehouse location, job,
project, work center, branch, or plant in which distribution and manufacturing
activities occur. In some systems, this is called a business unit.

Enter the alphanumeric code that identifies a separate entity within a
business for which you want to track costs. In some systems, this is called a
branch/plant.

Enter the code that represents a specific category code. Category codes are
user-defined codes that you customize to handle the tracking and reporting
requirements of your organization.

Enter a code that identifies a specific organization, fund, or other reporting
entity. The company code must already exist in the FO010 table and must
identify a reporting entity that has a complete balance sheet.
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Currency Code

Document Company

Document Number

Document Type

Effective Date

Fiscal Period and Fiscal
Year

G/L Date (general ledger
date)

Enter the three-character code that represents the currency of the transaction.
PeopleSoft EnterpriseOne provides currency codes that are recognized by
the International Organization for Standardization (ISO). The system stores
currency codes in the FO013 table.

Enter the company number associated with the document. This number, used
in conjunction with the document number, document type, and general ledger
date, uniquely identifies an original document.

If you assign next numbers by company and fiscal year, the system uses the
document company to retrieve the correct next number for that company.

If two or more original documents have the same document number and
document type, you can use the document company to display the document
that you want.

Displays a number that identifies the original document, which can be a
voucher, invoice, journal entry, or time sheet, and so on. On entry forms, you
can assign the original document number or the system can assign it through
the Next Numbers program.

Enter the two-character UDC, from UDC table 00/DT, that identifies the origin
and purpose of the transaction, such as a voucher, invoice, journal entry,

or time sheet. PeopleSoft EnterpriseOne reserves these prefixes for the
document types indicated:

P: Accounts payable documents.
R: Accounts receivable documents.
T: Time and pay documents.

I: Inventory documents.

O: Purchase order documents.

S: Sales order documents.

Enter the date on which an address, item, transaction, or record becomes
active. The meaning of this field differs, depending on the program. For
example, the effective date can represent any of these dates:

» The date on which a change of address becomes effective.

* The date on which a lease becomes effective.

» The date on which a price becomes effective.

» The date on which the currency exchange rate becomes effective.

» The date on which a tax rate becomes effective.

Enter a number that identifies the general ledger period and year. For many
programs, you can leave these fields blank to use the current fiscal period and
year defined in the Company Names & Number program (P0010).

Enter the date that identifies the financial period to which a transaction will be
posted. The system compares the date that you enter on the transaction to the
fiscal date pattern assigned to the company to retrieve the appropriate fiscal
period number and year, as well as to perform date validations.
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Administration Preface

This preface discusses EnterpriseOne Tools 8.95 Security Administration PeopleBook.

PeopleSoft EnterpriseOne Tools Fundamentals

This PeopleBook refers to this PeopleSoft product line: PeopleSoft EnterpriseOne Tools. In addition to the
security topics discussed in this guide, essential information describing the setup and design of the system
resides in companion documentation. The companion documentation consists of important topics that apply to
many or all PeopleSoft EnterpriseOne Tools. You should be familiar with the contents of these PeopleBooks as
well. The following companion PeopleBooks contain information that applies to PeopleSoft EnterpriseOne
configuration and administration:

* System Administration
* Server and Workstation Administration
* Configurable Network Computing Implementation

» Package Management

See Also

PeopleSoft EnterpriseOne Tools 8.95 PeopleBook: System Administration, “Getting Started with PeopleSoft
EnterpriseOne Tools System Administration”

PeopleSoft EnterpriseOne Tools 8.95 PeopleBook: Server & Workstation Administration, “Getting Started
with PeopleSoft EnterpriseOne Tools Server and Workstation Administration”

PeopleSoft EnterpriseOne Tools 8.95 PeopleBook: Configurable Network Computing Implementation,
“Getting Started with PeopleSoft EnterpriseOne Tools Configurable Network Computing Implementation”

PeopleSoft EnterpriseOne Tools 8.95 PeopleBook: Package Management, “Getting Started with Package
Management”
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CHAPTER 1

Getting Started with PeopleSoft EnterpriseOne
Tools Security Administration

This chapter discusses:

* Security Administration Overview

* Security Administration Implementation

Security Administration Overview

PeopleSoft EnterpriseOne Tools Security Administration provides security features, including components and
PeopleTools applications, to ensure that sensitive application data, such as employee salaries, performance
reviews, or home addresses, does not fall into the wrong hands.

Security Administration Implementation

In the planning phase of your implementation, take advantage of all PeopleSoft sources of information,
including the installation guides and troubleshooting information. A complete list of these resources appears in
the preface in About These PeopleBooks with information about where to find the most current version of each.
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CHAPTER 2

Understanding PeopleSoft EnterpriseOne Security

This chapter provides an overview of PeopleSoft EnterpriseOne security and discusses:

Users, roles, and *PUBLIC.
How PeopleSoft EnterpriseOne checks security.
Cached security information.

Object-level security.

PeopleSoft EnterpriseOne Security Overview

PeopleSoft EnterpriseOne security enables a security administrator to control security for individual users
and for groups of users. The security administrator can control (secure or unsecure) users and groups from
these categories:

Application security

Controls access to or installation of specific applications or application versions.

Action security

Controls the ability to perform specific actions, such as adding, changing, deleting, selecting, or copying.
Table row security

Controls access to a specific list or range of records within a table.

Column security

Controls access to a specific column within a table. PeopleSoft EnterpriseOne represents columns as a field
on a form or report. Column security can be set on a table, form, application, or version of an application.

Processing option security

Controls whether users can view or change the values for processing options, which affects how the
associated application or application version works. It also controls whether users are allowed to prompt for
versions of that application.

Tab security

Controls access to tabs on a form.

Exit security

Controls access to the menu bar exits on forms.
Exclusive application security

Controls access to secured information using one exclusive application.
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» External calls security
Controls access to external call applications.
* Solution Explorer security
Controls access to PeopleSoft Solution Explorer features.
* Miscellaneous security
Controls read-only reports and workflow status monitoring.
 User sign-in and database security
Controls user access to PeopleSoft EnterpriseOne.
* Portal security

Controls access to portal components.
The Security Workbench application (P00950) uses the FO0950 table.
The EnterpriseOne Security application (P9SOWSEC) uses the FOBOWSEC table.

The Security Workbench application is also used to set up security for eight portal features. Setting up security
correctly ensures that users in the system have permission to perform only those actions that are essential to
the completion of their jobs.

Users, Roles, and *PUBLIC

The PeopleSoft EnterpriseOne security administrator can set up security for:

* A particular user
This option controls security by specific PeopleSoft EnterpriseOne user ID.
* A user role

This option controls security by role, which enables you to group users based on similar job requirements.
An example is putting all of the accounts payable clerks in one role, such as Accounts Payable (AP).

e All users

This option controls security for all users who are designated by ID type *PUBLIC in the User or Role field.
The designation *PUBLIC is a special ID within PeopleSoft EnterpriseOne that automatically includes all
of the users within it. You can use this ID to apply security even if you do not have a specific record

set up for it in user profiles.

How PeopleSoft EnterpriseOne Checks Security

When a user attempts to access an application or perform an action, PeopleSoft EnterpriseOne checks security
for that particular user ID. If security exists for that user ID, the software displays a message indicating
that the user cannot proceed.
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If the user ID has no security, the software checks role profiles (if that user is part of a specific role), and
then *PUBLIC for security. If no security is established at any of these levels, the software allows the user
to continue.

PeopleSoft EnterpriseOne also provides software license security through protection codes, and it requires user
validation at sign-in and when accessing new data sources.

Cached Security Information

PeopleSoft EnterpriseOne caches security information from the FO0950 table in the workstation’s memory
cache for PeopleSoft EnterpriseOne. If system administrators make changes to this table, those changes are not
immediately realized on workstations that are logged on to the system while security revisions are being made.
The workstations must sign off and sign back on before the security changes are enabled.

Object-Level Security

PeopleSoft EnterpriseOne security is at the object level. This level means that you can secure specific objects
within PeopleSoft EnterpriseOne, which provides flexibility and integrity for your security. For example, you
can secure a user from a specific form and then, no matter how the user tries to access the form (using a menu
or any application that calls that form), the software prevents access to the form. The software simplifies the
process of setting up security by enabling you to set security for hundreds of objects at one time by securing all
objects on a specific menu or by securing all objects under a specific system code.

Note. Only the objects are secured; the software does not support menu or system code security. Object
security provides a higher level of integrity.

For example, if you secured a specific menu to prevent users from accessing the applications on that menu,
the users might still be able to access those applications through another menu or another application that
accesses the applications that you wanted to secure.

Object Level Security Types

At specific object levels, you can set these levels of security, alone or in any combination, for users and groups:

Level of Security Description
Application security Secures users from running or installing, or both, a particular application,
an application version, or a form within an application or application
version.
Action security Secures users from performing a particular action, such as adding,

deleting, revising, inquiring, or copying a record.

Row security Secures users from accessing a particular range or list of records in any
table.

For example, if you secure a user from accessing data about business
units 1 through 10, the user cannot view the records that pertain to those
business units.
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Level of Security

Description

Column security

Secures users from viewing a particular field or changing a value for a
particular field in an application or application version. This item can
be a database or non-database field that is defined in the data dictionary,
such as the work/calculated fields.

For example, if you secure a user from viewing the Salary field on the
Employee Master application, the Salary field does not appear on the
form when the user accesses that application.

Processing option security

Secures users from viewing or changing the values of processing options,
or from prompting for versions and prompting for values for specific
applications or application versions.

For example, if you secure a user from changing the processing options
for Address Book Revisions, the user could still view the processing
options (if you did not secure the user from prompting for values), but
would not be able to change any of the values.

If you secure a user from prompting for versions, the user would not be
able to see the versions for a specific application, so the user would not be
able to select a different version of an application from the version that
the administrator assigned.

Tab security

Secures users from viewing or changing fields in a tab or tabs on a given
form.

Exit security

Secures users from menu bar exits on PeopleSoft EnterpriseOne forms.
These exits call applications and allow users to manipulate data. Exit
security also restricts use of the same menu options.

Exclusive application security

Overrides row security that is set for an application. When you set
exclusive application security for a user, the system overrides row
security for every table that is accessed by the application that is
specified. All other security still applies.

External calls security

Secures users from accessing standalone executables that exist external

to PeopleSoft EnterpriseOne. These external executables, which might

include design tools, system monitors, and debugging tools, are specific
to PeopleSoft EnterpriseOne.
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Working with User and Role Profiles

This chapter provides overviews of user profiles, how role profiles make profiling easier, tables used by the
User Profile Revisions application (P0092), and discusses how to:

* Set up user profiles.

* Set up role profiles.

Understanding User and Role Profiles

You use the P0092 application to add users and to set up user profiles. For every user, you must create a user
profile, which defines such information as the a list of environments that a user can select when signing in to
EnterpriseOne and the language preference of the user. You can also assign roles to users. A role defines the
tasks that an end user sees in PeopleSoft EnterpriseOne.

You can use P0092 to define specific users or roles. This definition includes:

* The role to which a user belongs.

For example, an accounts payable clerk would be part of the AP role. Roles are an important aspect of
PeopleSoft EnterpriseOne. By assigning users to roles, system administrators can set user preferences and
securities that are based on the roles rather than the individual user.

* The environments that the user can select when signing in to EnterpriseOne.

» The language preference and country code for the text that appears on EnterpriseOne menus, forms, and
country-specific applications.

How to Assign and Delete Environments for User and Role Profiles

You can assign a list of environments that each user or role can choose from when starting EnterpriseOne. If a
user does not have a user profile-specific environment assignment, the user can choose from the environments
that are assigned from the user’s role each time that the user starts EnterpriseOne. You can assign more than one
environment from which a user can choose, or delete environments if they are no longer relevant to the user.

How to Assign Business Preferences to User and Role Profiles

When setting up profiles, you can assign business preference codes. These codes can be used by a customized
workflow process to send messages, update a database, or start an application. You define the codes for the
preferences based on industry, business partner, or customer. Then, you can use the EnterpriseOne Workflow
Tools applications to create a workflow process that is based on whether a specific code resides in the user
profile.

For example, you assign the code CUS for a customer business preference, and then create a workflow process
that begins whenever a user or role profile with the CUS business preference enters a sales order.
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User and Role Profile Copying

You can copy all or part of a user or role profile. When you copy an entire user or role profile (display and
environment preferences), you are creating a new user or role profile with the information from another
profile. When you copy part of a user profile, you are copying the environment preferences from another
profile to an already existing user profile.

Understanding How Role Profiles Make Profiling Easier

Roles eliminate the need to set up preferences for each individual user profile. By assigning individual users to
a role, you can assign preferences to the role and have those settings available to all of the individual users who
have that role. We recommend creating all profiles that are needed for the enterprise first. This method makes

creating user profiles easier; instead of defining specific environments, packages, and machine configurations

for each user, administrators can define them for the role. If an individual in a role needs a different setup, you
can assign different setups at the user profile level, which overrides the role settings.

PeopleSoft EnterpriseOne uses roles for these purposes:
* Environments.

* User overrides.

 Application security.

* Creation of sign-in security records.

Tables Used by the User Profile Revisions Application

The P0092 application uses these tables:

* Library Lists - User (F0092)

» User Display Preferences (F00921)

» User Display Preferences Tag File (F00922)
» User Access Definition (F00925)

¢ Library List Control (F0093)

* Library List Master File (F0094)

» Anonymous User Access Table (F00926)

See Also

PeopleSoft EnterpriseOne Tools 8.95 PeopleBook: Package Management, “Deploying Packages,” Defining
Machines

Chapter 3. “Working with User and Role Profiles,” Setting Up User Profiles, page 9

Chapter 3. “Working with User and Role Profiles.” Creating and Modifying User Profiles, page 12

Chapter 3, “Working with User and Role Profiles,” Creating Profiles by Using a Batch Process, page 15
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Setting Up User Profiles

This section provides overviews of setting up user profiles, how to add users, lists prerequisites, and discusses
how to:

* Set processing options for the P0092 application.
* Create and modify user profiles.

* Copy user profiles.

* Assign or delete environments to user profiles.

* Assign business preferences to user profiles.

* Create profiles by using a batch process.

» Review user and profile definitions.

Understanding User Profile Setup

You use the User Profile Revisions application to set up user profiles. When you set up profiles as a system
administrator, you create user profiles for each user in the system. You also determine the environments that
are available for each user, and set up display preferences, such as language.

These steps outline the high-level process for setting up user profiles.
1. Create all of the role profiles for the enterprise.

See Chapter 3. “Working with User and Role Profiles,” Setting Up Roles, page 16.

2. Create a user profile for every user.
Assign to each role or user these preferences:
» Environments, to determine the environments that you want to be available to each role or user.

* Display preferences, to determine EnterpriseOne display characteristics such as language, date format,
and country code.

The Display preferences are controlled on the User Profile Revisions form.

Note. If you are setting up user profiles during the installation process, you must sign in to the
deployment server using the deployment environment. After you have completed the installation process,
you can add or modify user profiles from any machine except the deployment server.

User Profile Creation and Modification

The user profile defines certain setup and display features, such as access to Fast Path, language, date format,
or country code. If you select a country code for a user, the menu filtering process displays for that user

any special menu selections unique to that country code. For example, if you enter CA (Canada), that user
would see the Canadian Tax Information application on the appropriate menu, which users without that
country code would not see.

Batch Process for Creating User Profiles

If address book records already exist for employees, you can run a batch process to automatically create user
profiles from those address book records. This process can save time, ensure accuracy between the Address
Book and user profile records, and ease the transition of taking EnterpriseOne to production.
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You can create user profiles through the Populate User Profiles batch application (R0092). With this process,
you can assign display and environment preferences to users. This process enables you to create hundreds
of new user profiles at a time.

Report Used for Reviewing User Profiles

The Summary of Environments, Packages and Profiles report (R00921) enables you to review a list of user
and role profile definitions. This report summarizes the environment or environments assigned to a role, lists
the users in the role, and notes any additional environments that are assigned specifically to an individual
user. EnterpriseOne provides two default versions that enables you to summarize either all roles or only
specific roles.

Understanding How to Add Users

You can create user profiles one at a time by using the User Profile Revisions application, or you can
simultaneously create multiple profiles by using batch processes.

Note. This section is a checklist for all the steps needed to add a new user. These steps do not address
third-party setup issues such as assigning network user IDs.

How to Add an Individual User

If you need to add only a few users, use the User Profile Revisions program. The following list details the
steps for adding user profiles one at a time.

1. If you plan to create a new role for the user, add an address book record with a valid search type code
(for example, E for employee).

2. If the existing role profiles are not acceptable for the new user, add a role profile.

3. Add an address book record for the new user.

4. Add a user profile.

5. Add sign-in security records for the user.

6. Use Security Workbench (P00950) to add any security overrides for the user if the user needs different
security than the roles to which the user belongs.

7. Populate the machine table for the user’s machine.

8. Add any new user overrides for the user, if the user needs different user overrides than the role to which
the user belongs.

How to Add Multiple Users

When you are ready to create user profiles for the first time, you might need to create hundreds of profiles
simultaneously. In this case, EnterpriseOne provides batch processes to create the profiles. These batch
processes automate the process of user profile creation.

When you decide which role to assign to a user, consider application security as the most important role
because:

* Application security has the most extensive setup.

* Managing overrides to the role security is more difficult than, for example, managing overrides to
deployment preferences.
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Note. Sign-in security is not based on roles because individuals must have their own passwords. A program
exists with sign-in security to quickly create individual security records by role; however, after the records
are created, security is assigned by an individual.

The following list details the steps that you need to perform when you add multiple user profiles simultaneously.

1. Using the Address Book application (P01012), create address book records for roles that you will use
in user profiles.

2. Using the User Profile Revisions application, add the role profiles.
Populate the various Address Book tables.

If you are migrating data from a non- EnterpriseOne system, you can populate the data tables with a table
conversion. Otherwise, you can manually add data to the Address Book tables.

4. Run the Populate User Profiles (R0092) batch process to create user profile records from existing Address
Book records.

Normally, this report is based on address book records with a search type for employees (£). You have the
option of picking one default role for everyone or running the report more than once for different roles.

5. Adjust each user’s role assignments.

Determine the role in which you want to place an individual and manually assign each user to a role.
Change the user environments if they are not standard to that role.

These settings are dictated by role:
* Environments

» User Overrides

* Application Security

6. Run the Summary of Environments, Packages and Profiles batch process (R00921) to view the new
user profiles.

7. Use Security Workbench (P00950) to apply application, action, and processing option security for roles
and any individual overrides to those roles.

8. Create sign-in security records using the EnterpriseOne Security application (P9SOWSEC).
You can create sign-in security records for all individuals within a role by entering one record for the role.
9. Manually populate the FO0960 table.

This table is automatically populated each time a machine signs in to EnterpriseOne. However, if you
intend to use schedule packages, you must manually populate this table.

10. Create user overrides for roles.

Normally, you will not create any overrides for individuals because they can easily create their own as
they use the software.

Prerequisites
Before you complete the tasks in this section:

* Create all of the role profile information by using the User Profile Revisions application.
* Define:
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- Role profiles.

- Environments that each role can access.

Forms Used to Set Up User Profiles

Chapter 3

Form Name FormID Navigation Usage

Work With User / Role W0092D System Administration Locate and review existing

Profiles Tools (GH9011), User roles and profiles records
Management, User Profiles | and access additional forms.
(P0092).

User Profile Revisions WO0092A On Work With User/Role Create, modify, or copy a
Profiles, click Add or select a | user profile.
record and then click Select.

User Environment Revisions| W0092C On Work With User/Role Copy environment
Profiles, select Copy preferences from one user
Environment from the profile to another. Assign or
Row menu. delete environments from

user profiles.

Business Preferences WO0092E On User Profile Revisions, Assign business preferences
select Bus Preferences from | to user and role profiles.
the Form menu.

Work With Batch Versions - | W98305A Report Management Run the Populate User

Available Versions

(GHO9111), Batch Versions
(P98305)

Profiles batch application
(R0092) and the Summary of
Environments, Packages and
Profiles report (R00921).

Setting Processing Options for User Profile Revisions (P0092)

Access the Processing Options form. Select the A/B Validation tab.

1. Enter 1 to enable Address Book validation.

When enabled, this processing option validates each new user ID against the Address Book Master (F0101)
table upon the creation of a user profiles. Upon creation of a user profile, each new user ID is validated

against the FO101 table. As a result, you cannot create a user profile for a user who is not already defined in
the FO101 table. We recommend that you enable this setting to ensure that Work Center operates correctly.
That application requires valid address book numbers.

2. Enter 0 (or leave blank) to disable Address Book validation.

When disabled, this processing option allows you to create user profiles for Address Book entries that do
not yet exist in the FO101 table.

Creating and Modifying User Profiles

Access the User Profiles Revision form.

User ID
WhosWhoLinelID

The code that identifies a user profile.

A value that references the Who’s Who Line ID in Address Book.
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Menu Identification

Default Icon File

Language

Date Format

Date Separator Character

Decimal Format Character

Localization Country Code

Universal Time

Time Format

Daylight Savings Rule

Working with User and Role Profiles

The menu name, which can include up to nine characters. PeopleSoft
EnterpriseOne standards are:

* Menu numbers are preceded with a G prefix.
* The two characters following the prefix are the system code.
* The next characters further identify the menu.

» The fourth character specifies a skill level.

The fifth character distinguishes two menus of the same system with the
same skill level.

For example, the menu identification G0911 specifies:

* 09 is the system code.
* 1 is the display level or skill level.

1 indicates that this is the first menu.

The path field contains the path used for client based menus. The path
describes where the application is located on the computer or network. A
path includes the drive, folders, and subfolders that contain the application to
be executed.

A user defined code (01/LP) that specifies the language to use on forms and
printed reports. Before you specify a language, a code for that language must
exist at either the system level or in the user preferences.

The format of a date as it is stored in the database.

These date formats are valid: YMD, MDY, DMY, EMD. If you leave this
field blank, the system displays dates based on the settings of the operating
system on the workstation. With NT, the Regional Settings in the Control
Panel control the settings for the operating system of the workstation.

The character to use when separating the month, day, and year of a given date.
If you enter an asterisk, the system uses a blank for the date separator. If you
leave the field blank, the system uses the system value for the date separator.

The number of positions to the right of the decimal that you want to use. If you
leave this field blank, the system value is used as the default.

A code that identifies a localization country. It is possible to attach specific
county functionality that is triggered baed on this code using the country server
methodology in the base product.

A code that you use to associate a time zone with a user’s profile. This
code represent the user’s preferred time zone, and it must be a value from
the UDC table (H91/TZ).

A code that determines the user’s preferred format for time-of-day. The user
can choose from a 12- or 24-hour clock.

A code that specifies the daylight savings rule for a region or country.

Copying User Profiles

Access the Work With User/Role Profiles form.

PeopleSoft Proprietary and Confidential
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Select a user profile, and do one of these:
* To copy an entire profile (the display, environment, and deployment preferences), click Copy.

The User Profile Revisions form appears. Because this action creates a new profile, the user profile that
you create cannot already exist in EnterpriseOne.

* To copy environment preferences, from the Row menu, select Copy Environment.

The User Environment Revisions form appears. This action copies environment preferences from one
user profile to another. The user profile that you copy to must already exist.

In the User/Role field, enter a user ID to copy the profile into and change any other information.
Click OK.

Assigning or Deleting Environments for User Profiles
Access the Work With User/Role Profiles form.

1.
2.

Click Find, and then select a user profile.
From the Row menu, select Environments.

The User Environment Revisions form appears. This form displays the list of environments available
for a particular user or role.

To add a new environment, in the last row, enter a number that specifies the order in which the environment
is displayed in the Display Seq. field.

In the Environment field, click the search button to select an environment.

To delete an environment from the list, select the environment and click Delete.

Assigning Business Preferences to User Profiles
Access the Work With User/Role Profiles form.

el

Click Find.
Select a user profile, and then click Select.
On the User Profile Revisions form, from the Form menu, select Bus Preferences.
On the Business Preferences form, complete any of these fields and click OK:
* Industry Code
This field associates the user profile with a specific industry, such as manufacturing.
* Business Partner Code
This field associates the user profile with a specific business partner.
* Customer Code

This field associates the user profile with a specific customer.

Note. Click Cancel on the Business Preferences form to cancel the addition of the current business
preference.
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Creating Profiles by Using a Batch Process
Access the Work With Batch Versions - Available Versions form.

Note. If you need to add just a few users, you should use the User Profile Revisions application.

1.
2.

Enter R0092 in the Batch Application field and click Find.

Select the PeopleSoft EnterpriseOne default version (XJDEO0O1) or the equivalent for the installation,
and then click Select.

On the Versions Prompting form, click Data Selection, and then click Submit.

On the Data Selection form, create a logic statement that describes the set of users for which you want to
create profiles.

This form already has a search type of £ (employees) populated, which assumes that the users are all
employees. You might want to narrow this selection by submitting it for only a range of employees.

After you complete the Data Selection form, the Processing Options form appears.
On the Processing Options form, enter:
* One of these values for option 1:

Enter / to run this report in proof mode, which provides an example of what would happen if you
were to run the report in final mode.

Leave blank to run this report in final mode, which creates the user profiles that you specified and creates
a report showing the profiles created.

* One of these values for option 2 to define the user profile record being created for each user:

Enter / to populate the User ID field with the users’ address book numbers plus their initials. Typically,
user profiles are created with the users’ initials preceding their Address Book number.

Leave this field blank to use just the address book number.
Complete these user profile fields for option 2:

Fast Path

Language

Date Format

Data Separator Character

Data Format Character

Country

* For option 3, enter any additional environments that you want the user to have access to instead of the
environments already established for the user’s role.

Reviewing User and Profile Definitions
Access the Work With Batch Versions - Available Versions form.

L.

Select a version and click Select.

Default version XJDEOOO1 creates a report for all role profiles in the enterprise. Default version XJDE0002
creates a report about a specific role profile that you specify.

On the Versions Prompting form, click Data Selection and click Submit.
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3. On the Data Selection form, create a logic statement that describes the role profiles that you want to
summarize.

4. Click OK.

Setting Up Roles

16

This section provides overviews of user roles, role-to-role relationships, the Role Chooser, workstation
initialization file parameters, and discusses how to:

* Create and modify roles.

* Migrate roles.

* Sequence roles.

* Add an environment to a role.

» Assign business preferences to a role.
* Set up a role relationship.

* Enable the Role Chooser.

* Create role-to-role relationships.
* Revise role relationships.

* Delegate roles.

* Add roles to a user.

* Add users to a role.

* Copy user roles.

* Add a language translation to a role.

Understanding User Roles

As part of the system setup, you must define the roles for users in the organization. Roles define the tasks
that users see when they work in the EnterpriseOne Menu and determine what authority the users have
in EnterpriseOne.

After you have defined a role, you can associate users with it and apply security to it to provide the appropriate
level of access to EnterpriseOne functions. You can assign more than one user to a role, or you can assign more
than one role to a user. To establish a role relationship, you use the Role Relationships application (P95921),
which enables you to add, remove, or revise a role relationship for a user. Role relationships are revised by
removing an assigned role or by changing the expiration date for an assigned role. You can also exclude an
assigned role from *ALL or add a role to *ALL that was previously excluded.

Assigning roles accomplishes these purposes:

 Users see only those tasks and perform only those activities that relate to their jobs.

For example, a user acting in the role of accounts payable clerk might not need to see all of the tasks that an
accounts payable manager would need to see. You can create both of these roles and define a different set
of tasks for each one.

 Users can have multiple roles.
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Within an organization, a user might have many responsibilities, none of which are defined by a single role.
A user who is assigned multiple roles can switch roles according to the work required.

» Administrators can set up security based on user roles.

A user’s access to applications, forms, table columns, data sources, and so on is based on one or more roles
to which the user is assigned.

Note. EnterpriseOne stores the role descriptions in the F00926 table. If you previously defined roles using the
UDC table H95/RL, you can run the Populate Role Descriptions From F0092 report (R89959211) to populate
the Anonymous User Access Table with those older role descriptions.

This table summarizes the steps an administrator must perform to set up roles for users:

Administrative Step Applications Used Forms Used Tables Used

Populate the User Profile table R89959211,R89959212 Not applicable (NA). F00926, F0092
with roles that are stored in UDC
H95/RL during Roles Phase 1.

Run a program to populate the R8995921 NA. F0092, F95921
Role Relationships table.
Create roles. P0092 (User Profile WO0092A (User Profile F0092
Revisions) Revisions); Form exit from
the Work With User Profiles
form (W0092D).
Sequence the roles. P0092 WO0092L (Work With Role F00926

Sequences); Form exit from the
Work With User Profiles form.

Create role relationships that P95921 (Role WO95921A (Work With Role F95921
associate users with roles. Relationships) Relationships).
Add security to roles. P00950 (Security Various, depending on type of | F00950
Workbench) security to be applied to each
role.

The Portal, PeopleSoft Solution Explorer, and client workstations use the role relationships data in the F95921
table (Role Relationships) and various APIs to retrieve data and allow users to have assigned roles.

You use EnterpriseOne to administer defined roles for which you have created role relationship records. You
can add large numbers of roles to a single user, and you can add large numbers of users to a single role
relationship record. You can also use EnterpriseOne to specify the language that is used for the description of
a new role.

After you have created one or more role relationships for a user, you can revise the relationships. Role
relationships are revised by removing an assigned role or by changing the expiration date for an assigned role.
You can also exclude an assigned role from *ALL or add a role to *ALL that was previously excluded.

In addition, you might want to delegate one or more of the roles to another user if a particular user will be
unavailable. When you delegate the role relationship records, you can copy existing records to another user.
You cannot add role relationships to another user unless those roles are already assigned to you.
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See Also

PeopleSoft EnterpriseOne Tools 8.95 PeopleBook: Solution Explorer, “Using the Menu Design Mode,”
Applying Roles to a Task

Chapter 7, “Using Security Workbench,” page 61

Understanding Role-to-Role Relationships

You create lists of roles that are subsets of another role. For example, you might create an ADMIN role that
includes users with the greatest number of administrative responsibilities and the broadest access to applications
in EnterpriseOne. You might also create other roles that include individuals with limited administrative
responsibilities and access to fewer applications in EnterpriseOne. If you create a distribution list based on
roles, you might want to include on the list all roles with some level of administrative responsibility. Anyone
in a role that is part of the distribution list would receive messages sent to the ADMIN role.

You use the Work With Distribution Lists form to add or remove roles from the distribution list as needed.

Understanding the Role Chooser

After you have defined roles and created role relationships, users can sign in to EnterpriseOne by using the
Role Chooser if this feature is activated. At the EnterpriseOne sign-in form, the user enters a user ID and
password. The user must then enter a valid environment and role before entering EnterpriseOne.

User roles and assigned environments are dependent on each other. The user can select an environment, which
then determines what roles appear in the Role Chooser; or the user can select a role, which determines the
environments that appear in the Environment Chooser.

You can limit the freedom that a user has to select roles by disabling the Role Chooser. With the Role Chooser
disabled, the user must enter EnterpriseOne with all of the assigned roles active.

Note. Users can either select one role by using the Role Chooser or activate all roles by using *All

This table summarizes the scenarios that can occur when the user encounters the Environment and Role fields
at sign-in, and the behavior of EnterpriseOne in each scenario:

Sign-in Scenario EnterpriseOne Behavior
User enters values in both the Environment and The software validates the role against the environment. If the role
Role fields. is not valid for the chosen environment, the Environment Chooser

appears and the user must choose a valid environment for the role.

User enters a value only in the Role field. The Environment Chooser displays only the valid environments for
the chosen role.

User enters a value only the Environment field. The Role Chooser displays only the valid roles for the user and the
chosen environment.

User does not enter a value in either the The Role Chooser appears, containing only the valid roles for the
Environment field or the Role field. user and the default environment that is defined in the jde.ini file,
followed by the Environment Chooser, containing only the valid
environments for the chosen role.

If you do not enter an environment, the Role Chooser displays the
roles that are assigned to the default environment, which is defined
in the jde.ini file.
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Understanding Workstation Initialization File Parameters

At the EnterpriseOne sign-in, you can select one or more roles, depending on how many are assigned to you. If
you select *4LL, you enter EnterpriseOne in all of the assigned roles that are flagged as Include in *ALL. Two
parameters relate to roles in the workstation jde.ini file. These parameters are defined by the administrator
when EnterpriseOne is first configured, so you should not have to perform this task when performing routine
administrative tasks. This table shows the parameters, the .ini file section in which they are found, and the

default settings:

Jde.ini Parameter

Jde.ini Section

Default Setting

LASTROLE

[SIGNON]

*ALL

sign-in.

Defines the role that appears for the user at

Default Role

[DB SYSTEM SETTINGS]

*ALL

The LASTROLE parameter value defines the role that appears in the sign-in screen when EnterpriseOne

is launched.

Forms Used to Set Up Roles

Form Name

FormID

Navigation

Usage

Work With User / Role W0092D Systems Administration Locate and review existing

Profiles Tools (GH9011), User roles and access additional
Management, User Profiles | forms to add or revise roles.
(P0092).

User Profile Revisions WO0092A On the Work With User/Role | Create a role or revise
Profiles form, from the Form | information for an existing
menu, select Add Role. role.

Click the Roles Only option,
click Find, select a role, and
then click Select.

Work With Role Sequences | W0092L On Work With User/Role Define the sequence of roles.
Profiles, from the Form
menu, select Role Sequence.

User Environment Revisions| W0092C On Work With User/Role Add an environment to a
Profiles, select arole, and role.
then select Environments
from the Row menu.

Work With Role WO95921A On Work With User/Role Set up, revise, and remove

Relationships Profiles, select Role roles for a user.
Relationships from the
Form menu.

Role Revisions W95921C On Work With Role Enter dates on which you

Relationships, select a role
from the Available Roles
tree and click the left-arrow
button.

want the role to start and end
(optional). You can also
select an option to add the
role to the user’s *ALL
sign-in.
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Page Name Object Name Navigation Usage
Enable/Disable Role W95921E On Work With Role Enable user to choose role
Chooser Relationships, select Enable | from a list of all assigned

Role Chooser from the roles at sign-in.
Form menu.
Work with Distribution Lists | W95921A On Work With Role Create role-to-role

Relationships, select
Distribution Lists from the

relationships.

Form menu.
Work With Delegation W95921J On Work With Role Delegate role relationship
Relationships Relationships, select Roles records to other users.
Delegation from the Form
menu.
Add Roles to User W95921P On Work With Role Add roles to auser.

Relationships, from the Form
menu, select Add Roles
to User.

Add Users to Roles W95921Q On Work With Role
Relationships, from the Form
menu, select Add Users

to Roles.

Add users to arole
relationship record.

Copy User Roles W959210 On Work With Role
Relationships, complete the
User field and click Find.

Copy roles from one user to
another.

Click Copy.
Work With Language Role | W0092J On Work With User/Role View arole to which you
Descriptions Profiles, click the Roles Only | want to add a language

option. Select arole, and
from the Row menu, select
Role Description.

translation. Change a role
description.

Language Role Description | W0092I On Work With Language
Revisions Role Descriptions, click
Add.

Add or revise a description
of the language translation.

Creating and Modifying Roles
Access the Work With User/Role Profiles form.

1. Perform one of these operations:

» To create a new role, select Add Role from the Form menu.

» To modify an existing profile, click the Roles Only option; click Find and select a role in the detail

area; and then click Select.

Note. You cannot add a role by clicking the Add button on the toolbar of the Work With User/Role

Profiles form.

2. On the Role Revisions form, enter the name of the role, such as ACCOUNTING, and a description

in the Role field.
When you modify a role profile, this field displays the name of the role.
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3. In the Sequence Number field, enter a number to specify the sequence number of the role in relation to
other roles.

For a user assigned to more than one role, the sequence number determines which role is chosen when a
security conflict exists among the different roles.

4. Complete any of the remaining fields, as necessary, and click OK.

Migrating Roles

On a client machine, open the Batch Versions application in EnterpriseOne, and run these universal batch
engines (UBEs) to migrate generic roles into the environments.

Run the TC R89959211

Table Conversion (TC) R89959211 takes all of the current roles in the UGRP field in the Library Lists - User
table (F0092) and adds a Description record for them in the Anonymous User Access Table (F00926). Both
the role and description are populated with the group name (for example, OWTOOQOL). A sequence number is
added to the record in the F00926 table as well. This sequence number begins at 1500 and increments by 5
with each record that is written.

This TC has no processing options.

The performance of this TC is directly dependent upon the number of *GROUP records in the FO092 table. It
should finish quickly.

After processing, this TC produces no report. To verify that the table conversion completed, open the Universal
Table Browser (UTB) and check the F00926 table for some of the groups that are defined in the F0092 table.
For example, check the field USER for OWTOOL, the field ROLEDESC for OWTOOL, and the field SEQNO
for a sequence number that is greater than 1500.

Run the TC R8995921

TC R8995921 takes all of the current user profile records in the FO092 table and inserts a user/role relationship
record that is based on the F0092.USER and FO092.UGRP tables. The record that is added to the F95921 table
contains the user, role (formerly the group for this user in the FO092 table), and effective and expiration dates.
Some of these values are based upon the values in the processing options.

The recommended processing option values are:

» Final/Proof Modes

It is recommended that the TC be run in proof mode first. This mode inserts records to the F95921 table,
but it does not remove the group from the user’s profile. After the UBE is successfully run in proof mode,
check some of the records in the F95921 table to see if they were added successfully. You can re-run the TC
in final mode with the same processing options. A new record is not inserted for the user if the effective
date is the same as the previously run TC’s effective date, so you only remove the group data from the
F0092.UGRP field for that user.

» Effective Date

The start date of the role relationship. With current users (those in FO092 table), you want to use the

date that the TC is run. (When running in final mode, use the date that the TC was run in proof mode to
prevent the system from adding a new set of records into the F95921 table.) This field must not be modified
within the role relationship record later.

» Expiration Date
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The end date of the role relationship. If this date is left blank, the relationship never expires. With the
current users (those in the F0092 table), you should leave this blank so they do not expire from their
current group or role.

This field can be modified within the role relationship record later.
* Included In All

This flag indicates that the security of this role is applied when the user chooses to enter EnterpriseOne
under the role of *ALL. Use this flag if a user is being added to a sensitive role, such as Payroll or PVC.
This field can be modified within the role relationship record later.

The performance of this TC directly depends upon how many user records are in the FO092 table. It should
finish quickly.

This TC produces no report. To verify that the TC completed in proof mode, open the UTB and check
the F95921 table for some of the users who were defined in the FO092 table. See that their old group
(F0092.UGRP) is now their Role F95921. RLFRROLE. To verify that the TC has completed in final mode,
view the FO092 table through the UTB, and verify that no data is in the UGRP fields.

Sequence the Roles

Roles must be sequenced for security to work. The previous UBE and TCs sequence the roles, but probably
not in the desired order. Sequence the roles through the Sequence Roles menu option. This displays all of
the current roles in a parent/child tree. Expand the tree and view the current sequence number. You can
drag and drop these roles into the desired sequence. You must click the exit Set Sequence to commit the
roles sequence to the database.

Add Environments

Environments can be added to roles in the same way that they were previously added to groups. When a
user selects a particular role at sign-in, the environments that are associated with that role appear in the
Environment Selection List form. If the user selects *ALL environments, all of the environments that are
associated with all of the users roles which have been marked as "included in all" appear in the Environment
Selection List form. All environments are validated against the user’s pathcode.

Set up the JDE.INI/JAS.INI file

Open the jde.ini file and jas.ini file and verify these settings:

Note. You should not have to add or change these settings.

[SECURITY]

DefaultRole=*ALL

[REPLICATION]

DefaultRole=*ALL

[SIGNON]

LastRole=<Users Last Role>

This value is populated when a user signs into EnterpriseOne.
[DB_SYSTEM SETTINGS]

DefaultRole=*ALL

Server Executables
Run a PortTest.
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Set Up Security

Complete these Universal Batch Engines (UBEs) to set up user security.

Run the UBE R98OWPU

UBE R980OWPU performs a select distinct on the FOSOWSEC table to find all unique combinations of Proxy
(System) User and Data Source. After these records are found, the UBE inserts this record into the FOSOWPU
table. The record contains the Proxy User, Data Source, Password, and audit information.

Note. This UBE must be run locally because the business function resides only on the client machine.

This UBE has no processing options.

The performance of this UBE is directly dependant upon how many system users are associated with user
records in F98OWSEC table. It should finish quickly.

To verify that the UBE completed successfully, open the UTB and check the FO8OWPU table for some
of the system users that are in FOSOWSEC table.

If you want to change a system user password, you have to change it only once for each system user and not
for every record in the FOBOWSEC table that contains the system user.

Run the UBE R98OWUP (Optional)

UBE R98OWUP updates the current FOSOWSEC table records, based upon the processing options that you
select. This UBE can populate these new fields for current users, as their FOSOWSEC table records do not
contain values for these options:

» Password Change Frequency
* Allowed Sign-in Attempts

* Enable / Disable User

* Daily Password Change Limit

* Force Password Change
Set these procession options:

* Proof or Final
Indicates whether to run in proof or final mode. Proof mode does not commit records.
» Password Change Frequency

For a given user, this option determines the maximum number of days before the system requires a password
change.

» Allowed Attempts

The number of times that uses can unsuccessfully attempt to log on before their EnterpriseOne account
is disabled.

» Enable/Disable User
Indicates if the user’s account is enabled or disabled. A disabled account is not allowed into EnterpriseOne.

* Daily Password Change Limit
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The number of times that users can change their password in one day. Because the last ten passwords of a
user are stored in the BLOB, it is a security hole to allow users to change their password as many times
as they want. If users want to keep their current password, they can change it 11 times in one day so
that they are not back to the original.

* Force Immediate Password Change

This option requires users to immediately change their password. You might not want to set this option
for all users.

The performance of this UBE is directly dependant upon how many system users are associated with user
records in the FO8OWSEC table. It should finish quickly.

To verify that the UBE completed successfully, access the User Security application (P98OWSEC), and find a
user or role whose record should have changed. Verify that the values are correct.

Sequencing Roles

The Work With Role Sequences form contains all of the roles that you defined and enables you to assign a
sequence to each role. The sequence defines a hierarchy of roles and determines which role is active when a
security conflict exists among a user’s roles.

Access the Work With Role Sequences form.

1. Select a role from the tree structure and drag it to the point in the sequence that you want.
2. After you have set the order that you want, select Set Sequences from the Form menu and click Close.

If you decide you do not want to change the sequence, select Close Without Set from the Form menu
and click Close.

Adding an Environment to a Role

Use the Work With User/Role Profiles form to assign one or more environments to a role or to change an
existing environment for a role. When a user signs in to EnterpriseOne, the Environment Chooser and Role
Chooser present each user with a list of valid roles and environments.

Access the Work With User/Role Profiles form.
1. Select the Roles Only option and click Find.

Note. The Both Users and Roles option also enables you to perform the same task, although the Roles
Only option is the simplest way to add an environment.

2. Select a role from the detail area of the grid, and select Environments from the Row menu.

On the User Environment Revisions form, in the Display Seq. (display sequence) column, specify the
order in which the environments will be presented in the Environment Chooser at EnterpriseOne sign-in.

4. In the Environment column, click the search button to select an environment, and then click OK:

Note. If you want to change an existing environment for a role, enter a new value for the Environment
parameter and click OK.

Assigning Business Preferences to a Role
Access the Work With User/Role Profiles form.
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Click Find.
Select a role, and then click Select.
On the Role Revisions form, from the Form menu, select Bus Preferences.

On the Business Preferences form, click the search button in the Industry Code field to associate the role
with a specific industry, such as manufacturing.

In the Business Partner Code field, click the search button to associate the role with a specific business
partner.

In the Customer Code field, click the search button to associate the role with a specific customer.

Setting Up a Role Relationship

Access the Work With Role Relationships form.

L.

Complete the User field and click Find.
The system displays the user’s assigned roles and the available roles in separate tree controls.

Select a role from the Available Roles tree control and click the left arrow button to add it to the list of
assigned roles.

On the Role Revisions form, enter an effective date if you want an effective date that is different from
today’s date.

Today’s date is the default value for the Effective Date field. If you do not use the default value, enter a
date later than today’s date; otherwise the software returns an error message.

Enter an expiration date in the Expiration Date field, if one is needed.
The role will not expire if you do not complete the Expiration Date field.

Select the Include in ALL* option if you want the role to be one that the user can play if the user enters
EnterpriseOne playing all roles, and click OK.

If you do not select the Include in *ALL option, this role will not be part of the active roles when the user
enters EnterpriseOne using *4LL as his role at sign-in. To activate a role that is not included in *ALL,
the user must select that particular role when signing on to the system. The chosen role will be the only
active role during that session.

Enabling the Role Chooser

Access the Work With Role Relationships form.

1.
2.

From the Form menu, select Enable Role Chooser.

On Enable/Disable Role Chooser, select the Enable Roles to be picked option if you want the user to select
the new role from a list of all assigned roles at sign-in, and click OK.

If you do not select this option, the user must enter EnterpriseOne playing all assigned roles (*ALL).

Creating Role-to-Role Relationships
Access the Work With Role Relationships form.

1.
2.

From the Form menu, select Distribution Lists.

On the Work With Distribution Lists form, complete the Role field and click Find.
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3.

To add a role to the distribution list, select a role from the Available Roles tree control and click the
left-arrow button.

On Role Revisions, complete these fields and click OK:
* Effective date
Enter an effective date if you want the delegation to occur at a date other than the current date.
» Expiration date
* Include in *All

Select this option if you want the role to be one that the user can use if the user enters EnterpriseOne
playing all roles.

Select the *ALL option if you want the role to be one that the user can play if the user enters EnterpriseOne
playing all roles.

EnterpriseOne adds the role to the Assigned Roles tree control.

To remove a role from the distribution list, select a role from the Assigned Roles tree control and click
the right-arrow button.

Note. EnterpriseOne does not currently support multilevel roles.

Delegating Roles

Access the Work With Role Relationships form.

1.
2.

26

From the Form menu, select Roles Delegation.

On the Work With Delegation Relationships form, complete the Delegate field by entering the user
ID of the user being delegated to and click Find.

The roles of the user who is delegating appear in the Available Roles tree control. The roles of the user
who is being delegated to appear in the Assigned Roles tree control.

To delegate a role, select the role from the Available Roles tree control and click the left-arrow button.
Complete these fields and click OK:
» Effective date
Enter an effective date if you want the delegation to occur at a date other than the current date.
» Expiration date

Select the *ALL option if you want the role to be one that the user can play if the user enters EnterpriseOne
playing all roles.

EnterpriseOne adds the delegated role to the Assigned Roles tree control on the Work With Delegation
Relationships form.

Note. You can use the right-arrow button in the Work With Delegation Relationships form only to remove
a role that you delegated to another user. If you try to remove a role that you did not delegate to the user,
the software will display a dialog box notifying you that the action is invalid.
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Working with User and Role Profiles

Adding Roles to a User

The Add Roles to User form enables you to copy one or more role relationship records to a single user, which
is a particularly useful action if you want the user to play many roles. You can copy as many records as
you want at one time.

Access the Work With Role Relationships form.

1.
2.

From the Form menu, select Add Roles to User.
Complete the User ID field and click Find.
Select the roles that you want to add to the user and click Select.
Hold down the Control key to select more than one role to add.
On the Role Revisions form, complete these fields:
+ Effective Date
Enter a date if you want the effective date to be different from the current date.
» Expiration Date
* Include in *All

Select the *ALL option if you want the role to be one that the user can play if the user enters EnterpriseOne
playing all roles.

Click OK.

If you are adding more than one role relationship record, complete the Role Revisions form for each
record that you are adding.

Adding Users to a Role

Access the Work With Role Relationships form.

1.
2.
3.

Select Add Users to Roles from the Form menu.
Complete the Role field and click Find.
Select the users that you want to add to a role and click Select.
Hold down the Control key to select more than one user to add.
In the Role Revisions form, complete these fields:
 Effective Date
Enter a date if you want the effective date to be different from the current date.
 Expiration Date
¢ Include in *All

Select the *ALL option if you want the role to be one that the user can play if the user enters EnterpriseOne
playing all roles.

Click OK.

If you are adding more than user record, complete the Role Revisions form for each record you are adding.
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Copying User Roles

You can copy the role relationship records of one user to another from Role Relationships (P95921). You

can either copy and add the records, which means that EnterpriseOne adds the copied records to the user’s
existing records; or you can copy and replace the records, which means that the copied records replace the
user’s existing records.

Access the Work With Role Relationships form.
1. Complete the User field and click Find.
The user’s roles appear in the Assigned Roles tree control.
2. Click Copy.
3. On the Copy User Roles form, select one of these options:
* Copy and Add
* Copy and Replace
4. Complete the To User field to specify the user to whom you want the records copied.
5. Click OK.

Adding a Language Translation to a Role

Using the Language Role Description Revisions form, you can either set up the translation of any role that you
have defined, or you can change role descriptions for any language.

If you want to view the descriptions of any role in all the languages into which it is being translated, use
the Work With Language Role Description form.

Access the Work With User/Role Profiles form.
1. Select the Roles Only option.

Chapter 3

Note. The Both Users and Roles option also enables you to perform this task.

2. Select a role from the detail area of the grid and select Role Description from the Row menu.
To add a language to a role, click Add.

4. On the Language Role Description Revisions form, in the Role field, enter the name of the role to which
you want to add a language.

5. Inthe Language field, click the search button to select a language from the list of supported languages.
6. Enter a description of the role in the Role Description field, and then click OK.
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Employing Sign-in Security

This chapter provides an overview of sign-in security and discusses how to set up processing options for the

User Security program (P98OWSEC):

» Security table access.

» Password encryption.

» Security setup.

* Process flow for sign-in security.

+ Sign-in security for web users.

Understanding Sign-in Security

This section discusses:

* Sign-in security overview.

* Security table access.

» Password encryption.

* Sign-in security setup.

* Process flow for sign-in security.

* Sign-in security for web users.

Sign-In Security Overview

PeopleSoft EnterpriseOne security runs on a logic server in a dedicated internal process. You create a security
table on the data server that stores information, such as:

Value

Description

EnterpriseOne User

The user ID used to sign in to PeopleSoft EnterpriseOne.

EnterpriseOne Password

The user’s password, which the software validates when the user signs in
to PeopleSoft EnterpriseOne.

System User and System Password

The actual user and password used to connect to all database
management systems (DBMS). If the PeopleSoft EnterpriseOne
environment includes more than one DBMS, you can create different
system users and passwords for each data source.
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Value Description
Change Frequency The frequency of password changes required by the software.
Last Change The date that the password was last changed.

You must define a security record for each user either by group or by individual. It is recommended that you
map multiple users to the same system user. For example, each user can use the same system user that the
software uses to connect to PeopleSoft EnterpriseOne database management systems. By setting up the
security in this manner, you can simplify database administration of users and passwords.

You can also set up unified logon with PeopleSoft EnterpriseOne to simplify sign-in security. When you set up
unified logon, PeopleSoft EnterpriseOne uses Windows Authentication to verify security. This verification
enables sign-in security to use the network logon information that a user supplies when logging on to Windows;
PeopleSoft EnterpriseOne does not require the user to enter another user ID and password when signing in.

See Chapter 5, “Setting Up User Security,” Managing Unified Logon, page 56.

Security Table Access

If you keep the system user and password secure, no users have direct access to the Security table
(F98OWSEC). The exception to this situation is for system administrators who maintain the security
information. The PeopleSoft EnterpriseOne security server has access to the F980WSEC table through JDENet.

You must perform all of the validation and changes of PeopleSoft EnterpriseOne passwords through a JDENet
message to the enterprise server with the FOSOWSEC table. Upon validating a PeopleSoft EnterpriseOne
password, the JdeNet message returns the system user and password that you enter. These words are encrypted
across the network. Internally, this system password is used for all connections to databases.

Using the database management system, you should place database security on the FO80WSEC table. You
should also assign PeopleSoft EnterpriseOne object security to the FO80WSEC table so that users cannot
access the object except to enter User Password Revisions.

See Also

Chapter 5, “Setting Up User Security,” page 41

Password Encryption
You can enter the initial sign-in password for each user in these ways:

* Type it manually.
* Use a default password established through the sign-in security processing options.

* Have PeopleSoft EnterpriseOne enter it automatically because the user has an existing security record.

When typing a password manually or when using the processing option default password, you cannot see

the password for a new user because you are typing it in. When you revise this record, however, the system
encrypts the password so that all you see are asterisks. The number of asterisks does not represent the number
of characters in the password. The user security application does not know what the password is. The
application is given a flag that indicates that a password was entered. The system stores the actual password on
the security server within a binary object in the FOBOWSEC table. The system accesses the binary object when
the user security application requests a change or inquiry.
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Sign-In Security Setup

Employing Sign-in Security

This checklist is an overview of the steps that are required to set up sign-in security:

Determine location of the FOBOWSEC
table.

Ensure that the FOSOWSEC table is located in the system data source on
the enterprise server, and ensure that the table is mapped to the correct data
source through the Object Configuration Manager.

If your system data source resides on the enterprise server, the FO80WSEC
table should reside in the system data source. However, if the system

data source is located on the deployment server (or other servers), the
F980WSEC table should be moved to the server map data source for the
enterprise server.

If you have more than one logic server, you should use only one as the
security server.

Set database security on the FOSOWSEC
table.

From within the DBMS, place database security on this table to prevent a
user from accessing the object, except to enter passwords through User
Password Revisions.

Place security on the logic server’s jde.ini
file.

The DBMS user ID and password to the Sign On Security table are stored in
this file.

Create security records for individual
users.

Assign these:

» Data source

* System user

» System password

* EnterpriseOne password

» User Status

* Allowed number of invalid sign-on attempts (optional)

» Change frequency (optional)

Note. If you intend to use a unified logon, every user in the PeopleSoft
EnterpriseOne security database requires a unique user ID.

Verify and modify the jde.ini file on the
PeopleSoft EnterpriseOne logic server for
the platform environment.

If you use a unified logon, you need to change the settings for a
unified logon in the [SECURITY] section as well as in the PeopleSoft
EnterpriseOne [SECURITY] settings.

Set up a unified logon server.

If you use a unified logon with the PeopleSoft EnterpriseOne security, set
up a unified logon server for each instance of PeopleSoft EnterpriseOne on
each server. For example, if you have an NT server with multiple releases
of PeopleSoft EnterpriseOne, you need a unified logon server for each
release on the server.

The unified logon server differentiates instances of PeopleSoft
EnterpriseOne based on the port numbers for these instances. For example,
if the port number for PeopleSoft EnterpriseOne is 6104, the port number
for the associated unified logon server is 6104. Other instances and unified
logon servers use different port numbers.
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Verify and modify jde.ini file. Verify and modify the jde.ini file that will be deployed to the server’s
workstation installations.

Set up sign-in security. Require sign-in security for all machines.

Process Flow for Sign-in Security

PeopleSoft EnterpriseOne provides sign-in security with an architecture that is designed to provide user
security for PeopleSoft EnterpriseOne and the logically attached database management systems. The security
architecture prevents you from viewing the database or system password, and therefore, bypassing PeopleSoft
EnterpriseOne applications to view and change data.

This text explains the process flow for standard sign-in security:

» Workstations sign in to PeopleSoft EnterpriseOne by using their user ID and password.

These workstations can be networked or standalone workstations, laptop computers, or other PeopleSoft
EnterpriseOne hosts.

If you enter a valid user ID and password, as validated against the local workstation installation, the start-up
process continues.

* As the software starts up, it tries to detect an operational network environment.

If a network is not detected, the software allows local operation in a store-and-forward mode. Because
the workstation or laptop computer is not connected to a network or an enterprise server, no validation
can be performed against the FOSOWSEC table. Therefore, security is limited to that provided by the
local workstation or laptop installation.

If a network is detected, the software encrypts the password information and sends it over the network to
the PeopleSoft EnterpriseOne enterprise server.

The enterprise server checks the incoming validation request against a table of valid users and passwords.
If the user ID and password information are valid, the software accepts the sign-in values and returns the
system ID and password to the logically attached database servers. This information is also encrypted on the
enterprise server prior to broadcast on the network.

This graphic displays a process flow model for standard sign-in security:
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Process flow model for standard PeopleSoft EnterpriseOne sign-in security

The process flow for sign-in security with a unified logon is as follows:

* A user starts up PeopleSoft EnterpriseOne on a workstation.

* PeopleSoft EnterpriseOne verifies that the unified logon is active and then sends an authentication request to
the unified logon server, based on the domain user ID.
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Note. The unified logon server is not a physical server. It is a device that verifies sign-in security against the
domain sign-in security maintained by Windows.

During jdesnet initialization, jdesnet activates the unified logon server thread. The unified logon server
ends automatically when jdesnet ends.

The unified logon server searches its user list for an entry that matches the domain user ID. When the server
finds a match, the server sends a validation request to the enterprise server.

The enterprise server verifies that the response from the unified logon server matches the security
information in the F980WSEC table.

If the security information from the user list on the unified logon server matches the security information in
the FOSOWSEC table on the enterprise server, the start-up process continues.

The first time that a user signs in to PeopleSoft EnterpriseOne with the unified logon, the Environment
Selection appears.

The user must enter an environment in the Environment field. Select the option to set the environment as the
default, and avoid the Environment Selection form on subsequent sign-in attempts.

This illustration displays the process flow for unified logon:
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ShowUnifiedLogon Setting

The ShowUnifiedLogon setting in the [SECURITY] section of the jde.ini file allows users to reset whether the
Environment Selection form appears at sign-in. This feature allows users to change the environment later.
This table describes the jde.ini file setting for the [SECURITY] section:

Value Description

0 A value of 0 for ShowUnifiedLogon disables the Environment Selection form.
When you click the option on the Environment Selection form to set a default
environment, you set this value to 0.

1 A value of 1 for ShowUnifiedLogon enables the Environment Selection form.
When a user signs in to PeopleSoft EnterpriseOne, the Environment Selection form
appears and allows the user to choose an environment. This setting is the default
for ShowUnifiedLogon.

Sign-in Security for Web Users

The PeopleSoft EnterpriseOne security server and the FOSOWSEC table authenticate Java/HTML, Portal, and
Interoperability users who sign in to PeopleSoft EnterpriseOne across the internet to the JAS security server.
The JAS security server acts as an interface between the web user’s client workstation and the security server.

When web users sign in, disconnect, or make a password change, the JAS server sends the request using
a JDENET message to the security server, which, in turn, accesses the FOBOWSEC table. The security
server then returns the authentication through a JDENET message to the JAS security server. If the user is
authenticated, the security info is cached to the JAS security server.

The JAS security server acts as an intermediary between the Java/HTML, Portal, and Interoperability client
and the security server.

This graphic displays a process flow for sign-in security with unified logon for web users:
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Sign-in security with unified logon for web users

As the security intermediary, the JAS security server handles this tasks:

Connecting to the PeopleSoft EnterpriseOne security server for user security authentication and password
when a web user signs in.

Switching to a secondary PeopleSoft EnterpriseOne security server when the primary server is down,
provided the correct jas.ini settings are defined.

Notifying Java/HTML, Portal, and Interoperability client workstations when a user password has expired.
If an Interoperability user’s password has expired, sign-in fails without notification of the cause.

Sending error message to user log after the web user has attempted unsuccessfully to sign in x number of
times to PeopleSoft EnterpriseOne, where x is the number of sign-in attempts defined in the FOSOWSEC
table.

Allowing Java/HTML and Portal users to change name and password.

Encrypting JDENET messages sent between the JAS security server and the PeopleSoft EnterpriseOne
security server.

Keeping a valid user session open until the user signs off or the session expires.

To the web user, sign-in and sign-out function the same as they do to a user on Windows, UNIX, or iSeries
platforms.
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To set up security for web users through the PeopleSoft EnterpriseOne security server, add these parameters to
those that already exist in the jas.ini file:

[SECURITY] Parameter in
jas.ini File

Parameter Value

NumServers

Total number of PeopleSoft EnterpriseOne security servers that are available to
web users signing on to the system. If this parameter is missing, the default value
is 1 and the primary security server handles the sign-in.

SecurityServer

Name of the primary security server.

SecurityServerN

Name of the secondary security server. The value of N is 1 for the first secondary
server, 2 for the second, and so on. Assign values to this parameter if you want
sign-in to switch to a secondary server if users cannot sign in to the primary
server.

UserLogonCookie=

If the value is TRUE, the user can save signon information (username, password,
and environment) in an encrypted cookie on the workstation and does not have
to type the information in for subsequent sign-ins. If the value is FALSE, the
feature is disabled.

#CookieLifeTime unit

Unit of time used to measure a cookie’s lifetime. For example, the parameter
value day means that the cookie’s lifetime is measured in days.

Cookie LifeTime

Amount of time before a cookie expires. The unit of measure is defined by the
#CookieLifeTime unit parameter value. If that value is day and the value of the
Cookie LifeTime parameter is 7, the cookie expires in seven days.

If you define one primary server and two secondary servers, the jas.ini file [SECURITY] settings look like

this example:

NumServers=3
SecurityServer=JDED
SecurityServerl=JDEC

SecurityServer2=corowhp?2

UserLogonCookie=TRUE

#CookieLifeTime unit is day

CookieLifeTime=7

If you define one or more secondary servers, sign-in fails over to the secondary server if the primary server is
down. If both the primary PeopleSoft EnterpriseOne security server and a secondary server as defined in the
jas.ini file fail, the JAS server fails the user sign-in.

If you do not define a server number or any secondary servers, the jas.ini [SECURITY] settings look like

this example:
[SECURITY]
SecurityServer=JDED
UseLogonCookie=TRUE

CookieLifeTime unit is day

CookieLifeTime=7

38
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Setting Processing Options for P9SOWSEC

The User Security program (P98OWSEC) has processing options that you can use to set a default password
when creating user security for users or roles, and to set a default change frequency for the password:

Default

Although processing options are set up during PeopleSoft EnterpriseOne implementation, you can change
processing options each time that you run a program.

1. Enter a ’1’ to default the
User ID into the password
field.

2. Enter in the default
Change Frequency.

3. Enter the number of
sign-on attempts a user
is given prior to being
disabled.

4. Enter if a new user is to
default to as enabled or
disabled.

5. Enter a ’1’ to force
immediate password
change of new users.

Password

Although processing options are set up during PeopleSoft EnterpriseOne implementation, you can change
processing options each time you run a program.

1. Enter the daily password If this field is O or is left blank, there will be no limit on daily password
change limit that will be changes.

applied to all users when

attempting to change a

password.

2. Enter the minimum If this field is O or is left blank, the password will not be checked for a
password length that is to minimum length.

be used when users attempt

to change a password.

3. Enter the minimum If this field is 0 or is left blank, the password will not be checked for characters.
number of character that

must be used within a

password.

4. Enter the minimum If this field is O or is left blank, the password will not be checked for numerics.
number of numerics that

must be used within a

password.
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5. Enter the maximum
number of consecutive
characters that can be used
in a password.

6. Enter the minimum
number of special
characters that must be
within a password.

40

Chapter 4

If this field is O or is left blank, the password will not be checked for
consecutive characters.

If this field is O or is left blank, the password will not be checked for special
characters.
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Setting Up User Security

This chapter provides an overview of user security and discusses how to:

+ Create and revise user security.

* Review security history.

* Manage data sources for user security.

* Enable and synchronize security settings.
* Run a Security Analyzer report.

* Manage unified logon.

Understanding User Security

Use the EnterpriseOne Security application (P9S8OWSEC) to create, test, and change user security for
PeopleSoft EnterpriseOne and the logically attached database management systems. The security architecture
prevents you from viewing the database or system password and from bypassing PeopleSoft EnterpriseOne
applications to view and change data. PeopleSoft EnterpriseOne uses an encryption algorithm to ensure

that applications other than PeopleSoft EnterpriseOne security cannot access passwords transmitted across
the network.

You can also set up a unified logon server for an PeopleSoft EnterpriseOne server. The unified logon server
enables PeopleSoft EnterpriseOne to use the domain logon information to determine user security. In a
PeopleSoft EnterpriseOne unified logon scenario, a user needs to enter a user ID and a password only

at network logon.

Creating and Revising User Security

This section provides an overview of user security, lists prerequisites, and discusses how to:

* Create user security.

+ Copy user security.

» Revise user and role security.
» Revise all user security.

* Change a sign-in password.

* Require sign-in security.
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Understanding How to Create and Revise User Security

A user profile must already exist for a user before you can create user security records for that user. You
can create security records one at a time for each of the users, you can set security for a role, or you can
set security for all users.

The P98OWSEC application provides a copy function to simplify the creation of security records for individual
users. Typically, users within a specific role use similar security information. We recommend that you create a
model user with security information that you can copy to create other users because

Note. When you copy security records to a user, security records must not already exist for that user. If you try
to copy user security to a user with existing user security records, you will receive an error message.

You should keep user security simple. Managing PeopleSoft EnterpriseOne user IDs and system (database)
user IDs can become complicated quickly. 