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Audience

Preface

This preface provides information on the following topics:
= Audience

= Documentation Accessibility

= Related Documents

s Conventions

This document is intended for users who are new to Oracle Web Services Manager
who want to come up to speed quickly and learn the basic features of the product.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible, with good usability, to the disabled community. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at

http://www.oracle.com/accessibility/

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.



TTY Access to Oracle Support Services

Oracle provides dedicated Text Telephone (TTY) access to Oracle Support Services
within the United States of America 24 hours a day, seven days a week. For TTY
support, call 800.446.2398.

Related Documents

For more information, see the following documents in the Oracle Web Services
Manager10g (10.1.3.1.0) documentation set:

»  Oracle Web Services Manager Extensibility Guide
»  Oracle Web Services Manager Administrator’s Guide
»  Oracle Web Services Manager Deployment Guide

»  Oracle Web Services Manager Installation Guide

Conventions

vi

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

File Path Locations

When describing the location of files in this book, the UNIX convention of using a
forward slash (/) to denote directories, is used. For example:

ORACLE_HOME/owsm/config/gateway/gateway-config-installer.properties file

If you are using Oracle Web Services Manager on a Windows operating system,
replace the forward slashes with back slashes (\). For example:

ORACLE_HOME\owsm\config\gateway \ gateway-config-installer.properties file
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Installing Oracle Web Services Manager

The Oracle Web Services Manager Quick Start Guide can be used with Oracle Web
Services Manager either as a standalone installation or as part of a basic installation of
Oracle Application Server 10g Release 3 (10.1.3.1.0).

This chapter provides basic installation procedures for installing Oracle Web Services
Manager as part of a basic installation of Oracle Application Server 10g Release 3
(10.1.3.1.0). If you are installing Oracle Web Services Manager as a standalone product,
refer to Oracle Web Services Manager Installation Guide for installation instructions.

Before You Begin

Before you begin installing Oracle Web Services Manager, ensure that you have read
both Chapter 2, "Requirements" and Chapter 3, "Things You Should Know Before
Starting the Installation" in the installation guide for your platform (Oracle Application
Server Installation Guide for Microsoft Windows or Oracle Application Server Installation
Guide for Linux x86). These chapters contain important information with which you
must be familiar before you begin the installation so you can avoid potential problems
during the installation.

Starting the Oracle Universal Installer

Follow the instructions for starting the Oracle Universal Installer for your platform.

Starting the Oracle Universal Installer on Windows
1. Log in to the computer as a user who is a member of the Windows Administrators
group.
2. Insert the disk.

s CD-ROM users: Insert Oracle Application Server Disk 1 into the CD-ROM
drive.

= DVD-ROM users: Insert Oracle Application Server DVD-ROM into the
DVD-ROM drive.

3. If your computer supports the auto-run feature the installer launches
automatically.

If your computer does not support the auto run features, you have to start up the
installer manually:

s CD-ROM users: Double-click setup.exe.
= DVD-ROM users: Double-click setup.exe in the application_server directory.

Installing Oracle Web Services Manager 1-1



Installation Steps

This launches Oracle Universal Installer, through which you install Oracle Application
Server.

Starting the Oracle Universal Installer on Linux

1.

If your computer does not mount CD-ROMs or DVDs automatically, you need to
set the mount point manually. See "Setting the Mount Point for the CD-ROM or
DVD-ROM" in Oracle Application Server Installation Guide for Linux x86 for details.

Log in as the oracle user.
CD-ROM users: Insert Oracle Application Server Disk 1 into the CD-ROM drive.

DVD-ROM users: Insert the Oracle Application Server DVD-ROM into the
DVD-ROM drive.

Run the Oracle Universal Installer using the command shown after the notes:

Notes:

= Be sure you are not logged in as the root user when you start
the Oracle Universal Installer. The installer gives an error
message if you try to run it as the root user.

= Do not start the installation inside the mount_point directory.
If you do, then you may not be able to eject the installation
disk. The cd command below changes your current directory to
your home directory.

CD-ROM:

prompt> cd
prompt> mount_point/10.1.3diskl/runInstaller

DVD-ROM:

prompt> cd
prompt> mount_point/application_ server/runInstaller

This launches Oracle Universal Installer, through which you install Oracle Application
Server.

Installation Steps

To install Oracle Web Services Manager as part of the Oracle Application Server
installation, perform the following steps:

1.

Start Oracle Universal Installer.
For more information, refer to "Starting the Oracle Universal Installer" on page 1-1.
Oracle Application Server SOA Suite 10.1.3.1.0 Installation Screen (Figure 1-1.)

Installation Directory: Enter the directory where you want install Oracle
Application Server.

Select Basic Installation Mode.

AS Instance Name: The instance name identifies this Oracle Application Server
instance. If you have more than one Oracle Application Server instance on the
same host, the instances must have unique names.
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Installation Steps

AS Administration Username: The administration username for Oracle
Application Server instances is set to oc4jadmin and cannot be changed. To
manage Oracle Application Server instances using Oracle Enterprise Manager 10g,
log in as the oc4jadmin user.

AS Administration Password and Confirm Password: Enter the password for the
oc4jadmin user.

Database Type: An Oracle Olite Database is installed with the basic installation. If
you want to use another Oracle database, you must perform an advanced
installation.

Click Install.
Figure 1-1 Oracle Application Server 10g 10.1.3.1.0 Installation Screen
[ﬂ UraciestpplicatipmsenvensUasiies RS SN tallation J _J@

Oracle Application Server SOA Suite 10.1.3.1.0 Installation

Specify the installation directory and installation mode to use.

Installation Dirgctory |C:1pr0ducn1u.1.3.110racIeAS_1 Erowse. ..
® Basic Install
Installs JZ2EE server and the S0A Suite of applications including BPEL, ESE and OWWSh.
AS Instance Name W
AS Administrator Username : acdjadmin
AS Administrator Password ,r Confirm Passward ; ,r
Database Type : QOracle Olite

T Advanced Install

Provides options for different types of install, custom port selection, renaming OC4J instance name, RAC
databases and maore.

Help | Back || et Cancel
ORACLE'

3. Oracle Universal Installer: Install Screen (Figure 1-2).

This screen shows the progress of installation.
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Installation Steps

Figure 1-2 Oracle Universal Installer: Install Screen

IE racielymyversall nsiallersy nsiall

Install

~ Copying files for "BPEL Process Manager 10.1.3.1.0"
Setup pending...

RICH Fersisience Uptions

Configuration pending...

copying 'bpelizamplesitisissyncloanServicesStarLoanUl ogout jsp'

A 30%

You can find & log of this install session at:
C:Program Files'Oraclelinventorylogziinstall&ctions2006-07-14_10-54-09.40 log

Help ) InstalledEroducts...:j Back } Pt ) Install ) Qancel:j

ORACLE’ ]

4. Oracle Universal Installer: Configuration Assistants Screen (Figure 1-3).

This screen shows the progress of the configuration assistants.

Figure 1-3 Oracle Universal Installer: Configuration Assistants Screen

- B[]

el B vereall Etallere EONTIEUTat DONASEIEIanis:

Configuration Assistants

The fallowing configuration assistants will configure and start the components you selected earlier.

| Status

Succeeded

| Tool Mame | Type

[T Oracle Application Server Configuration Assistant

B| Oracle ADF Configuratior

Qptional

Recommended

[ Oracle ESBE Configuration Assistant Fending... Recommended
[ COracle BPEL Process Manager Configuration Assistant Pending... Recommended
Oracle Weh Services Manager Configuration Assistant Pending... Recommended

7 Oracle Process Managerment and Motification Configur: Pending... Recommended

¥

Details (see full log at CAProgram Files\QraclednventordlogsinstallActions2006-07-14_10-54-09AM. log):

06/07514 11:35:11 Motification ===Application Deplover for datatags COMPLETES. Operation time: 5109
msecs

Help ) Install

| oRrACLE' ” |

5. Oracle Universal Installer: End of Installation Screen (Figure 1-4).

Installed Eroducts... _:: Cancel

This screen tells you whether or not your installation was successful, and provides
links to various documentation, such as the product release notes and installation
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What Do | Do Next?

log, as well as links to various Oracle Application Server pages such as the
Welcome Page or Application Server Control Console.

Figure 1-4 Oracle Universal Installer: End of Installation Screen

E Uracleiimversallinstallers End ofiinstallation) Lj _]a1

End of Installation

The installation of Oracle Application Server SOA Suite was successful.

Please remember...
The installation of Oracle Application Server 10g 10.1.3.1 .0 was successful.

These instructions are located in Chproducti10.1.3.180racleAS_Thinstallweadme bt
for your future reference.

YOU can view the status of the server with the following command:
Chproducti10.1.3.180racledS_ Tapmmbintopmnct! status
AcCcess the Oracle Enterprise Manager 10g Application Server WWelcome Page via

the following UREL:
http:#khwang-pe.us.oracle.com: 8588

Access the Oracle Enterprise Manager 10g Application Server Control via the

Help )I InstalledEroducts...)l Back | | Install | Exit
ACLE’

What Do | Do Next?

Now that you have successfully installed Oracle Web Services Manager, continue with
Chapter 2, "Using Oracle Web Services Manager to Secure Your Web Services".
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Using Oracle Web Services Manager to

Secure Your Web Services

In this tutorial, you will perform the following tasks:

1.

© ® N o a » 0 DN

Log in to Web Services Manager Control

Register a gateway.

Register a Web service to the gateway.

Add policies to the gateway that will authenticate users.
Create the file used to authenticate users.

View the WSDL for the Web service.

Test whether the policy step is authenticating users.
Add an authorization policy that verifies users’ access.

Edit the sample authorization file.

10. Test whether the policy step is authorizing users.

Before You Begin

Make a backup copy of the Oracle Web Services Manager Database before you begin
this tutorial. The database file (orawsm.odb) is located in the following directory:

$ORACLE_HOME/10.1.3.1/owsm/Mobile/Sdk/OLDB40

The instructions in this tutorial assume that you are starting with a new installation of
Oracle Web Services Manager. If you run into an error or you want to start the tutorial
again, copy the backup copy of the database file into the directory shown above.

Log In to Web Services Manager Control

1.

Open a Web browser, and enter the following URL:
http:/ /fully_qualified_host_name:http_port

Note: If you are logging in to a standalone version of Oracle Web
Services Manager, skip to step 3 now.

The Welcome to Oracle SOA Suite (10.1.3.1.0) page appears (Figure 2-1).
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Log In to Web Services Manager Control

Figure 2-1 Welcome to Oracle SOA Suite (10.1.3.1.0) Page

A Oracle Application Server 10g Release 3 (10.1.3.1.0) - Welcome - Microsoft Internet Exploren

Fle Edit View Favortes Toos Help w
Qe - © \ﬂ @ ;] /.-]SEarEh S;“E’Favw\tes 2] - -LJE S8
address | ] hitp flasata-pe.us.oracle. com:B888] v Be ks *

ORACLE' SOA Suite

Welcome to Oracle SOA Suite (10.1.3.1.0)

Overview
Manage Your SOA Suite

= Oracle SOA Suite is a complete set of e METEETE ks o @

service infrastructure components for

—  creating, deploying, and managing SOA Suite
Service Oriented Architectures. Oracle SOA BPEL Control
Suite enables services to be created, L=

managed, and orchestrated into
composite applications and business
processes _:.,E W¥eb Services Manager Control

l: ESB Caoniral

= Oracle SOA Suite consists of: I'- Application Server Control

Oracle BPEL Process Manager
Oracle Enterprize Sewvice Bus
(ESB)

Oracle Web Serices Manager
(OWYSM)

Oracle Business Rules

Oracle Application Server
Senice Registry

Oracle JDeveloper

Oracle Application Server

Learn About SOA Build Sample SOA Applications
Learn Qracle SOA Suite fundamentals by reading technical Try building your first S0A Application by running a
fuide fuickstart tutorial
« Oracle S0A Quick Start « Oracle S0A Quickstart Tutarial
e Oracle BPEL Process Manager Quick Start Guide » BPEL Quickstart Tutarial .
&) & Lacal intranet

2. In the Manage Your SOA Suite box, click the Web Services Manager Control link.

3. Inthe Log In page, log in as oc4jadmin and use the password you supplied during
the installation. Click Login. (Figure 2-2)

Note: If you are logging in to a standalone version of Oracle WSM,
the log in page looks slightly different. Log in as the Oracle Web
Services Manager Administrator. By default the user name is admin
and the password is oracle.
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Log In to Web Services Manager Control

Figure 2-2 Log In Page

Java 550 Login - Microsoft Internet Explorer

File Edt Wiew Favorites Tools Help

\_) J @ @ \’:j ,':) Search '\;\\'J( Favorites v@ ng :; E J ﬂ 'ﬁ

: Address @ http: fflasata-pe.us. aracle, com: 85588/jss0/550Login?appurl=http: 3A%:2F % 2Flasato-pc.us. oracle.com: 348585 % 2Fccar V‘ Go flinks ¥

Enter your single sign-on usernarme and password.

Username: |0c4jadmin |

Pasgword: |--..... |

Log

Canc

The next page you see is the Web Services Manager Control page (Figure 2-3).

Figure 2-3 Web Services Manager Control Page

22 Oracle Web Services Manager - Microsoft Internet Explorern

File Edt View Favorites Tools Help F7
Qe - O E @ N pSaarch ‘i\\?Favnmtes & D/’z' :; -8 S
clress | ] hitp:flasato-pe,us.oracke. com: 8888 ccorefindex. fsp VB ks 2

ORACLE Enterprise Manager 10g . ¢ oedindmi
Weh Services Manager Control ogout ocdjadmin

5
& policy Management Palicy Management > Manage Folicies

Enforcement Points Help

List of Components: Add New Component

No preregistered components exist.
Click on “Add New Component” button if you would like to add a new Component.

perational Management

&) Done % Local intranet
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Register Your Gateway

Register Your Gateway

In Oracle Web Services Manager, you can create gateway components, server agent
components, and client agent components to protect your Web services. In this quick
start tutorial, you will be creating and registering an Oracle WSM Gateway.

1. Click Add New Component (Figure 2-4).

Figure 2-4 Adding a New Component

Policy Management = Manage Policies
Enforcement Points Help

List of Components: Add Mew Component |

Mo preregistered components exist.
Click on "Add New Component™ button if you would like to add a new Component.

Note: If you do not see the Add New Component button, click
Policy Management, then click Manage Policies from the navigation
pane on the left side to return to the correct page (Figure 2-5).

Figure 2-5 Navigating to the Manage Policies Page

2 Oracle Web Services Manager - Microsoft Internet Explorer

: File Edit Wiew Favorites Tools Help
eBack @ \_’J |ﬂ @ L;j pSear:h ‘?:n: Favorites @ D/Z—E' :;, < ._J ﬁ ﬁ

! Address ‘@ httpi/flasato-pc.us.oracle, com: 8885/ ccorefindex. jsp

.

Go  ilnks ¥

ORACLE Enterprise Manager 10g . i
Web Services Manager Control ogout oc4jadmin

Policy Management > Manage Policies

Enforcement Points Help

Manage Policies%
Register Service
Pipeline Templates

List of Components: Add Mew Component

. MNo preregistered components exist.
Operational Managem Click on “Add New Component” button if you would like to add a new Component.

!Q Local intranet

€l

2. Inthe Add New Component page, enter the following:
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Register Your Gateway

s Component Name — Enter: MyGateway
s Component Type — Accept the default value: Gateway
= Container Type — Accept the default value: Oracle Web Services Manager

= Component URL - Enter the following: http:/ /fully_qualified_host_name:http_
port/gateway

where fully_qualified_host_name is the URL for Oracle Web Services Manager,
and http_port is the port on which Oracle Web Services Manager is hosted.

Tip: Check the URL in your browser that you use to access the Web
Services Manager Control. Replace "ccore" with "gateway." For
example, change the URL:

http:/ /marcc-pc.us.oracle.com:8888/ccore

to the following URL:

http:/ /marcc-pc.us.oracle.com:8888/gateway
Enter this URL in the Component URL field.

s Component Groups — Accept the default values for the component groups.

See Figure 2-6 for an example of the Add New Component page.
Figure 2-6 Add New Component Page

Policy Managerment = Manage Policies = Add Mew Component

Enforcement Points Help
Add New Component:

Basic Parameters

Component Mame (*): MyGateway
Component Type (*): Gateway A
Container Type (*): Oracle Web Services Manager |¥
Component URL {*}: http:/flasato-pous. oracle.com: 8888/ gataway
Component Groups:
Modify priviteges Add Groups with Modify privileges
sul-grp cal-grp
dai-grp ca2-grp
<+ Add
View privileges Remove == Add Groups with View privileges

csi-grp
csZ-grp

3. Click Register.

The following message confirms that you have successfully registered the gateway
(Figure 2-7).
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Figure 2-7 Message Confirming Successful Component Registration

Enforcement Points

Component is added successfully. Id of the new Component is "CO003001".

ok

4. Click Ok.

The gateway now appears in the List of Components (Figure 2-8).
Figure 2-8 Gateway Component in the List of Components Page

Policy Management = Manage Policies

Enforcement Points Help

List of Components: Add New Component
Id Mame Type Details Edit Delete Policies Steps
0003001 MyGateway Gateway Q. & ) Policies Steps

Register a Web Service to Your Gateway

In this tutorial, you will register the Time Service Web service to the gateway that you
just created. (There is more information about Time Service at the end of this
procedure.) By doing so, you are associating the gateway with the Web service that it
will protect.

1. From the navigation pane of Web Services Manager Control, click Policy
Management, then click Register Services (Figure 2-9).
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Figure 2-9 Web Service Manager Control Navigation Pane

Manage Policies
Register Services
Pipeline Ternplates

In the List of Gateways page (Figure 2-10), you see the gateway you just created.
The Gateway Name is the name you assigned the gateway when you registered it,
and the Gateway Id is the component Id that Oracle Web Services Manager
assigned to the gateway.

Figure 2-10 MyGateway in the List of Gateways Page

23 Oracle Web Services Manager - Microsoft Internet Exploren

File Edit View Favorites Tools  Help

Q- Q HMEAG ) search e Favores ) - :; TR o g 3

cress | ] htp:flasato-pe, us.oracke. com: 8888 ccorefindex. fsp v B ks 2
ORACLE Enterprise Manager 10g | t oedindmi
Web Services Manager Control (R Gl Ll

A

. Policy Management = Register Services
Manage Palicies Gateways Help
List of Gateways
Fipeline Termplates
[ Gateway Id [ Gateway Name: | services |
| Cooo3001 | MyGateway | services
= Administration
& Erd of Installation Ino.tt - Notepad

2. Click the Services link.
3. Click Add New Service.

Note, in the List of Services page, there are currently no services registered to this
gateway (Figure 2-11).
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Figure 2-11 List of Services Page for MyGateway

2 Oracle Web Services Manager - Microsoft Internet Explorer ‘ZHE'E‘
File Edt View Favorites Tools Help T

Qe - © E @ ) /._U Search S::\?Favw\tes [ 2] [f{v ; LA 3

address @ http:flasato-pe.us.oracke. com: G886/ ceore/index. jsp B ks »

ORACLE Enterprise Manager 10g
Wehb Services Manager Control

logout oc4jadmin

Palic > Reqister Services > List of Services

Manage Policies Gateways Help

o List of Services: MyGateway Import Services | Add New Service |
Pipeline Templates

Service Id Service Name Version Description | View Details Deactivate service Edit |

5
&Oparﬂtiunﬂl Management

* Administration

&] Done %4 Local intranet

4. Click Add New Service.
5. In the Add New Service page, enter the following service details:
= Service Name — TimeService
Note: There is no space between Time and Service. This will be explained later.
= Service Version — 1.0
= Service Description — Gives the time of day.

s WSDL URL - http:/ /fully_qualified_host_name:http_
port/ccore/ TimeService.wsdl

where fully_qualified_host_name is the URL for Oracle Web Services Manager,
and http_port is the port on which Oracle Web Services Manager is hosted.

Note: Itis important that the URL and the port you assign here
match the URL and port you specified when you registered your
gateway.

= Service Protocol — Accept the default, HTTP(S).
= Service Groups — Accept the defaults.

Figure 2-12 is an example of the Add New Service page with the service details
entered.
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Figure 2-12 Add New Service Page

= Register Services = List of Services = Add New Service

Help

MyGateway Step 1 of 2

Service Details

Service Mame (*): |TimeSeruice

Service Yersion {*):

Serwice Description: |Giues the time of day |

WSDL URL: |http:p".-’lasato-pc.us.oracle.com:EBBBVccorelemeSerl

Service Protocol(*}): @ HTTR(E) O amMs(ssL) O IBM MQSeries O HTTR Post O Custam

Custom Protocol Step Template Id: | |

Service Groups:

Modify privileges Modify privileges
sul-grp sal-grp
dai-grp saZ-arp

<< Add |
iew privileges Remove =3 | Add Groups with View privileges
ssi-grp

s52-grp

1 i

6. Click Next.

The Configure Messenger Step for New Service page is displayed. On the previous
page you accepted the default service protocol, HTTP(S). This page (Figure 2-13)
displays the parameters for configuring the HTTP(S) protocol.

Figure 2-13 Configure HTTP Messenger Step for New Service Page

Policy Management = Reqister Services > List of Services > Add New Service

Gateways Help

Configure Messenger Step for New Service Step 2 of 2
Service Protocol: HTTP({S)
HTTP Messenger® Environment Properties
Basic Properties Type Default Value
Enabled boolean true ®tue Orfalse
Messenger Properties Type Default Value
URL (%) string [httpi//lasato-pe.us.arace.com 25
ReplyTimeout int 30000 [z0000 |
IsSoapService [*] boalean true @trug Ofa|sg
FarwardCradentials (*1 baolaan falze Owue @false
FailoverURLs string[]
Atkermpts int 5 [s |
RetryInterval int 10 [10 |
kKeepalive [*) boalean false Otrug @Fa|sg

7. In the Configure Messenger Step for New Service page, verify that the URL
matches the URL you provided on the previous page. Accept the default values
for the remaining fields, and click Finish.
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The following message appears (Figure 2-14).
Figure 2-14 Message Confirming Successful Service Registration

Services
Service is added successfully.

Id of the new service:SIDOD03001
Please commit the policies to reflect changes in the gateway.

Ol

8. Click Ok.

Now, the new service appears in the List of Services (Figure 2-15). The Service
Name, Version, and Description are what you entered when you registered the
service. The Service Id is the Id that Oracle Web Services Manager assigned to the
service.

Figure 2-15 List of Services Page with TimeService Added

Policy Management = Reqister Services = List of Services

Gateways Help

Name My Gateway Yiew ¥Yersions View Versions
Type Gateway Save Policy Save Palicy
Commit Policy commit
List of Services: MyGateway Import Services Add Mew Service
Service Id Service Name Yersion Description View Details Deactivate service Edit
SID0003001 TimeService 1.0 Gives the time of day a @ Ve

9. Note the Commit Policy field appears in red. This is to alert you to the fact that
you need to click the commit link to commit the change to the Oracle WSM
Database. Click commit.

10. The following confirmation appears (Figure 2-16). Click Ok.
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Figure 2-16 Message Confirming Policies Successfully Updated

Gateways
Gateway policies updated successfully.

Ok

11. You return to the List of Services page (Figure 2-17). Note, this time, in the
Commit Policy field, it says: Policy is committed.

Figure 2-17 List of Services Page Showing the Policy is Committed

Policy Management > Register Services > List of Services

Gateways Help

Name MyGateway View Versions View Versions
Type Gateway Save Policy Save Policy
Commit Policy Policy is committed

List of Services: MyGateway Import Services Add New Service

View

Service Id Service Name Version Description Details Deactivate service Edit

SIDO003001 TimeService 1.0 Gives the time of day Q ® &

About the Time Service Web Service

Oracle WSM ships with a Time Service Web service that returns the current time. Time
Service is not an actual Web service in the sense that it is not deployed to the Oracle
Application Server. (Time Service is a simple JSP.) Therefore, Time Service can only be
used with a gateway and not with an agent. The Time Service WSDL file is located at

the following location:
ORACLE_HOME /j2ee/home/applications/ccore/ccore/TimeService.wsdl

You can access the Time Service WSDL file in your browser directly, without going
through the gateway using the following URL:

http:/ /fully_qualified_host_name:http_port /ccore/ TimeService.wsdl

Using Oracle Web Services Manager to Secure Your Web Services 2-11



Add Policies to the Gateway

Add Policies to the Gateway

Now that you have associated a Web service with your gateway, you will add policies
that will be used by the gateway to protect the service. Generally, the Web service
client submits a request by sending an XML message that includes user credentials.
Because we are using a gateway rather than an agent in this tutorial, the request is
made directly to the gateway. In other words, the gateway virtualizes the protected
Web service.

In this tutorial, you will be using two policy steps to secure this service. The first
policy step, Extract Credentials, will isolate the user name and password credentials
from the request. The second step, File Authenticate, will authenticate the user using a
file that contains valid users and their passwords.

Later in this tutorial, you will add a third policy step, File Authorize, that will
authorize the user by checking a file to see if the user belongs to a role that is granted
access to the service.

To add the Extract Credentials policy step
This policy step extracts user credentials from the Web service request.

1. From the navigation pane of the Web Services Manager Control, click Policy
Management, then click Manage Policies.

2. In the List of Components, click the Policies link for your gateway (Figure 2-18).
Figure 2-18 Gateway Component in the List of Components Page

Policy Management > Manage Policies

Enforcement Points Help

List of Components: Add New Component
d Name Type Details Edit Delete | Policies Steps
C0003001 MyGateway Gateway Q ﬁ ® Policies Steps

The policies for the MyGateway component are displayed (Figure 2-19). By
default, Oracle WSM creates a policy with same name as the name of the service,
in this example, TimeService. Note that the version number is included in
parentheses.

2-12 Oracle Web Services Manager Quick Start Guide



Add Policies to the Gateway

Figure 2-19 Policies for the MyGateway Gateway

3.

Policy Management = Manage Paolicies > Policies

Enforcement Points Help

Name : My Gateway Yiew ¥Yersions VYersion
Type Gateway Save Policy Save
Commit Policy Policy s committed

Policy Set for Component: "CO0DD3001"

To add a new policy to a Gateway, select Palicy Management / Register Service.
Click on the Services link and press either "Import Services” or "Add new service” button to add a service to Gateway.

Policy Mame View Details Edit
TimeService(1.0) Q Vd
URL Pattern Policy Name
SIDO003001 TimeService(1.0)
TimeService TimeService(l.0)

Click the Edit icon.

You see the Policy Definition page for the TimeService(1.0) policy (Figure 2-20).
There are four pipelines or parts to the policy definition:

= 'PreRequest Pipeline — The policy steps in this pipeline are executed before the
Web service request is processed.

= Request Pipeline — The policy steps in this pipeline are executed on the Web
service request.

= Response Pipeline — The policy steps in this pipeline are executed on the
response from the Web service

= 'PostResponse Pipeline — The policy steps in this pipeline are executed after
the response from the Web service is sent to the client requestor

Note: The screen shot of the page is truncated. You can scroll down
the page to see all four pipelines.

For this tutorial, we will be adding policies to the Request pipeline. Note, by
default, a Log policy step has been added to the Request and Response pipelines.

1

The PreRequest and PostRequest Pipelines will not be supported in future releases of Oracle
Web Services Manager.
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Figure 2-20 Policy Definition Page for the TimeService (1.0) Policy

Policy Management = Manage Policies = Policies = Policy

Enforcement Help
Points

Component:"MyGateway"

Policy Definition: "TimeService(1.0)"

Pipeline: "PreRequest™ Replace Pipeline

Pipeline Steps:

[start Pipeline |

‘End Pipeline |

Pipeline: "Request” Replace Pipeline
Pipeline Steps:

[start Pipeline Add Step Below

‘LUIJ @ g Confiqure | Add Step Below | Delete|

‘End Pipeline |

Pipeline: "Response” Replace Pipeline

4. We are going to add a policy step below the Log step in the Request pipeline. In
the row for the Log step, click the Add Step Below link (Figure 2-21).

Figure 2-21 Adding a Policy Step

Policy Management = Manage Policies = Policies > Policy

Enforcement Help
Points

Component:"MyGateway™

Policy Definition: "TimeService(1.0)"

Pipeline: "PreRequest” Replace Pipeline

Pipeline Steps:

[start Pipeline |

|End Pipeline |

Pipeline: "Request" Replace Pipeline
Pipeline Steps:
[start Pipeline add Step Below
|L09 @ & Configure | Add Step Below | Delete'
|End Pipeline |

5. The page refreshes and the New Step box appears. From the Select Step Template
list, click the arrow to display a list of policy steps, and select Extract Credentials
from the list, and click Ok (Figure 2-22).
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Figure 2-22 Selecting the Extract Credentials Policy Step

Pipeline: "Request” Replace Pipeline

Pipeline Steps:

‘Start Pipeline Add Step Be\ow|

‘LOQ @ I@ Configure | Add Step Below ‘ De\ete|
New Step Cancel
Select Step Template:
Extract Credentials A

‘ End Pipeline

6. The Extract Credentials policy step has been added below the Log step. Now, we

are going to configure the Extract Credentials step. In the Extract Credentials row,
click the Configure link (Figure 2-23).

Figure 2-23 Clicking Configure for the Extract Credentials Policy Step

Pipeline: "Request" Replace Pipeline

Pipeline Steps:

[start Pipeline add Step Below
|Log @ =]

Configure ‘ Add Step Below | Delete!

|Extract credentials® & Configure ‘ Add Sten Below | Delete!

4 s

|End Pipeline |

The properties for the Extract Credentials policy step are displayed.

7. In this tutorial, we will simulate extracting the user’s credentials from the
standard Username Token as specified in the WS-1 Basic Security Profile, and
authenticate the user against a file of valid users.

In the Configure pipeline step page, change the default value for the Credentials
location to WS-BASIC as shown in Figure 2-24.
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Figure 2-24 Extract Credentials Policy Step Properties

Policy Management = Manage Policies = Policies = Policy

Configure Step Help
Pipeline: "Request”

Configure pipeline step
Pipeline Step Mame: Extract Credentials

Extract Credentials@ Environment Properties
Basic Propetiies Type Default WValue
Enabled (*) boolean  true ®true Ofalse
Extract Credentials Properties Type Default  W¥alue
WS-BASIC]
Credentials location [*) string HTTR
Narnespaces string
UserlD xpath string
Passward xpath string

8. Scroll down to the bottom of the page, and click Ok.

You return to the Policy Definition page.

To add the File Authenticate policy step

The extracted credentials need to be validated against a reference. In this tutorial, the
reference is a file of valid user names and passwords. Other references that can be used

with Oracle Web Services Manager include LDAP directories, Oracle Access Manager,
or eTrust SiteMinder from CA.

1. In the Extract Credentials row, click the Add Step Below link.
2. From the Select Step Template list, select File Authenticate, and click Ok
(Figure 2-25).

Figure 2-25 Selecting the File Authenticate Policy Step

Pipeline: "Request" Replace Pipeline
Pipeline Steps:

[start Pipeline Add Step Below
|Log @ & Configure | Add Step Below | Delete'
4
|Extract Credentials@ & Configure | Add Step Below | Delete!
4
New Step Cancel]

Select Step Template:

|End Pipeline

3. In the File Authenticate row, click Configure.

4. The properties for the File Authenticate policy step are displayed. In the Passwd
file location box, you will specify the full path location and name of the file used
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to authenticate users (Figure 2-26). In our example, we are specifying the
following location:

C:\.htpasswd
In a later step, you will be creating a file called .htpasswd at the root directory.

5. In the htpasswd file format field, you specify the format in which passwords are
encrypted. Select md5 from the list (Figure 2-26). MD?5 is the message digest
algorithm that you will use to encrypt the password later in this tutorial.

Figure 2-26 File Authenticate Policy Step Properties

Policy Management = Manage Policies = Policies = Palicy

Configure Step Help
Pipeline: "Request”

Configure pipeline step
Pipeline Step Name: File Authenticate

File Authenticate® Environment Properties
Basic Properties Type Default Yalue
Enabled (*) boolean  true ®tue Ofalse
Authentication Properties Type Default value
Passwd file location (*) string htpassud [cih.htpassud
.htpasswd file format (*) string rmixed
4 4

Faults and Fault Handlers

Fault

cnde_http:.l".l"schemas‘ob|i><.com.l"ws.l"2003.l"08fFau|ts:AuthenticationFaultndd Handler

Cancel

6. Click Ok.
7. Click Next, then click Save (Figure 2-27).

Figure 2-27 Policy for the MyGateway Component

Policy Managerment = Manage Policies = Policies = Policy

Enforcement Points

Policy for Component: “cooo3o01"

Policy

Policy Name: |TimeService(1.0)

Save |
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8. The Commit Policy field appears in red, alerting you that you must commit your
changes (Figure 2-31). Click the Commit link.

Figure 2-28 Policy Set for MyGateway Gateway with TimeService Policy Added

Policy Management > Manage Policies > Policies

Enforcement Points Help
Name : My Gateway Yiew Yersions Version
Type Gateway save Policy Save

Commit Policy Commit

Policy Set for Component: "CO0DD3001"

To add a new policy to a Gateway, select Policy Management / Register Service.
Click on the Services link and press either "Import Services" or "add new service" button to add a service to Gateway.

Policy Name View Details Edit
TimeService(1.0) Q, g@
URL Pattern Policy Mame
SID0003001 TimeService(1.0)
TimeService TimeService(1.0)

9. The page refreshes and in the Commit Policy field, the message indicates the
policy has been committed.

Create the Authentication File

You will be creating a file with your user name and password. This file, which was
specified in the File Authenticate step, will be used to authenticate you when you
attempt to access the Web service. You will use an Oracle WSM tool to encode the
password in the file.

1. Create a text file and add a user name and password in the following format:
user_name:password

Figure 2-29 is an example of a text file (.htpasswd) with the user name marcc and
the password javal. Enter this user name and password combination, or add your
own user name and password.

2-18 Oracle Web Services Manager Quick Start Guide



Create the Authentication File

Figure 2-29 .htpassword File with User Name and Password

E’ Untitled - Notepad —_‘E'g‘

Fle Edt Format View Help

marccijaval

2. Save the file with the name .htpassword in the root directory. We are saving the file
at the root, but you can save the file anywhere.

3. You will be using an Oracle WSM utility to create a digest or hash of the password.
A digest is the result of applying a one-way mathematical function to an input
stream in order to compress it. Message-Digest Algorithm 5 (MD?5) is one
mathematical function commonly used to store passwords.

Open a command window and execute the following command:
On Linux:

ORACLE_HOME/owsm/bin/wsmadmin.sh md5encode user_name password
htpasswd

On Windows:

ORACLE_HOME\owsm\bin\wsmadmin md5encode user_name password
htpasswd

For example:

ORACLE_HOME\owsm\bin\wsmadmin md5encode marcc javal .htpasswd

Note: Use the user name and password you entered in Step 1 of this
procedure.

Be sure to leave a space between the user name (marcc in our example)
and the password (javal).

4. Open the htpasswd file in a text editor. You will see that the password you
entered has been replaced by an encrypted version of the password similar to
what you see in Figure 2-30.
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Figure 2-30 .htpasswd File with Encrypted Password

B .htpasswd - Notepad
Fle Edt Format View Help

marcc:f MD5}K2x5HPF1b3NTjemjd IDN A==

When the File Authenticate policy step is executed, it uses the .htpasswd file and
checks to see if the credentials that are passed matches one of the entries in the file.

View Your WSDL

In order to test your WSDL and see if you can access the Web Service, you need to
make a request to the Oracle WSM Gateway to which the WSDL is registered. You
need to get the URL to which you make your request.

1. From the navigation pane of Web Services Manager Control, click Policy
Management, then click Register Services.

2. For your gateway, MyGateway, click the Services link.
3. In the List of Services, click the Edit link for the TimeService service (Figure 2-31).
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Figure 2-31 Editing the TimeService Service

Policy Management = Register Services = List of Services

Gateways Help

Name MyGateway Yiew ¥ersions Miew Versions
Type Gateway Save Policy Sawe Palicy
Commit Policy Palicy s committed
List of Services: MyGateway Import Services Add New Service
Service Id Service Name Version Descrption View Details Deactivate service Edit
SID0003001 TimeService 1.0 Gives the time of day Q & &

4. In the Edit Service page, copy the URL in the Service WSDL URL field
(Figure 2-32).

You will use this URL in the next task.

Figure 2-32 Copying the Service WSDL URL

= Reqgister Services = List of Services > Edit Details

Gateways Help

Edit Service: "SID0003001"

Client Access URLs
Service URL: http:/flasato-pe.us.oracle.com: 8888/ gateway//services/51D0003001

Service WSDL URL:

Basic Parameters

Service Name: TimeService

Service Yersion: 1.0

Service Description: Gives the time of d:

WSDL URL: http:/flasato-po.us.oracle.com: 3115/ /ccore/TimeService wsdl
Service Protocol: --= Modify Protocol Parameters

Service Policy: --= Modify Palicy

Compatible Service Yersions: Wiew and Modify version compatibility

Service Groups:
Add Groups with Modify privileges

Modify privileges
sul-grp zal-grp
dal-grp zaz-grp

<< Add

Protecting Your Web Services

The Oracle Web Services Manager Gateway is designed to virtualize Web services.
Therefore, you could access the Web services directly and circumvent the security
provided by the gateway. To correct this potential security breach, Oracle recommends
that customers use an Oracle Web Services Manager Agent to ensure that the Web
service can only be accessed through the agent. This is sometimes referred to as
"last-mile security."
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Test Your WSDL

You will simulate a Web service request to test that the Time Service is correctly
secured. You will make the request using the user name and password you added to
the authentication file.

1. From the navigation pane of the Web Services Manager Control, click Tools, then
click Test Page (Figure 2-33).

Figure 2-33 Web Services Manager Navigation Pane

Policy Management

Operational Management

Test Page%
Saved Test

Ping Engine

Administration

2. Paste the URL you copied into the Enter wsdl url text box as shown in
(Figure 2-34).

Figure 2-34 Test Web Service Page

| Tods = Enter WSDL

Test Web Service Help

Enter wsdl url

|us.0rac|e com:8888/gateway/serices/SID0003001 Pwsdl H Submit Query

3. Click Submit Query. The Test Page refreshes and displays a number of parameters
(Figure 2-35). Note that the endpoint URL is pointing to the gateway.
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Figure 2-35 Test Web Service Page for the Example WSDL

( Tools > EnterWSDL = Test Page
Test Web Service Help

EndpointUHL:|htlp:masato-pc.us.oracle.cum:3115IgatewawservicesISID001 FPort |TimeServiceSoap hd

Operation @ HTML Form O XML Source

E Reliabla Massaging [Jinclude In Header

Eis-Security []include In Header

EH OviEM Agent [Jinclude In Header

Show Transport Info

Save Test [

Perform stress test  [] Enable

4. You will simulate a request from a Web service client by providing credentials.
Click the plus sign (+) next to the WS-Security parameter.The User Name and
Password parameters are exposed (Figure 2-36).

5. Select the check box Include in Header to include the credentials in the
WS-Security header (Figure 2-36).

Figure 2-36 Test Web Service Page with WS-Security Parameters Filled In

Tools > Enter WSDL > Test Page
Test Web Service Help

EndpmntURL:|http:ma5atu—pc.u5.uracIe.cum:888ngatewaw’servicesfS\DDDD3DD1 | Port - | TImeServiceSoap ¥

Operation : ® HTML Form O XML Source

Reliable Messaging [IInclude In Header

El'WS-Security [Flinclude In Header

Use Name [rarce———Jsasung
Passwordsmsed | sdsuing

OWSM Agent [Jinclude In Header

6. Enter the user name and password you supplied for the .htpasswd file in the User
Name and Password fields. Figure 2-36 shows the user marcc and the password
for this user obscured.

7. Click Invoke.
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The Test Result displays the current time. By default, the results are displayed in
raw HTML. Click the Formatted XML link to see the results in an easier-to-read
format (Figure 2-37).

Figure 2-37 Test Result in Formatted XML

Test Result

View: Formatted XML | Raw XML

<soap:Envelope

scap:encodingStyle="http://schemas.xmlscap.org/soap/encoding/"
g/2001/XML3chema-instance"

v.w3.0rg/2

xmlns:xsi="
xmlne:xad="
xmlns:soap=

/¥MLSchema"
/schemas.xmlsoap.org/scap/snvelops/"

xmlns:scapenc
<soap:Body>

p://achemas.xmlsoap.org/soap/encoding/ ">

<n:getTimeResponse
xmlns:n="urn:Test:GetTime">
<Result
xsi:type="x=d:string">01:30 PM</Result>
</n:getTimeResponse>
</socap:Body>
</soap:Envelope>

Test another WSDL

Test same WSDL again

Test the File Authentication Policy Step

Now, you will make a request for the Time Service Web service, but this time, you will
use an invalid user name and password, to verify that the File Authentication policy
step is working.

1.
2.
3.

On the Test Result page, click the Test same WSDL again link.
Click the plus sign (+) next to WS-Security to display the WS-Security parameters.

This time, enter a user name that is not a valid user, for example, bugs bunny, and
enter any password.

Again, select the check box Include in Header.
Click Invoke.

This time, the Test Result shows that a Client Authentication Fault occurred, and
the current time is not returned (Figure 2-38).
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Figure 2-38 Test Result Page Showing a Client Authentication Fault

Test Result

View: Formatted XML | Raw XML

<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas.xml=oap.org/scap/envelope/ ">
<SOAP-ENV:Body>
<SOAP-ENV:Fault>
<faultcode
xmlns:p="http://schemas.oblix.com/ws/2003/08/Faults">p:Client.AuthenticationFault</faultcods>
<faultstring>Invalid username or password</faultstring>
null</SOAP-ENV:Fault>
</SOAP-ENV :Body>
</SOAP-ENV:Envelope>

By first providing valid credentials, then providing invalid credentials, you have
tested that authentication is working. Authentication verifies your identity based on
the credentials you provide. This is, however, only the first step. The second step is to
verify whether an authenticated user is authorized to access a resource (in this tutorial,
the Time Service Web service) based on attributes assigned to the user’s identity.

Adding the Authorization Policy Step
First we need to edit the Request pipeline for the gateway and add an authorization

policy step.

To add the File Authorize policy step

1. From the navigation pane of the Web Services Manager Control, click Policy
Management, then click Manage Policies.

In the List of Components, click the Policies link for your gateway.
Click the Edit icon.
In the File Authenticate row, click Add Step Below.

o » ©Dbd

From the Select Step Template list, select File Authorize, and click Ok
(Figure 2-39).
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Figure 2-39 Selecting the File Authorize Policy Step

Pipeline: "Request" Replace Pipeline

Pipeline Steps:

[start Pipeline Add Step Below
|Log @ & Configure | 4dd Step Belaw | Delete|

|Extract credentials@® & Configure | Add Step Below | Delete|

|Fi|e Authenticate® Configure | Add Step Below | Deletel

- | =

MNew Step Cancel

Select Step Template:

|End Pipeline

6. In the File Authorize row, click Configure.

7. The properties for the File Authorize policy are displayed (Figure 2—40).

Figure 2—40 File Authorize Policy Step Properties

Policy Management > Manage Policies > Policies > Policy

Configure Step Help

Pipeline: "Request”

Configure pipeline step

Pipeline Step Name: File Authorize

File Authorize @ Environment Properties
Basic Properties Type Default Value
Enabled {*) boolean true @ true O false
Authorization Properties Type Default Value
User roles file location (%) string [ |
Allowed roles string[] | ‘

Faults and Fault Handlers

Ez:':_http:/lschamas.ubhx.cum/ws/zOOEIOE/Fau\ts:Authur\zatlonFau\mdd Handler

0ok | Cancel |

8. Specify the file that will be used to authorize users in the User roles file location
field (Figure 2-40).

Enter: ORACLE_HOME /owsm/config/gateway/roles.xml

where ORACLE_HOME is the directory where Oracle Web Services Manager is
installed.

9. Specify which roles are permitted access to the Web service in the Allowed roles
field. Enter guest, and click Ok (Figure 2—41).
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Figure 2-41 Configuring the File Authorize Policy Step

Policy Management > Manage Policies > Policies > Policy

Configure Step Help
Pipeline: "Request”

Configure pipeline step

Pipeline Step Name: File Authorize

File Authorize Environment Properties
Basic Properties Type Default value
Enabled (¥) boolean true @ true O false
Authorization Properties Type Default Value
User roles file location (*) string eAS_1\owsm\config\gateway'\roles.xml
Allowed roles string[] guest

Faults and Fault Handlers

ZZ‘;:_http:Ilschamas.ubl\x.cum/ws/ZDDS/DB/Fau\ts:Authunzat\unFaultAdd Handler

Ok Cancel

10. Click Next, then click Save.

11. The Commit Policy field appears in red, alerting you that you must commit your
changes. Click the Commit link.

Edit the Authorization File

Once the user name and password have been authenticated, then Oracle Web Services
Manager checks to see if the user is authorized to access the Web service. In our
tutorial, this is done by checking a file to see if the user is assigned to an authorized
role.

A sample authorization file can be found in the following location:
ORACLE_HOME /owsm/ config/gateway/roles.xml

where ORACLE_HOME is the directory where Oracle Web Services Manager is
installed. You will be adding your user name and the guest role to this file.

1. Open the file in a text editor.

2. Add your user name and the role, guest. Figure 2—42 shows the user marcc assigned
to the role guest.
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Figure 2—42 Roles File with User Name and Role Added

b roles.xml - Notepad
Fle Edit Format View Help

=Ixmlversion="1.0" encoding="utf-8'7>

<UserRoles>
<user username="john" roles="admin support" />
<user username="mary" role pport” />
<user username="guest" role est' />
<user username="marcc" roles="guest" />

< /UserRoles>

3. Save the file.

If the user name and password are successfully authenticated with the File
Authenticate step, then the File Authorize step is executed. Oracle WSM checks the
roles.xml file to see if the user has been assigned a role that is authorized to access the
Time Service Web service. In this example, users assigned the role of guest may access
the service.

Execute the Test Page Again

This time, you will be sending valid credentials which will be validated against the
file. Then, the user will be checked against a file to see if he is assigned to a role that is
authorized to access the Web service.

1. From the navigation pane of the Web Services Manager Control, click Tools, then
click Test Page.

Paste the URL you copied into the Enter wsdl url text box.
Click Submit Query.

Click the plus sign (+) next to the WS-Security parameter.
Select the check box Include in Header.

o o ~ w N

Enter the user name and password you supplied for the .htpasswd file, and click
Invoke.

The Test Result displays the current time.
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Test the File Authorization Policy Step

Now you will test the File Authorization policy step by editing the file authorization
file and assigning a role that is not authorized access the Web service to your user.

1. Edit the ORACLE_HOME /owsm/config/gateway/roles.xml file. Change the role
for your user to something other than guest, and save the file. In our example, the
user marcc is now assigned to the role support (Figure 2-43).

Figure 2-43 roles.xml File with User Assigned to Unauthorized Role

E- roles.xml - Notepad

Fie Edit Format View Help

<Ixml version="1.0" encoding="utf-8'7>
<UserRoles>
<user username="john" roles="
<user username="mary" roles="support" /=
<user username="guest" roles="guest" />
<user username="marcc” roles="support" />
</UserRoles>

admin,support’ />

From the Test Page, click the Test same WSDL again link.
Click the plus sign (+) next to WS-Security to display the WS-Security parameters.

Enter a valid user name and password, and click Invoke.

o ©Dbd

This time, the Test Result page displays a Client Authorization fault, and shows

that the user in this example, marcc, was denied access to the service whose ID is
SID0003001 (Figure 2—-44).

Figure 2—44 Test Result Page Showing a Client Authorization Fault

Test Result

View: Formatted XML | Raw XML

<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas.xml=oap.org/scap/envelope/ ">
<SOAP-ENV:Body>
<SOAP-ENV:Fault>
<faultcode

xmlns:p="http://schemas.cblix.com/ws/2003/08/Faulta">p:Client.AuthorizationFault</faul teode>

<faultstring®hccess Denied. User: marcc Service: SID0003001</faultstring>
null</SOAP-ENV:Fault>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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Summary

In this tutorial, you learned about the security features of Oracle Web Services
Manager. You created an Oracle WSM Gateway, registered a Web service to the
gateway, created policies to protect the Web service, and tested those policies.

Now we will look at the monitoring features of Oracle WSM.
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Monitoring Your Oracle Web Services

Manager Environment

In this tutorial, we will look at the following monitoring features of Oracle Web
Services Manager:

Overall statistics for your Oracle Web Services Manager environment
Security Statistics

Latency Variance

Traffic Analysis

Service-Level Agreements (SLA)

Execution Details

Message Logs

Before You Begin

You can view Oracle WSM metrics over a period of time. For example, you can get
overall statistics for a gateway over the last 2 hours or for the last 30 days. By default,
the Oracle WSM Database persists data only for the last 100 minutes. So, if you select
the time range Last 10 minutes or Last hour from the Time Range list, you will see the
metrics for the period you selected. If you want to save your metrics over a longer
period of time, you will need to configure the Oracle WSM Database to store the data
for the desired length of time.

To configure the time period for which metrics data is persisted

1.

Edit the following file:
ORACLE_HOME /owsm/ config/coreman/monitor-config-installer.properties

Change the value for the monitor.aggregator.measurementStore. WindowSize
parameter.

The number specified is the length of time, in minutes, that the Oracle WSM
Database retains metric data.

Redeploy the application by executing the following command:

On Linux

ORACLE_HOME/owsm/bin/wsmadmin.sh deploy passwordmonitor
On Windows

ORACLE_HOME\owsm\bin/wsmadmin.bat deploy passwordmonitor
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Generating Oracle Web Services Manager Metrics

Use the OC4J] Administrator password.

Generating Oracle Web Services Manager Metrics

Use the Test Page to simulate both successful and unsuccessful invocations of the Web
service. After you have executed any number of invocations, we will use the Web
Services Manager Control to view the generated statistics.

1.
2

From the Oracle Web Services Manager Control, click Tools, then click Test Page.

Enter or paste the URL you copied earlier. If you need to copy the URL again,
follow the procedure in the View Your WSDL section of the tutorial.

Click Submit Query.

Click the plus sign (+) next to the WS-Security parameter. The User Name and
Password parameters are exposed.

Enter the user name and password.

Select the check box Include in Header to include the WS-Security feature in the
test.

Figure 3—1 Test Page with WS-Security Parameters Filled In

Tools > Enter WSDL > Test Page

10.
11.

Test Web Service Help

EndpmntURL:|http:ma5atu—pc.u5.uracIe.cum:888ngatewaw’servicesfS\DDDD3DD1 | Port - | TImeServiceSoap ¥

Operation : | getTime ¥ ® HTML Form O XML Source

Reliable Messaging [IInclude In Header

El'WS-Security [Flinclude In Header

Use Name [rarce———Jsasung
Passwordsmsed | sdsuing

OWSM Agent [Jinclude In Header

Select the Enable box next to Save Test to enable this feature.

Click the plus sign (+) next to Save Test, and enter a name for the test and,
optionally, a brief description.

For more information on saving tests and how to use saved tests, see"Reusing
Your Tests" on page 3-3.

Click Invoke.
Click Test same WSDL again to return to the Test Page.
Repeat steps 4 — 9.
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Reusing Your Tests

You can use the Save Test section of the Test Page to save a test so that you can rerun a
test without re-entering the test details. This is useful in generating multiple results
that can be viewed using the monitoring features of Oracle Web Services Manager.

To create a saved test
1. From the Web Services Manager Control, click Tools, then click Saved Tests.

Click Create New Test.
Enter the URL of the WSDL in the Enter wsdl url field, and click Submit Query.

2

3

4. Enter any desired values in the Test Page.

5. Select the Enable box next to Save Test to enable this feature.
6

Click the plus sign (+) next to Save Test, and enter a name for the test and,
optionally, a brief description (Figure 3-2).

Figure 3-2 Save Test Parameter on Test Page

Bl Save Tast Enahle

Description

7. Click Invoke.

To run a saved test
1. From the Web Services Manager Control, click Tools, then click Saved Tests.

2, In the List of Tests, click the Run Test icon for the test you want to execute.

Using Saved Tests to Test Authentication and Authorization

You can create a saved test that results in a successful authentication by entering valid
credentials on the Test Page, and saving the test. Similarly, you can create a saved test
that results in a failed authentication by providing invalid credentials on the Test Page.
Once the test is saved, you can then run the saved test to get desired result.

The situation is slightly more complicated for testing authorizations. Generating a
successful authorization requires that the authorization file contain the correct user
name and role, in our example, this role is guest for user marcc. Therefore, if you want
to produce a successful authorization, the file needs to contain a valid user name and
role. And, if you want to generate a failed authorization, the file needs to contain an
invalid role, an invalid user name, or both. In other words, before running a saved test
that produces a particular authorization result (that is, success or fail), you may need
to modify the authorization file to get the desired results.

Monitoring Oracle Web Services Manager
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View the Overall Statistics

To view the overall statistics

1. From the Web Services Manager Control, click Operational Management, then
click Snapshot.

Figure 3-3 Overall Snapshot with No Data Displayed

Snapshot Display Criteria

Component: | MyGatevay % Service: | ALL SERVICES % Time Range: | Last 10 minutes %
Display

Snapshot
Component: Service ALL Start: wednesday, August 30, 2006 End: Wwednesday, August 30, 2006
My Gateway SERVICES 10:39:00 AM 10:49:00 &M

Overall Statistics Security Statistics Service Statistics

50% 50% 50%
25% T5% 25% T5% 25% T5%
100¢ 100
Authentication Failures 0% Service Failures 0%

Overall Latency 0 Authorization Failures 0% Service Latency 0

2. In the Snapshot Display Criteria, your gateway should appear in the Component
list. Select Time Service from the Service List. Select the time range within which
you executed the service invocations in the last procedure from the Time Range
list.

3. Click Display. A graphical display of statistics for Oracle Web Services Manager is
displayed (Figure 3-4).
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Figure 3—-4 Overall Snapshot View of the Time Service Web Service

Snapshot Display Criteria

Display
Snapshot
Component: Service Start: Tuesday, August 29, 2006 10:51:00 End: Wednesday, August 30, 2006 10:51:00
MyGateway TimeService AM
Overall Statistics Security Statistics Service Statistics

25% 75% 5% 75%

0% 100 0% 100
Overall Failures 45.5% Authentication Failures 18.2%

50%
2 75%
0% 100°
Overall Latency 83 Authorization Fallures  27.3% Service Latency 33

In the Overall Statistics, the Overall Failures show all failures to successfully
invoke the service, including security failures and service failures. This is
separated out in the Security Statistics and Service Statistics charts. The Security
Statistics failures are separated to show the authentication failures and
authorization failures.

View the Security Statistics

To view the security statistics

1. From the Web Services Manager Control, click Operational Management, click
Security Statistics, then click Access Control. You should see something similar to
Figure 3-5.

Note: By default, you will see the statistics for all services. If you
have more than one service registered to the gateway, you can see the
statistics for each service by selecting the desired service from the
Service list.
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Figure 3-5 Security Statistics View of Time Service Web Service

Access Control Help
Access Control Display Criteria
Component: | MyGateway v Service | TimeService ¥ Time Range: | Last day w
Display
Access Control
Component: Service Start: Tuesday, August 29, 2006 End: wednesday, August 30, 2006
MyGateway TimeService 10:54:00 AM 10:54:00 Al
Access Violation OFf All Operations: Access Violation Per Operation:

Access granted

. I 10%
B Access denied: Authentication failure
Access Denied: Authorization Failure 8%
6% B getTime
4%

v -
0%

Move your mouse over the graphs to sea mare information

Access denied

= On the Access Control page, you can view and monitor authentication and
authorization activity for your Web services. In the Access Control Display
Criteria, specify the component (in this example, MyGateway), the service
(Time Service), and time range and click Display.

»  The pie chart is a graphical representation of the proportion of invocations in
which the user was authenticated and granted access to the Time Service
(indicated in green), the user failed to be authenticated (indicated in red), and
the user was authenticated, but was denied access to the Time Service because
of an authorization failure (indicated in orange).

Move your cursor over the sections in the pie chart to see additional details
such as the number of authentication failures. The number of authentication
failures is for the period specified in the Time Range field.

Note: If you are using Internet Explorer, you may be prompted to
left-click to see the detailed information.

s The bar chart shows the percentage of invocations in which access was denied
for each service. In our example, we have only one Web service, TimeService,
so there is only one bar.

Latency Variance

To view latency variance for the Web service

From the navigation pane, click Operational Management, then click Service
Statistics, then Latency Variance. You should see something similar to Figure 3-6.
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Figure 3—-6 Latency Variance Page

Latency Variance Help

Latency Yariance Display Criteria

Component: | MyGateway v

Display |

Time Range: | Laszt day w

Latency Variance

Component:
My Gateway

Service

Start: Tuesday, August 29, 2006
TimeService

10:55:00 AM

End: Wednesday, August 30, 2006
10:55:00 AM

Latency (ms): Maximum and Minimum

75

60

45

30

getTime T T T T T T

Click on bars to drill down into delails, move your mouse over to sea more information.

Service

Move your cursor over the bar to see details about the minimum, maximum, and

average latency, in milliseconds, for the Web service.
Traffic Analysis

To view traffic analysis

From the navigation pane, click Operational Management, then click Service
Statistics, then Traffic Analysis. The page should look similar to Figure 3-7.

Figure 3-7 Traffic Analysis Page

Traffic Analysis Help

Traffic Analysis Display Criteria

Component: | MyGateway ¥

Display |

Time Range:

Traffic Analysis

Component:
My Gateway

Service:

Start: Tuesday, August 29, 2006
TimeService

10:57:00 AM

End: wednesday, August 30, 2006
10:57:00 AM

Number of Messages Per Operation Number of Bytes Per Operation:

|"f/ \\'u |' w

Move your mousa over the graphs to see more information.

[ getTime
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The Traffic Analysis page shows the number of messages for each service or operation
and the number of bytes for each service or operation.

Move your cursor over the charts to see detailed traffic analysis information.
Service-Level Agreements (SLA)

To view the SLA compliance of a Web service

1. From the navigation pane, click Overall Statistics, then click SLA Compliance.
Your page should look similar to Figure 3-8.

Figure 3-8 SLA Compliance Page Showing Invocations Above and Below SLA

SLA Compliance Help
SLA Compliance Display Criteria
Component: | MyGateway ¥ Service | ALL SERVICES Time Range: | Last day e

Display
SLA Compliance SLA Values
Component: Service ALL Start: Tuesday, August 29, 2006 End: Wednesday, August 30, 2006
MyGateway SERMICES 10:58:00 AM 10:58:00 AM

Success with low latency (below SLA)
Success with high latency (above SLA)
M Failure

Percentage over time

100%
80%
60%
40%
20%

0%
TimeService Service

Click on bars to drill down into details, move your mouse over to see more information.

The SLA Compliance page shows the percentage of successful Web invocations
that fall below the SLA (indicated in green), above the SLA (indicated in yellow),

and the percentage of failed invocations (indicated in red). By default, the SLA
compliance is shown for all Web services.

2. Click one of the bars (green or red) for a Web service to see the SLA compliance
just for that particular service.

To define a Service-Level Agreement
1. Click the SLA Values link (in the upper right corner) to define an SLA.

2. From the Service list, select TimeService, and click Next (Figure 3-9).
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Figure 3-9 Service Level Agreement Page

Operation Management > Overall Statistics > SLA Compliance = SLA Yalues

Service Level Agreement Help

Service Level Agreement

Component:

Service:

Select Service ¥

Nextl Cancel |

Change one or more of the values for your service level agreement, and click Save.

The SLA Compliance page displays again. It may look different depending on

how the values were changed.

Execution Details

To view the execution details

1. From the navigation pane, click Operational Management, then click Overall

Statistics, then click Execution Details (Figure 3-

Figure 3-10 Execution Details Page

Execution Details Help

10).

Execution Details Display Criteria

Component:

Display |

Service:

Time Range:

Execution Details

Component:
MyGateway

Service:

Start: Tuesday, August 29, 2006
TimesService

11:00:00 AmM

End:
11:00:00 AM

Wednesday, August 30, 2006

© Execution successful
Latency {miliseconds)
6000

© Execution falled

@ SLA Assured Latency

o

4500

Q

3000

1500

[ % ® 0@

5:00PM 5:10PM 5:20PM
Move your mouse over the dots to see mare information.

5:30PM

5:40PM Time

Move your cursor over one of the dots and click to see additional details about a

particular execution instance.

Statistics, then click Message Logs.

Monitoring Your Oracle Web Services Manager Environment

From the navigation pane, click Operational Management, then click Overall
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Figure 3—11 Message Logs Page

Message Logs
Message Logs Search Criteria

Component: | MyGateway ¥

Search

Index Service Id
SID0003006
3100003006
SID0003006
3100003006
SID0003006
3100003006
SID0003006
3100003006
SID0003006
3100003006
SID0003006
3100003006
SID0003006
3100003006
SID0003006

mponent Logs: 1 2 Mext

AREEEEE R R

g

Help

Time Range:| Last 2 hours

Access Time
Thursday, August 24, 2006 02:39:54 PM
Thursday, August 24, 2006 02:39:54 PM
Thursday, August 24, 2006 02:40:01 PM
Thursday, August 24, 2006 02:40:01 PM
Thursday, August 24, 2006 02:40:03 PM
Thursday, August 24, 2006 02:40:03 PM
Thursday, August 24, 2006 02:40:05 PM
Thursday, August 24, 2006 02:40:05 PM
Thursday, August 24, 2006 02:40:07 PM
Thursday, August 24, 2006 02:40:07 PM
Thursday, August 24, 2006 02:43:27 PM
Thursday, August 24, 2006 02:43:30 PM
Thursday, August 24, 2006 02:43:31 PM
Thursday, August 24, 2006 02:43:33 PM
Thursday, August 24, 2006 02:43:42 PM

v

Log Type
Request
Response
Request
Response
Request
Response
Request
Response
Request
Response
Request
Request
Request
Request
Request

3. Click on the number in the Index column to display one of the logs (Figure 3-12).

Figure 3—12 Example of a Message Log

a http:/ilasato-pc.us.oracle.com:3115/ccore/ShowMessagelog?random=E.. . E]E\E|

=%l version="1.0" encoding="UTF-8" 7>
- «<soap:Envelope

- <soap:Bodys>

</nigetTimeResponsex>
=/soap:Bodys
«/=0ap:Envelopes

soap:encodingStyle="http:/ /schemas.xmlsoap.org/soap/encoding /"
smins:xsi="http:/ /www.w3.o0rg/2001/XMLSchema-instance”

wmins: xsd="http:/ /www.w3.0rg/2001/XMLSchema"

#mins: soap="http://schemas.xmlsoap.org/soap/envelope/"

#mins: soapenc="http://schemas.xmlsoap.org/soap/encoding/">

- «n:getTimeResponse xmins:n="urn:Test:GetTime">
=Result xsi:type="xsd:string">02:40 PM</Result>

Note: This message log is an example of a successful response to an
authentication attempt using an HTTP request. Therefore, you do not
see a WS-Security header in the SOAP message.

Debugging Oracle Web Services Manager

The log files for Oracle Web Services Manager are the first source of information when
trying to debug problems. The log files can be found in the following directory:

$ORACLE_HOME /j2ee/instance/log

where instance is the name of the OC4]J instance into which Oracle WSM is installed.

For more information on log files, see Oracle Web Services Manager Administrator’s

Guide.
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Congratulations!

You have successfully completed the Oracle Web Services Manager Quick Start
tutorial, and have learned many of the basic features of the product. To learn more
about these and other features of Oracle Web Services Manager, refer to the following
documentation:

»  Oracle Web Services Manager Deployment Guide
»  Oracle Web Services Manager Administrator’s Guide

»  Oracle Web Services Manager Extensibility Guide
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