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Preface

About Customer Self-Service and edocs’ Tools

edocs Telecommunications Applications Suite includes every application that
communications service providers need to enable a complete online customer-self service
experience at their website. The suite includes software applications for:

» e-Billing and Payment

* Service and Order Management

* Point-of-Sale

* Reporting and Analytics

* RatePlan Advice

edocs' Customer Self-Service applications for the telecommunications industry combine
edocs' unrivaled Customer Self-Service and e-Billing software suite with its extensive
industry domain expertise. The packaged, out-of-the-box applications are tailored to

solve communications service providers' distinct business problems and to meet
communications industry-specific process requirements.

edocs Telecommunications Applications Suite includes:

Telco e-Billing Manager

edocs' Telco e-Billing Manager is a complete e-billing application for communications
service providers that gives business and consumer customers valuable and convenient
access to their communications bills along with the ability to easily make online
payments.

Telco Service Manager — Business Edition

edocs' Telco Service Manager — Business Edition enables business customers of
communications service providers to manage every aspect of their service relationship
online. From a single convenient interface, customers can easily activate and manage
subscriptions, order new products and services, and report and resolve problems for
individual employees, aswell as company departments and divisions, across the entire
organization.
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Telco Service Manager — Consumer Edition

edocs Telco Service Manager — Consumer Edition enables consumer customersto
activate and manage service, buy new products and services, resolve problems and
manage their own accounts online using virtually any communications device.

Telco Service Manager — Channel Edition

edocs' Telco Service Manager — Channel Edition delivers self-service capabilities to
communications dealers and point-of-sale locations, alowing them to improve the
effectiveness of the retail sales channel by quickly and easily activating customers online,
selling new products and services, and responding to service requests.

Telco Analytics Manager

edocs' Telco Analytics Manager is areporting solution for business customers that
empowers both individual employees and business managers to analyze and understand
their communications costs and usage by investigating and identifying trends and patterns
across multiple views of their own unigue organization.

Rate Plan Advisor

edocs' Rate Plan Advisor is aweb-based application that recommends the ideal rate plan
for wireless subscribersin real-time. Individual consumers as well as large businesses can
analyze their actual historical voice/mobile/data usage, find the best-fit rate plans, and
compare the features offered by those plans. With itsintuitive wizard user interface, Rate
Plan Advisor quickly guides end-customers or customer service representatives through
the entire analysis process. In addition, a service provider’s customer care and marketing
groups can also use Rate Plan Advisor to identify pre-churn subscribers, simulate new
rate plans, and run predictive analytics.

About This Guide

This guide isintended for anyone who administers or maintains the proper functioning of
edocs products at their organization, and describes how to initiate the troubleshooting
process, identify critical information about what was happening in your system and
applications when the problem occurred, and suggests ways to resolve the problem.

Obtaining edocs Software and Documentation

Y ou can download edocs software and documentation directly from Customer Central at
https://support.edocs.com. After you log in, click on the Downloads button on the left.
When the next page appears, you will see atable displaying all of the available
downloads. To search for specific items, select the Version and/or Category and click the
Search Downloads button. If you download software, an email from edocs Technical
Support will automatically be sent to you (the registered owner) with your license key
information.
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If you received an edocs product installation CD, load it on your system and navigate
from itsroot directory to the folder where the software installer resides for your operating
system. Y ou can run the installer from that location, or you can copy it to your file
system and run it from there. The product documentation included with your CD isin the
Documentation folder located in the root directory. The license key information for the
products on the CD is included with the package materials shipped with the CD.

If You Need Help

Technical Support is available to customers who have an active maintenance and support
contract with edocs. Technical Support engineers can help you install, configure, and
maintain your edocs application.

This guide contains general troubleshooting guidelines intended to empower you to
resolve problems on your own. If you are still unable to identify and correct an issue,
contact Technical Support for assistance.

Information to provide

Before contacting edocs Technical Support, try resolving the problem yourself using the
information provided in this guide. If you cannot resolve the issue on your own, be sure
to gather the following information and have it handy when you contact technical
support. Thiswill enable your edocs support engineer to more quickly assess your
problem and get you back up and running more quickly.

Please be prepared to provide Technical Support the following information:

Contact information:

e Your name and rolein your organization.

* Your company’s hame

* Your phone number and best times to call you

* Your email address

Product and platform:
* Inwhich edocs product did the problem occur?

» What version of the product do you have? See “Verifying Product Version” on Page
12 on how to determine the version of your installed product.

* What isyour operating system version? RDBM S? Other platform information?

Specific details about your problem:
» Did your system crash or hang?
*  What system activity was taking place when the problem occurred?

» Did the system generate a screen error message? If so, please send us that message.
(Typethe error text or press the Print Screen button and paste the screen into your email.)
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» Didthe system write information to alog? If so, please send us that file. For more
information, see “Log Files’ on Page 12 and “ Interpreting Exceptions’ on Page 16.

* How did the system respond to the error?
*  What steps have you taken to attempt to resolve the problem?

*  What other information would we need to have (supporting datafiles, stepswe'd
need to take) to replicate the problem or error?

* Problem severity:

» Clearly communicate the impact of the case (Severity I, 11, 111, IV) aswell asthe
Priority (Urgent, High, Medium, Low, No Rush).

»  Specify whether the problem occurred in a production or test environment.

Contacting edocs Technical Support
Y ou can contact Technical Support online, by email, or by telephone.
edocs provides global Technical Support services from the following Support Centers:

US Support Center

Natick, MA

Mon-Fri 8:30am — 8:00pm US EST
Telephone: 508-652-8400

Europe Support Center
London, United Kingdom
Mon-Fri 9:00am —5:00 GMT
Telephone: +44 20 8956 2673

Asia Pac Rim Support Center
Melbourne, Australia

Mon-Fri 9:00am — 5:00pm AU
Telephone: +61 3 9909 7301

Customer Central
https://support.edocs.com

Email Support
mailto: support@edocs.com
Escalation process

edocs managerial escalation ensures that critical problems are properly managed through
resolution including aligning proper resources and providing notification and frequent
status reportsto the client.

edocs escalation process has two tiers:

1. Technical Escalation - edocs technical escalation chain ensures access to the right
technical resources to determine the best course of action.
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2. Managerial Escalation - All severity 1 cases areimmediately brought to the
attention of the Technical Support Manager, who can align the necessary resources
for resolution. Our escalation process ensures that critical problems are properly
managed to resolution, and that clients as well as edocs executive management
receive notification and frequent status reports.

By separating their tasks, the technical resources remain 100% focused on resolving the
problem while the Support Manager handles communication and status.

To escalate your case, ask the Technical Support Engineer to:
1. Raisethe severity level classification
2. Put you in contact with the Technical Support Escalation Manager

3. Reguest that the Director of Technical Support arrange a conference call with the
Vice President of Services

4. Contact VP of Servicesdirectly if you are still in need of more immediate assistance.
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General Troubleshooting Process

How to Begin Troubleshooting

If you have a problem with your application, there are several steps you should take to
get the troubleshooting process underway.

There are tools and resources available on your system and the edocs Web site can help
you gather information about what was happening in your application when the problem
occurred and determine how to correct it.

Please open a Technical Support caseif you are unable to resolve the problem using the
guidelines in this book. Assist your support engineer by having important system
information at hand to enable your Support engineer to more quickly resolve the problem.
See“If You Need Help” on Page 7 for details.

Follow these general steps to troubleshoot a problem:

1.

Determine the customer impact; if the problemisin production, is batch processing
or statement presentment affected? How many customers are affected (100% or a
few)? Are payments affected?

Verify the product version and patch level.

Check whether you have a customized build of the product and whether there have
been any recent changes made.

Use the Command Center to verify job and task status and examine the error
message.
Establish when the problem started and how often it occurs. Did it ever work? Did a

dependent system fail, like db or an integration point? Does it happen in other
environments? Has anything changed or been added since it last worked?

Look at application and system logs for error or exception detail. Are all customers
seeing this error? How many exceptions are in the log? When did the first exception
occur? Isthere a pattern?

Use the information in this guide and the Customer Central Knowledge Base (KB) to
interpret exceptions or errors and to find possible causes and solutions, in particular,
see!

» Therelease notes for your version to see known issues.
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General Troubleshooting Process

»  The appropriate section in this guide on troubleshooting ajob failure.

* TheKB to search for details about your problem.
8. Make any necessary corrections or changes.

9. Try to rerun the job or resume normal processing.

Verifying Product Version

It isimportant to know the version of your edocs product and the versions and patch
levels of your platform to:

» Look up specific troubleshooting information about your product and version in the
edocs Customer Central Knowledge Base.

* Provide your edocs Technical Support engineer if you open a support case.

Verify and provide Technical Support with version and patch levels of:
WebLogic

*  WebSphere

*  Operating System

» Database Server

» Database Driver

* Middleware (MQ Series)

* Your edocs product

Verify the patches required in the edocs Release Notes for your product are correctly
installed.

To determine which edocs product version you have:

* View the content of the version.txt filein your root EDX HOME installation
directory.

(The edocs version aso indicates patch level.)

Log Files
Whenever a problem arises, review the TBM application logs along with your system

logs for details about any errors that occurred and what activity was taking place at the
time.
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Telco e-Billing Manager (TBM)

TBM maintains logs of al activities that occur and messages generated during
production. Y ou can use the Command Center to create a report showing the following
types of log messages generated over a select time period:

e Error —Errorlog
» Information — Activity log

* Warning —Warning log

Itisagood ideato review these logs on aregular, ongoing basis to monitor jobs in your
production environment.

TBM log reports display the following information:

Log Report Column Description

Timestamp The date and time the message was created in the log.

SourceHost Name of the server that generated the error message or
where the production activity occurred.

Message ID A codeidentifying the TBM task where the error
occurred and the level of error.

Message Message text.

To view TBM production logs:

1. Click Reporting on the Command Center menu. The Reporting screen appears.
2. ClicktheVi ew Logs tab to display the View Logs screen.

3. Select the type of message log to view.
4

Enter a start date and end date range to search. Click Popup Cal endar to select
dates quickly.

o

Enter a start time and end time to search.
6. Click Submit Query.

7. TBM displays the log messages of the selected type generated during the selected
date and time range.

8. To select different log information to view, click Resel ect Log Vi ew.

You can aso view thisinformation directly in the TBM system_activity database table.

WebSphere

WebSphere maintains a set of logs to record various activity, error, and output
information.
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WebSphere Type of Information

Log File Name

Default_Server_stderr Exceptions

Default_Server_stdout Debug information; inputs and normal auditing of
operations

tracefile Server startup problems (IBM-specific)

WebSphere uses “ Default_Server” or whatever you named your server.

Location of WebSphere Logs

WebSphere generates the logs to %WAS HOM E%/logs, where %WAS HOME% isthe
directory specified when the server instance was created in WebSphere (for example,
C:\WebSphere\AppServer\logs).

WebLogic

WebL ogic maintains a set of logs to record various system event data.

WebLogic Type of Information

Log File Name

weblogic.log All console output for the server
access.log Record of files accessed from the server.

Using weblogic.log and access.log
Timestamps indicate the start and end of alog entry.

In weblogic.log, look for entries with <error> or <exception>; you can ignore <notice>
and <info> entries.

Access.log contains the |P of the person who accessed the page, the URL of the page they
accessed, and HTTP errors. An error 200 appears if it was successful; other error
numbers may indicate a problem.

For example, in the following access.log entry, the HT TP status code is 500, which isa
Server error:

10. XxxXX. xxx.x71 - - [21/Cct/2003:15:29:19 -0700] "GET

/ | Paynment / Paynent ?app=Paynent &ddn=acrme&acct Num=8744&f or mrpayCr
edi t &anmount Due=406. 67&bi | | | d=i vn- 3592/ po- 17334386/ bc- 2230/ pc-
1/ dd-20030912 HTTP/ 1.1" 500 O

If you got a 500 error there must be an exception in the weblogic.log. Look for an
exception in weblogic.log from around this time, such as:
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####<Cct 21, 2003 3:29:19 PM PDT> <Info> <EJB> <server 1>
<nyserver> <ExecuteThread: '12' for queue: 'default'> <> <>
<010051> <EJB Exception during invocation from hone:

com edocs. ps. acne. DBAccessBean_33l j 8w_Horel npl @bdf dO t hr ew
exception: java.rm . RenoteException: EJB Exception:; nested
exception is:

java. rm . Renot eExcepti on: ORA-01403: no data found

ORA- 06512: at "EBPP. ACME_DBACCESS', |ine 133
ORA-06512: at line 1
>

For adescription of HTTP error codes, see:

http://www.w3.org/ProtocolS'HT TP/ HTRESP.html

Y ou can also use access.log to generate a chronological list of actions taken by the user.
Sorting the entries by 1P yields the sequence of steps the user took that generated the
error or problem.

Be sure to look at the access.log for the customer-facing server.

Location of WebLogic Logs

WebL ogic generates the logs to %WL_HOM E%/config/mydomain/logs, where
%WL_HOME% is the directory specified when the instance was created in WebL ogic
(and mydomain is as you have configured).

Solaris

To create alog, you must add a nohup command to your WebL ogic or WebSphere
startup scripts. Y ou specify the directory in the nohup command.

Solaris Type of Information
Log File Name

nohup.out (or other name | Debug information
you specify at startup)

On WebL ogic, stdout and stderr information goes to nohup.out if you start WebL ogic via
nohup (a process immune to hangups) with no redirection to an output file, for example
(using Bourne shell syntax):

% nohup startWbLogic.sh &

Having a single nohup.out fileisn’t very practical, however, because it gets overwritten
every time WebL ogic restarts, and is also not a very functional name. To maintain a
history of log files, redirect the output from nohup to alog file using an appropriate
naming convention. For instance, using Bourne shell syntax, to launch WebL ogic with
stdout and stderr information going to console_weblogic_admin_server.log, use the
command:
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% nohup startWbLogi c.sh > consol e_webl ogi c_adni n_server. | og
2>&1 &

It isalso agood ideato append the log file name with the timestamp of when WebL ogic
was started.

Interpreting Exceptions

An exception is an error that the application or system generates when it encounters a
problem while running in alive environment. Y ou must correct the problem before
processing can resume hormally. Exceptions can appear in:

* Theedocserror log

» J2EE server logs (for example, weblogic.log in WebL ogic, and
Default_Server_stderr.log for WebSphere). These paths are configurable in the J2EE
console.

»  The Nohup.out log for debugging Solaris

»  The Windows console (when not running as a service for debugging)

Itis possible for an edocs exception to get captured in the server log only, so be sure to
check all relevant logs. See“Log Files” on page 12 for details. When an exception
occurs, it generates a Java call stack trace in one or more logs. A stack traceisalist of
raw audit information about what was happening when the exception occurred. The most
recently executed code is at the top and usually contains the error message of interest.
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Sample stack trace:

Servlet failed with | OException

java.rm . Renpt eException: EJB Exception: ; nested exception is:
.javax. ej b. EJBException: java.rm .RenoteException:

java. sql . SQLException: ORA-01001: invalid cursor

ORA-06512: at "EDX _DBA. Acne", |ine 148

ORA-06512: at line 1

j avax. ej b. EJBException: java.rm . RenoteException:

java. sql . SQLExcepti on: ORA-01001: invalid cursor

ORA-06512: at "EDX DBA. Acne", |ine 148
ORA-06512: at line 1
. at

com edocs. servi ces. appl i cati on. Appl ndexVol Myr. get Hi t Li st Byl vn( Appl ndex
Vol Myr . j ava: 850)

.at
com edocs. servi ces. appl i cati on. Appl ndexVol Myr _f cksga_EQ npl . get Hi t Li st
Byl vn( Appl ndexVol Mgr _f cksga_EQ npl . j ava: 348)
at com edocs. app.verify. Verify.getH tList(Verify.java: 584)

.at comacne. util.RejectProcessor. get Account s( Unknown Sour ce)

.at comacne. util.RejectProcessor. processRej ect s(Unknown Source)

.at comacne. util.RejectProcessor. <init>(Unknown Source)

at
jsp_servlet.__accountnunberlist._jspService(__accountnunberlist.java:l
32)

.at webl ogi c. servl et.jsp.JspBase. servi ce(JspBase. j ava: 27)

at
webl ogi c. servlet.internal. ServletStublnpl.invokeServl et (ServletStublnmp
| .java: 265)

.at
webl ogi c. servlet.internal. ServletStublnpl.invokeServl et (ServletStublnmp
| .java: 304)

.at
webl ogi c. servlet.internal. ServletStublnpl.invokeServl et (Servl et Stublnp
| .java: 200)

.at
webl ogi c. servl et.internal. WbAppSer vl et Cont ext . i nvokeSer vl et (\W\ebAppSer
vl et Cont ext . j ava: 2546)

at
webl ogi c. servl et.internal. Servl et Request | npl . execut e( Ser vl et Request | np
| .java: 2260)

.at webl ogi c. ker nel . Execut eThr ead. execut e( Execut eThr ead. j ava: 139)

.at webl ogi c. ker nel . Execut eThr ead. run( Execut eThr ead. j ava: 120)

To troubleshoot an exception:

1. Look at the stack trace and identify some basic information. The top few lines of the
call stack usually contain the most important information, such as:

*  Whether it’san Oracle (SQL) or Java error. In the sample exception above,
it'san Oracle error, not Java error, so it originated in the database.

*  Whosecodeisthe problem. If you seecom edocs the problem isrelated to
edocs code and you can look it up in the Knowledge Base on
https://support.edocs.com.

e Description and other information. You may see a brief description of the
error. In the sample, you see “invalid cursor.” (EDX_DBA.Acme is the package
name.)
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2. Search the edocs Knowledge Base (KB) for the exception number. The KB isthe
most up-to-date repository of specific troubleshooting information. The edocs
Technical Support staff maintains the KB on aregular basis with resolutions to
issues.

If the exception occurred due to a Java problem, it indicates the name of the classfile.
The top Java method shown is the one that threw the exception. If necessary, your edocs
Technical Support engineer can trace a stack trace back through the methods to the
related code to determine the cause of the problem. Be sure to have the exception and
stack trace information at hand if you contacts edocs Technical Support. It is best to
attach thisto the case or, if brief, pasteit into the case body.

Using Debug

About debugging

Setting debug keys for various system features enables debugging, |etting you trace and
expose specific code-related information about what is occurring in your edocs software,
including input parameter values used to call a method, resuilts, etc.

Each debug flag is designed to debug a particular area of functionality where you're
having a problem, such as EmailNatification, user enroliment, or presentment, and starts
debugging whenever that feature is executed.

For example, if a stack trace for a crash mentions libformatter, setting a debug flag can
show which view it was trying to display. Thisinformation could help determine whether
an ALF was deleted, the ALF path isincorrect, if there is a problem with read
permissions, or some other related issue.

. Running with debugging enabled can slow system performance.
Caution .
Some debug flags are too low-level to be useful for debugging.

Debug message content varies in format and may be of limited use to
non-programmers or for general troubleshooting purposes.

Using Java flags

To set debug keys using Java flags:
On WebSphere:

1. Add debug keys to the system properties in the VM Settings tab for each server in
the WebSphere console. For example:

Nanme = com edocs. paynment . debug

Val ue = true
2. Restart the servers.

On WebLogic:
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Windows

Debugging does not produce an output in Windows when TBM is running as a service.
Y ou must run TBM from the command line while you are in debug mode. This“logs’ the

output to the console on your desktop. Y ou can also redirect that output to afile.

* Itisbest to passthe debug Javaflag in edx.config.bat. For example:
Set JAVA OPTI ONS=" $JAVA_OPTI ONS - DMAI L_DEBUG_KEY=1"

Unix

* Inedx.config:
JAVA OPTI ONS="$JAVA OPTI ONS - DVAI L_DEBUG KEY=1"
EXPORT JAVA OPTI ONS

Debug keys you can set as Java flags

TBM Debug Key

Use to debug...

- DIAVA_ONLY Bypass core classes to compose
test HTML statements (to
establish whether the problemis
in Java or core classes).

-Dcom edocs. fs. | oggi ng. Syst em out =t r ue Sends all log messagesto

System.out rather than JMS.

- Dcom edocs.

app. chart . debug=true

TBM Charting

- Dcom edocs.

t asks. ms. debug=t rue

EmailNotification Job

- Dcom edocs.

ms. db. debug=t rue

EmailNotification Job

- Dnai | . debug=true

EmailNotification Job

- Dcom edocs.

core. debug=true

NI

- Dcom edocs.

servi ces. appl i cati on. debug=true

Application (DDN related)

- Dcom edocs.

servi ces. mai | er. debug=true

Email issues

- Dcom edocs.

servi ces. nerger. debug=true

Bill presentment

- Dcom edocs.

servi ces. reporting. debug=true

Reports

- Dcom edocs.

servi ces. ver si oni ng. debug=true

Version set/views

- Dcom edocs.

pwc. debug=t rue

Command Center

- Dcom edocs.

pwe. t asks. ConmonTask. debug=t rue

Command Center

- Dcom edocs.

enrol | ment . user. debug=true

User enrollment

- Dcom edocs.

enrol | ment . user. edocs. debug=t rue

User enrollment

- Dcom edocs.

enrol | ment. access. debug=true

User enrollment

- Dcom edocs. app. publ i sher. debug=true Publisher
- Dcom edocs. app. user . debug=t r ue Presentment
- Dcom edocs. servi ces. sessi on. debug=t rue 1Session
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TBM Debug Key Use to debug...

- Dcom edocs. pwe. db. debug=t r ue Scheduler

-Dcom edocs. t asks. stati cHt m Formatter. debug=true StaticHTM L Formatter task

-Dcom edocs. t asks. i x| oader . debug=t r ue I XL oader task

-Dcom edocs. t asks. i ndexer . debug=true Indexer task

-Dcom edocs. t asks. i vnscanner . debug=true 1V NScanner task

- Dcom edocs. t asks. shel | cnd. debug=t r ue Shell commands

-Dcom edocs. t asks. scanner . debug=t r ue Scanner task

- Dcom edocs. paynent . debug=t r ue General Payment functionality

- Dcom edocs. payment . encrypt . debug=t r ue Payment for encryption-related
1Ssues

- Dcom edocs. eapost . debug=t r ue General eaPost functionality

Setting as an environmental variable

To set debug keys as an environment variable:

For all platforms, it isagood idea to set debug flags environment variables in the TBM
configuration file, edx.config.

To set the debug flag as an environmental variable in Unix:

»  Set the following environmental system variable, as:
EDOCS_DUMP_JNI _ARGS=1
export EDOCS DUMP_JNI _ARGS

To optionally set the debug flag as an environmental variable in Windows:
Add the debug key to edx.config.bat:

1. Addanew line at thetop right, after the“Main:” line, and add the key, asin:
SET EDOCS_DUMP_JNI _ARGS=1

2. Restart the server.

Debug keys you can set in the environment

TBM Debug Key Use to debug...
EDOCS_DUMP_JNI _ARGS=1 Input and output of the
libformatter.so
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Using Log4j

We recommend Log4j, an open source tool that can simplify logging. It insertslog
statements into your code, alow-tech method for debugging. Log4j lets you enable
logging at runtime without modifying the application binary. The logdj packageis
designed to include log statements in shipped code without incurring a heavy
performance cost. See logging.apache.org for more information.

Reviewing Recent System Changes

Find out what changes, if any, have been made to your system recently, including:

e Upgrades or point-releases

* Any new features

* Any changesto related software or hardware

» Customizations to your application made in-house or by edocs Professional Services

» Using Customer Central
Customer Central isthe primary repository of information about edocs products.

Day or night you can use Customer Central resources to troubleshoot your system, learn
more about how to use your application, and download product documentation.

Use Customer Central to access the following edocs resources:

Knowledge Base — The edocs Knowledge Base (KB) is the most up-to-date repository
of specific troubleshooting information about edocs products. Our extensive Knowledge
Base contains thousands of articles and is continually updated by the edocs Technical
Support staff. The KB isagreat self-help tool to find answers and helpful information or
troubleshoot problems. Knowledge Base Articles (KBA's) have been arranged logically
so that you can find information browsing by category, viewing frequently asked
questions, or using keyword, key-phrase searches. There are several ways to access
information in the KB:

* Browse Knowledge Base — Lets you browse KBA' s based on specific categories.
Articles displayed in each category have been created or modified within the time frame
you specify in adrop down box. Lets you quickly view recently posted KBA'’s.

*  Frequently Asked Questions— Lists KBA’s most frequently referenced by customers
and the edocs Technical Support team.

»  Search Knowledge Base - Use the search interface to quickly perform a keyword
search across all edocs KBA's.

* My Notifications — Subscribe to receive notification if a KBA you subscribetois
updated.

* Top 25 Articles—View KBA'sthat have been read most by others. Thislist is
dynamically compiled based on the number of hits each KBA receives.
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Downloads — Download edocs software products and documentation. Y ou can access
documentation at any time, including installation, Tools, Command Center, SDK, and
release notes, for any combination of products, versions, categories, and platforms. (Note
that online help contains supplemental information about edocs products and is not
accessible from the Customer Central.)

Customer Support — Open a support case with edocs Technical Support. See“If You
Need Help” on Page 7 for details. Real-time case management tools allow you log and
track support cases quickly and easily, allowing you to always know the status of your
case.

Education and Training — View up-to-the-minute product training course offerings and
open enrollment sessions available from edocs Education & Training Services.

Customer Profile—View up-to-date information edocs has online about you and your
company. Update your email address; change your password, view product history and
more.

To access Customer Central:

»  Customers can access Customer Central from https://support.edocs.com (or the
Support link on the edocs.com site).

New users must enroll and register with Customer Central. There is a 2-day turnaround
for your registration to be accepted. Y ou will receive an email containing your Customer
Central username and password.
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Multiple Job Failures

If multiple jobs fail at once:

1
2.

Find out whether the database is down. Thisisthe most likely cause.

Look for apossible job “collision.” If you are running multiple Indexer or
EmailNotification jobs, turn on debug.

We do not recommend scheduling more than one of these jobsto run at onetime. It's
a better ideato configure Indexer to run multiple job instances concurrently; see the
Command Center help for more information.

When Jobs Hang

If one or more jobs hang (versus fail), and the entire server is not hung, try
the following steps to recover:

1

Stop scheduler using:
W _schedul er -stop url t3://audi: 7001

Where audi: 7001 is the name and port number of your production server. When
scheduler stops, the jobs that were running appear as Failed.

Shell command tasks launched by Command Center have their own process ID, and
therefore may continue to run. Y ou need to kill these processes separately.

When scheduler restarts, all jobs set to run in the past run at once. This can cause
conflicts. Change the schedule before restarting.

Restart scheduler using:
W _schedul er -start url t3://audi: 7001
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When the System Hangs

If the server hangs, follow these steps to help identify the problem:

1.
2.

Look at the CPU usage. Areyou at %1007

Create a series of thread dumps to see what the CPU is working or waiting on. Y ou
can capture the thread dump in Unix with:
$kill -3 pid.

where pid is the Java process ID. This sends the thread dump to std.out. Do four of
these in arow, 30 seconds apart, and send the logs to edocs Technical Support.

Indexer Job Failure

General steps to troubleshoot Indexer job failure

An Indexer job failswhen its status is Failed or No operation.

Follow these general steps to gather basic information about the failure
and resolve it:

1

View task status to find which task failed; click the status of the job (St at us
column) on the Main Console.

View the TBM Error log to seeif TBM generated an error or exception. Also see
“Interpreting Exceptions’ on Page 16. (The error number prefix indicates which task
was processing when the error occurred: SCN, IDX, IXL, IAC, etc.)

View your server and other system logsto seeif any errors were generated to these
files.

L ook for specific solutions:

» Check the resolutionsin this chapter to problems related to the particular task
where the Indexer job failed.

For further information, the TBM Command Center Help or the Telco e-Billing
Manager Administration Guide describe the function of each task in detail,
including input, output, and configuration parameters.

»  Search the edocs Customer Central Knowledge Base on a specific error,
exception, or descriptive text that appearsin alog. You can aways make a more
general search on the Knowledge Base, searching on “Indexer” for example.

Retry the failed Indexer job after correcting the problem (unless you' re using
Payment).
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When to retry vs. cancel an Indexer job

When an Indexer job failsit is always safe to retry the job (unless you' re using Payment).
If the problem is resolved and the job can proceed, Indexer resumes where it |eft off. For
example, if thejob failed during I XL oader, the Indexer job continues with that task since
it doesn’t need to scan the data file again.

Y ou can cancel an indexer job, if necessary.

Scanner task failure

If the Indexer job fails at the Scanner task (statusis Failed or No operation), here are
some possible causes:

Type of Failure

Probable Causes

What to Do

Task fails (with No
Operation status)

Datafile missing or not
accessible.

Check the input directory for avalid datafile.

Wrong input directory
specified.

Check the Indexer job configuration for the
specified Input directory and edit the pathname
if necessary.

If you get error SCN0014 Scanner.process.Task
on Solaris, see KB article #Q103007. (Solaris
Data directory for the indexer job may be
incorrect and mounted under /var/crash or there
may be symbolic links associated with it.
Remove the symbolic links and create a new
data directory under /opt/edocs/TBM, and
ensure it is referenced correctly in the Indexer
job.)

Wrong output directory
specified.

Check to make sure al directories exist, have
the correct permissions and are mounted.

See KB article # Q102770 for “Invalid task
config” message in eaPost.

Permissions do not
alow read access.

Check the directory and data file permissions,
correcting permissions if necessary.

Two servers
(Scheduler) are
accessing the same
database.

Don't run Scheduler on two serversthat are
both accessing the same database for job
configuration information (such as a production
application on one server and atest application
on another server). Run one Scheduler at atime
or replicate the database and file structure.

Scheduler not running.

Verify whether Scheduler (Process Workflow
Controller, PWC) isrunning and restart it if it is
not.

Scheduler is ajava process; verify that this
processis running.
Solaris/Al X: Check ps-ef |grep xboot

(You can check the java processes, but it's
tough to tell which java processisthe
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Type of Failure

Probable Causes

What to Do

wil_scheduler ... especialy on a server with
multiple WebL ogic servers running.)

% cd $EDX_HOME/bin
%ls-a

look for afile named
.scheduler.localhost:8010.pid

where <localhost:8010> is the —url argument
passed when launching the wl_scheduler and
either “cat” or “more” thisfileto reveal the PID
for the wl_scheduler process. Then verify if
this PID isrunning via“ps—ef |grep <PID>"

Windows: Check command prompt window or
inthe list of services (if you ran it as a service).

Check the pwc log file for messages. When you
start Scheduler, the system createsalog filein
EDX_HOME%\Logs.

Note that if the Server, Scheduler, and Logger
processes are not running, the server may be
down.

See your TBM Installation and Configuration
Guide for details about starting/restarting
Scheduler (search Product Docs for “scheduler”
in the Customer Central Knowledge Base).

The Oracle database is
down.

Oracle Listener is
stopped.

Check whether the database is up and restart
the edx_db database instance. Stop and start
WebL ogic and retry the Indexer job.

Make sure the Listener processis running.

Task fails (with
Failed status)

Out of disk space.

Check disk space and free up if necessary.

File has O bytes.

Check the size of the file datafilein the Input
directory. If it is O bytes, thisfile isthe
problem; Indexer will not process zero byte
files. Scanner assumes a zero bytefileis
corrupt and the task/job fails.

See KB article #Q102270.

Indexer task failure

If the Indexer job fails at the Indexer task, check for any of the following potential

causes.

Type of Failure

Probable Causes

What to Do

Task fails (with
Failed status)

Corrupt DDF or data
file.

Check against known good filesif possible.
Replace the corrupted file. To verify the datain
an input file can be read, open thefilein
DefTool and simulate using the application
DDF.
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Type of Failure

Probable Causes

What to Do

If the files are being sent to the server in binary
mode and you receive error message GE0629
on AlX or Oracle, see KB article #Q102381.

Permissions do not
allow read access.

Check the directory and data file permissions,
correcting permissions if necessary.

See KB article #Q102667 for information about
error IDX0011 on AlX.

Path to DDF not found.

Check the Indexer task configuration. If the
DDF path says “Not found,” go to Publisher
and verify that the version set was published
properly (with the correct DDF and type).

Check that EDX_HOME is properly setin
startup files and that EDX.CONFIG is sourced

Out of disk space.

Check disk space and free up if necessary.

See KB article #Q102478 if using WebSphere
on AlX.

Check swap space using df-K. Add more space
if necessary.

IXLoader task (also DXLoader) failure

If the Indexer job fails at the IXLoader task, check for any of the following potential

causes.

Type of Failure

Probable Causes

What to Do

Task failed (Failed
status). No *.ctl or
* log fileswere

created in the Data

Database
communication
problem.

A “SQLLoader.processTask” error may
indicate a problem with the configuration of the
database connection.

For Solaris, see KB article #Q100202 for more

directory. It details.
%ﬁ; Zdaesrlrji dn't Check the Oracle tnsnames.orafile on the
un application server, and try to manually connect
' to the database via sglplus, TOAD, etc.
Is Oracle Listener Started on the database
server? Check Listener.ora.
Is SID correct? Check dbmap,
dbaccess.properties (the files are from the 1.9
days—no longer around in 2.x and greater.)
Task failed, a Out of memory. Verify min and max heap sizesfor javain
partial .ir file was $EDX_HOME/config/edx.config. Also verify
created, but no min and max heap sizes for java, which are

*.log or *.ctl files.

specified as JAVA_OPTIONS in the scripts
that launch the WebL ogic servers:
startWebL ogic. sh and

startM anagedWebl ogic.sh.

Check swap space using df-K. If swap spaceis
filled add more then retry the job.
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Type of Failure Probable Causes What to Do
Task failed, but Bad *.ir file (or *.ix Check *.log and *.ctl for SQLloader error
* log and *.ctl files | file) messages.
were created.
Out of disk space. If you receive an error such as I XL0O015, verify

that the application server has sufficient swap
space and increase as necessary. See KBA

#Q100807.
Pointing to wrong If avalid datafile exists and the permissions on
database. the folder allow read access, thisisusualy a

mistake in pointing to the incorrect database.
Make sure the JIDBC and SQL Loader are both
pointing to the same database.

AutolndexVolAccept task failure
The AutolndexV ol Accept task does not typically fail.

EmailNotification Job Failure

General steps to troubleshoot EmailNotification job failure

An EmailNotification job failsif an email message fails to send to the SMTP mail server
(after retrying the job the number of times specified in the “Max Number of Retries’ field
in the job configuration).

When an EmailNotification job fails, some emails have typically already been
successfully sent to the server. But the failed email and subsequent email remain unsent,
and remain unsent until you resolve the problem email and rerun the job. Until you cancel
afailed EmailNotification job, no other files can be processed by the EmailNatification
job. (Any sent mail does NOT get sent again when you retry ajob.)

When the problem is resolved, you must retry the job to send the unsent email.

Follow these general steps to troubleshoot EmailNotification job failure:

1. Check thetask statusto verify which task failed; click the status of the job (St at us
column) on the Main Console.

2. View the TBM Error log to see if TBM generated an error or exception. See
“Interpreting Exceptions’ on Page 16.

3. View your server and other system logs to seeif any errors were generated to these
files.

4. Check the configuration parameters set for the EmailNotification job in the TBM
Command Center.

28 | Telco e-Billing Manager Troubleshooting Guide



Job Failure

5. Look for specific reasons for email failure:

*  When EmailNotification failsit generally meanstroubleshooting the failure
of individual email. For reasonswhy email may fail and how to correct it,
see the MailNotification Task Failure section below.

For further information, the TBM Command Center Help or the Telco e-Billing
Manager Administration Guide describe the function of the IVNScanner and
MailNotification tasks in detail, including input, output, and configuration
parameters.

»  Search the edocs Customer Central Knowledge Base on a specific error,
exception, or descriptive text that appearsin alog. Y ou can aways make a more
general search on the Knowledge Base, searching on “email” for example.

6. Once you've corrected the problem, retry the failed EmailNotification job. If it fails
again on other problem email, you must resolve the specific problem with that email
before you can retry the job. Y ou must resolve each email failure since the rest of the
unsent email won't get sent otherwise.

When to retry vs. cancel an EmailNotification job

If you have corrected the problem with a failed email, connection to the server, or other
problem that caused an EmailNotification job to fail, you can always retry the job.

Canceling an EmailNotification job prohibits you from retrying the job, and any unsent
messages cannot be sent for that datafile.

Thereisaworkaround for restarting a cancelled job, however, it requires you to update
the database directly. Knowing how to perform this workaround enables you to cancel the
failed job so that you can go ahead and start another mail job while researching and
correcting the problem with individual email failures, then later restart the cancelled job
so that the unsent email can be sent.

How to update the database to force a retry of a cancelled EmailNotification

job:

1. Set the status of the failed email to “address error” in DDN_mail table for the
accounts and 1V N that failed.

2. In Customer Central, go to KB Article #Q102778. This article contains alink to the
eNotificationReset.sql script, which you must run to reset the IVN for mail
notification. This script deletes the row from ddn_volume_types where z_ivn = your
ivn AND volume_type = ‘IVN Scanner email-Email Notification.” Thiswill allow
the IVN to be picked up again next time the email job runs.

Edit the following section of the script to replace “ ddn” with the application name,
and “&2" with the number of the cancelled IVN you want to rerun:

del ete
from ddn_vol unme_types

where ddn_vol _num = &2
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and vol une_type = ‘I VN Scanner emmil-Email Notification
3. Runthe EmailNotification job.

Additional information isavailable in KB Article #Q0102744.

IVNScanner task (for EmailNotification) failure
IV NScanner does not typically fail.

MailNotification task failure

Type of Failure Probable Causes What to Do

Task failed (Failed status) | Individual email failsdueto | Find out which email failed and
aproblem with the address | why; look at the contents of the

or other information. email table, called DDN_mail,
which populates when the job runs.
(edocs Technical Support uses Toad
for viewing DB content.) The Status
column in the mail table indicates
which email failed. Status can be;

Sent — The SMTP server accepted
the email for delivery. It does not
necessarily mean that the user has
received the email.

Unsent — The SMTP server did not
accept the email. This often means
an exception was thrown. Review
your error logs.

Server Error — The SMTP server
could not be contacted. The network
or server may be down.

AddressError —Thereisa
problem with the email address on
file for the recipient. The domain
name may be bad (versus aninvalid
email format). Check the address for
the failed email. If it contains a bad
domain name, correct it.

Failed — No message from the
SMTP server; may not be able to
access SMTP server or other failure.

Thetask fails and the Incorrect SMTP host. Check the EmailNotification job
administrator gets no configuration.

message back

Thetask fails and Network or mail server Posting Service Error: PS5002
generates an error or connections not working or | Email notification not being sent out
exception specifications incorrect. to customers. Failed to send email.

Make sure the mail server is
running, check the network
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Type of Failure Probable Causes What to Do

connectivity to the mail server, and
make sure mail server specifications
are correct in the EmailNotification
job configuration..

The task appearsto run Retry period istoo large. The default retry period is 60
forever. minutes. Check configuration and
adjust the retry period.

Using Mail Auditor

The Mail Auditor is an optional feature you can use to:

»  Check the integrity of each email before the EmailNotification job sends it to the
SMTP mail server.

* Maintain logs of which email was sent and which email failed the integrity checks for
each EmailNotification job. Mail Auditor saves the entire text of the email and other data
inlogs called * .failed and * .sent in your data output directory (as you define in your
Indexer job configuration).

Y ou can use Mail Auditor with HTML or plain text mail.
The Mail Auditor performs the following checks on each email:

1. Ensuresthat the account number, the email address list, and the message body are not
null. If the email addresslist is null, the account is logged to
EDX_HOME/Data/ddn/* .failed with a status of “Skipped.” Here is a sample of the
log format:

Fri May 24 18:26:55 EDT 2002 Status: Ski pped DDN: Nat| W r el ess
Account Nunber: 0407200

Emai | Addresses: Message Text:
THE JOB WLL NOT FAIL FOR NULL EMAI L ADDRESS

To speed processing, no email message body is created and no attempt is made to
send to the SMTP server for this account. No entry is made to the ddn_mail table to
allow easier resending of emails by the administrator.

Y ou can rerun the mail notification task for a particular index volume number by
removing ‘IVN Scanner email-Email Notification’ from ddn_volume_types where
z_ivn corresponds to your data file. Then rerun the EmailNotification job.

Verifiesthat thereis at |east one email address. See above.

Verifiesthat HTML start and end tags are correct for specific strings. If a start of
email message text is provided as an environmental entry in the gjb-jar.xml, ensures
that the message body starts with that text. Default is <IDOCTY PE which would be
found on HTML email templates.

4. If an end of mail message text is provided as an environmental entry in the gb-jar-
xml, ensures that the message body ends with that text. Default is </html> which
would be found at the end of the HTML email template.
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5. If the environmental entry for account number validation is set to true, then there
should be at least one occurrence of the account number within the message body.

Mail Auditor logs the following information:

» If any of validation steps 3-5 above fail, Mail Auditor logs this information to
* failed and fails the job to alert the administrator and allow them to easily determine the
problem and then retry the job. It logs the following information:

Mon May 06 17:23:28 EDT 2002 Status: Aborted DDN:. ddn Account
Nunber : account Num Emai | Addresses:|ist of email Addresses
separated by a senicol on Message Text: Message Body

» If theemail passesthe validation stepslisted above and the MailNotification job
sends all email successfully, Mail Auditor logs thisinformation to*.sent with this
information:

Log tinmestanp in the format Mon May 06 17:23:28 EDT 2002
St at us: Sent DDN: ddn Account Nunber:account Num Emmai |
Addresses: list of emmil Addresses separated by a senicol on
Message Text: Message Body

» If theemail passesall validation stepslisted above and the email is
unsuccessfully sent due to some exception, Mail Auditor logs the following information
to* .failed:

Log timestanmp in the format Mon May 06 17:23:28 EDT 2002
Status: Fail ed DDN: ddn Account Number:account Num Enmai |
Addresses: |ist of emil Addresses separated by a senicol on
Message Text: Message Body

To troubleshoot a failed EmailNotification job using Mail Auditor log files:

1. When an EmailNotification job fails, check the Data directory for the ddn and look
for the * .failed files. Open thisfile and determine why the email failed from the
logged data.

2. Correct the problem email.
3. Retry the email job in Command Center. Previously sent emails will NOT be resent.

4. Mail Auditor appends successful emails during the retry to the * .sent file.

To manage log files:

* Theadministrator can safely delete the sent and failed logs at any time to reclaim the
drive space.

To turn Mail Auditor on/off:

Y ou can configure each email job to use acustom Mail Auditor bean. Several beans can
be in the Enterprise Archive file. All email jobs that use the same bean will use the
validation parameters contained in the deployment descriptor for that bean. Y ou can
change the deployment descriptors from the WebL ogic or WebSphere console.
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* Inthe TBM Command Center, edit the EmailNotification job configuration
(MailNatification task). To turn Mail Auditor on, specify the appropriate INDI name of
your system’s custom Mail Auditor bean in the Auditor Model configuration field. (For
NatlWireless, use the default INDI name edx/ejb/Mail Auditor.) To turn Mail Auditor off,
leave the Auditor Model field blank.

Caution Note that running Mail Auditor slows down EmailNotification job
performance.

To change the parameters Mail Auditor looks for at the beginning and end
of an email:

Edit the deployment descriptor for your Mail Auditor bean. The environment entriesin
the gjb-jar.xml looks like:
<env-entry>
<descri pti on>Check For Account Nunber</description>
<env- ent ry- name>CheckFor Account Nunber </ env- entry- nane>
<env-entry-type>j ava. | ang. Bool ean</ env-entry-type>
<env-entry-val ue>true</env-entry-val ue>
</env-entry>
<env-entry>
<descri ption>Emai | Message Body Start</description>
<env-entry-nanme>Enai | St art Text </ env-entry- name>
<env-entry-type>java.lang. String</env-entry-type>
<env-ent ry-val ue><! [ CDATA[ <! DOCTYPE] ] ></ env-ent ry-val ue>
</env-entry>
<env-entry>
<descri pti on>Emai | Message Body end</description>
<env-ent ry- name>Enmai | EndText </ env-ent ry- name>
<env-entry-type>java.lang. String</env-entry-type>
<env-ent ry-val ue><![ CDATA[ </ HTM.>] ] ></ env-ent ry-val ue>
</env-entry>
Where text in bold are the environmental entry names and cannot be changed and text in
italics are the values for the environment entries that can be configured. Note that some

values are enclosed in <!/[CDATA][...value...]]> because of the special characterslike
< and >

These entries are optional; if they do not occur in the deployment descriptor, then Mail
Auditor does not perform the associated check.
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Fixing Invalid DDF Content

If you receive errors opening or saving a DDF in DefTool or while trying to publish a
DDF in Publisher, your DDF contains invalid content. DefTool also validates XML DDF
content when you open or save an XML DDF. When you attempt to save a serialized
DDFin TBM 4.0, DefTool performs additional validations on the XML, sometimes
revealing problems that previously went undetected.

DefTool displays the message “Failed during internal validation” when the schema
validation fails and logs the error.

When the internal validation failsin Publisher, the message “ Unable to create version set
dueto aninvalid DDF" appears but the error is not logged.

To resolve DDF errors:

1. If theerror appeared in DefTool, check your DDF error log DDF_error.log, where
DDF is the application name, in the folder where the DDF is |ocated for details. If
you received an internal validation error in Publisher, open the DDF in DefTool and
try to determine where the problem content is.

2. Seethetable below for resolutions to some common DDF errors. Although you can
fix most problems manually, a few require you to contact edocs Technical Support
for resolution.

3. If you have saved the DDF in XML format, follow the resolution procedure for XML
format. If you have installed 4.0 or higher but have not yet saved the serialized DDF
in XML format, follow the instructions for the serialized DDF.
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DDF Error

Resolution for XML or Serialized DDF

<Field name> field is not
associated to atablein
the DDF

Serialized:
1. Openthe DDF in DefTool. DefTool automatically removes
the field when you open the DDF.
2. Savethe DDF.
XML:
1. Openthe XML DDF in atext editor.
2. Search for the unassociated field name.
3. Remove all the element information.
4. Savethe DDF inthetext editor.
5. Open the DDFin DefTool and save the file (to verify and

stamp the integrity key into the DDF).

Repeat this process for all unassociated elements; DefTool shows only
oneerror at atime.

Error in reading field
location for <field
name>

Serialized or XML: Contact Technical Support.

Invalid page style

Serialized:

reference <pg style 1. InDefTool, remove the invalid page style reference from the
name> for a pure/group pure/group field element or marker location and add the valid
field location page style reference.

2. SavetheDDF.

Invalid page style XML:

reference <pg style . )

name> for amarker 1. Openthe XM L D_DF using atext editor.

location 2. Removetheinvalid page style reference value from ‘ page-
type’ attribute in the corresponding field (pure/group) or
marker location and add the valid page style.

3. Savethe DDF.

4. Openthe DDFin DefTool and save thefile (to verify and
stamp the integrity key into the DDF).

Invalid 'type' value for Serialized:
field <field name> 1. InDefTool, edit the field properties and add the correct field
type.

2. Savethe DDF.

XML:

1. Openthe XML DDF using atext editor.

2. Addthe correct field type value
(STRING/NUMERIC/CURRENCY) in the 'data-type'
attribute in the field element.

3. Savethe DDF.

4. Openthe DDFin DefTool and save thefile (to verify and

stamp the integrity key into the DDF).

Error inreading
locations in the marker
<marker name>

Serialized or XML: Contact Technical Support.
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DDF Error

Resolution for XML or Serialized DDF

Containsan invalid
dynamic field <field
name> in the pattern

Serialized:
Remove the invalid dynamic field reference:

1. InDefTool, edit the element properties and delete dynamic
field reference.
2. If the'Use Dynamic Pattern' option is set, unset it.
3. Savethe DDF.
XML:
1. Openthe XML DDF in atext editor.
2. Search for the element with the invalid dynamic reference.
3. Set the value of 'dynamic-pattern’ attribute to "false".
4. Openthe DDF in DefTool and remove the dynamic field
reference as described for the serialized DDF.
5. Savethe DDF.
Pattern does not contain | Serialized:
dynamic field 1. InDefTool, edit the element properties and uncheck the 'Use
Dynamic Pattern’ option.
2. Savethe DDF.
XML:
1. Openthe XML DDF in atext editor.
2. Setthevalue of 'dynamic-pattern’ attribute to "false” for the
element.
3. Savethe DDF.
4. Openthe DDFin DefTool and save thefile (to verify and
stamp the integrity key into the DDF).
Page Style Name <pg Serialized:
gwe gta”l@('ss invalid: 1. InDefTool, remove the special characters.
nglee, I\>;I§r'kerr,0g(3)’l umn 2. Savethe DDF.
and Field namesshould | XML:
contain alpha characters, 1. Openthe XML DDF using atext editor
"—;C%rsglr‘]rggisu‘l"g t:t(;rutt 2. Remove the special characters.
\;S\F/)i th an apha character. 3. Savethe DDF.
4. Openthe DDFin DefTool and save thefile (to verify and

stamp the integrity key into the DDF).

Element ‘child’ is not
valid for content model:
‘ (table-anchor,child*)’

Serialized or XML: Contact Technical Support.

Error in reading location
information for the table
field <tbl field name>

Serialized or XML: Contact Technical Support.
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DDF Error Resolution for XML or Serialized DDF

Vaue<string> doesnot | Serialized:

matcr] regular expression 1. InDefTool, remove leading and trailing spaces of the
facet ‘[N J+([ 1*[ ]+)* - element.
(schema error) 2. Savethe DDF.
XML:

1. Openthe XML DDF in atext editor.

2. Remove leading and trailing spaces of element.

3. Savethe DDF.

4. Openthe DDF in Deftool and save the file (to verify and

stamp the integrity key into the DDF).

Group <group name> Serialized:

has ainvalid child table 1. InDefTool, delete theinvalid table references from the group.
<table name> If you cannot see it, contact Technical Support.

2. Savethe DDF.

XML:

1. Openthe XML DDF in atext editor.

2. Remove theinvalid child information from the group.

3. Savethe DDF.

4. Openthe DDFin DefTool and save thefile (to verify and

stamp the integrity key into the DDF).

Unable to read the DDF Serialized or XML:

file e Grant write permission for the DDF. If this does not work,
contact Technical Support.
Multiple PRIMARY Serialized:
Keys are defined in the 1. InDefTool, remove additional primary key fields or edit the
DDF field and unselect the field type “Primary Key” (to makeit a
regular field).
2.  Savethe DDF.
XML:

1. Openthe XML DDF using atext editor.

2. Delete the additional primary key fields or change the value of
‘type’ attributein field tag to “SECONDARY".

3. Savethe DDF.

4. Openthe DDFin DefTool and save thefile (to verify and
stamp the integrity key into the DDF).

Field location contains Serialized or XML: Contact Technical Support.
an empty pattern
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Improving Application Performance

Summary List Response Time

The summary list, sometimes called the “hit list,” is the application view that shows
indexed data for the current statement plus any historical ones available.

To determine whether your summary list response time is a problem:
1. Using aWeb monitoring tool, evaluate the .jsp response times.

2. Put timestamps around the call to getSummary to see how long the call took in
elapsed time.

If the hit list getSummary response time is the primary cause of delay:

1. Narrow the range of months you return, for example, display 3 months instead of 12.
This reduces the number of tables that need to be searched. Y ou could add alink if
you still want users to optionally be able to access al 12 months of historical
statements.

2. Improve the speed of the Index table. On DB2, run Runstats to improve the
performance of database queries on the indexed data; on Oracle use Compute
Statistics. You can also modify table sizes, and for Oracle, enabling native table
partitioning.

Indexer Job Performance

If an application’s Indexer job is slow, here are some ways to improve
performance:

* Look at the Command Center logs and determine how many minutes the Indexer and
IXLoader tasks take. (Scanner and AutolndexV ol Accept tasks are not going to be the
problem.) If the Indexer task is slow:

» TheIndexing DDF may not be optimized for extraction. Try making long,
narrow coordinatesin DefTool and simplify RegEX patterns.

» Compression on IndexerTask might be slow.
If the IXLoader task is slow:
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Improving Application Performance

* Review theload method you are using. Direct load is usually faster than
Conventional load. Direct load stores data directly to the database and locks the
Index table. A Conventional |oad uses Insert statements, one row at atime,
performs multiple Selects and Inserts on the table at once, but does not lock up
the table. edocs recommends using Direct load for Oracle and SQL Server, and
Conventional load for DB2. See the Telco e-Billing Manager Administration
Guide for details on the I XLoader task configuration options.

* Thereisan approximate 20-second overhead for processing individual datafiles.
Using many small files can significantly impact the Indexer job. If possible, use fewer
input files.

EmailNotification Job Performance

The edocs’ email solution platform can scale to move more than one million emails/day.
We are capable of 100,000/hr. If you get drastically slower performance, we have found
that the mgjority of problems can be fixed by plug-in or by optimizing the SMTP server.

If an application’s EmailNotification job is slow, here are some ways to
improve performance:

» Review the response time of your email account resolver. Check how long it takes
per lookup. Add elapsed time logging to your plug in so you know the moment it camein
to the moment it returned the email address (the start and end of the method).

* Your SMTP server may be slow. To test, add multiple |P addresses for SMTP
servers, comma-separated, to the “SMTP Hosts’ field of your EmailNotification job
configuration. This randomly selects SMTP servers to send email to. If the problem was
your SMTP server, you should see a dramatic improvement in response time. Optimize or
tune up the SMTP server if it isslow.
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