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INTRODUCTION

OVERVIEW

This section covers the following topics:

+«+ About This Guide (page 1-1)

% What's New (page 1-5)

+« Content Tracker Terminology (page 1-7)
«» Genera Limitations (page 1-8)

++ Genera Considerations (page 1-9)

+» Conventions (page 1-9)

ABOUT THIS GUIDE

This section covers the following topics:

+«» Content Tracker Operational Summary (page 1-2)
+«+ Audience (page 1-5)
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Content Tracker Operational Summary

Content Tracker monitors activity on your Content Server instance, and records selected
details of those activities. It then generates reports that may help you understand the ways
in which your system is being used. This section covers the following topics:

¢ About the Components (page 1-2)
+« About the Data Flow (page 1-3)

Note: This section provides a very brief overview about Content Tracker and Content
Tracker Reports functionality. This summary provides a basic background about the
components and should help prepare you for the more detailed information provided in
Chapter 2 (Operational Overview).

About the Components

Content Tracker and Content Tracker Reports are separate modul es but work together to
provide information about system usage. The information provided enables you to
determine which content items are most frequently accessed and what content is most
valuable to users or specific groups.

Understanding the consumption patterns of your organization’s content is essential to
successful content management. This enables you to provide more appropriate, user-
centric information more effectively. This section summarizes both components:

+«+ Content Tracker Overview (page 1-2)

+« Content Tracker Reports Overview (page 1-3)

Content Tracker Overview

Content Tracker monitors your system and records information about various activities.
Thisinformation is collected from various sources, then merged and written to a set of
tables in your Content Server database. You can customize Content Tracker to change or
expand the types of information it collects. Content Tracker monitors activity from:

< Content item accesses:

Content Tracker gathers information about content item usage. The data is obtained
from Web filter log files, the Content Server database, and other external applications
such as portals and Web sites. Content item access data includes dates, times, content
IDs, current metadata, user names, and profile information about users.
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«» Content Server services:

Content Tracker tracks all services that return content, as well as services that handle
search requests. And, with a simple configuration change, Content Tracker can
monitor literally any Content Server service, even custom services.

Content Tracker Reports Overview

After Content Tracker extracts data and popul ates applicable database repository tables,
the information is available for report generation. Content Tracker Reports enables you to:

« Generatereports:

Content Tracker Reports queries the tables created by Content Tracker and generates
summary reports of various kinds of activities and the usage history of particular
content items. The reports help you analyze specific groups of content or users based
on metadata, file extensions, or user profiles. You can use the pre-defined reports that
are provided, customize them to suit your installation, or use a compatible third-party
reporting package.

+« Optimize content management practices:

You can also use the reported data for content retention management. That is,
depending on the access frequency of particular content items during specific time
intervals, you may decide to archive or delete some of the items. Similarly,
applications can use the data to provide portlets with the top content for particular
types of users.

About the Data Flow

Combined, the Content Tracker and Content Tracker Reports components perform three
primary information processing functions:

+ Data Recording (page 1-4)
++ Data Reduction Process (page 1-5)
+«» Data Reporting (page 1-5)
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Data Recording

Content Tracker records data from the following sources:

/7
0‘0

Web Server Filter Plugin:

When content is requested via a static URL, the web server filter plugin records
certain details of the request and saves the information in one or more event log files.
Event log files are organized according to the date on which the information was
collected. The event log files are eventually used as input by the Content Tracker data
reduction process.

Service Handler Filter:

Content Tracker has alist of servicesthat it monitors. When one of these servicesis
called, details of the service are copied and saved in the SctAccessLog table. You can
change which services are monitored, and which details are recorded.

Content Tracker Logging Service:

Content Tracker supportsageneral purpose logging servicethat isasingle-service call
that can be used to log an event. It can be called directly viaa URL, asan actionin a
service script, or from IdocScript.

Content Server Database Tables:

The Content Tracker data reduction process queries selected Content Server database
tables. Thisis done primarily to obtain information about the names and accounts of
users who were active during the reporting period.

Application API:

Content Tracker provides an interface by which other components and applications
can be registered for tracking, and can have information about their activities
recorded. For example, thisinterface allows cooperating applications, such as Site
Studio, to log event information in real time.

Note: The Application APl isincluded in the SctApplicationFilter.hdafile. Thisinterface
is designed as a code to code call which does not involve a Content Server service. The
Application API isnot meant for general use. If you are building an application and are
interested in using thisinterface, you should contact Consulting Services.
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Data Reduction Process

The data reduction process gathers and merges the data obtained from the four data
recording sources. Until this reduction process has finished, the datain the Content
Tracker tablesisincomplete. You will usually run the reduction once for each day’s worth
of data gathered. The reduction may be run manually, or may be scheduled to run
automatically, usually during an off-peak period when the system load islight.

Data Reporting

Content Tracker Reports provides a set of reports that answer commonly asked questions
about Content Server activity and usage. For example, you can determine which managed
objects have been accessed most frequently, which searches are used most often, and
which users have been most active. These reports are available directly, via the Content
Tracker Report Generator main page, and indirectly as an action on the Content
Information page. The reports, the underlying queries, and the output formatting are
available for customization.

Audience

This administration guide is intended for system administrators who need to install and
configure the Content Tracker and Content Tracker Reports components. System
administrators will also use this guide to manage data acquisition, generate usage reports,
and enhance Content Server functionality for end users. This guide assumes that the
product has been installed correctly and that you are familiar with Content Server products
and the architecture of the Content Server.

WHAT’S NEW

This section describes the new features and enhancements in the 10gR3 versions of
Content Tracker and Content Tracker Reports components.

<+ Custom Metadata Fields For Search Relevance Infor mation:

The snapshot function enables you to link activity metrics to custom metadata fields
that can be populated with content item usage information. The data gathered by the
activity metricsincludes the date of the most recent access and the number of accesses
in two distinct time periods. You can use the collected data in various ways. For
example, you might want to order search results according to the most popular or most
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viewed content in the last week. For more information, see the Snapshot Tab
(page 3-11).
Count Checkin Oper ations as Access Activity:

When acontent item is checked in, the Last Accessfield in Content Server’'s DocM eta
database table isinitialy empty. After a data reduction has been performed, the Last
Access field is updated with the most recent date and time of access, or with the date
and time of checkin if no accesses have occurred. An optional automatic load function
allows you to update the last access activity metric for existing content to ensure that
the Last Accessfield for content itemsis appropriately timestamped. For more
information, see the Autoload check box (page 3-14) on the Snapshot Tab (page 3-11).

Greater Flexibility With Extended Service Logging:

The extended services logging function enables you to map and log data from most
Content Server servicesto the combined output database table (SctAccessLog). This
means that in addition to logging calls for services, you can now track specific data
values that are relevant to those services. For more information, see the Services Tab
(page 3-16) and the Extended Service Call Tracking Function (page 5-3).

Audit Trailsfor Failed User Authentications/Authorizations:

Content Tracker Reports now provides an auditing feature that enables you to monitor
unsuccessful attempts to access the system or permission-protected content. Two
reports are available that can help you analyze attempted security breaches that
include failed user logons and unsuccessful attempts to access secure content items.
Thisinformation isvital to ensure system and content security. For more information,
see User Authentication/Authorization Monitoring and Auditing (page 4-21).

Filtered Report Results Based on User’s Role/Account Permissions:

With this version of Content Tracker Reports, you can choose to generate reportsin
secure or non-secure mode. That is, you now have the option to filter the search results
in reports based on the requesting user’s role and account permissions. The same
criteriathat are used to limit Content Server search results can be used to restrict the
content items that are included in the generated reports. For more information, see
Security Checks and Query Results (page 4-23).

Include Both External and Internal User Access Data in Reports:

With this version of Content Tracker and Content Tracker Reports, the role and
account information for externally authenticated usersis recorded in the Content
Server's UserSecurityAttributes database table. As aresult, two pre-defined reports
(Top Content Items by User Role and Users by User Role) include the content item
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access activity by external users. For more information, see External Users and
Content Item Tracking (page A-10).

DataBinder Dump Facility to Debug Field M aps for Extended Service L ogging:

If you plan to use the extended service logging function, the DataBinder dump facility
is available to help you design and debug the field maps. This facility allows Content
Tracker to write the DataBinder objects to a dump file and enables you to see what
datais available when service events are recorded. For more information, see
DataBinder Dump Facility (page B-4).

Web Site Access Activity (Site Studio):

With this version, there are pre-defined reports that you can use to generate and
analyze Site Studio-specific data. One report summarizes content accesses from web
site pages. Another report summarizes web site page visits. For more information, see
Site Studio Web Site Activity Reporting (page 4-21).

CONTENT TRACKER TERMINOLOGY

You should be familiar with the following terminology when using Content Tracker and
Content Tracker Reports:

Data collection: Gathering content access information programmatically and writing
the information to event log files.

Datareduction: Processing theinformation from data collection and merging it into a
database table.

Data Engine Control Center: The applet interface that provides access to the user-
controlled functions of the Data Engine. The Data Engine Control Center is used to
enable, schedule, and monitor data collection. It is aso used to collect and manage
data about user activity and service calls.

Collection: Tab used to enable data collection.

Reduction: Tab used to stop and start data reduction (that is, merging datainto
database tables).

Schedule: Tab used to enable automatic data reduction.

Snapshot: Tab used to enable activity metrics. Also, the word snapshot is used to
denote historical information that is instantaneous in nature and specifies what user
accessed a particular content item at a particular moment.
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Services. Tab used to add, configure, and edit Content Server service calsto be
logged. It is aso used to define the specific event details that are to be logged for a
given service.

Service definitions: The ResultSet structure in the service call configuration file
(SctServiceFilter.hda) that contains entries to define each Content Server service call
to be logged. The service definition ResultSet is named ServiceExtral nfo.

ServiceExtral nfo ResultSet: See Service definition.

Serviceentry: The entry in the service definition ResultSet (ServiceExtralnfo) that
defines a Content Server service call to be logged. The ServiceExtralnfo ResultSet
contains one service entry for each service to be logged.

Field map: A secondary ResultSet in the service call configuration file
(SctServiceFilter.hda) that defines the service call data and the specific location where
the datais to be logged.

Top Content Items. Most frequently accessed content items in the system.

Content Dashboard: An HTML page that provides overview information about the
access of a specific content item.

GENERAL LIMITATIONS

1-8

Content Tracker is supported on most hardware and networked configurations. There are,
however, certain hardware and software combinations that require special consideration.
Some known limitations include:

An architecture using multi-node clustersinstalled in asingle server are not supported
for tracking and report generation. See Tracking Limitations in Single-Box Clusters

(page 2-19).
In some circumstances, exact access counts cannot be guaranteed for content that is

requested through static URL s or by WebDAYV. See Tracking Limitations with Static
URLs and WebDav (page 2-19).

When either Oracle or DB2 is used as the Content Server database, metadata values
are case sensitive. See Oracle and DB2 Case Sensitivity (page 4-3).

When Access Control Lists (ACLS) are enabled on a Content Server instance, the
Content Tracker Reports secure mode does not work. See Access Control Lists and
Content Tracker Reports Secure Mode (page 4-4).
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When Oracle is used as the Content Server database, some additional, customized file
configurations are necessary if you want to use aliases to display column names. See
Custom Report Queries and Oracle (page 4-16).

GENERAL CONSIDERATIONS

The following general considerations are applicable for the current version of the Content
Tracker and Content Tracker Reports components:

R/
0.0

Hanging Browser:

If Content Server happens to terminate while the Data Engine Control Center is
running, the browser can also hang. To easily resolve thisissue, close the hung
browser window.

Local Timevs. GMT:

A new configuration parameter enables you to use local time instead of Greenwich
Mean Time (GMT) to record user access times:

»  SctUseGM T=true configures Content Tracker to use GMT.

» SctUseGM T=false configures Content Tracker to use local time. Thisisthe
default setting.

If you are performing anew installation of Content Tracker and use the default setting
for SctUseGMT, user accesses will be recorded in local time. If you are upgrading
from an earlier version of Content Tracker and use the default setting for SctUseGMT,
there will be a one-time retreat (or advance, depending on your location) in access
times. Also, to accommodate the biannual daylight savings time changes, therewill be
discontinuities in recorded user access times (contingent on whether you use local
time and your location).

CONVENTIONS

+« Thenotation <install_dir>/ is used to refer to the location on your system where the

K/

o0

>

product isinstalled.

File names and file paths within text are indicated by the following convention:
config.cfg filein the <install_dir>/config/ directory.

Content Tracker Administration Guide 1-9
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+» Forward slashes/ are used to separate the directory levelsin a path name. Thisistrue
when referring to files on alocal Windows file system or on aUNIX system. A
forward slash will always appear after the end of a directory name.

The following symbols are used throughout this guide this help system:

Description

Thisisanote. Itisused to bring special attention to
information.

Thisisatechnical tip. It isused to identify information
that can be used to make your tasks easier.

Thisisan important notice. It is used to identify a
required step or required information.

Thisisacaution. It isused to identify information that
might cause loss of data or serious system problems.

YEIEIEE
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OPERATIONAL OVERVIEW

OVERVIEW

This chapter covers the following topics:

+«+ About Content Tracker (page 2-1)

+» Content Tracker Data Flow (page 2-2)
+« Data Collection (page 2-4)

+« Data Reduction (page 2-6)

+«+ Content Tracker Event Logs (page 2-7)
+«+ Combined Output Table (page 2-8)

« Data Output (page 2-12)

¢ Tracking Limitations (page 2-17)

ABOUT CONTENT TRACKER

Content Tracker captures information regarding the consumption patterns of content
items. Activity information is collected daily for both external and internal users. This
includes tracking content accessed from Content Server by end users directly or via
external applications such as portals and Web sites.
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Theinformation is gathered from Content Server Web filter log files, the Content Server
database, and other external applications such as portals and Web sites. The specific data
includes dates, times, content | Ds, current metadata, user names, profile information about
users, and Content Server service calls.

Once the dataiis collected, Content Tracker combines, analyzes and synthesizes the event
information and |oads the summarized activity into database tables. After reduction, this
data becomes available for reporting purposes. You can use the Content Tracker Report
Generator main page to produce reports that identify content usage trends. Thiswill help
you understand how your system is being used resulting in more successful content
management.

CONTENT TRACKER DATA FLOW

2-2

Content Tracker collects event information such as dynamic and static content accesses
and service calls. Several mechanisms are used to collect the data.

«» Web Server Filter Plugin (page 2-5):
Collects data values from static URL s and logs them in raw data files.
«» Service Handler Filter (page 2-5):

Examines Content Server service requests and writes certain details from them
directly to the SctAccessLog tablein real time. Only serviceslisted in the
SctServiceFilter.hdafile are logged.

++ Content Tracker Logging Service (page 2-6):

Used to log event information generated by a suitably configured application.
This section covers the following topics:
+«+ Data Reduction Process (page 2-2)

R/

¢ Data Reduction Process with Activity Metrics (page 2-3)

Data Reduction Process

During the data reduction process, the static URL information is extracted from the raw
datafiles (see Content Tracker Event Logs (page 2-7) and combined with the service
information already stored in the SctA ccessl og table (see Combined Output Table

(page 2-8).
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This reduction process:

K/

«» Combines access information for static URL content access with service details.

/7

«» Summarizes information about user accounts that were active during the reporting
period. Thisinformation isrolled up and written to the Content Tracker’s user
metadata database tables. See M etadata Capture (page 2-13).
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Data Reduction Process with Activity Metrics

Content Tracker provides the option to selectively generate search relevancy data and
storeit in custom metadata fields. The snapshot function enables you to choose which
activity metrics to activate. The logged data provides content item usage information that
indicates the popularity of content items.

If you activate the snapshot function and activity metrics, the valuesin the custom
metadata fields are updated following the reduction processing phase. When users access
content items, the values of the applicable search relevance metadata fields change
accordingly. Then, during the subsequent post-reduction step, Content Tracker uses
applicable SQL queriesto determine which content items were accessed during the
reporting period.

Content Tracker updates the applicable database table metadata fields with the new values
and initiates are-indexing cycle. However, only the content items whose access count
metadata val ues have changed are re-indexed. For more information about the snapshot
function, the user interface screen, and activating the activity metrics, see Snapshot Tab
(page 3-11). For more information about the activity metrics SQL queries and how to
customize them, see Activity Metrics SQL Queries (page A-8).
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The post-reduction processing step is necessary to:
¢+ Process and tabulate the activity metrics for each affected content item and load the
datainto the assigned custom metadatafields.

¢ Initiate are-indexing cycle on the content items with changed activity metrics values.
This ensures that the datais part of the search index and, consequently, accessible for
selecting and ordering search results.
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DATA COLLECTION

2-4

Content Tracker data collection includes collecting information from static URL
references along with Content Server service call events. Both types of data are recorded
in acombined output table (SctAccessLog). However, service calls are inserted into the
log in real time whereas the static URL information must first undergo the reduction
process (either manual or scheduled).

The mechanisms used to collect Content Tracker data include:
« Web Server Filter Plugin (page 2-5)

+» Service Handler Filter (page 2-5)

+«+ Content Tracker Logging Service (page 2-6)
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Service Handler Filter

The Content Server service handler filter isthe primary Content Tracker data collection
mechanism. Thisfilter makesit possible for Content Tracker to obtain information about
dynamic content requests that come through the web server, and also about other types of
Content Server activity, such as cals from applications. The service request details are
obtained from the DataBinder that accompanies the service call, and the information is
stored in the combined output table (SctAccessLog) in real time. For more information
about the SctAccessLog table, see Combined Output Table (page 2-8).

There is a user-modifiable configuration file that is used to determine which Content
Server service calls are logged. This file (SctServiceFilter.hda) uses a ResultSet structure
that includes one service definition entry for each serviceto belogged. If you are using the
extended service logging function, the SctServiceFilter.hda file also contains field maps
that correspond to various service definition entries—see Services Tab (page 3-16). For
more detailed information about configuring service calls using the service handler filter,
see Chapter 5 (Service Call Configuration).

@ Note: The ResultSet included in the SctServiceFilter.hdafile is named ServiceExtral nfo.
This ResultSet contains one or more service entries that define the services to be logged.
To support the extended service logging function, additional ResultSets are used. These
are called field map ResultSets. Each service that will have additional data values tracked
must have a corresponding field map ResultSet in the SctServiceFilter.hdafile. Field map
ResultSets define the data fields, locations, and database destination columns for the
related service.

Note: There should be no duplication or conflicts between serviceslogged viathe service

@ handler filter and those logged via the Content Tracker logging service. If aserviceis
named in the Content Tracker service handler filter file then such services are
automatically logged so thereisno need for the Content Tracker logging service to do this.
However, Content Tracker makes no attempt to prevent such duplication.

Web Server Filter Plugin

Managed content that is retrieved via a static URL does not usually invoke a Content
Server service. Therefore, the Content Tracker web server filter plugin collects the access
event detail s (static URL references) and records them in raw event logs (sctlog files). The
information in these files requires an explicit reduction (either interactive or scheduled)
beforeit isincluded in the combined output table (SctAccessL og) along with the service
call data
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For more information about the sctlog files, see Content Tracker Event Logs (page 2-7).
For more information about the SctAccessLog table, see Combined Output Table

(page 2-8).

Content Tracker Logging Service

The Content Tracker logging serviceisasingle-service call that may be called directly via
aURL or asan action in aservice script. It may also be called from IdocScript using the
executeService() function. The calling application is responsible for setting any and all
fields in the accompanying service DataBinder that need to be recorded, including the
descriptive fields listed in the Content Tracker servicefilter configuration file
(SctServiceFilter.nda). For more detailed information about configuring service calls
using the Content Tracker logging service, see Chapter 5 (Service Call Configuration).

Note: There should be no duplication or conflicts between services logged viathe service
handler filter and those logged viathe Content Tracker logging service. If aserviceis
named in the Content Tracker service handler filter file then such services are
automatically logged so there is no need for the Content Tracker logging serviceto do it.
However, Content Tracker will make no attempt to prevent such duplication.

DATA REDUCTION

2-6

During Content Tracker data reduction, the static URL information captured by the web
server filter plugin is merged and written into the output table (SctAccessLog) alongside
the service call data. Additionally, at the time of the reduction, Content Tracker user
metadata database tables are updated with information collected from the static URL
accesses and from the service call event records gathered during the reporting time period.

For data reduction processing, Content Tracker uses:
+«+ Content Tracker Event Logs (page 2-7)
¢+ Combined Output Table (page 2-8)
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Content Tracker Event Logs

When the Content Tracker web server filter plugin collects the access event details (static
URL references), it records the information in raw event logs (sctLog files). The
information in these files requires an explicit reduction (either interactive or scheduled)
before it isincluded in the combined output table (SctAccessLog) along with the service
call data.

Content Tracker supports multiple input files for different event log types and for
configurations with more than one web server. For this reason, each web server filter
plugin instance uses a unique tag as a filename suffix for the Content Tracker event logs.
The unique identification suffix consists of the web server host name plus the server port
number. The reduction process searches for and merges multiple raw event logs named
sctLog-yyyymmdd-<myhostmyport>.txt. The raw event logs are processed individually.

This section covers the following topics:
+» Recorded Usernames in Content Access Entries (page 2-7)

+» File Storage after Reduction (page 2-8)

Recorded Usernames in Content Access Entries

Occasionally, in araw event log entry, you may notice that Content Tracker does not
capture a username for a content access event, even though the user islogged into Content
Server. For example, alogged-in user performs a search, views the content information of
an item, and clicks the Web location link. The raw event log entry includes the
information except the username.

In this case, the item was access via a static URL request and, in general, the browser does
not provide a username unless the web server asksit to send the user’s credentials. In
particular, if theitem is public content, the web server will not ask the browser to send
user credentials, and the user accessing the URL will be unknown.

If you want Content Tracker to record the username for every document access, then you
will need to configure your system such that a user login isrequired for every content item
access. To do this, you must ensure that your content is not accessible to the guest role. In
other words, if your content is not public, the user’s credentials will be required to access
the items. This ensures that a username is recorded in the raw event log entry.
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File Storage after Reduction

When raw datalog filesin the "new" cycle are reduced, the Data Engine moves the data
filesinto the following subdirectories:

% <install_dir>/custom/ContentTracker/data/recent/yyyymmdd/

The default number of data sets that the recent/ directory can hold is five sets (dates)
of input datalog files.

« <install_dir>/custom/ContentTracker/data/archivelyyyymmdd/

The archive/ directory holds al input data log files that have been moved out of the
"recent” cycle.

When raw data files are reduced, another file (reduction_ts-yyyymmdd.txt) is generated as
atime stamp file. For more detailed information about reduction cycle states for raw data
file processing, see Reduction Tab (page 3-4).

Combined Output Table

The SctAccessLog table contains entries for all static and dynamic content access event
records. The rows in the table are tagged according to type:

+» Sindicates the records logged for service calls.
«» W identifies the records logged for static URL requests.
The SctAccessL og table is organized using one line per event in the reporting period.

Note: By default, Content Tracker does not log accessesto GIF, JPG, JS, CSS, CAB, and
CLASSfile types. This means that Web activity involving GIFs, JPGs, JSs, CSSs, CABs,
and CLASSswill not result in entries in the web server filter plugin event log files.
Subsequently, entries for these file types will not be included in the combined output table
(SctAccessLog) after data reduction.

To change the logging status of these file types, the desired file types must be enabled in
the sct.cfg filelocated in the <install_dir>/custom/ContentTracker/resources/ directory. To
enable logging of these file types, adjust the default setting for the SctignoreFileTypes
(page A-3) configuration variable (gif,jpg,js,css). The default setting excludes these file
types. To include one or more of these file types, delete each desired file type from thelist.
To ensure that these changes take effect, it is necessary to restart the web server and
Content Server.
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Note: The Content Tracker web server filter plugin cannot distinguish between URLs for
user content and those used by the Content Server user interface. Therefore, it ispossible
that references to Ul objects, such as client.cab, may appear in the static accesslogs. To

eliminate these false positives, you may define alist of directory rootsthat are to be
ignored by the Content Tracker filter plugin.

Thelist of directoriesis stored in the SctignoreDirectories (page A-3) configuration
variable in the sct.cfg file located in the <install_dir>/custom/ContentTracker/resources/
directory. Thislist will eliminate most if not all of the user interface object references.

You can manually change the contents of the SctlgnoreDirectories valueto list all the
directories whose content should be ignored. You may want to change the default value:

R/
0‘0

K/
0.0

If you wish access to the Ul objects to be logged along with user content.

If you have a different view of which directories should be logged and which should
be excluded from the logs.

The following table provides the information collected for each record in the

SctAccessLog table.
Column Name | Type/ Size | Field Definition
Local date when data collected - YYYYMMDD (contingent on
. customer location and time of day event occurs -- may differ from
tDat datet .
o eStamp 'me date recorded for eventDate); time set to 00:00:00
Data source: Internal
Sequence unique to entry type
SctSequence int/8 Data source: Internal
Cloned from: Revisions.dID
Entry type- “W” or S’
SctEntry Type char/1 Data source: Internal
Cloned from: Revisions.dReleaseState
GMT time and date when request completed (date contingent on
eventDate datetime customer location and time of day event occurs -- may differ from
date recorded for SctDateStamp)
SctParentSequence | integer Sequence of outermost Service Event in tree, if any.
cip varchar /15 | IPof client

Content Tracker Administration Guide
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Column Name Type/ Size Field Definition
CS _username varchar / 255 | Cloned from: Revisions.dDocA uthor
cs_method varchar /10 | “GET”
Cs _uriStem varchar / 255 | Stem of URI
cs_uriQuer varchar / Query portion, e.g. “ldcService=GET_FILE& dID=42..."
- y [maxUrlLen] yp &0 - S
cs _host varchar / 255 | Content Server server name
CS_userAgent varchar / 255 | Client User Agent Ident
. h .
cs_cookie varchar / Current cookie
- [maxUrlLen]
cs referer varchar / URI leading to this request
- [maxUrlLen] g e
diD
sc_scs dID int/8 Data source: from query or derived from URL (reverse lookup)
Cloned from: Revisions.dID
dUser
sc_scs dUser varchar / 50 | Data source: Service DataBinder “dUser”
Cloned from: Revisions.dDocAuthor
: . Name of ldcService, e.g. GET_FILE
dcSer har / 255 " : .
SC_SC8 Ideservice | varchar Data source: from query or Service DataBinder “|dcService’
< s dDocName
- varchar / 30 | Datasource: from query of Service DataBinder “dDocName’
dDocName .
Cloned from: Revisions.dDocName
< s Arbitrary identifier
- varchar / 255 | Datasource: SctServiceFilter config file or Service DataBinder
callingProduct . . .y
sctCallingProduct
< s Arbitrary identifier
- = varchar / 255 | Data source: SctServiceFilter config file or Service DataBinder
eventType

“sctEventType”

2-10
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Column Name

Type/ Size

Field Definition

SC_scS status

varchar / 10

Service execution status
Data source: Service DataBinder “ StatusCode”

sc_scs reference

varchar / 255

“web”, “native”, “sdc_url”

Values indicate the rendition of the accessed file; “web” =
converted file (PDF), “native” = actual original file, and “sdc_url” =
HTML.

Datasource: agorithmically from query parameters or ServiceFilter
config file

comp_username

varchar / 50

Computed username. If a Service, obtained from UserData Service
Object or HTTP_INTERNETUSER or REMOTE_USER or dUser.
If astatic URL, obtained from auth-user or internetuser.

comp_validRef

char/1

“1" if the access was a Web reference (W), and ispromptlogin and
isaccessdenied are both NULL, and the static URL exists at
reduction time. Or, if the access was a service call (S) and the
sc_scs statusfieldisNULL.

“NULL" if the static URL did not exist at reduction time, or the
user logon failed, or the logon succeeded but the user was not
authorized to view the object.

Indicates whether the referenced object existsand isavailable to the
requesting user.

SC_scs_isPrompt

char/1

“17 if true

Data source: Plugin immediateResponseEvent field
“ispromptlogin”

Cloned from: Revisions.dReleaseState

SC SCS
isAccessDenied

char/1

“1" if true

Data source: Plugin immediateResponseEvent field
“isaccessdenied”

Cloned from: Revisions.dReleaseState

SC_scs inetUser

varchar / 50

Internet user name (if security problem)
Data source: Plugin immediateResponseEvent field “internetuser”
Cloned from: Revisions.dDocAuthor
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Column Name Type/ Size Field Definition
Authorization user name (if security problem)
sc_scs authUser | varchar /50 | Data source: Plugin immediateResponseEvent field “ auth-user”
Cloned from: Revisions.dDocAuthor
Internet password (if security problem)
SC_SCcs . . .
. T varchar / 8 Data source: Plugin immediateResponseEvent field
inetPassword .,
internetpassword
SC SCS Content Server service completion status
. varchar / 255 . .
serviceMsg Data source: Service DataBinder “ StatusM essage’
extField 1 General purpose columnsto use with the extended service tracking
through varchar / 255 | function. In the field map ResultSets, the DataBinder fields are
extField_10 mapped to these columns.

DATA OUTPUT

Content Tracker snapshots user metadata as well as static URL accesses. It aso logs

service calls that are written in real time to the combined output table. Datareduction is
necessary to process the static URL information and add it to the combined output table.
Additionally, as aresult of the data reduction process, the related Content Tracker user
metadata database tables are updated with the information derived from processing the
static URL data and the service call data.

The Content Tracker reduction process generates:
« Metadata Capture (page 2-13)
¢ Reduction Log Files (page 2-17)
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Metadata Capture

In addition to static and dynamic content access request information, all metadata fields
are accessiblefor usein reports generated by the Content Tracker Reports component. The
logged metadata includes:

«» Content Item Metadata (page 2-13)
« User Metadata (page 2-13)

Content Item Metadata

Rather than collecting content item metadata information, Content Tracker uses the
standard Content Server metadata tables for content item metadata. This means that
Content Tracker reports necessarily reflect current content item metadata. Therefore, if
content item metadata has changed since a content item was accessed, any generated
reports will reflect the changed metadata.

User Metadata

During the data reduction process, Content Tracker user metadata database tables are
updated with information collected about users that were active during the reporting time
period. These tables retain historically accurate user metadata. The names of the user
metadata tables are formed from the root, which indicates the class of information
contained, and an "Sct" prefix to distinguish the Content Tracker tables from native
Content Server tables.

Two complete sets of user metadata database tables are created:
s Primary

The Primary tables, named SctUserlInfo, etc., contain the output for reduction datain
the "new" and "recent” cycles.

< Archive
The Archivetables, named SctUserlnfoArchive, etc., contain output for reduction data

in the "archive" cycle.

When areduction data file is moved from "recent" to "archive," the associated table
records are moved from the Primary table to the Archive table. This prevents excessive
buildup of rowsin the Primary tables, and ensures that queries performed against recent
datawill complete quickly. Rowsin the Archive table will not be deleted. You may move
them to alternate storage for your historical records, or you may delete them using any
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SQL query tool. For more information about the reduction process and data cycles, see

Reduction Tab (page 3-4).

k=2
@

Tech Tip: If you wish to delete all the rows in the Archive tables, you can simply delete
the tables themsealves. They will be recreated during the next Content Server restart.

Note: Reports are not run against archive data. Therefore, any data that has been demoted
from ‘recent’ to ‘archive’ will not beincluded in the generated reports.

Updated user metadata tables include:

¢ SctAccounts Table (page 2-14)

« SctGroups Table (page 2-15)

«» SctUserAccounts Table (page 2-15)

«  SctUserGroups Table (page 2-16)

«» SctUserlnfo Table (page 2-16)

SctAccounts Table

The SctAccounts table contains alist of all accounts. The SctAccounts table is organized
using one line for each account.

Field Name

Type/ Size/ Field Definition

SctDateStamp

datetime
GMT day when dataiis collected

dDocA ccount

varchar / 30
Name of a Content Server account

2-14
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SctGroups Table

The SctGroupstable contains alist of all user groups current at time of reduction. The
SctGroups table is organized using one line per content item group.

Field Name Type/ Size/ Field Definition

datetime

SctDateStamp GMT day when datais collected

varchar / 30

dGroupName .
Name of a content item group

SctUserAccounts Table

The SctUserA ccounts table contains entries for all the users who are listed in the
SctUserlnfo table and who are assigned accounts that are defined in the current instance.
A separate entry exists for each user-account combination.

Thereisa specia situation in which the group and account information of a user is not
determined by Content Tracker. This occursin a proxied configuration that has multiple
proxy instances. When the current instance is a proxy, the group information for an active
user who is defined in a different proxy is replaced by a single placeholder linein
SctUserGroups for that user. Thisline contains the username and a"-" placeholder for the
group. If at least one account is defined in the current instance, asimilar entry iscreated in
SctUserAccounts for any user who is defined in a different proxy.

The SctUserAccount table is organized using one line per Content Server user and user’s

account.
Field Name Type/ Size/ Field Definition
datetime
SctbateStamp GMT day when datais collected
varchar / 100
dUserName Name of the user. If local to a proxy instance, is prefixed by
the content server relative URL, e.g. cs_2/userl
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Field Name Type/ Size/ Field Definition

varchar / 30

Name of account to which user has access. Placeholder in
proxy-to-proxy configuration when current proxy instance has
at least one account.

Account

SctUserGroups Table

The SctUserGroups tabl e references only those users who logged on during the data
collection period. If ContentTracker isrunning in a proxied Content Server configuration,
only groups that are defined in the current instance are listed. For example, a user named
"joe" is defined in the master instance and has access to groups "Public’ and "Plastics' in
the master instance. If "joe" logs on to a proxy instance and the group "Plastics' is not
defined in the proxy, only the association between "joe" and "Public" will appear in
SctUserGroups.

The SctUserGroups table is organized using one line for each user’s group for each user
that is active during the reporting period.

Field Name Type/ Size/ Field Definition
SetDateStam datetime
P GMT day when datais collected
varchar / 100
dUserName Name of the user. If local to a proxy instance, is prefixed by

the content server relative URL, e.g. cs_2/userl

varchar / 30
dGroupName Name of group that the user has permission to access. No
distinction is made for the type of access (R, RW, etc.).

SctUserlInfo Table

The SctUserInfo table includes all users known to the current instance plus any additional
users from a different instance who have logged on to the current instance during the data
collection period. In a proxied configuration, users that are local to one instance are
usually known (visible from the UserAdmin application) to other instances. (For this
visibility to occur, Content Server instances must typically be restarted after local users
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have been added.) However, when a user is defined locally with the same namein two
instances, only the local user isvisible in each of these instances.

For example, the user "sysadmin" defined in the master is not the "sysadmin” user that
appearsin the UserAdmin application for a proxy. The proxy hasits own "sysadmin” user
who is defined locally. It is possible for these two different usersto both log on during the
same data collection period: the user from the master would log on as "sysadmin" and the
user from the proxy would log on as something like "cs _2/sysadmin”. Inthiscasecs 2/ is
the server relative URL that must be prepended to the proxy username. The userinfo file
generated for this period will contain separate entries for "sysadmin™ and

"cs 2/sysadmin’.

The SctUserInfo table is organized using one line per Content Server user.

Field Name Type/ Size/ Field Definition
datetime
SctbateStamp GMT day when datais collected
varchar / 100
dUserName Name of the user. If local to a proxy instance, is prefixed by

the content server relative URL, e.g. cs_2/userl

varchar / 30

dUserType Type of the user. Placeholder if user has no type

Reduction Log Files

When data reduction is run, the Content Tracker Data Engine generates a summary results
log filein <install_dir>/custom/ContentTracker/log/. The reduction log files are named
using the format reduction-yyyymmdd.log. The reduction logs may be useful to help
diagnose errors that have occurred during the data reduction process. For more
information about the raw event log files and their corresponding reduction logs, see
Content Tracker Event Logs (page 2-7).

TRACKING LIMITATIONS

The current versions of Content Tracker and Content Tracker Reports have the following
tracking limitations:
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¢ Tracking Limitationsin Single-Box Clusters (page 2-19)
«+ Tracking Limitations with Static URL s and WebDav (page 2-19)
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Tracking Limitations in Single-Box Clusters

Currently, Content Tracker and Content Tracker Reports do not support multi-node
clustersthat are installed in asingle server. Thisis true even though multiple network
cards are installed and each cluster node has its own |P address. |n this case, the Content
Server instance for each cluster node can successfully bind its IntradocServerPort to its
specific IP address.

Unfortunately, only one cluster nodeis able to bind its Incoming Provider ServerPort to its
specified | P address. Consequently, all of the cluster nodes share and alternately use the
same Incoming Provider ServerPort. Asaresult, the SctLock provider for Content Tracker
can only track document accesses on one cluster node at atime.

Tracking Limitations with Static URLs and
WebDav

Content Tracker is unable to guarantee exact access counts for content requested through
static URLs or by WebDAV clients. The access counts determined by Content Tracker are
generally correct, but there are specific, exceptional circumstancesin which Tracker is
unable to determine whether the content was actually delivered to the requesting user, or if
it was, which specific revision of the content was delivered. The following cases may
result in incorrect access counts:

¢ Missed Accesses for Content Repeatedly Requested via WebDAV (page 2-19)
« Fase Positive for Access by Saved (stale) Static URL (page 2-20)
+» Wrong dID Reported for Access by Saved Static URL (page 2-21)

Missed Accesses for Content Repeatedly Requested via
WebDAV

Scenario: User accesses a document viaa WebDAV client, and then accesses the same
document in the same manner later on. Only the first WebDAV request for the document
is recorded. Access counts reported for such content will tend to be lower than actual.

Details: WebDAV clients typically use some form of object ‘caching' to reduce the
amount of network traffic. If a user requests a particular object, the client will first
determine whether it already has a copy of the object in alocal store. If it does not, the
client will contact the server and negotiate atransfer. Thistransfer will be recorded as a
COLLECTION_GET_FILE service request.
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If the client already has a copy of the object, it will contact the server to determine whether
the object has changed since the client local copy was obtained. If it has changed, then a
new copy will be transferred and the COLLECTION_GET_FILE service details will be
recorded.

If the client copy of the object isstill current, then no transfer will take place, and the
client will present the saved copy of the object to the user. In this case, the content access
will not be counted even though the user appearsto get a"new" copy of the original
content.

False Positive for Access by Saved (stale) Static URL

Scenario: User saves a"Web Location" (URL) for a content file. The content is
subsequently revised in such away that the saved URL is no longer valid. The user then
attempts to access the content via the (now stale) URL, and gets a "Page Cannot be
Found" error (HTTP 404). Content Tracker may record this as a successful access even
though the content was not actually delivered to the user. Access counts reported for such
content will tend to be higher than actual.

Details: The "Web Location" of acontent file is the means by which a user can access
content viaa"static URL". The specific file path in the URL is used in two, slightly
different contexts: It is used by the web server to locate the content file in the Content
Server repository, and it is also used by Content Tracker to determine the dID and
dDocName of the content file during the data reduction process. The problem occurs when
the content is revised in such away that the web location for a given Content ID changes
between the time the URL is saved and the time the access i s attempted.

For example, if aWord document is checked in, and then revised to an XML equivalent,
then the web location for the latest revision of the content will change from:

[stellent/groups/public/documents/adacct/xyzzy.doc
to:

[stellent/groups/public/documents/adacct/xyzzy. xml
where: "xyzzy" isthe assigned Content ID.

Theoriginal revision is“renamed” as.
/stellent/groups/public/documents/adacct/xyzzy~1.doc

This means the original Web Location will no longer work as a static URL. The Content
ID obtained from the original URL, however, will match the latest revision. Consequently,
Content Tracker reports this as an access to Content ID "xyzzy", even though the web
server was unable to deliver the requested file to the user.
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Wrong dID Reported for Access by Saved Static URL

Scenario: User accesses content viathe "Web Location” (URL). The content is then
revised before the Content Tracker data reduction operation is performed. The user will be
reported as seeing the latest revision, not the one that s'he actually saw. Access counts
reported for such content will tend to be attributed to a newer revision than actual. You can
minimize this effect by scheduling or running Content Tracker data reductions on aregular
basis.

Details: Thisisrelated to False Positive for Access by Saved (stale) Static URL, described
above. That is, the web server uses the entire web location, (e.g.
/stellent/groups/public/documents/adacct/xyzzy.doc), to locate and deliver the content,
while Content Tracker uses only the Contentl D portion to determine the dID and
dDocName values. Moreover, Content Tracker makes this determination during data
reduction, not at the time the access actually occurs. Consequently, Content Tracker will
report the user as having seen the revision current at the time of the reduction, not the one
that was current at the time of the access.

There are some implications of this that are not immediately obvious, such aswhen the
group and/or security of the revision are changed from the original. For example, if a user
accesses "Public" Revision 1 of adocument through a static URL, and the document is
subsequently revised to Revision 2 and changed to "Secure" before the Content Tracker
data reduction takes place, Tracker will report that the user saw the Secure version. This
may also occur when the content file type changes. If the user accesses an original .xml
version, which is then superseded by an entirely different .doc before the datareduction is
performed, Tracker will report that the user saw the .doc revision, not the actual .xml.
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OVERVIEW

This section covers the following topics:

Concept
+«» Data Engine Control Center (page 3-2)
+« Setting a Checkin Time Value for the Last Access Metadata Field (page 3-30)

Interface

+» Collection Tab (page 3-3)

+ Reduction Tab (page 3-4)

¢ Schedule Tab (page 3-10)

+«+ Snapshot Tab (page 3-11)

¢ Services Tab (page 3-16)

« Extended Services Tracking Screen (page 3-18)
+» Field Map Screen (page 3-21)

Tasks
¢+ Accessing the Data Engine Control Center (page 3-23)
«+ Enabling or Disabling Data Collection (page 3-23)
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¢ Running Data Reduction Manually (page 3-24)

¢+ Setting Data Reduction to Run Automatically (page 3-24)

«» Deleting Data Files (page 3-25)

¢+ Creating the Search Relevance Metadata Fields (page 3-26)

¢ Enabling the Snapshot function and the Activity Metrics Options (page 3-28)

« Linking Activity Metrics Functionsto Search Relevance Metadata Fields (page 3-29)
¢ Populating the Last Access Field Using the Using the Default Value (page 3-31)
% Populating the Last Access Field Using the Autoload Option (page 3-32)

+«» Populating the Last Access Field for Batchloads and Archives (page 3-32)

«+ Editing the Snapshot Configuration (page 3-34)

+«» Adding/Editing Service Entries (page 3-35)

% Adding Field Map ResultSets and Linking Them to Service Entries (page 3-36)
«» Editing Field Map ResultSets (page 3-38)

+ Deleting Service Entries (page 3-39)

«» Deleting Field Map ResultSets (page 3-40)

DATA ENGINE CONTROL CENTER

3-2

The Data Engine Control Center isthe applet interface that provides access to the user-
controlled functions of the Data Engine. You access the applet by clicking the Content
Tracker Administration link on the Administration tray. Then you click the Data Engine
Control Center icon on the resulting page.

Through the interface, you can:

+ Enable and disable data collection.

% Start and stop data reduction.

¢+ Monitor progress of data reduction.

« Delete data.

+¢+ Schedule data reduction to run automatically.

« Enable activity metrics and collect search relevance information about managed
content accesses.
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« Add, configure, and edit service callsto be logged.

++ Define specific event details that are to be logged for a given service.

Content Tracker Data Engine Control Center

[.‘nllac‘tiunl Flachucticn | $¢|-.¢d|.i¢| Snapchol [ Suwntsl

Data collection is enabled Tor the current Content Server session,
v Enable Data Collection

Enalvle Diata Collection determimes whether data collection will be enaldlad
when the Comtent Server amul the web server are restarted.

ok

Flaady
Warning: Applet Window

Collection Tab

Use the Collection tab to enable web traffic data collection for a Content Server session.
When data collection is enabled, the Content Tracker Data Engine collects and writes raw
datato logs located in the /data directory (<install_dir>/custom/ContentTracker/data/).
These logs provide part of the input used in the reduction process and will accumulate as
long as the collection process is properly enabled. Data accumulates whether or not the
reduction process is performed.

Collection| Reduction | Schedde | Snapshot | Services |
Dt collection is enabled Tor the current Content Server sessii,
~ [Enable Data Collection

Emnisble Diasta Collection detenmines whether data collection will be enaldled
when the Contert Server and the web server are restarted.

ok

Feature Description

Enable Data Collection check | Selecting this check box enables data collection for the
box current Content Server session.

OK button I mplements the current data collection setting.
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@

Important: Changing the status of the check box does not immediately enable or disable
data collection. The Content Server and the web server must be restarted before any
changeswill bein effect. Look carefully at the sentence above the check box to determine
whether data collection is enabled.

«* When enabled, the sentence reads "Data collection is enabled..."

< When disabled, the sentence reads "Data collection is not enabled..."

Reduction Tab

Use the Reduction tab to start and stop data reduction manually, to monitor progress of a
data reduction operation, and to delete the raw data files from which the table rows are
generated. During reduction, data is written to the appropriate tables and creates alog file
that reflects the reduction process. These log filesreside in the log/ directory
(<install_dir>/custom/ContentTracker/log/).

Each line item on the Reduction tab is raw (input) data that is gathered and organized on a
daily basis. The raw datais the unprocessed data collected from the web server filter
plugin. Thisdatais ultimately used as input to the Content Tracker reduction process.

The primary concepts of data reduction include:

+« Data Reduction Cycles (page 3-4)

¢+ Access Modes and Data Reduction (page 3-5)
¢ Reduction Sequence for Event Logs (page 3-5)

Data Reduction Cycles

Reduced table datais moved from the primary tables to the corresponding archive tables
when the associated raw datais moved from ‘recent’ to ‘archive’ status. The primary
tables contain the output for reduction datain the ‘new’ and ‘recent’ cycles and the archive
tables contain output for reduction datain the ‘archive’ cycle.

Raw data is demoted from ‘new’ to ‘recent’ when the datais reduced and it is more than
one day old. Thus, the ‘new’ cycleindicates that the datais for the current day or is
unreduced data from previous dates. The ‘recent’ cycle indicates that the dataisfrom
yesterday or earlier and has been reduced.
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Raw data is demoted to ‘archive’ (and the corresponding rowsin the SctAccessL og table
are moved to the SctA ccessL ogArchive table) when the number of ‘recent’ sets reachesa
configured threshold number and a reduction process isrun, either manually or viathe
scheduler. For more information about configuring the threshold number for ‘recent’ sets,
see SctMaxRecentCount (page A-4). If areduction process is never run, the raw data
remainsin the ‘recent’ cycleindefinitely.

Access Modes and Data Reduction

The way users access content items determines how those accesses are recorded in the
SctAccessLog table. There are two basic user access modes. service accesses (viewing the
actual native file) and static URL accesses (viewing the web location file). If content items
are accessed via a service, the events are recorded in the SctAccessL og table in real time.
In this case, the activity is recorded immediately and is not dependent on the reduction
process.

However, if content items are accessed via static URL s, the web server filter plugin
recordsthe eventsin astatic log file. During the data reduction process, the static log files
for a specified date are gathered and the datais moved into the SctAccessLog table. In this
case, if datareduction is not performed for a given date, there will be no static URL
records in the SctAccessL.og and no evidence that these accesses ever occurred.

Thus, the difference in the way static and service accesses are processed has implications
with regard to interval counts—see Snapshot Tab (page 3-11). For example, a user might
access a content item twice on Saturday: once via the web location file (static access) and
once viathe native file (service access). The service accessis recorded in the
SctAccesslog table but the web location accessis not.

Then, if Sunday’s datais reduced, only the service access (not the static access) is
included in the summaries of the short and long access count intervals. However, if
Saturday’s data is also reduced, then both the service and static accesses are recorded in
the SctAccessL og table and, subsequently, included in the short and long access intervals.

Reduction Sequence for Event Logs

Generally, data sets are reduced in chronological order to ensure that the information
included in generated reportsis as current as possible. In particular, the order in which the
raw data log files are reduced determines what specific user access datais logged and
counted. During reduction, the SctAccessLog and user metadata database tables are
modified with data from the raw datafiles.
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If you are using the snapshot function to gather search relevance information, then the
metadata fields associated with the activated activity metrics are also updated during data
reduction. The activity metrics use custom metadata fields that are included in Content
Server’s DocM eta database table. For more information, see Snapshot Tab (page 3-11).

The currentness of the information in the various database tablesis dependent on the order
in which you reduce the data sets. Content Tracker always changes the activity metrics
values according to the applicable data in the reduction data set. Normally, data sets are
reduced in calendar order to ensure that activity metrics will advance as expected. In fact,
to ensure that data val ues are compl ete and current, you should perform data reduction on
adaily basis.

Note: If the data sets are reduced out of order, re-reducing the current or most recent data
set will correct the counts. However, it is always preferable to consistently reduce datain
calendar order.

The following scenarios show how the reduction sequence affects the stored data.

Scenario 1:

Depending on how content items are accessed, if activity on certain days (such as
Saturdays and Sundays) is never reduced, then accesses that occur on those days might
never belogged or counted—see Access M odes and Data Reduction (page 3-5). Similarly,
if acontent item is accessed on Tuesday and reductions are done for Monday and
Wednesday, the Tuesday access is might not be counted toward the last access of that
content item.

Scenario 2;

If there was a significant increase in accesses in the last few days, and you reduce data
from two weeks earlier, the long and short access metrics for content items will not reflect
the recent activity. Instead, the interval values from two weeks earlier override today’s
values. Reducing the current or most recent data set will correct the counts.

Note: The reduction order does not adversely affect the Last Access date. The reduction
process only changes the Last Access date if the most recent access in the reduction data
set is more recent than the current Last Access value in Content Server’s DocMeta
database table.

If you have reduced a recent data set and a particular content item had been accessed, the
Last Accessfield is updated with the most recent access date in the reduction data set. If
you then re-reduce an older data set, the older access date for this content item will not
overwrite the current value.
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For more information about long and short activity metrics, see Snapshot Tab (page 3-11)
and Enable Short / Long Access Count updates check boxes and corresponding Fields /
Intervals (page 3-15).

Scenario 3:

Reducing the data setsin an arbitrary order interferes with the demotion of “recent” data
filesto “archive’ datafiles. The movement of the associated table recordsis based on the
age—archive tables are intended to store the “oldest” data. If the data sets are reduced in
random order, it is not apparent which datais the oldest.

For more information about recent and archive data files, see User M etadata (page 2-13),
Data Reduction Cycles (page 3-4), and Cycle column (page 3-8).
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Collction Reduction| Schedue | Snapshot | Senices |
Reduction Data
[ Cyele | Availables Date | Statuse | Percent Dare | When Firithed
[ FREENIG] 1eady
ecent M5 eady 1MANB 120 P
i _rl
|
Feature Description
Shows the state of the input data.
new = theinput datafor an available date has
not been reduced. After input data has been
reduced, the cycle changesto ‘recent.’
Exception: If input data for the current
system date is reduced, the cycle continues
to display the data as ‘ new.’
recent = the input data has been reduced but
Cycle column has not been moved to archive. The number

of recent setsis user configurable. The
default number is five sets of input datathat
have been most recently run through data
reduction will be displayed as ‘recent.’

archive = the input data has been reduced
and has been moved out the cycle ‘recent.’
Datawill remain in archive cycle until
deleted.

Available Date column

Shows the date for which and on which the
input data was collected.

Status column

Shows the status of the reduction data.

ready = theinput datais available to be
reduced.

running = the selected input datais being
reduced.

archiving = the input data is being moved
from ‘recent’ to ‘archive’ cycle

3-8
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Feature

Description

Percent Done column

Shows the progress of the data reduction
process. Displaysonly whiletheinput datais
‘running.’

When Finished column

Shows the date and time when the data
reduction process was completed.

Reduce Data button

Pressing this button initiates the data
reduction process on the selected input data.

Stop Reduction button

Pressing this button terminates a running
data reduction process.

Pressing thisbutton del etes the selected input

Delete button data.
Pressing this button deletes the input data
Delete Archive button

that isin the ‘archive’ cycle.

@ Note: The Delete and Delete Archive buttons enable users to

eliminate raw datalogs. However, thereis no provision for deleting
the reduced data records from either the primary or archive tables.

Users must use a database utility to manage the primary and archive tables.

However, if the raw datais deleted using the Delete and Delete Archive
buttons, any reduced data in the tables will not be affected.
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Schedule Tab

Use the Schedul e tab to enable automatic data reduction. Using the Schedul e tab,
reduction runs can be configured to run on ascheduled basis. A common usage scenario is
to use the scheduler to periodically reduce the raw data. In this case, there would be a
steady flow of raw datainto the 'recent' and ‘archive' repositories, and a similarly steady
flow of reduced data from the primary tables to the archive tables. For additional
information about raw data, data statuses and primary / archive tables, see Reduction Tab

(page 3-4).

The following are key characteristics of the Content Tracker reduction process:

+» If the Content Tracker Data Engine is disabled the day before a scheduled reduction
run, no datais collected. If the Content Tracker Data Engine is enabled on the day of
the scheduled reduction run, the scheduler will not run because no data is available.

+«» Datareductions scheduled for a given day are performed on data collected during the
previous day. The previous day is defined as the 24-hour period beginning and ending
at midnight (system time).

Important: Depending on various conditions of the system load, the following error may
be issued if the scheduled reduction is set to run within a few minutes after midnight:

<date_time>: Cannot reduce data. A request is in progress to delete raw data
that was generated on this date.

If this message is issued, try scheduling the reduction run 5 or 10 minutes later.

Tech Tip: To conserve CPU resources, reduction runs can be scheduled for early morning
hours when the system load is generally the lowest.

Colection | Reducin Schedubs| Snapshot | Sevices |

Scheduling Enabled |
DaystoFam [ I

Time to Fun l—_] [—J

Data reductions scheduled for a given day are performed on data collected during the previous day.

OF,
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Feature Description

Scheduling Enabled check Selecting this check box enables data reduction to run
box automatically.

Selecting one or more check boxes sets the days when

Days to Run check boxes the data reduction will run.

Used to select the hour and minute to set the timewhen

Timeto Runfield . .
I untieids the data reduction will run.

OK button Saves the current reduction schedule settings.

Snapshot Tab

Use the Snapshot tab to selectively enable and automatically assign specific activity
metrics to pre-defined, custom metadata fields. When activated, the activity metrics and
corresponding metadata fields provide search relevance information about user accesses
of content items. An optional automatic load function allows you to update the last access
activity metric to ensure that checked-in content items are appropriately timestamped.

Content Tracker fills the search relevance custom metadata fields with content item usage
information that indicates the popularity of particular content items. This information
includes the date of the most recent access and the number of accessesin two distinct time
intervals.

Users can apply the information generated from these activity metrics functionsin various
ways. You can selectively use the activity metrics to subsequently order search results
based on content item popularity. For example, you might want to order search results
according to which content items have been recently viewed or the most viewed in the last
week.

If the snapshot function is activated, the valuesin the search relevance metadata fields are
updated during a post-reduction step. During this processing step, Content Tracker uses
SQL queries to determine which content items have changed activity metrics values.
Content Tracker updates the applicable database tables with the new values and initiates a
re-indexing cycle. However, only the content items that have changed metadata values are
re-indexed. See Data Reduction Process with Activity Metrics (page 2-3).
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Note: The Snapshot tab enables you to automatically activate the snapshot function and
selectively enable each of the activity metrics. Each function that you activate must have a
custom metadata field associated with it.

For more information, see Enabling the Snapshot function and the Activity Metrics
Options (page 3-28) and Linking Activity Metrics Functions to Search Relevance
Metadata Fields (page 3-29).

Alternatively, you can manually update the applicable configuration variables in Content
Tracker’'s sct.cfg file. See Appendix A (Configuring and Customizing Content Tracker).

Important: Before you can link the activity metrics functions to custom metadata fields,
they must aready exist and must be of the correct type. The metadata field associated with
the Last Access metric must be of type Date. The metadata fields associated with the
Access Count metrics must be of type Integer. See Creating the Search Relevance
Metadata Fields (page 3-26).

Caution: When you create custom metadata fields to use in conjunction with the activity
metrics, you have the option to enable them for the search index. If the custom metadata
fields are indexed (and searchable), the access values stored in them are more efficiently
accessed. That is, indexed fields are more useful for selecting and/or ordering search
results by relevance.

Indexing is expensive, particularly when full text search is enabled. The disadvantage of
indexed metadata fields is that when the values in the search relevance metadata fields
change, the affected content items must be re-indexed to update their valuesin the
database table. Therefore, on alarge instance with many content item accesses, updating
the search relevance fields will adversely affect performance.

Alternatively, you can disable the indexing function of the custom metadata fields. In this
case, it is possible to search on and find values for non-indexed metadata fields, but the
search is more expensive.

Note: If re-indexing the affected content items degrades the performance too severely, you
can optionally deactivate the Snapshot function. Unfortunately, this means that the activity
metrics information will no longer be collected. As aresult, you will be unable to order
current search results by usage (for example, listing accessed content items in order of
decreasing popularity).
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Cnl-ethm] Heﬂxh:\nll Schedule SMDIHDI] Samccsl

W Enalbile Snapshol (o st-processing.

[~ Enable Last Access updates.

l e
[ Enable Short Access Comnt updates. [ I
l

[ Enable Long Access Coumt updates.

Feature Description

Selecting this check box activates the activity metrics
functions and enables users to individually select and

Enable Snapshot post- assign functions to applicable metadata fields. When
processing check box you enabl e the snapshot function, the metadata auto-

load occurs after the next reduction cycle. By default,
the snapshot function is disabled.

® Important: Before you activate the snapshot function, you must decide which
custom metadata fields will be associated with each of the enabled activity
metrics. Also, the custom metadata fields must already exist and must be of the

correct type.
The search relevance metadata field associated with the Last Access metric must be of

type Date. The search relevance metadata fields associated with the Access Count
metrics must be of type Integer. See Creating the Search Relevance Metadata Fields

(page 3-26).

Selecting this check box activates the associated search
Enable Last Access updates relevance metadata field and the Autoload check box.
check box and corresponding | Inthe Fidd field, enter the internal name of the

Field metadatafield metadata field to be linked to this activity metric. For
example, xLastAccess.

@ Note: When content is checked in, the Last Access field in Content Server’s
DocMeta database table isinitially empty. After a data reduction has been

performed, the Last Access field is updated with the most recent date and time
of access, or with the date and time of checkin if no accesses have occurred. But, some
applications need to have the Last Accessfield contain avalid value at al times. You can
do this using the Default Value field, the Autoload option, or the Batch L oader. See
Setting a Checkin Time Va ue for the Last Access Metadata Field (page 3-30).
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Feature Description

@ Note: For the Last Access metric, Content Tracker only checks for accesses on

the reduction date. As aresult, there may be gaps in the record. For more
information and examples, see Reduction Sequence for Event Logs (page 3-5).

Autoload check box

Selecting this check box and clicking the OK button
invokes a query that, by default, uses the current date
and time to populate any empty Last Access metadata
fieldsin Content Server’s DocM eta database table. See
Populating the Last Access Field Using the Autoload
Option (page 3-32).

® Important: If you use the Autoload option, be aware of the following

R/
0’0

operational considerations:

Autoload is primarily intended for use with applications that count checkin
operations as an access activity. For more information, see Populating the Last
Access Field Using the Using the Default Value (page 3-31)

Running Autoload may affect every record in Content Server's DocM eta database
table. therefore, you should use this option sparingly.

The only DocMeta records that are affected are those where the Last Access
metadata field is empty (NULL).

Autoload is persistent. The state of the Autoload check box is saved along with all
the other Snapshot settings. To ensure that you do not inadvertently use this option,
you should clear the Autoload check box and re-save your activity metrics field
settings immediately after performing the autoload function.

Content Tracker does not invoke Content Server’s indexer after Autoload completes
the update. You must decide when to rebuild the collection.

By default, the Autoload query sets the Last Access metadata field to the current
date and time. However, you may customize the query to meet the needs of your
application. See Customizing the Autoload Option SQL Query (page A-9).
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Feature Description

Selecting these check boxes activates the associated
search relevance metadata fields and time interval

Enable Short / Long Access | fields.

Count updates check boxes Inthe Field field(s), enter theinternal name(s) of the
and corresponding Fields/ metadata field(s) to be linked to the activity metric(s).
Intervals For example, xShortAccess or XL ongAccess.

Specify theinterval in days for the activity metric
count(s).

@ Note: The two Access Count metrics differ only in the accounting period. For
example, last 30 days versus last 90 days, last week versus last year, etc. Also,

thetimeintervals specified in the activity metrics are independent of each other.
For example, you can set the number of daysin thefirst interval period (Short Access) to
more than those in the second interval period (Long Access).

Note: Access counts are only tabulated for dates that have been reduced. If you

do not reduce data for one or more days, the accesses on those days are not

logged or counted. For more information and examples, see Reduction
Sequence for Event Logs (page 3-5).

® Important: You should not reduce datain random order because the Access
Count metrics are affected by the reduction date order. For more information
and examples, see Reduction Sequence for Event Logs (page 3-5).

@ Note: The fields on the Snapshot tab are case-sensitive. Therefore, it is
important that all field values are spelled and capitalized correctly. Content

Tracker uses the following error checks to validate each enabled activity metric
field value:

«» Content Tracker checks the DocM eta database table to ensure that the custom
metadata field actually exists.

«» Content Tracker ensures that the custom metadatafield is of the correct type. That is,
the Last Access metadata field must be of type Date and the Short / Long Access
Count fields must be of type Integer.

%+ Content Tracker checksto explicitly exclude the dID metadata field.
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Feature Description

Saves the snapshot configuration and updates Content
Tracker’s sct.cfg file with the current settingsin the
activity metricsfields. If the Autoload check box is
selected, immediately after the activity metrics settings
are saved, the Last Accessfield isupdated in the
DocMeta database table.

OK button

® Important: If you make any changes to the configuration, all of the content
items are updated during the next reduction cycle.

Services Tab

Use the Servicestab to log additional Content Server service calls along with data values
relevant to the associated services. The Services tab enables you to conveniently add or
edit service entries and, optionally, their corresponding field map ResultSetsin the service
call configuration file (SctServiceFilter.hda). Every service that you want to be logged
must have a service entry in the SctServiceFilter.hdafile.

The service entries in the SctServiceFilter.hdafile allow Content Tracker to gather event
and usage information. The enabled services automatically log various general
DataBinder fields, such as dUser and dDocName. Linking a field map ResultSet to a
service entry enables you to use the extended service call tracking function. The field map
ResultSet consists of alist of data field names, location names, and their associated
general purpose table column names in the output database table (SctAccessLog).
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The SctAccessl og table provides additional general purpose columns for use with the
extended service call tracking function. You can fill these columns with any data values
you feel are appropriate for the associated service call. When you list the data field names
in the field map ResultSet, you must also list the location name that is the source of the
datafield, and the table column name where the datais |logged. Because the extended
service tracking function logs and tracks specific data for a specific service cal, you can
generate customized reports for access and usage information.

0 Caution: In field map ResultSets, nothing prevents you from mapping data fields to
existing, standard SctA ccessl og table columns. The extended service mapping occurs
after the standard field data values are collected. Consequently, you can override any of
the standard table column fields.

For example, the service you are logging might carry a specific user name (such as,
MyUserName=john) in adatafield. You could use the extended tracking function to
override the contents of the sc_scs dUser column. In this case, you simply combine
MyUserName and sc_scs_dUser and use them as the datafield, location, and table column
set in the field map ResultSet.

Therefore, it remains your responsibility to ensure that the data being logged is a
reasonabl e fit with the SctAccessLog column type.

@ Note: For more information about the SctAccesslog table and the general purpose
columns, see Combined Output Table (page 2-8). For more detailed information about the
SctServiceFilter.hda file, the extended service call tracking function, and ResultSet
configuration, see Chapter 5 (Service Call Configuration).

Colection l Reduction l SMI Snapshol Euwina:l

Sendces
Service Mame [ Caling Product | Event Type | Refeence | Field Map -
SCT_LOG_EVENT Corfent Tiackei  Log Sesnce Everd
GET_FILE Cove Sepwar Canbert Socass
GET_FILE_E'Y_MAME Core Server Conbert Access
GET_DMAMIC_UAL Core Server Conbers Access —
GET_DWMAMIC_DOMVERSION Code Server Coanbart Secass
GET_EXTERMAL_CWMAMIC_ .. Coe Server Conhart Socass
GET_ARCHMWED _FILE Core Server Conberd Access j
i | [ =l
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Feature Description
. . Provides the names and result set values of each
Services list .
service logged by Content Tracker.
Add button Opens the Extended Services Tracking Screen
(page 3-18).
Opens the Extended Services Tracking Screen
Edit button (page 3-18). Applicable fields are populated with the
current result set values.
Delete button Deletes the selected service.

Extended Services Tracking Screen

Use the Extended Services Tracking screen to configure (add, edit, or delete) the service
entries contained in the ServiceExtralnfo ResultSet that isincluded in the
SctServiceHandler.hdafile. To access this screen, click the Add button on the Services

Tab (page 3-16).

- y
Extended Service Tracking E|

Service Name [ FiekdName [ FieldLocation | Column Name |

]
Calling Product |
|
|
I

Event Type

Ratarenced
Fiedd Map

| |
0K | Cance |

‘Warning: Applet Window
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Feature Description

@ Note: Content Tracker does not perform error checking (such asfield type or
spelling verification) for the extended services tracking function in the Data

Engine Control Center. Errors are not generated until you perform areduction.
The fields on the Extended Services Tracking screen are case-sensitive. Therefore, be
careful to enter proper service entry field values—especially service call names. Ensure
that al field values are spelled and capitalized correctly.

@ Note: The ServiceExtralnfo ResultSet in the SctServiceHandler.hdafile
contains a service entry for each service to be logged. If you select an existing

service entry from the Service Name field, the applicable fields will already be
populated with the existing service entry’s field values. However, if you are adding a
service, the new service entry will use the values you enter for the Service Name field,
Calling Product field, Event Type field, Reference field, and Field Map field.

For more information about configuration requirementsfor service entries and field map
ResultSets, see Service Call Configuration File Contents (page 5-5).

The name of the service to be logged. For example,
Service Namefield GET_FILE. If the line for the service name is not
included in the service entry, the service is not logged.

An arbitrary string. It is generally set to “Core Server”

Calling Product field for all standard Content Server entries.

An arbitrary string. It is generaly set to “Content

Event Type field Access’ for all standard Content Server entries.

Used to set the sc_scs reference field in the
Reference field SctAccessLog table. If blank, theinternal getReference
logicis used.
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Feature

Description

Field Map field

The name of the field map ResultSet that is added to
the SctServiceFilter.hdafile. Thisfield isonly required
if you plan to use the extended service call tracking
function. This function enables you to log arbitrary
DataBinder field information to one or more of the
general purpose columns in the SctA ccessLog table.

@ Note: To help you design your field map, a
configuration variable can be set that writes

out the object when the serviceis called. This
enables you to see what datais available at thetimethe
event is recorded. For more information, see
SctDebugServiceBinderDumpEnabled (page B-3).

Field Name/Field
Location/Column Name list

Lists each set of data field, location, and table column
names associated with afield map ResultSet. The Field
Map Screen (page 3-21) field values are used to
populate this list.

Add button Opensthe Field Map Screen (page 3-21).
Delete button Deletes the selected field map ResultSet.
Saves the field values and adds or updates the service
entry to the ServiceExtralnfo ResultSet. Clicking OK
OK button will also add the field map ResultSet to the

SctServiceFilter.hdafileif you have created one—
refer to Field Map Screen (page 3-21).

Cancel button

Closes the Extended Services Tracking screen without
saving any changes.

3-20
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Field Map Screen

Use the Field Map screen to configure the field map ResultSets that are linked to the
service entries and included in the SctServiceHandler.hda file. To access this screen, click
the Add button on the Extended Services Tracking Screen (page 3-18).

—

_
Field Map X

Field Name |
Field Location  [LocsiDsts

Column Name |

Feature Description

@ Note: Content Tracker does not perform error checking (such asfield type or
spelling verification) for the extended services tracking function in the Data
Engine Control Center. Errors are not generated until you perform areduction.
Thefields on the Field Map screen are case-sensitive. Therefore, be careful to enter
proper field and column names. Ensure that all field values are spelled and capitalized

correctly.

Note: To use the extended service call tracking function, you must map a

service entry to afield map ResultSet in the SctServiceHandler.hdafile. The

valuein the Field Map field on the Extended Services Tracking Screen
(page 3-18) is the name of the field map ResultSet.

The name of the datafield in the Content Server
service DataBinder whose data values are logged to a
Field Namefield genera purpose column in the SctAccessLog table.
Thetarget column is specified in the Column Name
field.

® Important: Valuesin field map ResultSets are not available for use as fields to
be logged.
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Feature Description

The section in the Content Server service DataBinder
where the datafield to be logged is located: Three
values are supported:

Local Data—the default value.
Environment

BinderResultSet—returns a comma-delimited string
that contains al the values in the ResultSet. Due to
space limitationsin the SctAccessL og table, this value
isuseful for small ResultSets. The size isrestricted to
255 characters, allowing for the comma’s, etc.

Field Location field

@ Tech Tip: To accommodate more than 255 characters, you can enlarge/redefine
the SctAccessLog table columns using standard database tools. For example, if

you open up extField_3to 2047, then it will hold the equivalent amount of data.
However, most databases have page size limitations that you need to consider. Also,
there is the practical consideration in that SQL does not parse strings efficiently.

The specific general purpose column in the
SctAccesslog table where data values from a specified
DataBinder field are logged. The datafield is specified
inthe Field Name field.

Column Name field

Saves the values and adds the field map ResultSet to

OK button the SctServiceFilter.hdafile.

Closes the Field Map screen without saving the list of
Cancel button DataBinder field names and their corresponding
SctAccessl.og column names.

Tech Tip: Content Tracker provides a debugging configuration variable that, if

enabled, configuresthe service handler filter to write out the service DataBinder

objectsinto dump files. These can be used a diagnostic tools when you are
developing field map screens. The dump files enable you to see what datais available at
the time the particular service events are recorded. For more information, see
SctDebugServiceBinderDumpEnabled (page B-3).
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Accessing the Data Engine Control Center

The Data Engine Control Center is used to enable, schedule, and monitor data collection
and reduction.

To access the Data Engine Control Center:

1. Open the Content Tracker Administration page:
Administration tray—Content Tracker Administration.

2. Scroll down and click the Data Engine Control Center icon.

The Content Tracker Data Engine Control Center interface is displayed.

Enabling or Disabling Data Collection

When data collection is enabled, Content Tracker logs web traffic activity on the content
server. By default, the Enable Data Collection check box is selected on the Collection tab
of the Data Engine Control Center. Selecting this check box enables data collection.
Clearing this check box disables data collection.

To enable or disable data collection:

1. Openthe Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

2. Onthe Collection tab, select (to enable collection) or clear (to disable collection) the
Enable Data Collection check box.

3. Click OK.

the Updated Data Collection state confirmation message displays. Occasionally, this may
take afew seconds. If you exit the applet before the confirmation message displays, the
requested change(s) may not occur.

® Important: After you click OK, do not immediately exit the applet. You must wait until

4. After the Updated Data Collection state confirmation message displays, click OK.
5. Redart the Content Server.

Important: Look carefully at the text above the check box to determine whether data
@ collection is enabled or disabled.

< When enabled, the text reads "Data collection is enabled..."
< When disabled, the text reads "Data collection is not enabled..."
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Running Data Reduction Manually

To manually reduce data:

1. Openthe Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

2.  Onthe Reduction tab, click (to highlight) the set of input data to reduce.
3. Click the Reduce Data button.

A confirmation dialog box is displayed.
4. Click Yesto reduce the data.

The Status will change from ‘ready’ to ‘running,” and the Percent Done will display
the progress of data reduction. When data reduction is complete, the time stamp will
be displayed in When Finished, and the Cycle will display ‘recent.’

@ Note: If you choose to reduce the current date's data, the data will be reduced, but the
Cycle will continue to display the data set as ‘ new.’

Setting Data Reduction to Run Automatically

To set data reduction to run automatically:

1. Openthe Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

2. On the Schedule tab, select the Scheduling Enabled check box.
3. Select check boxes for the days when data collection will occur.
4. Select the hour and minute when data collection will occur.
5

Click OK.

the Updated reduction scheduling information confirmation message displays.
Occasionally, this may take afew seconds. If you exit the applet before the confirmation
message displays, the requested change(s) may not occur.

® Important: After you click OK, do not immediately exit the applet. You must wait until

6. After the Updated reduction scheduling information confirmation message displays,
click OK.

Datawill be reduced automatically on the day(s) and time that you selected.
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Deleting Data Files

Datafiles can be deleted during two cycles:
«» Deleting Data Filesin Any Cycle (page 3-25)
« Deleting Data Filesin ‘Archive’ Cycle (page 3-25)

Deleting Data Files in Any Cycle

0 Caution: Deletion of datais permanent and cannot be undone within Content Tracker or
Content Server.

1. Openthe Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

2. Onthe Reduction tab, click (to highlight) the set of input datato delete.
3. Click the Delete button.

A confirmation dialog box is displayed.
4. Click OK to delete the data.

The selected data set is deleted, and is no longer displayed in the window

Deleting Data Files in ‘Archive’ Cycle

0 Caution: Deletion of datais permanent and cannot be undone within Content Tracker or
Content Server.

1. Openthe Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

2. On the Reduction tab, click the Delete Archive button.
A confirmation dialog box is displayed.
3. Click OK to delete the data.
All data setsin ‘archive’ cycle are deleted, and are no longer displayed in the window
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Creating the Search Relevance Metadata Fields

Before you can implement the snapshot function, you must decide which custom metadata
fields will be associated with each of the enabled activity metrics. Also, the custom
metadata fields must already exist and must be of the correct type. Depending on which
activity metrics you plan to enable, you must create one or more custom metadata fields
using the following procedures, as applicable:

+» Creating the Custom Metadata Field for the Last Access Metric (page 3-26)

+» Creating the Custom Metadata Fields for the Short and Long Access Count Metrics
(page 3-27)

Creating the Custom Metadata Field for the Last Access Metric
To create custom metadata fields to assign to the last access field:
1. Open the Content Tracker Administration page:
Administration tray—Content Tracker Administration
2. Click the Configuration Manager icon.
The Configuration Manager interface is displayed.
3. Onthelnformation Fieldstab, click Add.
The Add Custom Info Field screen is displayed.

4. Enter the name of the metadata field to be assigned to the Last Access metric. For
example, LastAccess.

5. Click OK.
The Add Custom Info Field screen is displayed.
6. Select Datefrom the Field Type drop-down menu.

Note: Normally, you do not need to enter avaue in the Default Value field. However, if
you do not enter avalue for thisfield and there is no specified default value, then the Last
Accessfield is not populated until a content item has been checked in and a data reduction
run. Some applications, however, need to have the Last Access field contain avalid value
at all times. In this case, you will need to enter avalue in the Default Value field that will
ensure that the Last Accessfield is populated with the date and time of the content
checkin. For more information, see Populating the Last Access Field Using the Using the
Default Value (page 3-31).
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Note: Field Type with avalue of Date isthe only required attribute for the last access
custom metadata field. However, if you want the last access custom metadata field to be
searchable, you must ensure that the Enable for Search Index check box is selected.

Indexing this custom metadata field is optional, although indexing makes searches on this
field more efficient. Furthermore, indexing allows you to query the accumulated search
relevance statistics and generate useful data. For example, you can create alist of content
items ordered by their popularity, etc.

For more information about the advantages and disadvantages of indexing the search
relevance metadata fields, see Snapshot Tab (page 3-11).

7.

Click OK.
The custom metadata field is added to the Field Info list on the Information Fields tab.

Click Update Database Design to validate the current database and add the custom
metadata field to the system.

Creating the Custom Metadata Fields for the Short and Long
Access Count Metrics

To create custom metadata fields to assign to the short and long access fields:

1

Open the Content Tracker Administration page:
Administration tray—Content Tracker Administration
Click the Configuration Manager icon.

The Configuration Manager interface is displayed.

On the Information Fields tab, click Add.

The Add Custom Info Field screen is displayed.

Enter the name of the metadata field to be assigned to the Short or Long A ccess Count
metric. For example, ShortAccess or LongA ccess.

Click OK.
The Add Custom Info Field screen is displayed.
Select Integer from the Field Type drop-down menu.
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Note: Field Type with avalue of Integer isthe only required attribute for the Short and
Long Access Count custom metadata field. However, if you want the Short and Long
Access Count custom metadata fields to be searchable, you must ensure that the Enable for
Search Index check box is selected for both.

Indexing these custom metadata fields is optional, although indexing makes searched on
these fields more efficient. Furthermore, indexing allows you to query the accumul ated
search relevance statistics and generate useful data. For example, you can create alist of
content items ordered by their popularity, etc.

For more information about the advantages and disadvantages of indexing the search
relevance metadata fields, see Snapshot Tab (page 3-11).
7. Click OK.

The custom metadata field is added to the Field Info list on the Information Fields tab.

8. Click Update Database Design to validate the current database and add the custom
metadatafield to the system.

Enabling the Snapshot function and the Activity
Metrics Options

By default, the snapshot function and activity metrics are disabled. To use these optional
features, you must first enable the snapshot post-processing function which activates the
activity metrics choices. Then, you can selectively enable the desired activity metrics and
assign their preselected custom metadata fields.

To enable the snapshot function and activate the activity metrics:

1. Openthe Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

2. Click the Snapshot tab.
3. Select the Enable Snapshot post-processing check box.
The snapshot function is enabled and the activity metrics options are activated.
4. Click OK.
A confirmation dialog box is displayed.
5. Click OK.
The snapshot state and Content Tracker’s configuration file (sct.cfg) are updated.
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Note: To verify the snapshot function and activity metrics have been enabled, you can
access the Content Tracker's sct.cfg file in the following directory:

<ingtall_dir>/custom/ContentTracker/resources/sct.cfg

Note: Optionally, you can manually enable the snapshot function and activate the activity
metrics options. For more detailed information about the specific snapshot configuration
variables and how to manually edit them, see Configuration Variables (page A-2) and
Manually Setting Content Tracker Configuration Variables (page A-7), respectively.

Linking Activity Metrics Functions to Search
Relevance Metadata Fields

After the activity metrics options have been activated, they must be individually selected
to enable them. Enabling the activity metrics also activates their corresponding custom
metadata fields.

To enable the activity metrics and activate their corresponding custom metadata fields:

1.

Open the Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

Click the Snapshot tab.

The snapshot function must be enabled; otherwise the activity metrics options are not
activated. See Enabling the Snapshot function and the Activity Metrics Options

(page 3-28).
Select one or more of the activity metric check boxes.

Each selected activity metric is enabled and each corresponding custom metadatafield
is activated.

In the Field field, enter the internal name of the custom metadata field to be linked to
the activity metric. For example, XL astAccess, xShortAccess, or XL ongA ccess.

For the Short and Long Access Counts, enter the applicable Interval amounts in days.
For example, 7 daysfor the Short Access Count and 28 days for the Long Access
Count.

Click OK.
A confirmation dialog box is displayed.
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7. Click OK.
The snapshot state and Content Tracker’s configuration file (sct.cfg) are updated.

Note: Content Tracker performs minimal error checking on the activity metricsfield
names. Be aware that the fields on the Snapshot tab are case-sensitive. It isimportant that
all field values are spelled and capitalized correctly. For more information about the
specific Content Tracker error checks for the snapshot function, see Snapshot Tab

(page 3-11).

Note: To verify that the activity metrics are linked to the appropriate custom metadata
fields, you can access the Content Tracker's sct.cfg file in the following directory:

<ingtall_dir>/custom/ContentTracker/resources/sct.cfg

Note: Optionally, you can manually link the activity metrics to their respective custom
metadata fields. For more detailed information about the specific activity metrics
configuration variables and how to manually edit them, see Configuration Variables
(page A-2) and Manually Setting Content Tracker Configuration Variables (page A-7),
respectively.

Setting a Checkin Time Value for the Last
Access Metadata Field

The Last Access Date field is normally updated by Content Tracker when a managed
object isregquested by a user and a data reduction run. Therefore, the Last Accessfieldin
Content Server’'s DocM eta database table may be empty (NULL) until the next data
reduction is run.

However, some applications require that the date and time of content checkin be recorded
immediately in the Last Access field. To accommodate this requirement, the Last Access

field must be populated with an appropriate date and time value. Content Tracker provides
several methods to populate the Last Access field:

+» Populating the Last Access Field Using the Using the Default Value (page 3-31)
+«» Populating the Last Access Field Using the Autoload Option (page 3-32)
«+ Populating the Last Access Field for Batchloads and Archives (page 3-32)
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Populating the Last Access Field Using the Using the
Default Value

Normally, you do not need to enter avalue in any field that has a Default value. However,
if you do not enter avaluefor the Last Accessfield, and thereis no specified default value,
then the field is not popul ated when a content item is checked in. The checkin date or most
recent access date is only recorded once a data reduction has been run.

To support the requirements for particular applications, you can use the Autoload option
to backfill the Last Accessfield for existing content—see Populating the Last Access
Field Using the Autoload Option (page 3-32). For all future content item checkins, you
can configure the Last Access custom metadata field by setting the Default Value field.

The value you enter must be afunction or an expression that will cause the field to be
populated with the date and time of content checkin. This ensures that the current date and
timeis automatically entered into the Last Access field.

To populate the Last Access field using the Default Value field:
1. Open the Content Tracker Administration page:
Administration tray—Content Tracker Administration
2. Click the Configuration Manager icon.
The Configuration Manager interface is displayed.

3. Onthelnformation Fieldstab, select the custom metadatafield that you have linked to
the Last Access metric and click Edit.

The Edit Custom Info Field screen is displayed.

@ Note: The Last Access custom metadata field must already exist. If not, you must create it
and link it to the Last Access activity metric function. See Creating the Custom Metadata
Field for the Last Access Metric (page 3-26)

4. Inthe Default Valuefield, enter an expression that will cause the field to be popul ated
with the date and time of content checkin.

For example, you could specify adefault value of <$dateCurrent()$> to cause the
Last Access field to be populated with the current checkin date and time.

5. Click OK.
The Last Access custom metadata field is updated.

6. Backfill the Last Accessfield in for existing content—see Populating the Last Access
Field Using the Autoload Option (page 3-32).
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Populating the Last Access Field Using the Autoload
Option

The Autoload option on the Snapshot tab allows you to retroactively replace NULL values
in the Last Accessfield with the current date and time. The only DocM eta records that are
affected using the Autoload option are those where the Last Access metadatafield is
empty (NULL).

To populate the Last Access field using the Autoload option:

1. Openthe Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

2. Click the Snapshot tab.

The snapshot function must be enabled; otherwise the activity metrics options are not
activated. See Enabling the Snapshot function and the Activity Metrics Options
(page 3-28).

3. Select the Enable Last Access updates check box.

4. Link the Last Access metric to the applicable custom metadata field—see Linking
Activity Metrics Functions to Search Relevance Metadata Fields (page 3-29).

5. Sdect the Autoload check box.
6. Click OK.

A confirmation dialog box is displayed and the current date and time are inserted into
the applicable Last Access fields (those with NULL values) in Content Server’'s
DocMeta database table.

Tech Tip: By default, the Autoload query sets the Last Access metadata field to the
current date and time. However, you may customize the query to set the Last Accessfield
to dCreateDate, dReleaseDate, or any other time that meets the needs of your application.
See Customizing the Autoload Option SQL Query (page A-9).

Populating the Last Access Field for Batchloads and
Archives

To ensure proper retention of archived and batchloaded content, you must set the Last
Access field date for the import/insert. Otherwise, the access date for these content items
will be NULL, and retention based on this field will fail.
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Important: The Last Access date can be used in conjunction with Retention Manager to
maintain retention schedules. Ensuring that thisfield is set properly during batchloads and
archivesisimportant for the success of the retention. Please consider carefully what dateis
most reflective of when the content was last accessed. For example, animport of 1998 data
is probably better tagged with that date than the date you perform the import.

The name of the Last Access field is based on the name you specified in Configuration
Manager—see Creating the Custom Metadata Field for the Last Access Metric

(page 3-26). In the case of Last Access, XL astAccess would be used in the import/insert—
see Enable Last Access updates check box and corresponding Field metadata field

(page 3-13).
To populate the Last Access field using Content Server’s Batch Loader:
1. Accessthe Batch Loader.

2. Create afilerecord that establishes an appropriate Last Access date. The following is
an example of an applicable file record:
# This is a comment
Action=insert
dDocNane=Sanpl el
dDocType=ADACCT
xLast Access=5/1/1998
dDocTitl e=Batch Load record insert exanple
dDocAut hor =sysadni n
dSecurityG oup=Public
pri maryFil e=links. doc
dl nDat e=8/ 15/ 2001
<<ECD>>

3. Runthe Batch Loader to process the file record.

Note: Refer to the Content Server Managing System Settings and Processes guide for
more detailed information.
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Editing the Snapshot Configuration

To modify the current snapshot activity metrics settings:

1. Openthe Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

2. Click the Snapshot tab.

The snapshot function must be enabled; otherwise the activity metrics options are not

activated. See Enabling the Snapshot function and the Activity Metrics Options
(page 3-28).
3. Makethe necessary changesin the activity metrics fields.
4. Click OK.
A confirmation dialog box is displayed.
5. Click OK.
The snapshot state and Content Tracker’s configuration file (sct.cfg) are updated.

Note: Content Tracker performs minimal error checking on the activity metricsfield

names. Be aware that the fields on the Snapshot tab are case-sensitive. It isimportant that

all field values are spelled and capitalized correctly. For more information about the
specific Content Tracker error checks for the snapshot function, see Snapshot Tab

(page 3-11).

Note: To verify the modified values of the snapshot and activity metrics configuration
variables, you can access the Content Tracker’s sct.cfg file in the following directory:

<install_dir>/custom/ContentTracker/resources/sct.cfg

Note: Optionaly, you can manually edit the configuration settings for the snapshot
activity metrics. For more detailed information about the specific activity metrics
configuration variables and how to manually edit them, see Configuration Variables
(page A-2) and Manually Setting Content Tracker Configuration Variables (page A-7),
respectively.
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Adding/Editing Service Entries

To add or edit a service:

1

Open the Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

Click the Servicestab.
Click Add to create anew service entry.
Or, select an existing service entry from the Service Name list and click Edit.

The Extended Service Tracking screen is displayed. The fields are empty if you are
adding a new service entry.

If you are editing an existing service entry, the fields are populated with those values.
In this case, the Service Name field is deactivated.

Enter or modify the applicable field values (except in the Field Map field).

If you want to link this service entry to afield map ResultSet, enter the applicable
nameinthe Field Map field. Then, see the procedure for Adding Field Map ResultSets
and Linking Them to Service Entries (page 3-36).

Click OK.
A confirmation dialog box is displayed.
Click OK.

The Extended Service Tracking screen closes and the Services tab on the Data Engine
Control Center isdisplayed.

If you added a new service entry, it isincluded in the Services list. If you edited an
existing service entry, the updated field values are included in the Services list.

The services state and Content Tracker’s SctServiceFilter.hda are updated.

@ Note: Content Tracker does not perform error checking (such asfield type or spelling
verification) for the extended servicestracking function in the Data Engine Control Center.
Errors are not generated until you perform areduction. These fields are case-
sensitive.Therefore, if you are adding new services or editing existing services, be careful
to enter the proper service call names. Ensure that al field values are spelled and
capitalized correctly.
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Note: To verify that the service entry’s values are added to the SctServiceFilter.hdafile or
that the existing service entry’s values are properly modified, you can access Content
Tracker's SctServiceFilter.hdafile in the following directory:

<install_dir>/custom/ContentTracker/resources/SctServiceFilter.hda

Note: Optionaly, you can manually add or edit services. For more detailed information
about service entries in the SctServiceFilter.hdafile and how to manually edit them, see
About the Service Call Configuration File (page 5-2) and Manually Editing the
SctServiceFilter.hda File (page 5-9), respectively.

Adding Field Map ResultSets and Linking Them
to Service Entries

To implement the extended service call tracking function, you need to link service entries
to field map ResultSets in the SctServiceFilter.hdafile.

To add afield map ResultSet and link it to a service entry:

1. Openthe Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

2. Click the Servicestab.
3. Select the desired service entry from the Service Name list.

If you need to add a new service entry, see Steps 3 through 6 in the procedure for
Adding/Editing Service Entries (page 3-35).

4. Click Edit.

The Extended Service Tracking screen is displayed and the fields are populated with
the selected service entry’s values. In this case, the Service Name field is deactivated.
If necessary, you can edit this service entry’s values now in addition to adding the
field map ResultSet.

If this serviceis already linked to afield map ResultSet, the nameislisted in the Field
Map field and one or more data field, location, and table column set arelisted in the
Field Name, Field Location, and Column Name fields. If you want to edit or delete
existing datafield, location, and table column sets, see the procedure for Editing Field
Map ResultSets (page 3-38).
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5. If the selected service isalready linked to afield map ResultSet, skip this step.
However, if the selected serviceis not linked to a secondary ResultSet, the Field Map
field is empty. Enter the name of the field map ResultSet.

6. Click Add.

The Field Map screen is displayed.
7. Enter the appropriate valuesin thefields.
8. Click OK.

The Field Map screen closes and the values are added to the Field Name and Column
Name fields.

@ Note: If you need to add more than one datafield, location and table column set, repeat
Steps 6 through 8 as necessary.
9. Click OK.
A confirmation dialog box is displayed.

The Extended Service Tracking screen closes and the Services tab on the Data Engine
Control Center isdisplayed.

The services state and Content Tracker’s SctServiceFilter.hdafile are updated.
10. Click OK.

@ Note: Content Tracker does not perform error checking (such asfield type or spelling
verification) for the extended servicestracking function in the Data Engine Control Center.
Errors are not generated until you perform areduction. These fields are case-sensitive.
Therefore, if you are adding new field map ResultSets or editing existing field map
ResultSets, be careful to enter the proper DataBinder field names and SctAccessL og table
column names. Ensure that all field values are spelled and capitalized correctly.

@ Note: To verify that the field map ResultSet values are added to the service cal
configuration file or that the values are properly modified, you can access the Content
Tracker's SctServiceFilter.hdafile in the following directory:

<ingtall_dir>/custom/ContentTracker/resources/SctServiceFilter.hda
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Note: Optionaly, you can manually add field map ResultSets and manually link them to
service entries. For more detailed information about service entries and field map
ResultSets in the SctServiceFilter.hdafile and how to manually edit them, see About the
Service Call Configuration File (page 5-2) and Manually Editing the SctServiceFilter.hda
File (page 5-9), respectively.

Editing Field Map ResultSets

To edit afield map ResultSet:

1. Openthe Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

2. Click the Servicestab.
3. Select the desired service entry from the Service Name list.
4. Click Edit.

The Extended Service Tracking screen is displayed and the fields are popul ated with
the selected service entry’s values. In this case, the Service Name field is deactivated.
If necessary, you can also edit the other field valuesfor this service entry in addition to
editing the field map ResultSet.

5. To edit the secondary ResultSet, you can either:

+«+ Add one or more datafield, location, and table column sets. See Steps 6 through 8
in the procedure for Adding Field Map ResultSets and Linking Them to Service
Entries (page 3-36).

++ Delete one or more datafield, location, and table column sets as follows:
a. Select thefield, location, and table column set to be deleted.
b. Click Delete.

6. Click OK.

A confirmation dialog box is displayed.
dick OK

The Extended Service Tracking screen closes and the Services tab on the Data Engine
Control Center isdisplayed. The services state and Content Tracker’s
SctServiceFilter.hda file are updated.
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Note: Content Tracker does not perform error checking (such asfield type or spelling
verification) for the extended services tracking function in the Data Engine Control Center.
Errors are not generated until you perform areduction. These fields are case-sensitive.
Therefore, if you are editing field map ResultSets by adding one or more datafield,
location, and table column sets, be careful to enter the proper data field names, location
names, and SctAccessL og table column names. Ensure that all field values are spelled and
capitalized correctly.

@ Note: To verify the modified values of the data field, location, and table column setsin
field map ResultSets, you can access the Content Tracker’'s SctServiceFilter.hdafilein the
following directory:

<ingtall_dir>/custom/ContentTracker/resources/SctServiceFilter.hda

@ Note: Optionally, you can manually modify the values of the datafield, location, and table
column setsin field map ResultSets. For more detailed information about field map
ResultSets in the SctServiceFilter.hdafile and how to manually edit them, see About the
Service Call Configuration File (page 5-2) and Manually Editing the SctServiceFilter.hda
File (page 5-9), respectively.

Deleting Service Entries

To delete aservice:

1. Openthe Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

2. Click the Servicestab.
3. Inthe Servicesligt, select the service entry that you want to delete.
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4.

Click Delete.
You are asked to verify your request to delete service logging for this service entry.
Click Yes.

The selected service entry is deleted from the Serviceslist and removed from the
SctServiceFilter.hdafile.

Note: To verify that the service entry has been deleted, you can access the Content
Tracker's SctServiceFilter.hdafile in the following directory:

<install_dir>/custom/ContentTracker/resources/SctServiceFilter.hda

Note: Optionally, you can manually delete specific service entries. For more information,
see Manually Editing the SctServiceFilter.hda File (page 5-9).

Deleting Field Map ResultSets

To delete afield map ResultSet:

1.

Open the Data Engine Control Center—see Accessing the Data Engine Control
Center (page 3-23).

Click the Services tab.

In the Services list, select the service entry that islinked to the field map ResultSet
that you want to delete.

Click Edit.

The Extended Service Tracking screen is displayed and the fields are popul ated with
the selected service entry’s values.

Remove the field map ResultSet name from the Field Map field.
Select a data field, location, and table column set and click Delete.

The datafield, location, and table column set is removed from the list. Repeat this step
for each data field, location, and table column set (as necessary).

Click OK.

The field map ResultSet is removed from the SctServiceFilter.hdafile. It is no longer
linked to the service entry.
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Note: To verify that the field map ResultSet has been del eted, you can access the Content
Tracker’s SctServiceFilter.hdafile in the following directory:

<ingtall_dir>/custom/ContentTracker/resources/SctServiceFilter.hda

Note: Optionally, you can manually delete field map ResultSets. For more information,
see Manually Editing the SctServiceFilter.hda File (page 5-9).
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REPORT GENERATION

OVERVIEW

This section covers the following topics:

Concepts

¢ About Content Tracker Reports (page 4-2)

+ Oracle and DB2 Case Sengitivity (page 4-3)

«» Compatibility of Existing SQL Reports: Content Tracker Reports 7.0 or earlier
(page 4-4)

+» Pre-Defined Query Reports (page 4-6)

¢ Custom Query Reports (page 4-16)

+» Considerations (page 4-16)

% Supplementary Report Features (page 4-20)

¢ User Authentication/Authorization Monitoring and Auditing (page 4-21)

+» Site Studio Web Site Activity Reporting (page 4-21)

¢+ Security Checks and Query Results (page 4-23)

¢ Security Checks Preference Variable (page 4-24)

% Report Queries and Security Modes (page 4-26)

«» Establishing the Security Mode (page 4-28)

+«+ Customizing Report Query Security (page 4-31)
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«» External Report Generator (page 4-34)

Interface

¢ Default Report Format (page 4-7)

+«+ Content Dashboard Feature (page 4-8)

+¢ Drill Down Report Feature (page 4-9)

+« Content Tracker Report Generator Main Page (page 4-10)
¢ Custom Report Query Display Results (page 4-19)

« Main Page Site Studio Report Links (page 4-22)

Tasks

+» Generating Reports (page 4-13)

¢+ Accessing Drill Down Reports (page 4-14)

¢ Accessing Reports from the Information Page (page 4-14)

« Viewing Separated A ccess Results (page 4-15)

+» Viewing Combined Access Results (page 4-15)

¢+ Creating Custom Report Queries: Example (page 4-17)

¢ Changing the Security Checks Preference Setting (page 4-30)
+«+ Enabling/Disabling Security Checks for Report Queries (page 4-31)
+» Creating Secure Report Queries (page 4-32)

% Using an External Report Generator (page 4-34)

ABOUT CONTENT TRACKER REPORTS

Content Tracker Reports uses the captured and reduced data to generate reports that
outline the usage history of particular pieces of content. You can use the pre-defined
reports that are provided or create custom queries for the information to be tracked.
Optionally, you can use any external commercial reporting tool—External Report
Generator (page 4-34).
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Reports can be derived from avariety of criteria, including specific users, groups of users,
and any set of content that can be defined by a query or group of metadata values. Based
on the variables in the system (such as number of users, amount of content, metadata
count, etc.), Content Tracker Reports enables hundreds of key metrics to be included in
reports. Specialized reports enable you to understand and disclose which content is most
relevant to users.

GENERAL CONSIDERATIONS

This section covers the following topics:
+ Oracle and DB2 Case Sengitivity (page 4-3)
¢ Access Control Lists and Content Tracker Reports Secure Mode (page 4-4)

«» Compatibility of Existing SQL Reports: Content Tracker Reports 7.0 or earlier
(page 4-4)

Oracle and DB2 Case Sensitivity

If Oracle or DB2 is used as the Content Server database, metadata values are case
sensitive and care must be used when entering the content metadata values in the
applicable query report criteria. As aresult, depending on how avalueis entered in the
corresponding field, Content Tracker Reports may not return all possible matching files.

With either an Oracle or DB2 Content Server database, values must be entered exactly as
they are entered in the Content Server. Therefore, depending on the lettering structure of
the values in the Content Server, the values entered in the query metadata fields will need
to beentered in all lowercase letters, all uppercase | etters or mixed-case letters. Otherwise,
Content Tracker Reports will not return all of the matching files.

For example, if the content type in the Oracle or DB2 Content Server database is AdAcc
but the user entersit in the query field as adacc, ADACC, or Adacc, Content Tracker
Reports will not return any results. In this case, the content type metadata value must be
entered using mixed-case letters. Thisistrue for al of the metadata fields in each of the
pre-defined query reports.
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Access Control Lists and Content Tracker
Reports Secure Mode

The security checks preference variable (SctrEnableSecurityChecks) is set when you
install the Content Tracker Reports component. Essentially, this preference variable
enables you to select one of two security modes. secure and non-secure. The security
checks preference provides the option to employ individual user role and account
information to restrict the visibility of content item information in report results.

This means that you control what content items (and, subsequently, the metadata) that
users can see in their generated reports. Ideally, users should not be able to see anything
through Content Tracker Reports that they couldn't find viaa Content Server search.
Therefore, if you select the secure mode, the information in any generated report will be
filtered based on the user’s role and account privileges.

However, if you have enabled Access Control Lists (ACLS) on your Content Server
instance, the secure mode option in Content Tracker Reports does not work. During
installation, you must leave the security checks preference check box blank. This means
that on an ACL-based system, the secure mode must be disabled. Inthiscase, itispossible
for users other than a system administrator to see information about content items that they
would not otherwise be authorized to access and view.

@ Note: For more detailed information about the security checksinstallation preference and
how it will affect the report queries and report results, see Security Checks and Query
Results (page 4-23). For specific information about the installation preference prompt and
the two security checks options, refer to the Content Tracker Installation Guide.

Compatibility of Existing SQL Reports: Content
Tracker Reports 7.0 or earlier

Content Tracker 7.5 and later employ major architectural revisions of both the Content
Tracker and the Content Tracker Reports components. Because of the significant schema
and design changes to the components, there is no feasible way to guarantee that SQL
report queries used with 7.0 and earlier versions of Content Tracker and Content Tracker
Reports are compatible with the 7.5 and later versions.
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However, the following list details the changes that were made and the reasons for them.
Thisinformation should ensure that most users will experience few problemsin adapting
their queries to accommodate the new architectural and schema changes.

+» Accessinformation gathering has shifted from the web server to Content Server which
makes Content Tracker independent of web server type. This eliminates the need for
Content Tracker to depend on the web server to write an event log in a particular
format.

«» Asaresult of eliminating web server dependencies, installing the Content Tracker and
Content Tracker Reports componentsis greatly simplified. Furthermore, the number
and type of supported server configurations has expanded considerably. For example,
Content Tracker now supportsinstallations with multiple web servers and installations
in which the web server(s) does not have direct access to the Content Server storage
volume.

+» Content Tracker no longer logs content item metadata so the content metadata tables
are no longer generated. The standard Content Server metadata tables are used for
content item metadata. This reduces the processing that needs to occur. It also ensures
that all metadata is accessible to Content Tracker and that metadata values are up-to-
the-minute current and accurate. Additionally, eliminating redundant output tables
also stops redundant content metadata | ogging.

+» Content Tracker continues to log user metadata and the applicable Content Tracker
metadata tables in the database are updated during the reduction process.This ensures
historically accurate user metadata.

«» Static URL references are collected and logged by the web server filter plugin and
Content Server service calls are logged by the service handler filter. Both types of
event details are recorded in a table (SctAccessLog) which replaces the SctEnhanced
table. used in Content Tracker v7.0 and earlier.

¢ Thestructural changesin Content Tracker v7.5 and later have increased the scope and
improved the granularity of managed content usage reporting. Thisis dueto
eliminating the use of web server log files, expanding the collection of both static
URL accesses and Content Server service calls, and ensuring that Content Tracker has
access to al metadata values (both user and content item).

Instead of reporting on page/object accesses at the URL level, Content Tracker can
now track activity at the template/fragment level. This enables users to see how the
various content item elements are being used. This means that Content Tracker can
perform more interesting anaysis on Site Studio sites and other applications that don’t
use the Content Server’s native interface.
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¢+ Search results can incorporate specific data about user accesses. Custom metadata
fields are used to record user access activity. Tracking resultsincluded in reports can
reflect the popularity of certain content items or provide access data during specific
time periods. Access tracking can include both internal and external users.

+»+ The security checks feature optionally enforces user role and account privilege
verification. When enabled, the security checking function filters the data based on
role/account permissions of the user requesting the report. Consequently, different
users may see different results after generating the same report. Otherwise, default
SQL report queries generate reports with identical data for all users without regard for
their user/account memberships.

PRE-DEFINED QUERY REPORTS

This section covers the following topics:

+« Default Report Format (page 4-7)

+» Content Dashboard Feature (page 4-8)

+«+ Drill Down Report Feature (page 4-9)

+ Content Tracker Report Generator Main Page (page 4-10)
+«+ Generating Reports (page 4-13)

¢ Accessing Drill Down Reports (page 4-14)

¢ Accessing Reports from the Information Page (page 4-14)
¢ Viewing Separated A ccess Results (page 4-15)

+« Viewing Combined Access Results (page 4-15)
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Default Report Format

Each report produced using the Content Tracker Report Generator main page has the same
general format and visual layout. The following is the Top Content Items report that is
selected by default when the Content Tracker Report Generator main page is accessed.
The information provided by the reports is extracted from the reduced datain the
SctAccesslog database table and other Content Server database tables, as necessary.

Note: Only usersthat physically open a content item are included in the Content Tracker
Report Generator’'s compiled results. The opened content item can be the web location file
(the absolute path to the content item), an HTML version (by using Dynamic Converter),
or the actual native file. Users that open only the Content Information page are not
included in the tracked data.

Note: Thereisgenerally aone-day delay from the time that a user accesses a content item
until that information isincluded in the Content Tracker Report Generator’s access history
results. Theinformation must first be accumulated by Content Tracker and then undergo a
datareduction cycle. Thus, the content item access history results are derived from the
reduced data in the SctAccessLog and other Content Server database tables. Manually
reducing the dataimmediately updates the database tables and, subsequently, the
generated query reports will also display the updated information. For more information
about the reduction process, see Reduction Tab (page 3-4).

Content Tracker Raport

Repart Name: Top Content Items
Dates: 12252005 o 1252006

Do Mame Doc Title ACCBSSES [ Doc Type Actions
o001 ladybugs 3 | ADACCT i)
oooa all strings 3 | ADACCT |J

Printer-friendly ¥Yersion

Field Description

Report Name The name of the selected query report.
field

The dates entered in the Start Date and End Date fields. If you did

Dates field not enter specific dates, the default dates are used for the query.
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Field Description
Results table Provide the relevant information for the selected report.
columns

Printer-friendly Opens a new browser window and displays the report without the
Version link navigation trays.

4-8

Content Dashboard Feature

When a generated query report contains an active link to a specific content item, clicking
the link displays the corresponding Content Dashboard. The content dashboard in the
following screen capture shows that two versions of a particular content item were each
accessed three times. In this view, the revision access results are shown individually.

Cortert Access Report  Cowtent Dasaboord

Content Accass Details for dDocName: DOLZ

[Versions Separated]

Title [ Author | Revision || Rewision Date [ Accesses || Users
E-Search Administration Guide sysadmin 31271404 10:28 AM 3 1
E-Search Administration Guide sysadmin 2 | 11/22/04 1:16 PM 3 1
Brinter-friendly ¥ersion

If you click the All Versions Together link on the Content Dashboard, the access results
for both versions are combined.

CorTernt Access Report  Cormtent Dasaboord

Conbant Access Details for dDocName: 0012

[all ¥ersions Together]

Title I futhor I Last Rew Date ..U.I:I:E'I'IEII Users

E-Search Administration Guide sysadmin 1271404 10:23 AW &

Printer-friendly ¥Yersion
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There are various levels of report results that are generated for each pre-defined report.

Depending on the search criteriayou enter on the Content Tracker Report Generator main
page, the results are filtered accordingly. Thetop level reports are summary reports and

provide very general information. You can use the links on the top level reports to drill

down to more specific information.

Content Tracker Report

Report Name: Top Content Items by Application Type
Dates: 12701 05 ta 1225505

Application Type ACCESSES
application/msword ]
.—"'__'_\__"'-.

'\-..____ __'_-_}____\_\_ i 10
application/vnd ms-excel T —— 7

application/zip

Application/pdf
application/vnd.ms-powearp

applicationfim | DocName ||

——

A e —
Tap Content [tems by Application Type CApplication/bmp
Dates: 12/01/05 ta 1225705 e

Doc Title :-_-ﬂ.:cessel_ :Duc Type| :l’l:tiuns

Aecagses by Day for dID: 2
Cates: 12/01/05 to 1225505

Content Tracker Administration Guide

Application/vsd -‘\__ 1L e ladybugs & ADACCT @
it 7 — 2 ] - " m
. . Sl pmmlm e—— Sl b Day Accesses ||User Count
Pr = firi W —— — L | ) | L
oos0 Cortent Aceess Details Far dDoeNsmel 0001} 12422405 3 i
Dates: 12/01/05 o 12/25/05 i {
12/21/05 /{ 1 1
i all ns Togeth [
[¥ersions Separated] [All Yersions Together] 12/20/05 - 2 ll| 1
/"' W/
Title Author Revision Revision D Accesses || -lsers
ladybugs = sysademin 2 | 12/19/0% 2 Cj 1
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Content Tracker Report Generator Main Page

The Content Tracker Reports component provides pre-defined queries organized into
several main categories. These pre-defined reports are designed to answer the most
common questions about system activity. The individual reports provide drill-downs
reports based on applicable criteria. The Content Tracker Report Generator main screenis
accessed by clicking the Content Tracker Reports link in the Administration tray.

Content Tracker Report Generator

Start Date:

'

End Date:
Rows per Page: |25 % potal pPages: 10 %

Criteria:

i Submit ] [ Reseat |

Content Usage Reports
(& Top Content
() Top Content ems by Format
() Top Access Modes by Format
(2 Top Contant by Cantent Typa
(2 Top Contant ferms by Author
(2 Top Content Bems by User Role
) Top Content fems by User Type

(2 Top Contant ferms by Day
Search Reports

(7 Search Summary
User Access Reports

2 Content Mems sean by user
Ugars who have sean Content

Lgers who have seen Security Group

C.
2 Users who have seen Content Herns by Author
O Users who have seen Content Hams by diD

J Usgers by Uger Type
) Users by User Role
Admin Reports
r Content Rems not accessed in period
2 Users not active in period
(2 muthorization Failures by User

2 Login Failures
Custom Reports
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Field Description

Start Date field Designates the beginning of a specific time period for records to be
searched.

End Date fidd Designates the end of a specific time period for records to be

searched.

Date drop-down

Yester day—Enters the date of the previous day into the Start Date
and today’s date into the End Date fields.

L atest Week—Enters the beginning and ending dates of the
previous week into the Start Date and End Date fields.

menu L atest M onth—Enters the beginning and ending dates of the
previous month into the Start Date and End Date fields.
L atest Year—Enters the beginning and ending dates of the
previous year into the Start Date and End Date fields.

Rows per Page Specifies the number of results rows each page of the report can

field contain.

Total Pagesfield

Specifies the maximum number of results pages the report can
contain.

Filters the search results and immediately accesses the applicable
drill-down report. For example, if you are searching top content
items by author, entering a specific author in the criteriafield

Criteriafield displays the drill-down report listing the content items authored by
that user. Leaving thisfield blank causes the top level query to be
executed, which provides alist of authors on the system.

Submit button Generates and displays the selected report type.

Content Item Usage Reports

Top Content

Lists the most frequently accessed content itemsin the system.

Top Content
Items by Format

Liststhe most frequently accessed content items by application type
(i.e., pdf or txt).

Top Access
Modes by Format

Lists the most frequently accessed content item application types
(i.e., pdf or txt) by access mode.

Content Tracker Administration Guide
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Field Description

Top Content by Lists the most frequently accessed content items by content item
Content Type type.

Top Content Lists the most frequently accessed content items by author.
Items by Author

Top Content Lists the most frequently accessed content items by user role.
Items by User

Role

Top Content Lists the most frequently accessed content items by user type.
Items by User

Type

Top Content Lists the most frequently accessed content items for each day.
Items by Day

Sear ch Reports

Search Summary

Liststhe types of searches that have been done and the search
criteria.

User Access Reports

Content Items
seen by user

Lists, by specific users, the number of content items most frequently
opened by the indicated user.

Users who have
seen Content

Lists, by specific content item, the users who have accessed the
content item.

Users who have
seen Security
Group

Lists, by specific users, the content items most frequently accessed
in specific security groups.

Users who have
seen Content
Items by Author

Lists, by specific users, the content items most frequently accessed
that have been authored (checked in) by specific users.

Users who have
seen Content
Items by dID

Lists, by specific users, the content items most frequently accessed
based on the internal content item identification numbers.
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Field Description

Users by User Lists, by specific users, the content items most frequently accessed
Type based on the user type.

Users by User Lists, by specific users, the content items most frequently accessed
Role based on the user role.

Admin Reports

Content Items not
accessed in period

Lists the content items that have not been accessed followed by the
content items most frequently accessed.

Users not active
in period

Lists the users that have not accessed content items followed by
users that have accessed content items.

Authorization
Failures by User

Liststhe usersthat tried unsuccessfully to access content items to
which they did not have authorization privileges.

Login Failures

Liststhe usersthat tried unsuccessfully to log in to the system.

Custom Reports

custom report
name

Generates a customized report based on user-defined search queries.

Generating Reports

To generate a pre-defined or custom report:

1. Open the Content Tracker Report Generator main page by clicking the Content
Tracker Reportslink in the Administration tray.

2. Sdlect theradio button of the desired report type.

3. Enter any desired search and filtering criteriain the applicable fields.

4. Click Submit.

The selected report type is displayed.

Content Tracker Administration Guide
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Accessing Drill Down Reports

To access one or more drill down reports:
1. Generate apre-defined or custom report. See Generating Reports (page 4-13).

2. After generating a pre-defined report, each line item result contains an active drill
down report link. Click on the desired link.

The selected drill-down report is displayed.

Content Items report contains a DocName drill down report link. Clicking thislink
generates another report that displays the applicable content access details for the selected
content item. In this report, two additional drill down reports are available: one for
Accesses and another for Users.

@ Note: Some reports contain multiple levels of drill down reports. For example, the Top

Accessing Reports from the Information Page

The Access History Report for any content item can be generated from the Information
page of that content item as follows:

1. Search for acontent item and click the associated Info icon.

The Content Information page is displayed.
2. Select View Access History Report from the Global Actionslist.

The most current Content Access Report for the content item is displayed.
3. On the Content Access Report, click the live Accesses link.

The most current Accesses by Day report for the content item is displayed.
4. Onthe Content Access Report, click the live Userslink.

The most current Accesses by User report for the content item is displayed.
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Viewing Separated Access Results

By default, the access results for multiple versions of a single content item are displayed
individually on the Content Dashboard. To see the separated access results view of the
Content Dashboard report:

1. Generate a content item-based query report from the Content Tracker Report
Generator main page. See Generating Reports (page 4-13). For example, select Top
Content (page 4-11) from the Content Items Usage Reports list (on the Content
Tracker Report Generator main page) to generate the applicable report.

2. Select acontent item from the results report and click the content identification
number listed in the DocName column.

The Content Dashboard for the selected content item is displayed. By default, this
view shows the access results for each revision of the selected content item that was
accessed. For more information, see Content Dashboard Feature (page 4-8).

Viewing Combined Access Results

To see the combined access results view of the content dashboard report:

1. Generate a content item-based query report from the Content Tracker Report
Generator main page. See Generating Reports (page 4-13). For example, select Top
Content (page 4-11) from the Content Items Usage Reports list (on the Content
Tracker Report Generator main page) to generate the applicable report.

2. Select acontent item from the results report and click the content identification
number listed in the DocName column.

The Content Dashboard for the selected content item is displayed.
3. Click the All Versions Together link.

The resulting content dashboard view shows the combined access results for both
versions.
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CusTOM QUERY REPORTS

4-16

In addition to the sampl e reports provided with Content Tracker Reports, you a so havethe
option to create custom queries to track information.

This section covers the following topics:

++ Considerations (page 4-16)

¢ Creating Custom Report Queries. Example (page 4-17)
+«+ Custom Report Query Display Results (page 4-19)

Considerations

Before you begin creating your custom report query, you should be aware of some issues
that may affect how you design your query. These issues include:

¢+ Custom Report Queries and Oracle (page 4-16)
¢ Custom Report Queries and Extended Service Tracking (page 4-17)

Custom Report Queries and Oracle

If you are using Oracle and aliases to display the column names in the generated report,
you must add the aliases to the following file:

<ingtall_dir>/shared/config/resources/upper_clmns_map.htm
Example:

If your column headers are:
Name
Access Date GMT

Then, you must enter the following lines to the upper_clmns_map.htm file:
<tr>
<t d>NAME</ t d>
<t d>Name</ t d>
<[tr>
<tr>
<t d>ACCESS_DATE_GMI</t d>
<t d>Access_Date GMI</td>
<[tr>
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Custom Report Queries and Extended Service Tracking

If you are using the extended service tracking function, you must be aware of what data
values are written to specific columns in the SctAccesslog table before designing your
SQL queries. In particular, you must be aware that the name of the service will always be
logged to the sc_scs idcService column. Therefore, you should include it as aqualifier in
any query that uses the contents of the extended fields.

For more information about the extended service tracking function, see Services Tab
(page 3-16) and About the Service Call Configuration File (page 5-2).

Creating Custom Report Queries: Example

This section provides an example that demonstrates how to create a non-secure custom
report query. This particular query generates a report that lists users and their personal
attributes. The datais derived from the Content Server’s Users database table.

@ Note: The examplein this section uses anon-secure query. Therefore, the generated report
results can be viewed by any user regardless of their role and account privileges. All of the
reports are generated using either non-secure of secure queries. The query selection is
dependent on the security mode. For more detailed information about the optional security
checks preference variable, see Security Checks and Query Results (page 4-23). If you
want to create a secure report query, see Creating Secure Report Queries (page 4-32).
To create the custom users report:
1. Designyour SQL report query.
2. Enter the custom report query into the query file of Content Tracker Reports:
a Inatext editor, open the contenttrackerreports_query.htmfile:

<ingtall_dir>/custom/ContentTrackerReports/resources/
contenttrackerreports_query.htm

b. Enter the custom report name, number of columns, and the source database table.

For example, the following excerpt from the query fileillustrates that the custom
guery report will extract the information from all columnsin the Users database
table.
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<tr>
<t d>qCust omJser s</t d>
<td>
SELECT *
FROM User s
</td>
<[tr>
Enter alink to the custom report in the Content Tracker Report Generator main page
file:

a.  Open the following directory:
<install_dir>/custom/ContentTrackerReports/templates

b. Inatext editor, open the following file:
contenttrackerreports_main_page.htm

c. Enter the attributes to display the link on the Content Tracker Report Generator
main page.

For example, the following excerpt from the main page file illustrates that the
custom report link is presented as a selectable radio button and islisted as
“Custom Users Report” on the page—see the Custom Report Link (page 4-19).

<h4 cl ass=xui Subheadi ng>Cust om Report s</ h4>
<tabl e wi dt h=80% bor der =0>
<tr>
<td> <span class="tabl eEntry”><input type="radi 0"
name="r adi obutt on” val ue="qCust omsers” >
Custom Users Report </span></td>
<[tr>
</tabl e>
Enter the formatting requirementsin the template resource file of Content Tracker

Reports:

a.  Open the following directory:
<install_dir>/custom/ContentTrackerReports/resources

b. Inatext editor, open the following file:
contenttrackerreports_template_resource.htm

To view the resulting custom report format, see the Generated Custom Report
(page 4-20).
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c. Enter the display featuresto use for the generated custom report as well as any
desired drill-down reports—see the Drill-Down Report (page 4-20).

For example, the following excerpt from the template resource file illustrates that
in addition to the link listing, the report titleis“ Deanna’s First Report” and adrill-
down report is provided that is based on the content items seen by user report.

<l-- Custom Tenplate -->
<@ynani chtmi qCust onlJsers_var s@
<$report Wdth = “100% $>
<$title = “<i>Content Access Report</i>"$>
<$reportTitle="Deanna’s First Report”$>
<$col um1W dt h="35% $>
<$col umoODri | | =" qSct r DocsSeenByUser _Drill”$>
<@nd@

5. Redart the Content Server to apply the changes.

Custom Report Query Display Results

After you have successfully added the custom report query to the report query file, you
can use it and view the resulting:

¢+ Custom Report Link (page 4-19)
+» Generated Custom Report (page 4-20)
¢+ Drill-Down Report (page 4-20)

Custom Report Link

Custom Reports

T Custorn Users Feport
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Generated Custom Report

Report Hame: Deanna’s First Report
Crates: 014011996 to OL/001 /2049

I dPau: dPﬂI!U: duse r'T'g: duserau| dusert |duser | :[U:Eri:

drame dFullMame dEmail
Systam Administratar e LOCAL 1]
Contributor idc LOCAL a
Printer-friendly Version
Drill-Down Report
Content Access Report
Deanna's First Report: sysadmin
Dates: 0170151996 to 010172049
| boc Mame || Doc Title Access Count | Doc Type || Actions
oo01 Admin Guide 4,1 1 ADACCT il
ono2 Provider Info 1 | ADENG i)
0011 Content Categorizer Adrministr ation Guide 1 ADRCCT o

SUPPLEMENTARY REPORT FEATURES

This section covers the following topics:

K/
0.0

R/
0‘0

4-20

User Authentication/Authorization Monitoring and Auditing (page 4-21)

Site Studio Web Site Activity Reporting (page 4-21)
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User Authentication/Authorization Monitoring
and Auditing

Content Tracker Reports provides an auditing feature that enables you to monitor
unsuccessful attempts to access the system or permission-protected content items. Two
reports are available that can help you analyze attempted security breaches that include
failed user logons and unsuccessful attempts to access secure content items. This
information is essential to safeguard system and content security as well asto maintain
proper maintain audit trails and records.

The available auditing reports include:
«» Authorization Failures by User (page 4-13)

This report provides access authorization denial information that includes user names
and their IP addresses. Although these users have system access privileges, their
role/account memberships may restrict them from accessing particular content items
(such as access to payroll content).

+» Login Failures (page 4-13)

This report provides login/authentication failure information that includes user names
and their |P addresses. The logged data does not distinguish between external,
internal, and global users because, without a successful login, it isimpossible to
differentiate user types.

Site Studio Web Site Activity Reporting

If you are using Site Studio, then Content Tracker is automatically configured to track Site
Studio activity. Content Tracker Reports uses the logged data to generate the pre-defined
reports that summarize the Web site access results. Content Tracker Reports support for
Site Studio-specific activity includes:

% Main Page Site Studio Report Links (page 4-22)
+» Site Studio Pre-Defined Reports (page 4-22)
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Main Page Site Studio Report Links

The Site Studio-specific Web access reports are included on the Content Tracker Report
Generator main page if you have installed Site Studio. They are displayed following the
User Access Reports (page 4-12) pre-defined report group.

web Site Access Reports

C wieb Site Content Arcesses
 Web Site Accesses by URL

Site Studio Pre-Defined Reports

The Site Studio pre-defined reports use the default Content Tracker Reports formatting
and provide drill-down report capabilities. The top level reports for both are summary
reports that use Site ID and Accesses as their general criteria. The drill-down reports
provide the relevant statistics.

< Web Site Content Accesses

Thisreport is ID based at the top level and in subsequent drill-down reports, the
results are listed by Content ID and Relative URL.The information shows what URLSs
are being used to access a Web site. However, there are cases where many different
URLswill actually display the same page. Therefore, the results of this report also
provide the total number of hits on the nodes, regardless of how the user got there.

Content Tracker Report

Repart Mame: Web Site Content Accesses by Site ID
Dates: 27112005 to 2711 /2006

Site 1D Accesses
e 10 Web Site Content Accesses for Site [D7 TrackerTests )
Torelesca ASPtest 5 Dates: 2112005 to 2711 /2006 ——
TSHespTestSite 2
| Content ID 1l Accesses |
Erinter fneodly Yersian dFroductwidgetiDaT y——— 5
ProductWidgetZData  [yeb Site Content Accesses to Content IDE ProductWidoetl Data
ProductwidgetiData | DOtS: 2f11/2005 to 2/11/2006 —— -

Relative URL I Accesses

SProducts/ProductWidgetlData 5
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This report provides summaries of the site-relative URL s and the relevant activity

sums.

Content Tracker Report

Site ID
_— =

2
S
75relaase A SPLest

75HespTestSite

Report Narme: Web Site Accesses by URL
Dates: 2112005 to 2711 /2006

——

Accesses

<l .

web Site Accesses by URL for Site ID-.,
Drates: 2701 /2005 to 2011 /2006

Relative URL

freducts/index . hitm

MProducts/ProductWidgetiDats
findex.htm
fProducts/ProductWidgetZDiata
froducts/Productwidget3Data
fServiess/indes htm
fTracker®eportsPage/index. htm
Faboutls Aindax htrm

TrackerTests )

Accesses |
30
15

E - R - SR

SECURITY CHECKS AND QUERY RESULTS

During the installation process for Content Tracker Reports, you have the option to
employ individual user role and account information to restrict the visibility of content
item information in report results. This means that you control what content items (and,
subsequently, the metadata) that users can see in their generated reports. Ideally, users
should not be able to see anything through Content Tracker Reports that they couldn't find
viaa Content Server search.

9 Caution: If you have enabled Access Control Lists (ACLS) on your Content Server
instance, the secure mode option in Content Tracker Reports does not work. For more
information, see Access Control Lists and Content Tracker Reports Secure Mode

(page 4-4).
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This section covers the following topics:

¢+ Security Checks Preference Variable (page 4-24)

¢ Report Queries and Security Maodes (page 4-26)

+« Establishing the Security Mode (page 4-28)

¢ Changing the Security Checks Preference Setting (page 4-30)

Security Checks Preference Variable

The security checks preference variable (SctrEnableSecurityChecks) is set when you
install the Content Tracker Reports component. Essentially, this preference variable
enables you to select one of two security modes: secure and non-secure. The secure mode
cares which user is running the report queries and the non-secure mode does not.

Note: During installation, you decide which mode is used by selecting the security checks
checkbox or leaving it blank. For information about the security checks preference
variable and installing the Content Tracker Reports component, see the Content Tracker
Installation Guide. After installation, you also have the option to change the setting using
the Component Manager—see Changing the Security Checks Preference Setting

(page 4-30).

This section covers the following topics:

+«» Vaues for the Security Checks Preference Variable (page 4-24)
¢+ Security Mode Examples (page 4-25)

Values for the Security Checks Preference Variable
The values for the security checks preference variable include:

«» SctrEnabl eSecurityChecks=True (selected checkbox) enables the security checks
installation preference and configures Content Tracker Reports to operate in secure
mode.

In secure mode, the same security criteria (role and account qualifications) that are
used to limit Content Server search results are also applied to the Content Tracker
Report Generator’s queries and the generated reports. Thus, it is possible that two
different users running the Top Content Items report may see different results. See the
Secure mode example: (page 4-25).
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¢+ SctrEnabl eSecurityChecks=Fal se (blank checkbox) disables the security checks
installation preference and configures Content Tracker Reports to operate in non-
secure mode. Thisisthe default setting.

In non-secure mode, the additional role and account criteria used to restrict Content
Server search results are not applied to Content Tracker Report Generator’s queries
and the generated reports. Thus, it is possible for auser other than a system
administrator to seeinformation about content items that they would not be authorized
to access and view. See the Non-secure mode example: (page 4-25).

Security Mode Examples

A user might have admin, contributor, guest, and sysmanager privileges (a semi-admin
user) but does not have the proper role/account membership to see a particular content
item (such as the payroll report). The assigned privileges allow this user to access the
Content Server Admin page, and therefore, the Content Tracker Report Generator main
page. However, when this user performs a a standard search in Content Server, the results
page would not reveal that the payroll report exists.

If the security checks preference variableis enabled, Content Tracker Reports enforcesthe
same role/account membership checks. Then, depending on the user requesting a specific
report, the role/account matching activity determines what content item usage datais
included.

Asdemonstrated in the following examples, the report results generated for a specific user
(the semi-admin user described above) are contingent upon whether the preference
variable is enabled or not.

+» Secure mode example:

When the security checks preferenceis enabled, Content Tracker Reportsisrunning in
secure mode and checks for role/account matches. In this case, the semi-admin user is
not entitled to retrieve and view confidential data. Due to the restrictions associated
with this user’s role/account privileges, the payroll content item remains completely
invisible. The datais not included in report results and the user is unaware of its
existence.

+» Non-secure mode example:

When the security checks preference is disabled, Content Tracker Reportsis running
in non-secure mode and does not check for role/account matches. In this case,
although the semi-admin user is not entitled to access or view the payroll report, some
confidential information associated with the payroll content item can nevertheless be
retrieved.
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At thevery least, the user can discover the payroll report’s existence and view some of
its metadata The danger in this situation depends on what kind of information the
metadata contains. In some cases, even knowing the content item exists could be a
serious breach of security.

Note: Thiskind of security breach is not limited to semi-admin users. For example, a non-
privileged user (that is, someone not ordinarily authorized to view a particular content
item on a search results page) might gain access to the Content Tracker Report Generator
main page. This could occur either by reaching the Admin page or by guessing aURL. In
this case, the user would see areport containing some of the metadata describing the
prohibited content item.

Report Queries and Security Modes

The contenttrackerreports _query.htm file contains all the Content Tracker Report
Generator’s queries that produce the pre-defined and custom reports. To support non-
secure and secure modes, thisfile basically contains two sets of queries. One set cares
which user is running the query (secure mode) and the other set does not care (non-secure
mode). The security checks preference setting determines which set of queriesis used—
see Security Checks Preference Variable (page 4-24).

This section covers the following topics:
+ Pre-Defined Reports and Security Modes (page 4-27)
+» Custom Reports and Security Modes (page 4-27)

@ Note: For localization support, the word “ document” was changed to “ content item” in the
pre-defined report names. However, the corresponding report queries till include an
abbreviation for the word document (doc). The report query names have not been changed
in the contenttrackerreports_query.htm file.

For example, the “Top Content Items” report is one of the pre-defined reports listed on the
Content Tracker Report Generator main page. The corresponding report queriesin the
contenttrackerreports _query.htm file use the pre-existing naming conventions:

* (SctrTopDacs (non-secure version)

» (gSctrTopDocs SEC (secure version)
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Pre-Defined Reports and Security Modes

Almost all the pre-defined report queries have both secure and non-secure forms included
in the contenttrackerreports_query.htm file. Generaly, if the search results of a query can
be affected by user role and account privileges, then secure variants of the non-secure
queries are included. And, if the security checks preference variable is enabled, then the
secure forms of queries take precedence and are executed instead of the corresponding
non-secure queries.

Itisnot possibleto selectively enable or disable the security checks preference variable for
individual report queries. However, it is possible to manage secure and non-secure queries
by customizing the contenttrackerreports_query.htm file. In effect, you can disable
security checks (account matching) for a particular query by deleting or renaming the
secure form of the query. Thus, if the security checks preference variable is enabled, but a
secure form of agiven query is not found in the contenttrackerreports_query.htm file, then
the non-secure form of the query is used to generate the report.

For more information about using security checks for a particular pre-defined query, see
Enabling/Disabling Security Checks for Report Queries (page 4-31). For more
information about collectively enabling or disabling security checks for all report queries,
see Changing the Security Checks Preference Setting (page 4-30).

Custom Reports and Security Modes

In addition to the pre-defined reports, you can also create custom reports that are based on
search queriestailored to your particular needs. In addition to creating custom reports, you
can also selectively implement security checks for them. That is, if you want security
checks performed for your new custom report, then you can include both the non-secure
and secure forms of the query in the contenttrackerreports_query.htm file.

For example, you can add a custom report with both query forms. If the non-secure query
name is gMyTopTwenty, then the secure query name would be gMyTopTwenty SEC. If
the security checks preference variable is enabled, the report is generated using the secure
query (gQMyTopTwenty SEC). If the security checks preference variable is not enabled,
the report is generated using the non-secure query (QMyTopTwenty).

@ Note: The secure form of a custom query should follow the specific pattern of the existing
secure queries in the contenttrackerreports_query.htm file. For more information, see
Creating Secure Report Queries (page 4-32).
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For more information about using security checks for a particular custom query, see
Enabling/Disabling Security Checks for Report Queries (page 4-31). For more
information about collectively enabling or disabling security checks for all report queries,
see Changing the Security Checks Preference Setting (page 4-30).

Establishing the Security Mode

To generate arequested report, Content Tracker Reports must select and execute the
applicable non-secure or secure query.

This section covers the following topics:

«» Query Type Selection Process (page 4-28)

< Example: Report Query Selection (page 4-29)
Query Type Selection Process
Content Tracker Reports chooses a report query based on the following process:

«» When a user submits a report request, the name of that report query isfedto a
dedicated Content Tracker Reports service.

%+ The Content Tracker Reports service enforces the security checks setting as follows:

o If the security checks preferenceisdisabled:

Content Tracker Reports is running in non-secure mode and does not perform
role/account matching (user role and account privilege verification). The Content
Tracker Reports service searches for the non-secure version of the query and uses
it to generate the requested report. It isirrelevant whether there is a secure version
of the report query.

In non-secure mode, only non-secure queries are used to generate reports. Asa
result, all users see the same report results regardless of their individual role and
account memberships.

» If the security checks preferenceisenabled:

Content Tracker Reports is running in secure mode and performs role/account
matching (user role and account privilege verification).

To begin processing:

The Content Tracker Reports service appends the “_SEC” suffix to the submitted
guery name and searches the contenttrackerreports_query.htm file for this variant
of the requested query.

Content Tracker Administration Guide



Report Generation

During the search:

» If the secure form of the query isfound, then it is used to generate the
regquested report.

This means that the security checksto enforce role/account matching are
performed and the query results are limited by the role and account privileges
of the user requesting the report. Accordingly, different users may see
different data results.

» If the secure form of the query is not found, then the non-secure variant is
used.

Thisactually producesthe same result asif the security checks preference was
disabled. This means, role/account permissions are not authenticated and the

content item datais not filtered. Consequently, the resultsincluded in reports
areidentical for all users. It ispossible for users without proper permissionsto
view confidential information.

Example: Report Query Selection

When a user requests the Users by User Type report from the Content Tracker Report
Generator Main Page (page 4-10):

1. Thereport query name (gSctrUsersByType) is passed to the Content Tracker Reports
service.

2. The Content Tracker Reports service evaluates the request based on the security
checks preference variable:

a. If security checks are disabled (set to false), then the service finds the
gSctrUsersByType query in the contenttrackerreports_query.htm file.

b. If security checks are enabled (set to true), then the service adds a security suffix
to the query name (gSctrUsersByType SEC) and searches for this variant in the
contenttrackerreports_query.htm file.

3. Depending on the security checks status, Content Tracker Reports uses the applicable
guery to generate the Users by User Type report.
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Reporis Main Page

@ Users by User Type = Content Tracker Report
Senice

contentrackermeports_guery.him

SetrEnableSecurnityC hacks=Fake qSctrlsersEyType

Content Trackaer Roport

Ropart Nama: Uiers by Uior Typo
Cabes: 1252005 to 17572006

SctrEnableSecurityChecks=Trua gactri)sersByType_SEC

: User_Type  Accesses | Active User Count

t I

Changing the Security Checks Preference
Setting

Optionally, you can manually enable or disable the ScrtEnableSecurityChecks preference
setting:

1
2.

Loginto Content Server as an administrator.
Select Admin Server from the Administration menu.
The Content Admin Server page is displayed.

Click the name of the Content Server instance whose security checks preference
setting will be changed.

The Content Admin Server <instance_name> pageis displayed.
Click Component Manager.
The Component Manager page is displayed.

In the Update Component configuration field, select ContentTracker Reportsfrom
the drop-down list.

Click Update.

The Update Component Configuration page is displayed.

In the ScrtEnableSecurityChecks preference field, enter the new setting (true or false).
Click Update.

Content Tracker Reports is successfully updated with the new setting and is effective
immediately. You do not need to restart Content Server.
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Customizing Report Query Security

In secure mode, Content Tracker Reports always gives priority to the secure forms of
gueries. This meansthat if aasecure form of a query isfound in the
contenttrackerreports_query.htm file, then it is used to generate the report instead of the
corresponding non-secure query.

Itisnot possibleto selectively enable or disable the security checks preference variable for
individual report queries. However, it is possible to manage secure and non-secure queries
by customizing the contenttrackerreports_guery.htm file. Depending on your security
requirements for report data, you may optionally want to customize the report query file.

Customizing the report query file involves:

«» Selectively enabling or disabling security checks (account matching) for specific
report queries.

+¢+ Creating one or more non-secure custom report queries and, depending on the security
requirements of the information, selectively including the corresponding secure
version.

This section covers the following topics:

¢ Enabling/Disabling Security Checks for Report Queries (page 4-31)

+« Creating Secure Report Queries (page 4-32)

+» Examples of Non-Secure and Secure Report Query Versions (page 4-33)

Enabling/Disabling Security Checks for Report Queries

If the security checks preference variable is enabled, and a secure version of aquery exists
in the contenttrackerreports_query.htm file, then Content Tracker Reports will use the
secure query to generate the requested report. However, you may decide that certain
reports do not need to be generated using security checks. Accordingly, you can
selectively disable the secure version of any report query.

To disable security checks (account matching) for particular report queries:
1. Inatext editor, open the contenttrackerreports_query.htm file:

<install_dir>/custom/ContentTrackerReports/resources/
contenttrackerreports_query.htm

2. Locate the secure version of the query that you want to disable.
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3. Renamethe query. For example, if you want to disable the gSctrUsersByType SEC
guery, you can add the suffix “_disabled” to the query name:

gSct r User sByType_SEC di sabl ed

Renaming the query ensures that the Content Tracker Reports service can not find the
secure query in the contenttrackerreports_query.htm file. Instead, the non-secure
version (qSctrUsersByType) will be used.

Note: Renaming a secure query is atemporary disabling solution. Later, if you decide that
you prefer to use the secure version of a query, you can easily re-enable it by restoring its
origina name.

Alternatively, you can delete the secure version of the query. However, if you
subsequently reconsider, you would need to recreate the entire secure version of the query.
4. Save and close the contenttrackerreports_query.htm file.

5. Redart the Content Server to apply the changes.

Creating Secure Report Queries

For most of the pre-defined report queries, there are both non-secure and secure versions
in the contenttrackerreports_query.htm file. Optionally, you can create a secure version
for any query that does not currently have one. In particular, thisincludes any non-secure
custom queries that you have added.

To create a secure version of a non-secure report query:
1. Inatext editor, open the contenttrackerreports_query.htm file:

<ingtall_dir>/custom/ContentTrackerReports/resources/
contenttrackerreports_query.htm

2. Locate the query for which you want to create a secure version. For consistency, you
should add your secure query immediately following the corresponding non-secure
version.

3. Design your secure SQL report query: It might be helpful to review Step 2 in the
Creating Custom Report Queries: Example (page 4-17) procedure.

4. Adjust your query to ensure that it follows the pattern of the existing secure queries:
a. Inthe FROM clause, include the Revisions table.

b. Inthe WHERE clause, include the %SCTR_SECURITY _CLAUSE% token. This
acts as a placeholder for the WHERE clause that the Content Tracker Reports
service inserts.
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Complete the query following the established pattern in the existing secure
queries.

The Examples of Non-Secure and Secure Report Query Versions (page 4-33)
illustrates atypical report query pairing.

5. Save and close the contenttrackerreports_query.htm file.

6. Redart the Content Server to apply the changes.

Examples of Non-Secure and Secure Report Query

Versions

Mon-Secure Yersion
<tdrgSctrUsersByType</ td>
<td>3ELECT u.dUserType AS ww3ctrCHUser Type,
COUNT [5.5c_scs dID) AS wwdctrCHico,
COUNT (DISTINCT s.cowp_usernams] AS wwictrCHict Usr Cnt
FROM 3Sctliccesslog =, Users u
WHERE [3.comp walidRef I3 NOT NULL) AND
[BetDateltamp »>= ) AND (SctDatelStamp <= ) LND
g.comp usSername = U, diame
GROUP BY u.dlUserType
ORDER BY ww3ctrCHAcc DESC

<td>
SotFwtFrowDate date
JceFwtToDate date

Secure YWersion
<tdrgictriUsersByType SEC</ tds
<td>3ELECT wu.dUserType AS wwictrCHUser Type,
COONT (2.23c_acs dID) AS wwictrCHico,
COUNT (DISTINCT =.comp username)] A3 wwictrcHict Usr Cnt
FROM 3SetchceessLlog =2, Users u, BRevisions
WHERE $3CTR_SECURITY CLAUSE: s.s3c scs dAID = Revisions.dID AND
(g.comp walidRef I3 NOT NULL) AND
[SctDhateltawp »>= 2) AND [(SctDateltamp <= 7] AND
S.comp usernawme = u.dilame
GROUP BEY u.dUserType
ORDER EBY wuw3ctrCHAcc DESC

<td>
FJetFomtFrombate date
FJetFtTolate date
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@

Commercial report generation tools can be used to produce basic text reports or more
sophisticated graphics such as bar graphs or pie charts from the data collected by Content
Tracker. This section provides some general guidelines about connecting athird-party
product to the stored Content Server database tables to generate custom reports.

Note: This guide assumes that users have a comprehensive working knowledge of or
competent familiarity with the external reporting tool they are using to create custom
reports. For this reason, this section isintentionally written to provide only very basic
guidelines that can be applicable to most commercially available reporting products.

Using an External Report Generator

To generate custom reports from an external reporting tool:

1.

2
3.
4

Open the external reporting tool application
Set up an ODBC connection (if appropriate) to the Content Server database.
Select the database tables that you want to use in your report.

Link together the selected tables based on key IDs or fields that are common within
thefiles. Ideally, each selected table could be linked using the same key ID or field if
it iscommon to each table.

Choose and integrate the desired fields from each table into the report form. In most
cases, the fields can be selected, dragged, and dropped onto the form.

In this step, you design the customized report. The specific fields that you select will
display as columns on thefinal, basic text report that the external reporting application
generates.

Optionally, you may want to create custom parameters and/or criteriaif the external
reporting application supports these options.

For example, one type of custom parameter would allow you to either have queried
information hard-coded into the final report or use a prompt to obtain input directly
form the end user. Additionally, creating specific sort criteria can strategically restrict
and optimize the aggregate dataincluded in the final report.

Specify the sorting order of the selected fields and format the final report output.

Preview the final report (optional).
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9. Check thereport into adelivery mechanism.

Generally, thefinal report can be formatted and delivered as web-viewable pagesor as
aprintable file. The externa reporting application can also use the dataresultsto
create attractive graphics such as bar graphs or pie charts.

Additionally, the saved file can be imported into other products such as Microsoft
Excel or Word files.
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SERVICE CALL CONFIGURATION

OVERVIEW

This section covers the following topics:

Concepts

+«» About the Service Call Configuration File (page 5-2)

+ General Service Call Logging (page 5-3)

«» Extended Service Call Tracking Function (page 5-3)

+« Service Call Configuration File Contents (page 5-5)

+» ResultSet Examples (page 5-7)

+«+ About the Content Tracker Logging Service (page 5-10)

Tasks
«» Manually Editing the SctServiceFilter.hda File (page 5-9)

« Setting Required DataBinder Fieldsto Call the Content Tracker Logging Service
(page 5-11)

+«+ Calling the Content Tracker Logging Service from an Application (page 5-12)
+«»+ Cadlling the Content Tracker Logging Service from IdocScript (page 5-13)

Content Tracker Administration Guide 5-1



Service Call Configuration

ABOUT THE SERVICE CALL CONFIGURATION FILE

The Content Tracker service handler filter makes it possible to gather information about
Content Server activity other than content requests. Service request details are collected
by the service handler filter and stored in the SctAccessLog table in real time. The details
are abtained from the DataBinder that accompanies the service call. For a Content Server
service call to be logged, it must have an entry in the service call configuration file
(SctServiceFilter.nda).

The SctServiceFilter.hdafileis auser-modifiable configuration file that is used to limit the
number of service callsthat are logged. This enables you to selectively control which
serviceswill belogged. Additionally, you can optionally expand the datalogging function
for any service call included in the SctServiceFilter.hdafile. That is, you can also log and
track data values of specific DataBinder fields that are relevant to a particular service. See
Extended Service Call Tracking Function (page 5-3).

@ Note: Service tracking is limited to top-level servicesthat are called viathe server socket
port. Sub-services, or services that are called internally, cannot be tracked.

@ Note: The purpose of the SctServiceFilter.hdafile isto define which parts of Content
Server are of particular interest to users. If a Content Server serviceis not listed in the
SctServiceFilter.hdafile, it isignored by Content Tracker. Additionally, if a serviceis not
listed in thisfile, it can only be logged by the Content Tracker logging service. See About
the Content Tracker Logging Service (page 5-10).

@ Note: There are two ways to make changes to the SctServiceFilter.hdafile. You can add
new services and edit the existing service call parameters in the file from the Data Engine
Control Center—see Services Tab (page 3-16). Or, you can manually edit the
SctServiceFilter.hda file—see Manually Editing the SctServiceFilter.hda File (page 5-9).

@ Tech Tip: You can control the services that you want to log by including or excluding
them from the SctServiceFilter.hdafile. Thisis an effective method to control logging for
particular services or for all services. Also, the extended service call tracking function
enables you to customize the type of data that is logged for a specific service.
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General Service Call Logging

Services listed in the SctServiceFilter.hdafile are detected by the Content Tracker service
handler filter and the values of selected data fields are captured. Content Tracker then logs
the named service calls. The information a ong with the timestamps, etc. are written
dynamically into the SctAccessLog table.

For each enabled service, Content Tracker automatically logs certain standard DataBinder
fields, such as dUser, dDocName, etc.Also, DataBinder fields associated with the
extended service call tracking function are logged to the general purpose columnsin the
SctAccessLog table.

Dataisinserted into the SctAccessLog table in real time using Content Tracker-specific
services sequence numbers and atype designation of “S’ for service. (“W” designations
indicate static URL event types). Manual and/or scheduled reductions are only required to
process the static URL access information gathered by the web server filter plugin. See
Web Server Filter Plugin (page 2-5).

Service
.-ﬂ-qc alling Call
ap heation
P Content
Tracker

Extended Service Call Tracking Function

The extended service call tracking function enablesyou to log Content Server service calls
and, optionally, supplement thisinformation by also logging relevant data values from one
or more additional DataBinder fields other than the standard DataBinder fields logged by
each configured service call. This functionality is supported using:

+» Service Call ResultSet Combinations (page 5-3)
¢+ General Purpose Columnsin the Output Table (page 5-4)

Service Call ResultSet Combinations

Each service that Content Tracker logs must have an entry in the ServiceExtralnfo
ResultSet that is contained in the SctServiceFilter.hdafile. These entries automatically log
various standard DataBinder fields, such as dUser and dDocName. However, the service-
related datalogged by Content Tracker can be expanded by logging and tracking rel evant
data values from supplementary DataBinder fields.
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The extended service call tracking function is implemented by linking the entriesin the
ServicesExtralnfo ResultSet to field map ResultSets. Each field map ResultSet contains
one or more sets of data field names, the source location, and the destination table column
name in the SctAccessL og table. This grouping allows you to select data fields that are
relevant to the associated service call and have the data values logged into the specified
column in the SctAccessLog table.

Note: Since more than one expanded service can be logged using the extended tracking
function, the contents of the general purpose columnsin the SctAccessL og table cannot be
properly interpreted without knowing which serviceis being logged. The service nameis
always logged in the sc_scs idcService (page 2-10) column. Your queries should match
this column with the desired service name.

Caution: In field map ResultSets, nothing prevents you from mapping data fields to
existing, standard SctA ccessl og table columns. The extended service mapping occurs
after the standard field data values are collected. Consequently, you can override any of
the standard table column fields.

For example, the service you are logging might carry a specific user name (such as,
MyUserName=john) in adatafield. You could use the extended tracking function to
override the contents of the sc_scs dUser column. In this case, you simply combine
MyUserName and sc_scs dUser as the datafield, location, and table column set in the
field map ResultSet.

Therefore, it remains your responsibility to ensure that the data being logged is a
reasonabl e fit with the SctAccessLog column type.

Note: For examples of linked service entries and ResultSets, see Linked Service Entries
and Field Map ResultSets (page 5-8). For more information about the contents of the
SctAccessLog table and the general purpose columns that are intended to be mapped to
data fields, see the Combined Output Table (page 2-8). For more information about the
service call user interface, see the Services Tab (page 3-16).

General Purpose Columns in the Output Table

In the field map ResultSets for extended service tracking, you must map the DataBinder
fields to columnsin the SctAccessLog table. The general purpose columns (extField 1
through extField_10) are available for mapping. These columns may be filled with any
data values you consider appropriate for logging and tracking for a particular service. It is
recommended and expected that you use these columns to avoid overwriting the standard
table columns.

Content Tracker Administration Guide



Service Call Configuration

Tech Tip: The name of the service will always be logged to the sc_scs_idcService
column. Therefore, you should include it as aqualifier in any query that uses the contents
of the extended fields. For more information about custom reports that include specific
SQL queriesinvolving SctA ccessL og table columns, see Creating Custom Report Queries:
Example (page 4-17).

Service Call Configuration File Contents

Theinitial contents of the service call configuration file (SctServiceFilter.nda) are the
commonly used content access, search, and user authentication services native to Content
Server. Thisfile contains a ResultSet structure with one entry for each service to be
logged. Optionally, to support the extended service call tracking function, this file may
asoinclude field map ResultSets that are linked to the service entries contained in the
ServiceExtralnfo ResultSet.

You can add new entries and/or edit existing entries in the SctServiceFilter.hdafile with
the Services user interface accessed through the Data Engine Control Center. Or, you can
optionally change entries in the file manually. See the Services Tab (page 3-16) or
Manually Editing the SctServiceFilter.hda File (page 5-9).

@ Note: You can review the set of initial servicesthat Content Tracker logsinto the
SctAccesslog table by accessing the SctServiceFilter.hdafile in the following directory:

<install_dir>/custom/ContentTracker/resources/SctServiceFilter.hda

For more detailed information about these services or any others that you may want to
include in the service call configuration file, see the Content Server Services Reference
Guide.

Thefollowing table provides detail s of the service call configuration file result set schema.
The values are copied directly to the corresponding columns in the SctAccesslog table.

Feature Description

ServiceExtral nfo ResultSet Contents:

The name of the service to be logged. For example,

Service Name . .
V! . GET_FILE. If no row is present in the ResultSet for a
(sctServiceName) . . . .
given service, the service will not be logged.
Caling Product An arbitrary string. It is generally set to “Core Server” for
(sctCalingProduct) all standard Content Server entries.
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Feature Description

Event Type An arbitrary string. It is generally set to “ Content Access’

(sctEventType) for all standard Content Server entries.

Reference (sctReference) Used to set the sc_scs reference field in the SctAccessLog
table. If blank, theinternal getReference logic is used.
The name of the field map ResultSet that is added to the
SctServiceFilter.hdafile. Thisfield isonly required if you

Field Map (sctFieldMap) plan to use the extended service call tracking function.

This function enables you to log DataBinder field
information to one or more of the general purpose columns
in the SctA ccessL og table.

Field Map ResultSet Contents:

The name of the field map ResultSet.

@ Note: To help you create your field map, a
configuration variable can be set that writes out

Field Map Link the service DataBinder object. This enablesyou to
seewhat datais available at the time the event is recorded.
For more information, see
SctDebugServiceBinderDumpEnabled (page B-3).
The name of the DataBinder field name whose data values
DataBinder Field are logged to a general purpose column in the
(dataFieldName) SctAccessLog table. See also Field Name field
(page 3-21).
Data L ocation The section in the Content Server service DataBinder
. where the field to be logged is located.See also Field
(datal_ocation)

Location field (page 3-22).

Access Log Column
(accessL. ogColumnName)

The specific general purpose column in the SctAccessLog
table where data values from a specified DataBinder field
are logged. See also Column Name field (page 3-22).
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Note: The fields copied from the DataBinder and inserted into the SctAccessl og table
include: dID, dDocName, ldcService, dUser, SctCallingProduct, SctEventType, and
SctReference. If the values for the latter three fields areincluded in a service'sentry in the
SctServiceFilter.hdafile, they will override the corresponding values in the data field.

@ Tech Tip: Adding desired service calls to the SctServiceFilter.hdafile and using this
method to log specific activity allows you the advantage of providing values for the
CallingProduct, EventType, and Reference fields. The assigned values are copied directly
to the corresponding columnsin the in the SctAccessL og table.

Note: There should be no duplication or conflicts between serviceslogged viathe service
@ handler filter and those logged via the Content Tracker logging service. If aserviceis

named in the Content Tracker service handler filter file then such services are

automatically logged so there is no need for the Content Tracker logging serviceto do it.

ResultSet Examples

The default SctServiceFilter.hdafile includes various common service calls. These are
structured into:

«  ServiceExtralnfo ResultSet Entries (page 5-7)
¢ Linked Service Entries and Field Map ResultSets (page 5-8)

@ Note: You can review theinitial set of servicesthat Content Tracker logsinto the
SctAccesslog table along with the service entries and field map ResultSets by accessing
the SctServiceFilter.ndafile in the following directory:

<ingtall_dir>/custom/ContentTracker/resources/SctServiceFilter.hda

For more detailed information about these services or any others that you may want to
include in the service call configuration file, see the Content Server Services Reference
Guide.

ServiceExtralnfo ResultSet Entries

The following list provides examples of several service entries contained in the
SctServiceFilter.hda file's ServiceExtralnfo ResultSet.

«» CET_FILE BY NAME
Core Server
Cont ent Access
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GET_DYNAM C_URL

Core Server

Content Access
GET_DYNAM C_CONVERSI ON
Core Server

Content Access
GET_EXTERNAL_DYNAM C_CONVERSI ON
Core Server

Content Access
GET_ARCHI VED FI LE

Core Server

Cont ent Access
COLLECTI ON_GET _FILE

Fol ders
Cont ent Access

Linked Service Entries and Field Map ResultSets

The following table lists several examples of service entries that are linked to field map
ResultSets. These examples, or other similar ones, are included in theinitial
SctServiceFilter.hdafile.

Service Entries

Field Map ResultSets

GET_SEARCH_RESULTS
Core Server 3
Sear ch

Sear chFi el dvap

Local Dat a
extField 1
Local Dat a
PNE_GET _SEARCH RESULTS | SXtField.2
Core Server .
Sear ch R
_ | sSavedQuery
Sear chFi el dvap Local Dat a
extField 7
@nd

@resul t Set Sear chFi el dvap

dat aFi el dNane 6 255

dat aLocation 6 255
accessLogCol ummName 6 255
M ni Sear chText

Transl at edQuer yText
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Service Entries Field Map ResultSets
GET_FILE @Resul t Set Get Fi | eFi el dMap
Core Server 3
Content Access dat aFi el dName 6 255
dat aLocation 6 255
Get Fi | eFi el dMap accessLogCol umNane 6 255
Revi si onSel ect i onMet hod
Local Dat a
extField 1
Rendi tion
Local Dat a
extField 2
@nd

Manually Editing the SctServiceFilter.hda File

To add or change entriesin the SctServiceFilter.hdafile:

1.

In atext editor, open the SctServiceFilter.hdafile:
<ingtall_dir>/custom/ContentTracker/resources/SctServiceFilter.hda

Edit an existing entry or add a new service entry. For example, to add the
GET_FILE_FORM service, enter the following service entry to the ServiceExtralnfo
ResultSet in thefile:
GET_FORM FI LE
Threaded Di scussion
Content Access
<optional _reference_val ue>
<optional _field_map_Ilink_val ue>
where:
theoptional _field _map_|ink_val ue isusedif you areimplementing
the extended service call tracking function. In this case, you must also add or edit
the corresponding field map ResultSet. Otherwise, if you are implementing
extended service tracking, skip Step 3.

If you use extended service tracking, you must add or edit the corresponding field map
ResultSet. For example, to add the SS_GET_PAGE service and track additional data
field values, enter the following service entry and corresponding field map ResultSets
to thefile:
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Service Entry Field Map ResultSet
SS_GET_PAGE @Resul t Set  SSGet PageFi el dVap
Site Studio 3

Wb Hi erarchy Access dat aFi el dName 6 255

web datalocation 6 255

SSGet PageFi el dVap accessLogCol umNane 6 255

<Dat aBi nder _field_name>
<data field_|ocation_nanme>
<access_| og_col um_nane>

@nd

@ Note: Include as many sets of DataBinder field, location, and table
column names as necessary.

4. Saveand closethefile.
5. Regart the Content Server to apply the new definitions.

Note: Search request events arelogged into the SctAccessL og table in real time and do not
need to be reduced.

Note: Optionally, you can add or edit services with the user interface included in the Data
Engine Control Center. For more information, see the Data Engine Control Center
(page 3-2) and the Services Tab (page 3-16).

ABOUT THE CONTENT TRACKER LOGGING SERVICE

5-10

The Content Tracker logging serviceisasingle service call (SCT_LOG_EVENT) that
allows an application to log a single event to the SctAccessL og table. The service may be
called directly viaa URL or as an action in a service script. It may also be called from
IdocScript using the executeService() function. The calling application is responsible for
setting any and all fields in the service DataBinder that are to be recorded, including the
descriptive fields listed in the Content Tracker SctServiceFilter.hda configuration file.

The SCT_LOG_EVENT service copies information out of the service DataBinder. This
dataisinserted into the SctAccessLog tablein real time using the Content Tracker specific
services sequence numbers and atype designation of “S’ for service. Manual and/or
scheduled reductions are only required to process the static URL access information
gathered by the web server filter plugin. See Web Server Filter Plugin (page 2-5).
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Note: There should be no duplication or conflicts between services logged viathe service

@ handler filter and those logged viathe Content Tracker logging service. If aserviceis
named in the Content Tracker service handler filter file then such services are
automatically logged so there is no need for the Content Tracker logging serviceto do it.
However, Content Tracker will make no attempt to prevent such duplication.

Setting Required DataBinder Fields to Call the
Content Tracker Logging Service

The following table provides the SctAccessL og column names and the corresponding
DataBinder fields that Content Tracker looks for when the Content Tracker logging
service (SCT_LOG_EVENT) serviceis called. When an application calls the Content
Tracker logging service, the application is responsible for setting the necessary fieldsin
the service DataBinder for Content Tracker to find. For more detailed information about
the SctAccessLog fields, see Combined Output Table (page 2-8).

SctAccessL og Column Name Service DataBinder LocalData Field
SctDateStamp [computed)]

SctSequence SctSequence

SctEntry Type “S'

eventDate [computed]
SctParentSequence SctParentSequence

c_ip REMOTE_HOST
CS_username HTTP_INTERNETUSER
cs_method REQUEST _METHOD
cs_uriStem HTTP_CGIPATHROOT
cs_uriQuery QUERY_STRING
cs_host SERVER_NAME
Cs_userAgent HTTP_USER_AGENT
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SctAccessL og Column Name

Service DataBinder LocalData Field

cs_cookie HTTP_COOKIE
cs referer HTTP_REFERER
sc_scs diD diD

sc_scs dUser dUser

SC_scs idcService

IdcService (or SctldcService)

sc_scs dDocName

dDocName

sc_scs_callingProduct

sctCallingProduct

SC_scs_eventType

sctEventType

SC_scs status

StatusCode

sc_scs reference

sctReference (also ...)

comp_username

[computed - HTTP_INTERNETUSER or ...]

SC_scs_isPrompt n‘a
sc_scs isAccessDenied n‘a
sC_scs inetUser n‘a
sc_scs authUser n/a
sc_scs_inetPassword n‘a
SC_scs_serviceMsg StatusM essage

Calling the Content Tracker Logging Service

from an Application

You can call the SCT_LOG_EVENT service from an application. This can be done by the
application developer, or by a user willing to modify the application service scripts. The
application can call SCT_LOG_EVENT from Java. Or, the application can include calsto
SCT_LOG_EVENT inthe service script.

5-12
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Calling the Content Tracker Logging Service
from ldocScript

You can call the SCT_LOG_EVENT service indirectly from IdocScript, using the
executeService( ) function. Thisisthe same ascalling the SCT_LOG_EVENT service
from an application except that it occurs from IdocScript instead of the application Java
code. Content Tracker cannot distinguish whether the SCT_LOG_EVENT serviceis
called from Java or from IdocScript.
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CONFIGURING AND CUSTOMIZING
CONTENT TRACKER

OVERVIEW

This section covers the following topics:

Concepts

% Configuration Variables (page A-2)

< Activity Metrics SQL Queries (page A-8)

% External Users and Content Item Tracking (page A-10)

Task

« Manually Setting Content Tracker Configuration Variables (page A-7)
% Customizing the Activity Metrics SQL Queries (page A-8)

+ Customizing the Autoload Option SQL Query (page A-9)
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CONFIGURATION VARIABLES

Thefollowing table lists the default values of the configuration settings used in the current
version of Content Tracker. These configuration variables are contained in the Content
Tracker configuration file:

<ingtall_dir>/custom/ContentTracker/resources/sct.cfg

Config. Setting Default Value Remarks
Used by: JAVA
SctAutoTruncateData i ] ]
Strings FALSE Determines whether the reduction process will truncate
data strings to fit into the corresponding table column.
. <install_dir>/cust Used by: JAVA
SctComponentDir om/ContentTrack ) o
o/ Path to the directory where Content Tracker isinstalled.
Used by: JAVA
Set TRUE to enable Java code execution trace. Used with
SctDebuglL ogEnabled | FALSE SctDebugl ogFilePath. For information about using this
variable for troubleshooting, see SctDebuglL ogEnabled
(page B-3).
Used by: JAVA

<install_dir>/cust ) ) )
Directory for Java code execution trace. Used with

_ om/ContentTrack _ _ . .
SctDebugL ogFilePath erllog/SCT DEB SctpebugLogEnabIed. Fgr information about using this
UG_TRACE.log variable for troubleshooting, see SctDebugl ogFilePath

(page B-3).
Used by: JAVA

SctDebugService AL Set TRUE to e.nable dlqgnosnc putput qf Service

BinderDumpEnabled PataBln(?Ier objects dynng .SerV|.ce logging. For .
information about using this variable for troubleshooting,
see SctDebugServiceBinderDumpEnabled (page B-3).
Used by: JAVA

SctExternalUserLog o

Enabled TRUE Set TRUE to enable replication of External user account

and role information to UserSecurityAttributes table.
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Config. Setting

Default Value

Remarks

SctFilterPluginLogDir

<install_dir>/cust
om/ContentTrack
er/data/

Used by: filter plugin
Path to the directory where filter plugin will store the event
logs.

SctldcAuthExtra
ConfigParams

SctFilterPluginLo
gDir,
SctLogEnabled,
SctignoreFileTyp
€S,
SctlLogSecurity,
SctUsel ock,

SctL ockPort

List of Content Tracker configuration parameters that are
passed along to the filter plugin, merged programmatically
into idcAuthExtraConfigParams by the Content Tracker
startup filter.

SctlgnoreDirectories

[stellent/resources/;
/stellent/common/

Used by: filter plugin
Directsfilter plugin to disregard URL s contained within the
listed directory roots.

Used by: filter plugin

SctignorerileTypes | gif jpg,js,css Directs filter plugin to disregard URLs with the listed
filetypes.
Used by: filter plugin
SctLockPort 4477 Network port used by filter plugin to connect to Content
Server Lock Provider.
) ] Used by: JAVA
<install_dir>/cust htothed n ver looksfor th
SctlogDir om/ContentTrack Path to the directory(s) where Content Traf: er looksfor the
raw event logs - sctLog, etc. May be multi-valued, e.g.
er/data/ o _
dirl;dir2;...;dirn.
Used by: filter plugin, JAVA
Sctl_ogEnabled TRUE If False, directs service handler filters and web server filter

plugin to ignore all events and create no logs. Thisisthe
Content Tracker Master On/Off switch.
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Config. Setting Default Value Remarks
Used by: filter plugin, JAVA
If true, directs filter plugin to record
SctlL ogSecurity TRUE IMMEDIATE_RESPONSE_PAGE eventsin the
sctSecurityL og event log, and the reduction process to read
the event log.
Used by: JAVA
SctMaxRecentCount | 5 Maximum number of daysworth of reducgd datakept in
the "Recent" state. Overflow from Recent is moved to
Archive state.
Used by: JAVA
Maximum number of seconds that can occur between
consecutive references by a particular user to a particular
SctMaxRereadTime | 3600 content item, e.g. a PDF file, and have the adjacent
references be considered a single sustained access.
Consecutive references which occur further apart in time
count as separate accesses.
] Used by: JAVA
SctPostReduction ] ]
Exec [none] Path to Post Reduction Executable (assumed to bein
<cs_root>/custom/ContentTracker/bin/)
Used by: JAVA
SctProxyNameMax M aximum number of character§ in thg name of any Content
Length 50 Server proxy server in the configuration. Used to increase
the size of user name fields in Content Tracker table
creation.
] ) Used by: JAVA
SctReductionAvail 0 ] ] ) o
ableDatesl ookback Used with SctReductionRequireEventLogs to limit

Available Dates range. Unit = Days. Zero = unlimited.

SctReductionLogDir

<install_dir>/cust
om/ContentTrack
er/log/

Used by: JAVA

Path to the directory where the Content Tracker reduction
logs are stored.

A4
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Config. Setting Default Value Remarks
) ) Used by: JAVA
SctReductionRequire ) ) )
TRUE Used in Detached configurations. FAL SE means proceed
EventL ogs ) ; }
with Reduction even if no event logs are found.
Used by: JAVA
SctScheduledReduct ] ] ) ) )
ionEnable TRUE Used in Multi-JVM configurations to select which Content
Server instance performs the reduction.
Used by: JAVA
SctSnapshotEnable FALSE Set TRUE to enable Snapshot functions. Set from Data
Engine Control Center.
Used by: JAVA
SctSnapshotL ast FALSE )
AccessEnable Set TRUE to enabl.e Last Access Date Snapshot function.
Set from Data Engine Control Center.
Used by: JAVA
SctSnapshotL ast [none] _
AccessField Metadata field name for Last Access Pate, eg.
xLastAccessDate. Set from Data Engine Control Center.
Used by: JAVA
SctSnapshotL ong FALSE . .
CountEnable Set T.RUE to enable"Long .|nterval access count Snapshot
function. Set from Data Engine Control Center.
Used by: JAVA
SctSnapshotLong [none] Metadata field name for Long Interval Count, e.g.
CountField xAccessesInL ast90Days. Set from Data Engine Control
Center.
Used by: JAVA
SctSnapshotL ong [none] . ., )
Countlnterval Number of daysfor "Long" Interval. Set from Data Engine
Control Center.
Used by: JAVA
SctSnapshotShort FALSE ., .
CountEnable Set TRUE to enable " Short" interval access count Snapshot

function. Set from Data Engine Control Center.
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Countlnterva

Config. Setting Default Value Remarks
Used by: JAVA
SctSnapshotShort [none] M etadata field name for Short Interval Count, e.g.
CountField xAccessesinLast10Days. Set from Data Engine Control
Center.
Used by: JAVA
SctSnapshotShort ,
[none] Number of days for "Short" Interval. Set from Data Engine

Control Center.

SctTrackerInfoFile

<install_dir>/cust
om/ContentTrack
er/bin/trackerinfo.
txt

Used by: JAVA

Path to special configuration file used to maintain Content
Tracker Scheduler parameters.

SctUrIMaxLength

3000

Used by: JAVA

Maximum expected length (characters) for URL fields.
Used to determine column widths when creating tabl es.
There may be several such columnsin agiven table.

SctUseGMT

FALSE

Used by: filter plugin, JAVA
Set TRUE for logged event times to be converted to
Universal Coordinated Time. FALSE useslocal time.

SctUsel ock

TRUE

Used by: filter plugin

If true, directsfilter plugin to obtain lock from Content
Server Lock Provider before writing to raw log files
(sctLog-yyyymmdd.txt, etc.). Otherwise, no locks enforced
and sequence numbers assigned internally.
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MANUALLY SETTING CONTENT TRACKER
CONFIGURATION VARIABLES

To set or edit any of the Content Tracker configuration variables:

1.

2
3
4,
5

In atext editor, open the sct.cfg file:

<ingtall_dir>/custom/ContentTracker/resources/sct.cfg

L ocate the configuration variable to be edited.

Enter the applicable value.

Save and close the sct.cfg file.

Restart Content Server to apply the changes.

@ Note: Optionally, you can add or edit the configuration variables for the activity metrics
metadata fields with the user interface included in the Data Engine Control Center. These
include the following variables:

SctSnapshotEnabl e (page A-5)
SctSnapshotL ast AccessEnable (page A-5)
SctSnapshotL ast AccessField (page A-5)
SctSnapshotL ong CountEnable (page A-5)
SctSnapshotL ong CountField (page A-5)
SctSnapshotLong Countlnterval (page A-5)
SctSnapshotShort CountEnable (page A-5)
SctSnapshotShort CountField (page A-6)
SctSnapshotShort Countinterval (page A-6)

For more information about the user interface and the activity metrics functions, see the
Data Engine Control Center (page 3-2) and the Snapshot Tab (page 3-11).
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ACTIVITY METRICS SQL QUERIES

@

A-8

The snapshot feature enables you to log and track search relevance custom metadata
fields. Content Tracker fills these fields with content item usage and access information
that reflects the popularity of particular content items. The information includes the date
of the most recent access and the number of accessesin two distinct time intervals. For
more information about the snapshot feature, see Snapshot Tab (page 3-11).

If the snapshot feature and activity metrics are enabled, the valuesin the custom metadata
fields are updated following the reduction processing phase. When users access content
items, the values of the applicable search relevance metadata fields change accordingly.
Subsequently, Content Tracker runs three SQL queries as a post-reduction processing step
to determine which content items were accessed during the reporting period. For more
information about the post-processing reduction step, see Data Reduction Process with
Activity Metrics (page 2-3).

This section covers the following topics:
+» Customizing the Activity Metrics SQL Queries (page A-8)
¢ Customizing the Autoload Option SQL Query (page A-9)

Customizing the Activity Metrics SQL Queries

The SQL queries are available as aresource and can be customized to fulfill your specific
needs. You may want to filter out certain information from the final tracking data. For
example, you might want to exclude accesses by certain usersin the tabulated results. The
SQL queries are included in the sctQuery.htm file:

<ingtall_dir>/custom/ContentTracker/resources/SctQuery.htm

Note: In general, you should feel free to modify the WHERE clause in any of the SQL
gueries. However, it isrecommended that you leave everything else asis.

The following SQL queries are used for the search relevance custom metadata fields:
¢ (gSctLastAccessDate (page A-9)
¢ gSctAccessCountShort and gSctA ccessCountLong (page A-9)

Content Tracker Administration Guide



Configuring and Customizing Content Tracker

gSctLastAccessDate

For the last access function, the gSctLastAccessDate SQL query uses the SctAccessLog
table. It checksfor al content item accesses on the reduction date and collects the | atest
timestamp for each dID. The parameter for the query is the reduction date. In this case,
dates may be reduced in random order because the comparison test for the last access date
will only signal a change if the existing DocMeta value is older than the proposed new
value.

For more information about the last access field on the Snapshot tab, see Enable Last
Access updates check box and corresponding Field metadata field (page 3-13).

gSctAccessCountShort and qSctAccessCountLong

For the short and long access count functions, the qSctA ccessCountShort and
gSctAccessCountLong SQL queries are identical except for the "column name" for the
count. They use the SctAccessLog table to calculate totals for all accesses for each dID
across the time intervals specified (in days) for each. The parameters are the beginning
and ending dates for the applicable rollups.

For moreinformation about the short and long access count fields on the Snapshot tab, see
Enable Short / Long Access Count updates check boxes and corresponding Fields /
Intervals (page 3-15).

Customizing the Autoload Option SQL Query

The Autoload option on the Snapshot tab of the Data Engine Control Center enables you
to backfill the Last Accessfield for all existing content. When invoked, Autoload runsthe
gSctLastAccessDateAutoload query which fills the empty (NULL) Last Accessfieldsin
Content Server’'s DocM eta database table with the current date and time.

However, the qSctL astA ccessDateA utoload query is available as a resource and can be
customized to fulfill your specific needs. For example, you may want to set the Last
Access fidd to dCreateDate, dReleaseDate, or any other time that meets the requirements
of your application. The gSctL astAccessDateAutoload query isincluded in the
sctQuery.htm file:

<ingtall_dir>/custom/ContentTracker/resources/SctQuery.htm

For more information about the last access field and the Autoload option on the Snapshot
tab, see Enable Last Access updates check box and corresponding Field metadata field
(page 3-13) and Autoload check box (page 3-14).
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EXTERNAL USERS AND CONTENT ITEM TRACKING

A-10

You have the option to control whether Content Tracker includes data about external user
accesses in the applicable reports. These authenticated users are qualified based on their
user roles and accounts. By default, the configuration parameter SctExternalUserLog
Enabled (page A-2) is set to true (enabled). This allows Content Tracker to monitor
external user logons and automatically propagate their role and account information to the
UserSecurityAttributes table.

Regardless of whether the SctExternal UserL ogEnabled configuration variable is enabled
or disabled, all of the content item access information for external usersis tracked and
recorded. But when it is enabled, this variable ensures that this datais included in reports
that explicitly correlate externally authenticated user names with their associated user
roles and accounts. Specifically, the Top Content Items by User Role (page 4-12) report
and the Users by User Role (page 4-13) report will include all of the content item access
activity by external users.

Note: Optionally, you can manually disable the SctExternal UserL ogEnabled
configuration variable. If you choose to do so, however, content item accesses by
externally authenticated users will be included in the more general reports, such at Top
Content Items. Thisdatais omitted from reports that use document access counts qualified
by user role and account information.

To manually disable the SctExternal UserL ogEnabled configuration variable, see Manually
Setting Content Tracker Configuration Variables (page A-7).
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OVERVIEW

This section covers the following topics:

Concepts

¢+ About Content Tracker Troubleshooting (page B-1)

« Web Server Filter Plugin Debugging Support (page B-2)
+¢ Java Code Debugging Support (page B-2)

+« DataBinder Dump Facility (page B-4)

Tasks

¢ Setting the Debug Plugin (page B-2)

¢+ Accessing the DataBinder Object Dump File (page B-5)
+«» Setting the Debugging Configuration Variables (page B-6)

ABOUT CONTENT TRACKER TROUBLESHOOTING

Content Tracker 10gR3 has two execution trace mechanisms: the web server filter plugin
and the Java code. These are intended for diagnosing problems at customer installations
and are not to be used in production.
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Web Server Filter Plugin Debugging Support

The web server filter plugin honors PLUGIN_DEBUG. Set this in the Content Server
Filter Administration page and the Content Tracker web server filter plugin will issue
execution trace information. The trace is only meaningful to someone with access to the
source. Customers with a problem are expected to enable PLUGIN_DEBUG, run the test
scenario, and then send the log segmentsto Customer Service for evaluation. Otherwise,
PLUGIN_DEBUG should be l€ft turned off.

Setting the Debug Plugin

To set PLUGIN_DEBUG:

1. InContent Server, click the Admin Appletslink in the Administration tray.
The Administration page is displayed.

2. Click the Filter Administration icon or link.
The Configure Web Server Filter page is displayed.

3. Selectthe PLUGIN_DEBUG option check box.

4. Click Update.

Java Code Debugging Support

Each of the configuration variables available for Java code debugging must be set in the
sct.cfg file located in the following directory:

<ingtall_dir>/custom/ContentTracker/resources/sct.cfg

For more information about the Content Tracker configuration variables, see Appendix A
(Configuring and Customizing Content Tracker). For more information about manually
setting the variable values in the sct.cfg file, see Manually Setting Content Tracker
Configuration Variables (page A-7).

The Java code now supports the following debugging configuration variables:
« SctDebuglL ogEnabled (page B-3)

¢ SctDebugL ogFilePath (page B-3)

«+ SctDebugServiceBinderDumpEnabled (page B-3)
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SctDebugLogEnabled
The values for this configuration variable include:

¢ Sct DebugLogEnabl ed=Tr ue configures Content Tracker ensure that the Java code
writes an execution trace to a datestamped log file. The amount of information written
to thisfileisimmense and should be used specifically for debugging.

«» Sct DebuglLogEnabl ed=Fal se inhibits the Java code from writing an execution trace to
adatestamped log file. Thisisthe default value.

For more information about this configuration variable, see SctDebuglL ogEnabled
(page A-2).

SctDebuglLogFilePath

If SctDebuglL ogEnabled=True, then Content Tracker is configured to use
SctDebugL ogFilePath to determine which directory contains the trace log. The default
value for SctDebugL ogFilePath is:

<ingtall_dir>/custom/ContentTracker/log/SCT_DEBUG_TRACE.log.

SctDebugL ogFilePath is only meaningful if SctDebugl ogEnabled=True. For more
information about this configuration variable, see SctDebugl ogFilePath (page A-2).

SctDebugServiceBinderDumpEnabled

This configuration variable controls whether the Content Tracker Service Handler Filter
(page 2-5), used in logging service events, will write out the service DataBinder for events
being logged. Additional information about the SctDebugServiceBinderDumpEnabled is
available asfollows:

¢ For more information about this configuration variable, see DataBinder Dump Facility
(page B-4).

¢+ For more information about viewing the contents of a DataBinder dump file, see
Accessing the DataBinder Object Dump File (page B-5).

¢+ For more information about this configuration variable, see SctDebugService
BinderDumpEnabled (page A-2).

¢+ For more information about field maps related to logging customized field data for
services, seethe Field Map Screen (page 3-21) and Extended Service Call Tracking
Function (page 5-3).
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DataBinder Dump Facility

This section covers the following topics:

R/
0.0

Values for the DataBinder Dump Facility (page B-4)

7
0.0

About DataBinder Object Dump Files (page B-4)

R/
0.0

Location of the DataBinder Object Dump Files (page B-5)

*

» Names of the DataBinder Object Dump Files (page B-5)

Values for the DataBinder Dump Facility
The values for this configuration variable include:

«» Sct DebugSer vi ceBi nder DunpEnabl ed=Fal se prevents the Content
Tracker service handler filter from writing out the DataBinder objects into dump files.
Thisisthe default value.

« Sct DebugSer vi ceBi nder DunpEnabl ed=Tr ue configures the Content
Tracker service handler filter to write out the DataBinder objects into dump files.
Consequently, you can use a dump file as a diagnostic aid when you are developing
field maps for extended service logging. If you are creating field maps for services,
the dump files enable you to see what data is available at the time the service events
are recorded.

About DataBinder Object Dump Files

As soon as Content Tracker records a specific service in the log file, the contents of that
service's DataBinder object are written to a serialized dump file. The contents of these
filesare useful for debugging when you are creating field mapsto use the extended service
call tracking function. These dump files allow you to see the available Local Datafieldsfor
the recorded service.

Note: The Content Tracker service handler filter only creates dump files for DataBinder
objectsif the associated services are defined in the SctServiceFilter.hdafile. For more
information about this file, see About the Service Call Configuration File (page 5-2).

Caution: The dump files for DataBinder objects will continue to accumulate until you
manually delete them. Therefore, it isrecommended that you are careful to use the
SctDebugServiceBinderDumpEnabled configuration variable only as necessary.
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Location of the DataBinder Object Dump Files
The serialized DataBinder objects are written to:

<ingtall_dir>/custom/ContentTracker/DEBUG_BINDERDUMP/<dump_file_name>

Names of the DataBinder Object Dump Files

The dump file of DataBinder Objects are text files and their names consist of three parts as
follows:

<service name>_<filter_function>_<serial_number>.hda
Where:
» service_nameisthe name of the logged service (such as, GET_FORM_FILE).

» filter_function is one of the following:

End Filter Event "onEndServiceRequestActions' - Normal end-of-
service event.

EndSub Filter Event "onEndScriptSubServiceActions' - Normal end-of -
service for service called as Sub Service.

Error Filter Event "onServiceRequestError” - End of service where an
error occurred. May happen in addition to End.

» serial_number isthe unique identification number assigned to thefile. This
enables Content Tracker to create more than one DataBinder object dump file for
agiven service.

Example:
GET_SEARCH_RESULTS_End_1845170235.hda

Accessing the DataBinder Object Dump File

To access the DataBinder object dump file for a specific logged service:

1. Inatext editor, open the specific data binder file in the following directory:
<ingtall_dir>/custom/ContentTracker/DEBUG_BINDERDUMP/

2. Review the contents.

The dump files for DataBinder abjects will continue to accumulate indefinitely.
Therefore, it isrecommended that you manually delete them when you are finished.
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Setting the Debugging Configuration Variables

See Manually Setting Content Tracker Configuration Variables (page A-7) for more
detailed information about setting any of the Content Tracker configuration variables.

B-6 Content Tracker Administration Guide



THIRD PARTY LICENSES

OVERVIEW

This appendix includes a description of the Third Party Licensesfor all the third party
products included with this product.

¢ Apache Software License (page C-1)

« W3C® Software Notice and License (page C-2)
«» Zlib License (page C-3)

+«+ General BSD License (page C-4)

+» Genera MIT License (page C-5)

+«+ Unicode License (page C-5)

«» Miscellaneous Attributions (page C-7)

APACHE SOFTWARE LICENSE

* Copyright 1999-2004 The Apache Software Foundation.

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in conpliance with the License.
* You may obtain a copy of the License at

* http: //wwv. apache. org/ I i censes/ LI CENSE- 2. 0
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* Unless required by applicable law or agreed to in witing, software

* distributed under the License is distributed on an "AS | S' BASIS,
* W THOUT WARRANTI ES OR CONDI TIONS OF ANY KIND, either express or inplied.
* See the License for the specific |anguage governing pernissions and

* [imtations under the License.

W3C® SOFTWARE NOTICE AND LICENSE

* Copyright © 1994-2000 Wrld Wde Web Consortium
* (Massachusetts Institute of Technology, Institut National de
* Recherche en Informatique et en Automatique, Keio University).

* All Rights Reserved. http://ww. w3.org/Consortiun Legal /

* This WBC work (including software, documents, or other related itens) is
* being provided by the copyright hol ders under the followi ng license. By
* obtaining, using and/or copying this work, you (the Iicensee) agree that
* you have read, understood, and will conply with the followi ng terms and

* conditions:

* Permission to use, copy, nodify, and distribute this software and its

* docunentation, with or without modification, for any purpose and without
* fee or royalty is hereby granted, provided that you include the follow ng
* on ALL copies of the software and documentation or portions thereof,

* including modifications, that you make:

* 1. The full text of this NOTICE in a |location viewable to users of the

* redistributed or derivative work.

* 2. Any pre-existing intellectual property disclaimers, notices, or terns

* and conditions. If none exist, a short notice of the following form
* (hypertext is preferred, text is pernmtted) should be used within the
* body of any redistributed or derivative code: "Copyright ©

* [ $dat e- of -sof tware] World Wde Web Consortium (Massachusetts
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Institute of Technology, Institut National de Recherche en
Informatique et en Automatique, Keio University). Al Rights

Reserved. http://wwv. w3. org/ ConsortiuniLegal /"

3. Notice of any changes or nodifications to the VBC files, including the
date changes were made. (V& recommend you provide URIs to the |ocation

from which the code is derived.)

TH' S SOFTWARE AND DOCUMENTATION IS PROVIDED "AS |S," AND COPYRI GHT HOLDERS
MAKE NO REPRESENTATI ONS OR WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG BUT
NOT LIM TED TO, WARRANTI ES OF MERCHANTABI LITY OR FI TNESS FOR ANY PARTI CULAR
PURPCSE CR THAT THE USE OF THE SOFTWARE OR DOCUMENTATI ON W LL NOT | NFRI NGE
ANY THI RD PARTY PATENTS, COPYRI GHTS, TRADEMARKS OR OTHER RI GHTS.

COPYRI GHT HOLDERS W LL NOT BE LI ABLE FOR ANY DI RECT, |NDI RECT, SPECIAL OR
CONSEQUENTI AL DAMAGES ARI SING QUT OF ANY USE OF THE SOFTWARE OR
DOCUMENTATI ON.

The nane and trademarks of copyright hol ders may NOT be used in advertising
or publicity pertaining to the software without specific, witten prior
permission. Title to copyright in this software and any associated

docunentation will at all times remain with copyright hol ders.

ZLIB LICENSE

Document_Title

* zlib.h -- interface of the 'zlib' general purpose compression library

version 1.2.3, July 18th, 2005

Copyright (C) 1995-2005 Jean-loup Gailly and Mark Adler

This software is provided 'as-is, without any express or implied

warranty. In no event will the authors be held liable for any damages
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arising from the use of this software.

Permission is granted to anyone to use this software for any purpose,
including commercia applications, and to alter it and redistribute it

freely, subject to the following restrictions:

1. Theorigin of this software must not be misrepresented; you must not
claim that you wrote the original software. If you use this software
in a product, an acknowledgment in the product documentation would be
appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be
misrepresented as being the original software.

3. This notice may not be removed or atered from any source distribution.

Jean-loup Gailly jloup@gzip.org
Mark Adler madler@al umni.caltech.edu

GENERAL BSD LICENSE

Copyright (c) 1998, Regents of the University of California
All rights reserved.

Redi stribution and use in source and binary forms, with or without nodification,
are permtted provided that the follow ng conditions are net:

"Redi stributions of source code must retain the above copyright notice, this
list of conditions and the follow ng disclaimer.

"Redistributions in binary formnust reproduce the above copyright notice, this
list of conditions and the follow ng disclaimer in the docunentation and/or other
materials provided with the distribution.

"Nei ther the name of the <ORGANI ZATI ON> nor the nanes of its contributors may be
used to endorse or promote products derived fromthis software without specific
prior witten pernission.
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TH'S SCFTWARE 1S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS "AS | S" AND ANY
EXPRESS CR | MPLI ED WARRANTI ES, | NCLUDING BUT NOT LIMTED TO, THE I MPLI ED

WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED.
N NO EVENT SHALL THE COPYRI GHT OANER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT,

| NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG BUT
NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOCDS OR SERVI CES; LOSS OF USE, DATA, OR
PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND CN ANY THECRY OF LI ABILITY,
VWHETHER | N CONTRACT, STRICT LI ABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE)
ARI'SING IN ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE

POSSI BI LI TY OF SUCH DAMAGE.

GENERAL MIT LICENSE

Copyright (c) 1998, Regents of the Massachusetts Institute of Technol ogy

Perm ssion is hereby granted, free of charge, to any person obtaining a copy of this
software and associ ated docunentation files (the "Software"), to deal in the
Software without restriction, including without limtation the rights to use, copy,
modi fy, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permt persons to whomthe Software is furnished to do so, subject to the
fol | owi ng conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE 1S PROVIDED "AS IS", W THOUT WARRANTY OF ANY KIND, EXPRESS CR | MPLI ED,
[ NCLUDI NG BUT NOT LIM TED TO THE WARRANTI ES OF MERCHANTABI LI TY, FITNESS FCR A
PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL THE AUTHORS CR COPYRI GHT
HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER LI ABI LI TY, WHETHER I N AN ACTI ON OF
CONTRACT, TORT OR OTHERW SE, ARI SING FROM QUT OF CR | N CONNECTI ON W TH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

UNICODE LICENSE

Document_Title

UNI CCDE, | NC. LI CENSE AGREEMENT - DATA FILES AND SOFTWARE

Uni code Data Files include all data files under the directories

http://www. uni code. org/ Public/, http://waw uni code.org/reports/, and
http://www. uni code. org/cldr/data/ . Unicode Software includes any source code
published in the Unicode Standard or under the directories

http://www. uni code. org/ Public/, http://www. uni code.org/reports/, and
http://www. uni code. org/cl dr/data/.
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NOTI CE TO USER Carefully read the following | egal agreement. BY DOANLOADI NG

| NSTALLI NG COPYI NG OR OTHERW SE USI NG UNI CODE I NC.' S DATA FILES ("DATA FILES"),
AND/ OR SOFTWARE (" SOFTWARE'), YOU UNEQUI VOCALLY ACCEPT, AND AGREE TO BE BOUND BY,
ALL OF THE TERMS AND CONDI TIONS OF THI'S AGREEMENT. |F YOU DO NOT AGREE, DO NOT
DOMLOAD, | NSTALL, COPY, DI STRIBUTE OR USE THE DATA FILES OR SOFTWARE.

COPYRI GHT AND PERM SSI ON NOTI CE

Copyright © 1991-2006 Unicode, Inc. All rights reserved. Distributed under the
Terns of Use in http://wwm. unicode. org/copyright.htn.

Perm ssion i s hereby granted, free of charge, to any person obtaining a copy of the
Uni code data files and any associated docunentation (the "Data Files") or Unicode
software and any associated documentation (the "Software") to deal in the Data
Files or Software without restriction, including without limtation the rights to
use, copy, nodify, merge, publish, distribute, and/or sell copies of the Data Files
or Software, and to pernit persons to whomthe Data Files or Software are furnished
to do so, provided that (a) the above copyright notice(s) and this perm ssion notice
appear with all copies of the Data Files or Software, (b) both the above copyri ght
notice(s) and this permssion notice appear in associated docunentation, and (c)
there is clear notice in each nodified Data File or in the Software as well as in
the documentation associated with the Data File(s) or Software that the data or
software has been nodified.

THE DATA FI LES AND SOFTWARE ARE PROVIDED "AS IS", W THOUT WARRANTY OF ANY KIND,
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF MERCHANTABI LI TY,
FI TNESS FOR A PARTI CULAR PURPCSE AND NONI NFRI NGEMENT OF THI RD PARTY RI GHTS. I N NO
EVENT SHALL THE COPYRI GHT HOLDER OR HOLDERS | NCLUDED IN THI'S NOTI CE BE LI ABLE FOR
ANY CLAIM OR ANY SPECI AL | NDI RECT OR CONSEQUENTI AL DAMAGES, OR ANY DAMAGES
VWHATSOEVER RESULTI NG FROM LOSS OF USE, DATA CR PROFITS, WHETHER IN AN ACTI ON OF
CONTRACT, NEGLI GENCE OR OTHER TCRTI QUS ACTI ON, ARI SING QUT OF OR I N CONNECTI ON W TH
THE USE OR PERFORMANCE OF THE DATA FILES OR SCFTWARE.

Except as contained in this notice, the nane of a copyright hol der shall not be used
in advertising or otherwise to promote the sale, use or other dealings in these Data
Files or Software without prior witten authorization of the copyright hol der.

Uni code and t he Uni code | ogo are trademarks
of Unicode, Inc., and may be registered in sone jurisdictions. All other trademarks
and registered trademarks nentioned herein are the property of their respective
owner s
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MISCELLANEOUS ATTRIBUTIONS

Document_Title

Adobe, Acrobat, and the Acrobat Logo are registered trademarks of Adobe Systems Incorporated.
FAST Instream is atrademark of Fast Search and Transfer ASA.

HP-UX isaregistered trademark of Hewlett-Packard Company.

IBM, Informix, and DB2 are registered trademarks of IBM Corporation.

Jaws PDF Library is aregistered trademark of Global Graphics Software Ltd.

Kofax isaregistered trademark, and Ascent and Ascent Capture are trademarks of Kofax Image
Products.

Linux isaregistered trademark of Linus Torvalds.

Mac is aregistered trademark, and Safari is atrademark of Apple Computer, Inc.

Microsoft, Windows, and Internet Explorer are registered trademarks of Microsoft Corporation.
MrSID isproperty of LizardTech, Inc. Itis protected by U.S. Patent No. 5,710,835. Foreign Patents
Pending.

Oracle is aregistered trademark of Oracle Corporation.

Portions Copyright © 1994-1997 LEAD Technologies, Inc. All rights reserved.

Portions Copyright © 1990-1998 Handmade Software, Inc. All rights reserved.

Portions Copyright © 1988, 1997 Aladdin Enterprises. All rights reserved.

Portions Copyright © 1997 Soft Horizons. All rights reserved.

Portions Copyright © 1995-1999 LizardTech, Inc. All rights reserved.

Red Hat is aregistered trademark of Red Hat, Inc.

Sun isaregistered trademark, and Sun ONE, Solaris, iPlanet and Java are trademarks of Sun
Microsystems, Inc.

Sybase is aregistered trademark of Sybase, Inc.

UNIX isaregistered trademark of The Open Group.

Verity is aregistered trademark of Autonomy Corporation plc
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about, 3-11
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editing settings, 3-34
enabling, 3-28
indexing considerations, 3-12
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Long Access Count, 3-15
post-reduction processing, 2-4
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SQL queries for post-reduction step, A-8
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overview, 1-4
Archive data
Reduction tab, 3-8
Archive tables
deleting rows, 2-13
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reduction data file, 2-13
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reports, 4-21
Automatic data reduction
setting, 3-24
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Case-sensitivity

metadata in Oracle and DB2 databases, 4-3

Services tab fields
Services tab
case-sensitive fields, 3-19
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Snapshot tab
case-sensitive fields, 3-15
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Content item metadata
overview, 2-13
See also Metadata
Content Tracker
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data output overview, 2-12
data processing overview, 2-2
data reduction overview, 2-6
default configuration setting values, A-2
overview, 2-1
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file storage, 2-8
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sctLog files, 2-7
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operational summary, 1-3
Conventions
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Data collection

change file type logging status Data reduction
change file type logging status, 2-8

collection tab, 3-3

Content Tracker logging service, 2-6

contents of SctAccessLog, 2-9

enabling or disabling, 3-23

file types not logged, 2-8

no Web activity, 3-3

operational summary, 1-4

overview, 2-4

service handler filter, 2-5

set file types with SctlgnoreFileTypes, 2-8

terminology definition, 1-7

web server filter plugin, 2-5

Data Engine Control Center

about, 3-2

accessing, 3-23
Collection tab, 3-3
Reduction tab, 3-4
Schedule tab, 3-10
Services tab, 3-16
Snapshot tab, 3-11
terminology definition, 1-7

Data files

deleting in any cycle, 3-25, 3-25
deleting in archive cycle, 3-25, 3-25

Data flow

data processing, 2-2
See also Data processing and Data reduction

Data output

content item metadata, 2-13
metadata capture, 2-13
overview, 2-12

reduction log files, 2-17
SctAccounts table, 2-14
SctGroups table, 2-15
SctUserAccounts table, 2-15
SctUserGroups table, 2-16
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Data processing
data reduction process, 2-2
operational overview, 1-3
overview, 2-2
post-reduction processing, 2-3
See also Data reduction
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without activity metrics, 2-2
Data reduction
access counts and random order of data
reduction, 3-15
automatic, 3-24
combined output table, 2-8
Content Tracker event logs, 2-7
contents of SctAccessLog, 2-9
file storage after reduction, 2-8
file types not logged, 2-8
manual, 3-24
operational summary, 1-5
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