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INTRODUCTION

OVERVIEW

This chapter covers the following topics:
+« Product Overview (page 1-1)

¢ [Features (page 1-2)

¢ Requirements (page 1-3)

+«» Component Contents (page 1-4)

+«+ About This Guide (page 1-4)

¥ (page 1-5)

PRODUCT OVERVIEW

The Need to Know (NtkDocDisclosure or NTK) component supports customization for
these Content Server security areas:

+» Content security—Changing user access to content items.
¢ Search results—M odifying the display of search results.
+«+ Hit list roles—Changing user credentials for query and check-in pages.

+» Content metadata security—A ltering the behavior of metadata changes for content
items.

«» WHERE clause calculation—M odifying use of the WHERE clause in searches.

Need to Know Component Administration Guide 1-1



Introduction

For example, with standard security, users can only view content for which they have at
least Read permission. The Need to Know component can change this in two ways:

All users can be allowed to see content items from specified security groupsin a
search resultslist, even though they may not be able to view the metadata or document
itself.

Read and Write permission can be expanded or restricted within specified security
groups using a query against content metadata and user attributes.

The Need to Know component provides an HTML administration interface to display
security configuration status information, enable editing of security configuration values,
and enable viewing and testing of Idoc Script for security configuration values.

FEATURES

1-2

The Need to Know function is implemented through the following features:

The Need to Know component is applied by security group. You must identify which
security groups will use the component. All content in the specified security groups
will appear in the search results for all users.

This component provides the option of making all accounts visible, so auser can get a
search “hit” on a content item regardless of its account.

The Security Group list on the Search page will show all specified security groups. If
accounts are enabled, all accounts will appear in the Accounts list on the Search page.

A new “DocDisclosureQuery” metadata field and new “hit list” role must be created
to support the Need to Know function. The hit list role is given read accessto all
specified security groups.

You can create new user attribute fields or use existing onesin Need to Know queries.

When adocument is checked in, a query can be defined in the “ DocDiscl osureQuery”
metadatafield. The query conditions can include content metadata and user attributes,
and the query results determine access permission to the document. Queries can be
entered manually in Idoc Script, or the Disclosure Query Security applet can be used
to build the query.

Whenever auser does a search, the hit list role is dynamically applied to the user,
giving them read access to all content in the specified security groups. Each content
item isthen checked for aquery in the “DocDisclosureQuery” field, which determines
the user’s access to that content item.
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If the “DocDisclosureQuery” field is empty, standard security applies. Standard
security can also be explicitly specified in the query field, or it can beusedin a
boolean combination with other document and user attributes to expand or refine the
read access.

If aquery isentered for a content item that is not in an NTK security group, the query
does not run, and standard security applies.

If auser already has more than Write or higher access to the security group, the query
in the “DocDisclosureQuery” field does not run, and standard security applies.

A global query can be defined for all content, so individual queries do not have to be
specified for each content item. You can set up the system to allow the global query to
be overridden when a query is entered during check-in.

APPLICATIONS

This component can be used as the starting point for a more complicated security
implementation, such as:

Providing integrated tracking for downloads of sensitive documents.
Controlling Write or higher privileges through custom logic.

Implementing view limits and subscription control, where documents within a certain
security group may only be downloaded so many times.

Controlling access by incorporating entries from a custom database table or results
from acustom API. Thisis ahook for externally controlled authorization.

REQUIREMENTS

@

The following considerations are important with regard to the Need to Know component:

7
0‘0

The 7.5 version of the Need to Know component runs on Stellent Content Server
versions 6.2 and 7.x.

Note: The 7.5 version of the Need to Know component is not compatible with pre-6.2
versions of Stellent Content Server. You must obtain an earlier version of the Need to
Know component to work with an earlier version of SCS. Refer to the Extras link on the
Stellent support website for complete listings of available NTK component versions and
their compatibility with SCS versions.
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COMPONENT CONTENTS

The Need to Know component file, NeedToK now.zip, is available for download from the
Stellent support website and is included with the samples and extras. The Zip file contains
the following files:

Description Filename
Component files *.hda

*.class

*.htm

*.zip
Classfiles idcdisclosure.zip

ABOUT THIS GUIDE

This guide providesinstructions to install the Need to Know component on the Content
Server. The information contained in this document is subject to change as the product
technology evolves and as hardware, operating systems, and third-party software are
created and modified.

Conventions
The following conventions are used throughout this guide:

+«+ Thenotation <Install_Dir>/ is used to refer to the location on your system where
the content server instance isinstalled.

+« Forward slashes (/) are used to separate the directory levelsin a path name.
A forward slash will always appear after the end of a directory name.

+ Notes, technical tips, important notices, and cautions use these conventions:

Symbols Description

@ Thisisanote. It is used to bring special attention to information.
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Symbols

Description

Thisisatechnical tip. It is used to identify information that can be used
to make your tasks easier.

Thisisan important notice. It is used to identify arequired step or
required information.

Thisisacaution. It isused to identify information that might cause loss
of data or serious system problems.
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INSTALLATION AND CONFIGURATION

OVERVIEW

This chapter covers the following topics:
+« Installing the NTK Component (page 2-1)
«» Configuring the NTK Component (page 2-2)

INSTALLING THE NTK COMPONENT

Install the component using either Component Wizard or the Component Manager as
follows:

Component Wizard Installation

1. Start the Component Wizard by selecting Start—Pr ograms—Or acle Content
Server —<instance>—Utilities—Component Wizard.

The Component Wizard main screen and the Component List screen are displayed.
2. On the Component List screen, click Install.

The Install screen displays.
3. Click Select. Navigate to the NeedToK now.zip file and select it.
4. Click Open.

The zip file contents are added to the Install screen list.
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Installation and Configuration

Click OK.
The Component Wizard asksif you want to enable the NTK component. Click Yes.
The NTK component islisted as enabled on the Component List screen.

Continue by following the procedure in Configuring the NTK Component (page 2-2).

Component Manager Installation

o > LW NP

Open the Administration tray.

Click the Admin Applets option to open the Administration page.
Click the Admin Server link.

Click the applicable content server instance.

Select the Component Manager link.

The Component Manager screen is displayed.

Select Browse next to the Install New Component box. Navigate to the
NeedToKnow.zip file and select it.

Click Install.

After the installation has been successful, highlight the NTK component in the right
(disabled) screen.

Click Enable.

A message will appear prompting you to restart the server.

10. Continue by following the procedure in Configuring the NTK Component (page 2-2).

CONFIGURING THE NTK COMPONENT

2-2

This section describes the procedure to set up a basic security configuration using the
Need to Know component. This procedure explains how to set up security configuration
variables, a custom metadata field, and a hit list role. After you have set up the basic
configuration, you can use the Need to Know component interface to edit, test, and
improve the security configuration.

Note: If you used the Component Wizard to install the Need to Know component, you will
need to open the Admin Server page for the applicable content server instance before

starting the procedure. Otherwise, if you used the Component Manager, the Admin Server

pageis aready open.

Need to Know Component Administration Guide



Installation and Configuration

1. Select the General Configuration link on the | eft side bar in the Admin Server page.

2. Under the Additiona Configuration Variables heading on the General Configuration
page, scroll to the bottom of the text area, and add the following text:
Speci al Aut hG oups=<groupl>, <group2>,. ..
* Replace <groupl>,<group2>,... with the security groups that will use the Need
to Know component.

»  Security groups must be entered in lower case.

* Any security groups not listed will have standard security applied.

configuration variable, so be careful to use unique names for security groups that will use
the Need to Know component.

@ Note: Other products such as Records Management also can use the Special AuthGroups

3. If you want to specify content item-level queries, use the Configuration Manager to
add anew metadatafield. (Thisis not necessary if you will be using only the global
query.) A new metadata field must be added by using the Configuration Manager; it
cannot be added from the Need to Know component interface.

* You can use any field name and title you wish, such as DocDisclosureQuery or
NeedToKnow.

» Thefield must be specified as amemo field.
» After adding the field, you will need to click Update Database Design, and then
click Rebuild Search Index.

Note: If your content server instance aready has alarge amount of content, rebuilding the
search index can take a long time (up to a couple of days). Consider rebuilding during
system maintenance periods or at times of non-peak system usage.

4. Usethe User Admin administration applet to add a hit list role.
* You can use any role name you wish, such as hitlist or NTKrole.

» Give Read accessto al the security groups that were specified in the
Special AuthGroups configuration entry.

» If you want the security groups that were specified in the Special AuthGroups
configuration entry to be listed on the check-in page or update page, you will need
to give Write access to thisrole.

* You can create two different hit list roles with different names and permissions.
Onerole can be configured with the Need to Know component to be a Query role
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in a content search, and the other role can be configured with the Need to Know
component to be an Update role in content check-ins and updates.

» Do not assign thisrole to any users. If the hit list role is configured to be a Query
or Updaterole, it is automatically added to the user’s attributes.

5. If you want to set user access permissions that extend the limits of Need to Know
security, use the General Configuration page to include extra security configuration
settings in the Additional Configuration Variables section. Scroll to the bottom of the
text area and enter the configuration settings as necessary.

6. If youwant to add new user attribute fields for use in Need to Know queries, use the
User Admin tool to add user attribute fields.

7. Restart the content server.

Note: When the Need to Know component has been installed, certain security

@ configuration values are stored in the
<lInstall_Dir>/<instance>/data/needtoknow/ntk_config.hdafile. These values can be
edited by using the Need to Know administration interface, described in Chapter 3, or by
directly editing the ntk_config.hdafile.
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USING THE NEED TO KNOW
COMPONENT

OVERVIEW

This chapter covers the following topics:

R/
0.0

Security Configuration Customization (page 3-1)
+«+ Disclosure Query Security Applet (page 3-6)

«» Query Syntax (page 3-9)

+« Defining a Content-Level Query (page 3-11)

% NTK Administration Interface (page 3-12)

SECURITY CONFIGURATION CUSTOMIZATION

The Need to Know component provides additional security configuration support focused
on the following areas:
+» Content Security—Changing user access to content items.

¢ Search Results—Changing the display of search results.

+«+ Hit List Roles—Changing user credentials for query and check-in pages.
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3-2

+ WHERE Clause Calculation—Changing use of the WHERE clause in searches.

+» Content Metadata Security—Changing the behavior of metadata changes for content
items.

Content Security

Standard security uses security roles, groups, and accounts to determine if auser has the
appropriate privilege level to access a content item. The Need to Know component
enables you to customize the process of determining user privilege. You can use the Need
to Know component interface to set configuration fields and create Idoc Script to specify
Read, Write, and Delete privilege levels. The Idoc Script can aso contain user and content
metadata val ues.

The Need to Know component computes content security using the following process:
1. A user clicksalink to view content information.

2. If the user hasthe “admin” role, standard security is used and the user can view the
content.

3. If the security group of the content item is not a Need to Know authorization group,
then standard security is used to evaluate the user’s Read request.

4. 1f Need to Know security is not enabled at the Read privilege level, then standard
security is used to evaluate the user’s Read request.

5. If Need to Know security is not limited at the Read privilege level, and the user has
standard security access to the content item, the user is given access to the content.

6. The Need to Know security Idoc Script (in this case the Read security script) is
evaluated.

7. The Need to Know access flag (in this case, iSNTK ReadA ccess) is evaluated to
determine if the user has access to the content. Accessis allowed or denied based on
the Need to Know access flag.

The Need to Know component also enables you to test security configuration scripts for
each access level: Read, Write, and Delete. For atest you can specify a user and a content
ID, and you have the option of specifying roles and accounts. These attributes are used in
the test instead of the user’s actual attributes. For example, you could test Idoc Script
using an external user whose attributes may not be accessible. After the test isrun, the
component reports on whether the user has access to the content item, whether Need to
Know security was used, and if Need to Know security was not used then the reason why.
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For information on using the Need to Know component interface to configure content
security, refer to the NTK Configuration Information Page (page 3-13) and the Content

Using the Need to Know Component

Security Configuration Information Page (page 3-18). For samples of Idoc Script that can
configure content security, refer to Chapter 4 (Security Customization Samples).

The following Idoc Script functions can be used in the Script fields to determine content

security. For additional information on Idoc Script refer to the Idoc Script Reference

Manual.
Idoc Script Description
allStrintersect Takes two required comma-delimited strings

and one optional Boolean flag as parameters.
If all vauesin the second string occur in the
first string, the function returnstrue. If the
optiona parameter is set to true and the
second value is an empty string, the function
returns true. By default, the optional
parameter is false. The comparison of values
in the comma-delimited strings are not case
sensitive.

includeNTK DeleteSecurity Script

Evaluates the Delete security script and
makes the iSNTKDeleteAccess variable
available for use in the Read or Write
security scripts. If thisfunction isused in the
Delete security script, it isignored.

includeNTK ReadSecurityScript

Evaluates the Read security script and makes
the iSNTKReadA ccess variable available for
use in the Write or Delete security scripts. If
this function is used in the Read security
script, it isignored.

includeNTKWriteSecurity Script

Evaluates the Write security script and
makes the iSNTKWriteAccess variable
available for use in the Read or Delete
security scripts. If thisfunction isused in the
Write security script, it isignored.

Need to Know Component Administration Guide
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3-4

Idoc Script Description

isDisclosureQuery Evaluates the query for the disclosure field
(if specified) and returnstrue or false. An
optiona parameter can be specified to
determine if the function should return true
or falseif the disclosure query is empty. If
the disclosure field has not been specified or
does not exist, this function always returns
false.

isMetaChange Thisvariableis set if the content security call
involves a content update or a check in.

isStrintersect Takes two required comma-delimited strings
and one optional Boolean flag as parameters.
If at least one value in the second string
occursin thefirst string, the function returns
true. If the optional parameter is set to true
and the second value is an empty string, the
function returnstrue. By default, the optional
parameter is false. The comparison of values
in the comma-delimited strings are not case
sensitive.

stdSecurityCheck Checks standard security for the current
access level. For example, if the function is
in the Read security script, it checks security
at the Read access level.

Search Results

The Need to Know component enables you to customize the presentation of the search
results that are returned from a search query. Two configuration values can be set using
the NTK interface: Hidden Fields, and Script.

The Hidden Fields valueisalist of fields that can be hidden from view on the Search
Results page. The values are set to empty strings. To hide the fields, the field hideFields
must be set in the component search results Idoc Script.
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Idoc Script controls the presentation of the search results. Idoc Script is evaluated for each
row in the search results. A number of fields can be set in script to alter the presentation of
search results. To see the list of fields and how to use the Need to Know component
interface to customize script for search results presentation, refer to the Search Results
Configuration Information Page (page 3-23).

The Need to Know component uses the securityCheck Idoc Script function to determine
search results presentation. The securityCheck function checks the security against the
current content item (standard security or Need to Know security), depending on the
configuration values. The function has an option parameter to determine what access level

to check:

e 1=Read

* 2=Write
* 4=Delete
« 8=Admin

If no parameter is used with securityCheck, by default it checks the Read access level.

For examples of Idoc Script that can alter search results presentation, refer to Chapter 4
(Security Customization Samples).

Hit List Roles

Hit list roles enable you to change user credentials for using content Search, Content
Check In, and Update pages. Using the User Admin applet, you can add a hit list role with
any name you wish. You don't assign the role to a user; when theroleisenabled it is
automatically added to auser’s attributes when doing a search, check in, or update. When
creating a hit list role, you need to give Read access to all the security groups that you
specify in the Special AuthGroups configuration entry. If you want these security groupsto
be listed on the Content Check In page or Update page, you also need to add Write access
to the hit list role.

Using the Need to Know component Hit List Roles Configuration Information page, you
can implement hit list rolesin two forms: Query and Update. A hit list role used in a query
isapplied to content searches. A hit list role used in an update is applied to content check-
ins and updates.

For additional information about how to use hit list roles, refer to NTK Administration
Interface (page 3-12) and Hit List Roles Configuration Information Page (page 3-26). For
samples of using hit list roles, refer to Chapter 4 (Security Customization Samples).
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WHERE Clause Calculation

The Need to Know component provides two filters that enable you to customize the query
WHERE clause that is used to retrieve search results:

« preDetermineWhereClause—Overrides the entire WHERE clause.
¢ postDetermineWhereClause—A ppends to the standard security WHERE clause.

The code for thesefiltersislocated in the NTKFilter Java class. For samples of how these
filterswork, refer to Chapter 4 (Security Customization Samples).

Content Metadata Security

The Need to Know component provides afilter called checkM etaChangeSecurity that
enables you to alter the behavior of metadata changes when a content item is checked in or
updated.

The code for thisfilter islocated in the NTKFilter Java class. For an example of how the
filter works, refer to Chapter 4 (Security Customization Samples).

DISCLOSURE QUERY SECURITY APPLET

The Disclosure Query Security applet is used to define a query for a particular content
item during check-in.To access the applet, click the Update button next to the
DocDisclosureQuery field on the Content Check In Form page.

i Disclosure Queny 5 ecunity I [=] E3
Disclosure Query Security
Query Definition
Fiehl: [Uzex Locae =
Operator: [is =l
Value: [
Guery Exprassion
ppperd | Reptscs | Cancei |
W arming. £ pphet Window
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Feature

Description

Field field

Select auser attribute field to be specified in the query. Thislist
includes User Locale, User Name, User Role, and al of your
custom user attribute fields.

Operator field

Select an operator to apply to the Field and Value. The following
operators are used for al fields except User Role:

Is—The value in the specified Field matches the specified Value.
Is Not—The value in the specified Field does not match the
specified Value.

Begins With—The value in the specified Field starts with the
specified Value.

Contains—The vauein the specified Field contains the specified
Value.

The User Role field has only one operator, Has Member, and
displays a drop-down list of rolesin the Value field.

Valuefield

Enter the value to be specified in the query.

» If an option list was specified for the selected field, choose the
value from the drop-down list.

* If no option list was specified for the selected field, type the
valuein the text box.

Add button

Enters the query specified by the Field, Operator, and Value fields
into the Query Expression text box. Each click of the Add button
appends the current settings to the query as an AND clause.

Update button

Updates a selected query clause with the parameters specified in
the Field, Operator, and Value fields.
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Feature Description

Creates an OR clause (inserts a pipe character) for the selected
query clause. This button is enabled under the following

conditions:
e TheFidd in the drop-down list matches the Field specified in
the selected query clause.

Merge button
d » The Operator in the selected query clause cannot be “Is Not”.

»  The Operator in the drop-down list cannot be “Is Not”.

Note: The pipe character does not appear in the Query
Expression for a User Roles query clause, but it will
appear in the DocDisclosureQuery field.

Query Expression | Displays each clause of the query asasingleline.

Delete button Deletes the selected query clause.

Appends the Query Expression to any existing query in the
Append buitton DocDisclosureQuery field on the Content Check In Form page.
Replace button Replaces any existing query in the DocDisclosureQuery field on

the Content Check In Form page with the Query Expression.

Closes the Disclosure Query Security applet without applying any

Cancel button
guery changes.
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QUERY SYNTAX

k=2

The Disclosure Security Query applet creates queries with the correct Idoc Script syntax,
but you can also enter your own queries directly in the DocDisclosureQuery field. The
following Idoc Script syntax is used in disclosure queries:

+» Like Operator (page 3-9)

+«+ Boolean Operators (page 3-10)

+» UserName Variable (page 3-10)

«  stdSecurity Variable (page 3-10)

«»  User Attribute Fields (page 3-10)

+« User Roles (page 3-11)

Tech Tip: You can learn how to correctly format query clauses for direct entry in the
DocDisclosureQuery field by experimenting with the Disclosure Query Security Applet
(page 3-6).

Like Operator

The like operator matches substrings and wildcard strings. Enclose al stringsin single
quotes.

Substrings

Use the like operator to match substrings.

Wildcard Strings

Use wildcard strings to match variable characters and options. Wildcard strings use the
syntax:

* = Match O or more characters
? = Match exactly 1 character

| = Separates multiple options, only one of which needs to match
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For example:
dDocNane |ike '*MyCient*|199? Reports'

would match “MyClient”, “3rd Quarter MyClient Report”, “MyClient Visit”, “Meeting

with MyClient”, and “ 1996 Reports’. This string would not match “My Client”, “ All 1996
Reports’, or “1996 Report”.

Boolean Operators

Query clauses can be joined by and, or, and not Boolean operators.
¢ The Boolean operators must be lower case.

¢+ Each clause must be in parentheses. For example:

(uRoles like "*:contributor:*') and (uUserLocale like 'hq")

UserName Variable

The variable User Name is the name of the user who is currently logged in. For example:

User Nare |i ke 'jgreen| hbrown'

would grant privileges only to the users jgreen or hbrown.

stdSecurity Variable

The variable stdSecurity specifies the standard security model; it is mapped to the
stdSecurityCheck Idoc Script function. This variable can be used in Boolean combination
with other query clauses to refine access (using the and operator) or expand access (using
the or operator). For example:

stdSecurity or UserNane |ike 'jgreen|hbrown

would grant accessto the document if the user would normally be able to access the
document or they are jgreen or hbrown.

User Attribute Fields

When specifying user attribute fields in a query, use the format uFieldName. For example:
uMyUserField |ike 'Val ue'
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User Roles

User rolesrequire aspecial form because the UserRoles Idoc Script function returnsall the
rolesfor the current user in commadelimited form. (In this example, a uRoles shortcut has
been defined for this function.) For example, the uRoles value could be:

rolel,role2,...,rolel0

Therefore, to specify a query string that includes the value rolel, wildcards must be
included so that the query will recognize the value regardless of its position in therolelist.
For example:

uRoles like '*rol el*'

However, this query string would also grant security access to a user with the role rolel0,
which might not be a role you want to include. To limit the uRoles value to only those
roles specified in the query, you need to use the DelimitedUserRoles function and syntax,
which includes single quotes and colons on each side of the role value asfollows:

uRoles like '*:rolel:*'

To match either rolel or role2, use this syntax:

URoles like "*:rolel:*|*:rol e2:*'

DEFINING A CONTENT-LEVEL QUERY

Use the following procedure to define a query for an individual content item:

1. Display the Content Check In Form page (for a new content item) or the Info Update
Form page (for an existing content item).

2. Click the Update button next to the DocDisclosureQuery field (the name of thisfield
will be whatever you named it during installation).

The Disclosure Query Security Applet (page 3-6) is displayed.
3. Choose aField, an Operator, and a Value to create a query clause.
4. Click Add.

The query clauseis added to the Query Expression text box.
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5. Continue building the query:
» To add another query clause with an and operator, enter the values and click Add.

» Tochangean existing query clause, enter the new values, select the query lineyou
want to change, and click Update.

» Tocreatean or clause, enter the new vaues, select the query line you want to
change, and click Merge.

* Todelete aquery clause, select the query line and click Delete.

6. Enter the query expression in the DocDisclosureQuery field.

» Toreplace the existing query in the DocDisclosureQuery field with the query
expression in the applet, click Replace.

» To append the query expression in the applet to the existing query in the
DocDisclosureQuery field, click Append.

The Disclosure Query Security applet converts the query clauses to the appropriate
syntax for the query and enters the query in the DocDisclosureQuery field on the
Content Check In Form or Info Update Form page.

Tech Tip: You can learn how to correctly format query clauses for direct entry in the
DocDisclosureQuery field by experimenting with the Disclosure Query Security applet.
7. After filling out the rest of thefields, click Check In or Update.

Thedisclosure query isvalidated, and if the query isill-formed, an error messagetells
you the specific problem with the query.

NTK ADMINISTRATION INTERFACE

3-12

After the Need to Know component has been installed, the NTK Configuration
Information link is available through the Administration tray or menu. Thislink provides
accessto the NTK Configuration Information page, which provides security configuration
status information and the capability to edit the security configuration.

The Need to Know component provides the following configuration pages:

®

« NTK Configuration Information Page (page 3-13)

+«» Content Security Configuration Information Page (page 3-18)
¢+ Search Results Configuration Information Page (page 3-23)
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+«» Hit List Roles Configuration Information Page (page 3-26)
« Test NTK Content Security Page (page 3-27)

NTK Configuration Information Page

The NTK Configuration Information page provides information about Need to Know
content security configuration, search results configuration, and hit list roles
configuration. This page also enables you to edit the security configuration, edit the search
results configuration, edit the hit list roles configuration, view Idoc Script and hidden
fidlds for the configuration, and test Idoc Script. To access this page, select
Administration—NTK Configuration Information from the main menu.

NTK Configuration Information

Content Security Configuration Information

Access Level I Enabled [ Limit Access I Script
Read Mo No ﬂﬁ
write Mo No ﬂﬁ

Delete Mo No ﬂﬁ

Risclosure Field: <nones
Security Auth Groups: <&l Special duth Groupss
Debug: Mo

LEdi

Search Results Configuration Information

Hidden Fields: Wipw
Script: Wiew

[Edi

Hit List Roles Configuration Information

Query Role: <nones
Update Role: <none:
Allow Hit List Role for Anonymous Users: Mo

Edit
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Feature

Description

Content Security Configuration Information

Access Level column

Displays the permission levels (Read, Write,
Delete) for access to content items.

Enabled column

I ndicates whether Need to Know security is
enabled for Read, Write, or Delete access.

No—Need to Know security is disabled for
the access level. Thisisthe default.

Yes—Need to Know security is enabled for
the access level.

Limit Access column

Specifies whether Read, Write, and Delete
accessis limited by Need to Know security.
If Need to Know security is used to limit
user access, it does so regardless of whether
the user has standard Read, Write, or Delete
access to a content item. If Need to Know
security is not used to limit user access, the
user has standard access to a content item.
This feature enables you to create a security
model more restrictive than the standard
security model.

No—Accessis not limited by Need to Know
security. Thisisthe default.

Yes—Accessis limited by Need to Know
security.
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Feature

Description

Script column

Provideslinksto view or test Idoc Script that
is evaluated to determine if auser has Read,
Write, or Delete access to a content item.
The Need to Know component uses one of
three parameters as aflag to determine if
accessisgiven:

Read access—isNTK ReadAccess

Write access—iSNTKWriteAccess

Delete access—isNTK Del eteAccess

Click View intherow for the accesslevd for
which you want to view the Idoc Script that
the Need to Know component evaluates to
determineif auser has Read, Write, or
Delete access.

Click Test in the row for the access level for
which you want to test the Need to Know
security configuration. The NTK Test
Content Security page is displayed. You can
use this page to create and run atest of Idoc
Script for security configuration. For more
information refer to Test NTK Content
Security Page (page 3-27)
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Feature

Description

Disclosure Field option

Displays the custom metadata field that is
evaluated for the Idoc Script function
isDisclosureQuery. The disclosure field can
be used to create a content-specific query.
The default value is <none>.

Usethe Configuration Manager to create this
field, and make it amemo field type. For
more information refer to Chapter 2
(Installation and Configuration).

When the disclosure field exists, an Update
button is displayed next to the field where it
appears on the Content Check In Form page.
Click the button to access the Disclosure
Query Security Applet (refer to Disclosure
Query Security Applet (page 3-6)). The
applet helps you create queries based on the
user metadata.

Security Auth Groups option

Displays alist of security groups for which
Need to Know security is used. The groups
must be a subset of the Special AuthGroups
configuration variable. If no groups are
selected, all Specia AuthGroups are used.
The default value for Special AuthGroupsis
<All Specia Auth Groups>.

Use the Configuration Manager to specify a
Special AuthGroups value in the config.cfg
file. For more information refer to Chapter 2
(Installation and Configuration).
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Feature

Description

Debug option

Displays the status of the debugging
option.

Yes—Debugging information is written to a
log file for any security check that occursfor
a content item. Users with the administrator
role are not logged because they always
receive access to the content item.

No—Debugging information is not written
toalogfile.

Edit button

Displays the Content Security Configuration
Information page, where the content security
configuration can be changed.

Sear ch Results Configuration

I nformation

Hidden Fieldsfield

Click View to display alist of fieldsthat can
be hidden on the Search Results page.

Script field Click View to display the Idoc Script that
controls the presentation of the Search
Results page.

Edit button Displays the Search Results Configuration

Information page, where the search results
security configuration can be changed.

Hit Lit Roles Configuration Information

Query Rolefield

Displays the name of the query role, or
<none>. Thisroleis applied on the Search

query page.

Update Role field

Displays the name of the updaterole, or
<none>. Thisroleis applied on a content
check-in or update page.
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Feature

Description

Allow Hit List Rolefor
Anonymous Users field

Appliesthe hit list role for anonymous users.

No—The hit list role is not applied for
anonymous users. Thisis the default value.

Yes—Thehit list roleis applied for
anonymous USers.

Edit button

Displays the Hit List Roles Configuration
Information page, where the hit list roles
security configuration can be changed.

Content Security Configuration Information

Page

The Content Security Configuration Information page enables you to change security and
access configuration for Read, Write, Delete, and other options for the Need to Know
component. To access this page, click Edit in the Content Security Configuration
Information area of the NTK Configuration Information page.
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Content Security Configuration Information
NTE Configuraton Infarmation -- = Content Secunty Configuration Infarmation
Read Options
Lge Sacurily Mo =
Limit Accass Ma =
Seript
=
Write Options
Lise Sacurify Mo =
Limi Access Ma =
=
Seript
Delete Options
Uze Security Mo =
Limit Access Mo =
Script
Other Options
Digclosure Figld | =l
Security Auth Groups | W 20l fusth Groups
Debug Ma "'I
Update | Reset I
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Feature Description
Read Options
Use Security list Use security as specified in the Script field.

No—Do not use Need to Know content
security. Thisisthe default value.

Yes—Use Need to Know content security.

Limit Accesslist

Limit access permissions as specified in the
Script field.

No—Do not limit access permissions. Thisis
the default value.

Yes—Limit access permissions.

Script field

Enter IdocScript in thisfield to specify the
Need do Know security configuration for
Read permission.

Write Options

Use Security list

Use security as specified in the Script field.

No—Do not use Need to Know content
security. Thisisthe default value.

Yes—Use Need to Know content security.

Limit Accesslist

Limit access permissions as specified in the
Script field.

No—Do not limit access permissions. Thisis
the default value.

Yes—Limit access permissions.

Script field

Enter IdocScript in thisfield to specify the
Need to Know security configuration for
Write permission.

3-20
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Feature

Description

Delete Options

Use Security list

Use security as specified in the Script field.

No—Do not use Need to Know content
security. Thisisthe default value.

Yes—Use Need to Know content security.

Limit Accesslist

Limit access permissions as specified in the
Script field.

No—Do not limit access permissions. Thisis
the default value.

Yes—Limit access permissions.

Script field

Enter IdocScript in thisfield to specify the
Need to Know security configuration for
Delete permission

Other Options

Disclosure Field field

Select the name of adisclosurefield from the
list. Thisfield is used to configure security in
a content-specific query.

@ Note: If you create a metadata field
for content item-level queries using
the Configuration Manager, that

field will appear as an option in the list.

Security Auth Groups field

Enter the Specia AuthGroupsto be used in
content-specific queries. If you use the
General Configuration page to create a
specific security group for the Need to Know
component, you can specify the group here.
If you need to add a security group, you can
also edit the Additional Configuration
Variables Special AuthGroups value in the
config.cfg file.
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Feature

Description

All Auth Groups check box

Specifies that the Need to Know component
use all SpecialAuthGroups instead of a
specific group listed in the Security Auth
Groupsfield. This check box is selected by
default.

@ Note: Other products such as

Records Management can also use
the Specia AuthGroups variable. Be

careful to specify only the security groups

you want to use the Need to Know security
configuration.

Debug list

Select whether to use debugging to view
security checking for a content item.

Yes—Debugging information is written to a
log file for any security check that occursfor
a content item. Users with the administrator
role are not logged because they always
receive access to the content item.

When debugging is used, two additional
options arevisible: View and Clear. Click
View to view the log file of debugging
information. Click Clear to empty the log
file of information.

No—Debugging is not used and information
isnot written to alog file. Thisisthe default
value.

Update button

Updates the content security information to
use the new settings, restarts the Content
Server, and returns you to the NTK
Configuration Information page.

Reset button

Returns the Content Security configuration
settings to their last saved values.
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Search Results Configuration Information Page

The Search Results Configuration Information page enables you to customize the search
results that are returned from a search query. This does not affect what content items are
returned, just how the results are displayed. To access this page, click Edit in the Search
Results Configuration Information area of the NTK Configuration Information page.

Search Results Configuration Information

NTE Configuration Information -->= Search Results Configuration Information

Hidden Fields Available Fields

Standard -
Content [D
Content Twpe

o Add Title

Authar

Security Group

Score

Account

Felease Date

Expiration Date =

Script

Update | Reset |
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Feature Description

Hidden Fields box Displaysthelist of fields that are hidden from view
in acontent search query result. The values are set to
empty strings. These fields are hidden if the field
hideFieldsis set in the search results script.

Available Fieldsbox | Displaysthelist of fieldsthat areincluded in a
content search query result.

Add button Select afield name and click Add to move the field
from the Available Fields list to the Hidden Fields
list, making the field hidden in a content search
result.

Remove button Select afield name and click Remove to move the
field from the Hidden Fields list to the Available
Fields list, making the field visible in a content
search result.

Script field Enter Idoc Script in thisfield to control the
presentation of search results. The Idoc Script is
evaluated for each row in the search results. A
number of fields can be set to alter the presentation:

+ doclnfo:enabled—Set to O to disable the
content information link.

e doclnfo:link—Set to ater the content
information page link.

» docInfo:image small—Set to alter the small
image for the information link.

» doclnfo:image _large—Set to alter the large
image for the information link. (This setting is
not applicable for SCSversion 7.5.)

(continued in next row of table)
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Feature

Description

Script field
(continued)

(continued from previous row in table)

url:enabled—Set to O to disable the URL link.
url:link—Set to alter the URL link.

url:image—Set to alter the image for the URL
link.

revHistory:enabled—Set to O to disable the
revision history link. (This setting is not
applicable for SCSversion 7.5.)
revHistory:link—Set to alter the revision

history link. (This setting is not applicable for
SCSversion 7.5.)

checkout:enabled—Set to 0 to disable to
checkout link.

checkout:link—Set to ater the checkout link.
actions; enabled—Set to 0 to disable the actions
popup link.

checklnSimilar:enabled—Set to O to disable
the Check In Similar link.

email:enabled—Set to 0 to disable the email
link.

dynConv:enabled—Set to 0 to disable the
Dynamic Converter link.

Update button

Updates the configuration for search query results,
restarts the Content Server, and returns you to the
NTK Configuration Information page.

Reset button

Returns the Search Results configuration settings to
their last saved values.
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Hit List Roles Configuration Information Page

The Hit List Roles Configuration Information page enables you to configure hit list roles
for users. To access this page, click Edit in the Hit List Roles Configuration Information
area of the NTK Configuration Information page.

Hit List Roles Configuration Information

Cllery
pdate

Allow Hit List Role for
Anonymous Users

MTE Configuration Information --= Hit List Roles Configuration Information

Rale I

[

Fole |

IHD vI

Update

Feset |

[

Feature

Description

Query Rolefield

Select the hit list role to be applied as the
query role when the Search pageis used.
Security group roles with Read access are
displayed in the list of selections, including
any security group roles for which the user
aready has Read access.

Thisroleis separate from content security.
You could have a content item appear in
Search results configured for content
security, but the user would not be able to
view the Content Information page for that
item.
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Feature

Description

Update Role field

Select the hit list role to be applied as the
update role when the Update page is used.
Security group roles with Write access are
displayed in the list of selections, including
any security group roles for which the user
already has Write access. When the content
item is actually checked in or updated, this
roleis not applied.

Thisfield is probably most useful in
conjunction with content security. For
examples of using thisfield, refer to Chapter
4 (Security Customization Samples)

Allow Hit List Role for
Anonymous Users field

Appliesthe hit list roles for anonymous
users.

No—Do not apply the hit list roles for
anonymous users. Thisis the default value.

Yes—Apply the hit list roles for anonymous
users.

Update button Updatesthe hit list configuration, restartsthe
Content Server, and returns you to the NTK
Configuration Information page.

Reset button Returns the Hit List Roles configuration

settings to their last saved values.

Test NTK Content Security Page

The Test NTK Content Security page enables you to run atest security script for auser. To
access this page, click Test in the Script column for one of the access permission levels
displayed on the NTK Configuration Information page.
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Test NTK Content Security

NTE Configuration Information <= > Test NTK Conbent Security

Access Level  Read

B
Seript
H
User | [~ Set Attributes
Foles |
Accounts |
Confent 1D [
Test | Reset
Feature Description

Access Level field

Displaysthe access level for the permissions
level you select to test: Read, Write, or
Delete.

Script field Enter Idoc Script for the content security
configuration to be tested.
User field Enter the user ID for the test.

Set Attributes check box

Select the check box to automatically set the
user attributes to match the user’s existing
attributes.

Rolesfield

Enter the roles assigned to the user for the
test. Use thisfield if you are testing with
external users where attributes may not be
accessible.

Accounts

Enter the accounts assigned to the user for
the test. Use thisfield if you are testing with
external users where attributes may not be
accessible.
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Feature

Description

Content ID

Enter the content ID for the test.

Test button

Click Test to test the configuration specified
on the Test NTK Content Security page. The
Need to Know component test returns results
on whether the user has the specified access,
whether Need to Know security was used,
and if Need to Know security was not used
then the reason why.

Reset button

Returns the Test NTK Content Security
configuration settings to their last saved
values.
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SECURITY CUSTOMIZATION SAMPLES

OVERVIEW

This chapter contains samples of security model customization:
+«+ Content Security Samples (page 4-1)

¢ Search Results Samples (page 4-4)

+« Hit List Roles Samples (page 4-5)

CONTENT SECURITY SAMPLES

This section contains samples of content security customization:
+« Simple Idoc Script Function (page 4-2)

¢ Using stdSecurityCheck (page 4-2)

+« Using isStrintersect (page 4-2)

«» Using alStrintersect (page 4-3)

+« Using includeNTK ReadSecurityScript (page 4-3)
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Simple Idoc Script Function

This sample allows Read accessif the user Color custom field and the content Color
custom field match.

<$i f strEqual s(uCol or, xCol or) $>
<$i sNTKReadAccess=1%$>
<$endi f $>

Using stdSecurityCheck

Thissample alows Read accessif the user Color isBlue and the user has standard security
to the content.

<$i f stdSecurityCheck() and strEqual s(uCol or, "Bl ue")$>
<$i sNTKReadAccess=1%$>
<$endi f $>

Using isStrintersect

This sample returns true because 3 is amember of the first string.

<$if isStrintersect("1,2,3,4", "5,3")%$>
<$i sNTKReadAccess=1%$>
<$endi f $>

This sample returns false because neither 5 or 6 is a member of the first string.

<$if isStrintersect("1,2,3,4", "5,6")%>

<3$i sNTKReadAccess=1$>

<$endi f $>

This sample returns fal se because the second string is empty and the third parameter is not
specified.

<$if isStrintersect("1,2,3,4", "")$>

<3$i sNTKReadAccess=1$>

<$endi f $>

This sample returns true because the second string is empty and the third parameter is true.
<$if isStrintersect("1,2,3,4", "", 1)$>

<$i sNTKReadAccess=1%$>

<$endi f $>
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This sample returns false because the second string is empty and the third parameter is
false. Note that the third parameter can be a string (for example, "True" or "T") or a
number (for example, 1, 0).

<$if isStrintersect("1,2,3,4", "", 0)$>

<$i sNTKReadAccess=1$>
<$endi f $>

Using allStrintersect

This sample returns false because 5 is not a member of the first string.

<$if allStrintersect("1,2,3,4", "5,3")%>
<$i sNTKReadAccess=1%$>
<$endi f $>

This sample returns true because 3 and 4 are members of thefirst string.

<$if allStrintersect("1,2,3,4", "3,4")%>
<$i sNTKReadAccess=1%$>
<$endi f $>

The samplesin Using isStrlntersect (page 4-2) that use the third parameter would work the
same with all Strintersect.

Using includeNTKReadSecurityScript

Read script:

<$i f strEqual s(dDocType, "ADACCT")$>
<$i sNTKReadAccess=1$>
<$endi f $>

Write script:

<$i ncl udeNTKReadSecuri tyScri pt () $>

<$i f i sNTKReadAccess and strEqual s(uCol or, "Red")$>

<$i SNTKW i t eAccess=1$>

<$endi f $>

The user has Write access to the content item if they have read access (type is ADACCT)
and the user's Color is Red.
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SEARCH RESULTS SAMPLES

This section contains samples of search results customization:
+«+ Disabling Links (page 4-4)

%+ Changing Links (page 4-4)

+«+ Changing Images (page 4-4)

Disabling Links

This sample disablesthe URL and Content Information link if the user does not have Read
access to the content item. This could be used if you set the query role to show extra
content items in the search results, but don't want users to see links to them.

<$i f not securityCheck()$>

<$docl nf o: enabl ed=0$>

<$url : enabl ed=0%$>
<$endi f $>

Changing Links

This sample atersthe Content Information and URL link to another serviceif the Color of
the content is Red.

<$i f strEqual s(xCol or, "Red")$>

<$docl nfo: | ink=HttpCgi Path & "?I dcServi ce=GET_USER | NFO' $>
<$url:link="javascript:alert('Cannot view content."')"$>
<$endi f $>

Changing Images

This sample aters the Content Information link if the Color of the content item is Green.

<$i f strEqual s(xColor, "Geen")$>
<$docl nf o: i mage_smal | =Ht t pl magesRoot &
"stellent/tree_icons/historical.gif"$>
<$endi f $>
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HIT LIST ROLES SAMPLES

This section contains samples of hit list roles customization:
+«+ Using the Query Hit List Role (page 4-5)
+» Creating a Black Hole Check In (page 4-5)

Using the Query Hit List Role

If you set the Query role to be queryRole, and queryRole has Write access to the security
group NTKGroup, then NTK Group will appear in the security group option list. You could
then limit what content information appears by customizing the Search Results
configuration values.

Creating a Black Hole Check In

By using the Update role, you could create a scenario where a user could check in a
content item and then not be able to view or edit it. You would need to do the following:

1. Create arole called updateRole that has Read/Write access to the security group
NTKGroup.

2. Update the Write content security script so that if a meta change is occurring and the
security group is NTKGroup, allow access.

<$i f isMetaChange and strEqual s(dSecurityG oup, "NTKG oup")$>
<$i SNTKW i t eAccess=1$>
<$endi f $>
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THIRD PARTY LICENSES

OVERVIEW

This appendix includes a description of the Third Party Licensesfor all the third party
products included with this product.

+» Apache Software License (page A-1)

« W3C® Software Notice and License (page A-2)
% Zlib License (page A-4)

+«+ General BSD License (page A-5)

«» Genera MIT License (page A-5)

+«+ Unicode License (page A-6)

+» Miscellaneous Attributions (page A-7)

APACHE SOFTWARE LICENSE

* Copyright 1999-2004 The Apache Software Foundation.

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in conpliance with the License.
* You may obtain a copy of the License at

* http://wwv. apache. org/ i censes/ LI CENSE-2. 0
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*

*

Unl ess required by applicable law or agreed to in witing, software
distributed under the License is distributed on an "AS |S" BASI S,

* W THOUT WARRANTI ES OR CONDI TIONS OF ANY KIND, either express or inplied.
* See the License for the specific |anguage governing pernissions and

* [imtations under the License.

W3C® SOFTWARE NOTICE AND LICENSE

A-2

*

*

*

Copyright © 1994-2000 World Wde Wb Consortium
(Massachusetts Institute of Technology, Institut National de
Recherche en Informatique et en Automatique, Keio University).

Al Rights Reserved. http://wwmv. w3.org/ Consortiuni Legal/

This WBC work (including software, docunents, or other related itenms) is
bei ng provided by the copyright holders under the follow ng |icense. By
obtaining, using and/or copying this work, you (the Iicensee) agree that
you have read, understood, and will conply with the followi ng terms and

condi tions:

Permission to use, copy, nodify, and distribute this software and its
docunentation, with or without modification, for any purpose and without
fee or royalty is hereby granted, provided that you include the follow ng
on ALL copies of the software and docunentation or portions thereof,

including nodifications, that you make:

1. The full text of this NOTICE in a |ocation viewable to users of the

redistributed or derivative work.

2. Any pre-existing intellectual property disclainers, notices, or terns
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* and conditions. If none exist, a short notice of the following form
* (hypertext is preferred, text is pernmtted) should be used within the
* body of any redistributed or derivative code: "Copyright ©

* [ $dat e-of -sof tware] World Wde Web Consortium (Massachusetts

* Institute of Technology, Institut National de Recherche en

* Informatique et en Automatique, Keio University). Al Rights

* Reserved. http://wwv. w3. org/ ConsortiuniLegal /"

* 3. Notice of any changes or nodifications to the WBC files, including the
* date changes were made. (V& recommend you provide URIs to the |ocation

* from which the code is derived.)

* TH'S SOFTWARE AND DOCUMENTATION |'S PROVIDED "AS |S," AND COPYRI GHT HOLDERS
* MAKE NO REPRESENTATI ONS OR WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG BUT

* NOT LIMTED TO, WARRANTI ES OF MERCHANTABILITY OR FI TNESS FOR ANY PARTI CULAR
* PURPOSE OR THAT THE USE OF THE SCFTWARE OR DOCUMENTATI ON WLL NOT | NFRI NGE

* ANY THI RD PARTY PATENTS, COPYRI GHTS, TRADEMARKS OR OTHER RI GHTS.

* COPYRI GHT HOLDERS W LL NOT BE LI ABLE FOR ANY DI RECT, INDIRECT, SPECIAL OR
* CONSEQUENTI AL DAMAGES ARI SING QUT OF ANY USE OF THE SOFTWARE OR
* DOCUVENTATI ON.

* The name and trademarks of copyright holders may NOT be used in advertising
* or publicity pertaining to the software without specific, witten prior
* permission. Title to copyright in this software and any associated

* docunentation will at all times remain with copyright hol ders.
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ZLIB LICENSE

* zlib.h -- interface of the 'zlib' general purpose conpression library

version 1.2.3, July 18th, 2005

Copyright (C) 1995-2005 Jean-loup Gailly and Mark Adler
This software is provided 'as-is', wthout any express or inplied
warranty. In no event will the authors be held liable for any damages

arising fromthe use of this software.

Permission is granted to anyone to use this software for any purpose,
including comrercial applications, and to alter it and redistribute it

freely, subject to the follow ng restrictions

1. The origin of this software nust not be misrepresented; you nust not
claimthat you wote the original software. If you use this software
in a product, an acknow edgnent in the product docunentation would be
appreciated but is not required

2. Altered source versions nust be plainly marked as such, and nust not be
m srepresented as being the original software

3. This notice nmay not be renoved or altered fromany source distribution

Jean-loup Gailly jloup@zip.org

Mark Adler madl er @l umi . cal t ech. edu

A-4 Need to Know Component Administration Guide



Third Party Licenses

GENERAL BSD LICENSE

Copyright (c) 1998, Regents of the University of California

All rights reserved.

Redi stribution and use in source and binary forms, with or without nodification,
are permtted provided that the follow ng conditions are net;

"Redi stributions of source code must retain the above copyright notice, this
list of conditions and the follow ng disclainer.

"Redistributions in binary formnust reproduce the above copyright notice, this
list of conditions and the follow ng disclaimer in the docunentation and/or other
materials provided with the distribution.

"Nei ther the name of the <ORGANI ZATI ON> nor the nanes of its contributors may be
used to endorse or promote products derived fromthis software without specific
prior witten pernission.

TH' S SCFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS "AS |'S" AND ANY
EXPRESS CR | MPLI ED WARRANTI ES, | NCLUDING, BUT NOT LIMTED TO, THE | MPLI ED

WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED.
N NO EVENT SHALL THE CCPYR GHT OWNER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT,

| NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG BUT
NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOCDS OR SERVI CES; LOSS OF USE, DATA, OR
PROFI TS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY,
WHETHER | N OCONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE)
ARI'SING IN ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE
POSSIBILITY OF SUCH DAMAGE.

GENERAL MIT LICENSE

Copyright (c) 1998, Regents of the Massachusetts Institute of Technol ogy

Perm ssion is hereby granted, free of charge, to any person obtaining a copy of this
software and associ ated docunentation files (the "Software"), to deal in the
Software wi thout restriction, including without limitation the rights to use, copy,
modi fy, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permt persons to whomthe Software is furnished to do so, subject to the
fol | owi ng conditions:
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The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE 1S PROVIDED "AS I S", W THOUT WARRANTY OF ANY KIND, EXPRESS CR | MPLI ED,
[ NCLUDI NG BUT NOT LIM TED TO THE WARRANTI ES OF MERCHANTABI LI TY, FITNESS FCR A
PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. N NO EVENT SHALL THE AUTHORS CR COPYR! GHT
HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER LI ABI LI TY, WHETHER I N AN ACTI ON OF
CONTRACT, TORT OR OTHERW SE, ARI SING FROM QUT OF CR | N CONNECTI ON W TH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

UNICODE LICENSE

A-6

UNI CCDE, | NC. LI CENSE AGREEMENT - DATA FILES AND SOFTWARE

Uni code Data Files include all data files under the directories

http://www. uni code. org/ Public/, http://www. unicode.org/reports/, and
http://www. uni code. org/cldr/data/ . Unicode Software includes any source code
published in the Unicode Standard or under the directories

http://www. uni code. org/ Public/, http://waw uni code.org/reports/, and
http://www. uni code. org/cl dr/data/.

NOTI CE TO USER Carefully read the following | egal agreement. BY DOANLCADI NG

I NSTALLI NG COPYI NG OR OTHERW SE USI NG UNI CODE I NC.* S DATA FI LES ("DATA FILES"),
AND/ OR SOFTWARE (" SOFTWARE"'), YOU UNEQUI VOCALLY ACCEPT, AND AGREE TO BE BOUND BY,
ALL OF THE TERMS AND CONDI TIONS OF THI'S AGREEMENT. |F YOU DO NOT AGREE, DO NOT
DOMLQOAD, | NSTALL, COPY, DI STRIBUTE OR USE THE DATA FILES OR SOFTWARE.

COPYRI GHT AND PERM SSI ON NOTI CE

Copyright © 1991-2006 Unicode, Inc. Al rights reserved. Distributed under the
Terns of Use in http://wwmv. unicode. org/copyright.htn.

Perm ssion i s hereby granted, free of charge, to any person obtaining a copy of the
Uni code data files and any associated docunentation (the "Data Files") or Unicode
software and any associated documentation (the "Software") to deal in the Data
Files or Software without restriction, including without limtation the rights to
use, copy, nodify, merge, publish, distribute, and/or sell copies of the Data Files
or Software, and to pernit persons to whomthe Data Files or Software are furnished
to do so, provided that (a) the above copyright notice(s) and this perm ssion notice
appear with all copies of the Data Files or Software, (b) both the above copyright
notice(s) and this permssion notice appear in associated docunentation, and (c)
there is clear notice in each nodified Data File or in the Software as well as in
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the documentation associated with the Data File(s) or Software that the data or
sof tware has been nodifi ed.

THE DATA FI LES AND SOFTWARE ARE PROVIDED "AS IS", W THOUT WARRANTY OF ANY KIND,
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF MERCHANTABI LI TY,
FI TNESS FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT OF THI RD PARTY RIGHTS. IN NO
EVENT SHALL THE COPYRI GHT HOLDER OR HOLDERS | NCLUDED IN THI'S NOTI CE BE LI ABLE FOR
ANY CLAIM OR ANY SPECI AL | NDI RECT OR CONSEQUENTI AL DAMAGES, OR ANY DAMAGES
WHATSOCEVER RESULTI NG FROM LOSS OF USE, DATA OR PROFI TS, WHETHER I N AN ACTI ON OF
CONTRACT, NEGLI GENCE CR OTHER TCRTI QUS ACTI ON, ARI SING QUT OF OR I N CONNECTI ON W TH
THE USE OR PERFORMANCE CF THE DATA FI LES OR SOFTWARE.

Except as contained in this notice, the nane of a copyright hol der shall not be used
in advertising or otherwise to promote the sale, use or other dealings in these Data
Files or Software without prior witten authorization of the copyright hol der.

Uni code and t he Uni code | ogo are trademarks
of Unicode, Inc., and may be registered in sone jurisdictions. All other tradenarks
and registered trademarks nentioned herein are the property of their respective
owner s

MISCELLANEOUS ATTRIBUTIONS

Adobe, Acrobat, and the Acrobat Logo are registered trademarks of Adobe Systens
I ncor por at ed.

FAST Instreamis a trademark of Fast Search and Transfer ASA

HP-UX is a registered trademark of Hewl ett-Packard Conpany.

IBM Informix, and DB2 are registered trademarks of |BM Corporation.

Jaws PDF Library is a registered trademark of dobal Gaphics Software Ltd.

Kofax is a registered trademark, and Ascent and Ascent Capture are trademarks of
Kof ax | mage Products.

Linux is a registered trademark of Linus Torval ds.
Mac is a registered trademark, and Safari is a trademark of Apple Computer, Inc.

Mcrosoft, Wndows, and Internet Explorer are registered trademarks of M crosoft
Cor porati on.

MSIDis property of LizardTech, Inc. It is protected by U S. Patent No. 5,710, 835.
Forei gn Patents Pending.

Oracle is a registered trademark of Oracle Corporation.

Portions Copyright © 1994-1997 LEAD Technol ogies, Inc. Al rights reserved.
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Portions Copyright © 1990-1998 Handmade Software, Inc. Al rights reserved.
Portions Copyright © 1988, 1997 Al addin Enterprises. All rights reserved.
Portions Copyright © 1997 Soft Horizons. All rights reserved.

Portions Copyright © 1995-1999 LizardTech, Inc. Al rights reserved.

Red Hat is a registered trademark of Red Hat, Inc.

Sunis aregistered trademark, and Sun ONE, Solaris, iPlanet and Java are tradenmarks
of Sun M crosystens, Inc.

Sybase is a registered trademark of Sybase, Inc.
UN X is aregistered trademark of The Qpen G oup.

Verity is a registered trademark of Autonony Corporation plc
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using includeNTKReadSecurityScript, 4-3 installation
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procedure, 3-11
using Disclosure Query Security applet, 3-6
using DocDisclosureQuery field, 3-9
Disclosure Query Security applet, 3-6 N
DocDisclosureQuery field, 3-9
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features, 1-2
F overview, 1-1
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filters , security implementation, 1-3
checkMetaC?hangeSecunty, 3-6 NTK Configuration Page, 3-13
postDetermineWhereClause, 3-6 NTK. See Need to Know
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