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INTRODUCTION

OVERVIEW

This section covers the following topics:
+* About This Guide (page 1-2)

+ What’s New (page 1-3)

% Documentation and Help (page 1-4)

This guide provides instructions to set up and administer the Records Manager DoD
Edition software on the content server. The information contained in this document is
subject to change as the product technology evolves and as hardware, operating systems,
and third-party software are created and modified.

The main interface screens used to manage the product is discussed in Chapter 3 (Interface
Overview). The core processing performed by records administrators during the use and
maintenance phases of the records life cycle, such as screening and cycling records and
content, is covered in the following sections:

Q Chapter 4 (Screening and Updating)

U Chapter 5 (Working With Records Folders)

Q Chapter 6 (Working With Content and Records)
a

Chapter 9 (Processing Retention Assignments)
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ABOUT THIS GUIDE

1-2

@ Note: This system administration guide assumes you are using the Trays layout.

This guide provides instructions to set up and administer the Records Manager DoD
Edition application on the content server. The information contained in this document is
subject to change as the product technology evolves and as hardware, operating systems,
and third-party software are created and modified.

Symbols

The following symbols are used throughout this document:

Symbol

Description

@

Note: Brings special attention to information.

Tech Tip: Identifies information that can be used to make your tasks easier.

Important: Identifies a required step or required information.

<=2
@
X

Caution: Identifies information that might cause loss of data or serious
system problems.

D

Permissions: Indicates what specific permissions are needed to perform
tasks.

Conventions

The following conventions are used throughout this document:

¢+ The notation <CS' Install Dir> is used to refer to the location on your system where a

specific instance of Universal Content Management is installed.

L)

» Forward slashes (/) are used to separate parts of an Internet address. For example,

http://www.microsoft.com/windows2000/. A forward slash might or might not appear
at the end of an Internet address. Forward slashes (/) are also used to separate the
directory levels in a path name whether on a UNIX or a Windows system. A forward
slash always appears after the end of a directory name.

Records Manager DoD Edition System Maintenance Guide
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Paths to access operating system screens use the following formatting structure:
Start—Settings—Control Panel

Required user input is distinguished using the following font formatting:

XyzZ_name

Audience

This guide provides instructions to configure and administer the DoD Edition product on

Content Server. The guide is intended mainly for records administrators, records

managers, and privileged users responsible for processing records and managing retention

policies.

WHAT’S NEwW

Several interface changes have been made from Version 7.1.4:

Retention tasks to be processed are now available on pull-down menus instead of from
the Trays menu.

Advanced screening is no longer available. That functionality has been merged into
the regular screening functionality.

Dormant global triggers as a trigger type are no longer selectable as an option. You
can create dormant global triggers by simply not adding an activiation date when you
create the trigger.

The Configure Retention Components page is no longer used to configure aspects of
the retention schedule (triggers, dispositions, and so on). All functionality of that type
is now available by using pull-down menus which are available throughout the
product.

You can now edit pre-defined link (related content) types. By default the main links
with new content item revisions is checked. This can be changed so linking is not
revision independent.

INSTALLATION NOTES

Case-insensitive searches are not peformed by default when using the DoD Edition

product for database searches (for example, in screening, audits, reviews or disposition

Records Manager DoD Edition System Maintenance Guide 1-3
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listings). If you want to perform case-insensitive searches, the databased used must be
configured to do so.

Indexing fails for PDF files generated with Inbound Refinery versions prior to 7.6.1 and
PDF Converter prior to version 7.6.1.

DOCUMENTATION AND HELP

1-4

This section covers the following topics:
+ Documentation (page 1-4)

« Tooltips (page 1-5)

% Quick Help (page 1-5)

K/

< Help Menu (page 1-5)

Documentation

The following Records Manager DoD Edition documentation is available:

7

% Records Manager DoD Edition Installation Guide

This document provides information about installing the DoD Edition software on the
content server. It is provided as a PDF file on the DoD Edition software distribution
media.

% Records Manager DoD Edition System Setup Guide

This document provides information about setting up and administering the DoD
Edition application on the content server. It is provided as a PDF file and HTML help
system, both of which can be accessed from the DoD Edition user interface. The PDF
file is also available on the DoD Edition software distribution media.

¢ Records Manager DoD Edition System Maintenance Guide (this guide)

This document provides information about administering the DoD Edition application
on the content server. It is provided as a PDF file and HTML help system, both of
which can be accessed from the DoD Edition user interface. The PDF file is also
available on the DoD Edition software distribution media.

% Records Manager DoD Edition User Guide
This document provides information about using the DoD Edition application on the
content server. It is provided as a PDF file and HTML help system, both of which can
be accessed from the DoD Edition user interface. The PDF file is also available on the
DoD Edition software distribution media.

Records Manager DoD Edition System Maintenance Guide
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In addition to these guides, you can also access information about the product with
context-sensitive tooltips, quick help, and help menu.

Tooltips

If you hover the mouse cursor over a field label in your web browser, you can get context-
sensitive information on the field label. A question mark is displayed, and then the tooltip
appears.

Figure 1-1  Field label tooltip

:|S|JDSII|;[%I?LIIHDH['-; [br-246
| Reference to legal authorization fior disposition or archiving |

If you are using Netscape or Mozilla as your web browser, you can view tooltips for items
in options lists as well, provided the list items are not custom entries.

Figure 1-2  Option list item tooltip (only supported by Netscape and Mozilla browsers)

Dispasition
Action = =
CRSFON
Diestination Archive
Location
Apply to Cutof
Fecords Folder  Destroy |Cbseﬁecn:r:ls Folder 1o further ﬁqu|
Hold
hMaonve
Transter | Rezet I Quick Help I

Quick Help

Click the Quick Help button where available on pages and screens to view

context-sensitive help for that page or screen.

Help Menu

You can click the main menu Help link to open the online HTML help system for
Universal Content Management, which includes the DoD Edition help files. If you are
logged in with user privileges, you will only see the end-user help system. If you are
logged in as an administrator, you will see the full administrator help system (including
the user documentation).

Records Manager DoD Edition System Maintenance Guide 1-5
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INTRODUCTION TO RECORDS
MANAGEMENT

OVERVIEW

This section covers the following topics:

«» Management of Records and Other Retained Items (page 2-1)
+ About DoD Edition (page 2-8)

« Basic Retention Management Concepts (page 2-9)

«+ DoD Edition and Content Server (page 2-12)

«+ Basic Processes (page 2-13)

MANAGEMENT OF RECORDS AND OTHER RETAINED
ITEMS

DoD Edition effectively manages both record and non-record content items on a retention
schedule. The focus of Records Management tends to be the preservation of records for
historical or archival purposes while also performing retention management functions.
The focus of retention management of non-record content items tends to be the scheduled
elimination of content in which the costs of retaining content outweighs the value of
keeping it.

This section covers the following topics:
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0.0

Needs for Records Management (page 2-2)

7
0’0

What Do I Retain? (page 2-3)

7
0.0

Lifecycle for Records (page 2-6)

>

» Types of Retained Content (page 2-7)

)

Needs for Records Management

There are various reasons why organizations may need records management:
¢ Regulatory Needs (page 2-2)

+ Litigation Needs (page 2-2)

+¢+ Business Needs (page 2-3)

Regulatory Needs

Many organizations are subject to regulations that require the retention of information for
a specified period of time:

¢ Sarbanes Oxley:
* Applies to all publicly traded corporations or companies that may become public

* Audit-related working papers, communications, and correspondence must be
retained for five years after the audit

+ Government organizations—DoD 5015.2, General Records Schedule
«» Pharmaceutical/healthcare industry—HIPAA, FDA regulations

+¢ Financial services—SEC Rule 17a

«» Telecommunications industry—47 CFR 42, etc.

Records management enables organizations to comply with the retention requirements of
these regulations.

Litigation Needs

There may be litigation-related needs for effective and efficient records management:

7

«+ Policy-based retention of records:

* Retain information that you may need for litigation (for example, a contract and
any communication relating to it).
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* Centralized searching and retrieval of that information

% Systematic disposition of eligible records or non-record content:
*  Less material to search through during discovery
* Less material to give to opposing counsel
¢ Suspend/freeze disposition of records or non-record content items relating to pending
litigation:
*  Avoid appearance of cover-up and possible liability when records or non-record
content items relating to pending litigation are destroyed.

Business Needs

There may be business-related needs for effective and efficient records management:

/7

« “Islands of content” problem. Content items that are:
* Generated across the organization

*  Created in a variety of forms—for example, e-mail, office application documents,
sheets of paper, CDs, DVDs, microfiche, recordings of corporate events and
conference calls, etc.

e Stored in an ad-hoc fashion in a variety of locations—for example, employee
desks, employee computers, corporate servers, central file storage, offsite storage.
¢ There is a need to:

e Provide a uniform infrastructure for retrieving and sharing the content across the
organization.

* Ensure that content items are retained over the period of time that they are useful

to the business.

DoD Edition manages all records and non-record content items, regardless of their source,
in a single, consistent, manageable infrastructure.

What Do | Retain?

Both record and non-record content items for retention are any form of information, both
physical and electronic that is important enough for an organization that it must be
retained for a specific period and may be disposed of when it is no longer needed.

« DoD 5015 record: As defined above with the stipulation that it is also made or
received by an agency of the United States Government. The U.S. Government
defines records as follows:
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“Records include all books, papers, maps, photographs, machine-readable materials,
or other documentary materials, regardless of physical form or characteristics, made
or received by an Agency of the United States Government under Federal law or in
connection with the transaction of public business and preserved or appropriate for
preservation by that agency or its legitimate successor as evidence of the organization,
functions, policies, decisions, procedures, operations, or other activities of the
Government or because of the informational value in them.”

¢ Business record: As defined above with the stipulation that it is used in the transaction
of public business.

+ Non-record content items: As defined above with no additional governmental or
public business criteria. However, it can be revisioned, retained (but not necessarily
with a minimum retention period), and can be on a disposition schedule.

Your organization may choose to manage non-record content with DoD Edition to
eliminate outdated and misleading information, track documents related to legal
proceedings, and manage storage resources. Basically, managing non-records content
provides a much simpler deployment of DoD Edition for organizations that do not
need a full compliance with DoD5015.

See the following sections for more information:

7

« Importance of Content (page 2-5)
% Retention (page 2-6)
++ Disposal (page 2-6)

How do Records and Non-Record Content Differ?

There are a number of basic differences between records and non-record content retention
qualities:

+» Purpose: Records are essentially historical artifacts, whereas non-record content
items for retention are generally live, active documents that can be revisioned.

¢ Benefits: Benefits of managing records is compliance with regulations and corporate
retention policies. Benefits of managing non-record content items is reduced risk and
cost of discovery for litigation, reduced costs associated with storage, elimination of
clutter to promote user efficiency, and dissemination of only current information to
improve communication.

<+ Ability to Revision: Records cannot be changed once checked in, which means they
cannot be revisioned after they become records. Non-record content items can be
checked out, modified, and checked back in to create multiple revisions.
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< Actions Available after Cutoff:

* Records can have their metadata edited until they are cut off (when the record
status changes and it goes to disposition). Non-record content can have their
metadata edited after cutoff.

¢ Records that are cut off or frozen cannot be deleted. Non-record content that is cut
off can be deleted.

R/

«» Disposition: Records have disposition schedules assigned by their location in the
Retention Schedule. This defines how they should be retained and disposed of,
whereas non-record content items generally have disposition schedules (life cycles)
assigned by item upon check in.

@ Note: DoD Edition supports disposition schedules for non-record content items, which
means it can manage retention and disposal of non-record content. This enables you to
schedule lifecycles for content to eliminate outdated or superseded information, manage
storage resources, or handle legal procedures.

+ Filing: Records can be filed into folders, and non-records can be filed only into
categories set up for non-record content. Therefore, documentation about folders and
interactions with folders are intended for record-centric content only.

« Functionality Specific to Records Only:
* Classification/Supplemental Markings
*  Permanence

¢ Record Folders

« Functionality Available to Content outside of Retention Schedule:
* Freeze
* Link

*  Subject to Review

Importance of Content
Retained information can be important for a variety of reasons:

+ The information may be required for the day-to-day operations of the organization and
needs to be kept for historical, tracking, or audit purposes (for example, receipts, order
histories, completed forms, personnel files, corporate announcements).

¢ The information may be necessary to the success or survival of the organization (for
example, software source code, contracts, financial data).
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« There may be internal policies or external regulations that require the information to
be retained (for example, transaction documents, financial statements, lease
agreements).

+ The data may be important in preparation for possible litigation or discovery.

Retention

The information may need to be retained for different periods of time, depending on the
type of content, its use within the organization, and the need to comply with external laws
or regulations.

+ The retention may be time-based (for example, five years from the record filing date).
+¢ The retention period may be event-based (for example, an employee termination).

¢ The retention period may be both time-based and event-based (for example, two years
after employee termination).

¢ The retention may be based on revision (for non-record content items).

Disposal

After a retention period, records and non-record content items are disposed of by
authorized people according to the requirements of the organization. Disposition actions
include:

+¢ Destroy (physical or electronic), possibly after a certain period of retention.

+»+ Store within the organization (physical or electronic).

« Transfer to an external storage facility (physical or electronic).

* Some records are deemed so important that they will never be destroyed (for example,
due to their historical significance). Their “disposal” simply means that their status
changes from active use or immediate relevance to historical preservation.

Lifecycle for Records

The lifecycle of a record goes through a number of stages.

Records Manager DoD Edition System Maintenance Guide



Introduction to Records Management

Figure 2-1 Record life cycle

Time
| Record | In Disposition
Filing Date Cutoff Destruction?
{marked as record)

The filing date of a record is the date that a content item becomes a record. This often
coincides with the check-in date because most records are checked into the content server
as records. However, it is possible for an active content item that is already checked in to
be marked as a record.

The cutoff of a record or non-record content item is the moment that the status of the item
changes and the item goes into disposition. An item may be cut off after a specific period
of time, at a specific event, or after a period of time after an event.

Types of Retained Content

Retained content can be divided into categories depending on the perspective:

0

« Internal and External Retained Content (page 2-7)

¢ Classified, Unclassified, Declassified Records (page 2-8)

7

< Non-Permanent, Permanent, Retained Content (page 2-8)

Internal and External Retained Content

An internal retained content item is an electronic item stored within Content Server and
managed by DoD Edition. An external retained content item can be in a variety of
formats, both physical or electronic. If the source file is not specifically stored in Content
Server, then it is considered external. DoD Edition can then be used to manage the
disposition schedule, search metadata associated with the external file, and even manage
an electronic rendition of an external file. An electronic rendition can either be checked in
as a primary file of an external record, or be filed as a separate file, and then linked to the
external file metadata.
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ABOUT

Classified, Unclassified, Declassified Records
Records (not non-record content) can be classified, unclassified, or declassified.

Classified records are records that require protection against unauthorized disclosure (for
example, because they contain information sensitive to the national security of the United
States). Unclassified records are records that are not and have never been classified.
Declassified records are records that were formerly classified, but whose classified status
has been lifted.

A classification specifies the security level of a classified record. A classification guide
provides default classification values for record check-in pages.

Note: DoD Edition has been certified by the Joint Interoperability Test Command (JITC)
to comply with the DoD 5015.2 standard (including Chapter 4). A copy of the standard is
available on the official web site of the Department of Defense, Washington Headquarters
Services, Directives and Records Division at http://www.dtic.mil/whs/directives/.

Important: Executive Order 12958: Classified National Security Information describes in
detail the system for classifying, safeguarding, and declassifying national security
information. This guide assumes you are familiar with proper classification protocols.

Non-Permanent, Permanent, Retained Content

For disposition purposes, records and non-record content items are categorized into non-
permanent, permanent, and subject to review. Most records and non-record content items
fall into the non-permanent category. Non-permanent items are usually destroyed after a
retention period. Permanent records are deemed important for continued preservation and
are retained indefinitely (for example, because of their historical significance).
Permanency does not apply to non-record content.

Records and non-records content items can be scheduled for periodic reviews. This can be
used for DoD Vital Review of records.

DoD EDITION

2-8

DoD Edition enables you to manage records and non-record content items—regardless of
their source or format—in a single, consistent, manageable infrastructure. Records and
non-record content items managed by DoD Edition are assigned retention schedules and
disposition rules. This enables you to schedule lifecycles for content to eliminate outdated
or superseded information, manage storage resources, or comply with legal audit holds.
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The items and their associated metadata are stored in retention schedules, which are
hierarchies with categories that define disposition instructions for records and non-record
content. Access to the items is controlled by rights assigned to users by a records
administrator. The items can be accessed, reviewed, retained, or destroyed in an easy and
efficient manner, by authorized people according to the requirements of your organization.

DoD Edition is compliant with the DoD 5015.2 standard (including Chapter 4), and
certified by the Joint Interoperability Test Command (JITC). A copy of the standard is
available on the official website of the Department of Defense, Washington Headquarters
Services, Directives and Records Division at http://www.dtic.mil/whs/directives/.

In addition to records, DoD Edition can also manage disposition schedules of non-record
content in the content server. This enables you to schedule lifecycles for content to
eliminate outdated or superseded information, manage storage resources, or comply with
legal audit holds.

BASIC RETENTION MANAGEMENT CONCEPTS

The following concepts are important in the context of DoD Edition:
+ Retention Schedules (page 2-10)
¢ Series (page 2-10)

« Retention Category (page 2-10)

% Records Folder (page 2-11)

« Disposition (page 2-11)

¢ Disposition Instruction (page 2-11)
+» Period (page 2-11)

s Trigger (page 2-11)

+« Content Item Link (page 2-11)

+» Classification (page 2-12)

+ Classification Guide (page 2-12)
¢ Supplemental Marking (page 2-12)
% Freeze (page 2-12)
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Retention Schedules

The retention schedule is an organized hierarchy of series, categories, and folders, which
enables you to cluster records and non-record content into similar groups, each with its
own retention and disposition characteristics (see the figure below).

Figure 2-2  Retention Schedule
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Series

A series is an organizational construct in the retention schedule which enables you to
organize categories into functional groups. This is especially useful if you have a
multitude of categories. Series cannot contain records or non-record content items. A
series can be nested, which means a series may contain other series.

Retention Category

A retention category is a set of security settings and disposition instructions in the
retention schedule hierarchy, below a series. This enables you to organize records folders,
records, and non-record content into groups with the same retention and disposition
characteristics. A retention category may contain one or more records folders, records, or
non-record content items, which then typically follow the security settings and disposition
rules associated with that retention category. Retention categories cannot be nested, which
means a retention category cannot contain other retention categories.
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Records Folder

A records folder is a collection of similar records in the retention schedule. This enables
records to be organized into groups. A records folder typically follows the security settings
and disposition rules associated with its assigned retention category. Records folders can
be nested, which means a records folder may contain other records folders. Records
folders cannot contain non-record content.

Disposition

Disposition is the collective set of actions taken on records or non-record content items,
usually for items that are no longer required. Disposition actions include wait times and
activities such as transfer to external storage facilities, the destruction of temporary
records or non-record content items, and the replacement of records or non-record content
that is subject to review with updated information.

Disposition Instruction

A disposition instruction is created within a retention category, and typically consists of
one or more disposition rules, which define how records or non-record content items are
handled and what actions should be taken on them (for example, when and how they
should be disposed of).

Period

A period is the segment of time that must pass before a review or disposition action can be
performed. DoD Edition comes with a number of built-in periods (for example, “one
year”), but you can create custom periods to meet your unique business needs.

Trigger

A trigger is an event that needs to take place before a disposition instruction is processed.
Triggers are associated with disposition rules for retention categories. Examples of
triggering events include changes in status, completed processing of a preceding
disposition action, and retention period cutoff.

Content Item Link

A record or non-record content item link is a defined relationship between records or non-
record content items. This may be useful when items are related and need to be processed
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together. Links are available for content items that are stored both in and out of the
retention schedule.

Classification

A classification specifies the security level of a classified record. It is used in the process
of identifying and safeguarding records that contain sensitive information. Typical
classification levels are “Top Secret,”, “Secret,” and “Confidential,” and “Unclassified.”
Classification is not available for non-record content items.

Classification Guide

A classification guide is a mechanism used to define default values for a number of
classification-related metadata fields on the content check-in pages for records (not non-
record content). This enables convenient implementation of multiple classification
schemes in DoD Edition.

Supplemental Marking

Supplemental markings are extra attributes associated with a record (not non-record
content). They can be used to clarify document handling in addition to standard document
classifications, and also as a security feature to further restrict users from accessing
records folders and records. Supplemental markings can be set at both the records folder
and record level.

Freeze

Freezing a records folder, record, or non-record content item inhibits disposition
processing for that item or the records in that folder. Frozen records or non-record content
items cannot be altered in any way nor can they be deleted or destroyed. This may be
necessary in order to comply with legal or audit requirements (for example, as a result of
litigation). Freezing is available for records and non-record content items that are stored
both in and out of the retention schedule.

DoD EDITION AND CONTENT SERVER

DoD Edition supports the following Content Server layouts and search templates (which
users can set in their user profile):

7

« Supported layouts:
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* Trays

*  Top Menus

Supported search templates:
* Headline View

*  Thumbnail View

* My Headline View

Note: The DoD Edition application does not support the Classic layout or the Classic
View search template. This guide assumes you are using the Trays layout.

BASIC PROCESSES

The following steps outline the basic workflow of records and non-record content within
DoD Edition:

L.

The retention schedule and any required components (such as triggers, periods,
classifications, and custom security or metadata fields) are created.

Records and non-record content items are filed into the retention schedule by users.
The filed items assume the disposition schedules of their assigned category.

Disposition rules are processed by DoD Edition in accordance with the defined
disposition schedules, which usually have a retention period. The processing is
activated by either a system-derived trigger or custom trigger. The trigger could affect
one or more records or non-record content items simultaneously.

Whenever a disposition event is due for action as activated by a trigger, an e-mail
notification is sent to the person responsible for processing the events. The same is
true for review. The pending events and reviews are displayed in the pages accessed
from the My Retention Assignments links within the DoD Edition user interface.

The records administrator or privileged user performs the review process. This is a
manual process.

The records administrator processes the disposition actions in the pending events
pages. This is a manual process.

Many disposition schedules are time-based according to a predictable schedule.
Typically, records are filed and then destroyed a certain number of years later. The system

keeps track of when the affected records or non-record content items are due for action.

Notification e-mail is sent, and the records folders, records, and non-record content items

are routed to the My Retention Assignments area of DoD Edition.
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The person responsible for the pending events and reviews then processes the record
folders, records, or non-record content items accordingly. The particular disposition
actions due are indicated for the record folders, records, or non-record content items.
Available menu actions are context-sensitive according to the state of the item. For
example, a records folder due for its final disposition step of destruction would have the
Destroy commands available, but not the Archive commands.

In contrast, time-event and event-based dispositions must be triggered with a non-
system-derived trigger; that is, a trigger that was defined for a particular scenario.

When a pending legal case starts litigation, the records administrator must enable the
custom trigger and set its activation date since the start date information is external to the
DoD Edition logic. Custom triggers enable you to define event and time-event based
disposition actions based on the occurrence of a particular event.
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OVERVIEW

This chapter describes common interface elements in DoD Edition that are used
throughout the product.

When DoD Edition is installed, a link to the Configure Records Management Page

(page 3-1) is added to the Administration tray in the left navigation area of the Tray
layout. Administrative users will see all options on that page. Other users (for example,
those assigned privileged roles) may see a much smaller subset of the administrator menu,
depending on their assigned rights.

This chapter discusses the following topics:
+ Configure Records Management Page (page 3-1)
¢ Individual Action Menus (page 3-3)

7

«» Content Server Menus (page 3-4)

CONFIGURE RECORDS MANAGEMENT PAGE

Use this page to set most of the configuration options for your system. To access this page,
select Configure Records Management from the Administration tray.

Permissions: The Admin.RecordManager right is required to use this page. This right is
assigned by default to the ‘rmaadmin’ role.
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Figure 3-3  Configure Records Management page
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The Configure Records Management Page (page 3-1) contains the following elements:

+ Top Page Menu: This menu contains the following options:

Configure: This option is used to perform a number of configuration tasks,
including defining triggers, periods, supplemental markings, security
classifications, freezes, dispositions, custom security fields (if enabled), custom
metadata, and related content types. Other users may be able to perform a subset
of these tasks, depending on their assigned rights.

Screening: This option is used to perform a variety of screening operations,
including screening by retention category, screening by records folder, screen by

content,and other screening options. See Chapter 4 (Screening and Updating) for
details.

Update: This option is used to generate updates to internal content, records
folders, and retention categories. With this option you can quickly change
multiple values, either immediately or on a scheduled basis. See Updating
Information (page 4-34) for details.
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Tasks: This option is used to perform disposition actions, freezes, import and
export files, and create reports. See Chapter 8 (Scheduled Tasks) for details.

Reports: This option is used to generate a variety of reports, including users,
users and their roles, aliases, and a combination of users and aliases. See Chapter
11 (Generating User and Group Reports) for details.

Audit: This option lets administrative users specify what actions on content and
records objects should be recorded in the audit trail and what should be used in
audit trails. See Chapter 10 (Working With Audit Trails) for details.

Batch: These options allow administrative users to run scheduled batch services
immediately, rather than wait for the scheduled time. Options are used to run all
batch services, process notifications, or process actions and reviews.

* Main body: This portion of the page is used to configure a number of system

preferences, including security options, fiscal calendar start date, e-mail notifications

of pending reviews, and user-friendly captions for disposition instructions and

screening queries. See the Records Manager DoD Edition System Setup Guide for

details about the options on the main page body.

INDIVIDUAL ACTION MENUS

When using this product, individual pulldown Action menus are available for many items.

Figure 3-

4  Actions menu
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The options on this menu vary depending on the type of item used (content, retention

category, and so on). In this documentation, a designation such as Information—Recent
Reviews indicates you should select the Information option from the Actions menu,
followed by selecting the Recent Reviews suboption.

The following list summarizes the most commonly seen menu options:

+« Information: displays a submenu that allows you to access information pages for
folders, life cycle of the item, recent reviews, metadata history, and retention schedule

reports.
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< Edit: provides quick links to edit pages for folders or reviews, as well as options to
move, close, freeze, or unfreeze an item.

« Trigger Dates: provides quick links to actions associated with dates, such as marking
items for review, cancelling, rescinding, and expiring items.

< Delete: provides options to delete the item or perform a recursive delete (delete tree).

¢ Create: provides options to create items appropriate to the location in the hierarchy.
For example, if this is the action menu for a retention category, Create suboptions
include Series and Retention Category.

Clicking the Info icon ( @ ) displays the Information page for the item. The Action menu
options described previously are then available on the Page menu on the item’s
information page.

CONTENT SERVER MENUS

When you install Records Manager DoD Edition the Search and Checkin menus for
Content Server are changed due to default profile pages.

Figure 3-5  Additional Menu Options
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These menu options can be used to help you quickly narrow down your searches and
choose the type of checkin to perform. Note that the Screening option on the Search menu
is dependent on security rights assigned to the user.

When viewing search results, a query menu is added to the search results page.

Figure 3-6  Query Menu on Search Results
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The options on this menu let you narrow your search by selecting new fields from those
already selected, or to save the search under a file name for use later. See the Content
Server User Guide for more details about searching and saving query results.

You can change profiles and further refine options by using the Configure—Profile—
Profile <type> option on the Configure Records Management Page (page 3-1).
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OVERVIEW

Screening is an enhanced search capability that enables you to specify disposition
information as your search criteria. This chapter discusses screening activities. It covers
the following topics:

Concepts

% About Screening (page 4-2)
¢+ Updating Information (page 4-34)

Tasks

« Enabling or Disabling User-Friendly Captions (page 4-3)
+¢ Performing Screenings (page 4-3)

« Scheduling a Screening Report (page 4-4)

¢ Setting Default Metadata For Reports (page 4-5)

Examples

+¢ Screening for Permanent Categories (page 4-6)

% Screening by Disposition Authority (page 4-6)

¢ Screening for Categories With No Disposition (page 4-6)

« Screening Content and Records Due for an Event (page 4-7)

Records Manager DoD Edition System Maintenance Guide 4-1



Screening and Updating

Interface

¢+ Screen for <topic> Page (page 4-7)

¢ Schedule Screening Report Page (page 4-29)

« Default Metadata for Checked-In Screening Reports Page (page 4-30)
% Screening Results Page (page 4-33)

« Define Query Page (page 4-36)

% Query Schedule Section (page 4-36)

¢ Scheduled Update Screen (page 4-37)

ABOUT SCREENING

4-2

In addition to search-like functionality, screening also enables you to isolate retention
categories, records folders, records, and content by their attributes. Screening allows you
to see what has happened or what could happen within a retention schedule. You can
screen at increasingly finer granularity within the retention schedule object levels. Within
all levels, you can screen by disposition information.

Important: Screening differs from searching in that searching returns a/l records and non-
record content items that meet the search criteria, whereas screening returns items that are
not completed for disposition actions.

Permissions: The Admin.Screening right is required to perform screening actions. This
right is assigned by default to the ‘rmaadmin’ role.

Screening reports can be created as soon as they are called or they can be scheduled to be
generated at a later time. This is especially useful for screening reports that affect large
sets of content or records. Creating the screening report immediately might put a heavy
load on the system, which could diminish its responsiveness and/or result in browser time-
outs for end-users. To avoid this, you can schedule screening reports to be performed at
midnight, which is an off-peak time in most environments.

You can perform many screening functions from the Search menu in Content Server. After
DoD Edition is installed, an additional Screening menu is available on the Search
dropdown menu. The same screening activities described in this chapter can be performed
using that functionality.
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MANAGING SCREENING

©

The following tasks are used when managing screening:

*

» Enabling or Disabling User-Friendly Captions (page 4-3)
» Performing Screenings (page 4-3)

*,

7
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Scheduling a Screening Report (page 4-4)
+¢  Setting Default Metadata For Reports (page 4-5)

Enabling or Disabling User-Friendly Captions

You can enable and disable user-friendly captions at any time. This setting also affects the
captions in disposition instructions.

Permissions: The Admin.RecordManager right is required to perform this action. This
right is assigned by default to the ‘rmaadmin’ role.

1. Select Configure Records Management from the Administration tray.
The Configure Records Management Page (page 3-1) is displayed.
2. Select the User-friendly disposition check box.

3. Click Submit Update. A message is displayed saying that configuration was
successful.

4. Click OK.

To disable user-friendly captions, clear the User-friendly disposition check box.

Performing Screenings

This section describes a general procedure to perform screenings. You can search retention
categories, records folders, and content by disposition, disposition event criteria, records
folder and/or retention category criteria. You can click Search without entering any
criteria, and all items are returned in your results.

Permissions: The Admin.Screening right is required to perform screenings. This right is
assigned by default to the ‘rmaadmin’ role.

To perform a screening, complete the following steps:
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1. Select Screening—<screening type> from the Configure Records Management Page
(page 3-1).
The Screen for <topic> Page (page 4-7) is displayed.

2. (Optional) To search a category by Disposition Criteria, select the appropriate

criteria from the pulldown menu. See Disposition Criteria (page 4-12) for details
about criteria that can be used.

3. (Optional) To search a category by Retention Category Criteria, select the
appropriate criteria from the pulldown menu. See Retention Category Criteria
(page 4-13) for details about criteria that can be used.

4. (Optional) To search by Records Folder Criteria, select the appropriate criteria from
the pulldown menu. See Record Folder Criteria (page 4-16) for details about criteria
that can be used.

5. (Optional) If you are screening for external folders review date, specify the date in the
Review By (External Folder Only) box.

6. (Optional) if you are screening for a review or due date, specify the date in the Review
Due By box.

7. Elect your sorting preferences in the Results Options area.

a. If you do not want to sort by the default, select another option from the Sort By
list.

b. Ifyou do not want to sort in the default descending order, select the ascending
order.

8. Click Search. Any results that match your screening criteria display in the Screening
Results Page (page 4-33).

Scheduling a Screening Report

@ Note: You may be able to only schedule screening reports and not execute them
immediately, depending on the setting of the “Only allow scheduled screening” option on
the Configure Records Management Page (page 3-1). See the Records Manager DoD
Edition System Setup Guide for details about configuring your system.

Use this procedure to schedule a screening report:

1. Select Screening—<screening type> from the Configure Records Management Page
(page 3-1).
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The Screen for <topic> Page (page 4-7) is displayed.

Select the criteria for the screening and click the Schedule button.
The Schedule Screening Report Page (page 4-29) is displayed.
Provide a name for the screening report.

Provide the start date of the screening report. This is the date that the scheduled
screening report will be generated. If the screening report is recurring, the first
screening report will be generated for the first time on this date, and all subsequent
reports at the end of each recurring period after this date.

If you want the screening report to be created periodically rather than just once, select
the Is Recurring check box.

If you selected the Is Recurring check box, specify the interval at which the recurring
screening report will be created (for example, once every 2 weeks).

Click OK when you finish.

The Scheduled Screening Reports page is displayed, which now includes the newly
created scheduled screening report.

Setting Default Metadata For Reports

Recurring screening reports are automatically checked into the content server. Use this
procedure to set the default metadata for these checked-in reports:

1.

Select Screening—Metadata Defaults from the Configure Records Management
Page (page 3-1).

The Default Metadata for Checked-In Screening Reports Page (page 4-30) is
displayed.

Specify the default metadata for checked-in screening reports.

Click Submit Update when you finish.

SCREENING EXAMPLES

This section contains a number of examples that provide step-by-step instructions for the
following screening scenarios:

7
0‘0

Screening for Permanent Categories (page 4-6)
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+ Screening by Disposition Authority (page 4-6)
¢+ Screening for Categories With No Disposition (page 4-6)

0

« Screening Content and Records Due for an Event (page 4-7)

Screening for Permanent Categories

This example screens retention categories for permanent status only.

1. Select Screening—Categories from the Configure Records Management Page
(page 3-1).
The Screen for <topic> Page (page 4-7) is displayed.

2. In the Retention Category Criteria area, select Permanent Matches Yes.

3. Click Search. The results of your search are displayed in the Screening Results Page
(page 4-33). Only permanent retention categories are displayed.

Screening by Disposition Authority

This example screens retention categories for a specific disposition authority. This may be
necessary for government offices that need to handle changes or withdrawals of a
disposition authority.

You can screen Retention Category Criteria in the Screen Categories, Screen Records
Folders, or the Screen Records pages. This example screens at the retention category level.

1. Select Screening—Categories from the Configure Records Management Page
(page 3-1).
The Screen for <topic> Page (page 4-7) is displayed.

2. In the Retention Category Criteria area, select Disposition Authority Matches. Enter
the disposition authority to screen for in the box, and click OK.

3. Click Search. Any results that match your screening criteria display in the Retention
Category Search Results page.

Screening for Categories With No Disposition

This example screens retention categories that do not have disposition instructions
defined. Retention categories that do not have disposition instructions defined are known
as unscheduled records or non-record .
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Select Screening—Categories from the Configure Records Management Page
(page 3-1).
The Screen for <topic> Page (page 4-7) is displayed.

In the Retention Category Criteria area, select Disposition Type Matches No
Disposition.

Click Search. Any results that match your screening criteria display in the Retention
Category Search Results page.

Screening Content and Records Due for an
Event

This example screens content items and records that have an event disposition type and the

specific event is obsolete.

1.

Select Screening—Content and Records from the Configure Records Management
Page (page 3-1).

In the Disposition Criteria area, select Triggering Event Matches Obsolete.

In the Retention Category Criteria area, select Disposition Type Matches Event
Disposition.

Click Search. The results of your search are displayed in the Screening Results Page
(page 4-33). Only records that have an event disposition type of obsolete are
displayed.

SCREENING INTERFACE PAGES

The following pages are used when performing screenings:

Screen for <topic> Page (page 4-7)
Schedule Screening Report Page (page 4-29)
Default Metadata for Checked-In Screening Reports Page (page 4-30)

Screening Results Page (page 4-33)

Screen for <topic> Page
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Screen for Content and Records
[ ~Configure  ~Reporbs  wAudk  ~wSoreening v Tasks vB&th&rmes]

Seach | | Schedue | | Cleas |

Disposition Criteria
[ Select & Field =]
Retention Category Criteria
[Setect aFicke = |
Records Falder Criberia
| Sebect & Fiebd |

Content and Record Criceria

[Setect & Fiekd =]

Additional Criberia

Review Due By I !

[T Check Parent Review Date

Due for Action | =By I [
Freeze Stabus IM -

Results Options

Results Per Page: I2ﬂ Update Scat Fislds

Seach | Schedde | Cloa|

Duick Help I

To access any screening page, click Screening on the Configure Records Management
Page (page 3-1). Select the type of screening from the menu there.

Note the following considerations:

% The Criteria dropdown menus are used to select fields for use in the query. After a
field is selected for use, additional dropdown menus are available to further refine the
criteria.
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To screen for content items or records that are due for review, indicate a review date
by which the review must be performed in the Review Due By box. If the retention
schedule has nested folders or retention categories with differing review periods than
their child records folders, select the Check Parent Review Date to ensure the
screening encompasses all review dates in its search.

You can use the Due for Action fields to screen for content items and records that are
due for processing of a specific disposition action on a specific date.

You can use the Freeze Status field to limit the screening to content or records that are
frozen, non-frozen, or either. If you screen for frozen items, the screening results
contain items that are frozen themselves as well as those that are inheriting their freeze
status from their parent folder. However, if the category to which the item belongs has
an empty disposition, the frozen item will not appear in the screening results. If you
want the screening results to include only records or non-record content items that are
themselves frozen and not those that inherit their freeze status, you should use the

Is Frozen field on the Content and Record Criteria (page 4-21). You can screen for
content items and records that are currently frozen with a specific freeze from the
Freeze Information page.

Click Search without entering any criteria to return all content items and records in
the retention schedule. The items that display in the results page are those for which
you are authorized to access.

Boolean operators can be used to combine fields. Click the plus symbol (#') to access
a dropdown menu of Boolean operators. Click the remove symbol ( & ) to clear
previous selections.

Additional wildcard search operators, such as Matches and Substring, enable further
flexibility in your screening.

Feature Description

Criteria Definition

Search button (top and Searches, or “screens” for the content that meet your
bottom of page) criteria. This button is not displayed if “Only allow

scheduled screening” is selected on the Configure Records
Management Page (page 3-1). See the Records Manager
DoD Edition System Setup Guide for details about
configuring your system.
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Feature

Description

Schedule button (top and
bottom of page)

Schedules the creation of the screening report. For more
information, see Scheduling a Screening Report

(page 4-4).

Clear button (top and
bottom of page)

Clears all of the Criteria boxes of screening criteria query
selections. To clear only a particular Criteria box, click the
remove symbol ( s ) that corresponds to the Criteria box.

Disposition Criteria

Displays options on a Disposition Criteria dropdown
menu. See Disposition Criteria (page 4-12) for details.

Retention Category
Criteria

Displays options on a Retention Category dropdown menu.
See Retention Category Criteria (page 4-13) for details.

Records Folder Criteria

Displays options on a Records Folder dropdown menu. See
Record Folder Criteria (page 4-16) for details.

Content and Record
Criteria

Displays options specific to searching for content and
records. See Content and Record Criteria on page 4-21.

Review Due By (Folders
screen and Record and
Content screen only)

To screen for content items and records that have an
impending review, enter a due date by which the review
must be conducted.

Check Parent Review Date
check box (Folders screen
and Record and Content
screen only)

To ensure the screening encompasses all review dates in its
search, select the Check Parent Review Date check box. If
the retention schedule does not have differing review
periods between categories and any nested record folders,
it is probably not necessary to select this check box.

Due for Action (By date)

Select a disposition action for which content items or
records are due and indicate the due date for the action.

Records Manager DoD Edition System Maintenance Guide




Screening and Updating

Feature

Description

Freeze Status

Select a freeze status for your screening criteria. Available
freeze status options are:

s All—(Default) Screening results return both frozen
and unfrozen items.

«» Frozen—Screening results return only frozen items.

+» Not Frozen—Screening results return only items that
are not frozen.

@ Note: You can also screen for content and records
that are frozen with a specific freeze from the
Actions menu on the Freeze Information Page of
that freeze.

Result Options

Sort By

Contains the sorting criteria you indicate with the lists and
Add button.

Sort By record attribute list

Select one or more attributes by which to sort the results.
The list contains all of the screening criteria options.

Sort order list

Specifies the sort order of the screening results:

Y/

« Descending (default)—Sorts alphabetical results in
Z-A order; numerical results in 9-0 order; and date
results in newest to oldest order.

« Ascending—Sorts alphabetical results in A-Z order;
numerical results in 0-9 order; and date results in
oldest to newest order.

Add button

Click this button to add your Sort By attribute and order to
the Sort By list. You can sort by multiple criteria.

Clear button (sort order)

Click this button to clear your sorting criteria from the
Sort By box.
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Feature Description

Results Per Page Specifies the maximum number of results displayed on
each screening results page.

% Default: 20.
% Valid range: 0 to 100.

Disposition Criteria
Use this dropdown menu to select the disposition criteria by which to screen retention

categories, records folders, records or non-record content items.

Boolean operators can be used to combine fields. Click the plus symbol (#') to access a
dropdown menu of Boolean operators. Click the remove symbol ( ) ) to clear prevoius
selections.

Additional wildcard search operators, such as Matches and Substring, enable further
flexibility in your screening.

Criteria (User Friendly

D q t.
Label/Default Label) escription

After/Triggering Event Select a triggering event. See the Records Manager DoD
Edition System Setup Guide for an overview of triggering
events.

Note the following:

7

% Because the triggering events in this list are not
system-derived, the Retention Period Cutoff action
does not appear in this list.

¢+ The list also includes the ends of the defined period.

Do/Disposition Action Select a disposition action by which to screen. See the
Records Manager DoD Edition System Setup Guide for an
overview of disposition actions.

Notification Reviewer Specify the name of the user who was notified of the event.
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Criteria (User Friendly

D ipti
Label/Default Label) escription
On Folders(s)/Apply to Specify the name or the identifier of the record folder to
Records Folder screen by. Use this field to screen for records folders that

have a unique disposition rule applied to only that records
folder.

Note: This field is not displayed if the Disposition

@ Criteria screen is launched from the Screen for
Records page (when a user is screening for
records).

To Container/Destination
Container

Specify the destination container by which to screen in the
text box. The Destination Container describes a physical
container for an external records folder, such as a bar code
or some other means of identification.

+* Maximum characters: 30.

To Location/Destination
Location

Specify the destination location by which to screen in the
text box. The Destination Location specifies a physical
location for an accession, transfer, or archive; or for an
external folder.

« Maximum characters: 30.

Wait For/Retention Period

To screen for content and records by time or time-event
disposition retention period information, select Greater
Than, Greater or Equal, Equal, Less Than, Less or
Equal and enter an integer that represents the starting
value of the retention period range.

Retention Category Criteria

Use this screen to select the screening criteria for a retention category. The Is Non-Record

Category ficld does not appear on this page when screening for folders because non-

records categories cannot have folders.
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Criteria

Description

Disallow Content Delete

Items ncluded in this category are those which cannot
be deleted by users.

Disposition Authority Enter the code by which to screen that represents the
disposition authority or authorities of a retention
category.

% Maximum characters: 100.

Disposition Type Select the type of disposition to screen for:

¢ No disposition—The retention category does not
have a disposition schedule.

¢ Time disposition—The retention category has a
time-based disposition type.

s  Event disposition—The retention category has an
event-based disposition type.

7
0.0

Time-event disposition—The retention category
has a time-event disposition type.

Optional.

See the Records Manager DoD Edition System Setup
Guide for an overview of disposition types.

Is Non-Record Category

Select if the category is marked as containing non-
record content.

L)

" Yes—The retention category is marked as
containing non-record content.

% No—The retention category is not marked as

containing non-record content.

Permanent

Select the permanent versus temporary status of the
retention category.

¢ Yes—The retention category is designated as a
permanent category.

% No—The retention category is not designated as
containing permanent records, and therefore
contains temporary records.
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Criteria Description
Retention Category Enter a few keywords within the retention category
Description description by which to screen.

Retention Category Identifier

Enter the unique retention category identifier by which
to screen.

« Maximum characters: 100.

Retention Category Name

Enter the retention category name by which to screen.

+» Maximum characters: 100.

Review Period

To screen for retention categories by review period
information, complete the following fields:

7

« From—Enter an integer that represents the starting
value of the review period range.

% To—Enter an integer that represents the ending
value of the review period range.

Period Units Select the time unit of the period (for example,
“Months”). The selection list contains all available
built-in and custom periods.

Reviewer Enter the name of the reviewer for the retention

category.

Series Identifier

The identifier of the parent series. It could be the
identifier of the root series, or a nested series.

«» Maximum characters: 100

Subject to Review

Select the review status of the retention category.

\/

¢ Yes—The retention category is designated as a
retention category that is subject to review. All
child folders and records therefore inherit the
review status.

% No—The retention category is not designated as
subject to review.
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Record Folder Criteria

Use this screen to select the screening criteria by records folder.

When screening for dates, select On or After, or Before from the dropdown menu and

enter a date.

Criteria

Description

Activation date

The date the external records folder was manually
activated.

Audit Period

Select the audit period from the list to which the records
folders is subject. The audit periods are defined
manually by the records administrator.

Cancellation date

The date the records folder was cancelled, either
automatically due to disposition instructions or due to
manual intervention. For further information about
cancelling a record folder, see Canceling Folders

(page 5-9).

Close Folder

Select the close status of the records folder by which to
screen.

% Yes—The records folder has been closed to further
records filing.

+¢ No—The records folder is not closed and is open to
records filing.

Cutoff date

The date the records folder was cut off.

Cutoff Folder

Select the cutoff status of the records folder by which to
screen.

+* Yes—The records folder has been cut off.

«» No—The records folder has not been cut off.

Date when rescinded

The date the records folder was rescinded, either
automatically due to disposition instructions or due to
manual intervention. For further information about
rescinding a records folder, see Rescinding a Records
Folder (page 5-10).
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Criteria

Description

Date when superseded

The date the records folder was superseded, either
automatically due to disposition instructions or due to
record linking.

Delete Approval date

The date the external records folder was manually
approved for deletion.

Expiration date

The date the records folder was expired, either
automatically due to disposition instructions or due to
manual intervention.

External

Select the external versus internal status of the records
folder.

% Yes—The records folder is designated as external
to DoD Edition.

*» No—The records folder is not designated as
external. The records folder is an electronic records
folder internal to DoD Edition.

External Container

Enter the external container by which to screen external
records folders.

R/

¢ Maximum characters: 100.

External Location

Enter the external location by which to screen external
records folders.

« Maximum characters: 100.

Filing date

The date the records folder was filed.
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Criteria

Description

Freeze Disposition

Select the freeze status of the records folder by which to
screen.

@

% Yes—The records folder is frozen.

®

«* No—The records folder is not frozen.

If you screen for frozen record folders using this field,
the screening results will only contain records folders
that are frozen themselves, and not those that inherit
their freeze status from their parent folder.

You can also screen for records folders that are frozen
with a specific freeze from the Actions menu on the
Freeze Information Page for that freeze.

Freeze Name

Specify the freeze name by which to screen.

Tech Tip: If you specify a freeze name and
select Freeze Disposition Matches Yes OR
Inherited Freeze Disposition Matches Yes, you
will see all records folders that are directly
frozen with the specified freeze or that inherit
the specified freeze from their parent folder.

Freeze Reason

Specify the freeze reason by which to screen.

Inherited Category Identifier

Specify the inherited category identifier by which to
screen. This enables you to search for all folders and
subfolders that are in a particular category.
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Criteria

Description

Inherited Freeze Disposition

Select the inherited freeze status of records folders by
which to screen.

®

% Yes—The frozen records folder inherits its freeze
status from its parent folder. The screening results
will contain all frozen records folders that inherit
their freeze status and those that are frozen directly.

* No—The records folder does not inherit its freeze
status from its parent folder. The screening results
will contain all frozen records folders that do not
inherit their freeze status (i.e., they are frozen
directly) and all records folders that are not frozen
at all.

If you want the screening results to only display records
folders that are frozen directly (and not any unfrozen
records folders), you should use the Freeze Disposition
field on this page.

You can also screen for records folders that are frozen
with a specific freeze from the Actions menu on the
information page of that freeze.

Inherited Freeze Name

Specify the inherited freeze name by which to screen.
This enables you to search for frozen records folders
which inherited their freeze name from their parent
folder.

Inherited Is Closed

Select if closed records folders inherited their closed
status from their parent folder.

+» Yes—The closed records folder inherited its closed
status from its parent folder.

+* No—The closed records folder did not inherit its
closed status from its parent folder. Rather, it was
itself closed.
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Criteria

Description

Inherited Review

Select if records folders inherited their review status
from their parent folder.

¢ Yes—The records folder inherited its review status
from its parent folder.

¢ No—The records folder did not inherit its review
status from its parent folder.

Inherited Reviewer

Specify the inherited reviewer by which to screen. This
enables you to search for records folders which
inherited their reviewer from their parent folder.

Inherited Review Period

Specify the inherited review period by which to screen.
This enables you to search for records folders which
inherited their review period from their parent folder.

Last Item Added Date

The date that a content item or record was last added to
the records folder.

Obsolete date

The date the records folder became obsolete, either
automatically due to disposition instructions or due to
manual intervention. For further information about
obsolescing a records folders, see Making a Records
Folder Obsolete (page 5-10).

Parent Folder Identifier

The identifier of the parent folder of the records folder.

0

< Maximum characters: 100.

Records Folder Description

Enter a few keywords within the records folder
description by which to screen.

Records Folder Identifier

Enter the unique records folder identifier by which to
screen.

« Maximum characters: 100.

Records Folder Name

Enter the records folder name by which to screen.

R/

«* Maximum characters: 100.

Review date

The date the records folder was last reviewed and
marked as such.
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Criteria

Description

Reviewer

Enter the name of the reviewer by which to screen.

Review Period

To screen by review period information, select Greater
Than, Greater or Equal, Equal, Less Than, Less or
Equal and enter an integer that represents the starting
value of the review period range.

Review Period Units

Select the time unit of the period (for example,
“Months”). The selection list contains all available
built-in and custom periods.

Security Classification

Select a security classification level from the list by
which to screen records folders.

Subject to Audit

Specify if the records folder is subject to an audit, in
conjunction with the “Audit Approval” indirect trigger.

R/

* Yes—The records folder is subject to audit.

R/

¢ No—The records folder is not subject to the audit
approval indirect trigger.

Subject to Review

Select the review status of the records folder, if
inherited from a retention category, parent records
folder if applicable, or set at the particular records
folder level.

*  Yes—The records folder is designated as a subject
to review records folder.

+» No—The records folder is not designated as a
subject to review records folder.

Supplemental Markings

Select a supplemental marking from the list by which to
screen records folders.

Content and Record Criteria

Use this screen to define the criteria by which to screen items.

When screening for dates, select On or After, or Before from the dropdown menu and

enter a date.
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Criteria marked with an asterisk (*) indicates those options which appear only if the

Classified Enhancements component is installed and enabled.

Criteria Description

Content ID Select the ID of the content or record item.

Title Select the title of the content or record item.
Security Group Select the security group of the content or record

item.

* Actual Declassified Date

The date the record was actually declassified.

Addressee The person to whom correspondence was addressed.

Audit Select the audit period from the list to which the
record or records are subject. The audit periods are
defined manually by the records administrator.

Addressee The person to whom correspondence was addressed.

Author or Originator

Select the status of the items to screen.

R/

% Yes—The item is marked as a record.

R/

¢ No—The record is not marked as a record.

* Classification Derived from

Select the classification guide by which to screen.
The dropdown list contains all classification guides
that are defined in the system.

* Classification Guide Remarks

Specify the text in the classification guide remarks by
which to screen.

* Classified By

Enter the name of the user that classified records by
which to screen.

* Classifying Agency

Enter the name of the classifying agency by which to
screen.
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Criteria

Description

* Current Classification

Select the current classification of a record by which
to screen.The dropdown list contains defined security
classifications.

You will only see the classification levels that you are
entitled to see. For example, if your assigned
classification level as a user is ‘Secret’, the dropdown
list will only show ‘Secret’ and all lower
classification levels. Similarly, if no classification
level was assigned to you as a user, you will only see
‘No Markings’.

* Declassify Exemption
Category

Select the declassification exemption category by
which to screen. The dropdown list contains
declassification exemption categories defined by the
content server system administrator using the
Configuration Manager utility.

* Declassify on Date

The date the record was scheduled to be declassified.
Specify a date range in the From and To boxes:

s From—The screening finds records declassified
on or after the specified date.

% To—The screening finds records declassified
before (but not including) the specified date.

* Declassify on Event

Select the declassification event by which to screen.
The dropdown list contains declassification events
defined by the content server system administrator
using the Configuration Manager utility.

Delete Approve Date

The approval date after which a record can be
deleted.
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Criteria

Description

* Derived from Topic

Select the topic by which to screen. The dropdown
list contains all topics associated with the selected
classification.

@ Note: After you select a topic, none of the
five topic-related metadata fields are
automatically populated in accordance with
the topic definition. Also, if you screen for a
particular classification topic, all records that
are based on that topic are found, even if you
modified their default metadata values.

Distribution List

List of names of those received correspondence.

* Downgrade Instructions

Enter (part of) the downgrade instructions by which
to screen.

* Downgrade on Date

The date the classification of the record was
downgraded.

* Downgrade on Event

Enter (part of) the classification downgrade event by
which to screen.

Email ID

ID designator for a specific piece of correspondence.

Email Subject

A subject in correspondence to use for the search.

Email to Lists

A list name used in correspondence to use for the
search.

External

Select the external versus internal status of the
record.

% Yes—The record is designated as an external

record.

*¢ No—The record is not designated as an external
record. The record is an electronic record internal
to DoD Edition.
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Criteria

Description

External Container

Enter the external container by which to screen
external records.

Maximum characters: 100.

External Location

Enter the external location by which to screen
external records.

Maximum characters: 100.

Freeze Name

Specify the freeze name by which to screen.

Freeze Reason

Specify the freeze reason by which to screen.

* Initial classification

Select the initial classification of a record by which
to screen.The dropdown list contains all defined
security classification.

You will only see the classification levels that you are
entitled to see. For example, if your assigned
classification level as a user is ‘Secret’, the dropdown
list will only show ‘Secret’ and all lower
classification levels. Similarly, if no classification
level was assigned to you as a user, you will only see
‘No Markings’.

Is Correspondence

Select to search for correspondence.
% Yes—It is correspondence.

Y/

s No—1It is not correspondence.

Is Cutoff

Select the cutoff status of the record.

®

% Yes—The record is cut off.

Y/

< No—The record is not cut off.
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Criteria

Description

Is Frozen

Select the freeze status of the content or record, if
inherited from residing within a frozen records folder
or set at the item level.

@

+* Yes—The content is frozen at the record level.

®

+* No—The content is not frozen at the record
level.

If you screen for frozen records, the screening results
will only contain records that are frozen themselves,
not those that are inheriting their freeze status from
their parent folder. If you want the screening results
to include both types of frozen records, you should
use the Freeze Status field on the Disposition Criteria
(page 4-12).

You can also screen for records that are frozen with a
specific freeze from the Actions menu on the Freeze
Information Page for that freeze.

Is Record

Select the status of items to screen.

R/

% Yes—Screen for records.

@,

< No—Screen for items not marked as records.

Media Type

Select the media type for the content or record by
which to screen. The default options are Electronic,
Microform, and Paper, but this list can be modified
by the content server system administrator using the
Configuration Manager utility.

No Longer Latest Revision Date

Specifies the date at which this content is marked as
no longer current.

Originating Organization

Select an originating organization by which to screen
from the list. The dropdown list contains all
originating organizations defined by the content
server system administrator (using the Configuration
Manager utility).

Other Addresses

Specify other email addresses by which to screen.
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Criteria

Description

Publication Date

Specify the date of the item by which to screen.

* Reason(s) for classification

Select the reason(s) for classification of a record by
which to screen. The dropdown list contains
classification reasons defined by the content server
system administrator (using the Configuration
Manager utility).

Record Activation Date

The date the record was activated.

Record Cancelled Date The date the records were cancelled, either
automatically due to disposition instructions or due
to manual intervention.

Record Cutoff Date The date the records were cut off.

Record Destroy Date The date the records were destroyed.

Record Expiration Date

The date records were expired.

Record Filing Date

The date the record was filed.

Record Format

Select a record format by which to screen from the
list. The dropdown list contains all record formats

defined by the content server system administrator
(using the Configuration Manager utility).

Record Obsolete Date The date the records became obsolete, either
automatically due to disposition instructions or due
to manual intervention.

Record Rescinded Date The date the records were rescinded, either

automatically due to disposition instructions or due
to manual intervention.

Review Date

The date the record or content item was last manually
reviewed and marked as such.

Reviewer

Enter the name of the reviewer by which to screen.

Records Manager DoD Edition System Maintenance Guide
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Criteria

Description

Review Pending

Indicates if a review is pending.

¢ Yes—The record or content item has a review
pending.
R/

¢ No—The record or content item does not have a
pending review.

Review Period

To screen by review period information, select
Greater Than, Greater or Equal, Equal, Less
Than, Less or Equal and enter an integer that
represents the starting value of the review period
range.

Review Period Units

Select the time unit of the period (for example,
“Months”). The selection list contains all available
built-in and custom periods.

Subject to Audit

Select if the record is subject to an audit, in
conjunction with the “Audit Approval” indirect
trigger.

@,

« Yes—The record is subject to audit.

0,

«» No—The record is not subject to the audit
approval indirect trigger.

Subject to Review

Select the review status of the content or record, if
inherited from a retention category, records folder, or
set at the item level.

« Yes—The record is designated as a record that is
subject to review.

«» No—The record is not designated as a record that
is subject to review.

Superseded Date

The date the records or non-record content items
were superseded, either automatically due to
disposition instructions or due to manual intervention
such as when linking superseded records.

4-28

Records Manager DoD Edition System Maintenance Guide



Screening and Updating

Criteria

Description

Superseded Twice

The date the records were superseded for the second
time.

Supplemental Markings

Select a supplemental marking by which to screen
from the list.

Schedule Screening Report Page

Schedule Screeaning Report

Report Name |

Start Dale I

[ 15 Recurring

Period |

Period Nar‘ne| "’I

OK| Reset || Quick Help |

Use this screen to define the attributes of a scheduled screening report. To access it, click
the Schedule button on the Screen for <topic> Page (page 4-7).

Feature Description
Report Name field Specify a name for the scheduled screening report.
¢ Required.
Start Date field Specify the date that the scheduled screening report will

be generated. If the screening report is recurring, the
first screening report will be generated for the first time
on this date, and all subsequent reports at the end of
each recurring period after this date.

If the start date is in the past, the processing will be
done with the next scheduled run.

¢ Required.
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Feature Description

Is Recurring check box Specify if the scheduled screening report should be
generated periodically.

Period and Period Name fields | These fields are only available if the Is Recurring check
box is selected.

Specify the interval at which the recurring screening
report should be created (for example, once every
2 weeks).

Default Metadata for Checked-In Screening
Reports Page

The following screens comprise the Default Metadata for Checked-In Screening Reports
page:
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Figure 4-7  Top half of screening page
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Figure 4-8 Bottom half of screening page

Initial Classification [Ma Makings [HoMaking: =]
Reasonis) for Classification  [defaul ﬁl

Current Classification Ho Making: -

Declassify Exemplion Categony [defaul ﬂl

Declassify on Event |

Daclassity on Date ]— [

Downgrade Instructions |

Downgrade on Evant [

Daowngrade on Date "
=
Clagsification Guide Remarks
™ 1s Comespondence

FHrorrespondence Fields
Publication Date [orrazn7 356 An a
Recetved Date ] "
Lifier Gyl -
Profile Trigger | | =l
EditorName -
* Category or Folders Baoweze. ..
" Release Date 21 307 956 AW
Expiration Date "

SubmitUpdste | Resst| GuickHep |
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Use this page to define the default metadata for checked-in screening reports. To access it,
select Screening—Metadata Defaults from the Configure Records Management Page
(page 3-1)
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Select the Is Record check box to check in generated screening reports as records. This
updates the page to include a number of records-related metadata fields.

Screening Results Page
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&P

Use this page to view the results of your screening criteria. This page is displayed when
you click Search on the Screen for <topic> Page (page 4-7). The results displayed depend
on the type of search done. The following is an example of a Retention Category screening
results page.

This page shows all retention categories that meet the criteria of the screening query that
was performed.

Tech Tip: You can save the screening query so it appears in your saved query list under
My Content Server. This enables you to perform the query later without having to go
through screening pages. To save the query, choose Save Search in the Actions dropdown
menu on the Records Screening Results page.

UPDATING INFORMATION

4-34

Permissions: The admin.noRmaSecurity right is required to perform updates. This right is
not assigned by default to any role and must be assigned for the Update options to appear
on the Configure Records Management Page (page 3-1). In addition, users must have the
Admin role assigned to access and perform updates.

By using the Update functionality in Records Manager DoD Edition you can quickly find
and change large amounts of information at one time. You can choose to change the
information immediately or at a later time by using a scheduled update option. For
example, you can change any items in a cateogory that match a certain disposition to a
different review type or to a new reviewer.

To access this functionality, select Update—<type> from the Configure Records
Management Page (page 3-1). These options also appear on other pages as information is
screened.

The Define Query Page (page 4-36) is displayed. The options are this page are similar to
those on the Screen for <topic> Page (page 4-7). The options in the Query section depend
on the type of query being performed (category, records or folders, or internal content).

Follow these steps to define a query:

1. Choose a field for use from the dropdown menu.
Select a substring from the displayed list.

Select a query value from a displayed list.

Select a field that will be updated for all items matching your first query.

A

Select a substring for the value from the displayed list.
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6. Select a new value for the field.

7. To preview the results of the update, click Preview Results in the upper right corner
of the screen.

8. To schedule the update for a later time, click Schedule. See Scheduling Updates
(page 4-35) for more details. Click Run Now to run the change immediately. A
message is displayed, indicating that the selected items were updated. Click OK to
return to the Define Query Page (page 4-36).

Scheduling Updates

To run the update at a later time, click Schedule to open the Query Schedule Section
(page 4-36) of the screen.

Select a time for the update and click Submit. Enter a name for the update event and click
OK. The Scheduled Update Screen (page 4-37) is displayed. You can also access this
screen by using the Tasks—Search and Update option from the Configure Records
Management Page (page 3-1).

You can use this page to change the scheduled event. To edit an event, select Edit
Scheduled Event. To delete the event, select Delete Scheduled Event. And to run the
event immediately, select Run Now.

Update Interface

The following screens are accessed when using the update functionality:
+¢ Define Query Page (page 4-36)

¢ Query Schedule Section (page 4-36)

+¢ Scheduled Update Screen (page 4-37)
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Define Query Page

Define Query for 'Retention Categories® quick help
Prevview Fesulls
Mabadata Sebs — = Define Quary for Retention Cabegories”

Query
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Update ¥alues
| Select a Field =
Schedule
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Use this page to define what fields will be updated and what values will be used for
updating. To access this screen, select Update—<#ype> from the Configure Records
Management Page (page 3-1) or Tasks—Search and Update from the Configure Records
Management Page (page 3-1).

Query Schedule Section

" Run Mow & Scheule

Runevery 1 [dsisl =] petween [122] [AM =] ano [2 =] [am =]
SLb'l'ill Claar

The Schedule portion of the Define Query Page (page 4-36) is used to choose the times
when updates will occur. To access this portion, click the Schedule button on the Define
Query Page (page 4-36). Select values from the pulldown lists for the update schedule and
select Submit when finished.
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Scheduled Update Screen
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This screen shows the results of scheduling an update action. This screen is displayed after
scheduling an update or search or by selecting Tasks—Scheduled—Search and Updates
from the Configure Records Management Page (page 3-1).

Use the Actions menu for the individual event to change the options for that event. The

page menu on this screen is the same as that on the Configure Records Management Page

(page 3-1).
Feature Description
Metadata Sets This indicates the type of update which was selected.

Scheduled Search and Update
Event Name

This is the event name which was entered when the
scheduled update was created.

Date Event Created

This is the date when the scheduled event was created.

Actions

A pulldown menu with options to be used on the
individual events:

% Run Now: Runs the event without waiting for the
scheduled time.

+« Edit Scheduled Event: Opens the Define Query
Page (page 4-36) where the event can be edits.

% Delete Scheduled Event: Deletes the event. You
are prompted to confirm the deletion.
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WORKING WITH RECORDS
FOLDERS

OVERVIEW

This section covers a number of tasks associated with the general maintenance and
processing of records folders.

@ Note: Records folders contain only folders or other record folders. They do not contain
non-record content.

This chapter covers the following topics:

Concepts

7

« About Records Folder Maintenance (page 5-2)

Tasks

« Viewing Information (page 5-3)

* Moving, Closing, or Freezing a Folder (page 5-6)

« Canceling, Expiring, and Rescinding Folders (page 5-9)
+» Classification Settings for Folders (page 5-11)

+ Setting Dates with Folders (page 5-16)
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ABOUT

Interface

Records Folder Information page (page 5-18)

Life Cycle of Records Folder Page (page 5-19)
Folder Review History Page (page 5-19)

Records Folder Metadata History Page (page 5-20)
Freeze Details Page (page 5-20)

Metadata History Page (page 5-22)
Freeze/Unfreeze Dialog Screen (page 5-22)

Note: For information about creating, editing, and deleting records folders in the retention
schedule, see the Records Manager DoD Edition System Setup Guide.

RECORDS FOLDER MAINTENANCE

Maintaining and processing records folders involves tasks such as moving folders,

handling events such as cancelling, expiring, or rescinding folders, or marking folders as
obsolete for any other condition. After a records folder is marked as obsolete, any enabled

event triggers associated with the records begins the disposition processing based on such

events. In addition, tasks associated with records folders include applying specific

disposition rules or supplemental markings to folders, or temporarily extending retention
periods when disposition processing is frozen.

MANAGING RECORDS FOLDERS

5-2

The following tasks are involved in managing folders:

Viewing Information (page 5-3)

Moving, Closing, or Freezing a Folder (page 5-6)
Canceling, Expiring, and Rescinding Folders (page 5-9)
Classification Settings for Folders (page 5-11)

Setting Dates with Folders (page 5-16)
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Viewing Information

Permissions: The Folder.Read right is required to perform these actions. All predefined
record management roles (‘rma’, ‘rmaprivileged’, and ‘rmaadmin’) have this right.

Viewing folder information can be done in different ways depending on your location in
the product hierarchy. First locate the item by browsing, searching, or screening. Then
perform one of the following actions:

¢ On the search or screening results page, select Information then the desired option
(Life Cycle, Recent Reviews, and so on) from the folder’s Actions popup menu.

% On the search or screening results page, click the Info icon ({i)) of the folder.

The Records Folder Information page (page 5-18) is displayed. On the Page’s top
menu, select Information then the option you need (Life Cycle, Metadata History,
and so on).

The information displayed depends on the configuration and if optional fields were
populated.

Menu Options

The following options appear on the menus on the Item’s Actions popup menu and on the
Information page menu:

R/

< Information

* Life Cycle: Displays the complete life cycle of the records folder according to its
scheduled disposition, including the calculated dates of each disposition action.
For more information, see Viewing a Records Folder Life Cycle (page 5-5).

* Recent Reviews: Displays the complete review history of the records folder. For
more information, see Viewing a Folder Review History (page 5-5).

* Metadata History: Displays the metadata history of a records folder (i.e., a list of
all changes made to the editable folder properties). For more information, see
Viewing a Records Folder Metadata History (page 5-5).

s Edit

* Edit Folder: Used to edit the properties of a folder. See the Records Manager
DoD Edition System Setup Guide for details.
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Edit Review: Used to edit the review status, review period, or reviewer of the
records folder. For more information, see Managing Review Information

(page 7-2).
Move: Used to move the folder to another location. See the Records Manager
DoD Edition System Setup Guide for details.

Close (Unclose): Closes the records folder to further filing by anyone other than
users with the Folder.Open/Close right. This action toggles to Unclose when a
records folder is already frozen. See Closing or Unclosing (Reopening) a Records
Folder (page 5-7).

Freeze: Freezes a records folder. See Freezing or Unfreezing a Records Folder
(page 5-8).

Unfreeze: Unfreezes a records folder. See Freezing or Unfreezing a Records
Folder (page 5-8).

s Trigger Dates

Cancel: Cancels all records within a records folder. The Cancel option makes
records obsolete. See Canceling Folders (page 5-9).

Expire: Expires all records within a records folder. The Expire action makes
records obsolete. See Expiring a Records Folder (page 5-10).

Obsolete (Undo Obsolete): Marks all records within a records folder and the
records folder itself as obsolete. See Making a Records Folder Obsolete

(page 5-10). This action toggles to Undo Obsolete when a records folder becomes
obsolete due to Obsolete, Cancel, Expire, or Rescind actions. See Reversing a
Records Folder Obsolete Status (page 5-11).

Rescind: Rescinds a records folder and records therein. The Rescind action makes
records obsolete. See Rescinding a Records Folder (page 5-10).

Mark reviewed: Marks a records folder as reviewed for review, destruction, or
other review purpose. See Marking a Records Folder as Reviewed (page 5-12).

Undo Cutoff: Only available if a records folder has been cut off. This reverses the
cut-off. For further information, see Processing a Cutoff Event (page 9-14).

+ Delete: See the Records Manager DoD Edition System Setup Guide for details.

54

Delete Folder
Delete Tree

« Create: See the Records Manager DoD Edition System Setup Guide for details.

Create Records Folder
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¢ Create Record

Viewing a Records Folder Life Cycle

Use the previously described procedure to access the Information menu to view the life
cycle (disposition schedule) of a records folder. The disposition instructions must be
defined for the retention category of the records folder. After a record folder has been cut
off, the record folder begins disposition processing and cannot be edited.

When you select Life Cycle from a menu, the Life Cycle of Records Folder Page
(page 5-19) is displayed.

The page shows the complete life cycle of the records folder according to its scheduled
disposition, including the calculated dates of each disposition action.

Viewing a Folder Review History

Use the previously described procedure to access the Information menu to view the
review history of a records folder (i.e., a list of all users that marked that records folder as
reviewed and when).

When you select Recent Reviews from a menu, the Folder Review History Page
(page 5-19) of the records folder is displayed.

The page shows a list of everyone who has reviewed the records folder (and marked it as
reviewed as well as the date and time of review.

Viewing a Records Folder Metadata History

Use the previously described procedure to access the Information menu to view the
metadata history of a records folder (i.e., a list of all changes to the metadata of that
records folder). When you select Metadata History from a menu, the Metadata History
Page (page 5-22) of the records folder is displayed.

The page shows an overview of all changes made to the editable properties of the records
folder, together with the affected metadata field name, the modification date and time, and
the old and new values.

Viewing a Records Folder Freeze Details

Use the previously described procedure to access the Information menu to view detailed
freeze information about a records folder (i.e., a list of all freeze that are currently applied
to the folder. When you select Freeze Details from a menu, the Freeze Details Page
(page 5-20) is displayed.
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If the records folder is frozen, the Freeze Disposition field value is “Yes’ on the Folder
Information Page and a Details hyperlink is displayed next to the field value. You can also
clink that hyperlink to view Freeze information.

The Freeze Details Page (page 5-20) shows all freezes that are currently applied to the
records folder. If the folder inherited its freeze status from a parent folder, that folder’s
name is shown in the Inherited From column for the freeze that was inherited. If you click
the info icon ((i}) for an item in the list, the Records Folder Information page (page 5-18)
for the folder is displayed.

To save the information on this page to a file in the report, choose the Save Freeze Details
option from the Page menu.

Note: If the generated report file is in PDF format, it cannot be viewed using Adobe
Acrobat 5.x or earlier. You need at least version 6.0 of the Acrobat software.

Moving, Closing, or Freezing a Folder

Permissions: The appropriate Folder rights (Folder.Move, Folder.Open/Close,
Folder.Freeze/Unfreeze) are required to perform these action. These rights are assigned by
default to the ‘rmaprivileged’and ‘rmaadmin’ roles.

Managing folder information can be done in different ways depending on your location in
the product hierarchy. First locate the item by browsing, searching, or screening. Then
perform one of the following actions:

« On the search or screening results page, select Edit then the desired option (Close,
Move, and so on) from the folder’s Actions popup menu.

¢ On the search or screening results page, click the Info icon ((i)) of the folder.

The Records Folder Information page (page 5-18) is displayed. On the Page’s top
menu, select Edit then the option you need.

The information displayed depends on the configuration and if optional fields were
populated.

Moving a Records Folder
You can move a records folder to another retention category or records folder.

Use the previously described procedure to access the Edit menu for the folder to move.
When you select Move from a menu, the Select Retention Category page is displayed.
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Click to expand the tree, and click on the category or records folder where the folder will
be moved. The location field populates with the new location. Click OK when done.

Caution: If a records folder inherits its security settings and disposition rules from its

Q parent category, make sure the new location has the same desired settings. If a records
folder has its own security settings, moving the folder is not a concern with regard to
security. Because records folders also inherit disposition instructions from the parent
category, be sure that any new category location has the disposition instructions
appropriate for the records folder. If a records folder has its own disposition rule or rules,
then moving the folder is a concern with regard to disposition processing. If a records
folder has its own disposition instructions, you cannot move the folder until you remove
that association. For more information, see Reapplying a Disposition Rule to All Records
Folders (page 5-15). Then recreate the rules unique to the folder in its new location if
necessary.

Closing or Unclosing (Reopening) a Records Folder

After a record folder is closed, no further records can be checked (filed) into the closed
records folder or its subfolders (child records folders) unless the user has the
Folder.Open/Close right or is the author of the closed folder. If a user without these rights
attempts to file a record into a closed folder, a message is displayed stating that the folder
is closed. The record is not filed.

@ Important: Closing a folder does not prevent disposition processing; only freezing a
folder pauses disposition processing.

Closing a records folder refers to “locking” a records folder, and does not correlate with
collapsing and expanding records folders within the Browse Content area. A closed or
“locked” records folder is indicated with a padlock image superimposed on the records
folder icon:

Figure 5-10 Closed Records Folder icon

Depending on settings in your user profile, the icons may appear slightly different, such as
a book background icon rather a folder.

Use the previously described procedure to access the Edit menu for the folder to close.
When you select Close from a menu, you are prompted to enter a reason for the action. If
desired, enter a reason, and click OK to confirm. If you do not want to enter a reason,
leave the text box empty, and click OK. If you click Cancel, the entire action is aborted.
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If you confirmed the action, the folder icon includes a padlock (lg3) to indicate it is closed.

To unclose or “unlock™ a folder, select Edit—Unclose from a menu. Follow the same
procedure as that described to close a folder.

Freezing or Unfreezing a Records Folder

Freezing a records folder inhibits disposition processing for that folder. You can still
navigate frozen folders within the Browse Content area, check records into frozen folders,
and perform any other edits as allowed by your assigned rights. Records folders that reside
in a frozen folder inherit the freeze status from their parent folder, but they can also be
frozen independently of the folder (usually with a different freeze).

When freezing a records folder, you can choose from a number of predefined freezes and
you can enter a reason for freezing the folder. The reason is displayed in the Comments
section of the audit trail, as well as in the Records Folder Information and Edit Records
Folder pages. A frozen records folder is indicated by a pause symbol in the folder Name
field of the Exploring Retention Category page:

Figure 5-11 Frozen Folder icon

i

You can apply more than one freeze to a records folder. You can view the Freeze Details
Page for the records folder to see a list of all freezes currently applied to the folder (both
direct and inherited). See the Records Manager DoD Edition System Setup Guide for
details about creating and viewing freezes.

Use the previously described procedure to access the Edit menu for the folder to close.
When you select Edit—Freeze from the Actions popup menu the Freeze/Unfreeze Dialog
Screen (page 5-22) is displayed. Select the freeze to be applied to the records folder and
provide a reason for the freeze. If you do not want to enter a reason, leave the text box
empty.

Click OK to confirm the freeze. If you click Cancel, the entire action is aborted. If you
confirmed the action, the freeze icon appears next to the records folder name in the Name
column of the Exploring page.

Note: After a records folder is frozen, you cannot edit its freeze reason. If the freeze is no

longer correct, you should unfreeze the folder and freeze it with a new reason.

Unfreezing a records folder releases a frozen folder again for disposition processing. You
can only unfreeze one records folder at a time. Follow the same procedure to unfreeze a
folder, selecting Edit—Unfreeze from a menu. If you confirm the action, the freeze icon
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no longer appears next to the records folder name in the Name column of the Exploring
page.

Canceling, Expiring, and Rescinding Folders

Permissions: The Folder.Edit right is required to perform these actions. This right is
assigned by default to the ‘rmaprivileged’ and ‘rmaadmin’ roles.

)

Manipulating folders can be done in different ways depending on your location in the
product hierarchy. First locate the item by browsing, searching, or screening. Then
perform one of the following actions:

% On the search or screening results page, select Trigger Dates then the desired option
(Cancel, Expire, and so on) from the folder’s Actions popup menu.

¢+ On the search or screening results page, click the Info icon ((i)) of the folder.

The Records Folder Information page (page 5-18) is displayed. On the Page’s top
menu, select Trigger Dates then the option you need.

+» To perform actions on multiple folders, select Trigger Dates then the desired option
from the Table menu on the search result page.

@ Note: You can undo these actions by choosing Trigger Dates—Undo Obsolete in the
Actions popup menu for the folder or on the Page menu of the Records Folder Information

page (page 5-18).

Canceling Folders

Use the previously described procedure to access the Trigger Dates menu to cancel a
records folder directly, either after receiving a notification to do so (as part of a disposition
instruction) or ad hoc. When a records folder is cancelled, its status becomes obsolete.

When you select Cancel from the Trigger Dates menu, you are prompted to enter a reason
for the action. Enter a reason or leave the text box empty. Click OK to confirm. If you
click Cancel, the entire action is aborted.

You can verify the cancellation on the Records Folder Information page which displays
the date the records folder was cancelled, and also displays a corresponding obsolete date.
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Expiring a Records Folder

Use the previously described procedure to access the Trigger Dates menu to expire a
records folder directly, either after receiving a notification to do so (as part of a disposition
instruction) or ad hoc. When a records folder is expired, its status becomes obsolete.

You can also expire a records folder if you are a records administrator processing pending
events as a result of receiving notification. For further information, see Processing an
Expire Event (page 9-18).

When you select Trigger Dates—Expire from a menu, you are prompted to enter a
reason for the action. Enter a reason or leave the text box empty. Click OK to confirm. If
you click Cancel, the entire action is aborted.

You can verify the expiration on the Records Folder Information page which displays the
date the records folder was expired.

Rescinding a Records Folder

Use the previously described procedure to access the Trigger Dates menu to rescind a
records folder directly, either after receiving a notification to do so (as part of a disposition
instruction) or ad hoc. When a records folder is rescinded, its status becomes obsolete.

When you select Trigger Dates—Rescind from a menu, you are prompted to enter a
reason for the action. Enter a reason or leave the text box empty. Click OK to confirm. If
you click Cancel, the entire action is aborted.

You can verify the action on the Records Folder Information page which displays the date
the records folder was rescinded.

Making a Records Folder Obsolete

There are certain actions that automatically cause a records folder to become obsolete:

R/

s Expire

0

< Cancel
+ Rescind

You can also mark a folder as obsolete without using one of these actions. Use the
previously described procedure to access the Trigger Dates menu to mark a records folder
obsolete. When you select Trigger Dates—Obsolete from a menu, you are prompted to
enter a reason for the action. Enter a reason or leave the text box empty. Click OK to
confirm. If you click Cancel, the entire action is aborted.
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You can verify the action on the Records Folder Information page which displays the date
the records folder was made obsolete.

Reversing a Records Folder Obsolete Status
Use this procedure to reverse the obsolete status or a records folder. You can reverse the

status of expired, cancelled, or rescinded records folders.

Permissions: The Folder.Edit right is required to perform this action. This right is
assigned by default to the ‘rmaprivileged’ and ‘rmaadmin’ roles.

Use the previously described procedure to access the Trigger Dates menu to reverse
obsolete status.

When you select Trigger Dates—Undo Obsoletefrom a menu, you are prompted to enter
a reason for the action. Enter a reason or leave the text box empty. Click OK to confirm. If
you click Cancel, the entire action is aborted.

Classification Settings for Folders

The following tasks are used when managing classification settings for records folders:
+ Undoing a Records Folder Cutoff (page 5-11)

+¢ Marking a Records Folder as Reviewed (page 5-12)

* Assigning Supplemental Markings to a Records Folder (page 5-12)

+ Removing Supplemental Marking from a Records Folder (page 5-13)

« Applying a Disposition Rule to a Records Folder (page 5-14)

+» Reapplying a Disposition Rule to All Records Folders (page 5-15)

Undoing a Records Folder Cutoff

Use this procedure to undo (cancel) the cutoff of a records folder. After this procedure, the
records folder is no longer cut off and is available for disposition.

Permissions: The Folder.UndoCutoff right is required to perform this action. This right is
assigned by default to the ‘rmaadmin’ role.

©

1. Browse content in the Retention Schedule to locate the appropriate records folder.
Records administrators can use screening to quickly isolate records folders.
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2. In the row of the folder, click the Info icon.
The Records Folder Information page (page 5-18) is displayed.
3. From the Actions list, click Undo Cutoff.

Marking a Records Folder as Reviewed

Use this procedure to mark a records folder as reviewed in the Records Information page.
Two commands are available:

% Mark reviewed
«» Mark reviewed recursive

The Mark Reviewed action marks the current folder only as reviewed. Any child folders
are not marked as reviewed. The Mark reviewed recursive action mark the current records
folder you are viewing as reviewed, as well as any child records folders and records. The
“Mark reviewed recursive” option is only displayed if a records folder has child folders.

Permissions: The Folder.Edit right is required to perform this action. This right is
assigned by default to the ‘rmaprivileged’ and ‘rmaadmin’ roles.

1. Open the Browse Content tray, and click the Retention Schedules link. The
Exploring Series “Retention Schedule” page is displayed.

2. Navigate to the records folder to use.
3. Review the information about the folder.

4. In the row of the folder, choose Trigger Dates—Mark Reviewed (to mark only the
current folder as reviewed) or Trigger Dates—Mark reviewed recursive (to mark all
child folders and records as reviewed) from the Actions popup menu.

5. You are prompted to enter a reason for the action. If desired, enter a reason, and click
OK to confirm. If you do not want to enter a reason, leave the text box empty, and
click OK. If you click Cancel, the entire action is aborted.

If you confirmed the action, the Records Folder Information page displays the date the
records folder was reviewed.

Assigning Supplemental Markings to a Records Folder

Use this procedure to mark a records folder you have created with one or more
supplemental markings, if you did not mark a records folder as you were initially creating
the records folder.
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Prerequisites:

+ Enabling a Supplemental Markings
% Creating a Supplemental Marking
+¢ Creating a Records Folder

See the Records Manager DoD Edition System Setup Guide for details.

Permissions: The Folder.Edit right is required to perform this action. This right is
assigned by default to the ‘rmaprivileged’ and ‘rmaadmin’ roles.

5

1. Open the Browse Content tray, and click the Retention Schedules link. The
Exploring Series “Retention Schedule” page is displayed.

2. Navigate to the records folder to use.

3. In the row for the records folder, choose Edit—Edit Folder from the Actions popup
menu.

The Edit Records Folder page is displayed.

4. In the Supplemental Markings list, open the list, and click to select the marking or
markings to associate with the records folder.

5. Click Submit Update. The successfully updated records folder message is displayed.

Removing Supplemental Marking from a Records Folder

Permissions: The Folder.Edit right is required to remove a supplemental marking from a
record folder. This right is assigned by default to the ‘rmaprivileged’ and ‘rmaadmin’
roles.

6

1. Open the Browse Content tray, and click the Retention Schedules link. The
Exploring Series “Retention Schedule” page is displayed.

2. Navigate to the records folder to use.

3. In the row for the records folder, choose Edit—Edit Folder from the Actions popup
menu.

The Edit Records Folder page is displayed.

4. In the Supplemental Markings list, delete a marking by editing the text in the
Supplemental Markings text box.

5. Click Submit Update. The successfully updated records folder message is displayed.
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Caution: Each supplemental marking must have a comma and a space between markings,
or else an access denied error occurs when trying to access content with multiple markings
and Match All Markings is enabled on the Configure Records Management Page

(page 3-1).

Applying a Disposition Rule to a Records Folder

Use this procedure to apply a disposition rule within a retention category to a specific
records folder only. This makes it possible to customize disposition instructions for a
category with multiple records folders with slightly different disposition instructions.

Prerequisite:

+» Define the Disposition Instructions. See the Records Manager DoD Edition System
Setup Guide for details.

Permissions: The Folder.Edit right is required to perform this action. This right is
assigned by default to the ‘rmaprivileged’ and ‘rmaadmin’ roles.

To apply a disposition rule to a specific records folder, complete the following steps:

1. Open the Browse Content tray, and click the Retention Schedules link. The
Exploring Series “Retention Schedule” page is displayed.

2. Navigate to the records folder to use.

3. In the row for the records folder, choose Disposition Information from the Item
Actions popup menu.

The Disposition Information Page is displayed.
4. Select Edit—Edit Disposition from the Page menu.
The Disposition Rule Screen is displayed.

5. Inthe Apply to Records Folder list (or the On Folder(s)) list, if you have the
user-friendly captions configured) select the records folder, and click OK. The
Disposition Rule screen closes. The records folder appears next to the rule.

6. In the Disposition Instructions Page, click Submit Update. The successfully updated
dispositions message is displayed.

7. Click OK. The Exploring Retention Category page is displayed again.
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Reapplying a Disposition Rule to All Records Folders

Use this procedure to reapply a disposition rule for a specific records folder to all child
records folders within a category. This procedure is required to move a records folder that
has its own disposition rule or rules, or to apply a rule that is unique to a folder to all
records folders. Setting the disposition rule to apply to all folders removes the association
of the rule to the specific folder.

Prerequisite:

¢ Define the Disposition Instructions. See the Records Manager DoD Edition System
Setup Guide for details.

Permissions: The Folder.Edit right is required to reapply a disposition rule to all records
folders in a category. This right is assigned by default to the ‘rmaprivileged’ and
‘rmaadmin’ roles.
To reapply a disposition rule to all records folders, complete the following steps:
1. Open the Browse Content tray, and click the Retention Schedules link.
The Exploring Series “Retention Schedule” page is displayed.
2. Navigate to the category that contains the records folder.
3. Select Edit—Edit Disposition from the Actions menu for the item.
The Disposition Information Page is displayed.
4. Select Edit from the Page menu.
The Disposition Instructions Page is displayed.

5. Any rules that have a unique folder specified appear next to the rule. Select the rule to
apply to all records folders, and click Edit.

The Disposition Rule Screen is displayed.

6. Inthe Apply to Records Folder list (or the On Folder(s)) list, if you have the user-
friendly captions configured) select All, and click OK. The Disposition Rule screen
closes.

7. In the Disposition Instructions Page, click Submit Update. The successfully updated
dispositions message is displayed.

8. Click OK. The Exploring Series “Retention Schedule” page is displayed.
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Setting Dates with Folders

Permissions: The Folder.Edit right is required to perform these actions. This right is
assigned by default to the ‘rmaprivileged’ and ‘rmaadmin’ roles.

An external records folder is external to the records management system, and has a
tangible counterpart to the electronic records folder that tracks it. An external records
folder is indicated as such on the Records Folder Information page by the information
field “External: Yes.”

Setting dates can only be done on the Edit Record Folder Page (page 5-23). Use one of
these methods to access that page:

% On the search or screening results page, select Edit—Edit Folder from the folder’s
Actions popup menu.

¢+ On the search or screening results page, click the Info icon ((i)) of the folder.

The Records Folder Information page (page 5-18) is displayed. On the Page’s top
menu, select Edit—Edit Folder then the option you need.

Activating a Records Folder

In the External fields area of the Edit Record Folder Page (page 5-23), click the calendar
component icon and select a date for the Activation date box.

Click Submit Update. The Records Folder Information page displays the activation date
for the records folder.

Expiring a Records Folder

Entering an expiration date for a records folder also makes the folder have an obsolete
status and date that matches the expiration date.

In the External fields area, click the calendar component icon and select a date for the
Expiration date box.

Click Submit Update. The Records Folder Information page displays the new date.
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Entering a Delete Approval Date for an External Folder

Use this procedure to enter an approval date for deleting at an external records folder from
the retention schedule. Entering the delete approval date does not prevent deleting an
external folder prior to that date; it merely indicates the date deleting the external folder
was approved.

In the External fields area, click the calendar component icon and select a date for the
Delete Approval date box.

RECORDS FOLDER INTERFACE SCREENS

The following screens are used when managing records folders.
+ Records Folder Information page (page 5-18)

+«¢ Life Cycle of Records Folder Page (page 5-19)

+ Folder Review History Page (page 5-19)

«» Records Folder Metadata History Page (page 5-20)

«» Freeze Details Page (page 5-20)

«» Metadata History Page (page 5-22)

% Freeze/Unfreeze Dialog Screen (page 5-22)
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Records Folder Information page

Records Folder Information
~Infoemation  ~Edkt ~Trigger Dates  ~Delete ~Creste

Rgtention Schedules --> RetanlegalCLASSIFIED > 212007 retsingd —> Chent B Feb. records
Filer: sysadmin
Records Folder Identifier: Client B records
Records Folder Mame: Client B Feb. records
Farent Folder Identifier: FebRetained
Cutoff Folder:
Close Folder: Mo
Freeze Disposition: Mo
Subject to Review:
Subject To Audit: Mo
Audit Period:
Filing dates 2807 927 AM
Externalz
Review date: 208007 327 &M
Supplemental Markings:
Security Classification:
Inherited Category Identifier: RatentionCategon2
Inherited Review: Mo
Inherited Freeze Disposition: Mo
Inherited Is Closed:
Security Group: RecordsGroup

0K

This page displays basic information about a folder and can be accessed by opening the
Browse Content tray and clicking the Retention Schedules link. The Exploring Series
“Retention Schedule” page is displayed. Navigate to the records folder to use. In the row
for the records folder, do one of the following:

*  Click the Info icon ((1)).

*  Click the Action icon (*Z]) and choose Information—Folder Information from
the popup menu.
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Life Cycle of Records Folder Page

Life Cycle

~Information  ~Edt  ~Trigger Dates  ~Delebe  ~Craste

Rebantion Scthedules --» 414 - LAW LIERARIES --> Library Acquisition Records —> Folder §: Moilian Publishing

AFTER Activabed WAIT FOR 0 Weeks THEN Cutoff

%WF&]F FOR 75 Monkhs THEN Destroy

Dispogikion Instructions Folder Rewiewer Syshem

Permissions: The Folder.Read right is required to use this screen. All predefined record
management roles (‘rma’, ‘rmaprivileged’, and ‘rmaadmin’) have this right.

Use this screen to view details about a folder’s life cycle. The page shows the complete
life cycle of the records folder according to its scheduled disposition, including the
calculated dates of each disposition action.

To access this screen, open the Browse Content tray and click the Retention Schedules

link. Navigate to the records folder to use. In the row for the records folder, click the Info
icon or click the Action menu and choose Records Folder Information from the popup

menu. On the Page menu, click Life Cycle.

Folder Review History Page

Recent Reviews )
wInformation  vEdt  ~Trigger Dates  wDelete  ~Create
Retertson Schadulss —» Retsnl sgalCLASSIFIED --> 2f2007 retained --» Chert B Feb. raconds
Reviewer: Sysadmin donilial Gling)
Review Date: 20007 3227 &AM

This page shows the review history of a records folder (i.e., a list of all users that marked
that records folder as reviewed and when).

Permissions: The Folder.Read right is required to use this screen. All predefined record
management roles (‘rma’, ‘rmaprivileged’, and ‘rmaadmin’) have this right.

To access this screen, open the Browse Content tray and click the Retention Schedules
link. Navigate to the records folder to use. In the row for the records folder, click the Info
icon or select Information—Recent Reviews from the Item’s Actions menu.
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Records Folder Metadata History Page

Metadata History

User Date Changes
Details: dRecordRewiewDate=4/25/05 2:02 PM

Comments: validity check

425,05 2:02
SYSAMIN |y Field Mami Old Yalue Mewe Yalue

. 4/19/05 11;06 ||4/25/05 2:02
dRecordReviewDate |, B

Field Name Old Value | New Value
sysadmin gﬁﬁmﬁ 2102 | [drecordObsolateDate 1/1/07 12:00 aMm
dRecordExpiratisnDate 17107 12:00 aM
] . Field Mame Old Yalue Mewr Yalue
sysadimin Af20/05 T:42
L dFolderiane [Records Folder One [Folder 1

Use this page to view the metadata history of a records folder (i.e., a list of all changes to
the metadata of that records folder).

Permissions: The Folder.Read right is required to use this screen. All predefined record
management roles (‘rma’, ‘rmaprivileged’, and ‘rmaadmin’) have this right.

)

To access this screen, open the Browse Content tray and click the Retention Schedules
link. Navigate to the records folder to use. In the row for the folder, select Information—
Metadata History or click the Info icon and select Information—Metadata History
from the Page menu.

The page shows an overview of all changes made to the editable properties of the records
folder, together with the affected metadata field name, the modification date and time, and
the old and new values. In the above example, on 8/13/04, the user ‘sysadmin’ set the
expiration date of the records folder by changing the field from empty to 8/31/2006. This,
in turn, also set the obsolete date because an expired record automatically becomes
obsolete.

Freeze Details Page

Freeze Details for “ClientXLegalDocsOFFICIAL'
[ Save Fresze Detals
Retention Schadules > SeriesABMNCLASSIFIED — > UneclassfisdChent —» Chent XL egalDacsOFFICLAL
Freeze Mame Freaze Reason Irdhesited From Actions |
Hold For review on hoikd =D
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Permissions: The Folder.Read right is required to use this page. All predefined records
management roles (‘rma’, ‘rmaprivileged’, and ‘rmaadmin’) have this right.

Use the Freeze Details page to view detailed freeze information for a records folder (i.e., a
list of all freezes that are currently applied to the records folder). To access this page, open
the Browse Content tray, and click the Retention Schedules link. Navigate to the records
folder to use. In the row for the records folder, do one of the following:

*  Click the Info icon ((i)).

*  Click the Action icon (¥Z]) and choose Information—Folder Information from
the popup menu.

The Records Folder Information page (page 5-18) is displayed.

If the records folder is frozen, the Freeze Disposition field value is ‘Yes’ and a Details
hyperlink is displayed next to the field value.

Figure 5-12 Details links on Folder Information page

Retention Category ITdentifier: RatCall
Cutolf Folder: Mo
Close Folder: Mo

Freeze Disposition: [etails

Click on the Details hyperlink. You can also choose the Freeze Detail option from the
Actions menu.

This page shows all freezes that are currently applied to the records folder. If the folder
inherited its freeze status from a parent folder, that folder’s name is shown in the Inherited
From column for the freeze that was inherited. If you click the info icon ((i)) for an item in
the list, the Records Folder Information page (page 5-18) for the records folder is
displayed.

Actions Menu

Depending on your rights, you may also see the following options, either on the page or in
the Actions dropdown menu:

7

«+» Save Freeze Details: Enables you to save the information on the Freeze Details page
to a file, in the report format specified on the Configure Records Management Page

(page 3-1).

Note: If the generated report file is in PDF format, it cannot be viewed using Adobe
Acrobat 5.x or earlier. You need at least version 6.0 of the Acrobat software.
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+ Edit Freeeze: Used to change the freeze details.

«» Unfreeze: Used to remove the freeze.

Metadata History Page

Metadata History

User Date Changes
Details: dRecordReviewDate=4/25/05 2:02 PM

RS Comments: Validity check
4 f :
sysadmin |, ' Field Namie Old Walue Mewe Yalue

dRecordreviewDake ;ﬁpmﬁ 11:06 ;{125"":'5 202

Field Name Old Value | New Value
sysadmin | #25/05 2:02 | |dRecardObsoleteDate 1/1/07 12:00 &M
drecordExpirationDate 1107 12:00 AM
a0 42 Field Mame Old Yalue New Yalue
sysadmin ;]':i'n"DS e -
dFolderMane Records Folder Ome |Folder 1

Use this page to view the metadata history for a records folder—that is, a list of all
changes that have been made to the editable folder properties. To access the Metadata
History page, open the Browse Content tray, and click the Retention Schedules link.
Navigate to the records folder to use. In the row for the records folder, click the Info icon
((@)). In the Actions dropdown menu of the Records Folder Information page (page 5-18),
choose Metadata History.

Freeze/Unfreeze Dialog Screen

a Freeze — Web Page Dialog

Fragze

Freeze Mame Legal Case A j‘

Freeze Reason  |Litigation with corpany XYZ

EI Cancel |

EN

Use this screen to choose a freeze to work with.
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Edit Record Folder Page
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Permissions: The Folder.Freeze/Unfreeze right is required to use this screen. This right is

Edit Records Folder
| wirformation  vEdt v Trigger Dates  wDelste v Creats |
Retention Schedules — > Permanent Category 101 - RFY-101
® Security Group FiecodsGroup -I
* Filer [ syrzacimin | spsadmin =
*Records Folder Identifier RFV-101
* Records Folder Mame  [ARGIM
Records Folder Description

¥ Suhjact To Audit
Audit Period -l

3 External
Extermal Location [
Exlernal Containgr [
Activation date [~
Expiration date [r
Delate Approval date [r
Last tem Added Date al A [r
Supplemental Markings | | ;I
Security Classification - |
Group Permissions | Sedect . I
Uger Permissions [ Sedect., I

SubmtUpdate | Reset | Ouick Hep |

This page is used to edit the details about a records folder. To access this screen, select
Edit—Edit Folder from the Records Folder Information page (page 5-18).
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WORKING WITH CONTENT AND
RECORDS

OVERVIEW

This chapter discusses the tasks associated with the general maintenance and processing of
content and records. It covers the following topics:

Concepts

7

« About Content Processing (page 6-2)

Tasks

«» Viewing Content [tem or Record Information (page 6-2)

« Changing Item and Review Status and Deleting Metadata History (page 6-4)
« Managing Classified Records (page 6-7)

« Deleting, Moving, and Changing Content Items (page 6-11)

Interface

« Content Information Page (page 6-14)

+» Life Cycle Page (page 6-17)

«» Review History for <Item> Page (page 6-18)
*¢ Metadata History Page (page 6-18)
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+ Classified Metadata History Page (page 6-19)
+ Review Classification Page (page 6-20)

Note: For information about creating and finding records in the content server, see the
Records Manager DoD Edition User Guide.

ABOUT CONTENT PROCESSING

Maintaining and processing content and records involves tasks such as moving them,
initiating a freeze, or handling events such as cancelling, expiring. You can also rescind
items or mark items as obsolete for any other condition. Other tasks associated with
content and records include removing a supplemental marking from an item or changing
an existing content item into a record.

Options for maintaining and processing content and records are accessible from the Page
menu on the content information page of an item. The available actions vary depending on
what type of content is being used.

MANAGING CONTENT ITEMS OR RECORDS

6-2

6

The following tasks are involved in managing content:
% Viewing Content Item or Record Information (page 6-2)
+ Changing Item and Review Status and Deleting Metadata History (page 6-4)

% Managing Classified Records (page 6-7)

Viewing Content Iltem or Record Information

Permissions: The Record.Read right is required to perform these actions. All predefined
record management roles (‘rma’, ‘rmaprivileged’, and ‘rmaadmin’) have this right.

Viewing information can be done in several ways depending on your location in the
product hierarchy. First locate the item by browsing, searching, or screening. Then
perform one of the following actions:

R/

+ On the search or screening results page, select Information then the desired option
(Life Cycle, Recent Reviews, and so on) from the item’s Actions popup menu.
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% On the search or screening results page, click the Info icon ({i)) of the record.

The Content Information Page (page 6-14) is displayed. On the Page top menu, select
Information then the option you need (Life Cycle, Metadata History, and so on).

Viewing Content Item or Record Life Cycles

Use the previously described procedure to acess the Information menu or page for a
content item or record. When you select Life Cycle from a menu, the Life Cycle Page
(page 6-17) is displayed.

The page shows the complete life cycle of the item according to its scheduled disposition,
including the calculated dates of each disposition action. If a separate notification
reviewer has been assigned for the item, that person’s user name is displayed. In addition,
the retention category identifier from which the records folder inherits the instruction is
given for each disposition action because records can be filed into multiple folders.

Viewing Record or Non-Record Content ltem Review
History
Use the previously described procedure to acess the Information menu or page for a

content item or record. When you select Recent Reviews from a menu, the Review
History for <Item> Page (page 6-18) is displayed.
The page shows a list of everyone who has reviewed the record or non-record content item

(and marked it as reviewed, see Marking an Item as Reviewed (page 6-7)), together with
the date and time of review.

Viewing Record or Non-Record Content Item Metadata
History

Use the previously described procedure to acess the Information menu or page for a
record.When you select Metadata History from a menu, the Metadata History Page
(page 6-18) is displayed.

The page shows an overview of all changes made to the editable properties of the item,

together with the affected metadata field name, the modification date and time, and the old
and new values.

® Important: You can view the metadata history for all non-record content items checked
into the Retention Schedule. You cannot view metadata history for non-record content that
is not checked into the Retention Schedule.
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Viewing a Record’s Classified Metadata History

Use the previously described procedure to acess the Information menu or page for a
record. When you select Classified Metadata History from a menu, the Classified
Metadata History Page (page 6-19) is displayed.

This page shows a list of all changes made to the security classification of the record.

Viewing an Iltem’s Freeze Details

Use the previously described procedure to acess the Information menu or page for a
content item or record. If the item is frozen, the Is Frozen field value is ‘Yes’ and a Details
hyperlink is displayed next to the field value. Click on the Details hyperlink. The Freeze
Details Page (page 5-20) is displayed.

This page shows all freezes that are currently applied to the item. If the item inherited its
freeze status from its parent folder, that folder’s name is shown in the Inherited From
column for the inherited freeze. If you click the info icon ((i)) for a freeze in the list, the
content information page of the record is displayed.

To save the information on this page to a file (in the report format specified on the
Configure Records Management Page (page 3-1), choose the Save Freeze Details option
from the Page Create dropdown menu.

Note: If the generated report file is in PDF format, it cannot be viewed using Adobe
Acrobat 5.x or earlier. You need at least version 6.0 of the Acrobat software.

Changing Iltem and Review Status and Deleting
Metadata History

Managing content information can be done in several ways depending on your location in
the product hierarchy. First locate the item by browsing, searching, or screening. Then
perform one of the following actions:

«» On the search or screening results page, select a Table menu then the desired option:
Update (Freeze or Unfreeze), Delete (Metadata History) or Trigger Dates
(Cancel, Expire, Obsolete, Rescind).

% On the search or screening results page, click the Info icon (1)) of the record.

The Content Information Page (page 6-14) is displayed. On the Page’s top menu,
select Edit, Delete, or Trigger Dates then the option you need.
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+** You can perform actions on multiple items by clicking the selection box next to the
item and choosing an option from the Table menu.

Deleting Metadata History of Record or Non-Record
Content Items

Permissions: The Record.DeleteHistoryFile right is required to perform this action. This
right is assigned by default to the ‘rmaadmin’ role.

Use the previously described procedure to find an item and delete its metadata history.
When you select Delete Metadata History from a menu, a message prompts you to
confirm the action. Click OK to confirm the action or Cancel to cancel it.

Freezing or Unfreezing an Item

Freezing inhibits disposition processing for that item. Records that reside in a frozen
folder inherit the freeze status from their parent folder, but they can also be frozen
independently of the folder (usually with a different freeze).

In addition to records and non-record content filed within a retention schedule, you can
also freeze content items within Content Server that are not in a retention schedule and
therefore associated with a retention schedule.

You can apply more than one freeze to a record or content item. You can view the Freeze
Details page (see Viewing an Item’s Freeze Details (page 6-4)) for the item to see a list of
all freezes currently applied to it.

If a person with the ‘rmaadmin’ role tries to freeze a content item to which the user does
not have access control rights, an error occurs but the item is still frozen and thus removed
from the disposition content list. If the RmaAddDocWhereClauseForScreening
configuration variable is set to false (the default), the ‘rmaadmin’ can screen for frozen
items which they do not have access to by using the screening page or from the Freeze
Information page.

Unfreezing a content item or record releases the item again for disposition processing.

Permissions: The Record.Freeze/Unfreeze right to perform these actions. This right is
assigned by default to the ‘rmaadmin’ role.

Note: If you freeze a non-record content item, all revisions of that content item are frozen.
The revision that you freeze is frozen directly and the other revisions inherit the freeze.
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Use the previously described procedure to find an item to freeze.
1. Click Freeze or Unfreeze on the appropriate menu.
The Freeze/Unfreeze Dialog Screen (page 5-22) is displayed.

2. Inthe Freeze Name dropdown list, select the freeze that should be applied or cancelled
if unfreezing. The list contains all defined freezes. You can also provide a reason for
the action.

3. Click OK to confirm the action. If you click Cancel, the entire action is aborted.

If you confirmed the action, the Retention Schedule Information area of the content
information page displays “Is Frozen: Yes” as well as a Details hyperlink, which links
to the Freeze Details Page (page 5-20) for of the record. If you unfroze the item, “Is
Frozen: No” is displayed.

Note: After a record or non-record content item is frozen, you cannot edit its freeze
reason. If the freeze is no longer correct, you should unfreeze the record or item and freeze
it with a new reason.

Cancelling, Rescinding or Expiring a Record
When an item is cancelled, rescinded, or expired, its status becomes obsolete.
Rescinding applies only to records. It is not available for non-record content items.

Non-record content items can be expired as part of a disposition action while ad hoc
expiration is available only for records. When an item expires, its status becomes obsolete.

Permissions: The Record.Edit right is required to perform these actions. This right is
assigned by default to the ‘rmaprivileged’ and ‘rmaadmin’ roles.

Use the previously described procedure to find an item to use. Select Cancel, Rescind, or
Expire from the Trigger Dates menu.

You are prompted to enter a reason for the action. If desired, enter a reason, and click OK
to confirm. If you do not want to enter a reason, leave the text box empty, and click OK. If
you click Cancel, the entire action is aborted.

If you confirmed the action, the Retention Schedule Information area of the content
information page displays the date the record was cancelled, rescinded, or expired, and
also displays a corresponding obsolete date.

Note: You can undo this action by choosing Undo Obsolete in the Actions list of the
item’s content information page.
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Marking an Item as Obsolete or Removing Obsolete
Designation

@ Note: Non-record content items can be made obsolete as part of a disposition action while
records can be made obsolete through a disposition action or by an ad hoc action.

This procedure makes an item obsolete for any reason other than expiration, cancellation,
or rescinding.

Permissions: The Record.Edit right is required to perform these actions. This right is

©

assigned by default to the ‘rmaprivileged’ and ‘rmaadmin’ roles.

Use the previously described procedure to find an item to use. Select Obsolete or Undo
Obsolete from the Trigger Dates menu.

You are prompted to enter a reason for the action. If desired, enter a reason, or leave the
text box empty. Click OK when done. If you click Cancel, the entire action is aborted.

If you confirmed the action, the Retention Schedule Information area of the content
information page displays the date the record was made obsolete.

Marking an Item as Reviewed

Use this procedure to mark a record or non-record content item as reviewed, either after
receiving a review notification (as part of a disposition instruction) or ad hoc.

Permissions: The Record.Edit right and the RecordEditReview review are required to

5

perform this action. These rights are assigned by default to the ‘rmaprivileged’ and
‘rmaadmin’ roles. By default, this right is also assigned to those roles.

Use the previously described procedure to find an item to use. Select Mark Reviewed
from the Trigger Dates menu. You are prompted to enter a reason for the action. If
desired, enter a reason, and click OK to confirm. If you click Cancel, the entire action is
aborted.

If you confirmed the action, the Retention Schedule Information area of the content
information page displays the date the item was reviewed.

Managing Classified Records

Managing classified information is done by using the Page menus at the top of the Content
Information Page for the specific record.
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«» On the search or screening results page, select Content Information from the item’s
Actions popup menu.

%+ On the search or screening results page, click the Info icon ({i)) of the record.

The Content Information Page (page 6-14) is displayed. On the Page top menu, select
Information then the option you need.

Reviewing Record Classifications

Note: Classification review is only available for record content. It is not used with non-
record content items.

Permissions: The Record.Edit right is required to perform this action. This right is
assigned by default to the ‘rmaprivileged’ and ‘rmaadmin’ roles.

Important: If category authors need to review the classification of a record that has a
higher security classification level than they have, they cannot perform that action. A
records manager or system administrator with the appropriate classification level will then
need to do it for them.

Use the previously described procedure to find an item to use. Select Information—
Review Classification from the Page menu. The Review Classification Page (page 6-20)
is displayed. Review the information and provide the following information in the marked
fields:

¢ The date and time of the classification review

»  The person (or other entity) who performed the classification review

When you finish, click Submit Update.

Upgrading or Downgrading Classification

Upgrading the classification of a record is rare; it is therefore typically an ad-hoc action
and not part of a retention instruction.

Note the following considerations:

R/

* You cannot downgrade a record that has ever had the Restricted Data or Formerly
Restricted Data supplemental markings assigned. The Downgrade On field is disabled
for records that have a restricted supplemental marking history.
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+«» If category authors need to upgrade or downgrade the classification of a record that
has a higher security classification level than they have, they cannot perform that
action. A records manager or system administrator with the appropriate classification
level will then need to do it for them.

« Ifyou specified a date for the “Downgrade on date” metadata field for a classified
record (upon check-in or later), you will receive a notification on the due date to
remind you that you need to downgrade the record.

Permissions: The Record.Upgrade/Downgrade right is required to perform this action.
Cﬂ None of the predefined roles have this right by default. You need to assign that right to a
user first.

Use the previously described procedure to find an item to use. Select Edit—Upgrade
Classification or Edit—Downgrade from the Page menu.

The Upgrade or Downgrade Classification page is displayed. This page is similar to the
Review Classification Page (page 6-20) with the addition of fields where you can change
the classification.

Provide the following required information in the marked fields:
*  The date and time of the classification change
»  The person (or other entity) who changed the classification
*  The new classification level

e The reason for the classification change

When you finish, click Submit Update.

Declassifying a Record

@ Important: You cannot declassify a record that has ever had the Restricted Data or
Formerly Restricted Data supplemental markings assigned. The Downgrade On field is
disabled for records that have a restricted supplemental marking history.

Use this procedure to completely declassify a record, either after receiving a review
notification (as part of a disposition instruction) or ad hoc. If a record is exempt from
declassification, you must enter an exemption reason for the record.

After a record has been declassified, access to that record is unrestricted and in the
absence of any other security restrictions, any records user can view the record.
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Permissions: The Record.Edit right is required to perform this action. This right is
assigned by default to the ‘rmaprivileged’ and ‘rmaadmin’ roles.

Important: If category authors need to declassify a record that has a higher security
classification level than they have, they cannot perform that action. A records manager or
system administrator with the appropriate classification level will then need to do it for
them.

Use the previously described procedure to find an item to use. Select Edit—Declassify
from the Page menu.

The Declassify Record page is displayed. It is similar to the Review Classification Page
(page 6-20) with the addition of fields to specify the declassification.

Provide the following required information in the marked fields:
* The date and time of the declassification
e The person (or other entity) who declassified the record

¢ The reason for the declassification

When you finish, click Submit Update.

Removing Supplemental Markings from Records
To delete a supplemental marking, you must remove the marking from any records,

records folders, or users.

Permissions: The Record.Edit right is required to perform this action. This right is
assigned by default to the ‘rmaprivileged’ and ‘rmaadmin’ roles.

Use the previously described procedure to find an item to use. Select Update from the
Page menu. The Info Update form is displayed. Delete the markings in the Supplemental
Markings text box.

Click Submit Update. The supplemental markings are no longer displayed in the
Retention Schedule Information area of the content information page.

Undoing a Record Cutoff

After undoing a record cutoff, the record is no longer cut off and is available for
disposition. Display the Content Information Page (page 6-14) for the record. Select
Triggers Dates—Undo Cutoff from the Page menu.
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Permissions: The Record.UndoCutoff right is required to perform this action. This right is
assigned by default to the predefined ‘rmaadmin’ role.

Deleting, Moving, and Changing Content Items

Actions involving individual content items are usually done on the Content Information
Page using the Content Actions Page menu. Select Update from that menu to access the
menu choices discussed here.

Moving a Record to Another Category or Folder

@ Note: This procedure is for records and not for non-record content items.

Permissions: The Record.Edit right is required to perform this action. This right is
assigned by default to the ‘rmaprivileged’ and ‘rmaadmin’ roles.

1. Select Content Actions—Update on the record’s Content Information Page
(page 6-14).

The Info Update form is displayed.

2. Click the Browse button following the Category or Folders field label.
The Select Record Category or Folders screen is displayed.

3. Click Clear to remove the current location.

4. Click the plus sign (+) or the icon to expand the retention schedule. Navigate to the
retention category or records folder where the record will be moved. Click on the
record category or folder to select it. The bread crumb box displays the hierarchical
path of the record category or folder in the retention schedule.

5. Click OK. The Select Record Category or Folders screen closes.
6. On the content information page, click Submit Update.

The content information page displays the folder or category ID of the new location.
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Changing an Existing Content Item into a Record

Use this procedure to mark an existing content item (checked into the content server) as a
record.

Permissions: Read and write permission (RW) for a content item are required to change it
into a record. This is handled at the content server level (using the User Admin utility).

1. Select Content Actions—Update on the record’s Content Information Page
(page 6-14).

The Info Update form is displayed.
2. Select the Is Record check box to indicate the content item is a record.
The records fields are displayed.

3. Complete the required fields for the record. For more detailed information about
checking in records, see the Records Management DoD Edition User Guide.

4. Click Submit Update.

Undoing the Record Status of a Content Item

Use this procedure to undo (cancel) the record status of an existing content item (checked
into the content server). After this procedure, the content item is no longer considered a
record.

Permissions: The Record.UndoRecord right is required to perform this action. None of
the predefined roles have this right by default. That right must be assigned to a user first.

1. Select Content Actions—Update on the record’s Content Information Page
(page 6-14).

The Info Update form is displayed.

2. Clear the Is Record check box to indicate the content item is no longer a record.
(This check box will only be visible if you have the Record.UndoRecord right.
If you do not have that right, the Is Record field will be display-only.)

The records fields are no longer displayed.
3. Click Submit Update.

You return to the content information page, which no longer contains records-related
information.
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Deleting an Item
® Important: You cannot delete an item that is frozen.

Use this procedure to delete a record or non-record content item immediately outside of its
disposition schedule. Metadata is not preserved.

Permissions: The Record.Delete right is required to perform this action. This right is
Sﬂ assigned by default to the ‘rmaadmin’ role. Delete permission (D) for the record’s security

group is also required (unless Folders is installed).

1. Display the record’s Content Information Page (page 6-14).

2. Inthe Revision History area, click Delete. You are prompted to confirm the permanent
delete action.

3. A message is displayed stating the item was deleted successfully.

Assigning Disposition Schedules to Non-Record Content
Items

Use this procedure to assign a disposition schedule to an existing, non-record content item.

1. Select Content Actions—Update on the record’s Content Information Page
(page 6-14).

The Info Update form is displayed.

2. In the Life Cycle dropdown list, select the retention category whose disposition
instructions should be assigned to the item. The dropdown list includes all retention
categories that have been marked as “non-record categories™ .

3. Click Submit Update.

The content item is now processed in accordance with the disposition instructions
associated with the selected retention category.

CONTENT AND RECORD MANAGEMENT SCREENS

The following screens are used when managing content and records:

®

+» Content Information Page (page 6-14)
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« Life Cycle Page (page 6-17)

* Review History for <Item> Page (page 6-18)
«» Metadata History Page (page 6-18)

¢ Classified Metadata History Page (page 6-19)
«» Review Classification Page (page 6-20)

Content Information Page

The content information page of an item in DoD Edition contains more information than
that of a “normal” content item managed by Universal Content Management. The page
has several main features:

Item Information Area

This area provides informatoin about the item, including its location in the retention
schedule, content ID, and other information.
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Figure 6-13 Retention Schedule Information section of information page

Content Information
| winformation  w Trigger Diakes  Deleke Metadats Mistory  vEdt v Content Actions

 E-mail

Freeoe

Records Information

Retention Schedules --» Undassfied Category --> Undassified Folder |
Content ID: DrafiMS:
Revision: 1
Type: ADACCT - Acme Accounting Department
Title: Draft1 oTWS 2
Filer: ChiglPR
Comments:
Is Record: Yes
Category 10:
Folder 1Dz UnclassF1
Record Activation Date: 21007 1200 AW
Record Expiration Date: 21007 1200 AW
Delete Approve Date:
Is Cutolf: Mo
Revicw Date: 2721007 7:02 AM
Record Obsolete Date: 370007 1.2:00 AM
Record Filig Date: 221007 7:02 AM
Originating Organization: Deafault
Record Format: Texd
Supplemental Markings:
Subject To Audit: Mo
Audit:
I% Frozen: Ro
Subject to Review: Ves
Reviewer: MGrimeas
Review Period: 1 Froma Period

Storage Information Area

This area provides filing information about the content item or record.

Figure 6-14 Record/Retention/Content Information section of information page

External: Mo
External Location:
External Container:
Media Type: Elgclronic
Record Destroy Date:
Clazsifving Agency: default
Classified By: defaull
Classification Derived From:
Derived fram Topic:
Reason(s) for Classification: defaull
Current Classification: Mo Markings
Declassifly Exernption Category: default
Declassify on Event:
Nerlacsify nn MNake:
Downgrade Instructions:
Downgrade on Event:
Downgrade on Dabe:
Actual Declassified Date:
Classification Guide Remarks:
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Correspondence

Area

The Correspondence area displays information about the item if it was designated as

correspondence.

Figure 6-15 Correspondence area of content information page

Correspondence Fields:

Publication Date

Security Group

Status
Formats

Author Or Originator: P Zumbrowskl
Addressee(s):
Other Addressee(s):
Email Subject:
Emall To Lists:

CLO

: THAI0T D44 AW

Received Dake:
Profile Trigger:
EditorMame:

¢ RecordsGroup

Checked Out By:

: Released

: lextiplain

[ e ]

Links Area

This area provides links to the native and web-viewable record files, as well as a number

of retention management links.

Figure 6-16 Links section of information page

Links

Cross-Referencad By

Revision History

Area

This area provides release information about the current content item. The revision history
for records will generally only have one revision, as records typically do not change.
Non-records and recurring screening reports may have multiple revisions in their revision

history.
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Figure 6-17 Revision History section of information page for record or non-record content item

Revision History

[ Revision . Release Date I Expiration Date 1 Status 1 Actions

[11] 44705 2:32 PM None Released Deleta

Life Cycle Page

Life Cycle of Map Iimage

Date: 2/21/07 12:00 &AM
Triggering Event: Obsolete
Disposition Action: Desiroy
Hotification Reviewer:

Retention Category
Tdentifier:

TestCategory
Date: 2/22/07 12:00 PM
Triggering Event: Scheduled declassify date
Disposition Action: Declassify
Muliflicalivn Reviewsr:

Fusbantinm t,ate_q_un_r ClassifisdBuitar
Identifier:

To access this page, locate the item by browsing, searching, or screening. On the search or
screening results page, select Information—Life Cycle or click the Info icon of the
content item or record and select Information—Life Cycle from the Page menu on the
Content Information Page (page 6-14).

The page shows the complete life cycle of the item according to its scheduled disposition,
including the calculated dates of each disposition action. If a separate notification
reviewer has been assigned for the item, that person’s user name is displayed. In addition,
the retention category identifier from which the records folder inherits the instruction is
given for each disposition action because records can be filed into multiple folders.
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Review History for <ltem> Page

Recent Reviews of Test Setup: 0414-01

Reviewer: sysadmin
Review Date: 47005 4:50 PM

Reviewer: sysadmin (Initial filing)
Rewview Date: 4/7/04 2:32 PM

To access this page, locate the item by browsing, searching, or screening. On the search or
screening results page, select Information—Recent Reviews or click the Info icon of the
content item or record and select Information—Recent Reviews from the Page menu on
the Content Information Page (page 6-14).

The page shows a list of everyone who has reviewed the record or non-record content item
(and marked it as reviewed, see Marking an Item as Reviewed (page 6-7)), together with
the date and time of review. In the above example, the user ‘sysadmin’ created the item on
4/7/04, and that same person reviewed the item on 4/7/05 (for example, as part of an
annual review).

Metadata History Page

Metadata History

User Date Changes
Details: dRecordReviewDate=4/25/05 2:02 PM
Comments: Validity check

4/25/05 2:02

sysadmin 43 Field Namae Old Value Meve Value

. &/19/05 11:06 |4/25/05 2:02
dRecordRenawDate h B

Field Name Old Value | New Value
sysadmin | #25/05 2:02 | |dRecardObsoleteDate 1/1/07 12:00 &M
drecordExpirationDake 1107 12:00 &M
a0 . Field Mame Old Yalue New Yalue
cycadmin (2005 7:42
s dFolderiane |[Records Folder One [Folder 1

To access this page, locate the item by browsing, searching, or screening. On the search or
screening results page, select Information—Metadata History or click the Info icon of
the content item or record and select Information—Metadata History from the Page
menu on the Content Information Page (page 6-14).
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The page shows an overview of all changes made to the editable properties of the item,
together with the affected metadata field name, the modification date and time, and the old
and new values.

Classified Metadata History Page

Metadata history for 'sadfasfdsafdsaf’

User Date [ Changes
Details: Decassified Record

Comments: [jones

sysadmin 3{:9;949:33 Field Name [Old Value| ™New value
[wDeclassifiedey | ljones
[wDeclassified | [B/20/14 12:00 &AM

Details: Upgraded Classification
Comments: Mone

) . old

sysadmin gﬂ.?m+ 253 . Field Mame . value - Mew Yalue
wClassifiedUpgradediy Wictor
uClagsifiedUpgradedon :ﬁ?m4 12:00
Details: Review Record Classification
[ . Old

Field Mame Mew Yalue
sysadmin [B/17/043:53 || | Value |
PM wClassifisdReviewadBy ichictor

wClassifiedRevieweadOn ELIE.-"M 1z:00

Details: Review Record Classification

I SR Field Mame Uglllflle MNew Value
SYSITUmIn B I [ .
wClassifiedReviewsdon i’:_.ll A704:12:00
[wClassifiedReviewedBy Crwar

To access this page, locate the item by browsing, searching, or screening. On the search or
screening results page, select Information—Classified Metadata History or click the
Info icon of the content item or record and select Information—Classified Metadata
History from the Page menu on the Content Information Page (page 6-14).

This page shows a list of all changes made to the security classification of the record. The
following information is provided:

*  The user who made the change
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The timestamp when the change was made
The old classification level
The new classification level

The specified reason for the classification change

Review Classification Page

Content 1D
Classifying Agency
Classified By

Classification Derived
From

Crerived from Topic
Initial Classification

Reasonis) for
Classification

Current Classification

Declassify Exemption
Category

Declassify an Event
Declassity on Date

Downgrade on Event
Dowmgrade on Date

Reviewed on

Reviewed by

Review Classification for 'Test Setup: 0414-01-Folder1"

Dowmgrade Instructions

Rhe_000018
MZ-ALL- 2004
Wicki

Secret
Sensitive Info

Secret

TIE208 1200 P

Submit Update | Reset |  Quick Help |

To access this page, locate the record to use by browsing, searching, or screening. On the
search or screening results page, click the Info icon of the item. The Content Information
Page (page 6-14) is displayed. In the Actions list, click Review Classification.
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OVERVIEW

You can elect to have records and non-record content items that are subject to periodic
review and update. From a DoD perspective, records that are subject to review are vital.
According to NARA, the National Archives and Records Administration in the United
States, vital records are essential government agency records needed to meet operational
responsibilities under emergency or disaster conditions, or records required to protect
legal and financial rights of the Government.

Organizations that are not government agencies may have other types of content items or
records that are vital to their type of business, and therefore subject to review.

You can edit the review status, reviewer, and review periods for records folders and
categories. This chapter covers the following topics:

Concepts

®

« About Items that are Subject to Review (page 7-2)

Tasks

7

«» Managing Review Information (page 7-2)

Interface

7

« Edit Review Information for Retention Category/Folder Page (page 7-4)
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ABOUT ITEMS THAT ARE SUBJECT TO REVIEW

Content that is subject to review typically comprise about five percent of content deemed
critical to a business. Some examples of content that is subject to review include:

0/

¢ software source code

®

+ patents and copyrights
+¢ legal documents such as trusts, estates, and wills
% regulatory compliance data

Cycling vital records or content subject to review refers to the periodic replacement of
obsolete copies of content items with copies of current content items. For information
about reviewing records and records folders that are subject to review, see Chapter 9
(Processing Retention Assignments).

Initial reviews are based on the content release date for internal records and the record
filing date for records folders. The next review date will be based on the reviewer’s last
review date.

Reviews are only allowed on the latest revision and not on superseded content, obsolete
content, or records folders.

MANAGING REVIEW INFORMATION

7-2

Permissions: The Category.EditReview right or Folder.EditReview right is required to
perform these actions. This right is assigned by default to the ‘rmaadmin’ role.

Follow this procedure to edit retention category or folder review information:
1. Find the Retention category to view.

2. Select Edit—Edit Review from the item’s Actions popup menu, or click the Info icon
for the item and select Edit—Edit Review from the Page menu.

The Edit Review Information for Retention Category/Folder Page (page 7-4) is
displayed.

3. To change a review category to non-review category, clear the Subject to Review
check box. The remaining fields become gray and unavailable. To change a non-
review category to a review category, select the Subject to Review check box.
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Tech Tip: Remember that the review setting is inherited, and if you still want any records,
content items, or child records folders to stay as subject to review, make sure you set the
review information for child records folders that no longer inherit review status from their
retention category. Any records or content items filed directly into retention categories are
directly affected by review status changes.

4. To select, remove, or change a reviewer, select the reviewer from the Reviewer list.
You can select the topmost blank to remove the reviewer and allow the system default
to designate the reviewer.

5. To edit or enter the review period, enter an integer and select a review period in the
Review Period box and list.

6. Click Submit Update. An update message is displayed, and the Retention Category
Information page displays the review information you entered.

When editing a folder, keep the following points in mind:

R/

¢ The Folder.EditReview right is required to perform the action. This right is assigned
by default to the ‘rmaadmin’ role.

¢ Follow the same procedure to change folder review information as that used to change
a record’s review information. Remember that the review setting is inherited, and if
you still want any child folders to stay as subject to review, make sure you set the
review information for records folders that no longer inherit it from a parent records
folder or category.

«» The reviewer you select must have the ‘rmaadmin’ or ‘rmaprivileged’ role because
users assigned the ‘rma’ role cannot mark a records folder as reviewed.

SUBJECT TO REVIEW INTERFACE SCREENS

The following screen is used to manage review information:

®

+ Edit Review Information for Retention Category/Folder Page (page 7-4)
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Edit Review Information for Retention
Category/Folder Page

Edit Review Information for Retention Category
| ~Information  vEdR  vDelete  ~Creste |
Retention Schedules --> Permanent Category 101

¥ Subject to Review
Reviewer [ [ =l
Revienw Pariod | | ;I

SubmiUpdate | Resst|  Quick Help |

To access this page, open the Browse Content tray, and click the Retention Schedules
link. The Exploring Series “Retention Schedule” page is displayed. Navigate to the
retention category to edit. Click the Info icon ((i)) for the category and select Edit—Edit
Review from the Page menu.

Feature Description
Subject to Review Select the check box to enable the retention category as a
check box subject to review category. Then enter a reviewer user name

in the text box, and select the associated period from the list.

¢+ Optional.

¢ Default: Not selected; not a retention category that is
subject to review.

@ Note: If a retention category has a review period of
shorter duration than the review period set for its
child records folder, the child records folder
assumes the shorter review period and ignores its
own setting of longer duration. The shorter review
period takes precedence.

7-4 Records Manager DoD Edition System Maintenance Guide




Editing Review Information

Feature

Description

Reviewer

Select a reviewer for the items if you do not want to accept
the system default reviewer specified on the Configure
Records Management Page (page 3-1). The reviewer you
select for the retention category will receive e-mail
notification when it is time to review and cycle records and
content items.

% Optional.

Review Period text box
and dropdown list

Enter the number of review periods and select the review
period from the list, which contains custom and predefined
periods.

Required if the Subject to Review check box is selected.

Submit Update button

Submits your updated edits.

Reset button

Resets the page to the original settings.
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SCHEDULED TASKS

OVERVIEW

It is possible to set up a schedule to perform retention-related tasks at times that are more
convenient for your environment. This chapter discusses scheduling tasks which can be
performed at a later time. It covers the following topics:

Concepts
+¢ Using Scheduled Tasks (page 8-2)

Tasks

¢ Scheduling a Disposition Action (page 8-2)

«» Scheduling Screening Reports (page 8-3)

+»  Viewing Scheduled Disposition Action Log Files (page 8-3)
« Editing Recurring Screening Reports (page 8-3)

* Viewing Recurring Screening Report History (page 8-4)

« Viewing Recurring Screening Report History (page 8-4)

Interface
+ Scheduled Disposition Actions Page (page 8-4)
¢+ Scheduled Screening Reports Page (page 8-7)
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+« View History Page (page 8-10)
% Edit Recurring Report Schedule Page (page 8-11)

USING SCHEDULED TASKS

Some of the tasks that Records Manager DoD Edition performs may involve large sets of
content items or records. Tasks such as processing retention assignments, performing
archives, or customizing metadata may interfere with normal daily operations or put a
heavy load on the content server, which is undesirable during regular business hours.

With the scheduling feature you can set up disposition actions and screening reports to be
performed at a later time, during off-peak times on your system.

See Updating Information (page 4-34) for details about viewing scheduled updates and
searches.

MANAGING SCHEDULING

Several different kinds of scheduling can be performed:

¢ Scheduling a Disposition Action (page 8-2)

«+» Scheduling Screening Reports (page 8-3)

¢ Viewing Scheduled Disposition Action Log Files (page 8-3)
« Editing Recurring Screening Reports (page 8-3)

% Viewing Recurring Screening Report History (page 8-4)

« Viewing Recurring Screening Report History (page 8-4)

Scheduling a Disposition Action

To schedule a disposition action, make sure that you choose the Schedule... command in
the Actions icon popup menu (¥:]) of the item you need to process in your My Retention
Assignments area.

The disposition action is then put in the queue of actions to be performed. All scheduled
disposition actions are performed once a day at midnight.
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Note: For more detailed information about pending disposition actions, see Chapter 9
(Processing Retention Assignments).

Scheduling Screening Reports

To schedule a screening report, click the Schedule button in the Screen for <topic> Page
(page 4-7).

The screening report is then put in the queue of actions to be performed. All scheduled
screening reports are generated once a day at midnight.

@ Note: For more information about screening, see Chapter 4 (Screening and Updating).

Viewing Scheduled Disposition Action Log
Files

To view the log file of scheduled disposition action, complete the following steps:

1. Select Tasks—Scheduled—Disposition Actions from the Configure Records
Management Page (page 3-1).

The Scheduled Disposition Actions Page (page 8-4) is displayed.
2. Choose View Log in the Actions icon popup menu of the disposition action to view.

The log file of the disposition action is displayed.

Editing Recurring Screening Reports

To edit a recurring scheduled screening report, complete the following steps:

1. Select Tasks—Scheduled—Screening Reports from the Configure Records
Management Page (page 3-1).

The Scheduled Screening Reports Page (page 8-7) is displayed.

2. Choose Edit in the Actions icon popup menu of the screening report to modify and
select the Edit option to use.

The Edit Recurring Report Schedule Page (page 8-11) is displayed.
3. Make changes as required, and click Submit Update when you finish.
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Viewing Recurring Screening Report History

To view the history of recurring scheduled screening reports, complete the following
steps:

1. Select Tasks—Scheduled—Screening Reports from the Configure Records
Management Page (page 3-1).

The Scheduled Screening Reports Page (page 8-7) is displayed.

2. Choose Report History in the Actions icon popup menu of the recurring screening
report whose history will be viewed.

The View History Page (page 8-10) is displayed.

3. To view a report, click on its link in the Name column.

SCHEDULING INTERFACE SCREENS

8-4

The following screens are used for scheduling:

+ Scheduled Disposition Actions Page (page 8-4)
«» Scheduled Screening Reports Page (page 8-7)

¢ View History Page (page 8-10)

« Edit Recurring Report Schedule Page (page 8-11)

Scheduled Disposition Actions Page

Scheduled Disposition Actions

~Configure  ~Sctreening  ~lUpdste  ~Tasks  wReports v Audt v Batch Services vchmge'ﬁew.

| Mame Requesting User Start Date Status Actions
Export Record Archive sysadmin 5723705 3132 PM Completed | "] Al
Obsolete sysadmin 5/23/05 2:57 FM Completed | ¥ZE] (@)
Destroy sysadrmin 5/20/05 12:56 PM Completed | %2l (1)
Export Record Archive sysadmin /24405 1:18 PM Completed | "] (@)

This page lists all disposition actions that have been scheduled from the My Retention
Assignments pages. See Retention Assignment Interface Screens (page 9-23) for further
details about processing disposition events.
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To access this page, select Tasks—Scheduled—Disposition Actions from the Configure
Records Management Page (page 3-1).

Feature Description

Actions dropdown menu This dropdown menu enable you to switch between the
available page layouts:

R/

+¢ Thumbnail View—Used to change the page layout
to thumbnail view.

0,

« Headline View—Used to change the page layout to
headline view.

Name This column indicates the type of disposition action that
is scheduled. If you click on the link, the Disposition
Information Page is displayed. For an overview of
dispositions, see the Stellent Records Manager System
Setup Guide.

Requesting User This is the login name of the user who scheduled the
disposition action.

Start Date This is the date on which the scheduled disposition
action will be (or was) processed with the next scheduled
run (midnight). For example, if you scheduled a
disposition action on 6/23/05 2:55 PM, then the action
was processed on 6/24/05 12:00 AM (midnight).
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Feature

Description

Status

This is the current status of the scheduled disposition
action:

R/
0.0

X3

%

X3

%

Completed—The scheduled disposition action has
been executed successfully.

Failed—The scheduled disposition action has not
been executed successfully. The log file contains
more details on the error(s) that occurred.

Processing—The scheduled disposition action is
currently being executed.

Pending—The scheduled disposition action is
currently in the queue of tasks to be performed, and
will be executed at midnight.

Cancelled—The scheduled disposition action was
aborted before it could be completed successfully.

Actions icon (¥=])

When selected, a popup menu is displayed that contains

anumber of options relevant to the scheduled disposition

action:

R/
0.0

Disposition Information—If used, the Disposition
Information Page is displayed.

View Log—If used, the content information page of
the disposition action log file is displayed. You can
use the Web Location or Native File links to view
the file.

Remove—If used, the disposition action is removed
from the list of scheduled actions and will not be
executed.

Info icon ((i)

If used, the content information page of the

automatically generated report file for the disposition
action is displayed. You can use the Web Location or
Native File link to view the file.
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Scheduled Screening Reports Page

Scheduled Screening Reports Found 3 patential items
! ~Configure  wScreening  wlpdate  wTasks  vReports  vAuwdt  wBotchServices v Change View |

Mama Reacuesting Lisss Start Date Status Adions |
freszecaramnry ehistyd 1/10/07 12:00 AM Comgleted 0]
SrremniteportForTes chrstyd L/LOJO7 12:00 AM Recuring 2@
.Fr-'“r-:-"atmm"-'r-"cnnra'-"rh'.-lI cheistyd 24107 12:00 AM Recuring REl D

This page lists all screening reports that have been scheduled from screening pages. See
Chapter 4 (Screening and Updating) for further details about screening.

To access this page, select Tasks—Screening Reports from the Configure Records
Management Page (page 3-1).

Feature Description

Page menu This menu is the same as that used on the Configure
Records Management Page (page 3-1).

Name This column indicates the name of the screening report.

If you click on the link, the current screening report is
displayed. The report is in the format specified by the
Report Format setting on the Configure Records
Management Page (page 3-1).

@ Note: You will see the report that was created
last; the report is not generated again. To
generate the report, choose the Run Report
option from the Actions icon popup menu.

Requesting User The login name of the user who scheduled the
disposition action.

Start Date The date when the scheduled screening report will be (or
was) generated. If the screening report is recurring, the
first screening report will be (or was) generated for the
first time on this date, and all subsequent reports at the
end of each recurring period after this date.
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Feature

Description

Status

The current status of the scheduled screening report:

®,
0‘0

X3

%

X3

%

Completed—The scheduled screening report has
been generated successfully once and is not
scheduled to be repeated.

Failed—The scheduled screening report has not
been executed successfully. The log file contains
more details on the error(s) that occurred.

Processing—The scheduled screening report is
currently being executed.

Pending—The scheduled screening report is
currently in the queue of tasks to be performed, and

will be generated at midnight.

Cancelled—The scheduled screening report was
aborted before it could be completed successfully.

Recurring—The scheduled screening report is set to

be repeated at regular intervals, as defined in the

Schedule Screening Report Page (page 4-29).
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Feature

Description

Actions icon (¥Z])

Displays a popup menu that contains options relevant to
the scheduled screening report. The available options
depend on the type and status of the scheduled screening
report, and may include:

% View Report Info—If used, the content information
page of the generated screening report is displayed.

+«¢ Unschedule—If used, the scheduling of the
screening report is cancelled and the report will not
be generated.

« Run Report—If used, the screening report is
created immediately. After the report is created, you
can click the link in the Name column to view it. The
report is in the format specified by the Report
Format setting on the Configure Retention
Administration Page.

X3

%

View History—If used, the View History Page
(page 8-10) is displayed.

% Edit Schedule—If used, the Edit Recurring Report
Schedule Page (page 8-11) is displayed, where you
can modify the scheduling properties of the
recurring screening report.

X3

%

Edit Criteria—If used, the associated screening
definition page is displayed (for categories, folders,
or content items, or records), where you can modify
the criteria for the screening report.

s Remove—If used, the disposition action is removed

from the list of scheduled actions and will not be
executed.

Info icon ((i)

Displays the content information page of the
automatically generated report file. You can use the Web
Location or Native File link to view the file.
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View History Page

ScreenfeportForTest Found 2 potentisl kams

[ ~ Configure wlipdate  ~Tasks ~Reports  ~Audk v Batch Sendces vChmqe'uliew]

Pl

SeresnifeportForTest

SeresnieportFor Test

Process Duske Shabus Acticdis
2f14)07 62080 P Comgieted =@
21307 10:40 28 Compieted K@ |

This page shows a list of all reports that have been generated for a recurring scheduled

screening report. To access this page, choose the Report History option in the Actions

icon popup menu for a recurring scheduled screening report.

Feature

Description

Page menu

This menu is the same as that used on the Configure
Records Management Page (page 3-1).

Name

The name of the screening report as specified in the
Schedule Screening Report Page (page 4-29).

If you click on the link, the screening report is displayed.
The report is in the format specified by the Report
Format setting on the Configure Retention
Administration Page.

Process Date

The date and time that the recurring screening report was
generated.

Status

The status of the scheduled screening report:

+ Completed—The scheduled screening report
has been generated successfully.

+¢ Failed—The scheduled screening report has not
been executed successfully. The log file contains
more details on the error(s) that occurred.

X3

%

Cancelled—The scheduled screening report was
aborted before it could be completed successfully.
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Feature Description

Actions icon (¥Z]) Displays a popup menu that contains a number of
options relevant to the scheduled screening report:

¢ View Log—If used, the content information page of
the generated screening report is displayed.

7

< Remove—If used, the disposition action is removed
from the list of scheduled actions and will not be
executed.

Info icon ((ijo Displays the content information page of the
automatically generated report file. You can use the Web
Location or Native File link to view the file.

Edit Recurring Report Schedule Page

Edit Recurring Report Schedule
[ Edit  Delste |

Report Mame |£|ee:e¢mgm}vs:rem#m
StatDate  [24A71200AM
Period |1—
Period Mame [Das =]

Submi Update | Resst|  Quick Help |

This page enables you to modify the scheduling properties of a recurring screening report.
To access this page, choose the Edit Schedule command on the Action icon popup menu
of a scheduled recurring screening report in the Scheduled Screening Reports Page

(page 8-7).
Feature Description
Report Name field Specify a new name for the scheduled screening report
(if required).
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Feature

Description

Start Date field

Specify the new date that the first scheduled screening
report should be generated according to the new
schedule (if required). All subsequent reports will be
generated at the end of each recurring period after this
date.

Period and Period Name fields

Specify the interval at which the recurring screening
report should be created (for example, once every
2 weeks).

Note: To modify a recurring screening report to become non-recurring (i.e., to run only

once), you should run the report manually and then cancel it.
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PROCESSING RETENTION
ASSIGNMENTS

OVERVIEW

Retention assignments are the items (content, records, or folders) and events (disposition
actions) for which you are responsible for reviewing or processing. This section discusses
processing retention assignments, which include reviewing items that are subject to
review and processing disposition actions. It covers the following topics:

Concepts

7

« About Retention Assignments (page 9-2)

Tasks
+¢ Viewing Information (page 9-5)
¢ Marking Ttems as Reviewed (page 9-6)

R/

% Processing Pending Events (page 9-6)

Interface

¢ Action Menus (page 9-23)

+ My Content Server Menu (page 9-24)

% Pending <type> Review Page (page 9-26)

Records Manager DoD Edition System Maintenance Guide 9-1



Processing Retention Assignments

« My/Other Completion List Page (page 9-27)
+« Disposition Content, Record, and Folder Page (page 9-29)

ABOUT RETENTION ASSIGNMENTS

9-2

The My Retention Assignments area in the My Content Server tray is a link to all items
that generated notifications. The pages list all items that need to be reviewed, as well as all
pending events that need to be processed.

This section discusses the following topics:

« Approval and Completion (page 9-2)

¢ Frozen Items and Event Processing (page 9-3)
«» Scheduling (page 9-3)

% Specifying an Alternate Reviewer (page 9-4)

«» Audit Log Files for Processed Events (page 9-4)

Approval and Completion

All pending events need to be approved on the approval pages. Some events require only
approval. After they have been approved, the associated disposition actions are executed
automatically and logged in the audit log (see Audit Log Files for Processed Events
(page 9-4)). The processed events are subsequently removed from the approval list.

Some events require two steps, depending on the event type and the item to be processed.
First, they need to be approved, and then, after the action has been carried out manually,
they need to be marked as completed. After such an event has been marked as approved, it
is moved from the approval list to the completion list, where a user can mark it as
completed after the required event action has been executed (for example, physical
transfer to a different location).

The following events require both approval and completion:

*» Accession (see Processing an Accession Event (page 9-10))

« Archive (see Processing an Archive Event (page 9-11))

+» Destroy (see Processing a Destroy Event (page 9-16)) (external content only)

*» Move (see Processing a Move Event (page 9-19))
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