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Preface

This document, which is part of the Program Documentation under the terms of your
Oracle licensing agreement, is intended to help you understand the features,
functionality, and options available for Oracle Programs. If you have a question about
your licensing needs, then please contact your Oracle sales representative or refer to
the resources listed in "Related Documents" on page vi for more information.

This book is intended for all users of Oracle Secure Backup release 10.2.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible, with good usability, to the disabled community. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at

http://www.oracle.com/accessibility/

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

TTY Access to Oracle Support Services
Oracle provides dedicated Text Telephone (TTY) access to Oracle Support Services

within the United States of America 24 hours a day, 7 days a week. For TTY support,
call 800.446.2398. Outside the United States, call +1.407.458.2479.



Related Documents

For more information, see the Software Investment Guide, available at:

http://www.oracle.com/corporate/pricing/sig.pdf

Conventions

vi

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Oracle Secure Backup Product Family

This chapter describes the two Oracle Secure Backup tape management editions along
with feature availability and the Oracle Secure Backup Cloud Module.

This chapter contains these sections:

s Introducing the Oracle Secure Backup Product Family
»  Feature Availability by Tape Management Edition

s Oracle Secure Backup Cloud Module

»  Special-Use Licensing

»  Packaging and Support

Introducing the Oracle Secure Backup Product Family

Oracle Secure Backup is a centralized tape backup management solution providing
performant, heterogeneous data protection in distributed UNIX, Linux, Windows, and
Network Attached Storage (NAS) environments. Protecting file-system and Oracle
Database data, Oracle Secure Backup provides a complete tape backup solution for
your IT environment. In addition to tape backup, Oracle Secure Backup delivers an
integrated Oracle Database backup to third-party cloud (Internet) storage, through the
Oracle Secure Backup Cloud Module.

Oracle Secure Backup offers two tape management editions, each suitable for different
development and deployment scenarios:

s Oracle Secure Backup is ideally suited for distributed environments consisting of
multiple servers with advanced data protection requirements such as encryption,
rotation of tapes between multiple locations, and protection of NAS devices.

s Oracle Secure Backup Express edition provides reliable data protection for
single-server environments. Oracle Secure Backup Express is the same core
product as Oracle Secure Backup, but is limited to a single host with one
direct-attached tape drive and has some restrictions on advanced features, as
shown in Table 1-1.

The Oracle Secure Backup Cloud Module provides Oracle Database backup to cloud
storage using Recovery Manager (RMAN) and is independent of the Oracle Secure
Backup tape management editions. The Oracle Secure Backup Cloud Module can be
used as a complement or replacement for the Oracle Secure Backup tape management
solution or other third-party media-management products.
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Feature Availability by Tape Management Edition

Feature Availability by Tape Management Edition

Table 1-1 lists the features available in Oracle Secure Backup and Oracle Secure
Backup Express. This table explains the differences between Oracle Secure Backup and
Oracle Secure Backup Express and helps you to determine which deployment is best
for your business.

Table 1-1 Feature Availability of Oracle Secure Backup and Oracle Secure Backup

Express
Oracle Secure Oracle Secure

Feature Backup Express | Backup
Integrated with RMAN for online tape backup and Yes Yes
restore of Oracle Database
Backup and restore of non-database file-system data Yes Yes
Integrated with Oracle Enterprise Manager starting Yes Yes
with Oracle Database 10g Release 2
Backup of Real Application Clusters (RAC) No Yes
environments
Integrated with Oracle Enterprise Manager Grid No Yes
Control starting with Oracle Database 10g Release 2
Multiple tape drive usage within the backup No Yes
environment
Fibre attached device support No Yes
Backup encryption to tape No Yes
Oracle fast backup compression starting with Oracle No Yes
Database 11.1.0.6
ACSLS support No Yes
Vaulting support (automates rotation of tapes between | No Yes
multiple locations)
Networked backup of distributed servers and/or tape | No Yes
devices

Oracle Secure Backup Cloud Module

The Oracle Secure Backup Cloud Module delivers Oracle RMAN integration with
Amazon S3 using an SBT library specific to Amazon S3. Initially, the Oracle Secure
Backup Cloud Module has been qualified with Amazon 53 and might be expanded to
other cloud storage vendors in the future.

The Oracle Secure Backup Cloud Module is licensed for each RMAN channel
simultaneously used by the backup domain to an Amazon S3 destination. An Oracle
Secure Backup Cloud Module license can be shared among multiple Oracle Database
backups, as long as the number of RMAN channels for backup to the cloud does not
exceed the number of Oracle Secure Backup Cloud Module licenses. For example, if
one environment has 12 Oracle Secure Backup Cloud Module licenses, then 3 Oracle
Database backups could each use 4 RMAN channels simultaneously or 1 Oracle
Database backup could use all 12 RMAN channels at one time as long as no other
RMAN channels were being used.

Cloud storage costs associated with Oracle Database backups are set by Amazon S3
and are independent of Oracle. An Amazon S3 user account must be established
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Packaging and Support

before performing Oracle RMAN backups directly to Amazon S3 using the Oracle
Secure Backup Cloud Module.

Special-Use Licensing

The Oracle Database Enterprise Edition (EE) offers licensed options for some
advanced database management technologies. Oracle Secure Backup includes use of
two optimizations at no additional cost. These optimizations are normally available
only with the purchase of the Oracle Advanced Security Option or the Oracle
Advanced Compression Option. This Oracle Secure Backup special-use licensing
includes:

= RMAN backup encryption beginning with Oracle Database 10g Release 2

Direct to tape is available only when using Oracle Secure Backup. It is not
available when using third-party media-management products.

Direct to cloud storage, using Amazon S3, is available when using the Oracle
Secure Backup Cloud Module.

»  Fast backup compression beginning with Oracle Database 11.1.0.6

Oracle Database fast backup compression is available when using the Oracle
Secure Backup Cloud Module or an Oracle Secure Backup tape-management
solution. It is not available with Oracle Secure Backup Express edition.

The Oracle Secure Backup special-use licenses apply to RMAN backup encryption,
which is a component of the Oracle Advanced Security Option, and fast backup
compression, which is a component of the Oracle Advanced Compression Option. To
use additional features of the Oracle Advanced Security Option or the Oracle
Advanced Compression Option, you must license those options separately. In
addition, the Oracle Advanced Security Option must be licensed when performing
RMAN encrypted backups directly to disk (not cloud), whether or not Oracle Secure
Backup is the media manager.

While Oracle Secure Backup supports all editions of Oracle Database, special-use
licensing is only available when backing up an Oracle Database Enterprise Edition.

Note: Oracle Secure Backup release 10.2 provides the ability to
encrypt Oracle9i forward and file-system backups.

Packaging and Support

Oracle Secure Backup Express is bundled with the Oracle Database. Oracle's technical
support organization will provide technical support, phone support, or updates to you
for Oracle Secure Backup Express when it is used to back up another Oracle product
that has a valid Customer Support Identifier (CSI). For example, if Oracle Secure
Backup Express is used to back up an Oracle database that has a valid Customer
Support Identifier, then Oracle Support provides technical support for the backup of
this database.

Updates and technical support are provided only to customers who maintain technical
support services for their Oracle licenses in accordance with Oracle's Technical
Support Policies. Oracle Secure Backup is a separately licensed product and is
supported in accordance with Oracle's Technical Support Policies.
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Third-Party Licenses

This appendix includes third-party license information for all third-party products
included with Oracle Secure Backup release 10.2. Oracle acknowledges that the
following Third Party and Open Source software are used in the provided programs
covered by this documentation.

CsC
Portions Copyright (c) 2005-2007 Sun Microsystems, Inc.

Apache Web Server 1.3.32 (including mod_mm 1.1.3, mod_perl 1.26, mod_
jserv, SOAP 2.2, SOAP Client 2.2, SOAP Envelopes API and DBI 0.88) from
Apache Software Foundation

Copyright (c) 1996-2002 The Apache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. The end-user documentation included with the redistribution, if any, must include
the following acknowledgment:

"This product includes software developed by the Apache Software Foundation
(http:/ /www.apache.org/)."

Alternately, this acknowledgment may appear in the software itself, if and
wherever such third-party acknowledgments normally appear.

4. The names "Apache" and "Apache Software Foundation" must not be used to
endorse or promote products derived from this software without prior written
permission. For written permission, please contact apache@apache.org.

5. Products derived from this software may not be called "Apache", nor may
"Apache" appear in their name, without prior written permission of the Apache
Software Foundation.

THIS SOFTWARE IS PROVIDED 'AS IS' AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE APACHE SOFTWARE FOUNDATION
OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
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SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

This software consists of voluntary contributions made by many individuals on behalf
of the Apache Software Foundation. For more information on the Apache Software
Foundation, please see http://www.apache.org/. This product includes software
developed by the Java Apache Project for use in the Apache JServ Servlet Engine
(http:/ /java.apache.org).

compress.c 4.0

Copyright (c) 1985, 1986 The Regents of the University of California. All rights
reserved.

This code is derived from software contributed to Berkeley by James A. Woods,
derived from original work by Spencer Thomas and Joseph Orost.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgement:

This product includes software developed by the University of California,
Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used
to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

glob.c 1.4

Copyright (c) 1989, 1993 The Regents of the University of California. All rights
reserved.

This code is derived from software contributed to Berkeley by Guido van Rossum.
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Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2, Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. Neither the name of the University nor the names of its contributors may be used
to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

MD5 Aladdin 1999.05.03
Copyright (C) 1999 Aladdin Enterprises. All rights reserved.

This software is provided 'as-is', without any express or implied warranty. In no event
will the authors be held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including
commercial applications, and to alter it and redistribute it freely, subject to the
following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that
you wrote the original software. If you use this software in a product, an
acknowledgment in the product documentation would be appreciated but is not
required.

2. Altered source versions must be plainly marked as such, and must not be
misrepresented as being the original software.

3. This notice may not be removed or altered from any source distribution.
L. Peter Deutsch
ghost@alladin.com

mod_ssl, 2.8.21-1.2.32, Ralf S. Engelschall
Copyright (c) 1998-2001 Ralf S. Engelschall. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.
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2, Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgement:

This product includes software developed by Ralf S. Engelschall
<rse@engelschall.com> for use in the mod_ssl project (http://www.modssl.org/)

4. The names "mod_ssl" must not be used to endorse or promote products derived
from this software without prior written permission. For written permission,
please contact rse@engelschall.com.

5. Products derived from this software may not be called "mod_ssl" nor may "mod_
ssl" appear in their names without prior written permission of Ralf S. Engelschall.

6. Redistributions of any form whatsoever must retain the following
acknowledgment:

This product includes software developed by Ralf S. Engelschall
<rse@engelschall.com> for use in the mod_ssl project (http://www.modssl.org/)

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL AS IS AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL RALEFS.
ENGELSCHALL OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

OpenSSL 0.9.7e, OpenSSL Project
Copyright (c) 1998-2001 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgement:

This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http:/ /www.openssl.org/)

4. The names "OpenSSL Toolkit" and "OpenSSL Project” must not be used to endorse
or promote products derived from this software without prior written permission.
For written permission, please contact openssl-core@openssl.org.
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5. Products derived from this software may not be called "OpenSSL" nor may
"OpenSSL" appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment:

This product includes software developed by the OpenSSL Project for use in the
OpenSSL toolkit. (http:/ /www.openssl.org/).

THIS SOFTWARE IS PROVIDED BY THE Open SSL PROJECT AS IS AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE Open SSL
PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

PHP 4.3.9

"This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http:/ /www.openssl.org), PHP, freely available from

http:/ /www.php.net and software developed by Ralf S.
Endgleschall<rse@engleschall.com> for use in the mod_ssl project

(http:/ /www.modssl.org)"

XDR RPC 2.1.1 SUN

Sun RPC is a product of Sun Microsystems, Inc. and is provided for unrestricted use
provided that this legend is included on all tape media and as a part of the software
program in whole or part. Users may copy or modify Sun RPC without charge, but are
not authorized to license or distribute it to anyone else except as part of a product or
program developed by the user.

SUN RPC IS PROVIDED AS IS WITH NO WARRANTIES OF ANY KIND
INCLUDING THE WARRANTIES OF DESIGN, MERCHANTIBILITY AND FITNESS
FOR A PARTICULA PURPOSE, OR ARISING FROM A COURSE OF DEALING,
USAGE OR TRADE PRACTICE.

Sun RPC is provided with no support and without any obligation on the part of Sun
Microsystems, Inc. to assist in its use, correction, modification or enhancement.

SUN MICROSYSTEMS, INC. SHALL HAVE NO LIABILITY WITH RESPECT TO THE
INFRINGEMENT OF COPYRIGHTS, TRADE SECRETS OR ANY PATENTS BY SUN
RPC OR ANY PART THEREOE

In no event will Sun Microsystems, Inc. be liable for any lost revenue or profits or
other special, indirect and consequential damages, even if Sun has been advised of the
possibility of such damages.

Sun Microsystems, Inc.
2550 Garcia Avenue
Mountain View, California 94043
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