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Overview

. Policies are applied to assets in order to communicate asset requirements that need to be
considered during design and development, and to provide administrators with the means to
enforce and monitor asset compliance with governance, architecture, and other organizational
standards. For example, a policy might articulate corporate quality standards, identifying the
platforms that an asset should run on, and identifying acceptable defect density rates.

. A policy can be applied to multiple assets.
. Multiple policies can be applied to any asset.
. Each policy consists of at least one Assertion Statement:

o Each assertion has a name and description, and includes a Technical Definition. The
Technical Definition accommodates additional metadata that may be required to
automatically validate the assertion using third party testing and validation tools. This
metadata may be Web service-specific policy information, XML, or any other format that

can be read by an external system.

o For example, an assertion statement for Defect Density might state that defect density
must be less than .1%

Note

Policies will only be available in some configurations using the Advanced Edition of ALER. In addition, the
ALER Compliance Template and Policy Management Data Pack is required in order to use ALER's
Policy Management features. Policies and examples may be obtained by installing the datapack

from EICAP, and then using the Import/Export Tool to import them into your environment.
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Activating the Policy Management Features

Step 1: Enable the Policy Management System Settings

This procedure is performed on the BEA Aqualogic Enterprise Repository Admin screen.

1. Click System Settings in the left pane.

2. Enter pol i cy in the System Settings Search text box.

Search

= Llear

The Policy Management group opens.

Enable Asset Policies * True O False
sree asetocliopenasie Enables the Asset Policy system

Collapse Policy Assertions = True C False

oree anet-policy collacse amertions Collspse the display of amsertions by default when she

Asset Policy Relationship Policy Applies to =

omes messl.oolicy el aticnship

Cefimes the relationship typs within he syslem 1o uss i
Blgtters ralationship

3. Make sure the Enable Asset Policies property is set to True.

4. Use the radio buttons to make the appropriate selection for the Collapse Policy Assertions
property.

o True sets the default Asset Detail display of assertions to collapsed.
o False sets the default Asset Detail display of assertions to expanded.
5. Select Policy Applies To in the Asset Policy Relationship drop-down.
6. When finished, click the Save button.

Policy management features are now activated.
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Step 2: Import the Compliance Template and Policy Management Datapack

After configuring the Policy Management system settings, the Advanced Edition policies and examples can

be obtained by installing the Compliance Template and Policy Management Datapack from E.JCAP, and
then using the Import/Export Tool to import them into your environment.
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Creating a Policy Type

A policy type template can be created using any existing asset type or compliance template type as the basis. Note
that Policies are only available in certain product configurations. If your configuration does not support Policies, then
you will be unable to create a policy type template.

1. Click Edit/Manage Assets on the AqualLogic Enterprise Repository Assets screen to launch the Asset
Editor.

Assets

Submit an Assat
Edit / Manage Assets

2. Open the Actions menu in the Asset Editor.
3. Click Manage Types to launch the Type Manager.
4. Open the File menu and click New.

5. Select a template from the Type for Defaults pull-down in the Create New Type pop-up.

Create New lype F|

:_:‘:) Type Name Palicy

Type For Defaults Component v

1 oK ] [L‘an:el I

6. Enter a name in the Type Name box.
7. Click OK.

8. Select Policy Type from the Archetype pull-down on Editor tab in the Type Manager.

[T —
e
Farmar ok
el [ -
e, o K
k= B [T | PreeTwin e |
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Adding the Policy Assertion Element to the Policy Type

In order for the new Policy template to function properly the Policy Assertions element must be added. This simple
procedure is performed in the Type Manager.

The Policy Assertions element may be added to any tab in the Policy template. The following instructions will add
the Policy Assertions element to the Overview tab.

1. Select Overview in the Tabs section of the Type Manager.

Tabs

Crverview [ Add J | Movelp |
Taxonomy ' '
Technical | Edit "| | Mave Dawn |
Operational Information 3
Documentation |m |
Tests 5
Support

Mekrics

Zhange Management
Management Feview
Miscellaneous

Any elements already assigned to the Overview tab will be listed in the Elements section of the Type
Manager.

Description/Overview il e [av

U=zage Description/=cope
Producing Projects

filepsi=R N =) ]
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2. Click Add.

3. Select Policy Assertions from the pull-down in the Select an Element Type to Add pop-up.

Select an Hement Type to Add

P tions

4. Click OK.

5. The Edit Policy Assertions pop-up will appear. Enter a name for the Policy Assertion in the Display
Name text box. (The example below uses "Policy Assertions" as the name for the element.)

Edit Policy Assertions x|

Policy A=zzertions | :

6. Click OK.

The Policy Assertions element now appears in the Elements list.
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Creating a Policy

A Policy is a very specific type of asset, with a unique relationship to other assets. Policies are created using a
Policy Type (see Creating a Policy Type.)

This procedure is performed in the Asset Editor.

1. Open the File menu and click New.

2. Inthe Create a New Asset pop-up, enter a name for the policy in the Name text box.
Create a New Asset

\?{) Mame | Corporate Quality Standards Yersion |29
w

Tvpe POL - Palicy

| 2K | | Zancel |

3. Enter a version number (optional).

4. Select the appropriate policy type from the Type pull-down.
5. Select the appropriate Initial State from that pull-down.

6. Click OK.

The policy opens in the Asset Editor.
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[strics Change Management fanagesmenk Rewview MMizcellaneous Administration

Crverviaw Tenconomy Technical | Crper.:ﬁmd_]rfnrmdiun | Dotumentstion | Tests | Support
Hare Sampie Palicy - Corparste Quality Standards| o
Version 2.0
Cresscription

Producing Projsctis)

Pollcy Assertions

Mams Description

Note the Policy Assertions section on the Overview Tab.
7. Click Add in the Policy Assertions section.
The Edit pop-up opens.

8. Fill in the Name, Description, and Technical Definition sections as appropriate.

X

Lt
Mame Defect Densty
Derfect densitcy 18 less chan . 1%
Diescription

The vechnical definition accommodates any additionsl
metadata that may be required to walidate the Asssrtion.

Technical Definfiocn  [Thi= metadata may be Veb-service I:;:Ei:L'f:i.l: policy
information, EML, or information to be read by an external
pyatenm.

(] [e=e)

Note: Name and Description are human-readable information; Technical Definition should be
machine-readable (XML or similar) information that will allow the assertion to be passed to other
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processes.
9. Click OK.

The new policy assertion is displayed in the Policy Assertions section.

Poiicy Assertions

ETY Description add |

Diefeck Diensity Defeck dessity is less than 1% [

:

10. Repeat the procedure to add additional assertions to the policy.
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Adding the Applied Asset Policies Element to a Type

Policies can only be applied to assets of types to which the Applied Asset Policies element has been
added. For example, if a Corporate Quality Policy is applicable to all services, then the Applied Asset
Policies element must be added to the Service asset type to allow the policy to be applied.

The procedure for adding the Applied Asset Policies element is performed in the Type Manager and is
nearly identical to the Adding the Policy Assertion Element to the Policy Type procedure.

1. Open the selected asset type.
2. Inthe Tabs section, select the tab to which the Applied Asset Policies element will be added.
3. In the Elements section, click Add.

The Select an Element Type to Add pop-up opens

4. Select the Applied Asset Policies element.

Select an Hement Type to Add

5. Click OK.

The Edit Applied Asset Policies pop-up opens.
6. Enter an appropriate name in the Display Name text box.
7. Click OK.

8. The Applied Asset Policies element appears bearing its assigned name in the list in the
Elements section.
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Applying a Policy to an Asset

Note: User must be assigned the Apply Policy permission in the Policy Basic Access Setting.

The procedure for adding a policy to an asset is performed in the asset detail display.

1. Using Aqualogic Enterprise Repository's Search or other means, locate the asset to which the policy is to be
added.

2. Click the Apply Policies button in the asset detail display.

e Sample Service - Account Detail [2.0)

Sample Service - Account Detail (2.0} % Lagnzh Havigal

[Fescrigtisn:
THIS ASSET IS TO BE USED A5 AN EXAMPLE. IT HAS BEEN POPURLATED WITH SAMPLE METADATA, ALL FILES AND METADATA ARE TO
EE USED FOR TRAINING PURPOSES (HHELY,

This Wb samce is usad bo access our main corporale cuslamaer database as wall as the Order Entry System, and Biling System. The semice relum:
all awadable infoemation from a customes’s account based on their cestomer romber. This information includes address, phaone number, onder histary,
eic

Sandie Type: Wb Semce

Praddicted Mt Heurs Saved; 1060

Estiansed Time 1o Pga: 00

Fackaging Fescriptien: This extract inchedes the WSDL file

3. Click List All Policies to display a list in the Available Asset Policies box.

Finil Assd1 Pollcies

Mame

Search '

Bvailakle fssed Policies Applied As=et Policies
Smrpls Folicy - Pradection 52,8 - Gokd (BaE) ; E T LT T e ——— e
Emmpds: Podicy - Tion aoed Lomgraage 1.000

il Py « W | Bapes Pt (1,13
Soraphs. Policy - W-| Baric Secarily Peodils (100
Sk Folkoy - WS- Fallyommclemand (105
Biraply Poboy - W0 Recwity ok (1.0
Sarpds Policy - WEOL 1.5

i P diiory Corines Pode y - SWrkned- (hiky Complanca (155 Al ma
Eeph Fagusiors Corpliares Poley - Sriwpen Sxisoued (001

A
A

Al 2

Sawe | Cancel

4. Use the >> or All >> buttons to move selected policies to the Applied Asset Policies box.
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In the example above the Sample Policy - Corporate Quality Standards policy has been applied.
. Click Save.

. A confirmation message is displayed.

Apply Policies

Yo hawd agpled the fallowing poboies 1o Samplé Service - Account Datall 2.09
Sample Policy - Carporate Quality Standards @2.0)

Close

. Click Close.

. Refresh the asset detail frame.

. The presence of the J icon in the Overview section of the asset detail indicates that a policy has been
applied. (A smaller version of the same icon indicates policy assignment for assets listed in search results.)

EJ Sample Service - Account Detail (2.0} [ Lmsmch Mawigaen |

Dt igtisn;
THIS ASSET 15 TD BE USED AS AN EXAMPLE, IT HAS BEEN POPULATED WITH SAMPLE BETADATA, ALL FILES AND METARATA ARE TD BE
USED FOR TRAINIMNG PURPOSES (LY.

Trag Wb S8mice i pad 19 SCCaes o main CEepirate custirnes databess 53 well 4% the Oeder Entry Syslam, snd Biling Syetem. The seracs rebumns &l
weailale infgmealion from & cuglomenrs accound haged om thar Ciglomear surmber. The inkrmaton inchades addees, phone mgebar, oides histoey, G

Service Typo: Web Serece

Predicted Het Hours Saved: 1026.0

Estimaied Time fo Usez 00

Packaging Descrlptlon: This extract includes the WSDL fie

Taxnnomy

2 Rakamed w: Sample Brding - SOARSMTP 1.1

© Dopemds ans Senpls Comm Adagler - Customer Cradil Inksrmation (300

0 asa: Sarple moiesil MET-Find Addeacs ek Hela Pobkage

3 Subjeenio: 5 Jazii - CgE [ il

0 Acout Pragcribad byr Saripla Projact Profie - Purchess Reques Trackiog Syt

Q) inapbamansad by: Sample Business Process - Oeter Varifcation Process (10
2 Inspleimans: Sample siface - Accaunt Datall inberace (1

£ Accesalble at: Sample Endpaint - Accourd Datall Producton Instancs {1
Eeypwnide aitounl, Web serace

Note that Sample Policy - Corporate Quality Standards is identified as an applied policy in the Relationships
section of the asset detail. Click the text link for any listed policy to display its details.
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Sample Palicy - Corparate Quality Standards [2.0)

ssel Typa: POL - Folicy
Classificatian:

= Mandated

Damnalas:

Customer Seraca
FinantslAs g ountig
Human Rezources
Infarmmation Technology
Markeling

Praduction

R&D

Sales & Distribution
Aesel Lilecyels Stages
v Slage £ - Felesa
Basel Funciions:

» Fowmance

& Licansed Sodware Monionng

ﬂ'.ﬂ.ppiudlu.' Zample Serece - Account Detad (209

" B F R ORE R E

The Relationships section of the policy detail lists the assets to which Sample Policy - Corporate Quality
Standards has been applied. Click the link for Sample Service - Account Detail (2.0) to return to the detail
display for that asset.

Note: Multiple policies may be applied to any eligible asset.
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Viewing Policy Status

Policy status is indicated by the specific icon that appears in the asset detail display and in search results.
(Policy status is also indicated in the in the optional Navigator.)

Policy status is determined by the asset's compliance with assertion statements within applied policies. If
multiple policies are applied, the asset achieves passed status only when in compliance with each applied

policy.

Similarly, since a policy can consist of multiple assertion statements, an asset achieves passed status only
when in compliance with all assertion statements within all applied policies.

& | Status: Applied

Indicates that one or more policies have been applied to the asset, and that pass/fail status
is indeterminate.

Any combination of passed and indeterminate assertion statements results in indeterminate
asset status.

| —j Status: Passed
Indicates that the asset is in compliance with every assertion statement within every
applied policy.

" Status: Failed

Indicates that the asset is not in compliance with all assertion statements within all applied
policies.

Failure to comply with any assertion statement within any applied policy results in Failed
status.
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Validating Policy Assertions

Policy assertions can be validated manually (through the Enterprise Repository) or automatically using testing and validation tools.
This document will cover the manual validation of policy assertions. For automatic validation processes, refer to the documentation
for your specific testing and validation tools.

Manual validation of policy assertions is performed in the Asset Editor.

1. Locate the asset to be updated.
2. Locate the Applied Asset Policies section within the asset.

The specific label and location of this section will be determined by the configuration of the Policy element within the Type
template.

3. Select (single click) the policy to be updated.

Applied G556t Polices

Sample Policy - Corporate Quality Standards (2.0)

4. Click Details.

The View Policy pop-up opens.
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View Policy E

LE ]
Desorphion
Agesrtions
Heatrem Evaisation Dabe LT
oo ate Platfomes e LR
pnfﬁt I:.'ﬂ'ri.l"p' sl _l.rJ\nrnhn
Load Test e LTI
Performances e L]
Pricrity Defacts revEr urikrionen
(e
{ Careal |

The asset's compliance status with any policy listed in the View Policy section is indicated in the Result column. In the
example above the status unknown indicates that the policy has been applied to the asset but compliance with that
policy's assertion statement(s) has not been evaluated.

. Select (single click) the assertion statement to be updated.

. Click Edit.

The Edit Assertion Result pop-up opens.
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Fdit Assertion Resuli E|

Hame

Diescription

Techrical Definition

Evslustion Date 2007 -08-28
Erwaluation Yalue ot

Evaluation Information

(o] (e

7. Open the Evaluation Value pull-down and select the appropriate status.

Evaluation Yalue - I

Evaluation [nformation

fil

In this example the pass status is selected. Note that additional details can be provided in Evaluation Information.
8. Click OK.

9. The updated status is displayed in the Result column in the View Policy pop-up.
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10.

11.

12.

13.

Yiew Policy El

Hrzerbors
Naing Evaiuation Dake Raal |
orporate Platforms el Lk |

Daf it Disnstty B-75 HEE

(o) ()

Continue to validate remaining assertions in the same manner.
When finished, click OK to close the View Policy pop-up.

Save the changes to the asset.

The @ icon appears in the asset detail.

@I Sample Service - Account Detail (2.0) [= Lasnck Ravagator |

Description:
THIS ASSET IS T BE USED AS AM EXAMPLE. IT HAS BEEN POPULATED WITH SAMPLE METADATA. ALL FILES AND METADATA ARE TO
EE WSED FOR TRAIRING PURPOSES ONLY.

Tres W Benace 14 sed b0 RL0EES Qur Main Gomp cipghorer dalal a6 wall &8 1he Cider Enfry Systam, and Bilieg Sysiem. The samice b
&l avaiable inffenaton o 8 cUsOmars stCounl Dessd o Ther cuslomarn pomier This imformaston inclugdes sddress, phone number, order histony,
Bc

Service Type: Web Serace
FPradictad Has Hosrs Saved: 1510
Estiinated Time 1o Psa: 00
Packaging Description: This exiract rcludes the 'WESDL fle
Applied Asset Policies: i Polioy rams o cpani datal)
| Sample Pellcy - Corporate Gualisy Standards 2.0
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It also appears next to the asset's hame in search results, indicating policy compliance.

EQottoPDF ~ Go > Save This Search| Resuns (1)

Name Vermsion Type Sialus

E Sa mple Semice - Account Detail 20 Senice Hegistered
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