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Value-Added Reseller (VAR) Language

Oracle Retail VAR Applications

The following restrictions and provisions only apply to the programs referred to in this section and
licensed to you. You acknowledge that the programs may contain third party software (VAR
applications) licensed to Oracle. Depending upon your product and its version number, the VAR
applications may include:

(i) the MicroStrategy Components developed and licensed by MicroStrategy Services Corporation
(MicroStrategy) of McLean, Virginia to Oracle and imbedded in the MicroStrategy for Oracle Retail
Data Warehouse and MicroStrategy for Oracle Retail Planning & Optimization applications.

(ii) the Wavelink component developed and licensed by Wavelink Corporation (Wavelink) of
Kirkland, Washington, to Oracle and imbedded in Oracle Retail Mobile Store Inventory
Management.

(iii) the software component known as Access Via™ licensed by Access Via of Seattle, Washington,
and imbedded in Oracle Retail Signs and Oracle Retail Labels and Tags.

(iv) the software component known as Adobe Flex™ licensed by Adobe Systems Incorporated of
San Jose, California, and imbedded in Oracle Retail Promotion Planning & Optimization
application.

You acknowledge and confirm that Oracle grants you use of only the object code of the VAR
Applications. Oracle will not deliver source code to the VAR Applications to you. Notwithstanding
any other term or condition of the agreement and this ordering document, you shall not cause or
permit alteration of any VAR Applications. For purposes of this section, "alteration" refers to all
alterations, translations, upgrades, enhancements, customizations or modifications of all or any
portion of the VAR Applications including all reconfigurations, reassembly or reverse assembly, re-
engineering or reverse engineering and recompilations or reverse compilations of the VAR
Applications or any derivatives of the VAR Applications. You acknowledge that it shall be a breach
of the agreement to utilize the relationship, and/or confidential information of the VAR
Applications for purposes of competitive discovery.

The VAR Applications contain trade secrets of Oracle and Oracle's licensors and Customer shall
not attempt, cause, or permit the alteration, decompilation, reverse engineering, disassembly or
other reduction of the VAR Applications to a human perceivable form. Oracle reserves the right to
replace, with functional equivalent software, any of the VAR Applications in future releases of the
applicable program.
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Send Us Your Comments

Oracle Retail Price Management, Installation Guide, Release 14.0.2

Oracle welcomes customers' comments and suggestions on the quality and usefulness of
this document.

Your feedback is important, and helps us to best meet your needs as a user of our
products. For example:

= Are the implementation steps correct and complete?

* Did you understand the context of the procedures?

* Did you find any errors in the information?

*  Does the structure of the information help you with your tasks?

= Do you need different information or graphics? If so, where, and in what format?
= Are the examples correct? Do you need more examples?

If you find any errors or have any other suggestions for improvement, then please tell us
your name, the name of the company who has licensed our products, the title and part
number of the documentation and the chapter, section, and page number (if available).

Note: Before sending us your comments, you might like to
check that you have the latest version of the document and if
any concerns are already addressed. To do this, access the
new Applications Release Online Documentation CD
available on My Oracle Support and www.oracle.com. It
contains the most current Documentation Library plus all
documents revised or released recently.

Send your comments to us using the electronic mail address: retail-doc_us@oracle.com
Please give your name, address, electronic mail address, and telephone number
(optional).

If you need assistance with Oracle software, then please contact your support
representative or Oracle Support Services.

If you require training or instruction in using Oracle software, then please contact your
Oracle local office and inquire about our Oracle University offerings. A list of Oracle
offices is available on our Web site at www.oracle.com.


http://www.oracle.com/
mailto:retail-doc_us@oracle.com
http://www.oracle.com/




Preface

Oracle Retail Installation Guides contain the requirements and procedures that are
necessary for the retailer to install Oracle Retail products.

Audience
This Installation Guide is written for the following audiences:
= Database administrators (DBA)
= System analysts and designers

* Integrators and implementation staff

Related Documents

For more information, see the following documents in the Oracle Retail Price
Management Release 14.0.2 documentation set:

= Oracle Retail Price Management Release Notes
= Oracle Retail Price Management Operations Guide
= Oracle Retail Merchandising Batch Schedule

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https:/ /support.oracle.com

When contacting Customer Support, please provide the following:

= Product version and program/module name

= Functional and technical description of the problem (include business impact)

= Detailed step-by-step instructions to re-create

= Exact error message received

= Screen shots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for
example, 14.0) or a later patch release (for example, 14.0.2). If you are installing the base
release or additional patch releases, read the documentation for all releases that have
occurred since the base release before you begin installation. Documentation for patch
releases can contain critical information related to the base release, as well as information
about code changes since the base release.

Xi
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Improved Process for Oracle Retail Documentation Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
times not be attached to a numbered software release; instead, the Oracle Retail
document will simply be replaced on the Oracle Technology Network Web site, or, in the
case of Data Models, to the applicable My Oracle Support Documentation container
where they reside.

This process will prevent delays in making critical corrections available to customers. For
the customer, it means that before you begin installation, you must verify that you have
the most recent version of the Oracle Retail documentation set. Oracle Retail
documentation is available on the Oracle Technology Network at the following URL:
http://www._oracle.com/technetwork/documentation/oracle-retail-100266._html
An updated version of the applicable Oracle Retail document is indicated by Oracle part
number, as well as print date (month and year). An updated version uses the same part
number, with a higher-numbered suffix. For example, part number E123456-02 is an
updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all previous
versions.

Oracle Retail Documentation on the Oracle Technology Network

Documentation is packaged with each Oracle Retail product release. Oracle Retail
product documentation is also available on the following Web site:
http://www._oracle.com/technetwork/documentation/oracle-retail-100266._html
(Data Model documents are not available through Oracle Technology Network. These
documents are packaged with released code, or you can obtain them through My Oracle
Support.)

Documentation should be available on this Web site within a month after a product
release.

Conventions

Navigate: This is a navigate statement. It tells you how to get to the start of the procedure
and ends with a screen shot of the starting point and the statement “the Window Name
window opens.”

This is a code sample
It is used to display examples of code

Xii
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Preinstallation Tasks

RPM is a client-server application. Its client side code runs in a WebStart Java Virtual
machine instance, while its server side code runs in the Oracle WebLogic Server and
accesses an Oracle Database server.

Implementation Capacity Planning

There is significant complexity involved in the deployment of Oracle Retail applications,
and capacity planning is site specific. Oracle Retail strongly suggests that before
installation or implementation you engage your integrator (such as the Oracle Retail
Consulting team) and hardware vendor to request a disk sizing and capacity planning
effort.

Sizing estimates are based on a number of factors, including the following:
= Workload and peak concurrent users and batch transactions

* Hardware configuration and parameters

= Data scarcity

* Application features utilized

* Length of time history is retained

Additional considerations during this process include your high availability needs as
well as your backup and recovery methods.

Requesting Infrastructure Software

If you are unable to find the necessary version of the required Oracle infrastructure
software (database server, application server, WebLogic, etc.) on the Oracle Software
Delivery Cloud, you should file a non-technical ‘Contact Us” Service Request (SR) and
request access to the media. For instructions on filing a non-technical SR, see My Oracle
Support Note 1071023.1 — Requesting Physical Shipment or Download URL for Software
Media.

Installation Guide 1



Check Supported Database Server Requirements

Check Supported Database Server Requirements

General requirements for a database server running Oracle Retail Price Management

include:
Supported on: Versions Supported:
Database Server OS OS certified with Oracle Database 11gR2 (11.2.0.4) Enterprise
Edition. Options are:
= Oracle Linux 6 for x86-64 (Actual hardware or Oracle
virtual machine).
= Red Hat Enterprise Linux 6 for x86-64 (Actual hardware or
Oracle virtual machine).
=  AIX 7.1 (Actual hardware or LPARs)
=  Solaris 11 SPARC (Actual hardware or logical domains)
=  HP-UX11.31 Integrity (Actual hardware, HPVM, or vPars)
Database Server 11gR2 Oracle Database Enterprise Edition 11gR2 (11.2.0.4) with the

following specifications:

Components:

=  Oracle Partitioning

= Examples CD (Formerly the companion CD)
Oneoff Patches:

= 18465025: MERGE REQUEST ON TOP OF 11.2.0.4.0 FOR
BUGS 18016963 18302329.

Other Components:
= Perlinterpreter 5.0 or later

= X-Windows interface

2 Oracle Corporation Price Management



Check Supported Application Server Requirements

Check Supported Application Server Requirements

General requirements for an application server capable of running the Oracle Retail Price
Management application include the following.

Supported on: Versions Supported:
Application Server Oracle Fusion Middleware 11g Release 1 (11.1.1.7)
Components:

=  Oracle WebLogic Server 11g Release 1 (10.3.6)

=  Oracle Identity Management 11g Release 1 (11.1.1.7)
= ADF11.1.17

=  Oracle Enterprise Manager

=  Note: Oracle Internet Directory (OID) is the supported LDAP
directory for Oracle Retail products. For alternate LDAP
directories, refer to Oracle WebLogic documentation set.
Java:
= JDK 1.7+ 64 bit
IMPORTANT: If there is an existing WebLogic installation on the
server, you must upgrade it to WebLogic 10.3.6. All middleware
components associated with WebLogic server should be upgraded to
11.1.1.7.
Optional (required for SSO)
=  Oracle WebTier 11g (11.1.1.7)
Oracle Access Manager 11g Release 1 (11.1.1.7)
Note: A separate WebLogic 10.3.5 installation is required for
Oracle Access Manager 11g.

®  Oracle Access Manager Agent (WebGate) 11g Release 1 (11.1.1.7)

Check Single Sign-On Requirements

If RPM will not be deployed in a Single Sign-On environment, skip this section.

If Single Sign-On is to be used, verify the Oracle Identity Management 11gR1 version
11.1.1.7 has been installed along with the components listed in the above Application
Server requirements section. Verify the Oracle WebTier with Webgate Server is
registered with the Oracle Access Manager 11gR1.

Installation Guide 3



Check Supported Client PC and Web Browser Requirements

Check Supported Client PC and Web Browser Requirements

Requirement Version

Operating system Windows 7

Display resolution 1024x768 or higher

Processor 2.6GHz or higher

Memory 1GByte or higher

Networking intranet with at least 10Mbps data rate

Oracle (Sun) Java Runtime Environment

1.7+

Browser

Microsoft Internet Explorer 9 or 11
Mozilla Firefox 24+

Note: Other Oracle Merchandising applications
may not have the same levels of browser
certification.

Check Oracle Retail Software Dependencies
The database portion of the RMS 14.0.2 application must be installed prior to installing

RPM.

Supported Oracle Retail Products

Requirement Version
Oracle Retail Merchandising System 14.0.2
(RMS)/Oracle Retail Trade Management
(RTM)/Oracle Retail Sales Audit (ReSA)

Oracle Retail Allocation 14.0.2
Oracle Retail Store Inventory Management | 14.0.2
(SIM)

Oracle Retail POS Suite 14.0.2

4 Oracle Corporation Price Management




Check Third-Party Software Dependencies

Supported Oracle Retail Integration Technologies

Requirement Version
Oracle Retail Integration Bus (RIB) 14.0.2
Oracle Retail Service Backbone (RSB) 14.0.2
Oracle Retail Service Layer (RSL) 14.0.2

Check Third-Party Software Dependencies

Hibernate 4.1.0 must be downloaded and the hibernate4 jar file just be extracted. The
RPM application installation procedure specifies how to install this file. The link to
download jars is present in the readme.txt inside the hibernate4 folder for RPM software.

UNIX User Account Privileges to Install the Software

A UNIX user account is needed to install the software. The UNIX user that is used to
install the software should have write access to the WebLogic server installation files.

For example, oretail.

Note: Installation steps will fail when trying to modify files
under the WebLogic installation unless the user has write
access.

Installation Guide 5






2

RAC and Clustering

Oracle Retail Price Management has been validated to run in two configurations on
Linux:

= Standalone WebLogic and Database installations
= Real Application Cluster Database and WebLogic Server Clustering
The Oracle Retail products have been validated against an 11.2.0.4 RAC database. When

using a RAC database, all JDBC connections should be configured to use THIN
connections rather than OCI connections.

Clustering for WebLogic Server 10.3.6 is managed as an Active-Active cluster accessed
through a Load Balancer. Validation has been completed utilizing a RAC 11.2.0.4 Oracle
Internet Directory database with the WebLogic 10.3.6 cluster. It is suggested that a Web
Tier 11.1.1.7 installation be configured to reflect all application server installations if SSO
will be utilized.

References for Configuration

= Oracle Fusion Middleware High Availability Guide 11g Release 1 (11.1.1) Part
Number E10106-09

*  Oracle Real Application Clusters Administration and Deployment Guide
11g Release 2 (11.2) Part Number E16795-11

Installation Guide 7
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Database Installation Tasks
RPM Schema

The RPM database tables are installed with the RMS database schema. RMS 14.0.2 is a
prerequisite of the RPM 14.0.2 installation.

Installation Guide 9
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Application Installation Tasks

Before proceeding, you must install Oracle WebLogic Server 11g Release 1 (10.3.6) and
patches listed in the Chapter 1 of this document. The Oracle Retail Price Management
application is deployed to a WebLogic Managed server within the WebLogic installation.
It is assumed Oracle Database has already been configured and loaded with the
appropriate Oracle Retail Price Management schemas for your installation. ADF 11.1.1.7
should also be installed on the WebLogic installation.

Installing a separate domain is mandated. It can be called “RPMdomain” (or something
similar) and will be used to install the managed servers. The ADF libraries should be
extended to this domain and the Enterprise Manager should be deployed.

Steps to Create the Domain with ADF Libraries and Enterprise Manager

1. Set the required environment variables
export JAVA HOME=<JDK_HOME>
export ORACLE_HOME=<WLS_HOME>
(Example:/u00/webadmin/product/wls_retail)

export PATH=$JAVA HOME/bin:$PATH

export
ORACLE_HOME=<WLS_HOME>/oracle_common(Example:/u00/webadmin/product/wls_retail/
oracle_common)

2. Change directories to SORACLE_HOME/wlserver_10.3/common/bin and run the
config.sh scripts to create the new RPMdomain with Enterprise Manager. The
following screen is displayed. Select the default and Click on Next

Welcome
ORACLE’
® Create a new WeblLogic domain
Create a Weblogic dormain in your projects directory.
O Extend an existing WebLogic domain
Use this option to add new components to an existing domain and modify configuration settings.
Ermi.

Installation Guide 11



Steps to Create the Domain with ADF Libraries and Enterprise Manager

3. Select the Oracle JRF and the Oracle Enterprise Manager. Click Next.

Fusion Middleware =

Select Domain Source

ORACLE’

® Generate a domain configured automatically to support the following products:

|Orac|e Enterprise Manager - 11.1.1.0 [Uracle_cummun]‘
[] ©racle wsM Policy Manager - 11.1.1.0 [oracle_common]
[ Oracle wsh Palicy Manager - 11.1.1.0 [as_1]

[] Oracle |RF WebServices Asynchronous services - 11.1.1.0 [oracle_common]

[ Oracle |RF WebServices Asynchronous services - 11.1.1.0 [as_1]

Oracle JRF - 11.1.1.0 [oracle_comman]

[ Basic WebLogic 5IP Server Domain - 10.3.6.0 [wiserver_10.3]

[ Oracle Classic 11g - 11.1.1.2.0 [as_1]

[ weblLogic Advanced Web Services for JA¥-RPC Extension - 10.3.6.0 [wizerver_10.3]
[JweblLogic Advanced Web Services for JAX-WS Extension - 10.3.6.0 [wiserver_10.3]

(O Base this domain on an existing template

[eromsc |

4. Change the Domain name from the default. For example, RPMdomain. Click Next.

Fusion Middleware Configuration Wizard (on bl r2211513)__ |
- ot

Specify Domain Name and Location

ORACLE’
Enter the name and location for the domain and its applications:
Domain name: | RPMDjom ain |
Domain lacation: | JulOpwebadminfproduct fods_retail juser_praojects fdomains || EBrowse ‘
Application location: | Fudlpmebadmin/product fnds_retail fuser_projects fapplications || Browse ‘

12 Oracle Corporation Price Management



Steps to Create the Domain with ADF Libraries and Enterprise Manager

5. Enter ‘User password’ value and ‘Confirm user password’ value (same as user
password).

User password=<password>
Confirm user password=<password>
Click Next.

Fusion Middleware Configuration Wizard (on bIr2211513) F=SpENse |

Configure Administrator User Name and Password

ORACLE’

C, Discard Changes

"Mame | weeblogic

*User passuord | vttt

*Confirm user password | “"""“"“"‘“‘"‘1

Description | This useris the default administrator

Installation Guide 13



Steps to Create the Domain with ADF Libraries and Enterprise Manager

6. Select Production Mode for WebLogic domain Startup Mode. Click Next.

Fusion Middleware

Configure Server 5tart Mode and DK
ORACLE

Before putting your domain into production, make sure that the production environment is secure. For more information, see the topic
'Securing a Production Ervironment' in the WeblLogic Server documentation.

WiebLogic Domain Startup Mode IDE Selection

") Development Mode

Utilize boot.properties for username () Available |DKs
and password and poll for applications -
to deploy. Sun SDK. 1.7.0_11 & fscratch/ul0 fwebadmin/produc)

Sun |DK recommended for better startup
performance during iterative
development.

(®) Production Mode ol | m
Require the entry of a username and
password and do not poll for
applications to deploy. @ @y [
WebLogic JRockit DK recommended for Lacation: |:|
better runtime performance and
managem ent.

7. Select Administration Server as well as Managed Servers, Clusters and Machines.
Click Next.

. )
Fusion Middleware Configuration Wizard (on bIr22115 = o S

Select Optional Configuration

| ORACLE'

Administration Server
Modify Settings

Managed Servers, Clusters and Machines
Add or Delete
Modify Settings

[] Deployments and Services
Target to Servers or Clusters

[] RDEMS Security Store
modify Settings

14 Oracle Corporation Price Management



Steps to Create the Domain with ADF Libraries and Enterprise Manager

8. Enter the Listen port and click Next.
= Listen port: 17010 (This port must be an open port on the server)

ol

Fusion Middleware Con

Configure the Administration Server

ORACLE" |

") Discard Changes

Name: | Adminserver |

*Listen address | All Local Addresses |~ |

Listen port; | 17010] |

S5L listen port | |

SSLenabled: [

9. Click Add and provide Name and Listen Port for the managed server.
= Name: rpm-server (This is your managed server name)

= Listen port: 17011 (This port must be an open port on the server)

Installation Guide 15



Steps to Create the Domain with ADF Libraries and Enterprise Manager

10. Click Next.
e — i ol |

|| Configure Managed Servers

ORACLE’ !

f_l Add % Delete 7 Discard Changes |:|§witch Display
Name® Listen address® Listen port 55L listen port s5Lenabled
= 1 rpm-server [ allLocal addresses |~ | 7oL M7a] |

11. Click Next.

(| Configure Clusters

ORACLE’ E
G‘. Add 3 Delete ) Discard Changes D Switch Display
Mame™ Cluster messaging mode Multicast address Multicast port Cluster address
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Steps to Create the Domain with ADF Libraries and Enterprise Manager

12. In ‘Unix Machine’ tab, Click Add and provide Name and an open port for Node

manager listen port as shown below.
* Name: <hostname> (This can be any name or usually your hostname)
= Listen port: 5556 (This port must be an open port on the server)

ld
Fusion Middleware Elﬂu
Configure Machines
ORACLE’
Machine Unix Machine |

[ Add % Delete 7 Disgard Changes
Mame* Post bind GID en... Post bind C... Post bind UID en... Post bind U... Mode manager listen... Mode manager list...
S vozwand | O O [noscay  Tiocaest  I7]

13. Select both the servers from the left and click on the arrow (towards right). The
servers will move to the right and add to the Node manager. Click Next.

IS
Fusion Middleware

Assign Servers to Machines

[ESYEEN )

ORACLE !

button.

Server

-+

select amachine in the right pane. Then select the server(s) in the |eft pane and assign them to the machine by clicking the right arrow:

Maching

=71 Unix Machine
=] 'b hosiname
@AdminSer\rer

@ rpm-zerver
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Update the WebLogic.policy

14. Click Create.

- E—
Fusion Middleware Configuration Wizard (on blr2211513; = e S

Configuration Summary
ORACLE’
Domain Summary Click on an item in the Domain Summary pane on the left to inspect its attributes
Summary View: inthe Deralls pane below. Tou can make limited adjustmerns by clicking Previous
| Deployment | - | to return to a prior panel. If everything is satisfactory, click Create.
"] RPMDamain (quDj\n\n\ebadminjproduct;’\/\ds_retaE DEETE
= Server
B [ Adminserver Attribute Val%le ) )
. Mame Basic Weblogic Server Domain Y
=00 Service Description  Create a basic WebLogic Server domain without installing samp
B3 Shutdown Class Author Oracle Corporation |
D JOC-Shutdoim Lacation fscratchful0 fmebadmind product fnds_retail fadserver_10.3/cc |
[ omsshutdown
=[] Startup Class Mame Dracle Enterprise Manager
D JRF Startup Class Description  Enterprise Manager
D 1PS Startup Class Auythaor DJracle Corporation |
[ obL-starup Lacation fscratch U0 fuebadminf product fads_retail foracle_common/
D AWT Application Context Stal Mame TReT e I
D M Framework Startup Class Description  emas plugin Template |
D Web Services Startup Class Authaor Oracle Corporation
D JOC-Startup Location Jscratchful0 fwebadminf product fuds_retail foracle_common/
[ oms-startup
=[] WLDF System Resource Mame Oracle WebCenter EM
D Madule-FMWDEW Dezcription  This template will install oraclewebcenter.composer shared libn
B £ Deployments Authc}r Qracle Corporation ; ;
R [l | Location Fseratch U0 fuebadminfproduct fuds_retailf oracle_camman, [~ |
KN 0] [« | ]
E ==

Update the WebLogic.policy

1. After the RPMdomain has been created, update
<WLS_HOME> /wlserver_10.3/server/lib/weblogic.policy file with the information
below.

Note: If copying the following text from this guide to UNIX,
ensure that it is properly formatted in UNIX. Each line entry
beginning with "permission" must terminate on the same
line with a semi colon. Also, the AdminServer must be
restarted for these changes to take effect.

Note: <WEBLOGIC_DOMAIN_HOME?> in the example
below is the full path of the WebLogic domain;
<managed_server> is the RPM managed server created.

grant codeBase
“File:<WEBLOGIC_DOMAIN_HOME>/servers/<managed_server>/tmp/_WL_user/<context_ro
ot>/-" {

permission java.security._AllPermission;

permission oracle.security.jps.service.credstore.CredentialAccessPermission "'
credstoressp.credstore’, "read,write,update,delete’;

permission oracle.security.jps.service.credstore.CredentialAccessPermission "'
credstoressp.credstore.*"", "read,write,update,delete’;

1

grant codeBase
"File:<WEBLOGIC_DOMAIN_HOME>/servers/<managed_server>/cache/EJBCompi lerCache/-
" {

permission java.security.AllPermission;
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Start the Node Manager

permission oracle.security.jps.service.credstore.CredentialAccessPermission
“'credstoressp.credstore’, “'read,write,update,delete’;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
“'credstoressp.credstore.*"", "read,write,update,delete’;

}:
An example of the full entry that might be entered is:

grant codeBase
"File:/u00/webadmin/product/10.3.x/WLS/user_projects/domains/RPMdomain/servers
/rpm-server/tmp/_WL_user/rpml4/-"" {

permission java.security.AllPermission;

permission oracle._security.jps.service.credstore.CredentialAccessPermission "'
credstoressp.credstore', "read,write,update,delete’;

permission oracle._security.jps.service.credstore.CredentialAccessPermission **
credstoressp.credstore.*"", "read,write,update,delete’;

¥

grant codeBase
""File:/u00/webadmin/product/10.3.x/WLS/user_projects/domains/RPMdomain/servers
/rpm-server/cache/EJBCompi lerCache/-"" {

permission java.security.AllPermission;

permission oracle_security.jps.service.credstore.CredentialAccessPermission
"'credstoressp.credstore’, "'read,write,update,delete’;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
"'credstoressp.credstore.*"", "read,write,update,delete’;

};

Start the Node Manager

1. Start up the nodemanager. Edit the nodemanager.properties file at the following
location with the below values:

$WLS_HOME/wlserver_10.3/common/nodemanager /nodemanager.properties
=  StartScriptEnabled=true
=  StartScriptName=startWebLogic.sh.

2. After making changes to the nodemanager.properties file, NodeManager must be
restarted.

Note: The nodemanager.properties file is created after
NodeManager is started for the first time. It is not available
before that point.

Start the AdminServer (admin console)

Start up the AdminServer using the RPMdomain/bin/startWebLogic.sh script. With the
initial startup you will be asked for the admin user credentials. Once the AdminServer
has started up you can create a boot.properties file containing the credentials for the
AdminServer to start up without the need to enter the information each time.

An example of the boot.properties would be:
mkdir RPMdomain/servers/AdminServer/security
vi RPMdomain/servers/AdminServer/security /boot.properties
- username=weblogic
- password=<password used at domain creation>
This file will be encrypted after the RPMdomain starts up.
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Start the Managed Server

Start the Managed Server

After NodeManager is started, the managed servers can be started via the admin console.

1. Navigate to Environments -> Servers and click the Control tab. Select rpm-server and

click Start.

I ORACLE WebLogic Server® Administration Console —
Change Center @ Home Log Out Preferences Help Q Weloome,weblogic|cannected to: RPMdomain
e e Homs >Summary of Servers
Click the Lock & Edit button to modify, add or Summary of Servers

delete items in this domain,

Lock & Edit Configuration | Control

Release Configuration
A server is an instance of WebLogic Server that runs in its own Java Virtual Machine (JVM) and has its own configuration.

Domain Structure This page summarizes each server that has been configured in the current Weblogic Server domain,
RPMdomain
BF-Environment [$]

;‘“Dep\oymems
Bl-Services
;‘“Securlty Realms
'Inhemperahil\ty
B}-Diagnostics

> Customize this table

Servers (Filtered - More Columns Exist)
Click the Lock & Editbutton in the Change Center to activate all the buttons on this page.

Delete Showing 1to0 20f 2 Previous | Mext

[~ | Name & Cluster Machine State Health Listen Port
I | AdminServer(admin) msp52278 RUMNING ¥ oK 17101
How do L = [l rpm-server msp52278 SHUTDOWM 17011

e | | Delete Showing 1to 20f 2 Previous | Next
» Create Managed Servers 9 I

» Clone Servers

« Delete Managed Servers

= Delete the Administration Server

« Start and stap servers

Change the default (file based) Credential Store to use the Oracle
Database

Create Required Schemas with RCU

The RPMdomain we just created will default to use a file based credential store for the
wallet and policies. We need to change this to use the Oracle Database.

Some RCU database schemas are required to change the credential store of the
RPMdomain from the default file based wallet to use an Oracle Database. Specifically,
we will need to create the OPSS and MDS schemas.

The following steps will show you the creation of the database schemas required:

1. Download the RCU 11.1.1.7 zip file and extract it to a new folder named RCU
11.1.1.7. This folder (RCU 11.1.1.7) is used as RCU_HOME for the remainder of this
guide. You may use a Windows version of RCU to create the schemas.

Go to <RCU_HOME>\BIN and double click rcu.bat.
Select Create and click Next.
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Change the default (file based) Credential Store to use the Oracle Database

g Repository Creation Utility - Welcome | |

=
FUSION MIDDLEWARE

'\;." Welcome

|
)T\ Create Repositos

Welcome to Repository Creation Utility for Oracle Fusion Middleware.

The Repository Creation Utiity enables you to create and drop component schemas that are part of
Oracle Fusion Middleware.

[] Skip this Page Next Time

Messages:

4. Select Create Repository and click Next.

g Repository Creation Utility - Step 1 of 7 : Create Repository _I
oRACLE
Create Repository @ 11g
FUSION MIDDLEWARE
¥ Welcome

(2) Create

i
el Create Reposito
i d v Create and load component schemas into a databaze.

|
T Database Connection Details

I ) prop

Remove component schemas from a database.

Meszages:
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Change the default (file based) Credential Store to use the Oracle Database

5. Enter all the fields as explained below and click Next.

a. Host Name: Database server host name which Application will use.(example:
msp52410.us.oracle.com)

b. Port: Database port (example: 1521)

c. Service Name Database name (example: dvols143)
d. Username: SYS

e. Password: <SYS password>

| Repository Creation Utility - Step 1 of 7 : Database Connection Detail:

Database Connection Details ORACLE 11g
| FUSION MIDDLEWARE

Create Repository

. | DatabaseType: [oracle Database -
| Database Connection Details|

Host Name. ‘msDSZMO us.oracle.com ‘

For RAC database, specify VIP name or one of the Nede name as Hostname.
For SCAN enabled RAC database, specify SCAN host as Host name

T

I

I

T Select Components
I

I

|

Port [1521 |

Senice Name: [dvols143 |

Usemame:  [sYS |
User with DBA or SYSDBA privileges. Example:sys

Password: | ‘

Role |svsBA. -

One or more components may require SYSDBA role for the operation to succeed.

Messages:
Ll »
=Back l[ Mext > I Cancel ]

6. Prerequisite requirements are verified and the following screen is displayed. Click
OK.

Repository Creation Utili

Checking Global Prerequisites

LY Initializing repository configuration metadata 00:03.840(sec)
| Obtain properties of the specified database 00:00.100{ms)
| Check requirement for specified database 00:00.100(ms)
% Execute pre create operations 00:00.100(ms)

|
Operation completed. Click OK to continue to next page.
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Change the default (file based) Credential Store to use the Oracle Database

7. Prerequisite requirements are verified and the following screen is displayed. Click
OK. Expand Oracle AS Common Components and select the Metadata Services and
Oracle Platform Security Services checkboxes as shown below. Enter a new prefix if
needed (the example uses a prefix of “RPM”) and click Next then OK for the

prerequisites check.

Repository Creation Utility - Step 3 of 7 : Select Components x|

-0
Select Camponents ’*ﬁ _orAcLe qqg
FUSION MIDDLEWARE

A Prefix groups the components associated with one deployment.

I O Select an existing Prefix
/I\
¥ Database Connection Details (3) Create a new Prefix RFPM
I
Select Components Prefix can contain only alpha-numeric characters. Prefic should not

Schema Passwords start with a number and should not contain any special characters.

Component Schema Owner |

=0 Oracle AS Repository Components |
S AS Common Schemas

C—C-—C—6—§

Metadata Semvices RPM_MDS
O Audit Services 14

O Audit Services For OES IAUCES

O Enterprise Scheduler Service ESS

Oracle Plaiform Security Services RPM_OP3S

Repository Creation Utility - Checking Prerequisites 5[

Checking Component Prerequisites

¥ Metadata Senices 00:00.110{ms)
+#| Oracle Platform Security Services 00:00.109({ms) =

| |
Operation completed. Click OK to continue to next page.

—
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Change the default (file based) Credential Store to use the Oracle Database

8. Enter and confirm your password and click Next.

Note: Make a note of the password you give here as it will
be used later.

g Repository Creation Utility - Step 4 of 7 : Schema Passwords =] |
_ORACLE"
Schen swords g
FUSIDN MIDDLEWARE
Please enter the passwords for the main and additional (auxiliary) schema users. Password can contain alphabets,
I numbers and the following special characters: §, # , _ .Password should not start with a number or a special

character.

/I\

@ Use same passwords for all schemas

Select Components e [seseee |
Schema Passwords
Confirm Fassword | 0AA |

Map Tablespaces
O Use main schema passwords for auxiliary schemas

C—C—§EH€—

O Specify different pazswords for all schemas

C Schema Owner Schema F Confirm F

Messages:

—

9. Click Next, then OK when it states it is going to create the tablespaces if they are
needed.
=10l

ORACLE’ 1 1

Map Tablespaces
FUSION MIDDLEWARE

Choose tablezpaces for the selected components. The default and temporary tablespaces are specified in the table

below
/}\ To create new tablespaces or modify existing tablespaces click the "Manage Tablespaces® button.
Component |Schema Owner |DefauItTab\espace |TempTabIespace
Metadata Services RPM_MDS *RPM_MDS *RPM_IAS_TEMP
Oracle Plafform Securit.. RFM_OP33 *RPM_IAS_OPS3S *RPM_IAS_TEMP

Schema Passwords

| Map Tablespaces Repository Creation Utility - Confirmation x|

Summary.

C—€—HE——C—

Any tablespaces that do not already exizt in the =elected schemas will be
? created
H .

Click OK to create tablespaces.
Click Cancel to return to the wizard.

oK i LCancel
1 [+
* Default tablespaces (specified in the configuration fies) are to be created upon confirmation

Manage Tablespaces

Messages:
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Change the default (file based) Credential Store to use the Oracle Database

10. Click OK when tablespace creating and validation has completed.

Repository Creation Utility - Creating Tablespaces El

“alidating and Creating Tablespaces

o Check tablespace requirements for selected compaonents 00:00.109{ms)
o Create tablespaces in the repository database 00:02 406(sec)

Operation completed. Click OK to continue to next page.

11. Click Create to make the schemas.

g Repository Creation Utility - Step 6 of 7 : Summary = IEIIﬂ

Summary = ———
FUSION MIDDLEWARE

Welcome Database details:

Create Repositor Host Name: mep52410.us.oracle.com
Port: 1521

Service Name: DWVOLS143

Connected As: 5Y5

Operation: Create

ki
[
8
Ix}
o
3
S
i
S
i

Prefix for (prefixable) Schema Owners:RPM
Map Tablespaces

Summary Ci Schema Owner Type Name
Metadata Services RPM_MDS Default RPM_MDS
Temp RPM_IAS_TEMP
Additional Hone
Oracle Platform Security Services RPM_OPSS Default RPM_IAS_OPSS
Temp RPM_IAS_TEMP
Additional None
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Change the default (file based) Credential Store to use the Oracle Database

12.Schemas are created, click Close to exit RCU.

Completion Summary

g Repository Creation Utility - Step 7 of 7 : Completion Summary

=10l

FUSION MIDDLEWARE

-~

[
s

l
l
l
l
[

e Completion Summary

Database details:

Host Name: mzp52410.us.oracke.com

Port: 1521

Service Name: DVOLS143

Connected As: 5YS

Operation: Create

RCU Logfile: C: p\DSSircuHomelret logdir 2013-10-25_13-18\rcu log

p\DSSircuHomelrct .2013-10-25_13-18

14 seconds

Component Log Directory:  C:
Execution Time:

Prefix for (prefixable) Schema Owners:RPM

© Status Logfie [ Time
Metadata Services Success mds.log 00:02.141(sec)
Oracle Platform Security Services Success opss.log 00:06.719(sec)
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Set up OPSS Schema Data source in WebLogic domain

Follow the below steps to set up the data source with OPSS schema in WebLogic domain
(RPMdomain).

1. Login to the Admin console and go to Services -> Data Sources.

IOR)ACLE WebLogic Server® Administration Console —

Change Center & Home Log Out Preferences d Help ‘ Q Welcome, wehlugic|Connecbed to: RPMdomain
View changes and restarts Home =Summary of IDBC Data Sources
Click the Lock & Edit button to medify, add or Summary of JDBC Data Sources
delete items in this domain.
Configuration | Monitorin;
Lock & Edit nfig O
Rele: nfiguration
A JDBC data source is an object bound to the JMDI tree that provides database connectivity through a pool of JDBC connections. Applications
can look up a data source on the JNDI tree and then borrow a database connection from a data source.
Domain Structure
RPMdomain = This page summarizes the JDBC data source objects that have been areated in this domain.
-Environment =
~Deployments _ _
Er-Services [ Customize this table
(i Messaging Data Sources (Filtered - More Columns Exist)
~~Data Sources
--Persistent Stores Click the Lock & Editbutton in the Change Center to activate all the buttons on this page.
r--Foreign JNDI Providers
~-Work Contexts Hew v Showing 0 to 0 0f 0 Previous | Next
~“XML Registries [
--¥ML Entity Caches [~ | Name % Type JNDI Name Targets
—jcoM
--Mail Sessions There are no items to display
- -
Bl T3 J New v | | Delete Showing 0 to 0 of 0 Previous | Next
How do L. =
« Create JDBC generic data sources

» Create JDBC GridLink data sources
 Create JDBC multi data sources

» Delete IDBC data sources

» Delete JDBC multi data sources

2. Click Lock & Edit then click New -> Generic Data Source.
ORACLE WebLogic Server® Administration Console ‘

Change Center @i Home Log Out Preferences Record Help ‘ Q Welcome, weblogic | Connected to: RPMdomain
View changes and restarts Home >Summary of JDBC Data Sources

Mo pending changes exist. Click the Release Create a New JDBC Data Source

Configuration button to allow others to edit the

domain.

Back | | Next ‘ Finish | Cancel
Lock & Edit

JDBC Data Source Properties
Release Configuration

The following properties will be used to identify your new JDBC data source.

Domain Structure * Indicates required fields

RPMdomain 1=

[-Environment What would you like to name your new JDBC data source?
--Deployments

E-Services F] *Hame: JDBC Data Saurce-0

[ -Messaging
~Data Sources

- Persistent Stores What JNDI name would you like to assign to your new JDBC Data Source?
+—Foreign JMDI Providers
~-Work Contexts F] INDI Name:

5 =

~Mail Sessions
~File T3 Fl
How do I.. =
+ Create IDBC generic data sources What database type would you like to select?

= Create LLR-enabled JDBC data sources

Database Type: Oracle i

SrstemSlatus = Back | | Next ‘ Finish | Cancel
Health of Running Servers
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3. Enter the details and click Next.
=  Name: OPSSDataSource
= JNDI Name: jndi/OPSSDS
= Database Type: Oracle

ORACLE Weblogic Server® Administration Console —

Change Center @ Home Log Out Preferences Record Help Q Welcome, wehlngic|cunnen:ed to: RPMdomain
View changes and restarts Home =Summary of IDBC Data Sources

Mo pending changes exist, Click the Release Create a New JDBC Data Source

Configuration button to allow others to edit the

domain. Bach| | Next | Finish ‘ Cancel

Lock & Edit
JDBC Data Source Properties
Release Configuration
The following properties will be used to identify your new JDBC data source.

Domain Structure *Indicates required fields
RPMdomain =

; What would you like to name your new IJDBC data source?

~-Deployments

i -Services 5] * Mame: OPSSDataSource

| B-Messaging

| --Data Sources

| -~ Persistent Stores What JNDI name would you like to assign to your new IJDBC Data Source?

i {~Foreign INDI Providers

| FWork Contexts 4] INDT Name:

| i-xMLRegstries |l | [3nai/opssDs =

| 1XML Entity Caches

| rjcoM

| i~Mail Sessions

L i-FileTa =l
How do L. =)

+ Create JBC generic data sources What database type would you like to select?

» Create LLR-enabled JDBC data sources Database Type: Oracle j
SratemSiatus = Back| | Next | Finish ‘ Cancel

Health of Running Servers

4. Select Oracle’s Driver (Thin XA) for Instance connections; Versions: 9.0.1 and later
and click Next.

OHRACLE Weblogic Server® As

Change Conter | e oot Preteeerces G maenrd e Q Weknme, weboge | (=rreint b AFDomam
Vi chasges ase eestarts Sty o Sty i 3.y s e  Sammenary o8 3O Dt Sowrcen
40 ereing charges . Ciek he Asisine Create & tew J0BC Oata Soarce.
Cirty s i e b e s 1 31
damain k] [ | ] | Lmnent
J00C Data Source Properties

e o prages e e b e 23 ity your s OO ata smce.

Datatase Type: Crace

e e iete bt Bl Toe drrer 5 exshol suenrted by Dnade FreLege e

Database Orwer: “Oracie’s Driver (Then XA) fer Instance cenmectians, Veetiona 9 0.1 and et

- Back| [damt] | [Fes] | |cancm

5. Click Next.
OHRACLE Weblogie Server® Adminisirases Conscls

Change Cester B riome Log Ot Prefererces B Record e - ekume, weblogic | Corensd @
S = . e S e —— S e —
e bt ek 3 3 i Creats o Bew J0BC Duts Sosrce
Configuraton Button i slow oters m edt e
sa b
Tramactan Ut

Bemase ontguaton
e Pons ot seswcled i 8 B e 15 ke 15 et shake Sorrechin 1 veusr S 1B dturce. The datn source vl S.coeet ot ¥ aruathins s e e Trvd e Cimerl (b B it Ykl 1 S Baabihion sankiur o dotirs s avalise

Dammaim Strasture Dack et | [T | | canset
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6. Enter the details of the OPSS schema we just created and click Next.
= Database Name: (i.e: dvols143)
= Host Name: (i.e.: msp52410.us.oracle.com)
= Port: (i.e.: 1521)

= Database User Name: RPM_OPSS (This is the OPSS schema which has been
created using RCU earlier in this document.)

= Password: <password> (Password given at the time of OPSS schema creation)
ORACLE weblogic Servar® Admanistratian Consaln __

Change Center | 8 o Logout Preferences [3d Record Helo Welcome, weblogic

e changes aad restarts | Susary of Sacurty Rak s +1iaars dnd Gtusse > rbacdonn > Summtry of JUC Dt Soarces

2 Mo SUBC [1ata Souree

e pending changes exst. Chok the Seleese |
Corguraton bullon 15 show sthers b edt B i
e TestCentguraten | || Back | Nt || Frian || Caneel

Test Database Conmection

Remare Costguraton

b avidedsdty ored the ¢

Full cckeago raeme uf DBE rewr

Driver Claie Mame: oracle e xa chant Crac [

Whet i the UL of the dababese 1o comrest 157 The hrmat of B UL vares by J08C driver.
s be orachy the @rmspsad
it EaeRse S UG b s ATE B L B e St SorbdBane?

Diatabase (e Mame: RFM OFES

What s the database 8cToURt DasSWONT 0D LSe 1D CTeate database CoMeCHonsT

[r—

[T —,

‘ihat are the propertes to pess tn the JDBC drver when ceating datsbese connections?

Proparties:
aseswl

oFzs

7. Click Test Configuration and make sure you can connect to the schema successfully.
Click Next if you can connect. Click Back if it does not connect and check your

settings.
ORACLE Weblogic Server® Administration Console —
Change Center @) Home Log Out Preferences [A] Record Help Q Welcome, weh\ngm|(hmeﬂaﬁ +0: RPMdomain

.
View cha and — Hame > Summary of JDBC Dats Seurces

Messages
N pending changes exist, Click the Release
‘Configuration button to allow others to edit the & Connection test succeeded.
domain.
ook & Bt Create a New JDBC Data Source
Releasze C Test Configuration | | | Back | | Next ‘ Finish | Canosl
Domain Structure Test Database Connaction
RPMdomain = Test the database availzbility and the connection properties you provided,
B Environment
[Er— Wihat & the full package name of JDBC driver dass used t creste datsbase connecions in the cannection pool?
B Services
| B-Messaging
Data Sources
Persizant Stares Driver Class Name: oracle.jdbc. OracleDriver
Foreign INDI Providers
‘Work Contexts
XML Registries L] What s the URL of the database to connect to? The format of the URL varies by JDBC driver,
URL:

jdbc:oraclecthin.@mep524

What database acoount user name do you want to use to oeate database connections?

Database User Name: RPN_OPSS

+ Create IDBC generic data sources
+ Create LLR-enzbled JDBC data sources What & the database socount password to o oeate database connections?
System Status =
Heslth of Running Servers Password: sesssssssIsERERES

ritical (0) Confirm Password: sessssensensenens
[ Overbaded(n)
[ wamina(g) What are the properties to pass to the JDBC driver when cresting datshase connections?
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8.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts

Mo pending changes exist, Click the Release
Configur:

ration button to allow others to edit the

domain.

Lock & Edit

Release Configuration

Domain Structure
RPMdomain

% Environment

- Deployments

Services
#-Messaging
{+-Datz Sources
Persistent Stores
-Fareign INDI Providers
“Wiork Gontexts
XML Registries
“XML Entity Caches
s

Target all the servers (AdminServer & rpm-server) and click Finish.

8 Home Log Out Preferences [ Record Help | Q

Home >Summary of JDBC Dets Sources

Welcome, ueb\cu;m|ameﬁai to: RPMdomain

Create a New JDBC Data Source
Back | | Mext | Finish | Cancal
Select Targets

“You can select one or more targets to deploy your new JDBC data source. If you don't select 2 target, the data source will be oeated but not deployed. You will need 1o
deploy the data source at 2 lster time.

Servers

I7 Adminserver

[} rpm-server

Back| [ Hext | Finish

9. Click Activate Changes to get them incorporated into the domain.

ORACLE Weblogic Server® Administration Console

Change Center

View changes and restarts

Pending changes exist. They must be activated

to take effect.
 Activate Changss
Undo All Changes

Domain Structure
RPMdomain
B3-Environment

- Deployments
Services

- Data Sources
Persistent Stores
Foreign INDI Providers
‘Wiork Contexts

XML Registries

XML Entity Caches

) Home Log Out Draferences [2e] Record Help | Q

Hame >Summary of JDBC Data Sources

Welcome, wehlngic‘ Connected t: RPMdomain

Summary of JDBC Data Sources
Configuration | Monitoring

A JDBC data souwrce & an object bound to the INDI tree that provides database connectivity through 2 pool of JDBC connections. Applications can look up 2 datz source on

the JNDI tree and then bormow a database connection from a data source.

This page summarizes the JDBC dats source objects that have besn created in this domain,

[ Customize this table

Data Sources (Filtered - More Columns Exist)

New ~ Showing 110 10f 1 Previous Next
I | Name & Type INDI Hame Targets
[T | oPsSDatasourcs Generic ndiOPSSDS AdminServer, pm-sarver

New

Showing 1to10f 1 Previous Next

10. Once the changes have been incorporated into the domain, a message is displayed
notifying you that the changes have been activated.

ORACLE Weblogic Server® Administration Console

‘Change Center
View changes and restarts

Click the Lock & Edit button to modify, 2dd or
delete items in this domain,

Lock & Edit

T e D Help ‘ Welcomra, web\ugic|CDmE\:m to: REMdomain

Home > Summary of JDBC Data Sources
Messages

o All changes have been activated, No restarts are necessary,

v of JDBC Data Sources

Domain Structure

RPMdomain

- Environment

Deployments

Services

- Messs
b

Persistent Stores

Foreign INDI Providers

“Work Contexts

XML Registris

“¥ML Entity Caches

FCOM

Mzil Sessions

File T3

How do I...

« Create IDBC generic data sources
+ Crezte IDBC GridLink date sources

+ Crezte IDEC mufti datz sources

30 Oracle Corporation Price Management

Config i Monitoring
A JDBC data source is an object bound to the INDI tree that provides database connectivity through 2 pool of JDBC connections. Applications can look up 2 data source on

the INDI tree and then bomow a2 database connection from a data source,

This page summarizes the JDBC data source objects that have been oeated in this domain,

[ Customize this table

Data Sources (Filtered - More Columns Exist)

Click the Lock & Edit button in the Change Center 1o activate all the buttons on this page.

Showing 1to 1 of 1 Previous Nest

™ | Hame & Type INDI Name Targets

I~ | oPssDataSource Ganerkc

JIOPSEDS AdminServer, pm-server

Showing 1to1of 1 Previous Nest
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Associate Policy Store to Database

Associate Policy Store to Database

Follow the steps below to re-associate the domain policy store from file based to using
the database:

1. Login to the WebLogic EM console (i.e.: http://<Host Name >:17101/em).

ORACLE $]

Enterprise Manager 11g
Fusion Middleware Control

Login to Oracle Fusion Middleware Control
Fam  Fam_RPMdomsin

* User Name | weblogic |

service policies, Y  enforce = pduswf
uuinls h.ma{mugmhmuﬂnusﬂdnm
their performance and fauhs.

Management
2] Complete Security and Audit Management
1% Configure Logging and Search Log Files

2. Expand the Weblogic Domain and click the RPMdomain.

ORACLE Enterprise Manager 11g Fusion Middlewars Control Sewpy Hepy Log Out
FiFeme | G Topology
= RPMdomain L s e
1[4 Farm_RPMdomain 5] Weblogic Domsin w Saxe Refrestiet Oct 25, 2013 4:11:48 78 07 (2
Bl (23 Apphcaton Deph
Fl [ weblogic Domain [l Summary @+ [ Clusters @s- =
= ) a— General = . S [ @
5 AdminServer neral To canfigure B =
&5 rpmeserver insraton Server Admi gethisWebloge | Name Serves D5 Mesagng  Deedilosd popon
Administration Server Host mspSiTBuseradecom  elor! to Do 01808 [iz Type
Administration Server Listen Port 17101 Administoton Consde, | 0 Custers found
El Sarvers @e- A |
| Deployments @S-
H mup
Hup
Sen [ @
. agve R s @
Name Staws  Host Chuster Listen Port Seess m NS 5 Tanger
§ 1 [2] Application Deployments
5] AdminServer b meps22. 17101 2 g Sicat |
] rpm-server b meps2z. Unaval.  Unsvail. Unavail
< | |
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3. Select the dropdown WebLogic Domain->Security->Security Provider Configuration.

OIRACLE Enterprise Manager 11g Fusion Middleware Control
FiFamz | S Topology

Setup, Help, Log Out

Logged in as weblogic
Page Refresfied Oct 25, 2013 4:11:48 PM EDT 0

= R RPMdomain @
1[4 Farm_RPMdomain [F3] Weblogic Domsin .
[ [ Applicstion Deployments Home
F [ Weblogic Domain &-
= i [RPFidomain] Conrel N
&5 AdminServer 4 Te configure and
Logs » manage this Weblogic
& romeserver Domain, use the Orade
Lorade.com ok oot Cerver
Port Usage Administraton Consols.
Application Deployment ¥ @o-
Web Services ;.
q ADF Domain Configuration muo
u Security. g Credentisls
Metadsts Repositories
JDEC Data Sources Sequity Provider Configuration
System MBean Browser
Application Policies
[ Weblogic Server Adminisration Console Application Roles
General Informaton System Polices
T
5] Oracle WebLogic Domain Resource Cenf  Audit Policy
Before You Begin Audit Store
(@) what is an Oracle Weblogic Server Domsi
B b ool et o Feeiem ek Foocien RS men et

4. Click Change Store Type.

s Prpeds Cofiou mon +
FRpETE

 chamgm e = St gt e § b et b

Configere Srwry Hores

Loy pavewr ki aeieii b s B ey s e ieveRe

| Sewves Dty
S prabe i [t T b S e o mary B 1 b T 1] 0 [ DB prers Pom it e e s e
aa
+ el T L5 s e
Bt Moo Tt

[ Clusters @e- -
Search ®
Choster Session
Chuster a Default Load &
Name Savers Messaging Replication
Addess === Algorthn  75PK
No Clusters found
4 |
= Deployments @&~
Hup
Search [©]
Name Sous  Tapet
El [ Application Deployments
Bl [ Inemal Applications -
) G

Lot ey by ety b gty | st b B aesety g T Fy e e DR, e By e e e g S 0w Ui by gty () il e b e g

Smared s o o gy o oy vty e, el ol T
# a0
gy s [ f
! [ N Spcinmew

Py by Frogerriary
Lo B ke smm ey gt g b e, e ey
maiia Luzy . P
ot e -
a e Erdrs
R o il
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5. Select Oracle Database in the Store Type drop down.

Sy Pl Desfigarplion o | oo Cn oot e
) istermt
AR ety b P g vwars 4w el b et

Confiqure Security Stores ] ame
savigedhie .

Hw P D

i v et b1 | e AP e Ve s g byt e LLAF e B + L

Bt e Drtndy
b H!Wﬁﬁ?ﬁ_-h‘ﬂ-“-" 4 e Ferprtan, cieh dod] ot Oy S

[
ot e s
" famae barw e
Falkry s Froqariin
Sy ek EoNY B ST L]
Vs Ly
o

Pkt
B

Rk Pl
Tk e
e

6. Click Select and select jndi/OPSSDS JNDI name. Click OK.

7. Enter the values:
=  Root DN= cn=RPMPolicies
= Select ‘Create New Domain’

= Domain Name=RPMdomain (This must be the domain name which has been
created earlier in this document)
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8. Click OK.

RPMDomain o
Al Webtogc Doman +

Logged i an weblog
Saga Bubruahad Mow 12 2538 03245 P01 EST
Security Provider Configuraton >
) Information
A charges made i thes g regune @ strver reslivt b take effext.
‘Confiqure Security Stores o | | cancel
Sty srrvrs spreite allriutes to emsoenle the poiy, ordeia s keptires
Storn Type | Oracle Catabase =
Database Server Detaiks
n Sourcn DA Narves | JOPESDE

o e e e e e

AL ydbcoradesthn: Gmep L300 3us orade. com: ESELDOLSPO LAY

Root Node DeLails
Use ths section to define orovider soecfic configur aton for e secunty store. To ooy e root DN, enter e desred root name and doman nasme. Under Custon Propesbes, tick A, erler the name arsd desred value of the proverty i the resultng dskeg,
0 ki 0K,
* Rt 00
Creabe bew Demain [¥)
* Dienairs Navmer | RPMDcmin

Py Storm Broperties

propmty for
Erabie Lazy Load ]

9. C(Click Yes.

& Confirmation

The change requires the restart of management domain. Are
you sure you want to change security store provider?
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10. The message Configure Security Stores — Completed Successfully appears. Click

Close.

& Confirmation
B Configure Security Stores - Completed Successfully

fi

% Hide

SLArLiTy LU g oL wrouTinign Sl S

Set up security provider reassociation successfully.
Checked and seeded security store schema successfully,
Succeeded in migrating data.

Tested IPS Service

Updated security store reassociation configuration,
Completed migrating credential store.

Starting to migrate keystore...

Set up security provider reassociation successfully.
Checked and seeded security store schema successfully,
Succeeded in migrating data.

Tested IPS Service

Updated security store reassociation configuration.
Completed migrating keystore.,

Starting to migrate audit store...

Set up security provider reassociation successfully.
Checked and seeded security store schema successfully,
Succeeded in migrating data.

Tested IPS Service

Updated security store reassociation configuration.

The following screen appears.

== Ny T ————

Hf SADmman &

P A T T —

]

e PR i e T B o i et AL B 8 el b e S e P ] o P (e

S Ty vk | etk

54 Y8 Y 13 (bt e g o oAy B IS S R SySY o e Sl g By e e P

i
el i e Bt Bt et 8 B e | g 8 el e 1 el i P R T i
Doamge e T | *

11. Restart the WebLogic domain.

12. Restart the RPMdomain to get the change to take effect.
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Configure LDAP authentication Preinstallation Steps (Initial Login to RPM)

In order to Login to RPM after the installation is done, you need to complete the
following pre-installation steps.

1. Make sure that you have access to a working LDAP server.

2. Create an LDAP connection user with the necessary rights to do sub-tree searches on
your users and groups respectively. This user can be named anything but
“RPM.ADMIN” is used in this document. This same user should be given as an input
for ‘Search User DN’ on the ‘LDAP Directory Server Details” screen while installing
the RPM application. This is the user which RPM uses to login to LDAP and perform
the necessary search in the LDAP.

3. Follow the below steps to create the ‘example:RPM.ADMIN’ user.

a. Open your OID connection by launching ODSM (Oracle Directory Services
Manager).

01D - orcladmin
dopr: (fms05265 Lus.orade. com: 3060

* Lserfinme rsarcindme
*Passward

StartPsge Homs =

Copyright © 2005, 2017 Orade and/or its affliates. Allrights reserved.

Remore [omedt | [oocd

b. From the OID Connect dialog, click the Connect button.
c. From the Oracle Internet Directory Welcome Screen, select the Data Browser tab.
The Data Browser tree shows how to find the “cn=Users” element.
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Directory Manager

1 Data Tree
FETRL/ScNs
- -

e Maraged Maéases =

Harve

+
domar
=

Optional Attributes

d. From the Data Tree panel of the ODSM screen, navigate to “Users”
branch.

Directory Services Manage:

ki Home | T Data Browser | Schema | G Seaunty | 00 aanes

= @ n | A
L _FUB.‘IS Mgl || Rivert
E: Data Tree

IR TALS/ SN Distingulshed Name: oalsers, daus. dcaorad

Attebutes  Subtee a
Vews Managed Atvbutes =
+
tame
it
Optional Allribules
q L0 ta manage whh cptensl attartes e shown bekon
> i et et - ot

e. On the “Users” screen, press right mouse button with “cn=Users” highlighted
and select “Create” from the drop down menu panel
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f.  In the Object Class field, click the + icon to add the following Object Classes
- top
- orclContainer
- organizationalperson
- orcluser
- person
- orcluserv2
- Inetorgperson

Note: Only one Object Class can be added at a time so the
next few steps will need to be repeated until all of the Object
Classes have been added.

Ok o P i o abve &0 i W o,
Parertal e enky

a. From the Add Object Class menu, select the “top” object class.

b. From the Add Object Class menu, select the “orclContainer” object class.
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C.

d.

When finished adding in all the Object Classes the screen will look as it does
below. Then In the Parent of the Entry field enter the following:
cn=Users,dc=us,dc=oracle,dc=com

(hodse the type GFLOWP entry o eete upng the Chiect Cass, then choase e parent of e entry png the browse tree.
Entry Properties
+ 35

T
arriser

persin

el

Puentof e et mlisers,dem, e waracke dowenn

Click Next. The Mandatory Properties dialog is displayed.
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e. From Mandatory Properties dialog, enter in the following and click next:

- on= RPM.ADMIN
- sn= RPM.ADMIN
- Relative Distinguished = cn

f.  Make sure the information on screen is correct. Press “Finish” button to create
the “RPM.ADMIN” user.
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When the “RPM.ADMIN” user is created a screen similar to the one below is
displayed when clicking on the new RPM.ADMIN user.

Directory Services Manager

o) RPMADMIN Ay | Revet

Distimguished Name: =S8R DM o =Users doma,

enber

Persom  Atrbutes  Sublree Access  Local Access

Basic User Information

uploeditors [l | Mo f

Contact Information

g. On the Person tab and enter the following Basic User Information:
— First Name: <rpm>
— Last Name: <admin>

— Email Address: <rpm.admin@mycompany.com>
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h. Click the Attributes tab.

G B U4 “ l s = qz 3 ai Dectinguished Bame: o1 =RPM, AV, el isers, 4 wus, i sorace, dewcom
> [ emmtrndecanteyt - Created by cnsordadmn Modfied by: rasrdadmn
o [ = deSchersaliersion Created al: Hovesber 10, 2014 123439 AMEST  Modified ot Noverber 10, 2044 12:24,38 AMEST
[T s mreplcartion configuration 3 -
5 erv=Server Configur ations _ Peme (Mlirbutes| Sbbesfoes Lol A
[ membenndgaientry Views Managed Altributes +
4 Gpdemam
¢ Q;-::ad: o REMLATMIN + 8
4 Qytemn
o [l enwCalendy Server 0 adan + 2
4 [l eneron.
» & en-ACMEISTRATOR 06 + i
& cr=aLDImoR,_o8 Piame
8 cr=ALDITOR,_MAHAGER_)0B oo 3
> & r-Fisnice MR o6 | | PP eeContaner d
> Bhemocs porTaL LERs " [T 4
> Wermem ordlver i
» B or=RETATL_ASYHC_TASK_J0B SR
o [l eneOrscdeCrtet E Optional Attributes
Elaerein o e =i
'ﬂ‘;*"‘“ o ol atirboates shrowm, chch the o kv b add
> § c1=ALDITOR_MARAGER
0 w8
B o=FINANCE HARAGER.
B creordadnn
0 o=rusC
8 c=REIMADMI

§ ov=RETAL asrC TASK SR,

» [ e RPHADHIN 1

» um-&TJILN ADMPMISTRATOR. =
e Bl

i. Click on the Add Optional Attributes button and select:
— Given Name: <rpm>
— Mail: <rpm.admin@mycompany.com>
— Uid: RPM.ADMIN
— User Password: <password>

Object Attrbutes

Al Altribetes
destrtionindcatr
deinytiane
emplyestinter
enployesTppe

facsmie T elahonetimber

52651

1 JEREEAISI0N o dlly A2

j.  Enter the following information and click Apply:
— Given Name: <rpm>
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— Mail: <rpm.admin@mycompany.com>
— Uid: RPM.ADMIN

— User Password: <password>

Directory Services Manager

) RPOLADMIN Aok | Rert

Dbstinguished Kame: m <GP AN o s, Bt

e Manped At ~

Q, @ tt | ddnend
B Data Tree
BE7TRL/SeXY Bieoniabod Ben
i L e

Iy WPMLADMIN Mgy | Revert

[ Confimation X
Changes have heen appled aucceasfily.
Peron  Attribetes  Gubee Aceas | Lol Acres

Vews Managed attrbutes v

webassad  annene

ram.sdneBorndticon +x

P +2

2. Create the Application Admin user who will have access (Login) to RPM.

a. 1fyou are installing other Merchandising applications you should have already
created RETAIL.USER. If you do not have RETAIL.USER already created in
LDAP, create “RETAIL.USER” following the same procedure described for
creating the RPM.ADMIN user above.<<already present
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3. Create a Group called “rpm_secure_users”. All users need to be a member of this
group in order to login to the RPM application.

Note: The RPM code looks for a group named
“rpm_secure_users” so it is imperative that the group be
named “rpm_secure_users”.

4. Example: Using OID 11.1.1.7, the steps to follow are:

a. Open your OID connection by launching odsm (Oracle Directory Services
Manager). A screen similar to the following is displayed.

b. Click Connect to a directory and select your OID directory.

44 Oracle Corporation Price Management



Change the default (file based) Credential Store to use the Oracle Database

c. From the OID Connect dialog, click the Connect button.
d. From the Oracle Internet Directory Welcome Screen, select the Data Browser tab.

The DataBrowser tree shows how to find the “cn=Group” element.

Directory Services Manager

2 Data Troe
AETRL/ S tXNth Dbstinguished fame: & ecom

hews Managed Abutes v

e. From the Data Tree panel of the ODSM screen, navigate to
dc=com,dc=oracle,dc=us,cn=Groups.

Directory Sarvices Manager

(4] Home | B2 Data Browser | B St | (L, Searty | 00 Adveced

o B o | Advaneed =
o J Groups Ay || Revart
£ Data Tree

ER R L a-R°F §.Y Destinguished Rame: malious, dess desorade Aecom

iews Managed atruites ¥

ordCamanes
Dptional Attributes

[ chck 1 marage which cpnon attrbures are shawn bekow.

M spvaanal alributes ane curriy shaan, diek the ean above I add Attrbutrs tn be deplayed
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f.  Right-click cn=Groups and select Create.

Q @w | Adenced "
't Data Tree Dcrous
BETRL/ S XN Diistinguished Rame: o aGroups, dosus, dosorade, doscn
» [l eneiradecantest - Created by: cv=ordiaden R r———
+ [l cn=radeschensiierson Crmied ol Al S, DIASATUIAMEDT  Modfed sl Aupat S, 01494702 AMEDT
[ cnverepication configrstion
[l e Comfin o, Attribotes  Shiree fecess | Lecnl Azees
» [l cnemborrgnbenty
= Gy dcecom
4 @y dcecrace o $u
4 Qs
[ s e | + 5
« [Hen-Grou | tame
- :‘Lﬂm-pam p
il | [T [‘-Tm
g:ﬁ_"w fhoure Sesrch Fiter e ew il |
+ B oma. Retih By o e which optionsl sttrbules are showe bekow,
) ecee bk Lk ik e o sbrove b add altrb
B e EtRON

[ ecrade T Evperti0F
Blamem 4o spertion
4 [omtome 3 e
g :ﬁhb&hhmﬁmhaﬂ-iME
B
T p—
[ b Colgre Al S
+ § weE ¥
b [ menEsa_soMONIETRATOR
b [ meRfsa MOITOR
0 aRERA SU
* O evRETALLASER
[ eneRTAL ASTHC_TAS LSS
B s ave

Vit Managed Attnbotes v

g. From the Create New Entry dialog, click the + icon and add the following Object

Classes:

- top

- groupOfUniqueNames
- orclGroup

+ i1
TR CAE  hgme
ik on e i o abarve B a8 v re

Faren uf e enry
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h. From the Add Object Class drop down menu select top.

i. When finished adding all the object classes the screen will look like as follows:
Enter: cn=Groups,dc=us,dc=oracle,dc=com into the Parent of the entry field.
Click Next

+H
Marr

Sobpctlom gy
Foptttiniquetames
srdiron

Parentafhe ity onurougs. doms, deeorade, descon
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On the “*cn” text field enter: “rpm_secure_users”. On Relative Distinguished
Name field enter: cn and click Next.

Crrate New Entry

Choose an attrbute which wil be e RDN walue for ths entry and enter 8 value for Fat attribute.

Mandatoey Properties

o sease e
Rt Datrgushedtane o [=l

k. Click Finish.

Th o ey o, s
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After applying the changes, your screen should look similar to the following when
clicking on the rpm_secure_users group:

Directory Services Manager

Q B 0 | Advenced T
{4,/ TPM_secure_user Ak | A
%) Data Tree e

BRT7TRL/ZENY Distinguithed HAme: e _Seeure_Lses o eCroge dems, i o

¥

e Mame

e wiarmuats areedy 2odobie

Memher Home
e wreutin aereedy vl

I.  Click on the + Members button and add the following users and click Apply:

i. cn=retail.user,cn=users,dc=us,dc=oracle,dc=com

ii. cn=rpm.admin,cn=users,dc=us,dc=oracle,dc=com

Directory Services Manager

i @ & | Adwncd

:; PN secune user Aoy || Rt
£ Data Tree
ARTAR/SENY istinguished Rame= meepm_sere Lser o
O crvmr et
D

@y deus +
Ol cn=Cserlsr Server

5

m. Click Apply. You will get the screen below.
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Directory Services Manager

) v | T2 nata Beewser | B Ghena

4‘. B 8 Advered

5 @ 1)) TPM_Secure_user S
2 Data Tree A

AOTRRULASeXY  Ostoushedame o seare oo '
T o DrscdeCortesct 2 SR o

2 o Or eScbmmaeriion
3 crsrepheasion cortiguration
[l creerver Configrations
T rmenbeonfigubentry Charges e been appied mreastuly.

& confirmation ®

Group | Attrdutes | Subimes Atress  Lacal Acess

&) ena

& cn=rpm_secure_user

Create OID Authentication Provider

1. Log in to the Administration Console.
http:/ /<host>:<port>/console/

2. Inthe Domain Structure frame, click Security Realms.

ORACLE WeblLogic Server® Administration Console n

Change Center @ Home Log Out Preferences Help | Q Welcome, weblngic| Connected to: RPMdomain

A e e Home >Summary of Security Realms

Click the Lock & Edit button to modify, add or Summary of Security Realms
delete items in this domain.

Lock & Edit

A security realm is a container for the mechanisms--including users, groups, security roles, security policies, and security providers--that are
Release Configuration used to protect WebLogic resources. You can have multiple security realms in a WebLogic Server domain, but only one can be set as the
default {active) realm.

Domain Structure This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the realm to
RPMdomain

explore and configure that realm.

[ Customize this table

Realms (Filtered - More Columns Exist)
Click the Lock & Fdit button in the Change Center to activate all the buttens on this page.

New | |Delele Showing 1to 1 of 1 Previous | Next
™ | Name & Default Realm

= [ myrealm true

New | |[Delete showing 1to 1 of 1 Previous | Next

How do I... =]

« Configure new security realms
« Delete security realms

s Change the default security realm
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3.

ORACLE Weblogic Server® Administration Console

@ Home Log Out Preferences [&] R
Home: = Summary of Security Resims >myrealm

Settings for myreslm
Configuration | Users and Groups | Roles and Pulicies | Credential Mappings | Providers | Migration

Change Center

| Q
View changes and restarts

Click the Lock & Edit button to medify, add or
delete items in this domain,

Lock & Edt
o e General | RDBMS Securicy Stwre | User Lockour | Pesformance
Dormain Structure Click the Lock & Edit button in the Changs Center to modify the settings on this pags.
RPMdomain Save
[ Enwironment:
- Dey nts
- Deployma Lise this page to configure the gensral behavior of this sscurity resim.
-+ Serurity Resims .
- Interoperahility 1F you zre implementing serurity using JACC (Java Authorizrion Contract for Containers s defined in 1SR 115),
¥ Disgnostics ot available 2nd the sourity fnvations for Web 2poiicztions 2nd E18s In the Adminisrtion Cansole are St
Name: myrelm
] Security Model Defaule: B Orly ]
How do I.. B = 7] Combined Role Mapping Enabled

= Manage sscurity for Web applications and
Elis

= Setd

default security model

I~ ] Use Authorization Providers to Protact JMX Access
» Delegatz MBezn authorization t the realm

s sz the DD Cnfy s=curicy medel. Other Weblagi Semver madels are

The name of this security resim.  More Info...

Specifies the default security model for Web applications or EBs that are
securad by this securiy resim. You can overrida this defauk curing
deployment.  More Info...

applicztion. and EJB containers interact. This setting i valid only for W
applicstions and EJBs that use the Advanced security model and that initialize.
roles from deployment descriptors.  More Infou.

Configures the Weblogic Sarver MBzsn sanvers 1o use the scuriey realm's
Authorization providers to dstermine maheuamx ient has parmission to
‘aperation.

In the Realms table, click myrealm. The Settings for myrealm page is displayed.

Weloome, weblagic | Cannected t: RPMdomain

s how she ol magpings i th Enere sl Uit
r Wel

accass zn MBaan attribute or invoke an More Info...
System Status. B [ Advanced
Heslth of Running Servers Save
Failed (1) Click the £ock & Edie buteon in the Change Center to modify the setings on this page.
Gritical (1)
[ Overloaded (0]
farning (0)

— o)

4.

Click the Providers tab.

ORACLE Weblogic Server® Administration Consale

@ Home Log Out Preferences [5] Ae:
Home >Summary of Securly Reskms >myresim >Providers

Settings for myrealm

Configurstion | Ussrs and Groups | Roles and Policies | Credentisl Mappings | Prowiders | Migration

Change Center Help
View changes and restarts

Click the Lock & Edit button to medify, add or
delete items in this domain.

Lock & Edit

Authentication  Pzszword Validstion  Authorization

Adjudicztion | Role Mapping | Auditing || Credentizl Mapging

meebhg'lc‘ Connectd to: RPMdomain

Cartification Path  Keystores

Domain Structure i et orovider s WebLageServer el by ldeing 2 s, Yoy st Favecne Ahanicatongrovidern 3 seariy rdm, and o can confurs e
RPMdomain Authentication providers in a security reaim, Different types of n re designed to access different data =5 LDAP servers or DEMS, You c2n also configure 2 Realm
B-Environment. Adagter Amhamuum provider that allows you 1o wufk wiith users and groups from previous releases of Weblogic Server,
i~ Deployments
B Servicss
Sacurity Reskms [ Customize this table
B Interoperability
- Diagrosics Authentication Providers
Click the Lock & Edit button in the Change Center to activate all the buttens on this page.
Fizw] [Delet=] | [Reorder Showing 1802 of 2 Previous | Next
T~ | Name Description Version
I | Defeultuthenticator WebLogic Authentication Provider 10
How da L., B I | DefauitIdentityAsserter Weblogic Identity Assertion provider 10
= Configure Authentication and Identity New| [Deleiz] | [Feorder]

ss=rion rovicers
+ Configurs the Pessnard Validstion provider

Showing 1t 2 of 2 Previous | Next

= Mznsge seourity providers
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5. Click Lock & Edit and then click New. The Create a New Authentication Provider
page is displayed.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration buron 1o alkow others wo edit the
domin.

Lock & Edt

Relesse Configuration

Domain Structure
RDMdomain
E-Enwironment

- Daployments
[ Serices

|~ Security Realms
- Interopershility
¥ Diagnostics

Howdo ... =]

= Manzge s=curity providers

« Gonfigure Authentication and Idenfity
Assartion providers

System Status =]
Hesith of Running Senvers

| — )
[ el
[ Owrdosded (0)
[ Weming(0)
I 0k (2

) Home Log Out Preferences [&] Record Help Q,

Hoeme »Summary of Securly Resims >myresim »Providers »Summary of Security Rezims >myresim >Summery of Security Reslms »myresim >Providers

Create a New Authentication Provider
oK | Cancel
Create a new Authentication Provider

The following properties will be usad to identify your naw Authentication Provider,
* Indicates requied fislds

The name of the authentication provider,

*Name:

This is the type of authentication provider you wish o create.

Type: SAMLZIdentity Asserter =l

0k | || Cancal

(=

Welcome, weblogic | Connected w: RPMdomain

6. Enter OIDAuthenticator in the Name field and select
OraclelnternetDirectory Authenticator as the type.

ORACLE Weblogic Server® Administration Console

Change Center

View changes and restarts

Mo pending changss sxisr, Click the Relezea

mgumtm button to alkow others to edit the
i,

Lock & Edit

Release Configuration

Domain Structure
RPMdomain

E=- Enwironment.

- Deployments
B+ Senvices

- Sacurity Rezims
5 Interoperability
5 Diagnostics

HowdoL. =

= Manage seurity providers

= Configure Authentication and Identity
Assartion providers

System Status B
Heslth of Running Servers

| E— )

[ cwel)

[ Owrlosded (0)
Warning (0}

—
I K (2}

@) Home Log Out Preferencas [24] Record Help Q

Home Summary of Securily Remskms >myresim >Providers >Summary of Securily Reslms >myresim >Summary of Securily Resims >myresim >Providers

Create a New Authentication Provider
oK | Cancel
Create a new Authentication Provider

“The folloning roperties will be used to identify your new Auhertication Provider.
* Indicatas raqured filds

Th name of the suthentication provider,
*Name: ClDAuthenticator

This is the type of sushenticarion provider you wish t creste,

Type: OracleintemnetDirectoryAuthenticator ~ |

OK | | Cancel

Wmme,wd:lngitl Connacted to: RPMdomain
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7. Click OK. The OID Provider will now be visible on the Providers tab.
ORACLE WeblLogic Server® Administration Console

Change Cemter ) Homs Log Out Prefarences [2] Record Help | la wdm“u,g—mlmm +o: RPMdomain
View changes and restarts Home >Summary of Securlly Resims > myreaim =Providers >Summary of Securily Resims =myresim =Summary of Securily Resims > myreaim =>Prowviders
Pending changss exist. They must be activated | Settings for myrealm
pokes & Activate Changss. Configuration | Usersand Groups | Roles and Policies | Credentizl Mappings | Providers | Migration
Undo All Ghanges Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapging | Certification Path | Keystores

LR An Authentication geauider allows Weblogic Server to estabiish trust by validating 2 user. You must have ane Authentication provider in 2 security resim, 2nd you can configurs multile

RPMdomain Authentication praviders in 2 sscurity resim. Different types of Authentication prowiders zre designad to access different dats stores, such as LDAP servers or DBMS, You can zlso configure = Reslm
- Environment Adapter Authentication provider that allows you to work with users and groups from previcus releases of Weblogic Server,
Deployments
’Tz;ﬁ: Rezims [P Customize this table
b Authentication Providers
| New| [Delete Reorder Showing 1t 30f 3 Previous | Next
= | Hame Description Version
™ | DafaultAuthenticator Weblogic Authentication Provider 10
I~ | Defa yhssartar Weblogic Idensty Assartion provider 10
How d0 L a ™ | oIDAuthenticator Brovidar that performs LDAR suthantication 10
= Configurs Authentication and Idenfity izs] [O=SE] | (Beoses Showing 1w 3 of 3 Pravious | Mext

Assartion providers
- Cenfigure the Password Validation provider

« Manage security providers
= et the JAAS control flag

« Re-orter Authartication providars

System Status a
Health of Running Servers

[ Fald(0)
[ Criteal {0}
[ Cuerosded (3)
[ Waming(0)
I (2]

8. Click on the OIDAuthenicator. The authenticator configuration screen will appear.
| ORACLE weblogic Server® administration Console

Change Center @ Home Log 0w Preferences (2] Record Help | Welcome., weblagic | Connced : ReMdomain
e Home =Summary of Servers Summery of Securiy Reskms sreyresin »Users end Groups >Providers >0IDAuthenticato
o pending changss sxis, Click the Relesse Settings for OIDAuthenticator
Configuration burion o aliow oehers t et the
demsin. Configuration | Performanc
Lo E Common | Provider Specfic
Release Configuratian
e
Domain Structure
RPamin This page displays basic infarmation about this Oradle Insemet Directory Authenticasion pravider. You c2n aisa use this page to 2% the JAAS Conirdl Fiag vo control how this pravider is used in
B~ Environment the logh sequance.
Deploymarts
-Serices . . N . .
 Zecurity Reskns (5] Name: CIDAuthenticatar '[rr}:U name of this Oracle Intemet Directory Authentication provider. More
- Inmeroperability
- Diagnass
Agnes ) Description: Provider that performs LDAP authentication A shart description of this Oracle Intemer Direcmory Authendication
orovicsr. Mors I
(] Version: 1.0 The version number of this Orade Intermet Dirsctory Authentication
provicer, More I,
4] Control Flag: SUFFICIENT =] Spacifies by = Directory Authentication provider fiss it
e login s=quence.  More Info..
HowdeL.. ]
[Eave|
+ Configurs the Oracle Tncermes Dirscry
Authentication pravidr

| = Configure Authentication and Identity

9. Set the Control Flag field to SUFFICIENT and click Save.
10. Click the Provider Specific tab.
11. Supply your LDAP connection and credentials.
The entries below are examples only. You should match the entries to your OID
= Host: <OID Server name> (Example: msp12068.us.oracle.com)
= Port: <OID port> (Example: 3060 or 389)
= Principal: <cn=orcladmin> (provide the OID admin user)
* Credential: <password> (provide the password of cn=orcladmin)
= User Base DN: (Example: cn=Users,dc=us,dc=oracle,dc=com)
=  Group Base DN: (Example: cn=Groups,dc=us,dc=oracle,dc=com)
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= All Users Filter : (&(cn=*)(objectclass=retailUser))

ORACLE Weblogic Server® administiation Console

Change Center @ Home Log Out Preferences [2] Record Help | [ W’elmueblng’c‘ Connacted to: RPMdamain
View changes and restarts Heme »Summary of Securily Resims »myresim =Providers > Summary of Sexurly Resims >myresim >Summary of Securily Resims =myresim >Provicers >0IDAutherticator
Panding changas axist. Thay must be sctivated | Settings for OIDAuthenticator
to take effect. =
o Activate Changss | eriomre
Undo Al Changes Common | Provider Specific
Domain Structure |Eze|
Us= this page to dafine the provider specific configuration for this Oracle Internet Directory Authentication provider.
Connection
- Ineroperability ] Host: msp52410.us.oracle.com The host name or IP address of the LDAP server.  More Info...
[~ Diagnostics
] Port: 3060 The port number on which the LDAP server s kstering. More Info...
] Principal: en=arcladmin The Distinguished Mame (DN of the LDAP user that WebLogic Server shoukd
use to connect to the LDAP server,  More Info..,
Credential: P ———" The credentizl lusu \h a password) used to connect to the LDAP
w = saner. More
How do L.,
» Configure the Cracle Inemet Directory Erfi B S weessenee
Authentication provider
« Canfigurs Authenticstion znd Idensty I 5] S5LEnabled Specifies whether the S5L protcsl should be used when connecting to the
Aszartion providers LDAP server.  Mare Info...
o Manage security providers Users
(5] User Base DN: cn=users dc=us,dc=orach The base dmru.\shad name (DN) of the trez in the LDAP directory that
Systam Status =] =] 3 e
Haalth of Running Servars
#5] All Users Filter: ="} Ol = AnLDAP sean:" filter for finding all users beneath the base user distinguished
| —T d {&{en=")(objeclclass=rela name (DN). Note: IF you changs the user name sttribute to 2 ype other than
 E—— o, you must duphieste that change i the User From Name Fiter and User
 owd y @ Name Arribuce atributes. - More Info..
Werning (0) = X
#Z] User From Name Filter: = i = An LDAP ssarch filter for finding a user given the name of the user, The usar
I O (2) @ (Sden=%u)(objectlass=p ame: attribute specified in this filter must metch the one spechid in the Al
Users Filter and User Name Attritute attributes,  More Info..
(iF] User Search Scope: sublree ;l Specnfa how deep in the LDAP curecmrytrae the LDAP Authentication
orovider should ssard e

12. Click Save.

] ORACLE WebLogic Server® Administration Console

! | Change Center @) Home Log Oue Preferences [o] Record Help wdmmwd.lugc|c:unrmdm= RPMdomain
Vet chia — = Home >Summary of Security Reslms >mynesim >Praviders >O0IDAuthenticator
Mo pending changss exist. Click the Relsase Settings for OIDAuthenticator
Configuration button to allow cthers w edit the
domain. Configuration | Performance
Tock & ot e e
Relesse Configuration
=]
Domain Structure
RPMdomain Us= this page to dafine the provider specific configuration for this Oradle Internet Directory Authentication provider.
[ Enwironment
| Deployments Connection
¥ Sanvicas
|~ Security Reskms (] Host: Msp52275.us.oracle.com The host name or [P address of the LDAP sarver.  Mare Info..,
[%+ Intzropershility
B Do
' Dsgnasics ] Port: 2060 The port numbsr on which the LDAP sarver is kstening.  More Info...
] Principal: cn=orcladmin The Distinguished Name: (DI} of the LDAP user that Weblogic Server shoukd
wss to connect to the LDAR server.  More Info...
Credentisl: PP ————— The cradenial (ususlly & password) ussd to comnact to the LDAP
| senver. More I
How do L., ] )
Canfirm Credential: BRRRERARRRRRRR RN
= Configure the Oracle Intemet Directory
shentication pravider ™ 45 SStEnabled Speciies whether the S5L promes] shouid be wsed when conneciing to the
« Configure Authensication and Identity LDAP s=nver.  More Infa..
Assartion providers
« Manage security providsrs Users
5] User Base DN: en=users do=us do=oracl The base distinguiched name (D) of the trea in the LDAP directory that
5 s = - . contzins users.” Mare Info...
Health of Running Senvers ] Al Users Filter: —=(obiectclass= An LDAP ssrch fiter for finding all users benesth the base user distinguished
. . d (&len=")i class=relg name (DN). Mote: I you change the user name attribute to a type ather than
Failed (0) en, you must duplicate that changs in the User From Name Filter and User
[ cial(m) ‘Iane Anribute atributes,  More Info.
Doz ) e fis forfing he nams of the user, Th
 wWaming0) ] User From Name Filter: = 7 - An LDAP sesrch filer for finding 2 user given the name of the user, The user
Haerina 1) & ({en=4au)(objeciclass=p name stiribute specified in this fiter must match the one specified in the All
I o (2) Users Filter and User Name Attribute attributes.  More Info...
(iF] User Search Scope: subfres d Speifies how deep in the LIlv\PclrEﬂnrytrEﬂELD#PAuH‘mn:atm
prowider should ssarch for users.  Mare Int
(i5] User Name Attribure: on The auribute of an LDAP user object class that spedifies the name of the user,
The ussr neme stiribute specified must match the ane spechied in the AJ
Users Filter and User From Name Filter stributes. - More Info...
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13. Navigate to Security Realms — myrealm — and then click the Providers tab.

ORACLE Weblogic Server® Administr

Change Center

View changes and restarts

Pending changes st They must be activated
to take effect.

& Activate Changes

jon Console

@ Home LogOut Preferences [2] Record Help |

Wduumgwebhg'lc‘ Connectd to: RPMdomain
Home »Providers »Summary of Security Reslms >myresim >Summary of Security Reskmes myrealm >Providers »0lDAutheriticator »Summary of Secuity Reslms >myresim >Providers

Sertings for myrealm

Configuration | Users and Grougs | Roles and Policies | Credentizl Mappings | Providers | Migration

Undo Al Ghanges Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path  Keystores
Domen Schen An Authentication provider allows Weblogic Server to establish trust by validating 3 user. You must have one Authentication provider in 2 security reslim, and you can configure multiple
RPMdomain Authentication providers in a s=curity resim, Differant types of Authentication providers are designed to acosss different data stores, such as LDAP servers or DBMS. You can also configure = Realm
- Environment Adspter Authentication provider that allows you to work with users and groups from pravious resssses of Weblogic Server.
i Deploymants
[ Sarvices
1 sarury Rasims P Customize this table
:: ;aﬂgm‘me':’"‘“f Authentication Providers
New| Delztz| || Reorder Showing 1to 30f 3 Previous | Nest
- — B
I | Defauituthenticator WebLogic Authentication Provider 1.0
™ | Defe phssarier WiebLogic Identity Assertion provider 10
How do L. =] [~ | omuthenticanor Provider that performs LDAP authenticstion 10

« Configure Authentication and Identity
Assartion providers

« Gonfigure the Password Validstion provider
Manage sacurity providers

« et the JAAS contol fizg

Re-order Authenticatian providers

System Status =]
Heslth of Running Servers

[ — T}

| — )
[ Overosded (D)
[ Waming(0)
I Ok (2)

New| [DelstE| || Reonder

Showing 1t0 3 of 3 Pravious | Next

14. Click Reorder.
15. Order OIDAuthenticator first and DefaultAuthenticator second.

ORACLE Weblogic Server® Administration Console

Change Center
Views changes and restans
Pending changes xier. They must be 2cvated
to take effect.
o Activate Changes
Undo All Ghanges

Domain Structure
RPMdomain

B2~ Environmant.

" Deploymnts
F-Servicss

= Security Realms
- Interaperabilty
- Diagnestics

How do L.. B

« Re-order Authentication providers
« Sat the JAAS comtrol flag

System Status =]
Heslth of Running Servers
[ Faledn)

| — )
[ Overdosded(0)
ming (0)

—
— o)

o
) Home Log Out Preferancas [5] Record Help | Wmme,weﬂngitl[hﬂns:mdm: RPMdomain

Home >Providers >Summary of Securily Resims >myresim >Summary of Securily Resis >myresim >Provioers >0lDAutherlicator >Sommary of Secunty Resims >myresim >Providers

Reorder Authentication Providers

CK] | Cancsl]

Reorder Authentication Providers

“You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.
Salar autherticator(s) in the lis and Use amows to movs them up and down in the fise
4] Muthentication Providers:

Available:

[~ DefaultAuthenticator -
™ DefaultidentityAsserter a

K4

oK | || Cancel
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16. Click Ok.

ORACLE Weblogic Server® Administration Console

Change Centar @ Home Log Out Preferences (] Record Help Welcome, weblogic | Connectzd t: RPMdomain
View dﬂnpand restarts Home >Praviders >Summary of Security Resims >myresim >Summary u’S:c.mk} Reszlmes >myresim >Froviders > 0IDMuthenticator >Summary of Secusity Resims >myresim >Providéers
Pending changes exist, They must be actiated | Settings for myraalm
ks and Roles and Pal Credential Providers
@ Acite Changes Configuration | Users and Groups: les and Policies Mappings Migration
Undo All Changes Authentication = Password Validstion  Authorization  Adjudicstion  Role Mapping  Auditing  Credentizl Mapping  Certification Path  Keystorss
Domsm Sruchse An Authentication pmderauuws WEbLaFn: Server t estabish trust by validating 2 user. You must have one Authentication grovider in a security reslm, and you can configure multiple
RPMdomain Authentication providers in a scurity rasim, Different types of Authentication prowiders are designad to access dfferent data sores, such as LDAP servers o DBMS, You can also configure = Reslm
B Enwironment Adapeer Authentication provider that allows you o ek oith users nd groups from previous releases of WeblLogic Server.
+ Deploymants
[CR—
5;12: Realms [ Customize this table
1 Intzroperabilty Authentication Providers
¥ Diagnostics
New| [Daisiz ] || Rsonder Showing 1w 303 Previous | Next
= N R
™ | OlDAuthenticator Provider that performs LDAP authentication 10
I~ | DefaulAuthenticator Weblogic Authentication Provider 1.0
How do L.. = [T | Defaukidentinptssertar Weblogic Identity Assartion provider 10
« Configure Authentication and Idersizy | Newe| [Defete] || Reorder| Shawing 103 of 3 Previous | Next
Assertion providers
« Configure the Password Validstion provider
= Manage security providers
= Set the JAAS control flag
« Reorder Authentication providers
System Status. a2
Health of Running Senvers
T Fakd(0)
T i)
[ Overoaded (1)
[ Waming(0)
I ok (2)

17. Once your changes are saved, click Activate Changes.

ORACLE Weblogic Server® administration Console

Change Center @) Home Log Out Preferences [

Help | wdmm,weung'ml Connectad to: RPMdomain

View cha T Home »Providers = Summary of Security Resime #myresim >Summary of Security Resims > myresim > Provicers > O[04 thenticatar > Summary of Security Rmsims »myresim > Providers
Messages
Click the Lock & Edit burzon to madiy, add or ==
deletz items in this domain. «# All changss have been activated. However 2 items must be restarted for the changss to teke effect
Lock & Edit
Settings for myrealm
Release Configuration
2 Users and Grovps | Roles and Policies | Crecential Mappings | Providers | Migration
Domain Structure Authentication | Pessword Validstion  Authorization | Adjudicstion || Role Mapping | Auditing | Credentisl Mapping | Certification Path  Keystores
RPMdomain
¥+ Environmant
i Deployments An Authentication ptwdera”uws wEu.a?.: Server to esteblich trust by validsting 2 user. You must have ane mmman rovider in a security resim, end you can configure mudtiple
-Saryices Authenticztion providers in a security resim, Different types of Authentication providers are designed to rent dstz stores, such as LDAP servers or DBMS, You can also configurs = Realm
- Sacurity Reshms Adzpter Authentication provider that allows you to wod< with users and groups from previous releasgcd wd:l_ngmsQ-.a
E-Tnteroperahility
B Do
1 Diagnesics  Customize this table
Authentication Providers
Click the Lock & Edit bution in the Change Center to activate all the buttons on this page.
Few| [Deletz] | [Reorder Showing 1t 30f 3 Previous | Mest
HowdoL.. =] I~ | Name Description Version
« Configure Authentication and Idendty T | oIDAuthenticator Provider that performs LDAP authentication .0
Assarion providers ™ | Defousuthensistor WebLogic Authentication Provider 10
» Configure the Passward Validatian provider I | Defauttidentiyassansr WebLogic Idensity Assartion provider 10
= Manage security providers
o Set the JAAS control flag Few| [Deletz | | [Feorder Showing 1t 30f 3 Previous | Mext
« Re-order Authenticstion providers

Systam Status B
Haalth of Running Sarvers

T

18. Shut down all servers and restart the admin server.
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Verify and Set OID Authenticator

1. Log in to the Administration Console.
http:/ / <host>:<port>/console/
2. Inthe Domain Structure frame, click Security Realms.
3. In the Realms table, click Default Realm Name. The Settings page is displayed.
4. Click the Providers tab. You must see the OID Provider in that list.
| ORACLE webLagic Server® Agministation Consale

Change Center & Home Log Our Preferences: [a] Record Help | Q dev:d:lngi(lmnrm:adm: RPMdomain

View changes and restarts Home »Providers

Click the Lack & Edit button to modify, add o Sertings for myrealm
delete items in this domain.
P Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

T Authentication | Password Validation | Authorization | Adjudication | Rele Mapping | Auditing | Credsntizl Mapping | Certification Path | Keystores

e An Authentication provider allows Weblogic Server to estabiish trust by validsting a user. You must have ane Authenti

tion provider in a security reaim, and you can configure multiple

RPMdomnain Authenticabion providers in a sscurity resim, Different types of Authentication prowiders are designed to sccess different dats stores, such as LDAP servers or DBMS, You c2n also configurs &
F?-Enwironment Reslm Adspter Authensication provider thar alloves you m work wih usere 2nd grouss from peevious relessas of Vieblogic Sarver.
Deployments
B-Sanvices
Sacurity Resims  Customize this table
B Interoparahility . .
- Diagnesis Authentication Providers
Click the Lock & Ediit button in the Change Center to activate ll the buttons on this page.
New| [Delete | |[Reorder Shawing 1t 30f 3 Pravious | Next
| Name Description Version
| om Provider that parforms LDWP authentication 10
How do L. =] I | DefauitAuthengcator ‘WiebLogic Authantication Provider 10
« Configurs Authentication and Identity ™ | DefauticentityAssarer ‘Weblogic Identity Assertion provider 10
Assartion providers .
New| [Delete| |[Reorer Shawing 1t 30f 3 Previous | Next

+ Configure the Passward Validation provicer

Manage sacurity providers
.+ = Satthe JAAS control flag

Re-order Authenticztion providars

5. Click the Users and Groups tab to see a list of users and groups contained in the
configured authentication providers.

| ORACLE webLogic server® auninstaion corsce

! | Change Center @ Home LogOut Preferances Help ‘ Q Welcome, Hd:lngi(‘ Connected to: RPMdomain
View changes and restarts Heme »Summary of Servers > Summ ty Resims >myresin >Users and Groups
Click the Lack & Edt button to medify, 2dd o Sertings for myrealm
deletz itams in this domain.
P Configuration | Users and Groups | Roles and Polides | Credential Mappings | Providers | Migration
Users | Groups
D, S This page displays information about each user that has been configured in this security reslm.
RPMdomin
8- Environment
Deployments [ Customize this table
E-Sarvicas
Sacurity Resims Users
- Interopersbil
# Dagn:sn;”ty ien B Showing 1t0 7 of 7 Previous | Next
™ | Name & Description Provider
ADMIN Aip Usar OIDAuthenticator
T | OradeSystemiser Oracle application software system user. DefaultAuthenticator
REIM.ADMIN Seed administrative user for subscriber OIDAuthenticzor
RETAILUSER Retzil User OIDAUthenticator
ol B RETAIL.USERFR Retsi User OIDAuthenticator
- Manage users and groups RPM.ADMIN Sead administrative usar for subscriber OIDAuthenticator
= Create users I~ | weblogic This user is the default administrator, DefaultAuthenticaior
= Modify
Modfy users New| [Diei= Showing 1t 7 of 7 Previous | Mext
» Delete users

| Suctam Statis el
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Expand the RPM Application Distribution

To expand the RPM application distribution, do the following.

1.

Log into the UNIX server as the user who owns the WebLogic installation. Create a
new staging directory for the RPM application distribution (rpm14application.zip).
There should be a minimum of 2 GB disk space available for the application
installation files.

Example: /u00/webadmin/media/rpm

This location is referred to as STAGING_DIR for the remainder of this chapter.
Copy rpm1l4application.zip to STAGING_DIR and extract its contents.

Clustered Installations - Preinstallation Steps

Skip this section if you are not clustering the application server.

If you are installing the RPM application to a clustered WebLogic Application Server
environment, there are some extra steps you need to take before running the RPM
application installer. In these instructions, the application server node with the
ORACLE_HOME you used for the RPM installer is referred to as the master node. All
other nodes are referred to as the remote nodes.

1.

Before starting the RPM Application Installer, make sure that you are able to start
and stop the managed servers that are part of the RPM Application Cluster from the
WebLogic Administration Console.

When the RPM Application Installer displays the screen in which it asks for the
information related to the JMS Provider, we recommend entering these values:
input.jms.module = rpmJMSModule

input.taskqueue.name = taskQueue
input.chunkqueue.name = chunkQueue

Insert into all remote nodes

$WEBLOGIC_HOME /wlserver_10.3/server/lib/weblogic.policy file changes, the
same RPM entries for java security permissions you entered on the master node. See
the “Start the Managed Servers” section for additional information.
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Provide the Hibernate4 Jar File

The RPM application requires hibernate4 jar files to be installed. These files should be
downloaded from http:/ /www.hibernate.org.

Extract the required Hibernate 4.1.0 jar files and place them within the application
servers STAGING_DIR/rpm/application/hibernate4 directory before running the
installer. The installer will then install the jar files within the application for you.

The required jars are as follows:

= hibernate-commons-annotations-4.0.* jar
= hibernate-core-4.1.* jar

= hibernate-ehcache-4.1.* jar

= hibernate-jpa-2.0-api-1.0.* jar

= jboss-logging-3.1.* jar

* jboss-transaction-api_1.1_spec-1.0.* jar

The required jar files are located in the <HIBERNATE_EXTRACT_DIR>\hibernate-
release-4.1.0.Final.tgz\hibernate-release-4.1.0.Final.tar\hibernate-release-
4.1.0.Final\lib\required\directory.

Run the RPM Application Installer

Once you have a WebLogic instance that is configured and started, you can run the RPM
application installer. This installer configures and deploys the RPM application and Java
WebStart client files.

Note: See Appendix: RPM Application Installer Screens for
details on every screen and field in the application installer.
The screenshots contain instructions that are necessary to
result in a working application.

Change directories to STAGING_DIR /rpm/application.

2. Set the ORACLE_HOME, WEBLOGIC_DOMAIN_HOME and JAVA_HOME
environment variables. ORACLE_HOME should point to your WebLogic
installation. JAVA_HOME should point to the Java 7.0 (1.7.0) JDK .
WEBLOGIC_DOMAIN_HOME should point to your WebLogic domain.

3. If a secured datasource is going to be configured you also need to set “ANT_OPTS”
so the installer can access the key and trust store that is used for the datasource
security:
export ANT_OPTS="-Djavax.net.ssl .keyStore=<PATH TO KEY STORE> -
Djavax.net_ssl _keyStoreType=jks -Djavax.net.ssl_keyStorePassword=<KEYSTORE
PASSWORD> -Djavax.net.ssl.trustStore=<PATH TO TRUST STORE> -
Djavax.net._ssl_trustStoreType=jks -

Djavax.net.ssl . trustStorePassword=<TRUSTSTORE PASSWORD>"'

An example of this would be:

export ANT_OPTS="-

Djavax.net.ssl .keyStore=/u00/Webadmin/product/wls_retail
/wlserver_10.3/server/lib/msp52278.keystore -Djavax.net.ssl.keyStoreType=jks -
Djavax.net._ssl_keyStorePassword=retail123 -Djavax.net.ssl.trustStore=/
u00/webadmin/product/wls_retail
/wlserver_10.3/server/lib/msp2278._keystore -Djavax.net.ssl.trustStoreType=jks
-Djavax.net._ssl _trustStorePassword=retai 123"
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4. If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode (recommended). If you are not using an
X server, or the GUI is too slow over your network, unset DISPLAY for text mode.

5. Run the install.sh script. This launches the installer. After installation is complete, a
detailed installation log file is created (rpm14install.<timestamp>.log).

Note: The values you enter in the installer screen, “Setup
Application Users,” have specific requirements for RPM to
work properly. See the screen description in Appendix: RPM
Application Installer Screens for more details. The
screenshots contain instructions that are necessary to result
in a working application.

Resolving Errors Encountered During Application Installation

If the application installer encounters any errors, it halts execution immediately. You can
run the installer in silent mode so that you do not have to retype the settings for your
environment. See Appendix: Installer Silent Mode in this document for instructions on
silent mode.

See Appendix: Common Installation Errors in this document for some common
installation errors.

Because the application installation is a full installation every time, any previous partial
installations are overwritten by the successful installation.

Clustered Installations — Post-Installation Steps

If you are installing the RPM application to a clustered WebLogic Server environment,
there are some extra steps you need to take to complete the installation. In these
instructions, the application server with the ORACLE_HOME you used for the RPM
installer is referred to as the master server. All other nodes are referred to as the remote
servers.

1. The RPM batch files should be copied from the master node to each of the remote
nodes under the same path as on the master node. You should take the
$WEBLOGIC_DOMAIN_HOME //retail / <rpmdir>/rpm-batch directory and copy it
onto the remote nodes under the same path.

2. For retailers who install batch on either node of the cluster, launchRpmBatch.sh
script should be modified on each remote node to point to the local RPM instance.
The RPM URL is set in the PROVIDER_URL variable. This script is located at
$WEBLOGIC_DOMAIN_HOME /retail / <rpmdir>/rpm-
batch/scripts /launchRpmBatch.sh.

3. The Oracle Retail Installation creates some security files on
$WEBLOGIC_DOMAIN_HOME /retail / <rpm_application_name>/config directory.
Copy this directory to each remote node of the Cluster, matching the full path of the
location of this directory on main node.

4. The Oracle Retail Installation creates some properties files on
$WEBLOGIC_DOMAIN_HOME /retail / <rpm_application_name> /properties
directory. Copy this directory to each remote node of the Cluster, matching the full
path of the location of this directory on main node.
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Review and/or Configure Oracle Single Sign-On

Note: This step is only needed if you plan on setting up the
RPM application using Single Sign On (SSO) authentication.
This can be skipped if SSO is not going to be configured for
this environment. The Oracle Access manager must be
configured and the Oracle http server (Webtier and webgate)
must be registered into the Oracle Access Manager.

Create the RPM SSO provider in the RPMdomain:

15.
16.
17.
18.

19.
20.
21.
22.

Shut down all the servers of the Weblogic Domain created.

Once you copy the contents to <INSTALL_DIR> copy the rpm14-security.zip present
in <INSTALL_DIR>/ rpm/application/rpm14 to the
WEBLOGIC_DOMAIN_HOME/lib and extract it contents in the folder.

Start the domain admin server.

Log into the WebLogic console.

Navigate to: security realms -> myrealm (default realm) -> providers.
Start a Lock and Edit session.

Click New provider.

Select the provider type from the list: RpmWIsSsoAuthenticator.

Set the provider name (Default: RpmSsoAuthenticator).

. Click Ok.

. Open the new provider configuration.

. Under Common, set the Control Flag to SUFFICIENT.

. Click Provider Specific.

. Check that the GroupName is set to the name of the group used for RPM secure

users (rpm_secure_users by default).

All other values under the Provider Specific tab can be left as the default value.
Click Ok.

On the provider list, click Reorder.

Move the RpmWIsSsoAuthenticator to the top of the list, or above the
DefaultAuthenticator.

Click Ok.
Click Activate Changes.
Shutdown the domain.

Update the <WLS_HOME> /wlserver_10.3/server/lib/weblogic.policy file to
include the <WEBLOGIC_DOMAIN_HOME>/lib directory:

grant codeBase "‘file:<WEBLOGIC DOMAIN_HOME>/lib/-" {

permission java.security.AllPermission;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
"'credstoressp.credstore’, "'read,write,update,delete’;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
"'credstoressp.credstore.*"", "read,write,update,delete’;

}:

An example of the full entry that might be entered is:
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grant codeBase
*file:/u00/webadmin/product/10.3.x/WLS/user_projects/domains/RPMDomain/lib/-""

{

permission java.security._AllPermission;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
“'credstoressp.credstore™, ''read,write,update,delete’;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
“'credstoressp.credstore.*"*, "read,write,update,delete’;

}:

23. Start the admin and managed servers for the domain.

After the SSO provider is created in the RPMdomain, you will also have to set the
protection of the RPM application resources correctly in the Application Domain that has
been registered in the Oracle Access Manager.

In the Webtier/Webgate http server you need to set the mod_wl_ohs.conf file to redirect
the http call to the where the RPM application has been deployed.

For example, in mod_w1_ohs.conf set:

<Location /rpm-client >

WebLogicCluster msp52278.us.oracle.com:17011
SetHandler weblogic-handler

ErrorPage downtime.html
</Location>

Then in Oracle Access Manager, set the protection of the resources in the Application
Domain that has been registered for the RPM application. You must protect the /rpm-
client/launch resource and unprotect the rest:

Resource URL: / rpm-client/launch
Protection Level: Protected
Authentication Policy: Protected Resource Policy

Authorization Policy: Protected Resource Policy

Resource URL: / rpm-client/.../*

Protection Level: Unprotected
Authentication Policy: Public Resource Policy
Authorization Policy: Public Resource Policy

Sign the RPM Client Configuration Jar File

There is some client-side configuration that the installer performs which results in a
modified rpm_client_config jar file after installation. Because of this, the jar file cannot be
pre-signed by Oracle. The user must sign this jar file after the installer has completed.

To create an example key called foo, the following command can be run:
$JAVA_HOME/bin/keytool —genkey —alias foo

This command prompts you for a keystore password along with organizational info.

Once complete, the keystore alias resides in the default location in the user’s home

directory (for example, ~/.keystore). If you get an error message saying that the keystore

has been tampered with, try renaming or deleting the ~/ keystore file and running the

keytool command again.
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The rpm_client_config jar file is located in
$WEBLOGIC_DOMAIN_HOME//servers/<rpm-
managedserver>/tmp/_WL_user/rpm/<3805n1 >/war/lib. To sign the
rpm_client_config jar file using your alias and keystore, run the jarsigner utility.

Example: jarsigner
$WEBLOGIC_DOMAIN_HOME/servers/rpm-
managedserver/tmp/_WL_user/rpm/3805n1 /war/
lib/rpm_client_config.jar foo

If you are clustering the application server you need to copy the signed
rpm_client_config jar file to the same path under SORACLE_HOME on all remote nodes.

Consult the jarsigner documentation from Sun for further information on the JAR
signing process.

After signing rpm_client_config.jar, restart the RPM managed server in WebLogic.

Transaction Timeout

This section describes how to establish settings for a transaction timeout. A transaction
timeout is the maximum duration, in seconds, for transactions on the application server.
Any transaction that is not required to complete before this timeout is rolled back.

To set up transaction timeouts, complete these steps:

Log in to the WebLogic Server 10.3.6 Administration Console.
Click on the Domain link.

Under Configuration, click JTA.

Click Lock and Edit.

Set the Timeout Seconds (for example, 600 seconds).

Click Activate Changes.

I T o

Backups Created by Installer

The RPM application installer backs up previous batch, JMS bindings, and WebStart
client installations by renaming them with <timestamp> suffixes. This is done to prevent
the removal of any custom changes you might have. These backup directories can be
safely removed without affecting the current installation.

Examples: rpm-batch.200605011726, sbynjndi.200605011726,
rpm.200605011726
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Test the RPM Application

After the application installer finishes, a working RPM application installation should
result, if the users were created properly.

For LDAP authentication, the application will not log you in properly unless you have a
row for the users in question in the database on the rsm_user_role table. The following is
an example of how to add rows if they have not been added.
insert into rsm user_role
(id, user_id, role_id, start date_time, end _date_time)
select rsm_user_role_seq.nextval,
"retail.user”,
-1001,
nvl(get vdate,sysdate) - 365,
null
from dual;

If problems occur when trying to start the RPM application, ensure proxies are turned
off.

To launch the application client, open a Web browser and access the JnlpLaunchServlet,
naming the RPM JNLP template file (rpm_jnlp_template.vm).

Example: http://appserver1:17011/rpm-client/
launch?template=rpm_jnlp_template.vm

When you are in the RPM application, do the following to add a rpm_system_options
row required by RPM for system use.

1. On the left side of the screen, select System Options.
2. Select System Options Edit.
3. Inthe lower right part of the screen, click Save.

ORACLE' [21[E R

Welcome: retail user Alerts | Logout &

.ﬂ System Options
T
N
= [rem [= (1 Bptien= I—I
o General | Conflict theck | Price Events | Location Moves
Aggregation Level * Sales Calculation Method Smoothed Average Sales|
Link Codes * Update Ttam Attributes
Market Basket Codes * Recognize Warehousas as Locations
Zone Structure * Open Zane Use O
B i Exact Deal / Funded Promation Dates |
Calendar P
Default Out of Stock Days |1.zu
Candidate Rules ~1 e
—— \ * # of Days Rejects Held |39
) System Options * Ends In Digits For Zero Decimal Currencies |E|
. System Options View i Zone/Parent Ranging
+ System Defaults Edit 1 Apply Promo Changs Typs 1st [amount off
+ System Defaults View Pricing Strategy Default Effective Day O
Dynamic Area Differentials ||
Minimize Workshest Data Filter Scraen |
Allow Itern List Explosion O
= * System Generated Exclusions Tolerance % |E|
-1
1 [ [v]
Zancel Save
7 —
| Systern Options [ |'_ 4
4. Toadd an rpm_system_options_def row required by RPM needs for system use, do
the following.
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RPM Batch Scripts

5. Select System Options Default.

6. In the lower right part of the screen, click Save.

File View Help

Welcome: retail user

M=

=]

Alerts | Logout

=l [rPM =
Foundation

Aggregation Lavel

Link Codes

Market Basket Codes

Zone Structure

Price Guides

Calendar

Candidate Rules +1 4

e b

=] System Options

[- System Options Edit | E
+ System Options View £

» System Defaults View

.S‘ System Defaults Edit

(12 Defaults

* Item Level

* Pricing Strategy
Diff Type

* Type

* Currancy

Ignore Constraints

Transaction Level Item

[clearancs

[eater

[changs By Amount

usD =]

Maintain Margin Strategy Method [ Salect -

Sancel Saue
Systern Options | system Defaults Edit 7 [ - |z

RPM Batch Scripts

The RPM application installer configures and installs the batch scripts under
$WEBLOGIC_DOMAIN_HOME /retail / <rpmdir>/rpm-batch. . You will run the RPM
java batch pgms with a java wallet alias (for example, RETAIL.USER1) that you created
in the installer screens. The following is an example execution of a RPM java batch

script.

./<RPMbatchscriptname>.sh RETAIL.USER1

Note: Make sure that JAVA_HOME is set to the appropriate
Java JDK (the same JDK that has been used by WebLogic
Server) before running the RPM batch programs.
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RPM Batch Scripts that call sqlplus (plsql batch)

In some RPM batch scripts sqlplus is called, so a profile should be set up for this user. A
prerequisite for this would be Oracle database or Oracle client installed on the server.
The below example assumes that a batch user rpmbatch was created in the Oracle Wallet
(different from the Java wallet) and added to the tnsnames.ora, as explained in
Appendix: Setting Up Password Stores with Oracle Wallet.
The batch scripts calling sqlplus are as follows:

clearancePriceChangePublishExport.sh

priceEventltemListPurgeBatch.sh

priceEventPayloadPopulationBatch.sh

primaryZoneModificationsBatch.sh

promotionPriceChangePublishExport.sh

purgeExpiredExecutedOrApprovedClearancesBatch.sh

purgePayloadsBatch.sh

purgeUnusedAndAbandonedClearancesBatch.sh

regularPriceChangePublishExport.sh

RPMtoORPOSPubl ishBatch.sh
RPMtoORPOSPubl ishExport.sh

Example profile.sh
#1/bin/sh

#Need the Oracle Home set to aim at ORACLE Client or db on the server RPM
# is installed on

ORACLE_HOME=/uO0/oracle/product/11.2.0.4

#Java Home for the Oracle install
JAVA HOME=$O0RACLE_HOME/ jdk

#Add the Oracle and Java bin’s to path
PATH=$0RACLE_HOME/bin:$JAVA_HOME/bin:$PATH

export PATH ORACLE_HOME JAVA_HOME

#Path to directory with tnsnames.ora, ewallet.pl2, cwallet.sso &

#sqlnet.ora (You will build these files as explained in Appendix E Setting
#Up Password Stores with Oracle Wallet)

TNS_ADMIN=/u00/webadmin/product/10.3.x/WLS/user_projects/domains/APPDomain
/retail/rpml4/config/wallet

export TNS_ADMIN
echo ""ORACLE_HOME=${ORACLE_HOME}"
echo "JAVA_HOME=${JAVA_HOME}"
echo "PATH=${PATH}"

To source the profile above, do the following;:

$ . ./profile.sh
While running the plsql batch script the connect string as follows (/@rpmbatch that you
created using the instructions in “Appendix: Setting Up Password Stores with Oracle
Wallet.”

-/RPMtoORPOSPublishExport.sh /@rpmbatch O log error
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Online Help

The application installer automatically installs online help to the proper location. It is
accessible from the help links within the application.

Adding a User to the RPM Application

For LDAP authentication, complete the following steps.

1. Build/copy existing RPM user in LDAP to the new user name you desire. User in
LDAP for RPM must have objectclass, retailUser, as there is a search filter on that
objectclass name of retailUser.

2. Insert row to database table:

insert into rsm user_role
(id, user_id, role_id, start date_time, end _date_time)
select rsm_user_role_seq.nextval,
“retail.userl”,
-1001,
nvl(get vdate,sysdate) - 365,
null
from dual;
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Appendix: RPM Application Installer
Screens

You need the following details about your environment for the installer to successfully
deploy the RPM application. Depending on the options you select, you may not see some
screens or fields.

Screen: Installation Introduction Screen

Price Management 14 Installer - Oracle Retail

Oracle Retail Price Management

This will install the RPM Java application. The RPM Installation Guide provides details on every value
requested by this installer. Please read it before proceeding.

Requirements:

*5ee Release Notes and Installation Guide for OS5 requirements.

*See the Installation Guide for Weblogic and Database requirements.
*See the Installation Guide for RMS requirements.

*See the Installation Guide for other software requirements.

The installer will askyou for the following information

* RME database settings

L]

Kl

|@Cancel| @- cl |@Next| “¥ Instal
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Screen: Security Details

Price Management 14 Installer - Oracle Retail
ORACLE

Security Details

Provide security details for the RPM application

Mote: enabling S50 requires that security certificates have been configured and installed for this
WebLogic domain. The AdminServer and all managed servers must then be configured to use S5L.

Enable 55L for RPM?
(@) Yes

() No

| £.4 Cancel l | &P Back | | @D Next | ¥

Field Title Enable SSL for RPM?
Field Choosing Yes will deploy RPM using SSL and configure RPM to use SSL. In this
Description case, SSL must be configured and the ports must be enabled for the

AdminServer and RPM managed servers. Choosing No will deploy and
configure RPM without SSL. In this case the non-SSL ports must be enabled for
the AdminServer and for the RPM managed servers.
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Screen: JDBC Security Details

Price Management 14 Installer - Oracle Retail

JDBC Security Details

Mote: Enabling Secure JDEC requires that security certificates have been configured and installed for this
WebLogic domain.

Enable Secure |DEC connection
(@) Yes

) No

| @ Cancel ] | G Baclk | | 0 Mext | L

Field Title Enable Secure JDBC.?

Field Choosing Yes will deploy the RPM data source with secure port and looks for

Description truststore and keystore details of the RPM server and create the data source
with the details
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Screen: Data Source Details

[®] Price Management 14 Installer - Oracle Retail o ] 5

ORACLE

Data Source Details

Provide the details for the RPM data source

RMS 14 JDEC LIRL |1cle:thin:@msp524lﬂ.us.0racle.cum:1521:d\-’|:ulsl43|
RFM/EMS 14 schema user |rmleapp |
RPM/RMS 14 schema password |--nu |

Enter the RMS schema owner. This is usually the same as the RMS schema entered above

RMS 14 schema owner |rmle |

Mote: entering an alias for this user will enhance security for this application. If left blank it will default to
the username.

RPM/RMS 14 schema user alias |dh-alias |

|@Cance|||GBack||ONext| “»

Field Title RMS 14 JDBC URL
Field URL used by the RPM application to access the RMS database schema. See
Description Appendix: URL Reference for expected syntax.
Note: The RPM database tables are a part of the RMS schema.
Destination Weblogic server Administration Console.
Examples jdbc:oracle:thin:@msp52410.us.oracle.com:1521:dvols143
Field Title RPM/RMS 14 schema user
Field Database user where the RMS database schema was installed.
Description
Destination Weblogic Administration Console — Data Source
Example RMS01APP
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Field Title RPM/RMS 14 schema password

Field Password for the RMS schema user.

Description

Destination ORACLE java wallet file

Example cwallet.sso

Field Title RMS 14 schema owner

Field Database user which owns the RMS tables. This is usually the same as the RMS
Description 14 schema above.

Destination rpm.properties

Example RMS01

Field Title RPM/RMS 14 schema alias

Field Database user which owns the RMS tables. This is usually the same as the RMS
Description 14 schema above.

Destination rpm.properties and ORACLE java wallet file

Example db-alias

Notes This alias must be unique. Do not use the same value for any other alias fields

in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: Secure Data Source Details

Note: This screen will appear only if you select Secure JDBC
in the above screens.

E Price Management 14 Installer - Oracle Retail o ] 5

ORACLE

Secure Data Source Details

Provide the details for the RPM secure data source

ldentity Keystore |,."uDD,.fqubadmin,"productfidentiw.keystore |
Identity Keystore Type |JKS |
ldentity Keystore Passphrase |uuuu |
ldentity truststore |'uIZIIZI,.fm-Ebadmin,"product;identity.truststore|
ldentity truststore Type |JKS |
ldentity truststore Passphrase |muvu-vu |

|@Cance|||GBack||aNext| ¥

Field Title Identity Keystore

Field This is the path of the keystore which contains the ssl identity certificates of the
Description host as obtained from the certificate authority.

Destination Weblogic server Administration Console.

Example /u00/webadmin/product/identity keystore

Field Title Identity Keystore Type

Field The type of the keystore used

Description

Destination WebLogic server Administration Console.

Example JKS
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Field Title Identity Keystore PassPhrase

Field The password for the keystore used

Description

Destination WebLogic server Administration Console.

Field Title Identity TrustStore

Field This is the path of the keystore which contains the ssl root and optionally
Description intermediate certificates as obtained from the certificate authority.
Destination WebLogic server Administration Console.

Example /u00/webadmin/product/identity.truststore

Field Title Identity TrustStore Type

Field The type of the truststore used

Description

Destination Weblogic server Administration Console.

Example JKS

Field Title Identity TrustStore PassPhrase

Field The password of the truststore used

Description

Destination WebLogic server Administration Console.
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Screen: JMS Provider

ol Price Management 14 Installer - Oracle Retail = xl

ORACLE |
[ IMS Provider .

The RPM application uses Weblogic JMS for its task and chunk queues. Weblogic JMS is built into the
Weblogic server in which the RPM application will run.

Enter the Weblogic JME Module name which the JMS Queues will be installed to
RPM WS Module |rpm_|l‘t-15rU1|:|duIe |

Enter the name for the gqueue used by this EPM application. This is not a fully qualified JNDI name. The
JHDI name will be constructed using this queue name The default value is given as an example.

Task Queue Mame |tastueue |

Enter the name forthe queue used by this RPM application. This is not a fully qualified JMDI name. The
JMDI name will be constructed using this queue name The default value is given as an example.

Chunk Queue Name |chunkQueue |

|@Cancel”@ﬁack||@r‘~lext| ¥

Field Title RPM JMS Module

Field The WebLogic JMS Module name to where the JMS Queues will be installed.

Description

Destination rpm.properties and WebLogic server Administration Console.

Example rpmJMSModule

Field Title Task Queue Name

Field Name by which the task queue will be identified. If this is a new RPM

Description environment, choose a queue name that is not already in use in the JMS server.
If you have already created the queue in the JMS server as part of the Clustering
Preinstallation steps, you must provide the same name in this field (without the
jms/ prefix).

Destination rpm.properties and WebLogic server Administration Console.

Example taskQueue
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Field Title Chunk Queue Name

Field Name by which the task queue will be identified. If this is a new RPM

Description environment, choose a queue name that is not already in use in the JMS server.
If you have already created the queue in the JMS server as part of the Clustering
Preinstallation steps, you must provide the same name in this field (without the
jms/ prefix).

Destination rpm.properties and WebLogic server Administration Console.

Example chunkQueue
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Screen: LDAP directory server details

[®] Price Management 14 Installer - Oracle Retail o ] 5

ORACLE

LDAP directory server details

Mote: If the |dap server is configured to use 5501, use ldaps as the protocol. Otherwise use ldap.
LDAP server URL |Idap:,.",fmspSZZ?S.u:.DracIe.cDm:3IZI6IZI |

Enter the search user DM, RPM will authenticate to the LDAF directory as this entry.

Search User DN | u:n=RPM.ADMIN,cn=Users,dc=us,dc=orac|e,dc=cor|

Search User Password |..uuu |

Mote: entering an alias for this userwill enhance security for this application. If left blank it will default to
the username.

Search User Alias |Idap—alias |

|@Cance|||GBack||ONext| “»

Field Title LDAP server URL

Field URL for your LDAP directory server. See Appendix: URL Reference for

Description expected syntax.

Destination security.properties

Example Idap:/ /myhost:3060/

Field Title Search User DN

Field Distinguished name of the user that RPM uses to authenticate to the LDAP

Description directory.

Destination security.properties

Example cn=RPM.ADMIN,cn=Users,dc=us,dc=oracle,dc=com (The details on creating
this user is explained earlier in this document in the section ‘Configure LDAP
authentication Preinstallation Steps’)
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Search User Password

Field Title

Field Password for the search user DN.

Description

Destination security.properties

Field Title Search User Alias

Field The alias for the search user DN.

Description

Destination security.properties

Example LDAP-ALIAS

Notes This alias must be unique. Do not use the same value for any other alias fields

in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: LDAP directory server searches

(51
ORACLE

LDAP directory server searches

Enterthe search base DM. This is a directory entry under which RPM will search for groups

LDAP search base DN |dc=us,dc=aracle,dc=cam |

Enter the LDAF search filter for RPM to use when performing LDAP searches
LDAP search filter

|
attribute for usernames |uid |
The LDAP user group that contains all RPM applic... |rpm_secure_users |
An LDAP userthat is required for propagation of ... |rpm.admin |
The main filtering attribute to locate users on the ... |Dbjectc|ass |
The criteria value for the filtering attribute prowvid... |retaiILIser |
The factory class that matches the LDAP Provider ... |Drac|e Internet Directory vl

| (&{objectclass=retailUser) %)

|@ Cancel ||GEack||®Next| “W

Field Title

LDAP search base DN

Field
Description

Distinguished name of the LDAP directory entry under which RPM should
search for users.

Destination

security.properties

Example

dc=us,dc=oracle,dc=com

Field Title

LDAP search filter

Field
Description

LDAP filter that determines which entries are returned to RPM when it
conducts a directory search under the search base DN.

See the Oracle Retail Price Management Operations Guide for additional
information on configuring this field.

Destination

security.properties

Example

(&(objectclass=retailUser) %v)
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attribute for usernames

Field Title

Field LDAP attribute where RPM should look for a user’s username

Description

Destination security.properties

Example Uid

Field Title The LDAP user group that contains all RPM application users.

Field The LDAP user group that contains all RPM application users.

Description

Destination security.properties

Example rpm_secure_users (This group is set up in the Groups DN Example:
cn=Groups,dc=us,dc=oracle,dc=com. All Application users including
cn=rpm.admin are added to the Members of this Group. Details of setting up
this group is explained earlier in this guide in the section of ‘Configure LDAP
authentication Preinstallation Steps’).

Field Title An LDAP user that is required for propagation of security privileges. It must
belong to the user group that contains all RPM application users.

Field An LDAP user that is required for propagation of security privileges. It must

Description belong to the user group that contains all RPM application users.

Destination security.properties

Example rpm.admin (The details on creating this user is explained earlier in this
document in the section ‘Configure LDAP authentication Preinstallation Steps’)

Field Title The main filtering attribute to locate users on the LDAP.

Field The main filtering attribute to locate users on the LDAP.

Description

Destination security.properties

Example objectclass
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Field Title

The criteria value for the filtering attribute provided that valid users should
match.

Field
Description

The criteria value for the filtering attribute provided that valid users should
match.

Destination

security.properties

Example

retailUser (This must be the same object class used as part of the ‘LDAP search
filter’ field)

Field Title

The factory class that matches the LDAP Provider used to store identity
information for the application.

Field
Description

The factory class that matches the LDAP Provider used to store identity
information for the application.

Destination

security.properties

Example

Oracle Internet Directory
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Screen: RPM Ul Client

= Price Management 14 Installer - Oracle Retail -

ORACLE

RFPM Ul Client

Please enter the web context root for the RPM client files.

Client Context Root rpm-client

Use Oracle Single Sign-On for user identification and authentication?

-j:{n Yes. OS50 will provide the user name.

() Mo. The user will provide this infarmation.

Oracle Single Sign-0n must be installed separately and the HTTP Server used to download the RPM client
must be registered with the 0550 server before you can use it.

|@Cancel]|@ﬁack||ONext| e

Field Title Client Context Root
Field The Client Context Root determines how the RPM client will be accessed from users’
Description web browsers. The RPM client URL has the following format:

http:/<host>:<port>/<rpm_client_ctx_root>/launch?template=rpm_jnlp_template.vm
Example, with RPM Client Context Root value of rpm-client:
http://appserver1:17011 /rpm-client/launch?template=rpm_jnlp_template.vm

Example rpm-client

Field Title Use Oracle Single Sign-On for user identification and authentication?

Field This version of RPM has the option to use Oracle Access Manager (Webgate Agent)

Description technology to authenticate users. If OAM is being used in your environment, choose Yes.
The No option configures RPM to use its own LDAP directory settings for authentication.

Example No

Installation Guide 83


http://appserver1:17011/rpm-client/launch?template=rpm_jnlp_template.vm

Appendix: RPM Application Installer Screens

Screen Single Sign-On Details

Note: This screen will only be displayed if SSO option was
selected in previous step.

[®] Price Management 14 Installer - Oracle Retail o ] 5

ORACLE

Oracle Single Sign-0On Details

Please enter the Oracle Single Sign-0n web tier Details.

D550 web tier Server |Appser\fer1.us.oracle.cam |
OS50 web tier port 18888 |
550 token generation key Alias |SSO-TOKEN—KEY—ALIAS |

Select 550 token key generation type, If you select Yes The token generation key will be regenerated on
server start-up enhancing security (Recommended) and if you select no the token generation key must
beinserted and managed manually in the credential store (Mot recommendecd).

S50 token key generation type -:E:- Yes. Generated on server startup

() No. Managed manually

|@Cance|||@ﬁack||6r‘uext| ¥

Field Title OSSO Web Tier Server

Field This should have the host name on which the web tier is deployed on
Description

Example Appserverl.us.oracle.com

Field Title OSS Web Tier port

Field The HTTP port of the webtier installation must be mentioned here.
Description

Example 18888
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Eield Title SSO Token generation key alias

Field SSO uses this to store its tokens that is used to verify authenticity of the SSO call.
Description

Example SSO-TOKEN-KEY-ALIAS

Field Title SSO Token generation key type

Field If you want to have the token generation by manual or by installer. If manual go for no.
Description else select yes

Example Yes
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Screen Installation Type

r

Price Management 14 Installer - Oracle Retail

x

ORACLE

Installation Type

The RPM application can be installed on two types of servers Standalone server or Cluster servers. The
default Installation is Standalone server, alternatively you can choose cluster installation

Which Installation method will you use?

(3] Standalone server

() Cluster servers

‘ E;} Cancel ] | G Back | | a Mext ‘ ':. t -

Field Title Installation type
Field The default installation type is standalone server, alternatively you can
Description choose cluster installation.
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Screen: Application Deployment Details

= Price Management 14 Installer - Oracle Retail

DORACLE

Application Deployment Details

The default values shown below are examples

RPM app deployment name |rpm14 |

Enterthe RPM weblogic managed server or cluster.

RPM server/fcluster |rpm_ser‘uer1 |

|@Cancell|@ﬁack||ar\lext| +

Field Title RPM 14 app deployment name
Field Name by which this RPM application is identified in the application
Description server. This value must match the application deployment name/context

root name used to update the weblogic.policy file described in the “Install
NodeManager” section of this guide. If these values do not match, the
application will not run after installation.

Example rpml4
Field Title RPM 14 server/cluster
Field Name of the server/cluster that was created for this RPM application. The

Description deployment name given for the RPM 14 app deployment name field
should be a member of this server or cluster.

The installer deploys the RPM application to all instances that are members
of this server/cluster. For this reason, you should not use default_group. A
new group dedicated to RPM should be created instead.

Exam p le rpm-server
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Screen: WebLogic Administrative Details

Price Management 14 Installer - Oracle Retail

Weblogic Administrative Details

Enter the administrative user and password for the Weblogic Server to which the application will be

deployed.

Mote:if S5L is enabled, this value MUST match the DNS name used in the 551 certificate.

Weblogic hosthame

Weblogic admin user

|msp5225u

|web|u:ugiu:

|
|
Weblogic admin password | |
|

Weblogic admin alias |

|@Cancell|GEack||0Next| &

Field Title Hostname

Field Hostname of the application server. If SSL is used, this must match the DNS

Description name in the SSL certificate.

Example Myhost

Field Title WebLogic admin user

Field Username of the admin user for the WebLogic instance to which the RPM

Description application is being deployed.

Example weblogic

Field Title WebLogic admin password

Field Password for the WebLogic admin user. You chose this password when you

Description created the WebLogic instance or when you started the instance for the first
time.
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Field Title WebLogic admin alias

Field An alias for the WebLogic admin user that is used for ORACLE java wallet.
Description

Example weblogic-alias

Notes This alias must be unique. Do not use the same value for any other alias fields in

the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: Batch User Credentials
=] Price Management 14 Installer - Oracle Retail e
Batch User Credentials

Provide the credentials for the Batch User

Mote: this must be avalid rsm/rpm user.
Batch user RETAILUSER |

Batch User password | |

|@Cancel”@ﬁack||ar\lext| *

Field Title Batch User
Field The RPM user name of the person running RPM batch. It must be a valid RPM
Description user that already exists in the database, or will be coming through LDAP It does

not have to exist already in the database, but it must exist when you try to use
the alias created in this step to run batch. Using one of the user names you will
supply in subsequent screens (such as Setup Application Users) is

recommended.
Example retail.user
Field Title Batch User Password
Field The password of the batch user.

Description

90 Oracle Corporation Price Management



Appendix: RPM Application Installer Screens

Screen: Choose Apps to Integrate with RPM

Price Management 14 Installer - Oracle Retail

Choose Apps to Integrate with RPM

Choose which applications you would like to integrate with RPM.

Configure RIE for RPM? ]

‘ .3 Cancel ] | &9 Back | | @D Next | 3

Field Title Configure RIB for RPM?
Field Select this option if you will be using RIB with RPM.
Description
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Screen: RIBforRPM Details

Note: This screen will only be displayed if the check box was
checked in the screen prior to this one.

Price Management 14 Installer - Oracle Retail

RIBforRPM Details

If RPM will be integrated with RIE, then provide the details (Optional).

The app-level partition {(mapname) for the credentials will be set to rpm.

rib-rpm Weblogic User |uu'eb|u:|gi|: |

rib-rpm Weblogic Password | |

Mote: entering an alias for this user will enhance security for this application. If left blank it will default to
USErname.

rib-rpm Weblogic Alias |web|u:ugiu:—alias |

Mote: If rib-rpm uses 551, use 13s as the protocol. Otherwise use 13,

rib-rpm Provider Url |:3::,",."[rib hostname]:[rib-rpm server port]/rib-rpm |

|@Cance|”@ﬁack||@Next| +

Field Title rib-rpm WebLogic User

Field The username of the rib-rpm WebLogic user.
Description

Example weblogic

Field Title rib-rpm WebLogic password

Field Password for the RIBforRPM 14 user.
Description
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Field Title rib-rpm WebLogic Alias

Field The alias for the rib-rpm WebLogic user.

Description

Example RIB-WLS-ALIAS

Notes This alias must be unique. Do not use the same value for any other alias fields in
the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.

Field Title rib-rpm Provider URL

Field RPM provider URL for rib-rpm

Description

Examples t3s:/ /myhost:8005/rib-rpm

Installation Guide 93




Appendix: RPM Application Installer Screens

Screen: Turn off the application servers’s non-SSL port

Price Management 14 Installer - Oracle Retail

Turn off the application server's non-SSL port

If turned off, all clients connecting to the application server must use a secured connection.

A value of "Yes" indicates that the application server's non-55L port will be inactive. A& value of "No"
indicates that the applications server's non-55L port will still be active,

Disable non-55L port? () Yes

() No

| £.3 cancel l | G Back | | 0 MNext | k3

Field Title Disable non-SSL port?

Field Selecting the option ‘Yes’ indicates that the application server’s non-SSL port

Description will be inactive. Selecting “no” indicates that the application servers’s non-SSL
port will still be active This screen will appear only if you select SSL as Yes on
the first screen

94 Oracle Corporation Price Management



Appendix: RPM Application Installer Screens

Screen: Installation Summary

Price Management 14 Installer - Oracle Retail

ORACLE
Installation Summary
summary of Installation | =4
Enable 55L for RPM true |
Data Source LURL |in:@m sp52252.us.u:uracle.cu:um:1521:dw:u|sﬁ4|
Data Source Username |RMSDE‘J14 |
Schema Owner |rmw_|:uwr'|er | |
Data Source Alias |alias |
IMS Madule Name rpmMSMadule |
Queue Name |tastueue |
Queue Name |chunkQueue |
Client Ctx Root |rpm—c|ient | E
|« i | »]
| £3 Cancel ] | @ Eack” a Mext ]' “¥ Install
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Screen: Installation Progress

= Price Management 14 Installer - Oracle Retail I

ORACLE

Installation progress

___.fTShowDetaiIs Click Install to continue

|@Cancel]|@ﬁack‘l.afi: "-. S Install
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This section provides some common errors encountered during installation of RPM.

Keystore errors when signing rpm_client_config.jar

Error message

keytool error: java.io.IOException: Keystore was tampered with, or password was
incorrect

This message may be encountered when you use the keytool utility to create an alias for
signing the rpm_client_config.jar file. This usually happens when the alias for which you
are generating a key already exists in the keystore file.

Solution

Delete or rename the ~/.keystore file and run the keytool command again. This creates a
fresh keystore file.

Unreadable buttons in the Installer

If you are unable to read the text within the installer buttons, it could mean that your
JAVA_HOME is pointed to an older version of the JDK that is supported by the installer.
"Set JAVA_HOME with the appropriate JDK (the same jdk that has been used by
WebLogic Server)."

Left menu buttons missing in RPM Client

Symptom
You can log into the RPM application but the left-side menus do not show up on the
screen.

Solution

The RSM (Security Manager) schema has not been loaded with RPM security data. There
is a set of RPM data scripts that is shipped with RMS 14 (See Chapter 2, “RAC and
Clustering.” Run these scripts in the RSM schema and try logging into RPM again.
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Warning: Could not find X Input Context

Symptom

The following text appears in the console window during execution of the installer in
GUI mode:

Couldn™t find X Input Context

Solution
This message is harmless and can be ignored.

Failed RPM Login

Symptom
You will receive errors when the RPM client tries to connect to the ldap server to
authenticate the user.

Solution
Add the following tag to the server start parameters of the rpm managed server.

-Djava.security.auth.login.config=<domain_path>/servers/<managed_server>
/rpm_jaas.config

Validate the location of rpm_jaas.config. Make sure weblogic.policy has the appropriate
values, as specified in the Start the Managed Servers section.

GUI screens fail to open when running Installer

Symptom

When running the installer in GUI mode, the screens fail to open and the installer ends,
returning to the console without an error message. The ant.install.log file contains this
error:

Fatal exception: Width (0) and height (0) cannot be <= 0
Java.lang. Il legalArgumentException: Width (0) and height (0) cannot be <= 0

Solution

This error is encountered when Antinstaller is used in GUI mode with certain X Servers.
To work around this issue, copy ant.install.properties.sample to ant.install.properties and
rerun the installer.
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The application installer for the RPM product asks for several different URLs. These
include the following.

JDBC URL for a Database

Used by the Java application and by the installer to connect to the database.

Thick Client Syntax: jdbc:oracle:oci:@<sid>
<sid>: system identifier for the database

Example: jdbc:oracle:oci:@mysid

Thin Client Syntax: jdbc:oracle:thin:@<host>:<port>:<sid>
<host>: hostname of the database server

<port>: database listener port

<sid>: system identifier for the database

Example: jdbc:oracle:thin:@myhost:1521:mysid

JNDI Provider URL for an Application

Used by the application client to access the application running in the server. This is also
used by other applications for server-to-server calls.

Syntax: t3:/ /<host>:<port>:/<app>
= <host>: hostname of the WebLogic environment

= <port>: Port of the managed server to which rpm has been deployed. This can be
found in the <WEBLOGIC_DOMAIN_HOME>/config/config.xml file.

= <app>: Deployment name for the application.

Example: t3:/myhost:17011/rpm14

Note: The JNDI provider URL can have a different format
depending on your cluster topology. Consult the WebLogic
documentation.
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Appendix: Setting Up Password Stores with
wallets/credential stores

As part of an application installation, administrators must set up password stores for
user accounts using wallets/credential stores. Some password stores must be installed on
the application database side. While the installer handles much of this process, the
administrators must perform some additional steps.

Password stores for the application and application server user accounts must also be
installed; however, the installer takes care of this entire process.

Oracle Retail Merchandising applications now have three different types of password
stores. They are database wallets, java wallets, and database credential stores.
Background and how to administer them below are explained in this appendix

About Database Password Stores and Oracle Wallet

Oracle databases have allowed other users on the server to see passwords in case
database connect strings (username/password@db) were passed to programs. In the
past, users could navigate to ps —ef|grep <username> to see the password if the password
was supplied in the command line when calling a program.

To make passwords more secure, Oracle Retail has implemented the Oracle Software
Security Assurance (OSSA) program. Sensitive information such as user credentials now
must be encrypted and stored in a secure location. This location is called password stores
or wallets. These password stores are secure software containers that store the encrypted
user credentials.

Users can retrieve the credentials using aliases that were set up when encrypting and
storing the user credentials in the password store. For example, if username/password@db
is entered in the command line argument and the alias is called db_username, the
argument to a program is as follows:

sglplus /@db_username

This would connect to the database as it did previously, but it would hide the password
from any system user.

After this is configured, as in the example above, the application installation and the
other relevant scripts are no longer needed to use embedded usernames and passwords.
This reduces any security risks that may exist because usernames and passwords are no
longer exposed.

When the installation starts, all the necessary user credentials are retrieved from the
Oracle Wallet based on the alias name associated with the user credentials.

There are three different types of password stores. One type explain in the next section is
for database connect strings used in program arguments (such as sqlplus
/@db_username). The others are for Java application installation and application use.

Setting Up Password Stores for Database User Accounts

After the database is installed and the default database user accounts are set up,
administrators must set up a password store using the Oracle wallet. This involves
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assigning an alias for the username and associated password for each database user
account. The alias is used later during the application installation. This password store
must be created on the system where the application server and database client are
installed.

This section describes the steps you must take to set up a wallet and the aliases for the
database user accounts. For more information on configuring authentication and
password stores, see the Oracle Database Security Guide.

Note: In this section, <wallet_location> is a placeholder text
for illustration purposes. Before running the command,
ensure that you specify the path to the location where you
want to create and store the wallet.

To set up a password store for the database user accounts, perform the following steps:
1. Create a wallet using the following command:
mkstore -wrl <wallet_location> -create

After you run the command, a prompt appears. Enter a password for the Oracle
Wallet in the prompt.

Note: The mkstore utility is included in the Oracle Database
Client installation.

The wallet is created with the auto-login feature enabled. This feature enables the
database client to access the wallet contents without using the password. For more
information, refer to the Oracle Database Advanced Security Administrator’s Guide.

2. Create the database connection credentials in the wallet using the following
command:
mkstore -wrl <wallet_location> -createCredential <alias-name> <database-user-
name>
After you run the command, a prompt appears. Enter the password associated with
the database user account in the prompt.

Repeat Step 2 for all the database user accounts.

Update the sqlnet.ora file to include the following statements:

WALLET _LOCATION = (SOURCE = (METHOD = FILE) (METHOD DATA = (DIRECTORY =
<wallet_location>)))

SQLNET.WALLET OVERRIDE = TRUE

SSL_CLIENT_AUTHENTICATION = FALSE

5. Update the tnsnames.ora file to include the following entry for each alias name to be
set up.
<alias-name> =
(DESCRIPTION =

(ADDRESS LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = <host>) (PORT = <port>))

)
(CONNECT_DATA =

(SERVICE_NAME = <service>)
)

)

In the previous example, <alias-name>, <host>, <port>, and <service> are
placeholder text for illustration purposes. Ensure that you replace these with the
relevant values.
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Setting up Wallets for Database User Accounts

The following examples show how to set up wallets for database user accounts for the
following applications:

= For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARI

For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARl

To set up wallets for database user accounts, do the following.

1. Create a new directory called wallet under your folder structure.

cd /projects/rmsl4/dev/
mkdir .wallet

Note: The default permissions of the wallet allow only the
owner to use it, ensuring the connection information is
protected. If you want other users to be able to use the
connection, you must adjust permissions appropriately to
ensure only authorized users have access to the wallet.

2. Create a sqlnet.ora in the wallet directory with the following content.

WALLET_LOCATION =  (SOURCE = (METHOD = FILE) (METHOD_DATA =
(DIRECTORY = /projects/rmsl4/dev/ wallet)) )

SQLNET .WALLET_OVERRIDE=TRUE

SSL_CLIENT_AUTHENT ICAT ION=FALSE

Note: WALLET_LOCATION must be on line 1 in the file.

3. Setup a tnsnames.ora in the wallet directory. This tnsnames.ora includes the
standard tnsnames.ora file. Then, add two custom tns_alias entries that are only for
use with the wallet. For example, sqlplus /@dvols29_rmsOluser.
ifile = /u00/oracle/product/11.2.0.1/network/admin/tnsnames.ora

dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = mspxxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SID = dvols29) (GLOBAL_NAME = dvols29)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = mspxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SID = dvols29) (GLOBAL NAME = dvols29)))

Note: It is important to not just copy the tnsnames.ora file
because it can quickly become out of date. The ifile clause
(shown above) is key.

4. Create the wallet files. These are empty initially.

a. Ensure you are in the intended location.

$ pwd
/projects/rmsl4/dev/ wallet

b. Create the wallet files.
$ mkstore -wrl . —create

c. Enter the wallet password you want to use. It is recommended that you use the
same password as the UNIX user you are creating the wallet on.
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d. Enter the password again.
Two wallet files are created from the above command:
— ewallet.pl2
— cwallet.sso

5. Create the wallet entry that associates the user name and password to the custom tns
alias that was setup in the wallet’s tnsnames.ora file.

mkstore -wrl . —createCredential <tns_alias> <username> <password>

Example: mkstore -wrl . —createCredential dvols29 rmsOluser
rmsOluser passwd

6. Test the connectivity. The ORACLE_HOME used with the wallet must be the same
version or higher than what the wallet was created with.

$ export TNS_ADMIN=/projects/rmsl4/dev/.wallet /* This is very import to use
wallet to point at the alternate tnsnames.ora created in this example */

$ sqglplus /@dvols29 rmsOluser
SQL*Plus: Release 11

Connected to:
Oracle Database 11g

SQL> show user
USER is “rmsOluser”

Running batch programs or shell scripts would be similar:

Ex: dtesys /@dvols29 rmsOluser
script.sh /@dvols29 rmsOluser

Set the UP unix variable to help with some compiles :

export UP=/@dvols29_rmsOluser
for use in RMS batch compiles, and RMS, RWS, and ARl forms compiles.

As shown in the example above, users can ensure that passwords remain invisible.

Additional Database Wallet Commands
The following is a list of additional database wallet commands.
= Delete a credential on wallet
mkstore —-wrl . —deleteCredential dvols29 rmsOluser
=  Change the password for a credential on wallet
mkstore —-wrl . —modifyCredential dvols29 rmsOluser rmsOluser passwd
= List the wallet credential entries
mkstore —wrl . —list
This command returns values such as the following.

oracle.security.client.connect _stringl
oracle_security.client._userl
oracle_security.client_passwordl
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= View the details of a wallet entry
mkstore —wrl . —viewEntry oracle._security.client.connect_stringl

Returns the value of the entry:

dvols29 rmsOluser
mkstore —-wrl . —viewEntry oracle.security.client.userl

Returns the value of the entry:
rms0luser

mkstore —-wrl . —viewEntry oracle_security.client._passwordl

Returns the value of the entry:
Passwd

Setting up RETL Wallets

RETL creates a wallet under $REX_HOME/etc/security, with the following files:
= cwallet.sso
= jazn-data.xml
=  jps-config.xml
= README.txt
To set up RETL wallets, perform the following steps:
1. Set the following environment variables:
= ORACLE_SID=<retaildb>
=  RFX_HOME=/uO0/rfx/rfx-13
= RFX_TMP=/U00/rfx/rfx-13/tmp
=  JAVA HOME=/usr/jdk1.6.0_12.64bit
= LD LIBRARY_PATH=$ORACLE HOME
= PATH=$RFX_HOME/bin:$JAVA HOME/bin:$PATH
Change directory to $REX_HOME /bin.
Run setup-security-credential.sh.
= Enter 1 to add a new database credential.
=  Enter the dbuseralias. For example, retl_java_rmsOluser.
= Enter the database user name. For example, rmsOluser .
=  Enter the database password.
= Re-enter the database password.
= Enter D to exit the setup script.

4. Update your RETL environment variable script to reflect the names of both the
Oracle Networking wallet and the Java wallet.

For example, to configure RETLforRPAS, modify the following entries in
$MVMHOME/RETLforRPAS/rfx/etc/rmse_rpas_config.env.

= The RETL_WALLET_ALIAS should point to the Java wallet entry:
— export RETL_WALLET ALIAS="retl_java rmsOluser"

= The ORACLE_WALLET_ALIAS should point to the Oracle network wallet entry:
— export ORACLE WALLET ALIAS="dvols29 rmsOluser"

=  The SQLPLUS_LOGON should use the ORACLE_WALLET_ALIAS:
—  export SQLPLUS LOGON=""/@${ORACLE WALLET_ALIAS}"
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To change a password later, run setup-security-credential .sh.
= Enter 2 to update a database credential.

=  Select the credential to update.

= Enter the database user to update or change.

= Enter the password of the database user.

= Re-enter the password.

For Java Applications (SIM, RelM, RPM, RIB, RSL, AIP, Alloc batch, RETL)

For Java applications, consider the following;:

For database user accounts, ensure that you set up the same alias names between the
password stores (database wallet and Java wallet). You can provide the alias name
during the installer process.

Document all aliases that you have set up. During the application installation, you
must enter the alias names for the application installer to connect to the database and
application server.

Passwords are not used to update entries in Java wallets. Entries in Java wallets are
stored in partitions, or application-level keys. In each retail application that has been
installed, the wallet is located in

<WEBLOGIC_DOMAIN_HOME-> /retail / <appname>/config Example:
/u00/webadmin/product/10.3.6/WLS/user_projects/domains/14_mck_soa_domai
n/retail /reim14/config

Application installers should create the Java wallets for you, but it is good to know
how this works for future use and understanding.

Scripts are located in <WEBLOGIC_DOMAIN_HOME?> /retail / <appname> /retail-
public-security-api/bin for administering wallet entries.

Example:
/u00/webadmin/product/10.3.6/WLS/user_projects/domains/REIMDomain/retai
1/reim14 /retail-public-security-api/bin

In this directory is a script to help you update each alias entry without having to
remember the wallet details. For example, if you set the RPM database alias to
rms(luser, you will find a script called update-RMS01USER sh.

Note: These scripts are available only with applications
installed by way of an installer.

Two main scripts are related to this script in the folder for more generic wallet
operations: dump_credentials.sh and save_credential.sh.

If you have not installed the application yet, you can unzip the application zip file
and view these scripts in <app>/application/retail-public-security-api/bin.

Example:
/u00/webadmin/reim14/application/retail-public-security-api/bin
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update-<ALIAS>.sh

update-<ALIAS>.sh updates the wallet entry for this alias. You can use this script to
change the user name and password for this alias. Because the application refers only to
the alias, no changes are needed in application properties files.

Usage:
update-<username>._sh <myuser>

Example:
mspdev71:[1034WLS]
/u00/webadmin/product/10.3_x/WLS/user_projects/domains/RPMDomain/retail/rpml4/reta
il-public-security-api/bin> ./update-RMSO1USER.sh
usage: update-RMSO1USER.sh <username>
<username>: the username to update into this alias.
Example: update-RMSO1USER.sh myuser
Note: this script will ask you for the password for the username that you pass in.
mspdev71: [1034WLS]
/u00/webadmin/product/10.3.x/WLS/user_projects/domains/RPMDomain/retail/rpml4/reta
il-public-security-api/bin>

dump_credentials.sh
dump_credentials.sh is used to retrieve information from wallet. For each entry
found in the wallet, the wallet partition, the alias, and the user name are displayed.
Note that the password is not displayed. If the value of an entry is uncertain, run
save_credential.sh to resave the entry with a known password.
dump_credentials.sh <wallet location>

Example:

dump_credentials.sh
location:/u00/webadmin/product/10.3_x/WLS/user_projects/domains/REIMDomain/retail/
reiml4/config

Retail Public Security APl Utility

Below are the credentials found in the wallet at the
location: /u00/webadmin/product/10.3.x/WLS/user_projects/domains/ REIMDom
ain/retail /reim14/config

Application level key partition name:reiml4

User Name Alias:WLS-ALIAS User Name:weblogic

User Name Alias:RETAIL-ALIAS User Name:retail.user
User Name Alias:LDAP-ALIAS User Name:RETAIL.USER
User Name Alias:RMS-ALIAS User Name:rmsl4mock
User Name Alias:REIMBAT-ALIAS User Name:reimbat
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save_credential.sh

save_credential.sh is used to update the information in wallet. If you are unsure
about the information that is currently in the wallet, use dump_credentials.sh as
indicated above.
save_credential.sh -a <alias> -u <user> -p <partition name> -l <path of the
wallet file location where credentials are stored>
Example:

mspdv351:[1036_WLS] /u00/webadmin/mockl4 testing/rtil/rtil/application/retail-
public-security-api/bin> save_credential.sh -1 wallet_test -a myalias -p
mypartition -u myuser

Retail Public Security APl Utility

Enter password:
Verify password:

Note: -pin the above command is for partition name. You
must specify the proper partition name used in application
code for each Java application.

save_credential.sh and dump_credentials.sh scripts are the
same for all applications. If using save_credential.sh to add a
wallet entry or to update a wallet entry, bounce the
application/managed server so that your changes are visible
to the application. Also, save a backup copy of your
cwallet.sso file in a location outside of the deployment path,
because redeployment or reinstallation of the application
will wipe the wallet entries you made after installation of the
application. To restore your wallet entries after a
redeployment/reinstallation, copy the backed up cwallet.sso
file over the cwallet.sso file. Then bounce the
application/managed server.

Usage

Retail Public Security APl Utility

usage: save credential .sh -au[plh]
E.g. save_credential.sh -a rms-alias -u rms_user -p rib-rms -1 ./

-a,—-userNameAlias <arg> alias for which the credentials
needs to be stored

-h,--help usage information
-1,--locationofWalletDir <arg> location where the wallet file is

created. If not specified, it creates the wallet under secure-credential-wallet
directory which is already present under the retail-public-security-api/

directory.
-p,——appLevelKeyPartitionName <arg> application level key partition name
-u,--userName <arg> username to be stored in secure

credential wallet for specified alias*
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How does the Wallet Relate to the Application?

The ORACLE Retail Java applications have the wallet alias information you create in an
<app-name>.properties file. Below is the reim.properties file. Note the database
information and the user are presented as well. The property called
datasource.credential.alias=RMS-ALIAS uses the ORACLE wallet with the argument of
RMS-ALIAS at the csm.wallet.path and csm.wallet.partition.name = reim14 to retrieve
the password for application use.

Reim.properties code sample:

datasource.url=jdbc:oracle:thin:@mspxooxxx.us.oracle.com: 1521 : pkols07
datasource.schema.owner=rmsl4mock

datasource.credential .al ias=RMS-ALIAS

#
# ossa related Configuration

#

# These settings are for ossa configuration to store credentials.
#

csm.wal let. path=/u00/webadmin/product/10.3.x/WLS/user_projects/domains/REIMDomain/
retail/reiml4/config
csm.wallet_partition.name=reiml4

How does the Wallet Relate to Java Batch Program use?

Some of the ORACLE Retail Java batch applications have an alias to use when running
Java batch programs. For example, alias REIMBAT-ALIAS maps through the wallet to
dbuser RMS01APP, already on the database. To run a ReIM batch program the format
would be: reimbatchpgmname REIMBAT-ALIAS <other arguments as needed by the
program in question>

Database Credential Store Administration

ORACLE Retail 14.0.2 brings something new into the password stores. A domain level
database credential store. This is used in RPM login processing, SIM login processing,
and Allocation login processing and policy information for application permission.
Setting up the database credential store is addressed in the RPM, SIM, and Alloc 14.0.2
install guides.

The following sections show an example of how to administer the password stores thru
ORACLE Enterprise Manger Fusion Middleware Control, a later section will show how
to do this thru WLST scripts.
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1. The first step is to use your link to Oracle Enterprise Manager Fusion Middleware
Control for the domain in question. Locate your domain on the left side of the screen
and do a right mouse click on the domain and select Security > Credentials

@ Farm_APPDomain (Oracle Fusion Middleware Farm) - Oracle Enterprise Manager (weblagic) - Windows Internet Explorer =

@U hd ‘g, http://mspl2115.us.oracle.com:17001/em/faces/as/as/wIFarmHome?target=Farm_APPDomain&type=oracle_ias_farmé&._afrloop=38061720139812832% ~ | "9| x | | Google P ~|

iy Favorites < [&] Signing and Verifying JAR ... & Web Slice Gallery ~

28| - &) Service - Oracle CRM O... |7 repos: rgbudocs/Install ... | & Farm_APPDomain (.. B Site Search - Oracle Reta... | [2] Managing the Policy St... i v v [ @ v Pagev Safety~ Tools~ (@~
= repesiig ging oy
% Find: [ qaols27 | Previous Next |[7) Options = |
ORACLE Enterprise Manager 119 Fusion Middleware Control Setup~ Hepw LogOut
EiFarm~ | 5 Topology
- Farm_APPDomain @ Loggedin as weblogic
= 5 Farm_APPDomain Page Refreshed Oct 25, 2013 12:32:17 PM EDT (2
[ Application Deployments
El 23 WebLogic Domain -
=] éﬂ APPNamain
rleme WU 21) mUp (9) ~
Control »
Logs >
Status  Target C - CPU Usage
3 Me Port Usage Eployments . (%)
Iopiications & [ Weblogic Domain -
e —— El i APPDomain
Application Deployment > 5 adminserver o 12115 oz
& reim-12115 msp US.0ra... X
) reim-12116 = B Cluster-reim
Vieb Services "l Custerrem (& reim-12115 4 mspi2iisus.ora..
ADF Domain Configuration Loein o o211 5] reim-12116 ¢ mspl2116.us.ora...
Security > Credentials T E @ Cluster-rpm
Metadata Repositories e & rpm-12115 iF  msplziisus.ora.. |
IDBC Data Sources Security Provider Configuration & rom-12115 &l rpm-12116 & msp12116.us.ora E
System MBean Browser ) rpm-12116 = B Cluster-s|
Application Policies Cluster-rom &5l rs-12115 1+ mspi2iisus.ora..
& webLogic Server Administration Consale Application Roles & o215 ‘%5 rs-12116 & msp12116.us.0ra L
= El Cluster-sim
¢ rpm-12115
General Information System Polices Cluster-rsl (5] sim-12115 ¢ mspl2iiSusora
T & 12115 5] sim-12116 1) msp12116.us.0ra
) [ Metadata Repositories
@rshm: Audit Policy ¢ rsh1216 =) B e
B B, sim-dient| Audit Store Cluster-sim [Emds-owsm msp12115.us.0ra
@ sim-dlierT ¢ sim-12115 El Farm Resource Center e
@ sim-client ¢ sim-12116 Before You Begin
B §,smhelp e @ Introduction to Oracle Fusion Middieware
@ simhelp G smtoiss (@) Understanding Key Oracle Fusion Middleware Farm Concepts
@ sim-help & o116 (@ overview of Orade Fusion Middieware Administration Tools
sm Typical Administration Tasks
El g sm-server Cluster-sim (@) Getting Started Using Oradle Enterprise Manager Fusion Middieware Contral
@ysimserver G sme2us (2) Navigating Within Fusion Mddleware Control
@sim-server & Sim-12116 (@) starting and Stopping Orade Fusion Middleware
() Deploying an Application Using Fusion Middleware Control
Other Resources
) oracle Fusion Middieware Resources on the Web
W orade Fusion Middleware Forums L4
Done € Local intranet | Protected Mode: Off 5 ov H100% v

2. Click on Credentials and you will get a screen similar to the following. The following
screen is expanded to make it make more sense. From here you can administer
credentials.

110 Oracle Corporation Price Management



Database Credential Store Administration

Credenliah: fFarem APPDuensny APF Domasin [Onacle Wbl e Do - O e Frlerpur AT — - o|E
e fFam AP T e e Manager e
@Q- |8 botp meplanls e com: 700L/em Taces/ac/as wiF Ttarget=Farm_APFDomain s afri cop= 380617201 08128353 -i‘ux HE Google o
S Tavortes 3 [E) Signing and Verfying IAR .. |8 Web Shee Galley =
4]+ ] Sevice - Onecle CRMO... | = sepos: rghusdocstital.. |8 Credentls: fFarm A.. X | £ St Scach - Oocle Rela. [B) Menaging bePofiySt. | |- (i = [ = 00 20 = Pigew Safey= Took~ )=
% Find: | qooks2! Previous Nt | (7] Options v |
ORACLE Enterprise Manager 11g Fusion Midieware Cortrol Sehpie Heppw LogOul
[irame , Topogy
- APPDomaln (5 Logoed s weblogic
B Fam_t@eonan ] ebtogic Do Page Relreshed ct 25, 2013 L45:37 P DT
# [ Apoication Depleryments
B (i wehtogk ek Credentials
= (il APPDomain. deril ko b W repesiny of sty ot Mot v iy T ity of e e by o 7, T, e AOF apicalions. Mgt v e Cvediontial S, asinge, consoliled sevvic
& admeserver pravider o store and manage their credentials securdly,
6 8 Quster rcim = tredentsal store Provider
fﬂm"”r ' Seope Weblogi Daman -
& g Cutred Frovider DO_ORAQLE
& g custersm
1 17] Metodsta Repostores & CreoteMap o CreoteKey | PCt, M Dedeie.. | Credentl ey tame @
. o =
B jorade.retal sm -
¥ bpsmer Pasmword
§ repmser Paccwed
§ rbruser Presanar]
@ rsl ms user Password
 servermer Fatrword 3
[ —— Fassword
| ¥ o e Frwaari]
b  exo-tokenkey Gererc
B pmid
7 LOAPALLAS [— =
1 werograre st Pasmerd
7 Ce-ALItS Faseword -
Dane G Local intranet | Protected Mode: OFF G Wmn -
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The Create Map add above is to create a new map with keys under it. A map would
usually be an application such as rpm14. The keys will usually represent alias to various
users (database user, WebLogic user, LDAP user, etc). The application installer should
add the maps so you should not often have to add a map.

Creation of the main keys for an application will also be built by the application installer.
You will not be adding keys often as the installer puts the keys out and the keys talk to
the application. You may be using EDIT on a key to see what user the key/alias points to
and possibly change/reset its password. To edit a key/alias, highlight the key/alias in
question and push the edit icon nearer the top of the page. You will then get a screen as

follows:
(@ Credentials: /Farm_APPDomain/APPDomain (Oracle WebLogic Domain) - Oracle Enterprise Manager (we - Windows Intemet Explorer ‘ = o 23 |
s
@\J L |g http://mspl2115.us.oracle.com:17001/em/faces/as/as/wIFarmHometarget=Farm_APPDomainfitype= oracle_ias_farm&_afrLoop=38( 9 '|‘f‘ X ‘ ‘m Google Pl

5.q Favorites

gl E Service - Oracle CRM Q...

= E Signing and Verifying JAR .. @ Web Slice Gallery ~

repos: rgbudocs/Install ... (@ Credentials: /Farm_A... ESiteSaar:h-OracleRe‘(a..‘ EManagingtha Policy St... \y‘h v B v e v Pagev Safetyr Tools~ a'

Find: | qaols27

| Previous Next | Options "

% Farm »
.
= H§ Farm_APPDomain
# [ Application Deployments
= £ WebLogic Domain
= =i} /APPDOmain
& adminServer
3 ﬁﬂ Cluster-reim
E ‘% Cluster-rpm
3 ﬁﬂ Cluster-rs|
3 ‘% Cluster-sim
4 [ Metadata Repositories

%Tﬂpﬂ\ugy

Done

ORACLE Enterprise Manager 11g Fusion Middleware Control

Setupw Helpw LogOut

APPDomain@ Logged in as weblogic
ﬁ';\ﬁiehmg\c Domain Page Refrashed Oct 25, 2013 12:49:37 PM EDT ()
Credentials

A credential store is the repository of security data that certify the autharity of entities used by Java 2, J2EE, and ADF applications. Applications can use the Credential Store, a single, consolidated service
provider to store and manage their credentials securely,

=l Credential Store Provider

Scope WebLogic Domain
Provider DB_ORACLE

o Create Map o Create Key A Edit.. R Delete... | credential Key Name ®

Credential Type Description

=l [jorade.retail sim o
7 bip-user
ff bie [ Edit Key
7 relrpm-user
5 b
iy b SelectMap rpm14
{f rshrms-user Key DB-ALIAS
{7 server-user Type Password J You can enter & different user name for authentication. E
{7 datasource-user *User Name | 'ms0 1app
 Idap-user =pazsword | weeses
P sso-tokeney *Caonfirm Password | eseese

= _rpm14 Description
{7 LDAP-ALIAS
{p user.signature.sz
7 DB-ALIAS -

l | OK || Cancel

€ Local intranet | Protected Mode: Off fa v H10% -

The screen above shows the map (rpm14) that came from the application installer, the
key (DB-ALIAS) that came from the application installer (some of the keys/alias are
selected by the person who did the application install, some are hard coded by the
application installer in question), the type (in this case password), and the user name and
password. This is where you would check to see that the user name is correct and reset
the password if needed. REMEMBER, a change to an item like a database password
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WILL make you come into this and also change the password. Otherwise your
application will NOT work correctly.

Managing Credentials with WSLT/OPSS Scripts

This procedure is optional as you can administer the credential store through the Oracle
enterprise manager associated with the domain of your application install for RPM, SIM,
or Allocation.

An Oracle Platform Security Scripts (OPSS) script is a WLST script, in the context of the
Oracle WebLogic Server. An online script is a script that requires a connection to a
running server. Unless otherwise stated, scripts listed in this section are online scripts
and operate on a database credential store. There are a few scripts that are offline, that is,
they do not require a server to be running to operate.

Read-only scripts can be performed only by users in the following WebLogic groups:
Monitor, Operator, Configurator, or Admin. Read-write scripts can be performed only by
users in the following WebLogic groups: Admin or Configurator. All WLST scripts are
available out-of-the-box with the installation of the Oracle WebLogic Server.

WLST scripts can be run in interactive mode or in script mode. In interactive mode, you
enter the script at a command-line prompt and view the response immediately after. In
script mode, you write scripts in a text file (with a py file name extension) and run it
without requiring input, much like the directives in a shell script.

For platform-specific requirements to run an OPSS script, see

http:/ /docs.oracle.com/cd/E21764_01/core.1111/e10043 /managepols.htm#CIHIBBDJ
The weakness with the WLST/OPSS scripts is that you have to already know your map
name and key name. In many cases, you do not know or remember that. The database
credential store way through enterprise manager is a better way to find your map and
key names easily when you do not already know them. A way in a command line mode
to find the map name and alias is to run orapki. An example of orapki is as follows:
msp12115:[1036_APP] /u00/webadmin/product/wls_apps/oracle_common/bin>
./orapki wallet display —wallet
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/fmw
config

(where the path above is the domain location of the wallet)
Output of orapki is below. This shows map name of rpm14 and each alias in the wallet:

Oracle PKI Tool : Version 11.1.1.7.0
Copyright (c) 2004, 2011, Oracle and/or its affiliates. All rights reserved.

Requested Certificates:

User Certificates:

Oracle Secret Store entries:
rpm14@#3#@DB-ALIAS
rpm14@#3#@LDAP-ALIAS
rpm14@#3#@RETAIL.USER
rpm14@#3#@user.signature.salt
rpm14@#3#@user.signature.secretkey
rpm14@#3#@WEBLOGIC-ALIAS

Installation Guide 113


http://docs.oracle.com/cd/E21764_01/core.1111/e10043/managepols.htm#CIHIBBDJ

Managing Credentials with WSLT/OPSS Scripts

listCred

rpm14@#3#@WLS-ALIAS
Trusted Certificates:
Subject: OU=Class 1 Public Primary Certification Authority,O=VeriSign\, Inc.,C=US

OPSS provides the following scripts on all supported platforms to administer credentials
(all scripts are online, unless otherwise stated. You need the map name and the key name
to run the scripts below

= listCred

= updateCred

= createCred

* deleteCred

= modifyBootStrapCredential
= addBootStrapCredential

The script | ISTCred returns the list of attribute values of a credential in the credential
store with given map name and key name. This script lists the data encapsulated in
credentials of type password only.

Script Mode Syntax
listCred.py -map mapName -key keyName

Interactive Mode Syntax

listCred(map="mapName", key="keyName'")

The meanings of the arguments (all required) are as follows:
= Map specifies a map name (folder).

= key specifies a key name.

Examples of Use:

The following invocation returns all the information (such as user name, password, and
description) in the credential with map name myMap and key name myKey:

listCred.py -map myMap -key myKey

The following example shows how to run this command and similar credential
commands with WLST:

mspl12115:[1036_APP] /u00/webadmin/product/wls_apps/oracle_common/common/bin>
sh wist.sh

Initializing WebLogic Scripting Tool (WLST)...

Welcome to WebLogic Server Administration Scripting Shell

wls:/offline> connect("weblogic®, "password123*, "mspl12115.us.oracle.com:17001")
Connecting to t3://mspl2115.us.oracle.com:17001 with userid weblogic ...
Successfully connected to Admin Server “AdminServer®™ that belongs to domain

"APPDomain”.

wls:/APPDomain/serverConfig> listCred(map=""rpml4",key="DB-ALIAS'")
Already in Domain Runtime Tree

[Name : rmsOlapp, Description : null, expiry Date : null]
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updateCred

createCred

PASSWORD: retail
*The above means for map rpml4 in APPDomain, alias DB-ALIAS points to database
user rmsOlapp with a password of retail

The script updateCred modifies the type, user name, and password of a credential in
the credential store with given map name and key name. This script updates the data
encapsulated in credentials of type password only. Only the interactive mode is
supported.

Interactive Mode Syntax

updateCred(map=""mapName", key="keyName', user="userName",
password="passW", [desc="description'])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

= Map specifies a map name (folder) in the credential store.
= key specifies a key name.

= USEer specifies the credential user name.

= password specifies the credential password.

» descC specifies a string describing the credential.
Example of Use:

The following invocation updates the user name, password, and description of the
password credential with map name myMap and key name myKey:

updateCred(map="myMap", key="myKey", user="myUsr",
password="myPassw'")

The script CreateCred creates a credential in the credential store with a given map
name, key name, user name and password. This script can create a credential of type
password only. Only the interactive mode is supported.

Interactive Mode Syntax

createCred(map="mapName"’, key="'keyName', user="userName', password=""passW',
[desc="description’])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

= Map specifies the map name (folder) of the credential.
» Kkey specifies the key name of the credential.

= USer specifies the credential user name.

» password specifies the credential password.

» descC specifies a string describing the credential.
Example of Use:

The following invocation creates a password credential with the specified data:
createCred(map=""myMap'*, key="myKey', user="myUsr', password="myPassw'")
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deleteCred

The script de leteCred removes a credential with given map name and key name
from the credential store.

Script Mode Syntax
deleteCred.py -map mapName -key keyName

Interactive Mode Syntax

deleteCred(map="mapName'*, key="keyName'")

The meanings of the arguments (all required) are as follows:

= Map specifies a map name (folder).

= key specifies a key name.

Example of Use:

The following invocation removes the credential with map name myMap and key name
myKey:

deleteCred.py -map myMap -key myKey

modifyBootStrapCredential

The offline script mod 1 fyBootStrapCredential modifies the bootstrap
credentials configured in the default jps context, and it is typically used in the following
scenario: suppose that the policy and credential stores are LDAP-based, and the
credentials to access the LDAP store (stored in the LDAP server) are changed. Then this
script can be used to seed those changes into the bootstrap credential store.

This script is available in interactive mode only.

Interactive Mode Syntax

modifyBootStrapCredential (jpsConfigFile="pathName",
username=""usrName', password="‘usrPass')

The meanings of the arguments (all required) are as follows:

= JpsConTigFile specifies the location of the file jps—config.xml relative
to the location where the script is run. Example location:
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig. Example location of the bootstrap wallet is

/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig/bootstrap

= username specifies the distinguished name of the user in the LDAP store.
= password specifies the password of the user.
Example of Use:

Suppose that in the LDAP store, the password of the user with distinguished name
cn=orcladmin has been changed to we lcomel, and that the configuration file
Jps-config.xml islocated in the current directory.Then the following invocation
changes the password in the bootstrap credential store to we Icomel.:

modi fyBootStrapCredential (JpsConfigFile="_/jps-config.xml”,
username="cn=orcladmin®, password="welcomel®)

Any output regarding the audit service can be disregarded.
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addBootStrapCredential

The offline script addBootStrapCredential adds a password credential with
given map, key, user name, and user password to the bootstrap credentials configured in
the default jps context of a jps configuration file.

Classloaders contain a hierarchy with parent classloaders and child classloaders. The
relationship between parent and child classloaders is analogous to the object relationship
of super classes and subclasses. The bootstrap classloader is the root of the Java
classloader hierarchy. The Java virtual machine (JVM) creates the bootstrap classloader,
which loads the Java development kit (JDK) internal classes and java. > packages
included in the JVM. (For example, the bootstrap classloader loads
java.lang.String.)

This script is available in interactive mode only.

Interactive Mode Syntax

addBootStrapCredential (jpsConfigFile="pathName"™, map=""mapName",
key="keyName', username="‘usrName', password="usrPass')

The meanings of the arguments (all required) are as follows:

= JpsConTigFi le specifies the location of the file jps—config.xml relative
to the location where the script is run. Example location:

/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig

= Map specifies the map of the credential to add.

» Kkey specifies the key of the credential to add.

= username specifies the name of the user in the credential to add.

= password specifies the password of the user in the credential to add.
Example of Use:

The following invocation adds a credential to the bootstrap credential store:

addBootStrapCredential (JpsConfigFile="_/jps-config.xml ", map="myMapName~,
key="myKeyName", username="myUser", password ="myPass”)
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
RMS batch DB <RMS batch install dir n/a <Database <rms Compile, |Installer n/a Alias hard-coded by
(MMHOME)>/ .wallet SID>_<Data |schema execution installer
base schema | owner>
owner>
RMS forms DB <forms install n/a <Database <rms Compile | Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema installer
base schema | owner>
owner>
ARI forms DB <forms install n/a <Db_Ari01> | <ari schema [ Compile | Manual ari-alias
dir>/base/.wallet owner>
RMWS forms | PB <forms install n/a <Database <rwms Compile | Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema forms, installer
base schema | owner> execute
owner> batch
RPM app DB <RPM batch install n/a <rms <rms Execute Manual rms-alias RPM plsql and sqlldr
dir>/.wallet schema schema batch batches
owner owner>
alias>
RWMS auto- |JAVA <forms install
login dir>/base/ javawallet
<RWMS <RWMS <RWMS RWMS Installer rwmsl14inst
Installation | database schema forms app
name> user alias> owner> to avoid
dblogin
screen
<RWMS BI_ALIAS <BI RWMS Installer n/a Alias hard-coded by
Installation Publisher [ forms app installer
name> administrat | to connect
ive user> to BI
Publisher
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
AIP app JAVA [ <weblogic domain Each alias must be
home> /retail /<deployed unique
aip app
name>/config
aipl4 <AIP <AIP App use |Installer aip-
weblogic weblogic weblogic-
user alias> | user name> alias
aip14 <AIP <AIP App use |Installer aipOluser-
database database alias
schema user | schema
alias> user name>
aipl4 <rib-aip <rib-aip App use |Installer rib-aip-
weblogic weblogic weblogic-
user alias> | user name> alias
RPM app DB Map=rpm14 | Many for ;Webloglc df(.)m?m
credenti or what you | app use on}e>./ con 1g/ mwc
al store called the onfig/jps-config.xml
app at install has info on the
time. credential store. This
directory also has the
domain cwallet.sso
file.
RPM app JAVA [ <weblogic domain Each alias must be
home>/retail /<deployed unique
rpm app
name>/config
rpm14 <rpm <rpm App use |Installer rpm-
weblogic weblogic weblogic-
user alias> | user name> alias
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
rpml4 <rms shema | <rms App, Installer rms(0luser-
user alias> | shema user |batch use alias
name>
rpml14 <rpm <rpm App use | Installer userl-alias
application | application
user one user one
alias> name>
rpml14 <rpm <rpm App use | Installer user2-alias
application | application
user two user two
alias> name>
rpm14 <rpm batch | <rpm batch | App, Installer rpmbatch-
user alias> user name> | batch use alias
rpm14 <rib-rpm <rib-rpm App use |Installer rib-rpm-
weblogic weblogic weblogic-
user alias> user name> alias
RelM app JAVA | <weblogic dpmain Ea;h alias must be
home>/retail /<deployed unique
reim app
name>/config
<installed <reim <reim App use |Installer weblogic-
app name, weblogic weblogic alias
ex: reim14> | user alias> user name>
<installed <rms shema | <rms App, Installer rms(Qluser-
app name, user alias> [ shema user |batch use alias
ex: reim14> name>
<installed <reim <reim App use |Installer reimwebser
app name, webservice | webservice vice-alias
ex: reim14> | validation validation

user alias>

user name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <reim batch | <reim batch | App, Installer reimbat-
app name, user alias> | user name> | batch use alias
ex: reim14>
Alloc app DB Map=alloc | Many for <weblogic domain
credenti 14 or what login and hon.le>./ conﬁg/ fmwe
al store you called | policies onflg /jps-config.xml
the app at has info on the
install time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
Alloc app JAVA | <weblogic domain Each alias must be
home>/retail /<deployed unique
alloc app
name>/config
<installed <alloc <alloc App use |Installer weblogic-
app name> | weblogic weblogic alias
user alias> | user name>
<installed <rms <rms App use | Installer rms(Qluser-
app name> | schema user | shema user alias
alias> name>
<installed <rsl for rms | <rsl for rms [ App use | Installer rsl-rms-
app name> | weblogic weblogic weblogic-
user alias> | user name> alias
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <alloc batch | <SYSTEM_ | Batch use |[Installer alloc14
app name> | user alias> | ADMINIST
RATOR>
RSL app JAVA <RSL INSTALL DIR> /rsl- Each alias must be
rms/security /config unique
rsl-rsm <rsl <rsl App use |Installer weblogic-
weblogic weblogic alias
user alias> | user name>
rsl-rsm <rms shema | <rms App use |Installer rms0luser-
user alias> shema user alias
name>
DB Map=oracle. | Aliases <weblogic domain
SIM app . o . h /config /£
credenti retail.sim required for on.le>. conlig/imwe
al store SIM app use onfig/jps-config.xml
has info on the
credential store. This
directory also has the
domain cwallet.sso
file.
JAVA <weblogic domain <installed <rpm <rpm App use | Installer rpm-
home>/retail /<deployed | sim app weblogic weblogic weblogic-
sim app name> user alias> user name> alias
name>/config
<installed <rsl for rms | <rsl for rms [ App use | Installer rsl-rms-
sim app weblogic weblogic weblogic-
name> user alias> | user name> alias
<installed <rib-sim <rib-sim App use |Installer rib-sim-
sim app weblogic weblogic weblogic-
name> user alias> user name> alias
RETL JAVA <RETL n/a <target <target App use | Manual User may vary
home>/etc/security application | application retl_java_rm dePe,nding on RETL
user alias> | db userid> s0luser flow’s target application
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
RETL DB <RETL home>/.wallet n/a <target <target App use | Manual <db>_<user | User may vary
application | application > depending on RETL
user alias> | db userid> flow’s target application
RIB JAVA <RIBHOME <app> is one of aip,
DIR>/deployment- rfm, rms, rpm, sim,
home/conf/security rwms, tafr
IMS jms<1-5> <jms user <jms user |Integra- |Installer jms-alias
alias> for name> for | tion use
jms<1-5> jms<1-5>
WebLogic rib-<app>- <rib-app <rib-app Integra- Installer weblogic-
app-server- | weblogic weblogic tion use alias
instance user alias> user name>
Admin GUI rib- <rib-app <rib-app Integra- | Installer admin-gui-
<app>#web- |admingui |admingui [ tion use alias
app-user- user alias> | user name>
alias
Application rib- <app <app Integra- Installer app-user- Valid only for aip,
<app>#user- | weblogic weblogic tion use alias rpm, sim
alias user alias> | user name>
DB rib- <rib-app <rib-app Integra- | Installer db-user- Valid only for rfm,
<app>#app- | database database tion use alias rms, rwms, tafr
db-user-alias | schema user |schema
alias> user name>
Error rib- <rib-app <rib-app Integra- | Installer hosp-user-
Hospital <app>#hosp | error error tion use alias
-user-alias hospital hospital
database database
schema user | schema
alias> user name>
RFI Java <RFI-HOME> /retail-

financial-integration-
solution/service-based-
integration/conf/security
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed rfiAppServe | <rfi App use |Installer rfiAppServe
app name> | rAdminServ | weblogic rAdminServ
erUserAlias | user name> erUserAlias
<installed rfiAdminUi | <ORFI App use |Installer rfiAdminUi
app name> | UserAlias admin UserAlias
user>
<installed rfiDataSourc | <ORFI App use |Installer rfiDataSourc
app name> |eUserAlias [schema eUserAlias
user name>
<installed ebsDataSour | <EBS App use |Installer ebsDataSour
app name> | ceUserAlias [schema ceUserAlias
user name>
<installed smtpMailFr | <From App use | Installer smtpMailFr
app name> | omAddress [email omAddress
Alias address> Alias
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Appendix: Single Sign-On for WebLogic

Single Sign-On (SSO) is a term for the ability to sign onto multiple Web applications via a
single user ID/Password. There are many implementations of SSO. Oracle provides an
implementation with Oracle Access Manager.

Most, if not all, SSO technologies use a session cookie to hold encrypted data passed to
each application. The SSO infrastructure has the responsibility to validate these cookies
and, possibly, update this information. The user is directed to log on only if the cookie is
not present or has become invalid. These session cookies are restricted to a single
browser session and are never written to a file.

Another facet of SSO is how these technologies redirect a user’s Web browser to various
servlets. The SSO implementation determines when and where these redirects occur and
what the final screen shown to the user is.

Most SSO implementations are performed in an application’s infrastructure and not in
the application logic itself. Applications that leverage infrastructure managed
authentication (such as deployment specifying Basic or Form authentication) typically
have little or no code changes when adapted to work in an SSO environment.

What Do | Need for Single Sign-On?

A Single Sign-On system involves the integration of several components, including
Oracle Identity Management and Oracle Access Management. This includes the
following components:

= An Oracle Internet Directory (OID) LDAP server, used to store user, role, security,
and other information. OID uses an Oracle database as the back-end storage of this
information.

= An Oracle Access Manager (OAM) 11g Release 1 server and administrative console
for implementing and configuring policies for single sign-on.

= A Policy Enforcement Agent such as Oracle Access Manager 11g Agent (WebGate),
used to authenticate the user and create the Single Sign-On cookies.

=  Oracle Directory Services Manager (ODSM) application in OIM11g, used to
administer users and group information. This information may also be loaded or
modified via standard LDAP Data Interchange Format (LDIF) scripts.

* Additional administrative scripts for configuring the OAM system and registering
HTTP servers.

Additional WebLogic managed servers will be needed to deploy the business
applications leveraging the Single Sign-On technology.

Can Oracle Access Manager Work with Other SSO Implementations?

Yes, Oracle Access Manager has the ability to interoperate with many other SSO
implementations, but some restrictions exist.

Oracle Single Sign-on Terms and Definitions

The following terms apply to single sign-on.
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What Single Sign-On is not

Authentication

Authentication is the process of establishing a user’s identity. There are many types
of authentication. The most common authentication process involves a user ID and
password.

Dynamically Protected URLs

A Dynamically Protected URL is a URL whose implementing application is aware of
the Oracle Access Manager environment. The application may allow a user limited
access when the user has not been authenticated. Applications that implement
dynamic protection typically display a Login link to provide user authentication and
gain greater access to the application’s resources.

Oracle Identity Management (OIM) and Oracle Access Manager (OAM) for 11g

Oracle Identity Management (OIM) 11g includes Oracle Internet Directory and
ODSM. Oracle Access Manager (OAM) 11g should be used for SSO using WebGate.
Oracle Forms 11g contains Oracle HTTP server and other Retail Applications will use
Oracle WebTierllg for HTTP Server.

MOD_WEBLOGIC

mod_WebLogic operates as a module within the HTTP server that allows requests to
be proxied from the OracleHTTP server to the Oracle WebLogic server.

Oracle Access Manager 11g Agent (WebGate)

Oracle WebGates are policy enforcement agents which reside with relying parties
and delegate authentication and authorization tasks to OAM servers.

Oracle Internet Directory

Oracle Internet Directory (OID) is an LDAP-compliant directory service. It contains
user ids, passwords, group membership, privileges, and other attributes for users
who are authenticated using Oracle Access Manager.

Partner Application

A partner application is an application that delegates authentication to the Oracle
Identity Management Infrastructure. One such partner application is the Oracle
HTTP Server (OHS) supplied with Oracle Forms Server or WebTierl1g Server if
using other Retail Applications other than Oracle Forms Applications.

All partner applications must be registered with Oracle Access Manager (OAM) 11g.
An output product of this registration is a configuration file the partner application
uses to verify a user has been previously authenticated.

Statically Protected URLs

A URL is considered to be Statically Protected when an Oracle HTTP server is
configured to limit access to this URL to only SSO authenticated users. Any
unauthenticated attempt to access a Statically Protected URL results in the display of
a login page or an error page to the user.

Servlets, static HTML pages, and JSP pages may be statically protected.

What Single Sign-On is not

Single Sign-On is NOT a user ID/password mapping technology.
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However, some applications can store and retrieve user IDs and passwords for non-SSO
applications within an OID LDAP server. An example of this is the Oracle Forms Web
Application framework, which maps Single Sign-On user IDs to a database logins on a
per-application basis.

How Oracle Single Sign-On Works

Oracle Access Manager involves several different components. These are:

The Oracle Access Manager (OAM) server, which is responsible for the back-end
authentication of the user.

The Oracle Internet Directory LDAP server, which stores user IDs, passwords, and
group (role) membership.

The Oracle Access Manager Agent associated with the Web application, which
verifies and controls browser redirection to the Oracle Access Manager server.

If the Web application implements dynamic protection, then the Web application
itself is involved with the OAM system.

About SSO Login Processing with OAM Agents

1.
2.
3.

10.
11.

12.
13.
14.
15.

The user requests a resource.

Webgate forwards the request to OAM for policy evaluation

OAM:

a. Checks for the existence of an SSO cookie.

b. Checks policies to determine if the resource is protected and if so, how?
OAM Server logs and returns the decision

Webgate responds as follows:

= Unprotected Resource: Resource is served to the user

=  Protected Resource:
Resource is redirected to the credential collector.
The login form is served based on the authentication policy.
Authentication processing begins

User sends credentials
OAM verifies credentials
OAM starts the session and creates the following host-based cookies:

*  One per partner: OAMAuthnCookie set by 11g WebGates using authentication
token received from the OAM Server after successful authentication.
Note: A valid cookie is required for a session.

*  One for OAM Server: OAM_ID
OAM logs Success of Failure.
Credential collector redirects to WebGate and authorization processing begins.

WebGate prompts OAM to look up policies, compare them to the user's identity, and
determine the user's level of authorization.

OAM logs policy decision and checks the session cookie.

OAM Server evaluates authorization policies and cache the result.
OAM Server logs and returns decisions

WebGate responds as follows:

= If the authorization policy allows access, the desired content or applications are
served to the user.
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= If the authorization policy denies access, the user is redirected to another URL
determined by the administrator.

SSO0 Login Processing with OAM Agents
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Installation Overview

Installing an Oracle Retail supported Single Sign-On installation using OAM11g requires

installation of the following:

1. Oracle Internet Directory (OID) LDAP server and the Oracle Directory Services
Manager. They are typically installed using the Installer of Oracle Identity
Management 11gR1 (11.1.1.7). The ODSM application can be used for user and realm
management within OID.

Oracle Access Manager 11gR1 (11.1.1.7) has to be installed and configured.
Additional midtier instances (such as Oracle Forms 11g) for Oracle Retail
applications based on Oracle Forms technologies (such as RMS). These instances
must be registered with the OAM installed in step 2.
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4. Additional application servers to deploy other Oracle Retail applications and
performing application specific initialization and deployment activities must be
registered with OAM installed in step 2.

Infrastructure Installation and Configuration

The Infrastructure installation for Oracle Access Manager (OAM) is dependent on the
environment and requirements for its use. Deploying Oracle Access Manager (OAM) to
be used in a test environment does not have the same availability requirements as for a
production environment. Similarly, the Oracle Internet Directory (OID) LDAP server can
be deployed in a variety of different configurations. See the Oracle Identity Management
Installation Guidel1g.

OID User Data

Oracle Internet Directory is an LDAP v3 compliant directory server. It provides
standards-based user definitions out of the box.

Customers with existing corporate LDAP implementations may need to synchronize user
information between their existing LDAP directory servers and OID. OID supports
standard LDIF file formats and provides a JNDI compliant set of Java classes as well.
Moreover, OID provides additional synchronization and replication facilities to integrate
with other corporate LDAP implementations.

Each user ID stored in OID has a specific record containing user specific information. For
role-based access, groups of users can be defined and managed within OID. Applications
can thus grant access based on group (role) membership saving administration time and
providing a more secure implementation.

User Management

User Management consists of displaying, creating, updating or removing user
information. There are many methods of managing an LDAP directory including LDIF
scripts or Oracle Directory Services Manager (ODSM) available for OID11g.

ODSM

Oracle Directory Services Manager (ODSM) is a Web-based application used in OID11g
is designed for both administrators and users which enables you to configure the
structure of the directory, define objects in the directory, add and configure users,
groups, and other entries. ODSM is the interface you use to manage entries, schema,
security, adapters, extensions, and other directory features.

LDIF Scripts

Script based user management can be used to synchronize data between multiple LDAP
servers. The standard format for these scripts is the LDAP Data Interchange Format
(LDIF). OID supports LDIF script for importing and exporting user information. LDIF
scripts may also be used for bulk user load operations.

User Data Synchronization

The user store for Oracle Access Manager resides within the Oracle Internet Directory
(OID) LDAP server. Oracle Retail applications may require additional information
attached to a user name for application-specific purposes and may be stored in an
application-specific database. Currently, there are no Oracle Retail tools for
synchronizing changes in OID stored information with application-specific user stores.
Implementers should plan appropriate time and resources for this process. Oracle Retail
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strongly suggests that you configure any Oracle Retail application using an LDAP for its
user store to point to the same OID server used with Oracle Access Manager.
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Appendix: Installation Order

This section provides a guideline as to the order in which the Oracle Retail applications
should be installed. If a retailer has chosen to use some, but not all, of the applications
the order is still valid less the applications not being installed.

Note: The installation order is not meant to imply
integration between products.

Enterprise Installation Order

1. Oracle Retail Merchandising System (RMS), Oracle Retail Trade Management (RTM),
Oracle Retail Sales Audit (ReSA). Optional: Oracle Retail Fiscal Management (ORFM)

Note: ORFM is an optional application for RMS if you are
implementing Brazil localization.

Oracle Retail Service Layer (RSL)

Oracle Retail Extract, Transform, Load (RETL)

Oracle Retail Active Retail Intelligence (ARI)

Oracle Retail Warehouse Management System (RWMS)
Oracle Retail Invoice Matching (RelM)

Oracle Retail Price Management (RPM)

N o o oD

Note: During installation of RPM, you are asked for the
RIBforRPM provider URL. Because RIB is installed after
RPM, make a note of the URL you enter. To change the

RIBforRPM provider URL after you install RIB, edit the
remote_service_locator_info_ribserver.xml file.

Oracle Retail Allocation
. Oracle Retail Central Office (ORCO)
10. Oracle Retail Returns Management (ORRM)
11. Oracle Retail Back Office (ORBO)
12. Oracle Retail Store Inventory Management (SIM)

Note: During installation of SIM, you are asked for the RIB
provider URL. Because RIB is installed after SIM, make a
note of the URL you enter. To change the RIB provider URL
after you install RIB, edit the
remote_service_locator_info_ribserver.xml file.

13. Oracle Retail Predictive Application Server (RPAS)
14. Oracle Retail Demand Forecasting (RDF)

15. Oracle Retail Category Management (CM)

16. Oracle Retail Modeling Engine (ORME)

17. Oracle Retail Assortment Space Optimization (OASO)
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18. Oracle Retail Replenishment Optimization (RO)

19. Oracle Retail Analytic Parameter Calculator Replenishment Optimization (APC RO)
20. Oracle Retail Regular Price Optimization (RPO)

21. Oracle Retail Merchandise Financial Planning (MFP)

22. Oracle Retail Size Profile Optimization (SPO)

23. Oracle Retail Assortment Planning (AP)

24. Oracle Retail Item Planning (IP)

25. Oracle Retail Item Planning Configured for COE (IP COE)
26. Oracle Retail Advanced Inventory Planning (AIP)

27. Oracle Retail Integration Bus (RIB)

28. Oracle Retail Service Backbone (RSB)

29. Oracle Retail Financial Integration (ORFI)

30. Oracle Retail Point-of-Service (ORPOS)

31. Oracle Retail Markdown Optimization (MDO)

32. Oracle Retail Clearance Optimization Engine (COE)

33. Oracle Retail Analytic Parameter Calculator for Markdown Optimization
(APC-MDO)

34. Oracle Retail Analytic Parameter Calculator for Regular Price Optimization
(APC-RPO)
35. Oracle Retail Analytics
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