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Value-Added Reseller (VAR) Language

Oracle Retail VAR Applications

The following restrictions and provisions only apply to the programs referred to in this section and
licensed to you. You acknowledge that the programs may contain third party software (VAR
applications) licensed to Oracle. Depending upon your product and its version number, the VAR
applications may include:

(i) the MicroStrategy Components developed and licensed by MicroStrategy Services Corporation
(MicroStrategy) of McLean, Virginia to Oracle and imbedded in the MicroStrategy for Oracle Retail
Data Warehouse and MicroStrategy for Oracle Retail Planning & Optimization applications.

(ii) the Wavelink component developed and licensed by Wavelink Corporation (Wavelink) of
Kirkland, Washington, to Oracle and imbedded in Oracle Retail Mobile Store Inventory
Management.

(iii) the software component known as Access Via™ licensed by Access Via of Seattle, Washington,
and imbedded in Oracle Retail Signs and Oracle Retail Labels and Tags.

(iv) the software component known as Adobe Flex™ licensed by Adobe Systems Incorporated of
San Jose, California, and imbedded in Oracle Retail Promotion Planning & Optimization
application.

You acknowledge and confirm that Oracle grants you use of only the object code of the VAR
Applications. Oracle will not deliver source code to the VAR Applications to you. Notwithstanding
any other term or condition of the agreement and this ordering document, you shall not cause or
permit alteration of any VAR Applications. For purposes of this section, "alteration" refers to all
alterations, translations, upgrades, enhancements, customizations or modifications of all or any
portion of the VAR Applications including all reconfigurations, reassembly or reverse assembly, re-
engineering or reverse engineering and recompilations or reverse compilations of the VAR
Applications or any derivatives of the VAR Applications. You acknowledge that it shall be a breach
of the agreement to utilize the relationship, and/or confidential information of the VAR
Applications for purposes of competitive discovery.

The VAR Applications contain trade secrets of Oracle and Oracle's licensors and Customer shall
not attempt, cause, or permit the alteration, decompilation, reverse engineering, disassembly or
other reduction of the VAR Applications to a human perceivable form. Oracle reserves the right to
replace, with functional equivalent software, any of the VAR Applications in future releases of the
applicable program.
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Send Us Your Comments

Oracle Retail Price Management, Installation Guide, Release 14.1.3

Oracle welcomes customers' comments and suggestions on the quality and usefulness of
this document.

Your feedback is important, and helps us to best meet your needs as a user of our
products. For example:

= Are the implementation steps correct and complete?

* Did you understand the context of the procedures?

* Did you find any errors in the information?

*  Does the structure of the information help you with your tasks?

* Do you need different information or graphics? If so, where, and in what format?
= Are the examples correct? Do you need more examples?

If you find any errors or have any other suggestions for improvement, then please tell us
your name, the name of the company who has licensed our products, the title and part
number of the documentation and the chapter, section, and page number (if available).

Note: Before sending us your comments, you might like to
check that you have the latest version of the document and if
any concerns are already addressed. To do this, access the
new Applications Release Online Documentation CD
available on My Oracle Support and www.oracle.com. It
contains the most current Documentation Library plus all
documents revised or released recently.

Send your comments to us using the electronic mail address: retail-doc_us@oracle.com
Please give your name, address, electronic mail address, and telephone number
(optional).

If you need assistance with Oracle software, then please contact your support
representative or Oracle Support Services.

If you require training or instruction in using Oracle software, then please contact your
Oracle local office and inquire about our Oracle University offerings. A list of Oracle
offices is available on our Web site at www.oracle.com.


http://www.oracle.com/
mailto:retail-doc_us@oracle.com
http://www.oracle.com/




Preface

Oracle Retail Installation Guides contain the requirements and procedures that are
necessary for the retailer to install Oracle Retail products.

Audience

This Installation Guide is written for the following audiences:
= Database administrators (DBA)
= System analysts and designers

* Integrators and implementation staff

Related Documents

For more information, see the following documents in the Oracle Retail Price
Management Release 14.1.3 documentation set:

= Oracle Retail Price Management Release Notes

= Oracle Retail Price Management Operations Guide
= Oracle Retail Merchandising Batch Schedule

= Oracle Retail Price Management Data Model

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https:/ /support.oracle.com

When contacting Customer Support, please provide the following:

= Product version and program/module name

= Functional and technical description of the problem (include business impact)

= Detailed step-by-step instructions to re-create

= Exact error message received

= Screen shots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for
example, 14.1) or a later patch release (for example, 14.1.3). If you are installing the base
release or additional patch releases, read the documentation for all releases that have
occurred since the base release before you begin installation. Documentation for patch
releases can contain critical information related to the base release, as well as information
about code changes since the base release.

Xi
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Improved Process for Oracle Retail Documentation Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
times not be attached to a numbered software release; instead, the Oracle Retail
document will simply be replaced on the Oracle Technology Network Web site, or, in the
case of Data Models, to the applicable My Oracle Support Documentation container
where they reside.

This process will prevent delays in making critical corrections available to customers. For
the customer, it means that before you begin installation, you must verify that you have
the most recent version of the Oracle Retail documentation set. Oracle Retail
documentation is available on the Oracle Technology Network at the following URL:
http://www._oracle.com/technetwork/documentation/oracle-retail-100266._html
An updated version of the applicable Oracle Retail document is indicated by Oracle part
number, as well as print date (month and year). An updated version uses the same part
number, with a higher-numbered suffix. For example, part number E123456-02 is an
updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all previous
versions.

Oracle Retail Documentation on the Oracle Technology Network

Oracle Retail product documentation is available on the following web site:
http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html

(Data Model documents are not available through Oracle Technology Network. You can
obtain them through My Oracle Support.)

Conventions

Navigate: This is a navigate statement. It tells you how to get to the start of the procedure
and ends with a screen shot of the starting point and the statement “the Window Name
window opens.”

This is a code sample
It is used to display examples of code

Xii
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Preinstallation Tasks

RPM is a client-server application. Its client side code runs in a WebStart Java Virtual
machine instance, while its server side code runs in the Oracle WebLogic Server and
accesses an Oracle Database server.

Implementation Capacity Planning

There is significant complexity involved in the deployment of Oracle Retail applications,
and capacity planning is site specific. Oracle Retail strongly suggests that before
installation or implementation you engage your integrator (such as the Oracle Retail
Consulting team) and hardware vendor to request a disk sizing and capacity planning
effort.

Sizing estimates are based on a number of factors, including the following:
= Workload and peak concurrent users and batch transactions

* Hardware configuration and parameters

= Data scarcity

* Application features utilized

* Length of time history is retained

Additional considerations during this process include your high availability needs as
well as your backup and recovery methods.

Installation Guide 1



Check Supported Database Server Requirements

Check Supported Database Server Requirements

General requirements for a database server running Oracle Retail Price Management

include:
Supported on: Versions Supported:
Database Server OS OS certified with Oracle Database 12cR1Enterprise Edition.
Options are:
= Oracle Linux 6 for x86-64 (Actual hardware or Oracle
virtual machine).
= Red Hat Enterprise Linux 6 for x86-64 (Actual hardware or
Oracle virtual machine).
=  AIX 7.1 (Actual hardware or LPARs)
=  Solaris 11.1 SPARC (Actual hardware or logical domains)
=  HP-UX11.31 Integrity (Actual hardware, HPVM, or vPars)
Database Server 12cR1 Oracle Database Enterprise Edition 12cR1 (12.1.0.2) with the

following specifications:
Components:

=  Oracle Partitioning
= Examples CD

Oneoffs:
= 19623450: MISSING JAVA CLASSES AFTER UPGRADE
TOJDK7

= 20406840: PROC 12.1.0.2 THROWS ORA-600 [17998]
WHEN PRECOMPILING BY 'OTHER' USER

= 20846438: ORA-600 [KKPAPXFORMFKK2KEY_1] WITH
LIST PARTITION

= 20925154: ORA-39126: WORKER UNEXPECTED FATAL
ERROR IN KUPW$WORKER GATHER_PARSE_ITEMS

JAVA

= 19672263: GTT SESSION LEVEL STATISTICS RETURNS
ORA-20006

RAC only:

= 21260431: APPSST 12C : GETTING ORA-4031 AFTER 12C
UPGRADE

= 21373473: INSTANCE TERMINATED AS LMDO0 AND
LMD2 HUNG FOR MORE THAN 70 SECS

Other components:

= Perlinterpreter 5.0 or later
= X-Windows interface

= JDK1.7

Note: By default, JDK is at 1.6. After installing the rdbms
binary, apply patch 19623450. Then follow the instructions
on Oracle Database Java Developer’s Guide 12¢ Release 1 to
change JDK to 1.7. The document is available at:

http:/ /docs.oracle.com/database/121/JJDEV /chone.htm#]]
DEV01000

2 Oracle Retail Price Management
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Check Supported Application Server Requirements

Check Supported Application Server Requirements

General requirements for an application server capable of running the Oracle Retail Price
Management application include the following.

Supported on:

Versions Supported:

Application Server OS

OS certified with Oracle Fusion Middleware 11g Release 1 (11.1.1.9).
Options are:

Oracle Linux 6 for x86-64 (Actual hardware or Oracle virtual
machine)

Red Hat Enterprise Linux 6 for x86-64 (Actual hardware or Oracle
virtual machine)

AIX 7.1 (Actual hardware or LPARs)
Solaris 11 SPARC (Actual hardware or logical domains)
HP-UX 11.31 Integrity (Actual hardware, HPVM, or vPars)

Application Server

Oracle Fusion Middleware 11g Release 1 (11.1.1.9)
Components:

Oracle WebLogic Server 11g Release 1 (10.3.6)

WebLogic patches 20780171 & 22248372. See Doc ID 2075927.1 for
details

Repository Creation Utility (RCU 11.1.1.9)
Oracle ADF 11g Release 1 (11.1.1.9)
Oracle Identity Management 11g Release 1 (11.1.1.9)

Note: Oracle Internet Directory (OID) is the supported LDAP
directory for Oracle Retail products. For alternate LDAP
directories, refer to Oracle WebLogic documentation set.

Java:
JDK 1.7+ 64 bit

IMPORTANT: If there is an existing WebLogic installation on the
server, you must upgrade it to WebLogic 10.3.6. All middleware
components associated with WebLogic server should be upgraded to
11.1.1.9.

Optional (required for SSO)

Oracle WebTier 11g (11.1.1.9)

Oracle Access Manager 11g Release 2 (11.1.2.2)

Note: A separate WebLogic 10.3.6 installation is required for
Oracle Access Manager 11g.

Oracle Access Manager Agent (WebGate) 11g Release 2 (11.1.2.2)

Check Single Sign-On Requirements

If RPM will not be deployed in a Single Sign-On environment, skip this section.

If Single Sign-On is to be used, verify the Oracle Identity Management 11gR1 version
11.1.1.9 has been installed along with the components listed in the above Application
Server requirements section. . Verify the Oracle Access Manager Agent is registered with
the Oracle Access Manager 11gR2 as a partner application.

Installation Guide 3




Check Supported Client PC and Web Browser Requirements

Check Supported Client PC and Web Browser Requirements

Requirement Version

Operating system Windows 7 or 8

Display resolution 1024x768 or higher

Processor 2.6GHz or higher

Memory 1GByte or higher

Networking intranet with at least 10Mbps data rate

Oracle (Sun) Java Runtime Environment 1.8

Browser Microsoft Internet Explorer version 11
Mozilla Firefox ESR 45+

Check Oracle Retail Software Dependencies

The database portion of the RMS 14.1.3 application must be installed prior to installing
RPM.

Supported Oracle Retail Products

Requirement Version

Oracle Retail Merchandising System 14.1.3
(RMS)/Oracle Retail Trade Management
(RTM)/Oracle Retail Sales Audit (ReSA)

Oracle Retail Allocation 14.1.3
Oracle Retail Store Inventory Management |14.1.3
(SIM)

Oracle Retail POS Suite 14.1.3

Supported Oracle Retail Integration Technologies

Requirement Version
Oracle Retail Integration Bus (RIB) 14.1.3
Oracle Retail Service Backbone (RSB) 14.1.3

Check Third-Party Software Dependencies

Hibernate 4.1.0 must be downloaded and the hibernate4 jar file just be extracted. The
RPM application installation procedure specifies how to install this file. The link to
download jars is present in the readme.txt inside the hibernate4 folder for RPM software.

4 Oracle Retail Price Management



UNIX User Account Privileges to Install the Software

UNIX User Account Privileges to Install the Software

A UNIX user account is needed to install the software. The UNIX user that is used to
install the software should have write access to the WebLogic server installation files.

For example, oretail.

Note: Installation steps will fail when trying to modify files
under the WebLogic installation unless the user has write
access.

Installation Guide 5






2

RAC and Clustering

Oracle Retail Price Management has been validated to run in two configurations on
Linux:

= Standalone WebLogic and Database installations
= Real Application Cluster Database and WebLogic Server Clustering

The Oracle Retail products have been validated against a 12.1.0.2 RAC database. When
using a RAC database, all JDBC connections should be configured to use THIN
connections rather than OCI connections.

Clustering for WebLogic Server 10.3.6 is managed as an Active-Active cluster accessed
through a Load Balancer. Validation has been completed utilizing a RAC 12.1.0.2 Oracle
Internet Directory database with the WebLogic 10.3.6 cluster. It is suggested that a Web
Tier 11.1.1.9 installation be configured to reflect all application server installations if SSO
will be utilized.

References for Configuration

= Oracle Fusion Middleware High Availability Guide 11g Release 1 (11.1.1) Part
Number E10106-09

*  Oracle Real Application Clusters Administration and Deployment Guide
12c Release 1 (12.1) E48838-08

Installation Guide 7
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RPM Schema

Database Installation Tasks

The RPM database tables are installed with the RMS database schema. RMS 14.1.3 is a
prerequisite of the RPM 14.1.3 installation.

Note: The listed are RPM owned tables. Data on these tables
indicates that a transaction is likely in progress within the
system. Any transactions related to those tables needs to be
completed. Any client owned data (on RPM_STAGE% tables)
should be backed up by the client outside those tables. Any
application owned data (payload data, workspace data — aka
“WS”, and RPM_BULK_CC% related tables) should be removed
by completing necessary transactions to do so (i.e., extract
payload data and execute purge payloads batch; execute the
purge bulk conflict check artifacts batch; etc). All transactional
data needs to be fully processed and purged prior to an upgrade.

RPM_STAGE_SIMPLE_PROMO
RPM_STAGE_PRICE_CHANGE
RPM_STAGE_CLEARANCE
RPM_STAGE_CLEARANCE_RESET
RPM_STAGE_THRESHOLD_PROMO
RPM_STAGE_COMP_THRESH_LINK
RPM_STAGE_MULTIBUY_BUYLIST
RPM_STAGE_MULTIBUY_HEADER
RPM_STAGE_MULTIBUY_RWDLIST
RPM_STAGE_TRAN_PROMO_BUYLIST
RPM_STAGE_TRAN_PROMO_HEADER
RPM_STAGE_TRAN_PROMO_RWDLIST
RPM_STAGE_FINANCE_PROMO
RPM_STAGE_FIN_CRED_DTL
RPM_STAGE_FIN_THRESH_DTL
RPM_CLEARANCE_PAYLOAD
RPM_FIN_CRED_DTL_PAYLOAD
RPM_PRICE_CHG_PAYLOAD
RPM_PRICE_EVENT_PAYLOAD
RPM_PROMO_DISC_LDR_PAYLOAD
RPM_PROMO_DTL_CIL_ITEM_PAYLOAD
RPM_PROMO_DTL_CIL_LOC_PAYLOAD
RPM_PROMO_DTL_CIL_PAYLOAD
RPM_PROMO_DTL_LIST_GRP_PAYLOAD
RPM_PROMO_DTL_LIST PAYLOAD
RPM_PROMO_DTL_MN_PAYLOAD
RPM_PROMO_DTL_PAYLOAD
RPM_PROMO_DTL_PRC_RNG_PAYLOAD
RPM_PROMO_FIN_DTL_PAYLOAD
RPM_PROMO_ITEM_LOC_SR_PAYLOAD
RPM_PROMO_ITEM_PAYLOAD
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RPM Schema

RPM_PROMO_LOCATION_PAYLOAD
RPM_THRESHOLD_INT_PAYLOAD
RPM_CC_SYS_GEN_DETAIL_WS
RPM_CC_SYS_GEN_HEAD_WS
RPM_CLEARANCE_WS
RPM_CUST_SEGMENT_PROMO_FR_WS
RPM_FUTURE_RETAIL_WS
RPM_PROMO_ITEM_LOC_EXPL_WS
RPM_BULK_CC_PE
RPM_BULK_CC_PE_CHUNK
RPM_BULK_CC_PE_ITEM
RPM_BULK_CC_PE_ITEM_GTIT
RPM_BULK_CC_PE_LOCATION
RPM_BULK_CC_PE_OVERRIDE
RPM_BULK_CC_PE_SEQUENCE
RPM_BULK_CC_PE_THREAD
RPM_BULK_CC_TASK
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4

Application Installation Tasks

Before proceeding, you must install Oracle WebLogic Server 11g Release 1 (10.3.6) and
patches listed in the Chapter 1 of this document. The Oracle Retail Price Management
application is deployed to a WebLogic Managed server within the WebLogic installation.
It is assumed Oracle Database has already been configured and loaded with the
appropriate Oracle Retail Price Management schemas for your installation. ADF
11.1.1.9should also be installed on the WebLogic installation.

Installing a separate domain is mandated. It can be called “RPMdomain” (or something
similar) and will be used to install the managed servers. The ADF libraries should be
extended to this domain and the Enterprise Manager should be deployed.

Steps to Install and Configure ADF11g
Follow the steps below to install ADF.
1. Download the ADF installation zip from disk1 and extract it to a stage location.

2. Set the environment variables below:

export JAVA HOME=<location of JDK>
export PATH=$JAVA HOME/bin:$PATH

3. Navigate to Diskl1 directory in stage location and execute the installer command as
below:

_/runinstaller —jreLoc <JAVA HOME>
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Steps to Install and Configure ADF11g

4. The following Welcome screen is displayed. Click Next.

[8] oracle Fusion Middleware 11g Application Developer Installation - Step 10 _ x ‘

OR’ACI_E
Welcome g
q FUSIUN MIDDLEWARE
I\
\f Welcome
i ; I —
Install Software Updates Welcome to the Oracle Fusion Middleware 11g Application Developer = |

T -stet o otare Speales Installer version 11.1.1.7.0.

¢ Prerequisite Checks

i This installer can be used toinstall a new Oracle Application Developer

¢ Installation Location Oracle Home, or to patch an existing Cracle Application Developer Oracle

| Home.

¢ Application Server

| . If you are installing a new Oracle home:

¢ Installation Summary

I Installation Progress . M.al-ce sure you have installed a supported version of Oracle

] WebLogic Server 11g or IEM WebSphere,

J Installation Complete # If the products you are installing require database schemas, make
sure you have created these schemas in your database.
For more information, see the Qracle Fusion Middleware Installation
Planning Guide. = |

Copyright {2) 1996, 2013, Oracle and/or its affiliates. All rights reserved.

| Help | | ﬂext}‘ | Cancel |

| [Elapsed Time: Om 545

5. Select Skip Software Updates and click Next.

© Oracle Fusion Middleware 11g Application Developer Installation - Step 20 - x

Install Software Updates ORACLE' 11

. FUSION MIDDLEWARE

I
'3

Welcome

(3) [skip Software Updates

! Skip Software Updates \_J) Search My Oracle Support for Updates

Prerequisite Checks

Installation Location
Application Server
Installation Summar, () search Local Directory for Updates

Installation Progress

(€ ——€——€——€—EH—€

Installation Complete

| Help | | < Back " Mext = i | Cancel |

| |Elapsed Time: 2m 195
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Steps to Install and Configure ADF11g

6.

Click Next.

© Oracle Fusion Middleware 11g Applicgtjon Developer Installation - Step 30 - x

Prerequisite Checks

c——C——€——€—€ @€

Welcome

Skip Software Updates
| Prerequisite Checks

Installation Location

Application Server

Installation Summary

Installation Progress

Installation Complete

ORACLE 11
FUSION MIDDLEWARE
Selectior{ Check | Progress | Status |
Checking operating system certific... 100% W
Checking recommended operating... 100% v
Checking kernel parameters 100% v
Checking Recommended glibc ver... 100% [
Checking physical memary 100% v

[+ Checking operating system certification

- Checking recommended aperating system packages
-+ Checking kernel parameters

-+ Checking Recommended glibc version

M & Cloclicn el eiesl

-

| < Back " Next > |

| Cancel |

|Elapsed Time; 3m 29s
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Steps to Install and Configure ADF11g

7. Enter the details as below:
Oracle Middleware Home = <This should be the Middleware Home location where
Weblogic has been installed>. For example: /u00/webadmin/product/wls_retail
Oracle Home Directory = <leave this as default>. Eg: oracle_common
Click Next.

[8] oracle Fusion Middleware 11g Application Developer Installation - Step 40 _ x

Specify Installation Location ORACLE 11

. FUSION MIDDLEWARE

I
'3

Welcome

Skip Software Updates
Prerequisite Checks

| Installation Location

Application Server
Installation Summan Oracle Middleware Home: min;product;fmwj'vws_app| v| | Browse

Installation Progress

c—C——&—€|EHe—a—=

Installation Complete

The Oracle home will be created under the Oracle Middleware Home location with
the given name.

| Help | | < Back || ﬂext>i | Cancel |

| |Elapsed Time:1m 49s
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Steps to Install and Configure ADF11g

8. Select WebLogic Server and click Next.

'E Oracle Fusion Middleware 11g Application Developer Installation - Step 50 _ x

Application Server

a

ORACLE g
( FUSION MIDDLEWARE 1 1

T Welcome

Skip Software Updates

Prerequisite Checks @ WebLogjc Server

Installation Location

= ——C

i Application Server

Installation Summary

Installation Progress

O —— ——f —

Installation Complete

Home.

WLS installation detected, WebLogic Server support available in this Middleware

Cancel

9. Click Install.
(E Oracle Fusion Middleware 11g Application Developer

Installation Summary

|Elapsed Time; 9m 195

-

Installation - Step 60 — x

ORACLE

( FUSION MIDDLEWARE 1 1

Welcome [=-Install Oracle Application Developer

Skip Software Updates
Prerequisite Checks

Installation Locatioh

Application Server

A~ —— ——€ ——€

Installation Summary
Installation Progress

Installation Complete

F}---Direnury Details
liddleware Home Location: fscratch/uld/webadmin/product/fmw,wis

Oracle Home Location: /scratch/ul0fwebadmin/product/fmw/wis_app
pRlication Server Type: WebLogic Server
b, Application Server Location: /scratchjuld0/webadmin/product /fmw)wl
- Disk Space
equired: 1080 MB
vailable: 333320 MB
- Applications
- Oracle Enterprise Manager

]

3

Save Response File:

change in the pane an the left.
To install this configuration, select Install.

Ta change this configuration before installing, select the topic you want to

Install Cancel

|Elapsed Time: 13m 14s
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Steps to Install and Configure ADF11g

10. Click Next.
rE Oracle Fusion Middleware 11g Application Developer Installation - Step 7 0 _ X

Installation Progress ORACLE 113
( FUSION MIDDLEWARE

eI,

I [a]
| —
Skip Software Updates [ EEDOIEsS
! 100% |
T Prerequisite Checks Campleted .
|
{ Installation Location Install Log jul0/oralnventary/logs/install2014-10-16_10-33-4&6PM.log
| -
T Application Server Installation Successful.
| ) Starting execution of post install scripts
Installation Summary - . .
] Execution of post install scripts completed
) Installation Progress | _|
Kl 0
Oracle Fusion Middleware N
Extreme Productivity
_
ORACLE
I |Elapsed Time: 14m 24s

11. Click Save to save your installation details and click Finish.
[8] oracle Fusion Middleware 11g Application Developer Installation - Step 8 0 _ x

Installation Complete ORACLE 11

( FUSION MIDDLEWARE

T Welcome [=}-Install Oracle Application Developer
| g .
p Skip Software Updates E-Directory Details
| liddleware Home Location: /scratch/ul0/webadmin/product /fmw/wis
Prerequisite Checks L .
l Oracle Home Location: /scratch/u00/webadmin/product /fmw/ws_app
T Installation Location pplication Server Type: WebLogic Server
i i _— L ;
Applicatian Server Application Server Location: /scratch/u00 fwebadmin/product ffmw/wl
I [=-Disk Space
if - o D S PTYery racle Home Size: 1076 MB
| ; S—
T Installation Progress | § ™ Available: 332228 MB
I | |lation Compl [=}-Applications
i Installation Complete ;
= P “-Qracle Enterprise Manager
q »
Save Installation Details:
QOracle Application Developer installation completed successfully
I |Elapsed Time: 17m 545
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Steps to Create the Domain with ADF Libraries and Enterprise Manager:

Steps to Create the Domain with ADF Libraries and Enterprise Manager:

1. Set the required environment variables

export JAVA HOME=<JDK_HOME>

export PATH=$JAVA HOME/bin:$PATH

export WLS_HOME=<This should be the Weblogic Home location>
(Example:/u00/webadmin/product/wls_retail)

export
ORACLE_HOME=<WLS_HOME>/oracle_common(Example:/u00/webadmin/product/wls_retail/
oracle_common)

2. Change directories to $WLS_HOME /wlserver_10.3/common/bin and run the
config.sh scripts to create the new RPMdomain with Enterprise Manager. The
following screen is displayed. Select the default and Click Next.

Welcome

ORACLE

@ Create a new WebLogic domain

Create a Weblogic domain in wour projects directorny.

O Extend an existing WebLogic domain

Use this option to add new components to an existing domain and modify configuration settings.

[Eme] [ ]
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Steps to Create the Domain with ADF Libraries and Enterprise Manager:

3. Select the Oracle JRF and the Oracle Enterprise Manager. Click Next.

Fusion Middleware =

Select Domain Source

ORACLE

® Generate a domain configured automatically to support the following products:

|Orac|e Enterprise Manager - 11.1.1.0 [oracle_common]|

[ cracle WSt Policy Manager - 11.1.1.0 [aracle_common]

[] oracle wsr Palicy Manager - 11.1.1.0 [as_1]

[ ©racle |RF WebServices Asynchronous services - 11.1.1.0 [oracle_cammon]

[] @racle |RF WebServices Asynchronous services - 11.1.1.0 [as_1]

Qracle JRF - 11.1.1.0 [aracle_comman]

[ Basic WeblLogic SIP Server Domain - 10.3.6.0 [wiserver_10.3]

[ oracle Classic 11g-11.1.1.2.0 [as_1]

[ wieblogic Advanced Web Services for J4x-RPC Extension - 10.3.6.0 [wiserver_10.3]
[ webLogic Advanced Web Services for JA%-WS Extension - 10.3.6.0 [wiserver_10.3]

) Base this domain on an existing template
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Steps to Create the Domain with ADF Libraries and Enterprise Manager:

4. Change the Domain name from the default. For example, RPMdomain. Click Next.

——
Fusion Middleware Configuration Wizard 22115 5@,

Specify Domain Name and Location

ORACLE
Enter the name and location for the domain and its applications:
Diomain name: | RPMDI\Jmain |
Domain location: | Sud0fwebadmin/product fuds_retail fuser_projects/domains | | Erowvse |
Application location: | Sul0fmebadmin/product feds_retail fuser_projectsfapplications | | Browse |
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Steps to Create the Domain with ADF Libraries and Enterprise Manager:

5. Enter ‘User password’ value and ‘Confirm user password’ value (same as user
password).

User password=<password>
Confirm user password=<password>
Click Next.

Fusion Middleware Configuration Wizard (on bIr2211513) | R A l

Configure Administrator User Name and Password

ORACLE’

7' Discard Changes

Thame: | weblogic

Tser password: | rirtrtrtrirty

*Confirm user passward: | ‘“"‘““"""“‘1

Dezcription: | This useris the default administrator.
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Steps to Create the Domain with ADF Libraries and Enterprise Manager:

6. Select Production Mode for WebLogic domain Startup Mode. Click Next.

ﬂ Fusion Middleware Configuration Wizard {on msp52618)

Configure Server Start Mode and JDK
ORACLE

Before putting your domain into production, make sure that the production environment is secure. For more information, see the topic
‘Securing a Production Environment' in the WebLogic Server documentation.

wiebLogic Domain Startup Mode DK Selection

() Development Mode

Utilize boot.properties for username @® Available JDKs
and password and poll for applications -
to deploy Sun SDK 1.7.0_121 @ /scratch/ul0/webadmin/produ

Sun |DK recommended for better startup
performance during iterative
development.

(® Production Mode

Require the entry of a username and
password and do not poll for

K2 [l

applications to deploy. O Other JDK

WeblLogic JRockit JDK recommended for Location l:l
better runtime performance and

management.
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Steps to Create the Domain with ADF Libraries and Enterprise Manager:

7.

Select Administration Server as well as Managed Servers, Clusters and Machines.

Click Next.

Select Optional Configuration

ORACLE

Administration Server
Modify Settings

Managed Servers, Clusters and Machines
Add or Delete
Modify Settings

[ Deployments and Services
Target to Servers or Clusters

[] RDEMS Security Store
Modify Settings

. ]
Fusion Middleware Configuration Wizard (on blr22115 E=EEa )
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Steps to Create the Domain with ADF Libraries and Enterprise Manager:

8. Enter the Listen port and click Next.
= Listen port: 17010 (This port must be an open port on the server)

Fusion Middleware

Configure the Administration Server

7 Discard Changes

Mame: | Adminierver |

*Listen address: | All Local Addresses

Listen port: | 17010] |

SSLlisten port: | 172 |

S5l enabled: [
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Steps to Create the Domain with ADF Libraries and Enterprise Manager:

9. Click Add and provide Name and Listen Port for the managed server.

= Name: rpm-server (This is your managed server name)

Listen port: 17011 (This port must be an open port on the server)
Click Next.

Fusion Middleware i IEIQM

Configure Managed Servers

I
ORACLE' |

E‘. Add % Delete ) Discard Changes |:|§\mitch Dizplay

Mame* Lizten address™ Lizten port S5L listen port 55L enabled
= 1| rpm-server | anLocal addresses [~ 17011 nya |
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Steps to Create the Domain with ADF Libraries and Enterprise Manager:

10. Click Next.

Configure Clusters

ORACLE'
E‘. Add 3¢ Deleie T Discard Changes |:|§1m1'tch Display
Mame* Cluster messaging mode Multicast address Multicast port Cluster address

Installation Guide 25



Steps to Create the Domain with ADF Libraries and Enterprise Manager:

11. In ‘Unix Machine’ tab, Click Add and provide Name and an open port for Node
manager listen port as shown below.

* Name: <hostname> (This can be any name or usually your hostname)
= Listen port: 5556 (This port must be an open port on the server)

-
Fusion Middleware i IEIEM

Configure Machines

ORACLE’
Machinge Unix Machine |
CII- Add % Delete 7 Discard Changes
Mame* Fozt bind GID en... Postbind G... Post bind UID en... Post bind ... Node manager listen... Mode manager list...
Sl roswame | O O [notosy  [tocanost 1]
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Steps to Create the Domain with ADF Libraries and Enterprise Manager:

12. Select both the servers from the left and click on the arrow (towards right). The
servers will move to the right and add to the Node manager. Click Next.

- ~
Fusion Middleware i @ﬂu

Assign Servers to Machines I

ORACLE

Select a machine in the right pane. Then select the server{s) in the left pane and aszign them to the machine by clicking the right arrow
button.

Server Machine

I~} Unix Machine

=] ‘b hostname
@AdminSer\rer

@ rpm-server

-+

-
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Steps to Create the Domain with ADF Libraries and Enterprise Manager:

13. Click Create.

s —
'Fusion Middleware Confi i

Configuration Summary

E s

ORACLE

Domain Summary

SuUm mary Wiew
| Deployment

I~ ]

|| RPMDomain (.."uDD,."\mebadmin.."product.."\Ms_retaE
=0 Server
B[ AdminServer
B0 Service

= Shutdown Class
[ Joc-shutdoun
[ oMsshutdawn

=) Startup Class
D JRF Startup Class
D JP% Startup Class
[} opL-startup
D AWT Application Context Stal
D M Fram ework Startup Class
D Web Services Startup Class
[ 1oc-startup
[} oMs-startup

=[] WLDF System Resource
[ Module-FMWDFW

) Deplayments
=]

[

[ S D

Click on an item in the Domain Summary pane on the left to inspect its attributes
in the Details pane below: You can make limited adjustments by clicking Previous
to return to a prior panel. If everything is satisfactory, click Create.

Details

Attribute Walue

Mame Easic Weblogic Server Domain E
Description Create a basic WeblLogic Server domain without installing samp
Author Cracle Carporation

Location Sfecratch/ul0fwebadmin/product fuds_retail fodzerver_10.3co
Mame Oracle Enterprize Manager

Description  Enterprize Manager

Author Cracle Caorporation

Location fscratchful0/webadmin/product fwds_retailforacle_commoan/
Mame emazTemplate

Deszcription emas plugin Template

Author Oracle Corporation

Location fescratchful0/webadmin/product fwdz_retailforacle_commoaon/
Mame Oracle WebCenter EM

Description  This template will install oraclewebcenter.composer shared libi
Author Oracle Carporation

Lacation fscratchfuﬂﬂf\mebadminfproductf\n\ds_retailforacIe_commonfE
[l | ]
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Update the WebLogic.policy:

14. When the domain is successfully created, the following screen is displayed .Click
Done.

-
'Fusiun Middleware Configuratis I on blr22115 =1 — |

Creating Domain

ORACLE

Progress:

[ 100%

Preparing...

Extracting Domain Contents...

Creating Domain Security Information...
Saving the Domain Information...

Staring Domain Information..

String Substituting Domain Files..
Performing 05 Specific Tasks. .
Performing Post Domain Creation Tasks..
Domain Created Successfully!

Ciomain Location: ful0fwebadmin/product fwds_retail fuser_projects fdomains fRPMDomain
Admin Server URL: http:/fblr22115135:17010

ORACLE

[ ][ o ] (] [oove |

Update the WebLogic.policy:

1. After the RPMdomain has been created, update
<WLS_HOME> /wlserver_10.3/server/lib/weblogic.policy file with the information
below.

Note: If copying the following text from this guide to UNIX,
ensure that it is properly formatted in UNIX. Each line entry
beginning with "permission” must terminate on the same
line with a semi colon. Also, the AdminServer must be
restarted for these changes to take effect.

Note: <WEBLOGIC_DOMAIN_HOME?> in the example
below is the full path of the WebLogic domain;
<managed_server> is the RPM managed server created.

grant codeBase
“File:<WEBLOGIC_DOMAIN_HOME>/servers/<managed_server>/tmp/_WL_user/<context_ro
ot>/-" {

permission java.security.AllPermission;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
credstoressp.credstore’, "read,write,update,delete’;

permission oracle._security.jps.service.credstore.CredentialAccessPermission
credstoressp.credstore.*"", "read,write,update,delete’;

¥
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Start the Node Manager

grant codeBase
"fFile:<WEBLOGIC_DOMAIN_HOME>/servers/<managed_server>/cache/EJBCompi lerCache/-
"{

permission java.security._AllPermission;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
“'credstoressp.credstore’, “'read,write,update,delete’;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
“'credstoressp.credstore.*"*, "read,write,update,delete’;

}:

grant codeBase ““Ffile:<WEBLOGIC_DOMAIN_HOME>/Tib/-" {

permission java.security._AllPermission;

permission oracle.security.jps.service.credstore.CredentialAccessPermission '
credstoressp.credstore', "read,write,update,delete’;

permission oracle._security.jps.service.credstore.CredentialAccessPermission **
credstoressp.credstore.*"", "read,write,update,delete’;

}:
An example of the full entry that might be entered is:

grant codeBase
""File:/u00/webadmin/product/wls_retail/user_projects/domains/RPMdomain/servers
/rpm-server/tmp/_WL_user/rpmld/-"" {

permission java.security.AllPermission;

permission oracle._security.jps.service.credstore.CredentialAccessPermission **
credstoressp.credstore', "read,write,update,delete’;

permission oracle._security.jps.service.credstore.CredentialAccessPermission **
credstoressp.credstore.*"", "read,write,update,delete";

}:

grant codeBase
"file:/u00/webadmin/product/wls_retail/user_projects/domains/RPMdomain/servers
/rpm-server/cache/EJBCompi lerCache/-"" {

permission java.security._AllPermission;

permission oracle_security.jps.service.credstore.CredentialAccessPermission
“'credstoressp.credstore’, "'read,write,update,delete’;

permission oracle_security.jps.service.credstore.CredentialAccessPermission
“'credstoressp.credstore.*"", "read,write,update,delete’;

¥

grant codeBase "‘file:/u00/webadmin/config/domains/wls_retail/ RPMdomain/lib/-""
{

permission java.security._AllPermission;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
“'credstoressp.credstore’, "'read,write,update,delete’;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
“'credstoressp.credstore.*"*, "read,write,update,delete’;

¥

Start the Node Manager

1.

Start NodeManager from the server using the startNodeManager.sh at
$WLS_HOME /wlserver_10.3/server/bin

Edit the nodemanager.properties file at the following location with the below values:
$WLS_HOME /wlserver_10.3/common/nodemanager/nodemanager.properties

= StartScriptEnabled=true

*  StartScriptName=startWebLogic.sh.

NodeManager must be restarted after making changes to the
nodemanager.properties file.
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Start the AdminServer (admin console)

Note: The nodemanager.properties file is created after
NodeManager is started for the first time. It will not be
available before that point.

Start the AdminServer (admin console)

1.

Start WebLogic Server from the < WEBLOGIC_DOMAIN_HOME>/bin

Example:
/u00/webadmin/product/wls_retail /user_projects/domains/RPMdomain/bin/sta
rtWebLogic.sh

Create boot.properties file under
<WEBLOGIC_DOMAIN_HOME-> /servers/<AdminServer>/security

The file ‘boot.properties’ should have the following:

username=weblogic
password=<password>

In the above, the password value is the password of WebLogic domain which is
given at the time of domain creation.

Save the boot.properties file and restart the WebLogic server.
Login to the Admin console of the Domain
Example: http:/ /<hostname>:<port>/console

In the below screen, provide username=weblogic and password=<weblogic
password>

Form.jsp P~ B¢ X || @ oracle WebLogic Server Ad... X

ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Log in to work with the WebLogic Server domain

Username:

Password:

Installation Guide 31



Start the Managed Server

ORACLE WabLogc Sarme* ériarion o O

[ — D v g e it [ et iy Y ek, bl | Conicted 1 B

Wen dhaages snd estints

0 peadng devges vl Cick e lenie | Hoome Page
o gt s o e e
Bedrmn

Intormaron anc esnmces

Fensts Costgamisn

Start the Managed Server

After NodeManager is started, the managed servers can be started via the admin console.

1. Navigate to Environments -> Servers and click the Control tab. Select rpm-server and
click Start.

IOR}AC L& WebLogic Server® Administration Console —

Change Center @ Home Log Out Preferences Ry Q Welcome, weblogic | Connectzd to: RPMdomain
View changes and restarts Home >Summary of Servers
Click the Lock & Edit button to modify, add or Summary of Servers

delete items in this domain,

e Configuration = Contral

Release Configuration
A server is an instance of Weblogic Server that runs in its own Java Virtual Machine (JVM) and has its own configuration.

Domain Structure This page summarizes each server that has been configured in the current WebLogic Server domain.
RPMdomain

[$]

B Customize this table

Servers (Filtered - More Columns Exist)

Click the ack & Fditbutton in the Change Center to activate all the buttons on this page.

Mews | | Clone | | Delete Showing 1to0 20f 2 Previous | Mext
[~ | Name & Cluster Machine State Health Listen Port
I | AdminServer(admin) msp52278 RUMNING & oK 17101
How do L.. = [l rpm-server msp52278 SHUTDOWN 17011
New | | Clone | | Delete Showing 110 20f 2 Previous | Mext

» Create Managed Servers

» Clone Servers

» Delete Managed Servers
= Delete the Administration Server

» Start and stop servers
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Change the default (file based) Credential Store to use the Oracle Database

Change the default (file based) Credential Store to use the Oracle
Database

Create Required Schemas with RCU
The RPMdomain we just created by default uses a file based credential store for the
wallet and policies. We need to change this to use the Oracle Database.

Some RCU database schemas are required to change the credential store of the
RPMdomain from the default file based wallet to use an Oracle Database. Specifically,
we will need to create the OPSS and MDS schemas.

The following steps will show you the creation of the database schemas required:

1. Download the RCU 11.1.1.9 zip file and extract it to a new folder named RCU
11.1.1.9. This folder (RCU 11.1.1.9) is used as RCU_HOME for the remainder of this
guide. You may use a Windows version of RCU to create the schemas.

Go to <RCU_HOME>/bin and run ./rcu.

Select Create and click Next.

Repository Creation Utility - Welcome II:II_I

Welcome
FUSION MIDDLEWARE

\I.a Welcome
|

A Create Repository
Welcome to Repository Creation Utility for Oracle Fusion Middleware.

The Repository Creation Utility enables you to create and drop compenent schemas that are part of
Oracle Fusion Middleware.

[] Skip this Page Next Time

Messages:

Help | Next = Cancel
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4. Select Create Repository and click Next.

g Repository Creation Utility - Step 1 of 7 : Create Repository | |

o =] ]
Create Reposito ORACLE 1g
P ry FUSION MIDDLEWARE

g Welcome
1

(%) Create

Create Reposito
P ikl Create and load component schemas into a databaze.

() Drop

i
|

T Databasze Connection Details
1 Remove component echemas from a database.

Mezzages:

Next >
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5. Enter all the fields as explained below and click Next.

a. Host Name: Database server host name which Application will usePort:
Database port (example: 1521)

b. Service Name Database name (example: dvols143)
Username: SYS
Password: <SYS password>

Database Connection Details \ i J — g
L).\-_-"’ Iy FUSION MIDDLEWARE
" &
] Database Type |Orac\e Database '|
/\r\ Create Repository
e Database Connection Details
i Host Mame: |hostname |
2elect Lomponents -
T 2Eleal ol sha: For RAC database, specify VIP name or one of the Node name as Host name.
] For SCANM enabled RAC database, specify SCAM host as Host name.
] Port: [1521 |
] Service Mame: |senricename |

Username: |SYS |
User with DEA or SYSDBA privileges. Example:sys

Password |u"-uu |

Role: [svspEa M|
One or more components may require SYSDBA role for the operation to succeed.

Messages

Help < Back " Mext > ‘ Cancel

6. Prerequisite requirements are verified and the following screen is displayed. Click
OK

Repository Creation UtiIiE = Checkiné Prerequisites ‘ u

Checking Global Prerequisites

LY Initializing repository configuration metadata 00:03.840(sec)
| Obtain properties of the specified database 00:00.100{ms)
| Check requirement for specified database 00:00.100(ms)
% Execute pre create operations 00:00.100(ms)

|
Operation completed. Click OK to continue to next page.
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7. Prerequisite requirements are verified and the following screen is displayed. Click
OK. Expand Oracle AS Common Components and select the Metadata Services and
Oracle Platform Security Services checkboxes as shown below. Enter a new prefix if
needed (the example uses a prefix of “RPM”) and click Next then OK for the
prerequisites check.

Repository Creation Utility - Step 3 of 7 : Select Components - | Ellll
ORACLE’
Select Components - — g
FUSION MIDDLEWARE
A Prefix groups the components azzociated with one deployment.
l () Select an existing Prefix
/l\
T Database Connection Details () Create a new Prefix RPM |
1
&) Select Components Prefix can contain only alpha-numeric characters. Prefix should not
+ T e taxis =tart with a number and =hould not contain any =pecial characters.
] Component Schema Owner |
=0 Oracle AS Repository Components 1=
| EIEFAS Common Schemas
- Metadata Senices RPM_MDS
O Audit Senvices ]
O Audit Services For DES IAUOES
[ Enterprise Scheduler Service ESS
¥ Oracle Plalform Security Services RPM_OFPSS
Repository Creation Utility - Checking Prerequisites 1[
Checking Component Prereguisites L9
| Metadata Services 00:00.110(ms)
| Oracle Platfarm Security Services 00:00.109(ms)

[«]

| |
Operation completed. Click OK to continue to next page.
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8. Enter and confirm your password and click Next.

Note: Make a note of the password you give here as it will
be used later.

g Repository Creation Utility - Step 4 of 7 : Schema Passwords - |E||5|

ORACLE’ 1 g
FUSION MIDDLEWARE

Please enter the passwords for the main and additional (auxiliary) schema users. Password can contain alphabets,
numbers and the following special characters: 3, # , _ Pas=sword should not start with a number or a =pecial

O Specify different passwords for all schemas

Schen swords
I character.
/'[\
] @ Use same passwords for all schemas
'y Select Components Password |...... |
1
lw! Schema Passwords ,—
} Confirm Pazsword [sasaed] |
T Map Tablespaces
O Use main schema pazzwords for auxiliary schemas

Component Owner ‘Schema Password ‘Confirm Password

Messages:
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9.

Click Next, then OK when it states it is going to create the tablespaces if they are

needed.

Repository Creation Utility - Step 5 of 7 : Map Tablespaces ) m| 1'
ORACLE 1 g
Map Tablespaces ——
P P @ FUSION MIDDLEWARE

==l

Choose tablespaces for the selected components. The default and temporary tablespaces are specified in the table

.

below.

| To create new ez or modify tablespaces click the "Manage Tablespaces’ button.
I Component |Schema Owner |DefauItTabIespace |Temp Tablespace

Metadata Services RPM_MDS *RPM_MDS *RPM_IAS_TEMP
] Oracle Platform Securit.. RPM_OPSS *RPM_IAS_OPSS *RPM_IAS_TEMP
b Schema Passwords
1
+ Summary

? Any tablespaces that do not already exist in the =elected schemas wil be
: 5 created.
Click OK to create tablespaces.
Click Cancel to return to the wizard.
oK I Cancel
. ]
* Default tablespaces (specified in the configuration files) are to be created upon confirmation.
Mes=ages:
=
10. Click OK when tablespace creating and validation has completed.
Repository Creation Utility - Creating Tablespaces 5'
Validating and Creating Tablezpaces
% | Check tablespace requirements for selected components 00:00.109(ms)
00:02 406(sec)

% | Create tablespaces in the repository database

|
Operation completed. Click OK to continue to next page.
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11. Click Create to make the schemas.

gRepositorv Creation Utility - Step 6 of 7 : Summary - IDIﬂ
ORACLE g
Summary  —RSRE
FUSION MIDDLEWARE
Welcome Database details:

Create Repository Host Name: m=p52410.us.oracle.com

——

. . Port: 1521
e Service Name: DVOLS143
Select Components Connected As: SYS

Operation: Create

Schema Passwords
Prefix for (preficable) Schema Owners:RPM
Map Tablespaces

(ole—e—<c—¢

I/ Summary i Owner T Type T MName
Metadata Services RPM_MDS Default RPM_MDS
Temp RPM_IAS TEMP
Additional None
Oracle Platform Security Services RPM_OPSS Default RPM_lAS_OPSS
Temp RPM_IAS TEMP
Additional None
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12.Schemas are created, click Close to exit RCU.

Completion Summary

g Repository Creation Utility - Step 7 of 7 : Completion Summary

8 [=] 3]

FUSION MIDDLEWARE

-,
—1 —f
B

@C—C—C—C—

Completion Summary

Database details:

Host Name:
Port:

Service Name:
Connected As:
Operation:
RCU Logfile:

mzp52410.us.oracle.com
1521
DVOLS143
5YS
Create
Chdevelop\DSSireuHomevreulloghlogdir.2013-10-25_13-18wrcu.log

Component Log Directory:  C\develop\DSS\rcuHome\rcullogilogdir. 2013-10-25_13-18

Execution Time:

14 seconds

Prefix for (prefixable) Schema Owners:RPM

Component Status Logfile Time
Metadata Services Success mds_log 00:02.141(zec)
Oracle Platform Security Services Success opsz.log 00:06.719(zec)
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Set up OPSS Schema Data source in WebLogic domain

Follow the below steps to set up the data source with OPSS schema in WebLogic domain
(RPMdomain).

1. Login to the Admin console and go to Services -> Data Sources.

IOR)ACLE WebLogic Server® Administration Console —

Change Center & Home Log Out Preferences d Help ‘ Q Welcome, wehlugic|Connecbed to: RPMdomain
View changes and restarts Home =Summary of IDBC Data Sources
Click the Lock & Edit button to medify, add or Summary of JDBC Data Sources
delete items in this domain.
Configuration | Monitorin;
Lock & Edit nfig O
Rele: nfiguration
A JDBC data source is an object bound to the JMDI tree that provides database connectivity through a pool of JDBC connections. Applications
can look up a data source on the JNDI tree and then borrow a database connection from a data source.
Domain Structure
RPMdomain = This page summarizes the JDBC data source objects that have been areated in this domain.
-Environment =
~Deployments _ _
Er-Services [ Customize this table
(i Messaging Data Sources (Filtered - More Columns Exist)
~~Data Sources
--Persistent Stores Click the Lock & Editbutton in the Change Center to activate all the buttons on this page.
r--Foreign JNDI Providers
~-Work Contexts Hew v Showing 0 to 0 0f 0 Previous | Next
~“XML Registries [
--¥ML Entity Caches [~ | Name % Type JNDI Name Targets
—jcoM
--Mail Sessions There are no items to display
- -
Bl T3 J New v | | Delete Showing 0 to 0 of 0 Previous | Next
How do L. =
« Create JDBC generic data sources

» Create JDBC GridLink data sources
 Create JDBC multi data sources

» Delete IDBC data sources

» Delete JDBC multi data sources

2. Click Lock & Edit then click New -> Generic Data Source.
ORACLE WebLogic Server® Administration Console ‘

Change Center @i Home Log Out Preferences Record Help ‘ Q Welcome, weblogic | Connected to: RPMdomain
View changes and restarts Home >Summary of JDBC Data Sources

Mo pending changes exist. Click the Release Create a New JDBC Data Source

Configuration button to allow others to edit the

domain.

Back | | Next ‘ Finish | Cancel
Lock & Edit

JDBC Data Source Properties
Release Configuration

The following properties will be used to identify your new JDBC data source.

Domain Structure * Indicates required fields

RPMdomain 1=

[-Environment What would you like to name your new JDBC data source?
--Deployments

E-Services F] *Hame: JDBC Data Saurce-0

[ -Messaging
~Data Sources

- Persistent Stores What JNDI name would you like to assign to your new JDBC Data Source?
+—Foreign JMDI Providers
~-Work Contexts F] INDI Name:

5 =

~Mail Sessions
~File T3 Fl
How do I.. =
+ Create IDBC generic data sources What database type would you like to select?

= Create LLR-enabled JDBC data sources

Database Type: Oracle i

SrstemSlatus = Back | | Next ‘ Finish | Cancel
Health of Running Servers
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3. Enter the details and click Next.
=  Name: OPSSDataSource
= JNDI Name: jndi/OPSSDS
= Database Type: Oracle

ORACLE Weblogic Server® Administration Console ‘

Change Center @ Home Log Out Preferences Record Help Q Welcome, wehlngic|cunnen:ed to: RPMdomain
View changes and restarts Home =Summary of IDBC Data Sources

Mo pending changes exist, Click the Release Create a New JDBC Data Source

Configuration button to allow others to edit the

domain. Bach| | Next | Finish ‘ Cancel

Lock & Edit
JDBC Data Source Properties
Release Configuration
The following properties will be used to identify your new JDBC data source.

Domain Structure *Indicates required fields
RPMdomain =

; What would you like to name your new IJDBC data source?

~-Deployments

i -Services 5] * Mame: OPSSDataSource

| B-Messaging

| --Data Sources

| -~ Persistent Stores What JNDI name would you like to assign to your new IJDBC Data Source?

i {~Foreign INDI Providers

| FWork Contexts 4] INDT Name:

| i-xMLRegstries |l | [3nai/opssDs =

| 1XML Entity Caches

| rjcoM

| i~Mail Sessions

L i-FileTa =l
How do L. =)

+ Create JBC generic data sources What database type would you like to select?

Create LLR-enabled JDBC data sources

. Database Type: QOracle j
SratemSiatus = Back| | Next | Finish ‘ Cancel

Health of Running Servers

4. Select Oracle’s Driver (Thin XA) for Instance connections; Versions: 9.0.1 and later
and click Next.

ORACLE Weblogic Server® Adei

Changs Conter i rome 1

Prefrorons (B Recerd Hep @ Weknme, weblogic | Corecies 1 AFFDomain
Virm chamges aed restarts = »Sumemary o Sacurty Sasien vyt e e S e > Samenary of IO Dits Sources

it et e exst ik o Helease Lreate a Bew JDB Data Source
Corguraton bution 1 slow $ihers 1 et e

Back| [tamt] | 7] | [cancel)

200C Data Source Properties

T i propestes sl be s 5 sty yoar raem JOBC dets smurce

Catabase Type: crace
e [P * canes Pat o s exchty mporied by Orie TebLage Server

Databae rver: “Crachy's Driver (Thin XA) for Instance conmections. Viesions 901 and late =

Back| | Wext | Fean | Cescel

5. Click Next.

ORACLE WabLogie Server® Adminisirstion Consels

Change Center B rome Log Ot Prefererces B Record vep @ Wekame, weblogic | Comecied o APPDoman
i [T e T ——— T
4o parding cranges wurt. Cick the Seeser Create a ew J00C Duta Sosrce
Confguraton button & alow others & adt e
— Saca | (e | [P | [cancel
Trampetnon Uptrns
Yo A JDBC e 15 1 v atabate Sirvechon e e s euste, The dalh seurte ol Sucert bl Earaachir aed e B Tt e Commt (i Bartation riscs, 1 Siber arsation sl shen coRurd e dalatie

Bock | st | [ | [ cancel
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6. Enter the details of the OPSS schema we just created and click Next.
= Database Name: <DBName >(i.e: dvols143)
= Url -jdbc:oracle:thin:@<hostname>:<1521>/ <servicename>
= Host Name: <DB Host Name>
= DPort: 1521

=  Database User Name: RPM_OPSS (This is the OPSS schema which has been
created using RCU earlier in this document.)

= Password: <password> (Password given at the time of OPSS schema creation)

YW vm——— |

) tiome Lo Cut Preferences [ fuecond el a Welcome, webloghc

Create a Mew JUBC Data Source
Test Confguration | | Back| |Mext| || Finsn| || Cancel

Test Database Conmection
Test the datainase gualabdty and the enecsen posertes yau poaded

Whet s the Al cadkage nere of JOBC driver chass uaed b creals detsbast comedbions in e cormction poal?

Driwee Clays Rase: oracle b xa chant Ovace [

What s the LAL ¥ the database to connect to? The format of e UAL varies by J00¢ dver,

s jabc:aracle thin @mephad
What daIahASE BICDUAT USEr NEME 0 FOU WaNE 10 USE 1) Teate datahane Soenectans
Database User Mame; RPM_OPSS

o o 1 S ——

Passwend:
System Status

Heait of Ruprng Servers Confms Password:

What are e propertes i pass i e JDBC drier when reabng datzhase coenections’

Froperties:

uses=SIN 0PI

7. Click Test Configuration and make sure you can connect to the schema successfully.
Click Next if you can connect. Click Back if it does not connect and check your
settings like URL syntax ( jdbc:oracle:thin:@<hostname>:<1521>/<servicename>) ,
username and password.
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ORACLE Weblogic Server® Administration Console

‘Change Center

View changes and restarts

No pending changes ssist, Click the Relesss
‘Configuration button to allow others to edit the
domain,

Lock & Edit

Redease Ci

(@) Home Log Out Preferences

Home > Summary of JDBC Dits Sources

Record Help Welcome, web\ogl'c|Comvecmd to: RPMdomain

Messages

o Connection test succeeded,

Create a New JDBC Data Source

Test C

BmNm‘Fwsh|Canud

Domain Structure
RPMdomain
% Environment

=]
» Craste JDBC ganeric data sources
» Craste lR-ensbled JDBC dsts sources
System Status =]
Heslth of Running Servers
Failed [0)

[ Waming(@)

8.

ORACLE Weblogic Server® Administration Console

Change Center

View changes and restarts

Mo pending changes exist, Click the Release
‘Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure

RPMdomain
-Environment

9.

Test Database Connection
Test the darabase vailsbility 2nd the connection proparties you provided,

What i the full package name of JDBC driver clss used to craste datsbass connections in the connection pool?

Driver Class Name: oracle jdbe. OracleDriver

What i the URL of the database 0 connect to? The format of the URL varies by JDBC driver,
URL: jdbc:orack:thin:@msps24

What dstsbase scoount user name do you want to uss to meate datshase connections?
Database User Name: RPN_OPSS

What s the database account password to use to oreste datsbase connections?

Confirm Password:

What are the properties to pass to the JDBC driver when aresting database connections?

Target all the servers (AdminServer & rpm-server) and click Finish.

(@) Home Log Out Prefirences [B] Record Help | wE\mme,ueh\ogm|&nnxmdm: RPMdomain

Home >Summary of JDBC Dets Sources
Create a New JDBC Data Source
Back | | Mext | Finish |Camﬂ

Select Targets

You can select one or more targets to deploy your new JDEC data source, If you don't select a target, the data source will be oeated but not deployed. You will need to
deploy the data source at 2 lster time.

Servers

I7 Adminserver

[% rpm-server

Back | | Mext | Finish

Click Activate Changes to get them incorporated into the domain.

ORACLE WebLogic Server® Administration Consola

‘Change Center
View changes and restarts
Panding changes avist, They must be activaned
o ke effect,
& Activate Changes
Undo All Changes

Domain Structure

XML Registries
XML Entiry Caches
jcoM
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@) Home Log Out Preferences

Home > Summary of JDBC Dets Sourcés

Record Help | Welcome, weblugic‘ Connected to: RPMdomain

Summary of JDBC Data Sources

Configuration | Monitoring

A JDBC data source is an objact bound to the JNDI tree that provides dstsbase connectivity through 2 pool of IDBC connections, Applications can look up 2 dats sowrce on
the JNDI wee and than bomow 2 datzbase connection from 2 data source,

This page summarizes the JDBC data source objects that have been created in this domain,

[ Customize this table

Data Sources (Filtered - More Columns Exist)

New~| | D Showing Lt 10f 1 Previous Nex
I | name & Type INDI Mame Targets

[ | oPSSDatzSource Generic ndiOPSSDS AdminServer, rpm-server

New s Showing 110 10f 1 Previous Next
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10. Once the changes have been incorporated into the domain, a message is displayed
notifying you that the changes have been activated.

ORACLE Weblogic Server® Administration Console

Change Center

View changes and restarts

Click the Lock & Edit button to modify, 2dd or

delete items in this domain,
Lock & Edit

&) Home Log Our Preferences [B] Azcod Help ‘ Q Welcome, web\ugic|o:m\ecuad 01 RPMdomain
Home =Summary of JDBC Dats Sources.
Messages

& All changes have been activated, No restarts are necessary,

v of JDBC Data Sources

Configuration | Monitoring

Domain Structure

RPMdomsin
B Environment
- Deplyments

Persistent Stores.
weign INDI Providers

« Create IDBC generic data sources
+ Create IDBC GridLink dats sources

+ Crezte IDEC mufti datz sources

A JDBEC data source is an object bound to the INDI tree that provides database connectivity through a pool of JDEC connections, Applications can look up a data source on
the INDI tree and then bomow 2 database connection from a data source,

This page summarizes the JDBC data source objects that have been orested in this domain,

[ Customize this table

Data Sources (Filtered - More Columns Exist)
Click the Lock & Edit button in the Change Center 1o activate all the buttons on this page.

New Delete Showing 1to 1of 1 Previous Nest
™ | Hame & Type INDI Name Targets
I~ | oPssDataSource Genaric JIOPSEDS AdminServer, pm-server

New Delete Showing Lt 1of 1 Previous Nest

Installation Guide 45



Change the default (file based) Credential Store to use the Oracle Database

Associate Policy Store to Database

Follow the steps below to re-associate the domain policy store from file based to using
the database:

1. Login to the WebLogic EM console (i.e.: http:/ /<Host Name >:17101/em).

ORACLE Q
Enterprise Manager 11g
Fusion Middleware Control

Login to Oracle Fusion Middleware Control
Farm Farm_RPMdomain
* o e
* Pt

[1ogin|

You can manage, maonitor and diagnose the SOA infrasructure, as. N -
el st composte cppiators o dely. o can s e e e
S service endpoints, You can akso test Wb service endpoints and maonitor

Finding a feature in Emerprise Manager i now easy with menus,
Well-designed menu navigation makes the product sssy to leam and

5] Complete Security and Audit M.
[5 Configure Logging and Search Log Files

2. Expand the WebLogic Domain and click the RPMdomain.

ORACLE Enterprise Manager 11g Fusion Middleware Control
Firemz | Topology

Sewpy Hely LogOut

- RPMdomain Logged in 25 weblogic
1[4 Farm_RPMdomain (] weblogic Domain Page Aefremtied Oct 25, 2013 4:42:48 P 207 (0
El [ Applicstion Depk
Fl [ Weblogic Domain = Summary &+ E Clusters @o- =
© 3l R , P — ]
&l AdminServer General (ef To configure and Cluster Defauk Losd 225500
i — ee———— et itloge | Name o Cuser O o S0
R Domain, use the Orade ddress Mode I Type
Administration Server Host msp52278.us.orade.com jic Server o fond
Adminiswration Server Listen Port 17101 Administation Corsole,
Fl Servers @8- H ol
E Deployments DS~
H mup
Hup
e —
T e —
5 Active
Name States  Host Chuster Lsten Port _}l:::; " Stat =
= eation D
5] AdminServer G meps22. 17100 2 Ebl et
(5] rpm-server O mepsz2. Unaval. Unavai. Unavail

<1

u

L S S,
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3. Select the dropdown WebLogic Domain->Security->Security Provider Configuration.

OIRACLE Enterprise Manager 11g Fusion Middleware Control Setwp Helpy  Log Out
FiFamz | S Topology
= RPMdomain @ I e
1[4 Farm_RPMdomain [F3] Weblogic Domsin . Po= Refresfied Oct 25, 2013 4:12:48 PM DT ()
B (3 Appiication Deploymens Home
Fl () Weblogic Domain @+ E Clusters @e- =
3] oot s , savch @
&5 AdminServer = To configure and Chster Defa Losd SO
Logs 1 — i . Clustar . L
& romeserver Monoge s Wellook | = SeVe pigen  Messoing gl %:m
cracom Yok ol Seryer - o ik
Port Ussge Adminisraton Console. Chsters
Application Deployment ¥ @8- [ o]
£ Deployments @D~
Web Services s
q ADF Domain Configuration muo
u Seaurity E Credentisls
Metsdsts Repositories Hup
JDEC Data Sources Sequity Provider Configuration
System MBean Browser
Application Policies t::‘ @ .
[ Weblogic Server Administraton Console Agplication Roles 1 [ Asplkatn L
) 1 [33) Internal Applications -
General Information System Polices
S|
El Oracle WebLogic Domain Resource Cent  Audit Policy
Before You Begin Audit Store
(@) What is an Oracle Weblogic Server Domai®
-~ N .

4. Click Change Store Type.

ety Frovde Cinlguaton »
Bttt
A chamgm mads @ e gy FRGERT B W e b ek e

Comfigere Seourity Sores 0 famn]
Lpaoh el aonbuin b eI B sk, Tedetal ad Levesm

ey trow (BT -

LB Serres Eurtmis
upunie el (oo st L s, Ao st e el 4 st LEAP vy B st sf it

= i

* et Tl Ll et

Rt Mok Dl

Ay o s iy ey pevrder it cpfpeiion o B oy vt T npmofy By vt U9, erde e el vt e e e e, Ul Cile Feoper, il Ao, it Ty e o
Srmered g o B ones o refng daing. v o O

* st D
s b Dmar T

e R e

Py ey Frogerisey
Yot by b elimor ety it b el g i
it Ly ¥ Toecad o
- [ —
P Vi " s
o ey Bk s
Fermarae = el g
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5. Select Oracle Database in the Store Type drop down.

Sevnrity Fopvabar Dgalegurslion s | olpor Lo b U
) et a
Al B Sl & s b it 3 b vl Lk el

_:h:-l;: o Came|

s Tups Doncle ke
LEs
P wobf rmbreti b ot b LS e, P e T bl e ] B LEAP ey o et e e, L
.
b
i 5t ot
S T

8 Pt B i i e g ot ity e, e iy Ui vl £, b B el 4 s e i Progprters, (AL ol D e el
ieirel wak of T ety 6 O bl 0

[T
e

e ]
Fukcy Wi Fragres

Sppoh) poky B0 DI WECIT [Vl B08 1 DI Wt [ Tl
ki e B e I
mad

By Mt B -
[ et we
L —T g Tt h

6. Click Select and select jndi/OPSSDS JNDI name. Click OK.

7. Enter the values:

= Provide OPSS schema username and password configured while creating the
schema with rcu

= Root DN= cn=RPMPolicies
= Select ‘Create New Domain’

=  Domain Name=RPMdomain (This must be the domain name which has been
created earlier in this document)
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8. Click OK.

RPMDomain g
Al Webtogic Doman +

Security Provider Configurason >

Logoed a3 weblog
() Information

AN chareyes made in s page roguire o serves restart ks take effect.
Confiqure Security Stores
Spry server spmoe aftrbues fa reasocatr the poley, Gredenital and ke yateres.
Store Type | Cracle Datsbase =]

Database Server Detaiks

s Scurcm HDE Navre. | 3k [OPSSTS

we VAL jdbcoradesthin: Gmep 120 13us.orade. com: 152 LDOLSPO LAPS
Hame [ RPM_OPSE

* Paseord asasnn

* Confim Password

CDEE Data Scurce Nase:
Data

Prc

Root Node Detaibs

i chek DK,

e this section to define provider specific configuration for ths secunty store. To soecfy the rool DN, enter the desred 1ot name and domain name. Linder Custom Proper tes, dick Add, eniter the name and desred value of the property in the resultng dalog,
* Rt N
Create Mew Deman (¥

* Cuoemaies M | APMDomsiry

Py Sare Properties

propmrty fa

x gettng
Eruabie Ly Load [

9. C(Click Yes.

& Confirmation

The change requires the restart of management domain. Are
you sure you want to change security store provider?
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10. The message Configure Security Stores — Completed Successfully appears. Click

Close.

& Confirmation
B Configure Security Stores - Completed Successfully

% Hide

SLArLiTy LU g oL wrouTinign Sl S

Set up security provider reassociation successfully.

Checked and seeded security store schema successfully, ~

Succeeded in migrating data.

Tested IPS Service
N Updated security store reassociation configuration,
i Completed migrating credential store.

Starting to migrate keystore...

B Set up security provider reassociation successfully.
Checked and seeded security store schema successfully,
Succeeded in migrating data.

g Tested IPS Service

Updated security store reassociation configuration.

Completed migrating keystore.,

Starting to migrate audit store...

Set up security provider reassociation successfully.

Checked and seeded security store schema successfully,

Succeeded in migrating data.

J Tested IPS Service W

Updated security store reassociation configuration.

fi

The following screen appears:

== Ny T e —————

B SAloman &

B ———
T ——
L e— ]

B b o st ot i gy I | il e oyt e T s g e o Ve

S ity ok { et ion
a0 P gt 4 ot e gt ety B Tt e g, ey g g matsiey gt By e Hevoen s
sy e

L L T T L Y R
Dhamgn Thorn Topm | . 0

< Bl rem it ] e e o Rt 0o HL W BB

11. Restart the WebLogic domain.
12. Restart the RPMdomain to get the change to take effect.
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Configure LDAP authentication Preinstallation Steps (Initial Login to RPM)

In order to Login to RPM after the installation is done, you need to complete the
following pre-installation steps.

1. Make sure that you have access to a working LDAP server.

2. Create an LDAP connection user with the necessary rights to do sub-tree searches on
your users and groups respectively. This user can be named anything but
“RPM.ADMIN” is used in this document. This same user should be given as an input
for ‘Search User DN’ on the ‘LDAP Directory Server Details’ screen while installing
the RPM application. This is the user which RPM uses to login to LDAP and perform
the necessary search in the LDAP.

3. Follow the below steps to create the ‘example:RPM.ADMIN’ user.

a. Open your OID connection by launching ODSM (Oracle Directory Services
Manager).

01D - orcladmin
ko {fmspS 265 Lus.orade com: 3060

e e [riearciadmn

* Password

StrtPsge Home [=)
Coowright © 2009, 2017 Orade andjor s s¥flates. Ml rights reserved.

Remove. Connect | | Cancel

b. From the OID Connect dialog, click the Connect button.
c. From the Oracle Internet Directory Welcome Screen, select the Data Browser tab.
The Data Browser tree shows how to find the “cn=Users” element.
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Diractory Sarvices Manager

& Fome | %2 Data Browser | 8, Sctema | B Seurity | 00 Advarnedt

B Advanced F
N 0 (et oo i
% Data Tree
IBTARL/ S oXn Distinguished Names dc=zx
Hroot
Ao —_—

i
i =G

Attributes Sublres Access  Local Access

Wiews Mansged Attributes

+
ey MO
domai
o
Uptional Attributes

[ Ll ik 1o marage which cotional attributes are shown ek

e optioral atiribates are currently shomm, ik the in sbove o add attributes b be deplayed,

d. From the Data Tree panel of the ODSM screen, navigate to “Users” branch.

Diractory Sarvices Manager

(& Home | %2 Data Browser L Secrity | 6 Advarced

, @ & | Advanced -
Jusels Boply || Rewert
2 Data Tree

IBTRARL/ ooy
i LR

Wirws Managed Atributes ~

+

tame

orclContainer
Optional Attributes

o manage which optionsl stiributes are show

cnadefault. onspwdPolices, cnaLommon, ceProducts, on=OradeContext,dc s, dosorade, dcscom

e. Onthe “Users” screen, press right mouse button with “cn=Users” highlighted
and select “Create” from the drop down menu panel
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In the Object Class field, click the + icon to add the following Object Classes

top

orclContainer
organizationalperson
orcluser

person

orcluserv2
Inetorgperson

Note: Only one Object Class can be added at a time so the

next few steps will need to be repeated until all of the Object

Classes have been added.

+ %
Rl —
ko the add icon sbove o add & new row.

Parentof the ey
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g. From the Add Object Class menu, select the “top” object class.

Add Object Class g

Select o object dss b ack the object dass st of the rew eniry,
R e R

Seach togl ® =

h. From the Add Object Class menu, select the “orclContainer” object class.

i.  When finished adding in all the Object Classes the screen will look as it does
below. Then In the Parent of the Entry field enter the following:
cn=Users,dc=us,dc=oracle,dc=com

Chodse the bipe SFLOAP entry o creste usng the Dbiect Class, then choose the panent of the enry usng the browse res.
Entry Properties
+ 35

arprissinaPesn
arciser

person

el

Paetofthe S melisersdoms, o mrace drmcon

j.  Click Next. The Mandatory Properties dialog is displayed.
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k. From Mandatory Properties dialog, enter in the following and click next:

- on= RPM.ADMIN
- sn= RPM.ADMIN
- Relative Distinguished = cn

. Make sure the information on screen is correct. Press Finish to create the
“RPM.ADMIN” user.
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When the “RPM.ADMIN” user is created a screen similar to the one below is
displayed when clicking on the new RPM.ADMIN user.

Directory Services Manager

LA ) RPMADMIN Aoy | Rt

t4 Data Tree b

j ‘3 T rﬂ aL '/ = 1_ ® Dislimguis hed Namnee: cn=RBMADMI, =L e

3 meCraceCorasst

[ crv=x sckeSchemaiersion

Contact Information

m. On the Person tab and enter the following Basic User Information:
— First Name: <rpm>
— Last Name: <admin>

— Email Address: <rpm.admin@mycompany.com>
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n. Click the Attributes tab.

Directory Services Manager

U 0" RN

t4 Data Tree

u B \f n ‘ y =l 4: ’ 'ﬁ Distinguished Mame: on<RPM.ADMIN, sl lsars, 4o sy, de sorade, descom

» [ enwrndecanteyt A Created by: cnsordadmin madfied by: hesrdadn

o [l a=OradeSchemaiersion Created al: Novesber 10, 014 1224 AMEST  Mocified ot November 10, 2004 153438 AMEST

(B emmreplcaition configurntion . .

» G ri=Server Configur ations | Pemn (Attributes| Subtveehcoms | Locel Acess

5 Em-nlnwlg-hnrp . " .

4 Gpecmaom y
4 @ denorade "o RPMLADMIN +

- T

o [l enwCalendr Sarver *  adein 4

RPM.ADMIN Aly | Revert
@ | et

+i
Hame
> @l on=ALDITOR_MARAGER I8 p -
aroCoraaner

» Ul n-0cs PORTAL USRS b Wi -
> Bhormem ordser
2 gk en=RETAIL _ASTHE TASK_J08 o
» [ cnmoraeContet = Optional Attributes
Bl crreim o e which datwh e
4 M avgeers e . sy shrowm, cick t ahove b ankd it
> § swALDITOR_MANAGER
o cveBVER
» B or=FINANGE_MARAGER.
o § eveordsdmin
> @ m=mmUC
3§ ceREMADMIN
> oeRESA_ADMIMISTRATOR,
& ov=hEss_auommor
> B w=RESA U
B o=RETAIL ASTHC TASK SR,
[ e RPHADHIN |
B o=STSTEM_AMINISTRATOR. +
C [— —

0. Click on the Add Optional Attributes button and select:
— Given Name: <rpm>
— Mail: <rpm.admin@mycompany.com>
— Uid: RPM.ADMIN
— User Password: <password>
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p. Enter the following information and click Apply:

— Given Name: <rpm>

— Mail: <rpm.admin@mycompany.com>
— Uid: RPM.ADMIN
— User Password: <password>

. RPMADMIN Apohy | Revert

Distinguished Mame: maifh.

wt Managed Atrbuaes =

+ i
o +x

Directory Services Manager

Q, @t | Mbeanced
E Data Tree
AETRLE/ SRS Distinquished Rame: -

i) RPMADMIN Ay || Revet

[ Confimatica X

Changes have heen appled suoceasfilly

Peren  Mtribetes | Submee Aess | Loenl Acress
wns Managed Atirbates v
b + 0
+
8 Hame
" ercontniner
organmstonaberson
ondhger
optional Attributes
Gl 10 manage which cononal atirbutes are shawn belo
4 RPLADMI +
webmmerd  wennae
rom. s Barade.com + 2
] +%

4. Create the Application Admin user who will have access (Login) to RPM.

a. 1fyou are installing other Merchandising applications you should have already
created RETAIL.USER. If you do not have RETAIL.USER already created in
LDAP, create “RETAIL.USER” following the same procedure described for
creating the RPM.ADMIN user above.<<already present
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5. Create a Group called “rpm_secure_users”. All users need to be a member of this
group in order to login to the RPM application.

Note: The RPM code looks for a group named
“rpm_secure_users” so it is imperative that the group be
named “rpm_secure_users”.

6. Example: Using OID 11.1.1.9, the steps to follow are:

a. Open your OID connection by launching odsm (Oracle Directory Services
Manager). A screen similar to the following is displayed.

b. Click Connect to a directory and select your OID directory.
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c.
d.

From the OID Connect dialog, click the Connect button.

From the Oracle Internet Directory Welcome Screen, select the Data Browser tab
The DataBrowser tree shows how to find the “cn=Group” element.
Directory Services Manager

(&) Home | 2 Daka Browser | g Schens

= @ Advnced
2 Data Tree

auun
FETRL/SEXY
a ot

Distingetehed ame:

) ensoracke internet drectory

Aoy || Revert
5 Managed Attbutes +
: +
3
tame:
doman
™
Oplional Attribules
q ok M

anage

e.
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From the Data Tree panel of the ODSM screen, navigate to
dc=com,dc=oracle,dc=us,cn=Groups.

Diractory Sarvices Manager

J Groups

Distinguishied Ramse e

s

Apgly | Revert
Attribetes

Sublres Aocess

Lacal Acoess

Veewets Managed Attriutes =
Hame.
ordCantaner
Optional Attributes
(G chck 0 manage which cptonl atrunes are shawn bekow
Ma agienl abrbutes are armenlly shoan,
|

chek the iean aheve o
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f.  Right-click cn=Groups and select Create.

EGETRL/ a4oRn

Distinguished Mame: o =Groups, does, do ~orade,de=tom

» [ mecrade T, Evpert 10
Blamem 4o mpertior
4 Meomlome 3 e

» § oetr
o § enerm
b [ ermere
et

oo
Eupond A Bekow
Calaprr all S

b meREsA_sMNISTRATOR
¥ {) veRESA_MDITOR

> B ovRESA SU

# {1 eneRETAILUSER:

b B eV

» [l meradeCantest Created by crv=ordiadein [Een e pe———
» [ cnatradeschengiienson ested al: AUl S, WIAGARIZAMEDT  Modded at: AuaL S, 2019 9:4702 AMEDT
o [ en=repication configur stion
> Bl creferver Configuratene Attributes  Sobiree Acress | Local Acre
o Views Managed Attrbutes
4 G demcom
o @yccecrace T %
4 Qdems
» Bl v ernder e + i
+ aGoa | hame
e G create o
+ i nertn =
> gm-mawmm Create a new iy,
. ﬁmﬂ?wmrm )
) e BdReh Bty o
B - ik the o abve b ac it
5 B e 7 EdtRON

bt LT T R————

»  eekB .

b oneRETAL ST TASC IR

g. From the Create New Entry dialog, click the + icon and add the following Object

Classes:
- top

- groupOfUniqueNames

- orclGroup

Entry Praperties.

+ 35
R
ik o e o Bbarve b B 8 v r

Farens of the enry
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h. From the Add Object Class drop down menu select top.

Add Object Class

Select an object dess b add the object dess st of e new enry.
Type e

Saweh top @=n
Resit: 2 abjecidass(es] found.

When finished adding all the object classes the screen will look like as follows:
Enter: cn=Groups,dc=us,dc=oracle,dc=com into the Parent of the entry field.

Click Next

$u

Name
et g

Foupinqustiones

arcrop

Farentefthe eny  onalirougs,does, desorade, descom
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j.  Onthe “*cn” text field enter: “rpm_secure_users”. On Relative Distinguished
Name field enter: cn and click Next.

k. Click Finish.

T o ey e sacare o
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After applying the changes, your screen should look similar to the following when
clicking on the rpm_secure_users group:

Directory Services Manager

() Home | B2 Data Browser | B Schena | i Secuity

Q TR ] \ e
(") rpm_secure_user 2pply | Revent

%3 Data Tree W

BR7TRL/ XY Distinguiched Hame: meepes_srare iser meatm:

3 omuradeConteect =
adechenieraon

o orfguraton
(5] cneserver Configuratons

Oweesr Mame
e darmation aureesy avalabie

e darmation aureesy avalabie
-

I.  Click on the + Members button and add the following users and click Apply:
i. cn=retail.user,cn=users,dc=us,dc=oracle,dc=com
ii. cn=rpm.admin,cn=users,dc=us,dc=oracle,dc=com

Directory Services Manager

2 Databrowser | 2 schems | (L, secunty

=8 @ = | Adenced
t: Data Tree
AR THL/ SNy Distinguished Rames oo

;.” TP secune user

B neregheaton configuraten
Sl cneerver Configurations

B cnmstrartigmbentry

[T +
O e
N fmanen cumendy menkable

[ cn=Coercds Sever

-
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m. Click Apply. The following screen is displayed:

Directory Services Manager

) Heme | T natameswser | B cohema | (L seanty | 64 adunced

Q B it | Adveed
® (g PM_secure_user ogiy | Revert
T Data Tree -

A0 THL/ DY XY Distinguished Mame: mrom_serure_user =Grouss &=,

s n sard "

adelons

wmher

& confiemation x

Changes have hoen appled succrsst

Group | Attrdutes  Subes Atcess  Lacal Accest

+
O Name

Ho informalion currenty avalabe

rutes, ezt marmce Aowce

RETAILUSER, o =usirs, dosus, desorade, doscom

Create OID Authentication Provider

1. Log in to the Administration Console.
http:/ /<host>:<port>/console/
2. In the Domain Structure frame, click Security Realms.

ORACLE WeblLogic Server® Administration Console —

Change Center & Home Log Out Preferences Help | Q Welcome, weblngic| Connected to: RPMdomain

e TS Home >Summary of Security Realms

Click the Lock & Edit button to modify, add or Summary of Security Realms
delete items in this domain.

Lock & Edit

A security realm is a container for the mechanisms--induding users, groups, security roles, security polides, and security providers--that are
Release Configuration used to protect WebLogic resources. You can have multiple security realms in a WebLogic Server domain, but only one can be set as the
default (active) realm.

Domain Structure This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the realm to
RPMdomain explore and configure that realm.
[ Customize this table

Realms (Filtered - More Columns Exist)
Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | |[Delete showing 1to 1 of 1 Previous | Next
™ | Name & Default Realm

[~ | myrealm true

New | [Delete Showing 1101 of 1 Previous | Next

How do I... =]

« Configure new security realms
« Delete security realms

« Change the default security realm
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3. In the Realms table, click myrealm. The Settings for myrealm page is displayed.

ORACLE Weblogic Server® Administration Console

Changa Center ) Home Log Out Preferences =]

| Q Weloome, weblagic | Cannected t: RPMdomain
View cha and = Hame » Summary f Securiy Rmsims > myrealm

Click the Lock & Edit button to medify, add or Settings for myrealm
delete items in this domain,

— Configuration | Users and Groups | Roles and Policies | Credential Meppings | Providers | Migration
T Conigirton General | RDBMS Security Store | User Lockout | Performance
Domain Structure Click the: Lock & Edit button in the Change Canter to modify the ssttings on this pags.
RPMcamain Save
- Emvironment
i De nts
- Deployma Lise this page to configure the gensral behavior of this sscurity resim.
-+ Serurity Resims .
E-Interoparahility 1F you zre implementing srurity using JACC (Java Authorizsrion Coneract for Containers as defined in J5R 115], you must use the DD Only szcurity modsl, Other Weblogic Server modsls are
[+ Diagnesics o vl 3 T sty i far Web appiications and E1Es in he AGiistation Conele e dsebiod,
Name: myrealm The name of this security resim.  More Info...
] Securiy Model Defaule: DD Only =l Specifies the default serurity madel for Wb applications or EJBs thar zre

Secured by this securcy resim. ou can override ths defeu during
deployment.  More Info...

HowdoL. E| ¥ 4 Combined Role Mapping Enabled rrvines how the role magpings in the Enterprise Application, Web
applicztion. and EJB containers interact. This setting i valid only for Web
L iy For Web aplications and Sesiications znd ETEs thex use the Advanced sec.riy modal and ther inialize
e g sEeuTy for WD Sppleasions Toks from deployment descriptors.  More Infown

« Set the default ssourity mode!
» Delegatz MBezn authorization t the realm

I (if] Use Authorization Providers to Protect JMX Access Configures the Weblogic Server MBzzn sarvers to use the securiy realm's
Authorization providers to dstermine maheuamx ient has parmission to
zocess n.

an MBszn attribute or invoke 2n M More Info...
System Status B [ Advanced
Heslth of Running Servers Save
[ Feled(m) Click the £ ook & Edit button in the Change Cantar to modify the s=ttings on this page.

| — 1)
[ Overlasded (0]
farning (0)

—
— o)

4. C(Click the Providers tab.

ORACLE Weblogic Server® Administration Consale

Change Center &) Home Log Out Preferences [] Record Help Welcome., weblogic | Connected t: RPMdomain
View changes and restarts Home >Summary of Secury Rmskms >myresin >Providers
Click the Lock & Edit button to medify, 2dd or Settings for myrealm
delete items in this domain.
——_— Configurstion | Ussrs and Groups | Roles and Policies | Credentisl Mappings | Prowiders | Migration

Authentication | Password Validston | Authorization | Adjudicztion | Role Mapping | Auditing | Credential Mapping | Cerificetion Path | Keystores

Domain Structure i et orovider s WebLageServer el by ldeing 2 s, Yoy st Favecne Ahanicatongrovidern 3 seariy rdm, and o can confurs e
RPMdomain Authentication providers in a security re=m, Different types of Authentication providers are designed to access different data such as LDAP sarvers or DBMS, You c=n also configure 2 Realm
B-Environment. Adagter Amhamuum provider that allows you 1o wufk wiith users and groups from previous releases of Weblogic Server,

i~ Deployments

& Sanvoss

- Saruriny Resims [ Customize this table

IE mel"y Authentication Providers

Click the Lock & Edit button in the Change Center to activate all the buttens on this page.

Fiew| [Dele] | [Reorder] Showing 1802 of 2 Previous | Next
I~ | Name Description Version
I | Defeultuthenticator WebLogic Authentication Provider 10
How da L., B I | DefauitIdentityAsserter Weblogic Identity Assertion provider 10
= Configure Authentication and Idensity New| [Delet=] | [Fieorder Showing 1t 2 of 2 Previous | Next
Assertion providers

+ Configurs the Pessnard Validstion provider
+ Marsge secusiny sroviders
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5. Click Lock & Edit and then click New. The Create a New Authentication Provider
page is displayed.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration buron 1o alkow others wo edit the
domin.
Lock & Edt
Releas Configuration

Domain Structure
RDMdomain
E-Enwironment

- Daployments
[ Serices

|~ Security Realms
- Interopershility
¥ Diagnostics

Howdo ... =]

= Manzge s=curity providers

« Gonfigure Authentication and Idenfity
Assartion providers

System Status =]
Hesith of Running Senvers

[ Fald(0)

10

[ Overloaded (0)
yming (0)

—
I K (2}

) Home Log Out Preferences [&] Record Help Q,

Heme = Summary of Security Resims > myresim »Praviders »Summary of Securily

Create a New Authentication Provider
oK | Cancel
Create a new Authentication Provider

The following properties will be usad to identify your naw Authentication Provider,
* Indicates requied fislds

The name of the authentication provider,

*Name:

This is the type of authentication provider you wish o create.
Type:

SAML2IdentityAsserter =l

0k | || Cancal

ezims »myreaim »Summary of Security Reaims » myreaim >Providers

Welcome, weblogic | Connected w: RPMdomain

6. Enter OIDAuthenticator in the Name field and select
OraclelnternetDirectory Authenticator as the type.

ORACLE Weblogic Server® Administration Console

Change Center

View changes and restarts

Mo pending changss sxisr, Click the Relezea

Configuration button to allow othrs to edit the
i,

Lock & Edit

Release Configuration

Domain Structure
RPMdomain

E=- Enwironment.

- Deployments
B+ Senvices

- Sacurity Rezims
5 Interoperability
5 Diagnostics

HowdoL. =

= Manage seurity providers

= Configure Authentication and Identity
Assartion providers

System Status B
Heslth of Running Servers

| E— )

[ cwel)

[ Owrlosded (0)
Warning (0}

—
I K (2}

8} Home Log Out Preferences [&] Record Help

Home Summary of Securily Remskms >myresim >Providers >Summary of Securily Reslms >myresim >Summary of Securily Resims >myresim >Providers

Create a New Authentication Provider
oK | Cancel
Create a new Authentication Provider

“The folloning roperties will be used to identify your new Auhertication Provider.
* Indicatas raqured filds

Th name of the suthentication provider,
*Name: ClDAuthenticator

This is the type of sushenticarion provider you wish t creste,
Type: OracleintemnetDirectoryAuthenticator ~ |

OK | | Cancel

Wmme,wd:lngitl Connacted to: RPMdomain
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7. Click OK. The OID Provider will now be visible on the Providers tab.
ORACLE WeblLogic Server® Administration Console

Change Center il Home Log Cut Preferences [ Record Help | Q wdoum.wehhg'mlc;mremd to: RPMdomain
e e ey Home: = Summary of Securly Resims =myresim =Praviders »Summary of Securily Resims =myresim =Summary of Securily Resims =myrsaim >Providers
Pending changes sxst, They must be actatad | Sertings for myrealm
to tzke o
o Activate Changss Configuration | Uszrsand Groups | Roles and Policies  Credentizl Magpings | Providers | Migration
Undo All Changes Authentication | Password Validation  Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path | Keystores

LR An Authentication geauider allows Weblogic Server to estabiish trust by validating 2 user. You must have ane Authentication provider in 2 security resim, 2nd you can configurs multile

RPMdomain Authentication praviders in 2 sscurity resim. Different types of Authentication prowiders zre designad to access different dats stores, such as LDAP servers or DBMS, You can zlso configure = Reslm
- Environment Adapter Authentication provider that allows you to work with users and groups from previcus releases of Weblogic Server,
Deployments
’Tz;ﬁ: Rezims [P Customize this table
b Authentication Providers
| New| [Delete Reorder Showing 1t 30f 3 Previous | Next
= | Hame Description Version
™ | DafaultAuthenticator Weblogic Authentication Provider 10
I~ | Defa yhssartar Weblogic Idensty Assartion provider 10
How d0 L a ™ | oIDAuthenticator Brovidar that performs LDAR suthantication 10
= Configurs Authentication and Idenfity izs] [O=SE] | (Beoses Showing 1w 3 of 3 Pravious | Mext

Assartion providers
- Cenfigure the Password Validation provider

« Manage security providers
= et the JAAS control flag

« Re-orter Authartication providars

System Status a
Health of Running Servers

[ Fald(0)
[ Criteal {0}
[ Cuerosded (3)
[ Waming(0)
I (2]

8. Click on the OIDAuthenicator. The authenticator configuration screen will appear.
| ORACLE weblogic Server® administration Console

Change Center @ Home Log 0w Preferences (2] Record Help | Welcome, wd:lugi(lcunnamd to: RPMdomain
e s Home = Summary of Servers >Summary of Securty Rmsks >myresn »Lsers snd Groups >Praviders >0IDAuthenticator
No pending changs axist, Click the Relessa Sertings for OIDAuthenticator
Configuration butian 1o allow achers to edit the
=in. Configuration | Performance
ook B Common | Provider Specfic
Relesse Configuration
e
Domain Structure
RPMdomin This page displays besic information about this Orade Inteme Directory Authentication prowider. You can slso use this page t set the JAAS Gontrol Fiag to control how this provider is used in
B-Emironment. the sequance.
Deploymarts
- Servicss § X . )
— Security Reskns (5] Name: CIDAuthenticatar '[rr}; name of this Oracle Intemet Directory Authentication provider. More
B Interoperabiliy
(- Diagnosti
g ) Description: Provider that performs LDAP authentication A short description of this Oracls Interet Direcsary Authensicaton
crawder. Mare Infa...
(] Version: 10 ‘The version number of this Oracle Internet Directory Authentication
pravider.  Mare Infau..
] Control Flag: SUFFICIENT | y Authentication provider fits into
Howdo L.. El
Eavz|
« Configure the Oracle Intemes Dirsctory
Aushenticztion provider

| = Configure Authentication and Identity

9. Set the Control Flag field to SUFFICIENT and click Save.
10. Click the Provider Specific tab.
11. Supply your LDAP connection and credentials.
The entries below are examples only. You should match the entries to your OID
= Host: <OID Server name>
= Port: <OID port> (Example: 3060 or 389)
= Principal: <cn=orcladmin> (provide the OID admin user)
* Credential: <password> (provide the password of cn=orcladmin)
= User Base DN: (Example: cn=Users,dc=us,dc=oracle,dc=com)
=  Group Base DN: (Example: cn=Groups,dc=us,dc=oracle,dc=com)
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= All Users Filter : (&(cn=*)(objectclass=person))
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13. Navigate to Security Realms — myrealm — and then click the Providers tab.

ORACLE Weblogic Server® Administr

Change Center

View changes and restarts

Pending changes st They must be activated
to take effect.

& Activate Changes

jon Console

@ Home LogOut Preferences [2] Record Help |

Wduumgwebhg'lc‘ Connectd to: RPMdomain
Home »Providers »Summary of Security Reslms >myresim >Summary of Security Reskmes myrealm >Providers »0lDAutheriticator »Summary of Secuity Reslms >myresim >Providers

Sertings for myrealm

Configuration | Users and Grougs | Roles and Policies | Credentizl Mappings | Providers | Migration

Undo Al Ghanges Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path  Keystores
Domen Schen An Authentication provider allows Weblogic Server to establish trust by validating 3 user. You must have one Authentication provider in 2 security reslim, and you can configure multiple
RPMdomain Authentication providers in a s=curity resim, Differant types of Authentication providers are designed to acosss different data stores, such as LDAP servers or DBMS. You can also configure = Realm
- Environment Adspter Authentication provider that allows you to work with users and groups from pravious resssses of Weblogic Server.
i Deploymants
[ Sarvices
1 sarury Rasims P Customize this table
:: ;aﬂgm‘me':’"‘“f Authentication Providers
New| Delztz| || Reorder Showing 1to 30f 3 Previous | Nest
- — B
I | Defauituthenticator WebLogic Authentication Provider 1.0
™ | Defe phssarier WiebLogic Identity Assertion provider 10
How do L. =] [~ | omuthenticanor Provider that performs LDAP authenticstion 10

« Configure Authentication and Identity
Assartion providers

« Gonfigure the Password Validstion provider
Manage sacurity providers

« et the JAAS contol fizg

Re-order Authenticatian providers

System Status =]
Heslth of Running Servers

[ — T}

| — )
[ Overosded (D)
[ Waming(0)
I Ok (2)

New| [DelstE| || Reonder

Showing 1t0 3 of 3 Pravious | Next

14. Click Reorder.
15. Order OIDAuthenticator first and DefaultAuthenticator second.

ORACLE Weblogic Server® Administration Console

Change Center
Views changes and restans
Pending changes xier. They must be 2cvated
to take effect.
o Activate Changes
Undo All Ghanges

Domain Structure
RPMdomain

B2~ Environmant.

" Deploymnts
F-Servicss

= Security Realms
- Interaperabilty
- Diagnestics

How do L.. B

« Re-order Authentication providers
« Sat the JAAS comtrol flag

System Status =]
Heslth of Running Servers
[ Faledn)

| — )
[ Overdosded(0)
ming (0)

—
— o)

o
) Home Log Out Preferancas [5] Record Help | Wmme,weﬂngitl[hﬂns:mdm: RPMdomain

Home >Providers >Summary of Securily Resims >myresim >Summary of Securily Resis >myresim >Provioers >0lDAutherlicator >Sommary of Secunty Resims >myresim >Providers

Reorder Authentication Providers

CK] | Cancsl]

Reorder Authentication Providers

“You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.
Salar autherticator(s) in the lis and Use amows to movs them up and down in the fise
4] Muthentication Providers:

Available:

[~ DefaultAuthenticator -
™ DefaultidentityAsserter a

K4

oK | || Cancel
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16. Click Ok.

ORACLE WebLogic Server® Administration Console

Change Center &l Home Log Cut Preferences [&] Record Help Welcome, Hehlngi(lliunneﬂﬁdm: RPMdomain

T Home: =Providers > Summary of § =zims »myresim >Summary of Sezurly =Proviters > QD Authenticatar »Summery of Securly Resims »myrezim »Providers

Pending changss sxist. They must be sctivated Settings for myrealm

o he fee i nd Roles and Poll Credantizl rovid i

T Configuration | Users and Groups | Roles and Policies izl Mappings | Providers | Migration
Undo All Changes Authentication | Password Validation | Authorization | Adjudicstion  Role Mapping | Awditing  Credentizl Mapping | Certification Path | Keystores

s Sucis An Authenticarion provider allows Weblogic Server o estzblish trust by validating 2 user. You must have one Authenticarion provider in a security rezim, 2nd you can configurs mukiple

RPMdomain Authentication providers in a security reaim, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DEMS. You can zlso configure 2 Realm

[ Erwironmant Adagptar Authentication provider that allows you to work with users and groups from previcus releases of Weblogic Server,

Deployments
[¥Sanvices
Sty Resims I Customize this table

# [r.m—ﬂpafam"[y Authentication Providers

[ Dizgnestics
New| |Delztz | || Reorder Showing 1to 30f 3 Pravious | Next
= T Vorc
™ | OIDAuthenticator Provider that performs LDAP authentication 10
I~ | Defauliushentcator WebLogic Authentication Provider 10

Howdo L.. El [~ | DefauitideninyAssarer WetLogic Idandty Assertion provider 10

« Configure Authentication snd Identity |Mew| |Deletz | || Reonder| Showing 1t030f 3 Previous | Next

Assartion providers
« Configure the Pzssword Validstion provider

Manage security providers
= Setthe 1AAS comrol flag
« Re-order Authentication providars

System Status a
Haalth of Runring Sarvers

)

[ —
E—— T
[ Weming(0)
I 0K (2)

17. Once your changes are saved, click Activate Changes.

ORACLE Weblogic Server® Administration Console

Change Center ) Home Log Out Preferences (] Record Help | Welcome, weblogic | Connect=d t: RPMdomain
View cha and = Home »Providers > Summary of Security Realms >myresim »Summary of Security semyr=slm »Proviters >Olkuthenticstor >Summary of Secusity Resims wmpresim >Providers
= Messages
Click the Lock & Edit button to modify, add er
delete items in this domain. o All changes have been activated, However 2 items must be restarted for the changes to take effect.
Lock & Edit s for .
Rel
— CanPiguration | Users and Groups | Roles and Policies | Credential Mappings | Providers || Migration
Domain Structure Authentication | Pzssword Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path | Keystores
RPMdomain
- Enwironment:
Deployments An Authenticstion provider allows Weblagic Server to sstablich trust by validating 2 user. You must have ane Authentication provider in a security razlm, 2nd you can configurs multple
B3-Sarvices Authentication providers in a security rezim, Different types of Authentication providers are designed to access different data stores, such 2s LDAP servers or DEMS, You c2n also configure 2 Realm
Sacurity Resims Adzpter Authentication provider that allows you to work with users and groups from previous releases of Weblogic Server.
B~ Imeroperability
¥~ Diagnosti
gnastics % Customize this table
Authentication Providers
Click the Lock & Edit button in the Changs Center to activate all the bumons on this page.
New| |Delet= Reorder Showing 1to 30f 3 Previous | Next
HowdoL... B | Name Description Version
- Configure Authentication and Identity 7 | ClDAuthenticator Provider that performs LDAP authentication 0
Assartion providers | Defauisthenticzor WebLogic Authentication Providsr 10
» Configure the Password Validtion provider I | DefeultidentityAsserter Weblogic Identty Assertion provider 10
= Manage security providers
» Sar the 1AAS contrl flan Few| [Deletz] |[Reorder Showing 1t 30f 3 Pravious | Mesr
« Re-order Authentication providers

System Status B
Health of Running Senvers

)
[ Gl
[ Overlosied(0)
[ Weming ()

I K (2)

18. Shut down all servers and restart the admin server.

Verify and Set OID Authenticator

1. Login to the Administration Console.
http:/ / <host>:<port>/console/
2. In the Domain Structure frame, click Security Realms.
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ication Distribution

3.
4.

5.

Click the Providers tab. You must see the OID Provider in that list.

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Oux Preferences (2] Record Help |

View changes and restarts Home »Providers

Click the Lack & Edit button to modify, add o
delet items in this domain.

Sertings for myrealm

Configurstion || Users and Groups | Roles and Polides | Credential Mappings | Providers | Migration

Lock & Edit

Authentication | Pzssword Validstion | Authorization

In the Realms table, click Default Realm Name. The Settings page is displayed.

Welcome, weblagic| Connzci=d o: RPMdomain

Adjudication | Role Mapping | Auditing | Credentizl Mapping | Certification Path | Keystores

e An Authentication provider allows Weblogic Server to establish trust by validating 2 user. You must have one Authentication provider in a sscurity realm, and you ean configurs muliple
RPMdomnain Authenticabion providers in a sscurity resim, Different types of Authentication prowiders are designed to sccess different dats stores, such as LDAP servers or DBMS, You c2n also configurs &
F?-Enwironment Reslm Adspter Authensication provider thar alloves you m work wih usere 2nd grouss from peevious relessas of Vieblogic Sarver.
Deployments
B-Sanvices
Security Resims [ Customize this table
B Interoprahility . .
[ —— Authentication Providers
Click the Lock & Ediit button in the Change Center to activate ll the buttons on this page.
New| [Delete Reorder Showing 10 30f 3 Previous | Next
| Name Description Version
I | OIDAuthenticator Provider that performs LDWP authentication 10
How do L.. = I | DefauitAuthensicator ‘WebLogic Authentication Provider 10
» Configurs Authentication and Idantity T | DefaultidentityAsserter ‘Weblogic Identity Assertion provider 10
Assartion providers -
Few| [Delete Reorder Showing 1w 30f 3 Pravious | Next

« Configure the Password Validssion providar
= Manage security providers

« Sat the JAAS control flag
« Receder Authentication providers

configured authentication providers.

ORACLE WeblLogic Server® administration Cansole

Click the Users and Groups tab to see a list of users and groups contained in the

Welcome, weblug'l(‘ Connected to: RPMdomain

Change Canter @ Home Log Out Preferences [] Record Help | Y
e Ry Heme = Summary =f Servers = Summary of Secunly Resims s myresin » Users and Groups
Click the Lock & Edit button to modify, add or Settings for myrealm
delstz items in this domain.
oo E Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
it
o Users | Groups
Domain Structure This page displays information abous each user tha hes bean configured in this security resim.
RPMdomain
B Environmant
Daploymants [ Customize this table
B Sanvices
‘Sacurity Resims Users
B Interoperability B .
- Doy New Showing 1t 7 of 7 Previous | Next
= | Name & Description Provider
ADMIN Aip User OIDAUthenticator
™ | OradeSystemissr Oracle application softwars system ussr. DefaultAuthenticator
REIM.ADMIN Seed administrative user for subscriber OIDAUthenticator
RETAILUSER Retail User
How do L. = RETAIL.USERFR Retail User
= Manage users and groups RPM.ADMIN Seed administrative user for subscriber OIDAUthenticztor
» (Creste ussrs ™ | weblagic This user is the default administrator, DefaultAuthenticaner
= Modiy users Mew| [Delet= Showing 1t 7of 7 Previous | Mext
« Delete users

Sucrem Srarus

Expand the RPM Application Distribution

To expand the RPM application distribution, do the following.

1.

Log into the UNIX server as the user who owns the WebLogic installation. Create a

new staging directory for the RPM application distribution (rpm14application.zip).
There should be a minimum of 2 GB disk space available for the application

installation files.

Example: /u00/webadmin/media/rpm

This location is referred to as STAGING_DIR for the remainder of this chapter.
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Clustered Installations — Preinstallation Steps

Skip this section if you are not clustering the application server.

If you are installing the RPM application to a clustered WebLogic Application Server
environment, there are some extra steps you need to take before running the RPM
application installer. In these instructions, the application server node with the
ORACLE_HOME you used for the RPM installer is referred to as the master node. All
other nodes are referred to as the remote nodes.

1. Before starting the RPM Application Installer, make sure that you are able to start
and stop the managed servers that are part of the RPM Application Cluster from the
WebLogic Administration Console.

2. When the RPM Application Installer displays the screen in which it asks for the
information related to the JMS Provider, we recommend entering these values:
input.jms.module = rpm]MSModule

input.taskqueue.name = taskQueue
input.chunkqueue.name = chunkQueue

3. Insert into all remote nodes
$WLS_HOME/wlserver_10.3/server/lib/weblogic.policy file changes, the same
RPM entries for java security permissions you entered on the master node. See the
“Start the Managed Servers” section for additional information.

Provide the Hibernate4 Jar File

The RPM application requires hibernate4 jar files to be installed. These files should be
downloaded from http:/ /www.hibernate.org.

Extract the required Hibernate 4.3.5 jar files and place them within the application
servers STAGING_DIR/rpm/application/hibernate4 directory before running the
installer. The installer will then install the jar files within the application for you.

The required jars are as follows:

=  hibernate-commons-annotations-4.0.* jar
= hibernate-core-4.3.* jar

= hibernate-ehcache-4.3.* jar

= hibernate-jpa-2.1-api-1.0.* jar

= jboss-logging-3.1.* jar

= jboss-transaction-api_1.2_spec-1.0.* jar

The required jar files are located in the <HIBERNATE_EXTRACT_DIR>\hibernate-
release-4.3.5.Final.tgz\hibernate-release-4.3.5.Final.tar\hibernate-release-
4.3.5.Final\lib\required\directory.

Run the RPM Application Installer

Once you have a WebLogic instance that is configured and started, you can run the RPM
application installer. This installer configures and deploys the RPM application and Java
WebStart client files.

Note: See Appendix: RPM Application Installer Screens for
details on every screen and field in the application installer.
The screenshots contain instructions that are necessary to
result in a working application.
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Change directories to STAGING_DIR /rpm/application.

2. Set the ORACLE_HOME, WEBLOGIC_DOMAIN_HOME and JAVA_HOME
environment variables. ORACLE_HOME should point to your WebLogic
installation. JAVA_HOME should point to the Java 7.0 (1.7.) JDK.
WEBLOGIC_DOMAIN_HOME should point to your WebLogic domain.

3. If a secured datasource is going to be configured you also need to set “ANT_OPTS”
so the installer can access the key and trust store that is used for the datasource
security:
export ANT_OPTS="-Djavax.net.ssl .keyStore=<PATH TO KEY STORE> -
Djavax.net._ssl _keyStoreType=jks -Djavax.net._ssl_keyStorePassword=<KEYSTORE
PASSWORD> -Djavax.net.ssl.trustStore=<PATH TO TRUST STORE> -
Djavax.net._ssl_trustStoreType=jks -

Djavax.net.ssl . trustStorePassword=<TRUSTSTORE PASSWORD>"'

An example of this would be:
export ANT_OPTS="-

Djavax.net.ssl .keyStore=/u00/webadmin/product/wls_retail

/wlserver_10.3/server/lib/msp52278.keystore -Djavax.net.ssl.keyStoreType=jks -
Djavax.net._ssl _keyStorePassword=retail123 -Djavax.net.ssl.trustStore=/

u00/webadmin/product/wls_retail
/wlserver_10.3/server/lib/msp2278._keystore -Djavax.net.ssl.trustStoreType=jks
-Djavax.net._ssl _trustStorePassword=retai 123"

4. If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode (recommended). If you are not using an
X server, or the GUI is too slow over your network, unset DISPLAY for text mode.

5. Run the install.sh script. This launches the installer. After installation is complete, a
detailed installation log file is created (rpm1l4install.<timestamp>.log).

Note: The values you enter in the installer screen, “Setup
Application Users,” have specific requirements for RPM to
work properly. See the screen description in Appendix: RPM
Application Installer Screens for more details. The
screenshots contain instructions that are necessary to result
in a working application.

Resolving Errors Encountered During Application Installation

If the application installer encounters any errors, it halts execution immediately. You can
run the installer in silent mode so that you do not have to retype the settings for your
environment. See Appendix: Installer Silent Mode in this document for instructions on
silent mode.

See Appendix: Common Installation Errors in this document for some common
installation errors.

Because the application installation is a full installation every time, any previous partial
installations are overwritten by the successful installation.

Clustered Installations — Post-Installation Steps

If you are installing the RPM application to a clustered WebLogic Server environment,
there are some extra steps you need to take to complete the installation. In these
instructions, the application server with the ORACLE_HOME you used for the RPM
installer is referred to as the master server. All other nodes are referred to as the remote
servers.

74 Oracle Retail Price Management



Review and/or Configure Oracle Single Sign-On

The RPM batch files should be copied from the master node to each of the remote
nodes under the same path as on the master node. You should take the
$WEBLOGIC_ DOMAIN_HOME /retail / <rpmdir>/rpm-batch directory and copy it
onto the remote nodes under the same path.

For retailers who install batch on either node of the cluster, launchRpmBatch.sh
script should be modified on each remote node to point to the local RPM instance.
The RPM URL is set in the PROVIDER_URL variable. This script is located at
$WEBLOGIC_ DOMAIN_HOME//retail / <rpmdir>/rpm-
batch/scripts/launchRpmBatch.sh.

The Oracle Retail Installation creates some security files on
$WEBLOGIC_DOMAIN_HOME /retail / <rpm_application_name>/config directory.
Copy this directory to each remote node of the Cluster, matching the full path of the
location of this directory on main node.

The Oracle Retail Installation creates some properties files on
$WEBLOGIC_DOMAIN_HOME /retail / <rpm_application_name>/properties
directory. Copy this directory to each remote node of the Cluster, matching the full
path of the location of this directory on main node.

Review and/or Configure Oracle Single Sign-On

Note: This step is only needed if you plan on setting up the
RPM application using Single Sign On (SSO) authentication.
This can be skipped if SSO is not going to be configured for
this environment. The Oracle Access manager must be
configured and the Oracle http server (Webtier and webgate)
must be registered into the Oracle Access Manager.

Create the RPM SSO provider in the RPMdomain:

Shut down all the servers of the Weblogic Domain created.

Once you copy the contents to <INSTALL_DIR> copy the rpm14-security.zip present
in <INSTALL_DIR>/ rpm/application/rpm14 to the
WEBLOGIC_DOMAIN_HOME/Iib and extract it contents in the folder.

Start the domain admin server.

Log into the WebLogic console.

Navigate to: security realms -> myrealm (default realm) -> providers.
Start a Lock and Edit session.

Click New provider.

Select the provider type from the list: RpmWIsSsoAuthenticator.

Set the provider name (Default: RpmSsoAuthenticator).

. Click Ok.

. Open the new provider configuration.

. Under Common, set the Control Flag to SUFFICIENT.

. Click Provider Specific.

. Check that the GroupName is set to the name of the group used for RPM secure

users (rpm_secure_users by default).

. All other values under the Provider Specific tab can be left as the default value.
. Click Ok.
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17. On the provider list, click Reorder.

18. Move the RpmWIsSsoAuthenticator to the top of the list, or above the
DefaultAuthenticator.

19. Click Ok.

20. Click Activate Changes.

21. Shutdown the domain.

22. Start the admin and managed servers for the domain.

After the SSO provider is created in the RPMdomain, you will also have to set the
protection of the RPM application resources correctly in the Application Domain that has
been registered in the Oracle Access Manager.

In the Webtier/Webgate http server you need to set the mod_wl_ohs.conf file to redirect
the http call to the where the RPM application has been deployed.
For example, in mod_wl_ohs.conf set:

<Location /rpm-client >

WebLogicCluster msp52278.us.oracle.com:17011

SetHandler weblogic-handler

ErrorPage downtime._html
</Location>
Then in Oracle Access Manager, set the protection of the resources in the Application
Domain that has been registered for the RPM application. You must protect the /rpm-
client/launch resource and unprotect the rest:

Resource URL: / rpm-client/launch
Protection Level: Protected
Authentication Policy: Protected Resource Policy

Authorization Policy: Protected Resource Policy

Resource URL: / rpm-client/.../*
Protection Level: Excluded

Sign the RPM Client Configuration Jar File

There is some client-side configuration that the installer performs which results in a
modified rpm_client_config jar file after installation. Because of this, the jar file cannot be
pre-signed by Oracle. The installer now provides an option to sign the jar by asking some
details but if decide not to do it using the installer, the user must sign this jar file after the
installer has completed.
To create an example key called foo, the following command can be run:
$JAVA_HOME/bin/keytool —genkey —alias foo
This command prompts you for a keystore password along with organizational info.
Once complete, the keystore alias resides in the default location in the user’s home
directory (for example, ~/.keystore). If you get an error message saying that the keystore
has been tampered with, try renaming or deleting the ~/ keystore file and running the
keytool command again.
The rpm_client_config jar file is located in
$WEBLOGIC_DOMAIN_HOME//servers/<rpm-
managedserver>/tmp/_WL_user/rpm/<3805nl >/war/lib. To sign the
rpm_client_config jar file using your alias and keystore, run the jarsigner utility.
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Example: jarsigner

$WEBLOGIC_DOMAIN_HOME /servers/rpm-
managedserver/tmp/_WL_user/rpm/3805n1 /war/
lib/rpm_client_config.jar foo

If you are clustering the application server you need to copy the signed
rpm_client_config jar file to the same path under SORACLE_HOME on all remote nodes.

Consult the jarsigner documentation from Sun for further information on the JAR
signing process.

You also need to sign in same jar file inside WebLaunchServlet.war which can be found
in the rpm14.ear location in the stage directory of the managed server. Copy the ear file
in a temporary location extract the ear files sign the jar file and compress them again and
replace it with the one in the staging directory. The above is needed to avoid unsigned
entries in jar after restarting the server in the future. Once you restart the weblogic
server, files will re-loaded from the once in stage directory. Hence these steps are needed.

For signing this jar, the user must have a certificate.

Transaction Timeout

This section describes how to establish settings for a transaction timeout. A transaction
timeout is the maximum duration, in seconds, for transactions on the application server.
Any transaction that is not required to complete before this timeout is rolled back.

To set up transaction timeouts, complete these steps:

Log in to the WebLogic Server 10.3.6 Administration Console.
Click on the Domain link.

Under Configuration, click JTA.

Click Lock and Edit.

Set the Timeout Seconds (for example, 600 seconds).

Click Activate Changes.

2 e o

Backups Created by Installer

The RPM application installer backs up previous batch, JMS bindings, and WebStart
client installations by renaming them with <timestamp> suffixes. This is done to prevent
the removal of any custom changes you might have. These backup directories can be
safely removed without affecting the current installation.

Examples: rpm-batch.200605011726, sbynjndi.200605011726,
rpm.200605011726

Test the RPM Application

After the application installer finishes, a working RPM application installation should
result, if the users were created properly.

For LDAP authentication, the application will not log you in properly unless you have a
row for the users in question in the database on the rsm_user_role table. The following is
an example of how to add rows if they have not been added.
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insert into rsm user_role
(id, user_id, role_id, start date time, end date_time)
select rsm_user_role_seq.nextval,
"retail .user”,
-1001,
nvl(get vdate,sysdate) - 365,
null
from dual;

If problems occur when trying to start the RPM application, ensure proxies are turned
off.

To launch the application client, open a Web browser and access the JnlpLaunchServlet,
naming the RPM JNLP template file (rpm_jnlp_template.vm).

Example: http://appserver1:17011/rpm-client/
launch?template=rpm_jnlp_template.vm

When you are in the RPM application, do the following to add a rpm_system_options
row required by RPM for system use.

1. On the left side of the screen, select System Options.
2. Select System Options Edit.
3. Inthe lower right part of the screen, click Save.

ORACLE' L&

Welcome: retail user Alerts | Logout €

.ﬂ System Options

= [rem (o i:I
v
Foumdation General | Conflict check | Price Events | Location Moves
e naace] * Sales Calculation Method Smoothed Average Salas|
Link Codes * Update Ttem Attributes
Market Basket Codes * Recognize Warehouses as Locations
Zone Structure * Open Zone Use O
ErEm i Exact Deal / Funded Promation Dates |
et * Dafault Out of Stock Days [0
candidate Rules =1 o :
— \ # of Days Rejects Held |30
) System Options * Ends In Digits For Zero Decimal Currencies |EI
g Extarnal Prices Allowed |
B T Extrs e L i Zone/Parant Ranging
+ System Defaults Edit i Apply Promo Changs Typs 1st [amount off
+ System Defaults View Pricing Strategy Default Effective Day O
Dynamic Area Differentials ||
Minimize Workshest Data Filter Scraen [l
Allow Itern List Explosion O
= * System Generated Exclusions Tolerance % |E|
|
< [ Dl
cancal || Save
| Systern Options @[ [_ 4
4. Toadd an rpm_system_options_def row required by RPM needs for system use, do

the following.
5. Select System Defaults Edit.
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RPM Batch Scripts

6. In the lower right part of the screen, click Save.
ORACLE =] (5>
File View Help Welcomas retail user Alerts | Logout
.S‘ System Defaults Edit

= [rpm = (=1 Defaults
Foundation ‘o .
‘Aggregation Level ricing Strategy [clearancs =]

Link Codes Diff Type [eotor =

Market Basket Codes * Type [changs By Amount =
Zone Structure ¥ Curraney oo g

Price Guides
e Maintain Margin Strategy Method | Selact - ﬂ‘
Candidate Rules =1 Ignore Constraints

—— b

=] System Options
[- System Options Edit |

+ System Options View £

D d
- System Defaults View
Gancel Saue
Systam Options || System Defaults Edit el ="y

RPM Batch Scripts

The RPM application installer configures and installs the batch scripts under
<retail_home>/rpm-batch. . You will run the RPM java batch pgms with a java wallet
alias (for example, RETAIL.USER1) that you created in the installer screens. The
following is an example execution of a RPM java batch script.

./<RPMbatchscriptname>.sh RETAIL.USER1

Note: Make sure that JAVA_HOME is set to the appropriate
Java JDK (the same JDK that has been used by WebLogic
Server) and ORACLE_HOME is set to weblogic installation
before running the RPM batch programs.
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RPM Batch Scripts that call sqlplus (plsql batch)

In some RPM batch scripts sqlplus is called, so a profile should be set up for this user. A
prerequisite for this would be Oracle database or Oracle client installed on the server.
The below example assumes that a batch user rpmbatch was created in the Oracle Wallet
(different from the Java wallet) and added to the tnsnames.ora, as explained in
Appendix: Setting Up Password Stores with Oracle Wallet.

The batch scripts calling sqlplus are as follows:

* clearancePriceChangePublishExport.sh

= priceEventltemListPurgeBatch.sh

= priceEventPayloadPopulationBatch.sh

= primaryZoneModificationsBatch.sh

=  promotionPriceChangePublishExport.sh

= purgeExpiredExecutedOrApprovedClearancesBatch.sh
= purgePayloadsBatch.sh

= purgeUnusedAndAbandonedClearancesBatch.sh
* regularPriceChangePublishExport.sh

= RPMtoORPOSPublishBatch.sh

=  RPMtoORPOSPublishExport.sh

Example profile.sh
#1/bin/sh

#Need the Oracle Home set to aim at ORACLE Client or db on the server RPM # is
installed on
ORACLE_HOME=/u00/oracle/product/12.1.0.2

#Java Home for the Oracle install
JAVA_HOME=$ORACLE_HOME/jdk

#Add the Oracle and Java bin’s to path
PATH=$0RACLE_HOME/bin:$JAVA HOME/bin:$PATH

export PATH ORACLE_HOME JAVA HOME

#Path to directory with tnsnames.ora, ewallet.pl2, cwallet.sso &
#sglnet.ora (You will build these files as explained in Appendix E Setting #Up
Password Stores with Oracle Wallet)
TNS_ADMIN=/u00/webadmin/product/10.3.x/WLS/user_projects/domains/APPDomain/ret
ail/rpmi4/config/wallet
export TNS_ADMIN

echo "ORACLE_HOME=${ORACLE_HOME}"

echo ""JAVA HOME=${JAVA HOME}"*

echo "'PATH=${PATH}"

To source the profile above, do the following:
$ . ./profile.sh
While running the plsql batch script the connect string as follows (/@rpmbatch that you

created using the instructions in “Appendix: Setting Up Password Stores with Oracle
Wallet.”

-/RPMtoORPOSPubl ishExport.sh /@rpmbatch O log error
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Online Help

The application installer automatically installs online help to the proper location. It is
accessible from the help links within the application.

Adding a User to the RPM Application

For LDAP authentication, complete the following steps.

1. Build/copy existing RPM user in LDAP to the new user name you desire. User in
LDAP for RPM must have objectclass, retailUser, as there is a search filter on that
objectclass name of retailUser.

2. Insert row to database table:

insert into rsm user_role
(id, user_id, role_id, start date_time, end _date_time)
select rsm_user_role_seq.nextval,
“retail.userl”,
-1001,
nvl(get vdate,sysdate) - 365,
null
from dual;
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Oracle Retail Patching Process

The patching process for many Oracle Retail products has been substantially revised
from prior releases. Automated tools are available to reduce the amount of manual steps
when applying patches. To support and complement this automation, more information
about the environment is now tracked and retained between patches. This information is
used to allow subsequent patches to identify and skip changes which have already been
made to the environment. For example, the patching process uses a database manifest
table to skip database change scripts which have already been executed.

The enhanced product patching process incorporates the following:

= Utilities to automate the application of Oracle Retail patches to environments.

= Unified patches so that a single patch can be applied against Database, Forms, Java
applications, Batch, etc. installations.

* Database and Environment manifests track versions of files at a module level.

* Centralized configuration distinguishes installation types (Database, Forms, Java,
Batch, etc.).

= Patch inventory tracks the patches applied to an environment.

These enhancements make installing and updating Oracle Retail product installations
easier and reduce opportunities for mistakes. Some of these changes add additional
considerations to patching and maintaining Oracle Retail product environments.
Additional details on these considerations are found in later sections.

Supported Products and Technologies

With version 14.1.3, several additional products and technologies are supported by the
enhanced patching process. The utilities, processes and procedures described here are
supported with the following products and listed technologies:

Product Supported Technology

Oracle Retail Merchandising System (RMS) =  Database scripts

= Batch scripts

*  RETL scripts

*  Data Conversion Scripts
* Forms

= Bl Publisher Reports

Oracle Retail Warehouse Management System (RWMS) [ =  Database scripts

= Batch scripts

= Forms

=  BIPublisher Reports
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Product Supported Technology
Oracle Retail Price Management (RPM) =  Database scripts (included with
RMS)

= Java Application
=  Batch scripts

Oracle Retail Invoice Matching (RelM) *  Database scripts (included with
RMS)

= Java Application
= Batch scripts

Oracle Retail Allocation =  Database scripts (included with
RMS)

*  Java Application
= Batch scripts

Oracle Retail Sales Audit (ReSA) =  Database scripts (included with
RMS)
= Java Application
Oracle Retail Analytics (RA) *  Database scripts
Oracle Retail Advanced Science Engine (ORASE) =  Database scripts
=  Batch scripts
Oracle Retail Application Security Role Manager = Java Application
(RASRM)

Patch Concepts

During the lifecycle of an Oracle Retail environment, patches are applied to maintain
your system. This maintenance may be necessary to resolve a specific issue, add new
functionality, update to the latest patch level, add support for new technologies, or other
reasons.

A patch refers to a collection of files to apply to an environment. Patches could be
cumulative, such as the 14.1.0 or 14.1.3 release, or incremental, such as a hot fix for just a
few modules. Patches may contain updates for some or all components of a product
installation including database, application code, forms, and batch. In a distributed
architecture the same patch may need to be applied to multiple systems in order to patch
all of the components. For example, if a patch contains both database and application
changes, the patch would need to be applied to both the database server and the
application server.

The top-level directory for the installation of an Oracle Retail product is referred to as the
RETAIL_HOME. Underneath RETAIL_HOME are all of the files related to that product
installation, as well as configuration and metadata necessary for the Oracle Retail Patch
Assistant to maintain those files. In some cases the runtime application files also exist
under RETAIL_HOME. For example, the compiled RMS forms, compiled RMS batch
files, or Java Application batch scripts.
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Patching Utility Overview

Patches are applied and tracked using utilities that are specifically designed for this
purpose. The primary utility is described briefly below and additional information is
available in later sections.

Oracle Retail Patch Assistant (ORPatch)

ORPatch is the utility used to apply patches to an Oracle Retail product installation. Itis
used in the background by the installer when creating a new installation or applying a
cumulative patch. It is used directly to apply an incremental patch to an environment.

Oracle Retail Merge Patch (ORMerge)

ORMerge is a utility to allow multiple patches to be combined into a single patch.
Applying patches individually may require some steps to be repeated. Merging multiple
patches together allows these steps to be run only once. For example, applying several
incremental patches to database packages will recompile invalid objects with each patch.
Merging the patches into a single patch before applying them will allow invalid objects to
be recompiled only once.

Oracle Retail Compile Patch (ORCompile)

ORCompile is a utility to compile components of Oracle Retail products outside of a
patch. It allows RMS Forms, RMS Batch, and RWMS Forms to be fully recompiled even
if no patch has been applied. It also contains functionality to recompile invalid database
objects in product schemas.

Oracle Retail Deploy Patch (ORDeploy)

ORDeploy is a utility to deploy components of Oracle Retail Java products outside of a
patch. It allows RPM, RelM, Allocation and ReSA java applications to be redeployed to
WebLogic even if a patch has not been applied. It contains functionality to optionally
include or not include Java customizations when redeploying.

Changes with 14.1

Many products and technologies are supported by the enhanced patching process for the
first time in 14.1. In those cases all of the content in this chapter is new with 14.1.

MMHOME changed to RETAIL_HOME

For RMS and RWMS, which were previously supported in 14.0, there is a change when
using ORPatch and related tools. Previously the MMHOME environment variable was
used to refer to the RMS and RWMS installation area. Starting with 14.1,
RETAIL_HOME is now used to refer to the installation area. So where previously it was
necessary to set MMHOME before executing ORPatch, you must now set
RETAIL_HOME.

Note: RMS Batch continues to use MMHOME to refer to the
area where batch is installed, and requires it to be set when
executing batches. The change to using RETAIL_HOME
relates only to ORPatch and related utilities.

Java batch script location

For Java products with batch scripts, starting with 14.1 the location of batch scripts has
been changed to $RETAIL_HOME/ <app>-batch. Previously batch scripts were stored
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within the WebLogic domain in the retail directory. Credential store files continue to be
stored within the WebLogic domain.

Patching Considerations

Patch Types

Oracle Retail produces two types of patches for their products: cumulative and
incremental.

Cumulative Patches

A cumulative patch includes all of the files necessary to patch an environment to a
specific level or build a new environment at that level. Examples of cumulative patches
would be 14.1.1, 14.1.2, 14.1.3, and so on. Cumulative patches come with a standard
Oracle Retail installer and so can be applied to an environment with the installer rather
than with ORPatch or other utilities.

Incremental Patches

An incremental patch includes only selected files necessary to address a specific issue or
add a feature. Examples of incremental patches would be a hot fix for a specific defect.
Incremental patches do not include an installer and must be applied with ORPatch.

Incremental Patch Structure

An Oracle Retail incremental patch generally contains several files and one or more
subdirectories. The subdirectories contain the contents of the patch, while the individual
files contain information about the patch and metadata necessary for patching utilities to
correctly apply the patch. The most important files in the top-level directory are the
README.txt, the manifest files.

README File

The README.txt file contains information about the incremental patch and how to apply
it. This may include manual steps that are necessary before, after or while applying the
patch. It will also contain instructions on applying the patch with ORPatch.

Manifest Files

Each patch contains manifest files which contain metadata about the contents of a patch
and are used by ORPatch to determine the actions necessary to apply a patch. Patches
should generally be run against all installations a product in an environment, and
ORPatch will only apply the changes from the patch that are relevant to that installation.

Note: Cumulative patches use a different patch structure
because they include a full installer which will run ORPatch
automatically.

Version Tracking
The patching infrastructure for 14.1 tracks version information for all files involved with
a product installation. The RETAIL_HOME now contains files which track the revision
of all files within the RETAIL_HOME including batch, forms, database, Java archives and
other files. In addition, records of database scripts that have been applied to the product
database objects are kept within each database schema.
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Apply all Patches with Installer or ORPatch

In order to ensure that environment metadata is accurate all patches must be applied to
the Oracle Retail product installation using patching utilities. For cumulative patches
this is done automatically by the installer. For incremental patches ORPatch must be
used directly. This is especially important if database changes are being applied, in order
to ensure that the database-related metadata is kept up-to-date.

Environment Configuration

A configuration file in SRETAIL_HOME/ orpatch/config/env_info.cfg is used to define
the details of a specific Oracle Retail environment. This file defines:

= The location of critical infrastructure components such as the ORACLE_HOME on a
database or middleware server.

=  The location of Oracle Wallets to support connecting to the database users.

= The type of file processing which is relevant to a particular host. For example, if this
is a host where database work should be done, or a host where batch compilation
should be done, a host where Java applications should be deployed, etc. This allows
a single database, forms and batch patch to be run against all types of hosts, applying
only the relevant pieces on each server.

= Other configuration necessary to determine proper behavior in an environment.

Retained Installation Files

The RETAIL_HOME location of an Oracle Retail product installation contains all of the
files associated with that installation. This can include database scripts, Java files, Forms,
Batch, RETL and Data Conversion files as with previous versions and also includes all
database scripts. This allows objects to be reloaded during patching, including any
necessary dependencies.

Reloading Content

In order to ensure that database contents and generated files exactly match patched
versions, when applying cumulative patches some content is regenerated even if it does
not appear to have changed.

On a cumulative patch this includes:
= All re-runnable database content will be reloaded
— Packages and Procedures
— Database Types (excluding RIB objects)
— Control scripts
— Triggers
—  WebService jars and packages
— Form Elements
= All RMS and RWMS forms files will be recompiled
= All RMS batch files will be recompiled

When applying incremental patches, only changed files will be reloaded. However this
does not apply to RMS batch, which is fully recompiled with any change.
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Java Hotfixes and Cumulative Patches

Backups

Disk Space

When applying cumulative patches to Java applications components with ORPatch, all
hotfixes related to base product ear files included with the patch will be rolled back. This
increases the likelihood of a successful deployment because hotfixes may not be
compatible with updated product ear files, or may already be included with the ear.
Before applying a cumulative patch to Java applications, check the patch documentation
to determine which hotfixes are not included in the ear. Then work with Oracle Support
to obtain compatible versions of the fixes for the updated ear version. In some cases this
may be the same hotfix, in which case it can be re-applied to the environment. In other
cases a new hotfix may be required.

Before applying a patch to an environment, it is extremely important to take a full
backup of both the RETAIL_HOME file system and the Oracle Retail database. Although
ORPatch makes backups of files modified during patching, any database changes cannot
be reversed. If a patch fails which contains database changes, and cannot be completed,
the environment must be restored from backup.

When patches are applied to an environment, the old version of files which are updated
or deleted are backed up to $RETAIL_HOME/backups/backup-<timestamp>. When
applying large patches, ensure there is sufficient disk space on the system where you
unzip the patch or the patching process may fail. Up to twice as much disk space as the
unzipped patch may be required during patching.

In addition to backups of source files, the existing compiled RMS or RWMS Forms and
RMS Batch files are saved before recompilation. These backups may be created during
patches:

= Batch ‘lib’ directory in $RETAIL_HOME/ oracle/lib /bin-<timestamp>

= Batch ‘proc’ directory in $RETAIL_HOME/ oracle/proc/bin-<timestamp>

* Forms ‘toolset” directory in $RETAIL_HOME /base/toolset/bin-<timestamp>
= Forms ‘forms’ directory in $RETAIL_HOME /base/forms/bin-<timestamp>

Periodically both types of backup files can be removed to preserve disk space.
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Patching Operations

Running ORPatch

ORPatch is used to apply patches to an Oracle Retail product installation. When
applying a patch which includes an installer, ORPatch does not need to be executed
manually as the installer will run it automatically as part of the installation process.
When applying a patch that does not include an installer, ORPatch is run directly.

ORPatch performs the tasks necessary to apply the patch:
= Inspects the patch metadata to determine the patch contents and patch type.

= Reads the environment configuration file to determine which product components
exist in this installation.

= Assembles a list of patch actions which will be run on this host to process the patch.

=  Executes pre-checks to validate that all patch actions have the necessary
configuration to proceed.

= Compares version numbers of files from the patch against the files in the
environment.

= Backs up files which will be updated.

=  Copies updated files into the installation.

= Loads updated files into database schemas, if applicable.

= Recompiles RMS batch, if applicable.

= Recompiles RMS forms, if applicable.

= Constructs updated Java archives and deploys them to WebLogic, if applicable
= Updates Java batch files and libraries, if applicable

*  Records the patch in the patch inventory.

If a patch does not contain updated files for the database or system, no action may be
taken. If a previously failed ORPatch session is discovered, it will be restarted.

Preparing for Patching

Before applying a patch to your system, it is important to properly prepare the
environment.

Single Patching Session

It is extremely important that only a single ORPatch session is active against a product
installation at a time. If multiple patches need to be applied, you can optionally merge
them into a single patch and apply one patch to the environment. Never apply multiple
patches at the same time.

Shutdown Applications

If a patch updates database objects, it is important that all applications are shutdown to
ensure no database objects are locked or in use. This is especially important when
applying changes to Oracle Retail Integration Bus (RIB) objects as types in use will not be
correctly replaced, leading to “ORA-21700: object does not exist or marked for delete”
errors when restarting the RIB.

Backup Environment

Before applying a patch to an environment, it is important to take a full backup of both
the RETAIL_HOME file system and the retail database. Although ORPatch makes
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backups of files modified during patching, any database changes cannot be reversed. If a
patch which contains database changes fails and cannot be completed, the environment
must be restored from backup.

Log Files

When applying a patch, ORPatch will create a number of log files which contain
important information about the actions taken during a patch and may contain more
information in the event of problems. Log files are created in the
$RETAIL_HOME/orpatch/logs directory. Logs should always be reviewed after a patch
is applied.

After a patch session the log directory will contain at a minimum an ORPatch log file and
may also contain other logs depending on the actions taken. The following table
describes logs that may exist.

Log File Used For
orpatch-<date>-<time>.log Primary ORPatch log file
detail_logs/dbsql_<component>/invalids/* Details on the errors causing a

database object to be invalid

detail_logs/analyze/details Detail logs of files that will be
created /updated /removed when
a patch is applied

detail_logs/compare/details Detail logs of the differences
between two sets of environment
metadata

orpatch_forms_<pid>_child_<num>.log Temporary logs from a child

process spawned to compile
forms in parallel. After the child
process completes, the contents
are append to the primary orpatch

log file
detail logs/forms/rms_frm_toolset/* Detail logs of the compilation of
each RMS Toolset file
detail_logs/forms/rms_frm_forms/* Detail logs of the compilation of
each RMS Forms file
detail_logs/rmsbatch/lib/* Detail logs of the compilation of
RMS Batch libraries
detail_logs/rmsbatch/proc/* Detail logs of the compilation of
RMS Batch programs
detail_logs/dbsql_rms/rms_db_ws_consumer_jars/* Detail logs of the loadjava

command to install RMS
WebService Consumer objects

detail logs/dbsql_rms/rms_db_ws_consumer_libs/* Detail logs of the loadjava
command to install RMS
WebService Consumer libraries

detail logs/forms/rwms_frm_forms/* Detail logs of the compilation of
each RWMS Form:s file
detail_logs/dbsql_rwms/rwms_db_sp _jars/* Detail logs of the loadjava

command to install RWMS SP jars
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Log File Used For
detail_logs/javaapp_<product>/deploy/* Detail logs of the deploy of a Java
product

Unzip Patch Files

Before executing ORPatch, the patch files must be unzipped into a directory. This
directory will be passed to ORPatch as the “-s <source directory>" argument on the
command-line when applying or analyzing a patch.

Location of ORPatch

The ORPatch script will be located in $RETAIL_HOME/ orpatch/bin.

Command Line Arguments

ORPatch behavior is controlled by several command-line arguments. These arguments
may be actions or options. Command and option names can be specified in upper or
lower case, and will be converted to upper-case automatically. Arguments to options, for
example the source directory patch, will not be modified.

ORPatch command-line actions:

Action

Description

apply

Tells ORPatch to apply a patch, requires the —s option
Example: orpatch apply -s $RETAIL_HOME/stage/patch123456

analyze

Tells ORPatch to analyze a patch, requires the —s option
Example: orpatch analyze -s SRETAIL_HOME /stage/patch123456

Isinventory

Tells ORPatch to list the inventory of patches that have been applied to this
installation

exportmetadata

Tells ORPatch to extract all metadata information from the environment
and create a SRETAIL_HOME/support directory to contain it. Requires
the —expname option.

diffmetadata

Tells ORPatch to compare all metadata from the current environment with
metadata exported from some other environment. Requires the —expname
and -srcname options.

revert

Tells ORPatch to revert the files related to a patch, requires the —s option

Example: orpatch revert —s SRETAIL_HOME /backups/backup-09302013-
153010

Note: An action is required and only one action can be
specified at a time.

ORPatch command-line arguments:

Argument

Valid For Actions | Description

-s <source dir>

apply Specifies where to find the top-level directory of the

analyze patch to apply or analyze. The source directory
should contain the manifest.csv and patch_info.cfg
files.
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Argument Valid For Actions | Description
-new apply Forces ORPatch to not attempt to restart a failed
ORPatch session
-expname exportmetadata Defines the top-level name to be used for the export
diffmetadata or comparison of environment metadata. When used
Isinventory with Isinventory, it allows an exported inventory to
be printed.
-srcname diffmetadata Defines the ‘name’ to use when referring to the

current environment during metadata comparisons.

-dbmodules diffmetadata When comparing metadata at a module-level,
compare the dbmanifest information rather than the
environment manifest. This method of comparing
metadata is less accurate as it does not include non-
database files.

-jarmodules analyze When used with analyze, requests a full comparison
diffmetadata of the metadata of Java archives included in the patch
versus the metadata of the Java archives in the
environment. This behavior is automatically enabled
when Java customizations are detected in the
environment. Analyzing the contents of Java archives
allows for detailed investigation of the potential
impacts of installing a new Java ear to an environment
with customizations.

When used with diffmetadata, causes metadata to be
compared using jarmanifest information rather than
the environment manifest. This provides more
detailed information on the exact differences of the
content of Java archives, but does not include non-

Java files.
-selfonly apply Only apply or analyze changes in a patch that relate
analyze to orpatch itself. This is useful for applying updates
to orpatch without applying the entire patch to an
environment.
-s <backup dir> revert Specifies the backup from a patch that should be

reverted to the environment. This restores only the
files modified during the patch, the database must be
restored separately or the environment will be out-of-
sync and likely unusable.

Analyzing the Impact of a Patch

In some cases, it may be desirable to see a list of the files that will be updated by a patch,
particularly if files in the environment have been customized. ORPatch has an ‘analyze’
mode that will evaluate all files in the patch against the environment and report on the
files that will be updated based on the patch.

To run ORPatch in analyze mode, include ‘analyze’ on the command line. It performs
the following actions:

= Identifies files in the environment which the patch would remove.

= Compares version numbers of files in the patch to version numbers of files in the
environment.
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Prints a summary of the number of files which would be created, updated or
removed.

Prints an additional list of any files that would be updated which are registered as
being customized.

Prints an additional list of any files which are in the environment and newer than the
files included in the patch. These files are considered possible conflicts as the
modules in the patch may not be compatible with the newer versions already
installed. If you choose to apply the patch the newer versions of modules in the
environment will NOT be overwritten.

If a Java custom file tree is detected, prints a detailed analysis of the modules within
Java ear files that differ from the current ear file on the system.

Saves details of the files that will be impacted in
$RETAIL_HOME/orpatch/logs/detail_logs/analyze/details.

This list of files can then be used to assess the impact of a patch on your environment.

To analyze a patch, perform the following steps:

1.
2.

9.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/uOO/oretail/14.1/tst

Set the PATH environment variable to include the orpatch/bin directory

export PATH=$RETAIL_HOME/orpatch/bin:$PATH

Set the JAVA_HOME environment variable if the patch contains Java application
files.

export JAVA HOME=/uOO/oretail/java_jdk

Note: If the JAVA_HOME environment variable is not
specified, the value from
RETAIL_HOME/ orpatch/config/env_info.cfg will be used.

Create a staging directory to contain the patch, if it does not already exist.
mkdir —p $RETAIL_HOME/stage

Download the patch to the staging directory and unzip it.

Execute orpatch to analyze the patch.
orpatch analyze -s $RETAIL_HOME/stage/patch123456

Repeat the patch analysis on all servers with installations for this product
environment.

Evaluate the list(s) of impacted files.

For more information on registering and analyzing customizations, please see the
Customization section later in this document.

Applying a Patch

Once the system is prepared for patching, ORPatch can be executed to apply the patch to
the environment. The patch may need to be applied to multiple systems if it updates
components that are installed on distributed servers.

To apply a patch, perform the following steps:

1.
2.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/14_1/tst

Installation Guide 93



Patching Procedures

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

4. Set the DISPLAY environment variable if the patch contains Forms.
export DISPLAY=localhost:10.0

Note: If the DISPLAY environment variable is not specified,
the value from
RETAIL_HOME/ orpatch/config/env_info.cfg will be used.

5. Set the JAVA_HOME environment variable if the patch contains Java application
files.
export JAVA HOME=/uOO/oretail/java_jdk

Note: If the JAVA_HOME environment variable is not
specified, the value from
RETAIL_HOME/ orpatch/config/env_info.cfg will be used.

6. Create a staging directory to contain the patch, if it does not already exist.
mkdir —p $RETAIL_HOME/stage
Download the patch to the staging directory and unzip it.
Review the README.txt included with the patch. If manual steps are specified in
the patch, execute those steps at the appropriate time.
9. Shutdown applications.
10. Execute ORPatch to apply the patch.
orpatch apply -s $RETAIL_HOME/stage/patchl123456
11. After ORPatch completes, review the log files in $RETAIL_HOME/orpatch/logs.
12. Repeat the patch application on all servers with installations for this product
environment.

13. Restart applications.

Restarting ORPatch

If ORPatch is interrupted while applying a patch, or exits with an error, it saves a record
of completed work in a restart state file in SRETAIL_HOME/orpatch/logs. Investigate
and resolve the problem that caused the failure, then restart ORPatch.

By default when ORPatch is started again, it will restart the patch process close to where
it left off. If the patch process should not be restarted, add ‘-new’ to the command-line of
ORPatch.

Please note that starting a new patch session without completing the prior patch may
have serious impacts that result in a patch not being applied correctly. For example, if a
patch contains database updates and batch file changes and ORPatch is aborted during
the load of database objects, abandoning the patch session will leave batch without the
latest changes compiled in the installation.

Listing the Patch Inventory

After a patch is successfully applied by ORPatch the patch inventory in
$RETAIL_HOME/ orpatch/inventory is updated with a record that the patch was
applied. This inventory contains a record of the patches applied, the dates they were
applied, the patch type and products impacted.

To list the patch inventory, perform the following steps:
1. Log in as the UNIX user that owns the product installation.
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2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/uOO/oretail/14_1/tst
3. Set the PATH environment variable to include the orpatch/bin directory

export PATH=$RETAIL_HOME/orpatch/bin:$PATH
4. Execute orpatch to list the inventory.

orpatch Isinventory

Exporting Environment Metadata

ORPatch functionality is driven based on additional metadata that is stored in the
environment to define what version of files are applied to the environment, and which
database scripts have been applied to database schemas. This environment metadata is
used to analyze the impact of patches to environments and controls what actions are
taken during a patch. The metadata is stored in several locations depending on the type
of information it tracks and in some cases it may be desirable to extract the metadata for
analysis outside of ORPatch. For example, Oracle Support could ask for the metadata to
be uploaded to assist them in triaging an application problem.

ORPatch provides a capability to export all of the metadata in an environment into a
single directory and to automatically create a zip file of that content for upload or
transfer to another system. The exact metadata collected from the environment depends
on the products installed in the RETAIL_HOME.

ORPatch metadata exported:

deleted_env_manifest.csv files

Installed Product | Exported Metadata Description

Component

Any orpatch/config/env_info.cfg ORPatch configuration and settings
orpatch/config/custom_hooks.cfg
ORPatch inventory files

Any All env_manifest.csv and Environment manifest files detailing

product files installed, versions,
customized flags and which patch
provided the file

Database Schemas

DBMANIFEST table contents

Database manifest information
detailing which database scripts were
run, what version and when they
were executed

Java Applications

All files from
javaapp_<product>/config except jar
files

Environment-specific product
configuration files generated during
installation

Java Applications

Combined export of all META-
INF/env_manifest.csv files from all
product ear files

Jar manifest information detailing
files, versions, customized flags and
which patch provided the file

Java Applications

orpatch/config/javaapp_<product>/
ant.deploy.properties

Environment properties file created
during product installation and used
during application deployment

Java Applications

<weblogic_home>/server/lib/weblo
gic.policy

WebLogic server java security
manager policy file
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Installed Product
Component

Exported Metadata

Description

Java Applications

<weblogic_home>/common/nodem
anager /nodemanager.properties

Weblogic nodemanager configuration
file

Java Applications

<domain_home>/config/fmwconfig
/jps-config.xml

JPS configuration file for the Weblogic
application domain.

RMS Batch orpatch/config/rmsbatch_profile Batch compilation shell profile
RMS Forms orpatch/config/rmsforms_profile Forms compilation shell profile
RWMS Forms orpatch/cofngi/rwsmforms_profile | Forms compilation shell profile

Exports of environment metadata are always done to the SRETAIL_HOME/support
directory. When exporting metadata, you must specify the —expname argument and
define the name that should be given to the export. The name is used for the directory
within $RETAIL_HOME/support and for the name of the zip file.

To extract an environment’s metadata, perform the following steps:

1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/14.1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

4. Execute orpatch to export the metadata.
orpatch exportmetadata —expname test env

This example would export all metadata from the environment to the
$RETAIL_HOME/support/test_env directory. A zip file of the metadata would be
created in $RETAIL_HOME/support/test_env.zip.

Note: The $RETAIL_HOME/support/<name> directory
should be empty or not exist prior to running
exportmetadata in order to ensure accurate results.

Comparing Environment Metadata

Once metadata has been exported from an environment, it can be used to compare the
environment manifest metadata of two environments. ORPatch provides a capability to
compare metadata of the current environment with the exported metadata of another
environment. Note that even though there are many types of metadata exported by
ORPatch, only environment manifest metadata is evaluated during comparisons.
Metadata comparison happens in four phases: product comparison, patch comparison,
ORPatch action comparison, and module-level comparison.

Product comparison compares the products installed in one environment with the
products installed in another environment. Patch comparison compares the patches
applied in one environment with the patches applied in another environment, for
common products. This provides the most summarized view of how environments
differ. Patches which only apply to products on one environment are not included in the

comparison.

Since each patch may impact many files, the comparison then moves on to more detailed
analysis. The third phase of comparison is to compare the enabled ORPatch actions
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between environments. These actions roughly correspond to the installed ‘components’
of a product. For example, one environment may have database and forms components
installed while another has only forms. Action comparison identifies components that
are different between environments. The final phase of comparison is at the module
level for actions that are common between environments. Modules which exist only on
one environment, or exist on both environments with different revisions, or which are
flagged as customized are reported during the comparison.

Differences between environment metadata are reported in a summarized fashion during
the ORPatch execution. Details of the comparison results are saved in
$RETAIL_HOME/orpatch/logs/detail_logs/compare/details. One CSV file is created
for each phase of comparison: product_details.csv, patch_details.csv, action_details.csv
and module_details.csv.

In order to be compared by ORPatch, exported metadata must be placed in the
$RETAIL_HOME/support directory. The metadata should exist in the same structure
that it was originally exported in. For example, if the metadata was exported to
$RETAIL_HOME/support/test_env on another system, it should be placed in
$RETAIL_HOME/support/test_env on this system.

When reporting differences between two environments, ORPatch uses names to refer to
the environments. These names are defined as part of the diffmetadata command. The
—expname parameter, which defines the directory containing the metadata, is also used
as the name when referring to the exported metadata. The —srcname parameter defines
the name to use when referring to the current environment. As an example, if you had
exported the ‘test” environment’s metadata and copied it to the ‘dev’ environment’s
$RETAIL_HOME/support/test_env directory, you could run “orpatch diffmetadata -
expname test_env -srcname dev_env”. The detail and summary output would then refer
to things that exist on dev but not test, revisions in the test environment versus revisions
in the dev environment, etc.

ORPatch will automatically export the environment’s current metadata to
$RETAIL_HOME/support/compare prior to starting the metadata comparison.

To compare two environment’s metadata, perform the following steps:

1. Export the metadata from another environment using orpatch exportmetadata.
2. Transfer the metadata zip from the other system to $RETAIL_HOME/support.
3. Login as the UNIX user that owns the product installation.
4

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/uOO/oretail/14._1/dev

5. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL HOME/orpatch/bin:$PATH

6. Unzip the metadata zip file.
unzip test env.zip
7. Execute orpatch to compare the metadata
orpatch diffmetadata —expname test _env —srcname dev_env

This example would compare the current environment against the metadata extracted in
$RETAIL_HOME/support/test_env directory.

Note: The $SRETAIL_HOME/support/compare directory
will be automatically removed before environment metadata
is exported at the start of the comparison.
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Reverting a Patch

In general it is best to either completely apply a patch, or restore the entire environment
from the backup taken before starting the patch. It is important to test patches in test or
staging environments before applying to production. In the event of problems, Oracle
Retail recommends restoring the environment from backup if a patch is not successful.

Note: Reverting patches in an integrated environment can be
extremely complex and there is no fully automated way to
revert all changes made by a patch. Restoring the
environment from a backup is the recommended method to
remove patches.

It is, however, possible to revert small patches using the backups taken by ORPatch
during a patch. This will restore only the files modified, and it is still necessary to restore
the database if any changes were made to it.

Note: Reverting a patch reverts only the files modified by
the patch, and does not modify the database, or recompile
forms or batch files after the change.

When multiple patches have been applied to an environment, reverting any patches
other than the most recently applied patch is strongly discouraged as this will lead to
incompatible or inconsistent versions of modules applied to the environment. If multiple
patches are going to be applied sequentially it is recommended to first merge the patches
into a single patch that can be applied or reverted in a single operation.
To revert a patch, perform the following steps:
1. Log in as the UNIX user that owns the product installation.
2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/14_1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL HOME/orpatch/bin:$PATH

4. Identify the backup directory in $RETAIL_HOME /backups that contains the backup
from the patch you want to restore.
= The backup directory will contain a patch_info.cfg file which contains the name
of the patch the backup is from.

= Itis possible to have two directories for the same patch, if ORPatch was updated
during the patch. It is not possible to revert the updates to ORPatch. Select the
backup directory that does not contain orpatch files.

= Ifitis not clear which backup directory to use, restore the environment from
backup

5. Execute orpatch to revert the environment using the contents of the backup directory
orpatch revert —s $RETAIL_HOME/backups/backup-11232013-152059
Restore the database from backup if the patch made database changes

Use the orcompile script to recompile forms if the patch included RMS or RWMS
forms files

orcompile —a RMS —t FORMS
orcompile —a RWS —t FORMS

8. Use the orcompile script to recompile batch if the patch included RMS batch files
orcompile —a RMS —t BATCH
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9. Use the ordeploy script to redeploy the appropriate Java applications if the patch
included Java files
ordeploy —a RPM —t JAVA
ordeploy —a REIM —t JAVA
ordeploy —a ALLOC —t JAVA
ordeploy —a RESA —t JAVA

Merging Patches

When patches are applied individually some ORPatch tasks such as compiling forms and
batch files or deploying Java archives are performed separately for each patch. This can
be time-consuming. An alternative is to use the ORMerge utility to combine several
patches into a single patch, reducing application downtime by eliminating tasks that
would otherwise be performed multiple times. Patches merged with ORMerge are
applied with ORPatch after the merge patch is created.

Source and Destination Directories

ORMerge uses source and destination areas in order to merge patch files. The source
area is a single directory that contains the extracted patches to merge. The destination
area is the location where the merged patch will be created. If a file exists in one or more
source patches, only the highest revision will be copied to the merged patch.

The source and destination directories should exist under the same parent directory.
That is, both the source and destination directories should be subdirectories of a single
top-level directory.

The source directory must have all patches to be merged as immediate child directories.
For example if three patches need to be merged the directory structure would look like
this:

Source and Destination Directory Example

<parent>

source destination

I | |
patch1 patch2 patch3

In the example above, the manifest.csv and patch_info.cfg files for each patch to be
merged must exist in source/patchl, source/patch2, and source/patch3.

ORMerge Command-line Arguments

Argument Required Description
-s Yes Path to source directory containing patches to merge
-d Yes Path to destination directory that will contain merged patch
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Argument Required Description

-name No The name to give the merged patch. If not specified, a name will be

generated. When the merged patch is applied to a system, this name
will appear in the Oracle Retail patch inventory.

-inplace No Used only when applying a patch to installation files prior to the

first installation. See “Patching prior to the first install” in the
Troubleshooting section later, for more information.

Running the ORMerge Utility

To merge patches, perform the following steps:

1.
2.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/uOO/oretail/14_1/tst

Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

Create a staging directory to contain the patches.

mkdir —p $RETAIL_HOME/stage/merge/src

Download the patches to the staging directory and unzip them so that each patch is
in a separate subdirectory.

Review the README.txt included with each patch to identify additional manual
steps that may be required. If manual steps are specified in any patch, execute them
at the appropriate time when applying the merged patch.

Create a destination directory to contain the merged patches.

mkdir -p $RETAIL_HOME/stage/merge/dest

Execute ORMerge to merge the patches.

ormerge -s $RETAIL_HOME/stage/merge/src —d $RETAIL_HOME/stage/merge/dest —name
merged_patch

The merged patch can now be applied as a single patch to the product installation using
ORPatch.

Compiling Application Components

In some cases it may be desirable to recompile RMS Forms, RWMS Forms or RMS Batch
outside of a product patch. The ORCompile utility is designed to make this easy and
remove the need to manually execute ‘make’ or “frmemp’ commands which can be error-
prone. ORCompile leverages ORPatch functions to ensure that it compiles forms and
batch exactly the same way as ORPatch. In addition ORCompile offers an option to
compile invalid database objects using ORPatch logic.

ORCompile takes two required command line arguments each of which take an option.
Arguments and options can be specified in upper or lower case.
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ORCompile Command Line Arguments

Argument Description
-a <app> The application to compile.
-t <type> The type of application objects to compile

ORCompile Argument Options

Application |Type Description

RMS BATCH Compile RMS Batch programs

RMS FORMS Compile RMS Forms

RWMS FORMS Compile RWMS Forms

RMS DB Compile invalid database objects in the primary RMS schema

RMS DB-ASYNC Compile invalid database objects in the RMS_ASYNC_USER
schema

ALLOC DB-ALC Compile invalid database objects in the Allocations user
schema

ALLOC DB-RMS Compile invalid database objects in the RMS schema

REIM DB Compile invalid database objects in the RMS schema

RME DB Compile invalid database objects in the RME schema

ASO DB Compile invalid database objects in the ASO schema

RA DB-DM Compile invalid database objects in the RA DM schema

RA DB-RABATCH Compile invalid database objects in the RA batch schema

RA DB-RMSBATCH | Compile invalid database objects in the RA RMS batch schema

RA DB-FEDM Compile invalid database objects in the RA front-end schema

Running the ORCompile utility

Note: Compiling RMS type DB, ReIM type DB, and
Allocation type DB-RMS, are all identical as they attempt to
compile all invalid objects residing in the RMS schema.

To compile files, perform the following steps:

1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/14_1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

4. Execute orcompile to compile the desired type of files.
orcompille —a <app> -t <type>
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ORCompile Examples

Compile RMS Batch.

orcompile -a RMS -t BATCH

Compile RWMS Forms.

orcompile -a RWS -t FORMS

Compile invalid objects in the RA DM schema.
orcompile -a RA -t DB-DM

Compile invalid objects in the RMS owning schema.
orcompile -a RMS -t DB

Deploying Application Components

In some cases it may be desirable to redeploy Java applications outside of a product
patch. For example, when troubleshooting a problem, or verifying the operation of the
application with different WebLogic settings. Another situation might include wanting
to deploy the application using the same settings, but without customizations to isolate
behavior that could be related to customized functionality.

The ordeploy utility is designed to make this easy and remove the need to re-execute the
entire product installer when no configuration needs to change. ORDeploy leverages
Oracle Retail Patch Assistant functions to ensure that it deploys applications exactly the
same way as ORPatch. In addition ORDeploy offers an option to include or not include
custom Java files, to ease troubleshooting.

ORDeploy takes two required command line arguments each of which take an option.
Arguments and options can be specified in upper or lower case.

ORDeploy Command Line Arguments

Argument Description

-a <app> The application to deploy.

-t <type> The type of application objects to deploy

ORDeploy Argument Options

Application |Type Description

ALLOC JAVA Deploy the Allocations Java application and Java batch files,
including any custom Java files.

ALLOC JAVANOCUSTOM | Deploy the Allocations Java application and Java batch files,
NOT including any custom Java files.

REIM JAVA Deploy the REIM Java application and Java batch files,
including any custom Java files.

REIM JAVANOCUSTOM | Deploy the REIM Java application and Java batch files, NOT
including any custom Java files.

RESA JAVA Deploy the RESA Java application, including any custom Java
files.
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Application |Type Description

RESA JAVANOCUSTOM | Deploy the RESA Java application, NOT including any custom
Java files.

RPM JAVA Deploy the RPM Java application and Java batch files,

including any custom Java files.

RPM JAVANOCUSTOM | Deploy the RPM Java application and Java batch files, NOT
including any custom Java files.

Running the ORDeploy utility
To deploy Java applications, perform the following steps:
1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/14_1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

4. Execute ORDeploy to deploy the desired Java application.
ordeploy —a <app> -t <type>

ORDeploy Examples
Deploy RPM.
ordeploy -a RPM -t JAVA

Deploy ReIM without including Java customizations.
ordeploy -a REIM -t JAVANOCUSTOM

Maintenance Considerations

The additional information stored within the RETAIL_HOME and within database
schemas adds some considerations when performing maintenance on your environment.

Database Password Changes

Oracle wallets are used to protect the password credentials for connecting to database
schemas. This includes all database schemas used during an install. If the password for
any of these users is changed the wallet’s entry must be updated.

The wallet location is configurable but by default is in the following locations:

Location Installation Type
$RETAIL_HOME/orpatch/rms_wallet RMS Database
RMS Batch
$RETAIL_HOME/orpatch/rms_wallet_app RMS Forms
$RETAIL_HOME/orpatch/rwms_wallet RWMS Database
$RETAIL_HOME/ orpatch/rwms_wallet_app RWMS Forms
$RETAIL_HOME/orpatch/oraso_wallet ASO Database
$RETAIL_HOME/orpatch/orme_wallet RME Database
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Location Installation Type

$RETAIL_HOME/orpatch/ra_wallet RA Database

The wallet alias for each schema will be <username>_<dbname>. Standard mkstore
commands can be used to update the password.

For example:

mkstore -wrl $RETAIL_HOME/orpatch/rms_wallet —modifyCredential rms_rmsdb rmsOl
rmspassword

This command will update the password for the RMS01 user to ‘rmspassword’ in the
alias ‘rms_rmsdb’.

The Oracle wallets are required to be present when executing ORPatch. Removing them
will prevent you from being able to run ORPatch successfully. In addition the Oracle
wallet location is referenced in the RMS batch.profile, and in the default RMS and RWMS
Forms URL configuration, so removing them will require reconfiguration of batch and
forms. If batch and forms were reconfigured after installation to use other wallet files, it
is possible to backup and remove the wallets, then restore them when running ORPatch.

WebLogic Password Changes

Java wallets are used to protect the password credentials used when deploying Java
products. This includes the WebLogic administrator credentials, LDAP connection
credentials, batch user credentials and any other credentials used during an install. If the
password for any of these users is changed the wallet’s entry must be updated, or the
Java product installation can be run again.

The wallet location is in the following locations:

Location Installation Type
$RETAIL_HOME/orpatch/config/javapp_rpm RPM Java
$RETAIL_HOME/ orpatch/config/javapp_reim ReIM Java
$RETAIL_HOME/ orpatch/config/javapp_alloc Allocation Java
$RETAIL_HOME/orpatch/config/javapp_resa RESA Java
$RETAIL_HOME/orpatch/config/javaapp_rasrm RASRM Java

The wallet aliases will be stored in the retail _installer partition. The names of the aliases
will vary depending on what was entered during initial product installation.

The dump_credentials.sh script can be used to list the aliases in the wallet.

For example:

cd $RETAIL_HOME/orpatch/deploy/retail-public-security-api/bin
-/dump_credentials.sh $RETAIL_HOME/orpatch/config/javapp_alloc

Apapplication level key partition name:retail_installer
User Name Alias:dsallocAlias User Name:rmsOlapp

User Name Alias:BATCH-ALIAS User Name:SYSTEM_ADMINISTRATOR
User Name Alias:wlsAlias User Name:weblogic
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The easiest way to update the credential information is to re-run the Java product
installer. If you need to manually update the password for a credential, the
save_credential.sh script can be used.

For example:

cd $RETAIL_HOME/orpatch/deploy/retail-public-security-api/bin
./save_credential .sh —1 $RETAIL_HOME/orpatch/config/javapp_alloc —p
retail_installer —a wlsAlias —u weblogic

This command will prompt for the new password twice and update the aslias wlsAlias,
username weblogic with the new password.

Infrastructure Directory Changes

The RETAIL_HOME/ orpatch/config/env_info.cfg file contains the path to the database
ORACLE_HOME on database or RMS Batch installations, to the WebLogic Forms and
Reports ORACLE_HOME and ORACLE_INSTANCE on RMS or RWMS Forms
installations, and to the WEBLOGIC_DOMAIN_HOME, WL_HOME and MW_HOME
on Java product installations. If these paths change, the related configuration variables in
the env_info.cfg file must be updated.

DBManifest Table

The table dbmanifest within Oracle Retail database schemas is used to track the database
scripts which have been applied to the schema. It is critical not to drop or truncate this
table. Without it, ORPatch will attempt to re-run scripts against the database which have
already been applied which can destroy a working environment. Similarly, if copying a
schema from one database to another database, ensure that the dbmanifest table is
preserved during the copy.

RETAIL_HOME relationship to Database and Application Server

The RETAIL_HOME associated with an Oracle Retail product installation is critical due
to the additional metadata and historical information contained within it. If a database
or application installation is moved or copied, the RETAIL_HOME related to it should be
copied or moved at the same time.

Jar Signing Configuration Maintenance

The RPM product installation includes an option to configure a code signing certificate so
that jar files modified during installation or patching are automatically re-signed. This
configuration is optional, but recommended. If it is configured, the code signing
keystore is copied during installation to

$RETAIL_HOME/ orpatch/config/jarsign/orpkeystore.jks. The keystore password and
private key password are stored in a Java wallet in the
$RETAIL_HOME/orpatch/config/jarsign directory. The credentials are stored in a
wallet partition called orpatch:

Alias Username Description
storepass discard Password for the keystore
keypass discard Password for the private key

The keystore file and passwords can be updated using the product installer. This is the
recommended way to update the signing configuration.
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If only the credentials need to be updated, the sign_jar.sh script can be used.
5. Log in as the UNIX user that owns the product installation.

6. Set the RETAIL_HOME environment variable to the top-level directory of your
installation.

export RETAIL_HOME=/uOO/oretail/14.1/tst

7. Change directories to the location of sign_jar.sh
cd $RETAIL_HOME/orpatch/deploy/bin

8. Execute sign_jar.sh

sign_jar.sh changepwd
9. When prompted, enter the new keystore password
10. When prompted, enter the new private key password
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Customization

Patching Considerations with Customized Files and Objects

In general, the additional capabilities provided by the ORPatch should make it easier to
evaluate the potential impacts of patches to your customizations of Oracle Retail
products. However, the additional metadata maintained by the Oracle Retail patching
utilities does add some considerations when making customizations.

General Guidelines

It is always preferred to customize applications by extension rather than by direct
modification. For example, adding new database objects and forms rather than
modifying existing Oracle Retail objects and forms. You can also leverage built-in
extension points such as User Defined Attributes, the Custom Flexible Attribute Solution,
or seeded customization points in ADF Applications.

It is strongly discouraged to directly modify Oracle Retail database objects, especially
tables, as your changes may be lost during patching or may conflict with future updates.
When adding or modifying database objects, Oracle Retail recommends that all objects be
added with scripts to ensure that they can be rebuilt if necessary after a patch.

Custom Database Objects

When you create new database objects, Oracle Retail recommends placing them in an
Oracle database schema specifically for your customizations. You must use synonyms
and grants to allow the Oracle Retail product schema owner and other users to access
your objects, and use synonyms and grants to allow your customizations to access Oracle
Retail objects. A separate schema will ensure that your customizations are segregated
from base Oracle Retail code.

ORPatch expects that there will be no invalid objects in the database schemas it manages
after a patch is applied. For this reason adding extra objects to the product schema could
result in failures to apply patches as changes to base objects may cause custom objects to
go invalid until they are updated. In this situation, manually update the custom objects
so that they compile, and restart the patch.

Custom Forms

When creating new custom forms, Oracle Retail recommends placing them in a separate
directory specifically for your customizations. This directory should be added to the
FORMS_PATH of your RMS or RWMS Forms URL configuration to allow the forms to be
found by the Forms Server. This will ensure that your customizations are segregated
from base Oracle Retail code. If you choose to place customizations in the Forms bin
directory, then your custom forms will need to be recopied each time Forms are fully
recompiled.

ADF Application Customization

Oracle Retail ADF-based applications such as Allocation and ReSA can be customized
using a process called ‘seeded customization’. The customization process involves using
JDeveloper in Customizer mode to create changes to product configurations, and then
building a MAR archive containing the changes. The generated MAR is deployed to the
MDS repository used by the application and applied to the application at runtime. These
types of customizations are handled outside of ORPatch and are not reported during
patch analysis or tracked by the custom file registration utility. More information can be
found in the respective product customization guides.
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Custom Compiled Java Code

When customizing Oracle Retail Java-based products such as RPM and ReIM via product
source code, ORPatch supports automatically adding compiled customizations into the
application ear file prior to deployment. This allows customizations to be applied to the
application without directly modifying the base product ear, enabling customizations
and defect hotfixes to co-exist when they do not change the same file or a dependent file.
See the later “Custom Compiled Java Code” section for additional information and
considerations.

Analyze Patches when Customizations are Present

Whenever you have customized a product by directly modifying Oracle Retail files or
database objects, it is important to ensure you analyze each the files that will be updated
by a patch before applying the patch. This will allow you to identify any customized
files which may be overwritten by the patch and either merge your customization with
the new version of the file, or re-apply the customization after applying the patch.

Manifest Updates

If you choose to customize Oracle Retail files directly, it is extremely important not to
update the revision number contained in the env_manifest.csv. This could cause future
updates to the file to be skipped, invalidating later patch applications as only a partial
patch would be applied. The customized revision number for modified files will need to
be tracked separately.

Registering Customized Files

The ORPatch contains utilities and functionality to allow tracking of files that have been
customized through direct modification. This process is referred to as ‘registering’ a
customized file. Registration only works for files which are shipped by Oracle Retail. It is
not possible to register new files created in the environment as part of extensions or
customizations.

When patches are analyzed with ORPatch, special reporting is provided if any registered
files would be updated or deleted by the patch. Customized files impacted by the patch
are listed at the end of the analysis report from ORPatch. The detail files generated
during the analyze will contain a column called ‘customized” which will have a Y for any
files which were registered as customized. This allows easier identification of
customizations which will be overwritten by a patch.

All files delivered by Oracle Retail are considered ‘base” and so when they are applied to
an environment any registrations of those files as customized will revert back to un-
customized. Each time a patch overwrites customized files, you must re-register the
files as customized once you have applied customizations.

To register customized files, use the SRETAIL_HOME/orpatch/bin/orcustomreg script.
The orcustomerg script operates in one of two modes: registration and list.

= Registration mode registers or unregisters one or more files as customized.

= List mode lists all files in the environment that are registered as customized.

Command Line Arguments for Registration Mode

Argument Description
-f <file> Adds <file> to the list of files that will be registered. Can be specified more than
once.
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Argument Description

-bulk <file> Specifies a file to read, containing one filename per line. All filenames listed

inside <file> will be registered.

-register Files specified with -f or -bulk will be registered as ‘customized’
-unregister Files specified with -f or -bulk will be registered as ‘base’
Notes:

= Atleast one of -f or -bulk is required.

= If neither -register nor -unregister is specified, the
default is “-register’.

= File names specified with -f must either be fully-
qualified or be relative to RETAIL_HOME. The same is
true for filenames specified within a -bulk file.

Command Line arguments for list mode

Argument Description

-list List all files in the environment registered as customized

Running the orcustomreg Script
Perform the following procedure to run the orcustomreg script:

1.
2.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/uOO/oretail/14.1/tst

Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

Execute orcustomreg script to register the desired file(s).
orcustomreg —register —F <file>

Examples of using the orcustomreg Script

Register SRETAIL_HOME /dbsql_rms/Cross_Pillar/control_scripts/source/oga.sql as
customized.

orcustomreg -f dbsql_rms/Cross_Pillar/control_scripts/source/oga.sql

Unregister customizations for
$RETAIL_HOME/dbsql_rwms/Triggers/Source/TR_WAVE.trg
orcustomreg —unregister —f $RETAIL_HOME/dbsql_rwms/Triggers/Source/TR_WAVE.trg

Bulk register several files as customized.

echo “$RETAIL_HOME/oracle/proc/src/mrt.pc” > custom.txt
echo “$RETAIL_HOME/oracle/proc/src/saldly.pc” >> custom.txt
echo “$RETAIL_HOME/oracle/proc/src/ccprg.pc” >> custom.ixt
orcustomreg —bulk custom.txt
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List all files registered as customized.
orcustomreg —list

Custom Compiled Java Code

When customizing Oracle Retail Java-based products such as RPM and ReIM via product
source code, ORPatch supports automatically adding compiled customizations into the
application ear file prior to deployment. This allows customizations to be applied to the
application without directly modifying the base product ear, enabling customizations
and defect hotfixes to co-exist when they do not change the same file or a dependent file

This functionality is enabled by creating a directory called

$RETAIL_HOME /javaapp_<app>/custom, where <app> is the application the
customizations apply to. Files stored within this directory will be combined with the
base product ear files before the application is deployed to WebLogic. ORPatch will
attempt to consider customizations stored within the ‘custom’ directory during patch
analysis by triggering more detailed ear file change analysis to assist with identifying
which customizations might be impacted by changes in the patches.

Note: It is not possible, nor necessary, to register compiled
Java customizations with the orcustomreg tool.

As with other customization techniques for other technologies, Oracle Retail
recommends making Java customizations in new files as much as possible, versus
overwriting base product or configuration files. In the past it was necessary to build
complete replacement product ear files, but this method of customization is no longer
required nor recommended. Replacement ear and jar files will not contain the META-
INF/env_manifest.csv files which are required in order to be able to apply incremental
patches. Instead, compile the specific Java classes being customized and place them
along with any custom configuration files in $RETAIL_HOME /javaapp_<app>/custom.

Building Deployable ear files

When constructing the product ear file to deploy to WebLogic, ORPatch applies changes
to the ear file in a specific order, with files from later steps overwriting files in earlier
steps. The resulting ear is stored in $RETAIL_HOME /javaapp_<app>/deploy, and then
deployed to WebLogic.

Sequence for ORPatch Java Product ear file updates

Order File Type Location

1 Base product ear $RETAIL_HOME /javaapp_<app>/base

2 Updated configuration files $RETAIL_HOME /javaapp_<app>/config

3 Oracle Retail-supplied hotfixes | $SRETAIL_HOME/javaapp_<app>/internal
4 Compiled customizations $RETAIL_HOME /javaapp_<app>/custom

Merging Custom Files

When merging files from the custom directory with the product ear, ORPatch uses the
directory path of the files within custom to calculate where the file should be stored
within the ear. This allows arbitrary nesting of files, even when placing files within jars
stored in jars, stored within the ear. The following examples below use RPM, but apply
to adding compiled customizations to any Java-based product.
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Custom directory location and product ear location Examples

File path within javaapp_<app>/custom/ Final Ear File Location

rpm1l4.ear/company /ui/MyCustom.class In rpm14.ear:
/company /ui/MyCustom.class

rpml4.ear/rpml4.jar/company/bc/MyCustom?2.class | In rpm14.ear:
In rpm14jar:
/company /bc/MyCustom?.class

rpm14.ear/lib/ourcustomlibs.jar In rpm14.ear
/lib/ourcustomlibs.jar

rpm14.ear/WebLaunchServlet.war/lib/ In rpm14.ear:
rpm14.jar/company/bc/MyCustom?.class In WebLaunchServlet.war:
In lib/rpm14 jar:

/company /bc/MyCustom?.class

Analyzing patches when customizations are present

When analyzing a patch which contains a base product ear and the custom directory
contains files, ORPatch will automatically trigger a more detailed analysis of the changes
coming in a patch. This includes calculating what files inside the product ear have been
added, removed or updated and which files appear to be customized based on the
contents of the ‘custom’ directory. The detailed results of the ear file comparison during
patch analysis will be saved in javaapp_<app>_archive_compare_details.csv. Any
custom files which appeared to be impacted by the patch are saved in
javapp_<app>_archive_custom_impacts.csv. Both files will be in the
$RETAIL_HOME/orpatch/logs/detail_logs/analyze/details directory.

Note: This detailed analysis is not available when analyzing
individual hotfixes, so special care must be taken when
applying hotfixes to a customized product installation, to
ensure there are no conflicts between customizations and
hotfix changes.

Customizations and cumulative patches

By default, when applying a cumulative patch, ORPatch will not include customizations
in the deployed product ear, even if they are present in the appropriate directory. This
allows verification that the application is functioning properly using base code, before
applying customizations. After verifying the initial deployment, use ORDeploy with the
“-t JAVA” option to construct and deploy the product ear including customizations.

If customizations need to be removed outside of a patch, use ORDeploy with the “-t
JAVANOCUSTOM” option to create and deploy an ear containing only Oracle Retail
code. To force ORPatch to include customizations in the deployed ear even when
applying a cumulative patch, set JAVAAPP_<app>_INCLUDE_CUSTOM=Y in the
$RETAIL_HOME/ orpatch/config/env_info.cfg file.

Changing configuration files

It is possible to directly change product configuration files in
$RETAIL_HOME /javaapp_<app>/config. These updates can be deployed to the
environment using the ORDeploy utility. However, the ‘config’ directory is completely
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recreated each time the product installer is used. This means that modifications will be
lost and must be manually reapplied after each installer run. It is recommended to make
configuration changes via the installer where possible, and retain the
ant.install.properties file for use in later installer sessions.

Extending Oracle Retail Patch Assistant with Custom Hooks

The default ORPatch actions and processing logic is sufficient to install and patch the
base Oracle Retail product code. However there may be situations where custom
processing is desired during patching activities such as executing a shell script prior to
the start of patching, or running a SQL script at the end of the patch.

ORPatch supports extensions in the form of custom hooks. These hooks allow external
scripts to be run at specific points during ORPatch processing.

ORPatch Processing

Action

ORPatch supports a variety of ‘actions” which define the steps necessary to apply
updates to a particular area of the Oracle Retail application. Each action is generally
specific to updates to a single technology or logical component of the environment. For
example, one action might handle making updates to the RMS database schema, while a
separate action is responsible for compiling RWMS forms, and a different action deploys
the RPM Java application. These actions are enabled and disabled within the
environment configuration file, allowing ORPatch to determine what types of changes to
apply to each product installation.

ORPatch Actions

Order Action Name Description

1 DBSQL_RMS Loads RMS and RPM database objects into the primary RMS
schema

2 DBSQL_RMSASYNC Loads database objects into the RMS_ASYNC_USER schema

3 DBSQL_REIM Loads ReIM database objects into the RMS schema

4 DBSQL_RAF Loads Retail Application Framework database objects into
the RMS schema

5 DBSQL_ALCRMS Loads Allocation database objects into the RMS schema

6 DBSQL_ALLOC Loads Allocation database objects into the Allocation user
schema

7 DBSQL_RMSDEMO Used to create demo data in the RMS schema if demo data
was selected during initial installation

8 DBSQL_RMSDAS Loads database objects into the RMS Data Access Schema

9 RMSBATCH Compiles RMS Batch

10 ORAFORMS_RMS Compiles RMS Forms, copies RMS reports to
$RETAIL_HOME

11 RMSRETLSCRIPTS Copies Oracle Retail Extract and Load scripts for RMS

12 RMSDCSCRIPTS Copies Oracle Retail Merchandising System data conversion
scripts

13 DBSQL_RWMS Loads database objects into the primary RWMS schema
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Order Action Name Description
14 DBSQL_RWMSADF Loads database objects into the RWMS ADF user schema
15 DBSQL_RWMSUSER Loads database objects into the RWMS user schema
16 ORAFORMS_RWMS Compiles RWMS Forms, copies RWMS batch scripts and
reports to SRETAIL_HOME
17 JAVAAPP_RPM Deploys the RPM Java application and batch scripts
18 JAVAAPP_REIM Deploys the REIM Java application and batch scripts
19 JAVAAPP_ALLOC Deploys the Allocation Java application and batch scripts
20 JAVAAPP_RESA Deploys the ReSA Java application
21 JAVAAPP_RASRM Deploys the RASRM Java application
22 DBSQL_RARMSBATCH | Loads database objects into the RMS Batch schema for RA
23 DBSQL_RADM Loads database objects into the RA Data Mart schema
24 DBSQL_RAFEDM Loads database objects into the RA Front-end schema
25 DBSQL_RABATCH Loads database objects into the RA Batch schema
26 DBSQL_RASECORE Loads core database objects into the ORASE schema
27 DBSQL_RASEASO Loads ASO database objects into the ORASE schema
28 DBSQL_RASECDT Loads CDT database objects into the ORASE schema
29 DBSQL_RASECIS Loads CIS database objects into the ORASE schema
30 DBSQL_RASEDT Loads DT database objects into the ORASE schema
31 DBSQL_RASEMBA Loads MBA database objects into the ORASE schema
32 RASECOREBATCH Copies ORASE core batch scripts and libraries
33 RASEASOBATCH Copies ORASE ASQO batch scripts and libraries
34 RASECDTBATCH Copies ORASE CDT batch scripts and libraries
35 RASECISBATCH Copies ORASE CIS batch scripts and libraries
36 RASEDTBATCH Copies ORASE DT batch scripts and libraries
37 RASEMBABATCH Copies ORASE MBA batch scripts and libraries
Phase

ORPatch processes patches in phases. Each action relevant to a patch and host is
provided an opportunity to process the patch for each phase. The standard phases which
allow hooks are:

Restart Phase | Phase Name Description
Number
N/A PRECHECK Actions verify that their configuration appears complete and

correct. This phase and the associated hooks will be run
every time orpatch is executed, even if processing will be
restarted in a later phase.
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Restart Phase | Phase Name Description
Number
10 PREACTION Actions do processing prior to when files are copied to the

environment. Files are deleted during this phase.

20 COPYPATCH Actions copy files included in a patch into the destination
environment and the environment manifest is updated.

30 PATCHACTION | Actions take the more detailed steps necessary to apply the
new files to the environment. For database actions in
particular, this is the phase when new and updated sql files
are loaded into the database.

40 POSTACTION Actions do processing after files have been copied and
PatchActions are completed. The Forms actions, for
example, use this phase to compile the forms files as this
must happen after database packages are loaded.

50 CLEANUP Actions do any additional processing. Currently no actions
implement activities in this phase.

Configuring Custom Hooks

Custom hooks are configured in a configuration file

RETAIL_HOME/ orpatch/config/custom_hooks.cfg. The configuration file is a simple
text file where blank lines and lines starting with # are ignored and all other lines should
define a custom hook.

To define a custom hook, a line is added to the file in the form:
<hook name>=<fully qualified script>

The hook name must be in upper case and is in the form:
<action name>_<phase name>_<sequence>

The action name is any action name understood by ORPatch. The phase name is one of
the five phase names from the table above. The sequence is either ‘START” or ‘END’".
Hooks defined with a sequence of ‘START” are run before the action’s phase is invoked.
Hooks defined with a sequence of ‘END’ are run after the action’s phase is invoked.

Multiple scripts can be associated with a single hook by separating the script names with
a comma. If a hook name appears in the configuration file multiple times only the last
entry will be used.

The script defined as a custom hook must be an executable shell script that does not take
any arguments or inputs. The only environment variable that is guaranteed to be passed
to the custom hook is RETAIL_ HOME. The script must return 0 on success and non-zero
on failure.

If an action is a DBSQL action (i.e. has a name like DBSQL_), the custom hook can
optionally be a .sql file. In this case the SQL script will be run against the database
schema that the DBSQL action normally executes against. The SQL script must not
generate any ORA- or SP2- errors on success. In order to be treated as a database script,
the extension of the file defined as the custom hook must be .sql in lower-case. Any other
extension will be treated as if it is a shell script. If you have database scripts with
different extensions, they must be renamed or wrapped in a .sql script.

When using the PRECHECK phase and START sequence, please note that the custom
hook will be executed prior to any verification of the configuration. Invalid
configuration, such as invalid database username/password or a non-existent
ORACLE_HOME, may cause the custom hook to fail depending on the actions it tries to
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take. However in these cases, the normal orpatch PRECHECK activities would likely
have failed as well. All that is lost is the additional context that orpatch would have
provided about what was incorrect about the configuration.

Restarting with Custom Hooks

If a custom hook fails, for example a shell script hook returns non-zero or a sql script
generates an ORA- error in its output, the custom hook will be treated as failing. A
failing custom hook causes ORPatch to immediately stop the patching session.

When ORPatch is restarted it always restarts with the same phase and action, including
any START sequence custom hooks. If the START sequence custom hook fails, the
action’s phase is never executed. With an END sequence custom hook, the action’s phase
is re-executed when ORPatch is restarted and then the custom hook is re-executed.

When an action’s phase is costly, for example the DBSQL_RMS action which does a lot of
work, this can mean a lot of duplicate processing.

For this reason it is preferred to use START sequence custom hooks whenever possible.

If necessary, use a START sequence hook on a later phase or a later action, rather than an
END sequence custom hook.

Patch-level Custom Hooks

In addition to action-specific hooks, there are two patch-level hook points available.
These hooks allow scripts to be run before any patching activities start and after all
patching activities are completed. The hooks are defined in the same configuration file,
with a special hook name.

To run a script before patching, define:

ORPATCH_PATCH_START=<fully qualified script>

To run a script after patching, define:

ORPATCH_PATCH_END=<fully qualified script>

These hooks only support executing shell scripts, database scripts must be wrapped in a
shell script. It is also important to note that these hooks are run on every execution of
ORPatch to apply a patch, even when restarting a patch application. If the START
sequence patch-level hook returns a failure, patching is aborted. If the END sequence
patch-level hook returns a failure, it is logged but ignored as all patching activities have
already completed.

Please note that the ORPATCH_PATCH_START hook is executed prior to any
verification of the configuration. Invalid configuration may cause the custom hook to fail
depending on the actions it tries to take. However in these cases, the normal
ORPatchactivities would likely fail as well.

Example Custom Hook Definitions

A shell script that is executed prior to the Pre-Action phase of RMS Batch:
RMSBATCH_PREACTION_START=/u00/oretai l/prepare_custom_header.sh

A shell script that is executed after RETL script files are copied into the RETAIL_HOME:
RETLSCRIPTS_COPYPATCH_END=/u00/oretail/copy_custom files.sh

A SQL script that is executed against the RWMS owning schema at the start of the Clean-
up Phase:
DBSQL_RWMS_CLEANUP_START=/dba/sqgl/recompile_synonyms.sql
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Troubleshooting Patching

There is not a general method for determining the cause of a patching failure. Itis
important to ensure that patches are thoroughly tested in a test or staging system several
times prior to attempting to apply the patch to a production system, particularly if the
patch is a large cumulative patch. After the test application is successful, apply the patch
to the production system.

ORPatch Log Files

ORPatch records extensive information about the activities during a patch to the log files
in RETAIL_HOME/orpatch/logs. This includes a summary of the actions that are
planned for a patch, information about all files that were updated by the patch, and
detailed information about subsequent processing of those files. The ORPatch log files
also contain timestamps to assist in correlating log entries with other logs.

Even more detailed logs are available in RETAIL_HOME/orpatch/logs/detail_logs for
some activities such as forms compilation, invalid database object errors, and output
from custom hooks. If the standard ORPatch log information is not sufficient, it might be
helpful to check the detailed log if it exists.

Restarting ORPatch

The restart mechanism in ORPatch is designed to be safe in nearly any situation. In some
cases to ensure this, a portion of work may be redone. If the failure was caused by an
intermittent issue that has been resolved, restarting ORPatch may be sufficient to allow
the patch to proceed.

Manual DBManifest Updates

A possible cause for database change script failures is that a database change was already
made manually to the database. In this event, you may need to update the dbmanifest
table to record that a specific script does not need to be run. Before doing this, it is
extremely important to ensure that all statements contained in the script have been
completed.

Use the $RETAIL_HOME/ orpatch/bin/ordbmreg script to register database scripts in
the dbmanifest table.

Command Line Arguments for ordbmreg

Argument Description

-f <file> Adds <file> to the list of files that will be registered. Can be specified more than
once.

-bulk <file> Specifies a file to read, containing one filename per line. All filenames listed

inside <file> will be registered.

-register Files specified with -f or -bulk will be registered in the dbmanifest table

-unregister Files specified with -f or -bulk will be removed from the dbmanifest table
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Notes:
= Atleast one of -f or -bulk is required.

= If neither -register nor -unregister is specified, the
default is “-register’.

= File names specified with -f must either be fully-
qualified or be relative to RETAIL_HOME. The same is
true for filenames specified within a -bulk file.

= Registering a file in the dbmanifest table will cause it to
be completely skipped. Before doing so, ensure that all
commands contained in it have been completed.

* Removing a file from the dbmanifest table will cause it
to be run again. This will fail if the commands in the
script cannot be re-run. For example if they create a
table that already exists.

Running the ordbmreg Script

Perform the following procedure to run the ordbmreg script:

1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/14.1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

4. Execute ordbmreg script to register the desired file(s).
ordbmreg —register —fF <file>

Examples of using the ordbmreg Script

Register
$RETAIL_HOME/dbsql_rms/Cross_Pillar/db_change_scripts/source/000593_system_o
ptions.sql with the dbmanifest table.

ordbmreg -f
dbsgl_rms/Cross_Pillar/db_change_scripts/source/000593_system options.sql

Remove the dbmanifest row for
$RETAIL_HOME/dbsql_radm/ra_db/radm/database_change_scripts/000035_s1273324
0_w_party_per_d.sql.

ordbmreg —unregister —f
$RETAIL_HOME/dbsql_radn/ra_db/radn/database_change_scripts/000035_s12733240 w_part

y_per_d.sql

Bulk register several files in the dbmanifest table.

echo “$RETAIL_HOME/dbsgl_rwms/DBCs/Source/000294 container.sql” > dbcs.txt
echo “$RETAIL_HOME/dbsqgl_rwms/DBCs/Source/000457_drop_object.sql” >> dbcs.txt
ordbmreg —bulk dbcs.txt

Restarting after registration

Once the row has been added to the dbmanifest table, restart ORPatch and the script will
be skipped. If the file is not skipped there are several possibilities:
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Manual Resta

DISPLAY Sett

JAVA_HOME

= The script registered is not the failing script.

= The file type is not a type that is filtered by the dbmanifest. The only file types that
skip files listed in the dbmanifest are:
— Initial install DDL Files
— Installation scripts that cannot be rerun

— Database Change Scripts

rt State File Updates

Oracle Retail strongly discourages manually updating the ORPatch restart state files.
Updating the file improperly could cause necessary steps in the patching process to be
skipped or patches to be incorrectly recorded as applied.

ings When Compiling Forms

When compiling RMS or RWMS forms, it is necessary to have a valid X-Windows
Display. ORPatch allows this setting to come from one of two places:

= DISPLAY environment variable set before executing ORPatch

or
= DISPLAY setting in RETAIL_HOME/orpatch/config/env_info.cfg
The DISPLAY variable in the environment overrides the env_info.cfg, if both are set. The
destination X-Windows display must be accessible to the user running ORPatch, and for
best compilation performance it should be on the network ‘close’ to the server where
RMS Forms are installed and compiled. Using a local display or VNC display is
preferred. Compiling forms across a Wide-Area Network will greatly increase the time
required to apply patches to environments.

Setting

When working with Java application jar, ear or war files, it is necessary to have a valid
JAVA_HOME setting. ORPatch allows this setting to come from one of two places:

= JAVA_HOME environment variable set before executing ORPatch

or
= JAVA_HOME setting in RETAIL_HOME/orpatch/config/env_info.cfg
The JAVA_HOME variable in the environment overrides the env_info.cfg, if both are set.
The specified Java home location must be accessible to the user running ORPatch and be
a full Java Development Kit (JDK) installation. The JAVA_HOME must contain the jar
utility and if automatic Jar file signing is configured, must also contain the keytool and
jarsigner utilities.

Patching Prior to First Install

118 Oracle Retail

In some situations, it may be necessary to apply a patch to product installation files
before the initial install. For example, if there is a defect with a script that would be run
during the install and prevent proper installation. In this rare situation, it may be
necessary to apply a patch to the installation files prior to starting installation.

Note: These steps should only be undertaken at the direction
of Oracle Support.

Perform the following steps to patch installation files prior to starting an installation. The
steps assume an RMS installation, but apply to any product supported by ORPatch:

Price Management



Patching Procedures

1. Unzip the installation files to a staging area.

Note: The following steps assume the files are in
/media/oretail14.1

2. Locate the patch_info.cfg within the product media. The directory it resides in will
be used for later steps.
find /media/oretaill4_1/rms/installer —name patch_info.cfg
Output Example:
/media/oretail14.1/rms/installer/mom14/patch_info.cfg
3. Get the PATCH_NAME for the standard product installation. The patch name to use

in subsequent steps will be the portion following the “=" sign.
grep “PATCH NAME=" /media/oretaill4.l/rms/installer/moml4/patch_info.cfg
Output Example:

PATCH_NAME=MOM_14_1_0_0

4. Create a directory that will contain the patch that must be applied, next to the
directory with the product installation files.

Note: The following steps assume this directory is in
/media/patch.

5. Unzip the patch into the directory created in step 2.

Note: This should place the patch contents in
/media/patch/<patch num>.

6. Export RETAIL_HOME to point within the installation staging area.
export RETAIL_HOME=/media/oretaill4.1/rms/installer/moml4/Build
7. Create a logs directory within the installation staging area
mkdir $RETAIL_HOME/orpatch/logs
8. Ensure the ORMerge shell script is executable.
chmod u+x $RETAIL_HOME/orpatch/bin/ormerge
9. Run ORMerge to apply the patch to the installation media, using a -name argument
that is the same as what was found in step 3.

$RETAIL_HOME/orpatch/bin/ormerge -s /media/patch -d
/media/oretaill4.1/rms/instal ler/moml4 —name MOM_14 1 0_0 —inplace

Note: The —inplace argument is critical to ensure that the
patching replaces files in the mom14 directory.

10. Unset the RETAIL_HOME environment variable.
unset RETAIL_HOME
At this point, the installation files will have been updated with the newer versions of files

contained within the patch. Log files for the merge will be in
/media/oretail14.1/rms/installer/mom14/Build /orpatch/logs.

Providing Metadata to Oracle Support

In some situations, it may be necessary to provide details of the metadata from an
environment to Oracle support in order to assist with investigating a patching or
application problem. ORPatch provides built-in functionality through the
‘exportmetadata’ action to extract and consolidate metadata information for uploading to
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Oracle Support or for external analysis. For more information, see the ORPatch
‘Exporting Environment Metadata” section.
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Appendix: RPM Application Installer
Screens

You need the following details about your environment for the installer to successfully
deploy the RPM application. Depending on the options you select, you may not see some
screens or fields.

Screen: Installation Introduction Screen

Price Management 14 Installer - Oracle Retail

Oracle Retail Price Management

This will install the EFM Java application. The EFM Installation Guide provides details on every
value requested by this installer. Please read it before proceeding.

Requirements:

* 5ee Release Motes and Installation Guide for 05 requirements. L
* 5ee the Installation Guide for Weblogic and Database requirements.
* 5ee the Installation Cuide for EM5 requirements.

* 5ee the Installation Guide for other software requirements.

The installer will ask you for the following information

* EM5 database settings

La]

L4

| €3 cancel | [ (I E | @D Next |
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Screen: RPM Application RETAIL HOME

ORACLE

RPM Application RETAIL_HOME

Price Management 14 Installer - Oracle Retail

Please enter the directory where the RFM application files and batch scripts will be installec.
Please keep track of this directory, it should remain in place after installation and will be used to
apply future patches.

EPM Application RETAIL_HOME |fpath;tnfrpm_retail_hnmu Select Folder

| %] CancelHGBack||@Next|

Field Title

RPM Application RETAIL HOME

Field
Description

Retail Home is used to keep Orpatch related files, batches, etc. by default. Please
keep track of this directory, it should remain in place after installation and will
be used to apply future patches.

Examples

/path/to/rpm_retail_home
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Screen: Host Details

ORACLE

Price Management 14 Installer - Oracle Retail

; Host Details

Please enter the hostname that the component(s) will be installed an. This should match your

current host.

Hostname |apphostname

| |@Cance|“GBackH@Next|

Field Title Hostname

Field Provide the hostname where the Retail Home, batches will be installed. This shall
Description match your Application server hostname.

Examples apphostname
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Screen: Security Details

Price Management 14 Installer - Oracle Retail

Security Details

Provide security details for the RPM application

Mote: enabling 55L requires that security certificates have been configured and installed for this
WebLogic domain. The Adminserver and all managed servers must then be configured 1o use
55L

Enable 55L for RPM?
(2] Yes
() Mo

|@ Cancel ||GBack||@Next |

Field Title Enable SSL for RPM?
Field Choosing Yes will deploy RPM using SSL and configure RPM to use SSL. In this
Description case, SSL must be configured and the ports must be enabled for the

AdminServer and RPM managed servers.

Choosing No will deploy and configure RPM without SSL. In this case the non-
SSL ports must be enabled for the AdminServer and for the RPM managed
servers.
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Screen: JDBC Security Details

Price Management 14 Installer - Oracle Retail

JDBC Security Details

Mote: Enabling Secure |DBC requires that security certificates hawve been configured and installed
for this WebLogic domain.

Enable Secure |DEC connection
(@) Yes

(Mo

|(—3 Cancel||@Back||@Next|

Field Title Enable Secure JDBC connection

Field Choose Yes to create secured data sources in WebLogic, otherwise choose No. A

Description secure data base connection must already be set up if you want to create a
secure data source.
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Screen: Configure Automatic Jar Signing

Please select yes i

ORACLE

Configure Automatic Jar Signing

Price Management 14 Installer - Oracle Retail

f auto jar signing shall be enabled.

() Yes
() No

| €3 Cancel ||GBackH@Next|

Field Title Configure automatic jar signing
Field Choosing Yes will enable the auto signing of the rpm client config jar with the
Description keystore that will be asked in the next screen.

Choosing No will skip the Auto Jar Signing Details. In this case, rpm client
config jar shall be signed manually after the installation.
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Screen: Auto Jar Signing Details

=] Price Management 14 Installer - Oracle Retail ]

ORACLE"

Auto Jar Signing Details

| Provide the details for the automatic signing of Jars

JAWA Keystore Location |[.'u00fwebaclminjprnduct;rpm_nrp_kevst|
Fassphrase for keystore |uuu. |
Fassphrase for private key |uuuu |
JAVA Keystore Alias orpatchjarkey |

€3 cancel | | €9 Back || € Next |

Note: This screen will appear only if you select Configure
automatic Jar signing in the above screen.

Field Title Java Keystore Location

Field This is the path of the keystore which contains the ssl identity certificates of the
Description host as obtained from the certificate authority.

Example /u00/webadmin/product/rpm_orp_keystore/orpkeystore.jks

Field Title Passphrase for keystore

Field The password for the keystore used

Description

Field Title Passphrase for private key

Field The password for the private key used

Description
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Field Title

JAVA Keystore Alias

Field
Description

Alias of the identity certificate inside the keystore file.

Example

Orpatchjarkey
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Screen: Data Source Details
Price Management 14 Installer - Oracle Retail

Data Source Details

Provide the details for the RPM data source

EMS 14 |DEC UEL |jdt:|r::oracle:thin:@(DECRlPTlON = (ADDRESS_LIE
EFM/EMS 14 schema user |rm501app |
EPM/EMS 14 schema password |""" |

Enter the EM5 schema owner. This is usually the same as the EM5 schema entered abowve

EMS 14 schema owner |rm501 |

Mote: entering an alias for this user will enhance security for this application. If left blank it will
default to the username.

RPM/RMS 14 schema user alias | db-alias| |

| €3 cancel || @ Back || € Next |

Field Title RMS 14 JDBC URL
Field URL used by the RPM application to access the RMS database schema. See
Description Appendix: URL Reference for expected syntax.

Note: The RPM database tables are a part of the RMS schema.

For Non Secure JDBC Connection: jdbc:oracle:thin:@hostname:1521/dbname

Examples
For Secure JDBC Connection:
jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCO
L=tcps)(HOST=dbhostname)(PORT=2484)))(CONNECT_DATA=(SERVICE_N
AME=mydb)))

Field Title RPM/RMS 14 schema user

Field RMS database user for accessing the RPM tables. This should match what was

Description given in the RMS schema field of the RMS database installer.

Example rmsOlapp
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Field Title RPM/RMS 14 schema password

Field Password for the RMS database user entered above to access the RPM tables.

Description

Field Title RMS 14 schema owner

Field Database user which owns the RMS and RPM tables. This is usually the same as

Description the RMS 14 schema above.

Example rms01

Field Title RPM/RMS 14 schema alias

Field The alias to store the schema credentials.

Description

Example db-alias

Notes This alias must be unique. Do not use the same value for any other alias fields
in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: Secure Data Source Details

Iclentity truststore
ldentity truststore

Icdentity truststore

Secure Data Source Details

Provide the details for the RPM secure data source

Price Management 14 Installer - Oracle Retail

Identity Keystare |jpathjsample.kewtnre
Identity Keystore Type |JI<S

|jpathjtest.kevsmre

Type |IKS

Passphrase |uu"u|

|
|
Identity K.eystore Passphrase |""""- |
|
|
|

‘ €4 Cancel ||GBack||@Next|

Note: This screen will appear only if you select Secure JDBC
in the above screens.

Field Title Identity Keystore

Field Keystores ensure the secure storage and management of private keys and

Description trusted certificate authorities (CAs). This screen lets you provide the keystore to
be used for datasource connection These settings help you to manage the
security of message transmissions. For further information, please refer to the
Oracle Retail Merchandising Operations Management Security Guide.
Location or path where identity keystore file is stored.

Example /path/sample.keystore

Field Title Identity Keystore Type

Field The type of the keystore used.

Description

Example JKS
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ns

Field Title Identity Keystore PassPhrase

Field Please provide password to access the keystore mentioned above.
Description

Field Title Identity TrustStore

Field This is the path of the keystore which contains the ssl root and optionally
Description intermediate certificates as obtained from the certificate authority.
Example /path/test.keystore

Field Title Identity TrustStore Type

Field The type of the truststore used

Description

Example JKS

Field Title Identity TrustStore PassPhrase

Field Please provide password to access the truststore mentioned above.
Description
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Screen: JMS Provider

Price Management 14 Installer - Oracle Retail

IMS Provider

The EFM application uses Weblogic |M5 for its task and chunk queues. Weblogic JM5 is built into
the Weblogic server in which the EFM application will run.

Enter the Weblogic M5 Module name which the JM5 Queues will be installed 1o
RPM JMS Maodule |rpijSMnduIe

Enter the name for the queue used by this RPFM application. This is not a fully qualified |MDI
name. The JNDI name will be constructed using this queue name The default value is given as an
example.

Task Queue MName |tastueue

Enter the name for the queue used by this RFM application. This is not a fully qualified JMDI
name. The |NDI name will be constructed using this queue name The default value is given as an
example.

Chunk Queue MName |r_hun|-<Queue

|@ Cancel||GBack||@Next|

Field Title RPM JMS Module

Field The WebLogic JMS Module name to which the J]MS Queues will be installed.

Description

Example rpmJMSModule

Field Title Task Queue Name

Field Name by which the task queue will be identified. If this is a new RPM

Description environment, choose a queue name that is not already in use in the JMS server.
If you have already created the queue in the JMS server as part of the Clustering
Preinstallation steps, you must provide the same name in this field (without the
jms/ prefix).

Example taskQueue
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Field Title Chunk Queue Name
Field Name by which the task queue will be identified. If this is a new RPM
Description environment, choose a queue name that is not already in use in the JMS server.

If you have already created the queue in the JMS server as part of the Clustering
Preinstallation steps, you must provide the same name in this field (without the
jms/ prefix).

Example chunkQueue

134 Oracle Retail Price Management



Appendix: RPM Application Installer Screens

Screen: LDAP directory server details

Price Management 14 Installer - Oracle Retail

LDAP directory server details

Mote: If the |dap server is configured to use 551, use ldaps as the protocol. Otherwise use Idap.

LDAP server LUEL |Idaps:j‘fhostname:389 |
Enter the search user DM, RPM will authenticate to the LDAP directory as this entry

Search User DN \cn=RPM. ADMIN, cn=Users, dc =us, dc=oracle, dc |
Search User Password |--"--"| |

Mote: entering an alias for this user will enhance security for this application. I left blank it will
default to the username.

Search User Alias |Ida|::|—alias |

| €3 cancel || €9 Back | | @ Next |

Field Title LDAP server URL

Field URL for your LDAP directory server.
Description

Example For Non Secure LDAP: ldap:/ /hostname:3060

For Secure LDAP: 1daps:// hostname:389

Field Title Search User DN

Field Distinguished name of the user that RPM uses to authenticate to the LDAP
Description directory.

Example cn=RPM.ADMIN,cn=Users,dc=us,dc=oracle,dc=com

Field Title Search User Password

Field Password for the search user DN.

Description
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Field Title Search User Alias

Field The alias for the search user DN.

Description

Example ldap-alias

Notes This alias must be unique. Do not use the same value for any other alias fields
in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: LDAP directory server searches

Price Management 14 Installer - Oracle Retail
ORACLE’

LDAF directory server searches

Enter the search base DM, This is a directory entry under which RPM will search for groups

LDAP search base DN |dc=us,dc=urac|e,dc=cnml |

Enter the LDAFP search filter for EFM to use when performing LDAF searches
LDAP search filter |(&(objectclass=retaiILIser}| AN |

attribute for usernames |uid |

The LDAFP user group that contains all RPM application users.

LDAP Secure Users Group |rpm_secure_users |

An LDAP user that is required for propagation of security privileges. It must belong to the user
group that contains all RFM application users.

LDAP Secure Resource User |rpm_resnurce_user |

The main filtering attribute 1o locate users on the LDAP.

e

4 0
‘ €3 Cancel | | & Back | | @ Next |
Field Title LDAP search base DN
Field Distinguished name of the LDAP directory entry under which RPM should
Description search for users.
Example dc=us,dc=oracle,dc=com
Field Title LDAP search filter
Field LDAP filter that determines which entries are returned to RPM when it
Description conducts a directory search under the search base DN.
See the Oracle Retail Price Management Operations Guide for additional
information on configuring this field.
Example (&(objectclass=retailUser) %v)
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Field Title attribute for usernames

Field LDAP attribute where RPM should look for a user’s username.

Description

Example uid

Field Title LDAP Secure Users Group

Field The LDAP group that contains all the Users that can login into RPM.

Description

Example rpm_secure_users

Field Title LDAP Secure Resource User

Field Distinguished name of the user that RPM uses to authenticate to the LDAP

Description directory and propagation of Security privileges. It must be in the user group
that contains all RPM application users.

Example rpm.admin

Field Title LDAP Search Filter Attribute

Field LDATP filtering attribute used by RPM to filter all the valid users.

Description

Example Objectclass

Field Title LDAP Search Filter Value

Field The criteria value of the LDAP filtering attribute that a valid user should match.

Description

Example retailUser

Field Title LDAP Identity Story Factory Class

Field The factory class that matches the LDAP Provider used to store identity

Description information for the application.

Example Oracle Internet Directory
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Screen: RPM Ul Client

Price Management 14 Installer - Oracle Retail

RPM Ul Client

Flease enter the web context root for the RPM client files.
Client Context Root rpm-client

IUse Oracle Single Sigh-Qn for user identification and authentication?

Qracle Single 5ign-0n must be installed separately and the HTTP Server used to download the
EPM client must be registered with the 0550 server before you can uUse it

(3] Yes, 0550 will provide the user name.

() Mo, The user will provide this information.

|@ Cancel ||GBack||@Next |

Field Title Client Context Root
Field The Client Context Root determines how the RPM client will be accessed from
Description | users’ web browsers. The RPM client URL has the following format:
http:/<hostname>:<port>/<rpm_client_ctx_root>/launch?template=rpm_jnlp_t
emplate.vm
Example, with RPM Client Context Root value of rpm-client:
http://apphostname:17011/rpm-client/launch?template=rpm_jnlp_template.vm
Example rpm-client
Field Title Use Oracle Single Sign-On for user identification and authentication?
Field This version of RPM has the option to use Oracle Access Manager (Webgate
Description Agent) technology to authenticate users.
If OAM is being used in your environment, choose Yes.
The No option configures RPM to use its own LDAP directory settings for
authentication.
Example No
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Screen Single Sign-On Details

Note: This screen will only be displayed if the SSO option
was selected in the previous step.

Price Management 14 Installer - Oracle Retail
ORACLE’

Oracle Single Sign-0n Details

Flease enter the Oracle Single Sign-0n web tier Details.

0550 web tier Server |Appseruer1.us.oracle.cum |
0550 web tier port |18888 |
S50 token generation key Alias |SSO-TOKEN-KEY-ALIAS |

Select 550 token key generation type, If yvou select Yes The token generation key will be
regenerated on servier start-up enhancing security (Recommended) and if you select no the
token generation lkey must be inserted and managed manually in the credential store (Mot
recommended).

550 token key generation type (2 as. Generated on server startup

() MNo. Managed manually

| €3 cancel || &9 Back | | € Next |

Field Title OSSO Web Tier Server

Field This should have the host name on which the web tier is deployed on.
Description
Example Appserverl.us.oracle.com

Field Title OSS Web Tier port

Field The HTTP port of the webtier installation must be mentioned here.
Description
Example 18888
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Field Title SSO Token generation key alias

Field SSO uses this to store its tokens that are used to verify authenticity of the SSO
Description call.

Example SSO-TOKEN-KEY-ALIAS

Field Title 5SSO Token generation key type

Field If you want to have the token generation by manual or by installer. If manual
Description select No. else select Yes.

Example Yes
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Screen: Web Tier Details

Price Management 14 Installer - Oracle Retail

Oracle Web tier details

Do wou wish to enter web tier details ?

(21 Yes. | want to enter wehb tier detail
{ Mo, | do not need webtier

{@ Cancel } {G Back l ’O Mext ] ‘ % |nstall

Note: This screen will appear only if SSO is disabled in
screen “RPM UI Client”

Field Title Do you wish to enter Web Tier details?
Field Yes — If user wishes to use webtier without SSO
Description No - If user wishes to continue without SSO without webtier
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Screen Enter Web Tier Details

Price Management 14 Installer - Oracle Retail

Enter Webtier Details

If wou choose, hitp we understand that you have configured secured part manaually.

Flease choose protocol for webtier. (2] https

C o http
Web tier Server ‘webtier—semr‘l ‘
Web tier port ‘webtier—pnn ‘

[ .3 Cancel ] [@ Back] l@ Next } | < & Install

Note: This screen will appear only if “yes” is selected in
above screen

Field Title Please choose protocol for web-tier
Field Protocol for web-tier

Description

Examples http/https

Field Title Web Tier Server

Field Server name hosting web tier
Description

Examples apphost
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Field Title Web Tier Port

Field Port running web-tier
Description

Examples 1521
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Screen: Installation Type

ORACLE

Installation Type

installation

The RPM application can be installed on two types of senvers Standalone senver or Cluster
servers. The default Installation is Standalone server, alternatively you can choose cluster

Which Installation method will you use?

Price Management 14 Installer - Oracle Retail

(#) Standalone server

() Cluster servers

|E—3 Cancel||GBack||@Next|

Field Title Installation type
Field The default installation type is standalone server; alternatively you can choose
Description cluster installation.
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Screen: Application Deployment Details

Price Management 14 Installer - Oracle Retail

Application Deployment Details

The default values shown below are examples

EPM app deployment name |rpm14 |

Enter the RFM weblogic managed server or cluster.

RFM serverjcluster |rpm_server1 |

|E3 Cancel||@Back||@Next|

Field Title RPM 14 app deployment name

Field Name by which this RPM application is identified in the application

Description Server.

Example rpm14

Field Title RPM 14 server/cluster

Field Name of the server/cluster that was created for this RPM application.

Description The installer deploys the RPM application to all instances that are members
of this server/cluster. For this reason, you should not use default_group. A
new group dedicated to RPM should be created instead.

Example Rpm_serverl
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Screen: WebLogic Administrative Details

ORACLE’

Weblogic Administrative Details

Enter the administrative user and password for the Wehlogic Server to which the application will
be deployed.

Mote:if 55L is enabled, this value MUST match the DNS name used in the 55L certificate.
Weblogic hostname

Weblogic admin user
Weblogic admin password

Weblogic admin alias

Price Management 14 Installer - Oracle Retail

|apphostname

|
\weblogic |
|
|

|w|s—a|ias|

| 3 Cancel ||GBack||@Next|

Field Title Hostname

Field The Hostname of the application server.

Description

Example apphostname

Field Title WebLogic admin user

Field Username of the admin user for the WebLogic instance to which the RPM
Description application is being deployed.

Example weblogic

Field Title WebLogic admin password

Field Password for the WebLogic admin user. You chose this password when you
Description created the WebLogic instance or when you started the instance for the first

time.
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Field Title WebLogic admin alias

Field An alias for the WebLogic admin user that is used for ORACLE java wallet.

Description

Example wls-alias

Notes This alias must be unique. Do not use the same value for any other alias fields in
the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: Batch User Credentials

Price Management 14 Installer - Oracle Retail
ORACLE

Batch User Credentials

Provide the credentials for the Batch User

Mote: this must be a valid rsm/rpm user.
Batch user \RETAIL.USER |

Batch User password [esssesl |

|@ Cancel”GBar_k”@Next |

Field Title Batch User

Field The RPM user name of the person running RPM batch. It must be a valid RPM
Description user that will be coming through LDAP.

Example RETAIL.USER

Field Title Batch User Password

Field The password of the batch user.

Description
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Screen: Choose Apps to Integrate with RPM

Price Management 14 Installer - Oracle Retail

ORACLE

Choose Apps to Integrate with RPM

Choose which applications you would lilkke to integrate with EFM.

Configure RIB for RPM? ]

|@ Cancel | | €9 Back | | @ Next |

Field Title Configure RIB for RPM?
Field Select this option if you will be using RIB with RPM.
Description
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Screen: RIBforRPM Details

=] Price Management 14 Installer - Oracle Retail ]

ORACLE"

RIBEforRFM Details

If EPM will be integrated with RIE, then provice the details (Qptional).

The app-level partition {mapname) for the credentials will be set to rpm.

rib-rpm Weblogic User |web|ogic |

rib-rpm Weblogic Password |-"""u |

Mote: entering an alias for this user will enhance security for this application. If left blank it will
default to username.

rib-rpm Weblogic Alias |rib—wls—alias |

Mote: If rib-rpm uses 551, use t3s as the protocol. Otherwise use t3.
rib-rpm Provider Url |t35:ffmyhnst:8005frib—rpm |

=) CanceIHGBackH@Next |

Note: This screen will only be displayed if the check box was
checked in the screen prior to this one.

Field Title rib-rpm WebLogic User

Field The username of the server where rib-rpm is configured.
Description

Example weblogic

Field Title rib-rpm WebLogic password

Field Password for the server where rib-rpm is configured.
Description
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Field Title

rib-rpm WebLogic Alias

Field
Description

The alias for the rib-rpm WebLogic credentials.

Example

rib-wls-alias

Notes

This alias must be unique. Do not use the same value for any other alias fields in
the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.

Field Title

rib-rpm Provider URL

Field
Description

RPM provider URL for rib-rpm server.

Examples

t3s:/ /myhost:8005/rib-rpm
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Screen: Turn off the application servers’s non-SSL port

Price Management 14 Installer - Oracle Retail

ORACLE’

Turn off the application server's non-55SL port

If turned off, all clients connecting to the application server must use a secured connection.

Aovwalue of "Yes" indicates that the application server's non-55L port will be inactive. A walue of
"Mo" indicates that the applications server's non-55L port will still be active.

Disable non-55L port? (%) Yes
) Mo

|@ Cancel||GBack||@Next|

Note: This screen appears only if you have enabled SSL for
RPM. Ignore this step in case you have not enabled SSL for

RPM.
Field Title Disable non-SSL port?
Field Choosing Yes disables the non SSL port on the managed server.
Description Choosing no will the leave the non SSL port of the managed server active.

Installation Guide 153



Appendix: RPM Application Installer Screens

Screen: Installation Summary

Price Management 14 Installer - Oracle Retail

ORACLE

Installation Summary

summary of Installation

Hostname |apphosmame |

REPM Application RETAL_HOME |K,fpkg_mocks,.frpm14 lfRCl,.freIaiI_home|
Enable SSL for RPM true |
Enable Secure|DBEC for RFM |true |
Enable Automatic Jar Signing true |
JAVA kKeystore Location |Jduct,.frpm_orp_kewture;orpkewmre.jks|
JAVA Keystare Alias |[:Irpzm:I*1jarlv:ev»..r |

Data Source URL JATA = (SERVICE_NAME =polsp02app))) | |
Data Source Username |rmsﬂlapp | A

[ 4]

| £3 Cancel l | 9 Back ‘ | @) Next I | "% Install |
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Screen: Installation Progress

Price Management 14 Installer - Oracle Retail

ORACLE

Installation progress

| ___.",ShowDetaiIs Click Install to continue

’ @Cancel“@ﬂack“.a Nesxt ‘|’“%rlnstall
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Appendix: Common Installation Errors

This section provides some common errors encountered during installation of RPM.

Keystore errors when signing rpm_client_config.jar

Error message

keytool error: java.io.IOException: Keystore was tampered with, or password was
incorrect

This message may be encountered when you use the keytool utility to create an alias for
signing the rpm_client_config jar file. This usually happens when the alias for which you
are generating a key already exists in the keystore file.

Solution

Delete or rename the ~/.keystore file and run the keytool command again. This creates a
fresh keystore file.

Unreadable buttons in the Installer

If you are unable to read the text within the installer buttons, it could mean that your
JAVA_HOME is pointed to an older version of the JDK that is supported by the installer.
"Set JAVA_HOME with the appropriate JDK (the same jdk that has been used by
WebLogic Server)."

Left menu buttons missing in RPM Client

Symptom
You can log into the RPM application but the left-side menus do not show up on the
screen.

Solution

The RSM (Security Manager) schema has not been loaded with RPM security data. There
is a set of RPM data scripts that is shipped with RMS 14 (See Chapter 2, “RAC and
Clustering.” Run these scripts in the RSM schema and try logging into RPM again.
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Warning: Could not find X Input Context

Symptom

The following text appears in the console window during execution of the installer in
GUI mode:

Couldn™t find X Input Context

Solution
This message is harmless and can be ignored.

Failed RPM Login

Symptom
You will receive errors when the RPM client tries to connect to the ldap server to
authenticate the user.

Solution

Add the following tag to the server start parameters of the rpm managed server.

-Djava.security.auth.login.config=<WEBLOGIC_DOMAIN_HOME>/retail/<RPM APP
Name>/config/rpm_jaas.config

Validate the location of rpm_jaas.config. Make sure weblogic.policy has the appropriate
values, as specified in the Start the Managed Servers section.

GUI screens fail to open when running Installer

Symptom

When running the installer in GUI mode, the screens fail to open and the installer ends,
returning to the console without an error message. The ant.install.log file contains this
error:

Fatal exception: Width (0) and height (0) cannot be <= 0
Java.lang. Il legalArgumentException: Width (0) and height (0) cannot be <= 0

Solution

This error is encountered when Antinstaller is used in GUI mode with certain X Servers.
To work around this issue, copy ant.install.properties.sample to ant.install.properties and
rerun the installer.
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The application installer for the RPM product asks for several different URLs. These
include the following.

JDBC URL for a Database

Used by the Java application and by the installer to connect to the database.

Thick Client Syntax: jdbc:oracle:oci:@<sid>
<sid>: system identifier for the database

Example: jdbc:oracle:oci:@mysid

Thin Client Syntax: jdbc:oracle:thin:@<host>:<port>/ <sid>
<host>: hostname of the database server

<port>: database listener port

<sid>: system identifier for the database

Example: jdbc:oracle:thin:@myhost:1521/mysid

JNDI Provider URL for an Application

Used by the application client to access the application running in the server. This is also
used by other applications for server-to-server calls.

Syntax: t3:/ /<host>:<port>:/ <app>
= <host>: hostname of the WebLogic environment

= <port>: Port of the managed server to which rpm has been deployed. This can be
found in the <WEBLOGIC_DOMAIN_HOME>/config/config.xml file.

= <app>: Deployment name for the application.

Example: t3:/myhost:17011/rpm14

Note: The JNDI provider URL can have a different format
depending on your cluster topology. Consult the WebLogic
documentation.
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Appendix: Setting Up Password Stores with
wallets/credential stores

As part of an application installation, administrators must set up password stores for
user accounts using wallets/credential stores. Some password stores must be installed on
the application database side. While the installer handles much of this process, the
administrators must perform some additional steps.

Password stores for the application and application server user accounts must also be
installed; however, the installer takes care of this entire process.

ORACLE Retail Merchandising applications now have 3 different types of password
stores. They are database wallets, java wallets, and database credential stores.
Background and how to administer them below are explained in this appendix

About Database Password Stores and Oracle Wallet

Oracle databases have allowed other users on the server to see passwords in case
database connect strings (username/password@db) were passed to programs. In the
past, users could navigate to ps —ef|grep <username> to see the password if the password
was supplied in the command line when calling a program.

To make passwords more secure, Oracle Retail has implemented the Oracle Software
Security Assurance (OSSA) program. Sensitive information such as user credentials now
must be encrypted and stored in a secure location. This location is called password stores
or wallets. These password stores are secure software containers that store the encrypted
user credentials.

Users can retrieve the credentials using aliases that were set up when encrypting and
storing the user credentials in the password store. For example, if username/password@db
is entered in the command line argument and the alias is called db_username, the
argument to a program is as follows:

sglplus /@db_username

This would connect to the database as it did previously, but it would hide the password
from any system user.

After this is configured, as in the example above, the application installation and the
other relevant scripts are no longer needed to use embedded usernames and passwords.
This reduces any security risks that may exist because usernames and passwords are no
longer exposed.

When the installation starts, all the necessary user credentials are retrieved from the
Oracle Wallet based on the alias name associated with the user credentials.

There are three different types of password stores. One type explain in the next section is
for database connect strings used in program arguments (such as sqlplus
/@db_username). The others are for Java application installation and application use.

Setting Up Password Stores for Database User Accounts

After the database is installed and the default database user accounts are set up,
administrators must set up a password store using the Oracle wallet. This involves
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assigning an alias for the username and associated password for each database user
account. The alias is used later during the application installation. This password store
must be created on the system where the application server and database client are
installed.

This section describes the steps you must take to set up a wallet and the aliases for the
database user accounts. For more information on configuring authentication and
password stores, see the Oracle Database Security Guide.

Note: In this section, <wallet_location> is a placeholder text
for illustration purposes. Before running the command,
ensure that you specify the path to the location where you
want to create and store the wallet.

To set up a password store for the database user accounts, perform the following steps:
1. Create a wallet using the following command:
mkstore -wrl <wallet_location> -create

After you run the command, a prompt appears. Enter a password for the Oracle
Wallet in the prompt.

Note: The mkstore utility is included in the Oracle Database
Client installation.

The wallet is created with the auto-login feature enabled. This feature enables the
database client to access the wallet contents without using the password. For more
information, refer to the Oracle Database Advanced Security Administrator’s Guide.

2. Create the database connection credentials in the wallet using the following
command:
mkstore -wrl <wallet_location> -createCredential <alias-name> <database-user-
name>
After you run the command, a prompt appears. Enter the password associated with
the database user account in the prompt.

Repeat Step 2 for all the database user accounts.

Update the sqlnet.ora file to include the following statements:

WALLET _LOCATION = (SOURCE = (METHOD = FILE) (METHOD DATA = (DIRECTORY =
<wallet_location>)))

SQLNET.WALLET OVERRIDE = TRUE

SSL_CLIENT_AUTHENTICATION = FALSE

5. Update the tnsnames.ora file to include the following entry for each alias name to be
set up.
<alias-name> =
(DESCRIPTION =

(ADDRESS LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = <host>) (PORT = <port>))

)
(CONNECT_DATA =

(SERVICE_NAME = <service>)
)

)

In the previous example, <alias-name>, <host>, <port>, and <service> are
placeholder text for illustration purposes. Ensure that you replace these with the
relevant values.
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Setting up Wallets for Database User Accounts

The following examples show how to set up wallets for database user accounts for the
following applications:

= For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARI

For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARI

To set up wallets for database user accounts, do the following.

1. Create a new directory called wallet under your folder structure.

cd /projects/rmsl4/dev/
mkdir .wallet

Note: The default permissions of the wallet allow only the
owner to use it, ensuring the connection information is
protected. If you want other users to be able to use the
connection, you must adjust permissions appropriately to
ensure only authorized users have access to the wallet.

2. Create a sqlnet.ora in the wallet directory with the following content.

WALLET_LOCATION =  (SOURCE = (METHOD = FILE) (METHOD_DATA =
(DIRECTORY = /projects/rmsl4/dev/ wallet)) )

SQLNET .WALLET_OVERRIDE=TRUE

SSL_CLIENT_AUTHENT ICAT ION=FALSE

Note: WALLET_LOCATION must be on line 1 in the file.

3. Setup a tnsnames.ora in the wallet directory. This tnsnames.ora includes the
standard tnsnames.ora file. Then, add two custom tns_alias entries that are only for
use with the wallet. For example, sqlplus /@dvols29_rmsOluser.
ifile = /u00/oracle/product/11.2.0.1/network/admin/tnsnames.ora

Examples for a NON pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxooxxx.us.oracle.com) (Port = 1521)))
(CONNECT _DATA = (SID = <sid name> (GLOBAL NAME = <sid_name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xooxx.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SID = <sid_name>) (GLOBAL NAME = <sid_name>)))

Examples for a pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xooxx.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SERVICE_NAME = <pluggable db name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xooxx.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SERVICE_NAME = <pluggable db name>)))

Note: It is important to not just copy the tnsnames.ora file
because it can quickly become out of date. The ifile clause
(shown above) is key.
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4. Create the wallet files. These are empty initially.

a. Ensure you are in the intended location.

$ pwd
/projects/rmsl4/dev/ .wallet

b. Create the wallet files.
$ mkstore -wrl . —create

c. Enter the wallet password you want to use. It is recommended that you use the
same password as the UNIX user you are creating the wallet on.

d. Enter the password again.
Two wallet files are created from the above command:
— ewallet.pl2
— cwallet.sso

5. Create the wallet entry that associates the user name and password to the custom tns
alias that was setup in the wallet’s tnsnames.ora file.

mkstore —wrl . —createCredential <tns_alias> <username> <password>

Example: mkstore -wrl . —createCredential dvols29 _rmsOluser
rmsOluser passwd

6. Test the connectivity. The ORACLE_HOME used with the wallet must be the same
version or higher than what the wallet was created with.

$ export TNS_ADMIN=/projects/rmsl4/dev/.wallet /* This is very import to use
wallet to point at the alternate tnsnames.ora created in this example */

$ sqglplus /@dvols29 rmsOluser
SQL*Plus: Release 12

Connected to:
Oracle Database 129

SQL> show user
USER i1s “rmsOluser”

Running batch programs or shell scripts would be similar:

Ex: dtesys /@dvols29 rmsOluser
script.sh /@dvols29 rmsOluser

Set the UP unix variable to help with some compiles :

export UP=/@dvols29_rmsOluser
for use in RMS batch compiles, and RMS, RWS, and ARl forms compiles.

As shown in the example above, users can ensure that passwords remain invisible.

Additional Database Wallet Commands
The following is a list of additional database wallet commands.
=  Delete a credential on wallet

mkstore —-wrl . —deleteCredential dvols29 rmsOluser

=  Change the password for a credential on wallet
mkstore —-wrl . —modifyCredential dvols29 rmsOluser rmsOluser passwd
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List the wallet credential entries
mkstore -wrl . —list
This command returns values such as the following.

oracle.security.client.connect _stringl
oracle_security.client._userl
oracle._security.client._passwordl

View the details of a wallet entry
mkstore —wrl . —viewEntry oracle.security.client.connect_stringl
Returns the value of the entry:

dvols29 rmsOluser
mkstore —wrl . —viewEntry oracle_security.client._userl

Returns the value of the entry:
rms0luser

mkstore —-wrl . —viewEntry oracle_security.client._passwordl

Returns the value of the entry:
Passwd

Setting up RETL Wallets

RETL creates a wallet under $RFX_HOME/etc/security, with the following files:

cwallet.sso
jazn-data.xml
jps-config.xml
README .txt

To set up RETL wallets, perform the following steps:

1.

Set the following environment variables:

=  ORACLE_SID=<retaildb>

=  RFX_HOME=/uO0/rfx/rfx-13

= RFX_TMP=/U00/rfx/rfx-13/tmp

=  JAVA HOME=/usr/jdkl1.6.0_12.64bit

= LD LIBRARY_PATH=$ORACLE HOME

= PATH=$RFX_HOME/bin:$JAVA HOME/bin:$PATH

Change directory to $REX_HOME /bin.

Run setup-security-credential.sh.

= Enter 1 to add a new database credential.

=  Enter the dbuseralias. For example, retl_java_rmsOluser.
= Enter the database user name. For example, rmsOluser .
= Enter the database password.

= Re-enter the database password.

= Enter D to exit the setup script.

Update your RETL environment variable script to reflect the names of both the
Oracle Networking wallet and the Java wallet.

For example, to configure RETLforRPAS, modify the following entries in
$RETAIL_HOME/RETLFOrRPAS/rfx/etc/rmse_rpas_config.env.

= The RETL_WALLET_ALIAS should point to the Java wallet entry:
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— export RETL_WALLET ALIAS="retl_java_rmsOluser"

= The ORACLE_WALLET_ALIAS should point to the Oracle network wallet entry:
— export ORACLE WALLET ALIAS="dvols29 rmsOluser"

=  The SQLPLUS_LOGON should use the ORACLE_WALLET_ALIAS:
—  export SQLPLUS_LOGON="/@${ORACLE WALLET ALIAS}"

To change a password later, run setup-security-credential .sh.

= Enter 2 to update a database credential.

= Select the credential to update.

= Enter the database user to update or change.

= Enter the password of the database user.

= Re-enter the password.

For Java Applications (SIM, RelM, RPM, RIB, AIP, Alloc, ReSA, RETL)

For Java applications, consider the following:

For database user accounts, ensure that you set up the same alias names between the
password stores (database wallet and Java wallet). You can provide the alias name
during the installer process.

Document all aliases that you have set up. During the application installation, you
must enter the alias names for the application installer to connect to the database and
application server.

Passwords are not used to update entries in Java wallets. Entries in Java wallets are
stored in partitions, or application-level keys. In each retail application that has been
installed, the wallet is located in

<WEBLOGIC_DOMAIN_HOME-> /retail / <appname>/config Example:
/u00/webadmin/product/10.3.6/WLS/user_projects/domains/14_mck_soa_domai
n/retail /reim14/config

Application installers should create the Java wallets for you, but it is good to know
how this works for future use and understanding.

Scripts are located in <WEBLOGIC_DOMAIN_HOME?> /retail / <appname> /retail-
public-security-api/bin for administering wallet entries.

Example:
/u00/webadmin/product/10.3.6/WLS/user_projects/domains/REIMDomain/retai
1/reim14 /retail-public-security-api/bin

In this directory is a script to help you update each alias entry without having to
remember the wallet details. For example, if you set the RPM database alias to
rms0luser, you will find a script called update-RMS01USER.sh.

Note: These scripts are available only with applications
installed by way of an installer.

Two main scripts are related to this script in the folder for more generic wallet
operations: dump_credentials.sh and save_credential.sh.

If you have not installed the application yet, you can unzip the application zip file
and view these scripts in <app>/application/retail-public-security-api/bin.

Example:
/u00/webadmin/reim14/application/retail-public-security-api/bin
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update-<ALIAS>.sh
update-<ALIAS>.sh updates the wallet entry for this alias. You can use this script to
change the user name and password for this alias. Because the application refers only to
the alias, no changes are needed in application properties files.

Usage:
update-<username>.sh <myuser>

Example:

/u00/webadmin/product/10.3_x/WLS/user_projects/domains/RPMDomain/retail/rpml4/reta
il-public-security-api/bin> ./update-RMSO1USER.sh

usage: update-RMSO1USER.sh <username>

<username>: the username to update into this alias.

Example: update-RMSO1USER.sh myuser

Note: this script will ask you for the password for the username that you pass in.
/u00/webadmin/product/10.3.x/WLS/user_projects/domains/RPMDomain/retail/rpml4/reta
il-public-security-api/bin>

dump_credentials.sh
dump_credentials.sh is used to retrieve information from wallet. For each entry
found in the wallet, the wallet partition, the alias, and the user name are displayed.
Note that the password is not displayed. If the value of an entry is uncertain, run
save_credential.sh to resave the entry with a known password.
dump_credentials.sh <wallet location>

Example:

dump_credentials.sh
location:/u00/webadmin/product/10.3.x/WLS/user_projects/domains/REIMDomain/retail/
reiml4/config

Retail Public Security APl Utility

Below are the credentials found in the wallet at the
location: /u00/webadmin/product/10.3.x/WLS/user_projects/domains / REIMDom
ain/retail /reim14/config

Application level key partition name:reiml4

User Name Alias:WLS-ALIAS User Name:weblogic

User Name Alias:RETAIL-ALIAS User Name:retail .user
User Name Alias:LDAP-ALIAS User Name:RETAIL.USER
User Name Alias:RMS-ALIAS User Name:rmsl4mock
User Name Alias:REIMBAT-ALIAS User Name:reimbat
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save_credential.sh
save_credential.sh is used to update the information in wallet. If you are unsure
about the information that is currently in the wallet, use dump_credentials.sh as
indicated above.
save_credential.sh -a <alias> -u <user> -p <partition name> -l <path of the
wallet file location where credentials are stored>
Example:

/u00/webadmin/mock14 testing/rtil/rtil/application/retail-public-security-api/bin>
save_credential _sh -1 wallet_test -a myalias -p mypartition -u myuser

Retail Public Security API Utility

Enter password:
Verify password:

Note: -pin the above command is for partition name. You
must specify the proper partition name used in application
code for each Java application.

save_credential.sh and dump_credentials.sh scripts are the
same for all applications. If using save_credential.sh to add a
wallet entry or to update a wallet entry, bounce the
application/managed server so that your changes are visible
to the application. Also, save a backup copy of your
cwallet.sso file in a location outside of the deployment path,
because redeployment or reinstallation of the application
will wipe the wallet entries you made after installation of the
application. To restore your wallet entries after a
redeployment/reinstallation, copy the backed up cwallet.sso
file over the cwallet.sso file. Then bounce the
application/managed server.

Usage

Retail Public Security APl Utility

usage: save_credential .sh -au[plh]
E.g- save _credential.sh -a rms-alias -u rms_user -p rib-rms -1 ./

-a,—-userNameAlias <arg> alias for which the credentials
needs to be stored

-h,--help usage information
-1,—-locationofWal letDir <arg> location where the wallet file is

created. If not specified, it creates the wallet under secure-credential-wallet
directory which is already present under the retail-public-security-api/

directory.
-p,——appLevelKeyPartitionName <arg> application level key partition name
-u,--userName <arg> username to be stored in secure

credential wallet for specified alias*
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How does the Wallet Relate to the Application?

The ORACLE Retail Java applications have the wallet alias information you create in an
<app-name>.properties file. Below is the reim.properties file. Note the database
information and the user are presented as well. The property called
datasource.credential.alias=RMS-ALIAS uses the ORACLE wallet with the argument of
RMS-ALIAS at the csm.wallet.path and csm.wallet.partition.name = reim14 to retrieve
the password for application use.

Reim.properties code sample:

datasource.url=jdbc:oracle:thin:@oocoxxx.us.oracle.com:1521:pkols07
datasource.schema.owner=rmsl4mock

datasource.credential .al ias=RMS-ALIAS

#
# ossa related Configuration

#

# These settings are for ossa configuration to store credentials.
#

csm.wal let. path=/u00/webadmin/product/10.3.x/WLS/user_projects/domains/REIMDomain/
retail/reiml4/config
csm.wallet_partition.name=reiml4

How does the Wallet Relate to Java Batch Program use?

Some of the ORACLE Retail Java batch applications have an alias to use when running
Java batch programs. For example, alias REIMBAT-ALIAS maps through the wallet to
dbuser RMS01APP, already on the database. To run a ReIM batch program the format
would be: reimbatchpgmname REIMBAT-ALIAS <other arguments as needed by the
program in question>

Database Credential Store Administration

The following section describes a domain level database credential store. This is used in
RPM login processing, SIM login processing, RWMS login processing, RESA login
processing and Allocation login processing and policy information for application
permission. Setting up the database credential store is addressed in the RPM, SIM,
RESA, RWMS, and Alloc 14.1 install guides.

The following sections show an example of how to administer the password stores thru
ORACLE Enterprise Manger Fusion Middleware Control, a later section will show how
to do this thru WLST scripts.
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1. The first step is to use your link to Oracle Enterprise Manager Fusion Middleware
Control for the domain in question. Locate your domain on the left side of the screen
and do a right mouse click on the domain and select Security > Credentials
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2. Click on Credentials and you will get a screen similar to the following. The following
screen is expanded to make it make more sense. From here you can administer

credentials.
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The Create Map add above is to create a new map with keys under it. A map would
usually be an application such as rpm14. The keys will usually represent alias to various
users (database user, WebLogic user, LDAP user, etc). The application installer should
add the maps so you should not often have to add a map.

Creation of the main keys for an application will also be built by the application installer.
You will not be adding keys often as the installer puts the keys out and the keys talk to
the application. You may be using EDIT on a key to see what user the key/alias points to
and possibly change/reset its password. To edit a key/alias, highlight the key/alias in
question and push the edit icon nearer the top of the page. You will then get a screen as

follows:
(@ Credentials: /Farm_APPDomain/APPDomain (Oracle WebLogic Domain) - Oracle Enterprise Manager (we - Windows Internet Explorer (=@
pe
G- () hitte://mspL2115 soracle.come1 7001 ferm/faces/asfasfwiFarmHometarget=Farm_APPDomain@itype=oracle jas_fam&_afiLoop [ % |[B Googte o ~|
i Favorites <5 [@) Signing and Verifying JAR .. & Web Slice Gallery =
- ervice - Oracle repos: rgbudocs/Install .. | @& Credentials: /Farm_A... ite Search - Oracle Reta... anaging the Policy St... - v @ v Pagev Safetyv Toolsv @~
55+ [®] Service - Oracle CRM O, pos: rgbudocs/Install .. | & Credentials: /Farm_A. EA site Search - Oracle Reta... [&] Managing the Policy St fi~ 8 B v Pagev Safety~ Tools~ @
Find: [ qacl27 | Previous Nea | (7] Options = |
ORACLE Enterprise Manager 119 Fusion Middleware Control Setup Hepw LogOut
FiFam» | % Topology
- APPDomain @ Loggedin as weblogic
= B Farm_APPDomain ] weblogic Domain Page Refreshed Oct 75, 2013 12:49:37 M EDT L)
% £ Appiication Deployments
=l 3 WebLogic Domain Credentials
=l (1] /APPDomain A credential store is the repository of security data that certify the authority of entities used by Java 2, J2EE, and ADF applications. Applications can use the Credential Store, a single, consolidated service
5 Adninserver provider o store and manage their credentals securely.
@ 8 Clusterrein i Credential Store Provider
. ‘Q Cluster-rpm Scope WebLogic Domain
@ 5 Custerss Provider DB_ORACLE
# 8l Cluster-sm
&l [ Metadata Repositories dp CreateMap  dp Createkey | A Edt.. $€Delete.. | credential Key Name ®
Credential Type Description
= [ Jorade.retal.sm -
 bip-user =
s [ Edit Key
@ rslrpm-user
DL Select Map TPm14
@ relrms-user Koy DEALEES
@ server-user Type Password T Vou can enter 2 different user name for authenticaton.
@ datasource-user =User Name | tms0 1app
@ Idap-user *Passiord | evesse
[ @ sso-token-key =Confirm Password | ewswse
= remit Description
@ LDAP-ALIAS
@ user signature s
7 DB-ALIAS .
l | OK || Cancel
Done & Local intranet | Protected Mode: Off v R100% v

The screen above shows the map (rpm14) that came from the application installer, the
key (DB-ALIAS) that came from the application installer (some of the keys/alias are
selected by the person who did the application install, some are hard coded by the
application installer in question), the type (in this case password), and the user name and
password. This is where you would check to see that the user name is correct and reset
the password if needed. REMEMBER, a change to an item like a database password
WILL make you come into this and also change the password. Otherwise your
application will NOT work correctly.
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Managing Credentials with WSLT/OPSS Scripts

This procedure is optional as you can administer the credential store through the Oracle
enterprise manager associated with the domain of your application install for RPM, SIM,
RESA, or Allocation.

An Oracle Platform Security Scripts (OPSS) script is a WLST script, in the context of the
Oracle WebLogic Server. An online script is a script that requires a connection to a
running server. Unless otherwise stated, scripts listed in this section are online scripts
and operate on a database credential store. There are a few scripts that are offline, that is,
they do not require a server to be running to operate.

Read-only scripts can be performed only by users in the following WebLogic groups:
Monitor, Operator, Configurator, or Admin. Read-write scripts can be performed only by
users in the following WebLogic groups: Admin or Configurator. All WLST scripts are
available out-of-the-box with the installation of the Oracle WebLogic Server.

WLST scripts can be run in interactive mode or in script mode. In interactive mode, you
enter the script at a command-line prompt and view the response immediately after. In
script mode, you write scripts in a text file (with a py file name extension) and run it
without requiring input, much like the directives in a shell script.

For platform-specific requirements to run an OPSS script, see
http:/ /docs.oracle.com/cd/E21764_01/core.1111/e10043 /managepols.htm#CIHIBBDJ

The weakness with the WLST/OPSS scripts is that you have to already know your map
name and key name. In many cases, you do not know or remember that. The database
credential store way through enterprise manager is a better way to find your map and
key names easily when you do not already know them. A way in a command line mode
to find the map name and alias is to run orapki. An example of orapki is as follows:

/u00/webadmin/product/wls_apps/oracle_common/bin> ./orapki wallet display —
wallet
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/fmw
config

(where the path above is the domain location of the wallet)
Output of orapki is below. This shows map name of rpm14 and each alias in the wallet:
Oracle PKI Tool : Version 11.1.1.9.0

Requested Certificates:

User Certificates:

Oracle Secret Store entries:
rpm14@#3#@DB-ALIAS
rpm14@#3#@LDAP-ALIAS
rpm14@#3#@RETAIL.USER
rpm14@#3#@user.signature.salt
rpm14@#3#@user.signature.secretkey
rpm14@#3#@WEBLOGIC-ALIAS
rpm14@#3#@WLS-ALIAS

Trusted Certificates:

Subject: OU=Class 1 Public Primary Certification Authority,O=VeriSign\, Inc.,C=US
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listCred

OPSS provides the following scripts on all supported platforms to administer credentials
(all scripts are online, unless otherwise stated. You need the map name and the key name
to run the scripts below

= listCred

= updateCred

= createCred

= deleteCred

* modifyBootStrapCredential
= addBootStrapCredential

The script | ISTCred returns the list of attribute values of a credential in the credential
store with given map name and key name. This script lists the data encapsulated in
credentials of type password only.

Script Mode Syntax
listCred.py -map mapName -key keyName

Interactive Mode Syntax

listCred(map="mapName", key="keyName'")

The meanings of the arguments (all required) are as follows:
= Map specifies a map name (folder).

= key specifies a key name.

Examples of Use:

The following invocation returns all the information (such as user name, password, and
description) in the credential with map name myMap and key name myKey:

listCred.py -map myMap -key myKey

The following example shows how to run this command and similar credential
commands with WLST:

/u00/webadmin/product/wls_apps/oracle_common/common/bin>
sh wist.sh

Initializing WebLogic Scripting Tool (WLST)...

Welcome to WebLogic Server Administration Scripting Shell

wls:/offline> connect("weblogic®, "password123*, ">xxoxxxx.us.oracle.com:17001")
Connecting to t3://xoxxx.us.oracle.com:17001 with userid weblogic ...
Successfully connected to Admin Server “AdminServer® that belongs to domain
*APPDomain® .

wls:/APPDomain/serverConfig> listCred(map=""rpml4", key="DB-ALIAS'")
Already in Domain Runtime Tree

[Name : rmsOlapp, Description : null, expiry Date : null]

PASSWORD:retail

*The above means for map rpml4 in APPDomain, alias DB-ALIAS points to database
user rmsOlapp with a password of retail
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updateCred

createCred

deleteCred

The script updateCred modifies the type, user name, and password of a credential in
the credential store with given map name and key name. This script updates the data
encapsulated in credentials of type password only. Only the interactive mode is
supported.

Interactive Mode Syntax

updateCred(map="mapName'*, key="keyName', user="‘userName", password=""passW"’,
[desc=""description'])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

= Map specifies a map name (folder) in the credential store.
= key specifies a key name.

= USEer specifies the credential user name.

= password specifies the credential password.

» descC specifies a string describing the credential.
Example of Use:

The following invocation updates the user name, password, and description of the
password credential with map name myMap and key name myKey:
updateCred(map=""myMap'*, key="myKey", user="myUsr", password="myPassw'")

The script CreateCred creates a credential in the credential store with a given map
name, key name, user name and password. This script can create a credential of type
password only. Only the interactive mode is supported.

Interactive Mode Syntax

createCred(map="mapName", key="'keyName', user="userName', password="'passW',
[desc="description'])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

= Map specifies the map name (folder) of the credential.
» Kkey specifies the key name of the credential.

= USer specifies the credential user name.

= password specifies the credential password.

= desc specifies a string describing the credential.
Example of Use:

The following invocation creates a password credential with the specified data:
createCred(map="myMap'*, key="myKey', user="myUsr', password="myPassw'")

The script de leteCred removes a credential with given map name and key name
from the credential store.

Script Mode Syntax
deleteCred.py -map mapName -key keyName
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Interactive Mode Syntax

deleteCred(map="mapName'*, key="keyName'")

The meanings of the arguments (all required) are as follows:

= Map specifies a map name (folder).

= key specifies a key name.

Example of Use:

The following invocation removes the credential with map name myMap and key name
myKey:

deleteCred.py -map myMap -key myKey

modifyBootStrapCredential

The offline script mod 1 fyBootStrapCredential modifies the bootstrap
credentials configured in the default jps context, and it is typically used in the following
scenario: suppose that the policy and credential stores are LDAP-based, and the
credentials to access the LDAP store (stored in the LDAP server) are changed. Then this
script can be used to seed those changes into the bootstrap credential store.

This script is available in interactive mode only.

Interactive Mode Syntax

modi fyBootStrapCredential (JpsConfigFile=""pathName™, username="usrName',
password=""usrPass'")

The meanings of the arguments (all required) are as follows:

= JpsConfTigFile specifies the location of the file Jps—config.xml relative
to the location where the script is run. Example location:
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig. Example location of the bootstrap wallet is

/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig/bootstrap

= username specifies the distinguished name of the user in the LDAP store.
= password specifies the password of the user.
Example of Use:

Suppose that in the LDAP store, the password of the user with distinguished name
cn=orcladmin has been changed to we lcomel, and that the configuration file
Jps-conTig.xml islocated in the current directory.Then the following invocation
changes the password in the bootstrap credential store to we Icomel.:

modi fyBootStrapCredential (JpsConfigFile="_/jps-config.xml*",
username="cn=orcladmin®, password="welcomel®)

Any output regarding the audit service can be disregarded.
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addBootStrapCredential

The offline script addBootStrapCredential adds a password credential with
given map, key, user name, and user password to the bootstrap credentials configured in
the default jps context of a jps configuration file.

Classloaders contain a hierarchy with parent classloaders and child classloaders. The
relationship between parent and child classloaders is analogous to the object relationship
of super classes and subclasses. The bootstrap classloader is the root of the Java
classloader hierarchy. The Java virtual machine (JVM) creates the bootstrap classloader,
which loads the Java development kit (JDK) internal classes and java. * packages
included in the JVM. (For example, the bootstrap classloader loads
Java.lang.String.)

This script is available in interactive mode only.

Interactive Mode Syntax

addBootStrapCredential (JpsConfigFile=""pathName™, map="mapName", key="keyName',
username=""usrName", password=""usrPass'")

The meanings of the arguments (all required) are as follows:

= JpsConfTigFile specifies the location of the file Jps—config.xml relative
to the location where the script is run. Example location:

/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig

= Map specifies the map of the credential to add.

= key specifies the key of the credential to add.

= username specifies the name of the user in the credential to add.

= password specifies the password of the user in the credential to add.
Example of Use:

The following invocation adds a credential to the bootstrap credential store:

addBootStrapCredential (JpsConfigFile="_/jps-config.xml ", map="myMapName~,
key="myKeyName", username="myUser”, password ="myPass”)
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
RMS batch DB <RMS batch install dir n/a <Database <rms Compile, |Installer n/a Alias hard-coded by
(RETAIL_HOME)>/.wallet SID>_<Data |schema execution installer
base schema | owner>
owner>
RMS forms DB <forms install n/a <Database <rms Compile | Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema installer
base schema | owner>
owner>
ARI forms DB <forms install n/a <Db_Ari01> | <ari schema [ Compile | Manual ari-alias
dir>/base/.wallet owner>
RMWS forms | PB <forms install n/a <Database <rwms Compile | Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema forms, installer
base schema | owner> execute
owner> batch
RPM batch DB <RPM batch install n/a <rms <rms Execute Manual rms-alias RPM plsql and sqlldr
plsgl and dir>/.wallet schema schema batch batches
sqlldr owner owner>
alias>
RWMS auto- |JAVA <forms install
login dir>/base/ javawallet
<RWMS <RWMS <RWMS RWMS Installer rwmsl14inst
Installation | database schema forms app
name> user alias> owner> to avoid
dblogin
screen
<RWMS BI_ALIAS <BI RWMS Installer n/a Alias hard-coded by
Installation Publisher [ forms app installer
name> administrat | to connect
ive user> to BI
Publisher
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
AIP app JAVA | <weblogic domain Each alias must be
home> /retail / <deployed unique
aip app
name>/config
aipl4 <AIP <AIP App use |Installer aip-
weblogic weblogic weblogic-
user alias> | user name> alias
aip14 <AIP <AIP App use |Installer aipOluser-
database database alias
schema user | schema
alias> user name>
aipl4 <rib-aip <rib-aip App use |Installer rib-aip-
weblogic weblogic weblogic-
user alias> | user name> alias
RPM app DB Map=rpm14 | Many for ;webloglc df(.)m?m
credenti or what you | app use on.le>./ con 1g/ mwc
al store called the onfig/jps-config.xml
app at install has info on the
time. credential store. This
directory also has the
domain cwallet.sso
file.
RPM app JAVA [ <weblogic domain Each alias must be
home>/retail /<deployed unique
rpm app
name>/config
rpm14 <rpm <rpm App use |Installer rpm-
weblogic weblogic weblogic-
user alias> | user name> alias
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
rpml4 <rpm batch | <rpm batch | App, Installer RETAIL.US
user name> | user name> | batch use ER
is the alias.
Yes, here
alias name =
user name
JAVA | <retail_home>/orpatch/co Each alias must be
nfig/javaapp_rpm unique
retail_install | <rpm <rpm App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms shema | <rms App, Installer rmsQluser-
er user alias> | shema user |batch use alias
name>
retail_install | <reim batch | <reim batch | App, Installer reimbat-
er user alias> | user name> | batch use alias
retail_install | <LDAP- cn=rpm.ad |LDAP Installer LDAP_ALI
er ALIAS> min,cn=Use | user use AS
rs,dc=us,dc
=oracle,dc=
com
RelM app JAVA <weblogic dgmain Ea;h alias must be
home>/retail /<deployed unique
reim app
name>/config
<installed <reim <reim App use |Installer weblogic-
app name, weblogic weblogic alias
ex: reim14> | user alias> user name>
<installed <rms shema | <rms App, Installer rmsQluser-
app name, user alias> [ shema user |batch use alias
ex: reim14> name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <reim <reim App use |Installer reimwebser
app name, webservice | webservice vice-alias
ex: reiml14> | validation validation
user alias> | user name>
<installed <reim batch | <reim batch | App, Installer reimbat-
app name, user alias> | user name> | batch use alias
ex: reim14>
<installed <LDAP- cn=REIM.A | LDAP Installer LDAP_ALI
app name, ALIAS> DMIN,cn= | user use AS
ex: reim14> Users,dc=u
s,dc=oracle,
dc=com
JAVA <retail_home>/orpatch/co Each alias must be
nfig/javaapp_reim unique
retail_install | <reim <reim App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms shema | <rms App, Installer rmsQluser-
er user alias> | shema user |batch use alias
name>
retail_install | <reim <reim App use |Installer reimwebser
er webservice | webservice vice-alias
validation validation
user alias> | user name>
retail_install | <reim batch | <reim batch | App, Installer reimbat-
er user alias> | user name> | batch use alias
retail_install | <LDAP- cn=REIM.A | LDAP Installer LDAP_ALI
er ALIAS> DMIN,cn= | user use AS
Users,dc=u
s,dc=oracle,
dc=com
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
RESA app DB Map=resal4 | Many for ;weblogic df(.)me;in
credenti or what you |login and on.le>./ con 1g/ mwc
al store called the policies onflg/ jps-config.xml
app at install has info on the
time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
RESA app JAVA [ <weblogic domain Each alias must be
home>/retail /<deployed unique
resa app
name>/config
<installed <resa <resa App use |Installer wlsalias
app name> | weblogic weblogic
user alias> | user name>
<installed <resa <rmsdb App use |Installer Resadb-alias
app name> |schemadb [shema user
user alias> | name>
<installed <resa <rmsdb App use | Installer resa-alias
app name> | schema user | shema user
alias> name>>
JAVA | <retail_home>/orpatch/co Each alias must be

nfig/javaapp_resa

unique
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
retail_install | <resa <resa App use |Installer wlsalias
er weblogic weblogic
user alias> | user name>
retail_install | <resa <rmsdb App use |Installer Resadb-alias
er schema db | shema user
user alias> | name>
JAVA <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_rasrm
retail_install | <alloc <alloc App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
Alloc app DB Map=alloc | Many for <weblogic d(?main
credenti 14 or what | login and hon.le>./ conﬁg/ fmwe
al store you called policies onflg /jps-config.xml
the app at has info on the
install time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
Alloc app JAVA [ <weblogic domain Each alias must be

home>/retail /config

unique
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <alloc <alloc App use |Installer weblogic-
app name> | weblogic weblogic alias
user alias> | user name>
<installed <rms <rms App use | Installer dsallocAlias
app name> | schema user |schema
alias> user name>
<installed <alloc batch | <SYSTEM_ | Batch use | Installer alloc14
app name> | user alias> ADMINIST
RATOR>
JAVA <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_alloc
retail_install | <alloc <alloc App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms <rms App use |Installer dsallocAlias
er schema user | schema
alias> user name>
retail_install | <alloc batch | <SYSTEM_ | Batch use |[Installer alloc14
er user alias> ADMINIST
RATOR>
JAVA <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_rasrm
retail_install | <alloc <alloc App use |Installer weblogic-
er weblogic weblogic alias

user alias>

user name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
DB Map=oracle. | Aliases <weblogic domain
SIM app h fio /f
credenti retail.sim required for on.le>./ con 1g/ mwc
al store SIM app use onfig/jps-config.xml
has info on the
credential store. This
directory also has the
domain cwallet.sso
file.
JAVA <weblogic domain oracle.retail. | <simbatch |<simbatch | Appuse |Installer BATCH-
home>/retail /<deployed |sim user alias> | user name> ALIAS
sim app
name>/batch/resources/c
onf
JAVA [ <weblogic domain oracle.retail. | <sim <sim App use |Installer WIRELESS-
home>/retail /<deployed |[sim wireless wireless ALIAS
sim app user alias> | user name>
name>/wireless/resources
/conf
RETL JAVA <RETL n/a <target <target App use | Manual User may vary
home>/etc/security application | application retl_java_rm dePe,ndmg on RETL
user alias> | db userid> sO0luser flow’s target application
RETL DB <RETL home>/.wallet n/a <target <target App use | Manual <db>_<user | User may vary
application | application > dePe,ndmg on RETL
user alias> | db userid> flow’s target application
RIB JAVA [ <RIBHOME <app> is one of aip,
DIR>/deployment- rfm, rms, rpm, sim,
home/conf/security rwms, tafr
IMS jms<1-5> <jms user <jms user Integra- Installer jms-alias
alias> for name> for | tion use
jms<1-5> jms<1-5>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
WebLogic rib-<app>- <rib-app <rib-app Integra- Installer weblogic-
app-server- | weblogic weblogic tion use alias
instance user alias> user name>
Admin GUI rib- <rib-app <rib-app Integra- | Installer admin-gui-
<app>#web- |admingui |admingui [ tion use alias
app-user- user alias> | user name>
alias
Application rib- <app <app Integra- Installer app-user- Valid only for aip,
<app>#user- | weblogic weblogic tion use alias rpm, sim
alias user alias> | user name>
DB rib- <rib-app <rib-app Integra- | Installer db-user- Valid only for rfm,
<app>#app- | database database tion use alias rms, rwms, tafr
db-user-alias | schema user | schema
alias> user name>
Error rib- <rib-app <rib-app Integra- Installer hosp-user-
Hospital <app>#hosp | error error tion use alias
-user-alias hospital hospital
database database
schema user | schema
alias> user name>
RFI Java <RFI-HOME> /retail-
financial-integration-
solution/service-based-
integration/conf/security
<installed rfiAppServe | <rfi App use |Installer rfiAppServe
app name> | rAdminServ | weblogic rAdminServ
erUserAlias | user name> erUserAlias
<installed rfiAdminUi | <ORFI App use |Installer rfiAdminUi
app name> | UserAlias admin UserAlias
user>
<installed rfiDataSourc | <ORFI App use |Installer rfiDataSourc
app name> |eUserAlias [schema eUserAlias

user name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed ebsDataSour | <EBS App use |Installer ebsDataSour
app name> | ceUserAlias |schema ceUserAlias
user name>
<installed smtpMailFr | <From App use | Installer smtpMailFr
app name> | omAddress [email omAddress
Alias address> Alias
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Appendix: Single Sign-On for WebLogic

Single Sign-On (SSO) is a term for the ability to sign onto multiple Web applications via a
single user ID/Password. There are many implementations of SSO. Oracle provides an
implementation with Oracle Access Manager.

Most, if not all, SSO technologies use a session cookie to hold encrypted data passed to
each application. The SSO infrastructure has the responsibility to validate these cookies
and, possibly, update this information. The user is directed to log on only if the cookie is
not present or has become invalid. These session cookies are restricted to a single
browser session and are never written to a file.

Another facet of SSO is how these technologies redirect a user’s Web browser to various
servlets. The SSO implementation determines when and where these redirects occur and
what the final screen shown to the user is.

Most SSO implementations are performed in an application’s infrastructure and not in
the application logic itself. Applications that leverage infrastructure managed
authentication (such as deployment specifying Basic or Form authentication) typically
have little or no code changes when adapted to work in an SSO environment.

What Do | Need for Single Sign-On?

A Single Sign-On system involves the integration of several components, including
Oracle Identity Management and Oracle Access Management. This includes the
following components:

= An Oracle Internet Directory (OID) LDAP server, used to store user, role, security,
and other information. OID uses an Oracle database as the back-end storage of this
information.

= An Oracle Access Manager (OAM) 11g Release 2 server and administrative console
for implementing and configuring policies for single sign-on.

= A Policy Enforcement Agent such as Oracle Access Manager 11g Agent (WebGate),
used to authenticate the user and create the Single Sign-On cookies.

= Oracle Directory Services Manager (ODSM) application in OIM11g, used to
administer users and group information. This information may also be loaded or
modified via standard LDAP Data Interchange Format (LDIF) scripts.

* Additional administrative scripts for configuring the OAM system and registering
HTTP servers.

Additional WebLogic managed servers will be needed to deploy the business
applications leveraging the Single Sign-On technology.

Can Oracle Access Manager Work with Other SSO Implementations?

Yes, Oracle Access Manager has the ability to interoperate with many other SSO
implementations, but some restrictions exist.
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Oracle Single Sign-on Terms and Definitions

The following terms apply to single sign-on.

Authentication

Authentication is the process of establishing a user’s identity. There are many types of
authentication. The most common authentication process involves a user ID and
password.

Dynamically Protected URLs

A Dynamically Protected URL is a URL whose implementing application is aware of the
Oracle Access Manager environment. The application may allow a user limited access
when the user has not been authenticated. Applications that implement dynamic
protection typically display a Login link to provide user authentication and gain greater
access to the application’s resources.

Oracle Identity Management (OIM) and Oracle Access Manager (OAM) for 11g

Oracle Identity Management (OIM) 11g includes Oracle Internet Directory and ODSM.
Oracle Access Manager (OAM) 11g R2 should be used for SSO using WebGate. Oracle
Forms 11g contains Oracle HTTP server and other Retail Applications will use Oracle
WebTierl1lg for HTTP Server.

MOD_WEBLOGIC

mod_WebLogic operates as a module within the HTTP server that allows requests to be
proxied from the OracleHTTP server to the Oracle WebLogic server.

Oracle Access Manager 11g Agent (WebGate)

Oracle WebGates are policy enforcement agents which reside with relying parties and
delegate authentication and authorization tasks to OAM servers.

Oracle Internet Directory

Oracle Internet Directory (OID) is an LDAP-compliant directory service. It contains user
ids, passwords, group membership, privileges, and other attributes for users who are
authenticated using Oracle Access Manager.

Partner Application

A partner application is an application that delegates authentication to the Oracle
Identity Management Infrastructure. One such partner application is the Oracle HTTP
Server (OHS) supplied with Oracle Forms Server or WebTier11g Server if using other
Retail Applications other than Oracle Forms Applications.

All partner applications must be registered with Oracle Access Manager (OAM) 11g. An
output product of this registration is a configuration file the partner application uses to
verify a user has been previously authenticated.

Statically Protected URLs

A URL is considered to be Statically Protected when an Oracle HTTP server is configured
to limit access to this URL to only SSO authenticated users. Any unauthenticated attempt
to access a Statically Protected URL results in the display of a login page or an error page
to the user.

Servlets, static HTML pages, and JSP pages may be statically protected.
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What Single Sign-On is not

Single Sign-On is NOT a user ID/password mapping technology.

However, some applications can store and retrieve user IDs and passwords for non-SSO
applications within an OID LDAP server. An example of this is the Oracle Forms Web
Application framework, which maps Single Sign-On user IDs to a database logins on a
per-application basis.

How Oracle Single Sign-On Works

Oracle Access Manager involves several different components. These are:

The Oracle Access Manager (OAM) server, which is responsible for the back-end
authentication of the user.

The Oracle Internet Directory LDAP server, which stores user IDs, passwords, and
group (role) membership.

The Oracle Access Manager Agent associated with the Web application, which
verifies and controls browser redirection to the Oracle Access Manager server.

If the Web application implements dynamic protection, then the Web application
itself is involved with the OAM system.

About SSO Login Processing with OAM Agents

1.
2.
3.

10.
11.

12.
13.
14.

The user requests a resource.

Webgate forwards the request to OAM for policy evaluation

OAM:

a. Checks for the existence of an SSO cookie.

b. Checks policies to determine if the resource is protected and if so, how?
OAM Server logs and returns the decision

Webgate responds as follows:

= Unprotected Resource: Resource is served to the user

= Protected Resource:
Resource is redirected to the credential collector.
The login form is served based on the authentication policy.
Authentication processing begins

User sends credentials
OAM verifies credentials
OAM starts the session and creates the following host-based cookies:

*  One per partner: OAMAuthnCookie set by 11g WebGates using authentication
token received from the OAM Server after successful authentication.
Note: A valid cookie is required for a session.

= One for OAM Server: OAM_ID
OAM logs Success of Failure.
Credential collector redirects to WebGate and authorization processing begins.

WebGate prompts OAM to look up policies, compare them to the user's identity, and
determine the user's level of authorization.

OAM logs policy decision and checks the session cookie.
OAM Server evaluates authorization policies and cache the result.

OAM Server logs and returns decisions
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15. WebGate responds as follows:

= If the authorization policy allows access, the desired content or applications are
served to the user.

= If the authorization policy denies access, the user is redirected to another URL
determined by the administrator.

SSO0 Login Processing with OAM Agents
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Installation Overview

Installing an Oracle Retail supported Single Sign-On installation using OAM11g requires
installation of the following:

1. Oracle Internet Directory (OID) LDAP server and the Oracle Directory Services
Manager. They are typically installed using the Installer of Oracle Identity
Management . The ODSM application can be used for user and realm management
within OID.

Oracle Access Manager 11gR2 has to be installed and configured.

Additional midtier instances (such as Oracle Forms 11gr2) for Oracle Retail
applications based on Oracle Forms technologies (such as RMS). These instances
must be registered with the OAM installed in step 2.

4. Additional application servers to deploy other Oracle Retail applications and
performing application specific initialization and deployment activities must be
registered with OAM installed in step 2.

Infrastructure Installation and Configuration

The Infrastructure installation for Oracle Access Manager (OAM) is dependent on the
environment and requirements for its use. Deploying Oracle Access Manager (OAM) to
be used in a test environment does not have the same availability requirements as for a
production environment. Similarly, the Oracle Internet Directory (OID) LDAP server can
be deployed in a variety of different configurations. See the Oracle Identity Management
Installation Guidellg.

OID User Data

Oracle Internet Directory is an LDAP v3 compliant directory server. It provides
standards-based user definitions out of the box.

Customers with existing corporate LDAP implementations may need to synchronize user
information between their existing LDAP directory servers and OID. OID supports
standard LDIF file formats and provides a JNDI compliant set of Java classes as well.
Moreover, OID provides additional synchronization and replication facilities to integrate
with other corporate LDAP implementations.

Each user ID stored in OID has a specific record containing user specific information. For
role-based access, groups of users can be defined and managed within OID. Applications
can thus grant access based on group (role) membership saving administration time and
providing a more secure implementation.

User Management

User Management consists of displaying, creating, updating or removing user
information. There are many methods of managing an LDAP directory including LDIF
scripts or Oracle Directory Services Manager (ODSM) available for OID11g.

ODSM

Oracle Directory Services Manager (ODSM) is a Web-based application used in OID11g
is designed for both administrators and users which enables you to configure the
structure of the directory, define objects in the directory, add and configure users,
groups, and other entries. ODSM is the interface you use to manage entries, schema,
security, adapters, extensions, and other directory features.
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User Management

LDIF Scripts

Script based user management can be used to synchronize data between multiple LDAP
servers. The standard format for these scripts is the LDAP Data Interchange Format
(LDIF). OID supports LDIF script for importing and exporting user information. LDIF
scripts may also be used for bulk user load operations.

User Data Synchronization

The user store for Oracle Access Manager resides within the Oracle Internet Directory
(OID) LDAP server. Oracle Retail applications may require additional information
attached to a user name for application-specific purposes and may be stored in an
application-specific database. Currently, there are no Oracle Retail tools for
synchronizing changes in OID stored information with application-specific user stores.
Implementers should plan appropriate time and resources for this process. Oracle Retail
strongly suggests that you configure any Oracle Retail application using an LDAP for its
user store to point to the same OID server used with Oracle Access Manager.
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Appendix: Installation Order

This section provides a guideline as to the order in which the Oracle Retail applications
should be installed. If a retailer has chosen to use some, but not all, of the applications
the order is still valid less the applications not being installed.

Note: The installation order is not meant to imply
integration between products.

Enterprise Installation Order

N o o ks~ owde

10.
11.
12.
13.

14.
15.
16.
17.
18.
19.
20.
21.

Oracle Retail Merchandising System (RMS), Oracle Retail Trade Management (RTM)
Oracle Retail Sales Audit (ReSA)

Oracle Retail Extract, Transform, Load (RETL)

Oracle Retail Active Retail Intelligence (ARI)

Oracle Retail Warehouse Management System (RWMS)

Oracle Retail Invoice Matching (RelM)

Oracle Retail Price Management (RPM)

Note: During installation of RPM, you are asked for the
RIBforRPM provider URL. Because RIB is installed after
RPM, make a note of the URL you enter. To change the

RIBforRPM provider URL after you install RIB, edit the

remote_service_locator_info_ribserver.xml file.

Oracle Retail Allocation

Oracle Retail Mobile Merchandising (ORMM)
Oracle Retail Central Office (ORCO)

Oracle Retail Returns Management (ORRM)
Oracle Retail Back Office (ORBO)

Oracle Retail Store Inventory Management (SIM)

Note: During installation of SIM, you are asked for the RIB
provider URL. Because RIB is installed after SIM, make a
note of the URL you enter. To change the RIB provider URL
after you install RIB, edit the
remote_service_locator_info_ribserver.xml file.

Oracle Retail Predictive Application Server (RPAS)

Oracle Retail Demand Forecasting (RDF)

Oracle Retail Category Management (RCM)

Oracle Retail Replenishment Optimization (RO)

Oracle Retail Analytic Parameter Calculator Replenishment Optimization (APC RO)
Oracle Retail Regular Price Optimization (RPO)

Oracle Retail Merchandise Financial Planning (MFP)

Oracle Retail Size Profile Optimization (SPO)
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22.
23.
24,
25.
26.
27.
28.
20.
30.
31.

32.
33.
34.

35.

36.

Oracle Retail Assortment Planning (AP)

Oracle Retail Item Planning (IP)

Oracle Retail Item Planning Configured for COE (IP COE)
Oracle Retail Advanced Inventory Planning (AIP)

Oracle Retail Analytics

Oracle Retail Advanced Science Engine (ORASE)

Oracle Retail Integration Bus (RIB)

Oracle Retail Service Backbone (RSB)

Oracle Retail Financial Integration (ORFI)

Oracle Retail Point-of-Service (ORPOS)

=  Oracle Retail Mobile Point-of-Service (ORMPOS) (requires ORPOS)
Oracle Retail Markdown Optimization (MDO)

Oracle Retail Clearance Optimization Engine (COE)

Oracle Retail Analytic Parameter Calculator for Markdown Optimization
(APC-MDO)

Oracle Retail Analytic Parameter Calculator for Regular Price Optimization
(APC-RPO)

Oracle Retail Macro Space Planning (MSP)

The Oracle Retail Enterprise suite includes Macro Space Planning. This can be
installed independently of and does not affect the installation order of the other
applications in the suite. If Macro Space Planning is installed, the installation order
for its component parts is:

=  Oracle Retail Macro Space Management (MSM)

=  Oracle Retail In-Store Space Collaboration (ISSC) (requires MSM)

= Oracle Retail Mobile In-Store Space Collaboration (requires MSM and ISSC)
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