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Value-Added Reseller (VAR) Language

Oracle Retail VAR Applications
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applications) licensed to Oracle. Depending upon your product and its version number, the VAR
applications may include:
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Data Warehouse and MicroStrategy for Oracle Retail Planning & Optimization applications.
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engineering or reverse engineering and recompilations or reverse compilations of the VAR
Applications or any derivatives of the VAR Applications. You acknowledge that it shall be a breach
of the agreement to utilize the relationship, and/or confidential information of the VAR
Applications for purposes of competitive discovery.

The VAR Applications contain trade secrets of Oracle and Oracle's licensors and Customer shall
not attempt, cause, or permit the alteration, decompilation, reverse engineering, disassembly or
other reduction of the VAR Applications to a human perceivable form. Oracle reserves the right to
replace, with functional equivalent software, any of the VAR Applications in future releases of the
applicable program.
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Send Us Your Comments

Oracle Retail Store Inventory Management, Installation Guide, Release 14.1.1

Oracle welcomes customers' comments and suggestions on the quality and usefulness of
this document.

Your feedback is important, and helps us to best meet your needs as a user of our
products. For example:

Are the implementation steps correct and complete?

Did you understand the context of the procedures?

Did you find any errors in the information?

Does the structure of the information help you with your tasks?

Do you need different information or graphics? If so, where, and in what format?
Are the examples correct? Do you need more examples?

If you find any errors or have any other suggestions for improvement, then please tell us
your name, the name of the company who has licensed our products, the title and part
number of the documentation and the chapter, section, and page number (if available).

Note: Before sending us your comments, you might like to
check that you have the latest version of the document and if
any concerns are already addressed. To do this, access the
Online Documentation available on the Oracle Technology
Network Web site. It contains the most current
Documentation Library plus all documents revised or
released recently.

Send your comments to us using the electronic mail address: retail-doc_us@oracle.com
Please give your name, address, electronic mail address, and telephone number
(optional).

If you need assistance with Oracle software, then please contact your support
representative or Oracle Support Services.

If you require training or instruction in using Oracle software, then please contact your
Oracle local office and inquire about our Oracle University offerings. A list of Oracle
offices is available on our Web site at www.oracle.com.


http://www.oracle.com/




Audience

Preface

Oracle Retail Installation Guides contain the requirements and procedures that are
necessary for the retailer to install Oracle Retail products.

This Installation Guide is written for the following audiences:
= Database administrators (DBA)
= System analysts and designers

* Integrators and implementation staff

Related Documents

For more information, see the following documents in the Oracle Retail Store Inventory
Management Release 14.1.1 documentation set:

Oracle Retail Store Inventory Management Release Notes

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https:/ /support.oracle.com

When contacting Customer Support, please provide the following:

Product version and program/module name

Functional and technical description of the problem (include business impact)
Detailed step-by-step instructions to re-create

Exact error message received

Screen shots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for
example, 14.1) or a later patch release (for example, 14.1.1). If you are installing the base
release or additional patch releases, read the documentation for all releases that have
occurred since the base release before you begin installation. Documentation for patch
releases can contain critical information related to the base release, as well as information
about code changes since the base release.

Xi


https://support.oracle.com/

Improved Process for Oracle Retail Documentation Corrections

Improved Process for Oracle Retail Documentation Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
times not be attached to a numbered software release; instead, the Oracle Retail
document will simply be replaced on the Oracle Technology Network Web site, or, in the
case of Data Models, to the applicable My Oracle Support Documentation container
where they reside.

This process will prevent delays in making critical corrections available to customers. For
the customer, it means that before you begin installation, you must verify that you have
the most recent version of the Oracle Retail documentation set. Oracle Retail
documentation is available on the Oracle Technology Network at the following URL:
http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html
An updated version of the applicable Oracle Retail document is indicated by Oracle part
number, as well as print date (month and year). An updated version uses the same part
number, with a higher-numbered suffix. For example, part number E123456-02 is an
updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all previous
versions.

Oracle Retail Documentation on the Oracle Technology Network

Oracle Retail product documentation is available on the following web site:
http://www._oracle.com/technetwork/documentation/oracle-retail-100266.html

(Data Model documents are not available through Oracle Technology Network. You can
obtain them through My Oracle Support.)

Conventions

Xii

Navigate: This is a navigate statement. It tells you how to get to the start of the procedure
and ends with a screen shot of the starting point and the statement “the Window Name
window opens.”

This is a code sample
It is used to display examples of code


http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html

1
Preinstallation Tasks

This chapter discusses the tasks to complete before installation.

Implementation Capacity Planning

There is significant complexity involved in the deployment of Oracle Retail applications,
and capacity planning is site specific. Oracle Retail strongly suggests that before
installation or implementation you engage your integrator (such as the Oracle Retail
Consulting team) and hardware vendor to request a disk sizing and capacity planning
effort.

Sizing estimates are based on a number of factors, including the following:
= Workload and peak concurrent users and batch transactions

= Hardware configuration and parameters

= Data scarcity

* Application features utilized

* Length of time history is retained

Additional considerations during this process include your high availability needs as
well as your backup and recovery methods.

Installation Guide 1



Check Supported Database Server Requirements

Check Supported Database Server Requirements

General Requirements for a database server running SIM include:

Supported On

Versions Supported

Database Server OS

OS certified with Oracle Database 12cR1 Enterprise Edition.
Options are:

»  Oracle Linux 6 for x86-64 (Actual hardware or Oracle virtual
machine).

*  Red Hat Enterprise Linux 6 for x86-64 (Actual hardware or
Oracle virtual machine).

= AIX7.1 (Actual hardware or LPARs)
=  Solaris 11 SPARC (Actual hardware or logical domains)
=  HP-UX 11.31 Integrity (Actual hardware, HPVM, or vPars)

Database Server 12cR1

Oracle Database Enterprise Edition 12cR1 (12.1.0.2) with the
following specifications:

Components:

= Oracle Partitioning
=  Examples CD
Oneoffs:

= Patch 19623450: MISSING JAVA CLASSES AFTER
UPGRADE TO JDK 7

Other components:

= Perl interpreter 5.0 or later
= X-Windows interface

= JDK17

Note: By default, JDKis at 1.6. After installing the rdbms
binary, apply patch 19623450. Then follow the instructions
on Oracle Database Java Developer’s Guide 12¢ Release 1 to
change JDK to 1.7. The document is available at:

http://docs.oracle.com/database/121/JJDEV /chone.htm#]

DEV01000
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Check Supported Application Server Requirements

Check Supported Application Server Requirements
The SIM application must be deployed on Oracle WebLogic 10.3.6

Note: SIM is certified to work with only Oracle Internet
Directory LDAP server (OID), as specified in the Application
Server Requirements section of the SIM Installation Guide.
The sample, unsupported .1dif files that SIM includes are
provided only as reference.

General requirements for an Oracle WebLogic Server capable of running the SIM
application include the following.

Supported on:

Versions Supported:

Application Server OS

OS certified with Oracle Fusion Middleware 11g Release 1 (11.1.1.7).
Options are:

=  Qracle Linux 6 for x86-64 (Actual hardware or Oracle virtual
machine).

= Red Hat Enterprise Linux 6 for x86-64 (Actual hardware or Oracle
virtual machine).

= AIX7.1 (Actual hardware or LPARs)
=  Solaris 11.1 SPARC (Actual hardware or logical domains)
=  HP-UX11.31 Integrity (Actual hardware, HPVM, or vPars)

Application Server

Oracle Fusion Middleware 11g Release 1 (11.1.1.7)
Components:

=  Oracle WebLogic Server 11g Release 1 (10.3.6)

=  Oracle Identity Management 11g Release 1 (11.1.1.7)
= ADF11.1.1.7

=  Oracle Enterprise Manager 11.1.1.7

Note: Oracle Internet Directory (OID) is the supported LDAP
directory for Oracle Retail products. For alternate LDAP directories,
refer to Oracle WebLogic documentation set.

Java:

= JDK 1.7+ 64 bit

Optional (required for running reports)
=  BIPublisher 11.1.1.7

Optional (required for SSO)

e  Oracle WebTier 11g (11.1.1.7)
Oracle Access Manager 11g Release 2 (11.1.2.2)
Note: A separate WebLogic 10.3.6 installation is required for
Oracle Access Manager 11.1.2.2.

e Oracle Access Manager Agent (WebGate) 11g Release 2 (11.1.2.2)

Installation Guide 3




Check Single Sign-On Requirements

Check Single Sign-On Requirements

If SIM is not being deployed in a Single Sign-On environment, skip this section.

If Single Sign-On is to be used, verify the Oracle Identity Management 11gR1 version
11.1.1.7 has been installed along with the components listed in the above Application
Server requirements section. Verify the Oracle WebTier Server is registered with the
Oracle Access Manager 11gR2 as a partner application.

Check Directory Server Requirements

SIM uses directory server based user authentication and searching. For LDAP, SIM is
supported with the following directory servers:

=  Oracle Identity Management 11gR1 version 11.1.1.7

Check Third-Party Software Dependencies

= Oracle Retail Wireless Foundation Server, provided by Wavelink 5.x.

Check Client PC and Web Browser Requirements

Requirement Versions
Operating system Windows 7 or 8
Display resolution 1024x768 or higher
Processor 1GHz or higher
Memory 512MBytes or higher
Oracle (Sun) Java Runtime Java 7+

Environment (JRE)

Browser Microsoft Internet Explorer 11
Mozilla Firefox 31+

The browser is used to launch the Java WebStart client.

Note: Oracle Retail does not recommend or support
installations with less than 128 kb bandwidth available
between the PC client and the data center. Limiting the client
to less than 128 kb total available bandwidth causes
unpredictable network utilization spikes, and performance
of the client degrades below requirements established for the
product. The 128 kb requirement provides reasonable,
predictable performance and network utilization.

4 Oracle Retail Store Inventory Management



Supported Oracle Retail Products

Supported Oracle Retail Products

The following Oracle Retail products can be integrated with SIM. Next to each product is

an indication of whether it is required or optional for SIM to function properly:

= Retail Integration Bus (RIB) 14.1.1 and all subsequent patches and hot fixes —
Required

Although typically used to integrate SIM with RMS, RIB can also be used to integrate
SIM with other merchandising systems.

Note: RIB requires custom modifications to use a
merchandising system other than RMS.

Retail Merchandising System (RMS) 14.1.1 — Optional
= Oracle Retail Price Management 14.1.1 — Optional
=  Oracle Retail POS Suite 14.1 — Optional

The above products can be installed before or after SIM. However, it is helpful to know
the connection details for the other products ahead of time so that you can provide them
to the SIM application installer, which will configure the connection points for you.

UNIX User Account Privileges to Install the Software

A UNIX user account is needed to install the software. The UNIX user that is used to
install the software should have write access to the WebLogic server installation files.

For example, “oretail.”

Note: Installation steps will fail when trying to modify files
under the WebLogic installation unless the user has write
access.

SIM Installation Overview

The following basic steps are required to install and set up SIM for the first time.

1. Install the database (with or without RAC).

2. Install application server (WebLogic) if it has not been installed

3. Install the SIM database schema

4. Set role-based access control. See Chapter 3 of the Oracle Retail Store Inventory
Management Implementation Guide, Volume 1 for instructions.

5. Install the SIM application.

6. Run data-seeding from RMS (Applicable only if SIM integrate with RMS)

Installation Guide 5
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RAC and Clustering

The Oracle Retail Store inventory Management System has been validated to run in two

configurations on Linux:

= Standalone Oracle Application Server or Web Logic Server and Database
installations

= Real Application Cluster Database and Oracle Application Server or Web Logic
Server Clustering

The Oracle Retail products have been validated against a 12.1.0.2 RAC database. When

using a RAC database, all JDBC connections should be configured to use THIN

connections rather than OCI connections.

Clustering for Web Logic Server 10.3.6 is managed as an Active-Active cluster accessed

through a Load Balancer. Validation has been completed utilizing a RAC 12.1.0.20racle

Internet Directory database with the Web Logic 10.3.6 cluster. It is suggested that a Web

Tier 11.1.1.7 installation be configured to reflect all application server installations if SSO

will be utilized.

References for Configuration:

¢ Oracle® Fusion Middleware High Availability Guide 11g Release 1 (11.1.1) Part
Number E10106-09

¢ Oracle Real Application Clusters Administration and Deployment Guide
12c Release 1 (12.1) E48838-08

Installation Guide 7
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Database Installation Tasks

This chapter describes the tasks required for a full database installation.

Note: If the SIM 14.1 software is already installed, please see
“Database Installation Tasks — Patch” for information on
Patching to SIM 14.1.1.

Expand the SIM Database Schema Installer Distribution

1. Log in to the UNIX server as a user which has sufficient access to run sqlplus from
the Oracle Database installation.

2. Create a new staging directory for the SIM database schema installer distribution
(sim14-dbschema.zip). There should be a minimum of 50 MB disk space available for
the database schema installation files. This location is referred to as INSTALL_DIR
for the remainder of this chapter.

3. Copy siml14-dbschema.zipto <INSTALL_DIR> and extract its contents.

Required Database Character Set

SIM 14.1.1 databases should be created with the AL32UTF8 database character set. This
will ensure support for characters of all languages supported by SIM and ensure proper
integration with other Oracle Retail applications.

Installation Guide 9



Required Tablespaces

Required Tablespaces

Before you run the SIM database schema installer, make sure that the required
tablespaces have been created in the database: RETAIL_INDEX, RETAIL_DATA, USERS,
and LOB_DATA. Shown below are examples of how to create tablespaces.

Tablespace Creation

CREATE TABLESPACE RETAIL_INDEX DATAFILE
"<datafile_path>/RETAIL_INDEXO1l.dbf" SIZE 500M
AUTOEXTEND ON NEXT 100M MAXSIZE 2000M
EXTENT MANAGEMENT LOCAL
SEGMENT SPACE MANAGEMENT AUTO

CREATE TABLESPACE RETAIL_DATA DATAFILE
"<datafile_path>/RETAIL_DATAO1.dbf" SIZE 500M
AUTOEXTEND ON NEXT 100M MAXSIZE 2000M
EXTENT MANAGEMENT LOCAL
SEGMENT SPACE MANAGEMENT AUTO

CREATE TABLESPACE USERS DATAFILE
"<datafile_path>/users0l1.dbf* SIZE 100M
AUTOEXTEND ON NEXT 100M MAXSIZE 2000M
EXTENT MANAGEMENT LOCAL
SEGMENT SPACE MANAGEMENT AUTO

CREATE TABLESPACE LOB_DATA DATAFILE
"<datafile_path>/lob_data0l.dbf" SIZE 50M
AUTOEXTEND ON NEXT 100M MAXSIZE 2000M
EXTENT MANAGEMENT LOCAL
SEGMENT SPACE MANAGEMENT AUTO

Create the SIM Database User

The user in the database which will own the SIM tables must be created prior to running
the SIM database schema installer. A create_user.sql script has been provided that can be
used for this:

<INSTALL_DIR>/sim/dbschema/dbutils/create_user.sql

The script takes three arguments on the command line in sqlplus: username, password,
and temporary tablespace.

Example: SQL> @create_user.sql Please review this script
and run it as a user with adequate permissions, such as
SYSTEM.

10 Oracle Retail Store Inventory Management



Run the SIM Database Schema Installer

Run the SIM Database Schema Installer

This installer installs the SIM database schema, compile SIM objects, insert SIM data, and
produce the dba_create_directory.sql script.

1. Set the following environment variables:

= Set the ORACLE_HOME to point to an installation that contains sqlplus. It is
recommended that this be the ORACLE_HOME of the SIM database.

= Set the PATH to: $ORACLE_HOME/bin:$PATH
= Set the ORACLE_SID to the name of your database
= Set the NLS_LANG for proper locale and character encoding

Example: NLS_LANG=AMERICAN_AMERICA.AL32UTF8

2. If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode (recommended). If you are not using an
X server, or the GUI is too slow over your network, unset DISPLAY for text mode.

3. Run the install.sh script. This launches the installer. After installation is completed, a
detailed installation log file is created: <INSTALL_DIR>/ sim/dbschema/logs/sim-
install-db.<timestamp>.log.

Note: Appendix A contains details on every screen and field
in the database schema installer.

4.  When the installer finishes it prints the values of the database SID and database
schema user. Note these values as they are needed later when you run the SIM
application installer.

5. The SIM database schema installer will produce a dba_create_directory.sql script
which must be reviewed by a DBA and then run on the database server in order to
complete the installation.

Resolving Errors Encountered During Database Schema Installation

If the database schema installer encounters any errors, it halts execution immediately and
prints to the screen which SQL script it was running when the error occurred. It also
writes the path to this script to the .dberrors file. When this happens, you must run that
particular script using sqlplus. After you are able to complete execution of the script,
delete the .dberrors file and run the installer again. You can run the installer in silent
mode so that you do not have to retype the settings for your environment. See Appendix
D of this document for instructions on silent mode.

See Appendix F of this document for a list of common installation errors.

Subsequent executions of the installer will skip the SQL scripts which have already been
executed in previous installer runs. This is possible because the installer maintains a
.dbhistory file with a listing of the SQL scripts that have been run. If you have dropped
the SIM schema and want to start with a clean install, you can delete the .dbhistory file so
that the installer runs through all of the scripts again. It is recommended that you allow
the installer to skip the files that it has already run.
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Running Data Seeding

Running Data Seeding

After full fresh install SIM database schema and SIM application installation tasks
completed, store foundation data must be seeded into SIM before user can login to SIM
application.

(For migrating SIM from previous release, see “Oracle Retail Store Inventory Management
Implementation Guide” for details).

The data seeding process seeds store foundation data from RMS into SIM.

See the “Data Seeding” section of the “Oracle Retail Store Inventory Management
Implementation Guide, Volume 1” for additional data seeding details.

The SIM database installer extracts the data seeding scripts from the sim-database-data-
seeding.zip to the following location:

STAGING_DIR/sim/dbschema/data_seeding
This folder is referred to as DATA_SEEDING_DIR for the remainder of this chapter.
Third-Party Software Dependencies

SIM data seeding requires groovy jar file to be installed. Download Groovy 2.3.7 from
http:/ /groovy.codehaus.org.

Extract the required jar file groovy-all-2.3.7 jar and place it under
DATA_SEEDING_DIR/Iib folder before executing the data seeding.

1. Set the following environment variables:
= Set ORACLE_SID to the name of SIM database.

Example:
export ORACLE_SID=<SIM DB_NAME>

= Set the ORACLE_HOME. It is recommended that this be the ORACLE_HOME
of the SIM database.

Example:
export ORACLE HOME=/uOO/oracle/product/12.1.0.2

»  SetJAVA_HOME

Example:

export JAVA HOME= /path/javal.7+ 64bit
Set NLS_LANG

Example:
export NLS LANG=AMERICAN_AMERICA.AL32UTF8
= Set the PATH to: $ORACLE_HOME /bin:

Example:
export PATH=$0RACLE_HOME/bin:$JAVA HOME/bin:$PATH
2. Verity the directory and the file permissions:
The recommended permissions for data seeding directories are 775 (rwxrwxr-x).
3. View Data Seeding Options:

Change to <DATA_SEEDING_DIR>/bin directory:
startDataSeedCli.sh -h

4. Start Data Seeding Process:

The data seeding provides the following execution options. Please run the script with
1-6 consecutively as shown below.
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Running Data Seeding

Note: It is highly recommended to back up the SIM database
before executing the data seeding scripts.

It is recommended to verify export log files before staring importing process.

= SetUp
startDataSeedCli.sh -a 1 —s <simDBServer> -p <port> -d <simDB>

= Export Foundation Data
startDataSeedCli.sh -a 2 -s <rmsDBServer> -p <port> -d <rmsDB>

=  Export Store Data
startDataSeedCli.sh -a 3 -s <rmsDBServer > -p <port> -d <rmsDB>

* Import Foundation Data
startDataSeedCli.sh -a 4 —s <simDBServer> -p <port> -d <simDB>

* Import Store Data
startDataSeedCli.sh -a 5 —s <simDBServer> -p <port> -d <simDB>

= (Cleanup
startDataSeedCli.sh -a 6 —s <simDBServer> -p <port> -d <simDB>

Check data seeding logs:

The data seeding process writes master log files into <DATA_SEEDING_DIR>/log
directory.

Please check following the master log files:
= export_foundation.log

= export_store.log

= import_foundtion.log

= import_store.log

= data_seed_common.log

The master log files may have references to sub-process log files:

= <DATA_SEEDING_DIR>/export/foundation/log

= <DATA_SEEDING_DIR>/export/store/log

= <DATA_SEEDING_DIR>/import/foundation/log

= <DATA_SEEDING_DIR>/import/store/log

Verify the seeding results files.

The verification files are located at directory <DATA_SEEDING_DIR>/verify/out:
= verify_foundation_data.out

= verify_store_data.out

= disabled_constraints.out

After inspecting the result files, resolve the problematic data. A database
administrator will need to manually enable the disabled constraints which are
reported.

After data seeding is finished and you are convinced that your data was correctly
seeded, you can remove all data seeding files from <DATA_SEEDING_DIR>
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Database Installation Tasks — Patch

Upgrading SIM
SIM 14.1.1 can also be a patch installation from 14.1. If the SIM14.1 software has already
been installed, it is possible to do a patch install from 14.1 to 14.1.1 instead of a full install
of the database. The following procedure describes how to upgrade your database to
version 14.1.1

1.
2.

Expand the sim-database-delta.zip file into <INSTALL_DIR> if not already done.
Set the following environment variables:

= Set the ORACLE_HOME to point to an installation that contains sqlplus. It is
recommended that this be the ORACLE_HOME of the SIM database.

= Set the PATH to: $ORACLE_HOME/bin:$PATH

= Set the ORACLE_SID to the name of your database

= Set the NLS_LANG for proper locale and character encoding
Example:

NLS_LANG=AMERICAN_AMERICA.AL32UTF8

Change the directory to the <INSTALL_DIR>.

Go through “readme.txt” file

Login via sqlplus to the SIM database as the SIM schema owner, and run the patch
script: @run_all.sql

Compile the invalid objects.

For Example:

alter package “RESA FILE_PARSER” compile body;
alter package “RESA POSU_PROCESSOR” compile body;

Installation Guide 15






S)

Application Installation Tasks

Before proceeding, you must install Oracle WebLogic Server 11g Release 1 (10.3.6), ADF
11.1.1.7 and any patches listed in the Chapter 1 of this document. The Oracle Retail Store
Inventory Management application is deployed to a WebLogic Managed server within
the WebLogic installation. It is assumed Oracle Database has already been configured
and loaded with the appropriate Store Inventory Management schemas for your
installation.

Installing a separate domain is mandated. It can be called “SIMDomain” (or something
similar) and will be used to install the managed servers. The ADF libraries should be
extended to this domain and the Enterprise Manager application should be deployed.

Note: If this domain is to be setup in a secure mode. Please
set up weblogic as SSL and refer to ORACLE Retail
Merchandising Security Guide for details on all items to
change to be in secure mode. This would best be done before
domain and application install. The domain example below
is for unsecured setup.

Create the Domain with ADF Libraries and Enterprise Manager
Perform the following procedure to create the domain with ADF libraries and Enterprise
Manager.

1. Run config.sh present in WebLogic home, wlserver_10.3/common/bin and select the
create a new domain option

2. Select Create a new WebLogic domain and click Next.

— Fusion Middleware Configuration Wizard |-

Welcome

ORACLE’

® Create a new WebLogic domain

Create a Weblogic domain in wour projects directony.

C Extend an existing WebLogic domain

Use this option to add new components to an existing domain and modify configuration settings.

[feve] (o ]
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Create the Domain with ADF Libraries and Enterprise Manager

3. Select Oracle Enterprise Manager and Oracle JRF and click Next.

—| Fusion Middleware Configuration Wizard

Select Domain Source

ORACLE

® Generate a domain configured automatically to support the following products:

Oracle Enterprise Manager - 11.1.1.0 [oracle_commaon]

[ Cracle st Policy Manager - 11.1.1.0 [oracle_cammon]

[] Oracle WSk Policy Manager - 11.1.1.0 [as_1]

[ Cracle |RF WebServices Asynchronous services - 11.1.1.0 [oracle_commaon]

[ racle JRF WebServices Asynchronous services - 11.1.1.0 [as_1]

Oracle [RF - 11.1.1.0 [oracle_common]

[ Basic WebLogic SIP Server Domain - 10.3.6.0 [wizerver_10.3]

[ ©racle Classic 119 - 11.1.1.2.0 [as_1]

[ weblLogic Advanced Web Services for JAX-RPC Extension - 10.3.6.0 [nwizerver_10.3]
[ weblogic Advanced Web Services for JAX-WS Extension - 10.3.6.0 [wizerver_10.3]

2 Base this domain on an existing template

[erowse |

4. Set the Domain name (for example: SIMDomain) and click Next.

—| Fusion Middleware Configuration Wizard
Specify Domain Name and Location
ORACLE’
Enter the name and location for the domain and its applications:
Domain name: | SIMDomain |
Diamain location: | Sul0fwebadmin/product feds_retailfuser_projects fdomains || EBrowuse |
Application location: | Sul0fwebadmingproduct fndz_retailfuser_projects fapplications || Browvse |
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Create the Domain with ADF Libraries and Enterprise Manager

5. Set the Administrator user and password and click Next.

—| Fusion Middleware Configuration Wizard

Configure Administrator User Name and Password

ORACLE

7 Dizcard Changes

*hame: | wehlogic

TUser passuord: | it

*Caonfirm user password: | ittt

Dezcription: | This useris the default administrator.

6. Select Production Mode and click Next.

— Fusion Middleware Configuration Wizard

Configure Server Start Mode and JDK
ORACLE’

Before putting your domain into production, make sure that the production enwvironment is secure. For more information, see the topic
'Securing a Production Environment' in the Weblogic Server documentation.

WeblLogic Domain Startup Mode JDK Selection

() Development Mode

Utilize boot.properties for username @ Available JDKs
and password and poll for applications
to deploy. Sun 50K 1.7.0_25 @ ful0fvebadming/product fjdk_ja

Sun |DE recommended for better startup
performance during iterative
development.

®) Production Mode ol | E
Require the entry of a username and
password and do not poll for
applications to deploy. () Other JDK
‘WehlLaogic [Raockit JDK recammended for Location: l:l
better runtime performance and
management.
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Create the Domain with ADF Libraries and Enterprise Manager

7. Select Administration Server and Managed Servers, Clusters and Machines. This
will allow you to adjust the AdminServer port as well as create the sim-server and
nodemanager. Click Next.

= Fusion Middleware Configuration Wizard I

: Select Optional Configuration

[ ORACLE’

Administration Server
Modify Settings

Managed Servers, Clusters and Machines
Add or Delete
Modify Settings

[] Deployments and Services
Target to Servers or Clusters

[] RDBMS Security Store
Modify Settings

8. Set your AdminServer to an open port and click Next.

~| Fusion Middleware Configuration Wizard | 0
Configure the Administration Server
ORACLE
) Dizcard Changes
*Tame: | Adminserver |
*Listen address: | All Local Addresses | M |

Listen port: | 17201 |

S5L listen port: | |

S5l enabled: [
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Create the Domain with ADF Libraries and Enterprise Manager

9. Click Add and create your sim-server managed server. Set the Listen Address to the
server on which WebLogic is installed. Click Next.

IE Fusion Middleware Configuration Wizard =

Configure Managed Servers
ORACLE’
f_;‘. Add 3 Delete () Discard Changes J§\M’tch Display
Mame* Listen address™ Listen port S5L listen port 55L enabled
-+ 1| Sim-server " orapphost [ " 1?015" | O

Note: A cluster is not being configured in this install
example.
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Create the Domain with ADF Libraries and Enterprise Manager

— Fusion Middleware Configuration Wizard | -]
Configure Clusters
ORACLE’
E‘. Add ¥ ") Discard Changes J;witch Dizplay
Mame* Cluster messaging mode hulticast address Multicast port Cluster address

10. Click the Unix Machine tab, click Add and create the nodemanager (port 5556 is the
default port). Click Next.

ﬁ Fusion Middleware Configuration Wizard

Configure Machines

ORACLE’
Machine Unix Machine |
[ add ¥ Delete 7 Discard Changes
Mame* Post bind GID en... Post bind G... Post hind UID en... Post hind U... Mode manager listen... Mode manager list...
= 1 orapphost | O O Lnobody || orapphost M| 5556
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Create the Domain with ADF Libraries and Enterprise Manager

11. Add the AdminServer and sim-server to the nodemanager we just created and click
Next.

ﬁFusion Middleware Configuration Wizard - . E

Assign Servers to Machines

ORACLE’

Select a machine in the right pane. Then select the server(s) in the left pane and assign them to the machine by clicking the right arrowe
button.

Server Machine
=71 Unix Machine

=] ‘b arapphaost
@AdminSer\ter

@ sim-server

12. Create your new SIMDomain and click Create.

— Fusion Middleware Configuration Wizard g
Configuration Summary
ORACLE
Domain Summary Click on an item in the Domain Summary pane on the left to inspect its
Summary View: attributes in the Details pane below. You can make limited adjustments by
) | Deployment | - | clicking Previous to return to a prior panel. If everything is satisfactory, click
Create.
" SIMDomain (,."uDD.."\mebadminfproductf\nds_retaiE
= server Details
=0 AdmmS?r\ter Attribute Walue
B3 service Mam e Basic WeblLogic Server Domain [«]
£ shutdoun Class Description  Create a basic WeblLogic Server domain without installing sam
D JOC-Shutdownn Author COracle Corporation
D DS Shutdown Location Sullfwebadmin/product fwds_retail fwdserver_10.3/comman)
=[] Startup Class
D JRF Startup Class Mame Oracle Enterprize Manager
D 1PS Startup Class Description  Enterprise Manager
Author Oracle Carporation
[} obL-startup ; ; :
Location Jullpmebadmin/product fads_retail foracle_commoaon/commc
D AWT Application Context Stal
D I Framework Startup Class Mam e emasTemplate
D Web Services Startup Class Description  emas plugin Template
D JOC-5Startup Authar Oracle Carporation
D DMS-Startup Location Sul0fwebadmin/product fwds_retailforacle_commonfcommc
=[] WLDF System Resource
™ Module-FMWDEY B Mame Oracle WebCenter EM B
[« | Dl [« | Dl
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Start the NodeManager

13

. Click Done.

— Fusion Middleware Configuration Wizard |-

Creating Domain

ORACLE’

Progress:

[ 100%

Preparing...

Extracting Domain Cantents...

Creating Domain Security Information...
Saving the Domain Infarmation...

Storing Domain Information...

String Substituting Domain Files...
Performing O5 Specific Tasks...
Performing Post Domain Creation Tasks...
Domain Created Successfully!

Domain Location: ful0fmebadminproduct fwds_retail fuser_projects/domains /SIMDomain
Admin Server URL: http://msp52278:17201

ORACLE’

[ ][ o ] (] (o |

Note: Save the information for the Domain Location and
Admin Server URL as that information is needed for the
installation.

Start the NodeManager

1.

Start up the nodemanager, the script is located at
$WLS_HOME /wlserver_10.3/server/bin/startNodeManager.sh.

Edit the nodemanager.properties file at the following location with the below values:
$WLS_HOME /wlserver_10.3/common/nodemanager/nodemanager.properties

= StartScriptEnabled=true

= StartScriptName=startWebLogic.sh

After making changes to the nodemanager.properties file, NodeManager must be
restarted.

Note: The nodemanager.properties file is created after
NodeManager is started for the first time. It is not available
before that point.
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Start the AdminServer (admin console):

Start the AdminServer (admin console):
Start up the AdminServer using the SIMDomain/bin/startWebLogic.sh script.

1.

With the initial startup you will be asked for the admin user credentials. Once the
AdminServer has started up you can create a boot.properties file containing the
credentials for the AdminServer to start up without the need to enter the information

each time.

An example of the boot.properties would be:

mkdir —p SIMDomain/servers/AdminServer/security
vi SIMDomain/servers/AdminServer/security/boot.properties

- username=weblogic

- password=<password used at domain creation>
This file will be encrypted after the SIMDomain starts up.

Start the Managed Server

After NodeManager and AdminServer are started, the managed server(s) can be started

via the admin console.

1. Navigate to Environments > Servers, Control tab. Select sim-server and click “start”.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Click the Lok &Edit button to modify, add or
delete items in this domain.

Lock & Edit

Domain Structure

SIMDomain
Environment
Deployments
Services
Security Realms
Interoperability
Diagnostics

el

[#

How do L.. ]

Start and stop servers

Start Managed Servers from the Administration
Console

Start Managed Servers in Admin mode

Start Managed Servers in a duster

Configure the domain-wide administration port

@) Home LogOut Preferences 2]

Home >Summary of Servers

Summary of Servers

Configuration | Control

Use this page to change the state of the servers in this WebLogic Server domain. Control operations on Managed Servers require starting the Node Manager.

= |

Starting Managed Servers in Standby mode requires the domain-wide administration port.

]

P Customize this table

Servers (Filtered - More Columns Exist)

Start  Resume  Suspend ¥ | | Shutdown » = Restart SSL

Welcome, weblogic ‘ Connected to: STMDomain

Showing 1to 20f 2 Previous | Next

[] | Server s Machine State Status of Last Action
[T | Adminserver(admin) msp52278 RUNNING None
sim-server msp52278 SHUTDOWN TASK COMPLETED

Start || Resume | Suspend v | | Shutdown | Restart SSL

Showing 1to 20f 2 Previous | Next

Change the default (file based) Credential Store to use the Oracle

Database

The SIMDomain that was just created will default to use a file based credential store for
the wallet and policies. This needs to be changed so that it uses the Oracle Database.
This change is for enhanced security and is also a requirement for a clustered SSO
authentication setup.
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Change the default (file based) Credential Store to use the Oracle Database

Creation of Required Schemas with RCU

Some RCU database schemas are required to change the credential store, specifically we
will need to create the OPSS and MDS schemas.
The following steps will show you the creation of the database schemas required:

1. Download the RCU 11.1.1.7 zip file and extract it to a new folder named RCU
11.1.1.7. This folder (RCU 11.1.1.7) is used as RCU_HOME for the remainder of this
guide. You may use a Windows version of RCU to create the schemas.

Go to <RCU_HOME>\BIN and double click rcu.bat (Windows) or “./rcu” (Linux) .
Select Create and click Next.

=
- ORACLE
Create Repository e — 1 1g
FUSION MIDDLEWARE
/&) Create Repository
» Database Connection Details| (%) Create
T Create and load component schemas into a database.
I O brop
W Remove component schemas from a database.
Messages:
< = v
[ Hew | | blext> J Cancel
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Change the default (file based) Credential Store to use the Oracle Database

4. Enter all the fields as explained below and click Next:

a. Host Name: Database server host name which Application will use.(example:
ordbhost)

b. Port: Database port (example: 1521)
c. Service Name Database name (example: dvols143)
d. Username: SYS
e. Password: <SYS password>
———
= | Repository Creation Utility - Si
Database Connection Details ORACLE 11g
I FUSION MIDDLEWARE I
i £ Create Ragnslmm- i SR EE [Draua — v]
&) Database Connection Details|
+ Select Components
¢ Host Name: ‘m5952410 us.oracle.com ‘
W For RAC database, specify VIP name or one of the Node name as Hostname.
T For SCAN enabled RAC database, specify SCAN host as Host name.
T Port [1521 |
- Service Name:  [dvols 143 |
Usemame:  [sYs |
User with DBA or SYSDBA privileges. Example:sys
Password | ‘
Role [svspea 4
©One or more components may require SYSDBA role for the operation to succeed.
Messages:
<Back l[ Mext > I Cancel ]

5. Prerequisite requirements are verified and the following screen is displayed, click
OK.

Repository Creation Utili

Checking Global Prerequisites

[ Initializing repository configuration metadata 00:03.840(sec)
+| Obtain properties of the specified database 00:00.100(ms)
% Check requirement for specified database 00:00.100(ms)
| Execute pre create operations 00:00.100(ms)

| |
Operation completed. Click OK to continue to next page.
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6. Expand “Oracle AS Repository Components” and select Metadata Services and
Oracle Platform Security Services checkboxes as shown below, Enter a new prefix if
needed (the example uses a prefix of “SIM”)

Click Next then OK for the prerequisites check.
rli-_ﬁp:;imry Creatiohtj—tmty—St;p.Z;f-?:Select Comp:mems—, —— .. . - .—. E‘_‘—M

Select Components @ ORACLE 11g
FUSION MIDDLEWARE W

APrefix groups the components associated with one deployment

e
*

Database Connection Details () selectan existing Prefix

Select Components (%) Create a new Prefix El ]
Schema Passwords

Prefix can contain only alpha-numeric characters. Prefix should not
start with a number and should not contain any special characters.

c—C—C—e—t@+e

Component Schema Owner [
=0 Oracle AS Repository Components
EEfAS Common Schemas

Metadata Services SIM_MDS
O Audit Services AU

| O Audit Services For OES IAUCES

DI Enterprise Scheduler Service ESS

i Oradle Platiorm Security Services SIM_OPSS

[ Identity Management

i @0 WebCenter Content

@0 Oracle Data Integrator

[ Oracle Business Intelligence

®0WeblLogic Communication Services

®0 80A and BPM Infrastructure

#[00WebCenter Portal

®0Portal and B

@0 Enterprise Performance Management

Repository Creation Utility - Checking Prerequisites-

1 Checking Component Prerequisites

| Metadata Services 00:00.100{ms)
< | Oracle Platform Security Services 00:00.100(ms)

Operation completed. Click OK to continue to next page.

[ = Back ” MNext > I Cancel

7. Enter and confirm your password and click Next.

Note: Make a note of the password you give here as it will
be used later.

—— .
E Repository Creation Utility - Si : Schema P dk =h

Schema Passwords _ORACLE 1 1 g
1 FUSION MIDDLEWARE

Please enter the passwords for the main and additional (auxiliary) schema users. Password can contain alphabets, numbers and the

1l 4R following special characters: 3, #, _ Password should not start with a number or a special character.
| (%) Use same passwords for all schemas
‘¢ Selecl Components
_:« Schema Passwords Eassres [resssras ‘
+ Map Tablespaces Confirm Password ‘-------- ‘
I (") Use main schema passwords for auxiliary schemas

O Specify different passwords for all schemas

Component [ schemaowner | scnema [ cor

Messages:

= Back " Next = I Cancel
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Change the default (file based) Credential Store to use the Oracle Database

8. Click Next, then OK when it states it is going to create the tablespaces if they are
needed.

R |c )

ORACLE"

S— O (<) JECT=ER [T
FUSION MIDDLEWARE
Choose tablespaces for the selected components. The default and temporary tablespaces are specified in the table below.
1T To create new tablespaces or modify existing tablespaces click the ‘Manage Tablespaces’ button.
I Component Schema Owner | Default Tablespace Temp Tablespace
[ Metadata Senvices SIM_MDS *SIM_MDS *SIM_IAS_TEMP
¥ Schema Passwords Oracle Platform Security Senices SIM_OPSS *SIM_IAS_OPSS *SIM_IAS_TEMP
\; Map Tablespaces
I
lil T Summary
Repaository Creation Utility - Confirmation ‘ 2 ‘

Any tablespaces that do not already existin the selecled schemas
will be created.

?

Click OK fo create tablespaces.
Click Cancel to return to the wizard.

* Defaulttablespaces (specified in the configuration files) are to be created upon confirmation.

Messages:

Ilanage Tablespaces

<Back || Hext

Cancel

=]

9. Click OK when tablespace creating and validation has completed.

Repository Creation Utility - Creating Tablespaces

Validating and Creating Tablespaces

4 Check tablespace requirements for selected components
| Create tablespaces in the repository database

00:00.100{ms)
00:00.900{ms)

Operation completed. Click OK to continue to next page.

>
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Change the default (file based) Credential Store to use the Oracle Database

10. Click Create to make the schemas.

I TReposion Creation Uity - St2p.5.01 73 SUMIMay s

TN [ o )

Summary

&

FUSION MIDDLEWARE

Create Repository

Select Components
Schema Passwords
lap Tablespaces

Summary

(o ————¥

Database Connedlion Details

Database details:

Host Name:
Port:

Service Name:
Connected As:
Operation

msp52410.us aracle.com
1521

DVOLS143

8YS
Create

Prefix for (prefixable) Schema Owners:SIN

Il i »

[ Schema Owner Tablespace Type Tables Name
lMetadata Senvices SIM_MDS Default SIM_MDS
Temp SIN_IAS_TEMP
Additional None
Oracle Platform Security Services SIM_OPSS Default SIM_IAS_OPSS.
Temp SIM_IAS_TEMP
Additional None

<Back

create | [ cance

11. When the schemas are created, click Close to exit RCU.
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Set up OPSS Schema Datasource in WebLogic domain
Follow the below steps to set up the datasource with OPSS schema in WebLogic domain

(SIMDomain).

1. Login to the Admin console and go to Services -> Data Sources.

Change Cenler
Wiew changes and restarts

Chck the Lock & EdR bulton be modily, sdd or
elelete it in this domain.

Lock & Lot

Domam Strsctuee
SIMDomsin -
-Emvrenment
3 Deplayments.
= Berviors
FMessagng
T Daka Sources
Poriintinl Shores
Forein DI Praviders
£ Work Conbexts
"ML Rengstries
F-a4 Enaty Caches
oM
Mol Ss50ns
11

How do T

Creste J0BC yenerk dala sources
Crense 10BC Crid ink data soorces
Crrte: 10BC mlli dla senrees
Dielete TAC datn saurers

Delebe JOUC mult data sources

e e e

ORACLE Weblogic Server® administration Consala

1) Home Log Ot Preferences [52] feces .ﬂ,l @&
¥ams » Summary of Servees » Summary uf JDBC Data Sources

Summary of JDOL Data Sources

Configuration  Moritorng

A TBC data source & an ohie

el tn the TOT tree that
data scurce on the DI bee databy

connecton fr

This page summarizes the JOUC data source objects that e been created in this domain,

¥ Custumize Usis Lable
Data Sources {Filkered - Hore Columms Exist)
Chick the £ock & Fufitbulton i the Change Cenler o activate sl the bultons on s page,

burse connecthity through a peal of 1DAC connections. Applications can laok up 2

Wekcome, weblogsc | Cannected to: SIMDomain

Showng 00 of 0 Frevous | Net

MO Hame

Targets

There are no items to dsplay

Showng 0800 of 0 Frevious | Next

2. Click Lock & Edit then click New -> Generic Data Source.

ORACLE Weblogic Server® Administration Consola

thange Lenter
View changes and restarts

Mo pending changes est. Chak the Release
Corfigr ation bulton be sluw uthers o et the

Relense Confgurason

Domain Structure
SEMOomen

{~Forrgn IO Providers
I Work Conflexts
ML Registries

MM Entity Caches
fpom

Ml Sessons

e T3

How do L. -

s Create JOUC generi: dats sources
» Create LLit-enabled JOUC data sources

System Skatus =
Health of Rurring Servers.

T Eaet s

B Home Loy Oul Prefereces (54 Revand Hel %
Hormm > Surmmary of Servers >Summary of JDBC Dals Sources
Create a Rew 1D8C Data Soaurce
et | | Canuel
JDBC Data Source Properties
The fiabondng proper e wil e uoeed o deniify your new JDBC dala source.
* Indcates requred fields
‘What would you lke to name your new JOUC data source?
4] " ames JDEGC Data Source-d

What JNDI name would you lke 10 3500 1 your new JOUC Dats Source?

5] a0 mamme:

What dlalibase Hie moukd you B (o select?

Database Type: Oracle -

wrumn,wrhhgr!mwnrd to: STHDBmaIn
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3. Enter the details and click Next:
=  Name: OPSSDataSource
= JNDI Name: jndi/OPSSDS
= Database Type: Oracle

ORACLE Weblogic Server® Adminismation Consalo

L | 1
e Conis ) Home Log Cut Prefrerences (2] Record Help @ Webome, weblogic | Connected to: SIMDomain
Vielw Changes sivd restaits Hurre »Surmary ol Servers »Summary ol JDBC Data Swwrves
1 pending changes enst. Chck the Helease Create a New 108 Data Saurce
Configur ation button bz alow others to edit the

: Next Cancel
I06C Data Source Properties
Firleass Configurtien
= = The tulk b iddertity your rew J0BC data source,
S Ercars * tndbeates requred fiekis
STMDomain =
EH-Lrmvrorment. ‘What woudd you ler ta rame yeur new TDBC data source?
Deployments
S-terers 7] * mame: OPSEDatascurce
¥-tessagng
RUth Solndes wihat 10 name woudd yeus b tn assion tn your new 08C At Sourer?
Persatent Stores
e mm ;01 Providers ] DT Namves
Contexts
Jnas /OPSSDS
HML Regmtres o i
1NML Entity Caches:
oM
Mai Sesuorn
e T
How do 1...
‘What database type would you e to select?

= Creale JDBC gereric dala sources

» Create LLR-sabled JOBC data sources. Dalabase Type: Ovachi =

System Status B Hewt | f Cancel
Haeaith of Running Servers

4. Select Oracle’s Driver (Thin) for Service connections; Versions: 9.0.1 and later. Click
Next.

ORACLE Weblogis Server® nammmrion comes O]

Change Center &) Home Log Out Preferences Record Help Q Welcome, weblogic ‘ Connected to: SIMDomain
e el e T Hame >Summary of Security Resims >Summary of JDBC Data Sources
No pending changes exist, Click the Release Create a New JDBC Data Source
Configuration button to allow others to edit the
domain. Finis
Back | | Next = || cancel

JDBC Data Source Properties
Release Configuration

The following properties will be used to identify your new JDBC data source.
Domain Structure

SIMDamain =] Database  Orade
E-Environment Type:
i-Deployments

- Services What database driver wouid you like to use to create database connections? Note: = indicates that the driver is explcitly supported by Orade WebLogic Server.
| E-Messaging

Data Sources Database *Oracle’s Driver (Thin) for Service connections; Versions:9.0. 1 and later =
Rersistent Stores Driver:

Foreign JNDI Providers

wiork Contexts Back| || | [F7E7 ] || Cancal

XML Registries
XML Entity Caches
COM

Mail Sessions

~File T3 e
How do I.. a
R R

5. Uncheck “Supports Global Transactions” and press Next.
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e —
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Drasmn Snucturr sy S iy o or e ] (ot b armarorn 1 oy peease Shoomr B achor ot b B defs source
L o
F Pt Y - SR pp—
Tepic-vmwrroy
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Enter the details of the OPSS schema we just created and click Next:
= Database Name: (i.e: dvols143)

=  Host Name: (i.e.: ordbhost.us.oracle.com)

= Port: (i.e.: 1521)

= Database User Name: SIM_OPSS (This is the OPSS schema which has been
created using RCU earlier in this document.)

= Password: <password (Password given at the time of OPSS schema creation)

ORACLE Weblogic Server® Administration Console —

Change Center 2} Home Log Out Preferences Record Help | Q k i | Connected to: SII
View changes and restarts Home =Summary of Security Resims >Summary of JDBC Data Sources
Mo pending changes exist. Click the Release Create a New JDBC Data Source
Configuration button to allow others to edit the
domain. Ba e

ck  Next s Cancel

Connection Properties
Release Configuration

Define Connection Properties.

Domain Structure What s the name of the database you would like to connect to?

SIMDomain =
Bl-Environment Database Name: oolspl&fmw
~Deployments
EF-Servi
Services " What is the name or IP address of the database server?
[H-Messaging
~"Data Sources
Host Name:
~Persistent Stores ordbhost|
r~-Foreign JNDI Providers
~-Work Contexts What is the port on the database server used to connect to the database?
~-XML Registries [
XML Entity Caches Port: 1521
—jCOM
~Mail 5
_al =ssions ﬂ What database account user name do you want to use to create database connections?
~Fila T3
How do L. El

Database User Name: SIM OPSS

Create JDBC ic data
o el generic dats sources What is the database account password to use to create database connections?
s Create LLR-enabled JDBEC data sources

System Status =

Health of Running Servers Confirm Password: sesssssRRsIIRES
Failed (0) :

[ il @ Back | Next ‘ Finig | Cancel

Overloaded (0)

Warmine f\
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7. Click Test Configuration and make sure you can connect to the schema successfully.
Click Next if ok, click Back if it does not connect and check your settings.

e T W IV pym—— @

Change Center ) e Log Gt Brefeerces [ mcard e Q ;

Vieor chaagts and roHIRies Haee » Suremar'y ol Swvury Sasis rorytuais sy sl Grvnsen sanbein s Suevmary of JOBC Dok Suwrves
50 D charpet i, CIck i Rebeise Creats a New JDBC Data Source
Configuration bution 1 slow 0thers I edit the
o, Tewt Cantguration | || Duck| | Hext| ||Finsn | || Cancel
Look b £k

Test Database Connection

Test the dataturse sadabiity ard B correchion preoer s vou provded.

Domain Strecture Wit e £l ke e of JOBC devver clans ubed 15 ermate datahinge corrctins i the corrmeten oot
Lanerence s

Driver Class Mame: cenche be xa chenl Orac [T

| Wit e UL of e catabines 5 cormet et The firmat of S UL vires by J0BC derver,

s e L jdbc amchn thin @mspiad
Wk Corterts
. t ¥ " zannectens?
.| Database UserName: S0 0Pss
rate sanractong?
+ Griate UG ganenc Sata ourtes L
+ Create LLR-enabled J00C dats sources
Passwerd 5]
System States
Coabwmpmsword Ll [}

\What are the pengerties 1= mss 15 the JDEC thver when Teatng datshase sanecnons?

Froperties:

useE=a1M_OPSS

8. Target all the servers (AdminServer & sim-server) and click Finish.

ORACLE Weblogic Server® administration Consalo

Change Center 1) Heme Lng Out Preferences [2 Recerd Help =Y Welcome, weblogic | Connected to: SIMDomsin
e Horme » Summacy of Servers > Summary of J0BC Data Sources
Ha perafeg changes exil. Chek the Relems Lreate a Bew JOUL Data Source
Configuration button 5o slow others to edt the
domain. [’
Back | [157] | pman| | cances
Select Targets
fniensn Canfigurasen
‘Wiews can select one nr maer Ergets to depioy your new TDAC datn sourer. [ you dee't select a target, the data seurce wil be created But nat depleyed. You
vl need to deploy the data cource ot a later tre,
Damain Stractsre
SMDoman = Servers
-Lrvronment
Orslemanty: 4| Adminserver
=t Cervices
& Messaging
Dals Sources 7| sim-server
Fersstent Stores
Foreign JNDI Providers
Wark Conteats Back et Fimish | | Cancel
| Regties — P p—
1 XML Ertity Caches |
Il
Mad Sessiora
FleT. =
How da T =]

® Creale JOBC generi dats sourtes
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9.

Click Activate Changes to get them incorporated into the domain.

ORACLE Wablogie Server® mameraros corse
|
Change Center 1) Home Log Out Praferences [5 Record veln | a, Wikeeie, weeblagi: | Conecled $0: STMDomain
View changes and restacts hor sy of S sSumemary of JOBC ats Scuron
dng dhu They achvated y of IDBC Data Sowrces.
to ol e,
Configuration  Manitorng
& Actrate Changes
Undo AJ Changes.
A XBC o e to the IO tree that p datah; Y apaal of DAC conrections. Applcaons can lnok up &
dlata source on e INDT tree and then borrow a datsbase comnection from a data source,
Domam Structure
s page the udrjes in this domain,
SiMOoman -
B Emwonment
[ Deplnyments b Customize this table
EhServces
EBi-Mrsmagng Data Sources (Filtered - More Columas Last)
Persisteril Shores. Magos | Showing 1o 10f | Previous | Hest
{Foreign INDI Providers
Work Corrtets ] | mame = Type INOT Hame Targets
WML Reeglstries I
“¥ML Enbty Caches ] | opsmatmenres [ usjongEns AckranS e s et
KoM
{ Hal Sessons Hew v Showig 1o 1of 1 Previous | Nest
i s A =
Mow do L =]
* Craste JOUC gentn dst sources
* Creale J0BC Grink dala sources
o Creale J0BC muft dals sources.

A message is displayed indicating that the changes have been activated.

ORACLE WeblLogic Server® sdministration Consala

m-ﬂm!muﬂmm—

pool of JDBC connectons. Applcatons can ook up &

Change Center ) Home Log Out Prefirences [5 veco e | | Rl
i e et sty of Saruiey > Sumesbey of JOBC Dt Sasrces
Messages
Chek the Lok & Et buitton to moddy, sdd o
deiete rms in s doman. W A5 changes Puwe heen Actatid. Na PEStes are necessary,
Laka b Summary of J0BC Data Sowrees.
Configuration  Morvizing
IDomain Structire
" = & J00C de o the 2OL !
b g - PO e then borrom
# Erveroment
|~ Degloyments ‘This page summarizes the IO6C data saurre oirjects that have heen created in this doman.
Ehdervees
¥ Messagey
¥ Customize this table

Data Saurces (Filtered - Hare Columes Exist)
Clek the Lock &

e ac all the butinns on this page.

Showirsg 100 164 1 Previeus | Nest

INDT Rame

L.

Targets

dOPS505

Lu}

Adminerver, sm-server

Create JUIC genenc dats sources
Create O6C Grickink data sarees
Create DA muiti datn sourees

Showing 1o 1of 1 Previous | Next

Delete JOC dats sources
Deletr JOHC muft data seurces
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Associate Policy Store to Database

Follow the steps below to re-associate the domain policy store from file based to using
the database:

1. Login to the WebLogic EM console using the Administrator credentials (for example:
http:/ /orapphost.us.oracle.com:17201/em).

ORACLE Q
Enterprise Manager 11g
Fusion Middleware Control

Login to Oracle Fusion Middleware Control
Farm  Farm_SIMDomain

*User Name | weblogic

e T J

Ltogn |

You
of

service endpoints. You can also test Web service endpoints and
moritor their performance and faults.

(% Dynamic Context Menu [# Identity Management
[# Context Sensitive Help [# WebCenter Management
[ Co and Audit

# Configure Logging and Search Log Files

2. Expand the WebLogic Domain and click the SIMDomain.

ORACLE 11g Fusion ] Setpv Hepw Lo
[fiFarmy | g Topology

B~ SIMDomain @ Logged in as wel

a B] Farm_SIMDomain ﬂwdmg':umm'.v Page Refreshed Oct 24, 2013 11:57:10 AM B

[ Application D
1= [21) WebLogic Domain E Summary @+ Bl Clusters @S
S E—— sach [ @

General 7o configure = ——

Administration Server AdminServer grdmenage s Name servers SHEter Ao Repl

ogic Mode Type

Adminisiration Server Host msp52278.us.crade.com  Demain, use the

No Clusters found

Administration Server Listen Port 17201 Oracle Weblogic
e < i} ] v
Console. e, @0-
B Servers @9~

E| Hup @

sch [ @
Name Status Target
N E—C ] o

=) [ Appiication Deployments

fee [ Internal Applications
Name Status  Host Cluster  ListenPort ¢
5] Adminserver & mspsz. 17201 1
5l sim-server F  msps2.. Unavall... Unava...
< (I} ] r
) Oracle WebLogic Domain Resource Center B
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3.

Select the dropdown WebLogic Domain->Security->Security Provider Configuration.

ORACLE 11g Fusion Control Setupw Hepw Log
[iFarm | & Topology
- SIMDomain ® bl =
I= 5 Farm_STMDomain -] WebLogic Domain - Page Refreshed Oct 24, 2013 11:57:10 AM ED
[ Application Deployments Home
] [Z2) WebLogic Domain @+ El Clusters @&~
51 Control Search ®
COFTo configure: Cluster Sessi
toge , T - Sovrs OUSTT Ty DefeUtlond 5
Weblogic Address  poq Agorithm 10
prorade.com - Domain, use the g 5 ctors found
Port Usage Oracle Weblogic
Server 7 i ] n
Application Deployment > Console. P — @ -
Web Services > LLM
ADF Domain Configuration
Wup 4y
Security i Credentials
H Metadata Repositories
IDBC Data Sources Security Provider Configuration
System MBean Browser L
Application Polides Status  Target
[ webLogic Server Administration Console Application Roles L Application Deployments
B (3 Internal Applications
General Information System Policies
5] Adminserver % msps2..
5] sim-server F msps2.. Audit Policy
< 1] Audit Store
= Oracle weblLogic Domain Resource Center O
Before You Beqin
ORACLE ger 119 Fusion Cantrol Sehpy Hepy  Log Oub
pHram e | 4 Topology
SIMDomain & Logged in as wehblogie
4] Webe.oge Doman Page Rafreshed Oct 34, 2913 1558133 AM EDT T
Security Provider Confiquration (3 =

Uiar this page - condigu

krystnee used by

pelcy r ager.
Sewurily Stores
o ey v o migrate: lhe cusrent by sl erdential prenvides Lo U Charge Stoee Type bulton,

Change Seere Type 7 Erln

Hame Store Type Lexation

Foby Stre system-jamndats. sl

Credentiel Sture Fie omalel.ssn

Heystore heystores.aml

dentity Slure Provider

4 wiehServices Manager Authentication Providers i
wfigure the loge ¥ 5 s Managey
Login Modules
The fallowing tabie kst ol configur duden foe Web ager, Line B kst b create, rondgure er deiete 2 lngn modie.
[Boese., | Hedr.. 3 et

Hame Cham Caontrol Flag Desrription
[rerr—ry . : eral, e s, JuSAMLLogiMothde | Recuired SAML Lo Mohde
sz ingrmed b aradde seaity.jps ntermal jaas module. anml, et AML Lagnbodule  flequired 548 2 Logn Modle
bS5 grmmedue wom s sea iy, suth, modue, Kb RognModule Requred Kertrerus Logn Mudule
egest.authenticator |, orade. seaurity.jps internal jans module dgest ligest ogriodide  Requred Digest Authenticater Leg...
oo tificate.suthentical,.,  orade.seasity,jusnternal jaarmodule. £ 509,100 opniModule- Requred X509 Cer tficate Logn M...
vess.doest.lngnmadude  orade. seounity. s nkermal jaas sodule. dgest. WESDigestieginM...  Aequred WSS Dagest Lagin Madie
wser auttenicatonto.. Je ks dernal, e, sathent Jomlser A, Regaed U Aushentication Log
user_assertion.lognm orade sequity ips intermal jaas module assertion JpsUserissertl. . flequred User Assertion Lagin Ms...
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5. Select Oracle Database for the store type, then click the select button for the Data
Source JNDI Name and choose the OPSS datasource we just created.

ORACLE Enterprise Manager 11g Fusion Middieware Control

Setup ~ Help +

Log Out

7 G Farm_SIMDomain
& [ Application Deployments.
7 [ WeblLogic Domain

L

= B4 SIMDomain @
2] Weblogic Domain

Security Provider Configuration > Canfig

(® Information
Al changes made i this page require a server restart to take effect,

Configure Security Stores

i) o el AR (st e P Yo el el Pt emtn s
Store Type |Orade Database =

Database Server Details
* Data Source INDI Name

Select...

Data Source Access Select JDBC Datasource

Protected Data Source [ [onor
ame.

|Data Source JNDI Name

Logged n as weblogic

Pags Refreshad Nov 3, 2084 3/58:05 PM

o] Ganeel

User Name

W jndifopssos
Password
Jebe/oradeRsiDs
Roat Node Details
Use this section to define provider specific configuration for this sec.
Custom Properties, dick Add, enter the name and desired value of ¢

*Root DN
Create New Domain [¥]

*Domain Name | SIMDomain

Policy Store Properties
Specify policy store instance property configuration for gatting masxit
Enable Lazy [#]
Load e
Role Member 1000 Time
Cadhe Size =)

SoEi

6. Enter the values:

OPSsDatasoLrce
jobc/SimDatasource  SimDataSource
rs-rms-managed-datasource

fer

ﬂ Cancel ‘

= User Name: (username of the OPSS schema created above)

= Password/Confim: (password used for OPSS schema created above)

=  Root DN:

cn=SIMPolicies

= Select ‘Create New Domain’

st &)

il

= Domain Name: SIMDomain (This must be the domain name which has been
created earlier in this document)

ORACLE Enterprise Manager 11g F

Middleware Control

Se

etup » Help » Log Out

-
W B4 Farm_SIMDomain
> [ Application Deployments
7 23 WebLogic Domain

- ] STmDemainl

SIMDomain @
Iﬁ Weblogic Domain

Security Provider Configuration > Co

(D Information
Al changes made in this page require a server restart to take effect.

Configure Security Stores
Spedfy server spedific attributes to reassodate the palicy, credential and keystores.

Store Type |Orade Database [=]

Database Server Details
*Data Source JNDIName |jndi/OPSSDS

Data Source Propertics
Driver Class Name oradle jdbc. OradeDriver
Database URL  jdbcioracle: thin: @msp32293,us.orade .com: 1521/o0lsp05fmw
*User Name |SIM_OPSS
=Password [sssssses
* Confirm Password [eesseses
ODBC Dats Source Name
Data Source Access
Protected Data Source [
User Name

Password

Root Node Details

Logged in as weblogic

Page Refreshed Nov 3, 2014 3:58:05 PM E5T L2

Use this section to define provider specific configuration for this security store. To specify the root DN, enter the desired root name and domain name.
Custom Properties, click Add, enter the name and desired value of the property in the resulting dialog, and dick OK.

*Root DN | cn=SIMPolocies
Create New Domain

*Domain Name | SIMDomain

Palicy Stare Pranerties
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7. (Click OK, and then click Yes when it warns that it will require a restart of the
management domain.

8. The message ‘Configure Security Stores — Completed Successfully” appears. Click
Close.

Setup
Checked

‘Succeeded in migrating data.
Tested JPS Service

Completed migrating policy store.,
Starting to migrate credential store. ..
Setup ity provic tic

Checked i
‘Succeeded in migrating data.
Tested JPS Service

Completed migrating credential store.
Starting to migrate keystore. .
Set up security provi i

Checked i
Succeeded in migrating data.
Tested IPS Service
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9. The following confirmation appears:

ORACLE Enterprise Manager 11g Fusion Middleware Control Setup + Help ~ Log Out
- B

B -~ SIMDomain @ Logged in as weblogic
7 B Farm_STMDomain ] webLogic Domain ~ Page Refrachad Nov 3, 2014 4:06:27 PM EST 0
[ [ Application Deployments
7 [ WebLogic Domain . =
1 ] SitDomain (i) Information

The reassodation to the new policy store and credential store is complete successfuly. The change requires the restart of WebLogic Domain.

Security Provider Configuration® o
Use this page to configure global management domain policy and credential store providers, keystore and login modules used by Web Services Manager.

Security Stores
Current policy and credential store providers are shown below. To migrate the current policy and credential providers use the Change Store Type button.

Change Store Type | /7 Edit

|Name |store Type [Location
Policy Starc
Credential Store
Audit Store
Keystore

Oradle Database indifOPSSDS

j >| Identity Store Provider

>| Audit Service

m

‘Web Services Manager Authentication Providers
You can configure the login modules and keystore for Web Services Manager authentication.

Login Modules
The following table lists all configured login modules for Web Services Manager. Use this list to create, configure or delete a login module.

[Bfcreate... | AEdt.. 3¢ Delete...

[Name [ctass |control Fiag Description ]

saml.loginmodule aradle.security jps.internal. jaas. module. saml. JpsSAMLLoginMed... Required SAML Login Module .
saml2.loginmodule orade.security. jps.internal jaas.module. saml. JpsSAML ZLoginMo._. Required SAML2 Login Module

krb5.logirmodule com.sun.security. auth.module KrbSLoginModule Required Kerberos Login Module
digest.authenticator.lo... oracle.security.jps.internal. jaas.module. digest.DigestLoginModule Required Digest Authenticator Lo... | — L
certificate.authenticat... oracle.security.jps.internal. jaas.module.x509.X509LoginModule  Required X509 Certificate Login... |
was.digest.loginmodule  oracle.security.jps.internal. jaas. module. digest. WSSDigestLogin... Required WSS Digest Login Module
user.authentication.lo... orale.security.jps.internal. jaas. module.authentication. JpsUser... Required User Authentication Lo... |—
user.assertion.loginmo... orade.security.jps.internal.jaas. module assertion. JpsUserAsser ... Required User AssertionLoginM... +

10. Restart the SIMDomain for the change to take affect.

Expand the SIM Application Distribution

To expand the SIM application distribution, do the following.

1. Log in to the UNIX server as the user who owns the Web Logic installation. Create a
new staging directory for the SIM application distribution (sim14-application.zip).
There should be a minimum of 250 MB disk space available for the application
installation files.

This location is referred to as INSTALL_DIR for the remainder of this chapter.
2. Copy siml4-application.zip to <INSTALL_DIR> and extract its contents.
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SIM OID Authentication Provider set up:

SIM OID Authentication Provider set up:

Note: This procedure is only needed if you plan on using
LDAP authentication for the SIM application. This can be
skipped if database authentication is going to be used.

1. Log in to the Administration Console.
http:/ / <host>:<port>/console/

2. In the Domain Structure frame, click Security Realms.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts

Click the Lock & Edit button bo modfy, add or
delat items in this domain.

Lock & Eit

Release Corfiguration

Domain Structure
APPDOmain
—F-Environmert
~Servers

~Coherence Clusters
~Machines

~Work Managers

~-startup and Shutdown Classes
~Deployments

-Services

Security Realms

How do I...

o Configure new security realms
» Delete security realms

+ Change the default security realm

System Status
Health of Runring Servers

Failed (0)
Critical (0)

@ Home Log Out Preferences Help

Q

Harne =Summary of Security Realns =myreslm =Summary of Security Realms

Summary of Security Realms

A securiby realm is & container For the mechanisms--including users, groups, security roles, security policies, and security providers—that are used ko protect WebLogic resaurces. You
can have multiple security reslms in a WebLogic Server domain, but only ane can be st as the default (active) realm.

This Security Realms page lists sach security reslin that has been configured in this Weblogic Server domain. Click the name of the realm ta explore and configure that realm.

[ Customize this table

Realms (Filtered - More Columns Exist)

Click the Lock & £diit button in the Change Center to activate all the buttons on this page,

2B

Welcome, weblogic | Connected to: APPDomain

New | | Delete Showing 1to 1 of 1 Previous | Mext
Name & Default Realm
myreaim tiue

New | | Delate Showing 1 to 1 of 1 Previous | Hext

mspl 2055: 17001 jcansolzjcansole. portal?_nFpb=truss,_pageLabel=SecurityReaimReamTablzPage

3. In the Realms table, click myrealm. The Settings for myrealm page is displayed.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Click the Lock & Edt buttan ta madify, add or
delete items in this domin.

Lock & Edit

Release Canfiguration

Domain Structure

APPDomain

Er-Environment
{Servers

Clusters

“Hfrtual Hosts
~Migratable Targsts
~Coherence Servers
~Coherence Clusters
Machines

How do L..

o Manage securiby far Web applications and

Set the default security model

+ Delegate MBean authorization to the realm

System Status

Health of Runring Servers

Failed {0}
Critical ()

@ Home LogCut Preferences Help Q

Horme =Summary of Security Realms smyrealm =Summary of Security Realms =myrealm

Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers

General | RDEMS Security Store | User Lockout | Performance

Click the £ock B Edit button in the Changs Center ko madify the settings on this page.

Save

Use this page to configure the general behavior of this security realm.

[
IF you ars implementing security using JACC (Java Authorization Contract for Cantainers s defined in J5R 115, you must use the DD Only security model, Other WebLogic
Server models are not available and the security functions for Web applications and EBs in the Administration Console are disabled,

Name: myrealm

£ Security Model Default:

(4] Combined Role Mapping Enabled

@g Use Authorization Providers to Protect IMX Access

[ Advanced

Save

Click the £ack B Fefit buttan in the Change Center to madify the settings on this page.

Wigration

‘A

Welcome, weblogic ‘ Connected to: APPDomain

The name of this security realm. - More Infa...

Specifies the default security model For Web applications ar EJBs that are
secured by this security realm, ‘fou can owertids this defadlk during
deployment. More Infa...

Determiines how the role mappings in the Enterprise Application, Web
application, and EJ6 containers inkeract, This setting is vaiid only for Web
applications and £8s that use the Advanced security model and that
initialize: roles from deployment descriptors,  More Info. ..

Configures the WebLogic Server MBean servers o use the security
realn's Authorization providers o determine whether a M cient has
permission to access &n MBean attriblte o invoke an MBean
operation.  More Info...
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SIM OID Authentication Provider set up:

4. Click the Providers tab.
ORACLE Weblogic Server® Administration Consale — &

Change Center &) Home Log Ot Preferances

Help Q Welcome, weblogic ‘ Connected ta; APPDomain
view changes and restarts Here =Surmsry of Seeurity Reslms smyresim >Summary of Security Reslms smyrasim sProvidars
Click the Lock & Edit button ko madify, add or Settings for myrealm

delete items in this domain

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edt

— Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Audiing | Credential Mapping | Certification Path | Keystores
Release Configuration

Domain Structure An Authertication provider allows WeblLogic Server to establish trust by validating & user. You must have ane Authentication provider in 2 security realm, and you can configure multiple

APPDOomain -~ Authentication providers in a security realm, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DEMS, You can also
S e onment configure a Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic Server.

Servers

~Clusters

| Customize this table

~Wirtual Hosts

Authentication Providers

— Coherence Clusters Click the £ock B Edit button in the Changs Center to activate all the buttons on this page.
~Machines
~Work Managers new | [Detets | | [Reoraer
~Shartup and Shukdown Classes
Deployments Name
Services

Security Realms

Showing 1 ko 2of 2 Previous | Next

Description version

b D

WeblLogic Authentication Provider 1.0

How do I... a DefaultIdertityAsserter WebLogic Identity Assertion provider 1.0

« Configure Authentication and Identity Mewr | |Delete | || Reotder

Showing 1 ko 2of 2 Previous | Nesxt
Assertion providers

o Canfigure the Password valdation provider

* Manage sscurity providers
o Set the J4AS contral flag

* Re-order Authentication providers

System Status =

Health of Running Servers

5. Click Lock & Edit and then click New. The Create a New Authentication Provider
page is displayed.

ORACLE Weblogic Server® Adninsraion Cansele B oF

Change Center (@ Home Log Out Preferences ecord Help Welcome, weblogic ‘ Connected to: APPDoOM.
EndrTs e s Horme =Summary of Security Reslms =myrealm =Summary of Security Realms =myrealm =Providers
Pending changes exist. They must be activated Create a New Authentication Provider
to take effect,
« Activate Changes (O | | | Cancel |
Unio &Il Changes Create a new Authentication Provider

The fallowing properties willbe used to identiFy your new Authentication Provider.

Domain Structure * Indicates required Fiekds

APPDomain ~
Enwironment

The name of the authentication provider,
* Name: OlDAuthenticator

This is the type of authentication provider you wish to create,

Type: OraclelnternetDirectoryAuthenticator

~itjork Managers

~-Startup and Shukdown Classss
~Deploymerts [0k | || cancel
~Servites

~Serurity Bealms.

Howdo L. =

o Manage security providers

o Configure Authentication and Identity
Assertion providers

System Status a
Health of Running Servers

Failed (0)

Critical (03

Cverloaded (0)
S awninen £ i)

6. Enter OIDAuthenticator in the Name field and select
OracleInternetDirectoryAuthenticator as the type.
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SIM OID Authentication Provider set up:

7. Click OK. The Settings for OIDAuthenticator page is displayed.

ORACLE Weblogic Server® Administration Consale

Change Center
view changes and restarts

Pending changes exist, They must be activated
to take effect

« Adivate Changes

Undo All Changes

Domain Structure

APPDomain ~

wironment

~Servers

~Clusters

~4irtual Hosts
i~Migratable Targets
~Coherence Servers
~Coherence Clusters
~Machines

—work Managers
~Shartup and Shukdown Classes
Deployments

Services

Security Realms

HowdoI... =]

« Configure the Oracle Internet irectory
Authentication provider

+ Configure Authentication and Identity
Assertion providers

o Set the JAAS contral flag
+ Configure the Password Yalidation provider
o Manage s=curity providers

System Status a

Health of Runring Servers

@) Home LogOut Preferences

ccord Help

Q

o)

Welcome, weblogic ‘ Connected to; APPDomain

Harns =Summary of Sscurity Reslms smyrealm SSummary of Security Realms myreslm =Broviders myreslm =Providars >OIDAuthenticator

Settings for DIDAuthenticator
Configuration | Performance

Common | Provider Specic

Sawe

This page displays basic information about this Oracls Internsk Directory Authertication provider, You can also use this pags ta set the JAAS Contral Flag to contral how this provider is

used in the login sequence.

5 Name:

) Description:

) version:

4] Contral Flag:

Sawe

QIDAuthenticator

Prowvider that performs LDAP authentication

OPTIONAL v

The name of this Oracle Internet Directary Authentication
provider, Mare Infa. .

A short deseription of this Oracle Internet Directory Authentication
provider, Mare Infa. .

The version number of this Oracle Internet Dirsctory Authentication
provider,  Mare Irfa. .

Spedifies how this Oracle Internet Directary Authentication provider Fits
o the login sequence.  Mare Info..,

8. Set the Control Flag field to Optional and click Save. The Control Flag should be set
as Optional so users do not get locked out of the Admin console if there is a typo.

9. Once your changes are saved, click Activate Changes.

ORACLE Weblogic Server® Administration Consale

Change Center

view changes and restarts

No pending changes exist. Click the Release
Configuration button ko allow others ko edit the
domain.

Lack & Edt

Release Configuration

Domain Structure

APPDomain

How do L... a
« Configure the Oracle Internet irectory
Authentication provider

« Configurs Authentication and Identity
Assertion providers

+ Set the Jaas contral flag
o Canfigure the Password valdation provider
o Manage securiky providers

@ Home LogOut Preferences

=cord Help

Q

OB

Welcome, weblogic ‘ Connected to; APPDomain

Herns =Summary of Sacurity Reslms smyrealm =Users snd Groups =Suramary of Security Reslms smyreslm >Providers ~OIDAuthenticator

Settings for DIDAuthenticator
Configuration | Performance

Common | Provider Speciic

Sawe

This page displays hasic information about this Oracls Intemet Directory ALthertication provider. You can also uss this page to sst the JAAS Contral Flag to contral how this provider is

used in the login sequence.

o Name:

& Descri

@ version:
] Control Flag:

Sawe

QIDAuthenticator

Provider that performs LDAP authentication

OPTIONAL |+

The name of this Oracle Internet Directary Authentication
provider, Mare Infa. .

& short description of this Oracle Internet Directory Authentication
provider, Mare Infa. .

The version number of this Cracle Internet Directory Authentication
provider, Mare Infa. .

Specifies how this Oracle Internet Directory Authentication provider ks
inko the lagin sequence,  Mare Info..

System Status a
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SIM OID Authentication Provider set up:

10. Click the Provider Specific tab and click Lock & Edit.

ORACLE Webloghs Server® Admimisraton cormet B o
Change Center (@ Home Log Out Preferences [&] Record Help ‘ Q Welcome, weblogic ‘ Connected to: SIMDomain
e ey T oot Home =Summary of Security Reslms >myrasim Providers ~OIDAuthanticator
No pending changes exist. Click the Release Settings for OIDAuthenticator
Configuration button to allow others to edit the
domain. Configuration | Performance
Common | Provider Specific
Release Configuration
Save
Domain Structure
SIMDomain Use this page to define the provider spedific configuration for this Orade Internet Directory Authentication provider.
E-Environment
~Deployments Connection
BH-Services
~Security Realms 5] Host: orappserver The host name or IP address of the LDAP server. More Info...
B Interoperability
[ -Diagnostics
< 43 Port: 3060 The port number on which the LDAP server is istening.  More
Info...
5] Principak: cn=orcladmin cn=users.d¢ The Distinguished Name (DN) of the LDAP user that WebLogic
: . Server should Use to comnect to the LDAP server.  More Info...
Credential: [ ———— The credential (Usually  password) used to comnect to the LDAP
server, More Info...
How do 1. =] 3
Confirm Credential: SRAERENRNNRRNRNNNS
« Configure the Oradle Internet Directory
Authentication provider
[} ] SSLEnabled Specifies whether the S5L protocol should be used when
= Configure Authentication and Identity connecting to the LDAP server, More Info...
Assertion providers
« Manage security providers Users
5] User Base Di: cn=users. dc=us dc=oraclé The base distinguished name (DN) of the tree in the LDAP
— = directory that contains users.  More Info...
15 Filter: (&(cn=")(objectclass=retai An LDAP search filter for finding all users beneath the base user
Health of Running Servers All Users Filt An LDAP search filter for finding all beneath the b
distinguished name (DN). Note: If you change the user name
Failed (0) attribute to a type other than cn, you must duplicate that change
e i thas 1 loar Erm Name Fitar 2l | loar Nama Atiiite

11. Supply your LDAP connection and credentials.

The entries below are examples only. You should match the entries to your OID.
Example:

= Host: orapphost

= Port: 3060

= Principal: cn=orcladmin

= Credential: <password>

= Confirm Credential: <password>

= User Base DN: cn=users,dc=us,dc=oracle,dc=com

=  Group Base DN: cn=Groups,dc=us,dc=oracle,dc=com

= Check Propagate Cause For Login Exception
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SIMOID Au

thentication Provider set up:

12. Click Save

ORACLE Weblogle Server® adeinis tratinn Consobo
1R Home Log Ot Freferences (B
Hawa e Sumetack-of Samaty Rothoy

vl el |

rialin = Brvidirs

Chamge Center
Whew ehanges and pestarts.

Chck the Lodk &Lt button 22 madify, 83d o Scttings bor myropln

deirie e B dermair

T Canfgurasen | Users ad Growps | Ruoes andPoloes  Credersal Maopngs | Previders | Hgraten
Lock r

Flsane o

datrg

Authentication Paswword Vikdaton | Authorsten | Aducdeaton | R Mg | Auding | CredentdMamng | Cetfeaton Path  Kewieess

Welcome, weblogic | Canected a: APPDomain

B Austhenbcabon prirvider allowns Weblogie Server o estabish st by
* desgred o

2 el you ¢
8 Reain Adaoter Auther

e f 1 sty cedim
wider that allows oua o work ith Lsers and

¢ . 5uch 85 LDAP servers or O8NS,
roupe fram pravious rleatas o Wablage Sacver,
[ Customize this table
Authcubication Prosiders
Cick the Lok & Fditt the Change Center the b ths page.
towwi | [Dwitn | | Fiimer
Deseription Version

Showg Lt Jof 3 Previeus | Newt

Pronvader St performs LDAP suthenbication

1o

How do 1 | veets e Authenteaton Prevder

10

& Configurs Mushanneynsn snd [dantty THERSH SO Sk T Ese

18

ssertion providers

Sowrg 1t 3671 Preveus | et

Click Reorder.
14.
15.
16.
17.

Click OK.
Once your changes are saved, click Activate Changes.

Shut down all servers and restart the admin server.

Verify and Set OID Authenticator
1. Log in to the Administration Console.

http:/ / <host>:<port>/console/

Click “Lock & Edit” so you can make changes

In the Domain Structure frame, click Security Realms.

a M e DN

Click the Providers tab.

ORACLE Weblogle Server® adeinis tratinn Consobo
B vome Logous Preferenes [ necerd mep |

rialin = Brvidirs

Chamge Center

Vhew changes and restarts ot

Chck the Lodk &Lt button 22 madify, 83d o Scttings bor myropln
et e S e,

Lock & Edt

Canfgurasen | Users ad Growps | Ruoes andPoloes  Credersal Maopngs | Previders | Hgraten

Authentication Paswword Vikdaton | Authorsten | Aducdeaton | R Mg | Auding | CredentdMamng | Cetfeaton Path  Kewieess

datrg

Order OIDAuthenticator first and DefaultAuthenticator second.

In the Realms table, click Default Realm Name. The Settings page is displayed.

Welcome, weblogic | Canected a: APPDomain

B Austhenbcabon prirvider allowns Weblogie Server o estabish st by
* desgred o soress df

2 el you ¢
8 Reain Adaoter Auther

i S0 1 security e
wicer that alloees you t work mith Lsers and

roupe frim pravios rieates oF WabLIGE Sacvar,

[ Customize this table

Assthentication Prodens
Oick the Lok & Edith

Change Center

Vo | | Dwiete

Deseription

Showg Lt Jof 3 Previeus | Newt

Versiom

Pronvader St performs LDAP suthenbication

1o

How do 1 | veets e Authenteaton Prevder

10

& Configurs Mushanneynsn snd [dantty THERSH SO Sk T Ese

18

ssertion providers

» Confgure B Passord Valdaton provide
» Mansge sear

Sowrg 1t 3671 Preveus | et

.

system States
Fieaith of Rurving Servens
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SIM OID Authentication Provider set up:

6. Click the Users and Groups tab to see a list of users and groups contained in the
configured authentication providers.

You should see usernames from the Oracle Internet Directory configuration, which
implicitly verifies that the configuration is working.

ORACLE WebLogic Server® Adniniaton Consols B o

Change Center {8 Home Log Cut Preferences [ Record Help

Q, Welcome, weblogic ‘ Connected to; APPDomain
MEndErrs el Home =Summary of Security Realms smyresim =Users and Groups
Click the Lock & Edit button k madify, add or Settings for myrealm

delete items in this domain,

Configuration | Users and Groups  Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit

— Users | Groups
Release Canfiguration

Domain Structure This page displays infarmation about each user that has been configured in this security realm.

APPDoMmaIn

hote: The authentication provider named QAMasserter does not support viewing or managing its users through the WebLogic cansole,

[ Customize this table

Users
New | [Delete Showing 1 to 10 of 10 Previous | Next
[ | Name & Description Provider
managerL SIM Store 10 7000 Manager. CIDAUthenticator
[ | oraclesystemiser Oracle application software system user, DefaultAuthenticator
arcladmin Seed administrative user for subscriber. OIDAuthenticator
T = FLBLIC This ertry is used as the idertfication For unauthenticated users. GIDAuthenticator
RETAIL LSER Reetail Liser CIDAUthenticator
Lt d
* MManags ussrs andaroups FPM.ADMIN Seed administrative ser for subscriber OIDAUthenticator
+ Create users
SIM, ADMIN Seed administrative user for subscriber CIDAUthenticator
» Modify users
+ Delets sers superuser 1 SIM Stare 10 7000 Super User. OIDAUthenticator
weblogic Seed administrative user For subscriber, OIDAUthenticator
Gystem Status =] [ | weblogic This user is the default administrator, DefaultAutherticator
Health of Running Servers News | | Delete

Showing 1 ko 10 of 10 Previous | Nest
Failed (0)
Critical (09

7. Click the Providers tab and click OIDAuthenticator.
ORACLE WeblLogic Server® Administration Console — e

Change Center @ Home Logout Preferences Record Help Q, Welcome, weblogic ‘ Connected to: APPDomain
Endrrserlrtes Herne =Summary of Security Reslms =myreaim =Summary of Security Realms =myrealm =Providers >myrealm =Providers >0IDAuthenticator
Messages
Pending changes exist. They must be activated
to take effect, + Settings updated successfully.
& Adlivals Changes Settings for OIDAthenticator
Undin All Changes
2 [ ion | Performance
Domain Structure Common | Provider Specfic
APPDomain ~
“Environment Save
~Servers
~Clusters
irtual Host This page displays basic information about this Oracle Internek Directory Authertication provider. You can also use this page ta set the JAAS Contral Flag o contral how this provider is
rtua Flosts used in the loin sequence.

ligratable Targets
oherence Servers

~Coherence Clusters & Names OIDAuthenticator The name of this Oracle Intemet Directory ALEhentication
~Machines provider,  More Info...
~itjork Managers
~-Startup and Shukdown Classss 4F] Description: Provider that performs LDAP authentication A short description of this Oracle Intermet Directory Authentication
~Deplayments provider,  More Info. ..
~Servites
Sty Realns i F] version: 1.0 The version rurmber of this Oracle Intsmet Dirsctory Authentication
provider,  More Info...
How do ... a
§ &F Control Flag: SUFFICIENT v specifies how this Oracle Internet Directary Authentication provider fits
+ Configure the Oracle Internet Girectory o the login sequence. | Mor Infa...
Authentication provider
+ Configure Authentication and Identity Save

Assertion providers
+ St the J0AS contral flag

+ Configure the Password Yaldstion provider

+ Manage sscury providers

System Status =

Health of Running Servers

8. Set Control Flag to SUFFICIENT and click Save.
9. Click Activate Changes and restart the entire SIMDomain.
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Set the LANG Environment Variable

Set the LANG Environment Variable

The LANG environment variable must be set in the profile of the UNIX user who owns
the application server ORACLE_HOMEE files. If you change the value of LANG or set the
value for the first time, you must restart the Application Server in order for the change to
take effect.

Example:
LANG=en_US
export LANG

Set the Environment Variables for the SIM Installer

1.

Set the following environment variables for the SIM installer (the following are just
examples, use values for appropriate for your environment):

export ORACLE_HOME=/u00/webadmin/product/wls_retail

export
WEBLOGIC_DOMAIN_HOME=/u00/webadmin/product/wls_retail/user_projects/domains/Sl
MDomain

export JAVA HOME=/u00/webadmin/product/jdk_java

export PATH=$JAVA HOME/bin:$PATH

If a secured datasource is going to be configured you also need to set “ANT_OPTS”
so the installer can access the key and trust store that is used for the datasource
security:

export ANT_OPTS="-Djavax.net.ssl .keyStore=<PATH TO KEY STORE> -
Djavax.net._ssl _keyStoreType=jks -Djavax.net.ssl_keyStorePassword=<KEYSTORE
PASSWORD> -Djavax.net.ssl.trustStore=<PATH TO TRUST STORE> -
Djavax.net._ssl_trustStoreType=jks -
Djavax.net._ssl_trustStorePassword=<TRUSTSTORE PASSWORD>'*

An example of this would be:

export ANT_OPTS="-Djavax.net.ssl _keyStore=/u00/webadmin/product/wls_retail
/wlserver_10.3/server/lib/orapphost.keystore -Djavax.net.ssl._keyStoreType=jks
-Djavax.net._ssl _keyStorePassword=retail123 -Djavax.net.ssl_trustStore=/
u00/webadmin/product/wls_retail /wlserver_10.3/server/lib/orapphost.keystore -
Djavax.net._ssl_trustStoreType=jks -
Djavax.net.ssl.trustStorePassword=retai1123"
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Run the SIM Application Installer

Run the SIM Application Installer

This installer configures and deploys the SIM application and Java WebStart client files.

1.

If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode (recommended). If you are not using an
X server, or the GUI is too slow over your network, unset DISPLAY for text mode.

Verify that the managed server to which SIM will be installed is currently running.

Run the install.sh script. This launches the installer. After installation is completed, a
detailed installation log file is created:
<INSTALL_DIR>/sim/application/logs/sim-install-app.<timestamp>.log.

Note: The manual install option in the installer is not
functional for this release. See the section, “Files not
available to copy at the end of installation, results in non
working applications — Weblogic only” in Appendix E:
Common Installation Errors.

Note: See Appendix: SIM Application WebLogic Server
Installer Screens for details on every screen and field in the
WebLogic application installer.

Note: See Appendix: Common Installation Errors for details
on common installation errors.

Clustered Installations - Post-Installation Steps

Skip this section if you are not clustering the application server.

If you are installing the SIM application to a clustered WebLogic server environment,
there are some extra steps you need to take to complete the installation. In these
instructions, the application server node with the ORACLE_HOME you used for the SIM
installer is referred to as the master server. All other nodes are referred to as the remote
server.

1.

Copy the <weblogic domain path>/retail/sim14 directory from the master server to
each remote server that is a member of the cluster that contains the deployed sim
application.

If SIM has been installed in a cluster the Migration Basis needs to be set to use
“consensus” and all machines in the cluster chosen for migration. This is done with
the following procedure.

Note: This needs to be done after the SIM application has
been successfully installed to the sim-cluster using the SIM
installer. If the SIM application is ever re-installed for any
reason the following will have to be re-done as well.

Click Lock & Edit in the Change Center.

Go to cluster migration screen in the Weblogic Administration Console. i.e.:
SIMDomain > Environment > Clusters > sim-cluster > Configuration (tab) >
Migration (tab).

Set migration basis to Consensus.
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SIM Database Authentication Provider set up (to be done after the application deploy)

Select all machines in the SIM cluster as candidates.
Click Save.
Click Activate Changes in the Change Center.

© © N o

Restart the servers in the SIM cluster.
The migration setup should look similar to the following:

Settings for sim-cluster |
Configuration | Monitoring | Contral | Deployments | Services = Motes

General = Messaging = Servers | Replication | Migration | Singleton Services | Scheduling = Overload | Health Monitoring | HTTP

Save

If a dustered server fails, Node Manager can automatically restart the server and its services on another machine. This page allows you to specify the machines where Node
Manager can restart migratable servers and to specify the data source used during server migration.

L’ﬁ Candidate Machines For Migratable Servers: The set of machines (and order of preference) on which Node Manager
2 ! will restart failed servers. (Requires you to enable each server for

Available: Chosen: automatic migration.) Mare Info...

|| sim-machinei

< [7] sim-machine2 =
@ ~
5 "
=
&
] Migration Basis: Consensus |Z| ICC%\;U'CJS the mechanism used for server and service migration.  More
nfa...
&g vz srs Ll d {None) - || New
More Info...
@ AL 11z b an More
Info..,
@ More Info...

SIM Database Authentication Provider set up (to be done after the
application deploy)

Note: This procedure is only needed if you plan on using
database authentication for the SIM application. This can be
skipped if LDAP is going to be used for authentication.

Shut down all the servers of the WebLogic Domain created.

2. Once you extract the SIM installer to <INSTALL_DIR> copy the sim-security.zip
present in <INSTALL_DIR>/sim/application/sim14 to the
WEBLOGIC_DOMAIN_HOME/Iib and extract it contents in the folder.

Start the domain admin server.

Log into the WebLogic console.
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SIM Database Authentication Provider set up (to be done after the application deploy)

5.

CIRALLE Wabloge Sarver? s

View chamgrs aed restarty

e
|

| wesssen

P charges e T st be bt

Py

el o raver s

o S bt Pt e

Corfosstr, Usrsad Unee | R wdbokon | Dededlzens | Previders | Meston
B LT e PRt —

e shoen et e

s, s o g B e 1 ey k. D s f At
e ey

Navigate to: security realms -> myrealm (default realm) -> providers.

Wekme, el Cire s AP

Vome: Log 004 Peeferences: [ Aecord. Felp

Start a Lock and Edit session.

Provaan

6.

7. Click New provider.

8.

9.
LHALLE Weblogic Server® Adminis rwtion Consale
Ohange Center
View chasges and restarts s
Tﬂp:wew’."\er'\ﬂlbemm Crrale a Bew Authbestiation Frovder
= - ] A

The o=
The riame of e sttt provele

“ mame: smiWisObAutherssator
Typer RN Ty —
O || Concel

Select the provider type from the list: SimWIsDbAuthenticator.
Set the provider name (Default: SimWIsDbAuthenticator).

Wrekmme, webioge:  Cormecied fo: APPDoaus
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SIM Database Authentication Provider set up (to be done after the application deploy)

10. Click OK.
11. Open the new provider configuration.
12. Under Common, set the Control Flag to SUFFICIENT.

AR WebLogis Server® Asninistiation Conssle B ]
Change Center @ g Cut Prwtararces [ e a4 Welcome, weblogic | Cormecis ; AFPOumaim
o e »Surmary of Bacurty Rasin s myrans 353k o o Sacurty e -mpras s B Hatal ot
Ock e Lock BBt r, akdor o
el o 7 s

Contquration

Thie sage sl 12 12 cine the penersl configuration of s providr.

o] ame: bt
] Deseription: Surhenteston proder b STM database secrey
1] Weruon: e
] Contrel hage
Mowdal g
P task P o ‘

13. Click Provider Specific.

14. The SIM Data Source Name defaults to SimDataSource which is what the SIM
installer creates, so it should be left to the default value.

CONVALELE Weblagio Server® Airiiatsion omsce -
Change Coster i 1) Home LogOus Feeferences (3 Neceed vel a Webcome. webloger | Comened 1 APPLOmam

Vaew chasges sed restarty

Confgurston buson o slom s 15 et the

atiche retnd sim secert

SHAIPANG
1] Princiesd Frovider: oracle Mt vim spcen
How da L 5| | 4 OeaFecten: orachs retat 3im secrt
%00

] Passwans Hessage Dgest: S 25

5] Data Source Name: SimDataSource
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Review and/or Configure Oracle Single Sign-On

15.
16.

Check that the GroupName is set to the name of the group used for SIM secure users.
Click OK.

17. On the provider list, click Reorder.
ORACLE WabLogie Server® adminisuatien Cossole

18.

19.
20.
21.
22.

flemen  HoesardPolors  CredmislMacongs  Prowalers  Mgratn
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o DI You £ i oAy & R Adagir dothanicunin prswilar St it vou B work it it A Orts B s rlabsnd of Wablage Sarver

Move the SimDbAuthenticator to the top of the list, or above the
DefaultAuthenticator.

Click OK.
Click Activate Changes.
Shutdown the admin server.

Start the admin and managed servers for the domain.

Review and/or Configure Oracle Single Sign-On

Note: This procedure is only needed if you plan on setting
up the SIM application using Single Sign On (S50)
authentication. This can be skipped if SSO is not going to be
configured for this environment. The Oracle Access Manager
must be configured and the Oracle http server (Webtier and
webgate) must be registered into the Oracle Access Manager.

Create the SIM SSO provider in the SIMDomain

1.
2.

© N o g s~ w

Shut down all the servers of the WebLogic Domain created.

Once you copy the contents to <INSTALL_DIR> copy the sim-security.zip present in
<INSTALL_DIR>/sim/application/sim14 to the WEBLOGIC_DOMAIN_HOME/lib
and extract it contents in the folder.

Start the domain admin server.

Log into the WebLogic console

Navigate to: security realms -> myrealm (default realm) -> providers.
Start a Lock and Edit session.

Click New provider.

Select the provider type from the list: SimWIsSsoAuthenticator.
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Review and/or Configure Oracle Single Sign-On

9. Set the provider name (Default: SimSsoAuthenticator).
10. Click OK.

11. Open the new provider configuration.

12. Under Common, set the Control Flag to SUFFICIENT.
13. Click Provider Specific.

14. Check that the GroupName is set to the name of the group used for SIM secure users
(sim_secure_users by default).

15. All other values under the Provider Specific tab can be left as the default value.
16. Click OK.
17. On the provider list, click Reorder.

18. Move the SimWIlsSsoAuthenticator to the top of the list, or above the
DefaultAuthenticator.

19. Click OK.

20. Click Activate Changes.

21. Shutdown the domain.

22. Start the admin and managed servers for the domain.

After the SSO provider is created in the SIMDomain, you will also have to set the
protection of the SIM application resources correctly in the Application Domain that has
been registered in the Oracle Access Manager.

In the Webtier/Webgate http server you need to set the mod_wl_ohs.conf file to redirect
the http call to the where the SIM application has been deployed.

For example, in mod_w]_ohs.conf set:

<Location /sim-client >
WebLogicCluster orapphost:17015
SetHandler weblogic-handler
ErrorPage downtime.html
</Location>

Then in Oracle Access Manager, set the protection of the resources in the Application
Domain that has been registered for the SIM application. You must protect the /sim-
client/launch resource and exclude the rest:

Resource URL: /sim-client/launch
Protection Level: Protected
Authentication Policy: Protected Resource Policy

Authorization Policy: Protected Resource Policy

Resource URL: /sim-client/.../*
Protection Level: Excluded
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SIM Batch Scripts

SIM Batch Scripts

The SIM batch programs are installed in the location that was specified during
application installation.

The batch programs can be run from a different location if you cannot run them from
under the application server <WEBLOGIC_DOMAIN_HOME>.. To install the batch files
in a different location just copy the entire batch folder to the appropriate destination.
The batch directory is assumed to be located on the same server as the application server.
If you copy the SIM batch directory to a location on a different server, then you need to
configure the file path to the sim-batch.log file, which is defined in

batch/resources /log4j.xml.

See the “Batch Detail” section of the Oracle Retail Store Inventory Management Operations
Guide for information about how to run batches.

Resolving Errors Encountered During Application Installation

If the application installer encounters any errors, it halts execution immediately. You can
run the installer in silent mode so that you do not have to retype the settings for your
environment. See Appendix D of this document for instructions on silent mode.

See “Appendix: Common Installation Errors “for a list of common installation errors.

Since the application installation is a full reinstall every time, any previous partial installs
are overwritten by the successful installation.

Web Help Files

The application installer automatically copies the web help files to the proper location.
They are accessible from the help links within the application.

Starting and Stopping the Wavelink Server

In order to use handheld wireless devices with SIM, the Wavelink server must be
running. The SIM application installer installs, configures, and starts the Wavelink
server for you, so once the SIM application install is complete, the Wavelink server is
ready to be used.

Note: Even if you use the AdminServer to restart SIM, you
will still need to restart the Wavelink server manually.

The Wavelink server scripts are installed into the <sim-wireless-directory>/bin.

The following is an example for stopping and starting the Wavelink server:

# cd
/u00/webadmin/product/wls_retail/user_projects/domains/SIMDomain/retail/siml4/wire
less/bin

# _/wavel ink-shutdown.sh

# ./wavelink-startup.sh

54 Oracle Retail Store Inventory Management



Starting and Stopping the Wavelink Server

Note: The wireless functionality in SIM is dependent on
Wavelink and includes a client and server component.
Wavelink software ensures that the wireless user interface of
SIM can work with various handheld devices.

For the handheld to interact correctly with SIM, it is required
to install the appropriate Wavelink studio client. The
Wavelink studio client and its installation instructions can be
found at

http:/ /www.wavelink.com/download /downloads.aspx.

The Oracle Retail Wireless Foundation Server is bundled
with the SIM server. It has a single session free license. For
multiple sessions additional licenses need to be obtained.

Contact your Oracle sales representative or client partner for
Wavelink Studio Client and Oracle Retail Wireless
Foundation Server license information.

Note: For configurations of physical handheld devices or
wireless network setup, check your hardware
manufacturer’s manual or Wavelink’s studio client
information. This information is not covered in this guide.
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6

Test the SIM Application

Once SIM database and application are installed, foundation data is imported into SIM,
you should have a working SIM application installation. To launch the application client,
open a web browser and go to the client URL. You can find the URL in the next steps
section of the log file that was produced by the installer.

Example:

WLS: http:/ /orapphost:17015/sim-client/launch
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Appendix: SIM Database Schema Installer
Screens

You need the following details about your environment for the installer to successfully
install the SIM database schema. Depending on the options you select, you may not see

some screens.

Screen: Data Source Details

SIM 14 Schema Installer - Oracle Retail

Data Source Details

Please provide information on a pre-existing database user for this SIM installation. The
installer will authenticate as this user and create the SIM database objects.

S5IM Schema Owner |USERNAME |

SIM Schema Password |-uuu |

SIM Oracle SID SID |

Temporary tablespace name iTEMP |
| €3 Cancel | | &9 Back | ‘ &) Next ‘ | Install

Field Title SIM Schema Owner

Field The pre-existing database user for this installation.
Description

Destination dba_create_directory.sql, dataseeding.cfg
Example SIM14
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Appendix: SIM Database Schema Installer Screens

Field Title

Sim Schema Password

Field
Description

The SIM Schema Owner's password.

Field Title

SIM Oracle SID

Field
Description

The name of the database or pluggable db service name where the SIM schema
will be installed.

Example

dvols64

Field Title

Temporary tablespace name

Field
Description

Temporary tablespace provided to the create_user.sql script at the time that the
SIM database user was created.

Example

TEMP
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Appendix: SIM Database Schema Installer Screens

Screen: PL/SQL Batch Setup - Base Directory
SIM 14 Schema Installer - Oracle Retail

PL/SQL Batch Setup - Base Directory
Provide a top-level directory on the database server for files related to SIM batch
programs. The next screen will prompt for directories for specific batch programs using
this path as a default parent directory.
PL/SOL batch data file location |jusr,-'nracle,’retail,‘sim,fbatch || Select F...
‘ &3 Cancel || 9 Back H € Next H Install
Field Title PL/SQL batch data file location
Field A directory which will be the parent directory for all other PL/SQL batch
Description processing directories.
Destination dba_create_directory.sql
Example /usr/oracle/retail /sim/batch
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Appendix: SIM Database Schema Installer Screens

Screen: PL/SQL Batch Setup (three screens)

SIM 14 Schema Installer - Oracle Retail

ORACLE

PL/SQL Batch Setup
This release of SIM contains PL/SOL batch functionality. The following filesystem
directories and their corresponding database directory objects must be created. The
installer will not create these directories and directory objects. Instead it will create a
SQL script for a DEA to review and run to create them.
StockCount upload directory |fusr,fl:uracle,fretailjsim,fbatch,fstn" Select F...
‘ €3 Cancel || &9 Back H & Next H Install
Field Title StockCount upload directory
Field A filesystem directory and database directory object used for processing
Description StockCount data.
Destination dba_create_directory.sql
Example /usr/oracle/retail /sim /batch/stockcountUpload
Notes The installer will not create these directories or directory objects. It will
produce the dba_create_directory.sql script, which can be used to create them.
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Appendix: SIM Database Schema Installer Screens

Screen: Installation Summary
SIM 14 Schema Installer - Oracle Retail

ORACLE

Installation Summary
Summary of Installation.
S5IM Schema Owner USEREMNAME
Oracle SID S0
Temporary Tablespace TEMF
StockCount upload directory wraclefretail/sim/batch/stockcountUpload
| €39 Cancel || €9 Back | ‘ € Next || Install
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Appendix: SIM Application WebLogic Server
Installer Screens

You need the following details about your environment for the installer to successfully

deploy the SIM application. Depending on the options you select, you may not see some
screens.

Screen: Installation Type

Store Inventory Management 14 Installer - Oracle Retail

ORACLE’

Installation Type

The SIM application can be installed on two types of servers Standalone server or Cluster servers. The
default Installation is Standalone server, alternatively you can choose cluster installation

Which Installation method will you use?
(3) Standalone server

() Cluster servers

|@Cancel”@ﬁack||@Next| “¥ Insts

Field Title Which Installation Method will you use?

Field Choosing “Standalone server” will deploy SIM to a non-clustered environment,

Description if “Cluster Servers” is chosen then it will deploy SIM to a cluster of servers
defined in WebLogic.
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: Cluster load-balancer Address
This screen will be displayed, if Cluster Servers option is selected in “Installation Type”

screen.

Store Inventory Management 14 Installer - Oracle Retail
cluster load-balancer Address

Flease enter the Cluster address/load-balancer DRS server name

Load-BalancerfCluster DMNS Address clusteraddress

| £3 Cancel ||GBack||@Next|

Field Title

Load-Balancer/Cluster DNS Address

Field
Description

This contains Virtual Host name of the load balancer that will be used if SIM is
to be deployed to a clustered environment. Please note this screen will not
appear in case you select Standalone server in previous screen.
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: Security Details

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

Security Details

Provide security details for the SIM application

Mote: enabling 55L requires that security certificates have been configured and installed for this
WeblLogic domain. The Adminserver and all managed servers must then be configured to use
S5L.

Enable 551 for 51M7?

(3] Yes

¥ ) Mo

| %] Cancel||GBack||@Next|

Field Title Enable SSL for SIM?

Field Choosing yes will deploy SIM using SSL, and will configure SIM to use SSL. In

Description this case, SSL must be configured and enabled for the admin server and SIM
managed server or cluster. Choosing no will deploy and configure SIM without
SSL.
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: Turn off the application server’s non-SSL port

If turned off, all clients connecting to the application server mMust Use a secured connection.

Avalue of "Yes" indicates that the application server's non-55L port will be inactive. A wvalue of
"Mo" indicates that the applications server's non-55L part will still be active.

Disable non-55L port? (3] Yes

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

Turn off the application server's non-55L port

) No

| %] Cancel||@Back||@Next|

Field Title

Disable non SSL port?

Field
Description

Selecting Yes will make that the application server’s non — SSL port inactive and
a Selecting No will keep application server’s non-SSL port active.
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: Application Server Details

Store Inventory Management_lﬂ- Installer - Oracle Retail

ORACLE

Application Server Details

Mote:if S50 is enabled, this walue MUST match the DRSS name used in the 551 certificate.
Weblogic 5erver Hostname hostname

Mote: if 350 is enakbled, this value MUST match 550 Fort.

Weblogic Server Fort 17001
Wekblogic Admin User Mame weblogic
Weblogic Admin User Password [ITTTTTY)

€3 Cancel | &9 Back | &2 Next

Field Title WebLogic Server Hostname

Field The hostname of the server where the WebLogic server is installed.

Description

Example Dev0234

Notes Used by installer scripts to install the application and to create default inputs for
client codebase and JNDI provider URL.

Field Title WebLogic Server Port

Field Listen port for the WebLogic Admin server.
Description

Example 7001
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Appendix: SIM Application WebLogic Server Installer Screens

Field Title

WebLogic Admin User Name

Field
Description

The WebLogic user which will be used to install the SIM application.

Example

weblogic

Notes

Used by installer scripts to install the application

Field Title

WebLogic Admin User Password

Field
Description

The password of the WebLogic Admin User used above.

Notes

Used by installer scripts to install the application
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: Application Deployment Details

examples.

Provide the following details for the SIM application being installed. The default values shown below are

Client Context Root |sim-c|ient |

You can deploy to a single managed server or a cluster of servers. You can deploy to the AdminServer
fortesting purposes, but this is not recommended for production deployments.

Weblogic server/fcluster |sim—sen-'er |

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

Application Deployment Details

|@CancelHGEack||®Next| “¥ Instal

Field Title Client Context Root

Field Context root for sim client.

Description

Example sim-client

Field Title WebLogic server/cluster

Field This the managed server name for standalone deployment and Cluster name for
Description deployment to clustered managed servers.

Example sim-server
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: Choose Apps to Integrate with SIM

Store Inventory Management 14 Installer - Oracle Retail

Configure RIE for SIM?
Configure RPM for SIM?
Configure RMS for SIM?
Configure Manifest for SIM?

Configure QMS for SIM?

Choose Apps to Integrate with SIM

Choose which applications you would like to integrate with SIM.

EEEER

@Cancel”@ﬁack||aNext| “W¥ Insts

Field Title

Configure RIB for SIM?

Field
Description

Select this option if you will be using RIB with SIM. Please note if you select this
option then RIB Integration Details screen will be enabled and appropriate
details have to be entered in RIB Integration Details screen.

Field Title

Configure RPM for SIM?

Field
Description

Select this option if you will be using RPM with SIM. Please note if you select
this option then RPM Integration Details screen will be enabled and appropriate
details have to be entered in RPM Integration Details screen.

Field Title

Configure RMS for SIM?

Field
Description

Select this option if you will be using RMS with SIM. Please note if you select
this option then RMS Integration Details screen will be enabled and appropriate
details have to be entered in RMS Integration Details screen.
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Appendix: SIM Application WebLogic Server Installer Screens

Field Title Configure Manifest for SIM?
Note: Refer to the Oracle Retail Store Inventory Management Operations Guide for
more information.

Field Manifest integration is configured if an external Shipment Management System

Description is to be used in conjunction with SIM. (Optional). Please note if you select this
option then the Manifest Integration Details screen will be enabled and
appropriate details will be entered in the subsequent Manifest Integration
Details screen.

Field Title Configure OMS for SIM?
Note: Refer to the Oracle Retail Store Inventory Management Operations Guide for
more information.

Field OMS integration is configured if an external Shipment Management System is to

Description be used in conjunction with SIM. (Optional). Please note if you select this option

then OMS Integration Details screen will be enabled and appropriate details will
be entered in the subsequent OMS Integration Details screen.
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: RIB Integration Details

This screen will be displayed if the Configure RIB for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail

RIB Integration Details

If 51M will be integrated with RIB, then provide the details (Optional).

MNote: If RIE SIM uses 551, use t3s as the protocol. Otherwise use 13,

RIE S5IM Provider URL |t35:,.",.f[RIB Host]:[RIE Port]/rib-sim |
RIE User Mame |ribuser |
RIE User Password |uuu |

|@Cancell|@ﬁack||@r\lext| &

Field Title RIB SIM Provider URL

Field This is the provider URL of the rib-sim application. If RIB SIM uses SSL, use t3s
Description as the protocol, otherwise use t3.

Example t3s:/ /Dev01234.example.com:19106 /rib-sim

Field Title RIB User Name

Field This is the user name for the J]NDI connection to the RIB Admin Server.
Description

Example ribuser

Field Title RIB user password

Field Password for the RIBforSIM 14.1.1 user.

Description
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: RPM Web service Policy

This screen will be displayed if the Configure RPM for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail

ORACLE

RPM WebService Policy

Select the web service security policy Tor integration with RPM

Mone

‘@Cancel”@ﬁack||0Next| “¥ Insta

more about Policy A and Policy B.

Field Title Select the web service security policy for integration with RPM.
Field Select the web service security policy for integration with RPM.
Description Please refer to the Oracle Retail Store Inventory Management Security Guide to learn
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: RPM Integration Details

This screen will be displayed if the Configure RPM for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail

RPM Integration Details

RPM Price Change WSDL LURL | |

RPM Price Ingquiry WSDL URL | |

|@Cancel||@ﬁack||al\|ext| g

Note: If the user chooses to integrate SIM with RPM then
RPM installation is a pre-requisite to installing SIM.

Field Title RPM Price Change WSDL URL

Field This is the provider URL for RPM Price change WSDL.

Description Note: The user just needs to know the WSDL URL of RPM if it will have. SIM
will install without RPM being there

Example http://dev1234.us.oracle.com:18007 /rpm-PriceChange-
AppServiceDecorator /ProxyService/PriceChange AppServiceProxy?wsdl

Field Title RPM Price Inquiry WSDL URL

Field This is the provider URL for RPM Price Inquiry WSDL.
Description

Example http://dev1234.us.oracle.com:18007 /rpm-Pricelnquiry-

AppServiceDecorator /ProxyService/PriceInquiry AppServiceProxy?wsdl

76 Oracle Retail Store Inventory Management



Appendix: SIM Application WebLogic Server Installer Screens

Screen: RMS WebService Policy

This screen will be displayed if the Configure RMS for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

RMS WebService Policy

Select the web service security policy for integration with RMS

Naone -

| €4 Cancel } | G Back | | @ Mext | ¥

Field Title Select the web service security policy for Integration with RMS.
Field Select the type of web service security policy for integration with RMS.
Description Please refer to the Oracle Retail Store Inventory Management Security Guide to learn

more about Policy A and Policy B.

Example None, PolicyA, PolicyB.
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: RMS Integration Details

This screen will be displayed if the Configure RMS for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail

ORACLE

RMS Integration Details

RMS Store QOrder WSDL URL

|@Cancell|@ﬁack||aNext| L 4

Note: If the user chooses to integrate SIM with RMS then
RMS installation is pre-requisite to install SIM.

Field Title RMS Store Order WSDL URL
Field This is the provider URL for RMS Store Order WSDL.
Description

http:/dev1234.us.oracle.com:18007 /rms-StoreOrder-

Example
P AppServiceDecorator /ProxyService/StoreOrderAppServiceProxy?wsdl
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: Manifest Webservice Policy

This screen will be displayed if the Configure Manifest for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Select the web service security policy for Manifest integration

Store Inventory Management 14 Installer - Oracle Retail
ORACLE’

Manifest WebService Policy

Mone -

| £.4 Cancel } | G Back | | 0 Mext | ¥

Select the web service security policy for Manifest Integration

Field Title

Field Select the type of web service security policy for Manifest Integration.

Description Please refer to the Oracle Retail Store Inventory Management Security Guide to learn
more about Policy A and Policy B.

Example None, PolicyA, PolicyB
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: Manifest Integration Details

This screen will be displayed if the Configure Manifest for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

Manifest Integration Details

Manifest WSDL LIRL

| .4 Cancel } | IG Back | | 0 Mext | ¥

Field Title Manifest WSDL URL

Field This is the provider URL for Manifest WSDL.

Description | Note: Refer to the Oracle Retail Store Inventory Management Operations Guide for
more information.

Example http:/ /orapphost:17015/
StoreShipmentManifestBean /StoreShipmentManifestService? WSDL
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: OMS Web service Policy

This screen will be displayed, if Configure OMS for SIM option is checked on the Choose
Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

OMS WebService Policy

Select theweb service security policy for integration with QOMS

Mone -

|@Cancell|@ﬁack”6Next| *

Note: This screen will appear when user chooses to integrate
SIM with OMS

Field Title | Select the web service security policy for integration with OMS

Field Selects the type of web service security policy for integration with OMS.

Description | Please refer to the Oracle Retail Store Inventory Management Security Guide to learn
more about Policy A and Policy B.

Destination | None, PolicyA, PolicyB
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: OMS Integration Details

This screen will be displayed if the Configure OMS for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail

OMS Integration Details
. OMS WSDL URL
|@ CanceII|GEack||QNext| +
Field Title OMS WSDL URL
Field This is the provider URL for the OMS WSDL.
Description Note: Refer to the Oracle Retail Store Inventory Management Operations Guide for
more information.
Example http:/ /orribhost:18007 / oms-CustomerOrder-
AppServiceDecorator /ProxyService/CustomerOrder AppServiceProxy?wsdl
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: JDBC Security Details

Store Inventory Management 14 Installer - Oracle Retail

ORACLE
| JDBC Security Details

Mote: Enabling Secure |DEC requires that security certificates have been configured and installed for this
WeblLogic domain.

Enable Secure JDEC connection
() Yes

() No

|@Cancel]|GEack||ONext| “¥ (nstall

Field Title Enable Secure JDBC connection
Field Select Yes if you have a secured database already set up, otherwise select No.
Description
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: Data Source Details

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

Data Source Details

Provide details about the 5IM data source. Enter the same user name and password that was
used in the Database installer.

See |nstall Guide for |DBC UREL format

5IM JDEC URL |jdbc:orac|e:thin:@[DB Host]: 152 1/[DE 5ID] |
5IM Database Lser Name |[DB User] |
5IM Database User Password |""" |

| %] Cancel”GBackH@Next |

Field Title SIM JDBC URL

Field URL used by the SIM application to access the SIM database schema.
Description

Destination WebLogic admin server

Example Standard Thin Connection:

jdbc:oracle:thin:@myhost:1521:mysimsid

If it is a pluggable db then use the URL as shown
belowjdbc:oracle:thin:@myhost:1521 /<service name>

RAC connection:

jdbc:oracle:thin:@(DESCRIPTION =(ADDRESS_LIST =(ADDRESS =
(PROTOCOL = TCP)(HOST = myhost1)(PORT = 1521))(ADDRESS =
(PROTOCOL = TCP)(HOST = myhost2)(PORT = 1521))(LOAD_BALANCE =
yes))(CONNECT_DATA =(SERVICE_NAME = mysimsid)))

84 Oracle Retail Store Inventory Management



Appendix: SIM Application WebLogic Server Installer Screens

Field Title SIM Database User Name

Field The schema name.

Description

Destination WebLogic admin server

Notes The schema name should match the name you provided when you ran the
database schema installer.

Field Title SIM Database User Password

Field The password for the SIM Schema.

Description

Destination WebLogic admin server
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: Secure Data Source Details
This screen is displayed if Secure JDBC connection is enabled.

Store Inventory Management 14 Installer - Oracle Retail

ORACLE

Secure Data

Source Details

Provide the details forthe S5IM secure data source

Identity Keystore

ldentity truststore

| fhome/fhaoztname. keystare

ldentity KeyStore Type |jks

ldentity Key5Store Password |uuu

| fhomefhostname keystare

Identity TrustStore Type |jks

ldentity TrustStore Password |uuu

|@Cance|”@ﬁack||@l‘dext| “¥ INsta

Field Title Identity Keystore

Field Path to the identity keystore, i.e.:

Description /u00/webadmin/product/identity.keystore

Field Title Identity Keystore Type

Field ie. ]KS

Description

Field Title Identity Keystore Password

Field Password used to access the identity keystore defined above.
Description
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Appendix: SIM Application WebLogic Server Installer Screens

Field Title Identity Trustore

Field Path to the identity truststore, i.e.:

Description /u00/webadmin/product/identity.truststore

Field Title Identity Truststore Type

Field i.e. JKS

Description

Field Title Identity Truststore Password

Field Password used to access the identity truststore defined above.
Description
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Appendix: SIM Application WebLogic Server Installer Screens

Screen: LDAP Server Details

Store Inventory Management_lq- Installer - Oracle Retail

ORACLE’

LDAFP Server Details

SIM requires the use of an LDAF directony for storage of its user, role, and store entries. Flease
provide the details for wour LDAF directony.

Hote: If the |dap server is configured to use 551, use Icdaps as the protocol. Otherwise use ldap.

LDAFP Servier LURL Idap://Idaphost: 3060

Enter the search base DR. This is a directory entry under which SIM will search for user and store
entries

LDAF Search Base DR dc=us,dc=oracle,dc=com

Enter the search user DR, SIM will authenticate 1o the LDAP directory as this entry.
LDAF User DR cn=sim.admin,cn=Users, dc=us,dc=oracle, dc=1

LDAFP User Password TTTTTTT]

€3 Cancel || &9 Back | | &3 Mext

Field Title LDAP server URL
Field URL for your LDAP directory server.
Description
Example Non-secured ldap:
ldap:/ /myhost:3060/
Secured Idap:
ldaps:/ /myhost:2484 /

Field Title LDAP Search Base DN

Field The directory entry under which SIM will search for user and store entries.
Description

Example dc=us,dc=oracle,dc=com
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Field Title LDAP User DN

Field Distinguished name of the user that RPM uses to authenticate to the LDAP
Description directory.

Example cn=sim.admin,cn=Users,dc=us,dc=oracle,dc=com

Field Title LDAP User Password

Field Password for the search user DN.

Description

Alias - Name

ldap-user

Description

Please note that alias name is different from user name.

Installation Guide 89




Appendix: SIM Application WebLogic Server Installer Screens

Screen: Mail Session Details

Store Inventory Management 14 Installer - Oracle Retail

ORACLE’

Mail Session Details

SIM Mail SMTP Host [SMTP Host]
Enable 55L for mail session connection (@) Yes
() No

SIM will send emails using this port.

SIM Mail SMTP Fort 25 |
5IM Mail User Name |username |
SIM Mail User password |vuvu-ou |
Enable authentication for mail session connection (3) Yes

() Mo

Mote: Enabling STARTTLS requires that an appropriate trust store must configured
Enable STARTTLS (@) Yes

() No

‘@Cancel”@ﬁack”@Nexﬂ ¥ (nstall

Field Title SIM Mail SMTP Host

Field The SMTP server that will be used to send notification emails from SIM.
Description

Example mail.oracle.com
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Enable SSL for Mail session connection

Field Title

Field Select Yes for secure connection.

Description Select No for plain connection.

Field Title SIM Mail SMTP Port

Field Port that the mail client is configured to use.
Description

Field Title SIM Mail User Name

Field Username used to access the mail client.
Description

Field Title SIM Mail User Password

Field Password for the above user.

Description

Field Title Enable authentication for mail session connection
Field Yes or no depending on mail client configuration.
Description

Field Title Enable STARTTLS

Field Yes or No depending on mail client configuration.
Description
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Screen: Wireless Server Details

Store Inventory Management 14 Installer - Oracle Retail

Wireless Server Details

Mote: this must be a valid user.

Wireless Server User Mame |sim'u'u5user |

Wireless Server User Password |-o-vu| |

Enter wireless port number. 5IM's wireless server will listen for incoming messages from wireless
devices on this port.

SIM Wireless Server Port |4DE|E|2 |

|@Cancel]|@ﬁack||@mxt| “¥ Instal

Field Title Wireless Server User Name

Field User name for wireless server

Description

Destination Retail config wallet and installer creates WebLogic user with the given name
above.

Field Title Wireless Server User Password

Field Password for wireless server user, the password must follow WebLogic

Description password requirements (at least 8 characters in length and one non-alphabetic
character).

Destination Retail config wallet.
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Field Title SIM Wireless Server Port

Field Choose an available port that the Wavelink server will use to listen for incoming
Description messages from wireless devices.

Destination wireless.cfg, wavelink-startup.sh

Example 40002

Alias - Name

wireless-user

Description

Please note that alias name is different from user name.
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Screen: Batch Server Details

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

Batch Server Details

Mote: this must be avalid user.

Batch User Mame |retai|.user |

Batch User Password |uuuu |

|@Cance|”@ﬁack||@Next| “¥ Instal

Field Title Batch User Name

Field User name for Batch.

Description

Destination Retail config wallet and installer creates WebLogic user with the given name
above.

Field Title Batch User Password

Field Password for batch user, the password must follow weblogic password

Description requirements (at least 8 characters in length and one non-alphabetic character).

Destination Retail config wallet.

Alias - Name | batch-user

Description Please note that alias name is different from user name.
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Screen: Server User Details

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

Server User Details

Mote: this must be avalid user.

5IM Server User Name |simwsuser |

5IM Server User Password |-----on |

|@Cancel“@ﬁack||@Next| e

Field Title SIM Server User Name

Field User name for SIM Server

Description

Destination Domain wallet and installer creates WebLogic user with the given name above.
Field Title SIM Server User Password

Field Password for SIM Server User, the password must follow WebLogic password
Description requirements (at least 8 characters in length and one non-alphabetic character).
Destination Weblogic Domain wallet/ weblogic default

Alias - Name server-user

Description Please note that alias name is different from user name.
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Screen: Internal Security Installation User Details

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

Internal Security Installation User Details

SIM Internal Security Installation User MName |simwsuser |

5IM Internal Security Installation User Password |uuuu |

| 3 Cancel||GBack||@Next|

Field Title SIM Internal Security Installation User Name

Field User name for SIM Internal Security Installation.

Description

Destination SIM database user for the SIM application and WebLogic user in database

provider authentication. SIM stores are tied to this user. Example: orsimadmin

Field Title SIM Internal Security Installation User Password

Field Password for SIM Internal Security Installation User, the password must follow

Description WebLogic password requirements (at least 8 characters in length and one non-
alphabetic character).

Destination SIM database user for the SIM application and WebLogic user in database

provider authentication.
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Screen: SIM WebService Provider Policy

Store Inventory Management 14 Installer - Oracle Retail

ORACLE

SIM WebService Provider Policy

Select the Policy for securing 5IM web senvice providers

MNaone -

| €3 Cancel ||GBackH@Next|

Field Title Select the policy for securing SIM web service providers
Field Select the type of web service policy for SIM.
Description Please refer to the Oracle Retail Store Inventory Management Security Guide to learn

more about Policy A and Policy B.

Example None, PolicyA, PolicyB
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Screen: Printing Details

Store Inventory Management 14 Installer - Oracle Retail

ORACLE

Printing Details

Areyou using Bl Publisher for 5IM reporting?
Configure S5IM reporting for Bl Publisher |:|

Areyou using SIM ticket printing?
Configure SIM ticket printing -j:{n None

() Bl Publisher
() External WebService

|@Cancell|@ﬁack||aNext| ¥ Insta

Field Title Configure SIM reporting for BI publisher
Field Select this option if you will be using BI Publisher for SIM reporting.
Description Please note if you select this option then the “Report BIP Details” screen will be

enabled and appropriate details will have to be entered in the subsequent
“Report BIP Details” Details screen.

Field Title Configure SIM ticket Printing

Field Choose the ticket printing option.

Description

Field Title Configure SIM ticket Printing “None”

Field Select this option if you will not be using ticket printing feature.
Description
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Field Title Configure SIM ticket Printing “BI Publisher”

Field Select this option if you will be using an out of box BI Publisher ticketing

Description implementation.
Please note if you select this option then the “Ticket Printing BIP Details” screen
will be enabled and appropriate details will have to be entered in the
subsequent “Ticket Printing BIP Details” Details screen.

Field Title Configure SIM ticket Printing “External Web Service”

Field Select this option if you will provide web service provider. See sim-141-impl4

Description “Item Ticket Printing” Section in SIM Implementation Guide for details.

Please note if you select this option then the “External Ticket Printing Service
Details” screen will be enabled and appropriate details will have to be entered
in the subsequent “External Ticket Printing Service Details” screen.
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Screen: Reporting BIP Details 1

This screen will be displayed if you select the Configure SIM reporting for BI Publisher
option on the Printing Details screen.

Store Inventory Management_lﬂ- Installer - Oracle Retail

ORACLE’
Reporting BIF Details 1

Configure 5IM reporting for Bl Fublisher

Bl Publisher Host hostname
Bl Fublisher Fort FO03
Bl Fublisher Context Root smlpserver

Mote: enabling 550 requires that security certificates hawve been configured.
Enahble 551 for repaorting http
2) https

€3 Cancel | | €9 Back || €3 Mext

Field Title BI Publisher Host

Field Host name where BI Publisher is installed.

Description

Destination Updates the BI Publisher related default values in SIM database.
Example redevlv0074.us.example.com

Field Title BI Publisher Port

Field Port where BI Publisher is configured.

Description

Destination Updates the BI Publisher related default values in SIM database.

Example 7003

100 Oracle Retail Store Inventory Management




Appendix: SIM Application WebLogic Server Installer Screens

BI Publisher Context Root

Field Title

Field Context root where BI Publisher is installed.

Description

Destination Updates the BI Publisher related default values in SIM database.
Example Xmlpserver

Field Title Enable SSL for reporting

Field The Protocol to be used for configuring reporting.

Description

Example https
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Screen: Reporting BIP Details 2

This screen will be displayed if you select the Configure SIM reporting for BI Publisher
option on the Printing Details screen.

Store Inventory Management 14 Installer - Oracle Retail

ORACLE

Reporting BIP Details 2

Mote: All reports are being configured using the template base path. Flease refer to the
Implementation Cuide for more details

Mote: If Bl Publisher uses 551, use https as the protocol. Otherwise use http.

Reparting URL |https:Hhustname:por‘tnofxmlpser\rer |

This path resides inside of Bl Fublisher to hold report templates

Report Template Base Path |/Base/SIM/14 |
Reporting User Mame |retai|.user |
Feporting User Passwoard |"-"" |

| %] Cancel||@Back||@Next|

Field Title Reporting URL

Field Confirmation field of address configured from values provided on previous
Description screen.

Destination Updates the reporting tool related default values in SIM database.

Example http://dev01234.us.oracle.com:18005/xmlpserver/

Field Title Report Template Base Path

Field The root directory in which your SIM report templates are located.
Description

Example /Base/SIM

/u00/webadmin/product/10.3_X/WLS/user_projects/domains/bifoundatio
n_domain/config/bipublisher/repository/Reports/Guest/SIM
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Field Title Reporting Username

Field From the Oracle Retail Store Inventory Management Implementation Guide:
Description <BIP_REPORTS_USER> or <SSO_USER>

Destination This user MUST exist as a bipublisher user.

Example retail. user

Field Title Reporting user Password

Field From the Oracle Retail Store Inventory Management Implementation Guide:
Description <BIP_REPORTS_USER_PASSWORD> or <SSO_PASSWORD>
Destination Updates security wallet info
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Screen: Ticket Printing BIP Details 1

This screen will be displayed if you select the Configure SIM ticket printing option on the
Printing Details screen.

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

Ticket Printing BIP Details 1

Configure 5IM ticket printing for Bl Publisher

Bl Publisher Host |hostname |
Bl Publisher Port |pnr‘tnn |
Bl Fublisher Context Root |xm|pserver |

Mote: enabling 55L requires that security centificates have been configureacd.
Enable 55L for ticket printing ) http
(@) https

| €3 cancel || (9 Back | | € Next |

Field Title BI Publisher Host

Field Host name where BI Publisher is installed.

Description

Destination Updates the BI Publisher related default values in SIM database.
Example redevlv0074.us.example.com

Field Title BI Publisher Port

Field Port where BI Publisher is configured.

Description

Destination Updates the BI Publisher related default values in SIM database.
Example 7003
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BI Publisher Context Root

Field Title

Field Context root where BI Publisher is installed.

Description

Destination Updates the BI Publisher related default values in SIM database.
Example Xmlpserver

Field Title Enable SSL for ticket printing

Field The Protocol to be used for ticket printing.

Description

Example https
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Screen: Ticket Printing BIP Details 2

This screen will be displayed if you select the Configure SIM ticket printing option on the
Printing Details screen.

Store Inventory Management 14 Installer - Oracle Retail

Ticket Printing BIF Details 2

Mote: All reports are being configured using the template base path. Flease refer to the
Implementation Cuide for more details

Mote: If Bl Publisher uses 551, use https as the protocol. Otherwise use http.
Ticket Printing URL |https:thstname:por‘tnofxmlpserver |

This path resides inside of Bl Puklisher to hold report templates

Ticket Template Base Path |/Base/SIM/14 |
Ticlket Printing User Mame |retai|.user |
Ticlket Printing User Password |"---- |

| %] Cancel||GBack||@Next|

Field Title Ticket Printing URL

Field Confirmation field of address configured from values provided on previous
Description screen.

Destination Updates the ticket printing BIP related default values in SIM database.
Example http://dev01234.us.oracle.com:18006 / xmlpserver

Field Title Ticket Template Base Path

Field The root directory in which your SIM ticket templates are located.

Description Note: See Appendix: Setting up SIM Reports/Tickets in BI Publisher for
instructions for migrating SIM reports/tickets to BI Publisher

/Base/SIM
An example from this install guide is:

/u00/webadmin/product/10.3_X/WLS/user_projects/domains/bifoundatio
n_domain/config/bipublisher/repository/Reports/Guest/SIM

Example
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Field Title Ticket Printing Username

Field From the Oracle Retail Store Inventory Management Implementation Guide:
Description <BIP_TICKETPRINTING_USER> or <SSO_USER>

Destination This user MUST exist as a bipublisher user.

Example retail. user

Field Title Ticket Printing user Password

Field From the Oracle Retail Store Inventory Management Implementation Guide:
Description <BIP_TICKETPRINTING_USER_PASSWORD> or <SSO_PASSWORD>
Destination Updates security wallet info
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Screen: External Ticket Printing WebService Policy

This screen will be displayed if you select the External WebService option on the Printing
Details screen.

Store Inventory Management 14 Installer - Oracle Retail

External Ticket Printing WebService Policy

Select the web sendce security policy for external ticket printing
MNone -

€3 Cancel | (9 Back | 9 Next | |+ Install

Field Title | Select the web service security policy for external ticket printing

Note: The user should refer the Oracle Retail Store Inventory Management Operations
Guide to know what OMS to choose.

Field Selects the type of web service security policy for external ticket printing.

Description | Please refer to the Oracle Retail Store Inventory Management Security Guide to learn
more about Policy A and Policy B.

Destination | None, PolicyA, PolicyB

Note: If web services are to be secured using either Policy A or Policy B, then user
should have some basic knowledge about the same. A user can refer to security
guide to know more about Policy A and Policy B
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Screen: External Ticket Printing Service Details

This screen will be displayed if you select the External Webservice option on the Printing
Details screen.

Store Inventory Management 14 Installer - Oracle Retail

ORACLE

External Ticket Printing service details

External Ticket Printing W5DL URL hitp: ffhostname; LE007 fticket-printing-»

@ Cancel G' B&Ekl [Q Mext  Install

Field Title External Ticket Printing WSDL URL
Field This is the External Ticket Printing WSDL URL.
Description
Example http:/ /hostname:18007 / ticket-printing-
AppServiceDecorator /ProxyService/ticketprinting AppServiceProxy?wsdl
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Screen: Enable SSO in SIM

Store Inventory Management 14 Installer - Oracle Retail

ORACLE
[ Enable 550 in SIM

Oracle Single Sign-0On must be installed separately. You should only check the box belowif you have
already set up and configured Oracle 550,

Use Oracle Single Sign-0On for user identification and authentication?
Enable S5ingle Sign-0nin SIM? |:|

| £.4 Cancel ] | G Back | | 6 Mext | s

Field Title

Use Single Sign-On for user identification and authentication?

Field
Description

This version of SIM has the option to use Single Sign-On (SSO) technology to
authenticate users. If SSO is being used in your environment then click the check
box. Leaving the box unchecked will configure SIM to use its own LDAP
directory settings for authentication.
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Screen: Single Sign-On Details

= Store Inventory Management 14 Installer - Oracle Retail

ORACLE

Single Sign On Details

Please enter the Oracle Single Sign-0n web tier server datails.

SS0 Server Host 550 Host]
550 Server Pont |[S50 Por)

[ €3 cancet] | P Back | | & Next |

Field Title 5SSO Webtier Server Host

Field This is the host used to access the Single Sign-On web tier.
Description

Example WEBTIERSERVER.us.com

Field Title 5SSO Server Port

Field This is the HTTP port used to access the Single Sign-On web tier.
Description

Example 18888
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Screen: Manual Deployment Option

= Store Inventory Management 14 Installer - Oracle Retail

ORACLE’

Manual Deployment Option

This installer will configure the application and app server files, Then it can proceed with installing the
application into the server. If you de not have filesysiem access to the application server, or you wish 1o
deploy using a different method, you can choose 1o have the installer skip the final installation phase.
The configured files will be made available for your use after this installer has completed,

Install files to app server? () Yes. | have write access to the application server.

) No. Configure but do not install the application.

|(-3 Ea.nn:-ei-_ {G Ba.cI-;.| 9 N“ﬂ »

Field Title Install files to app server?
Field The installer will configure the application and application server files. Then, it
Description can proceed with installing the application into the server. If a user does not

have filesystem access to application server, or wishes to deploy using a
different method, he can choose to have the installer skip the final installation
phase.

Example Select Yes, I have write access to the application server.
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Screen: Installation Summary

Store Inventory Management 14 Installer - Oracle Retail

ORACLE

Installation Summary

summary of Installation e
Enable SSL for SIM [ true |
Weblogic Server Hostname |hostname |
Weblogic Admin Port |p0r‘tn|:u | ]
Weblogic Admin User Name |web|u:ugic |
Client Context Root |sim—c|ient |
Weblogic server/cluster |sim—sen-'er |
Configure RIE for SIM |true |
Configure RPM for SIM |true |
Configure RSL for SIM |true | =

o L] |

|@Cancel”@ﬁackHaNextl:ﬂ- [ristal

Field Title Summary of Installation

Field Lists the values entered in the previous install screens.

Description

Example Verify each value and if they are correct click next, else use back button to go

back and change the value. Selecting Cancel will Cancel the installation.
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Appendix: Common Installation Errors

This section provides some common errors encountered during installation.

EJB Deployment Errors during Installation to WebLogic

Symptom
On servers that are encountering high memory usage, deployment of sim-server.ear will
occasionally fail due to WebLogic’s inability to start the EJB polling timer service.

[bava] ----- Failed to deploy the application with status failed

[Java] Current Status of your Deployment:

[Java] Deployment command type: deploy

[Java] Deployment State = failed

[Java] Deployment Message - weblogic.application.ModuleException:
Exception activating module: EJBModule(
sim-ejb3.jar)

Laval

[Java]

[Java] weblogic.management.scripting.ScriptException: Error occured while
performing deploy : Deployment Fail

ed.
[Java] Unable to deploy EJB: PollingCoordinatorThreadBean from sim-ejb3.jar:
Laval
[Java] Error starting Timer service

Solution

Delete the WebLogic managed server/cluster where sim was targeted in the Admin
Console, and activate the changes. Manually delete the managed server directory
<DOMAIN HOME> /servers/<SIM SERVER NAME>. Bounce the WebLogic admin
server. Re-create the managed server in the Admin Console, Finally, re-run the
installer. If the error persists after re-installation, consider reducing the cpu, disk, and
memory load on the server.

Output Freezes during Text Mode Installation to WebLogic

Symptom
The standard output of the installer in text mode will sometimes freeze partway through
the installation.

Solution
Open a new terminal to the server and tail the log file located in sim/application/logs.
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Database Installer Hangs on Startup

Symptom
When the database schema installer is run, the following is written to the console and the
installer hangs indefinitely:

Running pre-install checks
Running tnsping to get listener port

Solution

The installer startup script is waiting for control to return from the tnsping command,
but tnsping is hanging. Type Control+C to cancel the installer, and investigate and solve
the problem that is causing the tnsping <sid> command to hang. This can be caused by
duplicate database listeners running.

Warning: Could not create system preferences directory

Symptom
The following text appears in the installer Errors tab:

May 22, 2006 11:16:39 AM java.util.prefs.FileSystemPreferences$3 run

WARNING: Could not create system preferences directory. System preferences are
unusable.

May 22, 2006 11:17:09 AM java.util.prefs_FileSystemPreferences

checkLockFi leOErrorCode

WARNING: Could not lock System prefs. Unix error code -264946424.

Solution

This is related to Java bug 4838770. The /etc/ java/.systemPrefs directory may not have
been created on your system. See http:/ /bugs.sun.com for details.

This is an issue with your installation of Java and does not affect the Oracle Retail
product installation.

Warning: Couldn't find X Input Context

Symptom

The following text appears in the console window during execution of the installer in
GUI mode:

Couldn™t find X Input Context

Solution
This message is harmless and can be ignored.
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ConcurrentModificationException in Installer GUI

Symptom
In GUI mode, the errors tab shows the following error:

Java.util _ConcurrentModi ficationException
at

Java.util _AbstractlList$ltr.checkForComodification(AbstractList. java:448)
at java.util.AbstractList$ltr.next(AbstractlList. java:419)

.. etc

Solution

You can ignore this error. It is related to third-party Java Swing code for rendering of the
installer GUI and does not affect the retail product installation.

A Second Login Screen Appears After Single Sign-On Login

If you are using Single Sign-On, you should not need to enter a SIM user name and
password once SIM is launched. If the SIM login screen pops up, it means something
went wrong with the SSO login. This could be caused by any of the following problems:

=  There is no SIM user in LDAP for the SSO user name you are using.
= Permissions are not set up correctly for the SSO user in SIM.
=SSO is configured incorrectly on the server.

=SSO timed out. (This can happen especially the first time you launch SIM. Try
launching SIM again.)

Symptom
A second login screen appears after you have already logged in to Single Sign-On.

Solution

See the Oracle Retail Store Inventory Management Implementation Guide for more
information on setting up SIM users and using LDAP and SSO with SIM.
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Error Connecting to Database URL

Symptom

After entering database credentials in the installer screens and hitting next, a message
pops up with an error like this:

Error connecting to database URL <url> as user <user> details. ..

The message prevents you from moving on to the next screen to continue the installation.

Solution

This error occurs when the installer fails to validate the user credentials you have entered
on the screen. Make sure that you have entered the credentials properly. If you receive a
message similar to this:

Error connecting to database URL <url> as user <user> java.lang.Exception:
UnsatisfiedLinkError encountered when using the Oracle driver.

Please check that the library path is set up properly or switch to the JDBC thin
client.

It may mean that the installer is using the incorrect library path variables for the platform
you are installing on. Open the file
<STAGING_DIR>/rms/dbschema/common/preinstall.sh and toggle the variable,
use32bit, to True if it is set to False or vice versa. This setting is dependent on the JRE that
is being used.

GUI screens fail to open when running Installer

Symptom
When running the installer in GUI mode, the screens fail to open and the installer ends,

returning to the console without an error message. The ant.install.log file contains this
error:

Fatal exception: Width (0) and height (0) cannot be <= 0
Java.lang. I1legalArgumentException: Width (0) and height (0) cannot be <= 0

Solution

This error is encountered when Antinstaller is used in GUI mode with certain X Servers.
To work around this issue, copy ant.install.properties.sample to ant.install.properties and
rerun the installer.

Log in fails with invalid username/password or user unauthorized errors

Symptom

The SIM application log in fails with the following messages: “Invalid
username/password” or “User unauthorized or Not authenticated.”
Solution

In SIM Database, in the CONFIG_SYSTEM table, the value for
SECURITY_AUTHENTICATION_METHOD should be set to 1 for LDAP authentication.

Check in LDAP to be sure the password is set to the correct value.

118 Oracle Retail Store Inventory Management



D

Appendix: Setting up SIM Reports/Tickets in

Bl Publisher

SIM 14.1.1 reports and ticket printing supports BiPublisher 11g.

BiPublisher 11g — Bl Server Component Installation Tasks

Oracle BI Publisher is used as the main RMS, RWMS, REIM, and SIM reporting engine
and can be used in conjunction with external printing solutions like label printing. This
section describes the installation of Oracle BI Publisher as a server application within
WebLogic 10.3.6. One deployment of BI Publisher can be used for any of the RMS,
RWMS, REIM, and SIM reports.

If you are installing BI Publisher as a part the Oracle OBIEE suite(which you will if
installing BiPublisher 11g), refer to the appropriate Fusion Middleware guides for the
installation of the product in a WebLogic server environment.

BiPublisher 11g only - Installation Process Overview

Installing the BI Publisher server as a standalone web application in a WebLogic server
involves the following tasks:

1.
2.

Run RCU to create BiPublisher related database schemas and other db objects.

Install Oracle BI EE under an existing Weblogic Server (WLS) 10.3.6 and choose
“software only install”.

Configure Oracle BI EE, create default bifoundation_domain and configure
component “Business Intelligence Publisher” only.

Select the BIPlatform schema for update of the ORACLE 12.1.0.2 DB
Configure ports and document and test the URL’s that are created.

The following post-installation tasks are involved once BI Publisher has been
installed:

Configure the BI Publisher repository. Set security model, add users, assign roles,
add reports, add printers, set repository path, set data source, etc.

Set up the SIM reports in BIPublisher report repository.
Set up for the SIM application specific configuration files to integrate BI Publisher.
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BiPublisher 11g only - Install Oracle Bl EE 11g

1. Run the Repository Creation Utility to create the BiPublisher-related database
schemas and other database objects. Create the BIPlatform schema into an existing
ORACLE 12.1.0.2 DB

Note: Download Repository Creation Utility software from
http:/ /www.oracle.com/technetwork /middleware /bi-
enterprise-edition/downloads/bi-downloads-1525270.html.
Install it on your desktop

2. Export your DISPLAY.
Ex: Export DISPLAY=10.141.10.110:0.0
3. Go to $RCU_HOME/bin.

For example: /linux/x86_64/ofm_11g/RCU_11.1.1.7 /rcuHome /bin>
Start RCU: ./rcu
Repository Creation Utility — Welcome

Welcome \ ‘ ), _ORACLE ":I—E11g
2_)\‘__,./ i FUSION MIDDLEWARE
Welcome

The Repositary Creation Utility enables you to create and drop component schemas that are part of

. Create Reposito
’Tk Wielcome to Repository Creation Utility Tor Oracle Fusion Middleware.
] Oracle Fusion Middleware

["] 3kip this Page Mext Time

Messages

Help Mext = Cancel
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4. Click Next.
=

Repository Creation Utility — Step 1 of 7 : Create Repository
r-

!l Create Repository J
p FUSION MIDDLEWARE
| r
Welcome
o Reposi (3) [Create|
el Create Repository Create and load component schemas into a database
i Database Connection Details
il T
T ) Drop
] Remove component schemas from a database
Messages

5. Launch Oracle BI EE RCU Repository Creation Utility to create the Oracle BI EE

schemas need for the Oracle BI EE BiPublisher installation. On this screen select
“Create Repository”.

Repository Creation Utility — Step 2 of 7 : Database Connection Details
/2

. ‘< ad ORACLE"
| Database Connection Details N\ - / g
A FUSION MIDDLEWARE
| _ &
Database Type: [aracle Database -
Create Reposita

Database Connection Details

Host Name: [mspavad.us.oracle.com |
For RAC database, specify WIP name or one of the Node name as Host name.

Select Components

Fart, [1521 J

Service Name:  [pkols07 |

C—C—C—C—€—@—F—<

Username [svs |
User with DBA or SYSDBA privileges. Example:sys

Fassword |".....". ‘

Role [srspBa -

One or more companents may reguire SYSDBA role for the operation to
succeed

Messages:
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6. On the Database Connection Details screen, enter your Oracle Database information.

I Repository Creation Utility — Step 3 of 7 : Select Components |
i ORACLE"
Il setect components \ ( ).
[1‘\_’/ ( FUSIQN MIDDLEWARE
i :
A Prefix groups the com panents associated with one deploymert
21
d | Dsiabace Connection peraits (5) Create anewFrefix bEv |
I Select Components Prefix can contain only alpha-numeric characters. Prefix should not

start with a number and should not contain any special characters
Sthema Passunrds

Component Schema Cwner |
0 0racle A5 Repository Components
EIFAS Common Schemas
[ Metadata Services DEV_MDS
OAudit Services )
[ Emterprise Scheduler Service ORAESS
@0 Identity Management
@0 Enterprise Conent Management
#[ Oracle Data Integrator
S Oracle Business Inteligence
& Business Intelligence Plarform DEV_BIPLATFORM
#[0 WebLogic Communication Services
@504 and BPM Infrastructure
@0 Webcenter Suite
@M Partal andd Rl

9%

Messages.

Help <Back || Mext> | Cancel

7. On the Select Components screen, select “Oracle Business Intelligence” check box.

Repository Creation Utility — Step 6 of 7 : Summary

ORACLE" g
Summary
FUSION MIDDLEWARE
l Database details
ey Host Name: mspav349. usoracle com
I Fort 1521
T Service Name:  PROLSO7
Connected As: sys
l Operation Create
[ Prefix for {prefixable) Schema Owners:DEV
T Map Tablespaces
@ Summary Component Schema Owner | Tablespace Type Tablespace Name
T Metadata Services DEV_MDS Default DEV_MDS
s Temp DEV_IAS_TEMP
Additional Mone
Business Imelligence Platform  DEV_BIPLATFORM  Default DEV_BIPLATFORM
Temp DEV_BIPLATFORM_TEMP
Additional None
Help < Back Create | [ Cancel

The Summary of the Components created by the RCU tool is displayed.

8. Install a new instance of WebLogic Server 10.3.6 or use an existing one. Having one
WebLogic Server for Oracle BI EE-BiPublisher 11g related items is recommended.
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9. Install Oracle BI EE and select “Software Only Install”. You launch Oracle BI EE by
going to OBIEE_INSTALL/obieell.1.1.7 /bishiphome/Disk1l and entering;:

./runlInstaller

Oracle Business Intelligence 11g 11.1.1.6.0 - Step 3 of 14

Select Installation Type ORACLE 11

FUSION MIDDLEWARE

Welcame

Skip Software Updates

Software Only Install

Prerequisite Checks

—e—0He—e

grn Installation Locatian
|

grn Security Updates

grn Summary

Installation Progress

—

i Complete

() simple Install
Installs and configures selected components with default settings.

O Enterprise Install
Installs binaries in an ORACLE_HOME and configures warking
instances in an INSTANCE_HOME.

@ Software Only Install
Installs binaries in an ORACLE_HOME, but does not configure a
working instance of any installed components.

Choose this option for a software only install. You will not be able to configure
YOUr compoanents or select farm options until after the installation is finished.

[ = Back ]L HEX1>1| Einish |[ Cancel ]

|Elapsed Time: 3m 245
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10. Select the WebLogic home where you want to install Oracle BI EE.

Oracle Business Intelligence 11g 11.1.1.6.0 - Step 5 of 9

. . . ORACLE
Specify Installation Location o mnm.awnns11

Welcome

Skip Software Updates

Software Only Install

Prerequisite Checks

' Installation Location

Security Updates QOracle Middleware Home: |badmin,fprnduct,fmds_obiee[v] [ Browse

Summary Oracle Home Directory: |OracIE_BI1 |

Installation Progress

C—C—€—€EHe—h——e—€

Complete

The Oracle home will be created under the Oracle Middleware Home lacation with
the given name.

[ < Back ]L ﬂext>—|| Einish |[ Cancel ]

I |Elapsed Time: 4m 245

11. Proceed to next and finish up the software install. Then go the <Weblogic
home>/Oracle_BI1/bin and run config.sh to configure the bipublisher.
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12. On the Create or Scale Out BI System screen, you are asked for the WebLogic
password and provided with a recommended a Domain Name. Enter and confirm
your WebLogic password and accept the recommended Domain Name;
“bifoundation domain”

Oracle Business Intelligence 11g 11.1.1.6.0 - Step 3 of 12

oRrRACLE
Create, Scale Out or Extend g
FI.ISII:IN MIDDLEWARE
¥ Welcome
|
M Prereguisite Checks @ Create New Bl System
I
b Create New Bl System User Name: |wehlogic |

|

;1; Specify Installation Lacation

i User Password: |-uvuu- |

;1; Canfigure Components

+ BIPLATEORM Schema Confirm Password: |uuuu |

+ MDS Schema Domain Name: |bifnundation_dc-m ain |

|

;1; Configure Ports

I ity

¢ Security Updates () Scale Out Bl System

|

Y Summary () Extend Bl System

|

-.T.- Configuration Progress

,_'_, Complete Canfirm the password by entering it again.

: o The password must have a minimum of & alphanum eric characters, a maximum
of 30 alphanumeric characters,must begin with an alphabetic character, use anly
alphanumeric, underscore (_), dollar ($) or pound (#) characters and include at
least 1 digit.

4] : [ 2]
[ < Back ]L ﬂext>—|| Einish H Cancel ]

|Elapsed Time: 21m 33s

Installation Guide 125



Appendix: Setting up SIM Reports/Tickets in Bl Publisher

13. Configure Oracle BI EE, create default bifoundation_domain and configure
component “Business Intelligence Publisher” only.

Oracle Business Intelligence 11g 11.1.1.6.0 - Step 5 of 12

Configure Components ORACLE 11

FUSION MIDDLEWARE

Welcome
T — =[] Cracle Business Intelligence

| L.
A Prerequisite Checks ["] Business Intelligence Enterprise Edition

I
A Create Mew Bl System Business Intelligence Publisher
Specify Installation Locatiol =]

i Configure Components

-

BIPLATFORM Schema

— —

MDS Schema
| ——
Canfigure Ports
T
Lra Security Updates

|
¢ Summary

Configuration Progress

—

i Complete Select the components to configure as part of the installation process.

’ = Back IL ﬂext}—H Einish H Cancel ]

I [Elapsed Time: 21m 585

14. Enter the data base credentials of the BIPLATFORM schema.
Oracle Business | [ 11.1.1.6.0 - Step 6 of

BIPLATFORM Schema _onacLe 118
FUSION MIDDLEWARE
¢ Welcome
|
A Prerequisite Checks Database Type l Oracle Database ']

1
f Create Mew Bl Syst
A reate Mew stem

Specify Installation Locatial

|
i
5 Configure Components
I

& BIPLATFORM Schema

Connect String

msp52297. us.oracle.com:1521:qaols65 ‘

|
v

MDS Schema BEIFLATFORM Schema Username ‘DEV_EIPLATFORM |
|
¥ Configure Ports

|
¥ Security Updates
BEIPLATFORM Schema Passward

|
nT; Summary
I

._I_.
|

Configuration Progress

Complete Enter the connect string in the format hostname:port:servicename for the
Oracle database where you installed the Oracle Business Intelligence Enterprise
Edition metadata schema using the Repasitory Creation Utility (RCU). For
Application Cluster (RAC) Database use the farmat

hostl:portlinstance1rhost2:port 2:instance 2&@servicename.

4
’ < Back IL ﬂem}—” Einish H Cancel ]

I [Elzpsed Time: 34m 38s
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15. Enter the Data base credentials for the MDS Schema.

Oracle Business Intelligence 11g 11

oRrRACLE
MDS Schema 11
FUSION MIDDLEWARE
T Welcome
A Prerequisite Checks Database Type ’ Oracle Database vl

|
A Create Mew Bl System

Specify Installation Locatial

|
¢

| Connect String msp5229?.us.oracle.com:1521:qa0I565| |
¥ Configure Components
¥ EIFLATEFORM Schema
T
(! MDS Schema MDS Schema Username ‘DEV_MDS ‘
T

| :
¢ Configure Ports
¥ J¢]

|
gl; Security Updates
MDS Schema Password

\;) Summary

Configuration Progress

_

U Complete Enterthe connect string in the format hostname:port:servicename for the
Oracle database where you installed the Oracle Business Intelligence Enterprise
Edition metadata schema using the Repository Creation Utility (RCU). For
Application Cluster (RAC) Database use the format

|_| | hostLportLinstance 1 host 2:port 2:instance 2&s ervicename.
»

[ < Back IL ﬂext>—|| Finish |[ Cancel ]

I [Elapsed Time: 34m 535
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16. Configure your BI ports. This screen allows you to assign Oracle BI EE ports from the
staticports.ini file.

This file is located in the Oracle BI EE software at:
/obieel1.1.1.7 /bishiphome/Disk1 /stage /Response /staticports.ini

Oracle Business Intelligence 11g 11.1.1.6.0 - Step 8 of 12

Configure Ports

ORACLE’ 11g

FUSION MIDDLEWARE

¥ Welcome
|
A Prerequisite Checks
|
/"lr'\ Lreate New Bl System () Auta Port Configuration
¥ Specify Installation Locatiol
|
¥ Configure Components
i (%) Specify Ports using Configuration file
4 EIPLATFORM Schema
.lr MDS Schema File name: |,quEI,,fwebadminfstaticpor‘ts.ini ” Erowse
1 -
-\,T..-- Configure Ports [ View/Edit File ]
|
nT; Security Updates
|
;1; Summary
|
-.T.- Configuration Progress
,.'., Complete Select this option to provide custom port configuration options. This
B o information must be provided in a file with the same format as staticports.ini
you can either edit this file and suppy your custom port numbers, or create a
newfile altogether. The installer will assign the ports which are provided in this
file; any portwhich is not provided will be computed and assigned autaomatically.

L4
l < Back ]L ﬂext}—H Finish H Cancel ]

I |Elapsed Time: 33m 33s

17. Edit this file to make sure you will have the ports you want for your BiPublisher
components. Otherwise the installer will assign default port numbers.
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18. Document and test the URLs that are created.

This screen contains the URL’s for the components that got installed.

Oracle Business Intelligence 11g 11.1.1.6.0 - Step 12 of 12

ORACLE
Complete
FI.ISIDN MIDDLEWARE
o Welcome [ 1 : TP PFOaUCT W _ OO EE [ WISErVT -
I o -Bl Domain Home: ful0webadmin/product fwis_obieefuser_projecty |
/T\ Frerequisite Checks ~Bl Domain Mam e: bifoundation_domain
/-]-\ Create Mew Bl System ~Instance Home: fu00 fwebadmin/product fwis_obiee/instances finst | |
| . i
i Specify Installation Locatiol Instance Name: instancel
l =1 Configure Components
-T- Configure Components E}---WebLogic Cansole
._I_. EIPLATEORM Schema ‘http://msp52250.us.oracle.com: 7004 /consale
l E}---Oracle Enterprise Manager
i MDS Schema H
] ~http://mspS2250.us.oracle.com: 7004 /em
-.I.- Configure Ports =r-Business Intelligence Publisher
| http : =
. Security Updates http.,f,fmspl522”5tl.us.0racle.c0m.9?04;xmlpser\:er Bl
[ 4 | [
0 Summary
T ile:
¥ Configuration Progress
.\;. Complete Click Save to generate afile containing the summary details.
K1 [ 2]
[ = Back " Next > | [ Einish ] | Cance
I |Elapsed Time: 48m &8s

19. To test your BIPublisher installation, launch xmlpserver. Login with the credentials
you entered in your Oracle BI EE configuration (weblogic / password).

ORACLE' BI Publisher Enterprise

Please enter username and password

Username

‘weblngic ‘

Password

Accessibiity Mode [
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20. Post install steps: Configure the BI Publisher repository.

ORACLE" BI Publisher Enterprise Al
Ca E New

B& Open

Signed In As administrator

Eé£ Data Sources wa-’J System Maintenance
3 @ JDBC Connection S o server Configuration
@ JNDI Connection @ Scheduler Configuration
@ File @ Scheduler Diagnostics
@ LDAP Connection @ Report Viewer Configuration
@ OLAP Connection
2 Security Center F=. Runtime Configuration
W @ Security Configuration (=1 Properties
@ Users @ Font Mappings
@ Roles and Permissions @ Currency Formats

@ Digital Signature

21. On the System Maintenance Section, press Server Configuration.
22. Navigate to the Configuration Screen.

ORACLE’" BI Publisher Enterprise /Al

Home | Catalog | [ New~ | B Open¥ | SignedIn As administrator |

Administration » Server Configuration
System Maintenance

Server Configuration ~ Scheduler Configurati Scheduler Di ics | Report Viewer Configuration

o TIP Any changes will anly take effect after the application is restart=d,
Apply | | Cancel

Configuration Falder

The Configuration Repasitory contains all configurations, security, datasources, efr that you setup with BI Publisher,

Path |,fu03,fr.'5bad minproduct/10.3.%/WLS/user_projects/domsing/bifoundation

Catalog

The Catalog contains 2ll content such 2 reports and datz modes,

Catalog Type | Oracle BI Publisher - File System | ¥

Path |,fu03,fr.'5bad min/ product/10.3.X/WLS/user_projects/domains/bifoundatian _

23. On this screen on the Configuration Folder section, enter the path to your repository.
On the Catalog section enter Catalog Type: Oracle BI Publisher — File System from
the drop down menu.

This is the path you entered in the Configuration Section and Catalog Section:

$OBIEE_HOME/WLS/user_projects/domains/bifoundation_domain/config/bipublisher/r
epository
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24. Post install step: Set BiPublisher security model.

2 Orache Bl Pulbdisher - Windows Internet Explorer

@._.g...,- y o y e 8-

Fle Edt Vew Favertes Toos Heb

G| Orle I Pubicher - B i - [l Peoe - §] Teoh -

ORACLE" Bl Publisher Enterprise

adminkstrator

(==, System Hamstenasce

# Sarvem Confiueatin
' Scheduler Configuraton

* Scbhder Clrcter

= Report Viewer Configuration

777, Rsntime Configuration

125 Tmbrgration

L o cnache 12 Fremmtation Services

a. On the BiPublisher 11g Administration Screen, click Security Configuration from

the Security Center.

ORACLE" BI Publisher Enterprise Al
Administration C

B& Open >~ | Signed In As administrator

Administration > Security Configuration
Security Center
Security Configuration | Users || Roles and Permissions || Digital Signature

= TIP Any changes will only take effect after the appiication is restarted.

Apply | | Cancel
Local Superuser

Local superuser can log in to the system independent from the sslected security model.
Enable Local Superuser

Superuser name  [retail.user

Password  [essase
Guest Access

Allow Guest Access

Guest Folder Name  [Guest

b. Enable a superuser by checking the “Enable Local SuperUser” box and by
entering name and password on the corresponding fields on this screen.

Mark “Allow Guest Access” check box. Enter “Guest” as Guest Folder Name.

Scroll down the screen and locate the Authorization section.

o et e o R By e e et A

{Example: arclguid )
Authorization

Securiy Model | BI Publsher Secury ¥

e. Select BI Publisher Security from the Security Model list.
f.  The default user name for the BI Publisher Security Model is Administrator.
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On the password text field, enter a value that you can remember. It is going to be
the password for Login to xmlpserver.

Save the changes and re-start the BIPublisher server.

Launch xmlpserver. To Login you must use the new credentials that you set up
in the former step: Username: Administrator Password: password.

Note: You will not be able to login to xmlpserver as weblogic
any more because we have already changed the Security
Model.

ORACLE' BI Publisher Enterprise

Please enter username and password

Username
Administrator
Password

Accessibility Mode []

Guest

25. Post install step: Set the repository path.

Example:
/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_dom
ain/config/bipublisher/repository In the Oracle BI EE filesystem you will find the
repository in the following location:
$OBIEE/wls/user_projects/domains/bifoundation_domain/config/bipublisher/reposi
tory

In the repository you will see the following directories:

Admin
DemoFiles
Reports
Tools

Users
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26. Post install step: Create role Bipub_default_role.

a. From the xmlpserver Administration screen, scroll down to Security Center and
click Roles and Permissions.

Home | Catalog

E& Data Sources E«? B System Maintenance
3 @ JDBC Connection o Server Configuration
2 INDI Connection @ Scheduler Configuration
3 File @ Scheduler Diagnostics
2 LDAP Connection @ Report Viewer Configuration
@ OLAP Connection
i Security Center Runtime Configuration
00 # Security Configuration ? Properties
@ Ugers @ Font Mappings
# Roles and Permissions # Currency Formats

@ Digital Signature

b. On the Roles and Permissions screen, click the Create Role button.

Administration Home | Catalog E BS Open v | Signed In As administrator ¥ I

Administration » Roles and Permissions » Create Role
Create Role

=
*Mame |Bipub_default_role

Deescription

Create the Bipub_default_role. Enter in Create Role Section name of the role.
When the information has been entered press Apply changes.
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27. Post install step: Assign BiPub system roles to the newly created Bipub_default_role.

a. To assign BiPub system roles to the newly create Bipub_default_role, go to
Security Center section and navigate to the Roles and Permissions screen.

Administration > Roles and Permissions
Security Center
Security Configuration = Users  Roles and Permissions ~ Digital Signature

Numbsr of rows displayed perpage (10 | ¥

Role Name Search
Create Role

Add Data
Role Name Description Sources  AddRoles  Delete
Bipub default role @ m il
0

b. On the Roles and Permissions screen you should see the new role created:
“Bipub_default_role” . Add multiple roles to the Bipub_Default_Role by pressing
the corresponding green icon on the Add Roles column.

E vewv | B openv | SignedIn Az administral

Home | Catalog

FM__ .

Administration » Roles and Permissions = Add Roles: Bipub_default_role
Add Roles: Bipub_default_role

Lol | [

Aveiltie e Inchuded A
2
BT Pubiisher Eooel Arafyzer M :;.‘,E Bl Pubfeeimr Adminietrator 5)
BT Pubieser Developer BT Pubesher Onfine Anatyzer 0
BI Publisfer Template Designer =) Bl Publisher Scheduler &
Tl _roilm -
Move Al ®
%) ®
Remove
<)
Remaove Al

c. From the “Available Roles” panel, select the ones needed for your reports and
move them to the “Included Roles” panel

d. Press the Apply button to save your changes.
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28. Post install step: create Guest (XMLP_GUEST) user.

ORACLE" BI Publisher Enterprise

Home | Catdog | [ Newv

Eé{ Data Sources

@ J0BC Connection
2 INDI Connection
aFje

@ DAP Connection
@ (LAP Connection

ML)

5 Security Center
i

& Security Configuration
a|Jsers

9 Roles and Permissions
2 Digital Signature

E

Al

a 5erver Configuration

@ Scheduler Configuration

& Scheduler Diagnostics

& Report Viewer Configuration

Runtime Configuration

& Properties
& Font Mappings
@ Currency Formats

B Open | Signed In As administrator

a. From the xmlpserver Administration screen scroll down to Security Center

section and press Users to navigate to the next screen.

Administration Home | Catalog E New v

Administration > Users
Security Center

S Open v

Signed In As administrator v

Number of rows displayed perpage |10 (%

Create User

Username

administrator

xmlp guest

Username Search

Security Configuration | Users | Roles and Permissions = Digital Signature

Assign Roles

L

b. Select the “Create User” button to create the “xmlp_guest” user and save the

changes
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29. Post install step: Adding the Bipub_default_role to XMLP_GUEST user.
a. Open the Users section:

Administration Home | Catalog ET'JE'J'-.' v | & Openv

Administration » Users
Security Center
Security Configuration |~ Users = Roles and Permissions | Digital Signature

Number of rows displayed perpage |10 | ¥

Usernzme Search
Create User

Username Assign Roles
administrator i{g

L ]
xmlp guest i

]

b. For xmlp_guest user, press on the “Assign Roles” icon to navigate to the next
screen.

Administration Home | Catzlog | | New~ | B Openv

Administration = Users > Assign Roles: xmip_guest
Assign Roles: xmlp_guest

Byl R lazignad Reee
2)
el ole tove YRR @
_:\If‘.b e Adiministralor i ®
best_ralle )
BT Puubihier Booel Anayrer b
BI Publiher Orfine Ansfyzer Move Al &)
BI Publizher Developer .
8] Puifesiier Scheher ':_i' ]
BT Pubihier Tampiate Dexigrer Remaove
«
Remaove Al

c. On the Assign Roles screen, select the BiPub_default_role from the Available
Roles panel to the “Assigned Roles” panel and press the Apply button to save
your changes.
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BiPublisher 11g — Configuring the SIM JDBC connection

Login to BI Publisher as the Administrator user. Create the data source for BI Publisher
to connect to the SIM schema.

1. Click on the “Admin” tab, and then the “JDBC Connection” link under Data Sources.
If there is no SIM data source then a new connection will need to be created, click the
“Add Data Source” button and create the data source with your connection info, click
the “test connection” before applying to ensure you have the information entered
correctly:

Once the data source has been created, the SIM reports need to be moved into the
location where BIP can find them.

Note: If using BIPublisher 11g, the Report Repository is
available at Administration->System Maintenance->Server
Configuration.

The Path given is in the base directory for all the BIP reports.

/u00/webadmin/product/10.3.X/WLS/user_projects/dom
ains/bifoundation_domain/config/bipublisher/repository /

2. Manually copy SIM Reports to Reports repository

The SIM reports will be copied to the ‘Guest’ location. Create a directory named
‘SIM’ under ‘Guest” and copy the reports into ‘SIM’ directory:

example,
/u00/webadmin/product/10.3_X/WLS/user_projects/domains/bifoundation_domain/con
Fig/bipublisher/repository/Reports/Guest/SIM
The reports are included in the SIM application distribution in a zip file. Copy that file
from where you installed the SIM application into the new report directory and unzip it:

#

The following are the steps to extract the bip11g reports and copy them to the BIP11g
repository:

cp <SIM14 _MEDIA>/sim/application/siml4/reports/sim-reports.zip <TEMP_DIR> Where
<TEMP_DIR> is a temporary directory where extract sim-reports.zip is extracted.
cd <TEMP_DIR>

unzip sim-reports.zip

cd <TEMP_DIR>/biplilg
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cp *
/u00/webadmin/product/10.3_X/WLS/user_projects/domains/bifoundation_domain/config/
bipublisher/repository/Reports/Guest/SIM

Bounce the xmlpserver application. The new SIM reports should be available in the
“Shared Folders > Guest > SIM” location of BI Publisher.

Configuring SIM for CUPS printers using BIPublisher 11g
Prerequisite: CUPS printer has to be set up on the BIPublisher server.
1. Login to BI Publisher using Administrator user and navigate to Administrator user.
Example: http:/ /orapphost:29704 /xmlpserver
2. Click on the CUPS servers.

[  Data Sources

s

@ IDBEC Connection
@ JMDI Connection
@ File

@ LDAP Connection
@ OLAP Connection

Security Center

@ Security Configuration
@ Lzerg

@ Roles and Permissions
@ Digital Signature

21 8 Delivery
=, Delivery Configuration
@ Printer

@ Fax

@ Email

@ WebDay

@ HTTP

a FTP

@ CLPS Server
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3. Click Add Servers.

Agmemmamn > (165 Senver > Update Server: bridefl4om(

Update Servor, bridat1-4-rad

4. After adding, refresh the servers and printers.

Delivery

Aol | |- Cuncel

Delivery Configuration | Printer = Fax Email | WebDAV HTTP | FTP | CUPS Server

Details Server Name Host Port
o Hide bridwf1-4-pma localhost 631
Printer Name URI Model Location

ipp://st-tta-adc-02.us.oracle.com

ta_printer /printers/tta_printer

Remote Printer

Add Server | | Refresh all Servers |

Refresh Printers Delete
) o
Description
tta_printer
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Appendix: Single Sign-On for WebLogic

Single Sign-On (SSO) is a term for the ability to sign onto multiple Web applications via a
single user ID/Password. There are many implementations of SSO. Oracle provides an
implementation with Oracle Access Manager.

Most, if not all, SSO technologies use a session cookie to hold encrypted data passed to
each application. The SSO infrastructure has the responsibility to validate these cookies
and, possibly, update this information. The user is directed to log on only if the cookie is
not present or has become invalid. These session cookies are restricted to a single
browser session and are never written to a file.

Another facet of SSO is how these technologies redirect a user’s Web browser to various
servlets. The SSO implementation determines when and where these redirects occur and
what the final screen shown to the user is.

Most SSO implementations are performed in an application’s infrastructure and not in
the application logic itself. Applications that leverage infrastructure managed
authentication (such as deployment specifying Basic or Form authentication) typically
have little or no code changes when adapted to work in an SSO environment.

What Do | Need for Single Sign-On?

A Single Sign-On system involves the integration of several components, including
Oracle Identity Management and Oracle Access Management. This includes the
following components:

= An Oracle Internet Directory (OID) LDAP server, used to store user, role, security,
and other information. OID uses an Oracle database as the back-end storage of this
information.

= An Oracle Access Manager (OAM) 11g Release 2 server and administrative console
for implementing and configuring policies for single sign-on.

= A Policy Enforcement Agent such as Oracle Access Manager 11g Agent (WebGate),
used to authenticate the user and create the Single Sign-On cookies.

= Oracle Directory Services Manager (ODSM) application in OIM11g, used to
administer users and group information. This information may also be loaded or
modified via standard LDAP Data Interchange Format (LDIF) scripts.

* Additional administrative scripts for configuring the OAM system and registering
HTTP servers.

Additional WebLogic managed servers will be needed to deploy the business
applications leveraging the Single Sign-On technology.

Can Oracle Access Manager Work with Other SSO Implementations?

Yes, Oracle Access Manager has the ability to interoperate with many other SSO
implementations, but some restrictions exist.
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Oracle Single Sign-on Terms and Definitions

The following terms apply to single sign-on.

Authentication

Authentication is the process of establishing a user’s identity. There are many types
of authentication. The most common authentication process involves a user ID and
password.

Dynamically Protected URLs

A Dynamically Protected URL is a URL whose implementing application is aware of
the Oracle Access Manager environment. The application may allow a user limited
access when the user has not been authenticated. Applications that implement
dynamic protection typically display a Login link to provide user authentication and
gain greater access to the application’s resources.

Oracle Identity Management (OIM) and Oracle Access Manager (OAM) for 11g

Oracle Identity Management (OIM) 11g includes Oracle Internet Directory and
ODSM. Oracle Access Manager (OAM) 11g R2 should be used for SSO using
WebGate. Oracle Forms 11g contains Oracle HTTP server and other Retail
Applications will use Oracle WebTierllg for HTTP Server.

MOD_WEBLOGIC

mod_WebLogic operates as a module within the HTTP server that allows requests to
be proxied from the OracleHTTP server to the Oracle WebLogic server.

Oracle Access Manager 11g Agent (WebGate)

Oracle WebGates are policy enforcement agents which reside with relying parties
and delegate authentication and authorization tasks to OAM servers.

Oracle Internet Directory

Oracle Internet Directory (OID) is an LDAP-compliant directory service. It contains
user ids, passwords, group membership, privileges, and other attributes for users
who are authenticated using Oracle Access Manager.

Partner Application

A partner application is an application that delegates authentication to the Oracle
Identity Management Infrastructure. One such partner application is the Oracle
HTTP Server (OHS) supplied with Oracle Forms Server or WebTier11lg Server if
using other Retail Applications other than Oracle Forms Applications.

All partner applications must be registered with Oracle Access Manager (OAM) 11g.
An output product of this registration is a configuration file the partner application
uses to verify a user has been previously authenticated.

Statically Protected URLs

A URL is considered to be Statically Protected when an Oracle HTTP server is
configured to limit access to this URL to only SSO authenticated users. Any
unauthenticated attempt to access a Statically Protected URL results in the display of
a login page or an error page to the user.

Servlets, static HTML pages, and JSP pages may be statically protected.
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What Single Sign-On is not

Single Sign-On is NOT a user ID/password mapping technology.

However, some applications can store and retrieve user IDs and passwords for non-SSO
applications within an OID LDAP server. An example of this is the Oracle Forms Web
Application framework, which maps Single Sign-On user IDs to a database logins on a
per-application basis.

How Oracle Single Sign-On Works

Oracle Access Manager involves several different components. These are:

The Oracle Access Manager (OAM) server, which is responsible for the back-end
authentication of the user.

The Oracle Internet Directory LDAP server, which stores user IDs, passwords, and
group (role) membership.

The Oracle Access Manager Agent associated with the Web application, which
verifies and controls browser redirection to the Oracle Access Manager server.

If the Web application implements dynamic protection, then the Web application
itself is involved with the OAM system.

About SSO Login Processing with OAM Agents

1.
2.
3.

10.
11.

12.
13.
14.

The user requests a resource.

Webgate forwards the request to OAM for policy evaluation

OAM:

a. Checks for the existence of an SSO cookie.

b. Checks policies to determine if the resource is protected and if so, how?
OAM Server logs and returns the decision

Webgate responds as follows:

= Unprotected Resource: Resource is served to the user

= Protected Resource:
Resource is redirected to the credential collector.
The login form is served based on the authentication policy.
Authentication processing begins

User sends credentials
OAM verifies credentials
OAM starts the session and creates the following host-based cookies:

*  One per partner: OAMAuthnCookie set by 11g WebGates using authentication
token received from the OAM Server after successful authentication.
Note: A valid cookie is required for a session.

= One for OAM Server: OAM_ID
OAM logs Success of Failure.
Credential collector redirects to WebGate and authorization processing begins.

WebGate prompts OAM to look up policies, compare them to the user's identity, and
determine the user's level of authorization.

OAM logs policy decision and checks the session cookie.
OAM Server evaluates authorization policies and cache the result.

OAM Server logs and returns decisions
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15. WebGate responds as follows:

= If the authorization policy allows access, the desired content or applications are
served to the user.

= If the authorization policy denies access, the user is redirected to another URL
determined by the administrator.

SSO0 Login Processing with OAM Agents

1) Check Authentication Policy

not protected
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3) Check Authorization Policy
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Installation Overview

Installing an Oracle Retail supported Single Sign-On installation using OAM11g requires
installation of the following:

1. Oracle Internet Directory (OID) LDAP server and the Oracle Directory Services
Manager. They are typically installed using the Installer of Oracle Identity
Management. The ODSM application can be used for user and realm management
within OID.

Oracle Access Manager 11gR2 has to be installed and configured.

Additional midtier instances (such as Oracle Forms 11gr2) for Oracle Retail
applications based on Oracle Forms technologies (such as RMS). These instances
must be registered with the OAM installed in step 2.

4. Additional application servers to deploy other Oracle Retail applications and
performing application specific initialization and deployment activities must be
registered with OAM installed in step 2.

Infrastructure Installation and Configuration

The Infrastructure installation for Oracle Access Manager (OAM) is dependent on the
environment and requirements for its use. Deploying Oracle Access Manager (OAM) to
be used in a test environment does not have the same availability requirements as for a
production environment. Similarly, the Oracle Internet Directory (OID) LDAP server can
be deployed in a variety of different configurations. See the Oracle Identity Management
Installation Guidellg.

OID User Data

Oracle Internet Directory is an LDAP v3 compliant directory server. It provides
standards-based user definitions out of the box.

Customers with existing corporate LDAP implementations may need to synchronize user
information between their existing LDAP directory servers and OID. OID supports
standard LDIF file formats and provides a JNDI compliant set of Java classes as well.
Moreover, OID provides additional synchronization and replication facilities to integrate
with other corporate LDAP implementations.

Each user ID stored in OID has a specific record containing user specific information. For
role-based access, groups of users can be defined and managed within OID. Applications
can thus grant access based on group (role) membership saving administration time and
providing a more secure implementation.

User Management

User Management consists of displaying, creating, updating or removing user
information. There are many methods of managing an LDAP directory including LDIF
scripts or Oracle Directory Services Manager (ODSM) available for OID11g.

ODSM

Oracle Directory Services Manager (ODSM) is a Web-based application used in OID11g
is designed for both administrators and users which enables you to configure the
structure of the directory, define objects in the directory, add and configure users,
groups, and other entries. ODSM is the interface you use to manage entries, schema,
security, adapters, extensions, and other directory features.
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User Management

LDIF Scripts

Script based user management can be used to synchronize data between multiple LDAP
servers. The standard format for these scripts is the LDAP Data Interchange Format
(LDIF). OID supports LDIF script for importing and exporting user information. LDIF
scripts may also be used for bulk user load operations.

User Data Synchronization

The user store for Oracle Access Manager resides within the Oracle Internet Directory
(OID) LDAP server. Oracle Retail applications may require additional information
attached to a user name for application-specific purposes and may be stored in an
application-specific database. Currently, there are no Oracle Retail tools for
synchronizing changes in OID stored information with application-specific user stores.
Implementers should plan appropriate time and resources for this process. Oracle Retail
strongly suggests that you configure any Oracle Retail application using an LDAP for its
user store to point to the same OID server used with Oracle Access Manager.
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Appendix: Setting Up Password Stores with
wallets/credential stores

As part of an application installation, administrators must set up password stores for
user accounts using wallets/credential stores. Some password stores must be installed on
the application database side. While the installer handles much of this process, the
administrators must perform some additional steps.

Password stores for the application and application server user accounts must also be
installed; however, the installer takes care of this entire process.

ORACLE Retail Merchandising applications now have 3 different types of password
stores. They are database wallets, java wallets, and database credential stores.
Background and how to administer them below are explained in this appendix

About Database Password Stores and Oracle Wallet

Oracle databases have allowed other users on the server to see passwords in case
database connect strings (username/password@db) were passed to programs. In the
past, users could navigate to ps —ef|grep <username> to see the password if the password
was supplied in the command line when calling a program.

To make passwords more secure, Oracle Retail has implemented the Oracle Software
Security Assurance (OSSA) program. Sensitive information such as user credentials now
must be encrypted and stored in a secure location. This location is called password stores
or wallets. These password stores are secure software containers that store the encrypted
user credentials.

Users can retrieve the credentials using aliases that were set up when encrypting and
storing the user credentials in the password store. For example, if username/password@db
is entered in the command line argument and the alias is called db_username, the
argument to a program is as follows:

sqlplus /@db_username

This would connect to the database as it did previously, but it would hide the password
from any system user.

After this is configured, as in the example above, the application installation and the
other relevant scripts are no longer needed to use embedded usernames and passwords.
This reduces any security risks that may exist because usernames and passwords are no
longer exposed.

When the installation starts, all the necessary user credentials are retrieved from the
Oracle Wallet based on the alias name associated with the user credentials.

There are three different types of password stores. One type explain in the next section is
for database connect strings used in program arguments (such as sqlplus
/@db_username). The others are for Java application installation and application use.
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Setting Up Password Stores for Database User Accounts

After the database is installed and the default database user accounts are set up,
administrators must set up a password store using the Oracle wallet. This involves
assigning an alias for the username and associated password for each database user
account. The alias is used later during the application installation. This password store
must be created on the system where the application server and database client are
installed.

This section describes the steps you must take to set up a wallet and the aliases for the
database user accounts. For more information on configuring authentication and
password stores, see the Oracle Database Security Guide.

Note: In this section, <wallet_location> is a placeholder text
for illustration purposes. Before running the command,
ensure that you specify the path to the location where you
want to create and store the wallet.

To set up a password store for the database user accounts, perform the following steps:
1. Create a wallet using the following command:
mkstore -wrl <wallet_location> -create

After you run the command, a prompt appears. Enter a password for the Oracle
Wallet in the prompt.

Note: The mkstore utility is included in the Oracle Database
Client installation.

The wallet is created with the auto-login feature enabled. This feature enables the
database client to access the wallet contents without using the password. For more
information, refer to the Oracle Database Advanced Security Administrator’s Guide.

2. Create the database connection credentials in the wallet using the following
command:
mkstore -wrl <wallet_location> -createCredential <alias-name> <database-user-
name>
After you run the command, a prompt appears. Enter the password associated with
the database user account in the prompt.

Repeat Step 2 for all the database user accounts.

Update the sqlnet.ora file to include the following statements:

WALLET_LOCATION = (SOURCE = (METHOD = FILE) (METHOD DATA = (DIRECTORY =
<wallet_location>)))

SQLNET .WALLET_OVERRIDE = TRUE

SSL_CLIENT_AUTHENTICATION = FALSE

5. Update the tnsnames.ora file to include the following entry for each alias name to be
set up.

<alias-name> =
(DESCRIPTION =
(ADDRESS _LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = <host>) (PORT = <port>))

)
(CONNECT _DATA =

(SERVICE_NAME = <service>)
)
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In the previous example, <alias-name>, <host>, <port>, and <service> are
placeholder text for illustration purposes. Ensure that you replace these with the
relevant values.

Setting up Wallets for Database User Accounts

The following examples show how to set up wallets for database user accounts for the
following applications:

e For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARI

For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARI

To set up wallets for database user accounts, do the following.

1. Create a new directory called wallet under your folder structure.

cd /projects/rmsl4/dev/
mkdir .wallet

Note: The default permissions of the wallet allow only the
owner to use it, ensuring the connection information is
protected. If you want other users to be able to use the
connection, you must adjust permissions appropriately to
ensure only authorized users have access to the wallet.

2. Create a sqlnet.ora in the wallet directory with the following content.

WALLET _LOCATION =  (SOURCE = (METHOD = FILE) (METHOD_DATA =
(DIRECTORY = /projects/rmsl4/dev/ . .wallet)) )

SQLNET .WALLET OVERRIDE=TRUE

SSL_CLIENT_AUTHENT ICAT ION=FALSE

Note: WALLET_LOCATION must be on line 1 in the file.

3. Setup a tnsnames.ora in the wallet directory. This tnsnames.ora includes the
standard tnsnames.ora file. Then, add two custom tns_alias entries that are only for
use with the wallet. For example, sqlplus /@dvols29_rmsOluser.
ifile = /u00/oracle/product/11.2.0.1/network/admin/tnsnames.ora

Examples for a NON pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxoxx.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SID = <sid_name> (GLOBAL_NAME = <sid_name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT _DATA = (SID = <sid _name>) (GLOBAL NAME = <sid_name>)))

Examples for a pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SERVICE_NAME = <pluggable db name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xooxx.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SERVICE_NAME = <pluggable db name>)))
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Note: It is important to not just copy the tnsnames.ora file
because it can quickly become out of date. The ifile clause
(shown above) is key.

4. Create the wallet files. These are empty initially.

a. Ensure you are in the intended location.

$ pwd
/projects/rmsl4/dev/ wallet

b. Create the wallet files.
$ mkstore -wrl . —create

c. Enter the wallet password you want to use. It is recommended that you use the
same password as the UNIX user you are creating the wallet on.

d. Enter the password again.
Two wallet files are created from the above command:
— ewallet.pl2
— cwallet.sso

5. Create the wallet entry that associates the user name and password to the custom tns
alias that was setup in the wallet’s tnsnames.ora file.
mkstore -wrl . —createCredential <tns_alias> <username> <password>

Example: mkstore -wrl . —createCredential dvols29 rmsOluser
rmsOluser passwd

6. Test the connectivity. The ORACLE_HOME used with the wallet must be the same
version or higher than what the wallet was created with.

$ export TNS_ADMIN=/projects/rmsl4/dev/.wallet /* This is very import to use
wallet to point at the alternate tnsnames.ora created in this example */

$ sqglplus /@dvols29 rmsOluser
SQL*Plus: Release 12

Connected to:
Oracle Database 12g

SQL> show user
USER is “rmsOluser”

Running batch programs or shell scripts would be similar:

Ex: dtesys /@dvols29 rmsOluser
script.sh /@dvols29 rmsOluser

Set the UP unix variable to help with some compiles :

export UP=/@dvols29_rmsOluser
for use in RMS batch compiles, and RMS, RWMS, and ARI forms compiles.

As shown in the example above, users can ensure that passwords remain invisible.

Additional Database Wallet Commands
The following is a list of additional database wallet commands.

e Delete a credential on wallet
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mkstore -wrl . —deleteCredential dvols29 rmsOluser

¢ Change the password for a credential on wallet
mkstore —wrl . —modifyCredential dvols29 rmsOluser rmsOluser passwd

e List the wallet credential entries
mkstore —wrl . —list
This command returns values such as the following.

oracle.security.client.connect _stringl
oracle_security.client._userl
oracle._security.client._passwordl

e View the details of a wallet entry
mkstore —wrl . —viewEntry oracle.security.client.connect_stringl
Returns the value of the entry:

dvols29 rmsOluser
mkstore —wrl . —viewEntry oracle_security.client._userl

Returns the value of the entry:
rmsOluser

mkstore -wrl . —viewEntry oracle.security.client._passwordl

Returns the value of the entry:
Passwd

Setting up RETL Wallets
RETL creates a wallet under $RFX_HOME/etc/security, with the following files:

cwallet.sso

e jazn-data.xml
e jps-config.xml
e README.txt
To set up RETL wallets, perform the following steps:
1. Set the following environment variables:
=  ORACLE_SID=<retaildb>
=  RFX_HOME=/u00/rfx/rfx-13
=  REX_TMP=/u00/rfx/rfx-13/tmp
= JAVA HOME=/usr/jdk1.6.0_12.64bit
= LD _LIBRARY_PATH=$ORACLE_HOME
= PATH=$RFX_HOME/bin:$JAVA HOME/bin:$PATH
Change directory to $RFX_HOME /bin.
Run setup-security-credential.sh.
= Enter 1 to add a new database credential.
=  Enter the dbuseralias. For example, retl_java_rmsOluser.
= Enter the database user name. For example, rmsOluser .
= Enter the database password.
= Re-enter the database password.
= Enter D to exit the setup script.
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Update your RETL environment variable script to reflect the names of both the
Oracle Networking wallet and the Java wallet.

For example, to configure RETLforRPAS, modify the following entries in
$RETAIL_HOME/RETLForRPAS/rfx/etc/rmse_rpas_config.env.

= The RETL_WALLET_ALIAS should point to the Java wallet entry:
— export RETL_WALLET ALIAS="retl_java rmsOluser"

= The ORACLE_WALLET_ALIAS should point to the Oracle network wallet entry:
— export ORACLE WALLET ALIAS="dvols29 rmsOluser"

= The SQLPLUS_LOGON should use the ORACLE_WALLET_ALIAS:
—  export SQLPLUS LOGON="/@${ORACLE_WALLET ALIAS}"

To change a password later, run setup-security-credential .sh.

= Enter 2 to update a database credential.

=  Select the credential to update.

= Enter the database user to update or change.

=  Enter the password of the database user.

= Re-enter the password.

For Java Applications (SIM, RelM, RPM, RIB, AIP, Alloc, ReSA, RETL)

For Java applications, consider the following;:

For database user accounts, ensure that you set up the same alias names between the
password stores (database wallet and Java wallet). You can provide the alias name
during the installer process.

Document all aliases that you have set up. During the application installation, you
must enter the alias names for the application installer to connect to the database and
application server.

Passwords are not used to update entries in Java wallets. Entries in Java wallets are
stored in partitions, or application-level keys. In each retail application that has been
installed, the wallet is located in

<WEBLOGIC_DOMAIN_HOME-> /retail / <appname>/config Example:
/u00/webadmin/product/10.3.6/WLS/user_projects/domains/14_mck_soa_domai
n/retail /reim14/config

Application installers should create the Java wallets for you, but it is good to know
how this works for future use and understanding.

Scripts are located in <WEBLOGIC_DOMAIN_HOME?> /retail / <appname> /retail-
public-security-api/bin for administering wallet entries.

Example:
/u00/webadmin/product/10.3.6/WLS/user_projects/domains/REIMDomain/retai
1/reim14 /retail-public-security-api/bin

In this directory is a script to help you update each alias entry without having to
remember the wallet details. For example, if you set the RPM database alias to
rmsOluser, you will find a script called update-RMS01USER.sh.

Note: These scripts are available only with applications
installed by way of an installer.

Two main scripts are related to this script in the folder for more generic wallet
operations: dump_credentials.sh and save_credential.sh.
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¢ If you have not installed the application yet, you can unzip the application zip file
and view these scripts in <app>/application/retail-public-security-api/bin.

e Example:

e /u00/webadmin/reim14/application/retail-public-security-api/bin

update-<ALIAS>.sh

update-<ALIAS>.sh updates the wallet entry for this alias. You can use this script to
change the user name and password for this alias. Because the application refers only to
the alias, no changes are needed in application properties files.

Usage:
update-<username>.sh <myuser>

Example:

/u00/webadmin/product/10.3_x/WLS/user_projects/domains/RPMDomain/retail/rpml4/reta
il-public-security-api/bin> ./update-RMSO1USER.sh

usage: update-RMSO1USER.sh <username>

<username>: the username to update into this alias.

Example: update-RMSO1USER.sh myuser

Note: this script will ask you for the password for the username that you pass in.
/u00/webadmin/product/10.3._x/WLS/user_projects/domains/RPMDomain/retail/rpml4/reta
il-public-security-api/bin>

dump_credentials.sh
dump_credentials.sh is used to retrieve information from wallet. For each entry
found in the wallet, the wallet partition, the alias, and the user name are displayed.
Note that the password is not displayed. If the value of an entry is uncertain, run
save_credential.sh to resave the entry with a known password.
dump_credentials.sh <wallet location>

Example:

dump_credentials.sh
location:/u00/webadmin/product/10.3.x/WLS/user_projects/domains/REIMDomain/retail/
reiml4/config

Retail Public Security APl Utility

Below are the credentials found in the wallet at the
location: /u00/webadmin/product/10.3.x/WLS/user_projects/domains / REIMDom
ain/retail /reim14/config

Application level key partition name:reiml4

User Name Alias:WLS-ALIAS User Name:weblogic

User Name Alias:RETAIL-ALIAS User Name:retail .user
User Name Alias:LDAP-ALIAS User Name:RETAIL.USER
User Name Alias:RMS-ALIAS User Name:rmsl4mock
User Name Alias:REIMBAT-ALIAS User Name:reimbat
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save_credential.sh
save_credential.sh is used to update the information in wallet. If you are unsure
about the information that is currently in the wallet, use dump_credentials.sh as
indicated above.
save_credential.sh -a <alias> -u <user> -p <partition name> -l <path of the
wallet file location where credentials are stored>
Example:

/u00/webadmin/mock14 testing/rtil/rtil/application/retail-public-security-api/bin>
save_credential _sh -1 wallet_test -a myalias -p mypartition -u myuser

Retail Public Security API Utility

Enter password:
Verify password:

Note: -pin the above command is for partition name. You
must specify the proper partition name used in application
code for each Java application.

save_credential.sh and dump_credentials.sh scripts are the
same for all applications. If using save_credential.sh to add a
wallet entry or to update a wallet entry, bounce the
application/managed server so that your changes are visible
to the application. Also, save a backup copy of your
cwallet.sso file in a location outside of the deployment path,
because redeployment or reinstallation of the application
will wipe the wallet entries you made after installation of the
application. To restore your wallet entries after a
redeployment/reinstallation, copy the backed up cwallet.sso
file over the cwallet.sso file. Then bounce the
application/managed server.

Usage

Retail Public Security APl Utility

usage: save_credential .sh -au[plh]
E.g- save _credential.sh -a rms-alias -u rms_user -p rib-rms -1 ./

-a,—-userNameAlias <arg> alias for which the credentials
needs to be stored

-h,--help usage information
-1,—-locationofWal letDir <arg> location where the wallet file is

created. If not specified, it creates the wallet under secure-credential-wallet
directory which is already present under the retail-public-security-api/

directory.
-p,——appLevelKeyPartitionName <arg> application level key partition name
-u,-—-userName <arg> username to be stored in secure

credential wallet for specified alias*
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How does the Wallet Relate to the Application?

The ORACLE Retail Java applications have the wallet alias information you create in an
<app-name>.properties file. Below is the reim.properties file. Note the database
information and the user are presented as well. The property called
datasource.credential.alias=RMS-ALIAS uses the ORACLE wallet with the argument of
RMS-ALIAS at the csm.wallet.path and csm.wallet.partition.name = reim14 to retrieve
the password for application use.

Reim.properties code sample:

datasource.url=jdbc:oracle:thin:@oocoxxx.us.oracle.com:1521:pkols07
datasource.schema.owner=rmsl4mock

datasource.credential .al ias=RMS-ALIAS

#
# ossa related Configuration

#

# These settings are for ossa configuration to store credentials.
#

csm.wal let. path=/u00/webadmin/product/10.3.x/WLS/user_projects/domains/REIMDomain/
retail/reiml4/config
csm.wallet_partition.name=reiml4

How does the Wallet Relate to Java Batch Program use?

Some of the ORACLE Retail Java batch applications have an alias to use when running
Java batch programs. For example, alias REIMBAT-ALIAS maps through the wallet to
dbuser RMS01APP, already on the database. To run a ReIM batch program the format
would be: reimbatchpgmname REIMBAT-ALIAS <other arguments as needed by the
program in question>

Database Credential Store Administration

The following section describes a domain level database credential store. This is used in
RPM login processing, SIM login processing, RWMS login processing, RESA login
processing and Allocation login processing and policy information for application
permission. Setting up the database credential store is addressed in the RPM, SIM,
RESA, RWMS, and Alloc 14.1.1 install guides.

The following sections show an example of how to administer the password stores thru
ORACLE Enterprise Manger Fusion Middleware Control, a later section will show how
to do this thru WLST scripts.
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1. The first step is to use your link to Oracle Enterprise Manager Fusion Middleware
Control for the domain in question. Locate your domain on the left side of the screen
and do a right mouse click on the domain and select Security > Credentials

@ Farm_APPDomain (Oracle Fusion Middleware Farm) - Oracle Enterprise Manager (weblogic) - Windows Internet Explorer

@U 4 |E‘ http://mspl2l15.us.oracle.com:17001/em/faces/as/as/wiFarmk le_ias_farm8_afrLoop=3806172013981283%% v ‘ s ‘ X | Google

Ttarget=Farm_APPD:

¢ Favorites 5. [@] Signing and Verifying JAR ... ] Web Slice Gallery =

28|~ [ Senvice - Oracle CRM 0... | = repos: rgbudocs/Install .. | @& Farm_APPDomain (.. | Site Search - Oracle Rets... |[€] Managing the Policy St.. i v B v = & v Pagev Ssfetyv Tools~ @~

% Find: | qaols27 | Previous Next | 7] Options + |

ORACLE Enterprise Manager 11g Fusion Middleware Centrol Setpw Helpw LogOut
Girame | 5 Topslogy
- Farm_APPDomain @ Loggedin as weblogic
=1 B Farm_APPDomain Page Refreshed Oct 25, 2013 12:32:17 PM EDT (2
(3 Appication Deployments
B [3 webLogic Domain -
o 5
d mup 1) U (9 -
Control »
Logs >
Status  Target ctates | Hoat CPU Usage
[ Me Port Usage Eployments (%)
- loslications 51 [ WebLogic Domain -
B 5] APPDomain
Application Deployment » Eremn
ppl ployr o 12115 5] Adminserver b msp12115.us.0ra 0.12
o B B Cluster-reim
y N reim-12116
Web Services s Custer roim 5l rem-12115 < msp12115.us.0ra
ADF Domain Configuration Loein o 12115 5l reim-12116 & msp12116.us.ora
Security Credentials o ) E g Cluster-rpm
Metadata Repositories Co &5l rpm-12115 & msp12115.us.0ra
I0BC Data Sources Security Provider Configuration & romet21s &5 rpm-12116 G mpinsusoa.. E
System MBean Browser & pm-12118 = B Clusterrsl
Application Polidies Cluster rpm &l rsh12115 & mpizususena
I} WebLogic Server Administration Console Application Reles b rpmetziss & rel-12116 & mp121busora L
o 12115 B B Cluster-sim
General Information System Polides Clustersl & sm-12115 @ meiSuson..
STEET o 12115 5l sm-12116 & msp12116.us.ora
B adtroky G | s ] [ Metadata Repositories L4
B G, sm-dient| Audit Store Cluster sim [Elmds-owsm msp12115.us.0ra -
@, sim-ciiermr [ sim-12115 =] Farm Resource Center (28
@) sim-cient < sim-12116 Before You Begin
B S, smhep Custer s (@ mntroduction to Crade Fusion Middieware
@sim-help O smetanss @) Understancing Key Oracle Fusion Middleware Farm Concepls
@ overview of Crade Fusion Middieware Administration Toals
sim-hel 5
= " T smuzus Typical Administration Tasks
El J,sim-server Cluster-sim (@ Getting Started Using Oradle Enterprise Manager Fusion Middleware Control
@ysim-server 4 sm-211s @) Navigating Within Fusion Middienare Control
@ sim-server I sim-12116 (@) Starting and Stopping Orace Fusion Middieware
(@) Deplaying 2n Application Using Fusion Middieware Contrel
Other Resources
%) Orade Fusion Middieware Resources on the Web
) orade Fusion Middleware Forums L4
Done i Local intranet | Protected Mode: Off fhov HI00% v

2. Click on Credentials and you will get a screen similar to the following. The following
screen is expanded to make it make more sense. From here you can administer

credentials.
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{8 Cordentio: fFrm APPDceni/APP D (Orace Wbl e Do) - vl e Manager v - Wi e Fapcre ol&
@Q-- le) it jmsgl 2115, e com:d P00L/em/ Taces/ac/as wiF Ttarget=Fam_APPDomaindtype=orace. ias famal_afrl cop=3806112013681283=% 'i‘flx HEI:«-;.‘e o
Sy Tavortes s [=) Sgning nd Verfying JAR .. & Web Sice Gallery =
5 - [ Seice- Dol CRMO.. | 2 repos rghudocstl.. | £ Credentals flam A X |EB St Sench - Oroce R [5] Mamagog hePoby St | |+ T v ) * 3 i v Bage Soeyv Teokw v
X Find: | qaole2? Pieions, Neat | (] Ot = |
ORACLE Enterprise Manager 11 Fusion ssaiware Conret Schow Heby LogOut
Hrame | 2 Topingy
a- APPDomain @ Logeed inas weblogic
IE &3 rom_sPPDoman 5 Weblage Do Pae Refresbed 0ct 25, 200 M o 12
[ Apphcaton Degloyments
:Df\'dimi:bnm Credentials
= =i nevomain| Ao i e repcstory of seauty data thot crtfy theoutherty of etesused by Jovs 2 JT. and ADF avplcatrs. Akt tre Credentil St o g, cansoldated
B Admicserver provadsr to store and manage ther medentials seaurely.
5 4 aseeen = rredential Stare Pravider
fgmbq" Scape Webloge Doman
@ g et Provider DB_ORMIE
E B Custersim
F [ Metadsta Hepotones JuresteMp spiresterey | et BoSem. | Gedenbsl ey tame @
Credenad Tipe Decrpton
B jorade.retal.sm .
7 b Fassword M
# rsl rpm-user Password
§ rb-user Password
7 ez Passsand
T serveruser Fassanrd £
§ datacourceer Puasserd
] 7 amer Faseword
4  sortokerriey Generic
& _jronis
7 A Pacaed £
T wser.sgrature.sat [
¥ DBALIAS - .
Dane G Local intranet | Protected Mode: OFF fa - K0 -
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The Create Map add above is to create a new map with keys under it. A map would
usually be an application such as rpm14. The keys will usually represent alias to various
users (database user, WebLogic user, LDAP user, etc). The application installer should
add the maps so you should not often have to add a map.

Creation of the main keys for an application will also be built by the application installer.
You will not be adding keys often as the installer puts the keys out and the keys talk to
the application. You may be using EDIT on a key to see what user the key/alias points to
and possibly change/reset its password. To edit a key/alias, highlight the key/alias in
question and push the edit icon nearer the top of the page. You will then get a screen as
follows:

& Credentials: /Farm APPDomain/APPDomain (Oracle WebLogic Domain) - Oracle Enterprise Manager (we - Windows Intemet Explorer (=6
g P g pl
@‘\JG [ B] http://mepl2115.us.oracle.com:17001/em/faces/as/as/wlF armHomeltarget=Farm_APPDomain&itype= oracle jas_fammé_sfrLoof 5 w4 % |[B Googie o~

.7 Favorites = E Signing and Verifying JAR ... & | Web Slice Gallery =

22|+ | =] Service - Oracle CRM0... | =; repos: rgbudocs/Install .. @& Credentials: /Farm A... 3 B Site Search - Oracle Reta... [=] Managing the Pelicy St... fi ~ B - = @ v Pagev Safety~ Taoks~ @~
Find: [ qaols2] | Previous Nest | 7] Options = |
ORACLE Enterprise Manager 11g Fusion Middieware Control Setpw Helpv LogOut
GiFarm v | 2 Topology
B~ APPDomain @ Loggedin as weblogic
= 53 Farm_APPDomain ] Weblogic Domain - Page Refreshed Oct 25, 2013 12:45:37 PM EDT (1)
[ [ Application Deployments
=) £ WebLogic Domain Credentials
7l ] [aPPDomain A credential store is the repository of security data that certify the authority of entities used by Java 2, 125, and ADF applications. Applications can use the Credential Store, a single, consolidated service
§| AdminServer provider to store and manage their credentials securely.
E B Clustereim =lCredential Store Provider

® Bl Clusterpm
® B Custerrs
& B Clustersim

Scope WebLogic Domain
Provider DB_ORACLE

# [ Metadata Repositories o CreateMap  op CreateKey | AEdt.. $Delete... | Credential Key Name ®

Credential Type Description

= [ joracle.reta.sim i
7 bip-user
iz [ Edit Key
@ rsl-rpm-user
3 rib:
T SelectMap rPM14
 rsl-rms-user key DE-ALIAS
@ server-user Type Passnord I ¥ou can enter a diferent user name for authentiation. E
@ datasource-user =1ser Name | 'ms01app
@ ldap-user *Password | aseese

[ 7 sso-token-key “Confim Password | esswes
= Crom14 Desaription

@ LDAP-ALIAS
@ user.signature 53
@ DB-ALIAS

l 0K Cancel

Done €& Local intranet | Protected Mode: Off ‘g v H10% ~

The screen above shows the map (rpm14) that came from the application installer, the
key (DB-ALIAS) that came from the application installer (some of the keys/alias are
selected by the person who did the application install, some are hard coded by the
application installer in question), the type (in this case password), and the user name and
password. This is where you would check to see that the user name is correct and reset
the password if needed. REMEMBER, a change to an item like a database password
WILL make you come into this and also change the password. Otherwise your
application will NOT work correctly.
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Managing Credentials with WSLT/OPSS Scripts

This procedure is optional as you can administer the credential store through the Oracle
enterprise manager associated with the domain of your application install for RPM, SIM,
RESA, or Allocation.

An Oracle Platform Security Scripts (OPSS) script is a WLST script, in the context of the
Oracle WebLogic Server. An online script is a script that requires a connection to a
running server. Unless otherwise stated, scripts listed in this section are online scripts
and operate on a database credential store. There are a few scripts that are offline, that is,
they do not require a server to be running to operate.

Read-only scripts can be performed only by users in the following WebLogic groups:
Monitor, Operator, Configurator, or Admin. Read-write scripts can be performed only by
users in the following WebLogic groups: Admin or Configurator. All WLST scripts are
available out-of-the-box with the installation of the Oracle WebLogic Server.

WLST scripts can be run in interactive mode or in script mode. In interactive mode, you
enter the script at a command-line prompt and view the response immediately after. In
script mode, you write scripts in a text file (with a py file name extension) and run it
without requiring input, much like the directives in a shell script.

For platform-specific requirements to run an OPSS script, see
http:/ /docs.oracle.com/cd/E21764_01/core.1111/e10043 /managepols.htm#CIHIBBDJ

The weakness with the WLST/OPSS scripts is that you have to already know your map
name and key name. In many cases, you do not know or remember that. The database
credential store way through enterprise manager is a better way to find your map and
key names easily when you do not already know them. A way in a command line mode
to find the map name and alias is to run orapki. An example of orapki is as follows:

/u00/webadmin/product/wls_apps/oracle_common/bin> ./orapki wallet display —
wallet
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/fmw
config

(where the path above is the domain location of the wallet)
Output of orapki is below. This shows map name of rpm14 and each alias in the wallet:
Oracle PKI Tool : Version 11.1.1.7.0

Requested Certificates:

User Certificates:

Oracle Secret Store entries:
rpm14@#3#@DB-ALIAS
rpm14@#3#@LDAP-ALIAS
rpm14@#3#@RETAIL.USER
rpm14@#3#@user.signature.salt
rpm14@#3#@user.signature.secretkey
rpm14@#3#@WEBLOGIC-ALIAS
rpm14@#3#@WLS-ALIAS

Trusted Certificates:

Subject: OU=Class 1 Public Primary Certification Authority,O=VeriSign\, Inc.,C=US
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listCred

OPSS provides the following scripts on all supported platforms to administer credentials
(all scripts are online, unless otherwise stated. You need the map name and the key name
to run the scripts below

e listCred

e updateCred

e createCred

e deleteCred

e modifyBootStrapCredential
e addBootStrapCredential

The script listCred returns the list of attribute values of a credential in the credential
store with given map name and key name. This script lists the data encapsulated in
credentials of type password only.

Script Mode Syntax
listCred.py -map mapName -key keyName

Interactive Mode Syntax

listCred(map="mapName"*, key="keyName'")

The meanings of the arguments (all required) are as follows:
e map specifies a map name (folder).

e key specifies a key name.

Examples of Use:

The following invocation returns all the information (such as user name, password, and
description) in the credential with map name myMap and key name myKey:

listCred.py -map myMap -key myKey

The following example shows how to run this command and similar credential
commands with WLST:

/u00/webadmin/product/wls_apps/oracle_common/common/bin>
sh wist.sh

Initializing WebLogic Scripting Tool (WLST)...

Welcome to WebLogic Server Administration Scripting Shell

wls:/offline> connect("weblogic®, "password123*, ">xxxxxx.us.oracle.com:17001")
Connecting to t3://xoxxx.us.oracle.com:17001 with userid weblogic ...
Successfully connected to Admin Server “AdminServer® that belongs to domain
*APPDomain® .

wls:/APPDomain/serverConfig> listCred(map=""rpml4",, key="DB-ALIAS'")
Already in Domain Runtime Tree

[Name : rmsOlapp, Description : null, expiry Date : null]

PASSWORD:retail

*The above means for map rpml4 in APPDomain, alias DB-ALIAS points to database
user rmsOlapp with a password of retail
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updateCred

createCred

deleteCred

The script updateCred modifies the type, user name, and password of a credential in
the credential store with given map name and key name. This script updates the data
encapsulated in credentials of type password only. Only the interactive mode is
supported.

Interactive Mode Syntax

updateCred(map=""mapName'*, key="keyName', user="'userName", password=""passW",
[desc="description’])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

e map specifies a map name (folder) in the credential store.
e key specifies a key name.

e user specifies the credential user name.

e password specifies the credential password.

e desc specifies a string describing the credential.
Example of Use:

The following invocation updates the user name, password, and description of the
password credential with map name myMap and key name myKey:
updateCred(map=""myMap'*, key="myKey", user="myUsr", password="myPassw'")

The script createCred creates a credential in the credential store with a given map
name, key name, user name and password. This script can create a credential of type
password only. Only the interactive mode is supported.

Interactive Mode Syntax

createCred(map="mapName", key=""keyName', user="'userName', password=""passW',
[desc=""description'])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

e map specifies the map name (folder) of the credential.
¢ key specifies the key name of the credential.

e user specifies the credential user name.

e password specifies the credential password.

e desc specifies a string describing the credential.
Example of Use:

The following invocation creates a password credential with the specified data:
createCred(map="myMap'*, key="myKey', user="myUsr', password="myPassw'")

The script deleteCred removes a credential with given map name and key name from
the credential store.

Script Mode Syntax
deleteCred.py -map mapName -key keyName
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Interactive Mode Syntax

deleteCred(map="mapName'*, key="keyName'")

The meanings of the arguments (all required) are as follows:

e map specifies a map name (folder).

e Kkey specifies a key name.

Example of Use:

The following invocation removes the credential with map name myMap and key name
myKey:

deleteCred.py -map myMap -key myKey

modifyBootStrapCredential

The offline script mod i fyBootStrapCredential modifies the bootstrap credentials
configured in the default jps context, and it is typically used in the following scenario:
suppose that the policy and credential stores are LDAP-based, and the credentials to
access the LDAP store (stored in the LDAP server) are changed. Then this script can be
used to seed those changes into the bootstrap credential store.

This script is available in interactive mode only.

Interactive Mode Syntax

modi fyBootStrapCredential (JpsConfigFile="pathName', username="'usrName',
password=""usrPass'")

The meanings of the arguments (all required) are as follows:

e jpsConTigFi le specifies the location of the file jps-config.xml relative to the
location where the script is run. Example location:
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig. Example location of the bootstrap wallet is
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig/bootstrap

e username specifies the distinguished name of the user in the LDAP store.
e password specifies the password of the user.
Example of Use:

Suppose that in the LDAP store, the password of the user with distinguished name
cn=orcladmin has been changed to welcomel, and that the configuration file jps-
config.xml is located in the current directory.Then the following invocation changes
the password in the bootstrap credential store to we lcome1l:

modi fyBootStrapCredential (JpsConfigFile="_/jps-config.xml”,
username="cn=orcladmin®, password="welcomel®)

Any output regarding the audit service can be disregarded.
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addBootStrapCredential

The offline script addBootStrapCredential adds a password credential with given
map, key, user name, and user password to the bootstrap credentials configured in the
default jps context of a jps configuration file.

Classloaders contain a hierarchy with parent classloaders and child classloaders. The
relationship between parent and child classloaders is analogous to the object relationship
of super classes and subclasses. The bootstrap classloader is the root of the Java
classloader hierarchy. The Java virtual machine (JVM) creates the bootstrap classloader,
which loads the Java development kit (JDK) internal classes and java.* packages
included in the JVM. (For example, the bootstrap classloader loads
jJava.lang.String.)

This script is available in interactive mode only.

Interactive Mode Syntax

addBootStrapCredential (JpsConfigFile=""pathName', map="mapName", key="'keyName',
username=""usrName", password=""usrPass'")

The meanings of the arguments (all required) are as follows:

e jpsConTigFi le specifies the location of the file jps-conTig.xml relative to the
location where the script is run. Example location:
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig

e map specifies the map of the credential to add.
e Kkey specifies the key of the credential to add.
e username specifies the name of the user in the credential to add.

e password specifies the password of the user in the credential to add.
Example of Use:

The following invocation adds a credential to the bootstrap credential store:

addBootStrapCredential (JpsConFigFile="_/jps-config.xml”", map="myMapName~,
key="myKeyName", username="myUser”, password ="myPass”)
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
RMS batch DB <RMS batch install dir n/a <Database <rms Compile, |Installer n/a Alias hard-coded by
(RETAIL_HOME)>/.wallet SID>_<Data |schema execution installer
base schema | owner>
owner>
RMS forms DB <forms install n/a <Database <rms Compile | Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema installer
base schema | owner>
owner>
ARI forms DB <forms install n/a <Db_Ari01> | <ari schema [ Compile | Manual ari-alias
dir>/base/.wallet owner>
RMWS forms | PB <forms install n/a <Database <rwms Compile | Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema forms, installer
base schema | owner> execute
owner> batch
RPM batch DB <RPM batch install n/a <rms <rms Execute Manual rms-alias RPM plsql and sqlldr
plsgl and dir>/.wallet schema schema batch batches
sqlldr owner owner>
alias>
RWMS auto- |JAVA <forms install
login dir>/base/ javawallet
<RWMS <RWMS <RWMS RWMS Installer rwmsl14inst
Installation | database schema forms app
name> user alias> owner> to avoid
dblogin
screen
<RWMS BI_ALIAS <BI RWMS Installer n/a Alias hard-coded by
Installation Publisher [ forms app installer
name> administrat | to connect
ive user> to BI
Publisher
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
AIP app JAVA | <weblogic domain Each alias must be
home> /retail / <deployed unique
aip app
name>/config
aipl4 <AIP <AIP App use |Installer aip-
weblogic weblogic weblogic-
user alias> | user name> alias
aip14 <AIP <AIP App use |Installer aipOluser-
database database alias
schema user | schema
alias> user name>
aipl4 <rib-aip <rib-aip App use |Installer rib-aip-
weblogic weblogic weblogic-
user alias> | user name> alias
RPM app DB Map=rpm14 | Many for ;webloglc df(.)m?m
credenti or what you | app use on.le>./ con 1g/ mwc
al store called the onfig/jps-config.xml
app at install has info on the
time. credential store. This
directory also has the
domain cwallet.sso
file.
RPM app JAVA [ <weblogic domain Each alias must be
home>/retail /<deployed unique
rpm app
name>/config
rpm14 <rpm <rpm App use |Installer rpm-
weblogic weblogic weblogic-
user alias> | user name> alias
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
rpml4 <rpm batch | <rpm batch | App, Installer RETAIL.US
user name> | user name> | batch use ER
is the alias.
Yes, here
alias name =
user name
JAVA | <retail_home>/orpatch/co Each alias must be
nfig/javaapp_rpm unique
retail_install | <rpm <rpm App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms shema | <rms App, Installer rmsQluser-
er user alias> | shema user |batch use alias
name>
retail_install | <reim batch | <reim batch | App, Installer reimbat-
er user alias> | user name> | batch use alias
retail_install | <LDAP- cn=rpm.ad |LDAP Installer LDAP_ALI
er ALIAS> min,cn=Use | user use AS
rs,dc=us,dc
=oracle,dc=
com
RelM app JAVA <weblogic dgmain Ea;h alias must be
home>/retail /<deployed unique
reim app
name>/config
<installed <reim <reim App use |Installer weblogic-
app name, weblogic weblogic alias
ex: reim14> | user alias> user name>
<installed <rms shema | <rms App, Installer rmsQluser-
app name, user alias> [ shema user |batch use alias
ex: reim14> name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <reim <reim App use |Installer reimwebser
app name, webservice | webservice vice-alias
ex: reiml14> | validation validation
user alias> | user name>
<installed <reim batch | <reim batch | App, Installer reimbat-
app name, user alias> | user name> | batch use alias
ex: reim14>
<installed <LDAP- cn=REIM.A | LDAP Installer LDAP_ALI
app name, ALIAS> DMIN,cn= | user use AS
ex: reim14> Users,dc=u
s,dc=oracle,
dc=com
JAVA <retail_home>/orpatch/co Each alias must be
nfig/javaapp_reim unique
retail_install | <reim <reim App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms shema | <rms App, Installer rmsQluser-
er user alias> | shema user |batch use alias
name>
retail_install | <reim <reim App use |Installer reimwebser
er webservice | webservice vice-alias
validation validation
user alias> | user name>
retail_install | <reim batch | <reim batch | App, Installer reimbat-
er user alias> | user name> | batch use alias
retail_install | <LDAP- cn=REIM.A | LDAP Installer LDAP_ALI
er ALIAS> DMIN,cn= | user use AS
Users,dc=u
s,dc=oracle,
dc=com
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
RESA app DB Map=resal4 | Many for ;weblogic df(.)me;in
credenti or what you |login and on.le>./ con 1g/ mwc
al store called the policies onflg/ jps-config.xml
app at install has info on the
time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
RESA app JAVA [ <weblogic domain Each alias must be
home>/retail /<deployed unique
resa app
name>/config
<installed <resa <resa App use |Installer wlsalias
app name> | weblogic weblogic
user alias> | user name>
<installed <resa <rmsdb App use |Installer Resadb-alias
app name> |schemadb [shema user
user alias> | name>
<installed <resa <rmsdb App use | Installer resa-alias
app name> | schema user | shema user
alias> name>>
JAVA | <retail_home>/orpatch/co Each alias must be

nfig/javaapp_resa

unique

Installation Guide 169




Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
retail_install | <resa <resa App use |Installer wlsalias
er weblogic weblogic
user alias> | user name>
retail_install | <resa <rmsdb App use |Installer Resadb-alias
er schema db | shema user
user alias> | name>
JAVA <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_rasrm
retail_install | <alloc <alloc App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
Alloc app DB Map=alloc | Many for <weblogic d(?main
credenti 14 or what | login and hon.le>./ conﬁg/ fmwe
al store you called policies onflg /jps-config.xml
the app at has info on the
install time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
Alloc app JAVA [ <weblogic domain Each alias must be

home>/retail /config

unique
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <alloc <alloc App use |Installer weblogic-
app name> | weblogic weblogic alias
user alias> | user name>
<installed <rms <rms App use | Installer dsallocAlias
app name> | schema user |schema
alias> user name>
<installed <alloc batch | <SYSTEM_ | Batch use | Installer alloc14
app name> | user alias> ADMINIST
RATOR>
JAVA <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_alloc
retail_install | <alloc <alloc App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms <rms App use |Installer dsallocAlias
er schema user | schema
alias> user name>
retail_install | <alloc batch | <SYSTEM_ | Batch use |[Installer alloc14
er user alias> ADMINIST
RATOR>
JAVA <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_rasrm
retail_install | <alloc <alloc App use |Installer weblogic-
er weblogic weblogic alias

user alias>

user name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
DB Map=oracle. | Aliases <weblogic domain
SIM app h fio /f
credenti retail.sim required for on.le>./ con 1g/ mwc
al store SIM app use onfig/jps-config.xml
has info on the
credential store. This
directory also has the
domain cwallet.sso
file.
JAVA <weblogic domain oracle.retail. | <simbatch |<simbatch | Appuse |Installer BATCH-
home>/retail /<deployed |sim user alias> | user name> ALIAS
sim app
name>/batch/resources/c
onf
JAVA [ <weblogic domain oracle.retail. | <sim <sim App use |Installer WIRELESS-
home>/retail /<deployed |[sim wireless wireless ALIAS
sim app user alias> | user name>
name>/wireless/resources
/conf
RETL JAVA <RETL n/a <target <target App use | Manual User may vary
home>/etc/security application | application retl_java_rm dePe,ndmg on RETL
user alias> | db userid> sO0luser flow’s target application
RETL DB <RETL home>/.wallet n/a <target <target App use | Manual <db>_<user | User may vary
application | application > dePe,ndmg on RETL
user alias> | db userid> flow’s target application
RIB JAVA [ <RIBHOME <app> is one of aip,
DIR>/deployment- rfm, rms, rpm, sim,
home/conf/security rwms, tafr
IMS jms<1-5> <jms user <jms user Integra- Installer jms-alias
alias> for name> for | tion use
jms<1-5> jms<1-5>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
WebLogic rib-<app>- <rib-app <rib-app Integra- Installer weblogic-
app-server- | weblogic weblogic tion use alias
instance user alias> user name>
Admin GUI rib- <rib-app <rib-app Integra- | Installer admin-gui-
<app>#web- |admingui |admingui [ tion use alias
app-user- user alias> | user name>
alias
Application rib- <app <app Integra- Installer app-user- Valid only for aip,
<app>#user- | weblogic weblogic tion use alias rpm, sim
alias user alias> | user name>
DB rib- <rib-app <rib-app Integra- | Installer db-user- Valid only for rfm,
<app>#app- | database database tion use alias rms, rwms, tafr
db-user-alias | schema user | schema
alias> user name>
Error rib- <rib-app <rib-app Integra- Installer hosp-user-
Hospital <app>#hosp | error error tion use alias
-user-alias hospital hospital
database database
schema user | schema
alias> user name>
RFI Java <RFI-HOME> /retail-
financial-integration-
solution/service-based-
integration/conf/security
<installed rfiAppServe | <rfi App use |Installer rfiAppServe
app name> | rAdminServ | weblogic rAdminServ
erUserAlias | user name> erUserAlias
<installed rfiAdminUi | <ORFI App use |Installer rfiAdminUi
app name> | UserAlias admin UserAlias
user>
<installed rfiDataSourc | <ORFI App use |Installer rfiDataSourc
app name> |eUserAlias [schema eUserAlias

user name>
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed ebsDataSour | <EBS App use |Installer ebsDataSour
app name> | ceUserAlias |schema ceUserAlias
user name>
<installed smtpMailFr | <From App use | Installer smtpMailFr
app name> | omAddress [email omAddress
Alias address> Alias
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Appendix: Database Parameter File

# Copyright (c) 2014 by Oracle Corporation

# Oracle 12.1.0.x Parameter file

# NOTES: Before using this script:

# 1. Change <datafile _path>, <admin_path>, <utl_file_path>, <diag_path>
and <hostname>

# values as appropriate.

# 2. Replace the word SID with the database name.

# 3. Size parameters as necessary for development, test, and production
environments.

-audit_file_dest=full_path of audit _dir

.audit_trail="db"

.compatible="12.1.0.0.0"
.control_files="full_path of controlfile 17, "full_path of controlfile 2~

¥ % % 3

Memory Settings:
xXxXxXM = Some reasonable starting value for your environment.

#* #*

-db_block_size=xxxM
.db_cache_size=xxxM
-Java_pool_size=xxxM
-memory_target=>xxxM
-pga_aggregate_target=cxM
-shared_pool_size=xxxM
.streams_pool_size=xxxM

*oX b X ok X %

.db_block size=8192

.db_domain=""

.db_name="dbName*"
.diagnostic_dest="full_path of diag dir*"
-enable_pluggable_database=true|false
-fast _start mttr_target=900
-nls_calendar="GREGORIAN"

-nls_date format="DD-MON-RR*"
-nls_language="AMERICAN"
-nls_numeric_characters="_,"
-nls_sort=BINARY

-open_cursors=900

.0s_authent prefix=""

-plsgl_optimize level=2
-processes=2000
-query_rewrite_enabled="true*
-remote_dependencies_mode="SIGNATURE"
-remote_login_passwordfile="EXCLUSIVE*"
.remote_os_authent=true
.sec_case_sensitive_logon=false
-undo_tablespace="UNDOTBS1"

X R X b % b 3k o ok X % X ok X o X o X % ¥
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Appendix: Installation Order

This section provides a guideline as to the order in which the Oracle Retail applications
should be installed. If a retailer has chosen to use some, but not all, of the applications
the order is still valid less the applications not being installed.

Note: The installation order is not meant to imply
integration between products.

Enterprise Installation Order

N o o ks~ Dde

10.
11.
12.

13.
14.
15.
16.
17.
18.
19.
20.
21.

Oracle Retail Merchandising System (RMS), Oracle Retail Trade Management (RTM)
Oracle Retail Sales Audit (ReSA)

Oracle Retail Extract, Transform, Load (RETL)

Oracle Retail Active Retail Intelligence (ARI)

Oracle Retail Warehouse Management System (RWMS)

Oracle Retail Invoice Matching (RelM)

Oracle Retail Price Management (RPM)

Note: During installation of RPM, you are asked for the
RIBforRPM provider URL. Because RIB is installed after
RPM, make a note of the URL you enter. To change the

RIBforRPM provider URL after you install RIB, edit the

remote_service_locator_info_ribserver.xml file.

Oracle Retail Allocation

Oracle Retail Central Office (ORCO)

Oracle Retail Returns Management (ORRM)
Oracle Retail Back Office (ORBO)

Oracle Retail Store Inventory Management (SIM)

Note: During installation of SIM, you are asked for the RIB
provider URL. Because RIB is installed after SIM, make a
note of the URL you enter. To change the RIB provider URL
after you install RIB, edit the
remote_service_locator_info_ribserver.xml file.

Oracle Retail Predictive Application Server (RPAS)

Oracle Retail Demand Forecasting (RDF)

Oracle Retail Category Management (RCM)

Oracle Retail Replenishment Optimization (RO)

Oracle Retail Analytic Parameter Calculator Replenishment Optimization (APC RO)
Oracle Retail Regular Price Optimization (RPO)

Oracle Retail Merchandise Financial Planning (MFP)

Oracle Retail Size Profile Optimization (SPO)

Oracle Retail Assortment Planning (AP)
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22.
23.
24,
25.
26.
27.
28.
20.
30.

31.
32.
33.

34.

35.

Oracle Retail Item Planning (IP)

Oracle Retail Item Planning Configured for COE (IP COE)
Oracle Retail Advanced Inventory Planning (AIP)

Oracle Retail Analytics

Oracle Retail Advanced Science Engine (ORASE)

Oracle Retail Integration Bus (RIB)

Oracle Retail Service Backbone (RSB)

Oracle Retail Financial Integration (ORFI)

Oracle Retail Point-of-Service (ORPOS)

=  Oracle Retail Mobile Point-of-Service (ORMPOS) (requires ORPOS)
Oracle Retail Markdown Optimization (MDO)

Oracle Retail Clearance Optimization Engine (COE)

Oracle Retail Analytic Parameter Calculator for Markdown Optimization
(APC-MDO)

Oracle Retail Analytic Parameter Calculator for Regular Price Optimization
(APC-RPO)

Oracle Retail Macro Space Planning (MSP)

The Oracle Retail Enterprise suite includes Macro Space Planning. This can be
installed independently of and does not affect the installation order of the other
applications in the suite. If Macro Space Planning is installed, the installation order
for its component parts is:

=  Oracle Retail Macro Space Management (MSM)

=  Oracle Retail In-Store Space Collaboration (ISSC) (requires MSM)

=  Oracle Retail Mobile In-Store Space Collaboration (requires MSM and ISSC)
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