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Value-Added Reseller (VAR) Language

Oracle Retail VAR Applications

The following restrictions and provisions only apply to the programs referred to in this section and
licensed to you. You acknowledge that the programs may contain third party software (VAR
applications) licensed to Oracle. Depending upon your product and its version number, the VAR
applications may include:

(i) the MicroStrategy Components developed and licensed by MicroStrategy Services Corporation
(MicroStrategy) of McLean, Virginia to Oracle and imbedded in the MicroStrategy for Oracle Retail
Data Warehouse and MicroStrategy for Oracle Retail Planning & Optimization applications.

(if) the Wavelink component developed and licensed by Wavelink Corporation (Wavelink) of
Kirkland, Washington, to Oracle and imbedded in Oracle Retail Mobile Store Inventory
Management.

(iii) the software component known as Access Via™ licensed by Access Via of Seattle, Washington,
and imbedded in Oracle Retail Signs and Oracle Retail Labels and Tags.

(iv) the software component known as Adobe Flex™ licensed by Adobe Systems Incorporated of
San Jose, California, and imbedded in Oracle Retail Promotion Planning & Optimization
application.

You acknowledge and confirm that Oracle grants you use of only the object code of the VAR
Applications. Oracle will not deliver source code to the VAR Applications to you. Notwithstanding
any other term or condition of the agreement and this ordering document, you shall not cause or
permit alteration of any VAR Applications. For purposes of this section, "alteration" refers to all
alterations, translations, upgrades, enhancements, customizations or modifications of all or any
portion of the VAR Applications including all reconfigurations, reassembly or reverse assembly, re-
engineering or reverse engineering and recompilations or reverse compilations of the VAR
Applications or any derivatives of the VAR Applications. You acknowledge that it shall be a breach
of the agreement to utilize the relationship, and/or confidential information of the VAR
Applications for purposes of competitive discovery.

The VAR Applications contain trade secrets of Oracle and Oracle's licensors and Customer shall
not attempt, cause, or permit the alteration, decompilation, reverse engineering, disassembly or
other reduction of the VAR Applications to a human perceivable form. Oracle reserves the right to
replace, with functional equivalent software, any of the VAR Applications in future releases of the
applicable program.
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Send Us Your Comments

Oracle Retail Store Inventory Management, Installation Guide, Release 14.1.3.2NT

Oracle welcomes customers' comments and suggestions on the quality and usefulness of
this document.

Your feedback is important, and helps us to best meet your needs as a user of our
products. For example:

Are the implementation steps correct and complete?

Did you understand the context of the procedures?

Did you find any errors in the information?

Does the structure of the information help you with your tasks?

Do you need different information or graphics? If so, where, and in what format?
Are the examples correct? Do you need more examples?

If you find any errors or have any other suggestions for improvement, then please tell us
your name, the name of the company who has licensed our products, the title and part
number of the documentation and the chapter, section, and page number (if available).

Note: Before sending us your comments, you might like to
check that you have the latest version of the document and if
any concerns are already addressed. To do this, access the
Online Documentation available on the Oracle Technology
Network Web site. It contains the most current
Documentation Library plus all documents revised or
released recently.

Send your comments to us using the electronic mail address: retail-doc_us@oracle.com
Please give your name, address, electronic mail address, and telephone number
(optional).

If you need assistance with Oracle software, then please contact your support
representative or Oracle Support Services.

If you require training or instruction in using Oracle software, then please contact your
Oracle local office and inquire about our Oracle University offerings. A list of Oracle
offices is available on our Web site at www.oracle.com.


http://www.oracle.com/




Audience

Preface

Oracle Retail Installation Guides contain the requirements and procedures that are
necessary for the retailer to install Oracle Retail products.

This Installation Guide is written for the following audiences:
= Database administrators (DBA)

* System analysts and designers

* Integrators and implementation staff

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https:/ /support.oracle.com

When contacting Customer Support, please provide the following;:

Product version and program/module name

Functional and technical description of the problem (include business impact)
Detailed step-by-step instructions to re-create

Exact error message received

Screen shots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for
example, 14.1) or a later patch release (for example, 14.1.3). If you are installing the base
release or additional patch releases, read the documentation for all releases that have
occurred since the base release before you begin installation. Documentation for patch
releases can contain critical information related to the base release, as well as information
about code changes since the base release.

Xi
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Improved Process for Oracle Retail Documentation Corrections

Improved Process for Oracle Retail Documentation Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
times not be attached to a numbered software release; instead, the Oracle Retail
document will simply be replaced on the Oracle Technology Network Web site, or, in the
case of Data Models, to the applicable My Oracle Support Documentation container
where they reside.

This process will prevent delays in making critical corrections available to customers. For
the customer, it means that before you begin installation, you must verify that you have
the most recent version of the Oracle Retail documentation set. Oracle Retail
documentation is available on the Oracle Technology Network at the following URL:
http://ww. oracl e. com t echnet wor k/ docunent ati on/ oracl e-retail -100266. ht ni
An updated version of the applicable Oracle Retail document is indicated by Oracle part
number, as well as print date (month and year). An updated version uses the same part
number, with a higher-numbered suffix. For example, part number E123456-02 is an
updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all previous
versions.

Oracle Retail Documentation on the Oracle Technology Network

Oracle Retail product documentation is available on the following web site:
http://ww. oracl e. com t echnet wor k/ docunent ati on/ oracl e-retail - 100266. ht ni

(Data Model documents are not available through Oracle Technology Network. You can
obtain them through My Oracle Support.)

Conventions

Navigate: This is a navigate statement. It tells you how to get to the start of the procedure
and ends with a screen shot of the starting point and the statement “the Window Name
window opens.”

This is a code sample
It is used to display examples of code

Xii
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Preinstallation Tasks

This chapter discusses the tasks to complete before installation.

Implementation Capacity Planning

There is significant complexity involved in the deployment of Oracle Retail applications,
and capacity planning is site specific. Oracle Retail strongly suggests that before
installation or implementation you engage your integrator (such as the Oracle Retail

Consulting team) and hardware vendor to request a disk sizing and capacity planning
effort.

Sizing estimates are based on a number of factors, including the following:
=  Workload and peak concurrent users and batch transactions

* Hardware configuration and parameters

* Data scarcity

= Application features utilized

* Length of time history is retained

Additional considerations during this process include your high availability needs as
well as your backup and recovery methods.

Installation Guide 1



Check Supported Database Server Requirements

Check Supported Database Server Requirements

General Requirements for a database server running SIM include:

Supported On

Versions Supported

Database Server OS OS certified with Oracle Database 19¢ Enterprise Edition.
Options are:
»  Oracle Linux 7 for x86-64 (Actual hardware or Oracle virtual
machine).
* Red Hat Enterprise Linux 7 for x86-64 (Actual hardware or
Oracle virtual machine).
=  AIX7.2 (Actual hardware or LPARs)
*  Solaris 11.x SPARC (Actual hardware or logical domains)
Database Server 12cR1 Oracle Database Enterprise Edition 19¢ (19.3.0.0.0) with the

following specifications:
Components:

*  Oracle Partitioning

=  Examples CD

Other components:

= Perl interpreter 5.0 or later
=  X-Windows interface

= JDK18

2 Oracle Retail Store Inventory Management




Check Supported Application Server Requirements

Check Supported Application Server Requirements

The SIM application must be deployed on Oracle WebLogic 10.3.6

Note: SIM is certified to work with only Oracle Internet
Directory LDAP server (OID), as specified in the Application
Server Requirements section of the SIM Installation Guide.
The sample, unsupported .1dif files that SIM includes are
provided only as reference.

General requirements for an Oracle WebLogic Server capable of running the SIM
application include the following.

Supported on:

Versions Supported:

Application Server OS

OS certified with Oracle Fusion Middleware 12.2.1.4
Options are:

= Oracle Linux 6 and 7 for x86-64 (Actual hardware or Oracle
virtual machine).

= Red Hat Enterprise Linux 6 and 7 for x86-64 (Actual hardware or
Oracle virtual machine).

= AIX7.2 (Actual hardware or LPARs)
=  Solaris 11.x SPARC (Actual hardware or logical domains)

Application Server

Oracle Fusion Middleware 12.2.1.4

Components:

e FMW 12.2.1.4 Infrastructure (WLS and ADF included)
e  Oracle Identity Management 12.2.1.4

e  Oracle Enterprise Manager 12.2.1.4

Note: Oracle Internet Directory (OID) is the supported LDAP
directory for Oracle Retail products. For alternate LDAP directories,
refer to Oracle WebLogic documentation set.

Java:
e JDK 1.8+ 64 bit

Optional (required for running reports)

® Bl Publisher 12.2.1.4 for legacy reports

Note: OBIEE 12.2.1.4 release does not support standalone BI Publisher
installation with new installation (Doc ID 2472158.1),s0 install OBIEE
12.2.1.3 and upgrade it to 12.2.1.4.

Please refer OBIEE 12.2.1.4 Installation guide for compatible FMW
infrastructure version - Oracle Business Intelligence Publisher
12.2.1.4.0

Optional (required for SSO)

e Oracle WebTier 12c (12.2.1.4)
Oracle Access Manager (12.1.2.4)

Installation Guide 3
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Check Single Sign-On Requirements

Check Single Sign-On Requirements

If SIM is not being deployed in a Single Sign-On environment, skip this section.

If Single Sign-On is to be used, verify the Oracle Identity Management has been installed
along with the components listed in the above Application Server requirements section.
Verify the Oracle WebTier Server is registered with the Oracle Access Manager as a

partner application.

Check Directory Server Requirements

SIM uses directory server based user authentication and searching. For LDAP, SIM is
supported with the following directory servers:

*  Oracle Identity Management 12.2.1.4

Check Third-Party Software Dependencies

*  Oracle Retail Wireless Foundation Server, provided by Wavelink 5.x.

Check Client PC and Web Browser Requirements

Requirement

Versions

Operating system

Windows 10

Note: Oracle Retail assumes that the retailer has ensured its
Operating System has been patched with all applicable Windows
updates.

Oracle (Sun) Java Runtime Java 8+

Environment (JRE)

Browser Microsoft Edge 44+
Microsoft Internet Explorer 11
Mozilla Firefox ESR 60+
Chrome 73+

The browser is used to launch the Java WebStart client.

Note: Oracle Retail does not recommend or support
installations with less than 128 kb bandwidth available
between the PC client and the data center. Limiting the client
to less than 128 kb total available bandwidth causes
unpredictable network utilization spikes, and performance
of the client degrades below requirements established for the
product. The 128 kb requirement provides reasonable,
predictable performance and network utilization.

4 Oracle Retail Store Inventory Management




Supported Oracle Retail Products

Supported Oracle Retail Products

The following Oracle Retail products can be integrated with SIM. Next to each product is
an indication of whether it is required or optional for SIM to function properly:

*  Retail Integration Bus (RIB) 14.1.3 and all subsequent patches and hot fixes -
Required

Although typically used to integrate SIM with RMS, RIB can also be used to integrate
SIM with other merchandising systems.

Note: RIB requires custom modifications to use a
merchandising system other than RMS.

Retail Merchandising System (RMS) 14.1.3 - Optional
*  Oracle Retail Price Management 14.1.3 - Optional
=  Oracle Retail POS Suite 14.1.3 - Optional

The above products can be installed before or after SIM. However, it is helpful to know
the connection details for the other products ahead of time so that you can provide them
to the SIM application installer, which will configure the connection points for you.

UNIX User Account Privileges to Install the Software

A UNIX user account is needed to install the software. The UNIX user that is used to
install the software should have write access to the WebLogic server installation files.

For example, “oretail.”

Note: Installation steps will fail when trying to modify files
under the WebLogic installation unless the user has write
access.

SIM Installation Overview

The following basic steps are required to install and set up SIM for the first time.

1. Install the database (with or without RAC).

2. Install application server (WebLogic) if it has not been installed

3. Install the SIM database schema

4. Set role-based access control. See Chapter 3 of the Oracle Retail Store Inventory
Management Implementation Guide, Volume 1 for instructions.

5. Install the SIM application.

6. Run data-seeding from RMS (Applicable only if SIM integrate with RMS)

Installation Guide 5






2

RAC and Clustering

The Oracle Retail Store inventory Management System has been validated to run in two
configurations on Linux:

» Standalone Oracle Application Server or Web Logic Server and Database
installations

* Real Application Cluster Database and Oracle Application Server or Web Logic
Server Clustering

The Oracle Retail products have been validated against a 19c RAC database. When using
a RAC database, all JDBC connections should be configured to use THIN connections
rather than OCI connections.

Clustering for Web Logic Server 10.3.6 is managed as an Active-Active cluster accessed
through a Load Balancer. Validation has been completed utilizing a RAC 19c Oracle
Internet Directory database with the Web Logic 10.3.6 cluster. It is suggested that a Web
Tier 11.1.1.9 installation be configured to reflect all application server installations if SSO
will be utilized.

References for Configuration:

e Oracle® Fusion Middleware High Availability Guide 11g Release 1 (11.1.1) Part
Number E10106-09

e Oracle Real Application Clusters Administration and Deployment Guide
19¢ (19.3.0.0.0) E95728-07

Installation Guide 7






3
Database Installation Tasks

This chapter describes the tasks required for a full database installation.

Note: If the SIM 14.1.3 software is already installed, please
see “Database Installation Tasks - Patch” for information
on Patching to SIM 14.1.3.2NT

Expand the SIM Database Schema Installer Distribution

1. Log in to the UNIX server as a user which has sufficient access to run sqlplus from
the Oracle Database installation.

2. Create a new staging directory for the SIM database schema installer distribution
(sim14-db.zip). There should be a minimum of 50 MB disk space available for the
database schema installation files. This location is referred to as INSTALL_DIR for
the remainder of this chapter.

3. Copy sim14-db.zip to <INSTALL_DIR> and extract its contents.

Required Database Character Set

SIM 14.1.3.2NT databases should be created with the AL32UTF8 database character set.
This will ensure support for characters of all languages supported by SIM and ensure
proper integration with other Oracle Retail applications.

Installation Guide 9



Required Tablespaces

Required Tablespaces

Before you run the SIM database schema installer, make sure that the required
tablespaces have been created in the database: RETAIL_INDEX, RETAIL_DATA, USERS,
and LOB_DATA. Shown below are examples of how to create tablespaces.

Tablespace Creation

CREATE TABLESPACE RETAIL INDEX DATAFILE
'<datafile path>/RETAIL INDEXOl.dbf' SIZE 500M
AUTOEXTEND ON NEXT 100M MAXSIZE 2000M
EXTENT MANAGEMENT LOCAL
SEGMENT SPACE MANAGEMENT AUTO
CREATE TABLESPACE RETAIL DATA DATAFILE
'<datafile path>/RETAIL DATAOl.dbf' SIZE 500M
AUTOEXTEND ON NEXT 100M MAXSIZE 2000M
EXTENT MANAGEMENT LOCAL
SEGMENT SPACE MANAGEMENT AUTO
CREATE TABLESPACE USERS DATAFILE
'<datafile path>/usersOl.dbf' SIZE 100M
AUTOEXTEND ON NEXT 100M MAXSIZE 2000M
EXTENT MANAGEMENT LOCAL
SEGMENT SPACE MANAGEMENT AUTO
CREATE TABLESPACE LOB DATA DATAFILE
'<datafile path>/lob dataOl.dbf' SIZE 50M
AUTOEXTEND ON NEXT 100M MAXSIZE 2000M
EXTENT MANAGEMENT LOCAL
SEGMENT SPACE MANAGEMENT AUTO

Create the SIM Database User

The user in the database which will own the SIM tables must be created prior to running
the SIM database schema installer. A create_user.sql script has been provided that can be
used for this:

<INSTALL_DIR>/sim/dbschema/dbutils/create_user.sql

The script takes three arguments on the command line in sqlplus: username, password,
and temporary tablespace.

Example: SQL> @create_user.sql Please review this script
and run it as a user with adequate permissions, such as
SYSTEM.

10 Oracle Retail Store Inventory Management



Run the SIM Database Schema Installer

Run the SIM Database Schema Installer

This installer installs the SIM database schema, compile SIM objects, insert SIM data, and
produce the dba_create_directory.sql script.

1. Set the following environment variables:

= Set the ORACLE_HOME to point to an installation that contains sqlplus. Itis
recommended that this be the ORACLE_HOME of the SIM database.

*  Set the PATH to: $ORACLE_HOME/bin:$PATH

= Set the ORACLE_SID to the name of your database

* Set the JAVA_HOME to point to the Java 8.0 (1.8 +) JDK installation
=  Set the NLS_LANG for proper locale and character encoding

Example: NLS_LANG=AMERICAN_AMERICA.AL32UTF8

2. If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode (recommended). If you are not using an
X server, or the GUI is too slow over your network, unset DISPLAY for text mode.

3. Run the install.sh script. This launches the installer. After installation is completed, a
detailed installation log file is created: <INSTALL_DIR>/ sim/dbschema/logs/sim-
install-db.<timestamp>.log.

Note: Appendix: SIM Database Schema Installer Screens
contains details on every screen and field in the database
schema installer.

4.  When the installer finishes it prints the values of the database SID and database
schema user. Note these values as they are needed later when you run the SIM
application installer.

5. The SIM database schema installer will produce a dba_create_directory.sql script
which must be reviewed by a DBA and then run on the database server in order to
complete the installation.

Resolving Errors Encountered During Database Schema Installation

If the database schema installer encounters any errors, it halts execution immediately and
prints to the screen which SQL script it was running when the error occurred. It also
writes the path to this script to the .dberrors file. When this happens, you must run that
particular script using sqlplus. After you are able to complete execution of the script,
delete the .dberrors file and run the installer again. You can run the installer in silent
mode so that you do not have to retype the settings for your environment. See Appendix
D of this document for instructions on silent mode.

See Appendix F of this document for a list of common installation errors.

Subsequent executions of the installer will skip the SQL scripts which have already been
executed in previous installer runs. This is possible because the installer maintains a
.dbhistory file with a listing of the SQL scripts that have been run. If you have dropped
the SIM schema and want to start with a clean install, you can delete the .dbhistory file so
that the installer runs through all of the scripts again. It is recommended that you allow
the installer to skip the files that it has already run.
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Running Data Seeding

After full fresh install SIM database schema and SIM application installation tasks
completed, store foundation data must be seeded into SIM before user can login to SIM
application.

(For migrating SIM from previous release, see “Oracle Retail Store Inventory Management
Implementation Guide” for details).

The data seeding process seeds store foundation data from RMS into SIM.

See the “Data Seeding” section of the “Oracle Retail Store Inventory Management
Implementation Guide, Volume 1” for additional data seeding details.

The SIM database installer extracts the data seeding scripts from the sim-database-data-
seeding.zip to the following location:

STAGING_DIR/sim/dbschema/data_seeding
This folder is referred to as DATA_SEEDING_DIR for the remainder of this chapter.
Third-Party Software Dependencies

SIM data seeding requires groovy jar file to be installed. Download Groovy 2.4.12 from
http:/ /groovy.codehaus.org.

Extract the required jar file groovy-all-2.4.12.jar and place it under
DATA_SEEDING_DIR/1ib folder before executing the data seeding.

1. Set the following environment variables:
= Set ORACLE_SID to the name of SIM database.

Example:
export ORACLE SID=<SIM DB NAME>

= Set the ORACLE_HOME. It is recommended that this be the ORACLE_HOME
of the SIM database.

Example:

export ORACLE HOME=/u00/oracle/product/19.0.0.0
= SetJAVA_HOME

Example:

export JAVA HOME=/path/javal.8+ 64bit
=  Set NLS_LANG

Example:
export NLS LANG=AMERICAN AMERICA.AL32UTF8
= Set the PATH to: $ORACLE_HOME/bin:
Example:
export PATH=SORACLE HOME/bin:S$JAVA HOME/bin:$PATH
2. Verify the directory and the file permissions:
The recommended permissions for data seeding directories are 775 (rwxrwxr-x).
3. View Data Seeding Options:

Change to <DATA_SEEDING_DIR>/bin directory:
startDataSeedCli.sh -h

4. Start Data Seeding Process:

The data seeding provides the following execution options. Please run the script with
1-6 consecutively as shown below.
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Running Data Seeding

Note: It is highly recommended to back up the SIM database
before executing the data seeding scripts.

It is recommended to verify export log files before staring importing process.

= SetUp
startDataSeedCli.sh -a 1 —s <simDBServer> -p <port> -d <simDB>

*  Export Foundation Data
startDataSeedCli.sh -a 2 -s <rmsDBServer> -p <port> -d <rmsDB>

*  Export Store Data
startDataSeedCli.sh -a 3 -s <rmsDBServer > -p <port> -d <rmsDB>

* Import Foundation Data
startDataSeedCli.sh -a 4 —s <simDBServer> -p <port> -d <simDB>

* Import Store Data
startDataSeedCli.sh -a 5 -s <simDBServer> -p <port> -d <simDB>

* Cleanup
startDataSeedCli.sh -a 6 —s <simDBServer> -p <port> -d <simDB>

Check data seeding logs:

The data seeding process writes master log files into <DATA_SEEDING_DIR>/log
directory.

Please check following the master log files:
* export_foundation.log

* export_store.log

* import_foundtion.log

* import_store.log

* data_seed_common.log

The master log files may have references to sub-process log files:

= <DATA_SEEDING_DIR>/export/foundation/log

= <DATA_SEEDING_DIR>/export/store/log

= <DATA_SEEDING_DIR>/import/foundation/log

= <DATA_SEEDING_DIR>/import/store/log

Verify the seeding results files.

The verification files are located at directory <DATA SEEDING DIR>/verify/out:
» verify_foundation_data.out

» verify_store_data.out

* disabled_constraints.out

After inspecting the result files, resolve the problematic data. A database
administrator will need to manually enable the disabled constraints which are
reported.

After data seeding is finished and you are convinced that your data was correctly
seeded, you can remove all data seeding files from <DATA SEEDING DIR>
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Database Installation Tasks — Patch

Upgrading SIM

SIM 14.1.3.2NT can also be a patch installation from 14.1.3. If the SIM14.1.3 software has
already been installed, it is possible to do a patch install from 14.1.3 to 14.1.3.2NT instead
of a full install of the database. The following procedure describes how to upgrade to

version 14.1.3.2NT

1. Copy siml4-db.zip to <INSTALL_DIR> and extract its contents.

2. Change the path to <INSTALL_DIR>/sim/dbschema.

3. Create a new staging directory “sim-database-delta” for SIM upgrade under

<INSTALL_DIR>/sim/dbschema path.

Copy the sim-database-delta.zip file to “sim-database-delta” and extract the contents.

Set the following environment variables:

*  Set the ORACLE_HOME to point to an installation that contains sqlplus. It is
recommended that this be the ORACLE_HOME of the SIM database.

=  Set the PATH to: SORACLE_HOME/ bin:$PATH

*  Set the ORACLE_SID to the name of your database

=  Set the NLS_LANG for proper locale and character encoding
Example:

NLS_LANG=AMERICAN_AMERICA.AL32UTF8

Go through “readme.txt” file.

Login via sqlplus to the SIM database as the SIM schema owner, spool the output
and then run the patch script:

* spool <sim14132_upg.txt>
*  @run_all.sql

= spool off

Verify the spool output.
Compile the invalid objects.

For Example:

alter package “RESA FILE PARSER” compile body;
alter package “RESA POSU PROCESSOR” compile body;
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Application Installation Tasks

Before proceeding, you must install Oracle WebLogic Server 12c with ADF and any
patches listed in the Chapter 1 of this document. The Oracle Retail Store Inventory
Management application is deployed to a WebLogic Managed server within the
WebLogic installation. It is assumed Oracle Database has already been configured and
loaded with the appropriate Store Inventory Management schemas for your installation.

Installing a separate domain is mandated. It can be called “SIMDomain” (or something
similar) and will be used to install the managed servers. The ADF libraries should be
extended to this domain and the Enterprise Manager application should be deployed.

Note: If this domain is to be setup in a secure mode. Please
set up WebLogic as SSL and refer to the SIM Security Guide
for details on all items to change to be in secure mode. This
would best be done before domain and application install.
The domain example below is for unsecured setup.

Middleware Infrastructure and WebLogic Server12c (12.2.1.4.0) Installation
Create a directory to install the WebLogic (this will be the ORACLE_HOME):
Example: mkdir -p /u00/webadmin/products/wls_retail

1. Set the ORACLE_HOME, JAVA_HOME and DOMAIN_HOME environment
variables:
* ORACLE_HOME should point to your WebLogic installation.

= JAVA_HOME should point to the Java JDK 1.8+. This is typically the same JDK
which is being used by the WebLogic domain where application is getting
installed.

Example:

$export ORACLE HOME=/u(00/webadmin/products/wls_retail

Sexport JAVA HOME=/u00/webadmin/products/jdk java

(This should point to the Java which is installed on your server)
Sexport PATH=SJAVA HOME/bin:$PATH

Going forward we will use the above references for further installations.

2. Go to location where the weblogic jar is downloaded and run the installer using the
following command:

java -jar ./fmw 12.2.1.4.0 infrastructure.jar
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Middleware Infrastructure and WebLogic Server12c (12.2.1.4.0) Installation

3. Welcome screen appears. Click Next.

Oracle Fusion Middlewars 12¢ Infrastructure imtallation - Step 1 of 8

&

Welcome _ORACLE
FUSION MIDOLEWARE
v Welcome :
L 2ty Ugdatas Walcome tn the Oracde Fusisn Middlenars 12¢ (12 2 1 & 0] nfrastructure Instafler
4t adata!
‘V nxtalatizn Lacetian Use then installer 1o create 4 new Oracle home that containe the Ocacle fusan Muddlewars
| $ ] Infrastructire softmare. You can then instal addtionsl Fusion Middemare products that
¥ netaiatien Tyne requre the Ifrastrecture into the Oracle homw. or you can use the nfrastructirs ta canfigars
| & WeblLogi Server Samain for the deplayment of java and Oracle ADF appiications
v Frereguisite Checks
|
Y

For mare wlarmation, see lnatall Patch sod Utsrads o the Orecis Fotion Middemars
nutalahien Swmimacy Sacume a ieary

rintatinr Fregre

Cortwat-semaitive online hals in avafabie fram the lelp betton

Copyright ® 1956, 2005, Oracle andior &x sfflistes. All rights regarved

Heb

4. Click Next.

Hest > Cancel

Oracls Pusion Midd) 12¢ infy weture lmtallation - Stap 2of 0

Auto Updates ORACLE
FUSION MIDOLEWASS
Welcpem X 4
Auto Updates * Sk Auto Updates
installation Locaten Select patehes fram grectory

inetallstion Type
Presaquiste Chachs

installabion Suemary

Searth My Oracie Suppart for Updates

. v e Jwe S len

Melp

= Back Most » Cancel
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Middleware Infrastructure and WebLogic Server12c (12.2.1.4.0) Installation

5. Enter the following and click Next.
Oracle home =<Path to the ORACLE HOME>
Example:
/u00/webadmin/products/wls_retail

Oracle Fusion Middl 12c Inf Hation - Step 3of 8

Installation Location ORACLE
FUSION MDDLEWARS

Welcame * grecle Home

Ayto Updates
= Jecrabchiuddiwebedmivproduttsimis_retml - Brawan
installation Location
Feature Sets Instalad 22 Selected Oracle Homa: | Yiuw

Instalation Type
Preredoists Checha

e e e B

Oratle Home may anly contain alphanumeric, underscore (|, hyshen [ or dobl | characters and &
must begen with an alshanumens character

Hel < Qack ué-.t > Cancel
6. Select install type ‘Fusion Middleware Infrastructure’. Click Next.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 4 of 8

Instaliation Type _ORACLE
FUSION MIDOLEWARE
Weliome :
Y ke i akea Fusion Mddlemars Wfrastructure Weh Esamples
I natallatise Lacaban
e « Fusisn Middlemare nfrastructure
T Installation Type
y Prerequiste Chechs = Oracle Fuslon Middleware 12¢ Infrastrocture 12.2.1.4.0 .~
YI‘ rstallation Summary = Core Server
| > Core Appication Server 122140
Y Jutalistion Progress Coherence Product Fles 12214 0
w mandianon Comelete Wed 2 0 HTTP PubSub Server 122140
WeECoge STATITTAT ]

Webloge Clinrd jars 122140
= Administratam Took
Adrmenistration Cansale Addbanal Language Melp Mes 123140
CIE 'WLS Config 122140 i
Enterprise maneger 122140
= Dstabese Support
Third party JOBC Drtvers 122140
Wedlog Evalustion Database 122140
= Open Source Components
Fusien Mddigware Maven Swppert 122140
i |RF and Erbarprise Manager
waSfor MW 122140
= Oracle Automatc Dlagnostic Repasiiony Festurs Sat Group
PMW Platfarm Genenc 122140

Deip < Qock | Neat > Cancel
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Middleware Infrastructure and WebLogic Server12c (12.2.1.4.0) Installation

This screen will verify that the system meets the minimum necessary requirements.
7. Click Next
8. (Click Install.

Oracle Fumion Middleware 12¢ Infrastructios Installation - Step G of 1

ORACLE

Installation Summary FUSION MIDOLEWARE

.
Welcems + & Install Oracle Fusion Middleware 12¢ Infrastructure
Auto Upgatas « Mmstallation Location

Oracle Mome Lacation JscratchiuDiwebsdminprodyctaimis_retad

Log Fiw Losatizn Arvq/OreineteliI02092:27_02-15-085AMINTINI2020-02-37_03-18-05a0

installatiss Lecatinn

—~ N —

(ratallation Nype leg
= Dink Space
Erzregetaite Chogky
r ite Chagks aaired 3507 i
nstallation Summary fwleble 7333 V0
sis= Vzgresa w Feature Sets to Install

Admirigtration Tomsole Addticoal Lanquage el Pies 1223140
CEWS Canfig 122140

Ertacpnise manager 322140

Third parky JOBC Orrvers 12214 9

weblogic Evaluation Database 122140
MW Platform Ganeric 172140

OPateh 1354 21

Toplnk Develogar 173140

WS fer PN 122140

Core Appiicotion Gerver 12.2 140
Cohsrunce Product Slex 12,2143

el 2.0 MTTP Pub-Sub Server 122140
Weblagk SCA1Z2L40

weblogic Chent jars 122140

Pusion Mddemars Mayen Suppart 12 2140

Seve Responaa Mie

p—
Sedect inetall 1o accegt the sbove aptisns and stert the instalistion

To change the sbove sptians Sefore startng the metaiiston. select the spbom t thange In the left
pane o use the Back buttan

Help « Back _jrsul Cancel

L d

9. Click Next

Oracle Pusion Midd) 12c¢ Inf ture il -Step Tof B s '

ORACLE

Installation Progress s SN
Hor FUSION MIDOLEWARE

Prepare

Copy

. Cenarstng Lbiraries
v tiles ot #erfarmng “ng Substsans
Lirking

Setup

v Installation Progress
« lataletion Complete

Seing the mventory

LS sss

Post inwtal werigksy

View Measagen v Yew Succunsfd Tasks View Log

v Hardware and Software
H Engineered to Work Together

el T T
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Middleware Infrastructure and WebLogic Server12c (12.2.1.4.0) Installation

10. Click Finish.

Oracle Fusion Middleware 12¢ Infrastructurs Installation - Step S of 8 IS
Installation Complete _%E._
o Welzoene : = Install Oracle Fusion Middleware 12¢ Infrastructure
" Auvto Updates = Installation Location

Oracle Home Location: jacratchyud0iwedadminiproducts/mis_retad

Log File Location tme/Oralnstali202002-27_02-18-05AMAnatall2020-02-27_02-18-05AM
nutallation Type fog

= Feature Sets Installed Successfully

wtallation Lotation

PISERSVRSIE Chekin Administration Console Additivnal Language Help Files 122140
wistallatson Summary CIE WLS Config 122140

rintallution Frogress Entarprise manager 12.214.0

Installation Complete WablLogic Evaluation Database 1221 4.0

1
1
1
|
; Third party |DBC Drivers 12.214.0
-

FMW Platform Genenc 122140

OPatch 13,9421

Toplink Developer 122140

WLS for MW 122140

Core Application Server 1221 4.0
Coberence Product Fles 122140

Web 2.0 MTTP Pub-Sub Server 122140
Weblogic SCA122140

WebLogic Client jars 12.2.14 0

Fusion Middleware Maven Support 12214 0

Next Steplis):

See the online help for next steps after installaton

Oracle Fusion Middlemars 12¢ Infrastructirs installation completed succassfully

Melp | t l Finish l
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Install RCU Database Schemas

The RCU database schemas are required for the installation of configuration of domain
and retail application.

Note: Need user which have sys admin privileges to install
the RCU database schemas.

The following steps are provided for the creation of the database schemas:

1

Navigate to the directory into which RCU is installed. For example:

<ORACLE HOME>/oracle common/bin/
Run “./rcu”

Click Next.

Repository Creation Utility - Step 1 of 8 & X 1

Repository Creation Utility _ORACLE m
FUSION MIDDLEWARE

——€—€—€—€—E—€

welcome > Welcome to Repository Creation Utility 12.2.1.4.0 for Oracle Fusion Middleware.

Create Repository The Repository Creation Utility enables you to create and drop database schemas that are required
for

Database Connection Details  Oracle Fusion Middleware products.

Select Components

Schema Passwords

Map Tablespaces

<

Summary
S | ) Copyright @ 1996,2019, Oracle and/for its affiliates. All rights reserved.
3
Help Next = Cancel
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3. Select Create Repository and System Load and Product Load. Click Next.

Repository Creation Utility - Step 2 of 8

Repository Creation Utility mgﬁﬁﬁ:ﬁ“ @‘

VC t R it » Create Repository
Catemenoss oiyii Create and load component schemas into a database
Database Connection Details

Select Components 2/ Systern Load and'Product Load
BA privileges
Schema Passwords | have DBA privileges

Map Tablespaces
Prepare Scripts for System Load

Summary. Create scripts for DBA to run later
Perform Product Load
Systern Load scripts have been run by DBA.
Drop Repository
Rermove compaonent schermas from a database.
| AN K
Help

<§acl; ﬂext:v ] f [ 6éncef
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4. Enter database connection details:
= Database Type: Oracle Database
= Host Name: dbhostname.us.oracle.com
= Port: 1521
= Service Name: dbservicename
= Username: sys
= Password: <syspassword>
= Role: SYSDBA

Rapository Crusion Utility » Step Jof 0 v ®
Repository Creation Utiity ORACLE
FUSION MR W R
T
| Rstabase Tioe Gratte Databisss -
r Sreate Beoaanace
i Database Commection Det CoHrmmen SUmg Fermil o« Conmectin #yrameters COMMED SING
et Nogrw dzbostyarmm us sratle cem
o1 1521
Genwa Name pzorzd
Usernure e 3% BEBDES
Passwarr  eeeees
Ble Srates -
i—— —— )
Dt < Qack Carcel

5. Click Next. The Installer checks prerequisites.
6. When the prerequisite checks are complete, click OK. Click Next.

l’ Wepositury Cieaizm Aty - oo 3ol 0

orRACLE L3

| e
'R | Creatio |
epository Creation Utllity FUSION MIECLEWARS

y Melisra

| Quirbore Type Cyache Databans -
y Lexe beossgan
v Dalabase Commection Def LONMOLI BN SNAQ Pormat Corerson Parameters Cemecton Mo
I ¥ Aslas Camaznarta
v Sfieafaoincots
I - Vg Teiesiees Reposttecy Creation WRilty - Chacking Prerequintes = -
I - AITIDATE Chaching (Hebal Prareguieies
W Inhiagng repostory corfgursban metadata
o OBtoan propers the spes finc databiage
W Choth reguerem et 5o Jpec fed ditabae
[
-
o
|
[] rrm—y e
l ek < Qach fes > | v

7. Click the Create a new prefix option, the prefix name for your schemas should be
unique to your application environment.
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8.

Example: ReIM, ALLOC, ReSA, and so on.
Select the components to create:
= Meta Data Services

*  Oracle Platform Security Services

Note: Once OPSS schema is selected, the following
dependent schemas will get selected automatically.

Audit Services
Audit Services Append

Audit Services Viewer

Note: STB schema will be already selected as part of the

Common Infrastructure component.

Repository Creation Utility - Step 4 of 8 -

Repository Creation Utility

+ Specify a unique prefix for all schemas created In this session, 20 you can easily locate. reference

and manage the schemas later

v Databaze Connection Detass Select existing prefix

v Select C ents f
omponent <) Create new prefic APPNAME

w Schema Pasewords )

v Map Tablespaces
Component
=[]Oracle AS Repostory Compaonents
=HMAS Common Schemas
ECamman Infrastructure Services *
HOracdie Platform Security Seraces
OUser Messaging Service
Blaudit Services
Blaudit Services Append
Eaudit Services Viewer
EMetadata Services
#webloglc Senices *

v Sumin

* Mandatory component Mandatory components cannot be deselected

Help

ORACLE
FUSION "I;DLEWAHI

Lo

)

Schemas Cwner

UMs

APPNAME_MDS
AFFNAME_WLS

< Back Cancel

Net > |
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9. Click Next.

Nepository Creation Utlity - Step 3 of 8

]
Repository Creation Utility _OR_&E_" m

v Specty s unigue prefix for & schemas created m this session, so you can easily locste, reference,

T Welcome and manage the schemas later
T Create Pegontony
Y Databass Conpection Detalls Select existing prefc
f Solect Components A Cemate na Arahy ADDMAE
Y sthema Panavere Ropository Creation Utility - Checking Prerequisites W,
T Mag Tablespaiss  Checking Component Prerequisites
v Summay | @ Comman Wfrastructure Serces 00 00.100(ms} e
| @ Oracle Platform Securty Services 00:00,100(m=)
o Audit Servces 00 00.101(me)
| @ Audit Services Append oD 00.102(ma)
| & Audit Serycas Vigwar 00:00.101 (ms)
| @ Metadita Services 00:00.100(ms )
& Weblogic Serwces 001 00,101 (me)
[ MODS
od Clich e 1 L nage WwLE

m .-(Vﬁ,ai‘ A ﬂm - ‘ {ap.c_gl
10. Enter password of your choice.

Note: This password is needed at the time of ADF domain
creation.

Repository Creation Utility - Step § of 8 & X

Repository Creation Utility m%‘%

v
v Define passmords for main and suxikiary schema users

v Welccoe
L Creste Reposdory + Jse same passwmords for all schemas
v Qatobase Connecion Dataks  Eassword neee
| e o " ANpt pIArT mit nhw
Y A _ i b gwgect §. ¥, _
v Sthema Passwords
w Map Tahlespaces Contirn Pasamard [sssees
Y Ude (pan achema pasewords for susxdibary schemans
Specify Aifferent passwords for all schemnas
e
T —
Cl N I ’
| Help <pack | et | Cancel
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11. Provide the password and Click ‘Next’.

Repository Creation Utility - Step & of §

Repository Creation Utility

EE

e b £

w Map Tahlespaces
1
v Symmary

[

"

ol I Tr

Lelp_

s

Componert
| Cammen Infrastructu..
| Oracle Pistform Secu.,
| st Servces
| Auit Senices Appard
| Audit Senaces Viewer
| Mutadsts Services
| Weblogic Sanices

| Sttiaens (ramer
APENAME_STB
APRNAME PSS
APPNAME 1)
APENAME (AL AF..
APPNAME 1A VIE..
APPNAME MDS
APFNAME_WLS

@

ORACLE
FUSION MIDOLEWARE
} Detaut and temporary tablespaces for the selected Campanerts agpear i the tatle below.
To create new tableapaces or modfy sosting tablespaces.use the Manage Tablespsces Dutton

Hanage »lnkh-;_u_u_- J

| Debsut Tablesps

*APPNAME_ST8
SAPPNAME 185 0FPSS
SAPPNAME AL
*APPNAME 1AL
*APPNAME 14
*APPNAME_MDE
*APPNAME_WA5

| Temp Yablespsce
YAFPNANE (4S5 _TENP
SAPPHNANE _|AS_TENP
SAPPAANE_0S_TENP
SAFPUANE IAS_TEMP
YAPPHAME _IAS_TEMP
VAFPAANE_IAS TEMP
SAFPALNE_0S_ TEMP

* Default tablespaces [spacified in the configuration fies) are 1o be created weon Confrmaton

Encrypt Tatlespace

< fack

u-a¢>'

12. Click Next. A Repository Creation notification will appear. Click OK.

Rupanitivy Comation Uity - Stop dal 8t

Repository Creation Utility

T Default and ternporary tablespaces for the selected components appear in the table balow
To create new tablespaces or modify existing tablespaces use the Manage Tablespaces Button

TDMMMLM

Select Componerts
T

=sheme Pananords
T Map Tablespaces
Y Summany.

| Component

Oract ohr
Auc
Auc
Auc
Mezt
wal

2

| Schema twner

Common Infrastructu.,. APPNAME STB

on | 7&»\“!

| Default Tablespace
*APPNAME STE

Sammiiisiae arag

Chek OK 1o draute tablespaces
Chck Cahcel ta ruturn to the mizard

Repository Craation Utility - Confirmation ~  x.

Any tablespaces that do not already exist in
the selected schemas wik be created

Manage ITablespaces

| Temp Tablespace

SAPFRAME IAS TEMP
SAPPHOME 1AS_TEMP
SAPPMAME_IAS TEMP
SAPPAOME LAS_TEMP
YPPNAME_IAS_TEMF
SAPPNAME IAS_TEMP
SAPPAAME IAS TEMP

* Default tablespaces (specified in the corfiguration filesl are to be created upon cordirmation.

Encrypt Tadlespace

e

Mot »

Installation Guide 27



Install RCU Database Schemas

13. Tablespaces are created, and the progress will be displayed in a pop-up notification.
When the operation is completed, click OK.

Nupository Creatian Wity - Stop Gof 8 e
p-

Repository Creation Ut _ORACLE

P lny FUSION MIDOLEWARE

© Defsedt and terrporary tablespaces for the selected components aopear in the table below

T Weligme To create new tablespaces or modFy exsting tablespaces use the Manage Tablssoaces Dutton

T Cruate Sepoeitocy

T Ratsbast Connacion Detals Manage Tablespaces

Schoma Pénasucida Component | Schema Owner  Dafault Tadlespaca | Temp Tabiaspace

Common infrastructy,.  AFPNAME STB SAPPNAME ST SAPPIAME tAS_TEMP

Ropository Creation Utility - Creating Tablespaces %, ¢WM5 WS_TEMP

T Map Tablespaces
NAME_AE_TEMP

Y ‘ 'NAME_AS_TEMP
! Valdating sod Creating Tablespoces e -“ 3 3
& Check tabisspate racuiremarts for salected compon... 00:00.101(me) | £ A5, TEM
 Creste tabh i the databsse 00+03.615134c) NAVE WS TEMP
P pavion s HAME WS TEMP
I
e » ' e et fayw
2K
* Default tatdespaces spacified in the tonfiguration files] are to be created upon tonfirmaticn
Encrypt Tableopace
) e~ s Y|
selp <Back | Ned» | Cancet
14. Click Create. The schema is created.
Repository Creation Utility - Step 7 of 8 & %
Repository Creation Utllity ORACLE
FUSION MIDDLEWARE
| T Weliome " Database detabs
T\ Create Bepogitory Most Name mepU0ayz.us oracle. com
T Ratabase Connestion Retsils Pore 1521
Salect Componants Service Name PROLSPOSARR
T fierey Connected As wys a5 SYSDEA
T Cparabon System and Data Load concurrently
Mop Tablespacas
¥ Su 1y Profix for {preficable) Schama Ownars APPRAME
= _ Comgonent . Schems Tablespace Name.
Common Infrastructure Senices APPNAME S APPNAME_STE -,
APPNAME_IAS_TEMP
[None]
Oracle Plstform Secunty Services APPNAME OFSS Defauit AFPRAME IS OPSS
Temp APPMAME_IAS_TEMP
Addivenal [Mone)
Audt Services APPRAME AU Defaut APPNAME AU |
Temp AFPNAME LS TEMP
Additional [None)
Audt Services Append AFPNAME _IWU_AFFEND  Default APPNAME AU
Temp APPNAME_IAS_TEMP
Additonal [Mone)
ALt Services Viewer APPNAME_WU_VIEWER  Default APPNAME_IAL
Termp APENAME WS _TEMP
additiennl emnl 3t |
« S I Save Eesponse e
l Help «< Gack Croate Cancel

Upon successful creation of database schemas, a screen will appear with all the
schemas created.
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15. Click Close.

Repository Creation Utiiity O"":CLE‘. m

| * Database detols

‘1 ne . Host Name mepCOsy/2 us oracie com
i Port 1511
’ | unt Senvdce Name PROLSPOSAPE

[ v Connectad As s a8 SYS0O0A

| Operation Systern and Data Load concurrently

| Execution Time 1 minute 49 seconds

W Camplation Summary || "0 Lootte RmaRCU2026-02.27_U5-16 326381567 flogairci g
Compaonent Log MpIRCU2020-02-27_05-16_326301567/0gs
Directory

View Log [ row log

Prafix for [prefoable)  APPNAME
Scherna Owners

Cammon Infrastructure Senices Sutcean 00:10 306(sec) ‘ sib log
Oracle Platform Security Services Success 0018 715(sec) _opsslog A
|Ausdit Sendces Sutcess 00:13 603(sec) lau log
Iyt Services Append Success 00.6% 455(sec) sy _spoend.log
lAudit Sendces Viewer Success 0D:03.230(sec) au_wewer log
Matadats Servces Sutcuns 00:16 420(enc) mds fog
Weblogic Servces Success 0D:16 968(sec) wis log.
« = T !
{ Help > " Glose
e )
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Create a New ADF Domain (with managed server and EM)

To create a new domain and managed server with ADF libraries and EM, follow the
below steps:
1. Set the environment variables:

export JAVA HOME=<JDK HOME>
(Example: /uOO/webadmln/products/]dk java) [JDK HOME is the location where
jdk has been installed)
export PATH=$JAVA HOME/bin:$PATH
export ORACLE HOME=<ORACLE HOME>/
(Example: /uOO/webadmln/products/wls retail)

cd SORACLE HOME/oracle common/common/bin
(ORACLE HOMEis the location where Weblogic has been installed.)

2. Run the following command:
./config.sh
3. Select Create a new domain.

Domain location: Specify the path to the <DOMAIN_HOME>
Example:/u00/webadmin/config/domains/wls_retail/ APPNAMEDomain

Click Next.

Fusion Middleware Configuration Wizard - Page 1 of 8

Configuration Type _ORACLE
FUSION MIDDLEWARE

Create Domain
Templates
Adrninistrator Account
Domain Mode and JDK
Advanced Configuration
Configuration Summany

) What do you want to do?
Configuration Progress

¥ ¥

s Create a new domain

Update an existing domain

Domain Location: | scratchfu00fwebadmin/config/domains/wls_retail/APPNAMEDomMain Browse

Create a new domain.

Help Next = Cancel

4. Select Create Domain Using Product Templates.
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5. Check the following components:
Oracle Enterprise Manager
Oracle WSM Policy Manager

Note: When Oracle Enterprise Manager Component is
selected, the following dependent components are selected
automatically:

Oracle JRF

Weblogic Coherence Cluster Extension

6. Click Next.

x

Fusion Middleware Configuration Wizard - Page 2 of 12

ORACLE

Templates
FUSION MIDDLEWARE

Create Domain

/T\ Create Domain Using Product Templates:
i, Templates 2 uiE B

Application Location

Administrator Account

Domain Mode and DK
Database Configuration Type

Filter Temnplates:
Include all selected templates | Include all previously applied templates
Available Templates

Basic WeblLogic Server Domain [wiserver] ¥

3

Oracle Enterprise Manager [em]
Oracle Enterprise Manager-Restricted JRF [em)
DEC Test Oracle User Messaging Service Basic [oracle_common]
. X Oracle |RF SOAP/MS Web Services [oracle_common]
Advanced Configuration g s =
Oracle RAS Session Service [oracle_common]
Configuration Surnmary | Oracle WSM Policy Manager [oracle_common]
Oracle WSM Policy Manager Cloud - File [oracle_common]
|v| Oracle JRF [oracle_cormmon]
Oracle Restricted JRF [oracle_common]
WebLogic Advanced Web Services for JAX-WS Extension [oracle_common]

AT Aiemale AOCC DEOT O mnsem A linnbion Cosmmnlooo——-———

Component Datasources

N

€ —(—C——(—C(—<

Configuration Progress

End

Configuration

Create Domain Using Custorn Template:

MNext = Cancel

ﬁglp < Back

Application location: Application directory location. Example:
/u00/webadmin/config/applications/wls_retail/ APPNAMEDomain
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7. Click Next.
Fusion Middleware Configuration Wizard - Page 3 of 12
Application Location ORACLE

T Cre amain

w. Templates

« Application Location

v Administrator Account

,l, Qnm.n Mogn ang (pg

v Database Configuration Type

v Lomgunent DMtasourtes

v jD8C Test Domain name APPNAMEDamain
Advanced Confidnst, Doman location IacratchpuBOymebadmindconfigidommnaiwis_retail

« Configuration Summarny Spplication location. | hiuDOiwebadmindconfiogfappicationsiwls_retadAPPNAMEDOMAIN Browse |
Configuratien Preagreas

fed OF Configurstion

" ol W24 e
8. Provide the WebLogic administrator credentials and click Next:
= Username: weblogic
* Password: <Password>

Fusion Middleware Configuration Wizard - Page 4 of 12 A

Administrator Account ORACLE m
FUSON MIDOUEWARE

,, Templates

lcation N

|

— o — ———%

-

{

wtrater Account

n W

1
8
S

= &

g

t Hame weblag
adpoced Sanhauration Panamord PRCRR
Y Cardguration Sumeary COntemn PRasnord ssssssese

goransn Mogres

o
d
A
o
w
H

:le be the same a8 the pesoword Fassword must Corcsin at least 8 slptanumenc charactern with
|t loast crie numbar or apecial character

op <gect | pet> | Cancel
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9. Select Domain Mode as Production and the JDK to use (as applicable) and click Next.

Fusion Middleware Configuration Wizard - Page 5 of 12

Domain Mode and JDK _ORACLE
FUSION MIDDLEWARE

>

<

Create Domain f

Domain Mode

Templates
Application Location

Administrator Account

Development

Utilize boot.properties for username and password, and poll for applications to deploy.

' Production

Domain Mode and JDK

Require the entry of a username and password, and do not poll for applications to deploy.

Database Configuration Type

JDK

Component Datasources

» Oracle HotSpot 1.8.0_221 fscratch/u00swebadmin/productsfjdk_java

DEC Test
_ Advanced Configuration

Configuration Summary

Other DK Location:

C— -(—k—(—(—(—{—(—t

Help

Configuration Progress

End Of Configuration

< Back Next = | : Cancel

10. Select RCU Data.

Vendor: Oracle

DBMS/Service: dbservicename

Host Name: dbhostname.us.oracle.com

Port: 1521

Schema Owner: APPNAME_STB (Example: ALLOC_STB, ReSA_STB, and so on.)

Password: <Password>. This password which was used for RCU schema
creation.
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mmmm Page 6ol 12

Database Configuration Type _ORACLE ‘ \
ﬂ.lm MIDOLEWARE

T Ateate foman | Specify AutoConfiprstion Options Using
Y
e + BCU Data Marual Configuration
cation Location
Adoniniskeator Account Ercer the database connection detalls using the schema cred: comre ding to C
Infrastrocture Senices compaonent i the Repostory Creation Utiiey. The Wizard uses this connection
Damasin Mode gnd JOF, to autematically configure the datasources required for componenta in thie domain
v Database Configuration Ty ) . - oo . - -
v Vender  Oratle *  DPrver *Crack’s Driver (Thin) for Service connecbons, .«
Lamponest Datasoles e N S ASAAATI SO Adv L A roAae S0
1ODG Tont « Cannection Parametess Connecban YRL String
Advancad Caiguridian Host Name  cbhostname. us oracle com
+« Cunbguration. Sulremary oBM o | . Port | 1521
Cunfguratan Mrogrese
Scherne Owner  APPHAME STEB | Schema Passmord: | sesess

003 OF Coohguraton

_QeRCU Configuration
Connection Result Log

Succeasfdly Done

QARG

o —
| Click *Get RCU Configuration® 4fon to test the conoection and activate the *Nest* button.

Hel "<V§§(i Moot > Hiral | C.cv.llll'

11. Click the Get RCU Configuration button.
12. Click Next.

{DBC Component Schema _ORACLE
FUSION MDDDLEWARE
‘
I .T Srnate Peman 3
1 Templates
© ation an ¥
Admyinistr star Account
T man Mode and O
Database Onnfiguration Type por "
, Component Datasources
T PRI Text
T v
v canfgurabor Summary Edits to the data Above wil affact all chacked rowa in the table below
ANGrASIR NS Component Schema le Host Name Port | Schema Ow. . Schems Passw
Eoyd OF Conligur ation || LecalSueThl Scharna | P OLSPOSAY | MaplOny/z us, or 1521 | APPNANE _STH| eeeres
WLS Schema PROLSFOSAPF| mapOOays us. or 1521 | APFNAME WL
OWSH MOS Schama | PROLSFCSARE ] mapCOmez us. or 1521 | APPNANE_MD
| OPSS Aude Schema | PROLSFOSARF | mapOdaye us. of 1521 | APFMANE AU
OPSS Aude Viewer S¢] PEOLSPGIARE | mapQQayz us. or 1521 | AFPNAME Wi
OPSS Schema PROLSFOSART | mapQOya us. of 1521 | APPRANE_OP:!
Hep <Back | Mets | Cancel
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13. Click Next and it will test to make sure it can connect to your datasources.

JOBC Component Schema Test

3

14.
15.

Create Domain

Templates

pplicetion Location
Administratoe Account
Qocnain Mode and J0K
Database Configuration Type
Coamponed ASDUrCEs
JODC Test

Advanted Configuration
Soodigurabion Summary
sorfiguration Progrese

End O

SOQUeARIaN

Helo

Fuston Middleware Configuration Wizard - Page 8 of 12

ORACLE
FUSION MIDDLEWARE

k-2

v Status  Component Schema ____ Jooc Conmectionu®L |
v ¥ | LocalSucThl Schems jdbe oracle:thin: @ mepdlayz us oracle
v | o |WS Schema Jdbc:oracle: thin @fimspdlayz us oracle
v ¥ | OWSM MDS Schema Jdbe oracle thin: @imepd0ayz us oracle
v o | OPES Audit Schema Jdbe oracle thin @Gmspdlayz s oracle
v & | OPES Audit Viewer Schems jdbe orscle thin @fimepdlayz us oracle
v v _00.’;‘5 Schermna Jdbe oracle thin @Gmspdlay: us uu::T;

Jest Selected Connections

Conrpction Result Log
VNI arrmams_Vrad

Passwordusssass =
SQL Test=seloct I from schema_version_regatry mhere owner=|{select user froen duall and mr_typ[

CRGRWE-5421% Test Successfull
CFGPWE£4213 |DBC connection teet was sucteselu
CPGPWE-64212 No action required.

NI

< Back ‘Nm>‘

Click Next to continue

Select advanced configuration for:

Managed Servers, Clusters and Coherence

=  Administration Server
* Node manager

Deployments and Services
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16. Configure the Administration Server:
= Server Name: <APP name>_AdminServer
= Listen address: Appserver Hostname or IPAddress of the Appserver Host.
= Listen port: <Port for Admin Server> Note: The port that is not already used.

= Server Groups: Unspecified

Fuslon Middl eware Configuration Wizard - Page 10 of 23 z

=

Administration Server = 9!7’_‘_5_'_—_5_
FURON MIDDUEWARS
Sre e Daram 't
Tefrglates
&El:‘lll’. Latatian
Admrontator Accourt

Doman Mede and ¥
Setabeag Tooh o es T
v Componartt Detascurces
06 Teen

w Advarced Cumfiguration Enable 551

« Administrotion Sesver S5 Linten Port
y lode Manages

v Mamaged Servers
» Custsrs

v Seevec Tewrgintes

v Cthersnce Clustars

e

Server Narme AdminServer

-

Usten Address aPPhostname us aracle com| -

Listen Part foal

Server Graugs  LnsgecFad -

w Machnes

w vl Yarges e
|
- The name st het be full of emply nd My Not costam afy ., = * F %) cthned
v Sambione ; v -

w Deglnments Tegeting
w Serdrea Targeting [
Binio sbiae B immonsn

ek < Qack Bt > Carenl

¢ d

17. Configure Node Manager:
* Node manager type: Per domain default location
= Username: weblogic
= Password: <Password for weblogic>

Fusin Middlewarn Canfiguaration Wisard - Page 11 0f 23

Noda Manager _omacLe @ ‘
TUSION MIDOLEWAM

Tampiates

Aspleatien Locabon
Agvmiriedrator dccount
Lamett Mode and |0y Rode Manager Type
Datataes Coufiguration Tyg « Par Domas Default Locatan
Campatent Datasources Per Domar Custorm Locatian
100C Teat Nade Manager Mome
Sdvanied Confrguration Manual Node Mansger Setup
Aghminisorstion Gervar

Node Manager

I
»=

Fode Manager Credentials
Usemema wobiloge

Manaped Sevars

Cluaters

Terver Templates

Coherarice Clustors

Possmacd .3

Cardrm Pamsword srrrnnaen

Mackines

yvirtusl Tarpets 1R

Partman Muet be the same 30 the pasonerd Fasamond Musl contein At least & slphamumeric characters mih
F4 st loast ane numhier or specel character

Ceplaymunts Targeting
Sarvcas Targeting

deip < gack Neot > | Cancal

Ao A A —— ——

18. Click the Add button.
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port.

Server Name: <appname-server>
Listen address: Appserver Hostname or IPAddress of the Appserver Host
Listen port: <Port for Managed Server> Note: The port used here must be a free

Server Groups: JRF-MAN-SVR

Managed Servers

Damatn

F

-
-
El

ten

g

dcafion Losangn

>

idm i wirabar Arceunt

srnih M an ¥

abane To ratien 1)

|

-
&
3
i
»
4
-

zed Confy

j

minetraton Seraer

—S—C—€ €€ —€C—E-—F—€C—C—C—C——C—F5—F

Ratabese Seahqueation Tug
Companent Datssqurces
108C Test

Advanted Configusalinn
Admuriatr atices Serjes

Machines

s Tanasts
Panimens

Degimments Torgeting
Servces Tarpgetng

roslisiie.

Help

A A < ————f—

. s b

Fuslon Middlaware Configuration Wizand « Page 12 of 23 & &

ORACLE 4
FUSION MIDCLEWARE

o 2ad B Clore X Celete &) (vegard Changes
Server Name Listen Addrens Usten Fort  Tnable S50 S5 LUistan Server
Pan Growps
apoATVer-naTe APFhostnave us. ¥ 7000 —‘T\Eﬁv_‘a
|
s
« Bach | Hest » | Cancel
Fusion Middlewars Configuration Wizard - Page 13 0f 23 3

e 23 x ) Disgard Changes
Closter Name Cluster Addruse Prontend Haoet Prontand HTT® Prontend MTTPS
Part Pant
.-
= Hack Hest - Lancel |

20.

Do not change anything and click Next.
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Fusion Middleware Configuration Wizard - Page 14 of 23

(c
&

Server Templates ORACLE
FUSION MIDDLEWARE

Create Domain N

E | ok add b4 W Discard Changes

Temalates A

Application Locaticn Name Listen Port S5L Usten Port Ensdle S50

Admnistrator Account
Dornan Mode and JOK
Database Configuration Tyy
Cemponent Datasources
10BC Test

Advanced Configuration
Administration Server
Node Manager

Managed Servers
Clusters

wam-<cache-sarvertemp 7100 100
wsmpm-server-template 7io0 eioc

Server Templates
Coharence Chisters
Machines

Deployinents Targeting
Senvices Targeting

Paobimosbing ©immmm o,

Help | - guk ez > f Cancel

— =€ =€ —€ € — €~ L= = —F € €~ = —C—C—F —F

21. Click Next.
' Fusion Middiewars Configuration Wizard - Page 15 of 23 >

Coherence Clusters ORACLE
FUSION MIDOLEWARE

(=

Zreats Domain F e
Templates l
Application Location Cluster Kame Cluster Listen Port
Administrator Accournt ‘ Mouh(ohgrencedusgw TEM
Domain Mode ard |OK
Database Configuration
Comgponent Datasources
108C Test
Advanced Configuration
Administration Server

d nager

59 Oingerd changes |

Coherence Clusturs

Machines

Virual Targets
-

Servces Targeting

7 i e a8 A )y s

telp | < Back | et~ ren || Cancel

S S ———3

22. Configure Machines
Select unix Machine :
Click the Add button.
= Name: apphostname_MACHINE
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= Listen address: apphostname or IPAddress

= Listen port: <Port for node manager>

= Note: The port used here must be a free port.

Machines

Stuats Domen B
Templates
Appicatinn ocation
Administrator Account
Dorminin Mode and Ok
Database Configuration Typ
Camponent Datasoarces
[DBC Test

Advarced Configuration
Administration Seoer
Node Manages

Manage
Clusters
ServerTemplutes
Sohecence Clusters
Machines

Assign 5 (=) s
Virtus! Targets
Panttions

Qeployments Targeting

T iemn Tapmntien

Help

Machine  Unix Machioe
Fadd | XK olete
Enable

Name

apphowt

—S €A~ (¢S

Pusion Middieware Configuration Wizard - Page 16 of 24

ORACLE
FUSION MIDDLEWARE
59 Dingard Changen
Post Enable Post Node Manages Node
Bind G0 Bind UID Usten Acdress Hanager
| nobody | nobody APPhost.us aradl. = ( ;;5‘6
<Back | Net> l Caercnl

23. Assign the configured Admin server and managed servers to the new machine.

Fusion Middleware Configuration Wizard - Page 17 of 24 - X
Assign Servers Lo Machines ORACLE
FUSION MIDDLEWARE
Create Doenain ' Servers Machines
" Unoaching
Ternplates s Yo ok
Apglication Location bl AdminSenver

Administratir Account
Doman Mode and JOE
Database Configuraton Ty

omganent Datasources

2 T

Advanced Configuraton
Adminstration Serynt
Nade Manager
Muhaged Servers
Clusters
Senver Termolates

Coherence Clunters

Machines
Assign Servers tn Machi

=4

o~

:

kg sppaevername

L

Virtbusl Targets

S 4 et e et e s e = —< —{ —

Select one o mote setvers in the ft pane and one mathine o the nght pane Then use the aght
arrow button (=] to asssgn the server or servers to the machine

Cancel

TS TS

24. Skip Virtual Targets. Click Next.
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v &l
—— _ORACLE m
FUSION MIDDLEWARE

ST 0 [ #aa) X 9 iagard changes

Templates
Application Location ' Name Target Host URI Prefix Explicit Port

Narnen Port Offset
Admunistrator Account : :

Dornain Mode and JOK
Database Configuration Ty
Component Datasources
DBC Te

Advanced Conflguration
Agdministration Server
Node Mans

Managed Servers
Clusters

Server Templates
Coherance Cluaters

Machinea
| Machi

Virtual Targets
Bartitions |
Deployments Targebng \

€ e S Canmabinm

telp <Beck | Net» L | Cencel

25. Skip Partitions. Click Next.
Fusion Middlware Configuration Wizard - Page 19 of 24

Partitions _ORARLE
FUSION MIDDLEWARE

+W.J R Celvty qulxadmmw?_

Application Location Natoe ]
Adeninéetrator Atcount
Somein Mode and JOK
Database Configuration Tyg
Component Dataspurces
0OC Test

Apsanced Configuration
Acmindstration Server
Nade Manager

san. e
Chusters
SenecTemnlstes
Coberence Chusters
Machines

Assign Servers to Machmed |1
Virtual Targets
Partitions

De, nits Targetin

-

R L SRR T

Help | w fack | feok Cancel

26. Target the “wsm-pm” deployment to APPNAME_AdminServer:
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Fusion Middlewars Confguration Wizard - Page 20 of 24 v @l
Deployments Targeting __________C)RACLE
FUSION MIDOLEWARE
Creats Somain ~! peplayments - _DeploymentTargets -
T el g AppDeployment L "b AdminServer -
Templotye i OMS Apalication#12.2.2 1.0 '# W adminServer
T Application Location @co&«omo-ﬁrmuuﬂomev o) Server —t
Administrator Account g em ij- RO TN
T e g opsa-rest &l AppDeploymment
T Dornaln Mode snd JOK fig state-mansgement-provider-memo g DMS Application#12.2.1.1.0 a
Database Configuration Tyg || 29 Wem-pm : S8 coherpoca-transaction rer
T R Ldracy ’ kg state-managemert-provder-men
T Lomponent Datasources g UXS11@1221 3.0 2 b wam-om
IDBC Test g adf.orecle businessedroc #1 0@122.2, = by Libeary —-
T A § Cant Gy adf oracle domain®l 021221 3.0 EPUKNLII@122130
'T‘ ‘] G adf oracle domain groow#1.0312 2 g adf cracie businesseditor#1 0@
T LiaLiall ”adf.oracle. domain webapp#l 0@12.2, g adf oracle. domamn£l 0@12.2 1.;
Hode Manager By adf .orecle domain wobopp.enﬂrwntiv{ ‘ kg adf oradle. domain groow#l 0@1
T g adf oracle domain webapp apache i < b adf oracle domain webapp#1 0
T Mansged Servers fig# adf.oracle. domain webapp. apache Egd adf oracle. domain webapp, antir-
Clusters (i adf oracle. domain webapp.apache. h kg adf oracle. domnain. webapp. apack
T Hetar T b g adf oracle domain webapp apache i by adl oracle dornain webapp apach
T g adf oracle domain webapp apache.vel kg adf aracie domain webapp. apach
T Coherence Clusters v adf oracle. domain webapp bat&-bun £y adf.oracle. domain.webepp. apack
Machinay Q’ adf.oracle domain wabapp.gumuﬁ! U adf. oracle.dormamn. webepp, apack
T bane.xml-anis.es = ! ._.umr_mnf i, Medaon, batik- v
Ssagn Servacs to Machined |15 ———— AN -~ —— -
T Virtial Targets 7 Select one of more Deployments in the left pane and one server or cluster i the rght pane. Then
T use the right arrow button (=] 10 target the Applications to the servers or clusters
T Partitinns
T- Deployments Targeting
o b T b =
| Help | = Back Fitia . Cancel 11
ly i e o ey
27. Click Next.
Configuration Wizard - Page 21 of 24
Services Targeting
Creats Domain (o Seevices
'T\ Templatee LocalSucThIDataSource = B AdminServer
Application Location g WLSSchemaDataSource ER ) J0BCSystemResource
Adiminletrator Abcount y mds-owsm &g LocalSucTolDataSource
T S —————— 9 cpss-5udn-DBDS b mds-owsm
T Domoin Mode and 0% &g opas-sudtewDS &g 0pss-aude-DBDS
Daksbase Configuration Tyd &g opsa-data-eource g opsa-auditasewds j
T b ShutdownClass > I opss-data-source R
T Eomponent DakseDyrces £ DMSShatdown & kg ShutdownClass
IDBC Test R StartupClass &g DMSShutdown
| g AWT Apphcation Contest Startup Class = kgl StartupClass
onfg et |
1 SRR :j S DMS-Startip £ AWT Aplication Contest Startup |
Administration Server i JRF Startup Class Ay DMS-Stastup !
T -
Node Manager &g ODL-Startup L JRF Startup Class
T g WSM Startup Class 2 g OOL-Startup
T snaged Servers &g Vieb Services Startup Class Eg WSM Startup Class
Clusters Fgd WLDPSystemResource fog Web Services Startup Class
T | &9 Module-FMWORY = kgl WLOFSystemResource
T W v Module-FMRDRY
T Coherence Clusters ® Server
T Machinss = '® appsevername L
" Kar e 1 i
I Selec i
Virtusal Targets Select one or more Services in the left pane and one server or cluster in the right pane. Then use
T the right arrow button (=) to target the services to the servers or dusters,
T Parteions
T Deployments Targeting J

B W oammndion .

Help J; | <Rack Nott)‘l yrand | Cancel"jl
4

28. .Click Create.
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r Fusion Middieware Configuration Wizard - Page 22 of 24 =i
Configuration Summary OQACL'E ‘ \
nmon MIDOLEWARE
T‘ Creals Do '::; View: Desloyment v  Name Basic WebLogic Server Domain  |=
e . Description Create a basic WebLogic Server d
Tepplates APPRAMEDOMAIN (fecratchii0imebadmi =
T‘ fempaes = m.“"f Author Oracle Corporation 1
Application Location & & Server | Location  fecratch/uos/webademievproducts/
! Aderenistrator Accoun S A sever A |
Adrenistrator Account : |
T 2 - & (& AopDeployment | Name Oracle Enterprise Manager
T Domain Mode and [OK [} coherencetransaction-rar Description Enterprise Manager
Database Corfiguration Tvy [) state-management-provider-men | Authoe Oracle Corporation
T [} DMS Application#12.21.1.0 Location  fecratchiuO0iwebadminiprodisctss
T Component Datasources 3 wempm
C Test & & Ubrary Name emasTemplate
T [} adf oracle businesseditar#1 0@; | Description emas plugin Template
.T\ Agvanced Corfiguration ¥ ) chwux#s@12.2.1.3.0 Mthor Oracle Corporation
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29. Click Next.

r

Fusion Middleware Configuration Wizard - Page 23 of 24
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Start the Node Manager

30. When the process completes, click Finish.

Fusion Middleware Configuration Wizard - Page 24 of 24

End Of Configuration OQACLE
FUSION MIDDLEWARE

+* Oracle Weblogic Server Configuration Succeeded
New Domain APPNAMEDomain Creation Succeeded
Dormain Location
/scratch/udd/webadmin/confia/domains/wls_retail2/APPNAMEDomain
Admin Server URL
http://apphost. us.oracle.com: 7001 /console

Help Finish

Start the Node Manager

1.

Start the nodemanager from <DOMAIN_HOME?>/bin using the following script:
nohup ./startNodeManager.sh &

Start the AdminServer (admin console)

1.

Configure boot.properties for starting the Weblogic domain without prompting to
username and password using the following command:

Create security folder at <DOMAIN_HOME>/servers/<AdminServer>/ and create
boot.properties file under <DOMAIN_HOME>/servers/<AdminServer>/security

The file ‘boot.properties” should have the following;:

username=weblogic
password=<password>

In the above, the password value is the password of WebLogic domain which is
given at the time of domain creation.

Save the boot.properties file and start WebLogic server.

Start the WebLogic Domain (Admin Server) from <DOMAIN_HOME> using the
following;:
nohup ./startWebLogic.sh &

Example:
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Start the Managed Server

nohup
/u00/webadmin/config/domains/wls_retaill/ APPdomain/startWebLogic.sh &

4.  Access the Weblogic Admin console
Example: http:/ /<HOST_NAME>:<ADMIN_PORT>/console

In the below screen, provide username=weblogic and password=<weblogic
password>

ORACLE WebLogic Server aamnstraton Conecle 170

Start the Managed Server

After the NodeManager is started, the managed servers can be started via the admin

console.
Navigate to Environments -> Servers and click the Control tab. Select appname-server
and click Start.
T S

B — - — - . S — O —

— - - S 14k

Managed Server should be up and running before configuring further steps

Configuration of OID LDAP Provider in Weblogic Domain:

Perform the following procedure to create LDAP providers in the domains created in the
previous steps

1. Login to the Administration Console.
http://<HOSTNAME>:<ADMIN PORT>/console
In the Domain Structure frame, click Security Realms.
In the Realms table, click myrealm. The Settings for myrealm page is displayed.
Click the Providers tab.
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Configuration of OID LDAP Provider in Weblogic Domain:

5.

R

———

Click Lock & Edit and then click New. The ‘Create a New Authentication Provider’
page is displayed.

6.

7.

Enter OIDAuthenticator in the Name field and select
OraclelnternetDirectory Authenticator as the type. Click OK.

-y e

All the providers are displayed. Click OID Authenticator. Settings of OID
Authenticator are displayed.
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Configuration of OID LDAP Provider in Weblogic Domain:
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Set the Control Flag field to SUFFICIENT and click Save.
From the Providers tab, click on DefaultAuthenticator -> Configuration tab ->
Common tab. Update the Control Flag to SUFFICIENT.

10. Click Save.
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11. From the Providers tab, click the “OIDAuthenticator” (you just created), in the
configuration -> Provider Specific tab enter your LDAP connection details:

The values shown below are examples only. You should match the entries to your
OID.

*  Host: <oidhost>

»  Port: <oidport>

*  Principal: cn=orcladmin

* Credential: <password>

*=  Confirm Credential: <password>

= User Base DN: cn=users,dc=us,dc=oracle,dc=com

* Enable ‘Use Retrieved User Name as principal.
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Configuration of OID LDAP Provider in Weblogic Domain:
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12. Modify the following:

——b— e —

= Group Base DN: cn=Groups,dc=us,dc=oracle,dc=com

(eroupe

Geoup Base DM

71 AN Groups fler:

] Group From Name Fiter:

Geoup Search Scopes
Geoup Membershp Searchmg:

Max Groop Membership Search Luvel

Ignore Duplicate Membership

CrEgroups de=us & =omele

(Blen="){cbjeciclass=group

(E&icn="%giobtieciclass=goi

sublres v
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13. Check Propagate Cause For Login Exception

General

Commection Pool Size:

Comnect Timeout:

Comnection Retry Linst:

Paraliel Conmect Delay:

Results Thne Linit:

Keep Alve Enabled

¥ Tollow Referrals

f_] Bind Anonymously On Referrals

v .ﬁ] Propagate Cause For Login Exception
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Configuration of OID LDAP Provider in Weblogic Domain:

14. Click Save.
15. Click the Providers tab.
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16. Click Reorder.
17. Move OIDAuthenticator to the top of the providers list.
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18. Click OK.

19. Once your changes are saved, click Activate Changes.
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Configuration of OID LDAP Provider in Weblogic Domain:
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20. Shutdown all servers and restart the admin server using startWebLogic.sh script.
Login to Admin Console and restart Managed server.
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Clustered Installations — Pre-Installation Steps

Verify OID Authenticator

1. Login to the Administration Console.
http:/ /<HOST_NAME>:<ADMIN_PORT>/console/
In the Domain Structure frame, click Security Realms.
In the Realms table, click Default Realm Name. The Settings page is displayed.
Click the Providers tab. You must see the OID Provider in that list.

S i = O]

5. Click the Users and Groups tab to see a list of users and groups contained in the
configured authentication providers.

A (oates . . [ —

Clustered Installations - Pre-Installation Steps

Skip this section if you are not clustering the application server.

If SIM is being installed into a clustered environment, the “Cluster Address” field must
be set prior to installation. This is set in:

Clusters -> sim-cluster (or name of your cluster) -> configuration (tab) -> general (tab)
Set the address to your cluster in the “Cluster Address” field, for example,
apphost1:7143,apphost2:7143
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Expand the SIM Application Distribution

@ Home Log Out Preferences [Ad Record Help Q Welcome, weblogic | Connected to: SIMDoma
st chuster
Settings for san-cluster
Configuration Monttoring  Control  Deployments  Services  Notes
General JTA  Messxging  Servers  Replcation  Mgration  Sngleton Services . Schedulng  Overbad  Heath Montorng

HTTP  Coherence

Sove
This page allows you to define the general settings for this duster.

Name: SIn-Clustes The name of this configuratk W }
More Info...

(-] Default Load Algorithm: 1ound-1oban v Defines the aigorthm

More Info

] Cluster Address: orapphost 7143, orappt

todd st ok ad
2s.) More Info...

Expand the SIM Application Distribution

To expand the SIM application distribution, do the following.

1. Login to the UNIX server as the user who owns the Web Logic installation. Create a
new staging directory for the SIM application distribution (sim14-application.zip).

This location is referred to as INSTALL_DIR for the remainder of this chapter.
2. Copy siml4-application.zip to <INSTALL_DIR> and extract its contents.

Set the LANG Environment Variable

The LANG environment variable must be set in the profile of the UNIX user who owns
the application server ORACLE_HOMEE files. If you change the value of LANG or set the
value for the first time, you must restart the Application Server in order for the change to
take effect.

Example:
LANG=en_US
export LANG
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Set the Environment Variables for the SIM Installer

Set the Environment Variables for the SIM Installer

1. Set the following environment variables for the SIM installer (the following are just
examples, use values for appropriate for your environment):
export ORACLE HOME=/u00/webadmin/product/wls retail
export
WEBLOGIC DOMAIN HOME=/u00/webadmin/product/wls retail/user projects/domains/SI
MDomain
export JAVA HOME=/u00/webadmin/product/jdk java
export PATH=S$SJAVA HOME/bin:S$PATH

2. If a secured datasource is going to be configured you also need to set “ANT_OPTS”
so the installer can access the key and trust store that is used for the datasource
security:
export ANT OPTS="-Djavax.net.ssl.keyStore=<PATH TO KEY STORE> -
Djavax.net.ssl.keyStoreType=jks -Djavax.net.ssl.keyStorePassword=<KEYSTORE
PASSWORD> -Djavax.net.ssl.trustStore=<PATH TO TRUST STORE> -
Djavax.net.ssl.trustStoreType=jks -
Djavax.net.ssl.trustStorePassword=<TRUSTSTORE PASSWORD>"

An example of this would be:

export ANT OPTS="-Djavax.net.ssl.keyStore=/u00/webadmin/product/wls retail
/12.2.1.4/server/lib/orapphost.keystore -Djavax.net.ssl.keyStoreType=jks -
Djavax.net.ssl.keyStorePassword=retaill23 -Djavax.net.ssl.trustStore=/
u00/webadmin/product/wls retail /12.2.1.4/server/lib/orapphost.keystore -
Djavax.net.ssl.trustStoreType=jks -
Djavax.net.ssl.trustStorePassword=retaill23"

Run the SIM Application Installer

This installer configures and deploys the SIM application and Java WebStart client files.

1. If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode.
Verify that the managed server to which SIM will be installed is currently running.
Run the install.sh script. This launches the installer. After installation is completed, a
detailed installation log file is created:
<INSTALL_DIR>/sim/application/logs/sim-install-app.<timestamp>.log.

Note: The manual install option in the installer is not
functional for this release. See the section, “Files not
available to copy at the end of installation, results in non-
working applications - Weblogic only” in Appendix E:
Common Installation Errors.

Note: See Appendix: SIM Application WebLogic Server
Installer Screens for details on every screen and field in the
WebLogic application installer.

Note: See Appendix: Common Installation Errors for details
on common installation errors.
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Clustered Installations — Post-Installation Steps

Clustered Installations — Post-Installation Steps

Skip this section if you are not clustering the application server.

If you are installing the SIM application to a clustered WebLogic server environment,
there are some extra steps you need to take to complete the installation. In these
instructions, the application server node with the ORACLE_HOME you used for the SIM
installer is referred to as the master server. All other nodes are referred to as the remote

S

erver.

1. Copy the <weblogic domain path>/retail/sim14 directory from the master server to

each remote server that is a member of the cluster that contains the deployed sim
application.

2. If SIM has been installed in a cluster the Migration Basis needs to be set to use

© 0 N o g

“consensus” and all machines in the cluster chosen for migration. This is done with
the following procedure.

Note: This needs to be done after the SIM application has
been successfully installed to the sim-cluster using the SIM
installer. If the SIM application is ever re-installed for any
reason the following will have to be re-done as well.

Click Lock & Edit in the Change Center.

Go to cluster migration screen in the Weblogic Administration Console. i.e.:
SIMDomain > Environment > Clusters > sim-cluster > Configuration (tab) >
Migration (tab).

Set migration basis to Consensus.

Select all machines in the SIM cluster as candidates.

Click Save.

Click Activate Changes in the Change Center.

Restart the servers in the SIM cluster.

The migration setup should look similar to the following:

Settmgs for yam-chuster

Configuration Montorng  Contol  Deployments  Serpces Nobes

Coneral Messapng  Servers  Rephcason  Migration  Sogewn Services  Scheduing Overbad Hesth Moronng  &TT9
Save

I & Sustared server Tuls, Node Marager Can sutomatically restin ! the server aoed (13 s vices on anather machine. Ths puge slows you 1 specaly the machines shere hode
Nanager can restart migratable servers and to speofy e dats source used durng server migraton

4+ Candudate Machmes For Migratable Servers
Avadabie: Chosen: Mo e Info

sam machinel

ston-machine2

£ Migratxoo Bases: Consensus| ¥ ! ' puben. Mire
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SIM Database Authentication Provider set up (to be done after the application deploy)

It is recommended to use database migration basis for clusters with only two nodes or if
this is to be used in a production system.

The database cluster migration configuration setup is described in:
Using Clusters for Oracle WebLogic Server - DocID E13709-09

Please refer to that document on how to perform this procedure. In addition, note that
since the installer sets this to consensus, this will need to be done every time the installer
SIM is installed

SIM Database Authentication Provider set up (to be done after the
application deploy)

Note: This procedure is only needed if you plan on using
database authentication for the SIM application. This can be
skipped if LDAP is going to be used for authentication.

Shut down all the servers of the WebLogic Domain created.

2. Once you extract the SIM installer to <INSTALL_DIR> copy the sim-security.zip
present in <INSTALL_DIR>/sim/application/sim14 to the
WEBLOGIC_DOMAIN_HOME/lib and extract it contents in the folder.

3. Start the domain admin server.
Log into the WebLogic console.

Navigate to: security realms -> myrealm (default realm) -> providers.
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SIM Database Authentication Provider set up (to be done after the application deploy)

6. Starta Lock and Edit session.

7. Click New provider.

8. Select the provider type from the list: SimWIsDbAuthenticator.

9. Set the provider name (Default: SimWIsDbAuthenticator).
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10. Click OK.

11. Open the new provider configuration.
12. Under Common, set the Control Flag to SUFFICIENT.
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SIM Database Authentication Provider set up (to be done after the application deploy)

13. Click Provider Specific.

14. The SIM Data Source Name defaults to SimDataSource which is what the SIM
installer creates, so it should be left to the default value.
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15. Check that the GroupName is set to the name of the group used for SIM secure users.
16. Click OK.

17. On the provider list, click Reorder.
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Review and/or Configure Oracle Single Sign-On

18.

19.
20.
21.
22.

Move the SimDbAuthenticator to the top of the list, or above the
DefaultAuthenticator.

Click OK.
Click Activate Changes.
Shutdown the admin server.

Start the admin and managed servers for the domain.

Review and/or Configure Oracle Single Sign-On

Note: This procedure is only needed if you plan on setting
up the SIM application using Single Sign On (SSO)
authentication. This can be skipped if SSO is not going to be
configured for this environment. The Oracle Access Manager
must be configured and the Oracle http server (Webtier and
webgate) must be registered into the Oracle Access Manager.

Create the SIM SSO provider in the SIMDomain

15.
16.
17.
18.

19.
20.
21.
22.

Shut down all the servers of the WebLogic Domain created.

Once you copy the contents to <INSTALL_DIR> copy the sim-security.zip present in
<INSTALL_DIR>/sim/application/sim14 to the WEBLOGIC_DOMAIN_HOME/lib
and extract its contents in the folder.

Start the domain admin server.

Log into the WebLogic console

Navigate to: security realms -> myrealm (default realm) -> providers.
Start a Lock and Edit session.

Click New provider.

Select the provider type from the list: SimWIsSsoAuthenticator.

Set the provider name (Default: SimSsoAuthenticator).

. Click OK.

. Open the new provider configuration.

. Under Common, set the Control Flag to SUFFICIENT and then click save.
. Click Provider Specific.

. Check that the GroupName is set to the name of the group used for SIM secure users

(sim_secure_users by default).

All other values under the Provider Specific tab can be left as the default value.
Click SAVE.

On the provider list, click Reorder.

Move the SimWIsSsoAuthenticator to the top of the list, or above the
DefaultAuthenticator.

Click OK.
Click Activate Changes.
Shutdown the domain.

Start the admin and managed servers for the domain.
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SIM Batch Scripts

After the SSO provider is created in the SIMDomain, you will also have to set the
protection of the SIM application resources correctly in the Application Domain that has
been registered in the Oracle Access Manager.

In the Webtier/ Webgate http server you need to set the mod_wl_ohs.conf file to redirect
the http call to the where the SIM application has been deployed.

For example, in mod_wl_ohs.conf set:

<Location /sim-client >
WebLogicCluster orapphost:17015
SetHandler weblogic-handler
</Location>

Then in Oracle Access Manager, set the protection of the resources in the Application
Domain that has been registered for the SIM application. You must protect the /sim-
client/launch resource and exclude the rest:

Resource URL: /sim-client/launch
Protection Level: Protected
Authentication Policy: Protected Resource Policy

Authorization Policy: Protected Resource Policy

Resource URL: /sim-client/.../*
Protection Level: Excluded

Resource URL: /favicon.ico

Protection Level: Excluded

SIM Batch Scripts

The SIM batch programs are installed in the location that was specified during
application installation.

The batch programs can be run from a different location if you cannot run them from
under the application server <KWEBLOGIC_DOMAIN_HOME>.. To install the batch files
in a different location just copy the entire batch folder to the appropriate destination.

The batch directory is assumed to be located on the same server as the application server.
If you copy the SIM batch directory to a location on a different server, then you need to
configure the file path to the sim-batch.log file, which is defined in
batch/resources/logback.xml.

See the “Batch Detail” section of the Oracle Retail Store Inventory Management Operations
Guide for information about how to run batches.

Resolving Errors Encountered During Application Installation

If the application installer encounters any errors, it halts execution immediately. You can
run the installer in silent mode so that you do not have to retype the settings for your
environment. See Appendix D of this document for instructions on silent mode.

See “ Appendix: Common Installation Errors “for a list of common installation errors.
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Web Help Files

Since the application installation is a full reinstall every time, any previous partial installs
are overwritten by the successful installation.

Web Help Files

The application installer automatically copies the web help files to the proper location.
They are accessible from the help links within the application.

Starting and Stopping the Wavelink Server

In order to use handheld wireless devices with SIM, the Wavelink server must be
running. The SIM application installer installs, configures, and starts the Wavelink
server for you, so once the SIM application install is complete, the Wavelink server is
ready to be used.

Note: Even if you use the AdminServer to restart SIM, you
will still need to restart the Wavelink server manually.

The Wavelink server scripts are installed into the <sim-wireless-directory>/bin.

The following is an example for stopping and starting the Wavelink server:
# cd

/u00/webadmin/product/wls retail/user projects/domains/SIMDomain/retail/siml4/wire
less/bin

# ./wavelink-shutdown.sh

# ./wavelink-startup.sh
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Starting and Stopping the Wavelink Server

Note: The wireless functionality in SIM is dependent on
Wavelink and includes a client and server component.
Wavelink software ensures that the wireless user interface of
SIM can work with various handheld devices.

For the handheld to interact correctly with SIM, it is required
to install the appropriate Wavelink studio client. The
Wavelink studio client and its installation instructions can be
found at

http:/ /www.wavelink.com/download/downloads.aspx.

The Oracle Retail Wireless Foundation Server is bundled
with the SIM server. It has a single session free license. For
multiple sessions additional licenses need to be obtained.

Contact your Oracle sales representative or client partner for
Wavelink Studio Client and Oracle Retail Wireless
Foundation Server license information.

Note: For configurations of physical handheld devices or
wireless network setup, check your hardware
manufacturer’'s manual or Wavelink’s studio client
information. This information is not covered in this guide.
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6

Test the SIM Application

Once SIM database and application are installed, foundation data is imported into SIM,
you should have a working SIM application installation. To launch the application client,
open a web browser and go to the client URL. You can find the URL in the next steps
section of the log file that was produced by the installer.

Example:

WLS: http:/ /orapphost:17015/sim-client/launch
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Appendix: SIM Database Schema Installer
Screens

You need the following details about your environment for the installer to successfully
install the SIM database schema. Depending on the options you select, you may not see
some screens.

Screen: Data Source Details

SIM 14 Schema Installer - Oracle Retail

Data Source Details
Please provide information on a pre-existing database user for this SIM installation. The
installer will authenticate as this user and create the SIM database objects.
SIM Schema Owner [USERNAME |
SIM Schema Password ["00"0 ]
SIM Oracle SID ISID i
Temporary tablespace name ‘TEMP ]
’ €3 cancel H €9 Back H @€ Next ‘\ Install ;

Field Title SIM Schema Owner

Field The pre-existing database user for this installation.

Description

Destination dba_create_directory.sql, dataseeding.cfg

Example SIM14
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Field Title

Sim Schema Password

Field
Description

The SIM Schema Owner's password.

Field Title

SIM Oracle SID

Field
Description

The name of the database or pluggable db service name where the SIM schema
will be installed.

Example

dvols64

Field Title

Temporary tablespace name

Field
Description

Temporary tablespace provided to the create_user.sql script at the time that the
SIM database user was created.

Example

TEMP
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Screen: PL/SQL Batch Setup - Base Directory
SIM 14 Schema Installer - Oracle Retail

PL/SOL Batch Setup - Base Directory

Provide a top-level directory on the database server for files related to SIM batch
programs. The next screen will prompt for directories for specific batch programs using
this path as a default parent directory.

PL/SQL batch data file location |,/usr/orac|e,fretailjsim/batch J‘ Select F...

€3 cancel @ Back [ € Next H % Install

Field Title PL/SQL batch data file location

Field A directory which will be the parent directory for all other PL/SQL batch
Description processing directories.

Destination dba_create_directory.sql

Example /usr/oracle/retail/sim/batch
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Screen: PL/SQL Batch Setup (three screens)

SIM 14 Schema Installer - Oracle Retail

ORACLE

PL/SQL Batch Setup
This release of SIM contains PL/SQL batch functionality. The following filesystem
directories and their corresponding database directory objects must be created. The
installer will not create these directories and directory objects. Instead it will create a
SQL script for a DBA to review and run to create them.
StockCount upload directory i/usr/ora-:le/retail,/sim,/balch,/sw{i Select F...
| €3 cancel H 9 Back H © Next H Install
Field Title StockCount upload directory
Field A filesystem directory and database directory object used for processing
Description StockCount data.
Destination dba_create_directory.sql
Example /usr/oracle/retail /sim/batch/stockcountUpload
Notes The installer will not create these directories or directory objects. It will
produce the dba_create_directory.sql script, which can be used to create them.
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Screen: Installation Summary
SIM 14 Schema Installer - Oracle Retail

Installation Summary
Summary of Installation.
| SIM Schema Owner USERNAME
\
; Oracle SID SID
Temporary Tablespace TEMP
| StockCount upload directory yracle/retail/sim/batch/stockcountUpload
l €3 cancel ‘ ’ @ Back i | €D Next ‘ ’ Install J
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Appendix: SIM Application WebLogic Server
Installer Screens

You need the following details about your environment for the installer to successfully

deploy the SIM application. Depending on the options you select, you may not see some
screens.

Screen: Installation Type

Store Inventory Management 14 Installer - Oracle Retail
Installation Type

The SIM application can be installed on two types of servers Standalone server or Cluster servers. The
default Installation is Standalone server, alternatively you can choose cluster installation

Which Installation method will you use?

(3) Standalone server

() Cluster servers

\ .3 Cancel [ ‘ (9 Back ’ ‘ €D Next I >

Field Title Which Installation Method will you use?

Field Choosing “Standalone server” will deploy SIM to a non-clustered environment,

Description if “Cluster Servers” is chosen then it will deploy SIM to a cluster of servers
defined in WebLogic.
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Screen: Cluster load-balancer Address

This screen will be displayed, if Cluster Servers option is selected in “Installation Type”
screen.

Store Inventory Management 14 Installer - Oracle Retail

ORACLE

| cluster load-balancer Address

3 Please enter the Cluster address/load-halancer DNS server name

Load-Balancer/Cluster DNS Address clusteraddress

| €3 cancel l | @ Back || @ Next |

Field Title Load-Balancer/Cluster DNS Address

Field This contains Virtual Host name of the load balancer that will be used if SIM is

Description to be deployed to a clustered environment. Please note this screen will not
appear in case you select Standalone server in previous screen.
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Screen: Security Details

Store Inventory Management 14 installer - Oracle Retail
ORACLE

‘ Security Details

Provide security details for the SIM application

Note: enabling SSL requires that security certificates have been configured and installed for this
WeblLogic domain. The AdminServer and all managed servers must then be configured to use
SSL.

Enable SSL for SIM?
(3) Yes
() No

| €3 cancel | | @ Back | | € Next | ¥ Instal

Field Title Enable SSL for SIM?

Field Choosing yes will deploy SIM using SSL, and will configure SIM to use SSL. In

Description this case, SSL must be configured and enabled for the admin server and SIM
managed server or cluster. Choosing no will deploy and configure SIM without
SSL.
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Screen: Turn off the application server’s non-SSL port

Store Inventory Management 14 Installer - Oracle Retail

ORACLE

‘ Turn off the application server's non-SSL port

If turned off, all clients connecting to the application server must use a secured connection.

Avalue of "Yes" indicates that the application server's non-SSL port will be inactive. A wvalue of
"No" indicates that the applications server's non-SSL port will still be active.

Disable non-5SL port? (3) Yes

() No

| €3 cancel | | @ Back || @ Next ||

Field Title

Disable non SSL port?

Field
Description

Selecting Yes will make that the application server’s non - SSL port inactive and
a Selecting No will keep application server’s non-SSL port active.

72 Oracle Retail Store Inventory Management




Appendix: SIM Application WebLogic Server Installer Screens

Screen: Application Server Details

Store Inventory Management_ld- Installer - Oracle Retail

ORACLE’

Application Server Details

Mote:if S50 is enabled, this wvalue MUST match the DRSS name used in the 5510 certificate.
Weblogic 5erver Hostname hosthame

Mote: if S5L is enabled, this wvalue MUST match 550 Fort.

Weblogic 5erver Fort 17001
Weblogic Admin User Name weblogic
Weblogic Admin User Password IIYYTTTT]

€3 Cancel | €9 Back | @2 Next

Field Title WebLogic Server Hostname

Field The hostname of the server where the WebLogic server is installed.

Description

Exam p le dev0234

Notes Used by installer scripts to install the application and to create default inputs for
client codebase and JNDI provider URL.

Field Title WebLogic Server Port

Field Listen port for the WebLogic Admin server.
Description

Example 7001
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Field Title

WebLogic Admin User Name

Field
Description

The WebLogic user which will be used to install the SIM application.

Example

weblogic

Notes

Used by installer scripts to install the application

Field Title

WebLogic Admin User Password

Field
Description

The password of the WebLogic Admin User used above.

Notes

Used by installer scripts to install the application
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Screen: Application Deployment Details

Store Inventory Management 14 Installer - Oracle Retail

examples.

ORACLE
Application Deployment Details

Provide the following details for the SIM application being installed. The default values shown below are

Client Context Root Isim-cliem |

You can deploy to a single managed server or a cluster of servers. You can deploy to the AdminServer
fortesting purposes, but this is hot recommended for production deployments.

Weblogic server/cluster | sim-server |

‘@CancelHGBackHONextl ¥ Inst

Field Title Client Context Root

Field Context root for sim client.

Description

Example sim-client

Field Title WebLogic server/cluster

Field This the managed server name for standalone deployment and Cluster name for
Description deployment to clustered managed servers.

Example sim-server
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Screen: Choose Apps to Integrate with SIM

Store Inventory Management 14 Installer - Oracle Retail

Choose Apps to Integrate with SIM

Choose which applications you would like to integrate with SIM.

Configure RIB for SIM?
Configure RFM for SIM?
Configure RMS for SIM?
Configure Manifest for SIM?
Configure OMS for SIM?

01O

|

HRE

| €3 cancel | ' G BackJ \ O Next ! >

Field Title

Configure RIB for SIM?

Field
Description

Select this option if you will be using RIB with SIM. Please note if you select this
option then RIB Integration Details screen will be enabled and appropriate
details have to be entered in RIB Integration Details screen.

Field Title

Configure RPM for SIM?

Field
Description

Select this option if you will be using RPM with SIM. Please note if you select
this option then RPM Integration Details screen will be enabled and appropriate
details have to be entered in RPM Integration Details screen.

Field Title

Configure RMS for SIM?

Field
Description

Select this option if you will be using RMS with SIM. Please note if you select
this option then RMS Integration Details screen will be enabled and appropriate
details have to be entered in RMS Integration Details screen.
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Field Title Configure Manifest for SIM?
Note: Refer to the Oracle Retail Store Inventory Management Operations Guide for
more information.

Field Manifest integration is configured if an external Shipment Management System

Description is to be used in conjunction with SIM. (Optional). Please note if you select this
option then the Manifest Integration Details screen will be enabled and
appropriate details will be entered in the subsequent Manifest Integration
Details screen.

Field Title Configure OMS for SIM?
Note: Refer to the Oracle Retail Store Inventory Management Operations Guide for
more information.

Field OMS integration is configured if an external Shipment Management System is to

Description be used in conjunction with SIM. (Optional). Please note if you select this option

then OMS Integration Details screen will be enabled and appropriate details will
be entered in the subsequent OMS Integration Details screen.
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Screen: RIB Integration Details

This screen will be displayed if the Configure RIB for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail

RIB Integration Details

If SIM will be integrated with RIE, then provide the details (Optional).

Mote: If RIB SIM uses SSL, use t3s as the protocol. Otherwise use t3.

RIB SIM Provider URL |t3$://[RIB Host]:[RIE Port]/rib-sim |
RIE User Name Iribuser I
RIB User Password loouoo ‘

|GCancel||®BackH@Next’ &

Field Title RIB SIM Provider URL

Field This is the provider URL of the rib-sim application. If RIB SIM uses SSL, use t3s
Description as the protocol, otherwise use t3.

Example t3s:/ / dev01234.example.com:19106/ rib-sim

Field Title RIB User Name

Field This is the user name for the JNDI connection to the RIB Admin Server.
Description

Example ribuser

Field Title RIB user password

Field Password for the RIBforSIM 14.1.3 user.

Description
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Screen: RPM Web service Policy

This screen will be displayed if the Configure RPM for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail

! RPM WebService Policy

Select the web service security policy for integration with RPM

None v

‘@CancelHGBacleONext‘ ¥ Ihstall

Field Title Select the web service security policy for integration with RPM.

Field Select the web service security policy for integration with RPM.

Description Please refer to the Oracle Retail Store Inventory Management Security Guide to learn
more about Policy A and Policy B.
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Screen: RPM Integration Details

This screen will be displayed if the Configure RPM for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail

RPM Integration Details

RPM Price Change WSDL URL \ |
| RPM Price Inquiry WSDL URL [ |

;@CanceIHGBackH@Next[ e

Note: If the user chooses to integrate SIM with RPM then
RPM installation is a pre-requisite to installing SIM.

Field Title RPM Price Change WSDL URL

Field This is the provider URL for RPM Price change WSDL.

Description Note: The user just needs to know the WSDL URL of RPM if it will have. SIM
will install without RPM being there

http:/ /dev1234.us.oracle.com:18007 /rpm-PriceChange-

Example
P AppServiceDecorator/ProxyService/PriceChange AppServiceProxy?wsdl
Field Title RPM Price Inquiry WSDL URL
Field This is the provider URL for RPM Price Inquiry WSDL.
Description
Example http:/ /dev1234.us.oracle.com:18007 /rpm-Pricelnquiry-

AppServiceDecorator/ProxyService/ PriceInquiry AppServiceProxy?wsdl
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Screen: RMS WebService Policy

This screen will be displayed if the Configure RMS for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

RMS WebService Policy

Select the web service security policy for integration with RMS

None v

‘@CancelHGBackH@Next‘ >

Field Title Select the web service security policy for Integration with RMS.
Field Select the type of web service security policy for integration with RMS.
Description Please refer to the Oracle Retail Store Inventory Management Security Guide to learn

more about Policy A and Policy B.

Example None, PolicyA, PolicyB.
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Screen: RMS Integration Details

This screen will be displayed if the Configure RMS for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail

ORACLE

RMS Integration Details ‘

RMS Store Order WSDL URL |

i@CancelHOBackHONext'7"% tall ‘

Note: If the user chooses to integrate SIM with RMS then
RMS installation is pre-requisite to install SIM.

Field Title RMS Store Order WSDL URL
Field This is the provider URL for RMS Store Order WSDL.
Description

http:/ / dev1234.us.oracle.com:18007 / rms-StoreOrder-

Example
P AppServiceDecorator/ProxyService/StoreOrderAppServiceProxy?wsdl
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Screen: Manifest Webservice Policy

This screen will be displayed if the Configure Manifest for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail
! Manifest WebService Policy

| Select the web service security policy for Manifest integration

None v

IQCanceIHGBackJIQNextl ¥ [1ista

Field Title Select the web service security policy for Manifest Integration
Field Select the type of web service security policy for Manifest Integration.
Description Please refer to the Oracle Retail Store Inventory Management Security Guide to learn

more about Policy A and Policy B.

Example None, PolicyA, PolicyB

Installation Guide 83



Appendix: SIM Application WebLogic Server Installer Screens

Screen: Manifest Integration Details

This screen will be displayed if the Configure Manifest for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

Manifest Integration Details ‘

Manifest WSDL URL ]

]@CanceIHGBackHONexw ¥ (st ‘

Field Title Manifest WSDL URL

Field This is the provider URL for Manifest WSDL.

Description | Note: Refer to the Oracle Retail Store Inventory Management Operations Guide for
more information.

Example http:/ /orapphost:17015/
StoreShipmentManifestBean/StoreShipmentManifestService? WSDL
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Screen: OMS Web service Policy
This screen will be displayed, if Configure OMS for SIM option is checked on the Choose
Apps to Integrate with SIM screen.

Store Inventory Management 14 Installer - Oracle Retail

OMS WebService Policy

Select the web service security policy for integration with OMS

None

| €3 cancel ’ ‘ € Back ’ { €D Next ‘ >

Note: This screen will appear when user chooses to integrate

SIM with OMS
Field Title | Select the web service security policy for integration with OMS
Field Selects the type of web service security policy for integration with OMS.
Description | Please refer to the Oracle Retail Store Inventory Management Security Guide to learn
more about Policy A and Policy B.
Destination | None, PolicyA, PolicyB
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Screen: OMS Integration Details

This screen will be displayed if the Configure OMS for SIM option is checked on the
Choose Apps to Integrate with SIM screen.

Store inventory Management 14 Installer - Oracle Retail

ORACLE

OMS Integration Details
OMS WSDL URL
‘@CancelHGBackH@Nextl ¥ Ifist

Field Title OMS WSDL URL

Field This is the provider URL for the OMS WSDL.

Description Note: Refer to the Oracle Retail Store Inventory Management Operations Guide for
more information.

Example http:/ / orribhost:18007 / oms-CustomerOrder-
AppServiceDecorator/ProxyService/ CustomerOrder AppServiceProxy?wsdl
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Screen: JDBC Security Details

Store Inventory Management 14 Installer - Oracle Retail

=
| JDBC Security Details

Note: Enabling Secure JDBC requires that security certificates have been configured and installed for this
WehLogic domain.
Enable Secure |DEC connection

’@Cancelll@ﬁack“@Next'r ¥ Inst

Field Title Enable Secure JDBC connection
Field Select Yes if you have a secured database already set up, otherwise select No.
Description
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Screen: Data Source Details

Store Inventory Management 14 Installer - Oracle Retail

ORACLE’

Data Source Details

Provide details about the SIM data source. Enter the same user name and password that was
used in the Database installer.

See [nstall Guide for JDBC URL format

SIM JDBC URL |jdbc:oracle:thin:@[DB Host]: 152 1/[DB SID] |
SIM Database User Name ‘[DB User] |
5IM Database User Password \0""0 ]

‘@ Cancel”@BackHONext|

Field Title SIM JDBC URL

Field URL used by the SIM application to access the SIM database schema.
Description

Destination WebLogic admin server

Example Standard Thin Connection:

jdbc:oracle:thin:@myhost:1521 / mysimsid
If it is a pluggable db then use the URL as shown below:
jdbc:oracle:thin:@myhost:1521 / <service name>RAC connection:

jdbc:oracle:thin:@(DESCRIPTION =(ADDRESS_LIST =(ADDRESS =
(PROTOCOL = TCP)(HOST = myhost1)(PORT = 1521))(ADDRESS =
(PROTOCOL = TCP)(HOST = myhost2)(PORT = 1521))(LOAD_BALANCE =
yes))(CONNECT_DATA =(SERVICE_NAME = mysimsid)))
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Field Title SIM Database User Name

Field The schema name.

Description

Destination WebLogic admin server

Notes The schema name should match the name you provided when you ran the
database schema installer.

Field Title SIM Database User Password

Field The password for the SIM Schema.

Description

Destination WebLogic admin server
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Screen: Secure Data Source Details
This screen is displayed if Secure JDBC connection is enabled.

Secure Data

= Store Inventory Management 14 Installer - Oracle Retail

ORACLE

Source Details

Provide the details for the SIM secure data source

Identity Keystore

| fhome/hostname.keystore

Identity KeyStore Type Ijks

ldentity truststore

ldentity KeyStore Password |uuu

| fhomejfhostname keystore

Identity TrustStore Type ’jks

Identity TrustStore Password quoo

| €3 Cancel ' ' Back‘ | € Next ‘ >

Field Title Identity Keystore

Field Path to the identity keystore, i.e.:

Description /u00/webadmin/product/identity.keystore

Field Title Identity Keystore Type

Field i.e. JKS

Description

Field Title Identity Keystore Password

Field Password used to access the identity keystore defined above.
Description
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Field Title Identity Trustore

Field Path to the identity truststore, i.e.:

Description /u00/webadmin/product/identity.truststore

Field Title Identity Truststore Type

Field i.e. JKS

Description

Field Title Identity Truststore Password

Field Password used to access the identity truststore defined above.
Description
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Screen: LDAP Server Details

Store Inventory Management_lq- Installer - Oracle Retail

ORACLE’

LDAFP Server Details

SIM requires the use of an LDAF directory for storage of its user, role, and store entries. Flease
provide the details for your LDAP directony

Mote: If the |dap server is configured to use 551, use Idaps as the protocal. Otherwise use |dap.

LDAFP Servier LURL Idap://Idaphost: 3060

Enter the search base DR. This is a directory entry under which 5IM will search for user and store
entries

LDAF Search Base DR dc=us,dc=oracle,dc=com

Enter the search user DR, SIM will authenticate to the LDAF directory as this entry.
LDAF User DR cn=sim.admin,cn=Users,dc=us,dc=oracle,dc=t

LDAF User Fassword TTTYTTY]

€3 Cancel || &3 Back | | &3 Mext

Field Title LDAP server URL
Field URL for your LDAP directory server.
Description
Example Non-secured ldap:
ldap:/ /myhost:3060/
Secured ldap:
ldaps:/ /myhost:2484/
Field Title LDAP Search Base DN
Field The directory entry under which SIM will search for user and store entries.
Description
Example dc=us,dc=oracle,dc=com
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Field Title LDAP User DN

Field Distinguished name of the user that SIM uses to authenticate to the LDAP
Description directory.

Example cn=sim.admin,cn=Users,dc=us,dc=oracle,dc=com

Field Title LDAP User Password

Field Password for the search user DN.

Description
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Screen: Mail Session Details

Store Inventory Management 14 Installer - Oracle Retail

Mail Session Details

SIM Mail SMTP Host [SMTP Host]
Enable SSL for mail session connection (2) Yes

() No
SIM will send emails using this port.
SIM Mail SMTP Port |25
SIM Mail User Name ]username
SIM Mail User password ‘oooooooo
Enable authentication for mail session connection (3] Yes

() No

Note: Enabling STARTTLS requires that an appropriate trust store must configured
Enable STARTTLS

(3) Yes

( :"4 No

I .3 Cancel ] 1 G Back ’ | O Next ] »

Field Title

SIM Mail SMTP Host

Field
Description

The SMTP server that will be used to send notification emails from SIM.

Example

mail.oracle.com

Field Title

Enable SSL for Mail session connection

Field
Description

Select Yes for secure connection.

Select No for plain connection.

Field Title

SIM Mail SMTP Port

Field
Description

Port that the mail client is configured to use.
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Field Title SIM Mail User Name

Field Username used to access the mail client.
Description

Field Title SIM Mail User Password

Field Password for the above user.

Description

Field Title Enable authentication for mail session connection
Field Yes or no depending on mail client configuration.
Description

Field Title Enable STARTTLS

Field Yes or No depending on mail client configuration.
Description
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Screen: Wireless Server Details

Store Inventory Management 14 Installer - Oracle Retail

ORACLE

Wireless Server Details

Note: this must be a valid user.

Wireless Server User Name |simwsuser |

Wireless Server User Password | ssses ‘

Enter wireless port number. SIM's wireless server will listen for incoming messages from wireless
devices on this port.

SIM Wireless Server Port |40002 |

l €3 Cancel | ’ (@ Back ‘ I € Next 1 %

Field Title

Wireless Server User Name

Field
Description

User name for wireless server

Destination

Retail config wallet and installer creates WebLogic user with the given name
above.

Field Title

Wireless Server User Password

Field
Description

Password for wireless server user, the password must follow WebLogic
password requirements (at least 8 characters in length and one non-alphabetic
character).

Destination

Retail config wallet.
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SIM Wireless Server Port

Field Title

Field Choose an available port that the Wavelink server will use to listen for incoming
Description messages from wireless devices.

Destination wireless.cfg, wavelink-startup.sh

Example 40002
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Screen: Batch Server Details

Store Inventory Management 14 Installer - Oracle Retail
| Batch Server Details

Note: this must be avalid user.

Batch User Name |retai|4user I

Batch User Password ‘oooooooo ‘

l 3 cancel | ‘ ) Backl | @D Next I e

Field Title Batch User Name

Field User name for Batch.

Description

Destination Retail config wallet and installer creates WebLogic user with the given name
above.

Field Title Batch User Password

Field Password for batch user, the password must follow weblogic password

Description requirements (at least 8 characters in length and one non-alphabetic character).

Destination Retail config wallet.
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Screen: Server User Details

Store Inventory Management 14 Installer - Oracle Retail

Server User Details

Note: this must be avalid user.

SIM Server User Name Isimwsuser ’

SIM Server User Password [oooooooo |

€3 cancel } ‘ (T BackHO Next I 3

Field Title SIM Server User Name

Field User name for SIM Server

Description

Destination Domain wallet and installer creates WebLogic user with the given name above.
Field Title SIM Server User Password

Field Password for SIM Server User, the password must follow WebLogic password
Description requirements (at least 8 characters in length and one non-alphabetic character).
Destination Weblogic Domain wallet/ weblogic default
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Screen: Internal Security Installation User Details

Store Inventory Management 14 installer - Oracle Retail
ORACLE

Internal Security Installation User Details

SIM Internal Security Installation User Name Isimwsuser ’

SIM Internal Security Installation User Password ]........ \

| €3 cancel | | @ Back || € Next |

Field Title SIM Internal Security Installation User Name

Field User name for SIM Internal Security Installation.

Description

Destination SIM database user for the SIM application and WebLogic user in database

provider authentication. SIM stores are tied to this user. Example: orsimadmin

Field Title SIM Internal Security Installation User Password

Field Password for SIM Internal Security Installation User, the password must follow

Description WebLogic password requirements (at least 8 characters in length and one non-
alphabetic character).

Destination SIM database user for the SIM application and WebLogic user in database

provider authentication.
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Screen: SIM WebService Provider Policy

Store Inventory Management 14 installer - Oracle Retail

ORACLE

SIM WebService Provider Policy |

| Select the Policy for securing SIM web service providers
None v

|@Cancel||GBackH@Next|‘

Field Title Select the policy for securing SIM web service providers
Field Select the type of web service policy for SIM.
Description Please refer to the Oracle Retail Store Inventory Management Security Guide to learn

more about Policy A and Policy B.

Example None, PolicyA, PolicyB
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Screen: Printing Details

Store Inventory Management 14 Installer - Oracle Retail
Printing Details

Are you using Bl Publisher for SIM reporting?

Configure SIM reporting for Bl Publisher ]
Are you using SIM ticket printing?
Configure SIM ticket printing (3) None
(") Bl Publisher

() External WebService

| €3 cancel || @ Back | | @ Next || %

Field Title Configure SIM reporting for BI publisher
Field Select this option if you will be using BI Publisher for SIM reporting.
Description Please note if you select this option then the “Report BIP Details” screen will be

enabled and appropriate details will have to be entered in the subsequent
“Report BIP Details” Details screen.

Field Title Configure SIM ticket Printing

Field Choose the ticket printing option.

Description

Field Title Configure SIM ticket Printing “None”

Field Select this option if you will not be using ticket printing feature.
Description
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Field Title Configure SIM ticket Printing “BI Publisher”

Field Select this option if you will be using an out of box BI Publisher ticketing

Description implementation.
Please note if you select this option then the “Ticket Printing BIP Details” screen
will be enabled and appropriate details will have to be entered in the
subsequent “Ticket Printing BIP Details” Details screen.

Field Title Configure SIM ticket Printing “External Web Service”

Field Select this option if you will provide web service provider. See sim-141-impl4

Description “Item Ticket Printing” Section in SIM Implementation Guide for details.

Please note if you select this option then the “External Ticket Printing Service
Details” screen will be enabled and appropriate details will have to be entered
in the subsequent “External Ticket Printing Service Details” screen.
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Screen: Reporting BIP Details 1

This screen will be displayed if you select the Configure SIM reporting for BI Publisher
option on the Printing Details screen.

Store Inventory Management_lﬂ- Installer - Oracle Retail

ORACLE’

Reporting BIP Details 1

Configure 5IM reparting for Bl Publisher

Bl Fublisher Host hostname
Bl Fublisher Fort 7003
Bl Publisher Context Root kmlpserver

Mote: enabling 551 requires that security certificates hawve been configured.
Enable 55L for reporting http
2) https

€3 Cancel || &9 Back | | €2 Mext

Field Title BI Publisher Host

Field Host name where BI Publisher is installed.

Description

Destination Updates the BI Publisher related default values in SIM database.
Example redevlv0074.us.example.com

Field Title BI Publisher Port

Field Port where BI Publisher is configured.

Description

Destination Updates the BI Publisher related default values in SIM database.

Example 7003
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BI Publisher Context Root

Field Title

Field Context root where BI Publisher is installed.

Description

Destination Updates the BI Publisher related default values in SIM database.
Example xmlpserver

Field Title Enable SSL for reporting

Field The Protocol to be used for configuring reporting.

Description

Example https
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Screen: Reporting BIP Details 2

This screen will be displayed if you select the Configure SIM reporting for BI Publisher
option on the Printing Details screen.

Store Inventory Management 14 Installer - Oracle Retail
' Reporting BIP Details 2

Note: All reports are being configured using the template base path. Please refer to the
Implementation Guide for more details

MNote: If Bl Publisher uses SSL, use https as the protocol. Otherwise use http.
Reporting URL [https: //hostname: partno /xmipserver |

This path resides inside of Bl Publisher to hold report templates

Report Template Base Path |/Base/SIM /14 |
Reporting User Name \retail‘user |
Reporting User Password Iuo“" |

| & Cancel[lGBackHONext[

Field Title Reporting URL
Field Confirmation field of address configured from values provided on previous
Description screen.

Destination Updates the reporting tool related default values in SIM database.

Example http:/ /dev01234.us.oracle.com:18005/xmlpserver/

Field Title Report Template Base Path

Field The root directory in which your SIM report templates are located.
Description

Example /Base/SIM

/u00/webadmin/product/12.2.1.4/WLS/user projects/domains/bifoundat
ion domain/config/bipublisher/repository/Reports/Guest/SIM
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Field Title Reporting Username

Field From the Oracle Retail Store Inventory Management Implementation Guide:
Description <BIP_REPORTS_USER> or <SSO_USER>

Destination This user MUST exist as a bipublisher user.

Example retail.user

Field Title Reporting user Password

Field From the Oracle Retail Store Inventory Management Implementation Guide:
Description <BIP_REPORTS_USER_PASSWORD> or <SSO_PASSWORD>
Destination Updates security wallet info
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Screen: Ticket Printing BIP Details 1

This screen will be displayed if you select ‘BI Publisher’ under the Configure SIM ticket
printing option on the Printing Details screen.

Store Inventory Management 14 Installer - Oracle Retail
ORACLE

Ticket Printing BIP Details 1

Configure SIM ticket printing for Bl Publisher

Bl Publisher Host |hostname ]
Bl Publisher Port Iportno ’
Bl Fublisher Context Root |xmlpserver ’

Note: enabling SSL requires that security certificates have been configured.
Enable SSL for ticket printing () http
(@) https

| €3 cancel | | @ Back | | € Next |

Field Title BI Publisher Host

Field Host name where BI Publisher is installed.

Description

Destination Updates the BI Publisher related default values in SIM database.
Example redevlv0074.us.example.com

Field Title BI Publisher Port

Field Port where BI Publisher is configured.

Description

Destination Updates the BI Publisher related default values in SIM database.
Example 7003
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BI Publisher Context Root

Field Title

Field Context root where BI Publisher is installed.

Description

Destination Updates the BI Publisher related default values in SIM database.
Example xmlpserver

Field Title Enable SSL for ticket printing

Field The Protocol to be used for ticket printing.

Description

Example https
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Screen: Ticket Printing BIP Details 2

This screen will be displayed if you select ‘Bl Publisher’ under the Configure SIM ticket
printing option on the Printing Details screen.

Store Inventory Management 14 installer - Oracle Retail

ORACLE

Ticket Printing BIP Details 2

Note: All reports are being configured using the template base path. Please refer to the
Implementation Guide for more details

MNote: If Bl Publisher uses SSL, use https as the protocol. Otherwise use http.
Ticket Printing URL Ihups://hosmame:ponno/xmlpserver I

This path resides inside of Bl Publisher to hold report templates

Ticket Template Base FPath I/Base/SIM/H ‘
Ticket Printing User Name ’retail.user |
Ticket Frinting User Password loouoo ]

| €3 cancel | | @ Back | | € Next | 7

Field Title Ticket Printing URL

Field Confirmation field of address configured from values provided on previous
Description screen.

Destination Updates the ticket printing BIP related default values in SIM database.
Example http:/ /dev01234.us.oracle.com:18006/ xmlpserver

Field Title Ticket Template Base Path

Field The root directory in which your SIM ticket templates are located.

Description Note: See Appendix: Setting up SIM Reports/Tickets in BI Publisher for
instructions for migrating SIM reports/ tickets to BI Publisher

/Base/SIM
An example from this install guide is:

/u00/webadmin/product/12.2.1.4/WLS/user projects/domains/bifoundat
ion domain/config/bipublisher/repository/Reports/Guest/SIM

Example
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Field Title Ticket Printing Username

Field From the Oracle Retail Store Inventory Management Implementation Guide:
Description <BIP_TICKETPRINTING_USER> or <SSO_USER>

Destination This user MUST exist as a bipublisher user.

Example retail.user

Field Title Ticket Printing user Password

Field From the Oracle Retail Store Inventory Management Implementation Guide:
Description <BIP_TICKETPRINTING_USER_PASSWORD> or <SSO_PASSWORD>
Destination Updates security wallet info
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Screen: External Ticket Printing WebService Policy

This screen will be displayed if you select the External WebService option on the Printing
Details screen.

= Store Inventory Management 14 Installer - Oracle Retail

ORACLE

External Ticket Printing WehService Policy

Select the web senvice security policy for external ticket printing
None i

€3 cancel | (9 Back | @ Next

Field Title | Select the web service security policy for external ticket printing

Note: The user should refer the Oracle Retail Store Inventory Management Operations
Guide to know what OMS to choose.

Field Selects the type of web service security policy for external ticket printing.

Description | Please refer to the Oracle Retail Store Inventory Management Security Guide to learn
more about Policy A and Policy B.

Destination | None, PolicyA, PolicyB

Note: If web services are to be secured using either Policy A or Policy B, then user
should have some basic knowledge about the same. A user can refer to security
guide to know more about Policy A and Policy B
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Screen: External Ticket Printing Service Details

This screen will be displayed if you select the External Webservice option on the Printing
Details screen.

= Store Inventory Management 14 Installer - Oracle Retail - X

ORACLE

External Ticket Printing service details

External Ticket Printing WSDL URL http: ffhostname:; 18007 fticket-printing-»

@ Cancel O Back ‘ O MNext > Inctall

Field Title External Ticket Printing WSDL URL

Field This is the External Ticket Printing WSDL URL.
Description

Example http:/ /hostname:18007/ ticket-printing-

AppServiceDecorator/ProxyService/ ticketprinting AppServiceProxy?wsdl
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Screen: Enable SSO in SIM

Store Inventory Management 14 Installer - Oracle Retail

} Enable SSO in SIM

Oracle Single Sign-On must be installed separately. You should only checkthe box belowif you have
already set up and configured Oracle SSO.

Use Oracle Single Sign-0On for user identification and authentication?
Enable Single Sign-On in SIM? =

‘@CancelHGBackHQNextl‘ *

Field Title Use Single Sign-On for user identification and authentication?
Field This version of SIM has the option to use Single Sign-On (SSO) technology to
Description authenticate users. If SSO is being used in your environment then click the check

box. Leaving the box unchecked will configure SIM to use its own LDAP
directory settings for authentication.
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Screen: Single Sign-On Details

O Store Inventory Management 14 installer - Oracle Retail

ORACLE’

Single Sign On Details

Please enter the Oracle Single Sign-0n web tier server details.

SSO Server Host {[S50 Host]
SS0O Server Pon [SSO Por]

O Cancel | | (9 Bgack' |OT}€;‘

Field Title SSO Webtier Server Host

Field This is the host used to access the Single Sign-On web tier. This screen
Description will be displayed if you select the Enable Single Sign-On checkbox in
the previous screen.

Example WEBTIERSERVER.us.com

Field Title SSO Server Port

Field This is the HTTP port used to access the Single Sign-On web tier.
Description

Example 18888
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Screen: Manual Deployment Option

= Store Inventory Management 14 Installer - Oracle Retail

ORACLE’

Manual Deployment Option

This Installer will configure the application and app server files. Then it can procead with installing the
application into the server. If you do not have filesystem access to the application server, or you wish to
deploy using a different method, you can choose 1o have the installer skip the final installation phase.
The configured files will be made available for your use after this installer has completed

Install files 1o app server? o) Yes. | have write access to the application server

) No: Configure but do not install the application.

(@ con] [@ o] [@ ]

Field Title Install files to app server?
Field The installer will configure the application and application server files. Then, it
Description can proceed with installing the application into the server. If a user does not

have filesystem access to application server, or wishes to deploy using a
different method, he can choose to have the installer skip the final installation
phase.

Example Select Yes, I have write access to the application server.
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Screen: Installation Summary

Store Inventory Management 14 Installer - Oracle Retail

ORACLE

Installation Summary

{ —
Summary of Installation el
Enable SSL for SIM [true | 24 ‘
Weblogic Server Hosthame {hostname I ‘
Weblogic Admin Port lportno | H
Weblogic Admin User Name |Weblogic l
Client Context Root Isim-client |
Weblogic server/cluster |sim-server |
Configure RIB for SIM Itrue |
Configure RPM for SIM |true |
Configure RSL for SIM |true l -
4] % I»|

[@Cancel”@Back”ONextI"t‘ tall |

Field Title Summary of Installation

Field Lists the values entered in the previous install screens.

Description

Example Verify each value and if they are correct click next, else use back button to go

back and change the value. Selecting Cancel will Cancel the installation.
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Appendix: Common Installation Errors

This section provides some common errors encountered during installation.

EJB Deployment Errors during Installation to WebLogic

Symptom
On servers that are encountering high memory usage, deployment of sim-server.ear will
occasionally fail due to WebLogic’s inability to start the E]JB polling timer service.

[Javal ..... Failed to deploy the application with status failed

[java] Current Status of your Deployment:

[jJava] Deployment command type: deploy

[java] Deployment State : failed

[javal] Deployment Message : weblogic.application.ModuleException:
Exception activating module: EJBModule (
sim-ejb3.jar)

[Java]

[Javal

[Java] weblogic.management.scripting.ScriptException: Error occured while
performing deploy : Deployment Fail

ed.
[java] Unable to deploy EJB: PollingCoordinatorThreadBean from sim-ejb3.jar:
[Javal
[java] Error starting Timer service

Solution

Delete the WebLogic managed server/cluster where sim was targeted in the Admin
Console, and activate the changes. Manually delete the managed server directory
<DOMAIN HOME>/servers/<SIM SERVER NAME>. Bounce the WebLogic admin
server. Re-create the managed server in the Admin Console, Finally, re-run the
installer. If the error persists after re-installation, consider reducing the cpu, disk, and
memory load on the server.

Database Installer Hangs on Startup

Symptom
When the database schema installer is run, the following is written to the console and the
installer hangs indefinitely:

Running pre-install checks
Running tnsping to get listener port

Solution

The installer startup script is waiting for control to return from the tnsping command,
but tnsping is hanging. Type Control+C to cancel the installer, and investigate and solve
the problem that is causing the tnsping <sid> command to hang. This can be caused by
duplicate database listeners running.
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Warning: Could not create system preferences directory

Symptom
The following text appears in the installer Errors tab:

May 22, 2006 11:16:39 AM java.util.prefs.FileSystemPreferences$3 run

WARNING: Could not create system preferences directory. System preferences are
unusable.

May 22, 2006 11:17:09 AM java.util.prefs.FileSystemPreferences
checkLockFileOErrorCode

WARNING: Could not lock System prefs. Unix error code -264946424.

Solution

This is related to Java bug 4838770. The /etc/ java/.systemPrefs directory may not have
been created on your system. See http:/ /bugs.sun.com for details.

This is an issue with your installation of Java and does not affect the Oracle Retail
product installation.

Warning: Couldn't find X Input Context

Symptom
The following text appears in the console window during execution of the installer in
GUI mode:

Couldn't find X Input Context

Solution
This message is harmless and can be ignored.

ConcurrentModificationException in Installer GUI

Symptom
In GUI mode, the errors tab shows the following error:

java.util.ConcurrentModificationException
at

java.util.AbstractList$Itr.checkForComodification (AbstractlList.java:448)
at java.util.AbstractList$Itr.next (AbstractList.java:419)

.. etc

Solution

You can ignore this error. It is related to third-party Java Swing code for rendering of the
installer GUI and does not affect the retail product installation.
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A Second Login Screen Appears After Single Sign-On Login

If you are using Single Sign-On, you should not need to enter a SIM user name and
password once SIM is launched. If the SIM login screen pops up, it means something
went wrong with the SSO login. This could be caused by any of the following problems:

*  There is no SIM user in LDAP for the SSO user name you are using.
* Permissions are not set up correctly for the SSO user in SIM.
* 5S0 is configured incorrectly on the server.

= 5SSO timed out. (This can happen especially the first time you launch SIM. Try
launching SIM again.)

Symptom
A second login screen appears after you have already logged in to Single Sign-On.

Solution

See the Oracle Retail Store Inventory Management Implementation Guide for more
information on setting up SIM users and using LDAP and SSO with SIM.

Error Connecting to Database URL

Symptom

After entering database credentials in the installer screens and hitting next, a message
pops up with an error like this:

Error connecting to database URL <url> as user <user> details...

The message prevents you from moving on to the next screen to continue the installation.

Solution

This error occurs when the installer fails to validate the user credentials you have entered
on the screen. Make sure that you have entered the credentials properly. If you receive a
message similar to this:

Error connecting to database URL <url> as user <user> java.lang.Exception:
UnsatisfiedLinkError encountered when using the Oracle driver.

Please check that the library path is set up properly or switch to the JDBC thin
client.

It may mean that the installer is using the incorrect library path variables for the platform
you are installing on. Open the file

<STAGING_DIR>/rms/dbschema/common/ preinstall.sh and toggle the variable,
use32bit, to True if it is set to False or vice versa. This setting is dependent on the JRE that
is being used.
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GUI screens fail to open when running Installer

Symptom
When running the installer in GUI mode, the screens fail to open and the installer ends,

returning to the console without an error message. The ant.install.log file contains this
error:

Fatal exception: Width (0) and height (0) cannot be <= 0
java.lang.IllegalArgumentException: Width (0) and height (0) cannot be <= 0

Solution

This error is encountered when Antinstaller is used in GUI mode with certain X Servers.
To work around this issue, copy ant.install.properties.sample to ant.install.properties and
rerun the installer.

Log in fails with invalid username/password or user unauthorized errors

Symptom
The SIM application log in fails with the following messages: “Invalid
username/ password” or “User unauthorized or Not authenticated.”

Solution

In SIM Database, in the CONFIG_SYSTEM table, the value for
SECURITY_AUTHENTICATION_METHOD should be set to 1 for LDAP authentication.

Check in LDAP to be sure the password is set to the correct value.
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Appendix: Setting up SIM Reports/Tickets in

Bl Publisher

Oracle Analytics Server Configuration for
SIM Reports

SIM 14.1.3.2NT reports supports OAS5.5. SIM Reports are copied to RETAIL_ HOME
/reports during the application installation.

Note: In the following sections, the Oracle Analytics
installation steps are a sample only. Refer to the Oracle
Analytics Server 5.5.0 Installation Guide for more information.

OAS Server Component Installation Tasks

Oracle Analytics Publisher is used as the main RMS, RWMS, REIM, Brazil Localization
RFM, and SIM reporting engine and can be used in conjunction with external printing
solutions like label printing. This section describes the installation of Oracle AS Publisher
as a server application within WebLogic 12.2.1.4. One deployment of OAS Publisher can
be used for any of the RMS, Brazil Localization ORFM, RWMS, REIM, and SIM reports.

When installing OAS5.5, refer to the appropriate Fusion Middleware guides for the
installation of the product in a WebLogic server environment.

Installation Process Overview

Installing the OAS Publisher server as a standalone web application in a WebLogic server
involves the following tasks:

1.

3.
4.

Install Oracle Analytics Server under an existing WebLogic Server (WLS) 12.2.1.4
infrastructure home.

Configure Oracle Analytics Server, create default OAS Domain and configure
component “OAS Publisher” only.

Select the OAS Platform schema for update of the ORACLE 19¢ DB.
Configure ports and document and test the URL'’s that are created.

The following post-installation tasks are involved once OAS Publisher has been installed:

5.

Configure the OAS Publisher repository. Set security model, add users, assign roles,
add reports, add printers, set repository path, set data source, etc.

Set up and copy the RMS OAS Publisher Report Templates produced for RMS.

Set up for the RMS application specific configuration files to integrate OAS Publisher
with the RMS online app.
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Install Oracle Analytics Server 5.5

1.

6.

Install JDK 1.8 as per product certifcation
For Example, /u01/product/fmw/wls_oas
Export your DISPLAY.

Example: export DISPLAY=10.141.10.110:0.0

Install Oracle Fusion Middleware Infrastructure in OAS Product Home
(fmw_12.2.1.4.0_infrastructure_generic.jar)

JDK_HOME/bin/java -jar fmw_12.2.1.4.0_infrastructure.jar

Install Oracle Analytics Server 5.5

JDK_HOME/bin/java -jar Oracle_Analytics_Server_5.5.0.jar

For more details, refer Installing and Configuring Oracle Analytics Server 5.5.0
F27232-04 Guide

Launch Oracle Analytics configuration Assistant by executing

=  Go to $OAS HOME/bi/bin

Example: /u01/product/fmw/wls_oas/bi/bin

Start configuring domain:

Click Next.

./config.sh

© Oracle Analytics - Step 1 of 10@msp00bcd

Welcome

)

|

T Configuration

/T\ Prerequisite Checks

T Define Domain
Database Details

| ——
Port Management

\ll

|
Initial Application
\lJ

Summary
\lJ

Welcome

Configuration Progress

Configuration

Help

|

)

_ORACLE
FUSION MIDDLEWARE

Welcome to Oracle Analytics (5.5.0) Configuration Assistant.

Copyright (c) 1999, 2019, Oracle and/for its affiliates. All rights reserved.

Complete

Next = Cancel

7.

Select Oracle Analytics Publisher
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£ Orache Anadytics - Step 2 of 108mapDihed
Configuration _ORACLE
FUSION MIDDLEWARE
¥ Walcemne :
! You are about tu configure thecompanents ceetained (n Oracle Analytics (5.5.0) At
« Configuration any time durng the tonfiguration, you can view the fgleane Notes and Qocumentation
i AR tabl
w. Precequisty Checks Sokee-tyr gddionsl (formative, Ceterd: he' s by chering Help
v Define Domain Components to include
w Database Dotuls Oracle Anahytics Enterprise Edition

fort Management v Oratle Analyticn Dubleher

v
v il Aspheation
|
v

Semmany

Select the components to configure as part of the instalistion process

Helo < po:l ﬁéf) | Concel

8. Click Next.

© Oracle Analybics - Stop 3 of LOSmepO0hed

Prerequisite Checks _ORACLE
FUSION MIDDLEWARS
Y Welsgme 4
¢ Confhguration 100% |
::»_ Prerequisite Checks
T = o Checking oparating systam cartificetion
y Refine Domain
| V'  Chedking recameended operating system packages
¥ Database Derails
! W Checking kernel parameters
w Part Managemant
! ¢  Chedarg Recammended glibe version
| oat
T el Appiconen & Checkng physicel memeary
=2
y Summay W Checking Java verssa used to launch the instalier
» View Soccessful Tasks Yoew Lo
.
# ' Chackng hernal parametars -
4 @ Chetkng Aecommended glibc version
# W Checking physicsl memary
* : 20 use
Help < finck | Nest > Cancel
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9. Provide Domain Directory and Name. Create Admin Username and Password

£ Ovadie Analytics - Step 4 of 10@nspdibcd

Define Domain _ORACLE
TUSION MIDOLLWANL
Welceene g
r The domain is the besic unt of Weblogk admwustretion Al Oracle Anshytics components
Configuration renide o sne domain The domen nesds & place to store flen. and nitisl asminigtrater
r credentialy
b Erarsauite Chacky
v Define Domain The domain fiies Include conhiguration files, lag Mes. and dats fies
! Databane Detais The creduntiale Sefine the intial admitestratar atcount For seturty reassns se sther
T Sefault accounts are Zreated Lde thie indal account 1o create inidvidual stcounts for yoor
T Poct Mansgemant users
y Eitalfepiication
| Location of new demain
v Summary
Ny atinn Pro Domeins Drectory yscratchiu0lidomainsiwis_ges/ || Browse
e ) ) Doman Name DASPUEDoman
Doman Home | rscratcvudl/domainsimis_oas/OASFUEDamMaIN
Credentials for new & i
Lsemame weblogc
P.,‘unrﬂ (eessseaas |
Confrm Passmord sessssnes
. T AT ==
Cordim the pessward by sntering € agan
The password must be 8 minimum of B and not exceed 30 alphamamenic tharactery. & must begn
with ar alphabetsc character, une only alchanumerc. underscore (|, dellar (§) or pound (#)
tharacters aod include at least 1 digit
Heip « Dock Nest = | Cancel

10. Select Create New schemas. Enter your Oracle Database information. Simple connect
string like <DBHOST>:1521:<PDB>

£ Ovacte Analytics - Step 5 of | BleepOObod
‘ n?“‘ il
Database Schema o _u__Eg : /
FUSION MIDDLEWARE 2
wekame '
Y Databane schemas are regquited for starege of mternal hausekeepng nformatice These
Y Conhgurattan schemas are Sstnct from ey dats sources which you plan to anslyse in Dracle Aabacs
|
o, Erermguisiis Chacks The menplest opsan i ta creste naw databsse schames here Altematvely yau ran wee
| Ane Dontats cnsting schemas you created sarier Yang the RepaaRery Creaton wtiy IRCL. Using RCU »
T Qefing Dprrager wivance gvey you sdmanal opbiany, such as chaosng tadlespaces BCU m avalatie n
+ Database Details drectory McrmtchiudLiproduc _ossdoracie ¢
|
Y Pott Management
| » Create new schemas
v It A acatan
I Schama prefx DASPUR
T Sehama padsmard [oreees
Cordrm schema password
1 Databess Hype | Orace Datab -
Usemame wys
Panwword [rresserens
Swmple Cconnet snng «DB HOST» 1521 «PDEN
Usw suxting schemas
hcsc=— e — == — ==z
Enter the cannect strng in the farmat hostname: part servicaname for the Oracte databese Use ondy
for non AL databases Use the separate Oracle RAC optisn far ofl SAC dotadases, inthded thase
sccenned uwng s Oracle Single Chert Access Name 15CAND address
Help « Back | ﬁek - Canced
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11. Choose Port Range

£ Oracie Analytics - Step 6 of 108owpiobad

Port Management _ORACLE
TUSION MIDOLEWARE
Wecome .
Chagse the parts far Orade Analtics and WLS processes to use
Configuration
Erercquaite Chacks Port Range

Bafine Damain Fort Range Starting Poct 3500
Database Dataily Fart Range End Poct 13550
Port Management

nihel Acclic ation

Summaty

44— ——

The very last port than can be used when alacating port numbers

Kelp « Back Nest = Conced

12. Select Clean Slate

£ Drache Analytics - Step T ol 108wmspOObd

Initial Application ER—“CLE
FUSION MIDDLEWARE
r Mekome {
H Choone the application that will be mstaled inte your inital serite instance, Thes can be
' Lgnhgyratign the default sample apphcation, an applcation archive exported from another Oracle
| < Anahtus mstalation or yeu can cheode to stan with & dlean slate
Frecegyizte Chacks
]I' Define Doman Yaur omn wosting Oracle Anabtics Agplitation from export bundie ( jar Tl
r Uatabase Demats « Clean Slate Ing predefined appicaton)
i- Eprt Manpgemen
v Initial Application
+ BUmReY
" (e
.
Choosea the appiication to be matalled ieo your intial senvice nstaoce
BHelp « Batk | Hext > Canced
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13. Click on Configure

© Oracle Anslytics

Step 0 of 1 enspOObed

Summary _ORACLE
FUSION MIDDLEWARE
‘
v Welcome + s Cenfiguse =
y Coefiquration = Configutation
S = Companenms
M Perecequisiie Checks Oracle Ansdtics Pubbshar
y Defee Domain = New damain
v Datsbsse Details Domam Name: QASPUBDomain
] Darnains Owrectory facratchiu0lidomainaswis_oss
v Port Management Admin server (KTTF port 9504, MTTFES 9501 internal 35171
v Intisi Applcatisn Manoged server (KTTP part 3518, HTTPS 9502 nternal 5519) 3
1 = Database
v Sumsnary
3 » New schemas
G . Databose type ORACLE
quecan Cormect wiring us oracle com 1521 IMERCH
New BCU prefoc CASPUS
= Port Mansgermert
= Port range
Port range start 3300 | |
Port range end 3550
= Apghcation
Archive: JscramtchidLiproductfmwinwis_sssioulimw/cammanframewsrk/bn
Service instance Key a3l
Service nstance Limic 1
~ Entry points ~
Save Reaponse Rle aeve
..
Click Save 1o generate a respones e used for wlent instalabion
help < Qack $cnfgqu_rr Cancel

14. Click Next

Configuration Progress

Narmwe Pragress
’ =N Oracle_Anahtica_Configuratian 1%
@ Create expanded domain o Success
& Creste schemas using BCU In Progress
=~ @ Oracle snshytics Pubdsher ot started
¢ © Complete damain Mot stacted
na @ Storw part range Not started
@ Sync mid tier detabase Not started
1 oy ® Add defaut service Instance Not started
Configuration Progress
T ® Stare NS crodersial Mot sterted
AP Pie © Cleanng up Issues Hot stacted
® Oracle_Arahtcs Statis =
9 Orache_Anshtics_Cplogue {2 9

£ Ovacie Analytics

Step 2 of 108wspDicd

OoRACLE
FUSION MIDOLEWARE

Configuratsan Tools
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# o Oracle_2nahtics_Configuraton
% @ Oracle_aAnshtice_Startup
% @ Oracle_tnahyors Eplogue

Cancel
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Configuration Progress

j
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Configuration Pregress
Configuranen Complete

Help

Step 9 of 10@msplUbed

.

f Contiguration Tooés

Name Progress
# | « Oracle_Analytics_Configuration 100% -
i Create expanded doman o Success i
& Create sthemas using RCU o Sutcess
& Cracle Anahtics Putlinher o Success
& Complete doman o Success
W Store port range o Sutcess 4
@ Sync mad tier database & Success |
@ A3 default service nstance o Sutcens
@ Storw M4 cradential o Success
& Cleaning up issues  Soccess
] v Oracle_Analytics Startup 100%
i Start all Seevers & Success 1
= v Oracle_Anshtics_Eplogue 100% v
o o I'»

Cw]ouuunn Log l..an'/ura&ﬁmélfpiéduLMMnMs-oal;\nlwl‘JOZO 65vi5_0§iﬂ NM log

# o Oracle Anshtics Configuration
@ o Oracle Anahtice Startup
@ « Oracle_Anahtce Epdogue

Cancel

15.

Click Finish
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Post install steps for OAS5.5

Note: OAS 5.5 has issue printing reports with Guest user
access which is needed to print reports directly from RMS
application. To overcome this issue, user has to login to OAS
with the configured user in the browser before printing
reports directly from RMS application, otherwise the user

would not be able to print reports directly from RMS
application.

1. Test your OAS Publisher installation, Get the xmlpserver url from your Installation
Screen and launch xmlpserver. Login with the credentials you entered in your Oracle

AS configuration (weblogic / password). Example URL:http:/ /[OAS_host]:[OAS
server_port]/xmlpserver

ORACLE  Analytics

Sign In

Plagse erter userngme aod password
Usernasne

wablogs

Passovord

Accessbibty Mode

Sign In

Guest

Engfish (Unted States) v

2. After sign on, select “ Administration”.
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ORACLE Anmyia Tearh A . Advivabates e ¢ B D9
Administration Hase [ N Open » Gowcishs  weboge ~
Dwte Scurces Spram Werrerance
Securtty Sonter Rurticne Carfiguration

Owtrery [T

3. On the System Maintenance Section, click Server Configuration.

ORALCLE My b M . Rdversraton p— - r Cat
Administration .

v Server Cfapssie

System Masmenance

Generwl Properties

4. On this screen - In the Server Configuration Folder section, enter the path to your
repository. On the Catalog section enter Catalog Type: Oracle AS Publisher - File
System from the drop down menu.

* This is the path you entered in the Configuration Section and Catalog Section:
Example: $<OAS DOMAIN HOME>/config/bipublisher/repository

Click Apply.

Click Administration link at top of screen.
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7. Click on the Security Configuration link under the Security Center to setup a super
user and apply the BI Publisher security model.

ORACLE amlptin Soemy A1 Afreiviiration ity Sgm Out
Administration e Cabelog W + Cpen = dred Is dn wablogc =
Seourity Center
EITIP Ay Taeqe. v Wy T T

Aoply  Caoet
Loce Sspercam

Queer Accens

Aushenticatinn

8. Enable a Superuser by checking the “Enable Local Superuser” box and by entering
name and password on the corresponding fields on this screen.

9. Mark “Allow Guest Access” check box. Enter “Guest” as Guest Folder Name.
10. Click Apply.

11. Scroll down the screen and locate the Authorization section:

ORACLE amikn Seerch 4 . Adveriseation Wy ¢ o O

Administration e Catalog Mew O Sgwe A webloge

Autheraason

12. Select Oracle Fusion Middleware from the Security Model list.
13. Click Apply.
* Leave OAS Publisher up while completing the next section.

Installing the SIM OAS Publisher Templates

In this section we will outline how the RMS report templates are installed into the
appropriate OAS server repositories.

Example: <OAS_DOMAIN_HOME>/config/bipublisher/repository

Report files are placed by the application installation in the directory - "RETAIL HOME
/reports " and have to be copied into a newly created directory within OAS Publisher
repository Guest Reports directory.
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1. Create the directory to hold the reports under <AS_REPOSITORY>
mkdir <BI REPOSITORY>/Reports/Guest/SIM

2. Change directory to the RETAIL_HOME /reports/SIM created during the application
install. This directory contains subdirectories whose names reflect the names of
report templates provided with SIM.

3. unzip each report directory into the directory created above

For example,

cd <BI_REPOSITORY>/Reports/Guest/RMS
unzip <INSTALL DIR>/sim/application/siml4/reports/sim-reports.zip

Configuring the RMS JDBC connection

Follow the below steps to configure a JDBC connection for the SIM Data Source, which is
required for SIM reports.

1. If notstill logged into OASPublisher:

= Login with the credentials you entered in your Oracle AS configuration.
(weblogic / password)

2. If the server was restarted:
* Login as the super user that was created in prior security setup steps.
Click the Administration link at top of screen
Select the JDBC Connection hyperlink in the Data Sources lists.
Click the Add Data Source button.

ORALCLE mahyoo Scath M v Advrristration ey g Out
Administration e Teuag [ Town Sored In by weblaghe
000 » Add Date Saurcs
A Data Sowrce
Agply  Cancw

Genetn!

e OE 2we S e ey ded JOOT X
TP Pes “ .o e
BLTIP A Cracie Fuikis MOeaae 3

¥

AL T

6. Enter the appropriate details for the SIM data source. Click Test Connection to test
the connection on the screen once the data is entered.

* Data Source Name: BIP-SIM-DATASOURCE
—  Must be this due to code dependencies.

*  Driver type is ORACLE 12c

* Database driver class should be oracle.jdbc.OracleDriver.

*  Connection string is similar to this example:
- Pluggable: jdbc:oracle:thin:@dbhostname:1521/servicename
— Non- Pluggable jdbc:oracle:thin:@dbhostname:1521:5ID
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=  Enter the username and password for the RMS application user’s data source.
Click Test Connection to test the connection on the screen once the data is

entered.
7. Scroll to the bottom of the screen and check the Allow Guest Access check box. Click
Apply.
ORACLE Ay - : Amirirtce g+ S0
PR e D, WIS e - Symilie wibig.s

8. Click Catalog link at the top of the screen - and then click the Guest folder on the left
so that it is highlighted.

ORACLE mupa Seanh N Aninhaaton ey v g O
Cataiog e Coing Ny Oy ¥ I
& kY X = Lontiipd  SNared Foisewinay v 5
Folders . FUS Lo Alodfied MONGO 07T AM  Cosssed By
(.'_I Cxpand b »
B RWNS  Law Mociios BHA02 1031 AN Cresms Dy
| ee'iveipn
2] SIM Laxt Modfed 1S OA3AM  Crestec By mwtel uomt
Gun et e
Tasks
) Baew '
[y
x
.
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9. Click the Permissions link on the lower left of the screen.

Parmiscions

Limsathrn Damd WY
LAY [RTERASEIE 18 s WETHR A4 Wi

*x
Role Name
B0 Canre
(0 Contrt 2cwn
G torematins

10. Click OK.

Restart WebLogic Server.Verify Oracle AS Publisher Set Up for RMS Reports

Verify that Oracle AS Publisher has been set up correctly as follows:

1. Click the Administration tab. Click Server Configuration under System
Maintenance. The Catalog path variable should be set as part of the OAS Publisher
install, REPORTS_DIR.
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Appendix: Single Sign-On for WebLogic

Single Sign-On (SSO) is a term for the ability to sign onto multiple Web applications via a
single user ID/Password. There are many implementations of SSO. Oracle provides an
implementation with Oracle Access Manager.

Most, if not all, SSO technologies use a session cookie to hold encrypted data passed to
each application. The SSO infrastructure has the responsibility to validate these cookies
and, possibly, update this information. The user is directed to log on only if the cookie is
not present or has become invalid. These session cookies are restricted to a single
browser session and are never written to a file.

Another facet of SSO is how these technologies redirect a user’s Web browser to various
servlets. The SSO implementation determines when and where these redirects occur and
what the final screen shown to the user is.

Most SSO implementations are performed in an application’s infrastructure and not in
the application logic itself. Applications that leverage infrastructure managed
authentication (such as deployment specifying Basic or Form authentication) typically
have little or no code changes when adapted to work in an SSO environment.

What Do | Need for Single Sign-On?

A Single Sign-On system involves the integration of several components, including
Oracle Identity Management and Oracle Access Management. This includes the
following components:

* An Oracle Internet Directory (OID) LDAP server, used to store user, role, security,
and other information. OID uses an Oracle database as the back-end storage of this
information.

*  AnOracle Access Manager (OAM) 11g Release 2 server and administrative console
for implementing and configuring policies for single sign-on.

= A Policy Enforcement Agent such as Oracle Access Manager 11g Agent (WebGate),
used to authenticate the user and create the Single Sign-On cookies.

= Oracle Directory Services Manager (ODSM) application in OIM11g, used to
administer users and group information. This information may also be loaded or
modified via standard LDAP Data Interchange Format (LDIF) scripts.

* Additional administrative scripts for configuring the OAM system and registering
HTTP servers.

Additional WebLogic managed servers will be needed to deploy the business
applications leveraging the Single Sign-On technology.

Can Oracle Access Manager Work with Other SSO Implementations?

Yes, Oracle Access Manager has the ability to interoperate with many other SSO
implementations, but some restrictions exist.
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Oracle Single Sign-on Terms and Definitions

The following terms apply to single sign-on.

Authentication
Authentication is the process of establishing a user’s identity. There are many types
of authentication. The most common authentication process involves a user ID and
password.

Dynamically Protected URLs

A Dynamically Protected URL is a URL whose implementing application is aware of
the Oracle Access Manager environment. The application may allow a user limited
access when the user has not been authenticated. Applications that implement
dynamic protection typically display a Login link to provide user authentication and
gain greater access to the application’s resources.

Oracle Identity Management (OIM) and Oracle Access Manager (OAM) for 11g

Oracle Identity Management (OIM) 11g includes Oracle Internet Directory and
ODSM. Oracle Access Manager (OAM) 11g R2 should be used for SSO using
WebGate. Oracle Forms 11g contains Oracle HT'TP server and other Retail
Applications will use Oracle WebTierllg for HTTP Server.

MOD_WEBLOGIC

mod_WebLogic operates as a module within the HTTP server that allows requests to
be proxied from the OracleHTTP server to the Oracle WebLogic server.

Oracle Access Manager 11g Agent (WebGate)

Oracle WebGates are policy enforcement agents which reside with relying parties
and delegate authentication and authorization tasks to OAM servers.

Oracle Internet Directory
Oracle Internet Directory (OID) is an LDAP-compliant directory service. It contains
user ids, passwords, group membership, privileges, and other attributes for users
who are authenticated using Oracle Access Manager.

Partner Application

A partner application is an application that delegates authentication to the Oracle
Identity Management Infrastructure. One such partner application is the Oracle
HTTP Server (OHS) supplied with Oracle Forms Server or WebTierllg Server if
using other Retail Applications other than Oracle Forms Applications.

All partner applications must be registered with Oracle Access Manager (OAM) 11g.
An output product of this registration is a configuration file the partner application
uses to verify a user has been previously authenticated.

Statically Protected URLs

A URL is considered to be Statically Protected when an Oracle HTTP server is
configured to limit access to this URL to only SSO authenticated users. Any
unauthenticated attempt to access a Statically Protected URL results in the display of
a login page or an error page to the user.

Servlets, static HTML pages, and JSP pages may be statically protected.
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What Single Sign-On is not

Single Sign-On is NOT a user ID/password mapping technology.

However, some applications can store and retrieve user IDs and passwords for non-SSO
applications within an OID LDAP server. An example of this is the Oracle Forms Web
Application framework, which maps Single Sign-On user IDs to a database logins on a
per-application basis.

How Oracle Single Sign-On Works

Oracle Access Manager involves several different components. These are:

The Oracle Access Manager (OAM) server, which is responsible for the back-end
authentication of the user.

The Oracle Internet Directory LDAP server, which stores user IDs, passwords, and
group (role) membership.

The Oracle Access Manager Agent associated with the Web application, which
verifies and controls browser redirection to the Oracle Access Manager server.

If the Web application implements dynamic protection, then the Web application
itself is involved with the OAM system.

About SSO Login Processing with OAM Agents

1
2.
3.

10.
11.

12.
13.
14.

The user requests a resource.

Webgate forwards the request to OAM for policy evaluation

OAM:

a. Checks for the existence of an SSO cookie.

b. Checks policies to determine if the resource is protected and if so, how?
OAM Server logs and returns the decision

Webgate responds as follows:

= Unprotected Resource: Resource is served to the user

* Protected Resource:
Resource is redirected to the credential collector.
The login form is served based on the authentication policy.
Authentication processing begins

User sends credentials
OAM verifies credentials
OAM starts the session and creates the following host-based cookies:

*  One per partner: OAMAuthnCookie set by 11g WebGates using authentication
token received from the OAM Server after successful authentication.
Note: A valid cookie is required for a session.

*  One for OAM Server: OAM_ID
OAM logs Success of Failure.
Credential collector redirects to WebGate and authorization processing begins.

WebGate prompts OAM to look up policies, compare them to the user's identity, and
determine the user's level of authorization.

OAM logs policy decision and checks the session cookie.
OAM Server evaluates authorization policies and cache the result.
OAM Server logs and returns decisions
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15. WebGate responds as follows:

= If the authorization policy allows access, the desired content or applications are
served to the user.

= If the authorization policy denies access, the user is redirected to another URL
determined by the administrator.

SSO0 Login Processing with OAM Agents

! 1) Check Authentication Policy :
Web Server OAM :
: with WebGate Server
' User requests Check if resource - '
- resource is protected Evaluate Policies |
: d and Cache ‘
: { > - @ > #  Result :
: 3 1 =3 .
» & —@ :
: User :
! Unauthenticated | o Return content L%? and return H '
: if resource Web Gate policy decision :
not protected L_ '
Else 2 Redirect to Credential Collector

B | Return Login Form
! 2) Authenticate User ;
; OAM '
' Server '
@  Usercredentials Cmgungﬁx o Verify |
H P credentials U
, ~ \§ > : seI'A
YAl ) . ~7————— Identity
: {0 {9—= {8 ; Store
User Redirectto 3 T T 0
Logand return  Create Session OAM_ID
Success/Failure and Cookies ~— OAMAuthnCookie

------------------------------------------------------------------------------ ObhSSoCookie (10g WehGate)

' Web Server
, with WebGate oM. :
: Redirected Check if user : ;
' User Requests is authorized _ Check i
: ) > < {1 +~ —(12 Session
' = - N !
' « & | (14 . —(13 Evaluate Policies
G:uewrenticated Return content i . Logand rtc-_:tum and Cache Resut |
useris authorized  ( wep Gate :glicgrliz:cligll:m 2
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Installation Overview

Installing an Oracle Retail supported Single Sign-On installation using OAM11g requires
installation of the following;:

1. Oracle Internet Directory (OID) LDAP server and the Oracle Directory Services
Manager. They are typically installed using the Installer of Oracle Identity
Management. The ODSM application can be used for user and realm management
within OID.

Oracle Access Manager 11gR2 has to be installed and configured.

Additional midtier instances (such as Oracle Forms 11gr2) for Oracle Retail
applications based on Oracle Forms technologies (such as RMS). These instances
must be registered with the OAM installed in step 2.

4. Additional application servers to deploy other Oracle Retail applications and
performing application specific initialization and deployment activities must be
registered with OAM installed in step 2.

Infrastructure Installation and Configuration

The Infrastructure installation for Oracle Access Manager (OAM) is dependent on the
environment and requirements for its use. Deploying Oracle Access Manager (OAM) to
be used in a test environment does not have the same availability requirements as for a
production environment. Similarly, the Oracle Internet Directory (OID) LDAP server can
be deployed in a variety of different configurations. See the Oracle Identity Management
Installation Guidellg.

OID User Data

Oracle Internet Directory is an LDAP v3 compliant directory server. It provides
standards-based user definitions out of the box.

Customers with existing corporate LDAP implementations may need to synchronize user
information between their existing LDAP directory servers and OID. OID supports
standard LDIF file formats and provides a JNDI compliant set of Java classes as well.
Moreover, OID provides additional synchronization and replication facilities to integrate
with other corporate LDAP implementations.

Each user ID stored in OID has a specific record containing user specific information. For
role-based access, groups of users can be defined and managed within OID. Applications
can thus grant access based on group (role) membership saving administration time and
providing a more secure implementation.

User Management

User Management consists of displaying, creating, updating or removing user
information. There are many methods of managing an LDAP directory including LDIF
scripts or Oracle Directory Services Manager (ODSM) available for OID11g,.

ODSM

Oracle Directory Services Manager (ODSM) is a Web-based application used in OID11g
is designed for both administrators and users which enables you to configure the
structure of the directory, define objects in the directory, add and configure users,
groups, and other entries. ODSM is the interface you use to manage entries, schema,
security, adapters, extensions, and other directory features.
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User Management

LDIF Scripts

Script based user management can be used to synchronize data between multiple LDAP
servers. The standard format for these scripts is the LDAP Data Interchange Format
(LDIF). OID supports LDIF script for importing and exporting user information. LDIF
scripts may also be used for bulk user load operations.

User Data Synchronization

The user store for Oracle Access Manager resides within the Oracle Internet Directory
(OID) LDAP server. Oracle Retail applications may require additional information
attached to a user name for application-specific purposes and may be stored in an
application-specific database. Currently, there are no Oracle Retail tools for
synchronizing changes in OID stored information with application-specific user stores.
Implementers should plan appropriate time and resources for this process. Oracle Retail
strongly suggests that you configure any Oracle Retail application using an LDAP for its
user store to point to the same OID server used with Oracle Access Manager.
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Appendix: Setting Up Password Stores with
wallets/credential stores

As part of an application installation, administrators must set up password stores for
user accounts using wallets/credential stores. Some password stores must be installed on
the application database side. While the installer handles much of this process, the
administrators must perform some additional steps.

Password stores for the application and application server user accounts must also be
installed; however, the installer takes care of this entire process.

ORACLE Retail Merchandising applications now have 3 different types of password
stores. They are database wallets, java wallets, and database credential stores.
Background and how to administer them below are explained in this appendix

About Database Password Stores and Oracle Wallet

Oracle databases have allowed other users on the server to see passwords in case
database connect strings (username/ password@db) were passed to programs. In the
past, users could navigate to ps —ef|grep <username> to see the password if the password
was supplied in the command line when calling a program.

To make passwords more secure, Oracle Retail has implemented the Oracle Software
Security Assurance (OSSA) program. Sensitive information such as user credentials now
must be encrypted and stored in a secure location. This location is called password stores
or wallets. These password stores are secure software containers that store the encrypted
user credentials.

Users can retrieve the credentials using aliases that were set up when encrypting and
storing the user credentials in the password store. For example, if username/password@db
is entered in the command line argument and the alias is called db_username, the
argument to a program is as follows:

sqlplus /@db username

This would connect to the database as it did previously, but it would hide the password
from any system user.

After this is configured, as in the example above, the application installation and the
other relevant scripts are no longer needed to use embedded usernames and passwords.
This reduces any security risks that may exist because usernames and passwords are no
longer exposed.

When the installation starts, all the necessary user credentials are retrieved from the
Oracle Wallet based on the alias name associated with the user credentials.

There are three different types of password stores. One type explain in the next section is
for database connect strings used in program arguments (such as sqlplus
/@db_username). The others are for Java application installation and application use.
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Setting Up Password Stores for Database User Accounts

After the database is installed and the default database user accounts are set up,
administrators must set up a password store using the Oracle wallet. This involves
assigning an alias for the username and associated password for each database user
account. The alias is used later during the application installation. This password store
must be created on the system where the application server and database client are
installed.

This section describes the steps you must take to set up a wallet and the aliases for the
database user accounts. For more information on configuring authentication and
password stores, see the Oracle Database Security Guide.

Note: In this section, <wallet location>is a placeholder text
for illustration purposes. Before running the command,
ensure that you specify the path to the location where you
want to create and store the wallet.

To set up a password store for the database user accounts, perform the following steps:
1. Create a wallet using the following command:
mkstore -wrl <wallet location> -create

After you run the command, a prompt appears. Enter a password for the Oracle
Wallet in the prompt.

Note: The mkstore utility is included in the Oracle Database
Client installation.

The wallet is created with the auto-login feature enabled. This feature enables the
database client to access the wallet contents without using the password. For more
information, refer to the Oracle Database Advanced Security Administrator's Guide.

2. Create the database connection credentials in the wallet using the following
command:
mkstore -wrl <wallet location> -createCredential <alias-name> <database-user-—
name>
After you run the command, a prompt appears. Enter the password associated with
the database user account in the prompt.

Repeat Step 2 for all the database user accounts.

Update the sqlnet.ora file to include the following statements:

WALLET_LOCATION = (SOURCE = (METHOD = FILE) (METHOD_DATA = (DIRECTORY =
<wallet location>)))

SQLNET.WALLET_OVERRIDE = TRUE

SSL CLIENT AUTHENTICATION = FALSE

5. Update the tnsnames.ora file to include the following entry for each alias name to be
set up.

<alias—name> =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = <host>) (PORT = <port>))
)
(CONNECT DATA =
(SERVICE NAME = <service>)
)
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In the previous example, <alias-name>, <host>, <port>, and <service> are
placeholder text for illustration purposes. Ensure that you replace these with the
relevant values.

Setting up Wallets for Database User Accounts

The following examples show how to set up wallets for database user accounts for the
following applications:

e For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARI

For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARI

To set up wallets for database user accounts, do the following.
1. Create a new directory called wallet under your folder structure.

cd /projects/rmsld/dev/
mkdir .wallet

Note: The default permissions of the wallet allow only the
owner to use it, ensuring the connection information is
protected. If you want other users to be able to use the
connection, you must adjust permissions appropriately to
ensure only authorized users have access to the wallet.

2. Create a sqlnet.ora in the wallet directory with the following content.

WALLET LOCATION = (SOURCE = (METHOD = FILE) (METHOD DATA =
(DIRECTORY = /projects/rmsl4d/dev/.wallet)) )

SQLNET .WALLET OVERRIDE=TRUE

SSL CLIENT AUTHENTICATION=FALSE

Note: WALLET_LOCATION must be on line 1 in the file.

3. Setup a tnsnames.ora in the wallet directory. This tnsnames.ora includes the
standard tnsnames.ora file. Then, add two custom tns_alias entries that are only for
use with the wallet. For example, sqlplus /@dvols29 rmsOluser.
ifile = /u00/oracle/product/11.2.0.1/network/admin/tnsnames.ora

Examples for a NON pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SID = <sid_name> (GLOBAL NAME = <sid_name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SID = <sid name>) (GLOBAL NAME = <sid name>)))

Examples for a pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SERVICE NAME = <pluggable db name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SERVICE NAME = <pluggable db name>)))
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Note: It is important to not just copy the tnsnames.ora file
because it can quickly become out of date. The ifile clause
(shown above) is key.

4. Create the wallet files. These are empty initially.
a. Ensure you are in the intended location.
$ pwd
/projects/rmsl4d/dev/.wallet
b. Create the wallet files.
$ mkstore -wrl . —create
c. Enter the wallet password you want to use. It is recommended that you use the
same password as the UNIX user you are creating the wallet on.
d. Enter the password again.
Two wallet files are created from the above command:
— ewallet.pl2
— cwallet.sso
5. Create the wallet entry that associates the user name and password to the custom tns
alias that was setup in the wallet’s tnsnames.ora file.
mkstore —wrl . —createCredential <tns alias> <username> <password>
Example: mkstore -wrl . -createCredential dvols29 rmsOluser

rmsOluser passwd

6.

Test the connectivity. The ORACLE_HOME used with the wallet must be the same
version or higher than what the wallet was created with.

$ export TNS ADMIN=/projects/rmsl4/dev/.wallet /* This is very import to use
wallet to point at the alternate tnsnames.ora created in this example */

$ sglplus /@dvols29 rmsOluser
SQL*Plus: Release 12

Connected to:
Oracle Database 12g

SQL> show user
USER is “rmsOluser”

Running batch programs or shell scripts would be similar:

Ex: dtesys /@dvols29 rmsOluser
script.sh /@dvols29 rmsOluser

Set the UP unix variable to help with some compiles :

export UP=/@dvols29 rmsOluser
for use in RMS batch compiles, and RMS, RWMS, and ARI forms compiles.

As shown in the example above, users can ensure that passwords remain invisible.

Additional Database Wallet Commands
The following is a list of additional database wallet commands.

Delete a credential on wallet
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mkstore —wrl . —deleteCredential dvols29 rmsOluser

Change the password for a credential on wallet

mkstore —wrl . —modifyCredential dvols29 rmsOluser rmsOluser passwd

List the wallet credential entries
mkstore —wrl . —list
This command returns values such as the following.

oracle.security.client.connect stringl
oracle.security.client.userl
oracle.security.client.passwordl

View the details of a wallet entry
mkstore —wrl . —viewEntry oracle.security.client.connect stringl
Returns the value of the entry:

dvols29 rmsOluser
mkstore -wrl . —viewEntry oracle.security.client.userl

Returns the value of the entry:

rmsOluser

mkstore -wrl . —viewEntry oracle.security.client.passwordl
Returns the value of the entry:

Passwd

Setting up RETL Wallets

RETL creates a wallet under $RFX_HOME/ etc/security, with the following files:

cwallet.sso
jazn-data.xml
jps-config.xml
README.txt

To set up RETL wallets, perform the following steps:

1

Set the following environment variables:

" ORACLE SID=<retaildb>

®= RFX HOME=/u00/rfx/rfx-13

* RFX TMP=/u00/rfx/rfx-13/tmp

* JAVA HOME=/usr/jdkl.6.0 12.64bit

* LD LIBRARY PATH=$ORACLE HOME

=  PATH=$RFX HOME/bin:$JAVA HOME/bin:$PATH

Change directory to SREX_HOME/ bin.

Run setup-security-credential.sh.

= Enter 1 to add a new database credential.

* Enter the dbuseralias. For example, retl java rmsOluser.
* Enter the database user name. For example, rms0Oluser.
* Enter the database password.

= Re-enter the database password.

= Enter D to exit the setup script.
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Update your RETL environment variable script to reflect the names of both the
Oracle Networking wallet and the Java wallet.

For example, to configure RETLforRPAS, modify the following entries in
SRETAIL HOME/RETLforRPAS/rfx/etc/rmse rpas config.env.

* The RETL_WALLET_ALIAS should point to the Java wallet entry:
— export RETL WALLET ALIAS="retl java rmsOluser"

* The ORACLE_WALLET_ALIAS should point to the Oracle network wallet entry:
— export ORACLE WALLET ALIAS="dvols29 rmsOluser"

* The SQLPLUS_LOGON should use the ORACLE_WALLET_ALIAS:
— export SQLPLUS LOGON="/@${ORACLE WALLET ALIAS}"

To change a password later, run setup-security-credential.sh.

* Enter 2 to update a database credential.

= Select the credential to update.

=  Enter the database user to update or change.

=  Enter the password of the database user.

* Re-enter the password.

For Java Applications (SIM, RelM, RPM, RIB, AIP, Alloc, ReSA, RETL)

For Java applications, consider the following;:

For database user accounts, ensure that you set up the same alias names between the
password stores (database wallet and Java wallet). You can provide the alias name
during the installer process.

Document all aliases that you have set up. During the application installation, you
must enter the alias names for the application installer to connect to the database and
application server.

Passwords are not used to update entries in Java wallets. Entries in Java wallets are
stored in partitions, or application-level keys. In each retail application that has been
installed, the wallet is located in

<WEBLOGIC_DOMAIN_HOME>/retail/ <appname>/config Example:
/u00/webadmin/product/10.3.6/WLS/ user_projects/domains/14_mck_soa_domai
n/retail /reim14/config

Application installers should create the Java wallets for you, but it is good to know
how this works for future use and understanding.

Scripts are located in <WEBLOGIC_DOMAIN_HOME> /retail / <appname> /retail-
public-security-api/bin for administering wallet entries.

Example:
/u00/webadmin/product/10.3.6/ WLS/ user_projects/domains/ REIMDomain/retai
1/reim14/retail-public-security-api/bin

In this directory is a script to help you update each alias entry without having to
remember the wallet details. For example, if you set the RPM database alias to
rms0luser, you will find a script called update-RMS01USER:.sh.

Note: These scripts are available only with applications
installed by way of an installer.

Two main scripts are related to this script in the folder for more generic wallet
operations: dump_credentials.sh and save_credential.sh.
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e If you have not installed the application yet, you can unzip the application zip file
and view these scripts in <app>/application/retail-public-security-api/bin.

e Example:

e /u00/webadmin/reim14/application/retail-public-security-api/bin

update-<ALIAS>.sh

update-<ALIAS>.sh updates the wallet entry for this alias. You can use this script to
change the user name and password for this alias. Because the application refers only to
the alias, no changes are needed in application properties files.

Usage:
update-<username>.sh <myuser>
Example:

/u00/webadmin/product/10.3.x/WLS/user projects/domains/RPMDomain/retail/rpml4/reta
il-public-security-api/bin> ./update-RMSO1USER.sh

usage: update-RMSOlUSER.sh <username>

<username>: the username to update into this alias.

Example: update-RMSO1lUSER.sh myuser

Note: this script will ask you for the password for the username that you pass in.
/u00/webadmin/product/10.3.x/WLS/user projects/domains/RPMDomain/retail/rpml4/reta
il-public-security-api/bin>

dump_credentials.sh
dump_credentials.sh is used to retrieve information from wallet. For each entry
found in the wallet, the wallet partition, the alias, and the user name are displayed.
Note that the password is not displayed. If the value of an entry is uncertain, run
save_credential.sh to resave the entry with a known password.

dump credentials.sh <wallet location>
Example:

dump credentials.sh
location:/u00/webadmin/product/10.3.x/WLS/user projects/domains/REIMDomain/retail/
reiml4/config

Retail Public Security API Utility

Below are the credentials found in the wallet at the
location:/u00/webadmin/product/10.3.x/WLS/user_projects/domains/ REIMDom
ain/retail/reim14/config

Application level key partition name:reiml4

User Name Alias:WLS—-ALIAS User Name:weblogic

User Name Alias:RETAIL-ALIAS User Name:retail.user
User Name Alias:LDAP-ALIAS User Name:RETAIL.USER
User Name Alias:RMS-ALIAS User Name:rmsl4mock
User Name Alias:REIMBAT-ALIAS User Name:reimbat
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save_credential.sh

save_credential.sh is used to update the information in wallet. If you are unsure
about the information that is currently in the wallet, use dump_credentials.sh as
indicated above.
save credential.sh -a <alias> -u <user> -p <partition name> -1 <path of the
wallet file location where credentials are stored>
Example:

/u00/webadmin/mockl4 testing/rtil/rtil/application/retail-public-security-api/bin>
save credential.sh -1 wallet test -a myalias -p mypartition -u myuser

Retail Public Security API Utility

Enter password:
Verify password:

Note: -pin the above command is for partition name. You
must specify the proper partition name used in application
code for each Java application.

save_credential.sh and dump_credentials.sh scripts are the
same for all applications. If using save_credential.sh to add a
wallet entry or to update a wallet entry, bounce the
application/managed server so that your changes are visible
to the application. Also, save a backup copy of your
cwallet.sso file in a location outside of the deployment path,
because redeployment or reinstallation of the application
will wipe the wallet entries you made after installation of the
application. To restore your wallet entries after a
redeployment/reinstallation, copy the backed up cwallet.sso
file over the cwallet.sso file. Then bounce the
application/managed server.

Usage

Retail Public Security API Utility

usage: save credential.sh -au[plh]
E.g. save credential.sh -a rms-alias -u rms user -p rib-rms -1 ./

-a,--userNameAlias <arg> alias for which the credentials
needs to be stored

-h,--help usage information

-1,--locationofWalletDir <arg> location where the wallet file is

created.If not specified, it creates the wallet under secure-credential-wallet
directory which is already present under the retail-public-security-api/

directory.
-p, ——applevelKeyPartitionName <arg> application level key partition name
-u, ——userName <arg> username to be stored in secure

credential wallet for specified alias*
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How does the Wallet Relate to the Application?

The ORACLE Retail Java applications have the wallet alias information you create in an
<app-name>.properties file. Below is the reim.properties file. Note the database
information and the user are presented as well. The property called
datasource.credential.alias=RMS-ALIAS uses the ORACLE wallet with the argument of
RMS-ALIAS at the csm.wallet.path and csm.wallet.partition.name = reim14 to retrieve
the password for application use.

Reim.properties code sample:

datasource.url=jdbc:oracle:thin:@xxxxxxx.us.oracle.com:1521/pkols07
datasource. schema.owner=rmsl4mock
datasource.credential.alias=RMS-ALIAS

#

# ossa related Configuration

#

# These settings are for ossa configuration to store credentials.
#

csm.wallet.path=/u00/webadmin/product/10.3.x/WLS/user projects/domains/REIMDomain/
retail/reiml4/config
csm.wallet.partition.name=reiml4

How does the Wallet Relate to Java Batch Program use?

Some of the ORACLE Retail Java batch applications have an alias to use when running
Java batch programs. For example, alias REIMBAT-ALIAS maps through the wallet to
dbuser RMS01APP, already on the database. To run a ReIM batch program the format
would be: reimbatchpgmname REIMBAT-ALIAS <other arguments as needed by the
program in question>

Database Credential Store Administration

The following section describes a domain level database credential store. This is used in
RPM login processing, SIM login processing, RWMS login processing, RESA login
processing and Allocation login processing and policy information for application
permission. Setting up the database credential store is addressed in the RPM, SIM,
RESA, RWMS, and Alloc 14.1.3 install guides.

The following sections show an example of how to administer the password stores thru
ORACLE Enterprise Manger Fusion Middleware Control, a later section will show how
to do this thru WLST scripts.
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1. The first step is to use your link to Oracle Enterprise Manager Fusion Middleware

Control for the domain in question. Locate your domain on the left side of the screen

and do a right mouse click on the domain and select Security > Credentials
8 Fern AP Ormiracis fusien Michtwre P« Grecde Espopeise Manege fomtimgi) - Wenbams oterret Expos - - L e
(- | @Y PyrsryTr s om—— oy m———r— vy —— Ty T [ £ | [ Pl

ahenn Uy Bl Sprqed tufing WE . g Web Shoe Gubey -

v B %eris  Onicde MO, 75 wpos gtasecaioeat - B8 Furn AP 0wnein . ¢ (0 Soe Sewen - Oacie feta (B Mumaging the Pobey 20 8-8- - - P Sy Tk -
S e e Puvsn Mot | (7] Optives <
ORALCLE Qo 119 Fomes Ceeee o Woe  Log O
Firwme g Topomgy
W Farm_APPOwmaln [T T ye———
Sl rom s teman Suge Mo (r 2 243 f0047 g £2
+ 1 Sootusten Dowreerer
= [ Wi D
) A———
. [ 18 [
i
. ‘ omd .
o e N
% e N -~ %
e, ~
ort amgm (3 1940 i [
e Lt
- Chastar ween
o ? O i B awvice O e bz
P L KO ww 1o
Wb Ser e . P b & e 2012 1 4 it e
P D Combepr e o 8 iwenin F w310 0 =midiltaes
- Y Ostes Q  rewium S 0==on
n Chatw o § rom- 12212 1 PTSETT PP
RS e s e bacaty Mravin Contgaston o BT 5 rom 2004 3 sk =
rte HOum Svree & s © G
Custe . LR D ewiess
B Wetiop: Server At Corse & SoARS L LR 2  silitese -
) R
e [ronatse Zwenn Q il
L~ L] & Jwe 1w O smiidiass
Ppaow o L Metatets Reposrerws
Qweete Broe o iz ne -
Py s o Form Resmerce Conter e
By vheee g Store Yas ugin
S e ) Drveducon = Drace uson oS
[ & ) 1 g € e Fiaon MOSeem s barm CUvagn
Bt o (B Ovtrn o Ooate Py e At sdv T
n Adwawstration Teske
Koo
[ Q
) )
D D, Azt g P e e (e
UTher Hewaarces
Crate Paior Uadvwars basaries o7 te e
Crnde Faior tdon s F3ie
[ S Leeat mtrmont | Pustectet Mode: 5 Gy s v

2. Click on Credentials and you will get a screen similar to the following. The following
screen is expanded to make it make more sense. From here you can administer
credentials.
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The Create Map add above is to create a new map with keys under it. A map would
usually be an application such as rpm14. The keys will usually represent alias to various
users (database user, WebLogic user, LDAP user, etc). The application installer should
add the maps so you should not often have to add a map.

Creation of the main keys for an application will also be built by the application installer.
You will not be adding keys often as the installer puts the keys out and the keys talk to
the application. You may be using EDIT on a key to see what user the key/alias points to
and possibly change/reset its password. To edit a key/alias, highlight the key/alias in
question and push the edit icon nearer the top of the page. You will then get a screen as

follows:
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The screen above shows the map (rpm14) that came from the application installer, the
key (DB-ALIAS) that came from the application installer (some of the keys/alias are
selected by the person who did the application install, some are hard coded by the
application installer in question), the type (in this case password), and the user name and
password. This is where you would check to see that the user name is correct and reset
the password if needed. REMEMBER, a change to an item like a database password
WILL make you come into this and also change the password. Otherwise your
application will NOT work correctly.
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Managing Credentials with WSLT/OPSS Scripts

This procedure is optional as you can administer the credential store through the Oracle
enterprise manager associated with the domain of your application install for RPM, SIM,
RESA, or Allocation.

An Oracle Platform Security Scripts (OPSS) script is a WLST script, in the context of the
Oracle WebLogic Server. An online script is a script that requires a connection to a
running server. Unless otherwise stated, scripts listed in this section are online scripts
and operate on a database credential store. There are a few scripts that are offline, that is,
they do not require a server to be running to operate.

Read-only scripts can be performed only by users in the following WebLogic groups:
Monitor, Operator, Configurator, or Admin. Read-write scripts can be performed only by
users in the following WebLogic groups: Admin or Configurator. All WLST scripts are
available out-of-the-box with the installation of the Oracle WebLogic Server.

WLST scripts can be run in interactive mode or in script mode. In interactive mode, you
enter the script at a command-line prompt and view the response immediately after. In
script mode, you write scripts in a text file (with a py file name extension) and run it
without requiring input, much like the directives in a shell script.

For platform-specific requirements to run an OPSS script, see
http:/ /docs.oracle.com/cd/E21764_01/core.1111/e10043 / managepols.htm#CIHIBBDJ

The weakness with the WLST/OPSS scripts is that you have to already know your map
name and key name. In many cases, you do not know or remember that. The database
credential store way through enterprise manager is a better way to find your map and
key names easily when you do not already know them. A way in a command line mode
to find the map name and alias is to run orapki. An example of orapki is as follows:

/u00/webadmin/product/wls_apps/oracle_common/bin> ./orapki wallet display -
wallet

/u00/webadmin/product/wls_apps/user_projects/domains/ APPDomain/config/fmw
config

(where the path above is the domain location of the wallet)
Output of orapki is below. This shows map name of rpm14 and each alias in the wallet:
Oracle PKI Tool : Version 11.1.1.9.0

Requested Certificates:

User Certificates:

Oracle Secret Store entries:
rpm14@#3#@DB-ALIAS
rpm14@#3#@QLDAP-ALIAS
rpm14@#3#@RETAIL.USER
rpm14@#3#Quser.signature.salt
rpm14@#3#Quser.signature.secretkey
rpm14@#3#@WEBLOGIC-ALIAS
rpm14@#3#@WLS-ALIAS

Trusted Certificates:

Subject: OU=Class 1 Public Primary Certification Authority,O=VeriSign\, Inc.,C=US
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listCred

OPSS provides the following scripts on all supported platforms to administer credentials
(all scripts are online, unless otherwise stated. You need the map name and the key name
to run the scripts below

o listCred

¢ updateCred

e createCred

o deleteCred

¢ modifyBootStrapCredential
e addBootStrapCredential

The script 1istCred returns the list of attribute values of a credential in the credential
store with given map name and key name. This script lists the data encapsulated in
credentials of type password only.

Script Mode Syntax

listCred.py -map mapName -key keyName

Interactive Mode Syntax

listCred (map="mapName", key="keyName")

The meanings of the arguments (all required) are as follows:
e map specifies a map name (folder).

e key specifies a key name.

Examples of Use:

The following invocation returns all the information (such as user name, password, and
description) in the credential with map name myMap and key name myKey:
listCred.py -map myMap -key myKey

The following example shows how to run this command and similar credential
commands with WLST:

/u00/webadmin/product/wls apps/oracle common/common/bin>
sh wlst.sh

Initializing WebLogic Scripting Tool (WLST)...

Welcome to WebLogic Server Administration Scripting Shell

wls:/offline> connect ('weblogic', 'passwordl23', 'xxxxxx.us.oracle.com:17001")
Connecting to t3://xxxxxx.us.oracle.com:17001 with userid weblogic ...
Successfully connected to Admin Server 'AdminServer' that belongs to domain
'APPDomain’' .

wls:/APPDomain/serverConfig> listCred (map="rpml4", key="DB-ALIAS")
Already in Domain Runtime Tree

[Name : rmsOlapp, Description : null, expiry Date : null]

PASSWORD: retail

*The above means for map rpml4 in APPDomain, alias DB-ALIAS points to database
user rmsOlapp with a password of retail
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updateCred

createCred

deleteCred

The script updateCred modifies the type, user name, and password of a credential in
the credential store with given map name and key name. This script updates the data
encapsulated in credentials of type password only. Only the interactive mode is
supported.

Interactive Mode Syntax

updateCred (map="mapName", key="keyName", user="userName", password="passW",
[desc="description"])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

e map specifies a map name (folder) in the credential store.
e key specifies a key name.

e user specifies the credential user name.

e password specifies the credential password.

e desc specifies a string describing the credential.
Example of Use:

The following invocation updates the user name, password, and description of the
password credential with map name myMap and key name myKey:

updateCred (map="myMap", key="myKey", user="myUsr", password="myPassw")

The script createCred creates a credential in the credential store with a given map
name, key name, user name and password. This script can create a credential of type
password only. Only the interactive mode is supported.

Interactive Mode Syntax

createCred (map="mapName", key="keyName", user="userName", password="passW",
[desc="description"])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

e map specifies the map name (folder) of the credential.
e key specifies the key name of the credential.

e user specifies the credential user name.

e password specifies the credential password.

e desc specifies a string describing the credential.
Example of Use:

The following invocation creates a password credential with the specified data:

createCred (map="myMap", key="myKey", user="myUsr", password="myPassw")

The script deleteCred removes a credential with given map name and key name from
the credential store.

Script Mode Syntax

deleteCred.py -map mapName -key keyName
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Interactive Mode Syntax

deleteCred (map="mapName", key="keyName")

The meanings of the arguments (all required) are as follows:

e map specifies a map name (folder).

e key specifies a key name.

Example of Use:

The following invocation removes the credential with map name myMap and key name
myKey:

deleteCred.py -map myMap -key myKey

modifyBootStrapCredential

The offline script modifyBootStrapCredential modifies the bootstrap credentials
configured in the default jps context, and it is typically used in the following scenario:
suppose that the policy and credential stores are LDAP-based, and the credentials to
access the LDAP store (stored in the LDAP server) are changed. Then this script can be
used to seed those changes into the bootstrap credential store.

This script is available in interactive mode only.

Interactive Mode Syntax

modifyBootStrapCredential (jpsConfigFile="pathName", username="usrName",
password="usrPass")

The meanings of the arguments (all required) are as follows:

e jpsConfigFile specifies the location of the file jps-config.xml relative to the
location where the script is run. Example location:
/1u00/webadmin/product/wls_apps/user_projects/domains/ APPDomain/config/
fmwconfig. Example location of the bootstrap wallet is
/u00/webadmin/product/wls_apps/user_projects/domains/ APPDomain/config/
fmwconfig/bootstrap

e username specifies the distinguished name of the user in the LDAP store.
e password specifies the password of the user.
Example of Use:

Suppose that in the LDAP store, the password of the user with distinguished name
cn=orcladmin has been changed to welcomel, and that the configuration file jps-
config.xml is located in the current directory.Then the following invocation changes
the password in the bootstrap credential store to welcomel:
modifyBootStrapCredential (jpsConfigFile="'./jps-config.xml",
username='cn=orcladmin', password='welcomel')

Any output regarding the audit service can be disregarded.
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addBootStrapCredential

The offline script addBootStrapCredential adds a password credential with given
map, key, user name, and user password to the bootstrap credentials configured in the
default jps context of a jps configuration file.

Classloaders contain a hierarchy with parent classloaders and child classloaders. The
relationship between parent and child classloaders is analogous to the object relationship
of super classes and subclasses. The bootstrap classloader is the root of the Java
classloader hierarchy. The Java virtual machine (JVM) creates the bootstrap classloader,
which loads the Java development kit (JDK) internal classes and java. * packages
included in the JVM. (For example, the bootstrap classloader loads
java.lang.String.)

This script is available in interactive mode only.

Interactive Mode Syntax

addBootStrapCredential (jpsConfigFile="pathName", map="mapName", key="keyName",
username="usrName", password="usrPass")

The meanings of the arguments (all required) are as follows:

e JjpsConfigFile specifies the location of the file jps-config.xml relative to the
location where the script is run. Example location:
/1u00/webadmin/product/wls_apps/user_projects/domains/ APPDomain/config/
fmwconfig

e map specifies the map of the credential to add.

e key specifies the key of the credential to add.

e username specifies the name of the user in the credential to add.

e password specifies the password of the user in the credential to add.
Example of Use:

The following invocation adds a credential to the bootstrap credential store:

addBootStrapCredential (jpsConfigFile="./Jjps-config.xml', map="myMapName',
key="myKeyName', username='myUser', password ='myPass’)
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name |Use Create by Alias Notes
type partition Example
RMS batch DB <RMS batch install dir n/a <Database | <rms Compile, [ Installer n/a Alias hard-coded by
(RETAIL_HOME)>/ .wallet SID>_<Data [schema execution installer
base schema | owner>
owner>
RMS forms DB <forms install n/a <Database <rms Compile | Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema installer
base schema | owner>
owner>
ARI forms DB <forms install n/a <Db_Ari01> | <ari schema | Compile [Manual ari-alias
dir>/base/.wallet owner>
RMWS forms | PB <forms install n/a <Database | <rwms Compile [ Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema forms, installer
base schema | owner> execute
owner> batch
RPM batch DB <RPM batch install n/a <rms <rms Execute Manual rms-alias RPM plsql and sqlldr
plsql and dir>/.wallet schema schema batch batches
sqlldr owner owner>
alias>
RWMS auto- |JAVA <forms install
login dir>/base/ javawallet
<RWMS <RWMS <RWMS RWMS Installer rwmsl4inst
Installation | database schema forms app
name> user alias> | owner> to avoid
dblogin
screen
<RWMS BI_ALIAS <BI RWMS Installer n/a Alias hard-coded by
Installation Publisher forms app installer
name> administrat | to connect
ive user> to BI
Publisher
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
AIP app JAVA [ <weblogic domain Each alias must be
home>/retail/ <deployed unique
aip app
name>/config
aipl4 <AIP <AIP Appuse |Installer aip-
weblogic weblogic weblogic-
user alias> [ user name> alias
aipl4 <AIP <AIP Appuse |Installer aipOluser-
database database alias
schema user |schema
alias> user name>
aipl4 <rib-aip <rib-aip Appuse |Installer rib-aip-
weblogic weblogic weblogic-
user alias> [ user name> alias
RPM app DB Map=rpml14 |Many for ;webl>ogic dfgme}in
credenti or what you |app use ome ./ con 1g/ mwc
al store called the onﬁg/ jps-config.xml
app at install has info on the
time. credential store. This
directory also has the
domain cwallet.sso
file.
RPM app JAVA <weblogic domain Each alias must be
home>/retail/ <deployed unique
rpm app
name>/config
rpml14 <rpm <rpm Appuse |Installer rpm-
weblogic weblogic weblogic-
user alias> | user name> alias
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
rpml4 <rpm batch | <rpm batch | App, Installer RETAIL.US
user name> | user name> | batch use ER
is the alias.
Yes, here
alias name =
user name
JAVA [ <retail_home>/orpatch/co Each alias must be
nfig/javaapp_rpm unique
retail_install | <rpm <rpm Appuse |Installer weblogic-
er weblogic weblogic alias
user alias> user name>
retail_install | <rms shema | <rms App, Installer rmsOluser-
er user alias> | shema user | batch use alias
name>
retail_install | <reim batch | <reim batch | App, Installer reimbat-
er user alias> | user name> | batch use alias
retail_install | <LDAP- cn=rpm.ad | LDAP Installer LDAP_ALI
er ALIAS> min,cn=Use | user use AS
rs,dc=us,dc
=oracle,dc=
com
RelM app JAVA [ <weblogic domain Each alias must be
home>/retail / <deployed unique
reim app
name>/config
<installed <reim <reim Appuse |Installer weblogic-
app name, weblogic weblogic alias
ex: reim14> | user alias> user name>
<installed <rms shema | <rms App, Installer rmsQ0luser-
app name, user alias> | shema user | batch use alias
ex: reim14> name>
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <reim <reim Appuse |Installer reimwebser
app name, webservice | webservice vice-alias
ex: reim14> | validation validation
user alias> user name>
<installed <reim batch | <reim batch | App, Installer reimbat-
app name, user alias> | user name> | batch use alias
ex: reim14>
<installed <LDAP- cn=REIM.A | LDAP Installer LDAP_ALI
app name, ALIAS> DMIN,cn= [ user use AS
ex: reim14> Users,dc=u
s,dc=oracle,
dc=com
JAVA | <retail_home>/orpatch/co Each alias must be
nfig/javaapp_reim unique
retail_install | <reim <reim Appuse |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms shema | <rms App, Installer rmsQ0luser-
er user alias> | shema user | batch use alias
name>
retail_install | <reim <reim Appuse |Installer reimwebser
er webservice | webservice vice-alias
validation validation
user alias> | user name>
retail_install | <reim batch | <reim batch | App, Installer reimbat-
er user alias> | user name> | batch use alias
retail_install | <LDAP- cn=REIM.A | LDAP Installer LDAP_ALI
er ALIAS> DMIN,cn= | user use AS
Users,dc=u
s,dc=oracle,
dc=com
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
RESA app DB Map=resal4 | Many for ;webl:gic dfc?mafin
credenti or whatyou [login and ome ./ con 18/ mwc
al store called the policies onfig/jps-config.xml
app at install has info on the
time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
RESA app JAVA | <weblogic domain Each alias must be
home>/retail / <deployed unique
resa app
name>/config
<installed <resa <resa Appuse |Installer wlsalias
app name> | weblogic weblogic
user alias> | user name>
<installed <resa <rmsdb Appuse |Installer Resadb-alias
app name> |schemadb [shema user
user alias> | name>
<installed <resa <rmsdb Appuse |Installer resa-alias
app name> | schema user |shema user
alias> name>>
JAVA | <retail _home>/orpatch/co Each alias must be

nfig/javaapp_resa

unique
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

home>/retail / config

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
retail_install | <resa <resa Appuse |Installer wlsalias
er weblogic weblogic
user alias> [ user name>
retail_install | <resa <rmsdb Appuse |Installer Resadb-alias
er schema db | shema user
user alias> | name>
JAVA <retail Each alias must be
home>/orpatch/config/ja unique
vaapp_rasrm
retail_install | <alloc <alloc Appuse |Installer weblogic-
er weblogic weblogic alias
user alias> [ user name>
Alloc app DB Map=alloc | Many for <weblogic domain
credenti 14 or what | login and hon.1e>./ conflg/ fmwe
al store you called | policies onfig/jps-config.xml
the app at has info on the
install time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
Alloc app JAVA <weblogic domain Each alias must be

unique
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <alloc <alloc Appuse |Installer weblogic-
app name> | weblogic weblogic alias
user alias> | user name>
<installed <rms <rms Appuse |Installer dsallocAlias
app name> | schema user | schema
alias> user name>
<installed <alloc batch | <SYSTEM_ | Batch use | Installer alloc14
app name> | user alias> | ADMINIST
RATOR>
JAVA | <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_alloc
retail_install | <alloc <alloc Appuse |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms <rms Appuse |Installer dsallocAlias
er schema user |schema
alias> user name>
retail_install | <alloc batch | <SYSTEM_ | Batch use | Installer alloc14
er user alias> [ ADMINIST
RATOR>
JAVA | <retail Each alias must be
home>/orpatch/config/ja unique
vaapp_rasrm
retail_install | <alloc <alloc Appuse |Installer weblogic-
er weblogic weblogic alias

user alias>

user name>
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
DB Map=oracle. | Aliases <weblogic domain
SIM app h > fio/f
credenti retail.sim required for ome ./ con 18/ mwc
al store SIM app use onfig/jps-config.xml
has info on the
credential store. This
directory also has the
domain cwallet.sso
file.
JAVA [ <weblogic domain oracle.retail. | <sim batch [ <sim batch | Appuse |Installer BATCH-
home>/retail/<deployed |sim user alias> | user name> ALIAS
sim app
name>/batch/resources/c
onf
JAVA | <weblogic domain oracle.retail. | <sim <sim Appuse |Installer WIRELESS-
home>/retail/<deployed |sim wireless wireless ALIAS
sim app user alias> [ user name>
name>/wireless/resources
/conf
JAVA | <RETL n/a <target <target App use | Manual User may vary
RETL 8 g pp
home>/etc/security application [ application retl_java_rm dePe,nding on RETL
user alias> | db userid> sOluser flow’s target application
RETL DB <RETL home>/.wallet n/a <target <target Appuse | Manual <db>_<user [ User may vary
application [ application > depending on RETL
user alias> db userid> flow’s target application
RIB JAVA | <RIBHOME <app> is one of aip,
DIR>/deployment- rfm, rms, rpm, sim,
home/ conf/security rwms, tafr
IMS jms<1-5> <jms user <jmsuser |[Integra- |Installer jms-alias
alias> for name> for | tion use
jms<1-5> jms<1-5>
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
WebLogic rib-<app>- | <rib-app <rib-app Integra- | Installer weblogic-
app-server- | weblogic weblogic tion use alias
instance user alias> [ user name>
Admin GUI rib- <rib-app <rib-app Integra- | Installer admin-gui-
<app>#web- | admin gui admin gui | tion use alias
app-user- user alias> user name>
alias
Application rib- <app <app Integra- | Installer app-user- Valid only for aip,
<app>#user- | weblogic weblogic tion use alias rpm, sim
alias user alias> [ user name>
DB rib- <rib-app <rib-app Integra- | Installer db-user- Valid only for rfm,
<app>#app- | database database tion use alias rms, rwms, tafr
db-user-alias | schema user | schema
alias> user name>
Error rib- <rib-app <rib-app Integra- | Installer hosp-user-
Hospital <app>#hosp | error error tion use alias
-user-alias hospital hospital
database database
schema user |schema
alias> user name>
REI Java <RFI-HOME?> /retail-
financial-integration-
solution/service-based-
integration/conf/security
<installed rfiAppServe | <rfi App use |Installer rfiAppServe
app name> | rAdminServ | weblogic rAdminServ
erUserAlias | user name> erUserAlias
<installed rfiAdminUi | <ORFI Appuse |Installer rfiAdminUi
app name> | UserAlias admin UserAlias
user>
<installed rfiDataSourc | <ORFI Appuse |Installer rfiDataSourc
app name> |eUserAlias [schema eUserAlias

user name>
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed ebsDataSour | <EBS Appuse |Installer ebsDataSour
app name> | ceUserAlias [schema ceUserAlias
user name>
<installed smtpMailFr | <From Appuse |Installer smtpMailFr
app name> | omAddress |email omAddress
Alias address> Alias
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#
#
#
#

Appendix: Database Parameter File

R

Copyright (c) 2014 by Oracle Corporation
Oracle 19.x.0.0 Parameter file
NOTES: Before using this script:

1. Change <datafile path>, <admin path>, <utl file path>, <diag path>
and <hostname>

# values as appropriate.

# 2. Replace the word SID with the database name.

# 3. Size parameters as necessary for development, test, and production
environments.

#

*.audit file dest=full path of audit dir

*.audit trail='db'

*.compatible='19.0.0.0"

*

B

#

.control files='full path of controlfile 1','full path of controlfile 2'

Memory Settings:

# xxxM = Some reasonable starting value for your environment.

e R R R

*

*
*
*
*
*
*

e

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

.do_block size=xxxM

.db _cache size=xxxM
.Java_pool size=xxxM
.memory target=xxxM
.pga_aggregate target=xxxM
.shared pool size=xxxM
.streams pool size=xxxM

.do block size=8192

.do _domain=""

.db name="'dbName'

.diagnostic dest='full path of diag dir'
.enable pluggable database=true|false
.fast start mttr target=900

.nls calendar='GREGORIAN'

.nls date format='DD-MON-RR'

.nls language='AMERICAN'

.nls numeric characters="'.,"'

.nls sort=BINARY

.open_cursors=900

.0os_authent prefix=""

.plsql optimize level=2
.processes=2000

.query rewrite enabled='true'

.remote dependencies mode='SIGNATURE'
.remote login passwordfile='EXCLUSIVE'
.remote os authent=true

.sec_case sensitive logon=false
.undo_tablespace='UNDOTBS1'
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Appendix: Installation Order

This section provides a guideline as to the order in which the Oracle Retail applications
should be installed. If a retailer has chosen to use some, but not all, of the applications
the order is still valid less the applications not being installed.

Note: The installation order is not meant to imply
integration between products.

Enterprise Installation Order

N o o~ owdhe

10.
11.
12.
13.

14.
15.
16.
17.
18.
19.
20.
21.

Oracle Retail Merchandising System (RMS), Oracle Retail Trade Management (RTM)
Oracle Retail Sales Audit (ReSA)

Oracle Retail Extract, Transform, Load (RETL)

Oracle Retail Active Retail Intelligence (ARI)

Oracle Retail Warehouse Management System (RWMS)

Oracle Retail Invoice Matching (ReIM)

Oracle Retail Price Management (RPM)

Note: During installation of RPM, you are asked for the
RIBforRPM provider URL. Because RIB is installed after
RPM, make a note of the URL you enter. To change the

RIBforRPM provider URL after you install RIB, edit the
remote_service_locator_info_ribserver.xml file.

Oracle Retail Allocation

Oracle Retail Mobile Merchandising (ORMM)
Oracle Retail Central Office (ORCO)

Oracle Retail Returns Management (ORRM)
Oracle Retail Back Office (ORBO)

Oracle Retail Store Inventory Management (SIM)

Note: During installation of SIM, you are asked for the RIB
provider URL. Because RIB is installed after SIM, make a
note of the URL you enter. To change the RIB provider URL
after you install RIB, edit the
remote_service_locator_info_ribserver.xml file.

Oracle Retail Predictive Application Server (RPAS)

Oracle Retail Demand Forecasting (RDF)

Oracle Retail Category Management (RCM)

Oracle Retail Replenishment Optimization (RO)

Oracle Retail Analytic Parameter Calculator Replenishment Optimization (APC RO)
Oracle Retail Regular Price Optimization (RPO)

Oracle Retail Merchandise Financial Planning (MFP)

Oracle Retail Size Profile Optimization (SPO)
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22.
23.
24.
25.
26.
27.
28.
20.
30.
31.

32.
33.
34.

35.

36.

Oracle Retail Assortment Planning (AP)

Oracle Retail Item Planning (IP)

Oracle Retail Item Planning Configured for COE (IP COE)
Oracle Retail Advanced Inventory Planning (AIP)

Oracle Retail Analytics

Oracle Retail Advanced Science Engine (ORASE)

Oracle Retail Integration Bus (RIB)

Oracle Retail Service Backbone (RSB)

Oracle Retail Financial Integration (ORFI)

Oracle Retail Point-of-Service (ORPOS)

= Oracle Retail Mobile Point-of-Service (ORMPOS) (requires ORPOS)
Oracle Retail Markdown Optimization (MDO)

Oracle Retail Clearance Optimization Engine (COE)

Oracle Retail Analytic Parameter Calculator for Markdown Optimization
(APC-MDO)

Oracle Retail Analytic Parameter Calculator for Regular Price Optimization
(APC-RPO)
Oracle Retail Macro Space Planning (MSP)

The Oracle Retail Enterprise suite includes Macro Space Planning. This can be
installed independently of and does not affect the installation order of the other
applications in the suite. If Macro Space Planning is installed, the installation order
for its component parts is:

*  Oracle Retail Macro Space Management (MSM)

= Oracle Retail In-Store Space Collaboration (ISSC) (requires MSM)

= Oracle Retail Mobile In-Store Space Collaboration (requires MSM and ISSC)
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