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Preface

Adaptive Risk Manager Offline is an offline fraud analysis tool for evaluating existing
transaction data. It can be used in two ways:

e As a stand alone security tool to analyze, detect, and alert high risk transactions.

¢ In conjunction with Adaptive Risk Manager Offline as a supplemental offline analysis tool
and as a way to pre-visualize rules against real customer data without impacting customers
in real-time environment.

The Adaptive Risk Manager Offline Dashboard and Reporting Guide provides information on
using the dashboard and running queries to pre-visualize and evaluate data.

Related Documentation

The Oracle Adaptive Access Manager Offline 10g documentation includes:
e The Oracle® Adaptive Access Manager Offline Dashboard and Reporting Guide
e The Oracle® Adaptive Access Manager Offline Customer Care Guide

e The Oracle® Adaptive Access Manager Offline Managing Data Guide
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Introduction

Adaptive Risk Manager Offline is the reporting and administration counterpart to Adaptive Risk
Manager Offline. It provides sophisticated fraud monitoring by user, location, device, date and
more.

When you finish running the session data against the rules, you can use the dashboard and
reporting features in Adaptive Risk Manager Offline to see which rules were triggered.

Adaptive Risk Manager Offline includes a dashboard that provides statistics on:
e Locations

e Scoring breakdown

e Login summary

o Alerts breakdown

e Rules breakdown

e Brower/OS breakdown

And it contains a comprehensive collection of reports on:
e Users

e Locations

e Devices

e Summaries

e Security Alerts

This guide provides detailed instructions on how to use the dashboard and reporting
functionality within Adaptive Risk Manager Offline.

Access Privileges

Your access privileges define the features that are available to you and the actions you can
perform in Adaptive Risk Manager Offline. Your access privileges are based on the group to
which you belong. Some functionality described in this guide might not be available to your

group.
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Monitoring Alerts Using the Dashboard

The Adaptive Risk Manager Offline Dashboard uses real-time data to provide a quick, overview
of users and devices that have generated alerts and of all alerts by geographic location. It
displays three different levels of security alerts: low, medium, and high to help you analyze
Offline traffic, identify suspicious behavior, and design rules for fraud prevention. The
dashboard also offers both total time views and trending views of performance levels.

To view the dashboard
e Click Dashboard on the menu bar.

The dashboard appears.

Last Updated: 18:02124 (0:25)

uuuuuuuuuuuuu

16:05 16:10 16:15 1620 16:25 16:30 16:35 1640 16:45 16:50 1655 17:00 17:02

N Hax Current N 1ogins Per Minute Rules Per Minute

Last Updated: 18:02:24 (0:25)

Login Sessians 0 Success Lagins: 0 Blocked Logins: 0 Alerts: 0 Rule Processing: 0

Last Updated: 18102125 (0:26)

Dachboard: | Risk Analysis | v | | Refresh

Datai | Run Statistics | v

Mo Gurrent Run Data Found

Manage Run

The dashboard is divided into three panels:
e Performance (top)

e Summary (middle)

e Dashboard (bottom)

Performance

The Performance panel, at the top of the page, displays a total login view on the left and a
trending view on the right. The total logins view provides statistics on the current volume or rate
of logins at the present time. The trending view provides statistics on logins during the past
hour.

To change the refresh rate, in the Refresh list, click the rate you want.

Refresh: Last Updated: 16:33:11 (0:21)

30seconds | v

0

15:35 15:40 15:45 15:50 15:55 16:00 16:05 16:10 16:15 16:20 1625 16:30 16:33

W orax [ cument Il togine Per Minute
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Summary

The Summary panel, in the middle of the page, displays an overview of activity for the specified
range or time fame. It provides a summary of login sessions, successful logins, blocked logins,
alerts, the number of rules triggered, and the number of rules currently running.

To change the refresh rate, click the Refresh menu and select the rate you want.

To change the timeframe, in the Range list, click the range you want.

Refrashi | 30seconds | v | Ranssi | Today ) Last Updated: 17109142 (0:08)

Dashboards

The Dashboard panel, at the bottom of the page, displays run or load progress—the number of
records loaded or run.

Last Updatad: 18102125 (0:26)

Dashboard: | Risk Analysis | v Refresh
Data: | Run Statistics | v

Mo Curent Run Data Found

Manage Run
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Running Queries

You can query the database for information on many different activities by users, locations,
devices, and security alerts.

To run a query on users
1. Click Users on the Queries menu.

The Queries page on user activity appears and defaults to the report on recent logins.

QUERIES > USER > RECENT LOGIIS
Query Types: | RecerntLogins v, Description: il logins within ime range.
Instruction:  Adjust the search criteria to find the desived logins.
Showing Records: 1 - 10 0f 10 [ Sort¥ ]
Auth Statu
il ~
Fending activation ~
Biocked v
Client Type: sssa01 | 7777 Success [0 |PasswordT 0 |Registerl: 08/25/2007 WInNT 5.1/
a 12320 (PDTY Gecko2007(Firefox2.0.0.6)
OCS Guestion
lider
Check Alert Level
e = 388801 | nonn Success [0 |PasswordTextPadGeneric |0 | RegisterlserOptionalQuestionPad | D8/25/2007 | bharasalIOGrp | WinhT 5.1/
S — 1041 (PDTY Gecka2N0{Firefox2.0.0.6)
388703 1111 Success |0 |PasswardTextPad 666 | ChallengeQuestionPad 08/24/2007 | bharosalllOGra | WinkiT 5.1/
20:44 (PO Geckoznn(Firefox2.0.0.6)
ses7oz  |1im Success |0 |PasswardTextbad 666 | ChallengeQuestionpad 08/24/2007 | bharosalllOGra | WinkiT 5.1/
Device 1d: 20:42 (DT Geckoznn7{Firefox2.0.0.6)
jrladrcs ses7o1  |1im Success |0 |PasswerdTextbad 0 |Registerquestionsquestionfad | D8/z4/2007 | bharasalIOGrp | WinhT 5.1/
20137 (PDT Geckozn07(Firefux2.0.0.6)
sse0l | 1111 Sucoess |0 |PasswordTextPad 666 | ChallsngsQuestionPad 08/24/2007 | bharosalllQGra | WinhiT 5.1/
= mios = _ 13:22 (FOTY Geckoznd7(Firefox2.0.0.6)
8/24/2007 14110 |
ToDaes 801 |iiut E I dTextpad 666 | Al 08/24/2007 | bharosallOGrs | WinhiT 5.1/
= uccess asswordTextFal ow ar0sall0Gm | in
parzezonrzs s |0 17:02 (POTY Gecko200(Firefox2.0.0.6)
Fuun Query
388402 |come Success |0 |PasswordTextPadGeneric [0 |RegisterUserOptionalQuestionPad | D8/24/2007 | bharasalIOGrs | WinhT 5.1/
= 15157 (PDT) Geckoz007Firefox2.0.0.6)
Export Report
Schedule Report EETYIYRR FEETY Success |0 PasswordTextPad o RegisterQuestionsQuestionPad | 08/24/2007 | bharosalllGGra | WinNT 5.1/
15430 (PDT) Geckozna7(Firefox2.0.0.6)
388301 |test Success [0 |Passwar AT 0 |Registers: 08/2472007 WinkT 6.0/ MSIEZ.D
14:34 (POTY
Showing Records: 1- 10 0f 10 [ Sort¥ ]

2. Enter the search criteria you want and click Run Query.

3. To change the query type, click in the Query Type box and select the query type
you want:

¢ Recentt Logins: Displays all logins within the specified time range.

o First Logins: Displays all users first login attempt occurring during the
designated date range.

¢ Invalid Logins: Displays all the login attempts from invalid users occurring
during the designated date range.

e Multiple Devices: Displays all users that use multiple devices.

¢ Frequent Logins: Displays all users with multiple logins within the specified
time range.

e Multiple Failures: Displays all users with multiple failures within the
specified time range.

¢ Challenges: Displays the success and failure rates of challenges by user.

4. To view the details page for Login ID, Group ID, Device ID, Location, or IP
address, click the link in appropriate column.

5. To save the query, see Saving and Exporting a Query.

6. To export the report, see Error! Reference source not found..
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7. To schedule a report, see Scheduling a Report.

1. Click Location on the Queries menu.

The Queries page on activity by location appears and defaults to the report on recent
logins by location.

2. Enter the search criteria you want and click Run Query.

3. To change the query type, click in the Query Type box and select the query type
you want.

Recent Logins: Displays all logins within the specified time range.

Multiple Failures: Displays all locations with multiple failures within the
specified time range.

Invalid Users: Displays all the locations with login attempts from invalid
users occurring during the designated date range.

User Locations: Displays all locations a user has attempted logins from.
Multiple Users: Displays all locations that have multiple users.
Challenges: Displays success and failure rates of challenges by location.
Users by Location: Displays all users from a given location or IP Address.

Frequent Logins: Displays all locations with multiple logins within the
specified time range.

Multiple Successful Logins: Displays all locations with multiple successful
logins.

Devices by Location: Displays all devices from a given location or IP
Address.

Device Locations: Displays the locations for a specific device.

4. To view the details page for Login ID, Group ID, Device ID, Location, or IP
address, click the link in appropriate column.

5. To save the query, see Saving and Exporting a Query.

6. To export the report, see Error! Reference source not found..

7. To schedule a report, see Scheduling a Report.
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To run a query on devices

1. Click Device on the Queries menu.

The Queries page on activity by devices appears and defaults to the report on recent
logins by location.

QUERIES » DEVICE > RECENT LOGHIS

-

Query Types: | Recent Logins - Description: range.

Instruction:  Adjust the search criteria to find the desired logins.

Showing Records: 1 -4 of 4 [ Sort¥ ]

ALERT_LOW
ALERT_MEDIUM ¥

User Names

os/28/2007 15:33 |

08/23/2007 23:55 |

Save Query

Pending activation X
e v

Client Type: 390202 [356301 | seven Blocked o PasswordTextPad 14000 | ChallengeQuestionPad 08/28/2007 | harosallloGrs | WinhiT 6.0/

15155 (PDT) Gecko2007(Firefo:

ication Ids 390201 | 386901 | seven Success |0 | PasswardT o [Registert [ os/28/z007  [Bh o | winiv

T 6.0/
v 15154 (PDT) Gecko2007(Firefo:

390123 | 356901 | rinkui |Blocked 0 |PasswordTextpad 1000 | ChallengsQue stionPad 08/25/2007 | bharosalllogrp | WinhT 6.

6.0/
Device 1d: 15133 (PDT) Gecko2007(Firefo:

390122 | 356901 | rinkui Success |0 | PasswordT 1000 | RegisterUseroptionslQuestionPad | 06/25/2007 | harosallIOGrp | WiniiT 6.0/
15:33 (PDT) Gecko2007(Firsfo:

Export Report
Schedule Report Shovwing Records: 1 -4 of 4 [ Sort¥ ]

2. Enter the search criteria you want and click Run Query.

3. To change the query type, click in the Query Type box and select the query type
you want.

Recent Logins: Displays all logins within the specified time range.

Frequent Logins: Displays all devices with multiple logins within the
specified time range.

New Devices: Displays all new device IDs created within the specified time
range.

Multiple Users: Displays all devices that have multiple users.

Multiple Successful Logins: Displays all devices with multiple successful
logins.

Multiple Failures: Displays all devices with multiple failures within the
specified time range.

Users by Device: Displays all users from a given device.
Devices by Users: Displays all devices for a given User.

Challenges: Displays statistics about device challenged within specified time
range.

Invalid Users: Displays all the devices with login attempts from invalid users
occurring during the designated date range.

4. To view the details page Login ID, Group ID, Device ID, Location, or IP address,
click the link in appropriate column.

5. To save the query, see Saving and Exporting a Query.

6. To export the report, see Saving and Exporting a Query.

7. To schedule a report, see Scheduling a Report.
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To run a query on summaries
1. Click Summary on the Queries menu.

The query page on summaries appears and defaults to an aggregate summary of
logins by date range.

QUERIES > SUMMARY > LOGIIS
[ERR—— o Description:  This report displays login agoregate summary for the designated date range.
Instruction:  Adjust the search criteria to display login agaregate summary.
Sessions 83
From Dates _ T =
oef2r/z007 1134 |9 Successful Logins
Unsuccessful Logins 21
To Date:
. Blocked Loging 2
0s/28/2007 23155 |
/20 = Successful Challenges 23
Unsuccessful Challenges 2z
alerts 58
Schedule Report

2. To change the query type, click in the Query Type box and select the query type
you want.

¢ Logins: Displays login aggregate summary for the designated date range.
o Averages: Displays average summary for the designated date range.

3. To change the start and end date of the search, click the calendar icons and
select the From and To dates you want.

4. Click Run Query.

To run a query on security
1. Click Security on the Queries menu.

The query page on security appears and defaults to the alerts report on low, medium,
and high level alerts that were generated during the specified timeframe.

QUERIES > SECURITY > ALERTS
B e = This rep nerated during the designated date range.
Instuction:  Adjust the s
7| showing Records: 1 -200f88 [ Sort¥ ] Infor || Low: | Medium: _ High:
Location: Pages: [11 23 of 5 [ Nextz> ] [ Last |
[-select-- ~ TR - TIne i e
Rlert Lavels 1oos ALERT_LOW Customer Care [ 09/28/2007 07:52 (PDT) | Mo challenge in 30 days
e 1004 ALERT_LOW Customer Care [ 09/28/2007 03:56 (PDT) | Mo challenge in 30 days
ALERT_LOW 1003 ALERT_LOW Customer Care | 09/28/2007 03:55 (PDT) | No challenge in 30 days 0
ALERT_MEDIUM 3 1002 ALERT_LOW Customer Care | 09/26/2007 03:55 (PDT) | Wo challenge in 30 days
AlertType: ) 1001 ALERT Low Customer Care | 09/28/2007 03:54 (PDT) | No challenge in 30 days i 1
s A 288 ALERT_LOW Custamer Care | 09/27/2007 21:06 (PDT) | Na ehallenge in 30 days 00
Customer Gare BB 967 ALERT_LOW Customer Care | 09/27/2007 21:06 (PDT) | No ehallenge in 30 days 001 :
365 ALERT_LOW Customer Care | 09/27/2007 17:22 (PDT) | Restricted Countries fi 501.ip
et 286 ALERT_HIGH Fraud 09/27/2007 17:22 (PDT) | Restricted Countries s01;ip
962 ALERT Low Customer Care | 09/27/2007 17:14 (PDT) | No challenge in 30 days i 01iip=14
hadiaiintins 9263 ALERT_LOW Customer Care | 09/27/2007 17:14 (PDT) | Restricted Countries 01iip=14
- 964 ALERT HIGH Fraud 09/27/2007 17:14 (PET) | Restricted Countries 01iip=14
RS 959 ALERT_LOW Customer Care [ 09/27/2007 17:14 (PDT) [ Mo challenge in 30 days 01:ip=14
260 ALERT LOW Customer Care | 09/27/2007 17:14 (PDT) | Restricted Countries 01;ip=14
261 ALERT HIGH Fraud 09/27/2007 17:14 (POT) | Restricted Countries i d=7011ip=14
956 ALERT_LOW GCustomer Care | 09/27/2007 16:58 (PDT) | No challengs in 30 days 01iip=14
Lasiliiobn S R = 957 ALERT_LOW Customer Care | 09/27/2007 16:58 (PDT) | Restricted Countries 01:ip=14
Jus/zzizo0 Lt 358 ALERT_HIGH Fraud 09/27/2007 16158 (PDT) | Restricted Countries d=701:ip=1d
ToHAE = 953 ALERT_LOW Custormer Care | 09/27/2007 16:56 (FDT) [ No challenge in 30 days loginid=1111 ;d 1d=701;ip=1
o3/28/2007 23759 |l 954 ALERT_LOW Customer Care | 09/27/2007 16156 (PDT) | Restricted Countries loginld=111L:deviceld=T0Liip=1
Pages: [1] 23 of 5 [ Next>> ] [ Last ]
showing Records: 1 - 20 of 88 [ Sort¥] Info: Il Low: | Medium:  High:

2. Enter the search criteria you want and click Run Query.
3. To specify a particular location, in the Location list, click the location you want.

4. To change the alert level, in the Alert Level list, click the level you want.
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5. To change the alert type, in the Alert Type list, click the type you want.

6. To find a specific alert, rule, user ID, or user name, type the search criteria in the
appropriate field.

7. To change the query type, click in the Query Type box and select the query type
you want.

o Alerts: Displays all the alerts generated during the designated date range.

o Alerts Breakdown: Displays alert breakdown summary for the designated
date range.

¢ Rules Breakdown: Displays rules breakdown summary for the designated
date range.

e Pre-authorization Scoring: Displays pre-authorization scoring summary for
the designated date range.

o Post-authorization Scoring: Displays post-auth scoring summary for the
designated date range.

e Score Combinations: Displays score combination summary for the
designated date range.

8. To change the start and end date of the search, click the calendar icons and
select the From and To dates you want.

9. To view the alert, session, or user details page, click the link you want in the
report.

You can save or export a report of any query, formatted in PDF, HTML or Comma Separated
Values.

1. On the Queries page, click Save Report.
The Save/Export page appears.

SAVEEXPORT

2. Type a name for the query.
3. Click the File Type box and select the file type you want.
4, Click Next.
An Open/Save dialog box appears.
5. If you want to open the report, click Open.

6. If you want to save the file to disk, click Save to Disk, and then click OK.
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Scheduling a Report

You can schedule a report to run on a particular day and time in the future or at periodic
intervals such as daily, weekly, or monthly. If you want, you may have Oracle Adaptive Risk
Manager Offline notify you by email when it finishes running the report and even have it attach
the report to the notification.

To schedule a report

1.

o M 0 DN

On the Queries page, click Schedule Report.

The schedule page appears.

SCHEDULE

Type a name for the report.
Click in the File Type box and select the file type you want.
Click in the Time box and select Date/Time or Interval.

If you chose Day/Time, enter the date and time on which you want the report to
run.

If you chose Interval,

¢ Click in the Frequency box and select the interval that you want.

e Click in the Range box and select the period of time you want the report to
cover.

o If applicable, set the day and time you would like the report to run on.
Type your email address.

If you want Oracle Adaptive Risk Manager Offline (OARM Offline) to attach the
file to the email, click Attach File.

Click Schedule and then click Close.
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Viewing Details about a Login Session

The Session Details page displays an overview of the events that transpired during a particular
session including the rules that ran and the rules that were triggered, the risk scores and those
actions and alerts that took place.

To view the details about a login session

1. On the User, Device, or Location report page, click the Session ID for the
customer login you want.

The Session Details page appears.

[AOWII > SESSioN DETALS
Request1ds 162_39225fb1097 a7 4594972121989
Session Id: 390302 Login Time: 08/29/2007 10:32 (PDT)
User Names omn
Device 14t o1 T .
statuss Suceass st sharcsauiosm
15 Addresst 760 — snied sates
califarnia
leasant ton
bre Auth Scores s Post Auth Scores s
Pre Auth Action: PasswordTextPad Post Auth Action: RegisterQuestions QuestionP ad
Country €F: o state Fs o
ay or: o e faso
os: WANT 5.1 Brows: Gecko2007(Firefox2.0.0.61
Secure Cookie: 152_deed09elffalea27elffddenlezbala7 Digital Cookie: 153_a6f4344e9ac67e30d06376eb3bbIefes
Expected Secure Cookie: 152 dead0oelffaleazieiffddenisibalal Expected Digital Cookie: 153 aff4344e0ace7e30dle376ebibbiefas
secure Fingerprint 1 201 Digiel Fingerprint s 205

[ Davice 1dentification

Maximum

In the top section of the Session Details page, OARM Offline displays specific details
about the session such as Session ID and User ID.

In the bottom area, at the default state, OARM Offline displays the runtimes and a
master list of the actions and alerts that were triggered at those runtimes.

To view details about the policies, click the plus sign to expand the section.

To view details about the user
e On the Session Details page, click User Name.

The User Details page appears.

[Aomanc- vser

341101

9_fa16080990002670d5952bd 092291404
s:  bharosal[0GrD
bharosaUIoGro
true
Sat, 25 Aug 2007 10:41 AM -0700 (PDTH

Showing Records: 1 - 1 of 1
Group Type cache Policy
& User 10 None

Showing Racords: 1 - 1 of 1
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To view details about the user’s primary user group
o On the Session Details page, click User Groups.

The Group Details page appears.

[awan> srowes.

Croup 1d: 1
€roup Name: bharosall10GrD
Group Type:  User 1D

L10Grgl

The Group Details page displays information about the primary group in which the user
belongs.

To view details about the device
e On the Session Details page, click Device ID.

The Device Details page appears.

[orvice

anL

20
0
WInNT 5.1

Geckoz007 (Firefax2.0.0.6)

Thu, 16 Aug 2007 04:08 P -0700 (PDT)

The top section of the Device Details page displays information about the device used
to log in.

The bottom section of the page provides access to the groups, users, actions/rule, and
logins associated with that device.
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Viewing Details about Users

To view details about users

1. On the User, Device, or Location report page, click the User Name you want.

The User Details page appears.

[Aommn - vsen

341101

9_fa1608099c092679d5952bde02291404

2. Enter the search criteria you want and click Run Query.
To view a list of devices used by this user

1. On the User Details page, click the Devices tab.

The list of devices appears.

[Aomanc- vser

341101

nnnn
9_fa1608b99c09267 905952k 092291404

Challenge Failures
o o 08/29/2007 10:32
(PDT)

From Date:

ate: Showing Records: 1 - 1 of 1
a/20/2007 14:33 | °

To

Date:
erza/zon7 2359 |9

2. Enter the search criteria you want and click Run Query.
To view a list of locations this user has logged in from

1. On the User Details page, click the Location tab.

The list of locations appears.
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ADMIN > USER

341101

9_fa1608b990092679d5952bd 092291404
bharosal0GrD

bharosalI0GrD
true

Sat, 25 Aug 2007 10:41 AM -0700 (POTH

Showing Records: 1 - 1 of 1

Ao Login Failure |Lagin Success |Challenge | Challenge Last
Count Count Failure Count | Success Count |Used on
anon 0.143.76.0 | pleasanton salifornia united states o 2 o o 08/23/2007
10:32

Showing Records: 1 - 1 of 1

Location Type:

1P Address (¥
From Date:

07/30/2007 14:37 |
To Dater
beresrzonr 2955 |3

2. Enter the search criteria you want and click Run Query.
To view a list of alerts triggered a user

1. On the User Details page, click the Alerts tab.
The list of alerts appears.

[omn - vsen

User Details

342201

bmoare

159_d63de626655605956 7h0za9146a606hd
s:  bharosalloGrp

bharosalIOGrD

true

Wed, 2 Aug 2007 02:40 PM -0700 (PDT)

Sorry, no records found.

Showing Records: 0 - 0 of 0

m Dater

os/28/2007 1444 |
To Dater

08/23/2007 23:59 |

Schedulz Report

2. To search for alerts, enter the search criteria you want and then click Run Query.

To view a list of logins by this user

1. On the User Details page, click the Logins tab.
The list of logins appears.
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ADMI > USER:

User Details

Bharosa1d: 342201
User Name:  brnoore
User 1d: 159_d63de6256556059567b0ea3146a 60600

User Groups:  bharosalll0GrD
Application 1d: bhar0sal[0GrD

isvalid User:  true
Craate Tima:  lifed, 29 Aug 2007 02:40 PR -0700 (POT)
Notas:

Auth status:

Pending activation —| Pre Auth Action application1d| 92
v

390501 | bmoore | Success |0 Fassword WInNT 5.1/ 20
Gecko2007(Firsfox2.0.0.6) | 320

i tionPad | 08/23/2007 | bharosaULOGrD
14:40

(POT)

Showing Records: 1 - 1 of 1

Sassion 1d:

From Date:

08/28/2007 14:45 |E)

To Dater

2. Enter the search criteria you want and click Run Query.

To view a list of rules run on this user
1. On the User Details page, click the Rules tab.

The list of rules appears.

[owan - vsen

Bharosa Id: 342201
UserName:  bmoore

159_d63de 62065560595 67b02a71462606bd
bheresalloGrp

bharesallloGrn

true

Wed, 29 Aug 2007 02:40 FM -0700 (FDT)

[--Expand All--] [--Collapse All--]

Vieighted maximum Score

Active

Wieighted ma» Score

[EPre-Authentication Active

Score

s eoe erghed

Model Run Time:
Vieighted maximum Scora

[ElForaot Password Active

—-All-- ~
|

Device = — = —

AuthentiPad v Authentication Active Vicighted ma Score

[ithallenge Question active Veighted masimum Score

2. Enter the search criteria you want and click run Query.
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Viewing the Details about Device IDs

The Device ID page provides information about the device used to login and cross-references
information about the device including groups, users, locations, alerts and rules, and logins.

To view a list of groups this device belongs to
1. On the Device Details page, click the Group tab.

The list of groups appears.

[oevice

Geckoz007 (Firefox2.0.0.6)
Sat, 25 Aug 2007 00:20 PM -0700 (PDT)

Showing Records: 0 - 0 of O

2. Enter the search criteria you want and click Run Query.

To view a list of users that have used this device
1. On the Device Details page, click the Users tab.

The list of users appears.

[oevice

Gecko2007 (Firefax2.0.0.6)
Sat, 25 Aug 2007 00:20 PM -0700 (PDT)

Showing Records: 1-20f2 [ Sorta ]

Login Failures agil Challenge Failures
1777 357101 0 1 0 [ 08/25/2007 12:20
(PDTY
P | P § | |
1]

bmoore 357101 08/29/2007 14140
(FDT)

mmmmmm :

o7/s0/zon7 1543 |09
To Date:
s/29/2007 23:59 |

Showing Records: 1-20f2 [ Sorta ]

2. Enter the search criteria you want and click Run Query.

To view a list of locations from which a device has logged in
1. On the Device Details page, click the Locations tab.

The list of locations appears.
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DEVICE

Device Details

Gecko2007 (Firefax2.0.0.6)
Sat, 25 Aug 2007 00:20 PM -0700 (PDT)

Showing Records: 1-Zof 2 [ Sortd ]

Device Id | IP Address

387401 | £7.101.97.237 | san francisco california

Login Failures| Login Successes| Challenge Failure| Challenge Success| Las
Count Count
united states o 1 0 o

08/28/2007
14140

san francisco california

‘asmu ‘sg 3232117

Location Type:
IP Address (¥,

united states ‘n ‘ 1 ‘n

08/25/2007
12:20

From Date:

07/30/2007 15:44 |3
To Dater
beresrzonr 2955 |3

Showing Records: 1-Zof 2 [ Sorta ]

2. Enter the search criteria you want and click Run Query.
To view a list of alerts and rules triggered by this device

1. On the Device Details page, click the Alerts/Rules tab.
The list of alerts and rules appears.

[orvice

Device Details

357101

20

1l

WinhT 5.1

Geckoz007 (Firsfox2.0.0.6)
Sat, 28 Aug 2007 00:20 PM -0700 (PDT)

Alerts (Rules

Alert Message

Sorry, no records found.

Showing Records: 0 - 0 of 0

Info: [ _Low:

Alart 1d:

Rule Name

User Name:

L ]

From Da

Date:

08/26/2007 15:45 |8
To Date:
oz 555 |9

Schedule Report

Medium:

High: Bl

2. Enter the search criteria you want and click Run Query.
To view a list of logins by this device

1. On the Device Details page, click the Logins tab.

The list of logins appears.
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DEvicE

Device 14t 357101

Browser FingerPrint 1d: 201
Digital FingerPrint 1d: 5701

os: WinNT 5.1

Browser: Geckoz007(Firefox2.0.0.6)

Creata Time: Sat, 25 Aug 2007 00:20 PM -0700 (POT)
Notes:

Logns

Info: = Low: I Medium:  High: B

Post .
Auth |Post Auth Action Login Time| Application 1d |98

390501

bharazalioGre

WinkT 5.1/
Gecko2007(Firefox2.0.0.6)

Showing Records: 1 - 1 of 1

Info: = Low: I Medim:  High: B

<

vevzoor 1505 |8
e
[08/29/2007 23159 |

2. Enter the search criteria you want and click Run Query.
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Viewing Details about Location Groups

To view the details about a location group

1. On the User, Device, or Location report page, click the Location for the customer
login you want.

Or,
On the Dashboard page, click the information icon next to the item you want.

The Location Details page appears.

[Location - coumay

Logins

Cache Policy
Countries Full Cache delete this group after demo

2. Enter the search criteria you want and click Run Query.

To view details about users from this location
1. On the Location Details page, click the Users tab.

The list of users appears.

[Cocaion - cowrmay

Click Run Query with apprapriata search criteria.

-
0773072007 16:29 |TE
To Date:

03/25/2007 23:55 |CE]

2. Enter the search criteria you want and click Run Query.

To view a list of devices in this location
1. On the Location Details page, click the Devices tab.

The list of devices appears.

Adaptive Risk Manager Offline Dashboard and Reporting Guide - 23



LOGATION > COUNTRY

County 1d: 1
Country Code: s

Country Name: urited states
List All: States
Notas:

Coginrailures |Login Suceesses | Challenge Failure Challenge Success

T T ——

07/31/2007 09:41 | TE
To Date:
berweo evss |00

2. Enter the search criteria you want and click Run Query.
To view a list of alerts and rules triggered from this location

1. On the Location Details page, click the Alerts/Rules tab.

The list of alerts and rules appears.

[oeuice

Browser: Geckoz007(Firefox2.0.0.6)
Create Time: Sat, 25 Aug 2007 00:20 PM -0700 (PDT)
——

Info: 11 _Low:

Alert Message

\ ———

Medium:

High: Bl

Showing Records: 0 - 0 of 0 Info: [ Low:

[

08/28/2007 15:46 |

To Date:
08/23/2007 23:55 |
Schedule Report

Medium:

High: Bl

2. Enter the search criteria you want and click Run Query.
To view a list of logins from this location

1. On the Location Details page, click the Logins tab.

The list of logins appears.
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Tnfo: = Low: = Mediom: _riigh: B

h |Pre auth Action auth |post auth action Loain Time | Application 1d 08, ..
e i
30 days
=T = G s [ e
S .
Loans
.
=
from the
s
within 2.
e,
fime
X penod
o 390606 Pending o Password 08/30/2007 9623/ (357302 |Login
[oossorzon7 2355 | ox:21 (r0T) Geckoz0e( Page
390605 ETTaa a/30/z007 WinNTS1/NSIEe | |sBls/ |7z |Texead
faen
Loans
[y
g
to muttiple
i
o
e
device
e,
specified.
fry
=N
RET

Shoming Recondss 1505 [ Sort¥ ] nfo: 1 Low: ' medium: righ: B

2. Enter the search criteria you want and click Run Query.
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Viewing Details about IP Addresses

To view details about the groups in which the IP is included

1. On the User, Device, or Location report page, click IP Address.

The IP Details page appears

A list of groups that include the IP is displayed.

[tocanan-r

1P Address: 67.101.97.237 Notes:

Showing Records: 0 - 0 of 0

2. Enter the search criteria you want and click Run Query.

To view details about the users associated with the IP address

1. On the IP Details page, click the Users tab.

A list of users who have used the IP is displayed.

[Cocation-p

Showing Records: 1 - 1 of 1

1P Address
bmoore 67.101.97.237 | san francisco

n
Count/
08/29/2007
14:40

From Date:
07/31/2007 1046 |2
T

Date:
eran/zo07 z3iss |9

Showing Records: 1 - 1 of 1

2. Enter the search criteria you want and click Run Query.

To view details about the devices associated with the IP address

1. On the IP Details page, click the Devices tab.

A list of devices with the IP address is displayed.
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LocaTIoN > IP

1P Address: 67.101.97.23
city Name: san francisco
State Name: california

Country Name:  united states

Top Lavel Domain: st

Connection Type:  DSL
12 Aol No
ASN: 18566

7 Notas:
aity o a0
state ok 04
Country CF: 99

Second Lavel Domain: cavad.net

Connection speed:  Medium
Routing Types Fixed
Carrier: covad communications co.

Showing Records: 1 - 1 of 1

Challenge Failure
ount

1P Address Login Failures b
367101 | 67.101.97.237 | san francisco california united states 0 2

Challenge Success
Count

08/29/2007
14:40

From Date:

07/31/2007 1045 |3
To Date:
bz 555 |3

Showing Records: 1 - 1 of 1

2. Enter the search criteria you want, and click Run Query.

To view details about the alerts/rules associated with the IP address

1.

On the IP Details page, click the Alerts/Rules tab.

A list of alerts/rules associated linked to the IP is displayed.

[Cocamon-»

I Addrass: 67.101.97.237 Notas:
City Name: san francisco city cF: a0

State Name: calfornia state CF: o

Country Nama:  united state: Country CF: 99

Top Leval Damain: et Second Lavel Damain covad.net

Connection Type:  DSL. Connection Speed:  Medium

Is Aol No Routing Type: Fixed

AsN: 18566 Comiers  cova d communical tions co.

1 Low:

Medium:

High: Il

From Date:
o8/25/2007 10:49  |F)
To Date:

os/30/2007 23155 |F)

Schedule Report

showing Records: 0 - 0 of 0

Info:

Low: [ Medium:

High: Bl

2. Enter the search criteria you want and click Run Query.

To view details about the logins associated with the IP address

1.

On the IP Details page, click the Logins tab.

A list of logins made from the included IPs is displayed.
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LocAnon-

1
Gecko2007(Firefox2 0.0.6) €101

[08/29/2007 10:56 5]
[08/30/2007 23:59 (5]

Save query

EEIE|E
!!I!

2. Enter the search criteria you want and click Run Query.
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Viewing Statistics about KBA Questions

You can statistics on question registration and challenge questions.

To view statistics about question registration
1. Click KBA on the Queries menu.
The KBA Registration page appears.

The report displays the number of users that performed each of the actions listed in the
Item column and the percentage rate of successful challenges.

QUERIES > KBA > REGISTRATION

Query Types: | Registration v Description:
Instruction:  Adjust the search criteria to find the desired logins.

[
0%

rz9/z007 11:47 |CE)

0%
0%

To Date:
pafanjz007 2359 |CE

2. To locate the reports you want, enter the search criteria and then click Submit
Query.

o Tofilter the list by primary authenticator for accounts, click in the Client
Type box and select the authenticator you want.

o To Filter the list by the application ID of users, click in the Click in the
Application ID box and select the ID you want.

o Tofilter the list by date range, click the calendar icons and select the From
and To dates.

To view statistics about challenge responses
1. Click KBA on the Queries menu.
The KBA Challenge Response page appears.

The report displays the number of users that performed each of the actions listed in the
Item column and the percentage of customers that responded to each question.

‘QUERIES > KBA > CHALLENGE STATISTICS

Query Types: | Challenoe statistics ¥ Deseription:  Thi- Z J
Instruction:  Adjust the search critania to find the dasired logins.

100%
3 100%
66.67%

100%
3
0%
0%
3
0%

From Date:

s/za/zon7 1438 |9

Date: _
s/anjz007 23:59 |

Schedule Report
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2. To locate the reports you want, enter the search criteria and then click Submit

Query.

o Tofilter the list by primary authenticator for accounts, click in the Client
Type box and select the authenticator you want.

o To Filter the list by the application ID of users, click in the Click in the
Application ID box and select the ID you want.

o Tofilter the list by date range, click the calendar icons and select the From
and To dates.

To view statistics about each challenge question

1. Click KBA on the Queries menu.

The KBA Registration page appears.

The report displays the number of users that performed each of the actions listed in the
Item column and the percentage of challenged customers.

‘QUERIES > KEA > QUESTION STATISTICS
e Typetl Quostion statistios (A Description:  This report displays statistics about each challenge question.
Instructions  Adjust the search criteria to find the desired logins.
Showing Records: 120 0f 210 [Sort¥ ]
Pages: [1] 23 of 11 [ Newt>> ] [Last]
Category:
e e
Childhood &
Quastion Keyword: % What year did you graduate fram college? 1 ] 0% 0% 0%
75 What was your combined SAT score? 1 1 100 % 0% 0%
&0 o o 0% 0% [
[ 0 [ 0% 0% 0%
62 o o 0 0% 0%
&3 0 [ 0 0% 0%
2 0 o 0% 0% 0%
Gz Oni: - &5 o [ 0 0% 0%
paresizon7 400 | 86 | Educstion 0 [ 0% 0% 0%
To Date: - 67 |Education | What is the first name of your high school best friend? o o 0% 0% [
oeranrzon zsise | 5 85| Education | what is the last name of your high school best friend? 0 0 0% 0% 0%
89 |Education | What is the name of  college you spplied ta but did not attend? |0 [ 0 0% 0%
90| Education What is the last name of your Favorite teacher in High School? |0 [ 0 0% 0%
uer, 91| Education | What is the last name of your favorite professor in collegs? |0 [ 0% 0% 0%
52_|Miscellaneous What is your best friend's birthday (MMDD3? o o 0 0% 100%
93| Miscellaneous | What color was your first bicycle? 0 [ 0% 0% 0%
94| Miscellaneous What is the name of the first musical group you saw in concert? |1 o 0 0% 0%
95| Miscellanzous | What is your height? (for examle 6 foot 0 inches = 60) 1 [ 0 0% 0%
95 | Miscellaneous | What year did you go to your first music cancert? z [ 0 0% 0%
97| Miscellaneous What are the last four digits of your lotto numbers” 2 o 0 0% 0%
Pages: [1] 23 of 11 [ Newt>> ] [Last]
Showing Records: 1 - 20 0f 210 [Sort¥]

2. To locate the reports you want, enter the search criteria and then click Submit

Query.

o Tofilter the list by question category, click in the Category box and select
the category you want.

o Tofilter out all questions containing a specific word, enter the word in the
Question Keyword field.

o Tofilter the list by status, select the status you want from the status list.

o Tofilter the list by date range, click the calendar icons and select the From
and To dates.
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Viewing a List of Saved Reports

To view a list of saved reports
1. Click Saved Reports on the Queries menu.

The Saved Reports page appears listing all the saved reports.

| auenies - saveo repoRTs

p—— 0 e 2 2 - O -

For Getting Saved Reports List, click Submit Query with appropriate search criteria.

[06/29/2007 10:55 &=
To Date: _
[08/30/2007 23:55 =

Submit Query

To locate the reports you want, enter the search criteria and then click Submit
Query.

Select the button to the left of the report you want to download.

4. Click in the File Type box and select the type you want.
5. Click Download.
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Viewing a List of Saved Queries

To view a list of saved queries
1. Click Saved Queries on the Queries menu.

The Saved Queries page appears listing all the saved queries.

‘QUERIES > SAVED QUERIES

[ showngRecods: 1-20f2  [SortY] Che cleAll
—— [m| EN | |

=] | | Recent Loginss | | 0e/30/2007 11:38 (rOT)

= [ [Resentioan: [ 0873072007 1.0 (POT)

Showing Records: 1-20f2 [ Sort¥ ] Che deall

ate:
[0 /30/2007 23:59|Ce)

2. To locate the saved queries you want, click the calendar icons and select the
From and To dates you want.

3. Click the Query Name to view search criteria.
The search parameters appear to the right.
4. To run the query, click Run Query.

5. To delete a query click the check box next to the query name then hit the delete
button.

You can also edit, re-save, and schedule a saved query.
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Viewing a List of Schedulers

You can view a list of all schedulers that have been created to run reports by date and time or
by interval.

To view a list of schedulers
1. Click Schedulers on the Queries menu.

The Schedulers page appears listing all existing schedulers.

QUERIES > SCHEDULERS

[ ] showngRecodss 1-fof1  [Sort¥]
s owen | | | |
. 0 P |sladedisan: [ [os/20/2007 11:44 (pOT) | s \
08/25/2007 1344 | T3 | Showing Recordss 1-10f1 [ Sort¥ 1
na/a?/‘znm 23:59 =

To locate the schedulers you want, click the calendar icons and select the From
and To dates you want.

Click the scheduler to view the schedule parameters.
The schedule parameters appear.

4. You may edit and re-save schedulers.
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Glossary

Action — A response that is triggered by a rule, such as forcing a challenge question after x
login attempts within x period of time.

Alert — A graded and customizable message triggered by a rule..
Device — A Computer, PDA, cell phone, kiosk, etc.

Group — A collection of users, locations, devices, actions, or alerts.
Location — A city, state, country, IPs, or IP range.

Model — A set of rules that, when linked to a group, are used by Oracle Adaptive Access
Manager to evaluate the group member’s activity.

Rule — A configurable evaluator of system traffic that can trigger alerts, actions and generate a
risk score.
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