Oracle® Adaptive Risk Manager Online
Customer Care Administration Guide

Release: 10g (10.1.4.20)

September 2007

ORACLE



Oracle® Adaptive Risk Manager Customer Care Administration Guide, 10g (10.1.4.20)

Copyright © 2007, Oracle. All rights reserved.

The Programs (which include both the software and documentation) contain proprietary information; they are
provided under a license agreement containing restrictions on use and disclosure and are also protected by
copyright, patent, and other intellectual and industrial property laws. Reverse engineering, disassembly, or
decompilation of the Programs, except to the extent required to obtain interoperability with other independently
created software or as specified by law, is prohibited.

The information contained in this document is subject to change without notice. If you find any problems in the
documentation, please report them to us in writing. This document is not warranted to be error-free. Except as may
be expressly permitted in your license agreement for these Programs, no part of these Programs may be
reproduced or transmitted in any form or by any means, electronic or mechanical, for any purpose.

If the Programs are delivered to the United States Government or anyone licensing or using the Programs on behalf
of the United States Government, the following notice is applicable:

U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical data
delivered to U.S. Government customers are "commercial computer software" or "commercial technical data"
pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such,
use, duplication, disclosure, modification, and adaptation of the Programs, including documentation and technical
data, shall be subject to the licensing restrictions set forth in the applicable Oracle license agreement, and, to the
extent applicable, the additional rights set forth in FAR 52.227-19, Commercial Computer

Oracle® Adaptive Risk Manager Online ~ Customer Care Administration Guide 2



Contents

1] (oo (U1 i o] o PSPPSR 5
Viewing a List of CuStomers and CasesS.......c..uuuiiiiiiiiiiiiiiiiei et e eaa e 6
To view a list of all customers and CaSEeS .......cccueeiiiiiiiii e 6
Creating @ New CUSIOMET CASE........uuiiiiiiiiie ettt e et e e et e e st ee e e snbeeeeeanes 7
TO Creale @ NMEW CASE ...ttt e e e e e e e s e e e e e e e as 7
Closing Multiple Cases @t ONCE......couii it e e e e e e e e e e e e e e e ennnes 8
To close MUILIPIE CASES At ONCE ......oeeviiiiiiiiiiiiiieeeeeeeee ettt e e e e e eeeaeeessreeeeeeeeeeeeeees 8
Viewing the Details of @ SPECIfic CaSE .......cuuiiiiiiiiiiiie e e 9
TO VIEW @N ©XISHING CASE.....euieiiiiiiiiiite et e e e e 9
Resetting a Customer's Personal Information ... 10
To reset @ CUSTIOMEN'S IMAGE ...cooi i ea e e 10
To reset @ CUSIOMEN'S PRMASE ........oviiiiiiiiiiiiiieeeeeeeee ettt e e seseesesesaeeeeeeeeeaeeees 12
To reset a customer's image and phrase ... 12
To reset a customer's security questions, question set, image, and phrase................... 13
To reset a CUSIOMEN'S QUESTIONS........oviiiiiiiiiiiieieeeie ettt ee e eeeeeeeeeaesereeeeeeeeeeeees 13
To reset a customer's NEeXt QUESTION..........oviiiiiiiiiiiiiieeeeieeeeeeeeeeeee e eeeeeeees 14
To reset a customer's security questions and the set of questions to pick from............ 14
To unlock @ CUSTOMEr DIOCK........coiiieeei e 15
To ask the customer a challenge qUESHION ... 16
Changing @ Case's StAtUS ........cuuiiiiiiiiii et 17
To change the status Of @ CASE .......cooiiuiiiiiiiiii e 17
FaXe [o 1 aTe =W\ [o] (=N (o JF= T 0= TR 18
To add @ NOLE 10 @ CASE .....ueeiiiiie e a e 18
Enabling @ Temporary AlIOWANCE ............uuiiiiiieiiiiiieeet ettt e e e e 19
To allow a blocked customer temporarily .............oooeiiiiiii e 19
Changing the Severity Level 0f @ Case..........ueiiiiiiiii e 20
To escalate or de-escalate the severity level of @ case ........ccccoviiiiiiiiiiis 20
Viewing @ Case's ACHVILY LOG .. ..uuiiiiiiiiiie ittt st 21
To view a log of all activity within @ CaSe ..........coociiiiiii e 21
To search the 10g Of @ CASE .....ccoiuiiiiiiii e 21
Tofilter alog by [0g COUE.........eiiiiiiiii e e e 21
Viewing a List of @ CUStOMEr'S LOGINS ....ccoiiiiiiiiiiiiiiie e 22
To view a list of @ cuUSIOMEr'S 10QINS ......ooiiiiiii e 22
To search for a customer's logins by device ID or date range ............cccceeevciieeeiiieeeenns 22

Oracle® Adaptive Risk Manager Online ~ Customer Care Administration Guide 3



To filter the list of customer's logins by authentication status or alert level..................... 22
VIewing @ LiSt Of USEIS ..o 23
TO VIEW @ liSt Of @Il USEIS....cviiiiiiieiiiiieieieeeeeee ettt ettt eeeeeeeeeeeeeesssssssssreeeesesesesseeseaneees 23
Creating @ NEW CaSE......uueiiii it e e et e e e e e e s s st e e e e e e e e s s tateeeaaaeeesanraraeeeaaeaean 24
TO Create @ NEW USEI CASE ....cciiiiiiiiiiiiiiiet ettt e e e e e e e e e e e anb e e e eaeeeeeas 24

Oracle® Adaptive Risk Manager Online ~ Customer Care Administration Guide 4



Introduction

Welcome to Adaptive Risk Manager Online, the customer care, reporting and administration
section of Oracle Adaptive Access Manager. Adaptive Risk Manager Online provides
customer care representatives with a search page to quickly locate any customer or case in the
system. Once you locate or create a case, you have the option of performing several different
tasks.

Customer Care personnel can access various functionality in Adaptive Risk Manager Online
based on the role to which they are assigned. The default, built-in roles include Customer Care
Representative-Level 1 and Customer Service Manager-Level 2. As such, it describes how to
use all of the available features.

This guide provides information on:

e Viewing a List of Customers and Cases
e Creating a New Customer Case

e Closing Multiple Cases at Once

o Viewing the Details of a Specific Case
e Resetting a Customer's Personal Information
e Adding a Note to a Case

o Enabling a Temporary Allowance

o Changing the Severity Level of a Case
¢ Viewing a Case's Activity Log

e Viewing a List of a Customer's Logins

e Viewing a List of Users
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Viewing a List of Customers and Cases

When a customer telephones with an issue related to OAAM functionality, you can open the list
of all customer cases and quickly search the list by User Name, case number, keyword, or date
range. You can also filter the list of cases by severity level and status.

Once you locate the case you want, you can click the case ID to view the case details.

To view a list of all customer cases
1. Click Search Cases on the Customer Care menu.

The Search User Cases page appears.

CUSTOMER CARE > SEARCH USER CASES

To create anew case, enter a User Name/ , a short description, selact a security level, then click "treate case.

User Name: Description: Severity Leveli [ 0. v

2. To locate cases for a specific end user, enter the User Name.
3. To locate a specific case, enter the case number.

4. To locate a case by a keyword that appears in the description, enter the word
you want.

5. To locate cases by the date in which the last action occurred, click the calendar
icons and then click the start and end dates you want.

6. To filter the list by case severity level, select the severity level you want.
7. Tofilter the list by case status, select the status you want.

8. Click Search.
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Creating a New Customer Case

A case is a record of related customer care events and actions for a single customer. Multiple
cases also provide a way of segregating unrelated issues and actions for a customer.

Cases are used by the customer care personnel while assisting a customer.

To create a new case
1. Click Search Cases on the Customer Care menu.

The Search User Cases page appears.

| CUSTOMER CARE > SEARCH USER CASES

To create anew case, enter a User Name,/ , a short description, selact a security level, then click "Create Case”.

User Namet | Description: Severity Level: [,

Create Case

E— TR s s
Description Last Action Type | Last Action
[m] 1(1111 user fargot questions. Aceess Case 08/20/2007 11:32 (PDT) | Low New
Description Keyword:
[ Showing Records: 1 - 1 of 1 Ciose Checked

Tgnore Dates:

From Date:

nesot/z007 09:57 | 8
b

0 Dater
os/25/2007 23:59 |2
ol:

[ _al_ [N
e =
Pending ]

2. Enter your User Id or User Name and Application ID (if applicable) at the top of
the page.

Enter a description of the case at the top of the page.
4. Select a severity level from the Severity Level list at the top of the page.
5. Click Create Case.

The Case Details page for appears and displays the logins for that user.

[Customen care - cast oeTALs

FEELY
Create Case - Create case
08/23/2007 12:29 (PDT)
Block.

Case Created:  [5/23/2007
Description:  User forgot challengs questions

ne  08/16/2007 20:29 (PDT)
n: Tes
N
Personalization Active: (1o
Showing Records: 1 -5 0f3 [ Sort¥ ] Info: [ Low: | Medium: _High:
I Blocked [ 08/t4/2007 20,29 (60 e a 7
From Date:
j0s/16/2007 17:00 |9
S~ _ Blocked 08/16/2007 20:16 (PDT) 1 a0
[0a/z3/2007 23:59 |
Auth Status: Blocked 08/16/2007 17:18 (PDT) 1 301
~
Pending activation
Blocked o
Showing Records: 1-30f3  [Sort¥ ] Info: [ Low:| Medium: __High:
ALER
ALERT_MEDILN
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Closing Multiple Cases at Once

The Search User Cases page enables you to close several cases at once—for example, all
cases over a year old—by selecting the checkbox next to each case you want to close and then
clicking Close Checked.

To close multiple cases at once
1. Click Search Cases on the Customer Care menu.

The Search User Cases page appears.

| CUSTOMER CARE > SEARCH USER CASES

To create anew case, enter a User Name,/ , a short description, selact a security level, then click "Create Case”.

User Nam: | Description: severity Leveli (o v

Create Case

Sfoning racoets 1w otis N [ Sart o]
I Y P I
(O 203|111 Wrong password |Create Case  |08/23/2007 12:36 (PDT) | Low New
O 202 (a1 User forgot challenge question Create Case 08/23/2007 12:29 (PDT) | Low New
O 208 [2211 User forgot password Access Case 08/23/2007 12:27 (PDT) | Low New
(3] ifia user fargot questions. Aecess Case 08/23/2007 12:26 (PDT) | Low New
From Date: _
beneizonrsess |09 Showing Records: 1-40f4 [ Sort¥ ] [Cioze Checked |

To Dater
[ps723/2007 23:55 | E)
s ol:

2. Select the checkbox next to each case you want to close.

3. Click Close Checked.
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Viewing the Details of a Specific Case

By clicking the case number on the Search User Cases page, you can open an existing case.
The case page provides such general details about the case as the customer's User Name,
status, severity level, and description. It also provides access to the actions that can be taken,
a log of case activity, and a list of customer logins.

To view an existing case
1. Click Search Cases on the Customer Care menu.

The Search User Cases page appears.

| cusTowER caRe - seaRci seR GasEs

To cre: case, enter a User Name./ , a shor

User Name: | Descriptions severity Lavel: Loy v |

iption, selact a security level, then click "create

_ Showing Records: 1 - 4 of 4 [Sort¥] Close Checked
o (s v s GG e e A e
] o ord Create Case Hew

a
103 111 wrong p: 08/23/2007 12:36 (POT) | Low

(st =
[ ] O | 102 111t Create Case 08/23/2007 12:29 (FDT) | Low New
e
[ O 201|111 Tt ‘Aocess Case 08/23/2007 12:27 (FDT) | Low ew
Ignore Datas:

O 1|mu User forgat questions ‘Access Case 08/23/2007 12:26 (PDT) | Low New
Eooate! .
08/16/2007 12:36 i
lericranrizse B |y ecorios 1= 4ct4 [502¥1 Close Gheoied
i
08/23/2007 23:59 |2

seve

erity Level:

2. Click the case number of the case you want to view.

The Case Details page appears which displays details about the case at the top and a
list of the recent logins at the bottom.

[Customen care - cast oeTALs

Create Case - Create case
08/23/2007 12:29 (PDT)
Block.

08/16/2007 20:29 (PDT)

el Lo

‘ Case Created:  07/23/2007
se Statuss ieu

n:  User forgot challenge questions

Showing Records: 1 - 3 of 3 [Sort¥ ] Info: Low: Medium; High:

I Blocked [ 08/t4/2007 20,29 (60 Frens a

From Date:

j0s/16/2007 17:00 |9

S— _ Blocked 08/16/2007 20:16 (PDT) 1 a0

[0a/23/2007 23:59 |

Blocked 08/16/2007 17:18 (PDT) 1 301
D
Iy
Showing Records: 1-30f3  [Sort¥ ] Info: [ Low:| Medium: __High:
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Resetting a Customer's Personal Information

Authenticator uses images and phrases on its virtual authentication devices as part of the
personalization to help prevent fraud. During phone contact with a customer you can reset their
personal image and/or phrase. Authenticator also uses questions as additional credentials to
help prevent fraud. You can reset these questions for the customer when necessary.

The Action tab on the Case page enables you to reset the following personal items for a
customer:

Image—Randomly assigns a new image to the customer.
Phrase—Randomly assigns a new phrase to the customer.
Image & Phrase—Randomly assigns a new image and phrase to the customer.

Customer (All)—Deletes the customer’s image, phrase, answers and question set. The
customer will be sent through the registration flow the next time they log in.

Reset Questions— Deletes the current questions and answers. The customer will need to
select new questions and answers form their question set the next time they log in.

Next Question—Advances the customer to the next challenge question in their list of
registered questions. So if they are currently being asked question A they will now be
asked question B or C.

Reset Question Set—Deletes the current questions and answers and generates a new
question set for them to register from.

Unlock Customer—If a customer is locked out of the system as a result of failed challenge
questions, Unlock Customer resets the customers failure counter and resets the
customer's security questions.

Ask Question—Displays a challenge question for the CSR to ask the customer and a field
to enter customer's response.

To reset a customer's image

1. Click Search Cases on the Customer Care menu.
The Search User Cases page appears.
2. Click the case number of the case you want to view.

The Case page appears and defaults to the Logins tab.
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[Gustomen care - case terais

Gase Created:
Case Status:
Severity Level:

Description:

»

08/23/2007

New

Low

User forgot challenge questions

User Names
Last case Action:

Date Of Last Case Action:
Last Online Action:

1111
Create Case - Create case
08/23/2007 12:29 (PDT)
Block.

Date OF Last Online Actions  015/16/2007 20:29 (FDT)
Completed Registration: c=
Questions Active: 1o

Personalization Active: 1o

Showing Records: 1 -3 0f3 [ Sort¥ ] Info: 11 _Low: | Med gh

Blocked 08/16/2007 20:23 (PDT) 1111 301 ry

From Date:

na/16/2007 17:00 |5

o bate: Blocked 08/16/2007 20/16 (PDT) 111 anL

[08/23/2007 23:59 |

th 5 Blocked 08/16/2007 17:18 (PDT) 1L 301

Showing Records: 1 - 3 of 3 [Sort¥ ] Info: Low:

3. Click the Actions tab.

[CUSTOMER CARE - CASEDETALS

Date Of Last Online Action:

Case Created:  05/23/2007 UserName: 1111
Case status: fiew Last Case Action: Access Case
Severity Level: Low Date Of Last Case Action:  (15/23/2007 12:42 (PDT)
Description: Wrang passward Last Online Action:  Elack

08/16/2007 20:23 (PDT)

Completed Registration: Yz
Questions Active: 1o

Personalization Active: 1o

4. In the Action list, click Customer Resets.

The User Item list appears below the Action list.

[CUSTOMER CARE » CASEDETALS

Case Created:

08/23/2007
Case status:  few

Severity Level:  Law
Description:  Wrang passward

UserName: 1111
Last Case Actions

Access Case
08/23/2007 13:40 (PDT)
Last Online Action:  Black
08/16/2007 20:23 (FDT)
Campleted Registration: 125

Questions Active: o

-

Date Of Last Case Actions

Date Of Last Online Action:

Personalization Active: 1o

ctons

Notass

Action: [C{TE I L
User Ttem: [ Gelect One — (%

5. In the User Item list, click Image.

The Notes list appears.
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6.
7.

CUSTOMER CARE > CASE DETAILS

d: 08/23/2007
ew

Notes: [ el ct to append - (%)

In the Notes list, click the note you want.

If you select "Other" from the Notes list, enter a note describing why you are
taking the action.

Click Submit.

Adaptive Risk Manager Online generates a new image. Inform the customer that they
will see a new personal image in their Authenticator the next time they login to the
website but their phrase will be unchanged.

To reset a customer's phrase

1.

Click Search Cases on the Customer Care menu.
The Search User Cases page appears.

Click the case number of the case you want to view.
The Case page appears and defaults to the Logins tab.
Click Actions.

In the Action list, click Customer Resets.

The User Item list appears below the Action list.

In the User Item list, click Phrase.

In the Notes list, click the note you want.

If you selected "Other" from the Notes list, enter a note describing why you are
taking the action.

Click Submit.

Adaptive Risk Manager Online generates a new phrase. Inform the customer that they
will see a new security phrase in their Authenticator the next time they login to the
website but their personal image will be unchanged.

To reset a customer's image and phrase

1.

Click Search Cases on the Customer Care menu.
The Search User Cases page appears.

Click the case number of the case you want to view.
The Case page appears and defaults to the Logins tab.
Click the Actions tab.
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In the Action list, click Customer Resets.
The User Item list appears below the Action list.
In the User Item list, click Image & Phrase.
In the Notes list, click the note you want.

If you selected "Other"” from the Notes list, enter a note describing why you are
taking the action.

Click Submit.

Adaptive Risk Manager Online generates a new image and phrase. Inform the
customer that they will see a new personal image and security phrase in their
Authenticator the next time they login to the website.

To reset a customer's security questions, question set, image, and phrase

1.

Click Search Cases on the Customer Care menu.

The Search User Cases page appears.

Click the case number of the case you want to view.

The Case Details page appears and defaults to the Logins tab.
Click the Actions tab.

In the Action list, click Customer Resets.

The User Item list appears below the Action list.

In the User Item list, click Customer (All).

In the Notes list, click the note you want.

If you selected "Other" from the Notes list, enter a note describing why you are
taking the action.

Click Submit.

Adaptive Risk Manager Online resets the customer's security questions, question set,
image and phrase. Inform the customer that they will go through security registration
the next time they login to the website.

To reset a customer's questions

1.

Click Search Cases on the Customer Care menu.
The Search User Cases page appears.

Click the case number of the case you want to view.
The Case page appears and defaults to the Logins tab.
Click the Actions tab.

In the Action list, click Challenge Questions.

The Item list appears below the Action list.

In the Item list, click Questions.

In the Notes list, click the note you want.
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7.

If you selected "Other" in the Notes list, enter a note describing why you are
taking the action.

Click Submit.

Adaptive Risk Manager Online deletes the existing questions and answers. Inform the
customer that they will go through security questions registration the next time they
login to the website.

To increment a customer to their next question

1.

Click Search Cases on the Customer Care menu.
The Search User Cases page appears.

Click the case number of the case you want to view.
The Case page appears and defaults to the Logins tab.
Click the Actions tab.

In the Action list, click Challenge Questions.

The Item list appears below the Action list.

In the Item list, click Next Question.

In the Notes list, click the note you want.

If you selected "Other" in the Notes list, enter a note describing why you are
taking the action.

Click Submit.

Adaptive Risk Manager Online allows the customer to proceed to the next question.
Inform the customer that they will be asked a different security question the next time
they login to the website.

To reset a customer's security questions and the set of questions to pick from

1.

Click Search Cases on the Customer Care menu.
The Search User Cases page appears.

Click the case number of the case you want to view.
The Case page appears and defaults to the Logins tab.
Click the Actions tab.

In the Action list, click Challenge Questions.

The Item list appears below the Action list.

In the Item list, click Reset Question Set.

In the Notes list, click the note you want.

If you selected "Other" from the Notes list, enter a note describing why you are
taking the action.

Click Submit.

Adaptive Risk Manager Online resets the customer's security questions and the set of
questions they may register questions from. Inform the customer that they will go
through security questions registration the next time they login to the website.
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To unlock a customer

1. Click Search Cases on the Customer Care menu.
The Search User Cases page appears.

2. Click the case number of the case you want to view.
The Case page appears and defaults to the Logins tab.

3. Click the Actions tab.

4. In the Action list, click Challenge Questions.
The Item list appears below the Action list.

5. In the Item list, click Unlock Customer.

6. In the Notes list, click the note you want.

7. If you selected "Other" from the Notes list, enter a note describing why you are
taking the action.

8. Click Submit.

Adaptive Risk Manager Online resets the customer's security questions and the set of
questions they may register questions from. Inform the customer that they will go
through security questions registration the next time they login to the website.
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To use a customer’s challenge questions for phone authentication

1. Click Search Cases on the Customer Care menu.
The Search User Cases page appears.

2. Click the case number of the case you want to view.
The Case page appears and defaults to the Logins tab.

3. Click the Actions tab.

4. In the Action list, click Challenge Questions.
The Item list appears below the Action list.

5. In the Item list, click Ask Question.

A challenge question appears in the Question field.

CUSTOMER CARE > CASE DETAILS

Last hallenge Questions - Ask User Question
8/25/2007 12:24 (PDT)
egisterlserOptional QuestionPad

Answer:

Ask the customer the question.
Enter the customer's answer in the Answer field.

In the Notes list, click the note you want.

© o N o

If you selected "Other" from the Notes list, enter a note describing why you are
taking the action.

10. Click Submit.

If the customer answers the question correctly, the system automatically takes
appropriate action depending on their status such as unlocking the customer if they
were locked out.

If the customer answered the question incorrectly, they will get additional attempts at
that question (depending on configuration). If the customer exceeds the maximum
number of failures for a questions another question appears in the Question field. If
you ask the customer two or more questions in this process, and they answer
successfully, their questions are automatically reset.

If you ask all of the questions and the customer failed all attempts at each question, the
customer will be locked out of online access.
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Changing a Case's Status

Status refers to the current state of a case, to whether it is new, pending, or closed. Adaptive
Risk Manager Online automatically assigns the status of "New" to each case when it is created.
You need to change the status to Pending once the case is escalated.

To change the status of a case
1. Click Search Cases on the Customer Care menu.
The Search User Cases page appears.
2. Click the case number of the case you want to view.
The Case Details page appears and defaults to the Logins tab.
3. Click the Actions tab.

CUSTOMER CARE > CASE DETAILS

‘ Case Created:  08/23/2007
ever o

4. In the Action list, click Change Status.

The Status list appears below the Action list with contextual instructions.

CUSTOMER CARE > CASE DETAILS

‘ c ted:  08/23/2007 1111
s fiew st Access Case
s 08/23/2007 14:48 (PDT}
Block
08/16/2007 20:23 (PDT)

5. In the Status list, click the status you want.

You can select New, Pending, or Closed.
6. Enter a note describing why you are taking the action.
7. Click Submit.

A confirmation message appears.
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Adding a Note to a Case

Each time you take an action in a case you are required to enter a note describing why you are
taking the action. You can also select the action "Add Note" with the express purpose of adding
a note to a case. In this instance, you can either add a "Standard" note that can be written and

read by customer service representatives, managers, and investigators; or you can add a
"Restricted" note that can only be written by investigators and read by customer service

managers and investigators.

To add a note to a case

1.

Click Search Cases on the Customer Care menu.
The Search User Cases page appears.

Click the case number of the case you want to view.

The Case Details page appears and defaults to the Logins tab.

Click the Actions tab.

CUSTOMER CARE > CASE DETAILS

‘ Case Created:  08/23/2007
Case Status:  Hew
Severity Level:  Law

Description:  Wrong password Last O

e: 1111
: Access Case

08/23/2007 12:42 (PDT)
Block
Date Of Last Or 08/16/2007 20:29 (PDT)
Ccampleted Yes

Questions Active: 1o

Personalization Active: 1o

Actions

Action: [ .. select One - v

In the Action list, click Add Note.

The Level list appears below the Action list.

CUSTOMER CARE > CASE DETAILS

‘ Case Created: 08/23/2007
Case Statust flew
Severity level: Low
Description: /rang password

: 1111

Acoess Case
08/23/2007 14:46 (FDT)
Block.

08/16/2007 20:23 (FDT)
Yes

No

Personalization Active: 110

Completed

Actions

Actions [ 44 ote v Notes:

tevel: [ Selsct One - (v

In the Level list, click Standard or Restricted.
Enter a note.
Click Submit.

A confirmation message appears.
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Enabling a Temporary Allowance

A customer may be blocked from logging in or performing transactions if a security rule is being
triggered. For example, they may be traveling on business and attempting to log in from a black
listed country and the system has blocked them. You can use the Temporary Allow feature to
grant temporary account access to a customer who is being blocked from logging in or
performing a transaction.

To allow a blocked customer temporarily
1. Click Search Cases on the Customer Care menu.
The Search User Cases page appears.
2. Click the case number of the case you want to view.
The Case page appears and defaults to the Logins tab.
3. Click the Actions tab.

CUSTOMER CARE > CASE DETAILS

‘ Case Created: 08/23/2007  UserName: 1111
ew  lastGase Actioms Access case
o
Des

8/23/2007 12:42 (PDT)
lack
2007 20:29 (PDT)

4. In the Action list, click Temporary Allow.

The Allow list appears below the Action list.

CUSTOMER CARE > CASE DETAILS

5. In the Allow list, select the desired temporary allow.

6. If you select "Select End Date", click the calendar icon and click the end date
you want.

7. Click in the Notes box and select the type of note you want.
If you want to terminate an active allow for a customer, select Cancel to remove it.

8. If you selected Other as the note type, enter a note describing why you are
taking the action.

9. Click Submit.
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Changing the Severity Level of a Case

When a case is created it is assigned a severity level to indicate its importance. The severity

level is shown on the Case Details page by means of a colored flag. The available severity

levels are High (Red), Medium (Yellow), and Low (Blue). If a customer suspects fraud, then the

severity level assigned would be High. If the customer wants a different image, then the

severity level assigned would be Low. You can escalate or de-escalate the severity level of a
case as necessary.

To escalate or de-escalate the severity level of a case

1.

Click Search Cases on the Customer Care menu.
The Search User Cases page appears.

Click the case number of the case you want to view.
The Case page appears and defaults to the Logins tab.
Click the Actions tab.

CUSTOMER CARE > CASE DETAILS

ted:  05/23/2007

Access Case
08/23/2007 12:42 (PDT)
jon:  Block

08/16/2007 20:29 (PDT)
es

In the Action list, click Change Severity.

The Severity list appears below the Action list.

CUSTOMER CARE > CASE DETAILS

‘ Case Created: 08/23/2007 User Name: 1111
Case Status:  fiew st Case Action:  Access Case
ow 08/23/2007 15:15 (FDT)

Block.
08/16/2007 20:23 (FDT)

In the Severity list, click the severity level you want.

Enter a note describing why you are taking the action.

Click Submit.
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Viewing a Case's Activity Log

Adaptive Risk Manager Online maintains a unique log of every customer service action taken
while working on a case. Each log entry includes the log ID, CSR user ID, log code, and notes.
You can use this Log while you are in phone contact with a customer to view the case history.

You can search the log of a case by CSR user ID, notes keyword, date range, or action
keyword. You can also filter the log by log code.

To view a log of all activity within a case
1. Click Search Cases on the Customer Care menu.
The Search User Cases page appears.
2. Click the case number of the case you want to view.
The Case page appears and defaults to the Logins tab.
3. Click the Log tab.

The activity log for that case appears at the bottom of the page.

Showing Records: 1-20f2 [ Sort¥]

| I Date [
5205 [rulepdmini | 08/23/2007 17:24 (POT) | Acoess case
[3108 [ruleadmin1 | 08/23/2007 17:23 (PDT) | Create Case - Create case

|
[ Case opened |
[ Case created |

memememe o _ Showing Records: 1-20f2  [Sort¥ ]
D/16/2007 17:25 |

To Date:
08/23/2007 23:59 |
Action Keyword:

To search the log of a case
1. Display the log for the case you want to search.

2. Enter search criteria in the fields for CRS ID, Notes Keyword, Action Keyword, or
date range.

3. Click Search.

To filter a log by log code
1. Display the log for the case you want to filter.
2. Inthe Log Code list, select the log code you want.

3. Click Search.

Oracle® Adaptive Risk Manager Online ~ Customer Care Administration Guide 21



Viewing a List of a Customer's Logins

When you are in telephone contact with a customer you can view a list of that customer's
previous logins. The list of logins provides information about authentication status, login time,
device ID, location, and alerts.

To view a list of a customer's logins

1.

Click Search Cases on the Customer Care menu.
The Search User Cases page appears.

Click the case number of the case you want to view.
The Case page appears and defaults to the Logins tab.

The list of past logins for that case appears at the bottom of the page.

CUSTOMER CARE > CASE DETAILS

‘ Case Created:  03/23/2007
w
s

r forgot challenge questions

Logins.

Showing Recordst 1-30f3 [ Sort¥ ]

Device Id:

Blocked 08/16/2007 20:29 (PDT) fEET) 301
From Date: _

08/16/2007 17:00 |8
To Date:

05/23/2007 2359 |9

Blacked 08/L6/2007 20:16 (PDT) 11 E

Blocked 06/16/2007 17:18 (PDT) FETT) 301

Showing Records: 1-30f3 [ Sort¥]

Al -
Low
MEDIUM ¥

ALERT_|
ALERT I

To search for a customer's logins by device ID or date range

1.
2,
3.

4,

Display the list of logins for the case.
To search the log by device ID, enter the ID of the device.

To search the log by date range, click the calendar icons and select the start
date and the end date.

Click Search.

To filter the list of customer's logins by authentication status or alert level

1.
2,

Display the list of logins for the case.

To filter the log by authentication status, select the authentication status you
want.

To filter the log by alert level, select the alert level you want.

Click Search.
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Viewing a List of Users

You can open the list of user accesses to the system and quickly search the list by user name,
authorization status, pre-authentication and post- authentication score and action, and login
time.

The Search Users page allows you to run queries to find users who have accessed the system.

To view a list of user sessions
1. Click Search Users on the Customer Care menu.

The Search Users page appears.

;
|[customen care - search users

Showing Records: 1 - 20 of 383607 [ Sort¥ ]
Pages: [1] 23 of 10181 [ Next>>] [ Last ]
001663366 Success 08/23/2007 17:08 (PDT)_|imaryGroup 356833
001657503 Suceess 08/23/2007 17:08 (PDT)_|imaryGroup 356838
(s D _ 001456626 Success 08/23/2007 17:06 (FDT)_|imaryGroup 152002
(T = R | Frrerrrmy Sucoess e/23/2017 1710 (POT) | imaryGroup s
Date: 000521534 Suceess 09/23/2007 17106 (PDT)_|imaryGroup 356838
[per23/2007 23585 |3 001337518 Success 08/23/2007 17:08 (PDT) | imaryGrou 356835
Auth Status: 001461166 Success 08/23/2007 17:08 (PDT)_|imaryGrou 356834
001568570 Success 08/23/2007 17:08 (PDT)_|imaryGroup 356833
000121510 Success 08/23/2007 17:06 (PDT)_|imaryGroup 356831
000262452 Suceess 09/23/2007 17106 (PDT)_|imaryGroup 56832
erI=ret] 000772758 Success, 08/23/2007 17:08 (PDT)_|imaryGroup 356830
A | e 2 Firar T ey
ALERT_MEDILM ¥ 001109334 Success 08/23/2007 17:08 (PDT)_|imaryGroup 356828
001238578 Success 08/23/2007 17:06 (PDT)_|imaryGroup 356827
(Csearch J(clear J 001186675 Success 08/23/2007 17:08 (POT) _|imaryGroup 356626
000242838 Success 08/23/2007 17:08 (POT) _|imaryGrouy 356825
000357134 Success 08/23/2007 17:08 (POT) ¥Group 56823
000491433 Suceess 08/23/2007 17:08 (PDT)_|imaryGroup 356822
001005183 Success 08/23/2007 17:06 (FDT)_|imaryGroup 356824
000567601 Success 08/23/2007 1706 (PDT)_|imaryGroup 356821
Pages: [1] 23 of 19161 [ Newt>> ] [ Last]
Showing Records: 1 - 20 of 383607 [ Sort¥ ]

2. To locate records for a specific end user, enter the user name or User ID.

3. To locate sessions by the date, click the calendar icons and then click the start
and end dates you want.

4. To filter the list by authorization status, click the status you want.
5. Tofilter the list by alert level, click the level you want.

6. Click Search.
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Creating a New Case

To create a new user case
1. Click Search Users on the Customer Care menu.
The Search Users page appears.

2. Click the User Name of the user you want.

The Case Details page appears for the newly created case and defaults to the Logins

tab.

[Customem care - case oeTalLs

Case Created:  08/26/2007 : 1771
Case status:  flzw
severity Level: Medium
: Generated Case RegisterUseroptionalQuestionfad
08/25/2007 12:20 (PDT)

Yes

Yes

Personalization Active: [0

Logns

Device 1d:

[ Success | oa/2s/2007 12.20 (FOT) o E

From Date:

oer1s/z007 13:03 |9 san

To Datat

erz6/zn07 259 |9 Showing Records: 1 - 1 of 1
Auth Status:

A
Pending activation
Elocked v

Alert Level:

ALERT LOW
ALERT_MEDILM ¥

Info:

Low:  Medium:

High: Bl
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