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Introduction

Adaptive Risk Manager Online is the customer care, reporting and administration application
for Oracle Adaptive Access Manager. Adaptive Risk Manager Online provides sophisticated

fraud monitoring by user, location, device, date and more.

Adaptive Risk Manager Online includes a dashboard that provides statistics on:

Locations

Scoring breakdown
Login summary
Alerts breakdown
Rules breakdown

Brower/OS breakdown

And it contains a comprehensive collection of reports on:

This guide provides detailed instructions on how to use the dashboard and reporting

Users
Locations
Devices
Summaries

Security Alerts

functionality within OARM Online.

Access Privileges

Your access privileges define the features that are available to you and the actions you can
perform in Adaptive Risk Manager Online. Your access privileges are based on the group to
which you belong. Some functionality described in this guide might not be available to your

group.
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Monitoring Alerts Using the Dashboard

The Adaptive Risk Manager Online Dashboard uses real-time data to provide a quick,
overview of users and devices that have generated alerts and of all alerts by geographic
location. It displays three different levels of security alerts: low, medium, and high to help you
analyze online traffic, identify suspicious behavior, and design rules for fraud prevention. The
dashboard also offers both total time views and trending views of performance levels.

To view the dashboard
e Click Dashboard on the menu bar.

The dashboard appears.

o0 wnconds | v Lask Updatedi 16,32140 (0:33)

0.8

B [ tovent B togns e vinuta

The dashboard is divided into three panels:
e Performance (top)

e Summary (middle)
e Dashboards (bottom)

Performance

The Performance panel, at the top of the page, displays a total login view on the left and a
trending view on the right. The total logins view provides statistics on the current volume or
rate of logins at the present time. The trending view provides statistics on logins during the
past hour.

To change the refresh rate, in the Refresh list, click the rate you want.

Last Updated) 16:33111 (0:21)

0 16118 B6sR0  16:2% 16090

B rax Cusrent N Logins Per Minute
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Summary

The Summary panel, in the middle of the page, displays an overview of activity for the
specified range or time fame. It provides a summary of login sessions, successful logins,
blocked logins, alerts, the number of rules triggered, and the number of rules currently running.

To change the refresh rate, click the Refresh menu and select the rate you want.

To change the timeframe, in the Range list, click the range you want.

Dashboards

The Dashboards panel, at the bottom of the page, provides access to four different dashboard
types: location, scoring, device, and security. The dashboard defaults to the Location
dashboard when opened.

To view a list of alerts, routing types, or sessions by Location
1. Inthe Dashboards list, click Location.

The Location — Alerts dashboard appears.

i
H
Gn

Alart Laval Alart Typa Country Ceust  aadew 2l

2. To specify a different data set, in the Data list, click the data set you want.
e You can select Alerts, Routing Type, or Sessions.

e Alerts - provides a list of alert that have been triggered along with statistics
on alert level, type, country, and percent of total.

e Routing Type - provides alist of a list of routing types by country, type,
sessions, and percent of total.

e Sessions - provides a list of sessions by country, number of sessions, and
percent of total.

3. To narrow the list to a specific country, in the Country list, click the country you
want.

4. To narrow the list to a specific user group, in the User Group list, click the group
you want.

5. To narrow the list to a specific timeframe, in the Ranges list, click the range you
want.

6. If you selected the alerts data set, you can narrow the list further by selecting
the alert level you want from the Alert Level box.
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To view a list of scoring breakdowns
The Scoring dashboard provides statistics on risk score, run time, and the number of sessions.

1. Inthe Dashboards list, click Scoring.

The Scoring — Risk Score dashboard appears.

4 | Scodng v | | Refresh

0-230 preautn 2 0w

2. To specify a different data set, in the Data list, click the data set you want.

3. To narrow the list to a specific user group, in the User Group list, click the group
you want.

4. To narrow the list to a specific run time, in the Run Time list, click the run time
you want.

5. To narrow the list to a specific timeframe, in the Ranges list, click the range you
want.

To view a list of alerts by device
1. Inthe Dashboards list, click Devices.

The Device — Browser/OS dashboard appears.

The Browser/OS Breakdown provides information on the browser, operating system,
number of sessions and percent of total.

Dathbossd | Devies | w | | Rafrash

o [ o - Fangs! | Laut 1 Day

Sassions % Tatal

2. To specify a different data set, in the Data list, click the data set you want.

3. To narrow the list to a specific user group, in the User Group list, click the group
you want.

4. To narrow the list to a specific timeframe, in the Ranges list, click the range you
want.

To view a list of rules or alerts that were triggered
1. Inthe Dashboards list, click Rules.

The Security - Rules dashboard appears.
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2. To specify a different data set, in the Data list, click the data set you want.

e Alerts - provides information on alerts that were run during the timeframe
including run time, alert level and type, and count.

e Rules - provides information on rules that were run during the timeframe
including model, run time, action, and count.

3. To narrow the list to a specific user group, in the User Group list, click the group
you want.

4. To narrow the list to a specific run time, in the Run Time list, click the run time
you want.

5. To narrow the list to a specific timeframe, in the Ranges list, click the range you
want.
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Running Queries

You can query the database for information on many different activities by users, locations,
devices, and security alerts.

To run a query on users

1. Click Users on the Queries menu.

The Queries page on user activity appears and defaults to the report on recent logins.

;a0

Moy Rocirdsr |- 10 st 10 [ GorkW ]

2. Enter the search criteria you want and click Run Query.

3. To change the query type, click in the Query Type box and select the query type
you want:

Recent t Logins: Displays all logins within the specified time range.

First Logins: Displays all users first login attempt occurring during the
designated date range.

Invalid Logins: Displays all the login attempts from invalid users occurring
during the designated date range.

Multiple Devices: Displays all users that use multiple devices.

Frequent Logins: Displays all users with multiple logins within the specified
time range.

Multiple Failures: Displays all users with multiple failures within the
specified time range.

Challenges: Displays the success and failure rates of challenges by user.

4. To view the details page for Login ID, Group ID, Device ID, Location, or IP
address, click the link in appropriate column.

5. To save the query, see Saving and Exporting a Query.

6. To export the report, see Error! Reference source not found..
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7. To schedule areport, see Scheduling a Report.

To run a query on locations

1. Click Location on the Queries menu.

The Queries page on activity by location appears and defaults to the report on recent
logins by location.

2. Enter the search criteria you want and click Run Query.

3. To change the query type, click in the Query Type box and select the query type
you want.

e Recent Logins: Displays all logins within the specified time range.

e Multiple Failures: Displays all locations with multiple failures within the
specified time range.

e Invalid Users: Displays all the locations with login attempts from invalid
users occurring during the designated date range.

e User Locations: Displays all locations a user has attempted logins from.
e Multiple Users: Displays all locations that have multiple users.

e Challenges: Displays success and failure rates of challenges by location.
e Users by Location: Displays all users from a given location or IP Address.

e Frequent Logins: Displays all locations with multiple logins within the
specified time range.

e Multiple Successful Logins: Displays all locations with multiple successful
logins.

e Devices by Location: Displays all devices from a given location or IP
Address.

e Device Locations: Displays the locations for a specific device.

4. To view the details page for Login ID, Group ID, Device ID, Location, or IP
address, click the link in appropriate column.

5. To save the query, see Saving and Exporting a Query.
6. To export the report, see Error! Reference source not found..

7. To schedule areport, see Scheduling a Report.
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To run a quer

1. Clic
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k Device on the Queries menu.

Queries page on activity by devices appears and defaults to the report on recent

logins by location.
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Enter the search criteria you want and click Run Query.

To change the query type, click in the Query Type box and select the query type

want.
Recent Logins: Displays all logins within the specified time range.

Frequent Logins: Displays all devices with multiple logins within the
specified time range.

New Devices: Displays all new device IDs created within the specified time
range.

Multiple Users: Displays all devices that have multiple users.

Multiple Successful Logins: Displays all devices with multiple successful
logins.

Multiple Failures: Displays all devices with multiple failures within the
specified time range.

Users by Device: Displays all users from a given device.
Devices by Users: Displays all devices for a given User.

Challenges: Displays statistics about device challenged within specified
time range.

Invalid Users: Displays all the devices with login attempts from invalid users
occurring during the designated date range.

To view the details page Login ID, Group ID, Device ID, Location, or IP address,

click the link in appropriate column.

To save the query, see Saving and Exporting a Query.
To export the report, see Saving and Exporting a Query.

To schedule areport, see Scheduling a Report.
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To run a query on summaries

1. Click Summary on the Queries menu.

The query page on summaries appears and defaults to an aggregate summary of

logins by date range.

| OUERIES - SUMMARY - LOGIIS

Query Typest | oo |

2. To change the query type, click in the Query Type box and select the query type

you want.

e Logins: Displays login aggregate summary for the designated date range.

e Averages: Displays average summary for the designated date range.

3. To change the start and end date of the search, click the calendar icons and
select the From and To dates you want.

4. Click Run Query.

To run a query on security

1. Click Security on the Queries menu.

The query page on security appears and defaults to the alerts report on low, medium,
and high level alerts that were generated during the specified timeframe.

Alnrts - |

Level
ALERT_LOW

[ S0 ¥ ] [ toto: B Lam: B Mediom: — High: 0|

Pagest [1] 23 =f5 [ Nent o> ] | Last]
Lreate Time
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Alert Messaae
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Customer Care | 09/20/2007 03 e challenge in 3¢

ALEAT.|

Customer Care 282007 03 e challenge in

ALERT_|

Customer Care ZB/2007 03 o challenge in

ALERT_|

ustarmer Carn

ALERT_|

N
/28/2007 031 Mo challenge in
W

ustarmer Care /2771007 T1: {a challengs in

ALERT_LOW.

ustomer Care | 092742007 I3 Mo challenge in

ALERT_LOW.

Customer Care | 09/27/2007 17:2:

| Customer Core | 09/27/2007 17:14 (POT) | o challengs in 30 days
Customer Care | 00,/27/2007 17:14 (POT) | Restricted Courtries

09/27/2007 17:14 (PDT} | No challenge in 30 dars

Customer Care

ALERT_LOW

Customer Care

08/37/I007 17:14 (POT) | Restricied Courtrins

Customnar Care | 09/27/2007 16:50 (POT) | Mo challsngs in 30 days

Customner Care | 09/27/2007 16:58 (POT) | Restrictad Countries
Customer Care | 09/27/2007 16:56 (POT) | e challengs in 30 davs
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showing Macords: | - 20 of B8

Pagass (1123 of s [ Mewt e | | Last]

Info: | Low: | tedium:  digh: B

2. Enter the search criteria you want and click Run Query.

3. To specify a particular location, in the Location list, click the location you want.

4. To change the alert level, in the Alert Level list, click the level you want.

Adaptive Risk Manager Online
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5. To change the alert type, in the Alert Type list, click the type you want.

6. To find a specific alert, rule, user ID, or user name, type the search criteria in the
appropriate field.

7. To change the query type, click in the Query Type box and select the query type
you want.

o Alerts: Displays all the alerts generated during the designated date range.

e Alerts Breakdown: Displays alert breakdown summary for the designated
date range.

e Rules Breakdown: Displays rules breakdown summary for the designated
date range.

e Pre-authorization Scoring: Displays pre-authorization scoring summary for
the designated date range.

e Post-authorization Scoring: Displays post-auth scoring summary for the
designated date range.

e Score Combinations: Displays score combination summary for the
designated date range.

8. To change the start and end date of the search, click the calendar icons and
select the From and To dates you want.

9. To view the alert, session, or user details page, click the link you want in the
report.
Saving and Exporting a Query

You can save or export a report of any query, formatted in PDF, HTML or Comma Separated
Values.

To save or export a report
1. Onthe Queries page, click Save Report.
The Save/Export page appears.

2. Type a name for the query.
3. Click the File Type box and select the file type you want.
4. Click Next.
An Open/Save dialog box appears.
5. If you want to open the report, click Open.

6. If you want to save the file to disk, click Save to Disk, and then click OK.
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Scheduling a Report

You can schedule a report to run on a particular day and time in the future or at periodic
intervals such as daily, weekly, or monthly. If you want, you may have Oracle Adaptive Risk
Manager Online notify you by email when it finishes running the report and even have it attach
the report to the natification.

To schedule a report
1. Onthe Queries page, click Schedule Report.

The schedule page appears.

Type a name for the report.
Click in the File Type box and select the file type you want.

Click in the Time box and select Date/Time or Interval.

a o 0N

If you chose Day/Time, enter the date and time on which you want the report to
run.

6. If you chose Interval,

e Click in the Frequency box and select the interval that you want.

e Click in the Range box and select the period of time you want the report to
cover.

o |If applicable, set the day and time you would like the report to run on.
7. Type your email address.

8. If you want Oracle Adaptive Risk Manager Online (OARM Online) to attach the
file to the email, click Attach File.

9. Click Schedule and then click Close.

Adaptive Risk Manager Online Dashboard and Reporting Guide 15



Viewing Details about a Login Session

The Session Details page displays an overview of the events that transpired during a particular
session including the rules that ran and the rules that were triggered, the risk scores and those
actions and alerts that took place.

To view the details about a login session

1. On the User, Device, or Location report page, click the Session ID for the
customer login you want.

The Session Details page appears.

| AWML » SESSHNI DETARS.

Rt 14 152 10720001 el aaTEdE BT 0EN S,

Sawuion 1 Tea02 Lngin Timas: 00/Z5/2007 1832 [FOT)
Uyar Hama: e
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Mabs: e e Eruup [Tty

B At ToasRreR Lot %‘
]

Pre Auth vesra: 0 Past Auth Searmt

In the top section of the Session Details page, OARM Online displays specific details
about the session such as Session ID and User ID.

In the bottom area, at the default state, OARM Online displays the runtimes and a
master list of the actions and alerts that were triggered at those runtimes.

To view details about the policies, click the plus sign to expand the section.

To view details about the user
e On the Session Details page, click User Name.

The User Details page appears.

Adaptive Risk Manager Online Dashboard and Reporting Guide 16



To view details about the user’s primary user group

e On the Session Details page, click User Groups.

The Group Details page appears.

froug Detads

The Group Details page displays information about the primary group in which the

user belongs.
To view details about the device
e On the Session Details page, click Device ID.

The Device Details page appears.

newice

Brvicw m1

The top section of the Device Details page displays information about the device used

to log in.

The bottom section of the page provides access to the groups, users, actions/rule, and

logins associated with that device.

Adaptive Risk Manager Online Dashboard and Reporting Guide
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Viewing Details about Users

To view details about users

1. Onthe User, Device, or Location report page, click the User Name you want.

The User Details page appears.

Anway - s

Lrsip Mane

Fhasalcsn [T |

Shesiong Revuesdsr 1< 1 0f 1

2. Enter the search criteria you want and click Run Query.

To view a list of devices used by this user
1. On the User Details page, click the Devices tab.

The list of devices appears.

2. Enter the search criteria you want and click Run Query.

To view a list of locations this user has logged in from
1. On the User Details page, click the Location tab.

The list of locations appears.

Challengs Fallures Challangs Succesans
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2. Enter the search criteria you want and click Run Query.

To view a list of alerts triggered a user
1. Onthe User Details page, click the Alerts tab.

The list of alerts appears.
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Cuitermer ©
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2. To search for alerts, enter the search criteria you want and then click Run
Query.

To view a list of logins by this user
1. Onthe User Details page, click the Logins tab.

The list of logins appears.
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2. Enter the search criteria you want and click Run Query.

To view a list of rules run on this user
1. On the User Details page, click the Rules tab.

The list of rules appears.

2. Enter the search criteria you want and click run Query.

Adaptive Risk Manager Online Dashboard and Reporting Guide
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Viewing the Details about Device IDs

The Device ID page provides information about the device used to login and cross-references
information about the device including groups, users, locations, alerts and rules, and logins.

To view a list of groups this device belongs to
1. On the Device Details page, click the Group tab.

The list of groups appears.

=
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2. Enter the search criteria you want and click Run Query.

To view a list of users that have used this device
1. On the Device Details page, click the Users tab.

The list of users appears.

2. Enter the search criteria you want and click Run Query.

To view a list of locations from which a device has logged in
1. On the Device Details page, click the Locations tab.

The list of locations appears.
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2. Enter the search criteria you want and click Run Query.

To view a list of alerts and rules triggered by this device
1. On the Device Details page, click the Alerts/Rules tab.

The list of alerts and rules appears.

2. Enter the search criteria you want and click Run Query.

To view a list of logins by this device
1. On the Device Details page, click the Logins tab.

The list of logins appears.
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2. Enter the search criteria you want and click Run Query.
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Viewing Details about Location Groups

To view the details about a location group

1. On the User, Device, or Location report page, click the Location for the
customer login you want.

Or,
On the Dashboard page, click the information icon next to the item you want.

The Location Details page appears.

 Loca oo - coumimy

2. Enter the search criteria you want and click Run Query.

To view details about users from this location
1. Onthe Location Details page, click the Users tab.

The list of users appears.

Bonmbey L 1

2. Enter the search criteria you want and click Run Query.

To view a list of devices in this location
1. Onthe Location Details page, click the Devices tab.

The list of devices appears.
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2. Enter the search criteria you want and click Run Query.
To view a list of alerts and rules triggered from this location
1. Onthe Location Details page, click the Alerts/Rules tab.

The list of alerts and rules appears.
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2. Enter the search criteria you want and click Run Query.
To view a list of logins from this location
1. Onthe Location Details page, click the Logins tab.

The list of logins appears.
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2. Enter the search criteria you want and click Run Query.
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Viewing Details about IP Addresses

To view details about the groups in which the IP is included
1. Onthe User, Device, or Location report page, click IP Address.
The IP Details page appears
A list of groups that include the IP is displayed.
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2. Enter the search criteria you want and click Run Query.

To view details about the users associated with the IP address
1. On the IP Details page, click the Users tab.

A list of users who have used the IP is displayed.
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2. Enter the search criteria you want and click Run Query.

To view details about the devices associated with the IP address
1. On the IP Details page, click the Devices tab.

A list of devices with the IP address is displayed.
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2. Enter the search criteria you want, and click Run Query.

To view details about the alerts/rules associated with the IP address
1. Onthe IP Details page, click the Alerts/Rules tab.

A list of alerts/rules associated linked to the IP is displayed.
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2. Enter the search criteria you want and click Run Query.
To view details about the logins associated with the IP address
1. On the IP Details page, click the Logins tab.

A list of logins made from the included IPs is displayed.
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2. Enter the search criteria you want and click Run Query.
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Viewing Statistics about KBA Questions

You can statistics on question registration and challenge questions.

To view statistics about question registration
1. Click KBA on the Queries menu.
The KBA Registration page appears.

The report displays the number of users that performed each of the actions listed in
the Item column and the percentage rate of successful challenges.

2. To locate the reports you want, enter the search criteria and then click Submit
Query.

e To filter the list by primary authenticator for accounts, click in the Client
Type box and select the authenticator you want.

e To Filter the list by the application ID of users, click in the Click in the
Application ID box and select the ID you want.

o To filter the list by date range, click the calendar icons and select the From
and To dates.

To view statistics about challenge responses
1. Click KBA on the Queries menu.
The KBA Challenge Response page appears.

The report displays the number of users that performed each of the actions listed in
the Item column and the percentage of customers that responded to each question.
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2. Tol

ocate the reports you want, enter the search criteria and then click Submit

Query.

To filter the list by primary authenticator for accounts, click in the Client
Type box and select the authenticator you want.

To Filter the list by the application ID of users, click in the Click in the
Application ID box and select the ID you want.

To filter the list by date range, click the calendar icons and select the From
and To dates.

To view statistics about each challenge question

1. Click KBA on the Queries menu.
The KBA Registration page appears.
The report displays the number of users that performed each of the actions listed in
the Item column and the percentage of challenged customers.
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2. To locate the reports you want, enter the search criteria and then click Submit

Query.

To filter the list by question category, click in the Category box and select
the category you want.

To filter out all questions containing a specific word, enter the word in the
Question Keyword field.

To filter the list by status, select the status you want from the status list.

To filter the list by date range, click the calendar icons and select the From
and To dates.
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Viewing a List of Saved Reports

To view a list of saved reports

1. Click Saved Reports on the Queries menu.

The Saved Reports page appears listing all the saved reports.

2. To locate the reports you want, enter the search criteria and then click Submit
Query.

3. Select the button to the left of the report you want to download.
4. Clickin the File Type box and select the type you want.
5. Click Download.
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Viewing a List of Saved Queries

To view a list of saved queries
1. Click Saved Queries on the Queries menu.

The Saved Queries page appears listing all the saved queries.
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2. To locate the saved queries you want, click the calendar icons and select the
From and To dates you want.

3. Click the Query Name to view search criteria.
The search parameters appear to the right.
4. To run the query, click Run Query.

5. To delete a query click the check box next to the query name then hit the delete
button.

You can also edit, re-save, and schedule a saved query.
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Viewing a List of Schedulers

You can view a list of all schedulers that have been created to run reports by date and time or
by interval.

To view a list of schedulers

1.

Click Schedulers on the Queries menu.

The Schedulers page appears listing all existing schedulers.

To locate the schedulers you want, click the calendar icons and select the From
and To dates you want.

Click the scheduler to view the schedule parameters.
The schedule parameters appear.

You may edit and re-save schedulers.
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Glossary

Action — A response that is triggered by a rule, such as forcing a challenge question after x
login attempts within x period of time.

Alert — A graded and customizable message triggered by a rule..
Device — A Computer, PDA, cell phone, kiosk, etc.

Group — A collection of users, locations, devices, actions, or alerts.
Location — A city, state, country, IPs, or IP range.

Model — A set of rules that, when linked to a group, are used by Oracle Adaptive Access
Manager to evaluate the group member’s activity.

Rule — A configurable evaluator of system traffic that can trigger alerts, actions and generate a
risk score.
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