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Preface

The Oracle® Adaptive Access Manager SQL Server Maintenance Guide provides instructions
to set up the Oracle Adaptive Access Manager Maintenance Plan to purge and archive scripts
in the Oracle Adaptive Access Manager database tables of Microsoft SQL Server 2005. The
manual also discusses in detail how to trigger the scripts and provides information on the
verification and validation of script results.

Documentation

The Oracle Adaptive Access Manager 10g documentation includes the following:

e The Oracle® Adaptive Access Manager API Integration Guide, which provides
information on natively integrating the client portion of the Adaptive Access Manager
solutions. In an API integration, the client application invokes the Oracle Adaptive
Access Manager APIs directly and manages the authentication and challenge flows.

e The Oracle® Adaptive Access Manager Database Installation Guide (Oracle), which
provides information about installing the Adaptive Access Manager schema into an
Oracle database. Access to the Adaptive Access Manager schema is a requirement of
the Adaptive Access Manager Application Server, which hosts the Adaptive Strong
Authenticator and the Adaptive Risk Manager. Note that the Adaptive Manager
Access Manager schema needs to be installed into the Oracle database before
proceeding to the installation of the proxy.

e The Oracle® Adaptive Access Manager Database Installation Guide for SQL Server
2005, which provides information about installing the Adaptive Access Manager
schema into SQL Server 2005. Access to the Adaptive Access Manager schema is a
requirement of the Adaptive Access Manager Application Server, which hosts the
Adaptive Strong Authenticator and the Adaptive Risk Manager. Note that the Adaptive
Manager Access Manager schema needs to be installed into SQL Server 2005 before
proceeding to the installation of the proxy.

e The Oracle® Adaptive Access Manager Proxy Integration Guide, which provides
programming information and instructions on the installation of the Adaptive Access
Manager proxy, one of the components in the Adaptive Access Manager UIO
deployment. The Oracle Adaptive Access Manager's Universal Installation Option
(UIO) offers multi-factor authentication to Web applications without requiring any
change to the application code. The Oracle® Adaptive Access Manager Proxy and
The Oracle® Adaptive Access Manager Proxy Web Publishing Configuration are
guides specific to the UIO deployment.

e The Oracle® Adaptive Access Manager Proxy Web Publishing Configuration, which
provides information on creating web publishing rules and listeners so that Web
applications and the WebUIO can be accessible from the Internet. The Oracle
Adaptive Access Manager's Universal Installation Option (UIO) offers multi-factor
authentication to Web applications without requiring any change to the application
code. The Oracle® Adaptive Access Manager Proxy and The Oracle® Adaptive
Access Manager Proxy Web Publishing Configuration are guides specific to the UIO
deployment.
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e The Oracle® Adaptive Risk Manager Online Installation Guide, which provides
information on the installation of the administration user interface of Oracle Adaptive
Access Manager. Adaptive Risk Manager Online is the administration user interface of
Oracle Adaptive Access Manager, a set of web-based administration tools that
provides sophisticated fraud monitoring, analysis, and tracking by user location,
device, time of day, type of transaction, as well as a host of other factors, and
evaluates these factors against a set of customizable rules.

e The Oracle® Adaptive Access Manager LDAP Configuration Guide, which provides
information on how to configure the Oracle Adaptive Access Manager Application
Server to allow a user to be authenticated via a user identifier and password. The
intended audience of this manual are users of WebLogic and Tomcat who want to use
LDAP to set up users instead of the functionality in WebLogic and Tomcat.

e The Oracle® Adaptive Access Manager Import/Export Manual, which provides
information importing groups, rule templates, and models from the Adaptive Access
Manager schema.

o The Oracle® Adaptive Risk Manager Online Customer Care API Guide, which
provides information about the Adaptive Risk Manager Online Customer Care API and
provides the XML definition for each of the APlIs.

e The Oracle® Adaptive Access Manager Database Tables Archiving and Purging
Procedure, which provides information on the purge and archive scripts in the Oracle
Adaptive Access Manager Database Tables of Microsoft SQL Server 2005. The
procedure to trigger the scripts and information on verification and validation of script
results are also provided.

e The Oracle® Adaptive Access Manager SQL Server Maintenance Guide, which
provides instructions to set up The Oracle Adaptive Access Manager Maintenance
Plan to purge and archive scripts in the Oracle Adaptive Access Manager database
tables of Microsoft SQL Server 2005. The manual also discusses in detail how to
trigger the scripts and provides information on the verification and validation of script
results.

e The Oracle® Adaptive Risk Manager™ Administrator's Guide, which provides step-by-
step instructions for creating and managing groups, creating models that contain
rules, and customizing and managing rules.

e The Oracle® Adaptive Risk Manager™ Dashboard and Reporting Guide, which
provides detailed instructions on how to use the dashboard and reporting functionality
within the Oracle® Adaptive Risk Manager Online. The Oracle® Adaptive Risk
Manager Online includes a dashboard that provides a high-level overview of users
and devices that have generated alerts and the alerts themselves, and it contains a
comprehensive collection of reports on users, locations, devices, and security alerts.

e The Oracle® Adaptive Risk Manager™ Customer Care Administration Guide, which
provides information on creating new customer cases and administering them.
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Introduction

This document provides instructions to set up the Oracle Adaptive Access Manager
Maintenance Plan to purge and archive scripts on the Oracle Adaptive Access Manager
database tables in Microsoft SQL Server 2005. Also the procedure to trigger the scripts and
information on the verification and validation of script results is discussed in detail.
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Setup the Oracle Adaptive Access Manager Maintenance Plan

To create a maintenance plan by using the wizard

1. Navigate to the Management folder within the SQL Server Management Studio,
right-click the "Maintenance Plans" folder and choose Maintenance Plan
Wizard.

Note that SQL Server Agent service must be running while you're creating a database
maintenance plan.

The initial wizard screen allows you to choose the target server and specify the
security credentials necessary for connecting to the server.

Next, you can choose the maintenance tasks you wish to perform, as shown in the
screen below:

The Microsoft SQL Server Management Studio screen is shown below.

R Microsoft SQL Server Management Studio

Ele Edt Yew Projisct Tools Window Communty Help

Stewouery | 0y [BR B G (o | 5 W o B> 3 B8 B 5 g

3 <] ¥ Execute £ | A BEBAERA =2 = b
- SVCTAG-594M...QLQuery3.sql* | SVCTAGESMM., GLOuery2.sal® | SVCTAG-S534M...QLQueryl.sa | Summary - x
Connect - | @0 E] sp_who =
1 [0 SYCTAG-52MMB1|BHAROSA (5L Server 90,2047 - SVCTAG-594M3 1A HELECT BESFID Il

= [ Databases
[ System Databases
=}
7]
]
[ desert_Qa
) verypt_db_audotel_load
[ verypk_db_audliotel_ref
[ verypt_db_desert_loard
[ verypt_db_desert_ref
[ vorypt db_desert_release_test

1 () verypt_oh_hercules_demo
[ verypt_db_quova
[ verypt_db_sky
= @ Security
[ Logins
3 Server Roles
[ Credentials
[ [ Server Objects
® 3 Replication
5 3 Management
[ Maintenance Plans
# [ SQL Server Logs
T Ay rnrer

g Database Mail « _>|_|

Distributed Transaction Coordinator

Ful-Text Ssarch 31 Resuts | [y Messages |
3 Legacy spid [ e | status [ Joginame [ hostname | b__| dbname | cmd [Licquestid | =
3 notification Services (101|131 0 slesping brsasky  golan 0 verpt.  AWAITING COMMAND 0
& [ SQ Server Agent [702[ 132 0 sleeping SVCT.. SWCTA. 0 master  AWAITING COMMAND O
(103|133 0 sleeping  SVCT.. SWCTA. 0  msdn  AWAITING COMMAND O
104134 0 sleeping  SVCT.. SWCTA. 0  msdn  AWAITING COMMAND O
[105[ 135 0  sleeping  SVCT.. SYCTA. 0  master  AWAITING COMMAND D
(105 136 0 sleeping  SVCT.. SYCTA. 0  mester  AWAITING COMMAND O
[107[ 137 0 sleeping  SVCT.. SWCTA. 0  master  AWAITING COMMAND O
(102|138 0 sleepng  SVCT.. SWCTA. 0 msdh  AWAITING COMMAND O
109 133 0 sleepng  SVCT.. SWCTA. 0  msdn  AWAITING COMMAND O
(110 140 0 sleeping  SVCT.. SYCTA. 0  master  AWAITING COMMAND
(111|141 0 sleeping  SVCT.. SYCTA. 0  master  AWAITING COMMAND O
112 142 0 menable  SVCT.. SWCTA. O | wenppt. SELECT 0 zl
[ tNo column name)
ST S—
l | ] D Query executed successiuy SVCTAG 53/4MS1\BHARDSA (B05F1)  [SYETAG-S2MINAdministrator (142)  [vorypt_db_desert load 000000 | 113 10w

Ready

Wstart| | [ & [ 2= Microsoft sQL server ... (i Maintsnance Plan Wizard. . )2 8%
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2. Navigate to Maintenance Plan

The Microsoft SQL Server Management Studio screen with Maintenance Plan
selected is shown below.

rosoft SQL Server Management St

MEIE
File Edt ‘Vew Project Tools Window Community Help
PQuewcuey || B B0 SH @B EBE
¢ Explore %
nnect |8 W @ T
[E] BEVCMG'E?HMQI\EHAROSA (3QL Server 9.0, - J4ME1| A

B [ Databases
[ System Databases
Datzhase Snapshots
verypt_oh_v35
database_base_pka
desert_QA
verypt_db_audiotel_load
verypt_dh_audiotel_ref
verypt_db_desert_nad
verypt_dh_desert_yef
werypt_oh_desert_release_test
verypt_db_hercules_demo
verypt_oh_quova
werypt_db_sky
= [ Securty
Logins
Server Roles
Credentials
erver Objects
(3 Replication
= [ Management
TR
56 Server Logs
‘E Activicy Moritor
15 Database Hai
Distributed Transaction Coordinator
Ful-Text Search
[ Legacy
[ Motification Services
[ 5L Server Agent

< | 2l

Ready

@istart| | (3 @ || Microsoft 5QL Server ... (£ Maintenance Flan Wizard...

[eE 4
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3. Create Bharosa_Maintenance Plan
The SQL Server Maintenance Plan Wizard welcome screen is shown below.
EﬁMaintenance Plan Wizard M=l

» SCL Server Maintenance
Plan Wizard

Thiz wizard helps pou create a maintenance plan that SCL
Server figent can mn on a regular basis, \With thiz wizard
wou can perform routing databaze adminiztration tazks such

az

» » Check databaze integrty
Y » Perform index maintenance
e & lpdate databaze statistics

» Perform database backups

Thiz wizard will create maintenance plans that can be
edited in SOL Serer Management Studio. Edit
maintenance plans to add new tasks or define worlflow
among the tazks.

[T Do not show this starting page again.

Eirizh Cancel |

Help | < Back |

4
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The Maintenance Plan Wizard’s Select a Target Server is shown below.
ETMaintenam:E Plan Wizard [_ (O]

Select a Target Server
On which server da you want to perform maintenance tasks?

Sy

M arne: Bharoza_maintenance
Drezcriphion: ﬂ
Server: SWVCTAG-HAI4MITEHARDSA, |

% Usze Windows Authentication
7 Isze SOL Server Authentication

U=er narme; I

Paszword: I

Mest > Eirizh Cancel |

Help | < Back

4
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4. Choose maintenance tasks.

The screen gives you a brief overview of what you can accomplish with each type of
maintenance task. So please select Check Database Integrity, Reorganize Index,
Rebuild Index and Update Statistics.

The Maintenance Plan Wizard’s Select Maintenance Tasks screen is shown below.

ETMaintenam:E Plan Yizard - S¥CTAG-59]4M91 BHARDSA

Select Maintenance Tasks
Wrhich tasks should this plan perform?

Select one or more maintenance tasks:

[w| Check Databasze Integrity
[] Shrink Database
™| Feorganize |ndex
[w| Aebuild Index

[w|] Update Statistics
[] Clean Up Histaory
[] Execute SOL Server dgent Job

[] Back Up Databasze [Full]

[1 Back Up Databasze [Differential]

[1 Back Up Database [Transaction Log)

j.r" The Reorganize Index task defragments and compacts clustered and non-clustered
indexes on tablez and views. Thig will improve indes-scanning performance.

Help | < Back Mest > Einizh Cancel |

4
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5. Next you can define the order of execution for the maintenance plan tasks.
Move Check Database Integrity to end of the list.

The Maintenance Plan Wizard’'s Select Maintenance Task Order screen is shown
below.

ﬁfMaintenance Plan Wizard - S¥CTAG-59]4™91" BHAROSA

Select Maintenance Task Order
[n which order should these tazks be performed?

Select the order for the tazks to execute:

Check Databaze [nkegrity
Reorganize Index
Retbuild Index

IIpdate Statiztics

Mave p.. b ove Dawn. ..

é_,.l The Check Databaze [ntegrity tazk performs intermal conzsistency checks of the data and
index pages within the databaze.

Help |

Eirizh Cancel |
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6. Select database vcrypt_db_v35 for the Define Reorganize Index Task and click
the Next tab.

The Maintenance Plan Wizard’s Define Reorganize Index Task screen is shown

below.
E‘TMaintenancE Plan YWizard - S¥CTAG-5914M91BHAROSA
Define Reorganize Index Task
Configure the maintenance tazk. \‘
Databazes: <Select one ar more: ;I
Dbject:
Selection: " Al databases
W
¥ Compact arge ob Al gystern databases [master, medb, model]
All user databases [excluding master, model, medb,
tempdhb)
¥ Theze databazes:
[T woopt db_desert load ;l
[T wompt_db_desert ref
[T woopt_db_desert releaze test
[T wempt_db_kercules_demo
[T wempt_db_guova
[T wemwpt_db_sky
Help |
9% | | I
] Hel O Canicel L
A Z:
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7. Select database vcrypt_db_v35 for Rebuild Index Task. Ensure that the “Keep
index online while reindexing” box is checked.

The Maintenance Plan Wizard’'s Define Rebuild Index Task screen is shown below.

EﬁMaintenance Plan Wizard - S¥CTAG-5914M91%BHARDOSA

Define Rebuild Index Task

Configure the maintenance tazk. N N
Databazes: I <Select one or mores LI
Dhiject: I j
Selection: I ;I

Free space optiong

* FReorganize pages with the default amount of free space

i

™ Change free space per page percentage bo: I

Advanced optiohz
[T Padindex
[~ Soartresults in tempdb

[ lgnore duplicate keys

v {Keep index oniine whils reindesing

Help | < Back Hewt = Eiriizhy 2] Cancel |

A
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The Maintenance Plan Wizard’'s Define Rebuild Index Task is shown below.

ETMaintenancE Plan Wizard - S¥CTAG-5914M91BHAROSA

Define Rebuild Index Task

Configure the maintenance tazk. % \‘
Datahases: <Select ane or mare: ;I
Object: :I'
Selection: Al databases vI

Free zpace optiong —
= Al system databases [mazter, medh, model]

oy i .
O [Risoypar = pee ¢ Al user databaszes [excluding master, model, madb,

tempdh)

™ Change free spa {* These databazes: =
™ wewpt_db desert load :l

Advanced options — ™ worppt_db_desert_ref -
[ wverpt_db_desert_release_test

[T Padindex [ verwpt_db_hercules_demo

. [ werpt_db quowva
™ Sort results in ten ™ verpt_db sk

I~

[~ lgrore duplicate

¥ Keepindex onlir

aFk. Cancel |
.

Help | < Back [Ewt = Eitiizhy =3 | Cancel |

A4
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8. Select database vcrypt_db_v35 for Update Statistics option and click Next.

The Maintenance Plan Wizard’s Define Update Statistics Task screen is shown below.

ETMaintenancE Plan YWizard - S¥CTAG-59J4M91" BHARDSA

Define Update Statistics Task
Configure the maintenance tazk.

D atabazes:

Object:

Selection:

[pdate:
% Al evisting statistics
£ Column statiztics only

£ |ndex statistice only

Help | < Back Hewt » Eirizh x| Cancel |

4
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The Maintenance Plan Wizard’s Define Update Statistics Task screen is shown below.

EfMaintenam:E Plan Wizard - S¥CTAG-5914M914BHAROSA

Define Update Statistics Task

Configure the maintenance task. n‘
Databazes: I ¢5Select one or mares j
Ohbject:

Selection; " Al databases
[Jpdate:

7 All syztemn databases [master, madb, model]

% A4l existing statis
o all uzer databazes [excluding master, model, mzdb,

€ Columt statistic: tempdh]
€ ndex statistics ¢ & These databazes:
[ wervpt_db desert |oad d
[ wempt_db desert ref
[ wompt_db dezert releaze test
[~ wempt_db_hercules_demo
™ wempt_db quaova
[ wempt_db_sky
I~

Help |

k. Cancel |
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9. Select database vcrypt_db_v35 for Check Database Integrity Task and click
Next.

The Maintenance Plan Wizard’s Define Database Check Integrity Task is shown
below.

EﬁMaintenancE Plan Wizard - S¥YCTAG-59]4M91%BHARDSA

Define Database Check Integrity Task

Configure the maintenance task.

Databazes:

v Include indexes

Help | < Back Hest Eiriizhy =3 Cancel |

A
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The Maintenance Plan Wizard’s Define Database Check Integrity Task screen is

shown below.

ETMaintenam:E Plan Wizard - S¥CTAG-59]4M91%BHAROSA

Define Database Check Integrity Task

Configure the maintenance task.

Databazes: Specific databases ﬂ

WV Include indexes ™ &l databases

™ All syztern databases [master, madb, model]

all uzer databazes [excluding master, model, mzdb,
tempdh]

& i These databazes:

™ wcropt_db_desert_load ﬂ
™ wewpt_db_desert_ref

[~ wewpt_db_desert_releasze_test
™ wewpt_db_hercules_demo
™ wempt_db_quaova

[ wempt_db_sky

v ~cmpt_db_v35 -
Help |
o0 O oK Cancel |
300 0 r
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The Maintenance Plan Wizard’s Select Plan Properties screen is shown below.

ﬁTMaintenancE Plan Wizard - S¥CTAG-59]4M491BHARDSA

Select Flan Properties
Define maintenance plan properties.,

Define a schedule for the maintenance plan.

Schedule:

Mot scheduled (On Demand]

Help | < Back MNest » Bzt =z Cancel |

4
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10. Next, define the schedule for executing your maintenance plan
e Name : “Bharosa_maint_sched”

e Enabled : Check

e Schedule type: Recurring
e Occurs:Weeky

e Recurs Every: 1 Week
e Day: Sunday

e Occurs: 12.00 AM

The New Job Schedule panel is shown below.

E Mew Job Schedule _ O] x|

I arne:; IEharosa_maint_sched Jobe in Schedule |

Schedule tupe: I Recurring j V¥ Enabled

Ore-time occurence

Date: [17 42007 =] Ime: [z045 P =2

Frequency

Dccurs: IWEEKL‘,‘ ﬂ

Recurs even: m week(z) an
[~ Monday [T wednesday [ Friday [T Saturday
[T Tuesday [T Thursday V' Sunday

Draily frequency

&+ Dcours once at |12:EID:EIEI A ﬁ
= Deours eveny: |1 j Ihu:uur[s] j Starting at: I'IZ:DEI:EID A j
Ending at: [11:5959 P =]

Diuration

Start date; I 14 442007 "l " End date: I 14 442007 "l

¢ Moend date

Summary
Dezcription: Dccurs every week on Sunday at 12:00:00 AM. Schedule will be used starting on 1/4/2007. ;l
(] I Cancel | Help |
4

11. Click Next.
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The Maintenance Plan Wizard’s Select Plan Properties screen is shown below.

ETMaintenam:E Plan Wizard - S¥YCTAG-59]4M91%BHARDSA

Select Plan Properties
Define maintenance plan properties.

Define a schedule for the maintenance plan.

Schedule;

Ocours every week on Sunday at 12:00:00 Ak, Schedule will be used starti

Help | ¢ Back Meut > Einizh ez Cancel |

4
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12. Select the destination for the report: i.e. “E:\bharosa.”

The Maintenance Plan Wizard’s Select Report Options screen is shown below.
ETMaintenancE Plan Wizard - S¥CTAG-59]4M91BHARDOSA

Select Report Options
Select optionz for zaving or diztributing a repart of the maintenance plan 5
actionz. %

v Swinite a report to a test il

Folder lozation: |E:Hl:|harn:usa |

[ E-mail repart

Kl

T I

Help | < Back Hest » Eimizh =] Cancel |

A
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The Maintenance Plan Wizard’s Complete the Wizard screen is shown below.

E‘TMaintenance Plan Wizard - S¥YCTAG-5914M91" BHAROSA

Complete the Wizard
Werify the choices made in the wizard, and then click Finizh.

Click Finizh to perform the following actions:

= Maintenance Plan wizard

#- Create Maintenance Plan 'MaintenancePlan' on 'SYCTAG-53/4M314\EHARDSA'
- Define Reorganize [ndex Taszk

- Define Rebuild Index Taszk

- Define Update Statistics Taszk

- Define D atabaze Check Inteqgrity Tazk,

- Define maintenance plan properties.

- Selected reporting options

Help | < Back, i [=

: Cancel |

A
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The Maintenance Plan Wizard’s Progress screen is shown below.

ﬁ?MaintenancE Plan Wizard - SYCTAG-59J4M91" BHAROSA

Maintenance Plan Wizard Progress ™
Click Stop to interrupt the operation. \‘
y
@ 5 Taotal 0 Ermar
Success 5 Success 0 waming
Lretails:
_I Action | Status | Meszage
@ Creating maintenance plan "Maintenanc...  Success
@ Adding tazks to the maintenance plan Succeszz
@ Adding scheduling options Succeszz
@ Adding reparting options Success
@ Saving maintenance plan "Maintenance...  Success
Stap Beport = |

Oracle Adaptive Access Manager SQL Server Maintenance Guide, 10g (10.1.4.3.0)



Purge and Archive Scripts
Scripts to create Archive Tables and Stored Procedures are
e cr purge tables sglserver.sqgl
e cr sp arch purge tracker data.sqgl
e cr sp arch purge rules log.sqgl
e cr sp purge vcrypt users sqgl

These scripts are to be applied on the Oracle Adaptive Access Manager Database as one
time operation to create archive tables and stored procedures for scheduled scripts.

Scripts to be scheduled or triggered for archiving based on database management and
business requirement policies are

e cr archive purge tracker data.sgl
e cr archive purge rule log.sql
e cr archive purge vcrypt users.sqgl

cr_purge_tables_sqlserver.sql

This sql creates the archiving tables for all the tables which will be purged during archiving and
purging process. Following tables will be created.

e VR POLICYSET_LOGS PURGE

e VR RULE_LOGS_PURGE

e VR MODEL_LOGS_PURGE

e VR _POLICY LOGS_PURGE

e VCRYPT AUTH_ATTEMPTS_PURGE

e VCRYPT AUTH_SESSIONS_PURGE

e VCRYPT PIN_RETRIEVALS PURGE

e VCRYPT_TRACKER NODE_HISTORY_ PURGE
e VCRYPT TRACKER NODE_PURGE

e VCRYPT_TRACKER USERNODE_LOGS_PURGE
e VCRYPT USER_LOGS_PURGE

e VCRYPT_USERS_PURGE

e VT _USER_DEVICE_MAP_PURGE
V_USER_QA

cr_sp_arch_purge_tracker_data.sql

This SQL script creates procedure sp_archive purge tracker data. This stored
procedure Archives and purges data from Tracker tables, also this procedure rebuilds the
indexes and collects statistics using DBCC Reindex .This SQL script is to be run as one time
operation on The Oracle Adaptive Access Manager Database.
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cr_archive_purge_tracker_data.sql

This SQL script triggers the Stored Procedure sp archive purge tracker data created
by cr sp arch purge tracker data.sqgl. Triggered stored procedure takes number of
days as input (setinside cr archive tracker data.sqgl) atruntime. The following
tables will be archived and purged when running this script.

e VCRYPT_TRACKER NODE_HISTORY

e VCRYPT TRACKER NODE

e VCRYPT TRACKER USERNODE_LOGS
e VT _USER_DEVICE_MAP

cr_sp_arch_purge_rules_log.sql

This SQL script creates procedure sp_archive purge rule log. This stored procedure
Archives and purges data from Rules Engine tables, also this procedure rebuilds the indexes
and collects statistics using DBCC Reindex. This SQL script is to be run as one time
operation on The Oracle Adaptive Access Manager Database

cr_archive_purge_rule_log.sql

This SQL script triggers the Stored Procedure sp archive purge rule log created by

cr sp arch purge rules log.sqgl. Triggered stored procedure takes number of days

as input (setinside cr archive purge rule log.sql) atruntime. Following tables will
be archived and purged when running this script.

e VR POLICYSET LOGS
e VR RULE_LOGS

e VR MODEL_LOGS

e VR POLICY_LOGS

cr_sp_purge_vcrypt_users.sql

This SQL script creates procedure sp_purge vcrypt users. This stored procedure
Archives and purges data from User Tables. This SQL script is to be run as one time
operation on The Oracle Adaptive Access Manager Database

cr_archive_purge_vcrypt_users.sql

This SQL script triggers the Stored Procedure sp purge vcrypt users created by

cr sp purge vcrypt users.sql. Triggered procedure takes ext user id as input
(setinside cr archive purge vcrypt users.sqgl) atruntime. Following tables will be
archived and purged when running this script.

e VCRYPT AUTH_ATTEMPTS
e VCRYPT _AUTH_SESSIONS
e VCRYPT PIN_RETRIEVALS
e VCRYPT USER_LOGS

e VCRYPT USERS
V_USER_QA
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Also the stored procedure sp purge vcrypt users sets the UPDATE TIME in the following
tables.

e VCRYPT_USERS_HIST
e V_USER_QA_HIST
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Verification and Validation

Scripts cr archive purge tracker data.sgl and
cr_archive purge rule log.sgl can be validated by querying Fraud Analyzer for the
period of purge which should result in no records to be fetched

Script cr_archive purge vcrypt users.sqgl can be validated by querying for user to
be present in archive tables and not present user tables

Eg: select * from vcrypt users purge where ext user id='SAMPLE USER';
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Maintenance Frequency and Archive and Purge Period

The schedule for executing your maintenance plan and Archive and purge periods are set
based on business requirement specified for retention periods. Refer to release notes for

specific archive and purge periods.
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