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Introduction and Concepts

This chapter provides a brief introduction to Oracle Fusion Middleware, Oracle
Service-Oriented Architecture (SOA) Suite, and administration of Oracle SOA Suite
from Oracle Enterprise Manager Fusion Middleware Control Console.

This chapter includes the following topics:

m  Section 1.1, "What Is Oracle Fusion Middleware?"
m  Section 1.2, "What Is Oracle SOA Suite?"

s Section 1.3, "Administration of Oracle SOA Suite"

For more information about Oracle Enterprise Manager Fusion Middleware Control
Console administrative tasks and Oracle Fusion Middleware concepts, see the
following documents:

»  Oracle Fusion Middleware Administrator’s Guide
»  Oracle Fusion Middleware 2 Day Administration Guide

»  Oracle Fusion Middleware Concepts

1.1 What Is Oracle Fusion Middleware?

Oracle Fusion Middleware is a collection of standards-based software products that
spans a range of tools and services: from Java EE and developer tools, to integration
services, business intelligence, and collaboration. Oracle Fusion Middleware offers
complete support for development, deployment, and management.

1.2 What Is Oracle SOA Suite?

Oracle SOA Suite is a middleware component of Oracle Fusion Middleware. Oracle
SOA Suite provides a complete set of service infrastructure components for designing,
deploying, and managing SOA composite applications. Oracle SOA Suite enables
services to be created, managed, and orchestrated into SOA composite applications.
Composites enable you to easily assemble multiple technology components into one
SOA composite application. Oracle SOA Suite plugs into heterogeneous IT
infrastructures and enables enterprises to incrementally adopt SOA.

You can administer Oracle SOA Suite from Oracle Enterprise Manager Fusion
Middleware Control Console. The following sections provide an overview of the
components of Oracle SOA Suite:

m  Section 1.2.1, "Understanding the SOA Infrastructure Application"
= Section 1.2.2, "Understanding SOA Composite Applications"
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s Section 1.2.3, "Understanding SOA Composite Application Instances"

= Section 1.2.4, "Understanding Service Components and Service Component
Instances”

= Section 1.2.5, "Understanding Binding Components"

= Section 1.2.6, "Understanding Service Engines"

= Section 1.2.7, "Understanding the Service Infrastructure”

= Section 1.2.8, "Understanding the Contents of SOA Composite Applications"

For introductory information about Oracle SOA Suite, see Oracle Fusion Middleware
Developer’s Guide for Oracle SOA Suite.

1.2.1 Understanding the SOA Infrastructure Application

The SOA Infrastructure is a Java EE-compliant application running in Oracle
WebLogic Server. The application manages composites and their life cycle, service
engines, and binding components.

You deploy SOA composite applications designed in Oracle JDeveloper to the SOA
Infrastructure. In the example shown in Figure 1-1, many SOA composite applications
are deployed to the SOA Infrastructure and are visible in Oracle Enterprise Manager
Fusion Middleware Control Console.

From the SOA Infrastructure home page, you can perform administration tasks such
as monitoring SOA composite applications, monitoring individual composite
instances, and updating the state of SOA composite applications and individual
composite instances. You can also perform corrective actions such as fault recovery.

Figure 1-1 SOA Composite Applications Deployed in the SOA Infrastructure

== 504 Infrastructure + Page Refreshed Feb 19, 2009 12:22:42 PM psT L)

Dashboard De Instances | Faulks and Rejected Messages

The Faollowing S04 compasite revisions are currently deploved, To deploy a new composite revision, click Deplay. To perform additional kasks, select a composite é)
and click the appropriate button, =

ElSearch
Zomposite

Search || Reset
Show only active composites []

View = Start Up... | Activate ... | Set fs Defadlt ... Deploy... | Undeploy... | Redeploy...

Composite Status  Mode Instances Faults Last Modified Date
@ Helloworld [1.0] ﬁ Ackive 0 0 Feb 19, 2009 2:30:39 AM
@ FODCrderProcessingComposite [1,0] ﬁ Active 2 4 Feb 18, 2009 2:16:46 AM
@ putoloanComposite [1.0] ﬁ Active 1 0 Feb 17, 2009 12:26:40 AM
@ FaultFlow [1.0] ﬁ Active 200 199 Feb 16, 2009 10:37:12 PM
@ RecoveryUnitTest [1.0] {F Active 1 0 Feb 16, 2009 3:34:55 AM
@ CompositeTest [1.0] ﬁ Ackive g1 1 Feb 16, 2009 3:31:09 AM
@ EventMediatorDemo [1.0] ﬁ Active 17 36 Feb 15, 2009 10:48:23 PM
@ FabricTestSimple [1.0] ﬁ Active 27 0 Feb 15, 2009 10:40:53 PM
@ TestResubmit [2.0] ﬁ Active 26 50 Feb 15, 2009 9:51:38 PM

You can click a specific SOA composite application in the Composite table to access its
home page. Figure 1-2 shows the upper part of the home page for the
EventMediatorDemo SOA composite application. From the SOA composite
application home page, you can perform administration tasks such as monitoring
instances, recovering from faults, managing the state of application instances, and
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attaching policies. You can also perform a limited number of configuration tasks at the
SOA composite application level, such as specifying the composite audit level and
payload validation.

Figure 1-2 SOA Composite Application Home Page (Upper Part)

1r EventMediatorDemo [1.0] @
o3 S04 Composite +

Logged in as weblogic|

Page Refreshed Feb 19, 2009 12:26:52 PM PST (]

Running Inskances O | Total 17 | Active | Retire ... Shut Down, .. Test Settings... * @,_. 59 Related Links
Dashboard | Instances | Faults and Rejected Messages | Unit Tests | Policies
|® M
=IRecent Instances
Show Only Running Inskances ] Funining 0 Tokal 17
Instance ID Mame Canversation ID State Start Time:
10054 i Feb 18, 2009 4:11:14 AM
10053 i - Feb 18, 2009 4:11:13 AM
10052 "o Feb 18, 2009 4:11:13 AM
10051 L e Feb 18, 2009 4:10:53 AM
10050 7 Feb 1&, 2009 4:10:53 AM
B Show all

—IRecent Faults and Rejected Messages
Show only system Faulks

Error Message

@ Exception occured when binding was invake
@ Exception occured when binding was invoke
@ Exrception occured when binding was insoke
@ Exception occured when binding was invoke
@ Exception occured when binding was invoke
@ Exception occured when binding was inwvoke
@ Exception occured when binding was invake

5 Show Al

Recovery

Cornposite Instance

Fault Time Fault Location D Logs
Feb 18, 2009 4:11:14 AM DJﬁOrderLogger 10054 T
Feb 18, 2009 4:11:14 AM IIJ5OrclerL0gger 10053 &}
Feb 18, 2009 4:11:14 AM @Eventl\’lediator 10053 ]
Feb 15, 2002 4:11:14 AM 17é‘f_EE\fenI:I\’Iecliator 10054 ]
Feb 13, 2009 4:11:13 AM IijﬂiihrclerLc-gger 10052 5]
Feb 13, 2009 4:11:13 AM 17@Eventl\l’lediator 10052 =
Feb 18, 2009 4:10:53 AM DJﬁOrderLogger 10051 B W

Figure 1-3 shows the lower part of the home page for the EventMediatorDemo SOA
composite application. The service components and service and reference binding
components included in the EventMediatorDemo are shown.

Figure 1-3 SOA Composite Application Home Page (Lower Part)

ElComponent Metrics

Marme
<& OrderPublisher Mediakor
< Evertiediator Mediakor

EIservices and References

Marne
“f:ﬂ CrderPublisher_ep
ﬂjﬁ OrderLogger

Cormponent Type

Faulked Instances

Tatal Instances Running Instances

Recoverabls Man Recoverabls
2 u] ] ]
19 u] o 15

Type Faults Total Messages Average Processing Time (sec)
Service ] a 0.000
Reference q a 0.000

For more information, see the following sections:

»  Section 1.2.2, "Understanding SOA Composite Applications"

= Part III, "Administering the SOA Infrastructure”
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1.2.2 Understanding SOA Composite Applications

SOA composite applications such as those shown in the Deployed Composites page in
Figure 1-1 consist of the following:

= Service components such as Oracle Mediator for routing, BPEL processes for
orchestration, human tasks for workflow approvals, and decision services for
working with business rules

» Binding components (services and references) for connecting SOA composite
applications to external services, applications, and technologies

These components are assembled into a single SOA composite application. Having the
components assembled into one unit of deployment (the application) greatly simplifies
the management and life cycle of SOA applications.

Figure 1-4 provides an example of a SOA composite application in the SOA
Composite Editor in Oracle JDeveloper. Service binding components (such as
orderprocessor_client_ep) advertise their capabilities to external consumers. The
service exposes a public interface of the SOA composite application
(OrderBookingComposite) consisting of BPEL process, Oracle Mediator, human task,
and decision service components. A wire connects the service to a specific component
or reference in the composite. Reference binding components (such as

CreditCard AuthorizationService and PartnerSupplierService) enable messages to be
sent from the SOA composite application to external services. The service binding
components, service components, and reference binding components are wired
(connected) for communication.
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Figure 1-4 SOA Composite Application

L4 y \} ‘ % ® @ | a i’f . . ‘@ Composite: OrderBookingCompe
= B

CreditCardAut...
AuthorizeCredit

o o)
PartnerSupplie...

process
processRespon...

@E!

StoreFrontSer...

findCustomer..
findCustomer..
getOrdernfo...
create Crderl ...
updateOrderl ...
deleteCrderl ...
mergeCrded ...
findOrderinfo... [¥]

&

UpdateOrderst...

Pubshed:

Subscribed:
OrderUpdateEve

Subscribed: |3 |
MewdrderSubmi.

=]
NotificationSer...

sendlMhotification
sendF axotifica...
sendoiceMotifi..
sendSMSMotific...
sendPagemiotifi...
sendEmailMotific...
sendMotification...
sendMotification...

&=
orderprocesso...

process
processRespon...
proce ssFault

Published:
OnTask Assigned

=
USPSShipment

j —

=]
FulfillmentBatch

j —

0 RequiresApp...

The service components and binding components included in a SOA composite
application appear in the lower part of an application home page, as shown in
Figure 1-3 and Figure 1-5. The example in Figure 1-5 shows two service components
(OrderPublisher and EventMediator) and two binding components (service
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OrderPublisher_ep and reference OrderLogger). You can click a specific service
component or binding component to access its home page.

Figure 1-5 Service Components and Binding Components of a SOA Composite Application

=IComponent Metrics

Mame

<& OrderPublisher
< EventMediator

Faulted Instances

=IServices and References

Mame
Iﬂ,f&Oru:ierF‘l.|I:-Iisher_e|:-
%Ordermgger

Component Type Total Instances Running Instances
Recoverable Mon Recoverable
Mediatar z a ] ]
Mediator 19 i} 0 18
Type Faults Total Messages  Average Processing Time (sec)
Service a 1] 0.000
Reference a 0 0.000

For more information, see the following documentation:

= Section 1.2.4, "Understanding Service Components and Service Component
Instances"

= Section 1.2.5, "Understanding Binding Components"
s PartIV, "Administering SOA Composite Applications"
»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite

1.2.3 Understanding SOA Composite Application Instances

When a SOA composite application is invoked, a new composite instance is created.
This instance is identified by a unique instance ID that displays in pages of Oracle
Enterprise Manager Fusion Middleware Control Console. For example, Figure 1-6
shows instance IDs displaying for the AutoLoanComposite, CompositeTest, and
EventMediatorDemo SOA composite applications in the Instances page of the SOA
Infrastructure. You can click these IDs to access more specific details about the state of
SOA composite application instances. From the Instances page, you can also monitor
the state of SOA composite application instances.

Instances that you create as unit tests from the Test Runs page are distinguished from
those created automatically or manually from the Test Web Service page by a little
yellow box. This box displays to the left of the instance ID, as shown in Figure 1-6.
This box is visible in both the Instances page and in the Recent Instances table of the
Dashboard page of the SOA Infrastructure and SOA composite application.

For some SOA composite applications, conversation IDs are also generated.
Conversation IDs provide another method for distinctly identifying a set of generated
instances. As shown in Figure 1-6, conversation IDs do not automatically display for
all instances. To see a conversation ID generated, perform one of the following tasks:

= Programatically invoke the service and pass a unique ID through a
WS-Addressing header (messageId).

»  Create an instance using the Test Web Service page. The only exception to this is
when the Enable Stress Test check box of the Additional Test Options section on
the Test Web Service page is selected. In that case, a conversation ID is not created
for the instance.

1-6 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite



What Is Oracle SOA Suite?

Figure 1-6 SOA Composite Application Instance IDs

i+ soa-infra®
22 504 Infrastructure -

Dashboard

Logged in as weblogic|

Page Refreshed Feb 19, 2009 12:26:43 PM PST (]

Deploved Composites

stances Faults and Rejected Messages

Instances of all currently deployved S04 composites are listed below,

ESearch
Instance IC
Mame

Conversation ID

EE'}) {UTC-08:00% US Pacific Time
E;'}) (UTC-08:00) US Pacific Time

Skart Time From

Start Time To

Search || Reset

Show | &y w

Yieww 3% Delete Selected ... 3 Delete with Options ... | Abort, .

Instance ID  Composite Conversation ID State
10066 AutoloanCormposite [1.0] 1235037191888 @ Faulred Feb 19, 2009 A
10085 CompositeTest [1.0] 1234997390139 [ j— Feb 18, 2009
10064 CompositeTest [1,0] 1234960105267 @ Fauled Feb 18, 2009

= 10063 CompositeTest [1,0] [ g— Feb 18, 2009

= 10062 CompositeTest [1,0] 7 — Feb 18, 2009

= 10061 CompositeTest [1.0] [ Feb 18, 2002

= 10080 CompositeTest [1,0] [ Feb 18, 2002

= 10059 CompositeTest [1,0] [ Feb 13, 2002

= 10055 ComposikeTest [1,0] 7 Feb 13, 2009

= 10057 ComposikeTest [1,0] [ Feb 13, 2009

= 10056 CompositeTest [1.0] [ j— Feb 18, 2009

= 10055 CompositeTest [1.0] [ j— Feb 13, 2009
10054 EventMediatorDema [1.0] [ — Feb 13, 2009
10053 EventMedistarDema [1.0] [ — Feb 18, 2009 &

£ >

For more information, see the following sections:

Section 1.2.4, "Understanding Service Components and Service Component
Instances"

Part IV, "Administering SOA Composite Applications"
Section 8.1, "Initiating a SOA Composite Application Test Instance"

1.2.4 Understanding Service Components and Service Component Instances

SOA composite applications include service components. Service components are the
basic building blocks of SOA composite applications. Service components implement a
part of the overall business logic of the SOA composite application.

The following service components can be used in a SOA composite application:

BPEL process — For process orchestration of synchronous and asynchronous
processes

Oracle Mediator — For content transformation and routing events (messages)
between service producers and consumers.

Human task — For modeling a human task (for example, manual order approval)
that describes the tasks for users or groups to perform as part of an end-to-end
business process flow

Decision service — For making a decision or for processing based on business
rules

From the service component home page in Oracle Enterprise Manager Fusion
Middleware Control Console, you can perform administration tasks such as
monitoring instances, recovering from faults, and attaching policies.
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As described in Section 1.2.3, "Understanding SOA Composite Application Instances,"
each application instance has its own instance ID. Each service component instance
included in a SOA composite application instance also has its own instance ID that
displays in Oracle Enterprise Manager Fusion Middleware Control Console.

Figure 1-7 shows an instance ID (workflow:200000) displaying in the Instance ID
column for the VacationRequestTask human task service component of the
VacationRequest SOA composite application. You can monitor the state of that service
component instance from the Instances page. You can also click this instance to access
more specific details about the service component.

Figure 1-7 Service Component Instance IDs

1 VacationRequest [1.0]@ Logged in as weblogic |

affd 504 Composite -

Page Refreshed Feb 21, 2009 5:20:27 PM PST !

‘WacationRequest [1.0] = WacationRequest Task
% VYacationRequestTask (Human wWorkflow Component) @ @ Related Links

Dashboard | Instances

ElSearch
Instance ID
Skart: Time From
Start: Time To
Modified Date From

Wigw -

Instance ID
warkflow: 200000

Faults | Policies | Administration

Modified Date o E"(}) (UTiC-08:00) US Pacific Time
E"(I-) (UTC-08:00) US Pacific Time Skate | Any e
E"@ (UTC-08:00) US Pacific Time
E"@ (UTC-08:00) US Pacific Time

Search || Reset

Skate Start Date Last Modified Date  Logs
« Completed Feb 21, 2009 2:15:26 AM Feb 21, 2009 2:18:26 &M [

For more information about administering service components, see the following
sections:

s Part V, "Administering BPEL Process Service Components and Engines"
s Part VI, "Administering Oracle Mediator Service Components and Engines"

s Part VIII, " Administering Human Task Service Components and Human
Workflow Service Engines"

s Part VII, "Administering Decision Service Components and Business Rules Service
Engines"

1.2.5 Understanding Binding Components

Binding components connect SOA composite applications to external services,
applications, and technologies (such as messaging or databases). Binding components
are organized into two groups:

= Services — Provide the outside world with an entry point to the SOA composite
application. The WSDL file of the service advertises its capabilities to external
applications. The service bindings define how a SOA composite service can be
invoked (for example, through SOAP).

= References — Enable messages to be sent from the SOA composite application to
external services (for example, the same functionality that partner links provide
for BPEL processes, but at the higher SOA composite application level).

In Oracle Enterprise Manager Fusion Middleware Control Console, you can perform
binding component administration tasks such as attaching policies, monitoring
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rejected messages, and setting binding component properties. Figure 1-8 shows the
home page of a service binding component.

Figure 1-8 Binding Components

1} TestResubmit [2.0] @ Logged in as weblogic|

#fj soa Composite

Page Refreshed Feb 19, 2009 £:20:23 AM PST (]

TestResubmit [2,0] = Service Home
4 FileIn (File Adapter) @ &P Related Links -

Dashboard | Policies

Faults and Rejected Messages | Properties

0.8 Total number of
~ M incoming messages
0.4 Since server start
0.0
06:26 AM _ De:27 06:28 0629 06:30 Tatal number of faults
19 February 2009 | since server start
[Table \igw]

Show only swstem Faulks

Error Message

Fault Time ;Z[?mposite Inskance

@ Exception occured when binding was invoked, Exception ocoured during invocation of JCA binding: "JCA Bine Feb 16, 2000 10:10:55 PM 82
@ Exception occured when binding was invoked, Exception ocoured during invocation of JCA binding: "JCA Einc Feb 16, 2009 10:10:49 PM 51
@ Excception occured when binding was invoked. Exception occured during invocation of JCA binding: "JCA Bine Feb 16, 2009 10:10:40 PM 80
@ Excception occured when binding was invoked, Exception occured during inwocation of JCA binding: “JCA Bine Feb 16, 2009 10:10:27 AM 79
@ Exception accured when binding was invoked. Exception occured during invocation of 104 binding: "JCA Bine Feb 16, 2009 10:10:22 AM 75

For more information, see Part XIV, "Administering Binding Components".

1.2.6 Understanding Service Engines

The SOA Infrastructure includes a set of service engines (BPEL process, human
workflow, decision service, and Oracle mediator) that execute the business logic of
their respective components within the SOA composite application (for example, a
BPEL process).

Figure 1-9 provides an example in Oracle Enterprise Manager Fusion Middleware
Control Console of the BPEL process service engine. In this engine, the Calling,
LoanService, and CreditRatingService BPEL process service components run. Note
the multiple instance IDs for LoanService and CreditRatingService. The BPEL process
service components are included in two separate SOA composite applications:

s Calling is included in the Calling SOA composite application.

s LoanService and CreditRatingService are included in the CompositeTest SOA
composite application.

However, each BPEL process service component runs in the same BPEL process service
engine. You can click the links on the page to see more details about each BPEL
process service component instance, the service component itself, or the SOA
composite application in which it is included.
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Figure 1-9 Service Components Running in a Service Engine
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In Oracle Enterprise Manager Fusion Middleware Control Console, you can perform
service engine administration tasks such as monitoring instances, recovering from
faults, manually recovering (BPEL) failed messages, and configuring properties
specific to each service engine. These configuration properties impact all service
components that execute in the service engine, no matter which SOA composite
application the service components are included in. The service engine pages also
include engine-specific statistics and performance metrics.

For more information about administering service engines, see the following sections:

s PartV, "Administering BPEL Process Service Components and Engines"

s Part VI, "Administering Oracle Mediator Service Components and Engines"

s Part VIII, " Administering Human Task Service Components and Human
Workflow Service Engines"

s Part VII, "Administering Decision Service Components and Business Rules Service
Engines"

1.2.7 Understanding the Service Infrastructure

The service infrastructure provides the internal message transport infrastructure for

connecting components and enabling data flow. The service infrastructure is

responsible for routing messages along the wire connections between services, service
components, and references.

For more information, see the following sections:

= Section 4.2, "Monitoring Processing Requests"

»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite for details about

wiring

1.2.8 Understanding the Contents of SOA Composite Applications

Your SOA composite application can consist of a variety of service components,
binding components, and services that you administer from Oracle Enterprise
Manager Fusion Middleware Control Console:
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= BPEL processes

»  Human workflows

s Oracle Mediator

s Decision services (Oracle Business Rules)
= JCA Adapters

s Oracle BAM

s Oracle B2B

= Business events

s Oracle User Messaging Service

For conceptual information about these service components, binding components, and
services, see Oracle Fusion Middleware Getting Started with Oracle SOA Suite.

1.3 Administration of Oracle SOA Suite

You can perform a variety of Oracle SOA Suite administration (configuration,
monitoring, and management) tasks from Oracle Enterprise Manager Fusion
Middleware Control Console. This section provides an overview of these tasks:

= Section 1.3.1, "Configuration of Oracle SOA Suite"
= Section 1.3.2, "Monitoring of Oracle SOA Suite"
= Section 1.3.3, "Management of Oracle SOA Suite"

The administrative tasks that you can perform are based on the roles to which you are
mapped; each role corresponds to a different set of privileges. Certain users can be
mapped to simple monitoring privileges (for instance view-only access), while other
users can be granted full access, including the ability to update configurations, restart
servers, and so on. For more information about roles in Oracle Enterprise Manager
Fusion Middleware Control Console, see Appendix C, "Oracle Enterprise Manager
Roles."

1.3.1 Configuration of Oracle SOA Suite

You can perform Oracle SOA Suite configuration tasks in Oracle Enterprise Manager
Fusion Middleware Control Console. Configuration tasks consist of setting properties
such as audit levels and payload validation for your environment. Properties can be
set in the following areas:

= SOA Infrastructure (impacting all SOA composite applications)

= Service engines (impacting all service components that execute in the engine, no
matter the SOA composite application in which they are included)

s SOA composite application (impacting all service components that are included in
that composite application)

s Oracle B2B bindings
= Service and reference binding components message header properties

In terms of order of precedence, inherited SOA composite application property
settings (such as audit level settings and payload validation) take the highest
precedence, followed by service engine settings, followed by SOA Infrastructure
settings. Most properties do not have this type of precedence to consider.

Introduction and Concepts  1-11



Administration of Oracle SOA Suite

For more information, see the following sections:

Chapter 3, "Configuring the SOA Infrastructure"
Section 9.1, "Configuring BPEL Process Service Engine Properties"
Chapter 18, "Configuring Human Workflow Service Components and Engines"

Chapter 33, "Configuring Service and Reference Binding Components"

1.3.2 Monitoring of Oracle SOA Suite

You can perform Oracle SOA Suite monitoring tasks in Oracle Enterprise Manager
Fusion Middleware Control Console, including monitoring the following:

Instances, faults, and rejected messages in the SOA Infrastructure, SOA composite
applications, service components, service engines, and service and reference
binding components

Service engine, service infrastructure, and binding component processing request
performance

Service and reference binding component message processing totals and average
processing times

Audit trail and process flow behavior in service components

Service engine request and thread states in BPEL processes and human workflows

1.3.3 Management of Oracle SOA Suite

You can perform Oracle SOA Suite management tasks in Oracle Enterprise Manager
Fusion Middleware Control Console, including managing the following;:

Startup and shutdown of the SOA Infrastructure application

Composite state (activating, retiring, starting, stopping, and setting the default
composite version)

Deleting and aborting composite instances

Deployment, undeployment, and redeployment actions for SOA composite
applications

Manual initiation of SOA composite application test instances from the Test Web
Service page

Recovery from faults in SOA composite applications, service components, service
engines, and business events

Manual recovery of failed messages in BPEL processes
Unit testing of SOA composite applications

Attachment of policies to SOA composite applications, service components, and
binding components

Incoming and outgoing notification messages in human workflow

Subscriptions to business events and testing of event publications

The following sections provide a more specific overview of several management tasks:

Section 1.3.3.1, "Understanding Fault Recovery"
Section 1.3.3.2, "Understanding Policies"
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= Section 1.3.3.3, "Understanding the Life Cycle State of SOA Composite
Applications"

s Section 1.3.3.4, "Understanding SOA Composite Application Testing"

Note: Backup and recovery of Oracle SOA Suite is described in
Oracle Fusion Middleware Administrator’s Guide.

1.3.3.1 Understanding Fault Recovery

You can perform fault recovery actions on BPEL process, Oracle Mediator, human
workflow, and business event subscription faults (which include database and
component subscription faults) identified as recoverable in Oracle Enterprise Manager
Fusion Middleware Control Console. The following types of fault recovery are
supported:

= Recovery from individual faults, where you have access to the most granular
recovery options specific to each type of fault

= Recovery from multiple (bulk) faults, where you select multiple faults for recovery

You can perform individual and bulk recovery actions on recoverable faults at the
following levels:

s Faults occurring in all SOA composite applications in the SOA Infrastructure
s Faults occurring in an individual SOA composite application

= Faults occurring in service components

= Faults occurring in service engines

s Faults occurring in business events

You perform fault recovery on faults identified as recoverable in Oracle Enterprise
Manager Fusion Middleware Control Console. For BPEL process faults to be identified
as recoverable, there must be a fault policy defined that is bound to the fault (through
the fault-bindings.xml file) and which triggers the action
ora-human-intervention. A BPEL component fault can be recovered in only this
case. If no fault policy is defined as part of the composite, then a recoverable BPEL
process fault is not possible.

You define a fault recovery policy in the fault-policies.xml and
fault-bindings.xml files outside of Oracle Enterprise Manager Fusion
Middleware Control Console. These files are packaged with the SOA composite
application that you deploy to the SOA Infrastructure and administer in Oracle
Enterprise Manager Fusion Middleware Control Console.

Oracle Mediator and human workflow faults do not have the same behavior; they can
create recoverable faults without any fault policy. For errors in human task service
components or human workflow service engines, you perform fault recovery on faults
identified as recoverable from the Oracle BPM Worklist.

The following types of faults can be displayed in Oracle Enterprise Manager Fusion
Middleware Control Console:

= Business: Application-specific faults that are generated when there is a problem
with the information being processed (for example, a social security number is not
found in the database).

= System: Network errors or other types of errors such as a database server or a Web
service being unreachable.
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»  Oracle Web Service Manager (OWSM): Errors on policies attached to SOA
composite applications, service components, or binding components. Policies
apply security to the delivery of messages.

Faults can also be classified as either of the following:
s Recoverable or nonrecoverable:

Only certain types of faults are identified as recoverable. Table 1-1 provides
examples of several recoverable and nonrecoverable faults.

= Rejected Messages:

A fault is classified as a rejected message based on where it occurs. If a fault occurs
before entering a SOA composite, without generating a composite instance, it is
classified as a rejected message. A system or a policy fault can be identified as a
rejected message.

Table 1-1 Faults

Recoverable Faults Nonrecoverable Faults

= Business faults and some specific system
faults

Rejected messages

= Most system faults
= Oracle Medjiator input file path and
output directory mismatch

= An Oracle BPM Worklist user is not
authorized to perform relevant (expected)
actions

s Non-existent references
s Service invocation failures

Policy faults

For more information on performing fault recovery, see the following sections:

= Section 8.5, "Recovering from SOA Composite Application Faults at the SOA
Infrastructure Level"

= Section 8.6, "Recovering from SOA Composite Application Faults in the
Application Home Page"

= Section 11.1, "Recovering from BPEL Process Service Component Faults"
= Section 11.3, "Recovering from BPEL Process Service Engine Faults"

= Section 14.2, "Managing Mediator Faults"

= Section 20.2, "Recovering from Human Workflow Service Engine Faults"
= Section 20.4, "Recovering from Human Task Service Component Faults"

= Section 32.3, "Recovering from Business Event Faults"

1.3.3.2 Understanding Policies

You can attach and detach policies at the following levels in Oracle Enterprise
Manager Fusion Middleware Control Console:

s SOA composite applications
= Service components
= Service and reference binding components

Policies apply security to the delivery of messages. Oracle Fusion Middleware uses a
policy-based model to manage Web services. The following types of policies are
supported:
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s Security — Implements WS-Security 1.0 and 1.1 standards. They enforce
authentication and authorization of users, identity propagation, and message
protection (message integrity and message confidentiality).

= Reliable Messaging — Supports the WS-ReliableMessaging protocol, guaranteeing
the end-to-end delivery of messages.

s Message Transmission Optimization Mechanism (MTOM) — Ensures that
attachments are in MTOM format, a format for efficiently sending binary data to
and from Web services.

s WS-Addressing — Verifies that SOAP messages include WS-Addressing headers
in conformance with the WS-Addressing specification. Transport-level data is
included in the XML message rather than relying on the network-level transport to
convey this information.

s Management — Logs request, response, and fault messages to a message log.
Management policies can include custom policies.

Policies are part of an enterprise policy framework that allows policies to be centrally
created and managed.

For more information, see the following documentation:

= Section 8.8, "Managing SOA Composite Application Policies"

= Section 11.2, "Managing BPEL Process Service Component Policies"
= Section 20.1, "Managing Human Task Service Component Policies"
= Section 35.1, "Managing Binding Component Policies"

»  Oracle Fusion Middleware Security and Administrator’s Guide for Web Services for
definitions of available policies and details about which ones to use for your
environment

1.3.3.2.1 Understanding How Policies are Executed Policies are executed before a message
reaches the component with the attached policy. This causes the error to display in the
component preceding the component with the attached policy. For example:

= A policy attached to an Oracle Mediator service component is executed on the
wire before the message is passed to the Oracle Mediator. This causes the fault to
display in the service binding component instead of the Oracle Mediator.

= A policy attached to a human task service component is executed in the preceding
BPEL process service component before the message is passed to the human task
service component. This causes the fault to display in the BPEL process service
component instead of the human task service component.

To see the exact location of the policy error, view the audit trail.

1.3.3.3 Understanding the Life Cycle State of SOA Composite Applications

You can administer the entire life cycle state of deployed SOA composite applications
from Oracle Enterprise Manager Fusion Middleware Control Console. An application
is automatically activated when you deploy it to the SOA Infrastructure. During
deployment, you can specify a specific revision number for the application. A revision
is a specific deployed version of the application. You can deploy multiple revisions of
an application, enabling all to run at the same time.

This is a key benefit of revisions. For example, you may have an older revision of an
application running with one customer that is still valid. You then begin a partnership
with a different customer that requires a slight modification to the design of the

Introduction and Concepts 1-15



Administration of Oracle SOA Suite

application. At some point, you plan to migrate the old customer to the newer revision
of the application, but for now that is not necessary. Revisions enable you to run both
applications.

The revision value is added to the application name in Oracle Enterprise Manager
Fusion Middleware Control Console. For example, in Figure 1-1 on page 1-2, revision
1.0 is the version for many deployed SOA composite applications. If a new request
comes in for a specific composite application revision, that composite application
revision is invoked. If a new request comes in without specifying a revision, the
default revision is invoked. A small green dot distinguishes the default revision from
other revisions.

You can perform the following life cycle administration tasks on a SOA composite
application from Oracle Enterprise Manager Fusion Middleware Control Console:

s Create an instance.

= Stop and restart application revisions. An application revision is typically started
instantly after deployment.

= Retire and activate application revisions. Application revisions are instantly
activated upon deployment.

= Set an application as the default version.
= Deploy, undeploy, and redeploy application revisions.
= Delete specific instances of an application revision.

For more information about administering the life cycle states of a SOA composite
application, see the following sections:

= Section 8.1, "Initiating a SOA Composite Application Test Instance"
= Section 8.2, "Managing the State of Deployed SOA Composite Applications"

= Section 8.3, "Monitoring and Deleting SOA Composite Application Instances from
the Application Home Page"

= Section 8.4, "Monitoring and Deleting SOA Composite Application Instances at the
SOA Infrastructure Level"

1.3.3.4 Understanding SOA Composite Application Testing

You can create, deploy, and run test cases that automate the testing of SOA composite
applications. Test cases enable you to simulate the interaction between a SOA
composite application and its references before deployment in a production
environment. Test suites consist of a logical collection of one or more test cases. Each
test case contains a set of commands to perform as the test instance is executed. The
execution of a test suite is known as a test run. Each test corresponds to a single SOA
composite application instance. Instances generated by the execution of these tests are
distinguished as test instances by a little yellow box next to their instance ID, as shown
in Figure 1-6.

The test suite framework provides the following features:

= Uses emulations to simulate the behavior of components with which your SOA
composite application interacts during execution. Instead of invoking a specific
component, you can specify a response from the component.

»  Uses assertions to validate data during process execution.

For information about designing test cases for SOA composite applications, Oracle
Fusion Middleware Developer’s Guide for Oracle SOA Suite.
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Getting Started with Administering Oracle
SOA Suite

This chapter describes how to access Oracle Enterprise Manager Fusion Middleware
Control Console and SOA Infrastructure configuration, monitoring, and management
tasks.

This chapter includes the following topics:

= Section 2.1, "Logging into Oracle Enterprise Manager Fusion Middleware Control
Console"

= Section 2.2, "Navigating to Oracle SOA Suite Administration Tasks"

For more information about service engines, service components, binding
components, and the SOA Infrastructure, see Chapter 1, "Introduction and Concepts."

2.1 Logging into Oracle Enterprise Manager Fusion Middleware Control
Console
To log in to Oracle Enterprise Manager Fusion Middleware Control Console:

1. Use Internet Explorer 7, Mozilla Firefox 2.0.0.2, or Firefox 3.0.x to access the
following URL:

http://host_name:port/em

where host_name is the name of the host on which Oracle Enterprise Manager
Fusion Middleware Control Console is installed and port is a number that is
dynamically set during installation. This port is typically 7001, but is the HTTP

port associated with the Oracle HTTP Server. For environments in which the SSL
port was enabled during configuration, the default port is 7002.

2. Enter weblogic/password and click Login.
where:

s weblogic is the default Oracle Enterprise Manager Fusion Middleware
Control Console administrator user name (you can change this during
installation)

»  password is the password you entered during Oracle SOA Suite installation

The Accessibility Preference dialog appears the first time you log in. If you want,
you can select to not display this option again.

3. Select an appropriate action and click Continue.
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The farm home page is displayed. From there, you can navigate to Oracle SOA
Suite in several different ways, as described in the following sections.

For more information about installation, Oracle Fusion Middleware Installation Guide
for Oracle SOA Suite.

2.2 Navigating to Oracle SOA Suite Administration Tasks

This section describes methods for navigating to Oracle SOA Suite administration
tasks in Oracle Enterprise Manager Fusion Middleware Control Console:

Section 2.2.1, "Navigating Through the SOA Infrastructure Home Page and Menu"

Section 2.2.2, "Navigating Through the SOA Composite Application Home Page
and Menu"

Section 2.2.3, "Navigating to Deployed Java EE Applications”

Section 2.2.4, "Navigating to the Oracle WebLogic Server Administration Console
and Other Pages"

Section 2.2.5, "Navigating to the SOA Infrastructure or SOA Composite
Application Home Page"

Note: Note that the Farm menu always displays at the top of the
navigator. As you expand the SOA folder in the navigator and click
the links displayed beneath it, the SOA Infrastructure menu becomes
available at the top of the page.

2.2.1 Navigating Through the SOA Infrastructure Home Page and Menu

You can navigate to Oracle SOA Suite administration tasks through the SOA
Infrastructure home page and menu. The SOA Infrastructure provides you with access
to all deployed SOA composite applications, service engines, service components,
business events, and other elements.

To navigate through the SOA Infrastructure home page and menu:

1.

Expand SOA > soa-infra in the navigator.

This displays all SOA composite applications running in the SOA Infrastructure
for that managed server.
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2. C(Click soa-infra.

This displays the Dashboard page of the SOA Infrastructure. Click the help icon at
the top of this page to access the Resource Center for the entire Oracle SOA Suite.
The upper part of the page displays details about recently deployed SOA
composite application instances, deployed composites, recent faults, and rejected
messages. You can click a specific SOA composite application name or instance ID
to access additional details. You can also click Show All at the bottom of each
section to see more information about all items.
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The lower part of the page displays details about the service engines provided by
the SOA Infrastructure and a graphical representation of the number of instances
and faults for all SOA composite applications hosted in the SOA Infrastructure.
You must expand these sections to see this information. Click a service engine
name to access more specific details.

Note that the SOA Infrastructure menu appears below the soa-infra name at the

Depending upon your current location, the context of this
menu changes to provide you with the administrative options most
relevant to your current location. For example, when you are within
the pages of a SOA composite application, the SOA Composite menu

3.
top of the page.
Note:
displays instead.
4.

Select the SOA Infrastructure menu.
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These administrative options enable you to perform the following tasks.

Option Description
Home This option displays the following details of the SOA Infrastructure Dashboard page:
= Recent SOA composite application instances.
= Deployed SOA composite details (status, instance, and fault counts).
= Recent faults and rejected messages in all SOA composite application instances, including
whether the instance is recoverable.
= Number of components hosted by services engines and the faults in those components.
s Graphical representation of the number of instances and faults for all SOA composite
applications hosted in the SOA Infrastructure.
For more information, see Section 4.1, "Monitoring SOA Infrastructure Recent Instances and
Faults."
Monitoring This option displays the following details:
= A summary of performance statistics in the SOA infrastructure.
= Request processing details that show the breakup of time spent in handshaking requests
between the binding components, service infrastructure, and service engines.
For more information, see Section 4.2, "Monitoring Processing Requests."
Control This option enables you to start or shut down the SOA Infrastructure.
Logs This option enables you to view and configure the logging levels for run-time loggers.
For more information, see Section 3.4, "Configuring Log Files."
SOA This option enables you to deploy, undeploy, or redeploy SOA composite applications.
Deployment For more information, see Section 5.1, "Deploying Applications."
Service This option provides access to monitoring and management tasks for the BPEL process, Oracle
Engines Mediator, human workflow, and business rules service engines.
Bindings This option displays details about recently active document types and trading partners, and

inbound and outbound endpoints for Oracle B2B.

Getting Started with Administering Oracle SOA Suite 2-5



Navigating to Oracle SOA Suite Administration Tasks

Option Description
Services and This option displays message processing metrics for service and reference binding components
References in all SOA composite applications.

For more information, see Section 4.3, "Monitoring Service and Reference Binding Components
in the SOA Infrastructure."

Business This option displays available business events, current event subscribers, and fault details.

Events For more information, see Chapter 32, "Managing Business Events."

SOA This option provides access to the following configuration tasks for the SOA Infrastructure and
Administration each service engine:

= Common Properties: For setting properties that impact the entire SOA Infrastructure, such
as viewing and setting the SOA Infrastructure audit level, capturing the state of the SOA
composite application instance, enabling the payload validation of incoming messages,
specifying the callback server and server URLSs, setting UDDI registry properties, viewing
the data source JNDI locations, setting the nonfatal connection retry count, and setting Web
service binding properties.

For more information, see Section 3.1, "Configuring SOA Infrastructure Properties."

= BPEL Properties: For setting the audit trail size, maximum document size for a variable,
payload validation for incoming and outgoing messages, audit trail level, dispatcher thread
level for invoke messages, system thread level, and engine thread level.

For more information, see Section 9.1, "Configuring BPEL Process Service Engine
Properties."

= Mediator Properties: For setting the audit level, metrics level, number of parallel worker
threads, number of maximum rows retrieved for parallel processing, parallel thread sleep
values, error thread sleep values, container ID refresh time, and container ID lease timeout
values.

For more information, see Section 12.1, "Introduction to Configuring Oracle Mediator."

= Workflow Notification Properties: For setting the workflow service notification mode and
actionable e-mail address value.

For more information, see Section 18.1, "Configuring Human Workflow Notification
Properties."

= Workflow Task Service Properties: For setting the actionable e-mail account, adding the
worklist application URL, selecting the pushback assignee, adding portal realm mapping,
and adding the task auto release configuration priority.

For more information, see Section 18.2, "Configuring Human Workflow Task Service
Properties."

= B2B Server Properties: For enabling Dynamic Monitoring Service (DMS) metrics.

s Cross References: For selecting cross-reference values.

Security This option displays the following selections:

= Application Policies: For creating application policies that an application relies upon for
controlling access to resources.

= Application Roles: For creating application roles for applications.

This option is available for all deployed Java EE applications, including the SOA Infrastructure
(soa-infra) application. Note that these options do not configure security policies for SOA
composites.

For more information about attaching policies to composite applications, see Section 8.8,
"Managing SOA Composite Application Policies."
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Option

Description

Administration This option displays the following selections:

MDS Connections: For managing metadata service (MDS) connections.
TopLink Sessions: For managing cache for the TopLink persistence framework.

System MBean Browser: For advanced configuration of properties across applications and
components.

For more information, see Oracle Fusion Middleware Administrator’s Guide for instructions on
using the System Mean Browser.

General
Information

This option displays general details about the SOA Infrastructure, such as the Oracle Enterprise
Manager Fusion Middleware Control Console version, Oracle home, and Oracle instance.

5.

] =~ Hame
EE staons
# [ Apr Monitoring 3
= DEiEO Conkrol 3
- L ,
d 0gs
o
@ S04 Deployrent 3
o
e Service Engines [ 3
[ Bindings 1]
L Services and References
o
o !
Business Events
"
2 B we SO Adrinistr ati
7 [ Me . rniniskr akion 3
# [ Usa Security [ 3
Adrninistration 3
General Infarmation

Select a specific SOA composite application from the soa-infra list shown in Step 1
(for example, AutoLoanComposite).

The SOA Infrastructure menu is now displayed above the navigator, providing
you with access to the same high-level administrative options, even when you are
within the pages of a SOA composite application. This menu changes positions
when you select a composite application.

ORACLE Enterprise Manager *
B Farm « | 2= 504 Infrastructure v%,ﬁ. Topal

6. Right-click soa-infra in the navigator. The menu that displays provides you with

access to the same administrative options that appear in the SOA Infrastructure
menu.

2.2.2 Navigating Through the SOA Composite Application Home Page and Menu

You can navigate directly to Oracle SOA Suite administration tasks for a specific SOA
composite application.

To navigate through the SOA composite application home page and menu:

Expand SOA > soa-infra in the navigator.

Getting Started with Administering Oracle SOA Suite 2-7



Navigating to Oracle SOA Suite Administration Tasks

This displays all SOA composite applications running in the SOA Infrastructure.

ORACLE Enterprise Manager 119 Fusion

%Farm v | & Topology
-
B &8
23 application Deployments
B [ 504
= %E soa-infra (soa_serverl)
ﬂ‘”ﬁg AutoloanCarposite [1.0]
n{t& CompositeTest [1.0]
n{tﬁ EventMediatarDemna [1.0]
n{tﬁ FabricTestSimple [1.0]
off¥ FaultFlaw [1.0]
n1t3 FODOrderProcessingComposite [1.0]
off¥ Hellowarld [1.0]
n1t3 RecoveryUnitTest [1.0]
n{t& sdpmessagingsca-worklisk-composite [1.0]
df3 TestResubmit [2.0]
[23 weblogic Domain
[ Metadata Repositories
[ User Messaging Service

2. Select a specific SOA composite application (for this example,
AutoLoanComposite [1.0] is selected).

This displays the home page for the selected SOA composite application. The
upper part of the page displays details about recent instances and faults and
rejected messages. This page also provides you with access to important
administrative and configuration tasks at the composite level.

1} AutoLoanComposite [1.0]® Logged in a5 weblogic|
o2 S04 Composite Page Refreshed Feb 19, 2009 2:06:10 PM PST ()
Running Inskances O | Tokal 1 | Ackive | Relire ... Shuk Down, Test Settings... v | | &% &P Related Links +

Dashboard | Instances | Faults and Rejected Messages | Unik Tests | Policies

@ ~

ERecent Instances

Shows Only Running Instances [ Running O Total 1
Instance I Mame Caonversation ID State Skart Time
10066 1235037191555 @ Faulted Feb 19, 2009 2:16:43 AM
5 Show Al

EIRecent Faults and Rejected Messages
Show only swstem Faulks

Etrar Message Recovery Fault Time Faulk Location %umpnﬂte L=tanice Logs

Mo Faults Found

3. Click Show All at the bottom of each section to see more of these items. You can
also click links to access more details about a specific composite instance or fault.

The lower part of the page displays details about the service components (in this
example, decision service (business rules), BPEL process, and human workflow)
and binding components (services and references) included in the SOA composite
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application. You can click a specific service component or service or reference
binding component in the Name column to access more specific details.

ElComponent Metrics

Faulted Instances

Marne Component Type Total Inskances Running Inskances

Recoverable Mon Recoverable
{%CreditRatingRules Decision Service 1 ] ] 0o~
& AutoloanProcess  BPEL 1 0 0 1
&Lnan.ﬁ.pprwal Hurnan Worlkflow ] ] ] ]
B AsmidvicreDlas Miaricinn Sarvie 1 n n n ™
ElServices and References
MName Type Faults Total Messages Average Processing Time (sec)
e clignt Service 0 1 0,208

When you are within the pages of a SOA composite application, the SOA

Composite menu appears below the application name at the top of the page. This
menu provides you with administrative options specific to the current composite

application.

4. Select the SOA Composite menu.

2 Topology
1t HelloWorld [1.0]®
o} 504 Composite -[}s

Home

Manitaring 3
308 Deployment 3
Test Service 3
o Unit Tests

Policies

S0m Infrastruckure

S0& Infrastruckure Commaon Properties

Service/Reference Properties 3

General Infarmation

These administrative options enable you to perform the following tasks.

Option Description

Home This option displays the following details for the SOA composite application home page.
= Recent instances.
= Recent faults and rejected messages, including whether the instance is recoverable.
= Service components included in the SOA composite application.
= Services and references included in the SOA composite application.

For more information, see Section 8.2, "Managing the State of Deployed SOA Composite
Applications."
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Option Description

Monitoring This option displays the performance summary statistics for the selected SOA composite
application.

SOA This option enables you to undeploy or redeploy this SOA composite application, or deploy

Deployment another SOA composite application.

For more information, see Section 5.1, "Deploying Applications."

Test Service

This option enables you to manually initiate an instance of this deployed SOA composite
application through the Test Web Service page.

For more information, see Section 8.1, "Initiating a SOA Composite Application Test Instance.”

Unit Tests This option enables you to run test cases that simulate the interaction between the current SOA
composite application and its Web service partners before deployment to a production
environment. This generates test instances of the composite.

For more information, see Section 8.7, "Testing SOA Composite Applications."

Policies This option enables you to view and attach or detach policies to or from the SOA composite
application.

For more information, see Section 8.8, "Managing SOA Composite Application Policies."

SOA This option takes you to the SOA Infrastructure home page.

Infrastructure

SOA This option enables you to view and set the audit level, capture the state of the SOA composite

Infrastructure  application instance, enable the payload validation of incoming messages, set UDDI registry

Common properties, specify the callback server and server URLs, view the data source JNDI locations, set

Properties the nonfatal connection retry counts, and set Web service binding properties. The SOA
composite application typically inherits the settings defined at the SOA Infrastructure level.
For more information, see Section 3.1, "Configuring SOA Infrastructure Properties."

Service/ This option enables you to configure WSDL file properties for the service and reference binding

Reference components included in the SOA composite application.

Properties For more information, see Section 33.1, "Configuring Service and Reference Binding Component
Properties."

General This option displays general details about this SOA composite application, such as the Oracle

Information Enterprise Manager Fusion Middleware Control Console version, Oracle home, and Oracle

instance.

5. Right-click the name of a SOA composite application in the navigator. A menu
displays that provides you with access to the same administrative options that
appear in the SOA Composite menu.

2.2.3 Navigating to Deployed Java EE Applications

You can navigate to deployed Java EE applications related to Oracle SOA Suite
components. These applications are Java EE applications that represent the SOA
system components, such as the technology adapters, Oracle B2B, Oracle BPM
Worklist, and so on. You can deploy a Web service and see it listed here. You can also
click individual applications (for example, the deployed Web service) and manage and
test that you can deploy WAR and EAR files from here. If you have deployed your
own Java EE applications, they also display here.

1. Expand Application Deployments in the navigator.
2. Expand Internal Applications.
3. Expand Resource Adapters.

A list of deployed Java EE applications related to Oracle SOA Suite components
appears.
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= [ Application Deplovments
= 3 Internal Applications
El bZbui {soa_serverl)
% DMS Application(11.1.1,1.00 (AdminServer)
El DS Application11.1.1.1.0) {soa_serverl)
% wisil-wls (AdminServer)
'El wsil-wls (soa_serverl)
% wsm-pm (soa_serverl)
Bl 7 resource Adapters

%l Agiidapter (soa_serverl)
% Dbiadapter (soa_serverl)
El FileAdapter {soa_serverl)
% FtpAdapter (soa_serverl)
El Imshdapter (soa_serverl)
% MSeriesAdapter (soa_serverl)
% Craclepppsadapter (soa_serverl)
% OracleBamadapter (soa_server1)
% SocketAdapter (soa_serverl)

%l Default TaDoTaskFlow {soa_serverl)

% FrW Welcome Page Application(11,1.0,0.00 (AdminSer:

%l soa-console {soa_serverl)

% wiorklistapp (soa_serverl)

Note that Oracle B2B (b2bui) appears in the Internal Applications folder, while
Oracle BPM Worklist (worklistapp) appears in the top level Application
Deployments folder.

4. Click a specific application (for this example, worklistapp is selected).

The page displays details about application performance.

G worklistapp @ Logged in as weblogic|
% Application Deployment « Page Refreshed Feb 19, 2009 2:39:00 P PST L2
=l Summary @= =l Modules (7]
List of Core Java EE modules is nok available For applications in remote
General - I:';l To configure and manage  weblogic domains,
State Active Application Deployment, use  Madule Mame Madule Type
Ceployed To soa_serverl Server Administration Consal g Modules Found
EJBs

Servlets and J5Ps
Active Sessions 0
Request Processing Time {ms) 0,00
Requests (per minuke) 0,00

Bean Accesse
Bean Access &

Bean Transackion Commik
Work Manager

Requests (per minuke) 0,00
Pending Requests 0

Bean Transaction Rollback
Bean Transaction Timeouk

Bean Transackior A
= Response and Load =
L %
= Entry Points = 0s
Web Modules
0.4
Mame Test Point
finteqration/worklistapp http: fimyserver example, com: 30011 0.0
[DefaultToDaTaskFlow http:fimyserver. example, com: 8001 0.8

Web Services

Service Name Port Tesk I'IZzzighgehruar;]lzzz,?,:jlg 0234 0238

Mo web Services Found
mm Request Processing Time (ms)
m Requests (per minute)

& [Table Vigw] -
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Note that while Oracle Enterprise Manager Fusion Middleware Control Console
displays the URLs for all deployed modules, you cannot directly invoke them
from this page. For example, you cannot invoke the DefaultToDoTaskFlow
module from the Web Modules section.

2.2.4 Navigating to the Oracle WebLogic Server Administration Console and Other

Pages

Most pages in Oracle Enterprise Manager Fusion Middleware Control Console include
a Related Links menu in the upper right corner. Depending upon your current
location, the context of the menu changes to provide links to relevant pages. For
example, when you are on a service engine page, the Related Links menu provides
links to the SOA Infrastructure home page, the BPEL process configuration properties
page, the Oracle WebLogic Server Administration Console, and a page for service
engine log files. Figure 2-1 provides details. You can also click soa-infra at the top of
the BPEL service engine page to go directly to the SOA Infrastructure home page.

Figure 2—1 Related Links Menu for a SOA Composite Application

S04 Infrastruckure Home = BPEL Engine Home

dgﬁ BPEL Enagine (Service Engine)

Dashboard | Statistics

—IRecent Instances

Instances | Faults | Deployed Components | Recowvery

@ Related Links
S04 Infra Home
EPEL Properties
[] weblogic Server Console

Show Orly Running Instances Running BPEL Engine Logs
Instance ID Carmponent Carmposite State Start Date Last Modified Date  Logs
bpel:13 ﬁgaFauItFIow FaultFlows [1.0] Running Mar 13, 2009 6:34;4 Mar 13, 2009 6:34:43 AM ]
bpel:11 ﬁggFauItFIow FaultFlow [1.0] Rurining Mar 13, 2009 6:34:4 Mar 13, 2009 6:34:43 4 B
bpel:2 ﬁgaFauItFIow FaultFlows [1.0] Running Mar 13, 2009 6:34;4 Mar 13, 2009 6:34:42 AM ]

When you are on the page of a service component of a SOA composite application,
several navigational menus and links are available:

The Related Links menu provides links to the SOA Infrastructure home page and
the applicable service engine home page. Figure 2-2 provides details.

Bread crumbs display in the upper left corner as you traverse further into a SOA
composite application.

Within any SOA composite application page (including the service component
pages), links to the SOA Infrastructure pages also remain available through the
SOA Infrastructure menu that displays next to the Farm menu above the
navigator. For example, this enables you to go from the home page of a specific
BPEL service component directly to the BPEL service engine configuration
properties page.

Names at the top of the page can be clicked to navigate to parent pages. For
example, clicking the name of a composite at the very top of a service component
page enables you to go to the composite that includes that component.
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Figure 2-2 Related Links Menu for a Service Component of a SOA Composite Application

WacationRequest [1.0] = VacationRequestProcess
ﬁga VacationRequestProcess (BPEL Component) @ ﬁ Related Links =

Dashboard | Instances | Faulks | Policies S04 Infra Hame
BPEL Engine Home:

If a Fault is marked as Recoverable, vou can select it and choose a recovery action From the list, This action reruns the instance in which the—raem ST aTE T

to recover from it. You can also perform a batch recovery by selecting multiple Faults and choosing a recovery action, For additional recovery options, click the

Recoverable link for an individual fault, To recover From a Human Workflow Fault, select it and dlick Recover and then click the link to the Worklist application.

Elgearch E)

Error Message Contains Cornposite Instance ID

The service engines, SOA administration (such as the SOA Infrastructure Common
Properties page), and business event pages all provide access to Oracle WebLogic
Server Administration Console from the Related Topics list. Selecting WebLogic
Server Console opens a new browser page and takes you to the login prompt for the
Oracle WebLogic Server Administration Console. Your current page in Oracle
Enterprise Manager Fusion Middleware Control Console is not lost. After logging in,
the home page is displayed. Figure 2-3 provides details.

Figure 2-3 Oracle WebLogic Server Administration Console

ORACLE WebLogic Server® Administration Console

Change Center @ Home Log Qut Preferences Record Help | Q, Welcome, weblogic | Connected to:
View changes and restarts Home >wlsDomain

Configuration editing is enabled. Future Settings for wlsDomain

changes will automatically be activated as you

modify, add or delete items in this domain. Confi jon | Monitoring | Control | Security | Web Service Security | Motes

Domain Structure General | JTA | EJBs | Web Applications | Logging | Log Filters

soainfra

EH-Environment Save

t--Deployments
'Ser\:ices
t--Security Realms
EH-Interoperability
'Diagnosﬁcs

A domain is & collection of WebLogic Server instances that is managed by a single Administration Server, Use this page to configure
administrative options that apply to all servers in the current domain.

* Indicates required fields

* Name: soainfra The name of this Weblogic Server domain. More
Info...
[] Enable Administration Port Spedifies whether the domain-wide administration

should be enabled for this WebLogic Server domai
Because the administration port uses S5, enabling
How do L. = administration port requires that 551 must be

configured for all servers in the domain.  More In

® Change Console preferences

®» Configure the domain-wide administration port

® Archive configuration files Mare Info...
® Disable the Console
- Spedifies whether all servers in this domain run in
g O éﬁ Production Mode production mode, Once enabled, this can only be
System Status dizabled in the admin server startup command
line.  More Info...

Health of Running Servers

------------- Eailed (0 _ Spedfies that deployments targeted to a duster
[ ailed (0) [ &5 Enable Cluster Constraints anicceed anlv if all servers in the duster are

You can perform the following Oracle SOA Suite tasks from Oracle WebLogic Server
Administration Console:

= Configure adapter connections for composite references
»  Create and manage data sources utilized by adapters
»  Create and manage JMS resources utilized by adapters

= Manage SOA Infrastructure data sources (for example, modifying connection pool
settings)
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= Administer security of human workflow users

= Manage Oracle WebLogic Server transaction (JTA) settings (for example, the
transaction timeout value)

2.2.5 Navigating to the SOA Infrastructure or SOA Composite Application Home Page

You can access the home page of the SOA Infrastructure or a specific SOA composite
application from the Farm home page.

1. In the Deployments section of the Farm home page, click soa-infra or a specific
SOA composite application (for example, VacationRequest).

ORACLE Enterprise Manager 11g Fusion Middleware Control
H% Farm « | & Topology
-
B E
[ application Deployments
504 = Deployments

[ webLogic Domain

[ Metadata Repositories
[ user Messaging Service u
[Pz
(27)

Mame Status Target
= [ Application Deployments

[ Internal Applications

[ Resource Adapters

off FaulFlow [1.0] s0a_serverl
o} HelloorldComposite
o} TestResubmit [2,0]

o} YacationRequest [1.1

soa_serverl

soa_serverl

N @ DefaultToDoTaskFlow i soa_serverl
% FMWW Welcome Page Apy 'ﬁ adminSeryer
@, soa-console O soa_serverl
% worklistapp ﬁ soa_serverl
= [ 50

=l 2= soa-infra i soa_serverl
#}3 Calling [1.1] 4 soa_serverl
off CompasiteTest [1.0] ﬁ soa_serverl
o2 FabricTestSimple [1.1 i soa_serverl

&

&

&

&

soa_serverl

The home page for your selection is displayed.

2.3 Logging Out of Oracle Enterprise Manager Fusion Middleware
Control Console
To log out of Oracle Enterprise Manager Fusion Middleware Control Console:
1. Note the following details about logging out.

s If multiple windows are open (for example, the help window, topology
viewer, and flow trace), logging out of any window logs you out of the entire
application in all open windows.

= Ifyou log out with any unsaved configuration changes, you receive no
warning message and your changes are lost.

2. In the upper right corner of any page, click the Log Out link.
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Administering the SOA Infrastructure

This part describes how to administer the SOA Infrastructure.
This part includes the following chapters:

s Chapter 3, "Configuring the SOA Infrastructure"

s Chapter 4, "Monitoring the SOA Infrastructure"
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Configuring the SOA Infrastructure

This chapter describes how to configure the properties of the SOA Infrastructure.
These property settings can apply to all SOA composite applications running in the
SOA Infrastructure.

This chapter includes the following topics:

»  Section 3.1, "Configuring SOA Infrastructure Properties"

»  Section 3.2, "Stopping and Starting the SOA Infrastructure”

= Section 3.3, "Changing the SOA Infrastructure Server URL Property Port"
= Section 3.4, "Configuring Log Files"

For more information, see Section 1.2.1, "Understanding the SOA Infrastructure
Application."

3.1 Configuring SOA Infrastructure Properties
You can configure the following properties for the SOA Infrastructure:
= Auditlevel
s Composite instance state to capture
= Payload validation
s Callback server and server URLs
= Universal Description, Discovery, and Integration (UDDI) registry
» Java Naming and Directory Interface (JNDI) data source
= Web service binding properties

The properties set at this level impact all deployed SOA composite applications, except
those composites for which you explicitly set different audit level values at the
composite application or service engine levels.

Additional advanced properties for the SOA Infrastructure can be configured through
the System MBean Browser. To access these properties from the SOA Infrastructure
menu, select Administration > System MBean Browser.

To configure SOA Infrastructure properties:

1. Access this page through one of the following options:
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From the SOA From the SOA Folder inthe = From the SOA Composite
Infrastructure Menu... Navigator... Menu...
1. Select SOA 1. Right-click soa-infra. 1. Select SOA
Administration > Infrastructure Common
Select SOA

Common Properties. Properties.

Administration >
Common Properties.

The SOA Infrastructure Common Properties page displays the following
properties.

Note: Some property fields are designated with an icon showing
green and red arrows. If you change these properties, you must restart
the SOA Infrastructure.

ﬁ soa-infra@ Logged in a5 weblogic|
E% S0 Infrastructure - Page Refreshed Mar 31, 2009 £:47:3% AM PDT (]

S04 Infrastructure Horme = Common Properties

804 Infrastructure Common Properties (@ P relstedlinks~ | Apply | Revert
The properties set at this level will impact all deploved composites, except those composites For which vou have explicitly set different audit or pavload validation «

Audit Lewel Production w =l Configuring the Common S0A Infrastructy
Capture Composite Inskance State F = Audit Level
Payload Walidation . "Production” (default): Compasite instance track

collect pawvload details and BPEL engine will nat ¢
(pavload details For okher BPEL activities are call

UDDI Registry Properties production operations,

Inguiry URL
"Development”: Allows both the composite instal
User it may impact the performance. This level is usef
Password "OFf"; Mo logging is performed. Composite instar
Server URLs = Capture Composite Instance State

Turning khis Feature on will allow For separate kr:

Callback Server URL & impact the performance.
Server LRL & » Payload ¥alidation
Select to enable walidation of incoming and outg
fiadvanced

Data Sources
Server Data Source JNDI jdbc/SOALocalTxDatasource 8 Configure
Server Transaction Data Source JMDI jdbe/S0OADataSaurce @ Configure
Monfatal Connection Retry Count 10

Web Service Binding Properties
Cracle 550 Ciphers

Oracle Wallet Password

Use chunking
Churk size 0

Descriptions for the properties at the top of the page are provided in the following
table.
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Element Description

Audit Level Select the level of information to be collected by the message tracking
infrastructure. This information is collected in the instance data store
(database) associated with the SOA Infrastructure. This setting has no
impact on what gets written to log files.

= Off: No composite instance tracking and payload tracking
information is collected. No more composite instances can be
created. No logging is performed. Note that no logging and
display of instances in Oracle Enterprise Manager Fusion
Middleware Control Console can result in a slight performance
increase for processing instances. Instances are created, but are not

displayed.

= Development: Enables both composite instance tracking and
payload detail tracking. However, this setting may impact
performance. This level is useful largely for testing and debugging
purposes.

= Production: Composite instance tracking is collected, but the
Oracle Mediator service engine does not collect payload details
and the BPEL process service engine does not collect payload
details for assign activities (payload details for other BPEL
activities are collected). This level is optimal for most normal
production operations.

Capture Composite  Select to capture the SOA composite application instance state.

Instance State Enabling this option may result in additional run time overhead
during instance processing. This option provides for separate tracking
of the running instances. All instances are captured as either running
or not running. This information displays later in the State column of
the composite instances tables for the SOA Infrastructure and SOA
composite application, where:

= It shows the counts of running instances versus total instances
= You can also limit the view to running instances only

Valid states are running, completed, faulted, recovery needed, stale,
terminated, suspended, and state not available.

The running and completed states are captured only if this check box is
selected. Otherwise, the state is set to unknown. The conditional
capturing of these states is done mainly to reduce the performance
overhead on SOA Infrastructure run time.

Note: If this property is disabled and you create a new instance of a
SOA composite application, a new instance is created, but the instance
does not display as running, faulted, stale, suspended, terminated,
completed, or requiring recovery in the table of the Dashboard page of
the composite application. This is because capturing the composite
state of instances is a performance-intensive process.

For example, if you enable this property and create an instance of a
SOA composite application in the Test Web Service page, a new
instance appears in the Dashboard page of the composite application.
If you click Show Only Running Instances in the Dashboard page, the
instance displays as running. If you then disable this property and
create another instance of the same composite application, a new,
running instance is created. However, if you then select Show Only
Running Instances, the new instance is nof listed in the table of
running instances.

In addition, to terminate a running instance, the instance must have a
state (for example, running, faulted, suspended). This activates the
Abort button on the Instances page of a SOA composite application. If
this check box is not enabled before creating an instance, the Abort
button is inactive, and you cannot terminate the instance.
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Element Description

Payload Validation  Select to enable validation of incoming and outgoing messages.
Nonschema-compliant payload data is intercepted and displayed as a
fault.

2. Make changes appropriate to your environment.

The UDDI Registry Properties section displays the following properties. You can
integrate SOA composite applications running in the SOA Infrastructure with the
UDDI registry. The UDDI registry provides a standards-based foundation for
locating published services and managing metadata about services (security,
transport, or quality of service). You can browse and select published services that
meet your needs.

The User and Password properties are applicable if the UDDI registry is secured.
The Inquiry URL property is public.

Element Description Example

Inquiry URL Enter the URL of the master registry http://master.mycompany.com:
you want to query. The URL must not 8888/registry/uddi/inquiry
refer to the slave registry itself.

Otherwise, you can lose some data. The
inquiry URL obtains full-standard
UDDI version 3 structures.

User Enter the registry inquiry user. admin
Password Enter the password for the master Enter a password that utilizes good
registry inquiry user. security practices.

For more information about the UDDI registry, visit the following URL:

http://www.oracle.com/technology/tech/soa/uddi/index.html

3. Make changes appropriate to your environment.

The Server URLs section displays the following properties. If not explicitly set
here, these values are determined at run time by querying the Oracle WebLogic
Server cluster, the Web server, or the local server properties.

Element Description

Callback Server URL Enter the callback server URL. This URL is sent by the server as part of
the invocation to a foreign service provider.

Server URL Enter the server URL. This URL is published as part of the SOAP
address of a service in the concrete WSDL file.

Note: In previous releases, you manually configured SOAP
optimization with the opt SoapShortcut property. For this release,
SOAP optimization is automatically configured. Therefore, if you
upgrade to 11g R1 and are using the optimized shortcut approach in
existing applications, note that optimized calls are activated only when
the host name value (as referred to in the WSDL URL in the
composite.xml file) matches the Server URL value. Either set both
values to the host name (for example, myhost) or to the full domain
name (for example, myhost.domain.com). If these values do not
match, a regular SOAP call is performed instead of an optimized local
call.
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Note: If you change the Callback Server URL and Server URL
values (for example, when moving from a test to a production
environment), you must restart Oracle WebLogic Server for the
WSDLs to be regenerated.

4. Make changes appropriate to your environment.
5. Expand the Advanced section.

The Data Sources section displays the following properties. A data source enables
you to retrieve a connection to a database server.

Element Description Example

Server Data  Displays the JNDI location for the server data jdbc/SOALocalTxDatas
Source JNDI source. Click Configure to go to the data source ~ ource

configuration page of the Oracle WebLogic Server

Administration Console. Global transaction

support should be disabled for this data source.

Server Displays the JNDI location for the server jdbc/SOADataSource
Transaction  transactional data source. Click Configure to go to
Data Source the data source configuration page of the Oracle

JNDI WebLogic Server Administration Console. You
must configure the data source for global
transactions.
Nonfatal Enter the maximum number of times a nonfatal 10

Connection  connection error can be retried before failing.

Retry Count These type of errors occur for any connection
error with the dehydration store (for example,
Oracle Real Application Clusters failover,
database shutdown, and so on).

6. Make changes appropriate to your environment.

The Web Service Binding Properties section displays the following options.

Element Description Example
Oracle SSL Ciphers Enter the list of supported Oracle ciphers. SSL_RSA_WITH_RC4_128_
A cipher suite is a set of algorithms that MD3
provide security for data transmissions.
Before data can flow through an SSL
connection, both sides of the connection
must negotiate common algorithms to use.
Oracle Wallet Enter the wallet password for the keystore. Enter a password that
Password utilizes good security
practices.
Use Chunking Select to enable chunking of data for SOAP - -
over HTTP deliveries.
Chunk Size Specify a chunk size. The value must be 500

less than or equal to 999. The size is used
for SOAP over HTTP deliveries and is
specified in bytes.

7. Make changes appropriate to your environment.

8. Click Apply.
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9. If you make changes and want to reset these properties to their previous values,
click Revert.

3.2 Stopping and Starting the SOA Infrastructure

You can stop and start the SOA Infrastructure for maintenance or for configuration
restarts.

To start and stop the SOA Infrastructure:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Control. 1. Right-click soa-infra.
2. Select Control.

-

To shut down the SOA Infrastructure, select Shut Down.
Click OK when prompted to shut down the SOA Infrastructure.

Wait for SOA Infrastructure shutdown to complete.

P w N

To start the SOA Infrastructure, select Start Up.

3.2.1 SOA Composite Application States and SOA Infrastructure Shutdown

SOA composite application states are not updated to indicate that they are down after
SOA Infrastructure shutdown. If you attempt to access the composite, you receive an
error message stating that composite details cannot be retrieved:

soa-infra runtime connection error An error happened while connecting to
soa-infra runtime at t3://152.61.150.106:8001/soa-infra.

This message may lead you to believe that another issue exists in the system.
However, this is not the case.

These composite states display as up, or in some cases pending, because this metric
indicates whether the composite is enabled, and is independent of whether the SOA
Infrastructure is started. In addition, the composite is still active and can receive
requests on other managed servers in a cluster.

3.3 Changing the SOA Infrastructure Server URL Property Port

You can change the SOA Infrastructure ServerURL property port from Oracle
Enterprise Manager Fusion Middleware Control Console. This automatically updates
the port setting in the soa-infra-config.xml file under $DOMAIN_
HOME/config/Domain_Name/configuration.

When changing the port, note the following details:

s If the SOA Infrastructure and managed Oracle WebLogic Server port numbers are
different, you receive a ConnectException error when trying to connect to the
Oracle BPM Worklist. Ensure that these port numbers match.

= You cannot change the SOA Infrastructure port from the Oracle WebLogic Server
Administration Console. Only the port for the managed Oracle WebLogic Server
can be changed from the Oracle WebLogic Server Administration Console.

s Oracle recommends that you change the SOA Infrastructure port from Oracle
Enterprise Manager Fusion Middleware Control Console. However, to manually
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change the SOA Infrastructure port in the soa-infra-config.xml file, perform
the following steps:

- Shut down the SOA Infrastructure. If you do not perform a shutdown before
making changes, the changes are not persisted upon SOA Infrastructure

restart.

— Change the SOA Infrastructure port in the soa-infra-config.xml file.

— Restart the SOA Infrastructure.

- Change the managed Oracle WebLogic Server port in the Oracle WebLogic
Server Administration Console to the same value.

To change the SOA Infrastructure port:

1. From the SOA Infrastructure menu, select Administration > System MBean

Browser.

2, Under Application Defined MBeans, expand oracle.as.soainfra.config > Server:
server_soa > SoalnfraConfig > soa-infra.

where server_soa is the name of the server provided during post installation
configuration. By default, this name is soa_serverl.

3. In the Name column, click ServerURL.

The Attribute: ServerURL page appears.

1} soa-infra®
=2 504 Infrastructure -

System MBean Browser
@ v &

£ Security ~
[ com.bea
B £ application Defined MEeans
1 EMDarnain
£ com. oracle. HTTRPClient . config
[ com.aracle.jdbe
£ com.oracle. jps
[ com.aracle, sdp. messaging
0 emorms, props
£ emomslogging. props
[ oracle, adf . share. config
[ oracle, adf share. connections
[ oradle, as.soainfra,bpel
Bl [ oracle. as.soainfra,config
B L Server: s0a_serverl
1 BZBConfig
[ BPELCanfig
1 BusinessRulesConfig
[ CEPCanfig
CAEDMNConfig 000 —
L HwFMailerCaonfig
[ Mediator Config
B £ Soalnfraconfig
& zoa-infra

Logged in as weblogic|

Page Refreshed Apr 24, 2009 5:21:03 P PDT [}

Attribute: ServerlURL fppky || Return

MBean Mame

Attribute Mame
Descripkion

Type
Readable | Writable

¥alue

oracle. as.soainfra.configiLocation=sna_server1,name=soa-infra, bvpe=5o&
Application=soa-infra

ServerlRL

This URL is published as part of the S0AF address of a process in the W3DL
hiostname and port For this URL should be customized to match the hostnam
system and the park of wour HTTP gateway,

java.lang. String
R

myhost,us,oracle, com: 5001

4. In the Value field, change the port.

5. Click Apply.

6. Change the managed Oracle WebLogic Server port in the Oracle WebLogic Server
Administration Console to the same value.
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In environments in which a load balancer is used in front of an Oracle WebLogic
Server cluster, the ServerURL property host and port can be different from the
Oracle WebLogic Server server host and port. This is typical for enterprise
deployment environments in which a load balancer distributes requests across the
managed servers in the Oracle WebLogic Server cluster. For more details, see
Oracle Fusion Middleware Enterprise Deployment Guide for Oracle SOA Suite.

3.4 Configuring Log Files

Oracle SOA Suite components generate log files containing messages that record all
types of events, including startup and shutdown information, errors, warning
messages, access information on HTTP requests, and additional information.

To configure log files:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Logs > Log Configuration. 1. Right-click soa-infra.
2. Select Logs > Log Configuration.

The Log Configuration page displays the following details:
= A View list for selecting the type of loggers for which to view information:

— Persistent: Loggers that become active when a component is started. Their
configuration details are saved in a file and their log levels are persisted
across component restarts.

— Active run time: Loggers that are automatically created during run time
and become active when a particular feature area is exercised (for
example, oracle.soa.b2b or oracle.soa.bpel). Their log levels are not
persisted across component restarts.

= A table that displays the logger name, Oracle Diagnostic Logging (ODL) level
for setting the amount and type of information to write to a log file, the log
file, and the log level state.
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Log Configuration
Use this page to configure basic and advanced log configuration sektings,

Log Levels

This page allows you to configure the log level for both persistent loggers and active runtime loggers. Persistent loggers are loggers that are saved in a
configuration file and become active when the component is started. The log levels For these loggers are persisted across component restarts, Runtime

Log Files

Apply || Rewvert

loggers are automatically created during runtime and become active when a particular feature area is exercised. For example,
oracle.jZee.ejb.deployment. Logger is a runtime logger that becomes active when an EJE module is deploved. Log lewvels For runtime loggers are not
persisted across component reskarts,

Wiew | Runtime Loggers -~
Search | Al Cateqgories - n@

Logger Mame LO;\?;:)B Diagnastic Logging Level {1ava Log File Persistent Log Level State
oracle.bpm. analytics MOTIFICATION: 1 (IMFO) [Inherit od-handler
oracle integration. platform blocks, cluster MOTIFICATION: 1 {INFO) [Inherit odl-handlzr
oracle.integration. platform . blocks, deploy. coordinator MOTIFICATION: 1 (IMFO) [Inherit » od-handler
oracle integration, platform.blocks, event. sagq MOTIFICATION: 1 {IMNFO) [Inherit » odl-handler
oracle.soa. adapter MOTIFICATION: 1 {IMFO) [Inherit % od-handler

7] oracle.soa.bzb MOTIFICATION: 1 (IMFO) [Inherit od--handler

+ oracle.soa.bpel MOTIFICATION: 1 (IMFC) [Inherit s od-handler

¥ oracle.soa mediator MOTIFICATION: 1 (IMFO) [Inherit od--handler
oracle.sna,services . cammon MOTIFICATION: 1 {IMNFO) [Inherit od-handler
oracle.soa. services identity MOTIFICATION: 1 (IMFC) [Inherit od-handler
oracle.s0a. services . naotification MOTIFICATION: 1 {IMFO) [Inherit od-handler

¥ oracle.soa. services.rules MOTIFICATION: 1 (IMFO) [Inherit od-handler

4 oracle.soa, services warkflow MOTIFICATION: 1 (INFO) [Trherit % od-handler b/

4

[Irersist log level state across component restarts

2. Perform the following log file tasks on this page:

a. In the Logger Name column, expand a logger name. This action enables you
to specify more specific logging levels within a component.

b. In the Oracle Diagnostic Logging Level columns, select the level and type of
information to write to a log file.

c. In the Log File column, click a specific log file to create and edit log file
configurations.

For more information about ODL log files and the level and type of logging
information to write to a log file, see Oracle Fusion Middleware Administrator’s

Guide.

3. Click the Log Files tab.

This page enables you to create and edit log file configurations, including the log
file in which the log messages are logged, the format of the log messages, the
rotation policies used, and other parameters based on the log file configuration

class.

Log Configuration
Idse this page to configure basic and advanced log configuration settings.

Log Levels

Log Files

Use this page to create and edit log file configurations. & log file configuration specifies the log file where the log messages will be logged to, the Format of the log
messages, the rotation policies used, as well as other parameters depending on the log File configuration class,

Handler Marme
odl-handler
owsm-message-hant fscratchisansrini/beahome fuser_projectsidomainssoainfra/ser Oracle Diagnostics Logaing - Text

Create Create Like. .

Log Path

Edit Configuration...

&) Wiew Configuration.

Log File Format
Iscratchysansrinifbeahomefuser_projectsfdomainssoainfra/ser Oracle Diagnostics Logging - Text

Rokation Paolicy
Size Based
Size Based

For more information, see Oracle Fusion Middleware Administrator’s Guide.
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3.41 Configuring the Logging File Encoding Property

The oracle-soa-handler log handler property of the sca-diagnostic.log file
has no encoding property specified in the SOA
Domain/config/fmwconfig/servers/server_soa/logging.xml file. Instead,
the soa-diagnostic. log file is written in the operating system’s default encoding
format. This can cause the following problems:

= Non-ASCII error messages can become unreadable because logging information is
written to soa-diagnostic. log in the server’s default encoding format.

= On Windows operating systems, writing in the default encoding format can lead
to non-ASCII data loss.

To avoid this problem, specify a value of UTF-8 for the oracle-soa-handler log
handler property in the logging.xml file.

<?xml version='1.0'?>
<logging_configuration>
<log_handlers>
<log_handler name='wls-domain'
class='oracle.core.ojdl.weblogic.DomainLogHandler' level='WARNING'/>
<log_handler name='oracle-soa-handler'
class='oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name='path' value='c:\soal210.1411\user_
projects\domains\soa/servers/server_soa/logs/soa-diagnostic.log'/>
<property name='maxFileSize' value='10485760"'/>
<property name='maxLogSize' value='104857600"'/>
<property name='supplementalAttributes' value='J2EE_APP.name,J2EE_
MODULE.name, WEBSERVICE.name, WEBSERVICE_PORT.name, composite_instance_id, component_
instance_id, composite_name, component_name'/>
<property name='encoding' value='UTF-8'/>
</log_handler>
</log_handlers>

Log files are written with ODL. You can view the content of log files from Oracle
Enterprise Manager Fusion Middleware Control Console.

For more information about logging, see Oracle Fusion Middleware Administrator’s
Guide.
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Monitoring the SOA Infrastructure

This chapter describes how to monitor the SOA Infrastructure. All SOA composite
applications are deployed to the SOA Infrastructure.

This chapter includes the following topics:
= Section 4.1, "Monitoring SOA Infrastructure Recent Instances and Faults"
= Section 4.2, "Monitoring Processing Requests"

= Section 4.3, "Monitoring Service and Reference Binding Components in the SOA
Infrastructure"

For more information, see Section 1.2.1, "Understanding the SOA Infrastructure
Application."

4.1 Monitoring SOA Infrastructure Recent Instances and Faults
You can monitor the SOA composite applications deployed to the SOA Infrastructure.
To monitor SOA Infrastructure recent instances and faults:

1. Access this page through one of the following options:

From the SOA From the SOA Folder inthe = From the SOA Composite
Infrastructure Menu... Navigator... Menu...
1. Select Home. 1. Select soa-infra. 1. Select SOA Infrastructure.

The upper part of the SOA Infrastructure Dashboard page displays the following
details:

= Recent SOA composite application instances, instance IDs, and starting times.
By default, only running instances are shown.

= The status of deployed SOA composite applications and their revision
numbers, the number of instances created for each application, and the
number of faulted instances in each application. The total number of deployed
composites also displays in parentheses next to the Show All link.

= Recent faults and rejected messages, including the error message, whether you
can recover from the fault, the time at which the fault occurred, the SOA
composite application in which the fault occurred, the location of the fault
(service binding component, service component, or reference binding
component), the instance ID of the SOA composite application, and a link to
log messages describing the fault or rejected message. You can recover from
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1} soa-infra@
E% 504 Infrastructure -

faults identified as recoverable at the SOA Infrastructure, SOA composite
application, service engine, and service component levels.

Logged in a5 weblogic|

Page Refreshed Mar 23, 2009 £:41:09 AM PDT tl

Dashboard | Deploved Composites | Instances | Faulks and Rejected Messages

P

?

Recent Composite Instances

Shaw Only Rurning Instances [

Instance I Composite

=16 CompositeTest [1.
=15 CarnpositeTest [1.
=14 CarnpasiteTest[1,
=13 CarnpasiteTest [1
"1z CompositeTest [1.
=11 CompositeTest [1.
=10 CompositeTest [1
=4 CompositeTest [1.
=5 CompositeTest [1.
s Show All

Deployed Composites

Recent Faults and Rejected Messages

Shiow only syskem Faults

Error Message

P Exception occured when bir
@ Exception occured when bir
) Exception occured when bir
) Exception occured when bin
) Exception occured when bin
@ Exception occured when bir

5
s Show All

Running 0 Tokal 16 Composite Skatus  Mode Instances Faults
Start Time @ CompositeTest [1.0] {F  Adive 9 a
0] Mar 23, 2009 3:59:29 AM @ TestResubmit [2.0] ﬁ Active 7 10
0] Mar 23, 2009 3:59:29 AM
0] Mar 23, 2009 3:59:25 AM
0] Mar 23, 2009 3:59:25 AM
0] Mar 23, 2009 3:59:26 AM
0] Mar 23, 2009 3:59:26 AM
0] Mar 23, 2009 3:59:26 AM
0] Mar 23, 2009 3:59:25 AM
0] Mar 23, 2009 3:59:24 AM
3 Show all (2]
Recovery Fault Time Compasite Fault Location ;:DDmDDSite LEtaree Logs
Mar 23, 2009 12:51:46 AM TestResubmit [2.0] DjﬁFiIeOut 5 H ”~
@Recover... Mat 23, 2009 12:51:45 AM TestResubmit [2.0] 1=&EFiIeInTDFiIeOut 5 ]
Mar 23, 2009 12:51:42 AM TestResubmit [2.0] Ii%ﬁFiIeOut 4 B
?Recover... Mar 23, 2009 12:51:40 AM TestResubmit [2.0] ﬂ&EFiIeInTDFiIeOut 4 ]
Mar 23, 2009 12:51:36 AM TestResubmit [2.0] D{ﬁFiIeOut 3 H
@Recover... Mat 23, 2009 12:51:35 AM TestResubmit [2.0] 1=&EFiIeInTDFiIeOut 3 ] 3
|

2. In the Recent Composite Instances section, perform the following tasks:

a.

In the Instance ID column, click a specific instance ID to show the message
flow through the various service components and binding components.

In the Composite column, click a specific SOA composite application to access
its home page.

Click Show All below the section to access the Instances page of the SOA
Infrastructure.

3. In the Deployed Composites section, perform the following tasks:

a.

In the Composite column, click a specific SOA composite application to access
its home page.

Click Show All below the section to access the Deployed Composites page of
the SOA Infrastructure.

4. In the Recent Faults and Rejected Messages section, perform the following tasks:

a.

In the Error Message column, click an error message to display complete
information about the fault. If the fault is identified as recoverable, click the
Recover Now link to perform fault recovery.

In the Recovery column, if a fault is identified as recoverable, click Recover to
perform fault recovery.

In the Composite column, click a SOA composite application to access its
home page.
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d. In the Fault Location column, click a specific location to access the home page
of the service, component, or reference in which the fault occurred.

e. Inthe Composite Instance ID column, click a composite instance ID to access
the flow trace of the message that contains that fault.

f. Inthe Logs column, click a specific log to access the Log Messages page, with
the search criteria prefiltered to display any log messages related to the fault.

g. Click Show All below the section to access the Recent Faults and Rejected
Messages page of the SOA Infrastructure.

The lower part of the SOA Infrastructure Dashboard page displays the following
details:

s The number of service components running in the service engines (BPEL
process, Oracle Mediator, human workflow, and business rules) and the
number of faulted instances for each service engine.

ElService Engines

Tarme tumber of Components Faults
54 EBPEL Engine 13 5
<EMediator Engine 1 20
&Human okl Engine 1 a
{%Business Rules Engine ] o

= A graphical representation of the total number of instances and faults for all
SOA composite applications since the SOA Infrastructure was last restarted.

EComposite Instances and Faults @

50

40 —

30

20 ——

10
0 S
1230PM 12:32 12:34 1236 12:38 12:40 1z2:42 12:44

15 March 2008

me Total number of instances since server startup
mm Total number of faults since server startup

[Table view]

5. Inthe Name column of the Service Engines section, click a specific service engine
to access its home page.

For more information, see the following sections:

»  Section 1.2.4, "Understanding Service Components and Service Component
Instances"

= Section 1.2.6, "Understanding Service Engines"
= Section 1.3.3.1, "Understanding Fault Recovery"
»  Section 8.1, "Initiating a SOA Composite Application Test Instance”
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4.2 Monitoring Processing Requests

You can monitor SOA Infrastructure processing requests. These are metrics for the
message delivery between the service engines, service infrastructure, and binding

components. Once a message is handed over to a service engine, the amount of time it

takes to process that message (instance processing time) is not captured in these

metrics.

To monitor processing requests:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Select Monitoring > Request 1. Right-click soa-infra.
Processing.

2. Select Monitoring > Request Processing.

The Request Processing page enables you to monitor the following details:

»  The average request processing time for both synchronous and asynchronous

messages, active requests, requests processed, and faulted requests in the
service engines and service infrastructure.

s The average request processing time, requests processed, and errors occurring

in service (inbound) and reference (outbound) binding components.

¢ soa-infra@
E% SO8 Infrastructure +

S04 Infrastructure Home = Reguest Processing
“IService Engines

Service engines are containers that host the business logic or pracessing rules of service compaonents.,

Average Request Processing Average Request Processing

TR Time - Synchronous (ms) Time - Asynchronous (ms)
shEBFEL Engine 1,431,023 96,723
1=E‘§l‘\‘1ec|iator Engine 0.000 0.000
eHuman Workflow Engine 0.000 0.000
i"i-_%Business Rules Engine 0.000 0.000

—IService Infrastructure
The Service Infrastructure internally connects components and enables data Flow.
Average Request Processing Averages Request Processing

Time - Synchronous (ms) Time - Asynchronous (ms)
Service Infrastructure 0,000 251.546

Name

=IBinding Components

Binding components make S04 composite applications accessible ko the outside warld.

Marne

Web Service (WS) Inbound

Web Service (WS) Outbound

Java EE Conneckar Architecturs (JCA) Inbound
Java EE Conneckar Architecture (JCA) Outbound

Logged in as weblogic |

Page Refreshed Feb 12, 2009 2:27:14 PM PST (]

Active Requests

19
16
1
u]

Active Requests

0.0

Average Request
Processing Time
(ms)

67,333

0.000

0.000

0.000

Requests Processed
362

u]

a

a

Requests Processed

108.0

Requests Processed

3.0
0.0
0.0
0.0

Faults

202
44
o

o

Faults

12.0

Errars

2. In the Service Engines section, click a specific service engine (for example, BPEL

Engine) to access details such as recent instances using this service engine,

components using this service engine, and recent fault occurrences.

For more information, see the following sections:

= Section 1.2.5, "Understanding Binding Components"
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= Section 1.2.6, "Understanding Service Engines"

= Section 1.2.7, "Understanding the Service Infrastructure”

4.3 Monitoring Service and Reference Binding Components in the SOA
Infrastructure

1r soa-infra@

EIE S04 Infrastructure

You can monitor all service and reference binding components used in all SOA
composite applications deployed to the SOA Infrastructure. Services provide the
outside world with an entry point to the SOA composite application. The WSDL file of
the service advertises its capabilities to external applications. References enable
messages to be sent from the SOA composite application to external services in the
outside world.

To monitor service and reference binding components in the SOA Infrastructure:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Services and References. 1. Right-click soa-infra.

2. Select Services and References.

The Services page displays details about the names of the services, the SOA
composite applications in which the services are used, the total number of
messages processed, the average processing time, and the number of faults
occurring in the services.

Logged in as weblogic |

Page Refrashed Mar 15, 2009 12:23:28 PM PDT CQ

S04 Infrastruckure Home = Interfaces

Se

References

Services pravide the outside world with an entry poink to the S0& camposite application. The WSDL file of the service advertises its capabilities to external applications.'é)

Wiew -

Service

hellowarldbpel_client_ep
FileIn

clierk

clienk

client

clienk

calling_client_ep

Total Awerage Processing

Compasite Pnrs T Faulks
Hellov orldCompasite [1.0] i} 0,000 0
TestResubmit [2.0] 25 0.107 0
VacationRequesk [1.0] i} 0,000 i}
FaultFlow [1.0] 6 1.171 i
CompositeTest [1.0] i} 0,000 i}
FabricTestSimpla [1.0] 0 0.000 i}
Calling [1.0] 1 0,044 1]

2. In the Service column, click a specific service to access its home page.

3. In the Composite column, click a specific SOA composite application to access its
home page.

4. Click the References tab.

The References page displays details about the names of the references, the SOA
composite applications in which the references are used, the total number of
messages processed, the average processing time, and the number of faults
occurring in the references.
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Logged in as weblogic|

¢ soa-infra@

= 504 Infrastructure Page Refreshed Mar 15, 2009 12:33:28 PM PDT 2

S04, Infrastructure Home = Interfaces

Services

References enable messages ko be sent from the SOA composite application ko external services in the outside world."é)

View »
Reference Cornposite Messggt:sl SVEla0e 'i.ﬁ;??::cg)
invokeRule Calling [1.0] 1 0,435
FileCut TestResubmit [2.0] 5 0211

5. In the Reference column, click a specific reference to access its home page.

Faults

0
20

6. In the Composite column, click a specific SOA composite application to access its

home page.

For more information about services and references, Section 1.2.5, "Understanding

Binding Components."
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Part IV

Administering SOA Composite Applications

This part describes how to administer SOA composite applications.

This part includes the following chapters:

Chapter 5, "Deploying SOA Composite Applications"
Chapter 6, "Securing SOA Composite Applications"
Chapter 7, "Monitoring SOA Composite Applications"
Chapter 8, " Managing SOA Composite Applications"






O

Deploying SOA Composite Applications

This chapter describes how to deploy, redeploy, and undeploy a SOA composite
application. To deploy from Oracle Enterprise Manager Fusion Middleware Control
Console, you must first create a deployable archive in Oracle JDeveloper or through
the ant or WebLogic Scripting Tool (WLST) command line tools. The archive can
consist of a single SOA composite application revision in a JAR file or multiple
composite application revisions (known as a SOA bundle) in a ZIP file.

This chapter includes the following topics:

= Section 5.1, "Deploying Applications"

= Section 5.2, "Redeploying Applications"
= Section 5.3, "Undeploying Applications"

For information on creating SOA composite application archives and configuration
plans in which you define the URLs and property values to use for test, development,
and production environments, see Oracle Fusion Middleware Developer’s Guide for Oracle
SOA Suite.

5.1 Deploying Applications

You can deploy SOA composite applications from Oracle Enterprise Manager Fusion
Middleware Control Console with the Deploy SOA Composite wizard. Use the Deploy
SOA Composite wizard to deploy any of the following:

= A new SOA composite application for the first time

= A new revision (for example, 2.0) alongside an older revision (for example, 1.0)
without impacting the latter. The revision deployed last becomes the new default
revision of that composite (unless you specify otherwise at a later step during
deployment).

= A bundle (ZIP file) containing multiple SOA composite application revisions (for
example, revisions 2.0, 3.0, and 4.0) of a SOA composite application that has
different revisions currently deployed (for example, 1.0). This option enables you
to deploy revisions 1.0, 2.0, 3.0, and 4.0 at the same time. The bundle can also
contain revisions of different composites. There is no restriction that all revisions
must be of the same composite application. There should not be any cross
references between the composites in the same bundle. For example, composite A
revision 1.0 should not reference Composite B revision 1.0.

Deployment extracts and activates the composite application in the SOA
Infrastructure. Once an application is deployed, you can perform administration tasks,
such as creating instances, configuring properties, monitoring performance, managing
instances, and managing policies and faults.
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Note: If you want to redeploy an existing revision of an application,
do not use this wizard. Instead, use the Redeploy SOA Composite
wizard.

To deploy applications:
1. Access the Deploy SOA Composite wizard through one of the following options:

From the SOA From the SOA Folder in  From the SOA Infrastructure From the SOA Composite
Infrastructure Menu... the Navigator... Home Page... Menu...
1. Select SOA 1. Right-click soa-infra. 1. Click the Deployed 1. Select SOA
B:pigyment > 2. Select SOA Composites tab. szigyn&;t;tt;er
ploy: Deployment > 2. Above the Composite Corr; ())Isite
Deploy. table, click Deploy. P ’

The Select Archive page appears.

=]
select Archive Select Target  Confirmation

Select Archive @)

This wizard lets you create a runtime environment For S04 composite applications, Once this operation is performed, these applications can be administered using Oracle Enterprise Manag
S04 composites can be deployved.

Specify the archive or expanded directory and configuration plan to deploy a single revision of a S0A composite, Or specify a ZIP file and configuration plan to deploy mulkiple composite v

Archive or Exploded Directory

“fou can deploy a Service archive (SAR) or & ZIP file containing one of more Service archives (SARs). You can also deploy an expanded archive directory that is present on the server ont
For each S04 composite is provided in its application package.

' archive is on the machine where this web browser is running. ] Archive Locakion i

|E:\Temp\composites\sca_FaultFIow_rev‘I Ojar Browse. . i
 archive or exploded directory is on the server where Enterprise Manager is running.

Configuration Plan

The configuration plan is a file that contains the deployment settings For a SOA composite revision,

' Mo external configur ation plan is required.
" Configuration plan is on the machine where this web browser is running.

Browse... |

™ Configuration plan is on the server where Enterprise Manager is running.

2. In the Archive or Exploded Directory section, specify the archive of the SOA
composite application to deploy. The archive contains the project files of the
composite to be deployed (for example, HelloWorld_rev1.0.jar for a single archive
or OrderBooking_rev1.0.zip for multiple archives). This information is required.

3. In the Configuration Plan section, optionally specify the configuration plan to
include with the archive. The configuration plan enables you to define the URL
and property values to use in different environments. During process deployment,
the configuration plan is used to search the SOA project for values that must be
replaced to adapt the project to the next target environment.

4. Click Next.
The Select Target page appears.

This page lists the available deployment targets (servers and clusters). Expand the

table rows for a specific target to see the applications that are deployed on that
target.
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5. Select the Oracle WebLogic Server or cluster to which to deploy the SOA
composite application archive. You can deploy to multiple servers and clusters.

6. Click Next.
The Confirmation page appears.
7. Review your selections.

8. Select whether to deploy the SOA composite application as the default revision.
The default revision is instantiated when a new request comes in.

9. Click Deploy.
Processing messages are displayed.

At this point, the deployment operation cannot be canceled. Deployment
continues even if the browser window is closed.

10. When deployment has completed, the home page of the newly deployed
composite revision automatically displays. A confirmation message at the top of
the page tells you that the composite has been successfully deployed. In the case of
a bundle deployment, the Deployed Composites page of the SOA Infrastructure is
displayed.

For information about creating configuration plans and deploying applications from
Oracle JDeveloper, see Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite.

5.2 Redeploying Applications

You can redeploy SOA composite applications from Oracle Enterprise Manager Fusion
Middleware Control Console with the Redeploy SOA Composite wizard. Using the
Redeploy SOA Composite wizard has the following consequences:

= A new version of a revision of a currently deployed SOA composite application is
redeployed (for example, old version 1.0 is redeployed as new version 1.0).

»  If the older, currently deployed version of this revision has running instances, the
state of those instances is changed to stale.

Notes:

= If you want to maintain multiple revisions of a deployed
application (for example, revisions 1.0 and 2.0), do not use this
wizard. Instead, use the Deploy SOA Composite wizard.

= Redeploying multiple SOA composite applications at once is not
supported.

To redeploy applications:
1. Access this page through one of the following options:
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From the SOA From the SOA Folder inthe = From the SOA From the SOA
Infrastructure Menu... Navigator... Infrastructure Home Page... Composite Menu...
1. Select SOA 1. Right-click soa-infra. 1. Click the Deployed 1. Select SOA
Elt{agtl;;ylll:)ent 2. Select SOA Deployment > Composites tab. g:gioilglent >
ploy: Redeploy. 2. In the Composite table, ploy:
The Select Composite The Select Composite page select a .spec1f1c .SO'A
page appears. composite application.

appears. Only one application can

In the SOA Composite be redeployed at a time.
Deployments section,
select the SOA composite
application revision you
want to redeploy, and
click Next.

2. Inthe SOA Composite
Deployments section,
select the SOA
composite application
revision you want to
redeploy, and click
Next.

Above the Composite
table, click Redeploy.

The Select Archive page appears.

2. In the Archive or Exploded Directory section, select the location of the SOA
composite application revision you want to redeploy.

3. In the Configuration Plan section, optionally specify the configuration plan to
include with the archive.

4. Click Next.

The Confirmation page appears.
5. Select whether to redeploy the SOA composite application as the default revision.
6. Click Redeploy.

Processing messages are displayed.

At this point, the deployment operation cannot be canceled. Deployment
continues even if the browser window is closed.

7. When redeployment has completed, click Close.

When redeployment has completed, the home page of the newly redeployed
composite revision is displayed. A confirmation message at the top of the page
tells you that the composite has been successfully redeployed.

5.3 Undeploying Applications

You can undeploy SOA composite applications from Oracle Enterprise Manager
Fusion Middleware Control Console with the Undeploy SOA Composite wizard.
Using the Undeploy SOA Composite wizard has the following consequences:

= You can no longer configure and monitor this revision of the application.
= You can no longer process instances of this revision of the application.

»  The state of currently running instances is changed to stale and no new messages
sent to this composite are processed.

s The instance details of the undeployed composite application are set to stale.
While the instance details are available in the instance listing, you cannot access
audit or flow trace details.

= If you undeploy the default revision of the application (for example, 2.0), the next
available revision of the application becomes the default (for example, 1.0).
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Note: If you want to undeploy and then redeploy an existing
revision of this application, do not use this wizard. Instead, use the
Redeploy SOA Composite wizard. The Redeploy SOA Composite
wizard enables you to redeploy an existing revision of a SOA
composite application and remove (overwrite) the older, currently
deployed version of the revision.

To undeploy applications:

1.

Note: Undeploying multiple SOA composite applications at once is
not supported.

Access this page through one of the following options:

From the SOA From the SOA Folder in the From the SOA From the SOA
Infrastructure Menu... Navigator... Infrastructure Home Page... Composite Menu...
1. Select SOA 1. Right-click soa-infra. 1. Click the Deployed 1. Select SOA
Eégg)grri\:nt Select SOA Deployment Composites tab. BEELO};I:ent >
ploy: > Undeploy. 2. In the Composite table, ploy-
The Select Composite The Select Composite select a specific SOA
page appears. A6 ADDEArs composite application.
2. Inthe SOA page appears. Only one application can
) Composite 3. Inthe SOA Composite be undeployed at a time.
D p Deployments section, .
eployments 1 s 3. Above the Composite
. select a specific SOA .
section, select a - licati table, click Undeploy.
specific SOA composite app 1qat10n to
cgm osite undeploy, and click
P Next.

application to
undeploy, and click
Next.

The Confirmation page appears.

If you are satisfied, click Undeploy. Note that you are warned if you are about to
undeploy the last remaining revision of a deployed composite application.

Processing messages are displayed.

At this point, the undeploy operation cannot be canceled. Undeployment
continues even if the browser window is closed.

When undeployment has completed, the SOA Infrastructure Deployed
Composites page automatically displays. A confirmation message at the top of the
page tells you that the composite has been successfully undeployed.
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Securing SOA Composite Applications

This chapter describes security procedures unique to SOA composite applications.

This chapter includes the following topics:

Section 6.1, "Introduction to Securing SOA Composite Applications"

Section 6.2, "Configuring SOA Composite Applications for Two-Way SSL
Communication”

Section 6.3, "Configuring Oracle SOA Suite and Oracle HTTP Server for SSL
Communication”

Section 6.4, "Automatically Authenticating Oracle BPM Worklist Users in SAML
SSO Environments"

Section 6.5, "Automatically Authenticating Oracle BPM Worklist Users in
Windows Native Authentication Environments"

Section 6.6, "Listing Oracle Internet Directory as the First Authentication Provider"

Section 6.7, "Switching from Non-SSL to SSL Configurations with Oracle BPM
Worklist"

Section 6.8, "Configuring Security for Human Workflow WSDL Files"

Section 6.9, "Configuring SSL Between SOA Composite Application Instances and
Oracle WebCache"

Note: See the following sections for information on attaching and
detaching policies:

= Section 8.8, "Managing SOA Composite Application Policies"

= Section 11.2, "Managing BPEL Process Service Component
Policies"

= Section 14.3, "Managing Mediator Policies"
= Section 20.1, "Managing Human Task Service Component Policies"

= Section 35.1, "Managing Binding Component Policies"

6.1 Introduction to Securing SOA Composite Applications

This chapter describes security procedures unique to SOA composite applications.
Most SOA composite application security procedures do not require SOA-unique
steps and can be performed by following the documentation listed in Table 6-1.
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Table 6—1 Security Documentation

For Information On... See The Following Guide...

Securing Oracle Fusion Oracle Fusion Middleware Security Guide

Middleware

Securing and administering Web  Oracle Fusion Middleware Security and Administrator’s Guide
services for Web Services

Understanding Oracle WebLogic Oracle Fusion Middleware Understanding Security for Oracle
Server security WebLogic Server

Securing an Oracle WebLogic Oracle Fusion Middleware Securing a Production Environment
Server production environment  for Oracle WebLogic Server

Securing Oracle WebLogic Oracle Fusion Middleware Securing Oracle WebLogic Server
Server

Developing new security Oracle Fusion Middleware Developing Security Providers for
providers for use with Oracle Oracle WebLogic Server

WebLogic Serverr

Securing Web service for Oracle  Oracle Fusion Middleware Securing WebLogic Web Services for
WebLogic Server Oracle WebLogic Server

Programming security for Oracle Fusion Middleware Programming Security for Oracle
Oracle WebLogic Server WebLogic Server

6.2 Configuring SOA Composite Applications for Two-Way SSL
Communication

Oracle SOA Suite uses both the Oracle WebLogic Server and Sun secure socket layer
(SSL) stacks for two-way SSL configurations.

s For the inbound Web service bindings, Oracle SOA Suite uses the Oracle
WebLogic Server infrastructure and, therefore, the Oracle WebLogic Server
libraries for SSL.

= For the outbound Web service bindings, Oracle SOA Suite uses JRF HttpClient
and, therefore, the Sun JDK libraries for SSL.

Due to this difference, start Oracle WebLogic Server with the following JVM option.
1. Open the following file:

= On UNIX operating systems, open $SMIDDLEWARE_HOME\user_
projects\domains\domain_name\bin\setDomainEnv.sh.

s On Window operating systems, open MIDDLEWARE_HOME/user_
projects/domains/domain_name/bin/setDomainEnv.bat.

2. Add the following lines in the JAVA_OPTIONS section, if the server is enabled for
one-way SSL (server authorization only):

-Djavax.net.ssl.trustStore=your_ truststore location

For two-way SSL, the keystore information (location and password) is required.

6.3 Configuring Oracle SOA Suite and Oracle HTTP Server for SSL
Communication

Follow these steps to configure SSL communication between Oracle SOA Suite and
Oracle HTTP Server.
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ite and Oracle HTTP Server for SSL Communication

6.3.1 Configuring Oracle HTTP Server for SSL Communication

1.

Update mod_ss1.conf with the <Location /integration/services>

location directive.

LoadModule weblogic_module ${ORACLE_HOME}/ohs/modules/mod_wl_ohs.so

<IfModule mod_weblogic.c>
WebLogicHost host.domain.com
WLLogFile <logdir>/ohs_ssl.log
Debug ALL
DebugConfigInfo ON
SecureProxy ON
MatchExpression *.jsp
W1SSLWallet <OHS_

HOME>/instances/instancel/config/0OHS/ohsl/keystores/default

</IfModule>

<Location /soa-infra>
WebLogicPort 8002
SetHandler weblogic-handler
ErrorPage http://host.domain.com
</Location>

<Location /b2b>
WebLogicPort 8002
SetHandler weblogic-handler
ErrorPage http://host.domain.com
</Location>

<Location /integration/worklistapp>
WebLogicPort 8002
SetHandler weblogic-handler
ErrorPage http://host.domain.com
</Location>

<Location /integration/services>
WebLogicPort 8002
SetHandler weblogic-handler
ErrorPage http://host.domain.com
</Location>

<Location /DefaultToDoTaskFlow>
WebLogicPort 8002
SetHandler weblogic-handler
ErrorPage http://host.domain.com
</Location>

<Location /OracleBAM>
WebLogicPort 9002
SetHandler weblogic-handler
ErrorPage http://host.domain.com
</Location>

<Location /OracleBAMWS>

:port/error.html

:port/error.html

:port/error.html

:port/error.html

:port/error.html

:port/error.html

> WebLogicPort 9002
> SetHandler weblogic-handler
> ErrorPage http://host.domain.com:port/error.html

> </Location>
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2.

Start the Oracle WebLogic Servers as described in Section 6.2, "Configuring SOA
Composite Applications for Two-Way SSL Communication.”

6.3.2 Configuring Certificates for Oracle Client, Oracle HTTP Server, Oracle WebLogic

Server

Export the user certificate from the Oracle HTTP Server wallet.

orapki wallet export -wallet . -cert cert.txt -dn 'CN=\"Self-Signed
Certificate for ohsl \",0U=0AS, 0=0RACLE, L=REDWOODSHORES, ST=CA, C=US"

Import the above certificate into the Oracle WebLogic Server truststore as a trusted
certificate.

keytool -file cert.txt -importcert -trustcacerts -keystore DemoTrust.jks

Export the certificate from the Oracle WebLogic Server truststore.

keytool -keystore DemoTrust.jks -exportcert -alias wlscertgencab -rfc -file
certgencab.crt

Import the above certificate to the Oracle HTTP Server wallet as a trusted
certificate.

orapki wallet add -wallet . -trusted_cert -cert certgencab.crt -auto_login_only

Restart Oracle HTTP Server.

Restart the Oracle WebLogic Servers as described in Section 6.2, "Configuring SOA
Composite Applications for Two-Way SSL Communication.”

6.4 Automatically Authenticating Oracle BPM Worklist Users in SAML
SSO Environments

In order to be automatically authenticated when accessing a second Oracle BPM
Worklist from a first Oracle BPM Worklist in Security Assertion Markup Language
(SAML) SSO environments, you must perform the following steps. Otherwise, you are
prompted to log in again when you access the second Oracle BPM Worklist. In these
environments, the first Oracle BPM Worklist is configured as the SAML identity
provider and the second Oracle BPM Worklist that you are attempting to access is
configured as the SAML service provider.

1.

Add /integration/worklistapp/* as the redirect URL for worklistapp to
the SAML service provider site's SAML2IdentityAsserter configuration as
follows.

a. In the Oracle WebLogic Server Administration Console, select Security
Realms.

b. Click the realms for the service providers.
c. Select the Providers tab, and then the Authentication subtab.

d. From the provider list, select the provider with the description SAML 2.0
Identity Assertion Provider.

If you do not see the SAML identity assertion provider configuration, follow
the instructions in Oracle Fusion Middleware Securing Oracle WebLogic Server.

e. Select the Management tab.
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f.  Under the Management tab, you can see a list of identity provider partners.
These are hosts that have been configured as the SAML identity provider
partners for this SAML identity service provider site. Remember that this
configuration step is performed on the identity service provider site on which
the worklist application is hosted.

g. Select the identity provider site where you want the user to perform the initial
login.

h.  Scroll down the page until you see the field Redirect URIs.
i. Add/integration/worklistapp/* to the list.

After performing this step, you can log in to Oracle BPM Worklist at the SAML
identity provider site though the regular URL of /integration/worklistapp.
If necessary, you can then navigate to the URL
/integration/worklistapp/ssologin at the SAML service provider site,
where you gain access to Oracle BPM Worklist and are automatically
authenticated.

For more information on SAML2IdentityAsserter and configuring SSO with
Web browsers and HTTP clients, see Oracle Fusion Middleware Securing Oracle
WebLogic Server.

6.5 Automatically Authenticating Oracle BPM Worklist Users in Windows
Native Authentication Environments

For Windows native authentication through Kerberos to work with Oracle BPM
Worklist, you must use the /integration/worklistapp/ssologin protected
URL. For example, after configuring Windows native authentication, you access
Oracle BPM Worklist as follows:

http://host_name.domain_name:8001/integration/worklistapp/ssologin

For information on configuring SSO with Microsoft clients, see Oracle Fusion
Middleware Securing Oracle WebLogic Server.

6.6 Listing Oracle Internet Directory as the First Authentication Provider

The Oracle BPM Worklist and workflow services use Java Platform Security (JPS) and
the User and Role API. For this reason, the Oracle Internet Directory authenticator
must be the first provider listed when workflow is used with Oracle Internet
Directory. If Oracle Internet Directory is not listed first (for example, it is listed below
DefaultAuthenticator), login authentication fails.

For information about changing the order of authentication providers, see Oracle
Fusion Middleware Securing Oracle WebLogic Server.

6.7 Switching from Non-SSL to SSL Configurations with Oracle BPM

Worklist

Switching from non-SSL to SSL configurations with Oracle BPM Worklist requires the
Frontend Host and Frontend HTTPS Port fields to be set in Oracle WebLogic Server
Administration Console. Not doing so results in exception errors when you attempt to
create to-do tasks.

1. Log in to Oracle WebLogic Server Administration Console.
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In the Environment section, select Servers.
Select the name of the managed server (for example, soa_serverl).

Select Protocols, then select HTTP.

a k& ® N

In the Frontend Host field, enter the host name on which Oracle BPM Worklist is
located.

@

In the Frontend HTTPS Port field, enter the SSL listener port.
7. Click Save.

6.8 Configuring Security for Human Workflow WSDL Files

If the WSDL files for human workflow services are not exposed to external consumers,
then set the flag that exposes the WSDL to false for each of the services:

<expose-wsdl>false</expose-wsdl>

For more information, see Oracle Fusion Middleware Developer’s Guide for Oracle Web
Services.

6.9 Configuring SSL Between SOA Composite Application Instances and
Oracle WebCache

The Test Web Service page, in an Oracle WebCache and Oracle HTTP Server
environment, may need to communicate back through Oracle WebCache. Therefore,
SSL must be configured between the SOA composite application instance and Oracle
WebCache (that is, export the user certificate from the Oracle WebCache wallet and
import it as a trusted certificate in the Oracle WebLogic Server truststore).

6-6 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite



7

Monitoring SOA Composite Applications

This chapter describes how to monitor instances and faults in SOA composite
applications.

This chapter includes the following topic:
= Section 7.1, "Monitoring SOA Composite Application Recent Instances and Faults"

For more information, see Section 1.2.2, "Understanding SOA Composite
Applications."

7.1 Monitoring SOA Composite Application Recent Instances and Faults

You can monitor SOA composite application recent instances and faults from the SOA
composite application Dashboard page. This page provides a high-level overview of
the most recent state of the application.

To monitor SOA composite application recent instances and faults:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. In the Composite section, select a
specific SOA composite application.

2. Click Dashboard (if it is not already selected).
The upper part of the Dashboard page displays the following details:

= A summary of composite life cycle states at the top of the Dashboard page,
such as the number of running instances, total instances, and mode of the
composite (active or retired).

= Recent SOA composite application instances, including the instance ID, name,
conversation ID, state (for example, faulted or completed), and start time.

= Recent faults and rejected messages, including the error message, whether or
not you can recover from the fault, the time at which the fault occurred, the
fault location (service, service component, or reference), the instance ID of the
SOA composite application, and a link to log files describing the fault.
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{F TestResubmit [2.0]® Lagged in as weblogic|
|3 508 Composite Page Refreshed Mar 23, 2009 7:40:37 AM POT
Running Instances 0 | Total 7 | Active | Retire ... Shut Down, . Test = Settings.., v & Related Links
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®
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Shaw Only Running Instances [ Running 0 Total 7
Instance ID Mame Conwversation 1D State Start Time
7 B o Mar 23, 2009 12:52:00 AM
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4 7 - Mar 23, 2009 12:51:40 AM
3 g - Mar 23, 2009 12:51:35 AM
55 Show all

EIRecent Faults and Rejected Messages

Show only syskem Faulks

Composite Instance

Error Message Recovery Fault Time Fault Location 0 Logs
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@) Exception occured when binding was invoke & Recover..., Mar 23, 2009 12:51:45 AM <& FileInToFileout 5 G|
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@ Exception occured when binding was inwaoke Mat 23, 2009 12:51:36 AM IiJﬁFiIeOut 3 ]

) Exception occured when binding was invoke  § Recover... Mar 23, 2009 12:51:35 AM <EFilelnToFileout 3 G}

@) Exception occured when binding was invoke Mar 23, 2009 12:51:532 AM t8Filecut z B &
% Show Al

3. In the Recent Instances section, perform the following tasks:

a. In the Instance ID column, click a specific instance ID to receive all instance
details (flow trace and individual component audit trails) about the composite
application. This displays the faults in the continuous context of a message

flow from instance to instance.

Note: If you disable the Capture Composite Instance State check
box, the Recent Instances section does not show instances in need of
fault recovery as running. However, these instances in need of
recovery are still running and display in the Recoverable column of
the Component Metrics section of this page, regardless of whether the

instances state is captured or not.

b. Click Show All below the section to access the Instances page of the SOA

composite application.

4. In the Recent Faults and Rejected Messages section, perform the following tasks:

a. In the Error Message column, click an error message to display complete
information about the fault. If the fault is identified as recoverable, click the

Recover Now link to perform fault recovery.

In the Recovery column, if a fault is identified as recoverable, click Recover to
perform fault recovery at the component instance level.

In the Fault Location column, click a specific location to access the Dashboard
page for the service, service component, or reference.
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ElComponent Metrics

Mame

@F\pprwalTask
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d. In the Composite Instance ID column, click a composite instance ID to access
the flow trace of the message that contains the fault. This displays the faults in
the continuous context of a message flow from instance to instance.

e. In the Logs column, click a specific log to access the Log Messages page
filtered for the specific faulted instance.

f. Click Show All below the section to access the Recent Faults and Rejected
Messages page of the SOA composite application.

The lower part of the Dashboard page displays the following details:

s The name and type of service components used in this SOA composite
application, the number of running and total instances, and the number of
recoverable and nonrecoverable faulted instances for each service component.

s The name and type of service (inbound) and reference (outbound) binding
components used in this SOA composite application, the number of binding
component faults, the total messages processed, and the average message
processing time.

Faulted Instances

ElServices and References

Mame

Iﬂ,’:‘EcIient

I?!’55OrcleI'Full‘illrnent_ep

ot j=ps
IIJ5FECIE>C

¥ cerrdreTnfn

Companent Type Tatal Instances Running Instances
Recoverable MNon Recoverable
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S 1] o] 5
Decision Service u] a u] 1]
Pediabar 2 n n n
Type Faults Total Messages Average Processing Time (sec)
Service 0 7 0.269
Service 0 2 1.394
Reference 0 ] 0.000
Reference 0 ] 0.000
Refrrenre 4 n n.onn ¥

The Faulted Instances columns of the Component Metrics section count faults
that are recoverable and nonrecoverable. Component instances associated with a
recoverable fault are not considered faulted. These instances are considered to be
running because they have not reached the end of the life cycle. These instances
can be recovered through a recovery option such as retry, rethrow, abort, and so
on. This count can differ from the Recent Instances section of this page and the
Faults and Rejected Messages page, which list faults without making a distinction
between recoverable and nonrecoverable.

In the Name column of the Component Metrics section, click a service
component. This displays its home page for viewing specific details about
instances, faults, and policies.

In the Name column of the Services and References section, click a service or
reference. This displays its home page for viewing specific details about instances,
faults, policies, rejected messages, and message header configuration properties.

Note: You can also go to the Instances tab and the Faults and
Rejected Messages tab of the SOA Infrastructure to monitor instances
and faults across all deployed composites, respectively. From there,
you can click a specific composite for additional details.

Monitoring SOA Composite Applications 7-3



Monitoring SOA Composite Application Recent Instances and Faults

For more information, see the following sections:

Section 1.2.3, "Understanding SOA Composite Application Instances"

Section 1.2.4, "Understanding Service Components and Service Component
Instances"

Section 1.2.5, "Understanding Binding Components"

Section 8.5, "Recovering from SOA Composite Application Faults at the SOA
Infrastructure Level"

Section 8.6, "Recovering from SOA Composite Application Faults in the
Application Home Page"
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Managing SOA Composite Applications

This chapter describes how to manage SOA composite applications, including
initiating a test instance of an application; managing faults, policies, and instance
states; and testing SOA composite applications.

This chapter includes the following topics:
»  Section 8.1, "Initiating a SOA Composite Application Test Instance”
= Section 8.2, "Managing the State of Deployed SOA Composite Applications"

= Section 8.3, "Monitoring and Deleting SOA Composite Application Instances from
the Application Home Page"

= Section 8.4, "Monitoring and Deleting SOA Composite Application Instances at the
SOA Infrastructure Level"

»  Section 8.5, "Recovering from SOA Composite Application Faults at the SOA
Infrastructure Level"

= Section 8.6, "Recovering from SOA Composite Application Faults in the
Application Home Page"

= Section 8.7, "Testing SOA Composite Applications"
= Section 8.8, "Managing SOA Composite Application Policies"

= Section 8.9, "Deleting Large Numbers of Instances"

Note: The procedures in this guide describe how to access Oracle
Enterprise Manager Fusion Middleware Control Console pages from
the SOA Infrastructure menu, soa-infra icon in the navigator, and
SOA Composite menu. You can also access many pages from the
Farm home page. For more information, see Section 2.2.5, "Navigating
to the SOA Infrastructure or SOA Composite Application Home
Page."

8.1 Initiating a SOA Composite Application Test Instance

This section describes how to initiate a test instance of a deployed SOA composite
application.

To initiate a SOA composite application test instance:

1. Access this page through one of the following options:
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From the SOA Folder in  From the Composite

From the SOA Infrastructure Menu... the Navigator... Menu...
1.  Select Home. 1. Under soa-infra, 1. Select Test Service
select a specific SOA > client.

2. tS:llect the Deployed Composites composite application.
2. At the top of the page,

3. In the Composite section, select a click Test.

specific SOA composite
application.

4. At the top of the page, click Test.

Note: The Test button is disabled in the following situations:
s The SOA composite application revision is stopped or retired.

s There are no Web services available for the application. Only
composites having services with Web service bindings can be
tested from this page.

2. If the composite includes multiple services, the Test button has a drop-down list
to select the service to test.

The Test Web Service page for initiating an instance appears.

This page provides many options for initiating an instance. At a minimum, you
must specify the XML payload data to use in the Input Arguments section.

The WSDL file and endpoint URL are populated automatically based on the
service you selected to test. The endpoint URL is derived from the WSDL and can
be overridden to invoke that service at a different location. If the service selected
has multiple ports, a drop-down list is displayed. Otherwise, the port of the
current service is displayed.

#f3 504 Composite Page Refreshed Apr 28, 2009 5:21:43 PM FDT |

Test Web Service (@) | Test'Web Service
IUse this page bo test ary WSOL, including 'WSDLs thak are nat in the Farmn, Tao test a Web service, enter the WSDL and click Parse
WSDL, When the page refreshes with the WSDL details, First select the Service,then select the Port, and then select the
Cperation thak wou wank to test, Specify any input parameters, and dick Test Web Service.

WSDL | hekp: fimyvhost, us.oracle. com: 8001 soa-infrafservices def ault )FaultFlow client ?wSOL %
Parse W3DL
HTTP Basic Auth Option For WSDL Access

Service  Flow
Port  FlowPark
Cperation | nitiate v

Endpoint URL | http: /rvhost, s, oracle, comi 8001 fsoa-infraservices def ault [FaultFlow/ client Edit Endpoint URL

3. Accept the default values for these fields or provide values appropriate to your
test environment.

4. If you change the WSDL file, click Parse WSDL to reload the WSDL file.

If the WSDL URL does not contain the revision number, it is processed by the
default composite application. For example, if there are two revisions of a
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composite application named HelloWorld, then the following endpoints are
exposed by them:

m http://host:port/soa-infra/services/default/HelloWorld!1l.0/c
lient

m http://host:port/soa-infra/services/default/HelloWorld!2.0/c
lient

However, if the WSDL specified for Web service invocation does not contain the
revision details (for example,
http://host:port/soa-infra/services/default/HelloWorld/client
), it is processed by the composite revision that is set as default.

5. If you want to edit the endpoint URL, click Edit Endpoint URL and make
appropriate changes.

The lower part of the Test Web Service page consists of the Request tab. This tab
enables you to specify security, quality of service, HT'TP transport, stress testing
options, and XML input arguments:

Request Response

Security
() WSS Username Token () HTTP Basic Auth () Custom Policy  (3) Mone

Quality of Service

Wwe-Rr (5 waDL Default CdMone () Custom mTOM (% WwsDL Default i Mone ) Custom
Folicy 1URI Falicy LRI

wi-pddressing ) W3DL Defaulk CONone () Custom
Folicy 1URI

HTTP Transport Options

Enable SO4P Action
SOAP Action |jnikiake

Additional Test Options
Enable Stress Test [

Concurrent Threads 5
Loops pet Thread 10
Delay in Miliseconds 1000

Input Arguments

Tree View

Mame Type Value
* customerMame skring
* cuskomerge ink
* customerAnnuallncome double

* ciky string

The Security section includes the following fields for passing security properties
with messages.

Field Description

WSS Username Token Inserts a WS-Security SOAP header. The Username field is
required, and the Password field is optional.
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Field Description

Http Basic Auth Inserts the username and password credentials in the HTTP
transport header. Both the Username and Password fields are
required.

Custom Policy Uses a custom policy to authenticate the user (specifies the URI
for the custom policy). The Username and Password fields are
optional.

None Select to not specify security credentials. This is the default
selection.

6. Accept the default values for these fields or provide values appropriate to your
test environment.

The Quality of Service section includes the following fields. Oracle Fusion
Middleware uses a policy-based model to manage Web services. A policy applies
behavior requirements to the delivery of messages. For additional details about
using the Test Web Service page, see Oracle Fusion Middleware Security and
Administrator’s Guide for Web Services.

Field Description

WS-RM Select one of the following options for testing WS-Reliable Messaging
(RM) protocol policies. Reliable messaging policies support this
protocol, which guarantees the end-to-end delivery of messages.

s WSDL Default: Executes the default behavior of the WSDL. For
example, if the WSDL contains a reference to a WS-RM policy,
then the policy is enforced. If the WSDL does not contain a
reference to a WS-RM policy, then reliable messaging is not tested.

= None: No policy for WS-RM is tested even if the WSDL contains a
reference to a policy.

= Custom: Enforces a custom policy. Specify the URI of the custom
policy in the Policy URI field. If a WS-RM policy is referenced in
the WSDL, it is ignored, and the policy specified in the Policy URI
field is used instead.

MTOM Select one of the following options for testing Message Transmission
Optimization Mechanism (MTOM) policies. MTOM policies ensure
that attachments are in MTOM format, a format for efficiently sending
binary data to and from Web services.

s WSDL Default: Executes the default behavior of the WSDL. For
example, if the WSDL contains a reference to an MTOM policy,
then the policy is enforced. If the WSDL does not contain a
reference to an MTOM policy, then MTOM is not tested.

= None: No policy for MTOM is tested, even if the WSDL contains a
reference to a policy.

= Custom: Enforces a custom policy. Specify the URI of the custom
policy in the Policy URI field. If an MTOM policy is referenced in
the WSDL, it is ignored, and the policy specified in the Policy URI
field is used instead.
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Field

Description

WS-Addressing

Select one of the following options for testing WS addressing policies.
WS addressing policies verify that SOAP messages include
WS-Addressing headers in conformance with the WS-Addressing
specification.

= WSDL Default: Executes the default behavior of the WSDL. For
example, if the WSDL contains a reference to a WS-Addressing
policy, then the policy is enforced. If the WSDL does not contain a
reference to a WS-Addressing policy, then WS-Addressing is not
tested.

= None: No policy for WS-Addressing is tested even if the WSDL
contains a reference to a policy.

= Custom: Enforces a custom policy. Specify the URI of the custom
policy in the Policy URI field. If a WS-Addressing policy is
referenced in the WSDL, it is ignored, and the policy specified in
the Policy URI field is used instead.

7. Accept the default values for these fields or provide values appropriate to your
test environment.

The HTTP Transport Options section includes the following fields.

Field

Description

Enable SOAP Action

SOAP Action

Specifies whether the WSDL soap: operation has a soapAction
attribute. This flag is enabled if a soapAction attribute exists. If you
do not want to send a request with the SOAP action HTTP header, then
clear the check box.

Displays the soapAction attribute of the WSDL soap: operation, if
one exists. You may specify a different SOAP action in this text box.

8. Accept the default values for these fields or provide values appropriate to your
test environment.

The Additional Test Options section includes the following fields. This section
provides a simple stress test that simultaneously invokes multiple instances.

Note: This is not a real stress test tool. Therefore, do not enter huge
values for both concurrent threads and the number of times to invoke
the operation. Doing so can result in errors.

Field

Description

Enable Stress Test

Concurrent Threads

Loops per Thread

Delay in
Milliseconds

Click Enable to create a simple stress test. With this enabled, no
conversation ID is displayed.

Enter the number of concurrent threads on which the invocations
should be sent. The default is 5 threads.

Enter the number of times to invoke the operation. The default is 10
times.

Specify the delay of milliseconds to wait between operation
invocations. The default is 1000 milliseconds (1 second).

9. Accept the default values for these fields or provide values appropriate to your
test environment.
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The Input Arguments section includes the following options for entering XML

payload data.
Field Description
Tree View Displays a graphical interface of text fields in which to enter
information. This option automatically generates the required headers
and XML structure.
XML View Displays the XML file format for inserting values. You can paste the

raw XML payload of your message into this field.

Note: If you are using Oracle Enterprise Manager Grid Control
Console, you can save the payload you enter. This feature is not
available with Oracle Enterprise Manager Fusion Middleware Control
Console.

10. Click Test Web Service.

The test results appear in the Response tab upon completion.

Request Response

Test Status Passed
Response Time (ms) 5473
Tree Wiew v
Launch Message Flow Trace
Mame Tvpe Walug
= payload payload
result skring Hello Joe

Note: The Response tab does not display payload data if you are
performing a stress test or are testing an asynchronous service.

11. Click Launch Message Flow Trace to access the flow trace of the instance.

12. To return to the composite home page, click the name of the composite that
appears at the top of the page or select Home from the composite target menu.

13. Return to the Dashboard page of the SOA composite application.

The Recent Instances table lists recent SOA composite application instances. Each
created instance has its own unique ID.

For more information, see the following sections:

= Section 1.2.3, "Understanding SOA Composite Application Instances" for
conceptual details about instances

= Section 1.3.3.2, "Understanding Policies" for an overview of policies

»  Oracle Fusion Middleware Security and Administrator’s Guide for Web Services for
specific details about policies and testing Web services from the Test Web Service

page
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8.2 Managing the State of Deployed SOA Composite Applications

You can manage the life cycle state of deployed SOA composite applications from
either of two pages:

= From the Deployed Composites page of the SOA Infrastructure, which lists all
SOA composite applications deployed to the SOA Infrastructure

= From the application home page of a specific SOA composite application (all tabs)
The management tasks that you can perform are based on the page you are on.

Table 8-1 provides details.

Table 8—1 Application State Actions

Perform in the Deployed

Composites Page of the SOA Perform on the Application
Action Infrastructure? Home Page (All Tabs)?
Shut Down and  Yes Yes
Start Up
Retire and Yes Yes
Activate
Set as Default  Yes = No: If only one version of the
composite application is set as
the default.
= Yes: If there are multiple
versions of the same
composite application, this
option is visible for all other
versions of the same
composite expect the one that
is the default.
Deploy Yes Yes (through the Composite menu
by selecting SOA Deployment >
Deploy Another Composite)
Undeploy Yes Yes (through the Composite menu
by selecting SOA Deployment >
Undeploy)
Redeploy Yes Yes (through the Composite menu
by selecting SOA Deployment >
Redeploy)
Test No Yes
Composite No Yes
Audit Level
Payload No Yes
Validation
Show WSDL No Yes
and Endpoint
URI (icon)
Show XML No Yes

Definition (icon)

See the following section based on the action you want to perform:

= Section 8.2.1, "Managing the State of All Applications at the SOA Infrastructure
Level"
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Section 8.2.2, "Managing the State of an Application from the SOA Composite
Application Home Page"

For more information, see Section 1.2.2, "Understanding SOA Composite
Applications."

8.2.1 Managing the State of All Applications at the SOA Infrastructure Level

You can manage the state of all SOA composite applications from the Deployed
Composites page at the SOA Infrastructure level.

To manage the state of all applications at the SOA Infrastructure level:

1. Access this page through one of the following options:
From the SOA From the SOA Folder in the  From the SOA Composite
Infrastructure Menu... Navigator... Menu...
1. Select Home. 1. Click soa-infra. 1. Select SOA Infrastructure.
2. C(Click the Deployed Composites tab.
The Deployed Composites page displays the following details:
= A utility for searching for a specific SOA composite application by specifying
a full or partial composite name and clicking Search.
= Alist of all SOA composite applications deployed in the SOA Infrastructure,
including their current mode (active or retired), number of instances, number
of faulted instances, and last modification date (deployment time,
redeployment time, or any composite configuration change). The green dot to
the left of the name indicates that this is the default revision of the application.
ﬁ soa-infra @ Logged in as weblogic |
E% S04 Infrastructure + Page Refreshed Feb 18, 2009 2:52:13 PM PST (]
Dashboard Instances | Faulks and Rejected Messages
The Following S0 composite revisions are currently deploved, To deploy a new composite revision, click Deplov. Ta perform additional tasks, select a .é)
composite and click the appropriate button. =
E8earch
Composite

Shiow anly active compasites [

Seatch || Reset

Vigw v Stark Up... | Activate ... | Set As Default ... Deploy... | Undeploy... | Redeplov...

Composite Status  Mode Instances Faults Last Modified Date
@ FODOrderProcessingComposite [1.0] ﬁ Active 2 4 Feb 18, 2009 2:16:46 AM
@ AutoloanComposite [1.0] ﬁ Active i} 0 Feb 17, 2009 12:26:40 AM
@ FaultFlow [1.0] ﬁ Active 200 199 Feb 16, 2009 10:37:12 PM
@ RecoveryUnitTest [1.0] ﬁ Active 1 0 Feb 16, 2009 3:34:55 AM
@ CompositeTest [1.0] ﬁ Active 81 1 Feb 16, 2009 3:31:09 AM
@ EventMediatorDema [1.0] ﬁ Active 17 36 Feb 15, 2009 10:48:23 PM
@ FabricTestSimple [1.0] ﬁ Active 27 0 Feb 15, 2009 10:40:53 PM
@ TestResubmit [2.0] ﬁ Active 26 52 Feb 15, 2009 3:51:33 PM

Note: To always see the latest details about deployed SOA
composite applications, click the Refresh icon in the upper right
corner or navigate away from this page and return to it.

8-8 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite



Managing the State of Deployed SOA Composite Applications

3. Click Deploy to deploy a new application. For all other options listed above the
Composite section, first select the composite application by clicking the column to
the left of the name, then select a specific option to perform.

@ TestResubmit [Z.0]

The following table describes the available options.

Action

Description

Shut Down

Shuts down a running SOA composite application revision. Any request
(initiating or a callback) to the composite is rejected if the composite is shut
down.

Note: The behavior differs based on which binding component is used. For
example, if it is a web service request, it is rejected back to the caller. A JCA
adapter binding component may do something else in this case (for example,
put the request in a rejected table).

This option displays when the composite application has been started.

Start Up

Restarts a composite application revision that was shut down. This action
enables new requests to be processed (and not be rejected). No recovery of
messages occurs.

This option displays when the composite application has been stopped.

Retire

Retires the selected composite revision. If the process life cycle is retired, you
cannot create a new instance. Existing instances are allowed to complete
normally.

An initiating request to the composite application is rejected back to the
client. The behavior of different binding components during rejection is as
described above for the shut down option.

A callback to an initiated composite application instance is delivered
properly.

This option displays when the composite application is active.

Activate

Activates the retired composite application revision. Note the following
behavior with this option:

= All composite applications are automatically active when deployed.

= Other revisions of a newly deployed composite application remain active
(that is, they are not automatically retired). If you want, you must
explicitly retire them.

This option displays when the application is retired.

Set As Default

Sets the selected composite application revision to be the default. Default
revisions are indicated by a green dot in the Composite table. If a new
request comes in for a specific composite application revision, that composite
application revision is invoked. If a new request comes in without specifying
a revision, the default revision is invoked. The default revision does not
change when a composite application is retired. The default revision is
changed automatically when a default composite application revision is
undeployed.

The default composite revision also changes automatically when you
redeploy a composite. The newly redeployed revision automatically becomes
the default revision, unless at the time of redeployment you specify to keep
the previous default revision unchanged.

Note that inbound adapters are only activated on the default revision.
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Action Description

Deploy Deploys a revision. Deployment activates the composite application in the
SOA Infrastructure. Use this selection when you want to deploy:

= A new SOA composite application for the first time

= A new revision (for example, 2.0) of a SOA composite application that
has a different revision that is currently deployed (for example, 1.0). This
option enables both revisions 1.0 and 2.0 to be deployed at the same time.

If you specify a revision that exists, you receive an error. You must change
this revision outside of the Deploy SOA Composite wizard.

Note: Deploying multiple SOA composite applications at the same time is
supported.

For more information, see Section 5.1, "Deploying Applications."

Undeploy Undeploys the selected composite application revision. The consequences of
this action are as follows:

= You can no longer configure and monitor this revision of the composite
application.

= You can no longer process instances of this revision of the composite
application.

= You cannot view previously completed processes.

= The state of currently running instances is changed to stale and no new
messages sent to this composite are processed.

= If you undeploy the default revision of the composite application (for
example, 2.0), the next available revision of the composite application
becomes the default (for example, 1.0).

Note: Undeploying multiple SOA composite applications at the same time is
not supported.

For more information, see Section 5.3, "Undeploying Applications."

Redeploy Redeploys an existing revision of a SOA composite application. The
consequences of this action are as follows:

= A new version of a revision of a currently deployed SOA composite
application is redeployed (for example, old version 1.0 is redeployed as
new version 1.0).

s The older, currently-deployed version of this revision is removed
(overwritten).

= If the older, currently-deployed version of this revision has running
instances, the state of those instances is changed to stale.

For more information, see Section 5.2, "Redeploying Applications."

For more information, see Section 1.3.3.3, "Understanding the Life Cycle State of
SOA Composite Applications."

8.2.2 Managing the State of an Application from the SOA Composite Application Home
Page

You can manage the state of an individual SOA composite application from the
application’s home page.

To manage the state of an application from the SOA composite application home page:

1. Access this page through one of the following options:
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From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. Select a specific SOA composite
application.

The Dashboard of the selected SOA composite application is displayed (for this
example, AutoLoanComposite).

¢ AutolocanComposite [1.0] @ Logged in as weblogic|
o3 504 Composite = Page Refreshed Feb 21, 2009 7115113 PM PST
Running Instances O | Tokal 1 | Active  Refire ... Shut Down, .. Test Settings... - @_’}, ﬁ Related Link:

Instances | Faulks and Rejected Messages | Unik Tests | Policies

EIRecent Instances

Shaw Only Running Instances [ Running © Total 1
Instance I Mame Canversation ID State Start Time
10066 1235037191885 & Faulted Feb 19, 2009 Z:16:43 AM
5 Show Al

EIRecent Faults and Rejected Messages

Show only swstem Faults

Etror Message Recowvery Fault Time Fault Location ;:DDmDDS'tE Istemee Logs

Mo Faulks Found

Note: The Total field of the Recent Instances section sometimes
does not display the correct number of total instances despite
instances having completed successfully. In these cases, click the
Refresh icon in the upper right corner to view the actual number of
total instances.

2. From the list of options at the top of the page, select a specific action to perform.
These options also display at the top of the Instances, Faults and Rejected
Messages, Unit Tests, and Policies pages of the SOA composite application.

Action Description

Shut Down See the table under Step 3 on page 8-9 for a description of this option.
Start Up See the table under Step 3 on page 8-9 for a description of this option.
Retire See the table under Step 3 on page 8-9 for a description of this option.
Activate See the table under Step 3 on page 8-9 for a description of this option.
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Action Description

Settings: Sets the level of audit tracking to perform at the SOA composite application
Composite level. This setting can override the audit level defined at the SOA

Audit Level Infrastructure level. By default, the value is Inherit, which does not override

the SOA Infrastructure level setting.

If you select to set the audit tracking level, the following options are
available:

= Inherit: Logging is equal to the SOA Infrastructure audit level that you
set on the SOA Infrastructure Common Properties page. This is the
default setting.

= Production: Minimal information for SOA composite application
instances is collected. For example, the BPEL process and Oracle
Mediator service engines do not capture the payload. Therefore, the
payload details are not available in the flow audit trails. The BPEL
service engine collects payload details for all activities except assign
activities. This level is optimal for most normal operations and testing.

= Development: Complete information for SOA composite application
instances is collected. This option allows both composite instance
tracking and payload tracking. This setting may impact performance
because the payload is stored at each step in the message flow. This
setting is useful for debugging purposes.

= Off: No logging is performed. Composite instance tracking and payload
tracking information are not collected.

Setting audit level tracking at the SOA composite application level overrides
the same tracking set at the SOA Infrastructure level. By default, the settings
are the same at the SOA composite application and SOA Infrastructure
levels. SOA composite application settings are automatically changed when
the global SOA Infrastructure settings are changed. By choosing any other
setting at the SOA composite application level, you are overriding the
inherited settings.

One form of overriding is when you explicitly select the same local
composite value that happens to be the current global value. If the SOA
Infrastructure setting is then changed, this specific composite does not
inherit the new value. For example, assume the SOA Infrastructure setting is
Off. Therefore, all composites have their audit tracking set to Off. Then, you
explicitly set composite XYZ to Off. Then, go to the SOA Infrastructure and
change the setting to Production. The tracking levels for all composites are
now Production; except for XYZ, which is still set to Off.

Note the following impact of instance tracking changes on message flows
that span several SOA composite applications. For example, a composite
invoking another composite through a reference binding component or an
event published in one composite and subscribed to in another composite.

= If an intermediate composite has disabled instance tracking, then a
single message flow across multiple composite instances appears as
separate, unconnected flows. For example, assume a message flows
through composites C1, C2, and C3. C1 and C3 have enabled instance
tracking, while C2 has disabled it. Two separate flows for C1 and C3
display in Oracle Enterprise Manager.

= Sources or targets of events or messages may not display. For example,
assume you have two composites: C1 and C2. If C1 has disabled
instance tracking, the flow trace does not display the origin of message
flow and makes it appear as if C2 was directly invoked.

Settings: Validates the XML schema-based payload at the inbound and outbound
Payload points of the composite revision. If you enable payload validation and there
Validation is an invalid payload (that does not follow the schema), a fault is generated

for that message.

The exception to this is the response message of a synchronous service. That
message is not validated, even with payload validation enabled. Note that
the inbound message is still validated; only the outbound message is not.

8-12 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite



Monitoring and Deleting SOA Composite Application Instances from the Application Home Page

Action Description

Test Enables you to initiate a test instance from the Test Web Service page.

Note: This button is disabled when the SOA composite application is
stopped or retired. This is because you cannot create an instance for a
stopped or retired application. This button is also disabled when there are
no Web services available for the application. Only composites having
services with Web service bindings can be tested from this page.

For more information, see Section 8.1, "Initiating a SOA Composite
Application Test Instance."

Show WSDL Click to display the endpoint addresses and WSDLs of all external services
and endpoint  for this SOA composite application.
URI (icon)

Show Click to show the XML definition of the SOA composite application.
Composite

XML Definition

(... icon)

For more information, see the following sections:

= Section 1.3.3.3, "Understanding the Life Cycle State of SOA Composite
Applications"

s Section 3.1, "Configuring SOA Infrastructure Properties”

8.2.3 Starting and Stopping a Managed Oracle WebLogic Server

If you start and stop a managed Oracle WebLogic Server on which the SOA
Infrastructure is deployed in the middle of BPEL processing in a SOA composite
application, note the following issues:

= For synchronous BPEL processes

The whole scenario is synchronous and the instances that are in a running state
(after server restart) are pending in the BPEL wait activity. Therefore, the flow
thread ends with the server (while sleeping in the wait activity). When the server
is restarted, the same instance is not restarted because the flow is synchronous.
Therefore, these instances always remain in a running state because no processing
can happen on these after server restart.

= For asynchronous BPEL process

If server shutdown occurred in the middle of a BPEL invoke activity, the messages
received by BPEL are not handled. BPEL does not automatically recover these
messages during restart; these must be recovered manually using facade API calls.

8.3 Monitoring and Deleting SOA Composite Application Instances from
the Application Home Page

Section 8.2, "Managing the State of Deployed SOA Composite Applications" describes
how to manage the life cycle state of SOA composite applications. You can also
monitor and delete specific SOA composite application instances from the Instances
page of the application home page.

To monitor and delete SOA composite application instances from the application
home page:

1. Access this page through one of the following options:
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From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. Select a specific SOA composite
application.

2. Click the Instances tab.
The Instances page displays the following details:

= A utility for searching for a specific instance by specifying a criteria and
clicking Search.

= SOA composite application instance ID, name, conversation ID, most recent
known state of each instance since the last data refresh of the page (for
example, completed successfully, running, unknown, and so on), instance
start time, and a log file describing any faults. A unique instance ID is created
whenever a new instance of a SOA composite application is initiated either
automatically by an external consumer of the application or manually by an
administrator from the Test Web Service page.

If a ? icon is displayed, the Capture Composite Instance State check box was
not enabled on the SOA Infrastructure Common Properties dialog. Therefore,
the instance state was not evaluated. Determining the composite instance state
requires evaluating the states of the underlying component, Therefore, this
can be disabled to improve performance.

1p TestResubmit [2.0] @ Logged in as weblogic |
#fj soa Composite Page Refreshed Apr 6, 2009 9:27:50 Al POT )
Running Instances 0 | Tokal 10 | Active | Retire ... Shut Down... Test = Settings... * (ﬁ Related Links +

Dashboard | Imstances | Faulks and Rejected Messages | Unik Tests | Policies

Instances of this S04 composite are listed below, There may be more instances in the database than shown in this page. Also when composite audit tracking is
disabled, component instances may be created within the composite without its own instances, Click Delete with Options to purge the instances from the database,

=I5earch
Instance ID
Mame

Conversation ID

Skart Time: From EE}) {UTC-08:00) US Pacific Time:
Statt Time To [y (UTC-08:00) US Pacific Time
Search || Reset
Showe | Any A
View v 32 Delete Selected .. 3€ Delete With Options ... abort...
Instance I Mame Conversation ID Skate Skart Time £ Logs
35 1xXn9lAD_StdMSFlkar 7 Apr &, 2009 12:10:43 AM ] A
37 [y8xSzvNSSEDAUFMY § - Apr &, 2009 12:10:38 &M B
36 HaglPo71KS40OREFC] § - Apr 6, 2009 1210233 AM B
35 SHzBofkYEWFEqQDOe § - Apr 6, 2009 12:10:28 &M B
34 ObtMrwewGIPMy T - Apt 6, 2009 12:10023 AM ]
33 81-yQLMpUxBskGpl & — Apr 6, 2009 12:09:48 &M B
32 wikeaswdxsDourk T - Apr 6, 2009 12:09:43 &M [F
31 vtUadbdiES3QROE0; § - Apr 6, 2008 12:0058 M B
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Note: It is possible to generate orphaned service component
instances. These instances are generated without any associated
composite application instances. The orphaned component instances
are generated under the following circumstances:

»  The SOA Infrastructure audit level is set to Off or the composite
audit level is set to Off. Even in such cases, the BPEL process
service engine can generate instance data for the service
components that are included in the SOA composite application.

s The SOA Infrastructure audit level is set to Off. However, the
BPEL process or Oracle Mediator service engine audit level is set
to a value other than the Off.

s All the audit levels are set to Off, but some faults are generated in
one of the service engines. In these cases, the component instance
gets generated.

To delete orphaned instances or large numbers of instances, use the
PL/SQL purge script described in Section 8.9, "Deleting Large
Numbers of Instances." Selecting the Delete All Instance options in
the Delete with Options dialog also deletes orphaned component
instances. However, this method is not recommended for deleting
large numbers of instances (for example, thousands), as the operation
times out.

If composite sensors are included in your SOA composite application, the
Instances tab has the following differences:

The Add Fields button appears next to Search and Reset in the search utility.
This button enables you to add sensor values to your search criteria.

A Composite Sensors column appears to the Instances table. Click the sensor
icon in that column to display the details of sensor values available in a given
instance of the composite.

From the Add Fields list, select composite sensors to add to the search criteria. In
this example, four have been selected (CustomerDetails, NameSensor,
Datesensor, and Yearsensor).

Input specific values by which each sensor searches. Only the composite instances
in which the sensor values match your specified criteria are returned.
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<} SimpleIntSensor [2.0]® Logged in a5 weblogic|
#f3 508 Composite - Page Refreshed Mar 22, 2009 11:16:42 AM PDT (2
Running Instances O | Total 1| Active | Refire ... Shut Dowr. .. Test Settings... * @,, (ﬁ Related Links «

Dashboard | Imstances | Faults and Rejected Messages | Unit Tests | Policies
Al instances of this S04 composite are listed below, To incude composite sensor values in vour search for composite instances, click Add Fields,
=I5earch
Instance ID
Marne

Caonvversation ID

Skart Time From EE}) (UTC-05:00) US Pacific Time
Start: Time To E;'}) (UTC-08:00) US Pacific Time
CustomerDetails | Like (v b4
MameSensor | Equals  w ®
Datesensor | Equals hd EE}) (UTC-05:00) US Pacific Time *®
‘Yearsensor | Equals b b4
|.Search | | Reset || addFields ~
Show | Any “
Vieww 3@ Delete Selected ... 3§ Delete With Options ... Abart...
Instance IO Mame Conversation ID Stake Composite Start Time £~ Logs
Sensars
48 % Completed gl Mar 18, 2009 65513 AM &

5. Click Reset to remove all composite sensor fields from the search criteria or click
the Remove icon to the right of the field to remove an individual sensor.

6. Select a specific instance to delete by clicking a row in the Instances table. To
select multiple instances, press Ctrl-Click or Shift-Click for the rows you want to
select.

7. Select a specific action to perform.

Action Description

Delete Selected Deletes the selected instance.

After deleting an instance, instance details are no longer available for
review.

Delete with Options Prompts you to first specify a criteria for deleting the selected instance
directly from the database:

= Common Delete Options: Select a preset range of instances to
delete from a list (for example, older than 24 hours).

»s  Delete All Instances Of This Composite: Select to delete all
instances of the composite. This option deletes the rejected
messages associated and all component, service, and reference
instances associated with the composite, including those not
associated with any composite instance ID.

Note: If this composite has thousands of instances to delete, do not
use this option. Instead, use the purge script described in
Section 8.9, "Deleting Large Numbers of Instances."

= Delete All Instances That Match These Criteria: Specify a criteria
for deleting instances, including the instance ID, conversation ID,
start and stop times, and instance state.

Any selections you may have made in the Instances page (such as
specifying and executing a search criteria) are ignored for this
operation.
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Action Description

Abort Terminates the selected instance. However, instance details are still
available for review.

8. In the Instances table, perform the following additional tasks:

a. In the Instance ID column, click a specific instance ID to show the message
flow through the various service components and binding components. If an
instance ID is listed as unavailable, you can click the Unavailable link for
details.

b. In the State column, if an instance state is marked as Unknown, click it to
display more details.

c. If the Composite Sensors column is available, click a sensor icon to display
details about composite sensors included in the instance, such as name,
location, and value.

d. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

Note: Multiple revisions of a SOA composite application that
includes inbound JCA adapters are displayed as running. However,
only the most recent revision (the default version) is considered
active. All previous revisions are not considered active. This is
because for inbound JCA adapters, there can only be one active
revision of a SOA composite application at any time. The JCA adapter
endpoints in all previous revisions are de-activated.

For more information, see the following sections:
= Section 1.2.3, "Understanding SOA Composite Application Instances"

= Section 1.3.3.3, "Understanding the Life Cycle State of SOA Composite
Applications"

= Section 8.1, "Initiating a SOA Composite Application Test Instance"

8.3.1 Setting the Composite Instance Name at Design Time

You can set the instance name of a SOA composite application during design time in
Oracle Mediator and Oracle BPEL Process Manager. The instance name appears as a
Name column on the Instances page of a SOA composite application. When you
specify a search criteria on the Instances page of a SOA composite application or the
SOA Infrastructure, you can specify this name in the Name field.

8.3.1.1 Setting the Composite Instance Name in Oracle Mediator
1. Set the composite instance name through one of the following options:

s Use the setCompositeInstanceTitle(title) XPath expression function as the
source and tracking.compositeInstanceTitle as the target property name in
the Assign Value dialog.
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i Assign Yalue

From To

Tvpe; Iexpression "] Type: |pr0per_ty
P by

Expression: Property

tracking. compositelnstanceTite

med: setConpositelnstanceTitle (§in.body/inpl: CustonerData/CustonerId) boh comereationdd

bzb. documentDefinitionMarne
bzb.documentPratocaliame
bzb.documentProtocolitersion
bizb. document Typelame

bzb. fromTradingPartnerd
bzh, fromTradingPartner IdType
bzb.messageld
bzh.messageType
bzb,replyToMessageld
bzb.toTradingPartnerId
bzb.toTradingPartnerIdType
bpel.calbackPayloadref
bpel,conversationId

bpel. expiration-date
bpel.instancelndexl
bpel.instanceIndexz
bpel.instancelndexs
bpel.invokeMessageiauid

s Use the setCompositeInstanceTitle(title) XPath expression function in the
XSLT Mapper.

é Edit Function - setCompositelnstanceTitle

Define Function parameters below:
[Noke: Farameters can alse be seb through drag and drop From bree nodes)

title! Ifimpl CustonerData/CustonerTd

Examples: $varl, $pfx:paraml, 'abc’, "abc”
Press Chrl + Space For Invaoking #¥Path Building Assistant.

8.3.1.2 Setting the Composite Instance Name in a BPEL Process

1. Use the Java BPEL exec extension bpelx: exec. This extension includes the
built-in method setCompositeInstanceTitle(String title) for setting
the instance name.

For more information, see Oracle Fusion Middleware Developer’s Guide for Oracle
SOA Suite.

8.4 Monitoring and Deleting SOA Composite Application Instances at the
SOA Infrastructure Level

Section 8.2, "Managing the State of Deployed SOA Composite Applications" described
how to manage the life cycle state of all instances of a specific SOA composite
application. You can also monitor and delete any number of instances across all
deployed SOA composite applications from the Instances page of the SOA
Infrastructure home page. This page lists all SOA composite application instances
deployed to the SOA Infrastructure.
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To monitor and delete SOA composite application instances at the SOA infrastructure
level:

1. Access this page through one of the following options:

From the SOA From the SOA Folder inthe = From the SOA Composite
Infrastructure Menu... Navigator... Menu...
1. Select Home. 1. Click soa-infra. 1. Select SOA infrastructure.

2. Click the Instances tab.
The Instances page displays the following details:

= A utility for searching for a specific instance by specifying a criteria and
clicking Search.

= AllSOA composite application instances in the SOA Infrastructure, including
instance and conversation IDs, composite name and revision, SOA composite
application instance state, and instance start time.

4 soa-infra®
2= 504 Infrastructure +

Dashboard

Deployed Composites

Faults and Rejected Messages

Instances of all currently deployed S04 composites are listed below,

ElSearch

Instance 1D

Mame

Conrversation 10

Skark Time Fram

Start Time To

Logged in as weblogic|

Page Refreshed Feb 22, 2009 10:05:52 AWM PST (]

E"@ (UTC-08:00) US Pacific Time

E"@ (UTC-08:00) US Pacific Time

Search || Reset

Show | Any w

Vieww 22 Delete Selected ... 38 Delete With Options ... abort,..

Instance ID Camposite MNarme Conversation ID Skake
30011 Hellawarld [1.0] 1235271822920 " Completed Feb 21, 200¢ »
30010 YacationRequest [1.0] 1235211437505 " Completed Feb 21, 200 r

= 30009 CompasiteTest [1.0] " Completed Feb 21, 200

= 30008 CompositeTest [1.0] « Completed Feb 21, 200

® 30007 CompositeTest [1,0] " Completed Feb 21, 200%

" 30006 CompositeTest [1,0] " Completed Feh 21, 200¢

= 30005 CompositeTest [1.0] & Completed Feb 21, 200

= 30004 CompositeTest [1.0] o Completed Feb 21, 200

= 30003 CompositeTest [1.0] o Completed Feb 21, 200¢

= 30002 CompositeTest [1.0] o Completed Feb 21, 200¢

= 30001 CompositeTest [1.0] % Completed Feb 21, 200¢
20025 RecoverylnitTest [1.0] 1235125719800 @ Faulted Feb 20, 200¢<
20024 YacationRequest [1.0] 1235124080921 @ Faulted Feb 20, 200
20023 SirplewarkflowComposite [1,0] 1235123263388 @ Faulked Feb 20, 200 ha

You can also terminate and delete instances from this page.

3. Select a specific instance by clicking a row in the Instances table. To select multiple
instances, press Ctrl-Click or Shift-Click for the rows you want to select.

4. Select a specific action to perform.

Action

Description

Delete Selected

Deletes the selected instance.
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Action Description

Delete with Options Prompts you to first specify a criteria for deleting the selected instance
directly from the database.

= Common Delete Options: Select a preset range of instances to
delete from a list (for example, older than 24 hours).

= Delete All Instances That Match These Criteria: Specify a criteria
for deleting instances, including the instance ID, conversation ID,
start and stop times, and instance state

Any instance state selections you made at the top of the Instances page
are ignored for this operation.

Notes:

= If this composite has thousands of instances to delete, do not use
this option. Instead, use the purge script described in Section 8.9,
"Deleting Large Numbers of Instances."

= If you delete an instance with faults, those faults no longer display
in the Faults and Rejected Messages page.

Abort Terminates the selected instance. However, instance details are still
available for review.

Note: If you delete an instance with faults, those faults no longer
display in the Faults and Rejected Messages page. In addition, if a
terminated instance (shown as aborted) had a fault, it is not added to
the fault count.

5. In the Instance ID column, click a specific instance ID to show the message flow
through the various service components and binding components. If the instance
ID is unavailable, the message flow cannot be accessed. However, you can still
click the link for details.

6. In the Composite column, click a specific SOA composite application to access its
home page.

7. Inthe Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

8.5 Recovering from SOA Composite Application Faults at the SOA
Infrastructure Level

You can monitor and perform individual and bulk fault recoveries for BPEL process
and Oracle Mediator service components across any number of your SOA composite
applications. For BPEL process faults to be identified as recoverable, there must be a
fault policy defined that is bound to the fault (through the fault-bindings.xml
file) and which triggers the action ora-human-intervention. However, without
defining any fault policies, the fault takes its normal course as either a recoverable or
nonrecoverable fault. Examples of performing both individual and bulk recovery are
provided in this section. Human task service component or human workflow service
engine faults are recovered from the Oracle BPM Worklist.

To recover from SOA composite application faults at the SOA Infrastructure level:

1. Access this page through one of the following options:

From the SOA Infrastructure From the SOA Folder in From the SOA Composite
Menu... the Navigator... Menu...

1.  Select Home. 1. Click soa-infra. 1. Select SOA infrastructure.
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2. Click the Faults and Rejected Messages tab.

The Faults and Rejected Messages page displays the following details for all SOA
composite application faults:

= A utility for searching for a specific fault by specifying a criteria and clicking
Search. Click the Help icon for details.

= Faults and rejected messages, including the error message, whether you can
recover from the fault, the time of the fault, the SOA composite application in
which the fault occurred, the fault location, and the instance ID.

¢ soa-infra@ Logged in as weblogic|
= 504 Infrastructure » Page Refreshed Feb 22, 2009 10:08:52 &AM PST L2

Dashboard | Deploved Composites | Instances | Faults and Rejected Messages

This paage lisks Faults Frarm across all S04 composites that are currently deploved, IF a Fault is marked as Recowerable, vou can select it and choose a recovery &
action From the list, This ackion reruns the instance in which the Fault occurred and attempts to recaver From ik, You can also performn a bakch recovery by
selecting raultiple Faulks and choaosing a recovery action. For additional recovery options, click the Recoverable link For an individual Faulk, To recover From a
Human workflow Fault, select it and click Recover and then click the link to the Worklist application.

=ISearch 2
Error Message Contains Composite Instance ID
Fault ID Carmpasite Name
Faulk Time Fram E"@ (UTC-0a:00) US Pacific Time
Fault Time ko [y (UTC-08:00) US Pacific Time

Search || Reset

Show anly recoverable Faults [ Faulk Type | All Faulks -
Seleck »  View » Recovery Actions | = 38 Delete Rejected Messages. ..
Errar Message Recovery Fault Time Composite Fault Location Compreeie I
@ Exception occured when bir Feb 18, 2009 4:05:42 AM EventMediatorDemno Ii'Ba'itlrclermgger 10046 -
) Exception occured when bir Feb 18, 2009 4:05:41 &M EventMediatorDemo <SEventMediator 10046
@ “faultType=0«</FaultTvpe = Feb 18, 2009 2:45:05 M FODCrderProcessing ,ﬁFODOrdeercess 10045
@ Exception occured when bir Feb 18, 2009 2:45:05 AM FODCrderProcessing %Get@rderlnfo 10045
@ <faultType 0=/ FaultType = Feb 18, 2009 2:17:56 AM FODOrderProcessing I533,F(I)DOrcIerF‘mcess 10044
@ Exception occured when bir Feb 18, 2009 2:17:55 AM FODCrderProcessing Ii'gGet'C)rclerInFU 10044
(1) =faukType=l<fautTypex & Recover... Feb 16, 2009 10:38:52 PM FaultFlow [1.0] S FaultFlow 78z
() <faultTypes1<ffaulTypex & Recover... Feb 16, 2009 10:38:52 PM FaultFlow [1.0] g% FaultFlow 280
(T =faultTypes1</faulType> 5 Recover... Feb 16, 2009 10:35:52 PM FaultFlow [1.0] & FaultFlaw 279
(1) <faultTypes1</faultTyper & Recover... Feb 16, 2009 10:35:52 PM FaultFlow [1.0] & FaultFlow 275 v

Note: You cannot search for human workflow error messages by
entering details in the Error Message Contains field because these
faults are not persisted in the dehydration store.

Faults identified as recoverable can be recovered.

3. Select faults for recovery using one of the following options. Note that fault
recovery selection at the SOA Infrastructure level is equal to the SOA composite
application level and BPEL process and Oracle Mediator service component levels.
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For... Then...
Single fault There are three options from which to choose for single-fault recovery:
recovery

1. Click the row of the fault that has been identified as recoverable. With
the row highlighted, select a specific action from the Recovery Action
list, as described in Step 4.

2. Inthe Recovery column, click the Recover link to access the Faults page
of the instance audit trail to perform fault recovery.

3. In the Error Message column, click the message of a fault that has been
identified as recoverable. This displays complete fault details, including
the fault ID, fault time, fault location, fault type, and error message text.
A Recover Now option displays for recoverable faults. Click Recover
Now to access the Faults page of the instance audit trail to perform fault
recovery.

Bulk fault There are two options from which to choose for bulk-fault recovery:
recovery 1. Use Shift+Click or Control+Click to select specific faults in the rows.
or

2. From the Select menu, choose Select All Recoverable. Then use
Shift+Click or Control+Click to deselect the faults to not include in the
recovery operation.

Then:
3. Select an action from the Recovery Action list, as described in Step 4.

Note: Only the actions applicable to all selected faults are available.

Recovery ofall 1. From the Select menu, choose Select All Recoverable.

faults 2. Select an action from the Recovery Action list, as described in Step 4.

Note: Only the actions applicable to all selected faults are available.

4. Select an action from the Recovery Action list.

Action Description Action is Available for...

Retry Retries the instance directly. An BPEL process and Oracle Mediator
example of a scenario in which to
use this recovery action is when
the fault occurred because the
service provider was not reachable
due to a network error. The
network error is now resolved.

Abort Terminates the entire instance. BPEL process and Oracle Mediator

Replay Replays the entire scope againin =~ BPEL process
which the fault occurred.

Rethrow Rethrows the current fault. BPEL ~ BPEL process
fault handlers (catch branches) are
used to handle the fault. By
default, all exceptions are caught
by the fault management
framework unless an explicit
rethrow fault policy is provided.

Continue Ignores the fault and continues BPEL process
processing (marks the faulting
activity as a success).
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Note: In most cases, fault policy actions are automatically executed.
The only exception is if you defined a fault policy that uses the action
ora-human-intervention. This action creates a recoverable fault
that can be recovered from Oracle Enterprise Manager Fusion
Middleware Control Console.

5. If you want to delete rejected messages, click Delete Rejected Messages.

This displays a dialog for specifying a criteria for deleting rejected messages of all
the composites.

Delete : Rejected Messages (%]

Specify the criteria For selecting and deleting rejected messages directly from the database, Any selections you may have
made in the Faults and Rejected Messages page will be ignared For this operation. To delete a faulk, delete the associated
composite instance from the Instances page.

() Comman Delete Options

Preset Batches | Older than 24 Hours  w

) Delete al

This will delete all the rejected messages of this composite,

() Delete All Rejected Messages That Match These Criteria

Fault 1D
Start: Time From (UTC-05:00) U5 Pacific Time
Statt Time To (UTC-05:00) U5 Pacific Time

Delete Cancel

T

6. Specify a criteria and click Delete.

7. Perform the following additional tasks from within the faults table:

a.

From the View list, select Columns > Fault ID to display the fault IDs for each
error message. The fault ID is automatically generated and uniquely identifies
a fault. The fault ID also displays when you click an error message.

In the Composite column, click a specific SOA composite application to access
its home page.

In the Fault Location column, click a specific location to access the faults page
for the location of the fault. The location can be a service, service component,
or reference.

In the Composite Instance ID column, click a specific ID to access the flow
trace of the instance.

In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

8. See the following sections for examples of single and bulk fault recovery with
BPEL processes and Oracle Mediator.

Section 8.5.1, "Examples of Fault Recovery for BPEL Processes"

Section 8.5.2, "Examples of Fault Recovery for Oracle Mediator"
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For more information about concepts and instructions on designing a fault policy, see
the following documentation:

= Section 1.3.3.1, "Understanding Fault Recovery"
»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite

8.5.1 Examples of Fault Recovery for BPEL Processes

This section provides examples of how to define a fault policy that enables human
intervention on a BPEL process fault and perform single and bulk fault recovery on a
BPEL process service component.

= Section 8.5.1.1, "Example: Single Fault Recovery for BPEL Processes"
= Section 8.5.1.2, "Example: Bulk Fault Recovery for BPEL Processes"

In this example, you define a fault policy specifying that a fault be manually recovered
through human intervention. If an invalid social security number is submitted from a
loan broker BPEL process to a credit rating service, the credit rating service returns a
negative credit fault. This human intervention action is defined with the
ora-human-intervention action in the fault-policies.xml file. Without fault
policies, BPEL instances do not generate recoverable faults (instead they are
nonrecoverable); the ora-human-intervention action makes the fault recoverable.

<faultPolicies xmlns="http://schemas.oracle.com/bpel/faultpolicy">
<faultPolicy version="2.0.1"
id="CRM_ServiceFaults"
xmlns:env="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://schemas.oracle.com/bpel/faultpolicy"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Conditions>
<faultName xmlns:credit="http://services.otn.com"
name="credit:NegativeCredit">
<!-- we get this fault when SSN starts with 0-->
<condition>
<test>$fault.payload="Bankruptcy Report"</test>
<action ref="ora-human-intervention"/>
</condition>
</faultName>
</Conditions>
</faultPolicy>
</faultPolicies>

The fault-bindings.xml file associates the fault policies defined in the
fault-policies.xml with the CRM_ServiceFaults composite.

<faultPolicyBindings version="2.0.1"
xmlns="http://schemas.oracle.com/bpel/faultpolicy"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<composite faultPolicy="CRM_ServiceFaults"/>
</faultPolicyBindings>

Since human intervention is defined as an action, you perform BPEL process fault
recovery in Oracle Enterprise Manager Fusion Middleware Control Console.

For more information about creating and designing fault-policies.xml and
fault-bindings.xml files, see Oracle Fusion Middleware Developer’s Guide for Oracle
SOA Suite for specific details.
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8.5.1.1 Example: Single Fault Recovery for BPEL Processes
This example assumes the following:

An instance was initiated on the Test Web Service page shown in Section 8.1,
"Initiating a SOA Composite Application Test Instance."

An invalid social security number that begins with 0 was entered.

To perform single fault recovery for BPEL processes:

1.
2.
3.

From the SOA Infrastructure menu, select Home.
Click the Faults and Rejected Messages tab.

In the faults table, locate the fault that has been identified as recoverable. You can
use the search utility to locate the specific fault.

In the Recovery column, click Recover. If you first want to see details about the
fault, click the error message. Then, click Recover Now.

The Faults page for that BPEL process instance is displayed.
In the Recovery column, click Recoverable.

The page refreshes to display the fault recovery section at the bottom of the page.

Choose one of the available recovery options, modify the wariable information as appropirate, and dick "Recover”,

10.
11.

Recorvery Action Reekry w After Successful Retry Mone
Yariable b=
Yalue

From the Recovery Action list, select Retry.

Select None from the Chain Action Upon Successful Retry list. This list enables
you to select Java callout recovery actions. For more information, see Oracle Fusion
Middleware Developer’s Guide for Oracle SOA Suite.

Select a variable from the Variable list. The content of this variable displays in the
Value field. For this example, the variable crInput is selected. This variable is used
in an invoke activity and contained an incorrect social security number value.

Enter the correct value in the Value field. For this example, the social security
number is edited to begin with 1:

<ssn xmlns="http://service.otn.com">123456789</ssn>

Click Set Value, and click Yes when prompted to continue.

Click Recover to recover from the fault, then click Yes when prompted to
continue.

The page refreshes to indicate that no faults occurred.
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8.5.1.2 Example: Bulk Fault Recovery for BPEL Processes

For the social security number example, selecting Retry is not an option for
performing a bulk recovery, since the value for the social security number is incorrect
and requires correction. An example of performing a bulk recovery with the Retry
option is if the social security number is correct, but the system providing the credit
rating service was temporarily unavailable and caused a composite reference fault.
This prevents the messages from being delivered. Once the credit rating service is
available again, selecting Retry re-attempts the invocation to the credit rating service
through the composite reference.

To perform bulk fault recovery for BPEL processes:

1. Perform Steps 1 through 2 of Section 8.5.1.1, "Example: Single Fault Recovery for
BPEL Processes."

2. In the search utility, enter a criteria based on known fault parameters (for
example, the time range, composite name, component type (BPEL process), and so
on).

3. If the search returns too many results, limit it by selecting the Show only
recoverable faults check box.

4. From the Select list, choose Select All Recoverable.
5. From the Recovery Action list, select Abort.

All selected faults are manually terminated.

8.5.2 Examples of Fault Recovery for Oracle Mediator

This section provides an example of how to perform single and bulk fault recovery on
an Oracle Mediator service component.

= Section 8.5.2.1, "Example: Single Fault Recovery for Oracle Mediator"
= Section 8.5.2.2, "Example: Bulk Fault Recovery for Oracle Mediator"

In this example, an inbound Siebel adapter service binding component submits a
payload message to Oracle Medjiator for transformation. The processed payload
message is then delivered to an outbound file adapter reference binding component.
However, the outbound directory into which to write the payload message is not
configured with write permissions. This causes a fault to occur. The fault policy
defined during design time specifies that the fault be manually recovered through
human intervention. Note that three retries are attempted, as defined with the
retryCount attribute. The condition and action are defined as follows in the
fault-policies.xml file.

Recoverable Oracle Mediator faults do not require a fault policy (though it is one way
to make faults recoverable, as described through an ora-human-intervention
action). Any parallel routing rule that receives a remote fault from the outbound
endpoint also creates a recoverable fault (in this specific example, the fault policy is
not required if the Oracle Mediator uses a parallel routing rule to invoke the outbound
file adapter).

<faultPolicies xmlns="http://schemas.oracle.com/bpel/faultpolicy">
<faultPolicy version="2.0.1"
id="ConnectionFaults"
xmlns:env="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://schemas.oracle.com/bpel/faultpolicy"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Conditions>
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<faultName xmlns:medns="http://schemas.oracle.com/mediator/faults"”
name="medns :mediatorFault">
<condition>
<test>contains ($fault.mediatorErrorCode, "TYPE_FATAL_
MESH") </test>
<action ref="ora-retry"/>
</condition>
</faultName>
</Conditions>

<Action id="ora-retry">
<retry>
<retryCount>3</retryCount>
<retryInterval>5</retryInterval>
<retryFailureAction ref="ora-human-intervention"/>
<retrySuccessAction ref="ora-terminate"/>
</retry>
</Action>
</Actions>
</faultPolicy>
</faultPolicies>

Note that processing is set to retry 3 times before terminating.

The fault policies are associated with the ConnectionFaults composite in the
fault-bindings.xml file:

<faultPolicyBindings version="2.0.1" xmlns="http://schemas.oracle.com/bpel/fault
policy" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<composite faultPolicy="ConnectionFaults"/>
</faultPolicyBindings>

8.5.2.1 Example: Single Fault Recovery for Oracle Mediator

For this example, the sap output directory is made read-only. An inbound file adapter
retrieves the sender . xml file from the siebel directory and the message is routed
through Oracle Mediator to an outbound file adapter reference for placing a file in the
sap directory.

To perform single fault recovery for Oracle Medjiator:

1. Change the directory permissions at the operating system command prompt.
chmod 000 sap
cp sender.xml siebel/

2. From the SOA Infrastructure menu, select Home.

3. Click the Faults and Rejected Messages tab.

Note that three faults appear, based on three retries being attempted. In this case,
you see three retries only because the fault policy on the Oracle Mediator
interaction with the outbound file adapter defines three retries. Without the fault
policy, there is only one fault (no automated retries).

4. Click the specific instance ID in the Composite Instance ID column.

The Flow Trace appears. The faults table at the top of the page displays the fault
messages. If you want to see where the faulted Oracle Mediator instance is located
in the overall message flow, select the fault in the faults table. This highlights the
associated instance in the trace table. You can then click the instance to access its
audit trail to see more details about the faulted flow.
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Note: Steps 4 through 10 represent one way to recover this single
fault. The fault can also be recovered directly from the Oracle
Mediator faults page through the Recovery Action list.

5. Locate the Oracle Mediator component instance fault you want to recover in the
Faults table and click Recover in the Recovery column.

6. Select Sender from the Payload Part list.

The payload is automatically displayed in the Payload field. If necessary, payload
modifications can be performed in this field. For this example, payload
modification is not necessary.

7. Change the sap directory to be writable at the operating system command
prompt.

chmod 777 sap

8. Return to the Faults tab and click the Refresh icon in the upper right corner of the
page.

9. Click Retry.

10. Click Yes when prompted to resubmit the selected fault for recovery.
The page refreshes to indicate that no faults occurred.

11. Click the Audit Trail tab.

The final message indicates that manual recovery was successful and the message
payload was written to the sap directory.

o =4 onMessage
Input pavioad received
- %% onCase "SAP.Write"
Transformed message part "Receiver” using "xslf3ender_To_Receiver,xs
= @p Errar during inwoking 1-way operation "wWrite" on target service "SaP"

Retry no. 1 for case "SAP. Wrike"
Transformed message part "Receiver” using "xslisender_To_Receiver, xsl"
] '@__4}- Error during invoking 1-way operation "wirite" on target service "SAP"

Retry no. 2 For case "SAP. Wrike"
Transformed message part "Receiver” using "xsliSender_To_Receiver.xsl"
= @p Errar during inwoking 1-way operation "wWrite" on target service "SaP"

Retry no. 3 for case "SAP. Wrike"
Transformed message part "Receiver” using "xslisender_To_Receiver, xsl"
] '@__4}- Error during invoking 1-way operation "wirite" on target service "SAP"

Recovering manually. ..
Transformed message part "Receiver” using "xsliSender_To_Receiver.xsl"
Invoked 1-way operation "Write" ﬁtarget service "SAP"

8.5.2.2 Example: Bulk Fault Recovery for Oracle Mediator

Assume the sap directory to which to write the sender. xml payload message is
again configured with read-only permissions at the operating system command
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prompt. Three copies of the sender . xml file are placed in the siebel directory of
the inbound Siebel adapter service binding component. This creates three instances.

chmod 000 sap
cp sender.xml siebel/
cp sender.xml siebel/
cp sender.xml siebel/
To perform bulk fault recovery for Oracle Mediator:
1. Change the sap directory to be writable.
From the SOA Infrastructure menu, select Home.

2
3. Click the Faults and Rejected Messages tab.
4

In the search utility, enter a criteria based on known fault parameters (for
example, the time range, composite name, and so on).

5. If the search returns too many results, limit it by selecting the Show only
recoverable faults check box.

6. Change the sap directory to be writable at the operating system command
prompt.

chmod 777 sap

7. Select all the faults to be recovered.

8. Select Retry from the Recovery Action list.

9. Select Yes when prompted to perform fault recovery.
10. Click the Audit Trail tab.

The final message indicates that manual recovery was successful and the message
payload was successfully written to the sap directory.

8.6 Recovering from SOA Composite Application Faults in the
Application Home Page

You can monitor and perform individual and bulk fault recoveries in your SOA
composite application. For BPEL process faults to be identified as recoverable, there
must be a fault policy defined that is bound to the fault (through the
fault-bindings.xml file) and which triggers the action
ora-human-intervention. However, without defining any fault policies, the fault
takes its normal course as either a recoverable or nonrecoverable fault. Human
workflow faults can also be recovered, but not directly from Oracle Enterprise
Manager Fusion Middleware Control Console. Instead, the audit trail provides a link
to the Oracle BPM Worklist, from which the fault can be addressed.

To recover from SOA composite application faults in the application home page:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select Deployed Composites. composite application.

3. In the Composite section, select a
specific SOA composite application.

Managing SOA Composite Applications 8-29



Recovering from SOA Composite Application Faults in the Application Home Page

2. Click the Faults and Rejected Messages tab.

The Faults and Rejected Messages page displays the following details for the
selected SOA composite application:

= A utility for searching for a specific fault by specifying a criteria and clicking
Search. Click the Help icon for details.

s Faults and rejected messages in SOA composite application instances,
including the error message, whether you can recover from the fault, the time
of the fault, the fault location, the composite instance ID, and links to log files
that describe the fault.

¢ FaultFlow [1.0]@ Logged in as weblogic|
o 504 Compasite - Page Refreshed Feb 12, 2009 2:02:30 P ST 0l
Running Instances @ | Tokal 200 | Ackive | Retire ... Shut Down,. Test Settings,.. v | |@h & Related Links +

Dashboard | Instances | Faults and Rejected Messages | Unit Tests | Policies

IF a Fault is marked as Recoverable, you can select it and choose a recovery action Frar the lisk, This action reruns the inskance in which the Faulk occurred and
attempts ko recover from it, You can also perform a batch recovery by selecting multiple Faults and choosing a recovery action, For additional recovery options,
click the Recoverable link For an individual Fault, To recover From a Human Workflow Fault, select it and click Recover and then dlick the link to the \Worklist
application.

E8earch 2
Errar Message Contains Compisite Instance 1D
Faulk 1D
Fault Time From E"@ {UTC-03:00) 1S Pacific Time
Fault Time ko [y (UTC-08:00) US Pacific Time
Search || Reset
Show anly recoverable Faults ] Faul Type | All Faults w
Seleck »  Wiew « Recovery Actions | = 38 Delete Rejected Messages. ..
Error Message Recovery Fault Time Fault Location ;I[?mposite Lp=kapce Logs
™ A eppyy B e TR Ry i s
';.D <FaultType =1 </fault Type = <MegativeCre ?Recover... Feb 16, 2009 10:38:51 PM I593FaultFIm-~.l 276 ] -
(5) <FaukType=1</faukTypes<MNegativeCre & Recover.., Feb 16, 2009 10:36:51 PM g% FaultFlow 275 |
(T) =faultType=1<ffaultTypes <MegativeCre  § Recover... Feb 16, 2009 10:38:51 PM 2% FaultFlow 274 ]
.@ <faultType =1 </FaultType = <MegativeCre ?Recover... Feb 16, 2009 10:38:51 PM ﬁEaFauItFI-:w 273 ]
l;j) <fault Type=1<[faultType = <MegativeCre ‘?Recover... Feh 16, 2009 10:38:51 PM I533FaultFIm-~.l 272 ]
(%) <FaukType=1</faukTypes<MNegativeCre & Recover.., Feh 16, 2009 10:38:51 PM g% FaultFlow 271 ]
(I) =faultType=1<ffaultTypes MegativeCre  § Recover... Feb 16, 2009 10:38:51 PM 2% FaultFlow 269 |
l@ <faultType =1 </FaultType = <MegativeCre @Recover... Feb 16, 2009 10:38:51 PM ﬁEaFaLI|tF|DW 270 ]
';.D <faultType =1</faultType = <MegativeCre ?Recover... Feb 16, 2009 10:38:50 PM I533FaultFIm-~.l 268 @]
';.D “FaultType =1 </faultType = <MegativeCre ?Recover... Feb 16, 2009 10:38:50 PM I593FauItFIm-\\l 267 ]
(%) «FaukType=1</faukTypes <MegativeCre & Recover.., Feb 16, 2009 10:36:50 PM 5% FaultFlow 266 B @

Note: You cannot search for human workflow error messages by
entering details in the Error Message Contains field because these
faults are not persisted in the dehydration store.

Faults identified as recoverable can be recovered.

3. Select faults for recovery. As with fault recovery at the SOA Infrastructure level
and BPEL process and Oracle Mediator service component levels, you can perform
single fault recovery, bulk fault recovery, and recovery of all faults. See Step 3 of
Section 8.5, "Recovering from SOA Composite Application Faults at the SOA
Infrastructure Level" for instructions on selecting faults to perform these types of
recovery.
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4. Select an action from the Recovery Action list.

Action Description Action is Available for...

Retry Retries the instance directly. An BPEL process and Oracle Mediator
example of a scenario in which to
use this recovery action is when
the fault occurred because the
service provider was not reachable
due to a network error. The
network error is now resolved.

Abort Terminates the entire instance. BPEL process and Oracle Mediator

Replay Replays the entire scope againin =~ BPEL process
which the fault occurred.

Rethrow Rethrows the current fault. BPEL ~ BPEL process
fault handlers (catch branches) are
used to handle the fault. By
default, all exceptions are caught
by the fault management
framework unless an explicit
rethrow fault policy is provided.

Continue Ignores the fault and continues BPEL process
processing (marks the faulting
activity as a success).

Note: In most cases, fault policy actions are automatically executed.
The only exception is if you defined a fault policy that uses the action
ora-human-intervention. This action creates a recoverable fault
that can be recovered from Oracle Enterprise Manager Fusion
Middleware Control Console.

5. If you want to delete rejected messages, click Delete Rejected Messages.

This displays a dialog for specifying a criteria for deleting rejected messages of the
current composite.
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Delete : Rejected Messages (=]

Specify the criteria For selecting and deleting rejected messages directly from the database, Any selections you may have
made in the Faults and Rejected Messages page will be ignored For this operation. To delete a Faulk, delete the associated
composite instance from the Instances page.

(%) Common Delete Options

Preset Baktches | Older than 24 Hours  »

) Delete all

This will delete all the rejected messages of this composite.,

() Delete All Rejected Messages That Match These Criteria

Fault I
Start Tirme From (UTC-08:00) US Pacific Time
Start Time To (UTC-08:00) US Pacific Time:

Delete Cancel

6. Specify a criteria, and click Delete.
7. Perform the following additional monitoring tasks from within the faults table:

a. From the View list, select Columns > Fault ID to display the fault IDs for each
error message. The fault ID is automatically generated and uniquely identifies
a fault. The fault ID also displays when you click an error message.

b. In the Fault Location column, click a specific location to access the faults page
for the location of the fault. The location can be a service, component, or
reference.

c. Inthe Component Instance ID column, click a specific service component ID
to access task details about the instance (for example, the current state of a
task). Note that rejected messages do not have a component instance ID.

d. Inthe Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

For more information, see the following sections:

= Section 1.2.4, "Understanding Service Components and Service Component
Instances”

= Section 1.3.3.1, "Understanding Fault Recovery"
= Section 8.5.1, "Examples of Fault Recovery for BPEL Processes"

= Section 8.5.2, "Examples of Fault Recovery for Oracle Mediator"

8.7 Testing SOA Composite Applications

You can create, deploy, and run test cases that automate the testing of SOA composite
applications. Test cases enable you to simulate the interaction between a SOA
composite application and its Web service partners before deployment in a production
environment. This helps to ensure that a process interacts with Web service partners as
expected by the time it is ready for deployment to a production environment. You
create test cases in Oracle JDeveloper and include them in a SOA composite
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application that is then deployed and administered from Oracle Enterprise Manager
Fusion Middleware Control Console.

To test SOA composite applications:

Note: Before testing SOA composite applications from Oracle
Enterprise Manager Fusion Middleware Control Console, see Oracle
Fusion Middleware Developer’s Guide for Oracle SOA Suite for
instructions on creating test cases.

1. Access this page through one of the following options:

From the SOA From the SOA Folder inthe = From the SOA Composite
Infrastructure Menu... Navigator... Menu...
1. Select Home. 1. Under soa-infra, select a 1. Select Unit Test.
2. Select Deploved specific SOA composite
’ ploy application.

Composites.

3. In the Composite 2. Click the Unit Tests tab.

section, select a specific
SOA composite
application.

4. Click the Unit Tests tab.

The test cases that display were designed in Oracle JDeveloper and included in a
deployed SOA composite application.

2. Select the entire test suite or individual tests of a suite to run, and click Execute.

1} FabricTestSimple [1.0]® Logged in as weblogic |
o[ 508 Composite = Page Refreshed Feb 13, 2009 7:53:04 4M PST L)
Running Instances O | Total 9 | Active | Retire .., shut Down.,. || Test Settings.,. v | | @4 &P Related Links =

Dashboard | Instances | Faulks and Rejected Messages

Policies

Test Cases Test Runs

Select one or more test cases to run and click Execute, Test cases enable you bo simulate the inkeractions between a composite and its web service partners in @)
a best environment, =

Execute
Mame Descripkion Select
= ] SimpleAssertions ]
& assert.ami O
=[] SimpleEmulations Fl
|§| ErnulatedyncProcess, xml O
|§| EmulateSyncProcess.xml F]
|§| rultiple-emulations sl O
You are prompted to create a test.
3. Enter the following values, and click OK.
Field Description
Test Run Name Enter a name for the test instance. When testing is complete,

report details are captured under this name.
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Field Description

Timeout Enter a value in seconds in which to complete this test. If the
test does not complete within this time limit, then testing is

terminated.

Number of Concurrent Test
Instances

Enter the number of test instances to create.

The Test Runs page automatically displays for tracking the running tests.

The Test Runs page enables you to track running test cases and view test results.
Test suites consist of a logical collection of one or more test cases. Each test case
contains a set of commands to perform as the test instance is executed. The
execution of a test suite is known as a test run.

Logged in as weblogic |

1 FabricTestSimple [1.0]®

o3 soa Composite + Page Refreshed Feb 13, 2009 7:53:04 AM PS1

Running Instances O | Total @ | Active | Retire .., shut Down... || Test Settings... v | | @Y & Related Link
Dashboard | Instances | Faults and Rejected Messages | Unit Tests | Policies
Test Cases
HE8earch
Test Run Mame Start Time E"(}; {UTC-08:00) US Pacific Time
Test Run ID End Time E"('_L) (UTC-08:00) US Pacific Time
Compoasite Inskance 10
Search || Reset
Click a test run to view its details,
Test Run Mame Tesk Run ID Skart Tirne End Time Status Success Rate
test-safari Q955052 55: Feb 12, 2009 1:45:35 AM Feb 12, 2009 1:45:35 AM  +  Passed 100% (af 1 tests, O Failed, all
testz 9955952 55: Feb 9, 2009 2:07:36 &AM Feb 9, 2009 2:07:39 AM  +  Passed 100%: {of 4 tests, O failed, al
kestl Q955052 55: Feb 9, 2009 2:05:53 AM Feb 9, 2009 2:05:54 AM  «  Passed 100% (of 4 tests, O Failed, al
£ b

Results of Test Run ! test-safari (Test Run ID : 99559a2a5a7clade:-3fac659e:11f59722109:-7d20) 2

Refresh Test Skatus

Takal 1 Running 0 Passed 1 Failed O Unknown 0 Success Rake100%:

Expand a test suite ta view the status of each test case, Click a test suite or test case to view assertion details,

Tesk suites and test cases Skatus
= [ SimpleAssertions
|§| assert,xml W Passed

4. In the Test Run Name column, click a specific test run to display details in the
Results of Test Run section. If you want to create more test runs, you can switch
back to the Test Cases page at any time.

The Results of Test Run sections displays details about the executed test run, such
as a test summary and the success rate. Click the Help icon for additional details.

5. View assertion details at the bottom of the page. Assertions enable you to verify
variable data or process flow.
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Assertion details for SimplefAssertions

[ 5how Failures anly

f;T;ﬁ;te Location Tvpe Skatus Expected value  Actual value Description Error Message
166 client Wire «  True 123123123 123123123 Simple skring asserkion

6. Click a composite instance number to view specific test details.

The composite instances created by executing unit test runs display with a yellow
square next to the instance ID in the Instances page of a SOA composite
application and in the Recent Instances tables of the SOA Infrastructure and SOA
composite application. This yellow box distinguishes these instances from test
instances created on the Test Web Service page or automatically created by
external consumers of the application.

For more information, see the following documentation:
s Section 1.3.3.4, "Understanding SOA Composite Application Testing"

»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite for instructions on
creating test cases in Oracle JDeveloper

8.8 Managing SOA Composite Application Policies

You can attach or detach security policies to and from currently deployed SOA
composite applications. Policies apply security to the delivery of messages.

Note: Before attaching policies, see Oracle Fusion Middleware Security
and Administrator's Guide for Web Services for definitions of available
policies and details about which ones to use in your environment.

To manage SOA composite application policies:

1. Access this page through one of the following options:

From the SOA From the SOA Folder inthe = From the SOA Composite

Infrastructure Menu... Navigator... Menu...

1. Select Home. 1.  Under soa-infra, select a 1. Select Policies.
specific SOA composite

2. Select Deployed application.

Composites.

3. In the Composite 2. Click the Policies tab.

section, select a specific
SOA composite
application.

4. Click the Policies tab.

The Policies page enables you to attach and detach policies to and from BPEL
process service components. The policies table displays the attached policy name,
the component to which the policy is attached, the policy reference status (enabled
or disabled) that you can toggle, the category (Management, Reliable Messaging,
MTOM Attachment, Security, or WS Addressing), the violations, and the
authentication, authorization, confidentiality, and integrity failures since the SOA
Infrastructure was last restarted.
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1} AutoloanComposite [1.0]® Loggedin as weblogic|
o} S04 Composite Page Refrashed Feb 13, 2009 2:05:41 P psT L
Running Instances 0 | Total 0 | Ackive | Retire .., Shut Dawn... Test Settings... %:, (f Related Links «

Dashboard | Instances | Faulks and Rejected Messages | Unit Tests | Policies

Wou can wiew and modify the policies attached to the web service binding components and service components of this SO composite application. Click |':_'_3)
‘Btkach/Detach To' to view and update the palicies, =

Wiew - attachiDetach To +

Palicy Name Attached To Palicy Reference Cakeqaory Total violations

Status Authentication
oracle/log_policy {EacreditRatingrules Disable Management 0 ¢
oracle/log_palicy ﬁnutoLoanProcess Disahls Management a Iije
oracle/log_palicy @Loan.ﬁ.pproval Disahls Management a Iije
oracle/log_palicy {EaLoanadvisorRules Disable Management ] Mf#
oracleflog_policy @, client Disable Management 0 MjE

2. C(Click Attach/Detach To.

If multiple services or components are available, you are prompted to select the
service or component for which to perform the attachment or detachment.

3. Select the component to which to attach or detach a policy.

View » [ attach/Detach To

,% CreditRatingRules
AutoloanProcess

Mo policies al 35 |oanApproval

% LoanAdvisorRules

@ dient

Policy Mam Attached To

This invokes a dialog for attaching or detaching policies.

Currently attached policies appear in the Attached Policies section. Additional
policies available for attachment appear in the Available Policies section.
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http:fistapm50. us.oracle.com: 7623 - SOA Application - Oracle Enterprise Manager - Mozilla Firefox

Attach /Detach Policies(Autol oanComposite /1.0 /Service /client /WSBinding) oK validate
Attached Policies
3 e Wiew Full
Policy Name Category Enabled Description e
oracleflog_policy Management ' This policy causes the req... =% ]
s Btbach = Detach
Available Policies
Search | Policy Category % »|®
: b Wigw Ful

Policy Mame Category Enabled Descripkion Description
oraclefwsaddr_policy W5-Addressin W This policy causes the pla... [e7s] R
oraclefwsmtom_policy MTOM Attachr " This Message Transmission ... [o7s]
oraclefbinding_authorization_denyall_policy Security " This policy is a special c... &
oraclefbinding_authorization_permitall_policy Security ' This policy is a special ... &
araclefbinding_permission_authaorization_policy Security W This palicy is a special c... &
araclefwss10_message_protection_service_policy Security + This policy enforces messa... &
oraclefwss10_saml_hok_token_with_message_protection_service _policy Security + This policy enforces messa... &
oraclefwss10_saml_token_service_policy Security W This policy authenticates .., [e7s]
oraclefwss10_saml_token_with_message_integrity_service_policy Security " This policy enforces messa. ., [o’s]
oraclefwss10_saml_token_with_message_protection_service_policy Security P This policy enforces messa. .. d
oraclefwss10_saml_token_with_message_prokection_ski_basic2S6_service_policy  Security o This policy enforces messa. .. &d
araclefwss10_usernare_id_propagation_with_rsg_protection_service_policy Security W This policy enforces messa... &
oraclefwss10_username _token_with_message_probection_service_policy Security + This policy enforces messa... &0 3

4. Select policies to attach that are appropriate to your environment.
5. Click Attach.
The attached policy appears in the Attached Policies section.

http:fistapmb0. us.oracle.com: 7623 - SOA Application - Oracle Enterprise Manager - Mozilla Firefox = ||
Attach /Detach Policies{AutolLoanComposite /1.0 /Service /client /WSBinding) oK validate Cancel
Attached Policies

; i Wigw Full
Policy Mame Category Enabled Description Dot ntion
oracleflog_policy IManagement I This policy causes the req... [e7s]
oraclefwss10_saml_token_service_policy Security ' This policy authenticates ... &d

6. Attach additional policies as needed.
7. When you are finished attaching policies, click Validate.

8. If an error message appears, make the necessary corrections until you no longer
have any validation errors.

9. Click OK.
The attached policy displays in the policies table.
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1} FaultFlow [1.0]® Logged in as weblogic|
#[2 504 Composite + Page Refreshed Apr 28, 2003 £:45:35 AM POT L)
Running Instances 0 | Total 10 | Active | Retire ... shut Down, . Test Settings... v | |@% & Related Links =

Dashboard | Instances | Faulks and Rejected Messages | Unit Tests

‘ou can views and manage the list of policies attached ko the web service bindings and components of this S04 composite application, Click'Attach @
TofDetach From' to update the lisk of attached policies. =

Wiew » Attach To/Detach From -

Policy Reference

Palicy MName Attached To Caktegary Total violations

Status Authenticati
oraclelog_policy &% FaultFlow Enable Management 0 ¥
oracls/log_policy o CreditRatingService Disable Management 0 H

For more information about policies, see the following documentation:
= Section 1.3.3.2, "Understanding Policies"

»  Oracle Fusion Middleware Security and Administrator’s Guide for Web Services for
definitions of available policies and details about which ones to use for your
environment

8.8.1 WS-RM Sessions

Multiple requests from Oracle SOA Suite in a single WS-RM session are not currently
supported. Each request is in an individual WS-RM session.

8.9 Deleting Large Numbers of Instances

Deleting thousands of instances with the Delete with Options button on the Instances
page of a SOA composite application can take time and result in a transaction timeout.

Instead, use the fabric-purge.sqgl PL/SQL script. For details, see technical note
815896.1 at Oracle MetaLink:

http://metalink.oracle.com

The fabric-purge.sql script provides the following functionality.
= Deletes composite instances:

procedure delete_composite_instances(a_composite_dn in varchar2,
a_composite_state in integer,

a_composite min_creation_date in timestamp,
a_composite_max_creation_date in timestamp,

max_instances in integer);

This performs the following tasks:
— Deletes all instances in the system across all composites
— Deletes all instances of a specific composite

— Deletes instances across composites or for a specific composite within a
particular date range or with a particular state.

= Deletes service component instances in composites that do not have instances

because audit level tracking was disabled at the composite level. These are known

as orphaned instances.

procedure delete_orphaned_component_instances (a_composite_dn in varchar2,
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a_component_state in integer,
a_component_min_creation_date in timestamp,
a_component_max_creation_date in timestamp,
max_instances in integer);

This performs the same tasks as described for deleting composite instances.
Deletes rejected messages:
procedure delete_rejected messages(a_composite_dn in varchar2,); // may add in

the max instances and date range if feasible

New composite instances are currently created for every retry of a message from
an inbound adapter. Since infinite retries is the default behavior for inbound
adapter retries, this handles the large number of different composite instance
errors appearing due to the same retry.
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Part V

Administering BPEL Process Service
Components and Engines

This part describes how to administer BPEL process service components and engines.
This part includes the following chapters:

»  Chapter 9, "Configuring BPEL Process Service Components and Engines"

n  Chapter 10, "Monitoring BPEL Process Service Components and Engines"

»  Chapter 11, "Managing BPEL Process Service Components and Engines"
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Configuring BPEL Process Service
Components and Engines

This chapter describes how to configure BPEL process service components and service
engines.

This chapter includes the following topic:

= Section 9.1, "Configuring BPEL Process Service Engine Properties"

9.1 Configuring BPEL Process Service Engine Properties

You can configure BPEL process service engine properties. The properties are used by
the BPEL process service engine during processing of BPEL service components.

To configure BPEL process service engine properties:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Select SOA Administration > BPEL 1. Right-click soa-infra.
Properties. 2. Select SOA Administration > BPEL
Properties.

The BPEL Service Engine Properties page displays properties for setting audit trail
and large document thresholds, setting dispatcher thread properties, validating
payload schema, and setting the audit trail level.

¢ soa-infra@ Logged in as weblogic |
== 504 Infrastructure + Page Refreshed Apr 24, 2009 2:53:26 PM DT €2

S04 Infrastructure Home = BPEL Properties

BPEL Service Engine Properties @ P relatedlinks~ | Apply | Revert
Properties
Edit property values and click Apply,
* fudit Trail Threshold (Byte) 50000
* Large Document Threshaold (Byte) 100000
* Dispatcher Syskem Threads 2
* Dispatcher Invoke Threads 21
* Dispatcher Engine Threads a0
* Payload Walidation O
* fudit Levvel Inherit b
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2. Make changes to the service engine properties that are appropriate to your
environment.

Property

Description

Audit Trail
Threshold

Enter the maximum size in bytes of an instance audit trail before it is
chunked and saved in a dehydration store table separate from the audit
trail. If the threshold is exceeded, the View XML link is shown in the audit
trail instead of the payload.

Large Document
Threshold

Enter the maximum size of a generated document within a BPEL process
component instance before it is stored in a separate table in the dehydration
store.

Dispatcher
System Threads

Specify the total number of threads allocated to process system dispatcher
messages. System dispatcher messages are general clean-up tasks that are
typically processed quickly by the server (for example, releasing stateful
message beans back to the pool). Typically, only a small number of threads
are required to handle the number of system dispatch messages generated
during run time.

The default value is 2 threads. Any value less than 1 thread is changed to
the default.

Dispatcher
Invoke Threads

Specify the total number of threads allocated to process invocation
dispatcher messages. Invocation dispatcher messages are generated for
each payload received and are meant to instantiate a new instance. If the
majority of requests processed by the engine are instance invocations (as
opposed to instance callbacks), greater performance may be achieved by
increasing the number of invocation threads. Higher thread counts may
cause greater CPU utilization due to higher context switching costs.

The default value is 20 threads. Any value less than 1 thread is changed to
the default.

Dispatcher
Engine Threads

Specify the total number of threads allocated to process engine dispatcher
messages. Engine dispatcher messages are generated whenever an activity
must be processed asynchronously. If the majority of processes deployed
are durable with a large number of dehydration points (midprocess receive,
onMessage, onAlarm, and wait activities), greater performance may be
achieved by increasing the number of engine threads. Note that higher
thread counts can cause greater CPU utilization due to higher context
switching costs.

The default value is 30 threads. Any value less than 1 thread is changed to
the default.

Payload
Validation

Select to enable validation of inbound and outbound messages.
Nonschema-compliant payload data is intercepted and displayed as a fault.

Note: This setting is independent of the SOA composite application and
SOA Infrastructure payload validation level settings. If payload validation
is enabled at both the service engine and SOA Infrastructure levels, data is
checked twice: once when it enters the SOA Infrastructure, and again when
it enters the service engine.
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Property Description

Audit Level Select one of the following options:

= Off: Composite instance tracking and payload tracking information is
not collected.

= Inherit: Logging is equal to the SOA Infrastructure audit level. This
setting enables the BPEL audit level to automatically change when the
global setting is changed. Setting a different audit level tracking in this
page overrides the tracking set at the SOA Infrastructure level.

= Minimal: The BPEL service engine does not capture any audit details.
Therefore, they are not available in the flow audit trails. All other
events are logged.

= Production: The BPEL service engine does not capture the payload.
The payload details are not available in the flow audit trails. Payload
details for other BPEL activities are collected, except for assign
activities. This level is optimal for most normal operations and testing.

= Development: Allows both composite instance tracking and payload
tracking. All events are logged. However, it may impact performance.
This level is useful mostly for debugging purposes.

3. Click Apply.

Configuring BPEL Process Service Components and Engines  9-3



Configuring BPEL Process Service Engine Properties

9-4 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite



10

Monitoring BPEL Process Service
Components and Engines

This chapter describes how to monitor BPEL process service components and service
engines.

This chapter includes the following topics:

= Section 10.1, "Viewing the Audit Trail and Process Flow of a BPEL Process Service
Component"

= Section 10.2, "Monitoring BPEL Process Service Component Instances and Faults"
= Section 10.3, "Monitoring BPEL Process Service Component Instances"

= Section 10.4, "Monitoring Sensor Data and Values in BPEL Process Service
Components"

= Section 10.5, "Monitoring BPEL Process Service Engine Instances and Faults"

= Section 10.6, "Monitoring BPEL Process Service Engine Request and Thread
Statistics"

m  Section 10.7, "Monitoring BPEL Process Service Engine Instances"
= Section 10.8, "Monitoring Deployed BPEL Processes in the Service Engine"
For more information, see the following sections:

= Section 1.2.4, "Understanding Service Components and Service Component
Instances”

= Section 1.2.6, "Understanding Service Engines"

10.1 Viewing the Audit Trail and Process Flow of a BPEL Process Service
Component

This section describes how to view the audit trail and process flow of a BPEL process
service component in a SOA composite application instance.

Note: This section assumes a SOA composite application instance
has been initiated. If not, see Section 8.1, "Initiating a SOA Composite
Application Test Instance" for instructions.

To view the audit trail and process flow of a BPEL process service component:

1. Access this page through one of the following options:
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From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab.

composite application.

3. In the Composite section, select a
specific SOA composite application.

The Dashboard page for the selected composite application appears.

2. Use one of the following methods to select an instance of the application:

For recent instances of this application, click the instance number of an
instance in the Instance ID column of the Recent Instances section.

For all instances of this application, click the Instances tab, then click a specific
instance in the Instance ID list.

The Flow Trace page displays the following details:

The Faults section shows the faults occurring in the services, service
components, and references that comprise the SOA composite application.
Sensors enable you to monitor BPEL process activities, variables, and faults
during run time. Selecting a fault highlights the row in the Trace section in
which the fault occurred. Closing the fault clears the selection in the Trace
section.

The Sensors section displays details about composite sensors included in the
service and reference binding components of the SOA composite application.
The total number of sensors is shown in the section header. Composite sensors
can be added to service and reference binding components during design time
in Oracle JDeveloper. You cannot add composite sensors to service
components. Selecting a composite sensor in this section highlights the service
or reference in the Trace section in which composite sensor data was collected.
Closing the sensor clears the selection in the Trace section.

Note: Expand the Faults or Sensors sections one at a time. The fault
or sensor information only displays for viewing in this way.

The Trace section shows the sequence of the message flow through the
services, service components, and references that comprise the SOA composite
application.

The flow trace is a run-time trail of a message flow identified by an execution
context ID (ECID) that displays in the upper right corner of the page. An ECID
enables you to track a message flow that crosses instances of different composites.
The flow trace lists all services, references, components across composites
participating in the flow.

10-2 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite



Viewing the Audit Trail and Process Flow of a BPEL Process Service Component

Flow Trace @ -
This page shows the flow of the message through various composite and component instances, '3) ECID 0000I0OPrKYrDOj)6ub6EUH19i_eEODODZE:4E
Started Mar 18, 2009 B:55:13 AM

Faults {0}
Faults
Select a fault bo locate it in the trace view,
Error Message Recovery Fault Time Fault Location Composite Instance
Ma Faults found

# "§" sensors (3)

Trace
Click a component instance ko see its detailed audit trail,
Shaw Instance IDs []

Instance Type State Time Composite Instance
= DJ,:LE Mediatorl_ep Service % Completed Mar 18, 2009 6:55:13 AM SimpleIntSensor of 45
= 1f§ Mediator1 Mediator Component %% Completed Mar 18, 2009 6:55:16 AM SimpleIntSensor of 45
D-Ea Fileout Reference % Completed Mar 18, 2009 6:55:14 AM SimpleIntSensor of 45

For the flow example in the Trace section, the service binding component, Oracle
Mediator service component, and reference binding component involved in the
flow have successfully received and processed messages.

Note the following restrictions with ECIDs:

= A separate ECID displays for each instance of a composite application and not
for the composite level ECID that can be used to track the complete flow of
any instances for the composite application.

= To get complete flow information, you must find the composite level ECID in
the log files. Use that value to get all information for a particular composite
and therefore all its executed instances.

s ECIDs are not propagated through business events. This can limit the amount
of logging information that is collected. For example, if you publish an event
that is subscribed to in the same composite application, limited logging
information is available.

3. Select a fault in the Faults section.
This highlights the row in the Trace section in which the fault occurred.
4. Close the fault to clear the selection in the Trace section.

5. Expand the Sensors section to display composite sensors.
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Flow Trace @ N
This page shows the flow of the message through various composite and component instances, '3) ECID 0000I0OPrKYrDOj)6ub6EUH19i_eEODODZE:4E
Started Mar 18, 2009 B:55:13 AM

+ Faults {D)

13! Sensors (3)

Sensors
Select a sensor o locate it in the trace view below,
Composite Instance Marme Value Location Action
45 0§ CustomerDetails Yiew BML. . Mediatorl_ep execute
45 U5 Mamesensor Test Mediatorl_ep execute
45 U5 vearsensor 2009 Mediatorl_ep execute
Trace

Click a component instance ko see its detailed audit trail,
Shaw Instance IDs []

Instance Type State Time Composite Instance
= D?g Mediatorl_ep Service % Completed Mar 18, 2009 6:55:13 AM SimpleIntSensor of 45
= ﬁf§ Mediator1 Mediator Component % Completed Mar 18, 2009 6:55:16 AM SimpleIntSensor of 45
915 Fileout Reference % Completed Mar 18, 2009 6:55:14 AM SimpleIntSensor of 45

6. Select a sensor in the Sensors section.

This highlights the row in the Trace section in which the composite sensor data
was collected.

7. In the Instance column of the Trace section, click a specific BPEL process service
component instance. Service component instances can be accessed from this
section; services and references cannot be accessed.

The Instance page appears.

Flow Trace = Instance of FaulkFlow [Crata Refreshed Apr 27, 2009 §
rﬁalnstance of FaultFlow @
This page shows BPEL process instance details, 'C-’) Instance ID bpel:10

Started Apr 26, 200

Flow | Sensor Yalues | & Fauls

Expand a payload node to view the details, audit Level Settings @

- & receiveInput

= Received "input” call from partner "client”

+ <payload:=
= [ assign {94)
Updated variable "crInput”
= [ assign (102)
Updated variable "counter”
=1 [ assign (110)

Updated variable "counter”

-] =4 invokeCR {pending)

T
= V& Faulted while invoking operation "process" on provider "CreditRatingService”,
+ =payload=

[FALLT RECOVERY] Marked Invoke activity as "pending manual recovery”,

Use these four pages to view the audit trail, flow, sensor values, and faults of a
BPEL process service component instance. The following links provide additional
details about the instance:
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Flow Trace link: Click the breadcrumbs in the upper left corner of the page to
access the flow trace for the ECID (composite instance) that contains this BPEL
component instance.

Information icon: Click the information icon to the right of the name of the
BPEL component (in the page title) to see biographical information about this
BPEL instance. This information includes a summary of the instance,
including instance ID, ECID, instance startup time or last modification time,
instance state (for example, running), and number of faults.

This icon only displays on the Audit Trail pages of BPEL processes and Oracle
Mediators, and not on the pages of human tasks and business rules.

Audit Level Settings: Click to display information details, such as the audit
level used by this instance.

View Raw XML: Click to display the raw XML of the audit trail.

The Audit Trail tab displays execution details about the activities in the BPEL
process.

Scroll through the audit trail to check for errors and expand the payload links to
view their contents at a given point in the flow. This audit trail shows a fault in a
BPEL process activity.

Click the Flow tab.

A flow diagram of the BPEL process activities appears. This flow diagram shows a
fault highlighted in a BPEL process activity.
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Flow Trace = Instance of FaulkFlow

I53?,Instan-:e of FaultFlow @ .
This page shows BPEL process instance details, ':?.)

Audit Trail Sensar Yalues @ Faults

Click, an activity ko wiew the details,

- GetCreditRating

|

]

3k

assign (94)

|

p—

(3t

assign {102)

|
|

e

(]

—|_scope

assign (1100

inwokeCR

10. Click an activity to view the flow of the payload through the process.

Note: If using Internet Explorer, you can click Copy details to
clipboard to copy the activity details to the clipboard. If using Mozilla
Firefox, this link does not appear. Instead, you must manually select
the text and copy and paste it to a file.

11. Scroll through the flow diagram to check for errors and click the highlighted
activity to view error messages.
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Activity Details [x]

=45 invokeCR

Faulted while invoking operation "process” on provider
"CreditRatingService".
0567 Bankruptcy Report

[FAULT RECOWVERY] Marked Invoke activity as "pending manual recovery”.

12. Close the window.
13. Click the Faults tab.

This tab shows the error message, whether you can recover from the fault, the time
at which the fault occurred, and the activity in which the fault occurred. This page
displays the faults in the BPEL component instance (but not the faults that
occurred in a service or reference binding component).

You can recover from instance faults identified as recoverable. This page lists all
instance faults, recoverable or not. The component instance faults that occurred in
a service or reference are not listed here.

This page enables you to target individual faults from which to recover, and
provides a degree of fault recovery granularity not available on other pages.

Flows Trace = Instance of FaultFlow [iata Refreshed

%Instance of FaultFlow @

This page shows BPEL process instance details. '@ Instance ID
Started

Audit Trall | Flow | Sensor Yalues

and attempts to recover the Fault,
Error Message Recovery Fault Tirme Ackivity

'\DczfauItType}l <ifaultType = <MNegative é? Recoverable &pr 26, 2009 11:56:12 PM invokeCR
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However, you cannot perform bulk fault recoveries on this page. To perform bulk
fault recovery, use one of the following pages:

s Faults and Rejected Messages page of a specific SOA composite application or
of the SOA Infrastructure

= Faults page of the BPEL process service engine or of a specific BPEL process
service component

14. Select a fault for recovery that has been identified as recoverable through one of
the following methods. The page refreshes to display a fault recovery section at
the bottom of the page.

s If you click a fault in the Error Message column, a popup message displays
details about the fault, including the fault ID, fault time, fault location, fault
type, and complete error message text. If the fault is identified as recoverable,
a Recover Now button displays that you can click.

= You click a fault identified as recoverable in the Recovery column.

15. Select an action from the Recovery Action list.

Action Description

Retry Retries the instance with an option to provide a retry success action. An
example of a scenario in which to use this recovery action is when the
fault occurred because the service provider was not reachable due to a
network error. The network error is now resolved.

Abort Aborts the entire instance.
Replay Replays the entire scope again in which the fault occurred.
Rethrow Rethrows the current fault. BPEL fault handlers (catch branches) are

used to handle the fault. By default, all exceptions are caught by the
fault management framework unless an explicit rethrow fault policy is
provided.

Continue Ignores the fault and continues processing (marks the faulting activity
as a success).

Your selection causes additional fields to appear. For example, the following fields
display if you select Rethrow.

Recover Fault: default /FaultFlow!1.0%c9b27cb0-d239-4290-a85e-a816604 76134 /FaultFlow,/10-BpInv0-BpSwt0.10
Choose one of the available recovery options, modify the variable information as appropirate, and click "Recover”,

Recovery Action Retry w After Successful Retry Mone =

Watiable crinput -

valus <550 xmins="http:/fservices.otn.com" =0567 </ssn>

16. Use the After Successful Retry list to select defined actions to invoke after a
successful retry. If you select a variable in the Variable list, you can edit the value
in the Value text box.
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17. Click the Back button of your browser to exit the flow diagram.

10.2 Monitoring BPEL Process Service Component Instances and Faults

You can monitor BPEL process service component recent instances and faults. Each
service component in a SOA composite application has its own instance ID. These IDs
are different from the overall instance ID of the SOA composite application of which
each service component is a part.

To monitor BPEL process service component instances and faults:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA
2. Select the Deployed Composites tab. composite application.
3. In the Composite section, select a

specific SOA composite application.

2, In the Component Metrics section, select the BPEL process service component.
3. C(Click Dashboard.
The upper part of the Dashboard page displays the following details:

= Recent instances of the BPEL process service component, including the
instance ID, the state of the instance (for example, completed successfully or
faulted), the start time, the last modification time, and logs describing the
instance.

= Recent faults in the BPEL process service component, including the error
message, whether you can recover from the fault, the time at which the fault
occurred, the instance ID of the BPEL service component, the BPEL activity in
which the fault occurred, and logs describing the fault.

s The average processing time for each activity in the BPEL process service
component.

Monitoring BPEL Process Service Components and Engines 10-9



Monitoring BPEL Process Service Component Instances and Faults

1 FaultFlow [1.0]®
D-":g SCA Composite w
FaultFlow [1.0] = FaultFlaw

Logged in as weblogic |

Page Refreshed Feb 20, 2009 B:34:41 PM PST Cu

5% FaultFlow (EPEL Comporent) ® &P Related Links +
Dashboard | Instances | Faults | Paolicies
“IRecent Instances
Show Only Running Instances Running 199 Tokal 200
Insktance ID Skate Skart Date Last Modified Date  Logs
bpel:513 RuUnning Feb 16, 2009 10:38: Feb 19, 2009 4:55:06 aM
bpel:514 RuURning Feb 16, 2009 10:38: Feb 19, 2009 4:55:05 aM
bpel:511 Running Feb 16, 2009 10:38: Feb 19, 2009 4:55:06 &M &
bpel:510 Running Feb 16, 2009 10:38: Feb 19, 2009 4:55:04 aM - [
bpel: 508 RuURning Feb 16, 2009 10:38: Feb 19, 2009 4:55:07 aM
3 Show all
-IRecent Faults
Show only system faults
Error Message Recovery Fault Time: CoTpEREn Ackivity Logs

Mo Faults Found

Instance ID

4. In the Recent Instances section, perform the following tasks:

a.

In the Instance ID column, click an instance ID for a service component to
view its audit trail, process flow, sensor values, and faults.

In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

Click Show All below the section to access the Instances page of the service
component.

5. In the Recent Faults section, perform the following tasks:

a.

In the Error Message column, click an error message to display complete
information about the fault. If the fault is identified as recoverable, click the
Recover Now link to perform fault recovery.

In the Recovery column, click a fault identified as Recoverable to perform
fault recovery at the component instance level.

In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

Click Show All below the section to access the Faults page of the service
component.

The lower part of the Dashboard page displays the following details:

A graphical representation of the number of successful, faulted, and incoming
(pending) instances of the BPEL process service component over a specific
time range.

The number of faults and message processed by any reference binding
component with which this BPEL process service component communicated.
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i~iInstance Rate per Min (Real-Time Data) EReferences
Marne Faults Message Count Avstans Rgsponse
0.8 Throughput of successful Time {ms)
Minstances inthe last 5 LoanService o 9 0.003

i minutes . R "
0.4 CreditR atingService 1] ] 0.776

- Throughput of faulted
0.0 () W instances inthe last 5
T 0129 PM 01:31 minutes
22 February 2009
Instance throughput in the
last 5 minutes

[Table Wiew]

For more information, see Section 1.2.3, "Understanding SOA Composite Application
Instances."

10.3 Monitoring BPEL Process Service Component Instances

You can monitor BPEL process service component instances. Each service component
has its own unique instance ID. This ID is in addition to the instance ID of the overall
SOA composite application of which this service component is a part.

To monitor BPEL process service component instances:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. In the Composite section, select a
specific SOA composite application.

2. Select the BPEL process service component in the Component Metrics section.
3. Click Instances.
The Instances page displays the following details:

= A utility for searching for a specific BPEL service component instance by
specifying a criteria and clicking Search.

= BPEL process service component instances, including the instance ID, instance
state (for example, completed or faulted), instance start time, last instance
modification time, and log files describing the instance.
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1} FaultFlow [1.0]®

Dﬂ:g S04 Composite +
FaultFlow [1,0] = FaultFlow

ﬁgﬁ FaultFlow (BPEL Component) @

Dashboard | Instances

=ISearch
Instance ID
Start Time Fram

Skark Time Ta

Logged in as weblogic |

Page Refreshed Apr 27, 2009 7:56:19 AM PDT [

@ Related Links +

Faults | Policies

Madified Date Ta [y fUTC-08:00) US Pacific Time
EE}) {UTC-08:00) US Pacific Time Skake | Any W

E{"_l) {UTC-08:00) US Pacific Time

Miodified Date Fraom EE'}) (UTC-08:00) US Pacific Time
Search Reset

Wigw -

Instance ID State Start Date £ Last Modified Date  Logs
bpel: 10 Running Apr 26, 2009 11:56:09 PM Apr 26, 2009 11:56:13 PM H
bpel:2 Running Apr 26, 2009 11:56:09 PM Apr 26, 2009 11:56:13 PM H
bpel:s Terrinated Apr 26, 2009 11:56:09 PM Apt 27, 2009 3:44:42 AM H
bpel:7 Running Apr 26, 2009 11:56:08 PM Apr 26, 2009 11:56:13 PM il
bpelie Running Apr 26, 2009 11:56:08 PM Apr 26, 2009 11:56:13 PM i
bpel:s Running Apr 26, 2009 11:56:07 PM Apr 26, 2009 11:56:12 PM i
bpel:4 Running Apr 26, 2009 11:56:06 PM Apr 26, 2009 11:56:12 PM ]
bpel:3 Running Apr 26, 2009 11:56:05 PM Apr 26, 2009 11:56:13 PM H
bpel:i Running Apr 26, 2009 11:56:05 PM Apr 26, 2009 11:56:12 PM H
bpel;z Running Apr 26, 2009 11:56:05 FM Apr 26, 2009 11:56:12 PM H

4. In the Instance ID column, click an instance ID for a service component to view its
audit trail, process flow, sensor values, and faults.

5. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

For more information, see Section 1.2.3, "Understanding SOA Composite Application
Instances."

10.4 Monitoring Sensor Data and Values in BPEL Process Service
Components

You can view the fault, activity, and variable sensor data of a BPEL process service
component. You design sensors in BPEL processes and trackable fields in Oracle
JDeveloper. Sensors enable you to monitor BPEL process activities, variables, and
faults during run time.

To monitor sensor data and values in BPEL process service components:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.
3. In the Composite section, select a
specific SOA composite application.

2. Use one of the following methods to select an instance of the application:

= For recent instances of this application, click the instance number of an
instance in the Instance ID column of the Recent Instances section.
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= For all instances of this application, click the Instances tab, then click a specific
instance in the Instance ID column.

The Flow Trace page appears.

3. Click a specific BPEL process service component in the Instance column of the
Trace section.

4. C(Click the Sensor Values tab.
5. Select a sensor to view details.

If you created JMS sensors in your BPEL process, JMS sensor values do not display
in Oracle Enterprise Manager Fusion Middleware Control Console. Only sensor
values in which the sensor action is to store the values in the database appear (for
example, database sensor values).

Flow Trace = Instance ok FaulkFlow [Crata Refreshed Apr 27, 2009 §
%Instance of FaultFlow @
This page shows BPEL process instance details, '@) Instance 10 bpel:10

Started Apr 26, 20

Audit Trall | Flow

& Faulks

Select a sensor bo view its values,
“lActivity Sensors

Sensor Ackivity
Mo sensor data available,

=IVariable Sensors

Sensor Yariable

VariableSensor $counter

=IFault Sensors

Sensor Fault
Mo sensor data available.

Sensor Yalues

Sensar Type

For more information about sensors, see Oracle Fusion Middleware Developer’s Guide
for Oracle SOA Suite.

10.5 Monitoring BPEL Process Service Engine Instances and Faults

You can monitor instances and faults of all BPEL process service components running
in the BPEL process service engine. These BPEL process service components can be
part of separate SOA composite applications.

To monitor BPEL process service engine instances and faults:

1. Access this page through one of the following options:
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From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Service Engines > BPEL. 1. Right-click soa-infra.

2. Select Service Engines > BPEL.

2. C(Click Dashboard.

The upper part of the Dashboard page displays recent instances of all BPEL
process service components running in the BPEL process service engine, including
the instance ID of the service component, the service component name, the SOA
composite application of which the service component is a part, the state of the
instance (for example, completed successfully or faulted), the instance start time,
the last modification time, and logs describing the instance.

¢ soa-infra@
E% S04 Infrastructure +
S04 Infrastruckure Home = BREL Engine Home

ﬁgﬁ BPEL Engine (Service Engine)

Skatistics Instances

EIRecent Instances

Show Only Running Instances

Instance ID
bpel:51a
bpel:514
bpel:511
bpel:s10
bpel:503

& Show All

Component
595 FaulkFlow
ﬁg; FaultFlow
5 FaultFlow
5 FaultFlow
595 FaulbFlow

Logged in as weblogic |

Page Refreshed Feb 19, 2009 11:40:45 &M PST [$]

(ﬁ Related Links =
Faults | Deploved Components | Recowvery
’
Running 199 Total &54
Composite Skate Start Date Last Modified Date  Logs
FaultFlaw [1.0] Running Feb 16, 2009 10:35: Feb 19, 2009 4:55:06 AM |
FaultFlow [1.0] Running Feb 16, 2009 10:35: Feb 19, 2009 4:55:05 AM ]
FaultFlov [1.0] Running Feb 16, 2009 10:38: Feb 19, 2009 4:55:06 AWM
FaultFlow [1.0] Running Feb 16, 2009 10:35: Feb 19, 2009 4:55:04 &M
FaultFlaw [1.0] RuUnning Feb 16, 2009 10:38: Feb 19, 2002 4:55:07 AM i

3. In the Recent Instances section, perform the following monitoring tasks:

a.

In the Instance ID column, click an instance ID for a service component to
view its audit trail, process flow, sensor values, and faults.

In the Component column, click a specific service component to access its
home page.

In the Composite column, click a specific SOA composite application to access
its home page.

In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

Click Show All below the section to access the Instances page of the service
engine.

The lower part of the Dashboard page displays the following details:

The service components running in the service engine, the SOA composite
applications of the service components, the state of the applications (for
example, running), and the total, running, and faulted instances in the service
engine.

The recent faults in the service engine, including the error message, whether
you can recover from the fault, the time at which the fault occurred, the SOA
composite application in which the fault occurred, the service component, the
instance ID of the service component, the activity in which the fault occurred,
and log files describing the fault.
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In the Components section, perform the following tasks:

In the Name column, click a specific service component to access its home
page.

In the Composite column, click a specific SOA composite application to access
its home page.

Click Show All below the section to access the Deployed Components page of
the service engine.

In the Recent Faults section, perform the following tasks:

In the Error Message column, click an error message to display complete
information about the fault. If the fault is identified as recoverable, click the
Recover Now link to perform fault recovery.

In the Recovery column, click a fault identified as Recoverable to perform
fault recovery at the component instance level.

In the Composite column, click a specific SOA composite application to access
its home page.

In the Component column, click a specific service component to access its
home page.

In the Component Instance ID column, click an instance ID for a service
component to view its audit trail, process flow, sensor values, and faults.
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f. Inthe Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that fault.

For more information, see Section 1.2.4, "Understanding Service Components and

Service Component Instances."

10.6 Monitoring BPEL Process Service Engine Request and Thread

Statistics

You can monitor request and thread statistics for all BPEL process service components

running in the service engine.

To monitor BPEL process service engine request and thread statistics:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu...

From the SOA Folder in the Navigator...

1. Select Service Engines > BPEL.

1. Right-click soa-infra.
2. Select Service Engines > BPEL.

2. Click Statistics.

The upper part of the Statistics page displays the following details. Click the Help

icon for additional details.

= Pending requests in the service engine

= Active requests in the service engine

»  Thread statistics for the service engine

¢ soa-infra@
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S04 Infrastructure Home = BPEL Engine Home:

dEih BPEL Engine (Service Engine)
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[Table View]
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Active threads
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Elactive Requests

1.0
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Requests
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The lower part of the Statistics page displays details about the count and
minimum, maximum, and average request processing times.

—IRequest Breakdown

Min Request Avg Request
Mame Count Processinquime Proces::; .lf‘:‘:,lqeu(?; Procegsinquime
{ms) {ms)
-] eng-composite-request 407 4,000 23,021,000 652,470 A
=] eng-single-request 620 0.000 23,021,000 553.500
= load-warkitem 21z 2,000 435,000 34,910
load-wi-datasource 212 -1.000 27.000 1.200
-] eng-callback 21z 0.000 403,000 31,950
initiske-correlation-set 161 -1.000 22,000 1.210
update-audit-trail 1 -1,000 -1.000 -1,000
eng-until 160 -1.000 1.000 0.040
sensor-send-activity-data 51 0.000 0.000 0.000
cancrv-cand-uarishla.daba [l [alala sl n nnn [alala sl e

10.7 Monitoring BPEL Process Service Engine Instances

You can monitor all BPEL process service component instances running in the service
engine. These BPEL process service components can be part of separate SOA
composite applications.

To monitor BPEL process service engine instances:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Service Engines > BPEL. 1. Right-click soa-infra.
2. Select Service Engines > BPEL.

2. Click Instances.
The Instances page displays the following details:

= A utility for searching for a specific instance by specifying a criteria and
clicking Search.

= Instances, including the instance ID of the service component, the service
component name, the SOA composite application name, the state of the
instance (for example, completed successfully, running, or faulted), the
instance start time, the last modification time, and log files describing the
instance.
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3. In the Instances section, perform the following monitoring tasks:

a. In the Instance ID column, click an instance ID for a service component to
view its audit trail, process flow, sensor values, and faults.

b. Inthe Component column, click a specific service component to access its
home page.

c. In the Composite column, click a specific SOA composite application to access
its home page.

d. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

For more information, see Section 1.2.4, "Understanding Service Components and
Service Component Instances."

10.8 Monitoring Deployed BPEL Processes in the Service Engine

You can monitor all deployed SOA composite applications with BPEL process service
components running in the service engine.

To monitor deployed BPEL processes in service engines:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Service Engines > BPEL. 1. Right-click soa-infra.

2. Select Service Engines > BPEL.
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¢ soa-infra@

%E SO Infrastructure

2. Click Deployed Components.

The Deployed Components page displays the following details:

A utility for searching for a specific deployed SOA composite application by
specifying a criteria and clicking Search.

Details about deployed SOA composite applications with BPEL process
service components running in this service engine, including the service
component name, the SOA composite application, the current status, and the
total, running, and faulted instances in the service engine.
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3. In the Name column, click a specific service component to access its home page.

4. In the Composite column, click a specific SOA composite application to access its
home page.
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Managing BPEL Process Service
Components and Engines

This chapter describes how to manage BPEL process service components and service
engines.

This chapter includes the following topics:

= Section 11.1, "Recovering from BPEL Process Service Component Faults"

= Section 11.2, "Managing BPEL Process Service Component Policies"

= Section 11.3, "Recovering from BPEL Process Service Engine Faults"

= Section 11.4, "Performing BPEL Process Service Engine Message Recovery"
For more information, see the following sections:

m  Section 1.2.4, "Understanding Service Components and Service Component
Instances"

= Section 1.2.6, "Understanding Service Engines"

11.1 Recovering from BPEL Process Service Component Faults

You can monitor and perform individual and bulk fault recoveries for BPEL process
service components that are identified as recoverable. For BPEL process faults to be
identified as recoverable, there must be a fault policy defined that is bound to the fault
(through the fault-bindings.xml file) and which triggers the action
ora-human-intervention. However, without defining any fault policies, the fault
takes its normal course as either a recoverable or nonrecoverable fault.

To recover from BPEL process service component faults:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA
2. Select the Deployed Composites tab. composite application.
3. In the Composite section, select a

specific SOA composite application.

2. Select the BPEL process service component in the Component Metrics section.
3. Click Faults.
The Faults page displays the following details:
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BPEL process service component faults identified as recoverable can be recovered.

4. Select faults for recovery using one of the following methods. Note that fault
recovery selection at the BPEL process service component level is equal to the SOA
Infrastructure level, SOA composite application level, and Oracle Mediator service
component level.

For... Then...
Single fault There are three options from which to choose for single-fault recovery:
recovery 1. Click the row of the fault that has been identified as recoverable. With
the row highlighted, select a specific action from the Recovery Action
list, as described in Step 5.
2. In the Recovery column, click the Recover link to access the Faults page
of the instance audit trail to perform fault recovery.
3. In the Error Message column, click the message of a fault that has been

identified as recoverable. This displays complete fault details, including
the fault ID, fault time, fault location, fault type, and error message text.
A Recover Now option displays for recoverable faults. Click Recover
Now to access the Faults page of the instance audit trail to perform fault
recovery.
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For... Then...
Bulk fault There are two options from which to choose for bulk-fault recovery:
recovery

1. Use Shift+Click or Control+Click to select specific faults in the rows.
or

2.  From the Select menu, choose Select All Recoverable. Then use
Shift+Click or Control+Click to deselect the faults to not include in the
recovery operation.

Then:
3. Select an action from the Recovery Action list, as described in Step 5.

Note: Only the actions applicable to all selected faults are available.

Recovery ofall 1. From the Select menu, choose Select All Recoverable.

faults

2. Select an action from the Recovery Action list, as described in Step 5.

Note: Only the actions applicable to all selected faults are available.

Note: In most cases, fault policy actions are automatically executed.
The only exception is if you defined a fault policy that uses the action
ora-human-intervention. This action creates a recoverable fault
that can be recovered from Oracle Enterprise Manager Fusion
Middleware Control Console.

5. Select an action from the Recovery Action list.

Action Description

Retry Retries the instance directly. An example of a scenario in which to use

this recovery action is when the fault occurred because the service
provider was not reachable due to a network error. The network error is
now resolved.

Abort Aborts the entire instance.
Replay Replays the entire scope again in which the fault occurred.
Rethrow Rethrows the current fault. BPEL fault handlers (catch branches) are

used to handle the fault. By default, all exceptions are caught by the
fault management framework unless an explicit rethrow fault policy is
provided.

Continue Ignores the fault and continues processing (marks the faulting activity

as a success).

6. Perform the following additional monitoring tasks from within the faults table:

Click the Show only recoverable faults check box to display only faults from
which you can recover.

From the Fault Type list, select to display all faults, system faults, business
faults, or Oracle Web Service Manager (OWSM) faults in the faults table. Click
the Help icon for a description of these fault types.

From the View list, select Columns > Fault ID to display the fault IDs for each
error message. The fault ID is automatically generated and uniquely identifies
a fault. The fault ID also displays when you click an error message.
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d. Inthe Component Instance ID column, click a specific service component ID
to access task details about the instance (for example, the current state of a
task). Note that rejected messages do not have a component instance ID.

e. In the Logs column, click a link to access the Log Messages page with filtered
messages specific to that instance.

For more information, see the following documentation:
= Section 1.3.3.1, "Understanding Fault Recovery"
= Section 8.5.1, "Examples of Fault Recovery for BPEL Processes"

»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite

11.2 Managing BPEL Process Service Component Policies

You can attach and detach policies to and from BPEL process service components in
currently deployed SOA composite applications. Policies apply security to the delivery
of messages. Oracle Fusion Middleware uses a policy-based model to manage Web
services.

Note: Before attaching policies, see Oracle Fusion Middleware Security
and Administrator's Guide for Web Services for definitions of available
policies and details about which ones to use in your environment.

To manage BPEL process service component policies:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Home. 1. Under soa-infra, select a specific SOA
2. Select the Deployed Composites tab. composite application.
3. In the Composite section, select a

specific SOA composite application.

2. Select the BPEL process service component in the Component Metrics section.
3. Click Policies.

The Policies page enables you to attach and detach policies to and from BPEL
process service components. The policies table displays the attached policy name,
the policy reference status (enabled or disabled) that you can toggle, the category
(Management, Reliable Messaging, MTOM Attachment, Security, or WS
Addressing), the violations, and the authentication, authorization, confidentiality,
and integrity failures since the SOA Infrastructure was last restarted.
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4. C(Click Attach/Detach.

If multiple components are available, you are prompted to select the service or
component for which to perform the attachment or detachment.

o

Select the service or component to which to attach or detach a policy.
This invokes a dialog for attaching or detaching policies.

Policies currently attached appear in the Attached Policies section. Additional
policies available for attachment appear in the Available Policies section.

6. Select to attach policies appropriate to your environment.
7. Click Attach.

8. When you are finished attaching policies, click Validate.
9

If an error message appears, make the necessary corrections until you no longer
have any validation errors.

10. Click OK.

The attached policy displays in the policies table.
For more information, see the following documentation:
= Section 1.3.3.2, "Understanding Policies"

= Section 8.8, "Managing SOA Composite Application Policies" for the dialogs that
display during policy attachment

»  Oracle Fusion Middleware Security and Administrator’s Guide for Web Services for
definitions of available policies and details about which ones to use for your
environment

11.3 Recovering from BPEL Process Service Engine Faults

You can monitor and perform individual and bulk recoveries of faults occurring in
BPEL process service engines that are identified as recoverable. All BPEL process
service component faults, regardless of the SOA composite application instance of
which they are a part, can be viewed in the BPEL process service engine. For BPEL
process faults to be identified as recoverable, there must be a fault policy defined that
is bound to the fault (through the fault-bindings.xml file) and which triggers the
action ora-human-intervention. However, without defining any fault policies,
the fault takes its normal course as either a recoverable or nonrecoverable fault.

To recover from BPEL process service engine faults:
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1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Service Engines > BPEL. 1. Right-click soa-infra.
2. Select Service Engines > BPEL.

2. Click Faults.
The Faults page displays the following details:

= A utility for searching for a specific fault by specifying a criteria and clicking
Search. Click the Help icon for details.

»  Faults that occurred in the service engine, including the fault ID, error
message, whether you can recover from the fault, the time at which the fault
occurred, the SOA composite application and service component in which the
fault occurred, and the service component instance ID.
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BPEL process service engine faults identified as recoverable can be recovered.

3. Select faults for recovery using one of the following options. As with fault
recovery at the SOA Infrastructure level, SOA composite application level, and
Oracle Mediator service component level, you can perform single fault recovery,
bulk fault recovery, and recovery of all faults. See Step 4 of Section 11.1,
"Recovering from BPEL Process Service Component Faults" for instructions on
selecting faults to perform these types of recovery.
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Note: In most cases, fault policy actions are automatically executed.
The only exception is if you defined a fault policy that uses the action
ora-human-intervention. This action creates a recoverable fault
that can be recovered from Oracle Enterprise Manager Fusion
Middleware Control Console.

4. Select an action from the Recovery Action list.

Action Description

Retry Retries the instance with an option to provide a retry success action. An
example of a scenario in which to use this recovery action is when the
fault occurred because the service provider was not reachable due to a
network error. The network error is now resolved.

Abort Aborts the entire instance.
Replay Replays the entire scope again in which the fault occurred.
Rethrow Rethrows the current fault. BPEL fault handlers (catch branches) are

used to handle the fault. By default, all exceptions are caught by the
fault management framework unless an explicit rethrow fault policy is
provided.

Continue Ignores the fault and continues processing (marks the faulting activity
as a success).

5. Perform the following additional monitoring tasks from within the faults table:

a. Click the Show only recoverable faults check box to only display faults from
which you can recover.

b. From the Fault Type list, select to display all faults, system faults, business
faults, or OWSM faults in the faults table. Click the Help icon for a description
of these fault types.

c. From the View list, select Columns > Fault ID to display the fault IDs for each
error message. The fault ID is automatically generated and uniquely identifies
a fault. The fault ID also displays when you click an error message.

d. Inthe Composite column, click a specific SOA composite application to access
its home page.

e. Inthe Component column, click a specific service component to access its
home page.

f. Inthe Component Instance ID column, click a specific service component ID
to access task details about the instance (for example, the current state of a
task). Note that rejected messages do not have a component instance ID.

For more information, see the following sections:
»  Section 1.3.3.1, "Understanding Fault Recovery" for conceptual details about faults

= Section 8.5.1, "Examples of Fault Recovery for BPEL Processes"

11.4 Performing BPEL Process Service Engine Message Recovery

You can perform a manual recovery of undelivered invoke or callback messages due
to a transaction rollback in the process instance. Recovery of invoke messages applies
to asynchronous BPEL processes only. Synchronous BPEL processes return an error to
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the calling client and are not recoverable from this page. Recoverable activities are
activities that failed and can be recovered. For example, if you are using the file
adapter to initiate an asynchronous BPEL process and your system crashes while the
instance is processing, you can manually perform recovery when the server restarts to
ensure that all message records are recovered.

To perform BPEL process service engine message recovery:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Service Engines > BPEL. 1. Right-click soa-infra.
2. Select Service Engines > BPEL.

2. C(Click Recovery.
The Recovery page displays the following details:

= A utility for searching for a specific message failure by specifying a criteria
and clicking Search. Click the Help icon for details.

»  Message failure in the service engine, including the conversation ID, whether
you can recover from the message failure, the service component and
composite application in which the failure occurred, and the time at which the
fault occurred.

¢ soa-infra@ Logged in as weblogic|
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If a message is marked as Recoverable, vou can recover or cancel it, You can recover or cancel multiple messages in a batch, Select the messages wou wank to
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3. Select a fault in the table.

4. Select one of the following options:

Action Description
Recover Retries the message in which the fault occurred.
Mark Cancelled Marks the message so it is never delivered.
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Part VI

Administering Oracle Mediator Service

Components and Engines

This part describes how to administer Oracle Mediator service components and
engines.

This part includes the following chapters:

Chapter 12, "Configuring Oracle Mediator Service Components and Engines"
Chapter 13, "Monitoring Oracle Mediator Service Components and Engines"
Chapter 14, "Managing Oracle Mediator Service Components and Engines"

Chapter 15, "Managing Cross-References"






12

Configuring Oracle Mediator Service
Components and Engines

This chapter describes how to configure Oracle Mediator (Mediator) service
components and service engines.

This chapter includes the following topics:

= Section 12.1, "Introduction to Configuring Oracle Mediator"

= Section 12.2, "Configuring Audit-Level Flags"

= Section 12.3, "Configuring Metrics-Level Flag"

= Section 12.4, "Configuring Parameters for Parallel Infrastructure”

= Section 12.5, "Configuring Parameters for Error/Retry Infrastructure”

= Section 12.6, "Configuring Parameters for Heartbeat Framework"

12.1 Introduction to Configuring Oracle Mediator

You can configure the properties of Mediator Service Engine by setting the parameters
mentioned in this chapter. These parameters can be set in the following ways:

= By setting the values of the parameters in the Mediator Service Engine Properties
page:
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Perform the following steps to display the Mediator Service Engine Properties
page:

1.
2

Open the SOA Infrastructure Home page.

From the SOA Infrastructure menu, select SOA Administration and then
Mediator Properties.

= By setting the values of the parameters in an MBean browser:

Perform the following steps to set the values in an MBean browser:

1.

6.

From the SOA Infrastructure menu, select Administration and then System
MBean Browser

The System MBean Browser page is displayed.

Expand the node oracle.as.soainfra.config in the left pane (below the page
title).

The Server:soa_serverl node is displayed.

Expand the Server:soa_serverl node.

The MediatorConfig node is displayed.

Expand the MediatorConfig node.

The mediator MBean is displayed.

Click the mediator MBean.

The properties of the MBean are displayed on the right pane.
Change the value of the properties and click Apply.

= By setting the values of the parameters in the $DOMAIN_
HOME/config/soa-infra/configuration/mediator-config.xml file
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Note:

s Oracle recommends configuring the properties of the Mediator
Service Engine by setting the parameters discussed in this chapter,
through the Enterprise Manager Console or an MBean Browser.
Modifying the $DOMAIN_
HOME/config/soa-infra/configuration/mediator-conf
ig.xml is not advisable because any accidental update to this file
can disrupt the service of the Mediator Service Engine.

= You do not need to restart the server for changing these
properties.

12.2 Configuring Audit-Level Flags

You can configure the Mediator-specific auditLevel flag for audit levels. The value
of this flag overrides the value of the global SOA infrastructure audit-level flag. The
possible values of this flag are:

»  Off - Switches off auditing of Mediator. Composite instance tracking and payload
tracking information are not collected.

= Inherit - Level of audit is the same as the SOA infrastructure. This setting
enables the Mediator audit level to automatically change, when the global setting
is changed. Setting a different audit level tracking, for this page, overrides the
tracking set at the SOA Infrastructure level.

= Production - All events are logged. All audit details, except the details of assign
activities, are logged. Instance tracking information is collected, but payload
details are not captured and these details are not available in the flow audit trails.
This level is optimal for most typical operations and testing.

= Development - All events and all audit details are logged. In addition, payload
details are captured and are available in the flow audit trails. This level is useful
for debugging purposes, but may impact performance.

The default value of this flag is Inherit.

Note: Audit levels were known as instance tracking levels in the
Oracle Application Server 10g releases.

12.3 Configuring Metrics-Level Flag

You can set the Mediator-specific flag metricsLevel for configuring the Dynamic
Monitoring Service (DMS) metrics level. DMS metrics are used to measure the
performance of application components. The possible values of this flag are:

= Enabled - Enables DMS metrics tracking
= Disabled - Disables DMS metrics tracking

To enable DMS metrics tracking, by updating the $SDOMAIN_
HOME/config/soa-infra/configuration/mediator-config.xml file, you
must update the file in the following way:

<metricsLevel>Enabled</metricsLevel>
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To disable DMS metrics tracking, by updating the SDOMAIN_
HOME/config/soa-infra/configuration/mediator-config.xml file, you
must update the file in the following way:

<metricsLevel>Disabled</metricsLevel>

12.4 Configuring Parameters for Parallel Infrastructure
You can configure the parallel infrastructure by setting the following parameters:

» ParallelWorkerThreadCount - Specifies the number of parallel dispatchers
for message processing. Increase this parameter to increase the number of
outbound threads for parallel processing.

» ParallelMaxRowsRetrieved - Specifies the number of rows retrieved per
iteration for parallel processing. You can set the value of this parameter to 50 to
100 times of the ParallelWorkerThreadCount parameter, depending on the
memory consumption limit.

Note: A large value for the ParallelMaxRowsRetrieved
parameter can result in memory exhaustion.

s ParallelLockerThreadSleep - Specifies the idle time between two successive
iterations for retrieving rows, when there is no message for parallel processing.
The time is measured in seconds.

To set the values of these parameters, you must update the $SDOMAIN_
HOME/config/soa-infra/configuration/mediator-config.xml file in the
following way:

<ParallelWorkerThreadCount>20</ParallelWorkerThreadCount>

<ParallelMaxRowsRetrieved>20</ParallelMaxRowsRetrieved>
<ParallelLockerThreadSleep>10</ParallelLockerThreadSleep>

12.5 Configuring Parameters for Error/Retry Infrastructure
You can configure the error/retry infrastructure by setting the following parameter:

» ErrorLockerThreadSleep - Specifies the idle time between two successive
iterations for retrieving errored out messages, when there is no errored out
message from parallel processing. The time is measured in seconds.

To set the values of this parameter, you must update the SDOMAIN_
HOME/config/soa-infra/configuration/mediator-config.xml file in the
following way:

<ErrorLockerThreadSleep>20</ErrorLockerThreadSleep>

12.6 Configuring Parameters for Heartbeat Framework

The heartbeat infrastructure is a part of the Mediator Service Engine and is used to
detect the absence of a Mediator Service Engine instance due to failure or shutdown of
a node. The heartbeat infrastructure creates a unique identifier for each instance of the
Mediator Service Engine and performs the necessary house-keeping tasks, if a
Mediator Service Engine fails. The heartbeat infrastructure consists of a heartbeat
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thread. The heartbeat thread periodically updates the time stamp associated with each
Mediator Service Engine's unique identifier. By updating the time stamp associated
with it, a Mediator Service Engine announces its presence to the other Mediator
Service Engines. The heartbeat thread also checks if there are unique identifiers that
have not been updated for a particular period of time. You can configure the heartbeat
Framework by setting the following parameters:

s ContainerIdLeaseRefresh - Specifies the time interval at which the heartbeat
thread periodically updates the time stamp associated with each Mediator Service
Engine's unique identifier.

Note:

s The default value of the ContainerIdLeaseRefresh parameter
is 60 seconds.

= In case of unplanned outages, you must wait as much time as
specified as the ContainerIdLeaseRefresh interval, after
restarting the server. The server requires this much time to
complete the instances still in the running state.

= ContainerIdLeaseTimeout - Specifies the time interval at which the heartbeat
thread periodically checks if there are unique identifiers that have not been
updated for a particular period of time.

By configuring these parameters, you can specify the period used by the heartbeat
thread to detect the failure of a Mediator Service Engine.

To set the values of these parameters, you must update the $DOMAIN_
HOME/config/soa-infra/configuration/mediator-config.xml file in the
following way:

<ContainerIdLeaseRefresh>30</ContainerIdLeaseRefresh>
<ContainerIdLeaseTimeout>300</ContainerIdLeaseTimeout>

Note:

s The default value of the ContainerIdLeaseRefresh parameter
is 60 seconds.

= In case of unplanned outages, you must wait as much time as
specified as the ContainerIdLeaseRefresh interval, after
restarting the server. The server needs this much time to complete
the instances still in the running state.
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Monitoring Oracle Mediator Service
Components and Engines

This chapter describes how to monitor Oracle Mediator (Mediator) service
components and engines.

This chapter includes the following topics:
= Section 13.1, "Monitoring Mediator Service Components"

»  Section 13.2, "Monitoring Mediator Service Engine"

13.1 Monitoring Mediator Service Components

This section describes how to monitor Mediator components. It contains the following
topics:

= Section 13.1.1, "Monitoring Instance Statistics"

= Section 13.1.2, "Monitoring Routing Statistics"

13.1.1 Monitoring Instance Statistics

You can use the Dashboard tab of the Mediator Component Home page to view the
instance summary, recent instances list, and instance per minute data.

To view the instance statistics of a Mediator component:
1. Open the Mediator Component Home page.
2. Click Dashboard.

3. View the Recent Instances and Instance Rate Per Min sections.

Note: To view the Instance Rate Per Min section, you may have to
expand the panel by clicking on the plus (+) icon appearing to the left
of the section title.

=IRecent Instances
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13.1.1.1 About the Instance Information Sections in the Dashboard Tab
This section describes the instance information sections in the Dashboard tab.

Recent Instances
The Recent Instances section provides the following information about the recent
Mediator component instances:

Instance ID - The unique instance ID of a specific Mediator component instance.

State - The state of the specific Mediator component instance. It has the following
values: Stale, Terminated by user, Faulted, Suspended, Completed
successfully, Recovery required, and Running.

- Stale - Composite, for which this Mediator instance was created, is
undeployed.

- Terminated by User - The instance was aborted manually through Enterprise
Manager, or automatically by a fault policy.

— Faulted - Instance is faulted and cannot be recovered.

- Completed successfully - Everything is fine with this instance and it ran
successfully.

- Recovery required - Instance is faulted and can be recovered through Oracle
Enterprise Manager manually.

For more information about recovering a fault, refer to Section 14.2,
"Managing Mediator Faults".

- Running - One or more routing rules of the Mediator component are still
running.

Start Date - The date when the specific Mediator component instance was started.

Last Modified Date - The date when the specific Mediator component instance was
modified for the last time.

Source - The operation or event that triggered the Mediator component.

Logs - The location of the Log file that has the log message related to the Mediator
component instance.

This section provides information only about recent instances. To view all instances of
a component, click Instances or Show All on Dashboard tab to navigate to the
Instances tab. To view only those instances that are in running state, select Show Only
Running Instances.

The Instances tab of the Mediator Component Home page enables you to search for a
Mediator Component instance or view a Mediator Component instance based on the
criteria specified.
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Recent Faults

The Recent Faults section provides the following information about the recent faults
that occurred while executing the Mediator component:

Error Message - The detailed error message associated with the faulted instance.

Recovery - Identifies whether the fault is recoverable or not. If a fault is marked as
recoverable, you can select it and choose a recovery action from the Recovery
Actions list. You can also click Recover for that fault to access more recovery
options at the component instance level.

Fault Time - The time when the specific fault occurred in the specific Mediator
component instance.

Component Instance ID - The unique instance ID of a specific Mediator
component instance.

Case - The routing source case, where the fault occurred.

Logs - The log location that has the log message related to the fault. Click this link
to find more details about the fault and potential causes of the fault.

This section provides information only about recent faults. To view all faults of a
component, click Faults or Show All on Dashboard tab to navigate to the Faults tab. If
you want to view only the faults caused by a system error, then click Show only
system faults. System faults are related to system failure issues, such as a database or
network being inaccessible.

The Faults tab of the Mediator Component Home page enables you to search for faults
based on the specified criteria and to recover or abort multiple faults.
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For more details about the information available on Faults tab, refer to Section 14.2,
"Managing Mediator Faults".

Routing Statistics

Routing Statistics section enables you to view the routing data of a source operation or
subscribed event. For more information, refer to Section 13.1.2, "Monitoring Routing
Statistics".

Instance Rate Per Min Section

The Instance Rate per Min (Realtime Data) section provides information about the
execution rate of the Mediator instances per minute. This section displays a graph that
shows real-time data for successful, faulted, and incoming instances in the last five
minutes.

You can have a tabular view of the instance rate for last five minutes by clicking Table
View.

References

The References section provides information about the references used by the
Mediator component and any recent faults:

= Name - The name of the references associated with the Mediator component.
= Faults - The number of faults for this reference.
= Message Count - Total number of times this reference was invoked.

= Average Response Time - The average Processing time in milliseconds for the
reference.

13.1.2 Monitoring Routing Statistics

You can use the Routing Statistics section of the Dashboard tab in the Mediator
Component Home page to view the routing data of a source operation or subscribed
event.

To view the routing statistics of a Mediator component:

1. Open the Mediator Component Home page.
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Murber of I

B Route Target

4. Expand the Route Target table.

=l Routing Statistics

Average Processrg Trme (me)
Name Emor Average Invocation Tim
Success Fadure

FilaQut. Wirite 5 0.175 0.317

HInstance Rate per Min (Real-Time Data) B References

5. View the routing statistics for all targets in the Route Target table.

The Route Target section under the Routing Statistics section enables you to view
statistics of the target routes of the Mediator component. This section provides the
following information about a Mediator component instance:

= Name - The name of the Route Target of the Mediator component.
s Error - The number of errors that occurred during routing.

= Average Processing Time - The average processing time for the instances of the
specific Mediator component. This field has two subfields, Success and Failure.
The Success subfield shows the average processing time for the instances of the
specific Mediator component that executed successfully. The Failure subfield
shows the average processing time for the instances of the specific Mediator
component that failed to execute successfully.

= Average Invocation Time - The average Invocation Time for the instances of the
specific Mediator Component.

13.1.2.1 What You May Need to Know About Monitoring Routing Statistics

The Routing Statistics section provides the following information about the routing
source and its various targets:

= Number of successfully processed messages

= Average processing time for successful messages
= Number of faulted messages

= Average processing time for faulted messages

= Number of incoming messages
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13.2 Monitoring Mediator Service Engine

You can assess the efficiency level of the Mediator Service Engine by monitoring the
request breakdown statistics.

13.2.1 Monitoring Request Breakdown Statistics

To view the request breakdown statistics of the currently deployed Mediator
components:

1. Open the SOA Infrastructure Home page.

2. From the SOA Infrastructure menu, select Service Engines and then Mediator.
The Mediator Service Engine Home page is displayed.

3. Click the Statistics tab.

4. View the Request Breakdown statistics.

£2 504 Infrastructure Page Refreshed 18 Mar, 2009 115517 oM poT TJ
508 Infrastructire Home > Mediator Engine Home
4% Medlator Engine (serice Engne) & Related Links ~

Dashboard | Statistics  Instances | Faulls | Deployed Components

E Resquest Braakdown @
Request Count Execution Tme (ms)
Irmvoke One Way 2% 134,192
Transformation % 16,538
Enqueue 25 4,150
Irmvoke a 0,000
Publish a 0.000
Condition Evaluation 1] 0.000
Vabdation a 0.000

13.2.1.1 What You May Need to Know About Request Breakdown Statistics

The Request Breakdown section provides information about the count and the average
time taken for processing the following actions:

= Invoke One Way - One-way invocations from Mediator Service Engine.
» Transformation - Transforming messages in Mediator Service Engine.

»  Enqueue - Dehydrating messages for parallel routing rules.

Note: Dehydrating of messages means storing the incoming
messages in database for parallel routing rules, so that they can be
processed later by worker threads.

= Invoke - Request-response invocations from Mediator Service Engine.
= Publish - Publishing events from Mediator Service Engine.
= Condition Evaluation - Filter conditions evaluation by Medjiator.

= Validation - Message validations by Mediator Service Engine.

13-6 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite



14

Managing Oracle Mediator Service
Components and Engines

This chapter describes how to manage Oracle Mediator (Mediator) service components
and engines.

This chapter includes the following topics:

= Section 14.1, "Viewing the Deployed Mediator Service Components"
= Section 14.2, "Managing Mediator Faults"

»  Section 14.3, "Managing Mediator Policies"

14.1 Viewing the Deployed Mediator Service Components

The Deployed Components tab of the Mediator Service Engine Home page enables to
search for the Mediator Components of a composite application or view the Mediator
Components of a composite application, based on the criteria specified.

To manage deployed Mediator service components:

1. Open the SOA Infrastructure Home page.

2. From the SOA Infrastructure menu, select Service Engines and then Mediator.
3. C(Click Deployed Components.
4

View details about all Mediator service components currently deployed in SOA
composite applications.

5. Use the Search section to search for and display specific deployed Mediator
service components.
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8 50A Infrastructure = Page Riefreshed 18 Mar, 2009 1:55:27 oM poT {2
504 Infrastructure Home > Mediator Engine Home
<% Mediator Engine (Service Engne) &P Related Links ~

Dashboard | Statisties | Instances | Feults | Deployed Components

- Search

e Mame

Search Reset

Vi v

i Faulted Instances

Hame Composite Status Total Instances Running Instances S (S
<§Medatorl SmpleintSensor [2.0] & 1 0 o a
<FrielnToRle0ut TestRasubenit [2.0] O 25 a il ]

14.1.1 What You May Need to Know About the Information in the Deployed
Components Tab

The Deployed Components tab of the Mediator Service Engine Home page provides
the following information about deployed components:

= Name - The name of the component. You can click the component name to access
its home page.

s Composite - The name of the composite application. You can click the composite
name to access its home page.

»  Status - The status of the component, whether it is up or down.
= Total Instances - The number of total instances.

= Running Instances - The number of running instances.

s Recoverable Instances - The number of recoverable instances.

»  Non Recoverable Instances - The number of nonrecoverable instances.

14.2 Managing Mediator Faults

To manage Mediator faults:

1. Open the SOA Infrastructure Home page.

2. From the SOA Infrastructure menu, select Service Engines and then Mediator.
3. Click Faults.
4

View details about all faults in Mediator service components.
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FE S04 Infrastruchure « Fuge Refrushed 1 Mar, 3000 1:i5ar? B 60T €2
SOM Infrastructune Home > Mediator Engine Home:
ﬁﬂedimnr Engine (Servce Engne) & Related Links »

Daghboard | Statistics | lrwtances | Faults  Degloyed Components

:fﬂ Fiult i marked as Recoverabie mmukudﬂd‘mammwxlmﬁmhh- This action renuns the instance in which the fmult scourred and attempds to recover from it You can slso perform & -
tch racovery by selecting muitgée faits and choosng a recovery attion, For addtionsl recavery caticrs, chok the Riecoverabis bk for an vl fat. To necover from & Muman Weorkaw fault, sslect & and dick

Rmmmm the bnk tn- the ‘Wiorklst application.
=%earch
Error Message Contains Composite Instance 1D
Fadt D Component Instance 1D
Fault Tme: From B QuTC-08:00) LS Pacific Time
Fadt Tt To (@ (uTe-08:00) US Padfic Time
Search Reset
Sherw only recoverable faults [f Faut Type Al Fauts -
Stlecte Veww | Begovery Actens =
Eror Meszage Recovery Faudt Teme .7 Compasite Comporent H Came Logs
3 Excepnon ecned when bndng was nvsked. Excepon stared R ectr.. 13Mar, 2009 6:33:06 AN Tes®iesbeit [20] «JFieinToFleCit  medator:TCEAT... FleOut.... "
@Euwumﬂmm“ﬂ invvokied. Exteption coared @ Retover... 13Ma, 2009 6:3001 AN TesMesubmit [2.0] «JrieinTorleCnt  medator:TRESIF..  FleOut.. =
& Exception ocouned when binding was invoked. Exception ccared  §'Recover... 13Mar, 2005 6:32:56 M TesSlembmit [20] «ffleinTorletut  medator: 64503, FleOut.... ]
) Excepion ocruned when binding was nvoked. Excepton ooored S Recover... 13Mar, 3005 6:30:51 AW TesResbmit [20] «ffleinTofieCut  medator: 73880, FleOut.... a8
'D Excepton eomured when bndng was nvoked, Excepton ccared  §'Recover.., 13Mar, 2005 6:320% MM TesPlembmit [20] «fflelnTofleOut  medistors 703204, FleOut.... ] 1
D) Excention ocruned when bndng was voked. Excention scowred @ Blecover... 13Mar, 2005 6:3LS1LAM TesWesbrit [20] «JflelnTofleut  medstor-F 7085, Fletut... 8
) Excepion octuned when binding was invoked. Excepbion coared  §Recaver.., 13Mar, 3005 6:30:46 A TestResuberit [10] «fFielnTofletut  medator: 08045, FleOut.... n
& Excepton ocouned when bindng was nvoked. Excepton soaured  FReconer.., M TepRembenit [20] «fFieinTorieCst  medatr:®800A.. FleOut.. L]
B_Ewamumfr.mmfm ivckad. Exception sooured S Recever... 036 AN TestRemberit [20] fRialnToRle0u  medar:SSHIEE.,. FlaOul.... ] =

Use the Search section to search for and display specific faults in Mediator service
components. If you do not specify a search criterion, all faults are displayed in the
Faults table. Specify a search criterion and click Search to see the updated results.

If a fault is marked as recoverable, you can select it and choose a recovery action
from the Recovery Actions list.

You can also recover multiple faults as a batch. To select multiple faults, press
Shift+Click or Control+Click on the rows in the Faults table. Then, select a
recovery action from the Recovery Actions list. Note that in this case, only the
common actions applicable to all selected faults are available.

Click Error Message and then Recover Now....

FE 04 frastructuns =
SOA Infrastructune Home > Mediator Engine Home:
< Mediator Engine (5o < Engoe)
Dashboard Stasstes | Istances | Faults | Depioyed Comporents
If & Faudt i mariced s Recoverabls, you can sefect it and choose & recovery acton Som the kst This acton renurs the nstance in which the faul soowred and attemats to recover from it 1
0 INOOENg B TECINTY BIDON. For BATIONE! recovery SOTon, Sk the Recaverabl knk for s skl Tt To recover froe a Human Workflow faull, pelect it cick Recover a0 o
ESearch

Ervie Megsage Contang
Pt Time From B (LTC09:00) LS Pacit Teme
Faudt Tome To &y (umic-03:00) U5 Pacifis Tme
Shows orly recoversbis fadts [T FauitType A1 Faus vi

Seiectw Vieww | Recovery Actions v
° Errar Message: Exception occured when binding was invoked. Exception sccured during imvecation of 3CA binding: - T L7
"MA Binding execute of Reference operstion "Write' failed due to: Invalid Output Directory, Invalid Gut
FaultID PCEABEGO0FDIL IDEAF DS TEATAID 6133005 am
Fads Trme Mo 13, 2000 5:33:06 AM &:33:01 amM
System Fawlt: 9 613305 AM
Exceation pcoured when binding wes invoked. Euo mw'mmwmrmmo‘mm "JCA Snding execuie of Reference 1
operason ‘Winse' faled due to: Tnvalkd Outpet Directary, Srvalid Qutput Dmectory, The vakae soecified for the sutput PrysicalLogical)
rased

Dwrectory rieracton peramater or joa bnding property has an nvald value "fimpfsend”, ", The nvoked 304 scapter & resouroe
EucEnton. Pleste soamine e sho eﬁawwtufmsemarmw

Thlnnnanmnﬂwm Raeovens bier._|
o

TS TTTINET. EXLEpr | DU B S ¥y W TP Cor Y LA Lo T e

o-.wnﬂn dhuring invecation of JCA bindrg: JCAEN  FRecover...

[ R 2 rroked, Exception conre: E Frecover...

&) Exvcepron o0 wias Frooked,, ExtepSion conure F L
st nsribael v, aeramied by i Y —

The Faults tab of the Mediator Instance Details page of the specific Mediator
component instance, where the fault occurred, is displayed.

This page can also be displayed by clicking Recovery column of a fault.
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Flow Trace > instance of FlelnTeFleQut

<ZInstance Details of FileInToFileOut @
mmmmmmwml@

Dists Rafrashac 18 Mar, 2009 2:11:56 pM POT L)

Instance I mediator FCSSATEO0FDI 1 1DEAF 2 FEDSSTEABTAID
Started 13 Mar, 2009 6:33:06 AM
AudtTral | Faults

This page lists al fauits that have eccurred in this component instance., [F a fault is marked as Recoverable, you can select it and chosse a recovery sction from the st
Tht sction reruns th instance and attempts to recoves from the fault,

Message Recovery

Time Casz
EPExcenton occured whin bindng vt in & Recrveratie

13 Mar, 2009 §:33:06 AM  FleOut.Write

8. Select the fault by clicking Message. The details of the fault are displayed in the
lower pane.

Flow Trace = Instance of FieinToFleOut

“EInstance Details of FileInToFileOut ®
Ths page conper @

Dt Fosfreshed 18 Mar, 2008 2121156 P4 FOTE 3

Instance [0 mediatorTCS9ATE00FD31 LDEAFZTEDSSTEARTA1D
Started 13 Mar, 20009 6:33:06 AM
AudtTral | Faults

This page ksts al faults that have ocowted in this component irdtance. If a fault i marked a8 Recoverable, you can select it and choose a fecovery action from the kst. This sction reruns the irdhe fault,

@ JCAMM ecute of Rel Wity mvﬁm ha: B umﬂnmw :m";"u"&’.f‘ u D g Cm-:
" ﬁ = erence £l e el

Fault 10 MORABEEOOFDE1 IDEAF2TEDSSPEARTS 1D Sl A

Fault Time 13 Mar, 2009 6:33:06 AM

System Fault

!meunmom:;dmbrﬁmmstwdud Exceplion cooured during imvocation of JCA binding: "JCA Binding execute of Reference
oparaion Wite” faled due to: Irveaid Output Drectory, Invald Output Drectory, mmmﬁuhme!WLm
[Direciory interaction parameter or joa binding property has an irvaid value *firmp fsend”, . The invoked JCA adagber raised a nesouroe
aception, Please examing the above mor message carefuly to determing a resokition,

This fault can be recovered. To recover, select this fault in the table and chooze & recovery sction fom the recovery panel, —

R.cnwtrl'anltlCMmFDBl!BEHJ?EDSSm?IlD

Modfy the varisble information ane of the avadabl actons.

Reiry Abart
Resubmit Location  Request

Payload Pact Sender

Payload | <Sender xming=hitp: |jwwev.oradk. comiCustomer ">
<id sy =™ > 500 < id >
<name saminss"™ >name 2< fname =
<k wrlng ="
<streetsstrestl</seets
<ty >dky4< ity >
astatesstateSejstate >
G fTp
< ndde>
= i

B

9. Click Retry or Abort based on your need.

10. To confirm your action, click Yes on the Confirmation dialog as shown in the
following figure:

14-4 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite



Managing Mediator Faults

Flow Trace > Instance of FleinToFleCut

ﬁlnstance Details of FileInToFileOut ©@
The page chowe Madator companent instance detads_ ()

Duta Rufrethael 15 Mar, 2005 221555 DM POTs,

Instance I mediator:7CS9ATE00FD3 1 LDEAF 27EDSSTEABTA1D
Started 13 Mar, 2005 6:33:06 AM
sudtTral | Faults

Thes page lists all faults that have ooourmed in this component instance. £ a fault is marked a5 Recoverable, you cx kst. Ths action reruns the instance and attempts to recover from: the faull.

MEsEage RECsvary

Tme Cace
{¥Exception occured when binding s i & Recoversble

13Mar, 2005 6:33:06 AM | FileOut.Wiite:

@ confimation

Do you want to retry the selected faults? -

| This will resubmit all the selected faults for recovery.
| [z | 1 Bty | | dbort
Resubmit Locabon  Reguest = ———_—

Payiosd Part Sender [_\ﬂ
Fayload

Recover Fault-FC GABEG0OFDI1 1DEAF2 FEDSSTEARTA1D
Modify the variable information and choose one of the avalable recovery actions

<Sander b= hitp: v orsde. com Customer "> -

<id wming =" 500-< id =

<riame wring s~ 3 name2 < fame >

<cdr xming ™"
Calrestsatreetlc fareat>
ity ity < foky >
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<EpE<p

< e >

You will get the following Information dialog that displays the status of the
recovery action.

Flow Trace > Instance of FisinToFleOut

‘G’glnstanoe Details of FileInToFileQut @
Thes page shaws Mediator companent instance detals, (

Daka Rafreshed 15 Mar, 2003 2:21:56 FM POTE)

Instance [0 mediator:7C59A7600FD31 1DEAF2TEDSSTEABTA1D
:D Information [ Started 13 Mar, 2009 &33:06 AM
AudtTral | Faults
| The recover action completed successfilly

Thes page kst al faults that have eooured in this componar [his action reruns the instance and attempts W recover from the falt,

Message REcovery

Time Case
@Exception acoured when binding was in | § Recoverable

13 Mar, 2009 5:33:06 AM  FleOut. Write

=

14.2.1 What You May Need to Know About the Information in the Faults Tab

The Faults tab of the Mediator Service Engine Home page requires the following
information about faults to perform a search:

»  Error Message Contains - A complete or partial error message.

s Fault ID - The automatically generated fault ID that uniquely identifies a fault.
»  Fault Time from - The date at which to begin the search for faults.

=  Fault Time to - The date at which to end the search for faults.

= Composite Instance ID - The exact ID of the instance in which the SOA composite
application fault occurred.

s Component Instance ID - The exact ID of the component instance.

You can customize the display of searched faults by specifying the following options:
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Show Only Recoverable Faults - Enables you to view only those faults, on which
you can perform recovery actions.

Fault Type - Type of the fault. A fault can be of the following types:

— Business faults - These faults are application-specific faults that are generated
when there is a problem with the information being processed. For example,
when a social security number is not found in the database.

— System faults - These faults are related to system failure issues, such as a
database or network being inaccessible.

— Oracle Web Services Manager (OWSM) policy faults - These faults are
generated during failure of an attached policy.

The Faults tab of the Mediator Service Engine Home page provides the following
information about faults:

Fault ID - The ID of the fault. This number is automatically generated and
uniquely identifies a fault. This column does not automatically display in this
table. To display this column, select Columns, then Fault ID from the View menu.
The fault ID also displays when you click an error message.

Error Message - The error messages of faults occurring in the service engine. You
can click an error message to display complete information about the fault.

Recovery - Identifies if a specific fault is recoverable. If a fault is marked as
recoverable, you can select it and choose a recovery action from the Recovery
Actions list.

Fault Time - The time at which the fault occurred.

Composite - The SOA composite application in which the fault occurred. You can
click this link to access the composite home page.

Component - The Mediator service component in which the fault occurred. You
can click this link to access the component home page.

Component Instance ID - The instance ID of the service component in which the
fault occurred.

Case - Specifies whether the fault is a business fault, a system fault, or an error.

Logs - You can click this link to access log files describing the fault.

14.3 Managing Mediator Policies

Oracle Fusion Middleware uses a policy-based model to manage Web services.
Policies apply behavioral requirements to the delivery of messages.

To manage Mediator policies:

1.
2
3.

Open the Mediator Component Home page.
Click Policies.

View the policies attached to a Mediator component.
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olisokComposite>
TestResubmit [2.0] > FlslnToFieOut
*@ FileInToFileOut (Medator Compenent)®

Puge Refrashad 18 Mar, 2008 2:03:31 pu poT 2

&P Relatad Links v
Deshboard | Instances Faults | Policies
Yiou can view and manage the st of polices attached to this companent. Click 'AttachDetach’ to update the list of attached polides. ':?}
View > [§ Attach/Detach
Policy Reference Security Viclations
Pi Name Category Tetal Vislations
ok Status Authenteation Autherization Confidentaity Integrity

Ho polides attached.

4. Click Attach/Detach to attach or detach a policy.

The Attach/Detach Policies page is displayed. All the attached policies are

displayed in the upper pane and all the policies available to be attached are
displayed in the lower pane.

Attach/Detach Policies(TestResubmit/ 2.0/ Component/FileInToFileOut) | oK Validate = | Cancel
Attached Policies
view Ful
Name Category Enabled Description Description
oradeflog_policy Management o This policy causes the reg... (%]
2 Attach ¥ Detach
Available Policies
Search Category = Al B
View Ful
Name Category Enabled Description Dot
orace fcomponent_authorization_denyall_pelicy Security v This policy is a spedial ¢... b
oracle fcomponent_authorization_permitall_policy Sequrity o Thispobcy is a spedal c... =]
oradefcomponent_penmission_authoriza tion_pobcy Seaunity o This policy is a spedal c... e

5. Click a policy in the lower pane to select it and click Attach to attach it to the

Mediator component. Click a policy to in the upper pane to select it and click
Detach to detach it from the Mediator component.

14.3.1 What You May Need to Know About the Information in the Policies Tab

The Policies tab of the Mediator Component Home page provides the following
information about a Mediator component instance:

Policy Name - The name of the policy.

Policy Reference Status - The policy status. It can be either enabled or disabled.
Disabling a policy temporarily turns it off without detaching it.

Category - The category of the policy. It has the following values: Management,
Reliable Messaging, MTOM Attachments, Security, and WS Addressing.

Total Violations - The total number of violations since the SOA Infrastructure was
restarted.
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= Security Violation - The number of violations in each category. Category can have
the following values: Authentication, Authorization, Confidentiality, and
Integrity.
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Managing Cross-References

Cross-references enable you to associate identifiers for equivalent entities created in
different applications. This chapter describes how to manage cross-references.

For more information about cross-references, refer to Oracle Fusion Middleware
Developer's Guide for Oracle SOA Suite.

This chapter includes the following topics:

= Section 15.1, "Deleting Cross-Reference Values"

15.1 Deleting Cross-Reference Values

You can use the Cross References page to select tables and columns from which you
want to delete the values.

To delete values from cross-reference tables and columns:

1. Open the SOA Infrastructure Home page.

2. From the SOA Infrastructure menu, select SOA Administration and then Cross
References.
The Cross References page is displayed.
Logged in as weblogic
{} soa-infra (crade 504 Infra) @

Page Refreshed Sep 24, 2008 50:24 AM PDT a

Cross References

'::’) Delete
Crass references enable vou to dynamically map values For equivalent entities created in different applications. Select cross reference values using
one of the following options, Click Delete to purge all selected values, This action permanently deletes the selected values from the database.,

Select Tables and Columns

£ all tables

% Select a table and columns

Tables trEsT
TEaT1 Columins | ] COLL
Mooz

Select Yalues
@ pll
' Marked for delete

' Updated between

3. In the Select Tables and Columns section, select one of the following options:

= All tables: To delete values from all tables.
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= Select a table and columns: To select either a specific table from which to
delete values, or to select one or more columns from a specific table from
which to delete values.

4. In the Select Values section, select one of the following options:
= All To delete all values from selected table and columns.

= Marked for delete: To delete only the values that have been marked for
deletion from the selected table and columns.

s Updated between: To delete values updated between a specific time periods.

5. If you select the Updated between option in Step 4, then you must enter a starting
date in the From field and an ending date in the To field.

6. Click Delete.
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Part VII

Administering Decision Service
Components and Business Rules Service

Engines

This part describes how to administer Decision Service components and Business
Rules service engines.

This part includes the following chapters:
= Chapter 16, "Configuring Business Rules Engine"

s Chapter 17, "Monitoring Decision Service Components and Engines"
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Configuring Business Rules Engine

This chapter describes how to configure Business Rules Engines.
This chapter includes the following topics:

»  Section 16.1, "Configuring the Business Rules Engine"

16.1 Configuring the Business Rules Engine

The Business Rules Engine does not support any user level configuration. For
information on monitoring and managing Decision Service components that run on
Business Rules Engines, see Chapter 17, "Monitoring Decision Service Components
and Engines".
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Monitoring Decision Service Components

and Engines

This chapter describes how to monitor Decision Service Components. Decision Service
Components are also called Business Rules components in the Oracle Fusion
Middleware documentation.

This chapter includes the following topics:

Section 17.1, "Monitoring Business Rules Service Engine Instances and Faults"
Section 17.2, "Monitoring Business Rules Service Engine Statistics"

Section 17.3, "Monitoring Business Rules Service Engine Instances"

Section 17.4, "Monitoring Business Rules Service Engine Faults"

Section 17.5, "Monitoring Business Rules Service Engine Deployed Components"
Section 17.6, "Monitoring Decision Service Component Instances"

Section 17.7, "Monitoring Decision Service Component Instances from a
Composite Application”

Section 17.8, "Monitoring Decision Service Component Logs"

17.1 Monitoring Business Rules Service Engine Instances and Faults

Using the Business Rules Engine home page Dashboard tab, you can monitor recent
instances and faults of Decision Service components running in the SOA
Infrastructure. These Decision Service components can be part of separate SOA
composite applications. Decision Service Components are also called Business Rules
components in the Oracle Fusion Middleware documentation.

1.

Access the Business Rules Engine home page through one of the following
options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Select Service Engines > Business 1. Select soa-infra.
Rules.

2. Right-click and select Service Engines >
Business Rules.

Click Dashboard.

The Recent Instances area of the Dashboard tab displays recent instances of all
Decision Service components, including the instance ID of the Decision Service
component, the Decision Service component name, the SOA composite application

Monitoring Decision Service Components and Engines 17-1



Monitoring Business Rules Service Engine Instances and Faults

of which the Decision Service component is a part, the state of the instance, for
example, completed successfully or faulted, the instance start time, the last
modification time, and a Show logs icon (clicking the Show logs icon shows the
Log Messages page with filtered messages specific to that instance).

Note: To see the state with the correct information, you must set the
Capture Composite Instance State option. You can change this setting
on the SOA Administration Common Properties page. Turning this
feature on allows for separate tracking for "running" instances.
However, this may impact the performance. For information on
setting this option, see Section 3.1, "Configuring SOA Infrastructure

Properties".
%E S04 Infrastructure + Page Refreshed Mar 31, 2009 12:41:39 PM PLT [$]
S04 Infrastructure Home = Business Rules Engine Home %
"{E@ Business Rules Engine (Service Engine) @ Related Links =
Dashboard | Statistics | Instances | Faulks | Deploved Components
ERecent Instances
Shaw Cnly Running Instances [ Running i} Total 73

Instance ID Component Composite State Start Date Last Modified Date  Logs

decision:224F92eS-8-{-’%OracleRules1 SOACompositel [4.0] & Completed Mar 31, 2009 12:41: Mar 31, 2009 12:41:23 PM ii]
decision:4d39?928-4{-’%0racleRulesl SOACompositel [4.0] " Completed Mar 31, 2009 12:41: Mar 31, 2009 12:41:22 PM ]
decision: 9dca70e2-7 {-’%OracleRulesl SOACompositel [4.0] & Completed Mar 31, 2009 12:41: Mar 31, 2009 12:41:20 PM |
decision: 302e0c42-4 {-’%OracleRulesl SOACompositel [4.0] % Completed Mar 31, 2009 12:41: Mar 31, 2009 12:41:19 PM |
decision:1FF23?02-cc{-’%OracleRules1 SodCompositel [4.0] " Completed Mar 31, 2009 12:41: Mar 31, 2009 12:41:158 PM ]
35 Show All
EComponents
Faulked Instances
Mame Composite Status Total Instances Running Instances
Recoverable Mon Recoverable
| o
BRoracleRules] soaCompositel [1.1] 4 2 0 0 0
LoanAdvisorRules AutoloanComposite [2, {f 11 i} i} i}
';‘%CreditRatingRules AutoloanComposite [2. ﬁ 11 i} i} i}
$BoracleRules1 soaCompositel [4.0] 4 45 o 0 o
i‘%OracleRulesl SoACompositel [1.0] ﬁ 0 0 i} 0
a5 Show Al
ERecent Faults
Shaw only system Faults [
: . Component
Error Message Fault Time Composite Cormponent Inetance 1D Logs

decision:bZel3614-d &
decision:icdbf34cd4-5c H
decision: 25fbadof-b: [

@ Errar while executing a rule session unit aof work, The rule sessi Mar 25, 2009 10:25:35 AM S08Compositel [1 .D{%rules
Mar 24, 2009 4:51:02 PM SOAComposite] [1 .D{%rules
TMar 24, 2009 4:4& 32 PM SOAComposital [1 .D{%rules

@ Error while executing a rule session unit of waork, The rule sessi

@ Error while executing a rule session unit of waork, The rule sessi

a5 Show All

3. In the Instance ID column, click an instance ID for a Decision Service component
to view its audit trail.
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Note: The contents of the audit trail page depends on the Audit
Level settings. When the Audit Level property is set to Production,
the audit trail shows only the activity names. When the Audit Level is
in Development mode, the audit trail shows the Decision Service
instance payload details. In other modes, for example Off, the audit
trail does not show Decision Service details. You can change the Audit
Level on the SOA Administration Common Properties page.
Additionally, this option can be set for a specific composite from the
home page for the composite.

4. In the Component column, click a specific Decision Service component to access
its home page.

5. In the Composite column, click a specific SOA composite application to access its
home page.

6. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

7. Click Show All to access the Instances page of the service engine.
The lower part of the Dashboard tab displays the following;:

s The Components table shows the Decision Service components deployed on the
Business Rules engine across SOA composites. It also shows the status of the SOA
composites and the instance count information in the respective instance state
columns.

»  The Recent Faults area shows the recent faults in the service engine, including the
error message, the time at which the fault occurred, the SOA composite
application in which the fault occurred, the Decision Service component, and the
instance ID of the Decision Service component, and a Show logs icon (clicking the
Show logs icon shows the Log Messages page with filtered messages specific to
that instance).

For more information, see Section 1.2.4, "Understanding Service Components and
Service Component Instances".

17.2 Monitoring Business Rules Service Engine Statistics

Using the Business Rules Engine home page Statistics tab, you can monitor the
Business Rules engine performance and metrics. This page shows service engine-level
not component-level details. Business Rules components are also called Decision
Service Components in the Oracle Fusion Middleware documentation.

1. Access the Business Rules Engine statistics page through one of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
Select Service Engines > Business Rules. 1. Select soa-infra.

2. Right-click and select Service Engines >
Business Rules.

2. Click Statistics.
The Statistics tab displays the following:
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Average Request Processing Time: This chart displays the average request
processing time of the Business Rules engine since server startup. That is, how

many requests were processed by the service engine per unit of time.

Business Rules Cache Statistics: This area provides details about the service
engine cache. This area lists the types of caches used by the service engine and
the object count in each of the caches. All these metrics are based on the object

count since server startup.

Business Rules Operation Statistics: This area shows the operation statistics.
Using the operation statistics you can determine the number of calls to Oracle
Business Rules Decision Functions since server startup, and determine the

total time spent in Decision Functions since server startup.

Note: When you view Business Rules Operation Statistics for
composite applications created with Oracle Fusion Middleware 11¢
Release 1 (11.1.1), the only operation shown is the callFunction
operation. In this release the Decision Service only calls Oracle
Business Rules using Decision Functions, and this operation is
indicated with values for the operation named callFunction (with
Count and Average(ms) fields). With composite applications that
were migrated from older releases, the Decision Service performs
callFunction operations and the other operations listed in the
Business Rules Operation Statistics area. For these migrated projects,
you can debug the flow of the request through various important
operations within the service engine. Also, you can find any
long-running operations and take the necessary actions. These metrics
also are since server startup.
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22 504 Infrastructure » Page Refreshed Mar 27, 2009 10:27:32 a8 PDT ()

S04 Infraskructure Home = Business Rules Engine Home
"u‘r%g Business Rules Engine (Service Engine) ﬁ Related Links +

Dashboard | Statistics | Instances  Faults | Deploved Components

-l Average Request Processing Time

2000
1.500 decision: Average
=ynchronous message
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|Ov| 09:55:07 Ak 10:05:07 Ak 101507 At&d 10:25:07 Ak 103507 Ah
[Table view]
=IBusiness Rules Cache Statistics
. Objact Access
Cache Mame Cbject Count Count
SRESIONS & -
services 3 37
rulesets 1} i}
engines 3 11
=|Business Rules Operation Statistics
Operation Nare Count Average (ms)
assertExecute 1] 0.0 #
callFunction g 0.2565
query u] 0.0
reset o 0.0
assertExecuteCuery 1] 0.0
reloadCatalog i} 0.0

17.3 Monitoring Business Rules Service Engine Instances

Using the Business Rules Engine home page Instances tab, you can monitor all
Decision Service component instances. These Decision Service components can be part
of separate SOA composite applications. Decision Service Components are also called
Business Rules components in the Oracle Fusion Middleware documentation.

1. Access the Business Rules Engine Instances page through one of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
Select Service Engines > Business Rules. 1. Select soa-infra.

2. Right-click and select Service Engines >
Business Rules.

2. Click Instances.
The Instances tab displays the following;:

= A utility for searching for a specific instance by specifying criteria and clicking
Search.

= Instances, including the instance ID of the Decision Service component, the
Decision Service component name, the SOA composite application name, the
state of the instance (for example, completed successfully, running, or faulted),
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the instance start time, the last modification time, and a Show logs icon
(clicking the Show logs icon shows the instance log messages).

%E S0 Infrastructure -+

S04 Infrastructure Home = Business Rules Enging Home

'"J_i@ Business Rules Engine (Service Enging)

Dashboard
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Inskance IC
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Component
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3. In the Instance ID column, click an instance ID for a Decision Service component
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Note:

The contents of the audit trail page depends on the Audit
Level settings. When the Audit Level property is set to Production,

the audit trail shows only the activity names. When the Audit Level is
in Development mode, the audit trail shows the Decision Service
instance payload details. You can change the Audit Level on the SOA

Administration Common Properties page. Additionally, this option

can be set for a specific composite from the home page for the

composite.

4. In the Component column, click a specific Decision Service component to access

its home page.

5. In the Composite column, click a specific SOA composite application to access its

home page.

6. Inthe Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

For more information, see Section 1.2.4, "Understanding Service Components and
Service Component Instances"
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17.4 Monitoring Business Rules Service Engine Faults

Using the Business Rules Engine home page Faults tab, you can monitor all Decision
Service component faults. The Faults tab shows this information for Decision Service
components that can be part of separate SOA composite applications. Decision Service
Components are also called Business Rules components in the Oracle Fusion
Middleware documentation.

Note: Decision Service component faults are always nonrecoverable.

1. Access the Business Rules Engine Faults tab through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

Select Service Engines > Business Rules. 1. Right-click soa-infra.

2. Select Service Engines > Business Rules.

2. Click Faults.
The Faults tab displays the following:

= A utility for searching for a specific fault by specifying criteria and clicking
Search. Click the Help icon for details.

= Faults that occurred in the Decision Service component, including the error
message, the time at which the fault occurred, the SOA composite application
and Decision Service component in which the fault occurred, and the Decision
Service component instance ID.

Decision Service component instance faults cannot be recovered.

Ly e e oy

£ S04 Infrastructure » Page Refreshed Mar 27, 2009 10:54:55 a8 POT ()

S04 Infrastructure Home = Business Rules Engine Home
"ff"gg Business Rules Engine {Service Engine) & Related Links -

Dashboard | Statistics | Instances | Faults | Deploved Components

The Dedision Service faults cannot be recovered, ~
=Search @
Etror Message Contains Composite Inskance ID
Fault ID Corponent Instance 10
Faulk Time From E"(}) (UTC-08:00) US Pacific Time
Fault Time To r_;"(g (UTC-08:000% US Pacific Time

Search || Reset
Fault Type | All Faults ~

Wiew -

Component

Instance ID
decision:bZe13614-d
decision:cdbf34c4-5c
decision: 25fbod9f-be

Error Message Fault Time £~ Composite Component Logs
\D Error while executing a rule session Mar 25, 2009 10:25:35 AM SOACompositel [1.0]
\D Error while executing a rule session Mar 24, 2009 4;51:02 PM SOACompositel [1.0]

\D Error while executing a rule session Mar 24, 2009 4:45:32 PM S0ACompositel [1.0]

|E: B E ]

3. You can perform the following monitoring tasks from within the Faults tab:

a. From the Fault Type list, select to display All Faults, system faults, business
faults, or Oracle Web Services Manager faults in the Faults tab.
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b. From the View list, select Columns > Fault ID to display the fault IDs for each
fault. The fault ID is automatically generated and uniquely identifies a fault.
The fault ID is also displayed when you click an error message.

c. Inthe Component column, click a specific Decision Service component to
access its home page.

d. Inthe Component Instance ID column, click a specific Decision Service
component instance ID to view the audit trail.

Note: The contents of the audit trail page depends on the Audit
Level settings. When the Audit Level property is set to Production,
the audit trail shows only the activity names. When the Audit Level is
in Development mode, the audit trail shows the Decision Service
instance payload details. You can change the Audit Level on the SOA
Administration Common Properties page. Additionally, this option
can be set for a specific composite from the home page for the
composite.

e. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to the instance. Clicking the log link shows the faults
and error messages related to that faulted instance.

4. In the Error Message column, click to view the fault details.

For more information, see Section 1.2.4, "Understanding Service Components and
Service Component Instances".

17.5 Monitoring Business Rules Service Engine Deployed Components

Using the Business Rules Engine home page Deployed Components tab, you can
monitor all Decision Service components deployed across SOA composite
applications. Decision Service Components are also called Business Rules components
in the Oracle Fusion Middleware documentation.

1. Access the Business Rules Engine Deployed Components tab through one of the
following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

Select Service Engines > Business Rules. 1. Right-click soa-infra.

2. Select Service Engines > Business Rules.

2. C(Click Deployed Components.
The Deployed Components tab displays the following;:

= A utility for searching for a specific component by specifying criteria and
clicking Search.

= Components, including the name, the SOA composite application name, the
status (Up or Down), and the instances count (total, running, and faulted).
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3. In the Name column, click a name to navigate to the Component home page and
view component details.

4. In the Composite column, click a specific SOA composite application to access its
home page.

For more information, see Section 1.2.4, "Understanding Service Components and
Service Component Instances".

17.6 Monitoring Decision Service Component Instances

You can monitor Decision Service component instances. Each Decision Service
component instance has a unique instance 1D, which is different from the SOA
composite instance ID of which the Decision Service component is a part. Decision
Service Components are also called Business Rules components in the Oracle Fusion
Middleware documentation.

1. Access a Decision Service component page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Select Home. 1. Expand soa-infra.
2. Click Deployed Composites tab. 2. Select a specific SOA composite application.

3. Inthe Composite table select a specific
SOA composite application.

2. Click Dashboard.

3. Select a Decision Service component in the Component Metrics section. This
displays the Decision component page.

4. On the Decision component page, click the Instances tab.
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5. Clicking an instance ID displays a dialog showing the audit trail for the selected
instance. The contents of the audit trail page depends on the Audit Level settings.
When the Audit Level property is set to Production, the audit trail shows only the
activity names. When the Audit Level is in Development mode, the audit trail
shows the Decision Service instance payload details. In other modes, for example
Off, the audit trail does not show Decision Service details. You can change the
Audit Level on the SOA Administration Common Properties page. Additionally,
this option can be set for a specific composite on the home page for the composite.

For more information, see Section 3.1, "Configuring SOA Infrastructure Properties".

17.7 Monitoring Decision Service Component Instances from a
Composite Application

You can monitor Decision Service component instances from a composite application.
Each Decision Service component instance has its own unique instance ID. This ID is
in addition to the instance ID of the overall SOA composite application of which this
Decision Service component is a part. Decision Service Components are also called
Business Rules components in the Oracle Fusion Middleware documentation.
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Note:

To see the state with the correct information, you must set the

Capture Composite Instance State option. You can change this setting
on the SOA Administration Common Properties page. Turning this
feature on allows for separate tracking for "running" instances.
However, this may impact the performance. For information on
setting the option, see Section 3.1, "Configuring SOA Infrastructure

Properties".

1. Access a Decision Service component from a composite application through one of

the following options:

From the SOA Infrastructure Menu...

From the SOA Folder in the Navigator...

1. In the navigator, select soa-infra.

2.  From the SOA Infrastructure menu,
Select Home.

3. Click Deployed Composites tab.

4. Inthe Composite table select a specific
SOA composite application that
includes a Decision Service component.

1. Expand soa-infra.

2. Select a specific SOA composite application
that includes a Decision Service component.

offd son Composite + Page Refreched Mar 27, 2009 1:06:32 P PDT (1
Running Instances O | Tokal 34 | Ackive | Retire .. Shut Down. .. Tesk Settings... v | | @[] @ Related Links =
Dashboard | Instances = Faults and Rejected Messages | Unit Tests  Policies
2 ~
—IRecent Instances
Show Only Running Instances [ Running O Takal 34
Instance I Mame Conversation 1T State Start Time
40024 1238184452100 4 Completed Mar 27, 2009 1:05:35 PM
40023 1235184452100 @ Completed Mar 27, 2009 1:08:25 PM
40022 1238184452100 & Completed Mar 27, 2009 1:08:22 PM
40021 1235154452100 @ Completed Mar 27, 2009 1:05:15 PM
40020 1238185656576 " Completed Mar 27, 2009 12:55:01 PM
3 Show Al
=IRecent Faults and Rejected Messages
Show only system faults
Error Message Recovery Faulk Time Fault Location %mposte MRt Logs
Mo Faults Found
B Show Al
=IComponent Metrics
Faulted Instances
Mane Companent Type Total Instances Running Instances
Recoverabls Mon Recoverabls
{8 OracleRules1 Decision Service i} i} i}
SISarvires anr Refarsnrac '
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2. The Component Metrics table on the composite dashboard provides a high-level
overview of each Decision Service component. This table includes columns
showing the Component Type, the Total Instances, the Running Instances, and
the Faulted Instances (recoverable and nonrecoverable).

3. Select a Decision Service component in the Component Metrics section to display
the corresponding Decision Service Component page.

ol soa Composite - Page Refreshed Mar 27, 2009 12:35:05 P PDT CJ
SOACompositel [4.0] = OracleRules1
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decision: Sea2718a-5« Completed Mar 27, 2009 10:42: Mar 27, 2009 10:42:58 AM A
decision: 77053e04-04# Completed Mar 27, 2009 10:42: Mar 27, 2009 10:42:55 AM ]
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Error Message Fault Tirne Instance ID
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For more information, see Section 1.2.3, "Understanding SOA Composite Application
Instances".

17.8 Monitoring Decision Service Component Logs

You can monitor Decision Service component logs. Decision Service Components are
also called Business Rules components in the Oracle Fusion Middleware
documentation.

17.8.1 Viewing Decision Service Component Logs

To view the logs select soa-infra and right-click. In the navigation tree select Logs and
click View Log Messages. This displays the Log Messages page.
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ERd
= &3 sta00573_scainfra
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= 3 soa
= %E soa-inf ~ Home
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n{t& Com
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The Log Messages page opens. Use this page to select target log files.

Log Messages .~ Broaden Target Scope |+ Target Log Files... | [ Manual Refresh =]
EISearch
[+ Selected Targets (1)
Date Range [ Most Recent I-vi 1 [ Hours I-v-]

* Message Types M Incident Error [ Error [] Warning [] Netification [] Trace W Unknown

Message | contains v

Composite Name [ contains H b4
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Component Instance ID [ contains Fv-i R

Composite Instance ID [ contains Fv*] R

(B)search | | Add Fields
View~ Show [ Messages l-v-] View Related Messages |~ || Export Messages to File |«
Time AT Dheete Message ID Message
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; {No messages matched the search criteria.)

[ - = > Y
Total Rows : O

17.8.2 Setting the Diagnostic Logging Level with Log Configuration

Use the Log Configuration page to configure the logging level. To open the Log
Configuration page, right-click soa-infra and select Logs >Log Configuration.
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To configure the Decision Service component logging level, expand the
oracle.soa.service.rules and the oracle.soa.services.rules.obrtrace loggers and set the
notification level.

Log Configuration
Use this page to configure basic and advanced log configuration settings.

Leg Levels | Log Files

This page allows you to configure the log level for both persistent loggers and active runtime loggers. Persistent loggers are Apply || Revert
loggers that are saved in a configuration file and become active when the compenent is started. The leg levels for these s
loggers are persisted across component restarts. Runtime leggers are automatically created during runtime and become active

when a particular feature area is exercised. For example, cracle j2ee.ejb.deployment.Logger is a runtime logger that becomes

active when an EJB meodule is deployed. Log levels for runtime loggers are not persisted across component restarts,
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View [ Runtime Loggers I-l-q
Search ®
T (L‘.:f:ll;a Diagnostic Logging Level (Java g Eales P
oracle.soa.adapter [ NOTIFICATION:1 (INFO) [Inhi [w|  odl-handler L5
oracle.soa.b2b [ NOTIFICATION:1 (INFO) [Inhi f]  odl-handler
oracle.soa.bpel [ NOTIFICATION:1 (INFO) [Inh [»]  odl-handler
oracle.soa.mediator [ NOTIFICATION:1 (NFO) [Inhi [+]  odl-handler
oracle.soa services.common [ NOTIFICATION: L (INFO) [Inh f]  odl-handler
oracle.soa services.identity [ NOTIFICATION:1 (INFO) [Inh [w]  odl-handler
oracle.soa.services.notification [ NOTIFICATION:1 (INFO) [Inhi f]  odl-handler
=] eracle.sca services.rules [ NOTIFICATION: L (INFO) [Inh H odl-handler
oracle.soa.services.rules.obrtrace [ TRACE: 1 (FINE} H odl-handler
oracle.soa.services.workflow [ NOTIFICATION:1 (INFO) [Inhi f»]  odl-handler
oracle.tip.dvm [ NOTIFICATION:1 (INFO) [Inh [»]  odl-handler
oracle.tip.xref l NOTIFICATION: L (INFO) [Inin ﬂ odl-handler v
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[ Persist log level state across component restarts
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Part VIIi

Administering Human Task Service
Components and Human Workflow Service

Engines

This part describes how to administer human task service components and human
workflow service engines.

This part includes the following chapters:
s Chapter 18, "Configuring Human Workflow Service Components and Engines"
s Chapter 19, "Monitoring Human Workflow Service Components and Engines"

s Chapter 20, "Managing Human Workflow Service Components and Engines"
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Configuring Human Workflow Service
Components and Engines

This chapter describes how to configure human task service components and the
human workflow service engine.

This chapter includes the following topics:

= Section 18.1, "Configuring Human Workflow Notification Properties”
= Section 18.2, "Configuring Human Workflow Task Service Properties”
= Section 18.3, "Configuring the Pluggable Notification Service"

= Section 18.4, "Configuring Multiple Send Addresses"

= Section 18.5, "Configuring Notification Retries"

= Section 18.6, "Configuring the Identity Service"

18.1 Configuring Human Workflow Notification Properties

You can configure human workflow notification properties, such as setting the
notification mode for messages and setting actionable addresses. These properties are
used to notify users of changes to the state of a task. Workflow notifications can use
three types of addresses:

= From address: For sending notifications.
= Actionable address: For receiving actionable responses.

= Reply to address: For receiving reply notifications.

Note: In the following procedures, you must configure your channel
drivers before configuring your workflow notification properties.

Ensure that you know all necessary driver addresses before beginning
(for example, the incoming IMAP and outgoing SMTP e-mail servers).

To configure human workflow notification properties:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select SOA Administration > 1. Right-click soa-infra.

Workflow Notification Properties. 2. Select SOA Administration > Workflow
Notification Properties.
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The Workflow Notification Properties page appears.

1} soa-infra@ Logged in as weblogic|
2= 504 Infrastruckure » Page Refrashed Fab 1, 2009 3:53:03 PM PST Ld
SO Infrastruckure Home = Workflow Matification Properties

(i) Information
Al Fields on this page will require a restart to kake effect,

Workflow Notification Properties @ &P relatedlinks » | Apply | Revert
Before configuring the WarkFlow Matification, configure the Messaging Service Driver, Go ko the Messaging Driver page

* Motification Mode NONE %

Motification Service
*Email : From Address accountId@yourdomain. com

Email : Actionable Address respondToaccountId@syourdomain .

* Ernail : Reply To Address # no.reply@vourdamain.cam

You now configure Oracle User Messaging Service to send and receive
notifications. During configuration, you provide the addresses that are used by
human workflow.

2. C(Click Go to the Messaging Driver Page.

3. Click Configure Driver in the upper right section of the page. This takes you to a
page to configure the messaging service driver, including properties such as
incoming IMAP and outgoing SMTP e-mail servers, outgoing server user names
and passwords, and so on. For handling incorrect e-mail responses, the e-mail
driver should be configured to handle incoming mails. This action enables human
workflow participants to receive and forward notifications. Messaging drivers
support the various messaging transports. See section Section 24.4.1, "How to
Configure a Driver" for instructions.
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1} usermessagingdriver-email @ Logged in a5 weblogic|
User Messaging Ermail Driver Page Refreshed Feb 20, 2009 1:33:111 PM PST (]

@ Information
Al fields on this page will require a restark bo bake effect.

Email Driver Properties &P Related Links + apply | Revert

For detailed description of the driver properties, refer to the Administrator's Guide For Oracle SO& Suite,

ECommon Configuration ~
Supparted Delivery Types  EMAIL Supparted Prokacols
Capabilicy SEND, RECEIVE Supported Carriers
Cosk
o hs Supported Content Types  kexk/plain, textihtrl, multipart/mixed, multipart/alternative,
Speed w multipart/related

Sender Addresses

Supported Stakus Types  DELIVERY_TO_GATEWAY _SUCCESS,

Default Sender Address DELIVERY _TO_GATEWAY FAILURE,
UISER_REPLY ACKMOWLEDGEMENT SUCCESS,

USER_REPLY_ACKMNOWLEDGEMEMNT _FAILURE
Sending Queuss Info  OrasSDPMQueneConnectionFactory: OrasDPMQueues) Orasl

HDriver-Specific Configuration

Encoded
Credential
E-mail receiving protocal. The possible S
values are IMAP and POP3, Reguired only MR

if e-mail receiving is supported on the
driver inskance

This walue specifies the number of times
to retry connecting to the incoming mail
server, if the connection is lost due to
some reason, The defaulk walue is -1
which means no limit to the number of
tries. b

Marme Description Mandatory Yalue

Mail&ccessProtacol

RetryLimit

Notes:

s The host name and IP address of the e-mail server with which you
configure must also be added to the /etc/hosts file of the
server on which Oracle SOA Suite is running. For example, if the
host name is xyz .oracle. com and the IP address is
aa.bb.cc.dd, then add this information to the /etc/hosts file.

= After you configure the inbound (IMAP) e-mail server, the
outbound (SMTP) e-mail server, or both, you must restart the
managed Oracle WebLogic Server on which the SOA
Infrastructure is configured for these setting to take effect.

4. Return to the Workflow Notification Properties page.
5. Specify the mode of the notification service. The possible values are:

s ALL: The e-mail, short message service (SMS), instant message (IM), and voice
channels are configured and notification is sent through any channel that you
use.

s EMAIL: Only the e-mail channel is configured for sending notification
messages.

= NONE: No channel is configured for sending notification messages. This is the
default setting.

6. Specify notification channel values:
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Field Description Example
Email: From Address Enter the outgoing e-mail address from workflow.notifica
which end users receive notifications. tions@mycompany.c
om

Note: You can only receive error
messages when the outgoing e-mail
addpress is also configured to receive
incoming messages. This ensures that
error messages from incorrect or
nonexistent e-mail addresses are
captured by the server. Even if you
configure a separate incoming account
in the Email: Reply To Address field,
error messages do not appear in the
server logs.

Email: Actionable Address Enter the incoming email address for workflow.actions@

performing task actions. The actionable mycompany.com
e-mail account is the account in which

task action-related e-mails are received

and processed by human workflow.

Email: Reply To Address  Enter the address to display in e-mails workflow.no.reply

sent out from Oracle SOA Suite. It can  @mycompany.com
be a dummy address such as

no.reply@myoracle.comor a valid

address. If a valid address is provided,

and configured in the Messaging Driver

page, then if a user replies to actionable

e-mails, human workflow sends an

automated e-mail indicating the correct

usage. This is another incoming email

account.

7. Click Apply.

Note: If your IM message contains content that appears to be
actionable, note that acting upon the task from within the message
does not cause any action to be taken. For example, acting upon the
task in the following IM message does not cause any action to occur.

Help desk request for wfaulk Task Help desk request for wfaulk
requires your attention. NOTE: You can act on the task by
copy-pasting one of following lines as your response.

RESOLVED : [[NID]]
Pt12uRUu9H+Xem4NYS207dKDtgNLs42d4YIs8yS08Gn0ZVYFsblSQVenRUKRE+
IcE7c4XDb+tPazvP v9T2iA0qylDg0bTaVxX13HhsrCYAg= : [[NID]]
UNRESOLVED : [[NID]]

xT9106rbaGRAey+BtgQyJIXk62mkFtCe7ocKxwNLISPzyES/7AnGwX1BodEgQxr6
jorvsw2F54k/C1l r5mvyAJpAp4I4TekOHi4ghQ3eSbBHAZET1ILAF3gV/KZ/BAUS] :
[ [NID]]

For more information about notifications and the User Messaging Service, see the
following documentation:

s Part X, "Administering Oracle User Messaging Service"

»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite
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18.2 Configuring Human Workflow Task Service Properties

<y soa-infra@

You can assign the actionable e-mail account name, specify workflow session time out
and custom classpath URL properties values, configure dynamic assignment and task
escalation functions of the assignment service, and set additional human workflow
properties.

Dynamic assignment functions select a particular user or group from either a group, or
from a list of users or groups. The selection is made according to criteria specific to the
particular dynamic assignment function.

To configure human workflow task service properties:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select SOA Administration > 1. Right-click soa-infra.

Workflow Task Service Properties. 2. Select SOA Administration > Workflow
Task Service Properties.

The upper part of the Workflow Task Service Properties page displays the field for
the actionable e-mail account and the automatically defined dynamic assignment
functions.

Logged in as wehlogic |

22 504 Infrastruchure Page Refreshed Feb 13, 2009 4:02:05 Pi PST Ld

S04 Infrastruckure Home = Workflow Task Service Properties
workflow Task Service Properties (@) #Prelatedlirks= | Apply | Revert

F workflow Service Session Timeout (in minukes)

* actionable Email Account Default

=]

torkflowe Custom Classpath URL

Dynamic Assignment and Task Escalation Functions
Reqister custom dynamic assignment Functions with the Workflow Service by specifying the class implementing the Function and optional parameters,

View v o Add Function 38 Remove Functio

Function Mame
ROUND_ROEIM

Classpath

oracle.bpel. services, workflow. assignment. dynamic. patterns. RoundRobin

LEAST_BIISY oracle.bpel, services. workFlow. assignment. dynamic. patterns. LeastBusy
MANAGERS_MANAGER oracle, bpel, services, workflow, assignment. dynamic, patkerns, TaskEscalationManager siManager
MOST_PRODUCTIVE oracle.bpel, services, workflow, assignment. dynamic. patkerns, MostProductive
ry
Parameters:
Mame Yalue

Mo parameters found

+ Advanced

2. Enter the following details.
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Function Description

Actionable Email Account Enter the incoming, actionable e-mail account to use.

The default account name is Default, which is the account
configured in Section 18.1, "Configuring Human Workflow
Notification Properties." If a different account name is
specified in this field, then create and configure the account as
described in Section 18.4, "Configuring Multiple Send

Addresses."
Workflow Service Session Enter the length of time that a user logged into the Oracle
Timeout (in minutes) BPM Worklist can remain inactive before their session expires,

and they are required to log in again. This also applies to
authenticated sessions created through one of the
TaskQueryService authentication methods.

Workflow Custom Classpath  Enter the URL classpath. This is the classpath used by

URL workflow services to look up classes implementing custom
dynamic assignment and task escalation functions, custom
callbacks, and customized instances of the system resource
bundle, WorkflowLabels.properties.

This can be any valid URL (either a local file path or remote
URL). The classpath can specify either a directory or a JAR
file. If the URL specifies a directory, it must include a trailing
'/" character.

3. Go to the Dynamic Assignment and Task Escalation Functions section.

The dynamic assignment functions are defined in the following table. You can also
create your own functions and register them with the workflow service.

Function Type Description
ROUND_ROBIN Dynamic This function picks each user or group in turn.
assignment This function uses the initialization parameter

MAX_MAP_SIZE. This parameter specifies the
maximum number of sets of users or groups for
which the function can maintain ROUND_ROBIN
counts. The dynamic assignment function holds a
list of users and groups in memory for each
group (or list of users and groups) on which it is
asked to execute the ROUND_ROBIN function.

LEAST_BUSY Dynamic This function picks the user or group with the
assignment least number of tasks currently assigned to it.

MANAGERS_MANAGER Task This function picks the manager’s manager.
escalation

MOST_PRODUCTIVE Dynamic This function picks the user or group that has
assignment completed the most tasks over a certain time

period (by default, the last seven days).This
function uses the initialization parameter
DEAFULT TIME_PERIOD. This parameter
specifies the length of time (in days) over which
to calculate the user's productivity. This value
can be overridden when calling the MOST_
PRODUCTIVE dynamic assignment function. Use
an XPath function by specifying an alternative
value as the third parameter in the XPath
function call.

4. Click a function to display its parameters and values in the Parameters section.
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5. Click Add to add a function. You are prompted to specify the following:
s Function name
s Class path
s Function parameter name
= Function parameter value

Note that you cannot add multiple properties to a function on this page. To do
that, use the System MBean Browser, which is available by selecting
Administration > System MBean Browser from the SOA Infrastructure menu.

6. Click OK.

7. If you want to update the value of a parameter in a function, select the function in
the Dynamic Assignment and Task Escalation Functions table.

The parameter value displays for editing.
8. Update the value.
9. Expand the Advanced section.
The Advanced section displays the following properties:

=iadvanced ®
* Worklist Application URL e i [HTTP HOST:[HTTP_PORT Jfinkegrationjworkiskappy TaskDetailsftaskId=PC_HW TASK_ID_TAG
*Pushback Assianee  [yrTral ASSIGMEES v
* Portal Realm Mapping jazn.com
Task Auto Release Configuration

Priority Default Duration Percentage of Expiration

5 PED 70 A~

2 PzD 401

1 P1D 3

4 P40 B0

3 P30 50 v

These properties are defined in the following table.

Properties Description
Worklist Application In the e-mails that are sent for tasks, the link to the Oracle BPM
URL Worklist is read from this property.

This element identifies the URL. Configuring this is useful if the
custom Oracle BPM Worklist is built. The tag PC_HW_TASK_ID_
TAG in this URL is replaced with the task ID when constructing the
URL for the e-mail.

Pushback Assignee A task can be pushed back to the previous approver or previous
initial assignees. The original assignees do not need to be the
approver, as they may have reassigned the task, escalated the task,
and so on. The possible values for this element are INITIAL_
ASSIGNEES and APPROVER.
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Properties Description

Portal Realm Mapping  Used when authenticating a user from an HTTP servlet request
through the task query service method createContext (for
example, when Oracle BPM Worklist runs in a single sign-on (S50)
environment). The HTTP servlet request does not carry
information about the identity service realm to which the remote
user belongs; this parameter is used to configure which realm to
use to authenticate the user in an HTTP servlet request remote

user.
Task Auto Release When a task is assigned to a group, application role, or multiple
Configuration users, a user must first acquire the task before working on it. Once

the task is acquired, other users cannot work on the task. If a user
acquires a task, but does not act on it, the task is eventually
automatically released, allowing other users to acquire the task.
This prevents a user from acquiring tasks, then forgetting to work
on them. This prevents others from working on them. Task auto
release enables you to configure the time period that elapses after a
user acquires a task and before the system automatically releases
the task and makes it available again to other users. The auto
release durations can be configured as a default duration and as a
percentage of the expiration duration of a given task. The auto
release durations can be configured differently for tasks of
different priority.

For example, assume the task automatic release duration for
priority 2 tasks is set to 50%, with a default duration of 12 hours. If
a priority 2 task is set to expire in two days, the task is
automatically released after one day (which is 50% of the
expiration duration). If no expiration date is set for the task, then
the task is automatically released after 12 hours (which is the
default automatic release duration).

10. Make changes appropriate to your environment.
11. Click Apply.

For more information about the task service and assignment service, see Oracle Fusion
Middleware Developer’s Guide for Oracle SOA Suite.

18.3 Configuring the Pluggable Notification Service

Custom notification service implementations can be plugged in and used instead of
the default notification service providers. You can plug in a custom notification service
for all channels or selectively for specific channels. For example, the notification
service provides the ability to plug in an existing SMS implementation instead of the
default SMS notification service.

18.3.1 Pluggable Notification Service Implementation

To plug in a notification service, perform one of the following tasks:

=  Implement interface
oracle.bpel.services.notification.ICustomNotificationService

s Extend the abstract class
oracle.bpel.services.notification.AbstractCustomNotificationS
erviceImpl.

This interface has methods for the following channels:

s E-mail
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= Voice
= SMS
= Instant messaging (IM)

The plugged-in notification service can override the default providers for one or more
channels. When the custom notification service is overriding the default
implementation for a subset of channels, the methods corresponding to the other
channels (channels that are not overridden) are not called by the notification service.
Those methods can just return null. Alternatively, the implementation can extend the
following abstract class:

oracle.bpel.services.notification.AbstractCustomNotificationServiceImpl

which provides empty implementations for each of the channels. In that case, the
implementation can just extend the methods for the interested channels.

The implementation and its dependent classes must be available in the classpath of
Oracle WebLogic Server.

18.3.2 Pluggable Notification Service Registration

Once the implementation is available, you register it in the System MBean Browser.

To register the pluggable notification service:

1. Log in to Oracle Enterprise Manager Fusion Middleware Control Console.

2. In the navigator, expand the SOA folder.

3. Right-click soa-infra, and select Administration > System Mbean Browser.
The System MBean Browser displays on the right side of the page.

4. Expand Application Defined MBeans > oracle.as.soainfra.config > Server:
server_name > HWFMailerConfig > human-workflow.

5. Click the CustomNSDriverPropertyNames property on the right side of the page.

6. Record the values displayed by CustomNSDriverPropertyNames for the All,
Voice, Email, Fax, Pager, SMS, and IM properties.

7. Click Return.
8. Click the Operations tab.
9. Click setCustomNSDriverPropertyValue.
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¢ soa-infra@ Logged in as weblogic|
E% S04 Infrastructure + Page Refreshed apr 3, 2009 7:28: 14 AM PDT fl

System MBean Browser

é = Operation: setCustomNSDriverPropertyValue Invoke || Return
-
— — . MBEean Mame  oracle.as.soainfra.config:Location=s0a_server 1, name=human-workflow, bype=H'WFMailer
= _i eppllcatlon F)eflned MBeans ~ Application=soa-infra
+ —; EMDarnin Operation Mame  sebCuskomMSDriverProperkyYalue
L+l —3 com. oracle, HTTRClient. config Description  Sek customn notification services property value
[ [ com.aracle. jdbe . )
e R Return Type  java.lang.string
[# [ com.oracle.jps
E [ com.oracle.sdp.messagin
_; R .g 4 Parameters
[# [ oracle,adf.share. config e
- X Marne Descripkion Tvpe Yalue
[ [ oracle as.50ainfra,bpel £ ke For identifvi o setti
= 0 oracle, as.soainfra,config propertyMName pmsiruﬂés' entirying and setting java.lang.string
B0 S.EWEF: sna_serverl propertyvalue & Configuration Property Yalue java.lang.string
L1 BZBCanfig ¢ 5
& [ BPELConfig

E [ BusinessRulesCaonfig
[ [ CEPConfig
E [ EDMCanfig
B L HWFMailerCanfig
& human-workow

4 Return ¥alue

10. In the Value field for propertyName, enter one of the values you noted down for
the All, Voice, Email, Fax, Pager, SMS, and IM properties on the
CustomNSDriverPropertyNames page. Note the following details:

s If you are overriding the default implementation for only the e-mail channel,
use the Email value in the Value field for propertyName and the complete
class name of your implementation in the Value field for propertyValue.

»  The override for other channels is configured the same way as the e-mail
channel.

= Using the value of the All property in the Value field for propertyName refers
to an implementation for all specified channels.

11. In the Value field for propertyValue, provide the complete class name of your
implementation.

12. Click Invoke.
13. Restart Oracle WebLogic Server.

18.4 Configuring Multiple Send Addresses

It may be necessary in some processes to distinguish e-mail notification based on the
from address of the e-mail. For example, a human resources BPEL process sends
e-mails with the from address set as HR@yourcompany . com, while a finance BPEL
process sends e-mails with the from address set as finance@yourcompany . com.

To configure multiple send addresses:

1. Log in to Oracle Enterprise Manager Fusion Middleware Control Console.

2. In the navigator, expand the SOA folder.

3. Right-click soa-infra, and select Administration > System Mbean Browser.
The System MBean Browser displays on the right side of the page.

4. Expand Application Defined MBeans > oracle.as.soainfra.config > Server:
server_name > HWFMailerConfig > human-workflow.
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© ®» N o

12.
13.

14.

15.

16.

17.

Under the Attributes tab, record the value of the ASNSDrivers attribute. By
default, only the Default value is available.

Click Return.
Click the Operations tab.
Click setASNSDriver.

For propertyName, enter a value (for this example, EmailFromAddress).

. For propertyValue, enter a value (for this example, HR@yourcompany . com).

11.

For driverName, enter a value (for this example, HR).

Click Invoke.

Add as many accounts as the number of from addresses needed:

s For propertyName, enter a value (for this example, EmailFromAddress).

= For propertyValue, enter a value (for this example,
finance@yourdomain. com).

»  For driverName, enter a value (for this example, Finance).
Click Invoke.

The ASNSDriver attribute now shows all the accounts created in the previous
steps and the getCustomNSDriverPropertyValue operation now shows the
addresses being used for each of the drivers.

Using Oracle WebLogic Server Administration Console, install multiple Oracle
User Messaging Service e-mail drivers, one for each from address.

Configure the e-mail drivers to use the required from address for sending
outgoing e-mails.

In Oracle JDeveloper during design time, use HR as the account name to configure
an e-mail activity for an HR BPEL process and Finance as the account name to
configure an e-mail activity for the finance BPEL process.

18.5 Configuring Notification Retries

Oracle SOA Suite provides support for reliable notifications. The outbound
notification creates a notification message with a unique notification ID and stores the

message and unique ID in the dehydration store. It then enqueues this unique ID in
the JMS queue and commits the transaction. A message-driven bean (MDB) listening
on this queue dequeues the message and sends a notification to the user. If there is any
notification failure, the notification retries three times. If the retries all fail, it marks
this notification as errored.

18.6 Configuring the Identity Service

By default, the identity service uses the embedded LDAP server in Oracle WebLogic
Server as the default authentication provider. You can, however, configure Oracle
WebLogic to use an alternative authentication provider, such as Oracle Internet
Directory, Microsoft Active Directory, or Sun iPlanet, along with the default
authenticator.

This section describes how to add an authentication provider and create users and
groups in the authentication provider using either Oracle WebLogic Administration
Console or Oracle Directory Services Manager.
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This section describes the following topics:
= Section 18.6.1, "Adding an Authentication Provider"
= Section 18.6.2, "Creating Users and Groups in the Authentication Provider"

= Section 18.6.3, "Configuring the Directory Service"

18.6.1 Adding an Authentication Provider
You can add an authentication provider to a security realm using Oracle WebLogic

Server Administration Console.

To add an authentication provider:
1. Login to the Oracle WebLogic Server Administration Console.

2. Click Security Realms in the Domain Structure pane, and click the name of a
realm in the list (myrealm, for example).

3. Click Providers > Authentication.

The Authentication Providers page appears.
Figure 18-1 Security Realm Authentication Providers

Settings for myrealm

Configuration | Users and Groups = Roles and Policies = Credential Mappings B0 EES

LGNGO 18 - Authorization = Adjudication = Role Mapping | Auditing = Credential Mapping = Certification Path = Keystores

An Authentication provider allows YWehbLogic Server to estahlish trust by validating a user. You must have one Authentication
pravider in a security realm, and you can configure multiple Authentication providers in a security realm. Different types of
Authentication providers are designed to access different data stares, such as LDAP servers or DBMS. You can also configure a
Realm Adapter Authentication pravider that allows you to work with users and groups fram previous releases of WehLogic Server.

B Customize this table

Authentication Providers

Showing 1101 of 1 Previous | Mext

[] | Name Description Version

[ | Defaulthuthenticatar WeblLogic Authentication Pravider 1.0

Showing 1101 of 1 Previous | Mext

4. Click New to add a new authentication provider.

The Create a New Authentication Provider page appears.
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Figure 18-2 Create a New Authentication Provider

Create a New Authentication Provider

Create a new Authentication Provider

The following properties will be used to identify your new Authentication Provider,
*Indicates required fields

The name ofthe authentication provider,

This is the type of authentication provider you wish to create.

Type: [ sAML2IdentityAsserter v

| Cancel

5. Type a name for the provider in the Name field, choose the authenticator type
using the Type drop-down list, and click OK.

For example, you can type OIDAuthenticator as the name and choose
OracleInternetDirectoryAuthenticator as the type for a provider that
authenticates users using the Oracle Internet Directory.

Similarly, you can type a name and choose ActiveDirectoryAuthenticator,
iPlanetAuthenticator, or openLDAPAuthenticator from the list to specify the
corresponding authenticator.

Note: When using Oracle Internet Directory as the authentication
provider, you must set the orclsslinteropmode attribute to 0 (zero)
using Oracle Directory Services Manager. See Section 18.6.3,
"Configuring the Directory Service" for more information.

6. On the Providers > Authentication page, click the authenticator that you just
created.

The settings for the authentication provider appears.
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Figure 18-3 Settings for the Authentication Provider

Settings for ActiveDirectoryAuthenticator

Configuration
(TN | Provider Specific

lse this page to define the cammon configuration of this Active Directory Authentication provider,

@ﬁiame: ActiveDirectoryauthenticator The name of this Active Directory Authentication
pravider.  Mare Info...

@ﬁ)escrimion: FProvider that performs LDAP authentication A short description of this Active Directory
Authentication provider.  More Info...

@%Version: 1.0 The version number of this Active Directary
Authentication provider.  More Info...
@Q Control Flag: SILFFICIENT |+ Specifies how this Realm Adapter Authentication

pravider fits into the login sequence.  Mare Info...

7. Choose SUFFICIENT from the Control Flag drop-down list, and click Save.

This specifies that if a user is authenticated successfully using this authenticator,
WebLogic should accept the authentication and not continue to invoke any
additional authenticators. If the authentication fails, Oracle WebLogic Server
attempts to authenticate the user using the next authenticator in the list.

If you set the Control Flag to SUFFICIENT, ensure that all subsequent
authenticators also have the Control Flag set to SUFFICIENT. Likewise, ensure
that the Control Flag of the default authenticator is set to SUFFICIENT as well.

8. Click Provider Specific to enter the details for the authenticator server.

9. Enter the provider-specific information about the authentication provider, check
the Use Retrieved User Name as Principal check box, and click Save.

Table 18-1 lists information you must specify.

Table 18—-1 Provider Specific Authentication Server Settings

Field Description

Host The host name or IP address on which the authenticator server is
running.

Port The port number on which the authenticator server is running.

Principal The Distinguished Name (DN) of the authenticator server user
that Oracle WebLogic Server should use when connecting to the
server.

Credential The credential (usually a password) used to connect to the

authenticator server.

User Base DN The base Distinguished Name (DN) of the tree in the LDAP
directory that contains users.

Group Base DN The base Distinguished Name (DN) of the tree in the LDAP
directory that contains groups.
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Table 18-1 (Cont.) Provider Specific Authentication Server Settings

Field Description
Use Retrieved User Specifies whether to use the user name retrieved from the LDAP
Name as Principal server as the principal in the subject.

Use the default setting for the rest of the fields.

10. Click Security Realms > Providers > Authentication to return to the list of
authentication providers.

11. Click Reorder.

The Reorder Authentication Providers page appears.
Figure 18-4 Reorder Authentication Providers

Reorder Authentication Providers

Cancel

Reorder Authentication Providers

You can reorder yaur Authentication Providers using the list below. By reardering Authentication Praviders, you can alter the
authentication sequence.

Select authenticatar{s) in the list and use arrows to mave them up and down in the list.
@Q Authentication Providers:

Available

Defaultduthenticator E] E]
ActiveDirectoryAuthenticator

Cancel

12. Select the new authentication provider, click the Up arrow to move the provider to
the top of the list, and click OK.

After reordering, the DefaultAuthenticator should appear at the bottom of the
list. This action enables the system to handle logins as weblogic that are not
typically in an LDAP directory, but still must be authenticated to start the server.

Note that if multiple authentication providers are configured, authentication falls
through the list of authenticators according to the control flags set. But the Java
Portlet Specification (JPS) provides authorization against only the first entry in the
list of providers.

18.6.2 Creating Users and Groups in the Authentication Provider

You can create users and groups in the authentication provider using either Oracle
WebLogic Server Administration Console or Oracle Directory Services Manager.

18.6.2.1 Creating Users and Groups Using WebLogic Console

You can create users and groups for a specific provider, and define user and group
membership, using the Oracle WebLogic Server Administration Console.
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To create a user using WebLogic Console:

1.
2.

Log in to the Oracle WebLogic Console.

Click Security Realms in the Domain Structure pane, and click the name of a
realm in the list (myrealm, for example).

Click Users and Groups > Users.

The Users page appears.

Figure 18-5 WebLogic Console Users and Groups

Settings for myrealm

Configuration RIECTESTTEEGINEE  Roles and Policies = Credential Mappings | Providers = Migration

Users

This page displays infarmation about each user that has heen configured in this security realm.

B Customize this table

Users

Showing 1101 of 1 Previous | Mext

[] | Name &% Description Provider

[ | weblogic This user is the default administratar, Defaultduthenticator

Showing 1101 of 1 Previous | Mext

Click New to add a new user. The Create a New User page appears.
Enter the required information about the user, and click OK.

Table 18-2 lists information you must specify.

Table 18-2 User Properties

Field Description

Name (Required) The name of the new user.

Description A description of the new user.

Provider The provider for the user.

Password The password associated with the login name for the new user.
Confirm Password Confirmation of the password.

The system creates the new user in the specified provider and shows the Users
page. You can configure group membership for the user, as required.

To specify group membership for the user, click the newly-created user in the list.
The settings for the new user page appear.

Click Groups to specify group membership for the user.

Select a group in the Available list and click the right arrow to move it to the
Chosen list.

You can press Ctrl-Click to select multiple groups to move.
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9. Click Save.

To create a group using WebLogic Console:
1. Click Users and Groups > Groups.

The Groups page appears.
Figure 18-6 WebLogic Console Groups

Settings for myrealm

Configuration RIECTESTTEEGINEE  Roles and Policies = Credential Mappings | Providers = Migration

W Groups l

This page displays infarmation about each group that has been configured in this security realm.

B Customize this table
Groups

Showing 1107 of 7 Previous | Mext

ame escription rovider

[N = D ipti Provid

[ | AdminChannelUsers AdminChannellsers can access the admin channel. Defaultduthenticator
[ | Administrators ;:florggésrir:rtgrs can view and modify all resource attributes and start and Defaultiuthenticator
[ | &ppTesters AppTesters group. Defaultduthenticator
[F] | crossDomainGonnectars géir;s:iggmalnCDnnectors can make inter-damain calls fram foreign Defaultiuthenticator
[ | Deplovers Deplayers can view all resource attributes and deploy applications. Defaultduthenticator

. Maonitors can view and modify all resource attributes and perfarm .

0 | Manitars operations not restricted by roles. Retalitithenticaloy
[ | operatars ﬁ)fgg;;tgrospcee:gt}féi\: and modify all resource attributes and perform server Defaultiuthenticator

Showing 1107 of 7 Previous | Mext

2. Click New to add a new group. The Create a New Group page appears.
3. Enter the required information about the group, and click OK.

Table 18-3 lists information you must specify.

Table 18-3 Group Properties

Field Description

Name (Required) The name of the new group.
Description A description of the new group.
Provider The provider for the group.

The system creates the new group in the specified provider and shows the Groups
page. You can configure group membership for the group, as required.

4. To specify group membership for the group (specify parent groups), click the
newly-created group in the list. The settings for the new group page appear.

5. Click Membership to add the group to other groups.
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Select a parent group in the Available list and click the right arrow to move it to
the Chosen list.

You can press Ctrl-Click to select multiple groups to move.

Click Save.

18.6.2.2 Creating Users and Groups Using Oracle Internet Directory

You

can create users and groups using Oracle Internet Directory through the Oracle

Directory Services Manager.

To connect to Oracle Internet Directory from the Oracle Directory Services
Manager:

1.

Launch the Oracle Directory Services Manager by navigating to the following URL
using a Web browser:

http://host_name:port/odsm/faces/odsm.jspx

where host_name and port are the host name and the managed server port
number on which Oracle Internet Directory is running.

Click the Connect to a directory link and choose Create a New Connection in the
drop-down menu. The New Connection dialog appears.

Select OID as the directory type, enter values in the required fields, and click
Connect.

Table 18—4 lists information you can specify.

Table 18-4 Group Properties

Field Description
Name The name of the connection.
Server (Required) The host name or IP address of the system on which

Oracle Internet Directory is running.

Port (Required) The port number on the system on which Oracle
Internet Directory is running.

SSL Enabled Select to enable a Secure Sockets Layer (SSL) communication.

User Name (Required) The user name used to log in to Oracle Internet
Directory.

Password (Required) The password associated with the user name.

Start Page The start page after logging into Oracle Internet Directory.

4.

The Oracle Directory Services Manager Home tab appears.

Click the Data Browser tab. You can use this tab to create and remove entries.

To create a domain:

1.

Click the Create a new entry button in the Data Tree pane. The Entry Properties
page of the Create New Entry wizard appears.

Click the Add button to add the required object class for the domain. The Add
Object Class dialog box appears.

Type the name of the object class. When the correct object class appears in the
Name list, select it, and click OK.
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4. Repeat Steps 2 and 3 to add all the required object classes for the domain.
Generally, top, domain, and orclContainer are the object classes required for a
domain.

5. Click Browse to choose the parent of the domain. The Select Distinguished Name
(DN) Path dialog box appears.

Figure 18-7 Select Distinguished Name (DN) Path (Domain)

Select Distinguished Name (DN) Path [x]

= & Rk
H a cn=0racleConkext
[E] = cn=0racleschemalersion
[ (&7 cn=replication configuration
H = cn=Server Configurations

=@

= @ de=com

cn=subconfigsubentry

Select Cancel

6. Select the parent of the domain and click Select. You can create a hierarchy of
entries by selecting the appropriate parent domains.

7. Click Next in the Create New Entry dialog box. The Mandatory Properties page of
the Create New Entry wizard appears.

8. Type and select values for the required fields, and click Next.

Table 18-5 lists information you can specify.

Table 18-5 Mandatory Properties (Domain)

Field Description

dc (Required) The domain component.

Relative Distinguished  (Required) The relative distinguished name of the user.
Name

The Status page of the Create New Entry wizard appears.

9. Verify the status of the new domain, and click Finish to create the new domain.

To create a user:
1. Click the Create a new entry button in the Data Tree pane. The Entry Properties
page of the Create New Entry wizard appears.

2. Click the Add button to add the required object class for the user. The Add Object
Class dialog box appears.
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3. Type the name of the object class. When the correct object class appears in the
Name list, select it, and click OK.

4. Repeat Steps 2 and 3 to add all the required object classes for the user. Generally,
top, person, inetorgperson, organizationalPerson, and orcluser are the object
classes required for a user.

5. Click Browse to choose the parent of the user. The Select Distinguished Name
(DN) Path dialog box appears.

Figure 18-8 Select Distinguished Name (DN) Path (User)

Select Distinguished Name (DN) Path (=]

= & Rk
BT cn=0racleConkext
= cn=0racleschemalersion
@ cn=replication configuration
= cn=Server Configurations
(&7 cn=subconfigsubentry
= @ dec=com
= c"E"-:ic=c-ra-:he
= l=‘-Ei'clc=us
JE2] L cn=Calendar Server
= Ch=Groups
i cr=0blixAnonymous

cn=0racleContext

Select Cancel

6. Select the parent of the user and click Select.

7. Click Next in the Create New Entry dialog box. The Mandatory Properties page of
the Create New Entry wizard appears.

8. Type and select values for the required fields, and click Next.

Table 18-6 lists information you can specify.

Table 18-6 Mandatory Properties (User)

Field Description
cn (Required) The common name.
sn (Required) The surname (last name).

Relative Distinguished = (Required) The relative distinguished name of the user.
Name

The Status page of the Create New Entry wizard appears.
9. Verify the status of the new user, and click Finish to create the new user.

10. Click the entry for the newly-created user in the Data Tree pane. The Person tab
for the user appears.
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Figure 18-9 User Information: Person Tab

-
3

W userl

Distinguished Name: cn=userl,cn=Users, dc=us,dc=oracle,dc=com

Created by: cn=orcladmin Modified by: cn=orcladmin
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Attributes | Subtree Access | Local Access

Apply | Rewert

Basic User Information

User Marne userl

First Marme

H Lask Marne Lserl
Title
Manager
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Ernail Address
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Contact Information

Postal Address Telephone Murmber

Home Postal Address

11. Enter details about the user, and click Apply.

To create a group:

1. Click the Create a new entry button in the Data Tree pane. The Entry Properties

page of the Create New Entry wizard appears.

2. Click the Add button to add the required object class for the group. The Add

Object Class dialog box appears.

3. Type the name of the object class. When the correct object class appears in the

Name list, select it, and click OK.

4. Repeat Steps 2 and 3 to add all the required object classes for the group. Generally,
top, groupOfUniqueNames, and orclGroup are the object classes required for a

group.

5. Click Browse to choose the parent of the group. The Select Distinguished Name

(DN) Path dialog box appears.
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Figure 18-10 Select Distinguished Name (DN) Path (Group)
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Select Cancel

6. Select the parent of the group and click Select.

7. Click Next in the Create New Entry dialog box. The Mandatory Properties page of
the Create New Entry wizard appears.

8. Type and select values for the required fields, and click Next.

Table 18-7 lists information you can specify.

Table 18-7 Mandatory Properties

Field Description

cn (Required) The common name.

Relative Distinguished  (Required) The relative distinguished name of the group.
Name

The Status page of the Create New Entry wizard appears.
9. Verify the status of the new group, and click Finish to create the new group.

10. Click the entry for the newly-created group in the Data Tree pane. The Group tab
for the group appears.
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Figure 18-11 Group Information: Group Tab
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11. Specify details about the group, and click Apply.

To delete an entry:
1. Select an entry in the Data Tree pane.

2. Click the Delete this entry button in the Data Tree pane.

18.6.3 Configuring the Directory Service

When using Oracle Internet Directory as the authentication provider, you must set the
orclsslinteropmode attribute to 0 (zero) using Oracle Directory Services Manager.

To configure the directory service:

1. Launch Oracle Directory Services Manager and choose an Oracle Internet
Directory connection using the drop-down list.

2. Click the Data Browser tab.
3. Expand the cn=subconfigsubentry > cn=osdldapd > cn=0id1 nodes.
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Figure 18-12 Oracle Directory Services Manager Data Browser
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4. In the Attributes tab, set the orclsslinteropmode attribute to 0.
5. Click the Apply button.

18.6.4 Customizing the Identity Provider

To customize the identity provider (for example, to handle user and role information
stored in home grown solutions), see the 11g R1 release notes.
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Monitoring Human Workflow Service
Components and Engines

This chapter describes how to monitor human task service components and the human
workflow service engine.

This chapter includes the following topics:

= Section 19.1, "Monitoring Human Task Service Component Instances and Faults"
= Section 19.2, "Viewing the Status of Human Workflow Tasks"

m  Section 19.3, "Monitoring Human Task Service Component Instances"

= Section 19.4, "Monitoring Human Workflow Service Engine Instances and Faults"

= Section 19.5, "Monitoring Human Workflow Service Engine Active Requests and
Operation Statistics"

= Section 19.6, "Monitoring Human Workflow Service Engine Instances"
= Section 19.7, "Monitoring Deployed Human Workflows in the Service Engine"
For more information, see the following sections:

m  Section 1.2.4, "Understanding Service Components and Service Component
Instances"

= Section 1.2.6, "Understanding Service Engines"

19.1 Monitoring Human Task Service Component Instances and Faults

You can monitor human task service component recent instances and faults. Each
service component in a SOA composite application has its own instance ID. These IDs
are different from the overall instance ID of the SOA composite application of which
each service component is a part.

To monitor human task service component instances and faults:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. In the Composite section, select a
specific SOA composite application.
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2. Select the human task service component in the Component Metrics table.

The upper part of the Dashboard page displays the following details:

¢ testall [1.0] @
#[3 504 Compasite +
testall [1.0] = Taski

Recent instances of the human task service component, including the instance
ID of the service component, the state of the instance (for example, completed
or running), the instance start time, the last modification time, and links to log
files describing the instances.

Recent faults in the human task service component, including the error
message, whether the fault is recoverable, the time at which the fault occurred,
the instance ID of the human task service component, and links to log files
describing the faults.

Logged in as weblogic|

Page Refreshed Apr 27, 2009 £:50:53 AM PDT cu

:ﬁ Taskl (Human WarkFlow Compaonent) @ ﬁ Related Links »

Dashboard | Instances | Fauls

Policies | Administration

Show Orly Funning Instances Runring 1 Total 1
Instance ID State Start Date Last Modified Date  Logs
workflow: 200000 Running Apr 16, 2009 11:00: Apr 16, 2009 11:00:55 4M ]

5 Show all

Show onily swstem Faults

Errar Message

Mo Faulks Found

Component

Fecovery Fault Time Instance ID

Logs

3. In the Recent Instances section, perform the following tasks:

a.

In the Instance ID column, click an instance ID for a service component to
monitor the current status of a task on which approval actions are being taken.

In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

Click Show All below the section to access the Instances page of the service
component.

4. In the Recent Faults section, perform the following tasks:

a.

In the Error Message column, click an error message to display complete
information about the fault. If the fault is identified as recoverable, click the
Recover Now link to perform fault recovery.

In the Recovery column, click a fault identified as Recoverable to perform
fault recovery at the component instance level.

In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

Click Show All below the section to access the Faults page of the service
component.
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The lower part of the Dashboard page displays the following details:
= A graphical representation of business outcomes.
= Assignees that take the longest time to respond to and act upon tasks.

s The number of successful, faulted, and instantiated instances processed per
minute.

s The number of faults occurring and messages processed in any reference
binding component with which this human task service component
communicated.

= The notification channels used for task approval in the human task service
component.

Composite = HWF Component Home
SimpleWorkflowComposite [1.0] (oracde 504 Compasite... @ Page Refreshed Aug 29, 2008 8:45:37 AM FDT

.h SimpleWorkflowTask (HWF Component) @  Related Links
Dashboard | Instances | Faults | Policies | Adminiskration

ElBusiness Outcomes ElHighest Time-Consuming Assignees

MMean

Assignee Average Time on Task (sec) Deviation

Mo assignees found
W REJECT

00 05 10 15 20 25 30 35

ElInstance Rate per Min (Real-Time Data) # References

W successful.throughput
M faulted throughput
instantiated.throughput

[Table view]
£INotifications

Channel Used Count
Email
Voice
SMS
Fax
Pager
I

oo oooo

For more information, see Section 1.2.3, "Understanding SOA Composite Application
Instances."

19.2 Viewing the Status of Human Workflow Tasks

You can monitor the current status of human workflow tasks being acted upon by
participants.

To view the status of human workflow tasks:

1. Access this page through one of the following options:

Monitoring Human Workflow Service Components and Engines 19-3



Viewing the Status of Human Workflow Tasks

From the SOA Infrastructure Menu...

From the SOA Folder in the Navigator...

1.  Select Home.

2. Select the Deployed Composites tab.

3. In the Composite section, select a
specific SOA composite application.

1. Under soa-infra, select a specific SOA

composite application.

2. Select the human task service component in the Component Metrics table.

The Dashboard page appears.

¢ testall [1.0] @
#[3 504 Compasite +
testall [1.0] = Taski
:ﬁ Taskl (Human WarkFlow Component)'ﬁ

Dashboard | Instances | Faults | Policies | Administration

Show Orly Funning Instances

Instance ID State Start Date
workflow: 200000 Running Apr 16, 2009 11:00;
5 Show all

Show onily swstem Faults

Errar Message

Mo Faulks Found

Recovery Fault Time

Logged in as weblogic|

Page Refreshed Apr 27, 2009 £:50:53 AM PDT cu

(ﬁ Related Links -

Runring 1 Total 1

Last Modified Date  Logs
spr 16, 2009 11:00:55 &M B

Component

Instance ID LoeE

3. Inthe Instance ID column, click an instance ID for a service component to monitor
the current status of a task on which approval actions are being taken.

The Task Details page displays the following details:

»  Task details about the selected service component instance ID (task number),
including the current state (for example, assigned), task outcome (if
completed), task priority, creation date, updated date, expiration date, and

task assignee.

= A flow of the current status of a task (for example, assigned or approved).

=ITask Details

Task Mumber  warkflow: 200002
Stakte ASSIGMED
Outcome
Priority 3

I el onMessage
5y Initiated

Azsignees  Fruwadmin
fug 26, 2008 2:33:45 AM Acquired By ‘l
fug 26, 2008 2:33:45 AM

User:Frwadming Skate:ASSIGMED

As the task is acted upon by participants, the flow is updated.
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=ITask Details
Task Mumber  workflow: 200000 Creatar Assignees  Frwadmin
Skate COMPLETED Created Date  Aug 21, 2008 <:36:10 AM Acquired By .‘.:|
Cubcome  APPROVE lUpdated Date  Aug 21, 2008 4:53:07 AM
Pricrity 3 Expiration Date

S onMessage
&5 Initiated
Iser:frwadmin; Stakte:A33IGMED
& Outcome Updated
Idser:frwwadming State: QUTCOME_UPDATED; Oukcanie: APPROVE
@ Completed
Iser:frwadming Stake: COMPLETED; Cubcome: APPROYE

4. In the upper right corner of the page, click Worklist Application to access the
login page for the Oracle BPM Worklist.

For more information, see Section 1.2.3, "Understanding SOA Composite Application
Instances."

19.3 Monitoring Human Task Service Component Instances

You can monitor human task service component instances. Each service component
has its own unique instance ID. This ID is in addition to the instance ID of the overall
SOA composite application of which this service component is a part.

Note: Human workflow invocations from the BPEL service engine
use different transactions than BPEL processes. Therefore, if a BPEL
transaction is rolled back for any reason, the workflow task instances
are still created.

To monitor human task service component instances:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. In the Composite section, select a
specific SOA composite application.

2. Select the human task service component in the Component Metrics table.
3. Click Instances.
The Instances page displays the following details:

= A utility for searching for a specific human task service component instance
by specifying a criteria and clicking Search.

= Instances, including the instance ID of the service component, the state of the
instance (for example, completed successfully or faulted), the instance start
time, the last modification time, and links to log files describing the instance.
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1} DocumentReviewComposite [1.0] @ Logged in as weblogic|
#f[d 504 Composite = Page Refreshed Apr 27, 2009 £:56:35 AM PDT Q4

DacurentReview“omposite [1,0] > DocumentReviewHumanTask

h DocumentReviewHumanTask (Human Workflow Component] @ & Related Links

Dashboard | Instances | Faults | Polices | Administration

ESearch
Instance 10 Modified Date To E"(}) (UTC-065:00) US Pacil
Start Time From E‘"@ (UTC-08:00) US Pacific Time Skate | Any b
Skart Time To E"(y (UTC-08:00) US Pacific Time
Modified Date From E‘"(y (UTC-08:00) US Pacific Time
Search
Wiew -
Instance ID State Stark Date 27 Last Modified Date  Logs
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4. In the Instance ID column, click a specific ID for a service component to monitor
the current status of a task on which approval actions are being taken.

5. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

For more information, see Section 1.2.3, "Understanding SOA Composite Application
Instances."

19.4 Monitoring Human Workflow Service Engine Instances and Faults

You can monitor instances and faults of all human task service component instances
running in the human workflow service engine. These human task service components
can be part of separate SOA composite applications.

To monitor human workflow service engine instances and faults:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Select Service Engines > Human 1. Right-click soa-infra.
Workflow.

2. Select Service Engines > Human
Workflow.

2. Click Dashboard.
The upper part of the Dashboard page displays the following details:

= Recent instances of all human task service components running in the human
workflow service engine, including the instance ID of the service component,
the service component, the SOA composite application of which the service
component is a part, the state of the instance (for example, completed,
running, or faulted), the instance start time, and the last modification time.

= Service components, including the service component name, SOA composite
application, state of the service component, and total, running, and faulted
instances.
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In the Recent Instances section, perform the following tasks:

a.

In the Instance ID column, click an instance ID for a service component to
monitor the current status of a task on which approval actions are being taken.

In the Component column, click a specific service component to access its
home page.

In Composite column, click a specific SOA composite application to access its
home page.

In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

Click Show All below the section to access the Instances page of the service
engine.

In the Components section, perform the following tasks:

a.

In the Name column, click a specific service component to access its home
page.

In Composite columns, click a specific SOA composite application to access its
home page.

Click Show All below the section to access the Deployed Components page of
the service engine.

The lower part of the Dashboard page displays the following details:

Recent faults, including the error message, the time at which the fault
occurred, the SOA composite application, the service component, and the
service component instance ID.

Task assignees who take the longest time to act upon a task and who have the
highest backlog of pending tasks to which to respond.
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5. In the Recent Faults section, perform the following additional tasks:

In the Error Message column, click an error message to display complete
information about the fault. If the fault is identified as recoverable, click the
Recover Now link to perform fault recovery. Clicking this link invokes the
human workflow audit trail page for the instance. The audit trail page has a
link to the Oracle BPM Worklist called Go to Worklist Application, where
you can go to recover from the fault. This link does not take you directly to the
fault; you must manually locate the fault.

In the Recovery column, click a fault identified as Recoverable to perform
fault recovery at the component instance level.

In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

Click Show All below the section to access the Faults page of the service
engine.

19.5 Monitoring Human Workflow Service Engine Active Requests and
Operation Statistics

You can view details about active requests in the human workflow service engine and
operational statistics. such as service used, operations performed, and active and
completed requests.

To monitor human workflow service engine active requests and operation statistics:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Select Service Engines > Human 1. Right-click soa-infra.
Workflow.

2. Select Service Engines > Human
Workflow.

2. Click Statistics.

The Statistics page displays the following details:
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1} soa-infra®
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Active requests in the service engine. Use this graphic to get an idea of the
current service engine load. Only under extreme load conditions is there data
shown in the graph. This is because most requests are processed
instantaneously by the service engine. The data is collected by a Dynamic
Monitoring Service (DMS) state sensor. Once the requests are processed by the
service engine, the count goes to zero. This action enables you to know the
current load on the service engine (for example, if it is too high).

Average request message processing time in the service engine since the last
startup of the SOA Infrastructure. Use this graph to check service engine
performance. Note that while the processing time is calculated based on the
last startup of the SOA Infrastructure, the data displaying in the graph is only
gathered from the time at which you first accessed this page. The graph does
not continue calculating and displaying data if you have not accessed this
page. The DMS phase event sensor calculates the average request processing
time and provides the processing time data.

Operation statistics about human workflow services used in the service
engine, including the human workflow service used, the operation performed
by the service, the number of active and completed requests, the count, and
the average processing time.
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For more information, see the following documentation:

Section 1.2.4, "Understanding Service Components and Service Component
Instances”

Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite for details
about human workflow services and operations
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19.6 Monitoring Human Workflow Service Engine Instances

You can monitor all human task service component instances running in the service
engine. These human task service components can be part of separate SOA composite
applications.

To monitor human workflow service engine instances:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Select Service Engines > Human 1. Right-click soa-infra.
Workflow.

2. Select Service Engines > Human
Workflow.

2. Click Instances.
The Instances page displays the following details:

= A utility for searching for a specific instance by specifying a criteria and
clicking Search.

= Instances, including the instance ID of the service component, the service
component, the SOA composite application of which the service component is
a part, the state of the instance (for example, completed, running, or faulted),
the instance start time, the last modification time, and links to log files that
describe the instance.

1» soa-infra@ Logged in as weblogic|
2= 04 Infrastructure » Page Refreshed Spe 27, 2009 7:33:23 AM POT Ly
SOA Infrastruckure Home = Human Workflow Engine Home:

f@ Human Workflow Engine (Service Engine) &P Related Links

Dashboard | Statistics | Instances | Faults | Deploved Components | Notification Management

e s P o L C R TRTT Ry P
Start: Time From % {UTC-08:00) US Pacific Time State | Any hd
Start Time Ta (B (UTC-08:00) US Pacfic Time
Modified Date From % {UTC-08:00) US Pacific Time

Search || Res

Wiew w

Instance ID Component Composite State Start Date <~  Last Modified Date  Logs
wiorkflow: 200035 @F\ppmvePricing SalesguoteComposite [1.18) Faulked Apr 21, 2009 11:14:30 AM Apr 25, 2009 11:14: ] Iy
workflow: 2000686 &rcﬂask roz [1.0] Running Apr 24, 2009 3:34:38 PM Apr 24, 2009 3:40:1 ]
wworkflow: 200063 &rcﬂask rcz [1.0] " Completed Apr 24, 2009 3:28:13 PM Apr 24, 2009 3:31:4 ]
wworkflow; 200060 &rcﬂask rcz [1.0] Running Apr 24, 2009 3:23:31 PM Apr 24, 2009 3:27:4 ]
workflow: 200036 &Taskl testall [4.0] Running Apr 21, 2009 2:02:25 PM Apr 21, 2009 2:02:2 ]
wirkFlow: 200034 &FillProposalDetails SalesguokeComposite [1.0 4% Completed Apt 21, 2009 10:50:40 M Apr 21, 2009 11:14: ]
wiorkFlow: 200033 &nppmveDeaIStructure SalesguokeComposite [1.0 4% Completed Apr 21, 2009 10:50:28 AM Apr 21, 2009 11:06: ]
workflow: 200023 @DocumentReviewHumal DocumentReviewZomposi 4 Completed Apr 20, 2009 11:51:14 AM Apr 20, 2009 11:58: ]
workflow: 200024 &Taskl testall [3.0] Running Apr 16, 2009 3:26:52 PM Apr 16, 2009 3:26:5 ]
workflow; 200019 &Taskl testall [3.0] Stale Apr 16, 2009 3:22:39 PM Apr 16, 2009 3:22:3 ]
workflow: 200014 &Task2 testall [2.0] Stale Apr 16, 2009 3:10:23 PM Apr 16, 2009 3:10:2 ]
workflow: 200013 &Taskl testall [2.0] Stale Apr 16, 2009 3:10:19 PM Apr 16, 2009 3:10:1 ]

¢

3. In the Instances section, perform the following additional tasks:

a. In the Instance ID column, click an instance ID for a service component to
monitor the current status of a task on which approval actions are being taken.
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b. In the Component column, click a specific service component to access its
home page.

c. Inthe Composite column, click a specific SOA composite application to access
its home page.

d. Inthe Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

For more information, see Section 1.2.3, "Understanding SOA Composite Application
Instances."

19.7 Monitoring Deployed Human Workflows in the Service Engine

You can monitor all deployed SOA composite applications with human task service
components running in the service engine.

To monitor deployed human workflows in service engines:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Select Service Engines > Human 1. Right-click soa-infra.
Workflow.

2. Select Service Engines > Human
Workflow.

2. C(Click Deployed Components.
The Deployed Components page displays the following details:

= A utility for searching for a specific deployed SOA composite application by
specifying the full name and clicking Search.

s Details about deployed human task service components running in this
service engine, including the service component name, the SOA composite
application, the current status, and the number of total, faulted, and running
instances.
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3. In the Name column, click a specific service component to access its home page.

4. In the Composite column, click a specific SOA composite application to access its
home page.
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Managing Human Workflow Service
Components and Engines

This chapter describes how to manage human task service components and the human
workflow service engine.

This chapter includes the following topics:
= Section 20.1, "Managing Human Task Service Component Policies"
= Section 20.2, "Recovering from Human Workflow Service Engine Faults"

= Section 20.3, "Managing the URI of the Human Task Service Component Task
Details Application”

= Section 20.4, "Recovering from Human Task Service Component Faults"

= Section 20.5, "Managing Outgoing Notifications and Incoming E-mail
Notifications"

Note: Human task service components are also known as human
workflow service components in Oracle Enterprise Manager Fusion
Middleware Control Console.

For more information, see the following sections:

= Section 1.2.4, "Understanding Service Components and Service Component
Instances"

= Section 1.2.6, "Understanding Service Engines"

20.1 Managing Human Task Service Component Policies

You can attach and detach security policies to and from human task service
components of currently deployed SOA composite applications. Policies apply
security to the delivery of messages. Oracle Fusion Middleware uses a policy-based
model to manage Web services.

Note: Before attaching policies, see Oracle Fusion Middleware Security
and Administrator’s Guide for Web Services for definitions of available
policies and details about which ones to use in your environment.

To manage human task service component policies:
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1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. In the Composite section, select a
specific SOA composite application.

2. Select the human task service component in the Component Metrics table.
3. Click Policies.

The Policies page enables you to attach and detach security policies to and from a
human task service component. The policies table displays the attached policy
name, the policy reference status (enabled or disabled) that you can toggle, the
category (Management, Reliable Messaging, MTOM Attachment, Security, or WS
Addressing), the total violations, and the authentication, authorization,
confidentiality, and integrity failures since the SOA Infrastructure was last

restarted.
1 AutoLoanComposite [1.0] @ Loggedin as weblogic|
o[ so8 Composite Page Refrashed Feb 1%, 2009 4:33:04 P pST
AutoLoanComposite [1.0] = LoanAppraval
S@ LoandApproval (Human WorkFlow Component)@ ,f Related Links «
Dashboard | Instances | Fauks | P Adrniniskr stion

This page enables ko view and modify the policies atkached ko the component, Click 'atkachfDetach’ ko open the attachment LI For viewing or updating the i’)
policies, =

View = [ AttachiDetac

1 Security Violations
Palicy Name Palicy Reference Categary Tatal Violations
takis Authentication Authorization Canfic
oracleflog_policy Disable Management ] e [T

4. Click Attach/Detach.

If multiple components are available, you are prompted to select the service or
component for which to perform the attachment or detachment.

5. Select the service or component to which to attach or detach a policy.
This invokes a dialog for attaching or detaching policies.

Policies currently attached appear in the Attached Policies section. Additional
policies available for attachment appear in the Available Policies section.

Select to attach policies appropriate to your environment.
Click Attach.
When you are finished attaching policies, click Validate.

© ®» N o

If an error message appears, make the necessary corrections until you no longer
have any validation errors.

10. Click OK.
The attached policy displays in the policies table.
For more information, see the following documentation:

s Section 1.3.3.2, "Understanding Policies"
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= Section 8.8, "Managing SOA Composite Application Policies" for the dialogs that
display during policy attachment

»  Oracle Fusion Middleware Security and Administrator’s Guide for Web Services for
definitions of available policies and details about which ones to use for your
environment

20.2 Recovering from Human Workflow Service Engine Faults

You can view and recover from faults in the human workflow service engine. All
human task service component faults, regardless of the SOA composite application
instance of which they are a part, can be viewed in the human workflow service
engine.

Human workflow invocations from the BPEL service engine use different transaction
than BPEL processes. Therefore, if a BPEL transaction is rolled back for any reason, the
workflow task instances are still created.

To view and recover from human workflow service engine faults:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Select Service Engines > Human 1. Right-click soa-infra.
Workflow.

2. Select Service Engines > Human
Workflow.

2. Click Faults.
The Faults page displays the following details:

= A utility for searching for a specific fault by specifying a criteria and clicking
Search. Click the Help icon for details.

= Faults that occurred in the human workflow service engine, including the
fault ID, error message, whether you can recover from the fault, the time at
which the fault occurred, the SOA composite application and human task
service component in which the fault occurred, the instance ID of the human
task service component, and a link to a log file describing the fault.
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Human task service engine faults identified as recoverable can be recovered from
Oracle BPM Worklist.

3. Perform fault recovery through either of the following methods:

a.

In the Error Message column, click a specific message to display complete
fault details, including the fault ID, fault time, fault location, fault type, and
error message text. If the fault is recoverable, a Recover Now button displays
that you can click to recover from the fault. Clicking this button invokes the
human workflow audit trail page for the instance. The audit trail page has a
link to the Oracle BPM Worklist called Go to Worklist Application, where
you can go to recover from the fault. The Oracle BPM Worklist link does not
take you directly to the fault; you must manually locate the fault.

In the Recovery column, click a fault that is marked as recoverable to invoke
the human workflow audit trail page for the instance. The audit trail page
provides the same link to the Oracle BPM Worklist called Go to Worklist
Application.

4. Perform the following additional monitoring tasks from within the faults table:

a.

Click the Show only recoverable faults check box to display only faults from
which you can recover.

From the Fault Type list, select to display all faults, system faults, business
faults, or Oracle Web Service Manager (OWSM) faults in the faults table. Click
the Help icon for a description of these fault types.

From the View list, select Columns > Fault ID to display the fault IDs for each
error message. The fault ID is automatically generated and uniquely identifies
a fault. The fault ID also displays when you click an error message.

In the Composite column, click a specific SOA composite application to access
its home page.

In the Component column, click a specific service component to access its
home page.
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f. Inthe Component Instance ID column, click a specific service component ID
to access task details about the instance (for example, the current state of a
task). Note that rejected messages do not have a component instance ID.

9. Inthe Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

20.3 Managing the URI of the Human Task Service Component Task
Details Application

You can add or remove the URI of the task details application used in human
workflow.

To manage the URI of the human task service component task details application:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA
2. Select the Deployed Composites tab. composite application.
3. In the Composite section, select a

specific SOA composite application.

2. Select the human task service component in the Component Metrics table.
3. Click Administration.

The Administration page shows the URI for the task details application.

ﬁ testall [3.0] @ Logged in as weblogic |

o3 504 Composite = Page Refreshed Apr 17, 2009 6:33:20 PM POT Ld
testall [3.0] = Taskz

?@ Task2 (Human Workflow Component) @ (ﬁ Related Links +

Dashboard | Instances | Faulks | Policies | Administration

Apply || Revert
Add ar remove the URI Faor the user defined task details application.

Wiew »  ap AddURT 3 Remove
Application Mame Hosk Mame HTTP Port HTTPS Port URI

wiorklist rvhiost39,us, oracle, com 2001 0 fworkflowtestallT askFowF:

4. Click the Add icon to specify the following details for the URI:
= Application name

s Host name

=  HTTP port
= HTTPS port (optional)
= URI

5. Click Apply.
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20.4 Recovering from Human Task Service Component Faults

You can view and recover from human task service component faults. The human task
service component is also known as the human workflow service component.

To view and recover from human task service component faults:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. In the Composite section, select a
specific SOA composite application.

2. Select the human task service component in the Component Metrics table.
3. Click Faults.
The Faults page displays the following details:

= A utility for searching for a specific human task service component fault by
specifying a criteria and clicking Search. Click the Help icon for details.

= Faults that occurred in the human task service component, including the fault
ID, error message, whether you can recover from the fault, the time at which
the fault occurred, the instance ID of the human task service component, and a
link to a log file describing the fault.

1} VacationRequest [1.0] @ Logged in as weblogic|
o3 s0n Composite ~ Page Refreshed Mar 21, 2009 1:54:06 P POT C

VacationRequest [1.0] = YacationRequestTask
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If a Fault is marked as Fecoverable, vou can select it and dlick Recover to open the instance audit trail; from there, click the link to the Warkdist application, There
wou can take an appropriate action {e.g. reassigning to a correct user), after which the Human Workflow engine will aktempt to rerun the instance in which the
Fault occurred and recover From ik,
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Human workflow service engine faults identified as recoverable can be recovered
from the Oracle BPM Worklist.

4. Perform fault recovery through either of the following methods:

a. In the Error Message column, click a specific message to display complete
fault details, including the fault ID, fault time, fault location, fault type, and
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error message text. If the fault is recoverable, a Recover Now button displays
that you can click to recover from the fault. Clicking this button invokes the
human workflow audit trail page for the instance. The audit trail page has a
link to the Oracle BPM Worklist called Go to Worklist Application, where
you can go to recover from the fault. The Oracle BPM Worklist link does not
take you directly to the fault; you must manually locate the fault.

b. Inthe Recovery column, click a fault that is marked as recoverable to invoke
the human workflow audit trail page for the instance. The audit trail page
provides the same link to the Oracle BPM Worklist called Go to Worklist
Application.

5. Perform the following additional monitoring tasks from within the faults table:

a. Click the Show only recoverable faults check box to display only faults from
which you can recover.

b. From the Fault Type list, select to display all faults, system faults, business
faults, or OWSM faults in the faults table. Click the Help icon for a description
of these fault types.

c. From the View list, select Columns > Fault ID to display the fault IDs for each
error message. The fault ID is automatically generated and uniquely identifies
a fault. The fault ID also displays when you click an error message.

d. Inthe Component Instance ID column, click a specific service component ID
to access task details about the instance (for example, the current state of a
task). Note that rejected messages do not have a component instance ID.

e. Inthe Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

20.5 Managing Outgoing Notifications and Incoming E-mail Notifications

You can manage incoming and outgoing notifications through e-mail in human
workflow, including testing messages, resending messages, and identifying messages
as spam.

Incoming and outgoing notifications are sent to and from human workflow. Incoming
notifications are responses to actionable notifications. For example, an outgoing
notification is sent to the manager of an employee requesting vacation leave. The
manager approves the request by clicking the Approve link in the actionable
notification e-mail. This action sends an incoming notification to human workflow for
possible additional processing.

To manage outgoing notifications and incoming e-mail notifications:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Select Service Engines > Human 1. Right-click soa-infra.
Workflow.

2. Select Service Engines > Human
Workflow.

2. Click Notification Management.

The upper part of the Notification Management page displays the following
details:
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= A utility for searching for a specific message by specifying a criteria and
clicking Search. You must expand the Search icon to display this utility.

=  Outgoing notifications, including the source ID, the source type (for example,
if a notification is sent by a BPEL service component, the type is BPEL), the
channel used (for example, e-mail, SMS, instant messenger, or voice), the
address of the message recipient, the message status (for example, error, send,
retry, sent), and the time at which the message was sent.

ﬁ soa-infra® Logged in as weblogic|

Z2 504 Infrastructure + Page Refreshed Apr 27, 2009 7:03:20 AN POT ©
508 Infrastructure Home = Human workflow Engine Home

% Human Workflow Engine (Service Engine) &P Related Links ~

Dashboard | Skakistics | Instances | Faults | Deployed Components || MNotification Management

'é:} Cubgoing notifications are sent to users From Human Workflow and BPEL processes. Incoming notifications are responses to actionable notifications. This page
= enables vou to manage and troubleshoot both bypes of natifications,

Send Test Motification. .

=|0utgoing Motifications

+Search

Seleck »  Wiew « Resend Resend All Similar Mokificstions View Bad Addresses | 34 Delete

Source ID Source Type Channel Recipient Status Tinm
Tabl15659-a3a4-422 WORKFLOW Ermail jstein@emailexample.com Senk Apr 24, 2009 3:41:06 Ph A
ed17fabd-F2d3-4040 WORKFLOW Ernail wi aulki@emailexample.com Sent Apr 24, 2009 3:40:50 PL
41434 70-FOGC-469E WHORKFLOW Email tam@mapr ac-pc. com Senkt Apr 24, 2009 3:35:47 P
dedf425h-c43a-4472 WORKFLOW Ennail wi aulki@emailex:ample.com Senk Apr 24, 2009 3:32:32 PM
609725b6-4939-445 WORKFLOW Email wi aulk@ermailexample,com Sent Apr 24, 2009 3:32:31 P
ANO7PERA-40730-445 WHOREF] Ot Fraail izkrinimernailew amnnle e Serk Ane 24 2009 331017 Ph W

The lower part of the Notification Management page displays the following
details:

= A utility for searching for a specific message by specifying a criteria and
clicking Search. You must expand the Search icon to display this utility.

= Incoming notifications, including the message ID, the channel used (same
types as for outgoing notifications), the address of the message sender, the
address of the message recipient, the message status (replied e-mail
notification, unsolicited e-mail, unknown e-mail content, response not
processed, and response processed), a link to the content of the message, and
the time at which the message was received.

=l Incoming Motifications

=ISearch
Sender Recipient
Date From [y (UTC-08:00) US Pacific Tme  Dake To [y (UTC-08:00) US Pacific Time
Channel | Al b
Search || Reset
Select »  Wiew » Mark as Spam Mok Spanm 38 Delete
IMessage ID Channel  Sender Recipient Skatus Content Time

Mo incoming notifications Found

3. Perform the following actions on outgoing notifications.
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Action Description

Send Test Notification Test that outgoing messages are arriving at the correct destination.
This ensures that the destination is reachable and messages are
arriving. Selecting this option invokes a dialog for specifying the
following destination details:

»  Destination address
= Delivery channel (for example, e-mail)

s Message subject and content

Resend Select specific outgoing notification messages in the table and click
Resend to resend. Use this option if you believe that messages are
not arriving at their correct destination. For example, you may
have incorrectly configured a recipient address. After correcting
the address, click Resend to test the delivery.

Resend All Similar Resend all error notification messages having the same recipient
Notifications address as the selected one.
View Bad Addresses Click to display a list of bad or invalid addresses. The addresses

are automatically removed from the bad address list after one
hour. If you do not want to wait an hour, you can explicitly select
and delete them.

Delete icon Click to delete a selected message.

If outgoing notifications are sent to an incorrect address of a message recipient,
they display as errors in the Recipient column. You can correct the recipient's
address and resend the notification.

4. In the Recipient column, click the e-mail address and correct the address.

5. Perform the following actions on incoming notifications.

Action Description

Mark as Spam Mark the message sender's address of the selected notification as
spam. This action prevents incoming notifications from the same
sender address from being delivered again.

No Spam Mark incoming messages as not being spam. This action enables
new messages from the sender's address to be delivered again.

Delete icon Click to delete a selected message.

For more information about notifications, see Oracle Fusion Middleware Developer’s
Guide for Oracle SOA Suite.
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Part IX

Administering Oracle Business Activity
Monitoring

This part describes how to administer Oracle Business Activity Monitoring.
This part includes the following chapters:

»  Chapter 21, "Configuring Oracle Business Activity Monitoring"

n  Chapter 22, "Monitoring Oracle Business Activity Monitoring"

n  Chapter 23, "Managing Oracle Business Activity Monitoring"
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Configuring Oracle Business Activity
Monitoring

This chapter introduces Oracle Business Activity Monitoring (Oracle BAM)
configuration, and it explains how to configure Oracle BAM Server properties, Web
applications properties, and distribution lists.

This chapter includes the following topics:

= Section 21.1, "Introduction to Configuring Oracle BAM"

= Section 21.2, "Configuring Oracle BAM Web Basic Properties"”
= Section 21.3, "Configuring Oracle BAM Server Basic Properties"
= Section 21.4, "Configuring the Logger"

= Section 21.5, "Configuring Oracle User Messaging Service"

= Section 21.6, "Configuring Oracle BAM Distribution Lists"

= Section 21.7, "Configuring Oracle BAM Adapter”

= Section 21.8, "Configuring Oracle BAM Batching Properties"

= Section 21.9, "Configuring Security"

= Section 21.10, "Configuring Advanced Properties"

»  Section 21.11, "Oracle BAM Configuration Property Reference"

21.1 Introduction to Configuring Oracle BAM

Oracle BAM Server is the collection of the components Oracle BAM Active Data Cache
(Oracle BAM ADC), Oracle BAM Report Cache, Oracle BAM Enterprise Message
Sources (EMS), and Oracle BAM Event Engine.

The Oracle BAM Web applications are a collection of thin clients (Active Studio,
Architect, Administrator, and Active Viewer) and Oracle BAM Report Server.

For more information about each of the subcomponents of Oracle BAM Server and
Oracle BAM Web applications, see Oracle Fusion Middleware User’s Guide for Oracle
Business Activity Monitoring.

The most commonly used Oracle BAM Server and Web applications properties are
configured in Oracle Enterprise Manager Fusion Middleware Control Console. See
Section 21.3, "Configuring Oracle BAM Server Basic Properties" and Section 21.2,
"Configuring Oracle BAM Web Basic Properties" for more information.
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Security configuration is discussed in Section 21.9, "Configuring Security", and adding
and managing Oracle BAM roles (permissions) and user accounts is discussed in
Section 23.3, "Managing Oracle BAM Users."

Oracle User Messaging Service (UMS) must be configured so that alerts are delivered
to Oracle BAM users. See Section 21.5, "Configuring Oracle User Messaging Service"
for this information.

When using Oracle BAM in an SOA composite application, the Oracle BAM Adapter
configuration must be completed. See Section 21.7, "Configuring Oracle BAM
Adapter" for more information.

Advanced properties are located in configuration files that must be edited directly. See
Section 21.10, "Configuring Advanced Properties" for more information. Also, see
Section 21.11, "Oracle BAM Configuration Property Reference" for a listing of all
properties available for Oracle BAM configuration.

Oracle BAM distribution lists are used to send alerts and reports to multiple Oracle
BAM users, rather than having to specify several individual recipients. Distribution
lists are configured in the Oracle BAM Administrator application. See Section 21.6,
"Configuring Oracle BAM Distribution Lists" for more information.

For performance tuning information for Oracle BAM, see Oracle Fusion Middleware
Performance Guide.

For Oracle BAM high availability configuration information, see Oracle Fusion
Middleware High Availability Guide.

21.2 Configuring Oracle BAM Web Basic Properties

Some basic Oracle BAM Web applications properties are configured using Oracle
Enterprise Manager Fusion Middleware Control Console.

Oracle BAM Web applications must be restarted when changes are made to any Oracle
BAM properties. See Section 23.2, "Managing Oracle BAM Availability" for
information about restarting Oracle BAM.

The following topics describe how to configure each property:

Section 21.2.1, "Configuring Oracle BAM Web Applications Properties”
Section 21.2.2, "Configuring Application URL"
Section 21.2.3, "Configuring Report Loading Indicator"

Section 21.2.4, "Configuring Server Name"

For information about configuring advanced properties, see Section 21.10,
"Configuring Advanced Properties" and Section 21.11, "Oracle BAM Configuration
Property Reference."

21.2.1 Configuring Oracle BAM Web Applications Properties

The Oracle BAM Web applications properties are configured in the OracleBamWeb
Properties page in Fusion Middleware Control Console.

To configure Oracle BAM Web applications properties:

1.

Go to the OracleBamWeb Properties page in Fusion Middleware Control Console
by selecting the OracleBamWeb node.

Open Fusion Middleware Control Console in your Web browser at:
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http;//host_name:port_number/em

In the navigation tree, the Oracle BAM Web node is named OracleBamWeb in the
BAM folder.

= 5% BAM_domainl
[ Application Deployments
[T WeblLaogic Domain
= [ BAM
LE] CracleBamIerver (bam_serverl)

% CracleBamwieb (bam_seryer1)
[T User Messaging Service {b

2. Select BAM Web Properties in the BAM Web menu.

{} OracleBamWeb @

@ BaM web -

Harne

t Ser
Maonitaring ¥
Conkral * L-tione
Logs Fircech

(sec)

BAM Web Properties
Swsbem MBean Browser 1

ores [
;eneral Information

The BAM Web Properties page opens.
1} OracleBamWeb @
@ BAM Web w

@ Information
&ll fields on this page will require a restart ko take effect,

BAM Web Properties

* Application URL | http:fflocalhost: 9001
Report Loading Indicator

* Server Mame | |ocalhosk

3. Enter the desired values in each of the fields provided.

See the following sections for information about configuring each of the
properties:
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s Section 21.2.2, "Configuring Application URL"
= Section 21.2.3, "Configuring Report Loading Indicator”
= Section 21.2.4, "Configuring Server Name"
4. Click Apply.
You must restart the Oracle BAM application after any property changes.

21.2.2 Configuring Application URL

The Application URL property value must be updated from localhost to the actual
host name to generate the correct URLs for reports and alerts.

The Application URL property is configured in both the Oracle BAM Web applications
properties page and the Oracle BAM Server properties page. In Oracle BAM Web
applications page, the URL is used to generate the full URL for reports and alerts.

Note that this property is common to both Oracle BAM Web applications and Oracle
BAM Server. If it is configured on one page, the same value appears on the other
configuration page.

21.2.3 Configuring Report Loading Indicator

The Report Loading Indicator property specifies whether the report loading indicator
is enabled or disabled by default when viewing reports in Oracle BAM Active Studio
and Oracle BAM Active Viewer.

With this property enabled, the report loading indicator is shown by default when a
report is viewed; however, individual users can choose to disable the report loading
indicator in their user preferences configuration. See Oracle Fusion Middleware User's
Guide for Oracle Business Activity Monitoring for more information.

21.2.4 Configuring Server Name

The Server Name property provides the host name of Oracle BAM Server. Oracle BAM
Web applications are separate applications that require the location of Oracle BAM
Server to get data from the Active Data Cache and Report Cache for the Oracle BAM
Report Server.

21.3 Configuring Oracle BAM Server Basic Properties

Some basic Oracle BAM Server properties are configured using Oracle Enterprise
Manager Fusion Middleware Control Console.

Oracle BAM Server must be restarted after any changes to Oracle BAM properties. See
Section 23.2, "Managing Oracle BAM Availability" for information about restarting
Oracle BAM.

The following topics describe how to configure each property:
= Section 21.3.1, "Configuring Oracle BAM Server Properties"
= Section 21.3.2, "Configuring Data Source JNDI"

= Section 21.3.3, "Configuring Application URL"

= Section 21.3.4, "Configuring Viewset Sharing"

= Section 21.3.5, "Configuring Report Cache Persistence Manager"
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= Section 21.3.6, "Configuring Oracle Data Integrator Integration Properties"
= Section 21.3.7, "Configuring Outbound Email Account"

For information about configuring advanced properties, see Section 21.10,
"Configuring Advanced Properties" and Section 21.11, "Oracle BAM Configuration
Property Reference."

21.3.1 Configuring Oracle BAM Server Properties

Oracle BAM Server properties are configured in the OracleBamServer Properties page
in Oracle Enterprise Manager Fusion Middleware Control Console.

To configure Oracle BAM Server properties:

1. Go to the Oracle BAM Server home page by selecting the OracleBamServer node
in Fusion Middleware Control Console.

Open Fusion Middleware Control Console in your Web browser at:

http;//host_name:port_number/em

In the navigation tree, the Oracle BAM Server node is named OracleBamServer,
and it is found in the BAM folder.

ORACLE Enterprise Manager

% Farm « | & Topology
-
= % Farm_soabam
[ Application Deployments
[ WeblLagic Daomain

= [ Bam
uﬂ] CracleBamServer (ham_serverl)
% CracleBamiieh _serverl)

[ Metadata Repositaries
[ User Messaging Service

2. Select BAM Server Properties from the BAM Server menu.
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1} OracleBamServer @
LEII BAM Server -

Home:

Monitoring »
Conkrol ¥
Logs »

EAM Server Properties

Security »

Swskern MBean Browser

aeneral Information

The BAM Server Properties page opens.

1} OracleBamServer @
|_EI| BAM Server «

@ Information
All changes made in this page require a server restart ko take effect,

BAM Server Properties

* Diata Source MDT | jdbeforaclefbamn/adc

Advanced
* Application URL | httpe fflocalhost: 9001
wiewsek Sharing
Report Cache Persistence Manager | File Based W

Q0T User ||
ODI Password | sesess
0T Work Repository Mame | woRK DEY
Q0T Agent Host | |ocalhost
ODI Agent Part | 20910

* Cutbound Email Account | BaM-NOTIFICATION _AR@oracle, o

3. Enter the desired values in each of the fields provided.

See the following sections for information about configuring each of the
properties:

= Section 21.3.2, "Configuring Data Source JNDI"
s Section 21.3.3, "Configuring Application URL"
= Section 21.3.4, "Configuring Viewset Sharing"
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= Section 21.3.5, "Configuring Report Cache Persistence Manager"
= Section 21.3.6, "Configuring Oracle Data Integrator Integration Properties"
= Section 21.3.7, "Configuring Outbound Email Account"
4. Click Apply.
You must restart the Oracle BAM application after any property changes.

21.3.2 Configuring Data Source JNDI

The Data Source JNDI property specifies the database used by Oracle BAM ADC.
Enter the data source ]NDI name created for Oracle BAM ADC.

21.3.3 Configuring Application URL

The Application URL property is used only by Oracle BAM Web applications. This
configuration property is no longer used by Oracle BAM Server. See Section 21.2.2,
"Configuring Application URL" for information about configuring this property for
Oracle BAM Web applications.

21.3.4 Configuring Viewset Sharing

The Viewset Sharing property enables viewset sharing when possible. A viewset is an
object that represents a query to a given Oracle BAM data object. A viewset can
include fields (which can be columns from the data object or lookups from other data
objects), aggregates, groups, or calculated fields. A viewset can also be sorted, filtered,
and row-level security is applied implicitly to it.

Typically, a particular viewset can be shared with other users if they are trying to
access the same Oracle BAM dashboard, if the viewsets are not dissimilar due to
factors such as row-level security, prompts or parameters used in filters, and so on.

A snapshot is a query result set that can be created by the viewset. Snapshots can be
produced from a viewset after it is opened. Because snapshot generation is so
performance-intensive, viewset sharing allows Oracle BAM Server to take only one
snapshot of a given view to share across multiple users of the same dashboard.

Sharing viewsets between users of the same views improves performance, but requires
that new users wait for viewsets to be synchronized as each new user begins sharing
the viewset.

The first user who opens an Oracle BAM dashboard receives a new snapshot (which is
cached) and immediately receives active data in real time. Changes for active data,
called change lists, are cached.

When additional users open the same dashboard, they receive the cached snapshot
that was generated for the first user, and they receive cached change lists (more
rapidly than the first user) while the "Synchronizing Active Data" message is
displayed.

By default, up to 50 change lists are cached, so if multiple users open a dashboard,
secondary users must wait for up to 50 change lists to be sent to the dashboard before
they begin receiving real-time active data.

The ElementsCountLimit property can be set to allow fewer change lists to be cached.
See Section 21.11, "Oracle BAM Configuration Property Reference" for information
about configuring advanced properties.
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21.3.5 Configuring Report Cache Persistence Manager

The Report Cache Persistence Manager property specifies the persistence location (file
based or memory based). Select the appropriate persistence location for your Oracle
BAM Report Cache.

21.3.6 Configuring Oracle Data Integrator Integration Properties

The Oracle Data Integrator integration properties specify values for integrating Oracle
Data Integrator with Oracle BAM Server.

Enter the appropriate values for the following properties:
ODI User: The user that executes the scenarios in Oracle Data Integrator.
ODI Password: The encoded Oracle Data Integrator password.

ODI Work Repository Name: The name of the Oracle Data Integrator work repository
database.

ODI Agent Host: The IP address or host name of the server where the Oracle Data
Integrator agent is running.

ODI Agent Port: The Transmission Control Protocol (TCP) port on which the Oracle
Data Integrator agent is listening.

21.3.7 Configuring Outbound Email Account

This section explains how to configure the e-mail address that appears in the From
header of e-mail notifications sent by the Oracle BAM Event Engine.

The Outbound Email Account property on Oracle BAM Server must point to a
dedicated e-mail account for delivering Oracle BAM alert notification e-mail messages
and Oracle BAM report link e-mail messages.

If an Oracle BAM alert configured with a secondary action to send an e-mail
notification fails on the primary action, this property must be configured with an
e-mail address that Oracle UMS can access at run time. Creating a dedicated e-mail
account for this purpose is recommended.

Note: Administrators should not use personal e-mail accounts to test
alerts, because Oracle UMS may delete e-mail notifications in the mail
box and continue deleting messages as they arrive.

To complete the configuration, you must configure the Oracle UMS
usermessagingdriver-email driver. See Section 21.5, "Configuring Oracle User
Messaging Service" for details.

Oracle BAM Event Engine has another configuration property,
TimeoutPeriodToGetFailedStatusesInMins, which is the time interval for which the
Event Engine waits after delivering an e-mail notification, to see if it receives any
failure notification from Oracle UMS. The default value for this property is 10 minutes.
If a failure notification does not arrive within this time, the Event Engine assumes that
e-mail delivery was successful, and the failover action is discarded. Failure
notifications arriving after this time are ignored by the Event Engine. See Section 21.11,
"Oracle BAM Configuration Property Reference" for information about configuring
TimeoutPeriodToGetFailedStatusesInMins.
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21.4 Configuring the Logger

Use the Log Configuration page to configure logging levels. For information about
viewing the logs, see Section 22.6, "Monitoring Oracle BAM Logs."

To open the Log Configuration page, right click the OracleBamServer node or
OracleBamWeb node in the navigation tree and select Logs > Log Configuration as
shown in Figure 21-1.

Figure 21-1 Logs Shortcut Menu

EE BaM_domaint @) BAM wieh +
+ [ application Deployvrments
+ [ WeblLogic Darmain
= [ BAM
Lﬂ] CracleBamaerver (bam_serverl)
% OracleBamWeb {(bam_server1l

# [ User Messaging Service Harne
Monitaring 4
Cantral L4

-

Logs Wiew Log Messages
Log Configuration
BAM ‘Web Properties

Swskemn MBean Browser

Zeneral Information

For each logger, select the desired notification level as shown in Figure 21-2.
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Figure 21-2 Setting Log Levels

Log Configuration
Use this page to configure basic and advanced log configuration settings,

Log Levels | Log Files

This page allows vou to configure the log level For both persistent loggers and active runtime loggers. Persistent loggers are logge
configuration file and become active when the component is started. The log levels for these logoers are persisted across compon
loggers are automatically created during runtime and become active when a particular Feature area is exercised, For example,
oracle.j2es. ejb.deployment. Logger is a runtime logger that becomes active when an EJB module is deployved. Log levels For runkim
persisted across compaonent restarts,

Wiew | Runtime Loggers w

Search | &l Categories * | bam @

Oracle Diagnostic Logging Level {1ava Level)
MOTIFICATION: 1 {IMNFC) [Inherited from parent] ~

FNOTIFICATICN: 1 (INFO) [Inherited from parent] =

INCIDEMT_ERROR:1 (SEVERE+100)
ERROR.:1 (SEVERE)

WOARMIMNG: L (WARNING)
MOTIFICATION: 1 {INFO)
MOTIFICATION: 16 (CONFIG

Logger Mame Log F

=| oracle.bam

+| oracle.bam, adc

+| oracle.bam.common
oracle.bam, configuration, cammon, BAMCommon,

oracle.bam, configuration.inteqgration. mbeans. Bt

oracle.bam, configuration, server BAMServerfpp

oracle.bam, configuration. server . mbeans, BAMSe
oracle.bam, configuration, util, BAMMBeanHelper
oracle.bam, configuration, web . BaMWebapplicati

oracle.bam, configuration, web.mbeans  BAMWeL

TRACE: 16 (FINER)
TRACE:32 (FIMEST)
MOTIFICATION: 1 {INFC) [Inherited From parent]

MOTIFICATION: 1 {IMNFC) [Inherited from parent]
MOTIFICATION: 1 {IMNFC) [Inherited from parent]

+ oracle.bam.ems MOTIFICATION: 1 {IMNFC) [Inherited from parent]
MOTIFICATION: 1 {IMNFC) [Inherited from parent]

MOTIFICATION: 1 {IMNFC) [Inherited from parent]

+] oracle.bam.eventengine

A

4| oracle.bam middleveare
<

[Cpersist log level state across component restarts

21.5 Configuring Oracle User Messaging Service

Oracle User Messaging Service (UMS) must be configured properly in Fusion
Middleware Control Console to send e-mail notifications when alerts are issued.

The UMS e-mail driver monitors the outbound e-mail account configured for Oracle
BAM Server for any delivery failures, including rejected e-mails. E-mail delivery
failure notifications are asynchronous, that is, there is no definite time within which
e-mail rejection notification is received.

To configure the service:
1. Open Fusion Middleware Control Console in your Web browser at:

http;//host_name:port_number/em

2. Go to the usermessagingdriver-email (User Messaging Email Driver) page in
Fusion Middleware Control Console by expanding the User Messaging Service
folder, then selecting the usermessagingdriver-email (bam_serverl) node.
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ORACLE Enterprise Manager 119 Fusion M

@ Farm + | & Topalogy

-

=l @E Farm_base_domain

[T Application Deployrments

[ 5o

[ wWeblLogic Darmain

[ BamM

[ Metadata Repositories

= [ User Messaging Service
usermessagingdriver-emaijl (bam_server1)
@ usermessagingdriver-email (su‘{ﬁbrverl)
@ usermessagingserver (bam_serverl)
usermessagingserver (s0a_serverl)

3. From the User Messaging Email Driver shortcut menu, select Email Driver

Properties.

1} usermessagingdriver-email @
@ User Messaging Email Driver -

Harne
Control L4
Logs 3

Performance Summary
Email Drrivver Pruperﬂas

Syskem MBean Browser

General Information

===

4. Inthe Driver-Specific Configuration section, the properties IncomingMailServer,
IncomingUserIDs, and IncomingUserPasswords must be provided with the
Internet Message Access Protocol (IMAP) server name (Oracle UMS also supports
POP3), e-mail account name, and password to access this e-mail account.

EDriver-Specific Configuration

Marne Description

The host name of the incoming mail
server, Required only if e-mail receiving is
supported on the driver instance,

IncomingfailServer

The list of user names of the mai
accounts the driver instance is polling
From, Each name must be separated by a
carma, For example, fao,bar. Required
only if e-mail receiving is supported on the
driver instance.

The list of passwards corresponding ko
the user names. Each password is
separaked by a comma and must reside in
the same position in the list as their o~
corresponding user name appears on the
usernames list, Required anly if e-rmail
receiving is supported on the driver
instance,

IncomingUserIDs

IncomingUserPasswords

Encoded
Mandatary Credential Walue

Type of Password | Indireck Password, Create Mew User
Indirect Username/Key

Password

See Section 24.4, "Configuring User Messaging Service Drivers" for more
information. Table 24—4, " Custom E-Mail Properties" contains specific information

about the properties you must configure.
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5. Click Apply to save the changes.

6. Enter the e-mail account in the Outbound Email Account property in the Oracle
BAM Server configuration. See Section 21.3.7, "Configuring Outbound Email
Account” for details.

21.6 Configuring Oracle BAM Distribution Lists

Oracle BAM distribution lists are configured using the Oracle BAM Administrator
application.

To configure distribution lists:

1. Go to the Oracle BAM start page, log in, and select Administrator.

ORACLE  BAM

Active Viewer >
Active Studio >
Architect B

Administrator B

The Oracle BAM start page is located at:

http://host_name: port_number/OracleBAM/

2. Select Distribution List management from the list.

ORACLE BAM Administrator  Hep | About

Distribution List management |[w

FUser management
Roles management cate

Refresh list Elect an item on the left to view.)

3. C(lick Create.

4. Enter a unique Distribution List Name and click Create.
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ORACLE" BAM Administrator Help | About

| Distribution List management | % |

o Enter the information for the new Distribution List.
Distribution Lists

Refresh list

Distribution List Mame |m\,r'DistList|

Create Cancel

5. Click Continue to save the distribution list name.

ORACLE BAM Administrator Help | About

| Distribution List management |» |

Distribution List "myDistList"has been created.
Distribution Lists

Refresh list )
Continue
| T |
myDist ist :

6. Select the new distribution list that is displayed in the Distribution Lists list on
the left side of the page, and click Edit.

ORACLE’ BAM Administrator Help | About

| Distribution List management | |

View|Edit|Create |Delete

Distribution Lists

Refresh list Distribution List information for "myDistList"
myDist ist
Distribution List Name: myDistlist

Distribution List Members:

Last modified: 3/25/200% 3:54:438 AM

7. Select user accounts to add to the distribution list from the Select Members list.

You can select multiple users by clicking on several user names. The highlighted
user names are added to the distribution list.
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ORACLE BAM Administrator Help | About

| Distribution List management |» |

— view |Edit|Create |Delete
Distribution Lists

Refresh list Editing the Distribution List information for:myDistList

myDist ist

Distribution List I'*Jame:|myDistList
Select Members
ﬁ Administrators

r. Y adminUsert adminUser1

a OracleSystemUser CracleSystemUser
& acminUserz adminlizer2
Save Cancel

8. Click Save.

The users are added to the distribution list.

21.7 Configuring Oracle BAM Adapter

There are two items that must be considered when Oracle BAM Adapter (including
Oracle BAM sensor actions in a BPEL process) is used in an SOA composite
application: connection factories and credential mapping.

Before deploying applications that use Oracle BAM Adapter, a connection factory to
Oracle BAM Server must be configured. You can configure both Remote Method
Invocation (RMI) and Simple Object Access Protocol (SOAP) connection factories. See
Section 21.7.1, "Configuring Oracle BAM Connection Factories" for details.

If the Oracle BAM Adapter is using credentials rather than a plain text user name and
password, in order for Oracle BAM Adapter (including Oracle BAM sensor actions in
a BPEL process) to connect to Oracle BAM Server, the credentials must also be
established and mapped. See Section 21.7.2, "Configuring Credential Mapping" for
more information.

Notes: Use plain text user names and passwords only in
nonproduction mode. Do not mix using credential mapping and plain
text user information; apply one at a time to avoid confusion.

Because Oracle BAM and Oracle SOA Infrastructure use different
identity stores, an Oracle BAM user must be configured in the service
infrastructure identity store if there is not a common service
infrastructure user and Oracle BAM user.

Oracle BAM Adapter does not support transactional behavior. Even
though there is a section in Oracle WebLogic Server Administration
Console for configuring transaction support, Oracle BAM Adapter
must remain at the No Transaction level.
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21.7.1 Configuring Oracle BAM Connection Factories

Some configuration in the Oracle WebLogic Server Administration Console is
necessary before using Oracle BAM Adapter.

Use the Oracle WebLogic Server Administration Console to configure the Oracle BAM
connection factories for connections with Oracle BAM Server.

To configure Oracle BAM connection factories:

1. Go to the Oracle WebLogic Server Administration Console
(http://host_name:port_number/console), and log on.

2. Inthe Domain Structure menu, select Deployments.

soainfra
BH-Environment

t--Depl s
B-Services

--Security Realms
E-Interoperahbility
F-Diagnostics

3. Inthe Deployments summary table, search for OracleBamAdapter and click it.
Deployments

Install | | Update | | Delete Startw | | Stop

MName

iﬁoracle.sua.uddi{l1.1.1,11.1.1)

[ﬁoracle.sua.wnrkﬂuw(ll.1.1,11.1.1)

'ﬁoracle.saa.wurklist(ll.1.1,11.1.1)

iﬁoracle.webcenter.composer(l 1.1.14,11.1.1)

[F-Ioracle.wsm.seedpulicies{l 1.1.1,11.1.1)

@Oracle.ﬂpps.ﬂdapter

@OracleBam.ﬂ.daﬁter

4. In the Settings for OracleBamAdapter page, select the Configuration tab, and then
the Outbound Connection Pools tab in the second row.

OO0 DD

Settings for oracle-ham-adapter

Overview | Deployment Plan ReGTTGNENGLE | Security |~ Target

T HE N Properties | Quthound Connection Pools |~ Admin Objg

5. Configure the connection factory interface that you intend to use in Oracle
JDeveloper, by expanding the appropriate Group and Instance target and clicking
the Java Naming and Directory Interface (JNDI) name.
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Outhound Connection Pool Configuration Table

Delete |

[] | Groups and Instances

[l H oracle ham.adapter.ade.BEMIConnectionF acte

¥ I?fknracle.bam.adapter.adc.suap.SOAPCnnnect

To configure the connection factory for RMI-based calls, click to expand the
oracle.bam.adapter.adc. RMIConnectionFactory group and select the JNDI name
that the user uses in Oracle JDeveloper. The eis/bam/rmi connection factory is
provided out of the box.

To configure the connection factory for SOAP-based calls, click to expand the
oracle.bam.adapter.adc. SOAPConnectionFactory group and select the JNDI name
that the user uses in Oracle JDeveloper. The eis/bam/soap connection factory is
provided out of the box.

Outhound Connection Pool Configuration Table

Delete |

Groups and Instances &%

El aracle ham.adapter.ade EMIConnectionFactory

eisfhamirmi

El aracle ham.adapter.ade soap S0AP ConnectionFactany

EiS."tlElm.fSDqg_

Delete i

6. Configure each of the properties by clicking in the table cells and entering the
values.

Ooia|b|ia
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Settings for oracle.bam.adapter.adc.soap.S0APConnectionFactory

General | Properties | Transaction | Authentication | Connection Pool | Logaging

This page allows wou ko view and modify the configuration properties of this outbound
connection pool. Properties you modify here are saved to a deployment plan,

Outbound Connection Properties

Save Showing 1 to 5 of 5 Previous | Mext
|:| Property Name % Property Type Property ¥alue
|:| HostMarne jawva.lang. string
] [ 1sHTTPSEnabledwebService java.lang. String false
] | Password java.lang. string
1 | Parthumber jawva.lang. tring Q001
|:| UserMarne java.lang. string
Save Showing 1 to S of S Previous | Mext

Note: The UserName field should contain an Oracle BAM user who
is a member of application-level role Administrator or Report
Architect. See Section 23.3.3, "Adding Members to Application Roles"
and Section 23.3.4, "Understanding Oracle BAM Application Roles"
for information about assigning users to Oracle BAM application
roles.

This configuration creates the connection factory with HTTP. To configure an
HTTPS connection factory, see Section 21.7.1.1, "Configuring HTTPS for Oracle
BAM Adapter".

The RMI protocol has different configuration properties.
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Settings for oracle.bam.adapter.adc.RMIConnectionFactory

General | Properties | Transaction | Authentication | Connection Pool | Logging

This page allows vou to view and modify the configuration properties of this outbound
connection pool, Properties wou modify here are saved to a deployment plan.

Outbound Connection Properties

Save Showing 1 to 6 of 6 Previous | Mext
|:| Property Mame % Property Type Property ¥alue
|:| HaosktMame java.lang. string
|:| Inskanceblame java.lang. String ADiZServerl
[] | 1sClustered java.lang. string false
[ | Password jawa.lang. String
[ | Porthumber java.lang. string 001
|:| UserMame jawa.lang. String
Save Showing 1 to 6 of 6 Previous | Mext

7. Click Save.

21.7.1.1 Configuring HTTPS for Oracle BAM Adapter
To configure HTTPS:

1. Locate the oracle.bam.adapter.adc.soap.SOAPConnectionFactory connection
factory in the Oracle WebLogic Server Administration Console as described in
Section 21.7, "Configuring Oracle BAM Adapter".

Settings for oracle-bam-adapter

Overview | Deployment Plan RTINS WGHE | Security |~ Target

General

Properties | Outbound Connection Pools = Admin Objg

2. Click to expand the oracle.bam.adapter.adc.soap.SOAPConnectionFactory node,
select the eis/bam/soap option, and click New.

|:| Groups and Instances %

oracle.bam, adapter, adc, RMIConneckionFackory:

= oracle.bam. adapter. adc.soap. SOAPConnectionFactory:

eisfbam/s0ap

O K

eis/bam/s0apl013

Neq Delete

3. Select the oracle.bam.adapter.adc.soap.SOAPConnectionFactory option and click
Next.
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Outbound Connection Groups

Dutbound Connection Group %

(3 | oracle, bam, adapter, adc, RMIConnectionFackory

{%1 | oracle.bam.adapter. adc. soap. SOAPConneckionFackory

Back || Mest | Firizh | Cancel

4. Enter a JNDI name for this connection factory and click Finish.

The CQutbound Connection instance represents a conneckion pool, The JMDI name can be used to obkain the pool at runtime,

#E] * INDI Name: eisfbam/hitps

Back Mext ‘ Finish | Cancel

5. Select the eis/bam/https connection pool instance in the Groups and Instances list.
Outbound Connection Pool Configuration Table

Mew | Delete

|:| Groups and Instances %

oracle.bam,adapter, adc, RMIConnectionFackory

[=l oracle.barn. adapter. adc. soap. SOAPConnectionFactory

F eis,l_'qu{httgs
F] eis,l'MIsu:uap

6. Complete the configuration properties as shown in Section 21.7, "Configuring
Oracle BAM Adapter," and change the ISHTTPSEnabledWebService value to
true.

Outbound Connection Properties

Save Showing 1 to 5 of 5 Previous | Mext
|:| Property Name &5 Property Type Property ¥alue
[ | HostMame java.lang.String ||DI:EL|hDSt| |
[] | 1sHTTPSEnabledwebservice jawa.lang.string 'm
[] | password jawa.lang.skring [N
[ | Porthumber java.lang.string 00z
|:| |serMarne jawa.lang.String

21.7.2 Configuring Credential Mapping

Configure Oracle BAM Adapter to securely store user name and password properties
using Oracle WebLogic Server credential mapping functionality.
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Note: Use plain text user names and passwords only in
nonproduction mode. Do not mix using credential mapping and plain
text user information; apply one at a time to avoid confusion.

To configure credential mapping;:
1. Using the Oracle WebLogic Server Administration Console, go to Deployment >
OracleBamAdapter > Security > Credential Mappings.
Settings for OracleBamAdapter

Cverview | Deployment Plan || Configuration | Security | Targets | Conh

Roles | Policies | Credential Mappings | Principals

s

2. Click New and select an outbound connection pool instance for which to create a
credential mapping entry, then click Next (By default, Oracle BAM is installed
with two connection pools, eis/bam/rmi and eis/bam/soap).

Create a Mew Security Credential Map Entry for:

Showing 1 to 5 of 5 Previous | Mext

[] | outbound Connection Pool &%
O

eisfbam/https

i} | eisfbamfrmi

eisfbam/soap

Note: Ensure that a separate credential mapping entry for each
outbound connection pool is created. If there are any additional
outbound connection pools other than the defaults, you must create
corresponding credential mappings for them as well.

3. Select Unauthenticated WLS User, and click Next (Unauthenticated WLS User is
similar to an anonymous user).

Create a Mew Security Credential Mapping
Back || Mext | Firizh | Cancel

WebLogic Server User

Select the Weblogic Server User that you would like
started, Selecting 'Default User' will configure the use
will configure the user that will be used For an unautt
Server user,

") User for creating initial connections
) Default User
i*i Unauthenticated WLS User

) Configured User Name

21-20 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite



Configuring Oracle BAM Batching Properties

4, Specify a corresponding user name and password for connecting to Oracle BAM
Server, then click Finish to complete the credential mapping.

Create a Mew Security Credential Mapping
Back || Mext | Finish | Cancel

EIS User Mame and Password

Configure the EIS User Mame and Passwaord that you would like bo map the Weblogic Server User to:
* Indicates required fields

Enter the EIS User Mame:

*EIS User Name::

Enter the EIS Password:

*EIS Password:

* Confirm Password::

5. Repeat these steps to create the credential mapping for the other Oracle BAM
connection pool entries.

After you configure the credential mappings for each of the outbound connection
pool entries, the mappings appear in the Credential Mappings table.

Credential Mappings

Mew | Delste Showing 1 ta 2 of 2 Previous | Mext
[]| wLs user = EIS User Outbound Connection Pool
] | anorymous user eisfbam/rmi
1 | anonymaous user eisfbam/soap

6. For these changes to take effect, Oracle WebLogic Server must be restarted.

21.8 Configuring Oracle BAM Batching Properties

The batch processor batches operations (for example, insert, update, upsert, and
delete) between the client and the Active Data Cache server to improve performance
by limiting the number of remote calls. For example, 10 update operations could be
processed in a single remote call with batching enabled, rather than making 10 remote
calls.

Note: Batching is used only on incoming data, not on internal Oracle
BAM processes.

Oracle BAM batching properties are configured in the BAMCommonConfig.xml file
at:

BAM_DOMAIN_HOME/servers/BAMManagedServer/tmp/_WL_
user/oracle-bam-11.1.1/tmpdir/APP-INF/classes/config/
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Oracle BAM must be restarted after any changes to Oracle BAM properties. See
Section 23.2, "Managing Oracle BAM Availability" for information about restarting

Oracle BAM.
Table 21-1 Active Data Cache APl and SOAP (Oracle BAM Adapter) Batching Properties
Oracle BAM ADC API
Property SOAP Property Default Description
ActiveDataCache_Datasets_ Adapter_SOAP_ 10 The limit of the
Batching_Limit_PendingCalls | Batching_Limit_ number of pending
PendingCalls calls allowed.
ActiveDataCache_Datasets_ | Adapter_SOAP_ 1000 The minimum
Batching_Limit_Lower Batching_Limit_Lower number of
elements in a batch
before it is sent
out.
ActiveDataCache_Datasets_ Adapter_SOAP_ 5000 The maximum
Batching_Limit_Upper Batching_Limit_Upper number of
elements in a batch
before it is sent
out.
ActiveDataCache_Datasets_ | Adapter_SOAP_ 5000 The timeout
Batching_Timeout Batching_Timeout interval in
milliseconds after
which the batch is
sent out even if it is
not full.
ActiveDataCache_Datasets_ | Adapter_SOAP_ 1000 The number of
Batching_FlushOnDemand_ Batching_ rows to take into a
Limit FlushOnDemand_ batch when
Limit flushing on
demand.
ActiveDataCache_Datasets_ Adapter_SOAP_ 30000 The interval in
Batching_RetryInterval Batching_RetryInterval milliseconds at
which batch
processing should
attempt to retry
failed flush
attempts.
ActiveDataCache_Datasets_ Adapter_SOAP_ 3600000 The maximum
Batching_MaxRetryInterval Batching_ interval in
MaxRetryInterval milliseconds at
which batch
processing should
attempt to retry
failed flush
attempts.
ActiveDataCache_Datasets_ Adapter_SOAP_ Integer.MAX | The maximum
Batching MaximumRetries Batching_ _VALUE number of times
MaximumRetries batch processing
should attempt to
retry failed flush
attempts. Zero
indicates no retry.
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Table 21-1 (Cont.) Active Data Cache API and SOAP (Oracle BAM Adapter) Batching
Oracle BAM ADC API

Property SOAP Property Default Description
ActiveDataCache_Datasets_ | Adapter_SOAP_ false Suspend on
Batching_ Batching_ disconnect, which
SuspendOnDisconnect SuspendOnDisconnect indicates whether
batching

operations should
be permanently
suspended if and
when the
connection to
Oracle BAM Server
is lost.

Batching Retry Mechanism

The batching retry mechanism is designed to retry remote calls to the server in the
event communication with the server is lost due to, for example, network problems or
Oracle BAM Server going offline. The operation of this retry mechanism is governed
by the configuration properties detailed in this section. The term flush refers to the
attempt to send the batch calls to the Oracle BAM Server for processing.

The RetryInterval property specifies the interval between retry attempts in
milliseconds. If the MaxRetryInterval value is unspecified (0), then the code
continues retrying at the RetryInterval value until the batch flush is successful or
the MaximumRetries value is exceeded.

If the MaxRetryInterval value is specified, then the retry interval value is doubled
on each retry up to the MaxRetryInterval value. It stays at the
MaxRetryInterval rate until the batch flush is successful, or the MaximumRetries
value is exceeded. This allows the retry rate to decline over time to a more reasonable
long-term rate. If the server does not recover quickly, do not continue to retry at a
rapid rate.

If the MaximumRetries value is 0, then no retries are attempted and failed batches
are discarded.

If the SuspendOnDisconnect value is true, then all batching is permanently
suspended until the client application is restarted, regardless of whether
communication with Oracle BAM Server is reestablished.

If the pending batch limit is reached and the current batch is full (maximum size
reached), then batch calls are blocked. There is no place to queue the operation from
the current call, so Oracle BAM blocks the client until the condition resolves itself.

Table 21-1 describes the configuration properties that can be specified for the Active
Data Cache API batching (which is used by the RMI connection factory, configured in
Section 21.7.1, "Configuring Oracle BAM Connection Factories").

The Oracle BAM Adapter batching mechanism (used by the SOAP connection factory)
has an identical set of configuration properties and default values.

21.9 Configuring Security

Security is configured in Oracle WebLogic Server. See Oracle Fusion Middleware
Securing Oracle WebLogic Server for information about the topics listed in this section.

General information about Oracle WebLogic Server security is available in Oracle
Fusion Middleware Understanding Security for Oracle WebLogic Server.
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This section address the following security topics as they relate to Oracle BAM:
= Section 21.9.1, "Configuring Credential Mapping"

= Section 21.9.2, "Configuring Oracle BAM User Permissions”

= Section 21.9.3, "Configuring Secure Socket Layer"

= Section 21.9.4, "Configuring Oracle Internet Directory"

21.9.1 Configuring Credential Mapping
Credential mapping is used to securely store user name and password properties

when using the Oracle BAM Adapter. For information see Section 21.7.2, "Configuring
Credential Mapping."

21.9.2 Configuring Oracle BAM User Permissions

To provide secure access to the Oracle BAM applications, users are assigned to roles
that provide the necessary permissions. See Section 23.3, "Managing Oracle BAM
Users" for more information.

21.9.3 Configuring Secure Socket Layer

Oracle WebLogic Server provides the facilities needed to enable Secure Socket Layer
(SSL) on any Oracle SOA Suite and Oracle WebCenter connections into Oracle
WebLogic Server.

Use the Java Development Kit (JDK) keytool utility to create and manage keystores
and certificates, and use the Oracle WebLogic Server Administration Console to
configure Oracle WebLogic Server listeners.

See "Configuring SSL" in Oracle Fusion Middleware Securing Oracle WebLogic Server for
more information.

Although Oracle WebLogic Server lets you configure the Oracle BAM Web
applications on both SSL and non-SSL ports, and Oracle BAM can also be configured
to run on both SSL and non-SSL ports, it causes issues with the URL configured for
Oracle BAM alerts. When Oracle BAM is running on both SSL and non-SSL ports, it
cannot send two Oracle BAM report URLSs to the alert e-mail receiver. It is the
responsibility of the administrator to decide which mode of access (SSL or non-SSL) to
use for the Oracle BAM report URL recipients.

To start Oracle BAM in SSL mode, and enable Oracle BAM clients (like ICommand) to
invoke Oracle BAM ADC, invoke E]Bs, JMS resources, and JDBC resources using SSL,
you must configure the following Oracle BAM properties:

Communication_Protocol in the BAMCommonConfig.xml,
BAMServerConfig.xml, and BAMICommandConfig.xml files, as follows:

Default value: <Communication_ Protocol>t3</Communication_Protocol>

For SSL using t3s: <Communication_Protocol>t3s</Communication_
Protocol>

ListenPort in BAMCommonConfig.xml file, as follows:
Default value: <ListenPort>ListenPort</ListenPort>

For SSL: <ListenPort>SSLListenPort</ListenPort>
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21.9.4 Configuring Oracle Internet Directory

For general information about configuring Oracle Internet Directory, see "Configuring
Users and Groups in the Oracle Internet Directory and Oracle Virtual Directory
Authentication Providers" in Oracle Fusion Middleware Securing Oracle WebLogic Server

To use Oracle Internet Directory with Oracle BAM:

1. Configure Oracle Internet Directory using the Oracle WebLogic Server
Administration Console.

2. Create OracleSystemUser in Oracle Internet Directory, by connecting to Oracle
Internet Directory with an Lightweight Directory Access Protocol (LDAP) browser
and creating a user in the same base user Distinguished Name that was provided
in the Oracle WebLogic Server Administration Console while configuring Oracle
Internet Directory.

3. Run the following SQL statements to null the user global unique identifiers
(GUID) in the Oracle BAM schema:

UPDATE "SysIterUser" SET "SysIterUser"."GUID" = NULL,
"SysIterUser"."Inactive" = NULL;

21.10 Configuring Advanced Properties

Oracle BAM provides many advanced properties not available for configuration using
the OracleBamServer and OracleBamWeb properties pages in Fusion Middleware
Control Console. These advanced properties are configured using the System MBean
Browser or by editing the Oracle BAM configuration files directly.

See Section 21.11, "Oracle BAM Configuration Property Reference" for a listing of all
properties available for Oracle BAM configuration.

To configure the advanced properties using the System MBean Browser:

1. Select System MBean Browser in the OracleBAMWeb or OracleBAMServer menu.

1} OracleBamServer @

uﬂﬂ BAM Server -
Harme
Maonitoring L4
Zontrol L4
Logs L4

BAM Server Properties
Security L4

Swstern MBean Browser

3

aeneral Information

2. Select the path to the appropriate Application Defined MBeans page:
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n  For properties common to all Oracle BAM components select Application
Defined MBeans > oracle.bam.common > Server: bam_serverl >
Application: oracle-bam > Config > BAMCommonConfig (see Figure 21-3).

»  For Oracle BAM Server-specific properties select Application Defined
MBeans > oracle.bam.server > Server: bam_serverl > Application:
oracle-bam > Config > BAMServerConfig.

= For Oracle BAM Web applications-specific properties select Application
Defined MBeans > oracle.bam.web > Server: bam_serverl > Application:
oracle-bam > Config > BAMWebConfig.

Figure 21-3 System MBean Browser Navigation Tree

System MBean Browser
& 1? E
1 Configuration MBeans
1 Runtime MBeans
El L1 Application Defined MBsans
1 EMDomain
L1 com.oracle. jdbe
L1 com.oracle.jps
1 com.oracle, sdp.messaging
1 emoms. props
L1 emomslogging, props
1 oracle. as, util
El 1 oracle.barm. common
= 1 3erver: bam_serverl
El L1 Application: oracle-bam
= 1 Config
@ BAMCommaonConfig
El 1 oracle.bam.server E[%
= 1 Server: bam_serverl
El L1 Application: oracle-bam
= 1 Config
@ BaMServerConfig
B [ oracle.bam.web
Bl 1 Server: bam_serverl
= L1 application: orade-bam
= 1 Config
@ BarwebConfig

The associated configuration properties are displayed in the System MBean
Browser.
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Application Defined MBeans: Config:BAMCommonConfig Apply

+| Show MBean Information

Attributes | Motifications

MNarmne Description Access  Walue
1 Adapter_SOAP_Batching_FlushOnDer ;Idﬂgpctlzilgnates the limit For Flushing on demand For the BAM AW 1000
2 Adapter_SOAP_Batching_Limit_Lower ;Idﬂgpctlzilgnates the laver limit For SOAP batching For the BAM AW 1000
3 Adapter_SOAP_Batching_Limit_Upper ;I;:aspctlzflgnates the lovwer limit For SOAP batching For the BAM AW soo0
4 Adapter_SOAP_Batching_Timeout This designates the timeout For SOAP batching Far the BAM AW 50

adapter,
5 applicationlJRL This designates the Application URL R http: fflocalhast: 2001
6 ConfigMBean IF true, it indicates that this MBean is a Config MBean. R true
. IF true, it indicates that this MEBean is an event provider as

7 eventProvider defined by 15R-77. R kre
g eventTypes All the event's types emitted by this MEean, R jmx. attribute, change
2 objectMame The MBean's unique M name R oracle,bam, commaon: name=BAMComm
10 Readonly IF true, it indicates that this MEean is a read only MBean, R false
11 Restartheeded Indicates whether a restart is needed. R false
12 SystemMBean IF true, it indicates that this MBean is a System MBean. R false

3. Edit property values in the Values column, and click Apply.

4. Oracle BAM must be restarted after any changes to Oracle BAM properties. See
Section 23.2, "Managing Oracle BAM Availability" for information about restarting
Oracle BAM.

Editing Oracle BAM Configuration Property Files

All Oracle BAM properties are located in configuration files. These files are located in
the following directory on the host where the Oracle BAM components are installed:

BAM_DOMAIN_HOME/servers/BAMManagedServer/tmp/_WL_
user/oracle-bam-11.1.1/tmpdir/APP-INF/classes/config

The configuration properties usually go into the BAMCommonConfig.xml file, which
contains the properties global to all Oracle BAM components. These properties can
also be specified in component specific configuration files:

»  Oracle BAM Server-specific properties are configured in BAMServerConfig.xml

= Oracle BAM Web applications-specific properties are configured in
BAMWebConfig.xml

= Oracle BAM ICommand utility-specific properties are configured in
BAMICommandConfig.xml

The properties set in the BAMCommonConfig.xml file are always loaded. Any
additional configuration files must be loaded explicitly. Oracle BAM Server explicitly
loads the BAMServerConfig.xml file, the Oracle BAM Web applications explicitly
load the BAMWebConfig.xml file, and ICommand explicitly loads the
BAMICommandConfig.xml file. When a configuration file is loaded, its properties
override any properties previously set, that is properties specified in
BAMServerConfig.xml override properties set in BAMCommonConfig.xml.

21.11 Oracle BAM Configuration Property Reference

This section provides a brief description of each Oracle BAM configuration property
that may be used.

Advanced properties are configured in the Fusion Middleware Control Console
System MBean Browser, or in Oracle BAM-specific XML configuration files. See
Section 21.10, "Configuring Advanced Properties" for information about configuring
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properties that do not appear in the Oracle BAM configuration pages in Fusion
Middleware Control Console.

Table 21-2 Oracle BAM Configuration Properties

Property Name Description
ActiveDataCache. API.Batching. ThreadPool.C | Configured in BAMCommonConfig.xml
oreSize

Indicates how many threads to keep in the
Oracle BAM ADC API ThreadPools when idle.

Default: 5

ActiveDataCache.API.Batching. ThreadPool.K | Configured in BAMCommonConfig.xml

eepAliveTimelnSecs Amount of time (in seconds) to keep an idle

thread in the Oracle BAM ADC API
ThreadPools.

Default: 20

ActiveDataCache.API.Batching. ThreadPool. Configured in BAMCommonConfig.xml

MaxSize Maximum number of threads in the Oracle

BAM ADC API ThreadPools.
Default: 100

ActiveDataCache.API.Batching. ThreadPool.Q | Configured in BAMCommonConfig.xml

ueueSize .
Maximum number of messages that can be

queued in the Oracle BAM ADC API
ThreadPools.

Default: 30

ActiveDataCache.API.BufferedDataReader.T | Configured in BAMCommonConfig.xml

hreadPool CoreSize Indicates how many threads to keep in the

Oracle BAM ADC BufferedDataReader
ThreadPools when idle.

Default: 10

ActiveDataCache.API.BufferedDataReader.T | Configured in BAMCommonConfig.xml

hreadPool.KeepAliveTimelnSecs Amount of time (in seconds) to keep an idle

thread in the Oracle BAM ADC
BufferedDataReader ThreadPools.

Default: 20

ActiveDataCache. API.BufferedDataReader.T | Configured in BAMCommonConfig.xml

hreadPool MaxSize Maximum number of threads in the Oracle

BAM ADC BufferedDataReader ThreadPools.
Default: 100

ActiveDataCache.API.BufferedDataReader.T | Configured in BAMCommonConfig.xml

hreadPool QueueSize Maximum number of messages that can be

queued in the Oracle BAM ADC
BufferedDataReader ThreadPools.

Default: 30

ActiveDataCache.Kernel. ActiveDataQueue. T | Configured in BAMServerConfig.xml

hreadPool CoreSize Indicates how many threads to keep in the

Oracle BAM ADC ActiveDataQueue
ThreadPools when idle.

Default: 20
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ActiveDataCache.Kernel. ActiveDataQueue.T
hreadPool.KeepAliveTimeInSecs

Configured in BAMServerConfig.xml

Amount of time (in seconds) to keep an idle
thread in the Oracle BAM ADC
ActiveDataQueue ThreadPools.

Default: 20

ActiveDataCache.Kernel. ActiveDataQueue.T
hreadPool.MaxSize

Configured in BAMServerConfig.xml

Maximum number of threads in the Oracle
BAM ADC ActiveDataQueue ThreadPools.

Default: 100

ActiveDataCache.Kernel. ActiveDataQueue.T
hreadPool.QueueSize

Configured in BAMServerConfig.xml

Maximum number of messages that can be
queued in the Oracle BAM ADC
ActiveDataQueue ThreadPools.

Default: 30

ActiveDataCache_Datasets_Batching
FlushOnDemand_Limit

Configured in BAMWebConfig.xml

Number of rows to include in a batch when
flushing on demand. See Section 21.8,
"Configuring Oracle BAM Batching
Properties” for more information.

Default: 1000

ActiveDataCache_Datasets_Batching_Limit_
Lower

Configured in BAMWebConfig.xml

The minimum amount of elements in a batch
before it is sent out. See Section 21.8,
"Configuring Oracle BAM Batching
Properties” for more information.

Default: 1000

ActiveDataCache_Datasets_Batching_Limit_
PendingCalls

Configured in BAMWebConfig.xml

The limit of the number of pending calls
allowed. See Section 21.8, "Configuring Oracle
BAM Batching Properties" for more
information.

Default: 10

ActiveDataCache_Datasets_Batching_Limit_
Upper

Configured in BAMWebConfig.xml

The maximum amount of elements in a batch
before it is sent out. See Section 21.8,
"Configuring Oracle BAM Batching
Properties” for more information.

Default: 5000

ActiveDataCache_Datasets_Batching_
ThreadPoolSize

Configured in BAMWebConfig.xml

The constant size thread pool (that is,
containing a fixed number of threads).

Default: 25

ActiveDataCache_Datasets_Batching
Timeout

Configured in BAMWebConfig.xml

The time-out in milliseconds after which the
batch is sent out even if it is not full. See
Section 21.8, "Configuring Oracle BAM
Batching Properties" for more information.

Default: 50
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Adapter_SOAP_Batching_FlushOnDemand_ | Configured in BAMCommonConfig.xml
Limit

Number of rows to include in a batch when
flushing on demand. See Section 21.8,
"Configuring Oracle BAM Batching
Properties” for more information.

Default: 1000

Adapter_SOAP_Batching_Limit_Lower Configured in BAMCommonConfig.xml

The minimum amount of elements in a batch
before it is sent out. See Section 21.8,
"Configuring Oracle BAM Batching
Properties” for more information.

Default: 1000

Adapter_SOAP_Batching_Limit_Upper Configured in BAMCommonConfig.xml

The maximum amount of elements in a batch
before it is sent out. See Section 21.8,
"Configuring Oracle BAM Batching
Properties” for more information.

Default: 5000

Adapter_SOAP_Batching_Timeout Configured in BAMCommonConfig.xml

The timeout interval in milliseconds after
which the batch is sent out even if it is not full.
See Section 21.8, "Configuring Oracle BAM
Batching Properties" for more information.

Default: 50

ADC_PassThrough_Import_BatchSize Configured in BAMServerConfig.xml

The maximum number of rows that are
imported from an external data object.

Default: 50

ADC_PassThrough_Import_ Configured in BAMServerConfig.xml

MaxRowsTolmportAtOnce Maximum number. of rows imported by

ExternalDataManager at one time.
Default: 100

ADC_PassThrough_Import_MaxSize Configured in BAMServerConfig.xml

Maximum size imported by
ExternalDataManager.

Default: -1

ADCBatchSize Configured in BAMServerConfig.xml

Refers to JDBC statement batching. When the
Oracle BAM ADC executes SQL statements it
uses JDBC batching to reduce the number of
calls to the database, improving performance.
Each call executes a batch of statements rather
than a single statement.

Default: 100

21-30 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite



Oracle BAM Configuration Property Reference

Table 21-2 (Cont.) Oracle BAM Configuration Properties

Property Name

Description

ADCChannelName

Configured in BAMServerConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default:
invm:topic/oracle.bam.messaging.ac
tivedatacache.activedata

ADCDataSource

Configured in BAMServerConfig.xml

The data source for the Active Data Cache. See
Section 21.3.2, "Configuring Data Source
JNDI" for more information.

Default: jdbc/oracle/bam/adc

ADCLogBatchInsertLocks

Configured in BAMServerConfig.xml

Indicates whether to log Oracle BAM ADC
batch insert locks.

Default: false

ADCLogFolderLocks Configured in BAMServerConfig.xml
Indicates whether to log Oracle BAM ADC
folder locks.

Default: false
ADCLogSqlStatements Configured in BAMServerConfig.xml

Indicates whether to log Oracle BAM ADC
SQL statements.

Default: false

ADCLogTransactionLocks

Configured in BAMServerConfig.xml

Indicates whether to log Oracle BAM ADC
transaction locks.

Default: false

ADCMaxViewsetRowCount

Configured in BAMServerConfig.xml

The default limit for rows of data displayed in
a view with this property. Note that the higher
you set this value, the more performance is
impacted.

Default: 64000

ADCPreloadDataObjectIDs

Configured in BAMServerConfig.xml

Indicates whether data objects should be
loaded at Oracle BAM ADC startup rather
than on-demand as they are accessed.
Pre-loading the data objects increases startup
time but decreases initial data object access
time. Not pre-loading the data objects
decreases startup time but increases initial
data object access time. Also, pre-loading all
data objects where many data objects are
rarely referenced may needlessly increase
memory requirements.
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ADCPushInterval

Configured in BAMServerConfig.xml

The rate at which Oracle BAM Active Data
Cache pushes events to Oracle BAM Report
Server. This is one factor that affects the
frequency at which active events occur on
Oracle BAM dashboard pages. Increasing this
interval reduces the load on Oracle BAM
Server. However, larger intervals increase the
likelihood of multiple updates in the
dashboard being collapsed into single
updates.

Note that you can override the default
ADCPushInterval within particular reports
by setting the Active Data Retrieval Interval
property in the Report Properties dialog box
for a particular Oracle BAM dashboard or
report. Open a report in Active Studio, then
select Edit > Change Report Properties >
Advanced to set the active data retrieval
interval. Nonzero values override the
ADCPushInterval value for that particular
report.

Default: 1000

ADCPushThreadPoolSize

Configured in BAMServerConfig.xml

Indicates the size of the threadpool for Oracle
BAM ADC push functionality.

Default: 10

ADCRetryCount

Configured in BAMWebConfig.xml

Number of times to retry the Oracle BAM
Active Data Cache connection.

Default: 2

ADCSecurityFiltersEnabled

Configured in BAMServerConfig.xml

Indicates whether Oracle BAM ADC security
filters are to be enabled.

Default: true

ADCServerName

Configured in BAMServerConfig.xml
Host name of Oracle BAM Server.
Default: localhost

ADCServerPort

Configured in BAMServerConfig.xml and
BAMICommandConfig.xml

Port used by Oracle BAM Server.
Default: 7001

ADCViewsetTimeoutSec

Configured in BAMServerConfig.xml
Specifies the time-out for retrieving a viewset.
Default: 0

ADCWaitTime

Configured in BAMWebConfig.xml

Interval between Active Data Cache
connection attempts.

Default: 20
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ApplicationURL

Configured in BAMCommonConfig.xml and
BAMServerConfig.xml

URL for Oracle BAM Web applications and
Oracle BAM Server. See Section 21.3.3,
"Configuring Application URL" and

Section 21.2.2, "Configuring Application URL"
for more information.

Default: http://localhost:7001

Architect_Content_PageSize

Configured in BAMWebConfig.xml

Controls how many rows are shown when
viewing data object contents in Oracle BAM
Architect.

Default: 100

AutolncrementBlockSize

Configured in BAMServerConfig.xml
Indicates amount of increment for block size.
Default: 100

CacheDirectory

Configured in BAMServerConfig.xml

Designates the directory used by Report Cache
to cache snapshots and active data.

Default: cache

ChangeListDelay

Configured in BAMServerConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: 1

ChannelName

Configured in BAMCommonConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: OracleBAM

CheckViewsFallingBehindInterval

Configured in BAMWebConfig.xml

Indicates the interval to check whether views
are falling behind.

Default: 20

CollaborationNILogin Configured in BAMWebConfig.xml
Whether NI Login is used.
Default: false

ColumnarTimeout Configured in BAMWebConfig.xml

Indicates the columnar time-out.
Default: 0
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Communication_Protocol

Configured in BAMCommonConfig.xml,
BAMServerConfig.xml, and
BAMICommandConfig.xml

For SSL using t3: <Communication_
Protocol>t3s</Communication_
Protocol>

See Section 21.9.3, "Configuring Secure Socket
Layer."

Default: t3

ConnectionFactoryName

Configured in BAMCommonConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: jms/QueueConnectionFactory

DeletesActiveDataSize

Configured in BAMServerConfig.xml

InsertsActiveDataSize,
UpdatesActiveDataSize,
UpsertsActiveDataSize,
DeletesActiveDataSize determine how many
inserts, updates, upserts, and deletes,
respectively, should be executed before
releasing and then requiring the lock on the
data object being modified. This keeps the
operation from holding the data object lock for
long periods of time when there are Viewsets
open on this data object.

Default: 50

DisplayUlIStackTrace

Configured in BAMWebConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

This property enables user interface stack
traces (by setting this property value to true).
This property is used for temporary diagnostic
purposes only because exposing a stack with
internal details is a potential security threat.

Default: false

DistributionListGroupType

Configured in BAMWebConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: none

ElementsCountLimit

Configured in BAMServerConfig.xml

The number of change lists that are cached
before rewriting the cache file.

The default value is 50. When the 51st change
list is received, it is cached by replacing the 1st
change list.

Default: 50
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ElementsSizeLimit

Configured in BAMServerConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: 500

EmaillDForSender

Configured in BAMServerConfig.xml

E-mail address that appears in the From
header of notifications sent by the Event
Engine. See Section 21.3.7, "Configuring
Outbound Email Account" for more
information.

Default: BAM-NOTIFICATION_
AR@oracle.com

EMSConnectionRecoveryDuration

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

EnableADCDatasetLockTimeout

Configured in BAMServerConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Indicates whether data set lock timeout is
enabled.

Default: false

EnableDataTruncationMsg

Configured in BAMWebConfig.xml

Indicates whether to enable the data
truncation message.

Default: false

EnableGetAllViewsInOneRoundTrip

Configured in BAMWebConfig.xml

Allows all views to be retrieved in one round
trip.

Default: true

EventEngine.Action.ThreadPool.CoreSize

Configured in BAMServerConfig.xml

Indicates how many threads to keep in the
Event Engine Action ThreadPools when idle.

Default: 4

EventEngine.Action.ThreadPool. KeepAliveTi
melnSec

Configured in BAMServerConfig.xml

Amount of time (in seconds) to keep an idle
thread in the Event Engine Action
ThreadPools.

Default: 20

EventEngine.Action. ThreadPool. MaxSize

Configured in BAMServerConfig.xml

Maximum number of threads in the Event
Engine Action ThreadPools.

Default: 100
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EventEngine.Action. ThreadPool.QueueSize

Configured in BAMServerConfig.xml

Maximum number of messages that can be
queued in the Event Engine Action
ThreadPools.

Default: 4

EventEngine.AlertHistory. ThreadPool.CoreSi
ze

Configured in BAMServerConfig.xml

Indicates how many threads to keep in the
Event Engine AlertHistory ThreadPools when
idle.

Default: 4

EventEngine.AlertHistory. ThreadPool.KeepA
liveTimeInSecs

Configured in BAMServerConfig.xml

Amount of time (in seconds) to keep an idle
thread in the Event Engine Action
ThreadPools.

Default: 20

EventEngine. AlertHistory. Thread Pool.MaxSi
ze

Configured in BAMServerConfig.xml

Maximum number of threads in the Event
Engine AlertHistory ThreadPools.

Default: 100

EventEngine.AlertHistory. ThreadPool.Queue
Size

Configured in BAMServerConfig.xml

Maximum number of messages that can be
queued in the Event Engine RuleFire
ThreadPools.

Default: 10

EventEngineAlertHistoryEventLogging

Configured in BAMServerConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: false

EventEngineAlertHistoryRecordsPerWrite

Configured in BAMServerConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: 10

EventEngine RuleFire. ThreadPool.CoreSize

Configured in BAMServerConfig.xml

Indicates how many threads to keep in the
Event Engine RuleFire ThreadPools when idle.

Default: 4

EventEngine.RuleFire. ThreadPool. KeepAlive
TimelnSecs

Configured in BAMServerConfig.xml

Amount of time (in seconds) to keep an idle
thread in the Event Engine RuleFire
ThreadPools.

Default: 20
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EventEngine RuleFire. ThreadPool. MaxSize

Configured in BAMServerConfig.xml

Maximum number of threads in the Event
Engine RuleFire ThreadPools.

Default: 100

EventEngine RuleFire. ThreadPool.QueueSize

Configured in BAMServerConfig.xml

Maximum number of messages that can be
queued in the Event Engine RuleFire
ThreadPools.

Default: 4

EventEngineCheckADClIntervalSecs

Configured in BAMServerConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: 5

EventEngineMaxConnections

Configured in BAMServerConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: 25

EventEngineMaxShutdownWaitInterval

Configured in BAMServerConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: 10

EventEngineSaveLastFireIntervalSecs

Configured in BAMServerConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: 10
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FileHandleCacheSize

Used by Oracle BAM Report Cache to cache
file handles of the files used for caching when
file-based persistence is used (see

Section 21.3.5, "Configuring Report Cache
Persistence Manager" for information about
persistence management).

Handle caching increases the speed of reading
and writing active data and snapshots. Each
viewset has two file handles--one for the
snapshot and another for active data.

The value for this property sets the number of
file handles that are cached by default.

To disable file handle caching, set this
property value to zero (0).

The cost of file handle caching is that all of the
cached file handles remain open, and so a) on
servers configured for a very small number of
concurrent open file handles, and b) on
servers heavily loaded with open file handle
count reaching the maximum value, this could
create a problem. For these scenarios, reduce
FileHandleCacheSize to an appropriate
smaller value.

Default: 100

GenericSatelliteChannelName

Configured in BAMServerConfig.xml and
BAMICommandConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default:
invmjms: topic/oracle.bam.messaging
.systemobjectnotification

GenericSatelliteSystemObjectNames

Configured in BAMServerConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default values:

SystemObjectName=SysIterReport, Mon
itorColumnName=SysIterLastModified
,MessageColumnl=SysIterID, MessageC
olumn2=SysIterLastModified;

SystemObjectName=SysIterUser,Monit
orColumnName=SpecificTimeZoneOffse
t,MessageColumnl=SysIterID;

SystemObjectName=SysIterUser,Monit
orColumnName=AdjustTimeZoneSetting
,MessageColumnl=SysIterID;

SystemObjectName=SysIterUser,Monit
orColumnName=AdjustDaylightSavings
Setting,MessageColumnl=SysIterID;

SystemObjectName=SysIterDataset, Mo
nitorColumnName=SysIterLastModifie
d,MessageColumnl=SysIterID;
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HelpAppLocation

Configured in BAMWebConfig.xml

This property is no longer used in Oracle

iActiveDataCloseReportsTimeout

Configured in BAMWebConfig.xml
Timeout to close reports.
Default: 500

iActiveDataMaxDiffCounter

Configured in BAMWebConfig.xml

The maximum difference counter for
iActiveData.

Default: 10

iActiveDataMinIntervalsToWait

Configured in BAMWebConfig.xml
The minimum interval to wait for iActiveData.
Default: 5

iActiveDataReloadOnSecsBehind Threshold

Configured in BAMWebConfig.xml

The threshold value for reloading iActiveData.
The

Default: 10

iActiveDataRestartInterval

Configured in BAMWebConfig.xml
The restart interval for iActiveData.
Default: 3000

iActiveDataRestartTimeout

Configured in BAMWebConfig.xml
The restart timeout value for iActiveData.
Default: 10000

iActiveDataScriptsCleanupFactor

Configured in BAMWebConfig.xml

A property to address a Microsoft Internet
Explorer memory leak, when active data is
coming into the dashboard at a fast pace, by
forcing periodic browser refreshes. This value
may be further increased when active data is
coming to the dashboard at a rate of 25 events
per second or greater. You can monitor the
Microsoft Internet Explorer memory
consumption to determine an appropriate
value.

Default: 1048576

ICommand_Default_User_Name

Configured in BAMICommandConfig.xml

Specifies default security credentials for
running ICommand operations. See Oracle
Fusion Middleware Administrator’s Guide for
Oracle SOA Suite for more information.

ICommand_Default_Password

Configured in BAMICommandConfig.xml

Specifies default security credentials for
running ICommand operations. See Oracle
Fusion Middleware Administrator’s Guide for
Oracle SOA Suite for more information.
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Import_BatchSize

Configured in BAMServerConfig.xml

Batch size for import by
ExternalDataManager.

Default: 50

Import_MaxRowsAtOnce

Configured in BAMServerConfig.xml

Maximum number of rows imported by
ExternalDataManager at one time.

Default: 100

Import_MaxSize

Configured in BAMServerConfig.xml

Maximum size imported by
ExternalDataManager.

Default: -1

InsertsActiveDataSize

Configured in BAMServerConfig.xml

InsertsActiveDataSize,
UpdatesActiveDataSize,
UpsertsActiveDataSize,
DeletesActiveDataSize determine how many
inserts, updates, upserts, and deletes,
respectively, should be executed before
releasing and then requiring the lock on the
data object being modified. This keeps the
operation from holding the data object lock for
long periods of time when there are Viewsets
open on this data object.

Default: 50

ListenPort

Configured in BAMCommonConfig.xml.

For SSL.:
<ListenPort>SSLListenPort</ListenP
ort>

See Section 21.9.3, "Configuring Secure Socket
Layer."

Default: ListenPort

MaxDBNodeFailoverRetries

Configured in BAMServerConfig.xml

Used in Oracle BAM RAC High Availability
configuration. Indicates the number of retries
Oracle BAM Server attempts in an event of a
RAC failover.

Default: 5

MTTimerThreadPoolSize

Configured in BAMServerConfig.xml

Oracle BAM has a timer implementation that
dispatches timer events using a thread pool.
This allows timer events to be processed in
parallel. This property determines the thread
pool size for this timer implementation.

Default: 5
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ODIAgentHost

Configured in BAMServerConfig.xml

The IP address or host name of the server
where the Oracle Data Integrator agent is
running. See Section 21.3.6, "Configuring
Oracle Data Integrator Integration Properties”
for more information.

Default: localhost

ODIAgentPort

Configured in BAMServerConfig.xml

The TCP port on which the Oracle Data
Integrator agent is listening. See Section 21.3.6,
"Configuring Oracle Data Integrator
Integration Properties" for more information.

Default: 20910

ODIPassword

Configured in BAMServerConfig.xml

The encoded Oracle Data Integrator password.
See Section 21.3.6, "Configuring Oracle Data
Integrator Integration Properties" for more
information.

Default: SUNOPSIS

ODIUser

Configured in BAMServerConfig.xml

The user that executes the scenarios in Oracle
Data Integrator. See Section 21.3.6,
"Configuring Oracle Data Integrator
Integration Properties” for more information.

Default: SUPERVISOR

ODIWorkRepositoryName

Configured in BAMServerConfig.xml

The name of the Oracle Data Integrator work
repository database. See Section 21.3.6,
"Configuring Oracle Data Integrator
Integration Properties” for more information.

Default: WORK_DEV

oracle.bam.common.messaging.util.

MessageConsumerRegistryQueuedPusher_
CorePoolSize

Configured in BAMCommonConfig.xml

Indicates how many threads to keep in
Message Registry ThreadPool when idle.

Default: 20

oracle.bam.common.messaging.util.

MessageConsumerRegistryQueuedPusher_
KeepAliveTime

Configured in BAMCommonConfig.xml

Amount of time (in seconds) to keep an idle
thread in the Message Registry ThreadPool.

Default: 60

oracle.bam.common.messaging.util.

MessageConsumerRegistryQueuedPusher_
Maximum/PoolSize

Configured in BAMCommonConfig.xml

Maximum number of threads in the Message
Registry ThreadPool.

Default: 100

oracle.bam.common.messaging.util.

MessageConsumerRegistryQueuedPusher_
MaximumQueueSize

Configured in BAMCommonConfig.xml

Maximum number of messages that can be
queued in the Message Registry ThreadPool.

Default: 30
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RecordsLimitForEmail

Configured in BAMWebConfig.xml

The number of rows allowed in a List view or
Columnar report used in an e-mail attachment
before a limit error is displayed. Attachments
containing reports can become large because
they include data compared to a report link
that accesses the report and data on Oracle
BAM Server.

Default: 1000

RecordsLimitForSaveOffline

Configured in BAMWebConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: 0

RecordsLimitForValueBrowser

Configured in BAMWebConfig.xml

Number of values that are presented in values
browser for constructing filter expressions.

Default: 50

ReportCache.ViewSets.ThreadPool.CoreSize

Configured in BAMServerConfig.xml

Number of threads to keep in Report Cache
ThreadPool when idle.

Default: 5

ReportCache.ViewSets.ThreadPool KeepAliv
eTimelnSecs

Configured in BAMServerConfig.xml

Amount of time (in seconds) to keep an idle
thread in the Report Cache ThreadPool.

Default: 20

ReportCache.ViewSets. ThreadPool. MaxSize

Configured in BAMServerConfig.xml

Maximum number of threads in the Report
Cache ThreadPool.

Default: 100

ReportCache.ViewSets.ThreadPool.QueueSiz
e

Configured in BAMServerConfig.xml

Maximum no. of messages that can be queued
in the Report Cache ThreadPool.

Default: 30

ReportCacheChannelName

Configured in BAMServerConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default:
invmjms:topic/oracle.bam.messaging
.reportcache.activedata

ReportCacheMaxConnections

Configured in BAMWebConfig.xml

The maximum number of connections allowed
by Report Cache to its clients.

Default: 25

21-42 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite




Oracle BAM Configuration Property Reference

Table 21-2 (Cont.) Oracle BAM Configuration Properties

Property Name

Description

ReportCacheMaxShutdownWaitInterval

Configured in BAMWebConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: 10

ReportCachePersistenceManager

Configured in BAMServerConfig.xml

See Section 21.3.5, "Configuring Report Cache
Persistence Manager" for more information.

Default: FileBasedPersistenceManager

ReportLoadingSetting

Configured in BAMWebConfig.xml

The report loading indicator to be enabled. See
Section 21.2.3, "Configuring Report Loading
Indicator" for more information.

Default: on

SensorFactory

Configured in BAMICommandConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default:
oracle.bam.common.statistics.noop.
SensorFactoryImpl

ServerName

Configured in BAMWebConfig.xml

The Oracle BAM Server host name. See
Section 21.2.4, "Configuring Server Name" for
more information.

Default: localhost

UpdatesActiveDataSize

Configured in BAMServerConfig.xml

InsertsActiveDataSize,
UpdatesActiveDataSize,
UpsertsActiveDataSize,
DeletesActiveDataSize determine how many
inserts, updates, upserts, and deletes,
respectively, should be executed before
releasing and then requiring the lock on the
data object being modified. This keeps the
operation from holding the data object lock for
long periods of time when there are Viewsets
open on this data object.

Default: 50
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UpsertsActiveDataSize

Configured in BAMServerConfig.xml

InsertsActiveDataSize,
UpdatesActiveDataSize,
UpsertsActiveDataSize,
DeletesActiveDataSize determine how many
inserts, updates, upserts, and deletes,
respectively, should be executed before
releasing and then requiring the lock on the
data object being modified. This keeps the
operation from holding the data object lock for
long periods of time when there are Viewsets
open on this data object.

Default: 50

UseDBFailover

Configured in BAMServerConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: true

ViewSetExpiryTimeout

Configured in BAMWebConfig.xml

This property is for Oracle BAM internal use
only. Do not change it unless instructed to do
so by Oracle Support Services.

Default: 120

ViewSetSharing

Configured in BAMServerConfig.xml

See Section 21.3.4, "Configuring Viewset
Sharing" for more information.

Default: true
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Monitoring Oracle Business Activity
Monitoring

This chapter describes how to view Oracle Business Activity Monitoring (Oracle BAM)
performance statistics and logs using Oracle Enterprise Manager Fusion Middleware
Control Console.

This chapter includes the following topics:

= Section 22.1, "Introduction to Monitoring Oracle BAM"

= Section 22.2, "Monitoring Oracle BAM Server Components"
= Section 22.3, "Monitoring Oracle BAM Web Applications"

= Section 22.4, "Monitoring Oracle BAM Web Services"

= Section 22.5, "Monitoring Oracle BAM Performance”

= Section 22.6, "Monitoring Oracle BAM Logs"

22.1 Introduction to Monitoring Oracle BAM

You can monitor several aspects of the Oracle BAM components using Oracle
Enterprise Manager Fusion Middleware Control Console.

The Oracle BAM Server home page in Fusion Middleware Control Console enables
you to monitor each of the Oracle BAM Server Components: Active Data Cache, Event
Engine, Report Cache, and Enterprise Message Sources. See Section 22.2, "Monitoring
Oracle BAM Server Components" for more information.

The Oracle BAM Web home page in Fusion Middleware Control Console enables you
to monitor Oracle BAM Report Server. See Section 22.3, "Monitoring Oracle BAM Web
Applications" for more information.

In addition, the Performance Summary pages for each component allow you to track
specific statistics of your choosing. See Section 22.5, "Monitoring Oracle BAM
Performance" for more information.

Also, you can configure and monitor Oracle BAM logs using Fusion Middleware
Control Console. See Section 22.6, "Monitoring Oracle BAM Logs" for more
information.

22.2 Monitoring Oracle BAM Server Components

Oracle BAM Server components are monitored on the Fusion Middleware Control
Console page for Oracle BAM Server.
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To monitor Oracle BAM Server components:
Open Fusion Middleware Control Console in your Web browser at:

http;//host_name:port_number/em

Then, go to the Oracle BAM Server home page by selecting BAM > OracleBamServer
in the navigation tree.

In the OracleBamServer page, you can select each tab (Active Data Cache, Event
Engine, Report Cache, Enterprise Message Sources) to monitor the individual Oracle
BAM Server components.

22.2.1 Monitoring Oracle BAM Active Data Cache

Oracle BAM Active Data Cache (Oracle BAM ADC) is designed and optimized to
handle large amounts of data in real time. Data coming into Oracle BAM ADC
immediately updates all defined calculations and aggregates in real time in an
in-memory cache so that this data can be pushed as quickly as possible to Oracle BAM
dashboards and reports. Data fed to the Oracle BAM ADC is received from a
combination of sources, from Java Message Service (JMS) topics and queues to more
traditional data queries and databases. Oracle BAM ADC ensures that no matter the
source, when Oracle BAM Server is aware of the incoming data, it is streamed to
Oracle BAM alerts and dashboards as incremental changes.

There are two key components to the Oracle BAM ADC, data sets and viewsets. Oracle
BAM ADC receives transactions (insert, update, upsert, delete) into the data sets.
These data sets are constructed based on the design that an Oracle BAM developer
defines for data relationships when data objects are defined in Oracle BAM Architect.
Data objects can be reflective of flat tables of data, or more complex, star-schema
relationships between data objects, which are represented in Oracle BAM as data
object look-ups.

After data is updated in the data sets, viewsets that are listening on these data sets go
into action. The viewsets have knowledge of all of the open Oracle BAM dashboards
and alerts that users are viewing in the Oracle BAM system. Viewsets ensure that data
updates to these open objects are incrementally updated first, using a push-based
mechanism to publish updates to open dashboards and alerts, providing users with
the latest information.

Use the Oracle BAM pages in Fusion Middleware Control Console to monitor statistics
for all data objects in Oracle BAM ADC as a group, or select a particular data object
from the Data Objects list to monitor.
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=l BAM Server Statistics

Active Data Cache Event Engine Report Cache Enterprise Message Sources

Requests In Progress 0 Tokal Requests 4,453
Data Objects | All w
Yiew Sets Operations Per Second Average BatchSize for Operations
i {Mo Data Available)

Active 8 Irsert — oo
Open 8 Updste 90,0042

Threads Upsart

Waiting Threads 0 Dielete T g 0042

Total Transactions
Open Transactions 0

x Commited
Tranzactions
| Follzd Back

Transactions

E1
Completed Transactions 61

Note: When you select a data object from the list, cached data is
displayed to preserve performance. You must refresh the page (using
the Refresh icon) to display the latest data associated with the selected
data object.

Page fefreshed &pr 15, 2009 7:41:54 AWM PODT %

Viewsets

Active viewsets are those which are typically seen in Oracle BAM reports. Open
viewsets are the sum of active and static open viewsets.

Oracle BAM reports and alerts use active viewsets. Oracle BAM Server uses static
viewsets for internal process. There are also internal parts of the code that use static
viewsets on system objects (metadata tables). It is possible that if Oracle BAM Server is
not closing the static viewsets, you observe different values for them.

Static viewsets do not support active data generation and are used to fetch data from
data objects, therefore, they are kept open for only a very short time when data is
fetched. For that reason, in the Open Viewsets counter, the values appearing most of
the time are from active viewsets.

Viewset Count Variation

You can monitor the viewset count for Oracle BAM components Active Data Cache,
Report Cache, and Report Server. You may see that viewset counts do not match
between Active Data Cache, Report Cache, and Report Server metrics.

The Report Server opens viewsets through the Report Cache for all of the views
contained in the reports opened in browsers. The Active Data Cache opens more
viewsets than the Report Cache. One such viewset opened is in the Active Data Cache
through the Event Engine.

Whenever the Event Engine starts, it loads all the defined alerts, and for those alerts
that are defined to monitor data changes in the Active Data Cache, corresponding
viewsets are opened in the Active Data Cache. That is why more viewsets are
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displayed in the Active Data Cache monitoring page than on the Report Cache and
Report Server pages.

For most of the views in a report, there is a corresponding viewset in the Active Data
Cache. Viewsets opened by the report are shared with the subsequent instances of that
report, except for Crosstab views. In reports using the Crosstab view, the viewset call
is different than the one used by other views. When a report containing a Crosstab
view is opened, three viewsets are opened in the Active Data Cache. Two of the
viewsets are closed immediately after fetching the data, while one is kept open to
monitor the incoming changes.

Operations Per Second

The Operations Per Second statistic includes all of the insert, update, upsert, and
delete operations occurring on the selected data object. The Operations Per Second
graph displays statistic for the last 5 minutes.

Average Batch Size for Operations

The Average Batch Size For Operations statistic is the average number of records
included in each batch operation on the selected data object. The Average Batch Size
for Operations graph displays statistic for the last 5 minutes.

Threads

The Threads statistic displays the number of waiting threads in the selected data
object.

Total Transactions

The Total Transactions statistic displays the number of transactions on Oracle BAM
data objects. It is the sum of committed and rolled back transactions. The Total
Transactions graph also displays the number of open and completed transactions.

For example, if you add a row in an Oracle BAM data object and save it (commit), it is
one transaction. This metric is useful only if the client of Oracle BAM Server is using
transactions.

Transactions can also be used by an EMS, when connecting to a JMS topic or queue.

You can configure this metric to track transactions in the Oracle BAM sensor actions in
BPEL and in the Oracle Data Integrator knowledge modules.

In regard to Rolled Back Transactions, if an invalid insert operation is attempted on an
Oracle BAM data object, Oracle BAM Server rolls back the transaction.

22.2.2 Monitoring the Event Engine Component

The Event Engine is used by Oracle BAM Server to evaluate and execute Oracle BAM
alerts. The Event Engine monitors complex data conditions and implements specified
rules. Rules can include a series of conditions and actions attached to an event. The
Event Engine continuously monitors the information in the Active Data Cache for
certain conditions and executes the related actions defined in associated rules.

The Event Engine is responsible for tracking events based on date, time, or data
changes. The Event Engine design employs a satellite concept, in which there are four
different systems (satellites) within which event clauses can be registered and tracked.

The Date and Time satellites are both based on a scheduler, and they are used for
alerts such as "E-mail a snapshot of this Oracle BAM dashboard to me every morning
at8am."
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The Manual satellite is use to manually send alerts by name (using a Web service call).

The Data satellite is used to track alerts that are based on specific changes in the data
of a given data object, such as "Call this Web service when SUM(Sales) > 10000 in the
MediaSales data object,” or "Let me know when anything in this dashboard changes."

You can monitor statistics for active Event Engine rules, condition met rates, and
processing queues.

1} OracleBamServer @
Lﬂ] BAM Server «
[=] BAM Server Statistics

Active Data Cache Event Engine Report Cache Enterprise Message Sources

General Processing Queues Sizes

Active Rules 3
Fules Fired Queue

Rule Fire Rate Per Second ; e
e T Alert Actions Gueue 700
Ewents fccepted 1.66 Alartz History Queaus o

Events Rejecked 0

Active Rules

Active Rules displays the number of alert rules that are active (not expired or invalid)
in Oracle BAM Event Engine. Active Rules displays the total number of alert rules in
Oracle BAM Event Engine, which is the sum of alerts created for all of the Oracle BAM
users.

Rule Fire Rate Per Second

The Rule Fire Rate Per Second group of statistics displays the rates of events over the
last 5 minutes for Actual, Events Accepted, and Events Rejected rates.

Actual rule fire rate per second is the number of events fired per second in Event
Service. It is the number of events fired per second, taking into account number of
times alerts fired events in the previous 5 minutes. For example, if when the
OracleBamServer page was loaded, only 2 alerts fired in previous 5 minutes, the value
shown would be 2/(5 X 60), that is 0.0067. So, if fired twice in 300 seconds, it would
fire 0.0067 times in one second.

Events Accepted is the number of events fired per second from the satellite. That it,
the number of events fired per second from alerts configured, that were accepted (for
further processing), taking into account events that were accepted in the previous 5
minutes. The value shown is calculated in the same way as Actual. Unless the Event
Engine's queue thresholds are exceeded, all events fired are accepted and processed
further.

Events Rejected is the number of rejecting events per second. That is, the number of
events fired per second from alerts configured, that were rejected (for further
processing), taking into account events that were rejected in the previous 5 minutes.
The value shown is calculated the same way as Actual. Fired events are rejected when
the Event Engine's queue thresholds are exceeded. Ideally this value should be zero.

Processing Queues Sizes

The Processing Queues Sizes graph displays the size of the event processing queue,
that is, the number of events waiting to be processed. These queues are emptied as
soon as the events are processed, so there would have to be a large number of events
being generated simultaneously to see alerts waiting for processing in the queues.
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The Processing Queues Sizes graph displays statistics for the last 5 minutes. The graph
displays Rules Fired, Alert Actions and Alerts History Queue health.

Rules Fired Queue displays the number of events that were fired that are waiting to
be processed. The Event Engine maintains internal in-memory queue for fired events
where all the events are placed temporarily, before being pulled out from here for
further processing, as soon as the Event Engine resources are available. This metric
shows the number of events fired waiting in queue to be picked by the system.

Alert Actions Queue displays the number of actions waiting to be processed. The
Event Engine maintains internal in-memory queue for actions where all the actions are
placed temporarily, before being pulled out from here for further processing, as soon
as the Event Engine resources are available. This metric shows the number of actions
waiting in queue to be picked by the system.

Alerts History Queue displays the number of alert history items to be saved. The
Event Engine maintains internal in-memory queue for all history items, where all the
items are temporarily placed, and before picking them up to save to back end. This
metric shows the number of history items waiting in queue to be picked by the system.

22.2.3 Monitoring the Report Cache Component

The Report Cache assists the Active Data Cache with maintenance of the viewset
snapshots in memory. The Report Cache opens viewsets and active viewsets in the
Active Data Cache for the Report Server (an Oracle BAM Web applications
component). It then caches the snapshot (in small parts) and the active data before
sending it to the Report Server. This allows for random access into the snapshot and
recovery from losing the connection to Oracle BAM Server. The Report Cache also,
along with the Active Data Cache, supports viewset sharing.

=] BAM Server Statistics

Active Data Cache Event Engine Report Cache Enterprise Message Sources

General Yiew Sets
Active Data Sessions Averagqe Open Time (sec) 0.222
fctive Data Reports Cubgoing Message Rate (per sec) 0,06
Files Count Message Rate Per Wiewset (sec) 0,01
Total Open Wiewsets 9

(= s R T

Elements Count

1

Shared
2 n Vievwwsets
\\ ) | Inherited
Vievwsets

Unshared

& Vievwwsets

Open Yiewsets 9

Active Data Sessions

The Active Data Sessions statistic displays the total number of Report Cache sessions
with active data.

When a user opens multiple browser windows on a single computer to view Oracle
BAM reports, all of the open browser windows share the same Active Data Session. It
does not matter whether the user opens the same report or different reports in each
browser window, the Active Data Sessions count is always 1.
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Active Data Reports

The Active Data Reports statistic displays the total number of open reports requesting
active data.

Files Count

The Files Count statistic displays the total number of files currently managed by
FileBasedPersistenceManager when the Oracle BAM Server is configured to use
a file-based persistence manager. See Section 21.3.5, "Configuring Report Cache
Persistence Manager" for more information.

Elements Count

The Elements Count statistic displays the total number of elements currently managed
by InMemoryPersistenceManager when the Oracle BAM Server is configured to
use a memory-based persistence manager. See Section 21.3.5, "Configuring Report
Cache Persistence Manager" for more information.

Viewsets
The Viewsets group of statistics displays the following counters:

Average Open Time (sec) is the average time taken to open a viewset.

Outgoing Message Rate (per sec) is the number of change lists delivered per second
by Report Cache to all of its clients.

Message Rate Per Viewset (sec) the number of change lists delivered per second per
viewset.

Total Open Viewsets is the total number of viewsets (that is, the sum of shared,
unshared, and inherited viewsets) maintained in Report Cache for all of the views
contained in the reports opened in browsers.

The Open Viewsets graph displays shared, inherited, and unshared viewsets.

Shared Viewsets are the parent viewsets (these are the viewsets that are opened first).
Inherited Viewsets are the child viewsets (these viewsets are opened later).
Unshared Viewsets (independent viewsets) are neither shared or inherited.

Viewset sharing occurs whenever possible for performance reasons (the consumers
require the exact same viewsets, so the viewsets can be shared). If the viewsets cannot
be shared, they are unshared.

When users who do not have any differences in row-level security open the same
report at close to the same time, the viewsets that are created for them in the Active
Data Cache are shared in the Report Cache.

Note: Viewset counts may not match between Active Data Cache,
Report Cache, and Report Server metrics. See "Viewset Count
Variation" on page 22-3 for more information.

22.2.4 Monitoring the Enterprise Message Sources

Enterprise Message Sources (EMS) are used by applications to provide direct Java
Message Service (JMS) connectivity to Oracle BAM Server by mapping messages
directly to Oracle BAM data objects. Oracle BAM Server can read data directly from
any JMS-based message queue or topic. This option offers guaranteed messaging. It is
more difficult to configure and not as fast to perform rigorous data transformations in
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XML Stylesheet Language (XSL) than in an Extract Transform and Load (ETL) tool like
Oracle Data Integrator.

The EMS feature does not configure ETL scenarios, but rather maps from a message
directly to a data object on Oracle BAM Server; however, you can still use XSL
transformations before the data is inserted (updated, upserted, or deleted) into the
data object. Each EMS reads from a specific JMS topic or queue, and the information is
delivered into a data object in the Active Data Cache. The Oracle BAM Architect Web
application is used to configure EMS definitions.

For more information about configuring EMS definitions, see Oracle Fusion Middleware
Developer’s Guide for Oracle SOA Suite.

[=] BAM Server Statistics

Active Data Cache Event Engine Report Cache Enterprise Message Sources

Enterprise Message Sources | Al w
Messages Operations Per Second

Total Received Messages 3
Inzert

Update
Upsert [ —
T Accepted [relete
lesszages
Rejected
u Mezzages

3|
Received Meszages3

Note: Data is displayed in the Enterprise Message Source tab only
when EMS definitions are created and started in Oracle BAM
Architect. Fusion Middleware Control Console may take some time to
fetch the data and display the statistic in the Enterprise Message
Source tab.

Refreshing the page displays the latest EMS data. You can refresh the
page using the Refresh icon.

Page Refreshed apr 15, 2009 7:41:54 aM PDT %

Enterprise Message Sources

Select the EMS to monitor. You can choose to display aggregated statistics for all EMS
definitions, or select a particular EMS to monitor from the list provided.

Messages

Monitor the number of messages received by the selected EMS. You can find rejection
statistics in the Performance Summary metrics page.

The Messages graph displays the number of Received Messages broken down into
Accepted Messages and Rejected Messages, and at the top of the graph the number of
Total Received Messages is displayed.

Operations Per Second

Monitor the rate of insert, update, upsert, and delete operations performed by the
selected EMS.
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The Operations Per Second graph displays statistic for last 5 minutes.

For more granular detail about the rates for each type of operation, go to the
Performance Summary page. See Section 22.5, "Monitoring Oracle BAM Performance”

for more information.

22.2.5 Monitoring the Client Requests in Progress

The Oracle BAM Client Requests in Progress chart is displayed in the lower right
corner of the Oracle BAM Server home page. Client requests include all of the requests
made to the Oracle BAM Server Enterprise Java Beans (E]B).

[=] Client Requests in Progress

g

5

4

2
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06:07 P 06:10 06:173 OE:16 0E:19
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|Dv ‘1 12224 A 022224 Ph 052224 P
s=Requests In Progress
[Table Yiew]

There are a lot of internal requests made when opening a single report (for
permissions, the report metadata, the views data, and so on); however, the user may
or may not see those internal requests displayed in this chart.

22.3 Monitoring Oracle BAM Web Applications

Oracle BAM Web applications are monitored in the Oracle BAM Web page of Fusion

Middleware Control Console.

To monitor Oracle BAM Report Server go to the Oracle BAM Web home page by
selecting BAM > OracleBamWeb in the navigation tree.
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Figure 22-1 BAM Web Statistics
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22.3.1 Monitoring Oracle BAM Report Server

Oracle BAM Report Server applies the report definitions to the data sets retrieved
from the Oracle BAM ADC for presentation in a browser. It manages information
paging for viewing and printing reports. After reports are created, they are stored in
the Oracle BAM ADC so that report creation is not repeated each time. Most reporting
views are designed to support live, active displays of data changing in real time.

You can monitor statistics for Oracle BAM Report Server connections, viewsets, and
reports.

=] BAM Web Statistics : Report Server

Connections Yiew Sets
Open Connections 1 Open 25
Message Rate (per sec) 0,01 Average Open Time (sec) 0,244
Message Rate Per Connection (sec) 0.01

Reports
Open Reports 3

Connections

The Connections statistics display the following:

Open Connections is the number of connections open on the Report Server. An open
connection corresponds to each user per session. It is different from the number of

reports opened, because one user could at most have one connection open at a time
regardless of how many reports the user has opened.

Message Rate (per sec) is the total number of messages (viewset change lists)
delivered per second to all users (connections).

Message Rate Per Connection (sec) is the number of messages (viewset change lists)
delivered per second per user (connection).
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Viewsets

The Viewsets statistics display the number of open viewsets (Open), and the average
amount of time (in seconds) that the viewsets are open (Average Open Time (sec)).

Note: Viewset counts may not match between Active Data Cache,
Report Cache, and Report Server metrics. See "Viewset Count
Variation" on page 22-3 for more information.

Reports

The Report statistic displays the total number of open reports. The Open Connections
graph displays open connections to Oracle BAM Web applications. You can use the
zoom axis to zoom in on a particular time in which you are interested to see the open
connections statistic.

The total number of reports includes the count of duplicate reports opened by the
same user. Even if the same report is opened in multiple browser windows, each
instance is considered a separate report, because a new viewset is opened in Report
Server (through Oracle BAM Report Cache) for each report instance, though the
viewsets are shared.

22.3.2 Monitoring Open Connections

The Oracle BAM Open Connections chart is displayed in the lower right corner of the
Oracle BAM Server home page.

=l Open Connections
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22.4 Monitoring Oracle BAM Web Services

Oracle BAM Web services details are not listed in the Oracle BAM home pages. Oracle
BAM Web services counters are available by selecting WebLogic Domain > soa_bam_
domain > bam_serverl in the navigation tree, and selecting the JEE Web Services tab
in the Most Requested region as shown in Figure 22-2.

Oracle BAM provides DataObjectDefinition, DataObjectOperationsByName,
DataObjectOperationsByID, DataObjectOperations10131, ManualRuleFire, and
ICommand Web services. See "Using Oracle BAM Web Services" in Oracle Fusion
Middleware Developer’s Guide for Oracle SOA Suite

You can see the following statistics in JEE Web Services table: Invocation Count,
Response Count, Response Error Count, Average Response Time (ms), Average
Execution Time (ms), and Dispatch Time Total.
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Figure 22-2 Oracle BAM Web Services Counters
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22.5 Monitoring Oracle BAM Performance

The performance of Oracle BAM applications is reflected in metrics and statistics.
There are separate Performance Summary pages with appropriate metrics for Oracle
BAM Server and Oracle BAM Web applications.

When you select the Monitoring > Performance Summary menu item in each of the
Oracle BAM component menus (as shown in Figure 22-3), the Performance Summary
page appears as shown in Figure 22—4.

Figure 22-3 Monitoring Shortcut Menu
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Figure 22-4 Performance Summary Page
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Many metrics are available for capture and display (most of which are also displayed
in the Oracle BAM component home pages). Descriptions of each metric are available
in the metrics help pages.

To get the most valuable, focused information, use the Metric Palette. Click Show
Metric Palette to display the Metric Palette, shown in Figure 22-5.

Choose the metrics in which you are most interested. As you select or deselect metrics
from the palette, the metrics graph at the left is updated automatically.

Figure 22-5 Metric Palette for Oracle BAM Web Applications
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Right click the metric label and select Help, as shown in Figure 22-6, to find more
information about each of the metrics.
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Figure 22-6 Metrics Shortcut Menu
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22.6 Monitoring Oracle BAM Logs

Oracle BAM logs are configured and viewed using Fusion Middleware Control
Console.

Note: Despite having separate log pages for Oracle BAM Server and
Oracle BAM Web applications, each page displays the logs for all
Oracle BAM application components.

For information about using the logger features see the online Help page. For
information about configuring the logger, see Section 21.4, "Configuring the Logger."

To view the logs, right click the OracleBamServer node or OracleBamWeb node in the
navigation tree and select Logs > View Log Messages as shown in Figure 22-7.

Figure 22-7 Logs Shortcut Menu
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General Information

The log viewer page opens as shown in Figure 22-8. Use this page to query for
information about the component. Fields and lists are used to customize the query.
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Figure 22-8 Log Messages Page

Log Messages & Broaden Target Scope |+ Target Lag Files. .. Manual Refresh M
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Message | contains v
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Time Pty M?I'ij:ige Message ID Message Laog File
Feb 11, 2009 6:11:03 PM PST Warning  BEA-0S0006  An attempt was made to look up versioned object "F barn_serverl log
Feb 11, 2002 6:11:47 PMPST Warning  BEA-0S0006  An attempt was made to look up versioned object " barn_serverl log
Feb 11, 2009 6:49:55 PM PST Warning  BEA-0S0006  An attempt was made to look up versioned object " barn_serverl log

After entering your search criteria, click Target Log Files. The Log Files page appears
as shown in Figure 22-9. You can view specific log information (shown in

Figure 22-10) or download the log.

Figure 22-9 Log Files Page
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Figure 22-10 Log File bam_serveri.log
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Feb 9, 2009 12:32:08 PM PST Motification  BEA-002622 The protocol "cluster” is now configured. w
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Total Rows @ 600
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Managing Oracle Business Activity
Monitoring

This chapter describes how to manage Oracle Business Activity Monitoring (Oracle
BAM) components and features.

This chapter includes the following topics:

ms  Section 23.1, "Introduction to Managing Oracle BAM"
= Section 23.2, "Managing Oracle BAM Availability"

m  Section 23.3, "Managing Oracle BAM Users"

23.1 Introduction to Managing Oracle BAM

Use Oracle Enterprise Manager Fusion Middleware Control Console to manage Oracle
BAM availability. See Section 23.2, "Managing Oracle BAM Availability" for more
information.

Oracle BAM users and groups are created in Oracle WebLogic Server Administration
Console (or in a security provider configured for your Oracle WebLogic Server);
application-level roles are administered and new groups/roles and policies/grants can
be created in Fusion Middleware Control Console (in Application Policies); and the
users’ Oracle BAM objects are managed in Oracle BAM Administrator. See

Section 23.3, "Managing Oracle BAM Users" for more information.

23.2 Managing Oracle BAM Availability

Oracle BAM Server and Web applications can be started and stopped using Fusion
Middleware Control Console. Or, as a convenience, the entire Oracle BAM application
(or the Oracle WebLogic Server to which it is deployed) can be restarted in the Oracle
WebLogic Server Administration Console.

Restarting is required for any configuration changes made in the Oracle BAM
configuration properties pages or configuration files.

To start or stop Oracle BAM components in Fusion Middleware Control Console:
1. Open Fusion Middleware Control Console in your Web browser at:

http;//host_name:port_number/em

2. Locate the OracleBamServer or OracleBamWeb node in the Fusion Middleware
Control Console navigation tree.
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General Infarmation

Start Up starts the component.

Shut Down shuts down the component.

Note: Do not use Start Up alone to restart the component. To restart
the component, you must stop the component using Shut Down
before using Start Up to start the component or an error occurs.

23.3 Managing Oracle BAM Users

These are the main steps for managing Oracle BAM users:

1. Configure the Security Provider

Users, groups, or both, to be used with Oracle BAM users must be present in a security
provider configured for your Oracle WebLogic Server. See Oracle Fusion Middleware
Securing Oracle WebLogic Server for the main steps and links to detailed information
about configuring security for Oracle WebLogic Server.
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2. Create Users and Groups

Users and groups are defined in the configured security provider (for example, in the
Oracle WebLogic Server embedded LDAP server). Refer to your specific security
provider documentation for details on defining users and groups. See Section 23.3.1,
"Defining Users and Groups" and Section 23.3.2, "Using Previously Seeded Group
Members" for more information.

See Section 23.3.5, "Configuring Oracle WebLogic Server Embedded LDAP Server" for
example instructions about using Oracle WebLogic Server Administration Console to
create users and groups.

3. Assign Users and Groups to Application Roles

In turn, these users, groups, or both, are assigned to Oracle BAM application-level
roles that grant those users, groups, or both, specific permissions for using Oracle
BAM applications. Users and groups are granted Oracle BAM application permissions
based on their Oracle BAM role membership.

See Section 23.3.3, "Adding Members to Application Roles" for a detailed description
of the Oracle BAM application roles and their associated Oracle BAM application
permissions.

Membership in Oracle BAM application roles is administered from the Application
Roles page for Oracle BAM provided by Fusion Middleware Control Console. This
page allows users and groups to be added as members to the various Oracle BAM
application roles and allows creation of new application roles. See Section 23.3.4,
"Understanding Oracle BAM Application Roles" for more information.

Note: Oracle BAM does not support assigning Oracle BAM
application permissions directly to users and groups. Oracle BAM
application permissions can only be granted to Oracle BAM
application roles.

The only way to grant Oracle BAM application permissions to users
and groups is to make those users and groups members of an Oracle
BAM application role associated with the desired Oracle BAM
application permissions.

With the exception of the Administrator role, membership in an Oracle BAM
application role does not imply any Oracle BAM data access permissions. The Oracle
BAM application roles only grant the user access to the associated Oracle BAM user
interface as described in Section 23.3.4, "Understanding Oracle BAM Application
Roles."

When the user logs on to the Oracle BAM start page, there is a button for each of the
Oracle BAM applications. Whether these buttons are enabled or not is based on the
user's Oracle BAM application role membership.

Note: Changes to a user's group and role membership could take as
much as 5 minutes to propagate throughout the system.

4. Populate Users In Oracle BAM Applications

Users are not visible from Oracle BAM Administrator until they have logged into
Oracle BAM for the first time. Oracle BAM also provides a utility that you can run to
populate the users in Oracle BAM Administrator. See Section 23.3.6, "Populating Users
in Oracle BAM Administrator" for more information.
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5. Set Up Data Access Permissions on Oracle BAM

Specific data access permissions can be granted to users and groups using Oracle BAM
Architect and Oracle BAM Active Studio. Users and groups can be granted "read".
"update" and "delete" access permissions to specific Data Objects and Folders. See
"Creating Permissions on Data Objects" and "Using Data Object Folders" in Oracle
Fusion Middleware Developer’s Guide for Oracle SOA Suite for more information.

Data access permissions can also be granted to users and groups at the row level for
Data Objects. See "Creating Security Filters" in Oracle Fusion Middleware Developer’s
Guide for Oracle SOA Suite for information about row-level data security.

Individual report authors can control which Oracle BAM users have access to reports.
See "Setting Folder Permissions" in Oracle Fusion Middleware User's Guide for Oracle
Business Activity Monitoring for more information.

6. Manage Oracle BAM Object Ownership

When Oracle BAM users are removed from the security provider, the user accounts
still appear in Oracle BAM Administrator because they may own Oracle BAM objects
that must be transferred to other users before the user is completely removed from
Oracle BAM. Object ownership is managed using Oracle BAM Administrator (see
Section 23.3.7, "Managing Oracle BAM Object Ownership").

7. Remove Users From Oracle BAM

The administrator must also remove users from Oracle BAM Administrator after they
are deactivated in the security provider (see Section 23.3.8, "Removing Invalid Users
from Oracle BAM Administrator").

About OracleSystemUser

OracleSystemUser is the default owner of all Oracle BAM objects. It is required by
Oracle BAM Server and cannot be deleted.

23.3.1 Defining Users and Groups

Users are defined in the configured security provider's identity store (for example,
Oracle WebLogic Server embedded LDAP server).

Groups, also referred to as enterprise-level roles, are also defined in this identity store.
Groups are referred to as enterprise-level roles to distinguish them from
application-level roles.

The enterprise-level roles are global to Oracle WebLogic Server, and they are
applicable to all applications running on that server, including Oracle BAM. The
application-level roles are specific to each application.

See Section 23.3.5, "Configuring Oracle WebLogic Server Embedded LDAP Server" for
example instructions about using Oracle WebLogic Server Administration Console to
create users and groups.

23.3.2 Using Previously Seeded Group Members

The following Oracle WebLogic Server groups have been previously seeded in the
Oracle BAM application policy:

= BamAdministrators: Member of application role Administrator.
»  BamReportArchitects: Member of application role Report Architect.

= BamReportCreators: Member of application role Report Creator.
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= BamReportViewers: Member of application role Report Viewer.

Application Roles = Edit Application Role
Edit Application Role : Report Architect

General
fpplication  oracke-bamm(11,1,1)
Role Marme  Report Architect
Display Mame | Has access ko Features for creating
Descripkion
Members

An application role may need to be mapped to users or groups defined i

Roles

ab add Role 52 Delete. .

Mame Type
BamReportarchitects Eroup

R

These members are a convenience. If you define these groups in your configured
security provider, you can then assign Oracle BAM application-level roles to specific
users and groups by placing them into these groups. All of this can be done from your
security provider and does not require any Oracle BAM application policy
modifications.

You must create these groups manually in the security provider because Oracle BAM
does not automatically seed users or groups in the configured security provider.

23.3.3 Adding Members to Application Roles

The Oracle BAM application policy defines the Oracle BAM application-level roles
described in Section 23.3.4, "Understanding Oracle BAM Application Roles" including
role membership. The Oracle BAM application policy is managed in Fusion
Middleware Control Console. The default policy store provider is the XML file-based
policy store.
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Application Policies
Application policies are the authorization policies that an application relies upon for controlling access toits resoun
E| To manags users and groups in the Weblogic Domain, use the Cracle Weblogic Server Security Provider,

#Policy Store Provider

#Search
Create... ¥ Create Like... 7 Edit.. 3% Delete...
Principal Permission
Administratar oracle,barm, common. security  BAMPermission { sdministratar )

oracle.bam, common.security, BAMPermission { Createlatadbject )
oracle.bam, common.security, BAMPermission { Ackiveliewer )
oracle.bam, common.security, EAMPermission | AckiveStudio )
oracle.bam, common. security, BAMPermission { Architect )
oracle.bam, common.security . BAMPermission { CreateReport )
oracle.bam, common.security, BAMPermission { CreateslertRule )
oracle.bam, common.security, BAMPermission { Emailfenderedreport )
Repart Archibect oracle,bam, common,security, BAMPermission | CreateDataObject )
oracle.bam, common.security, BAMPermission { Activeliewer )
oracle.bam, common.security, BAMPermission { AckiveStudio )
oracle.bam, common.security, BAMPermission | Architect )
oracle.bam, common. security, BAMPermission { CreateReport )
oracle,barm, common. security BAMPermission | CreatedlertRule )
oracle.bam, common.security, BAMPermission { EmailRenderedReport )
Report Creator oracle.bam, common.security, BAMPermission { Ackiveliewer )
oracle.bam, cammon. security, BAMPermission | AckiveStudio )
oracle,barm, common. security  BAMPermission | CreateReport )
oracle.bam, common.security, BAMPermission { CreatedlertRule )
oracle.bam, common.security, BAMPermission { EmailFenderedReport )

Report Yiewer oracle,bam, common.security BAMPermission { AckiveViewer )

To add members to the Oracle BAM application-level roles, you must add entries to
the membership list of the desired role using Fusion Middleware Control Console.

Shown here is the navigation required to open the Oracle BAM Application Roles page
in Fusion Middleware Control Console:

ORACLE Enterprise Manager 11g Fusion Middleware Control
% Fatm ~ | & Topology

- ¢ OracleBamServer @
=1 B Farm_domaini [ BaM Server =
Applicati
[ Application Deployments Home
[ webLogic Domain
=l [0 Bam Monitor Jfone  Report Cache  Ent
[Zp [oracleBamServer (bam_server1) | onitaring
@ OracleBamweh (bam_server1) Cantral L
Requests In Progress
[ Metadata Repositories Logs 4
[ User Messaging Service
EAM Server Properties Operations Per S«
Security 4 Application Policies
Application Roles
System MBean Browser
General Information
n

Select a role in the Role Name list:
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Application Roles

Application roles are the roles used by security aware applications that are specific to the a
These are also application roles that are created in the context of end users accessing the

|j To manage users and groups in the Weblogic Domain, use the Oracle Weblogic Server

[ Policy Store Provider

FHsearch
Create. .. Create Like... 7 Edit... 3% Delete..,
Rale Mame Members
Adminiskrakor Administrators, Bamadministrators, OracleSwystenl
Report Architect BamReportarchitects
Fepart ar BamRepartCreators
Repart Yiewer BamReportYiewers

Add a member to the role:

Application Rales = Edit Application Rale
Edit Application Role : Report Architect

General
application  oracle-bami11,1.1)
Role Name  Report Architect
Display Mame | Has access to features For creating
Descripkion
Members

An application role may need ko be mapped to users or groups defined i

Roles

ap addRole 32 Delete..,

Mame Type
BamRepartirchitects Group
Users
| ok Add lﬁer | 32 Delete..,
Mame

Mo users added.

Select an available user and move it to the Selected Users list:

Add User

Specify criteria to search and select WebLogic users that you wankt to grant
permissions ko,

¥icearch
Select users Awailable Users Selected Users
[ oraclesystemlser
Uzers, M%
Maove Al
3
Remove
I
Reemove Al

oK || Cancel

Managing Oracle Business Activity Monitoring

23-7



Managing Oracle BAM Users

23.3.4 Understanding Oracle BAM Application Roles

Oracle BAM defines the following application level roles:

Administrator: Has access to all features.
Report Architect: Has access to features for creating data objects and reports.
Report Creator: Has access to features for creating reports.

Report Viewer: Has access to features for viewing reports.

The application roles determine the permissions granted to specific users or groups. If
a user or group is a member of one of these Oracle BAM application roles, then they
are granted the associated Oracle BAM permissions.

The Oracle BAM application roles are granted the following permissions:

Administrator Permissions

Administrator: Has full access to Oracle BAM Administrator application
functionality

CreateDataObject: Can create data objects in Oracle BAM Architect

ActiveViewer: Has full access to Oracle BAM Active Viewer application
functionality

ActiveStudio: Has full access to Oracle BAM Active Studio application
functionality

Architect: Has full access to Oracle BAM Architect application functionality
CreateReport: Can create reports in Oracle BAM Active Studio

CreateAlertRule: Can create alerts in Oracle BAM Architect and Oracle BAM
Active Studio

EmailRenderedReport: Can e-mail report attachments to Oracle BAM users

Report Architect Permissions

CreateDataObject: Can create data objects in Oracle BAM Architect

ActiveViewer: Has full access to Oracle BAM Active Viewer application
functionality

ActiveStudio: Has full access to Oracle BAM Active Studio application
functionality

Architect: Has full access to Oracle BAM Architect application functionality
CreateReport: Can create reports in Oracle BAM Active Studio

CreateAlertRule: Can create alerts in Oracle BAM Architect and Oracle BAM
Active Studio

EmailRenderedReport: Can e-mail report attachments to Oracle BAM users

Report Creator Permissions

ActiveViewer: Has full access to Oracle BAM Active Viewer application
functionality

ActiveStudio: Has full access to Oracle BAM Active Studio application
functionality

CreateReport: Can create reports in Oracle BAM Active Studio
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m  CreateAlertRule: Can create alerts in Oracle BAM Active Studio

s EmailRenderedReport: Can e-mail report attachments to Oracle BAM users

Report Viewer Permissions

= ActiveViewer: Has full access to Oracle BAM Active Studio application
functionality

23.3.5 Configuring Oracle WebLogic Server Embedded LDAP Server

The Oracle WebLogic Server embedded LDAP server is the default security provider
for Oracle WebLogic Server. This section describes the procedures for adding new
users and groups to the Oracle WebLogic Server embedded LDAP server.

See "Managing the Embedded LDAP Server" in Oracle Fusion Middleware Securing
Oracle WebLogic Server for information about configuring the embedded LDAP server.

23.3.5.1 Using the Oracle WebLogic Server Administration Console

Oracle WebLogic Server administration is performed using the Oracle WebLogic
Server Administration Console at

http://host_name:port_number/console

Oracle WebLogic Server must be running to access the administration console. This
console requires the user to log in with Oracle WebLogic Server administrator
credentials. After successfully logging in, the user is placed at the Oracle WebLogic
Server Administration Console home page.

23.3.5.2 Adding a Group
To add a group:

1. Go to Home > Security Realms > myrealm > Users and Groups in Oracle
WebLogic Server Administration Console.

2. Select the Groups tab, and click New.
3. Enter the desired group name and description. Do not change the provider.

4. C(lick OK.

23.3.5.3 Adding a User

To add a user:

1. Go to Home > Security Realms > myrealm > Users and Groups in Oracle
WebLogic Server Administration Console.

2. Select the Users tab, and click New.

3. Enter the desired user name, description, and login password. Do not change the
provider.

4. C(lick OK.

23.3.5.4 Adding a User to a Group

To add a user to a group:

1. Go to Home > Security Realms > myrealm > Users and Groups in Oracle
WebLogic Server Administration Console.
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2. Select the Users tab, and select the desired user.
3. Select the Groups tab.

4. Move the desired groups from the Available list to the Chosen list. The Chosen
list represents the list of groups of which the user is now a member.

5. Click Save.

23.3.6 Populating Users in Oracle BAM Administrator

Users are not automatically populated in Oracle BAM Administrator by the security
provider. The system administrator must either run the registerusers utility, or
have users log in to the Oracle BAM start page by using the provided credentials,
before they can be managed in Oracle BAM Administrator.

Oracle BAM is a monitoring and analytics application that in implementation often
supports requirements to secure data, not only at the user and permissions level, but
also at the row level for specific analytic data. Because of requirement, Oracle BAM
users require some management in Oracle BAM Administrator that is not provided in
the standard Oracle WebLogic Server user management tool set. In order to configure
these additional security features for a specific user, that user must be defined in
Oracle BAM Administrator.

See the following topics for more information:
= Section 23.3.6.1, "Using the Registerusers Utility"
= Section 23.3.6.2, "Populating By User Login"

23.3.6.1 Using the Registerusers Utility

The registerusers utility is a standalone Java application for registering users with
Oracle BAM Server. Normally, Oracle BAM is not aware of a particular defined user
until that user logs into Oracle BAM for the first time. On initial login, Oracle BAM
looks up the user in the configured security provider, and synchronizes Oracle BAM's
definition for that user with that of the configured security provider. This includes the
user name, role membership, group membership, user properties (for example, e-mail
address), and so on.

Because Oracle BAM is not aware of defined users until they have logged in at least
one time, it is not possible to perform certain Oracle BAM user configuration related to
that user. For example, when defining data object permissions in Oracle BAM, the user
is not present in the list of known users presented by the permission editor.

The registerusers utility allows a user with Oracle BAM administrator privileges
to register a list of users with Oracle BAM. The result of this registration is that these
users are fully defined in Oracle BAM and available for further Oracle BAM user
configuration, such as defining data object permissions.

The users are only added to Oracle BAM if they are successfully authenticated with
the security provider. The input to this utility is a simple list of white-space delimited
user names.

The registerusers utility confirms the successful registration of each user to
standard out, and the failed registration of any user to standard error. The following is
sample output from the registerusers utility:

>registerusers -file cmd_file.txt

Enter Password:

Connecting to BAM server as user weblogic.
Registering users...
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Registration Succeeded For User: washington.

Registration Failed For User: adams. Reason: BAM-00400: Authentication failed.
Registration Succeeded For User: jefferson.
Registration Failed For User: nixon. Reason: BAM-00400: Authentication failed.

Registration Succeeded For User: reagan.
Registration Succeeded For User: clinton.
Registration Succeeded For User: obama.

If the utility is executed without any arguments, then the command syntax is
displayed to standard out.
The syntax of the command is:

registerusers -adminuser <adminusername> -adminpswd <password> -host <host>
-port <port> -protocol <protocol> [-file <filename>]... [<username>]...

where:

<adminusername> specifies the name of a user with Oracle BAM administrator
privileges.

<password> specifies the password for the user specified by -adminuser.

<host> specifies the host name or IP address of the target Oracle BAM Server.
Default: localhost

<port> specifies the port number of the target Oracle BAM server. Default: 7001

<protocol> specifies the communication protocol to be used. Can be t3 or t3s for
SSL. Default: t3

<filename> specifies a file containing command line arguments. The -file option
is replaced by the contents of the specified file.

<username> specifies the name of a user to be registered with Oracle BAM.
For example:

>registerusers -adminuser weblogic -adminpswd weblogic -host localhost -port 7001
-protocol t3 -file cmd_file.txt smith jones

If the ~adminuser option is omitted, then it is prompted for from standard in. If the
-adminpswd option is omitted, it is prompted for from standard in using a password
prompt where typed characters are hidden.

The file represented by <filename> should contain white-space delimited command
line arguments. White-space includes blanks, EOL characters, and commas. Both
single- and double-quoted strings are supported.

The file can also contain double-slash and slash-asterisk comments for documentation
purposes. These comments are ignored.

If a command line argument must contain any white-space characters (including
commas), forward slashes (/) (as in file paths), or asterisks (*), then it must be quoted.
For example, " /dirl/dir2/file.txt".

The file can contain further -£file options. The file should be in UTF-8 format to
support extended character sets.

The following is a sample command file:

// Specify Oracle BAM administrator account to execute command. Password is not
// provided so that the user is securely prompted for the password.

-adminuser user_name

// Configure the target BAM server.
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-host localhost -port 7001 -protocol t3
// Register the following users.

jones /* This is Mr. Jones. */

smith /* This is Ms. Smith. */

// Register users from another file.
-file "/dirl/dir2/user_list.txt"

Default values for ~host, -port, and -protocol arguments can be configured in
the UserRegisterConfig.xml file. These defaults are only used if the option is not
specified on the command line. If these options are not specified on the command line,
or in the UserRegisterConfig.xml configuration file, then hard-wired defaults are
used. The command syntax shows the default values that are in effect.

The hard-wired defaults are:

-host localhost -port 7001 -protocol t3

The following is an example of a UserRegisterConfig.xml file. The -host default
is picked up from the ADCServerName element, the -port default is picked up from

the ADCServerPort element, and the -protocol default is picked up from the
Communication_Protocol element.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<UserRegister>
<ADCServerName>localhost</ADCServerName>
<ADCServerPort>7001</ADCServerPort>
<Communication_Protocol>t3</Communication_Protocol>
</UserRegister>

23.3.6.2 Populating By User Login

To populate users in Oracle BAM Administrator:

1. Have each Oracle BAM user open the Oracle BAM start page and log in using the
credentials specified by the security provider.

ORACLE" BAM

Sign In
Enter your Single Sign-On user name and password.

User name |

Password Go

The Oracle BAM start page can be found at:

http://host_name:port_number/OracleBAM/

2. The administrator opens the Oracle BAM start page, logs in, and selects
Administrator.

3. Select User management from the list, if the User Management page is not
displayed in Oracle BAM Administrator.
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Figure 23-1 Oracle BAM Administrator Function List

ORACLE BAM Administrator Help | About

Distribution List management |
S T
Roles mansgement
Distribution List management
Refrech list

(Select an item on the left to view.)

4. Verity that each Oracle BAM user appears in the Users list (use the Refresh list
link to show the latest data).

23.3.7 Managing Oracle BAM Object Ownership

When Oracle BAM users are removed from the security provider, the user accounts
continue to appear in the Oracle BAM Administrator application with an exclamation
mark (!) icon to indicate that they are not valid.

These users do not have access to Oracle BAM applications, but remain visible because
they may own objects in Oracle BAM that must be transferred to other users before the
user is completely removed from Oracle BAM.

Object ownership is managed using Oracle BAM Administrator.

To transfer object ownership:

1. Go to the Oracle BAM start page, log in, and select Administrator.
The Oracle BAM start page can be found at:

http://host_name:port_number/OracleBAM/

Select User management from the list (see Figure 23-1).

Select the user in the Users list that currently owns the objects you can reassign.

P »® N

Click Reassign Ownership.

ORACLE  BAM Administrator Help | About

| User management w |

View |Edit|Reassian Qunership|View Roles

Users
Refresh list Editing the login information for: adminUser1
ﬁ adminllzer Login Mame: adminUser]
OradeSystemlser Display Mame: adminUser1
admintlzerd Email Account:

Save Cancel

The Select Names dialog box displays a list of users.

5. Select a user account in the list that becomes the new owner of the objects.
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4 Select Names -- Webpage Dialog

Select from list

Name Display Mame:

oraclesystemuser oraclesystemuser

adminlzer2 adminUzer2

oK Cancel

Click OK.
Reports are moved to a subfolder named after the selected user name.

Alerts are moved, and a zero (0) is appended to the alert name if the selected
owner has an alert with the same name. If the alert needs an item updated or
specified, an exclamation mark (!) is displayed on the alert icon in Oracle BAM
Architect and Oracle BAM Active Studio Alerts pages.

Shared reports and folders change ownership but are not moved.

23.3.8 Removing Invalid Users from Oracle BAM Administrator

Invalid users are not automatically removed from Oracle BAM because they may own
reports and alerts that must be transferred to active Oracle BAM users. After those
objects are transferred, an invalid user may be deleted from Oracle BAM
Administrator.

To remove invalid users:

1.

Go to the Oracle BAM start page, log in, and select Administrator.
The Oracle BAM start page can be found at:

http://host_name:port_number/OracleBAM/

Select User management from the list (see Figure 23-1).
Select an invalid user in the Users list whose objects have been reassigned.

See Section 23.3.7, "Managing Oracle BAM Object Ownership" for information
about reassigning objects.

An inactive user has an exclamation point (!) icon next to the user name.

Click Delete.
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»  Chapter 25, "Monitoring Oracle User Messaging Service"
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24

Configuring Oracle User Messaging Service

This chapter describes how to configure Oracle User Messaging Service (UMS).

This chapter includes the following topics:

Section 24.1, "User Messaging Service Overview"

Section 24.2, "Introduction to Oracle User Messaging Service Configuration"
Section 24.3, "Accessing User Messaging Service Configuration Pages"
Section 24.4, "Configuring User Messaging Service Drivers"

Section 24.5, "Securing User Messaging Service"

24.1 User Messaging Service Overview

Oracle User Messaging Service enables two-way communication between users and
deployed applications. Key features include:

Support for a variety of messaging channels—Messages can be sent and received
through Email, IM (XMPP), SMS (SMPP), and Voice. Messages can also be
delivered to a user’s SOA /WebCenter Worklist.

Two-way Messaging—In addition to sending messages from applications to users
(referred to as outbound messaging), users can initiate messaging interactions
(inbound messaging). For example, a user can send an email or text message to a
specified address; the message is routed to the appropriate application which can
then respond to the user or invoke another process according to its business logic.

User Messaging Preferences—End users can use a web interface to define
preferences for how and when they receive messaging notifications. Applications
immediately become more flexible; rather than deciding whether to send to a
user’s email address or instant messaging client, the application can simply send
the message to the user, and let UMS route the message according to the user’s
preferences.

Robust Message Delivery—UMS keeps track of delivery status information
provided by messaging gateways, and makes this information available to
applications so that they can respond to a failed delivery. Or, applications can
specify one or more failover addresses for a message in case delivery to the initial
address fails. Using the failover capability of UMS frees application developers
from having to implement complicated retry logic.

Pervasive integration within Fusion Middleware: UMS is integrated with other
Fusion Middleware components providing a single consolidated bi-directional
user messaging service.
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- Integration with Oracle BPEL—Oracle JDeveloper includes pre-built BPEL
activities that enable messaging operations. Developers can add messaging
capability to a SOA composite application by dragging and dropping the
desired activity into any workflow.

- Integration with Oracle Human Workflow—UMS enables the Human
Workflow engine to send actionable messages to and receive replies from
users over email.

- Integration with Oracle BAM—Oracle BAM uses UMS to send email alerts in
response to monitoring events.

- Integration with Oracle WebCenter—UMS APIs are available to developers
building applications for Oracle WebCenter Spaces. The APl is a realization of
Parlay X Web Services for Multimedia Messaging, version 2.1, a standard web
service interface for rich messaging.

24.1.1 Components

There are three types of components that make up Oracle User Messaging Service.
These components are standard Java EE applications, making it easy to deploy and
manage them using the standard tools provided with Oracle WebLogic Server.

s UMS Server: The UMS Server orchestrates message flows between applications
and users. The server routes outbound messages from a client application to the
appropriate driver, and routes inbound messages to the correct client application.
The server also maintains a repository of previously sent messages in a persistent
store, and correlates delivery status information with previously sent messages.

s UMS Drivers: UMS Drivers connect UMS to the messaging gateways, adapting
content to the various protocols supported by UMS. Drivers can be deployed or
undeployed independently of one another depending on what messaging
channels are available in a given installation.

= UMS Client applications: UMS client applications implement the business logic of
sending and receiving messages. A UMS client application might be a SOA
application that sends messages as one step of a BPEL workflow, or a WebCenter
Spaces application that can send messages from a web interface.

In addition to the components that make up UMS itself, the other key entities in a
messaging environment are the external gateways required for each messaging
channel. These gateways are not a part of UMS or Oracle WebLogic Server. Since UMS
Drivers support widely-adopted messaging protocols, UMS can be integrated with
existing infrastructures such as a corporate email servers or XMPP (Jabber) servers.
Alternatively, UMS can connect to outside providers of SMS or text-to-speech services
that support SMPP or VoiceXML, respectively.

24.1.2 Architecture

The system architecture of Oracle User Messaging Service is shown in Figure 24-1.

For maximum flexibility, the components of UMS are separate Java EE applications.
This allows them to be deployed and managed independently of one another. For
example, a particular driver can be stopped and reconfigured without affecting
message delivery on all other channels.

Exchanges between UMS client applications and the UMS Server occur as
SOAP/HTTP web service requests for web service clients, or through Remote EJB and
JMS calls for BPEL messaging activities. Exchanges between the UMS Server and UMS
Drivers occur through JMS queues.
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Oracle UMS server and drivers are installed alongside SOA or BAM in their respective
WebLogic Server instances. A WebCenter installation includes the necessary libraries
to act as a UMS client application, invoking a server deployed in a SOA instance.

Figure 24-1 UMS architecture

WehLogic Server Weh Center Instance

SOARHIT

: mssage
User Messaging Saver T
:J s

1t ]
| MGPP Drvs | | BowilDreer | | SMPPDmve |
e, Ei ---------------------- ; ‘.“““““““““““E‘ ........ -
I Frnail ALL

24.2 Introduction to Oracle User Messaging Service Configuration

Oracle User Messaging Service enables users to receive notifications sent from SOA
applications that are developed and deployed to the Oracle WebLogic Server using
Oracle JDeveloper.

At the application level, there is notification activity for a specific delivery channel
(such as SMS or E-Mail). For example, when you build a SOA application that sends
e-mail notification, you drag and drop an Email Activity component from the
JDeveloper Component Palette to the appropriate location within a workflow. The
application connects then sends notifications.

For more information about Oracle JDeveloper, see your JDeveloper documentation.

To enable the workflow participants to receive and forward notifications, use Oracle
11g Enterprise Manager to set the Oracle User Messaging Service environment by
configuring the appropriate driver instances that reside on the same Oracle WebLogic
Server on which you deploy the workflow application (Figure 24-2). Oracle User
Messaging Service includes drivers that support messaging through E-Mail, IM, SMS
and voice channels. For more information, see Section 24.4, "Configuring User
Messaging Service Drivers".

Configuring Oracle User Messaging Service 24-3



Accessing User Messaging Service Configuration Pages

Figure 24-2 Oracle Enterprise Manager 11g Fusion Middleware Control

ORACLE Enterprise Manager 11g Fusion Middleware Control
gﬁ Farm » | & Topology
- ¢ usermessagingdriver-email @
=1 5§ Linux_ornai 15 _saa_domain [%] User Messaging Email Driver +
[ Application Deployments
[ 504 [l Message Latency = st
[ WeblLogic Domain 10
[ Metadata Repositories 0E
[=1 [ User Messaging Service 0
@ usermessagingdriver-email | ’
@ usermessagingdriver-smpp (s0a_s 0.4
@ usermessagingdriver-voicexml {sc 0z El Re
@ usermessagingdriver-worklist {s0s 0.0 - Bef
i Wt | 0238 Ph 024 044 0247 nz:s0 G
@ usermessagingdriver-xmpp {s08_4 oot b
(@] usermessagingserver (sna_servel - g
(O~ |02:52:31 M (12:52:45 PM TyE
[
~
= Sending Latency (ms)  ssReceiving Latency (ms) @
~
[Table view] '\h

In order for workflow participants to actually receive the notifications, they must
register the devices that they use to access messages through User Messaging

Preferences (Figure 24-3).

Figure 24-3 User Messaging Preferences

ORACLE’ User Messaging Preferences Home Logout O
Messaging Filters
Your Reference System Time: Wednesday, January 14, 2009 11:38:45 M PST K Cancel |
Filter Mame: | John's Filker
Description: | Receive important messages From my boss
Condition
Matching: | All of the following conditions %
Add Filker Condition: | Status | |isEqual v | * 4
Atkribute Operatar Walue Walue? (if required) Delete
From isEqual scotb@oracle, com ®
Date| Between 0z/158/2005 05/20/2005 ®
Action
Messaging Option: | Send ko the First Available Channel R
Add matification Channel: | John Personal Email (v | o
Channel Address Lp Down | Delete
[ Business Email john.doe@aracle.com G G ®
Business Mobile 16505066759 G G ® v
£ b

24.3 Accessing User Messaging Service Configuration Pages

You configure User Messaging Service through Oracle Enterprise Manager Fusion
Middleware Control. For more information on Oracle Enterprise Manager, see your

Oracle Enterprise Manager documentation.

24.3.1 How to Set the Storage Method

Use the Basic Configuration page to set deployment type for the Messaging Server
(that is, select the storage method for run time and management data) and add (or
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remove) the User Messaging Preference Business Terms that are used for creating
message filters.

Select Persistent (the default) to enable entries and the Messaging Store to persist
when the server has been restarted. In the Transient mode (which is recommended for
lightweight deployments), the Messaging Server does not maintain any data stored in
the Messaging Store after a restart.

24.3.2 How to Add or Remove User Messaging Preferences Business Terms

The Basic Configuration page enables you to add or remove the business terms used to
construct the message filters in User Message Preferences. For more information about
building messaging filters with business terms, refer to Adding Business Terms.

24.3.2.1 Adding Business Terms

Note: Business Terms are stored per server instance. If there are
multiple instances (as in a cluster), then new business terms must be
added to each instance individually.

To add a business term to User Messaging Preferences:
1. Click Add.

2. Enter a descriptive name for the business term.

3. Select a data type (string, number, or date).

4. Click Apply.

24.3.2.2 Removing Business Terms
To remove a business term from User Messaging Preferences:

1. Select the business term.
2. C(lick Delete.
3. Click Apply to confirm the new term.

24.4 Configuring User Messaging Service Drivers
Oracle User Messaging Service includes the following drivers.
s E-Mail Driver
s SMPP Driver
s XMPP Driver
s Worklist Driver

»  Proxy Driver
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Note: For the cluster env, when you use separate messaging drivers
for separate managed server nodes, all the drivers must be configured
separately.

UMS Messaging Drivers are configured per instance. Configuring
only one does not populate the configuration values to the drivers on
the other cluster nodes.

24.4.1 How to Configure a Driver

To configure a driver:

1. Log into the Enterprise Manager Fusion Middleware Control console as an
administrator.

2. Expand the Fusion Middleware folder (Figure 24—4).

Figure 24-4 Expanding the UMS Folder

ORACIL.E Enterprise Manage

%Farm » & Topology
-
= % Linuz_omai 15_soa_domain
(7 &pplication Deployments
3 soa
[ webLogic Domain
[ Metadata Repositories
= [ |User Messaging Service
usermessagingdriver-email (soa_s
@ usermessagingdriver-smpp (soa_s
usermessagingdriver-voicesxml (sc
usermessagingdriver-worklist {soz
usermessagingdriver-xmpp (soa_H
UsErMEssagingserver (s0a_servel

3. Navigate to the User Messaging Service Home page.

4. Click usermessagingserver(soa_serverl). The Associated Drivers page appears.

Figure 24-5 Drivers Associated with the UMS Instance

[ Associated Drivers

Local | al

Marne Driver Type Skatus Configure Driver

JLinux_omai 15_soa_domain/soa_domain/soa_server 1 fusermessagingdriver-worklisk User Messaging Worklisk Driver ﬁ / 25

JLinux_omai 15_s0a_domainsoa_domain/soa_server 1jusermessagingdriver-xmpp User Messaging XMPP Driver ﬁ /

JLinux_omai 15_soa_domain/soa_domain/soa_server 1 fusermessagingdriver-amail User Messaging Email Driver ﬁ /

JLinux_omai 15_soa_domain/soa_domainsoa_seryver 1 fusermessagingdriver-woicexml User Messaging YoicexXML Driver ﬁ /

JLinux omai 15 soa domainfsoa domain/soa server 1iusermessagingdriver-smpp User Messaqing SMPP Driver i Y4 b
A

5. Select the Local tab to access the drivers collocated with the UMS server instance.
These drivers may or may not be registered with the UMS server depending on
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whether or not they are properly configured. The ALL tab lists all drivers that are
deployed in the domain and registered to all the UMS server instances.

6. Find the Email driver in the list, and then click the adjacent Configure Driver icon.

The configuration page displays (Figure 24-6).

Figure 24-6 The Basic Configuration Page for a Selected Driver

1} usermessagingdriver-email @ Logged in a5 weblogic|
User Messaging Email Driver + Page Refreshed Mar 5, 2009 2:55:41 PM PST

(i) Information
All Fields on this page will require a restart ko take effect.

Email Driver Properties &2 Related Links » Apply | Re

Far detailed description of the driver properties, refer ta the Administrator's Guide for Cracle S04 Suike,

=Common Configuration

Supported Delivery Types  EMAIL Supported Protocols
Capabily SEMND, RECEIVE Supported Carrisrs
Cosk
o= ¥ Supported Conkent Types  textiplain, textihtml, mulktipart/mixed, multipart/alternative,
Speed w multipartfrelabed
sender Addresses Supporked Status Types  DELIVERY_TO_GATEWAY_SUCCESS, ~
DELIVERY_TO_GATEWAY_FAILLRE,
Defaulk Sender Address USER_REPLY_ACKMOWLEDGEMEMT _SUCCESS, b

Sending Queues Info  OrasDPM{QueusConnectionFactory OrasDPMiQUeLesiOraSDPMDriverDefSndg L

=Driver-Specific Configuration

Encoded
Credential
E-mail receiving pratocal, The possible -~
walues are IMAP and POP3, Required only

h Pl IMAF

if e-mail receiving is supported on the

driver instance

Mame Description Mandakory Walue

MailaccessProtocol

This value specifies the number of times

7. If needed, expand the Driver-Specific Configuration section and configure the driver
parameters. For more information, see Section 24.4.1.1, "About Driver Properties".

24.41.1 About Driver Properties

Oracle User Messaging Service drivers share common properties (listed in Table 24-1)
that are used by the Messaging Engine when routing outbound messages. Typically,
administrators set such Quality of Service (QoS) properties as driver cost (Cost) and
driver speed (Speed), supported carriers (SupportedCarriers), and supported protocols
(SupportedProtocols). Driver developers configure properties that typically do not
require modification by the administrator, such as supported delivery types
(SupportedDeliveryTypes), and supported content types (SupportedContentTypes).

Note: Properties such as SendingQueuesInfo are for advanced use and
only require modification for advanced deployment topologies.

Table 24-1 Common Driver Properties

Mandatory
Name Description Property?
Capability Sets the driver’s capability to send or receive messages. The values are Yes
SEND, RECEIVE, and BOTH.
Cost The cost level of the driver (from 0 - 10). 0 is least expensive; 10 is most No

expensive. If the value is not in this range, cost is considered to be 0.

DefaultSenderAddress The default address of the sender. The driver uses these addresses when No

sending a message that has no sender address specified, or when the
specified sender address is not in the sender addresses list and the driver
does not support using the application-provided sender address.

Configuring Oracle User Messaging Service 24-7



Configuring User Messaging Service Drivers

Table 24-1 (Cont.) Common Driver Properties

Mandatory

Name Description Property?
SenderAddresses The list of sender addresses that the driver supports. If provided by the =~ No

driver, the Messaging Engine can use this to route a sending message to

the driver by matching against the sender address of the message.
SendingQueuesInfo The information for the Driver Sending Queue. Yes
Speed The speed level of the driver (from 0-10, with 10 being the fastest). No
SupportedCarriers A comma-delimited list of supported carriers. No
SupportedContent The content type supported by the driver. Yes
Types
SupportedDelivery The delivery types supported by the driver. Yes
Types
SupportedProtocols A comma-delimited list of supported protocols. Entering an asterisk (*) No

for any protocol.
SupportedStatusTypes The status types supported by the driver. No
SupportsCancel Supports a Cancel operation on a message. No
SupportsReplace Supports a Replace operation on a message. No
SupportsStatusPolling For certain protocols, an active polling of the remote gateway must be No

performed to check the status of a message previously sent. This

property indicates whether the driver supports such status polling. If set

to true, the Messaging Engine invokes the driver connection's

getStatus () operation.
SupportsTracking Supports Tracking operation on a message. No

24.4.1.2 Securing Passwords
Sensitive driver properties (namely, passwords) can be stored securely in the

credential store using Oracle Enterprise Manager. Properties are marked with the flag
Encoded Credential and have a custom entry form field.

To store a sensitive driver property securely:

1.
2.

Go to the driver configuration page of the selected driver.

In the Driver-Specific Configuration section, locate the property with the Encoded
Credential flag set.

Select the credential type (Depending on the selected credential type, you are
prompted to enter the username and/or password.). There are three options:

Indirect password, create new user (default option)—specify the username and
real password; the password is stored in the credential store with the
username as part of the key. The key and a fixed folder (map name) are stored

in the driver deployment's driverconfig.xml.

Indirect password, use existing user—choose an existing username/key in the

credential store (to reference the password you stored previously).

User a clear text password—specify the password, and it is stored directly in

driverconfig.xml.

click Apply to save the changes.

Restart the driver application or the container for the changes to take effect.
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You can check the password in the driver deployment directory's driverconfig.xml.
For an indirect password, the format is:

value="->mapName : keyName" (mapName is the driver target name, and the key is
<parameter_name>.<username>)

For example, here is a sample entry in driverconfig.xml for an Email Driver's
OutgoingPassword property:

<Property value="-&gt;
/Farm_base_domain/base_domain/server_soa/usermessagingdriver-email:
OutgoingPassword.ouser" encodedCredential="true"

type="java.lang.String" mandatory="no" name="OutgoingPassword"
description="oracle.sdp.messaging.EmailDriverConfig.outgoingPassword" />

24.4.1.3 Configuring the E-Mail Driver

The E-Mail Driver both sends and receives messages (that is, its Capability property is
set to BOTH by default). The E-Mail Driver sends messages over SMTP and uses either
IMAP and POPS3 for receiving messages.

24.41.3.1 E-Mail Driver Interoperability This section details interoperability features of the
E-Mail Driver.

The E-Mail driver is compatible with these protocols: POP3, IMAP4, and SMTP.
E-Mail Driver features include:

= Automatic connection retry

= SMTP for message sending

s  IMAP4 and POP3 for message receiving (using polling)

= Scalable, highly available

= Prevents message loss and avoids duplication

The Gateway Vendors and Versions in Table 24-2 have been verified.

Table 24-2 E-Mail Driver Gateway Vendors and Versions

Vendor Version

Oracle Beehive Release 1 (1.4.3)
Oracle Collaboration Suite ~ 10g Release 1 (10.1.2)
Microsoft Exchange 2003

Dovecot (IMAP4/POP3) 0.99.11

sendmail (SMTP) 8.13.1

244132 Common Properties These are common driver properties that are indicative of
the capabilities of this driver for use by the engine when routing outbound messages.
Some properties are set by the driver developer and do not normally require
modification, while others can be modified by the administrator to change the routing
behavior. Some properties such as SendingQueuesInfo are for advanced use and only
require modification for advanced deployment topologies. For a complete description
of these properties and available values refer to the javadoc of
DriverConfigPropertyNames.
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Table 24-3 Common Email Properties

Name Description Mandatory Default Value
InstanceName Instance Name (for internal ~ Yes Email-Driver
use only)
Capability Message sending and Yes Both
receiving capability
SupportedDeliveryTypes Supported Delivery Types Yes Email
SupportedContentTypes Supported Content Types Yes text/plain, text/html,
multipart/mixed,
multipart/alternative,
multipart/related
SupportedStatusTypes Supported Status Types No DELIVERY_TO_
GATEWAY_
SUCCESS,
DELIVERY_TO_
GATEWAY_
FAILURE, USER _
REPLY_
ACKNOWLEDGEME
NT_SUCCESS, USER_
REPLY_
ACKNOWLEDGEME
NT_FAILURE
Cost Cost No N/A
Speed Speed No N/A
SupportedCarriers Supported Carriers No N/A
Supported Protocols Supported Protocols No N/A
SupportsCancel Supports Cancel Operation ~ No False
on the Message
SupportsReplace Supports Replace Operation No False
on the Message
SupportsTracking Supports Tracking Operation No False
on the Message
SupportsStatusPolling Supports Status Polling No False
Operation on the Message
SenderAddresses Sender Addresses No N/A
DefaultSenderAddress Default Sender Address No N/A
SendingQueuesInfo Driver Sending Queue Info Yes OraSDPM/QueueCon
nectionFactory:OraSD
PM/Queues/OraSDP
MDriverDefSndQ1

24.41.3.3 Email Custom Properties These are properties specific to this driver and are
generally associated with configuring access to the remote gateway and certain
protocol or channel-specific behavior.
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Table 24-4 Custom E-Mail Properties

Name

Description

Mandatory? Default Value

Mail AccessProtocol

RetryLimit

MailDelFreq

AutoDelete

CheckMailFreq

ReceiveFolder
OutgoingMailServer

OutgoingMailServerPort
OutgoingMailServerTLS

OutgoingDefaultFromAddr

OutgoingUsername

OutgoingPassword

IncomingMailServer

IncomingMailServerPort
IncomingMailServerSSL

IncomingMaillDs

E-mail receiving protocol. The possible values
are IMAP and POP3. Required only if e-mail
receiving is supported on the driver instance

This value specifies the number of times to
retry connecting to the incoming mail server, if
the connection is lost due to some reason. The
default value is -1 which means no limit to the
number of tries.

The frequency to permanently remove deleted
messages. The unit is in seconds and the default
value is 300 seconds. A negative value indicates
the messages should not be expunged. For the
POP3 protocol, the message is expunged after it
is processed.

This value indicates if the driver should mark
the messages deleted after they have been
processed. The value can be true or false and
the default value is false. For the POP3
protocol, the messages are always deleted right
after they are processed.

The frequency with which to retrieve messages
from the mail server. The unit is in seconds and
the default value is 5 seconds.

The name of the folder the driver is polling
messages from. The default value is INBOX.

The name of the SMTP server. Mandatory only
if e-mail sending is required

The port number of SMTP server. Typically 25

Whether to use TLS encryption to
communicating to SMTP server.

The default FROM address (if one is not
provided in the outgoing message).

The username used for SMTP authentication.
Required only if SMTP authentication is
supported by the SMTP server.

The password used for SMTP authentication.
Required only if SMTP authentication is
supported by the SMTP server.

The host name of the incoming mail server.
Required only if e-mail receiving is supported
on the driver instance.

Port number of IMAP4 (that is, 143 or 993) or
POP3 (that is, 110 or 995) server.

Whether to enable SSL when connecting to
IMAP4 or POP3 server.

The e-mail addresses corresponding to the user
names. Each e-mail address is separated by a
comma and must reside in the same position in
the list as their corresponding user name
appears on the usernames list. Required only if
e-mail receiving is supported on the driver
instance.
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Table 24-4 (Cont.) Custom E-Mail Properties

Name

Description Mandatory? Default Value

IncomingUserIDs

The list of user names of the mail accounts the  No N/A
driver instance is polling from. Each name must

be separated by a comma, for example, foo,bar.

Required only if e-mail receiving is supported

on the driver instance

IncomingUserPasswords The list of passwords corresponding to the user No N/A

names. Each password is separated by a
comma and must reside in the same position in
the list as their corresponding user name
appears on the usernames list. Required only if
e-mail receiving is supported on the driver
instance.

IncomingProcessingChunkSize Max number of messages processed per No 100

message polling.

24.41.3.4 Client APl Messagelnfo Support These properties are message delivery related
which are specified through client API. Table 24-5 describes if the protocol or driver
implementation honors such properties.

Table 24-5 Client APl Messagelnfo Support

Name Description Support
Expiration Expiration means how long the message may exist until False

it expires.
Delay Delay means the amount of time that must elapse False

before the message is sent.

24.4.1.4 Configuring the SMPP Driver

SMPP (Short Message Peer-to-Peer) is one of the most popular GSM SMS protocols.
User Messaging Service includes a pre-built implementation of the SMPP protocol as a
driver that is capable of both sending and receiving short messages. If the sending
feature is enabled, the SMPP driver opens one TCP connection to the SMS-C (Short
Message Service Center) as a transmitter for sending. If the driver’s receiving feature is
enabled, it opens another connection to the SMS-C as a receiver for receiving. Only
two TCP connections (both initiated by the driver) are needed for all communication
between the driver and the SMS-C.

Note: The SMPP Driver implements Version 3.4 of the SMPP
protocol and only supports connections to an SMS-C that supports
this version.

24.41.4.1 SMPP Driver Interoperability This section details interoperability features of the
SMPP Diriver.

The SMPP driver is compatible with these protocols: SMPP v3.4.
SMPP Driver features include:

= Automatic connection retry

s HTTP proxy for firewall traversal

= Authentication configuration
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s Configurable chunk size

= Bulk Sending

= Encoding: UCS2, IA5, GSM_DEFAULT
= Priority Setting

s Configurable Window size

= Plain text content only

The Gateway Vendors in Table 24-6 have been verified.

Table 24-6 SMPP Driver Gateway Vendors

Vendor
Logica CMG
Clickatell

Verisign
OpenSMPP (simulator)

24.41.42 Common Properties These are common driver properties that are indicative of
the capabilities of this driver for use by the engine when routing outbound messages.
Some properties are set by the driver developer and do not normally require
modification, while others can be modified by the administrator to change the routing
behavior. Some properties such as SendingQueuesInfo are for advanced use and only
require modification for advanced deployment topologies. For a complete description
of these properties and available values refer to the javadoc of
DriverConfigPropertyNames.

Table 24-7 Common SMPP Properties

Name Description Mandatory Default Value
InstanceName Instance Name (for Yes SMPP-Driver
internal use only)
Capability Message sending and Yes Both
receiving capability
SupportedDeliveryTypes Supported Delivery Types Yes SMS
SupportedContentTypes  Supported Content Types  Yes text/plain
SupportedStatusTypes Supported Status Types No DELIVERY_TO_

GATEWAY_SUCCESS,
DELIVERY_TO_
GATEWAY_FAILURE

Cost Cost No N/A
Speed Speed No N/A
SupportedCarriers Supported Carriers No N/A
Supported Protocols Supported Protocols No N/A
SupportsCancel Supports Cancel No False

Operation on the Message

SupportsReplace Supports Replace No False
Operation on the Message
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Table 24-7 (Cont.) Common SMPP Properties

Name Description Mandatory Default Value
SupportsTracking Supports Tracking No False
Operation on the Message
SupportsStatusPolling Supports Status Polling No False
Operation on the Message
SenderAddresses Sender Addresses No N/A
DefaultSenderAddress Default Sender Address No N/A
SendingQueuesInfo Driver Sending Queue Yes OraSDPM/QueueConne
Info ctionFactory:OraSDPM/
Queues/OraSDPMDrive
rDefSndQ1

24.41.43 Custom Properties These are properties specific to this driver and are
generally associated with configuring access to the remote gateway and certain
protocol or channel-specific behavior.

Table 24-8 Custom SMPP Properties

Name Description Mandatory? Default Value
SmsAccountld The Account Identifier on the SMS-C. Yes N/A
SmsServerHost The name (or IP address) of the SMS-C  Yes N/A
server.
TransmitterSystemId The account ID that is used to send out  Yes N/A
messages.
ReceiverSystemld The account ID that is used to receive Yes N/A
messages.
TransmitterSystemType  The type of transmitter system. Yes The default value is Logica.
ReceiverSystemType The type of receiver system. Yes The default value is Logica.
TransmitterSystemPassw  The password of the transmitter system. Yes N/A
ord
ReceiverSystemPassword The password for the receiver system. Yes N/A
ServerTransmitterPort The TCP port number of the transmitter ~ Yes N/A
system.
ServerReceiverPort The TCP port number of the receiver Yes N/A
system.
DefaultEncoding The default encoding of the SMPP No The default value is UCS2.
driver.
EncodingAutoDetect If set to true (the default), the SMPP No The default value is frue.
driver encodes automatically.
LocalSendingPort The local TCP port used by the SMPP No N/A
driver to messages to the SMS-C.
LocalReceivingPort The local TCP port used by the SMPP No N/A
drivers to receive messages from the
SMS-C.
LocalAddress The host name (or IP address) of the No N/A
server that hosts the SMPP driver.
WindowSize The window size for SMS. This value No The default value is 1.

must be a positive number.
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Table 24-8 (Cont.) Custom SMPP Properties

Name Description Mandatory? Default Value

Enquirelnterval The interval, in seconds, to send an No The default value is 30.
enquire message to the SMS-C.

ThrottleDelay The delay, in seconds, between throttles. No The default value is 15.

BindRetryDelay The delay, in seconds, for a binding No The default value is 30.
retry.

ResponseTimer Time lapse allowed between SMPP No 30
request and response, in seconds. Default
is 30.

RegisteredDeliveryMask  The delay, in seconds, for a binding No OxFF
retry.

RangeSetNull Set to true to set the address range field of No The default value is false.
BIND_RECEIVER to null. Set to false (the
default value) to set the address range
field to SmsSystemlId.

Priority Allowed The highest priority allowed for the No The default value is 0.
SMPP driver. The range is 0 (normal) to 3
(highest).

BulkSending Setting this value to true (the default) No. The default value is true.
enables sending messages in bulk to the
SMS-C.

PayloadSending If set to true, the SMPP driver always No The default value is false.
uses the message payload properties
when sending messages to the SMS-C.

SourceTon The Type of Number (TON) for ESME No The default value is 0.
address(es) served through SMPP
receiver session.

SourceNpi The Numbering Plan Indicator (NPI) for No The default value is 0.
ESME address(es) served through the
SMPP receiver session.

DestinationTon The Type of Number (TON) for No The default value is 0.
destination.

DestinationNpi The Numbering Plan Indicator (NPI) for No The default value is 0.
destination.

ExtraErrorCode A comma-delimited list of error codes. No N/A

MaxChunks The maximum SMS chunks for a No The default value is -1 (no
message. maximum).

ChunkSize The size of each SMS message chunk. No The default value is 160.

LongMessageSending Supports sending long messages. No N/A

DatagramMessageMode  Supports Datagram Message mode. No N/A

24.41.4.4 Client APl Messagelnfo Support These properties are message delivery related
which are specified through client API. Table 24-9 describes if the protocol or driver

implementation honors such properties.

Configuring Oracle User Messaging Service 24-15



Configuring User Messaging Service Drivers

Table 24-9 Client API Messagelnfo Support

Name Description Support
Expiration Expiration means how long the message may exist until True

it expires.
Delay Delay means the amount of time that must elapse False

before the message is sent.

24.4.1.5 Configuring the XMPP Driver

The XMPP Driver provides unidirectional as well as bidirectional access from Oracle
Fusion Middleware to end users for real-time instant messaging (IM) through XMPP
(Extensible Messaging and Presence Protocol). This driver enables end users to receive
alert notifications or interactively chat with applications through their IM client of
choice.

24.41.51 About XMPP XMPP is an open, XML-based protocol for Instant Messaging
and Presence. XMPP-based software is deployed on thousands of servers across the
Internet and is used by millions of people worldwide. XMPP consists of a
client/server architecture, which resembles the ubiquitous e-mail network. XMPP
servers are completely decentralized, allowing anyone to set up their own server.
Messaging is achieved as in the email network, where recipients are addressed by a
username and a host name (for example: username@host name).

In the XMPP network, users are identified by an XMPP (Jabber) ID, which consists of a
username and the host name of the particular XMPP server to which the user connects.
An end user of XMPP connects to an XMPP server using an XMPP client in order to
send instant messages to other XMPP users. XMPP, however, is not the only protocol
network available for instant messaging. XMPP has an extensible and modular
architecture. It integrates with proprietary IM networks such as Yahoo, MSN, AOL
and ICQ using transport gateways that can connect to these networks. This allows
XMPP users to communicate with those on other networks.

In order to use the XMPP Driver in UMS, you must have access to a Jabber / XMPP
server and an XMPP account for the UMS XMPP Driver instance to login as. In
addition, the XMPP Driver includes configuration parameters that enable UMS to
communicate with users on Yahoo, MSN, AOL or ICQ IM networks. This requires that
you additionally have accounts on these proprietary IM networks to which you are
connecting from the XMPP Driver, and thus, allow end users of those particular
networks to communicate with UMS.

24.41.5.2 XMPP Driver Interoperability This section details interoperability features of the
XMPP Driver.

The XMPP driver is compatible with these protocols: XMPP (RFC 3920, 3921).

XMPP Driver features include:

= Automatic connection retry

= HTTP proxy for firewall traversal

= Plain text content only

The Gateway Vendors and Versions in Table 24-6 have been verified.
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Table 24-10 XMPP Driver Gateway Vendors and Versions

Vendor Version
Jabberd vl, v2
ejabberd v2

24.415.3 Third-Party Software The XMPP Driver uses or requires the following
third-party software:

Table 24-11 Required Third-Party Software

Name Instructions Version(s)

JabberBeans This driver uses the JabberBeans Java library to 0.9.1
connect to a Jabber/XMPP Instant Messaging
Server. This driver includes a licensed copy of
JabberBeans (version 0.9.1).

XMPP Server Optional. To download and install your own
Jabber/XMPP server, pick and install a server from
http:/ /www.jabber.org.

Yahoo, MSN, Optional. Follow the transport installation guide
AOL(AIM), and ICQ  that comes with the Jabber/XMPP server to install
Transport Gateways and configure one or more transports to connect to

proprietary IM gateways.

Note: You are not required to install your own XMPP Server if you
have access to an existing server. For a list of public servers, see
http:/ /www.jabber.org.

24.41.5.4 Driver Application Archive (EAR) $ORACLE_
HOME/communications/applications/sdpmessagingdriver-xmpp.ear

24.41.55 Common Properties These are common driver properties that are indicative of
the capabilities of this driver for use by the engine when routing outbound messages.
Some properties are set by the driver developer and do not normally require
modification, while others can be modified by the administrator to change the routing
behavior. Some properties such as SendingQueuesInfo are for advanced use and only
require modification for advanced deployment topologies. For a complete description
of these properties and available values refer to the javadoc of
DriverConfigPropertyNames.

Table 24-12 Common XMPP Properties

Name Description Mandatory Default Value

InstanceName Instance Name (for Yes XMPP-IM-Driver
internal use only)

Capability Message sending and Yes Both
receiving capability

SupportedDeliveryTy  Supported Delivery Types Yes ™M

pes

SupportedContentTyp Supported Content Types  Yes text/plain

es
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Table 24-12 (Cont.) Common XMPP Properties

Name Description Mandatory Default Value

SupportedStatusTypes Supported Status Types No DELIVERY_TO_
GATEWAY_SUCCESS,
DELIVERY_TO_
GATEWAY_FAILURE

Cost Cost No N/A
Speed Speed No N/A
SupportedCarriers Supported Carriers No N/A
Supported Protocols ~ Supported Protocols No N/A
SupportsCancel Supports Cancel No False
Operation on the Message
SupportsReplace Supports Replace No False
Operation on the Message
SupportsTracking Supports Tracking No False
Operation on the Message
SupportsStatusPolling Supports Status Polling No False
Operation on the Message
SenderAddresses Sender Addresses No N/A
DefaultSenderAddress Default Sender Address No N/A
SendingQueuesInfo Driver Sending Queue Yes OraSDPM/QueueConnectio
Info nFactory:OraSDPM/Queues

/OraSDPMDriverDefSndQ1

24.41.5.6 XMPP Custom Properties The XMPP Driver includes the custom properties
shown below.

Table 24-13 Custom XMPP Properties

Default
Name Description Mandatory Values

IMServerHost Jabber server host name. For multiple servers, use Yes N/A
a comma-delimited list (for example,
myl.host.com, my2.host.com).If only one
host name is specified, it is used for all accounts.

IMServerPort Corresponding comma-delimited list of Jabber Yes 5222
server ports (for example: 5222, 5222)

IMServerUsername List of Jabber usernames to login as (these user Yes N/A
accounts are automatically created, if necessary,
on the corresponding Jabber servers). If you have
multiple servers listed above, there must be an
equal number of usernames (one username per
server). If you have only one server listed above,
all usernames listed here use that server (for
example oracleagentl, oracleagent2). You may
also enter a complete Jabber ID if its domain name
is different from the Jabber server host name (for
example, oracleagentl@host.com).

IMServerPassword Corresponding comma-delimited list of Yes N/A
passwords for each username listed above.
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Table 24-13 (Cont.) Custom XMPP Properties

Name

Description

Mandatory

Default
Values

YahooEnable

YahooUsername

YahooPassword

MSNEnable

MSNUsername

MSNPassword

AOLEnable

AOLUsername

AOLPassword

ICQEnable

ICQUsername

ICQPassword

Enable/disable Yahoo Transport (set true to
enable, and leave blank to set false to disable), for
each user account specified above in a
comma-delimited list.

comma-delimited list of Yahoo account IDs
(requires that you already have these IDs
registered on Yahoo), for each user account above
(leave entries blank for accounts without Yahoo).
Entering valid Yahoo account info allows Yahoo
users to access applications through instant
messaging.

Corresponding comma-delimited list of Yahoo
account passwords.

Enable/Disable MSN Transport (set true to
enable, and leave blank or set false to disable), for
each user account specified above in a
comma-delimited list.

comma-delimited list of MSN Messenger (known
as .NET passport) account IDs (requires that you
already have these IDs registered as .NET
passports), for each user account above (leave
entries blank for accounts without MSN). Entering
valid .NET account info allows MSN Messenger
users to access applications through instant
messaging.

Corresponding comma-delimited list of MSN
Messenger account passwords.

Enable/Disable AOL IM (AIM) Transport (set
'true' to enable, and leave blank or set 'false' to
disable), for each user account specified above in a
comma-delimited list.

comma-delimited list of AOL IM (AIM) account
IDs (requires that you already have these IDs
registered with AOL), for each user account above
(leave entries blank for accounts without AOL).
Entering valid AOL account info allows AOL
users to access applications through instant
messaging.

Corresponding comma-delimited list of AOL IM
account passwords.

Enable/Disable ICQ IM Transport (set 'true’ to
enable, and leave blank or set 'false' to disable), for
each user account specified above in a
comma-delimited list.

comma-delimited list of ICQ account IDs (requires
that you already have these IDs registered with
ICQ), for each user account above (leave entries
blank for accounts without ICQ). Entering valid
ICQ account info allows ICQ users to access
applications through instant messaging

Corresponding comma-delimited list of ICQ
account passwords.

No

No

No

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
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Table 24-13 (Cont.) Custom XMPP Properties

Default
Name Description Mandatory Values
RetryLimit Number of times the driver should attempt to No N/A
reconnect when disconnected from the Jabber
server. Enter -1 for unlimited retries.
RetrylInterval Time interval (in seconds) between reconnect No N/A

attempts.

24.41.5.7 Client APl Messagelnfo Support These properties are message delivery related
which are specified through client API. The table below describes if the protocol or
driver implementation honors such properties.

Table 24-14 Client API Messagelnfo Support

Name Description Support
Expiration Expiration means how long the message may exist until False

it expires.
Delay Delay means the amount of time that must elapse False

before the message is sent.

24.4.1.6 Configuring the VoiceXML Driver

The VoiceXML Driver supports the Genesys VoiceGenie gateway's outbound call
protocol to send messages authored in VoiceXML. The gateway delivers the message
using text-to-speech synthesis.

24.41.6.1 VoiceXML Driver Interoperability This section details interoperability features of
the VoiceXML Driver.

The VoiceXML driver is compatible with these protocols: VoiceXML over HTTP
(VoiceGenie gateway protocol).

VoiceXML Driver features include:
s VoiceXML content only
The Gateway Vendor and Version in Table 24-6 has been verified.

Table 24-15 VoiceXML Driver Gateway Vendor and Version

Vendor Version

Genesys VoiceGenie 6.4.2

24.41.6.2 Common Properties These are common driver properties that are indicative of
the capabilities of this driver for use by the engine when routing outbound messages.
Some properties are set by the driver developer and do not normally require
modification, while others can be modified by the administrator to change the routing
behavior. Some properties such as SendingQueuesInfo are for advanced use and only
require modification for advanced deployment topologies. For a complete description
of these properties and available values refer to the javadoc of
DriverConfigPropertyNames.
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Table 24-16 Common VoiceXML Properties

Name Description Mandatory Default Value
InstanceName Instance Name (for Yes VoiceXML-Driver
internal use only)
Capability Message sending and Yes SEND
receiving capability
SupportedDeliveryType Supported Delivery Types Yes VOICE
s
SupportedContentTypes Supported Content Types  Yes text/vxml, text/x-vxml
SupportedStatusTypes  Supported Status Types No DELIVERY_TO_
GATEWAY_SUCCESS,
DELIVERY_TO_
GATEWAY_FAILURE
Cost Cost No N/A
Speed Speed No N/A
SupportedCarriers Supported Carriers No N/A
Supported Protocols Supported Protocols No N/A
SupportsCancel Supports Cancel No False
Operation on the Message
SupportsReplace Supports Replace No False
Operation on the Message
SupportsTracking Supports Tracking No False
Operation on the Message
SupportsStatusPolling ~ Supports Status Polling No False
Operation on the Message
SenderAddresses Sender Addresses No N/A
DefaultSenderAddress  Default Sender Address No N/A
SendingQueuesInfo Driver Sending Queue Yes OraSDPM /QueueConnect
Info ionFactory:OraSDPM/Qu
eues/OraSDPMDriverDef
SndQ1

24.41.6.3 VoiceXML Custom Properties The VoiceXML Driver includes the custom
properties shown below.

Table 24-17 Custom VoiceXML Properties

Default
Name Description Mandatory Values
VoiceXMLOutboundServlet The URL of the VoiceXML /VoiceGenie Yes N/A
URI gateway.
VoiceXMLOutboundServlet The user name of the VoiceXML No N/A
UserName gateway.
VoiceXMLOutboundServlet The password of the VoiceXML gateway. No N/A
Password
VoiceXMLOutboundServlet The number that appears in the No N/A

DNIS

recipient’s ID display.
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Table 24-17 (Cont.) Custom VoiceXML Properties

Default
Name Description Mandatory Values
VoiceXMLReceiveURL The URL of this driver's servlet which No N/A

handles incoming requests from the
VoiceXML Gateway. The format is
http://<host>:<port>/usermessa
gingdriver-voicexml/receive.The
default behavior, if this property is not
set, is to use the local container's HTTP
listen host and port. The auto-generated
default URL only works for the first
driver instance. For additional instances,
the context root is different and this
property must be configured using the
correct context root replacement for
/sdpmessagingdriver-voicexml.

24.4.1.6.4 Client APl Messagelnfo Support These properties are message delivery related
which are specified through client API. The table below describes if the protocol or
driver implementation honors such properties.

Table 24-18 Client APl Messagelnfo Support

Name Description Support
Expiration Expiration means how long the message may exist until False

it expires.
Delay Delay means the amount of time that must elapse False

before the message is sent.

24.4.1.7 Configuring the Worklist Driver

The Worklist driver enables notifications from all sources to be sent to users in the
form of worklist tasks for integration into the users' WebCenter Unified Worklist.

Note: Worklist Message tasks are accessible both through a
WebCenter that has been configured to search the BPEL connection
that the Worklist message driver is sending messages to, as well as
through the BPEL Worklist application. The BPEL Worklist
Application also shows these message-based tasks as Worklist items.

This integration is achieved by exposing a Worklist channel (delivery type) to
applications and end users. Messages sent through the user's Worklist channel are
processed by the Worklist driver. The User Messaging Service API semantics are the
same as those for existing channels such as IM or Email. This driver handles sending
messages only. The Driver Application Archive (EAR) is located at: SORACLE_
HOME/communications/applications/sdpmessagingdriver-worklist.ear

24.41.7.1 Install the Worklist Driver To enable the messaging worklist feature, the
WebLogic SOA domain must be extended using the extension template available at
SORACLE_
HOME/common/templates/applications/oracle.ums.driver.worklist_
template_11.1.1.jar. To extend a SOA domain using the Oracle Fusion
Middleware Configuration Wizard:
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Launch Oracle Fusion Middleware Configuration Wizard (SORACLE_
HOME/common/bin/config.sh or %ORACLE_
HOME%\ common\bin\config.cmd).

Select the Extend an existing WebLogic domain option.
Select the desired SOA domain directory.
Select the Extend my domain using an existing extension template option.

Click Browse, and navigate to SORACLE_
HOME/common/templates/applications

Select oracle.ums.driver.worklist_template_11.1.1jar

Complete the remaining steps of the Oracle Fusion Middleware Configuration
Wizard, and restart the SOA servers.

Note: Special Considerations if the SOA managed server is on a remote
computer: The oracle.ums.driver.worklist_template_
11.1.1.jar extension template includes a SOA composite
application (sca_sdpmessagingsca-worklist-composite_
revl.0.jar) thatis copied to $SDOMAIN_HOME/soa/autodeploy,
and is auto-deployed by the SOA Infra run time upon server restart.
However, if the SOA Infra run time is on a remote computer, and the
domain is packed with the -managed=true option (the correct option to
use), this directory is not included in the archive. Thus, the composite
is not deployed upon restarting the SOA managed server.

In order to complete the installation, copy the contents of $DOMAIN_
HOME/soa/autodeploy from the AdminServer computer to the
corresponding location on the remote computer with the SOA
managed server, and restart the SOA managed server. You may have
to create the directory structure soa/autodeploy under SDOMAIN_
HOME on the remote computer.

24.41.7.2 Common Properties The following common driver properties are indicative
of the capabilities of this driver for use by the engine when routing outbound
messages. Some properties are set by the driver developer and do not normally
require modification, while others can be modified by the administrator to change the
routing behavior. Some properties such as SendingQueuesInfo are for advanced
use and only require modification for advanced deployment topologies. For a
complete description of these properties and available values see the javadoc of
DriverConfigPropertyNames.

Table 24-19 Common Worklist Properties

Name Description Mandatory? Default Value
InstanceName Instance Name (for internal use ~ Yes Worklist-Driver
only)
Capability Message sending and receiving ~ Yes SEND
capability
SupportedDeliveryTypes Supported Delivery Types Yes WORKLIST
SupportedContentTypes  Supported Content Types Yes text/plain, text/html
SupportedStatusTypes Supported Status Types No DELIVERY_TO_GATEWAY_SUCCESS,
DELIVERY_TO_GATEWAY_FAILURE
Cost Cost No N/A
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Table 24-19 (Cont.) Common Worklist Properties

Name Description Mandatory? Default Value
Speed Speed No N/A
SupportedCarriers SupportedCarriers No N/A
SupportedProtocols SupportedProtocols No N/A
SupportsCancel Supports Cancel Operation on No False
the Message
SupportsReplace Supports Replace Operationon ~ No False
the Message
SupportsTracking Supports Tracking Operationon  No False
the Message
SupportsStatusPolling Supports Status Polling No False
Operation on the Message
SenderAddresses Sender Addresses No N/A
DefaultSenderAddress Default Sender Address No N/A
SendingQueuesInfo Driver Sending Queue Info Yes OraSDPM/QueueConnectionFactory:OraSDPM/

Queues/OraSDPMDriverDefSndQ1

24.41.7.3 Custom Properties The following custom property is available:

Table 24-20 Custom Worklist Property

Name

Description

Default
Mandatory Value

BPELConnectionURL

The format is
'http://<bpel-host>:<bpel-port>
'. The default behavior, unless changed,

is to use the local container's HTTP

connection URL.

The URL of the BPEL server to connect to.

24.41.7.4 Client APl Messagelnfo Support This table shows if the protocol or driver
implementation honor the following message delivery-related properties that are

specified through the client API.

Table 24-21 Client APl Messagelnfo Support
Name Description Support
Expiration Expiration means how long the message may exist until False
it expires.
Delay Delay means the amount of time that must elapse False

before the message is sent.

24.4.1.8 Configuring the Proxy Driver

The Proxy Driver acts as a Messaging Web Service client to a Fusion Middleware
Messaging server hosted elsewhere in the intranet or Internet. It uses SOAP over
HTTP (the Parlay X Multimedia Web Service protocol) to send messages and receive
messages as well as return message delivery status. The ParlayX Web Service relays
messages from one UMS instance to another. It can be used to relay traffic from
multiple instances in an Intranet to a terminating instance that has all of the
protocol-specific drivers configured to an external gateway such as an SMSC, or to an
SMTP or IMAP mail server.
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24.41.8.1 Common Properties These are common driver properties that are indicative of
the capabilities of this driver for use by the engine when routing outbound messages.
Some properties are set by the driver developer and do not normally require
modification, while others can be modified by the administrator to change the routing
behavior. Some properties such as SendingQueuesInfo are for advanced use and only
require modification for advanced deployment topologies. For a complete description
of these properties and available values refer to the javadoc of
DriverConfigPropertyNames.

Table 24-22 Common Proxy Properties

Name Description Mandatory Default Value
InstanceName Instance Name (for Yes Proxy-Driver

internal use only)
Capability Message sending and Yes SEND

receiving capability
SupportedDeliveryTy Supported Delivery Types Yes EMAIL, SMS, VOICE, 1M,
pes WORKLIST
SupportedContentTyp Supported Content Types  Yes *
es
SupportedStatusTypes Supported Status Types No DELIVERY_TO_

GATEWAY_SUCCESS,
DELIVERY_TO_
GATEWAY_FAILURE

Cost Cost No N/A
Speed Speed No N/A
SupportedCarriers Supported Carriers No N/A
Supported Protocols ~ Supported Protocols No N/A
SupportsCancel Supports Cancel No False
Operation on the Message
SupportsReplace Supports Replace No False
Operation on the Message
SupportsTracking Supports Tracking No False
Operation on the Message
SupportsStatusPolling Supports Status Polling No False
Operation on the Message
SenderAddresses Sender Addresses No N/A
DefaultSenderAddress Default Sender Address No N/A
SendingQueuesInfo Driver Sending Queue Yes OraSDPM/QueueConnectio
Info nFactory:OraSDPM/Queues

/OraSDPMDriverDefSndQ1

24.4.1.8.2 Proxy Custom Properties The Proxy Driver includes the custom properties
shown below.
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Table 24-23 Custom Proxy Properties

Default

Name Description Mandatory Values
GatewayURL  The URL to the hosted 11g UMS Web Service Yes N/A

gateway. The URL is in the following format:

http://<host>:<port>/sdpmessaging/parlayx

/SendMessageService
Username Username of the messaging gateway. No N/A
Password The password of the username No N/A
Policies comma-delimited list of Oracle Web Services No N/A

Manager WS-Security policies to be attached to
proxy driver requests

24.41.8.3 Client APl Messagelnfo Support These properties are message delivery related
which are specified through client API. The table below describes if the protocol or
driver implementation honors such properties.

Table 24-24 Client APl Messagelnfo Support

Name Description Support

Expiration Expiration means how long the message may exist until it ~ False
expires.

Delay Delay means the amount of time that must elapse before False

the message is sent.

24.5 Securing User Messaging Service

The User Messaging Preferences User Interface and the Parlay X Web Services can be
secured at the transport-level using Secure Sockets Layer (SSL). By default, all
deployed web services are unsecured. Web Service Security should be enabled for any
services that are deployed in a production environment.

= Toenable SSL in the Oracle WebLogic Server, see "Configure SSL for Oracle
WebLogic Server" in the Oracle Fusion Middleware Administrator’s Guide. This step
is sufficient to secure the User Messaging Preferences User Interface.

s To secure the Parlay X Web Services, see "Configuring Transport-Level Security"
in the Securing WebLogic Web Services.

UMS supports the use of Oracle Web Services Manager WS-Security policies to protect
UMS web services. For more information about Oracle Web Services Manager, see
"Using Oracle Web Service Security Policies", in Oracle Fusion Middleware Securing
WebLogic Web Services for Oracle WebLogic Server.

The recommended security configuration for web services uses Security Assertion
Markup Language (SAML) tokens to pass identities between web service clients and
UMS. With SAML tokens, instead of the web service client passing a username and
password to UMS, a trust relationship is established between the client and UMS by
means of exchanging certificates. Once this keystore configuration is in place, the web
service client passes only the user identity, and vouches for the fact that it has
authenticated the user appropriately.

The recommended policies to use for UMS web services are:

m oracle/wssll_saml_token_with_message_protection_service_
policy (server-side)
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m oracle/wssll_saml_token_with_message_protection_service_
policy (client-side)

24.5.1 Web Service Security on Notification

The different Web services include corresponding notification Web services
(MessageNotification, PresenceNotification) that run on the client side and
receive notifications (message delivery status, message receipt, presence status
change) when the appropriate event occurs.

This implementation does not provide for the use of Web Service security
(WS-Security) by default during notification of the clients. That is, the server assumes
that the notification Web services running on the client side do not use WS-Security,
and makes no attempt to authenticate itself when sending notifications. If you enable
WS-Security on the client side, the notification from the server fails because the
notification SOAP request is missing the required headers.

24.5.2 Enabling UMS Service Security

To enable a policy for an UMS web service, follow the steps in "Configuring Oracle
WSM Security Policies in Administration Console" in Oracle Fusion Middleware Securing
WebLogic Web Services for Oracle WebLogic Server, selecting policy oracle/wssll_
saml_token_with_message_protection_service_policy. This configuration
must be repeated for each service that you want to secure.

24.5.3 Enabling Client Security

Web service client security must be enabled programmatically. When using the client
libraries described in Parlay X Messaging Client API and Client Proxy Packages (in Oracle
Fusion Middleware Developer’s Guide for Oracle SOA Suite), WS-Security policy
configuration is provided when a client object is constructed. The client constructors
take an argument of type Map<String, Object>.In general when using SAML
authentication, the key/value pairs (Table 24-25) should be added to the configuration
map in addition to other required properties such as the endpoint address.

Table 24-25 Client security keys

Key Type  Typical Value

oracle.sdp.parlayx.ParlayXConstants.POLI Shﬁngﬂ oracle/wssll_saml_

CIES token_with_message_
protection_client_
policy

javax.xml .ws.BindingProvider .USERNAME_ String <valid username>

PROPERTY

oracle.wsm.security.util.SecurityConstan String (optional) keystore alias for

ts.Config.KEYSTORE_RECIPIENT_ALIAS_ target service. See Client

PROPERTY Aliases.

Example 24-1 Web Service Client Security

import oracle.sdp.parlayx.presence.consumer.PresenceConsumerClient;

Map<String, Object> config = new HashMap<String, Object>();
config.put (javax.xml.ws.BindingProvider.ENDPOINT ADDRESS_PROPERTY, ums_url);
config.put (oracle.sdp.parlayx.ParlayXConstants.POLICIES, new Stringl]
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{"oracle/wssll_saml_token_with_message_protection_client_policy"});
config.put(javax.xml.ws.BindingProvider .USERNAME_PROPERTY, "test.userl");

PresenceConsumerClient presenceClient = new PresenceConsumerClient (config);

24.5.4 Keystore Configuration

In order to use the recommended WS-Security policy, you must configure a keystore
containing the public and private key information required by OWSM. Refer to
"Configuring the Credential Store Using WLST" in Oracle Fusion Middleware Securing
WebLogic Web Services for Oracle WebLogic Server for information on how to configure
the keystore and corresponding credential store entries.

»  If both your web service client and UMS server are in the same domain, then they
share a keystore and credential store.

»  If your web service client and UMS server are in different domains, then you must
import the UMS public key into your client domain's keystore, and must import
your client domain's public key into the UMS keystore.

24.5.5 Client Aliases

When using certain WS-Security policies such as the SAML policy recommended here,
the client must use the server's public key to encrypt the web service request.
However, there is generally only one keystore configured per domain. Therefore, if
you have a domain in which there are web service clients that communicate with web
services in multiple other domains, then you may be required to override the default
keystore entry used by OWSM.

For example, if you have a domain in which application "A" is a web service client to a
UMS web service, and application "B" is a web service client to a web service in
another domain, then A's requests must be encrypted using the public key of the UMS
domain, and B's requests must be encrypted using the public key of the other domain.
You can accomplish this goal by overriding the keystore alias used by OWSM for each
request:

= Import (for example) the UMS public key with alias "ums_public_key", and the
other public key with alias "other_public_key".

= When creating an UMS web service client, specify the recipient keystore alias
parameter, setting the key to
oracle.wsm.security.util.SecurityConstants.Config.KEYSTORE_
RECIPIENT_ALIAS_PROPERTY and the value to "ums_public_key" as shown in
Example 24-2.

Example 24-2 Client Aliases

import oracle.sdp.parlayx.multimedia_messaging.send.SendMessageClient

Map<String, Object> config = new HashMap<String, Object>();

config.put (javax.xml.ws.BindingProvider.ENDPOINT ADDRESS_PROPERTY, ums_url);
config.put (oracle.sdp.parlayx.ParlayXConstants.POLICIES, new String[]
{"oracle/wssll_saml_token_with_message_protection_client_policy"});
config.put(javax.xml.ws.BindingProvider.USERNAME PROPERTY, "test.userl");
config.put (oracle.wsm.security.util.SecurityConstants.Config.KEYSTORE_RECIPIENT_
ALTAS_PROPERTY, "ums_public_key")

SendMessageClient sendClient = new SendMessageClient (config);
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s The other web service client similarly must override the keystore alias, but the
exact mechanism may differ. For example if using a JAX-WS client stub directly,
then you can add the override property to the JAX-WS request context. See "Policy
Configuration Overrides for the Web Service Client" in Oracle Fusion Middleware
Securing WebLogic Web Services for Oracle WebLogic Server for more details.

24.6 Troubleshooting Oracle User Messaging Service

To debug User Messaging Service, first check the server diagnostic logs. The logs may
contain exception, error, or warning messages that provide details about incorrect
behavior along with actions to remedy the problem. The following table describes
additional methods for debugging common User Messaging Service problems.

Table 24-26 Troubleshooting UMS

Symptom Possible Causes Solutions

Notifications are not being  Notification Mode is Change the Notification Mode setting
sent from BPEL or Human  set to NONE in SOA to EMAIL or ALL using Oracle Fusion

Workflow components in Workflow Notification Middleware Control.

SOA. configuration.

Email notification is not The Outgoing (SMTP) Check the following settings in the
being sent. Mail Server settings in  UMS Email Driver using Oracle Fusion

the UMS Email Driver Middleware Control:

are incorrect. . .
n OutgoingMailServer

n OutgoingMailServerPort

Note: Validate the values by using them
in any e-mail client for connecting to
the SMTP server.

The SMTP server Check the following settings in the
requires authentication UMS Email Driver using Oracle Fusion
or a secure connection Middleware Control:

(TLS or SSL). n OutgoingUsername
n OutgoingPassword

n OutgoingMailServerSecurity
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Table 24-26 (Cont.) Troubleshooting UMS

Symptom Possible Causes Solutions
Notifications are not being ~ The UMS Driver for = Check the following settings in the
sent because of error the appropriate appropriate UMS Driver using
message: No matching channel is configured Oracle Fusion Middleware Control:
drivers found for with a specific list of SenderAddresses
sender address = SenderAddresses, and
<address> the message sent by Note: The format for
the application has set SenderAddresses is a
a non-matching comma-delimited list of
Sender Address. <DeliveryType>:<Address>.
Note: UMS Server For example:

matches the outbound
message's sender

address, if set, against
the available drivers' = Leave this property blank, if you

EMAIL:sender@example.com,
EMAIL:sender@example2.com

SenderAddresses to find want this driver to service

a matching driver to outbound messages for all sender
use for delivering the addresses for this channel (delivery
message. If a driver type).

has set one or more

= If there are multiple driver
instances deployed for the same
channel (delivery type) with
different configurations, use the
SenderAddresses to differentiate the
driver instances. For example, one
instance can be set with a specific
value in SenderAddresses to only
service outbound messages with
that matching sender address,
while the other instance can keep
the SenderAddresses blank in
order to service all outbound
messages that do not specify any
sender address or one that does not
match that of the first driver
instance.

SenderAddresses, then
the UMS Server only
sends messages with
the matching sender
address to it.

s SenderAddresses that are
configured with the incorrect
syntax (such as missing
<DeliveryType>:) are ignored
by the UMS Server for the purpose
of driver selection.

The email client The Incoming Mail Use an exclusive e-mail account for

inconsistently receives Server settings in the  Incoming Mail Server settings. Check

notifications. UMS Email Driver are the following settings in the UMS Email
configured with the Driver using Oracle Fusion Middleware

same email account to Control:

whlch notifications are IncomingMailIDs
being sent.

If the notification s~  TRcomingUseriDs
sent to the same
account, the UMS
Email Driver may
download and process
the email before the
email client can
display it.
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Table 24-26 (Cont.) Troubleshooting UMS

Symptom Possible Causes Solutions
SOA Human Workflow The Actionable Email  Set the Actionable Email Address in
notifications are sent, but Address is not SOA Workflow Notification Properties
are not actionable. configured in SOA with the address of the email account
Workflow Notification configured in the UMS Email Driver.
Properties.
The Human Workflow Set the actionable attribute for the

SOA Human Workflow
actionable notifications are
sent, but no action is taken
after responding.

task is not set to send
actionable
notifications.

The Incoming Mail
Server settings in the
UMS Email Driver are
incorrect.

The mail access
protocol is incorrect.

The email server is
SSL-enabled.

The receive folder
name is incorrect.

A non-default email
client is configured for
receiving notifications.
When the user clicks
the approval link, the
default mail client
page opens, which
may send emails to a
different email server.

Human Workflow task in JDeveloper
and redeploy the SOA composite
application.

Check the following settings in the
UMS Email Driver using Oracle Fusion

Middleware Control:
s MailAccessProtocol (IMAP or
POP3, in uppercase)

s ReceiveFolder

n IncomingMailServer

u IncomingMailServerPort
n IncomingMailServerSSL
u IncomingMailServerSSL
n IncomingUserIDs

u IncomingUserPasswords
n ImapAuthPlainDisable

Note: Validate the values by using them
in any e-mail client for connecting to an
IMAP or POP3 server.

Check the following settings in the
UMS Email Driver using Oracle Fusion
Middleware Control:

» MailAccessProtocol (IMAP or
POP3, in uppercase)

Check the following settings in the
UMS Email Driver using Oracle Fusion
Middleware Control:

n IncomingMailServerSS

Check the following settings in the
UMS Email Driver using Oracle Fusion
Middleware Control:

n ReceiveFolder

Note: Some email servers may expect
the value INBOX to be inbox or Inbox
(that is, case-sensitive). Based on your
email server, use an appropriate value.

Configure the default email client to
receive actionable notifications.
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Table 24-26 (Cont.) Troubleshooting UMS

Symptom

Possible Causes

Solutions

SOA BPEL User Notification

or Human Workflow

notifications are sent to the
correct delivery type (email,
sms, and so on) but to the

wrong address.

A self-provisioned
messaging channel
was created by the
user in User
Messaging Preferences
for use in BPEL User
Notification or Human
Workflow use cases.

Note: The User
Messaging Preferences
Ul allows the end user
to create his or her
own messaging
channel for various
use cases, but these are
not to be used for
BPEL User
Notification and
Human Workflow.

Do not use a self-provisioned
messaging channel for BPEL User
Notification or Human Workflow use
cases (that is, do not set as Default
channel, and do not use in a messaging
filter for such use cases). BPEL User
Notification and Human Workflow
utilize User Messaging Preferences only
for the delivery type preference, and
the actual address is retrieved from the
user profile in the identity management
system.

Note: Addresses from the user profile
in the identity management system are
available through User Messaging
Preferences using pre-defined channel
names, such as Business Email, Business
Mobile, Business Phone, Instant
Messaging. Use these pre-defined
messaging channels instead for BPEL
User Notification and Human
Workflow use cases.
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Monitoring Oracle User Messaging Service

This chapter describes how to monitor Oracle User Messaging Service using Oracle
Enterprise Manager Fusion Middleware Control.

This chapter includes the following topics:

»  Section 25.1, "Monitoring Oracle User Messaging Service"
= Section 25.2, "Log Files"

s Section 25.3, "Metrics and Statistics"

25.1 Monitoring Oracle User Messaging Service

You can monitor Oracle User Messaging Service logs and metrics using Oracle
Enterprise Manager Fusion Middleware Control. To access this functionality:

1. Go to the Enterprise Manager page for your SOA farm.

Figure 25-1 Managing your SOA farm

ORACLE Enterprise Manage

EEFarm - 5 Topology
-
= Q:E Linux_omai 15_soa_domain
+ [ &pplication Deployments
+ [ 504
+ [7] WebLogic Domain
+ [7] Metadata Repositaries
- [ User Messaging Service
usermessagingdriver-email (soa_s
usermessagingdriver-smpp (soa_s
@ usermessagingdriver-voicesxml (sc
usermessagingdriver-worklist (soz
@ usermessagingdriver-xmpp (soa_H
Usermessagingserver (s0a_servel

2. Select Fusion Middleware, SOA, User Messaging Service.
3. Select the server or driver of your choice.

If you select a driver, quick statistics are displayed that indicate the state and
performance of the driver.
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If you select a server, you see a list of associated drivers, in addition to the quick
statistics. You can select one of the drivers to view its statistics, or you can click the
Configure Driver icon to configure it. For more information on configuring
drivers, see Chapter 24, "Configuring Oracle User Messaging Service".

Figure 25-2 Using the Configure Driver icon

Associated Drivers
Local | &l
Marne

[Farm_soafsoa/server_soafsdprmessagingdriver-woicexml

Driver Type Status Configure Driver

User Messaging vWaicexML Criver @ /

4. Right-click a driver to take the actions listed in.

Figure 25-3 Available actions

@ User Messaging Service «

Horne

Control

Lags

Performance summary
Message Status
Messaging Client Applications

Server Properties

Systern MBean Browser

General Information

Table 25-1 Driver actions

Selection Action

Home The Home page lists the quick statistics for the selected driver.
Control Start Up or Shut Down driver.

Logs View and configure message logs for the selected driver.

Performance Summary

Message Status

Messaging Client
Applications

Displays Performance Statistics on a customizable metrics page.
Use this page to view statistics for this driver. Customize this
page using the Metric Palette. The Metric Palette enables you to
choose from all of the available metrics so that you see only the
information that is most valuable to you.

Check the delivery status of messages sent and received, and
resend selected messages. You can filter the search by adding
more search fields and setting the desired operator and search
value. Some fields can be added multiple times in order to use
them with different and complementary operators, or with the
Contains operator.

Messaging client applications registered with the User
Messaging Service can be manually de-registered in cases where
the applications have been undeployed and are holding onto
access points that must be made available to other applications.
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Table 25-1 (Cont.) Driver actions

Selection Action

Server Properties Configure message storage method and business terms for
message filter creation. See Chapter 24, "Configuring Oracle
User Messaging Service" for more information.

System MBean Browser System MBean Browser the System MBeans and their
configuration settings.

General Information General Information displays the name, version, Oracle Home,
and host for the selected driver.

General Information (2]

Target Mame {Farm_soa/soalserver_soalsdpmessagingdriver-xmpp
Wersion 11.1.00
Cracle Horme  fscratchfocmsuser/as] Iwls/Ik20
Hosk  scmsusé-3.us,oracle. com

oK | Cancel

For more information about Oracle Enterprise Manager, see your Oracle Enterprise
Manager documentation.

25.1.1 Using Message Status

You can check the delivery status of messages sent and received, and resend selected
messages. To check message status:

1. In the navigation tree, right-click the UMS target for which you want to view
message status.

2. Select Message Status. The Message Status page appears.

3. Click Search to search the messages using the default criteria. The search returns a
listing for the messages.

Figure 25-4 Message Status

1} usermessagingserver @ Logged in as weblogic|
@ User Messaging Service Page Refreshed Apr 7, 2009 9:52:07 PM PDT [$]

Message Status

Check the delivery status of messages sent and received, and resend selected messages., Filter the search by adding more search fields and setting the
desired operator and search value, Some fields can be added multiple times in order to use them with different and complementary operators, or with the
"Contains" operatar,

=ISearch Message Status
* Required
* Maximumn Messages Displayed |Equals w || 100 % * Owerall Status | Equals (w0 | Any w

* Cperation | Equals w || Any w
Search || Reset add Fields

Wigw - Resend

Message ID {Recipient) Recipient Operation Overall Status  Timestamp LT
(3\,33;ﬁfEg3:8::ETDQQ?E)ZSE'SZCdeE‘DaSbb WORKLIST weblagic Send [x] Apr 7, 2009 7:58:42 PM A
(EE;}EE}?;‘33;‘;‘;22§§§3652°563“99??d YOICE: 16505765765 Send v Apr 7, 2008 7:57:11 PM
(33??;};9580“5“;;‘19 12‘?22)36525555?0‘145 VOICE: 16506114142 Send v fpr 7, 2009 7:56:46 PM
(3\,.33gifIDSD-?:?,:,‘:;;;ZCD)23652(5690&‘11e WORKLIST :weblogic Send Q Apr 7, 2009 7:37:30 PM

49DBEQEF, 6050105@0racle.com

{EMAIL:bugbasha@stapns0.us. oracle. cor EMAIL:bugbashd@steblogi.us, Receive W Apr 7, 2009 4:28:36 PM
(gﬁqﬁffﬁ;3?04::;3200@2;?:3;5&;‘;1541 EMAIL:paulo.eblogih@oracle.co Send w Apr 7, 2009 4:24:08 PM

-
Total Rows: 95
P
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You can customize the search by adding more search fields and setting the desired
operator and search value. Some fields can be added multiple times in order to use
them with different and complementary operators, or with the Contains operator. To
customize the search:

1. Click Add Fields.
2. Select the field(s) on which you want to search.
3. Choose operators and fill in variables as needed.

4. Click Search. The customized search is done and results returned.

Figure 25-5 Custom search

Message Status

Check the delivery status of messages sent and received, and resend selected messages, Filker the search by adding more search Fields and setting
the desired operator and search value, Some Fields can be added multiple times in order to use them with different and complementary operators, or
with the "Contains" operator,

—ISearch Message Status

* Required
* Maximurm Messages Displayed |Equals %100 Recipient | Contains % || bug b4
* Qperation | Equals v | Any A Driver Instance Mame | Contains % || email b4

* Owerall Status | Equals v | Any v

Reset | add Fields

View = Resend

Message ID (Recipient) Recipient Operation  Owerall Status  Timestamp T
(Z;E;BIE-DSUZED;@DSI%;%?&&;?L.iTrada corr EMAILbugteei B@sashS0. s, Receive v Apr 7, 2009 4:28:36 FM -
(EI?,IEABIETJ[L)I';igﬁ%ggﬁﬁg;ged?g:ac|e corr EMAIL bugteeiv 6@sashasn. us. Receive v Apr 7, 2009 4:21:45 PM
(2E,IE;BIEﬂ’;‘i:g;%gi‘fﬁg;ﬁ?g:ac|e corr EMAILbugteeiy G@sashasn. us, Receive v Apr 7, 2009 4:17:29 FM
(E;%Blf,ﬁzgfgegg;?ﬁéggedsmo":ade corr EMAIL bugtcei 6@sashasn. us. Receive v Apr 7, 2009 4:00:48 FM
(E;%?Eﬁﬁ;@gﬁ%%@@;;gggﬂ aracle. o EMAILbugteei B@sashasn. s, Receive v fpr 7, 2009 3:41:10 PM

49DBDS57 . 5050501 @aracle. com

(EMAILL bugtceiy B@sashso. s .oracke, com EMAIL:bugtceiv 8i@sash8S0.us . Receive o Apr 7, 2009 3:37:18 PM

-
Total Rows: 15

5. If you want to resend a message, select the message in the list and click Resend.

25.1.2 Deregistering Messaging Client Applications

You can manually deregister Messaging Client Applications after the applications
have been undeployed and are holding onto access points that must be made available
to other applications. To deregister Messaging Client Applications:

1. Right-click a target in the navigation tree, and select Messaging Client. The
Messaging Client page appears.

2. Select the message that you want to deregister.

3. Click De-register.
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Figure 25-6 Messaging Client Applications page

1} usermessagingserver @ Logged in as weblogic|

[%] User Messaging Service + Page Refreshed Apr 7, 2009 9:53:58 PM PDT Cd

Messaging Client Applications

Messaging client applications registered with the User Messaging Service can be manually de-registered in cases where the applications have been undeployed
and are holding onto access points that need to be made available to other applications,

View » De-regisker

Marme Version Client Type  Listener End Point Receiving Queues Access
MessageListener: [IMDI Mame=null, [INDI Mame=COraSDPM{Queues
UMSSamplespp 11.1.1.1.0 EJB Home Class=null], StatusListener: JoraSDPMAppDefRoyl, Connection EMAIL

[IMDI Mame=null, Home Class=null]  Factory=0raSDPMQueueConnectionFactary]

MessageListener: [IMDI Mame=null, [INDI Mame=0raSDPM{Queues
Parlayy 11.1.1.1.0 EJB Home Class=null], StatusListener: JOraSDPMWSRov1, Connection

[IMDI Mame=null, Home Class=null]  Factory=0raSDPMQueueConnectionFactary]
<anonymous>@Patlayy 2.1 PARLAYS

A confirmation box appears asking you to confirm your choice.

4. Confirm your choice.

25.1.3 Monitoring Drivers Using the All Tab

The All tab only lists successfully-registered drivers in the domain (not all drivers that
exist).

Since the drivers are not configured out-of-the-box, they are not registered unless you
configure them. To ensure that you see all of the drivers in the v tab, configure the
SMPP, VoiceXML and XMPP drivers (if you plan to use them). Once configured, they
are registered with the engine and are displayed in the All tab.

25.2 Log Files

Right-click the driver for which you want to view log information, the choose Logs,
View Log Files. The Log Messages page appears.

Figure 25-7 Querying logs

1} usermessagingdriver-xmpp @

Logged in as weblogic|
User Messaging XMPP Driver +

Page Refreshed Ot 21, 200% 12:16:03 PM PDT (1]
Log Messages

& Broaden Target Scope  « Log Files... tMarual Refresh e
=|search
DateRange &) Most Recent 1! [Hors
. Start Dake Start Time |01 oo aMo o PM
O Time Interval )
End Date End Time | 01 oo A pM

* Message Types Incident Error Errar [ Warning [hotification [ Trace Urknown  Maximurn Rows Displayed | 500
Search || Add Fields

Yiew » Show | Summary, bv Message Type % | Yiew Related Messages = | Export Messages ko File +
Incident Errors Errars Watnings

Matifications Traces Unknowns Log File
a 55

i) F

Use this page to query for log information about the driver. Fields and lists are used to
customize the query. After entering your search criteria, click Log Files. The Log Files
page appears.

Monitoring Oracle User Messaging Service 25-5



Log Files

Figure 25-8 Log search results

1} usermessagingserver @ Logged in as weblogic|

Uszer Messaging Service -

Page Refreshed Apr 6, 2009 7:43:16 AM PDT (9]

Log Messages s Broaden Target Scope - Target Log Files... Manual Refresh

—|search
Date RANGS | fime Inerval % Start Date | 31609 6:45 AM B EndDate |d4/6/09 7:48 AN &
* Message Types Incident Errar Error Warning Motification D Trace Unknown
Message | conktains b
-\:_)) Search &dd Fields
Wigw = Show | Messages +w || Yiew Related Messages |« | Export Messages ko File |+
Tirme Py M?i;aege Message ID Message Loy File
Apr 6, 2009 12:21:48 AM PDT Motificatiol SDP-25105 Initializing Messaging Stare in TOPLIMK mode. s08_serverl-t A
Apr 6, 2009 12:22:05 AMPDT Motificatior TopLink, version: Oracle Toplink - 11g Release 1 {11.1,1.1.0) {Build 0903047 s04_serverl-c
Apr 6, 2009 12:22:05 AMPDT Motificatiol Server: Weblogic Server 10.3.1.0 Sun Mar § 21:45:15 MDT 2009 1199350 S0a_server1-o
Apr 6, 2009 12:22:06 AMPDT Motificatiol messaging_store login successFul S0a_server -1
Apr 6, 2009 12:22:08 AMPDT Motificatior SDP-25034 There are botal 1 registered User Messaging Drivers. Driver{s): 1, n: Farm_soa_bam_em_dc soa_serverl-c
Apr 6, 2009 12:22:16 AMPDT Motification ADF Config instance implementation: oracle, adf.share.config, MDSConfigFactory s0a_serverl-i

Apr 6, 2009 1:10:27 &M FDT
Ank AL 2009 11027 AM POT
<

Motificatiol ADFC-54008  ADFc: Initializing ADF Page Lifecycle For the J5F environment, LifecvcleContextBuilder is 'oré soa_server 1-0

Matificating ANFC-50011 ADFe: Canfionration narameter adf-srone-ha-sonnoek sqF Fabroe ana serverl-ro0

1 Total Rows : 31
F

=l Apr 6, 2009 12:21:48 AM PDT {Motification}

Message ID SDP-25105 Host stbow13-3
Message Level 1 Hosk IP Address 152.68.199.15
Relationship ID 0 User  <ananymaus =

Argument 1 TOPLIMK
Component soa_serverl
Module oracle.sdp.messaging.engine.store
Message Initializing Messaging Store in TOPLIMK mode.

Thread I [ACTIWE].ExecuteThread: '2' For queue:
“weblogic, kernel. Default (self-tuning)’

ECID 0000I1udUuliCgoadyayEyYL19qQIU000004

You can view log information or download the log.

25.2.1 Configuring Logging

Use Enterprise Manager to configure log levels.

Figure 25-9 Configuring log levels

ORACLE Enterprise Manager 11g Fusion Middieware Control
EfiFarm~ | & Topology

Setup = Helpv LogOut

B~ 1} usermessagingserver @ Logged in as weblogic|

=1 53 Farm_soa_bam_em_domain

[@] user Messaging Service » Page Refreshed Apr £, 2003 7:57:50 &M FDT 02

# [ Application Deployments
# [ 504

# [ weblogic Domain

# [ Metadata Repositories
=) [ User Messaging Service

Log Configuration ~
Use this page to configure basic and advanced log configuration settings.

Log Levels | LogFies

[@] usermessaginadriver-emal (soa_server1)
[@] usermessagingdriver-smpp {soa_server1)
@ usermessagingdriver-voicexml (soa_serverl)
[@] usermessaginadriver-worklist (soa_server1)
[&] usermessagingdriver-xmpp (soa_servert)
[C] lusermessagingserver (soa_serverl)

This page allows you ko configure the log lewel For bath persistent loggers and active runtime loggers, Persistent loggers are [oagers that are saved Apply || Revert
in a configuration file and become active when the component is started, The log levels For these loagers are persisted across component reskarts,  ———
Runtime loggers are aukomatically created during runtime and become active when a particular feature ares is exercised, For example,
oracle.j2ee.ejb.deployment Logger is & runkime logger thak becomes active when an EJ6 moduls is deployed. Log levels For runtime lnggers are not
persisted across compansnt restarts,
View | Runtime Loggers v
Search | All Cateqories 2 ®
gy e Oracle Diagnostic Logging Level Qava | Persistent Log Level State

Level)

i oracle.sdp.messaging NOTIFICATION:1 (INFO) [Inherit % od-handler

For each logger, set the notification level.
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Figure 25-10 Select notification level

LUY LEYEIS LUy rists

This page allows vou to configure the log level For both persistent loggers and active runtime loggers, Persistent loggers are loggers that are saved in a conf
—omponent is started, The log levels For these loggers are persisted across component restarts, Runtime loggers are automatically created during runtime ar
s exercised, For example, oracle.j2ee. ejb.deplovment. Logger is a runtime logger that becomes active when an EJE module is deployed. Log lewels For runtin
-eskarks,

Yiew | Runtirme Loggers bt

Search @

Oracle Diagnostic Logging Level (Java

Logger Name Level) Log File

51 oracle. sdp.messaging NOTIFICATION: 1 (INFO) [Inherit | 2 ftandler

oracle.sdp.messaging. benchmark MOTIFICATION: 1 {IMFO) [Inherit + icllsl'_g‘;?nd;?;

[ aracle.sdp.messaging.clisnt MOTIFICATION: 1 (IMFC) [Inhetit v :?;Z‘;‘:ﬂd;?;

oracle.sdp.messaging.driver. base MOTIFICATION: 1 {TMFO) [Inherit |+ fwcllsl-'gl‘;?nd;?;

oracle.sdp. messaging.driver base {MOTIFICATION: 1 (INFO) [Inherit& Eﬂ__ﬁi:dl?;

INCIDENT_ERROR:1 (SE‘\I'ERE+ZED) .

oracle.sdp.messaging driver, dispatcher ERROR:1 {SEVERE) X -

e (T [MOTIFICATION: 1 {INFO) [Inherited from parent] |

oracle.sdp.messaging.driver . email MOTIFICATION: 1 (INFOY) e

MOTIFICATION: 16 (CONFIG) i

: N TRACE:1 (FINE) r

[+ aoracle.sdp.messaging.driver . managemeant TRACE: 18 (FINER) n

As a result of your configuration actions, notifications appear according to your
specification.

Figure 25-11 Viewing log files

{} usermessagingserver @ Logged in a5 weblogic|
User Messaging Service + Page Refreshed Apr 6, 2009 8:05:21 AM PDT [ W]

Log Messages > Log Files = Wiew Log File: soa_server1-diagnostic.log
View Log File: soa_serverl-diagnosticlog Wiew | Maroal Refresh w

Mame  fscratchfocmsuserfOraclefMiddlewarefuser _projects/domains/soa_bam_em_domain, P Log Type Server
servers/soa_serverlflogs/soa_serverl-diagnostic.log e Size (KE) 293.33
Lask Modified Apr 6, 2009 7:18:18 AM PDT

Date RANSE | Time Inkerval w|  StartDate |4/6/03 12:18 AM B EndDate |4/6/00 12:25 AM By | ([)Search

Wigw w View Related Messages |+

Time 57 Message Type Message ID Message

Apr 6, 2009 12:22:05 AM PDT Maotification TopLink, version: Oracle TopLink - 11g Release 1 (11.1.1,1.0) {Build 090304) -~
Apr 6, 2009 12:22:05 AM PDT Motification Server: Weblogic Server 10.3.1.0 Sun Mar § 21:45:15 MDT 2009 1199350
Apr 6, 2009 12:22:06 AM PDT Motification messaging_store login successful
Apr 6, 2009 12:22:08 AM PDT Motification  SDP-25034 There are kokal 1 registered User Messaging Drivers, Driver(s): 1, ni Farm_soa_bam_em_domair
Apr 6, 2009 12:22:10 AM PDT Motification  SDP-2e007 Received inbound queue info From messaging engine: [Queuelnfo[QueueConnectionFactory IND
Apr 6, 2009 12:22:16 AM FOT Motification ADF Config instance implementation: oracle. adf.share. config. MDSConfigFactary
Apr 6, 2009 12:22:18 AM PDT Motification Read metric configuration file "fscratchfocmsuserfOracle/Middlieware/user_projectsfdomains/sos
Apr 6, 2009 12:22:19 AM POT Motification DM3-50982: Registered metric rules "server-oracle_eps_server-11.0.xml", w

1 Tokal Rows : 204

Fy

=l Apr 6, 2009 12:22:05 AM PDT {Notification)

Message Level 1 Host  stecutl9-3
ECID 0000I1uJUulCgaddvayEY 1 199QIU000004 Host IP Address 199.68.199,19
Relationship ID 0 User  «<anonymous =
Component  soa_serverl Thread I [ACTIYE].ExecuteThread: '2' for gueus:

Module  oracle, toplink, def aulk ‘weblogic.kernel.Def ault (self-tuning)’

Message Toplink, version: Cracle TopLink - 11g Release 1 {11,1.1,1.0) {Build 090304)
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Figure 25-12 Error messages

ERg {} usermessagingserver @ Logged in as weblogic|
= £ Fam_sos _bam_em_domzin User Messaging Service + Page Refreshed Apr &, 2009 8:07,28 AM 0T 0
[ Application Deplayments
£ 508 Log Messages = Log Files > View Log Fils: sos_server1-diagnostic.log
£ WebLogic Domain View Log File: soa_serverl-diagnostic.log View | Manual Refresh
[ Metadsta Repositories Mame jscratchjocmsuserfOracleiMiddleware/user_projects/domainsisaa_bam_em_damaing | oo Log Type Server
= [ User Messaging Service serversfsoa_serverl/logsfsoa_server 1-diagnostic.log e Size (KE) 29333
(%] usermessagingdriver-email (soa_server) Last Modifisd Apr 6, 2009 7:18:18 AM POT

@ usermessagingdriver-smpp (s0a_serverl)

Dake Range
[#] usermessagingdriver-voicexml (soa_servarl)

Time: Interval % Start Dake | 4/8(09 12116 AM B EndDate | 4j6f09 12:25 AM Fy | (Dsearch

(%] usermessagingdriver-worklist (soa_server1)

[#] usermessagingdriver-xmpp (soa_serverl) View v | Vigw Related Messages |+
[2] usermessagingserver (soa_server1) Time A7 Message Type Message ID Message
AR Uy LUuZ ALz AL L -z AIEE LTS 100 L1 S0, U1 1T 9110 1S53 U i 11V ) SO B SIS 1S S
Apr 6, 2009 12:19:10 AM PDT Error SDP-26160 SMPP Driver nok configured, Configure and restart this driver, Required Properties: SmsAccountl
Apr 6, 2009 12:19:13 AM PDT Error SDP-26360 WoiceXML Driver not configured, Configure and restart this driver, Required Properties: YoiceML:
! Apr 6, 2009 12:19:168 AM PDT ‘Warning SDP-26024 Reagistration of driver Email-Driver did nok complete; will retry periodically until messaging server r
Apr 6, 2009 12:19:22 AMPDT  Notification Application [soa-infra] is being deployed, start policy migration. R
1 Total Rows : 204

ElApr 6, 2009 12:19:10 AM PDT (Error}

Message [0 SDP-26160 Me
Message Level 1

ECID 0000Tiulo~MCgoATayEy 1 15q2U000001 Hast IF Adc
Relationship ID 0

Component  soa_server] Threz

Message SMPP Driver not configured. Configure and restart this driver . Required Properties: Smsfccountld, SmsServerHost, TransmitterSystemld, ReceiverSystemld, Trans

25.3 Metrics and Statistics

The performance of your applications is reflected in metrics and statistics. When you
select the Performance Summary for a driver, the Performance Summary page
appears.

Figure 25-13 UMS metrics

{} usermessagingserver @ Logged in a5 weblogic|

User Messaging Service « Page Refreshed Apr £, 2009 8112115 AM PDT e

Performance Summary @@=
Past 15 minutes 15 minutes D> Slider (3

View =  Overlay = Show Metric Palette

1.0
LS 08 W Sending Throughput
0& EMAIL Sending
= 04 u Thirougkipt
EME Sending
o 0.z Throughput
< o0
1.0
i x
@ 08 W Receiving Throughpit
1
0.E
= 04 - ﬁ\:lAM_ ﬁecmeiving
o 0.2 FoLghp "
= 0o SMS Receiving
0501 Ak 0503 05:05 0s:07 0509 0511 0513 0&:15 Throughput

Many metrics are available for capture and display, but in order to get the most
valuable, focused information, use Metric Palette. Click Show Metric Palette to display
the Metric Palette. Choose the metrics in which you are most interested. As you select
or deselect metrics from the palette, the metrics display is automatically updated.
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Figure 25-14 Metrics Palette

Error Ratio for Sent EMAIL ~ 3
[ ] Messages Metric Palette Search
Error Ratio for Sent SMS =1 I_:l usermessagingser\fer
Messages .
r_—l Datasource Metrics
02:51 [T E38 Module Mekrics

(71 E3B Transaction Metrics
[[7) Message Counts

Error Ratio for Received
| =3 Message Lakency and Through
Messages
] Eirgsosrapé?atsm for Received EMAIL Error Ratio For Received Me
Error Ratio for Received SME Error Ratio For Sent Messac
HIESS SRS |:| Receiving Latency
Receiving Throughput
] Sending Latency
7 )
WM Sending Throughput Sending Throughput
=3 Messaging Delivery Type
» EMAIL Receiving Throughpt
EMAIL Sending Throughput
k Error Ratio For Received EM

[IError Ratio for Received IM
Error Ratio for Received S
[ Errar Ratio for Received o
0z2:51 [IErrar Ratio For Received Wi
Error Ratio For Sent EMAIL |
[Table Yiew] [IError Ratio For Sent IM Mes
Error Ratio For Sent SMS Me
[l Error Ratio for Sent YOICE
[ Error Ratio For Sent WoORKL

i Receiving Throughput

P essages Sent Successfully
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Managing Oracle User Messaging Service

This chapter describes how to manage Oracle User Messaging Service.
This chapter includes the following topic:

= Section 26.1, "Deploying Drivers"

= Section 26.2, "Undeploying and Unregistering Drivers"

26.1 Deploying Drivers

When you install Oracle UMS, pre-installed drivers are included (Email, XMPP, SMPP,
and VoiceXML). Of these, only the Email driver is deployed to the WebLogic Server.
To deploy the others, target that driver to the WebLogic Server (using WebLogic
Administration Console, or you can target the drivers when creating or extending the
domain using the Oracle Fusion Middleware Configuration Wizard).

The Worklist driver must be deployed to a SOA Server if you want to make use of the
UMS integration with Worklist. Because this integration involves multiple JEE

applications and a SOA composite, there is a special extension template you must use
to enable this feature in one step. See Install the Worklist Driver for more information.

You can deploy additional drivers in a variety of ways using: WebLogic Server
Administration Console, Oracle Enterprise Manager, WLST commands, and through
the Oracle Fusion Middleware Configuration Wizard.

Note: To deploy two or more driver instances of a particular driver
EAR, you must use the custom deployment plan templates available
at SORACLE_HOME/communications/plans. See Using Oracle
Enterprise Manager to Deploy Drivers for instructions on deploying
drivers using Oracle Enterprise Manager.

26.1.1 Using WebLogic Server Administration Console

Use WebLogic Server Administration Console to deploy drivers.

1. In the Domain Structure region of the console, click Deployments. The Home page
for Deployments appears.
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Figure 26-1 Deployments

ORACLE" WeblLogic Servera Administration Console

welcome, weblogic Connected to: base_domai

Change Center

Home =Summary of Deployments

View changes and restaris

Mo pending changes exist, Click the
Release Configuration button to
allowy others to edit the domain.

Home Page

Information and Resources

Lock & Edit Helpful Tools

> Configure applications
* Recent Task Status

nfiguration

> Setyourconsole preferences

Domain Structure

hase_darnain Domain Configurations

BI-Environrment

t--Deployments Domain
Bl-Services L} & Dornain
t--Security Realms

B-Interoperability

E-Diagnostics Environment

2. Under Deployments, click Install.

Figure 26-2 Install

TLOTESLIEN J THEW G P ETCSELUUTT UT TTI0aUiE U OQERIOYTTIRTIL I LT ELS 1L
Domain Structure

base_damain
BI-Environrment
t--Deployments
BF-Services
—-Security Realms

B-Interoperability
H-Diagnostics

B Customize this table

Deployments

Jpdate | Delete || Start Vl Stop Vl

Name

O
O | e adf.oracle.domaing1.0,11.1.1.0.0)
]

‘E-Iadf.uracle.dnmain.webapp(1 0111110

. = DMS Application

The Install Application Assistant appears. Use this page to locate the application
you want to deploy.

3. Enter the path to your file.

26-2 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite



Deploying Drivers

Figure 26-3 Install Application Assistant

Path: fscratchfpangulofview_storage/pangulo_DCTO? work/middlewarefas]1gr sos/communicationsfapplicatic

Recently Used Paths: Iscratchipanguloiview_storage/pangulo_OCTO7workimiddlewarefas11grl soafcommunications
fapplications
Iscratchipanguloiview_storage/pangulo_OCTO7workimiddlewarefas11grl soafcommunications
Isamples
Current Location: ratratch .us.oracle.com § scratch F pangula Iviex%storage Tpangulo_OCTO7 fwark § middleware Fas11arisoa d
cammunications f applications

o (] sca_sdg

(ORT; ] sdpmessagingdriver-benchmark.ear

a-worklist-c posite_rev1.0.jar

(O] sdpmessagingdriver-email.ear
(O, ] sdpmessagingdriver-proxy.ear
ORI, sdpmessagingdriver-smpp.ear
O@ sdpmessagingdriver-voicexml.ear
O@ sdpmessagingdriver-worklist.ear
(O, ] sdpmessagingdriver-xmpp.ear
O@ sdpmessagingsca-ui-worklist.ear
(O, ] sdpmessagingserver.ear

(O, sdpmessagingtoolkit.ear

4. Click Next. You are asked to choose the targeting style.

Figure 26-4 Targeting style

Install Application Assistant

| |

Choose targeting style

Targets are the servers, clusters, and virtual hosts on which this deployment will run. There are several ways you can target an application
(®) Install this deployment as an application
The application and its components will be targeted to the same locations. This is the most commaon usage.

() Install this deployment as a library

Application libraries are deployments that are available far ather deployments to share. Libraries should be available on all ofthe targets running
their referencing applications.

| |

5. Use the Default (Install this deployment as an application). A Summary page
appears.
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Figure 26-5 Summary page

Install Application Assistant

=,

You can modify these settings or accept the defaulits

Optional Settings

General

What do you want to name this deployment?

Name: sdpmessagingdriver-smpp

Security

What security model do you want to use with this application?

(%) DD Only: Use only roles and policies that are defined in the deployment descriptors.

6. Accept the settings. You can change setting here, but it is recommended that you
accept the settings as they are. Click Finish. A Confirmation page appears.

Figure 26-6 Confirmation page
Record iHelp [ | |EEA

Wislocome, weblogic Connected to: base_domain ¢ Home §L0g ot EPI’ET’EI’EI’]CES

Change Center

Home =Surmmary of Deployments
View changes and restarts
o Messages

Fending changes exist. They must

b activated to take effect. B The deployment has been successfully installed.

Edvou must also activate the pending changes to commit this, and other updates, to the active system.

Undo &ll Changes Summary of Deployments

7. In order for your deployment to be complete, you must activate your changes, so
click Activate Changes.

Figure 26-7 Activate changes

Change Center

View changes and restarts

Pending changes exist. They must
he activated to take effect.

A final confirmation appears.
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Figure 26-8 Final confirmation

- - e e e

Change Center

Home =Surnmary of Deployments

View changes and restarts Messages

Click the Lock & Edit button to modify, _
add of delate items in this domain. E Al changes have heen activated. Mo restarts are necessary.

Summary of Deployments

Control

26.1.2 Using Oracle Enterprise Manager to Deploy Drivers
Follow these steps to deploy drivers using Oracle Enterprise Manager.

1. Retrieve a deployment template (for example: ORACLE_
HOME/communications/plans)

2. Copy the plan to a location of your choice (to the same directory or any other
directory).

3. Edit the plan:

Replace DriverDeploymentName with whichever name you want to use (ensure you
replace all instances of the name).

Replace DriverShortName with any name you like.
4. Start Oracle Enterprise Manager.
5. Enter the location of the .ear file (Figure 26-9).
6. Enter the location of the Deployment Plan (Figure 26-9).

Figure 26-9 Deploying UMS Drivers using Oracle Enterprise Manager

ORACLE Enterprise Manager 11g Fusion Middleware Control

@ AdminServer (orade WeblLagic Server) @ : Deploy
Oo——a0

Select Archive Select Target  Application Attributes  Deplovment Settings
Select Archive @)

Specify the application or the exploded directary, Optionally vou can specify a deployment plan,

Archive or Exploded Directory

Jawa EE archive, web Modules {WaR files), EJE Modules (EJB JAR files) and Resource Adapter Modules (RAR files) can be deployved. You can
also deploy an exploded archive that is present on the server where Enterprise Manager is running.

() Archive is on the machine where this web browser is running,

Browsze..

facratchioracle/middliewars/as 1 1gr1s0a) communications) applications{sdprmessagingdriver-email, ear

(%) Archive or exploded directary is on the server where Enterprise Manager is running.

Deployment Plan

The deplovment plan is a file that contains the deployment settings For an application, You can use a previously saved deployment plan For this
application.Later in the deployment process, you can optionally edit the deplovment plan and save it For a future deplovment of this

application, If wou do nok have a deployvment plan, one will be created automatically during the deplovment process when deployment
configuration is done.

() Create a new deployment plan when deployment configuration is done.
() Deployment plan is on the machine where this web browser is running,

Browse..

Jscratchioracle/middliewarefas 1 1gr1soa)communications plansusermessagingdriver-email2_Plan, xml

() Deployment plan is on the server where Enkerprise Manager is ranning.
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The Select Target screen appears.

Figure 26-10 Select Target screen

ORACLE Enterprise Manager 11g Fusion Middl Control Help ~
domain2 (oracle WeblLogic Domain) @ : Deploy (]
= () =]

Select Archive Select Target Application Attributes  Deployment Settings

Select Target Cancel || Back | Stepzaof 4 | Mext

Select the WeblLogic server or cluster that wou want this application to be deploved ko,

Select Mame Type Deployed Applications
F AdminServer Oracle WeblLogic Server M3 Application#11.1.1.1.0, wsil-wls
Agadapter, FrpaAdapter, usermessagingdriver-email, JmsAdapter, OracleAppsadapter, DMS
0 s serverl Oracle Weblogic Server Application#11.1.1.1.0, SocketAdapter, FileAdapter, MQSeriesadapter, usermessagingdriver-email2,

usermessagingdriver-im2, usermessagingserver, Dbadapter, b2bui, soa-infra, worklistapp, wsil-wls,
OracleBamAdapter, wsm-pm

7. Select the SOA target.

8. Enter an application name in the Application Attributes screen. The application
name must exactly match the string used for DriverDeploymentName (in Step 3
above) which is provided in the Deployment Plan. If it does not, the deployment
and activation fails. The Deployment Setting screen appears.

Figure 26-11 Deployment Settings screen

domain2 (oracle WeblLogic Domain) @ : Deploy (]
(=] (=] =) 3
Select Archive Select Target  Application Attributes  Deployment Settings
Deployment Settings Cancel || Back | Stepdof 4 | Deplay
Archive Type Java EE Application (EAR File) Application Mame  usermessagingdriver-email2
Archive Location  fscratchforaclefmiddleware/as11gr1soa/communications/applications Wersion Mok versioned

Isdpmessagingdriver-email ear
Deployment Plan fscratchioraclefmiddlewarefas1 1gr 1 soafcommunications/plans
lusermessagingdriver-emailz_Plan.xml
Deployment Target soa_serverl

Context Rook sdpmessagingdriver,l’email-mbeanlifecwe

Deployment Mode  Distribute and start application {servicing all
requests)

Deployment Tasks
The table below lists common tasks that you may wish to do before deploving the application,

Marme Go To Task Description
Configure Web Modules / Configure the web modules in your application,
Configure EJBs / Configure the Enterprise Java Beans in your application,
e Fir e Arlic abine, S ik A Bl e L [ TY— Y Sy g i kb e ik b i

+ Deployment Plan

9. Click Deploy. The Deployment Completed screen appears.
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Figure 26-12 Deployment Completed screen

iy, Deployment Completed [ .

Deployment of Application "usermessagingdriver-email2" is completed. However an error occurred while starting the application on one or more
targets.

ehen an application Fails o start during deplovment, it is bypically due ko the server not being started. When an application is not started, the state is "Mew". Applications in
the "Mew" state are not discovered by Enterprise Manager, and therefore will not appear in the target navigator tree, Once the application is started, it will appear in the
karget navigatar kree,

Ij;l To configure and manage the application "usermessagingdriver-emailz", use the Oracle Weblogic Server Administration Console,

Summary
Yersion Mot wersioned
Deployved Archive Location fscratchforaclefmiddleware/as1 1gr 1soafcommunications/applications/sdpmessagingdriver-email ear

Archive Type Java EE Application (EAR. file)

Deployment Mode  Distribute and start application {servicing all requests)

Deployment Target soa_serverl

Application States MNew {soa_serverl) k

Context Root  sdpmessagingdriverfemail-mbeanlifecycle

Hide Progress Messages

[Thu Feb 19 14:40:22 PST 2009] Initiating deploy operation ...

[Thu Feb 19 14:40:22 PST 2009] Archive: Jscratchforacle/middieware)as 11 gr 1soafcommunications)applications/sdpmessagingdriver-email .ear

[Thu Feb 19 14:40:22 PST 2009] Deployment plan: fscratchyioracle/middlieware/as1 1gr1 soafcommunications,/plansfusermessagingdriver-emailz_Plan. xml

[Thu Feb 19 14:40:25 PST 2009] [Deplover: 149195 Deployrient of application 'usermessagingdriver-email2’ has been deferred since 'soa_serverl' is unavailable
[Thu Feb 19 14:40:25 PST 2009] [Deplover: 149034140 exception occurred For task [Deplover: 149026 ]deploy application usermessagingdriver-emailz an
soa_serverl.: .

[Thu Feb 19 14:40:26 PST 2009] Deploy operation completed.

Close

10. To see the result (driver deployed), start the SOA Server.

26.1.3 Using WLST Commands

You can deploy drivers using the WLST command deployUserMessagingDriver.

26.1.3.1 deployUserMessagingDriver
Command Category: UMS

Use with WLST: Online

26.1.3.1.1 Description deployUserMessagingDriver is used to deploy additional
instances of user messaging drivers.

Specify a base driver type (for example: email, xmpp, voicexml, and others) and a
short name for the new driver deployment. The string usermessagingdriver- is
prepended to the specified application name. Any valid parameters for the deploy
command can be specified, and is passed through when the driver is deployed.

26.1.3.1.2 Syntax deployUserMessagingDriver (baseDriver, appName, [targets],
[stageMode], [options])

Argument Definition

baseDriver Specifies the base messaging driver type.

Must be a known driver type, such as 'email’, ‘proxy’, 'smpp’,
'voicexml', or 'xmpp'.

appName A short descriptive name for the new deployment. The specified
value is prepended with the string usermessagingdriver-
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Argument Definition
targets Optional. Additional arguments that are valid for the deploy
command can be specified and is passed through when the new
stageMode . .
driver is deployed.
options

26.1.3.1.3 Examples To deploy a second instance of an email driver with name
myEmail.

wls:/base_domain/serverConfig> deployUserMessagingDriver (baseDriver='email',
appName="myEmail')
To deploy a second instance of an email driver, specifying deployment targets.

wls:/base_domain/serverConfig> deployUserMessagingDriver (baseDriver='email’,
appName='email2', targets='serverl,server2')

26.1.4 Using the Oracle Fusion Middleware Configuration Wizard

To install the SMPP, XMPP and VoiceXML drivers, extend the domain using the
extension template available at SORACLE_
HOME/common/templates/applications/oracle.ums.drivers_template_
11.1.1.jar.

To extend a domain using Oracle Fusion Middleware Configuration Wizard:

1. Launch Oracle Fusion Middleware Configuration Wizard (SORACLE_
HOME/common/bin/config.sh or %ORACLE_
HOME%\common\bin\config.cmd).

Select the Extend an existing WebLogic domain option.
Select the desired domain directory containing UMS.

Select the Extend my domain using an existing extension template option.

a & 0N

Click Browse, and navigate to SORACLE_
HOME/common/templates/applications

o

Select oracle.ums.drivers_template_11.1.1jar

7. Complete the remaining steps of the Oracle Fusion Middleware Configuration
Wizard, and remember to target the required drivers to the desired WebLogic
servers and/or clusters.

8. Restart the appropriate WebLogic servers.

26.2 Undeploying and Unregistering Drivers

Since Messaging Drivers are standard JEE applications, they can be undeployed from
the Oracle WebLogic Server using standard Oracle WebLogic tools such as the Admin
Console or WLST.

However, since the UMS server keeps track of the messaging drivers that have been
registered with it in a persistent store (database), this registration must be cleaned in a
separate step using a run time MBean exposed by the UMS server. The procedure to
do this from Oracle Enterprise Manager is as follows:

1. Ensure the UMS server is available.
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domain.

usermessagingserver:

In Oracle Enterprise Manager, select any usermessagingserver target in the

From the target's menu, select System MBean Browser.

In System MBean Browser, locate the ComponentAdministration MBean of

Expand the folder com.oracle.sdp.messaging > Server (such as Server: soa_serverl) >
SDPMessagingrun time > ComponentAdministration.

a. Click the Operations tab.
b.
Click Invoke.

o

e

Invoke the operation listDriverInstances.

Click the operation listDriverInstances.

Identify and copy the name of the driver you want to unregister. (for example:

/Farm_soa_bam_ domain/soa_bam_ domain/soa_
serverl/usermessagingdriver-email:oracle_
sdpmessagingdriver_email#Email-Driver)

Figure 26-13 Listing Driver Instances
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B [ SDPMessagingRuntime
® ComponentAdministration

[0 Metadata Repositaries
[=) [ User Messaging Service
usermessagingserver (bam_serverl)
o . MEzan Name
usermessagingserver (soa_serverl
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Return Type
Return Value

B C1 Data

name
name

@ Messagefdministration
(1 oradle. adf share. config
[ oracle. as.soainfra.bpel
(1 oradle. as.soainifra.canfig
[ oracle. as.ti
[ oradle.bam,commen
[ oracle.bam server <
3 oradle.bam.web

6. Click Return.
7.

a.

Operation: listDriverInstances

Operation sxacuted successfully,

Invoke Return

com.oracls. sdp. messaging:name=ComponentAdminist ation,Location=s0a_ssrver1,
type=SDPMessagingRuntime

listDriverInstances

List of Messaging Driver Instances

Array of javax.management.openmbean. CompositeData

Key Element

= L Element_0

Farm_sos_bam_domainjsoa_bam_domain/sos_server! fussrmessagingdriver-
email-oracle_sdpmessagingdriver_emaib#Email-Driver

= I Element_1

Farm_sos_bam_domainjsoa_bam_domain/bam_server1/u

emailioracle_sdpmessagingdriver_email#Email-Driver

Invoke the operation unregisterDriverInstance with the desired driver name.

b.

Click the operation unregisterDriverInstance.

Paste the driver name in the Value field (for example: /Farm_soa_bam_
domain/soa_bam_domain/soa_
serverl/usermessagingdriver-email:oracle_
sdpmessagingdriver_email#Email-Driver).

Click Invoke.

Managing Oracle User Messaging Service 26-9



Undeploying and Unregistering Drivers

Figure 26-14 Unregistering a Driver Instance
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[ oracle.bam.common
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8. Check the confirmation dialog for success.

This completes the unregistration of the specified driver from the UMS server and it is
no longer used in future message delivery.
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Part X

Administering Oracle Adapters

This part describes how to administer Oracle Adapters.
This part includes the following chapters:

s Chapter 27, "Configuring Oracle JCA Adapters"

»  Chapter 28, "Monitoring Oracle JCA Adapters"

»  Chapter 29, "Managing Oracle JCA Adapters"






27

Configuring Oracle JCA Adapters

This chapter describes how to configure Oracle JCA Adapters.

This chapter includes the following topics:

Section 27.1, "Searching for Rejected Messages for an Inbound Adapter”
Section 27.2, "Deleting Rejected Messages for an Inbound Adapter”

Section 27.3, "Searching for Faults for an Outbound Adapter"

Section 27.4, "Configuring the End Point Properties for an Inbound Adapter”
Section 27.5, "Configuring the End Point Properties for an Outbound Adapter"

27.1 Searching for Rejected Messages for an Inbound Adapter

Use the Search feature to search for faults and rejected messages for an inbound
adapter.

To search for faults and rejected messages for an inbound adapter:

1. Navigate to the SOA composite application by using either of the following
options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Click Home. 1. Under soa-infra, click a specific SOA
The SOA Infrastructure page is composite application.
displayed. The SOA Composite home page is
2. Click the Deployed Composites tab. displayed.
. . 2. Click the inbound adapter (service) from
The I.ISt (.)f deP loyed composite the Services and References section in the
applications is displayed. ioh
right panel.
3. In the Composite section, click a . ..
specific SOA composite application. The Service Home page is displayed.
The SOA Composite home page is
displayed.
4. Click the inbound adapter (service)
from the Services and References
section in the right panel.
The Service Home page is displayed.
2. C(Click the Faults and Rejected Messages tab.
3. Enter any or all of the following search criteria:
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5.

s Error Message Contains
Enter any part of the error message text.
= FaultID
Enter the ID of the fault.
= Fault Time From
Enter the lower limit of the time when the fault could have occurred.
s Fault Time To
Enter the upper limit of the time when the fault could have occurred.
s Composite Instance ID
Enter the ID of the composite.
»  Fault Type
Select a type from the list of faults available.
Click Search to start the search operation.
The fault or rejected message matching the criteria you specified is displayed.

Click Reset to reset the search criteria.

For more information about configuring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

27.2 Deleting Rejected Messages for an Inbound Adapter

You can directly delete rejected messages from the database by specifying a search
criteria.

To delete rejected messages for an inbound adapter:

1. Navigate to the SOA composite application by using either of the following
options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Click Home. 1. Under soa-infra, click a specific SOA
The SOA Infrastructure page is composite application.
displayed. The SOA Composite home page is

2. Click the Deployed Composites tab. displayed.

. . 2. Click the inbound adapter (service) from

The I.ISt Qf deP IOYEd composite the Services and References section in the
applications is displayed. right panel

3. In the Composite section, click a . g
specific SOA composite application. The Service Home page is displayed.
The SOA Composite home page is
displayed.

4. Click the inbound adapter (service)
from the Services and References
section in the right panel.
The Service Home page is displayed.

2. Click the Faults and Rejected Messages tab.

3. Click Delete Rejected Messages....
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The Delete: Rejected Messages dialog is displayed.

4. Specify a selection criterion for deleting rejected messages directly from the
database, and then click Delete.

Note that to delete a fault, you must delete the associated composite instance from the
Instances page.

For more information about configuring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

27.3 Searching for Faults for an Outbound Adapter
Use the Search feature to search for faults for an outbound adapter.
To search for faults for an outbound adapter:

1. Navigate to the SOA composite application by using either of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed. The SOA Composite home page is

2. Click the Deployed Composites tab. displayed.

2. Click the outbound adapter (reference)
from the Services and References section in
the right panel.

The list of deployed composite
applications is displayed.

3. In the Composite section, click a

specific SOA composite application. The Reference Home page is displayed.

The SOA Composite home page is
displayed.

4. Click the outbound adapter (reference)
from the Services and References
section in the right panel.

The Reference Home page is displayed.

2. Click the Faults tab.
3. In the Search section, enter any or all of the following search criteria:
s Error Message Contains
Enter any part of the error message text.
= FaultID
Enter the ID of the fault.
s Fault Time From
Enter the lower limit of the time when the fault could have occurred.
s Fault Time To
Enter the upper limit of the time when the fault could have occurred.
s Composite Instance ID
Enter the ID of the composite.
= Fault Type
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Select the type of the fault from the list of types available.
4. Click Search to start the search operation.
The fault matching the criteria you specified is displayed.
5. Click Reset to reset the search criteria.

For more information about configuring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

27.4 Configuring the End Point Properties for an Inbound Adapter

This section describes how to configure the end point properties for an inbound
adapter. It includes the following topics:

= Section 27.4.1, "Editing a Predefined Property for an Inbound Adapter”
= Section 27.4.2, "Adding Predefined Properties for an Inbound Adapter"
= Section 27.4.3, "Creating a New Property for an Inbound Adapter"

= Section 27.4.4, "Deleting a Property for an Inbound Adapter”

= Section 27.4.5, "Reverting a Property Value for an Inbound Adapter"

27.4.1 Editing a Predefined Property for an Inbound Adapter

The properties of an adapter are usually defined in Oracle JDeveloper during design
time. However, it is possible edit the predefined properties at a later stage.

To edit a predefined property for an inbound adapter:
1. Navigate to the SOA composite application by using either of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed. The SOA Composite home page is

2. Click the Deployed Composites tab. displayed.

2. Click the inbound adapter (service) from
the Services and References section in the
right panel.

The list of deployed composite
applications is displayed.

3. In the Composite section, click a

specific SOA composite application. The Service Home page is displayed.

The SOA composite home page is
displayed.

4. Click the inbound adapter (service)
from the Services and References
section in the right panel.

The Service Home page is displayed.

2. Edit a predefined property:
a. Click Properties to see a list of the currently defined binding properties.
b. Select the property you want to edit.

c. Edit the value in the Value text box, and then click Save.
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You have edited a predefined property for an inbound adapter.

For more information about configuring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

27.4.2 Adding Predefined Properties for an Inbound Adapter

The properties of an adapter are usually defined in Oracle JDeveloper during design
time. However, it is possible to add properties at a later stage.

Note: Though the Properties tab list both endpoint and the binding
properties, you can only add endpoint properties.

To add a predefined property for an inbound adapter:

1. Navigate to the SOA composite application by using either of the following
options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Click Home. 1. Under soa-infra, click a specific SOA
The SOA Infrastructure page is composite application.
displayed. The SOA composite home page is

2. Click the Deployed Composites tab. displayed.

. . 2. Click the inbound adapter (service) from

The I.ISt Qf deployed composite the Services and References section in the
applications is displayed. right panel

3. In the Composite section, click a . ..
specific SOA composite application. The Service Home page is displayed.
The SOA composite home page is
displayed.

4. Click the inbound adapter (service)
from the Services and References
section in the right panel.
The Service Home page is displayed.

2. Add a predefined property:

Click the Properties tab to see a list of the currently defined binding
properties.

Click the Add button.

A new empty row is appended to the existing list of properties.
Click the Select Values icon in the Name field of the new row.
The Properties dialog is displayed.

Select a property that is valid for the particular adapter from the list of
properties, and then click OK.

Click Save.
You have added a predefined property for an inbound adapter.

For more information about configuring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.
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27.4.3 Creating a New Property for an Inbound Adapter

The properties of an adapter are usually defined in Oracle JDeveloper during design
time. However, it is possible to add new properties at a later stage.

To create a new property for an inbound adapter:

1. Navigate to the SOA composite application by using either of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed. The SOA Composite home page is

2. Click the Deployed Composites tab. displayed.

2. Click the inbound adapter (service) from
the Services and References section in the
right panel.

The list of deployed composite
applications is displayed.

3. In the Composite section, click a

specific SOA composite application. The Service Home page s displayed.

The SOA composite home page is
displayed.

4. Click the inbound adapter (service)
from the Services and References
section in the right panel.

The Service Home page is displayed.

2. Create a new property:

a. Click the Properties tab to see the list of the currently defined binding
properties.

b. Click the Add button.
A new empty row is appended to the existing list of properties.

c. Specify the property name and value in the Name and the Value fields of the
new row.

d. Click Save.
You have created a new property for an inbound adapter.

For more information about configuring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

27.4.4 Deleting a Property for an Inbound Adapter

You can delete only properties that you added from the predefined list of properties or
the ones that you newly created.

To delete a property for an inbound adapter:

1. Navigate to the SOA composite application by using either of the following
options:
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From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed. The SOA Composite home page is

2. Click the Deployed Composites tab. displayed.

2. Click the inbound adapter (service) from
the Services and References section in the
right panel.

The list of deployed composite
applications is displayed.

3. In the Composite section, click a

specific SOA composite application. The Service Home page is displayed.

The SOA Composite home page is
displayed.

4. Click the inbound adapter (service)
from the Services and References
section in the right panel.

The Service Home page is displayed.

2. Delete a property:

a. Click the Properties tab to see a list of the currently defined binding
properties.

b. Select the property you want to delete, and then click Delete.
A message asking you to confirm your action is displayed.

c. Click OK to confirm.

d. Click Save.
You have deleted a property for an inbound adapter.

For more information about configuring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

27.4.5 Reverting a Property Value for an Inbound Adapter

You can only revert the properties that you have changed. Also note that you can
perform the revert operation only on the existing property values and not on those
that you added from the predefined list of properties or the ones that you created.

To revert a property value for an inbound adapter:

1. Navigate to the SOA composite application by using either of the following
options:
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From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed. The SOA Composite home page is

2. Click the Deployed Composites tab. displayed.

2. Click the inbound adapter (service) from
the Services and References section in the
right panel.

The list of deployed composite
applications is displayed.

3. In the Composite section, click a

specific SOA composite application. The Service Home page is displayed.

The SOA Composite home page is
displayed.

4. Click the inbound adapter (service)
from the Services and References
section in the right panel.

The Service Home page is displayed.

2. Revert a property value for an inbound adapter:

a. Click the Properties tab to see a list of the currently defined binding
properties.

b. Select the property you want to revert, and then click Revert.
A message asking you to confirm your action is displayed.

c. Click OK to confirm.

d. Click Save.
You have reverted a property value for an inbound adapter.

For more information about configuring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

27.5 Configuring the End Point Properties for an Outbound Adapter

This section describes how to configure the end point properties for an outbound
adapter. It includes the following topics:

» Editing a Predefined Property for an Outbound Adapter
» Adding a Predefined Property for an Outbound Adapter
»  Creating a New Property for an Outbound Adapter

= Deleting a Property for an Outbound Adapter

= Reverting a Property Value for an Outbound Adapter

27.5.1 Editing a Predefined Property for an Outbound Adapter

The properties of an adapter are usually defined in Oracle JDeveloper during design
time. However, it is possible to edit the predefined properties at a later stage.

To edit a predefined property for an outbound adapter:

1. Navigate to the SOA composite application by using either of the following
options:
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From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed.
2. Click the Deployed Composites tab.

The SOA Composite home page is
displayed.

2. Click the outbound adapter (reference)
from the Services and References section in
the right panel.

The list of deployed composite
applications is displayed.

3. In the Composite section, click a

specific SOA composite application. The Reference Home page is displayed.

The SOA Composite home page is
displayed.

4. Click the outbound adapter (reference)
from the Services and References
section in the right panel.

The Reference Home page is displayed.

2. Edit a predefined property:

a. Click the Properties tab to see a list of the currently defined binding
properties.

b. Select the property you want to edit.
c. Edit the value in the Value text box, and then click Save.
You have edited a predefined property for an outbound adapter.

For more information about configuring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

27.5.2 Adding a Predefined Property for an Outbound Adapter

The properties of an adapter are usually defined in Oracle JDeveloper during design
time. However, it is possible to add predefined properties at a later stage.

To add a predefined property for an outbound adapter:

1. Navigate to the SOA composite application by using either of the following
options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed.
2. Click the Deployed Composites tab.

The list of deployed composite
applications is displayed.

3. In the Composite section, click a
specific SOA composite application.
The SOA Composite home page is
displayed.

4. Click the outbound adapter (reference)
from the Services and References
section in the right panel.

The Reference Home page is displayed.

The SOA Composite home page is
displayed.

Click the outbound adapter (reference)
from the Services and References section in
the right panel.

The Reference Home page is displayed.
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2, Add a predefined property:

a.

Click the Properties tab to see a list of the currently defined binding
properties.

Click the Add button.

A new empty row is appended to the existing list of properties.
Click the Select Value icon in the Name field of the new row.
The Properties dialog is displayed.

Select a property that is valid for the particular adapter from the list of
properties, and then click OK.

Click Save.
You have added a predefined property for an outbound adapter.

For more information about configuring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

27.5.3 Creating a New Property for an Outbound Adapter

The properties of an adapter are usually defined in Oracle JDeveloper during design
time. However, it is possible to add new properties at a later stage.

To create a new property for an outbound adapter:

1. Navigate to the SOA composite application by using either of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is

composite application.

displayed. The SOA Composite home page is

2. Click the Deployed Composites tab.

The list of deployed composite
applications is displayed.

3. In the Composite section, click a
specific SOA composite application.

displayed.

2. Click the outbound adapter (reference)
from the Services and References section in
the right panel.

The Reference Home page is displayed.

The SOA Composite home page is
displayed.

4. Click the outbound adapter (reference)
from the Services and References
section in the right panel.

The Reference Home page is displayed.

2. Create a new property:

a.

Click the Properties tab to see a list of the currently defined binding
properties.

Click the Add button.
A new empty row is appended to the existing list of properties.

Specify the property name and value in the Name and the Value fields of the
new row.
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d. Click Save.
You have created a new property for an outbound adapter.

For more information about configuring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

27.5.4 Deleting a Property for an Outbound Adapter

You can delete only properties that you added from the predefined list of properties or
the ones that you newly created.

To delete a property for an outbound adapter:

1. Navigate to the SOA composite application by using either of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed. The SOA Composite home page is

2. Click the Deployed Composites tab. displayed.

2. Click the outbound adapter (reference)
from the Services and References section in
the right panel.

The list of deployed composite
applications is displayed.

3. In the Composite section, click a

specific SOA composite application. The Reference Home page is displayed.

The SOA Composite home page is
displayed.

4. Click the outbound adapter (reference)
from the Services and References
section in the right panel.

The Reference Home page is displayed.

2. Delete a property for an outbound adapter:

a. Click the Properties tab to see a list of the currently defined binding
properties.

b. Select the property you want to delete, and then click Delete.
A message asking you to confirm your action is displayed.

c. Click OK to confirm.

d. Click Save.
You have deleted a property for an outbound adapter.

For more information about configuring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

27.5.5 Reverting a Property Value for an Outbound Adapter

You can revert changes made, if any, only for the already existing property values and
not those that you added from the predefined list of properties or the ones that you
newly created.

To revert a property value for an inbound adapter:
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1. Navigate to the SOA composite application by using either of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed. The SOA Composite home page is

2. Click the Deployed Composites tab. displayed.

2. Click the outbound adapter (reference)
from the Services and References section in
the right panel.

The list of deployed composite
applications is displayed.

3. In the Composite section, click a

specific SOA composite application. The Reference Home page is displayed.

The SOA Composite home page is
displayed.

4. Click the outbound adapter (reference)
from the Services and References
section in the right panel.

The Reference Home page is displayed.

2. Revert a property value for an outbound adapter:

a. Click the Properties tab to see a list of the currently defined binding
properties.

b. Select the property you want to revert, and then click Revert.
A message asking you to confirm your action is displayed.

c. Click OK to confirm.

d. Click Save.
You have reverted a property value for an outbound adapter.

For more information about configuring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.
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Monitoring Oracle JCA Adapters

This chapter describes how to monitor Oracle JCA Adapters.

This chapter includes the following topics:

Section 28.1, "Monitoring Instances and Faults for an Inbound Adapter”

Section 28.2, "Monitoring Recent Faults and Rejected Messages for an Inbound
Adapter"

Section 28.3, "Monitoring Faults and Rejected Messages for an Inbound Adapter”
Section 28.4, "Monitoring Properties for an Inbound Adapter”

Section 28.5, "Monitoring Instances and Faults for an Outbound Adapter"”
Section 28.6, "Monitoring Recent Faults for an Outbound Adapter”

Section 28.7, "Monitoring Faults for an Outbound Adapter"

Section 28.8, "Monitoring Properties for an Outbound Adapter"

Section 28.9, "Monitoring Adapter Logs"

28.1 Monitoring Instances and Faults for an Inbound Adapter

An invocation to a service from a composite may result in an error. This error is
captured as a fault in the service. You can view the details of the instances and faults
of the inbound adapter in the Instances and Faults section of the Dashboard tab.

To monitor instances and faults for an inbound adapter:

1.

Navigate to the SOA composite application by using either of the following
options:
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From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.

Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed. The the SOA Composite home page is

Click the Deployed Composites tab. displayed.

2. Click the inbound adapter (service) from
the Services and References section in the
right panel.

The list of deployed composites is
displayed.

In the Composite section, click a

specific SOA composite application. The Service Home page is displayed.

The the SOA Composite home page is
displayed.

Click the inbound adapter (service)
from the Services and References
section in the right panel.

The Service Home page is displayed.

Monitor the instances and faults for an inbound adapter:
a. Click Dashboard.
The Dashboard tab is displayed.
b. View the instances and faults listed in the Instances and Faults section.

The details of the fault is displayed in a line chart in the Instances and faults
section. This line chart shows the total number of outgoing messages since the
start of the server, and the total number of faults since the start of the server.

For more information about monitoring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

28.2 Monitoring Recent Faults and Rejected Messages for an Inbound

Adapter

To monitor the recent rejected messages for an inbound adapter:

1.

Navigate to the SOA composite application by using either of the following
options:
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From the SOA Infrastructure Menu...

From the SOA Folder in the Navigator...

1. Click Home.

The SOA Infrastructure page is
displayed.

2. Click the Deployed Composites tab.

The list of deployed composites is
displayed.

3. In the Composite section, click a
specific SOA composite application.
The the SOA Composite home page is
displayed.

4. Click the inbound adapter (service)
from the Services and References
section in the right panel.

The Service Home page is displayed.

1.

Under soa-infra, click a specific SOA
composite application.

The the SOA Composite home page is
displayed.

Click the inbound adapter (service) from
the Services and References section in the
right panel.

The Service Home page is displayed.

2. Monitor the recent faults and rejected messages for an inbound adapter:

a. Click Dashboard.

The Dashboard tab is displayed.

b. View the recent faults and rejected messages listed in the Recent Faults and

Rejected Messages section.

A list of recently rejected faults and messages with details such as error
message, fault time, and the composite instance ID is displayed.

For more information about monitoring adapters, see Oracle Fusion
Middleware User's Guide for Technology Adapters.

28.3 Monitoring Faults and Rejected Messages for an Inbound Adapter

To monitor the rejected messages for an inbound adapter:

1. Navigate to the SOA composite application by using either of the following

options:

From the SOA Infrastructure Menu...

From the SOA Folder in the Navigator...

1. Click Home.

The SOA Infrastructure page is
displayed.

2. Click the Deployed Composites tab.

The list of deployed composites is
displayed.

3. In the Composite section, click a
specific SOA composite application.
The the SOA Composite home page is
displayed.

4. Click the inbound adapter (service)
from the Services and References
section in the right panel.

The Service Home page is displayed.

1.

Under soa-infra, click a specific SOA
composite application.

The the SOA Composite home page is
displayed.

Click the inbound adapter (service) from
the Services and References section in the
right panel.

The Service Home page is displayed.
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2. Monitor the faults and rejected messages for an inbound adapter:
a. Click Faults and Rejected Messages.
The Faults and Rejected Messages tab is displayed.

A list of faults and rejected messages with details such as error message, fault
time, and composite instance ID is displayed.

For more information about monitoring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

28.4 Monitoring Properties for an Inbound Adapter
To monitor the properties for an inbound adapter:

1. Navigate to the SOA composite application by using either of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed. The the SOA Composite home page is

2. Click the Deployed Composites tab. displayed.

2. Click the inbound adapter (service) from
the Services and References section in the
right panel.

The list of deployed composites is
displayed.

3. In the Composite section, click a

specific SOA composite application. The Service Home page is displayed.

The the SOA Composite home page is
displayed.

4. Click the inbound adapter (service)
from the Services and References
section in the right panel.

The Service Home page is displayed.

2. Monitor the properties for an inbound adapter:
a. Click Properties.
The Properties tab is displayed.

A list of properties with details such as name and value is displayed.

Note: In any adapter that has an inbound asynchronous
request-reply scenario (the Get Message operation preceding the Send
Reply operation) only details about the activation specification are
displayed, and details about the interaction specification are not
displayed.

For more information about monitoring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.
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28.5 Monitoring Instances and Faults for an Outbound Adapter

An invocation to a reference from a composite may result in an error. This error is
captured as a fault in the reference. The details of the instances and faults of the
outbound adapter can be viewed in the Instances and Faults section of the Dashboard
tab.

To monitor instances and faults for an outbound adapter:

1. Navigate to the SOA composite application by using either of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed. The the SOA Composite home page is

2. Click the Deployed Composites tab. displayed.

2. Click the outbound adapter (reference)
from the Services and References section in
the right panel.

The list of deployed composites is
displayed.

3. In the Composite section, click a

specific SOA composite application. The Service Home page is displayed.

The the SOA Composite home page is
displayed.

4. Click the outbound adapter (reference)
from the Services and References
section in the right panel.

The Service Home page is displayed.

2. Monitor the instances and faults for an outbound adapter:
a. Click Dashboard.
The Dashboard tab is displayed.
b. View the instances and faults listed in the Instances and Faults section.

The details of the fault is displayed in a line chart in the Instances and Faults
tab. This line chart shows the total number of outgoing messages since the
start of the server, and the total number of faults since the start of the server.

For more information about monitoring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

28.6 Monitoring Recent Faults for an Outbound Adapter
To monitor recent faults for an outbound adapter:

1. Navigate to the SOA composite application by using either of the following
options:
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From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed. The the SOA Composite home page is

2. Click the Deployed Composites tab. displayed.

2. Click the outbound adapter (reference)
from the Services and References section in
the right panel.

The list of deployed composites is
displayed.

3. In the Composite section, click a

specific SOA composite application. The Service Home page is displayed.

The the SOA Composite home page is
displayed.

4. Click the outbound adapter (reference)
from the Services and References
section in the right panel.

The Service Home page is displayed.

2. Monitor the recent faults for an outbound adapter:
a. Click Dashboard.
The Dashboard tab is displayed.
b. View the recent faults listed in the Recent Faults section.
A list of recent faults with details such as name, time, and type is displayed.

For more information about monitoring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

28.7 Monitoring Faults for an Outbound Adapter
To monitor faults for an outbound adapter:

1. Navigate to the SOA composite application by using either of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed. The the SOA Composite home page is

2. Click the Deployed Composites tab. displayed.

2. Click the outbound adapter (reference)
from the Services and References section in
the right panel.

The list of deployed composites is
displayed.

3. In the Composite section, click a

specific SOA composite application. The Service Home page is displayed.

The the SOA Composite home page is
displayed.

4. Click the outbound adapter (reference)
from the Services and References
section in the right panel.

The Service Home page is displayed.

2. Monitor the faults for an outbound adapter:
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a. Click the Faults tab.
The Faults tab is displayed.
b. Click View.
A list of faults with details such as name, time, and type is displayed.

For more information about monitoring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.

28.8 Monitoring Properties for an Outbound Adapter
To monitor properties for an outbound adapter:

1. Navigate to the SOA composite application by using either of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Click Home. 1. Under soa-infra, click a specific SOA

The SOA Infrastructure page is composite application.

displayed. The the SOA Composite home page is

2. Click the Deployed Composites tab. displayed.

2. Click the outbound adapter (reference)
from the Services and References section in
the right panel.

The list of deployed composites is
displayed.

3. In the Composite section, click a

specific SOA composite application. The Service Home page is displayed.

The the SOA Composite home page is
displayed.

4. Click the outbound adapter (reference)
from the Services and References
section in the right panel.

The Service Home page is displayed.

2. Monitor the properties for an outbound adapter:
a. Click the Properties tab.
The Properties portlet is displayed.
b. Click View.

A list of properties with details such as name, and value is displayed.

Note: In the case of an adapter which has an outbound
asynchronous request-reply scenario (the Send Message operation
preceding the Get Response operation), only details about the
interaction specification are displayed, and details about the activation
specification are not displayed.

For more information about monitoring adapters, see Oracle Fusion Middleware
User's Guide for Technology Adapters.
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28.9 Monitoring Adapter Logs

Oracle Fusion Middleware components generate log files containing messages that
record all types of events, including startup and shutdown information, errors,
warning messages, access information on HTTP requests, and additional information.
There is only one log for all Oracle JCA Adapters, and the log is called
oracle.soa.adapter.

To monitor the File adapter logs:

1. Navigate to Composite Home, J2EE Application (menu), Monitoring, Logs.
2. Find the oracle.soa.adapter logger for adapters and increase verbosity.

3. Find resulting log files.
4

Make an adapter to fail. For example, delete a directory that the file adapter is
supposed to write to, or delete a table that the Database adapter is reading from.

5. Ensure that the resulting log files give a good indication of the cause of failure.

For information about configuring logs, see Section 3.4, "Configuring Log Files."
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Managing Oracle JCA Adapters

This chapter describes how to manage Oracle Adapters.

This chapter includes the following topics:

Section 29.1, "Managing Policies for an Inbound Adapter”
Section 29.2, "Managing Policies for an Outbound Adapter"

29.1 Managing Policies for an Inbound Adapter

To manage policies for an inbound adapter:

1. Navigate to the SOA composite application by using either of the following
options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Click Home. 1. Under soa-infra, click a specific SOA
The SOA Infrastructure page is composite application.
displayed. The SOA Composite home page is
2. Click the Deployed Composites tab. displayed.
. . 2. Click the inbound adapter (service) from
The I.ISt (.)f deP loyed composite the Services and References section in the
applications is displayed. ioh
right panel.
3. In the Composite section, click a . ..
specific SOA composite application. The Service Home page is displayed.
The SOA Composite home page is
displayed.
4. Click the inbound adapter (service)
from the Services and References
section in the right panel.
The Service Home page is displayed.
2. C(Click the Policies tab.

If the selected service has Web service bindings, then you can start the Policy
Attachment wizard and attach policies. However, if the selected service does not
have any Web service bindings, then a message stating that there are no subjects
available for attachment is displayed.

For more information about managing adapters, see Oracle Fusion Middleware User's
Guide for Technology Adapters.
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29.2 Managing Policies for an Outbound Adapter

To manage policies for an outbound adapter:

1. Navigate to the SOA composite application by using either of the following
options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Click Home. 1. Under soa-infra, click a specific SOA
The SOA Infrastructure page is composite application.
displayed. The SOA Composite home page is
2. Click the Deployed Composites tab. displayed.
. . 2. Click the outbound adapter (reference)
zhellilcs;t(i)cfr(lisei};lg}il:cllacoergp051te from the Services and References section in
PP played. the right panel.
3. In the Composite section, click a . ..
specific SOA composite application. The Service Home page is displayed.
The SOA Composite home page is
displayed.
4. Click the outbound adapter (reference)
from the Services and References
section in the right panel.
The Service Home page is displayed.
2. Click the Policies tab.

If the selected reference has Web service bindings, then you can start the Policy
Attachment wizard and attach policies. However, if the selected reference does not
have any Web service bindings, then a message stating that there are no subjects
available for attachment is displayed.

For more information about managing adapters, see Oracle Fusion Middleware User's
Guide for Technology Adapters.
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Part XII

Administering Oracle B2B

This part describes how to administer Oracle B2B.
This part includes the following chapters:

s Chapter 30, "Configuring Oracle B2B"

»  Chapter 31, "Monitoring Oracle B2B"
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Configuring Oracle B2B

This chapter describes how to configure Oracle B2B using Oracle Enterprise Manager
Fusion Middleware Control.

This chapter includes the following topic:
= Section 30.1, "Configuring B2B Server Properties"
= Section 30.2, "Configuring B2B Operations"

30.1 Configuring B2B Server Properties
You can configure the following:
= Enable Metrics

The default is to enable EM metrics, which includes data on the top 5 recently active
document types, top 5 recently active trading partners, and inbound and outbound
endpoints.

Note: You do not need to restart the server after changing this
property.

To configure B2B server properties using Oracle Enterprise Manager Fusion
Middleware Control:

1. Expand the SOA node.

2. Select the SOA infrastructure, for example, soa-infra (soa_serverl).

ORACLE Enterprise Manager
ﬁFarm w | & Topology

-
= B sosinfra
3 Application Deployments
E 3 soa
E% ispa-infra (soa_serverl)|
E 3 weblogic Domain
=) [j_] soainfra
=5 AdminServer
ﬁ,] so&_serverl
£3 Metadata Repositories
3 User Messaging Service
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Properties.

pages.

From the SOA Infrastructure menu, select SOA Administration > B2B Server

Select Enable Metrics to view data on the B2B Bindings and SOA Composite

&~

= % soainfra

B Eg s0a

3 Application Deployments

%E |soa-infra (soa_server1)|

=] ﬁﬂ soainfra

E E3 webLogic Domain

Ejl Adminserver
@ soa_serverl
[ Metadata Repositories
[C3 User Messaging Service

ORACLE Enterprise Manager 119 Fusion Middleware Control
%Farm « | & Topology

{F soa-infra®
Z= 504 Infrastructure +

S04 Infrastructure Home = B28 Server Properties

B2B Server Properties
Properties

Enable Metricz

I

Enzbles B2B DMS metrics for Enterprise

For information on using Oracle B2B, which enables the secure and reliable exchange
of business documents between an enterprise and its trading partners, see Oracle
Fusion Middleware User’s Guide for Oracle B2B.

30.2 Configuring B2B Operations

You can configure the properties of B2B operations by setting values using the System
MBean Browser, as shown in Figure 30-1.

Figure 30-1 B2BConfig: b2b MBean Browser

i Farm = | & Topology

=k

51 53 Farm_soainfra
[ Application Deployments
E 3 504

22 soa-infra (soa_serverl)

[233 webLogic Domain
[ Metadata Repositories
[ User Messaging Service

ORACLE Enterprise Manager 11g Fusion Middleware Control

{} soa-infra@
22 504 Infrastructure ~

System MBean Browser
P

Search | MBean Mame || E2BConfig
1 MBaans Found & 1 of 1 (2

(1 Configuration MBeans
£ Runtime MEeans
B [ Application Defined MBeans
(1 EMDomain
(1 com.oracle HTTPClient. config
£ com.oracle.jdbe
1 com.oracle.jps
(1 com.oracle. sdp. messaging
1 emoms. props
(1 emomslogging props
[ oracle. adFshare. config
[ oradle. adf share. connections
[ oracle. as.soainfra.bpel
B (1 oracle.as.soainfra. config

M Bl £ Server: soa_serverl

B [ 828Canfig

® bzb
CABPELCanfig
[ BusinessRulssCanfig

Application Defined MBeans: B2BConfig:b2b

Show MBean Information

Attributes | Operations | Motifications

Marme:

1 addProperty
2 getProperty

Description
Add a property

Returns a property represented by key
Returns comment about the property

3 getPropertyComment raprasented by key
o (T Rk:;urns value of the property represented by
5 remove Remove a property

6 setProperty Updates a property

7 setPropertyComment Updates the comment about the property

& setPropertyValue Updates the value of the property

To specify B2B operation properties:

Logged in as weblogic|hast

Page Refreshed Apr 13, 2009 35412 PV PDT (2

Farameters Return Type
3 woid

1 void
3 woid
2 woid
2 woid

javax.management openmbean, Compos,

javalang String

java.lang String

Setup~ Helpv LogOut

1. Using the Oracle Enterprise Manager Fusion Middleware Control Console,
expand the SOA folder in the navigator, and click the soa-infra node.

2. From the SOA Infrastructure menu, choose Administration and then System
MBean Browser.
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The System MBean Browser page is displayed.

Expand the node oracle.as.soainfra.config in the left pane.
The Server:soa_serverl node is displayed.

Expand the Server:soa_serverl node.

The B2BConfig node is displayed.

Expand the B2BConfig node.

The b2b MBean is displayed.

Click the b2b MBean.

The properties of the MBean are displayed in the right pane.
Click the Operations tab.

Click a property in the list. The operation parameters appear, displayed as a table.

Change the property values, as required, and click Invoke.
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Monitoring Oracle B2B

This chapter describes how to monitor Oracle B2B using Oracle Enterprise Manager
Fusion Middleware Control.

This chapter includes the following topics:
= Section 31.1, "Monitoring the B2B Infrastructure"

= Section 31.2, "Accessing Oracle B2B from the B2B Infrastructure Page"

31.1 Monitoring the B2B Infrastructure

To monitor the B2B infrastructure, EM metrics must be enabled (which is the default
setting) on the B2B Server Properties page. Use the B2B Server Properties link under
Related Links to change the setting. See Section 30.1, "Configuring B2B Server
Properties," for more information on enabling EM metrics.

You can monitor the following:
= B2B infrastructure (SOA binding)

To monitor the B2B infrastructure using Oracle Enterprise Manager Fusion
Middleware Control:

1. Expand the SOA node.

2. Select the SOA infrastructure, for example, soa-infra (soa_server1).

ORACLE Enterprise Manager
%Farm w | & Topology

-
=l £ soainfra
3 Application Deployments
B E3 soa
2= ispa-inira (soa_serverl)
E £3@ weblogic Domain
= [j_l soainfra
Ejl AdminServer
Eﬂ s0a_serverl
73 Metadata Repositories
[73 User Messaging Service

3. From the SOA Infrastructure menu, select Bindings > B2B.

4. View the following:
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= Top 5 Recently Active Document Types

This section shows the active document types with the maximum number of
messages exchanged (inbound and outbound combined) during the current
session of the server.

The document types listed in this section are from Oracle DMS metrics,
triggered by run-time sensors. This data is not persisted. Therefore, if Oracle
B2B is restarted, then new data based on Oracle B2B activity appears here.

The section displays the following information:

- Number of Messages Processed: Shows the number of document
messages exchanged between the host and trading partners. Outbound
indicates messages sent from the host to the trading partner and Inbound
indicates messages sent from the trading partner to the host.

— Average Message Processing Time (sec): Shows the average document
processing time, in seconds, for both outbound and inbound messages.

— Average Message Size (kb): Shows the average document size, in
kilobytes, for both outbound and inbound messages.

—  Errors: Shows the document error count.
= Top 5 Recently Active Trading Partners

This section shows the active trading partners with the maximum number of
messages exchanged (from and to combined) during the current session of the
server.

The trading partners listed here are from Oracle DMS metrics, triggered by
run-time sensors. This data is not persisted. Therefore, if Oracle B2B is
restarted, then new data based on Oracle B2B activity appears here.

The section displays the following information:

— Number of Messages Processed: Shows the number of messages sent and
received between the host and trading partners. From indicates messages
sent from this party to its trading partner. To indicates messages received
by the party from the trading partner.

— Average Message Processing Time (sec): Shows the average document
processing time, in seconds, for exchanged messages.

— Average Message Size (kb): Shows the average document size, in
kilobytes, for exchanged messages.

—  Errors: Shows the document error count.
= Inbound Endpoints

Endpoint metrics show the status of the listening endpoints at the time the
connection was attempted (not for a later point in time). For example, in an
EDI transaction using Generic File transport, when Oracle B2B reads from a
directory, that directory is the inbound endpoint.

The section displays the following information:

- Protocol: Indicates the type of transport protocol used in the exchange, for
example, File, AQ, and FIP, among others.

— Endpoint: Indicates the location from which messages are received. The
endpoint can be a URL, folders, or path, among others.
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— Status: Indicates the status (up or down) of the endpoint (protocol) the
last time a connection was attempted.

s Outbound Endpoints

Endpoint metrics show the status of the delivery endpoints at the time the
delivery was attempted (not for a later point in time). For example, in an EDI
transaction using Generic File transport, when Oracle B2B writes to a
directory, that directory is the outbound endpoint.

The section displays the following information:

- Protocol: Indicates the type of transport protocol used in the exchange, for
example, File, AQ, and FIP, among others.

- Endpoint: Indicates the location to which messages are sent. The endpoint
can be a URL, folders, or path, among others.

—  Status: Indicates the status (up or down) of the endpoint (protocol) the
last time a delivery was attempted.

Note that information displayed in Oracle Enterprise Manager is based on
DMS metrics, including inbound and outbound endpoints. Therefore, changes
to Oracle B2B run-time data are not necessarily or immediately reflected in the
Oracle Enterprise Manager console.

For example, if you purge run-time data or make B2B configuration changes in
the Oracle B2B interface, the changes do not affect DMS metrics. To view
current run-time data, use the Oracle B2B interface. Enterprise Manager
Console data shows B2B message traffic from the time the B2B (SOA) server

starts.
CORACL.E Enterprise Manager 119 Fusion Middleware Control Setupv Helpw LogOut
EFarm v | & Topology
Elg 1} soa-infra® Logged in as weblogic| Host
(= & soainfra £5 50A Infrastructure » Page Refreshed Apr 1, 2008 12:21:29 PM PDT L2
3 Application Deployments SOA Infrastructure Home > B2B Infrastructure
B (3 s0a £\ B2B Infrastructure (SOA Binding) @ P Related Links +
E% soa-infra (soa_serverl) :
H B3 WebLogic Domain ElTop 5 Recently Active Document Types
B 5] soainfra Humber of Messages Processed  ©/=/80% %?:‘?E:cﬁ" 0CSSSING 4 erage Message Size (kb) Errors
5 Adminserver Name ek
) soa_server1 Outbound Inbound Outhound Inbound Outbound Inbound Outbound Inbound

No Data Found
3 Metadata Repositories @ Data Fount

3 User Messaging Service

ETop 5 Recently Active Trading Partners

Average Message Processing

MNumber of Messages Processed P Average Message Size (kb)) Errors
Name Time {sec)
From To From To From To From To
/| Mo Data Found
E1Inbound Endpoints Eloutbound Endpoints
Protocal Endpoint Status Protocol Endpoint Status
Filz file:/localhost//tmp/Acme_File_Inb... 2 Mo Data Found
AQ aq:f/TP_OUT_QUELE @jdbc/S0ADa.. . *

31.2 Accessing Oracle B2B from the B2B Infrastructure Page

Use the B2B Console link under Related Links, as shown in Figure 31-1, to log in to
Oracle B2B.
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Figure 31-1 Accessing Oracle B2B from Oracle Enterprise Manager Fusion Middleware Control

ORACLE Enterprise Manager 11g Fusion Middleware Control
% Farm + @ S04 Infrastructure » | & Topology

- SO Infrastruckure Home = B2B Infrastructure
= 1} soa-infra (orace 508 Infra) @
2 aApplication Deployments
= (3 508 Composite Deployment
(%] cep-101 [1.0] {server_s ElTop 5 Recently Active Document Types
@ CrderBookingComposite
) - BzE Console
@ PartnerSupplisrComposit Marme
@ POProcessing [1.0] {ser WLS Consols
[ secureHelloworldCompo

& p2B Infrastructure (SOA Binding) @ | Related Links
S04 Infra Home

B2E Server Properties

See Oracle Fusion Middleware User's Guide for Oracle B2B for information on using the
Oracle B2B interface.

31.3 Viewing the Message Flow of a B2B Binding Component

To view the message flow of a B2B binding component in a SOA composite
application instance:

1. Select a SOA composite application with a B2B binding component.
A list of the recent instances is displayed in the Dashboard tab.

HFarm v [€] 50n Compasits ~ | & Topology

Logged in &s Host
=1 B s0a_soainfra 93 B2B_EDI_X12 [1.0] (oracle 504 Compost=) @ Page Refreshed Dec 11, 2008 11:07:13 AM PST )

[ Application Deployments

Running Instances 0 | Total 30 | Active Retire.. Shut Down., .. Enable Payload Validation ... Test Related Links ~
=[] 50A Composite Deployments

Dashboard Instances Faults and Rejected Messages Unit Tests Palicies

EIRecent Instances

[ Fusi

Show Only Rurning Instances [ Rurring 0 Total 30

Instance 1D Conversation [D Faults Start
60015 BC5484561 LEZ76E5A4C000... O Dec 11, 2006 10:56:37
0014 8C5484561 LEZ7684CFI0N0... O Dec 11, 2008 10:56:32
80013 6C5484561 LE27684A4F000... O Dec 11, 2008 10:56:32
60012 8C5484561 LEZ7684718000, . 0 Dec 11, 2008 10:56:32
0011 6C5484561 LE276833E5000, . 0 Dec 11, 2008 10:56:27

Show Al

EIRecent Faults and Rejected Messages

Show only system Fauls

2 Composite
Error Message Recovery Faulk Time Fault Location S Logs
Ho faulks Found

Show Al
EComponent Metrics

Narne Component Type Running Instances Tokal Instances

4 B26_EDI_BPEL BPEL 0 30

ElServices and References

2. To see all instances of this composite application, click the Instances tab.

31-4 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite



Viewing the Message Flow of a B2B Binding Component

ORACLE Enterprise Manager 119 Fusion Middleware Control Setup v Help v LogC
EEFarm ~ [%] 504 Composite » | & Topology

B~
=1 (3 s0a_soairfra
(3 Applcation Deployments
) £ 50m Compasite Deployments
[&] B2B_EDI_x12 [1.0] (server_s:
[ £ Fusion Middleware
= 3 504
) User Messaging Service

Hil soainfrs

Logged in as Hosk
{F B2B_EDI_X12 [1.0] (orace 50a Composis) @ Pags Refrashed Dec 11, 2008 13,128,235 AM PST

Running Instances 0 | Total 30 | Active  Retire ... Shut Down.... Enable Payload walidation .. Test + [l Related Links +

Dashboard ~ Instances — Faults and Rejected Messages  Unit Tests  Policies

ElSearch
Instance I0 Start Time Fram By (UTC-08:00) US Pacific Tme
Conwersation 0 % Skart Time: To [ (uTC-8:00) US Pacific Tme
Search || Reset
show | any v
Views 3¢ Delete Selected ... 3€ Delete With Options ... _l abort...
Instance 1D Corwversation ID State Faulks Start Time  Logs
B eoois BCS484561 LE27665A4C000,., Dec 11, 2008 10:56:37 AM
60014 BC5484561 LEZ7664CFI00 Der 11, 2008 10:56:33 Al

80013 BCS484561 LEZ76E4A4F00
60012 BC5484561 1E276847 18001
80011 BCS484561 LEZ76833E5001
60010 BC5484561 LE24F3B3BA00
60009 BC5464561 | E24FIAFEFOD
60008 SCS484561 LEZ4F3ACEZ00
60007 BC5484561 1 E24F04F20001
80005 BCS484561 LE24F0425E001
60005 BC5484561 1E24F03162000., ..
£0004 8C5484561 1 E24F02C3F000.
60003 BC5484561 LE24F0254F000, ..
60002 BC5464561 LE24EF 7702000,
80001 BC5484561 LE24DCF 19400
50001 BC5484561 1E2362ABB700
40005 BCS484561 LEZZAABSSEON
40004 BC5484561 LE2ZAARET 3001
40003 BC5464561 1 E2ZAAA4E300)
40002 BCS484561 LEZZAAAZEA00I
40001 BC5484561 12291315100
30001 BCS484561 LEIE4CAGESOO
20004 BC5484561 1 E1E2EAEE600I
20003 8C5484561 1E1EZEERCEOND.

Dec 11, 2008 10:56:32 AM
Dec 11, 2008 10:56:32 AM
Dec 11, 2008 10:56:27 AM
Dec 10, 2005 11:29:57 PM
Dec 10, 2008 11:29:56 PM
Dec 10, 2008 11:29:55 PM
Dec 10, 2006 11:26:15 PM
Dec 10, 2008 11:26:12 PM
Dec 10, 2006 11:26:07 PM
Dec 10, 2008 11:26:06 PM
Dec 10, 2005 11:26:04 PM
Dec 10, 2008 11:25:20 PM
Dec 10, 2008 11:05:06 PM
Dec 10, 2008 5:39:16 PM
Dec 10, 2008 12:51:00 PH
Dec 10, 2005 12:50:56 PM
Dec 10, 2008 12:50:55 PM
Dec 10, 2008 12:50:54 PM
Dec 10, 2006 12:23:32 PM
Dec 9, 2008 4:29:46 PM
Dec 9, 2008 3:56:46 PM
Dec 9, 2008 3:56:45 PM

iococoococococoCcOoOO0OCOCCOCOoOOOOCOoO
1l [E [ 6 E 6 6 EEEEEEEEEEEEEEEEEE S

Note: You can see details of a specific message by searching on the
instance ID on the Reports tab of Oracle B2B.

3. (Click a specific instance in the Instance ID list to see faults and the flow trace.

Faults

Select a fault to locate it in the trace view.
Error Message
Mo faults found

Trace
Click @ component instance to see its detailed audit trail.
Show Instance IDs [

Instance
BE2B_Receive
= &% B28_EDI_BPEL
4 525 send

The Trace displays the following details:

»  The Faults section shows the faults occurring and sensor information collected
in the services, service components, and references that comprise the SOA
composite application.

»  The Trace section shows the sequence of the message flow through the
services, service components, and references that comprise the SOA composite
application.
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See Part XIV, "Administering Binding Components" for more information about
monitoring services and references.
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Administering Business Events

This part describes how to administer business events.
This part includes the following chapter:

= Chapter 32, "Managing Business Events"
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Managing Business Events

This chapter describes how to manage business events. Business events consist of
message data sent as the result of an occurrence in a business environment. When a
business event is published, other service components or database agents can
subscribe to it.

This chapter includes the following topics:

»  Section 32.1, "Subscribing to Business Events"

= Section 32.2, "Managing Business Event Subscribers"
»  Section 32.3, "Recovering from Business Event Faults"

For more information about business events, see Oracle Fusion Middleware Developer’s
Guide for Oracle SOA Suite.

32.1 Subscribing to Business Events

You can subscribe to business events in Oracle Enterprise Manager Fusion
Middleware Control Console. Business events consist of message data sent as the
result of an occurrence in a business environment. You create business events in
Oracle JDeveloper and include them in SOA composite applications that you deploy to
Oracle Enterprise Manager Fusion Middleware Control Console. Service components
and database agents can subscribe to business events. Only database agents can be
subscribed to from Oracle Enterprise Manager Fusion Middleware Control Console.
Service components are only subscribed to from Oracle JDeveloper. When a business
event is published, the entity subscribed to that event receives it.

To subscribe to business events:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Business Events. 1. Right-click soa-infra.

2. Select Business Events.

The Events page displays the following details:

= A utility for searching for a specific business event by specifying a full or
partial name and clicking the Search icon. Click the Help icon for details.

= Business events, including the namespace used, event name, number of
subscriptions to each event, and number of failed event deliveries. Business
events are contained within their namespace.
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Logged in as weblogic|

¢ soa-infra®
Page Refreshed Feb 19, 2009 6:43:41 AM PST (W]

E% SO Infrastructure +

S0 Infrastructure Home = Business Events

Business Events @ Related Links +

Subscriptions | Faults

Events consisk of message data senk as the result of an occurrence in a business environment, Select an event in the table to which to subscribe, to test, or to @
see the event definition, =

Search @
Wigw w Subscribe, .. Teskt... Show Event Definition
Mamespaces and Events Subscriptions .Fa".ed
Deliveries
=] http: fimycompany, comfeventsforders 4 0
OrderReceivedEvent 2 2
ProductSoldAlert 2 ]

2. Select a specific event in the Namespaces and Events section.

3. Click Show Event Definition.

The event definition language (EDL) file for the selected event appears. The
business event is defined using EDL. EDL is a schema used to build business event

definitions.

In this example, two business events named OrderReceivedEvent and
ProductSoldAlert appear in the event definition. The namespace (orders) and
associated schema file (ProductOrder.xsd) are referenced.

¥ML Definition: OrderReceivedEvent (]

Mame OrderReceivedEvent  Mamespace htkpefimycompany.comfevents/orders

Event Definition{EDL)

<definitions xmins="http:/ /schemas.oracle.com,/events/edl"
targethamespace="http:/ /mycompany.com;/events/orders" > <schema-import
namespace="http:/ /www.mycompany.com;/ns,/productorder”
location="ProductOrder.xsd" | = =schema-import

namespace="http:/ /www.mycompany.com,;/ns/order" location="0rders.xsd" /=
=zevent-definition name="0rderReceivedEvent" = <content

xmins:order="http:/ /www.mycompany.com;/ns/order"
element="order;PurchaseOrder" | = <event-definition> <event-definition
name="ProductSoldalert" = <content

xmins:productorder="http:/ /wew.mycompany.com,/ns;productorder”
element="productorder:ProductOrder” | = <jevent-definition </definitions =

4. Click OK to close the dialog.

5. Click Subscribe to subscribe a database agent to the event selected in the
Namespaces and Events table.

The Create Database Subscription to an Event dialog appears. You create an agent
to listen for and subscribe to appropriate events when they are published.
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Create Database Subscription (%]

Create a new database subscription,
Event
Seleck the event to which ko subscribe,

Event Mamespace  hktpiffmycompany  comfevents/orders
Event Mame  OrderReceivedEvent
Agent
Select a database agent bo use in this subscription,

* Database Agent Q%

Subscription Properties
Consistency Level | Guaranteed

#Path Filter

Help Subscribe Zancel

6. Enter the following values. An asterisk indicates a required field.

Field Description

Event Namespace Displays the event namespace.

Event Name Displays the event name.

Database Agent Specify a database agent name or click Create Agent to create an agent.
The agent listens for and subscribes to appropriate events when they are
published.

Consistency Level Select one of the following options:

= Guaranteed: Delivers events to the subscriber asynchronously
without a global transaction. The subscriber can choose to create its
own local transaction for processing, but it is committed
independently of the rest of the event processing. The event is
guaranteed to be handed to the subscriber, but because there is no
global transaction, there is a possibility that a system failure can
cause an event to be delivered multiple times. If the subscriber
throws an exception (or fails in any way), the exception is logged,
but the event is not resent.

» Immediate: Delivers events to the subscriber on the same transaction
and same thread as the publisher. The publish call does not return
until all immediate subscribers have completed processing. If any
subscribers throw an exception, no additional subscribers are
invoked and an exception is thrown to the publisher.

XPath Filter If you want to filter the event, specify an XPath expression. When the
subscription is delivered and the expression logic is satisfied, the event is
accepted for delivery. If the logic is not satisfied, the event is not
delivered.

7. Click Subscribe.

8. Click Test to test a selected event. This action enables you to publish a test event
that subscribers can act upon.

The Test Event dialog appears.
9. Specify the XML payload to use in the test.
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10. Click Publish.

Note: Enforcement of policies for event subscriptions is not
supported in this release. You can attach or detach a policy to or from
a service component that subscribes to a business event (such as
Oracle Mediator) without being warned. This action does not result in
any errors; policy enforcement simply does not occur.

For more information, see the following documentation:
= Section 1.2.8, "Understanding the Contents of SOA Composite Applications”

»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite for details about
business events

32.2 Managing Business Event Subscribers

You can also create, edit, and delete existing database subscriptions. When a business
event is published, service components and database agents can subscribe to it. Use
this page to view all subscriptions to business events. This page also enables you to
manage event subscriptions by database agents. Service component subscriptions are
created in Oracle JDeveloper during design time and cannot be modified in Oracle
Enterprise Manager Fusion Middleware Control Console.

Note: If your SOA composite application includes a business event
subscription, and you deploy different revisions of the composite, all
event subscriptions from all revisions of the composite are active and
receive messages. To receive the event with the latest revision of the
composite only, it is recommended that you retire all previous
revisions of the composite.

To manage business event subscribers:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Business Events. 1. Right-click soa-infra.

2. Select Business Events.

2. Click Subscriptions.
The Subscriptions page displays the following details:

= A utility for searching for a specific subscription by specifying a criteria and
clicking Search. Click the Help icon for details.

= The database subscriptions, including the event name, namespace used,
subscription agent name, optionally defined XPath filters, consistency level,
and number of failed deliveries. You create database subscriptions to business
events in this page during run time.

s The component subscriptions, including the event name, namespace used, the
service component subscribing to the event, the SOA composite application,
optionally defined XPath filters, and the consistency level.
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b soa-infra@ Logged in as webloagic |
%E S04 Infrastructure » Page Refreshed Feb 19, 2009 B143:41 AM PST (]
SO Infrastructure Home = Business Events
Business Events & Related Links
Events Faulks

The Following list shows the components and database agents that have subscribed ko an event, @)

=ISearch

Subscription Type | Database and Component Subscripbions Subscriber

Event Mamespace | All e Consistency Level | Al A
Event Mame | Al hd #Path Filker

Search || Reset

= Database Subscriptions

. r ~
View - @ p })@ Manage Database Agents
Event Subscription Failed
Ewent Mame Mamespace Database Agent #Path Filker Consistency Level Deliveries
OrderReceivadEvent http://mycompany .com)events/orders agentz Guatanteed 0
ProductSoldalert http:/fmycompany .comjeventsforders agent1 Guaranteed 0
ProductSoldalert http:/ fmyvcompany  comfeventsforders agents Immediate 0@
= Component Subscriptions
View = -
Ewent Subscription Failed
Event Mame Mamespace Component Composite nPath Filter Consistency Level Deliveries

OrderReceivedEvent http:fmycampany .comfevents/orders ﬂ@EventMediator EventMediatarDema One And Only One 2

3. Click the appropriate icon below the Database Subscriptions title to create, edit,
or delete a database subscription.

=1 DB Subscriptions

E g

4. Click Manage Database Agents to edit the PL/SQL procedure or delete agents not
currently subscribing to events.

5. In the Subscription Component column, click a service component to access its
home page.

6. In the Composite column, click a SOA composite application to access its home
page.
For more information, see the following documentation:

= Section 32.1, "Subscribing to Business Events" for instructions on creating a
database subscription

»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite for details about
business events

32.3 Recovering from Business Event Faults
You can recover from business event faults that are identified as recoverable.
To recover from business event faults:

1. Access this page through one of the following options:
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From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Business Events. 1. Right-click soa-infra.

2. Select Business Events.

2. Click Faults.
The Faults page displays the following details:

= A utility for searching for a specific business event fault by specifying a
criteria and clicking Search.

= Faults occurring in a business event, including the error message, whether you
can recover from the fault, the time at which the fault occurred, the event
namespace, event name, the subscriber, and the event type (database or Java).
The Recoverable? column identifies faults for which recovery actions can be
performed.

{} soa-infra@ Logged in as weblogic|
%E SCf Infrastructure = Fage Refreshed Feb 19, 2009 6:43:41 &M PST (]
S04 Infrastructure Home > Business Events

Business Events &P Related Links +

Events | Subscriptions

If a fault is marked as Recoverable, you can select it and click Retry, This action retries the event delivery and attempts to recover From the Fault, You can also 4
perform a batch recovery by selecting multiple Faults and choosing Retry, For additional recovery options, click the Recoverable link for an individual Faulk,

-ISearch 2
Error Message Contains Subscription Type | Database and Component Subscriptions
Fault Ik Event Namespace | Al W
Faulk Time Fram [y (UTC-08:00) US Pacific Time Event Mame | &l -
Fault Time ko [y (UTC-08:00) US Pacific Time Subscriber

Search || Reset

Show only recoverable Faulks ]

Select »  Wiew - Retry | Abort

Subscr

Error Message Recovery Faulk Time Event Mamespace Event Name Subscriber Mame ot

Mo Faults Found

3. From the View list, select Columns > Fault ID to display the fault IDs for each
error message.

4. Click a specific fault that has been identified as recoverable and select one of the
following options:

Action Description
Retry Retries the instance in which the fault occurred.
Abort Aborts the entire instance in which the fault occurred.

5. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

For more information about business events, see Oracle Fusion Middleware Developer’s
Guide for Oracle SOA Suite.
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Administering Binding Components

This part describes how to administer binding components.

This part includes the following chapters:

»  Chapter 33, "Configuring Service and Reference Binding Components"
»  Chapter 34, "Monitoring Service and Reference Binding Components"

= Section 35, "Managing Service and Reference Binding Components"
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Configuring Service and Reference Binding
Components

This chapter describes how to configure service and reference binding components
that are included in SOA composite applications. Binding components are network
protocols and services that connect the SOA platform with the outside world. You can
configure message header properties for Web service binding components or JCA
adapter binding components.

This chapter includes the following topic:

= Section 33.1, "Configuring Service and Reference Binding Component Properties"

See Also: The following documentation for binding component
concepts:

= Section 1.2.5, "Understanding Binding Components"
»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite

33.1 Configuring Service and Reference Binding Component Properties

You can configure message header properties for the service and reference binding
components included in a deployed SOA composite application.

To configure service and reference binding component properties:

1. Access this page through one of the following options:

From the SOA From the SOA Folder inthe = From the SOA Composite
Infrastructure Menu... Navigator... Menu...
1. Select Services and 1. Right-click soa-infra. 1. Select Services/Reference
References. 2. Select Services and Properties.
2. Select a specific service References. 2. Select a specific service or
or reference. o . reference.
3. Select a specific service or
3. Click the Properties tab. reference. 3. Click the Properties tab.

4. Click the Properties tab.

The following binding component properties appear for a Web service.
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{} AutoloanComposite [1.0]@ Logged in as weblogic|
ol 504 Composite + Page Rafreshed Feb 13, 2003 £:03:00 &M PST (2

AutoLoanComposite [1.0] = Service Home
M client {(Web Service) @ & Related Links +

Dashboard | Policies | Faults and Rejected Messages Pr

apply Revert

REST Enabled | False
WSCOL Enabled | True

Logging Lesel | MULL w
Mazxirmum Fequest Size |-

Metadata Exchange Enabled | True Unit of Maximum Request Size | Bykes w

£ % £ %

Endpoint Test Enabled | Trye

The following binding component properties appear for a file adapter. Depending
upon your selection of JCA adapter, different parameters display for configuring.

{3 EventMediatorDemo [1.0] ® Logged in as weblogic|
ol soa Composite v Page Refreshied Feb 13, 2009 6:12:16 Al PST L

EventMediatorDemo [1.0] = Reference Home
4 orderLogger (File Adapter) @ &P Related Links +

Dashboard | Polides | Faults | Pr

‘o can edit or delete the Follawing binding properties. Click Add to add additional properties. apply || Revert

Wiew »  opAdd B Rew

Mame Yalue
OpaquesSchema false
PhusicalDirectory CUTPUT_DIR
Mumberfessages 1
FileMamingConyention order_%eSECQ% xml
Append false

2. Change properties based on your selection of binding component. See sections
Section 33.1.1, "Configuring Properties for Web Services" and Section 33.1.2,
"Configuring Properties for Oracle JCA Adapters” for available properties.

Note: To see adapter header properties and their values on this page,
ensure that you change the value of the Audit Level property from
Production (the default) to Development in the SOA Infrastructure
Common Properties page. If this property is set to Production, the
properties and their values do not display.

33.1.1 Configuring Properties for Web Services

Table 33-1 describes the properties available for a Web service binding component.

Table 33-1 Web Service Properties

Service, Reference,
or Endpoint Property Name Description

Service REST Enabled Enable or disable the Web services port to
accept messages in Representational State
Transfer (REST) format.

Service WSDL Enabled Enable or disable the WSDL of the Web service.
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Table 33-1 (Cont.) Web Service Properties

Service, Reference,

or Endpoint Property Name Description
Service Metadata Exchange Enable or disable a metadata exchange of the
Enabled Web service.
Service Endpoint Test Enable or disable an endpoint test of the Web
Enabled service.
Service Logging Level Select the level of logging to perform on the
Web service.
Service Maximum Request  Enter the maximum request size of the Web
Size service. A value of -1 indicates the size is
unlimited.
Service Unit of Maximum Select the request unit of the Web service (either

Request Size

bytes, kilobytes, megabytes, or gigabytes).

33.1.2 Configuring Properties for Oracle JCA Adapters

Note that if you manually add a non-registered JCA binding level property in the
composite.xml file, then you cannot subsequently edit that property or also any other
registered properties for that service or reference through the Oracle Enterprise

Manager Console.

Table 33-2 Types of JCA Adapters

Property Type Description Restrictions
Activation Activation specification Do not add or remove these properties.
specification and properties operate as You can only change their values.
interaction services and interaction . .
e g . These properties require the adapter
specification specification properties :
: endpoint to be recycled. These types of
operate as references in a )
SOA composite application properties are also dependent upon
P PP " other properties. If you attempt to add
one of these properties, you have no way
of knowing which dependent properties
must also be added.
Endpoint These are tuning-related There are no restrictions on adding,

properties that are not
exposed through the
activation or interaction
specification properties,
as specifying time outs,
thresholds, maximum
intervals, and so on.

removing, or changing endpoint
properties. The adapter is notified when
these properties are added, removed, or
changed, but it does not require
redeployment.

such

Note that you cannot add or remove
jca.retry.* endpoint properties
without redeploying the composite.
However, you can change these
properties by using the Oracle Enterprise
Manager Console without redeploying
the composite.

This section includes the following topics:
Section 33.1.2.1, "Oracle AQ Adapter"”

n
Section 33.1.2.3, "Oracle File Adapter"
Section 33.1.2.4, "Oracle FTP Adapter"

Configuring Service and Reference Binding Components

Section 33.1.2.2, "Oracle Database Adapter"
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»  Section 33.1.2.5, "Oracle J]MS Adapter"
m  Section 33.1.2.6, "Oracle MQ Series Adapter"

m  Section 33.1.2.7, "Oracle Socket Adapter"
m  Section 33.1.2.8, "Oracle JCA Adapters Endpoint Properties"

33.1.2.1 Oracle AQ Adapter
Table 33-3 describes the properties available for the Oracle AQ Adapter.

Table 33-3 Oracle AQ Adapter Properties

Service, Reference,

or Endpoint Property Name Description
Service DequeueTimeOut Sets the dequeue timeout interval.
Service ConnectionRetry Sets the connection retry interval.
Delay
Service adapter.aq.dequ Number of dequeue threads.
eue. threads
Service jca.retry.count Number of retries to post the message.
Service Time interval between message retries.
jca.retry.inter
val
Service QueueName Indicates the AQ queue name.
Service DatabaseSchema Database schema name that hosts the queue.
Service Schemavalidatio Validates the message payload.
n
Service ObjectFieldName Specifies ADT entry used as a payload.
Note that you cannot edit this property in the
Oracle Enterprise Manager Console.
Service PayloadHeaderRe Specifies if ADT entries except for payload are
quired accessible.
Service DequeueConditio Specifies the expression to dequeue messages.
n
Service Consumer Specifies the consumer of a queue.
Service MessageSelector Specifies the message selector to dequeue
Rule messages.
Service StreamPayload Specifies if payload is streamed or not.
Service Correlation Specifies a correlation criterion or search
criterion for the dequeue operation. For the
enqueue operation, the value becomes the
correlation of the message sent to AQ.
Reference Username Identifies a user name requesting access to a
secure environment or program, such as an
Oracle database or Oracle Applications system.
Reference Responsibility Specifies a collection of functions within Oracle
E-Business Suite. Each user is assigned one or
more responsibilities to allow access to the
appropriate functions and data.
Reference QueueName Indicates an AQ queue name.
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Table 33-3 (Cont) Oracle AQ Adapter Properties

Service, Reference,

or Endpoint Property Name Description

Reference DatabaseSchema  Indicates the Database schema name that hosts
the queue.

Reference ObjectFieldName Specify the ADT entry that will be used as a
payload.
Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Reference PayloadHeaderRe Specify if ADT entries except for payload is

quired accessible.
Reference RecipientList Specify recipient of the messages.
Reference Correlation Specifies a correlation criterion or search

criterion for the dequeue operation. For the
enqueue operation the value becomes the
correlation of the message sent to AQ.

33.1.2.2 Oracle Database Adapter
Table 33—4 describes the properties available for the Oracle Database Adapter.

Table 33-4 Oracle Database Adapter Properties

Service, Reference,
or Endpoint

Property Name

Description

Service

DescriptorName

The key into the TopLink metadata indicating
the root relational table.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Service

QueryName

The key into the TopLink metadata indicating
the named query to execute, with predefined
where clause and parameters.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Service

MappingsMetaData
UR

In conjunction with MappingsMetaDataURL
the path to the TopLink metadata file which
describes how a database schema has been
mapped to a particular predefined XML
schema.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Service

MappingsMetaData
UR

Indicates the path to the TopLink metadata file
which describes how a database schema has
been mapped to an XML schema.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Service

OXMappingsMetaDa
taURL

In conjunction with MappingsMetaDataURL
the path to the TopLink metadata file which
describes how a database schema has been
mapped to a particular predefined XML
schema.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.
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Table 33-4 (Cont.) Oracle Database Adapter Properties

Service, Reference,

or Endpoint Property Name Description

Service PollingInterval Indicates the number of seconds between
queries to the database for new events.

Service MaxRaiseSize Indicates the maximum number of XML
records that can be raised at a time to Oracle
BPEL Process Manager or the activation
listener.

Service PollingStrategy Indicates the method in which events are raised
from the database. Also known as
AfterReadStrategy.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Service MarkReadColumn Indicates status column used by
LogicalDeletePollingStrategy, for indicating
which rows have been processed.

Service MarkUnreadValue The status of unprocessed rows.

Service MarkReservedvValu The status of rows reserved by this polling

e instance.

Service MarkReadValue The status of processed rows.

Service SequencingTableN For example, the DB_ADAPTER_SEQUENCING.

ame

Service SequencingTableK For example, TABLE_NAME. This column

eyColumn holds the primary keys of the various sequences
stored.

Service SequencingTableV For example, LAST_READ_ID. This is the

alueColumn column that holds the value of the last
processed sequence value.

Service SequencingColumn For example, SCOTT.EMP.EMP_ID. This is the
monotonically increasing column on the polled
table.

Service SequencingColumn For example, the java.math.BigDecimal,

Type java.sql.Timestamp. The type of sequence
counter used.

Service SequencingTableK For example, the SCOTT. EMP. This is the key

ey into the Sequencing helper table, usually the
name of the table being polled.

Service ShouldCacheSeque For SequencingPollingStrategy, the

nceValue lastReadId can be kept in-memory so it does
not have to be read at the start of each polling
interval.

Service ShouldWriteSeque For SequencingPollingStrategy, the

nceValue lastReadId can be kept in-memory and only
written out to disk or a database when the
process, application server, or both are shut
down.

Service DeleteDetailRows For the delete polling strategy, this indicates
whether to delete detail rows and master rows
after XML records have been read.

Service SequencingDataSo For

urceName ExternalSequencingPollingStrategy.
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Table 33-4 (Cont.) Oracle Database Adapter Properties

Service, Reference,

or Endpoint Property Name Description
Service SequencingIsXADa For
taSource ExternalSequencingPollingStrategy.

Service UseBatchDestroy Deletes or updates multiple processed rows
with a single Data Manipulation Language
(DML) statement.

Service DelayCommit Indicates whether to delay the commit/destroy
action until all rows picked up (across multiple
maxTransactionSize units) have been
processed.

Service PollForChildUpda Indicates whether an update to a detail row

tes must result in the master row and all its details
being picked up for processing.

Service ShouldOrderRows For SequencingPollingStrategy, there
may be cases where you do not want to order
the rows by the sequence value.

Service NumberOfThreads Indicates the number of transactional threads to
be used by the database adapter.

Service FetchSize Indicates the JDBC level cursor fetch size.

Service MaxBatchiWritingS Indicates the JDBC level statements per batch

ize statement.

Service DeleteFromCursor Indicates the JDBC level delete while iterating
over ResultSet.

Service UseDirectSQL Enables performance optimization in certain
cases.

Service ReturnSingleResu Reads from multiple joined tables in a single

ltSet SQL select rather than many and returns a
single giant result set.

Service MaxTransactionSi Maximum number of rows to raise as part of

ze one database transaction.

Service SequencingFileNa For FileSequencingPollingStrategy only. The

me file contains a single value, the last read
sequence value / updated time. Timestamps
appear in ISO format.

Service Schemavalidation Validates the xmlagainst the xml schema before
raising it. Can only happen if the
auto-generated has been hand-edited, that is, to
add restrictions. Invalid records are rejected.

Service EnableStreaming Allows LOBs and multi-record XML files to be
streamed through SAX events, allowing only a
small part of payload to be kept in memory at a
time.

Reference DescriptorName The key into the TopLink metadata indicating
the root relational table.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.
Reference OutputCompletedX Indicates if this interaction execution have an
ml output message that is the input message with

primary keys set.
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Table 33-4 (Cont.) Oracle Database Adapter Properties

Service, Reference,
or Endpoint

Property Name

Description

Reference

MappingsMetaData
URL

The path to the toplink.xml file that
describes how a database schema has been
mapped to an XML schema.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Reference

OXMappingsMetaDa
taURL

In conjunction with MappingsMetaDataURL
the path to the TopLink metadata file which
describes how a database schema has been
mapped to a particular predefined XML
schema.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Reference

GetActiveUnitOfw
ork

Operations within the same JTA transaction use
the same TopLink Session and connection, and
writes occur together on JTA commit.

Reference

DmlType

Indicates the type of Data Modify Language
(DML) operation (merge, insert, update, delete,
write).

Reference

OutputCompletedX
ml

Does this interaction execute have an output
message which is the input message with
primary keys set. Useful when assigning
primary keys on insert.

Reference

OptimizeMerge

Sets some properties to improve performance of
the merge. For one, if multiple objects are
merged, the read queries to check existence and
load database versions into memory for
comparison are performed as a single query,
using an in () clause on the primary key.

Reference

DetectOmissions

Indicates whether to differentiate between null
and not there in the input XML. The difference
between <director /> (omission)and
<director xsi:nil=\"true\"/> (null).

Reference

MaxBatchWritingS
ize

The JDBC level statements per batch statement.

Reference

UseDirectSQL

Enables performance optimization in certain
cases.

Reference

QueryName

The key into the TopLink metadata indicating
the named query to execute, with predefined
where clause and parameters.

Reference

IsQueryByExample

The query is generated dynamically on each
invoke, based on matching the example input
xml record.

Reference

ReturnSingleResu
ltSet

An advanced feature that influences how many
total selects TopLink uses when querying
against multiple related tables (that is,
Master-Detail). Safest is the default (1 per table);
setting to true that attempts 1 total, by outer
joining all related selects into a single result set.

Reference

CursorWindowSize

How many records to return at a time when
selecting a huge number of rows in a single

query.
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Table 33-4 (Cont) Oracle Database Adapter Properties

Service, Reference,
or Endpoint

Property Name

Description

Reference

EnableStreaming

Allows LOBs and multi-record XMLs to be
streamed through SAX events, allowing only a
small part of payload to be kept in memory at a
time.

Reference

SglString

The SQL to execute in the pure SQL interaction.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Reference

IsTransactional

Indicates whether the pure SQL being executed
is a write that must occur within transaction
boundaries.

Reference

QueryTimeout

Indicates the JDBC level queryTimeout
setting.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Reference

MaxRows

Indicates the JDBC level maxRows setting.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Reference

SchemaName

The schema of the stored procedure to execute.

Reference

PackageName

The package of the stored procedure to execute.

Reference

ProcedureName

The procedure of the stored procedure to
execute.

Reference

Overload

Further identifies the stored procedure to
execute (in case of overloading) by the expected
number of parameters.

Reference

QueryTimeout

Indicates the JDBC level queryTimeout setting.

33.1.2.3 Oracle File Adapter
Table 33-5 describes the properties available for the Oracle File Adapter.

Table 33-5 Oracle File Adapter Properties

Service, Reference,

or Endpoint Property Name Description

Service PhysicalDirecto Specifies the physical directory for the File/FIP

ry adapter.

Service UseHeaders Set to true if the File/FIP adapter must
publish metadata, for example, file name,
directory name, last modified data, file size and
exclude the payload. This is typically used in
large payload scenarios where-in you simply
want to use the inbound adapter as a notifier.

Service Recursive If set to true, the File/FIP adapter processes
files recursively in sub-directories.

Service PhysicalArchive Directory where the inbound File/FIP adapter

Directory archives files after they have been processed

successfully.
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Table 33-5 (Cont.) Oracle File Adapter Properties

Service, Reference,
or Endpoint

Property Name

Description

Service

PhysicalErrorAr
chiveDirectory

Indicates the directory where the inbound
File/FTP adapter archives files in case of
failures, such as translation errors, and errors
during publish.

Service

DeleteFile

If set to true, the File/FIP adapter deletes the
file after it has been processed.

Service

IncludeFiles

Indicates the regex pattern against which the
filenames are matched. If the name of a certain
file matches this pattern, it is processed by the
File/FTP adapter.

Service

ExcludeFiles

Indicates the regex pattern against which the
filenames are matched. If the name of a certain
file matches this pattern, it is excluded and not
processed by the File/FIP adapter.

Service

PollingFrequenc
%

This parameter specifies how often does the
File/FTP adapter wake up to look for files in
the inbound directory. It is specified in seconds.

Service

MinimumAge

This parameter specifies the time interval after
which a file should be picked up for processing.
For example, this enables a large file to be
completely copied into the directory before it is
retrieved for processing. The age is determined
by the last modified time stamp. For example, if
you know that it takes three to four minutes for
a file to be written, set the minimum age of
pollable files to five minutes. If a file is detected
in the input directory and its modification time
is less than 5 minutes older than the current
time, the file is not retrieved because it is still
potentially being written to.

Service

PublishSize

This parameter indicates that a file contains
multiple messages and specifies how many
messages should be processed simultaneously.
For example, if a certain file has 11 records and
this parameter is set to 2, then the file is
processed 2 records at a time and the final
record is processed in the 6th iteration.

Service

Lenient

If set to true, then the File Adapter does not
complain if it does not have enough permission
to read /write to the inbound directory. By
default, this is set to false.

Service

TriggerFilePhys
icalDirectory

The directory path where the File/FIP adapter
looks for the trigger files.

Service

TriggerFile

The name of the trigger file that causes the
inbound File/FTP adapter to activate.

Service

TriggerFileStra
tegy

This parameter defines the strategy that the
File/FTP adapter uses to look for the specified
trigger file in trigger file directory. The
acceptable values are EndpointActivation,
EveryTime or OnceOnly.
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Table 33-5 (Cont.) Oracle File Adapter Properties

Service, Reference,
or Endpoint Property Name Description

Service MaxRaiseSize This parameter specifies the maximum number
of files that the File/FTP adapter submits for
processing in each polling cycle. For example, if
the inbound directory has 1000 files and this
parameter is set to 100 and the polling
frequency is one minute, then the File/FIP
adapter submits 100 files every minute.

Service Distributed This parameter specifies if the File/FIP adapter
inbound directory is being polled in a
distributed fashion. In other words, there are
multiple process polling the same directory in
one or more managed servers.

Service DirectorySepara When you choose multiple directories, the

tor generated JCA files use \";\" as the separator
for these directories. However, if you want, you
can change the separator to something else. If
you do so, manually add
DirectorySeparator=\"<<chosen
separator>>\" in the generated JCA file. For
example, to use comma (,) as the separator, you
must first change the separator to \",\" in the
Physical directory and then add
DirectorySeparator=\", \"in the JCA file.

Service AsAttachment If set to true, it causes the inbound file to be
published as an attachment.

Service CharactersSet Set it to the Character Set for the attachment.
This parameter is not used internally by the
File/FIP adapter and it is meant for third party
applications that process the attachments
published by the File/FTP adapter.

Service Encoding Set it to the Encoding for the attachment. This
parameter is not used internally by the
File/FIP adapter and it is meant for third party
applications that process the attachments
published by the File/FIP adapter.

Service ContentType Set it to the Mime-Type for the attachment. This
parameter is not used internally by the
File/FTIP adapter and it is meant for third party
applications that process the attachments
published by the File/FTP adapter.

Service ListSorter Specifies the sorter that the File/FTP adapter
use to sort files in the inbound. You can set this
parameter to
\"oracle.tip.adapter.file.inbound.1l
isting.TimestampSorterAscending\" or
\"oracle.tip.adapter.file.inbound.1l
isting.TimestampSorterDescending\".
You can also plug in your own sorter by writing
a class that implements
\"java.util.Comparator\".

Service SingleThreadMod If the value is true, the File/FIP adapter poller
el processes files in the same thread. In other
words, it does not use the global in-memory
queue for processing.
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Table 33-5 (Cont.) Oracle File Adapter Properties

Service, Reference,
or Endpoint Property Name

Description

Service ThreadCount

If this parameter is available, the adapter
creates it's own processor threads rather than
depending on the global thread pool processor
threads (by default 4 of them). In other words,
this parameter partitions the in-memory queue
and each composite application gets its own
in-memory queue. If the ThreadCount is set to
\"0\", then it behaves in the same manner as
the SingleThreadModel. If the ThreadCount is
set to \"-1\", then it starts using the global
thread pool. The max for this property is 40.

Service recoveryInterva
1

Used by the inbound adapter to configure the
recoverylnterval in case of errors. For example,
if the PhysicalDirectory is non-existent, then the
adapter uses this value to perform periodic
sleep/wakeups to check if the
PhysicalDirectory has been created and is
accessible.

Reference PhysicalDirecto
ry

Specifies the physical directory for the file/FIP
adapter.

Reference NumberMessages

Specifies the outbound file naming convention
used.

Reference ElapsedTime

This parameter is used for outbound batching.
When the time specified elapses, the outgoing
file is created. The parameter is of type String
and is not mandatory. The default value is 1.

Reference FileSize

Indicates if an opaque schema is being used.

Reference FileNamingConve
ntion

This parameter is for the naming convention for
the outbound write operation file.

Reference FileName

Use this parameter to specify a static single file
name during the write operation.

Reference Append

Setting this parameter to \"true\" causes the
File/FTIP adapter to append to a file on the
outbound. If the file does not exist, a new file is
created.

Reference UseStaging

If \"true\", then the outbound File/FTP adapter
writes translated data to a staging file and
afterward it streams the staging file to the target
file. If \"false\", then the outbound File/FIP
adapter does not use an intermediate staging
file.

Reference ConcurrentThres
hold

The maximum number of translation activities
that can be allowed to execute in parallel for a
particular outbound scenario. The translation
step during the outbound operation is CPU
intensive and hence must to be guarded as it
might cause starvation in other
applications/threads. The max is 100 (same as
the max for dspMaxThreads in BPEL).

Reference SequenceName

Specifies the Oracle database sequence name to
be used if you have already configured the
outbound File/FIP adapter for high
availability.
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Table 33-5 (Cont.) Oracle File Adapter Properties

Service, Reference,
or Endpoint

Property Name

Description

Reference

oracle.tip.adap
ter.file.mutex

Set it to the class name that specifies the mutex
you want to use for the outbound write
operation. This class must extend the
"oracle.tip.adapter.file.Mutex"
abstraction.

Reference

serializeTransl
ation

If set to \"true\", then the translation step is
serialized using a semaphore. The number of
permits for semaphore (guarding the
translation step) comes from
ConcurrentThreshold parameter (above). If
\"false\", then the translation step occurs
outside the semaphore.

Reference

inMemoryTransla
tion

This parameter is applicable only if
UseStagingis \"false\". If set to \"true\",
then the translation step occurs in-memory that
is, an in-memory byte array is created. If set to
\"false\", then the adapter creates an output
stream to the target file (FTP, FTPS and SFIP
included) and allows the translator to translate
and write directly to the stream.

Reference

DeleteFile

If set to \"true\", the File/FIP adapter deletes
the file after it has been processed.

Reference

IgnoreZeroByteF
ile

Set it to true if you do not want the File/FIP
adapter to throw an exception during the
outbound read operation if the file could not be
found. This parameter is ignored if the schema
for the inbound file is anything other than
"Opaque".

Reference

IncludeFiles

Indicates the regex pattern against which the
filenames are matched. If the name of a certain
file matches this pattern, it is processed by the
File/FTP adapter.

Reference

ExcludeFiles

Includes the regex pattern against which the
filenames are matched. If the name of a certain
file matches this pattern, it is excluded and not
processed by the File/FIP adapter.

Reference

Recursive

If set to "true", the File/FTP adapter processes
files recursively in sub-directories.

Reference

MaxRaiseSize

This parameter specifies the maximum number
of files that the File/FTP adapter submits for
processing in each polling cycle. For example, if
the inbound directory has 1000 files and this
parameter is set to 100 and the polling
frequency is one minute, then the File/FIP
adapter submits 100 files every minute.
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Table 33-5 (Cont.) Oracle File Adapter Properties

Service, Reference,

or Endpoint Property Name Description
Reference DirectorySepara When you choose multiple directories, the
tor generated JCA files use \";\" as the separator
for these directories. However, if you want, you
can change the separator to something else. If
you do so, manually add
DirectorySeparator=\"<<chosen
separator>>\" in the generated JCA file. For
example, to use comma (,) as the separator, you
must first change the separator to \",\" in the
Physical directory and then add
DirectorySeparator=\", \" in the JCA file.
Reference SourceFileName The source file for the File I/O operation.
Reference SourcePhysicalD The source directory for the File I/O operation.
irectory
Reference SourceType Set this to \"native\" if the source file is native
and \"xml\" if the source file is XML.
Reference SourceSchema Set it to the schema for the source file.
Reference SourceSchemaRoo Set it to the root element name for the source
t file.
Reference TargetFileName Indicates the target file for the File I/O
operation.
Reference TargetPhysicalD Indicates the target directory for the File I/O
irectory operation.
Reference TargetType Set this to \"native\" if the target file is native
and \"xmlI\" if the source file is XML.
Reference TargetSchema Set it to the schema for the target file.
Reference TargetSchemaRoo  Set it to the root element name for the target
t file.
Reference Xsl Set it to the XSL transformer between the source
and target.
Reference Type Set it \"corY\",\"MOVE\", or \"DELETE\".
Reference BatchSize Set it to the batch size for the batching
transformation.
Reference ChunkSize Specifies the number of outbound messages.

33.1.2.4 Oracle FTP Adapter
Table 33-6 describes the properties available for the Oracle FTP Adapter.

Table 33-6 Oracle FTP Adapter Properties

Service, Reference,

or Endpoint Property Name Description

Service timestampOffset This parameter is used by the FIP adapter to
tackle time zone issues, typically to convert the
time difference between the ftp server and the
system on which the ftp adapter is running to
millisecond.

Service PhysicalDirecto This parameter specifies the physical directory

ry for the File/FIP adapter.
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Table 33-6 (Cont) Oracle FTP Adapter Properties

Service, Reference,
or Endpoint

Property Name

Description

Service

UseHeaders

Set to \"true\" if the File/FTP adapter must
publish metadata, for example, file name,
directory name, last modified data, file size and
exclude the payload. This is typically used in
large payload scenarios where-in you simply
want to use the inbound adapter as a notifier.

Service

FileType

Set it to either \"ascii\" or \"binary\"
depending on the requirement.

Service

Recursive

If set to \"true\", the File/FIP adapter
processes files recursively in sub-directories.

Service

PhysicalArchive
Directory

Directory where the inbound File/FIP adapter
archives files after they have been processed
successfully.

Service

PhysicalErrorAr
chiveDirectory

Indicates the directory where the inbound
File/FTP adapter archives files in case of
failures, such as translation errors, and errors
during publish.

Service

UseRemoteArchiv
e

Set this parameter to \"true\" to notify the FTP
adapter that the archival directory is on the
same FIP server. If set to \"false\", the FTP
adapter uses a local file system folder for
archival.

Service

UseNlst

Set this parameter to \"true\" if you need the
FTP Adapter to use \"NLST\" FTP command
instead of \"LIST\" that the adapter uses by
default.

Service

DeleteFile

If set to \"true\", the File/FIP adapter deletes
the file after it has been processed.

Service

IncludeFiles

Indicates the regex pattern against which the
filenames are matched. If the name of a certain
file matches this pattern, it is processed by the
File/FTP adapter.

Service

ExcludeFiles

Indicates the Regex pattern against which the
filenames are matched. If the name of a certain
file matches this pattern, it is excluded and not
processed by the File/FIP adapter.

Service

PollingFrequenc
Yy

This parameter specifies how often does the
File/FTP adapter wake up to look for files in
the inbound directory. It is specified in seconds.

Service

MinimumAge

This parameter specifies the time interval after
which a file should be picked up for processing.
For example, this enables a large file to be
completely copied into the directory before it is
retrieved for processing. The age is determined
by the last modified time stamp. For example, if
you know that it takes three to four minutes for
a file to be written, set the minimum age of
pollable files to five minutes. If a file is detected
in the input directory and its modification time
is less than 5 minutes older than the current
time, the file is not retrieved because it is still
potentially being written to.
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Table 33-6 (Cont) Oracle FTP Adapter Properties

Service, Reference,
or Endpoint

Property Name

Description

Service

PublishSize

This parameter indicates that a file contains
multiple messages and specifies how many
messages should be processed simultaneously.
For example, if a certain file has 11 records and
this parameter is set to 2, then the file is
processed 2 records at a time and the final
record is processed in the 6th iteration.

Service

TriggerFilePhys
icalDirectory

The directory path where the File/FTP adapter
looks for the trigger files.

Service

TriggerFile

The name of the trigger file that causes the
inbound File/FTP adapter to activate.

Service

TriggerFileStra
tegy

This parameter defines the strategy that the
File/FTP adapter uses to look for the specified
trigger file in trigger file directory. The
acceptable values are EndpointActivation,
EveryTime or OnceOnly.

Service

MaxRaiseSize

This parameter specifies the maximum number
of files that the File/FTP adapter submits for
processing in each polling cycle. For example, if
the inbound directory has 1000 files and this
parameter is set to 100 and the polling
frequency is one minute, then the File/FIP
adapter submits 100 files every minute.

Service

Distributed

This parameter specifies if the File/FIP adapter
inbound directory is being polled in a
distrusted fashion. In other words, there are
multiple process polling the same directory in
one or more managed servers.

Service

DirectorySepara
tor

When you choose multiple directories, the
generated JCA files use \";\" as the separator
for these directories. However, if you want, you
can change the separator to something else. If
you do so, manually add
DirectorySeparator=\"<<chosen
separator>>\" in the generated JCA file. For
example, to use comma (,) as the separator, you
must first change the separator to \",\" in the
Physical directory and then add
DirectorySeparator=\",\"in the JCA file.

Service

AsAttachment

If set to \"true\", it causes the inbound file to be
published as an attachment.

Service

CharacterSet

Set it to the Character Set for the attachment.
This parameter is not used internally by the
File/FTP adapter and it is meant for third party
applications that process the attachments
published by the File/FIP adapter.

Service

Encoding

Set it to the Encoding for the attachment. This
parameter is not used internally by the
File/FTIP adapter and it is meant for third party
applications that process the attachments
published by the File/FTP adapter.
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Table 33-6 (Cont.) Oracle FTP Adapter Properties

Service, Reference,
or Endpoint Property Name Description

Service ContentType Set it to the Mime-Type for the attachment. This
parameter is not used internally by the
File/FTIP adapter and it is meant for third party
applications that process the attachments
published by the File/FIP adapter.

Service ListSorter Specifies the sorter that the File/FIP adapter
use to sort files in the inbound. You can set this
parameter to
\"oracle.tip.adapter.file.inbound.1l
isting.TimestampSorterAscending\" or
\"oracle.tip.adapter.file.inbound. 1l
isting.TimestampSorterDescending\".
You can also plug in your own sorter by writing
a class that implements
\"java.util.Comparator\".

Service SingleThreadMod If the value is true, the File/FIP adapter poller
el processes files in the same thread. In other
words, it does not use the global in-memory
queue for processing.

Service ThreadCount If this parameter is available, the adapter
creates it's own processor threads rather than
depending on the global thread pool processor
threads (by default 4 of them). In other words,
this parameter partitions the in-memory queue
and each composite application gets its own
in-memory queue. If the ThreadCount is set to
\"0\", then it behaves in the same manner as
the SingleThreadModel. If the
ThreadCount is set to \"-1\", then it starts
using the global thread pool. The max for this

property is 40.
Service recoveryInterva Used by the inbound adapter to configure the
1 recoveryInterval in case of errors. For

example, if the PhysicalDirectoryis
non-existent, then the adapter uses this value to
perform periodic sleep/wakeups to check if the
PhysicalDirectory has been created and is

accessible.
Service jca.message.enco This parameter is used to override the encoding
ding specified in the NXSD schema for the inbound
File/FTP adapter.
Service oracle.tip.adap This property lets you control the size of a

ter.file.debatc rejected message for the inbound File/FIP

hing.rejection. adapter partner link. For example, if you set it

quantum to \"100\", it causes the File/FTP adapter to
reject 100 lines from the file since the actual file
is too large.

Service useFileSystem This parameter is used by the inbound File/FIP
adapter during read-only polling in a clustered
environment. Setting it to \"true\" causes the
adapter to use the file system to store metadata
about files that have been already processed.
Setting it to \"false\" causes the adapter to use
a database table.
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Table 33-6 (Cont.) Oracle FTP Adapter Properties

Service, Reference,
or Endpoint

Property Name

Description

Service

oracle.tip.adap
ter.file.timeou
t.recoverpicked
.minutes

Used by the inbound high-av adapter when
using \"FILEADAPTER_IN\" as the
coordinator. Remember that when a file is first
claimed (enqueued) by a node for processing
FILE_PROCESSED column in FILEADAPTER _
IN is set to \"0\". At a later point in time, when
one of the decoupled Processor threads picks
up the file for processing, the value of FILE_
PROCESSED column is updated from \"0\" to
\"I\". And when the file is processed
completely, the FILE_PROCESSED column is
updated from \"1\" to \"2\". However, if the
processor thread picks up a file but the node
crashes before it could process the file, then the
file is never processed. This parameter is used
to \"undo\" the pick operation. The adapter
does this by deleting the entries in
FILEADAPTER_IN table that have been picked
up but not processed within the value specified
here.

Service

oracle.tip.adap
ter.file.timeou
t.recoverunpick
ed.minutes

Used by the inbound high-av adapter when
using \"FILEADAPTER_IN\" as the
coordinator. Remember that when a file is first
claimed by a node for processing FILE_
PROCESSED column in FILEADAPTER_IN is
set to \"O\". At a later point in time, when the
decoupled-Processor thread picks up the file for
processing, the value of FILE_PROCESSED
column is updated from \"0\" to \"1\". And
when the file is processed completely, the FILE_
PROCESSED column is updated from \"1\" to
\"2\". If the node crashes when the FILE_
PROCESSED is still \"0\", it would mean that
the file is enqueued by a node (this means no
other nodes can pick this one up). However, it
also means that the decoupled processor
threads have still not picked this one for
processing. This parameter is used to \"undo\"
the claim(enqueue_ operation. The adapter
does this by deleting the entries in
FILEADAPTER_IN table that have been
claimed (for example, FILE_PROCESSED
==\"0\"), but not picked up till now.

Service

purgeIntervalMi
1lis

Defines how often would the poller thread
purge control files for read-only polling
scenarios. Defaults to 5 days.

Service

oracle.tip.adap
ter.file.highav
ailability.maxR
etryInterval

Number of milliseconds after which the
inbound File/FTP adapter retries to establish
database connection in distributed polling
scenarios.

Service

oracle.tip.adap
ter.file.highav
ailability.maxR
etry

Number of times that the inbound File/FTP
adapter retries to establish database connection
in distributed polling scenarios.

Service

oracle.tip.adap
ter.file.reject
OriginalContent

Setting to \"true\" causes the File/FTP adapter
to reject the original actual content. If set to
\"false\", the adapter rejects the XML data
created because of to the translation step.
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Table 33-6 (Cont) Oracle FTP Adapter Properties

Service, Reference,
or Endpoint

Property Name

Description

Service

notifyEachBatch
Failure

Setting to \"true\" causes the File/FTP adapter
to call the Notification Agent's
onBatchFailure every time an error occurs
in a de-batching scenario. If set to \"false\", the
File/FTIP adapter calls onBatchFailure only
once after all messages in the de-batching
scenario.

Reference

PhysicalDirecto
ry

Directory Path for the File/FTP adapter.

Reference

FileType

Set it to either \"ascii\" or \"binary\"
depending on the requirement.

Reference

NumberMessages

This parameter is used for outbound batching.
The outgoing file is created when the number of
messages condition is met. The parameter is of
type String and is not mandatory. The default
value is 1.

Reference

ElapsedTime

This parameter is used for outbound batching.
When the time specified elapses, the outgoing
file is created. The parameter is of type String
and is not mandatory. The default value is 1.

Reference

FileSize

This parameter is used for outbound batching.
The outgoing file is created when the file size
condition is met. The parameter is of type
String and is not mandatory. The default value
is 1000 KB.

Reference

FileNamingConve
ntion

This parameter is for the naming convention for
the outbound write operation file.

Reference

FileName

Use this parameter to specify a static single file
name during the write operation.

Reference

Append

Setting this parameter to \"true\" causes the
File/FTP adapter to append to a file on the
outbound. If the file does not exist, a new file is
created.

Reference

UseStaging

If \"true\", then the outbound File/FTP adapter
writes translated data to a staging file and
afterward it streams the staging file to the target
file. If \"false\", then the outbound File/FIP
adapter does not use an intermediate staging
file.

Reference

ConcurrentThres
hold

The maximum number of translation activities
that can be allowed to execute in parallel for a
particular outbound scenario. The translation
step during the outbound operation is CPU
intensive and hence must to be guarded as it
might cause starvation in other
applications/threads. The max is 100 (same as
the max for dspMaxThreads in BPEL).

Reference

SequenceName

Specifies the Oracle database sequence name to
be used if you have already configured the
outbound File/FIP adapter for high
availability.
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Table 33-6 (Cont.) Oracle FTP Adapter Properties

Service, Reference,
or Endpoint

Property Name

Description

Reference

oracle.tip.adap
ter.file.mutex

Set it to the class name that specifies the mutex
you want to use for the outbound write
operation. This class must extend
\"oracle.tip.adapter.file.Mutex\"
abstraction.

Reference

serializeTransl
ation

If set to \"true\", then the translation step is
serialized using a semaphore. The number of
permits for semaphore (guarding the
translation step) comes from
ConcurrentThreshold parameter (above). If
\"false\", then the translation step occurs
outside the semaphore.

Reference

inMemoryTransla
tion

This parameter is applicable only if
UseStagingis \"false\". If set to \"true\",
then the translation step occurs in-memory that
is, an in-memory byte array is created. If set to
\"false\", then the adapter creates an output
stream to the target file (FTP, FTPS and SFTP
included) and allows the translator to translate
and write directly to the stream.

Reference

FileType

Set it to either \"ascii\" or \"binary\"
depending on the requirement.

Reference

UseRemoteArchiv
e

Set this parameter to \"true\" to notify the FTP
adapter that the archival directory is on the
same FIP server. If set to \"false\", the FTP
adapter uses a local file system folder for
archival.

Reference

DeleteFile

If set to \"true\", the File/FIP adapter deletes
the file after it has been processed.

Reference

IgnoreZeroByteF
ile

Set it to \"true\" if you do not want the
File/FTP adapter to throw an exception during
the outbound read operation if the file could
not be found. This parameter is ignored if the
schema for the inbound file is anything other
than \"Opaque\".

Reference

IncludeFiles

Indicates the regex pattern against which the
filenames are matched. If the name of a certain
file matches this pattern, it is processed by the
File/FTP adapter.

Reference

ExcludeFiles

Indicates the regex pattern against which the
filenames are matched. If the name of a certain
file matches this pattern, it is excluded and not
processed by the File/FIP adapter.

Reference

Recursive

If set to \"true\", the File/FIP adapter
processes files recursively in sub-directories.

Reference

MaxRaiseSize

This parameter specifies the maximum number
of files that the File/FTP adapter submits for
processing in each polling cycle. For example, if
the inbound directory has 1000 files and this
parameter is set to 100 and the polling
frequency is one minute, then the File/FTP
adapter submits 100 files every minute.
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Table 33-6 (Cont.) Oracle FTP Adapter Properties

Service, Reference,

or Endpoint Property Name Description
Reference DirectorySepara When you choose multiple directories, the
tor generated JCA files use \";\" as the separator

for these directories. However, if you want, you
can change the separator to something else. If
you do so, manually add
DirectorySeparator=\"<<chosen separator>>\"
in the generated JCA file. For example, to use
comma (,) as the separator, you must first
change the separator to \",\" in the Physical
directory and then add
DirectorySeparator=\",\" in the JCA file.

Reference UseNlst Set this parameter to \"true\" if you need the
FtpAdapter to use \"NLST\" FTP command
instead of \"LIST\" that the adapter uses by
default.

Reference timestampOffset This parameter is used by the FIP adapter to
tackle time zone issues, typically to convert the
time difference between the FIP server and the
system on which the FTP adapter is running to
millisecond.

Reference SourceFileName Indicates the source file for the File I/O
operation.

Reference SourcePhysicalD Indicates the source directory for the File I/O

irectory operation.

Reference SourceType Set this to \"native\" if the source file is native
and \"xml\" if the source file is xml.

Reference SourceSchema Set it to the schema for the source file.

Reference SourceSchemaRoo Set it to the root element name for the source

t file.

Reference TargetFileName Indicates the target file for the File I/O
operation.

Reference TargetPhysicalD The target directory for the File I/O operation.

irectory

Reference TargetType Set this to \"native\" if the target file is native
and \"xml\" if the source file is xml.

Reference TargetSchema Set it to the schema for the target file.

Reference TargetSchemaRoo Set it to the root element name for the target

t file.

Reference Xsl Set it to the XSL transformer between the source
and target.

Reference Type Set it to either \"ascii\" or \"binary\"
depending on the requirement.

Reference BatchSize Set it to the batch size for the batching
transformation.

Reference SourceIsRemote  Setitto \"false\" to notify the FTP adapter that
the source for the I/O operation is a local file
system as opposed to remote FIP server.

Reference TargetIsRemote  Setitto \"false\" to I/O notify the FTP adapter

that the target for the I/O operation is a local
file system as opposed to remote FIP server.
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Table 33-6 (Cont.) Oracle FTP Adapter Properties

Service, Reference,
or Endpoint

Property Name

Description

Reference

ChunkSize

Set it to the ChunkSi ze for the chunked
interaction operation.

33.1.2.5 Oracle JMS Adapter
Table 33-7 describes the properties available for the Oracle JMS Adapter.

Table 33-7 Oracle JMS Adapter Properties

Service, Reference,

or Endpoint Property Name Description
Service adapter.jms.enc Set the encoding to be used by JMS inbound
oding adapter.
Service adapter.jms.rec Set the receive timeout interval.
eive.timeout
Service adapter.jms.ret Set the interval JMS adapter would retry.
ry.interval
Service adapter.jms.reg Set the registration interval.
istration.inter
val
Service adapter.jms.rec Setthe number of receive threads.
eive.threads
Service JMSReplyToDesti Set the reply to destination.
nationPropertie
s
Service JMSReplyUseMess Whether message id is necessary for correlation.
ageIdForCorrela Valid values are 'true' or 'false'.
tion
Service JMSReplyUseCorr Whether correlation id is necessary for
elationIdForCor correlation. Valid values are 'true' or 'false’.
relation
Service suppressHeaders Whether to bypass headers or not. Valid values
are 'true’ or 'false'.
Service JMSReplyPropaga Whether a reply message is created with a TTL
teJMSExpiration value of other than 0 which is the default value
in a request reply scenario. Valid values are
'true’ or 'false’.
Service minimumDelayBet A throttling parameter (in milliseconds) that
weenMessages adds a brief sleep between each inbound posted
message, thus slowing down the message
inflow.
Reference requestReply.us Whether correlation is necessary in a request
eCorrelation reply scenario. Valid values are 'true’ or 'false’.
Reference requestReply.ca Whether correlation is necessary in a request
cheReceivers reply scenario. Valid values are 'true’ or 'false’.
Reference DestinationName Name of JMS physical destination.
Reference PayloadType Indicates the JMS Message type.
Reference DeliveryMode Set JMS delivery mode. Delivery Modes

supported by JMS API are PERSISTENT and
NON_PERSISTENT.
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Table 33-7 (Cont) Oracle JMS Adapter Properties

Service, Reference,

or Endpoint Property Name Description
Reference TimeToLive Indicates the message lifetime in milliseconds.
Reference Priority Indicates the JMS message priority.
Reference PayloadEntry Specify MapMessage entry that will be used as
payload.
Reference AttachmentList  Specify MapMessage entry that will be used as
payload and published as an attachment.
Reference RequestDestinat Indicates the name of JMS physical destination.
ionName
Reference ReplyDestinatio Indicates the name of JMS physical destination.
nName
Reference AllowTemporaryR Allows creation of temporary destination for
eplyDestination receiving messages.
Reference DurableSubscrib Indicates the unique name of durable
er subscription within a client identifier.
Reference MessageSelector Message selector expression used for message
selection when delivering message to
Destination.
Reference ReplyTimeout Indicates the Timeout to receive a reply

message.

33.1.2.6 Oracle MQ Series Adapter
Table 33-8 describes the properties available for the Oracle MQ Series Adapter.

Table 33-8 Oracle MQ Series Adapter Properties

Service, Reference,

or Endpoint Property Name Description
Service MessageType Indicates the message type of
outbound/dequeue message.
Service QueueName Indicates the name of inbound/outbound
queue.
Service UseMessageEncod Set to true if characterSet from header is used
ingForTranslati while translation.
on
Service InboundThreadCo Indicates the number of threads used in
unt inbound.
Service BackoutQueueNam Indicates the name of Backout Queue where
e rejected message would go.
Service BackoutQueueMan Indicates the name of the Backout Queue
agerName Manger where rejected message would go.
Service MaximumBackoutC Indicates the number of times adapter would
ount retry before sending the message to Backout
Queue.
Service BackoutInterval Indicates the interval between re-try for
backout message.
Service jca.message.enc This encoding value overwrites any encoding

oding

specified, either in MQMD or in schema file.
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Table 33-8 (Cont.) Oracle MQ Series Adapter Properties

Service, Reference,

or Endpoint Property Name Description
Service UseMessageEncod Setto \"true\" if charactersSet field of
ingForTranslati MQMD is to be used for translation in inbound.
on If set to \"false\" translator would use the
encoding from schema file. User can use
jca.message.encoding property to
overwrite any encoding specified, either in
MQMD or in schema file
Service FallbackReplyTo Indicates the Fallback Reply To Queue
QueueName Name.
Service FallbackReplyTo Indicates the Fallback Reply To Queue
QueueManagerNam Manager Name.
e
Service Priority Indicates the priority of reply/outbound
message.
Service Expiry Indicates the expiry time for reply/outbound
message.
Service Persistence Indicates the persistence of reply /outbound
message.
Service Feedback Indicates the feedback code of reply/outbound
message.
Note that you cannot edit this property in the
Oracle Enterprise Manager Console.
Service MessageFormat Indicates the format of reply/outbound
message.
Service OnDeliveryFailu Indicates the behavior of adapter if
re reply /outbound message delivery fails.
Service SegmentIfRequir Indicates the segmentation property for
ed message.
Service CopyPersistence Indicates the copy persistence from inbound
FromInbound message to reply message in Sync
Reg-Res(inbound) scenario.
Service PropagateExpiry Indicates the propagate expiry interval from
Interval inbound message to reply message in Sync
Reg-Res(inbound) scenario.
Service QueueName Indicates the name of inbound/outbound
queue.
Service GetMessageOptio Indicates the Get message options for outbound
ns dequeue scenario.
Service FilterByMsgId Indicates the Message id to be used for filtering.
Service FilterByCorrelI Indicates the Correlation id to be used for
a filtering.
Service FilterByGroupId Indicates the Group id to be used for filtering.
Service FilterByMsgSegN Indicates the message sequence number to be
umber used for filtering.
Service FilterByMsgSegN Indicates the message sequence number to be
umber used for filtering.
Reference QueueName Indicates the name of inbound /outbound

queue.
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Table 33-8 (Cont.) Oracle MQ Series Adapter Properties

Service, Reference,

or Endpoint Property Name Description
Reference DistributionLis Indicates the distribution list where message
t would go.
Reference PartialDelivery Set to false if message must go to all the Queues
ForDL in DL else set to true.
Reference SecondaryQueueM Indicates the name of secondary queue
anagerName manager.
Reference MessageFormat Indicates the format of reply /outbound
message.
Reference ReplyMessageId Indicates the correlation scheme for message Id
to be set.
Reference ReplyCorrelatio Indicates the correlation scheme for correlation
nId Id to be set.
Reference MessageId Indicates the correlation scheme for outbound
message.
Reference CorrelationId Indicates the correlation scheme for outbound
message.
Reference ReportCOA Indicates the COA report to be set on the
message.
Reference ReportCOD Indicates the COD report to be set on the
message.
Reference ReportException Indicates the exception report to be set on the
message.
Reference ReportExpiry Indicates the expiration report to be set on the
message.
Reference ReportPAN Indicates if PAN is required.
Reference ReportNAN Indicates if NAN is required.
Reference FallbackReplyTo Indicates the Fallback Reply To Queue
QueueName Name.
Reference FallbackReplyTo Indicates the Fallback Reply To Queue
QueueMangerName Manager Name.
Reference Priority Indicates the priority of reply/outbound
message.
Reference Expiry Indicates the expiry time for reply/outbound
message.
Reference Persistence Indicates the persistence of reply/outbound
message.
Reference Feedback Indicates the feedback code of reply/outbound
message.
Reference ReplyToQueueNam Indicates the ReplyToQueue to be set on the
e message.
Note that you cannot edit this property in the
Oracle Enterprise Manager Console.
Reference ReplyToQueueMan Indicates the ReplyToQueueManager to be set
agerName on the message.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.
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Table 33-8 (Cont.) Oracle MQ Series Adapter Properties

Service, Reference,

or Endpoint Property Name Description
Reference OnDeliveryFailu Indicates the behavior of adapter if
re reply /outbound message delivery fails.
Reference SegmentIfRequir Indicates the segmentation property for
ed message.
Reference PartialDelivery Set to true if partial delivery to DistributionList
ForDL is allowed, else false.
Reference SyncSolicitReqR Set to true if it is Sync Reg-Res(outbound)
es scenario else false.
Note that you cannot edit this property in the
Oracle Enterprise Manager Console.
Reference ResponseOpaqueS Set to true if reply /report message in Sync
chema Reg-Res scenario has Opaque schema.
Reference ResponseWaitInt Indicates the wait time for reply/report to
erval arrive.
Reference ResponseNoMessa Set to true if no message is allowed as
geAllowed reply /report after specified wait interval.
Reference ResponseGetMess Indicates the Get message options for
ageOptions reply/report.
Reference ResponseQueueOp Indicates the Open options for reply/report
enOptions queue.
Reference PutMessageOptio Indicates the Put message options.
ns
Reference QueueOpenOption Indicates the Open options for the queue.
S Note that you cannot edit this property in the
Oracle Enterprise Manager Console.
Reference UseMessageEncod Set to true if characterSet from header is
ingForTranslati used while translation
on
Reference DynamicQueueNam Indicates the dynamic queue name.
e
Reference AlternateUserID Indicates the alternate user id.
Reference WaitInterval Indicates the wait interval for outbound
dequeue.
Reference NoMessageAllowe Set to true if no message is allowed in outbound
d dequeue scenario after specified wait interval.
Reference UseMessageEncod Setto \"true\" if charactersSet field of
ingForTranslati MQMD is to be used for translation in inbound.
on If set to \"false\" translator would use the

encoding from schema file. User can use
jca.message.encoding property to
overwrite any encoding specified, either in
MQMD or in schema file.

33.1.2.7 Oracle Socket Adapter
Table 33-9 describes the properties available for the Oracle Socket Adapter.
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Note: Properties such as TransMode and XSLT, which are not listed
in Table 33-9, are displayed in the Properties tab. However, you
cannot edit properties that are not listed in Table 33-9. Making
changes to noneditable properties makes the composite invalid and
would require remodeling of the composite.

Table 33-9 Oracle Socket Adapter Properties

Service, Reference,
or Endpoint

Property Name

Description

Service

Port

The port on which the inbound socket adapter
listens for incoming socket connections.

Service

Encoding

Indicates the character encoding of the native
data.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Service

ByteOrder

Indicates the byte order of the native data as
bigEndian or littleEndian.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Reference

Host

Indicates the host to which outbound socket
adapter opens a socket connection.

Reference

Port

Indicates the port to which outbound socket
adapter tries to connect to.

Reference

Encoding

Indicates the character encoding of the native
data.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

Reference

ByteOrder

Indicates the byte order of the native data as
bigEndian or littleEndian.

Note that you cannot edit this property in the
Oracle Enterprise Manager Console.

33.1.2.8 Oracle JCA Adapters Endpoint Properties
Table 33-10 describes the endpoint properties available for the Oracle JCA Adapters.

You cannot add or remove the endpoint properties without redeploying the
composite. However, you can change the endpoint properties by using the Oracle
Enterprise Manager Console without redeploying the composite.
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Table 33-10 Oracle JCA Adapters Endpoint Properties

Direction
(Inbound/Outbound) Property Name Description

Inbound activationInstances This property can be used to increase the
number of polling (Worker) threads for
any inbound JCA resource adapter. It is
only meant to help increase concurrency
(scalability) for adapters, which do not
natively support multi threading. Since
most of the adapters bundled with
Fusion Middleware natively support
multi threading, this setting would
mostly be useful to third party (custom)
JCA adapters, which do not natively
support multi threading. Set this
property to the number of threads that is
required for a particular JCA Service
(endpoint).

Inbound UseWorkManager By default JCA adapters use the
standard Fusion Middleware WebLogic
WorkManager for starting polling
(Worker) threads. However, if the user
wants a particular JCA service
(endpoint) to use custom (user defined)
WorkManager, then this property
enables the user to specify the name of
such a custom WorkManager. The
WorkManager is only used to start the
JCA Service (endpoint) for which this
property has been defined.

Inbound rejectUncorrelatedMes When Native Correlation is used to
sages correlate an inbound asynchronous

message with a previous outbound
message - by way of defining a callback
interface (for a Reference) or by a mid
process receive (in BPEL) - the JCA
framework normally always try to post
the message to the composite, whether
the inbound message can be correlated
or not. By setting this property to true,
the JCA framework rejects a message,
which cannot be correlated (when
Native Correlation is active).

Inbound jca.retry.count Indicates the maximum number of
retries before rejection.

Inbound jca.retry.interval Indicates the time interval between
retries (measured in seconds).

Inbound jca.retry.backoff Indicates the retry interval growth factor
(positive integer).

Inbound jeca.retry.maxInterval Indicates the maximum value of retry
interval, that is, a cap if backoff is greater
than 1.

Outbound jca.retry.count Indicates maximum number of retries
before throwing retryable error
condition back to invoking service
engine.

Outbound jca.retry.interval Indicates the time interval between
retries (measured in seconds).
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Table 33-10 (Cont.) Oracle JCA Adapters Endpoint Properties

Direction

(Inbound/Outbound) Property Name Description

Outbound jca.retry.backoff Indicates the retry interval growth factor
(positive integer).

Outbound jca.retry.maxInterval Indicates the maximum value of retry
interval, that is, a cap if backoff is greater
than 1.

Outbound jca.retry.maxPeriod Indicates the maximum total retry

period. Retries do not occur longer than
the value specified in this parameter.

The following examples show how to specify the endpoint properties in the
composite.xml file in Oracle JDeveloper:

= Example 1: Specifying Endpoint Properties - Inbound
= Example 2: Specifying Endpoint Properties - Outbound

Example 1: Specifying Endpoint Properties - Inbound
<service name="Inbound">
<interface.wsdl interface="http://xmlns...#wsdl.interface(Inbound_PortType)"/>
<binding.jca config="Inbound_db.jca">
<property name="jca.retry.interval">5</property>
<property name="jca.retry.interval">1</property>
<property name="jca.retry.backoff">2</property>
<property name="jca.retry.maxInterval">6</property>
</binding.jca>
</service>

Notice that the inbound property jca.retry.maxPeriodis not supported (like it is
in outbound).

Example 2: Specifying Endpoint Properties - Outbound

<reference name="Outbound">
<interface.wsdl interface="http://xmlns...#wsdl.interface(Outbound_PortType)"/>
<binding.jca config="Outbound_jms.jca">
<property name="jca.retry.count">5</property>
<property name="jca.retry.interval">1</property>
<property name="jca.retry.backoff">2</property>
<property name="jca.retry.maxInterval">6</property>
<property name="jca.retry.maxPeriod">30</property>
</binding.jca>
</reference>
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34

Monitoring Service and Reference Binding
Components

This chapter describes how to monitor service and reference binding components
included in SOA composite applications.

This chapter includes the following topics:

= Section 34.1, "Monitoring Binding Component Instances and Faults"
m  Section 34.2, "Monitoring Binding Component Rejected Messages"
For more information, see the following documentation:

= Section 1.2.5, "Understanding Binding Components" for conceptual details about
binding components

»  Part XII, "Administering Oracle B2B" for details about Oracle B2B
»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite

34.1 Monitoring Binding Component Instances and Faults

You can monitor instances and faults for all binding components included in SOA
composite applications.

To monitor binding component instances and faults:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. In the Composite section, select a
specific SOA composite application.

2. C(Click Dashboard (if it is not selected).
3. Select a specific service or reference in the Services and References section.
4. If you select a service, the Dashboard page displays the following details:

= A graphic representation of the total incoming messages and faults since
server startup.

= Recently rejected messages, including the message name, time of the fault, and
the type of fault (business or system).
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34.2 Monitoring Binding Component Rejected Messages

You can monitor rejected messages for all binding components included in a SOA
composite application.

To monitor binding component rejected messages:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. In the Composite section, select a
specific SOA composite application.

2. Select a service or reference in the Services and References section.
3. Click Faults and Rejected Messages.

The Faults and Rejected Messages page shows the list of faults and rejected
messages, including details such as the error message, time of the fault, and the
associated composite instance ID. Depending upon the type of the binding
component selected, the faults can be on the incoming messages processed by a
service binding component or outgoing messages processed by a reference
binding component.

You can perform fault recovery from this page.

1r FaultFlow [1.0] @ Logaed in as weblogic |
o S04 Composits - Page Refreshed fpr 27, 2009 5:13:42 PM POT €

FaultFlove [1.0] = Service Home

¥ client (Web Service) @ & Related Links

Dashboard | Paolicies | Faults and Rejected Messages | Properties

Error Message Conkains Composite Instance I0
Fault ID
Fault Time From E‘"@ (UTZ-08:00) US Pacific Time
Fault Tirme Ta E"(y {UTC-08:00) US Pacific Time
Search || Reset
Fault Type | All Faulks »

Wigw - 38 Delete Rejected Messages. .

Rejected  Composibe Instance

Etrar Message Fault Time <~ Message 1D
Ij] <FaultType =1 </Fault Tvpe = <hegativeCredit xmins="http:/ services.akn.com” = <par Apr 26, 2009 11:56:13 PM 13
'EJ <faulkType =1 < FaulkTyvpe = <MegativeCredit xmins="htkp: //services. otn,com” = <par Apr 26, 2009 11:56:13 PM 17
Ij] <FaultType =1 </Fault Tvpe = <hegativeCredit xmins="http:/ services.akn.com” = <par Apr 26, 2009 11:56:13 PM 1z
'EJ <faulkType =1 < FaulkTyvpe = <MegativeCredit xmins="htkp: //services. otn,com” = <par Apr 26, 2009 11:56:13 PM 18
Ij] <FaultType =1 </Fault Tvpe = <hegativeCredit xmins="http:/ services.akn.com” = <par Apr 26, 2009 11:56:12 PM 19
'EJ <faulkType =1 < FaulkTyvpe = <MegativeCredit xmins="htkp: //services. otn,com” = <par Apr 26, 2009 11:56:12 PM 15
Ij] <FaultType =1 </Fault Tvpe = <hegativeCredit xmins="http:/ services.akn.com” = <par Apr 26, 2009 11:56:12 PM 11
'EJ <faulkType =1 < FaulkTyvpe = <MegativeCredit xmins="htkp: //services. otn,com” = <par Apr 26, 2009 11:56:12 PM 14
Ij] <FaultType =1 </Fault Tvpe = <hegativeCredit xmins="http:/ services.akn.com” = <par Apr 26, 2009 11:56:12 PM 16

4. Click a specific message in the Error Messages column to display complete fault
details, including the fault ID, fault time, fault location, fault type, and error
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message text. A Recover Now option displays for recoverable faults. Click
Recover Now to perform fault recovery.

5. If you want to delete rejected messages., click Delete Rejected Messages.

6. This displays a dialog for specifying a criteria for deleting rejected messages.

Delete : Rejected Messages [x]

Specify the criteria For selecting and deleting rejected messages directly from the database, Any selections vou may have
made in the Faults and Rejected Messages page will be ignored For this operation. To delete a Fault, delete the associated
composite instance From the Instances page.

{33 Common Delete Cptions

Preset Batches | Older than 24 Hours %

) Delete all

This will delete all the rejected messages of this service,

() Delete all Rejected Messages That Match These Criteria

Fault 1D
Skatt Time From (UTC-05:00% 1S Pacific Time
Start: Time To (UTC-08:00% 1S Pacific Time

Delete Cance

7. Specify a criteria, and click Delete.
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Managing Service and Reference Binding
Components

This chapter describes how to manage service and reference binding components
included in SOA composite applications.

This chapter includes the following topic:

= Section 35.1, "Managing Binding Component Policies"

Note: Oracle SOA Suite does not support multiple bindings for
service or reference binding components (for example, specifying both
SOAP 1.1 and SOAP 1.2 in the composite.xml file). Support is only
provided for a single Web service binding per service or reference. If
you specify multiple bindings, remove all but one and redeploy your
SOA composite application.

For more information, see the following documentation:

= Section 1.2.5, "Understanding Binding Components" for conceptual details about
binding components

»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite

35.1 Managing Binding Component Policies

You can attach and detach security policies to and from binding components included
in a currently deployed SOA composite application. Policies apply security to the
delivery of messages. Oracle Fusion Middleware uses a policy-based model to manage
Web services.

Note: Before attaching policies, see Oracle Fusion Middleware Security
and Administrator's Guide for Web Services for definitions of available
policies and details about which ones to use in your environment.

To manage binding component policies:

1. Access this page through one of the following options:
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From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. In the Composite section, select a
specific SOA composite application.

The list of currently deployed SOA composite applications appears.
2, In the Composite list, select an application.

The Dashboard page for the selected SOA composite application appears. The
Services and References section of this tab displays the binding components
being used in the application.

3. In the Services and References section, select a service or reference.
4. Click Policies.

The Policies page enables you to attach and detach security policies to and from a
service or reference binding component. The policies table displays the attached
policy name, the policy reference status (enabled or disabled), the category
(Management, Reliable Messaging, MTOM Attachment, Security, or WS
Addressing), the violations since the SOA Infrastructure was last restarted, and
the authentication, authorization, confidentiality, and integrity failures since the
SOA Infrastructure was last restarted.

1} Autol oanComposite [1.0]® Logged in a5 weblogic|

off3 504 Composite - Page Refreshed Feb 19, 2009 £:33:33 M peT ()
sukoloanComposite [1.0] = Service Home

 client {Web Service) @ &7 Related Links v
Dashboard Faults and Rejected Messages | Propetties
attach/Detach
i Security Violations
Policy Mame Category Palicy Reference Tokal Yiolations
Status Authentication Autharization Corfide

oracleflog_policy Management Enabled 1] nia n/a

Security Configuration Details
Mo policy is currently selected, or there are no properties for the selected policy,

5. Click Attach/Detach.

If multiple components are available, you are prompted to select the service or
component for which to perform the attachment or detachment.
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Note: If you attach a policy to a service binding component (client)
and initiate an instance of the SOA composite application in the Test
Web Service page, and the policy attachment fails, an Oracle Web
Services Manager (OSWM) policy error is not generated and viewable
in Oracle Enterprise Manager Fusion Middleware Control Console.

If the same SOA composite application instance is initiated externally,
a policy error is generated and viewable in Oracle Enterprise Manager
Fusion Middleware Control Console.

For service components (such as a BPEL process) or reference binding
components, the policy error is always generated and viewable,
regardless of whether the application instance was initiated externally
or internally through the Test Web Service page.

6. Select the service or component to which to attach or detach a policy.
This invokes a dialog for attaching or detaching policies.

Policies currently attached appear in the Attached Policies section. Additional
policies available for attachment appear in the Available Policies section.

7. Select policies to attach that are appropriate to your environment.
8. Click Attach.
9. When you are finished attaching policies, click Validate.

10. If an error message appears, make the necessary corrections until you no longer
have any validation errors.

The attached policy displays in the policies table.
11. Click OK.
For more information, see the following documentation:
= Section 1.3.3.2, "Understanding Policies"

= Section 8.8, "Managing SOA Composite Application Policies" for the dialogs that
display during policy attachment

»  Oracle Fusion Middleware Security and Administrator’s Guide for Web Services for
definitions of available policies and details about which ones to use for your
environment

35.1.1 Limitation on MTOM Optimization in Reference Binding Component Messages

MTOM optimization is not supported for messages sent from a reference binding
component to an external service. All binary messages leaving the reference binding
component increase by 33%.
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Part XV

Appendixes

This part includes the following appendixes:

s Appendix A, "Demo User Community"

= Appendix B, "Troubleshooting Oracle SOA Suite"
s Appendix C, "Oracle Enterprise Manager Roles"






A

Demo User Community

This appendix describes the demo user community for task assignments in Oracle
SOA Suite.

This appendix includes the following topics:

Section A.1, "Using the Demo User Community"
Section A.2, "Users"

Section A.3, "Groups"

Section A .4, "soa-infra Application Roles"

Section A.5, "SOATestDemoApp Application Roles"
Section A.6, "Roles Granted to and Owned by Users"

Section A.7, "The WorkflowPermission Class"

A.1 Using the Demo User Community

After installing Oracle SOA Suite, you must seed the user demo community in the
database. The demo user community is an organizational hierarchy of users and
groups.

A.2 Users

To seed the demo user community:

1.

Download the workflow-001-DemoCommunitySeedApp sample from the
following URL:

http://www.oracle.com/technology/sample_code/products/bpm

Follow the instructions in the README . txt file included with this sample. This
file describes how to seed the user demo community described in the appendix.

Table A-1 lists the users in the demo community.
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Table A-1 Users in the Demo Community

User “:ﬁe First Name Last Name Title Manager E-Mail

1 achrist Agatha Christie Loan wfaulk achrist@emailExample.com
Consultant

5 cdickens  Charles Dickens CEO - cdickens@emailExample.com

6 cdoyle Conan Doyle Loan Agent rsteven cdoyle@emailExample.com

3 EHEMING Ernest Hemingway CFO JVerne EHEMING@emailExample.com

7 fkafka Franz Kafka Manager1  ltolstoy fkafka@emailExample.com

8 istone Irving Stone Iioan Agent sfitzger istone@emailExample.com

9 jausten Jane Austen Loan fkafka jausten@emailExample.com
Consultant

10 jcooper James Cooper Ifoan Agent jstein jcooper@emailExample.com

11 jlondon Jack London %oan Agent sfitzger jlondon@emailExample.com

12 jstein John Steinbeck =~ Manager2  wfaulk jstein@emailExample.com

2 JVerne Jules Verne CIO cdickens JVerne@emailExample.com

13 Itolstoy Leo Tolstoy Director wfaulk Itolsoy@emailExample.com

14 mmitch Margaret  Mitchell Loan fkafka mmitch@emailExample.com
Analyst

15 mtwain Mark Twain Iioan Agent jstein mtwain@emailExample.com

16 rsteven Robert Stevenson  Manager3  jstein rsteven@emailExample.com

17 sfitzger Scott Fitzgerald = Manager1  wfaulk sfitzger@emailExample.com

18 szweig Stefan Zweig Loan fkafka szweig@emailExample.com
Analyst

4 VHUGO  Victor Hugo HR EHEMING VHUGO®@emailExample.com
Manager

19 wfaulk William Faulkner Vice cdickens wfaulk@emailExample.com
President

20 wshake William Shakespeare Manager3  rsteven wshake@emailExample.com

Figure A-1 shows the organizational hierarchy of the demo community.
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Figure A-1 Demo Community Organizational Hierarchy

CEO
Charles Dickens
Cdickens
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William Faulkner
Wfaulk
® Ccio ® Manager1 ® Manager2 ® Director
Jules Verne Scott Fitzgerald John Steinbeck Leo Tolstoy
jverne sfitzger jstein Itolstoy
® Manager1
Franz Kafka
fkafka
Loan Agent1 @Loan Agent2 @ Loan
Jack London Irving Stone Consultant
jlondon istone Agatha Christie
achrist
® CFO Loan Analyst @ Loan Analyst Loan Consultant
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hrne_s emingway szweig Munnerlyn jausten
eming Mitchell
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©® HR Manager
Victor Hugo
vhugo Manager3
Robert Louis Stevenson
rsteven
Loan Agent1 Loan Agent2 Loan Agent2 Manager 3
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jcooper mtwain cdoyle wshake

A.3 Groups

Table A-2 lists the groups in the demo community; the users and groups that are
granted each group role (direct grantees and all grantees); and the group roles and
application roles granted to each group (direct-granted roles and all granted roles). See
Table A-6 for the roles granted to users sorted by user.

Table A-2 Groups in the Demo Community: Grant Relationships

Group Direct Grantees All Grantees Direct-Granted Roles All Granted Roles
RegionalOffices CentralRegion, szweig, wshake, - -
WesternRegion, jcooper,
EasternRegion WesternRegion,
mmitch,
EasternRegion,
jlondon,
CentralRegion, istone,
cdoyle, mtwain,
California, fkafka
EasternRegion szweig, wshake, szweig, wshake, RegionalOffices RegionalOffices
mmitch, fkafka mmitch, fkafka
CentralRegion jlondon, mtwain jlondon, mtwain RegionalOffices RegionalOffices
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Table A-2 (Cont.) Groups in the Demo Community: Grant Relationships

Group Direct Grantees All Grantees Direct-Granted Roles All Granted Roles
WesternRegion cdoyle, California  jcooper, istone, cdoyle, RegionalOffices RegionalOffices
California
California jcooper, istone jcooper, istone WesternRegion RegionalOffices,
WesternRegion
LoanAgentGroup  jlondon, wshake, szweig, jlondon, - -
LoanAnalyticGroup wshake,
, jcooper, istone, LoanAnalyticGroup,
cdoyle, mtwain jcooper, istone, cdoyle,
mtwain, mmitch,
fkafka
LoanAnalyticGrou szweig, mmitch, szweig, mmitch, fkafka BPMWorkflowCustomize, BPMWorkflowCustomize,
P fkafka LoanAgentGroup LoanAgentGroup
Supervisor jcooper, mtwain, jcooper, mtwain, - -
rsteven rsteven
Executives cdickens, JVerne, cdickens, JVerne, - -

EHEMING,
VHUGO

EHEMING, VHUGO

Table A-3 continues information for several groups listed in Table A-2. It lists the
users and groups (direct owners and all owners) that own each group and the group
roles (direct-owned roles and all owned roles) that each group owns. See Table A-6 for
the roles owned by users sorted by user.

Table A-3 Groups in the Demo Community: Ownership Relationships

Group Direct Owners All Owners Direct Owned Roles All Owned Roles
EasternRegion jstein jstein - -
WesternRegion jstein jstein - -
California fkafka fkafka - -
LoanAgentGroup jcooper, fkafka jcooper, fkafka - -
LoanAnalyticGroup jstein jstein - -
Supervisor jstein jstein - -

A.4 soa-infra Application Roles

Table A—4 lists the soa-infra application roles; the users, groups, and roles that are
granted each application role (direct grantees and all grantees); and the roles granted
to each application role (direct-granted roles and all granted roles). See Table A-6 for
the application roles granted to users sorted by user.

Table A-4 Application Roles in soa-infra

Application Role Direct Grantees All Grantees Direct-Granted Roles All Granted Roles
SOAAdmin Administrators Administrators BPMWorkflow Admin BPMWorkflowCustomize
BPMWorkflow Admin
BPMWorkflowAdmin SOAAdmin, SOAAdmin, BPMWorkflowCustomize BPMWorkflowCustomize
demoadmin demoadmin,
Administrators
BPMWorkflowCustomize LoanAnalyticGroup, szweig, - -
BPMWorkflowAdmin LoanAnalyticGroup,
SOAAdmin,
BPMWorkflow Admin
, mmitch, fkafka,
Administrators,
demoadmin
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For more information about application roles, see Oracle Fusion Middleware Developer's
Guide for Oracle SOA Suite.

A.5 SOATestDemoApp Application Roles

Table A-5 lists the roles in the SOATestDemoApp application.

Table A-5 SOATestDemoApp Roles

Application Role Direct Grantees

All Grantees

Direct-Granted Roles

All Granted Roles

DevTeam rsteven rsteven, mmitch, fkafka,
jcooper, istone
QATeam jlondon, Supervisor jlondon, jcooper,
mtwain, rsteven,
mmitch, fkafka, istone
ProductionTeam mmitch, fkafka, mmitch, fkafka, jcooper, DevTeam, QATeam DevTeam, QATeam

California

istone

A.6 Roles Granted to and Owned by Users

Table A—6 lists the roles granted to each user (direct-granted roles and all granted
roles) and the roles owned by each user (direct-owned roles and all owned roles).

Table A-6 Roles for Each User

User Name Direct-Granted Roles

All Granted Roles

Direct-Owned Roles All Owned Roles

achrist Executives

cdickens -

Executives

cdoyle WesternRegion,

LoanAgentGroup

RegionalOffices,
WesternRegion,
LoanAgentGroup

EHEMING

Executives

fkafka LoanAnalyticGroup,
EasternRegion,

ProductionTeam

BPMWorkflowCustomize,
RegionalOffices,
LoanAnalyticGroup,
LoanAgentGroup,
EasternRegion,
ProductionTeam, DevTeam,
QATeam

LoanAgentGroup,
California

LoanAgentGroup,
California

istone LoanAgentGroup, California

RegionalOffices,
WesternRegion,
LoanAgentGroup, California,
DevTeam, QATeam,
ProductionTeam

jausten -

jcooper Supervisor,

LoanAgentGroup, California

RegionalOffices,
WesternRegion, Supervisor,
LoanAgentGroup, California,
DevTeam, QATeam,
ProductionTeam

LoanAgentGroup

LoanAgentGroup

jlondon CentralRegion,

LoanAgentGroup, QATeam

CentralRegion,
RegionalOffices,
LoanAgentGroup, QATeam

jstein -

LoanAnalyticGroup
WesternRegion,
Supervisor,
EasternRegion

LoanAnalyticGroup
WesternRegion,
Supervisor,
EasternRegion

JVerne

Executives

Demo User Community
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Table A-6 (Cont.) Roles for Each User

User Name Direct-Granted Roles All Granted Roles Direct-Owned Roles All Owned Roles
ltolstoy - - - -
mmitch LoanAnalyticGroup, BPMWorkflowCustomize - -
EasternRegion, RegionalOffices,
ProductionTeam LoanAnalyticGroup,
LoanAgentGroup,
EasternRegion, DevTeam,
QATeam, ProductionTeam
mtwain CentralRegion, Supervisor,  CentralRegion, - -
LoanAgentGroup RegionalOffices, Supervisor,
LoanAgentGroup, QATeam
rsteven Supervisor, DevIeam Supervisor, DevTeam - -
sfitzger - - - -
szweig LoanAnalyticGroup, BPMWorkflowCustomizeDem
EasternRegion oApp/FlexFieldRole,
RegionalOffices,
LoanAnalyticGroup,
LoanAgentGroup,
EasternRegion
vhugo Executives
wfaulk - - - -
wshake LoanAgentGroup, RegionalOffices, - -
EasternRegion LoanAgentGroup,
EasternRegion

A.7 The WorkflowPermission Class

Table A-7 lists the permissions defined in the WorkflowPermission class and the
application roles associated with each permission.

Table A-7 WorkflowPermission Class

Permission

Application Role with Permission

workflow.mapping.publicFlexField

BPMWorkflow Admin, BPMWorkflowCustomize

workflow.mapping.protectedFlexField

BPMWorkflow Admin

workflow.admin

BPMWorkflow Admin

workflow.admin.evidenceStore

BPMWorkflow Admin
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Troubleshooting Oracle SOA Suite

This appendix describes how to troubleshoot issues you can encounter when using
Oracle SOA Suite.

This appendix includes the following topics:

Section B.1, "Resolving Message Failure Caused By Too Many Open Files"
Section B.2, "Extending Tablespaces to Avoid Problems at Run Time"

Section B.3, "Resolving Connection Timeouts"

B.1 Resolving Message Failure Caused By Too Many Open Files

You can receive the following error at run time or compilation time, depending on the
number of JAR files being used, the use of file descriptors by JDK 6/]JRE, or both.

Message send failed: Too many open files

To resolve this error, increase the number of file descriptors to at least 4096.

1.

Use the 1imit command (for the C shell) or the ulimit command (for the Bash
shell) to identify the value for descriptors. A value of 1024 is typically too low,
especially for JDK 6.

% limit

cputime unlimited
filesize unlimited
datasize unlimited

stacksize 10240 kbytes
coredumpsize unlimited
memoryuse unlimited
vmemoryuse unlimited
descriptors 1024
memorylocked 500000 kbytes
maxproc 46720

Log in as the root user on your operating system.

Edit the /etc/security/limits.conf file to increase the value for
descriptors.

For this example, the 1imits. conf file looks as follows after increasing the limit
for all users to 4096:

#<domain> <type> <item> <value>
#
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#* soft core 0
#* hard rss 10000
#@student hard nproc 20
#@faculty soft nproc 20
#efaculty hard nproc 50
#ftp hard nproc 0
#@student - maxlogins 4

# End of file

@svrgroup soft memlock 500000
@svrgroup hard memlock 500000
* soft nofile 4096
* hard nofile 4096

4. Close your terminal and reopen for the change to take effect. A system restart is
not required.

B.2 Extending Tablespaces to Avoid Problems at Run Time

If the database tablespace is not extended, run time processing can be impacted.
Messages are not processed or persisted, and exception errors similar to the following
can appear in the log files. This is because Oracle BPEL Process Manager relies on the
database to store instance data. If the database is not available, run-time processing is
impacted.

INFO: MediatorServiceEngine returning after processing the request for
operation = processResponse

[EL Warning]: 2009.01.14 11:46:16.783--UnitOfWork(32372128)--Exception
[EclipselLink-4002] (Eclipse Persistence Services - 1.1 (Build
SNAPSHOT-20081007)) : org.eclipse.persistence.exceptions.DatabaseException
Internal Exception: java.sql.BatchUpdateException: ORA-01691: unable to
extend lob segment SH_SOAINFRA.SYS_LOB0000145067C00007$$ by 1024 in
tablespace SH_SOAINFRA

Error Code: 1691

Query: InsertObjectQuery(com.collaxa.cube.persistence.dto.AuditTrail@199b33d)
[EL Warning]: 2009.01.14 11:46:16.782--UnitOfWork(32372128)--Exception
[EclipseLink-4002] (Eclipse Persistence Services - 1.1 (Build
SNAPSHOT-20081007) ) : org.eclipse.persistence.exceptions.DatabaseException
Internal Exception: java.sql.BatchUpdateException: ORA-01691: unable to
extend lob segment SH_SOAINFRA.SYS_LOB0000145067C00007$$ by 1024 in
tablespace SH_SOAINFRA

Ensure that you set a tablespace to automatically extend itself by a specified amount
when it reaches its size limit. If you do not enable autoextend, ensure that you respond
when alerted that the tablespace is reaching its critical or warning threshold size. You
can respond to size alerts by manually increasing the tablespace size.

B.3 Resolving Connection Timeouts
You can receive a connection timeout error under circumstances such as the following;:

= You run a SOA composite application with a large payload that takes more than
30 seconds to process.
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= You are invoking a stress test using a large payload from the Test Web Service
page of Oracle Enterprise Manager Fusion Middleware Control Console.

= You are passing a large number of message files (one million) into a composite
with a file adapter service.

To avoid receiving timeout errors, increase the transaction timeout property as
follows:

1. Log into Oracle WebLogic Administration Console.
2. Click JTA.

3. Change the value of Timeout Seconds (the default is 30).
4. Click Save.
5

Restart Oracle WebLogic Server.
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Oracle Enterprise Manager Roles

This appendix describes the privileges that users with the administrator, operator, and
monitor roles are authorized with when accessing pages in Oracle Enterprise Manager
Fusion Middleware Control Console.

This chapter includes the following topic:
= Section C.1, "Roles and Privileges"

For information about how to create roles, add users to groups, and secure resources
with roles and policies, see Oracle Fusion Middleware Securing Resources Using Roles and
Policies for Oracle WebLogic Server and the Oracle Fusion Middleware Oracle WebLogic
Server Administration Console Help. Click the Contents link in the Console Help to
access procedures for performing the above-mentioned tasks.

C.1 Roles and Privileges

Oracle Enterprise Manager Fusion Middleware Control Console supports the notion of
role-based access. Users are mapped to different roles; each role corresponds to a
different set of privileges. Using this mechanism, you can provision certain users with
simple monitoring privileges (for instance view-only access), while administrators can
be granted full access, including the ability to update configurations, restart servers,
and so on.

The following roles have been defined for Oracle WebLogic Server in Oracle
Enterprise Manager Fusion Middleware Control Console:

= Administrator

This role provides complete management and monitoring capabilities.
s Operator

This role provides restricted management capabilities.
= Monitor

This role provides read-only capabilities.

C.1.1 Overall Role Functionality Matrix

Table C-1 lists the actions that users with each role can perform.

Table C-1 Role Functionality Matrix

Actions Monitor Operator Administrator

View monitoring metrics Yes Yes Yes
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Table C-1 (Cont.) Role Functionality Matrix

Actions Monitor Operator Administrator
View configurations Yes Yes Yes
Update configurations No No Yes
Handle fault actions No Yes Yes
Create instances using the Test Yes Yes Yes
Web Service page

Start, stop, retire, and activatea  No Yes Yes
composite

Execute unit tests No Yes Yes
Attach and detach policies No No Yes
View instances, the flow trace, Yes Yes Yes
and the audit trail

View audit trail payloads Yes Yes Yes
Delete instances No No Yes
Start and stop the SOA No Yes Yes
Infrastructure

Perform deployment options No Yes Yes
(deploy, undeploy, and

redeploy)

Modify composite properties No Yes Yes

(enable payload and audit level)

C.1.2 SOA Infrastructure Page

Table C-2 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.

Table C-2 SOA Infrastructure Page

Lowest Role
Page Elements for Accessing Monitor Operator Administrator
View Dashboard tab Monitor Yes Yes Yes
View Deployed Composites tab Monitor Yes Yes Yes
= Start/stop (SOA Infrastructure) Operator No Yes Yes
= Activate/retire Operator No Yes Yes
= Deployment options Operator No Yes Yes
= Setas default Operator No Yes Yes
View Instances tab Monitor Yes Yes Yes
= Delete options (all) Administrator No No Yes
= Abort Administrator No No Yes
View Faults and Rejected Messages tab Monitor Yes Yes Yes
= Recovery actions Operator No Yes Yes
= Delete rejected messages Administrator No No Yes
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C.1.3 SOA Infrastructure Menu

Table C-3 lists the lowest role that a user must have to access the options on this menu
and the privileges that each role has on the menu options.

Table C-3 SOA Infrastructure Menu

Lowest Role for

Menu Items Accessing Monitor Operator Administrator
Control Operator No Yes Yes
SOA Deployment Operator No Yes Yes
Logs >Log Configuration Administrator No No Yes
Other menu items Monitor Yes Yes Yes

C.1.4 SOA Composite Menu

Table C—4 lists the lowest role that a user must have to access the options on this menu
and the privileges that each role has on the menu options.

Table C-4 SOA Composite Menu

Lowest Role for

Menu Items Accessing Monitor Operator Administrator
SOA Deployment Operator No Yes Yes
Test Service Monitor Yes Yes Yes
Other menu items Monitor Yes Yes Yes

C.1.5 Composite Home Page

Table C-5 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.

Table C-5 Composite Home Page

Lowest Role
Page Elements for Accessing Monitor Operator  Administrator
View Dashboard tab Monitor Yes Yes Yes
»  Test composite service action Operator No Yes Yes
= Activate/retire action Operator No Yes Yes
= Start/stop action Operator No Yes Yes
»  Property changes (settings) ~ Operator No Yes Yes
View Instances tab Monitor Yes Yes Yes
= Delete/abort actions Administrator No No Yes
View Faults tab Monitor Yes Yes Yes
= Fault recovery actions Operator No Yes Yes
= Delete rejected messages Administrator No No Yes
View Unit Test tab Monitor Yes Yes Yes
= Execute test action Operator No Yes Yes
View Policies tab Monitor Yes Yes Yes
= Attach/detach action Administrator No No Yes
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C.1.6 BPEL Process Service Engine

Table C-6 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.

Table C-6 BPEL Process Service Engine

Lowest Role
Menu Items for Accessing Monitor Operator Administrator
View Dashboard tab Monitor Yes Yes Yes
View Statistics tab Monitor Yes Yes Yes
View Instances tab Monitor Yes Yes Yes
View Faults tab Monitor Yes Yes Yes
= Fault recovery actions (abort, Operator No Yes Yes
retry, and so on)
View Deployed Components tab Monitor Yes Yes Yes
Message Recovery tab Monitor Yes Yes Yes
= BPEL message recovery action ~ Operator No Yes Yes
View Configuration (Properties page) Monitor Yes Yes Yes
= Apply button Administrator No No Yes
= Add button Administrator No No Yes

C.1.7 Mediator Service Engine

Table C-7 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.

Table C-7 Mediator Service Engine

Lowest Role for

Page Elements Accessing Monitor Operator Administrator
View Dashboard tab Monitor Yes Yes Yes
View Statistics tab Monitor Yes Yes Yes
View Instances tab Monitor Yes Yes Yes
View Faults tab Monitor Yes Yes Yes
= Fault recovery action Operator No Yes Yes
(abort, retry, and so
on)
View Deployed Monitor Yes Yes Yes
Components tab
View Configuration Monitor Yes Yes Yes
(Properties page)
Apply button Administrator No No Yes

C.1.8 Human Workflow Service Engine

Table C-8 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.
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Table C-8 Human Workflow Service Engine

Lowest Role
Page Elements for Accessing Monitor Operator Administrator
View Dashboard tab Monitor Yes Yes Yes
View Statistics tab Monitor Yes Yes Yes
View Instances tab Monitor Yes Yes Yes
View Faults tab Monitor Yes Yes Yes
= Fault recovery action (abort, Operator No Yes Yes
retry, and so on)
View Deployed Components tab Monitor Yes Yes Yes
View Notification Management tab Monitor Yes Yes Yes
= Send notifications Administrator No No Yes
Configuration (Properties page) Monitor Yes Yes Yes
= Apply button Administrator No No Yes

C.1.9 Business Rules Service Engine

Table C-9 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.

Table C-9 Business Rules Service Engine

Lowest Role for

Page Elements Accessing Monitor Operator Administrator
View Dashboard tab Monitor Yes Yes Yes
View Instances tab Monitor Yes Yes Yes
View Faults tab Monitor Yes Yes Yes
View Deployed Monitor Yes Yes Yes

Components tab

C.1.10 BPEL Process Service Component Home Page

Table C-10 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.

Table C-10 BPEL Process Service Component Home Page

Lowest Role for

Page Elements Accessing Monitor Operator Administrator
View Dashboard tab Monitor Yes Yes Yes
View Instances tab Monitor Yes Yes Yes
View Faults tab Monitor Yes Yes Yes
= Fault recovery action Operator No Yes Yes
View Policies tab Monitor Yes Yes Yes
= Attach/detach action Administrator =~ No No Yes
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C.1.11 Mediator Service Component Home Page

Table C-11 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.

Table C-11 Mediator Service Component Home Page

Lowest Role for

Page Elements Accessing Monitor Operator Administrator
View Dashboard tab Monitor Yes Yes Yes
View Instances tab Monitor Yes Yes Yes
View Faults tab Monitor Yes Yes Yes
= Fault recovery action Operator No Yes Yes
View Policies tab Monitor Yes Yes Yes
»  Attach/detach action Administrator No No Yes

C.1.12 Human Task Service Component Home Page

Table C-12 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.

Table C-12 Human Task Service Component Home Page

Lowest Role for

Page Elements Accessing Monitor Operator Administrator
View Dashboard tab Monitor Yes Yes Yes
View Instances tab Monitor Yes Yes Yes
View Faults tab Monitor Yes Yes Yes
= Fault recovery action Operator No Yes Yes
View Policies tab Monitor Yes Yes Yes
= Attach/detach action Administrator No No Yes
View Administration tab Monitor Yes Yes Yes
= Apply changes Administrator No No Yes

C.1.13 Decision Service Component Home Page

Table C-13 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.

Table C-13 Decision Service Component Home Page

Lowest Role for

Page Elements Accessing Monitor Operator Administrator
View Dashboard tab Monitor Yes Yes Yes
View Instances tab Monitor Yes Yes Yes
View Faults tab Monitor Yes Yes Yes
= Fault recovery action Operator No Yes Yes
View Policies tab Monitor Yes Yes Yes
s Attach/detach action Administrator No No Yes
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C.1.14 Flow Trace Page

Table C-14 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.

Table C-14 Flow Trace Page

Lowest Role for
Page Elements Accessing Monitor Operator Administrator

View Flow trace Monitor Yes Yes Yes

C.1.15 Audit Trail

Table C-15 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.

Table C-15 Audit Trail Page

Lowest Role for

Page Elements Accessing Monitor Operator Administrator
View Audit Trail tab Monitor Yes Yes Yes
= Audit trail payloads Monitor Yes Yes Yes
View Flow Debug tab Monitor Yes Yes Yes
View Sensors tab Monitor Yes Yes Yes
View Fault Recovery tab Monitor Yes Yes Yes
= Recovery action Operator No Yes Yes

C.1.16 Services Home Page

Table C-16 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.

Table C-16 Services Home Page

Lowest Role for

Page Elements Accessing Monitor Operator Administrator
View Dashboard tab Monitor Yes Yes Yes
View Policies tab Monitor Yes Yes Yes
s Attach/detach action Administrator No No Yes
View Faults tab Monitor Yes Yes No
= Delete rejected Administrator No No Yes
messages
View Properties Monitor Yes Yes Yes
= Apply changes Administrator No No Yes
= Add properties Administrator No No Yes

C.1.17 References Home Page

Table C-17 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.
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Table C-17 References Home Page

Lowest Role for

Page Elements Accessing Monitor Operator Administrator
View Dashboard tab Monitor Yes Yes Yes
View Policies tab Monitor Yes Yes Yes
»  Attach/detach action Administrator No No Yes
View Faults tab Monitor Yes Yes Yes
= Delete rejected Administrator No No Yes
messages
View Properties Monitor Yes Yes Yes
= Apply changes Administrator No No Yes
= Add properties Administrator No No Yes

C.1.18 B2B Pages

Table C-18 lists the lowest role that a user must have to access these pages and the
privileges that each role has on these pages.

Table C-18 B2B Page

Lowest Role for

Page Elements Accessing Monitor Operator  Administrator
View B2B Configuration page Monitor Yes Yes Yes
= Apply changes Administrator No No Yes
View B2B Bindings page Monitor Yes Yes Yes

C.1.19 Business Events Page

Table C-19 lists the lowest role that a user must have to access this page and the
privileges that each role has on this page.

Table C-19 Business Events Page

Lowest Role
Page Elements for Accessing Monitor  Operator Administrator
View Events tab Monitor Yes Yes Yes
= Subscribe/test Administrator ~ No No Yes
= Show event definition Monitor Yes Yes Yes
View Subscriptions tab Monitor Yes Yes Yes
= Add/edit/delete subscriptions Administrator =~ No No Yes
= Manage database agents Administrator =~ No No Yes
View Faults tab Monitor Yes Yes Yes
= Retry/abort Operator No Yes Yes

C.1.20 System MBean Browser

Table C-20 lists the lowest role that a user must have to access this browser and the
privileges that each role has on this page.
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Table C-20 System MBean Browser

Lowest Role for

Page Elements Accessing Monitor Operator Administrator
View Configuration Monitor Yes Yes Yes
No Yes

= Add/apply changes Administrator No
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actionable email account, 18-6
Active Data Cache, 22-2
adapters
See also Oracle Adapters
addresses
configuring multiple send addresses, 18-10
assertions
definition, 1-16
audit level
BPEL process service engine, 9-3
impact of disabling audit tracking across multiple
composite flows, 8-12
order of precedence, 8-12
SOA composite application, 8-12
SOA Infrastructure, 3-3
audit trail
sensors, 10-2
viewing for a BPEL process service
component, 10-1
audit trail threshold, 9-2
audit-level flags
Oracle Mediator, 12-3
authentication providers
adding, 18-12

B2B
bindings, 31-1
monitoring, 31-1
server properties, 30-1

B2B infrastructure
monitoring, 31-1

backup, 1-13

BAM
See Oracle Business Activity Monitoring

binding components
configuring, 33-1
definition, 1-8
faults, 34-1
instances, 34-1
managing, 35-1
monitoring, 4-5,34-1
policies, 35-1
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properties, 33-1

references, 1-8

rejected messages, 34-3

restrictions on specifying multiple bindings, 35-1
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BPEL process service components

audit trail and process flow, 10-1
configuring, 9-1

defining a fault policy, 1-13
definition, 1-7

fault recovery, 11-1

faults, 10-9, 11-1

instances, 10-9, 10-11
managing, 11-1
monitoring, 10-1

policies, 11-4

sensor data, 10-12

BPEL process service engines

audit level, 9-3

configuring, 9-1

deployed processes, 10-18

fault recovery, 11-5

faults, 10-13,11-5

instances, 10-13, 10-17

managing, 11-1

message failure and recovery, 11-7
monitoring, 10-1

payload validation, 9-2

request and thread statistics, 10-16

browsers

supported, 2-1

business events

fault recovery, 32-5

faults, 32-5

managing, 32-1

policies on event subscriptions are not
supported, 32-4

receiving events in a composite with multiple
revisions, 32-4

subscribers, 32-4

subscribing to, 32-1

business faults, 1-13
business rules

configuring, 16-1
engine cache and operation statistics, 17-3
monitoring, 17-1
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business rules engine statistics, 17-9

business rules service engine, 16-1
faults, 17-7

business rules service engines
deployed components, 17-8
instances, 17-5

Cc

callback server URL
property, 3-4
property change requires a restart, 3-5
chunking, 3-5
composite sensors
audit trail, 10-2
searching for, 8-15
composite URLs
editing, 8-3
conversation ID
definition, 1-6
cross references
Oracle Mediator, 15-1

D

data sources

definition, 3-5

properties, 3-5
decision component log files, 17-12
decision service component

faults, 17-7
decision service component statistics, 17-3, 17-9
decision service components

definition, 1-7

deployed components, 17-8

faults, 17-9

instances, 17-9,17-10

monitoring, 17-1
demo user community, A-1
deployed components

Oracle Mediator, 14-1
deployment

guidelines, 5-1

revisions of different composites, 5-1

SOA composite applications, 5-1
dispatcher engine threads, 9-2
dispatcher invoke threads, 9-2
dispatcher system threads, 9-2
distribution lists, 21-12
drivers

deploying

Oracle User Messaging Service, 26-1

dynamic assignment functions, 18-5
dynamic assignments, 18-6
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ECIDs
definition, 10-2
restrictions, 10-3
e-mail addresses
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correcting, 20-8
e-mail server

IMAP, 18-2
SMTP, 18-2
emulations

definition, 1-16
endpoint properties
inbound adapters, 27-4
outbound adapters, 27-8
endpoint URLs
editing, 8-3
engine cache and operation statistics
business rules, 17-3
enterprise message sources, 22-7
Error/Retry infrastructure
Oracle Mediator, 12-4
Event Engine, 22-4
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fault policy, 8-23
creating, 1-13, 8-24, 8-26, 8-29
definition, 1-13
required for BPEL process fault recovery, 1-13
faults
binding components, 34-1
BPEL process service component fault
recovery, 11-1
BPEL process service engine fault recovery, 11-5
business event fault recovery, 32-5
business events, 32-5
business fault definition, 1-13
business rules service engine, 17-7
decision service components, 17-9
examples of BPEL process fault recovery, 8-24
examples of nonrecoverable faults, 1-14
examples of Oracle Mediator fault recovery, 8-26
examples of recoverable faults, 1-14
human workflow fault recovery, 8-21, 20-3, 20-6
human workflow service components, 19-1, 20-6
human workflow service engines, 19-6, 20-3
in audit trail, 10-2
inbound adapters, 28-1
Oracle Mediator, 14-2
Oracle Web Service Manager fault
definition, 1-13
outbound adapters, 28-5,28-6
recovery, 1-13
recovery of SOA composite application
faults, 4-2,7-2
SOA composite application fault recovery, 8-29
SOA Infrastructure, 8-20
SOA Infrastructure fault recovery, 8-20
system fault definition, 1-13
types, 1-13
File Adapter
logs, 28-8
functions
restrictions on adding multiple properties to a
function, 18-7
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Heartbeat Framework
Oracle Mediator, 12-4
human workflow
fault recovery, 8-21

faults not persisted in the dehydration store, 8-21

notifications, 20-7
properties, 18-1
prerequisites for configuring notification
properties, 18-1
task service properties, 18-5
task status, 19-3
WSDL files
security, 6-6
human workflow service components
configuring, 18-1
definition, 1-7
fault recovery, 20-6
faults, 19-1,20-6
instances, 19-1,19-5
managing, 20-1
monitoring, 19-1
performing fault recovery from Oracle BPM
Worklist, 1-13
policies, 20-1
URI of task details application, 20-5
human workflow service engines
configuring, 18-1
deployed workflows, 19-11
fault recovery, 20-3
faults, 19-6,20-3,20-6
instances, 19-6, 19-10
managing, 20-1
monitoring, 19-1
requests and operation statistics, 19-6, 19-8

identity service
customizing the provider, 18-24
third-party providers, 18-11
IMAP e-mail server
configuring, 18-2
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creating, 1-6,8-14
instance states, 3-3
definition, 3-3
scenarios under which the state is not
evaluated, 8-14
instances
aborting, 8-17
binding components, 34-1
business rules service engines, 17-5
capturing the composite instance state, 3-3
decision service components, 17-9,17-10
deleting at the SOA Infrastructure level, 8-18,
8-19
deleting from a composite application home
page, 8-13,8-16
deleting large numbers of, 8-38

distinguishing unit test instances from other
instances, 1-6

human workflow service components, 19-1, 19-5

human workflow service engines, 19-6, 19-10
inbound adapters, 28-1
initiating a test instance, 8-1
invoking multiple instances, 8-5
outbound adapters, 28-5
service components, 1-7
setting the composite instance name at design
time, 8-17
SOA composite applications, 1-6
states, 3-3
statistics
Oracle Mediator, 13-1
instant messaging
messages are not actionable, 18-4

J

Java EE applications
navigating through, 2-10

L

large document threshold, 9-2
log files
accessing, 2-5
configuring, 3-8
encoding property, 3-10
viewing, 17-12
logging in
Oracle Enterprise Manager Fusion Middleware
Control, 2-1
logging out
Oracle Enterprise Manager Fusion Middleware
Control, 2-14

Mediator

See Oracle Mediator
message recovery

in BPEL process service engines, 11-7
message sources, 22-7
metrics-level flags

Oracle Mediator, 12-3
MTOM optimization

restrictions, 35-3
multiple instances

invoking, 8-5
multiple send addresses

configuring, 18-10

N

notification service
pluggable, 18-8
notifications
actionable addresses, 18-4
configuration modes, 18-3
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human workflow
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properties, 18-1
prerequisites for configuring, 18-1
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Oracle Adapters
configuring, 27-1
deployed resource adapters, 2-10
endpoint properties
inbound adapters, 27-4
outbound adapters, 27-8
faults
inbound adapters, 28-1
outbound adapters, 28-5,28-6
File Adapter
logs, 28-8
in multiple revisions of SOA composite
applications, 8-17
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inbound adapters, 28-1
outbound adapters, 28-5
managing, 29-1
monitoring, 28-1
policies
inbound adapters, 29-1
outbound adapters, 29-2
properties
inbound adapters, 28-4
outbound adapters, 28-7
rejected messages
inbound adapters, 28-2,28-3
Oracle B2B
accessing from Oracle Enterprise Manager Fusion
Middleware Control, 31-3
configuring, 30-1
EM metrics, 30-1
monitoring, 31-1
Oracle BPM Worklist
performing fault recovery from, 1-13
Oracle Business Activity Monitoring (BAM)
configuring, 21-1
managing, 23-1
monitoring, 22-1
Oracle Enterprise Manager Fusion Middleware
Control
accessing Oracle B2B, 31-3
logging in, 2-1
logging out, 2-14
Oracle Fusion Middleware
definition, 1-1
Oracle Internet Directory, 21-25
Oracle Mediator service components
configuring, 12-1
definition, 1-7
fault recovery, 1-13
managing, 14-1
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Oracle Mediator service engines
managing, 14-1
monitoring, 13-1
Oracle SOA Suite
administration, 1-11,2-1
configuration, 1-11
definition, 1-1
management, 1-12
monitoring, 1-12
Oracle SSL ciphers, 3-5
Oracle User Messaging Service (UMS)
configuring, 24-1
managing, 26-1
monitoring, 25-1
Oracle wallet password, 3-5
Oracle Web Service Manager faults, 1-13
Oracle WebLogic Server Administration Console
accessing, 2-12
performing Oracle SOA Suite administrative tasks
from, 2-13
OracleSystemUser, 23-4
ora-human-intervention action
fault policy definitions, 8-23, 8-29, 8-31
orphaned service component instances
generating, 8-15
OWSM
See also Oracle Web Services Manager

P

Parallel infrastructure
Oracle Mediator, 12-4
payload validation
BPEL process service engine, 9-2
SOA composite applications, 8-12
SOA Infrastructure, 3-4
payloads
saving, 8-6
pluggable notification service, 18-8
policies
binding components, 35-1
BPEL process service components, 11-4
definition, 1-14
execution of, 1-15
faults, 1-13
human workflow service components, 20-1
inbound adapters, 29-1
location of errors in services and references, 35-3
no support for policies on event
subscriptions, 32-4
Oracle Mediator, 14-6
outbound adapters, 29-2
SOA composite applications, 8-35
supported categories, 1-14

ports
changing the SOA Infrastructure server URL
port, 3-6
privileges

required for performing specific tasks, 1-11, C-1
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actionable addresses, 18-4

actionable e-mail account, 18-6

advanced properties, 3-1

audit level of BPEL process service engine, 9-3

audit level of SOA composite application, 8-12

audit level of SOA Infrastructure, 3-3

audit trail threshold, 9-2

binding components, 33-1

callback server URL, 3-4

capture composite instance state of SOA
Infrastructure, 3-3

changing of specific properties requires a
restart, 3-2

chunking, 3-5

data sources, 3-5

dispatcher engine threads, 9-2

dispatcher invoke threads, 9-2

dispatcher system threads, 9-2

dynamic assignment and task escalation
functions, 18-6

inbound adapters, 28-4

large document threshold, 9-2

notification properties, 18-3

Oracle SSL ciphers, 3-5

Oracle wallet password, 3-5

order of precedence, 1-11, 3-1, 8-12

outbound adapters, 28-7

payload validation in SOA composite
applications, 8-12

payload validation in SOA Infrastructure, 3-4

payload validation in the BPEL process service
engine, 9-2

server URL, 3-4

SOA Infrastructure, 3-1

UDDI registry, 3-4

web service binding, 3-5
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redeployment
guidelines, 5-3
SOA composite applications, 5-3
references
definition, 1-8,4-5
location of policy errors, 35-3
monitoring, 4-5
rejected messages
binding components, 34-3
definition, 1-14
inbound adapters, 28-2,28-3
Reports Engine, 22-10
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statistics
Oracle Mediator, 13-6
requests and operation statistics
human workflow service engines, 19-6, 19-8
revisions
distinguishing the default revision from other
revisions, 1-16

version added to the application name, 1-16

roles

required for performing specific tasks, 1-11, C-1

routing

statistics
Oracle Mediator, 13-4

rules See business rules
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Secure Socket Layer, 21-24
security

application policies, 2-6

application roles, 2-6

automatically authenticating Oracle BPM Worklist
users in SAML SSO environments, 6-4

automatically authenticating Oracle BPM Worklist
users in Windows Native authentication
environments, 6-5

available documentation, 6-1

configuring for human workflow WSDL files, 6-6

configuring for two-way SSL communication, 6-2

configuring Oracle SOA Suite and Oracle HTTP
Server for SSL communication, 6-2
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WebCache, 6-6
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passing security properties with messages, 8-3
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monitoring, 10-12
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property, 3-4
property change requires a restart, 3-5
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See binding components
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instances, 1-7

Oracle Mediator, 12-1

orphaned instances, 8-15
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human workflow, 18-1,19-1, 20-1
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monitoring the average request processing
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definition, 1-10
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application states after SOA Infrastructure
shutdown, 3-6

audit level, 8-12
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configuring Oracle SOA Suite and Oracle HTTP
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deploying, 5-1
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fault recovery, 8-29

faults, 8-29
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managing the application state at the SOA
Infrastructure level, 8-8
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showing the composite XML definition, 8-13

showing the WSDL and endpoint URI, 8-13

shutting down a revision, 8-9

starting up a revision, 8-9
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SOA Composite menu

description of options, 2-9
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configuring, 3-1

fault recovery, 8-20
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sources, message, 22-7
SSL, 21-24
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two-way SSL communication, 6-2
stress testing
invoking multiple instances, 8-5
system faults, 1-13
System MBean Browser
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task escalations, 18-6
task service properties
human workflow, 18-5
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test suite
assertions, 1-16
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emulations, 1-16
testing
initiating a test instance, 8-1

restrictions on displaying payload data in the Test

Web Service page, 8-6

restrictions on stress tool of Test Web Service
page, 8-5

scenarios in which the Test button is
disabled, 8-2,8-13

troubleshooting

extending tablespaces, B-2

resolving connection timeouts, B-2

resolving message failure caused by too many
open files, B-1

U

UDDI registry

properties, 3-4
UMS See Oracle User Messaging Service
undeployment

guidelines, 5-4

SOA composite applications, 5-4
unit tests

assertions, 1-16

distinguishing unit test instances from other

instances, 1-6

emulations, 1-16

of SOA composite applications, 1-16

running, 8-32

test cases, 1-16
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web browsers
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web service binding
properties, 3-5
WSDL files
human workflow, 6-6
specifying the default revision, 8-3
WS-Reliable Messaging
restrictions, 8-38
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