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Preface

This documentation describes how to use the iWay Adapter for HIPAA for BEA WebLogic. It
is intended for developers to enable them to parse, transform, validate, store, and integrate
healthcare information into the existing enterprise and pass information electronically, to
partners, in HIPAA mandated form.

How This Manual Is Organized

The following table lists the numbers and titles of the chapters and appendix for this
manual with a brief description of the contents of each chapter and appendix.

Chapter/Appendix

Contents

1

HIPAA and the iWay
Adapter for HIPAA

Explains the mandate of the Health Insurance Portability
and Accountability Act (HIPAA) and describes how the
components of the iWay Adapter for HIPAA for BEA
WebLogic streamline the flow of information.

Creating XML
Schemas or Web
Services for the iWay
Adapter for HIPAA

Describes how to use iWay Servlet Application Explorer to
create XML schemas or Web services for the iWay Adapter
for HIPAA for BEA WebLogic.

Listening for Events
in HIPAA

Describes how to use iWay Servlet Application Explorer to
listen for events for the iWay Adapter for HIPAA for BEA
WebLogic.

Using Web Services
Policy-Based Security

Describes how to configure Web services policy-based
security.

Management and
Monitoring

Describes how to use managing and monitoring tools
provided by iBSE and JCA to gauge the performance of
your run-time environment.

Troubleshooting and
Error Messages

Explains limitations and workarounds when connecting
to HIPAA.

Using Application
Explorer in BEA
WebLogic WorkShop
to Create XML
Schemas and Web
Services

Describes how to use iWay Java Swing Application
Explorer running in BEA WebLogic Workshop to create
XML schemas for HIPAA.

iWay Adapter for HIPAA for BEA WebLogic User’s Guide




B Using Application
Explorer in BEA

for Event Handling

WebLogic WorkShop | events for HIPAA. In addition, this section provides

Describes how to use iWay Java Swing Application
Explorer running in BEA WebLogic Workshop to create

information on using events in a clustered BEA WebLogic
environment.

Documentation Conventions

The following table lists the conventions that apply in this manual and a description of

each.

Convention

Description

THIS TYPEFACE Ofr
this typeface

Denotes syntax that you must enter exactly as shown.

this typeface

Represents a placeholder (or variable) in syntax for a value that
you or the system must supply.

underscore Indicates a default setting.

this typeface Represents a placeholder (or variable) in a text paragraph, a
cross-reference, or an important term.

this typeface Highlights a file name or command in a text paragraph that
must be lowercase.

this typeface Indicates a button, menu item, or dialog box option you can
click or select.

Key + Key Indicates keys that you must press simultaneously.

1}

Indicates two or three choices; type one of them, not the
braces.

Separates mutually exclusive choices in syntax. Type one of
them, not the symbol.

Indicates that you can enter a parameter multiple times. Type
only the parameter, not the ellipsis points (...).

Indicates that there are (or could be) intervening or additional
commands.

iWay Software
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Related Publications

Visit our World Wide Web site, http://www.iwaysoftware.com, to view a current listing of
our publications and to place an order. You can also contact the Publications Order
Department at (800) 969-4636.

Customer Support

Do you have questions about the iWay Adapter for HIPAA for BEA WebLogic?
If you bought the product from a vendor other than iWay Software, contact your distributor.

If you bought the product directly from iWay Software, call Information Builders Customer
Support Service (CSS) at (800) 736-6130 or (212) 736-6130. Customer Support Consultants
are available Monday through Friday between 8:00 a.m. and 8:00 p.m. EST to address all
your iWay Adapter for HIPAA for BEA WebLogic questions. Information Builders consultants
can also give you general guidance regarding product capabilities and documentation.
Please be ready to provide your six-digit site code (xxxx.xx) when you call.

You can also access support services electronically, 24 hours a day, with InfoResponse
Online. InfoResponse Online is accessible through our World Wide Web site, http://
www.informationbuilders.com. It connects you to the tracking system and known-problem
database at the Information Builders support center. Registered users can open, update,
and view the status of cases in the tracking system and read descriptions of reported
software issues. New users can register immediately for this service. The technical support
section of www.informationbuilders.com also provides usage techniques, diagnostic tips,
and answers to frequently asked questions.

To learn about the full range of available support services, ask your Information Builders
representative about InfoResponse Online, or call (800) 969-INFO.

Help Us to Serve You Better

To help our consultants answer your questions effectively, please be prepared to provide
specifications and sample files and to answer questions about errors and problems.

The following tables list the specifications our consultants require.

Platform

Operating System

OS Version

Product List

Adapters

iWay Adapter for HIPAA for BEA WebLogic User’s Guide v
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Platform

Adapter
Deployment

For example, JCA, Business Services Engine, iWay Adapter
Manager

Container Version

The following table lists components. Specify the version in the column provided.

Component

Version

iWay Adapter

EIS (DBMS/APP)

HOTFIX / Service Pack

The following table lists

the types of Application Explorer. Specify the version (and platform,

if different than listed previously) in the columns provided.

Application Explorer
Type

Version Platform

Swing

Servlet

ASP

In the following table, specify the JVM version and vendor in the columns provided.

Version

Vendor

The following table lists additional questions to help us serve you better.

Request/Question

Error/Problem Details or Information

Provide usage scenarios or
summarize the application
that produces the problem.

Did this happen previously?

Vi
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Request/Question Error/Problem Details or Information

Can you reproduce this
problem consistently?

Any change in the
application environment:
software configuration, EIS/
database configuration,
application, and so forth?

Under what circumstance
does the problem not occur?

Describe the steps to
reproduce the problem.

Describe the problem.

Specify the error message(s).

The following table lists error/problem files that might be applicable.

XML schema

XML instances

Other input documents (transformation)

Error screen shots

Error output files

Trace and log files

Log transaction

User Feedback

In an effort to produce effective documentation, the Documentation Services staff
welcomes your opinions regarding this manual. Please use the Reader Comments form at
the end of this manual to communicate suggestions for improving this publication or to
alert us to corrections. You also can go to our Web site, http://www.iwaysoftware.com and
use the Documentation Feedback form.

Thank you, in advance, for your comments.

iWay Adapter for HIPAA for BEA WebLogic User’s Guide vii
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iWay Software Training and Professional Services

Interested in training? Our Education Department offers a wide variety of training courses
for iWay Software and other Information Builders products.

For information on course descriptions, locations, and dates, or to register for classes, visit
our World Wide Web site, http://www.iwaysoftware.com or call (800) 969-INFO to speak to
an Education Representative.

Interested in technical assistance for your implementation? Our Professional Services
department provides expert design, systems architecture, implementation, and project
management services for all your business integration projects. For information, visit our
World Wide Web site, http://www.iwaysoftware.com.
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CHAPTER 1
HIPAA and the iWay Adapter for HIPAA

Topics:

Mandating HIPAA

Promoting HIPAA Compliance and
Integration

Transforming Data

Installation Notes for the HIPAA
Websphere MQ Integrator
Developer Suite

Introducing the iWay Adapter for
HIPAA

The iWay Adapter for HIPAA Toolkit

Deployment Information for the
iWay Adapter for HIPAA

The US Congress enacted the Health Insurance Portability
and Accountability Act (HIPAA) to reform the health
insurance market. HIPAA simplifies the healthcare
administration and financial processes by adopting
national uniform standards for the electronic transmission
of health information. The iWay Adapter for HIPAA, which is
based on these standards, promotes the comprehensive
integration and support of over 200 enterprise data and
application systems.

The iWay Adapter for HIPAA streamlines this very complex
flow of clinical and administrative information by providing
seamless integration and access to data on disparate
platforms with differing communication protocols,
database structures, APIs, user interfaces, and security
frameworks. This protects the investment in legacy
applications and databases, as well as packaged customer
relationship management (CRM), enterprise resource
planning (ERP), and supply chain management (SCM)
applications.

iWay Adapter for HIPAA for BEA WebLogic User’s Guide 1-1



Mandating HIPAA

Mandating HIPAA

The Health Insurance Portability and Accountability Act of 1996 (Public Law 104-191,
known as HIPAA) includes a provision for Administrative Simplification, which requires the
Secretary of the Department of Health and Human Services to adopt standards to support
the electronic exchange of administrative and financial healthcare transactions, primarily
between healthcare providers and plans. HIPAA mandates the adoption of standards for
such transactions and specifications forimplementing each standard. The iWay Adapter for
HIPAA is based on the October 1998 ASC X12 standards, referred to as Version 4, Release 1,
Sub-release 0 (004010).

Achieving Administrative Simplification

1-2

Administrative Simplification is a method of making business practices (billing, computer
systems, and communication) uniform so that providers and payers can easily interact with
each other through one another’s proprietary systems.

The Administrative Simplification provisions of HIPAA are intended to standardize forms
and methods of completing claims, and other payment-related documents, and to use a
universal identifier for providers of healthcare. Another goal is to increase the use and
efficiency of computer-to-computer methods of exchanging healthcare information.

HIPAA addresses the following areas of Administrative Simplification:

+ Electronic Data Interchange (EDI) is the electronic transfer of information in a
standard format between trading partners. It enables partners to exchange
information and transact business in a fast and cost-effective way. The transactions that
are included within HIPAA consist of standard electronic formats for enrollment,
eligibility, payment and remittance advice, claims, health plan premium payments,
health claim status, and referral certification and authorization.

+  Code Sets include data elements used to uniformly document the reasons why
patients are seen and what is done to them during healthcare encounters (procedures).

+ Identifiers are numbers used in the administration of healthcare to identify healthcare
providers, health plans, employers, and individuals (patients). Over time, the use of
identifiers is intended to simplify administrative processes, such as referrals and billing,
improve accuracy of data, and reduce costs.

+  Security refers to standards developed and adopted for all health plans, clearing
houses, and providers to follow. Compliance is required at all stages of transmission
and storage of healthcare information to ensure integrity and confidentiality of the
records at all phases of the process (before, during, and after transmission).

+  Privacy refers to standards defining what are appropriate and inappropriate
disclosures of individually identifiable health information and how patient rights are to
be protected.

iWay Software



HIPAA and the iWay Adapter for HIPAA

The overall benefits of Administrative Simplification include:
+  Lowering administrative costs.

+  Enhancing accuracy of data and reports.

+ Increasing customer satisfaction.

+  Reducing cycle time.

+ Improving cash management.

Promoting HIPAA Compliance and Integration

The iWay Adapter for HIPAA enables healthcare providers to integrate internal patient care
and financial systems and external trading partner systems, using the HIPAA-mandated
format.

The iWay Adapter for HIPAA:

«  Transforms HIPAA transactions into any other format including XML, non-XML, ED|,
SQL, SAP® IDoc, RPC, COM+9®, and J2EE, and interfaces to legacy applications and data
sources.

+ Rapidly creates and integrates business-to-business transactions using XML or non-
XML EDI formats such as ANSI X.12, UN/EDIFACT, and SWIFT™,

+  Allows applications to receive and publish HIPAA transactions across TCP/IP, HTTP, and
IIOP networks.

+  Provides a common development environment inside multiple message brokers and
application servers including IBM WebSphere MQ Integrator®, Microsoft® Commerce
Server, Microsoft BizTalk® Server, and Oracle® 9iAs.

«  Supports complete HIPAA ANSI X12N 4010 transaction sets.

+  Defines custom messages and parsing rules through a rich graphical environment and
XML rules engine that eliminates custom coding.

Maximum Interoperability With HIPAA

The iWay Adapter for HIPAA is designed to accelerate and simplify the process of HIPAA
compliance, facilitating the seamless integration of internal patient care and financial
systems, regardless of format. At the same tine, the adapter allows secure and auditable
business-to-business processes and information exchange with external trading partners.
The iWay Adapter for HIPAA supports of over 200 enterprise data and application systems,
enabling organizations to easily take the fast path to HIPAA compliance, no matter how
complex and diverse the back-end environments are. All of this can be done without
custom coding.

iWay Adapter for HIPAA for BEA WebLogic User’s Guide 1-3



Transforming Data

Seamless Legacy Integration Solution

The real benefit of HIPAA compliance is the ability to integrate legacy applications using
different platforms, databases, and operating systems, as well as software used by various
ancillary entities such as reference labs and imaging centers. For the most part, these
systems are mainframe applications running legacy applications such as CICS®, VSAM,
IMS®, and MODEL204. In addition, the move to distributed computing has resulted in
disparate applications based on AS/400®, HP3000, and UNIX® systems with applications
such as MUMPS, Ingres®, and Informix®.

The iWay Adapter for HIPAA streamlines this very complex flow of clinical and
administrative information by providing seamless integration and access to data on
disparate platforms with differing communication protocols, database structures, APIs, user
interfaces, and security frameworks. This protects the investment in legacy applications
and databases, as well as packaged customer relationship management (CRM), enterprise
resource planning (ERP), and supply chain management (SCM) applications.

Transforming Data

The iWay Adapter for HIPAA provides a unique graphical workbench for defining
integration rules and mapping the transformations and workflows for HIPAA integration
with enterprise systems and external trading partners.

Supported HIPAA Transactions

1-4

The iWay Adapter for HIPAA provides support for all of the HIPAA ANSI X 12N 4010
transactions:

+ 820 Premium Payment

+ 835 Claim Payment

+ 270 Eligibility Enquiry

+ 271 Eligibility Response

« 276 Claim Request

« 277 Claim Response

* 278 Service Review

+ 834 Enrollment

+ 837 () Claim (Institutional)
+ 837 (D) Claim (Dental)

+ 837 (P) Claim (Professional)
+  Embedded HL7 Documents

iWay Software



HIPAA and the iWay Adapter for HIPAA

Installation Notes for the HIPAA Websphere MQ Integrator Developer
Suite

The HIPAA Websphere MQ Integrator Developer suite is a configuration of the iWay
Enterprise Integration Suite (EIS). It has been tailored to include:

HIPAA dictionaries.
Pre-built transformation templates (HIPAA to XML and XML to HIPAA).
Document type definitions (DTDs) to map transformations.

The iWay Adapter for HIPAA is also configured to exploit the full power of IBM’s best
integration products from the WebSphere family. The adapter can be called from a
WebSphere MQ Integrator (WMQI) message flow (through the adapter or an adapter plug-
in).

The iWay Adapter for HIPAA is installed by using the supplied license code.The product is
configured to work “out of the box.” Configuration involves enabling the listeners to react
to specific documents, if the listeners are used. When using the iWay Adapter for HIPAA
from WMQI, you only need to point the plug-in node to the MQSI listener port.

The nodes supplied are fully documented in the WebSphere MQ Integration Suite manual
(which is also supplied with this package).

The WMQI must be installed prior to building your HIPAA solutions. By supplying the
correct license code, you install the HIPAA version of the iWay Enterprise Integration Broker
(EIB). Please see the WebSphere MQ Integration Suite manual to proceed.

Introducing the iWay Adapter for HIPAA

The iWay Adapter for HIPAA enables fast integration of HIPAA EDI transactions into your
existing environment. The adapter enables developers to parse, transform, validate, store,
and integrate healthcare information into the existing enterprise and pass information
electronically, to partners, in HIPAA mandated format.

To enable fast integration, the iWay Adapter for HIPAA includes a parser for the EDI
documents and pre-built templates that enable developers to convert HIPAA documents to
XML format or XML documents to HIPAA format. DTDs for the XML to HIPAA transformation
are provided. The adapter also includes dictionaries for all eleven of the EDI transactions to
enable you to build custom templates using the Workbench tool set. The adapter consists
of three major components that allow integration of HIPAA into your enterprise:

HIPAA toolkit
HIPAA 4010 dictionaries

Rules files

iWay Adapter for HIPAA for BEA WebLogic User’s Guide 1-5



Document Conversion

«  Code sets
« DTDs
+  Transformation templates

*  HIPAA plug-in node for WebSphere MQ Integrator (optional)

Document Conversion

which is configured to transform HIPAA documents to XML documents (and vice versa) and
to validate the HIPAA documents (based on the published implementation guides). The
process involves the transformation of the incoming EDI document, applying all the
mapping rules that have been created at design time using the Workbench.

After the document is transformed to XML, the level 1-5 validation tests are performed. The
rules engine uses a rule file (supplied for each transaction), which applies rules as per the
implementation guide for each transaction. After validation, a functional
acknowledgement is created and can be routed back to the originator of the transaction.

The process of converting XML to HIPAA format is the reverse process, with an exception of
cases when the XML document is incorrectly built prior to transformation to EDI format.

The following diagrams show the steps for document conversion from:
+  EDIto XML
+  XMLto EDI

1-6 iWay Software



HIPAA and the iWay Adapter for HIPAA

EDI Document

Convert to Transformmation
XML Template
¥
Validate
Content -4 Rules
H _
Build Acknowledgement
document (397).
FAILURE
¥

Build Acknowledgement
document (997).
SUCCESS

¥

Pass XML documents onto next step in
the integration process

Conversion of a HIPAA Document to an XML Document
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Document Conversion

1-8

ZML D ocument
¥
Validate . Supplied
Structure | | DTD's
¥
Validate
Content -4 Rules
VALID H - Transformation
YH " Template
¥
Comvert to
EDI

l

Pags EDI documents onto next step in
the integration process

Conversion of an XML Document to an EDI Document
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The iWay Adapter for HIPAA Toolkit

HIPAA and the iWay Adapter for HIPAA

The iWay Adapter for HIPAA toolkit includes pre-built XML to EDI and EDI to XML templates
for all of the 4010 HIPAA transaction sets.

The following list contains the documents supplied for XML to EDI and EDI to XML
translation:

Sample ! Structure
Doc# Description mt I” EDI';”" ENthU Sampla EDI fle Validation (rule fle) fles(for ¥MLto EDI | DTDs
T s L) transfonm ation)

Health Care Eligibility | 270_<ML_HIPP &.3ch N

27 InGuiry ZT0_HIP P A_XML xch _270_eligikility_request data HIP 848270l ez xml 270_XMLStrucm| 270 .t
Health Care Eligibility| 271_¥ML_HIPP A xch —_—

27 Responss 271 THIFF &_¥ML xch 271 _eligibility_responze data HIP 2271 niles.aml 271 _HMLStrucm| 271 ot
Health Care Claim 27E_KML_HIPP & xch .

278 Status Request I7E_HIP B A_XML xch _276_ClaimStatus_request data  |HIP AL2TEIesm| 276 _¥MLStruc.an| 276 ot
Health Care Claim 277 _FML_HIPP A xch 276 Claim Stah clat:

7| SietusResponse | 277 HIPPA KMLagh | P—- amstalus_tesponse.data | HIPAA27 Tl es ! 27T _¥MLStrucom| | 277 citd
Health Care Servces | o7aren ¥ML HIPP A ch X

278Req | Review— Request far Q?SRBEZHIPP_A_}{ML.xm _2TE_review: request data HIP 88275Request_rulessml | 278Req_XMLStuc xml | 275Req dtd
Review
Health Care Services | 278Res_¥ML_HIPP A xch .
27ERes Review- Respones | 278Res_HIP FA_XML xch _ 278 _reviewy response data HIP £8278R esponze_rulesxml| 278Res ¥MLStruc:m| | 278Res dtd

Payroll Deducted and

20 |Cther Group 520_XML_HIPP &2ch B20_premiumP aymert dat HIP &2820nl ez mI
Premium Paymert for| 820 HIPFA_MMLach = o o Sment asia nules.m 820_¥MLStrucom| | 820.ctd
Inaurance Produds
Beneft Enrollm ent 834 _HML_HIPP &.xch

34 and Maintenance 834 THIP F,_ML xch _&34_heneftEnrallment data HIP &25354nles.ml 834 _<MLStrucam| 834 .ot
Health Care Claim §35_HML_HIPP & xch f

835 | paymentisdvice B35 HIPF A ML ach |~ o-femittance deta HIP #2535 esml 835_MMLStrucom| | 835.ctd
Health Care Claim - | §37Ins_xXML_HIPP & xch

8371 | titutiorel 37Ins_HIPP &ML xch _837_dental data HIP 225337 Irulesxml 837Inz_KMLStruc..ml | 837Ing.otd
Health Care Claim - | 837Den_HML_HIPP & xch P

— — G837 _inst.clat:
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Using the iWay Application Explorer With the iWay Adapter for HIPAA

iWay Adapter for HIPAA for BEA WebLogic User’s Guide

iWay Application Explorer uses an explorer metaphor for browsing the system. The explorer
enables you to create XML schemas and Web services for the associated object. External
applications that access HIPAA through the iWay Adapter for HIPAA use either XML schemas
or Web services to pass data between the external application and the adapter.

The two versions of iWay Application Explorer that are supported for Siebel are Servlet iWay
Application Explorer, a Java Web application running within a servlet container that is
accessible through a Web browser, and Application Explorer running in BEA WebLogic
Workshop.Application Explorer uses interfaces provided by HIPAA and in-depth knowledge
of the HIPAA application systems to access and browse business object metadata. After an
object is selected, Application Explorer can generate an XML schema or Web service to
define the object for use in conjunction with the iWay Adapter for HIPAA.

External applications accessing HIPAA via the iWay Adapter for HIPAA use either the XML
schema or Web service to pass data between the external application and the adapter.



Deployment Information for the iWay Adapter for HIPAA

The steps required to create XML schemas for Web services are illustrated in Chapter 2,
Creating XML Schemas or Web Services for the iWay Adapter for HIPAA.

Key Features of iWay Application Explorer
Key features of iWay Application Explorer include:
The ability to connect to and explore a variety of application systems.
+  Access to application system object metadata.

+ A point-and-click process for generating XML schemas and Web services.

Installing and Configuring the Servlet iWay Application Explorer

iWay Application Explorer must be deployed through a servlet container or application
server (for example, Sun Java System Application Server, BEA WebLogic, Apache Tomcat,
SAP J2EE Engine, or IBM WebSphere). If you are using Application Explorer in BEA WebLogic
Workshop, you must also have the BEA WebLogic Workshop installed.

Note: To use Application Explorer within the BEA WebLogic Workshop, iBSE must be
deployed to the BEA WebLogic server.

In addition, the HIPAA Enterprise Information System (EIS) must be installed, configured,
and available for client access. Application Explorer need not reside on the same system as
HIPAA, but network access is required.

For more information on installing and configuring the Java Servlet iWay Application
Explorer, see the iWay 5.5 Installation and Configuration documentation.

Deployment Information for the iWay Adapter for HIPAA

The iWay Adapter for HIPAA works in conjunction with the following components:
iWay Application Explorer

with either
Integration Business Services Engine (iBSE)

or

+  iWay Enterprise Connector for J2EE™ Connector Architecture (JCA)
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Application Explorer, used to configure connections and create Web services and events,
can be configured to work in a Web services environment in conjunction with the
Integration Business Services Engine or with the iWay Enterprise Connector for J2EE
Connector Architecture (JCA). When working in a JCA environment, the connector uses the
Common Client Interface (CCl) to provide fast integration services using iWay Adapters
instead of using Web services.

Both iBSE and the iWay connector for JCA are deployed to an application server such as BEA
WebLogic Server with iWay Application Explorer and the adapters.

Deployment Roadmap

The following table lists the location of deployment information for the iWay Adapter for
HIPAA in the three operating environments. A description of each environment follows the

table.
Deployment Option Chapter
iWay Application Explorer +  Chapters 2 and 3 and Appendix A of

this guide

«  iWay Installation and Configuration
for BEA WebLogic

«  Way Servlet Application Explorer for
BEA WebLogicUser’s Guide

Integration Business Services Engine (iBSE) «  iWay Installation and Configuration
for BEA WebLogic

iWay Enterprise Connector for J2EE «  iWay Connector for JCA for BEA
Connector Architecture (JCA) WebLogic User’s Guide

«  iWay Installation and Configuration
for BEA WebLogic

iWay Application Explorer

iWay Application Explorer uses an explorer metaphor to browse the HIPAA system for
metadata. The explorer enables you to create XML schemas and Web services for the
associated object. In addition, you can create ports and channels to listen for events in
HIPAA. External applications that access HIPAA through the iWay Adapter for HIPAA use
either XML schemas or Web services to pass data between the external application and the
adapter.
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The Integration Business Services Engine (iBSE)

The Integration Business Services Engine (iBSE) exposes—as Web services—enterprise
assets that are accessible from adapters regardless of the programming language or the
particular operating system.

iBSE simplifies the creation and execution of Web services when running:
+  Custom and legacy applications

« Database queries and stored procedures

+  Packaged applications

+  Terminal emulation and screen-based systems

+ Transactional systems

Web services is a distributed programming architecture that solves Enterprise Application
Integration (EAI) hurdles that other programming models cannot. It enables programs to
communicate with one another using a text-based, platform- and language-independent
message format called XML.

Coupled with a platform and language independent messaging protocol called SOAP
(Simple Object Access Protocol), XML enables application development and integration by
assembling previously built components from multiple Web services.

The iWay Enterprise Connector for J2EE Connector Architecture (JCA)

The iWay Enterprise Connector for J2EE Connector Architecture (JCA) enables developers of
JCA-compliant applications to deploy iWay adapters as JCA resources. The connector is
supported on J2EE-compliant application servers such as the BEA WebLogic Server.

The iWay Connector for JCA is distributed as a standard Resource Adapter Archive (RAR) for
deployment to the application server. Thus, the connector can be used in systems that are
non-compliant, although services such as pooled connections are not available.
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CHAPTER 2

Creating XML Schemas or Web Services for the iWay Adapter for

HIPAA

Topics:
Overview

Starting iWay Servlet Application
Explorer

Establishing a Target for HIPAA
Creating a Schema

+  Creating a Web Service

This section describes how to use iWay Servlet Application
Explorer to create XML schemas or Web services for the
iWay Adapter for HIPAA.

The functionality of the Application Explorer is standard
despite the deployment type. This section uses the Java™
servlet implementation of Application Explorer to provide
graphic examples.

For information on running Application Explorer in
WebLogic Workshop, see Appendix A, Using Application
Explorer in BEA WebLogic WorkShop to Create XML Schemas
and Web Services.
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Overview

Overview

External applications that access HIPAA through the iWay Adapter for HIPAA use either XML
schemas or Web services to pass data between the external application and the adapter.
You can use iWay Servlet Application Explorer to create the required XML schemas and Web
services.

Application Explorer is a Web application running within a servlet container that is
accessible through a Web browser. For more information on installing and configuring the
iWay Servlet Application Explorer, see iWay Installation and Configuration for BEA WebLogic.

Starting iWay Servlet Application Explorer

Before you can use iWay Servlet Application Explorer, you must start you application server.
Then, you can open Application Explorer.
Procedure How to Start BEA WebLogic Server on Windows or on UNIX
1. To start the BEA WebLogic Server on Windows:
a. Click the Windows Start menu.

b. Select Programs, BEA WebLogic Platform 8.1, User Projects, your domain for iWay, and
then, click Start Server.

2. To start BEA WebLogic Server on UNIX or from a command line, type the following at
the prompt:

BEA_HOME\user_projects\domains\DOMAIN_ NAME\startWebLogic.cmd
where:

BEA_HOME
Is the directory where BEA WebLogic is installed.

DOMAIN_NAME
Is the domain you are using for iWay.
Procedure How to Open iWay Servlet Application Explorer
To open Application Explorer:
1. Enter the following URL in your browser window:
http://hostname:port/iwae/index.html
where:

hostname

Is the name of the machine where your application server is running.
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port
Is the port where the application server is listening.

After you start Application Explorer, the following Welcome window opens, showing
the Service Adapters, Event Adapters, and Integration Business Services tabs. The
Service Adapters node is highlighted in the left pane.

.
; Available H :

Service Adapters Event Adapters Integration Business Services

Welcome

This ivWay Application Explorer is running within a servlet
container using the set of metadata introspection Web
Services provided by the iway Web Services Engine and the
«- 88 ClarifyCB iway adapter Framework,

[

[

[

=-88 CORBA

88 DOTNET

-8 IMS

+-88 Manugistics

-8 Oracle Applications
=88 RDBMS
[
[
[
[
[
[
[
[
[

¢ 88 Clarify(CBO)

b8 SAP

+- 88 Siebel
H-88 Telnet

- 88 FIx

o E8 HIPAS
b-E8 HL7

b8 15015022
o 88 Oraclead
088 SWIFT

The Available Hosts drop-down menu in the upper right lists the iWay Connector for
JCA or Servlet iBSE instance you can access.

For more information on adding instances, see for BEA WebLogic.

You are now ready to create new targets for HIPAA.
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Establishing a Target for HIPAA

A target serves as your connection point and is automatically saved after you create it. You
must establish a connection to HIPAA every time you start iWay Servlet Application
Explorer or after you disconnect from the system.

Creating a New Target

To connect to HIPAA for the first time, you must create a new target.

Procedure How to Create a New Target

The following graphic shows the list of supported adapters in the left pane and information
about the selected adapter in the right pane.

Service Adapters Event Adapters Integration Business Services

=8 Service Adapters

=88 Baan
038 CICS HIPAA Adapter

. Built on IWBLUILDZ2 Novernber 16 2004 2221 - 0894
H-38 Clarify(CRO)

- ClarifyCi ) .
2 ﬂ_:i ¥ Adapter to enable integration of HIPAA EDI
-3 CORBA Documents,/Transactions,

H-88 DOTMET Product Wersion 5.5.006.R2
oS8 IMS

H-88 Manugistics

+-3& Oracle Applications
+- B8 ROBMS

[-B8 5AP

- 38 Siebel

H-88 Telnet

B8 FIX

- ST

H-S3 HL7

H-S@ 15015022

H-34 Oraclead

o B8 SWIFT

Cperations »

£
£
£
&
&
£
£
£
£
£
£
&
&
£
£
£
£
&

To create a new target:
1. Inthe left pane, click the HIPAA node.

Descriptive information (for example, title and product version) regarding the iWay
Adapter for HIPAA appears in the right pane.
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Operations »

HIPAA Adapter
Buift on IWBLILDZ Qctober 1 2004 2208 - 0807

Define a new target...

Adapter to enable integration of HIPAL EDI
Documents,/Transactions.

Product Wersion 5.5.006.R2

2. Intheright pane, move the pointer over Operations and select Define a new target.

The Add a new HIPAA target pane opens on the right. The following illustration shows
the fields in the right pane where you enter connection information for the target.

Add a new HIPAA target

Targets represent configured connections to instances of
backend systems. Choose a name and description for the
niew target that you wish to create,

Target Name: |HIF'AﬂxTarget

Description: |Integrates with HIFPAL,

Target Type: |Fi|e System Wirite j

Mest = Cancel

3. Specify the following information for the HIPAA target you are defining.
Type a descriptive name and a brief description for the new target.

b. From the Target Type drop-down list, select one of the following transports from
the drop-down list:

+  File System Write.
+  File Transfer Protocol (FTP).
+  HyperText Transfer Protocol (HTTP).
+  IBM MQSeries (MQ).
+  TCP Session.
4, C(lick Next.
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The Set connection info pane appears on the right and includes fields that are specific
to the type of transport you selected.

5. Provide the appropriate information that is specific to the transport you selected.

+  For more information on File System Write, see File System Write Properties on
page 2-6.

«  For more information on File Transfer Protocol (FTP), see File Transfer Protocol
Properties on page 2-7.

+  For more information on HyperText Transfer Protocol (HTTP), see HyperText Transfer
Protocol Properties on page 2-7.

+  For more information on IBM MQSeries (MQ), see MQSeries Properties on page 2-8.
+  For more information on TCP Session, see TCP Properties on page 2-8.
6. Click Finish.

The following graphic shows the HIPAA target (HIPAATarget) that appears below the
HIPAA node in the left pane.

-85 HIPAA
WS P Target

You are now ready to connect to your HIPAA target.

Reference File System Write Properties

The following table provides definitions for the properties required for the File System

Write target type.
Property Definition
Directory The directory to which output messages are emitted.
Filename Mask The output file name (can contain an asterisk), which gets

expanded to a timestamp.

A pound sign can be used as a mask for a sequence count.
Each pound symbol represents a whole number integer
value. For example, File## counts up to 99 before restarting
at 0, File### counts up to 999 before restarting at 0, and so
on.
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Reference File Transfer Protocol Properties

The following table provides definitions for the properties required for the File Transfer
Protocol target type.

Settings tab

Property Definition

Host FTP target system.

Port FTP target system port.

User User ID to use when connecting to the FTP host.
Password Password associated with the user ID.

Directory The directory to which output messages are emitted.
Filename Mask The output file name (can contain an asterisk), which gets

expanded to a timestamp.

A pound sign can be used as a mask for a sequence count.
Each pound symbol represents a whole number integer
value. For example, File## counts up to 99 before restarting
at O, File### counts up to 999 before restarting at 0, and so

on.
Advanced tab

Property Definition

Retry Interval The maximum wait interval between retries when a
connection fails. Retry interval duration in xxH:xxM:xxS
format. For example, TH:2M:3S is 1 hour 2 minutes and 3
seconds.

Maxtries Maximum number of retry attempts if a write failure occurs.

Reference HyperText Transfer Protocol Properties

The following table provides definitions for the properties required for the File Transfer
Protocol target type.

Property Definition

HTTP URL The HTTP URL.
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Reference

Reference

2-8

Property Definition
Header The HTTP header field.
MQSeries Properties

The following table provides definitions for the properties required for the MQSeries target

type.
Settings tab

Property

Definition

Queue Manager

Name of the MQSeries queue manager to be used.

Queue Name

Queue on which request documents are received.

Correlation ID

The correlation ID to set in the MQSeries message header.

MQ Client tab
Property Definition
Host Name of the MQSeries queue manager to be used.
Port Queue on which request documents are received.
Channel The correlation ID to set in the MQSeries message header.
TCP Properties
The following table provides definitions for the properties required for the TCP target type.
Property Definition
Host Host name or host address.
Port TCP listening port.
Encoding Document character set.
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Connecting to a Target

You must use the target you defined to connect to HIPAA.

Procedure How to Connect to a Target

To connect to a target:

1.

2.

In the left pane, expand the HIPAA node and select the target you defined, for example,

HIPAATarget.

The following graphic shows the HIPAATarget node selected in the left pane and the

Operations menu expanded in the right pane.

88 Baan

- B9 CICS

- B9 Clarify(CBO)

- B9 ClarifyCe

- B8 CORBA,

- B% DOTNET

- B9 IMS

--E_‘?.i Manugistics

--Hﬁi Oracle Applications
+- B8 RDBMS

- B9 SAP

- B9 Siebel

--Hﬁi Telnet

4 B9 FIX

. B9 HIPAA,

==, HIPAATArget
- B8 HL?

- BY 15015022
--Eﬁi Oraclesd)

B8 SWIFT

Move the pointer over Operations and select Connect.
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2-10

The following graphic shows that the Connect to HIPAATarget pane opens on the right.

Connect to HIPAATarget

Directary: |n:::1temp

Filermame Mask: ||:||_|t*

3. Click OK.

Ok

Cancel

The following graphic shows that the x icon that appeared previously to the left of the
HIPAATarget node has disappeared, indicating that the node is now connected.

-8 HIPAA
Ef==, HIPAATarget

The following graphic shows the expanded HIPAATarget node.

£ 88 HIPAA,
B HIFAATarget

=L Format Conversions
w0 270-271
w0 276-277
w03 278
53 820
00 934
5.0 835
w0 837
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Disconnecting From a Target

Although you can maintain multiple open connections to different application systems, it is
a good practice to close connections when you are not using them.

Procedure How to Disconnect From a Target

To disconnect from a target:

1.

From the left pane, click the target, for example, HIPAATarget, to which you are
connected.

2. Move the pointer over Operation and select Disconnect.
Disconnecting from the application system drops the connection, but the node
remains.
Modifying a Target

After you create a target for HIPAA using iWay Servlet Application Explorer, you can edit any
of the information that you provided previously.

Procedure How to Edit a Target

To edit a target:

1. Inthe left pane, click the target, for example, HIPAATarget.

2. Move the pointer over Operations and select Edit.

3. Modify the connection information.

4. Click Next to continue editing additional fields.

5. When you have completed your edits, click Finish.
Deleting a Target

In addition to closing a target, you can delete a target that is no longer required. You can
delete it whether or not it is closed. If open, the target automatically closes before it is
deleted.

Procedure How to Delete a Target

To delete a target:

1.

In the left pane, click the target, for example, HIPAATarget.
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The following graphic shows the target selected in the left pane, and the operations
menu expanded in the right pane.

Operations »

w83 Baan Connect...
--ﬂﬁ CICS Disconnect
--Hf.i Clarify({CBO) Edit...
- B8 ClarifyCe Delete

- B CORBA

- 8 DOTNET

- B TMS
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- 88 HL?
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2. Move the pointer over Operations and select Delete.
3. To delete the target you selected, click OK.

The HIPAATarget node disappears from the left pane.

Creating a Schema
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You can create service schemas for Business Services and Business Components using iWay
Application Explorer.

The following topic, Creating an XML Schema, describes how to create schemas for the
adapter when you deploy the iWay Adapter for HIPAA for use either in a JCA (iWay
Enterprise Connector for J2EE Connector Architecture) environment or a Web services
environment.

If you plan to deploy the iWay Adapter for HIPAA in a Web services environment, see
Creating a Web Service on page 2-16.
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Creating an XML Schema

You create schemas for HIPAA using iWay Application Explorer.

Procedure How to Create an XML Schema
To generate service request and response schemas:

1. If you have not started the explorer, start Application Explorer and connect to your
HIPAA system.

2. In the left pane, expand the HIPAATarget node.

Continue expanding nodes to get to the HIPAA document level.

Service Adapters Event Adapters Integration Business Services

|4+]-SEF T LI Appcduurs :I

e M8 ROBMS Operations » Create Integration Business Service ..
[-Eg SR Properties fo

[ 59 Sicbel | Generate 5chema ...

- B8 Telnet Property |¥alue

- S8 FIX attributes .

= B8 HIPAA

252 HIPAATArget
= Format Conversions

- 270-271

FHD) 276-277

240 278

B3 Request

-4 HIPRATOXML
#-2) Response

7 820

7100 B34

7 835

7.1 837

[ 88 HL7

q E9 15015022

H- 8@ Oracles

J- 88 SWIFT

£
£
£
£

Ll
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3. Intheright pane, move the cursor over Operations and select Generate Schema.

Application Explorer builds schemas. A schemas table similar to the following appears
in the right pane. This table contains three columns labeled Part, Root Tag, and Schema.

The Schema column provides hyperlinks to the different schemas.

Schemas

Part Root Tag Schema

Fequest HIPAAZT S i

Fesponse emitStatus "

Event [FFs M A

EventReply [FFs M A
(0] Cancel

4. Toview a schema, click the ellipsis (...) in the row corresponding to the schema you

want to view.
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The following is an example of a request schema:

<7aml version="1.0" encoding="UTF-8" 7=
<l-- Generated by the iB3IE Z2004-10-05TZZ:13:16Z
-—=
- «xrs schema
smlns: xs="http:/ fwww.w3.org/ 2001/ XMLSchema"=
- zxselement name="HIPAAZ78"=
- «xs:complexTypes
- K5 SEQUENCE:
- <usielement masOcours="1"
min2ccurs="1" name="I§A">
- =xsicomplesTypes
- XS SEQUENCE:
- =xg element minCccurs="0"
name="_01_Authorization_Information_Qu
- =xsisimpleTypes
- awsrestriction
base="ws:string"=
=xsiminkength
value="0" /=
<xsimaslength
value="2" /=
<fsirestrictions
</us simple Types=
<fwsielement >
- =xg element minCccurs="0"
name="_02_Authorization_Information_">

For more information on where the schemas are stored, see the following topic,
Schema Location.
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Reference

Schema Location

Application Explorer stores the schemas it creates in subdirectories under the iWay home
directory of the machine where it is installed. The exact location of the schemas differs
depending on whether you deploy Application Explorer with an iBSE or a JCA
configuration.

+  When using the adapter with an iBSE configuration, the schemas are stored under a
\schemas subdirectory of the iWay home directory, for example,

C:\Program
Files\iway55\bea\ibse\wsdl\schemas\service\HIPAA\HIPAATarget

HIPAATargetwhere:

HIPAATarget

Is the name of the connection to HIPAA as defined in Application Explorer.
Application Explorer stores the schemas in this directory.

HIPAATarget

Is the name of the connection to HIPAA as defined in Application Explorer. Under
this directory, Application Explorer creates subdirectories containing schemas.

+  When using the adapter with a JCA configuration, the schemas are stored under a
\schemas subdirectory of the iWay home directory, for example,

C:\Program Files\iWay55\config\base\schemas\HIPAA\HIPAATarget
where:

HIPAATarget

Is the name of the connection to HIPAA as defined in Application Explorer.
Application Explorer stores the schemas in this directory.

Creating a Web Service

2-16

You can generate a business service (also known as a Web service) for HIPAA operations.

Ensure you properly configure the servlet iBSE. For more information on installing and
deploying iWay components, see iWay Installation and Configuration for BEA WebLogic.

Note: In a J2EE Connector Architecture (JCA) implementation of iWay adapters, Web
services are not available. When the adapters are deployed to use the iWay Connector for
JCA, the Common Client Interface provides integration services using the iWay adapters.
For more information, see iWay Installation and Configuration for BEA WebLogic and the iWay
Connector for JCA for BEA WebLogic Server User’s Guide.
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Procedure How to Generate a Web Service

To generate a Web service:

1. If you have not already connected, connect to HIPAA.

2. Expand the HIPAA node.

3. Continue expanding nodes down to the Service level.

The following graphic shows the left pane with the Service node selected.

Service Adapters Event Adapters

[+-EEr T duie Appicdudrs ;I

-8 RDBMS Operations »

(- S8 SR Properties fo
-8 Siebel I
-8 Telnet Property |VYalue
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- S8 HIPAA

252 HIPAATArget
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- 270-271
- 276-277
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H- 820
-2 834
£
£

103 835
100 837
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o83 Oracledd
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4. Inthe right pane, move the pointer over Operations and select Create Integration

Business Service.

-

Integration Busingss Services

Create Integration Business Service ...
Generate Schema ...

« Ifthisis not the first Web service you want to create and use, choose whether to
Create a new service or use an existing service.
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Create Web Service for Service

Service Name: HIPALAZTO

=

Description:

| -

License: |tESt

a. Touse a previously created service, select the option to use an existing service and
click Next.

A drop-down list appears.

b. Select the business service to which you want to add the new service and click
Next.
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« Ifthisis the first Web service you are creating or if you select to create a new service, the
Create Web Service pane appears. This pane provides three fields followed by a help
button and three action buttons.

Create Web Service for Service

Service Mame:

Description:

License:

HIPAAZID

aroduction
test

Mext =

Cancel

a. Inthe Service Name field, type a name to identify the Web service (under the
Service node in the left pane of the Integration Business Services tab).

b. Inthe Description field, type a brief description of the Web service.

c. Inthe License field, select the license(s) with which you want to associate this
business service. To select more than one, hold down the Ctrl key and click the

licenses.

iWay Adapter for HIPAA for BEA WebLogic User’s Guide
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5. Click Next.

The right pane displays the next Create Web Service pane, which prompts you for
information about the method of the service. It includes two fields, a help button, and

three action buttons.

Create Web Service for Service

Method Mame: Get

Description:

Finish

Cancel

a. Inthe Method Name field, type a name to specify the name of the method to be

added to the business service.

b. Inthe Description field, type a brief description of the method.

6. Click Finish.
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Application Explorer switches the view to the Integration Business Services tab, and the
new business service appears in the left pane.

Ll
L4 s
I oy Available Hosts: m
z :
% hea

Service Adapters Event Adapters Integration Business Services
Eq Integration Business Services P - . HIPAA270
-0 Canfiguration 5:']33 An Integration Business Service
203 Servicas
: “‘5 HIP&AZ70 Click here for a complete list of operations.
i Licenses
i Get
) Methods
. e] Test
“15 iwayivp To test the operation using the SOAP protocol, click the 'Invoke' button,
gl oraapps
- input xml:
gl test
@A test1 =l

[
I Browse... Ul Mare | Invoke |

Testing a Web Service for a Business Object

After you create a Web service, test it to ensure it functions properly. Application Explorer
includes a test tool for testing a Web service.

Procedure How to Test a Web Service for a Business Object
To test a Web service:

1. If you are not on the Integration Business Services tab of Application Explorer, click the
tab to access business services.

2. Ifitis not expanded, expand the Integration Business Services node.

3. Expand the Services node.
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4. Select the name of the business service you want to test.

The business service name appears as a link in the right pane, as shown in the following

graphic.
Pl
L4 s
s \y Available Hosts:
7 hea iose <]
Service Adapters Event Adapters Integration Business Services
=& Integration Business Services P HIPAA270
&) Configuration 5:']33' An Integration Business Service
5153 Servicas
: m The following operations are supported. For a formal definition, please

review the Service Description.

» Get

g iwayivp
gl oraapps
test

- (gh test1

5. Intheright pane, click the named business services link, for example, Get.

The test option appears in the right pane. This pane provides a text field in which to
paste the XML input or browse to a file that can be uploaded.

A7 HIPAAZ270
% IIE a An Integration Business Service

Click here for a complete list of operations,

Get

Test
To test the operation using the , click the 'Invoke' buttan,

input xmml;

=4

-

E!rn:nwse.._l Uplosd Mk e | Imvoke |
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6. Provide the appropriate XML input.
7. Click Invoke.

Application Explorer displays the results in the results pane on the right.
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CHAPTER 3

Listening for Events in HIPAA

Topics:

Understanding iWay Event
Functionality

Creating an Event Port

+  Creating a Channel

This section describes how to use iWay Servlet Application
Explorer to listen for events in HIPAA.

The functionality of the Application Explorer is standard
despite the deployment type. This section uses the Java™
servlet implementation of Application Explorer to provide
graphic examples.

For information on running Application Explorer in
WebLogic Workshop, see Appendix A, Using Application
Explorer in BEA WebLogic WorkShop to Create XML Schemas
and Web Services.
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Understanding iWay Event Functionality

Events are generated as a result of a HIPAA document arriving at a particular queue. You
can use documents arriving at a queue to trigger an action in your application. For
example, information in a message arriving at a queue can be used to update customer
information in a database. If your application must perform an action when this happens,
your application is a consumer of this event.

After you create a connection to your application system, you can add events using iWay
Servlet Application Explorer. To create an iWay event, you must create a port and a channel.

*  Port

A port associates a particular business object exposed by an adapter with a particular
disposition. A disposition defines the protocol and location of the event data. The port
defines the end point of the event consumption. For more information, see Creating an
Event Port on page 3-2.

«  Channel

A channel represents configured connections to particular instances of back-end or
other types of systems. A channel binds one or more event ports to a particular listener
managed by an adapter. For more information, see Creating a Channel on page 3-14.

Creating an Event Port

3-2

The following procedures describe how to create an event port from the Event Adapters
tab for various dispositions using Application Explorer.

The following dispositions are available when using the servlet Application Explorer in
conjunction with an iBSE implementation. You can switch between an iBSE or a JCA
implementation by choosing one or the other from the Available Hosts drop-down menu in
the upper right corner of Application Explorer.

+  File

+  iBSE

+  MSMQ

+ JMS queue
+  SOAP

- HTTP

+  MQ Series
- MAILL
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Note: The MAIL disposition option will be supported in a future release.

The following dispositions are available when using Application Explorer in conjunction
with a JCA connector implementation.

File

HTTP

JMS queue
MQ Series

How to Create an Event Port for the File Disposition

To create a specific event port for the File disposition:

1.

Click the Event Adapters tab.

The Event Adapters window opens. The adapters that appear in the left pane support
events.

In the left pane, expand the HIPAA node.
Select the ports node.
Move the pointer over Operations and select Add a new port.

The Create New Port fields appear on the right, as shown in the following graphic. This
pane provides four fields to define the new port, a help button, and two action buttons.
=S8 HIPAA

WENG) channels

@ ports

a. Type a name for the event port and provide a brief description.

b. From the Disposition Protocol drop-down list, select FILE.
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¢. In the Disposition field, provide a destination where the event data is written.

When pointing Application Explorer to an iBSE deployment, use the following

format:

ifile://[location];errorTo=[pre-defined port name or another
disposition url]

For example:

ifile://D:\in\x.txt;errorTo=ifile://D:\error

When pointing Application Explorer to a JCA deployment, provide the full path to
the directory.

The following table defines the parameters for the File disposition.

Parameter

Description

location

The destination and filename of the document where event data is
written. For example, C:\in\x.txt.

errorTo

Predefined port name or another disposition URL to which error logs are
sent. Optional.

5. Click OK.

The event port appears under the ports node in the left pane. In the right pane, a table
appears that summarizes the information associated with the event port you created.
The summary is shown in the following graphic.

Operations »

Port Mame SampleFilePort

Description 'Writes event data to a file location,
Disposition ifile://CAin\x txt errorTo=C\error

Target

MO Series

You are ready to associate the event port with a channel. For more information, see
Creating a Channel on page 3-14.

iWay Software



Listening for Events in HIPAA

Procedure How to Create an Event Port for iBSE

You can call a Web service created through Integration Business Services Engine (iBSE).

To create an event port for iBSE:

1.

Click the Event Adapters tab. The Event Adapters window opens. The adapters that
appear in the left pane support events.

In the left pane, expand the HIPAA node.

Select the ports node.

Move the pointer over Operations and select Add a new port.

The Create Event Port pane opens on the right.

a. Inthe Port Name field, type a name for the connection.
The name is used to build a repository entry as well as to identify the connection.

b. Inthe Description field, type a description for the target name you just created.
From the Disposition Protocol drop-down list, select IBSE.

d. Inthe Disposition field, enter an iBSE destination in the form of:

ibse:svcName .mthName; responseTo=[pre-defined port name or another
disposition url];errorTo=[pre-defined port name or another
disposition url]

The following table defines the parameters for the disposition.

Parameter | Description

svcName Name of the service created with iBSE.

mthName Name of the method created for the Web service.

responseTo | Location where responses to the Web service are posted. A predefined

port name or another full URL. Optional.

errorTo Location where error documents are sent. A predefined port name or

another full URL. Optional.

5. Click OK.

In the right pane, a table appears that summarizes the information associated with the
event port you created. The event port also appears under the ports node in the left
pane.

You are ready to associate the event port with a channel. For more information, see
Creating a Channel on page 3-14.
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Procedure How to Create an Event Port for a JMS Queue

To create an event port for a JMS queue:

1. Click the Event Adapters tab. The Event Adapters window opens. The adapters that
appear in the left pane support events.

2. Inthe left pane, expand the HIPAA node.

Select the ports node.

4. Move the pointer over Operations and select Add a new port.

The Create Event Port pane opens on the right.

a. Type a name for the event port and provide a brief description.

b. From the Disposition Protocol drop-down list, select JMSQ.

c. Inthe Disposition field, enter a JMS destination.

When pointing Application Explorer to an iBSE deployment, use the following

format:

jmsqg:myQueueName@myQueueFac; jndiurl=[myurl]; jndifactory=[myfactory
] ;user=[user] ;password=[xxx];errorTo=[pre-defined port name or
another disposition url]

When pointing Application Explorer to a JCA deployment, use the following

format:

jms:jmsqueue@jmsfactory; jndiurl=; jndifactory=;

The following table defines the parameters for the disposition.

Parameter

Description

queue

JNDI name of a queue to which events are emitted.

Connection Factory

A resource that contains information about the JMS Server. The
WebLogic connection factory is:

javax.jms.QueueConnectionFactory
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Parameter

Description

jndiurl

The URL to use to contact the JNDI provider. The syntax of this
URL depends on which JNDI provider is being used. This value
corresponds to the standard JNDI property,
java.naming.provider.url

For BEA WebLogic Server this is
t3://host:port
where:

host
Is the machine name where WebLogic Server is installed.

port

Is the port on which WebLogic server is listening. The default
port if not changed at installation is 7001.

jndifactory

Is JNDI context.INITIAL_CONTEXT_FACTORY and is provided by
the JNDI service provider.

For WebLogic Server, the WebLogic factory is

weblogic.jndi.WLInitialContextFactory

user

A valid user name required to access a JMS server.

password

A valid password required to access a JMS server.

errorTo

Location where error documents are sent. A predefined port
name or another full URL. Optional.

5. Click OK.

The event port appears under the ports node in the left pane. In the right pane, a table
appears that summarizes the information associated with the event port you created.
The port listing and summary are shown in the following graphic.

You are now ready to associate the event port with a channel. For more information,
see Creating a Channel on page 3-14.
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Procedure How to Create an Event Port for MSMQ
To create an event port for MSMQ:

1. Click the Event Adapters tab. The Event Adapters window opens. The adapters that
appear in the left pane support events.

2. Inthe left pane, expand the HIPAA node.
Select the ports node.

4. Move the pointer over Operations and select Add a new port.
The Create Event Port pane opens on the right.

a. Inthe Port Name field, type a name for the connection, for example,
Queuel_on_NTK.

The name is used to build a repository entry as well as to identify the connection.
b. Inthe Description field, type a description for the target name you just created.
From the Disposition Protocol drop-down list, select MSMQ.
d. Inthe Disposition field, enter a MSMQ destination in the form of:

msmqg: /host/private$/gName; errorTo=[pre-defined port name or another
disposition url]

The following table defines the parameters for the disposition.

Parameter | Description

host Machine name where the Microsoft Queuing system is running.
Queue Private queues are queues that are not published in Active Directory. They
Type appear only on the local computer that contains them. Private queues are

accessible only by Message Queuing applications that recognize the full
path name or format name of the queue.

For private queues, enter Privates.

gName Name of the private queue where messages are placed.

errorTo Location where error documents are sent. A predefined port name or
another full URL. Optional.

5. Click OK.

You are ready to associate the event port with a channel. For more information, see
Creating a Channel on page 3-14.
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Procedure How to Create a Port for the SOAP Disposition

To create a port for a SOAP disposition:

1. Click the Event Adapters tab.

The Event Adapters window opens. The adapters that appear in the left pane support

events.

2. Inthe left pane, expand the HIPAA node.

Select the ports node.

4. Move the pointer over Operations and select Add a new port.

The Create Event Port window opens in the right pane.

a. Type a name for the event port and provide a brief description.

b. From the Disposition Protocol drop-down list, select SOAP.

c. Inthe Disposition field, enter a SOAP destination, using the following format:

soap: [wsdl-url];soapaction=[myaction];method=[web service

method] ; namespace=[namespace] ; responseTo=[pre-defined port name or
another disposition URL];errorTo=[pre-defined port name or another
disposition url]

The following table defines the parameters for the disposition.

Parameter

Description

wsdl-url

The URL to the WSDL file that is required to create the SOAP
message. For example:

http://localhost:7001/ibse/IBSEServlet/test/
webservice.ibs?wsdl

where:

webservice

Is the name of the Web service you created using
Application Explorer.

This value can be found by navigating to the Integration
Business Services tab and opening the Service Description link
in a new window. The WSDL URL appears in the Address field.

You can also open the WSDL file in a third party XML editor (for
example, XMLSPY) and view the SOAP request settings to find
this value.
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Parameter | Description

soapaction | The method that will be called by the SOAP disposition. This
value can be found in the WSDL file.

method The Web service method you are using. This value can be found
in the WSDL file.

namespace | The XML namespace you are using. This value can be found in
the WSDL file.

responseTo | The location to which responses are posted, which can be a
predefined port name or another URL. Optional.
The URL must be complete, including the protocol.

errorTo The location to which error logs are sent. Optional.
A predefined port name or another disposition URL. The URL
must be complete, including the protocol.

5. Click OK.

In the right pane, a table appears that summarizes the information associated with the
event port you created. The event port also appears under the ports node in the left

pane.

You are ready to associate the event port with a channel. For more information, see

Creating a Channel on page 3-14.

Procedure How to Create an Event Port for an HTTP Disposition

3-10

To create an event port for an HTTP disposition:

1. Click the Event Adapters tab.
The Event Adapters window opens. The adapters that appear in the left pane support
events.

2. In the left pane, expand the HIPAA node.
Select the ports node.

4. Move the pointer over Operations and select Add a new port.

The Create iWay Event Port pane opens on the right.
a. Type an event port name and a brief description.

b. From the disposition protocol drop-down list, select HTTP.
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¢. From the Disposition field, enter an HTTP destination.

When pointing Application Explorer to an iBSE deployment, use the following
format:

ihttp://[myurl]; responseTo=[pre-defined port name or another
disposition url];

where:

url

Is the URL target for the post operation, for example,
http://myhost:1234/docroot

responseTo

Is the location where responses are posted (optional).

When pointing Application Explorer to a JCA deployment, use the following
format:

http://host:port/uri
where:

host:port
Is the combination of the name of the host on which the Web server resides and
the port on which the server is listening for the post operation.

uri

Is the universal resource identifier that completes the url specification.
Click OK.

In the right pane, a table appears that summarizes the information associated with the
event port you created. The event port also appears under the ports node in the left
pane.

You are ready to associate the event port with a channel. For more information, see
Creating a Channel on page 3-14.

Procedure How to Create an Event Port for MQ Series Disposition

To create an event port for MQ Series using Application Explorer:

1.

Click the Event Adapters tab.

The Event Adapters window opens. The adapters that appear in the left pane support
events.

In the left pane, expand the HIPAA node.

Select the ports node.
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4. Move the pointer over Operations and select Add a new port.

The Create iWay Event Port pane opens on the right.

a. Type an event port name and a brief description.

b. From the disposition protocol drop-down list, select MQ Series.

c. Inthe Disposition field, enter an MQ Series destination.

When pointing Application Explorer to an iBSE deployment, use the following

format:

mgseries:/gManager/

gName; host=[hostname] ;port=[port];channel=[channnelname] ; errorTo=[
pre-defined port name or another disposition url]

When pointing Application Explorer to a JCA deployment, use the following

format:

mg:gmanager@respqueue; host=;port=;channel=

The following table defines the parameters for the disposition.

Parameter Description

gManager Is the name of the queue manager to which the server must
connect.

gName or Name of the queue where messages are placed.

respqueue

host The host on which the MQ Server is located (for the MQ Client
only).

port The number to connect to an MQ Server queue manager (for the
MQ client only).

channel The case-sensitive name of the channel that connects with the
remote MQ Server queue manager (for the MQ client only). The
default channel name for MQSeries is SYSTEM.DEF.SVRCONN.

errorTo Location where error documents are sent. This can be a
predefined port name or another full URL. Optional.

5. Click OK.

In the right pane, a table appears that summarizes the information associated with the
event port you created. The event port also appears under the ports node in the left

pane.
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You are ready to associate the event port with a channel. For more information, see

Creating a Channel on page 3-14.

Editing or Deleting an Event Port

The following procedures provide information on how to edit and delete an event port.

Procedure How to Edit an Event Port

To edit an existing event port:

1. Inthe left pane, select the event port you want to edit.
2. Intheright pane, move the pointer over Operations and select Edit.

The Edit Port window opens. This pane provides four fields, a help button, and two

action buttons.

Edit Port

Choose parameters of the port that you wish to edit,

Port Mame: |SampIeFiIeF'Dr1

Description: |Writes event data to a file location

Disposition Protocol: |FILE

[

Disposition: |iﬁ|e:HC:‘ain‘u}{.t}{t;eerrTn:C:Rerrnr

Ok

Cancel

3. Make the required changes to the Description, Disposition Protocol, or Disposition

fields, and click OK.

Note: The Edit Port pane does not allow you to change the name of the port, only the

parameters.

Procedure How to Delete an Event Port
To delete an existing event port:

1. Select the event port you want to delete.

2. Intheright pane, move the pointer over Operations and select Delete.
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A confirmation dialog box opens.

3. To delete the event port you selected, click OK.

The event port disappears from the list in the left pane.

Creating a Channel

The following procedure describes how to create a HIPAA channel for your iWay Event. You

must associate a port to a channel before you can make the channel active.

Procedure How to Create a HIPAA Channel

To create a channel using iWay Application Explorer:

1. Click the Event Adapters tab.

The Event Adapters window opens. The adapters that appear in the left pane support

events.

2. Expand the HIPAA node.

The ports and channels nodes appear in the left pane.

- 88 HIPAA
8] channels
- -0 ports

Click the channels node.

4. Inthe right pane, move the pointer over Operations and select Add a new channel.

The Add a new channel window opens.

Add a new HIPAA channel

Choose a name and description for the new channel that

you wish to create,

Channel Mame: |HIF'Aﬂ\ChanneI

Description: |Listens for HIPAA, documents.

Channel Type: |Fi|e swystem Listener (FILE) j

Mext =

Cancel
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Type a name for the channel, for example, HIPAAChannel.

b. Type a brief description.

¢. From the drop-down list, select a type of listener:

File System Listener (FILE)

HyperText Transfer Protocol

TCP Listener (TCP)
IBM MQ Series (MQ)

File Transfer Protocol (FTP)
5. Click Next.

The Edit Channels window opens in the right pane and includes fields that are specific
to the type of listener you selected.

Edit channels

Settings
Location:
File Suffix:
Encoding: |S0-8859-1
Polling Interval: )
Sort: r
Scan Sub-directaries: (I
File Read Limit (per 1
scanl:

< Back Mest = Cancel

6. Provide the appropriate information that is specific to the listener you selected:

For information on the parameters for a File System Listener (FILE) listener, see File
System Listener (FILE) listener Configuration Parameters on page 3-17.
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For information on the parameters for a HyperText Transfer Protocol listener, see
HyperText Transfer Protocol Listener Configuration Parameters on page 3-18.

For information on the parameters for a TCP Listener, see TCP Listener Configuration
Parameters on page 3-19.

For information on the parameters for an IBM MQ Series (MQ) listener, see IBM MQ Series
(MQ) Listener Configuration Parameters on page 3-20.

For information on the parameters for a File Transfer Protocol (FTP) listener, see File
Transfer Protocol (FTP) Listener Configuration Parameters on page 3-21.

Click Next.

The Select Ports pane opens, as shown in the following graphic. A list of available ports
appear in Available field on the left, and the ports that are currently associated appear
in the Current field on the right. This pane also contains a help button and three action
buttons.

Select Ports

Available Current

FilePort

< Back Finish Cancel

a. Select an event port from the list of current ports.

b. Click the single right (>) arrow button to transfer the port to the list of available
ports. To associate all the event ports, click the double right (>>) arrow button.

8. Click Finish.

A summary window opens in the right pane, showing the channel description, channel
status, and available ports.

All the information in the summary is associated with the channel you created.

iWay Software



Listening for Events in HIPAA

The channel also appears under the channels node in the left pane. The following
graphic shows a sample listing of a channel. An X over the icon, also shown in this
graphic, indicates that the channel is currently disconnected. You must start the
channel to activate your event configuration.

£ 88 HIPAS,
. ©-© channels

B Hipaochannel

9. In theright pane, move the pointer over Operations and select Start the channel.

The channel you created becomes active.

The X that was over the icon disappears.

10. To stop the channel, move the pointer over Operations and select Stop the channel.

Reference File System Listener (FILE) listener Configuration Parameters

On the Settings tab:

Parameter

Description

Location

The directory where messages are received. DOS-style file
patterns are valid for this parameter. You can specify a file pattern
as well as a directory. For example, c:\xyz\ab*cd (without a file
suffix) takes the file suffix from that parameter. If you use a
pattern, files are selected based on the suffix and then the
pattern. AB?CD selects ABxCD. AB*CD selects ABxxxCD.

File Suffix

File extension for the file event. This limits input files to those
with the specified extensions. The “.” is not required. The minus
sign (“-") indicated that there is no extension. If the file extension
is zip, the unzipped files must conform to the event schema, or

they will fail. This function also works with transform configured.

Encoding

The host on which the MQ Server is located (for the MQ Client
only).

Polling Interval

This is a time, expressed as xxH:xxM:xxS For example 1 hour, 2
minutes, and 3 seconds is: TH:2M:3S The maximum interval
between checks for new documents. The higher this value, the
longer the interval, and the fewer system resources that are used.
The side-effect of a high value is that a worker thread cannot
respond to a stop command. If this value is set to 0, the listener
runs once and terminates. The default value is 2 seconds.
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Parameter Description

Sort The case-sensitive name of the channel that connects with the
remote MQ Server queue manager (for the MQ client only). The
default channel name for MQSeries is SYSTEM.DEF.SVRCONN.

Scan Sub- Location where error documents are sent. This can be a

directories predefined port name or another full URL. Optional.

On the Advanced tab:
Parameter Description

Transform Type

Select the pre-built transform template from the drop-down list.
To enable batch processing, select BatchSplitter from the drop-
down list.

The batch splitter preparses an entire EDI document and splits
the document into individual transactions. Each transaction
retains its Interchange Header/Trailer information. Once the
batch splitter is finished splitting the EDI document, the
transactions are ready to be transformed into XML.

Location for ack

copies

The directory in which the acknowledgement document is
placed.

HyperText Transfer Protocol Listener Configuration Parameters

On the Settings tab:

Parameter Description

Port The port where the adapter listens for the HTTP transfer.

Encoding The character set encoding for inbound documents. For example,
UTF-8. The default is ISO-8859-1 US and Western Europe.
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Parameter

Description

Transform Type

Select the pre-built transform template from the drop-down list.
To enable batch processing, select BatchSplitter from the drop-
down list.

The batch splitter preparses an entire EDI document and splits
the document into individual transactions. Each transaction
retains its Interchange Header/Trailer information. Once the
batch splitter is finished splitting the EDI document, the
transactions are ready to be transformed into XML.

Location for ack
copies

The directory in which the acknowledgement document is
placed.

Reference TCP Listener Configuration Parameters

On the Settings tab:

Parameter Description
Port The port where the adapter listens for the TCP transfer.
Encoding The character set encoding for inbound documents. For example,

UTF-8. The default is ISO-8859-1 US and Western Europe.

Allowable Client

The name or address of the client restricted to accessing this

Host adapter.
On the Advanced tab:
Parameter Description

Transform Type

Select the pre-built transform template from the drop-down list.
To enable batch processing, select BatchSplitter from the drop-
down list.

The batch splitter preparses an entire EDI document and splits
the document into individual transactions. Each transaction
retains its Interchange Header/Trailer information. Once the
batch splitter is finished splitting the EDI document, the
transactions are ready to be transformed into XML.
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Parameter

Description

Location for ack
copies

The directory in which the acknowledgement document is
placed.

IBM MQ Series (MQ) Listener Configuration Parameters

On the Settings tab:

Parameter

Description

Queue Manager

The name of the MQ queue manager to be used.

Queue Name

The name of the MQ Series or WebSphere MQ queue that the
HIPAA system polls.

Polling Interval

The maximum wait interval (in the format nnH:nnM:nnS) between
checks for new documents. The higher this value, the longer the
interval, and the fewer system resources that are used. However,
with a high value, the worker thread cannot respond to a stop
command. If timeout is set to 0, the listener runs once and
terminates. The default is 2 seconds.

On the MQ Client tab:

Parameter Description

Host The host where the MQ Server is located.

Port The port number used to connect to an MQ Server.

Channel The channel between an MQ Client and an MQ Server.
On the Advanced tab:

Parameter Description

Transform Type

Select the pre-built transform template from the drop-down list.
To enable batch processing, select BatchSplitter from the drop-
down list.

The batch splitter preparses an entire EDI document and splits
the document into individual transactions. Each transaction
retains its Interchange Header/Trailer information. Once the
batch splitter is finished splitting the EDI document, the
transactions are ready to be transformed into XML.
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Parameter

Description

Location for ack
copies

The directory in which the acknowledgement document is
placed.

Reference File Transfer Protocol (FTP) Listener Configuration Parameters

On the Settings tab:

Parameter

Description

Host

The name of the FTP host.

Port

The port where the adapter listens on the FTP transfer.

User

The user name to log onto the FTP Server.

Password

The password for the FTP user.

Location

The directory where messages are received. DOS-style file
patterns are available for this parameter. You can specify a file
pattern as well as a directory. For example, c:\xyz\ab*cd (without
a file suffix) takes the file suffix from that parameter.

If you use a pattern, files are selected based on the suffix and then
the pattern. AB?CD selects ABxCD. AB*CD selects ABxxxCD.

Encoding

The character set encoding for inbound documents. For example,
UTF-8. The default is ISO-8859-1 US and Western Europe.

Polling Interval

The maximum wait interval (in the format nnH:nnM:nnS) between
checks for new documents. The higher this value, the longer the
interval, and the fewer system resources that are used. However,
with a high value, the worker thread cannot respond to a stop
command. If timeout is set to 0, the listener runs once and
terminates. The default is 2 seconds.
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On the Advanced tab:

Parameter Description

Transform Type Select the pre-built transform template from the drop-down list.
To enable batch processing, select BatchSplitter from the drop-
down list.
The batch splitter preparses an entire EDI document and splits
the document into individual transactions. Each transaction
retains its Interchange Header/Trailer information. Once the
batch splitter is finished splitting the EDI document, the
transactions are ready to be transformed into XML.

Location for ack The directory in which the acknowledgement document is

Copies placed.

Procedure How to Edit a Channel
To edit an existing channel:
1. Inthe left pane, select the channel you want to edit.
2. Intheright pane, move the pointer over Operations and select Edit.
The Edit channels window opens.

3. Make the required changes to the channel configuration and click Finish.

Procedure How to Delete a Channel
To delete an existing channel:
1. Inthe left pane, select the channel you want to delete.
2. Intheright pane, move the pointer over Operations and select Delete.
A confirmation dialog box opens.
3. To delete the channel you selected, click OK.

The channel disappears from the list in the left pane.
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CHAPTER 4

Using Web Services Policy-Based Security

Topics:

Integration Business Services
Policy-Based Security

Configuring Integration Business
Services Policy-Based Security

Servlet Application Explorer provides a security feature

called Integration Business Services policy-based security.

The following topics describe how this feature works and
how to configure it.

Note: For the iWay 5.5 RG2 Release, it is recommended that

policy-based security not be enabled.
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Integration Business Services Policy-Based Security

Integration Business Services provide a layer of abstraction between the back-end business
logic they invoke and the user or application running the business service. This enables
easy application integration but raises the issue of controlling the use and execution of
critical and sensitive business logic that is run as a business service.

Servlet Application Explorer controls the use of business services that use adapters with a
feature called policy-based security. This feature enables an administrator to apply policies
to Integration Business Services (iBS) to deny or permit their execution.

A policy is a set of privileges associated with the execution of a business service that can be
applied to an existing or new iBS. When you assign specific rights or privileges inside a
policy, you need not recreate privileges for every iBS that has security issues in common
with other Integration Business Services. Instead, you can use one policy for many
Integration Business Services.

The goal is to secure requests at both the transport and the SOAP request level that is
transmitted on the wire. Some policies do not deal with security issues directly but affect
the run-time behavior of the business services to which they are applied.

The iBSE administrator creates an instance of a policy type, names it, associates individual
users and/or groups (a collection of users), and then applies the policy to one or more
business services.

You can assign a policy to an iBS or to a method within an iBS. If a policy is applied only to a
method, other methods in that iBS are not governed by it. However, if a policy is applied to
the iBS, all methods are governed by it. At run time, the user ID and password that are sent
to iBSE in the SOAP request message are checked against the list of users for all policies
applied to the specific iBS. The Resource Execution policy type is supported and dictates
who can or cannot execute the iBS.

When a policy is not applied, the default value for an iBS is to “grant all.” For example,
anyone can execute the iBS until the Resource Execution policy is associated to the iBS. At
that time, only users granted execution permission, or those who do not belong to a group
that was denied execution permissions, have access to the iBS.
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Configuring Integration Business Services Policy-Based Security

Procedure

Before you create instances of policies, you must have a minimum of one user or one group
to associate to an instance. You can create users and groups using Servlet Application
Explorer. For more information, see How to Create a User to Associate With a Policy on

page 4-3 or How to Create a Group to Associate With a Policy on page 4-5.

An execution policy governs who can execute the business service to which the policy is
applied. For more information, see How to Create an Execution Policy on page 4-7.

You configure the IP and Domain Restriction policy type slightly differently from other
policy types. The IP and Domain Restriction policy type controls connection access to iBSE
and therefore, need not be applied to an individual business service. You need not create a
policy, however, you must enable the Security Policy option in Servlet Application Explorer.
For more information, see How to Configure IP and Domain Restrictions on page 4-10.

Note: For the iWay 5.5 RG2 Release, it is recommended that policy-based security not be
enabled.

How to Create a User to Associate With a Policy

To create a user to associate with a policy:

1. Open Servlet Application Explorer.

The following image shows the window that opens and includes three tabs
corresponding to Service Adapters, Event Adapters, and Integration Business Services.
The Integration Business Services tab is active and displays a Welcome screen on the
right. The image shows the Integration Business Services node expanded in the left

pane.
Service Adapters Event &dapters Integration Business Services
E|q Irntem‘atn:un E.|_1-_=.|ru3-_=.-_=. Services wWelcome
-2 Canfiguration
03 Services This Application Explorer is running within a servlet container
R . using the set of metadata introspection YWeb Services provided
"“’5 IWaYvp by the Integration Business Services Engine and the Adapter
-4 location Framewark.
F4gh TEST
-5 Licenses
213 Methods
L@ TEST

a. Click the Integration Business Services tab.
b. Expand the Configuration node.

¢. Expand the Security node.
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d. Expand the Users and Groups node.
e. Select Users.
2. Intheright pane, move the pointer over Operations and select Add.

The following image shows the Add a new user pane that opens and includes fields
where you enter a user name, a password, and a description of the user. The pane
includes a Help button, an OK button to instruct the system to accept inputs, and a
Cancel button to escape from the pane.

Add a new user
Marme:

Password:

Description:

(0] | | Cancel

a. Inthe Name field, type a user ID.
b. Inthe Password field, type the password associated with the user ID.
c. Inthe Description field, type a description of the user (optional).

3. Click OK.
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The following image opens and shows a new user added to the configuration. It
includes a definition of a user and a user ID and description.

Operations »
€ users

A useris an object that can be granted or denied permissions to
run Integration Business Services, & user can be belong to one or
more groups. Policies that specify particular rights can be
associated with user,

User Id Description

[bse1

Procedure How to Create a Group to Associate With a Policy
To create a group to associate with a policy:
1. Open Servlet Application Explorer.
a. Click the Integration Business Services tab.
b. Expand the Configuration node.
c¢. Expand the Security node.
d. Expand the Users and Groups node.
e. Select Groups.

2. Intheright pane, move the pointer over Operations and click Add.
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The following image shows the Add new group pane that opens with fields where you
enter a name and a description for the group. To continue after typing inputs, click the
Next button. The pane also includes a Help button, a Back button to return to the
previous screen, and a Cancel button to escape from the pane.

Add new group

Marme:

Description:

| MNext = | | Cancel |

a. Inthe Name field, type a a name for the group.
b. Inthe Description field, type a description for the group (optional).
Click Next.

The following image shows the Modify Group Membership pane where you can move
users to or from a group using the arrow keys to move them between the Current and
Available lists and then clicking the Finish button. The pane includes a Help button, a
Back button to return to the previous screen, and a Cancel button to escape from the
pane.

Modify Group Membership

Current Available

< Back | | Finish | | Cancel
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You can either highlight a single user in the list of available users and add it to the
current list by clicking the left arrow, or you can click the double left arrow to add all
users in the list of available users to the group.

4, After you select a minimum of one user, click Finish.
The new group is added.
The following image shows a pane with a new group added to the configuration. It

includes a definition of a group and the group name and description.

Cperations

g-: Groups

& group is an object that can be granted or denied permissions to
run Integration Business Services, A group is used as a container
for one or more users. Policies that specify particular rights can be
associated with a group,

Group name Description

[ newgroup

Procedure How to Create an Execution Policy
To create an execution policy:
1. Open Servlet Application Explorer.
a. Click the Integration Business Services tab.
b. Expand the Configuration node.

c. Select Policies.
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The following image shows the Policies pane on the right where you apply a policy. The
Operations menu becomes available with three options, Build/Rebuild, Add, and
Refresh.

=122 Configuration Build / Rebuild

=& Security E’ Poliq 2dd ...
. — Refresh

_ You can configure policies for the
------ 82 Groups to manage resource execution,
and failoverfrecovery actions.,

Operations »

F-) Services

2. Move the pointer over Operations and click Add.

The following image shows the Add a new policy pane that opens with fields for

entering the name, type, and description of the policy. To continue, click the Next
button. The pane includes a Help button, a Back button to return to the previous
screen, and a Cancel button to escape from the pane.

Add a new policy

Mame: I
Type: |E}{ec:u1inn j
Al
Description:
=

Mext = | | Cancel |

a. Inthe Name field, type a a name for the policy.
b. From the Type drop-down list, select Execution.

¢. Inthe Description field, type a description for the policy (optional).
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3. Click Next.

The following image shows the Modify policy targets pane that opens and includes a
list of current and available targets and arrow buttons to move targets from one list to
the other. The pane also includes a Help button, a Back button to return to the previous
screen, a Next button to continue to the next screen, and a Cancel button to escape

from the pane.

Modify policy targets

Current Available

user.ibsel
group.ibse_group

< Back | | Mext = | | Cancel

4, Select a minimum of one user or group from the Available pane.

Note: This user ID is checked against the value in the user ID element of the SOAP
header sent to iBSE in a SOAP request.

5. Click Next.
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The following image shows the Modify policy permissions pane that opens and
includes drop-down lists where you can select to grant or deny permission to members
and then click a button to finish. The pane also includes a Help button, a Back button to
return to the previous screen, and a Cancel button to escape from the pane.

Modify policy permissions

Member Id Permission

user.ibsel IDEH},-' 'I
group.ibse_group IDEH},-' 'I

< Back | | Finish | | Cancel |

6. To assign whether users or groups may execute the iBSE, select Grant to permit
execution or Deny to restrict execution from a Permission drop-down list.

7. Click Finish.

The following image shows the pane that summarizes your configuration. It includes a
definition of policies and the name, type, and description of the policies.

Operations

G’ Policies

You can configure policies for the Integration Business Services Engine
to manage resource execUution, service routing, data restrictions
and failoverfrecovery actions.,

Name Type Description

[T ibse_palicy Execution

Procedure How to Configure IP and Domain Restrictions
To configure IP and domain restrictions:

1. Open Servlet Application Explorer.
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Select the Integration Business Services tab.
b. Expand the Configuration node.
¢. Expand the Security node.
d. Select /P and Domain.
2. Intheright pane, move the pointer over Operations and click Add.

The following image shows the Add a new IP/Domain pane that opens where you enter
information for the IP/Domain in four fields. You must select a type of restriction from a
drop-down list before you can enter information in the IP(Mask)/Domain field. The
pane also includes a Help button, an OK button to instruct the system to accept inputs,
and a Cancel button to escape from the pane.

Add a new IP/Domain

IP(Mask)/Domain: |

Type: [ Single =]
Access Contral: IDeny j
=]
Description:
=

| [0]'4 | | Cancel |

From the Type drop-down list, select the type of restriction.

b. Inthe IP(Mask)/Domain field, type the IP or domain name using the following
guidelines.

If you select Single (Computer) from the Type drop-down list, you must provide the
IP address for that computer. If you only know the DNS name for the computer,
click DNS Lookup to obtain the IP Address based on the DNS name.

If you select Group (of Computers), you must provide the IP address and subnet
mask for the computer group.

If you select Domain, you must provide the domain name, for example, yahoo.com.
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3. From the Access Control drop-down list, select Grant to permit access or Deny to
restrict access for the IP addresses and domain names you are adding.

4. Click OK.

The following image shows the pane that opens and summarizes your configuration
including the domain name, whether access is granted or denied, and a description
(optional).

Operations

@:ﬁ IP and Domain

You can configure the Integration Business Services Engine to use
policies that control access from a single IP address, a group of IP
addresses, or all addresses within a particular domain,

IP{Mask) f Domain AcCcess Description

[test Deny
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CHAPTER 5

Management and Monitoring

Topics:

Managing and Monitoring Services
and Events Using iBSE

Managing and Monitoring Services
and Events Using the JCA Test Tool

Setting Engine Log Levels
Configuring Connection Pool Sizes
Migrating Repositories

Exporting or Importing Targets

Retrieving or Updating Web Service
Method Connection Information

Starting or Stopping a Channel
Programmatically

After you create services and events using Servlet
Application Explorer, you can use managing and
monitoring tools provided by the Integration Business
Services Engine (iBSE) and the iWay Connector for JCA to

measure the performance of your run-time environment.

This section describes how to configure and use these
features.
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Managing and Monitoring Services and Events Using iBSE

Integration Business Services Engine (iBSE) provides a console to manage and monitor
services and events currently in use and to display resource usage and invocation statistics.
These indicators can help you adjust your environment for optimum efficiency.

The following monitoring levels are available for services:

System
Service

Method

The following monitoring levels are available for events:

System
Channel

Port

Procedure: How to Configure Monitoring Settings

5-2

To configure monitoring settings:

1.
2.

Ensure that your BEA WebLogic Server is started.
To access the monitoring console, enter the following URL in your Web browser:
http://localhost:port/ibse/IBSEConfig

where:

localhost

Is the machine where the application server is running.

port
Is the HTTP port for the application server.

The following image shows the iBSE Settings window that opens. It lists property
names and includes fields where you can enter values for each property. To configure
system settings, the System pane contains drop-down lists for selecting language,
encoding, the debug level, and the number of asynchronous processors. It also
contains a field where you can enter a path to the adapters lib directory.

To configure security settings, the Security pane contains fields for typing the Admin
User name and the associated password and a check box for specifying policy.
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To configure repository settings, the Repository pane contains a drop-down list for
selecting the repository type, fields to type information for the repository URL, driver,
user, and password, and a check box where you can enable repository pooling. In the
upper and lower right of the window is a Save button. In the lower left of the window is
an option to click to access more configuration settings.

iBSE Settings: Save |

Property Name Property Walue
System

Language IEninSh 'I

Adapter Lib Directory IC:\Program FilesfWay 55Nl

Encoding IUTF-B vl
Debug Level INONE "I

Mumber of Async, Processors ID 'I

Security

Admin User Iiwa\;

Admin Password I""""

Policy Il

Repository

Repository Type Im

Repository Url Ifile:I.l'C:LDrogram FilezhWayasheatibs

Repository Driver I

Repositary User I

Repository Passward I

Repository Pooling Il

More confiquration...

Save |

3. Click More configuration.

Tip: To access the monitoring console directly, enter the following URL in your Web
browser:

http://localhost:port/ibse/IBSEStatus
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where:

localhost

Is the machine where the application server is running.

port
Is the HTTP port for the application server.

The following image shows the iBSE Monitoring Settings window that opens. It lists
property names and includes a corresponding field where you can enter values for
each property. The Monitoring pane contains a drop-down list for selecting the
repository type, fields to type information for the repository URL, driver, user, and
password, and a check box where you can enable repository pooling. The Auditing
pane contains an option button to click to specify whether to store a message and a
drop-down list where you can select the maximum messages to store. At the bottom of
the window is a row of buttons that you can click to save your configuration, view
events, or view services. The Save History button is inactive. After you enter properties
and choose whether to save or view, you can click the Start Monitoring button.

iBSE Monitoring Settings:

Property Mame Property Yalue

Monitoring

Repository Type IFiIe Swstem ‘l

Repositary Lrl [file:#/C:Program Files\iw ay55hbez

Repository Driver I

Repository User I

Repository Passward I

Repository Pooling r
Auditing
Stare Message C oyes ™ pg
Max Message Stored I‘ID,EII:II:I "'|
Save Configuration I Save Histony | Wiewu Events Wiew Sernices I

Start Monitoring |
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a. Inthe Monitoring pane, from the Repository Type drop-down list, select the type of
repository you are using.

s

To connect to the database in the Repository Url field, type a JDBC URL.
To connect to the database in the Repository Driver field, type a JDBC Class.

a n

To access the monitoring repository database, type a user ID and password.

o

To enable pooling, click the Repository Pooling check box.

=h

In the Auditing pane, select yes if you want to store messages.

This option is disabled by default.

Note: You must start and then, stop monitoring to enable this option.
g. Select the maximum number of messages you want to store.

By default, 10,000 is selected.

Note: Depending on your environment and the number of messages that are
exchanged, storing a large number of messages may affect system performance. If
you need more information about your system resources, consult your system
administrator.

h. Click Save Configuration.
4. Click Start Monitoring.

iBSE begins to monitor all services and events currently in use. If you selected the
option to store messages, iBSE stores messages.

5. To stop monitoring, click Stop Monitoring.
Procedure: How to Monitor Services
To monitor services:
1. Ensure that your BEA WebLogic Server is started.
2. From the iBSE Monitoring Settings window, click Start Monitoring.

3. Click View Services.
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The following image shows the System Level Summary (Service Statistics) window that
opens. The Web Service Methods pane contains a drop-down list where you select a
service. On the right, space is reserved for a drop-down list of methods that will appear.
The Statistics pane contains a table with a summary of service statistics and two
drop-down lists where you can select a successful or failed invocation to view more
information about that service. At the bottom of the window is a home button to click
to return to the iBSE Monitoring Settings window.

Service Statistics

Web Service Methods

Service Method
all -

Statistics

Total Time 55 min

Total Request Count 1

Total Success Count 1

Total Error Count 0

Average Request Size  M09.0 bytes
Average Response Size |665.0 bytes
Average Execution Time|656 ms
Last Execution Time 828 ms
Average Baclk End Time 330 ms
Last Back End Tirme 765 ms

Successful Invocations | select a correlation id j

Failed Invocations select a correlation idj

= home |

The system level summary provides services statistics at a system level.
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The following table consists of two columns, one that lists the name of each statistic
and the other that describes the corresponding service statistic.

Statistic

Description

Total Time

Total amount of time iBSE monitors services. The time
starts after you click Start Monitoring in the iBSE
Monitoring Settings window.

Total Request Count

Total number of services requests that were made
during the monitoring session.

Total Success Count

Total number of successful service executions.

Total Error Count

Total number of errors that were encountered.

Average Request Size

Average size of an available service request.

Average Response Size

Average size of an available service response size.

Average Execution Time

Average execution time for a service.

Last Execution Time

Last execution time for a service.

Average Back End Time

Average back end time for a service.

Last Back End Time

Last back end time for a service.

Successful Invocations

A list of successful services arranged by correlation ID. To
retrieve more information for a service, you can select
the service from the drop-down list.

Failed Invocations

A list of failed services arranged by correlation ID. To
retrieve more information for a service, you can select
the service from the drop-down list.

4. Select a service from the drop-down list.
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The following image shows the System Level Summary (Service Statistics) window that
opens. The Web Service Methods pane contains a drop-down list on the left where you
select a service and a drop-down list on the right where you select a service method.
The Statistics pane contains a table with a summary of service statistics and two
drop-down lists. To view more information about that service, you can select it from the
Successful Invocations or Failed Invocations drop-down list. To suspend or resume a
service, you can click a button in the lower right. To return to the iBSE Monitoring
Settings window, you click the home button (also located in the lower right).

Service Statistics
Web Service Methods

Service Methad

[Bo1o0033 =] all methods |

Statistics

Total Time 1 hrs
Total Request Count 1
Total Success Count 1
Total Error Count 0

Average Request Size  409.0 bytes
Average Response Size |665.0 bytes
Awerage Execution Time|656 ms
Last Execution Time 656 ms
Average Back End Time 530 ms
Last Back End Time 530 ms

Successful Invocations | select a correlation id j

Failed Invocations select a correlation idj

Suspend Senvice |

= home |

a. To stop a service at any time, click Suspend Service.
b. To restart the service, click Resume Service.

5. Select a method for the service from the Method drop-down list.
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The following image shows the Method Level Summary (Service Statistics) window that
opens. The Web Service Methods pane contains a drop-down list on the left where you
select a service and a drop-down list on the right where you select a service method.
The Statistics pane contains a table with a summary of service statistics and two
drop-down lists. To view more information about that service, you can select it from the
Successful Invocations or Failed Invocations drop-down list. To suspend or resume a
service, you can click a button in the lower right. To return to the iBSE Monitoring
Settings window, you click the home button (also located in the lower right).

Service Statistics
Web Service Methods

Service Method

IEHEI1DEIDS3 'I GetEffectiveAddress j

Statistics

Total Time 1 hrs
Total Request Count 1
Total Success Count 1
Total Error Count 0

Average Request Size 4090 bytes
Average Response Size 665.0 bytes
Average Execution Tirme 656 ms
Last Execution Time 656 s
Average Back End Time |S30 ms
Last Back End Time 530 ms

Successful Invocations | select 3 correlation id j

Failed Invocations select a correlation id j

Suspend Semice |
= home |

6. For additional information about a successful service and its method, select a service
based on its correlation ID from the Successful Invocation drop-down list.
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The following image shows the Invocation Level Statistics window that opens. The
Message Information pane contains a table of information about the message. The
Client Information pane contains a table of information about the client. The Detail
pane contains a table that shows the size of the request and response messages, with
options to click to view the respective XML documents. In the lower right of the
window is a home button to click to return to the iBSE Monitoring Settings window.

Invocation Statistics

Message Information

Received

2004-09-14 12:04:16,312

Sent to adapter

2004-09-14 12:04:16.406

Received from adapter

2004-09-14 12:04:16.936

Responded

2004-09-14 12:04:16.963

Status SUCCESS

Client Information

Client IP 127.0.0.1
Client Host Marne 127.0.01
User Name

Detail

Message Size
Regquest Message 409 bytes
Response Message 665 bytes

= home |

7. To view the XML request document in your Web browser, click Request Message.
You can also view the XML response document for the service.
8. To return to the iBSE Monitoring Settings window, click home.
Procedure: How to Monitor Events
To monitor events:
1. Ensure that your BEA WebLogic Server is started.

2. IntheiBSE Monitoring Settings window, click Start Monitoring.
3. Click View Events.
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The following image shows the System Level Summary (Channel Statistics) window
that opens. The Channels pane contains a drop-down list on the left where you select a
channel. On the right, space is reserved for a drop-down list of ports that will appear.
The Statistics pane contains a table with a summary of event statistics and two
drop-down lists where you can select a successful or failed event to view more
information about that event. In the lower right of the window is a home button to click
to return to the iBSE Monitoring Settings window.

Channel Statistics

Channels

Channels Ports

all hd

Statistics

Total Event Count
Total Success Count
Taotal Error Count
Average Event Size
Average Event Reply
Size

Average Delivery Time 1274.0 ms
Last Delivery Time 250 ms

Successtul Events select a correlation id j

[ T

37.0 bytes

na

Failed Events select a correlation id j

= hame I

The system level summary provides event statistics at a system level.
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5-12

The following table consists of two columns, one that lists the name of each statistic
and the other that describes the corresponding event statistic.

Statistic

Description

Total Event Count

Total number of events.

Total Success Count

Total number of successful event executions.

Total Error Count

Total number of errors that were encountered.

Average Event Size

Average size of an available event request.

Average Event Reply Size

Average size of an available event response.

Average Delivery Time

Average delivery time for an event.

Last Delivery Time

Last delivery time for an event.

Successful Events

List of successful events arranged by correlation ID. To
retrieve more information for an event, select the event
from the drop-down list.

Failed Events

List of failed events arranged by correlation ID. To
retrieve more information for an event, select the event
from the drop-down list.

4. Select a channel from the drop-down list.
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The following image shows the Channel Level Event Summary (Channel Statistics)
window that opens. The Channels pane contains a drop-down list on the left where you
select a channel and a drop-down list on the right where you select a port. The
Statistics pane contains a table with a summary of event statistics and two drop-down
lists where you can select a successful or failed event to view more information about
that event. In the lower right of the window is a button to click to suspend or resume a
channel and a home button to click to return to the iBSE Monitoring Settings window.

Channel Statistics

Channels

Channels Ports

I estChan 'l all -

Statistics

Total Event Count 3
Total Success Count 2
Total Error Count 1
Average Event Size =
Average Event Reply

01.0 bytes

na

Size

Average Delivery Time [1542.0 ms

Last Delivery Time 250 ms

Successful Events select a correlation id j
Failed Events select a correlation id j

Suspend Channel | Start Channel I

= haome |

a. To stop a channel at any time, click Suspend Channel.

b. To start the channel, click Start Channel.

5. From the Ports drop-down list, select a port for the channel.
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6.

The following image shows the Port Level Event Summary (Channel Statistics) window
that opens. The Channels pane contains a drop-down list on the left where you select a
channel and a drop-down list on the right where you select a port. The Statistics pane
contains a table with a summary of event statistics and two drop-down lists where you
can select a successful or failed event to view more information about that event. In the
lower right of the window is a button to click to suspend or resume a channel and a
home button to click to return to the iBSE Monitoring Settings window.

Channel Statistics

Channels

Zhannels Ports

I estChanvI ITestF‘Dn 'I

Statistics
Total Event Count 2
Total Success Count z
Total Error Count 0
Average Event Size 446.0 bytes
Average Event Reply
A na
Size
Average Delivery Time  [2189.0 ms
Last Delivery Time na
Successful Events select a correlation id j
Failed Events select a carrelation idj

Suzpend Channel I Start Channel I

= hatme |

For more information about a successful event and its port, select an event based on its
correlation ID from the Successful Events drop-down list.
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The following image shows the Event Level Statistics (Message Statistics) window that
opens. The Message Information pane contains a table of information pertaining to the
event message. The Messages pane contains a table that shows the size of the event

and reply messages, with an option to view an XML document of the event message. In

the lower right of the window is a home button to click to return to the iBSE Monitoring
Settings window.

Message Statistics

Message Information

Received At 2004-09-14 12:15:20,842
Disposed At » TestPort

Delivered At 2004-09-14 12:15:23.562
Messages

Cetail size

Event Message 446 bytes
Reply Message na

= hatne I

a. Toview the XML event document in your Web browser, click Event Message.

b. To return to the iBSE Monitoring Settings window, click home.
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Managing and Monitoring Services and Events Using the JCA Test Tool

The JCA Test Tool, which is also known as the JCA Installation Verification Program (IVP),
provides a console to manage and monitor services and events currently in use and to
display resource usage and invocation statistics. These indicators can help you adjust your
environment for optimum efficiency.

Procedure: How to Manage and Monitor Services Using the JCA Test Tool
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To manage and monitor services using the JCA Test Tool:

1.

Open a Web browser to:
http://localhost:port/iwjcaivp
where:
localhost
Is the name of the machine where your application server is running.
port

Is the port for the domain you are using. The port for the default domain is
7001, for example:

http://localhost:7001/iwjcaivp

The following image shows the JCA Test Tool page that opens. The page contains a
description of the function of the tool and configuration information, including options
to change your connection settings. It also provides options for viewing service or
event adapters.

This ISP application is used to test the functionality of the J12EE-CA connector,
There are several types of adapters available thru this 12EE-CA connector.

Configuration
* Running in MANAGED rmode,

e iway, jndi :eis/IWaFConnectionFactory:
« Refresh Connection Factory after redeployrment - Destroy Connection Factory for redeployment

Adapters

* Service adapters
« Event adapters

The JCA Test Tool runs in managed mode by default.
Perform the following steps to monitor the latest service adapter configuration.

Note: You must perform these steps for every new adapter target that is created using
a JCA implementation of Application Explorer. In addition, you also must perform these
steps for every new JCA configuration that is created using Application Explorer.

iWay Software
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a. Click Destroy Connection Factory for redeployment.
b. Redeploy the JCA connector module using the BEA WebLogic Server console.
¢. Inthe JCA Test Tool, click Refresh Connection Factory after redeployment.

3. Click Service adapters.

The following image shows the Service Adapters page that opens. The page provides a
live list of available service adapters and a list of targets configured for a specific
adapter. In the lower right is a Back button to click to return to the previous page.

Service Adapters
Select an adapter from the following list to review its available targets (configurations)

e Oracle Applications

* PeopleSoft

e SAP

* Siehal

Targets for Oracle Applications
Mo targets configured for this adapter,

<< Back |

4, Select a service adapter to monitor.
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The following image shows the page that opens. The left side provides a live list of

available service adapters and a list of any targets configured for a specific adapter. The
upper right side shows statistics for a selected target. The middle right has a User field

and a Password field. The lower right contains a box where you type or paste an input
document. Below the input box is a Send button to click to send a request for a test

service and a Reset button to click to reset the fields. In the lower right is a Back button

to click to return to the previous page.

Service Adapters
Select an adapter from the following list to review its
available targets {configurations)

Cracle Applications
PeopleSoft

-
-
=
+ Sisbel

Targets for Siebel

* TestService

Statistics for Siebel target TestService

TotalRequestCount 0
TotalSuccessCount 0
TatalErrorCount 0
AverageExcecutionTime @ 0 msec,
LastExcecutionTime 1 0 msec,

Request for Siebel target TestService
Enter the data for this interaction. The configured user/password will be
used if the User name is not provided,

Iser: |
Password: |

Input Doc:

Send | Reset |

<< Back

a. Click the desired target for your service adapter.

b. Inthe Request area, enter a user name and password.

c. Inthelnput Doc area, enter a request document that was created from the request

schema for your service.
5. Click Send.
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The following image shows the updated statistics that appear for your service if the
request is successful. The statistics include the total number of requests, successes, and
errors and the average and last execution time in milliseconds.

TotalRequestiCount 0
TotalSuccessCount |
TotalErrarCount |
&verageExcecutionTime @ 0 msec,
LastExcecutionTime 0 msec.

Procedure: How to Manage and Monitor Events Using the JCA Test Tool

To manage and monitor events using the JCA Test Tool:

1.

Open a Web browser to:
http://localhost:port/iwjcaivp
where:
localhost
Is the name of the machine where your application server is running.

port

Is the port for the domain you are using. The port for the default domain is 7001, for
example:

http://localhost:7001/iwjcaivp

The following image shows the JCA Test Tool page that opens. The page contains a
description of the function of the tool and configuration information, including options
to change your connection settings. It also provides options for viewing service or
event adapters.

This ISP application is used to test the functionality of the J2EE-CA connector,
There are several types of adapters available thru this J2EE-CA connector,

Configuration
* Running in MaMNAGED mode.

o iway.jndi eis/WMAFCoNnectionFactary:
e Refresh Connection Factory after redeplovment - Destroy Connection Factory for redeployment

Adapters

¢ Service adapters
* Event adapters

The JCA Test Tool runs in managed mode by default.
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2. Perform the following steps to monitor the latest event adapter configuration.

Note: You must perform these steps for every new adapter target that is created using
a JCA implementation of Application Explorer. In addition, you must also perform these
steps for every new JCA configuration that is created using Application Explorer.

a. Click Destroy Connection Factory for redeployment.

b. Redeploy the JCA connector module using the BEA WebLogic Server console.
¢. Inthe JCA Test Tool, click Refresh Connection Factory after redeployment.

Click Event adapters.

The Event Adapters page opens.

Select the event adapter to monitor.

Click the desired channel for your event adapter.

Click start.

The following image shows the updated statistics for your channel and the port. The
statistics include the total number of requests, successes, and errors and the average
and last execution time in milliseconds. There are options to click in the upper right of
the page to start or refresh the channel.

Current channel Statistics
Commands: start refresh

Artive: false

TotalRequestCount a
TotalSuccessCount i
TotalErrorCount 0
AwerageExcecutionTime @ O msec,
LastExcacutionTime : 0 meec,

Statistics for port 'fileIN'

TotalRequestCount 0
TotalSuccessCount c0
TotalErrorCount )

AverageExcecutionTime @ O msec,

LastExcecutionTime 0 msec.,
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Setting Engine Log Levels

The following section describes how to set engine log levels for Servlet iBSE and JCA. For
more information, see the iWay Installation and Configuration for BEA WebLogic
documentation.

Procedure: How to Enable Tracing for Servlet iBSE
To enable tracing for Servlet iBSE:
1. Open the Servlet iBSE configuration page at:
http://localhost:port/ibse/IBSEConfig

where:
localhost

Is the name of the machine where your application server is running.
port

Is the port for the domain you are using. The port for the default domain is 7001, for
example:

http://localhost:7001/ibse/IBSEConfig
2. In the System pane, from the Debug drop-down list, select the level of tracing.
3. Click Save.
The default location for the trace information on Windows is:

C:\Program FIles\bea\ibse\ibselogs

Procedure: How to Enable Tracing for JCA
To enable tracing for JCA:
1. Open the extracted ra.xml file in a text editor.
2. Locate and change the following setting:

LogLevel. This setting can be set to DEBUG, INFO, or ERROR.

<context-param>

<config-property>
<config-property-name>LogLevel</config-property-name>
<config-property-type>java.lang.String</config-property-type>
<config-property-value></config-property-value>

</config-property>

For example:

<config-property-value>DEBUG</config-property-value>
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A directory in the configuration directory contains the logs.
a. Review the logs generated by your application server.
b. Leave the remainder of the previous file unchanged.

3. Save the file and exit the editor.

4. Redeploy the connector.

Configuring Connection Pool Sizes

The following topic describes how to configure connection pool sizes for the JCA
connector.

Procedure: How to Configure Connection Pool Sizes
To configure connection pool sizes:
1. Open the extracted ra.xml file in a text editor.
2. Locate and change the following setting:

pool-params. The JCA Resource Connector has an initial capacity value of 0 by default
and cannot be changed. The maximum capacity value is 10 by default and can be
changed to a higher value.

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE weblogic-connection-factory-dd (View Source for full
doctype...)>
- <weblogic-connection-factory-dd>
<connection-factory-name>IWAFJCA</connection-factory-name>
<jndi-name>eis/IWAFConnectionFactory</jndi-name>
- <pool-params>
<initial-capacity>0</initial-capacity>
<max-capacity>10</max-capacity>
<capacity-increment>l</capacity-increment>
<shrinking-enabled>false</shrinking-enabled>
<shrink-period-minutes>200</shrink-period-minutes>
</pool-params>
<security-principal-map />
</weblogic-connection-factory-dd>

3. Save the file and exit the editor.

4. Redeploy the connector.
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Migrating Repositories

During design time, a repository is used to store metadata created when using Application
Explorer to configure adapter connections, browse EIS objects, configure services, and
configure listeners to listen for EIS events. For more information on configuring
repositories, see the iWay Installation and Configuration for BEA WebLogic documentation.

The information in the repository also is referenced at run time. For management purposes,
you can migrate iBSE and JCA repositories to new destinations without affecting your
existing configuration. For example, you may want to migrate a repository from a
development environment to a production environment. The BEA WebLogic Server must
be restarted to detect new repository changes.

File Repositories

If you want to migrate a File repository to another destination, copy the ibserepo.xml file
from the following path:

drive:\Program Files\iWay55\bea\ibse\ibserepo.xml
where:
drive

Is the location of your iWay 5.5 installation.

You can place the ibserepo.xml file in a new location that is a root directory of the iBSE Web
application, for example:

drive:\ProductionConfig\bea\ibse\ibserepo.xml

iBSE Repositories

The following topic describes how to migrate an iBSE repository that is configured for
Oracle. You can follow the same procedure if you want to migrate an iBSE repository that is
configured for Microsoft SQL Server 2000, Sybase, or DB2. However, when you are
configuring a new environment, you must execute the script that creates the repository
tables for your database. In addition, verify that all required files and drivers for your
database are in the class path. For more information on configuring repositories, see the
iWay Installation and Configuration for BEA WebLogic documentation.

Note: The following procedure allows you to migrate only Web services. If migrating event
handling information is one of your requirements, you must migrate at the database level.
For more information, see Migrating Event Handling Configurations on page 5-28.

iWay Adapter for HIPAA for BEA WebLogic User’s Guide 5-23



Migrating Repositories

Procedure: How to Migrate an iBSE Repository Configured for Oracle
To migrate an iBSE repository that is configured for Oracle:
1. Copy the iBSE configuration service URL, for example:
http://localhost:7777/ibse/IBSEServiet/admin/iwconfig.ibs?wsdl
2. Open athird party XML editor, for example, XMLSPY.

The following image shows the XMLSPY window. The upper left has a Project pane that
contains a tree of sample files, and the lower left has a blank Info pane. The middle
pane is blank. The right side is divided into three blank panes.

SR

: Fle Edi Frojsct Convert SOAP Tooks Window Help

D@l Hd| S| iaR(vo|pads | Yrd|y e EREREE O

Project —————————

i@ Examples
OigChart
Datasheet
Expense Fleport
Intemational
Furchase Order
SO4P Debugger
WSDL Editor
IndustryStandards
HMLbased Webste
Tarming

Loading C:\Program Files\Altavalxmlspyischemas wsdliencoding xsd ... I wom |

3. From the SOAP menu, select Create new SOAP request.

The following image shows the WSDL file location dialog box that opens, where you
enter a local path or URL. The dialog includes Browse, Window, OK, and Cancel buttons.

Please enter the WSDL file location {local path or url) e |
"Ehoose afile:

Iflocalhosl:????e’ibsea’lBSEServletx’admina’iwconfig.ibs?wsdlj Browsze. .. | Window...l
Cancel |

Please chooze a file from wour hard digk or select one of the other windows curmently open in <MLSFY.
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4. Inthe Choose afile field, paste the iBSE configuration service URL.
5. Click OK.

The following image shows the soap operation name dialog box that opens with a list
of available control methods. You can select from the list and click OK or to escape from
the dialog box, you can click Cancel.

zl
GETIBSECOMFIG GETIBSECONFIG parameters | ;I ] I

SETIBSECOMFIG] SETIESECONFIG parameters |

MIGRATEREFPO[ MIGRATEREPD parameters | Cancel |
GETMTHCOMWMECTION] GETMTHCOMMECTIOMN paramel
SETMTHCOMMECTIOM[ SETMTHCONNECTION paramet

[~

6. Select the MIGRATEREPO(MIGRATEREPO parameters) control method and click OK.
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The following image shows a portion of the window that opens with the structure of
the SOAP envelope. It includes information about location and schemas.

_ioix

SOAP-FMEEnwelope =)

k

SOAP-ENV:Body

4| [ L

7. Locate the Text view icon in the tool bar.

In the following image, the pointer points to the Text view icon.

8. Todisplay the structure of the SOAP envelope as text, click the Text view icon.

The <SOAP-ENV:Header> tag is not required and can be deleted from the SOAP
envelope.
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9. Locate the following section:

<m:MIGRATEREPO
xmlns:m="urn:schemas-iwaysoftware-com:jul2003:ibse:config" version="">
<m:repositorysetting>
<m:rname>oracle</m:rname>
<m:rconn>String</m:rconn>
<m:rdriver>String</m:rdriver>
<m:ruser>String</m:ruser>
<m:rpwd>String</m:rpwd>
</m:repositorysetting>
<m:servicename>String</m:servicename>
</m:MIGRATEREPO>

a. Forthe <m:rconn> tag, replace the String placeholder with the repository URL
where you want to migrate your existing iBSE repository.

For example, the Oracle repository URL has the following format:
jdbc:oracle:thin:@[host] : [port]:[sid]

b. Forthe <m:rdriver> tag, replace the String placeholder with the location of your
Oracle driver.

Note: This is an optional tag. If you do not specify a value, the default Oracle JDBC
driver is used.

c. Forthe <m:ruser> tag, replace the String placeholder with a valid user name to
access the Oracle repository.

d. Forthe <m:rpwd> tag, replace the String placeholder with a valid password to
access the Oracle repository.

10. Perform one of the following migration options.

If you want to migrate a single Web service from the current iBSE repository, enter the
Web service name in the <m:servicename> tag, for example:

<m:servicename>Servicel</m:servicename>

If you want to migrate multiple Web services from the current iBSE repository,
duplicate the <m:servicename> tag for each Web service, for example:

<m:servicename>Servicel</m:servicename>
<m:servicename>Service2</m:servicename>

If you want to migrate all Web services from the current iBSE repository, remove the
<m:servicename> tag.

11

From the SOAP menu, select Send request to server.

Your iBSE repository and the Web services you specified migrate to the new Oracle
repository URL that you specified.
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JCA Repositories

The following procedure describes how to migrate a JCA repository. For more information
on configuring JCA repositories, see the iWay Installation and Configuration for BEA
WebLogic documentation.

Procedure: How to Migrate a JCA Repository
To migrate a JCA repository:

1. Navigate to the location of your JCA configuration directory where the repository
schemas and other information is stored, for example:

C:\Program Files\iway55\config\base
2. Locate and copy the repository.xml file.
3. Place this file in a new JCA configuration directory to migrate the existing repository.

Your JCA repository migrates to the new JCA configuration directory.

Migrating Event Handling Configurations

This topic describes how to migrate your iBSE repositories at a database level for Microsoft
SQL Server 2000, Oracle, Sybase, or DB2. You can use this information to migrate event
handling information, for example, port or channel configurations.

Procedure How to Migrate a Microsoft SQL Server 2000 Repository
To migrate a Microsoft SQL Server 2000 repository:

1. Open a command prompt and navigate to the iWay setup directory. The default
location on Windows is:

C:\Program Files\iWay55\etc\setup
This directory contains SQL to create the repository tables in the following file:

iwse.sqgl
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You can use iwse.sql to create the database tables that are used by iBSE. For example,
the following image shows the tree in the left pane and tables in the right pane. The
tables are listed by name in one column with corresponding columns for information
about owner, type, and the date the table was created.

|8 Conscle  Window  Help ‘_I- =11
“ Action  Wiew  Tools Hc:--»l\XlQ'\@J%H:“\WJME |
Tres | | Tables 47 ttems
3 Consele Root [ owner [ 7ype [ create Date | -
=T Microsoft SQL Servers dbo User a/4/2004 12:56:00 PM
=450 5L Server Group dbo User 5)4/2004 12:56:00 PM
E-fily 164N0 (Windows NT) AF_CONFIG dbo User 3)4/2004 12:56:05 PM
=1 Databases ] aF _Keys dbo User 8/4/2004 12:56:00 PM
£ El aF _ports dba User B/4/2004 12:56:00 PM
ibsemon [ aF _Targets dbo User 8/4/2004 12:56:00 PM
!ESED‘E' Channelstats dbo User 8/4/2004 12:56:00 PM
thE'EP” IBS_datasources dba User 5/4/2004 12:56:02 PM
;‘ée;‘:;:ams = s _aroup dho User /4/2004 12:56:00 PM
[El1B5_croup_User dba User 8/4/z004 12:56:00 PM
ables
v, [ B5 _1PDomain_Type dbo User 8/4/2004 12:56:01 PM
=l 185 _1PDomainPermission dba User 8/4/2004 12:56:01 PM
Stored Procedures
g‘ Users IESiLicenseGroup dbo User 842004 12:56:01 PM
£ Roles [ 15 _licenses dbo User 8/4/2004 12:56:02 PM
=] Rules [E11es_methods dbo User G/4/2004 12:56:02 PM
= oefauls [ 5 _Object dbo User 8/4/2004 12:56:01 PM
Sﬂ User Defined Data Types [El s _object_Policy dbo User 8/4/2004 12:56:01 PM e
iz, User Defined Functions IESJarmissinns dba User 84/2004 12:56:02 PM
mhaster [ 185 _Folicy dho User 8/4/2004 12:56:01 PM
model [El1es_Palicy_Member_action dba User 8/4/z004 12:56:01 PM
Bk msdb [E 185 _Policy_Type dba User 8)4/2004 12:56:01 PM
B[ Morthwind — |Ems_Folicy_Uck_Type dba User 8/4/2004 12:56:01 PM
pubs [E] 185 _services dba User 8/4/2004 12:56:02 PM
reasters2l =185 _servicesstate dbo User B/4/2004 12:56:02 PM
B rcas:‘”ggj [E1es_sonp_servers dbo User 3/4/2004 12:56:01 PM
:E:;::SS + [ 185 _states dbo User 8/4/2004 12:56:02 PM
[E]1es_User dba User 8/4/z004 12:56:02 PM
reasterS3Beta =
et et [ sen e L el o =

For more information on configuring the Microsoft SQL Server 2000 repository, see the
iWay Installation and Configuration for BEA WebLogic documentation.

To migrate the tables that were created by the iwse.sql script for iBSE, use your
Microsoft SQL Server 2000 database tool set. For more information, consult your
database administrator.

Procedure How to Migrate an Oracle Repository

To migrate an Oracle repository:

1.

Open a command prompt and navigate to the iWay setup directory. The default
location on Windows is:

C:\Program Files\iWay55\etc\setup
This directory contains SQL to create the repository tables in the following files:
For Oracle 8:

iwse.ora
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Procedure How to Migrate a Sybase Repository
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For Oracle 9:

iwse.ora9

2. To create the Oracle database tables that are used by iBSE, use the SQL script as shown

in the example in the following image that shows a list of tables.

AF_Bindings
AF_Channels
AF_CONFIG

AF_Keys

AF_Parts

AF_Targets
Channelstate
IB5_datasources
IBS_Group
IBS_Group_lser

165 _IPDomain_Tyvpe
IBS_IPDomainPermnission
IBS_Licensearoup
IB5_licenses
IBS_methods
IBS_Obiject
IBS_Obiject_Policy
IBS_permissions
I8S_Policy
IB5_Policy_Member_fction
IB5_Policy_Twpe
IBS_Policy_UGP_Type
IBS _services
IBS_servicesState
IBS_SOAP _servers
IBS_States

165 _User

IBS _web_servers

For more information on configuring the Oracle repository, see the iWay Installation

and Configuration for BEA WebLogic documentation.

3. To migrate the tables that were created by the SQL script for iBSE, use your Oracle
database tool set. For more information, consult your database administrator.

To migrate a Sybase repository:

1.

Open a command prompt and navigate to the iWay setup directory. The default

location on Windows is:

C:\Program Files\iWay55\etc\setup

This directory contains SQL to create the repository tables in the following file:

sybase-iwse.sqgl
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2. To create the Sybase database tables that are used by iBSE, use the SQL script as shown
in the example in the following image that shows a list of tables.

AF_Bindings
AF_Channels
AF_CONFIG

AF_Keys

AF_Parts

AF_Targets
Channelstate
IB5_datasources
IBS_Group
IBS_Group_User
IBS_IPDomain_Type
IBS_IPDomainPermission
IBS_Licensearoup
IBS_licenses
IBS_methods
IB5_Object

165 _Obiect_Policy
IBS_permissions
I8S_Policy
IB5_Policy_Member_action
IB5_Policy_Twpe
IBS_Policy_UGP_Type
IBS_services
IBS_servicesSkate
IBS_SOAP_servers
IBS_States

IBS_User
IB5_web_servers

For more information on configuring the Sybase repository, see the iWay Installation
and Configuration for BEA WebLogic documentation.

3. To migrate the tables that were created by the SQL script for iBSE, use your Sybase
database tool set. For more information, consult your database administrator.

Procedure How to Migrate a DB2 Repository
To migrate a DB2 repository:

1. Open acommand prompt and navigate to the iWay setup directory. The default
location on Windows is:

C:\Program Files\iWay55\etc\setup
This directory contains SQL to create the repository tables in the following file:

db2-iwse.sqgl
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2. To create the DB2 database tables that are used by iBSE, use the SQL script as shown in
the example in the following image that shows a list of tables.

AF_Bindings
AF_Channels
AF_CONFIG

AF_Keys

AF_Parts

AF_Targets
Channelstate
IB5_datasources
IBS_Group
IBS_Group_User
IBS_IPDomain_Type
IBS_IPDomainPermission
IBS_Licensearoup
IBS_licenses
IBS_methods
IB5_Object

165 _Obiect_Policy
IBS_permissions
I8S_Policy
IB5_Policy_Member_action
IB5_Policy_Twpe
IBS_Policy_UGP_Type
IBS_services
IBS_servicesSkate
IBS_SOAP_servers
IBS_States

IBS_User
IB5_web_servers

For more information on configuring the DB2 repository, see the iWay Installation and
Configuration for BEA WebLogic documentation.

You can migrate the tables that were created by the SQL script for iBSE using your DB2
database toolset. For more information, consult your database administrator.

Exporting or Importing Targets

After you migrate your repository, you can export or import targets with their connection
information and persistent data between repositories.

Procedure: How to Export a Target
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To export a target:
1. Copy the iBSE administrative services for Application Explorer URL, for example:
http://localhost:7777/ibse/IBSEServliet/admin/iwae.ibs?wsdl

2. Open a third party XML editor, for example, XMLSPY.
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3.

4.

5.

6.

7.

Management and Monitoring

The following image shows the XMLSPY window. The upper left has a Project pane that
contains a tree of sample files, and the lower left has a blank Info pane. The middle
pane is blank. The right side is divided into three blank panes.
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From the SOAP menu, select Create new SOAP request.
The WSDL file location dialog box opens.

In the Choose a file field, paste the iBSE administrative services for Application Explorer
URL.

Click OK.

The soap operation name dialog box opens and lists the available control methods.
Select the EXPORTTARGET(EXPORTTARGET parameters) control method and click OK.
A window opens that shows the structure of the SOAP envelope.

Locate the Text view icon in the tool bar.

In the following image, the pointer points to the Text view icon.
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8.

10.

To display the structure of the SOAP envelope as text, click the Text view icon.

The <SOAP-ENV:Header> tag is not required and can be deleted from the SOAP
envelope.

Locate the following section:

<m: EXPORTTARGET
xmlns:m="urn:schemas-iwaysoftware-com:dec2002:iwse:af">
<m:target>String</m:target>

<m:name>String</m:name>

</m:EXPORTTARGET>

a. Forthe <m:target> tag, replace the String placeholder with the EIS target system
name as it appears in Application Explorer and verify whether this value is case
sensitive.

b. Forthe <m:name> tag, replace the String placeholder with the name of the target
you want to export.

From the SOAP menu, select Send request to server.

A response is returned that contains the <m: exporttime> and <m: contents>
elements. You must use these elements when importing your target.

Procedure: How to Import a Target

To import a target:

1.

Copy the iBSE administrative services for Application Explorer URL, for example:

http://localhost:7777/ibse/IBSEServlet/admin/iwae.ibs?wsdl

2. Open athird party XML editor, for example, XMLSPY.

5-34
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The following image shows the XMLSPY window. The upper left has a Project pane that
contains a tree of sample files, and the lower left has a blank Info pane. The middle
pane is blank. The right side is divided into three blank panes.
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3. From the SOAP menu, select Create new SOAP request.
The WSDL file location dialog box opens.

4. Inthe Choose afile field, paste the iBSE administrative services for Application Explorer
URL and click OK.

The soap operation name dialog box opens and lists the available control methods.
5. Select the IMPORTTARGET(IMPORTTARGET parameters) control method and click OK.
A window opens, which shows the structure of the SOAP envelope.
6. Locate the Text view icon in the toolbar.

In the following image, the pointer points to the Text view icon.

7. Todisplay the structure of the SOAP envelope as text, click the Text view icon.

iWay Adapter for HIPAA for BEA WebLogic User’s Guide 5-35



Retrieving or Updating Web Service Method Connection Information

The <SOAP-ENV:Header> tag is not required and can be deleted from the SOAP
envelope.

8. Locate the following section:

<m:

<m:

IMPORTTARGET
xmlns:m="urn:schemas-iwaysoftware-com:dec2002:iwse:af">

targetinstance>

target>String</m:target>

<m:
<m:
<m:
<m:
<m:
<m:

name>String</m:name>

description>String</m:description>
repositoryid>String</m:repositoryid>
exporttime>2001-12-17T09:30:47-05:00</m:exporttime>
contents>R01GOD1hcgGSALMAAAQCAEMmMCZ tuMFQxDS8b</m: contents>

</m:targetinstance>
</m: IMPORTTARGET>

a.

b.

C.

e.

For the <m:target> tag, replace the String placeholder with the EIS target system
name.

For the <m:name> tag, replace the String placeholder with the new name of the
target you want to import.

For the <m:description> tag, replace the String placeholder with a description of
the target.

For the <m:repositoryid> tag, copy and paste the contents of the <m:repositoryid>
tag that was returned when you exported your target.

For the <m: exporttime> tag, copy and paste the contents of the <m: exporttime>
tag that was returned when you exported your target.

For the <m: contents> tag, copy and paste the contents of the <m: contents> tag
that was returned when you exported your target.

9. From the SOAP menu, select Send request to server.

Retrieving or Updating Web Service Method Connection Information

After you migrate your repository, you can retrieve or update connection information for
your Web service methods.

Procedure: How to Retrieve Web Service Method Connection Information

5-36

To retrieve Web service method connection information:

1. Copy the iBSE configuration service URL, for example:

http://localhost:7777/ibse/IBSEServlet/admin/iwconfig.ibs?wsdl

2. Open athird party XML editor, for example, XMLSPY.
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The following image shows the XMLSPY window. The upper left has a Project pane that
contains a tree of sample files, and the lower left has a blank Info pane. The middle
pane is blank. The right side is divided into three blank panes.
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3. From the SOAP menu, select Create new SOAP request.
The WSDL file location dialog box opens.

4. Inthe Choose afile field, paste the iBSE configuration service URL, and click OK.
The soap operation name dialog box opens and lists the available control methods.

5. Selectthe GETMTHCONNECTION(GETMTHCONNECTION parameters) control method and
click OK.

A window opens, which shows the structure of the SOAP envelope.
6. Locate the Text view icon in the toolbar.

In the following image, the pointer points to the Text view icon.

7. Todisplay the structure of the SOAP envelope as text, click the Text view icon.
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The <SOAP-ENV:Header> tag is not required and can be deleted from the SOAP
envelope.

Locate the following section:

<m:GETMTHCONNECTION
xmlns:m="urn:schemas-iwaysoftware-com:jul2003:ibse:config">
<m:servicename>String</m:servicename>
<m:methodname>String</m:methodname>

</m:GETMTHCONNECTION>

a. Forthe <m:servicename> tag, replace the String placeholder with the name of the
Web service.

b. Forthe <m:methodname> tag, replace the String placeholder with name of the
Web service method.

From the SOAP menu, select Send request to server.

A response is returned that contains the <m: descriptor> element. You must use this
element when updating your Web service method.

Procedure: How to Update Web Service Method Connection Information

5-38

To update Web service method connection information:

1.

2.

Copy the iBSE configuration service URL, for example:
http://localhost:7777/1ibse/IBSEServlet/admin/iwconfig.ibs?wsdl

Open a third party XML editor, for example, XMLSPY.
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The following image shows the XMLSPY window. The upper left has a Project pane that
contains a tree of sample files, and the lower left has a blank Info pane. The middle
pane is blank. The right side is divided into three blank panes.
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3. From the SOAP menu, select Create new SOAP request.
The WSDL file location dialog box opens.

4. Inthe Choose afile field, paste the iBSE configuration service URL, and click OK.
The soap operation name dialog box opens and lists the available control methods.

5. Select the SETMTHCONNECTION(SETMTHCONNECTION parameters) control method and
click OK.

A window opens that shows the structure of the SOAP envelope.
6. Locate the Text view icon in the toolbar.

In the following image, the pointer points to the Text view icon.

7. Todisplay the structure of the SOAP envelope as text, click the Text view icon.
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The <SOAP-ENV:Header> tag is not required and can be deleted from the SOAP
envelope.

8. Locate the following section:

<m: SETMTHCONNECTION
xmlns:m="urn:schemas-iwaysoftware-com:jul2003:ibse:config">
<m:servicename>String</m:servicename>
<m:methodname>String</m:methodname>
<m:descriptor format="" channel="">
<m:option title="">
<m:group title="">
<m:param/>
</m:group>
</m:option>
</m:descriptor>
</m: SETMTHCONNECTION>

a. Forthe <m:servicename> tag, replace the String placeholder with the name of the
Web service.

b. Forthe <m:methodname> tag, replace the String placeholder with the name of the
Web service method.

c. Forthe <m: descriptor> tag, copy and paste the contents of the <m: descriptor>
tag that was returned when you retrieved Web Service method connection
information.

9. Modify the contents of the <m: descriptor> tag to change the existing Web Service
method connection information.

10. From the SOAP menu, select Send request to server.

Starting or Stopping a Channel Programmatically

The following topic describes how to start or stop a channel programmatically.
Procedure: How to Start a Channel Programmatically
To start a channel programmatically:

1. Copy the iBSE control event URL, for example:
http://localhost:7777/ibse/IBSEServlet/admin/iwevent.ibs?wsdl

2. Open a third party XML editor, for example, XMLSPY.
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The following image shows the XMLSPY window. The upper left has a Project pane that
contains a tree of sample files, and the lower left has a blank Info pane. The middle
pane is blank. The right side is divided into three blank panes.
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3. From the SOAP menu, select Create new SOAP request.

The WSDL file location dialog box opens.
4. Inthe Choose afile field, paste the iBSE control event URL, and click OK.
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The following image shows the soap operation name dialog box that opens with a list
of available control methods. You can select one and click OK or to escape from the
dialog box, you can click Cancel.

Please select a soap operation name [‘S_<|

GETPORTIMFO[ GETPORTIMFO parameters ] - OF.
SETPORTIMFO[SETPORTIMFO parameters )

REMOVEPORT[ REMOVEPORT parameters ) Lance
GETCHAMMELIMFO[ GETCHAMMELIMFO parameters |
SETCHAMWMELINFO[ SETCHANMELIMFO parameters
GETCHAMMELSTATUS[ GETCHAMMELSTATUS paramet
STARTCHAMMEL[ STARTCHAMMEL pararneters |

STOPCHAMMEL[ STOPCHAMMEL parameters ] e

5. Select the STARTCHANNEL(STARTCHANNEL parameters) control method and click OK.
A window opens, which shows the structure of the SOAP envelope.
6. Locate the Text view icon in the toolbar.

In the following image, the pointer points to the Text view icon.

7. Todisplay the structure of the SOAP envelope as text, click the Text view icon.

The <SOAP-ENV:Header> tag is not required and can be deleted from the SOAP
envelope.

8. Locate the following section:

<SOAP-ENV: Body>
<m: STARTCHANNEL
xmlns:m="urn:schemas-iwaysoftware-com:dec2002:iwse:event">
<m:channel>String</m:channel>
</m:STARTCHANNEL>
</SOAP-ENV : Body>

9. Forthe <m:channel> tag, replace the String placeholder with the name of the Channel
you want to start.

10. From the SOAP menu, select Send request to server.
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Procedure: How to Stop a Channel Programmatically
To stop a channel programmatically:
1. Copy the iBSE control event URL, for example:
http://localhost:7777/ibse/IBSEServlet/admin/iwevent.ibs?wsdl
2. Open athird party XML editor, for example, XMLSPY.

The following image shows the XMLSPY window. The upper left has a Project pane that
contains a tree of sample files, and the lower left has a blank Info pane. The middle
pane is blank. The right side is divided into three blank panes.
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3. From the SOAP menu, select Create new SOAP request.
The WSDL file location dialog box opens.
4. Inthe Choose afile field, paste the iBSE control event URL, and click OK.
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The following image shows the soap operation name dialog box that opens with a list
of available control methods. You can select one and click OK or to escape from the
dialog box, you can click Cancel.

Please select a soap operation name [‘S_<|
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SETCHAMWMELINFO[ SETCHANMELIMFO parameters )
GETCHAMMELSTATUS[ GETCHAMMELSTATUS paramet
STARTCHAMMEL] STARTCHAMMEL pararneters )

[i>

STOPCHAMMEL[ STOPCHAMNMEL pararmeters )

|

5. Select the STOPCHANNEL(STOPCHANNEL parameters) control method and click OK.
A window opens, which shows the structure of the SOAP envelope.
6. Locate the Text view icon in the toolbar.

In the following image, the pointer points to the Text view icon.

7. Todisplay the structure of the SOAP envelope as text, click the Text view icon.

The <SOAP-ENV:Header> tag is not required and can be deleted from the SOAP
envelope.

8. Locate the following section:

<SOAP-ENV: Body>
<m: STOPCHANNEL
xmlns:m="urn:schemas-iwaysoftware-com:dec2002:iwse:event">
<m:channel>String</m:channel>
</m: STOPCHANNEL>
</SOAP-ENV : Body>

9. For the <m:channel> tag, replace the String placeholder with the name of the Channel
you want to stop.

10. From the SOAP menu, select Send request to server.
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CHAPTER 6

Troubleshooting and Error Messages

Troubleshooting The following section explains limitations and workarounds
when connecting to HIPAA. The adapter-specific errors listed in
this chapter can arise whether using the adapter with a JCA, or
with an iBSE configuration.

iBSE Error Messages
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Troubleshooting

This topic provides troubleshooting information for HIPAA, separated into four categories:
+  Application Explorer

+ JCA

+ iBSE

Note: Log file information that can be relevant in troubleshooting can be found in the
following locations:

«  The JCA trace information can be found under the c: \Program
Files\iWay55\config\base\log directory.

« iBSE trace information can be found under the c: \Program
Files\iWay55\ibse\ibselogs directory.

«  Thelog file for Application Explorer can be found under the c: \Program
File\iWay55\tools\iwae\bin directory.
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Application Explorer

Error Solution

Cannot find your HIPAA dictionary for | Using Application Explorer, disconnect from
a service. The following error your HIPAA target and reconnect to extract the
message appears: dictionary file.

<?xml version="1.0"
encoding="UTF-8" ?>

- <SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas
.xmlsoap.org/soap/envelope/">

- <SOAP-ENV:Body>

- <SOAP-ENV:Fault>
<faultcode>SOAP-ENV: Server</fa
ultcode>
<faultstring>java.lang.Excepti
on: Adapter took exception:
<?xml version="1.0"
encoding="UTF-8" ?><eda><error

code="6"
timestamp="2004-10-21T15:14:19
Zn

source="com. ibi.agents.XDTrans
formAgent"

stage="AGENT">W0000X30:
Problem processing agent
request, type FAIL, source
AGENT :

com. iwaysoftware. transform.pro
cessor.kernel .KernelException:
Could not load Header for
HIPAA. C:\Program
Files\iWay55\config\base\hipaa
\4010A1\dictionaries\HIPAAHead
er.dic: The system cannot find
the path specified<data
type="xml">
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Error

Solution

Cannot find your HIPAA template for
a service. The following error
message appears:

<?xml version="1.0"
encoding="UTF-8" ?>

- <SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas
.xmlsoap.org/soap/envelope/">

- <SOAP-ENV:Body>

- <SOAP-ENV:Fault>
<faultcode>SOAP-ENV: Server</fa
ultcode>
<faultstring>java.lang.NullPoi
nterException</faultstring>

- <detail>

- <stacktrace
xmlns="urn:schemas-iwaysoftwar
e-com: iwse:exception">

- <![CDATA[

getMessage () :
java.lang.NullPointerException

int getError(): Client
getAdapterCode(): null
getVendorThrowable () : null
at

com. ibi.edagm.XDAFOutAdapter.p
rocess (Lcom. ibi.common.IDocume
nt;Lcom. ibi.common.IDocument;L
com.ibi.common.IContext; )V (XDA
FOutAdapter.java:267)

Using Application Explorer, disconnect from
your HIPAA target and reconnect to extract the
template file.
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Error Solution

Cannot find your HIPAA rules files for | Using Application Explorer, disconnect from
a service. The following error your HIPAA target and reconnect to extract the
message appears: rules file.

<?xml version="1.0"
encoding="UTF-8" ?>

- <SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas
.xmlsoap.org/soap/envelope/">

- <SOAP-ENV:Body>

- <SOAP-ENV:Fault>
<faultcode>SOAP-ENV: Server</fa
ultcode>
<faultstring>java.lang.NullPoi
nterException</faultstring>

- <detail>

- <stacktrace
xmlns="urn:schemas-iwaysoftwar
e-com: iwse:exception">

- <![CDATA[

getMessage () :
java.lang.NullPointerException

int getError(): Client
getAdapterCode(): null
getVendorThrowable () : null
at

com.ibi.edagm.XDAFOutAdapter.p
rocess (Lcom. ibi.common.IDocume
nt;Lcom.ibi.common.IDocument;L
com. ibi.common.IContext; )V (XDA
FOutAdapter.java:267)
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Error

Solution

Your HIPAA XML document is invalid
for a service. The following error
message appears:

<?xml version="1.0"
encoding="UTF-8" ?>

- <SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas
.xmlsoap.org/soap/envelope/">

- <SOAP-ENV:Body>

- <SOAP-ENV:Fault>
<faultcode>SOAP-ENV: Server</fa
ultcode>
<faultstring>java.lang.NullPoi
nterException</faultstring>

- <detail>

- <stacktrace
xmlns="urn:schemas-iwaysoftwar
e-com: iwse:exception">

- <![CDATA[

getMessage () :
java.lang.NullPointerException

int getError(): Client
getAdapterCode(): null
getVendorThrowable () : null
at

com.ibi.edagm.XDAFOutAdapter.p
rocess (Lcom. ibi.common.IDocume
nt;Lcom.ibi.common.IDocument;L
com. ibi.common.IContext; )V (XDA
FOutAdapter.java:267)

Using Application Explorer, disconnect from
your HIPAA target and reconnect to extract the
XML file.

Your HIPAA schema is missing. The
following error message appears
when you create a Web service using
Application Explorer:

schema is missing for the
component

Using Application Explorer, disconnect from
your HIPAA target and reconnect to extract the
schema file.
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Error Solution

Cannot find your HIPAA rules files for | Using Application Explorer, disconnect from
an event. The following error your HIPAA target and reconnect to extract the
message appears: rules file.

Error processing request
[STARTCHANNEL] - Problem
starting Worker thread
Critical error: dictionary
need to be reconstructed:
XD[FAIL] cause: 1 subcause: 0
message: list file C:\Program
Files\iWay55\config\base\hipaa
\4010Al1\rules\codesets\cs22.tx
t not found

Cannot find your HIPAA template for | Using Application Explorer, disconnect from
an event. The following error your HIPAA target and reconnect to extract the
message appears: template file.

<?xml version="1.0"
encoding="IS0-8859-1"
?><eda><error code="2"
timestamp="2004-10-21T15:56:50

7
source="com.ibi.preparsers.XDX
MLGpreParser"

stage="PREPARSE">XD[FAIL]
cause: 0 subcause: 0 message:
Transform template file
:C:\Program
Files\iwWay55\config\base\hipaa
\4010A1\templates\276_004010X0
93A1_HIPAA_XML.xch, does not
exist.</error></eda>
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Error

Solution

Cannot find your HIPAA dictionary for
events. The following error message
appears:

<?xml version="1.0"
encoding="IS0-8859-1"
?><eda><error code="2"
timestamp="2004-10-21T16:23:37
7
source="com.ibi.preparsers.XDX
MLGpreParser"
stage="PREPARSE">XD[FAIL]
cause: 0 subcause: 0 message:
com.iwaysoftware.transform.pro
cessor.kernel .KernelException:
Could not load Header for
HIPAA. C:\Program
Files\iWay55\config\base\hipaa
\4010A1\dictionaries\HIPAAHead
er.dic: The system cannot find
the path
specified.</error></eda>

Using Application Explorer, disconnect from
your HIPAA target and reconnect to extract the

dictionary file.
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Error Solution

Your HIPAA XML document is invalid Using Application Explorer, disconnect from
for an event. The following error your HIPAA target and reconnect to extract the
message appears: XML file.

<?xml version="1.0"
encoding="IS0-8859-1"
?><eda><error code="2"
timestamp="2004-10-21T17:47:54

7
source="com.ibi.preparsers.XDX
MLGpreParser"

stage="PREPARSE">XD[FAIL]
cause: 0 subcause: 0 message:
com.iwaysoftware.transform.pro
cessor.common.edi.EDIInputPars
eException: It is assumed that
&quot;~&quot; 1s not the right
segment seprator<data
type="xml">&1t; ?xml
version=&quot;1l.0&quot;
encoding=&quot; ISO-8859-1&quot
; ?&gt;&lt;eda&gt;&lt;error
code=&quot;2&quot;
timestamp=&quot;2004-10-21T16:
23:37z&quot;

source=&quot;com. ibi.preparser
s .XDXMLGpreParser&quot;
stage=&quot ; PREPARSE&QquOt; &gt ;
XD[FAIL] cause: 0 subcause: 0
message:

com.iwaysoftware. transform.pro
cessor.kernel .KernelException:
Could not load Header for
HIPAA. C:\Program
Files\iwWay55\config\base\hipaa
\4010A1\dictionaries\HIPAAHead
er.dic: The system cannot find
the path
specified.</error></eda>
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JCA

Error

Solution

In Application Explorer, the following error
message appears when you attempt to
connect to a JCA configuration:

In the Details tab in the right pane, ensure
that the directory specified in the Home
field points to the correct directory, for

Could not initialize JCA exan“ﬂe

iway _home/lib

iBSE Error Messages

This topic discusses the different types of errors that can occur when processing Web
services through the Integration Business Services Engine (iBSE).

General Error Handling in iBSE

The iBSE serves as both a SOAP gateway into the adapter framework and as the engine for
some of the adapters. In both design time and execution time, various conditions can cause
errors in iBSE when Web services that use adapters are running. Some of these conditions
and resulting errors are exposed the same way, regardless of the specific adapter; others are
exposed differently, based on the adapter being used. This topic explains what you can
expect when you encounter some of the more common error conditions on an
adapter-specific basis.

Usually the SOAP gateway (agent) inside iBSE passes a SOAP request message to the
adapter required for the Web service. If an error occurs, how it is exposed depends on the
adapter and the API or interfaces that the adapter uses. A few scenarios cause the SOAP
gateway to generate a SOAP fault. In general, anytime the SOAP agent inside iBSE receives
an invalid SOAP request, a SOAP fault element is generated in the SOAP response. The SOAP
fault element contains fault string and fault code elements. The fault code contains a
description of the SOAP agent error.

The following SOAP response document results when iBSE receives an invalid SOAP
request:

<SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

<SOAP-ENV:Body>
<SOAP-ENV:Fault>
<faultcode>SOAP-ENV:Client</faultcode>
<faultstring>Parameter node is missing</faultstring>

</SOAP-ENV:Fault>
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</SOAP-ENV: Body>

</SOAP-ENV:Envelope>

In this example, iBSE did not receive an element in the SOAP request message that is
mandatory for the WSDL for this Web service.

Adapter-Specific Error Handling

When an adapter raises an exception during execution, the SOAP agent in iBSE produces a
SOAP fault element in the generated SOAP response. The SOAP fault element contains fault
code and fault string elements. The fault string contains the native error description from
the adapter target system. Since adapters use the target system interfaces and APlIs,
whether or not an exception is raised depends on how the target systems interface or API
treats the error condition. If a SOAP request message is passed to an adapter by the SOAP
agent in iBSE, and that request is invalid based on the WSDL for that service, the adapter
may raise an exception yielding a SOAP fault.
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APPENDIX A

Using Application Explorer in BEA WebLogic WorkShop to Create
XML Schemas and Web Services

Topics: This section describes how to use iWay Java Swing
Application Explorer running in BEA WebLogic Workshop
to create XML schemas for HIPAA. In addition, this section
provides information on creating Web services that are
Creating a New Configuration published by the Integration Business Services Engine
(iBSE).

Starting Application Explorer in BEA
WebLogic Workshop

Connecting to HIPAA
Creating an XML Schema
+  Creating an iWay Business Service

+ Adding a Control for an iWay
Resource in BEA WebLogic
Workshop

Adding an iWay Extensible CCl
Control to a BEA WebLogic
Workshop Application
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Starting Application Explorer in BEA WebLogic Workshop

The server must be started where iWay Application Explorer is running. Before you can use
Application Explorer, you must start BEA WebLogic server.

Procedure How to Start Application Explorer in BEA WebLogic Workshop
To start Application Explorer running in BEA WebLogic Workshop:
1. Before starting Application Explorer, ensure that BEA WebLogic Server is running.
2. Start BEA WebLogic Workshop.

3. From the BEA WebLogic Workshop View menu, select Windows and then, iWay
Application Explorer.

Application Explorer opens in BEA WebLogic Workshop.

You can resize and drag-and-drop the Application Explorer window within BEA
WebLogic Workshop. For example, you can drag it to the upper part of BEA WebLogic
Workshop.

Creating a New Configuration

You can run Application Explorer in BEA WebLogic Workshop using an Integration Business
Services Engine (IBSE) or JCA configuration. Before you can start using Application Explorer,
you must define a new configuration for IBSE or JCA.

Procedure How to Create a New Configuration for IBSE or JCA

To create a new configuration:

'J application Explorer

83 Configurations
[} base

1. Right-click iWay Configurations and select New.
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The New Configuration dialog box opens.

x
L\':\P |Name: |

| (] 4 || Cancel |

2. Type the name of the new configuration and click OK.

Note: If you are creating a new JCA configuration, type base in the name field. You must
use this value if you are pointing to the default iWay configuration.

The following dialog box opens.

x

Service Provider | iBSE|

iBSE
iESEURL | http:/) JC& 7001 /ibse/IBSEServist

| QK || Cancel |

3. From the Service Provider drop-down list, select iBSE or JCA.
+ If you select iBSE, type the URL for iBSE, for example,
http://localhost:7001/ibse/IBSEServiet
where:
localhost

Is where your application server is running.

« Ifyouselect JCA, enter the full path to the directory where iWay 5.5 is installed, for
example,

C:\Program Files\ilWay55
where:
iway55
Is the full path to your iWay installation.
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A node representing the new configuration appears under the iWay Configurations
node. The right pane provides details of the configuration you created.

After you add your configuration, you must connect to it.

'J iWhay Application Explorer

) iw'ay Configurations %5 By
i ibse

iy base Service Provider ICh
iwitay Home C:\Program Filesiiviay5s

Delete

4. Right-click the configuration to which you want to connect, for example, base, and

select Connect.

The iWay Adapters and iWay Events nodes appear.

By iway Configurations
'ﬁ ibse
= [ base
g iay Adapters
g iWay Events

When you connect to iBSE, the iWay Adapters, iWay Events, and iWay Business Services
nodes appear.

F83 iv'ay Configurations
=[5 ibse
g MWay Adapters
g iay Events
g iway Business Services

W base

To display the service and event adapters that are installed, expand each node.

The iWay Adapters list includes a HIPAA node that enables you to connect to HIPAA
metadata and create XML request and response schemas to use to listen for events or
create Web Services. For more information, see Creating an iWay Business Service on
page A-14.

The iWay Events list includes a HIPAA node that enables you to create ports and
channels for HIPAA event handling. For more information, see Adding a Control for an
iWay Resource in BEA WebLogic Workshop on page A-18.
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Connecting to HIPAA

To browse HIPAA, you must create a HIPAA target and connect to it. The target serves as
your connection point. You must establish a connection to HIPAA every time you start iWay
Application Explorer or after you disconnect from HIPAA.

The left pane displays the application systems supported by Application Explorer. These are
based on the iWay adapters you installed and are licensed to use.

Creating and Connecting to a Target

To connect to HIPAA for the first time, you must create a new target. The target is
automatically saved after it is created.

Procedure How to Create a New Target
To create a target:
1. Inthe left pane, expand iWay Adapters and click the HIPAA node.

Descriptive information (for example, title and product version) for the iWay Adapter
for HIPAA appears in the right pane.

| vay Application Explorer *
8 iway Configurations

o [ test ¥ Detai
b

=& iWay Adapters (ST
B3 CICs Adapter to enable integration of HIPAA EDI Documents/ Transactions,

B3 CORBA EBuild Infa
B8 DOTHET Bul: [ 1wBLILD2 September 16 2004 1233 - 0800 |
B3 1DEdwards
B Lawson Version: | 5.5,006.R1 |
B8 Manugistics
B8 Sichel Label: | w1 |
B3 ClearBasic
H3 EMall
9 FIx

Y HIPAA
HYHLY

B3 15015022
B3 ixTE —
9 Ms

B8 MOSeries

H8 MaMg

B2 Oraclean E|

I[+]

2. To view the options, right-click the HIPAA node.

Y HIPAA
Add Target:

iWay Adapter for HIPAA for BEA WebLogic User’s Guide A-5



Connecting to HIPAA

3. Select Add Target.
The Add target dialog box opens.

x

Marme: | |

Diescripkion: | |

Type: | File Systern Write |~ |

| (04 || Cancel |

a. Inthe Name field, type a descriptive name for the target, for example, HIPAATarget.
b. Inthe Description field, type a brief description of the target.

¢. From the Target Type drop-down list, select one of the following transports from
the drop-down list:

+  File System Write. For more information on the properties required, see File
System Write Properties on page A-7.

«  File Transfer Protocol (FTP). For more information on the properties required,
see File Transfer Protocol Properties on page A-8.

*  HyperText Transfer Protocol (HTTP). For more information on the properties
required, see HyperText Transfer Protocol Properties on page A-8.

+  IBM MQSeries (MQ). For more information on the properties required, see
MQSeries Properties on page A-9.

+  TCP Session. For more information on the properties required, see TCP
Properties on page A-9.

4. Click OK.

A-6 iWay Software



Using Application Explorer in BEA WebLogic WorkShop to Create XML Schemas and Web Services

The File System Write dialog box opens.

File System Write |

Direckary™ | |

Filename Mask* | |

| (0.4 || Cancel |

Fields marked with * are required.

a. Inthe Directory field, type the location where the output of the service is placed.

b. Inthe Filename Mask field, type a file pattern, which can contain an asterisk which
gets expanded to a fine timestamp.

5. Click OK.
In the left pane, the new target (HIPAATarget) appears below the HIPAA node.

=1 E&} HIPAA
=2 HIPAATarget

You can now connect to the target you defined.

Reference File System Write Properties

The following table provides definitions for the properties required for the File System

Write target type.
Property Definition
Directory The directory to which output messages are emitted.
Filename Mask The output file name (can contain an asterisk), which gets

expanded to a timestamp.

A pound sign can be used as a mask for a sequence count.
Each pound symbol represents a whole number integer
value. For example, File## counts up to 99 before restarting
at O, File### counts up to 999 before restarting at 0, and so
on.
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Reference File Transfer Protocol Properties

Reference

A-8

The following table provides definitions for the properties required for the File Transfer

Protocol target type.

Settings tab

Property Definition

Host FTP target system.

Port FTP target system port.

User User ID to use when connecting to the FTP host.
Password Password associated with the user ID.

Directory The directory to which output messages are emitted.

Filename Mask

The output file name (can contain an asterisk), which gets
expanded to a timestamp.

A pound sign can be used as a mask for a sequence count.
Each pound symbol represents a whole number integer
value. For example, File## counts up to 99 before restarting
at O, File### counts up to 999 before restarting at 0, and so
on.

Advanced tab

Property

Definition

Retry Interval

The maximum wait interval between retries when a
connection fails. Retry interval duration in xxH:xxM:xxS
format. For example, TH:2M:3S is 1 hour 2 minutes and 3
seconds.

Maxtries

Maximum number of retry attempts if a write failure occurs.

HyperText Transfer Protocol Properties

The following table provides definitions for the properties required for the File Transfer

Protocol target type.

Property

Definition

HTTP URL

The HTTP URL.
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Property Definition
Header The HTTP header field.
MQSeries Properties

The following table provides definitions for the properties required for the MQSeries target

type.
Settings tab

Property

Definition

Queue Manager

Name of the MQSeries queue manager to be used.

Queue Name

Queue on which request documents are received.

Correlation ID

The correlation ID to set in the MQSeries message header.

MQ Client tab
Property Definition
Host Name of the MQSeries queue manager to be used.
Port Queue on which request documents are received.
Channel The correlation ID to set in the MQSeries message header.

Reference TCP Properties

The following table provides definitions for the properties required for the TCP target type.

Property Definition

Host Host name or host address.
Port TCP listening port.
Encoding Document character set.
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Procedure How to Connect to a Target

To connect to a HIPAA target:

1. Inthe left pane, expand the HIPAA node and select the target to which you want to
connect, for example, HIPAATarget.

=1 EE} HIPAA
=2 HIPAATAarget

Edit

Delete

2. In the left pane, right-click the target and select Connect.
The HIPAATarget node in the left pane changes to reflect that a connection was made.

3. Expand the target node to reveal the list of HIPAA interfaces.

= S HIPAA
=52 HIPAATarget
= 3 Format Conversions
5 HIPRAZTO[ZTL
H HIPALZT6[277
5 HIPAAZTS
5 HIPAASZO
5 HIPAARI4
T HIPALRIS
5 HIPAASTT

Managing a Target

Although you can maintain multiple open connections to different application systems,
iWay Software recommends that you close connections when they are not in use. After you
disconnect, you can modify an existing target.

You can modify the connection parameters when your system properties change. You also
can delete a target. The following procedures describe how to disconnect from a target,
edit a target, and delete a target.
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Procedure How to Disconnect From a Target

To disconnect from a target:

=1 B§ HIPAA

= =2 HIFAATarget
o

Delete

1. Right-click the HIPAA target from which you want to disconnect.
2. Select Disconnect.

Disconnecting from the application system drops the connection, but the node
remains. The HIPAATarget node in the left pane changes to reflect that you
disconnected from the target.

Procedure How to Edit a Target
To edit a target:

1. Ensure that the target you want to edit is disconnected.

= & HIPAA
=2 HIPaATarget
Canneck
Delete

2. In the left pane, right-click the target and select Edit.

The following dialog box opens.

File System Write x|

Direckar,*

| ciitemp |

Filenarme Mask® | Lk |

| Ok, || Cancel |

Fields marked with * are required,

3. Change the properties in the dialog box as required and click OK.
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Procedure How to Delete a Target

To delete a target:

= B§ HIPAR
=2 HIPAATarget

Conneck

Edit

1. Inthe left pane, right-click the target.
2. Select Delete.

The HIPAATarget node disappears from the left pane.

Creating an XML Schema

After you create a new configuration and connect to HIPAA, iWay Application Explorer

enables you to create a request or response schema.

Procedure How to Create a Request and Response Schema

To create a request and response schema:

B§ Uearbasic
= EMAL =] F Dt

a9 F1x

= 3 HIPAA Attributes

[} 52 HIPAATarget

description | Health Care Services Review
= B Farmat Conversions

5 HIPsAZ7O(271
5 HIFBAZTE(277 ]
[ 3 HIPAAz7S
T Request
S Response
S HIPAnS20
T HIPANS34
TS HIPANS3S
S HIPANS37
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1. Expand the HIPAA node and select the node for which you want to create the schema.

=1 83 HIPaA
= 52 HIPAATarget
= 3 Farmat Conversions
T HIPALZ70j271
5 HIPAAZTE[277
= = HIPAAZTS
= 3 Request
& “MLEOHIP AL
o HIPAAEDKML
= = Response
& #MLEOHIP A
o HIPAAEKML
5 HIPAASZO
5 HIPAAS34
S HIPAARSES
= HIPALRET?

[+]

F [

The following XML schemas appear for the interface:
*  Request
*  Response
2. To view the appropriate schema in the right pane, click the Request Schema or the
Response Schema tab.
Reference Schema Location

After you browse the Component Interfaces and make a selection, the request and
response XML schemas are automatically created for that Component Interface and stored
in the repository you created, for example:

drive:\Program Files\iWay55\bea\ibse\wsdl\schemas\service\HIPAA
\HIPAATarget\SA45280C

where:

HIPAATarget
Is the name of the HIPAA target.

SA45280C
Is a randomly generated folder name indicating where the schemas are stored.
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Creating an iWay Business Service

Procedure

You can create an iWay business service (also known as a Web service) for objects you want
to use with your adapter. To generate a business service, you must deploy the iWay Adapter
for HIPAA using the Integration Business Services Engine (iBSE). iBSE exposes functionality
as Web services and serves as a gateway to heterogeneous back-end applications and
databases.

A Web service is a self-contained, modularized function that can be published and accessed
across a network using open standards. It is the implementation of an interface by a
component and is an executable entity. For the caller or sender, a Web service can be
considered as a “black box” that may require input and delivers a result. Web services
integrate within an enterprise as well as across enterprises on any communication
technology stack, whether asynchronous or synchronous, in any format.

You can make a Web service available to other services within a host server by generating
WSDL (Web Services Description Language) from the Web service.

Because Application Explorer runs within BEA WebLogic Workshop, you can easily
incorporate iWay Web services into BEA WebLogic Workflows. To enable BEA WebLogic
Workshop to use iWay Web services, you export the WSDL to a directory accessible to BEA
WebLogic Workshop.

Note: In a J2EE Connector Architecture (JCA) implementation of iWay adapters, Web
services are not available. When the adapters are deployed to use the iWay Connector for
JCA, the Common Client Interface provides integration services using the iWay adapters.
For more information, see the iWay Installation and Configuration for BEA WebLogic manual
and the iWay Connector for JCA for BEA WebLogic Server User’s Guide.

How to Create an iWay Business Service
To create an iWay Business service:

1. Expand the HIPAA node and select the interface for which you want to create a
business service.

= 5 HIPAAZTS
- 5 Request
&4 ¥MLEoHIPAA
w HIPAARDY Export Schermarls)

3 Response
5 HIPAASZ0 —

2. Right-click and select Create iWay Business Service.
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The Create iWay Business Service dialog box opens.

2 Create iWay Business Service x|

Existing Service Mames: | J——— | - |

Service Mame: | |

Service Descripkion:

| Mexk || Cancel |

a. From the Existing Service Names drop-down list, select whether you want to create
a new service name or use an existing service name.

b. Inthe Service Name field, type a name for the business service, for example,
278request.

¢. Inthe Service Description field, type a brief description of the business service.
3. Click Next.

The Create iWay Business Service dialog box displays additional fields.

x
License Mame: | best | - |
Method Mame: | |
Method Description:

| Back, | | (04 | | Zancel |

a. From the License Name drop-down list, select a license.

b. Inthe Method Name field, type a name for the method.

¢. Inthe Method Description field, type a brief description for the method.
4. Click OK.
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The business service and method appear below the iWay Business Services node.

E g iMWay Business Services
5 Configuration
= Services
= igd 275request
":ﬁ Licenses
£ 5 Methods
) kest

In the left pane, all the available business services that were created appear.

5. Click the node for which you created the business service in the right pane.

278request - Business Service

» test

The test pane opens in a new browser window.

'AWay ' 278request
Eafmare 0 iWaY

Click here for a complete list of operations.

test

Test
To test the operation using the SOAP protocol, click the 'Invaoke' button,

input xml:

=

[

I Browsze. . Uplosd Moke: | Irioke I

6. To invoke the service, enter a sample XML document in the input xml field.
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7. Click Invoke.
The result appears in the right pane.

Exporting iWay WSDL for Use in BEA WebLogic Workshop Workflows

Because iWay Application Explorer runs within BEA WebLogic Workshop, you can easily
incorporate iWay Web services into BEA WebLogic Workflows. To enable BEA WebLogic
Workshop to use iWay Web services, you simply export the WSDL to a directory accessible
to BEA WebLogic Workshop.

Procedure How to Export iWay WSDL for Use in BEA WebLogic Workshop Workflows
To export WSDL to a directory accessible to BEA WebLogic Workshop:

=g MWay Business Services
5 Configuration

= 3 Services
=l g 278request
4 Licen
=15 Meth Delete
Nt
1. After you create a Web service, right-click the Web service name and select Export
WSDL.

The Save dialog box appears.

2. Save the WSDL to a directory accessible to BEA WebLogic Workshop, for example, the
\resources directory in your BEA WebLogic Workshop Web application directory
structure.
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The WSDL file appears under the resources folder of your Web application:

=3 TestApp
== schemas
C A MFL Classes
) #ML Bean Classes
= {39 Testappieh
=19 resources
Ccss
] images
_1isp
[5] iwaywebServiceWsDL. wsdl
Fill WEB-IMF
Controller . jpf
errar, jsp
inde:.jsp
] Madules
) Libraries
i) Security Roles

Adding a Control for an iWay Resource in BEA WebLogic Workshop

Java controls provide a convenient way to incorporate access to iWay resources. You can
add controls in BEA WebLogic Workshop to use Web services created by the Java Swing
version of iWay Application Explorer, or you can add controls that enable you to take
advantage of the JCA resources of Application Explorer.

Adding a Web Service Control to a BEA WebLogic Workshop Application

After you create an iWay Web service using Application Explorer and export the WSDL file,
you can create a control for the Web service.

For more information on exporting a WSDL file, see How to Export iWay WSDL for Use in BEA
WebLogic Workshop Workflows on page A-17.

Procedure How to Add a Web Service Control
To add a Web service control:

1. After exporting the WSDL file from Application Explorer, locate the file in the
Application tab of your BEA WebLogic Workshop application.
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For example, a WSDL file saved to the \resources directory in your BEA WebLogic
Workshop Web application directory structure appears as follows.

| Application

29 Testapp
= =34 Schemas
LA MFL Classes
[ *ML Bean Classes
=54 TestappWweh
=29 resources
Clcss
[ images
Cisp
=29 PO_requisitions
[3] PO_REQUISITIONS_INTERFACE_request.xsd
|<_j PO_REQUISITIONS _INTERFACE response.xsd
[5] ivayiwebServicew DL, wsdl

2. Right-click the WSDL file and select Generate Service Control.
The control for the WSDL appears below the WSDL file in the resources tree.

[ | iayWebServiceWSDL, wedl
QD iwaviWebServiceM'SOLConkral jox

Adding an iWay Extensible CCI Control to a BEA WebLogic Workshop
Application

Overview

An iWay control enables access to resources provided by Application Explorer when it is
used in conjunction with a JCA deployment. You must add an iWay control before using it
in a BEA WebLogic Workshop application workflow.

The following topic describes the enhanced CCl control, which is extensible and provides
JCX with typed inputs and outputs for JCA in BEA WebLogic Workshop.

The extensible iWay CCl control provides:

Method and tag validation. BEA WebLogic Workshop provides warnings regarding
invalid methods and tags.

Improved error handling.
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Example

A-20

You can define new methods that rely on the generic service and authService methods. For
example, you can define a JCX with a new method without writing casting code or explicit
transformations such as the following:

public ResponseDataType MethodName (RequestDataType VariableName) throws
Exception;

where:

ResponseDataType
Is the XML Bean Class value that is generated from the response schema.

MethodName

Is the method name used by the extensible CCl control.
RequestDataType

Is the XML Bean Class value that is generated from the request schema.

VariableName

Is the request variable that stores the request document, which is used as input by the
extensible CCl control.

In addition, the extensible CCl control now generates a JCX file to which you can add your
own methods. For more information, see Defining a Control Using the Extensible CCI Control
on page A-20.

You can also use dynamic class casting to specify schema-based input or output
XmlObjects to be casted into a pure XmlObject as a service method, which is expected by
the CCl control. For more information, see Using Dynamic Class Casting on page A-27.

Defining a Control Using the Extensible CCI Control

The following sample JCX demonstrates how to define a control for HIPAA using the
extensible CCl control in BEA WebLogic Workshop.
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1. Start BEA WebLogic Workshop and create a new project.

(24 Applicationyiew =
o |
g ebxML =
[ Ernail il
[Z] File
Type
T8 x1255000401000cument
=1 ME Publish k
1= ME Subscription Type
@ MOSeries Control E} Datahase
%, Process Web Service
] Rosettahiet EJB Caritrol
{3 Service Broker &8 s
(2 Task {3 Timer
52y Task Warker e
42 Liquid Data
i TP
& Transformation Tueda
tﬁ WLT a5 ﬁ Inkegration Contrals
F‘:_1 Mainframe Integration
@ Elue Tikan
B8 Confluent Instrumentation Control
3 Documnentum Business Objects
| Rabosuite Cantral
q B, Local Contrals b

2. Click Add from the Controls section in the Data Palette tab, select Integration Controls,
and click iWay 5.5 JCA.

The Insert Control message box opens.

Insert Control x|

& Java control must reside in a subfolder of the project, Do
wou want ko choose a subfolder in which to create this
contral?

| Yes || Mo |

3. Click Yes.
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The Select dialog box opens.

Disclect X
I -]

[C ) resources
(£ WEB-INF

Marne: | Ciibealuser_projects) applications\SampleappiSampleappiyveb |

Type: |AII Files | - |

4, Choose a subfolder for the CCl control and click Select.
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The Insert Control - iWay 5.5 JCA dialog box opens.

Insert Control - iWay 5.5 JCA

S5TEP 1 Variable name for this contral: | HIPAACCT |

STEP 2 I would like ko

(1 Use an iway 5.5 1CA control alveady defined by a 1CK file

[erowee.. |

(®) Create a new iway 5.5 JCA control o use,

New 1CX name: | HIPAACCT |

[] Make this a control Factory that can create multiple instances at runtime

STEP 3
Adapter Mame: | HIPAL |

Targek Marme: | HIP&ATarget |

Drebug Level; | ERROR |~ |

I Create || Cancel |

Provide a variable name for the control.
b. Click Create a new iWay 5.5 JCA control to use and provide a new JCX name.

c. Enterthe adapter name, target name, and select a debug level from the drop-down
list.

5. Click Create.
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A-24

A new JCX file is created.

Controls add

el Skring allser, String aPassward, 5mlc
[Ohject axmiobject)
=+ void setAdapher(String adapter)

=+ void setDebuglevel{String debuglewvel)
=% yoid setIndiMameString jnditame)
=+ oid setTargetiString karget)

6. Right-click the control, for example, HIPAACCI, and select Edit.

The Design View for the control opens.

HIPAACCT jox - {appExiwebHresources!, kS
i i HIPAACCI |

[<]] Ll
|| Design View [Source View |

7. Click the Source View tab.
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The Source View for the control opens.

# [@jc:iWay-control-tag debuglevel="ERROR" target="oraipp” adapter="Oracle Applicat,itlZ'
5
public interface oraCCI extends ICCIContraol, ControlExXtension
i
/i’f
# A version mmber for this JCOX. ¥ou would increment this to ensure
# that conpersations for instances of sarlier versions weres invalid,
=
static final lomg serialVersionUID = 1L

A4 Add you methods here, according to the following examples. You can choose you
/S own method names, the adapter uses the number of paramsters to determine whetl) |
A4 call the service() or the authService() method.

A A call to @ basic sarvice orly has a singls parametar, which
A/ 15 a subtype of XmlObject. It retwrns enother XmlObject.
I[puhlic: RespengebataTvhe Methedlane (RequestiataType Variablelane) throws Exceptiorn

A4 A call to #n authenticated service has two additional parameters
/7 corresponding to the users credentials.
A/ public BAPIMATERIALGETDETAIL ResponscDocument getDetail (String alser, String a.

K L]
Saurce Yiew

Perform the following steps:
a. Uncomment the public class definition.

b. Change the existing response data type to match your response data type that is
generated from your HIPAA response schema.

¢. Change the existing method name to match your method.

d. Change the existing request data type to match your request data type that is
generated from your HIPAA request schema.

iWay Adapter for HIPAA for BEA WebLogic User’s Guide A-25



Adding an iWay Extensible CCl Control to a BEA WebLogic Workshop Application

The following control is now available in BEA WebLogic Workshop and can be added to
a workflow:

2 smlobject authServicedString aUser, String aPassword, Xmlobject axmlobj
2 Responrelafalpe MefhodameRequertRata Mpe Varabianamea)

2 mlobject service!XmlObject aXmlObject)

= void sekAdapter(Skring adapker)

= void setDebuglevel(String debuglewvel)

=% vaid sekIndiMarme!Skring inditlarme)

=+ y0id setTarget{String target)

Note: You can view available data types under the XML Bean Classes folder in the
Application tab, which are added once you import your XML request or response
schemas from Application Explorer.

These data types are case sensitive and must be entered exactly as shown.

Using the Extensible CCI Control

A-26

The extensible CCl control functions much like a database control since it generates JCX
files to which you can add your own methods.

Your own methods can use the correct input and output types rather than the generic
XmlObject types that the JCA control uses. Since the control is just a proxy that uses a
reflection to call the relevant method, it handles the casting for you. You are no longer
required to write custom code that does the cast or transformations that are cast between
an XmlObject.

For example, instead of the generic XmlObject:
XmlObject service(XmlObject input) throws java.lang.Exception;
you call:

public ResponseDataType MethodName (RequestDataType VariableName) throws
Exception;

where:

ResponseDataType
Is the XML Bean Class value that is generated from the response schema.

MethocdName
Is the method name used by the extensible CCl control.

RequestDataType
Is the XML Bean Class value that is generated from the request schema.
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VariableName

Is the request variable that stores the request document, which is used as input by the
extensible CCl control.

Using Dynamic Class Casting

The following example uses dynamic class casting to specify a schema-based input

XmlObject to be casted into a pure XmlObject as a service method, which is expected by

the CCl control.

r .

| G
G4

(m1 Variable Assignment () Transformation

|+A General Settings

/| Send Data

.| Receive Data

e
Help

Wiew Code
% .,

Select variables to assign:

Control Expects:

t input { TEST )

Create new variable., .

wmiChiect a¥miobiect
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A-28

The following example uses dynamic class casting where the CCl control returns a pure
XmlObject, which is casted dynamically into a schema-based output XmlObject.

r .

_"’@’J@"‘l

SErvicE
K P

(®) Mariable Assignment () Transformation

|+A Genetal Settings

|+A send Data

|z Receive Data

T
Help

Wiew Code
\ A

Select variables ko assign: Conkral Returns:

output (TEST ) - #mlobject
input £ TEST 3

oukput (TEST

Create new variable,

b
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APPENDIX B

Using Application Explorer in BEA WebLogic WorkShop for Event

Handling

Topics:

Starting Application Explorer in BEA
WebLogic Workshop

Understanding iWay Event
Functionality

Creating an Event Port
+  Modifying an Event Port
+  Creating a Channel
Modifying a Channel

Deploying iWay Components in a
Clustered BEA WebLogic
Environment

This section describes how to use iWay Java Swing
Application Explorer running in BEA WebLogic Workshop
to create events for HIPAA. In addition, this section provides
information on using events in a clustered BEA WebLogic
environment.
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Starting Application Explorer in BEA WebLogic Workshop

The server must be started where iWay Application Explorer is running. Before you can use
Application Explorer, you must start BEA WebLogic server.

Procedure How to Start Application Explorer in BEA WebLogic Workshop
To start Application Explorer running in BEA WebLogic Workshop:
1. Before starting Application Explorer, ensure that BEA WebLogic Server is running.
2. Start BEA WebLogic Workshop.

3. From the BEA WebLogic Workshop View menu, select Windows and then, iWay
Application Explorer.

Application Explorer opens in BEA WebLogic Workshop.

Fie Edt Wiew Buld Debug Took Window Help

DEE@| ool bR+ =09 DNREs~¢HER OE
Praperty Edi

L ppleation™ | | tpplication Explorer X
23 Test %) Canfigurations
[ 24 Schemas By base Welcome

(ML Clagses iy 1esE

(. Bezn Classes The Application Explorer {AE) is 2 desizn-time ool that allows you to
E 22 Testh explore different Enterprise Information Systerns (ELS) and browse business

B SR resuurces ohject metadata,

[Qess

Cinages The AE s a chent tocl, which when connected 1o an adapter un-ime

EFD . instance can he used to generate and store I3 cbject meladata in the form

of schema or Web service definttions. External apphications accessing an EIS
wia & adapter use ather the schema or scherma and Web service defirdions
to pass data hetween the external application and the adapter

To establish 2 connection to an adapter run-time instance you st first
define a configuration for mstance, If AE will be used to browse miltiple
adapter run-dime mstances then rnltiple configurations st be created, one
per instance

You can resize and drag-and-drop the Application Explorer window within BEA
WebLogic Workshop. For example, you can drag it to the upper part of BEA WebLogic
Workshop.
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Understanding iWay Event Functionality

Events are generated as a result of activity in an application system. You can use events to
trigger an action in your application. For example, HIPAA may generate an event when
customer information is updated. If your application must perform in response to activity,
your application is a consumer of this event.

After you create a connection to your application system, you can add events using
Application Explorer. To define an iWay event, you must create a port and a channel.

Port

A port associates a particular business object exposed by the adapter with a particular
disposition. A disposition defines the protocol and location of the event data. The port
defines the end point of the event consumption. For more information, see Creating an
Event Port.

Channel

A channel represents configured connections to particular instances of back-end
systems. A channel binds one or more event ports to a particular listener managed by
the adapter. For more information, see Creating a Channel on page B-19.

Creating an Event Port

The following procedures describe how to create an event port using iWay Application
Explorer. The following port dispositions are available when using iBSE:

File

iBSE
MSMQ
JMSQ
SOAP
HTTP

MQ Series
Mail

Note: The MAIL disposition option will be supported in a future release.
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With a JCA implementation, the following port dispositions are available:

+ File

+ JMSQ

+  MQ Series
« HTTP

Procedure How to Create an Event Port for File
To create an event port for File:

=l & ivay Events
=T R (o
B8 DOTHET
B8 10Edwards
B8 Lawson
B Manugistics
B3 siebel
B8 ClearBasic
B8 emaIL
B8 FIx
=1 B8 HIPaA
@) Ports
@) Channels

1. Inthe left pane of Application Explorer, expand the HIPAA node under iWay Events, and
then select Ports.

= & HIPAA
= (@) Ports

@ 0 Add Port

(@) Char

Refresh

2. Right-click and select Add Port.
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The Add Port dialog box opens.

x

Marme: | |

Descripkion:

Proktocal; FILE

Flle :H[location];error To=[pre-defined port name ar another

isposition url]

| K || Cancel |

In the Name field, type a name for the event port, for example, HIPAAFile.
b. Inthe Description field, type a brief description.
c. From the Protocol drop-down list, select FILE.

d. Inthe URL field, type a destination file to which the event data is written, using the
following format:

file://location|[;errorTo=errorDest]

The following table describes the URL parameters.

Parameter | Description

location The full directory path and file name to which the data is written.

errorTo Location where error logs are sent. Optional.

A predefined port name or another disposition URL. The URL
must be complete, including the protocol.

3. Click OK.
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Creating an Event Port

In the left pane, the event port appears below the Ports node.

= 8 HIPAA
=1 @) Ports
(@) default
©) HIPAAFile

4. To review the port settings, select the port name.

In the right pane, a table appears that summarizes the information associated with the
event port you created.

2% Detail
Mame Yalue
rarme HIPAAFile
Descripkion
Disposition ifile: i o\ bermphs, Exk error To=c: \errar
Conkent all messages accepked

You are ready to associate the event port with a channel. For more information, see
Creating a Channel on page B-19.

Procedure How to Create an Event Port for iBSE
To create an event port for iBSE:

1. Inthe left pane of Application Explorer, expand the HIPAA node under iWay Events, and
then select Ports.

2. Right-click and select Add Port.
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The Add Port dialog box opens.

x

Marme: | |

Descripkion:

Proktocal; IBSE | -

LIRL:

bse:[svchame].[mthMame]; responseTo=[pre-defined port
ame or another disposition url];error To=[pre-defined paort
ame o anokher disposition url]

[ T T o]

| K || Cancel |

In the Name field, type a name for the event port, for example, HIPAAIBSE.
b. Inthe Description field, type a brief description.
c. From the Protocol drop-down list, select IBSE.

d. Inthe URL field, enter an iBSE destination using the following format:

ibse: /svcName.methName| ; responseTo=respDest] [ ;errorTo=errorDest]

The following table describes the disposition parameters.

Parameter | Description

svcName Name of the service created with iBSE.

methName | Name of the method created for the Web service.

respDest Location where responses to the Web service are posted. Optional.

A predefined port name or another disposition URL. The URL must
be complete, including the protocol.

errorDest Location where error logs are sent. Optional.

A predefined port name or another disposition URL. The URL must
be complete, including the protocol.

3. Click OK.
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In the left pane, the event port appears below the Ports node.
4. To review the port settings, select the port name.

In the right pane, a table appears that summarizes the information associated with the
event port you created.

You are ready to associate the event port with a channel. For more information, see
Creating a Channel on page B-19.

Procedure How to Create an Event Port for MSMQ
To create an event port for a Microsoft Message Queuing (MSMQ) queue:

1. Inthe left pane of Application Explorer, expand the HIPAA node under iWay Events, and
then select Ports.

2. Right-click and select Add Port.
The Add Port dialog box opens.

x

Marne: | |

Descripkion:

Proktocal; MSMO) | -

LRL: msmq: //[machineMame]/privates/[qMame]; error To=[pre-defi
ned port name or anokther disposition orl]

| K || Zancel |

a. Inthe Name field, type a name for the connection, for example, HIPAAMSMQ.
b. Inthe Description field, type a description for the target name you just created.
c. From the Protocol drop-down list, select MSMQ.

d. Inthe URL field, enter an MSMQ destination in the following format:

msmq: /host/queueType/queueName| ; errorTo=errorDest]
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The following table defines the disposition parameters.

Parameter

Description

host

Name of the host on which the Microsoft Queuing system runs.

queueType

The type of queue. For private queues, enter Privates.

Private queues are queues that are not published in Active
Directory. They appear only on the local computer that contains
them. Private queues are accessible only by Message Queuing
applications that recognize the full path name or format name of
the queue.

queueName

Name of the queue where messages are placed.

errorDest

Location where error logs are sent. Optional.

A predefined port name or another disposition URL. The URL
must be complete, including the protocol.

3. Click OK.

In the left pane, the event port appears below the Ports node.

4. To review the port settings, select the port name.

In the right pane, a table appears that summarizes the information associated with the
port you created. You are ready to associate the event port with a channel. For more
information, see Creating a Channel on page B-19.

Procedure How to Create a Port for JMS

To create a port for a JMS queue:

1. Inthe left pane of Application Explorer, expand the HIPAA node under iWay Events, and

then select Ports.

2. Right-click and select Add Port.
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The Add Port dialog box opens.

x

Marme: |

Descripkion:

Proktocal; M50 | -

LRL: imsq: [ryQuenetame @y QueneFac]; jndiorl=[rmyur]; jindifa
tary=[myFactory];user=[user];password=[xxx];errorTo=[p
e-defined port name or another disposition url]
| oK | | Cancel |
a. Inthe Name field, type a name for the event port, for example, HIPAAJMSQ.
b. Inthe Description field, type a brief description.
c. From the Protocol drop-down list, select JMSQ.
d. Inthe URL field, enter a JMSQ destination using the following format:

jmsq: queue@conn_rfactory; jndiurl=jndi_url; jndifactory=jndi_factory;
user=userID;password=pass|; errorTo=errorDest]

The following table describes the URL parameters.

Parameter

Description

queue

Name of a queue to which events are emitted.

conn_factory

The connection factory, a resource that contains information
about the JMS Server. The WebLogic connection factory is:

javax.jms.QueueConnectionFactory
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Parameter

Description

jndi_url

The URL of the application server. For BEA WebLogic Server, the
URL s

t3://host:port
where:

host
Is the machine name where BEA WebLogic Server resides.

port

Is the port on which BEA WebLogic Server is listening. The
default port if not changed at installation, is 7001.

jndi_factory

Is INDI context.INITIAL_CONTEXT_FACTORY and is provided by
the JNDI service provider. For BEA WebLogic Server, the
WebLogic factory is weblogic.jndi.WLInitialContextFactory.

userlD

User ID associated with this queue.

pass

Password associated with this user ID.

errorDest

Location where error logs are sent. Optional.

A predefined port name or another disposition URL. The URL
must be complete, including the protocol.

3. Click OK.

The event port appears below the Ports node in the left pane.

4. To review the port settings, select the port name.

In the right pane, a table appears that summarizes the information associated with the
event port you created.

You are ready to associate the event port with a channel. For more information, see
Creating a Channel on page B-19.

Procedure How to Create a Port for the SOAP Disposition

This topic describes how to configure the SOAP disposition for synchronous event

processing.

The SOAP disposition allows an event response to launch a Web service specified by a

WSDL file. A soapaction is optional, the default is "".
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To create a port for a SOAP disposition using Application Explorer:
1. Click the iWay Events tab.
The iWay Event Adapters window opens.
2. Inthe left pane, expand the HIPAA adapter node.
3. Select the ports node.
4. Move the pointer over Operations and select Add a new port.

The Add Port dialog box opens.

x

Mame: | |

Descripkion:

Proktocal; SOAP | -

LIRL:

nap: [wsdl-url];soapaction=[myaction]; responseTo=[pre-def
ned port name or another disposition
tI];error To=[pre-defined port name or another disposition

t]

— T T ST

| K || Zancel |

a. Type a name for the event port and provide a brief description.
b. From the Disposition Protocol drop-down list, select SOAP.

¢. Inthe Disposition field, enter a SOAP destination using the following format:

soap: [wsdl-url];soapaction=[myaction] ;method=[web service

method] ; namespace=[namespace] ; responseTo=[pre-defined port name or
another disposition URL];errorTo=[pre-defined port name or another
disposition url]
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The following table lists and describes the disposition parameters for SOAP.

Parameter

Description

wsdl-url

The URL to the WSDL file that is required to create the SOAP
message. For example:

http://localhost:7001/ibse/IBSEServlet/test/sw2xml
2003MQ.ibs?wsdl

This value can be found by navigating to the Integration
Business Services tab and opening the Service Description link
in a new window. The WSDL URL appears in the Address field.

You can also open the WSDL file in a third party XML editor (for
example, XMLSPY) and view the SOAP request settings to find
this value.

soapaction

The method that will be called by the disposition. For example:

HIPAAMT .mt200Request@test@@

where

HIPAA
Is the name of the Web service you created using
Application Explorer.

mt200
Is the method being used.

test
Is the license that is being used by the Web service.

This value can be found by navigating to the Integration
Business Services tab and opening the Service Description link
in a new window. Perform a search for soapAction.

You can also open the WSDL file in a third party XML editor (for
example, XMLSPY) and view the SOAP request settings to find
this value.

method

The Web service method you are using. This value can be found
in the WSDL file.

namespace

The XML namespace you are using. This value can be found in
the WSDL file.
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Parameter Description

responseTo | The location to which responses are posted. A predefined port
name or another full URL. Optional.

A predefined port name or another disposition URL. The URL
must be complete, including the protocol.

errorTo The location to which error logs are sent. Optional.

A predefined port name or another disposition URL. The URL
must be complete, including the protocol.

5. Click OK.

The port appears under the ports node in the left pane. In the right pane, a table appears
that summarizes the information associated with the port you created.

You are ready to associate the event port with a channel. For more information, see Creating
a Channel on page B-19.

Procedure How to Create an Event Port for HTTP

The HTTP disposition uses an HTTP URL to specify an HTTP end point to which the event
document is posted.

To create an event port for HTTP disposition:

1. Inthe left pane of Application Explorer, expand the HIPAA node under iWay Events, and
then select Ports.

2. Right-click and select Add Port.
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The Add Port dialog box opens.

x

Marme: | |

Descripkion:

Proktocal; HTTE

|dttp L] responseTo=[pre-defined port name or

nother disposition url]

| K || Cancel |

In the Name field, type a name for the event port, for example, HIPAAHTTP.
b. Inthe Description field, type a brief description.
c. From the Protocol drop-down list, select HTTP.
d. Inthe URL field, enter an HTTP destination using the following format:
ihttp://url;responseTo=respDest

The following table describes the URL parameters.

Parameter | Description

url The URL target for the post operation.

respDest Location where responses are posted. Optional.

A predefined port name or another disposition URL. The URL
must be complete, including the protocol.

host Name of the host on which the Web server resides.
port Port number on which the Web server is listening.
3. Click OK.
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The event port appears below the Ports node in the left pane.
4. To review the port settings, select the port name.

In the right pane, a table appears that summarizes the information associated with the
event port you created.

You are ready to associate the event port with a channel. For more information, see
Creating a Channel on page B-19.

Procedure How to Create an Event Port for MQ Series

The MQ Series disposition allows an event to be enqueued to an MQ Series queue. Both
queue manager and queue name may be specified.

To create a port for an MQ Series queue:

1. Inthe left pane of Application Explorer, expand the HIPAA node under iWay Events, and
then select Ports.

2. Right-click and select Add Port.
The Add Port dialog box opens.

x

Marne: | |

Descripkion:

Proktocal; MO Series | -

LRL: rnoseries: [[qManager )/ [qMame];host=[hosknarme ]; port=[ part
|;channel=[channnelname]; error To=[ pre-defined port name
o another disposition url]

| K || Cancel |

a. Inthe Name field, type a name for the event port, for example, HIPAAMQSeries.
b. Inthe Description field, type a brief description.

c. From the Protocol drop-down list, select MQ Series.
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d. Inthe URL field, enter an MQ Series destination using the following format:

mgseries:/gManager/gName; host=hostName; port=portNum;
channel=chanName| ; errorTo=errorDest]

The following table describes the URL parameters.

Parameter | Description

gManager Name of queue manager to which the server must connect.

gName Name of the queue where messages are placed.

hostName Name of the host on which MQ Series resides (MQ client only).

portNum Port number for connecting to an MQ Server queue manager (MQ
client only).

chanName | Case-sensitive name of the channel that connects with the remote
MQ Server queue manager (MQ client only). The default MQ Series
channel name is SYSTEM.DEF.SVRCONN.

errorDest Location where error logs are sent. Optional.

A predefined port name or another disposition URL. The URL must be
complete, including the protocol.

3. Click OK.
The event port appears below the Ports node in the left pane.
4. To review the port settings, select the port name.

In the right pane, a table appears that summarizes the information associated with the
event port you created.

You are ready to associate the event port with a channel. For more information, see
Creating a Channel on page B-19.

Modifying an Event Port

The following procedures describe how to edit and delete an event port using iWay
Application Explorer. To review the port settings, select the port name. In the right pane, a
table appears that summarizes the information associated with the event port you created.
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Procedure How to Edit an Event Port
To edit an event port:

1. To view the available ports, click the Ports node in the left pane.

= B8 HIPAA
=@ Parts
{©) default
(@) HIPAAFile
@) Channels Edit

Delete

2. Right-click the port you want to edit, and select Edit.
The Edit Port dialog box opens.

Rieditpot x|

Mame: | HIPAAFiE |

Descripkion:

Proktocal; FILE | -

LRL: |File:,|',l'u::'l,temp'l,x.txt;eerrTD=c:'l,erru:|r

| K || Zancel |

3. Make the required changes and click OK.
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Procedure How to Delete an Event Port
To delete an existing event port:

1. To view the available ports, click the Ports node in the left pane.

=1 B8 HIPAA
=@ Ports
D) default
(@) HIpp~c
(@ Channe

Edit

2. Right-click the port you want to remove, and select Delete.

The event port node disappears from the ports list in the left pane.

Creating a Channel

The following procedure describes how to create a channel for a HIPAA event. All defined
event ports must be associated with a channel.

You can create the following types of channels using Application Explorer:
+  File System Listener (File)

+  Hypertext Transfer Protocol (HTTP)

+  TCP Listener (TCP)

+  IBM MQSeries (MQ)

+  File Transfer Protocol (FTP)

Procedure How to Create a Channel for a File System Listener
To create a channel for a File System Listener (FILE):
1. Inthe left pane, below the configuration you created, expand the iWay Events node.
The list of adapters appears.
2. Click the adapter node, for example, HIPAA.
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The node expands and displays the Ports and Channels nodes.

15iness 58 Eefresh
iFiqur atio =

3. Right-click the Channels node and select Add Channel.
The Add Channel dialog box opens.

24 Add Channel x|

Marne:

Descripkion:

Prokocal;

File: System Listener (FILE) |+ |

Available Port{s) Selecked Portis)
HIPAAFile

==

UL

| ek || Cancel |

a. Inthe Name field, type a name for the channel, for example, HIPAAChannel.

b. Inthe Description field, type a brief description.
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c. From the Protocol drop-down list, select a type of listener:
+  File System Listener (FILE)
*  HyperText Transfer Protocol
*  TCP Listener (TCP)
+ IBM MQ Series (MQ)

d. To associate one or more available ports with this channel, select the port in the
Available box and click the double right arrow (>>) button to move it to the
Selected box.

4, Click Next.

A dialog box opens that is specific to the protocol you selected.

File System Read |

Settings Advanced

Lacation® | |
File: Suffix* | |
Encoding® | 150-8855-1 |
Palling Interval | 2.0 |
[ 50rt

[] Scan Sub-directories

File Read Limit (per scan) | 1

| Ok, || Cancel |

Fields marked with * are reguired.

5. Enter values for the parameters that are listed.

For information on the parameters for a File System Listener (FILE) listener, see File
System Listener (FILE) listener Configuration Parameters on page B-23.

For information on the parameters for a HyperText Transfer Protocol listener, see
HyperText Transfer Protocol Listener Configuration Parameters on page B-24.
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For information on the parameters for a TCP Listener, see TCP Listener Configuration
Parameters on page B-25.

For information on the parameters for an IBM MQ Series (MQ) listener, see IBM MQ Series
(MQ) Listener Configuration Parameters on page B-26.

For information on the parameters for a File Transfer Protocol (FTP) listener, see File
Transfer Protocol (FTP) Listener Configuration Parameters on page B-27.

6. Click OK.
The channel appears below the Channels node in the left pane.

=1 E@ HIPAA
=@ Parts
{©) default
i@ HIPAAFile
= i@y Channels
T HIPAACharne]

When you select the event port, the channel information appears in the right pane.

‘ﬁ Dretail Settings Advanced

Mame | HIPAAChannel |
Diescription | |
Type | File: System Liskener (FILE) |
ports

Marme 0| HipaaFile |

A Ports area appears on the Details tab that displays the name of the event port you
assigned to this channel.
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You are ready to start your channel to listen for events.

= @) Channels
M| HIPAAChannel

Edit

Delete

Refresh

7. To activate your event configuration, right-click the channel node, for example,
HIPAAChannel.

a. Select Start.
b. To stop the channel at any time, right-click the channel and select Stop.
Reference File System Listener (FILE) listener Configuration Parameters
On the Settings tab:

Parameter Description

Location The directory where messages are received. DOS-style file
patterns are valid for this parameter. You can specify a file pattern
as well as a directory. For example, c:\xyz\ab*cd (without a file
suffix) takes the file suffix from that parameter. If you use a
pattern, files are selected based on the suffix and then the
pattern. AB?CD selects ABxCD. AB*CD selects ABxxxCD.

File Suffix File extension for the file event. This limits input files to those
with the specified extensions. The “.” is not required. The minus
sign (“-") indicated that there is no extension. If the file extension
is zip, the unzipped files must conform to the event schema, or

they will fail. This function also works with transform configured.

Encoding The host on which the MQ Server is located (for the MQ Client
only).
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Parameter Description

Polling Interval This is a time, expressed as xxH:xxM:xxS For example 1 hour, 2
minutes, and 3 seconds is: TH:2M:3S The maximum interval
between checks for new documents. The higher this value, the
longer the interval, and the fewer system resources that are used.
The side-effect of a high value is that a worker thread cannot
respond to a stop command. If this value is set to O, the listener
runs once and terminates. The default value is 2 seconds.

Sort The case-sensitive name of the channel that connects with the
remote MQ Server queue manager (for the MQ client only). The
default channel name for MQSeries is SYSTEM.DEF.SVRCONN.

Scan Location where error documents are sent. This can be a
Sub-directories predefined port name or another full URL. Optional.
On the Advanced tab:
Parameter Description
Transform Type Select the pre-built transform template from the drop-down list.

To enable batch processing, select BatchSplitter from the
drop-down list.

The batch splitter preparses an entire EDI document and splits
the document into individual transactions. Each transaction
retains its Interchange Header/Trailer information. Once the
batch splitter is finished splitting the EDI document, the
transactions are ready to be transformed into XML.

Location for ack The directory in which the acknowledgement document is
copies placed.

Reference HyperText Transfer Protocol Listener Configuration Parameters
On the Settings tab:

Parameter Description

Port The port where the adapter listens for the HTTP transfer.

Encoding The character set encoding for inbound documents. For example,
UTF-8. The default is ISO-8859-1 US and Western Europe.
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On the Advanced tab:

Parameter

Description

Transform Type

Select the pre-built transform template from the drop-down list.
To enable batch processing, select BatchSplitter from the
drop-down list.

The batch splitter preparses an entire EDI document and splits
the document into individual transactions. Each transaction
retains its Interchange Header/Trailer information. Once the
batch splitter is finished splitting the EDI document, the
transactions are ready to be transformed into XML.

Location for ack
copies

The directory in which the acknowledgement document is
placed.

Reference TCP Listener Configuration Parameters

On the Settings tab:

Parameter Description
Port The port where the adapter listens for the TCP transfer.
Encoding The character set encoding for inbound documents. For example,

UTF-8. The default is ISO-8859-1 US and Western Europe.

Allowable Client

The name or address of the client restricted to accessing this

Host adapter.
On the Advanced tab:
Parameter Description

Transform Type

Select the pre-built transform template from the drop-down list.
To enable batch processing, select BatchSplitter from the
drop-down list.

The batch splitter preparses an entire EDI document and splits
the document into individual transactions. Each transaction
retains its Interchange Header/Trailer information. Once the
batch splitter is finished splitting the EDI document, the
transactions are ready to be transformed into XML.
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Reference
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Parameter

Description

Location for ack
copies

The directory in which the acknowledgement document is
placed.

IBM MQ Series (MQ) Listener Configuration Parameters

On the Settings tab:

Parameter

Description

Queue Manager

The name of the MQ queue manager to be used.

Queue Name

The name of the MQ Series or WebSphere MQ queue that the
HIPAA system polls.

Polling Interval

The maximum wait interval (in the format nnH:nnM:nnS) between
checks for new documents. The higher this value, the longer the
interval, and the fewer system resources that are used. However,
with a high value, the worker thread cannot respond to a stop
command. If timeout is set to 0, the listener runs once and
terminates. The default is 2 seconds.

On the MQ Client tab:

Parameter Description

Host The host where the MQ Server is located.

Port The port number used to connect to an MQ Server.

Channel The channel between an MQ Client and an MQ Server.
On the Advanced tab:

Parameter Description

Transform Type

Select the pre-built transform template from the drop-down list.
To enable batch processing, select BatchSplitter from the
drop-down list.

The batch splitter preparses an entire EDI document and splits
the document into individual transactions. Each transaction
retains its Interchange Header/Trailer information. Once the
batch splitter is finished splitting the EDI document, the
transactions are ready to be transformed into XML.
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Parameter

Description

Location for ack
copies

The directory in which the acknowledgement document is
placed.

Reference File Transfer Protocol (FTP) Listener Configuration Parameters

On the Settings tab:

Parameter

Description

Host

The name of the FTP host.

Port

The port where the adapter listens on the FTP transfer.

User

The user name to log onto the FTP Server.

Password

The password for the FTP user.

Location

The directory where messages are received. DOS-style file
patterns are available for this parameter. You can specify a file
pattern as well as a directory. For example, c:\xyz\ab*cd (without
a file suffix) takes the file suffix from that parameter.

If you use a pattern, files are selected based on the suffix and then
the pattern. AB?CD selects ABxCD. AB*CD selects ABxxxCD.

Encoding

The character set encoding for inbound documents. For example,
UTF-8. The default is ISO-8859-1 US and Western Europe.

Polling Interval

The maximum wait interval (in the format nnH:nnM:nnS) between
checks for new documents. The higher this value, the longer the
interval, and the fewer system resources that are used. However,
with a high value, the worker thread cannot respond to a stop
command. If timeout is set to 0, the listener runs once and
terminates. The default is 2 seconds.
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On the Advanced tab:

Parameter Description

Transform Type Select the pre-built transform template from the drop-down list.
To enable batch processing, select BatchSplitter from the
drop-down list.
The batch splitter preparses an entire EDI document and splits
the document into individual transactions. Each transaction
retains its Interchange Header/Trailer information. Once the
batch splitter is finished splitting the EDI document, the
transactions are ready to be transformed into XML.

Location for ack The directory in which the acknowledgement document is

Copies placed.

Modifying a Channel

The following procedures describe how to edit and delete a channel using Application
Explorer. To review the channel settings, you select the channel name. In the right pane, a
table appears that summarizes the information associated with the channel you created.

Procedure How to Edit a Channel
To edit a channel:
1. Toview the available channels, click the Channels node in the left pane.
= @) Channels

T HIPAAChanne]
Skart

Delete

Refresh

2. Right-click the channel you want to edit, for example, HIPAAChannel, and select Edit.
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The Edit Channel dialog box opens.

£ Edit Channel x|

Marne:
| HIPAAChanmel |
Description:
Prokocol;

File System Liskener (FILE) |~ |
Available Portis) Selecked Portis)

I:I HIPAAFile
| ek | | Cancel |

3. Make the required changes to the channel configuration.
4. Click Next.
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The following dialog box opens.

x

Settings Advanced

Location™ | critemp |
File: Suffix* | |
Encoding® | 150-8855-1 |
Palling Interval | 2.0 |
[ 5art

[ scan Sub-directories

File Read Limit (per scan) | 1

| (0.4 || Cancel |

Fields marked with * are required.

5. Make the required changes and click OK.

Procedure How to Delete a Channel
To delete an existing channel:
1. In the left pane, right-click the channel, for example, HIPAAChannel.

= @) Channels
T, HIPAAChanne]
Skart

Edit

Refresh

2. Select Delete.

The channel disappears from the Channels list.
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Deploying iWay Components in a Clustered BEA WebLogic Environment

Procedure

Events can be configured in a clustered BEA WebLogic environment. You can deploy iBSE or
JCA to this environment. This topic uses iBSE as an example, but you can follow the same
procedures when deploying JCA. The only difference is that you need to deploy the JCA
connector .RAR file to the clustered environment.

A cluster consists of multiple server instances running simultaneously, yet appears to
clients to be a single server instance. The server instances that contain a cluster can be run
on one machine, but are usually run on multiple machines.

Clustering provides the following benefits:
+ Load balancing
+  High availability

Service requests are processed through the HTTP router and routed to an available
managed server.

Events are server-specific and are not processed through the HTTP router. You must
configure each server separately.
How to Deploy iWay Components in a Clustered Environment
To deploy iWay components in a clustered environment:
1. Using the BEA Configuration Wizard:
Configure an administrative server to manage the managed servers.
b. Add and configure as many managed servers as required.

¢. Addand configure an HTTP router. This does not have to be a part of WebLogic and
can be an outside component.

d. [f you configure the HTTP router within WebLogic, start it by entering the following
command:

StartManagedWebLogic HTTPROUTER http://localhost:7001
where:

HTTPROUTER
Is the name of the server on which the HTTP router is running.

http://localhost:7001
Is the location of the admin console.

e. Add the managed servers to your cluster/clusters.
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For more information on configuring WebLogic Integration for deployment in a clustered
environment, see Deploying WebLogic Integration Solutions.

2. Startthe WebLogic Server and open WebLogic Server Console.

3. Deploy iBSE to the cluster by selecting Web Application Modules from the Domain
Configurations section, and clicking Deploy a new Web Application Module.

A page appears for you to specify where the Web application is located.

4. To deploy iBSE, select the option button next to the ibse directory and then click Target
Module.

Deploy a Web Application Module

Select the archive for this Web application module

Select the file path that represents your archive or exploded archive directory.

Mote: Only walid file paths are showin belowe If you do nat find what you are looking for,y
your filels) andfor confirm your Web application module contains valid descriptors.

Location: localhost ' C: 4 ivvay55 Y bea

[
=

e

_j
5
=

=

ul

2] fwicaiy

;

5. To deploy servlet Application Explorer, select the option button next to the iwae
directory and then click Target Module.
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If you are using servlet Application Explorer, deploy it only on the admin server or one
of the managed servers.

Deploy a Web Application Module

Select the archive for this Web application module

Select the file path that represents your archive or exploded archive directory.

Mote: Only valid file paths are shown below. If you do not find what you are looking for, you should upload
your file(s) andfor confirm your ¥Web application module contains valid descriptors.

Location: localhost' C: % Program Files b iVvayS5 \ bea

c ibse
& ivae
o ivijcaivp

Target Module

The following window opens.

Select targets for this Web application module

Select the servers andfor clusters onwhich wou want to deploy your new Vieb Application module

Independent Servers

O AdminServer
O HTTPROUTER

Clusters

M Cluster
@ All servers in the cluster
O Part of the cluster
[
O mMs2

6. Select the servers and/or clusters on which you want to deploy the application and
click Continue.
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The following window opens.

Source Accessibility

Dwuring runtime, a targeted server must be able to access this Web Application module's files. This
access can be accomplished by either copying the Web Application module onto every server, ar
by defining a single location where the files exist.

How should the source files be made accessible?
O Copy this Web Application module onto every target for me.

During deployment, the files in this WWeb Application rodule will be copied automatically to each of the
targeted locations.

@ Uwill make the Web Application module accessible from the following location:
ChivwaybSibeahibse
Provide the location from where all targets will access this Web Application module's files. ¥ou must

ensure the WWeb Application module’s files exist in this location and that each target can reach the
location.

7. Select the I will make the Web Application module accessible from the following location
option button and provide the location from which all targets will access iBSE.

iWay Software recommends that you use a single instance of iBSE, rather than copying
iBSE onto every target.

Note: iBSE must use a database repository (SQL or Oracle). Do not use a file repository.
You can select this in the Repository Type drop-down list in the iBSE monitoring page.
After configuring a database repository, you must restart all of the managed servers.

http://hostname:port/ibse/IBSEConfig/
where:

hostname

Is where your application server is running. Use the IP address or machine name in
the URL; do not use localhost.

port

Is the port specific to each server, since you deploy iBSE to an entire cluster. For
example, 8001, 8002, or any other port that is specified for each managed node.

8. Click Deploy.
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Procedure Configuring Ports and Channels in a Clustered Environment
To configure ports and channels in a clustered environment:
1. Open Swing Application Explorer in BEA WebLogic Workshop.

2. Create a new connection to the iBSE instance. For information on creating a new
configuration, see Appendix A, Using Application Explorer in BEA WebLogic WorkShop to
Create XML Schemas and Web Services.

&% New Configuration rg|
Service Provider

IBSE URL | http://99-86pyF: 5002 ibse/IBSEServiet |

| K || Cancel |

Note: Use the IP address or machine name in the URL; do not use localhost.

3. Connect to the new configuration and select the iWay Events node in the left pane of
Application Explorer.

F83 iwv'ay Configurations
= [ ibseR001W
g MWay Adapters

9 iWaEents
g iway Business Services

i ibsesO0zw

4. Add anew port for the HIPAA adapter. For more information, see Creating an Event Port
on page B-3.

5. Create a channel and add the port you created. For more information, see Creating a
Channel on page B-19.

6. Click Next and enter the application server parameters.
7. Startthe channel.
8. Create a new configuration and connect to the second iBSE instance.

The connection to iBSE must be configured to each instance of the managed server.
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The following graphic shows two configurations.

| iway Application Explarer

B iway Configurations
= [ ibsesnniw
© iWay Adapters
[=I & May Events
B8 DOTHET
B8 Manugistics
=1 B& HIPAS
=)0 Forts
D) default
{©) portHIPAA
=1 (@) Channels
i@ chanl
B3 FI:
B Hr
B Oraclesd
B3 SwIFT
§ iWay Business Jervices
- [l ibsedonzw
& iWay Adapters
= & iWay Events
B8 DoTHET
B Manugistics
1 B8 HIPAA
= (@) Ports
(@) portHIPAA
(@) default
@) Channels

The following operations performed on one managed server will be replicated on all

other managed servers:

+  Create port and channel: Creates the channel and port under all available servers.

+ Delete port and channel. Deletes the port and channel under all available servers.

The following operations must be performed on each server:
«  Start channel. Starts the channel for the specific server.

«  Stop channel. Stops the channel for the specific server.
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