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Preface

Purpose of This Document

This document describes how to administer the BEA TUXEDO system.

Who Should Read This Document

This document is intended for administrators who configure operational parameters
that support mission-critical BEA TUXEDO systems.

How This Document Is Organized

Administering the BEA TUXEDO Syst&rorganized as follows:
4 Chapter 1 introduces the administration tasks.

4 Chapter 2 identifies the administration tools that are part of the BEA TUXEDO
system.

4 Chapter 3 details the application, machine, group, server, services, interfaces,
routing, and network parameters in an applicatioBBCONFIGconfiguration
file.

4 Chapter 4 explains how to start and shut down applications.
4 Chapter 5 explains how to distribute applications.

4 Chapter 6 explains how to build networked applications.
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Chapter 7 explains how to configure transactions.

Chapter 8 explains how to manage multiple domains.
Chapter 9 explains how to manage workstation clients.
Chapter 10 explains how to manage queued messages.
Chapter 11 explains how to implement application security.
Chapter 12 explains how to monitor a running system.
Chapter 13 explains how to monitor log files.

Chapter 14 explains how to tune applications.

Chapter 15 explains how to migrate applications.

Chapter 16 explains how to modify systems dynamically.
Chapter 17 explains how to reconfigure applications dynamically.

Chapter 18 explains how to use the Event Broker.
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Chapter 19 explains how to troubleshoot problems.

How to Use This Document

XVi

This documentAdministering the BEA TUXEDO Systamdesigned primarily as an
online, hypertext document. If you are reading this as a paper publication, note that t
get full use from this document you should access it as an online document via the
BEA TUXEDO Online Documentation CD.

The following sections explain how to view this document online, and how to print a
copy of this document.
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Opening the Document in a Web Browser

To access the online version of this document, opendbehtm file in the top-level
directory of the BEA TUXEDO Online Documentation CD. On the main menu, click
the Bookshelf button. On the Bookshelf, scroll to the entnAftministering the BEA
TUXEDO Systerand click the HTML option. The CD provides other options to open
this document. The preceding example describes one option.

Note: The online documentation requires a Web browser that supports HTML
version 3.0. Netscape Navigator version 3.0 or Microsoft Internet Explorer
version 3.0 or later is recommended.

Figure 1 shows the online document with the clickable navigation bar and table of
contents.
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Figure 1 Online Document Displayed in a Netscape Web Browser
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Printing from a Web Browser

You can print a copy of this document, one file at a time, from the Web browser.
Before you print, make sure that the chapter or appendix you want is displayed and
selectedn your browser.

To select a chapter or appendix, click anywhere inside the chapter or appendix you
want to print. If your browser offers a Print Preview feature, you can use the feature to
verify which chapter or appendix you are about to print. If your browser offers a Print
Frames feature, you can use the feature to select the frame containing the chapter or
appendix you want to print. For example:

Print HE

— Prirter

MName: I HPLazer j Eroperties |

Status: Ready
Type: HP Lazerlet 55i Mopier
‘where:  Sobjecthhplazer

Comment: [~ Print ta file
— Print range Copie:
=l Murnber of copies: |1 3:

" Pages from: I1 o I1

! Selection @ [ Caollate

— Print frames

€ s laid out on soreen

& Orly the zelected frame

il frames individually

™ Prirt all inked documents ™ Print table of links

Ok I Cancel |

The BEA TUXEDO Online Documentation CD also includes Adobe Acrobat PDF
files of all of the online documents. You can use the Adobe Acrobat Reader to print all
or a portion of each document. On the CD’s main menu, click the Bookshelf button.
On the Bookshelf, scroll to the entry for the BEA TUXEDO document you want to
print and click the PDF option.
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Documentation Conventions

XX

The following documentation conventions are used throughout this document.

Convention

Iltem

boldface text

Indicates terms defined in the glossary.

Ctrl+Tab Indicates that you must press two or more keys simultaneously.
italics Indicates emphasis or book titles.
monospace Indicates code samples, commands and their options, data structures and
text their members, data types, directories, and file names and their extensions.
Monospace text also indicates text that you must enter from the keyboard.
Examples
#include <iostream.h> void main ( ) the pointer psz
chmod u+w *
.doc
BITMAP
float
monospace Identifies significant words in code.
boldface Example
text . .
void commit ()
monospace Identifies variables in code.
italic Example
text .
String  expr
UPPERCASE Indicates device names, environment variables, and logical operators.
TEXT Example:
LPT1
SIGNON
OR
{} Indicates a set of choices in a syntax line. The braces themselves should

never be typed.
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Convention Item

[] Indicates optional items in a syntax line. The brackets themselves should
never be typed.
Example
buildobjclient [-v] [-0 name ] [-f file-list ]...

[l filedist ..

Separates mutually exclusive choices in a syntax line. The symbol itself
should never be typed.

Indicates one of the following in a command line:

4 That an argument can be repeated several times in a command line
4 That the statement omits additional optional arguments

4 That you can enter additional parameters, values, or other information
The ellipsis itself should never be typed.

Example

buildobjclient [-v] [-0 name ] [-f file-list ]...
[l file-list ]-..

Indicates the omission of items from a code example or from a syntax line.
The vertical ellipsis itself should never be typed.

Related Documentation

The following sections list the documentation provided with the BEA TUXEDO
software, related BEA publications, and other publications related to the technology.

BEA TUXEDO Documentation

The BEA TUXEDO information set consists of the following documents:

BEA TUXEDO Release Notes
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Administering the BEA TUXEDO System (this document)
Application Developer’ s Guide
COBOL Guide

Domains User Guide

FML Programmer’s Guide
Glossary

Installation Guide

Product Overview
Programmer’s Guide

/Q Guide

TxRPC Guide

Windows NT User’s Guide

/Workstation Guide

Note: The BEA TUXEDO Online Documentation CD also includes Adobe Acrobat
PDF files of all of the online documents. You can use the Adobe Acrobat

Reader to print all or a portion of each document.

BEA Publications

XXii

Selected BEA TUXEDO Release 6.4 documents are available on the Online

Documentation CD.
To access these documents:
1. Click the Reference button on the main menu.

2. Click the BEA TUXEDO Manuals option.

Administering the BEA TUXEDO System



Other Publications

For more information about the BEA TUXEDO system and related technologies, refer
to the following books:

Edwards, J. with DeVoe, D. 1993-Tier Client/Server At Worliley Computer
Publishing.

Edwards, J., Harkey, D., and Orfali, R. 1996e Essential Client/Server Survival
Guide Wiley Computer Publishing.

Contact Information

The following sections provide information about how to obtain support for the
documentation and software.

Documentation Support

If you have questions or comments on the documentation, you can contact the BEA
Information Engineering Group by e-mailddcsupport@beasys.com

Customer Support

If you have any questions about this version of the BEA TUXEDO system, or if you
have problems installing and running the BEA TUXEDO system, contact BEA
Customer Support through BEA WebSuppontatv.beasys.com . You can also

contact Customer Support by using the contact information provided on the Customer
Support Card, which is included in the product package.

When contacting Customer Support, be prepared to provide the following information:
4 Your name, e-mail address, phone number, and fax number

4 Your company name and company address
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4 Your machine type and authorization codes
4 The name and version of the product you are using

4 A description of the problem and the content of pertinent error messages
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CHAPTER

1 Introduction to
Administration

As the administrator of your organization’s computing applications, you are
responsible for setting up and running a system that is critical to your corporate
mission. You must plan how to maximize the performance and reliability of your new
BEA TUXEDO system, and then make it happen.

This chapter discusses the following topics:
¢ The Administrator’'s Job
4 Roadmap for Your Responsibilities

4 Planning Your Configuration

The Administrator’s Job

You are the person responsible for configuring and booting an application and then
keeping it running smoothly. Your job can be viewed in two phases:

4 During the “groundwork phase,” you establish the foundation of your application
by planning, designing, installing, and configuring your application with the
BEA TUXEDO system. You also select a security scheme for your application.

Most of the work you do during this phase is necessary only once. The exception
to this rule is the configuration work: the BEA TUXEDO system allows you to
reconfigure your application whenever necessary to maximize performance and
reliability.
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1 introduction to Administration

4+ During the “operational phase,” you run the application, monitoring it and
reconfiguring it when necessary. You also diagnose and correct runtime
problems.

The remainder of this chapter lists the specific tasks you need to do during each phas

The Groundwork Phase

During this phase, you must do the following tasks.

Plan Collect information from the application designers, the
programmers, and the business that will use the
application. Use this information to configure your
system.

Install Set up your environment (including hardware and
software), and install the BEA TUXEDO system and
the application.

Configure Your system Set the parameters provided by the BEA TUXEDO
system that govern how the components of your
application will be used.

Transactions Add transactions functionality to your definitions of
domains, machines, groups, interfaces, services, and
any other required components of your application.

Implement Security Select and implement one or more methods provided by
the BEA TUXEDO system for protecting your
application and data.

Depending on your application, you may also need to set up the following:

Distributed applications  Create distributed applications with the routing tools:
data-dependent routing in BEA TUXEDO applications.

Networked applications  Set up any networked applications.

Domains Configure local and remote domains that will interact, and a
routing table for each.
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The Administrator’s Job

Workstation clients To support BEA TUXEDO workstation clients, set required
environment variables, configure a workstation listener, and
modify the machine configuration.

Queued messages Create an application queue space and modify the configuration
file to support queued messages.

Note: This guide provides instructions for all the tasks shown in this table, except
installation. For installation instructions, EA TUXEDO Installation
Guide.

The Operational Phase

During this phase, you must do the following tasks.

Start up Boot your application.

Monitor Log the activities, problems, and performance of your application and
analyze the results regularly.

Troubleshoot  Identify and resolve problems as they occur.

Depending on your application, you may also have to do the following:

Tune Use techniques such as load balancing and prioritizing to maximize the
performance of your application.

Migrate Reassign primary responsibility for your application from your original
MASTERmMachine to an alternatBACKUP machine when problems occur
on theMASTER

Dynamically = Change system parameters and the menu of services offered, when
modify necessary, to meet the evolving needs of your customers.

Dynamically  Redefine your application to reflect the addition of a component, such as a
reconfigure new machine or server.
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Roadmap for Your Responsibilities

At the beginning of this chapter, we summarized your job responsibilities in two
phases. For software descriptions and procedures that help you perform your work,
refer to the appropriate documentation, as follows:

4+ During the groundwork phase, see BieA TUXEDO Installation Guidend
Chapters 3 through 11 of this document.

4+ During the operational phase, see Chapter 4 and Chapters 12 through 19 of this
document.

If you are administering a BEA TUXEDO system, the following chapters are very
important:

4 Chapter 9, “Working with Multiple Domains”
4 Chapter 10, “Managing Workstation Clients”

4 Chapter 12, “Managing Queued Messages”

Planning Your Configuration

As an administrator, you need to work with your system designers and application
designers to understand how the administrative configuration of your application car
support the requirements for it. In addition, you need to know the requirements of youl
customer: the business unit using the new software.

Before you can start configuring your system, you need answers to questions about tl
design of your application and about the server applications developed from that
design, as defined in the following section.

Questions About the Design

The following questions may help you start the planning process:
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How many machines will be used?

Will client applications reside on machines that are remote from the server
applications?

Which services will your BEA TUXEDO application offer?

What resource managers will the application use and where will they be located?
What “open” strings will the resource managers need?

What setup information will be needed for an RDBMS?

Will transactions be distributed?

What buffer types will be used?

Will data be distributed across machines?

To which external domains will the application export services? From which
external domains will the application import services?

Will data-dependent routing be used?
In what order of priority should services be available?

What are the reliability requirements? Will redundant listener and handler ports be
needed? Will replicated server applications be needed?

Questions About Server Applications

The following questions may help you focus on the issues related to your server
application that need to be resolved in your plan:

¢
¢
¢
¢

What are the names of the BEA TUXEDO services?
Are there any conversational services?
What resource managers do they access?

What buffer types do they use?

As you start putting together a configuration plan, you will discover more questions to
which you need answers.
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CHAPTER

2 Administration Tools

Your BEA TUXEDO system gives you a choice of several methods for performing the
same set of administrative tasks. Whether you are more comfortable using a graphical
user interface or entering commands at a shell prompt, you will be able to find a
comfortable method of doing your job as the administrator of a BEA TUXEDO
domain.

This chapter discusses the following topics:

4 Configuration and Run-time Administration
4 BEA TUXEDO Web-based GUI

4 Command-line Interface
¢

AdminAPI

Configuration and Run-time Administration

At the highest level, the job of an administrator can be viewed as two broadly defined
tasks:

4 Configuration—the most important (and complicated) part of setting up your
system before booting your online transaction processing (OLTP) application

4 Run-time administration—the set of tasks that are performed on an application
that has been booted

This chapter describes how these tools can be used to configure an application and how
to administer a running system.

Administering the BEA TUXEDO System  2-1



2  Administration Tools

Tools for Configuration

2-2

Because the BEA TUXEDO system offer great flexibility and many options to
application designers and programmers, no two applications are alike. An applicatior
for example, may be small and simple (a single client and server running on one
machine) or complex enough to handle transactions among thousands of clients an
servers. For this reason, for every BEA TUXEDO application being managed, an
administrator must provide a file that defines and governs the components of that
application.

The components:

domain
The collection of servers, services, interfaces, machines, and associated
resource managers defined by a singg8CONFIGASCII) or TUXCONFIG
(binary) configuration file; a collection of programs that perform a function.
A domain represents an administrative set of functionality.

server
A software program (or the hardware on which it runs) in which BEA
TUXEDO services offered to your users are stored.

client
A software program that requests services from servers (and sometimes
resides on nonserver hardware).

queue
A set of requests that are submitted to servers in a particular order (which may
be determined by the administrator).

service
A program that takes client requests as input and performs a patrticular
function in response.

server group
A set of interfaces or a logical grouping of servers.

These components (and others, when appropriate) are defined, or configured, in an
ASCII file that is referred to, in the BEA TUXEDO documentationyBBCONFIG
TheUBBCONFIdile may, in fact, be given any file name. When compiled into a binary
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Configuration and Run-time Administration

file, the file is referred to aBUXCONFIG During the groundwork (or setup) phase of
administration, the administrator’s goal is to creat®& aCONFIGile. You have a
choice of the following three tools.

If You Use the . .. You Must. ..

BEA TUXEDO Web-based Use a graphical user interface (GUI) to create and edit the
GUI TUXCONFIGile. Full descriptions of the GUI are
available by accessing the Help directly from the GUI.

Command-line interface 1. Edit tieBBCONFIGile (an ASCII version of
TUXCONFIG with a text editor.

2. Runtmloadcf to convertth&JBBCONFIGile into a
TUXCONFIGbinary) file.

For details about using the command-line interface to
perform administrative tasks, see the applicable chapters
in this document. For information about thdoadcf
command, see the section “Create TUXCONFIG” in
Chapter 4, “Starting and Shutting Down Applications.”

For specific details about thmloadcf command
options, seémloadcf (1) in theBEA TUXEDO
Reference Manual

AdminAPI Write a program that modifies ti&JXCONFIGile for
you. For details, see Chapter 18, “Event Broker/Monitor.”

Tools for Run-time Administration

With your BEA TUXEDO system installed and yolwXCONFIGfile loaded, you are
ready to boot your application. As soon as your application is launched, you must start
monitoring its activities and watching for problems—both actual and potential.

When problems occur, you must identify and solve them. If performance is degraded,
you may want to do load balancing or prioritize your interfaces or services. If trouble
develops on MASTERmMachine, you may want to replace it with a designatezk UP
machine.

As the processing and resource usage requirements of your application evolve, you
may need to add machines, servers, clients, interfaces, services, and so on, to your
existing system.
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The job of run-time administration encompasses many tasks, from starting and
stopping the application, to monitoring activity, troubleshooting problems, and
dynamically reconfiguring the application. Again, you have a choice of three tools for
performing these tasks: the Web-based GUI, the command-line interface, and the
AdminAPI.

BEA TUXEDO Web-based GUI

2-4

The BEA TUXEDO Web-based GUI is a graphical user interface that enables you tc
perform most administrative tasks for a BEA TUXEDO application. Figure 2-1 shows
the Main Window that is displayed when you bring up the Web-based GUI for the first
time. The four major sections of the main window are:

4 MENU BAR—A row of frequently used menus
¢ POWER BAR— A row of buttons that allow you to use tools, such as Help

¢ TREE—A hierarchical representation of the administrative class objects (such as
servers and clients) in a BEA TUXEDO domain

4 CONFIGURATION TOOL—A set of tabbed folders on which you can display,
define, and modify the attributes of objects, such as the name of a machine

After you have set up and activated a domain, the Tree will be populated with labelec
icons, representing the administrative class objects in your domains. In addition, as
soon as you start using the Configuration Tool, the right-hand column dedicated to the
tool will be populated with tabbed folders in which you enter information needed for
configuration.

Figure 2-1 The Main Window of the Web-Based GUI
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Command-line Interface

You can use the following commands to administer the BEA TUXEDO system. This
document provides procedures for administrative tasks that are based on the
command-line interface. For details about individual commands, s&&the

TUXEDO Reference Manual
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2  Administration Tools

4 tmboot —Activates the BEA TUXEDO application that is referenced in the
specified configuration file. Depending on the options used, the entire
application or parts of the application are started.

4 tmloadcf —Parses th&dBBCONFIdile and loads the binarfuUXCONFIG
configuration file.

4 tmunloadcf —Unloads therTUXCONFIGconfiguration file.

4 tmconfig —Dynamically updates and retrieves information about the BEA
TUXEDO configuration for a running system.

4 dmadmin—Updates the compileBDMCONFIGbinary domain configuration file)
while the system is running.

4 tmadmin —The BEA TUXEDO Bulletin Board interpreter. This command is
used primarily to produce information about configuration parameters. Once
invoked, you can enter many administrative commands that duplicate the
functions of other commands. For example,tth&imin shutdown command
is identical to themshutdown command.

4 tmshutdown —Shuts down a set of specified BEA TUXEDO servers, or
removes a set of BEA TUXEDO services listed in a configuration file.

AdminAPI

The AdmInAPI is an application programming interface (API) for directly accessing
and manipulating system settings in the BEA TUXEDO Management Information
Bases (MIBs). The advantage of the AdminAPI is that it can be used to automate
administrative tasks, such as monitoring log files and dynamically reconfiguring an
application, thus eliminating the need for human intervention. This advantage can b
crucially important in mission-critical, real-time applications.

For an example of a program written with the AdminAPI, see Chapter 18, “Event
Broker/Monitor.”

For details about the MIBs, see€L_MIB(5), APPQ_MIK5), EVENT_MIK5), MIB(5),
TM_MIB(5), andws_MIK5) in theBEA TUXEDO Reference Manual
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AdminAPI

Note: An online version of thBEA TUXEDO Reference Manualavailable on the
BEA TUXEDO Online Documentation CBrom the BEA TUXEDO home
page, clickReference Manual Pages-->Reference Manual: Section 5
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CHAPTER

3

Creating a
Configuration File

Configuring each BEA TUXEDO application is a central task of the administrator. By
configuring a file, you are describing your application using a set of parameters that
the software interprets to create a runnable application.

This chapter discusses the following topics:
What Is the Configuration File?

Setting Domain-wide Parameters
Configuring Machines

Configuring Groups

Configuring Servers

Configuring Services

Configuring Routing

* & & S O > o o

Configuring Network Information

Note: For related information about tl8MCONFIGIomain configuration file, see
Chapter 8, “Working with Multiple Domains.”
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3 Creating a Configuration File

What Is the Configuration File?

An application consists of four basic parts:

4 A configuration file that describes the application
4 The server that performs the service request

¢ The client that issues the request

4 The commands that build and run the application

This section discusses the configuration file.

Two Forms of the Configuration File

3-2

4 TheUBBCONFIdile is an ASCII version of the configuration file, created and
edited with any editor. Except for sample configuration files distributed with the
BEA TUXEDO sample applications, dBBCONFIGile is provided. You must
create 2&JBBCONFIJile for each new application. The syntax used for entries in
the file is described in thébbconfig (5) reference page in Section 5 of BEA
TUXEDO Reference Manual

Note: The BEA TUXEDO software provides thbshm, ubbmp, and
ubbsimple sampleUBBCONFIdiles, as part of theankapp andsimpapp
applications. Portions of thes®BCONFIGsample files are also shown in
this document.

4 TheTUXCONFIdile is a binary version of the configuration file, created from
the ASCII version by themloadcf (1) command. Whetmloadcf  is executed,
the environment variabBUXCONFIGmust be set to the full path name of the
device or system file whef®UXCONFIGSs to be loaded. Many parameters in
TUXCONFIGcan be changed while the application is running by using
tmconfig  (1).
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Contents of the Configuration File

At its maximum, a configuration file can consist of eight sections. At its minimum, it
must contain three required sections:

4 RESOURCESN which all system parameters are defined
4 MACHINES in which all the machines in your application are specified
4 GROUPSIn which all groups, names, and IDs are defined for your application.

The file must also contain a minimum of nine parameters. There are 80 different
parameters, and in all sections but the first, there can be multiple entries, each with its
own selection of parameters. In all sections other HEBOURCEShe first section,

you can use BEFAULTparameter to specify parameters that repeat from one entry to
the next.

Setting Domain-wide Parameters

This section explains how to SRESOURCEBarameters that control the application as
a whole. Some of these parameters serve as system-wide defaults and can be
overridden on a per-machine basis in MCHINESsection.

Identifying Information in the RESOURCES Section

TheRESOURCESection is a required section and must appear as the first section in the
configuration file. Information in this section includes the following:

4 The address of shared memoigKEY)

4 Administration site MASTER for boot and shutdown

4 Control of user access to the applicatiom( GID, andPERN!
¢

Level of security for this applicatiolSECURITY AUTHSVE
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¢
¢
¢
¢

IPC limits for the number of processes associated with the application, the
number of server processes, and the number of services oNYXBAGCESSERS
MAXSERVERSINdMAXSERVICE}

Application architectureMODE), which indicates a single machine or multiple
machines application

Server load balancing enabledBAL)

Maximum number of buffer types and subtypgXBUFTYPE&Nd
MAXBUFSTYPE

Time intervals for sanity scans of the Bulletin Boa3@ANUNIT SANITYSCAN
Timeout value for service requesB. QCKTIMB
Maximum number of simultaneous conversatianaXCONV

Unsolicited notification methodNQOTIFY, USIGNAL)

Some of these parameters serve as system-wide defaidl{s3{D, PERM
MAXACCESSER&NAMAXCONNVand can be overridden on a per-machine basis. For
more information about thebbconfig  (5) reference page, see Section 5 ofBEA
TUXEDO Reference Manual

Description of Parameters in a Sample RESOURCES Section

The following table provides sample parameters and values RE®@URCESection
of a configuration file for a BEA TUXEDO application.

Parameter Value Meaning

IPCKEY 39211 A number greater thaB2769 unique to this application on this
system.

uiD 0 The user ID of the BEA TUXEDO administrator.
Note: On Windows NT, this must be set to 0.

GID 1 The group ID of other.
Note: On Windows NT, this must be set to 0.
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Parameter Value Meaning
PERM 0660 Allows read/write access to those in the group of the
administrator.
MAXACCESSERS 15 Allows up to 15 processes to be run at this site.
MAXSERVICES 25 Allows up to 25 services to be advertised at all sites.
MASTER SITE1, SpecifyingLMID SITE1 means the machine is the master. If
SITE2 LMID SITE2 is specified, the machine is the backup.
MODEL MP This application has more than one machine in the configuration.
OPTIONS LAN, This is a networked application; servers can be migrated to
MIGRATE alternate processors.
SECURITY APP_PW This is a secure application; clients are required to supply a
password to join.
AUTHSVC "AUTHSVC" In addition to the password, clients must pass authentication
from a service calledAUTHSVC"
NOTIFY DIPIN Clients receive unsolicited messagediprin
SYSTEM_ACCESS PROTECTED, The application code does not attach to shared memory. (This
NO cannot be changed.)
_OVERRIDE
LDBAL Y Indicates that load balancing is on.

Sample RESOURCES Section

RESOURCES
IPCKEY 39211
uib 0

GID 1

PERM 0660

MAXACCESSERS 75
MAXSERVERS 40
MAXSERVICES 55

MASTER SITEL, SITE2
MODEL MP

OPTIONS LAN, MIGRATE
SECURITY APP_PW
AUTHSVC "AUTHSVC"
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NOTIFY DIPIN
SYSTEM_ACCESS PROTECTED, NO_OVERRIDE
LDBAL Y

Setting the Address of Shared Memory

You set the address of shared memory usingPtO€EY parameter. This parameter is
used by the BEA TUXEDO system to allocate application IPC resources such that the
may be located easily by new processes joining the application. This key and its
variations are used internally to allocate the Bulletin Board, message queues, and
semaphores that must be available to new application processes. In a single proces:
mode, this key names the Bulletin Board; in a multiprocessor mode, this key names tf
message queue of the DBBL.

Characteristics of the IPCKEY Parameter

ThelPCKEY parameter has the following characteristics:

4 ltis required and must appear in the configuration file.
4 Itis used to access the Bulletin Board and other IPC resources.

4 Its value must be an integer in the range 32,769 to 262,143.

4+ No other application on the system may use this specific value fOCKEY.
4 In the sampl®@ESOURCESection, thePCKEY is 39211 for the sample BEA
TUXEDO application.

Identifying the Master Machine

3-6

You must specify a master machine for all configurationsSTER The master
machine controls the booting and administration of the entire application. This
machine is specified as a Logical Machine IdentifisiD). This is an alphanumeric
name chosen by the administratamI(Ds are discussed further in the section
“Configuring Machines” in this chapter.)
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Two LMIDs are specified if migration of the master site is to be allowed. If it is
necessary to bring down the master site without shutting down the application, it is
necessary to specify the backup master site.

Characteristics of the MASTER Parameter

TheMASTERparameter has the following characteristics:
4 Itis required and it controls booting and administration.
4 Two LMID s are required for migration to back up the master machine.

4 In the sampl®@ESOURCESection, the master siteS§TE1 ; the backup site is
SITE2.

Setting the Application Type

Among the architectural decisions needed for a BEA TUXEDO application are the
following:

4 Should this application run on a single processor with global shared memory?
4+ Will the application be networked?
4+ Will server migration be supported?

TheMODELparameter specifies whether an application runs on a single processor. It is
set toSHMfor uniprocessors and also for multiprocessors with global shared memory.
A MODELvalue ofMPis used for multiprocessors that do not have global shared
memory, as well as for networked applications. This is a required parameter.

TheOPTIONSparameter is a comma-separated list of application configuration
options. Two available options areN (indicating a networked configuration) and
MIGRATE(indicating that application server migration is allowed).

Characteristics of the MODEL and OPTIONS Parameters

The MODELandOPTIONSparameters have the following characteristics.
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Parameter Characteristics

MODEL Itis a required parameter.
A value ofSHMindicates a single machine with global shared memory.

A value ofMPindicates multiple machines or a nonglobal shared
memory multiprocessor

OPTIONS It is a comma-separated list of application configuration options.
A value ofLANindicates a local area network.
A value ofMIGRATEenables server migration.

In the sampl&RESOURCESection, model iMP, options is set tbAN
andMIGRATE

Note: No OPTIONSare specified for theHMmodel.

Defining Access Control

You can provide basic access to a BEA TUXEDO application using three parameters
UID, GID, andPERM

4 UID— the user ID of the administrator. The value is a numeric value
corresponding to the UNIX system user ID of the person who boots and shuts
down the system.

4 GID— the numeric Group ID of the administrator.

4 PERM— an octal number that specifies the permissions to assign to the IPC
resources created when the application is booted. This provides the first level of
security to protect the BEA TUXEDO system IPC structures against
unauthorized access. The default is 0666, which gives read/write access to all.
These values should be specified for production applications.

Note: If the UID andGID are not specified, they default to the IDs of the person who
runs themloadef (1) command on the configuration, unless they are
overridden in thefACHINESsection.
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Characteristics of the UID, GID, and PERM Parameters

TheulD, GID, andPERMparameters have the following characteristics.

Parameter Characteristics

uiD The user ID of the administrator.
The default is the ID of the person who ramdoadcf (1).
Example: UID=3002
On Windows NT, this value is always 0.

GID The group ID of the administrator.
The default is the ID of the person who ramdoadcf (1).
Example: GID=100

PERM The permissions for access to IPC structures.
The default is 0666.
Example:PERM-0660
On Windows NT, this value is always 0.

Note: You can overwrite values on remote machines.

Defining IPC Limits

Because most IPC and Shared Memory Bulletin Board tables are statically allocated
for speedy processing, it is important to tune them correctly. If they are sized too
generously, memory and IPC resources are consumed to excess; if they are set too
small, the process fails when the limits are eclipsed.

The following tunable parameters related to IPC sizing are currently available in the
RESOURCESection:

4 MAXACCESSERSthe maximum number of overall processes allowed to be
attached to the BEA TUXEDO system at one site. It is not the sum of all
processes, but is equal to the number at the site that has the most processes. The
default is 50. (You can overwritdAXACCESSER®N a per-machine basis in the
MACHINESsection.)
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4 MAXSERVERS-the maximum number of server processes in the application,
including all the administrative servers (for example, BBL and TMS). It is the
sum of the server processes at all sites. The default is 50.

4 MAXSERVICES-the maximum number of different services that can be
advertised in the application. It is the sum of all services in the system. The
default is 100. (When setting this value, consider the defaults to be a quantity
reserved for system resources.)

The cost incurred by increasiMpXACCESSERS one additional semaphore per site
per accesser. There is a small fixed semaphore overhead for system processes in
addition to that added by thAXACCESSER®&Iue. The cost of increasing
MAXSERVER&NAMAXSERVICESIis a small amount of shared memory that is kept for
each server, service, and client entry, respectively. The general idea for these
parameters is to allow for future growth of the application. It is more important to
scrutinizeMAXACCESSERS

Note: Two additional parametersIAXGTTandMAXCONVaffect shared memory.

Characteristics of MAXACCESSERS, MAXSERVERS, and MAXSERVICES

Parameters
The MAXACCESSER®IAXSERVERSINDMAXSERVICE$arameters have the following
characteristics.
Parameter Characteristics
MAXACCESSERS Number of processes on the site that is running the most
processes.
You can overwrite the value on a per-machine basis in the
MACHINESsection.
The cost is one additional semaphore per accesser.
MAXSERVERS Maximum number of server processes in an application (sum
of all sites).
The cost is a small amount of shared memory.
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Parameter Characteristics

MAXSERVICES Maximum number of BEA TUXEDO services advertised in
the application (sum of all sites).

The cost is a small amount of shared memory.
Default is 100.

Enabling Load Balancing

You can control whether a load balancing algorithm is used on the BEA TUXEDO
system as a whole. Using load balancing, a load factor is applied to each service within
the system, and you can track the total load on every server. Every service request is
sent to the qualified server that is least loaded.

This algorithm, although effective, is expensive and should be used only if itis needed.
It is needed only when a service is offered by servers that use more than one queue.
Services offered by only one server, or by servers mssQmultiple server single
queue) set do not need load balancing. ThRBAL parameter should be setNoIn

other cases, you may want to EBBALtO Y.

If LDBALIs set taNand multiple queues offer the same service, the first available queue
is selected.

If LDBALIs set toy and the application is networked, t@NETLOARNVironment
variable can be used to give preference to local sites.

Characteristics of the LDBAL Parameter

TheLDBAL parameter has the following characteristics:

¢ |If LDBALIs set toy, the server assigned will be load balanced.
4 If LDBALIs set toy, you can us@MNETLOADor local preference.

4 If LDBALIs set taN, the server assigned will be the first available server.
4 The default is\.

4 BecausaDBALincurs overhead, use it only when necessary.
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4+ Do not use load balancing if every BEA TUXEDO service is offered by only
one server.

4 Do not use load balancing if every BEA TUXEDO service is offered by one
MSS@server set.

Setting Buffer Type and Subtype Limits

You can control the number of buffer types and subtypes allowed in the application
with theMAXBUFTYPRNAMAXBUFSTYPPparameters, respectively. The current default

for MAXBUFTYPHES 16. Unless you are creating many user-defined buffer types, you
can omitMAXBUFTYPEHowever, if you intend to use many differemEw subtypes,

you may want to SeMIAXBUFSTYPEO exceed its current default of 32.

Characteristics of the MAXBUFTYPE and MAXBUFSTYPES Parameters

The MAXBUFTYPEINAMAXBUFSTYPEParameters have the following characteristics.

Parameter Characteristics

MAXBUFTYPE Maximum number of buffer types allowed in the system.
Use only if you create 8 or more user-defined buffer types.
Default is 16.
Example:MAXBUFTYPE 20

MAXBUFSTYPE Maximum number of buffer subtypes allowed in the system.
Default is 32.
Example:MAXBUFSTYPE 40
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Setting the Number of Sanity Checks and Blocking
Timeouts

You can set the number of times the administrative server (BBL) will periodically
check the sanity of servers local to its machine. In addition, you can set the number of
timeout periods for blocking messages, transactions, and other system activities.

You use thesSCANUNITparameter to control the granularity of such checks and
timeouts. Its value (in seconds) can be a positive multiple of 5. Its default is 10.

You use theSANITYSCANparameter to specify how maBgANUNITS elapse between
sanity checks of the servers. It must not be set sG#NITYSCAN* SCANUNIT
exceeds 300; its current default is set so SA&tITYSCAN* SCANUNITIS
approximately 120 seconds.

Example: Setting Sanity Checks and Timeouts

A SCANUNITof 10 and &8LOCKTIMEOf 3 allows 30 seconds before the client
application times out. ThBLOCKTIMEdefault is set so th8LOCKTIME* SCANUNITis
approximately 60 seconds. The valu@bOCKTIMEis the total of the following times:

4 Time waiting to get on the queue
4 Time waiting on the queue

4 Time for service processing
¢

Time on the network

Characteristics of the SCANUNIT, SANITYSCAN, and BLOCKTIME Parameters

The SCANUNIT, SANITYSCAN andBLOCKTIMEparameters have the following
characteristics.
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Parameter Characteristics

SCANUNIT Establishes granularity of check intervals and timeouts.
Value must be multiples of 5 seconds.
Example:SCANUNIT 10
If not set, the default i$0.

SANITYSCAN Frequency that the BBL checks the servelSGANUNIT
intervals).

SCANUNIT* SANITYSCANmust not exceed 300.

If not set, the default is such tHRCANUNIT* SANITYSCAN
is approximately 120 seconds.

BLOCKTIME Timeout for blocking messages.
SCANUNIT* BLOCKTIMEmust not exceed 32767.

If not set, the default is such tHCANUNIT* BLOCKTIMES
approximately 60 seconds.

Setting Conversation Limits

You can specify the maximum number of conversations on a machine with the
MAXCONYarameter.

Characteristics of the MAXCONV Parameter

TheMAXCONparameter has the following characteristics:
4 Itis the maximum number of simultaneous conversations per machine.
4 Its value must be greater than or equal to 0 and less than 32,766.

4 The default for an application that has conversational servers listed in the
SERVERSsection is 10; otherwise, the default is 1.

4 You can overwrite this value in tnACHINESsection.
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Setting the Security Level

You can set the following three levels of security:

4 PERMparameter—sets the first or lowest-level permission to write to the
application queues.

4 SECURITYparameter—sets the second-level permission. This requires that the
client supplies a password when joining the application. This password is
checked against the password supplied by the administrator when the
TUXCONFIGfile is generated from theBBCONFI{ile.

4 AUTHSVarameter—sets the third-level permission. This sends the client’'s
request to join the application to an authentication service. This level requires
the second level BECURITYto be present. The authentication service may be
the default supplied by the BEA TUXEDO system or it may be a service, such
as a Kerberos service, supplied by another vendor.

Characteristics of the SECURITY and AUTHSVC Parameters

The SECURITYandAUTHSV@arameters have the following characteristics.

Parameter Characteristics

Security Accepted values ar&lONHdefault), APP_PWUSER_AUTH
ACL, andMANDATORY_ACL

Default isNONE
Example:SECURITY APP_PW

AUTHSVC The name of the authentication service.
SECURITY APP_PWmust be specified.
Default is no authentication service.
Client authentication with Kerberos is possible.
Example:AUTHSVC' AUTHSVC
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Setting Parameters of Unsolicited Notification

You can set the default method for clients to receive unsolicited messages using the
NOTIFY parameter. The client, however, can override this choice inrthaT
structure whempinit() is called.

Following are three possible methods:
4 IGNORE—clients should ignore unsolicited messages.

4 DIPIN —clients should receive unsolicited messages only when they call
tpchkunsol() or when they make an ATMI call.

4 SIGNAL—<clients should receive unsolicited messages by having the system
generate a signal that has the signal handler call the function, that is, set with
tpsetunsol()

Two types of signals can be generateiitUSR1andSIGUSR2 TheUSIGNAL
parameter allows the administrator to choose the type of signal. The default is
SIGUSR2 In applications that choose natification by signals, any MS-DOS client
workstations are switched automaticallyDti@IN .

Characteristics of the NOTIFY and USIGNAL Parameters

TheNOTIFY andUSIGNAL parameters have the following characteristics.

Parameter Characteristics
NOTIFY Value ofIGNOREmeans clients should ignore unsolicited
messages.

Value of DIPIN means clients should receive unsolicited
messages by dip-In.

Value of SIGNAL means clients should receive unsolicited
messages by signals.

Default isDIPIN.
Example:NOTIFY SIGNAL
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Parameter Characteristics

USIGNAL Value of SIGUSR1means notify clients with this type of
signal.
Value of SIGUSR2means notify clients with this type of
signal.

Default isSIGUSR2.
Example:USIGNAL SIGUSR1

Protecting Shared Memory

You can shield system tables kept in shared memory from application clients and/or
servers using thBYSTEM_ACCESBarameter. This option is useful when applications

are being developed because faulty application code can inadvertently corrupt shared
memory with a bad pointer. When the application is fully debugged and tested, this
option could then be changed to allow for faster responses. Following are the options
for this parameter:

4 PROTECTEB-BEA TUXEDO libraries compiled with application code will not
attach to shared memory while executing system code.

¢ FASTPATH—BEA TUXEDO libraries will attach to shared memory at all times.

4 NO_OVERRIDE-the selected option cannot be changed either by the client in the
TPINIT structure of thepinit() call or in theSERVERSsection for servers.

Characteristics of the PROTECTED, FASTPATH, and NO_OVERRIDE Parameters

The PROTECTEPFASTPATH andNO_OVERRIDBarameters have the following
characteristics.

Parameter Characteristics

PROTECTED Internal structures in shared memory will not be corrupted inadvertently
by application processes.

FASTPATH Application processes will join with access to shared memory at all
(defauly times.
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Parameter Characteristics

NO_OVERRIDE The specified option cannot be changed.

Note: An exampleSYSTEM_ACCESS PROTECTED, NO_OVERRIDE

Configuring Machines

This section explains how to define parameters for each processweiching on
which your application runs.

Identifying Machines in the MACHINES Section

Every machine in an application must hawgACHINESsection entry in the
configuration file and it must be the second section in the file MABHINESsection
contains the following information specific to each machine in the application:

¢
¢
¢
¢
¢
¢

The mapping of the machirzeldressto a logical identifier (MID)
The location of the configuration fil@XCONFIG

The location of the installed BEA TUXEDO softwamUKDIR)
The location of the application server$PDIR)

The location of the application log fil&I{OGPFX

The location of the environment filENVFILE)

The only required parameters for tMaCHINESsection ar&MID, TUXCONFIG
TUXDIR, andAPPDIR.

Note: For a particular machine, you can overridel®, GID, PERM

MAXACCESSER&NAMAXCONValues that were specified in tRESOURCES
section.
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Description of Parameters in a Sample MACHINES Section

The following table provides a sample of parameters and their value s MAGHINES
section of the configuration file.

Parameter Meaning

gumby The machine name obtained with the commamaine -n  on UNIX
systems. On Windows NT systems, see the Computer Name value in the
Network Control Panel.

LMID=SITE1 The logical machine identifier of the machigemby

TUXDIR The double quoted string of the full path to the installed BEA TUXEDO
software.

APPDIR The double quoted string of the full path to the application directory.

TUXCONFIG The double quoted string of the full path name of the configuration file.

ENVFILE The double quoted string of the full path name of a file containing

environment information.

ULOGPFX The double quoted string of the full path name prefix of the log file.

MAXACCESSERS Override the system-wide value with 100 for this machine.

MAXCONV Override the system-wide value with 15 for this machine.

Example: MACHINES Section

The following example provides a samplaCHINESsection of a configuration file:

MACHINES

gumby LMID=SITE1
TUXDIR="/tuxdir”
APPDIR="/lhome/apps/mortgage”
TUXCONFIG="/home/apps/mortgage/tuxconfig”
ENVFILE="Thome/apps/mortgage/ENVFILE”
ULOGPFX="lhome/apps/mortgage/logs/ULOG"
MAXACCESSERS=100
MAXCONV=15
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How to Customize the MACHINES Section

You can customize thdACHINESsection by performing the following steps:

L4

¢
¢
¢

Substitute your machine name fprmby
Substitute your BEA TUXEDO software directory fosXDIR.
Substitute your application directory faPPDIR.

Substitute the full path names NVFILE, TUXCONFIG andULOGPFX.

Reserving the Physical Address and Machine ID

You initially define the address in the address portion, which is the basis for a
MACHINESsection entry. All other parameters in the entry describe the machine
specified by the address. You must set the address to the value printed byicatheag

-n on UNIX systems. On Windows NT systems, see the Computer Name value in the
Network Control Panel.

TheLMID parameter is mandatory and specifies a logical name used to designate the
computer whose address has just been provided. It may be any alphanumeric value
and must be uniqgue among other machines in the application.

Characteristics of the Address and Machine ID, and the LMID Parameter

The address and machine ID and tveD parameter have the following
characteristics:

L4

> & & o

The address and machine ID are specified in the following way:

<address> LMID=<logical_machine_name>

The address identifies the physical processor name.

The format of the.MID parameter i€MID=<logical_machine_name>
TheLMID is the logical machine name for a physical processor.

LMID is alphanumeric and must be unique within MCHINESsection.
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Identifying the Location of the Configuration File

You identify the configuration file location and file name of a machine with

TUXCONFIG a required parameter. TM&XCONFIGarameter is enclosed in double

quotes and represents the full path name up to 64 characters. The path specified must
be the same as the environment varialliXCONFIG otherwise, themloadcf (1) will

not compile the binary file.

Characteristics of the TUXCONFIG Parameter

The TUXCONFIGparameter has the following characteristics:
4 The syntax of th&dUXCONFIGrarameter iFUXCONFIG=<tuxconfig>"

4 This parameter identifies the location of the configuration file and file name
(though it should remaimMUXCONFIGfor convention purposes) for the machine.

4 The full path name forUXCONFIGcan be up to 64 characters.

4 The value off UXCONFIGMust match the UXCONFIGenvironment variable.

Identifying the Locations of the System Software and
Application Server Machines
Each machine in an application must have a copy of the BEA TUXEDO system
software and application software. You identify the location of system software with
the TUXDIR parameter. You identify the location of the application servers with the
APPDIR parameter. Both parameters are mandatory APR®IR parameter becomes

the current working directory of all server processes. The BEA TUXEDO software
looks in theTUXDIR/bin  andAPPDIR for executables.

Characteristics of the TUXDIR and APPDIR Parameters

TheTUXDIR andAPPDIR parameters have the following characteristics.
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Parameter Characteristics

TUXDIR The syntax requires the full path name enclosed in double quotes:
TUXDIR="< TUXDIR>" .

TUXDIR identifies the location of the BEA TUXEDO software.
TUXDIRs a required parameter.

APPDIR The syntax requires the full path name enclosed in double quotes:
APPDIR="< APPDIR>" .

APPDIR identifies the location of application servers.
APPDIRs a required parameter.
APPDIR becomes the current working directory of server processes.

Identifying the Location of the Log File

The application log file contains warning and informational messages, as well as erro
messages that describe the nature of any ATMI error with a return cORE}{STEM

or TPEOS(that is, underlying system errors). The user can use this log to track
application-related errors. By default, the file is naraedG.mmddyywheremmddyy

is the month, date, and 2-digit year. By default, the file is written intarRP®IR.

You can override the default directory and prefix by specifyingtf@cPFparameter

that is the absolute path name of the application log file, without the date. For example
it may be set t@aPPDIR/logs/lULOG so that logs collect in a particular directory. In a
networked application, a central log can be maintained by specifying a remote
directory that is mounted on all machines.

Characteristics of the ULOGPFX Parameter

3-22

TheUuLOGPRparameter has the following characteristics:

4 The syntax of th&JLOGPFXparameter is a string enclosed in double quotes:
ULOGPFX=ULOGPFX>".

4 The application log contains all explanationgBESYSTEMINATPEOSerrors.

4 You can use the application to log application errors.
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¢
¢

TheULOGPFXefaults to<cAPPDIR>/ULOG.

Examples: ULOGPFX%/usr/appdir/logs/ULOG "
ULOGPFX=/mnt/usr/appdir/logs/BANKLOG "

Specifying Environment Variable Settings for Processes

With theENVFILE parameter, you can specify a file that contains environment variable
settings for all processes to be booted by the BEA TUXEDO system. The system sets
TUXDIR andAPPDIR for each process, so they should not be specified in this file. You
can specify settings for the following because they affect an application’s operation:

L4

¢
¢
¢

FIELDTBLS, FLDTBLDIR
VIEWFILES, VIEWDIR
TMCMPLIMIT
TMNETLOAD

Characteristics of the ENVFILE Parameter

TheENVFILE parameter has the following characteristics:

L4

The syntax of th&NVFILE parameter is a string enclosed in double quotes:
ENVFILE="<envfile>"

ENVFILE is the file containing environment variable settings for all processes
booted by the BEA TUXEDO system. (THBBCONFIJile issues warnings in a
similar way, that is, using fully qualified path names.)

SetFIELDTBLS, FLDTBLDIR, and so on, but do not SetXDIR andAPPDIR.

TheENVFILE parameter is optional and all settings must be hard coded. No
evaluations such @ DTBLDIR=$APPDIR are allowed.

The format iISVARIABLE=string
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Overriding System-wide Parameters

You can override the following system-wide parameters for a specific machine:
uiD

GID

PERM

MAXACCESSERS

MAXCONV

* & & & > o

MAXGTT

Note: Each parameter, excepaXGTTis described in thRESOURCESection.

Configuring Groups

You can us&ROUP$0 designate logically grouped sets of servers, which can later be
used to access resource managers, and facilitate server group migratiGROURS
section of the configuration file contains the definition of server groups. You must
define at least one server group for a machine to have application servers running o
it. If no group is defined for a machine, the group can still be part of the application
and you can run the administrative commanabmin (1) from that site.

For nontransactional, nondistributed systems, groups are relatively simple. You only
need to define the basic mapping of group name to group number and logical machir
of each group. Additional flexibility is available to support distributed transactional
systems.

Specifying a Group Name, Number, and LMID

The group name is the basis foeROUPSection entry and is an alphanumeric name
by which the group is identified. It is given a mandatory, unique group number
(GRPNQ Each group must reside wholly on one logical machim). TheLMID is
also mandatory.
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Configuring Servers

This section explains th@ERVERSsection parameters that you need to define to
configure server processes.

Identifying Server Information in the SERVERS Section

TheSERVERSection of the configuration file contains information specific to a server
process. While this section is not required, an application without this section has no
application servers and little functionality. Each entry in this section represents a server
process to be booted in the application. Server-specific information includes the
following:

4 A server name, group, and numeric identif@R{GRPSRVID)
4 Command-line optionsCLOPT)

4 Parameters to determine the booting order and number of servers to boot
(SEQUENCEMIN, MAY

4+ A server-specific environment filENVFILE)

4 Server queue-related informaticRGADDRRQPERIVREPLYQRPPERW

4 Restart informationRESTARTRCMDMAXGENGRACHE

4 Server designation as a conversational sex@enyy

4 Overriding of system-wide shared memory acc63S{EM_ACCESS

Command-line options supported by the BEA TUXEDO system are described on the
servopts  (5) reference page in tHBEA TUXEDO Reference Manual

Description of Parameters in a Sample SERVERS Section

The following table provides a sample of parameters and their valuesSERVERS
section of the configuration file.
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Parameter

Meaning

RESTART=Ydefault)

Restart the servers.

MAXGEN=5(default)

TheMAXGENarameter specifies a number greater than 0 and less
than 256 that controls the number of times the server can be started
within the period specified in tteBRACEparameter. The default is

1. If the server is to be restartabllAXGENnust be >= 2. The
number of restarts is at maatmber -1  times.RESTARTmust

beY or MAXGENS ignored.

GRACE=3600 (default)

IfRESTARTIs Y, theGRACHarameter specifies the time period

(in seconds) during which this server can be restartbdthXGEN

-1 times. The number assigned must be equal to or greater than
0. The maximum is 2,147,483,648 seconds (or a little more than
68 years). IIGRACEHSs not specified, the default is 86,400 seconds
(24 hours). As soon as o®RACHeriod is over, the next grace
period begins. Setting the grace perio® temoves all

limitations; the server can be restarted an unlimited number of
times.

REPLYQ=N(default)

There is no reply queue.

CLOPT="-A" (default)

SpecifyA on the command line of each server.

ENVFILE="/usr/home/envfile
" (default)

Read environment settings from the HINVFILE.

SYSTEM_ACCESS=PROTECTED
(defaul)

Deny access to internal tables outside of system code.

RINGUP1

Sample name of the first server to be booted.

SRVGRP=GROUP1 SRVID=1 MIN=3
RQADDR="ring1"

Three instances of the sample server will be booted in group
GROUPWith server IDs ofl, 2, and3, respectively. All three
servers will form aMSS(set and will read requests from queue
ringl .

Note: RQADDRSssigns a symbolic name to the request queue of
this serverMSSQsets are established by using the same
symbolic queue name for more than one server (and by
specifyingMIN greater than 1).

RINGUP2

Name of the second sample server to be booted.
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Example: SERVERS Section

The following example provides a samplERVERSsection of a configuration file.

SERVERS

DEFAULT: RESTART=Y MAXGEN=5 GRACE=3600
REPLYQ=N CLOPT="-A"
ENVFILE="/usr’/home/envfile”
SYSTEM_ACCESS=PROTECTED

RINGUP1 SRVGRP=GROUP1 SRVID=1 MIN=3
RQADDR="ring1"

RINGUP2 SRVGRP=GROUP1 SRVID=4 MIN =3
RQADDR="ring2"

Note: Omitted from this sample agEQUENCHthe order of booting is 1 to 6),
REPLYQandRPPERMthe server does not receive repliegsgMO(no special
commands are desired on restart), @oti\(servers are not conversational).
Defaults are applied to all servers unless a different setting is specified for a
specific server.

Defining Server Name, Group, and ID

You initially define the server name entry in 8ERVERSsection entry, which is the

name of an executable file built wibhildserver ~ (1). You must provide each server

with a group identifier§RVGRP. This is set to the name specified in the beginning of
aGROUPSection entry. You must also provide each server process in a given group
with a unigue numeric identifieSBRVID). Every server must specifySRVGRRnd

SRVID. Because the entries describe machines to be booted and not just applications,
it is possible that in some cases the same server name will be displayed in many entries.

Characteristics of the Server Name, SRVGRP, and SRVID Parameters

The Server Name&RVGRPandSRVID parameters have the following characteristics.
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Parameter Characteristics

Server name It identifies the executable to be booted.
It is built with buildserver ~ (1).
It is required, but may not be unique.

SRVGRRServer It identifies the group affiliation.
Group) The group name begins withaGROUPSection entry.
It is required.

SRVID (Server Itis numeric.
ID) It is required and unique within a server group.

Using Server Command-Line Options

The server may need to obtain information from the command lineCIbeT
parameter allows you to specify command-line options that can change some defaul
in the server, or pass user-defined options tapkhwinit() function.

The standarehain() of a server parses one set of options ending with the argument --,
and passes the remaining optionggerinit() . The default foCLOPTis-A , which

tells the server to advertise all the services built into it adtldserver  (1). The
following table provides a patrtial list of the available options.

Option Purpose

-0 filename Redirects standard output to fiiiename.

-e filename Redirects standard error to fildeename.

-s  services Advertises services.

-S XY,z An example that advertises servicgy, andz.

-sx ,y,z: funcname  An example that advertises serviesey, andz, but processes
requests for those services with functfoncname . This is
called aliasing a function name.
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Option Purpose
-r An example that specifies that the server should log the services
performed.

Note: You can find other standardain() options in theservopts (5) reference
page in theBEA TUXEDO Reference Manual

Server Command-Line Options

The syntax iCLOPT="servopts -- application_opts ",

This is an optional parameter with a defaultf

Both main() andtpsvrinit() use server command-line options.
Theservopts (5) options are passed f@in()

The application options are passedtevrinit()

* & & & o o

A BANKAPPexample iSCLOPT="-A -- -T 10"

Note: IntheBANKAPRexample, the server is given the option to advertise all services
(-A) and tellerID of10 so it can update a specific teller record with each
operation. The use of this option, especially the options passed to
tpsvrinit() , require communication between the system administrator and
the application programmer.

Setting the Order in Which Servers Are Booted

You can specify the sequence of servers to be booted wiSEtheENCParameter,

which specifies a number in the range of 1 to 10,000. A server given a smaller
SEQUENCHKalue is booted before a server with a larger value. If no servers specify
SEQUENCEServers are booted in the order of their appearance withBERERS

section. If there is a mixture of sequenced and unsequenced servers, the sequenced
servers are booted first. Servers are shut down in reverse order of the way they were
booted.
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TheSEQUENCPparameter is optional. It may be helpful in a large application in which
control over the order is important.

You can boot multiple servers using thin parameter, which is a shorthand method
of booting. The servers all share the same server options. If you speaifiDRthe
servers will form amSsGset. The default favlIN is 1.

You specify the maximum number of servers that can be booted witinthe
parameter. Thenboot (1) command boots up MIN servers at run time. Additional
servers can be booted upMax The default isIN.

TheMIN andMAXparameters are helpful in large applications to keep the size of the
configuration file manageable. Allowances fafXvalues must be made in the IPC
resources.

Characteristics of the SEQUENCE, MIN, and MAX Parameters
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The SEQUENCEMIN, andMAXparameters have the following characteristics.

Parameter Characteristics

SEQUENCE It is an optional parameter with a numeric range of 1 - 10,000.
Smaller values are booted before larger values.

Omitted values are booted in the order that they appear BBR¥ERS
section.

All sequenced servers are booted before any unsequenced servers.

MIN It represents the minimum number of servers to boot during run time.
If RQADDRS specified an#MIN>1, anMSSGset is created.
All instances have the same server options.
The range of values is 0 to 1000
The default is 1.

MAX It represents the maximum number of servers to boot.

The range of values fanAXxis 0 to 1000. IfvAXis not specified,
the default is the value ofIN.
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Identifying the Location of the Server Environment File

You use theENVFILE parameter in th®IACHINESsection to specify environment
settings. You can also specify the same parameter for a specific server process; the
semantics are the same. If both EeCHINESsectionENVFILE and theSERVERS
sectionENVFILE are specified, both go into effect. For any overlapping variable
defined in both th&1ACHINESandSERVERSsections, the setting in tISsRVERS

section prevails.

Characteristics of the Server Environment File

The parameter that defines the server environment file has the following
characteristics:

4 Itis an optional parameter that contains the same semanticsEsvifieE
parameter in th®IACHINESsection, but for one server only.

4+ For overlapping variables, the setting in BBRVERSeCtionENVFILE overrides
the setting in th&MACHINESsectionENVFILE.

Identifying Server Queue Information

Server Queue information controls the creation and access of server message queues.
On a BEA TUXEDO system, you can create multiple server single qussg)(sets

using theRQADDRarameter. For any given server, you can set this parameter to an
alphanumeric value. Those servers that offer the same set of services can consolidate
their services under one message queue, providing automatic load balancing. You can
do this by specifying the same value for all members ofitbeset.

MSSQ Example

TheMSSGset is similar to a situation at a bank. If you have four tellers, one line may
be formed and everyone is assured of the most equitable wait in line. Understandably,
the loan teller is not included because some people do not want loans on a given day.
Similarly, MSSCsets are not allowed if the participant servers offer different services
from one another.
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TheRQPERMarameter allows you to specify the permissions of server request queues
along the lines of the UNIX system convention (for example, 0666). This allows
services to control access to the request queue.

If the service routines within anssQserver perform service requests, they must
receive replies to their requests on areply queue. This is done by speRERINgQ=Y
By default,REPLYQis set ta\. If REPLYQIs set toy, you can also assign permissions
to it with theRPPERMarameter.

Characteristics of the RQADDR, RQPERM, REPLYQ, and RPPERM Parameters
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The RQADDRRQPERIMREPLYQ andRPPERNMarameters have the following
characteristics.

Parameter Characteristics

RQADDR It is an alphanumeric value that alloMSS(sets to be created.
The value is the same for all members oMB5(set.
All members of aMSS(set must offer the same set of services.

RQPERM Represents the permissions on a request queue. If no parameter is
specified, the permissions of the Bulletin Board, as specifiétBRMn
theRESOURCESection, is used. If no value is specified there, the
default of 0666 is used. This opens your application to possible use by
any login on the system.

REPLYQ Specifies whether a reply queue, separate from the request queue, is to
be set up for this server. If only one server is using the request queue,
replies can be picked up from the request queue without causing
problems. On a BEA TUXEDO system, if the server is a member of an
MSSQset and contains services programmed to receive reply messages,
REPLYQshould be set t¥ so that an individual reply queue is created
for this server. If not, the reply is sent to the request queue shared by all
servers of thdSSQset, and there is no way of assuring that it will be
picked up by the server that is waiting for it.

RPPERM Assigns permissions to the reply queue. This parameter is useful only
whenREPLYQ=Y If requests and replies are read from the same queue,
only RQPERNSs neededRPPERNMS ignored.
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Defining Server Restart Information

A properly debugged server should not terminate on its own. By default, servers that
do terminate while the application is booted will not be restarted by the BEA
TUXEDO system. You can set tRESTARTparameter to if you want the server to
restart. TheRCMDMAXGENandGRACEparameters are relevant to a server if
RESTART=Y

TheRCMDparameter specifies a command to be performed in parallel with restarting a
server. This command must be an executable file. The option allows you to take some
action when a server is being restarted. For example, mail could be sent to the
developer of the server or to someone who is auditing such activity.

TheMAXGENarameter represents the total numbdivetto which a server is entitled
within the period specified BgRACEThe server can then be restaNs#kGEN-1times
duringGRACEseconds. IGRACHS set to zero, there is no limit on server restarts.
MAXGENlefaults to 1 and may not exceed 26BACENuUSt be greater than or equal to

zero and must not exceed 2,147,483,64%(2).

Note: A fully debugged server should not need to be restartedREBEARTand
associated parameters should have different settings during the testing phase
than they do during production.

Characteristics of the RESTART, RCMD, MAXGEN, and GRACE Parameters

TheRESTART RCMDMAXGENandGRACEparameters have the following
characteristics.

Parameter Characteristics

RESTART A setting ofY enables a server to restart.
The default is\.

RCMD Determines if the executable file is executed at restart time.
Allows you to take an action when a server is restarted.

MAXGEN Represents the maximum number of server lives in a specific interval.
It defaults to 1; the maximum is 256.
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Parameter Characteristics

GRACE Represents the interval usedMMAXGEN
Zero represents unlimited restart.

It must be between 0 and 2147,483,6@?(2).
The default is 24 hours.

Specifying a Server as Conversational

If a server is a conversational server (that is, it establishes a connection with a client
the CONwarameter is required and must be set fbhe default is\, indicating that
the server will not be part of a conversation.

Characteristics of the CONV Parameter

TheCONvarameter has the following characteristics:

4 A Yvalue indicates a server is conversational&alue indicates a server is
not conversational.

4 A Y value is required if the server is to receive conversational requests.

¢ The default is\.

Defining Server Access to Shared Memory

TheSYSTEM_ACCESparameter determines if the server process may attach to sharec
memory and thus have access to internal tables outside of system code. During
application development, we recommend that such access be d&RGTECTED

When the application is fully tested, you can changeRRM®TPATHtO yield better
performance.

This parameter overrides the value specified irRB8OURCESection unless the
NO_OVERRIDEalue was specified. In this case, the parameter is ignored. The
NO_OVERRIDEalue may not be used in this section.

3-34  Administering the BEA TUXEDO System



Configuring Services

Characteristics of the SYSTEM_ACCESS Parameter

The SYSTEM_ACCESparameter has the following characteristics:

4 A value ofPROTECTEDNdicates that the server may not attach to shared
memory outside of the system code.

4 A value ofFASTPATH indicates that the server will attach to shared memory at
all times.

4 If NO_OVERRIDEHS specified in th@ESOURCESection, this parameter is
ignored.

4 The default is th@ESOURCESalue.

Configuring Services

Identifying BEA TUXEDO Services in the SERVICES
Section

You indicate specific information about BEA TUXEDO services in your application
in the SERVICESsection of the configuration file. Such information, for
nontransactional, nondistributed applications, is relatively simple SERYICES
section includes the following types of information:

4 Load balancing informatiorsRVGRP

4 Assignment of priorities to services

4 Different service parameters for different server groups
¢

Buffer type checking informatiorBUFTYPB

Sample SERVICES Section

The following example provides a samplERVICESsection of a configuration file.
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SERVICES

#

DEFAULT: LOAD=50 PRIO=50
RINGUP BUFTYPE="VIEW:ringup”

In this example, the default load and priority of a service are 50; the one service
declared is ®INGUPservice that accepts a ringufEWw as its required buffer type.

Enabling Load Balancing

If you set theRESOURCESection paramet@mDBALto Y, server load balancing occurs.

A LOADfactor is assigned to each service performed, which keeps track of the total loa
of services that each server has performed. Each service request is routed to the ser
with the smallest total load. The routing of that request causes the server’s total to b
increased by theOADfactor of the service requested.

Load information is stored only on the site originating the service request. It would be
inefficient for the BEA TUXEDO system to attempt to constantly propagate load
information to all sites in a distributed application. When performing load balancing
in such an environment, each site knows only about the load it originated and perform
load balancing accordingly. This means that each site has different load statistics for
given server (or queue). The server perceived as being the least busy differs across
sites.

When load balancing is not activated, and multiple servers offer the same service, th
first available queue receives the request.

Characteristics of the LDBAL Parameter
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TheLDBAL parameter has the following characteristics:
4 Load balancing is used if ttRESOURCES LDBAparameter is set to
4 The load factor is added to a server’s total load.

4 The load is relative to other services.
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Controlling the Flow of Data by Service Priority

You can exert significant control over the flow of data in an application by assigning
service priorities using theRI10 parameter. For instance, Server 1 offers Services A,

B, and C. Services A and B have a prioritypofand Service C has a priority of. A

service requested for C will always be dequeued before a request for A or B. Requests
for A and B are dequeued equally with respect to one another. The system dequeues
every tenth request IIFO order to prevent a message from waiting indefinitely on

the queue.

Note: A priority can also be changed dynamically with thsprio()  call.

Characteristics of the PRIO Parameter
ThePRIO parameter has the following characteristics:
4 It determines the priority of a service on the server’s queue.
4 The highest assigned priority gets first preference.

¢ Every tenth request is dequeldHO.

Specifying Different Service Parameters for Different
Server Groups
You can specify different load, priority, or other service-specific parameters for

different server groups. To do this, you should repeat the service’s entry for each group
with different values for theRVGRRparameter.

Sample SERVICES Section

The following example provides a samplERVICESsection of a configuration file.

SERVICES
A SRVGRP=GRP1 PRIO=50 LOAD=60
A SRVGRP=GRP2 PRIO=70 LOAD=30
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This example assigns different service-specific parameters to two different server
groups. Service A assigns a priority of 50, and a load of 60 in server grRRipand
a priority of 70, and a load of 30 in server graaRP2

Specifying a List of Allowable Buffer Types for a Service

With theBUFTYPEparameter, you can tune a service to check buffer types
independently of the actual service code. If you set this parameter, it specifies a list ¢
allowable buffer types for a service. Its syntax is a semicolon-separated list of types il
the formattypel[:subtype[,subtype]] . The subtype may be set*do allow all
subtypes.

A service can havBUFTYPESet toALL, which means that this service accepts all buffer
types. If this parameter is not specified, the defaultis

Examples of the BUFTYPE Parameter

TheBUFTYPEparameter has the following characteristics.

BUFTYPE Example Meaning

BUFTYPE="FML;VIEW:aud,aud2" FMLandVIEW with subtypesiud andaud2
buffer types are allowed.

BUFTYPE="FML;VIEW:*" All FMLandVIEW buffer types are allowed.

BUFTYPE=ALL All buffer types are allowed (the default).

Service Timeout Errors

Sometimes an unexpected system error occurs that freezes a service or causes it to
out of control while it is processing a request. Though desirable to remove these
processes, it is difficult to detect them or their origin. A BEA TUXEDO mechanism
terminates these processes based on the time it takes for a service to process a requ
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You can configure the time limit by defining tB®CTIMEOUTparameter in the
UBBCONFIdile or by dynamically changing thea_SVCTIMEOU ttribute inTM_MIB.

By default, the BEA TUXEDO system does not terminate any service process, so you
must set th&VCTIMEOUTvalue (in seconds) to activate this feature. We recommend
that you set the value 8/CTIMEOUTor TA_SVCTIMEOUTO at least two to three times

the number of seconds it takes for your longest running service to process a request.
Setting the service timeout this way guarantees that the BEA TUXEDO system
removes only frozen processes. In essence, the service timeout acts like a scavenger
for frozen or out of control application servers.

This section describes the causes and results of Service Timeout errors, along with an
explanation of how the BEA TUXEDO system reports such errors. Advice about how
to handle errors is also provided.

Situations that Cause a Service Timeout

Service timeouts occur in the following situations:

4 A service timeout occurs due $y¥CTIMEOUTgenerally when an unknown or
unexpected system error freezes the server process, or when an application
coding error causes an infinite loop or recursion.

4 The server process exits abnormally and dumps core, generally because of an
application coding error.

4 Bad parameters are passedpteturn , tpforward , TPRETURNOr TPFORWARD
(application coding error).

4 There are outstanding replies whereturn , tpforward , TPRETURNOr
TPFORWARI3 called (application coding error).

4 There are open subordinate connections wheturn , tpforward
TPRETURNOr TPFORWARIB called (application coding error).

4 The caller's transaction has been marked “abort-only.”

What Happens When a Timeout Occurs

When a timeout occurs, the BEA TUXEDO system terminates the server process
running the frozen service (but not its child processes, if any). It then returns a
TPESVCERFrror, indicating that an unknown problem occurred during processing. In
a conversational service, the conversation eVeBY_SVCERRs returned.
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How a Service Timeout Is Reported

Before Release 6.4 of the BEA TUXEDO system, only the error TRH8VCERRvas
returned when a service timeout occurred. In Release 6.4, however, three new featur
of Service Timeout reporting were introduced:

4 TPED_SVCTIMEOU¥timeout error detail that provides more information than
tpstrerror  (3c¢)

4 .SysServiceTimeout = —a System event
4 ULOGInformation aboutSysServiceTimeout

Because thevCTIMEOUWalue is configurable, it is important for clients to be able to
easily distinguish @PESVCERRhat may be caused by exceeding the value set for
SVCTIMEOUTfrom those caused by other situations. Althoughuth@Gcontains this
information, it is difficult for client programs to extract it. To differentiate the service
timeoutTPESVCERHRrom others, a call tgperrordetail (3c¢) routine (after a
TPESVCERRhas been detected) yiellBED_SVCTIMEOUWhen a service timeout
occurs.

In addition, a system evensysServiceTimeout  , is generated when a service
timeout occurs. When th8ysServiceTimeout event occurrs, it is reflected in the
ULOGIN the following way:

ERROR: .SysServiceTimeout: %TA_SERVERNAME, group %TA_SRVGRP, id
%TA_SRVID server killed due to a service timeout

How to Control a Service Timeout
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4+ Application administrators may control the service timeout by changing the
SVCTIMEOUTparameter in thBERVICESsection of theJBBCONFIdile, or by
modifying theTA_SVCTIMEOUTattribute of thel_SERVERor T_SERVICE class of
TM_MIB. They may also monitor theL OGfile for service timeout activity.

4 In addition to monitoring thelLOGfile for service timeout activity, application
operators can subscribe to tBgsServiceTimeout event, which alerts them
when a service timeout occurs.

4 Application programmers can use therrordetail (3c) and
tpstrerrordetail (3c) APIs, and th@PED_SVCTIMEOUTerror detail code
They may want to add one or more subscriptions toSysServiceTimeout
system event, which is generated when a service timeout occurs.
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Configuring Routing

TheROUTINGsection ofuBBCONFIGallows the full definition of the routing criteria
named in theSERVICESsection (for BEA TUXEDO data-dependent routing).

For more information about using these parameters to implement factory-based
routing or data-dependent routing, see Chapter 5, “Distributing Applications.”

Defining Routing Criteria in the ROUTING Section

The following table identifies the information required for an entry irRDETING

section.
Parameter Characteristics
criterion_name This is a string value with a maximum length of 15 characters.

For BEA TUXEDO data-dependent routing, it is the routing criteria name that you
specified as th®@OUTINGparameter in th8ERVICESsection.

FIELD The name of the buffer field on which the routing is to be done.

In BEA TUXEDO data-dependent routing, this value is the name BMidield (for FML
buffers) orVIEW structure element name (/tEW buffers). This is the actual field that is
used to route the message. It may be of any data type.

FIELDTYPE Specifies the type of the routing field. Field types supported are:
SHORT -215 ... 25.1 (16 bit)
LoNng -B1 ... 21.1 (32bit)
FLOAT IEEE single-precision floating point numbers
DOUBLE IEEE double-precision numbers

CHAR A single character; an 8-bit quantity
STRING A null-terminated character array
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Parameter

Characteristics

RANGES

The limits assigned to each criteria. The synt&ABIGES="[vall [- val2 ]: groupl ]

[, val3 [- val4 ]. group2 ]...[,*: groupn |’

vall isavalueyall - val2 isarangegroupn is either a group name or the wildcard
character (*) denoting all group nameal can be a number, a quote-enclosed (') string,
or MIN or MAX A wildcard in place of a range meadatch-All that is,No Limitto the
number of ranges.

BUFTYPE

For BEA TUXEDO data-dependent routing, the buffer type allowed. This parameter is
similar to itsSERVICESsection counterpart in that it restricts the routing criteria to a
specific set of buffer types and subtypes. GiLandVIEWtypes can be used for
routing. The syntax is the same as the syntax ilsHRVICESsection, a
semicolon-separated list dfype : subtype [, subtype ].You can specify only one
type for routing criteria. This restriction limits the number of buffer types allowed in
routing services.

Specifying Range Criteria in the ROUTING Section

TheRANGE$arameter provides the actual mapping between field value and group
name. Its syntax is as follows.

RANGES="[vall [- val2 |. groupl ][, val3 [- val4 ]. group2]...[*: groupn |’

wherevall ,val2 , and so on, are values of that field anslipn may be either a group
name or the wildcard character (*) denoting that any group may be selected. The *
character occupying the placewsd at the end is €atch-Allchoice, that is, it

specifies what to do if the data does not fall into any range that has been specified.
vall is a number when it appears in numeric fields, and is enclosed in single quotes
() when it appears iISTRING or CARRAYfields. The field valuesIN andMAX(not
enclosed in quotes) are provided to allmachine minimum and maximuwata values

to be expressed. There is no limit to the number of ranges that may be specified, bu
all routing information is stored in shared memory and incurs a cost there.

Note: Overlapping ranges are allowed, but values that belong to both ranges map t
the first group. For example, BANGESs specified as
RANGES="0-5:Group1,3-5:Group2" , then a range value afroutes to
Groupl.
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Configuring Network Information

You can configure network groups in tRETGROUPandNETWORKections of an
application’sUBBCONFIdile.

Note: For specific information about the tasks involved, see Chapter 6, “Building
Networked Applications.”

Specifying Information in the NETGROUPS Section

TheNETGROUPSection of th&JBBCONFIdile describes the network groups available

to an application in a LAN environment. There is no limit to the number of network
groups to which a pair of machines may be assigned. The method of communication
to be used by members of different networks in a network group is determined by the
priority mechanismNETPRIO).

Every LMID must be a member of the default network grax@FAULTNEY. The
network group number for this group (that is, the valusBIfGRPNOMuSst be zero.
However, you can modify the default priority @EFAULTNET Networks defined in
releases of the BEA TUXEDO system prior to Release 6.4 are assigned to the
DEFAULTNETetwork group.

Specifying the NETGRPNO, NETPRIO, NETGROUP, MAXNETGROUPS, and
MAXPENDINGBYTES Parameters

The NETGRPNONETPRIQ NETGROURMAXNETGROUPS8NAMAXPENDINGBYTES
parameters have the following characteristics.

Parameter Required/Optional Description
NETGRPNO = Required A unique network group number that you must assign to use in
numeric_value failover and failback situations. If this entry describes

DEFAULTNETthe numeric value must be zero.
Communication with pre-v6.4 releases of the BEA TUXEDO
system use onIPEFAULTNET
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Parameter Required/Optional Description
NETPRIO = Optional The priority of this network group. A pair of machines in
numeric_value multiple network groups of the same priority communicates

simultaneously over the circuits with the highest priority. If all
network circuits of a certain priority are torn down by the
administrator or by network conditions, the next lowest priority
circuit is used. Retries of the higher priority circuits are
attempted. This value must be greater than zero and less than
8,192. If not specified, the default is 100.

Note: In v6.4 of the BEA TUXEDO system, parallel data
circuits are prioritized by the network group number
(NETGRPNQparameter within the priority group
number. In future releases, a different
algorithm/mechanism may be used to prioritize
parallel data circuits.

NETGROUP = Required The network group associated with this network entry. All

string_value network entries with IETGROUParameter oDEFAULTNET
are represented in tfle MACHINEclass, whileNETWORK
entries associated with any ottNETGROURre represented in
the T_NETMARIass to interoperate with previous releases.

MAXNETGROUPS  Optional Allows more netgroups to be defined than the default (8).

MAXPENDINGBYTES Optional MAXPENDINGBYTES&nables you to configure the maximum
size of data waiting for the network to become available. There
are two situations wheMAXPENDINGBYTERS significant:

4 When theBRIDGErequests an asynchronous connection
4 When all circuits are busy

You can configure larger computers that have more memory
and disk space, with larggtAXPENDINGBYTE%nd smaller
computers with smalle’AXPENDINGBYTE®Because
connections were always synchronous in v6.3 of the BEA
TUXEDO system, situation (1) above did not apply.

Sample Network Groups Configuration

You can associate network addresses with a network group. The following example
illustrates how this capability may be useful.
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First State Bank has a network of five machines (A-E). Each machine belongs to two
or three of four netgroups that you have defined in the following way:

4 DEFAULTNET(the default network, which is the corporate WAN)
¢ MAGENTA_GROUR LAN)

¢ BLUE_GROUFa LAN)
¢

GREEN_GROUR private LAN that provides high-speed, fiber, point-to-point
links between member machines)

Every machine belongs @EFAULTNET(the corporate WAN). In addition, each
machine is associated with either MRGENTA_GROUWP theBLUE_GROUPFinally,

some machines in tMAGENTA_GROUWRAN also belong to the privatBREEN_GROUP
Figure 3-1 shows machines A through E in the networks for which they have network
addresses.

Figure 3-1 Example of a Network Grouping

MAGENTA GROUP BLUE_GROUP

GREEN_GROUP

CORPORATE_WAN

The following table shows you which machines have addresses for which groups.

Machine Has Addresses for These Groups

Aand B DEFAULTNET(the corporate WAN)
MAGENTA_GROUPAN)
GREEN_GROURAN)

C DEFAULTNET(the corporate WAN)
MAGENTA_GROUPAN)
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Machine Has Addresses for These Groups

DandE DEFAULTNETthe corporate WAN)
BLUE_GROURLAN)

Note: Because the local area networks are not routed among the locations, machir
D (in theBLUE_GROURAN) may contact machine A (in theREEN_GROUP
LAN) only by using the single address they have in common: the corporate
WAN network address.
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Configuring the UBBCONFIG File with Netgroups

To set up the configuration just described, the First State Bank system administrator
defines each group in tNETGROUPSection of theJBBCONFIdile, as shown in
Listing 3-1.

Listing 3-1 Sample NETGROUPS and NETWORK Sections

NETGROUPS

DEFAULTNET NETGRPNO =0 NETPRIO = 100 #default
BLUE_GROUP NETGRPNO =9 NETPRIO =100
MAGENTA_GROUP NETGRPNO =125 NETPRIO =200

GREEN_GROUP  NETGRPNO =13 NETPRIO = 200

NETWORK

A NETGROUP=DEFAULTNET NADDR="//A_CORPORATE:5723"
A NETGROUP=MAGENTA_GROUP NADDR="//A_MAGENTA:5724"
A NETGROUP=GREEN_GROUP NADDR="//A_GREEN:5725"

B NETGROUP=DEFAULTNET NADDR="//B_CORPORATE:5723"
B NETGROUP=MAGENTA_GROUP NADDR="//B_MAGENTA:5724"
B NETGROUP=GREEN_GROUP NADDR="//B_GREEN:5725"

C NETGROUP=DEFAULTNET NADDR="//C_CORPORATE:5723"
C NETGROUP=MAGENTA_GROUP NADDR="//C_MAGENTA:5724"
D NETGROUP=DEFAULTNET NADDR="//[D_CORPORATE:5723"
D NETGROUP=BLUE_GROUP NADDR="//D_BLUE:5726"

E NETGROUP=DEFAULTNET NADDR="//E_CORPORATE:5723"

E NETGROUP=BLUE_GROUP NADDR="//E_BLUE:5726"
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CHAPTER

4  Starting and Shutting
Down Applications

This chapter describes how to ensure that your application is ready to be booted, how
to boot it, and how to shut it down. There are also procedures that help you resolve
some problems you may run into when you first begin to start and shut down your BEA
TUXEDO system application.

Topics covered in this chapter are:

L4

¢
¢
¢

Starting Applications
Shutting Down Applications
Using tmshutdown

Clearing Common Problems

Starting Applications

Before you issue the command to start an application, make sure you have completed
all of the tasks in the prerequisite checklist, described in the following section.

Prerequisite Checklist

Complete the following tasks before booting your application.
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Table 4-1 Preliminary Tasks

Task Procedure

1 Set Environment Variables

2 Create TUXCONFIG

3 Propagate the BEA TUXEDO
Software

4 Create a TLOG Device

5 Start tlisten at All Sites (MP
environments)

Set Environment Variables

Set and export variabl@®XDIR, TUXCONFIGPATH andLD_LIBRARY_PATHso that
they are in your environment as the system is booted. For example:

$TUXDIR=<path_name_of TUX_home_directory >
$TUXCONFIG=path_name_of TUXCONFIG >
$PATH=$PATH:$TUXDIR/bin
$LD_LIBRARY_PATH=<path_name_of_shared_libraries >
export TUXDIR TUXCONFIG PATH LD_LIBRARY_PATH

Replace the substitutable strings (showntdfic ) with the path names appropriate
for your installation. Other environment variables can be specifiedEN®RILE. (See
ubbconfig  (5).)

On AlX, LIBPATH must be setinsteadiob_LIBRARY_PATH On HPUX,SHLIB_PATH
must be set instead bb_LIBRARY_PATH On NT, no variable for shared libraries is
required.

Create TUXCONFIG

TUXCONFIGs a binary version of the text configuration file. Tihdoadcf (1)
command converts the configuration file to binary form and writes it to the location
given in theTUXCONFIGvariable.

Enter the command as follows:
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$ tmloadcf [-n] [-y] [-c] [-b blocks 1{ ubbconfig_file |-}

Note: You must be logged in on thtaSTERMachine and have the effective user ID
of the owner of the configuration file.

You may want to consider the following options before you credeCONFIG

-c Calculate minimum IPC resources of the configuration.
-n Do a syntax check only; report errors.

The-c and-n options do not load thEUXCONFIile.

UNIX IPC resources are platform specific. If you use theption, check the platform
data sheet for your platform in Appendix A of BBEA TUXEDO Installation Guide
to judge whether you need to make some chanfygsu do want to change IPC
resources, check the administration guide for your platform.

If the -n option indicates syntax errors in the configuration file, correct the errors
before you proceed.

For ubbconfig_file , substitute the fully qualified name of your configuration file.

When you are ready to create theXCONFIGfle, you may want to consider the
following options:

-b Limit the size of th@UXCONFIGile.
-y Overwrite the existinUXCONFIGfile without asking.

The-b option takes an argument that limits the number of blocks used to store the
TUXCONFIGfile. Use it if you are installingUXCONFIGon a raw disk device that has
not been initialized. The option is not recommendd@dXCONFIGwill be stored in a
regular UNIX system file.

Propagate the BEA TUXEDO Software

TUXCONFIGs automatically propagated to all machines in your configuration by the
BEA TUXEDO system software when you nuitboot (1), but there are other files that
need to be present on all machines. Table 4-2 is a list of files and directories needed
for a networked application.
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Table 4-2 Propagating Directories or Files

Directory or File Comments

APPDIR The directory named in tH8PPDIR variable must be created
on each node. It is helpful if this directory has the same path
name on all nodes.

Executables Application servers must be built once for each platform type,
and must be manually propagated to other machines of that
platform (that is, BEA TUXEDO does not do this
automatically). Store the executableAIRPDIR, or in a
directory pointed to in RATHvariable inENVFILES in the
MACHINESsection.

Field tables Depending on the requirements of application services (that is,
VIEW files if FML or VIEWSbuffer types are used), field tables AHBW
description files must be manually propagated to machines
where they are used, then recompiled. &édhdr (1) to
make a header file out of a field table file; wgawc (1) to
compile avIEWfile. The FML field tables an’IEW
description files should be available through the environment
variablesFLDTBLDIR, FIELDTBLS, VIEWDIR, and
VIEWFILES, or their 32-bit equivalents.

tlisten Thetlisten process must be started on each machine of a
networked BEA TUXEDO application. Séisten  (1). The
tlisten process must be started before the application is
booted.

Note: You must defind UXDIR, TUXCONFIGAPPDIR,
and other relevant environment variables before
startingtlisten

Create a TLOG Device

To create distributed transaction processing, you must have a global transaction log
(TLOG on each participating machine. To defineL®G you must set several
parameters in thIACHINESsection of the configuration file. You must create the
device list entry for th&LOGDEVICEon each machine where&raOGis needed. It can

be done before or afteluUXCONFIGhas been loaded, but must be done before the
system is booted.
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To create an entry in the UDL for theOGdevice:

1. On the master node with the application inactive, involkemin -c
The -c option bringgmadmin up in configuration mode.

2. Enter the command:
crdl -z config -b  blocks

where-z config specifies the full path name for the device where the UDL
should be created (that is, where Th@©Gwill reside), andb blocks specifies
the number of blocks to be allocated on the device. The valem@j should
match the value of tHELOGDEVICEparameter in th®IACHINESsection. If
config is not specified, it defaults to the value of the vari®@s€ONFIG(which
points to the application’s databases).

3. Repeat Steps 1 and 2 on each node of your application that is expected to be
involved with global transactions.

If the TLOGDEVICHS mirrored between two machines, Step 3 is not required on the
paired machine. To be recoverable, TheGshould preferably be on a device that can
be mirrored. Because theOGis too small (typically,100 pages) to warrant having a
whole disk partition to itself, the expectation is thattbeGwill be stored on the same
raw disk slice as the application's databaB8SONFIGis the environment variable
used by the system. Therefore, tihadmin crdl command defaults tBSCONFIG

Start tlisten at All Sites

To have a networked application, a listener process must be running on each machine.

This step is required if you are running the application on more than one machine, as
established by th'ODEL MPparameter in thRESOURCESection of the application’s
UBBCONFIdile.

Note: You must definfFUXDIR, TUXCONFIGAPPDIR, and other relevant
environment variables before startitigten

The port on which the process is listening must be the same as the port specified for
NLSADDRN theNETWORRection of the configuration file. On each machine, use the
tisten (1) command, as follows:

tlisten [ -d device - nisaddr [-u{ uid-# | uid-name }][-z bits|
1[-Z bits ]
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The options to this command are as follows.

-d device

The full path name of the network device. For the BEA TUXEDO system
version 6.4 or above, this option is not required. For earlier versions of the
BEA TUXEDO system (v6.3 and lower), some network providers (TCP/IP,
for example) require this information.

-l nilsaddr

The network address as specified for this machingr) in theNETWORK
section of the configuration fileusaddr can be specified in any of the
formats that can be specified for theDDRparameter in the same section. If
the address has the fooxhex-digits or\\xhex-digits , it must contain
an even number of valid hexadecimal digits.

TCP/IP addresses may be in the //#.#gbdt: format or the
/I machine-name : port format.

tmloadcf (1) prints an error ifilsaddr is missing from any entry but the

entry for theMASTER LMID, for which it prints a warning. However, if

nisaddr is missing from th&ASTER LMIDentry,tmadmin (1) is not able to

run in administrator mode on remote machines; it will be limited to read-only
operations. This also means that the backup site is unable to reboot the mast
site after failure.

-u uid-# or uid-name

-z [bits

-Z [bits

Can be used to have thisten  process run as the indicated user. This
option is required if thdisten (1) command is run byot on a remote
machine.

]
When establishing a network link between a BEA TUXEDO administrative

process antisten , require at least this minimum level of encryption. Zero
(0) means no encryption, while 40 and 128 specify the length (in bits) of the
encryption key. If this minimum level of encryption cannot be met, link
establishment fails. The default is zero.

]
When establishing a network link between a BEA TUXEDO administrative

process andisten , allow encryption up to this level. Zero (0) means no
encryption, while 40 and 128 specify the length (in bits) of the encryption
key. The defaultis 128. The and-z options are available only if either the
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International or Domestic BEA TUXEDO Security Add-on Package is
installed.

Booting the Application

Once the preliminaries have been successfully completed, you are ready to bring up
the application, as described in the following section.

Using tmboot

The user who created thieIXCONFIGile is considered the administrator of the
application. Only this user can execttdoot (1).

The application is normally booted from the machine designated &®8®ERN the
RESOURCESection of the configuration file or tlBACKUP MASTERcting as the
MASTERThe-b option allows some deviation from this rule.

Fortmboot (1) to find executables, the BEA TUXEDO system processes, such as the
BBL, must be located ifTUXDIR/bin . Application servers should be APPDIR as
specified in the configuration file.

When booting application servetsiboot (1) uses th€LOPT SEQUENCESRVGRP
SRVID, andMIN parameters from the configuration file.

Application servers are booted in the order specified by $EfUENCParameter, if
SEQUENCHSs used. IfSEQUENCIHs not specified, servers are booted in the order in
which they appear in the configuration file.

The command line should look something like the following (this is a greatly
simplified example):

$ tmboot [-g grpname] [-0 sequence ] [-S] [-A] [-Y]

The options shown have the meanings listed in Table 4-3.

Table 4-3 tmboot Options

Option Meaning

-g grpname Boot all TMS and application servers in groups using this
grpname parameter.
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Table 4-3 tmboot Options

Option

Meaning

-0 sequence

Boot all servers in the order shown in theitQUENCE
parameter.

-S server-name

Boot individual servers.

-S Boot all servers listed in tHeERVERSection.

-A Boot all administrative servers for machines listed in the
MACHINESsection. This ensures that thBBL, BBL, and
BRIDGEprocesses are started in the proper order.

-y Provides an automatic “yes” response to the prompt that

asks if all administrative and application servers should be
booted. This prompt appears only if no options that limit
the scope of the command ( groname , for example) are
specified.

There are many more options than are shown in the example. For a complete listing ¢
thetmboot options, see thenboot (1) reference page in tlBEA TUXEDO Reference
Manual

Default Boot Sequence for a Small Application

4-8

The following scenario shows the order of processing when booting a two-machine
configuration. This is not a procedure that you have to initiate; it is what the software
does if you enter the following command.

prompt> tmboot -y

1.

tmboot comes up on thASTERsite and processes thiegXCONFIGile, creating a
“to do” list for itself.

. tmboot boots thedBBLon theMASTERmachine.

. tmboot boots theBBL on theMASTERmMachine, which creates the shared memory

Bulletin Board.

. tmboot boots theBRIDGEon theMASTERmMachine, which establishes its listening

address.
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5. tmboot establishes a connection with the remotettisten  process and
propagates thEUXCONFIGile to the remote site if it is not already there.

6. tmboot boots 8BBSBRIDGE TheBSBRIDGEestablishes a connection back to the
BRIDGE process on th®IASTERmachine.

7. tmboot boots éBBL TheBBL creates the local Bulletin Board and sends a request
to theDBBLVvia theBSBRIDGE to register it as a server. The reply from DiBsL
contains a complete copy of teSTERBulletin Board and theBL updates its
Bulletin Board with the information.

8. tmboot boots 8BBRIDGE TheBRIDGE establishes a connection back to the
BRIDGE on theMASTERSite, at which point it tells theRSBRIDGEto go away since
it is no longer needed.

9. tmboot can then boot the application servers.

10.tmboot boots the local application servers first, then boots the remote application
servers.

11.tmboot is now finished processing and leaves gracefully.

Optimized Boot Sequence for Large Applications

The boot sequence recommended for larger applications is shown here. This sequence
boots entire machines in a single step rather than taking all the steps used to boot two
machines in the default sequence. The optimized sequence can be explained as
follows.

1. Boot the entirASTERmachine first. This is done by using tivel combination.
2. Boot the entire remote machine. This is done by usingBthie combination.

This method is faster because the number of system messages is far smaller. In large
applications (more than 50 machines), this method generally reduces boot time by
50%.

In a configuration with a slow network, boot time can be improved by first booting the
machines that have higher speed connections taAls#ERMachine.
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Shutting Down Applications

4-10

Thetmshutdown (1) command is provided for shutting down an application.
The rules for use of this command are very similar to thoselabt (1).

Administrators face several problems when shutting down an application. The two
most common situations are discussed in the last section of this chapter.

Thetmshutdown (1) command is the inverse of timhoot (1) command. It shuts
down part or all of the BEA TUXEDO system application.

When the entire application is shut downshutdown (1) removes the IPC resources
associated with the BEA TUXEDO system.

The options used hynboot (1) for partial booting-&,-g ,-1 ,-S ,-s ,-I ,-M,-B)
are supported itmshutdown (1). Note that theb option, which allowsmboot to be
used from a noMASTERMachine, is not supported ffshutdown ; thetmshutdown
command must be entered from tWeSTERor BACKUP MASTERmachine.

If servers are to be migrated, tfRe option must be used. This shuts the servers down
without removing the Bulletin Board entries.

If a node is partitionedmshutdown (1) with the-P Imid option can be run on the
partitioned machine to shut down the servers on that machine.

tmshutdown (1) will not shut down the administrative server BBL on a machine that
has clients attached. The option can be used to override this feature. This option is
needed when a machine must be brought down immediately and the administrator h:
been unable to contact the clients.

The-w delay option can be used to force a hard shutdown attley seconds. This
option suspends all servers immediately so that additional work cannot be queued. Tt
value ofdelay should allow time for requests already queued to be serviced. After
delay seconds, 8IGKILL signal is sent to the servers. This option enables the
administrator to shut down servers that are looping or blocked in application code.

Always check the details of a command suctmasutdown (1) in theBEA TUXEDO
Reference Manuab make sure you have the most recent information on available
options.
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Using tmshutdown

The user creating tHEUXCONFIGile is considered to be the administrator of the
application. Only this user can executghutdown (1).

The application can be shut down only from the machine designatessagRn the
configuration file. When thBACKURMASTERS acting as th®IASTERIt is considered
to be theMASTERor shutdown purposes.

The only exception to this rule is a partitioned machine. By usingtloption, the
administrator can run the command from the partitioned machine to shut down the
application at that site.

Application servers are shut down in the reverse order specified bySH@BIENCE
parameter, or by reverse order of their appearance in the configuration file. If some
servers hav6 EQUENCBumbers and others do not, the unnumbered servers are the
first to be shut down, followed by the application servers @tpUENCBuUmMbers (in
reverse order). Finally, administrative servers are shut down.

When an application is shut down, all the IPC resources allocated by the BEA
TUXEDO system are removed. Note tia¢hutdown does not remove IPC resources
allocated by the DBMS.

Clearing Common Problems

There are several problems that you may encounter when first working with the BEA
TUXEDO system. This section lists and discusses some of the common startup and
shutdown problems.

Common Startup Problems

This section describes a few problems you may encounter when starting your first BEA
TUXEDO system application. Evidence that a problem exists comes in the form of a
message tLOG a message to your screen, or both, as follows:
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TLOG Not Created
Server Not Built Correctly

Incorrect OPENINFO String

> & & o

Unable to Propagate the BEA TUXEDO System

TLOG Not Created

If the transaction logTLOQ fails to get created, a message is sent to the user log
(ULoQ.

The message includes the message catalog name, the unique message number wit
the catalog, and the reason for the failure. For example, one such message is:

CMDTUX 142 ERROR: Identifier for TLOGNAME must be <= len characters in length

TLOGNAMEannot be more than 30 characters long.

Problems of this kind can be avoided if you check the syntax ofittbeparameters
in the MACHINESsection of theJBBCONFIdile (seeubbconfig (5)).

Following are other reasons why theOGmight not get created:
4 The person entering the command may lack the authority to do so.
4+ File permissions may not allow you to write to the device.

4 There is not enough space to create the file.

Server Not Built Correctly

4-12

Following are two reasons a server may not start correctly:
4 buildserver (1) fails

4 buildserver (1) succeeds but the server comes up with the wrong services

buildserver(1) failure

An error in this area should be noticed before you attempt to boot a BEA TUXEDO
system applicatiorbuildserver (1) is used to compile application code, combining
the services to be offered by a server into the executable module. If the code fails tc
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compile, the causes can be that an incorrect compiler was specified, the needed
libraries were not found, needed service modules were not found, there is a problem in
the code, and so forth. Pay close attention to the error messages and coBdtdt the
TUXEDO Reference Manual

server comes up with wrong services

Problems in this area can often be attributed to an incate@mTparameter for the

server CLOPTIs an abbreviation for “command-line options”). ThieOPTparameter

is assigned in thBERVERSsection of theJBBCONFIile. It carries command-line

options that apply to a server when the server is booted. The options are defined on the
servopts  (5) reference page. Refer to this page anditheonfig (5) reference page

for help on debugging the problem.

Another cause for a server coming up with the wrong services could be an incorrect
specification of services when the server is built. While services are usually in a
module of code that has a mnemonic name, there is no requirement that this be the case.
Servicea, for example, may actually be performed by functipwhich could lead to

an error.

Incorrect OPENINFO String

The OPENINFOstring is specified in theROUPSection of theJBBCONFIdile. It

carries information needed by servers in the group when they try to open an application
database. There is a very specific form for the information that is agreed to by vendors
of XA-compliant DBMS; the information is stored in the BEA TUXEDO system file
$TUXDIR/udataobj/RM.

Note: After changing th@PENINFOstring, BEA recommends that you reboot the
servers that use this resource manager (RM).

To clear a problem:

1. Check thaBEA TUXEDO System Message Marfoalan explanation of the error
message.

If this does not resolve the problem, go to Step 2.

2. Check the syntax of th@PENINFOparameter as specified in tB@OUPSection
of ubbconfig  (5).

If the problem persists, go to Step 3.
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3. Look in$TUXDIR/udataobj/RM  to see how the information for your DBMS
needs to be specified.

Unable to Propagate the BEA TUXEDO System

In a networked application, there are several reasons why the system may not be at
to propagate thEUXCONFIGfile. The generic message is as follows:

cannot propagate TUXCONFIG file

Following are possible reasons for the failure:

4 No listener on the remote machine

4 Mismatched address specifications for the listener on the remote machine
¢ Group ID and/or the user ID are not the same on both machines

4 Access (permissions) problems

Table 4-4 shows a possible solution for each propagation problem.

Table 4-4 Possible Solutions to Propagation Failure

Problem Solution

Application fails to boot Itlisten password security is enabled, check that
thetlisten passwords match on both machines. The
match is required.

Listener process not started orCheck that th& UXDIR, TUXCONFIGAPPDIR, and

remote machine other relevant environment variables are set on the
remote machine, before starting the listener. Then use
thetlisten (1) command to start the listener.

Listener started at address  Correct the listener address and rerurtltbien (1)
different from theNLSADDR command.
in the configuration file

Group ID and/or the User ID Change the IDs to be the same or specify the correct IDs
are not the same on both in theMACHINESsection for that machine.
machines
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Table 4-4 Possible Solutions to Propagation Failure

Problem Solution

Wrong permissions on Change the permissions to the appropriate values.
files/directories on remote

machine
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Common Shutdown Problems

The two most common problems encountered when shutting down applications are
shown with solutions in Table 4-5.

Table 4-5 Two Common Shutdown Problems and Their Solutions

Problem Solution

Shutting down administrative The BEA TUXEDO system does not allow this action
servers before application because the administrative servers are needed even after
servers all application servers are shut down. If you want to shut

down a machine, the application servers must be shut
down ahead of the administrative servers. Use the
tmshutdown -1 ,-S,-s,-g, and-| options beforeA,
-M, and-B.

Unable to shut down a machineAs a rule, the BEA TUXEDO system does not allow this.

with clients attached However, if the client cannot be contacted,-theoption
can be used to shut down BBL while it still has clients
attached. There are consequences to client applications
that must be considered before taking this action.

Try runningtmshutdown  with the-w delay option to
shut down servers forcibly aftelelay seconds, or run
tmshutdown with the-c option to shut down thBBL,
even though it has clients attached.
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5 Distributing
Applications

This chapter discusses the following topics:
4 Why Distribute an Application?
4 Using Data-dependent Routing

4 Modifying and Creating the UBBCONFIG Sections for a Distributed
Application

¢ Example of UBBCONFIG Sections in a Distributed Application

4+ Modifying the Domain Gateway Configuration File to Support Routing

Why Distribute an Application?

Distributing an application enables you to select which parts of an application should
be grouped together logically and where these groups should run. You distribute an
application by creating more than one entry in@GR©UPSection of theJBBCONFIG

file, and by dividing application resources or tasks among the groups. Creating groups
of servers enables you to partition a very large application into its component business
applications and, in turn, to partition each of these applications into logical
components of manageable size and optimal location.
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Benefits of a Distributed Application

L4

Scalability—The load an application can sustain can be increased by placing
extra server processes in a group; adding machines to the application and
redistributing the groups across the machines; replicating a group onto other
machines within the application and using load balancing; segmenting a databas
and using data-dependent routing to reach the groups dealing with these separa
database segments.

Ease of development/maintainability—The separation of the business applicatior
logic into services or components that communicate through well-defined
messages or interfaces allows both development and maintenance to be similarl
separated and so simplified.

Resilience—When multiple machines are in use and one fails, the remainder car
continue operation. Similarly, when multiple server processes are within a group
and one fails, the others are present to perform work. Finally, if a machine
should break, but there are multiple machines within the application, these other
machines can be used to perform the work of the application.

Coordination of autonomous actions—If you have separate applications, you car
coordinate autonomous actions among the applications. You can coordinate
autonomous actionas a single logicalnit of work Autonomous actiorsre

actions that involve multiple server groups and/or multiple resource manager
interfaces.

Characteristics of Distributing an Application

5-2

A distributed application has the following characteristics:

* & & & o o

Enlarges the client and/or server model

Establishes multiple server groups

Enables transparent access to BEA TUXEDO services
Allows data-dependent partitioning of data

Enables management of multiple resources

Supports a networked model
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Using Data-dependent Routing

Data-dependent routing is a mechanism whereby a service request is routed by a client
(or a server acting as a client) to a server within a specific group based on a data value
contained within the buffer that is sent. Within the internal code of a service call, the
BEA TUXEDO system chooses a destination server by comparing a data field with the
routing criteria it finds in the Bulletin Board shared memory.

For any given service, a routing criteria identifier can be specified iBER¥ICES
section of th&/BBCONFIdile. The routing criteria identifier, in particular, the mapping
of data ranges to server groups, is specified iRth&TINGsection.

Characteristics of Data-dependent Routing

Data-dependent routing has the following characteristics:
4 The service request assigned to a server in the group is based on a data value.
4 Routing uses the Bulletin Board criteria and occurs in a server call.

4 The routing criteria identifier for a service is specified in$ERVICESsection
of theUBBCONFIdile.

4 The routing criteria identifier is defined in tROUTINGsection of the
UBBCONFIdile.

Example: A Distributed Application

The following table illustrates how client requests are routed to servers. In this
example, a banking application calleghkapp uses data-dependent routing. For
bankapp , there are three groupBANKB1 BANKB2 andBANKBJ3, and two routing
criteria (Account ID  andBranch ID ). The serviceVITHDRAWDEPOSIT, and
INQUIRY are routed using theccount_ID field; the service®PENandCLOSEare
routed using th&ranch_ID field.
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Server Group

Routing Criteria Used

For These Services

BANKB1 Account_ID: 10000 - 49999 WITHDRAWDEPOSIT, and
INQUIRY
Branch_ID: 1-4 OPENandCLOSE
BANKB2 Account_ID: 50000 - 79999 WITHDRAWDEPOSIT, and
INQUIRY
Branch_ID:5-7 OPENandCLOSE
BANKB3 Account_ID: 80000 - 109999 WITHDRAWDEPOSIT, and
INQUIRY
Branch_ID: 8 - 10 OPENandCLOSE

Modifying and Creating the UBBCONFIG
Sections for a Distributed Application

5-4

Data-dependent routing is described in tiB8CONFIdile, as follows:

¢ TheGROUPSection is populated with as many server groups as are required for
distributing the system. This allows the system to route a request to a server in a
specific group. These groups can all reside on the samekitende) or, if
there is networking, the groups can reside on different sites¢de).

¢ For data-dependent routing in the BEA TUXEDO systemst#RVICESsection
must list the routing criteria for each service that use®@h¢TINGparameter.

Note: If a service has multiple entries, each with a diffegRNGRmarameter,
all such entries must SROUTINGthe same way. Otherwise, routing cannot
be done consistently for that service. A service can route only on one field,
which must be the same for all the same services.

4 You must add &OUTINGsection to the configuration file to show mappings
between data ranges and groups. This allows the system to send the request to
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server in a specific group. EaBOUTINGSsection item contains an identifier that
is used in the&sSERVICESsection.

Modifying the GROUPS Section

Parameters in theROUPSection implement two important aspects of distributed
transaction processing. They associate a group of servers with a partitoland a
particular instance of a resource manager. In addition, by allowing a saamntb

be associated with the server group, they name an alternate machine to which a group
of servers can be migrated if tlGRATEOption is specified. Table 5-1 describes the
parameters in theROUPSection.

Table 5-1 Description of the GROUPS Section Parameters

Parameter Meaning

LMID LMID must be assigned in tMACHINESsection. It indicates that
this server group runs on this particular machine. A setbhb
value can be specified (separated from the first by a comma) to
name an alternate machine to which this server group can be
migrated if theMIGRATEoption has been specified. Servers in the
group must specifRESTART=Mo migrate.

GRPNO GRPNGs a required parameter that associates a numeric group
number with this server group. The number must be greater than
0 and less than 30000. It must be unique among entries in the
GROUPSection in this configuration file.

TMSNAME Specifies which transaction management seri&lg should be
associated with this server group.

TMSCOUNT An optional parameter that can be used to specify how many
copies ofTMSNAMEhould be started for this server group. The
minimum value i. If not specified, the default &. All
TMSNAMEervers started for a server group are automatically set
up in anMSSCset.
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Parameter Meaning

OPENINFO Specifies information needed to open a particular instance of a
particular resource manager, or it indicates that such information
is not required for this server group. When a resource manager is
named in th®©PENINFOparameter, information such as the
name of the database and the access mode is included. The entire
value string must be enclosed in double quotes and must not be
more than 256 characters. The format of@RENINFOstring is
dependent on the requirements of the vendor providing the
underlying resource manager. The string required by the vendor
must be prefixed withm_name:, which is the published name of
the vendor's transaction (XA) interface followed immediately by
a colon ().

TheOPENINFOparameter is ignored TMSNAMIS not set or is

set toTMS If TMSNAMES set but th©PENINFOstring is set to

the null string (*") or if this parameter does not appear on the
entry, it means that a resource manager exists for the group but
does not require any information for executing an open operation.

CLOSEINFO Specifies information the resource manager needs when closing a
database. The parameter can be omitted or the null string can be
specified. The default is the null string.

Modifying the SERVICES Section

5-6

The SERVICESsection contains parameters that control the way application services
are handled. An entry line in this section is associated with a service by its identifier
name. Because the same service can be link edited with more than one server, the
SRVGRRarameter is provided to tie the parameters for an instance of a service to a
particular group of servers. Three parameters iISHR/ICESsection are particularly
related to DTPROUTING AUTOTRANandTRANTIME Table 5-2 describes the
parameters in thBERVICESsection.

Table 5-2 Description of the SERVICES Section Parameters
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Parameter Meaning

ROUTING The ROUTINGparameter in th€ ERVICESsection points to an
entry in theROUTINGsection where data-dependent routing is
specified for transactions that request this service.

AUTOTRAN Setting theAUTOTRANparameter t&Y or Ndetermines whether
a transaction should be started automatically if a message
received by this service is not already in transaction mode.The
default isN. Use of the parameter should be coordinated with the
programmers coding the services for your application.

TRANTIME The TRANTIMEparameter sets a timeout value in seconds for
transactions automatically started in this service. The defaultis 30
seconds. ThERANTIMEparameter is needed onhfAUTOTRAN
=Y, and not even then if the default is acceptable.

Sample SERVICES Section
The following listing shows a samp8ERVICESsection.
SERVICES
WITHDRAW ROUTING=ACCOUNT_ID

DEPOSIT ROUTING=ACCOUNT_ID
OPEN_ACCT ROUTING=BRANCH_ID

Creating the ROUTING Section

For information abouROUTINGparameters that support the BEA TUXEDO system
data-dependent routing, see Chapter 3, “Creating a Configuration File.”
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Example of UBBCONFIG Sections in a
Distributed Application

The followingUBBCONFIdile contains th&SROUPSSERVICES andROUTINGsections
of a configuration file to accomplish data-dependent routing in the BEA TUXEDO

system.

GROUPS

BANKB1 GRPNO=1

BANKB2 GRPNO=2

BANKB3 GRPNO=3

#

SERVICES

WITHDRAW ROUTING=ACCOUNT_ID
DEPOSIT ROUTING=ACCOUNT_ID
INQUIRY ROUTING=ACCOUNT_ID

OPEN_ACCT ~ ROUTING=BRANCH_ID
CLOSE_ACCT  ROUTING=BRANCH_ID
#
ROUTING
ACCOUNT_ID  FIELD=ACCOUNT_ID BUFTYPE="FML"
RANGES="MIN - 9999:*,
10000-49999:BANKB1,
50000-79999:BANKB2,
80000-109999:BANKBS3,
ek
BRANCH_ID  FIELD=BRANCH_ID BUFTYPE="FML"
RANGES="MIN - 0:*,
1-4:BANKBL,
5-7:BANKB2,
8-10:BANKB3,

*ek
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Modifying the Domain Gateway
Configuration File to Support Routing

This section explains how and why you need to modify the domain gateway
configuration to support routing. For more information about the domain gateway
configuration file, see Chapter 8, “Working with Multiple Domains.”

What Is the Domains Gateway Configuration File?

All Domains gateway configuration information is stored in a binary file, the
BDMCONFIdile. TheDMCONFIdile (ASCII) is created and edited with any text editor.
The compiledBDMCONFIdile can be updated while the system is running by using the
dmadmin (1) command.

You must have onBDMCONFIdile for each BEA TUXEDO application to which you
want to add Domains functionality. System access t@th¢CONFIdile is provided
through the Domains administrative senmviADES). When a gateway group is
booted, the gateway administrative ser@nAD®), requests from theMADMerver

a copy of the configuration required by that group. TmaDMerver and thBMADM
server also ensure that run-time changes to the configuration are reflected in the
corresponding Domains gateway groups.

Note: For more information about tiBMCONFIdile, refer to thedmconfig (5)
reference page in tREA TUXEDO Reference Manual

Description of Parameters in the ROUTING Section of the
DMCONFIG File

TheDM_ROUTINGection provides information for data-dependent routing of service
requests usingML, VIEW, X_C_TYPE andX_COMMOtyped buffers. Lines within the
DM_ROUTINGection have the for@RITERION_NAMEwhereCRITERION_NAMEHS the
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(identifier) name of the routing entry specified in 8#RVICESsection. The
CRITERION_NAMEENtry may contain no more than 15 characters. The following table
describes the parameters in thie_ ROUTINGection.

Parameter Meaning

FIELD = identifier Specifies the name of the routing field. It must contain 30
characters or fewer. This field is assumed to be a field name
identified in anFMLfield table (forFML buffers) or arFMLVIEW
table (forVIEW, X_C_TYPE or X_COMMONuffers). The
FLDTBLDIR andFIELDTBLS environment variables are used to
locateFML field tables; th&/IEWDIR andVIEWFILES
environment variables are used to lodad# VIEWtables. If a field
in anFML32 buffer is used for routing, it must have a field number
less than or equal to 8191.

RANGES Specifies the ranges and associated remote domain nRDEH
="rangel:rdoml[,range2:rdom2 for the routing field. The string must be enclosed in double quotes,
T with the format of a comma-separated ordered ligtrcfe/RDOM

pairs. A range is either a single value (signed numeric value or
character string in single quotes), or a range of the fowar -
upper (wherelower andupper are both signed numeric values
or character strings in single quotes). The valuewér must be
less than or equal tigpper . A single quote embedded in a
character string value (as in “O'Brien,” for example), must be
preceded by two backslashes (“O\\'Brien”).

UseMIN to indicate the minimum value for the data type of the
associatedFIELD . For strings and carrays, it is the null string; for
character fields, it i§; for numeric values, it is the minimum
numeric value that can be stored in the field.

UseMAXto indicate the maximum value for the data type of the
associatedFIELD . For strings and carrays, it is effectively an
unlimited string of octal-255 characters; for a character field, it is a
single octal-255 character; for numeric values, it is the maximum
numeric value that can be stored in the field. TMI8) - -5 is

all numbers less than or equalfo, and6 - MAX is all numbers
greater than or equal &

The metacharacter * (wildcard) in the position of a range indicates
any values not covered by the other ranges previously seen in the
entry. Only one wildcard range is allowed per entry and it should
be last (ranges following it are ignored).
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Parameter Meaning

BUFTYPE = A list of types and subtypes of data buffers for which this routing
"typel [: subtypel [, subtype2 . entry is valid. The types are restricted~tdL, VIEW, X_C_TYPE
-G type2 [ subtype3 [,.. andX_COMMONMo subtype can be specified for tyfiL, and
| subtypes are required for the other types (* is not allowed).

Duplicate type/subtype pairs cannot be specified for the same
routing criteria name; more than one routing entry can have the
same criteria name as long as the type/subtype pairs are unique.
This parameter is required. If multiple buffer types are specified for
a single routing entry, the data types of the routing field for each
buffer type must be the same. (If the field value is not sef{#tir
buffers), or does not match any specific range, and a wildcard range
has not been specified, an error is returned to the application
process that requested the execution of the remote service.)

Routing Field Description

The routing field can be of any data type supporteehinor VIEW. A numeric routing
field must have numeric range values, and a string routing field must have string range
values.

String range values for string, carray, and character field types must be placed inside a
pair of single quotes and cannot be preceded by a sign. Short and long integer values
are a string of digits, optionally preceded by a plus or minus sign. Floating point
numbers are of the form accepted by the C compiletofy : an optional sign, then

a string of digits (optionally containing a decimal point), then an optoakE

followed by an optional sign or space, followed by an integer.

When a field value matches a range, the assocktedvalue specifies the remote
domain to which the request should be routedRA®MWalue of * indicates that the
request can go to any remote domain known by the gateway group. Within a
range/RDOM pair, the range is separated from RDOMy a : (colon).

Example of a Five-Site Domain Configuration Using Routing

The following configuration file defines a 5-site domain configuration. Listing 5-1
shows four bank branch domains communicating with a Central Bank Branch. Three
of the bank branches run within other BEA TUXEDO system domains. The fourth
branch runs under the control of another TP domain, and OSI-TP is used in the
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#TU
#
#

communication with that domain. The example shows the BEA TUXEDO system
Domains gateway configuration file from the Central Bank point of view. In the
DM_TDOMAINection, this example shows a mirrored gatewaydor

Listing 5-1 A 5-Site Domains Configuration

XEDO DOMAIN CONFIGURATION FILE FOR THE CENTRAL BANK

DM_LOCAL_DOMAINS

# <local domain name> <Gateway Group name> <domain type> <domain id> <log device>

H* H HHH®

#
#

[<audit log>] [<blocktime>]

[<log name>] [<log offset>] [<log size>]
[<maxrdom>] [<maxrdtran>] [<maxtran>]

[<maxdatalen>] [<security>]
[<tuxconfig>] [<tuxoffset>]

DEFAULT: SECURITY = NONE

c0l

c02

#

GWGRP = bankg1l
TYPE = TDOMAIN
DOMAINID = "BA.CENTRALO1"
DMTLOGDEYV = "/usr/apps/bank/DMTLOG"
DMTLOGNAME = "DMTLG_CO01"

GWGRP = bankg2
TYPE = OSITP
DOMAINID = "BA.CENTRALO1"
DMTLOGDEYV = "/usr/apps/bank/DMTLOG"
DMTLOGNAME = "DMTLG_CO02"
NWDEVICE = "OSITP"
URCH ="ABCD"

DM_REMOTE_DOMAINS

#<remote domain name> <domain type> <domain id>

#
bo1l

b02
b03

bo4

5-12

TYPE = TDOMAIN
DOMAINID = "BA.BANKO1"

TYPE = TDOMAIN
DOMAINID = "BA.BANKO02"

TYPE = TDOMAIN
DOMAINID = "BA.BANKO03"

TYPE = OSITP
DOMAINID = "BA.BANKO04"
URCH ="ABCD"
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DM_TDOMAIN

#

# <local or remote domainname> <network address> [nwdevice]
#

# Local network addresses
c01 NWADDR = "//newyork.acme.com:65432" NWDEVICE ="/dev/tcp"
c02 NWADDR ="//192.76.7.47:65433" NWDEVICE ="/dev/tcp"
# Remote network addresses: second bO1 specifies a mirrored gateway
b01 NWADDR ="//192.11.109.5:1025" NWDEVICE = "/dev/tcp"
b01 NWADDR ="//194.12.110.5:1025" NWDEVICE = "/dev/tcp"
b02 NWADDR = "//dallas.acme.com:65432" NWDEVICE = "/dev/tcp"
b03 NWADDR ="//192.11.109.156:4244" NWDEVICE = "/dev/tcp"
#
DM_OSITP
#
#<local or remote domain name> <apt> <aeq>
# [<aet>] [<acn>] [<apid>] [<aeid>]
# [<profile>]
#
c02 APT ="BA.CENTRALO1"
AEQ ="TUXEDO.R.4.2.1"
AET ="{1.3.15.0.3},{1}"
ACN = "XATMI"
b04 APT ="BA.BANKO04"
AEQ ="TUXEDO.R.4.2.1"
AET ="{1.3.15.0.4} {1}"
ACN = "XATMI"
DM_LOCAL_SERVICES
#<service_name> [<Local Domain name>] [<access control>] [<exported svcname>]
# [<inbuftype>] [<outbuftype>]
#
open_act ACL = branch
close_act ACL = branch
credit
debit
balance
loan LDOM =c02 ACL =loans
DM_REMOTE_SERVICES
#<service_name> [<Remote domain name>] [<local domain name>]

# [<remote svcname>] [<routing>] [<conv>]
# [<trantime>] [<inbuftype>] [<outbuftype>]
#

tir_add LDOM =c01 ROUTING = ACCOUNT

tir_bal LDOM =c01 ROUTING = ACCOUNT

tr_add RDOM = b04 LDOM = c02 RNAME ="TPSU002"
tir_bal RDOM =b04 LDOM = c02 RNAME ="TPSU003"
DM_ROUTING

# <routing criteria> <field> <typed buffer> <ranges>

#
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ACCOUNT FIELD = branchid BUFTYPE ="VIEW:account"
RANGES ="MIN - 1000:b01, 1001-3000:b02, *:b03"

DM_ACCESS_CONTROL

#<acl name> <Remote domain list>

#

branch ACLIST = b01, b02, b03

loans ACLIST = b04
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CHAPTER

6 Building Networked
Applications

This chapter covers the following topics:
4 Terms and Definitions

Configuring Networked Applications

¢

4 Example: A Network Configuration

¢ Example: A Network Configuration with Multiple Netgroups
¢

Running a Networked Application

Terms and Definitions

asynchronous connections
Virtual circuits set up to execute independently of each other or
asynchronously. An asynchronous connection does not block the processing
of working circuits while attempts are being made to reconnect failed circuits.
The BEA TUXEDO system v6.BRIDGEallows the use of nonfailing
network paths by listening and transferring data using multiple network
address endpoints.

failover and failback
Network failover occurs when a redundant unit seamlessly takes over the
network load for the primary unit. Some operating system and hardware
bundles transparently detect a problem on one network card and have a spare
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automatically replace it. When done quickly enough, application-level TCP
virtual circuits have no indication a fault happened.

In the BEA TUXEDO system, data flows over the highest available priority
circuit. If network groups have the same priority, data travels over all
networks simultaneously. If all circuits at the current priority fail, data is sent
over the next lower priority circuit. This is called failover.

When a higher priority circuit becomes available, the data flow is shifted to
flow over the higher priority circuit. This is called failback.

When a failover condition is detected, all higher priority circuits are retried
periodically. After connections to all network addresses have been tried and
failed, connections are tried again the next time data needs to be sent betwee
machines.

multiple listening addresses
Having addresses available on separate networks means that even if one
virtual circuit is disrupted, the other circuit can continue undisturbed. Only a
failure on all configured networks makes reconnection oBEIBGES
impossible. For example, when a high priority network fails, its load can be
switched to an alternate network that has a lower priority. When the higher
priority network returns to service, the network load returns to it.

parallel data circuits
Parallel data circuits enable data to flow simultaneously on more than one
circuit. When you configure parallel data circuits, network traffic is
scheduled over the circuit with the largest network group number
(NETGRPNP When this circuit is busy, the traffic is scheduled automatically
over the circuit with the next lower network group number. When all circuits
are busy, data is queued until a circuit is available.

Note: Alternate scheduling algorithms may be introduced in future releases.

Configuring Networked Applications

To configure a networked application, make these changes in the configuration file.
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1. Check the following settings in tliRESOURCESection:
4 Make sureMODELis set tavP
MPstands for multiprocessor and enables the other networking parameters.
4 Make sureOPTIONSIs set toLAN.

LAN specifies that communication between machines is via a Local Area
Network (as opposed to being between two or more processors in a single
machine).

¢ Use theMAXNETGROURmarameter to set a limit on the numbeNBf GROUPS
that can be defined.

The default is 8; the upper limit 8192.

2. Check the following settings in thACHINESsection:

¢ TYPEsstring . Specifyingstring for the machines in your network allows
the system to bypass encode/decode processing when messages are
transmitted between machines of the samee

When you identify machines as being of the saifeE, encode/decode
processing is not needed. If you have, say, nine SPARC machines and one
HP machine, specifyff'YPE= string  only for the HP; for the SPARC
machines, the default null string identifies them as being of the same type.

¢ CMPLIMIT=remote,local . The CMPLIMIT setting specifies thresholds for
the point at which message compression should begin. A threshold is a
number from 0 taMAXLONGIt sets the minimum byte size for a message to
be compressed before being sent over the network. For example:

CMPLIMIT=1024

This parameter specifies that any message greater than 1024 bytes bound for
a remote location should be compressed. The absence of a second number
means that local messages are never compressed. Compression thresholds
can also be specified with the varia@MCMPLIMIT See also the discussion

in tuxenv (5) of the variabl& MCMPPRFENMt sets the degree of compression in
arange of 1to 9.

¢ NETLOABEnumber. Assigns an application-specific number to be added to a
remote service’sOADnumber. The result is used by the system to evaluate
whether the request should be processed locally or sent to a remote machine.

3. Check the following settings in tihNETGROUPSection:
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6-4

4 NETGROUPThe name assigned by the application to the particular group.
The name can be up to 30 characters long. One group (that includes all
machines on the network) must be narbEGAULTNET

4 NETGRPNénumber. If this isDEFAULTNETNETGRPN®ust be zero; for any
other group the number can be from 1 to 8192. This parameter is required.

4 NETPRIG=number. Assigning a priority to AETGROUMRelps the software
determine which network connection to use. The number must be between 0
and 8192. Assign higher priority to your faster circuits; give your lowest
priority to DEFAULTNET

4. Check the following settings in tiETWORKection:

4 LMID. This Logical Machine Identifier must match one of the entries in the
MACHINESsection. It associates this particuETWORKection entry with
one of the application’s machines.

4 NADDRstring. This network address is the listening address for the
BRIDGEprocess on thisMID. There are four valid formats for specifying this
address. See tiNETWORKection ofubbconfig  (5).

4 NLSADDRstring.  This parameter is the network address fontitken
process on thisMID. Valid formats are the same as the valid formats for
NADDR

4 NETGROUPstring. This must be AETWORKroup name previously
specified in theNETGROUPSection. If not specified, it defaults to
DEFAULTNET
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Example: A Network Configuration

The following example illustrates the configuration of a simple network.

# The following configuration file excerpt shows a NETWORK
# section for a 2-site configuration.

NETWORK

SITE1 NADDR="//mach1:80952"
NLSADDR="//machl:serve"

#

SITE2 NADDR="//mach386:80952"
NLSADDR="//mach386:serve"

Example: A Network Configuration with
Multiple Netgroups

The hypothetical First State Bank has a network of five machines (A-E). It serves the
bank’s business best to have four network groups and to have each machine belong to
two or three of the four groups.

Note: Configuration of multipleNETGROUPBas both hardware and system software
prerequisites that are beyond the scope of this document. For example,
NETGROUPsommonly requires machines with more than one directly
attached network. Each TCP/IP symbolic address must be identified in the
letc/hosts  file or in the DNS (Domain Name Services). In the example that
follows, addresses in the formiA_CORPORATE:5345 " assume that the string
“A_CORPORATHS in the/etc/hosts file or in DNS.

The four groups in the First State Bank example are as follows:
4 DEFAULTNET(the default network, which is the corporate WAN)

¢ MAGENTA_GROUR LAN)
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¢ BLUE_GROUFa LAN)

4 GREEN_GROUR private LAN that provides high-speed, fiber, point-to-point
links between member machines)

All machines belong tOEFAULTNETthe corporate WAN). In addition, each machine
is associated with either thAGENTA_GROUR theBLUE_GROUPFinally, some
machines in th®IAGENTA_GROUW#s0 belong to theREEN_GROUIFigure 6-1
illustrates group assignments for the network.

Figure 6-1 Example of a Network Grouping

MAGENTA GROUP BLUE_GROUP

GREEN_GROUP

CORPORATE_WAN

In this example, machines A and B have addresses for the following:
4 DEFAULTNETthe corporate WAN)

¢ MAGENTA_GROUPAN)

¢ GREEN_GROURAN)

Machine C has addresses for the following:

4 DEFAULTNETthe corporate WAN)

¢ MAGENTA_GROUPAN)

Machines D and E have addresses for the following:

4 DEFAULTNETthe corporate WAN)

¢ BLUE_GROUKLAN)
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Because the local area networks are not routed among the locations, machine D (in the
BLUE_GROURAN) may contact machine A (in tt@REEN_GROUPAN) only by using
the single address they have in common: the corporate WAN network address.

The UBBCONFIG File for the Network Example

To set up the configuration described in the preceding section, the First State Bank
administrator defined each group in METGROUPandNETWOREKections of the
UBBCONFIdile as follows:

NETGROUPS
DEFAULTNET NETGRPNO =0
BLUE_GROUP NETGRPNO =9

MAGENTA_GROUP NETGRPNO =125

GREEN_GROUP

NETGRPNO =13

NETWORK

A NETGROUP=DEFAULTNET

A NETGROUP=MAGENTA_GROUP
A NETGROUP=GREEN_GROUP

B NETGROUP=DEFAULTNET

B NETGROUP=MAGENTA_GROUP
B NETGROUP=GREEN_GROUP

C NETGROUP=DEFAULTNET

C NETGROUP=MAGENTA_GROUP
D NETGROUP=DEFAULTNET

D NETGROUP=BLUE_GROUP

E NETGROUP=DEFAULTNET

E NETGROUP=BLUE_GROUP

NETPRIO = 100 #default
NETPRIO =100
NETPRIO = 200
NETPRIO = 200

NADDR="//A_CORPORATE:5723"
NADDR="//A_MAGENTA:5724"
NADDR="//A_GREEN:5725"

NADDR="//B_CORPORATE:5723"
NADDR="//B_MAGENTA:5724"
NADDR="//B_GREEN:5725

NADDR="//C_CORPORATE:5723"
NADDR="//C_MAGENTA:5724"

NADDR="//D_CORPORATE:5723"
NADDR="//D_BLUE:5726"

NADDR="//[E_CORPORATE:5723"
NADDR="//[E_BLUE:5726"
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Assigning Priorities for Each Network Group

Appropriately assigning priorities for easiETGROURNables you to maximize the
capability of networkBRIDGE processes. When determining yolBTGROUP
priorities, keep in mind the following considerations:

¢
¢

Data flows over the highest available priority circuit.

If network groups have the same priority, data travels over all circuits
simultaneously.

If all circuits at the current priority fail, data is sent over the next lower priority
circuit.

When a higher priority circuit becomes available, data flows over this higher
priority circuit.

All unavailable higher priority circuits are retried periodically.

After connections to all network addresses have been tried and have failed,
connections are tried again the next time data needs to be sent between
machines.

Figure 6-2 illustrates how the First State Bank administrator can assign priorities to th
network groups.

Figure 6-2 Assigning Priorities to Network Groups

MAGENTA GROUP BLUE_GROUP
NETPRIO=200 NETPRIO=100
A B C D E
GREEN GROUP
NETPRIO=20{

DEFAULTNET (CORPORATE WAN)
NETPRIO==100
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The UBBCONFIG Example Considerations

You can specify the value SEETPRIOfor DEFAULTNETuUst as you do for any other
netgroup. If you do not specifyNETPRIOfor DEFAULTNET a default of 100 is used,
as in the following example.

NETGROUP
DEFAULTNET NETGRPNO =0 NETPRIO =100

For DEFAULTNETthe value of the network group humber must be zero; any other
number is invalid. If th&LUE_GROUB network priority is commented out, the priority
defaults to 100. Network group number entries are unique. Some of the network
priority values are equal, as in the cas®AGENTA_GROWMAGREEN_GROUR00).

Each network address is associated by default with the network GF6BAULTNET
It may be specified explicitly for uniformity or to associate the network address with
another netgroup.

NETWORK
D NETGROUP=BLUE_GROUP NADDR="//D_BLUE:5726"

In this caseMAGENTA_GROWMAGREEN_GROUmrave the same network priority of
200. Note that a lower priority network, suchbas=AULTNET could be a
charge-per-minute satellite link.
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Running a Networked Application

For the most part, the work of running a BEA TUXEDO networked application takes
place in the configuration phase. Once you have defined the network for an applicatio
and you have booted the system, the software automatically takes care of running tt
network for you.

In this section we discuss some aspects of running a networked application to give yc
a better understanding of how the software works. Knowledge of how the software
works can often make configuration decisions easier.

Scheduling Network Data over Parallel Data Circuits

6-10

If you have configured a networked application that uses parallel data circuits,
scheduling network data proceeds as follows:

¢ TheBRIDGElistens on more than one address and may send data simultaneously
on parallel data circuits, thus making BRIDGEmore frequently available and
making error recovery faster.

4 When you configure parallel data circuits, the software attempts to schedule
traffic over the circuit with the highest network group nummNETGRPND If
this circuit is busy, the traffic is automatically scheduled over the circuit with the
next lower network group number. When all circuits are busy, data is queued
until a circuit is available.

4 The software guarantees that conversational messages are kept in the correct
sequence by binding the conversation connection to one particular data circuit.

4 If your application requires that all messages be kept in sequence, the applicatio
must be programmed to keep track of the sequence for nonconversational
messages. If this is your design, you might elect not to configure parallel data
circuits.

4 TheBRIDGEsends a message to destination machine X by writing the message
to a virtual circuit and delegating to the operating system the responsibility for
sending it. The operating system retains a copy of pending messages. If a
network error occurs, however, pending messages are lost.
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Figure 6-3 is a flow diagram that illustates how BRDGEprocesses data by priority.

Figure 6-3 Flow of Data over the BRIDGE
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Figure 6-3 illustrates the flow of data when machine A attempts to contact machine B
First, theBRIDGE determines which network groups are common to both machine A
and machine B. They are tMAGENTA_GROUIe GREEN_GROURNd the

DEFAULTNET

The highest priority network addresses originate from the network groups with the
highest network priority. Network groups with the sawsgPRIOvalue flow network
data in parallel. All network groups with a higher priority than that of the network
groups that are flowing data are retried periodically.

Once network connections have been established with diffeEsmRIOvalues, no
further data is scheduled for the lower priority connection. The lower priority
connection is disconnected in an orderly fashion.

Network Data in Failover and Failback

Data flows over the highest available priority circuit. If network groups have the
same priority, data travels over all networks simultaneously. If all circuits at the curren
priority fail, data is sent over the next lower priority circuit. This is called failover.

When a higher priority circuit becomes available, data flow is restored to the higher
priority circuit. This is called failback.

All unavailable higher priority circuits are retried periodically. After connections to all
network addresses have been tried and have failed, connections are tried again the n
time data needs to be sent between machines.

Using Data Compression for Network Data

When data is sent between processes of an application, you can elect to have it
compressed. Several aspects of data compression are described in the sections tha
follow.

Taking Advantage of Data Compression
Data compression is useful in most applications and is in fact vital to supporting large

configurations. Following is a list of recommendations for when to use data
compression and for how the limits should be set.
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When should I set remote data compression and what setting should be used?

You should always use remote data compression as long as all of your sites are running
BEA TUXEDO Release 4.2.1 or later. The setting used depends on the speed of your
network. In general, you can separate the decision into high-speed (for example,
Ethernet) and low-speed (for example, X.25) networks.

High-speed network. Set remote data compression to the lowest limit for BEA
TUXEDO generated file transfers (see note below on file transfers). That is, compress
only the messages that are large enough to be candidates for file transfer either on the
sending site or on the receiving site. Note that each machine in an application may have
a different limit and the lowest limit should be chosen.

Low-speed network. Set remote data compression to zero on all machines; that is,
compress all application and system messages.

When should I set local data compression and what setting should be used?

You should always set local data compression for sites running BEA TUXEDO
Release 4.2.1 or later, even if they are interoperating with pre-4.2.1 sites. The setting
should be the local limit for BEA TUXEDO-generated file transfers (see note below).
This setting enables you to avoid file transfers in many cases that might otherwise have
required a transfer, and greatly reduces the size of files used if file transfers are still
necessary.

Note: For high traffic applications that involve a large volume of timeouts and
discarding of messages due to queue blocking, you may want to set local
compression to always occur, thus lowering the demand of the application on
the queuing subsystem.

Setting the Compression Level

An environment variablestMCMPPRFEMan be used to set the level of compression.
This variable adds further control to data compression by allowing you to go beyond
the simple choice of “compress or do not compress” that is providedbyIMIT.

You can specify any of nine levels of compression. TheMPPRFEINvironment

variable takes as its value a single digit in the range of 1 through 9. A value of 1
specifies the lowest level of compression; 9 is the highest. When a low number is
specified, the compression routine does its work more quickly.t¢see (5) in the

BEA Tuxedo Reference Mandiat details.)
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Balancing Network Request Loads

NETLOAD

SPINCOUNT

If load balancing is onLOBAL set toy in theRESOURCESection of the configuration
file), the BEA TUXEDO system attempts to balance requests across the network.
Because load information is not updated globally, each site will have its own view of
the load at remote sites. This means the local site views will not all be the same.

The TMNETLOARNvironment variable (or th¢ETLOADparameter in th®IACHINES
section) can be used to force more requests to be sent to local queues. The value
expressed by this variable is added to the remote values to make them appear to he
more work. This means that load balancing can be on, but that local requests will be
sent to local queues more often.

TheNETLOADparameter affects the load balancing behavior of a system when a servic
is available on both local and remote machiNgS.LOADs a numeric value (of

arbitrary units) that is added to the load factor of services remote from the invoking
client. This provides a bias for choosing a local server over a remote server.

As an example, assume servers A and B offer a service with load factor 50. Server
is running on the same machine as the calling client (local), and server B is running o
a different machine (remote).NETLOADs set to 100, approximately three requests
will be sent to A for every one sent to B.

Another enhancement to load balancing is local idle server preference. Requests ar
preferentially sent to a server on the same machine as the client, assuming it offers tl
desired service and is idle. This decision overrides any load balancing consideration:
since the local server is known to be immediately available.

SPINCOUNTdetermines the number of times a process tries to get the shared memor
latch before the process stops trying. SetSRGNCOUNTO a value greater than 1 gives
the process that is holding the latch enough time to finish.
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Using Link-Level Encryption

Link-level encryption (LLE) is the encryption of messages going across network links.
This functionality is provided in the BEA TUXEDO system Security Package, which
is offered in two versions: US/Canada and International. The difference between the
two versions consists solely in the number of bits of the 128-bit encryption key that
remain private. The US/Canada version has a key length of 128 bits; the International
version now has an effective key length of 56 bits.

The Security Package allows encryption of data that flows over BEA TUXEDO
system network links. The objective is to ensure data privacy, so a network-based
eavesdropper cannot learn the content of BEA TUXEDO system messages or
application-generated messages.

Link-level encryption applies to the following types of BEA TUXEDO links:
4 Workstation client tavsH
4 BRIDGEto BRIDGE

4 Administrative utilities {mboot , tmshutdown , tmadmin , and so forth) to
tlisten

4 Domains gateway to Domains gateway

How LLE Works

Link-level encryption control parameters and underlying communication protocols are
different for various link types, but there are some common themes, as follows:

4 A Connecting process begins the communication session.
4 An Accepting process receives the initial connection.

4 Both processes are aware of the link-level encryption feature, and both have two
configuration parameters. (This statement is not true if the processes are
interoperating between releases, in which case the older release's lack of
encryption capability is implicitly assumed.)

4 The first configuration parameter is the minimum encryption level a process will
accept. The value is a number representing the key length: 0, 40, or 128 bits.
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4 The second configuration parameter is the maximum encryption level a process
is willing to support. The value of this parameter is expressed as 0, 40, or 128
bits.

4 For convenience, we denote the two parametergias 1A¥. So (40,128)
means that a process will accept at least a 40-bit encryption key but would prefe!
a 128-bit key, if possible.

¢ LLE is point-to-point, which means that your data may be encrypted/decrypted
many times as it flows over network links.

Encryption Key Size Negotiation

6-16

The first step in negotiating the key size is for the two processes to agree on the large
common key size supported by both. This negotiation need not be encrypted or hidde

Once encryption is negotiated, it remains in effect for the lifetime of the network
connection.

A preprocessing step temporarily reduces the maximum key size parameter configure
to agree with the installed software's capabilities. This must be done at link negotiatiot
time, because at configuration time it may not be possible to verify a particular
machine's installed encryption package. For example, the administrator may configur
(0, 128) encryption for an unbooted machine that has only a 40-bit encryption packag
installed. When the machine actually negotiates a key size, it should represent itself :
(0, 40). In some cases this may cause a run-time error; for example (128, 128) is no
possible with a 40-bit encryption package.

In some cases, international link level is upgraded automatically from 40 bits to 56 bits
The encryption strength upgrade requires that both sides of a network connection a
running BEA TUXEDO Release 6.5 software, with the optional US/Canada or
International Encryption Security Add-on Package installed. You can verify a server
machine’s encryption package by runningtthedmin-v  command. Both machines
must also be configured to accept 40-bit encryption. When these conditions are met
the encryption strength is upgraded automatically to 56 bits.

Table 6-1 shows the outcome for all possible combinationsnahax parameters.
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Table 6-1 Encryption Key Matrix

Inter-Process Negotiation  (0,0) (0,40) (0,128) (40,40) (40,128) (128,128)
Results

(0,0) 0 0 0 ERROR ERROR ERROR
(0,40) 0 56 56 56 56 ERROR
(0,128) 0 56 128 56 128 128
(40,40) ERROR 56 56 56 56 ERROR
(40,128) ERROR 56 128 56 128 128
(128,128) ERROR ERROR 128 ERROR 128 128

Note: Shaded cells show the result of an automatic upgrade from 40-bit to 56-bit
encryption when both machines are running BEA TUXEDO Release 6.5.
When communicating with an older release, encryption remains at 40-bit
strength in the shaded cells.

MINENCRYPTBITS/MAXENCRYPTBITS

When a network link is established to the machine identified byt for the

current entry, th&lIN andvAXparameters are used to specify the number of significant
bits of the encryption key/INENCRYPTBITSsays, in effect, “at least this number of

bits are meaningful. MAXENCRYPTBITSon the other hand, says, “encryption should

be negotiated up to this level.” The possible values are 0, 40, and 128. A value of zero
means no encryption is used, while 40 and 128 specify the number of significant bits
in the encryption key.

The BEA TUXEDO system US/Canada security package permits use of up to 128 bits;
the International package allow specification of no more than 56 bits.

How to Change Network Configuration Parameters

Usetmconfig (1) to change configuration parameters while the application is running.
In effect,tmconfig is a shell-level interface to the BEA TUXEDO system
Management Information Base (MIB). See tineonfig (1), MIB(5), andTM_MIB(5)
reference pages in tlBEA TUXEDO Reference Manual.
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CHAPTER

{ Configuring
Transactions

This chapter discusses the following topics:

L4

¢
¢
¢

Understanding Transactions
Modifying the UBBCONFIG File to Accommodate Transactions
Modifying the Domain Configuration File to Support Transactions

Example: A Distributed Application Using Transactions

Understanding Transactions

Transactions greatly simplify the writing of distributed applications. They allow your
application to cope more easily with a large set of problems that occur in a distributed
environment, such as machine, program, or network failures. One of the greatest
strengths of the BEA TUXEDO system is that the transaction semantic was built into
the software and into the TUXEDO ATMI. Global transactions were woven into the
fabric of the system and into its communication APIs and protocols.

The ability to define a global transaction around communication calls makes it an
indispensable tool for writing distributed applications. A global transaction allows not
only the effects of your communications to be committed as a single unit, but it also
gives you a simple, programmatic way to undo work if errors occur.
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To illustrate the power of global transactions, consider the following example. A Place
Order service performs two operations: it updates the Order database and enqueues!
order to the shipping department. The business intends that both these actions occu
together as a unit or that neither action should occur if one action fails.

To accomplish this, the client application invoking the Place Order service associate
the call with a global transaction. You do this by using the ATMI begin-transaction
function before issuing the service request, and issuing the commit-transaction
function after it. Because the service is invoked as part of a global transaction, its wor
is done on its behalf. The server is propagated with the client’s transaction when the
Place Order service is invoked. Both the database access and the enqueue operatio
the shipping application queue become part of the client’s transaction.

Should either operation fail because of an application or system error, the work don:
in the transaction is rolled back to its state at the outset of the transaction. If both
succeed, however, the client’s call to commit the transaction causes the effects of tt
database update and the enqueued message to become permanent records of this
transaction.

Modifying the UBBCONFIG File to
Accommodate Transactions

7-2

You must modify theRESOURCESIACHINESGROUPSand theSERVICES sections of
the application’aJBBCONFIdile in the following way to accommodate transactions:

4 In theRESOURCESection, specify the application-wide number of allowed
transactions, and the value of the commit control flag.

4 In theMACHINESsection, create theLOGinformation for each machine.

4 In theGROUPSection, indicate information about each resource manager, and
about the transaction manager server.

4 In theSERVICESSsection, enable the automatic transaction option.
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Specifying Application-Wide Transactions in the
RESOURCES Section

The following table provides a description of transaction-related parameters in the
RESOURCESection of the configuration file.

Parameter Meaning

MAXGTT Limits the total number of global transaction identifigd3 RIDs) allowed on
one machine at one time. The maximum value allow2d48 , minimumoO,
and defaultt00. You can override this value on a per-machine basis in the
MACHINESsection.

Entries remain in the table only while the global transaction is active, so this
parameter has the effect of setting a limit on the number of simultaneous
transactions.

CMTRET Specifies the initial setting of tid>_COMMIT_CONTRG@bharacteristic. The
default iSCOMPLETEFollowing are its two settings:

4 LOGGEB-TheTP_COMMIT_CONTRGQiharacteristic is set to
TP_CMT_LOGGEWhich means thapcommit()  returns when all the
participants have successfully precommitted.

4 COMPLETE-TheTP_COMMIT_CONTRGQiharacteristic is set to
TP_CMT_COMPLETHEvhich means thatpcommit()  will not return
until all the participants have successfully committed.

Note: You should consult with the RM vendors to determine the
appropriate setting. If any RM in the application usedate
commitimplementation of the XA standard, the setting should be
COMPLETE( all the resource managers use ¢lagly commit
implementation, the setting should b@GGEDor performance
reasons. (You can override this setting vijtbcmt() .)

Creating a Transaction Log (TLOG)

This section discusses creatingLaDG
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Creating the UDL

The Universal Device List (UDL) is like a map of the BEA TUXEDO file system. The
UDL gets loaded into shared memory when an application is bootedL Diggefers

to a log in which information on transactions is kept until the transaction is
completed.To create an entry in the UDL for theGdevice, create the UDL on each
machine using global transactions. If thedGDEVICES mirrored between two
machines, it is unnecessary to do this on the paired machine. The Bulletin Board
Liaison (BBL) then initializes and opens thiedGduring the boot process.

To create the UDL, enter a command using the following format, before the
application has been booted:

tmadmin -c crdl -z config -b  blocks

In the preceding format statement, specify in-theconfig argument the full path
name for the device where you should create the UDL. Specify ib thgocks
argument the number of blocks to be allocated on the deviey should match the
value of theTLOGDEVICEparameter in th®IACHINESsection of th&JBBCONFIHile.

Note: In general, the value that you supply btwcks should not be less than the
value forTLOGSIZE. For example, iffLOGSIZE s specified as 200 blocks,
specifying-b 500 would not cause a degradation.

For more information about storing theoG see thaBEA TUXEDO Installation
Guide

Defining Transaction-related Parameters in the MACHINES Section

You can define a global transaction lIag.©Q using several parameters in the
MACHINESsection of theJBBCONFIGile. You must manually create the device list
entry for theTLOGDEVICEon each machine wherereOGis needed. You can do this
either before or aftefUXCONFIGhas been loaded, but it must be done before the
system is booted.

The following table provides a description of transaction-related parameters in the
MACHINESsection of the configuration file.

Parameter Meaning

TLOGNAME The name of th®TPtransaction log for this machine.
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Parameter Meaning

TLOGDEVICE Specifies the BEA TUXEDO file system that contains the DTP
transaction logTLOQ for this machine. If this parameter is not
specified, the machine is assumed not to haMeGG The maximum
string value length is 64 characters.

TLOGSIZE The size of th&LOGfile in physical pages. Its value must be between 1
and 2048, and its defaultis 100. The value should be large enough to hold
the number of outstanding transactions on the machine at a given time.
One transaction is logged per page. The default should be enough for
most applications.

TLOGOFFSET Specifies the offset in pages from the beginningld® GDEVICEo the
start of thevTOCthat contains the transaction log for this machine.The
number must be greater than or equal to 0 and less than the number of
pages on the device. The default is 0.

TLOGOFFSETs rarely necessary. However, if tWdOCsshare the same
device or if avTOCis stored on a device (such as a file system) that is
shared with another application, you can Te®GOFFSETo indicate a
starting address relative to the address of the device.

Creating the Domains Transaction Log

You can create the Domains transaction log before starting the Domains gateway
group by usingimadmin(1) crdmlog (crdlog) -d local_domain_name . Create

the Domains transaction log for the named local domain on the current machine (that
is, the machine whemmadmin is running). The command uses the parameters
specified in th@©MCONFIdile. This command fails if the named local domain is active

on the current machine or if the log already exists. If the transaction log has not been
created, the Domains gateway group creates the log when the Domains gateway group
starts.

Defining Each Resource Manager (RM) and the
Transaction Manager Server in the GROUPS Section

Additions to theGROUPSection fall into two categories:
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4+ Defining the transaction manager servers that perform most of the work that
controls global transactions. Th&SNAMParameter is the name of the server
executableTMSCOUNIB the number of such servers to boot (minimum 2,
maximum 10, default 3).
A null transactional manager server does not communicate with any resource
manager. It is used to exercise an application’s use of the transactional primitive:
before actually testing the application in a recoverabld,environment. This
server is namedMsand it simply begins, commits, or terminates without talking
to any RM.

4+ Defining opening and closing information for each resource manageENINFO
is a string with information used to open a resource manage¢LaREINFOIS
used to close a resource managet.

Sample of the GROUPS Section

The following is an example from tl@ROUPSection in the banking application,
calledbankapp .

BANKB1 GRPNO=1 TMSNAME=TMS_SQL TMSCOUNT=2
OPENINFO="TUXEDO/SQL:<APPDIR>/bankdl1:bankdb:readwrite”

Description of Transaction Values in the Sample GROUPS Section

The following table describes the transaction values shown in the saRQLlEPS
section.

Transaction Value Meaning

BANKB1 GRPNO=1 TMSNAME=TMS_SQL\ Contains the name of the transaction manager server
TMSCOUNT=2 (TMS_SQ), and the numbeg] of these servers to be booted
in the groupBANKB1

TUXEDO/SQL Published name of the resource manager
<APPDIR>/bankdI1 Includes a device name

bankdb Database name

readwrite Access mode
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Characteristics of the TMSNAME, TMSCOUNT, OPENINFO, and CLOSEINFO
Parameters

The following table lists the characteristics of TMSNAMETMSCOUNDPENINFQ and
CLOSEINFOparameters.

Parameter Characteristics

TMSNAME Name of the transaction manager server executable.
Required parameter for transactional configurations.
TMSis a null transactional manager server.

TMSCOUNT Number of transaction manager servers (must be between 2 and 10).
Default is 3.

OPENINFO, Represents information to open or close a resource manager.

CLOSEINFO Content depends on the specific resource manager.

Starts with the name of the resource manager.
Omission means the RM needs no information to open.

Characteristics of the AUTOTRAN, TRANTIME, and FACTORYROUTING
Parameters

The following table lists the characteristics of #W€TOTRANTRANTIME and
FACTORYROUTIN@arameters.

Parameter Characteristics

AUTOTRAN Makes an interface the initiator of a transaction.

To work properly, may be dependent on personal communication
between the system designer and the system administrator. If the
administrator sets this value Yowithout prior knowledge of the ICF
parameters set by the developer, the actual run-time effort of the
parameter might be unknown.

If a transaction already exists, a new one is not started.
Default isN.
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Parameter Characteristics

TRANTIME Represents the timeout for tAITOTRANransactions.

Valid values are between 0 andt2 1, inclusive.
0 represents no timeout.
Default is 30 seconds.

FACTORYROUTING Points to an entry in tHROUTINGsection where data-dependent routing
is specified for transactions that request this service.

Enabling a Service to Begin a Transaction in the
SERVICES Section

The following are three transaction-related additions irs#RVICESsection:

4 If you want a service, instead of a client, to begin a transaction, you must set the
AUTOTRANIag toY. This is useful if the service is not needed as part of any
larger transaction, and if the application wants to relieve the client of making
transaction decisions. If the service is called when there is already an existing

transaction, this call becomes part of it. (The defauwlt)is

Note: Generally, clients are the best initiators of transactions because a service

has the potential of participating in a larger transaction.

4 If AUTOTRANS set toy, you must set thERANTIMEparameter, which is the
transaction timeout in seconds for the transactions to be created. The value mus

be greater than or equald@nd must not exceext147,483,647

about 70 years). A value of zero implies there is no timeout for the transaction.

(The default is30 seconds.)

4 You must specify &UTING parameter for transactions that request

data-dependent routing.

Characteristics of the AUTOTRAN, TRANTIME, and ROUTING Parameters

The following table lists the characteristics of MUTOTRANTRANTIME andROUTING

parameters.
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Parameter Characteristics

AUTOTRAN Makes a service the initiator of a transaction.
Relieves the client of the transactional burden.
If a transaction already exists, a new one is not started.
Default isN.

TRANTIME Represents the timeout for tA TOTRANransactions.

Valid values are between 0 and-2 1, inclusive.
0 represents no timeout.
Default is 30 seconds.

ROUTING Points to an entry in tiROUTINGsection where data-dependent routing
is specified for transactions that request this service.

Modifying the Domain Configuration File to
Support Transactions

To enable transactions across domains, you need to set parameters in both the
DM_LOCAL_DOMAINand theDM_REMOTE_SERVICESections of the Domains
configuration file DMCONFIE Entries in the©M_LOCAL_DOMAINSection define local
domain characteristics. Entries in thi_REMOTE_SERVICEs=ction define
information on services that airaportedand that are available on remote domains.
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Characteristics of the DMTLOGDEV, DMTLOGNAME,
DMTLOGSIZE, MAXRDTRAN, and MAXTRAN Parameters

7-10

TheDM_LOCAL_DOMAINSection of the Domains configuration file identifies local
domains and their associated gateway groups. This section must have an entry for ez
gateway group (Local Domain). Each entry specifies the parameters required for the
Domains gateway processes running in that group.

The following table provides a description of the five transaction-related parameters ir
this sectionDMTLOGDE\DMTLOGNAMBPMTLOGSIZE MAXRDTRANINAMAXTRAN

Parameter Characteristics

DMTLOGDEV Specifies the BEA TUXEDO file system that contains the Domains
transaction logMTLO&for this machine. ThBMTLOGs stored as a
BEA TUXEDO VTOCtable on the device. If this parameter is not
specified, the Domains gateway group is not allowed to process requests
in transaction mode. Local domains running on the same machine can
share the samBMTLOGDETfe system, but each local domain must
have its own log (a table in tIMTLOGDEBEWamed as specified by the
DMTLOGNAMEyword.

DMTLOGNAME Specifies the name of the Domains transaction log for this domain. This
name must be unique when the sddMTLOGDEM used for several
local domains. If a value is not specified, the value defaults to the string
DMTLOGThe name must contain 30 characters or less.

DMTLOGSIZE  Specifies the numeric size of the Domains transaction log for this
machine (in pages). It must be greater than zero and less than the amount
of available space on the BEA TUXEDO file system. If a value is not
specified, the value defaults to 100 pages.

Note: The number of domains in a transaction determine the number
of pages you must specify in tbtMTLOGSIZEparameter. One
transaction does not necessarily equal one log page.

MAXRDTRAN Specifies the maximum number of domains that can be involved in a
transaction. It must be greater than zero and less than 32,768. If a value
is not specified, the value defaults to 16.
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Parameter

Characteristics

MAXTRAN

Specifies the maximum number of simultaneous global transactions
allowed on this local domain. It must be greater than or equal to zero, and
less than or equal to tMAXGT parameter specified in ti&JXCONFIG

file. If not specified, the default is the valueMAXGTT

Characteristics of the AUTOTRAN and TRANTIME

Parameters

TheDM_REMOTE_SERVICESction of the Domains configuration file identifies
information on servicesnportedand available on remote domains. Remote services
are associated with a particular remote domain.

The following table describes the two transaction-related parameters in this section:
AUTOTRANINATRANTIME

Parameter

Characteristics

AUTOTRAN

Used by gateways to automatically start/terminate transactions for
remote services. This capability is required if you want to enforce
reliable network communication with remote services. You specify this
capability by setting thaAUTOTRANarameter t& in the corresponding
remote service definition.

TRANTIME

Specifies the default timeout value in seconds for a transaction
automatically started for the associated service. The value must be
greater than or equal to zero, and less than 2147483648. The default is
30 seconds. A value of zero implies the maximum timeout value for the
machine.
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Example: A Distributed Application Using
Transactions

The following configuration file showsankapp as an application that is distributed
over three sites and that uses transactions. The application includes the following:

4 Data-dependent routing @CCOUNT_ID

4 Data distributed over three databases

4 BRIDGEprocesses communicating with the system viaathel interface
4 System administration from one site

The file includes seven sectioRESOURCESIACHINESGROUPSINETWORISERVERS
SERVICES andROUTING

The RESOURCES Section

7-12

The RESOURCESection shown in Listing 7-1 specifies the following parameters:

¢ MAXSERVER®MAXSERVICESandMAXGTTare less than the defaults. This makes
the Bulletin Board smaller.

4 MASTERS SITE3 and the backup mastergsrel .

4 MODEILs set toMPandOPTIONSIs set toLAN, MIGRATE This allows a networked
configuration with migration.

4 BBLQUERYS set ta180 andSCANUNITIs set to10. This means thatBBLchecks
of the remoteBBLs are done everyg00 seconds (one half hour).

Listing 7-1 Sample RESOURCES Section

RESOURCES
#
IPCKEY 99999
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uib 1

GID 0

PERM 0660
MAXACCESSERS 25
MAXSERVERS 25
MAXSERVICES 40
MAXGTT 20
MASTER SITES3, SITE1
SCANUNIT 10
SANITYSCAN 12
BBLQUERY 180
BLOCKTIME 30

DBBLWAIT 6

OPTIONS  LAN, MIGRATE
MODEL MP

LDBAL Y

The MACHINES Section

TheMACHINESsection shown in Listing 7-2 specifies the following parameters:

4 TLOGDEVICEandTLOGNAMEre specified, which indicate that transactions will
be done.

¢ TheTYPEparameters are all different, which indicates that encode/decode will
be done on all messages sent between machines.

Listing 7-2 Sample MACHINES Section

MACHINES

Gisela LMID=SITE1
TUXDIR="/usr/tuxedo”
APPDIR="/usr/home”
ENVFILE="/usr/home/ENVFILE"
TLOGDEVICE="/usr/home/TLOG"
TLOGNAME=TLOG
TUXCONFIG="/usr/home/tuxconfig”
TYPE="3B600"

romeo LMID=SITE2

TUXDIR="/usr/tuxedo”
APPDIR="/usr/home”
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ENVFILE="/usr/home/ENVFILE”
TLOGDEVICE="/usr/home/TLOG”
TLOGNAME=TLOG
TUXCONFIG="/usr/home/tuxconfig”
TYPE="SEQUENT”

juliet LMID=SITE3
TUXDIR="/usr/tuxedo”
APPDIR="/usr/home”
ENVFILE="/usr/home/ENVFILE”"
TLOGDEVICE="/usr/home/TLOG”
TLOGNAME=TLOG
TUXCONFIG="/usr/home/tuxconfig”
TYPE="AMDAHL"

The GROUPS and NETWORK Sections

The GROUP&NANETWORKections shown in Listing 7-3 specify the following
parameters:

4 TheTMSCOUNIB set t@2, which means that only twoMS_SQLltransaction
manager servers will be booted per group.

4 TheOPENINFOstring indicates that the application will perform database access.

Listing 7-3 Sample GROUPS and NETWORK Sections

GROUPS

DEFAULT: TMSNAME=TMS_SQL TMSCOUNT=2
BANKB1 LMID=SITE1 GRPNO=1
OPENINFO="TUXEDO/SQL:/usr/home/bankdl1:bankdb:readwrite”
BANKB2 LMID=SITE2 GRPNO=2
OPENINFO="TUXEDO/SQL:/usr/home/bankd|2:bankdb:readwrite”
BANKB3 LMID=SITE3 GRPNO=3
OPENINFO="TUXEDO/SQL:/usr/home/bankdI3:bankdb:readwrite”
NETWORK

SITE1 NADDR="0X0002ab117B2D4359"

BRIDGE="/dev/tcp”
NLSADDR="0X0002ab127B2D4359"
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SITE2 NADDR="0X0002ab117B2D4360"
BRIDGE="/dev/tcp”
NLSADDR="0X0002ab127B2D4360"

SITE3 NADDR="0X0002ab117B2D4361"
BRIDGE="/dev/tcp”
NLSADDR="0X0002ab127B2D4361"

The SERVERS, SERVICES, and ROUTING Sections

The SERVERSSERVICES andROUTINGsections shown in Listing 7-4 specify the
following parameters:

¢ TheTLR servers have & number passed to theipsrvrinit() functions.
4 All requests for the services are routed onAGEOUNT_IDfield.

4 None of the services will be performedAdTOTRANNOdE.

Listing 7-4 Sample SERVERS, SERVICES, and ROUTING Sections

SERVERS

DEFAULT: RESTART=Y MAXGEN=5 REPLYQ=N CLOPT="-A"
TLR  SRVGRP=BANKB1 SRVID=1 CLOPT="-A ---T 100"
TLR  SRVGRP=BANKB2 SRVID=3 CLOPT="-A ---T 400"
TLR  SRVGRP=BANKB3 SRVID=4 CLOPT="-A ---T 700"
XFER SRVGRP=BANKB1 SRVID=5 REPLYQ=Y

XFER SRVGRP=BANKB2 SRVID=6 REPLYQ=Y

XFER SRVGRP=BANKB3 SRVID=7 REPLYQ=Y

SERVICES

DEFAULT: AUTOTRAN=N

WITHDRAW ROUTING=ACCOUNT_ID
DEPOSIT ROUTING=ACCOUNT_ID
TRANSFER ROUTING=ACCOUNT_ID
INQUIRY ROUTING=ACCOUNT_ID

ROUTING

ACCOUNT_ID  FIELD=ACCOUNT_ID BUFTYPE="FML"
RANGES="MON - 9999:*,
10000 - 39999:BANKB1
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40000 - 69999:BANKB2
70000 - 100000:BANKB3

wn
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CHAPTER

8 Working with Multiple
Domains

This chapter describes the task of administering services across multiple Domains by
using the BEA TUXEDO Domains feature. This chapter discusses the following
topics:

4+ Benefits of Using BEA TUXEDO System Domains
What Is the Domains Gateway Configuration File?

Configuring Local and Remote Domains

¢
¢
4 Example of a Domains-based Configuration
4 Ensuring Security in Domains

¢

Routing Service Requests to Remote Domains

Benefits of Using BEA TUXEDO System
Domains

Using Domains provides the following benefits:

4 Scalability and modular growth—Programmers can structure their application
for modularity, isolation of failures, and independent growth. Interoperation with
other transaction processing applications is achieved easily by adding to the
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Domains configuration the description of the interfaces (that is, services) used by
a remote application.

4 Transparency and independence—Applications are totally unaware of service
distribution. A service may be available on the same machine, on another
machine in the local domain, or on a remote domain. Client application
programmers do not need to know the implementation changes made to a
service, the location of a service, network addresses, and so on.

4 Aliasing capability—This allows you to define a mapping between the service
names used by a remote application and the service names used by the local
application, allowing for easy integration of applications that use different
naming schemes.

4 Transaction management and reliability—The Domains feature us integrated
with the BEA TUXEDO system transaction management capabilities.

4+ Availability—You can specify alternate destinations to handle failure conditions.

4 Security—An access control list (ACL) facility is provided to restrict access to
local services from a particular set of remote domains. Domains also provides
encryption and password verification.

What Is the Domains Gateway Configuration
File?

All domain configuration information is stored in a binary file, calledBD®ICONFIG
file. You can create and edit the domain gateway configuratiorDiilcONFIdile),
with any UNIX text editor. You can update the compiECONFIdile while the
system is running by using tldenadmin(1) command when using Domains. There
must be on8DMCONFIGile per BEA TUXEDO application.

A BEA TUXEDO system domain gateway is a server supplied by the BEA TUXEDO
system that enables access to and from remote domains. Domains provides a gatew
administrative serveiqWADMhat enables run-time administration of the Domains
gateway group, and a Domains administrative sel&aOMthat enables run-time
administration of the Domains configuration informati@DiICONFIE You enable
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remote domain access by specifying a gateway group and a domain administration
group in theGROUPSection of th@UXCONFIGfile, and by adding entries for the
gateway and the two administrative servers inSthRVERSsection.

In Figure 8-1DGWs the domain gatewagwADIS the gateway administrative server;
DMADNs the Domains administrative server; &8mMCONFIds the Domains gateway
configuration file.
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Figure 8-1 BEA TUXEDO Domains Gateway
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Components of the DMCONFIG File

The following table describes the sections ofivecONFIdile.

Section of the Purpose
DMCONFIG File
Describes the environment for a particular domain gateway group. You
can use multiple entries in this section to define multiple gateway groups

DM_LOCAL_DOMAINS
within a single BEA TUXEDO application.
Identifies the remote domains that clients and servers of this Domains

DM_REMOTE_DOMAINS
application can access.
Describes the set of services in this domain which remote domains can

DM_LOCAL_SERVICES
access.
DM_REMOTE_SERVICES Describes the set of services provided by remote domains that are
accessible from this domain.
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Section of the Purpose
DMCONFIG File

DM_ROUTING Specifies criteria for data-dependent routing used by gateways to route
service requests to specific remote domains.

DM_ACCESS_CONTROL Specifies a named list (the Access Control List) of remote domains
permitted to access a particular service.

DM_<dmtype > Defines the specific parameters required for a particular Domains
instance. Currently, the value dintype can beOSITP, SNA or
TDOMAIN (This chapter focuses only GOMAIN) You must specify
each domain type in a section of its own.

Configuring Local and Remote Domains

To configure a local domain and a remote domain, perform the following tasks:
4 Set environment variables

4 Build a local application configuration file and a local domain gateway
configuration file

4 Build a remote application configuration file and a remote domain gateway
configuration file

Setting Environment Variables

You need to set the following environment variables for the application to be
configured successfully:

4 TUXDIR—The BEA TUXEDO system root directory (for example,
Jopt/tuxedo )

4 TUXCONFIG—The application configuration file (for examplepp.tux  or
rapp.tux )

Administering the BEA TUXEDO System  8-5



8 WORKING WITH MULTIPLE DOMAINS

Example

4 BDMCONFI&-The Domains gateway configuration file (for exampdep.bdm
or rapp.bdm )

4 PATH—Must include$TUXDIR/bin

¢ LD_LIBRARY_PATH—Must include$TUXDIR/lib

$ TUXDIR=/opt/tuxedo

$ PATH=$TUXDIR/bin:$PATH

$ LD_LIBRARY_PATH=$TUXDIR/lib:$LD_LIBRARY_PATH
$ export TUXDIR PATH LD_LIBRARY_PATH

Building a Local Application Configuration File and a
Local Domains Gateway Configuration File

Build a local application configuration file usimgloadcf (1), and a local domain
gateway configuration file usinginioadcf (1). The local application configuration file
(lapp.ubb ) contains the information necessary to boot the local application. This file
is compiled into a binary data filegp.tux ), usingtmloadcf (1).

The local domain gateway configuration filepp.dom ) contains the information
used by domain gateways for communications with other domains. This file is
compiled into a binary data filéapp.bdm ), usingdmloadcf (1).

$ cd /home/lapp

$ TUXCONFIG=/home/lapp/lapp.tux; export TUXCONFIG

$ tmloadcf -y lapp.ubb

$ BDMCONFIG=/home/lapp/lapp.dom; export BDMCONFIG
$ dmloadcf -y lapp.dom

$ tmboot -y
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Building a Remote Application Configuration File and a
Remote Domains Gateway Configuration File

Build a remote application configuration file and a remote domain gateway
configuration file. The remote application configuration filgpp.ubb ) contains the
information used by domain gateways for communication with other domains. This
file is compiled into a binary data fileapp.tux ).

The remote domain gateway configuration filgpp.dom ) contains the information

used by domain gateways to initialize the context required for communications with
other domains. This configuration file is similar to the local domain gateway
configuration file. The difference is in which services are exported and imported. This
file is compiled into a binary data fileapp.bdm ).

$ cd /home/rapp

$ TUXCONFIG=/home/rapp/rapp.tux; export TUXCONFIG

$ tmloadcf -y rapp.ubb

$ BDMCONFIG=/home/rapp/rapp.dom; export BDMCONFIG
$ dmloadcf -y rapp.dom

$ tmboot -y

Once you create both the local and remote domains, you can then boot the application
usingtmboot (1). The order in which the two domains are booted does not matter.
Monitor the applications witdmadmin(1).

Once both applications are booted, a client in the local application can call the
TOUPPERservice residing in the remote application.

Example of a Domains-based Configuration

The Domains example illustrated in Figure 8-2 and throughout this chapter consists of
two applications, both of which are based onsth@app example provided with the

BEA TUXEDO system. The first application is callapp for “local application”; the
secondrapp for “remote application.” lapp is configured to allow its clients to access

a service calledOUPPERwhich is advertised irapp .
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Figure 8-2 A Local and a Remote Application (simpapp)
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Defining the Local Domains Environment

For the sample local application configuration filp.ubb ) shown in Listing 8-1,
only the required parameters are defined. Default settings are used for the other
parameters.

The following two server groups are defined:
4 The first contains the domain administrative seripatA DM

4 The second contains the gateway administrative seBxgADMand the domain
gateway GWTDOMAIN

The following three servers are defined:

4 DMADM-The domain administrative server enables run-time administration of
the configuration information required by domain gateway groups. This server
provides run-time administration of the binary domain configuration file and
supports a list of registered gateway groups. (There must be only one instance o
DMADNper Domains application.)
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4 GWADMThe gateway administrative server enables run-time administration of a
particular Domains gateway group. This server gets domain configuration
information from thebMADNMerver. It also provides administrative functionality
and transaction logging for the gateway group.

4 GWTDOMAINThe domain gateway server enables access to and from remote
Domains. It allows for interoperability of two or more BEA TUXEDO domains.
Information about the local and remote services it needs to export and import is
included in the domain configuration file. The domain gateway server should
always be configured witREPLYQ=N

Listing 8-1 Example of a Local Application Configuration File

# lapp.ubb
#

*RESOURCES
IPCKEY 111111

MASTER LAPP
MODEL SHM

*MACHINES
giselle

LMID=LAPP

TUXDIR="/opt/tuxedo”

APPDIR="/home/lapp”
TUXCONFIG="/home/lapp/lapp.tux”

*GROUPS

LDMGRP GRPNO=1 LMID=LAPP
LGWGRP GRPNO=2 LMID=LAPP

*SERVERS

DMADM SRVGRP=LDMGRP SRVID=1
GWADM SRVGRP=LGWGRP SRVID=1
GWTDOMAIN  SRVGRP=LGWGRP SRVID=2 REPLYQ=N

*SERVICES
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Defining the Local and Remote Domains, Addressing,
and Imported and Exported Services

8-10

For the sample local domain gateway configuration fgp(dom ), shown in
Listing 8-2, only the required parameters are defined. Default settings are used for th
other parameters.

TheDM_LOCAL_DOMAIRection identifies the local domains and their associated
gateway groups. This section has one enttypp) and specifies the parameters
required for the domain gateway processes in that group, as follows:

4 GWGRBpecifies the name of the gateway server group as specified in the
application.

4 TYPEoOf TDOMAINiIndicates that the local domain will be communicating with
another BEA TUXEDO domain. Other options are SNA and OSI.

4 DOMAINIDidentifies the name of the Domains gateway and must be unique
across all Domains.

TheDM_REMOTE_DOMAIN®ction identifies the known set of remote Domains and
their characteristics. This section has one e®#aPP. TYPEIs used to classify the type
of Domains DomainsID is a unique domain identifier.

TheDM_TDOMAINection defines the addressing information required by the BEA
TUXEDO Domains feature. Following are entries in the section for each local and
remote domain specified in this configuration file:

4 NWADDRpecifies either the network address to accept connections from other
BEA TUXEDO Domains (local Domains entry), or the network address to
connect to other BEA TUXEDO Domains (remote Domains entry).

TheDM_LOCAL_SERVICESection provides information about the services that are
exported. This section has no entries because no services are being exported.

The DM_REMOTE_SERVICESction provides information about the services that are
imported. TherOUPPERservice is imported so that it can be accessed by clients in the
local domains.
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Listing 8-2 Example of a Local Domains Gateway Configuration File

#
# lapp.dom
#

*DM_LOCAL_DOMAINS

LAPP GWGRP=LGWGRP
TYPE=TDOMAIN
DOMAINID="111111"

*DM_REMOTE_DOMAINS

RAPP TYPE=TDOMAIN
DOMAINID="222222"

*DM_TDOMAIN

LAPP NWADDR="//mach1:5000"
RAPP NWADDR="//mach2:5000"
*DM_LOCAL_SERVICES
*DM_REMOTE_SERVICES
TOUPPER

Defining the Remote Domains Environment

For the sample remote application configuration fié@d.ubb ), shown in
Listing 8-3, only the required parameters are defined. Default settings are used for the
other parameters.

The following three server groups are defined:

4 The first server groupsRVGP=RDMGREONtains the Domains administrative
server DMADM

4 The second server groupRVGP=RGWGREoNtains the gateway administrative
server,GWADMand the Domains gatewaWTDOMAIN

4 The third server groupsRVGP=APPGRFRcoNtains the application server
simpserv .
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8-12

The following four servers are defined:

4 DMADM-The Domains administrative server
4 GWADMThe gateway administrative server
4 GWTDOMAWN-The Domains gateway server
¢

simpserv. —The simple application server that advertisesTthePPERservice,
which converts strings from lowercase to uppercase characters

Listing 8-3 Example of a Remote Application Configuration File

# rapp.ubb

#

*RESOURCES
IPCKEY 222222

MASTER RAPP
MODEL SHM

*MACHINES
juliet

LMID=RAPP

TUXDIR="/opt/tuxedo”
APPDIR="/home/rapp”
TUXCONFIG="/home/rapp/rapp.tux”

*GROUPS

RDMGRP GRPNO=1 LMID=RAPP
RGWGRP GRPNO=2 LMID=RAPP
APPGRP GRPNO=3 LMID=RAPP

*SERVERS

DMADM SRVGRP=RDMGRP SRVID=1

GWADM SRVGRP=RGWGRP SRVID=1

GWTDOMAIN  SRVGRP=RGWGRP SRVID=2 REPLYQ=N
simpserv SRVGRP=APPGRP SRVID=1

*SERVICES
TOUPPER

Administering the BEA TUXEDO System



CONFIGURING LOCAL AND REMOTE DOMAINS

Defining the Exported Services

For the sample remote domain gateway configurationrtifg{dom ), shown in
Listing 8-4, only the required parameters are defined. Default settings are used for the
other parameters.

This configuration file is similar to the local domain gateway configuration file. The
difference is in which services are exported and imported.

TheDM_LOCAL_SERVICESection provides information about the services exported
by each local domain. In this example, fl@UPPERservice is exported and included

in theDM_LOCAL_SERVICESection. No service is imported so there are no entries in
the DM_REMOTE_SERVICESction.

Listing 8-4 Example of a Remote Domains Gateway Configuration File

# rapp.dom
#

*DM_LOCAL_DOMAINS

RAPP GWGRP=RGWGRP
TYPE=TDOMAIN
DOMAINID="222222"

*DM_REMOTE_DOMAINS

LAPP TYPE=TDOMAIN
DOMAINID="111111"

*DM_TDOMAIN
RAPP NWADDR="//mach2:5000"
LAPP NWADDR="//mach1:5000"

*DM_LOCAL_SERVICES
TOUPPER
*DM_REMOTE_SERVICES
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Using Data Compression Between Domains

Data compression is useful in most applications and vital to supporting large
configurations. When data is sent between Domains, you can elect to compress it fc
faster performance. This is configured by settingdeLIMIT parameter in the

dmconfig (5). See Chapter 6, “Building Networked Applications,” for more
information on data compression.

Ensuring Security in Domains

8-14

Because Domains can exist under diverse ownership, multiple ways are offered to
enable you to provide sufficient security:

4 Local Domains—Provides a first level of security. A partial view of the
application (that is, a subset of services) can be made available to remote
domains. This partial view is defined by including the corresponding services in
the DM_LOCAL_SERVICESection of the@©MCONFIdile.

4 Domains Passwords—Authentication techniques are required to ensure the
properidentity of each remote domain. Domains provides a facility for the
definition of passwords on a per-remote-domain basis. This is configured by
settingSECURITY=DM_PWn dmconfig (5).

4 Access Control—Access control provides another level of security in which you
can restrict access to services within a local domain such that only selected
remote domains can execute these services. This is configured in the
DM_ACCESS_CONTRG@Ection of theimconfig (5).

4 Link-Level Encryption— Encryption can be used across domains to ensure data
privacy, so a network-based eavesdropper cannot learn the content of BEA
TUXEDO messages or application-generated messages from domain gateway
domain gateway. This is configured by settmMgIENCRYPTBITSand
MAXENCRYPTBIT$1 thedmconfig (5). (See Chapter 6, “Building Networked
Applications,” for more information.)
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Creating a Domain Access Control List (ACL)

To create a domain ACL, you must specify the name of the domain ACL and a list of
the remote domains that are part of the list (the Domain Import List) in the
DM_ACCESS_CONTR®ection of the@dMCONFIdile. The following chart describes

these two fields.

Domain ACL Field Description

Domain ACL name The name of this ACL.

A valid name consists of a string of 1-30 characters, inclusive. It must be
printable and it may not include a colon, a pound sign, or a new line
character. An example i&CLGRP1

Domain importVIEWlist  The list of remote domains that are granted access for this access control
list.

A valid value in this field is a set of one or more comma-separated strings.
An example isSREMDOMREMDOMREMDOM3

Routing Service Requests to Remote
Domains

Information for data-dependent routing used by gateways to route service requests (to
specific remote domains) is provided in thi@_ROUTINGection of th@®MCONFIdile.
TheFML32, VIEW32, FML, VIEW, X_C_TYPE andX_COMMOtyped buffers are

supported. To create a routing table for a domain, you must specify the buffer type for
which the routing entry is valid, the name of the routing entry and field, and the ranges
and associated remote domain names of the routing field. The following table
describes these fields.
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Routing Table Description
Fields

Buffer type A list of types and subtypes of data buffers for which this routing entry is valid. The
types may includ&ML32, VIEW32, FML VIEW, X_C_TYPE or X_COMMQNo
subtype can be specified for typbIL; subtypes are required for the other types.
The * (orwildcard) value is not allowed. Duplicatgpe /subtype pairs cannot
be specified for the same routing criteria name; more than one routing entry can
have the same criteria name as long asybe /subtype pairs are unique. If
multiple buffer types are specified for a single routing entry, the data types of the
routing field for each buffer type must be the same.

Valid values fortype are:[: subtypel [, subtype2

QI type2 [: subtype3 [, subtyped ...1]...

where the maximum length is 256 characters ovay@e /subtype
combinations.

Valid values forsubtype are names may not include semicolons, colons,
commas, or asterisks.

An example i=ML

Domain routing T he name (identifier) of the routing entry.

criteria A valid value is any string of 1-15 characters, inclusive.

An example iIROUTTAB1
Routing field The name of the routing field. This field is assumed to be a field name that is
name identified in an FML field table (foFMLbuffers) or artFMLVIEW table (forVIEW,

X_C_TYPE or X_COMMObLffers).
A valid value is an identifier string that is 1-30 characters, inclusive.

An example iSFIELD1 .
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Routing Table
Fields

Description

Ranges

The ranges and associated remote domain rRDB@B8ifor the routing field. The
routing field can be of any data type supporteBML A numeric routing field
must have numeric range values, and a string routing field must have string range
values. String range values for string, carray, and character field types must be
placed inside a pair of single quotes and cannot be preceded by a sign. Short and
long integer values are a string of digits, optionally preceded by a plus or minus
sign. Floating point numbers are of the form accepted by the C compiler or
atof() as follows: an optional sign, then a string of digits optionally containing a
decimal point, then an optional e or E followed by an optional sign or space,
followed by an integer. When a field value matches a range, the asséddad
value specifies the remote domains to which the request should be routed. An
RDOMalue of * indicates that the request can go to any remote domain known by
the gateway group.

Valid values are a comma-separated ordered list of lRbg&¥pairs where a

rangeis one of two types: (a) a single value (signed numeric value or character
string in single quotes); or (b) a range of the fétomer-upper(wherelower and
upperare both signed numeric values or character strings in single quotes). Note
thatlower must be less than or equalimper. Within a ranggRDOMpair, the range

is separated from tiRDOMvy a colon ( : )MIN can be used to indicate the
minimum value for the data type of the associ&ig&d D ; for strings and carrays,

it is the null string; for character fields, it@s for numeric values, it is the

minimum numeric value that can be stored in the fidléiXcan be used to indicate

the maximum value for the data type of the associeletD ; for strings and

carrays, it is effectively an unlimited string of octal-255 characters; for a character
field, it is a single octal-255 character; for numeric values, it is the maximum
numeric value that can be stored in the field. TMI8l--5 is all numbers less

than or equal to -5 andMAX is the set of all numbers greater than or equal to 6.
The meta-character Wjldcard) in the position of a range indicates any values not
covered by the other ranges previously seen in the entry; only one wildcard range
is allowed per entry and it should be last (ranges following it are ignored).

An example isl-100:REMDOM3
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CHAPTER

O Managing Workstation
Clients

This chapter discusses the following topics:
Workstation Terms

What Is a Workstation Client?

Setting Environment Variables

Setting the Maximum Number of Workstation Clients

Configuring a Workstation Listener (WSL)

* & & & o o

Modifying the MACHINES Section to Support Workstation Clients

Workstation Terms

Workstation
Workstation Extension—The workstation product that is an extension of the
base BEA TUXEDO system.

DLL
Dynamic Link Libraries—A collection of functions grouped into a load
module that is dynamically linked with an executable program at run time for
a Microsoft Windows or an OS/2 application.
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WSC
Workstation Client—A client process running on a remote site.

WSH
Workstation Handler—A client process running on an application site that
acts as a surrogate on behalf of the WSC.

WSL

Workstation Listener—A server process running on an application site that
listens for WSCs to connect.

What Is a Workstation Client?

The Workstation Extension of the BEA TUXEDO system allows application clients to

reside on a machine that does not have a full server-side installation, that is, a machi
that does not support any administration or application servers, or a Bulletin Board. Al
communication between the client and the application takes place over the network.

The client process can be running UNIX, MS-DOS, Windows, or OS/2. The client has
access to the ATMI interface for clients. The networking behind the calls is transparen
to the user. The client process registers with the system and has the same status as
native client. The client can do the following:

4 Send and receive messages
4 Begin, end, or commit transactions

4 Send and receive unsolicited messages

4 Pass application security (on a mandatory basis)

4 Communicate information about remote clients throughntlagmin (1)
command

Note: A client process communicates with the native domain through the WSH
rather than through BRIDGE process.
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lllustration of an Application with Two Workstation
Clients

Figure 9-1 shows an example of an application with two WSCs connected. The client
on the left is running on a UNIX system workstation, while the client on the right is
running on an MS-DOS workstation. Both WSCs are communicating with the
application through the WSH process. Initially, both joined by communicating with
the WSL (indicated by the heavily dashed line).

The administrative servers and the application servers are located entigfEan

Any request by a WSC to access the resource manager (RM) is sent over the network
to the WSH. This process sends the request to the appropriate server and sends the
reply back to the WSC.

The application is running in SHM mode. If the application was distributed over
several nodes, the procedure would be very similar. The WSC would communicate
with one WSH, and the request would be sentBRI®GE process, which would
forward it to the correct node.

Note: As used in this book, the term “resource manager” refers to an entity that
interacts with the BEA TUXEDO system and implements the XA standard
interfaces. The most common example of a resource manager is a database.
Resource managers provide transaction capabilities and permanence of
actions; they are the entities accessed and controlled within a global
transaction.
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Figure 9-1 A Bank Application with Two Workstation Clients
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How the Workstation Client Connects to an Application

A workstation client connects to an application in the following manner.
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Setting Environment Variables

1.

The client connects to the WSL process using a known network address. This is
initiated when the client calls eithgchkauth()  or tpinit() . The WSL returns
the address of a WSH to the client.

The WSL process sends a message to the WSH process informing it of the
connection request.

The WSC connects to the WSH. (All further communication between the WSC
and the application takes place through the WSH.)

Setting Environment Variables

Eight environment variables can be used to pass information to the system. All are
optional excepTUXDIR andwSNADDRDefaults are available for all except
WSENVFILE

L4

TUXDIR—This contains the location of the BEA TUXEDO software on this
workstation. It must be set for the client to connect.

WSNADDR- This contains the network address of the WSL that the client wants
to contact. This must match the address of a WSL process, as specified in the
application configuration file.

WSDEVICE-This contains the network device to be used. The default is an
empty string WSDEVICENMuSst be set if TLI is being used.

WSENVFILE—This contains the name of a file in which all environment variables
may be set. There is no default for this variable.

WSTYPE-This contains the machine type. If the valuaugTYPENatches the

value of TYPEIn the configuration file for the WSL machine, no
encoding/decoding is performed. The default is the empty string. Keep in mind,
when deciding whether to use the default, that a value of “empty string” will
match any other “empty string” value. Be sure to specify the valuwesofrPE
whenever that value does not match the valuereEon the WSL machine.

WSRPLYMAXThis contains the amount of core memory to be used for buffering
application replies. The default is 32,000 bytes.
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4 TMPDIR—This contains the directory in which to store replies when the
WSRPLYMANMIt has been reached. The default is the working directory.

4 APP_PW-This contains the password in a secure application. Clients that run
from scripts can get the application password from this variable.

Setting the Maximum Number of
Workstation Clients

9-6

To join workstation clients to an application, you must specify\MREWSCLIENTS
parameter in thMACHINESsection of theJBBCONFIile.

MAXWSCLIENTS$s the only parameter that has special significance for the Workstation
feature MAXWSCLIENTS$ells the BEA TUXEDO system at boot time how many
accesser slott reserve exclusively for workstation clients. For native clients, each
accesser slot requires one semaphore. However, the Workstation handler process
(executing on the native platform on behalf of workstation clients) multiplexes
Workstation client accessers through a single accesser slot and, therefore, requires
only one semaphore. This points out an additional benefit of the Workstation
extension. By putting more clients out on workstations and off the native platform, an
application reduces its IPC resource requirements.

MAXWSCLIENTS$akes its specified number of accesser slots from the total set in
MAXACCESSER his is important to remember when specifyigXWSCLIENTS
enough slots must be left to accommodate native clients as well as servers. If you
specify a value fOMAXWSCLIENT§greater thaMAXACCESSER®ative clients and
servers fail atpinit() time. The following table describes tRXWSCLIENTS
parameter.

Parameter Description

MAXWSCLIENTS  Specifies the maximum number of WSCs that may connect to a node.

The default is 0. If not specified, WSCs may not connect to the
machine being described.

The syntax iSMAXWSCLIENTSsumber .
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Configuring a Workstation Listener (WSL)

Workstation clients access your application through the services of a WSL process and
one or more WSH processes. The WSL and WSH are specified in one entry as a server
supplied by the BEA TUXEDO system, although they are separate processes. The
WSL can support multiple workstation clients and acts as the single point of contact
for all the workstation clients connected to your application at the network address
specified on the WSL command line. The listener schedules work for one or more
workstation handler processes. A WSH process acts as a surrogate within the
administrative domain of your application for workstation clients on remote
workstations. The WSH uses a multiplexing scheme to support multiple Workstation
clients concurrently.

To join Workstation clients to an application, you must list the Workstation Listener
(WSL) processes in tieERVERSsection of theJBBCONFIdile. Use the same syntax
you use when listing a server.

Format of the CLOPT Parameter

Use the command-line option stringLOP7 to pass information to a WSL process.
The format of thecLOPTparameter is as follows.

CLOPT="[-A][ servopts-options ]---n netaddr [-d device ||\
[-w WSHnamg-t timeout-factor 1-T  Client-timeout J\
[-m minh][-M  maxHh][-x  mpx-factor |\

[-p minwshport ][-P  maxwshport |\
[-1 init-timeout I[-c  compression-threshold 1[-k\

compression-threshold N
[-z bits ][-Z bits ][-H external-netaddr 1"

The-A value indicates that the WSL is to be booted to offer all its services. This is a
default, but it is shown to emphasize the distinction between system-supplied servers
and application servers. The latter can be booted to offer only a subset of their available
services. The syntax marks the beginning of a list of parameters that are passed to
the WSL after the latter has been booted.
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Command-line Options of the CLOPT Parameter

9-8

You can specify the following command-line options in@hePTstring after the-
(double minus signs):

¢ -n netaddr is the network address that WSCs use to contact the listener. The
WSC must set the environment variabsNADDRo this value. This is a
required parameter.

¢ [-d device ]is the network device name. This is an optional parameter because
some transport interfaces (sockets) do not require it. However, it is required if
the provider is TLI.

¢ [t timeout ]allows more time for a client to join when there is a large number
of clients attempting to join simultaneously. The value is multiplied by the
SCANUNITparameter. The default is 3 in a nonsecure application and 6 in an
application with security on it.

¢ [-w namd is the name of the WSH process that should be booted for this
listener. The default is WSH, which is the name of the handler provided. If
another handler process is built with théidwsh (1) command, that name is
specified here.

¢ [-m number] specifies the minimum number of handlers that should be booted
and always available. The default is 0.

¢ [-M number] specifies the maximum number of handlers that can be booted. The
default is the value alAXwSCLIENT$or that node divided by the multiplexing
value.

¢ [-x number] specifies the maximum number of clients that a WSH can multiplex
at a time. The default is 10 and the value must be greater than 0.

¢ [T client-timeout ] specifies the inactive client timeout option. The inactive
client timeout is the time (in minutes) allowed for a client to stay idle. If a client
does not make any requests within this time period, the WSH disconnects the
client. If this argument is not given or is set to 0, the timeout is infinite.

¢ [-p minwshport ][-P maxwshport ] specifies the range for port numbers
available for use by WSHs associated with this listener server. Port numbers
must fall in the range between 0 and 65535. The default is 204@8rfoshport
and 65535 fomaxwshport .
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Modifying the MACHINES Section to
Support Workstation Clients

Listing 9-1 shows an example of how you can add the Workstation feature to the
bankapp application.

Listing 9-1 UBBCONFIG Configuration

MACHINES
SITE1l

MAXWSCLIENTS=150
SITE2
MAXWSCLIENTS=0

SERVERS

WSL SRVGRP=”BAN KB1" SRVID=500 RESTART=Y
CLOPT="-A -- -N 0x0002ffffaaaaaaaa \
-d /dev/tcp -m 5 -M 30 -x 5"

Notice the following specifications in théACHINESandSERVERSsections:

4 TheMACHINESsection shows the defattAXWSCLIENT®&s being overridden for
two sites. FOSITEL , the default is raised to 150, while it is lowered to O for
SITE2 , which will not have WSCs connected to it.

¢ TheSERVERSsection shows a WSL process listed for greapikBl The WSL
has a server ID of 500 and it is marked as restartable.

4 The command-line options show the following:
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The WSL will advertise all of its services\|).

The WSL will listen at network address 0x0002ffffaaaaaadh (
The network provider will b&devitcp  (-d ).

A minimum of 5 WSHSs will be bootednf).

A maximum of 30 WSHSs will be booteeM).

* & & & > o

Each handler will be allowed a maximum of 5 clients connected at any one
time (x ).
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CHAPTER

1 OManaging Queued
Messages

This chapter describes how to configure the BEA TUXEDO Queued Message Facility
for your application, and how to manage the facility when the application goes into
production.

The following topics are presented:

Terms and Definitions

Overview of the BEA TUXEDO Queued Message Facility
Administrative Tasks

Setting the QMCONFIG Environment Variable

Using gmadmin, the /Q Administrative Interface

Creating an Application Queue Space and Queues

* & & & & o o

Modifying the Configuration File

Terms and Definitions

The following terms are used in this chapter.

IQ
A short name for the BEA TUXEDO Queued Message Facility
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QMCONFIG
An environment variable that holds the name of the device (file) where /Q
gqueue space is located.

Queue
A named stable storage area where service requests from client processes
responses from application servers are stored.

Queue Space
A collection of queues that can be administered as a unit.

Request Queue
A space associated with an application server where service requests are
placed for processing by the server.

TMQUEUE
A BEA TUXEDO system server that accepts messages ftpamgueue()
call and places them on a /Q queue.

TMQFORWARD
A BEA TUXEDO system server that dequeues a message from a /Q queue
and forwards the message to an application server.

TMS_QM
A BEA TUXEDO system server that manages transactions for /Q.

Overview of the BEA TUXEDO Queued
Message Facility

The BEA TUXEDO Queued Message Facility allows messages to be queued to stab
storage for later processing. Primitives are added to the BEA TUXEDO system
application-transaction manager interface, (ATMI), that provides for messages to be
added to or read from stable-storage queues. Reply messages and error messages
be queued for later return to client programs. An administrative command interpretel
is provided for creating, listing, and modifying the queues. Prewritten servers are
included to accept requests to enqueue and dequeue messages, to forward messag
from the queue for processing, and to manage the transactions that involve the queue
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Administrative Tasks

The BEA TUXEDO system administrator is responsible for defining servers and
creating queue space and queues like those shown between the vertical dashed lines in
Figure 10-1.

The administrator must define at least one queue server groupMgtionas the
transaction manager server for the group.

Two additional system-provided servers need to be defined in the configuration file.
These servers perform the following functions:

4 The message queue serviMQUEUES), is used to enqueue and dequeue
messages. This provides a surrogate server for doing message operations for
clients and servers, whether or not they are local to the queue.

¢ The message forwarding serve)QFORWARS), is used to dequeue and forward
messages to application servers. The BEA TUXEDO system provides routines
for servers that handle server initialization and termination, allocate buffers to
receive and dispatch incoming requests to service routines, and route replies to
the correct destination. All of this processing is transparent to the application.

4 Existing servers do not dequeue their own messages or enqueue replies. One
goal of /Q is to be able to use existing servers to service queued messages
without change. TheMQFORWARsrver, for example:

¢ Dequeues a message from one or more queues in the queue space

¢ Forwards the message to a server that has a service with the same name as
the queue

Waits for the reply

Queues the success reply or failure reply on the associated reply or failure
queues (assuming the originator specified a reply or failure queue)

Also, the administrator must create a queue space using the queue administration
program,gmadmin(1). The queue space contains a collection of queues. In

Figure 10-1, for example, four queues are present within the queue spacearamed
There is a one-to-one mapping of queue space to queue server group since each queue
space is a resource manager (RM) instance and only a single RM can exist in a group.
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10-4

The notion of queue space allows for reducing the administrative overhead associate
with a queue by sharing the overhead among a collection of queues in the following
ways:

¢
¢

The queues in a queue space share the stable storage area for messages.

A single message queue server, sucChM@UEUEN Figure 10-1, can be used to
engueue and dequeue messages for multiple queues within a single queue spac

A single message forwarding server, SUCMMQFORWARID Figure 10-1, can be
used to dequeue and forward messages for multiple queues within a single queu
space.

A single transaction manager server, suciinas_QMn Figure 10-1, can be used
to complete transactions for multiple queues within a single queue space.

The administrator can define a single server group in the application
configuration for the queue space by specifying the groyBBCONFIGor by
usingtmconfig (1) to add the group dynamically.

Finally, when the administrator moves messages between queues within a queu
space, the overhead is less than if the messages were in different stable storage
areas, because a one-phase commit can be done.
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Figure 10-1 shows how the BEA TUXEDO Queued Message Facility works. The
gqueue spaces and queues shown between the vertical dashed lines must be defined by
the system administrator.

Figure 10-1 Overview of the Queued Message Facility
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In Figure 10-1 (Steps 1, 2, and 3), a client enqueues a messageE®¥eE1 queue

in the APP queue space usipgnqueue() . Optionally, the names of a reply queue

and a failure queue can be included in the catbdéaqueue() . In Figure 10-1 they

are the queueSLIENT_REPLYlandFAILURE_Q. The client can specify a “correlation
identifier” value to accompany the message. This value is persistent across queues so
that any reply or failure message associated with the queued message can be identified
when it is read from the reply or the failure queue.
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The client can use the default queue ordering (for example, a time after which the
message should be dequeued), or can specify an override of the default queue orderi
(asking, for example, that this message be put at the top of the queue or ahead of
another message on the queue). The cadetmueue() sends the message to the
TMQUEUEerver, the message is queued to stable storage, and an acknowledgment (s
3) is sent to the client. The acknowledgment is not seen directly by the client, but cal
be assumed when the client gets a successful return. (A failure return includes
information about the nature of the failure.)

A message identifier assigned by the queue manager is returned to the application. T
identifier can be used to dequeue a specific message. It can also be used in anothe
tpenqueue() to identify a message already on the queue that the subsequent messa
should be enqueued ahead of.

Before an enqueued message is made available for dequeuing, the transaction in whi
the message is enqueued must be committed successfully.

When the message reaches the top of the queueyithekORWARRrver dequeues the
message and forwards it, wggall)  , to a service with the same name as the queue
name. In Figure 10-1 the queue and the service are both ®ER®CEL steps 4, 5,
and 6 show the transfer and return of the message. The client identifier and the
application authentication key are set to the client that caused the message to be
enqueued; they accompany the dequeued message as it is sent to the service.

When the service returns a repif}yfQFORWARIqueues the reply (with an optional
user-return code) to the reply queue (step 7 in Figure 10-1). Sometime later, the clier
usestpdequeue()  to read from the reply queu€L(ENT_REPLY1), and to get the

reply message (steps 8, 9, and 10 in Figure 10-1). Messages on the reply queue are
automatically cleaned up; they must be dequeued, either by an application client or
server, or by aMQFORWARRTIVer.

Part of the task of defining a queue is specifying the order for messages on the quet
Queue ordering can be time-based, priority baBEd) or LIFO, or a combination of
these sort criteria. The administrator specifies one or more of these criteria for the
queue, listing the most significant criteria filstO orLIFO can be specified only as

the least significant sort criteria. Messages are put on the queue according to the
specified sort criteria, and dequeued from the top of the queue.

The administrator can configure as many message queuing servers as are needed |
keep up with the requests generated by clients for the stable queues.

Data-dependent routing can be used to route between multiple server groups with
servers offering the same service.
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For housekeeping purposes, the administrator can set up a command to be executed
when a threshold is reached for a queue that does not routinely get drained. The
threshold can be based on the bytes, blocks, or percentage of the queue space used by
the queue, or the number of messages on the queue. The command set up by the
administrator might boot aMQFORWARZerver to drain the queue or send mail to the
administrator for manual handling.

Setting the QMCONFIG Environment
Variable

The environment variabl@MCONFIGnust be set and exported before work can be
done to create a queue space. A BEA TUXEDO system application uses a Universal
Device List (UDL). TheQMCONFIGrariable must contain the full path name of the
device list, such as the path shown in the following example.

$ QMCONFIG = /dev/rawfs; export QMCONFIG

The commands provided loynadmin, (the /Q administrative interface), will not work
unless this location is defined. The information can be furnished on the command line
as well as in the environment variable. If it is specified in both places, the information
on the command line takes precedence.

Using gmadmin, the /Q Administrative
Interface

/Q has an administrative progragmadmin(1), that is used to create and administer
gueues. The following sections include a sampling of the available commands. For a
complete list ofymadmin commands, refer to thgnadmin(1) reference page in the

BEA TUXEDO Reference Manual
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Creating an Application Queue Space and

Queues

Complete the following four steps to create an application queue space and queues

1. Create an entry in the UDL with thmadmin crdl  command. The device may be

created on a raw slice or in a UNIX file. For example:
gmadmin # to start the gmadmin command
crdl device offset size

wheredevice is the same device named in tlidCONFIGvariable;offset is

the block number within the UDL where space may begin to be allocated (the
first entry must have an offset of 0), asigt is the number of blocks to
allocate. To make the example more realistic, it might be like the following:

crdl /dev/rawfs 500 500

which says create an entry on the deviege/rawfs 500 blocks from the start

of the UDL and allocate 500 blocks. Implicit in this request is the presence of an
existing entry, since the offset 0 is not specified. If you esrtér without
arguments, the software prompts you for information. You can create up to 25
entries on a device list.

. Create a queue space on the device. This will be a space on the device that will

contain a collection of queues. Space is created wittinthémin gspacecreate
command.

gspacecreate  queue_space _name ipckey pages queues trans  procsl
messages errorq  inityn

If you entergspacecreate  without arguments, the software prompts you for
information. This is probably the better choice for this command because the
prompts explain the information you need to provide. The following is an
example from thgmadmin(1) reference page.

> gspacecreate

Queue space name: mygueuespace

IPC Key for queue space: 42000

Size of queue space in disk pages: 50000

Number of queues in queue space: 30

Number of concurrent transactions in queue space: 20
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Number of concurrent processes in queue space: 30
Number of messages in queue space: 20000

Error queue name: ERRORQ

Initialize extents (y, n [default=n]): y

Blocking factor [default=16]: 16

The IPC Key value must be unique and different from the value specified in the
RESOURCESection. The number of disk pages specified as the size of the queue
space varies from application to application and depends on the number of
gqueues, the number of messages to be handled and the size of the messages. The
specification for the number of concurrent processes in the queue space must be
large enough to include four or five possible BEA TUXEDO system processes.

. Open the queue space.
gopen queue_space_name

The queue space has to be open for you to proceed.

. Create individual queues within the queue space. Queues are created with the
gmadmin gcreate  command, as follows.

gcreate  queue_name qorder out-of-order retries delay high low

This is another command where it is better to allow the software to prompt you
for information. The following is an example fragmadmin(1) (using mostly
default values where available).

>gcreate Queue name: servicel queue order (priority, time, fifo,
lifo): fifo out-of-ordering enqueuing (top, msgid,
[default=none]):none retries [default=0]: O retry delay in
seconds [default=0]: 0 High limit for queue capacity warning (b
for bytes used, B for blocks used, % for percent used, m for
messages [default=100%]): 100% Reset (low) limit for queue
capacity warning [default=0%]: 50% queue capacity command:
lusr/app/bin/mailadmin myqueuespace servicel

Retries specifies the number of times the system attempts to enqueue the
message.

We recommend that you read tiyveadmin (1) reference page in tlREA Tuxedo
Reference Manualarefully and that you also read the “Administration” chapter

of theBEA TUXEDO System /Q Guidehe parameters that you enter for the

gcreate command control the way the queue operates for your application. Of
particular importance is the choice for the order in which messages are placed on
the queue (they are always removed from the top).
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Modifying the Configuration File

In addition to creating a queue space and queues, the system administrator needs t
associate these resources with the BEA TUXEDO Queued Message Facility
application by editing the configuration file as described in the remaining sections of
this chapter.

The configuration changes involve making an entry in@Re@UPSection for the
group that owns the queue and the transaction setmar_QI and listing (in the
SERVERSsection) the two serverSNIQUEUBNdTMQFORWARD

Note: The chronological order of these specifications is not critical. The
configuration file can be created either before or after the queue space is
defined. The important thing is that the configuration must be defined and
gqueue space and queues must be created before the facility can be used.

Associating a Queue with a Group

A server group must be defined for each queue space the application expects to use.
addition to the standard requirements of a group name tag and a valwrPfupthe
TMSNAMBNJOPENINFQparameters need to be set, as shown in the following example.

TMSNAME=TMS_QM
and
OPENINFO="TUXEDO/QMdevice_name : queue_space_name "

(See thaibbconfig  (5) reference page in tHREA Tuxedo Reference Mandat
details.)

TMS_QMs the name for the transaction manager server for the BEA TUXEDO Queuec
Message Facility . In thePENINFOparameterTUXEDO/QMs the literal name for the
resource manager as it appear$TioXDIR/udataobj/RM.  The values for

device_name andqueue_space_name are instance-specific and must be set to the
path name for the universal device list and the name associated with the queue spax
respectively.

The following example includes some of the detail.
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*GROUPS

QUE1

LMID = SITE1 GRPNO =2

TMSNAME = TMS_QM TMSCOUNT =2

OPENINFO = “TUXEDO/QM:/dev/rawfs:myqueuespace”

Note the use of quotation marks around the informatio@RENINFO. We
recommend using quotation marks in this way to protect your entries in the
configuration file.

Listing the /Q Servers in the SERVERS Section

Three servers are provided with the BEA TUXEDO Queued Message Facility. One is
the TMS serverTMS_QMthat is the transaction manager server for the /Q resource
managerTMS_QMs defined in th&sROUPSection of the configuration file.

The other twoTMQUEUE) andTMQFORWARR), provide services to users. They must
be defined in th&ERVERSsection of the configuration file, as follows.

*SERVERS
TMQUEUE SRVGRP=QUE1 SRVID=1 CLOPT="-s QSPACENAME: TMQUEUE - - "
TMQFORWARD SRVGRP=QUEL SRVID=5 CLOPT="- - -| 2 - STRING"

The application can also create its own queue servers. If the functionality of
TMQFORWARIDr example, does not fully meet the needs of the application, you might
want to have a special server written. You might, for example, create a server that
dequeues messages moved to the error queue, TM@RORWARIDes not do.
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CHAPTER

11 Securing Applications

This chapter discusses the levels of security that are available to BEA TUXEDO
system applications, and describes how to implement the level of security your
designers decide best serves the requirements of your application.

The following topics are presented:

¢
¢
¢
¢
¢
¢

Security Strategy

Configuring the RESOURCES SECURITY Parameter
Implementing Operating System Security
Implementing Application Password-level Security
Implementing Security via an Authentication Server

Implementing Security via Access Control Lists

Security Strategy

This section covers the levels of security provided by the BEA TUXEDO system.
Application designers need to decide the appropriate level for their applications.

Operating System

For platforms that have underlying security mechanisms, this is the first line
of defense. The security level is configured N@NE (configuration is
discussed below). This implies that there are no additional mechanisms (for
example, a BEA TUXEDO system password) beyond what the platform
provides.
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Most BEA TUXEDO applications are managed by a system administrator
who configures the application, starts up the application (servers run with the
permissions of this administrator), and monitors the running application,
making dynamic changes as necessary. This arrangement implies that serve
programs are “trusted,” since they run with the administrator’s permissions.
This working method is supported by the login mechanism and read/write
permissions on files, directories, and system resources provided by the
underlying operating system.

Client programs are run directly by users with their own permissions.
Normally, however, users have access to the administrative configuration file
and interprocess communication mechanisms, such as the Bulletin Board (ir
shared memory), as part of normal processing. This is true regardless of
whether additional BEA TUXEDO system security is configured.

For some applications running on platforms that support greater security, a
more secure approach is to limit access to the files and IPC mechanisms to tt
application administrator and to have “trusted” client programs run with the
permissions of the administrator (usingetuid mechanism). Combining
these practices with BEA TUXEDO system security allows the application to
“know” who is making the request.

For the most secure environment, only workstation clients should be allowed
to access the application; client programs should not be allowed to run on the
same machines on which application server and administrative programs rur

BEA TUXEDO system security mechanisms can be used in addition to
operating system security to prevent unauthorized access. The additional
security can be used to avoid simple violations, such as someone accessing
unattended terminal. In addition, it can protect the boundaries of the
administrative domain from interdomain or workstation client access over the
network by unauthorized users.

Application Password

This security level requires that every client provide an application password
as one step in the process of joining the application. The security level is
configured toAPP_PWThe administrator must provide an application
password when this level is configured. (The password can be changed by th
administrator.) It is the responsibility of the administrator to inform
authorized users of the application about the password.

If this level of security is used, BEA TUXEDO system-supplied client
programsud(1) for example, prompt for the application password.
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Application-written client programs must include code to obtain the
password from a user. The password should not be echoed to the user’s
screen. The password is placed in clear text irmTEhgT buffer and is
evaluated when the client cailsnit() to join the application.

See “Writing Client Programs” in thBEA TUXEDO Programmer’s Guide
for examples of code for handling a password.

User Authentication
The third level of BEA TUXEDO system security is based on authenticating
each individual user in addition to providing the application password. The
security level is configured 10SER_AUTH

This level involves passing user-specific data to an authentication service.
Often, the data is a per-user password. This data is automatically encrypted
when it is sent over the network from workstation clients. The default
authentication serviceUTHSVCis provided by a BEA TUXEDO
system-supplied servexUTHSVRThe operation of an authentication service

is described in “Writing Service Routines” in tBEA TUXEDO

Programmer’s GuideThis server can be replaced with an application
authentication server that has logic specific to the application. (For example,
it might access the widely used Kerberos mechanism for authentication.)

With this level of security, authentication is provided, but access control is
not provided. That is, the user is checked when joining the application, but
then is free to execute any services, to post events, and to access application
gueues. It is possible for servers to do application-specific authorization
within the logic of the service routines, but there are no hooks for
authorization that check for access to events or application queues. The
alternative is to use the built-in access control checking.

Access Control
With the use of access control lists (ACLSs), not only is a user authenticated
when joining the application, but in addition, permissions are checked
automatically when attempts are made to access application entities (such as
services). ACL security also includes the user-authentication security
equivalent taUSER_AUTH

Optional Access Control Lists
There are two levels of ACL checking. The first ACL security level is simply
calledACL If ACLis configured, the access control lists are checked whenever
a user attempts to access a service name, queue name, or event name within
the application. If there is no ACL associated with the user’'s name, the

Administering the BEA TUXEDO System 11-3



11 Securing Applications

assumption is that permission is granted. For this reason, this level is
considered “optional.” It allows the administrator to configure access for only
those resources that need more security; ACLs need not be configured for
services, queues, or events that are open to everyone.

For some applications, it may be necessary to use both system-level and
application authorization. An ACL can be used to control who can request a
service, and application logic can control data-dependent access (for
example, who can handle transactions for more than one million dollars).

Note that ACL checking is not done for administrative services, queues, and
events with names that begin with a dot (.). For example, anyone can
subscribe to administrative events such&gMachineBroadcast
.SysNetworkConfig  , .SysServerCleaning

Mandatory Access Control Lists
The second ACL security level iSANDATORY_ACIThis level is similar to
ACL, but an access control list must be configured for every entity (such as a
service, queue, or event) that users can accasaNIDATORY_Ads specified
and there is no ACL for a particular entity, permission for that entity is
denied.

Link-Level Encryption
Users of the BEA TUXEDO Security Add-On Package (US/Canada or
International) can establish data privacy for messages moving over the
network links that connect the machines in a BEA TUXEDO application. For
a detailed description of this feature, see Chapter 6, “Building Networked
Applications.”

Configuring the RESOURCES SECURITY
Parameter

11-4

You can designate a security scheme by setting the value of one parameter in the
RESOURCESection of the configuration filSECURITY. (The parametexUTHSV@&lso
comes into play iBECURITYis set toUSER_AUTHACL or MANDATORY_ACL

To set theSECURITYparameter, perform the following steps.
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1. Open theJBBCONFIdile in a text editor.

2. Set thesSECURITY parameter as follows.
SECURITY=METHOMhere the value a¥/ETHOBs one of the following:
NONE
APP_PW
USER_AUTH
ACL
MANDATORY_ACL
The default iS8NONE

> & & o

The valueaPP_PWindicates that application password security will be enforced (that
is, clients will be required to provide the application password during initialization).
SettingAPP_PWcausesmloadcf to prompt for an application password.

The valueUSER_AUTHSs similar toAPP_PWbut, in addition, indicates that per-user
authentication will be done during client initialization.

The valueACL is similar toUSER_AUTHbut, in addition, indicates that access control
checks will be done on service names, queue names, and event names. If an associated
ACL is not found for a name, it is assumed that permission is granted.

The valueMANDATORY_Ad similar toACL, but permission is denied if an associated
ACL is not found for the name.

Implementing Operating System Security

Implementing operating system security is one of the easier tasks you will have as an
administrator. It consists entirely of not implementing any higher level of security.

In theRESOURCESection, SeBECURITYto NONE If you leaveSECURITYblank,NONE
is the default.

Operating system security depends on the underlying password and the read/write
permission structure of the operating system. You need to make sure that your users
are able to connect to the application and have access to application files and programs.
Consult the administrator’s guide for your operating system to learn how to do this.
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Implementing Application Password-level
Security

Application password-level security requires all users to enter the same password to |
allowed access to the application.

It is implemented as follows:

4 The application programmer writes code that prompts the user for the password.
The password must be put into fiesswd field of theTPINIT buffer before
tpinit  (3c) is called to join the application.

4 The administrator sets tI®ECURITY parameter (in thRESOURCESection of the
UBBCONFIdile) to APP_PW

4 When the configuration is loaded vialoadcf (1), the administrator is
prompted for a password. The password entered at that time becomes the
password for the application and remains in effect until it is changed by the
administrator via theasswd command ofmadmin (1).

At runtime, all clients need to provide this password to access the application.

Implementing Security via an
Authentication Server

User authentication-level security requires a server that can authenticate users by
checking individual passwords against a file of legal users.

The authentication server shipped with the BEA TUXEDO syst@mHSVRprovides
two levels of security checks:

4 User level security—determines whether or not a particular user can log on
to the system. When thginit  (3c) function is called to join the application,
the user’s ID, client name, and user name are verified with a password.
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¢ Group level security—determines which application programs users can use
once they have logged on. Once users have logged on, the application knows
which users belong to which groups.

The Authentication Server

BEA TUXEDO system user authentication is provide AbyHSVES).

AUTHSVRprovides per-user authentication. When a client processtgialis (3c) to

join the applicationAUTHSVRvalidates the user name, client name, and password. If
tpinit  fails for security reasons, a security violation is logged both indéxog |,

and as a system event. On succeSSHSVRprovides the client with an application key
that cannot be forged. The client presents the application keydppkesy field of the
TPSVCINFOstructure on each service invocation.( See “Writing Client Programs” in
the BEA TUXEDO Programmer’s Guide

Currently, authentication is not provided by a standard authentication mechanism,
such as Kerberos, DCE, or public key encryption. When enhancements are provided
to use such mechanisms, authentication is based on the user name. The client name is
used for application logic only (for example, filtering of broadcast messages). If you
are planning to use an alternate authentication scheme, we recommend that you do not
associate client names with users. In this case, administrators should use only wildcard
values for thelient name in the user file; they should not use wildcard values for the
username.

Configuring the Authentication Server

To addAUTHSVRo an application, you must defia®@THSVRas a server in the
TUXCONFIGfile. To do so, add the following lines to thBBCONFIJile.

RESOURCES
SECURITY "USER_AUTH"
AUTHSVC "AUTHSVC"

SERVERS
AUTHSVR SRVGRP=roupname " SRVID=1 RESTART=Y GRACE=0 MAXGEN=2
CLOPT="-A"
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Adding, Modifying, and Deleting User Accounts

11-8

The shell-level commandgusradd (1) andtpgrpadd (1) allow you to create files
containing lists of authorized users and groups.tpiredel (1), tpusrmod (1),

tpgrpdel (1), andtpgrpmod (1) commands enable you to maintain your user and
group files. The following parameters are used in one or more of these six command

¢ usrname —a character string that represents the name of a user.

¢ client name  orcltname —a character string that represents the name of a
client.

4 UID—an integer between 0 and 128K used internally by the application to refer
to a particular user. This is not the same asthe parameter in thRESOURCES
section of the configuration file, which designates the owner of the application.

¢ group name or grpname —a character string that represents the name of a
group.

4 GID—an integer between 0 and 16K used internally by the application to refer to
an application group. This is not the same asdime parameter in the
RESOURCESection of the configuration file, which designates the group of the
owner of the application.

Two files are used for user and group administration:
¢ S$APPDIR/tpusr
4 SAPPDIR/tpgrp

The files are colon-delimited, flat ASCII files, readable only by the application's
administrator.

The files are kept in the application directory, specified by the environment variable
$APPDIR. The format of the files is irrelevant, since they are fully administered with
shell-level commands.

The commandsgpusradd (1), tpusrdel (1), andtpusrmod (1) are available for
modifying the filestpusr andtpgrp . For all of these commands, the environment
variable$APPDIR must be set to the path name of the BEA TUXEDO system
application that will be modified. In addition, only the application owner, as specified
in $TUXCONFIG is allowed to use these commands.

Following is the syntax of the commands.
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tpusradd [-u UID] [-g GID] [-c client_name | usrname

tpusrdel [-c client_name | usrname

tpusrmod [-u UID] [-g GID] [-c client_name [l new_login ][-n\
new_client_name ][-p] usrname

Section (1) of th8EA TUXEDO Reference Manualko includes the commands

tpaddusr (1), tpdelusr (1), andtpmodusr (1), which are functionally similar to the

three commands described hapaddusr (1), tpdelusr (1), andtpmodusr (1) are

provided for compatibility with releases prior to Release 6.0; if you are running
Release 6.0 or later, we recommend you use the commands described in this section.

Adding, Modifying, and Deleting Groups

The commandsgrpadd (1), tpgrpdel (1), andtpgrpmod (1) enable you to modify

the filestpusr andtpgrp . For all of these commands, the environment variable
$APPDIR must be set to the path name of the BEA TUXEDO system application that
will be modified. In addition, only the application owner, as specifisd UXCONFIG

is allowed to use these commands.

Following is the syntax of the commands.
tpgrpadd [-g GID] grpname

tpgrpdel  grpname
tpgrpmod [-g GID] [-n new_grpname] grpname

Implementing Security via Access Control
Lists

Access control lists (ACLs) enhance the security features of the BEA TUXEDO
system. ACLs provide group-based access control to application entities (services,
events, and /Q queues). By looking at the client's application key, these entities can
identify the group to which the user belongs; by looking at the ACL, the entity can
determine whether the client's group has access permission.

Access control is done at the group level for the following reasons:
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4 System administration is simplified. It is easier to give a group of people access
to a new service than it is to give each individual user access to the service.

¢ Performance is improved. Because access permission needs to be checked for
each invocation of an entity, permission should be resolved quickly. Because
there are fewer groups than users, it is quicker to search through the list of
privileged groups than it is to search through a list of privileged users.

If user-level ACLs are needed, they may be implemented by creating a group for eac
user, and then setting up the group to have the desired permissions for its single
member.

Limitations of ACLs

Access control lists have the following limitations:

4 A user can be associated with only one group at a time. To be a member of more
than one group, a user must have multiple entries in theAeDIR/tpusr

4 ACLs are name based. They do not distinguish between services, events, or
queues; they look only at the name. Because of this, all entities must be named
uniquely. It is not valid to have a queue and a service with the same name,
unless access to both entities is always either granted or denied.

4 User identification aging is not supported. If a user is removed from the system,
it is up to the administrator to decide when it is appropriate to add another user
with the same ID to the application.

Administering ACLs

ACLs are stored in the filgAPPDIR/tpacl , an ASCII file that is readable and writable
only by the application administrator. The file is administered with the following
commands:

4 tpacladd

tpacladd [-g GID| group_namel][, GID| group_name ..] entity_name

entity name is the name of the service, event, or /Q queue for which to create
an ACL.
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L4

tpacldel

tpacldel entity_name

entity_name is the name of the ACL entry that is to be deleted.

tpaclmod

tpaclmod [-g GID| group_name][, GID| group_name ..] entity_name

The-g option allows the specification of a group or list of groups that can
access the feature provided &ty _name
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CHAPTER

1 2Monitoring a Running
System

As an administrator, you must ensure that once your application is up and running, it
meets (and continues to meet) the performance, availability, and security requirements
your company has set for it. To perform this task, you need to monitor the resources
(such as shared memory), activities (such as transactions), and potential problems
(such as security breaches) in your configuration, and take any corrective actions that
are necessary.

To help you meet this responsibility, the BEA TUXEDO system provides tools that
enable you to oversee both system events and application events. This chapter explains
how to use these tools to keep your application performing fast, well, and securely.

Specifically, this chapter discusses the following topics:
Overview of System and Application Data
Monitoring Methods

Using the tmadmin Command Interpreter

Running tmadmin Commands

Monitoring a Running System with tmadmin

Example: Output from tmadmin Commands

* & & & & o o

Case Study: Monitoring Run-time bankapp
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Overview of System and Application Data

This section describes the types of data available for monitoring a running system an
explains how to use that data.

Components and Activities for Which Data Is Available

Your BEA TUXEDO system maintains parameter settings and generates statistics fo
the following system components:

4 Clients
Conversations
Groups

Message queues
Networks
Servers

Services

* & & & O o o

Transactions

Where the Data Resides

To ensure that you have the information necessary for monitoring your system, the
BEA TUXEDO system provides the following three data repositories:

4 UBBCONFIG—an ASCII file in which you define thparametersof your system
and application

4 Bulletin Board—a segment of shared memory (on each machine in your
network) to which your system writsgatisticsabout the components and
activities of your configuration
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¢ Log files—files to which your system writesessages

This chapter describes the data stored ivB®CONFIdile and in the Bulletin Board,
and provides instructions for monitoring that data. For a description of the log files, see
Chapter 13, “Monitoring Log Files.”

How You Can Use the Data

The administrative data provided by your BEA TUXEDO system allows you to
monitor a multitude of potential trouble areas on your system. For example, this data
allows you to:

4 Tune the running system based on actual loads
¢ Detect security breaches

Moreover, you can set up your system so that it is able to use the statistics in the

Bulletin Board to make decisions and to modify system components dynamically,

without your help. With proper configuration, your system may be able to do tasks
such as the following (when indicated by Bulletin Board statistics):

4 Turn on load balancing
4 Start a new copy of a server
4 Shut down servers that are not being used

Thus, by monitoring the administrative data for your system, you can prevent and
resolve problems that threaten the performance, availability, and security of your
application.

Types of Data

Two types of administrative data are available on every running BEA TUXEDO
system: static and dynamic.
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Static Data

Static data about your configuration consists of configuration settings that you assigl
when you first configure your system and application. These settings are never
changed without intervention (either in real-time or through a program you have
provided). Examples include system-wide parameters (such as the number of
machines being used) and the amount of IPC resources (such as shared memory)
allocated to your system on your local machine. Static data is kept UBH®ONFIG

file and in the Bulletin Board.

At times you will need to check the static data about your configuration. For example:

4 Suppose you want to add a large number of machines and you are concerned th
by doing so you may exceed the maximum number of machines allowed in your
configuration (or, to be precise, allowed in the machine tables of the Bulletin
Board). You can look up the maximum number of machines allowed by
checking the current values of the system-wide parameters for your
configuration (one of which IIAXMACHINES

4 Suppose you think you may be able to improve the performance of your
application by tuning your system. To determine whether tuning is required, you
need to check on the amount of local IPC resources currently available.

Dynamic Data

Dynamic data about your configuration consists of information that changes in real
time, that is, while an application is running. For example, the load (the number of
requests sent to a server) and the state of various configuration components (such :
servers) change frequently. Dynamic data is kept in the Bulletin Board.

You will need to check the dynamic data about your configuration frequently. For
example:

4 Suppose throughput is suffering and you want to know whether you have enougt
servers running to accommodate the number of clients currently connected.

4 Check the numbers of running servers and connected clients
4 Check the load on one or more servers

These numbers will help you determine whether adding more servers is likely to
improve performance.
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4 Suppose you receive complaints from multiple users about slow response when
making particular requests of your application. Checking load statistics may help
you determine whether it is appropriate to increase the valBleO@KTIME

Monitoring Methods

To monitor a running application, you need to keep track of the dynamic aspects of
your configuration and sometimes check the static data. Thus, you need to be able to
watch the Bulletin Board on an ongoing basis and consuliBB€ONFIdile when
necessary. The BEA TUXEDO system provides the following methods of doing both
tasks, as shown in this table.

You Can Use the . .. By... For Instructions, See. ..
tmadmin command Entering commands after a prompt This chapter
AdminAPI Using the MIB (and the commands described i@hapter 18, “Event

this chapter) to write programs that monitor Broker/Monitor.”
your run-time application

BEA TUXEDO Web-based Using a graphical interface The Help accessed directly
GUI from the GUI

Which method is best for you? The answer depends on your answers to several
questions.

4 How much experience do you have as a BEA TUXEDO system administrator?

If you have a lot of experience as an administrator (and shell programming
expertise), you may prefer to write programs that automate your most frequently
run commands.

4 Are you an experienced UNIX system user?

If not, you may be most comfortable using the Web-based GUI.

4 What information do you want to view?
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If you examine th®@ESOURCESection of theJBBCONFIdile through the
tmadmin command, you see only the current values; the defaults are not
displayed.

If you decide to monitor your system at run time throughttta@min command
interpreter, continue reading; this chapter desctibegmin and explains how to use
it.

Using the tmadmin Command Interpreter

This section provides the following information:

4 A step-by-step description of what happens during a typicaimin session,
including:

4+ Descriptions of the operating modes fioadmin sessions and instructions
for invoking them

4 A table showing the system requirements for access to vanadsin
commands

4 Descriptions of themadmin meta-commands: commands that help you make
the best—and most efficient—use of thedmin commands

4 A step-by-step procedure that you can follow totraadmin for most tasks

Instructions for individual tasks are provided in later sections of this chapter.

What Is tmadmin?

Thetmadmin command is an interpreter for 50 commands that let you view and
modify a Bulletin Board and its associated entities.

Note: tmadmin is supported on UNIX and Windows NT platforms.
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How might you want to usenadmin to modify your system while it is running?
Consider the following sample scenario. Suppose you want to check the current values
for all the parameters listed in the Bulletin Board, such as maximum number of servers
and services. You can do this by runningtthadmin commandpbparms .

How a tmadmin Session Works

1. Atmadmin session starts when you (the administrator) enteridmin
command at a shell prompt. The shell prompt($) is replaced byahenin
prompt ¢&) which is used until you quithadmin .
$tmadmin [ operating_mode_option |
>
You can request one of three operating modes on the command line: the default

mode (which allows you to view and change the Bulletin Board and associated
entities), read-only moder(), or configuration modeq ).

2. tmadmin verifies that the configuration is running. If the configuration is not
running the following message is displayed:

No bulletin board exists. Entering boot mode
>

3. tmadmin checks th@UXCONFIGandTUXOFFSETenvironment variables to get the
location and offset at which the configuration file has been loaded. (Be sure you
have defined these variables before beginningadmin session.)

4. tmadmin enters the Bulletin Board in one of the following three states, depending
on which operating mode you have requested.

4+ If you have requested the default operating madedmin with no options),
tmadmin enters the Bulletin Board as an administrative process, allowing
you to view and make changes to configuration components and/or activities
listed in the Bulletin Board.

¢ If you have requested read-only modeagdmin -r ), tmadmin enters the
Bulletin Board as a client instead of as an administrator. This mode is useful
if you want to leave the administrator slot unoccupied. (Onlyt@agmin
process can be the administrator at one time.) lrtheption is specified by
a user other than the BEA TUXEDO administrator and security is turned on,
the user is prompted for a password.
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4 If you have requested configuration modeadmin -¢c ), tmadmin enters
the Bulletin Board as an administrative process, allowing you to make
changes to the configuration components and/or activities listed in the
Bulletin Board. You can request configuration mode on any machine,
whether the machine is active or inactive. (A machine is considered active if
tmadmin can join the application as an administrative process or as a client,
via a running8BL.)

5. The> prompt is displayed on your screen and you ent@admin command.

Not alltmadmin commands are available on every machine at all times. Which
commands are available depends on several factors:

4 The mode (read-only or configuration) of the curterddmin session
4 The current state of the configuration
4 The type of machine on which you are working

For details, see thenadmin (1) reference page in tiBEA TUXEDO Reference
Manual

Summary of tmadmin Options

Whenever you starttamadmin session, you have a choice of operating modes for that
session: read-only mode, configuration mode, or the default operating mode. In
addition, you can generate a report of the BEA TUXEDO version and license number:

Read-only Mode

In this mode, you can view the data in the Bulletin Board, but you cannot make any
changes. The advantage of working in read-only mode is that your administrator
process is not tied up lwadmin ; thetmadmin process attaches to the Bulletin Board
as a client, leaving your administrator slot available for other work.

To start amadmin session in read-only mode, specify theoption on the command
line:

$ tmadmin -r
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Configuration Mode

In this mode, you can view the data in the Bulletin Board and, if you are the BEA
TUXEDO application administrator, you can make changes. You can stadrain
session in configuration mode on any machine, including an inactive machine. On
most inactive machines, configuration mode is required. (The only inactive machine
on which you can starttamadmin session without requesting configuration mode is
the MASTERmMachine.)

To start amadmin session in configuration mode, specify theoption on the
command line:

$ tmadmin -c

Default Operating Mode

If you want to view and change Bulletin Board data duringaamin session, you
must:

1. Have administrator privileges (that is, your effectivie andGID must be those of
the administrator).

2. Invoke the command interpreter without any options:

$ tmadmin

Version number and license number report

To find out which version of the BEA TUXEDO system you are running and to get the
license number for it, specify the option on the command line:

$ tmadmin -v

After displaying the version and license numberadmin exits, even if you have
specified-c or-r in addition tov . When-v is requested, all other options are
ignored.

tmadmin Meta-commands

Thetmadmin command interpreter is equipped with a set of meta-commands,
commands that help you useadmin . Table 12-1 lists thenadmin meta-commands.
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Note: The tables and examples in this chapter include the abbreviated forms of the
tmadmin command names.

Table 12-1 tmadmin Meta-commands

Use This Command Or its To
Abbreviation

default d Set defaults for arguments of other
commands

dump du Download the current Bulletin Board into a
file

echo e Display input command lines

help h Display command list or command syntax

paginate page Pipe output of commands to a pager

quit q Terminate the session

verbose v Show output in verbose mode (a toggle key)

I shicmd (n/a) Escape to the shell and run the specified shell
command

I (n/a) Repeat the previous shell command

<RETURN> (n/a) Repeat the lasbadmin command

Default

Thedefault meta-commandd] lets you set and unset defaults for the following
frequently used parameters for mostdmin commands: group name, server ID,
machine, user name, client name, queue address, service hame, device blocks, dev
offset, and UDL configuration device path. (For details, seerthdmin (1) reference
page in theBEATUXEDO Reference Manual

Note: You cannot assign defaults to any parameters folsdbe andshutdown
commands.
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Once defaults are set, they remain in effect until the session ends or until the
parameters are reset to different values. The remainder of this section provides a list of
instructions for checking, setting, and unsetting defaults:

4 To check your current default settings, rundbfault meta-command without
any options. Listing 12-1 shows an example of the report that is displayed when
no parameters are set.

Listing 12-1 Default Output

>d
Default Settings:
Group Name: (not set)
Server ID: (not set)
Machine ID: (not set)
Queue Name: (not set)
Client Name: (not set)
Service Name: (not set)
User Name: (not set)
Blocks: 1000
Offset: 0
Path: /home/apps/bank/bankdll # Path defaults to value of FSCONFIG

4 To assign a new value as the default for a parameter, entaféhe
command, specifying the parameter, as follows:

default -  parameter new_value

For example, to change the default of the service name to “teller,” enter the
following command:

default -s teller

4 To unset a default setting, run tiefault command with the appropriate
option for the parameter in question, followed bytheildcard argument.

default -  parameter *

For example, to unset the default for the service name (specified with the -
argument), enter the following command:

default -s *
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For most parameters, when you unset the default setting without specifying a
new one, the result is that you have no default for that parameter. This
generalization does not apply to the machine ID parameter, however.

In a multiprocessor environment, the value of the machine ID can be a specific
processor, the DBBL, ail . If the value of the machine ID is a specific
processor, information is retrieved only from that processor. To remind you of
this fact, the logical machine ID is added totthedmin session prompt.(//D

>), as shown in Listing 12-2.

Listing 12-2 Prompt When Machine ID Is Set to a Specific Processor

#1. default mid not previously set
>d-m SITE1 #2. set SITE1 as default mid
SITE1 > #3. prompt now shows default mid

If you unset the current default of the machine ID without specifying a new
default, the DBBL is used, automatically, as the new default. In other words, if
you enter

default -m *

DBBL becomes the machine ID. You can also simply specify DBBL as the new
machine by entering the following:

default -m DBBL

Optional versus Required Arguments

Mosttmadmin commands require explicit information about the resource on which the
command is to act. Required arguments can always be specified on the command lin
and can often be set via thefault command, as weltmadmin reports an error if

the required information is not available from either source.

Sometmadmin statistical commands interpret unspecified default parametafis as
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Running tmadmin Commands

This section provides the basic procedure for runmrgmin commands.
Commands for doing specific monitoring tasks throtgddmin are provided in the
section “Monitoring a Running System with tmadmin” in this chapter.

Note: For complete details abowutadmin , see themadmin (1) reference page in the
BEA TUXEDO Reference Manual

Perform the following steps to run theadmin commands.
1. Make sure th& UXCONFIGandTUXOFFSETenvironment variables have been set.

2. Entertmadmin in the appropriate operating mode.

4 For default mode (which allows you to view and change information listed in
the Bulletin Board), do not specify any options.

4+ For configuration mode, enter the option on themadmin command line.

4 For read-only mode, enter the option on themadmin command line.

3. When themadmin session prompt-] is displayed, enter your firshadmin
command. Specify, on the command line, how much information from the
Bulletin Board you want to have displayed.

¢ For complete, detailed output, request verbose mode:
tmadmin_command -v
For examplebbparms -v

¢ For abbreviated (sometimes truncated) output, request terse mode:
tmadmin_command -t

For examplebbparms -t

4. After viewing the output of your firstnadmin command, continue entering
tmadmin commands until you are ready to end the session.

5. End themadmin session by entering:

quit
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Monitoring a Running System with
tmadmin

Table 12-2 provides a list of potential problems that you might want to check while
monitoring your run-time system, along with a list of tihadmin commands that
enable you to perform such a check. The table also suggests follow-up actions you
might take if themadmin command you run generates a particular type of output.

Note: For a comprehensive list of threadmin commands, see th@admin (1)
reference page in tHBEA TUXEDO Reference Manual

Table 12-2 Commands for Monitoring Tasks

To Determine Run this Command ... If... Then . ..

Whether . . .

Any servers are $ tmadmin -r The Current Service and The server is spending

stalled in a service > printserver Request fields do not  excessive time on the current
change service.

In a development environ-
ment, the server might be
stalled in an infinite loop; you
may want to stop it.

The load $ tmadmin -r The values in the Load Check the layout of the MSSQs
distribution is > printserver Done field are not and the data-dependent routing.
appropriate reasonably similar If the current servers have too

heavy a load, you may want to
boot more servers.

A particular service $ tmadmin -r The value in the Data-dependent routing may be
is doing any work > printservice Requests Completed  preventing requests from being
field is O sent to that server for that

service. You can:

4 Change the routing criteria
or

4 Move the service to another
server.
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Table 12-2 Commands for Monitoring Tasks

To Determine Run this Command ... If... Then . ..
Whether . . .
Any clients are $ tmadmin -r 4 There has been no Tell the client—via a broadcast
inactive > printclient activity foralong  message—to exit

time for a client, and

4 Resources are

needed
The work is $ tmadmin -r Some queues are alwaysCheck the arrangement of
distributed in such a > printqueue heavy and others are notservices within servers,
way that it is data-dependent routing, and/or

flowing smoothly
through the system

queue organization.

Aclientistyingupa $ tmadmin -r
connection and > printconn
preventing a server

from doing any

work for another

A client is maintaining 1. Suspend the client by using

control of a connection the client MIB. (We
and is not issuing any recommend using the BEA
requests TUXEDO Web-based GUI

for this task.)

client 2. Terminate the client.
The network is $ tmadmin -r A machine is no longer You may want to:
stable > printnet connected 1. Partition the machine (that

is, take it off the network).
2. Resolve the problem.
3. Reconnect the machine.

You must manually $ tmadmin -r
commit or aborta > printtrans
transaction

For example, the status The first phase of the two-phase

is TMGDECIDED commit has completed
successfully. This means you
must find out why the second
phase cannot be completed.

For example, you may find that
the coordinating TMS cannot
complete the transaction
because a participating site has
gone down.
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Table 12-2 Commands for Monitoring Tasks

To Determine Run this Command ... If... Then ...

Whether . . .

Your operating $tmadmin -r You do not have Increase the IPC resources
system resources > bbsread sufficient resources in  (semaphores, shared memory
(such as shared the operating system  segments, and so on) in the
memory and operating system.

semaphores) on a
local machine are

sufficient

You want to keep ~ $ tmadmin -r You do not have 1. Stop the application.

the current values > bbparms sufficient resources for o Configure additional IPC
for system-wide your application resources (assuming you
parameters (in the have enough available) by
RES_OURCES increasing the values of
section of your relevant parameters (such
UBBCONFIJile) asMAXSERVERSNd

MAXCLIENTS in the
RESOURCESection of the
configuration file.

3. Re-boot the application.

Example: Output from tmadmin Commands

This section provides examples of output from the follovimgimin monitoring
commands:

4 printqueue
4 printconn
4 printnet

4 printtrans

Note: For a list of all 5Gmadmin commands, see theadmin (1) reference page in
the BEA TUXEDO Reference Manual
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printqueue Qutput

The following output from therintqueue  command lets you check the distribution
of work in thebankapp application.

printqueue [ gaddress ]

tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL . All rights reserved.

>pq
a.out Name Queue Nam # Svrs Wk Q'd # Queued Ave. Len Machine
TLR 28706 1 0 0 0.0 SITE1
TMS_SQL BANKB1_T 2 0 0 0.0 SITE1
TLR 24946 1 0 0 0.1 SITE1
BAL 8533 1 0 0 0.0 SITE1
BAL 24915 1 0 0 0.0 SITE1
BTADD 28897 1 0 0 0.0 SITE1
XFER 4380 1 0 0 0.0 SITE1
XFER 28840 1 100 0 1.0 SITE1
TLR 12519 1 100 2 0.0 SITE1
BBL 24846 1 0 2 0.0 SITE1
ACCT 71 1 0 0 0.0 SITE1
TMS_SQL BANKB3_T 2 0 0 0.0 SITE1
BAL 28958 1 0 0 0.0 SITE1
ACCT 254 1 0 0 0.0 SITE1
BTADD 12310 1 0 0 0.0 SITE1
XFER 16494 1 0 0 0.0 SITE1
TMS_SQL BANKB2_ T 2 0 0 0.0 SITEL
BTADD 8430 1 0 0 0.0 SITE1
ACCT 24641 1 0 0 0.0 SITE1
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Note: By default, information is supplied for all queues. If you want your output to
be limited to information about only one queue, specify the address for the
desired queue.

The output of this command includes the following information.

Inthe Column You See.. ..

Labeled . ..

a.out Name The name of the executable to which the queue is connected

Queue Name The symbolic queue name (set to eitherRIgZADDRarameter of
UBBCONFIGor a randomly chosen value)

# Svrs The number of servers connected to the queue

Wk Q'd The load factor of all requests currently queued

# Queued The actual number of requests queued

Ave. Len The average queue length
Note: Not available in MP mode.

Machine The LMID of the machine on which the queue is located

printconn Data

The following (verbose) output from tipeintconn ~ command shows that the client
process has:

4 Begun two conversations

4 Maintained control of both lines

4 Not yet sent any requests
printconn  [-m  machine ]
tmadmin - Copyright © 1987-1990 AT&T,; 1991-1993 USL.  All rights reserved.
> echo

Echo now on.
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>y
Verbose now on.

> pc
Originator
Group/pid:  Client/29704
LMID: SITE1
Sends: O

Subordinate
Group/server id:  Groupl/2

LMID: SITE1
Sends: -
Service: TOUPPER1
Originator
Group/pid:  Client/29704
LMID: SITE1
Sends: 0

Subordinate
Group/serverid:  Groupl/2
LMID: SITE1
Sends: -
Service: TOUPPER2

printnet Command OQutput

This section shows the output from the following procedure.

1. Theprintnet command was run. (The output shows the number of messages sent
and received by both sites.)

2. TheBRIDGEprocess asITE2 was stopped.

3. Theprintnet command was re-entered. (The output showssitar is no
longer connected to the master mach8ieg1.)

printnet  [-m machine_list ]
tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL.  All rights reserved.

> echo
Echo now on.

> pnw
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SITE1
SITE2

SITE2
SITE1

> pnw
SITE1

Connected To: msgs sent msgs received
100103

Connected To: msgs sent msgs received
104 101

Connected To: msgs sent msgs received

Could not retrieve status from SITE2

printtrans Command OQutput

printtrans

Theprinttrans ~ command reports statistics only for transactions that are currently in
progress, specifically, statistics on the number of rollbacks, commits, and aborts tha
have been executed on your machine, group, or server.

This section shows the output produced by runningthgrans  command in terse
and verbose modes:

4 Interse mode, the TRID (a unique string that identifies a transaction across an
application) and the transaction state are shown.

4 In verbose mode, information about timeouts and participants is added.

Note: The index shown in the example is used by the administrator to commit or
abort the transaction.

[[m machine ]1[-g groupname |

tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL. All rights reserved.

> pt

>> index=0>gtrid=x0 x2bb8f464 x1
Machine id: SITE1, Transaction status: TMGACTIVE
Group count: 1

>V

Verbose now on.

> pt

>> index=0>gtrid=x0 x2bb8d464 x1
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Machine id: SITE1, Transaction status: TMGACTIVE
Group count: 1, timeout: 300, time left: 299
Known participants:

group: GROUP1, status: TMGACTIVE, local, coord

Case Study: Monitoring Run-time bankapp

This section presents a sample configuration for a multiprocessor (MP) version of the
bankapp application. This section also shows the output that was returned when the
local IPC resources and system-wide parameters were checked by running the
appropriatamadmin commands.

Configuration File for bankapp

For this case study, we will use the configuration defined ivBBCONFIdile shown
in Listing 12-3.

Listing 12-3 UBBCONFIG File for bankapp (MP Version)

#Copyright (c) 1997, 1998 BEA Systems, Inc.
#All rights reserved

RESOURCES
IPCKEY 80952
uib 4196
GID 601
PERM 0660

MAXACCESSERS 40
MAXSERVERS 35
MAXSERVICES 75

MAXCONV 10
MAXGTT 20
MASTER SITE1,SITE2

SCANUNIT 10
SANITYSCAN 12
BBLQUERY 180
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BLOCKTIME 30
DBBLWAIT 6

OPTIONS LAN,MIGRATE
MODEL MP

LDBAL Y

#

MACHINES

mchnl LMID=SITE1

TUXDIR="/home/tuxroot"
APPDIR="/home/apps/bank"
ENVFILE="/home/apps/bank/ENVFILE"
TLOGDEVICE="/home/apps/bank/TLOG"
TLOGNAME=TLOG
TUXCONFIG="/home/apps/bank/tuxconfig"
TYPE="3B2"
ULOGPFX="/home/apps/bank/ULOG"

wgs386 LMID=SITE2
TUXDIR="/home2/tuxroot"
APPDIR="/home2/apps/bank"
ENVFILE="/home2/apps/bank/ENVFILE"
TLOGDEVICE="/home2/apps/bank/TLOG"
TLOGNAME=TLOG
TUXCONFIG="/home2/apps/bank/tuxconfig”
TYPE="386"
ULOGPFX="/home2/apps/bank/ULOG"

#

GROUPS

DEFAULT: TMSNAME=TMS_SQL TMSCOUNT=2

# For NT/Netware, :bankdb: becomes ;bankdb;

BANKB1 LMID=SITE1 GRPNO=1

OPENINFO="TUXEDO/SQL:/home/apps/bank/bankdl1l:bankdb:readwrite"
BANKB2 LMID=SITE2 GRPNO=2

OPENINFO="TUXEDO/SQL:/home2/apps/bank/bankdl2:bankdb:readwrite"

NETWORK

SITE1 NADDR="//machl.beasys.com:1900"
BRIDGE="/dev/tcp"
NLSADDR="//machl.beasys.com:1900"

SITE2 NADDR="//mach386.beasys.com:1900"
BRIDGE="/dev/tcp"
NLSADDR="//mach386.beasys.com:1900"

SERVERS

#

DEFAULT: RESTART=Y MAXGEN=5 REPLYQ=Y CLOPT="-A"

TLR SRVGRP=BANKB1 SRVID=1 RQADDR=tlr1 CLOPT="-A --
-T 100"
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TLR SRVGRP=BANKB1 SRVID=2 RQADDR=tlr1 CLOPT="-A --
-T 200"

TLR SRVGRP=BANKB2 SRVID=3 RQADDR=tlr2 CLOPT="-A --
-T 600"

TLR SRVGRP=BANKB2 SRVID=4 RQADDR=tlr2 CLOPT="-A --
-T 700"

XFER  SRVGRP=BANKB1 SRVID=5

XFER  SRVGRP=BANKB2 SRVID=6

ACCT SRVGRP=BANKB1 SRVID=7

ACCT SRVGRP=BANKB2 SRVID=8

BAL SRVGRP=BANKB1 SRVID=9

BAL SRVGRP=BANKB2 SRVID=10

BTADD SRVGRP=BANKB1

BTADD SRVGRP=BANKB2 SRVID=12

AUDITC SRVGRP=BANKB1 SRVID=13 CONV=Y MIN=1 MAX=10
BALC SRVGRP=BANKB1 SRVID=24

BALC SRVGRP=BANKB2 SRVID=25

#

SERVICES
DEFAULT: LOAD=50 AUTOTRAN=N
WITHDRAWAL PRIO=50 ROUTING=ACCOUNT_ID

DEPOSIT PRIO=50 ROUTING=ACCOUNT_ID
TRANSFER PRIO=50 ROUTING=ACCOUNT_ID
INQUIRY PRIO=50 ROUTING=ACCOUNT_ID

CLOSE_ACCT PRIO=40 ROUTING=ACCOUNT_ID
OPEN_ACCT PRIO=40 ROUTING=BRANCH_ID

BR_ADD PRI0=20 ROUTING=BRANCH_ID
TLR_ADD PRI0=20 ROUTING=BRANCH_ID
ABAL PRIO=30 ROUTING=b_id

TBAL PRIO=30 ROUTING=b_id

ABAL_BID PRIO=30 ROUTING=b_id
TBAL_BID PRIO=30 ROUTING=b_id

ABALC_BID PRIO=30 ROUTING=b_id
TBALC_BID PRIO=30 ROUTING=b_id

ROUTING
ACCOUNT_ID  FIELD=ACCOUNT_ID
BUFTYPE="FML"
RANGES="10000-59999:BANKB1,
60000-109999:BANKB2,
ek
BRANCH_ID FIELD=BRANCH_ID
BUFTYPE="FML"
RANGES="1-5:BANKB1,
6-10:BANKB2,
*:*"
b_id FIELD=b_id
BUFTYPE="VIEW:aud"
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RANGES="1-5:BANKBL1,
6-10:BANKB2,

P Al

Output from Checking the Local IPC Resources

To check the local IPC resources for this configuratiomagmin session was started,
and thebbsread command was run. The outputidfsread is shown in Listing 12-4.

Listing 12-4 bbsread Output

SITE1> bbsread

IPC resources for the bulletin board on machine SITE1:
SHARED MEMORY: Key: 0x1013c38
SEGMENT O:
ID: 15730
Size: 36924
Attached processes: 12
Last attach/detach by: 4181

This semaphore is the system semaphore
SEMAPHORE: Key: 0x1013c38
Id: 15666
semaphore | current | last |# waiting |
number | status | accesser | processes |
|

0O | free | 4181 | 0O |

I | I I
This semaphore set is part of the user-level semaphore
SEMAPHORE: Key: IPC_PRIVATE

Id: 11572
semaphore | current | last |# waiting |
number | status | accesser | processes |
|

I

|

| O | locked | 4181 | 0 |
| 1 | locked | 4181 | 0 |
| 2 | locked | 4181 | 0 |
| 3 | locked | 4181 | 0 |
| 4 | locked | 4181 | 0 |
| 5 | locked | 4181 | 0 |
| 6 | locked | 4181 | 0 |
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7 | locked | 4181 |
8 | locked | 4181 |
9 | locked | 4181 |
10 | locked | 4181

| I
I

I

| 11 | locked | 4181

|

I

0
0 |
0 |
| 0 |
| 0 |
12 | locked | 4181 | 0 |
13 | locked | 4181 | 0 |
| | |

Note: The display is the same with verbose mode on or off.

Output from Checking System-wide Parameter Settings

To check the current values of the system-wide parameters for this configuration, we
started amadmin session and ran tteparms command. The output @bparms is
shown in Listing 12-5.

Listing 12-5 Sample bbparms Output

> bbparms
Bulletin Board Parameters:
MAXSERVERS: 35
MAXSERVICES: 75
MAXACCESSERS: 40
MAXGTT: 20
MAXCONV: 10
MAXBUFTYPE: 16
MAXBUFSTYPE: 32
IPCKEY: 35384
MASTER: SITE1,SITE2
MODEL: MP
LDBAL: Y
OPTIONS: LAN,MIGRATE
SCANUNIT: 10
SANITYSCAN: 12
DBBLWAIT: 6
BBLQUERY: 180
BLOCKTIME: 30
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Note: The display is the same with verbose mode on or off.
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CHAPTER

1 3Monitoring Log Files

To help you identify error conditions quickly and accurately, the BEA TUXEDO
system provides you with two log files:

L4

User log JLOG—a log of messages generated by the BEA TUXEDO system
while your application is running.

Transaction logTLOG—a binary file that is not normally read by you (the
administrator), but that is used by the Transaction Manager Server (TMS). A
TLOGIs created only on machines involved in BEA TUXEDO global
transactions.

These two logs are maintained and updated constantly while your application is
running.

This chapter discusses the following topics:

L4

¢
¢
¢
¢

What Is the ULOG?

What Is tlisten?

What Is the Transaction Log (TLOG)?
Creating and Maintaining Logs

Using Logs to Detect Failures
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What Is the ULOG?

The user logyLOG is a central event logger. All messages generated by the BEA
TUXEDO system—error messages, warning messages, information messages, and
debugging messages—are written to this log. Application clients and servers can als
write to the user log.

A new log is created every day and there can be a different log on each machine.
However, aJLOGcan be shared across machines when a remote file system is being
used.

Purpose

The purpose of theLOGSs to give you, the administrator, a record of the events on your
system from which you can determine the cause of most BEA TUXEDO system anc
application failures.

How Is the ULOG Created?

TheULOGs created by the BEA TUXEDO system whenever one of the following
events occurs:

4 A new configuration file is loaded

4 An application is booted

How Is the ULOG Used?

You can view theJLOG an ASCII file, with any text editor.

When a message is written to theOGthrough thepermo  global variable,
application clients and servers are notified, as follows:
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¢ If tperrno  is set toTPESYSTEMafter returning from an ATMI call, you can
conclude that:

4 A BEA TUXEDO system error has occurred.

4 An error message has been placed in the user log.

¢ If tperrno  is set toTPEOSafter returning from an ATMI call, you can conclude
that:

4 An operating system error has occurred.

4 An error message has been placed in the user log.

Message Format

A ULOGmessage consists of two parts: a tag and text. Each part consists of three
strings, as shown in the following table.

This Part . . . Consists of . . .

tag A 6-digit string bhmmsg representing the time of day (in terms of
hour, minute, and second)

Name of the machine (as returned, on UNIX systems, byrtame -n
command)

Name and identifier of the process that is logging the message

text Message catalog name

Message number

BEA TUXEDO system message

Consider the following example of a user log message.
121449.gumby!simpserv.27190: LIBTUX_CAT:262: std main starting
From the message tag we learn:

4 The message was written into the log at around 12:15 P.M.
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4 The machine on which the error occurred wasby.

4 The message was logged by timpserv  process (which has an ID of 27190).
From the message text we learn:

4 The message came from theTuX catalog.

4 The number of the message is 262.

¢ The message itself reads as followtd:main starting.

For more information about a message, note its catalog name and catalog nhumber.
With this information you can look up the message irBB& TUXEDO System
Message Manualwhich provides complete descriptions of all system messages.

Location

By default, the user log is calletl OG.mmddyy(wheremmddyyrepresents the date in
terms of month, day, and year) and it is created ii$SAR®DIR directory.

You can place this file in any location, however, by settindtt@GPFXparameter in
the MACHINESsection.

What Is tlisten?

tisten  is the section of theLOGIn which error messages for thisten ~ process
are recorded. (Thisten  process provides remote service connections for other
machines.) As part of theL OGfile, atlisten  log can be viewed with any text editor.

Each machine, including the master machine, should hgisea  process running
on it. Separatéisten  logs are maintained in thét OGon each machine. However,
they can be shared across remote file systems.

13-4 Administering the BEA TUXEDO System



What Is tlisten?

Purpose

Thetlisten  log is a record aofisten  process failures. It is used, during the boot
process, bymboot and, while an application is running, toyadmin .

How Is the tlisten Log Created?

Thetlisten  log is created by thiéisten  process as soon as that process is started.
Whenever disten  process failure occurs, an appropriate message is recorded in the
tlisten  log.

Message Format

Eachtlisten  log message includes the date and time at which the message was added
to the log.

Location

By default, thalisten  log resides isTUXDIR/udataobj . You can store it in
another location, however, by entering the following command.

tlisten -L new_pathname

For example, if you want youn.OGfile to be namedLLOGand to reside in the
/home/appsf/logs  directory, enter the following command.

tlisten -L /home/apps/logs/TLOG
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What Is the Transaction Log (TLOG)?

The transaction logr( 0Q keeps track of global transactions during the commit phase.
A global transaction is recorded in theOGonly when it is in the process of being
committed. TherLOGIs used to record the reply from the global transaction
participants at the end of the first phase of a two-phase-commit protocofLDlee
records the decision about whether a global transaction should be committed or rolle
back.

We recommend that you creat&labGon each machine that participates in global
transactions.

How Is the TLOG Created?

For instructions on creatingTaOG see the section “Creating a Transaction Log
(TLOG)" in this chapter.

How Is the TLOG Used?

Location

TheTLOGfile is used only by the Transaction Manager Server (TMS) that coordinates
global transactions. It is not read by the administrator.

The location and size of thieOGare specified by four parameters that you set in the
MACHINESsection of theJBBCONFIdile: TLOGDEVICELOGOFFSETTLOGNAMEand
TLOGSIZE. (For descriptions of these parameters and instructions for assigning value
to them, see “Creating a Transaction Log (TLOG)” in this chapter.)
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Creating and Maintaining Logs

TheULOGs generated by various BEA TUXEDO system processes; you do not need
to create it. Th@LOG however, is not produced automatically; you must create it.

This section provides the following instructions:
4 How to maintain th&JLOG

4 How to creatdLOG

How to Assign a Location for the ULOG

To override the default location for youtOGfile, specify the desired location as the
value of theULOGPFXparameter in th1IACHINESsection of theJBBCONFIdile. (By
default, the value diLOGPFXs $APPDIR/ULOG) The value you assign becomes the
first part of theULOGfile name.

Listing 13-1 shows how you can override the default setting.

Listing 13-1 Overriding Default Settings in theMACHINESSection of Your
UBBCONFIGFile

MACHINES

gumby LMID=SITE1
TUXDIR="/usr/tuxedo”
APPDIR="/home/apps”
TUXCONFIG="/home/apps/tuxconfig”
ULOGPFX="/home/apps/logs/ULOG”

The followinguULOGwas created foBITEL on 04/13/98.

/home/apps/logs/ULOG.041398
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Creating a Transaction Log (TLOG)

To create &LOG you must complete the following procedure:

4 Step 1: Assign Values to MACHINES Parameters

4 Step 2: Create a UDL Entry

¢ Step 3 (optional): Allocate Space for a New Device on an Existing System
4 Step 4: Create the Log

This section provides instructions for each step.

Step 1: Assign Values to MACHINES Parameters

Your first step is to assign values to four parameters iME@HINESsection of the
UBBCONFIJile: TLOGDEVICE TLOGNAMETLOGOFFSETandTLOGSIZE

TLOGDEVICE
TLOGDEVICEspecifies the device in the BEA TUXEDO file system that
contains the transaction log. This can be the same device uSBXOPNFIG

Note: Technically, there is no reason tHaDGDEVICEcannot be a separate VTOC
file, but there are two reasons why it is not recommendedritbeis
generally too small to justify devoting a raw disk segment to it, and creating
TLOGDEVICEas a UNIX file leads to expensive delays when synchronous
writes to theTLOGare required.

TheTLOGIs stored as a BEA TUXEDO system VTOC table on the device
named in this parameter. If tieOGDEVICEparameter is not specified, there
is no default; the BEA TUXEDO system assumes thati@Gexists for the
machine. If noTLOGexists for a given machine, the associate cannot
be used by server groups that participate in distributed transactions.

After TUXCONFIGhas been created Mialoadcf , you must create a device
list entry for theTLOGon each machine for whiGh.OGDEVICEis specified.
This is done using thenadmin crdl  command. The BBL creates the log
automatically the first time the system is booted.

TLOGNAME
TLOGNAMBpecifies the name of the Distributed Transaction Processing
(DTP) transaction log for this machine. The default nanTe &G If more
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than one transaction log exists on the san@GDEVICE each transaction log
must have a unique name. If a name is specified, it must not conflict with any
other table specified on the configuration.

TLOGOFFSET
TLOGOFFSEBpecifies the offset in pages from the beginningLAIGDEVICE
to the start of the VTOC that contains the transaction log for this machine.
The number must be greater than or equal to 0 and less than the number of
pages on the device. The default value is 0.

TLOGOFFSETS rarely necessary. However, if two VTOCs share the same
device or if a VTOC is stored on a device (such as a file system) that is shared
with another applicatiomLOGOFFSETan be used to indicate a starting
address relative to the address of the device.

TLOGSIZE
TLOGSIZE specifies the number of pages for @G The default is 100
pages. Once a global transaction is compfeteGrecords are no longer
needed and are thrown away. The maximum number of pages that can be
specified, subject to the amount of available spacBLQGDEVICE is 2048
pages. Choosing a value is entirely application-dependent.

Listing 13-2 shows an example of the use of transaction log parameters.

Listing 13-2 Sample Transaction Log Parameters for a Specified Machine

MACHINES
gumby LMID=SITE1

TLOGDEVICE="/home/apps/logs/TLOG"
TLOGNAME=TLOG

TLOGOFFSET=0

TLOGSIZE=100

Step 2: Create a UDL Entry
Next, create an entry in the Universal Device List (UDL) forth@GDEVICEoNn each

machine that requiresT@OG You can perform this step either before or after
TUXCONFIGhas been loaded, but you must do it before the system is booted.
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To create an entry in the UDL for tmeoGdevice, complete the following procedure.

1. On the master machine (with the application inactive), enter the following.
tmadmin -c

You do not have to creat®OG on any machine other than the master machine.
The BEA TUXEDO system creatd60G on nonmaster machines (as long as a
UDL exists on those machines) when the application is booted.

2. Enter the following command.
crdl -z config -b  blocks

¢ -z config specifies the full path name for the device on which the UDL
should be created (and where Th®Gwill reside).

-b specifies the number of blocks to be allocated on the device.

config  should match the value of theOGDEVICEparameter in the
MACHINESsection. Ifconfig is not specified, it defaults to the value of
FSCONFIG(a BEA TUXEDO system environment variable).

3. Repeat Steps 1 and 2 on each machine of your application that will participate in
global transactions.

Note: If the TLOGDEVICEis mirrored between two machines, Step 3 is not
required on the paired machine.

During the boot process, the Bulletin Board Listener (BBL) initializes and opens the
TLOG

Step 3 (optional): Allocate Space for a New Device on an Existing System

In Step 2, you created a new BEA TUXEDO file system that can be used to hold the
TLOG Sometimes, however, it is necessary to add new devices or space to an existir
configuration or to check space usage. You can perform these tasks by running the
command.

tmadmin -c
(You can run this command whether or not the system is booted.)

It is possible that the UDL exists @onfig but does not have sufficient space for the
log. To allocate space on a new device to an existing BEA TUXEDO file system, ente
the following.
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crdl -z config -b  blocks new_device

wherenew_device specifies the full path name for the new device on which space is
to be allocated. This command creates a new entry on the UDL and makes the space
available for any tables that are createdtarfig. (For example, this procedure can

be used for theUXCONFIGHle when there is not enough space for a modified
configuration, for allocating a neWLOG or for increasing the size of theOGby

deleting an old log and then creating a larger one.) If you are running several
commands using the current configuration, it is possible to set the default
configuration by entering théefault commandd), as follows:

d-z config
If you run this command, you will not need to enter-theption after each command.

Under rare circumstances, a device does not start at offset 0. This might happen if
space has been allocated on a device (less than the entire device) to a BEA TUXEDO
file system, and more space on the same device is available to be allocated. In this case,
you can allocate the second entry by entering the following command.

crdl -z config -b blocks -0 new_device_offset new_device

Here,new_device_offset specifies the offset of the new space being allocated on
the device. (Note that the option is a loweraasgln this case, since the first entry on
the UDL is allocated at offset 0. OGOFFSE®BNA/OrTUXOFFSETare set to 0, instead

of to the offset of the new device. (The BEA TUXEDO system needs to find the UDL,
from which it can determine the offset of other available space.)

A second (and rarer) reason that a device does not start at offset 0 is that a single raw
device is shared. This happens, for example, if a UNIX file system is followed by a
BEA TUXEDO file system on the same device. (This situation is risky because the raw
device must be writable by the BEA TUXEDO system administrator and it is possible
to overwrite the UNIX file system.) If the first entry on the UDL does not start at offset

0 (as in this example), the device offset must be specified everywhere that the device
is referenced. To allocate the entry, enter the following command.

crdl -z config -b blocks -0 offset -O offset new_device

Here,offset is the offset of the space to be allocated for the BEA TUXEDO file
system (UDL and tables). Note that the(lowercase 0) specifies the offset of the

UDL and-0O (uppercase O) specifies the offset of the new device space being allocated.
Any devices that are created subsequently on this configuration must use beth the
option with the offset of the first entry, and tlieoption with the offset of the new

entry. (The offset may be 0 if a new device is being specified.) If the first entry on the
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UDL is not allocated at offset BLOGOFFSET®Nd/orTUXOFFSETmMust be set to the
offset of the first entry. This is the only case in wWhitloGOFFSEBNdTUXOFFSET

must be set in theBBCONFIdile, and theTUXOFFSETenvironment variable must be
set when all BEA TUXEDO application and administrative processes are being run.

To list the current UDL, enter the following command.
lidl -z config

whereconfig was created using the above procedures. If the first entry was created
with an offset other than @ offset must be specified in addition to the
configuration device. In verbose mode, this command lists not only the space initially
allocated for each device entry, but also the amount of free space.

It is also possible to generate a list of the tables on the configuration by entering the
following command.

livtoc -z config

Hereconfig was creating using the above procedures. If the first entry was created
with an offset other than & offset must be specified in addition to the
configuration device. This command lists the table name, device number, offset withir
the device, and number of pages for each table. The first two tables are always VTO
and UDL.TUXCONFIGable names are of the forrsecname SECT, wheresecname

is the name of a section in thBBCONFIdile. TheTLOGtable name is based on the
TLOGparameter in theBBCONFIdile, and defaults tadLOG In the rare case in which

two applications share a single BEA TUXEDO file system formih@GDEVICE the
TLOGparameter must be different for each application.

Note: A BEA TUXEDO system file system is a file that is managed by BEA
TUXEDO, which may be located on a raw disk or in an operating system file
system. A BEA TUXEDO system file system contains TH®CONFIGile
and one or moreLOGfiles.

Because the table names for TuXCONFIGfile are fixed, it is not possible for two
applications to share the same BEA TUXEDO file system foltheCONFIGile.
Step 4: Create the Log

Perform the following steps to create the log.

1. Make sure you haveTaUXCONFIGfile. (If you do not, the commands for creating
the TLOGwill fail.)
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2.

Start amadmin session by entering the following command.
tmadmin -c

At thetmadmin command prompt), enter the following.
crlog [-m machine ]

where the value ahachine is theLMID of a machine, as specified in
TUXCONFIG

Note: The-m option is shown as optional because it can be specified with the

default  (d) command ofmadmin . If you have not specified a machine with
thed command, however, then option is required on thelog command
line.

Maintaining a TLOG

TLOGs require little maintenance. This section provides instructions for two common
maintenance tasks: reinititalizing a TLOG and removing a TLOG:

L4

To reinitialize arLOG enter the following.
inlog [-yes] [-m machine ]
The value ofnachine is theLMID of a machine, as specified TWXCONFIG

Be careful when using this command: it will reinitialize the log even if there are
outstanding transactions. The result could be inconsistes, possibly
causing transactions to abort.

To delete aLOG enter the following.
dslog [-yes] [-m machine ]
The value ofnachine is theLMID of a machine, as specified TWXCONFIG

If the application is not active or if there are transactions still outstanding in the log,
an error will be returned.

Note: The-yes and-m options are shown as optional because they can be specified

with thedefault  (d) command. If you have not specified a machine with the
d command, however, then option is required on thelog anddslog
command lines.
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Using Logs to Detect Failures

The BEA TUXEDO log files can help you detect failures in both your application and
your system. This section provides instructions for analyzing the data in the logs.

Analyzing the User Log (ULOG)

Note: Although application administrators are responsible for analyzing user logs,
application programmers may also consult the logs.

It is not unusual for multiple messages to be placed in the user log for a given problen
In general, the earlier messages will better reflect the exact nature of the problem.

Consider the example shown in Listing 13-3. Notice lMBTUX_CAT message 358
identifies the exact nature of the problem causing problems reported in subsequent
messages, namely, that there are not enough UNIX system semaphores to boot the
application.

Listing 13-3 Sample ULOG Messages

151550.gumby!BBL.28041: LIBTUX_CAT:262: std main starting
151550.gumby!BBL.28041: LIBTUX_CAT:358: reached UNIX limit on semaphore ids
151550.gumby!BBL.28041: LIBTUX_CAT:248: fatal: system init function ...
151550.gumby!BBL.28040: CMDTUX_CAT:825: Process BBL at SITE1 failed ...
151550.gumby!BBL.28040: WARNING: No BBL available on site SITE1.

Will not attempt to boot server processes on that site.

See thdBEA TUXEDO System Message Manfoalcomplete descriptions of user log
messages and recommendations for any actions that should be taken to resolve the
problems indicated.
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Analyzing the tlisten Log

Example

Keep the following guidelines in mind as you checkttlkeen  messages in your
ULOG

4 A message is placed in thisten  log every time the log is contacted.
4 A sequence number is given to every accepted request.

4 If you cannot boot your application and subsequently cannot findistay
messages in yolwLOGfile, one of the following problems may have occurred:

¢ Thetlisten  process may not have been started.
4 Thetlisten  process may be listening on the wrong network address.

To find out whether one of these errors has occurred, check t&file.

Note: Application administrators are responsible for analyzingliken
messages in thél OG but programmers may also find it useful to check these
messages.

TheCMDTUXtatalog in thé8EA TUXEDO System Message Maneahtains the
following information aboutlisten ~ messages:

4 Descriptions of all messages

4 Recommended actions that you (or a programmer) can take to resolve error
conditions reported in these messages

Consider the following example of a messagetiistan  log.
042398; 27909;CMDTUX_CAT: 615 INFO: Terminating tlisten process

This message was recorded on April 23, 1998. Its purpose is simply to provide
information: thetlisten ~ process is being terminated. No action is required.

Note: This message can be found in @DTUXatalog of th&EA TUXEDO System
Message Manual.
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Analyzing a Transaction Log (TLOG)

TheTLOGIs a binary file that contains only messages about global transactions that ar
in the process of being committed. You should never need to examine this file.

If you do need to view theLOG you must first convert it to ASCII format so that it is
readable. The BEA TUXEDO system provides twadmin operations for this
purpose:

4 dumptlog (dl ) downloads (or dumps) theOG(a binary file) to an ASCII file.

4 loadtlog  uploads (or loads) an ASCII version of thedGinto an existing
TLOG(a binary file).

Thedumptlog andloadtiog commands are also useful when you need to move the
TLOGbetween machines as part of a server group migration or machine migration.
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CHAPTER

14 Tuning Applications

This chapter discusses the following topics:
Maximizing Your Application Resources

When to Use MSSQ Sets

Enabling Load Balancing

Assigning Priorities to Interfaces or Services
Bundling Services into Servers

Enhancing Efficiency with Application Parameters
Setting Application Parameters

Determining IPC Requirements

* & & S & S > o o

Measuring System Traffic

Maximizing Your Application Resources

Making correct decisions in response to the following questions can improve the
functioning of your BEA TUXEDO application:

4 When should | use MSSQ sets?

4 How should | assign load factors?

4 How should | package interfaces and/or services into servers?
¢

How should | set my application parameters?
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4 How should I tune my operating system IPC parameters?

4 How should | hunt for and eliminate bottlenecks?

When to Use MSSQ Sets

14-2

When is it beneficial to use MSSQ sets?

When to Use MSSQ Sets When Not to Use MSSQ Sets

There are several, but not too many servers. There are alarge number of servers. (A compromise
to use many MSSQ sets.)

Buffer sizes are not too large. Buffer sizes are large enough to exhaust one queue.

The servers offer identical sets of services. Services are different for each server.

The messages involved are reasonably sized.  Long messages are being passed to the services
causing the queue to be exhausted. This causes
nonblocking sends to fail, or blocking sends to block.

Optimization and consistency of service
turnaround time is paramount.

Two analogies from everyday life may help to show why using MSSQ sets is
sometimes, but not always, beneficial:

4 An application in which MSSQ sets are used appropriately is similar to a bank,
where all the tellers offer the same services and customers wait in line for the
first available teller. This efficient arrangement ensures the best use of available
services.

4+ An application in which it is better to avoid using MSSQ sets is similar to a
supermarket, where each cashier offers a different set of services: some accept
cash only; some accept credit cards; and still others serve only customers buying
fewer than ten items.
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Enabling Load Balancing

You can control whether a load balancing algorithm is used on the system as a whole.
With load balancing, a load factor is applied to each service within the system, and you
can track the total load on every server. Every service request is sent to the qualified
server that is least loaded.

This algorithm, although effective, is expensive and should be used only when
necessary, that is, only when a service is offered by servers that use more than one
queue. Services offered by only one server, or by multiple servers all in an MSSQ
(multiple server single queue) do not need load balancingLBB&L parameter for
these services should be settdn other cases, you may want to ISBBALtO Y.

To figure out how to assign load factors (located inglaBRVICESsection), run an
application for a long period of time. Note the average time it has taken for each service
to be performed. AssignlaADvalue of 50 I(OAD=50 to any service that takes

roughly the average amount of time. Any service taking longer than the average
amount of time to execute should haveoa\D>5@ any service taking less than the
average amount of “code” time to execute should haver®<50.

Two Ways to Measure Service Performance Time

You can measure service performance time in one of the following ways:

¢ Enterservopts -r in the configuration file. The option causes a log of
services performed to be written to standard error. You can then use the
txrpt (1) command to analyze this information. (For details abavbpts  (5)
andtxrpt (1), see th&8EA TUXEDO Reference Manugl

4 Insert calls taime (2) at the beginning and end of a service routine. Services
that take the longest time receive the highest load; those that take the shortest
time receive the lowest load. (For details aliout (2), see a UNIX System
Reference Manual.)
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Assigning Priorities to Interfaces or Services

You can exert significant control over the flow of data in an application by assigning
priorities to BEA TUXEDO services using tRRIO parameter.

For an application running on a BEA TUXEDO system, you can specifyrie
parameter for each service named in3BRVICESsection of the application’s
UBBCONFIdile.

For example, Server 1 offers Interfaces A, B, and C. Interfaces A and B have a priorit
of 50 and Interface C has a priority of 70. An interface requested for C is always
dequeued before a request for A or B. Requests for A and B are dequeued equally wi
respect to one another. The system dequeues every tenth request in first-in, first-out
(FIFO) order to prevent a message from waiting indefinitely on the queue.

You can also dynamically change a priority with thsprio()  call. Only preferred
clients should be able to increase the service priority. In a system on which servers
perform service requests, the server cantgsplio()  to increase the priority of its
interface or service calls so the user does not wait in line for every interface or servic
request that is required.

Characteristics of the PRIO Parameter

14-4

ThePRIO parameter should be used cautiously. Depending on the order of message
on the queue (for example, A, B, and C), some (such as A and B) will be dequeued onl
one in ten times. This means reduced performance and potential slow turnaround tin
on the service.

The characteristics of ttRRIO parameter are as follows:
4 It determines the priority of an interface or a service on the server’s queue.

4 The highest assigned priority gets first preference. This interface or service
should occur less frequently.

4+ A lower priority message does not remain forever enqueued, because every tent
message is retrieved on a FIFO basis. Response time should not be a concern o
the lower priority interface or service.
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Assigning priorities enables you to provide faster service to the most important
requests and slower service to the less important requests. You can also give priority
to specific users or in specific circumstances.

Bundling Services into Servers

The easiest way to package services into server executables is to not package them at
all. Unfortunately, if you do not package services, the number of server executables,
and also message queues and semaphores, rises beyond an acceptable level. There is a
trade-off between no bundling and too much bundling.

When to Bundle Services

You should bundle services for the following reasons:

4 Functional similarity—If some services are similar in their role in the
application, you can bundle them in the same server. The application can offer
all or none of them at a given time. An example isbdréapp application, in
which thewITHDRAWEPOSIT, andINQUIRY services are all teller operations.
Administration of services becomes simpler.

4 Similar libraries—For example, if you have three services that use the same
100K library and three services that use different 100K libraries, bundling the
first three services saves 200K. Often, functionally equivalent services have
similar libraries.

4+ Filling the queue—Bundle only as many services into a server as the queue can
handle. Each service added to an unfilled MSSQ set may add relatively little to
the size of an executable, and nothing to the number of queues in the system.
Once the queue is filled, however, the system performance degrades and you
must create more executables to compensate.

4 Placement of call-dependent services—Avoid placing in the same server two (or
more) services that call each other. If you do so, the server will issue a call to
itself, causing a deadlock.
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Enhancing Efficiency with Application
Parameters

You can set the following application parameters to enhance the efficiency of your
system:

4 MAXACCESSERSIAXSERVERSIAXINTERFACESandMAXSERVICES
4 MAXGTTMAXBUFTYPEandMAXBUFSTYPE

4 SANITYSCAN BLOCKTIME and individual transaction timeouts

4 BBLQUERYanNdDBBLWAIT

Setting the MAXACCESSERS, MAXSERVERS,
MAXINTERFACES, and MAXSERVICES Parameters

The MAXACCESSERSIAXSERVERSIAXINTERFACESandMAXSERVICESarameters
increase semaphore and shared memory costs, so you should choose the minimum
value that satisfies the needs of the system. You should also allow for the variation i
the number of clients accessing the system at the same time. Defaults may be
appropriate for a generous allocation of IPC resources; however, it is prudent to set
these parameters to the lowest appropriate values for the application.

Setting the MAXGTT, MAXBUFTYPE, and MAXBUFSTYPE
Parameters

You should increase the value of MexGTTparameter if the product of multiplying
the number of clients in the system times the percentage of time they are committing
a transaction is close to 100. This may require a great number of clients, depending c
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the speed of commit. If you increag@XGTTyou should also increa3eOGSIZE
accordingly for every machine. You shouldgaixGTTo 0 for applications that do not
use distributed transactions.

You can limit the number of buffer types and subtypes allowed in the application with
the MAXBUFTYPRINDMAXBUFSTYPPparameters, respectively. The current default for
MAXBUFTYPEs 16. Unless you are creating many user-defined buffer types, you can
omit MAXBUFTYPEHowever, if you intend to use many differetEw subtypes, you

may want to SeMAXBUFSTYPED exceed its current default of 32.

Setting the SANITYSCAN, BLOCKTIME, BBLQUERY, and
DBBLWAIT Parameters

If a system is running on slow processors (for example, due to heavy usage), you can
increase the timing paramete®&NITYCAN BLOCKTIME and individual transaction
timeouts. If networking is slow, you can increase the value dithe&KTIME
BBLQUERYandDBBLWAITparameters.

Setting Application Parameters

The following table describes the system parameters available for tuning an

application.
Parameters Action
MAXACCESSERBIAXSERVERS Set the smallest satisfactory value because of

MAXINTERFACESandMAXSERVICES IPC cost.
Allow for extra clients.
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Parameters Action

MAXGTTMAXBUFTYPEand IncreaseMAXGTTor many clients; set

MAXBUFSTYPE MAXGTTo O for nontransactional
applications.

UseMAXBUFTYPEnNly if you create eight or
more user-defined buffer types.

If you use many differerWIEW subtypes,
increase the value MAXBUFSTYPE

BLOCKTIME TRANTIME and Increase the value for a slow system.
SANITYSCAN

BLOCKTIME TRANTIME BBLQUERYand Increase values for slow networking.
DBBLWAIT

Determining IPC Requirements

The values of different system parameters determine IPC requirements. You can us
thetmboot -c command to test a configuration’s IPC needs. The values of the
following parameters affect the IPC needs of an application:

4 MAXACCESSERS

REPLYQ

RQADDRthat allowsmMssGsets to be formed)
MAXSERVERS

MAXSERVICES

> & & & o

MAXGTT

Table 14-1 describes the system parameters that affect the IPC needs of an applicati

Table 14-1 Tuning IPC Parameters
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Parameter(s)

Action

MAXACCESSSERSEquals the number of semaphores.

Number of message queues is almost eqUEIAXACCESSERS
number of servers with reply queues (number of serveviSia(set +
number ofMSS(sets).

MAXSERVERS
MAXSERVICES
andMAXGTT

While MAXSERVER$IAXSERVICESMAXGTTand the overall size

of theROUTING GROUPandNETWOREKections affect the size of
shared memory, an attempt to devise formulas that correlate these
parameters can become complex. Instead, simplymthoot -~ or
tmloadcf -c to calculate the minimum IPC resource requirements for
your application.

Queue-related
kernel parameters

Need to be tuned to manage the flow of buffer traffic between clients
and servers. The maximum total size of a queue in bytes must be large
enough to handle the largest message in the application, and to typically
be 75 to 85 percent full. A smaller percentage is wasteful; a larger
percentage causes message sends to block too frequently.

Set the maximum size for a message to handle the largest buffer that the
application sends.

Maximum queue length (the largest number of messages that are
allowed to sit on a queue at once) must be adequate for the application’s
operations.

Simulate or run the application to measure the average fullness of a
queue or its average length. This may be a trial and error process in
which tunables are estimated before the application is run and are
adjusted after running under performance analysis.

For a large system, analyze the effect of parameter settings on the size
of the operating system kernel. If unacceptable, reduce the number of
application processes or distribute the application to more machines to
reduceMAXACCESSERS
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Measuring System Traffic

As on any road in which traffic exists and runs at finite speed, bottlenecks can occur
in your system. On a highway, cars can be counted with a cable strung across the roe
that causes a counter to be incremented each time a car drives over it. Similarly, yo
can measure service traffic. For example, at boot time (that is,tpdvenit() is
invoked), you can initialize a global counter and record a starting time. Subsequently
each time a particular service is called, the counter is incremented. When the server
shut down (by invoking thgsvrdone () function, the final count and the ending time
are recorded. This mechanism allows you to determine how busy a particular servic
is over a specified period of time.

In the BEA TUXEDO system, bottlenecks can originate from data flow patterns. The
quickest way to detect bottlenecks is to begin with the client and measure the amou
of time required by relevant services.

Example: Detecting a System Bottleneck

Client 1 requires 4 seconds to print to the screen. Caillada(2) determine that the
tpcall  to service A is the culprit with a 3.7 second delay. Service A is monitored at
the top and bottom and takes 0.5 seconds. This implies that a queue may be clogge
which was determined by using the command.

On the other hand, suppose service A takes 3.2 seconds. The individual parts of servi
A can be bracketed and measured. Perhaps service A igpuas a to service B,

which requires 2.8 seconds. It should be possible then to isolate queue time or messa
send blocking time. Once the relevant amount of time has been identified, the
application can be retuned to handle the traffic.

Usingtime (2), you can measure the duration of the following:
4 The entire client program

4+ A client service request only

4 The entire service function
¢

The service function making a service request (if any)
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Detecting Bottlenecks on UNIX Platforms

The UNIX systensar (1) command provides valuable performance information that
can be used to find system bottlenecks. You carsars@l) to do the following:

4 Sample cumulative activity counters in the operating system at predetermined
intervals

4 Extract data from a system file

The following table describes tkar (1) command options.

Use This Option  To

-u Gather CPU utilization numbers, including the portion
of the time running in user mode, running in system
mode, idle with some process waiting for block I/O,
and otherwise idle.

-b Report buffer activity, including transfers per second of
data between system buffers and disk, or other block
devices.

-C Report system call activity. This includes system calls

of all types, as well as specific system calls such as
fork (2) andexec (2).

-w Monitor system swapping switching activity. This
includes the number of transfers for swapins and
swapouts.

-q Report average queue lengths while occupied and the

percent of time occupied.

-m Report message and system semaphore activities,
including the number of primitives per second.

-p Report paging activity, including the address
translation page faults, page faults and protection
errors, and the valid pages reclaimed for free lists.
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Use This Option To

-r Report unused memory pages and disk blocks,
including the average number of pages available to user
processes and the disk blocks available for process
swapping.

Note: Some flavors of the UNIX system do not provide ¢he(1) command, but
offer equivalent commands instead. BSD, for example, offelisdfae (1)
command; Sun offerserfmeter (1).

Detecting Bottlenecks on Windows NT Platforms

On Windows NT platforms, use the Performance Monitor to collect system
information and detect bottlenecks. Select the following options from the Start menu

Start —> Programs —> Administration Tools —> NT Performance Monitor
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CHAPTER

15 Migrating Applications

This chapter discusses the following topics:
About Migration
Migration Options

Switching Master and Backup Machines

Migrating Machines

¢

¢

¢

4+ Migrating a Server Group
¢

4 Canceling a Migration

¢

Migrating Transaction Logs to a Backup Machine

Note: A migration requirement is that both the master and backup machines must be
running the same release of the BEA TUXEDO software.

About Migration

Whether you need to migrate all or portions of an application, the changes to the
application setup must be made with minimal service disruption. Machines, networks,
databases, the BEA TUXEDO system, and the application all need to be maintained.
The BEA TUXEDO system provides a way to migrate the applications so that they can
be serviced.

The BEA TUXEDO system offers migration tools that can also be used to recover
from a machine crash, network partitions, database corruptions, BEA TUXEDO
system problems, and application faults.
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Migration Options

The following is a list of migration options:

4 Switch master and backup machines.

4+ Migrate a server group from its primary machine to its alternate machine.

4+ Migrate all server groups from their primary machine to their alternate machine.
4 Cancel a migration.

4 Migrate a transaction log.

By using a combination of these options and partitioned network recovery utilities, you
can migrate entire machines.

Switching Master and Backup Machines

15-2

Server migration is the process of moving one or more servers from one machine to
another. One special instance of this process is the ability to switch master and backu
machines. This type of switching is done by migrating the DBBL from the master
machine to the backup machine. While this procedure is most frequently used when
network is partitioned, it is also useful in situations that require you to shut down the
master machine.

Use themaster command to switch the master machine.

Command Description
master(m) Switches the master machine to the backup machine or the
reverse

Use themadmin (1) master (m) command to switch master and backup machines
when the master machine must be shut down for maintenance, or when the master
machine is no longer accessible. Switching master and backup machines, however,
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only a first step. In most cases, application servers need to be migrated to alternate
sites, or the master machine needs to be restored. (These tasks are described in this
chapter.)

How to Switch the Master and Backup Machines

To switch the master and backup machines, caththémin (1) command interpreter
with themaster (m) command from the backup machine.

Examples: Switching Master and Backup Machines

Listing 15-1 and Listing 15-2 illustrate how you can switch master and backup
machines. In the first example, the master machine is accessible from the backup
machine, and thBBBL process is migrated from the master machine to the backup
machine.

In the second example, because the master machine is not accessible from the backup
machine, th@®BBL process is created on the backup machine.

Listing 15-1 When the Master Machine Is Accessible from the Backup Machine

$ tmadmin

tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL. All rights reserved.
> master

are you sure? [y,n]

Migrating active DBBL from SITEL1 to SITE2, please wait...

DBBL has been migrated from SITE1 to SITE2

>q

Listing 15-2 When the Master Machine Is Not Accessible from the Backup
Machine

$ tmadmin
tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL. All rights reserved.
TMADMIN_CATT:199: Cannotbecome administrator. Limited setof commands available.
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> master
are you sure? [y,n]

Yy

Creating new DBBL on SITE2, please wait... New DBBL created on SITE2

>q

Migrating a Server Group

Use the following twamadmin commands to migrate servers.

Use This Command To
migrategroup(migg) Migrate servers in a group to their alternate location
migratemach(migm) Migrate servers by usingMIDs

Thetmadmin (1) migrategroup ~ (migg ) command takes the name of a single server
group as an argument. You must first shut down the servers to be migrated with the
option (for exampletmshutdown -R -g GROUP1 ).

You must specify an alternate location in theéD parameter (for the server group
being migrated) in theROUPSection of theJBBCONFIdile. Servers in the group
must specifiRESTART=Yand thevIGRATEoption must be specified in tIRESOURCES
section of theJBBCONFIGile.

If transactions are being logged for the server involved in a group migration, you may
need to move th&LOGto the backup machine, load it, and perform a warm start.

Migrating a Server Group When the Alternate Machine Is
Accessible from the Primary Machine

To migrate a server group when the alternate machine is accessible from the primat
machine, complete the following steps.
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1. Calltmshutdown (1) from the master machine with tte and-g (group_name )
options.

Runtmadmin (1) from the master machine.
Call themigrategroup ~ (migg ) command withyroup_name as the argument.

Migrate the transaction log, if necessary.

o M w DN

Migrate the application data, if necessary.

Migrating a Server Group When the Alternate Machine Is
Not Accessible from the Primary Machine

To migrate a server group when the alternate machine is not accessible from the
primary machine, complete the following steps.

1. Switch the master and backup machines, if necessary.

2. Runtmadmin (1) from the alternate machine.

3. Call thepclean (pcl ) command with the primary machine as the argument.
4. Call themigrategroup ~ (migg) command withgroup_name as the argument.
5

. Call thetmboot (1) command to boot the server group.

Examples: Migrating a Server Group

Listing 15-3 and Listing 15-4 show how you can migrate a server group. In the first
example, the alternate machine is accessible from the primary machine. In the second
example, the alternate machine is not accessible from the primary machine.

Listing 15-3 When the Alternate Machine Is Accessible from the Primary
Machine

$ tmshutdown -R -g GROUP1
Shutting down server processes...
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Server ID =1 Group ID = GROUP1 machine = SITE1: shutdown succeeded
1 process stopped.

$ tmadmin

tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL.

> migg GROUP1

migg successfully completed

>q

Listing 15-4 When the Alternate Machine Is Not Accessible from the Primary
Machine

$ tmadmin

tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL.
> pclean SITE1

Cleaning the DBBL.

Pausing 10 seconds waiting for system to stabilize.
3 SITE1 servers removed from bulletin board

> migg GROUP1

migg successfully completed.

> boot -g GROUP1

Booting server processes ...

exec simpserv -A :

on SITE2 -> process id=22699 ... Started.

1 process started.

>q

Migrating Machines

15-6

Use thamadmin (1)migratemach  (migm) command to migrate all server groups from
one machine to another when the primary machine must be shut down for maintenan
or when the primary machine is no longer accessible.

The command takes one logical machine identifier as an argumentMIh@ames
the processor on which the server group(s) have been running. The alternate locatic
must be the same for all server groups orLi®. Servers on theMID must specify
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RESTART=Yand theMIGRATEOptions must be specified in tRESOURCESection of
the UBBCONFIdGile. You must first shut down the server groups with the
tmshutdown (1) -R option, and servers in the groups must be marked as restartable.

Migrating Machines When the Alternate Machine Is
Accessible from the Primary Machine

To migrate a machine when the alternate machine is accessible from the primary
machine, complete the following steps.

1. Calltmshutdown (1) from the master machine with tire and-I
(primary_machine ) options.

2. Runtmadmin (1) from the master machine.

3. Call themigratemach (migm) command withprimary_machine  as the
argument.

4. Migrate the transaction log, if necessary.

5. Migrate the application data, if necessary.

Migrating Machines When the Alternate Machine Is Not
Accessible from the Primary Machine

To migrate a machine when the alternate machine is not accessible from the primary
machine, complete the following steps.

1. Switch the master and backup machines if necessary.

2. Runtmadmin (1) from the alternate machine.

3. Call thepclean (pcl ) command withprimary_machine  as the argument.
4

. Call themigratemach (migm) command withprimary_machine  as the
argument.

5. Call theboot (b) command to boot the server groups.
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Examples: Migrating a Machine

Listing 15-5 and Listing 15-6 illustrate how you can migrate server groups. In the first
example, the alternate machine is accessible from the primary machine. In the secor
example, the alternate machine is not accessible from the primary machine.

Listing 15-5 When the Alternate Machine Is Accessible from the Primary
Machine

$ tmshutdown -R - SITE1

Shutting down server processes...

Server ID =1 Group ID = GROUP1 machine = SITE1: shutdown
succeeded 1 process stopped.

$ tmadmin

tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL.

> migm SITE1

migm successfully completed

>q

Listing 15-6 When the Alternate Machine Is Not Accessible from the Primary
Machine

$ tmadmin

tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL.
>pclean SITE1

Cleaning the DBBL.

Pausing 10 seconds waiting for system to stabilize.
3 SITE1 servers removed from bulletin board

> migm SITE1

migm successfully completed.

> boot -| SITEL

Booting server processes ...

exec simpserv -A :

on SITE2 -- process id=22782 ... Started.

1 process started.

>q
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Canceling a Migration

You can cancel a migration after a shutdown occurs, but before usimipthe
command, by using theancel option with themigrate command.

You can cancel a migration in the following ways:

4 By using theamadmin (1) migrategroup  (migg ) -cancel command to cancel a
server migration. Server entries are deleted from the Bulletin Board. You must
reboot the servers once the migration procedure is canceled.

4 By using themadmin (1) migratemach (migm) -cancel command to cancel a
machine migration.

Example: A Migration Cancellation

Listing 15-7 illustrates how a server group and a machine can be migrated between
their respective primary and alternate machines.

Listing 15-7 Canceling a Server Group Migration for Server Group GROUP1

$tmadmin
tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL.
> psr -g GROUP1

a.out Name Queue Name Grp Name ID RgDone Ld Done Current Service
simpserv  00001.00001 GROUP1 1 - - (DEAD MIGRATING)

> psr -g GROUP1

TMADMIN_CAT:121: No such server

migg -cancel GROUP1

>boot -g GROUP1

Booting server processes...

exec simpserv -A:

on SITE1 ->process id_27636 ... Started. 1 process started.

> psr -g GROUP1

a.out Name Queue Name Grp Name ID RgDone Ld Done Current Service
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simpserv  00001.00001 GROUP1 1 - - (-)
>q

Migrating Transaction Logs to a Backup
Machine

To migrate transactions logs to a backup machine, complete the following steps.

1. Shut down the servers in all the groups that write to the log to stop additional write:
to the log.

2. Dump theTLOGiInto an ASCII file by running the following command.
dumptlog [-z config 1[-0 offset 1[-n name [-g groupname |

Note: TheTLOGis specified by theonfig andoffset  argumentsOffset
defaults too andname defaults torLOG If the-g option is chosen, only
those records for which theMsfrom groupname is the coordinator are
dumped.

3. Copyfiename to the backup machine.

4. Useloadtlog -m machine ASCII_file to read the name of the ASCII file
into the existingrLOGfor the specified machine.

5. Uselogstart  machine to force a warm start of the.OG
(The information is read from theLOGto create an entry in the transaction table
in shared memory.)

6. Migrate the servers to the backup machine.
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CHAPTER

1 6Dynamically Modifying
Systems

The BEA TUXEDO system allows you to make changes to your configuration without
shutting it down. Without inconveniencing your users, you can suspend or resume
interfaces or services, advertise or unadvertise services, and change interface or service
parameters (such a®ADandPRIORITY). If your configuration specifies interfaces or
services aaUTOTRANIt is also possible to change the timeout value associated with
such transactions. Thus, you can adjust your system to reflect either current or
expected conditions.

This chapter discusses the following topics:
4 Dynamic Modification Methods

4 Procedures for Dynamically Modifying Your System

Dynamic Modification Methods

You have a choice of two methods for making changes to your system while the system
is running:

4 The Web-based GUI—a graphical user interface to the commands that perform
administrative tasks, including dynamic system modification

4 Thetmadmin command interpreter—a shell-level command with 50
subcommands for performing various administrative tasks, including dynamic
system modification
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Because it is a graphical user interface, the Web-based GUI is simpler to use than tt
tmadmin command interpreter. If you prefer using a GUI, bring it up on your screen
as soon as you are ready to begin an administrative task. The graphics and detailed
procedures will guide you through any task you need to perform.

For instructions on using themadmin command interpreter, see Chapter 8,
“Monitoring a Running System.”

Instructions for dynamically modifying your system throwghdmin are provided in
this chapter.

Procedures for Dynamically Modifying Your
System

This section provides procedures for making the following types of changes, through
tmadmin , while your system is running:

4 Suspending and resuming services
4 Advertising and unadvertising services
4 Changing service parameters

4 Changing theAUTOTRANiIimeout value

Suspending and Resuming Services

This section provides instructions for suspending and resuming services and server:
and describes the results of these operations.

Note: The two commands described in this section have minimal impact on the BEA
TUXEDO system.
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Suspending Services

To suspend a server or a service, entesdhgend (orsusp ) command, as follows.

prompt> tmadmin
> susp

Thesuspend command marks as inactive one of the following:
4 One service

4 All services of a particular queue

4 All services of a particular group ID/server ID combination

After you have suspended a service or a server, any requests remaining on the queue
are handled, but no new service requests are routed to the suspended server. If a group
ID/server ID combination is specified and it is part of an MSSQ set, all servers in that
MSSQ set become inactive for the services specified.

Resuming Services

To resume a server or a service, enterdbheme (orres ) command, as follows.

prompt> tmadmin
>res

Theresume command undoes the effect of #uepend command: it marks as active
for the queue one of the following:

4 One service
4 All services of a particular queue
4 All services of a particular group ID/server ID combination

If, in this state, the group ID or the server ID is part of an MSSQ set, all servers in that
MSSQ set become active for the services specified.

Advertising and Unadvertising Services

This section provides instructions for advertising and unadvertising services and
servers, and describes the results of these operations.
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Advertising Services
To advertise a service, enter the following command.
adv [{[-q queue_name] | [-0 grpid 1[-i srvid 1}]  service

Note: Although a service must be suspended before it may be unadvertised, you d
not need to “unsuspend” a service before re-advertising it. If you simply
advertise a service that has been suspended and unadvertised previously, tt
service will be unsuspended.

Unadvertising Services
To unadvertise a service, complete the following procedure.
1. Suspend the service.

2. Enter the following command.
unadv [{[-q queue_name] | [-9 grpid 1[-i srvid 1}l  service

Note: Unadvertising has more drastic results than suspending because when yo
unadvertise a service, the service table entry for that service is deallocate
and the cleared space in the service table becomes available to other
services.

Changing Service Parameters (BEA TUXEDO System)

You can change the service parameter values for the following:
4 A specific group ID/server ID combination
4+ A specific queue

The following table lists the names of the parameters for which you can change value
dynamically, along with the commands for changing them.

To Change . .. Enter the Following
Command . ..
Load value (OAD chl-s service_name

16-4  Administering the BEA TUXEDO System



Procedures for Dynamically Modifying Your System

To Change . .. Enter the Following
Command . ..

Dequeueing priorityRRIO) chp-s service_name

Transaction timeout value chtt -s service_name

You must specify a service name (after theoption) for all three commands.

You can specify this option on either the command line (fotithechp, orchtt
command) or on a default subcommand line.

Note: The-s optionis listed as optional because the required value may be specified
on the default subcommand line.

Changing the AUTOTRAN Timeout Value

To change the transaction timeotRANTIMB of an interface or service with the
AUTOTRANIag set, run thehangetrantime ~ (chtt ) command, as follows.

chtt [-m machine ]{-q gaddress [-g groupname ] [-i srvid ] ]-g\
groupname -i srvid }-s service  newtlim

Note: Transaction timeouts begun by application clients ugibepin()  or
tx_set_transaction_timeout() cannot be changed.
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CHAPTER

1 7Dynamically

Reconfiguring
Applications

This chapter presents the following topics:

L4

¢
¢
¢
¢

Introduction to Dynamic Reconfiguration
Overview of the tmconfig Command Interpreter
General Instructions for Running tmconfig
Procedures

Final Advice About Dynamic Reconfiguration

Introduction to Dynamic Reconfiguration

At times you will want to modify an application’s configuration without having to shut
it down. The BEA TUXEDO system allows you to perform two types of dynamic
reconfiguration of your application. You can do the following:

L4

Modify existing entries in your configuration fil@# UXCONFIG

4 Add components by adding entries for them to your configuration file
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Both types of change are implemented by editityCONFIGBecaus@UXCONFIGS
a binary file, however, it cannot be edited through a simple text editor. For this reasor
the BEA TUXEDO system provides the following tools for configuration file editing:

4 The Web-based GUI is a graphical user interface (GUI) to the commands that
perform administrative tasks, including dynamic system modification.

4 Thetmconfig command interpreter is a shell-level command with 50
subcommands for performing various administrative tasks, including dynamic
system modification.

The BEA TUXEDO Web-based GUI is a graphical user interface to administrative
tasks. You always have the choice between doing application administration tasks
through this graphical interface or through a command-line interface. You can choos
the working style most familiar and comfortable to you. When it comes to dynamic
reconfiguration, however, we recommend using the BEA TUXEDO Web-based GUI.
You will find the dynamic reconfiguration is easier when you use the Web-based GUI
instead of themconfigy command interpreter.

The BEA TUXEDO Web-based GUI is not described in this document. Full
descriptions of the GUI are available by accessing the Help directly from the GUI.

If you prefer to work on the command line, run tieonfig command interpreter.

Note: We recommend that you keep a copy ofttheonfig (1) andubbconfig (5)
reference pages handy as you read this chapter. The input and output field
names that correspond WBCONFI@arameters and reconfiguration
restrictions are listed itnconfig (1) andTM_MIB(5) in theBEA TUXEDO
Reference ManualThese reference pages are the final authority on the
semantics, range values, and validations of configuration parameters.

Overview of the tmconfig Command
Interpreter

17-2

This section describes the following:

4 Whattmconfig does
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¢ Howtmconfig works

What tmconfig Does

Thetmconfig command enables you to browse and modifyntheCONFIGile and
its associated entities, and to add new components (such as machines and servers)
while your application is running.

When you modify your configuration fil@gXCONFIGon theMASTERmachine),
tmconfig  performs the following tasks:

4 Updates theUXCONFIGle on all nodes in the application that are currently
booted

4+ Propagates theUXCONFIGhile automatically to new machines as they are
booted.

Thetmconfig command runs as a BEA TUXEDO system client.

Implications of Running as a Client

Keep in mind the following implications of the fact thatonfig runs as a BEA
TUXEDO system client:

4 tmconfig fails if it cannot allocate @PINIT typed buffer.

¢ Theusername associated with the client is the login name of the user.
(tmconfig fails if the user’s login name cannot be determined.)

4 For a secure application (that is, an application for whiclSH®URITY
parameter has been set in s #8BCONFIdile), tmconfig  prompts for the
application password. If the application password is not providednfig
fails.

4 If tmconfig cannot register as a client, an error message contajgimgo is
displayed andmconfig  exits. If this happens, check the user log to determine
the cause. The most likely causes for this type of failure are:

4 TheTUXCONFIGenvironment variable was not set correctly.

4 The system was not booted on the machine on whictnfig is being run.
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4 tmconfig ignores all unsolicited messages.

4 The client name for thenconfig  process that is displayed in the output from
printclient (atmadmin command) will bepsysadm .

How tmconfig Works

17-4

When you typeémconfig on a command line, you are launching the display of a series
of menus and prompts through which you can request an operation (such as the displ
or modification of a configuration file entryfjnconfig  collects your menu choices,
performs the requested operation, and prompts you to request another operation (b
making another set of menu choices). It repeatedly offers to perform operations (by
repeatedly displaying the menus) until you exitttheonfig session by selecting

QUIT from a menu.

Listing 17-1 shows the menus and prompts that are displayed once you enter the
tmconfig command, thus launching the session.

Note: The lines in the listing have been numbered in this example for your
convenience; during an actualconfig  session, these numbers are not
displayed.

Listing 17-1 Menus and Prompts Displayed in a tmconfig Session

$ tmconfig

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING q) QUIT 9) WSL

10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:

Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
6) CLEAR BUFFER 7) QUIT [1]:

Enter editor to add/modify fields [n]?

Perform operation [y]?

As shown here, you are asked to answer four questions:

4 In which section of the configuration file do you want to view or modify an
entry?

Administering the BEA TUXEDO System



Overview of the tmconfig Command Interpreter

4+ For the section of the configuration file you have just specified, which operation
do you wantmconfig to perform?

4 Do you want to enter a text editor now?
4 Do you wanttmconfig to perform the requested operation now?

This section discusses these four questions and defines possible answers to each.

Sections of the Configuration File

When you start anconfig  session, the following menu of sections TOiKCONFIG
the configuration file) is displayed.

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS

5)SERVICES 6) NETWORK 7) ROUTING q) QUIT 9) WSL
10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:

Note: For details about these sections (including a list of configurable parameters for
each section), see thebconfig (5) reference page in tlBEA TUXEDO
Reference Manual

To select a section, enter the appropriate number after the menu prompt. For example,
to select thevACHINESsection, enter 2, as follows.

10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]: 2

The default selection is ttRESOURCESection, in which parameters that apply to your
entire application are defined. To accept the default selection, simplygnNesRafter
the menu and colon Y prompt.

10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:

tmconfig Operations

Next, a menu of operations thatconfig can perform is displayed.

Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
6) CLEAR BUFFER 7) QUIT [1]:

To select an operation, enter the appropriate number after the menu prompt. For
example, to select the¢PDATESection, enter 5, as follows.

6) CLEAR BUFFER 7) QUIT [1]: 5
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Table 17-1 tmconfig Operations

Table 17-1 defines each operation.

Operation Called . ..
Number . . .

Performs the Following . . .

1

FIRST

Displays the first record from the specified section. No key fields are
needed (they are ignored if they are in the input buffer).

Using theFIRST operation can reduce the amount of typing that is
needed. When adding a new entry to a section, instead of typing in all of
the parameter names and values, us&HtR8T operation to retrieve an
existing entry for th&JBBCONFIGsection. Then, select tAOD

operation and use the text editor to modify the parameter values.

NEXT

Displays the next record from the specified section, based on the key
fields in the input buffer.

RETRIEVE

Displays the record (requested with the appropriate key field(s)) from the
specified section.

ADD

Adds the indicated record in the specified section. Any fields not
specified (unless required) take the default values specified in
ubbconfig (5). (All default values and validations used by

tmloadcf (1) are enforced.) The current value for all fields is returned
in the output buffer. This operation can be done only by the BEA
TUXEDO system administrator.

UPDATE

Updates the record specified in the input buffer in the selected section.
Any fields not specified in the input buffer remain unchanged. (All
default values and validations usedtiWoadcf (1) are enforced.) The
current values for all fields are returned in the input buffer. This operation
can be done only by the BEA TUXEDO system administrator.

CLEAR BUFFER

Clears the input buffer (all fields are deleted). After this operation,
tmconfig immediately prompts for the section again.

QUIT

Exitstmconfig  gracefully (that is, the client is terminated). A value of
g for any prompt allows you to exinconfig

17-6
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Output from tmconfig Operations

After tmconfig has executed an operation, the results (a return value and the contents
of the output buffer) are displayed on the screen.

L4

If the operation was successful but no update was done, the following message is
displayed.

Return value TAOK
Following is the message in tha_STATUSfield.

Operation completed successfully.

If the operation was successful and an update was done, the following message
is displayed.

Return value TAUPDATED

Following is the message in tha_STATUSfield.

Update completed successfully.

If the operation failed, an error message is displayed:

4 |If there is a problem with permissions or a BEA TUXEDO system
communications error (rather than with the configuration parameters), one of
the following return values is displayethEPERMTAEOS TAESYSTEMOr
TAETIME.

4 |If there is a problem with a configuration parameter of the running
application, the name of that parameter is displayed as the value of the
TA_BADFLDNAMEile, and the problem is indicated in the value of the
TA_STATUSfield in the output buffer. If this type of problem occurs, one of
the following return values is displayeDAERANGETAEINCONSIS
TAECONFIG TAEDUPLICATE TAENOTFOUNIOTAEREQUIREDTAESIZE,
TAEUPDATEOr TAENOSPACE

The following list describes the conditions indicated by both sets of error
messages.

TAEPERM

The UPDATEOr ADDoperation was selected hntconfig  is not being run by
the BEA TUXEDO system administrator.
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TAESYSTEM
A BEA TUXEDO system error has occurred. The exact nature of the error is
recorded iruserlog (3c).

TAEOS
An operating system error has occurred. The exact nature of the error is
written touserlog  (3c).

TAETIME
A blocking timeout has occurred. The input buffer is not updated so no
information is returned for retrieval operations. The status of update
operations can be checked by doing a retrieval on the record that was being
updated.

TAERANGE
A field value is either out of range or invalid.

TAEINCONSIS
A field value (or set of field values) is inconsistently specified. For example,
an existingRQADDRalue may be specified for a differesRvVGRRand
SERVERNAME

TAECONFIG

An error occurred while thEBUXCONFIGile was being read.

TAEDUPLICATE
The operation attempted to add a duplicate record.

TAENOTFOUND
The record specified for the operation was not found.

TAEREQUIRED
A field value is required but is not present.

TAESIZE
A field value for a string field is too long.

TAEUPDATE
The operation attempted to do an update that is not allowed.

TAENOSPACE
The operation attempted to do an update but there was not enough space i
the TUXCONFIGile and/or the Bulletin Board.
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General Instructions for Running tmconfig

This section explains how to do the following:
4 Set up your environment properly before startinganfig session

4 Walk through amconfig session

Preparing to Run tmconfig

Before you can starttanconfig  session, you must have the required permissions and
set the required environment variables. For your convenience, you may also want to
select a text editor other than the default. Complete the following procedure to ensure
you have set up your working environment properly before runnicgnfig

1. Login asthe BEA TUXEDO application administrator if you want to add entries
to TUXCONFIG or to modify existing entries. (If you want to view existing
configuration file entries without changing or adding to them, this step is not
necessary.)

2. Assign values to two mandatory environment variallgXCONFIGandTUXDIR.

a. The value ofUXCONFIGmust be the path name and binary configuration file
name on the machine on whithconfig is being run.

b. The value ofUXDIR must be the root directory for the BEA TUXEDO system
binary files. fmconfig must be able to extract field names and identifiers from
$TUXDIR/udataobj/tpadmin )

3. You may also set tHeDITOR environment variable; doing so is optional. The
value ofEDITORmMust be the name of the text editor you want to use when
changing parameter values; the default valusiiéa command-line editor).

Note: Many full-screen editors do not function properly unlessrerRMm
environment variable has also been set.
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Running tmconfig: A High-level Walk-through

This section provides a walk-through of a genenieonfig  session in which you
modify entries in your configuration file.

1. Ententmconfig after a shell prompt.

$ tmconfig

Note: You can end a session at any time by entegighort for quit) after the
Section menu prompt.

A menu of sections in thEMCONFIdile is displayed.

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING q) QUIT 9) WSL
10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:

2. Select the section that you want to change by entering the appropriate menu
number, such as for theMACHINESsection. The default choice is the
RESOURCESection, represented by][at the end of the list of sections shown in
Step 1. If you specify a section (instead of accepting the default), that section
becomes the new default choice and remains so until you specify another sectiot

A menu of possible operations is displayed.

Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE

6) CLEAR BUFFER 7) QUIT [1]: 1

Note: Each operation listed here is available to be performed on one entry at a
time of one section of the configuration file. The names of most operations
(FIRST andNEXT) are self-explanatory. When you selERST, you are
asking to have the first entry (in the specified section of the configuration
file) displayed on the screen. When you sel&®XT, you are asking to have
the contents of the buffer replaced by the second entry in the specified
section, and to have the new buffer contents displayed on the screen. By
repeatedly choosingEXT, you can view all the entries in a given section
of the configuration file in the order in which they are listed.

3. Select the operation that you want to have performed.

The default choice is thePDATEoperation, represented kaj t the end of the
list of operations shown in Step 2.

A prompt is displayed, asking whether you want to enter a text editor to start
making changes to theMCONFIGsection you specified in Step 2.
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Enter editor to add/modify fields [n]?

4. Selecty orn (for yes or no, respectively). The default choice (shown at the end of
the prompt) ign] .

If you select yesy(), the specified editor is invoked and you can start adding or
changing fields. The format of each field is

field_name <tabs>field _value
where the name and value of the field are separated by one or more tabs.

In most cases, the field name is the same akEk@&/ORIN theUBBCONFIdile,
prefixed withTA_.

Note: For details about valid input, see the following section (“Input Buffer
Considerations”). For descriptions of the field names associated with each
section 0lUBBCONFIGsee thaM_MIB(5) reference page in tlBEA TUXEDO
Reference Manual

When you finish editing the input buffemconfig reads it. If any errors occur,
a syntax error is displayed amoconfig prompts you to decide whether to
correct the problem.

Enter editor to correct?
5. Selech ory.

If you decide not to correct the problem (by selectihghe input buffer
contains no fields. Otherwise, the editor is executed again.

Once you have finished editing the input buffer, a prompt is displayed, asking
whether you want to have the operation you specified (in Step 3) performed
now.

Perform operation [y]?
6. Selech ory. The default choice (shown at the end of the promp¥)is [
4 If you select no, the menu of sections is displayed again. (Return to Step 2.)

4+ If you select yesymconfig  executes the requested operation and displays
the following confirmation message.

Return value TAOK

The results of the operation are displayed on the screen.
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You have completed an operation on one sectiorM@ONFIGYyou may now

start another operation on the same section or on another section. To allow you
to start a new operatiotmconfig  displays, again, the menu D¥ICONFIG

sections (as shown in Step 1).

Note: All output buffer fields are available in the input buffer unless the buffer is
cleared.

Continue youtmconfig  session (by requesting more operations) or quit the
session.

4 To continue requesting operations, return to Step 2.

4 To end youtmconfig session, sele@UIT from the menu of operations
(shown in Step 3).

. After you end youtmconfig  session, you are given a chance to make an

ASCIlI-format backup copy of your newly modifigXCONFIGile. In the

following example, the administrator chooses the default response to the offer of
a backupyes) and overrides the default name of the backup fiRBCONFI§ by
specifying another namedckup ).

Unload TUXCONFIG file into ASCII backup [y]?
Backup filename [UBBCONFIG]? backup
Configuration backed up in backup

Input Buffer Considerations

The following considerations apply to the input buffer used witlonfig

L4

If the value of a field you are typing extends beyond one line, you may continue
it on the next line if you insert one or more tabs at the beginning of the second
line. (The tab characters are dropped when your input is reaghisttofig  .)

An empty line consisting of a single newline character is ignored.

If more than one line is provided for a particular field name, the first occurrence
is used and other occurrences are ignored.

To enter an unprintable character as part of the value of a field, or to start a field
value with a tab, use a backslash followed by the two-character hexadecimal
representation of the desired character (seasiad (5) reference page in a

UNIX system reference manual). Here are a few examples:
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4 To insert a blank space, type “\20".
4 To insert a backslash, type “\\".

Procedures

This section provides procedures for dynamically reconfiguring your application by
making the following changes:

Adding a new machine

Adding a server to a running application

Activating a newly configured server

Adding a new group

Changing the factory-based routing for an interface

Changing the data-dependent routing (DDR) for the application

Changing application-wide parameters

* & & S O > o o

Changing the application password

Adding a New Machine

Complete the following steps to add a new machine.
1. Start amconfig session.
2. Specify thevACHINEsection of the configuration file (choice #2 in the list).

3. Request theIRST operation; that is, request a display of the first entry in the
MACHINEsection. (This operation is the default choice; pE$EERtO select it.)

4. Request theDDoperation (choice #4 in the list).

5. Specify new values for four key fields:
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TLOG

TA_LMID
TA_TYPE
¢ TA_PMID

> & <

Listing 17-2 illustrates anconfig session in which a machine is being added.

Listing 17-2 Adding a Machine

$ tmconfig

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING q) QUIT 9) WSL

10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]: 2
Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE

6) CLEAR BUFFER 7) QUIT [1]:

Enter editor to add/modify fields [n]?

Perform operation [y]?

Return value TAOK

Buffer contents:

TA _OPERATION 4

TA_SECTION 1

TA_OCCURS 1

TA PERM 432

TA_MAXACCESSERS 40

TA _MAXGTT 20

TA_MAXCONV 10
TA_MAXWSCLIENTS 0

TA_TLOGSIZE 100

TA_UID 4196

TA_GID 601

TA_TLOGOFFSET 0

TA_TUXOFFSET 0

TA_STATUS LIBTUX_CAT:1137: Operation completed successfully
TA_PMID mchnl

TA_LMID SITE1

TA_TUXCONFIG /home/apps/bank/tuxconfig
TA_TUXDIR /home/tuxroot

TA_STATE ACTIVE

TA_APPDIR /home/apps/bank

TA TYPE 3B2

TA_TLOGDEVICE /home/apps/bank/TLOG
TA TLOGNAME TLOG

TA_ULOGPFX /home/apps/bank/ULOG
TA_ENVFILE /home/apps/bank/ENVFILE

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
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5)SERVICES 6) NETWORK 7) ROUTING q) QUIT 9) WSL

10) NETGROUPS 11) NETMAPS 12) INTERFACES [2]:
Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
6) CLEAR BUFFER 7) QUIT [1]: 4

Enter editor to add/modify fields [n]? y

491

g/home/s//usr/p

TA_TUXCONFIG lusr/apps/bank/tuxconfig
TA_TUXDIR lusr/tuxroot

TA_APPDIR lusr/apps/bank
TA_TLOGDEVICE lusr/apps/bank/TLOG
TA_ULOGPFX lusr/apps/bank/ULOG
TA_ENVFILE lusr/apps/bank/ENVFILE
g/TLOG/

[SITE1/S/ISITE3/p
TA_LMID SITE3
/3B2/s/[SPARC/p
TA_TYPE SPARC
/mchn1l/s//mchn2/p
TA_PMID mchn2

w

412

q

Perform operation [y]?
Return value TAUPDATED
Buffer contents:

TA_OPERATION 2
TA_SECTION 1
TA_OCCURS 1

TA_PERM 432
TA_MAXACCESSERS 40
TA_MAXGTT 20
TA_MAXCONV 10
TA_MAXWSCLIENTS 0
TA_TLOGSIZE 100

TA_UID 4196

TA_GID 601
TA_TLOGOFFSET 0
TA_TUXOFFSET 0
TA_STATUS LIBTUX_CAT:1136: Update completed successfully
TA_PMID mchn2
TA_LMID SITE3
TA_TUXCONFIG lusr/apps/bank/tuxconfig
TA_TUXDIR lusr/tuxroot
TA_STATE NEW
TA_APPDIR lusr/apps/bank
TA_TYPE SPARC
TA_TLOGDEVICE

TA_TLOGNAME TLOG
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TA_ULOGPFX /usr/apps/bank/ULOG
TA_ENVFILE lusr/apps/bank/ENVFILE

Adding a Server

Complete the following steps to add a server.

. Start amconfig session.

. Specify thesERVERSsection of the configuration file (choice #4 in the list).

Reguest theLEAR BUFFERoperation (choice #6 in the list).

1
2
3
4. Request theDDoperation (choice #4 in the list).
5. Enter the text editor.

6

. Specify new values for three key fields:
4 TA_SERVERNAME
4 TA_SRVGRP
4 TA_SRVID

Listing 17-3 illustrates anconfig  session in which a server is added.

Listing 17-3 Adding a Server

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING q) QUIT 9) WSL
10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]: 4
Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
6) CLEAR BUFFER 7) QUIT [4]: 6
Buffer cleared
Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING q) QUIT 9) WSL
10) NETGROUPS 11) NETMAPS 12) INTERFACES [4]:
Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
6) CLEAR BUFFER 7) QUIT [6]: 4
Enter editor to add/modify fields [n]? y
1
c
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TA_SERVERNAME XFER
TA_SRVGRP BANKB1
TA_SRVID 5

w

28

q

Perform operation [y]?

Return value TAOK

Buffer contents:

TA_OPERATION 3
TA_SECTION 3
TA_OCCURS 1
TA_SRVID 5
TA_SEQUENCE 0
TA_MIN 1

TA_MAX 1
TA_RQPERM 432
TA_RPPERM 432
TA_MAXGEN 5
TA_GRACE 86400
TA_STATUS LIBTUX_CAT:1137: Operation completed successfully
TA_SYSTEM_ACCESS FASTPATH
TA_ENVFILE

TA_SRVGRP BANKB1
TA_SERVERNAME XFER
TA_CLOPT -A
TA_CONV N
TA_RQADDR

TA_REPLYQ Y
TA_RCMD

TA _RESTART Y

Activating a Newly Configured Server

Complete the following steps to add a newly configured server.
1. Start amconfig session.
2. Select theMACHINESsection.

3. Using theFIRST andNEXToperations, select the entry for which you want to
change the state froNEWo0 ACTIVE.
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N o &

Select theJPDATEoperation (choice #5 in the list).
Entery (for “yes”) when prompted to say whether you want to start editing.
Change the value of thie_STATEfield from NEWo ACTIVE.

tmconfig  displays the revised entry for the specified machine so you can review
your change (and, if necessary, edit it).

If the revised entry is acceptable, seledtT (choice #6 in the list) to end the
tmconfig  session.

Adding a New Group

Complete the following steps to add a group.

1.
2
3
4.
5
6

Start amconfig  session.

. Select the&sROUPSection of the configuration file (choice #3 in the list).

. Request theLEAR BUFFERoperation (choice #6 in the list).

Reguest theDDoperation (choice #4 in the list).

. Entery (for “yes”) when prompted to say whether you want to start editing.

. Specify new values for three key fields:

¢ TA LMD
¢ TA SRVGRP
¢ TA_GRPNO

Listing 17-4 illustrates anconfig session in which a group is added.

Listing 17-4 Adding a Group

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING ) QUIT 9) WSL
10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]: 3
Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE

6) CLEAR BUFFER 7) QUIT [4]: 6

Buffer cleared
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Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING q) QUIT 9) WSL
10) NETGROUPS 11) NETMAPS 12) INTERFACES [3]:
Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
6) CLEAR BUFFER 7) QUIT [6]: 4
Enter editor to add/modify fields [n]? y
1
c

TA_LMID SITE3
TA_SRVGRP GROUP3
TA_GRPNO 3

w

42

q

Perform operation [y]?
Return value TAUPDATED
Buffer contents:

TA_OPERATION 2

TA_SECTION 2

TA_OCCURS 1

TA_GRPNO 3

TA_TMSCOUNT 0

TA_STATUS LIBTUX_CAT:1136: Update completed successfully
TA_LMID SITE3

TA_SRVGRP GROUP3

TA_TMSNAME

TA_OPENINFO

TA_CLOSEINFO
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Changing the Data-dependent Routing (DDR) for the

Application

Complete the following steps to change the data-dependent routing for an applicatio

1.
2.

Start amconfig  session.
Select th&OUTINGsection of the configuration file (choice #7 in the list).

Using theFIRST andNEXToperations, select the entry for which you want to
change the DDR.

. Select the&JPDATEOperation.

Entery (for “yes”) when prompted to say whether you want to start editing.
Do you want to edit(n)? y

Change the relevant fields to values such as those shown in the middle column ¢
the following table.

Field Sample Value Meaning

TA_ROUTINGNAME account_routing Name of the routing section

TA_BUFTYPE FML Buffer type

TA_FIELD account_ID The value of this field is subject to the criterion
(specified in th& A_RANGESield); that is, the
value of this field determines the routing result.

TA_RANGES 1-10:groupl,*:* The routing criterion being used.

The value of th@A_RANGESield is the routing criterion. If the value of
account_ID is between 1 and 10 (inclusive), requests are sent to the servers in
group 1. Otherwise, requests are sent to any other server in the configuration.

Note: For details, see thenconfig (1) reference page in tiBEA TUXEDO
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Changing Application-wide Parameters

Some run-time parameters are relevant to all the components (machines, servers, and
so on) of your configuration. These parameters are listed REROURCESection of
the configuration file.

An easy way to familiarize yourself with the parameters irRIBESOURCESection is
to display the first entry in that section. To do so, complete the following procedure.

1. Start amconfig session.

2. Select th@kESOURCESection of the configuration file. (THRESOURCESection,
choice #1 on the menu of configuration file sections, is the default selection.)

3. Using theFIRST andNEXToperations, select the entry that you want to display.
(Because the first entry is the default selection, in this case you can simply accept
the default.)

4. Select th&IRST operation (the default selection).
5. Respond “no” (by accepting the default) when asked whether you want to edit.
Do you want to edit(n)?

6. Respond “yes” (by accepting the default) when asked whether you want the
specified operationH{RST) to be performed.

Perform operation [y]?

Listing 17-5 illustrates anconfig  session in which the first entry in tRESOURCES
section is displayed.

Listing 17-5 Displaying the First Entry in the RESOURCES Section

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING q) QUIT 9) WSL

10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:

Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE

6) CLEAR BUFFER 7) QUIT [1]: 1

Enter editor to add/modify fields [n]?

Perform operation [y]?

Return value TAOK

Buffer contents:

TA_OPERATION 1
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TA_SECTION 0

TA_STATUS Operation completed successfully
TA_OCCURS 1
TA _PERM 432

TA_BBLQUERY 30
TA_BLOCKTIME 6
TA_DBBLWAIT 2
TA_GID 10
TA_IPCKEY 80997
TA_LICMAXUSERS 1000000
TA_MAXACCESSERS 100
TA_MAXBUFSTYPE 32
TA_MAXBUFTYPE 16
TA_MAXCONV 10
TA_MAXDRT 0
TA_MAXGROUPS 100
TA_MAXGTT 25
TA_MAXMACHINES 256
TA_MAXQUEUES 36
TA_MAXRFT 0
TA_MAXRTDATA 8
TA_MAXSERVERS 36
TA_MAXSERVICES 100
TA_MIBMASK 0
TA_SANITYSCAN 12
TA_SCANUNIT 10
TA_UID 5469
TA_MAXACLGROUPS 16384
TA_MAXNETGROUPS 8
TA_MAXINTERFACES 150
TA_MAXOBJECTS 1000

TA_STATE ACTIVE
TA_AUTHSVC

TA_CMTRET COMPLETE
TA_DOMAINID

TA_LDBAL Y

TA_LICEXPIRE 1998-09-15
TA_LICSERIAL 1234567890
TA_MASTER SITE1

TA_MODEL SHM
TA_NOTIFY DIPIN
TA_OPTIONS

TA_SECURITY NONE

TA_SYSTEM_ACCESS FASTPATH

TA_USIGNAL SIGUSR2

TA_PREFERENCES

TA_COMPONENTS  TRANSACTIONS,QUEUE, TDOMAINS, TXRPC,
EVENTS,WEBGUI,WSCOMPRESSION,TDOMCOMPRESSION
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Changing an Application Password

Complete the following steps to change an application password.

1. Start amconfig session.

Select th@RESOURCESection (#1, the default choice on the menu of sections).

2
3. Clear the buffer.
4

Enter (in the buffer):

TA_PASSWORD new_password

wq!

Listing 17-6 illustrates amconfig
changed.

session in which an application password is

Listing 17-6 Changing an Application Password

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING ) QUIT 9) WSL

10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:

Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE

6) CLEAR BUFFER 7) QUIT [4]: 6
Buffer cleared

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING q) QUIT 9) WSL

10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:

Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE

6) CLEAR BUFFER 7) QUIT [6]: 5
Enter editor to add/modify fields [n]? y
1
c
TA_PASSWORD neptune
w
49
q
Perform operation [y]?

Return value TAUPDATED

Buffer contents:

TA_OPERATION 1

TA_SECTION 0

TA_STATUS Operation completed successfully
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TA_OCCURS 1
TA_PERM 432
TA_BBLQUERY 30
TA_BLOCKTIME 6
TA_DBBLWAIT 2
TA_GID 10
TA_IPCKEY 80997
TA_LICMAXUSERS 1000000
TA_MAXACCESSERS 100
TA_MAXBUFSTYPE 32
TA_MAXBUFTYPE 16
TA_MAXCONV 10
TA_MAXDRT 0
TA_MAXGROUPS 100
TA_MAXGTT 25
TA_MAXMACHINES 256
TA_MAXQUEUES 36
TA_MAXRFT 0
TA_MAXRTDATA 8
TA_MAXSERVERS 36
TA_MAXSERVICES 100
TA_MIBMASK 0
TA_SANITYSCAN 12
TA_SCANUNIT 10
TA_UID 5469
TA_MAXACLGROUPS 16384
TA_MAXNETGROUPS 8
TA_MAXINTERFACES 150
TA_MAXOBJECTS 1000
TA_PASSWORD  neptune

TA_STATE ACTIVE
TA_AUTHSVC

TA_CMTRET COMPLETE
TA_DOMAINID

TA_LDBAL Y

TA_LICEXPIRE 1998-09-15
TA_LICSERIAL 1234567890
TA_MASTER SITE1

TA_MODEL SHM
TA_NOTIFY DIPIN
TA_OPTIONS

TA_SECURITY NONE

TA_SYSTEM_ACCESS FASTPATH

TA_USIGNAL SIGUSR2

TA_PREFERENCES

TA_COMPONENTS  TRANSACTIONS,QUEUE, TDOMAINS, TXRPC,EVENTS,WEBGUI,
WSCOMPRESSION,TDOMCOMPRESSION
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Final Advice About Dynamic
Reconfiguration

Keep in mind the following restrictions. Be careful about setting parameters that
cannot be changed easily.

4 Associated with each section is a set of key fields that are used to identify the
record upon which to operate. (For details seenthenfig (1) reference page
in theBEA TUXEDOReference ManuglKey field values cannot be changed
while an application is running. Normally, it is sufficient to add a new entry
(with a new key field value) and use it instead of the old entry. In this case, the
old entry in the configuration is not booted by the administrator; the new entry is
used, instead.

¢ Generally speaking, you cannot update a parameter while the configuration
component associated with it is booted. (For example, you cannot change an
entry in theMACHINESor NETWOREKection while the machine associated with
that entry is booted.) Specifically:

4 If any server in a group is booted, you cannot change the entry for that
group.

¢ If a server is booted, you cannot change its name, type (conversational or
not), or parameters related to its message queue. (You can change other
server parameters at any time but your changes will not take effect until the
next time the server is booted.)

4 You can change 8ERVICESentry at any time but your changes will not take
effect until the next time the service is advertised.

4 Updates to thRESOURCESection are restricted by the following conditions.
TheUlD, GID, PERMMAXACCESSERSIAXGTTandMAXCONYarameters
cannot be updated in tlESOURCESection but can be updated on a
per-machine basis. THRCKEY, MASTERMODE| OPTIONS USIGNAL,
MAXSERVERSMAXSERVICESMAXBUFTYPEandMAXBUFSTYPPparameters
cannot be changed.

Note: Before shutting down theIASTERmachine, make sure to migrate it to the
acting backup machine.
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4 Be sure to keep track of the section of the configuration file in which you are
working;tmconfig  does not warn you if you try to perform an operation that is
wrong for the section currently available in the buffer. For example, if you try to
update the&ENVFILE parameter (in th®IACHINESsection) while you are working
in the RESOURCESection, the operation will appear to succeed (that is,
tmconfig ~ will return TAOR, but the change will not appear in your unloaded
UBBCONFIdile. The only way you can be sure that an update has been done is
by seeing th@ AUPDATEtatus message displayed.

4+ With regard to interoperability, updates and additions are not allowed to any site
in an application if a Release 4.1 (R4.1) site is booted. You must shut down the
R4.1 site before updates can be done. When the updates are complete, you can
reboot the R4.1 site; the updatBdXCONFIGwill be propagated to the R4.1
node automatically.

In a multimachine configuration, always do the following:

4 Specify a backup for theASTERmachine, along with theIGRATEoption (even
if application server migration is not anticipated).

4 SetMAXSERVERSVAXSERVICESand other MAX” parameters high enough to
allow for sufficient growth. If your application is, initially, a single-machine
configuration but is expected to grow to a multimachine configuration, use the
MP model, specifying theAN option and a network entry for the initial
machine.

4 Set the parameters in tvACHINESsection carefully since updating them
requires shutting down the machine (and switchingthAeTERo the backup in
the case of th®IASTERmachine).
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CHAPTER

1 8Event Broker/Monitor

The BEA TUXEDO Event Broker/Monitor is a tool that enhances the tracking of
events in a running application. It extends the usefulness oB#ERLOGIN which the
BEA TUXEDO system records system events) by providing the following:

4+ A system-wide summary of events

4 Atool that lets you set up various types of automatic notification when certain
events occur

The BEA TUXEDO Event Broker/Monitor is built on the AdminAPI, the
administrative programming interface to the BEA TUXEDO system. It is an example
of administration through programming.

The chapter discusses the following topics:
Events

Setting Up Event Detection

¢

¢

4 Subscribing to Events
4+ Application-specific Event Broker/Monitors

4 How an Event Broker/Monitor Might Be Deployed
¢

How the Event Broker/Monitor Works

Note: This chapter demonstrates how you can use the BEA TUXEDO AdminAPI to
enhance your application. For an actual example that you can run as a demo
and copy from, see thmnkapp application (distributed with the BEA
TUXEDO system) and thBEA TUXEDO Application Development Guide
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Events

An event is a change in a component of a running application. This change may be
harmless or it may cause a problem that requires work by the operator or administrati
(and, in some cases, particular software) to be resolved.

Event Classifications

The BEA TUXEDO Event Monitor keeps track of events in a running application and
classifies them on the basis of severity. The Event Monitor uses the same three sever
classifications used by the BEA TUXEDO system to sort system messages sent to tt
USERLOGiInformation (NFO), warnings WARN and errorsERROR

4 An INFO event is one of the following:
4 A state change of a process

4 The detection of a configuration change

4 A WARNevent is a configuration change that threatens the performance of the
application.

4 An ERRORevent is an abnormal occurrence, such as:
4 A server dying

4 A network connection being dropped

List of Events

18-2

Events affecting objects in the classes definetMnMIB(5) are tracked. The list is
published iNEVENTS5).

The designers of an Event Broker/Monitor need to decide which events to track. User
of the system need to know the list of events being tracked.
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Setting Up Event Detection

You can set the BEA TUXEDO system event detection logic to do two things:
4 Post messages to a UNIX error messagedggiogd )
4 Post events to the BEA TUXEDO event server

To activate event detection logic, set and expm$YSLOGD_FACILITYtO a numeric
value from O to 7.

For details, sesyslogd (3c) in a UNIX system reference manual.

Subscribing to Events

Clients subscribe to events by callsgsubscribe  (3c). A call totpsubscribe ~ has

a required argumendyentexpr , that points to a wildcard string. This string, in turn,
identifies the events about which the user wants to know. The wildcard string makes
use of the syntax describedrazomp (3c) to apply the subscription to more than one
type of event. The wildcard string is used to match the message distributed when the
event is detected.

In the BEA TUXEDO System Monitor the message includes the severity level, so a
user can subscribe accordingly. Here are two examples:

4 A user who wants to be notified of all events related to BEA TUXEDO
networking sets the value efentexpr to the following.

\.SysNetwork.*

4 A user who wants to subscribe to all events with a severity le\ERRORsets
the value ofventexpr to the following.

\.*(ERR[ern\.*
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When a client leaves an application (by callipgrm ) all of its subscriptions are
“canceled.” If the client later rejoins the application and wants those subscriptions, it
must subscribe again. A well-behaved client unsubscribes before cptitimg . A

client that accepts notification via unsolicited messages should issue a

tpunsubscribe  (3c) call before leaving the application.

Another argument of th@subscribe  call (in addition tceventexpr ) is a pointer to

a structure of typ@PEVCTL(defined inatmi.h ). Through the use of tHEPEVCTL
structure (or non-use, if the argument is NULL), the user can select the notification
method to be used for sending information about subscribed events. If the argument
NULL, the event broker sends an unsolicited message to the subscriber. The subscrik
can alternatively elect to have the notification sent to a service or to a queue in stabl
storage. If a client wants to enter such a subscription, it must invoke a service routin
to subscribe on its behalf.

As a BEA TUXEDO system administrator, you can enter subscription requests on
behalf of a client or server process through calls t&tHENT_MIE5). You may also
use two notification methods that are specified in entries iEVENT_MIB(besides

the three available itpsubscribe ):

4 A command can be invoked via the UNd)stem (2) command.

4 A message can be sent to therlog

Application-specific Event Broker/Monitors

18-4

By “application-specific Event Broker/Monitor” we mean a monitor customized to
recognize events generated by application code. For example, a stock brokerage
system could be programmed to post an event when a stock trades at or above a cert
price. A banking application might be programmed to post an event when a withdraws
or deposit above a specified amount is detected.

The function of an application-specific Event Broker/Monitor is similar to that of the
BEA TUXEDO System Event Broker/Monitor: when an event is posted, subscribers
are notified (or an action specified by the subscriber is initiated). This section describe
the same three areas that were described above, pointing out how the customized
monitor resembles and differs from the BEA TUXEDO system monitor.
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Events

The real distinction between a System Event Broker/Monitor and an Event
Broker/Monitor for a specific application is the way events are defined.
System events are defined in advance by the BEA TUXEDO system code.
For an application, designers must select application events to monitor.
Application programs must be written to a) detect when an event of interest
has occurred, and b) post the event to the Event Monitappdst

Event List

There is no difference between the Event Lists generated and used on an
application-specific Event Broker/Monitor and a BEA TUXEDO system

Event Broker/Monitor. The BEA TUXEDO System Event Broker/Monitor
makes a list of monitored events available to interested users. (For details, see
EVENTS5) in theBEA TUXEDO Reference Manudin the same way, when

an application-specific Event Broker/Monitor is being used, interested users
should have access to a list of monitored events. The names of system events
begin with a dot ( . ); application-specific event names may not begin with a
dot ( .).

Subscriptions

Note:

The process of subscribing to an event in an application-specific Event
Monitor is the same as that of subscribing with the BEA TUXEDO system
Event Monitor. Subscriptions are made by callgptobscribe  using the
published list of events, so the application can identify the events to which
you are subscribing.

For the BEA TUXEDO System Event MonitdYENT$5) lists the notification

message generated by an event, as well as the event name. The event name is used as
an argument whetppost is called. Subscribers, on the other hand, can take

advantage of the wildcard capability of regular expressions to make a single call to
tpsubscribe  to cover a whole category of events. We strongly recommend using the
same format for the published event list for an application-specific Event
Monitor/Broker.
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How an Event Broker/Monitor Might Be
Deployed

18-6

The client interfaces with the Event Broker/Monitor through either of two servers
provided by the BEA TUXEDO system:

¢ TMSYSEV()
¢ TMUSREV(5)

These servers introduce the concept of a principal server and zero or more seconda
servers. Both types (principal and secondary) process events and trigger notificatior
actions.

To install the BEA TUXEDO system Event Broker/Monitor, configure:
4 The principal server on theASTERsite

4 Whatever secondary servers your installation might need on other machines on
your network

With an application-specific Event Broker/Monitor, the primary server may be on any
machine other than theASTERsecondary servers may be located around your
network.

The reason for locating secondary servers on other nodes of your network is to reduc
the amount of network traffic caused by posting events and by distributing event
notifications to subscribers. The secondary server periodically polls the primary serve
to get the latest version of the subscription list, which stores filtering and notification
rules.

You can configure the polling interval as needed. There may be a perception that eve
messages are lost during this period between the time at which subscriptions are
initially added and the time at which all secondary servers are updated. If the
application cannot “lose” messages, the programs must wait, at least until the end o
the polling period, beforgpost is called for the new event.
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How the Event Broker/Monitor Works

The BEA TUXEDO Event Broker/Monitor is built with the following AdminAPI
components:

4 ATMI Extensions—The Event Monitor uses three function calls in the ATMI
library:
4 tppost
4 tpsubscribe

4 tpunsubscribe

These three functions appear in both the C library and the COBOL library. (See
Sections (3c) and (3cbl) in tlBEEA TUXEDO Reference Manuak details.)

4 MIB component—Th&VENT_MIBmanagement information base is the control
file in which you can store subscription information and filtering rules. In your
own application, you cannot define new events for the BEA TUXEDO system
Event Broker/Monitor, but you can customize the Event Broker/Monitor to do
the following:

¢ Track events

4 Distribute notifications of special interest to the application
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CHAPTER

19Troubleshooting
Applications

Other chapters of this document discuss many diagnostic tools provided by your BEA
TUXEDO system: commands and log files that help you monitor a running system,
identify potential problems while there is still time to prevent them, and detect error
conditions once they have occurred. This chapter provides additional information to
help you identify and recover from various system errors.

This chapter discusses the following topics:

¢
¢
¢
¢
¢
¢
¢
¢
¢
¢

Distinguishing Between Types of Failures
Broadcasting Unsolicited Messages
Performing System File Maintenance
Repairing Partitioned Networks

Restoring Failed Machines

Replacing System Components

Replacing Application Components

Cleaning Up and Restarting Servers Manually
Aborting or Committing Transactions

Recovering from Failures When Transactions Are Used
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Distinguishing Between Types of Failures

The first step in troubleshooting is to determine the area in which the problem has
occurred. In most applications, you must consider six possible sources of trouble:

¢
¢
¢
¢
¢
¢

Application

BEA TUXEDO system

Database management software
Network

Operating system

Hardware

To resolve the trouble in most of these areas, you must work with the appropriate
administrator. If, for example, you determine that the trouble is being caused by a
networking problem, you must work with the network administrator.

Determining the Cause of an Application Failure

19-2

To detect the source of an application failure, complete the following steps.

1.

3.

Check any BEA TUXEDO system warnings and error messages in the user log
(ULoQ.

Select the messages you think are most likely to reflect the current problem. Not
the catalog name and the message number of each of those messages and look
them up in thaBEA TUXEDO System Message Manddle document entry
provides:

¢ Details about the error condition flagged by the message

4 Recommendations for actions you can take to recover

Check any application warnings and error messages bLte
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4. Check any warnings and errors generated by application servers and clients. Such
messages are usually sent to the standard output and standard error files (named,
by defaultstdout andstderr , respectively).

4 Thestdout andstderr files are located iSAPPDIR.

4 Thestdout andstderr files for your clients and servers may have been
renamed. (You can rename thdout andstderr files by specifyinge
and-o in the appropriate client and server definitions in your configuration
file. For details, see theervopts (5) reference page in tlREA TUXEDO
Reference Manugl

5. Look for any core dumps #APPDIR. Use a debugger suchsah to get a stack
trace. If you find core dumps, notify the application developer.

6. Check your system activity reports (by runningghre(1) command) to
determine why your system is not functioning properly. Consider the following
possible reasons:

4 The system may be running out of memory.

4 The kernel might not be tuned correctly.

Determining the Cause of a BEA TUXEDO System Failure

To detect the source of a system failure, complete the following steps:

1. Check any BEA TUXEDO system warnings and error messages in the user log
(uLoa:

4 TPEOSmessages indicate errors in the operating system.

4 TPESYSTEMnessages indicate errors in the BEA TUXEDO system.

2. Select the messages you think are most likely to reflect the current problem. Note
the catalog name and message number of each of those messages and look them
up in theBEA TUXEDO System Message ManU#le reference manual entry
provides the following:

¢ Details about the error condition flagged by the message

4 Recommendations for actions you can take to recover

3. Prepare for debugging by completing the following steps:
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4 Set the following BEA TUXEDO system environment variabi®é8DEBUG
BRDBGNWDBGANdWSDBG

4 Compile the BEA TUXEDO system.

Broadcasting Unsolicited Messages

To send an unsolicited message, enter the following command.
broadcast (bcst) [-m machine ] [-u usrname ] [-c cltname ][ text ]

By default, the message is sent to all clients. You have the choice, however, of limiting
distribution to one of the following recipients:

4 One machine-th machine )
4 One client group-€ client_group )
4 One user{ user)

The text may not include more than 80 characters. The system sends the message i
buffer of typeSTRING This means that the client’s unsolicited message handling
function (specified bypsetunsol(0) ) must be able to handle a message of this type.
Thetptypes()  function may be useful in this case.

Performing System File Maintenance

19-4

This section provides instructions for the following tasks that you may need to perforrr
in the course of maintaining your file system:

4 Creating a device list

4 Destroying a device list
4 Reinitializing a device
¢

Printing the Universal Device List
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4 Printing VTOC information

Creating a Device List

Complete the following steps to create a device list.
1. Start amadmin session.
2. Enter the following command.

crdl [-z devicename ] [-b blocks ]

4 The value ofdevicename [devindx ]is the desired device name. (Another
way to assign a name to a new device is by settingSBONFIG
environment variable to the desired device name.)

4 The value ofblocks is the number of blocks needed. The default value is
1000 pages.

Note: Because 35 blocks are needed for the administrative overhead associated with
a TLOG, be sure to assign a value higher than 35 when you create a TLOG.

Destroying a Device List

To destroy a device list with indegevindx , enter the following command.
dsdl [-z devicename ] [yes] [ devindx ]
4 You can specify the device by:

¢ Entering its name after the option (as shown here), or

4 Setting the environment varialFSCONFIGto the device name

¢ If you include theyes option on the command line, you will not be prompted to
confirm your intention to destroy the file before the file is actually destroyed.

4 The value ofdevindx is the index to the file to be destroyed.
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Reinitializing a Device

To reinitialize a device on a device list, enter the following command.
initdl [-z devicename ] [-yes] devindx
4 You can specify the device by:

4+ Entering its name after the option (as shown here), or

4 Setting the environment varialfSCONFIGto the device name

4 If you include theyes option on the command line, you will not be prompted
to confirm your intention to destroy the file before the file is actually destroyed.

4 The value ofdevindx is the index to the file to be destroyed.

Printing the Universal Device List (UDL)

To print a UDL, enter the following command.
lidl

To specify the device from which you want to obtain the UDL, you have a choice of
two methods:

¢ Specify the following on thédl command line.
-z device name [ devindx ]

4 Set the environment variabf&CONFIGto the name of the desired device.

Printing VTOC Information

To get information about all VTOC table entries, enter the following command.
livtoc

To specify the device from which you want to obtain the VTOC, you have a choice of
two methods:
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4 Specify the following on thédl command line.

-z device name [ devindx ]

4 Set the environment variabd&SCONFIGto the name of the desired device.

Repairing Partitioned Networks

A network partition exists if one or more machines cannot access the master machine.
As the application administrator, you are responsible for detecting partitions and
recovering from them. This section provides instructions for troubleshooting a
partition, identifying its cause, and taking action to recover from it.

A network partition may be caused by the following:

4 A network failure—one of two types:
¢ Transient failure, which corrects itself in minutes

4 Severe failure, which requires you to take the partitioned machine out of the
network

4 A machine failure on either:
4 The master machine

4 The nonmaster machine
4 A BRIDGEfailure

The procedure you follow to recover from a partitioned network depends on the cause
of the partition. Recovery procedures for these situations are provided in this section.

Detecting Partitioned Networks

There are several ways to detect a network partition:

4 You can check the user logl(OG for messages that may shed light on the
origin of the problem.
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4 You can gather information about the network, server, and service by running the
tmadmin commands provided for this purpose.

Checking the ULOG

When things go wrong with the network, BEA TUXEDO system administrative
servers start sending messages tatheé If the ULOGIs set up over a remote file

system, all messages are written to the same log. In such a case you cawitun(i)e
command on one file and check the failure messages displayed on the screen.

If, however, the remote file system is using the same network, the remote file syster
may no longer be available.
Example

151804.gumby!DBBL.28446: ... : ERROR: BBL partitioned, machine=SITE2

Gathering Information about the Network, Server, and Service

Listing 19-1 provides an example of@admin session in which information is being
collected about a partitioned network, and a server and a service on that network. Thri
tmadmin commands are run:

4 pnw (theprintnetwork ~ command)
¢ psr (theprintserver command)

¢ psc (theprintservice command)

Listing 19-1 Example of a tmadmin Session

$ tmadmin
> pnw SITE2
Could not retrieve status from SITE2

> psr-m SITEL

a.out Name Queue Name Grp Name ID Rq Done Load Done Current Service
BBL 30002.00000 SITE1 0o - - -

DBBL 123456 SITE1 0 121 6050 MASTERBB

simpserv  00001.00001 GROUP1 1 - - (-)
BRIDGE 16900672 SITEL 0 - - (DEAD)
>psc -m SITEL
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Service Name Routine Name a.out Grp Name ID Machine # Done Status

ADJUNCTADMIN ADJUNCTADMINBBL  SITE1 0 SITE1 -PART
ADJUNCTBB ADJUNCTBB BBL SITE1l 0 SITEl -PART
TOUPPER TOUPPER  simpserv GROUP1 1 SITE1 -PART
BRIDGESVCNM BRIDGESVCNM BRIDGE SITE1 1 SITE1 -PART

Restoring a Network Connection

This section provides instructions for recovering from transient and severe network
failures.

Recovering from Transient Network Failures

Because th8RIDGEtries, automatically, to recover from any transient network

failures and reconnects, transient network failures are usually not noticed. If, however,
you do need to perform a manual recovery from a transient network failure, complete
the following procedure.

1. On the master machine, stattmadmin (1) session.

2. Run thaeconnect commandico ), specifying the names of nonpartitioned and
partitioned machines.

rco non-partioned_nodel partioned_node2

Recovering from Severe Network Failures

Perform the following steps to recover from severe network failure.
1. On the master machine, stattmadmin session.

2. Run thepclean command, specifying the name of the partitioned machine.
pcl  partioned_machine

3. Migrate the application servers or, once the problem has been corrected, reboot
the machine.
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Restoring Failed Machines

The procedure you follow to restore a failed machine depends on whether that machir
was the master machine.

Restoring a Failed Master Machine

To restore a failed master machine, complete the following procedure.

1. Make sure that all IPC resources are removed for the BEA TUXEDO processes thi
died.

2. Start amadmin session on theCTING MASTER(SITE2):
tmadmin

3. Boot the BBL on th&#ASTERSITEL) by entering the following command:
boot -B SITE1
The BBL will not boot if you have not executpdean onSITEL.

4. Still intmadmin , start a DBBL running again on the master siigg1 ) by
entering the following:

MASTER

5. If you have migrated application servers and data off the failed machine, boot
them or migrate them back.

Restoring a Failed Nonmaster Machine

To restore a failed nonmaster machine, complete the following procedure.
1. On the master machine, startradmin session.
2. Runpclean , specifying the partitioned machine on the command line.

3. Fix the machine problem.
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4. Restore the failed machine by booting the Bulletin Board Listener (BBL) for it
from the master machine.

5. If you have migrated application servers and data off the failed machine, boot
them or migrate them back.

In Listing 19-2,SITE2, a nonmaster machine, is restored.

Listing 19-2 Example of Restoring a Failed Nonmaster Machine

$ tmadmin
tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL. All rights reserved

> pclean SITE2
Cleaning the DBBL.

Pausing 10 seconds waiting for system to stabilize.
3 SITE2 servers removed from bulletin board

> boot -B SITE2
Booting admin processes ...

Exec BBL -A:

on SITE2 -> process id=22923 ... Started.
1 process started.

>q

Replacing System Components

To replace BEA TUXEDO system components, complete the following procedure.
1. Install the BEA TUXEDO system software that is being replaced.

2. Shut down those parts of the application that will be affected by the changes:

4 The BEA TUXEDO system servers may need to be shut down if libraries are
being updated.
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4+ Application clients and servers must be shut down and rebuilt if relevant
BEA TUXEDO system header files or static libraries are being replaced.
(Application clients and servers do not need to be rebuilt if the BEA
TUXEDO system message catalogs, system commands, administrative
servers, or shared objects are being replaced.)

3. Ifrelevant BEA TUXEDO system header files and static libraries have been
replaced, rebuild your application clients and servers.

4. Reboot the parts of the application that you shut down.

Replacing Application Components

To replace components of your application, complete the following procedure.

1. Install the application software. This software may consist of application clients,
application servers, and various administrative files, such as the FML field tables

2. Shut down the application servers being replaced.
3. If necessary, build the new application servers.

4. Boot the new application servers.

Cleaning Up and Restarting Servers
Manually

By default, the BEA TUXEDO system cleans up resources associated with dead
processes (such as queues) and restarts restartable dead servers from the Bulletin
Board (BB) at regular intervals during BBL scans. You may, however, request
cleaning at other times.
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Cleaning Up Resources Associated with Dead Processes

To request an immediate cleanup of resources associated with dead processes,
complete the following procedure.

1. Start amadmin session.
2. Enterbbclean machine .

Thebbclean command takes one optional argument: the name of the machine to be

cleaned.
If You Specify . . . Then ...
No machine The resources on the default machine are cleaned.
A machine The resources on that machine are cleaned.
DBBL The resources on the Distinguished Bulletin Board Listener

(DBBL) and the Bulletin Boards at all sites are cleaned.

Cleaning Up Resources

To clean up other resources, complete the following procedure.
1. Start amadmin session.

2. Enterpclean machine .

Note: You must specify a value fonachine ; it is a required argument.

If the Specified Machinels... Then...
Not partitioned pclean will invoke bbclean .
Partitioned pclean will remove all entries for servers and

services from all nonpartitioned Bulletin Boards.
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This command is useful for restoring order to a system after partitioning has occurre
unexpectedly.

Aborting or Committing Transactions

This section provides instructions for aborting and committing transactions.

Aborting a Transaction

To abort a transaction, enter the following command.
aborttrans (abort) [-yes] [-g groupname] tranindex

4 To determine the value afinindex , run theprinttrans command (a
tmadmin command).

4 If groupname is specified, a message is sent to the TMS of that group to mark as
“aborted” the transaction for that group. If a group is not specified, a message is
sent, instead, to the coordinating TMS, requesting an abort of the transaction.
You must send abort messages to all groups in the transaction to control the
abort.

This command is useful when the coordinating site is partitioned or when the client
terminates before calling a commit or an abort. If the timeout is large, the transactior
remains in the transaction table unless it is aborted.

Committing a Transaction

To commit a transaction, enter the following command.

committrans (commit) [-yes] [-g groupname| tranindex

4 Both groupname andtranindex  are required arguments.

4 The operation fails if the transaction is not precommitted or has been marked

aborted.
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4 This message should be sent to all groups to fully commit the transaction.

Cautions

Be careful about using this command. The only time you should need to run it is when
both of the following conditions apply:

4 The coordinating TMS has gone down before all groups got the commit
message.

4 The coordinating TMS will not be able to recover the transaction for some time.

Also, a client may be blocked apcommit() , which will be timed out. If you are
going to perform an administrative commit, be sure to inform this client.

Recovering from Failures When
Transactions Are Used

When the application you are administering includes database transactions, you may
need to apply an after-image journal (AlJ) to a restored database following a disk
corruption failure. Or you may need to coordinate the timing of this recovery activity
with your site’s database administrator (DBA). Typically, the database management
software automatically performs transaction rollback when an error occurs. When the
disk containing database files has become permanently corrupt, however, you or the
DBA may need to step in and perform the rollforward operation.

Assume that a disk containing portions of a database is corrupted at 3:00 P.M. on a
Wednesday. For this example, assume that a shadow volume does not exist.

1. Shut down the BEA TUXEDO application. For instructions, see Chapter 4,
“Starting and Shutting Down Applications.”

2. Get the last full backup of the database and restore the file. For example, restore
the full backup version of the database from last Sunday at 12:01 A.M.
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3. Apply the incremental backup files, such as the incrementals from Monday and
Tuesday. For example, assume that this step restores the database up until 11:0
P.M. on Tuesday.

4. Apply the AlJ, or transaction journal file, that contains the transactions from
11:15 P.M. on Tuesday up to 2:50 P.M. on Wednesday.

5. Open the database again.
6. Restart the BEA TUXEDO applications.

Refer to the documentation for the resource manager (database product) for specifi
instructions on the database rollforward process.
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