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About This Document

This document describes how to configure and manage c-hubs in the BEA WebL ogic
Collaborate™ system.

The document is organized as follows:

m Chapter 1, “Introducing the C-Hub,” introduces c-hubs and the key concepts for
configuring and monitoring a c-hub.

m Chapter 2, “Setting Up the C-Hub,” describes how to configure a c-hub.

m  Chapter 3, “Working with the Bulk Loader,” describes how to use the Bulk
L oader to import, export, and delete repository data.

m Chapter 4, “Configuring Security,” describes how to configure security for
applications and provides conceptual information about WebL ogic Collaborate
security.

m Chapter 5, “Configuring Persistence and Recovery,” describes how to configure
persistence and recovery and provides conceptual information about these topics.

m Chapter 6, “Configuring Business Protocols,” describes how to configure and
work with business protocols.

m Chapter 7, “Routing and Filtering XOCP Business Messages,” describes how to
configure X Path routers and X Path filters and provides conceptual information
about routers and filters.

m  Chapter 8, “Getting Started with C-Hub Administration,” describes how to get
started with c-hub administration.

m  Chapter 9, “Creating and Modifying C-Hubs,” describes how to create and
modify c-hubs.

m Chapter 10, “Configuring Document Definitions for a C-Hub,” describes how to
configure document definitions for a c-hub.
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Chapter 11, “Configuring Message Definitions for a C-Hub,” describes how to
configure message definitions for a c-hub.

Chapter 12, “Working with Logic Plug-Ins,” describes how to work with logic
plug-ins.

Chapter 13, “Working with Business Protocol Definitions,” describes how to
work with business protocol definitions.

Chapter 14, “Working with Trading Partners,” describes how to work with
trading partners.

Chapter 15, “ Setting Up Conversations,” describes how to set up conversations.
Chapter 16, “Working with C-Spaces,” describes how to work with c-spaces.
Chapter 17, “ Setting Preferences,” describes how to set preferences.

Chapter 18, “Monitoring the C-Hub,” describes how to monitor a c-hub.

What You Need to Know

This document is intended mainly for:

E-market owners who create e-markets that run on the BEA WebL ogic
Collaborate system.

System administrators who set up and administer c-hubs and c-spaces.

Application devel opers who develop external management applications to
monitor c-hubs at runtime.

Before reading this document, we recommend that you read the BEA WebLogic
Collaborate Getting Started document.
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e-docs Web Site

e-docs Web Site

The BEA WebL ogic Collaborate product documentation is available on the BEA
e-docsWeb siteat ht t p: / / e- docs. bea. com

How to Print this Document

Y ou can print acopy of thisdocument from aWeb browser, onefile at atime, by using
the File—>Print option on your Web browser.

A PDF version of this document is available from the BEA WebL ogic Collaborate
documentation Home page, which is avail able on the documentation CD and on the
e-docs Web site at http://e-docs.bea.com. Y ou can open the PDF in Adobe Acrobat
Reader and print the entire document, or a portion of it, in book format. To accessthe
PDFs, open the BEA WebL ogic Collaborate documentation Home page, click the PDF
Files button, and select the document you want to print.

If you do not have the Adobe Acrobat Reader installed, you can download it for free
from the Adobe Web site at http://www.adobe.con/.

Related Information

For more information about Java 2 Enterprise Edition (J2EE), eXtended Markup
Language (XML), and Java programming, seetheBibliography inthe BEA WebL ogic
Collaborate online documentation.
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Contact Us!

Y our feedback on the BEA Webl ogic Collaborate documentation is important to us.
Send us e-mail at docsupport@bea.com if you have questions or comments. Y our
comments will be reviewed directly by the BEA professionals who create and update
the BEA WebL ogic Collaborate documentation.

In your e-mail message, please indicate that you are using the documentation for the
BEA WebL ogic Collaborate 1.0 release.

If you have questions about this version of BEA WebL ogic Collaborate, or if you have
problems installing and running BEA WebL ogic Collaborate, contact BEA Customer
Support at htt p: / / www. bea. coml suppor t . Y ou can also contact Customer Support
by using the contact information provided on the Customer Support Card, which is
included in the product package.

When contacting Customer Support, be prepared to provide the following information:
m Your hame, e-mail address, phone humber, and fax number

m Your company name and company address

m Your machine type and authorization codes

m Thename and version of the product you are using

m A description of the problem and the content of pertinent error messages
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Documentation Conventions

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention

Item

Ctrl+Tab

Indicates that you must press two or more keys simultaneously.

italics

Indicates emphasis or book titles.

nonospace
t ext

Indicates code samples, commands and their options, data structures and
their members, data types, directories, and filenames and their extensions.
Monospace text also indicates text that you must enter from the keyboard.
Examples:

#i ncl ude <iostreamh> void main ( ) the pointer psz
chnmod u+w *

\'t ux\ dat a\ ap

.doc

t ux. doc

Bl TMAP

fl oat

nonospace
italic
t ext

Identifies variables in code.

Example:
String expr

UPPERCASE
TEXT

Indicates device names, environment variables, and logical operators.
Examples:

LPT1

SIGNON

OR

{1}

Indicates a set of choicesin asyntax line. The braces themselves should
never be typed.
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Convention

Item

[]

Indicates optional itemsin a syntax line. The brackets themselves should
never be typed.

Example:

bui l dobjclient [-v] [-0 nane] [-f file-list]...

[-1 file-list]...

Separates mutually exclusive choicesin a syntax line. The symbol itself
should never be typed.

Indicates one of the following in acommand line:

m  That an argument can be repeated several timesin acommand line

m  That the statement omits additional optiona arguments

m  That you can enter additional parameters, values, or other information
The ellipsisitself should never be typed.

Example:
bui l dobjclient [-v] [-0 nane] [-f file-list]...
[-1 file-list]...

Indicates the omission of items from a code example or from a syntax line.
The vertical dlipsisitself should never be typed.
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CHAPTER

1 Introducing the C-Hub

C-Hubs

The following sections introduce the c-hub component of the BEA WebL ogic

Collaborate system:

C-Hubs

Architecture

M essage Processing
Configuration and Monitoring
Repository

Responsibilities and Tasks

Before you read this document, it is recommended that you read the BEA WebL ogic
Collaborate Getting Started document.

The following sections describe c-hubs:

C-Hubs and C-Enablers
C-Hub Services

BEA WebL ogic Collaborate C-Hub Administration Guide

1-1



1 Introducing the C-Hub

C-Hubs and C-Enablers

An electronic marketplace, or e-market, is an environment through which companies
conduct business-to-business e-commerce. E-markets offer a set of servicesto
conduct, manage, and orchestrate conversations between various trading partners.

WebL ogic Collaborate offers a flexible, extendable, and scalable solution for

implementing e-markets. A WebL ogic Collaborate system consists of the following
main parts:

m A c-hub

m  Oneor more c-enablers
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C-Hubs

The following figure shows an example of the relationships among c-hubs, c-spaces,
and c-enablers. Each trading partner uses a c-enabler to join ac-space, which existsin
ac-hub. By joining ac-space, the trading partner can participate in conversations with
other trading partners.

Figure1-1 Architecture of a Possible WebL ogic Collabor ate Configuration

Wehl ogic Server

Wehl ogic Server

Wehlogic Collaborate

Wehlogic Collaborate

C-Enabler #1
(Trading Partner)

C-Enabler #3
(Trading Partner)

C-Enahler #2

=T | (Trading Partner)
1,L Wehlogic Express
l Wehlogic Collaborate
]

C-Enahler #4

Hon-XOCP Client {Trading Partner)

(Trading Partner)

In the figure, c-enabler #3 is colocated with the c-hub, which meansthat they are
deployed on the same BEA WebL ogic Server™ instance. A c-hub runson asingle
WebL ogic Server instance, and a WebL ogic Server instance can host a single c-hub.
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However, multiple c-enablers can run on asingle WebL ogic Server instance, as
illustrated by c-enablers #1 and #2 in the figure. Instead of running on WebL ogic
Server, a c-enabler can run on WebL ogic Express asillustrated by c-enabler #4.

A c-hub node (the machine on which a c-hub is running) can host one or more
c-enablers, asillustrated by c-enabler #3. In the figure, the c-enablers are deployed on
various WebL ogic Servers or WebL ogic Express, but al the c-enablers participate in
the same c-space. A non-X OCP client can also participate in a c-space.

A c-hub represents an e-market owner and can host multiple c-spaces. Each trading

partner can subscribe to business conversations, which are communicated through a
mediated messaging system, and define local workflow and actions to execute upon
receipt of business events (messages or documents).

The c-enabler is a 100-percent Java class library that is deployed at each participant
node to allow access to c-spaces hosted on a c-hub. The c-enabler istypically
downloaded with authorization from the e-market administrator. For a detailed
description of c-enablers, see the BEA WebL ogic Collaborate C-Enabler
Administration Guide.

For acomplete explanation of e-markets, collaboration, and other related concepts, see
the Overview section in BEA WebLogic Collaborate Getting Started.

C-Hub Services

1-4

A c-hub provides the following shared servicesto c-enablers:
m  Subscription management

m  Conversation coordination

m  Security

= Administration

m Routing and filtering

m Logging

m XML services
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Architecture

The following figure shows the c-hub architecture. WebL ogic Collaborate runs on
WebL ogic Server. The c-hub can integrate with any packaged, custom, or mainframe

applications running on WebL ogic Server.

Figure1-2 C-Hub Architecture
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Message Processing

Thefollowing figureillustrates how a c-hub processes a message.

Figure 1-3 Message Processing
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The following steps describe the preceding figure:

1

The transport service reads the incoming message and forwards it to the
appropriate decoder based on the message protocol, such as XOCP or RosettaNet.
The URL on which the transport service receives the message identifies the
protocol and the c-space. For information about business protocols, see Chapter 6,
“Configuring Business Protocols.”

The decoder processes the protocol-specific headers, identifies the sending
trading partner, enlists the sending trading partner in a conversation, prepares a
reply to return to the sender, and forwards the message to the scheduling service.

The scheduling service enqueues the message to store it for subsequent retrieval
and forwards the message to the router.

Therouter determines the trading partners to whom the message should be
routed and forwards the message to the routing service. You can use logic
plug-ins to add recipients to or delete recipients from the list. For information
about routing, see Chapter 7, “ Routing and Filtering X OCP Business M essages.”
For information about logic plug-ins, see Developing Logic Plug-Insin the BEA
WebLogic Collaborate Devel oper Guide.

The routing service performs the final validation of the message recipients,
stores the message for delivery to each validated recipient, and forwards one
copy of the message to the filter for each validated recipient.

Thefilter receivesthe message for a specific recipient and determines whether or
not to send the message to the recipient. You can use logic plug-insto affect how
this decision is made. If the message is going to be sent to the recipient, the filter
forwards the message to the scheduling service. For information about filtering,
see Chapter 7, “Routing and Filtering XOCP Business Messages.” For
information about logic plug-ins, see Developing Logic Plug-Insin the BEA
WebLogic Collaborate Devel oper Guide.

The scheduling service performs additional internal operations related to quality
of service issues and conversation management. The scheduling service forwards
the message to the encoder. For information about quality of service, see the BEA
WebLogic Collaborate Devel oper Guide.

The encoder transforms the message as necessary to support the business
protocol and forwards the message to the transport service.

Thetransport service sends the message to the recipient.
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Configuration and Monitoring

The C-Hub Administration Console enables you to create, configure, and monitor a
c-hub. For information about the C-Hub Administration Console, see “Using the
C-Hub Administration Console,” which is Part Il in this document.

The Bulk Loader enables you to create and configure a c-hub. For information about
the Bulk Loader, see Chapter 3, “Working with the Bulk Loader.”

Y ou can create c-hub management applications that use the c-hub M Beans to monitor
c-hub run-time activities. MBeans function as a monitoring API that is based on the
Java Management Extensions (JM X) published by Sun Microsystems, Inc. For
information about working with the c-hub M Beans, see the BEA WebLogic
Collaborate Developer Guide.

Repository

Therepository isadatabase that stores configuration information for the c-hub object.
The following figure shows the relationships among elementsin the repository. Solid
lines represent inclusion, which meansthat if you remove an element, all theinclusion
elements are also deleted. For example, if you remove a c-space, then al the
collaborators for that c-space are al so removed. Dashed lines represent reference,
which meansthat if you remove an element, the elements referenced by the removed
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element are not removed. For example, if you remove a business protocol, the
reference to the business protocol definition is removed, but the business protocol
definition remains.

Figure 1-4 Element Relationships
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To manage the information in the repository, you can:

Use the C-Hub Administration Console as described in “Using the C-Hub
Administration Console,” which is Part Il in thisdocument.

Usethe Bulk Loader as described in Chapter 3, “Working with the Bulk
L oader.”

The following sections provide overviews of the main elementsin the repository:

C-Hubs

C-Hubs

C-Spaces

Conversation Definitions and Roles

Document Definitions

Trading Partners and Trading Partner Protocols
Logic Plug-Ins

Business Protocols and Business Protocol Definitions

Message Definitions

Description: The c-hub isthe root definition in the repository. Most high-level

elements such as c-spaces, conversation definitions, trading
partners, document definitions, logic plug-ins, and business
protocol definitions stem from this root.

Relationships:  Thereis aone-to-many relationship between a c-hub and the other

elementsin the repository. For example, one c-hub can host
multiple c-spaces; but for every c-space, there is only one c-hub.
Likewise, one c-hub can host multiple trading partners; but for
every trading partner, thereis only one c-hub.
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C-Spaces

Interface:

Description:

Relationships:

Interface:

C-hubs are represented by the HubMBean interface in the
com bea. b2b. managenent . hub. r unt i me package. C-hub
management applications use HubMBean objects to monitor
c-hubs.

A c-spaceisavirtual place where predefined trading partners can
conduct and coordinate conversations with each other. A c-space
has a specific business purpose and logically represents an
electronic marketplace or common trading environment. It
provides the administration capability, conversation coordination,
and underlying messaging services that are used to create a
dynamic business-to-business integration environment.

Each c-space/business protocol combination has aunique URL. A
trading partner uses this URL to access a particular c-space using
a particular business protocol.

Thereisaone-to-many relationship between a c-hub and c-spaces.
A c-hub can host multiple c-spaces; but for every c-space, thereis
only one c-hub.

There is a one-to-many relationship between a c-space and
business protocols. There is also a one-to-many relationship
between ac-space and collaborators. For exampl e, one c-space can
include many business protocols and many collaborators.

C-spaces are represented by the CSpaceMBean interface in the
com bea. b2b. managenent . hub. r unt i me package. C-hub
management applications use CSpaceMBean objects to monitor
C-spaces.
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Conversation Definitions and Roles

1-12

Description:

Relationships:

I nterface:

A conversation is a series of predefined message exchanges
between trading partners that take placein ac-spacein the context
of a predefined business model. Each message in the conversation
can cause any humber of back-end transactions. A conversation
definition is a set of roles pertaining to one conversation.

A roleisthe subscription unitin aconversation. To participatein a
conversation, atrading partner subscribes to a specific role that is
defined in the conversation definition associated with the
conversation.

A roleis defined by a sequence of documents that can be sent or
received by atrading partner in the conversation. The role defines
what atrading partner can do, such as buy or sell. Each
conversation definition has two or more roles.

There is aone-to-many relationship between a c-hub and
conversation definitions. A c-hub has multiple conversation
definitions; but for every conversation definition, thereisonly one
c-hub. A trading partner uses asubscription to relateaconversation
definition to a c-space.

There is aone-to-many relationship between a conversation
definition and roles. A conversation definition has multiple roles;
but for every rolein the conversation, thereis only one
conversation definition.

Conversation definitions are represented by the

d obal Conver sat i onMBean interfacein the

com bea. b2b. mnanagenent . hub. runti me package. C-hub
management applications use @ obal Conver sat i onVBean
objects to monitor global conversations.
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Document Definitions

Description: A document definition is aschema (such asaDTD) that defines a
valid document.

Relationships.  Thereisaone-to-many rel ationship between ac-hub and document
definitions. A c-hub has multiple document definitions; but for
every document definition, there is only one c-hub.

There is a many-to-many relationship between document
definitions and message definitions. For example, a document
definition can be used in many message definitions. And amessage
definition can be referenced by many document definitions.

Interface: None.
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Trading Partners and Trading Partner Protocols

1-14

Description:

A trading partner is arepresentation of an object, such asa
company, that isauthorized to participate in one or more c-spaces.
A trading partner needs a separate authorization for each c-space
that it participatesin. A trading partner uses the c-enabler to
subscribe to conversations that are communicated through a
mediated messaging system on the c-hub.

A trading partner protocol defines additional information that
might be needed by the protocol that a trading partner uses.
Trading partner protocols are required only for non-XOCP
business protocals. For information about configuring non-X OCP
business protocols, see Chapter 6, “ Configuring Business
Protocols.”
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Relationships:

Interface:

To participate in conversationsin ac-space, atrading partner must
register as a collaborator on a c-hub. C-hub administrators define
and manage collaborator registration. Before registering on a
c-hub, atrading partner must first establish abusiness relationship
with the e-market owner.

There is a one-to-many relationship between a c-hub and trading
partners. A c-hub has multiple trading partners; but for every
trading partner, there is only one c-hub.

Thereisamany-to-many relationship between trading partnersand
c-spaces, and between trading partners and conversation
definitions. For example, multiple trading partners can join one
c-space, and one trading partner can join multiple c-spaces on the
c-hub. A trading partner needs a separate c-enabler for each
c-space that the partner joins.

Trading partners can participate in multiple conversations within a
c-space. To participate in a conversation, the trading partner must
subscribe to arole in a conversation definition.

To participate in a non-XOCP conversation, atrading partner
might need to define atrading partner protocol. Thereisa
one-to-many relationship between a trading partner and trading
partner protocols. There isa many-to-one relationship between
trading partner protocols and a business protocol definition.

For example, one trading partner can define several different
trading partner protocolsfor participating in several different types
of conversations. Each trading partner protocol must reference one
business protocol definition, and each business protocol definition
can be referenced by multiple trading partner protocols.

Trading partners are represented by the Col | abor at or MBean
interface in the com bea. b2b. managenent . hub. runt i me
package. C-hub management applications use

Col | abor at or MBean objectsto monitor trading partners.
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Logic Plug-Ins

Description:

Relationships:

Interface:

A logic plug-in isacomponent that provides additional processing
for information that passes through the c-hub. For information
about logic plug-ins, see Developing Logic Plug-Insin the BEA
WebLogic Collaborate Developer Guide.

There is aone-to-many relationship between a c-hub and logic
plug-ins. A c-hub can have many logic plug-ins; but for every logic
plug-in, there is only one c-hub.

None.
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Business Protocols and Business Protocol Definitions

Description:

Relationships:

Interface:

A business protocol specifies a URL and refersto a business
protocol definition. Each c-space/business protocol combination
has a unique URL. A trading partner uses this URL to access a
particular c-space using a particular business protocol.

A business protocol definition specifies how the c-hub processes
busi ness messages, including how to read the messages and how to
route the messagesto the recipients. A business protocol definition
also specifies persistence, retries, and quality of service.

For information about business protocols, see Chapter 6,
“Configuring Business Protocols.”

A c-space has a one-to-many rel ationship with business protocols,
and a c-hub has a one-to-many relationship with business protocol
definitions. Business protocol definitions have a many-to-one
relationship with a business protocol.

For example, ac-space can include many business protocols and a
c-hub can include many business protocol definitions. Each
business protocol can reference one business protocol definition.
And each business protocol definition can be referenced by many
business protocols.

None.
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Message Definitions

Description: A message definition defines the business content (business
documents and attachments) of a business message. A message
definition consists of ordered message parts:

m  XML-type message parts, which are business documents and
require document definitions.

m Binary-type message parts, which are attachments and
require no other information.

Relationships: A c-hub has a one-to-many relationship with message definitions.
Roles have amany-to-many relationship with message definitions.
For example, a c-hub can include many message definitions. Each
role includes messages that refer to message definitions. A
message definition can be associated with roles in multiple
conversation definitions.

Interface: None.

Responsibilities and Tasks

Thefollowing responsibilities are associated with c-hubs:

m E-Market owners design c-spaces and negotiate with trading partners to
participate.

m Flow designers design business processes, workflows, and rules; and define the
associated conversations, roles, and documents.

m Businessdeveloper s configure the elementsin the repository.

m System administratorsinstall, set up, and monitor c-hubs and c-spaces; and
monitor log files at run time.
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m Application developer s devel op applications that run in the WebL ogic
Collaborate system, including external management applications to monitor
c-hubsat run time.

Working with a c-hub involves the following tasks:

m Installing the WebL ogic Collaborate software according to the instructions in the
BEA WebLogic Collaborate Installation Guide.

m Configuring a c-hub according to the instructionsin Chapter 2, “ Setting Up the
C-Hub.”

m Populating the repository with configuration information using the C-Hub
Administration Console as described in “Using the C-Hub Administration
Console,” whichisPart 11 in this document. Populating the repository includes
the following tasks:

Creating and configuring the c-hub

Creating and configuring one or more c-spaces

Adding trading partners and defining trading partner protocols
Adding business protocols and business protocol definitions

Adding document definitions, message definitions, and conversation
definitions

Defining subscriptions

m  Monitoring the c-hub at run time using one of the following:

The C-Hub Administration Console as described in Chapter 18, “Monitoring
the C-Hub.”

Management applications that retrieve c-hub run-time information by using
the c-hub MBeans and M Bean server. For more information, see the BEA
WebLogic Collaborate Developer Guide.
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CHAPTER

2

Setting Up the C-Hub

The following sections describe how to set up a c-hub:

About the weblogic.properties Files

Configuring the C-Hub Startup Class and Starting the C-Hub
Configuring the Repository

Configuring the Java M essage Service Queue

Configuring and Running the C-Hub Administration Console

Sample C-Hub Sectionsin the weblogic.properties File
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About the weblogic.properties Files

Many configuration tasks involve the webl ogi c. pr operti es files. The number of
webl ogi c. properti es filesthat you need to use depends on whether or not the c-hub
and c-enablers are colocated. The following figure shows a c-hub and c-enablers that
are colocated, which means that they run on the same WebL ogic Server instance.

Figure2-1 C-Hub and C-Enablers That Are Colocated

Wehl ogic Server
C-Enahler
A L R s s R
C-Enahler

-

Thefollowing figure shows ac-hub and c-enablersthat are not colocated, which means
that they run on different WebL ogic Servers.

Figure2-2 C-Hub and C-Enablers That Are Not Colocated

- -

Wehl ogic Server Wehl ogic Server Wehl ogic Server

C-Enahler C-Enahler

" " " Fa

If the c-hub and c-enablers are colocated, they use the same webl ogi c. properties
file. If the c-hub and c-enablers are not colocated, they use different
webl ogi c. properti es files—one for each WebL ogic Server instance.
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Thewebl ogi c. properti es filesarein the following locations:

m For the c-hub: in the hub subdirectory of your WebL ogic Collaborate installation
directory. WebL ogic Collaborate uses thiswebl ogi c. properti es filefor the
c-hub and for any colocated c-enablers.

m For the c-enabler: in the enabl er subdirectory of your WebL ogic Collaborate
installation directory.

Note: Inaddition to the webl ogi c. properti es filesfor the c-hub and c-enablers,
thereis also awebl ogi c. properti es file for WebL ogic Server. However,
WebL ogic Collaborate does not use this file.

When you run the Verification example to verify the WebL ogic Collaborate
installation as described in the BEA WebLogic Collaborate I nstallation Guide, the
example software sets up the webl ogi c. pr operti es file. You probably need to
modify the webl ogi c. properti es fileor files for your environment. For example,
you might need to:

m  Set valuesfor your applications.

m Change JDBC and database values if you are using a different database for the
repository than the one that was set up during installation.

m Change permission values.

We recommend that you make a backup copy of the webl ogi c. properti es file
before you start to modify it. This*“ Setting Up the C-Hub” section describes how to
modify the webl ogi c. properti es file for the c-hub. For information about
configuring the c-enablers, see Configuring C-Enablersin the BEA WebLogic
Collaborate C-Enabler Administration Guide. For information about the WeblL ogic
Server valuesin thewebl ogi c. properti es file, see“Setting WebL ogic Properties”
in the WebL ogic Server documentation:

http://ww. webl ogi c. com’ docs51/ adm ndocs/ properties. htm .

Warning: After you modify thewebl ogi c. proper ti es file, you must reboot your
system for the changes to take effect.
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Configuring the C-Hub Startup Class and
Starting the C-Hub

There are two ways to start the c-hub:

m Fromthewebl ogi c. properti es file

m From the C-Hub Administration Console

To start the c-hub from the webl ogi c. properti es file:

1. Specify the c-hub start-up class (com bea. b2b. hub. St art up) in the
webl ogi c. properties fileasfollows:

# C-hub Startup
webl ogi c. system startupC ass. W.CSt ar t up=com bea. b2b. hub. St art up

2. Create and configure the repository according to the instructions in “Configuring
the Repository” on page 2-5.

3. Run aninstance of WebL ogic Server:

a. On the command line, navigate to the hub subdirectory of your WebL ogic
Collaborate installation directory.

b. Runthest artwebl ogi ¢ command.

WebL ogic Collaborate provides st ar t webl ogi c. cnd for Windows and
st artwebl ogi c. sh for UNIX.

The script for the st ar t webl ogi ¢ command specifies the location of the
webl ogi c. properti es fileto use. By default, the location is the hub
subdirectory of your WebL ogic Collaborate installation directory.

For information about starting the c-hub from the C-Hub Administration Console, see
“ Starting the C-Hub” on page 8-5 in Chapter 8, “Getting Started with C-Hub
Administration.”
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Configuring the Repository

The repository isarelationa database that contains configuration information for
c-hubs, c-spaces, trading partners, conversation definitions, document definitions,
DTDs, XML documents, XML schemas, and message definitions. The c-hub uses a
JDBC connection pool to access the repository.

For information about the supported database versions, see the BEA WebL ogic
Collaborate Release Notes.

To configure the repository:

1. Inthewebl ogi c. properti es file, configure the JIDBC connection pool.

Note: All the WebL ogic Collaborate components, such as the IMS queue, the
repository, persistent storage, and administration, must use the same
database and same JDBC connection pool.

When you ran the Verification example, as described in the BEA WebLogic
Collaborate Installation Guide, the example software configured a JDBC
connection pool for the database that you specified during the installation
procedure. If you are using the same database, then you do not need to perform
this step. However, to use a different database you need to reconfigure the JIDBC
connection pool.

a. Set the JDBC connection pool parameters.

The following table describes the database-dependent JDBC connection pool
parameters.

Table 2-1 Database-Dependent JBDC Connection Pool Parameters

Parameter  Description

URL URL for the IDBC driver.
For Cloudscape: j dbc: ¢l oudscape: wl cdb
For Oracle: j dbc: webl ogi c: or acl e
For SQL Server: j dbc: webl ogi c: nesql server 4
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Table 2-1 Database-Dependent JBDC Connection Pool Parameters

Parameter

Description

driver

Package name of the JDBC driver.

For Cloudscape: COM cl oudscape. core. JDBCDr i ver

For Oracle: webl ogi c.j dbc. oci. Driver

For SQL Server: webl ogi c. j dbc. mssql server4. Driver

pr ops

User name, password, and database name.

For Cloudscape: (These values are ignored.)

For Oracle:

pr ops=user =<ORACLE_USER>; passwor d=<ORACLE_PASSWORD>;
server =<ORACLE_SERVI CENANMVE>

For SQL Server:

pr ops=user =<M5SQ._USER>; passwor d=<M5SQ._ PASSWORD>;
server =\W.CDB@MSSQ._ HOSTNAME>

Thefollowing listing is an example of how to configure a JDBC connection
pool for a Cloudscape database in the webl ogi c. properti es file.

Listing 2-1 JDBC Connection Pool Configuration for Cloudscape

# JDBC Connection Pool

webl ogi c. j dbc. connecti onPool . W cPool =\
ur | =j dbc: cl oudscape: W cdb, \
driver=COM cl oudscape. core. JDBCDri ver, \
| ogi nDel aySecs=1, \
initial Capacity=1,\
maxCapaci t y=10, \
capacityl ncrenment =1, \
al | owshri nki ng=true,\
shri nkPeri odM ns=15,\
refreshM nut es=10
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The following listing is an example of how to configure a JDBC connection
pool for an Oracle database in the webl ogi c. pr operti es file.

Listing 2-2 JDBC Connection Pool Configuration for Oracle

# JDBC Connecti on Pool
webl ogi c. j dbc. connecti onPool . Wl cPool =\
ur | =j dbc: webl ogi c: or acl e, \
dri ver =webl ogi c. jdbc. oci. Dri ver,\
| ogi nDel aySecs=1, \
i nitial Capacity=1,\
maxCapaci t y=10, \
capaci tylncrenent=1,\
al | owshri nki ng=true, \
shri nkPeri odM ns=15, \
ref reshM nut es=10, \
props=user =scot t ; passwor d=ti ger; ser ver =CHUBNCDE;

The following listing is an example of how to configure a JDBC connection
pool for an SQL Server database in the webl ogi c. properti es file.

Listing 2-3 JDBC Connection Pool Configuration for SQL Server

# JDBC Connecti on Pool
webl ogi c. j dbc. connecti onPool . Wl cPool =\
ur | =j dbc: webl ogi c: nssql server4,\
dri ver =webl ogi c. j dbc. nssql server4. Driver,\
| ogi nDel aySecs=1, \
i nitial Capacity=1,\
maxCapaci t y=10, \
capaci tylncrenent=1,\
al | owshri nki ng=true, \
shri nkPeri odM ns=15, \
ref reshM nut es=10, \
t est Tabl e=dual \
props=user =sa; passwor d=; ser ver =CHUBNODE;
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b. Set the access control list (ACL) for the JDBC connection pool.
For example:

# ACL for JDBC Connection Pool

webl ogi c. al | ow. reserve. webl ogi c. j dbc. connecti onPool . W cPool =everyone
webl ogi c. al | ow. reset. webl ogi c. j dbc. connecti onPool . w cPool =ever yone
webl ogi c. al | ow. shri nk. webl ogi c. j dbc. connecti onPool . W cPool =ever yone

c. Specify the data source.

Set the IDBC data source (W.CHub. DS) to the name of the JDBC connection
pool. For example:

# Data Source for JDBC Connection Pool
webl ogi c. j dbc. TXDat aSour ce. W.CHub. DS=wi c Pool

For more information about configuring a JDBC connection pool, see “JDBC
Connection Pools (WebL ogic/JDBC)” in the WebL ogic Server
documentation:

http://ww. webl ogi c. con’ docs51/ adm ndocs/ properties. htm #con
pool s

and “Creating and Using Connection Pools” in the WebL ogic Server
documentation:

http://ww. webl ogi c. com’ docs51/ cl assdocs/ conn_pool s. htm .

Warning: After you modify the webl ogi c. properti es file, you must reboot
your system for the changes to take effect.

2. Set up the database.

Note: All the WebL ogic Collaborate components, such as the JIMS queue, the
repository, persistent storage, and administration, must use the same
database and same JDBC connection pool.

When you ran the Verification example, as described in the BEA WebLogic
Collaborate Installation Guide, the example software set up the database. If you
are using the same database, then you do not need to perform this step.
However, to use a different database, you need to set it up.

a Instal the JDBC driver.

The WebL ogic Server installation includes the Oracle and Cloudscape JDBC
drivers. Therefore, you do not need to install a JDBC driver if you are using

2-8 BEA WebL ogic Collaborate C-Hub Administration Guide



Configuring the Repository

one of these databases. If you are using Microsoft SQL Server, perform the
stepsin the following table to install a JDBC driver.

Table 2-2 Installing JDBC Driver for Microsoft SQL Server

Step Description

1. Install the driver. Download and install the WebL ogic jDriver for SQL Server as
described in “Installing WebL ogic jDriver for Microsoft SQL
Server” in the WebL ogic Server documentation:
http://ww. webl ogi c. conf docs51/techstart/ins
tall _jnsqg4. htm .

2. Modify the a. Editthe set Env. cnd (Windows) or set Env. sh (UNIX)
environment variables. file, which is located in the WebL ogic Collaborate installation
directory. Add the WebL ogic jDriver for Microsoft SQL Server
classesto the WEBLOGICCLASSPATH environment variable:
set
VEBLOG CCLASSPATH=9MEBLOG CCLASSPATHY 9WL._HO
VE% nssql server 4v70\ cl asses

b. Run set Env. cnd (Windows) or set Env. sh (UNIX).

b. Create the database.

Warning: When you create the database, you del ete the already-existing
database.

Run the cr eat eDB. cnd (Windows) or cr eat eDB. sh (UNIX) file, whichis
located in the bi n subdirectory of your WebL ogic Collaborate installation
directory. Use the following command syntax to specify your database:

creat eDB cl oudscape| or acl e| nssql
¢. Runthe Bulk Loader utility to load data into the repository.

Warning: When you use the Bulk L oader to load data into the repository, you
delete the already-existing data.

For information about the Bulk Loader, see Chapter 3, “Working with the
Bulk Loader.”
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Configuring the Java Message Service

Queue

Java Message Service (JM S) enables Java programs to exchange messages with other
Java programs. WebL ogic Collaborate uses the WebL ogic Server implementation of
the IM S queue. For more information about IM S, see “IM S (Java M essage Service)”
in the WebL ogic Server documentation:

http://ww. webl ogi c. conf docs51/intro/intro_jms. htnl .

To configure the JIMS queue, create database tables in the already-existing WebL ogic
Collaborate database. For information, see“CreateaJM S Database” in the WebL ogic
Server documentation:

http://ww. webl ogi c. conf docs51/ cl assdocs/ APl _j nms. ht il #cr eat ej nsdb.

Even though the section describes how to create a database for IM S, you need only to
create database tables.

Note: Y ou do not need to perform most of the configuration tasks described in the
“Configuring WebL ogic IMS’ section in the WebL ogic Server
documentation:

= You need to create database tables.

m |f you are using persistence and recovery, you need to set the data source
for the IM S queue as described in “Procedure for Configuring
Persistence and Recovery” on page 5-6 in Chapter 5, “Configuring
Persistence and Recovery.”

= You do not need to create a JIDBC connection pool. Y ou already did this
when you configured the repository as described in “ Configuring the
Repository” on page 2-5.

= You do not need to define connection factories, topics, queues, or
durabl e subscribers. WebL ogic Collaborate creates these IMS
components.
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Configuring and Running the C-Hub
Administration Console

To configure and run the C-Hub Administration Console:

1. Definethe C-Hub Administration Console Web application.

The C-Hub Administration Console is a J2EE Web application. Thefile for the
C-Hub Administration Console ishubadni n. war, which islocated inthel i b
subdirectory of your WebL ogic Collaborate installation directory.

To define the C-Hub Administration Console Web application, set the following
vaueinthewebl ogi c. properti es file:

# Adm ni stration Console Wb Application
webl ogi c. htt pd. webApp. W.CHubAdm n=W.C HOVE/ | i b/ hubadm n. war

For example:

webl ogi c. htt pd. webApp. W.CHubAdm n=d: / bea/ W.C/ | i b/ hubadm n. war
2. Inthewebl ogi c. properti es file, set the W.CAdnmi n ACL.

The C-Hub Administration Console requires alogin to ensure that only
authorized users can configure and monitor c-hubs. Specify the list of authorized
users and their associated permissions in the W.CAdni n ACL. The format for
granting permissionsto a user is:

webl ogi c. al | ow. per m ssi on. W.CAdmi n=userid

The variables in this command are:

e permi ssi on isone of the following values:
hubconf i g—Allowsthe user to configure and monitor the c-hub.
hubnoni t or —Allows the user to monitor the c-hub.

e useri d istheuser ID of the authorized user. Thisuser ID must also be
defined in the WebL ogic Server realm. (A realm is adomain for a set of
security features.) For information about the WeblL ogic Server ream, see the
security realm documentsin the WebL ogic Server documentation. You can
access these documents from the WebL ogic Server Administrator Guides
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page at:
http://ww. webl ogi c. conf docs51/ adm ndocs/ i ndex. htni .

The following example shows how to specify the W.CAdni n ACL:

# Adm ni stration Consol e ACL

webl ogi c. passwor d. adm n=passwor d1

webl ogi c. passwor d. user 2=passwor d2

webl ogi c. al | ow. hubconfi g. W.CAdm n=adm n

webl ogi c. al | ow. hubnoni t or . W.CAdm n=user 2, user3

3. Set IDBC connection pool permissions.

In addition to the W.CAdni n ACL permissions, users who need to configure the
c-hub must be allowed to reserve connections from the JDBC pool for the
repository. In the previous example, the user adni n must have this type of
permission. For information about JDBC connection pool permissions, see
“Configuring the Repository” on page 2-5.

Warning: After you modify the webl ogi c. properti es file, you must reboot
your system for the changes to take effect.

4, Start the C-Hub Administration Console.
Open a Web browser and go to the following URL:
http://host: port/W.CHubAdm n

Inthis URL, host : port specifiesthe location of the WebL ogic Server that is
hosting the c-hub.

For information about using the C-Hub Administration Console, see “Using the
C-Hub Administration Console,” which is Part |1 in this document.
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Sample C-Hub Sections in the
weblogic.properties File

The following listing shows some sample c-hub sectionsin the
webl ogi c. properti es file.

Listing2-4 Sample C-Hub Configuration Sectionsin theweblogic.propertiesFile

# C-hub Startup
webl ogi c. system startupCl ass. W.CSt art up=com bea. b2b. hub. Start up

# JDBC Connecti on Pool
webl ogi c. j dbc. connecti onPool . Wl cPool =\
ur | =j dbc: webl ogi c: or acl e, \
dri ver =webl ogi c. jdbc. oci . Dri ver,\
| ogi nDel aySecs=1, \
initial Capacity=1,\
maxCapaci t y=10, \
capaci tyl ncrenent =1, \
al | owshri nki ng=true, \
shri nkPeri odM ns=15, \
ref reshM nut es=10, \
props=user =scot t ; passwor d=ti ger; ser ver =CHUBNCDE;

# ACL for JDBC Connection Pool
webl ogi c. al | ow. reser ve. webl ogi c. j dbc. connecti onPool . w cPool =\

everyone

webl ogi c. al | ow. reset . webl ogi c. j dbc. connect i onPool . Wi cPool =\
everyone

webl ogi c. al | ow. shri nk. webl ogi c. j dbc. connecti onPool . Wl cPool =\
everyone

# Data Source for JDBC Connection Pool
webl ogi c. j dbc. TXDat aSour ce. W.CHub. DS=wl cPool

# Data Source for JMS Queue
webl ogi c. j ms. connect i onPool =wl cPool

# Admi ni stration Console Wb Application
webl ogi c. htt pd. webApp. W.CHubAdni n=d: / bea/ W.C/ | i b/ hubadni n. war
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# Adm ni stration Consol e ACL

webl ogi c. passwor d. adm n=passwor d1

webl ogi c. passwor d. user 2=passwor d2

webl ogi c. al | ow. hubconfi g. W.CAdm n=adm n

webl ogi c. al | ow. hubnoni t or . W.CAdm n=user 2, user3
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CHAPTER

3 Working with the Bulk
Loader

The following sections describe how to work with the Bulk L oader:

Terminology

Importing Data into the Repository

Exporting Repository Data to a Repository Data File
Deleting Repository Data

Working with the Bulk Loader Configuration File
Working with the Repository Data File

Checking Data

Warning: When you usethe Bulk Loader to modify the repository, these changes do

not take effect until you reboot your WebL ogic Collaborate system or you
usethe C-Hub Administration Consoleto make achangeinarelated area.
Therefore, it is recommended that you do not use the Bulk Loader while
the c-hub is up and running.

In addition to using the Bulk Loader, you can aso use the C-Hub Administration
Console to transfer data to and from the repository as described in “ Using the C-Hub
Administration Console,” which is Part I of this document.
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Terminology

Theterm “dataelement” refersto an element in the repository and the term “XML
element” refersto aterminan XML file. Theterm “attribute”’ refersto an attribute for
an XML element. Theterm “value” can refer to the value for an attribute or the value
for adata element. For example:

<nessage- def name="request.dtd">
<message-part content-type="text/xm">
<docunent - def - nane>r equest . dt d</ docunent - def - name>
</ nessage- part >
</ nessage- def >

In these lines of code from arepository datafile:
m nessage- def isan XML element that specifiesanessage- def dataelement.

m content-type isan atribute.

text / xm isthevauefor thecont ent - t ype attribute.

®m request. dtd isthevauefor the docunent - def - name data € ement.
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Importing Data into the Repository

Asthe following figure shows, the Bulk Loader reads the Bulk Loader configuration
filetotransfer datafrom arepository datafile, whichisin XML, into the repository. If
the Bulk Loader detects any errors during this procedure, it creates an error log.

Figure3-1 UsingtheBulk Loader to Import Repository Data
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The following sections describe how to import repository data:

m How the Bulk Loader Imports Data

m Procedure for Importing Data into the Repository
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How the Bulk Loader Imports Data

TheBulk L oader usesthefollowing logic to import datafrom arepository datafileinto
the repository:

1. If the c-hub specified in the repository datafile does not exist in the repository, the
Bulk Loader creates the c-hub.

2. If the c-hub specified in the repository data file already exists in the repository,
the Bulk Loader uses the following logic to process each data element that is
represented in the repository datafile:

a. If the data element exists in the repository and has the same data element
values, the same attributes, and the same attribute val ues as the corresponding
XML element in the repository datafile, the Bulk L oader does not do anything.

b. If the data element does not exist in the repository, the Bulk Loader createsit
using thelogic described in the following table for each data el ement value and
each attribute.
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c. If the data element exists in the repository but has one or more different data
element values, attributes, or attribute values from the corresponding XML
element in the repository datafile, the Bulk Loader re-creates the data el ement
using thelogic described in the following table for each data element value and
each attribute.

Table 3-1 Logic for Processing an Attribute

Valueor Attribute  Attribute Logic
Existsin Repository  Type

DataFile
Yes Does not The Bulk Loader sets the data element value or attribute to the value
matter specified in the repository datafile.
No | MPLI ED TheBulk Loader setsthe data el ement value or attributeto null unless
it isone of the attributes that has a special default value as described
in Table 3-2.
No REQUI RED The Bulk Loader considers the datato be invalid. For more

information, see “ Checking Data’ on page 3-19.

The following table lists the default values for special | MPLI ED attributes.

Table 3-2 Default Valuesfor Special IMPLIED Attributes

Data Element Attribute Default Value
c-hub | ar ge- msg- support-on OFF

c-hub show- hi dden OFF

c-space st at us ENABLED
trading partner st atus ENABLED
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Procedure for Importing Data into the Repository

To import data from arepository datafile into the repository:

Warning: When you usethe Bulk L oader to modify the repository, these changesdo
not take effect until you reboot your WebL ogic Collaborate system or you
use the C-Hub Administration Console to makeachangein arelated area.
Therefore, it is recommended that you do not use the Bulk L oader while
the c-hub is up and running.

1. Create aBulk Loader configuration file.

In the Bulk Loader configuration file, include the

| oad- processi ng- par anet er s XML element that instructs the Bulk L oader to
import data from the repository datafile into the repository. For information
about creating the Bulk Loader configuration file, see “Working with the Bulk

L oader Configuration File” on page 3-14.

2. Create arepository datafile.
For information about creating the repository datafile, see “Working with the
Repository Data File’ on page 3-18.

3. Toimport the data from the repository datafile into the repository, enter the
following command:
UNIX: bul kl oader.sh cfg file
Windows: bul kl oader cfg file

In this command syntax, cf g_fi | e isthe pathname of the Bulk Loader
configuration file that you created in Step 1. The Bulk Loader configuration file
specifies the pathname of the repository datafile that you created in Step 2. The
Bulk Loader uses the same command for importing, exporting, and deleting. The
Bulk Loader configuration file indicates which action to take.

While importing data, the Bulk L oader checks for errors as described in
“Checking Data’ on page 3-19.
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Exporting Repository Data to a Repository
Data File

Asthe following figure shows, the Bulk Loader reads the Bulk Loader configuration
file to transfer data from the repository to an XML repository datafile. If the Bulk
Loader detects any errors during this procedure, it creates an error log.

Figure3-2 UsingtheBulk Loader to Export Repository Data

Bulk Loader
Bulk Loader Configuration
Configuration Data
File

Repository
Data Repository Data

File

Bulk Loader

Repository

Repository
Data

Error
Data

Error Log

BEA WebL ogic Collaborate C-Hub Administration Guide 3-7



3 Working with the Bulk Loader

The following sections describe how to export repository data:
m Full and Partial Repository Exports
m Short and Long Repository Exports

m Procedure for Exporting Repository Data

Full and Partial Repository Exports

When you export datafrom the repository, you can export all the dataor you can export
aportion of the data:

m A full repository export means that you are exporting all the data.
m A partial repository export meansthat you are exporting a subset of the data.

By default, the Bulk Loader performs afull repository export. To perform a partial
repository export, usetheentiti es XML element in the Bulk Loader configuration
file. Theentiti es XML element specifies the data elements to export. The Bulk
Loader usestheenti ti es valuesto traverse the repository to the specified data
elements.

For an example of a Bulk Loader configuration file that specifies a partial repository
export, see Listing 3-5. For acomplete description of theent i t i es XML element, see
Bul kLoader . dt d, which isin the dt d subdirectory of your WebL ogic Collaborate
installation directory.

The following sections describe how to identify the data elementsto export during a
partia export:

m Exporting a Specific Instance of a Data Element

m Exporting All Instances of a Data Element
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Exporting a Specific Instance of a Data Element

Y ou can identify aspecific dataelement instancein the Bulk L oader configurationfile.
For example, to export a specific c-space, identify the name of the c-hub and the name
of the c-space as shown in the following listing. This strategy appliesto all types of
data elements, including c-hubs.

Listing 3-1 Bulk Loader Configuration File for Exporting a Specific C-Space

<?xm version="1.0"?>
<! DOCTYPE bul kl oader SYSTEM " Bul kLoader . dt d">
<bul kI oader >
<unl oad- pr ocessi ng- par anet er s>
<dat abase-ur| >j dbc: webl ogi c: oracl e: REPO</ dat abase-url >
<dat abase-dri ver >webl ogi c. j dbc. oci . Dri ver </ dat abase-dri ver >
<dat abase-user-i d>scot t </ dat abase- user-i d>
<dat abase- passwor d>ti ger </ dat abase- passwor d>
<xm -fil e- name>Export RepoDat a. xm </ xm - fi | e- nane>
<entities>
<c- hub name="Mi nHub" >
<c- space name="Pri ceSpace">
</ c- space>
</ c- hub>
</entities>
</ unl oad- pr ocessi ng- par anet er s>
</ bul kIl oader >
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Exporting All Instances of a Data Element

If you do not identify a specific dataelement in the Bulk Loader configurationfile, the
Bulk Loader exports all such data elements. For example, to export all c-spacesin a
certain c-hub, identify the c-hub and do not identify the name of the c-space as shown
in the following listing. This strategy applies to all types of data elements, including
c-hubs.

Listing 3-2 Bulk Loader Configuration Filefor Exporting All C-Spacesin a
C-Hub

<?xm version="1.0"7?>
<! DOCTYPE bul kl oader SYSTEM " Bul kLoader . dtd">
<bul kIl oader >
<unl oad- pr ocessi ng- par anet er s>
<dat abase- url >j dbc: webl ogi c: or acl e: REPO</ dat abase- ur | >
<dat abase-dri ver >webl ogi c. j dbc. oci . Dri ver </ dat abase-dri ver>
<dat abase- user-i d>scott </ dat abase-user-i d>
<dat abase- passwor d>t i ger </ dat abase- passwor d>
<xm - fil e- name>Expor t RepoDat a. xm </ xm - fi | e- nane>
<entities>
<c- hub nane="Mi nHub" >
<c- space/ >
</ c- hub>
</entities>
</ unl oad- pr ocessi ng- par anet er s>
</ bul k|l oader >

Short and Long Repository Exports

When you export data from the repository, you can export to the short format or the
long format:

m The short (standard) format organizes the output data to represent the user’s
view of the repository.

m Thelong (extensive) format organizes the output data as a snapshot of the
repository and is useful for migrating repository data from one database to
another.
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By default, the Bulk L oader exports repository datain the short format. To specify the
long format, set thef or mat attributeintheunl oad- pr ocessi ng- par amet er s inthe
Bulk Loader configuration fileto “1 ong.”

Because the long format includes internal repository datain addition to the values for
the various objects, we recommend that you use thelong format only for thefollowing
reasons:

m To save abackup of the entire repository. For example, before you delete data
from the repository, it isagood idea to back up the repository.

m To migrate repository data from one environment to another. For example, if you
change from one database vendor to another or if you upgrade your database to a
new machine, then you need to use the long format to migrate the entire
repository database.

For an example of aBulk Loader configuration file that specifiesaf or mat vaue, see
Listing 3-4. For acomplete description of thef or mat attribute, seeBul kLoader . dt d,
whichisin thedt d subdirectory of your WebL ogic Collaborate installation directory.

Procedure for Exporting Repository Data

To export data from the repository to a repository datafile:
1. Create aBulk Loader configuration file.

In the Bulk Loader configuration file, include the

unl oad- processi ng- par armet er s XML element that instructs the Bulk Loader
to export data from the repository to arepository data file. For information about
creating the Bulk Loader configuration file, see “Working with the Bulk Loader
Configuration File” on page 3-14.

2. To export data from the repository to arepository data file, enter the following
command:

UNIX: bul kl oader.sh cfg file
Windows: bul kl oader cfg file

In this command syntax, cf g_fi | e isthe pathname of the Bulk Loader
configuration file that you created in Step 1. The Bulk Loader configuration file
specifies the pathname of the repository data file into which the Bulk L oader
exports the data. The Bulk Loader uses the same command for importing,
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exporting, and deleting. The Bulk Loader configuration file indicates which
action to take.

While exporting data, the Bulk L oader checks for errors as described in
“Checking Data’ on page 3-19.

Deleting Repository Data

Asthe following figure shows, the Bulk L oader reads the Bulk L oader configuration
file to delete data from the repository. The dotted line in the figure indicates that the

Bulk L oader affectsthe repository, but does not send any datatoit. If the Bulk Loader
detects any errors during this procedure, it creates an error log.

Figure3-3 Using the Bulk Loader to Delete Repository Data
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To delete repository data:

Warning: When you usethe Bulk Loader to modify the repository, these changes do
not take effect until you reboot your WebL ogic Collaborate system or you
usethe C-Hub Administration Consoleto make achangeinarelated area.
Therefore, it is recommended that you do not use the Bulk Loader while
the c-hub is up and running.

1. Westrongly recommend that you back up therepository before deleting any
data from it. To back up the repository, perform afull, long (extensive) export as
described in “Exporting Repository Data to a Repository Data File” on page 3-7.

2. Create aBulk Loader configuration file.

In the Bulk Loader configuration file, include the

del et e- processi ng- par anet er s XML e ement that instructs the Bulk Loader
to delete data from the repository. For information about creating the Bulk
Loader configuration file, see “Working with the Bulk Loader Configuration
File" on page 3-14.

3. To delete the data from the repository, enter the following command:
UNIX: bul kl oader.sh cfg file
Windows: bul kl oader cfg file

In this command syntax, cf g_f i | e isthe pathname of the Bulk Loader
configuration file that you created in Step 2. The Bulk Loader uses the same
command for importing, exporting, and deleting. The Bulk Loader configuration
file indicates which action to take.

While deleting data, the Bulk L oader checks for errors as described in
“Checking Data’ on page 3-19.
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Working with the Bulk Loader Configuration
File

TheBulk Loader configuration fileisan XML filethat usesthe Bul kLoader . dt d file,
whichisinthedt d subdirectory of your WebL ogic Collaborate installation directory.

To create aBulk Loader configuration file:
1. Create an XML filethat specifies Bul kLoader . dt d asthe DTD file.

2. If you areimporting or exporting data, set thexn - fi | e- name XML element in
the XML fileto specify the pathname of the repository datafile. If you specify
only afilename, the Bulk Loader looks for the repository data file in the current
working directory.

Thefollowing sections provide example Bulk Loader configuration files for each type
of Bulk Loader task:

m Bulk Loader Configuration File for Importing Data
m Bulk Loader Configuration File for Exporting Data

m Bulk Loader Configuration File for Deleting Data

Bulk Loader Configuration File for Importing Data

Thefollowing listing is an example Bulk Loader configuration file for importing data
into the repository. In addition to specifying values that are required in any Bulk

L oader configuration file (DTD, database URL, database driver, database user ID,
database password), this example also specifies:

m | oad- processi ng- par anet er s—This XML element tells the Bulk Loader to
import data from the repository datafile into the repository.

m dat abase-initializati on—Thevaluefor this attribute specifies whether or
not to delete all datafrom the repository before performing the repository
import.
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m transaction-|evel —Thevalue for this attribute specifies what actions to take
if the Bulk L oader detects an error. For more information, see “ Checking Data
Integrity” on page 3-21.

m xnl -fil e-name—Thevalue for this element specifies the pathname of the
repository data file from which to import the data.

Listing 3-3 Bulk Loader Configuration Filefor Importing Data into the
Repository

<?xm version="1.0"?>
<! DOCTYPE bul kl oader SYSTEM " Bul kLoader . dt d" >
<bul kI oader >
<l oad- processi ng- par anet ers database-initialization="no"\
transaction-level ="all">
<dat abase-ur | >j dbc: webl ogi c: or acl e: REPO</ dat abase-ur| >
<dat abase-dri ver >webl ogi c. j dbc. oci . Dri ver </ dat abase-driver>
<dat abase- user -i d>scot t </ dat abase- user-i d>
<dat abase- passwor d>ti ger </ dat abase- passwor d>
<xm -fil e-name>| nport RepoDat a. xm </ xnm - fi | e- nane>
</ | oad- processi ng- par anet er s>
</ bul kIl oader >

Bulk Loader Configuration File for Exporting Data

Thefollowing listing is an example Bulk Loader configuration file for exporting data
from the repository. In addition to specifying values that are required in any Bulk
Loader configuration file (DTD, database URL, database driver, database user ID,
database password), this example also specifies:

®m unl oad- processi ng- par anet er s—This XML element tellsthe Bulk Loader
to export data from the repository to the repository datafile.

m for mat —The vaue for this attribute specifies whether to export datain the long
(extensive) format or in the short (standard) format. For more information, see
“Short and L ong Repository Exports’ on page 3-10.

m xnl -fil e-name—Thevalue for this element specifies the pathname of the
repository data file to which the datais exported.

BEA WebL ogic Collaborate C-Hub Administration Guide ~ 3-15



3 Working with the Bulk Loader

Listing 3-4 Bulk Loader Configuration Filefor Performing a Full Export from
the Repository

<?xm version="1.0"7?>
<! DOCTYPE bul kl oader SYSTEM " Bul kLoader . dtd">
<bul kI oader >
<unl oad- pr ocessi ng- paraneters formt="1ong">
<dat abase- url >j dbc: webl ogi c: or acl e: REPO</ dat abase- ur | >
<dat abase-dri ver >webl ogi c. j dbc. oci . Dri ver </ dat abase-dri ver >
<dat abase- user-i d>scott </ dat abase-user-i d>
<dat abase- passwor d>t i ger </ dat abase- passwor d>
<xm - fil e- name>Expor t RepoDat a. xm </ xm -fi |l e- nane>
</ unl oad- pr ocessi ng- par anet er s>
</ bul k|l oader >

Thefollowing listing is an example Bulk Loader configuration file for exporting a
subscription from the repository. In addition to specifying values that are required in
any Bulk Loader configuration file (DTD, database URL, database driver, database
user |D, database password), this example a so specifies:

®m unl oad- pr ocessi ng- par amet er s—This XML element tells the Bulk Loader
to export data from the repository to the repository datafile.

m xnl -file-name—The valuefor this element specifiesthe pathname of the
repository data file into which to import the data.

m entiti es—ThisXML element specifies the data elementsto export from the
repository.

Listing 3-5 Bulk Loader Configuration File for Performing a Partial Export
from the Repository

<?xm version="1.0"7?>
<! DOCTYPE bul kl oader SYSTEM " Bul kLoader . dtd">
<bul kIl oader >
<unl oad- pr ocessi ng- par anet er s>
<dat abase- url >j dbc: webl ogi c: or acl e: REPO</ dat abase- ur | >
<dat abase-dri ver >webl ogi c. j dbc. oci . Dri ver </ dat abase-dri ver>
<dat abase- user-i d>scott </ dat abase-user-i d>
<dat abase- passwor d>t i ger </ dat abase- passwor d>
<xm - fil e- name>Expor t RepoDat a. xm </ xm - fi | e- nane>
<entities>
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<c- hub name="Mi nHub" >
<c-space nane="Pri ceSpace" >
<col | aborat or tradi ng-partner-nanme="TPFai | ur eReport Adm n">
<subscri ption
conver sat i on- nane="Conversati onl"
conversation-versi on="1.1"
rol e- name="Fai | ur eRepor t Adni n">
</ subscripti on>
</ col | abor at or >
</ c- space>
</ c- hub>
</entities>
</ unl oad- pr ocessi ng- par anet er s>
</ bul kIl oader >

Bulk Loader Configuration File for Deleting Data

The following listing is an example Bulk Loader configuration file for deleting a
subscription from the repository. In addition to specifying values that are required in
any Bulk Loader configuration file (DTD, database URL, database driver, database
user 1D, database password), this example also specifies:

m del et e- processi ng- par anet er s—This XML element tellsthe Bulk Loader
to delete data from the repository.

m transaction-1evel —Thevalue for this attribute specifies what actions to take
if the Bulk L oader detects an error. For more information, see “ Checking Data
Integrity” on page 3-21.

m entities—This XML element specifies the data elements to delete from the
repository.

Listing 3-6 Bulk Loader Configuration Filefor Deleting Data from the
Repository

<?xm version="1.0"?>
<! DOCTYPE bul kl oader SYSTEM " Bul kLoader . dt d" >
<bul kI oader >
<del et e- processi ng-paraneters transaction-|evel ="all">
<dat abase-ur | >j dbc: webl ogi c: or acl e: REPO</ dat abase-ur| >
<dat abase-dri ver >webl ogi c. j dbc. oci . Dri ver </ dat abase-driver>
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<dat abase- user-id>scott </ dat abase-user-i d>
<dat abase- passwor d>t i ger </ dat abase- passwor d>
<entities>
<c- hub name="Mai nHub" >
<c-space nanme="PriceSpace">
<col | aborat or trading-partner-nanme="Adm n">
<subscri ption
conver sati on- name="Conver sati onl"
conversati on-version="1. 1"
</ subscri ption>
</col | abor at or >
</ c- space>
</ c- hub>
</entities>
</ del et e- processi ng- par anet er s>
</ bul kIl oader >

Working with the Repository Data File

Therepository datafileisan XML file that usesthe W.CHub. dt d file, which isin the
dt d subdirectory of your WeblL ogic Collaborate installation directory. To create a
repository datafile, create an XML file that specifiesW.CHub. dt d asthe DTD file.
Thefollowing listing shows arepository datafile that creates anew conversation and
subscribes trading partners to the conversation.

Listing 3-7 Repository Data Filefor a New Conversation

<?xm version="1.0"7?>
<! DOCTYPE c-hub SYSTEM "W.CHub. dt d" >
<c- hub nanme="suppl i es-hub">

<c-space nanme="suppli es-space">
<col | aborat or trading-partner-nanme="Partnerl">
<subscri ption
conversati on- name=" Conver sati onl"
conversation-version="1.0"
rol e- name="buyer" >
</ subscri ption>
</ col | abor at or >
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<col | abor at or tradi ng-part ner-nanme="Partner2">
<subscri ption
conver sat i on- nane="Conver sat i onl1"
conver sation-versi on="1.0"
rol e-nane="sel ler">
</ subscri pti on>
</ col | abor at or >
</ c- space>

<conversat i on- def
nane="Conver sati onl"
version="1.0"
defaul t-durability="NONPERSI STENCE"
defaul t-conversation-tineout ="0">
<rol e nane="buyer">
<i n-nessage nessage- def-name="reply.dtd"/>
<out - nessage nessage- def - nane="r equest. dtd"/>
</rol e>
<rol e nane="sell er">
<i n-nessage message- def - name="request.dtd"/>
<out - nessage nessage- def-nane="reply. dtd"/>
</rol e>
</ conver sati on- def >

</ c- hub>

Checking Data

The following sections describe how the Bulk Loader checks data:
m Creating an Error Log
m Validating XML Files

m Checking Data I ntegrity
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Creating an Error Log

To keep track of errors, the Bulk Loader creates afile named wi c. | og in the current
working directory. If awl c. | og file already exists, the Bulk Loader renames the file
tow c. 1 og. yyyy. mm dd. hh. mi . ss. The following table describes this filename
format.

Table 3-3 Error Log Filename Format

Field Description

yyyy Year
mm Month in numeric format (between 01-12)
dd Day in numeric format
hh Hour (between 00 - 23)
m Minute
ss Second
Validating XML Files

3-20

Before processing any data, the Bulk Loader validates the XML files. The following
table liststhefiles that the Bulk L oader validates for each type of Bulk Loader task.

Table 3-4 Files That the Bulk Loader Validates
Task Files

Importing data Bulk Loader configuration file
Repository datafile

Exporting data Bulk Loader configuration file

Deleting data Bulk Loader configuration file

BEA WebL ogic Collaborate C-Hub Administration Guide



Checking Data

Checking

To validate one of these types of XML files, the Bulk Loader checks it against the
corresponding . dt d file. If the Bulk Loader detects an error in the XML file, it stops
without processing the data.

Data Integrity

After validating the XML files, the Bulk Loader checks the data integrity whileit is
processing the data. To check data integrity, the Bulk Loader verifiesthat the
information in the XML files does not conflict with the information in the repository.

For example, if the Bulk Loader is adding anew data element to the repository and if
the new data el ement references another data el ement, the Bulk Loader makes sure that
the referenced data element exists in the repository or in the repository datafile.

Checking Data Integrity During an Import or a Delete

For an import or adelete, you can set thetr ansacti on- 1 evel attribute in the Bulk
Loader configuration file as shown in Listing 3-3. If you do not set the
transaction-I evel , the Bulk Loader usesthe def aul t vaue. The Bulk Loader
takes the following actions depending on the value of t r ansact i on- | evel :

m al | —The Bulk Loader performs a single transaction for al of the data. If the
Bulk Loader detects invalid data during the transaction, it rolls back the entire
transaction and stops. The repository is left in exactly the same condition as it
was before the Bulk Loader started importing or deleting data.

m def aul t —The Bulk Loader performs a separate transaction for each of the
following types of high-level data elements:

e C-space

e Collaborator

e Conversation definition
e Trading partner

e Document definition

e Transport protocol

e Logic plug-in

BEA WebL ogic Collaborate C-Hub Administration Guide  3-21



3 Working with the Bulk Loader

e Business protocol definition
e Extended property set
e Messagedefinition

If the Bulk Loader detects invalid data during atransaction, it rolls back the
current transaction and then performs the next transaction (for the next
high-level data element).

If the Bulk Loader detects invalid datafor a c-hub data element at the c-hub
level (such asac-hub attribute), it rolls back all transactionsthat it performed
for that c-hub and stops.

Checking Data Integrity During an Export

If the Bulk Loader detectsinvalid datain the Bulk Loader configuration file, it does
not perform the export.
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CHAPTER

A4

Configuring Security

Thisfollowing sections describe how to configure security in BEA WebL ogic
Collaborate:

Introduction to the WebL ogic Collaborate Security Model
Security Terminology

Configuring the SSL Protocol and Mutual Authentication
Defining Users and Groups

Defining Access Control Lists

Specifying Information in the Repository

Working with the WL CCertAuthenticator Class

Configuring WebL ogic Collaborate to Use an HTTP Proxy Server

For information about configuring administration security, see “ Configuring and
Running the C-Hub Administration Consol€” on page 2-11 in Chapter 2, “ Setting Up
the C-Hub.”
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Introduction to the WebLogic Collaborate
Security Model

TheWebL ogic Collaborate security model uses the security features of the underlying
BEA WebL ogic Server™ platform.

Authentication is the process of verifying a principa’sidentity before completing a
connection. Authentication protects who gets access to the WebL ogic Collaborate
environment. WebL ogic Collaborate uses the following methods to perform
authentication:

m  Username and password—Human users (administrators) use a username and
password to prove their identity.

m Digital certificates—Principals in the WebL ogic Collaborate environment other
than human users use digital certificates to prove their identity to other
principals.

m  Secure sockets layer (SSL)—The SSL protocol provides data integrity and
confidentiality to the connections between principals.
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In the WebL ogic Collaborate environment, authorization protects who has accessto
the available resources. Permission to access WebL ogic Collaborate resources is
assigned through access control lists and roles. The following figure illustrates the
WebL ogic Collaborate security model.

Figure4-1 WebL ogic Collaborate Security M odel

Conversation Authorization
Based on Roles and Conversation Definition

WehlLogic Collaborate

Authentication in the
Transport Servlet
Map digital cerificate to

Trading Partner

Authentication for
Outhound Request
via S5L Protocol

Custom ACLs for
Administration Console

WL CCertAuthenticator
Maps digital certificate to
WiebLogic Server Users

Authentication for
Inbound Requests
via S5L Protocol

ACLs for
JDBC Pool,
Transport Servlet,
Administration Console

WehlLogic Server

For information about the WebL ogic Server security features used by WebL ogic
Collaborate, see “Using WebL ogic SSL” in the WebL ogic Server documentation:

htt p: // www. webl ogi c. conf docs51/ cl assdocs/ APl _secure. ht m

and “Using WebL ogic Realmsand ACLs,” aso in the WebL ogic Server

documentation:

htt p: // www. webl ogi c. coml docs51/ cl assdocs/ APl _acl . htm
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Security Terminology

The following sections describes the security terminology used by the WebL ogic
Collaborate security model:

m  Transport Servlet

m  Resources

m Principals, Users, and Groups
m Authorization

m Digital Certificates

m Certificate Authority

m SSL Protocol

=  Authentication

Transport Servlet

A transport servlet is the entry point into a WebL ogic Collaborate system for
communi cation between:

m  Thec-hub and c-enablers that use XOCP
m  Thec-hub and non-XOCP clients

A transport servlet isdynamically registered in the WebL ogic Server environment for
each c-space and c-enabler.
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Resources

Resources are objects in the WebL ogic Collaborate environment. Some of the
WebL ogic Collaborate resources are:

m  Transport servletson the c-hub and c-enabler
m C-Hub Administration Console

m C-Enabler Administration Console

m JDBC connection pool

m Conversations

Principals, Users, and Groups

Principals are objects that need access to the WebL ogic Collaborate environment and
resources. WebL ogic Collaborate principal s include:

m Trading partners
m  Human users—c-hub administrators and c-enabler administrators
m  C-hub servers

Principals are granted access to the WebL ogic Collaborate environment and resources
through authentication and authorization mechanisms. Principals in WebL ogic
Collaborate map to WebL ogic Server users.

If the c-hub or c-enabler can provetheidentity of the WebL ogic Server user, the c-hub
or c-enabler associates the user with athread that executes code on behalf of the user.
Beforethethread begins executing code, the c-hub or c-enabler checkspertinent access
control lists (ACL s) to make sure the WebL ogic Server user hasthe proper permission
to continue.

WebL ogic Collaborate can have the following types of WebL ogic Server users:
m Trading partner users on the c-hub

m A c-hub user on the c-enabler
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m A c-hub administrator user
m A c-enabler administrator user

Thefollowing figure illustrates the relationship between principalsin WebL ogic
Collaborate and WebL ogic Server users.

Figure4-2 WebLogic Collaborate Principals

WehlLogic Collaborate
Trading Partner C-Hub User Administrator Users
Users on the on the C-Hub
on the C-Hub C-Enahler or the C-Enahler
¥ ¥ ¥

WehlLogic Server Users

Groups are sets of WebL ogic Server users. Groups provide an efficient way to manage
large numbers of users because an administrator can specify permissions for an entire
group at onetime.
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Authorization

Authorization is the process of allowing aWebL ogic Collaborate principal access to
particular WebL ogic Collaborate resources. The authorization model in WebL ogic
Collaborate is based on an ACL and permission mechanism and role-based
authorization control.

The following sections describe how authorization is used in the WebL ogic
Collaborate environment:

m  Access Control Lists
m  Transport Servlet, IDBC Connection Pool, and Administration Consoles

m Conversations

Access Control Lists

ACLs are data structures with multiple entries that guard access to WebL ogic
Collaborate resources. An ACL grants permission on aresource, or class of resources,
to alist of usersand groups. An ACL includesalist of Acl Ent ri es, each with the set
of permissions for a particular user or group.

Permissions represent privileges required for accessing aresource and are related to
the resource they protect. The exact permissions avail able depend on the type of
resource the ACL protects. For example, there are permissionsto send and receive
files, delete files, read and write files, and load servlets.

Y ou define ACL sfor the following WebL ogic Collaborate resources:
m Thetransport serviet

m  The C-Enabler Administration Console

The C-Hub Administration Console

The JDBC connection pool
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Transport Servlet, JDBC Connection Pool, and Administration Consoles

Authorization allows a user to access WebL ogic Collaborate resources based on ACLs
for the resources. The WebL ogic Collaborate resources that require authorization are:

Transport servlets
C-Hub Administration Console
C-Enabler Administration Console

JDBC connection pool

WebL ogic Collaborate can have the following access control policies:

Conversations

Trading partner users need access to the transport servlet on the c-hub and the
JDBC connection pool.

The c-hub user on the c-enabler needs access to the transport servlet on the
c-enabler for the purpose of sending messages to the c-enabler.

The c-hub administrator users need access to the C-Hub Administration Console.
This access is achieved by configuring custom ACL s for the C-Hub
Administration Console.

The c-enabler administrator users need access to the C-Enabler Administration
Console. This accessis achieved by configuring custom ACL s for the C-Enabler
Administration Console.

WebL ogic Collaborate conversations use arol e-based authorization whereby atrading
partner isgiven accessto aconversation based on arolethat isdefined in subscriptions
for that trading partner.

A particular trading partner in a c-space can send and receive certain types of
documents as defined by the trading partner’s role in a specific conversation.
Authorization to send adocument in aconversation is based on the subscriptions of the
trading partner. Subscription information identifies:

Trading partner

Name of the conversation
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m Rolesfor all trading partners in the conversation
m  Document types

The conversation definition identifies:

m Conversation name

m Conversation version

m Allowed roles

m  Allowed document types

The c-hub compares theinformation in the subscription to the conversation definition.
Based on this comparison, the c-hub allows a trading partner to participate in
conversations by sending and receiving messages.

For example, supposetr adi ng partner x hasasubscription to aconversation
named aConv withtheroleof buyer . TheaConv conversation hastwo rolesbuyer and
sel l er. TheaConv conversation specifiesthat the buyer role has oneincoming
document (r epl y. dt d) and one outgoing document (r equest . dt d).

Whentradi ng partner x joinsthec-space, it createsaconversation handler for the
aConv conversation with arole of buyer . The c-hub prevents tradi ng partner x
from participating with arole of sel | er. In addition, the c-hub permitst r adi ng
partner x to send only documents of typer equest . dt d.

To configure the authorization of atrading partner in a c-space, define the following
information:

m Trading partner subscriptions, including the name and version of the
conversation and the role of the trading partner in the conversation.

m Conversation definitions including the conversation name, the conversation
version, conversation roles, and input and output document types for these roles.

Y ou can use the C-Hub Administration Consoleto define thisinformation as described
in Chapter 15, “ Setting Up Conversations,” and in “ Step 4. Assign Subscriptions
(Roles and Conversations) to a Trading Partner.” on page 16-12 in Chapter 16,
“Working with C-Spaces.” You can also use the Bulk Loader to import this
information into the repository as described in “Importing Data into the Repository”
on page 3-3 in Chapter 3, “Working with the Bulk Loader.”
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Digital Certificates

4-10

Digita certificates are electronic documents used to uniquely identify principals and
objects over networks such as the Internet. A digital certificate securely binds the
identity of auser or object, as verified by atrusted third party known as a certificate
authority, to aparticular public key. The combination of the public key and the private
key provides a unique identity to the owner of the digital certificate.

Digital certificatesallow verification of the claim that aspecific public key doesin fact
belong to a specific user or entity. A recipient of adigita certificate can usethe public
key contained in the digital certificateto verify that adigital signature was created with
the corresponding privatekey. If such verificationissuccessful, this chain of reasoning
provides assurance that the corresponding private key is held by the subject named in
the digital certificate, and that the digital signature was created by that particular
subject.

A digital certificate typically includes a variety of information, such as:

m The name of the subject (holder, owner) and other identification information
required to uniquely identify the subject, such asa URL or an email address.

m Thesubject’s public key.
m The name of the certificate authority that issued the digital certificate.
m A seria number.

m Thevalidity period (or lifetime) of the digita certificate (defined by a start date
and an end date).

Themost widely accepted format for digital certificatesisdefined by the TU-T X.509
international standard. Thus, digital certificates can be read or written by any
application complying with the X.509 standard. The public key infrastructure (PK1) in
WebL ogic Server recognizes digital certificates that comply with X.509 version 3, or
X.509v3.
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Certificate Authority

Digital certificates are issued by a certificate authority. Any trusted third-party
organization or company that iswilling to vouch for the identities of those to whom it
issues digital certificates and public keys can be a certificate authority. When a
certificate authority createsadigital certificate, the certificate authority signsit withits
private key, to ensure the detection of tampering. The certificate authority then returns
the signed digital certificate to the requesting subject.

The subject can verify the signature of the issuing certificate authority by using the
public key of the certificate authority. The certificate authority makes its public key
available by providing a digital certificate issued from a higher-level certificate
authority attesting to the validity of the public key of the lower-level certificate
authority. Thishierarchy of certificate authoritiesisterminated by a self-signed digital
certificate known as the root certificate.

The recipient of an encrypted message can develop trust in the private key of a
certificate authority recursively, if the recipient hasadigital certificate containing the
public key of the certificate authority signed by a superior certificate authority whom
the recipient already trusts. In this sense, adigital certificate is a stepping stonein
digital trust. Ultimately, it is necessary to trust only the public keys of a small number
of top-level certificate authorities. Through a chain of digital certificates, trust in a
large number of users' digital signatures can be established.

Thus, digital signatures establish the identities of communicating entities, but adigital
signature can be trusted only to the extent that the public key for verifying the digital
signature can be trusted.

SSL Protocol

The SSL protocol provides secure connections by enabling two applications
connecting over a network connection to authenticate the other’s identity and by
encrypting the data exchanged between the applications. An SSL connection begins
with ahandshake during which the applications exchange digital certificates, agree on
the encryption algorithmsto use, and generate encryption keys used for the remainder
of the session.
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The SSL protocol provides the following security features:

m  Server authentication—The server usesitsdigital certificate, issued by atrusted
certificate authority, to authenticate itself to clients.

m Client authentication—Optionally, clients might be required to authenticate
themselves to the server by providing their own digital certificates. Thistype of
authentication is aso referred to as mutual authentication. The authentication
model in WebL ogic Collaborate uses mutual authentication.

m Data privacy—All client requests and server responses are encrypted to maintain
the confidentiality of the data exchanged over the network.

m Dataintegrity—Datathat flows between a client and server is protected from a
third party’s tampering.

The SSL protocol isused toimplement link-level encryption of messages sent between
the c-hub and the c-enabler.

Administrators use a Web browser to access the C-Hub and C-Enabler Administration
Consoles. You can use the Hypertext Transfer Protocol with SSL (HTTPS) to secure
this type of network communication.

Authentication

Authentication is the process by which WebL ogic Collaborate establishes the identity
of aprincipal. Digital certificates with mutual authentication over SSL or HTTPS are
used between the c-enabler (on behalf of the trading partner) and the c-hub. Both the
c-hub and the c-enabler examine and validate the digital certificates against defined
security information. Human users use a username/password combination to
authenticate themselves to the WebL ogic Collaborate environment.
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Configuring the SSL Protocol and Mutual
Authentication

To configure the c-hub to usethe SSL protocol and mutual authentication, perform the
following steps:

1. Obtain adigital certificate for the c-hub. WebL ogic Collaborate ships four digital
certificates and private keys (one for the c-hub, one for the c-enabler, and two for
trading partners) in the W.C_HOVE/ exanpl es/ security/certificates
directory. The directory also contains a digital certificate for the root certificate
authority.

Note: Thedigital certificates and private keys shipped with WebL ogic
Collaborate are for demonstration purposes only. Before using WebL ogic
Collaborate in a deployed, production environment, obtain digital
certificates and private keys from a security vendor or an in-house
certificate authority.

2. Modify thewebl ogi c. pr operti es fileto set the following properties for the
SSL protocol and mutual authentication as shown in the following listing.

Listing4-1 Propertiesfor the SSL Protocol and Mutual Authentication for the
C-hub

#Enabl e the SSL protocol
webl ogi c. security.ssl.enabl e=true
webl ogi c. system SSLLi st enPort =SSL port

#Define properties for digital certificates and private keys
webl ogi c. security.client Root CA=Cli ent Root CA

webl ogi c. security.certificate.server=Hub Certificate file

webl ogi c. security. key. server=Hub Private Key file

webl ogi c. security.certificate.authority=Certificate for root CA

#Enabl e mutual authentication
webl ogi c. security.enforcedientCert=true
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#Speci fi es whether or not the c-hub rejects SSL connections that

fail

client authentication.

webl ogi c. security. SSLHandl er . enabl e=true

In the preceding listing:

SSL port specifies the dedicated port on which the c-hub listens for SSL
connections. The webl ogi c. properti es file for the c-hub hasthe SSL port
set to 7002.

Cient Root CA specifiesthe name of the digita certificate for the
certificate authority used to issue digital certificatesfor trading partners.
Trading partners are required to present digital certificates issued by this
certificate authority. Thewebl ogi c. proper ti es filefor the c-hub has the
client root CA setto CA cert. pem

Hub Certificate fil e specifiesthe name of the digital certificate for the
c-hub. Thewebl ogi c. properti es filefor the c-hub has the hub certificate
filesettohub_cert. pem

Hub Private Key fil e specifiesthe name of the private key for the
c-hub. Thewebl ogi c. properti es filefor the c-hub hasthe hub private key
file set to hub_key. pem

Certificate for root CA specifiesthe name of the digital certificate for
the certificate authority that issued the digital certificate for the c-hub.The
webl ogi c. properti es filefor the c-hub has the certificate for the root CA
setto CA cert. pem

Defining Users and Groups

Define identities for users on the c-hub. Define the following types of users:

m Usersthat correspond to trading partners. These users must also be specified in
the repository for each trading partner.

m A user for the c-hub administrator.
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Include the following propertiesin the webl ogi c. properti es fileto define users.
webl ogi c. password. t pl=password for tpl user

webl ogi c. password. adm n=password for hub adm ni strator user

In these properties:

m tpl specifiesauser for atrading partner.

m adni n defines auser for the c-hub administrator.

To simplify administration, you can define al of the trading partner usersin a group.
Y ou can then assign ACL s to the group. Y ou can assign new trading partnersto the
group at any time. Y ou must define a user before you add the user to agroup. The
following listing includes properties that define trading partner users and create a
group, t pgr oup, for the trading partner users.

Listing4-2 Creating a Group

#Def i ne passwords for the trading partner users.

webl ogi c. password. t pl=password for Trading Partner 1 User
webl ogi c. password. t p2=password for Trading Partner 2 User
webl ogi c. password. t p3=password for Trading Partner 3 User

#Create the group tpgroup and add users
webl ogi c. security. group.tpgroup=tpl,tp2,tp3

Defining Access Control Lists

The ACL for aresource determines whether a user or group can access aresourcein
WebL ogic Collaborate. To define ACL s, you create an ACL for aresource, specify the
permission for the resource, and then grant the permission to a specified set of users
and groups. Each WebL ogic Coll aborate resource has one or more permissionsfor the
resource that can be granted.
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On the c-hub you need to define the following ACLSs:

m  On thetransport servlet for trading partner users; the transport servlet has only
an execut e permission.

m  On the IDBC connection pool for trading partner users; the JDBC connection
pool hasreser ve, reset , and shri nk permissions.

m  On the C-Hub Administration Console for the c-hub administrator user; the
C-Hub Administration Console has hubconf i g and hubmoni t or permissions.

Thefollowing listing includes properties that define the c-hub ACLs. Note that the
code exampl e assumes the name of the transport servlet on the c-hub is cspacel.

Listing4-3 C-Hub ACLs

#ACL for Transport Servlet
webl ogi c. al | ow. execut e. webl ogi c. servl et. cspacel=tpl

#ACL for JDBC Connection Pool

webl ogi c. al | ow. reserve. webl ogi c. j dbc. connecti onPool . Wl cPool =t p1, adni n
webl ogi c. al | ow. reset. webl ogi c. j dbc. connecti onPool . W cPool =adm n

webl ogi c. al | ow. shri nk. webl ogi c. j dbc. connecti onPool . W cPool =admi n

#ACL for Adninistration Consol e
webl ogi c. al | ow. hubconfi g. W.CAdm n=adm n
webl ogi c. al | ow. hubnoni t or . W.CAdm n=t p1

Y ou can substitute groups for usersin the ACL s as shown in the following listing.

Listing 4-4 Using Groupsto Assign ACLs

#ACL for transport servlet
webl ogi c. al | ow. execut e. webl ogi c. servl et. cspacel=t pgr oup

#ACL for JDBC connection pool for WbLogic Collaborate

webl ogi c. al | ow. reserve. webl ogi c. j dbc. connecti onPool . Wl cPool =t pgr oup,
adnmi n

#ACL for Adninistration Consol e

webl ogi c. al | ow. hubnoni t or . W.CAdm n=adm n
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Specifying Information in the Repository

The c-hub repository contains security information about the c-hub and the trading
partners that access the c-hub. Repository information can be either configured
through the C-Hub Administration Console or specified in arepository data file and
then imported into the repository using the Bulk Loader.

Define the following security information for the c-hub:
m Cetificate field name

m  Server certificate field name

m Certificate location

m Private key location

Define the following security information for each trading partner that accesses the
c-hub:

m Certificate field value
m WebL ogic Server user name
m List of server certificate field values

For information about the C-Hub Administration Console, see “Creating a Trading
Partner” on page 14-2 and “ Defining Server-Side Security Values for a Trading
Partner” on page 14-8 in Chapter 14, “Working with Trading Partners.” For
information about the Bulk L oader, see “Importing Datainto the Repository” on page
3-3in Chapter 3, “Working with the Bulk Loader.”
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Thefollowing listing contains an example of the security information you need to
define for the c-hub and trading partners in the repository. For more information, see
ther eadne. ht mfile in the W.C_HOVE/ exanpl es/ securi ty directory.

Listing 4-5 Security Information for the Repository.

<c- hub

certificate-location="<W.C HOVE>\ exanpl es\security
\certificates\hub_cert. pent

privat e- key-I ocati on="<W.C_HOVE>\ exanpl es\security
\certificates\hub_key. pent

certificate-fiel d-nane="enail"

server-certificate-fiel d-nane="enuil"

/>

<tradi ng- part ner
nane="SecurityPartner1"
enai | ="part ner 1@ea. conf
user - name="securityPartner 1"
certificate-fiel d-val ue="e63914a52929al16dce3f 6a5cb4bf 67a2"
<server-certificate
certificate-field-val ue="enabl er @ea. coni/ >
</tradi ng- partner>

<tradi ng- part ner
nane="SecurityPartner2"
enai | =" part ner 2@ea. cont
user - name="securityPart ner2"
certificate-fiel d-val ue="fhb8b5a3a39d71c49817f c55384798707"
<server-certificate
certificate-field-val ue="enabl er @ea. coni'/ >
</tradi ng- partner>
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Working with the WLCCertAuthenticator
Class

Thefollowing sections describe how to work with the W.CCer t Aut hent i cat or class:
m  Specifying the WL CCertAuthenticator Class

m Customizing the WL CCertAuthenticator Class

Specifying the WLCCertAuthenticator Class

WebL ogic Collaborate contains an implementation of the

webl ogi c. security. acl. CertAut henti cat or class. Onthe c-hub,

Cer t Aut hent i cat or mapsdigital certificates from trading partnersto their
corresponding WebL ogic Server users. On the c-enabler, Cer t Aut hent i cat or maps
the digital certificates from the c-hub to a corresponding WebL ogic Server user.

Y ou need to specify the WebL ogic Collaborate implementation

(com bea. b2b. security. W.CCer t Aut hent i cat or ) of the

webl ogi c. security. acl. CertAut henti cat or classinthe

webl ogi c. properti es file. Thefollowing example shows the property that defines
the WebL ogic Collaborate implementation of the

webl ogi c. security. acl. CertAut henti cat or class.

webl ogi c. security.real mcertAuthenti cat or=com bea. b2b. security.
WLCCer t Aut hent i cat or

Customizing the WLCCertAuthenticator Class

TheW.CCer t Aut hent i cat or isan implementation of the WebL ogic Server

Cer t Aut henti cat or class. The default implementation of the

W.CCer t Aut hent i cat or classvalidates atrading partner and maps the digital
certificate of the trading partner to the corresponding trading partner defined on the
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c-hub. Y ou may want to extend thisfunctionality to use mutual authentication for users
other than trading partners. For example, you may want to modify the classto map a
Web browser or Java client to a user on the c-hub.

TheW.CCer t Aut hent i cat or classiscalled after an SSL connection has been
established. The class can extract datafrom adigital certificate to determine the user
which corresponds to the digital certificate.

For acode example of customizing the W.CCer t Aut hent i cat or class, see the
Javadoc for the W.CCer t Aut hent i cat or class.

Configuring WebLogic Collaborate to Use an
HTTP Proxy Server

4-20

If you are using WebL ogic Collaborate in the security-sensitive environment, you may
want to use WebL ogic Collaborate behind a proxy server. A proxy server allowsthe
c-hub and c-enabler to communicate across intranets or the Internet without
compromising security. A proxy server is used to:

m Hidethelocal network addresses of the WebL ogic Servers that host the c-hub or
c-enabler from external hackers

m Restrict access to the external network

m  Monitor external network accessto the WebL ogic Servers that host the c-hub or
c-enabler
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When proxy servers are configured on the local network WebL ogic Collaborate uses,
network traffic (SSL and HTTP) is tunneled through the proxy server to the externa
network. The following figure illustrates how a proxy server might be used in the
WebL ogic Collaborate environment.

Figure4-3 Proxy Server

Firewall
C-Hub #  C-Enabler
WehlLogic Server WehlLogic Server
Meszage to
C-Enahler v Internet ¥ rgﬁ?s ge to
HTTPS | | HTTPS
Proxy Server Proxy Server

To configure a proxy server on the c-hub side of a network, define a host name and
port number for the proxy server in the c-hub repository.

To configure a proxy server on the c-enabler side of a network, define a host and port
for the proxy server in the c-enabler configuration file. For more information, see the
BEA WebLogic Collaborate C-Enabler Administration Guide.

Y ou need to add permissions to read and write the ssl . pr oxyHost and

ssl . proxyPor t system propertiesfor theWebL ogic Server. These system properties
are stored in the webl ogi c. pol i cy filewhich islocated in the directory where you
installed WebL ogic Server. Add the following lines to the gr ant section of the

webl ogi c. pol i cy file.

perm ssion java.util.PropertyPerm ssion "ssl.proxyHost", "read, wite";
perm ssion java.util.PropertyPerm ssion "ssl.proxyPort", "read, wite";
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CHAPTER

5 Configuring

Persistence and
Recovery

The following sections describe c-hub persistence and recovery:
m Persistence

m  State Records

m  Recovery

m Procedure for Configuring Persistence and Recovery

Persistence

If therecovery mode argument for the start-up classinthewebl ogi c. properti es file
is set to ON for the c-hub, the c-hub saves the state of a c-hub component to persistent
storage when it detects a state change for the component. The types of components for
which the c-hub saves the component state are:

m C-hub
m C-space

m Trading partner
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m  Conversation

m Message

When the c-hub detects a state change for amessage, the c-hub al so saves the message
or the message location. If large message support is enabled and the messageisalarge
message, the c-hub saves the message location to persistent storage. Otherwise, the
c-hub saves the message to persistent storage.

Persistent storage consists of a database that the c-hub accesses by means of a
connection pool. Persistent storage and the repository share the same database. The
c-hub creates a state record for each component that it savesto persistent storage. A
state record is arow in a database table and represents an object state.

Muultiple components can change state during the time that a message passes through
the c-hub. The c-hub must update the persistent storage for these components as a
group. If a message passes through the c-hub successfully, then the recorded changes
areretained. If the messagefails, then the c-hub discards the changes. To maintain and
update component states as a group, the c-hub uses transactions.

The c-hub uses the database as persistent storage, which means that:

m  The c-hub saves component states and message content or location from
memory to the database only during normal run-time processing.

m The c-hub reads state records and message content or location from the database
back into memory only during the restart/recovery phase of a new process
instance in order to re-create a run-time image of the c-hub.

The c-hub persistence strategy is:

1. When the c-hub creates a component in memory, it also creates a state record for
the component. When the c-hub creates amessage component, it savesthe message
content or location in persistent storage in addition to the message state.

2. The c-hub maintains component state information in memory and synchronizes
the in-memory state with the state record.

3. When a component state changes, the c-hub updates the corresponding state
record. A message traveling through the system defines an action that causes the
c-hub to create new components or update existing components. In turn, an action
can spawn messages that define additional actions. And these actions cause more
components to be created and updated. An update to a component state is
complete only when the corresponding state record has been updated.
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4. If the c-hub cannot successfully update a component state, the in-memory state
becomes inconsistent with the corresponding state record. When this happens, the
update task aborts and the c-hub instance crashes.

Note: When acrash occurs, you must resolve the cause of the crash and reboot
the WebL ogic Collaborate process to recover the persistent data.

5. The only time a state record exists without a corresponding in-memory
component state is during restart/recovery. In this case, the existence of the state
record causes the c-hub to re-create the component. When the recovery process
concludes, the c-hub updates the state record to indicate that it belongs to the new
instance of the c-hub.

State Records

A staterecord isarow in a database table. The row contains a copy of the component
state. Y ou can use the C-Hub Administration Console to view the state of each
component. For information about using the C-Hub Administration Console to
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monitor components, see Chapter 18, “Monitoring the C-Hub.” The following table
describes the state records.

Table5-1 Sate Records

State Record

Description

Hub State

State of the c-hub, such as active or inactive. The Hub State record contains the
last known instance count. The instance count is a counter that increases each
time the c-hub is successfully booted after a crash. The first time you boot the
c-hub, the c-hub sets the instance count to 100. If the c-hub crashes and then is
successfully rebooted, the c-hub increments the instance count. If the c-hub
terminatesin an orderly shutdown, all state records are deleted and the c-hub sets
the instance count to 100 when you reboot it.

Thec-hub storesthe instance number in each state record to indicate that the state
record belongsto the currently active c-hub. During recovery, the c-hub uses the
instance numbers to identify the components that it needs to recover.

The c-hub updates the Hub State record:

m  After asuccessful c-hub boot or reboot
m  When the c-hub state changes

m At c-hub shutdown

CSpace State

State of a c-space, such as active or inactive. The c-hub creates a CSpace State
record when it creates a c-space. The c-hub updates the CSpace State record:

m  When atrading partner joins or leaves the c-space
m  After asuccessful recovery

Collaborator State

State of atrading partner, such as connected, registered, active, dropped out, or
disconnected. The c-hub creates a Collaborator State record when atrading
partner joins the c-space. The c-hub updates the Collaborator State record:

m  When thetrading partner registers or unregisters for a conversation
m  When thetrading partner leaves the c-space

Conversation State

State of an active conversation, such asinitiated or terminated. The c-hub creates
aConversation State record when it creates aconversation. The c-hub updatesthe
Conversation State record:

m  When a participant joins the conversation
m  When aparticipant leaves the conversation
m  When the conversation changes state

The c-hub purges the Conversation State record after the conversation
terminates.
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Table5-1 State Records

State Record

Description

Persistent M essage Store State of an outstanding message asit travel sthrough the c-hub. The c-hub creates

a Persistent Message Store record when it receives a message, and purges the
Persistent Message Store record after it delivers the message to all recipients.

Recovery

When you restart a c-hub, it examines persistent storage for state records. The c-hub
uses the presence or absence of state records to determine the last known state of the
c-hub before termination. The type of termination was one of the following:

m Orderly shutdown—An orderly shutdown isthe termination of a quiescent c-hub
that does not have any active participantsin any c-spaces. Because there were no
active participants, there were no active conversationsin progress. An orderly
shutdown removes all state records for the active c-hub instance from the
persistent storage.

m Crash—Any termination other than an orderly shutdown is acrash. A crash
leaves state records in persistent storage, which indicates that the c-hub was
active when it terminated.

The goal of recovery isto reconstruct the last known stable run-time image of ac-hub
after acrash so that message processing can continue. During startup, if the Hub State
indicates that the c-hub crashed, then the start-up process shifts to recovery mode.

The recovery process does not rely solely on the repository data to initiate the c-hub.
Instead, the recovery process reads information from persistent storage for the
previous c-hub instance. The state records and the message content or location from
persistent storage supersede therepository data. After copying the state records and the
message content or location and re-creating the corresponding components, the
recovery process reads the repository to configure the rest of the c-hub.

If a c-enabler tries to communicate with the c-hub during recovery, the c-hub sends a
message to the c-enabler to wait for the conclusion of the recovery process.
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Procedure for Configuring Persistence and
Recovery

To configure persistence and recovery:

1. Configuretherepository as described in “ Configuring the Repository” on page 2-5
in Chapter 2, “ Setting Up the C-Hub.”

2. Inthewebl ogi c. properti es file, set the recovery mode argument for the
Startup class:
webl ogi c. syst em st art upArgs. W.CSt ar t up=Recover yMode=ON

Therecovery modeis either ON or OFF. To create and maintain persistent storage,
the recovery mode must be ON. The default is OFF.

3. If you are using the Java Message Service (JMS) queue:

a. Configure the IMS queue as described in “ Configuring the Java M essage
Service Queue’ on page 2-10 in Chapter 2, “ Setting Up the C-Hub.”

b. Inthewebl ogi c. properti es file, set the datasourcefor the IM S queueto the
name of the IDBC connection pool. For example:

# Data Source for JM5 Queue
webl ogi c. j ms. connecti onPool =wl cPool

Warning: After you modify thewebl ogi c. pr operti es file, you must reboot your
system for the changes to take effect.

For more information about the webl ogi c. properti es file, see Chapter 2, “ Setting
Up the C-Hub.”
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CHAPTER

6 Configuring Business
Protocols

The following sections describe how to configure and work with business protocols:
m  About Business Protocols
m Configuring a Business Protocol

m  Working with the RosettaNet Router

About Business Protocols

A business protocol defines how the c-hub processes business messages, including
how to read the messages and how to route the messages to the recipients. A business
protocol also specifies persistence, retries, and quality of service. A business protocol
isspecified by adecoder, arouter, afilter, an encoder, and a conversation coordinator.
For information about decoders, routers, filters, and encoders, see “Message
Processing” on page 1-6 in Chapter 1, “Introducing the C-Hub.”

WebL ogic Collaborate enables you to use the following business protocols:
m  XOCP (the default protocol for WebL ogic Collaborate)

m  RosettaNet
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Y ou can use logic plug-ins to customize and extend these protocols beyond their
out-of-the-box functionality. For information about logic plug-ins, see Developing
Logic Plug-Insin the BEA WebLogic Collaborate Developer Guide. For information
about assigning logic plug-ins to business protocols, see Chapter 12, “Working with
Logic Plug-Ins.”

Configuring a Business Protocol

The following sections describe how to configure each type of business protocol that
WebL ogic Collaborate supports:

m Configuring XOCP

m Configuring RosettaNet

Configuring XOCP

When you create the c-space, specify the XOCP business protocol.

Y ou can use the C-Hub Administration Console or the Bulk Loader to assign a

business protocol to a c-space. For information about using these tools, see the
following sections:

m “Creating a New C-Space” on page 16-2 in Chapter 16, “Working with
C-Spaces.”

m “Importing Data into the Repository” on page 3-3 in Chapter 3, “Working with
the Bulk Loader.”
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Thefollowing listing is an example of how to assign the X OCP business protocol to a
c-space by means of arepository data file which is used by the Bulk Loader.

Listing 6-1 Assighing the XOCP Business Protocol

<c- hub nanme="M/CHub" >
<c- space nane="M/CSpace">
<busi ness-prot ocol nane="XOCP" \
url ="http://Iocal host/ protocol 3"/ >
</ c- space>
</ c- hub>

Each c-space/business protocol combination hasaunique URL. A trading partner uses
this URL to access a particular c-space using a particular business protocol. The ur |
attribute for the busi ness- pr ot ocol XML element specifies this URL.

Warning: A URL for ac-space/business protocol combination can be used only by
the c-hub and c-enablers. If customer-supplied software uses one of these
URLSs, messages will not be processed correctly.

Configuring RosettaNet

To configure RosettaNet:

1. When you create the c-space, specify the RosettaNet business protocol.

You can use the C-Hub Administration Console or the Bulk L oader to assign a
business protocol to a c-space. For information about using these tools, see the
following sections:

e “Creating a New C-Space’ on page 16-2 in Chapter 16, “Working with
C-Spaces.”

e “Importing Data into the Repository” on page 3-3 in Chapter 3, “Working
with the Bulk Loader.”

The following listing is an example of how to assign the RosettaNet business
protocol to a c-space by means of arepository data file which is used by the
Bulk Loader.
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Listing 6-2 Assigning the RosettaNet Business Protocol

<c- hub nanme="MyCHub" >
<c-space nanme="M/CSpace" >
<busi ness- prot ocol nane="RosettaNet" \
url="http://1 ocal host/protocol 1"/ >
</ c- space>
</ c- hub>

Each c-space/business protocol combination has a unique URL. A trading
partner uses this URL to access a particular c-space using a particular business
protocol. Theur | attribute for the busi ness- prot ocol XML element specifies
this URL.

Warning: A URL for a c-space/business protocol combination can be used only
by the c-hub and c-enablers. If customer-supplied software uses one of
these URL s, messages will not be processed correctly.

2. Create atrading partner protocol and add it for each trading partner that will use
the RosettaNet protocol.

The new trading partner protocol needsto:
¢ Reference a RosettaNet business protocol definition.

¢ |dentify the RosettaNet DUNS numbers for the trading partner that will use
the RosettaNet protocol.

e Specify the URLsthat the trading partner will use to access the c-space.

You can use the C-Hub Administration Console or the Bulk Loader to add a
business protocol to a c-space. For information about using these tools, see the
following sections:

e “Assigning a Trading Partner to a TP Protocol” on page 14-10 in Chapter 14,
“Working with Trading Partners.”

¢ ‘“Importing Data into the Repository” on page 3-3 in Chapter 3, “Working
with the Bulk L oader.”

Thefollowing listing is an example of how to define atrading partner protocol
for RosettaNet and assign it to trading partners by means of arepository datafile
which is used by the Bulk L oader.
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Listing 6-3 Defining and Assigning a Trading Partner Protocol

<c- hub name="M/CHub" >
<tradi ng-part ner nane="RosettaNet Partner1">
<t radi ng- par t ner - pr ot ocol
url ="http://1 ocal host: 9000/ Servl et 1"
busi ness-i d="123456789"
busi ness-i d-t ype=" DUNS"
busi ness- prot ocol - def - nane="RosettaNet"/ >
</tradi ng- partner>
<tradi ng-part ner nane="RosettaNet Part ner 2" >
<t radi ng- par t ner - pr ot ocol
url ="http://1 ocal host: 9000/ Ser vl et 2"
busi ness-i d="987654321"
busi ness-i d-type="DUNS"
busi ness- prot ocol - def - name="Rosett aNet"/ >
</tradi ng- partner>
</ c- hub>

3. Optionally, you can also set the RosettaNet initialization parameters.

You must use the Bulk Loader to set the RosettaNet initialization parameters.
See “Importing Data into the Repository” on page 3-3 in Chapter 3, “Working
with the Bulk Loader.”

The following listing is an example of how to set the initialization parameters
for RosettaNet by means of arepository data file which is used by the Bulk
Loader.

Listing 6-4 Initializing RosettaNet Parameters

<c- hub nanme="M/CHub" >
<busi ness- prot ocol -def name="RosettaNet">

<j ava- cl ass>com bea. b2b. pr ot ocol . roset t anet . RNPr ot ocol </ j ava- cl ass>
<decoder >RN- Decoder </ decoder >
<r out er >RN- Rout er </ rout er >
<r out er >RN- Rout er - Enqueue</r out er >
<filter>RN-Filter</filter>
<encoder >RN- Encoder </ encoder >
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<par anet er name="preanbl e. val i dat e" >f al se</ par anet er >
<par anet er nanme="servi ceheader. vali date" >f al se</ paranet er >
</ busi ness- prot ocol -def >

</ c- hub>

Thefollowing table describes the initialization parametersfor the RosettaNet protocol.

Table 6-1 RosettaNet Initialization Parameters

Parameter

Description

preanbl e. val i dat e

Specifies whether or not to perform full XML validation on the preamble.
By default, the c-hub performsfull validation. To disablevalidation, specify
avalueof f al se. Any other value causes the c-hub to use the default value
of true. Y ou might want to disable validation in case of performance
problems or XML parser problems even though you risk not being able to
detect invalid XML content.

servi ceheader. val i date

Specifies whether or not to perform full XML validation on the service
header. By default, the c-hub performsfull vaidation. Todisablevalidation,
specify avalue of f al se. Any other value causes the c-hub to use the
default value of t r ue. You might want to disable validation in case of
performance problems or XML parser problems even though you risk not
being able to detect invalid XML content.
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Working with the RosettaNet Router

The following sections describe how to work with the RosettaNet Router:

m Processing Messages

m Processing XML

m Defining a Conversation

Processing Messages

The following sections describe message processing for the RosettaNet router:

Message Structure

M essage Processing

M essage Routing and Conversation Information
Security

RosettaNet Sender
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Message Structure

The following figure shows the structure of a RosettaNet message, whichisa
RosettaNet Object (RNO) based on the RosettaNet | mplementation Framework
(RNIF) version 1.1. For detail s about the RNO, see the RNIF at

http://ww. rosettanet.org.

Figure6-1 RosettaNet Object

RosettaMet Yersion

Content Length

MIME Message

Preamble

Service Header

Service Content
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Some sections of the message are binary. For example, the version, thelengths, and the
digital signature are binary. The following message sections contain XML:

m Preamble
m  Service header
m  Service content

Therefore, the message is hot a pure XML document, although it includes XML
components.
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Message Processing

When the c-hub receives a RosettaNet message and sends it to the decoder section of
the business protocol for processing:

The c-hub does not change the message format. The format that the c-hub
receives and sends is the one specified by RosettaNet. The c-hub does not
perform any additional wrapping or unwrapping of the object, except for the
processing described later in this section.

The c-hub does not validate the digital signature. The receiving trading partner
validates the digital signature.

The c-hub requires read-only access to the message in order to retrieve the
information needed for routing. The RosettaNet routing does not modify the

message.

The c-hub requires all the XML components to be available: the preamble, the
service header, and the service content. The c-hub requires the first two XML
components for message routing. Only the first two XML components are
explicitly processed by the c-hub. For information about these components, see
“Message Routing and Conversation Information” on page 6-10.

Because of the previously described processing, the c-hub requires that the following
information be valid in order to route the message:

Content type and content length for the HTTP header
RosettaNet | mplementation Framework (RNIF) version
RNO content length

MIME multipart structure, including:
e Boundaries

¢ Number of parts
Valid XML for the preamble
Valid XML for the service header

Valid minimal subset of contents within these two XML forms
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The message sender must make sure that the information isvalid. If the c-hub detects
invalid information, the c-hub cannot route the message correctly, logs an error
message, and returns a RosettaNet-defined error status to the message sender.

Neither the c-hub nor the RosettaNet router validate the following information in the
message:

m Existence of, or correct values for, the content-type for each MIME component.

m Valid XML for the service content. Because the RosettaNet API allows
information to be retrieved from this component, the user of the APl must be
prepared to handle Java exceptions if the service content fails the parser. For
information about the RosettaNet API, see the BEA WebLogic Collaborate
Developer Guide.

m Digital signature.

Message Routing and Conversation Information

The c-hub parses the preambl e and service header sections of the RNO to construct
routing and conversation information. The following list describes the message fields
that must be valid and describes how the c-hub uses these fields. For detailed
information about these message fields, see the RNIF at

http://ww. rosettanet.org.

m Preamble

e //IPreamble/Versionl dentifier: The RNIF version number. The only RNIF
version that WebL ogic Collaborate supportsis 1.1.

m  Service Header

e //ServiceHeader /ProcessControl/Processl dentity/Global Process| ndicator
Code: The PIP identifier. This typicaly has a value such as 3A4 and is used
asthe conversation name. It must be entered as such in the repository.

e //ServiceHeader /ProcessControl/Process| dentity/Ver sionl dentifier: The
version of the PIP specification used. Thistypically hasavaue suchas 1.1
and should not to be confused with the RNIF version number. It is used as
the version number of the conversation. It must be entered as such in the
repository.
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//ServiceH eader/ProcessControl/TransactionControl/Partner RoleRoute/
fromRole/Partner RoleDescription/Global Par tner RoleClassificationCode:
The role of the message sender. This typically has a value such asBuyer and
is used as the role of the message sender in the conversation. It must be
entered as such in the repository.

//ServiceH eader/ProcessControl/TransactionControl/Partner RoleRoute/
toRole/Par tner RoleDescription/Global Partner RoleClassificationCode:
Therole of the recipient. Thistypically hasavalue such as Sel | er andis
used as the role of the recipient in the conversation. It must be entered as
such in the repository.

/IServiceH eader/ProcessControl/TransactionControl/<<ActionControl|
Signal Control>>/Partner Route/fromPartner /Par tner Descr iption/
BusinessDescription/GlobalBusinessl dentifier: The business identifier of
the sender of this message. The path description has an OR in the middle,
using either the Act i onCont r ol element or the Si gnal Cont r ol element.
For the unique business identifier, RosettaNet specifies the use of the 9-digit
DUNS number. It must be entered as such in the repository. The business
identifier identifies the sending trading partner in the conversation.

/IServiceH eader/ProcessControl/TransactionControl/<<ActionControl|
Signal Control>>/Partner Route/toPartner/Partner Description/Business
Description/Global Businessl dentifier: The business identifier of the
recipient of this message. It is similar to the f r onPar t ner business

identifier. The business identifier identifies the recipient trading partner in the
conversation.

//ServiceH eader /ProcessContr ol/Processl dentity/I nstancel dentifier: A
supposedly unique alphanumeric identifier for this business process, although
the RosettaNet specification a so states that the initiating partner’s business
identifier (DUNS number) should be used. These two numbers combine to
form the conversation ID, which is used for monitoring and auditing, not for
routing.

Note: Neither the c-hub nor RosettaNet enforce the uniqueness of this identifier,

especially across multiple vendors. Because theidentifier does not play an
important role in processing the message, its uniquenessis not critical.

e //ServiceHeader/ProcessControl/Processl dentity/initiatingPar tner/Global

Businessldentifier: The initiating partner’s business identifier (DUNS
number). As stated earlier, thisis used to construct the conversation ID.
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Security

SSL

From the service content, nothing is required. Depending on the nature of the message,
the RosettaNet API either provides access to the following document identifier:

m //ServiceContent/thisDocumentl dentifier/ProprietaryDocument! dentifier:
The document identifier. Thisis the initiating document in the RosettaNet
business interaction.

or it provides access to the following document identifiers:

m //ServiceContent/thisM essagel dentifier/ProprietaryM essagel dentifier: The
document identifier. Thisis afollow-on document in the same RosettaNet
business interaction.

m //ServiceContent/receivedDocumentl dentifier/ProprietaryDocumentl dentifier:
The initiating document identifier.

For information about the RosettaNet API, see the BEA WebLogic Collaborate
Developer Guide.

The following sections describe RosettaNet security:
m SSL
m Digital Signature

For information about WebL ogic Collaborate security, see Chapter 4, “Configuring
Security.”

When the c-hub decodes a RosettaNet message that it receives by means of SSL, it
performs an additional check to verify that the DUNS identifier of the message sender,
asretrieved from the message, matches the sender as identified by the certificate.
Because the c-hub is acting as a trusted intermediary, this check validates that the
sender iswho is claimed before the c-hub passes the message to the recipient. If the
match fails, the c-hub rejects the message.
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Digital Signature

The c-hub processing layers and business protocols do not generate or validate any
digital signature associated with the message. Instead, the trading partner clients must
validate the digital signature; the c-hub is simply relaying the message. The c-hub
validates only the SSL certificate.

The c-hub supports read-only access to a business message. This access ensures that
any accompanying digital signature remains valid. Y ou can still introduce logic
plug-ins on the c-hub that can validate digital signatures, but you must provide your
own third-party public key infrastructure (PKI) library.

RosettaNet Sender

RNIF Statement

The following sections describe how the c-hub replies to atrading partner that sendsa
RosettaNet business message:

m RNIF Statement

m  Asynchronous Message Transfer
m Validation Disagreement

m Recipient Unavailability

Section 3.2.1 of the RNIF states:

“An application that transfers this RosettaN et Object to aremote Web server viaalocal
Web server requests the HTTP protocol to transfer the object as content using the
HTTP/1.0 POST request to atarget URL. Therecipient receivesthe HTTP request and
immediately checksthe HTTP headers. If the content-type or transfer encoding is
improper, or if the content length failsto match the actual length of the entity body, the
recipient returns a400 (BAD REQUEST) response. If the request is accepted for
processing by upper layersin the protocol, a 200 (OK) response will be returned
immediately as an acknowledgment of message receipt.”
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Asynchronous Message Transfer

RNIF 1.1 isa point-to-point protocol and is not designed to interact with a hub. The
c-hub delivers messages to recipients by means of asynchronous message transfer.
From a RosettaNet perspective, asynchronous message transfer is a*“ delegated
responsibility” model. To route a RosettaNet message and to decide whether or not to
reply with an error, the c-hub performs more message-level validation than the
recipient needs. After the c-hub accepts a RosettaNet message, the recipient should
accept the message without errors. I f therecipient notifiesthe c-hub of amessageerror,
itistoo late for the sending trading partner to be notified. The c-hub logs all message
responses.

The message persistence capabilities of the c-hub protect the message whileitisin the
c-hub. The c-hub detects and reports many of the problems that a RosettaNet recipient
might detect. If the RosettaNet client starts processing the message and detects errors
at the businessrulelevel (message content), the client uses a separate out-of-band error
reporting mechanism that is provided by RosettaNet, and this error reporting
mechanism is routed through the c-hub like any other RosettaNet message.

Validation Disagreement
If the c-hub and the recipient disagree about the validation:

m If the c-hub rejects a message as invalid that the recipient would accept, then
you must determine which party is non-compliant (the sending trading partner,
the c-hub, or the recipient) and take appropriate action. For example, if the c-hub
is non-compliant, then you might need to modify the RosettaNet protocol or the
initialization parameters.

m |f the recipient rejects a message that the c-hub accepted, you must determine
the non-compliant party. However, under these circumstances the recipient
responds to the c-hub with aBAD REQUEST message, which the c-hub logs.
The c-hub cannot initiate RosettaNet error responses to the sending trading
partner for anumber of reasons, including digital signature implications and lack
of support for hub-based error-reporting in RNIF.

Recipient Unavailability

The c-hub can accept aRosettaNet message from atrading partner and returnan HTTP
200 to the sending trading partner. However, the recipient might not be available when
the c-hub is prepared to deliver the message. In this case, the message will be lost. By
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using retries and timeouts, the RosettaNet client protocol is robust enough to handle
lost messages and no response situations. The c-hub logs the delivery status of all
RosettaNet messages.

Processing XML

The RosettaNet router usesinformation in the preamble and service header. The c-hub
uses avalidating XML parser to parse the preamble and service header. If the c-hub
detects an error, it logs the error and returns the status to the sending trading partner.

The RosettaNet router does not use information in the service content section. The
service content is the business-specific section of the message and is handled by the
receiving client. The c-hub can provide the service content information for monitoring
purposes. If needed, the c-hub parses the service content as a “well-formed”
(non-validating) XML document in order to retrievefields. If the service content isnot
well-formed, the c-hub logs an error message.

For each XML section, the DOM document can be retrieved. Y ou can then use either
the DOM or XPath API to access any element of the document.

Logic plug-ins do not prevent you from parsing XML and processing the service
content. Logic plug-ins enable you to filter or monitor messages based on the service
content section of the message. Y ou areresponsiblefor the parsing, however, in order
to do thefiltering.

Defining a Conversation

Conversations are defined in the repository. To define a conversation, do one of the
following:

m Usethe C-Hub Administration Console as described in Chapter 15, “ Setting Up
Conversations.”

m UsetheBulk Loader to import data into the repository as described the
“Importing Data into the Repository” section in Chapter 3, “Working with the
Bulk Loader.”
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Thefollowing listing is an example of a conversation definition in a repository data
file.

Listing 6-5 Example Conversation Definition Valuesin a Repository Data File

<conversati on- def
nane="3A4"
version="1.1"
defaul t-durabi | i ty="<persi stent| nonpersi stent>"
default-conversation-timeout="<tinmeout-in-seconds>">

<rol e
name="Buyer " >

</rol e>

<rol e
nanme="Sel l er" >

</rol e>

</ conver sati on-def >

TheDTD for the repository datafileis W.CHub. dt d, whichisin the bul kI oader
subdirectory of your WebL ogic Collaborate installation directory. The W.CHub. dt d
file describes the format of and values in a conversation definition.

When you use the C-Hub Administration Console to monitor RosettaNet
conversations, the console displays a conversation I D that the c-hub constructs from a
RosettaNet message:

<pr ot ocol - name>: <Pl P-i d>: <Pl P-ver si on>: <i ni ti at or - DUNS>: <pr ocess-
i nstance-identifier>

In this conversation ID:

m protocol - name isthe protocol name as defined in the repository. For example,
“RosettaNet.”

m PIP-idisthe PIPidentifier associated with the message. For example, “3A4.”

m Pl P-version istheversion of the PIP being used. For example, “1.1.”
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® initiator-DUNSisthe DUNS number of the trading partner who initiated the
RosettaNet dialog. For example, “123456789.”

m process-instance-identifier isthe processinstance identifier value
obtained from the RosettaNet service header. For example,
“15902235777701132.”

RosettaNet handles conversation management externally. Therefore, thisconversation
definition does not provide a conversation termination mechanism for terminating
RosettaNet clients. The conversation definition provides a time-out mechanism to
remove RosettaNet entries. The c-hub uses this mechanism only to remove entries
from the monitoring mode of the C-Hub Administration Console. Because the c-hub
registersthese entries in real time from external RosettaNet clients, new messages
succeed and are displayed in the monitoring mode.

The conversation definition also enablesyou to specify conversation persistence. If the
conversation persistencefield is set, the RosettaNet protocol processesthe messagesit
passes through the c-hub in a persistent fashion. If the c-hub crashes, the c-hub
recovers these messages and continues processing them.
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CHAPTER

{ Routing and Filtering

XOCP Business
Messages

The following sections describe how to use routing, filtering, and X Path expressions
to control the flow of X OCP business messages exchanged among trading partnersin
a c-space:

m Run-Time Message Processing
m  Working with Message-Context Documents
m  Working with XPath Expressions

Run-Time Message Processing

BEA WebL ogic Collaborate uses the X OCP router and X OCP filter to direct the flow
of XOCP business messages through the c-hub to trading partnersin a c-space as
follows:

m After atrading partner sends an XOCP business message to the c-hub, the
XOCP router determines the trading partners to which the message will be sent.
The XOCP router ison the “send” side of the c-hub message processing and
determines the recipients to which the sending trading partner intendsto send the

message.
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m Before the c-hub sends the business message to a recipient trading partner, the
XOCP filter determines whether or not the trading partner should receiveit. The
XOCP filter ison the “receive’ side of the c-hub message processing and can
prevent aspecific trading partner from receiving a specific business message.

Thefollowing figure provides an overview of how a c-hub processes a message.

Figure 7-1 Overview of M essage Processing
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The following figure provides a detailed look at the router. The router consists of a
protocol-specific router for each business protocol that WebL ogic Collaborate
supports.

Note: For completeness, RosettaNet is included in the diagram even though
RosettaNet is not part of XOCP message processing.

Figure7-2 Router
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Thefollowing figure provides adetailed look at the filter. The filter consists of a
protocol-specific filter for each business protocol that WebL ogic Collaborate supports.

Note: For completeness, RosettaNet isincluded in the diagram even though
RosettaNet is not part of X OCP message processing.

Figure7-3 Filter
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business message.

Figure 7-4 XOCP M essage Processing

The following figure provides a detailed look at how a c-hub processes an XOCP
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Thefollowing sections explain how the “send” and “receive” sides of the c-hub
process an X OCP business message:

m TheSend Side

m TheReceive Side

The Send Side

The following sections describe the componentsin the “send” side of the c-hub and
explain how they process an XOCP business message:

C-Enabler XPath Expression
Transport Service

Decoder

Scheduling Service

XOCP Router

Routing Service

C-Enabler XPath Expression

When sending an XOCP business message, the c-enabler for the sending trading
partner can specify ac-enabler XPath expression that defines the intended recipients
for the business message. The c-enabler XPath expression is defined in a WebL ogic
Process Integrator workflow or in ac-enabler application. For moreinformation about
c-enabler XPath expressions, see “ Creating C-Enabler XPath Expressions” on page
7-21.
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Transport Service

Decoder

The transport service reads the incoming XOCP business message and does the
following:

1. Wraps the message in a message envelope to expedite processing as it travels

through the c-hub.

Forwards the message to the appropriate decoder based on the business protocol,
such as XOCP or RosettaNet. The URL on which the transport service receives
the message identifies the protocol and the c-space. Each c-space/business
protocol combination has aunique URL. A trading partner uses thisURL to
access a particular c-space using a particular business protocol.

Warning: A URL for ac-space/business protocol combination can be used only
by the c-hub and c-enablers. If customer-supplied software uses one of
these URL s, messages will not be processed correctly.

For information about business protocols, see Chapter 6, “Configuring Business
Protocols.”

The decoder does the following:

1

2
3
4.
5

Processes the protocol-specific headers.

. Identifies the sending trading partner.

. Enlists the sending trading partner in a conversation.

Prepares areply to return to the sender.

. Forwards the message to the scheduling service.

Scheduling Service

The scheduling service enqueues the message to store it for subsequent retrieval and

forwards the message to the X OCP router.
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XOCP Router

The XOCProuter isachain of logic plug-insthat specifiesthe recipientsfor the XOCP
business message. Each logic plug-in can add trading partners to or remove trading
partners from the set of recipient trading partners.

The order of the logic plug-insin the XOCP router is:

1. XOCP router logic plug-in—provided by WebL ogic Collaborate

2. Customer-supplied logic plug-ins—optional logic plug-insthat you can create
3. XOCP router enqueue logic plug-in—provided by WebL ogic Collaborate

The following sections describe these logic plug-ins.

XOCP Router Logic Plug-In
The X OCP router logic plug-in does the following:

1. Creates amessage-context document.

A message-context document is an XML document that the XOCP router logic
plug-in generates from the X OCP business message and associated information
in the repository. The message-context document describes header and payload
information about the X OCP business message, such as the c-hub, large message
information, c-space, business protocol, conversation, sending trading partner,
receiving trading partners, message definition, and document definition. The
XOCP router logic plug-in uses X Path expressions to evaluate the
message-context document. For more information about message-context
documents, see “Working with Message-Context Documents’ on page 7-14.

2. Evauates the message-context document against the X Path routing expressions,
which can refer to values in the message-context document. This evaluation
resultsin a set of trading partners that are targeted to receive the XOCP business
message.

The X OCP router logic plug-in uses the X Path routing expressionsin the
following order:

a. C-enabler XPath expression.

For information about c-enabler X Path expressions, see “ C-Enabler XPath
Expression” on page 7-6 and “ Creating C-Enabler X Path Expressions” on
page 7-21.
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b. Sequence of trading partner XPath routing expressions.

These X Path routing expressions are defined in the repository and are
defined for the sending trading partner. Each trading partner XPath routing
expression appliesto all XOCP business messages that the c-hub receives
from a particular sending trading partner. Each sending trading partner can
have multiple trading partner X Path routing expressions.

Each trading partner X Path routing expression can examine different parts of
the message-context document and select a different set of recipient trading
partners. The trading partners produced by each expression can either replace
the previously generated set of recipient trading partners or add to the current
Set.

c. Sequence of c-hub XPath routing expressions.

These X Path routing expressions are defined in the repository and are
defined for the c-hub. Each c-hub X Path routing expression applies to all
X OCP business messages that the c-hub receives from all sending trading
partners. The c-hub can have multiple c-hub X Path routing expressions.

Aswith trading partner XPath routing expressions, each c-hub XPath routing
expression can examine different parts of the message-context document and
select a different set of recipient trading partners. The trading partners
produced by each expression can either replace the previously generated set
of recipient trading partners or add to the current set.

You can add X Path expressions to the repository for use by the XOCP router
logic plug-in. For information about X Path expressions, see “Working with
XPath Expressions” on page 7-17.

3. Discards the message-context document.

4. If the set of recipient trading partners is empty, then the XOCP router logic
plug-in does not forward the message to the next component in the c-hub.
Otherwise, the c-hub continues to process the message.

Customer-Supplied Logic Plug-Ins

Y ou can create logic plug-ins and add them to the X OCP router. If you create a new
logic plug-in, you must add it to the chain after the XOCP router logic plug-in and
before the XOCP router enqueue logic plug-in. The order of the logic plug-insin the
XOCP router chain is specified in the X OCP business protocol definition.
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A customer-supplied logic plug-in does not have to provide router functionality to be
part of the XOCP router. For example, a customer-supplied logic plug-in can provide
billing functionality by keeping track of the number of message sent by a particular
sending trading partner and then billing the trading partner for those messages. Even
when a customer-supplied logic plug-in does not provide routing or filtering
functionality, it can be added only to the XOCP router or the XOCP filter. For more
information about logic plug-ins, see Developing Logic Plug-1nsinthe BEA WebL ogic
Collaborate Developer Guide.

If the set of recipient trading partners is empty after the processing performed by a
customer-supplied router logic plug-in, then the customer-supplied router logic plug-in
does not forward the message to the next component in the c-hub. Otherwise, the c-hub
continues to process the message.

XOCP Router Enqueue Logic Plug-In
The X OCP router enqueue logic plug-in does the following:

1. Enqueues the XOCP business message along with the intended recipients.

2. Forwards the message to the routing service.

Routing Service
Therouting service does the following:
1. Performsthe final validation of the message recipients.

2. Creates a separate message envel ope, along with a copy of the message content,
for each validated recipient trading partner.

3. Stores each copy of the message for delivery.

4. Forwards each copy of the message to the X OCP filter.

7-10 BEA WebL ogic Collaborate C-Hub Administration Guide



Run-Time Message Processing

The Receive Side

The following sections describe the componentsin the“receive’ side of the c-hub and
explain how they process an XOCP business message:

XOCP Filter

XOCP Filter
Scheduling Service
Encoder

Transport Service

The XOCP filter isachain of logic plug-insthat determines whether or not to send an
X OCP business message to an intended recipient. These logic plug-ins are evaluated
after the XOCP router logic plug-ins and can modify or override the XOCP router
results. Each logic plug-in can determine not to send the message.

The order of the logic plug-insin the XOCP filter is:

1
2.

Customer-supplied logic plug-ins—optional logic plug-ins that you can create
XOCP filter logic plug-in—provided by WebL ogic Collaborate

The following sections describe these logic plug-ins.

XOCP Filter Logic Plug-In

The XOCP filter logic plug-in does the following:

1

Creates a message-context document.

A message-context document is an XML document that the X OCP filter logic
plug-in generates from the X OCP busi ness message and associated information
in the repository. The message-context document describes header and payload
information about the X OCP business message, such as the c-hub, large message
information, c-space, business protocol, conversation, sending trading partner,
receiving trading partners, message definition, and document definition. The
XOCP filter logic plug-in uses X Path expressions to evaluate the
message-context document. For more information about message-context
documents, see “Working with Message-Context Documents’ on page 7-14.
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2. Evauates the message-context document against the X Path filtering expressions,
which can refer to values in the message-context document. This evaluation
determines whether or not to send the message to the intended recipient.

The X OCP filter logic plug-in uses the X Path filtering expressionsin the
following order:

a. Sequence of trading partner X Path filtering expressions.

These X Path filtering expressions are defined in the repository and are
defined for the recipient trading partner. Each trading partner XPath filtering
expression appliesto all XOCP business messages that the c-hub receives for
aparticular recipient trading partner. Each recipient trading partner can have
multiple trading partner X Path filtering expressions.

Each trading partner X Path filtering expression can examine different parts
of the message-context document and return a Boolean result that indicates
acceptance or rejection of the message.

b. Sequence of c-hub XPath filtering expressions.

These X Path filtering expressions are defined in the repository and are
defined for the c-hub. Each c-hub X Path filtering expression appliesto all
X OCP business messages that the c-hub receives for all recipient trading
partners. The c-hub can have multiple c-hub X Path filtering expressions.

Aswith trading partner XPath filtering expressions, each c-hub XPath
filtering expression can examine different parts of the message-context
document and return a Boolean result that indicates acceptance or rejection
of the message.

You can add X Path expressions to the repository for use by the XOCP filter
logic plug-in. For information about X Path expressions, see “Working with
XPath Expressions’ on page 7-17.

3. Discards the message-context document.

4. If the XOCP filter logic plug-in cancels delivery of the XOCP business message
to the intended recipient, then the X OCP filter logic plug-in does not forward the
message to the next component in the c-hub. Otherwise, the c-hub continues to
process the message.
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Customer-Supplied Logic Plug-Ins

Y ou can create logic plug-ins and add them to the X OCP filter. If you create a new
logic plug-in, you must add it to the chain before the XOCP filter logic plug-in. The
order of thelogic plug-insin the XOCP filter chain is specified in the XOCP business
protocol definition.

A customer-supplied logic plug-in does not have to provide filter functionality to be
part of the XOCP filter. For example, a customer-supplied logic plug-in can provide
sampling functionality by keeping track of the types of messages sent to a particular
recipient trading partner. Even when a customer-supplied logic plug-in does not
provide routing or filtering functionality, it can be added only to the X OCP router or
the XOCP filter. For more information about logic plug-ins, see Developing Logic
Plug-Insin the BEA WebLogic Collaborate Developer Guide.

If the customer-supplied logic plug-ins cancels delivery of the XOCP business
message to the intended recipient, then the customer-supplied filter logic plug-in does
not forward the message to the next component in the c-hub. Otherwise, the c-hub
continues to process the message.

Scheduling Service

The scheduling service does the following:

1. Performs additional internal operations related to quality of service issuesand
conversation management. For information about quality of service, seethe BEA
WebLogic Collaborate Devel oper Guide.

2. Forwards the message to the encoder.

Encoder

The encoder transforms the message as necessary to support the business protocol and
forwards the message to the transport service.

Transport Service

The transport service sends the message to the recipient.
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Working with Message-Context Documents

For information about how message-context documents are created and used, see
“XOCP Router Logic Plug-In" on page 7-8 and “ X OCP Filter Logic Plug-In" on page
7-11.

This section describes message-context documents:
m DTD for the Message-Context Document

m  Sample Message-Context Document and X Path Expressions

DTD for the Message-Context Document

Thefollowing listing is the Document Type Definition (DTD) for the message-context
document.

Listing 7-1 Document Type Definition for M essage-Context Document

<I-- Copyright (c) 2000 BEA Systens, Inc. -->
<I-- Al rights reserved -->
<l-- This DTD describes the nmessage context docunent for

XPat h routing expressions and XPath filtering expressions -->

<!l ELEMENT c-hub (c-space, conversation, sender, trading-partner+,
nessage) >

<! ATTLI ST c-hub context (nessage-router | tradi ng-partner-router |

hub-router | trading-partner-filter | hub-filter) #REQU RED>

<! ATTLI ST c-hub name CDATA #| MPLI ED>

<I ATTLI ST c-hub | ar ge-nsg- support-on CDATA #l MPLI ED>

<I' ATTLI ST c-hub | arge-nsg-nm n-si ze CDATA #l MPLI ED>

<I' ATTLI ST c-hub | arge-nsg-|ocati on CDATA #l MPLI ED>

<! ELEMENT c-space (business-protocol)>
<I ATTLI ST c-space nane CDATA #REQUI RED>

<! ELEMENT busi ness- prot ocol EMPTY>
<! ATTLI ST busi ness- prot ocol name CDATA #REQU RED>
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<! ATTLI ST busi ness-protocol url CDATA #REQU RED>

<! ELEMENT conversati on EMPTY>
<! ATTLI ST conversati on name CDATA #REQUI RED>
<! ATTLI ST conversati on version CDATA #REQUI RED>
<! ATTLI ST conversati on defaul t-durability CDATA #l MPLI ED>
<! ATTLI ST conversation defaul t-conversation-ti neout
CDATA #l MPLI ED>
<l ATTLI ST conversati on sender-rol e CDATA #REQUI RED>
<I ATTLI ST conversati on receiver-rol e CDATA #REQU RED>

<l-- A sender is a trading-partner that has sent a nessage froma
role in a conversation. -->
<! ELEMENT sender (trading-partner)>

<l-- A Trading Partner represents an entity such as a conpany t hat
sends or receives nessages. -->

<! ELEMENT tradi ng-partner (address, extended-property-set*)>

<! ATTLI ST tradi ng-partner enmil CDATA #| MPLI ED>

<I ATTLI ST tradi ng-partner fax CDATA #l MPLI ED>

<I ATTLI ST tradi ng-partner nane | D #REQUI RED>

<I ATTLI ST tradi ng-partner phone CDATA #| MPLI ED>

<I ATTLI ST tradi ng-partner certificate-field CDATA #| MPLI ED>

<I ATTLI ST tradi ng-partner certificate-field-val ue CDATA #| MPLI ED>
<I ATTLI ST tradi ng-partner user-name CDATA #l MPLI ED>

<! ELEMENT addr ess ANY>

<! ELEMENT ext ended- property-set ANY>
<I ATTLI ST extended- property-set nane CDATA #REQU RED>

<I-- Anessage is a nultipart payl oad sent between tradi ng partners
-->

<! ELEMENT nessage (nmessage-part+)>

<! ATTLI ST nessage nessage-def - name CDATA #REQUI RED>

<! ELEMENT nessage-part ANY>

<I ATTLI ST nessage-part docunent-def-name CDATA #l MPLI ED>

<I ATTLI ST nessage-part content-type CDATA #REQUI RED>

<l-- A message part may include or exclude the subel enents based on
adm n settings or mne-type -->

<! ATTLI ST nessage-part include (yes | no) #REQUI RED>
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Sample Message-Context Document and XPath
Expressions

Thefollowing listing shows a sample message-context document generated by the
XOCP router logic plug-in for a business message.

Listing 7-2 Sample M essage-Context Document

<c- hub name="CHubl" >
<c-space nane="Cspacel">
<busi ness- prot ocol nane="XOCP1" url ="http:// myserver/Cspacel/ XOCP1"/>
</ c- space>
<conver sation nane="aConv" version="1.0">
<sender rol e="buyer"/>
<receiver role="seller"/>
</ conversati on>
<sender >
<tradi ng-part ner name="Partner 1"
enmmi | =" nessages@artner 1. cont
phone="123- 456- 7890"
f ax="123- 456- 7899" >
<address>123 Main Street, My Town, CA 95131</address>
<ext ended- property-set name="Partnerl contact">
<busi ness- cont act >John Doe</ busi ness- cont act >
<phone type="work">123-456- 7898</ phone>
<phone type="cel |l ">123-456- 7897</ phone>
<ci ty>San Jose</city>
<state>Cal i fornia</state>
</ ext ended- property-set>
</tradi ng- partner>
</ sender >

<l-- List of target trading partners extracted fromthe repository -->
<t radi ng- partner name="Part ner2"
enai | =" messages @art ner 2. cont'
phone="123- 456- 7896" >
<addr ess>456 Anot her Street, Any Town, CA 95136</address>
<ext ended- property-set name="Partner2 contact">
<busi ness-cont act >Jane Sm t h</ busi ness-cont act >
<phone type="wor k" >123-456- 7895</ phone>
<phone type="cel | ">123- 456- 7894</ phone>
<city>San Jose</city>
<state>Cali forni a</ st at e>
</ ext ended- property-set>
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</trading- partner>

<nessage nessage-def-nane="Product Query">
<nmessage- part docunent - def - nane="Pr oduct Quer yDefi ni ti on"
content-type="text/xm" include="yes">
<Pr oduct Pri ceAndAvai | abi | i t yQuery>
</ message- part >

</ nessage>
</ c- hub>

For this XOCP business message, X Path routing expressionsin the XOCP router logic
plug-in could refer to any of the elementsin this XML document, including extended

properties and message parts. The following X Path routing expression routes

messages to trading partners that have extended properties specifying that they are
located in San Jose, California:

/ c- hub/ t radi ng- part ner [ ext ended- property-set[city="San Jose’

state="California']]

Working with XPath Expressions

This section describes X Path expressions and how to create them:

About XPath Expressions
Creating C-Enabler XPath Expressions
Creating Trading Partner X Path Expressions

Creating C-Hub XPath Expressions
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About XPath Expressions

XPathisthe XML path language that is defined by the World Wide Web Consortium.
The X OCP router logic plug-in and the X OCP filter logic plug-in use X Path
expressions to eval uate message-context documents. Y ou can add X Path expressions
to the repository for use by the XOCP router logic plug-in and the XOCP filter logic

plug-in.

XPath expressions in the X OCP router logic plug-in and X OCP filter logic plug-in
perform the following functions:

m  An XPath routing expression uses the X Path syntax to select aset of trading
partners from the message-context document. These trading partners are the
intended reci pients of the X OCP business message. Each X Path routing
expression must evaluate to a set of trading partners.

In the XOCP router logic plug-in, X Path expressions specify the business criteria
for message distribution. For example, a buyer can use an X Path routing
expression to send bid requests to all sellersin a particular area code or to sellers
that can handle large orders.

m  An XPath filtering expression uses the X Path syntax to return a Boolean result
that indicates acceptance or rejection of the message. Each X Path filtering
expression must evaluateto aBooleant r ue or f al se result.

In the XOCP filter logic plug-in, X Path expressions determine whether or not
the c-hub sends a particular business message to a particular trading partner. An
XPath filtering expression in the XOCP filter logic plug-in acts as a gatekeeper
that filters out unwanted business messages for areceiving trading partner. For
example, a seller can specify an XPath filtering expression that accepts bid
requests with a minimum total order of $10,000 or a maximum quantity of
100,000 units. Similarly, a buyer can specify an XPath filtering expression that
ignores bids from a certain seller or bids that exceed a maximum per unit cost.
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Table 7-1 Overview of Types of XPath Expressions

The following table provides an overview of the various types of X Path expressions.

Type of XPath XOCP Router Logic Plug-In XOCP Filter Logic Plug-In
Expression
C-enabler Evduated: first Not applicable
# of XPath expressions: one
Defined by: c-enabler (in workflow or
application)
Purpose: defines recipients
Appliesto: XOCP business messages
from the sending c-enabler
Trading partner Evaluated: second Evaluated: fourth
# of XPath expressions: one or more # of XPath expressions: one or more
Defined in: repository (via C-Hub Defined in: repository (via C-Hub
Administration Console or Bulk Loader) ~ Administration Console or Bulk Loader)
Purpose: adds and removes recipients Purpose: determines whether or not to
Appliesto: all XOCP business messages ~ Send the message to the recipient
from the sending trading partner Appliesto: all XOCP business messages
to the recipient trading partner
C-hub Evaluated: third Evaluated: fifth

# of XPath expressions: one or more

Defined in: repository (via C-Hub
Administration Console or Bulk Loader)

Purpose: adds and removes recipients

Appliesto: all XOCP business messages
from all sending trading partners

# of XPath expressions: one or more
Defined in: repository (via C-Hub
Administration Console or Bulk Loader)

Purpose: determines whether or not to
send the message to the recipient

Appliesto: all XOCP business messages
to dl recipient trading partners

Inthe XOCP router logic plug-in, each X Path routing expression can examinedifferent
parts of the message-context document and select a different set of recipient trading
partners. The trading partners produced by each expression can either replace the
previously generated set of recipient trading partners or add to the current set.
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Thefollowing table steps through an example that shows how X Path routing
expressions can be used.

Table 7-2 Examplefor XPath Routing Expressions

XPath Expression Resulting Set of Recipient
Trading Partners

1. The c-enabler X Path expression selects A,B
trading partners A and B.

2. A trading partner X Path routing expression A, B, C
adds trading partner C.

3. A subsequent trading partner XPathrouting D
expression replaces all previoudy selected
trading partners with trading partner D.

4. A c-hub XPath routing expression adds D,B,F
trading partners B and F.

5. A subsequent c-hub X Path routing D,B
expression remove trading partner F.

Inthe XOCPfilter logic plug-in, each X Path filtering expression can examine different
parts of the message-context document to determine whether or not to forward the
message to the recipient trading partner. Each X Path filtering expression can return
true or f al se using different selection criteria. After an XPath filtering expression
returnsf al se, the message is blocked from further evaluation and is not sent to the
intended recipient.

An XPath expression can refer to the following kinds of information:

m Trading partner attributes, including:
e Standard attributes, such the trading partner name or a posta code

e Extended attributes, which are custom attributes defined by the c-hub
administrator

m  Message payload information, such as the type of business document, a purchase
order number, or an invoice amount
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Creating C-Enabler XPath Expressions

When sending an X OCP business message, the c-enabler for the sending trading
partner can specify a c-enabler X Path expression that defines the intended recipients
for the business message. The c-enabler X Path expression is defined in aWebL ogic
Process Integrator workflow or in a c-enabler application. This X Path expression
selects a subset of <t r adi ng- par t ner > nodes from the message-context XML
document that the XOCP router logic plug-in will generate.

The sending c-enabler defines this X Path expression and sends it to the c-hub aong
with the message. The c-enabler defines an XPath expression as follows:

If the c-enabler uses aworkflow to exchange business messages, the X Path
expression is defined in the workflow definition template and applied when the
c-enabler sends the message to the c-hub. Use the Send Business M essage dia og
to define the XPath expression. For more information, see Using Workflows to
Exchange Business M essages in the BEA WebLogic Collaborate Developer
Guide.

If the c-enabler uses a c-enabler application to exchange business messages, the
XPath expression is defined in the c-enabler application when it sends the
message to the c-hub. Call the set Expr essi on method on the

com bea. b2b. pr ot ocol . messagi ng. Message instance, passing the X Path
expression as the parameter. For more information, see Using XOCP C-Enabler
Applications to Exchange Business M essages in the BEA WebLogic Collaborate
Developer Guide.

Note: In many cases, ac-enabler application sends a business message to a
single, known trading partner; for example, to reply to arequest from that
trading partner. In this case, a c-enabler application can bypass the
evaluation of XPath expressions in the X OCP router logic plug-in by
specifying atrading partner name instead of an X Path expression. To
specify atrading partner name, call the set Reci pi ent method instead of
set Expr essi on onthecom bea. b2b. pr ot ocol . nessagi ng. Message
instance.
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Creating Trading Partner XPath Expressions

A trading partner X Path expression isan X Path expression that isdefined for atrading
partner. For routing, a trading partner X Path expression is used by the XOCP router
logic plug-in and is defined for the sending trading partner. For filtering, atrading
partner X Path expression is used by the XOCP filter logic plug-in and is defined for
the receiving trading partner.

Trading partner X Path expressions are defined in the repository. Y ou can use the
following toolsto create trading partner X Path expressions for the XOCP router logic
plug-in and the XOCP filter logic plug-in:

m Bulk Loader as described in “Importing Datainto the Repository” on page 3-3 in
Chapter 3, “Working with the Bulk Loader.” The format for an XPath expression
in arepository datafileis:

<xpat h-exp expressi on="XPat h_expression" type="type"/>

For more information about X Path syntax and usage, see The XML Path
Language Specification, published by the World Wide Web Consortium, at the
following URL: ht t p: / / www. w3. or g/ TR/ xpat h. ht m .

m  C-Hub Administration Console as described in “Defining X OCP Filters and
Routersfor a Trading Partner” on page 14-5 in Chapter 14, “Working with
Trading Partners.”
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The following table describes the properties that you set when using the C-Hub
Administration Console to define X Path expressions for trading partners and the
c-hub.

Table 7-3 Propertiesfor XPath Expressions

Component Description
XPath Expression XPath routing or filtering expression as previously described.
Type Flag that specifieswhether the results of evaluating the X Path

expression append or replace the results of the eval uations of
the previous X Path expressions.

Use Payload Flag that specifieswhether or not the X Path expression refers
to information in the payload part of the business message. If
the X Path expression references the payload, then the c-hub
will expand the payload during message processing.

Note:  For large messages, expanding the payload could
have a significant performance impact. If the XPath
expression does not reference the payload, itis
recommended that you should not select this option.
The XPath expression can refer only to elementsin
an XML document, not to bytesin an attachment.

For example, atrading partner might want to route requeststo trading partnersthat are
located in California. To do this, the trading partner can use the detail screen on the
Trading Partners tab in the C-Hub Administration Console to create the following
XPath expression for the XOCP router logic plug-in:

/ c- hub/ t radi ng- part ner [ ext ended- property-set/state="California’]

For another example, atrading partner might want to ignore bid requestsfor quantities
less than 100. To do this, the trading partner can use the detail screen on the Trading
Partners tab in the C-Hub Administration Console to create the following X Path
expression for the XOCP filter logic plug-in:

(/ c-hub/ nessage/ @essage- def - name=" Product Bid’ AND
/ c- hub/ message/ nessage-part[1]/quantity >= 100])
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Creating C-Hub XPath Expressions

A c-hub XPath expression is an X Path expression that is defined for a business
protocol. For routing, a c-hub XPath expression is used by the XOCP router logic
plug-in and is defined for all the X OCP business messagesthat passthrough the c-hub.
For filtering, a c-hub X Path expression is used by the XOCP filter logic plug-inand is
defined for al the X OCP business messages that pass through the c-hub.

C-hub X Path expressionsare defined in the repository. Y ou can use thefollowing tools
to create c-hub X Path expressions for the XOCP router logic plug-in and the XOCP
filter logic plug-in:

m Bulk Loader as described in “Importing Datainto the Repository” on page 3-3 in
Chapter 3, “Working with the Bulk Loader.” The format for an XPath expression
in arepository datafileis:

<xpat h-exp expressi on="XPat h_expression" type="type"/>

For more information about X Path syntax and usage, see The XML Path
Language Specification, published by the World Wide Web Consortium, at the
following URL: ht t p: / / www. w3. or g/ TR/ xpat h. ht m .

m  C-Hub Administration Console as described in “ Assigning Logic Plug-Insto
Business Protocols Definitions’ on page 13-2 in Chapter 13, “Working with
Business Protocol Definitions.”

Table 7-3 describes the properties that you set when using the C-Hub
Administration Console to define an X Path expression.

For example, ac-hub administrator might want to filter messages for trading partners
that are shippers so that they receive only shipping requests, while all other types of
trading partners receive al messages. To do this, the c-hub administrator can use the
Business Protocol Definitionstab in the C-Hub Administration Console to create the
following XPath expression for the XOCP filter logic plug-in:

(/ c- hub/ nessage/ @essage- def - nanme=" Shi ppi ng Request’ AND

/ c- hub/ t radi ng- par t ner/ ext ended- property-set/busi ness="shi pper’) OR
(/c-hub/ tradi ng- partner/extended- property-set/busi ness! = shi pper’)
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Part Il UsingtheC-Hub
Administration
Console

This section isacopy of the C-Hub Administration Console Online
Help. To start the C-Hub Administration Console, see“ Configuring
and Running the C-Hub Administration Consol€”’ on page 2-11in
Chapter 2, “Setting Up the C-Hub.”

Chapter 8.  Getting Started with C-Hub Administration
Chapter 9. Creating and Modifying C-Hubs

Chapter 10. Configuring Document Definitions for a C-Hub
Chapter 11. Configuring Message Definitions for a C-Hub
Chapter 12. Working with Logic Plug-Ins

Chapter 13. Working with Business Protocol Definitions
Chapter 14. Working with Trading Partners

Chapter 15. Setting Up Conversations

Chapter 16. Working with C-Spaces

Chapter 17. Setting Preferences

Chapter 18. Monitoring the C-Hub






CHAPTER

8

Getting Started with
C-Hub Administration

Thefollowing sections provide an overview of the C-Hub Administration Console and
explain how to log on and get started using the console:

Logging On to the C-Hub Administration Console
Starting the C-Hub

Stopping the C-Hub

Logging Off the C-Hub Administration Console
Overview of the C-Hub Administration Console

What's Next?

For more information on c-hubs and c-hub administration, see BEA WebLogic
Collaborate Getting Started and the BEA WebLogic Collaborate Developer Guide.

BEA WebL ogic Collaborate C-Hub Administration Guide 8-1



8 Getting Started with C-Hub Administration

Logging On to the C-Hub Administration
Console

When you start the C-Hub Administration Console, you get alogon screen.

Figure8-1 C-Hub Logon Screen

/ BEA WebLogic Collaboration Hub Administration Console - Microsoft Internet Explorer

J File Edit “iew Favortes Toolz Help |

JAereSS I@ http: / fiesvilZ2 beasys. com: 7001 AW LCHUbADminhubmain. jsp j @Go

bLogic Collaborate
Q\erf% BEA Weblog
a7

C-Hub Administration Console

Configuration
Monitoring

Preferences

Logoff

Help

Welcome to

BEA WebLogic Collaborate

C-Hub Administration Console

Mo Active session. Please login:

User Mame: |

Password: |
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Before you can do any c-hub administration tasks (monitoring or configuration), you
must log on to the system.

Table 8-1 Logon Fields

Field Description

User Name Enter your user name as defined in the administration security section of the
WebL ogic Server webl ogi c. properti es file

For more information on this, see Chapter 2, “ Setting Up the C-Hub,” and
Chapter 4, “Configuring Security.”

User Password Enter your user password.

Note: User names and passwords can be limited to monitoring only, or granted both
monitoring and configuration privileges.

When you have filled in the fields, click Submit to log on (or Reset to start over).

Submit checks your user credentials against the current WebL ogic Server realm. If
your user credentials are valid, the system checks to determine which administration
facility (configuration and/or monitoring) you are allowed to access.

If you are denied access, the same screen is displayed and a message informs you that
access is denied.
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If you are allowed access, asimilar screen is displayed without the login fields, as
shown in the following figure.

Figure8-2 C-Hub Administration Console Starting Screen after Login

3 BEA WebLogic Collaboration Hub Administiation Console - Microsoft Internet Explorer

J File Edit “iew Favortes Toolz  Help |

JAQdIBSS I@ hittp:  figswiDZ2. beasys. com: 7001 AW LCHUbddminhubmain. jsp j @Go

BEA WebLlogic Collaborate

C-Hub Administration Console

Configuration
Monitoring
Preferences

Logoff

Help

Welcome to
BEA WebLogic Collaborate
C-Hub Administration Console

Once you are logged in, you can do any of the following:

m Click Configuration to begin configuring a c-hub and the objectson it. (You
can do thisonly if your user name and password carry configuration privileges.)

m Click Monitoring to begin viewing reports on a running system.
m Click Help to get help information on the C-Hub Administration Console.

m Click Logoff to log off and exit the C-Hub Administration Console.
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Starting the C-Hub

There aretwo waysto start ac-hub. If thereisvalid c-hub information in the repository
and the following line is included in the webl ogi c. pr oper ti es file, the c-hub will
start up when you start the WebL ogic Server (WLS):

webl ogi c. system startupCl ass. W.CSt art up=com bea. b2b. hub. Start up

In this case, the c-hub will aready be running when you log on to the C-Hub
Administration Console. (After you log on, you can view the name and URL for the
running c-hub by clicking on Configuration in the left navigation panel, and then
clicking on the Hub tab if it is not already displayed.)

If there is valid c-hub information in the repository but no active c-hub (that is, no
start-up class linein the webl ogi c. proper ti es file), the Hub configuration screen
displays a Start HUB button. After you log on, you can click the Sart HUB button to
start the c-hub (based on the information stored in the Repository).

For more information on configuring and starting the C-Hub, see Chapter 2, “ Setting
Upthe C-Hub,” and Setting Up the WebL ogic Process I ntegrator Environment in BEA
WebLogic Collaborate Getting Started.

Stopping the C-Hub

To the stop the c-hub:
1. Click Configuration in the left navigation bar.
2. Click Shutdown HUB.
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Logging Off the C-Hub Administration
Console

Tolog off the C-Hub Administration Console, click L ogoff in the left navigation bar.

Overview of the C-Hub Administration
Console

The C-Hub Administration Console alows you to monitor and configure the entities
in ac-hub. The following sections provide a high-level view of the Administration
Console configuration and monitoring features and summarize how the user interface
works:

m A Quick Look at C-Hub Configuration with the Administration Console
m Relationships and Dependencies Among C-Hub Configuration Objects
m A Quick Look at C-Hub Monitoring

A Quick Look at C-Hub Configuration with the
Administration Console

Y ou can define and configure a c-hub and associated trading partners, documents,
conversations, and c-spaces. |n general, the task of configuring an item consists of the
following steps:

1. Click Configuration in the left navigation bar.

2. Click the tab for the item you want to configure (c-hub, trading partners,
documents, conversations, or c-spaces).
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Note: You must first create a c-hub before you can do any other configuration
tasks. For thisrelease, WebL ogic Collaborate supports only one c-hub per
repository, so the Administration Console alows only one c-hub to be
created.

. Fill inthe form fields (as described in the tables related to each screen on the
Administration Console) and click Add/Update to add a new entity or update an
existing one.

Note that many of the configurable items rely on other items being configured
appropriately, and you can navigate between screens to ensure all aspects of a
c-hub are fully defined. For example, you can link to definitions for Trading
Partners from the C-Spaces screen, or to definitions of Conversations from the
Document Definitions screen.
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8 Getting Started with C-Hub Administration

In general, you must fill in al fields except those fields marked as “optional” in
the field description tables in this Online Help.

Figure8-3 Exampleof a Configuration Screen (Trading Partner Configuration)

3 BEA WeblLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
Fie Edit Wiew Favortes Tools Help n
Addiess [ ] hitp: /viesl2 beasys com: 7001 AwLCHubd drnin/configtps ~| @60
= - “ = @ =
= @ [ a & | B & 49 &
Back Stop  Fefiesh  Home Search  Favorites  History Mail Size Frint  Messenger
Hub Document Message Logic Bpl::'tr:]ifj Trading Conversations c-
Configuration Definitions Definitions Plug-Ins Definitions Partners Spaces
Moanitoring
Preferences Partnerl HOME veriflerCSpace
Partner2 TNOMNE verifier CSpace
Logoff
caller HOME WipiterifierCSpace
Help callee TNOMNE Wilpiter ifierCSpare
Trading Partner Mame: |*
Description:
Address:
Certificate Field value:
WLS User Name:
Email:
Phane:
Fax:
State
& Enabled
" Dizabled
AddfUpdate Remove ‘ Querny ‘ Reset ‘
Copyright BEA Systems Inc,, 2000 ﬂ
|78 Localintranst

For the majority of c-hub configuration screens, the following buttons are available:

m  Add/Update adds information on the current form into the system if it does not
exist or updates the information in the system if the information currently exists.

m Remove removes the information in the current form from the system. A dialog
box will be displayed requesting confirmation. (See “ Relationships and
Dependencies Among C-Hub Configuration Objects’ on page 8-9.)
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m  Query filters (searches) the information displayed. Currently only asimple
guery on the name is supported. (The query is case-sensitive.) The syntax for
gueriesis:

* —returnsall
name* — returns names that begins with name

name — returns an exact match for nanme
m  Reset resets the current form fields

m |f there are more than 10 items (rows) available for viewing, Next and Previous
links are displayed immediately beneath the table. No more than 10 items are
shown per page. For example, on the Trading Partner tab shown in Figure 8-3,
only four trading partners are defined on the c-hub (Partnerl, Partner2, caller
and callee) so no Next/Previous links are shown. If there were more than 10, the
Next and Previous links would be displayed beneath the table of trading partners
to let you navigate through large numbers of trading partners. The Next/Previous
feature is available for al configurable c-hub entities (trading partners, document
definitions, message definitions, logic plug-ins, and so on).

The rest of this Online Help provides detail ed instructions on how to define and
configure each of the c-hub items including the c-hub itself, trading partners,
documents, c-spaces, and conversations.

Relationships and Dependencies Among C-Hub
Configuration Objects

C-Hub configuration requires that various types of references be established among
the objects, and that some objects act as containers for others. For example, aroleina
conversation must reference a trading partner; whereas, a conversation definition
containsroles. In the process of configuring a c-hub, you will quickly establish many
dependencies among the objects. It isimportant to understand these dependencies and
how various objects relate to one another.

Thisbecomesparticularly important if you want to remove an object. For example, you
need to understand that if you remove a conversation, you are also removing all the
roles you set up for that conversation.
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For the current release, the Administration Console does not prevent you from
removing objects with dependencies nor does it provide a detailed list of those
dependencies for an object you are about to remove. The following table explains all
references and containment relationshipsthat can exist among c-hub objects. Use this
table as a guide to track the dependencies among objects in your c-hubs.

Table 8-2 Relationships and Dependencies Among C-Hub Objects

C-Hub Object References Is Referenced By Contains
Hub All c-hub objects
Document Definition Message Definitions
M essage Definition Documents Roles
Logic Plug-in Business Protocol
Definitions

Business Protocol Logic Plug-Ins
Definition
Business Protocol Business Protocol C-Spaces

Definitions
Trading Partner Trading Partner Protocols
Trading Partner Business Protocol
Protocol Definitions
Conversation Roles
Definition
Role Conversation Definitions Message Definitions
C-Space Business Protocol URLS

Subscriptions
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A Quick Look at C-Hub Monitoring

File  Edit  iew

The C-Hub Administration Console provides aview into various reports and statistics
you can use to help you track and monitor a running c-hub. In general, the task of
monitoring an item consists of the following steps:

1

Click Monitoring in the left navigation bar.

Click the tab for the item or information you want to monitor (c-hub, c-spaces,
trading partners, conversations, WL C log, or error 10gs).

The appropriate information is displayed.

Figure 8-4 Exampleof a Monitoring Screen (Error Log)

Favoites

Tools  Help

Collaboration Hub Admi ation Console - Microsoft Internet Explorer

Address |€| hittpr A0 2 beasys core 7001 A4LCHURAminmoritorlogs

Configuration
Monitoring
Preferences

Logoff

Help

Hub C-Spaces Trading Partners Conversations Messages WLC Log

d:%beaiwlcollaborate1.0

Lo i Shubiwlc, log

Level: [4 =l

Lines per s

=g 260 = Fage UFP Fage DOWMN Page: 1

Fri Oct 27 15:57:26 PDT 2000: <Hub» INFO: License is walid =
Fri Oct 27 15:57:26 PDT 2000: <Hub> ERROR: (Internal)] Exception while getting re
Fri Oct 27 15:57:26 PDT 2000: <Hub> ERROR: Failed to read hub configuration info
Mon Oct 30 12:55:33 PST 2000: <Hub> INFO: License is walid

Mon Oct 30 12:55:33 PST 2000: <Hub> ERROR: (Internal) Exception while getting re
Mon Oct 30 12:55:33 P3T 2000: <Hub> ERROR: Failed to read hub configuration info
Mon Oct 30 13:22:01 PST 2000: <Hub> INFO: License is walid

Mon Oct 30 13:22:02 PST 2000: <Hub> WARNING: There is no Hub defined in the repo
Mon Oct 30 13:22:02 P3T 2000: <Hub> ERROR: (Internal)] Exception while retrieving
Mon Oct 30 13:22:02 PST 2000: <Hub> ERROR: Failed to read hub configuration info
Mon Oct 30 13:53:43 P3T 2000: <Hub> INFO: License is walid

Mon Oct 30 13:53:49 PST 2000: <HTTP-Transport:> INFO: WLC HTTP colocation support
Mon Oct 30 13:53:49 PAT 2000: <Hub> INFO: 3uccessfully losded business protocol
Mon Oct 30 13:53:45 P3T 2000: <Hub> INFO: Successfully loaded business protocol
Mon Oct 30 13:55:18 PST 2000: <User> *#%PartnerzZfervliet: PartnerZ starting enabl
Mon Oct 30 13:55:19 P3T 2000: <User> ****examples.verifier:3tartEnabler config=x:
Mon Oct 30 13:55:20 PST 2000: <ZOCP-Hub> INFO: Trading Partner, ParthnerzZ Jjoined
Mon Oct 30 13:55:20 P3T 2000: <Protocols> INFO: Registered trading partner Partn
Mon Oct 30 13:55:20 PST 2000: <User> ***Partnerifervlet: Partneri started.

Hon

Oct 30 13:55:32 P3T 2000: <User> *+*%examples.wverifier:3tartEnabler config=xw
»

Copyright BE& Systerns Inc., 2000
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Note that you can often access related items by navigating among the items on the
screensin addition to using thetabs. For example, you can link to trading partnersfrom
the c-spaces screen, and so on.

For details on c-hub monitoring, see Chapter 18, “Monitoring the C-Hub.”

What's Next?

Thefollowing sections describe in detail how to configure and monitor a c-hub:

Chapter 9, “Creating and Modifying C-Hubs.”

Chapter 10, “Configuring Document Definitions for a C-Hub.”
Chapter 11, “ Configuring M essage Definitions for a C-Hub.”
Chapter 12, “Working with Logic Plug-Ins.”

Chapter 13, “Working with Business Protocol Definitions.”
Chapter 14, “Working with Trading Partners.”

Chapter 15, “ Setting Up Conversations.”

Chapter 16, “Working with C-Spaces.”

Chapter 17, “ Setting Preferences.”

Chapter 18, “Monitoring the C-Hub.”
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CHAPTER

O Creating and
Modifying C-Hubs

The following sections provide key concepts and procedures for configuring and
working with c-hubs on the C-Hub Administration Console:

m What IsaC-Hub?

m Creating aNew C-Hub

m Modifying an Existing C-Hub

m Shutting Down aRunning C-Hub

m Removing an Existing C-Hub

m Loading Data Into the C-Hub or Exporting C-Hub Datato aFile

m Monitoring a C-Hub

What Is a C-Hub?

E-market isthe generic term for an environment or contai ner through which businesses
can conduct B2B e-commerce. The c-hub, as the centerpiece of WebL ogic
Collaborate, provides an e-market environment. As such, the c-hub is responsible for
routing messages between various WebL ogic Collaborate c-enabler components and
for managing the lifecycle of the conversations between the participating trading
partners. The c-hub offers a set of services to conduct, manage, and orchestrate
conversations (collaborations) between trading partners. These conversations are
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defined by message vocabularies, business models, process classifications, roles, and
other metadata. The WebL ogic Collaborate e-market environment consists of one or
more collaboration spaces, and a central c-hub.

A collaboration space (also known as a c-space) is an abstract entity in which trading
partners conduct and coordinate conversations for a specific business purpose.

A c-hub isapoint of control and exchange that represents an e-market owner. The
c-hub enables an e-market owner to create and host a c-space. The e-market owner,
through the c-hub, can host any number of c-spaces concurrently, with each c-space
supporting any number of trading partners. Trading partners can participate in any
number of conversations. Each trading partner uses a c-enabler to communi cate with
other trading partners, with all communication going through the c-hub.

Collaborators can communicate with each other by means of the c-hub. The c-hub
provides shared services to BEA participant (c-enabler) nodes such as conversation
and subscription management, security, administration, routing, local 1ogging, and
XML services.

For acomplete explanation of the c-hub, trading partners, conversations, c-spaces, and
other related concepts, see BEA WebLogic Collaborate Getting Sarted, particularly
the Overview.

Creating a New C-Hub

9-2

You must first create a c-hub before you can do any other configuration tasks, such as
configuring trading partners, documents, conversations and so on. There are two ways
to create anew c-hub:

m You can create a new c-hub with the Administration Console user interface (See
“Creating a New C-Hub Through the Administration Console” on page 9-3.)

m You can create a new c-hub by bulk-loading the data from a c-hub XML file via
the Import/Export button on the Hub tab. (See “ Creating a New C-Hub by
Importing an XML File" on page 9-5.)
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Creating a New C-Hub Through the Administration
Console

To create anew c-hub:

1. Click Configuration in the left navigation bar.

2. Click the Hub tab to display the C-Hub configuration screen (if it is not already

displayed).

Figure9-1 C-Hub Configuration

J BEA WeblLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
Fle Edi View Favoies Tooks | Help El
Address [&] hitp:fiesili2.beasys, com: 7001 AWLCHubédmin/canig/hubs =] oo
Logic Business 0
Document Message Trading q C-
" Hub o P Plug- Protocol Conversations
Configuration Definitions Definitions e Definitions Partners Spaces
Mom‘toring Hub Mame: Hub
Description: Loaded
Preferences Proxy Certificate Fisld Name
Logoff Host: * None
’— " Email
Help Port: " Fingerprint
Certificate Location:
Large Message Support Server Certificate Field Mame
F;USE Large Message Support * Naone
Location: " Emall
e .
Minirnurn Size ’— Fingerprint
B): 3 —
(eB: Private Key Location:
Retry
Interval ’U—
(Hilliseconds):
Count: 0
Update Remove ‘ Reset ‘ Shutdown HUB ‘ Import | Export |
Copyright BEA Systerns Inc., 2000 j
%A Local intranet
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3. Fill inthefields as described in the following table.

Note:

Table9-1 C-Hub Fields

For this release, WebL ogic Collaborate supports only one c-hub per
repository, so the Administration Console allows only one c-hub to be

created.)

Field

Description

Hub Name

Enter a name for the c-hub—this can be any meaningful name. (Limit is 256
characters.)

Description

Provide a brief description of the c-hub. (Limit is 256 characters.) (optional)

Proxy

Host - Enter the address of the proxy server used for the c-hub, if any. (For
example, nypr oxy. myconpany. com)

Port - Enter the port number for the proxy server.

Large Message
Support

Use L arge M essage Support - Check this box if you want to use large
message support. When this box is checkmarked, it indicates that large
message support functionality is enabled. (By default, large message
support is off.)

L ocation - If you are using large message support, indicate the directory
for the large message support system working files here.

Minimum Size - If you are using large message support, indicate the
minimum size for a message before the large message support
functiondity is enabled. (Minimum 3K)

Retry

Interval - Indicate the amount of time you want the c-hub to wait before
trying to send the same message again if unsuccessful the previous time.

The default is 1000 milliseconds.

Count - Indicate the number of times you want the c-hub to try to send a
message.

Certificate Field
Name

Select the certificate field you want to use for mapping trading partner
certificates to WL S users. The default is none. If noneis chosen, the WLC
system defaults to “email” field.

Certificate Location

Enter the full path name of the server certificate field (optional, required only
if SSL is used).
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Table 9-1 C-Hub Fields

Field Description
Server Certificate Select the certificate field you want to use for authenticating remote SSL host.
Field Name The default is none. If noneis chosen, the WebL ogic Collaborate system

defaultsto “email” field.

Private Key Location  Enter the full path name of the private key (optional, required only if SSL is
used).

4. Click Createto create a new c-hub.

You can also click Reset to discard your current changes and start again.

Creating a New C-Hub by Importing an XML File

Asan aternative to creating a new c-hub through the user interface fields, you can
import into the c-hub repository any properly formatted c-hub XML datafile that
describes the c-hub you want to create. C-hub XML datafilesfor all WebLogic
Collaborate examples are available for import. For more information on using both the
import and export features, see “L oading Data Into the C-Hub or Exporting C-Hub
Datato aFile’ on page 9-8.
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Modifying an Existing C-Hub

Y ou can modify the definition for an existing c-hub. (Note that modifying the name of
an existing c-hub is not allowed.)

To modify the definition for an existing c-hub:
1. Click Configuration in the left navigation bar.

2. Click the Hub tab to display the c-hub configuration screen (if it is not already
displayed).

Figure9-2 Modifying a C-Hub Configuration

Fie Edt View Favoites Tooks | Help El
Address [£] hitp:/ fiesi2 beasys.com: 7001 AL HubAdmindeanfigfhubs =] @60

Hub e LSS II;'lI:luggljE ?J:l;itr\;?:jsl U3y Conversations =
Configuration Definitions Definitions = Definitions Partners Spaces
Mom‘toring Hub Mame: Hub
Description: Loaded
Preferences Proxy Certificate Field Name
Logoff Host: & Mone
,— " Email
Help Fort:  Fingerprint
Certificate Location:
Large Message Support Server Certificate Fisld Name
W{Use Large Message Support & None
Location: £ Email
Minimum Size SRR
By 3
e: Private Key Location:

Retry
Interval ,D—
(Milliseconds):
Count: 0

Update Remove | Reae(| Shutdown HUB | Impurt| Expnrt‘

Copyright BEA Systems Inc., 2000

[
T Local intranet
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3. Edit the description or
4. asneeded.
5. Click Updateto update the c-hub.

You can also click Reset to discard your current changes and start again.

Shutting Down a Running C-Hub

Y ou can shut down or stop ac-hub that is currently running from either the c-hub
Configuration tab or the c-hub Monitoring tab:

1. Click on Monitoring in the left navigation bar, then click on the Hub tab (if not
already displayed).

or

Click on Configuration in the left navigation bar, then click on the Hub tab (if
not already displayed).

2. Click the Shutdown Hub button.

A confirmation dialog asksif you want to continue with the shutdown.

Microsoft Internet Explorer B4

@ Continue with shutdown?
Eancell

Click OK to confirm and shut down the c-hub, or click Cancel if you decide not
to perform the shutdown.
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Removing an Existing C-Hub

Y ou can remove an existing c-hub. This operation can be performed on arunning
c-hub; however, we recommend that you shut down the c-hub first.

To remove an existing c-hub:
1. Click Configuration in the left navigation bar.

2. Click the Hub tab to display the c-hub configuration screen (if it is not already
displayed).

3. Click Remove.

A confirmation dialog is displayed. If you click OK, the current c-hub is
removed from the database.

Note: When you remove a c-hub, you are removing all objects that it contains
(document definitions, message definitions, logic plug-ins, trading partners,
and so on.) If you want to save the current c-hub configuration data, be sureto
export the datato a c-hub XML data file before you remove the c-hub. (See
“Exporting Datafor a C-Hub to an XML File” on page 9-12.) See also
Table 8-2 for details on relationships and dependencies that can exist among
configured c-hub objects.

Loading Data Into the C-Hub or Exporting
C-Hub Data to a File

Y ou can use the WebL ogic Collaborate C-Hub Administration Console to import and
export c-hub data. (The Administration Console automatically accesses the Bulk

L oader to accomplish this.) As an alternative to creating a new c-hub through the user
interface fields described in “ Creating a New C-Hub Through the Administration
Console” on page 9-3, you can import into the Administration Console any properly
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formatted c-hub XML data file that describes the c-hub you want to create. Y ou can
also export data you have input through the Administration Console from the current
c-hub repository to an XML file for later use.

A typical scenario isone in which you create afirst c-hub by means of the
Administration Console Hub tab, then export that new c-hub description to a c-hub
XML datafile. Asyou create new c-hubs through the Administration Console, you
export them to c-hub XML datafiles for safekeeping. Once you have established a
collection of c-hub XML data files, you can import them as needed.

Y ou can a so begin by importing adefault c-hub XML datafileto use asatemplate for
creating new c-hubs.

Y ou can also use the bulk loading utility by working directly with the Bulk Loader
configuration files and DOS or UNIX commands on the command line.

For more information on this, see Chapter 3, “Working with the Bulk Loader.”
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Importing a C-Hub XML File

To import ac-hub XML fileinto the c-hub repository:

1. Make sure you are on the Hub configuration or monitoring tab.

2. Click Import to display the Import screen.

Figure9-3 Import Screen

3 BEA Weblogic Collaboration Hub Administration Console - Microsoft Internet Explorer
File Edit Wiew Favaites Took Help n
j o Go

Address ‘ﬂ hitp: Afieswi02 beasys.com: 7001 AwLCHubé dmin/config/import

Document Message ieslte Eeflizes Trading C-
. Hub L L Plug- Protocol Conversations
Conﬁguratlon Definitions Definitions Ins Definitions Partners Spaces
Monitorin
g File Mame; Browse
Preferences Initialize Database  Transaction Level
Logoff  Yes & Default
C Mo Al

Help

Import | Reset | Back to Hub

Copyright BEA Systems Inc., 2000

[of

T :
S Local intraet

&] Done
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3.

Indicate the full pathname of the c-hub XML file you want to import as described
in the following table.

Table9-2 C-Hub XML FileImport Fields

Field

Description

Filename

Enter the full pathname of the c-hub XML file you want to import. Y ou can type the
pathname directly into the field or click Browse and use the file browser to navigate to
the appropriate file.

Initialize Database

m  Select Yesto clear the existing c-hub data from the database during the import. In
this case, the imported data will replace the existing data.

m  Select No to retain the existing c-hub data in the database during import. In this
case, the imported data will be added to the existing data.

Transaction L evel

Indicate the transaction level you want to use when importing thisfile. The transaction
level you specify determines what actions to take if an error is detected during the
import. The options are:

m  Select All to perform the import process as a single transaction. (We suggest using
this option with small repositories.) If invalid data is detected in any of the c-hub
entities as represented in the data file, the bulk loader utility rolls back the entire
transaction and stops. The repository isleft in exactly the same condition asit was
before you started the import, with no data removed or added.

m  Select Default to perform the import with multiple transactions. (We suggest using
this default setting for large repositories.) If you choose this option, the import
initiates a transaction for each of the following entities: c-space, collaborator (a
trading partner in a c-space), conversation definition, trading partner, document
definition, transport protocol, module, business protocol definition, extended
property set, message definition. If invalid datais detected during any one of these
transactions, the bulk loader rolls back the current transaction only and continues
processing for the next transaction.

Click Import to load the data from the c-hub XML file into the c-hub repository.
This causes a new c-hub to be created from the c-hub XML file you imported.
The data you import displays in the Administration Console.

(You can aso click Reset to discard your current changes and start again.)
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Exporting Data for a C-Hub to an XML File

To export data for an existing c-hub from arepository created with the Administration
Consoleto an XML file:

1. Make sure you are on the Hub configuration or monitoring tab.

2. Click Export to display the Export screen.

Figure9-4 Export Screen

3 BEA weblogic Collaboration Hub Administration Console - Microsoft Internet Explorer
File Edt View Favoites Toolz Help n

Address |E_'| http: fieew)2 beasys. com: 7001 A4 LCH ubddmin/ config/export j p> Go
Document Message Lo sy Trading C-
. Hub o i Plug- Protocol Conversations
Configuration Definitions Definitions i~ Definitions Partners Spaces
Monitorin
€ File Marme: ‘ Erowse...
Preferences [E=_——
Logoff * Extensive (long)
" Standard {short)
Help
Export | Reset ‘ Back to Hub
Copyright BEA Systerns Inc., 2000 -
| B
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3. Indicate the full pathname of the c-hub XML file you want to export as described
in the following table.

Table 9-3 C-Hub XML File Export Fields

Field Description

Filename Enter the full pathname of the c-hub XML file you want to create or overwrite.
Y ou can type the pathname directly into the field or click Browse and use the
file browser to navigate to an appropriate location and file.

Format Indicate the format by clicking on either Extensive or Sandard. (Use the
Extensive format if you plan to migrate the data to another system or
environment.)

4. Click Export to export the datafrom the C-Hub Administration Console into the
c-hub XML file indicated. This causes the XML file to be created (or
overwritten).

(You can also click Reset to discard your current changes and start again.)

Monitoring a C-Hub

Y ou can monitor the trading activity on arunning c-hub by viewing reports on
c-spaces, trading partners, conversations, statistics, and error logs. For information on
how to monitor a c-hub, see Chapter 18, “Monitoring the C-Hub.”
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CHAPTER

10 configuring Document
Definitions for a C-Hub

The following sections provide key concepts and procedures for configuring and
working with document definitions with the C-Hub Administration Console:

What |s a Document Definition?

Adding New Document Definitions to the C-Hub

Viewing Document Definitions on a C-Hub

Modifying an Existing Document Definition

How Do Document Definitions Relate to Message Definitions?

Removing a Document Definition

What Is a Document Definition?

Trading partnersin a c-space use a set of agreed-upon XML document definitionsasa
way of exchanging information. Document definitions are related to roles and
conversations. That is, you can define entities that play particular roles (such as buyer
or seller) that engage in an exchange of information called a conversation. Document
definitions can be included in message definitions which are, in turn, assigned to roles
in conversations. The information exchange (conversation) entails sending and
receiving the agreed-upon message definitions (which include documents). A
document definition is the blueprint or schemathat defines a valid document.
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This topic explains how to add new document definitions to a c-hub or modify the
configurations for existing ones.

Adding New Document Definitions to the
C-Hub

To add a new document to the c-hub:
1. Click Configuration in the left navigation bar.

2. Click the Document Definitionstab to display the Document Definitions
configuration screen.

In this screen you can enter document definition information that is used to
create documents that trading partners will exchange in a conversation.

Figure 10-1 Document Definitions Configuration - Main Screen

/3 BEA Weblogic Collabotation Hub Administation Consols - Microsoft Intemet Explorer
Fie Edit Wiew Favortes Tools Help n
Address [ ] hitp: /vies02 bessys com: 7001w CHubddmin/corfigldocs ~| @60

Document Message Logic Business Protocol Trading Conversations

Cnnﬁguraﬁon Definitions Definitions Plug-Ins Definitions Partners Spaces
Monitoring request.dtd
reply.did
Preferences upper-renly.did
upper-request.did
Logoff
Document Definition Mame ’,‘—
HEIP (System I0):
Description:
URL:
AddfUpdate ‘ Remaove | Query | Reset |
Copyright BEA Systems Inc., 2000 e
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From this screen, you can describe definitions of documents that are used inside
conversations coordinated by the current c-hub. For this release, only XML
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Document Type Definitions (DTD) are allowed to describe document
definitions.

3. Fill inaDocument Definition Name, description, and URL as described in the
following table.

Table 10-1 Document Definitions Fields

Field Description

Document Definition ~ The document type description (DTD) system identifier (Limit is 256
Name characters.)

Description A description of the document (Limit is 256 characters.) (optional)

URL URL to indicate where the document is located. (Limit is 80 characters.)

4. Click Add/Updateto add a new document or update an existing one.

(You can aso click Reset to discard your current changes and start again.)
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Viewing Document Definitions on a C-Hub

To view the document definitions on a c-hub:
1. Click Configuration in the left navigation bar.

2. Click the Document Definitionstab to display the Document Definitions
configuration screen.

Figure 10-2 Document Definitions Configuration - Main Screen

/3 BEA Weblogic Collabotation Hub Administiation Consols - Microsoft Internet Explorer
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The Document Definitions configuration screen shows the document definitions
defined in the c-hub.

Using the Query Feature to Find Document Definitions

Notice the * in the Document Definition Name field. Thisis aspecial wildcard
character used for queries. In the above screen, the table shows all the document
definitions on the c-hub. Y ou can type text strings in the Document Definition Name
field and do queries on them to refine the table display. For instance, to display just
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document definitions that start with “re”’, you can input r e* in the Document
Definition Name field and click Query. (The query is case-sensitive.) To display
information just for r equest . dt d, you can enter r equest . dt d in the Document
Definition Namefield and click Query, or just click onther equest . dt d nameinthe
Document Definitions list.

Modifying an Existing Document Definition

Y ou can modify any or all of the settings for an existing document.

Fromthe main Document Definitions configuration tab, click on adocument definition
name under Document Definitions to display the document definition for that
document. (Asan example, the following figure showsthe document definition screen
for a document definition named “ request.dtd”.)

Figure 10-3 Document Definition for an I ndividual Document
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Y ou can modify the description or URL for a document definition from this screen.

Update the fields as needed and click Add/Update to save the changes.
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How Do Document Definitions Relate to
Message Definitions?

Document definitions are used in message definitions. For information on how to
create a multi-part message definition using document definitions as message parts,
see Chapter 11, “Configuring Message Definitions for a C-Hub.”

Removing a Document Definition

To remove a document definition:
1. Click Configuration in the left navigation bar.

2. Click the Document Definitionstab to display the Document Definitions
configuration screen.

3. Inthe Document Definition Name field, enter the full name of the document
definition that you want to remove, and click Remove.

or

Click on the document definition you want to remove to display the
configuration details for that document definition. On this screen, click Remove.

A confirmation diaog is displayed. If you click OK, the specified document
definition is removed and you are returned to the main Document Definitions
configuration screen.

Note: If the object you remove references or isreferenced by other objects (for
example, if amessage definition is using a document type you are about to
remove), those references will be removed. If the object you remove contains
other objects, those objects will be removed. See Table 8-2 for details on
relationships and dependenciesthat can exist among configured c-hub objects.
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CHAPTER

11 Configuring Message
Definitions for a C-Hub

The following sections provide key concepts and procedures for configuring and
working with message definitions on the C-Hub Administration Console:

m What Is a Message Definition?

m  Adding New Message Definitions to the C-Hub

m Viewing Message Definitions on a C-Hub

m  Modifying an Existing Message Definition

m How Do Message Definitions Relate to Roles and Conversations?
m Viewing the Roleto Which a Message Definition |s Assigned

m Viewing the Conversation in Which a Message Definition Is Used

m Removing a Message Definition

What Is a Message Definition?

A business message is the basic unit of communication exchanged between trading
partnersin a conversation. The message definition defines the business content
(business documents and attachments) of the business message. A message definition
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consists of ordered message partswhich can have a content type of binary or XML. An
XML message part defines a business document and requires a document definition.
A binary type message part defines an attachment and requires no other information.

This topic explains how to add new message definitions to a c-hub or modify the
configurations for existing ones.

Adding New Message Definitions to the
C-Hub

To add a new message definition to the c-hub:
1. Click Configuration in the left navigation bar.

2. Click the M essage Definitions tab to display the Message Definitions
configuration screen.

11-2 BEA WebL ogic Collaborate C-Hub Administration Guide



Adding New Message Definitions to the C-Hub

This screen is used to enter message definition information.

Figure11l-1 Message Definitions Configuration - Main Screen
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From this screen, you can create message definitions of messages that are used
inside conversations coordinated by the current c-hub.
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3. Fill inthefields as described in the following table.

Table 11-1 M essage Definition Fields

Field Description
M essage Definition Enter a name for the message definition. Limit is 256 characters.
Name

Message Description  Enter adescription of the message definition. Limit is 256 characters.
(optional)

M essage Parts Y ou can build a multi-part message by using theright and | eft arrowsto move
both binary message definitions and XML documents into the Assigned
Message Parts. Create each message part as follows:

m  Content Type - Select either t ext / xml or bi nar y asthe content type.

m  Documents- If content typeist ext/ xni , select adocument (*. dt d)
and use the right arrow key to moveit into the Assigned list for Message
Parts.

Note: Message definitions use document definitions as message parts. For
information on how to create document definitions, see Chapter 10,
“Configuring Document Definitions for a C-Hub.”

m  Message Parts- Thislist can contain XML documents and any binary
message definitions you want to include in the message definition. Usethe
up and down arrows to put the message partsinto the appropriate order or
sequence. Use the right and left arrow buttons to move documents and
binary definitionsin and out of the Message Parts list.

4. Click Add/Update to add a new message definition.

(You can also click Reset to discard your current changes and start again.)
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Viewing Message Definitions on a C-Hub

To view the message definitions on a c-hub:
1. Click Configuration in the left navigation bar.

2. Click the M essage Definitions tab to display the Message Definitions
configuration screen.

Figure11-2 Message Definitions Configuration - Main Screen
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The Message Definitions configuration screen shows the messages that are
defined in the c-hub and conversations that use them.
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Using the Query Feature to Find Message Definitions

Noticethe* inthe Message Definition Name field. Thisisaspecia wildcard character
used for queries. Inthe above screen, the table shows all the message definitionsonthe
c-hub. Y ou can type text stringsin the Message Definition Name field and do queries
on them to refine the table display. For instance, to display just message definitions
that start with “re”, you can input r e* in the Message Definition Name field and click
Query. (The query is case-sensitive.) To display information just for r equest , you
can enter r equest inthe M essage Definition Namefield and click Query, or just click
ontherequest namein the Message Definitions list.
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Modifying an Existing Message Definition

Y ou can modify any or all of the settings for an existing message definition.

From the main Message Definitions configuration tab, click on a message definition
name under Message Definitions to display the definition for that message. (As an
example, the following figure shows the message definition screen for a message
named “request”.)

Figure 11-3 Definition for an Individual M essage
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From this screen, you can modify the message definition, message description, content
types for document definitions, and which document definitions to include in the

message definition.
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To modify a message definition, update the fields as needed and click Add/Updateto
save the changes.

How Do Message Definitions Relate to
Document Definitions?

M essage definitions use document definitions as message parts for business messages.
For information on how to create document definitions, see Chapter 10, “ Configuring
Document Definitions for a C-Hub.”

How Do Message Definitions Relate to Roles
and Conversations?

Message definitions are used in roles which are, in turn, used in conversations. When
you set up a conversation, you need to define roles for it (such as“requestor” and
“replier”), and assigh message definitions to those roles. For example, a“requestor”
might be set up to send ar equest message and receive ar epl y message. Whereas,
the“replier” might be set up to receivear equest message and send ar epl y message.

For information on how to define and configure a conversation and its participant
roles, see Chapter 15, “ Setting Up Conversations.”
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Viewing the Role to Which a Message
Definition Is Assigned

To view the role to which a message definition is assigned, start from the main
Message Definitions configuration tab and click on the name of a conversation in the
Conversations list. This takes you to the configuration information for that particul ar
conversation (on the Conversations tab), where you can view details about the
conversation and roles associated with it.

Note: If amessage definition has not yet been assigned to a conversation, the
Conversations columnwill show [NONE] indicating no conversationsfor that
document.

Viewing the Conversation in Which a
Message Definition Is Used

To view the conversations in which a message definition is used, start from the main
Message Definitions configuration tab and click on the name of a conversation in the
Conversations list. This takes you to the configuration information for that particul ar
conversation (on the Conversations tab).

For information on how to define and configure a conversation, see Chapter 15,
“Setting Up Conversations.”
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Removing a Message Definition

To remove a message definition:
1. Click Configuration in the left navigation bar.

2. Click the M essage Definitions tab to display the Message Definitions
configuration screen.

3. Inthe Message Definition Name field, enter the full name of the message
definition that you want to remove, and click Remove.

or

Click on the message definition you want to remove to display the configuration
details for that message definition. On this screen, click Remove.

A confirmation dialog is displayed. If you click OK, the specified message
definition is removed and you are returned to the main Message Definitions
configuration screen.

Note: If the object you remove references or isreferenced by other objects (for
example, if aconversation is using a message definition you are about to
remove), those references will be removed. If the object you remove contains
other objects, those objects will be removed. See Table 8-2 for details on
relationships and dependenciesthat can exist among configured c-hub objects.
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CHAPTER

12 Working with Logic
Plug-Ins

The following sections provide key concepts and procedures for configuring and
working with logic plug-ins on the C-Hub Administration Console:

m What Are Logic Plug-Ins?
m  Setting Up aLogic Plug-In
m Viewing Logic Plug-Inson a C-Hub
m Modifying an Existing Logic Plug-In
m Removing aLogic Plug-In

For more information on logic plug-ins, see Developing Logic Plug-Insin the BEA
WebLogic Collaborate Developer Guide.

What Are Logic Plug-Ins?

The message flow through the c-hub begins with an incoming message from a
c-enabler, proceedsto the routing service, and endswith the c-hub sending an outgoing
message. Thisflow is usually described from the perspective of the c-enabler client,
rather than the c-hub. In this context, the incoming message flow through the router is
considered to be part of send-siderouting (because the messageis sent by the c-enabler
to the c-hub). The outgoing message sent by the c-hub is considered to be available for
receive-side filtering (because it is received by the c-enabler from the c-hub).
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WebL ogic Collaborate provides arouter and afilter for each business protocol that it
supports. Each router and each filter consists of a chain of logic plug-ins. Y ou can add
your own logic plug-ins to the routers and filters. The plug-in code must conform to
BEA guidelines and interfaces. These logic plug-ins (components in filters and
routers) allow you as a c-hub owner to provide additional processing (rules) for the
information passing through the c-hub.

m  On the send-side, the router determines the trading partner(s) to whom a
message should be routed. Router plug-ins, either provided by BEA or written
by the c-hub owner, can add or remove recipients from the list.

m Onthereceive-side, thefilter receives a message destined for a single trading
partner recipient and decides whether to send the message. C-hub owners can
add their own filter plug-ins, or use those provided by BEA.

However, you are not limited to using the plug-ins strictly for filtering and routing
tasks. Asac-hub owner, you can customize the “filter” and “router” plug-insfor many
purposes other than filtering and routing, such as sampling, validating, auditing,
billing, and so on. The following table shows some simple examples of the kinds of
additional processing rulesyou might want to implement and perform on data flowing
through the c-hub.

Table 12-1 Examples of Using Router and Filter L ogic Plug-Ins on the C-Hub
for Various Types of Additional Processing

Plug-Into Use Example Ruleto be I mplemented

Router “If acomputer chip order over $1M is submitted, make sure that
NewChipCo is one of the recipients.”

Filter or Router “After January 1, 2000, no orders should be sent to OldChipCo.”

Filter or Router “Log all senderg/recipients of messages for billing purposes.”

Filter or Router “Sample 1 out of every N messages of type X for standards
compliance.”

Filter or Router “For messages of type X, how many are conversation version 1

versus conversation version 27’

For more information on what logic plug-ins are and how to construct and use them,
see Developing Logic Plug-Ins in the BEA WebL ogic Collaborate Devel oper Guide.
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Setting Up a Logic Plug-In

Setting up a new logic plug-in definition on the c-hub consists of the following tasks:
m  Step 1. Name Plug-1n and Provide Parameters.

m Step 2. Assign the Logic Plug-In to a Business Protocol Definition.
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Step 1. Name Plug-In and Provide Parameters.

1. Click Configuration in the left navigation bar.

2. Click the L ogic Plug-Instab to display the Logic Plug-Ins configuration screen.

Figure12-1 Logic Plug-Ins Configuration
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The Logic Plug-Ins list shows the logic plug-ins currently defined and available
for use. The Business Protocols Definitions list shows the protocol assigned for
each plug-in.

Note: If alogic plug-in has a parameter name of bea. hi dden and avalue of
t rue, thenit will not show up on the Logic Plug-Insscreen list unlessyou
have checked Show hidden logic plug-insin the Preferences screen. (For
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more information on the “hidden logic plug-ins” setting, see Chapter 17,
“Setting Preferences.”)

3. Fill inthefields as described in the following table.

Table 12-2 Logic Plug-Ins Fields

Field Description

Logic Plug-ln Name  Enter the name of anew logic plug-in you want to create.
Thelogic plug-in is one that you define based on code you have written and
what you want to track or accomplish with regard to the data passing through
your c-hub.

Java Class m  Name- Enter the name of the Java class specifying your implementation
of this particular logic plug-in.

m Parameters- IntheParameter Namefield, enter thename of aparameter
to beread at initialization. For example, you might want to specify the
name of adatabase where you want to store data, the type of message you
want to audit, or atimeto start or stop operations. Inthe Par ameter Value
field, enter avalue for your initidization parameter. When you have the
parameter name and value specified as desired, use theright arrow button
to movethe parameter you have defined into the Assigned list box for Java
class parameters.
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4. Click Add/Update to create the new logic plug-in. Your new logic plug-in should
show up inthe Logic Plug-Ins list.

(You can also click Reset to discard your current changes and start again.)

Initially, your new logic plug-in will not be assigned to a business protocol, so
[NONE] will show up under Business Protocols list for that logic plug-in.

Figure12-2 New Logic Plug-ln Added
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Step 2. Assign the Logic Plug-In to a Business Protocol
Definition.

Y ou can create new “flavors’ of an existing business protocol based on the particulars
of your enterprise, but this is not a task that can be handled in the C-Hub
Administration Console.

Y ou will probably be accessing the Business Protocol Definitions tab in the C-Hub
Administration Console primarily for the purpose of assigning logic plug-ins
(componentsin filters and routers) to an existing protocol like X OCP.

For information on developing logic plug-insto use in routers and filters, see
Developing Logic Plug-Ins in the BEA WebL ogic Collaborate Developer Guide. For
more information on using XOCP filters and routers, see Chapter 7, “ Routing and
Filtering XOCP Business M essages.”

To assign alogic plug-in to a business protocol:

1. Click on the business protocol name under the Business Protocols Definitions list
on the Logic Plug-Instab. In our example, we select XOCP. (If you haven't
assigned a business protocol yet, you can click on [NONE] which shows up under
Business Protocols list for that logic plug-in.)
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This brings up the main Business Protocol Definitions Screen.

Figure 12-3 Business Protocol Definitions Screen
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2. Click on the business protocol you want to use. The C-Hub Administration
Console displays the Business Protocol Definitions screen where you can assign
logic plug-ins (componentsin filters and routers) to the selected business
protocol. (For our “MyNewPlugin” example, we choose XOCP)) Logic plug-ins
you have defined on the Logic Plug-in tab show up on the detail screen for a
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business protocol definition as available logic plug-insin the Filter Chain and
Router Chain group areas. You can move them into the Assigned list box to
assign them to filter and router chains.

Figure12-4 Assign Logic Plug-Insto a Business Protocol Definition
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Note: If alogic plug-in has a parameter name of bea. hi dden and avalue of
tr ue, thenitwill not show up on Available Logic Plug-inslistsinthe Filter
and Router Chain lists unless you have checked Show hidden logic
plug-ins on the Preferences screen.
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3. To create Filter Chains and Router Chains, use the arrow buttons to move the
logic plug-ins you want to assign to this business protocol into the Assigned lists.
Once you have the appropriate filters and routers showing in the “Assigned” list
box, use the up and down arrow buttons to order the chain of filters and routers

appropriately.
Note: XOCP filters and routers can be used only for XOCP business protocol

definitions. Likewise, RosettaNet filters and routers can be used only for
RosettaNet business protocol definitions.

4. To define an XPath expression for the X OCP filter logic plug-in or the XOCP
router logic plug-in, use the XOCP Filter Configuration and X OCP Router
Configuration groups, respectively, as described in the following table.

Note: If you definean XPath expressioninthe XOCP Filter Configuration group,
this X Path expression will be added to the X OCP filter logic plug-in.
Similarly, if you define an XPath expression in the X OCP Router
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Configuration group, this X Path expression will be added to the XOCP
router logic plug-in.

Table 12-3 XPath Fieldsfor XOCP Filter and XOCP Router Configurations

Field

Description

XPath Expression

Enter an X Path expression in this text field. (XPath isthe XML path language. An XPath
expression is a string that specifies intended recipients of a business message using XPath
syntax.)

These X Path expressions are evaluated in sequence at run time agai nst the message-context
XML document, which has the content of the message along with meta information about
the message, such as the sending and receiving trading partners, conversation information,
and versioning.

In the XOCP router logic plug-in, each X Path router expression can examine different parts
of themessage-context document and select adifferent set of recipient trading partners. The
trading partners produced by each expression can either replacethe previously generated set
of recipient trading partners or add to the current set.

In the XOCP filter logic plug-in, each XPath filter expression can examine different parts
of the message-context document to determine whether or not to forward the messageto the
recipient trading partner. Each XPath filter expression canreturnt r ue or f al se using
different selection criteria. After an XPath filter expression returnsf al se, the message is
blocked from further evaluation and is not sent to the intended reci pient.

For example, you might want to filter messages for trading partnersthat are shippers so that
they receive only shipping requests, while all other types of trading partnersreceive all
messages:

(/ c- hub/ message/ @ressage- def - nane=" Shi ppi ng Request’ AND

/ c-hub/ tradi ng- part ner/ ext ended- property-set/busi ness="shi pper’) OR
(/ c-hub/ tradi ng- partner/ ext ended- property-set/busi ness! =" shi pper’)

Type

Select either Append or Replace. If you choose Append, the results of eval uating the new
XPath expression are added to the results of the eval uations of any preceding X Path
expressions. If you choose Replace, the results of evaluating the new XPath expression
replace the results of the evaluations of all preceding XPath expressions.

Use Payload

Select whether to use payload. (A checkmark indicates payload will be used.) If you select
Use Payload, the generated message-context document will include message parts from the
payload.

When you have defined the X Path expression you want to use and set the type
and payload filtering options, click on the right arrow button to move the XPath
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expression into the Assigned list. (You can use the |eft arrow button to remove
an expression from the Assigned list.)

These fields and options work the same way for both XOCP Filter Configuration
and XOCP Router Configuration.

Note: When you use the Business Protocol Definitionstab to create an XPath
expression, you are defining a c-hub XPath expression. C-hub XPath
expressions are applied to all XOCP business messages flowing through
the c-hub. (In contrast, you can a so define X Path expressions for a
particular trading partner which are applied only to X OCP business
messages sent or received by a particular trading partner.)

5. When you have the appropriate logic plug-ins listed in the Filters and Routers
lists, click Add/Update to assign these plug-ins to the selected business protocol.

The plug-in assignments are processed, and you are returned to the main
Business Protocol Definitions screen. A status message is displayed indicating
that the business protocol assignment has been made to the appropriate logic
plug-in.
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If you now click the Logic Plug-Ins tab to display the main Logic Plug-Ins
configuration screen, you should see your new plug-in assigned to the
appropriate business protocol.

Figure12-5 New Logic Plug-In Added to Plug-InsList with Protocol Assignment
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For more information on business protocols, see Chapter 13, “Working with Business
Protocol Definitions.”
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Viewing Logic Plug-Ins on a C-Hub

To view logic plug-ins on a c-hub:
1. Click Configuration in the left navigation bar.

2. Click the L ogic Plug-Instab to display the logic plug-ins configuration screen.

Figure 12-6 Viewing Logic Plug-Ins
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The Logic Plug-Ins configuration screen shows a table of logic plug-ins
currently defined in the c-hub (except those configured as bea. hi dden) and the
business protocol s associated with each plug-in.
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Using the Query Feature to Find Logic Plug-Ins

Noticethe* inthe Logic Plug-In Namefield. Thisisaspecial wildcard character used
for queries. In the above screen, the table shows all the logic plug-ins on the c-hub
(except those configured as bea. hi dden). Y ou can type text stringsin the Logic
Plug-1n Name field and do queries on them to refine the table display. For instance, to
display just logic plug-ins that start with “XOCP”, you can input XOCP* in the Logic
Plug-In Name field and click Query. (The query is case-sensitive.) To display
information just for XOCP- Rout er , you can enter XOCP- Rout er in the Logic Plug-1n
Name field and click Query, or just click on the XOCP- Rout er namein the Logic
Plug-Ins list.
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Modifying an Existing Logic Plug-In

Y ou can modify any or all of the existing logic plug-ins set up on a c-hub.

From the main Logic Plug-Ins configuration tab, click on alogic plug-in name under
Logic Plug-Insto display the configuration for that plug-in. (As an example, the
following figure shows the configuration screen for alogic plug-in named
“XOCP-Router”.)

Figure 12-7 Configuration for an Individual Logic Plug-In

3 BEA WeblLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
File Edit “iew Favoites Tools Help “
Address [&] http ieswl2 beasys com 7001 ALCHLUEAdmin confiaduseresits PouerySting=+<0CP-Fauter =] @
Logic Business q
Document Message Trading . C-
. Hub L L Plug- Protocol Conversations
Configuration Definitions Definitions e Definitions Partners Spaces
Monitoring
Preferences XOCP-Rouber XOCP
Logoff Logic Plug-In Name: [<OCP-Rauter
Help Java Class
Mame: ‘Cum.bea bZb.protocal xocp.=0
Pararneters
Assigned
Name: | —
value: | d—
Add/Update Remove | Cluery | Resat |
Copyriaht BEA Systems Inc., 2000 | d
3
Tt Local inianet

#] Done

12-16 BEA WebL ogic Collaborate C-Hub Administration Guide



Removing a Logic Plug-In

Y ou can modify the configuration for the selected plug-in from this screen. Simply
redefine the name, parameters, or other attributes as needed, then click Add/Update
to save the changes. (For details on the fields, see Table 12-2.)

Removing a Logic Plug-In

Warning: Do not removethe BEA-provided logic plug-insfor XOCP or RosettaNet.
Removal of these plug-inswill disable the WebL ogic Collaborate c-hub.
Y ou can add and remove your own, customized logic plug-ins as needed.

To remove a customized logic plug-in:
1. Click Configuration in the left navigation bar.
2. Click the Logic Plug-1nstab to display the Logic Plug-Ins configuration screen.

3. IntheLogic Plug-In Name field, enter the full name of the logic plug-in that you
want to remove, and click Remove.

or

Click on the logic plug-in you want to remove to display the configuration
details for that logic plug-in. On this screen, click Remove.

A confirmation dialog is displayed. Click OK to remove the specified logic
plug-inin. You are returned to the main Logic Plug-Ins configuration screen.

Note: If the object you remove references or is referenced by other objects (for
example, if abusiness protocol isusing alogic plug-in you are about to
remove), those references will be removed. If the object you remove contains
other objects, those objects will be removed. See Table 8-2 for details on
rel ationships and dependencies that can exist among configured c-hub objects.
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CHAPTER

13 Working with Business
Protocol Definitions

The following sections provide key concepts and procedures for configuring and
working with business protocol definitions on the C-Hub Administration Console:

m  What Are Business Protocol s?

m Assigning Logic Plug-Insto Business Protocols Definitions

m Using the Query Feature to Find Business Protocol Definitions
m Adding a Business Protocol Definition

m Removing a Business Protocol Definition

For more information on business protocol definitions, see the BEA WebLogic
Collaborate Developer Guide.

What Are Business Protocols?

A business protocol defines how a business message will be processed by the c-hub,
including how it isread off the wire; how it is routed to one or more recipients; and
how it will be put back on the wire and sent to its destination. A business protocol also
defines the details of persistence, retries, and quality of service, in general.
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13 Working with Business Protocol Definitions

WebL ogic Collaborate provides XOCP and RosettaNet protocol support. You can
customize and extend these protocols beyond the out-of -the-box functionality they
offer by adding your own logic plug-ins. (See Chapter 12, “Working with Logic
Plug-Ins.”)

Figure 13-1 Business Protocol Definitions Screen
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For more information on business protocols, see Chapter 6, “Configuring Business
Protocols,” and Overview in BEA WebLogic Collaborate Getting Sarted.

Assigning Logic Plug-Ins to Business
Protocols Definitions

Y ou can create new “flavors’ of an existing business protocol like XOCP or
RosettaNet based on the particulars of your enterprise, but thisisnot atask that can be
handled in the C-Hub Administration Console.
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Y ou will probably be accessing the Business Protocol Definitions tab in the C-Hub
Administration Console primarily for the purpose of assigning logic plug-ins
(componentsin filters and routers) to an existing protocol like X OCP.

For a detailed description on how to assign logic plug-ins to business protocols, refer
to “Step 2. Assign the Logic Plug-In to a Business Protocol Definition.” on page 12-7
in Chapter 12, “Working with Logic Plug-Ins.”

For information on developing logic plug-insto use in routers and filters, see
Developing Logic Plug-Ins in the BEA WebL ogic Collaborate Developer Guide. For
more information on using XOCP filters and routers, see Chapter 7, “ Routing and
Filtering XOCP Business M essages.”

Using the Query Feature to Find Business
Protocol Definitions

Adding

Noticethe* in the Business Protocol Definition Namefield. Thisisaspecia wildcard
character used for queries. In the above screen, the table shows all the business
protocol definitions on the c-hub (except those configured as bea. hi dden). You can
typetext stringsin the Business Protocol Definition Namefield and do queriesonthem
to refine the table display. For instance, to display just business protocol definitions
that start with “X”, you can input X* in the Business Protocol Definition Namefield
and click Query. (The query is case-sensitive.) To display information just for XocP
protocols, you can enter XOCP in the Business Protocol Definition Namefield and click
Query, or just click on the XOCP name in the Business Protocol Definitions list.

a Business Protocol Definition

To add a business protocol definition, you must use the Bulk Loader to load an
appropriately defined XML configuration file.

For more information, see Chapter 3, “Working with the Bulk L oader.”
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Removing a Business Protocol Definition

Warning: Do not removethe BEA-provided business protocol definitionsfor XOCP
or RosettaNet. Removal of these protocols will disable the WebL ogic
Collaborate c-hub. Y ou can add and remove your own, customized
business protocol definitions as needed.

To remove a customized business protocol definition:
1. Click Configuration in the left navigation bar.

2. Click the Business Protocol Definitionstab to display the Business Protocol
Definitions configuration screen.

3. Inthe Business Protocol Name field, enter the full name of the business protocol
definition that you want to remove, and click Remove.

or

Click on the business protocol definition you want to remove to display the
configuration details for that business protocol definition. On this screen, click
Remove.

A confirmation dialog is displayed. If you click OK, the specified business
protocol definition is removed and you are returned to the main Business
Protocol Definitions configuration screen.

Note: If the object you remove references or isreferenced by other objects (for
example, if alogic plug-inisassigned to abusiness protocol definition you are
about to remove), those references will be removed. If the object you remove
contains other objects, those objectswill beremoved. See Table 8-2 for details
on relationships and dependencies that can exist among configured c-hub
objects.
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CHAPTER

14 Working with Trading
Partners

The following sections provide key concepts and procedures for configuring and
working with trading partners on the C-Hub Administration Console:

What Are Trading Partners?

Creating a Trading Partner

Defining XOCP Filters and Routers for a Trading Partner
Defining Server-Side Security Values for a Trading Partner
Assigning a Trading Partner to a TP Protocol

Adding Extended Properties for a Trading Partner
Viewing Trading Partners on a C-Hub

Modifying an Existing Trading Partner

Viewing Configuration Details for Trading Partners

How Do Trading Partners Relate to C-Spaces?

Removing a Trading Partner

For introductory information about trading partners, see Overview in BEA WebL ogic
Collaborate Getting Started. For more information about developing trading partner
applications, see the BEA WebLogic Collaborate Devel oper Guide.
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14 Working with Trading Partners

What Are Trading Partners?

A trading partner represents an entity, such as a company, that is authorized to
participate in collaboration activity through BEA WebL ogic Collaborate. A trading
partner is authorized to participate in one or more predefined collaboration spaces
(c-spaces). Within a c-space, atrading partner can participate in one or more
conversations by being subscribed (authorized) to arole in one or more conversation
definitions. Trading partners are registered on the c-hub level, so the c-hub
administrator must first define and configure them, specifying such attributes as name,
address, e-mail, phone, and fax information for each trading partner.

For acomplete explanation of what trading partners are and how they relate to
e-markets and collaboration spaces, see BEA WebL ogic Collaborate Getting Started,
particularly the Overview.

Creating a Trading Partner

To create anew trading partner:
1. Click Configuration in the left navigation bar.

2. Click the Trading Partners tab to display the Trading Partners configuration
screen.

3. Fill inthefields as described in the following table.

Table 14-1 Trading PartnersFields

Field

Description

Trading Partner
Name

Enter the name of a new trading partner you want to create or modify. (Limit
is 256 characters.) Note that the trading partner name you enter in this field
must be the same as the <trading-partner name> defined in the XML file for
the c-enabler.

Description

Enter a brief description of the trading partner. (Limit is 256 characters.)
(optional)
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Table 14-1 Trading Partners Fields

Field

Description

Address

Enter the physical address of the trading partner. (Limit is 256 characters.)
(optional)

Certificate Field
Value

Thisisthe certificate field value for the certificate-field name specified in the
Hub tab. The value is used when fingerprint is chosen in the Hub tab. When
email or none are chosen, then the email addressis used. The value is used
while mapping the trading partner certificate to a WebLogic Server (WLS)
user. (Thisisaclient-side security setting related to connections flowing from
the trading partners' c-enablersto the c-hub. For information on how to set
server-side security for connections flowing out from the c-hub, see“ Defining
Server-Side Security Values for a Trading Partner” on page 14-8.)

WLSUser Name

WLS user field lists the WebL ogic Server user the trading partner certificate
should be mapped to while executing messages sent by that trading partner.
(Thisisaclient-side security setting related to connections flowing from the
trading partners’ c-enablers to the c-hub. For information on how to set
server-side security for connections flowing out from the c-hub, see“ Defining
Server-Side Security Values for a Trading Partner” on page 14-8.)

Email Enter the e-mail address for the trading partner. (Limit is 256 characters.)

Phone Enter the phone number for the trading partner. (Limit is 256 characters.)
(optional)

Fax Enter the fax number for the trading partner. (Limit is 256 characters.)
(optional)

Sate Select Enabled or Disabled.
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Figure14-1 Trading Partners Configuration
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4. Click Add/Update to create the new trading partner. Your new trading partner
should show up in the Trading Partners list.

(You can also click Reset to discard your current changes and start again.)

When you create a new trading partner, initialy it will not be part of a collaboration
space (c-space) until you assign it to one. Thisisindicated by the label [NONE]
showing next to the newly added trading partner under the C-Spaces list. Y ou can add
trading partners to c-spaces that you set up on the C-Spaces tab. From the Trading
Partnerstab, you can click on the c-space for atrading partner (or [NONE] if noneare
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defined) and go directly to the C-Spaces tab. (Information on how to create c-spaces
and add trading partnersto them is described in the topic “ Working with C-Spaces’ on
page 16-1.) Y ou can skip to thistask now, or continue working through the Trading
Partner tasksin sequentia order, depending on which entities you would liketo set up
first. When you later define c-spaces and add trading partners to them, those
relationships will be reflected on the Trading Partners screen shown in Figure 14-1.

Similarly, when first created, the trading partner will not be assigned to a trading
partner (TP) protocol, and the TP Protocol for the new trading partner will be[NONE].
(For more information on this, see“Assigning a Trading Partner to a TP Protocol” on
page 14-10.)

Defining XOCP Filters and Routers for a
Trading Partner

Y ou can use XOCP filters and XOCP routers to control the flow of XOCP business
messages exchanged among trading partnersin a c-space. (Notethat X OCP filtersand
XOCP routers can be used only for XOCP business protocol definitions.)

For more information about XOCP filters and X OCP routers, see Chapter 7, “Routing
and Filtering X OCP Business M essages.”
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To definefilters and routers for atrading partner:

1. From the main Trading Partner tab, click the trading partner to which you want to
assign filters and routers.

This brings up a screen showing the configuration details for the selected trading
partner.

Figure 14-2 Detailson a Trading Partner
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2. From this screen you can configure X OCP filters and routers for a trading partner

by defining X Path expressions as described in the following table.
Note: If you definean XPath expressionin the XOCP Filter Configuration group,

this X Path expression will be added to the X OCP filter logic plug-in.
Similarly, if you define an XPath expression in the X OCP Router
Configuration group, this X Path expression will be added to the XOCP
router logic plug-in.

Table 14-2 XPath Fields for XOCP Filter and XOCP Router Configurations

Field

Description

XPath Expression

Enter an X Path expression in this text field. (XPath isthe XML path language. An
XPath expression is a string that specifies intended recipients of a business message
using X Path syntax.)

These X Path expressions are evaluated in sequence at run time against the
message-context XML document, which has the content of the message along with
metainformation about the message, such asthe sending and receiving trading partners,
conversation information, and versioning.

In the XOCP router logic plug-in, each XPath router expression can examine different
parts of the message-context document and select a different set of recipient trading
partners. The trading partners produced by each expression can either replace the
previoudly generated set of recipient trading partners or add to the current set.

In the XOCP filter logic plug-in, each XPath filter expression can examine different
parts of the message-context document to determine whether or not to forward the
message to the recipient trading partner. Each XPath filter expression canreturnt r ue
or f al se using different selection criteria. After an XPath filter expression returns

f al se, the messageis blocked from further evaluation and is not sent to the intended
recipient.

For example, you might want to filter messagesfor trading partners that are shippers so
that they receive only shipping requests, whileall other typesof trading partnersreceive
all messages:

(/ c- hub/ message/ @ressage- def - nane=" Shi ppi ng Request’ AND

/ c- hub/ tradi ng- part ner/ ext ended- property-set/busi ness="shi pper’)
OR

(/ c-hub/ tradi ng- partner/ext ended- property-set/busi ness! =" shi pper

)

Type

Select either Append or Replace. If you choose Append, the results of evaluating the
new XPath expression are added to the results of the evaluations of any preceding
XPath expressions. If you choose Replace, the results of evaluating the new X Path
expression replace the results of the evauations of all preceding XPath expressions.
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Table 14-2 XPath Fieldsfor XOCP Filter and XOCP Router Configurations

Field Description

Use Payload Sel ect whether to use payload. (A checkmark indicates payload will be used.) If you
select Use Payload, the generated message-context document will include message
parts from the payload.

When you have defined the X Path expression you want to use and set the type
and payload filtering options, click on the right arrow button to move the X Path
expression into the Assigned list. (You can use the left arrow button to remove
an expression from the Assigned list.)

These fields and options work the same way for both XOCP Filter Configuration
and XOCP Router Configuration.

Note: When you use the detail screen for atrading partner to create an XPath
expression, you are defining a trading partner XPath expression. Trading
partner X Path expressions are applied only to XOCP business messages
that the selected trading partner sends or receives. (In contrast, you can aso
define X Path expressions for your business protocol definition which are
applied to all XOCP business messages flowing through the c-hub.)

3. When you have the XOCP filters and routers you want to use listed in the
appropriate Chain lists, click Add/Update to update the trading partner to use the
assigned X Path expressions.

(You can also click Reset to discard your current changes and start again.)

Defining Server-Side Security Values for a
Trading Partner

Y ou can define client-side security values (certificate field value and WL S user name)
from the main Trading Partners tab when you add a new trading partner (as described
in“Creating a Trading Partner” on page 14-2.) Client-side security valuesrelate to
connections flowing from the c-enablers (trading partners) to c-hub.
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In addition to these client-side settings, you can al so assign server-side security values
to atrading partner. Server-side security valuesrel ate to connections flowing from the
c-hub to the c-enablers (trading partners). This option islocated on the screen that
shows configuration details for a selected trading partner (along with the X Path
expressions details).

To define Server-Side Security Values:

1. Fromthe main Trading Partnerstab, click thetrading partner to which you want to
assign filters and routers.

This brings up a screen showing the configuration details for the selected trading
partner. This screen includes the settings for server-side security.

Figure14-3 Server-Side Security Option on Detailed Configuration Screen for a
Trading Partner

Server Certificate Values

Assigned:

—
Yalue:
—

2. Fill inthe server certificate value as described in the following table.

Table 14-3 Trading Partners Security Fields

Field Description
Server Certificate Enter aserver certificate value. The server certificate field value is used to
Value authenticate message recipientsto the SSL certificate holder obtained from the

remote SSL host. The server certificate value is used while the c-hub is
sending a message to atrading partner’s c-enabler.

Assigned When you havefilled in the server certificate value, usetheright arrow button
tomoveitinto the Assigned list. (Y ou can use the left arrow to remove avalue
from the Assigned list.)
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3. When you have the appropriate server certificate value in the Assigned list, click
Add/Update to update the trading partner with the new value.

(You can also click Reset to discard your current changes and start again.)

Assigning a Trading Partner to a TP Protocol

Trading Partner Protocol defines additional trading partner information needed for
non-X OCP business protocol support.

To assign atrading partner to atrading partner (TP) protocol or modify an existing
assignment:

1. From the main Trading Partners tab, click the TP protocol for the trading partner
you want to modify. If thistrading partner isnot yet assigned to a TP protocol, click
the [NONE] in the TP protocol list for the trading partner you want to assign.
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This brings up the TP protocol assignment screen for the selected trading
partner. (In our example, we have brought up the TP assignment screen for a
trading partner called “ TestPartner-1" as shown on the top of the screen.)

Figure 14-4 TP Protocol Assignment
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(You can aso use the Add/Update TP Protocol button on the configuration
details screen for atrading partner to get to this “TP Protocol” screen.)
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2. Fill inthefields as described in the following table.

Table 14-4 TP Protocol Assignment Fields

Field

Description

Business Protocol Definitions

Use the drop down menu to select the name of a business protocol definition
with which to associate this partner.

URL

An external URL to where business messages should be routed.

Each c-space/business protocol combination has a unique URL. A trading
partner uses this URL to access a particular c-space using a particular
business protocol .

Warning: A URL for a c-space/business protocol combination can be used
only by the c-hub and c-enablers. If customer-supplied software uses one of
these URL s, messages will not be processed correctly.

Business|D

A businessidentifier to be used by an external trading partner, which is
distinct from the internal WL C trading partner name.

Business|D Type

The type of the businessidentifier. For example, for RosettaNet, a"DUNS"
number is used. The type names are under the control of the c-hub
administrator and need to be synchronized with the rel ated busi ness protocol

plug-in.

3. Click Add/Update to assign the trading partner to the TP protocol with the
specified data.

(You can also click Reset to discard your current changes and start again.)

Adding Extended Properties for a Trading

Partner

The “Extended Properties for a Trading Partner” screen lets you add additional

information that you want to associate with a trading partner. This additional data
associated with atrading partner is expressed in the repository as XML sub-trees. The
sub-tree root element is ext ended- property-set.

14-12 BEA WebL ogic Collaborate C-Hub Administration Guide



Adding Extended Properties for a Trading Partner

In the following example XML document generated from the repository, everything
contained within the ext ended- pr operty- set element is user-defined extended
property information for atrading partner named “B2Binc.”

<c- hub context ="nmessage-router">

<tradi ng- partner nanme="B2Bi nc"
emui | =" sal es@?2b. cont
phone="408-111- 222" >
<address>123 Main St., San Jose, CA 95131</address>
<ext ended- property-set nanme="B2Bi nc">
<busi ness- cont act >Joe Jackson</ busi ness-cont act >
<phone type="work">408-999-1212</ phone>
<phone type="cell ">408-999- 1234</ phone>
<city>San Jose</city>
<state>Cal i f orni a</ state>
</ ext ended- property-set>
</ tradi ng- part ner >

;/c-hub>
To add extended properties to atrading partner:

1. Fromthemain Trading Partnerstab, click thetrading partner to which you want to
add extended attributes.

This brings up a screen showing the configuration details for the selected trading
partner.
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2. Click onthe Add/Update Extended Properties button.
This brings up the Extended Properties screen for the selected trading partners.

Figure 14-5 Extended Propertiesfor a Trading Partner

J BEA WebLogic Collaboration Hub Administration Console - Microsoft Internet Explorer

Fie Edt View Favoites Took Help BE
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3. Fill inthefields as described in the following table.

Table 14-5 TP Protocol Assignment Fields

Field

Description

Element Name

Indicate the name of the element for the extended property.

Element Value

Define atext string that you want contained in the element.

Attributes

Definethe list of available attributes by first defining a name/va ue attribute
pair for the extended property in the fields Attributes Name and Attributes
Value. Then use the right arrow button to move the name/value pair into the
Available Attributes list, which is used to construct the extended properties.
Repeat this processto build alist of available attributes. (Usetheright facing
arrow to move attributes into this list; use the left facing arrow to remove
attributes from the list.)

Extended Propertiesfor
Trading Partner

Usethe second set of left/right arrow buttons (on the right) to move attribute
name/val ue pairs from the Attributes to assign list into the Extended
Properties for a Trading Partner list. (Use the right facing arrow to move
attributesinto the extended propertieslist; usetheleft facing arrow to remove
attributes from the extended propertieslist.)

4. Click Add/Update to update the trading partner to use the extended properties
you added or modified.
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Viewing Trading Partners on a C-Hub

To view trading partners configuration information:

1. Click Configuration in the left navigation bar.

2. Click the Trading Partners tab to display the Trading Partners configuration

screen.

Figure 14-6 Trading Partners Configuration

3 BEA WebLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
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The Trading Partners configuration screen shows a table of trading partners
currently defined in the c-hub, the Trading Partner (TP) protocols to which they
are assigned (if any), and the c-spaces to which the trading partners belong.

Using the Query Feature to Find Trading Partners

Notice the * in the Trading Partner Name field. Thisis a special wildcard character
used for queries. In the above screen, the table shows all the trading partners on the
c-hub. You can type text stringsin the Trading Partner Name field and do querieson
them to refine the table display. For instance, to display just trading partners that start
with “Pa’, you can input Pa* in the System-ID field and click Query. (The query is
case-sensitive.) To display information just for Par t ner 1, you can enter Par t ner 1 in
the Trading Partner Namefield and click Query, or just click on the Par t ner 1 hame
in the Trading Partnerslist.

Modifying an Existing Trading Partner

To modify an existing trading partner:

1
2.

Click Configuration in the left navigation bar.

Click the Trading Partner stab to display the Trading Partners configuration
screen.

In the Trading Partnerslist, click on the trading partner you want to modify. The
configuration information for that trading partner is displayed.

Update the fields you want to modify as described in Table 14-1.
Click Add/Updateto update the trading partner.

(You can aso click Reset to discard your current changes and start again.)
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Viewing Configuration Details for Trading
Partners

To display details for a specific trading partner from the Trading Partners
configuration tab, click on its name in the Trading Partners list.

How Do Trading Partners Relate to
C-Spaces?

For information on how to add atrading partner to a c-space, see Chapter 16,
“Working with C-Spaces.”

Viewing Details about the C-Space to which a Trading
Partner Belongs

For trading partners that have already been added to c-spaces, you can view the
configuration detail s of the related c-space. To display details of the c-space atrading

partner belongs to from the Trading Partners configuration tab, click on the c-space
name in the C-Spaces column.
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Removing a Trading Partner

To remove atrading partner:
1. Click Configuration in the left navigation bar.

2. Click the Trading Partner stab to display the Trading Partners configuration
screen.

3. Inthe Trading Partner Name field, enter the full name of the trading partner that
you want to remove, and click Remove.

or

Click on the trading partner you want to remove to display the configuration
details for that trading partner. On this screen, click Remove.

A confirmation dialog is displayed. If you click OK, the specified trading
partner is removed and you are returned to the main Trading Partners
configuration screen.

Note: If the object you remove references or is referenced by other objects, those
references will be removed. If the object you remove contains other objects,
those objects will be removed. Removing atrading partner should not affect
other c-hub entities. See Table 8-2 for details on relationships and
dependencies that can exist among configured c-hub objects.

Monitoring Trading Partners

For information on how to view and monitor detailed information on existing trading
partners, see Monitoring Trading Partners on the C-Hub in Chapter 18, “Monitoring
the C-Hub.”
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CHAPTER

15 Setting Up
Conversations

The following sections provide key concepts and procedures for configuring and
working with conversations on the C-Hub Administration Console:

m What Is aConversation?

m  Setting Up a Conversation

m Viewing Conversations on a C-Hub
m Removing a Conversation

m  Monitoring Conversations

For introductory information about conversations, see Overview in BEA WebL ogic
Collaborate Getting Started. For information about developing trading partner
applications that initiate and participate in conversations, see the BEA WebLogic
Collaborate Developer Guide.

What Is a Conversation?

A conversation is a series of predefined message exchanges between
collaborators/trading partnersthat take placein ac-spacein the context of a predefined
business model. Each message in the conversation may cause any humber of back-end
transactions to occur depending on the actions implemented by the trading partner in
its local business protocol definition. Trading partnersinteract with each other in
conversations.
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15 Setting Up Conversations

For acomplete explanation of conversations and other related concepts, see BEA
WebL ogic Collaborate Getting Sarted, particularly the Overview.

Setting Up a Conversation

Setting up a hew conversation on the c-hub consists of the following tasks:
m  Step 1. Name and Describe the Conversation.
m Step 2. Assign Roles to a Conversation.

m  Step 3. Assign Message Definitionsto Roles.
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Step 1. Name and Describe the Conversation.

1. Click Configuration in the left navigation bar.

2. Click the Conver sations tab to display the Conversations configuration screen.

Figure15-1 Conversations Configuration

3 BEA WeblLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
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3. Fill inthefields as described in the following table.

Table 15-1 Conversations Fields

Field Description

Conversation Name Name for the conversation (Limit is 256 characters.)

Version Version number of the conversation (Limit is 80 characters.)
Description A brief description of the conversation (Limit is 256 characters.) (optional)
Timeout Indicate the amount of time a conversation remains valid (in days, hours,

minutes and seconds). After this amount of time, the c-hub will terminate the
conversation even if there are outstanding messages. (optional)

Durability Select Persistent (stored and recoverable) or Non-Persistent.

4. Atthispoint if you click Add/Update, the new conversation will show up in the
Conversation Definitions list, but no roles will be assigned to it.

(You can also click Reset to discard your current changes and start again.)

The next step isto assign roles.
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Step 2. Assign Roles to a Conversation.

To assign rolesto a conversation, click on the role under the Roles list on the main
screen. (If you haven't assigned arole, you can click on [NONE], which shows up
under Roles for that conversation.)

This brings up the screen where you can assign roles to the selected conversation.

Figure15-2 Assigning Rolesto a Conversation

< BEA WebLogic Collaboration Hub Administration Console - Microsoft Inteinet E xplorer
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Copyright BEA Systems Inc., 2000

o

This screen shows alist of roles and related message definitions currently assigned to
the selected conversation. From here you can remove or update the roles currently
assigned (if any) and also assign new roles to a conversation.

&1 Dore

Tl Local intranet

To assign anew role:

1. Enter the name of therole in the Role Name field as described in the table below.

Table 15-2 C-Spaces Fields

Field Description

Role Name Enter the name of the role you want to create. (Limit is 256 characters.)
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2. Click Add/Update to add the new role.

You will be returned to the main Roles screen for the selected conversation and
your new role will show up in the listing of roles. When you add a new roleto a
conversation, the IN and OUT message definitions lists will display [NONE] for
that role.

Figure 15-3 Newly Added Role

3 BEA weblogic Collaboration Hub Administration Console - Microsoft Internet Explorer
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Copyright BEA Systermns Inc., 2000
| v

@] Dore T Local intranet

The next step isto assign message definitions to therole.

Note: To update an existing role, simply click on the role name in the Role name
column.
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Step 3. Assign Message Definitions to Roles.

Y ou can bring up the Roles screen for a particular conversation by clicking on arole
name in the Roleslist for that conversation (in the Conversations configuration tab
shown on Figure 15-1). You can also click on the [NONE] under the Message
Definitions listsif no message definitions are defined yet for that role.

Figure 15-4 Assigning Message Definitionsto Rolesin a Conversation

Configuration

3 BEA WeblLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
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] Done

This screen shows the message definitions (defined in the Message Definitions tab)
that are currently (if any) assigned to arole.

The Role Namefield below the columns shows therole you just selected and to which
you will assign message definitions.
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15 Setting Up Conversations

Make sure you have the roles for the conversation you want to work with. The
conversation name shows at the top of the screen.

Use the arrow buttons to move the message definitions you want to assign to the

sel ected conversation into the Assigned listsfor both IN and OUT message definitions.
An IN message definition is a message definition the trading partner in this role will
receive. An OUT message definition is one that the trading partner in this role will
send. (TheIN and OUT Message Definitions show the list of available message
definitions. The Assigned list represents the message definitions that are actually
assigned to the selected role.)

When you have the appropriate message definitions listed in the Assigned lists, click
Add/Updateto assign the message definitions to the selected role in the conversation.

The new role and message definition assignments you added for that conversation are
displayed.

Figure 15-5 Role/M essage Definition Assignmentsfor a Conver sation Succeeded
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Y ou will also see your changes reflected in the full list of conversations on the main
Conversationstab. (To see this, click the Conver sations tab.)

Figure15-6 New Role with Message Definitions Shown on Main Conver sations

3 BEA WeblLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
Fle Edt View Favoites Took  Help n
Address [&] hitp: /iesD2 beasys.com 7001 A/LCHubédmin/conlig/canvs | @Ge
-
Logic Business .
Document Message Trading n C-
N Hub s s Plug- Protocol Conversations
Configuration Definitions Definitiohs Ins Definitions Partners Spaces
Monitoring
: initiator
- ), Nt
Preferences to-upper version:1.0 ctring-changer
Logaf'f verifierConversation version:1.0 Lequestor
replyer
Help MMyNewConversation version: 1.0 requestor
replyer
Conwversation Mame: |"
Version: |
Description: |
Tirneout Durability
Days:  persistent
& Non Persistent
Haours:
Mins:
Secs!
Add/Update ‘ Remove | Query ‘ Reset |
Copyright BEA Systems Inc., 2000 x|
|98 Localinbranet

BEA WebL ogic Collaborate C-Hub Administration Guide  15-9



15 Setting Up Conversations

Viewing Conversations on a C-Hub

To view the conversations on a c-hub:

1. Click Configuration in the left navigation bar.

2. Click the Conversationstab to display the Conversations configuration screen.

Figure 15-7 Viewing Conversations

Configuration
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Removing Conversations and Roles

Using the Query Feature to Find Conversations

Noticethe* inthe Conversation Namefield. Thisisaspecia wildcard character used
for queries. In the above screen, the table shows all the conversations on the c-hub.

Y ou can type text strings in the Conversation Name field and do queries on them to
refine the table display. For instance, to display just conversationsthat start with “Co”,
you can input Co* in the Conversation Name field and click Query. (The query is
case-sensitive.) To display information just for Conver sati onl, you can enter
Conver sati onl in the Conversation Name field and 1.0 in the version field and click
Query, or just click on the Conver sat i on1 namein the Conversation Definitionslist.

Removing Conversations and Roles

Y ou can remove arolein a conversation, or remove the entire conversation at once,
including itsroles:

m Removing a Role from a Conversation

m Removing a Conversation

Removing a Role from a Conversation

Roles are always associated with a particular conversation. To remove arole from a
conversation:

1. Click Configuration in the left navigation bar.
2. Click the Conver sations tab to display the Conversations configuration screen.

3. Find the conversation from which you want to remove arole, and click on the
associated role in the Roles list.

This brings up the detail configuration screen for the selected role associated
with a particular conversation, as indicated at the top of the screen.
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4.

Click Remove.

If the object you are about to removeis referenced by other object
configurations (for example, if a c-space is using a conversation containing the
role you are about to remove), then the confirmation dialog indicates this and
asksif you want to continue. Click OK if you want to continue with the
Remove.

The specified role is removed, and you are returned to the main Roles
configuration screen for the particular conversation you are working with. Other
roles may still belisted for that conversation.

Removing a Conversation

Roles exist within conversations, so keep in mind that if you remove a conversation,
you automatically remove any roles that are included in (assigned to) that
conversation.

To remove a conversation:

1
2.
3.

Click Configuration in the left navigation bar.
Click the Conversationstab to display the Conversations configuration screen.

In the Conversation Name field, enter the full name of the conversation that you
want to remove, and click Remove.

or

Click on the conversation you want to remove to display the configuration
detailsfor that conversation. On this screen, click Remove.

A confirmation dialog is displayed. If you click OK, the specified conversation
isremoved and you are returned to the main Conversations configuration screen.

Note: If the object you remove references or isreferenced by other objects (for

example, if ac-spaceis using the conversation you are about to remove), those
references will be removed. If the object you remove contains other objects,

those objects will be removed. See Table 8-2 for details on relationships and
dependencies that can exist among configured c-hub objects.
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Monitoring Conversations

For information on how to view and monitor detailed information on existing
conversations, see Monitoring Conversations on the C-Hub in Chapter 18,
“Monitoring the C-Hub.”
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CHAPTER

16 Working with C-Spaces

The following sections provide key concepts and procedures for configuring c-spaces
on the C-Hub Administration Console:

What |s a C-Space?

Creating a New C-Space
Adding New Roles

Viewing C-Spaces on a C-Hub
Modifying an Existing C-Space
Removing a C-Space

Monitoring C-Spaces

For introductory information about c-spaces, see Overview in BEA WebL ogic
Collaborate Getting Started. For information about developing c-space monitoring
applications, see Devel oping Management Applicationsin the BEA WebLogic
Colaborate Developer Guide.

What Is a C-Space?

A collaboration space (c-space) is a container for predefined trading partners that
conduct and coordinate conversations with each other. A coll aboration space supports
the following:

m A single business model

m A business message vocabulary
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m A registered set of trading partners

An e-market owner (who hosts a c-hub) can support any number of collaboration
spaces on the Web concurrently. Each c-space can support any number of trading
partners. Each trading partner can subscribe to business messages, which are
communicated through a mediated messaging system, and can define local workflow
and actions to execute upon receipt of business events (which are messages or
documents).

For acompl ete explanation of c-spaces and other related concepts, see BEA WeblLogic
Collaborate Getting Started, particularly the Overview.

Creating a New C-Space

Creating a new c-space on a c-hub consists of the following tasks:
m Step 1. Name and Describe the C-Space.

m  Step 2. Assign aBusiness Protocol for a C-Space.

m  Step 3. Add Trading Partnersto a C-Space.

m  Step 4. Assign Subscriptions (Roles and Conversations) to a Trading Partner.
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Step 1. Name and Describe the C-Space.

To create a new c-space on a c-hub:
1. Click on Configuration in the |eft navigation bar.

2. Click on the C-Spacestab to display the C-Spaces configuration screen.

Figure16-1 C-Spaces Configuration
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3. Fill inthefields as described in the following table.

Table 16-1 C-SpacesFields

Field Description

C-Space Name Enter the name of a c-space you want to create or modify. (Limit is 256
characters.)

Description Enter a brief description of the c-space (Limit is 256 characters.) (optional)

Owner Enter the owner of the c-space (Limit is 80 characters.) (optional—for

description only; does not correspond to access control)

Purpose Enter a brief description of the purpose of the c-space (Limit is 256
characters.) (optional)

Sate m  Select Enabled if you want the c-space to accept new conversations (if
started).

m  Select Disabled if you do not want the c-space to accept new
conversations.
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4. If you click on Add/Update, the c-space will be created but no trading partners
will be assigned to it.

Your new c-space should show up in the C-Spaces list.

(You can aso click Reset to discard your current changes and start again.)

Figure16-2 New C-Space Added
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&] Done T Local intranet

When you first add a new c-space, [NONE] will show up under both the Business
Protocol URL s and the Trading Partners lists for that c-space. Y ou need to assign both
of these. The next step isto assign a business protocol to use in the new c-space.
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Step 2. Assign a Business Protocol for a C-Space.

Assigning a business protocol to a c-space entails the following:

m Providing alocation (URL) where the c-space can receive incoming messages

Each c-space/business protocol combination has a unique URL. A trading
partner uses this URL to access a particular c-space using a particular business
protocol.

Warning: A URL for a c-space/business protocol combination can be used only
by the c-hub and c-enablers. If customer-supplied software uses one of
these URLs, messages will not be processed correctly.

m Indicating abusiness protocol definition with code that specifies how the c-space
will process messages

To assign a business protocol for the c-space:

1. Click onthe[NONE] under Business Protocols for the c-space you want to modify.

This brings up the Business Protocol configuration screen for the selected
c-space.
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Figure 16-3 Assigning a Business Protocol for a C-Space

3 BEA Weblogic Collaboration Hub Administration Console - Microsoft Internet Explorer
File Edit Wiew Favortes Tools Help n
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Copyright BEA Systerns Inc,, 2000 ;
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&] Done 3

2. Fill inthefields as described in the following table.

Table 16-2 Business Protocols for C-Space Fields

Field Description

URL Enter aURL for the location of the business protocol definitionin this c-space.
Each c-space/business protocol combination has a unique URL. A trading
partner usesthis URL to access aparticular c-space using a particular business
protocol.

Warning: A URL for ac-space/business protocol combination can be used
only by the c-hub and c-enablers. If customer-supplied software uses one of
these URLS, messages will not be processed correctly.

Business Protocol Definitions  Select the business protocol definition from the drop-down list.

3. Click Add/Updateto add the new business protocol definition to the selected
Cc-space.
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Figure 16-4 Business Protocol Definition Added to a C-Space

BEA Weblogic Collaboration Hub Administration Console - Microsoft Internet Explorer
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If you now click the C-Spaces tab again to get back to the C-Spaces screen, you
should see the business protocol you assigned reflected here.

Figure 16-5 Main C-Spaces Tab Showing Business Protocol Assigned for the
New C-Space

/3 BEA WeblLogic Collaboration Hub Administration Console - Microsoft Intemnet Explorer
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Notice that now only the Trading Partnerslist shows[NONE] for the new c-space. The
final step isto add trading partners to the c-space.
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Step 3. Add Trading Partners to a C-Space.

To add trading partners to a c-space, make sure you are on the C-Spaces configuration
tab, then click on the name of the c-space in the C-Space list. (Y ou can aso click on
the [NONE] under Trading Partners for the c-space you want to modify.) A detailed
configuration screen for that c-space is displayed.

Figure 16-6 Adding Trading Partnersto a C-Space

3 BEA WeblLogic Collaboration Hub Administration Console - Microsoft Internet Ezplorer
File  Edit View Fawoites Tools Help n
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Y ou can assign trading partners to the selected c-space by using the arrow keysto
move the desired partners into or out of the Assign to C-Space list. (The Trading
Partnerslist provides alist of available trading partners. The Assign to C-spacelist
represents the trading partners assigned to the selected c-space.)

16-10 BEA WebL ogic Collaborate C-Hub Administration Guide



Creating a New C-Space

When you have the appropriate trading partners listed under Assign to C-space, click
Add/Update to assign the partners to the c-space.

The selected partners should show up under Trading Partners assigned to the
appropriate c-space on the main C-Spaces configuration screen.

Figure 16-7 Trading Partners Added to C-Space but Not Yet Subscribed to a
Conversation

3 BEA WebLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
FEile Edit Wew Favoites Tools  Help “
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Copyright BEA Systems Inc., 2000 [
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Note that the trading partner definition is not complete at thispoint, asindicated by the
[no subscriptions defined] message next to the trading partner name in the Trading
Partners list. The next steps are to create some roles and then subscribe the trading
partnersto play defined roles in specific conversations.
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Step 4. Assign Subscriptions (Roles and Conversations)
to a Trading Partner.

To assign a subscription to a trading partner, make sure you are on the C-Spaces
configuration tab, then click on the name of the trading partner in the Trading Partners
list. The C-Spaces “Subscriptions’ information for the selected trading partner is
displayed. Here, you can assign subscriptionsto that trading partner. (At thetop of the
screen, notice the name of the c-space and the name of the trading partner for which
you are about to modify subscriptions.)

Figure 16-8 Subscriptionsfor a Trading Partner in a C-Space

3 BEA WeblLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
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This screen allows subscriptions to be assigned. The bottom table, labeled
Subscriptions to assign, are possible subscriptions available (based on the
conversation defined earlier). These are not subscriptionsthat exist in the c-space, only
the possible choices. They only exist when assigned to atrading partner (shown in the
top table, labeled Subscriptions).

The first table shows the subscriptions currently assigned (if any) to the trading
partner.

The second tabl e shows the possible subscriptions that may be assigned to the trading
partner. The possible subscriptions are based on information that was entered for the
conversation definition (in the Conversation tab). The radio buttons are:

m +: add the subscription to the trading partner (if it is not already assigned to the
trading partner)

m - :remove the subscription from the trading partner (if it is assigned)
m Do not hi ng: no action for this subscription

When you have selected the appropriate role/conversation subscription you want to
assign to this trading partner, click Add/Update to apply it. Y ou should see your
change reflected in the Subscriptions list at the top of the screen (the first table).
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(For example, to assign the roles of requestor in this c-space to the selected trading
partner, you would select the '+’ radio button for requestor and click Add/Update to
see the assignment to take effect.)

Figure 16-9 Trading Partner Subscribed to a Rolein a Conversation

3 BEA WeblLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
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To return to the trading partners screen for this c-space, click the Back to Trading
Partnersin C-Space button. If you subscribed the first partner to a c-space, you
should see the subscription show up on the Trading Partners screen.

Y ou can now click on the name of the next trading partner you want to subscribeto a
c-space and follow the procedure of adding roles as needed (described above).
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To return back to thetrading partners screen for this c-space, click theBack to Trading
Partnersin C-Space button. If you subscribed the second partner to a c-space, you
now should see the subscription show up on the Trading Partners and the C-spaces
screens.

Figure16-10 Trading Partners Successfully Added to a C-Spaceand Subscribed
to Rolesin a Conver sation

3 BEA WebLogic Collaboration Hub Administration Console - Microsoft Inteinet Explorer
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If you click on the C-Spaces tab again to see the main C-Spaces screen, the new
c-space you added should show up with its subscribed trading partners next to it. (The
[NONE] and [no subscriptions defined] messages should be gone now if you have
added trading partners and subscribed them to conversations.)

Figure 16-11 C-Spaces Main Screen Showing New C-Space Added

3 BEA WebLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
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Adding New Roles

An explanation for how to add new rolesisincluded in “Step 3. Assign Message
Definitions to Roles.” on page 15-7 as a part of Chapter 15, “Setting Up
Conversations.”
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Viewing C-Spaces on a C-Hub

To view the existing c-spaces on a c-hub:
1. Click on Configuration in the |eft navigation bar.

2. Click on the C-Spacestab to display the C-Spaces configuration screen.

Figure 16-12 C-Spaces Configuration

3 BEA WeblLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
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The C-Spaces configuration screen shows the c-spaces currently defined in the
c-hub, the business protocol s assigned for the c-spaces, and the trading partners
that exist in each of the c-spaces.
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Using the Query Feature for C-Spaces

Noticethe* in the C-Spacefield. Thisisa special wildcard character used for queries.
In the above screen, the table shows al the c-spaces on the c-hub. Y ou can type text
strings in the C-Space field and do queries on them to refine the table display. For
instance, to display just c-spacesthat start with“CS”, you caninput CS* inthe C-Space
field and click on Query. (Thequery iscase-sensitive.) To display information just for
CSpacel, you can enter CSpacel in the C-Space field and click Query, or just click
on the CSpacel name in the C-Space list.

Modifying an Existing C-Space

To modify an existing c-space, make sure you are on the C-Spaces configuration tab,
then click on the name of a particular c-space in the C-Space list. To update the
subscriptions, click on the trading partner in the Trading Partners list to get to the
Subscriptionsinformation.

Removing a C-Space

Warning: Keepin mind, if you remove a c-space you are removing the definition
from the WebL ogic Collaborate repository. Thisdatais not automatically
backed up and therefore may not be recoverable.

To remove a c-space:
1. Click Configuration in the left navigation bar.

2. Click the C-Spaces tab to display the C-Spaces configuration screen.
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3. Inthe C-Space Name field, enter the full name of the c-space that you want to
remove, and click Remove.

or

Click on the c-space you want to remove to display the configuration details for
that c-space. On this screen, click Remove.

A confirmation dialog is displayed. If you click OK, the specified c-space is
removed and you are returned to the main C-Spaces configuration screen.

Note: If the object you remove references or is referenced by other objects (for
example, if atrading partner is assigned to the c-space you are about to
remove), those references will be removed. If the object you remove contains
other objects, those objectswill be removed. See Table 8-2 for details on
rel ationships and dependencies that can exist among configured c-hub objects.

Monitoring C-Spaces

For information on how to view and monitor detail ed information on existing c-spaces,
see Monitoring C-Spaces on the C-Hub in Chapter 18, “Monitoring the C-Hub.”
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CHAPTER

17 Setting Preferences

The following sections provide information about setting the “hidden logic plug-ins’
preference on the C-Hub Administration Console:

m  About Hidden Logic Plug-Ins

m Hiding or Showing “Hidden” Logic Plug-Ins
About Hidden Logic Plug-Ins

Asac-hub administrator, you have the option of hiding certain logic plug-ins on the
C-Hub Administration Console. Y ou can set aparameter on any logic plug-in named
bea. hi dden and set that parameter to avalue of t r ue. You can then use the c-hub
“Preference’ setting to hide or show the plug-ins with this setting. Note that the
BEA-provided encoder and decoder logic plug-ins for XOCP and RosettaNet are
configured with the bea. hi dden=t r ue parameter, so hiding logic plug-ins through
this“Preference” setting automatically hidesthese BEA plug-ins on the administration
console.
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Hiding or Showing “Hidden” Logic Plug-Ins

To hide or show hidden logic plug-ins:

1. Click Preferencesin the left navigation bar to display the Preferences
configuration screen.

Figure17-1 Preferences Configuration

#% BEA WebLogic Collaboration Hub Administration Console - Netscape
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Configuration
Show hidden Logic Plugins 7

Monitoring
Preferences %l

Logoff Copyright BEA Systemns Inc., 2000

Help

|Document: Done

2. Click on the Show hidden Logic Plug-1ns checkbox to hide or show the plug-ins.
A checkmark indicates that you want to show plug-insthat have the bea. hi dden
parameter set to t r ue. A blank box (unchecked) indicates that you want to hide
these “bea. hi dden” logic plug-ins on the administration console. When set as
desired, click OK to save the preference.

All relevant screens on the C-Hub Administration Console will now reflect the
new setting.
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CHAPTER

18 Monitoring the C-Hub

The following sections describe how to monitor a c-hub:

Monitoring C-Spaces on the C-Hub
Monitoring Trading Partners on the C-Hub
Monitoring Conversations on the C-Hub
Viewing Messages on the C-Hub

Viewing the WebL ogic Collaborate Log
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Viewing Statistics on the C-Hub

To view statistics on the current c-hub, select Monitoring in the left navigation bar,

then click the Hub tab.

Figure 18-1 Viewing Statisticson the C-Hub
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The following table explains the fields on this screen.

Table 18-1 Monitoring Trading PartnersFields

Field Description
Active Since Shows the date and time this c-hub was started.
Active C-Spaces Shows the number of active c-spaces for this c-hub. (A c-spaceis active when

it has at least one trading partner connected to it.)

Active Conversations  Shows the number of active conversations for this c-hub.

Active Trading Shows the number of active trading partners for this c-hub. (A trading partner

Partners is active when it is connected to at least one c-space.)
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Table 18-1 Monitoring Trading Partners Fields

Field Description

Total C-Spaces Shows the total number of c-spaces for this c-hub.
Conversations Shows the number of conversations defined for this c-hub.
Defined

M essages Received Shows the number of messages received in this c-hub.

M essages Sent Shows the number of messages sent in this c-hub.

Last Received Shows the date and time that the last message was received.
Last Sent Shows the date and time that the last message was sent.

Note: You can also shut down arunning c-hub from this tab. For moreinformation
on this, see “ Shutting Down a Running C-Hub” on page 9-7.
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Monitoring C-Spaces on the C-Hub

To view c-spaces for a c-hub, select Monitoring in the left navigation bar, then click
the C-Spacestab.

Figure 18-2 Monitoring C-Spaces

3 BEA WebLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
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The following table explains the fields on this screen.

Table 18-2 Monitoring C-Spaceson a C-Hub - Main Screen

Field

Description

C-Space

Shows the names of the c-spaces configured for this c-hub. Y ou can click on
ac-space nameto view details on the selected c-space. (See “ Getting Details
on aC-Space” on page 18-6.)

Sate

Showsthe state of the c-space. The states are Enabled or Disabled and Started
or Shut Down. Note that any combination of Enabled/Disabled and
Started/Shut Down is possible, as explained in the foll owing description of
each state:

m  Enabled. The c-spaceis accepting new conversations (if started).

m Disabled. The c-space is not accepting new conversations, but if the
c-spaceis started (running) any existing conversations will be allowed to
complete.

m  Started. The c-spaceis activated and running on the c-hub. If it isalso
enabled, it is accepting new conversations. If it isdisabled, it is not
excepting new conversations.

m  Shut Down. The c-spaceisnot running. Any previously existing
conversations were terminated.

Enable/Disable

To enable a c-space, select Enable and click Submit. To disable a c-space,
select Disable and click Submit.

m  Enable. The c-space will accept new conversations (if started).

m  Disable. The c-space will not accept new conversations. Disabling an
active (started) c-space before shutting it down allows for a graceful
shutdown. Ideally, once you disable a c-space, you should see existing
conversationscomplete and the c-space eventual ly become inactive (since
no new conversations are allowed). If you wait until thereis no
conversation activity, you can shut down the c-space without disrupting
any conversations.

Sart/Shut Down

To shut down an active c-space, select the c-space in the Shut Down list and
click Submit.

To start a c-space, select the c-space in the Shut Down list and click Submit.
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18 Monitoring the C-Hub

Getting Details on a C-Space

From the main C-Spacestab you can click on avaluein the C-Spacesfield to view the
details about the selected c-space.

Figure 18-3 Detailson a Selected C-Space

3 BEA Weblogic Collaboration Hub Administration Console - Microsoft Internet Explorer
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The following table explains the fields on this screen.

Table 18-3 Monitoring Details on a C-Space

Field Description

Trading Partner Shows the trading partners participating in this c-space.
Conversations Shows the conversationsin this c-space.

Last Sent Shows the date and time of the last message this trading partner sent.
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Monitoring Trading Partners on the C-Hub

Monitoring Trading Partners on the C-Hub

Toview trading partnersfor ac-hub, select M onitoring in theleft navigation bar, then
click the Trading Partnerstab.

Figure18-4 Monitoring Trading Partners
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The following table explains the fields on this screen.

Table 18-4 Monitoring Trading Partners Fields

Field Description

Trading Partner Showsthetrading partner name. Y ou can click on atrading partner nameto go
to the trading partner detail page. (See“ Getting Details on a Trading Partner”
on page 18-8.)

Note:  If atrading partner isdisplayed in ared box, thisindicatesthat thelast
message sent to this trading partner was unsuccessful (that is, the
message did not reach the trading partner). If you noticethat atrading
partner is unavailable over along period of time, you might want to
force that trading partner to leave the c-space. Doing so can save the
c-hub from continued failed attempts to send messagesto an
unavail able trading partner.

C-Space Showsthe name of the C-space thistrading partner isin. Y ou can click onthis
name to go to the C-Space Detail screen.

Conversations Shows the conversations this trading partner is participating in.
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18 Monitoring the C-Hub

Table 18-4 Monitoring Trading PartnersFields

Field Description

Last Sent Shows the date and time of the last message this trading partner sent.

Sate Shows whether the trading partner is enabled or disabled.

Disable Todisableatrading partner, select this checkbox and click the Disable button.

A trading partner that is disabled cannot participate in new conversations, but
can continue with existing conversations.

Getting Details on a Trading Partner

From the main Trading Partners monitoring tab you can click on avaluein the Trading
Partner field to view the details about the selected trading partner.

Figure 18-5 Detailson a Selected Trading Partner

3 BEA Weblogic Collaboration Hub Administration Console - Microsoft Internet Explorer
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Monitoring Trading Partners on the C-Hub

The following table explains the fields on this screen.

Table 18-5 Monitoring Trading Partners Fields

Field

Description

C-Space

Shows the name of the c-space thistrading partner isin. Y ou can click on this
name to go to the c-space detail screen.

L ast M essage Sent

Showsthe date and time of thelast message sent by thistrading partner in this
c-space.

First Message Failed

Showsthe date and time of the first failed message sent by thistrading partner
in this c-space.

Last M essage Failed

Shows the date and time of the | ast failed message sent by thistrading partner
in this c-space.

M essages Sent Shows the number of messages sent by this trading partner in this c-space.
M essages Dropped Showsthe number of messagesdropped by thistrading partner in this c-space.
Leave Select Leave for c-spaces that you want this trading partner to leave.

When you click the L eavemar ked C-Space(s) button, thetrading partner will
leave all c-spaces that are selected (checkmarked) in the Leave column. All
active conversations for the trading partner in the selected c-space will end.

BEA WebL ogic Collaborate C-Hub Administration Guide

18-9



18 Monitoring the C-Hub

Monitoring Conversations on the C-Hub

To view conversations for a c-hub, select M onitoring in the left navigation bar, then
click the Conver sations tab.

Figure 18-6 Monitoring Conversations

3 BEA WeblLogic Collaboration Hub Administration Console - Microsoft Internet Explorer
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Thefollowing table explains the fields on this screen.

Table 18-6 Monitoring Conversations Fields

Field Description

Conversation 1D Shows the conversation ID.

Protocol Shows the business protocol assigned for the conversation.

C-Space Shows the name of the c-space this conversation isin. You can click on this

name to go to the C-Space detail screen.

Start Time Shows the date and time this conversation was started.

Last Msg. Shows the date and time the last message was sent.

Last Sender Shows the name of the trading partner who sent the last message.
Participants Shows the names of the trading partners in this conversation.
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Viewing Messages on the C-Hub

Table 18-6 M onitoring Conversations Fields

Field Description

Terminate Y ou can Terminate any conversation on the c-hub with a choice of either
Successor Failure. Check Successto indicate that the conversation completed
successfully. Check Failure to indicate that there was an error in the
conversation, and that is why you are terminating it.

Viewing Messages on the C-Hub

To view outstanding Messages for a c-hub, select Monitoring in the left navigation
bar, then click the M essages tab. (Outstanding messages are messages that have not
been delivered to al scheduled destinations.)

Figure18-7 C-Hub Messages
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18 Monitoring the C-Hub

The following table explains the fields on this screen.

Table 18-7 Monitoring Messages Fields

Field Description
Message I D Message ID generated by WebL ogic Collaborate.
Conversation |D Conversation ID of the active conversation.

Scheduled Deliveries  Number of destinations to which this message is scheduled to be delivered.

Successful Deliveries  Number of destinations this message has aready reached.

Viewing Details for a Particular Message

From the main M essage monitoring tab you can click on aMessage in the Message ID
column to view the details about the sel ected message.

Figure 18-8 Viewing Detailsfor the Selected M essage

7] BEA WebLogic Collaboration Hub Administration Console - Microsoft Internet Explorer

Fie Edit Wiew Favoites Tooks Help n

Address |¢j hitp:#/172.16.12.6:7001 AL CHubddmin/monitor/msg_detail?msgld=hitp:/#127.0.0.1:7001/Enabler2 verifietConversation 1.0 requestor_httpe/127.0.0.1:7001/Enabler!_0_574858332683.0 j & Go

. . Hub C-Spaces Trading Partners Conversations Messages WLC Log
Configuration
Manitoring Message Detail for: htip://127.0.0.1:7001/Enabler2:verifierConversation: 1.0:requestor_http://127.0.0,1:7001/Enabler1_0_974858392669:0
Mov 21, 2000
Preferences HUB_RECEIVE_QUELE 5:50:53 P SUCCESS
§ Moy 21, 2000
LDng‘f HUB_SEMD_QUEUE:Parterl 550154 BV SUCCESS
MNaov 21, 2000
Help HUB_ROUTER S5miaa FM SUCCESS
Moy 21, 2000 f
Parnerl 5:50:54 FM SUCCESS
Convrioht BEA Svsterns Inc., 2000 =
&] Dons B Intemet

18-12 BEA WebL ogic Collaborate C-Hub Administration Guide



Viewing Messages on the C-Hub

The following table explains the information reported on the details of a particular
message.

Table 18-8 Detailson a M essages

Field Description
L ocation L ocations to which the message has been sent.
Reached At m If the message was successfully sent, thisfield indicates the date and time

the message arrived at the location.

m If the message failed to arrive, thisfield indicates the last date and time
WebL ogic Collaborate attempted to send the message.

Result The possible results are:
m  Success
m Falure
m  Retries exhausted
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18 Monitoring the C-Hub

Viewing the WebLogic Collaborate Log

To view WebLogic Collaborate (WLC) log, select M onitoring in the |eft navigation
bar, then click the WL C L og tab.

Figure 18-9 Viewingthe WLC Log
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Viewing the WebLogic Collaborate Log

Y ou can set the L evel and Lines per Pagefiltersin the drop-down menus as explained
in the following table.

Table 18-9 Monitoring Trading Partners Fields

Field Description

Log File Shows the name and location of the log file. (The nameisawaysw c. | og
anditisalwayslocated in the same directory from wherethe WebL ogic Server
instance was started.)

Leve A drop-down menu where you can select the severity of the messages to be

retrieved from the log. The choices are:

m  All - Displays all messages

m Info— Displays any message with “INFO” or greater severity

m  Warning - Displays any message with “Warning” or greater severity
m  Error - Displays any message with “Error” or greater severity

m Fatal - Displays any message with “Fatal” severity

Lines Per Page A drop-down menu where you can select the number of messages to retrieve
from the log. The choices are:

= 250
= 500

= 1000
= 5000

A list of error messages is dynamically displayed based on the Level and Lines per
Page filters you apply. Y ou can use the Page UP and Page DOWN buttons to browse
through long lists of messages.
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routers users, defining 4-14
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