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About This Document

This document provides information about security in the BEA WebL ogic Portal ™
product suite, which includes Campaign services, Commerce services, and WebL ogic
Personalization Server™.

This document covers the following topics:

m Chapter 1, “Introduction,” providesinformation that may help you to determine
your application security requirements early, and explains how WebL ogic Portal
security relies on J2EE standards and WebL ogic Server security. This topic also
includes an overview of declarative security with deployment descriptors, an
explanation of security behavior in atypical J2EE environment, and some basic
information about security realms.

m  Chapter 2, “Security Roles and Deployment Descriptors,” describes security
roles and deployment descriptors in detail, and provides information about the
security roles and deployment descriptor files used in WebL ogic Portal. This
topic also provides information that will be useful to you when considering
security measuresin your own applications deployment descriptor files.

m Chapter 3, “Security in the WebL ogic Portal Sample Applications,” includes
security information about each of the sample applications within WebL ogic
Portal. It describes how the user’s experience might be affected by security
measures, and includes more detail s about back-end security processes such as
credit card encryption.

m Chapter 4, “Security in the WebL ogic Portal Enterprise JavaBeans,” describes
the security restrictions on the methods in each EJB JAR file of WebL ogic
Portal. Thistopic is primarily reference material, as it describes the contents of
thewebl ogi c-ej b-jar.xn andej b-jar. xm deployment descriptors.

m Chapter 5, “Security in the WebL ogic Portal Administration Tools and the
E-Business Control Center,” provides information on security measures
implemented in the WebL ogic Portal tools.
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m Chapter 6, “Portal Administration and Security,” provides additional detail about
the three levels of administration that WebL ogic Portal supports, and includes
information about how the access granted to these administrator users is scoped.
Additionally, this topic includes information about how administrative users are
managed, and how administration tasks may be delegated. Finally, some
information about visitor entitlements for WebL ogic Portal is provided.

What You Need to Know

This document is intended mainly for individuals in your organization who act as
Application Assmblers/Deployers and System Administrators. See “ Development
Roles’ inthe Strategiesfor Devel oping E-Business Web Sitesdocumentation for more
information about these and other organizational roles.

e-docs Web Site

BEA product documentation is available on the BEA corporate Web site. From the
BEA Home page, click on Product Documentation or go directly to the “e-docs’
Product Documentation page at http://e-docs.bea.com.

How to Print the Document

Y ou can print acopy of thisdocument from aWeb browser, onefile at atime, by using
the File—>Print option on your Web browser.

A PDF version of this document is available on the WebL ogic Portal 4.0

documentation Home page on the e-docs Web site. A PDF version of this document is
also available in the documentation kit on the product CD. Or you can download the
documentation kit from the WebL ogic Portal portion of the BEA download site. You
can open the PDF in Adobe Acrobat Reader and print the entire document (or aportion
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of it) in book format. To access the PDFs, open the WebL ogic Portal 4.0
documentation Home page, click the PDF files button and select the document you
want to print.

If you do not have the Adobe Acrobat Reader, you can get it for free from the Adobe
Web site at http://www.adobe.com/.

Related Information

The following documents contain additional information about WebL ogic Portal and
BEA WebL ogic Server™ product security, or provide supplemental information that
may be helpful for understanding the contents of this Security Guide.

m Deployment Guide

m Introduction to WebLogic Security

m Programming WebLogic Security

m Java 2 Platform Enterprise Edition Specification, v1.3
m Enterprise JavaBeans 1.1 Specification

m Java Servlet Specification v2.3

Contact Us!

Y our feedback on the BEA WebL ogic Portal documentation is important to us. Send
use-mail at docsupport@beasys.com if you have questions or comments. Y our
comments will be reviewed directly by the BEA professionals who create and update
the WebL ogic Portal documentation.

In your e-mail message, please indicate that you are using the documentation for the
BEA WebL ogic Portal 4.0 release.
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If you have any questions about this version of BEA WebL ogic Portal, or if you have
problems installing and running BEA WebL ogic Portal, contact BEA Customer
Support through BEA WebSupport at www.beasys.com. Y ou can also contact
Customer Support by using the contact information provided on the Customer Support
Card, which isincluded in the product package.

When contacting Customer Support, be prepared to provide the following information:
m Your hame, e-mail address, phone humber, and fax number

m Your company name and company address

m Your machine type and authorization codes

m Thename and version of the product you are using

m A description of the problem and the content of pertinent error messages

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention Item

boldfacetext  Indicatesterms defined in the glossary.

Ctrl+Tab Indicates that you must press two or more keys simultaneously.

italics Indicates emphasis or book titles.
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Convention

Item

nonospace Indicates code samples, commands and their options, data structures and
t ext their members, data types, directories, and filenames and their extensions.
Monospace text also indicates text that you must enter from the keyboard.
Examples:
#i ncl ude <iostreamh> void main ( ) the pointer psz
chnmod u+w *
\'t ux\ dat a\ ap
.doc
t ux. doc
Bl TVAP
fl oat
nonospace Identifies significant words in code.
bol df ace Example:
text void comit ()
nonospace Identifies variables in code.
italic Example:
t ext .
String expr
UPPERCASE Indicates device names, environment variables, and logica operators.
TEXT Examples:
LPT1
SIGNON
OR
{1} Indicates a set of choicesin a syntax line. The braces themselves should

never be typed.

[]

Indicates optional itemsin a syntax line. The brackets themsel ves should
never be typed.

Example:

bui l dobjclient [-v] [-0o name | [-f file-list]...
[-1 file-list]...

Separates mutually exclusive choicesin a syntax line. The symbol itself
should never be typed.
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Xii

Convention

Item

Indicates one of the following in acommand line:

m  That an argument can be repeated several timesin acommand line

m  That the statement omits additional optiona arguments

m  That you can enter additional parameters, values, or other information
The ellipsisitself should never be typed.

Example:

bui l dobjclient [-v] [-0 nane | [-f file-list]...
[-1 file-list]...

Indicates the omission of items from a code example or from a syntax line.
The vertical dlipsisitself should never be typed.
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CHAPTER

1 Introduction

This Security Guide is designed to help you understand how the WebL ogic Portal
product suite leverages the security features of the Java™ 2 Platform Enterprise
Edition (J2EE) specification and the J2EE-compliant security features of the

WebL ogic Server platform. It providesinformation about additional security measures
that may have been established for individual application components within the
WebL ogic Portal product suite, and describes ways that you can modify security
settings.

Asan introduction to WebL ogic Porta security, thistopic includes the following
sections:

m Determining Your Application Security Needs

m Reliance on J2EE Standards and WebL ogic Server Security
m Declarative Security in WebL ogic Portal

m Programmatic Security in WebL ogic Portal

m  Security Behavior in a J2EE Environment

m  About Security Realms

e Implementing a New Custom Realm

m  Next Steps
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1 Introduction

Determining Your Application Security

Needs

Security is a critical component of developing e-commerce applications that no
organization can afford to ignore. Maliciousindividuals who gain access to your
computer systems can temporarily interrupt business, but those who gain access to
your customers’ personal data can cause long-term damageto your reputation. Even if
you have not had any security mishaps, customers are often hesitant to provide
personal information over the Web, which could affect your ability to tailor products
and servicesto customer preferences. Therefore, your organization must devel op
e-commerce applications that protect customer data and communicate a sense of
privacy and purpose through theinterface. At the sametime, however, the application
must not be difficult to navigate or perform slowly because of technical security
requirements.

As the previous paragraph suggests, determining your application security needs can
be challenging. Y ou must balance the need for securing data with the need to make
your site easy to navigate and perform quickly. Y ou may want to ask yourself the
following questions when attempting to define your application security requirements:

m What resources should | protect?

There are many resources in the WebL ogic Portal suite's applications that can be
protected, including Enterprise JavaBeans (EJBS), servlets, and JavaServer Pages
(JSPs). Consider the resources you want to protect when deciding the level of
security you must provide.

m Fromwhomam | protecting these resources?

Like many e-commerce Web sites, you may consider browsing product catalog
pages an acceptable activity for both anonymous and authenticated customers.
Once a customer decides to purchase an item, however, you may need to identify
that customer and retrieve some of their personal information. This information
must be protected from all other customers of the Web site.

Similarly, the tools included with WeblL ogic Portal may allow certain
administrators to modify the behavior of your e-commerce Web site. Should
these administrators be able to access all resources and all data? Or should the
most confidential and strategic information be trusted to only afew individual s?

1-2 Security Guide



Reliance on J2EE Standards and WebLogic Server Security

m  What are the consequences of ineffective or failed protection on the resource?

In some cases, afault in your application security is easily detected and
considered nothing more than an inconvenience. In other cases, a fault might
cause great damage to companies or individual clientsthat use the site.
Understanding the ramifications associated with unauthorized access to each
resource will help you to properly protect it.

Asyou read the rest of this Security Guide, keep your answers to these questionsin
mind. By thinking upfront about your security requirements, you will be more likely
to design security-aware applications, and may be better prepared to execute
deployment activities.

Reliance on J2EE Standards and WebLogic
Server Security

WebL ogic Portal security implementations are based on the security requirements
defined in the Java 2 Enterprise Edition (J2EE) specification, aswell as the security
measures implemented the BEA WebL ogic Server™ product.

This dependency has two important implications. First, if implemented properly, you
can be confident that the applicationsyou build using WebL ogic Portal conform to the
latest in J2EE security standards. Second, like the WebL ogic Portal applications, your
applications will also leverage the centralized security mechanisms of the WebL ogic
Server container, instead of requiring you to embed security code within individual
Enterprise JavaBean (EJB) routines or their clients. Reliance on this centralized
security model may significantly reduce the amount of effort required to build and
maintain secure applications.

For more information about J2EE security requirements, see the “ Security” sectionin
the Java 2 Platform Enterprise Edition Specification, v1.3. For more information
about how WebL ogic Server implements J2EE security, refer to the Programming
WebLogic Security documentation.

Security Guide 1-3



1

Introduction

Declarative Security in WebLogic Portal

1-4

Because WebL ogic Portal relies upon J2EE security requirements and the WebL ogic
Server’'simplementation of these requirements, security in the WebL ogic Portal
applications is primarily declarative.

As stated in the J2EE specification, declar ative security means specifying an
application’s security structure—including security roles, access control, and
authentication requirements—in aform that isexternal to the application. Thisexternal
form is called a deployment descriptor, which isa centralized XML document for
(among other things) defining protections on application resources. At runtime, the
WebL ogic Server container uses the deployment descriptor to enforce the specified
security restrictions. Access to a protected resource is granted only if a user’s security
role matches the role declared in the deployment descriptor for that resource.
Chapter 2, “ Security Roles and Deployment Descriptors,” provides more information
about deployment descriptors and security roles.

A declarative approach to security has several advantages. First, declarative security is
fine-grained, meaning that access can be restricted down to a specific method on a
JavaBean. This gives you the flexibility to restrict only those resources that need
protection. Second, an Application Assembler/Deployer can map security roles used
within an application to the users and groups that already exist for a particular
production environment at deployment time. This eliminates the need for individual
developers to concern themselves with the security details of particular environments,
and allows them to focus on other, possibly more important aspects of application
development. Third, because deployment descriptor information is centralized and
external to its associated application, it can be changed without modifying any
JavaServer Page (JSP) or Enterprise JavaBean (EJB) source code. This architecture
may significantly reduce the time developers spend debugging and maintaining code,
aswell as the likelihood of security holes due to programming errors.

Note: More information about declarative security can be found in the Enterprise
JavaBeans 1.1 Specification.
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Programmatic Security in WebLogic Portal

Programmatic Security in WebLogic Portal

Programmatic security isalso supported by the WebL ogic Server container, and
WebL ogic Portal does occasionally use programmatic security in addition to
declarative security. For example, some programmatic security is used in the Portal
Administration services because an administrator’ s association with a portal is
determined dynamically, after deployment. The static nature of declarative security
(and the fact that it is defined at deployment time) would not work in this case. For
more information about Portal Administration, see Chapter 6, “ Portal Administration
and Security.”

Note: For more information about the differences between declarative and
programmatic security, seethe“ Container Based Security” section of the Java
2 Platform Enterprise Edition Specification, v1.3.

Security Behavior in a J2EE Environment

Thefollowing points provide a high-level overview of how security typically worksin
a J2EE environment. This information is included to provide some context for the
WebL ogic Server’s security activities, as well as to provide a basic understanding of
how an application’ s deployment descriptors and security roles fit into a security

policy.
m Initial Request
A Web client that has not yet been authenticated requests a URL for a protected

resource (for example, a JSP). If acting as a Web server, the WebL ogic Server
detects this and invokes an appropriate authenti cation mechanism.

m Authentication

The Web server returns aform to the client requesting authentication data (such
as ausername and password combination). If using basic authentication, the
form displayed to the user is part of the browser’s default interface. If using
form-based authentication, the interface for data collection can be customized by
developers in your organization. Once the user enters their authentication
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Introduction

1-6

information, the client forwards this data back to the Web server, which validates
it and sets a credential for the user.

Authorization

Theuser’s credentia (set in the previous step) can now be used in subsequent
requests to determine whether that user is authorized to access a particular
protected resource. The Web server consults the deployment descriptor
associated with the protected resource to determine the security roles that should
be granted access. The Web container then tests the user’s credential against
each security role, looking for user-to-role matches.

Request Fulfillment

If the Web container obtains an “is authorized” outcome, the Web server returns
the result of the original URL request to the client.

The JSP (or other resource) to which the client now has access may perform a
remote method call to an Enterprise JavaBean (EJB), using the user’s credential
to establish a secure association between the JSP and the EJB. This association
isimplemented in both the Web container and EJB container. The EJB container
enforces access control on EJB methods by consulting the EJB’s depl oyment
descriptor to determine which security roles should be granted access to the
method. If the EJB container obtains an “is authorized” outcome, the container
permits the call to the particular EJB method. The result of the method's
execution is returned via the Web server and JSP to the client.

Asyou can see by thissimplified description, the Web server acts as an authentication
proxy by gathering authentication data from a client and using it to establish an
authenticated connection to a protected resource.

Note: For moredetailed information about this process, seethe “ Security” sectionin

the Java 2 Platform Enterprise Edition Specification, v1.3. For more
information about authentication and authorization, see “Introduction to
WebL ogic Server Security” in the Programming WebL ogic Security
documentation.
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About Security Realms

About Security Realms

Asdescribed in “ Security Behavior in aJ2EE Environment” on page 1-5, aWeb server
authenti cates users and determines which resources within the server users can create,
access, or modify. To do this, the Web server uses a security realm. When a user
attempts to access a particular resource, the server triesto authenticate and authorize
that user by checking the access control list (ACL) and permissions that are assigned
to the user within therealm. Y ou can set up multiple security realms, but each instance
of aWeb server can use only one realm. The server uses the same security realm for
your Web site developers and for your customers.

Note: Moreinformation about security realms, ACL s, and permissions can be found
in the “Introduction to WebL ogic Server Security” section of the
Programming WebL ogic Security documentation.

The default security realm for the WebL ogic Portal isthe RDBMS ream. That is, by
default the server stores user IDs and passwords, group definitions, and ACLs in the
RDBMS data repository.

WebL ogic Portal also providesthe following aternate security realms:

m LDAP Security Realm

Provides authentication through a Lightweight Directory Access Protocol
(LDAP) server which allows you to manage users in one place, the LDAP
directory. When the LDAP security realm is used, the LDAP server authenticates
users and groups.

Note: TheLDAPream isaread-only realm. Therefore, use of the LDAP realm
may require additiona intervention using third-party tools, especially
when performing user, group, and del egated administration management
tasks.

m  Windows NT Security Realm

Uses Windows NT account information to authenticate users. Users and groups
defined through Windows NT can be used by your Web application. You can use
the WebL ogic Server Administration Console to view thisrealm, but you must
use the facilities provided by Windows NT to define users and groups.
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UNIX Security Realm

Executes a native program, wi aut h, to authenticate users and groups using
UNIX login IDs and passwords. On some UNIX platforms, w aut h uses a
Pluggable Authentication Module (PAM) that allows you to configure
authentication servicesin a UNIX platform without altering applications that use
those services. On UNIX platformsfor which PAM is not available, W aut h uses
the standard |ogin mechanism, including shadow passwords when they are
supported. You can use the Administration Console to view this realm, but you
must use the facilities provided by the UNIX platform to define users and
groups.

File Realm

When you start the server, the File realm creates user, group, and ACL objects
from properties defined through the WebL ogic Server Administration Console
and storestheminthefil eReal m properti es file.

Note: TheFilerealm isdesigned for use with 10,000 or fewer users. If you have
more than 10,000 users, use an alternate security realm.

Implementing a New Custom Realm

1-8

Asdescribed in “About Security Realms’ on page 1-7, WebL ogic Portal shipswith an
implementation of the WebL ogic realm that uses a relational database as its backing
store. You can, if you would like, replace the out-of-the-box realm with a different
realm such as LDAP, or even a custom realm implementation.

If you chose to create your own realm implementation, keep the following pointsin
mind:

Your realm should implement webl ogi c. security. acl . Manageabl eReal m

If your realm is read-only, it should implement
webl ogi c. security. acl . Li st abl eReal m In this case, the UserManager will
not attempt to create or delete users or groups.

Note: For more information about the UserManager, see “ Security Realms and
User Profiles’ in the Guide to Building Personalized Applications
documentation.
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m |norder to support the changing of user passwords, your realm’s user object
must implement webl ogi c. security. acl . Or edenti al Changer.
The single method, changeCr edent i al , isused as a callback by the
UserManager when set Passwor d is called (either from the WebL ogic Portal
Administration Tools or from a JSP tag). The first parameter, ol dCr edent i al ,
will always be nul | —if you want to confirm a user’s current password, this
must be done by your application. The second parameter, newCr edent i al , will
be a String to set as the user’s new password.

It isimportant to note that if arealm that does not implement Manageabl eReal mis
being used, the administration toolsfor creating users and groups becomeinaccessible.
Thisis because adding users and groups and administering credentials must be done
through tools provided by the external datastore.

Note: Changing the underlying realm can cause unpredictable behavior if the realm
configuration tools are not immediately used to map and remove groups and
clean up users as appropriate for the new realm.

For more information about implementing a custom realm, see “Installing a Custom
Security Realm” under the topic “Managing Security” in the WebLogic Server
Administration Guide.

Next Steps

This Security Guideisintended mainly for individualsin your organization who act as
Application Assemblers/Deployers and System Administrators, and assumes a certain
level of familiarity with standard J2EE security implementations and with the security
mechanisms of the BEA WebL ogic Server.

Note: See“Development Roles’ in the Strategies for Devel oping E-Business Web
Stesdocumentation for moreinformation about these and other organizational

roles.

If you have no prior or recent experience with J2EE or WebL ogic Server, you may
want to spend some time learning about these technol ogies before proceeding. The
following documents contain additional information about WebL ogic Portal and
WebL ogic Server product security, or provide supplemental information that may be
helpful for understanding the contents of this Security Guide.
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1 Introduction

m Deployment Guide

m Introduction to WebLogic Security

m Programming WebLogic Security

m Java 2 Platform Enterprise Edition Specification, v1.3
m Enterprise JavaBeans 1.1 Specification

m Java Serviet Specification v2.3

If you feel comfortable with J2EE and WebL ogic Server security topics, proceed
through this guide—either sequentially or nonsequentially—to answer your questions
about WebL ogic Portal security.
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CHAPTER

2

Security Roles and

Deployment
Descriptors

Security in WebL ogic Portal isconsidered declarative becauseresource protectionsare
defined in separate configuration files called deployment descriptors, instead of within
individual application components.

Because an understanding of security rolesis required to understand deployment
descriptors, this topic includes conceptual information about security roles, an

explanation of how these roles map to BEA WebL ogic Server™ principals (users and

user groups), and provides information about the security roles used in WebL ogic

Portal. Next, thistopic provides some general information about depl oyment
descriptors, describes the |ocations of the deployment descriptor files, and introduces
some of the security-related elements you will find within these files.

Thistopic includes the following sections:

m Authorization Using Security Roles

What |s a Security Role?

WebL ogic Portal Security Roles

Declaration of Security Roles

Users and User Groups as Principals

WebL ogic Portal User Groups

WebL ogic Portal Role to Principal Mappings
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e Using Roleto Principal Mappings To Modify Access At Runtime
m Declarative Security Using Deployment Descriptors

e What |saDeployment Descriptor?

e Deployment Descriptor Files and Enterprise Applications

e Location of Deployment Descriptor Filesin the Directory Structure

e Theweb.xml Deployment Descriptors

¢ Theweblogic.xml Deployment Descriptors

e Theegjb-jar.xml Deployment Descriptors

e Theweblogic-gb-jar.xml Deployment Descriptors

Authorization Using Security Roles

As described in “ Security Behavior in a J2EE Environment” on page 1-5,
authentication and authorization mechanisms limit interactions between clients and
protected resources. If authentication shows that a user has privileges to a particular
resource, a credential is then associated with that user, which authorizes the user to
access the same resource during subsequent requests. |n a J2EE environment, this
authorization mechanism is based on the concept of security roles.

This section includes information on the following:

m What Isa Security Role?

m  WebLogic Portal Security Roles

m Declaration of Security Roles

m Usersand User Groups as Principals

m  WebLogic Portal User Groups

m WebLogic Portal Role to Principal Mappings

m Using Role to Principal Mappings To Modify Access At Runtime
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What Is a Security Role?

A security role is an application-specific, logical grouping of users classified by
common traits. A security roleisaway to assemble users with similar resource access
permissions for an application by categorizing them into named collections. For
example, perhapsyou have somenumber of userswho should be allowed to update just
the JSPs for your e-business Web site. It would make sense to group these users
together into one security role, named WebAut hor Rol e. Thisway, you can control the
access to the application for all these users through one named security role.

WebLogic Portal Security Roles

The J2EE-compliant security roles defined for the WebL ogic Portal applications are:

Ever yoneRol e—designated for anonymous access.

Syst emAdni nRol e—designated for users who have administration privileges for
all aspects of the e-business applications. Thisincludes all areas of the
browser-based WebL ogic Portal Administration Tools (including Portal, User,
Cataog, Order, and Payment Management).

Del egat edAdni nRol e—designated for users who have specific administration
privileges of the e-business applications. Usersin thisrole are not as powerful as
those in the Syst emAdni nRol e because they are only given accessto specific
portals (for those further designated as Portal Administrators (PAS)) or group
portals (for those further designated as Group Administrators (GAS)).

Cust oner Rol e—designated for customers who are registered with the
e-business Web site.

Rul esReader Rol e—designated as a special role for methods in the
Personalization, Campaign, and Portal servicesthat read deployed rule sets. If
you wish to call these methods, you must authenticate as a principal in thisrole.
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Declaration of Security Roles

Security roles are declared in each Web application’ sweb. xn deployment descriptor
file. For more information about deployment descriptors, see “What |s a Deployment
Descriptor?’ on page 2-7. For more information about the web. xni filein particular,
see “The web.xml Deployment Descriptors’ on page 2-12.

Users and User Groups as Principals

2-4

A user issimilar to an operating system user in that it represents a person. A user
group isacategory of users, classified by common traits such asjobtitle. Categorizing
usersinto user groups makes it easier to control the access permissions for large
numbers of users. Y ou can create new users and assign them to user groups in your
security realm using the WebL ogic Portal Administration Tools, as described in
“Creating and Managing Users’ in the Guide to Building Personalized Applications
documentation. For information about the reserved WebL ogic Portal user groups, see
“WebL ogic Portal User Groups” on page 2-5.

Note: Although both user groups and security roles represent categories of users, a
security role has a different scope than a user group. Specifically, a security
roleis scoped only to a specific application in the WebL ogic Server. A user
group is scoped to the entire WebL ogic Server. In other words, user groups
and security realms manage accessto resourcesfor an entire WebL ogic Server
instance, while security roles manage accessto resources within asingle Web
application. (Security roles are described in “What |s a Security Role?’” on

page 2-3.)

Users and user groups are used as principals by application servers like WebL ogic
Server. The mapping between a principal (used by application servers) and a security
role (defined by the J2EE specification) is accomplished in each Web application’s
webl ogi c. xm deployment descriptor file. (For more information about depl oyment
descriptors or about the webl ogi c. xm filein particular, see “What |s a Deployment
Descriptor?’ on page 2-7 or “The weblogic.xml Deployment Descriptors’ on page
2-13, respectively.)

Mapping aprincipal (aJ2EE user or user group) to a security role confers the defined
access permissions to that prinicpal aslong asthe principa is"in" therole. For
exampl e, an application may define a security role called Guest Rol e, which provides
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read-only access to asmall subset of that application’s resources. Any principal in the
Quest Rol e rolewould then have read-only accessto those resources. Many principals
can be mapped to a single J2EE security role. For information about the WebL ogic
Portal security role to principa mappings, see “WebL ogic Portal Roleto Principal
Mappings’ on page 2-5.

WebLogic Portal User Groups

WebL ogic Portal uses the following reserved WebL ogic Server user groups, which
you can configure using the User Management portion of the WebL ogic Portal
Administration Tools:

B everyone
m SystemAdni ni st rat or —User group for all-powerful administrators.

m Adni nEl i gi bl e—Special user group that includes users who are eligible for
delegated administration. A user must be placed in this user group before they
can be delegated administration tasks.

m Del egat edAdni ni st r at or —Includes the logical designations of Portal
Administrator (PA) and Group Administrator (GA). Usersin the
Del egat edAdni ni st rat or user group are in this group for as long asthey are
either aPA or aGA.

m w cs_cust omer —User group used exclusively by the Commerce (w cs) Web
application.

For more information about the User Management portion of the WebL ogic Portal
Administration Tools, see“ User Management” in the Getting Sarted with Portalsand
Portlets documentation.

WebLogic Portal Role to Principal Mappings

The security roles defined for the WebL ogic Portal Web applications map to the
following WebL ogic Server users or user groups (principals):

m EveryoneRol e — everyone user group
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m  SystemAdni nRol e — Syst emAdm ni strator user group
m Del egat edAdni nRol e — Del egat edAdni ni st rat or user group

m CustomnerRol e —» w cs_custoner user group

Using Role to Principal Mappings To Modify Access At

Runtime

In the WebL ogic Portal role-to-principal mapping, the Syst emAdni nRol e always
includesthe Syst emAdmi ni st r at or user group. Therefore, although you cannot
modify access control lists (ACLS) at runtime, you can provide specific users with
access at runtime simply by adding them to the appropriate user group. For example,
if youwant to give user JohnDoe accessto the WebL ogic Portal Administration Tools
(which require administrative privileges), simply add JohnDoe to the

Syst emAdmi ni st rat or user group.

Note: For more information about access control lists (ACLS), see“ACLsand
Permissions” in the Security Fundamentals topic of the Programming
WebL ogic Security documentation.

Usersadded tothe Del egat edAdni ni st rat or user group are not automatically made
an administrator. They must also be associated with a specific porta or group portal
(that is, further designated as a Portal Administrator (PA) or Group Administrator
(GA)). For more information, see Chapter 6, “Portal Administration and Security.”

Theonly time auser must be manually added to the Del egat edAdni ni strat or user
group is when the LDAP security realm (a non-writable realm) is used. For more
information about the LDAP security realm, see “ About Security Realms’ on page 1-7.
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Declarative Security Using Deployment
Descriptors

Asdescribed in “ Declarative Security in WebLogic Portal” on page 1-4, declarative
security means specifying an application’s security structure—including security
roles, access control, and authentication requirements—in aform that isexternal to the
application. Thisexternal form is called a deployment descriptor.

This section includes information on the following:

m What Is a Deployment Descriptor?

m Deployment Descriptor Files and Enterprise Applications

m Location of Deployment Descriptor Filesin the Directory Structure
m  Theweb.xml Deployment Descriptors

m  Theweblogic.xml Deployment Descriptors

m  The gb-jar.xml Deployment Descriptors

m  The weblogic-ejb-jar.xml Deployment Descriptors

What Is a Deployment Descriptor?

A deployment descriptor isaconfiguration file with a predefined format that all
J2EE-compliant Web applications and Enterprise JavaBeans (EJBs) must use, and that
all 2EE-compliant servers (such as the BEA WebL ogic Server) must know how to
read. Thisformat isspecified inan XML Document Type Definition, or DTD, and thus
hasa. xnl extension. Asitsnameimplies, the deployment descriptor describesvarious
deployment settings including servlets, security roles and secured resources, JSP
deployment options, and other properties of an application. For more detailed
information about deployment descriptors, see the Java 2 Platform Enterprise Edition
Specification, v1.3.
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Deployment Descriptor Files and Enterprise Applications

2-8

A J2EE application, which may or may not be saved as a compressed Enterprise
ARchive (EAR) file, generally consists of:

One or more Web applications, which may or may not be saved as compressed
Web ARchive (WAR) files.

One or more Enterprise JavaBeans (EJBs) that provide e-business functions,
saved as compressed Java ARchive (JAR) files.

Other resources or configurations (such as security settings in deployment
descriptors) that are shared among application modules.

Specia Web applications that deploy data and administer your Web applications.

Thus, although deployment descriptors provide a central location for security-related
deployment information, an enterprise application typically requires more than one
deployment descriptor file to communicate its security requirementsto the server. For
each enterprise application, you will need to have:

Anappl i cation. xm deployment descriptor, located in the enterprise
application’s META- | NF directory. The appl i cati on. xni deployment descriptor
contains all J2EE security roles that constituent Web applications use. For more
information, see “ Declarations of Security Roles” in the “Modify
application.xml” section of the Deployment Guide.

For each Web application that comprises the enterprise application, there are two
deployment descriptors: web. xm and webl ogi c. xni . These deployment
descriptors are discussed in “ The web.xml Deployment Descriptors” on page
2-12 and “The weblogic.xml Deployment Descriptors’ on page 2-13.

For each EJB JAR that comprises the enterprise application, there are two
deployment descriptors: ej b-j ar. xm and webl ogi c- €] b-j ar. xm . These
deployment descriptors are discussed in “The ejb-jar.xml Deployment
Descriptors’ on page 2-13, and “ The weblogic-gjb-jar.xml Deployment
Descriptors’ on page 2-15.
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Location of Deployment Descriptor Files in the Directory
Structure

WebL ogic Portal is a collection of prewritten Web applications and Enterprise
JavaBeans (EJBs), organized into various enterprise applications. These enterprise
applications are located in the PORTAL_HOME\ appl i cat i ons directory, where
PORTAL_HOME isthe directory in which you installed WebL ogic Portal. An example of
an enterprise application isthe por t al application, which can be found at
PORTAL_HOWVE\ appl i cati ons\ portal .

Theroot directory for each enterprise application may contain JAR files for the
Enterprise JavaBeans (EJBs) that comprise the enterprise application. Figure 2-1
illustratesthis, using the por t al enterprise application as an example.
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Figure2-1 EJB JAR Filesin the WebL ogic Portal Directory Structure
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It iswithin each JAR file that theej b-j ar. xm and webl ogi c-ej b-j ar. xm
deployment descriptors can be found. These deployment descriptors are discussed in
“The glb-jar.xml Deployment Descriptors” on page 2-13, and “The
weblogic-gb-jar.xml Deployment Descriptors” on page 2-15. The contents of the

ej b-jar.xm andwebl ogi c-ej b-jar. xm filesfor each of the prewritten EJBsin
WebL ogic Portal are also described in Chapter 4, “ Security in the WebL ogic Portal
Enterprise JavaBeans.”

Beneath each enterprise application’s root directory, there are two important
subdirectories: META- | NF and <webapp_name>\ WEB- | NF.

m The META- | NF subdirectory containsthe appl i cati on. xni deployment
descriptor file for the enterprise application. For more information, see
“Declarations of Security Roles’ in the “Modify application.xml” section of the
Deployment Guide.

m Theindividual Web applications that comprise each enterprise application are
located in subdirectories beneath the enterprise applications. For example, the
st ockpor t al Web application islocated in the PORTAL_HOME\ appl i cati ons\
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portal\ stockportal directory. A portion of this directory structure is shown

in Figure 2-2.

Figure2-2 Location of Web Application Deployment Descriptorsin the

WebL ogic Portal Directory Structure
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Within the Web application’sroot directory, thereis a WEB- | NF subdirectory.
The VEB- | NF directory contains the two deployment descriptors for the Web
application: web. xn and webl ogi c. xni . These deployment descriptors are
discussed in “The web.xml Deployment Descriptors” on page 2-12 and “ The
weblogic.xml Deployment Descriptors” on page 2-13.
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The web.xml Deployment Descriptors

2-12

Along with other information, the web. xm deployment descriptor may contain
several setsof XML elements for implementing the J2EE declarative security model.
Each web. xni deployment descriptor may contain XML elements for the following
security-related topics:

Listen Ports for Webflow-Generated URLSs

These <cont ext - par am> elements enable Webflow to encode port numbersin
URL sthat are different from the port numbers that the WebL ogic Server uses.

Declarations of Secure Links

These <cont ext - par am> elements declare a set of files, Pipelines, and Input
Processors that need to be accessed viaHTTPS.

Session Configuration

The <sessi on- confi g> element defines the session parameters for the Web
application, including session timeout values.

Declarations of Secure JSPs

The<security-constraint> XML element declares a collection of resources
(JSPs) that only specific roles can access.

Login Configuration
The <l ogi n- conf i g> element determines how users are authenticated.

Declaration of Security Roles

You must include a<securi ty-rol e> element to declare al of the rolesthat
you useinthe <security-constraint>.

These topics are described in more detail in the the “ Review and Modify web.xml”
section of the Deployment Guide. More information can also be found in “web.xml
Deployment Descriptor Elements’ in the WebLogic Server Assembling and
Configuring Web Applications documentation.
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The weblogic.xml Deployment Descriptors

Inadditionto theweb. xm deployment descriptor, each Web application also requires
awebl ogi c. xm deployment descriptor, which declares deployment properties
specific to the WebL ogic Server. Along with other information, each webl ogi c. xm
deployment descriptor may contain XML elements for the following security-related
topics:

m  Security-Role Mappings

The <security-rol e- assi gnment > e ements map J2EE security rolesto users
or groups that a security realm uses to define ACLs.

m  Check Authentication on JSP Forwarding

The <cont ai ner - descri pt or > element requires authentication of any
forwarded requests from a servlet or JSP.

m Cookies

The <sessi on- par an» elements determine whether the default cookie name for
all Web applications on the current server instance is used, and allows you to set
the cookie domain for the application.

m Customer Profile Initialization

The value of the <aut h-fi | t er > element specifies whether customer profile
information is initialized when a customer logsin using aform.

Thesetopics are described in more detail in the the “Modify weblogic.xml” section of
the Deployment Guide. More information can also be found in “weblogic.xml
Deployment Descriptor Elements” in the WebLogic Server Assembling and
Configuring Web Applications documentation.

The ejb-jar.xml Deployment Descriptors

Anej b-jar. xm fileistheprimary deployment descriptor for an Enterprise JavaBean
(EJB). Itisin this XML file that an enterprise application’sindividual JavaBeans are
registered with appropriate security constraints. As such, the root element of this
deployment descriptor element is<ej b-j ar >. The <ej b- j ar > element contains
mandatory structura information about all included enterprise beans (defined in the
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<ent er pr i se- beans> subelement), and may include an application-assembly
descriptor. If present, the assembly descriptor contains the enterprise bean’ s security
configuration information (in the <assenbl y- descri pt or > subelement). This
element structure is shown in Listing 2-1.

Listing 2-1 ejb-jar.xml XML Element Structure

<ej b-jar>
<enter pri se-beans>

<entity>Declares an entity bean
<security-rol e-ref>Declares the security role for the
entity bean</security-role-ref>

</entity>

<sessi on>Decl ares a sessi on bean
<sessi on-type>Stateful or Statel ess</session-type>
<security-rol e-ref>Declares the security role for the
sessi on bean</security-role-ref>

</ sessi on>

</enterprise-beans>
<assenbl y-descri pt or >

<security-rol e>

<descri pti on>Docunentati on of the security

rol e</ descri pti on>

<rol e-nane>Nane of the security rol e</rol e- nane>
</security-rol e>

<net hod- per m ssi ons>
<rol e-nane>Nane of the security rol e</rol e- nane>

<net hod>

<ej b- namre>Nane of the bean</ej b-nanme>

<net hod- name>Nane of the bean’s net hod</ net hod- nane>
</ met hod>

</ net hod- per m ssi ons>
</ assenbl y- descri ptor>

</ejb-jar>
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AsListing 2-1 also shows, the <ent er pri se- beans> element contains <enti t y>
subelements when declaring entity beans, or <sessi on> subelements when declaring
session beans. The <ent i t y> and <sessi on> elements may further contain

<securi ty-rol e-ref > subelements, which enable the EJB to do programmatic
security checking (if such behavior isdesired). Also within the <sessi on> element is
a<sessi on-t ype> subelement that describes whether the session bean is stateful or
statel ess.

Note: For more information about the differences between declarative and
programmatic security, see“ Container Based Security” in the Java 2 Platform
Enterprise Edition Specification, v1.3.

If included, the <assenbl y- descri pt or > element includes security roles and the
individual method permissions associated with these security roles. The

<securi ty-rol e> subelementsdeclare all the roles by which bean method calls will
be authorized. Each security role requires a mapping to an actual group name in the
corresponding webl ogi c- ej b-j ar. xm file. (Thewebl ogi c-ej b-jar.xm fileis
described in the following section.)

The assembly descriptor’s <nmet hod- per ni ssi on> subelement declares
authorizations for each method in abean. These entries are typically listed by security
role (<r ol e- nane>), then by bean (<ej b- name>) and then by method

(<met hod- name>). Therefore, thereis usually one <met hod- per ni ssi on> entry for
each security role defined in the previously described <securi ty-r ol e> element.

Note: Because WebL ogic Portal consists of many EJB JAR files, the detailed
contents of the ej b-j ar. xmi and webl ogi c-ej b-j ar. xm deployment
descriptors can be found in Chapter 4, “ Security in the WebL ogic Portal
Enterprise JavaBeans.”

The weblogic-ejb-jar.xml Deployment Descriptors

One purpose of thewebl ogi c- ej b-j ar. xnl deployment descriptor isto associatethe
security role names that may be needed for a particular service (as defined in the
corresponding ej b-j ar. xm file) to principal names. Listing 2-2 showsthe syntax of
the<security-rol e assi gnnent > element.
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Listing 2-2 Syntax of the Security-Role Assignment Element

<security-rol e-assi gnnent >

<rol e-nane>Nane of security role</rol e-nanme>
<pri nci pal - name>Cor r espondi ng princi pal nane</pri nci pal - nane>

</ security-rol e-assi gnnent >

Notes: Theroleto principal mappings used in theweb. xn deployment descriptor
may also be used in webl ogi c- ej b-j ar . xn . For more information about
theweb. xm application deployment descriptor, see “ The web.xml
Deployment Descriptors” on page 2-12.

For more information about security rolesand principals, see“Usersand User
Groups as Principals’ on page 2-4.
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CHAPTER

3

Security In the

WebLogic Portal
Sample Applications

Out-of-the-box, WebL ogic Portal includes several sample applications that
demonstrate various capabilities of the product, and some that may provide you with a
starting point for building your own e-commerce applications. These sample
applications must occasionally implement J2EE security measures. For example,
because the JavaServer Page (JSP) templates included in the Commerce (w cs) Web
application simulate a real-world storefront (including a check out process), some of
the templates must be protected.

Thistopic describes how avisitor or customer’ s user experience might be affected by
security in the sample applications, explains the back-end processes that support
security in these applications, and describes the contents of each application’s

web. xm and webl ogi ¢. xm deployment descriptors. It aso provides detail s about
credit card security measures.

Thistopic includes the following sections:
m  Security in the Commerce (wlcs) Web Application
e Accessing the Commerce (wlcs) Web Application
e Protected JavaServer Page (JSP) Templates
e Logging In with Form-Based Authentication
e Session Inactivity
e SSL and Declarative Transport
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Credit Card Security Service

Contents of the Commerce (wlcs) Web Application’s Deployment
Descriptors

m  Security in the Stock Portal Web Application

Accessing the Stock Portal Web Application

Anonymous Versus Authenticated Portal Visitors

Logging Into the Portal

Webflow and Portal Security

Contents of the Stock Portal Web Application’s Deployment Descriptors

Security in the Commerce (wlcs) Web
Application

3-2

The Commerce (W cs) Web application includes a set of JavaServer Page (JSP)

templatesthat provideamodel for your home page, search and browse pages, shopping
cart pages, and many other pages that are commonly used on e-commerce sites. Web
content devel opers can use the JSP templ ates and add customized HTML tagsto match
your organization’s branding requirements, design preferences, navigation options,

and the content of your product catalog. In summary, the JSP templates are a great
starting point for building your own e-commerce Web application!

Because some e-commerce Web pages display or allow registered customers to

modify personal information (such as billing information or demographic data), the

included JSP templates that serve these purposes must be protected. This section

describes which JSP templates are protected, how users can access the templates, and

the techniques used to implement these security measures.

Security Guide



Security in the Commerce (wlcs) Web Application

Accessing the Commerce (wlcs) Web Application

On Windows systems, you can view the Commerce Web application by first starting
the WebL ogic Portal server and then selecting Start — Programs — BEA WebL ogic
E-Business Platform — BEA WebLogic Portal 4.0 - Commerce Templates.

The default username/password combination for thewl c¢s templatesisdenmocust oner
and passwor d.

Thefiles for the Commerce (W cs) Web application are located in
PORTAL_HOVE\ appl i cati ons\ wi csApp\ wi cs directory, where PORTAL_HOME isthe
directory in which you installed the product.

Protected JavaServer Page (JSP) Templates

Unless aWeb page contains or requests sensitive customer information, there is no
reason to prevent any user from viewing that page. For example, a potential customer
who visits your e-commerce site for the first time should be able to browse through
your product catalog with ease. Typical browsing interactions (excluding campaigns)
should not require this user to register or log into your Web site.

With this concept in mind, the Commerce (W cs) Web application allows anonymous
users to move through the JSP templates freely, until they request a page that is
protected (that is, contains or requests sensitiveinformation). Protected pagesare those
located below the commer ce\ or der and conmer ce\ user directories.

Logging In with Form-Based Authentication

The nai n. j sp template isthe default home page for the Commerce (w cs) Web
application, and can be accessed by anonymous users. Anonymous users can browse
the store or perform other activities (search, view cart, and so on) using the hyperlinks
presented on the mai n. j sp template. Essentially, anonymous users can access al of
the product catalog JSP templates, which are described in detail in the “ Product
Catalog JSP Templates’ topic of the Guide to Building a Product Catalog
documentation. (In this documentation you will also find a detailed explanation of the
mai n. j sp template.)

Security Guide 3-3



3

Security in the WebLogic Portal Sample Applications

34

Although aLog Inlink is provided on the mai n. j sp template, users are not
immediately required to log in. Only when an anonymous user attempts to access a
protected Web page (or explicitly clicksthe Log In link) are they directed to the

I ogi n. j sp templatefor ausername and password (see Figure 3-1). Userswho choose
tolog in prior to accessing protected pages and are already authenticated are not
prompted to log in again unless they log out or their session times out. (For more
information about session timeouts, see “ Session Inactivity” on page 3-5.)

Figure3-1 Portion of thelogin.jsp Template

Log In

Registered User

If you are a registered user, enter your username and password,
when finished, click Log In.

Username |democust0mer

Password I********

Log in

The Commerce (W cs) Web application uses form-based authentication techniques to
present thel ogi n. j sp template to the user. Form-based authentication allows
developers to customize the authentication user interface presented by an HTTP
browser. In other words, you can specify the HTML form or JSP file that prompts for
the username and password. Or, you can modify the look and feel of the | ogi n. j sp
template to adhere to your organization’s marketing requirements.

When the user submits their username and password to gain access to their account,
the submitted information is passed to the WebL ogic Server for verification. The
security mechanism in WebL ogic Server verifies that the user is part of the

w cs_cust omer group and that the user has supplied the correct password

If the supplied username/password combination is valid and the user arrived at the

I ogi n. j sp template on their way to a protected page, the user islogged in and
automatically directed to the protected JSP they were attempting to access. If the
username/password combination was validated after explicitly requesting | ogi n. j sp
from the mai n. j sp template, the application loads the secured version of the

mai n. j sp template (secur eMai n. j sp). The user isnow considered aregistered user,
so this page wel comes the user with a personalized greeting and presents the user with
additional linksin the left navigation bar (see Figure 3-2).
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Figure 3-2 Portion of main.jsp Template After User Login

e by Store Catalog
Demo Customer

Yiew Profile = Hardware

B = Power Tools

: : " Tool Sets
AL HATET ) ® Measuring Tools
Orders ® Lawn/Garden Tools
Payments ® Other

Quick Look-up:
Enter keywords

—

Find

In either case, if the supplied username/password combination is deemed invalid, the
badl ogi n. j sp template is displayed. The badl ogi n. j sp templateis essentially the
same asthel ogi n. j sp template, but includes an appropriate error message.

Notes: Thel ogi n.j sp and badl ogi n. j sp templates are described in detail in the
“Customer Registration and Login Services’ topic of the Guide to Registering
Customers and Managing Customer Services documentation.

While you are logging into the Commerce (w cs) Web application, your
browser may display information related to the demonstration certificatein a
pop-up window. If you use thew cs sample application as a basis for your
own e-commerce Web site, be sureto purchase and install areal server license
from a certificate authority. For more information about certificates, see
“Digital Certificates’ in the Programming WebL ogic Server Security
documentation.

Session Inactivity

If an authenti cated user does not interact with the templates for aperiod of 15 minutes,
the session will be deemed inactive. If the user then returns to the templates and
attempts to access a protected page, the sessi ont i meout . j sp template will be
displayed. This page informs the user that because of the inactivity, they have
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automatically been logged out of the system and will need to log in again. This
automatic logout prevents unauthorized individuals from accessing alogged-in user’s
account information if the user were to leave their machine for acertain period of time.

Note: The session timeout interval is set in the application’sweb. xmi  deployment
descriptor, and can be customized to something other than the default value of
15 minutes. For more information, see “ Contents of the Commerce (wlcs)
Web Application’s Deployment Descriptors’ on page 3-14.

SSL and Declarative Transport

The Webflow and Pipeline mechanismsthat direct the presentation and businesslogic
associated with the Commerce JSP templates make use of SSL and declarative
transport mechanisms. Links that invoke protected JSP files, as well as certain Input
Processors and Pipelines, need to be accessed viathe HTTPS protocol. There are a
number of these links already defined in the Commerce (wl cs) Web application’s
web. xm deployment descriptor. Secured JSP templatesthat rely on SSL also require
asetting intheweb. xni filethat indicates the transport guarantee. This guarantee can
be CONFI DENTI AL or | NTEGRAL. A CONFI DENTI AL setting preventsother entitiesfrom
observing the contents of the transmission, while an | NTEGRAL setting prevents the
data from being changed while transmitting between the client and server. For more
information on these settings for the Commerce (w cs) Web application, see
“Contents of the Commerce (wlcs) Web Application’s Deployment Descriptors’ on
page 3-14.

Credit Card Security Service

3-6

All credit card information your customers provide is considered sensitive and is
encrypted for security purposes. Thisinformation is decrypted only when absolutely
necessary during specific payment processing activities (such as authorization). On the
order confirmation JSP template (conf i r nor der . j sp), for example, only the last 4
digits of a customer’s credit card are displayed.

This section provides detailed information about the credit card security service,
including:

m Encryption/Decryption Implementation
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m Customizable Security Settings

m  Methods for Supplying the Private Key Encryption Password

Encryption/Decryption Implementation

The Commerce services encryption mechanism relies on libraries from the WebL ogic
Server platform and is based upon RSA’s public key infrastructure. A public key is
used to encrypt a customer’s credit card information, while a private key is used to
decrypt it when required.

Note: For more information about RSA security standards, see
http://www.rsasecurity.com/.

The public key is stored in the database for use by the Encr ypt O edi t Car dPC
Pipeline Component, while the private key isitself encrypted using a password you
supply, and stored in the database. When invoked from the Webflow, the

Encrypt Cr edi t Car dPC Pipeline Component reads the customer-provided credit card
information from the Pipeline Session, encryptsit using the public key, and then places
it back into the Pipeline Session. This encrypted data is subsequently persisted to the
database. Decryption is accomplished using a back-end component and the private
key. Again, decryption isinitiated only in stages of the ordering process where this
datais absolutely necessary.

Note: For moretechnical information about the Credit Card Security Service, please
contact your BEA representative.

Customizable Security Settings

Although the Commerce services specify default settingsfor the Credit Card Security
Service, you can customize them. The security settings reside in the

webl ogi ccommer ce. properti es file (located in the PORTAL_HOVE directory, where
PORTAL_HOME isthedirectory inwhich youinstalled WebL ogic Portal). These security
settings are shown in Listing 3-1.

Listing 3-1 Security Settingsin weblogiccommer ce.properties

HHHHHHEHHE
# Properties required for the Security Services
HHHHEHEHHE R H A
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# Credit card encryption services are turned on by setting this
# property to true. Conmenting out the property or setting it to
# false will disable credit card encryption

i s.encryption. enabl ed=true

# The nanme of the security table and col um nanes for the public
# and private encrypti on keys can be specified using the properties
# bel ow.

security.tabl e. nane=WLCS_SECURI TY
security. backup. tabl e=W.CS_SECURI TY_BACKUP
publ i c. key. col um. nanme=PUBLI C_KEY

privat e. key. col utmm. name=PRI VATE_KEY

# The key bit size desired. Key bit length and | ength of data that
# can be encrypted are related # as foll ows:

# KEY BI T LENGTH(bi ts) DATA LENGTH ( byt es)
# 512 53
# 1024 117
# 2048 (MAX LENGTH) 245

key. bit.size=1024

# This optional paraneter specifies the private key password used
# to decrypt the encrypted credit card encryption private key.

# WARNING Setting this property will start up the server w thout
# pronpting for a password.

privat e. key. passwor d=W.CS

First,thei s. encrypti on. enabl ed property enables encryption mechanisms. Please
note that a value of f al se (or no value at al) will disable encryption mechanisms.
BEA has assigned this property a default value of t r ue.

Next isaseries of propertiesthat allow you to specify the names of the security tables
(primary and backup) and the columns in which the public and private keys will be
stored. BEA has assigned default values to these properties, but you can modify them
based on your database.
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Following the properties related to the database, the key. bi t . si ze property allows
you to specify the encryption key length. By default, the Commerce services ship with
a 1024-bit key size, although you may want to modify the encryption strength by
changing the key size. Table 3-1 illustrates the possible key bit values.

Table 3-1 Key Bit Values

Length (Bits) Data L ength (Bytes)

512 53
1024 117
2048 245

Note: Thehigher the key size, the stronger the encryption and more secure the data.
However, keep in mind that there is a trade-off in increasing the size of the
key—your data may be more secure, but it may take longer to encrypt the data.

Lastly, the pri vat e. key. passwor d property allows you to specify, in the

webl ogi ccomrer ce. properti es file, the password used to encrypt the private key.
Please note that BEA does not recommend use of this property. Rather, the private key
should be supplied by an administrator during server startup. For more information
about supplying the private key, see “Methods for Supplying the Private Key
Encryption Password” on page 3-9.

Note: If not used, the pri vat e. key. passwor d property should be commented out
with a# symbol. BEA has assigned this property a default value of W.CS, but
thisis for demonstration purposes only.

Methods for Supplying the Private Key Encryption Password

Aspreviously mentioned, the private key used to encrypt customer credit cardsisitself
encrypted with a password before being stored in the database. There are three
methods by which you can supply this password:

m  Specify the password in the webl ogi ccommer ce. properti es file, which will
be read by a startup class (not recommended).

m  Specify the password at server startup using the consol e (recommended).
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m  Specify the password after server startup using a secure Web form
(recommended).

Specifying the Password in weblogiccommerce.properties (Default)

Thefirst method for specifying the private key encryption password is to specify the
password as a value for aproperty in the webl ogi ccommer ce. properti es file.

Note: BEA does not recommend this method because by providing the password in
asimpletext file, you leave yourself vulnerable to security attacks. Anyone
who gains access to this file can read the password you use to encrypt the
private key, and thus gain access to it.

To use this method, follow these steps:

1. Inthewebl ogi ccomrer ce. properti es file (located in the PORTAL_HOVE
directory, where PORTAL_HOVE isthe directory in which you installed the product),
usethepri vat e. key. passwor d property to specify the password.

2. Set up theclasscom beasys. commer ce. ebusi ness. securi ty.
KeyBoot st r ap as astartup class in the WebL ogic Server console. For more
information on startup classes, see “ Registering Startup and Shutdown Classes”
in the WebLogic Server Administration Guide.

Note: TheKeyBoot st rap classislocated in the
PORTAL_HOME\ | i b\ commerce_system j ar file, and must bein the
system classpath when starting WebL ogic Portal. This classis aready
registered with the por t al Donmai n and thew csDomai n.

Specifying the Password at Server Startup Using the Console

The second method for specifying the private key encryption password is for an
administrator to specify the password at server startup using the server console.

To use this method, follow these steps:

1. Inthewebl ogi ccomrer ce. properti es file (located in the PORTAL_HOVE
directory, where PORTAL_HOVE isthe directory in which you installed the product),
comment out the pri vat e. key. passwor d property line with a# symbol.
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2.

In the WebL ogic Server console, ensure that the com beasys. commer ce.
ebusi ness. security. KeyBoot st rap classis not a startup class. For more
information on startup classes, see “Registering Startup and Shutdown Classes”
in the WebLogic Server Administration Guide.

Note: TheKeyBoot st rap classislocated in the
PORTAL_HOVE\ | i b\ commer ce_syst em j ar file, and must be in the
system classpath when starting WebL ogic Portal. This classis already
registered with the por t al Donmai n and thew csDomai n.

Specifying the Password After Server Startup Using a Secure Web Form

The third method for specifying the private key encryption password allows an
administrator to enter the password on a secure Web form, so the password is stored in
memory on your system instead of in atext file.

To use this method, follow these steps:

1

In the WebL ogic Server console, ensure that the com beasys. commer ce.

ebusi ness. security. KeyBoot st rap classis not a startup class. For more
information on startup classes, see “ Registering Startup and Shutdown Classes’ in
the WebLogic Server Administration Guide.

Note: TheKeyBoot st rap classislocated in the
PORTAL_HOVE\ | i b\ commer ce_syst em j ar file, and must be in the
system classpath when starting WebL ogic Portal. This classis already
registered with the por t al Donmai n and thew csDomai n.

Point your Web browser to <host nane>: port/t ool s/ security/

security_get Passwor d. ht m , to load the secure Web form shown in
Figure 3-3.
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Figure 3-3 security_getPassword.html

DATA SECURITY (ENCRYPTION)
Please enter password:
—
Subrrit
System
& =p=] [Document Done EE A RN e

3. Specify the private key encryption password in the form field and click the
Submit button.

On submission, this page will invokethe Encrypt i onServl et and
KeyGener at or Ser vl et registered intheweb. xm file (located in the
PORTAL_HOME\ appl i cati ons\ W csApp\ t ool s\ Web- i nf directory, where
PORTAL_HOME isthe directory in which you installed the product).

Important Notes About Supplying Your Password

3-12

Y ou must supply the password for all nodesin acluster. Should one nodein the cluster
fail, other machines that know the private key encryption password can be used for
failover.

Thefirst timeyou enter the password, you will be asked to confirm whether or not you
want to generate new keys. If thisisindeed thefirst timeyou are entering the password,
you do want to generate new keys. However, be sure to select a password that is
memorable. All credit cards accepted by your site will be encrypted using this
password, and cannot be decrypted if you forget your password.

If you are asked to confirm whether or not you want to generate new keys and you are
using the same password, then the keys cannot be found in the database. If no datawas
encrypted using the old keys, you can regenerate the keys. However, if datahasalready
been encrypted using the old keys, thisdatawill belost becauseit cannot be read using
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the new keys. If you have data encrypted with the old keys, you should stop the server,
check the database, and verify the propertiesin thewebl ogi ccommer ce. properties
file to ensure that the system is set up properly.

During server startup, any orders placed before the password is entered will be
persisted with a payment transaction in the RETRY state. After supplying the password,
administrators should use the Payment M anagement WebL ogic Portal Administration
Tools to reauthorize the transaction. For more information about using the Payment
Management Administration Tool, see “Using the Order and Payment Management
Pages’ in the Guide to Managing Purchases and Processing Order s documentation.

What if | Want to Change My Password?

Because al the credit cards that have been encrypted use the private key encryption
password, it is not recommended that you change this password. However, there may
be the rare occasion (for example, if the password has been compromised) when you
will need to change the password. Changing the password means changing the public
and private key pair. Therefore, you must follow this process when changing the
password:

m Usetheold password (and thus the old key pair) to decrypt old credit card
numbers. The credit card numberswill now bein plain text. Store the credit card
numbers in a data structure that preserves the original organization.

m Create anew key pair using a new password.

m Using the new key pair, re-encrypt the plain text credit card numbers from the
data structure.

Note: Changing the password is especially difficult if you have alot of encrypted

data. Again, this processis not recommended and should not be done unless
absolutely required.
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Contents of the Commerce (wics) Web Application’s
Deployment Descriptors

This section provides detailed information about the security-related XML elementsin
the Commerce (w cs) Web application’ s deployment descriptor files. It isintended as
areference. For background conceptual information about the security elementslisted
in this section, see “ The web.xml Deployment Descriptors’ on page 2-12 and “The
weblogic.xml Deployment Descriptors’ on page 2-13.

web.xml

Along with other information, the web. xm deployment descriptor for the Commerce
(W cs) Web application contains several sets of XML elements for implementing the
J2EE declarative security model. The contents of these elements are shown in the
following code listings:

m Listen Ports for Webflow-Generated URLSs
m Declarations of Secure JSPs
m Login Configuration

m Declaration of Security Roles

Listing 3-2 Listen Portsfor Webflow-Generated URL s

<cont ext - par an>
<par am nanme>HTTP_PORT</ par am nane>
<par am val ue>7501</ param val ue>
</ cont ext - par an®

<cont ext - par an>
<par am name>HTTPS_PORT</ par am nanme>
<par am val ue>7502</ param val ue>

</ cont ext - par an»
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Listing 3-3 Declarations of Secure JSPs

<security-constraint>
<web-resour ce-col | ecti on>

<web- r esour ce- nanme>Admi ni stration Tool Pages
</ web-r esour ce- nane>
<descri pti on>The Admi nistrati on Tool Pages</description>
<url-pattern>/tools/*</url-pattern>
<url-pattern>/repository/*</url-pattern>
<url-pattern>/security/*</url-pattern>
<ht t p- met hod>GET</ ht t p- met hod>
<ht t p- met hod>POST</ ht t p- net hod>

</ web-resource-col | ection>

<aut h-constrai nt >
<descri pti on>Adm ni strat ors</ descri ption>
<r ol e- nane>Syst emAdm nRol e</r ol e- nane>

</ aut h- constraint >

<user -dat a- constrai nt >
<transport - guar ant ee>NONE</ t r ansport - guar ant ee>
</ user-dat a- constrai nt >

</ security-constraint>

Listing 3-4 Login Configuration

<l ogi n-confi g>
<aut h- met hod>BASI C</ aut h- met hod>
</ | ogi n- confi g>

Listing 3-5 Declaration of Security Roles

<security-rol e>
<descri pti on>Adm ni strat or s</ descri pti on>
<r ol e- nane>Syst emAdm nRol e</r ol e- nane>

</ security-rol e>
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weblogic.xml

3-16

Along with other information, the webl ogi c. xn deployment descriptor for the
Commerce (W cs) Web application contains several sets of XML elementsfor
implementing the J2EE declarative security model. The contents of these elements are
shown in the following code listings:

m  Security-Role Mappings
m Check Authentication on JSP Forwarding

m  Cookies

Listing 3-6 Security-Role Mappings

<security-rol e-assi gnnent >

<r ol e- nane>Syst emAdm nRol e</r ol e- nane>

<princi pal - name>Syst emAdni ni strat or </ pri nci pal - nane>
</ security-rol e-assi gnnent >

Listing 3-7 Check Authentication on JSP Forwarding

<cont ai ner-descri pt or >
<check-aut h-on-forward />
</ cont ai ner-descri ptor>

Listing 3-8 Cookies

<sessi on-descri ptor >
<sessi on- par anp
<par am nanme>Cooki eNane</ par am nanme>
<par amval ue>JSESSI ONl D W.CS_TOOLS</ par am val ue>
</ sessi on- par anp>

</ sessi on-descri pt or>
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Security in the Stock Portal Web Application

The Stock Portal Web application includes a set of JavaServer Pages (JSPs) that
illustrate an Internet portal. Internet portals are akey part of many e-commerce
applications; they provide an entry point to the I nternet aswell asvalue-added services
such as searching and application integration. Within portal pages are a number of
portlets, or highly focused channels of information. A portal can contain many of these
information channels. For example, an onlineretail portal could provide a variety of
interactive merchandise portlets, each presenting adifferent specialty category such as
mystery books, classica music CDs, and baseball memorabilia. Among other things,
portal technology allowsWeb site visitorsto select and arrange the portl ets that appear
within their portals, alowing for truly personalized information display.

Visitorsthat wish to customizethe portal by selecting pages, thelayouts or portletsthat
appear within those pages, or apply portlet skinsto change thelook of their portal must
first log in so that their preferences can be saved. This section describes which JSP
templatesare used for the registration process, how users can accessthe templ ates, and
the techniques used to implement these security measures.

Accessing the Stock Portal Web Application

On Windows systems, you can view the Stock Portal Web application by first starting
the WebL ogic Portal server and then selecting Start — Programs — BEA WebL ogic
E-Business Platform — BEA WebLogic Portal 4.0 — WebLogic Portal Example.

The default username/password combination for the Stock Portal Web application is
admi ni strat or and passwor d.

Thefiles for the Stock Portal Web application are located in PORTAL_HOVE\
appl i cations\portal\stockportal directory, where PORTAL_HOVE isthe
directory in which you installed the product.
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Anonymous Versus Authenticated Portal Visitors

There is no reason to prevent any anonymous visitor from browsing the Stock Portal
Web application. The port al . j sp template is the default home page for the Stock
Portal Web application; it allows al anonymous visitors of the portal to access and
browse it. However, anonymous visitors are presented with a default porta that
contains portlets, color schemes, organi zation, content, and so on that are ot currently
customized to the visitor’ s personal preferences. For the portal to display information
based on visitor preferences, the Stock Portal Web application requires that visitors
first be authenticated by logging into the portal . Only after a successful authentication
can visitors request a personalized version of their portal.

The Stock Portal Web application contains a number of JSPsthat handle visitor login
and del egate authentication activities to the WebL ogic Server. These JSPs are located
below the PORTAL_HOVE\ appl i cat i ons\ port al \ st ockport al \ f r amewor k\
securi ty directory.

Logging Into the Portal

3-18

Theportal .jsp template doesnot automatically prompt avisitor for ausernameand
password. Rather, the port al . j sp template requires visitorsto initiate the login
process by clicking the Login button. When avisitor clicks the Login link on the
port al . j sp template, the following processing takes place:

m Thel ogi n. j sp template, shown in Figure 3-4, is displayed to the user.

Figure3-4 Portion of thelogin.jsp Template

Portal Login Help
Existing Users New Users
User ID: | Sign up now to customize your web site
Password: I + Change the look of your portal
- Choose a layout for each page
Remember ID & Password: ™ - Jrganize your content.

Lagin
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m  When the user clicksthe Login button on thel ogi n. j sp template, security for
the Stock Portal sample Web application isturned over to the Webflow
mechanism. The Webflow mechanism uses a number of Input Processors (and a
few other JSP templates such as badl ogi n. j sp) to complete the login and/or
registration process. Details about the Webflow mechanism and its role in portal
security are provided in “Webflow and Portal Security” on page 3-20.

Once avisitor has successfully logged into the Stock Portal Web application, that
visitor is considered a registered user and presented with additional links (Customize
My Portal, Change Password, and Logout) ontheport al . j sp template, as shown in
Figure 3-5. Registered users may now customize the portal by selecting pages, the
layouts or portlets that appear within those pages, or by applying portlet skins to
change the look of their portal.

Figure 3-5 Avitek Stock Portal Home Page

+';:— BEA Basic Portal - Metscape

File Edit “iew Go Communicator Help

wr Ahout Avitek

[ TR The fast track for

avitek L e-commerce developers

Welcome to the 'Avitek’ example portal

Use this simple portal as your sandbox for getting acquainted with http:”deve pe r_bea.com
BEA WiebLogic Portal 4.0

Mavigate among the tabs. The portlets on this page lead to & BEA DEVE|DPEI' Center
variety of helpful resources. Try out the simple portlets on the
‘Web tah. Finally, the Mise. tab leads to several purely generic

portlets designed far your own content and experimentation. The BE: Developer Center is fast becoming &

leading resource for J2EE application

development. —
== Cuote =EEE
. ‘Where do you go for true expertize on BEA
Enter a ticker symbal: tecknology? Why not to the BEA technologists?

I— The BEA Developer Program leverages the
Guote knowledge among BEA's top engineers and SEs
out to the developer community. [f you're looking
for code samples, alpha code, enhancements to

products, utilties, or other resources, please join
us

4 — e

& == |Document: Done T AR EE] A N
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Note: The pages, layouts, portlets, and skins available to a registered user are
determined by administrators via visitor entitlements. For more information
about visitor entitlements, see “ Visitor Entitlements’ on page 6-9.

Webflow and Portal Security

Out of the box, WebL ogic Portal (and thus, the Stock Portal Web application) provides
several security-related features, including those that allow a user to login, logout,
autologin, change their password, and so on. Each of these security-related featuresis
driven by an underlying Webflow. This Webflow contains a number of Input
Processors, each of which are designed to perform discrete, specific tasksrelated to
security. Because of this modular structure, you can easily customize security by
adding other Input Processors to the Webflow, or by removing existing Input
Processors from the Webflow.

Note: If you are unfamiliar with the Webflow mechanism, see the Guide to
Managing Presentation and Business Logic: Using Webflow and Pipeline
documentation.

Portal security is handled by two separate Webflow files: security. wf and

user _account . wf, which arelocated in the

PORTAL_HOVE\ appl i cati ons\ portal -proj ect\application-sync\webapps\
stockportal directory. Thesecurity. wf file contains the fundamental security
logic and should not be modified. Theuser _account . wf fileiswhere you will make
any changes to the Webflow that affects portal security.

Note: Changesmadeto any . wi file should be done using the Webflow Editor. For
more information, see “ Using the Webflow and Pipeline Editors.”

Security-Related Use Cases

3-20

The following use cases are provided to help you understand how WebL ogic Portal
handl es security viathe Webflow mechanism by default. It is recommended that you
read each use case in sequence the first time through. This, along with an
understanding of theindividual Input Processors, should enableyou to start modifying
the Webflow that affects portal security.
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Notes: Detailsabout any Input Processor in this section are described in more detail
in the Javadoc. All JSPs described in this section can be located in the
PORTAL_HOVE\ appl i cati ons\ portal \ st ockportal\framewor k\
security directory.

The use cases described in this section are:

m Existing User Logs In (Single Group, Autologin Disabled)

m Existing User Logs In (Multiple Groups, Autologin Disabled)
m Existing User Logs In (Multiple Groups, Autologin Enabled)
m Existing User Changes Password

m Existing User Logs Out

m  New User Creates Account

Existing User Logs In (Single Group, Autologin Disabled)

In this simplest of use cases, the user has already registered with the portal Web site
and islogging in as part of areturn visit. The user belongs to only one portal group,
and autol ogin has not been enabled for the portal Web application. Figure 3-6
illustrates the appropriate path through the Webflow for this use case.
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Figure3-6 Webflow For Existing User Login (Single Group, Autologin Disabled)
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In this case, the user startsat port al . j sp, where they click the Login link. As shown
in Figure 3-6, this action causes the Webflow to display | ogi n. j sp.

The Webflow forwards information the user entered into the username and password
fieldson | ogi n. j sp tothel ogi nFor nPr ocessor Input Processor, whereit is
validated against criteria such as appropriate length, valid characters, and so on. (This
criteriais specified in context parameters in the application’ sweb. xn  deployment
descriptor. For moreinformation, see“ Contents of the Stock Portal Web Application’s
Deployment Descriptors” on page 3-32.) If the information entered into the fieldsis
invalid, thel ogi nFor nProcessor Input Processor indicatesthat the Webflow should
return the user to | ogi n. j sp to make corrections. If the information isvalid, the

| ogi nFor nProcessor Input Processor indicates that the Webflow should forward to
thel ogi nProcessor Input Processor.
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The function of thel ogi nPr ocessor Input Processor is to actually log the user into
the system. This activity requires a call to the underlying WebL ogic Server with a

j _security_check. When WebLogic Server isfinished, control is sent back to the
portal Webflow.

If the username/password combination itself isinvalid and the user cannot be logged
in, thel ogi nProcessor Input Processor indicates that the Webflow should direct the
user to badl ogi n. j sp to correct the information. If thel ogi nPr ocessor Input
Processor finds no problems with the user’ sinformation, the | ogi nPr ocessor Input
Processor indicates that the Webflow should forward to the gr oupPr ocessor Input
Processor.

In this use case, the gr oupPr ocessor Input Processor determines that the user has
only one porta group, and simply indicates to the Webflow that control should be
forwarded to the post Logi nPr ocessor Input Processor.

The post Logi nProcessor Input Processor is the last mandatory Input Processor in
the Webflow. Arriving at the post Logi nPr ocessor Input Processor means that the
user is guaranteed to be logged in and that a portal group is assigned to the user. The
post Logi nProcessor Input Processor performsthe final set up work for the user by
placing the correct profile in the HTTP session, then returnsuser . | ogi n to the
Webflow, indicating that port al . j sp should be redisplayed. When portal . jspis
redisplayed to the user, the user is considered logged in and will see any predefined
customizations.

Existing User Logs In (Multiple Groups, Autologin Disabled)

Thisuse caseis, for the most part, the same asthat shown in “Existing User Logs In

(Single Group, Autologin Disabled)” on page 3-21, with one exception. Because the
user belongsto multiple portal groups, the gr oupPr ocessor Input Processor must do
more than just indicate to the Webflow that control should be forwarded to the

post Logi nProcessor Input Processor. This alternative flow (highlighted in blue) is
shown in Figure 3-7.
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Figure3-7 Webflow for Existing Login (Multiple Groups, Autologin Disabled)
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Inthisusecase, thegr oupPr ocessor Input Processor determinesthat the user belongs
tomultiple portal groups, and indicates to the Webflow that need_gr oup. j sp should
be displayed. The need_gr oup. j sp alowsthe user to select the group with which
their login should be associated.

When the user moves from need_gr oup. j sp, Webflow forwards to the

gr oupFor nPr ocessor Input Processor to validate their selection. If no selection is
made, thegr oupFor nPr ocessor Input Processor indicates that the user should be sent
backtoneed_gr oup. j sp. If theuser hasmade a selection, thegr oupFor nPr ocessor
Input Processor indicates that control should be passed to the post Logi nPr ocessor
Input Processor with the group selected, and flow continues as described in “ Existing
User Logs In (Single Group, Autologin Disabled)” on page 3-21.
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Existing User Logs In (Multiple Groups, Autologin Enabled)

This use case isamodification of the “Existing User Logs In (Multiple Groups,
Autologin Disabled)” previously described. Because autologin is enabled in this use
case, thefirst part of the Webflow is different. This alternative flow (highlighted in

blue) is shown in Figure 3-8.

Figure 3-8 Webflow for User Login (Multiple Groups, Autologin Enabled)
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There are two prerequisites for the autologin feature:

m Autologin must be enabled by setting the PORTAL_AUTO _LOG N context
parameter in your portal Web application’sweb. xm deployment descriptor to
true. Recdl that theweb. xn fileislocated in the Web application’s Web- i nf
directory. For more information, see “ Contents of the Stock Portal Web
Application’s Deployment Descriptors’ on page 3-32.
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3-26

m Autologin can be used only when the autologin option is selected by a user on
I ogi n. j sp (by clicking the Remember ID & Password check box).

Thus, when a user first comes to the portal Web site, port al . j sp reliesupon an
internal preprocessor (not shown in the figure) to determine whether the user’ s session
isnew and whether autologin for the portal Web application has been enabled in the
web. xm deployment descriptor. If the session is new and autologin is enabled,

port al . j sp indicates to the Webflow that control should be fowarded to the

aut oLogi nProcessor Input Processor, which attemptsto locate autol ogin cookieson
the user’s machine.

If cookies are found, this means that the user has previously selected the autologin
optionon | ogi n. j sp. Theaut oLogi nProcessor Input Processor then indicates to
the Webflow that control should be fowarded to the | ogi nProcessor Input
Processor, and the flow continues as described in “Existing User Logs In (Multiple
Groups, Autologin Disabled)” on page 3-23. If no cookies are found, this means that
the user has not selected the autologin optionon | ogi n. j sp, and the Webflow returns
theusertoportal .| sp.

If the user is sent back to por t al . j sp, user login takes place the same way as that
described in “Existing User Logs In (Multiple Groups, Autologin Disabled)” on page
3-23. (Theinternal preprocessor inportal . j sp isawarethat the user cannot use
autologin and therefore does not try this path again.) However, if the user clicks the
Remember ID & Password check box on| ogi n. j sp during this process, the

| ogi nFor nProcessor |nput Processor detectsthisand returnsavalueto the Webflow
indicating that control should beforwarded to thedeposi t Cooki esPr ocessor Input
Processor. Then, the deposi t Cooki esProcessor Input Processor deposits two
cookies on the user’s machine: their encrypted username, and their encrypted
password.

Once the cookies are placed, the deposi t Cooki esPr ocessor Input Processor
indicates to the Webflow that control should be forwarded to the | ogi nPr ocessor
Input Processor, and the flow continues as usual.

Caution: If theuser explicitly logs out of the system by clicking the Logout link (see
“Existing User Logs Out” on page 3-27), autologin does not result in
automatic re-login the next time the user visitsthe portal Web site. Rather,
autol ogin causes the user to be automatically re-logged in if their session
times out.

Security Guide



Security in the Stock Portal Web Application

Existing User Changes Password

The portion of the Webflow for changing user passwords (as defined in the
security.wf file)isshown in Figure 3-9.

Figure3-9 Webflow for Changing User Passwords
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When auser clicks the Change Password link on por t al . j sp, the Webflow displays
theset _passwor d. j sp. When the user movesfrom set _password. j sp, the
Webflow fowards to the set Passwor dFor nPr ocessor Input Processor to validate
the information entered.

If the information entered is not valid (in length, allowed characters, and so on), the
set Passwor dFor nPr ocessor Input Processor indicatesto the Webflow that the user
should be sent back to set _passwor d. j sp. (Thecriteriafor validation isspecifiedin
context parameters in the application’ sweb. xm deployment descriptor. For more
information, see “ Contents of the Stock Portal Web Application’s Deployment
Descriptors’ on page 3-32.) If the user has entered valid information, the

set Passwor dFor nPr ocessor Input Processor makes the changes to the password in
the system, then indicates to the Webflow that control should be forwarded to the
swapCooki esProcessor |nput Processor.

If autologin cookies have been set for the user’ s username and encrypted password on
their machine, the swapCooki esPr ocessor Input Processor updates the cookieswith
the new username and encrypted password information, and indicates to the Webflow
that port al . j sp should be displayed. If no autologin cookies exist, the

swapCooki esProcessor Input Processor simply indicates to the Webflow that

por tal . j sp should be displayed.

Existing User Logs Out

The Webflow for logging out existing users (as defined inthe securi ty. wf file) is
shown in Figure 3-10.
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Figure3-10 Webflow for Logging Out Existing Users

% logoutP rocessar logout

Portal

When a user explicitly clicksthe Logout link on port al . j sp, the Webflow passes
control to thel ogout Pr ocessor Input Processor. Thel ogout Processor Input
Processor invalidatesthe user’ ssession, clearsthe autologin cookies (if they exist), and
indicates to the Webflow that the default version of portal . j sp (that is, the
non-personalized version) should be displayed to the user.

New User Creates Account

Inthisfinal use case, the user isbrand new to the portal Web site, and has never logged
in before. However, the user would liketo be able to personaizeport al . j sp, sothey
click the Login link. This causes| ogi n. j sp to be displayed asin previous use cases.

However, oncetheuser arrivesat | ogi n. j sp, theflow of control isgeared toward new
user registration, as shown (highlighted in blue) in Figure 3-11.
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Figure3-11 Webflow for Creating New User Accounts
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From1 ogi n. j sp, the user indicates they are anew user and would like to register by
clicking Sign Up Now, instead of entering a pre-existing username and password
combination. Webflow then passes control to new_user . j sp, which gathers
information about the user (such as their username and password). When the user has
completed the form fields on new _user . j sp, the Webflow invokes the

user Processor |nput Processor.

The user Processor Input Processor performs two functions: it validates the
username and password form fields against criteria such as length, valid characters,
and so on, and it actually creates the new user in the system (security realm). (The
criteriafor validation is specified in context parameters in the application’ s web. xm
deployment descriptor. For more information, see “Contents of the Stock Portal Web
Application’s Deployment Descriptors’ on page 3-32.)
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When the user Pr ocessor Input Processor has completed its tasks, it indicates to
Webflow that control should be passedtothel ogi nPr ocessor Input Processor. Once
thel ogi nProcessor Input Processor isinvoked, the flow proceeds as described in
previous use cases, up until the post Logi nProcessor Input Processor completes
execution. In the case of new user registration, the post Logi nPr ocessor Input
Processor returns avalue of user . cr eat e to the Webflow, which resultsin acall to
an additional Input Processor named di spat chUser RegEvent Pr ocessor (instead of
returning user . | ogi n to the Webflow and redisplaying portal . j sp asdescribed in
previous use cases). The di spat chUser RegEvent Pr ocessor Input Processor
dispatches an event to indicate that a new user has registered with the portal Web site,
then indicates to the Webflow that port al . j sp should be redisplayed.

Note: For more information about events and behavior tracking, see the Guideto
Events and Behavior Tracking documentation.

Modifying the Portal Security Webflow: An Example

3-30

Figure 3-13 and Figure 3-13 illustrate one way the portal security Webflow may be
modified (relevant portions only). In this example, the Webflow is extended to allow
usersto enter, view and update additional account information (that is, besides their
username and password handled by user Processor Input Processor described in
previous use cases).

Note: TheJSPsand Input Processors described in this section are just examples, and
are not included with the WebL ogic Portal product. They are extensionsto the
portal security Webflow and as such, are to be coded by your organization’s
HTML/JSP and Java/lEJB devel opers according to your requirements.

Figure3-12 Example of Extending the Security Portal Webflow: Part 1
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*isp

Figure 3-12 shows the addition of the cr eat eAccount For nPr ocessor Input
Processor as part of the new user registration process. This Input Processor may allow
users to enter information other than the username and password information (for
which the user Processor Input Processor isresponsible). It may also perform
validation on the additional form fields.

Figure 3-13 Example of Extending the Security Portal Webflow: Part 2
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Asshown in Figure 3-13, arelated modification to the Webflow might allow the user
to click an Account Info link from any JSP, which causes the Webflow to pass control
to the get Account Processor Input Processor. The get Account Pr ocessor Input
Processor obtains the user’s profile information, bundles it into a class, and places it
into the Pipeline Session as a Pipeline Session-scoped property. The

get Account Processor Input Processor then indicates to the Webflow that control
should be forwarded to an account information JSP, which displays the information to
the user.

Note: For more information about the Pipeline Session and property scoping, see
“Pipeline Session Internals” in the Guide to Managing Presentation and
Business Logic: Using Webflow and Pipeline documentation.

If the user then clicks an Update Account link (after making changesto their
information), the Webflow callstheupdat eAccount For nPr ocessor Input Processor
tovalidatetheformfields. If there are problemswith the form validation, the Webflow
will send the user back to the Account Info page to rectify the problem(s). If there are
no problems with the form validation, the Webflow passes control to the

updat eUser Prof i | eProcessor Input Processor, which actually updates the user’'s
information in the database.
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Contents of the Stock Portal Web Application’s
Deployment Descriptors

This section provides detailed information about the security-related XML elementsin
the Stock Portal Web application’s deployment descriptor files. It isintended as a
reference. For background conceptual information about the security elements listed
in this section, see “ The web.xml Deployment Descriptors’ on page 2-12 and “The
weblogic.xml Deployment Descriptors’ on page 2-13.

web.xml

Along with other information, theweb. xm deployment descriptor for the Stock Portal
Web application contains severa sets of XML elements for implementing the J2EE
declarative security model. The contents of these elements are shown in the following
code listings:

m Declarations of Secure Links
m  Session Configuration

m Declaration of Secure JSPs

m Login Configuration

m Autologin and Form Field Validation Settings

Listing 3-9 Declarationsof SecureLinks

<cont ext - par an>
<par am name>HTTPS_URL_PATTERNS</ par am nane>
<paramval ue>/security/login.jsp, /security/new user.jsp,
/security/user Processor.inputprocessor,
/security/loginProcessor.inputprocessor </ paramval ue>
</ cont ext - par an®
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Listing 3-10 Session Configuration

<sessi on-confi g>
<session-ti meout >15</ sessi on-ti neout >
</ sessi on-confi g>

Listing 3-11 Declaration of Secure JSPs

<security-constraint>
<web-resour ce-col |l ecti on>

<web- r esour ce- nane>Pages which require |login
</ web-r esour ce- nane>
<descri pti on>Pages whi ch require | ogi n</description>
<url-pattern>/security/need_group.jsp</url-pattern>
<ht t p- met hod>GET</ ht t p- met hod>
<ht t p- met hod>POST</ ht t p- net hod>

</ web-resource-col | ection>

</ security-constraint>

Listing 3-12 Login Configuration

<l ogi n-confi g>
<aut h- net hod>FORMK/ aut h- net hod>
<r eal m nane>def aul t </ r eal m nane>

<f orm | ogi n-confi g>
<f orm | ogi n- page>/f ranewor k/ security/l ogin.jsp
</ form| ogi n- page>
<f ormerror-page>/franework/security/badl ogin.jsp
</ formerror-page>
</forml ogi n-config>

</ | ogi n- confi g>
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Listing 3-13 Autologin and Form Field Validation Settings

<l--

If set to true Portal will performauto |ogin via cookies
-->

<cont ext - par an>
<par am nanme>PORTAL_AUTO LOGd N</ par am nane>
<paramval ue>true</ par am val ue>

</ cont ext - par an®

<l--

Override the default m ni mum password | ength
-->

<l--

<cont ext - par an>
<par am name>PORTAL_M N_PASSWORD LEN</ par am nane>
<paramval ue>4</ param val ue>

</ cont ext - par an®

-->

<l--

Override the default naxi mum password | ength
-->

<l--

<cont ext - par anp
<par am name>PORTAL_MAX_PASSWORD LEN</ par am nane>
<par am val ue>10</ par am val ue>

</ cont ext - par an»

-->

<l--

Override the default m ni mum usernane | ength
-->

<l--

<cont ext - par anp
<par am name>PORTAL_M N_USERNAME_LEN</ par am nane>
<par am val ue>4</ param val ue>

</ cont ext - par an»
-->

<l--
Override the default naxi mum usernane | ength

<cont ext - par anp
<par am name>PORTAL_MAX_USERNAME_LEN</ par am nane>
<par am val ue>10</ par am val ue>
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</ cont ext - par an>
-->

<l--
Override the default tineout for autol ogin cookies (in seconds)

<cont ext - par an>
<par am nane>PORTAL_AUTOLOG N_COXKI E_TI MEQUT</ par amt nane>
<par am val ue>172800</ par am val ue>

</ cont ext - par an>

-->

weblogic.xml

Along with other information, thewebl ogi ¢. xm deployment descriptor for the Stock
Portal Web application contains several sets of XML elements for implementing the
J2EE declarative security model. The contents of these elements are shown in the
following code listings:

m  Security-Role Mappings
m Check Authentication on JSP Forwarding

m  Cookies

Listing 3-14 Security-Role M appings

<security-rol e-assi gnnent >
<r ol e- nane>Syst emAdm nRol e</r ol e- nanme>
<pri nci pal - nane>Syst emAdm ni strat or </ pri nci pal - nane>
<pri nci pal - nanme>syst enx/ pri nci pal - nane>

</ security-rol e-assi gnment >

Listing 3-15 Check Authentication on JSP Forwarding

<cont ai ner - descri pt or>
<check-auth-on-forward />
</ cont ai ner - descri pt or >
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Listing 3-16 Cookies

<sessi on-descri ptor >
<sessi on- par anp
<par am nanme>Cooki eNane</ par am nanme>
<par amval ue>JSESSI ONl D_STOCKPORTAL</ par am val ue>
</ sessi on- par an>

<sessi on- par anp
<par am nanme>Cooki ePat h</ par am nanme>
<par amval ue>/ st ockport al </ par am val ue>
</ sessi on- par an>

<sessi on- par anp
<par am name>Ti neout Secs</ par am nane>
<par am val ue>300</ par am val ue>

</ sessi on- par an>

</ sessi on-descri pt or>
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CHAPTER

A4

Security In the

WebLogic Portal
Enterprise JavaBeans

Asdescribed in Chapter 2, “ Security Roles and Deployment Descriptors,” each
Enterprise JavaBean (EJB) Java ARchive (JAR) file has two associated deployment
descriptors: ej b-j ar . xmi and webl ogi c- ej b-j ar. xm . These XML files contain
elementsthat register an application’sindividual JavaBeans with appropriate security
constraints. Since you will use the services provided by these EJBs a starting point for
developing your own applications, this topic describes the contents of the depl oyment
descriptors for each JAR in WebL ogic Portal. Therefore, this topic includes the
following sections:

m  Note About the weblogic-gb-jar.xml Deployment Descriptors in WebL ogic
Portal

m campaign.jar

m campaignwsjar
m catalogws.jar
m customer.jar

m document.jar

m ebusiness.jar

m gbadvisor.jar

m eventsjar
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m Idapprofilejar

® mail.jar

m payment.jar

m petflowjar

m petStore EJB.jar
m pipelinejar

m placeholder.jar

m portal.jar

m property.jar

m propertysetwsjar
m rulesjar

m stockportal.jar

m tax.jar

m usermgmt.jar

m  wlcsSamplejar

Note About the weblogic-ejb-jar.xml
Deployment Descriptors in WebLogic Portal

4-2

Because the security elementsin the webl ogi c- ej b-j ar. xnml deployment
descriptorsfor each WeblL ogic Portal EJB JAR may be the same, alisting of thisfile's
contents for each EJB JAR file will not be shown. For all EJB JARs discussed in this
topic, thewebl ogi c- ej b-j ar. xml deployment descriptor may contain one or more
of the following security-role assignments:
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<security-rol e-assi gnnent >

<r ol e- name>Cust oner Rol e</r ol e- name>

<pri nci pal - name>w cs_cust oner </ pri nci pal - nane>
</ security-rol e-assi gnment >

<security-rol e-assi gnnent >

<r ol e- nane>Del egat edAdm nRol e</ r ol e- name>

<pri nci pal - nane>Del egat edAdm ni strat or </ pri nci pal - nane>
</ security-rol e-assi gnment >

<security-rol e-assi gnnent >

<r ol e- nanme>Ever yoneRol e</r ol e- name>

<pri nci pal - nane>ever yone</ pri nci pal - name>
</ security-rol e-assi gnment >

<security-rol e-assi gnnent >
<r ol e- nane>Syst emAdm nRol e</r ol e- nanme>
<pri nci pal - name>Syst emAdm ni strat or </ pri nci pal - nane>
<pri nci pal - nanme>syst enx/ pri nci pal - nane>

</ security-rol e-assi gnment >

campaign.jar

The canpai gn. j ar fileisacollection of EJBsthat provide the portal campaign and
user interaction services. The canpai gn. j ar file containsthefollowing EJBs, whose
ej b-j ar. xm deployment descriptor security settings are described in the tables that
follow:

m ActionService
m CampaignService

m  ScenarioService

Table4-1 Security Settings for the ActionService EJB

Name ActionService

Description Providesthe executable actions for the Campaign services (that is, the mail action, the
ads action, and the offer discount action).
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Table 4-1 Security Settingsfor the ActionService EJB (Continued)

Class com bea. canpai gn. action.internal.ActionServi ceBean
Home Interface com bea. canpai gn. acti on. Acti onSer vi ceHonme

Remote Interface com bea. canpai gn. acti on. Acti onServi ce

Type Statel ess session bean

Security Rolesand AnonynousRol e and Syst emAdm nRol e can access all methodsin the bean's

Role Assignments Home and Remote interfaces.
Security-Role None
References

Table 4-2 Security Settingsfor the CampaignService EJB

Name CampaignService

Description The main entry point to the Campaign service.

Class com bea. canpai gn. i nt er nal . Canpai gnSer vi cel npl
Home Interface com bea. canpai gn. Canpai gnSer vi ceHonme

Remote Interface com bea. canpai gn. Canpai gnSer vi ce

Type Statel ess session bean

Security Rolesand AnonynousRol e can access all methods in the bean’ s Home interface, and the
Role Assignments following methods in the bean’s Remote interface: handl eEvent ,i sActi ve,
get Scenari oSer vi ce, get AdSer vi ce, get AdBucket Ser vi ce,
get Mai | Servi ce.

The Syst emAdni nRol e can access all methods in the bean’s Home and Remote
interfaces.

Security-Role None
References
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Table 4-3 Security Settings for the ScenarioService EJB

Name ScenarioService
Description Executes campaign scenarios.
Class com bea. canpai gn. i nt er nal . Scenari oSer vi cel npl

Home Interface

com bea. canpai gn. Scenari oServi ceHone

Remote Interface

com bea. canpai gn. Scenari oServi ce

Type

Statel ess session bean

Security Rolesand
Role Assignments

The AnonynousRol e can access al methodsin the bean’s Home interface, and the
following methods in the bean’ s Remote interface: | ocat eSer vi ce,

handl eEvent, get Rul esManager, get User EndSt at es,

set User EndSt at e.

The Syst emAdni nRol e can access all methods in the bean’s Home and Remote
interfaces.

Security-Role
References

None

campaignws.jar

The canpai gnws. j ar file contains an EJB that supports a Web service that the
E-Business Control Center uses to populate ad query and e-mail picklists. The
canpai gnws. j ar file contains the following EJB, whose ej b- j ar. xn deployment
descriptor security settings are described in the table that follows:

m CampaignWebService

Table 4-4 Security Settings for the CampaignWebService EJB

Name

CampaignWebService

Description

SupportsaWeb servicethat the E-Business Control Center usesto popul ate ad query and
e-mail picklists.
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Table 4-4 Security Settings for the CampaignWebService EJB (Continued)

Class

com bea. canpai gn. webservi ce. i nternal . Canpai gnWebSer vi cel npl

Home Interface

com bea. canpai gn. webservi ce. Canpai gn\WebSer vi ceHone

Remote Interface

com bea. canpai gn. webservi ce. Canpai gn\WebSer vi ce

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynousRol e can access all methods in the bean’s Home and Remote interfaces.

Security-Role
References

None

catalogws.jar

Thecat al ogws. j ar file contains an EJB that provides a Web service that the
E-Business Control Center usesto browse the product catalog. The cat al ogws. j ar
file contains the following EJB, whose ej b-j ar. xm deployment descriptor security
settings are described in the table that follows:

m CatalogWebService

Table 4-5 Security Settingsfor the CatalogWebService EJB

Name Catd ogWebService

Description Supports a Web service that the E-Business Control Center uses to browse the product
catalog.

Class com beasys. comer ce. ebusi ness. cat al og. webser vi ce.

Cat al ogWsI npl

Home Interface

com beasys. comer ce. ebusi ness. cat al og. webser vi ce.
Cat al ogWsHore

Remote Interface

com beasys. comer ce. ebusi ness. cat al og. webser vi ce. Cat al og\Ws

Type

Stateless session bean
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Table 4-5 Security Settings for the CatalogWebService EJB (Continued)

Security Rolesand
Role Assignments

AnonynmousRol e can access dl methods in the bean’ s Home and Remote interfaces.

Security-Role
References

AnonynousRol e

customer.jar

Thecust orer . j ar fileisacollection of EJBsthat supports the

com beasys. commer ce. ebusi ness. cust omer. Cust omer entity. The
customer. j ar filecontainsthe following EJBs, whose ej b- j ar . xn deployment
descriptor security settings are described in the tables that follow:

m  Customer

m CustomerProfileManager

m  CustomerPropertyManager

Table 4-6 Security Settings for the Customer EJB

Name Customer
Description Encapsul ates customer profile data for registered customers of the Commerce services.
Class com beasys. conmer ce. ebusi ness. cust oner . Cust oner | npl

Home Interface

com beasys. conmer ce. ebusi ness. cust oner . Cust orrer Home

Remote I nterface

com beasys. conmer ce. ebusi ness. cust oner . Cust oner

Type

Entity bean

Security Rolesand
Role Assignments

AnonynmousRol e can access al methods in the bean’ s Remote interfaces.

Security-Role
References

AnonynousRol e
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Table 4-7 Security Settingsfor the Customer ProfileM anager EJB

Name CustomerProfileM anager

Description Extendsthe ProfileManager to accessthe Customer profileinformation. Seethe Javadoc
for a complete description of the ProfileManager class.

Class com bea. commer ce. ebusi ness. custoner. i nternal .

Cust oner Prof i | eManager | npl

Home Interface

com bea. commer ce. ebusi ness. cust oner.
Cust oner Prof i | eManager Hone

Remote Interface

com bea. commer ce. ebusi ness. cust oner. Cust oner Pr of i | eManager

Type

Stateless session bean

Security Rolesand
Role Assignments

AnonynousRol e can access all methods in the bean’s Home interface.

Security-Role
References

Del egat edAdmi nRol e, Syst emAdni nRol e

Table 4-8 Security Settingsfor the Customer PropertyM anager EJB

Name CustomerPropertyM anager

Description Manages properties associated with Customer and delegates calls to the CustomerEJB.
This class handles property setsfor " CustomerProperties', and its mappings can be
found inuser ngnt - ej b-j ar. xnl deployment descriptor.

Class com bea. commer ce. ebusi ness. custoner. i nternal .

Cust oner Pr oper t yManager Bean

Home Interface

com bea. commer ce. ebusi ness. cust oner.
Cust oner Pr oper t yManager Hone

Remote Interface

com bea. commer ce. ebusi ness. cust oner. Cust orer Pr opert yManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

4-8

AnonynousRol e can access all methods in the bean’s Remote interfaces.
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Table 4-8 Security Settings for the Customer PropertyManager EJB (Continued)

Security-Role
References

None

document.jar

Thedocunent . j ar filecontainsan EJB that supports document management services
(searching, retrieval, and schemas). The docunent . j ar file contains the following
EJB, whoseej b-j ar. xm deployment descriptor security settings are described inthe
table that follows:

m  DocumentManager

Table 4-9 Security Settings for the DocumentM anager EJB

Name DocumentM anager
Description Supports document management services.
Class com bea. p13n. content. docunent. i nternal .

SPI Fast Docunent Manager | npl

Home Interface

com bea. p13n. cont ent. docunent . Docunent Manager Horre

Remote Interface

com bea. p13n. cont ent. docunent . Docunent Manager

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e can access dl methods in the bean’ s Home and Remote interfaces.

Security-Role
References

None
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ebusiness.jar

Theebusi ness. j ar fileisacollection of EJBsthat support Commerce services,
including product catalog, order, tax calculation, shipping, payment, and supporting
EJB Pipeline Components. The ebusi ness. j ar file contains the following EJBS,
whose ej b-j ar. xml deployment descriptor security settings are described in the
tables that follow:

m CatalogManager

m CatalogQueryManager

m CategoryManager

m CustomDataM anager

m  Decryptor

m Discount

m DiscountAssociation

m DiscountAssociationMgr
m DiscountManagement

m  Encryptor

m EntityPropertyManager

m  EpmCustomDataM anager
m  JdbcCatal ogQueryManager
m JdbcCategoryManager

m JdbcProductltemManager
m Order

m  OrderManager

m PaymentTransaction

m  PriceService
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m ProductitemManager

m  ShippingHelper

m  ShippingMethod

Table 4-10 Security Settingsfor the CatalogM anager EJB

Name CatalogManager

Description The central entry-point into the catalog management system—from it you can retrieve
the other statel ess session beans that compose the sub-systems of the catalog
management system.

Class com beasys. conmer ce. ebusi ness. cat al og. Cat al ogManager | npl

Home Interface

com beasys. conmer ce. ebusi ness. cat al og. Cat al ogManager Hone

Remote I nterface

com beasys. conmer ce. ebusi ness. cat al og. Cat al ogManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e and Cust oner Rol e can access all methods in the bean’s Home
interface, and the following methods in the bean’ s Remote interface:

get Cat egor yManager , get Pr oduct | t enManager ,

get Cat al ogQuer yManager , get Cust onDat aManager ,

creat eCat al ogRequest .

Admi ni st rativeRol e can access al methods in the bean’ s Home and Remote
interfaces.

Security-Role
References

Admi ni strativeRol e, AnonynousRol e, Cust orrer Rol e

Table4-11 Security Settings for the CatalogQueryM anager EJB

Name CatalogQueryM anager

Description Responsiblefor executing simple keyword-based and complex expression-based queries
against the catalog and returning Productltems.

Class com beasys. conmer ce. ebusi ness. cat al og. servi ce. query.

Cat al ogQuer yManager | npl
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Table 4-11 Security Settings for the CatalogQueryM anager EJB (Continued)

Home Interface

com beasys. comer ce. ebusi ness. cat al 0og. service. query.
Cat al ogQuer yManager Hone

Remote Interface

com beasys. commer ce. ebusi ness. cat al 0og. service. query.
Cat al ogQuer yManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynousRol e, Cust oner Rol e, and Admi ni strati veRol e can accessall
methods in the bean’ s Home and Remote interfaces.

Security-Role
References

None

Table 4-12 Security Settings for the CategoryM anager EJB

Name CategoryManager

Description Responsible for managing the assignment and caching of Productltemsinto Categories
to impose a hierarchical structure on the catalog.

Class com beasys. comer ce. ebusi ness. cat al 0og. service. cat egory.

Cat egor yManager | npl

Home Interface

com beasys. comer ce. ebusi ness. cat al 0og. servi ce. cat egory.
Cat egor yManager Horre

Remote Interface

com beasys. comer ce. ebusi ness. cat al 0og. servi ce. cat egory.
Cat egor yManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

4-12

AnonynousRol e and Cust oner Rol e can access all methods in the bean’s Home
interface, and the following methods in the bean’ s Remote interface:

get Cat al ogManager ,get | t ens,get | t enKeys, get Par ent ,get Ancest ors,
get Root Cat egor y, get Cat egor yCount, get SubCat egori es,

get SubCat egor yKeys, get Si bl i ngs, get Si bl i ngKeys, get Cat egori es,
get Cat egor yKeys, get | t enCount , get SubCat egor yCount ,

get Si bl i ngCount , get Cat egory, get Cat egori es, get | t enCat egori es.

Admi ni strati veRol e can access all methods in the bean’s Home and Remote
interfaces.
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Table 4-12 Security Settingsfor the CategoryM anager EJB (Continued)

Security-Role
References

Admi ni strativeRol e, AnonynousRol e, Cust orrer Rol e

Table 4-13 Security Settingsfor the CustomDataM anager EJB

Name CustomDataM anager
Description Responsible for storing the custom attributes assigned to Productitems in the catal og.
Class com beasys. conmer ce. ebusi ness. cat al og. servi ce. dat a.

Cust onDat aManager | npl

Home Interface

com beasys. conmer ce. ebusi ness. cat al og. servi ce. dat a.
Cust onDat aManager Honre

Remote I nterface

com beasys. conmer ce. ebusi ness. cat al og. servi ce. dat a.
Cust onDat aManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e, Cust oner Rol e, and Admi ni st rati veRol e can access all
methods in the bean’s Home and Remote interfaces.

Security-Role
References

None

Table 4-14 Security Settingsfor the Decryptor EJB

Name Decryptor

Description Decrypts acustomer’ sencrypted credit card information when thisinformation needsto
be sent to the payment system.

Class com beasys. conmer ce. ebusi ness. security. Decryptor | npl

Home Interface

com beasys. conmer ce. ebusi ness. security. Decrypt or Hone

Remote Interface

com beasys. conmer ce. ebusi ness. security. Decryptor

Type

Statel ess session bean
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Table 4-14 Security Settings for the Decryptor EJB (Continued)

Security Rolesand  Cust oner Rol e and Adni ni str ati veRol e can access all methodsin the bean's
Role Assignments  Home and Remote interfaces.

Security-Role Cust omer Rol e, Adni ni strativeRol e
References

Table 4-15 Security Settings for the Discount EJB

Name Discount
Description Provides access to discount definitions stored in the DI SCOUNT database table.
Class com bea. commer ce. ebusi ness. di scount. nmgnt . i nt ernal .
Di scount | npl
Home Interface com bea. commer ce. ebusi ness. di scount. ngnt . i nternal .

D scount Hone

Remote Interface  com bea. commer ce. ebusi ness. di scount. ngnt . i nt er nal . Di scount

Type Entity bean

Security Rolesand  AnonynousRol e, Cust orer Rol e and Admi ni strat i veRol e can accessall
Role Assignments methods in the bean’ s Home and Remote interfaces.

Security-Role None
References

Table 4-16 Security Settings for the DiscountAssociation EJB

Name DiscountAssociation
Description Provides access to datain the DI SCOUNT_ASSOCI ATl ON database table.
Class com bea. comer ce. ebusi ness. di scount. associ ation.internal .

Di scount Assocl npl

Home Interface com bea. commer ce. ebusi ness. di scount. associ ation.internal .
D scount AssocHone
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Table 4-16 Security Settingsfor the DiscountAssociation EJB (Continued)

Remote Interface

com bea. commer ce. ebusi ness. di scount . associ ati on.internal.
Di scount Assoc

Type

Entity bean

Security Rolesand
Role Assignments

AnonynmousRol e, Cust oner Rol e and Admi ni strati veRol e can access all
methods in the bean’s Home and Remote interfaces.

Security-Role
References

None

Table 4-17 Security Settingsfor the DiscountAssociationM gr EJB

Name DiscountAssociationM gr
Description Provides methods for creating, deleting, querying, and updating discount associations.
Class com bea. commrer ce. ebusi ness. di scount . associ ati on.internal.

Di scount Associ ati onMgr | npl

Home Interface

com bea. commer ce. ebusi ness. di scount . associ ati on.
Di scount Associ at i onMgr Horre

Remote Interface

com bea. commer ce. ebusi ness. di scount . associ ati on.
Di scount Associ ati onMyr

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e can access al methods in the bean’s Home interface, and the
following methods on the bean’ s Remote interface: updat eUsesd obal
updat eUses, queryd obal , quer yUser , add.

Admi ni st rativeRol e can access al methods in the bean’ s Home and Remote
interfaces.

Security-Role
References

AnonynousRol e, Adm ni strati veRol e
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Table 4-18 Security Settings for the DiscountM anagement EJB

Name DiscountM anagement
Description Provides methods for obtaining discounnt definitions.
Class com bea. commer ce. ebusi ness. di scount. ngnt . i nternal .

Di scount Mgnt | npl

Home Interface

com bea. commer ce. ebusi ness. di scount . ngnt . Di scount Mynt Hone

Remote Interface

com bea. commer ce. ebusi ness. di scount. ngnt . Di scount Mynt

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynousRol e can access all methods in the bean’s Home interface, and the
following methods on the bean’s Remote interface: get @ obal Di scount s,
get D scount Byl d, get Di scount sByl d, get Di scount ByNan®e.

Admi ni st rati veRol e can access all methods in the bean’s Home and Remote
interfaces.

Security-Role
References

AnonynousRol e, Admi ni strativeRol e

Table 4-19 Security Settings for the Encryptor EJB

Name Encryptor
Description Encrypts a customer’s credit card information.
Class com beasys. comer ce. ebusi ness. security. Encrypt or | npl

Home Interface

com beasys. commer ce. ebusi ness. security. Encrypt or Hore

Remote Interface

com beasys. commer ce. ebusi ness. security. Encryptor

Type

Statel ess session bean

Security Rolesand
Role Assignments

4-16

AnonynousRol e can access all methods in the bean’s Home and Remote interfaces.
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Table 4-19 Security Settingsfor the Encryptor EJB (Continued)

Security-Role
References

AnonynousRol e

Table 4-20 Security Settingsfor the EntityPropertyM anager EJB

Name Entity PropertyManager
Description Responsible for handling the persistence of profile propertiesin the RDBM S tables.
Class com bea. p13n. property.internal . EntityPropertyManager| npl

Home Interface

com bea. p13n. property. EntityPropertyManager Honme

Remote Interface

com bea. p13n. property. EntityPropertyManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e can access dl methods in the bean’s Home and Remote interfaces.

Security-Role
References

None

Table 4-21 Security Settingsfor the EpmCustomDataM anager EJB

Name EpmCustomDataM anager

Description An instance of the EntityPropertyManager EJB, used by the catalog system to store the
custom attributes for Productltems and Categories. The Catal ogCustomDataM anager
delegages to the EpmCustomDataM anager.

Class com beasys. conmer ce. ebusi ness. cat al og. servi ce. dat a.

EpnmCust onDat aManager | npl

Home Interface

com beasys. conmer ce. ebusi ness. cat al og. servi ce. data.
Cust onDat aManager Hone

Remote Interface

com beasys. conmer ce. ebusi ness. cat al og. servi ce. data.
Cust onDat aManager
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Table 4-21 Security Settings for the EpmCustomDataM anager EJB (Continued)

Type

Stateless session bean

Security Rolesand
Role Assignments

AnonynousRol e, Cust oner Rol e, and Admi ni strati veRol e can accessall
methods in the bean’ s Home and Remote interfaces.

Security-Role
References

None

Table 4-22 Security Settings for the JdbcCatalogQueryM anager EJB

Name JdbcCatal ogQueryM anager

Description A tier-2 statel ess session bean that performs queries against Productltems persisted using
JDBC. For more information about the catalog architecture, see Guide to Building a
Product Catalog.

Class com beasys. comer ce. ebusi ness. cat al 0og. service. query.

JdbccCat al ogQuer yManager | npl

Home Interface

com beasys. commer ce. ebusi ness. cat al og. service. query.
Cat al ogQuer yManager Hone

Remote Interface

com beasys. commer ce. ebusi ness. cat al 0og. service. query.
Cat al ogQuer yManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynousRol e, Cust oner Rol e, and Admi ni strati veRol e can access all
methods in the bean’ s Home and Remote interfaces.

Security-Role
References

None

Table 4-23 Security Settings for the JdbcCategoryM anager EJB

Name

JdbcCategoryManager

Description

A tier-2 statel ess session bean that manages the hierarchy of the catdog using JDBC
persistence. For moreinformation about the catalog architecture, see Guide to Building
a Product Catalog.
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Table 4-23 Security Settingsfor the JdbcCategoryM anager EJB (Continued)

Class

com beasys. conmer ce. ebusi ness. cat al og. servi ce. cat egory.
JdbcCat egor yManager | npl

Home Interface

com beasys. conmer ce. ebusi ness. cat al og. servi ce. cat egory.
Cat egor yManager Horre

Remote Interface

com beasys. conmer ce. ebusi ness. cat al og. servi ce. cat egory.
Cat egor yManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e and Cust oner Rol e can access all methods in the bean’s Home
interface, and the following methods in the bean’ s Remote interface:

get Cat al ogManager ,get | tens,get |t enKeys, get Parent ,get Ancestors,
get Root Cat egor y, get Cat egor yCount , get SubCat egori es,

get SubCat egor yKeys, get Si bl i ngs, get Si bl i ngKeys, get Cat egori es,
get Cat egor yKeys, get | t enCount , get SubCat egor yCount ,

get Si bl i ngCount , get Cat egory, get Cat egori es, getl t enCat egori es.

Admi ni st rativeRol e can access al methods in the bean’ s Home and Remote
interfaces.

Security-Role
References

Admi ni strativeRol e, AnonynousRol e, Cust orrer Rol e

Table 4-24 Security Settingsfor the JdbcProductltemM anager EJB

Name JdbcProductl temM anager

Description A tier-2 stateless session bean that stores Productltems using JDBC persistence. For
more information about the catalog architecture, see Guide to Building a Product
Catalog.

Class com beasys. conmer ce. ebusi ness. cat al og. service.item

JdbcPr oduct | t emvanager | npl

Home Interface

com beasys. conmer ce. ebusi ness. cat al og. service.item
Product | t emMVanager Horre

Remote Interface

com beasys. conmer ce. ebusi ness. cat al og. service.item
Product | t emVanager

Type

Statel ess session bean
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Table 4-24 Security Settings for the JdbcProductltemManager EJB (Continued)

Security Rolesand

AnonynousRol e and Cust onrer Rol e can access all methods in the bean’s Home

Role Assignments interface, and the following methods in the bean’ s Remote interface:
get Cat al ogManager, get | t enCount , get Keywor ds, get | t enKeys,
getltens,getltem
Admi ni strati veRol e can access all methodsin the bean’s Home and Remote
interfaces.

Security-RoIe Admi ni strati veRol e, AnonynousRol e, Cust orrer Rol e

References

Table 4-25 Security Settings for the Order EJB

Name Order

Description An Order entity represents an order. An order includes one or more order lines, order
status, shipping address, shipping cost, price, special instructions, splitting preferences,
date of order, payment information, and the customer who placed this order.

Class com beasys. commer ce. ebusi ness. order. O der | npl

Home Interface

com beasys. comer ce. ebusi ness. or der. Or der Honme

Remote Interface

com beasys. commer ce. ebusi ness. order. Or der

Type

Entity bean

Security Rolesand
Role Assignments

Cust oner Rol e and Admi ni strati veRol e can access all methods in the bean’s
Home and Remote interfaces.

Security-Role
References

Custoner Rol e, Admi ni strativeRol e

Table 4-26 Security Settings for the OrderM anager EJB

Name

OrderManager

Description

Createsan Order and retrievesthe OrderValuesusing avariety of criteria, customerPK,
adaterange, a SKU, and a Status.
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Table 4-26 Security Settingsfor the Order M anager EJB (Continued)

Class

com beasys. conmer ce. ebusi ness. order. O der Manager Bean

Home Interface

com beasys. conmer ce. ebusi ness. order. O der Manager Hone

Remote Interface

com beasys. conmer ce. ebusi ness. order. O der Manager

Type

Statel ess session bean

Security Rolesand
Role Assignments

Cust onmer Rol e and Adni ni strati veRol e can access al methods in the bean's
Home interface.

Security-Role
References

Cust oner Rol e, Adm nistrati veRol e

Table 4-27 Security Settingsfor the PaymentTransaction EJB

Name PaymentTransaction
Description Maintainsthe state of an individual credit card transaction.
Class com beasys. conmer ce. ebusi ness. paynent . Paynent Transacti onl npl

Home Interface

com beasys. conmer ce. ebusi ness. paynent . Paynent Transact i onHore

Remote Interface

com beasys. conmer ce. ebusi ness. paynent . Paynent Transacti on

Type

Entity bean

Security Rolesand
Role Assignments

Cust oner Rol e and Adni ni st rati veRol e can access al methods in the bean's
Home and Remote interfaces.

Security-Role
References

Cust oner Rol e, Admi ni strati veRol e

Table 4-28 Security Settingsfor the PriceService EJB

Name

PriceService

Description

Provides methods for pricing a shopping cart and order contents.
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Table 4-28 Security Settings for the PriceService EJB (Continued)

Class

com bea. commer ce. ebusi ness. price. service.internal .
Pri ceServi cel npl

Home Interface

com bea. commer ce. ebusi ness. pri ce. service. Pri ceServi ceHone

Remote Interface

com bea. commer ce. ebusi ness. price. service. PriceServi ce

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynousRol e, Cust oner Rol e and Adni ni st rati veRol e can accessall
methods in the bean’ s Home and Remote interfaces.

Security-Role
References

None

Table 4-29 Security Settings for the ProductltemM anager EJB

Name ProductltemManager
Description Responsible for storing Productltem and caching instances for the catal og.
Class com beasys. commer ce. ebusi ness. cat al og. service.item

Pr oduct | t emvanager | npl

Home Interface

com beasys. commer ce. ebusi ness. catal og. service.item
Pr oduct | t emManager Horre

Remote Interface

com beasys. commer ce. ebusi ness. catal og. service.item
Pr oduct | t emVanager

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynousRol e and Cust onrer Rol e can access all methods in the bean’s Home
interface, and the following methods on the bean’s Remote interface:

get Cat al ogManager, get | t enCount , get Keywor ds, get | t enKeys,
getltens,getltem

Admi ni strati veRol e can access all methods in the bean’s Home and Remote
interfaces.

Security-Role Admi ni strati veRol e, AnonynousRol e, Cust oner Rol e
References
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Table 4-30 Security Settingsfor the ShippingHelper EJB

Name ShippingHel per
Description Facilitates tasks related to management of shipping methods.
Class com beasys. conmer ce. ebusi ness. shi ppi ng. Shi ppi ngHel per | npl

Home Interface

com beasys. conmer ce. ebusi ness. shi ppi ng. Shi ppi ngHel per Horre

Remote Interface

com beasys. conmer ce. ebusi ness. shi ppi ng. Shi ppi ngHel per

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e, Cust oner Rol e, and Admi ni st rati veRol e can access all
methods in the bean’s Home and Remote interfaces.

Security-Role
References

None

Table 4-31 Security Settingsfor the ShippingM ethod EJB

Name ShippingMethod

Description Encapsulates adelivery option, incorporating a standard set of attributes, and allows for
complex shipping cost calculations.

Class com beasys. conmer ce. ebusi ness. shi ppi ng. Shi ppi ngMet hodl npl

Home Interface

com beasys. conmer ce. ebusi ness. shi ppi ng. Shi ppi ngMet hodHorre

Remote I nterface

com beasys. conmer ce. ebusi ness. shi ppi ng. Shi ppi ngMet hod

Type

Entity bean

Security Rolesand
Role Assignments

AnonynmousRol e can access dl methods in the bean’s Home and Remote interfaces.

Security-Role
References

AnonynousRol e
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ejbadvisor.jar

Theej badvi sor. j ar file containsan EJB that provides accessto BEA Advisor
personalization infrastructure. The ej badvi sor. j ar filecontainsthefollowing EJB,
whoseej b-j ar. xm deployment descriptor security settingsare described inthetable
that follows:

m EjbAdvisor

Table 4-32 Security Settings for the EjbAdvisor EJB

Name EjbAdvisor

Description An EJB-based implementation of the BEA Advisor API. The Advisor APl allows a
caller to request general personalization advice. The Advisor implementation contains
logic to interpret arequest, sequence the appropriate personalization services, and return
the resultant personalized advice to the caller.

Class com bea. p13n. advi sor. i nt ernal . Ej bAdvi sor | npl

Home Interface com bea. p13n. advi sor. Ej bAdvi sor Hone

Remote Interface com bea. p13n. advi sor . Ej bAdvi sor

Type Stateless session bean

Security Rolesand  Ever yoneRol e can access all methods in the bean’s Home interface.
Role Assignments

Security-Role None
References

events.jar

Theevent s. j ar filecontainsan EJB that supports the Events and Behavior Tracking
service. Theevent s. j ar file contains the following EJB, whose ej b-j ar . xmi
deployment descriptor security settings are described in the table that follows:
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m EventService

Table 4-33 Security Settingsfor the EventService EJB

Name EventService

Description Responsiblefor dispatching eventsto registered listeners. Listenersregister themselves
for this service viathe WebL ogic Server Administration Console.

Class com bea. p13n. event s. i nt er nal . Event Servi ceBean

Home Interface

com bea. p13n. event s. Event Ser vi ceHone

Remote Interface

com bea. p13n. event s. Event Servi ce

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e can access al methods in the bean’s Home interface.

Security-Role
References

None

ldapprofile.jar

Thel dapprofile.jar filecontainsan EJB that is used to read user and group
properties from an LDAP server. Thel dapprofil e.j ar file containsthe following
EJB, whoseej b-j ar. xm deployment descriptor security settings are described inthe
table that follows:

m L dapPropertyManager

Table 4-34 Security Settingsfor the LdapPropertyManager EJB

Name

L dapPropertyManager

Description

An implementation of EntityPropertyManager that retrieves property data from an
LDAPserver. Connection information for the LDAP server is contained in environment
entriesin the deployment desciptor.

Security Guide  4-25



4 Security in the WebLogic Portal Enterprise JavaBeans

Table 4-34 Security Settings for the L dapPropertyM anager EJB

Class

com bea. pl13n. userngnt. profile.ldap.internal.
LdapPr opert yManager | npl

Home Interface

com bea. p13n. userngnt . profil e. | dap. LdapPr opert yManager Horre

Remote Interface

com bea. p13n. userngnt. profil e. | dap. LdapPropertyManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynousRol e can access all methods in the bean’s Home and Remote interfaces.

Security-Role
References

None

mail.jar

Themai | . j ar fileisacollection of EJBsthat gives your application access to the
outbound Mail Service, which usesthe JavaMail API to send e-mail to customersin
batches. Themi | . j ar file containsthe following EJB, whose e b- j ar. xni
deployment descriptor security settings are described in the table that follows:

m MailService

Table 4-35 Security Settings for the M ail Service EJB

Name Mail Service
Description Provides services for batching and sending e-mail messages.
Class com bea. p13n. mail .i nternal . Mai | Servi cel npl

Home Interface

com bea. p13n. mai | . Mai | Ser vi ceHone

Remote Interface

com bea. p13n. mai | . Mai | Servi ce

Type

Statel ess session bean
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Table 4-35 Security Settingsfor the MailService EJB (Continued)

Security Rolesand
Role Assignments

AnonynmousRol e can access al methods in the bean’sHome interface, and the
following methods in the bean’s Remote interface: sendMai | , addToBat ch,
get Text Fr omISP, get JSPResul ts.

Syst emAdm nRol e can accessall methodsin the bean’s Home and Remoteinterfaces.

Security-Role
References

None

payment.jar

The payment . j ar file contains an EJB that supports the Payment Web Service
application. The payment . j ar file contains the following EJB, whoseej b-j ar . xni
deployment descriptor security settings are described in the table that follows:

m CreditCardWebService

Table 4-36 Security Settingsfor the CreditCardWebService EJB

Name CreditCardWebService

Description Implementation of the sample Payment Web Service used by the Commerce templates
during order checkout.

Class exanpl es. wl cs. sanpl eapp. paynent . Credi t Car dWebSer vi cel npl

Home Interface

exanpl es. wl cs. sanpl eapp. paynent . Cr edi t Car dWebSer vi ceHone

Remote Interface

exanpl es. wl cs. sanpl eapp. paynent . Credi t Car dWebSer vi ce

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonymousRol e, Cust oner Rol e and Admi ni strati veRol e can accessall the
methods in the bean's Home and Remote interfaces.

Security-Role
References

None
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petflow.jar

Thepetflow. jar filecontainsan EJB and all the Pipeline Components for the Pet
Flow sample Web application.

Note: All the Pipeline Components are application scoped, must be deployed with an

EJB, and not reside in the system classpath or Web application classpath.
Alternately, if the Pipeline Components are not EJBs they may be packaged in
aseparate JAR (aslong as they are referenced from the pi pel i ne.jar’s
manifest file). Since the componentsin the pet f1 ow. j ar file reference
components in other utility JARs, you must update the classpath in

pet fl ow. j ar’ s manifest file to include the JARSs of the utility components:
Class-Path: pl3n_util.jar petStore EJB.jar pipeline.jar.

Thepetfl ow. j ar filecontainsthefollowing EJB, whoseej b-j ar. xm deployment
descriptor security settings are described in the table that follows:

m  GetlnventoryPC

Table 4-37 Security Settings for the GetlnventoryPC EJB

Name GetlnventoryPC
Description Retrievesthe inventory (number of items in stock) for &l the items in the shopping cart.
Class exanpl es. pet fl ow. pi pel i ne. ej b. Get | nvent or yPCl npl

Home Interface

exanpl es. pet fl ow. pi pel i ne. ej b. Get | nvent or yPCHone

Remote Interface

exanpl es. pet fl ow. pi pel i ne. ej b. Getl nvent oryPC

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynousRol e can access all methods in the bean’s Home and Remote interfaces.

Security-Role
References

None
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petStore EJB.jar

Thepet Store_EJB. j ar fileisacollection of EJBs and other application-scoped
classes that are part of the Sun Microsystems Pet Store Demo, a comprehensive
e-commerce application based on the Java 2 Enterprise Edition (J2EE) specification.
For moreinformation onthe original Pet Store Demo, seethe“ Architecture Overview”
at http://java.sun.com/j 2ee/blueprints/jpsll/archoverview.html.

The EJBsand other classesin thisJAR file are referenced by the Pet Flow sample Web
application, which comes packaged with the WebL ogic Portal product suite. The Pet
Flow application has been designed to illustrate some of the features of the Webflow
mechanism.

pipeline.jar

Thepi pel i ne. j ar filecontainsall Pipeline internals, including an EJB that provides
support for the Pipeline service and other supporting, application-scoped classes.

Note: Thisfile need only be deployed if Pipeline Components are being used. If you
are strictly using only Webflow you need not deploy thisfile.

Thepi pel i ne. j ar filecontainsthefollowing EJB, whoseej b-j ar . xm deployment
descriptor security settings are described in the table that follows:

m PipelineExecutor

Table 4-38 Security Settingsfor the PipelineExecutor EJB

Name

PipelineExecutor

Description

The PipelineProcessor (com bea. p13n. appf | ow. webf | ow. i nt er nal .

Pi pel i neProcessor) isan extension (custom) processor that delegates to the
PipelineExecutor statel ess session EJB. It isthe PipelineExecutor that parsesthe Pipeline
XML, invokes the Pipeline’s components, and demarcates all transactions within the
Pipeline and Pipeline Session.

Security Guide  4-29



4 Security in the WebLogic Portal Enterprise JavaBeans

Table 4-38 Security Settings for the PipelineExecutor EJB

Class com bea. p13n. appf | ow. pi pel i ne.internal.Pi pel i neExecutor | npl

Home Interface com bea. p13n. appf | ow. pi pel i ne. Pi pel i neExecut or Hone

Remote Interface com bea. p13n. appf | ow. pi pel i ne. Pi pel i neExecut or

Type Stateless session bean

Security Rolesand  AnonynousRol e can access all methods in the bean’s Home interface.
Role Assignments

Security-Role None
References

placeholder.jar

Thepl acehol der . j ar fileisacollection of EJBs that support the placeholder, ads,
and ad bucket services. The pl acehol der . j ar file contains the following EJBs,
whose ej b-j ar. xml deployment descriptor security settings are described in the
tables that follow:

m  AdBucketService
m  AdConflictResolver
m AdService

m PlaceholderService

Table 4-39 Security Settings for the AdBucketService EJB

Name AdBucketService

Description Tiesinto the PlaceholderService EJB to provide per-user, per-placeholders buckets of ad
queries.

Class com bea. p13n. ad. i nt ernal . AdBucket Ser vi ceBean

Home Interface com bea. p13n. ad. AdBucket Ser vi ceHonme
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Table 4-39 Security Settingsfor the AdBucketService EJB

Remote Interface

com bea. p13n. ad. AdBucket Servi ce

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e can access all methods in the bean’s Home interface and the
following methods in the bean’s Remote interface: get Cont ent , user AddAd,
user d ear Ads, get AdEvent | nf o, previ ewCont ent ,

renoved obal Queri es, and set G obal Query.

Syst emAdm nRol e can accessall methodsin the bean’ s Home and Remoteinterfaces.

Security-Role
References

None

Table 4-40 Security Settingsfor the AdConflictResolver EJB

Name AdConflictResolver
Description Resolves which of a set of ad queries should be used to display an ad to auser.
Class com bea. p13n. ad. i nt er nal . AdConf | i ct Resol ver Bean

Home Interface

com bea. p13n. ad. AdConfl i ct Resol ver Horre

Remote Interface

com bea. p13n. ad. AdConfl i ct Resol ver

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonymousRol e and Syst enmAdmi nRol e can accessall methodsinthebean’sHome
and Remote interfaces.

Security-Role
References

None

Table 4-41 Security Settings for the AdService EJB

Name

AdService

Description

Handles retrieving ads and managing clicks and impressions.
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Table 4-41 Security Settings for the AdService EJB

Class

com bea. p13n. ad. i nt ernal . AdSer vi ceBean

Home Interface

com bea. p13n. ad. AdSer vi ceHone

Remote Interface

com bea. p13n. ad. AdServi ce

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynousRol e and Syst emAdmi nRol e can accessall methodsin the bean’sHome
and Remote interfaces.

Security-Role
References

None

Table 4-42 Security Settings for the Placeholder Service EJB

Name PlaceholderService
Description Retrieves displayable content for a placeholder for a user.
Class com bea. p13n. pl acehol der. i nt ernal . Pl acehol der Ser vi cel npl

Home Interface

com bea. p13n. pl acehol der. Pl acehol der Servi ceHone

Remote Interface

com bea. p13n. pl acehol der. Pl acehol der Servi ce

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e can access all methods in the bean’s Home interface and the
following methods in the bean’s Remote interface: get Cont ent ,
previ ewCont ent , get Previ ewSl ot ,andr enovePr evi ewSl ot .

Syst emAdm nRol e can access al methods in the bean’ s Home and Remote
interfaces.

Security-Role
References

None
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portal.jar

Theportal . jar fileisacollection of EJBsthat provide al portal functionality,
including the visitor runtime tools and the administration tools. Theportal . j ar file
contains the following EJBs, whose ej b-j ar . xml deployment descriptor security
settings are described in the tables that follow:

AdminResourceM anager
DelegatedAdminManager
Portal M anager

VisitorUserManager

Table 4-43 Security Settingsfor the AdminResourceM anager EJB

Name AdminResourceM anager

Description Administration EJBs that allow Syst emAdni ni strat or s and
Del egat edAdm ni st r at or s to perform administrative functions on portals and
group portals to which they have access.

Class com bea. portal . adm n. ej b. i nt ernal . Adm nResour ceManager Bean

Home Interface

com bea. portal . adm n. ej b. Adm nResour ceManager Horre

Remote Interface

com bea. portal . adm n. ej b. Adm nResour ceManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

Del egat edAdm nRol e and Syst emAdni nRol e can access all methodsin the
bean’s Home and Remote interfaces.

Security-Role
References

Del egat edAdm nRol e and Syst emAdmni nRol e
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Table 4-44 Security Settings for the DelegatedAdminM anager EJB

Name Del egatedA dminManager

Description Administration EJBs that manage the activities associated with
Del egat edAdmi ni st r at or s, including creating administrators, retrieving
administrators, deleting administrators, promoting administrators, updating
administrator privileges, and so on.

Class com bea. portal . adm n. ej b. i nternal . Del egat edAdni nManager Bean

Home Interface

com bea. portal . adm n. ej b. Del egat edAdm nManager Hone

Remote Interface

com bea. portal . adm n. ej b. Del egat edAdm nManager

Type

Statel ess session bean

Security Rolesand

Del egat edAdm nRol e and Syst emAdni nRol e can access dl methods in the

Role Assignments  bean’s Home and Remote interfaces.
Security-Role Del egat edAdni nRol e and Syst emAdni nRol e
References

Table 4-45 Security Settings for the PortalM anager EJB

Name Portal M anager

Description Visitor (not administration) EJB that handles all runtime rendering of portlets aswell as
personalization information for avisitor’s portal. This rendering includes skins, layouts,
displayed portlets, and so on.

Class com bea. port al . manager . ej b. i nt er nal . Port al Manager Bean

Home Interface

com bea. port al . manager . ej b. Port al Manager Honme

Remote Interface

com bea. port al . manager . ej b. Port al Manager

Type

Statel ess session bean

Security Rolesand
Role Assignments

4-34
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Table 4-45 Security Settingsfor the PortalM anager EJB

Security-Role
References

Ever yoneRol e

Table 4-46 Security Settingsfor the VisitorUserManager EJB

Name VisitorUserManager

Description Administrator EJB that manages visitor users. Most User Management and Group
M anagement EJB methods (from user ngnt . j ar ) are exposed and wrapped with a
portal-specific security layer for Del egat edAdmi ni strators.

Class com bea. portal .admi n. ej b.internal . VisitorUser Manager Bean

Home Interface

com bea. portal . adm n. ej b. Vi si t or User Manager Honme

Remote Interface

com bea. portal . adni n. €] b. Vi si t or User Manager

Type

Statel ess session bean

Security Rolesand
Role Assignments

Del egat edAdmi nRol e and Syst emAdni nRol e can access all methodsin the
bean’s Home and Remote interfaces.

Security-Role
References

Del egat edAdm nRol e and Syst emAdmni nRol e

property.jar

Theproperty.jar fileisacollection of EJBsthat provide Property Set functionality
and persistence servicesfor components that usethe property framework, such as User
and Group profiles. The property.j ar file contains the following EJBs, whose

ej b-j ar. xm deployment descriptor security settings are described in the tables that
follow:

m  EntityPropertyManager

m  PropertySetManager
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Table 4-47 Security Settings for the EntityPropertyM anager EJB

Name EntityPropertyM anager

Description EJB that provides persistence services for entity EJBs that extend ConfigurableEntity,
and for User and Group profiles.

Class com bea. pl13n. property.internal . EntityPropertyManager | npl

Home Interface

com bea. p13n. property. EntityPropertyManager Hone

Remote Interface

com bea. p13n. property. EntityPropertyManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynousRol e can access all methods in the bean’s Home interface.

Security-Role
References

None

Table 4-48 Security Settings for the PropertySetM anager EJB

Name Property SetM anager
Description EJB that handles the deployment and runtime management of property sets.
Class com bea. p13n. property.internal.PropertySet Manager | npl

Home Interface

com bea. p13n. property. PropertySet Manager Hone

Remote Interface

com bea. p13n. property. PropertySet Manager

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynousRol e can access all methods in the bean’s Home interface.

Security-Role None
References
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propertysetws.jar

Thepropertysetws.j ar filecontains an EJB (that provides a Web service) that
provides accessto server side Property Sets so that outside components, such as the
E-Business Control Center, can usethem. The pr opert yset ws. j ar file containsthe
following EJB, whose ej b-j ar. xmi deployment descriptor security settings are
described in the table that follows:

m PropertySetWebService

Table 4-49 Security Settingsfor the PropertySetWebService EJB

Name PropertySetWebService
Description EJB wrapped by a Web service that gives access to property sets via SOAP calls.
Class com bea. pl3n. property.webservi ce.internal .

PropertySet WbServi cel npl

Home Interface

com bea. p13n. property. webservi ce. Propert ySet WebSer vi ceHornre

Remote Interface

com bea. p13n. property. webservi ce. Propert ySet WebSer vi ce

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e can access adl methods in the bean’ s Home and Remote interfaces.

Security-Role
References

None

rules.jar

Therul es.j ar filecontains an EJB that provides statel ess access to the underlying
BEA Rules Engine. Therul es. j ar file contains the following EJB, whose

ej b-j ar. xm deployment descriptor security settings are described in the table that
follows:
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m RulesManager

Table 4-50 Security Settings for the RulesM anager EJB

Name RulesM anager

Description Exposes an API to the underlying BEA Rules Engine that allows acaller to execute rule
sets and/or named rules. The RulesManager also performs BEA Rules Engine resource
caching and pooling in order to improve rule execution performance.

Class com bea. p13n. rul es. manager. i nt er nal . Rul esManager | npl

Home Interface

com bea. p13n. rul es. manager . Rul esManager Horre

Remote Interface

com bea. p13n. rul es. manager . Rul esManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

Ever yoneRol e can accessall methodsinthebean’sHomeinterface, and thefollowing
methods in the bean’ s Remote interface: eval uat eRul eSet and eval uat eRul e.

Rul esReader Rol e can accessthe get Rul eSet method in the bean’s Remote
interface.

Syst emAdmi nRol e can access the following methods in the bean’ s Remote interface:
set Rul eSet , get Rul eSet, get Rul eSet s, andr enoveRul eSet .

Security-Role
References

None

stockportal.jar

Thest ockportal . jar file contains the code and a Pipeline Component for the
Worldnews portlet. The st ockportal . j ar file contains the following EJB, whose
ej b-jar. xm deployment descriptor security settings are described in the table that
follows:

m  moreoverNewsPC

Table 4-51 Security Settings for the moreover NewsPC EJB

Name

moreoverNewsPC
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Table 4-51 Security Settings for the moreover NewsPC EJB

Description A Pipeline Component EJB that can retrieve news article information from
moreover.com.
Class exanpl es. wor | dnews. pi pel i ne. ej b. i nternal . Mor eover NewsPCBean

Home Interface

exanpl es. wor | dnews. pi pel i ne. ej b. Mor eover News PCHone

Remote Interface

exanpl es. wor | dnews. pi pel i ne. ej b. Mor eover NewsPC

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonymousRol e, Cust oner Rol e and Admi ni strati veRol e can accessall the
methods in the bean’s Home and Remote interfaces.

Security-Role
References

None

tax.jar

Thet ax. j ar file containsan EJB that supportsthe Tax Web Service application. The
tax.j ar filecontainsthefollowing EJB, whoseej b-j ar. xm deployment descriptor
security settings are described in the table that follows:

m TaxWebService

Table 4-52 Security Settingsfor the TaxWebSer vice EJB

Name TaxWebService

Description Implementation of the sample Tax Web Service used by the Commerce templatesduring
order checkout.

Class exanpl es. wl cs. sanpl eapp. t ax. Tax\WebSer vi cel npl

Home Interface

exanpl es. wl cs. sanpl eapp. t ax. Tax\bSer vi ceHorre

Remote Interface

exanpl es. wl cs. sanpl eapp. t ax. Tax\WbServi ce

Type

Statel ess session bean
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Table 4-52 Security Settings for the TaxWebService EJB

Security Rolesand  AnonynousRol e, Cust oner Rol e, and Admi ni strat i veRol e can access all
Role Assignments methods in the bean’'s Home and Remote interfaces.

Security-Role None
References

usermgmt.jar

Theusermgnt . j ar fileisacollection of EJBs that provide user and group
management and Unified User Profile (UUP) services. Theuser mgnt . j ar file
contains the following EJBs, whose ej b-j ar. xm deployment descriptor security
settings are described in the tables that follow:

m  GroupProfileManager
m  GroupManager

m RealmConfiguration
m UserProfileManager
m  UserProfileManager

Table 4-53 Security Settings for the GroupProfileM anager EJB

Name GroupProfileM anager
Description Manages property access for group profiles.
Class com bea. p13n. userngnt. profile.internal.

G oupPr ofi | eManager | npl

Home Interface com bea. p13n. userngnt. profile. Profil eManager Honme

Remote Interface com bea. p13n. userngnt. profile. Profil eManager

Type Stateless session bean
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Table 4-53 Security Settingsfor the GroupProfileM anager EJB (Continued)

Security Rolesand
Role Assignments

AnonynmousRol e can access al methods in the bean’s Home interface.

Security-Role
References

Del egat edAdm nRol e and Syst emAdmi nRol e

Table 4-54 Security Settingsfor the GroupManager EJB

Name GroupManager

Description Provides group management services, such as creating and deleting groups, and
manipulating group memberships.

Class com bea. p13n. userngnt . i nt ernal . G oupManager | npl

Home Interface

com bea. p13n. user ngnt . G oupManager Horre

Remote Interface

com bea. p13n. user ngnt . G- oupManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e can access al methods in the bean’ s Home interface.

Security-Role
References

Del egat edAdm nRol e and Syst emAdmi nRol e

Table 4-55 Security Settingsfor the RealmConfiguration EJB

Name RealmConfiguration

Description Helps keep security and profile information synchronized. Thisis used only by the
administration tools.

Class com bea. p13n. userngnt . config.internal.Real nConfi gurati onl npl

Home Interface

com bea. p13n. userngnt . confi g. Real nConf i gurati onHome

Remote Interface

com bea. p13n. userngnt . confi g. Real nConfi gurati on
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Table 4-55 Security Settings for the RealmConfiguration EJB

Type Stateless session bean

Security Rolesand  AnonynousRol e can access all methods in the bean’s Home interface.
Role Assignments

Security-Role None
References

Table 4-56 Security Settings for the User M anager EJB

Name UserM anager

Description Provides user management services, such as creating and deleting users, and managing
user profile types.

Class com bea. p13n. userngnt. i nt er nal . User Manager | npl

Home Interface com bea. p13n. user ngnt . User Manager Horre

Remote Interface com bea. p13n. user ngnt . User Manager

Type Stateless session bean

Security Rolesand  AnonynousRol e can access all methods in the bean’s Home interface.
Role Assignments

Security-Role Del egat edAdni nRol e and Syst emAdni nRol e
References

Table 4-57 Security Settings for the User ProfileM anager EJB

Name UserProfileM anager
Description Manages property access for user profiles.
Class com bea. p13n. userngnt. profile.internal.

User Profi | eManager | npl

Home Interface com bea. p13n. userngnt. profile. Profil eManager Honme
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Table 4-57 Security Settingsfor the User ProfileM anager EJB

Remote Interface

com bea. p13n. userngnt . profil e. Profil eManager

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e can access al methods in the bean’s Home interface.

Security-Role
References

Del egat edAdm nRol e and Syst emAdmni nRol e

wlcsSample.jar

Thew csSanpl e. j ar fileisacollection of EJBsthat provide various components
used exclusively by the Commerce JSP templates. Thew csSanpl e. j ar filecontains
the following EJBs, whose ej b-j ar . xml deployment descriptor security settings are
described in the tables that follow:

CreditCardService
DeleteProductltemFromSavedL istNewPC
MoveProductltemToSavedListNewPC

M oveProductltemToShoppingCartNewPC
RefreshSavedListNewPC

TaxCalculator

Table 4-58 Security Settingsfor the CreditCardService EJB

Name CreditCardService

Description The gateway or wrapper to back-end Payment Services. Also responsible for
miscellaneous business tasks like payment transaction journaling.

Class exanpl es. wl cs. sanpl eapp. paynent . Credi t Car dSer vi cel npl

Home Interface

exanpl es. wl cs. sanpl eapp. paynent . Credi t Car dSer vi ceHone
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Table 4-58 Security Settings for the CreditCardService EJB

Remote Interface  exanpl es. W cs. sanpl eapp. paynent . Cr edi t Car dSer vi ce

Type Stateless session bean

Security Rolesand  AnonynousRol e, Cust orer Rol e, and Admi ni strat i veRol e can accessall
Role Assignments methods in the bean’ s Home and Remote interfaces.

Security-Role Cust oner Rol e, Admi ni strativeRol e
References

Table 4-59 Security Settings for DeleteProductltemFromSavedL istNewPC EJB

Name DeleteProductitemFromSavedListNewPC

Description Pipeline Component that removes a product item from thelist of saved itemsfor agiven
customer.

Class exanpl es. W cs. sanpl eapp. shoppi ngcart . pi peline.

Del et ePr oduct | t enfFr onBavedLi st PCl npl

Home Interface exanpl es. W cs. sanpl eapp. shoppi ngcart . pi pel i ne.
Del et ePr oduct | t enFr onBavedLi st PCHone

Remote Interface  exanpl es. W cs. sanpl eapp. shoppi ngcart . pi pel i ne.
Del et eProduct | t enFr onSavedLi st PC

Type Stateless session bean

Security Rolesand  AnonynousRol e can access all methods in the bean's Home and Remote interfaces.
Role Assignments

Security-Role AnonynousRol e
References

Table 4-60 Security Settings for the M oveProductltemToSavedL istNewPC EJB

Name MoveProductltemToSavedL issNewPC

Description Pipeline Component that removes a product item from a customer's shopping cart and
addsit to their list of saved items.

4-44  Security Guide



wlcsSample.jar

Table 4-60 Security Settingsfor the MoveProductltemToSavedListNewPC EJB (Continued)

Class

exanpl es. wl cs. sanpl eapp. shoppi ngcart . pi peli ne.
MovePr oduct | t emToSavedLi st PCl npl

Home Interface

exanpl es. wl cs. sanpl eapp. shoppi ngcart . pi peli ne.
MovePr oduct | t eniToSavedLi st PCHone

Remote Interface

exanpl es. wl cs. sanpl eapp. shoppi ngcart . pi peli ne.
MovePr oduct | t enToSavedLi st PC

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e can access adl methods in the bean’ s Home and Remote interfaces.

Security-Role
References

AnonynousRol e

Table 4-61 Security Settingsfor MoveProductltemToShoppingCartNewPC EJB

Name M oveProductltemToShoppingCartNewPC

Description Pipeline Component that removes a product item from a customer's list of saved items
and adds it to their shopping cart.

Class exanpl es. wl cs. sanpl eapp. shoppi ngcart. pi peli ne.

MovePr oduct | t emToShoppi ngCar t PCl npl

Home Interface

exanpl es. wl cs. sanpl eapp. shoppi ngcart . pi peli ne.
MovePr oduct | t emToShoppi ngCar t PCHone

Remote Interface

exanpl es. wl cs. sanpl eapp. shoppi ngcart . pi peli ne.
MovePr oduct | t emToShoppi ngCar t PC

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynmousRol e can access dl methods in the bean’ s Home and Remote interfaces.

Security-Role
References

AnonynousRol e
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Table 4-62 Security Settings for the RefreshSavedL istNewPC EJB

Name RefreshSavedListNewPC
Description Pipeline Component that updates a customer’slist of saved itemsin the Pipeline Session.
Class exanpl es. Wl cs. sanpl eapp. shoppi ngcart . pi peline.

Ref reshSavedLi st PCl npl

Home Interface

exanpl es. W cs. sanpl eapp. shoppi ngcart . pi pel i ne.
Ref reshSavedLi st PCHorre

Remote Interface

exanpl es. W cs. sanpl eapp. shoppi ngcart . pi pel i ne.
Ref reshSavedLi st PC

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynousRol e can access all methods in the bean’s Home and Remote interfaces.

Security-Role
References

AnonynousRol e

Table 4-63 Security Settings for the TaxCalculator EJB

Name TaxCalculator
Description The gateway or wrapper to back-end Tax Services.
Class exanpl es. W cs. sanpl eapp. t ax. TaxCal cul at or | npl

Home Interface

exanpl es. W cs. sanpl eapp. t ax. TaxCal cul at or Home

Remote Interface

exanpl es. W cs. sanpl eapp. t ax. TaxCal cul at or

Type

Statel ess session bean

Security Rolesand
Role Assignments

AnonynousRol e can access all methods in the bean’s Home and Remote interfaces.

Security-Role AnonynousRol e
References
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CHAPTER

5

Security In the

WebLogic Portal
Administration Tools
and the E-Business
Control Center

In addition to the sample applications, WebL ogic Portal also includes some
applications that you may use to develop and maintain your e-commerce Web site.
Presently, these tools are available in two forms: the browser-based WebL ogic Portal
Administration Tools and the stand-alone E-Business Control Center.

The WebL ogic Portal Administration Tools and the E-Business Control Center
(EBCC) are designed for use by the specific individuals within your organization who
are authorized to make modifications to your e-business Web site. Thus, both
applications require some security protections. The security implemented in these
applications are discussed in the following sections:

m  Security in the WebL ogic Portal Administration Tools

m  Security in the E-Business Control Center
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Security in the WebLogic Portal
Administration Tools

5-2

The purpose of the browser-based WebL ogic Portal Administration Toolsisto provide
administrative users of WebL ogic Portal with the ability to manage various aspects of
an e-commerce Web application. The WebL ogic Portal Administration Tools
application includes JSPs for Portal Management, User Management, Catalog
Management, Order Management, and Payment Management. Thus, access to these
administration JSPs must be granted only to authorized users.

Note: For detailed information about accessing the WebL ogic Portal Administration
Tools, logging in, or changing the Administrator password, see “WebL ogic
Portal Administration Tools’ inthe WebLogic Portal Architectural Overview.

When users attempt to access the WebL ogic Portal Administration Tools, the
application invokes basic authentication techniques to present alogin screen to the
user. An example of alogin screen isshown in Figure 5-1.

Figure5-1 Administration Login Screen

Username and Password Required [ %]

Enter username for weblogic at eca-sanjoseb: 7501:

User Mame: I

Password: I

()3 I Cancel |

Note: With basic authentication, the WebL ogic Server instructs the Web client to
prompt for a username and password, which the server then usesto
authenticate a principal. For more information about authentication and
principals, see “Users and User Groups as Principals’ on page 2-4.

When the user submits their username and password to gain access to the WeblL ogic
Portal Administration Tools, the submitted information is passed to the WebL ogic

Server for verification. The security mechanism in WebL ogic Server verifiesthat the
user is part of the Syst emAdni ni st rat or or Del egat edAdni ni strat or user group
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and that the user has supplied the correct password. If the user suppliesavalid
username and password combination, WebL ogic Server authenticates the user and
grants access to the WebL ogic Portal Administration Tools.

Presently, users who have been successfully authenticated by the WebL ogic Server
and belong to the Syst emAdni ni st rat or user group have permission to use all the
features available in the WebL ogic Portal Administration Tools. As such, the

WebL ogic Portal Administration Tools home page will be presented to these users
following authentication (Figure 5-2).

Figure5-2 WebL ogic Portal Administration Tools Home Page

BEA WebLogic Portal

Click the icons {‘) to launch the administration tools. To get more help as you work ° $ee the Parsonalization Advisor

for tags and tips to help you

with the tools, click 7 to view online help, or the book icon to view the developer's guide. create 3 sample application.

User Management Catalog Management

Admintster users and groups and their associated Create and administer catalog content and structure more
properties more explsnstion.. . explanation. .,

Order Management ] Payment Management
WView and manage proguct orders more explanation. .. Wisw and administer orger payrnents more explanation. ..

Portal Management

Create and administer portals and portiets more
explanation...

Alternatively, users who have been successfully authenticated and belong to the

Del egat edAdni ni st rat or user group have permission to use the Portal
Management features only. Therefore, these users will be presented with the Portal
Management home page following authentication (Figure 5-3). Additionally, the
Portal Management home page will display only the portals or group portalsto which
the user has access (depending on whether the Del egat edAdmi ni st r at or isfurther
defined as a Portal Administrator (PA) or a Group Administrator (GA)). For more
information, see Chapter 6, “Portal Administration and Security.”
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Figure5-3 Portal Management Home Page

‘0 nt Tools al | 5~ |
BE rtal : 7 hea

_ Portal Management Home

Portal Management To edit an existing group portal, click its name in the list below.

| stockportal |

Auwailable group portals based on stockpaortal:

GroupPortal1 (Group

Security in the E-Business Control Center

The E-Business Control Center (EBCC) is an application available for use with
WebL ogic Portal. The E-Business Control Center isdesigned to simplify thetasksthat
are necessary to create and maintain atruly personalized Web site. To meet this
objective, the E-Business Control Center guides both business and technical users
through avariety of tasks, ensuring that people in these diverse roles can focus on the
aspects of e-business management that are relevant to them.

The E-Business Control Center is similar to the WebL ogic Portal Administration
Toolsin that it allows certain, privileged users to affect the content and behavior of a
Web site. However, the similarities end there. The E-Business Control Center:

m |Isastand-alone GUI application (rather than a set of Web-based tools built using
JavaServer Pages) that is not started within a Web browser.

m Allows authorized usersto edit development-time aspects of a Web site, rather
than the administrative (runtime) aspects (which are modified using the
WebL ogic Portal Administration Tools).
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Notes: Forinformation about installing the E-Business Control Center, see“Installing
the E-Business Control Center” in the Installation Guide. For instructions on
how to access the E-Business Control Center, see “ Starting the E-Business
Control Center” in the Guide to Using the E-Business Control Center
documentation.

The E-Business Control Center works against files, so users of this tool can view and
modify any filesthat reside locally on their filesystem. Security is required, however,
when the E-Business Control Center communicates with aWebL ogic Portal server via
servlet calls. Some of these servletsrequire basi c authentication to be performed before
they can be accessed because they are protected by standard Web application security
mechanisms. Therefore, although the majority of E-Business Control Center
functionality does not require usersto log in to arunning WebL ogic Portal server,
usersare required tolog inwhen viewing or using certain datathat causesthe protected
servletsto be called. Users must log in to the server to:

m  Search for or preview ads in various windows.
m Access property sets in various windows.
m Usethe Catalog Browser in various windows to select items in a catalog.

m Select and preview e-mail content that will be sent out automatically as part of a
promotional campaign.

m Synchronize your application data to the server.

In these cases, auser isfirst prompted to connect to aserver by providing some
connection information, which includes the name of the WebL ogic Portal server, a
username and a password. Thisinformation is typically gathered in the Connections
Setup window, shown in Figure 5-4.
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Figure5-4 Connection Setup Window

i Connection Setup

Indicate which server you want to brovwse. Uze
the Connection Settings to change servers later.

Dizplay Mame:

|New Connection

|v|

Application Mame:

|p0r1a|

|v|

The name must match an application on the server.

Server:

[e.g. hitpcitestserver: 75017

Uszername:

Pazsword:

| Connect || Cancel |

Notes: |f promptedtologin prior to adatasynchronization operation, thisinformation
is gathered in the Connections tab of the Synchronization Setup window. For
detail s about these windows and the information required to connect, see
“Connecting to the Server” in the Guide to Using the E-Business Control

Center documentation.

If you are using the E-Business Control Center to make server-encrypted
connections using SSL (Secure Socket Layer), then the information you
specify in the Server input field should start with ht t ps: // Remember that
for SSL connections to work, you must have avalid SSL certificate from a
certificate authority set up on your server. For more information about
certificates, see “Digita Certificates’ in the Programming WebLogic Server

Security documentation.

The username/password combination required for a data synchronization operation

(and al other protected operations) is either:

m Thesyst emuser only (and not al members of the Adni ni st rat or user group).

m  Any userinthe Syst emAdmi ni st rator user group.

Note: The username/password combination is authorized by the WebL ogic Server’'s

security mechanisms.
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Note: The features available to authorized users of the E-Business Control Center
depend on the version of the application present in your organization.
Versions of the E-Business Control Center are determined by product license.
For more information on application versions, see “What the E-Business
Control Center Provides’ in the“ Introduction” topic of the Guideto Using the
E-Business Control Center documentation.
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CHAPTER

6

Portal Administration
and Security

Managing WebL ogic Porta effectively requires an understanding of J2EE security
concepts as well asa grasp of security features unique to the WebL ogic Portal
platform. Portal administration requires the ability to manage accesson a
many-to-many basis. In other words, access to many different groupings of resources
must be provided to many different groupings of users. For this reason, the WebL ogic
Portal platform goes beyond the J2EE security standard as currently written, and also
encompasses existing WebL ogic Server security schemes.

Thistopic provides additional detail about the three levels of administration that
WebL ogic Portal supports, and includes information about how the access granted to
these administrator usersis scoped. This topic also includes information about how
administrative users are managed, and how administration tasks may be delegated.
Finally, some information about visitor entitlements for WebL ogic Portal is provided.

Thistopic includes the following sections:
m Three Levels of Administrator Permissions
e SA- System Administrators
e PA - Portal Administrators
e GA - Group Administrators
e Application Assembler/Deployer
e Scoping Privileges
m  Managing Administrator Users

e User Groups
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e Delegated Administration

m Visitor Entitlements

¢ Rule-Based Entitlements Versus Rule-Based Personalization

Note: For more information about how to manage the WebL ogic Portal platform
effectively by performing specific administration tasks, see “ Overview of
Portal Administration” in the Getting Started with Portals and Portlets
documentation.

Three Levels of Administrator Permissions

6-2

TheWebL ogic Portal platform recognizes three basic subdivisions of Administrators:
the System Administrator (Portal SA), Portal Administrator (Portal PA), and Group
Administrator (Portal GA). Individual Portal PAs and Portal SAs can be assigned
fine-grained privileges, enabling the creation of a very complex administrator
hierarchy customized to fit very specific security models.

Note: A list of out-of-the-box users can be found in “Overview of Portal
Administration.”

It isimportant to note the distinction between these Administrators and syst em the
default account used to control the WebL ogic Server Administration Console. The
Portal SAs, PAsand GAs use the browser-based WebL ogic Portal Administration
Tools, whereas syst emis the sole member of a special, unchangeable user group
called Adni ni st rat or used to start and stop WebL ogic Server.

Note: For instructions on creating, editing, and deleting Portal SA, PA, and GA
users, see “Portal Administration Tools” in the Getting Started with Portals
and Portlets documentation.
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SA- System Administrators

Out of the box, WebL ogic Porta includes a Portal SA user called adni ni strator,
which has unlimited access to administrative tasks anywhere within the enterprise
portal application.

When a Portal SA logs into portal Tools Web application, (by navigating to
htt p: // <host name>: <por t >/ port al Tool s/ i ndex. j sp), the WebL ogic Porta
Administration Tools page appears, as shown in Figure 6-1.

Figure6-1 WebL ogic Portal Administration Tools Home Page

Click the innns {.} tn launeh the administeatinn bnnls. 10 get
miury help as you vourk wilh Lhe Louls; click § Lo view voling
help, nr the hnnk icon bn viese the develnpre's quide.

SERMRSTCE MEDYE GRG QNOMES GRS Thor CROSTD 3T S ior CoRf0g contont
5 IDHOR BN CRNG SAE STLCTNC ONC CAINITON.,

Fayment Managemeant

ViAW ARG THANRIR BRDTUC S arTacs VIRW ARG PTTCRISTRD OWTIRC FRYIRORE
FOOCE ERRRSTNWT. Firalt B e 2 1 OO

Creare 53 sornaws ber nocisls snd
LCFBSTE 0N SNOISNSTON. .

Within the WebL ogic Portal, the System Administrator (Portal SA) may perform any
of the following administrative actions:

m Deploy portal applications using the E-Business Control Center
m Create anew user group

m Create and entitle Portal Administrators (PAS)

m Create/Edit a group portal

m Create and entitle Group Administrators (GAS)

m Delegate administrative tasks

Security Guide 6-3



6 Portal Administration and Security

Because the Portal SA has accessto all possible administrative tasks available within
the WebL ogic Portal Administration Tools, it is recommended that you observe the
following guidelines:

m Only use syst emto create new users, place new usersin the
Syst emAdni ni st rat or user group (thereby making them Portal SAs), adding
users to user groups such as Admi nEl i gi bl e, or to create a new user group.
Limit the use of this powerful user, and remember to log off when necessary
tasks have been completed. This will lessen the chance of its credentia being
compromised.

m Limit the number of usersyou placein the Syst emAdmni ni st r at or user group.
Fewer Portal SA userson your instance of WebL ogic Portal will reduce the
effort required to keep the passwords fresh, and lessen the probability that one of
these user accounts may be compromised.

PA - Portal Administrators

Out of the box, WebL ogic Portal includes a pair of test users called denopal and
denopa2. These users have access to administrative tasks on a portal -wide basis, and
assuch, they can be be granted admini strative privelegesto any group portal within the
portal Web application.

When a Portal PA logsinto portal Tools Web application, (by navigating to
htt p://<host nane>: <port >/ por t al Tool s/i ndex. j sp), the WebL ogic Portal
Management home page appears, as shown in Figure 6-2.

Figure6-2 WebL ogic Portal Management Home Page

Portal Management Home
T edit an existing group portal, click its name in the list below

To create & new group partal, click the "Create new group portal® link for a paral
application

To delate a group portal, click the rash can icon () next Lo its name.

Portal Management

' stockportal B Edit portal administrators 165 Create new group portal |
HAuwzilable group peortals based on sfockportal
GroupPortall (Group 1)
GroupPortal? (Group2) &
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Within one or more portal Web applications, the Portal Administrator (PA) may be
granted the ability to perform any of the following administrative actions:

m Create and entitle Portal Administrators (PAS)
m Create/Edit a group portal
m Create and entitle Group Administrators (GAS)

m Delegate administrative tasks

GA - Group Administrators

Out of the box, WebL ogic Portal includes a pair of test users called denogal and
denpga?2. These users have access to administrative tasks at the group portal level.
These users can be granted administrative privelegesto any group portal within the
portal Web application. Also, Portal GAs can be promoted by Portal SA or Portal PA
users.

When a Portal GA logs into portal Tools Web application, (by navigating to
htt p: // <host name>: <por t >/ port al Tool s/ i ndex. j sp), the WebL ogic Group
Portal Management home page appears, as shown in Figure 6-3.

Figure6-3 WebL ogic Group Portal Management Home Page

'0 2Me ools . o ” F
BEA WebLogic Portal N :© hea

_ Portal Management Home

Portal Management To edit an existing group portal, click its name in
the list below.

[ stockportal

Available group portals based on stockportal:
GroupPortall {Groupd)

Note: Portal GA users may manage more than one group portal. In these cases, the
page shown in Figure 6-3 would include the name of another group portal.
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Within one or more group portals, the Portal Administrator (Portal PA) may be granted
the ability to perform any of the following administrative actions:

m Create and entitle Group Administrators (GAS)
m Edit agroup porta

m Delegate administrative tasks

Application Assembler/Deployer

Though not given a specific role within the administrative workflow of WebL ogic
Portal, the Application Assembler/Deployer isdistinct in that it is most closely
associated with the use of the Portal Module of the E-Business Control Center.

The Application Deployer/Assembler also performs the synchronize task using the
E-Business Control Center, which requires Portal SA privileges. (In other words, the
Application Deployer/Assembler must be amember of the Syst emAdni ni st r at or
user group.)

Scoping Privileges

J2EE application scoping isthe basis for the three levels of administration in
WebL ogic Portal. The scope of each of these administrators can be explained in terms
of the application scoping shown in Figure 6-4.
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Figure 6-4 Scoping of Administrators

o
Managed Server
Enterprize Application (Paortal)
— —
Partal Partal
Wieh &pplication #1 Wieh Application #2
| Group Portal & D Group Portal C
| Group Portal B Group Portal D
e

J

m A Portal SA created within the enterprise application called Portal could perform
all administrative tasks within any of the applications shown in Figure 6-4.

m A Portal PA created within Portal Web Application #1 could be granted
privileges within that application only. (Portal PAs can be granted different sets

of privileges within more than one portal Web application.)

m A Portal GA created within Group Portal C could be granted privileges within
that group portal only. (Portal GAs can be granted different sets of privileges

within more than one group portal.)

Managing Administrator Users

The User Management home page alows Portal SA usersto add or remove specific
users from pre-defined user groups. After the user belongs to the appropriate user
group, a mechanism called Delegated Administration is used to bestow specific
privileges upon a single user. Therefore, this section includes information abouit:

m  User Groups

m Deegated Administration
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User Groups

The relationship between WebL ogic Portal user groups and what membership inthese
user groups grants to the user is asfollows.

m  When any user is added to WebL ogic Portal, the user is automatically a member
of auser group called ever yone.

m  When acompany creates user accounts for administrators, all these users should
be added to the Adni nEl i gi bl e user group.

m  Any user can be turned into an all-powerful system administrator— regardless of
membership in other user groups: simply add the user to the
Syst emAdni ni st rat or user group from the User Management home page.
Adding or removing a user from this group does not affect any other user group
memberships.

m Importantly, promoting a user to GA or PA within the Portal Management or
Group Portal Management home pages does eliminate other group memberships
for that user. For example, if a GA user is promoted to PA, that user’s
membership as a GA iseliminated.

Delegated Administration

6-8

Delegated administration means assigning specific administrative privileges to
individual administrators within a specified domain.

To manage the content of your portal applications at a centralized corporate office
while delegating localization and design to regional offices, an elegant solution would
be to create some administrative user accounts and then assign different sets of
permissionsto each user, based on the tasks you needed to hand out. WebL ogic Portal
now includes advanced del egated administration functionality to enabl e the creation of
administrator roles with fine-grained administrative privileges.
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Visitor Entitlements

Administrators are not the only kind of “user” that must be managed in a portal Web
application; WebL ogic Portal allows content to be customized for customers and
business partners, called portal visitors. Visitor entitlementsare associations between
portal resources, such as portlets or pages, and specific authenticated visitors. Thisis
a powerful mechanism for content personalization.

The entitlement segments are created in the E-Business Control Center, and are
explained in detail in the Guide to Using the E-Business Control Center
documentation. The process of associating entitlement segments with portal resources
isexplained in “Portal Administration Tools” in the Getting Started with Portals and
Portlets documentation.

Rule-Based Entitlements Versus Rule-Based
Personalization

WebL ogic Portal enables rule-based personalization. Generally, with rule-based
personalization, arules engineis used to dynamically determine whether a user is part
of asegment based on profile attributes, request or session attributes, or atime element.
Based on this decision, specific content may be shown to the user. A developer uses
JSP tags provided with WebL ogic Portal, such as a placeholder or the content sel ector
tag, to specify where on the site the personalized content should be displayed.

On the other hand, rule-based entitlements represent a specific usage of rule-based
personalization at the system level. Entitlements are applied to specific portal
resources. portlets and portal pages, rather than arbitrary content and areas on the site.
The entitlements are controlled completely from administration tools, and no
HTML/JSP developer involvement is required.

In addition, rule-based entitlements are typically used to control accessto portal
content, whereas rule-based personalization is used to serve targeted content.
Inevitably, there will be scenarios where the line between rule-based entitlements and
rule-based personalization will be blurred. For example, rule-based entitlements may
be used to show a portal page with recommended content to a segment of users.
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6 Portal Administration and Security

Both rule-based personalization and rule-based entitlements rely on the same set of
infrastructure components—the BEA rules engine, the user profile, and property sets.
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