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About This Document

This document describes the WebL ogic Server configuration file (confi g. xm ).

The document is organized as follows:

Chapter 1, “Overview of config.xml,” describesthe confi g. xnl fileand
confi g. dt d files, and provides guidelines for editing the configuration file.

Chapter 2, “WebL ogic Server Configuration DTD,” containstheconfi g. dtd
Document Type Definition (DTD).

Chapter 3, “config.xml Elements and Attributes,” describesthe confi g. xn
elements and attributes.

Chapter 4, “WebL ogic Properties Mapping,” contains a table that maps
Administration Console attribute namesto confi g. xm attribute names and
webl ogi c. properties property names.

The Index provides linksto all element and attribute names.

What You Need to Know

This document isintended for application developers. It is assumed that readers know
the WebL ogic Server platform, XML, and Java programming.
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e-docs Web Site

BEA product documentation is available on the BEA corporate Web site. From the
BEA Home page, click on Product Documentation or go directly to the WebL ogic
Server Product Documentation page at http://e-docs.bea.com/wls/docs60.

How to Print the Document

Y ou can print acopy of this document from a Web browser, one main topic at atime,
by using the File - Print option on your Web browser.

A PDF version of this document is available on the WebL ogic Server documentation
Home page on the e-docs Web site (and al so on the documentation CD). Y ou can open
the PDF in Adobe Acrobat Reader and print the entire document (or a portion of it) in
book format. To access the PDFs, open the WebL ogic Server documentation Home
page, click Download Documentation, and select the document you want to print.

Adobe Acrobat Reader is available at no charge from the Adobe Web site at
http://www.adobe.com.

Related Information

The BEA corporate Web site provides all documentation for WebL ogic Server.
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Contact Us!

Y our feedback on BEA documentation isimportant to us. Send us e-mail at
docsupport@bea.com if you have questions or comments. Y our comments will be
reviewed directly by the BEA professionals who create and update the documentation.

In your e-mail message, please indicate the software name and version your are using,
aswell asthetitle and document date of your documentation. If you have any questions
about this version of BEA WebL ogic Server, or if you have problemsinstalling and
running BEA WebL ogic Server, contact BEA Customer Support through BEA
WebSupport at http://www.bea.com. Y ou can also contact Customer Support by using
the contact information provided on the Customer Support Card, which isincluded in
the product package.

When contacting Customer Support, be prepared to provide the following information:
m Your name, e-mail address, phone number, and fax number

m  Your company name and company address

®m Your machine type and authorization codes

m  The name and version of the product you are using

m A description of the problem and the content of pertinent error messages

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention Usage

Ctrl+Tab Keysyou press simultaneoudly.

italics Emphasis and book titles.
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Convention  Usage
nonospace Code samples, commands and their options, Java classes, data types,
t ext directories, and file names and their extensions. Monospace text also
indicates text that you enter from the keyboard.
Examples:
import java.util.Enumeration;
chrmod u+w *
confi g/ exanpl es/ appl i cati ons
.java
config. xm
fl oat
nonospace Variablesin code.
italic .
Example:
t ext amp
String Custoner Nane;
UPPERCASE Device names, environment variables, and logical operators.
TEXT Examples:
LPT1
BEA_HOME
OR
{1} A set of choicesin asyntax line.

Optiona itemsin asyntax line. Example:

java utils.MilticastTest -n nane -a address
[-p portnunber] [-t tineout] [-s send]

Separates mutually exclusive choicesin a syntax line. Example:

java webl ogi c. depl oy [list]|depl oy| undepl oy| updat e]
password {application} {source}

Indicates one of the following in acommand line:

m  Anargument can be repeated several timesin the command line.
m  The statement omits additional optional arguments.

m  You can enter additional parameters, values, or other information

Configuration Reference



Convention  Usage

Indicates the omission of items from a code example or from a syntax line.

Configuration Reference Xi



Xii Configuration Reference



What Is the config.xml File?

1 oOverview of config.xml

The following sections provide an overview of the WebL ogic Server™ configuration
file (config. xm):

m  “What Isthe config.xml File?” on page 1-1
m “Editing the config.xml File” on page 1-2

What Is the config.xml File?

Theconfi g. xm fileisan XML document that describesthe configuration of anentire
Weblogic Server domain. The conf i g. dt d Document Type Definition (DTD)
describes the content and structure of theconfi g. xm file. The DTD describesthe
valid XML tags, the tag order, whether the tags are optional, the type of data contained
within the tags, the tag attributes, the attribute val ues, and so on.

Theconfig. xm file consists of aseries of XML elements. The Domain element is
the top-level element, and all elementsin the Domain are children of the Domain
element. The Domain element includes child elements, such asthe Server, Cluster, and
Application elements. These child elements may have children themselves.

For exampl e, the Server element includesthe child elements WebServer, SSL and L og.
The Application element includes the child elements EJBComponent and

WebA ppComponent. The WebAppComponent element includes the child element
WebServer. To seealist of all parent and children elements, see “ config.xml Element
Hierarchy Diagram” on page 3-2.

Each element has one or more configurable attributes. An attribute defined in
confi g. dt d hasa corresponding attribute in the configuration API. For example, the
Server element has a ListenPort attribute, and likewise, the

BEA WebL ogic Server Configuration Reference 11



1 overviewof config.xml

Editing

webl ogi c. managenent . confi gur ati on. Ser ver MBean has a ListenPort attribute.
Configurable attributes are readable and writable, that is, Ser ver MBean hasa
get Li stenPort and aset Li st enPort method.

When an attribute is another element (such asthe SSL attribute of Server), the
reference is defined by name. All elements have a Name attribute.

To view the complete confi g. dt d file, see“config.dtd File” on page 2-1.

the config.xml File

BEA recommends that you use the Administration Console to modify or monitor a
domain configuration. Y ou can also modify the confi g. xm filein the following

ways:

m  The WebLogic Server Application Programmatic Interface (API) allows other
programs to modify configuration attributes of resourcesin the domain.

®m You can access the attributes of a domain with the WebL ogic Server
command-line utility. This utility allows you to create scripts to automate
domain management.

Warning:

Consider the following issues before you edit the configuration file
manually:

Always save your confi g. xm file before editing it.

Do not edittheconfi g. xm filefor adomain whenadomainisactive. If
you manually edit the configuration file while the domain is active, any
changes you make are likely to be overwritten by the system.
Furthermore, all manual changesyou makewhilethedomainisactiveare
ignored by the system at run time.

Because no validation or value checking occur while or after you edit
confi g. xm with the command-line utility, type-checking occurs when
you load the edited configuration file for the first time, that is, when you
restart the domain Server. At that point, any invalid XML or attribute
value is detected and the domain fails to boot.

1-2 Introduction to BEA WebL ogic Server



config.dtd File

2 WebLogic Server
Configuration DTD

Thisconfi g. dt d filereads as follows.

config.dtd File

<! ELEMENT Donmi n (JTA?), (Security?), (Log?), (Server*), (Cduster*), (Machine*),
(Uni xMachi ne*), (Application*), (FileRealnt), (NTRealnt), (UnixRealnt),
(JMSServer*), (JMsConnectionFactory*), (JMSFileStore*), (JMsSTenpl ate*),
(JMBJDBCSt ore*), (JDBCTxDat aSource*), (XM-Registry*), (Startupd ass*),

(Shut downCl ass*), (DonminLogFilter*), (Virtual Host*), (CachingReal nt),

(Cust onReal nt), (LDAPReal nt), (RDBMSReal nt), (W.ECConnecti onPool *),

(Jol t Connecti onPool *), (XM.Regi stryEntry*), (JMSFileStore*),

(JDBCConnect i onPool *), (JDBCDat aSource*), (JDBCwWulti Pool*), (FileT3*),

(Mai | Sessi on*) >

<! ATTLI ST Donai n

Active (true|false) 'false'
Last Modi fi cati onTi ne CDATA ‘0

Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Root Directory CDATA #1 MPLI ED

<l ELEMENT JTA >

<I ATTLI ST JTA
AbandonTi nmeout Seconds CDATA ' 86400’
Bef oreConpl etionlterationLi mt CDATA '10'

BEA WebL ogic Server Configuration Reference 2-1


mbeans.html#Domain
#JTA
#Security
#Log
#Server
#Cluster
#Machine
#UnixMachine
#Application
#FileRealm
#NTRealm
#UnixRealm
#JMSServer
#JMSConnectionFactory
#JMSFileStore
#JMSTemplate
#JMSJDBCStore
#JDBCTxDataSource
#XMLRegistry
#StartupClass
#ShutdownClass
#DomainLogFilter
#VirtualHost
#CachingRealm
#CustomRealm
#LDAPRealm
#RDBMSRealm
#WLECConnectionPool
#JoltConnectionPool
#XMLRegistryEntry
#JMSFileStore
#JDBCConnectionPool
#JDBCDataSource
#JDBCMultiPool
#FileT3
#MailSession
mbeans.html#Domain-Active
mbeans.html#Domain-LastModificationTime
mbeans.html#Domain-Name
mbeans.html#Domain-Notes
mbeans.html#Domain-RootDirectory
mbeans.html#JTA
mbeans.html#JTA-AbandonTimeoutSeconds
mbeans.html#JTA-BeforeCompletionIterationLimit

config.dtd File

For get Heuristics

(true|false) 'true'

MaxTr ansact i ons CDATA ' 10000
MaxUni queNaneSt ati stics CDATA ' 1000’
Nane CDATA #REQUI RED
Not es CDATA #| MPLI ED
Ti meout Seconds CDATA ' 30
>
<! ELEMENT Security (PasswordPolicy?)>
<I ATTLI ST Security
Audi t Provi der Cl assNane CDATA #1 MPLI ED
Guest Di sabl ed (true|false) 'true'
Nane CDATA #REQUI RED
Not es CDATA #| MPLI ED
Real m CDATA #1 MPLI ED
Syst enlJser CDATA ' systen
>
<! ELEMENT Passwor dPol icy >
<! ATTLI ST Passwor dPol i cy
Lockout CacheSi ze CDATA "5
Lockout Dur ati on CDATA ' 30
Lockout Enabl ed (true|false) 'true'
Lockout GCThr eshol d CDATA ' 400’
Lockout Reset Durati on CDATA '5'
Lockout Threshol d CDATA '5'
M ni mnunPasswor dLengt h CDATA '8
Nane CDATA #REQUI RED
Not es CDATA #l MPLI ED
>
<! ELEMENT Log >
<! ATTLI ST Log
Fi | eCount CDATA "7
Fil eM nSi ze CDATA ' 500
Fi | eNane CDATA " webl ogi c. | og’
Fi | eTi neSpan CDATA ' 24
Nane CDATA #REQUI RED
Not es CDATA #l MPLI ED
Nunmber Of Fi l esLimted (true|fal se) ‘fal se'
Rot ati onType (bySi ze| byTi me| none) ' none'
>
<! ELEMENT Server (Log?), (SSL?), (WebServer?)>
<I ATTLI ST Server
Admi ni strationPort CDATA "0

BEA WebL ogic Server Configuration Reference 2-2


mbeans.html#JTA-ForgetHeuristics
mbeans.html#JTA-MaxTransactions
mbeans.html#JTA-MaxUniqueNameStatistics
mbeans.html#JTA-Name
mbeans.html#JTA-Notes
mbeans.html#JTA-TimeoutSeconds
mbeans.html#Security
#PasswordPolicy
mbeans.html#Security-AuditProviderClassName
mbeans.html#Security-GuestDisabled
mbeans.html#Security-Name
mbeans.html#Security-Notes
mbeans.html#Security-Realm
mbeans.html#Security-SystemUser
mbeans.html#PasswordPolicy
mbeans.html#PasswordPolicy-LockoutCacheSize
mbeans.html#PasswordPolicy-LockoutDuration
mbeans.html#PasswordPolicy-LockoutEnabled
mbeans.html#PasswordPolicy-LockoutGCThreshold
mbeans.html#PasswordPolicy-LockoutResetDuration
mbeans.html#PasswordPolicy-LockoutThreshold
mbeans.html#PasswordPolicy-MinimumPasswordLength
mbeans.html#PasswordPolicy-Name
mbeans.html#PasswordPolicy-Notes
mbeans.html#Log
mbeans.html#Log-FileCount
mbeans.html#Log-FileMinSize
mbeans.html#Log-FileName
mbeans.html#Log-FileTimeSpan
mbeans.html#Log-Name
mbeans.html#Log-Notes
mbeans.html#Log-NumberOfFilesLimited
mbeans.html#Log-RotationType
mbeans.html#Server
#Log
#SSL
#WebServer
mbeans.html#Server-AdministrationPort

config.dtd File

Cl uster

Cl usterRuntinme

Cl ust er Wi ght

Def aul t | | OPPasswor d
Def aul t | | OPUser

Def aul t Prot oco

Def aul t Secur ePr ot oco
Domai nLogFi | t er

Enabl edFor Domai nLog
Expect edToRun

Ext raRm cOpti ons

Hel pPageURL

Ht t pdEnabl ed

| | OPEnabl ed

I nst runent St ackTr aceEnabl ed
JDBCLogFi | eNane
JDBCLoggi ngEnabl ed

JMBDef aul t Connecti onFact ori esEnabl ed
JNDI Tr anspor t abl eCbj ect Fact or yLi st

JavaConpi | er
JavaConpi | er Post Cl assPat h
JavaConpi | er PreCl assPat h
Li st enAddr ess

Li stenPort
LogRenot eExcept i onsEnabl ed
Logi nTi neout

Logi nTimeoutM I lis

Machi ne

Nane

Nat i vel OEnabl ed

Not es

Pr ef erredSecondar yGr oup
Repl i cati onG oup

Rever seDNSAI | owed
Root Di rectory

St dout DebugEnabl ed

St dout Enabl ed

St dout SeveritylLeve

Thr eadPool Per cent Socket Reader s
Thr eadPool Si ze

Transacti onLogFi | ePrefix
Tunnel i ngC i ent Pi ngSecs
Tunnel i ngC i ent Ti meout Secs
Tunnel i ngEnabl ed

Val i dPr ot ocol s

Wor kspaceShowUser KeysOnl y
XM_Regi stry

ZACEnabl ed

ZACPubl i shRoot

CDATA
CDATA
CDATA
CDATA
CDATA

#| MPLI ED
#| MPLI ED
' 100

' guest’

' guest’

(t3|t3s|http|https]iiop) 't3

(t3s| https)
CDATA
(true|fal se)
(true|fal se)
CDATA

CDATA

(true|fal se)
(true|fal se)
(true|fal se)
CDATA
(true|fal se)
(true|fal se)
CDATA

CDATA

CDATA

CDATA

CDATA

CDATA
(true|fal se)
CDATA

CDATA

CDATA

CDATA
(true|fal se)
CDATA

CDATA

CDATA
(true|fal se)
CDATA
(true|fal se)
(true|fal se)
(64] 32| 16| 8| 4| 2| 1)
CDATA

CDATA

CDATA

CDATA

CDATA
(true|fal se)
CDATA
(true|fal se)
CDATA
(true|fal se)
CDATA

't 3s'

#1 MPLI ED
"true'
‘true'

#1 MPLI ED

'/ docs/ admi nhel p/"’

"true'
"true'
'fal se'
#| MPLI ED
'fal se'
"true'

#| MPLI ED
'javac'
#1 MPLI ED
#1 MPLI ED
#1 MPLI ED
' 7001’
'fal se'

' 1000'

' 5000'

#| MPLI ED
#REQUI RED
"true'

#| MPLI ED
#1 MPLI ED
#1 MPLI ED
'fal se'
'fal se'
‘true'
‘16’

' 33"

‘15

l./l

' 45"

" 40"

'fal se'
#1 MPLI ED
'fal se'
#1 MPLI ED
"true'
‘exports'
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mbeans.html#Server-Cluster
mbeans.html#Server-ClusterRuntime
mbeans.html#Server-ClusterWeight
mbeans.html#Server-DefaultIIOPPassword
mbeans.html#Server-DefaultIIOPUser
mbeans.html#Server-DefaultProtocol
mbeans.html#Server-DefaultSecureProtocol
mbeans.html#Server-DomainLogFilter
mbeans.html#Server-EnabledForDomainLog
mbeans.html#Server-ExpectedToRun
mbeans.html#Server-ExtraRmicOptions
mbeans.html#Server-HelpPageURL
mbeans.html#Server-HttpdEnabled
mbeans.html#Server-IIOPEnabled
mbeans.html#Server-InstrumentStackTraceEnabled
mbeans.html#Server-JDBCLogFileName
mbeans.html#Server-JDBCLoggingEnabled
mbeans.html#Server-JMSDefaultConnectionFactoriesEnabled
mbeans.html#Server-JNDITransportableObjectFactoryList
mbeans.html#Server-JavaCompiler
mbeans.html#Server-JavaCompilerPostClassPath
mbeans.html#Server-JavaCompilerPreClassPath
mbeans.html#Server-ListenAddress
mbeans.html#Server-ListenPort
mbeans.html#Server-LogRemoteExceptionsEnabled
mbeans.html#Server-LoginTimeout
mbeans.html#Server-LoginTimeoutMillis
mbeans.html#Server-Machine
mbeans.html#Server-Name
mbeans.html#Server-NativeIOEnabled
mbeans.html#Server-Notes
mbeans.html#Server-PreferredSecondaryGroup
mbeans.html#Server-ReplicationGroup
mbeans.html#Server-ReverseDNSAllowed
mbeans.html#Server-RootDirectory
mbeans.html#Server-StdoutDebugEnabled
mbeans.html#Server-StdoutEnabled
mbeans.html#Server-StdoutSeverityLevel
mbeans.html#Server-ThreadPoolPercentSocketReaders
mbeans.html#Server-ThreadPoolSize
mbeans.html#Server-TransactionLogFilePrefix
mbeans.html#Server-TunnelingClientPingSecs
mbeans.html#Server-TunnelingClientTimeoutSecs
mbeans.html#Server-TunnelingEnabled
mbeans.html#Server-ValidProtocols
mbeans.html#Server-WorkspaceShowUserKeysOnly
mbeans.html#Server-XMLRegistry
mbeans.html#Server-ZACEnabled
mbeans.html#Server-ZACPublishRoot

config.dtd File

<! ELEMENT SSL >
<! ATTLI ST SSL

Cert Aut henti cat or CDATA #1 MPLI ED
CertificateCacheSi ze CDATA '3
Ci phersuites CDATA #1 MPLI ED
ClientCertificateEnforced (true|false) 'false'
Enabl ed (true|false) 'false'
Export KeyLi f espan CDATA ' 500
Handl er Enabl ed (true|false) 'true'
KeyEncr ypt ed (true|false) 'false'
Li stenPort CDATA ' 7002
Logi nTimeoutM I lis CDATA ' 25000'
Nane CDATA #REQUI RED
Not es CDATA #| MPLI ED
Peer Val i dati onEnf or ced CDATA ‘o
Server Certificat eChai nFi | eNane CDATA ' server-certchain. pen
Server CertificateFil eNane CDATA 'server-cert.der’
Ser ver KeyFi | eNane CDATA ' server-key. der'
Trust edCAFi | eNane CDATA 'trusted-ca. pen
UseJava (true|false) 'true'

>

<! ELEMENT WebServer >

<! ATTLI ST WebServer
Char sets CDATA #1 MPLI ED
Cl ust eri ngEnabl ed (true|fal se) 'fal se'
Def aul t WebApp CDATA #| MPLI ED
Ht t psKeepAl i veSecs CDATA ' 60
KeepAl i veEnabl ed (true|fal se) "true'
KeepAl i veSecs CDATA ' 30
LogFi | eBuf f er KByt es CDATA '8
LogFi | eFl ushSecs CDATA ' 60
LogFi | eFor nat (comon| ext ended) ' common'
LogFi | eNarme CDATA 'access. | og'
LogRot ati onPeri odM ns CDATA 12147483647
LogRot ati onTi neBegi n CDATA #1 MPLI ED
LogRot at i onType (size|date) ' size'
Loggi ngEnabl ed (true|fal se) "true'
MaxLogFi | eSi zeKByt es CDATA )
MaxPost Si ze CDATA -1
Max Post Ti neSecs CDATA -1
Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Post Ti neout Secs CDATA "o
Targets CDATA #1 MPLI ED
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mbeans.html#SSL
mbeans.html#SSL-CertAuthenticator
mbeans.html#SSL-CertificateCacheSize
mbeans.html#SSL-Ciphersuites
mbeans.html#SSL-ClientCertificateEnforced
mbeans.html#SSL-Enabled
mbeans.html#SSL-ExportKeyLifespan
mbeans.html#SSL-HandlerEnabled
mbeans.html#SSL-KeyEncrypted
mbeans.html#SSL-ListenPort
mbeans.html#SSL-LoginTimeoutMillis
mbeans.html#SSL-Name
mbeans.html#SSL-Notes
mbeans.html#SSL-PeerValidationEnforced
mbeans.html#SSL-ServerCertificateChainFileName
mbeans.html#SSL-ServerCertificateFileName
mbeans.html#SSL-ServerKeyFileName
mbeans.html#SSL-TrustedCAFileName
mbeans.html#SSL-UseJava
mbeans.html#WebServer
mbeans.html#WebServer-Charsets
mbeans.html#WebServer-ClusteringEnabled
mbeans.html#WebServer-DefaultWebApp
mbeans.html#WebServer-HttpsKeepAliveSecs
mbeans.html#WebServer-KeepAliveEnabled
mbeans.html#WebServer-KeepAliveSecs
mbeans.html#WebServer-LogFileBufferKBytes
mbeans.html#WebServer-LogFileFlushSecs
mbeans.html#WebServer-LogFileFormat
mbeans.html#WebServer-LogFileName
mbeans.html#WebServer-LogRotationPeriodMins
mbeans.html#WebServer-LogRotationTimeBegin
mbeans.html#WebServer-LogRotationType
mbeans.html#WebServer-LoggingEnabled
mbeans.html#WebServer-MaxLogFileSizeKBytes
mbeans.html#WebServer-MaxPostSize
mbeans.html#WebServer-MaxPostTimeSecs
mbeans.html#WebServer-Name
mbeans.html#WebServer-Notes
mbeans.html#WebServer-PostTimeoutSecs
mbeans.html#WebServer-Targets

config.dtd File

<
<

<

<!

<
<

<
<

URLResour ce
WAPEnabl ed

ELEMENT Cl uster >
ATTLI ST O uster
Cl ust er Addr ess

Def aul t LoadAl gorithm (round-robi n| wei ght - based| random

CDATA

(true|fal se)

CDATA

Mul ti cast Addr ess CDATA
Mul ti cast SendDel ay CDATA
Mul ticast TTL CDATA
Nanme CDATA
Not es CDATA
Servers CDATA
ELEMENT Machi ne >

ATTLI ST Machi ne

Addresses CDATA #| MPLI ED
Name CDATA #REQUI RED
Not es CDATA #l MPLI ED
StartdPort CDATA 'O
ELEMENT Uni xMachi ne >

ATTLI ST Uni xMachi ne

Addr esses CDATA
Nanme CDATA
Not es CDATA
Post Bi nd@ D CDATA
Post Bi ndG DEnabl ed (true|fal se)
Post Bi ndUl D CDATA
Post Bi ndUl DEnabl ed (true]|fal se)
St art dPort CDATA

ELEMENT Appl i cation (EJBConponent*),

ATTLI ST Application

Depl oyed (true|fals
Nane CDATA
Not es CDATA
Pat h CDATA

e) ‘'true'

#REQUI RED
#1 MPLI ED
#1 MPLI ED

#| MPLI ED
'fal se'

#| MPLI ED

' round-robin'
#| MPLI ED

"1

Y

#REQUI RED

#| MPLI ED

#| MPLI ED

#| MPLI ED
#REQUI RED
#| MPLI ED
' nobody"
'fal se'

' nobody"
'fal se'
"o

(WebAppConponent *) >
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mbeans.html#WebServer-URLResource
mbeans.html#WebServer-WAPEnabled
mbeans.html#Cluster
mbeans.html#Cluster-ClusterAddress
mbeans.html#Cluster-DefaultLoadAlgorithm
mbeans.html#Cluster-MulticastAddress
mbeans.html#Cluster-MulticastSendDelay
mbeans.html#Cluster-MulticastTTL
mbeans.html#Cluster-Name
mbeans.html#Cluster-Notes
mbeans.html#Cluster-Servers
mbeans.html#Machine
mbeans.html#Machine-Addresses
mbeans.html#Machine-Name
mbeans.html#Machine-Notes
mbeans.html#Machine-StartdPort
mbeans.html#UnixMachine
mbeans.html#UnixMachine-Addresses
mbeans.html#UnixMachine-Name
mbeans.html#UnixMachine-Notes
mbeans.html#UnixMachine-PostBindGID
mbeans.html#UnixMachine-PostBindGIDEnabled
mbeans.html#UnixMachine-PostBindUID
mbeans.html#UnixMachine-PostBindUIDEnabled
mbeans.html#UnixMachine-StartdPort
mbeans.html#Application
#EJBComponent
#WebAppComponent
mbeans.html#Application-Deployed
mbeans.html#Application-Name
mbeans.html#Application-Notes
mbeans.html#Application-Path

config.dtd File

<! ELEMENT EJBConponent >
<I ATTLI ST EJBComponent

<
<

<
<

<
<

Appl i cation CDATA #1 MPLI ED

Ext raRm cOpti ons CDATA #1 MPLI ED
JavaConpi | er CDATA #1 MPLI ED
JavaConpi | er Post Cl assPat h CDATA #1 MPLI ED
JavaConpi | er PreCl assPath CDATA #1 MPLI ED
KeepCener at ed (true|false) 'true'

Name CDATA #REQUI RED
Not es CDATA #1 VPLI ED
Targets CDATA #| MPLI ED
TnpPat h CDATA "tnp_ej b’
ELEMENT WebAppConponent (WebServer*)>

ATTLI ST WebAppConponent

Application CDATA #1 MPLI ED
Aut hReal nNane CDATA " webl ogi ¢’
I ndexDi r ect or yEnabl ed (true|false) 'true'
Nanme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Ser vl et Ext ensi onCaseSensitive (true|false) 'false'
Ser vl et Rel oadCheckSecs CDATA "1

Sessi onMoni t ori ngEnabl ed (true|false) 'false'
Si ngl eThr eadedSer vl et Pool Si ze CDATA )

Tar gets CDATA #1 MPLI ED
ELEMENT Fi | eReal m >

ATTLI ST Fi | eReal m

Max ACLs CDATA ' 1000’

MaxG oups CDATA ' 1000

MaxUsers CDATA ' 1000

Name CDATA #REQUI RED

Not es CDATA #I MPLI ED

ELEMENT NTReal m >

ATTLI ST NTReal m

Nanme CDATA #REQUI RED

Not es CDATA #| MPLI ED

Pri maryDomai n  CDATA #l MPLI ED

Real mCl assNane CDATA #| MPLI ED
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mbeans.html#EJBComponent
mbeans.html#EJBComponent-Application
mbeans.html#EJBComponent-ExtraRmicOptions
mbeans.html#EJBComponent-JavaCompiler
mbeans.html#EJBComponent-JavaCompilerPostClassPath
mbeans.html#EJBComponent-JavaCompilerPreClassPath
mbeans.html#EJBComponent-KeepGenerated
mbeans.html#EJBComponent-Name
mbeans.html#EJBComponent-Notes
mbeans.html#EJBComponent-Targets
mbeans.html#EJBComponent-TmpPath
mbeans.html#WebAppComponent
#WebServer
mbeans.html#WebAppComponent-Application
mbeans.html#WebAppComponent-AuthRealmName
mbeans.html#WebAppComponent-IndexDirectoryEnabled
mbeans.html#WebAppComponent-Name
mbeans.html#WebAppComponent-Notes
mbeans.html#WebAppComponent-ServletExtensionCaseSensitive
mbeans.html#WebAppComponent-ServletReloadCheckSecs
mbeans.html#WebAppComponent-SessionMonitoringEnabled
mbeans.html#WebAppComponent-SingleThreadedServletPoolSize
mbeans.html#WebAppComponent-Targets
mbeans.html#FileRealm
mbeans.html#FileRealm-MaxACLs
mbeans.html#FileRealm-MaxGroups
mbeans.html#FileRealm-MaxUsers
mbeans.html#FileRealm-Name
mbeans.html#FileRealm-Notes
mbeans.html#NTRealm
mbeans.html#NTRealm-Name
mbeans.html#NTRealm-Notes
mbeans.html#NTRealm-PrimaryDomain
mbeans.html#NTRealm-RealmClassName

config.dtd File

<! ELEMENT Uni xReal m >

<! ATTLI ST Uni xReal m
Aut hProgram CDATA
Narme CDATA
Not es CDATA
Real nCl assName CDATA

<
<

ATTLI ST JMSSer ver

Byt esMaxi mum

Byt esThr eshol dH gh
Byt esThr eshol dLow
MessagesMaxi mum
MessagesThr eshol dHi gh
MessagesThr eshol dLow
Nanme

Not es

Store

Tar gets

Tenpor aryTenpl at e

<
<

ELEMENT JMSSessi onPool
ATTLI ST JMBSessi onPool

"w aut h'
#REQUI RED
#| MPLI ED
#| MPLI ED

ELEMENT JMSServer (JMSSessionPool *), (JMSTopic*), (JMSQueue*)>

CDATA '-1'
CDATA ' -1
CDATA ' -1
CDATA '-1'
CDATA ' -1
CDATA ' -1

CDATA #REQUI RED
CDATA  #| MPLI ED
CDATA  #l MPLI ED
CDATA #| MPLI ED
CDATA  #| MPLI ED

(JMsSConnect i onConsuner *) >

Acknow edgeMode (Auto| Cient|Dups k| None) 'Auto'
Connecti onFact ory CDATA #1 MPLI ED
Li stenerd ass CDATA #REQUI RED
Nane CDATA #REQUI RED
Not es CDATA #|1 MPLI ED
Sessi onsMaxi mum CDATA -1
Transact ed (true|fal se) 'fal se'

<
<

Destination CDATA
MessagesMaxi num CDATA
Name CDATA
Not es CDATA
Sel ect or CDATA

ELEMENT JMsConnecti onConsuner >
ATTLI ST JMBSConnecti onConsuner

#REQUI RED
D
#REQUI RED
#1 MPLI ED
#| MPLI ED

<! ELEMENT JMSTopi ¢ (JMsDesti nati onKey*) >

<! ATTLI ST JMSTopi c
Byt esMaxi mum

CDATA -1
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mbeans.html#UnixRealm
mbeans.html#UnixRealm-AuthProgram
mbeans.html#UnixRealm-Name
mbeans.html#UnixRealm-Notes
mbeans.html#UnixRealm-RealmClassName
mbeans.html#JMSServer
#JMSSessionPool
#JMSTopic
#JMSQueue
mbeans.html#JMSServer-BytesMaximum
mbeans.html#JMSServer-BytesThresholdHigh
mbeans.html#JMSServer-BytesThresholdLow
mbeans.html#JMSServer-MessagesMaximum
mbeans.html#JMSServer-MessagesThresholdHigh
mbeans.html#JMSServer-MessagesThresholdLow
mbeans.html#JMSServer-Name
mbeans.html#JMSServer-Notes
mbeans.html#JMSServer-Store
mbeans.html#JMSServer-Targets
mbeans.html#JMSServer-TemporaryTemplate
mbeans.html#JMSSessionPool
#JMSConnectionConsumer
mbeans.html#JMSSessionPool-AcknowledgeMode
mbeans.html#JMSSessionPool-ConnectionFactory
mbeans.html#JMSSessionPool-ListenerClass
mbeans.html#JMSSessionPool-Name
mbeans.html#JMSSessionPool-Notes
mbeans.html#JMSSessionPool-SessionsMaximum
mbeans.html#JMSSessionPool-Transacted
mbeans.html#JMSConnectionConsumer
mbeans.html#JMSConnectionConsumer-Destination
mbeans.html#JMSConnectionConsumer-MessagesMaximum
mbeans.html#JMSConnectionConsumer-Name
mbeans.html#JMSConnectionConsumer-Notes
mbeans.html#JMSConnectionConsumer-Selector
mbeans.html#JMSTopic
#JMSDestinationKey
mbeans.html#JMSTopic-BytesMaximum

config.dtd File

<
<

<
<

Byt esThr eshol dHi gh
Byt esThr eshol dLow
Del i ver yModeOverri de
Desti nati ons

JNDI Narre

MessagesMaxi mum
MessagesThr eshol dHi gh
MessagesThr eshol dLow
Mul ti cast Addr ess

Mul ti cast Port

Mul ticast TTL

Nane

Not es
PriorityOverride

St or eEnabl ed

Tenpl ate

Ti meToLi veQverri de

CDATA

CDATA

(| Persi stent| Non- Persi stent)
CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

(fal se|true|default)
CDATA

CDATA

ELEMENT JMBSDesti nati onKey >
ATTLI ST JMsDest i nati onKey

o
Co

#| MPLI ED
#| MPLI ED
#| MPLI ED
Coq

o

Co
#REQUI RED
' 6001

Cq

#REQUI RED
#| MPLI ED
Coq
"defaul t'
#| MPLI ED
Coq

Di rection (Ascendi ng| Descendi ng) " Ascendi ng'
KeyType (Bool ean| Byt e| Short| I nt|Long| Fl oat | Doubl e| String) ' String'
Narme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Property CDATA #REQUI RED

ELEMENT JMSQueue (JMSDesti nati onKey*) >

ATTLI ST JMSQueue

Byt esMaxi mum

Byt esThr eshol dH gh
Byt esThr eshol dLow

Del i ver yModeOverri de
Desti nations

JNDI Narre

MessagesMaxi mum
MessagesThr eshol dHi gh
MessagesThr eshol dLow
Nane

Not es
PriorityOverride

St or eEnabl ed

Tenpl ate

Ti meToLi veOverri de

CDATA

CDATA

CDATA

(| Persi stent| Non- Persi stent)
CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

(fal se|true|default)
CDATA

CDATA
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o
Y

o

#| MPLI ED
#| MPLI ED
#| MPLI ED
Coq

Coq

o
#REQUI RED
#| MPLI ED
v
"defaul t'
#| MPLI ED
Coq
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mbeans.html#JMSTopic-BytesThresholdHigh
mbeans.html#JMSTopic-BytesThresholdLow
mbeans.html#JMSTopic-DeliveryModeOverride
mbeans.html#JMSTopic-Destinations
mbeans.html#JMSTopic-JNDIName
mbeans.html#JMSTopic-MessagesMaximum
mbeans.html#JMSTopic-MessagesThresholdHigh
mbeans.html#JMSTopic-MessagesThresholdLow
mbeans.html#JMSTopic-MulticastAddress
mbeans.html#JMSTopic-MulticastPort
mbeans.html#JMSTopic-MulticastTTL
mbeans.html#JMSTopic-Name
mbeans.html#JMSTopic-Notes
mbeans.html#JMSTopic-PriorityOverride
mbeans.html#JMSTopic-StoreEnabled
mbeans.html#JMSTopic-Template
mbeans.html#JMSTopic-TimeToLiveOverride
mbeans.html#JMSDestinationKey
mbeans.html#JMSDestinationKey-Direction
mbeans.html#JMSDestinationKey-KeyType
mbeans.html#JMSDestinationKey-Name
mbeans.html#JMSDestinationKey-Notes
mbeans.html#JMSDestinationKey-Property
mbeans.html#JMSQueue
#JMSDestinationKey
mbeans.html#JMSQueue-BytesMaximum
mbeans.html#JMSQueue-BytesThresholdHigh
mbeans.html#JMSQueue-BytesThresholdLow
mbeans.html#JMSQueue-DeliveryModeOverride
mbeans.html#JMSQueue-Destinations
mbeans.html#JMSQueue-JNDIName
mbeans.html#JMSQueue-MessagesMaximum
mbeans.html#JMSQueue-MessagesThresholdHigh
mbeans.html#JMSQueue-MessagesThresholdLow
mbeans.html#JMSQueue-Name
mbeans.html#JMSQueue-Notes
mbeans.html#JMSQueue-PriorityOverride
mbeans.html#JMSQueue-StoreEnabled
mbeans.html#JMSQueue-Template
mbeans.html#JMSQueue-TimeToLiveOverride

config.dtd File

<! ELEMENT JMsConnecti onFactory >
<! ATTLI ST JMsConnecti onFactory

<
<

<
<

<
<

Al | owd osel nOnMessage (true|fal se) 'fal se'
Cientld CDATA #1 VPLI ED
Def aul t Del i ver yMode (Persistent| Non-Persistent) 'Persistent'
DefaultPriority CDATA "4

Def aul t Ti neToLi ve CDATA "0

JNDI Nane CDATA #REQUI RED
MessagesMaxi mum CDATA '10

Nanme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
OverrunPol i cy (Keepd d| KeepNew) ' Keepd d'
Tar gets CDATA #| MPLI ED
Transact i onTi neout CDATA ' 3600'
User Transact i onsEnabl ed (true|fal se) 'fal se'

ELEMENT JMVSFi |l eStore >
ATTLI ST JMBFi | eStore

Di rectory CDATA #REQUI RED
Name CDATA #REQUI RED
Not es CDATA #I MPLI ED

ELEMENT JMSTenpl ate (JMSDesti nati onKey*), (JMSTopic*), (JMsSQueue*)>
ATTLI ST JMSTenpl at e

Byt esMaxi mum CDATA -1

Byt esThr eshol dH gh CDATA e R

Byt esThr eshol dLow CDATA E R

Del i veryModeOverride (| Persistent|Non-Persistent) # MPLI ED
MessagesMaxi mum CDATA E R
MessagesThr eshol dH gh CDATA E R
MessagesThr eshol dLow CDATA EN

Narme CDATA #REQUI RED
Not es CDATA # MPLI ED
PriorityOverride CDATA EN

Ti meToLi veOverri de CDATA -1

ELEMENT JMSJDBCSt ore >
ATTLI ST JMSIDBCSt or e
Connecti onPool CDATA #REQUI RED

Nane CDATA #REQUI RED
Not es CDATA  #l MPLI ED
Prefi xNane CDATA  #l MPLI ED
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mbeans.html#JMSConnectionFactory
mbeans.html#JMSConnectionFactory-AllowCloseInOnMessage
mbeans.html#JMSConnectionFactory-ClientId
mbeans.html#JMSConnectionFactory-DefaultDeliveryMode
mbeans.html#JMSConnectionFactory-DefaultPriority
mbeans.html#JMSConnectionFactory-DefaultTimeToLive
mbeans.html#JMSConnectionFactory-JNDIName
mbeans.html#JMSConnectionFactory-MessagesMaximum
mbeans.html#JMSConnectionFactory-Name
mbeans.html#JMSConnectionFactory-Notes
mbeans.html#JMSConnectionFactory-OverrunPolicy
mbeans.html#JMSConnectionFactory-Targets
mbeans.html#JMSConnectionFactory-TransactionTimeout
mbeans.html#JMSConnectionFactory-UserTransactionsEnabled
mbeans.html#JMSFileStore
mbeans.html#JMSFileStore-Directory
mbeans.html#JMSFileStore-Name
mbeans.html#JMSFileStore-Notes
mbeans.html#JMSTemplate
#JMSDestinationKey
#JMSTopic
#JMSQueue
mbeans.html#JMSTemplate-BytesMaximum
mbeans.html#JMSTemplate-BytesThresholdHigh
mbeans.html#JMSTemplate-BytesThresholdLow
mbeans.html#JMSTemplate-DeliveryModeOverride
mbeans.html#JMSTemplate-MessagesMaximum
mbeans.html#JMSTemplate-MessagesThresholdHigh
mbeans.html#JMSTemplate-MessagesThresholdLow
mbeans.html#JMSTemplate-Name
mbeans.html#JMSTemplate-Notes
mbeans.html#JMSTemplate-PriorityOverride
mbeans.html#JMSTemplate-TimeToLiveOverride
mbeans.html#JMSJDBCStore
mbeans.html#JMSJDBCStore-ConnectionPool
mbeans.html#JMSJDBCStore-Name
mbeans.html#JMSJDBCStore-Notes
mbeans.html#JMSJDBCStore-PrefixName

config.dtd File

<! ELEMENT JDBCTxDat aSour ce >
<! ATTLI ST JDBCTxDat aSour ce
Enabl eTwoPhaseCommit (true|fal se) 'false'

JNDI Narre CDATA #1 MPLI ED
Nane CDATA #REQUI RED
Not es CDATA #| MPLI ED
Pool Nane CDATA #1 MPLI ED
Targets CDATA #| MPLI ED

<! ELEMENT XM_.Regi stry (XM.Regi stryEntry*)>
<! ATTLI ST XM_Regi stry

Docunent Bui | der Fact ory CDATA
" webl ogi c. apache. xer ces. j axp. Docunent Bui | der Fact oryl npl '

Name CDATA #REQUI RED
Not es CDATA #l MPLI ED
SAXPar ser Fact ory CDATA 'webl ogi c. apache. xer ces. j axp. SAXPar ser Fact oryl npl '

>

<! ELEMENT XM.Regi stryEntry >
<I ATTLI ST XM_Regi stryEntry
Docunent Bui | der Fact ory CDATA #l MPLI ED

EntityPath CDATA #| MPLI ED
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Par ser Cl assNane CDATA #l MPLI ED
Publicld CDATA #| MPLI ED
Root El ement Tag CDATA #| MPLI ED
SAXPar ser Fact ory CDATA #l MPLI ED
Systenl d CDATA #| MPLI ED

>

<! ELEMENT Startupd ass >
<I ATTLI ST StartupdC ass

Argunent s CDATA #| MPLI ED
C assNanme CDATA #REQUI RED
Fai lurel sFatal (true|false) 'false'
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Targets CDATA #| MPLI ED

>
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mbeans.html#JDBCTxDataSource
mbeans.html#JDBCTxDataSource-EnableTwoPhaseCommit
mbeans.html#JDBCTxDataSource-JNDIName
mbeans.html#JDBCTxDataSource-Name
mbeans.html#JDBCTxDataSource-Notes
mbeans.html#JDBCTxDataSource-PoolName
mbeans.html#JDBCTxDataSource-Targets
mbeans.html#XMLRegistry
#XMLRegistryEntry
mbeans.html#XMLRegistry-DocumentBuilderFactory
mbeans.html#XMLRegistry-Name
mbeans.html#XMLRegistry-Notes
mbeans.html#XMLRegistry-SAXParserFactory
mbeans.html#XMLRegistryEntry
mbeans.html#XMLRegistryEntry-DocumentBuilderFactory
mbeans.html#XMLRegistryEntry-EntityPath
mbeans.html#XMLRegistryEntry-Name
mbeans.html#XMLRegistryEntry-Notes
mbeans.html#XMLRegistryEntry-ParserClassName
mbeans.html#XMLRegistryEntry-PublicId
mbeans.html#XMLRegistryEntry-RootElementTag
mbeans.html#XMLRegistryEntry-SAXParserFactory
mbeans.html#XMLRegistryEntry-SystemId
mbeans.html#StartupClass
mbeans.html#StartupClass-Arguments
mbeans.html#StartupClass-ClassName
mbeans.html#StartupClass-FailureIsFatal
mbeans.html#StartupClass-Name
mbeans.html#StartupClass-Notes
mbeans.html#StartupClass-Targets

config.dtd File

<! ELEMENT Shut downd ass
<! ATTLI ST Shut downd ass
Argunent s CDATA
Cl assNanme CDATA
Name CDATA
Not es CDATA
Tar gets CDATA
>

>

#| MPLI ED
#REQUI RED
#REQUI RED
#| MPLI ED
#| MPLI ED

<! ELEMENT Domai nLogFilter >
<! ATTLI ST Domai nLogFi | ter

Nane

Not es
SeveritylLevel
Subsyst enNanes CDATA
User | ds CDATA

CDATA
CDATA

>

<! ELEMENT Vi rtual Host >
<! ATTLI ST Vi rtual Host
Charsets
Cl ust eri ngEnabl ed
Def aul t WebApp
Ht t psKeepAl i veSecs
KeepAl i veEnabl ed
KeepAl i veSecs
LogFi | eBuf f er KByt es
LogFi | eFl ushSecs
LogFi | eFor nat
LogFi | eNarme
LogRot at i onPeri odM ns
LogRot at i onTi meBegi n
LogRot at i onType
Loggi ngEnabl ed
MaxLogFi | eSi zeKByt es
MaxPost Si ze
Max Post Ti neSecs
Nane
Not es
Post Ti neout Secs
Tar gets
URLResour ce
Vi r t ual Host Nanes
WAPEnabl ed

(64] 32| 16| 8| 4| 2| 1)

#REQUI RED

#1 MPLI ED

" 16"

#1 MPLI ED

#1 MPLI ED
CDATA #1 VPLI ED
(true|fal se) 'fal se'
CDATA #1 MPLI ED
CDATA ' 60
(true|fal se) "true'
CDATA ' 30
CDATA '8
CDATA ' 60
(comon| ext ended) ' common'
CDATA ‘access. | og'
CDATA ' 2147483647'
CDATA #1 MPLI ED
(size| date) ' size'
(true|fal se) "true'
CDATA "0
CDATA -1
CDATA -1
CDATA #REQUI RED
CDATA #1 VPLI ED
CDATA "0
CDATA #1 MPLI ED
CDATA #1 VPLI ED
CDATA #1 MPLI ED
(true|fal se) 'fal se'
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mbeans.html#ShutdownClass
mbeans.html#ShutdownClass-Arguments
mbeans.html#ShutdownClass-ClassName
mbeans.html#ShutdownClass-Name
mbeans.html#ShutdownClass-Notes
mbeans.html#ShutdownClass-Targets
mbeans.html#DomainLogFilter
mbeans.html#DomainLogFilter-Name
mbeans.html#DomainLogFilter-Notes
mbeans.html#DomainLogFilter-SeverityLevel
mbeans.html#DomainLogFilter-SubsystemNames
mbeans.html#DomainLogFilter-UserIds
mbeans.html#VirtualHost
mbeans.html#VirtualHost-Charsets
mbeans.html#VirtualHost-ClusteringEnabled
mbeans.html#VirtualHost-DefaultWebApp
mbeans.html#VirtualHost-HttpsKeepAliveSecs
mbeans.html#VirtualHost-KeepAliveEnabled
mbeans.html#VirtualHost-KeepAliveSecs
mbeans.html#VirtualHost-LogFileBufferKBytes
mbeans.html#VirtualHost-LogFileFlushSecs
mbeans.html#VirtualHost-LogFileFormat
mbeans.html#VirtualHost-LogFileName
mbeans.html#VirtualHost-LogRotationPeriodMins
mbeans.html#VirtualHost-LogRotationTimeBegin
mbeans.html#VirtualHost-LogRotationType
mbeans.html#VirtualHost-LoggingEnabled
mbeans.html#VirtualHost-MaxLogFileSizeKBytes
mbeans.html#VirtualHost-MaxPostSize
mbeans.html#VirtualHost-MaxPostTimeSecs
mbeans.html#VirtualHost-Name
mbeans.html#VirtualHost-Notes
mbeans.html#VirtualHost-PostTimeoutSecs
mbeans.html#VirtualHost-Targets
mbeans.html#VirtualHost-URLResource
mbeans.html#VirtualHost-VirtualHostNames
mbeans.html#VirtualHost-WAPEnabled

config.dtd File

<! ELEMENT Cachi ngReal m >

<! ATTLI ST Cachi ngReal m
ACLCacheEnabl e
ACLCacheSi ze
ACLCacheTTLNegati ve
ACLCacheTTLPosi tive
Aut hent i cati onCacheEnabl e
Aut hent i cati onCacheSi ze
Aut henti cati onCacheTTLNegati ve
Aut henti cati onCacheTTLPositive
Basi cReal m
CacheCaseSensitive
G oupCacheEnabl e
G oupCacheSi ze
GroupCacheTTLNegati ve
G oupCacheTTLPosi tive
G oupMenber shi pCacheTTL
Nanme
Not es
Per m ssi onCacheEnabl e
Per m ssi onCacheSi ze
Per m ssi onCacheTTLNegati ve
Per m ssi onCacheTTLPositive
User CacheEnabl e
User CacheSi ze
User CacheTTLNegati ve
User CacheTTLPositive

<
<

ELEMENT Cust onReal m >
ATTLI ST Cust onmReal m

(true|fal se)
CDATA
CDATA
CDATA
(true|fal se)
CDATA
CDATA
CDATA
CDATA
(true|fal se)
(true|fal se)
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
(true|fal se)
CDATA
CDATA
CDATA
(true|fal se)
CDATA
CDATA
CDATA

Confi gurationbData
Narme

Not es

Real mCl assNane

<
<

ELEMENT LDAPReal m
ATTLI ST LDAPReal m
Aut hPr ot ocol
Credenti al

G oupDN

G oupl sCont ext
GroupNaneAttri bute
G oupUser nanmeAttri
LDAPURL

LdapProvi der

CDATA
CDATA
CDATA
CDATA

#1 MPLI ED
#REQUI RED
#| MPLI ED
#1 MPLI ED

>

(none| si npl e] CRAM MD5)
CDATA

CDATA
(true|fal se)
CDATA

CDATA

CDATA

CDATA

but e
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"true'
‘211

" 10'

' 60"
"true'
‘211

" 10'

' 60"
#REQUI RED
"true'
"true'
'211

" 10'

' 60"

' 300
#REQUI RED
#| MPLI ED
"true'
'211

" 10'

' 60"
"true'
‘211

" 10'

' 60"

' none'

#1 MPLI ED

#1 VPLI ED

"true'

Cen'

" menber’

"l dap:/ /| dapserver: 389’

'com sun. jndi.|dap. LdapCt xFactory"'
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mbeans.html#CachingRealm
mbeans.html#CachingRealm-ACLCacheEnable
mbeans.html#CachingRealm-ACLCacheSize
mbeans.html#CachingRealm-ACLCacheTTLNegative
mbeans.html#CachingRealm-ACLCacheTTLPositive
mbeans.html#CachingRealm-AuthenticationCacheEnable
mbeans.html#CachingRealm-AuthenticationCacheSize
mbeans.html#CachingRealm-AuthenticationCacheTTLNegative
mbeans.html#CachingRealm-AuthenticationCacheTTLPositive
mbeans.html#CachingRealm-BasicRealm
mbeans.html#CachingRealm-CacheCaseSensitive
mbeans.html#CachingRealm-GroupCacheEnable
mbeans.html#CachingRealm-GroupCacheSize
mbeans.html#CachingRealm-GroupCacheTTLNegative
mbeans.html#CachingRealm-GroupCacheTTLPositive
mbeans.html#CachingRealm-GroupMembershipCacheTTL
mbeans.html#CachingRealm-Name
mbeans.html#CachingRealm-Notes
mbeans.html#CachingRealm-PermissionCacheEnable
mbeans.html#CachingRealm-PermissionCacheSize
mbeans.html#CachingRealm-PermissionCacheTTLNegative
mbeans.html#CachingRealm-PermissionCacheTTLPositive
mbeans.html#CachingRealm-UserCacheEnable
mbeans.html#CachingRealm-UserCacheSize
mbeans.html#CachingRealm-UserCacheTTLNegative
mbeans.html#CachingRealm-UserCacheTTLPositive
mbeans.html#CustomRealm
mbeans.html#CustomRealm-ConfigurationData
mbeans.html#CustomRealm-Name
mbeans.html#CustomRealm-Notes
mbeans.html#CustomRealm-RealmClassName
mbeans.html#LDAPRealm
mbeans.html#LDAPRealm-AuthProtocol
mbeans.html#LDAPRealm-Credential
mbeans.html#LDAPRealm-GroupDN
mbeans.html#LDAPRealm-GroupIsContext
mbeans.html#LDAPRealm-GroupNameAttribute
mbeans.html#LDAPRealm-GroupUsernameAttribute
mbeans.html#LDAPRealm-LDAPURL
mbeans.html#LDAPRealm-LdapProvider

config.dtd File

Name

Not es

Pri nci pal

Real nCl assNane
SSLEnabl e

User Aut henti cati on
User DN

User NaneAttri bute
User Passwor dAttri but e

<! ELEMENT RDBMBReal m >

<! ATTLI ST RDBMSReal m
Dat abaseDri ver CDATA
Dat abasePassword CDATA
Dat abaseURL CDATA

Nanme CDATA
Not es CDATA
Real nCl assNane CDATA

SchenaPr operti es CDATA
>

CDATA

CDATA

CDATA

CDATA

(true|fal se)

(bi nd| external | | ocal )
CDATA

CDATA

CDATA

#REQUI RED
#| MPLI ED

#| MPLI ED

#| MPLI ED

'fal se'

' bi nd'

#| MPLI ED

#| MPLI ED

' user password'

' COM cl oudscape. core. JDBCDr i ver'

#1 MPLI ED

j dbc: cl oudscape: deno; cr eat e<Char Har dRet ur n
Dat abaseUser Name CDATA #l MPLI ED

#REQUI RED
#| MPLI ED

" exanpl es. security. rdbmsreal m RDBVSReal m

#1 MPLI ED

<! ELEMENT WL.ECConnecti onPool >
<! ATTLI ST WLECConnect i onPool

Appl i cati onPasswor d

CertificateAuthenticationEnabl ed

Fai | over Addr esses

Maxi munEncrypti onLevel
Maxi munPool Si ze

M ni munEncrypti onLevel
M ni munPool Si ze

Nanme

Not es

Pri mar yAddr esses
Securi t yCont ext Enabl ed
Tar gets

User Nanme

User Passwor d

User Rol e

W.EDorai n

CDATA
(true|fal se)
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
(true|fal se)
CDATA
CDATA
CDATA
CDATA
CDATA

<! ELEMENT Jol t Connect i onPool >
<! ATTLI ST Jol t Connect i onPool

Appl i cat i onPassword

CDATA #| MPLI ED
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#1 MPLI ED
'fal se'
#1 MPLI ED
Yo

D

o

=t
#REQUI RED
#1 MPLI ED
#1 MPLI ED
'fal se'
#1 MPLI ED
#1 MPLI ED
#| MPLI ED
#1 MPLI ED
#1 MPLI ED
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mbeans.html#LDAPRealm-Name
mbeans.html#LDAPRealm-Notes
mbeans.html#LDAPRealm-Principal
mbeans.html#LDAPRealm-RealmClassName
mbeans.html#LDAPRealm-SSLEnable
mbeans.html#LDAPRealm-UserAuthentication
mbeans.html#LDAPRealm-UserDN
mbeans.html#LDAPRealm-UserNameAttribute
mbeans.html#LDAPRealm-UserPasswordAttribute
mbeans.html#RDBMSRealm
mbeans.html#RDBMSRealm-DatabaseDriver
mbeans.html#RDBMSRealm-DatabasePassword
mbeans.html#RDBMSRealm-DatabaseURL
mbeans.html#RDBMSRealm-DatabaseUserName
mbeans.html#RDBMSRealm-Name
mbeans.html#RDBMSRealm-Notes
mbeans.html#RDBMSRealm-RealmClassName
mbeans.html#RDBMSRealm-SchemaProperties
mbeans.html#WLECConnectionPool
mbeans.html#WLECConnectionPool-ApplicationPassword
mbeans.html#WLECConnectionPool-CertificateAuthenticationEnabled
mbeans.html#WLECConnectionPool-FailoverAddresses
mbeans.html#WLECConnectionPool-MaximumEncryptionLevel
mbeans.html#WLECConnectionPool-MaximumPoolSize
mbeans.html#WLECConnectionPool-MinimumEncryptionLevel
mbeans.html#WLECConnectionPool-MinimumPoolSize
mbeans.html#WLECConnectionPool-Name
mbeans.html#WLECConnectionPool-Notes
mbeans.html#WLECConnectionPool-PrimaryAddresses
mbeans.html#WLECConnectionPool-SecurityContextEnabled
mbeans.html#WLECConnectionPool-Targets
mbeans.html#WLECConnectionPool-UserName
mbeans.html#WLECConnectionPool-UserPassword
mbeans.html#WLECConnectionPool-UserRole
mbeans.html#WLECConnectionPool-WLEDomain
mbeans.html#JoltConnectionPool
mbeans.html#JoltConnectionPool-ApplicationPassword

<
<

<
<

config.dtd File

Fai | over Addr esses CDATA #1 MPLI ED
Maxi munPool Si ze CDATA "1

M ni munPool Si ze CDATA "0

Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Pri mar yAddr esses CDATA #1 MPLI ED
RecvTi neout CDATA ‘0
SecurityCont ext Enabl ed (true|false) 'false'
Targets CDATA #1 MPLI ED
User Name CDATA #| MPLI ED
User Passwor d CDATA #| MPLI ED
User Rol e CDATA #1 MPLI ED
ELEMENT JDBCConnecti onPool >

ATTLI ST JDBCConnect i onPool

ACLNane CDATA #| MPLI ED
Capaci tyl ncrenment CDATA ‘o

Dri ver Name CDATA #1 MPLI ED
Initial Capacity CDATA ‘o

Logi nDel aySeconds CDATA ‘o
MaxCapaci ty CDATA "1

Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Properties CDATA #1 MPLI ED
Ref reshM nut es CDATA "0

Shri nkPeri odM nut es CDATA '15'

Shri nki ngEnabl ed (true|false) 'true'
SupportsLocal Transaction (true|false) 'false'
Targets CDATA #1 MPLI ED
Test Connecti onsOnRel ease (true|false) 'false'
Test Connecti onsOnReserve (true|false) 'false'
Test Tabl eNane CDATA #1 MPLI ED
URL CDATA #1 MPLI ED
ELEMENT JDBCDat aSour ce >

ATTLI ST JDBCDat aSour ce

JNDI Nare CDATA #1 MPLI ED

Nane CDATA #REQUI RED

Not es CDATA  #l MPLI ED

Pool Nane CDATA #l MPLI ED

Targets CDATA #l MPLI ED
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mbeans.html#JoltConnectionPool-FailoverAddresses
mbeans.html#JoltConnectionPool-MaximumPoolSize
mbeans.html#JoltConnectionPool-MinimumPoolSize
mbeans.html#JoltConnectionPool-Name
mbeans.html#JoltConnectionPool-Notes
mbeans.html#JoltConnectionPool-PrimaryAddresses
mbeans.html#JoltConnectionPool-RecvTimeout
mbeans.html#JoltConnectionPool-SecurityContextEnabled
mbeans.html#JoltConnectionPool-Targets
mbeans.html#JoltConnectionPool-UserName
mbeans.html#JoltConnectionPool-UserPassword
mbeans.html#JoltConnectionPool-UserRole
mbeans.html#JDBCConnectionPool
mbeans.html#JDBCConnectionPool-ACLName
mbeans.html#JDBCConnectionPool-CapacityIncrement
mbeans.html#JDBCConnectionPool-DriverName
mbeans.html#JDBCConnectionPool-InitialCapacity
mbeans.html#JDBCConnectionPool-LoginDelaySeconds
mbeans.html#JDBCConnectionPool-MaxCapacity
mbeans.html#JDBCConnectionPool-Name
mbeans.html#JDBCConnectionPool-Notes
mbeans.html#JDBCConnectionPool-Properties
mbeans.html#JDBCConnectionPool-RefreshMinutes
mbeans.html#JDBCConnectionPool-ShrinkPeriodMinutes
mbeans.html#JDBCConnectionPool-ShrinkingEnabled
mbeans.html#JDBCConnectionPool-SupportsLocalTransaction
mbeans.html#JDBCConnectionPool-Targets
mbeans.html#JDBCConnectionPool-TestConnectionsOnRelease
mbeans.html#JDBCConnectionPool-TestConnectionsOnReserve
mbeans.html#JDBCConnectionPool-TestTableName
mbeans.html#JDBCConnectionPool-URL
mbeans.html#JDBCDataSource
mbeans.html#JDBCDataSource-JNDIName
mbeans.html#JDBCDataSource-Name
mbeans.html#JDBCDataSource-Notes
mbeans.html#JDBCDataSource-PoolName
mbeans.html#JDBCDataSource-Targets

config.dtd File

<! ELEMENT JDBCMUI ti Pool >
<! ATTLI ST JDBCWuI ti Pool

ACLNarne CDATA #1 MPLI ED
H ghAvai | (true|false) 'false
LoadBal ance (true|false) 'false'
Nane CDATA #REQUI RED
Not es CDATA #| MPLI ED
Pool Li st CDATA #| MPLI ED
Targets CDATA #| MPLI ED

<
<

ELEMENT Fil eT3 >

ATTLI ST Fil eT3

Nane CDATA #REQUI RED
Not es CDATA #l MPLI ED
Pat h CDATA #l MPLI ED
Targets CDATA #l MPLI ED

<! ELEMENT Mai | Sessi on >

<I' ATTLI ST Mai | Sessi on
JNDI Namre ~ CDATA #l MPLI ED
Nane CDATA #REQUI RED
Not es CDATA #| MPLI ED
Properti es CDATA #l MPLI ED
Targets CDATA #I MPLI ED

BEA WebL ogic Server Configuration Reference 2-15


mbeans.html#JDBCMultiPool
mbeans.html#JDBCMultiPool-ACLName
mbeans.html#JDBCMultiPool-HighAvail
mbeans.html#JDBCMultiPool-LoadBalance
mbeans.html#JDBCMultiPool-Name
mbeans.html#JDBCMultiPool-Notes
mbeans.html#JDBCMultiPool-PoolList
mbeans.html#JDBCMultiPool-Targets
mbeans.html#FileT3
mbeans.html#FileT3-Name
mbeans.html#FileT3-Notes
mbeans.html#FileT3-Path
mbeans.html#FileT3-Targets
mbeans.html#MailSession
mbeans.html#MailSession-JNDIName
mbeans.html#MailSession-Name
mbeans.html#MailSession-Notes
mbeans.html#MailSession-Properties
mbeans.html#MailSession-Targets

2 WebLogic Server Configuration DTD
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config.xml Elements
and Attributes

This document contains the following sections:
m  “config.xml Element Hierarchy Diagram” on page 3-2

m “Element Attribute Descriptions’” on page 3-5

“Domain” on page 3-6

“JTA” on page 3-7

“Security” on page 3-9
“PasswordPolicy” on page 3-10
“Log” on page 3-12

“Server” on page 3-14

“SSL” on page 3-22

“WebServer” on page 3-25
“Cluster” on page 3-28

“Machine” on page 3-29
“UnixMachine”’ on page 3-31
“Application” on page 3-33
“EJBComponent” on page 3-34
“WebAppComponent” on page 3-36
“FileRealm” on page 3-38
“NTReam” on page 3-39
“UnixRealm” on page 3-40
“JMSServer” on page 3-41

“JIM SSessionPool” on page 3-43
“IM SConnectionConsumer” on page 3-44
“JMSTopic” on page 3-45

“IM SDestinationKey” on page 3-48
“JM SQueue’ on page 3-49
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config.xml Elements and Attributes

“ M SConnectionFactory” on page 3-52
“JM SFileStore” on page 3-54
“JMSTemplate” on page 3-54
“JMSIDBCStore” on page 3-57
“JDBCTxDataSource” on page 3-57
“XMLRegistry” on page 3-59
“XMLRegistryEntry” on page 3-59
“StartupClass’ on page 3-62
“ShutdownClass’ on page 3-63
“DomainLogFilter” on page 3-64
“VirtualHost” on page 3-66
“CachingRealm” on page 3-69
“CustomRealm” on page 3-72
“LDAPReam” on page 3-73
“RDBMSRealm” on page 3-76
“WLECConnectionPool” on page 3-77
“JoltConnectionPool” on page 3-79
“JDBCConnectionPool” on page 3-81
“JDBCDataSource” on page 3-84
“JDBCMuUltiPool” on page 3-85
“FileT3" on page 3-86

“MailSession” on page 3-86

config.xml Element Hierarchy Diagram

32

Theconfig. xnl fileconsistsof aseriesof XML elements. The Donai n element isthe
top-level element, and all elementsin the Domai n are children of the Domai n element.
Child elements may have children themselves. For example, the Securi ty element
contains the Passwor dPol i cy child element, and the Ser ver element contains the
Log, SSL, and WebSer ver child elements, as shown in the following diagram.

The characters following the element names in the diagram indicate the possible
occurrence of the children e ementsin the Domain element: + (one or more), * (zero
or more), or ? (zero or one time).
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config.xml Element Hierarchy Diagram

Domain |

JTA? |

Security? |
H PasswordPolicy? |
Log? |

N

Server* |
- Log? |
SSL? |

WebServer? |

Cluster*

Machine*

UnixMachine*

RN

Application*

EJBComponent* |

WebAppComponent* |
WebServer* |

FileRealm* |

NTRealm*

RN

|
UnixRealm* |
JMSServer* |
_‘ JMSSessionPool* |
H JMSConnectionConsumer* |

] JMSTopic* |
H JMSDestinationKey* |
_‘ JMSQueue* |

H JMSDestinationKey* |

V(continued)
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34

_1 JMSConnectionFactory* |
— JMSFileStore* |
— JMSTemplate* |

JMSTopic*

JMSQueue*

JMSDestinationKey*

JMSJDBCStore* |
JDBCTxDataSource* |
XMLRegistry* |

H XMLRegistryEntry*

StartupClass*

ShutdownClass*

DomainLogFilter*

VirtualHost*

CachingRealm*

CustomRealm*

LDAPRealm*

WLECConnectionPool

JoltConnectionPool*

JDBCConnectionPool*
JDBCDataSource*
JDBCMultiPool*
FileT3*

MailSession*

T N X N O O R e O A

|
|
|
|
|
|
|
RDBMSRealm* |
|
|
|
|
|
|
|
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Element Attribute Descriptions

Element Attribute Descriptions

The foll owing sections describe the attributes that you can configure for each element
shown in the preceding diagram.
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3 config.xml Elements and Attributes

Domain

Attribute

Description

weblogic.properties
Property Name

Active

Isthisdomain active?
Range of values:
Default value:

LastModificationTime

The last time this domain was updated.
Guaranteed to be unique for agiven
transactional modification.

Range of values:
Default value:

Name

The name of the MBean.
Range of values: String

The name can be up to 256 alphanumeric
characters, but may not contain commas or
spaces.

Default value: mydomain

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: aphanumeric string
Default value: Null

RootDirectory

Theroot directory for thedomain, relativeto the
administration server.

Range of values:
Default value:
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JTA

JTA

Attribute

Description weblogic.properties
Property Name

AbandonTimeoutSeconds

The transaction abandon timeout in seconds.
Range of values: Integer
Default value: 86400

BeforeCompletionlteration
Limit

The maximum number of cyclesthetransaction
manager will perform the beforeCompletion
synchronization callback among registered
objects.

Range of values: Integer

Default value:10

ForgetHeuristics

Indicates whether the transaction manager will
automatically perform an X AResource forget
operation for transaction heuristic compl etions.

Range of values: True, selected; False, not
selected.

Default value: True

MaxTransactions

The maximum number of simultaneousin
progress transactions allowed on a server.

Range of values: Integer
Default value: 10000

MaxUniqueNameStatistics

The maximum number of unique transaction
names for which statistics will be maintained.

Range of values: Integer
Default value: 1000

Name

The name of the MBean.
Range of values: String
Default value: N/A
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3 config.xml Elements and Attributes

Attribute Description weblogic.properties
Property Name

Notes Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

TimeoutSeconds The transaction timeout in seconds.
Range of values: Integer
Default value:
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Security

Security

Attribute

Description

weblogic.properties
Property Name:

AuditProviderClassName

Range of values:
Default value:

webl ogi c. security. audi
t.provider

GuestDisabled

Sets whether or not guest logins are disabled.
Range of values:
Default value:

webl ogi c. security. disa
bl eGuest

Name

The name of the MBean.
Range of values: String
Default value: N/A

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

Ream

Range of values:
Default value:

SystemUser

The name of the system user.
Range of values:
Default value:

webl ogi c. syst em user
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3 config.xml Elements and Attributes

PasswordPolicy

Attribute

Description

weblogic.properties
Property Name

L ockoutCacheSize

Range of values:
Default value:

L ockoutDuration

Number of minutesthat auser’ saccount will be
locked after Lockout threshold number of
invalid login attempts have taken place within
the LockoutRestDuration time period.

Range of values:

Default value:

L ockoutEnabled

Range of values:
Default value:

L ockoutGCThreshold

Range of values:
Default value:

L ockoutResetDuration

Number of minutes within which theinvalid
login attempts must happen in order for the
user’s account to be locked.

Range of values:
Default value:

LockoutThreshold

Range of values:
Default value:

MinimumPasswordL ength

The minimum length of any password,
domain-wide.

Range of values:
Default value:
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PasswordPolicy

Attribute Description weblogic.properties
Property Name
Name The name of the MBean.
Range of values: String
Default value: N/A
Notes Optional user-supplied information about this

configuration MBean.
Range of values: alphanumeric string
Default value: Null
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3 config.xml Elements and Attributes

Log

Attribute

Description

weblogic.properties
Property Name

FileCount

Range of values:
Default value:

FileMinSize

Range of values:
Default value:

webl ogi c. syst em maxLog
Fil eSi ze

FileName

Thelogfilename. If thefilepathisnot absolute,
the path is assumed to be relative to the root
directory of the machine on which the server is
running.

Range of values: String
Default value:

webl ogi c. system | ogFi |
e

FileTimeSpan

Range of values:
Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

NumberOfFilesLimited

Range of values: Boolean
Enabl ed=sel ected; Not enabled=not selected.

Default value: Not selected
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Log

Attribute Description weblogic.properties
Property Name
RotationType The rotation type for thislog file.
Range of values: Integer
Default value: 7
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Server

Attribute

Description

weblogic.properties
Property Name

AdministrationPort

Range of values: Valid administration port.
Default value:

webl ogi c. syst em Adni ni
strationPort

Cluster

The cluster to which this server belongs.
Range of values:
Default value:

ClusterRuntime

Returns an Mbean containing runtime
information about the cluster that was started
from this configuration Mbean. Returns null if
no such cluster exists.

Range of values:

Default value:

ClusterWeight

The cluster weight (percent) for this server.
Range of values: Integer
Default value: 100

Defaultll OPPassword

The password for the default 110P user.
Range of values:
Default value:

webl ogi c.iiop. password

Defaultl OPUser

The default 110P user.
Range of values:
Default value:

webl ogi c.iiop.user

DefaultProtocol

The protocol to be used for connections when
noneis specified.

Range of values:
Default value:

webl ogi c. syst em def aul
t Pr ot ocol
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Server

Attribute Description weblogic.properties
Property Name
DefaultSecureProtocol The protocol to be used for secure connections  webl ogi c. syst em def aul

when noneis specified. t Secur ePr ot ocol
Range of values:
Default value:

DomainLogFilter

Range of values:
Default value:

EnabledForDomainL og

Range of values:
Default value:

ExpectedToRun

Isthis server expected to run if thedomainis
started?

Range of values:
Default value:

ExtraRmicOptions

The extra options passed to RMIC during
server-side generation.

Range of values:
Default value:

HelpPageURL

webl ogi c. syst em hel pPa

Range of values: geURL

Default value:

HttpdEnabled

webl ogi c. htt pd. enabl e
Range of values:
Default value:

I1OPEnNabled

Sets whether or not |10P support is enabled. webl ogi c. syst em enabl e

Range of values: e

Default value:
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Attribute Description weblogic.properties
Property Name

InstrumentStack TraceEnab

led

Range of values:
Default value:

JDBCL ogFileName

Range of values:

webl ogi c. j dbc. | ogFil eN
ane

Default value:
JDBCL oggingEnabled Setswhether or not logging of JDBClog stream  webl ogi c. j dbc. enabl eLo
isenabled. gFile
Range of values:
Default value:
JM SDefaultConnectionFac
toriesEnabled

Range of values:
Default value:

JNDITransportableObjectF
actoryList

Range of values:
Default value:

webl ogi c. j ndi.transpor
t abl eCoj ect Fact ori es

JavaCompiler

Range of values:
Default value:

JavaCompil erPostClassPat
h

Range of values:
Default value:

JavaCompilerPreClassPath

Range of values:
Default value:

ListenAddress

Range of values:
Default value:

webl ogi c. syst em bi ndAd
dr
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Attribute Description weblogic.properties
Property Name
ListenPort The server’s listen port.
Range of values:
Default value:
LogRemoteExceptionsEna  Sets whether remote exceptions are to be
bled reported to the log.
Range of values:
Default value:
LoginTimeout Thelogin timeout for the server.

Range of values:
Default value:

LoginTimeoutMillis

Theinterval to wait for aread to fail onlogin; 0
to disable.

Range of values:
Default value:

webl ogi c. system readTi

nmeoutMllis

Machine

The machine on which this server is meant to
run. If the server is aready running, thiswill
migrate the server to adifferent machine. If the
machineisthe same asthe machineisthe server
isalready running on, thisis a no-op.

Range of values:

Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A

Nativel OEnabled

Sets whether or not native |/O should be
enabled.

Seealso “Using WebL ogic Server Performance
Packs” at

http://e-docs. bea. com w s/ docs60
/ per form WLSTuni ng. ht m #wl st uni n
g- Per f or nPacks.

webl ogi c. system nati ve

| O enabl e
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3 config.xml Elements and Attributes

Attribute Description weblogic.properties
Property Name
Notes Optional user-supplied information about this
configuration MBean.
Range of values: alphanumeric string
Default value: Null
PreferredSecondaryGroup  The preferred replication group for the server’s

secondaries.
Range of values:
Default value:

ReplicationGroup

The server’ sreplication group.
Range of values:
Default value:

ReverseDNSAIllowed

Returns whether or not the kernel is allowed to
perform reverse DNS lookups.

Range of values:
Default value:

webl ogi c. system enabl e
Rever seDNSLookups

RootDirectory

The root directory for the weblogic installation
for this server.

Range of values:
Default value:

webl ogi c. syst em hone

StdoutDebugEnabled

Allows verbose display of server activity. If
St dout DebugEnabl ed="true",

St dout Enabl ed="true", and

St dout Severi tyLevel ="64" (INFO), all
messages that would normally go to

webl ogi c. | og go to the screen where you
started up WebL ogic Server.

Range of values: true or false
Default: false

3-18 BEAWebLogic Server Configuration Reference



Server

Attribute Description weblogic.properties
Property Name
StdoutEnabled Determinesif log messages should beloggedto  webl ogi c. syst em enabl e
the standard out stream. Overrides Consol e
St dout Severi tyLevel and
St dout DebugEnabl ed.
Range of values: true or false
Default: true
StdoutSeverityL evel The minimum severity of amessage that should

belogged to the stand output device stream. All
messages with given severity and higher,
qualify.

64 (INFO)

32 (WARNING)

16 (ERROR)

8 (NOTICE)

4 (CRITICAL)

2 (ALERT)

1 (EMERGENCY)

Note:  The lower the number, the higher the
severity.

See aso St dout DebugEnabl ed and
St dout Enabl ed.

Range of values: 64, 32, 16, 8,4, 2, 1
Default: 16

ThreadPool PercentSocket
Readers

The percentage (1-99) of execute threads that
may be used as socket readers.

Represents anegativei nt .
Range of values:
Default value:

webl ogi c. system percen
t Socket Reader s

ThreadPool Size

The size of the execute thread pool size.
Represents anegativei nt .

Range of values:
Default value:

webl ogi c. syst em execut
eThr eadCount
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Attribute Description weblogic.properties
Property Name

TransactionL ogFilePrefix
Range of values:

Default value:
TunnelingClientPingSecs  Interval (in seconds) at which to ping an webl ogi c. httpd. tunnel i
http-tunneled client to seeif it is till alive. ng. cl i ent Pi ngSecs
Range of values:
Default value:
TunnelingClientTimeoutSe Duration (in seconds) after which amissing webl ogi c. httpd. tunnel i
cs http-tunneled client is considered dead. ng. cl i ent Ti meout Secs
Range of values:
Default value:
TunnelingEnabled Enables tunneling via http. webl ogi c. httpd. tunnel i
Range of values: ngenabl ed
Default value:
ValidProtocols The collections of protocols supported by this

kernel. The result is amap that maps strings to
strings. The key isthe protocol name and the
valueisthe protocol description. Thiscollection
includes both secure and insecure protocols.
Range of values:

Default value:

WorkspaceShowUserKeys — Controlswhether user-inserted itemsareshown  webl ogi c. wor kspace. sho
Only in the WebL ogic console. wWUser KeysOnl y

Range of values:
Default value:

XMLRegistry Return the XML Registry for the server.
Range of values:
Default value:
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Attribute Description weblogic.properties
Property Name
ZACEnabled Sets whether or not the Zero Admin Client webl ogi c. zac. enabl e

(ZAC) feature is enabled.
Range of values:
Default value:

ZACPublishRoot

Theroot (storage) directory on WebL ogic for
ZAC packages.

Range of values:
Default value:

webl ogi c. zac. publ i shRo
ot Prop
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SSL

Attribute

Description

weblogic.properties
Property Name

CertAuthenticator

Range of values:
Default value:

webl ogi c. security.real
m cert Aut henti cat or

CertificateCacheSize

The number of certificates held that have not
been redeemed by tokens.

Range of values:
Default value:

webl ogi c. security.cert
i ficateCacheSi ze

Ciphersuites

String. List of possible values:
SSL_NULL_WITH_NULL_NULL
SSL_RSA_WITH_NULL_SHA

SSL_RSA_WITH_RC4 128 MD5
SSL_RSA_WITH_RC4 128 SHA

_SHA
SSL_RSA_WITH_DES CBC_SHA

m SSL_RSA WITH_3DES EDE _CBC SHA
m SSL_DH_anon EXPORT WITH RC4 40

MD5
m SSL_DH_anon WITH_RC4 128 MD5

m SSL_DH_anon EXPORT_WITH_DES 40_

CBC_SHA

m SSL_DH_anon_ WITH_DES CBC_SHA
m SSL_DH_anon WITH_3DES EDE CBC S

HA
If not specified, the default is

SSL_RSA_EXPORT WITH_RC4 40 MD5

Range of values:
Default value:

SSL_RSA_EXPORT WITH_RC4 40 MD5

SSL_RSA_EXPORT WITH_DES 40 CBC
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SSL

Attribute

Description

weblogic.properties
Property Name

ClientCertificateEnforced

Range of values:
Default value:

webl ogi c. security. enfo
rceClientCert

Enabled

Setswhether or not SSL usageisenabled for the
Server.

Range of values:
Default value:

webl ogi c. security. ssl.
enabl e

ExportKeyLifespan

Range of values:
Default value:

webl ogi c. security. key.
export.lifespan

HandlerEnabled

Sets whether or not to enable server-to-server
SSL connections.

Range of values:
Default value:

webl ogi c. security. SSLH
andl er. enabl e

KeyEncrypted

If true, the key isPK CS8 encrypted and requires
a pass phrase to be supplied to use the key. If
false, the key isan unencrypted private key and
may be used without providing a pass phrase.
Range of values:

Default value:

ListenPort

The TCP port at which the WebL ogic Server
listens for SSL connection requests.

Range of values:
Default value:

webl ogi c. system SSLLi s
t enPor t

LoginTimeoutMillis

Duration alowed for alogin sequence. If the
duration isexceeded, thelogin istimed out. 0 to
disable.

Range of values:
Default value:

webl ogi c. 1 ogi n. readTi m
eout M | |isSSL
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Attribute Description weblogic.properties
Property Name

Name The name of the MBean.
Range of values: String
Default value: N/A

Notes Optional user-supplied information about this
configuration MBean.

Range of values: a phanumeric string
Default value: Null

PeerValidationEnforced
Range of values:

Default value:
ServerCertificateChainFile webl ogi c. httpd. | ogFil e
Name Range of values: String Fl ushSecs

Default value:
ServerCertificateFileName webl ogi c. security.cert

Range of values: String ificate.server

Default value:

ServerKeyFileName File containing SSL server encryption key. webl ogi c. security. key.
Range of values: String server
Default value:

TrustedCAFileName The name of the file containing the SSL webl ogi c. security.clie
certificate authority for clients. nt Root CA
Range of values: String
Default value:

Uselava webl ogi c. system SSL. us
Range of values: eJava
Default value:
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WebServer

Range of values:
Default value:

Buf f er KByt es

Attribute Description weblogic.properties
Property Name

Charsets User-defined mapping between internet and webl ogi c. ht t pd. char set
Java charset names. S
Range of values:
Default value:

ClusteringEnabled Enables HTTP clustering. webl ogi c. htt pd. cl ust er
Range of values: ing. enabl e
Default value:

DefaultWebApp webl ogi c. htt pd. def aul t
Range of values: ViebApp
Default value:

HttpskK eepAliveSecs Number of seconds to maintain HTTPS webl ogi c. htt pd. https. k
keep-alive before timing out the request. eepAl i veSecs
Range of values:
Default value:

KeepAliveEnabled webl ogi c. htt pd. keepAl'i
Range of values: ve. enabl e
Default value:

KeepAliveSecs Number of secondsto maintain HTTP webl ogi c. htt pd. http. ke
keep-alive before timing out the request. epAliveSecs
Range of values:
Default value:

LogFileBufferK Bytes webl ogi c. httpd. | ogFi | e
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Attribute

Description

weblogic.properties

Property Name

L ogFileFlushSecs

Frequency (seconds) with which the log file
should be flushed.

Range of values:

webl ogic. httpd. | ogFile

Fl ushSecs

Default value:

L ogFileFormat The format of the HTTP log file, common or webl ogi c. httpd. | ogFile
extended. For mat
Range of values:
Default value:

LogFileName The HTTP request log file. webl ogi c. httpd. | ogFil e
Range of values: Nare
Default value:

L ogRotationPeriodMins webl ogi c. htt pd. | ogRot a
Range of values ti onPeri odM ns
Default value:

LogRotationTimeBegin webl ogi c. htt pd. | ogRot a
Range of values: ti onPeri odM ns */
Default value:

LogRotationType webl ogi c. htt pd. | ogRot a
Range of values: tionType
Default value:

L oggingEnabled webl ogi c. htt pd. enabl eL
Range of values: ogFile
Default value:

MaxL ogFileSizeK Bytes webl ogi c. htt pd. maxLogF

Range of values:

i | eSi zeKByt es

Default value:
MaxPostSize
Range of values:
Default value:
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Attribute Description weblogic.properties
Property Name

MaxPostTimeSecs
Range of values:
Default value:

Name The name of the MBean.
Range of values: String
Default value: N/A

Notes Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

PostTimeoutSecs Timeout (in seconds) for reading HTTPPOST  webl ogi c. htt pd. post Tim
datain a servlet request. eout Secs

Range of values:
Default value:

Targets Returns targets on which this deployment is
deployed.

Range of values:
Default value:

URLResource webl ogi c. htt pd. URLReso

Range of values: urce

Default value:

WAPEnNabled
Range of values:
Default value:
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Cluster

Attribute Description weblogic.properties
Property Name

ClusterAddress The address to be used by clients to connect to
this cluster. This address may be either aDNS
host name that maps to multiple I P addresses or
acomma separated list of single address host
names or | P addresses.

Range of values: This address may be either
aDNS host name that maps to multiple IP
addresses or a comma separated list of

single address host names or |P addresses.

Default value: Null

DefaultLoadAlgorithm The agorithm by which the load isdistributed. webl ogi c. cl ust er. def au
When the last server has been assigned a | t LoadAl gorithm
transaction, the load comes back to the starting
server.

Range of values: Round Robin, Weight-based
Round Robin, Random, and Parameter-based
Routing

Default value: Round Robin

MulticastAddress The multicast address used by cluster members webl ogi c. cl uster. mul ti
to communicate with each other. Well-formed  cast Addr ess
IP address.

Range of values:
Default value:

MulticastSendDelay The number of millisecondsto delay sending
message fragments over multicast.

Range of values: Integer
Default value: 12

328 BEAWebLogic Server Configuration Reference


config.html#Cluster

Machine

Attribute Description weblogic.properties
Property Name
MulticastTTL The number of network hops that a cluster webl ogi c. cluster.nul ti
multicast message is allowed to travel. cast TTL
Range of values: Integer. Minimum valueis 1
and the maximum value is 255, inclusive. 1
restricts the cluster to one subnet.
Default value: 1
Name The name of the MBean.
Range of values: String
Thecluster name can be up to 256 alphanumeric
characters, but may not contain commas or
spaces.
Default value: N/A
Notes Optional user-supplied information about this
configuration MBean.
Range of values: alphanumeric string
Default value: Null
Servers The servers that have declared membership in

this cluster.
Range of values: List
Default value: Null

Machine

Attribute

Description weblogic.properties
Property Name

Addresses

The addresses by which the machine is known.
Range of values:
Default value:
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Attribute

Description

weblogic.properties
Property Name

Name

The name of the MBean.
Range of values: String
Default value: N/A

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: a phanumeric string
Default value: Null

StartdPort

The port number that thest ar t d isconfigured
to run on this machine.

Range of values:
Default value:
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UnixMachine

This element represents a machine that is running the UNIX operating system. It
extends MachineM Bean with properties specific to the UNIX platform.

For moreinformation about how to use the Administration Consoleto set the attributes
for configuring and managing machines, see the UnixMachine Console help at
http://e-docs. bea. coml W s/ docs60/ Consol eHel p/ uni xmachi ne. ht m .

Attribute

Description weblogic.properties
Property Name

Addresses

The addresses by which the machine is known.
Range of values:
Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

PostBindGID

The UNIX GID aserver running on this webl ogi c. system nonPri
machine will run under after it hascarriedout  vG oup

al privileged startup actions.

Range of values: Unix GID or null

Default value: null

BEA WebL ogic Server Configuration Reference 3-31


config.html#UnixMachine
http://e-docs.bea.com/wls/docs60/ConsoleHelp/unixmachine.html
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Attribute

Description

weblogic.properties
Property Name

PostBindGIDEnabled

This attribute allows the user to enable or
disable the post-bind GID.

Range of values: Boolean
True = Selected

False = Not Selected
Default value: Not Selected

weblogic.system.enableSetGID

PostBindUID

The UNIX UID aserver running on this
machine will run under after it has carried out
all privileged startup actions.

Range of values: Unix UID or null

Default value: null

webl ogi c. system nonPri
vUser

PostBindUIDEnabled

This attribute allows the user to enable or
disable the post-bind UID.

Range of values: Boolean
True = Selected

False = Not Selected
Default value: Not Selected

webl ogi c. system enabl e
Set Ul D

StartdPort

The port number that thest ar t d isconfigured
to run on this machine.

Range of values:
Default value:
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Application

Attribute

Description weblogic.properties
Property Name

Deployed

Deploy or undeploy the entire application. All
of the application’s components will be
deployed or undeployed on their respective
roles. Setting deployed to be true on an
application that is already deployed is a no-op.
Likewise, setting deployed to be false on an
application that is not deployed is ano-op.

Range of values:
Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

Path

The path pointing to the application’sEARfile,
relative to the Administration Server'sfile
system.

Range of values:
Default value:
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EJBComponent

Attribute Description weblogic.properties
Property Name
Application The name of the application thiscomponentisa
part of. Thisis guaranteed to never be null.
Range of values:
Default value:
ExtraRmicOptions The extra options passed to rmic during
server-side generation. The default value for
this attribute must be null. If no
ExtraRmicOptions are specified on the EJB
Component, the default will be pulled from
Server.ExtraRmicOptions.
Range of values:
Default value:
JavaCompiler The path to the Java compiler (such as“g” or

“javac”) to use to compile EJBs.

If no Java Compiler is specified on the
EJBComponent, the default will be pulled from
Server.JavaCompiler.

Range of values:
Default value: Null

JavaCompil erPostClassPat
h

Range of values:
Default value:

JavaCompilerPreClassPath

The options to prepend to the Java compiler
classpath when compiling Java code.

Range of values:
Default value:
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EJBComponent

Attribute

Description weblogic.properties
Property Name

KeepGenerated

Range of values:
Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

Targets

The targets on which this deployment is
deployed.

Range of values:

Default value:

TmpPath

The temporary directory where generated files
are stored by gjbc.

Range of values:
Default value:
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WebAppComponent

Attribute Description weblogic.properties
Property Name
Application Theapplicationthiscomponentisapart of. This
is guaranteed to never be null.
Range of values:
Default value:
AuthRealmName webl ogi c. htt pd. aut hRea

Range of values:
Default value:

| mMNane

IndexDirectoryEnabled

Return whether or not to automatically generate
an HTML directory listing if no suitable index
fileisfound.

Range of values:

webl ogi c. htt pd. i ndexDi
rectories

Default value:
Name The name of the MBean.
Range of values: String
Default value: N/A
Notes Optional user-supplied information about this
configuration MBean.
Range of values: al phanumeric string
Default value: Null
ServletExtensionCaseSensi webl ogi c. htt pd. servl et
tive Range of values: . ext ensi onCaseSensitiv
e
Default value:
ServletReloadCheck Secs webl ogi c. htt pd. servl et

Range of values:
Default value:

. rel oadCheckSecs
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WebAppComponent

Attribute Description weblogic.properties
Property Name

SessionMonitoringEnabled  If true, runtime Mbeans will be created for
sessions, otherwise, they will not.

Range of values:
Default value:

SingleThreadedServletPoo webl ogi c. htt pd. servl et
. Si ngl eThr eadedMbdel Po

ISize Range of values: :
ol Si ze */

Default value:

Targets The targets on which this deployment is
deployed.
Range of values:
Default value:
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FileRealm

Attribute

Description

weblogic.properties
Property Name

MaxACLs

The maximum number of (positive) ACLs that
the file-based provider supports.

Range of values:
Default value:

MaxGroups

The maximum number of groups that the
file-based provider supports.

Range of values:
Default value:

MaxUsers

The maximum number of usersthat the
file-based provider supports.

Range of values:
Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: aphanumeric string
Default value: Null
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NTRealm

Attribute Description weblogic.properties
Property Name
Name The name of the MBean.
Range of values: String
Default value: N/A
Notes Optional user-supplied information about this

configuration MBean.
Range of values: alphanumeric string
Default value: Null

PrimaryDomain

The Windows NT Primary Domain Controller
where users and groups are defined for the
domain. You can set the property to "." if the
local computer (where the WebL ogic Server
executes) isthe Primary Domain Controller.

Range of values:
Default value:

webl ogi c. security.ntre
al m domai n

RealmClassName

Theream’sjava class name.Typically, this
class name is hard-coded in a custom Mbean
implementation of a specific realm’s Mbean
interface that extends this interface.

Range of values:

Default value:
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UnixRealm

Attribute Description weblogic.properties
Property Name

AuthProgram The Authentication program path. The webl ogi c. security. unix
authentication program must run setuid root. If ~ r eal m aut hProgr am
the program nameiswl aut h andisin the path
of weblogic server, leave this property blank. If
theprogram nameisdifferent thanwl aut h, or
if it isnot in the path, specify this property.
Range of values:
Default value: Null

Name The name of the MBean.
Range of values: String
Default value: N/A

Notes Optional user-supplied information about this
configuration MBean.

Range of values: a phanumeric string
Default value: Null

RealmClassName The realm’sjava class name. Typicadly, this
class name is hard-coded in a custom Mbean
implementation of a specific rem’s Mbean
interface which extends this interface.

Range of values:

Default value:
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JMSServer

Attribute

Description weblogic.properties
Property Name

BytesMaximum

The maximum number of bytes that can be
stored in the IMS Server at any onetime. A
value of zero means thereis no limit.

Range of values:
Default value:

BytesThresholdHigh

Range of values:
Default value:

BytesThresholdL ow

If there is athreshold condition and the number
of bytes stored in the IMS Server drops below

this value, then the condition is cleared and an

event is generated.

Range of values:
Default value:

MessagesM aximum

Range of values:
Default value:

MessagesThresholdHigh

The value of MessagesThresholdHigh. If there
is no threshold condition and the number of
messages stored inthe IMS Server exceedsthis
value, then the condition is set and an event is
generated.

Range of values:

Default value:

BEA WebL ogic Server Configuration Reference 3-41


config.html#UnixRealm
config.html#JMSServer

3 config.xml Elements and Attributes

Attribute Description weblogic.properties
Property Name

MessagesT hresholdLow The value of MessagesThresholdLow. If there
isathreshold condition and the number of
messages stored in the IM S Server drops bel ow
this value, then the condition is cleared and an
event is generated.
Range of values:
Default value:

Name The name of the MBean.
Range of values: String
Default value: N/A

Notes Optional user-supplied information about this
configuration MBean.
Range of values: a phanumeric string
Default value: Null

Store Thebacking storefor the IM Sserver. A backing
store may only be used by one IMS server.
Range of values:
Default value:

Targets Returns targets on which this deployment is

deployed.
Range of values:
Default value:

TemporaryTemplate

Thetemporary template that isused to create all
temporary destinations on this IMS Server. The
attributes for the temporary destinations are
derived from the template. If no temporary
template is defined for the IM S server, then
temporary destinations receive the default
values for destinations.

Range of values:
Default value:
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JMSSessionPool

Attribute Description weblogic.properties
Property Name

AcknowledgeMode

ConnectionFactory The JNDI name of the connection factory for
the session pool.

Range of values:
Default value:

ListenerClass The listener class of the SessionPool.
Range of values:
Default value:

Name The name of the MBean.
Range of values: String
Default value: N/A

Notes Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

SessionsM aximum The maximum number of sessions allowed for
the SessionPool.

Range of values:
Default value:

Transacted The SessionPool to be transacted or
non-transacted.

Range of values:
Default value:
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JMSConnectionConsumer

Attribute Description weblogic.properties
Property Name

Destination The JNDI name of the destination for this
connection consumer.

Range of values:
Default value:

M essagesM aximum The maximum number of messages that the
connection consumer may load at onetime into
a ServerSessions session.

Range of values:
Default value:

Name The name of the MBean.
Range of values: String
Default value: N/A

Notes Optional user-supplied information about this
configuration MBean.

Range of values: aphanumeric string
Default value: Null

Selector The defined selector of the connection
consumer.

Range of values:
Default value:
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JMSTopic

JMSTopic

Attribute

Description weblogic.properties
Property Name

BytesMaximum

Range of values:
Default value:

BytesThresholdHigh

The value of bytesThresholdHigh. If thereisno
threshold condition and the number of bytes
stored in the destination exceedsthisvalue, then
the condition is set and an event is generated.

Range of values:
Default value:

BytesThresholdL ow

The value of BytesThresholdLow. If thereisa
threshold condition and the number of bytes
stored in the destination drops below thisvalue,
then the condition is cleared and an event is
generated.

Range of values:
Default value:

DdliveryModeOverride

Range of values:
Default value:

Destinations

A read-only array of the Destinations for the
template.

Range of values:
Default value:

JNDIName

The INDI name of a destination.
Range of values:
Default value:
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Attribute

Description

weblogic.properties
Property Name

M essagesM aximum

The value of MessagesMaximum. Thisisthe
maximum number of messages that can be
stored in the destination at any onetime. A
value of zero means thereisno limit.

Range of values:

Default value:

MessagesThresholdHigh

Range of values:
Default value:

MessagesT hresholdLow

Thevalue of messagesT hresholdLow. If thereis
athreshold condition and the number of
messages stored in the destination drops below
this value, then the condition is cleared and an
event is generated.

Range of values:
Default value:

MulticastAddress

The multicast address used by the destination
well-formed | P address.

Range of values: The valid range of
multicast addressesis from 224.0.0.1 to
239.255.255.255

Default value:

MulticastPort

The multicast port for the destination.
Range of values:
Default value:

MulticastTTL

The number of network hops that a multicast
message is allowed to travel.

Range of values: The minimum value is 1 and
the maximum valueis 255, inclusive. 1 restricts
the message to one subnet.

Default value:
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Attribute Description weblogic.properties
Property Name
Name The name of the MBean.
Range of values: String
Default value: N/A
Notes Optional user-supplied information about this

configuration MBean.
Range of values: alphanumeric string
Default value: Null

PriorityOverride

Range of values:

Default value:
StoreEnabled
Range of values:
Default value:
Template The template for this destination.

Range of values:
Default value:

TimeToLiveOverride

Range of values:
Default value:
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JMSDestinationKey

Attribute Description weblogic.properties
Property Name
Direction
Range of values:
Default value:
KeyType
Range of values:
Default value:
Name The name of the MBean.
Range of values: String
Default value: N/A
Notes Optional user-supplied information about this
configuration MBean.
Range of values: al phanumeric string
Default value: Null
Property The property name for this key.

Range of values:
Default value:
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JMSQueue

JMSQueue

Attribute

Description weblogic.properties
Property Name

BytesMaximum

Range of values:
Default value:

BytesThresholdHigh

The value of bytesThresholdHigh. If thereisno
threshold condition and the number of bytes
stored in the destination exceedsthisvalue, then
the condition is set and an event is generated.

Range of values:
Default value:

BytesThresholdLow

The value of bytesThresholdLow. If thereisa
threshold condition and the number of bytes
stored in the destination drops below thisvalue,
then the condition is cleared and an event is
generated.

Range of values:

Default value:

DdliveryModeOverride

Range of values:
Default value:

Destinations

A read-only array of the Destinations for the
template.

Range of values:
Default value:

JNDIName

The INDI name of a destination.
Range of values:
Default value:
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Attribute

Description

weblogic.properties
Property Name

M essagesM aximum

The maximum number of messages that can be
stored in the destination at any onetime. A
value of zero meansthereis no limit.

Range of values:
Default value:

MessagesThresholdHigh

Range of values:
Default value:

MessagesT hresholdLow

If thereis athreshold condition and the number
of messages stored in the destination drops
below this value, then the condition is cleared
and an event is generated.

Range of values:
Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: a phanumeric string
Default value: Null

PriorityOverride

Range of values:

Default value:
StoreEnabled
Range of values:
Default value:
Template The template for this destination.

Range of values:
Default value:
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Attribute Description weblogic.properties
Property Name

TimeToLiveOverride
Range of values:
Default value:

BEA WebL ogic Server Configuration Reference 3-51



3 config.xml Elements and Attributes

JMSConnectionFactory

Attribute

Description weblogic.properties
Property Name

AllowCloselnOnMessage

webl ogi c. j ms. Connecti o

Range of values: nFact or yAr gs
Default value:
Clientld The client ID for a durable subscriber. webl ogi c. j ms. Connecti o
Range of values: nFact or yAr gs
Default value:

DefaultDeliveryMode

webl ogi c. j ms. Connecti o
Range of values: nFact or yAr gs
Default value:

DefaultPriority

Range of values:
Default value:

DefaultTimeToLive

Range of values:
Default value:

IJNDIName

The JNDI name of the IMS ConnectionFactory. webl ogi c. j ms. Connecti o
Range of values: nFact or yName
Default value:

M essagesM aximum

Range of values:
Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A
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JMSConnectionFactory

Attribute Description weblogic.properties
Property Name

Notes Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

OverrunPolicy
Range of values:
Default value:
Targets Returns targets on which this deployment is
deployed.
Range of values:
Default value:
TransactionTimeout webl ogi c. j ns. Connecti o
Range of values: nFact or yAr gs
Default value:
UserTransactionsEnabled webl ogi c. j ns. Connecti o

Range of values: nFact or yAr gs

Default value:
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JMSFileStore

Attribute Description weblogic.properties
Property Name
Directory Sets directory for file-based store.
Range of values:
Default value:
Name The name of the MBean.
Range of values: String
Default value: N/A
Notes Optional user-supplied information about this

configuration MBean.
Range of values: alphanumeric string
Default value: Null

JMSTemplate

Attribute

Description

weblogic.properties
Property Name

BytesMaximum

Range of values:
Default value:

BytesThresholdHigh

The value of bytesThresholdHigh. If thereisno
threshold condition and the number of bytes
stored inthe destination exceedsthisvalue, then
the condition is set and an event is generated.
Range of values:

Default value:
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JMSTemplate

Attribute

Description weblogic.properties
Property Name

BytesThresholdL ow

The value of bytesThresholdLow. If thereisa
threshold condition and the number of bytes
stored in the destination drops below thisvalue,
then the condition is cleared and an event is
generated.

Range of values:
Default value:

DeliveryModeOverride

Range of values:
Default value:

MessagesM aximum

The value of messagesMaximum. Thisisthe
maximum number of messages that can be
stored in the destination at any onetime. A
value of zero means there is no limit.

Range of values:

Default value:

MessagesThresholdHigh

Range of values:
Default value:

MessagesT hresholdLow

Thevalue of messagesThresholdLow. If thereis
athreshold condition and the number of
messages stored in the destination drops below
this value, then the conditionis cleared and an
event is generated.

Range of values:
Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A
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Attribute Description weblogic.properties
Property Name

Notes Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

PriorityOverride
Range of values:
Default value:

TimeToLiveOverride
Range of values:
Default value:
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JMSJDBCStore

Attribute Description weblogic.properties
Property Name
ConnectionPool The JDBC Connection Pool for this backing webl ogi c. j ns. connecti o
store. nPool
Range of values:
Default value:
Name The name of the MBean.

Range of values: String
Default value: N/A

Notes Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

PrefixName The prefix name of IMS tables in this backing
store.

Range of values:
Default value:

webl ogi c. j ns. t abl eNane
Prefix

JDBCTxDataSource

Attribute Description

weblogic.properties
Property Name

EnableTwoPhaseCommit
Range of values:
Default value:
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3 config.xml Elements and Attributes

Attribute Description weblogic.properties
Property Name
JINDIName
Range of values:
Default value:
Name The name of the MBean.
Range of values: String
Default value: N/A
Notes Optional user-supplied information about this
configuration MBean.
Range of values: alphanumeric string
Default value: Null
PoolName
Range of values:
Default value:
Targets Returns targets on which this deployment is

deployed.
Range of values:
Default value:
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XMLRegistry

Attribute Description weblogic.properties
Property Name

DocumentBuilderFactory ~ Theclassnameof the default Document Builder
Factory.

Range of values:
Default value:

Name The name of the MBean.
Range of values: String
Default value: N/A

Notes Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

SA X ParserFactory The class name of the default SAX Parser
Factory.

Range of values:
Default value:

XMLRegistryEntry

Attribute Description weblogic.properties
Property Name

DocumentBuilderFactory ~ Theclassnameof the DocumentBuilderFactory
that is associated with the registry entry.

Range of values:
Default value:
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Attribute

Description

weblogic.properties
Property Name

EntityPath

The path name to alocal copy of an external
entity (such as, aDTD) that is associated with
this registry entry. This pathnameisrelative to
one of the XML registry directories of the
installation.

Range of values:
Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: a phanumeric string
Default value: Null

ParserClassName

The class name of any custom XML parser that
is associated with the registry entry.

Range of values:
Default value:

Publicld

Thepublic 1D of the document type represented
by thisregistry entry.

Range of values:
Default value:

RootElementTag

The tag name of the document root element of
the document type represented by this registry
entry.

Range of values:

Default value:

SAXParserFactory

Setsa SAXParserFactory that isassociated with
the registry entry.

Range of values:
Default value:
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Attribute Description weblogic.properties
Property Name
Systemid The system ID of the document type
represented by thisregistry entry.
Range of values:
Default value:
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StartupClass

Attribute Description weblogic.properties
Property Name
Arguments
Range of values:
Default value:
ClassName
Range of values:
Default value:
Failurel sFatal
Range of values:
Default value:
Name The name of the MBean.
Range of values: String
Default value: N/A
Notes Optional user-supplied information about this
configuration MBean.
Range of values: aphanumeric string
Default value: Null
Targets Returns targets on which this deployment is

deployed.
Range of values:
Default value:
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Shutdowndlass

ShutdownClass

Attribute Description weblogic.properties
Property Name
Arguments
Range of values:
Default value:
ClassName
Range of values:
Default value:
Name The name of the MBean.
Range of values: String
Default value: N/A
Notes Optional user-supplied information about this
configuration MBean.
Range of values: alphanumeric string
Default value: Null
Targets Returns targets on which this deployment is

deployed.
Range of values:
Default value:
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DomainLogFilter

Attribute

Description

weblogic.properties
Property Name

Name

The name of the MBean.
Range of values: String
Default value: N/A

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: al phanumeric string
Default value: Null

SeverityL evel

The minimum severity of a message which
qualifiesthisfilter. All messages with given
severity and higher, qualify. The ascending
order of severitiesis:

INFO
WARNING
ERROR
NOTICE
CRITICAL
ALERT
EMERGENCY

For numeric values refer to
weblogic.logging.Severities.
Range of values:

Default value:

N o g kMw DR

SubsystemNames

If none are specified, messages from all
subsystems qualify.

Range of values:
Default value:
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DomainLogFilter

Attribute Description weblogic.properties
Property Name
Userlds If no IDs are specified, messages from al user
IDs qualify.
Range of values:
Default value:
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VirtualHost

Attribute Description weblogic.properties
Property Name

Charsets webl ogi c. htt pd. char set
Range of values: S
Default value:

ClusteringEnabled webl ogi c. httpd. cl uster
Range of values: ing. enabl e
Default value:

DefaultWebApp webl ogi c. htt pd. def aul t

Range of values:
Default value:

V\ebApp

HttpsK eepAliveSecs

Range of values:
Default value:

webl ogi c. htt pd. https. k
eepAl i veSecs

KeepAliveEnabled

Returns whether or not HTTP keep-alive is
enabled.

Range of values:
Default value:

webl ogi c. htt pd. keepAl i
ve. enabl e

KeepAliveSecs

Range of values:
Default value:

webl ogi c. httpd. http. ke
epAl i veSecs

LogFileBufferK Bytes

Sets HTTP request log buffer size.
Range of values:
Default value:

webl ogic. httpd. | ogFile
Buf f er KByt es

L ogFileFlushSecs

Frequency (seconds) with which the log file
should be flushed.

Range of values: Integer
Default value:

webl ogic. httpd. | ogFile
Fl ushSecs
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VirtualHost

Attribute Description weblogic.properties
Property Name

L ogFileFormat The format of the HTTP log file, common or webl ogi c. httpd. | ogFi | e
extended. For mat
Range of values:
Default value:

LogFileName The HTTP request log file webl ogi c. httpd. | ogFi | e
Range of values: Name
Default value:.

LogRotationPeriodMins webl ogi c. htt pd. | ogRot a
Range of values: tionPeri odM ns
Default value:

LogRotationTimeBegin webl ogi c. htt pd. | ogRot a
Range of values: tionPeriodM ns */
Default value:

LogRotationType webl ogi c. htt pd. | ogRot a
Range of values: tionType
Default value:

L oggingEnabled webl ogi c. htt pd. enabl eL
Range of values: ogFile
Default value:

MaxL ogFileSizeK Bytes webl ogi c. htt pd. maxLogF

Range of values:
Default value:

i | eSi zeKByt es

MaxPostSize

Range of values:
Default value:

MaxPostTimeSecs

Range of values:
Default value:
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Attribute Description weblogic.properties
Property Name

Name The name of the MBean.
Range of values: String
Default value: Null

Notes Optional user-supplied information about this
configuration MBean.

Range of values: a phanumeric string
Default value: Null

PostTimeoutSecs Timeout (in seconds) for reading HTTP POST  webl ogi c. htt pd. post Ti m
datain a servlet request. eout Secs

Range of values: Integer
Default value:

Targets The targets on which this deployment is
deployed.
Range of values:
Default value:

URLResource webl ogi c. htt pd. URLReso
Range of values: urce
Default value:

VirtualHostNames The host name for which this web server will
serve requests.

Range of values:
Default value:

WA PEnabled
Range of values:
Default value:
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CachingRealm

Attribute Description weblogic.properties
Property Name
ACL CacheEnable webl ogi c. security.real
Range of values: m cache. acl . enabl e
Default value:
ACLCacheSize webl ogi c. security.real
Range of values: m cache. acl . si ze
Default value:
ACLCacheTTLNegative webl ogi c. security.real
Range of values: m cache. acl . ttl. negati
ve
Default value:
ACLCacheTTLPositive  ACL positive time-to-live in seconds. webl ogi c. security.real
Range of values: m cache. acl . ttl. positi
ve
Default value:
AuthenticationCacheEna webl ogi c. security.real
ble m cache. aut h. enabl e

Range of values:
Default value:

AuthenticationCacheSize

Range of values:

webl ogi c. security. real
m cache. aut h. si ze

Default value:
AuthenticationCacheTTL  Authentication negative time-to-livein webl ogi c. security.real
Negative seconds. m cache. aut h. tt1. negat
Range of values: rve
Default value:
AuthenticationCacheT TL webl ogi c. security.real
Positive m cache. auth. ttl. posit

Range of values:
Default value:

ive
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Attribute Description weblogic.properties
Property Name
BasicRealm
Range of values:
Default value:
CacheCaseSensitive webl ogi c. security.real
Range of values: m cache. caseSensitive
Default value:
GroupCacheEnable webl ogi c. security.real
Range of values: m cache. gr oup. enabl e
Default value:
GroupCacheSize webl ogi c. security.real
Range of values: m cache. gr oup. si ze
Default value:
GroupCacheT TLNegativ webl ogi c. security. real
e Range of values: m cache. group.ttl.nega
tive
Default value:
GroupCacheT TL Positive webl ogi c. security.real

Range of values:
Default value:

m cache. group. ttl. posi
tive

GroupMembershipCache
TTL

Group membership cache time-to-livein
seconds.

Range of values:

webl ogi c. security. grou
pCacheTTL

Default value:
Name The name of the MBean.
Range of values: String
Default value: N/A
Notes Optional user-supplied information about this

configuration MBean.
Range of values: al phanumeric string
Default value: Null
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Attribute Description weblogic.properties
Property Name
PermissionCacheEnable  Set to true if permission cacheis enabled. webl ogi c. security.real
Range of values: m cache. perm enabl e
Default value:
PermissionCacheSize webl ogi c. security.real
Range of values: m cache. perm si ze
Default value:
PermissionCacheTTLNe webl ogi c. security.real
gative Range of values: m cache. perm ttl. negat
ive
Default value:
PermissionCacheTTL Pos webl ogi c. security.real
itive Range of values: m cache. permttl. posit
ive
Default value:
UserCacheEnable Set to trueif user cache is enabled. webl ogi c. security.real
Range of values: m cache. user. enabl e
Default value:
UserCacheSize webl ogi c. security.real
Range of values: m cache. user. si ze
Default value:
UserCacheT TLNegative webl ogi c. security.real
Range of values: m cache. user.ttl . negat
ive
Default value:
UserCacheT TL Positive webl ogi c. security.real

Range of values:
Default value:

m cache. user.ttl . posit
ive
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CustomRealm

Attribute Description weblogic.properties
Property Name

ConfigurationData Generic placeholder for the custom realm’s
configuration data.

Range of values:
Default value:

Name The name of the MBean.
Range of values: String
Default value: N/A
Range of values:
Default value:

Notes Optional user-supplied information about this
configuration MBean.

Range of values: al phanumeric string
Default value: Null

RealmClassName
Range of values:
Default value:
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LDAPRealm

LDAPRealm

Attribute Description weblogic.properties
Property Name
AuthProtocol Set the authentication protocol to simple for webl ogi c. security.|dap
simple password authentication, CRAM-MD5  real m aut henti cati on
for a secure handshake authentication protocol,
or none for no authentication. Netscape
Directory Server supports CRAM-MDS5.
Microsoft Site Server and Novell NDS support
simple.
Range of values:
Default value:
Credential webl ogi c. security.|dap
Range of values: real mcredenti al
Default value:
GroupDN Set this property to the list of attributes that, webl ogi c. security.|dap

when combined with the attribute named in the
GroupNameAttribute property, uniquely
identifies an individual.

Range of values:

Default value:

real m gr oupDN

Groupl sContext

Specifieshow group membershipisrecorded in
the LDAP server. Set to trueif each group entry
contains one user. Set to false if thereisone
group entry containing an attribute for each
group member.

Range of values:
Default value:

webl ogi c. security. | dap
real m gr oupl sCont ext

GroupNameAttribute

Set this property to the attribute that identifies
the name of agroup. It isusually the common
name.

Range of values:
Default value:

webl ogi c. security. | dap
real m groupNaneAttri bu
te
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Attribute

Description

weblogic.properties
Property Name

GroupUsernameAttribute

Set this property to the name of the attribute that
contains a group member in agroup entry.

Range of values:

webl ogi c. security. | dap
real m groupUser naneAt t
ribute

Default value:
LDAPURL The URL for the LDAP server. webl ogi c. security.|dap
Range of values: real murl
Default value:
L dapProvider webl ogi c. security.|dap
Range of values: real mfactory
Default value:
Name The name of the MBean.
Range of values: String
Default value: N/A
Notes Optional user-supplied information about this
configuration MBean.
Range of values: a phanumeric string
Default value: Null
Principal webl ogi c. security.|dap
Range of values: real m princi pal
Default value:
RealmClassName The realm’ s java class name.Typicaly, this
class name is hard-coded in a custom Mbean
implementation of a specific reAm’s Mbean
interface which extends this interface.
Range of values:
Default value:
SSLEnable webl ogi c. security.|dap

Range of values:
Default value:

real m ssl
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Attribute

Description

weblogic.properties
Property Name

UserAuthentication

Range of values:
Default value:

webl ogi c. security. | dap
real muser Aut henti cati
on

UserDN

Range of values:
Default value:

webl ogi c. security. | dap
real m user DN

UserNameAttribute

Range of values:
Default value:

webl ogi c. security. | dap
real muser NaneAttri but
e

UserPasswordAttribute

If the userAuthenitcationProperty is set to
“local”, then this property is used to find out
which property in the LDAP user objects
contains the user’ s password.

Range of values:

Default value:

webl ogi c. security. | dap
real m user Passwor dAt t r
i bute
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RDBMSRealm

Attribute

Description

weblogic.properties
Property Name

DatabaseDriver

Range of values:
Default value:

DatabasePassword

The database password required for login.
Range of values:
Default value:

DatabaseURL

Range of values:
Default value:

DatabaseUserName

Range of values:
Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: a phanumeric string
Default value: Null

RealmClassName

The realm’s java class name.
Range of values:
Default value:

SchemaProperties

Specifies the schema properties for
manipulating the database.

Range of values:
Default value:
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WLECConnectionPool

WLECConnectionPool

Attribute

Description weblogic.properties
Property Name

ApplicationPassword

Range of values:
Default value:

CertificateAuthenticationE
nabled

Set to true to enable certificate-based
authentication.

Range of values:
Default value:

FailoverAddresses

Thelist of failover ISL addresses.
Range of values:
Default value:

MaximumEncryptionLevel

Maximum encryption level.
Range of values:
Default value:

MaximumPool Size

Range of values:
Default value:

MinimumEncryptionLevel

Minimum encryption level.
Range of values:
Default value:

MinimumPool Size

Initial number of 11OP connections.
Range of values:
Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A
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Attribute

Description

weblogic.properties
Property Name

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

PrimaryAddresses

Thelist of primary ISL addresses.
Range of values:
Default value:

SecurityContextEnabled

Range of values:
Default value:

Targets

The targets on which this deployment is
deployed.

Range of values:
Default value:

UserName

Range of values:
Default value:

UserPassword

Password for the username user.
Range of values:
Default value:

UserRole

WebL ogic Enterprise user role.
Range of values:
Default value:

WLEDomain

Range of values:
Default value:
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JoltConnectionPool

Attribute Description weblogic.properties
Property Name

ApplicationPassword
Range of values:
Default value:

FailoverAddresses The list of failover JSL addresses.
Range of values:
Default value:

MaximumPool Size
Range of values:
Default value:

MinimumPool Size Initial number of JCP connections.
Range of values:
Default value:

Name The name of the MBean.
Range of values: String
Default value: N/A

Notes Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

PrimaryAddresses Thelist of primary JSL addresses.
Range of values:
Default value:

RecvTimeout

Range of values:
Default value:
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Attribute Description weblogic.properties
Property Name
SecurityContextEnabled
Range of values:
Default value:
Targets The targets on which this deployment is
deployed.
Range of values:
Default value:
UserName
Range of values:
Default value:
UserPassword Password for the username user.
Range of values:
Default value:
UserRole

Range of values:
Default value:
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JDBCConnectionPool

Attribute

Description weblogic.properties
Property Name

ACLName

Range of values:
Default value:

Capacitylncrement

Range of values:
Default value:

DriverName

Range of values:
Default value:

Initial Capacity

Range of values:
Default value:

LoginDelaySeconds

The number of second to delay between logins
when creating the pool.

Range of values:
Default value:

MaxCapacity

The maximum number of connections.
Range of values:
Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null
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Attribute Description weblogic.properties
Property Name
Properties The list of properties passed to the driver.
Range of values:
Default value:
RefreshMinutes

Range of values:
Default value:

ShrinkPeriodMinutes

Range of values:
Default value:

ShrinkingEnabled

Range of values:
Default value:

SupportsLocal Transaction

Appliesto XA connection poolsonly, and is
ignored for non-XA driver. Whether the XA

driver supports SQL with no global transaction.

Range of values:
Default value:

Targets

The targets on which this deployment is
deployed.

Range of values:
Default value:

TestConnectionsOnReleas
e

Range of values:
Default value:

TestConnectionsOnReserv
e

Range of values:
Default value:
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Attribute Description weblogic.properties
Property Name

TestTableName

Range of values:

Default value:
URL The database connection URL.

Range of values:

Default value:
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JDBCDataSource

Attribute Description weblogic.properties
Property Name
JINDIName
Range of values:
Default value:
Name The name of the MBean.
Range of values: String
Default value: N/A
Notes Optional user-supplied information about this
configuration MBean.
Range of values: alphanumeric string
Default value: Null
PoolName
Range of values:
Default value:
Targets The targets on which this deployment is

deployed.
Range of values:
Default value:
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JDBCMultiPool

JDBCMultiPool

Attribute

Description weblogic.properties
Property Name

ACLName

The ACL list for this meta pool.
Range of values:
Default value:

HighAvail

Whether high availability is used in this meta
pool.

Range of values:
Default value:

LoadBalance

Sets load balancing for this meta pool.
Range of values:
Default value:

Name

The name of the MBean.
Range of values: String
Default value: N/A

Notes

Optional user-supplied information about this
configuration MBean.

Range of values: alphanumeric string
Default value: Null

PoolList

Defines the connection pools in the meta poal.
Range of values:
Default value:

Targets

The targets on which this deployment is
deployed.

Range of values:
Default value:
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FileT3

Attribute Description weblogic.properties
Property Name

Name The name of the MBean.
Range of values: String
Default value: N/A

Notes Optional user-supplied information about this
configuration MBean.

Range of values: al phanumeric string
Default value: Null

Path The File T3 path.
Range of values:
Default value:

Targets The targets on which this deployment is
deployed.

Range of values:
Default value:

MailSession

Attribute Description weblogic.properties
Property Name

JNDIName
Range of values:
Default value:
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MailSession

Attribute Description weblogic.properties
Property Name
Name The name of the MBean.
Range of values: String
Default value: N/A
Notes Optional user-supplied information about this
configuration MBean.
Range of values: alphanumeric string
Default value: Null
Properties
Range of values:
Default value:
Targets The targets on which this deployment is

deployed.
Range of values:
Default value:

BEA WebL ogic Server Configuration Reference 3-87



3 config.xml Elements and Attributes

3-88  BEAWebLogic Server Configuration Reference



WebLogic Properties
Mapping

Thewebl ogi c. properti es fileisnolonger supported. Earlier releases of WebL ogic
Server provided awebl ogi c. properti es filefor configuring applications. In
WebL ogic Server 6.0, configuration of applicationsis handled through XML
descriptor files and the Administration Console.

For details about converting awebl ogi c. properti es file from an earlier version of
WebL ogic Server to the appropriate XML descriptor files, see the Release Notes at
http://e-docs. bea. coml W s/ docs60/ notes/ mgrate. htmn .

The weblogic.properties Mapping Table in the Release Notes at

http://e-docs. bea. comw s/ docs60/ not es/ mi grat e. ht M #Pr operti esMap
pi ng shows which WebL ogic Server 6.0 attribute handles the function formerly
performed by which webl ogi c. properti es property, and the associated
Administration Console label.
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