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About This Document

This document introduces the BEA WebL ogic Server™ Administration Console
features and the procedures used in the administration of a BEA WebL ogic Server
domain.

The document is organized as follows:
m  Thereisone chapter for each node in the Administration Console

m Chapters may include information on the attributes that can be set or about
which information is available in the node, procedures for creating and
deploying entities, and links to additional programming and administrative
information.

Audience

This document is written for Systems Administrators and operators who will be
managing one or more WebL ogic Server domains. It is assumed that readers know
Web technologies.

e-docs Web Site

BEA product documentation is available on the BEA corporate Web site. From the
BEA Home page, click on Product Documentation or go directly to the WebL ogic
Server Product Documentation page at http://e-docs.bea.com/wls/docs61.
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How to Print the Document

Y ou can print acopy of this document from a Web browser, one main topic at atime,
by using the File - Print option on your Web browser.

A PDF version of this document is available on the WebL ogic Server documentation
Home page on the e-docs Web site (and al so on the documentation CD). Y ou can open
the PDF in Adobe Acrobat Reader and print the entire document (or a portion of it) in
book format. To access the PDFs, open the WebL ogic Server documentation Home
page, click Download Documentation, and select the document you want to print.

Adobe Acrobat Reader is available at no charge from the Adobe Web site at
http://www.adobe.com.

Related Information

The BEA corporate Web site provides all documentation for WebL ogic Server.

Contact Us!

Xl

Y our feedback on BEA documentation isimportant to us. Send us e-mail at
docsupport@bea.com if you have questions or comments. Y our comments will be
reviewed directly by the BEA professionals who create and update the documentation.

In your e-mail message, please indicate the software name and version you are using,
aswell asthetitle and document date of your documentation. If you have any questions
about this version of BEA WebL ogic Server, or if you have problemsinstalling and
running BEA WebL ogic Server, contact BEA Customer Support through BEA
WebSupport at http://www.bea.com. Y ou can also contact Customer Support by using
the contact information provided on the Customer Support Card, which isincluded in
the product package.
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When contacting Customer Support, be prepared to provide the following information:

m  Your name, e-mail address, phone number, and fax number

®m Your company name and company address

®m Your machine type and authorization codes

m  The name and version of the product you are using

m A description of the problem and the content of pertinent error messages

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention

Usage

Ctrl+Tab

Keysyou press simultaneously.

italics

Emphasis and book titles.

nonospace
t ext

Code samples, commands and their options, Java classes, data types,
directories, and file names and their extensions. Monospace text also
indicates text that you enter from the keyboard.

Examples:

import java.util.Enuneration;
chrmod u+w *

conf i g/ exanpl es/ appl i cati ons
.java

config. xm

f1 oat

nonospace
italic
t ext

Variablesin code.
Example:
String Customer Nane;
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xlii

Convention

Usage

UPPERCASE Device names, environment variables, and logical operators.
TEXT Examples:

LPT1

BEA_HOME

OR
{} A set of choicesin asyntax line.

Optiona itemsin asyntax line. Example:

java utils.MilticastTest -n nane -a address
[-p portnunber] [-t tineout] [-s send]

Separates mutually exclusive choicesin a syntax line. Example:

java webl ogic.deploy [list]|depl oy| undepl oy| updat e]
password {application} {source}

Indicates one of the following in acommand line:

m  Anargument can be repeated several times in the command line.
m  The statement omits additional optional arguments.

m You can enter additional parameters, values, or other information

Indicates the omission of items from a code example or from a syntax line.

BEA WebL ogic Server Administration Console Online Help



Create a New ACL

1 AcL

The following procedures describe how to use the Administration Console to set the
attributes for creating and managing Acess Control Lists (ACLS). To read more about
ACLSs, please see Managing Security in the Administration Guide.

Create a New ACL

5.

Click the ACLs node in the left pane. The ACLstable displaysin the right-hand
pane showing al the ACLsin the domain.

Enter avaluein the New ACL Namefield.

Click the Create button. A dialog displaysin the right pane showing information
associated with creating anew ACL.

Enter values in the Permission, Grant to User, and Grant to Group fields to
specify what permissions to assign and which users and groups should receive
those permissions. Add a space between multiple valuesin each field.

Click the Update Permission button to create the ACL.

For additional information about creating new ACL s, please see Managing Security in
the Administration Guide.
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1 AcL

Modify an ACL

1. Click the ACLs nodein theleft pane. The ACLstable displaysin the right pane
showing all the ACLsin the domain.

2. Click the name of the ACL you will be modifying.

3. Change valuesin the Permission, Grant to User, and Grant to Group fields to
specify what permissions to assign and which users and groups should receive
those permissions. Add a space between multiple valuesin each field.

4. Click the Update Permission button to modify the ACL.

For additional information about modifying ACLS, please see Managing Security in
the Administration Guide, .
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Permissions

Permissions

Attribut Description Range of Values Default Value
e
Permissio Thisattribute allows a Permissionsinclude Write,  Null
ns certain type of accesstoan  Read, Modify
individual or agroup
Grant to This attribute allows a Permissionsinclude Write,  Null
Users certain type of accesstoan  Read, Modify
individual
Grant to This attribute allows a Permissionsinclude Write,  Null
Groups certaintype of accesstoa  Read, Modify

group

For additional information about ACLS, please see Managing Security in the

Administration Guide.
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2 ACL Permission

2

ACL Permission

The following table describes the attributes you use to set Permissionsin the Acess
Control Lists (ACLS). To read more about ACL s, please see Managing Security in the
Administration Guide.

Permissions

Attribut Description Range of Values Default Value
e
Permissio  This attribute adlows a Permissionsinclude Write,  Null
ns certain type of accesstoan  Read, Modify

individua or a group
Grant to This attribute allows a Permissionsinclude Write,  Null
Users certain type of accesstoan  Read, Modify

individua
Grantto  Thisattribute allowsa Permissionsinclude Write,  Null
Groups certaintype of accesstoa  Read, Modify

group

To read more about ACL s, please see Managing Security in the Administration Guide.
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Install a New Application

3 Applications

The following procedure describes how to use the Administration Console to set the
attributes for installing and deploying a new application. For additional information
about Applications, please see Deploying Applications in the Administration Guide.

Install a New Application

1. Click the Applications node in the left-hand pane. The Applications table displays
in the right pane showing all the applicationsinstalled in the domain.

2. Click the Configure aNew Application link to open the Create a New
Application page.

3. Fill inthe configuration information as follows:
e Enter the name of the application in the Name field.
e Enter the path of the .ear, . jar, or .war application in the Path field.
e Select the Deployment box if you want to deploy the new application.

4. Click the Create button to install the application. The new application is added
under the Applications node in the left pane.

Note that if you have stored applicationsin the conf i g/ mydomai n/ appl i cat i ons
directory, this procedure will automatically deploy them aswell. In production mode,
WebL ogic Server will not detect applications newly placed in the

confi g/ mydomai n/ appl i cati ons directory, but applications that were detected in
the directory before switching to production mode will continue to deploy
automatically.
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3 Applications

For more information about the conf i g/ nydomai n/ appl i cati ons directory, and
application deployment in general, see Deploying Applications in the Administration
Guide

Configuration

Attribut Description Range of Values Default Value
e
Name This attribute reports the String N/A
name of the application.
Path This attribute reports the String N/A
complete path of this
application.
Deployed  This attribute reports the N/A
deployment status of this
application.
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Configuration

Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null

space for optional user aphanumeric string.
supplied information.

For additional information about Applications, please see Deploying Applicationsin
the Administration Guide
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4 Basic Realm

4 Basic Realm

By default, this pane allows the user to sort the objects by the following criteria:

m Name
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Configure a New Caching Realm

5 Caching Realm

The following procedures describe how to use the Administration Console to set the
attributes for configuring and managing Caching Realms. Read about Caching Realms
in Managing Security in the Administration Guide.

Configure a New Caching Realm

1. Clickthe Caching Realmsnodeintheleft pane. The Caching Realmstabledisplays
in the right pane showing all the caching realms defined in the domain.

2. Click the Configure a New Caching Realm text link. A dialog displaysin the
right pane showing the tabs associated with configuring a new caching realm.

3. Enter valuesin the Name and Basic Realm attribute fields. Click the Case
Sensitive Cache checkbox to enable case sensitivity.

4. Click Createto create a caching realm instance with the name you specified in
the Name field. The new instance is added under the Caching Realms node in the
left pane.

5. Click the ACL, Authentication, Groups, Users, and Permission tabs and change
the attribute fields or accept the default values as assigned.

6. Click Apply to save any changes you made.

BEA WebL ogic Server Administration Console Online Help 51


http://e-docs.bea.com/wls/docs61/adminguide/cnfgsec.html

5 cachi ng Realm

Clone a Caching Realm

1. Click the Caching Realmsnodeintheleft pane. The Caching Realmstabledisplays
in the right pane showing al the caching realms defined in the domain.

2. Click the Cloneicon in the row of the caching realm you want to clone. A dialog
displaysin the right pane showing the tabs associated with cloning a caching
realm.

3. Enter values in the Name and Basic Realm attribute fields. Click the Case
Sensitive Cache checkbox to enable case sensitivity.

4. Click the Create button in the lower right corner to create a caching realm
instance with the name you specified in the Name field. The new instanceis
added under the Caching Realms node in the |eft pane.

5. Click the ACL, Authentication, Groups, Users, and Permission tabs and change
the attribute fields or accept the default values as assigned.

6. Click Apply to save any changes you made.

Delete a Caching Realm

1. Click the Caching Realmsnodeintheleft pane. The Caching Realmstabledisplays
in the right pane showing al the caching realms defined in the domain.

2. Click the Delete icon in the row of the caching realm you want to delete. A
dialog displaysin the right pane asking you to confirm your del etion request.

3. Click Yesto delete the caching realm. The caching realm icon under the Caching
Realms node is deleted.
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Configuration

Configuration

General
Attribute Description Range of Values Default Value
Name Displays the active String MyCachingRealm
security realm. Thisfield
can not be changed.
Basic Realm The name of the alternate  List None
security realm or custom
security realm being used
with the Caching ream.
Case Sensitive Cache Defines whether the Boolean, True
specified security relmis  gqected = True

case-sensitive. By defaullt,
thisfield is enabled: the
realmiscase-sensitive. To
use aream that is not
case-sendgitive (such asthe
Windows NT and LDAP
security realms), you must
disable thisfield.

Unselected = False
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5 cachi ng Realm

ACL

Attribute Description Range of Values Default Value
Enable ACL Cache Option for enabling the Boolean, True
ACL cache. Selected = True

Unselected = False

ACLCache Size The maximum number of ~ Thisattribute should bea 211
ACL lookupsto cache. prime number for best
lookup performance.

ACLCache TTLPositive ~ Thenumber of secondsto  Integer 60
retain the results of a
successful lookup.

ACLCache TTLNegative Thenumber of secondsto  Integer 10
retain the results of an
unsuccessful lookup.
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Configuration

Authentication
Attribute Description Range of Values Default Value
Enable Authentication Thisattributeis set trueif  Boolean, True
Cache theauthenticationcacheis  sgected = True
enabled. Unselected = False
Authentication Cache This attribute sets the Thisattributeshouldbea 211
Size maximum number of prime number for best
Authenticate requests to lookup performance.
cache.
Authentication Cache This attribute sets the Integer 60
TTLPositive number of secondsto
retain the result of a
successful lookup.
Authentication Cache This attribute sets the Integer 10
TTLNegative number of secondsto
retain the result of an
unsuccessful lookup.
Groups
Attribute Description Range of Values Default Value
Enable Group Cache Thisattributeis set trueif  Boolean, True
group cacheis enabled. Selected = True

Unselected = False
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5 cachi ng Realm

Attribute Description Range of Values Default Value
Group Cache Size This attribute sets the Thisattribute should bea 211
maximum number of prime number for best

Group lookupsto cache.  lookup performance

Group Cache This attribute sets the Integer 60
TTLPositive number of seconds to

retain the result of a

successful lookup.

Group Cache This attribute sets the Integer 10
TTLNegative number of secondsto

retain the result of an

unsuccessful lookup.

Group Membership This attribute sets the Integer 300
Cache TTL number of seconds to

store the members of a

group before updating it.
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Configuration

Users

Attribute Description Range of Values Default Value

Enable User Cache This attributeis set trueif  Boolean, True
user cacheis enabled. Selected = True

Unselected = False

User Cache Size This attribute sets the Thisattribute should bea 211
maximum number of User  prime number for best
lookups to cache. lookup performance.

User Cache TTLPositive  This attribute sets the Integer 60
number of secondsto
retain the result of a
successful lookup.

User Cache TTLNegative  This attribute sets the Integer 10

number of seconds to
retain the result of an
unsuccessful lookup.
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5 cachi ng Realm

Permissions
Attribute Description Range of Values Default Value
Enable Permission Cache Thisattributeis set trueif Boolean, True
permission cacheis Selected = True
enabled. Unselected = False
Permission Cache Size This attribute sets the Thisattribute shouldbea 211
maximum number of prime number for best
Permission lookups to lookup performance.
cache.
Permission Cache This attribute sets the Integer 60
TTLPositive number of seconds to
retain the result of a
successful lookup.
Permission Cache This attribute sets the Integer 10
TTLNegative number of seconds to
retain the result of an
unsuccessful lookup.
Notes
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Configuration

Attribute Description Range of Values Default Value
Notes This attribute providesa  The value must be an Null

space for user supplied alphanumeric string.

information.

Read about Caching Realmsin Managing Security in the Administration Guide.
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6 Sartup and Shutdown Class Deployment

O Startup and Shutdown
Class Deployment

By default, this pane allows the user to sort the objects by the following criteria:

m Name

m Type
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Configure a Cluster

{ Cluster

The following procedures describe how to use the Administration Console to set the
attributes for configuring and managing clusters. For additional information about
clusters, please see Configuring WebL ogic Servers and Clustersin the Administration
Guide and Using WebL ogic Server Clusters.

Configure a Cluster

1. ClicktheClustersnodeintheleft pane. The Clusterstabledisplaysin theright pane
showing al the clusters defined in the domain.

2. Click the Configure a New Cluster link. A dialog displays in the right pane
showing the tabs associated with configuring a new cluster.

3. Enter valuesin the Name, Default Load Algorithm, and Service Age Threshold
attribute fields.

Note: Assign aunique name to the cluster. Each configurable resource in your
WebL ogic environment should have a unique name.

4. Enter avalue for the Cluster Address. Supply acluster address that identifies the
Managed Serversin the cluster. The cluster addressis used in entity and stateless
beans to construct the host name portion of URLSs. If the cluster addressis not set,
EJB handles may not work properly.

For production systems, this address should be a DNS host name that maps to
theindividual 1P addresses of the Managed Servers participating in the cluster.
For development (non-production) systems, this address can be either a DNS
host name or a comma-separated list of single address host names or IP
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7 Cluster

addresses. For more information on the cluster address format, see “ Cluster
Address’ in Using WebLogic Server Clusters.

5. Click the Create button in the lower right corner to create a cluster with the name
you specified in the Name field. The new cluster is added under the Clusters node
in the left pane.

6. Click the Multicast tab and change the Send Delay and TTL attribute fields or
accept the default values as assigned. The valid range of multicast addressesis
from 224.0.0.1 to 239.255.255.255.

7. Click the Apply button in the lower right corner of each tab to save any changes
you made.

Clone a Cluster

1. ClicktheClustersnodeintheleft pane. The Clusterstable displaysin theright pane
showing all the clusters defined in the domain.

2. Click the Cloneicon in the row of the cluster you want to clone. A dialog
displaysin the right pane showing the tabs associated with cloning a cluster.

3. Enter valuesin the Name, Cluster Address, Default Load Algorithm, and Service
Age Threshold attribute fields

4. Click the Clone button in the lower right corner to create a cluster instance with
the name you specified in the Name field. The new instance is added under the
Clusters node in the left pane.

5. Click the Multicast tab and change the attribute fields or accept the default values
as assigned.

6. Click the Apply button in the lower right corner of each tab to save any changes
you made.
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Delete a Cluster

Delete a Cluster

1. ClicktheClustersnodeintheleft pane. The Clusterstabledisplaysin theright pane
showing al the clusters defined in the domain.

2. Click the Deleteicon in the row of the cluster you want to delete. A dialog
displaysin the right pane asking you to confirm your del etion request.

3. Click the Yes button to delete the cluster. The cluster icon under the Clusters
node is deleted.

Assign Servers to a Cluster

1. Click theinstance nodein the left pane under Clustersto select a cluster for server
assignment. A dialog displays in the right pane showing the tabs associated with
this instance.

2. Click the Serverstab.

3. Select one or more serversin the Available column that you want to assign to the
cluster.

4. Click the mover control to move the servers you selected to the Chosen column.

5. Click the Apply button in the lower right corner to save your assignments.

Monitor Server Participation in a Cluster

1. Click theinstance nodein the left pane under Clustersto select a cluster for server
monitoring. A dialog displaysin the right pane showing the tabs associated with
thisinstance.

2. Click the Monitoring tab.
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7 Cluster

3. Click the Monitor Server Participation in This Cluster text link. The server table
displaysin the right pane showing all the servers assigned to this cluster.
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Configuration

Configuration

General
Attribut Description Range of Values Default Value
e
Name This attribute reports the Thecluster namecanbeup  Null
name of the cluster. to 256 alphanumeric
characters, but may not
contain commas or spaces.
Cluster This attribute returns the This address may be either  Null
Address address to be used by aDNS host namethat maps
clients to connect to this to multiple IP addresses or
cluster. This address may acomma separated list of
be either aDNS host name  single address host names
that maps to multiple IP or | P addresses.
addresses or acomma
separated list of single
address host names or IP
addresses.
Default The default cluster load Round Robin, Weight- Round Robin
Load algorithmisthealgorithm  based Round Robin,
Algorith by which theload is Random, and
m distributed. Whenthelast ~ Parameter-based Routing

server has been assigned a
transaction, theload comes
back to the starting server.
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7 Cluster

Attribut Description Range of Values Default Value
e

WebLogi A vaueoftrue fora true false

cPlug-In  cluster that receives fase

Enabled requests from

Ht t pd ust er Servl et .
causesget Renot eAddr
to return the address of the
browser client from the
proprietary

WL- Proxy-Client-1P
header, instead of the web
server.

For non-clustered servers
that will receive proxied
requests, this attribute may
be set at the server level, on
the Server
-->Configuration-->Genera
| tab.

MBean:
webl ogi c. menagenent
.configuration.d us

t er MBean

Attribute:

Wbl ogi cPl ugi nEnabl

ed

Note: Thisattributeis
duplicated in
Ser ver MBean.
Thevaluein
Cl ust er MBean
overrides

Ser ver MBean.
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Configuration

Attribut Description Range of Values Default Value
e

Service This attribute describesthe  Integer (seconds) 180

Age number of seconds by

Threshold  which the age of two
conflicting services must
differ beforeoneis
considered older than the
other.
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7 Cluster

Multicast
Attribut Description Range of Values Default Value
e
Multicast ~ The cluster multicast The valid range of Null
Address  address sets the multicast addressesis
multicast address used from 224.0.0.1to
by cluster membersto 239.255.255.255
communicate with each
other. It must be a
well-formed | P address.
Multicast ~ This attribute returns the Integer 12
Send number of millisecondsto
Delay delay sending message
fragmentsover multicastin
order to avoid OS-level
buffer overflow.
Multicast ~ This attribute returns the Integer 1
TTL number of the multicast ttl.
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Configuration

Servers
Attribut Description Range of Values Default Value
e
Choose This attribute allows the List Null
Servers user to choose serversto
for this participate in this cluster.
Cluster
Monitoring
Attribut Description Range of Values Default Value
e
Number This attribute returns the Integer 0
of Servers  number of serversthat have
Configure been configuredto runin
dforthis thiscluster.
Cluster
Number This attribute returns the Integer 0
of Servers  number of servers running
Currently  inthiscluster.
Parti cipati
nginthis
Cluster
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7 Cluster

Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null

space for optional user alphanumeric string.
supplied information.
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8 Cluster Runtime

Cluster Runtime

Y ou can monitor the following cluster runtime statisticscs using the Monitoring tab

Statistic Description

Cluster The name of the cluster(s) in the management domain.
Name The name of individual server instancesin a cluster.
Machine The optional machine name on which an individual

server instance is running.

Servers The number of active serversin the cluster.

MBean:webl ogi c. managenent .
Cl ust er Runt i reMBean

Attribute: Al i veSer ver sCount

Resend Requests The number of state change messagesthat the current Managed
Server resent because areceiving Managed Server missed a
message.

MBean:webl ogi c. managenent .
Cl ust er Runt i reMBean
Attribute: ResendRequest sCount

Fragments Sent The total number of multicast fragments that an
individual server has broadcast to its cluster.
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Statistic

Description

Fragments Received

Total number of multicast message fragments received by the
current Managed Server from other Managed Serversin the
cluster.

MBean:webl ogi c. managenent .
Cl ust er Runt i mreMBean

Attribute: Fr agnent sRecei vedCount

Lost Multicast
M essages

The total number of multicast messages that this server
failed to receive.

MBean:webl ogi c. managenent .
Cl ust er Runt i mreMBean

Attribute: Mul t i cast MessagesLost Count

Foreign Fragments
Dropped Count

The number of dropped multicast message fragments that
originated in foreign domaing/cluster that use the same
multicast address.

MBean:webl ogi c. managenent .
Cl ust er Runt i mreMBean

Attribute: For ei gnFr agnent sDr oppedCount

Known Servers

The names of the active Managed Serversin the cluster.

MBean:webl ogi c. managenent .
Cl ust er Runt i mreMBean

Attribute: ServerNames

Secondary
Distributions

The names of the remote Managed Servers for which the
current Manager Server is hosting session replicas. The name
is appended with a number to indicate the number of second-
aries hosted for that Managed Server.

MBean:webl ogi c. managenent .

Cl ust er Runt i mreMBean

Attribute: Secondar yDi stri bution
Nanes

Primaries

The number of object that the local server hosts.

MBean:webl ogi c. managenent .
Cl ust er Runt i meMBean

Attribute: Pri mar yCount
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Component

By default, this pane allows the user to sort the objects by the following criteria:

Server
Machine
Sourceinfo
Servlets
Session
Sessions high

Total sessions

BEA WebL ogic Server Administration Console Online Help
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10 BEA WebL ogic J2EE Connector Architecture Attribute Descriptions

10BEA WebLogic J2EE

Connector Architecture
Attribute Descriptions

ra.xml Attributes

ra.xml Deployment Descriptor Editor Attributes

Attribute

Description Range of Values Default Value

Connector Description

This optiona element specifies any String NULL
resource adapter specific requirement

for the support of security contract and

authenti cation mechanism.

Connector Display
Name

This element containsashort namethat  String NULL
isintended to bedisplayed by tools. The
display name need not be unique.
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ra.xml Attributes

Attribute

Description

Range of Values Default Value

Small Icon

Thiselement contains the name of afile
containing asmall (16 x 16) iconimage.
Thefile name is arelative path within
the resource adapter'srar file. The
image may be either in the JPEG or GIF
format.

JPEG
GIF

Largelcon

This element contains the name of afile
containing alarge (32 x 32) icon image.
Thefile name is arelative path within
theresource adapter'srar file. Theimage
may be either in the JPEG or GIF
format.

JPEG
GIF

Connector Vendor Name

This element specifies the name of
resource adapter provider vendor.

String NULL

Connector Spec Version

Thiselement specifiestheversion of the
connector architecture specification that
is supported by this resource adapter.
This information enables deployer to
configure the resource adapter to
support deployment and runtime
requirements of the corresponding
connector architecture specification.

String NULL

Connector Eis Type

Thiselement containsinformation about
the type of the EIS. For example, the
type of an EIS can be product name of
EIS independent of any version info.

String NULL

Connector Version

This element specifies a string-based
version of the resource adapter from the
resource adapter provider.

String NULL

License Description

This element is used to provide text
describing the license element. Thisis
an optional element.

String NULL

License Required

Thiselement specifieswhether alicense
isrequired to deploy and use the
resource adapter.

True NULL
False
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10 BEA WebL ogic J2EE Connector Architecture Attribute Descriptions

Attribute Description Range of Values Default Value
Resourceadapter This element specifies the fully String NULL
Managedconnectionfact — qualified name of the Java class that
ory Class implements the

javax.resource.spi.Managed-

ConnectionFactory interface.
Resourceadapter This element specifiesthe String NULL
Connectionfactory fully-qualified name of the
Interface ConnectionFactory interface supported

by the resource adapter.
Resourceadapter This element specifiesthe String NULL
Connectionfactory Impl  fully-qualified name of the
Class ConnectionFactory class that

implements resource adapter specific

ConnectionFactory interface.
Resourceadapter This element specifiesthe String NULL
Connection Interface fully-qualified name of the Connection

interface supported by the resource

adapter.
Resourceadapter This element specifiesthe String NULL
Connection Impl Class  fully-qualified name of the Connection

class that implements resource adapter

specific Connection interface.
Transaction Support This element specifiesthe level of NoTransaction NULL

transaction support provided by the L ocal Transaction

resource adapter. XATransaction
Reauthentication This element specifies whether the True NULL
Support resource adapter implementation False

supports re-authentication of existing
Managed-Connection instance.
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ra.xml Authentication Mechanisms

ra.xml Config Properties

Attribute Description Range of Values Default Value
Description This element is used to describe any String NULL

bounds or well-defined values of

properties.
Config Property Name  This element contains the name of a ServerName NULL

configuration property. The connector  poriNumber
architecture defines a set of

well-defined properties all of type

javalang.String. A resource adapter Password
provider can extend this property setto  ConnectionURL
include properties specific to the

resource adapter and its underlying EIS.

UserName

Config Property Type

Thiselement containsthefully qualified javalang.Boolean =~ NULL
Javatype of aconfiguration property & javalang.String
required by

M anagedConnection-Factory instance. javalangInteger

javalang.Double
javalang.Byte
javalang.Short
javalang.Long
javalang.Float
javalang.Character

Config Property Value

This element contains the value of a Various NULL
configuration entry.

ra.xml Authentication Mechanisms
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ra.xml Authentication Mechanisms

Attribute

Description

Range of Values

Default Value

Description

This element is used to provide text
describing the authentication
mechanism type.

String

NULL

Authentication
Mechanism Type

Thiselement specifies an authentication
mechanism supported by the resource
adapter. Note that this support isfor the
resource adapter and not for the
underlying EIS instance. The optional
description specifies any resource
adapter specific requirement for the
support of security contract and
authentication mechanism. Note that
Basi cPassword mechanism type should
support the
javax.resource.spi.security.PasswordCr
edentia interface. The Kerbv5
mechanism type should support the
javax.resource.spi.security.GenericCre
dential interface.

String

NULL

Credential Interface

This element specifiesthe interface that
the resource adapter implementation
supports for the representation of the
credentials. Thiselement should be used
by application server to find out the
Credential interfaceit should use as part
of the security contract.

String

NULL

ra.xml Security Permissions
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weblogic-ra.xml Attributes

Attribute Description Range of Values Default Value
Description This element is used to provide text String NULL
describing the security permission.
Security Permission This element specifies a security String NULL
Spec permission based on the Security policy
file syntax.

weblogic-ra.xml Attributes

weblogic-ra.xml Deployment Descriptor Editor

Attributes
Attribute Description Range of Values Default Value
Description This element is used to provide text String NULL

describing the parent element. The
description element should include any
information that the deployer wants to
describe about the deployed Connection
Factory. Thisis an optional element.
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Attribute

Description

Range of Values

Default Value

Connection Factory
Name

This element defines that logical name
that will be associated with this specific
deployment of the Resource Adapter
and its corresponding Connection
Factory. The value of
connection-factory-name canbeused in
other deployed Resource Adaptersvia
thera-link-ref element. Thiswill alow
multiple deployed Connection Factories
to utilize acommon deployed Resource
Adapter, aswell as share configuration
specifications. Thisisarequired
element.

String

NULL

Jndi Name

This element defines the name that will
be used to bind the Connection Factory
Object into the Weblogic INDI
Namespace. Client EJBs and Servlets
will usethis same JNDI in their defined
Reference Desciptor el ements of the
weblogic specific deployment
descriptors. Thisisarequired el ement.

String

NULL

Initial Capacity

This element identifies the initial
number of managed connections which
the Weblogic Server will attempt to
obtain during deployment. Thisisan
optional element. Failure to specify this
value will result in Weblogic using its
defined default value.

Integer

Max Capacity

This element identifies the maximum
number of managed connections which
the Weblogic Server will allow.
Requests for newly allocated managed
connections beyond thislimit will result
in a ResourceAllocationException
being returned to the caller. Thisisan
optional element. Failure to specify this
value will result in Weblogic using its
defined default value.

Integer

10
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weblogic-ra.xml Attributes

Attribute

Description

Range of Values Default Value

Capacity Increment

This element identifies the number of
additional managed connections which
the Weblogic Server will attempt to
obtain during resizing of the maintained
connection pool. Thisis an optional
element. Failure to specify this value
will result in Weblogic using its defined
default value.

Shrinking Enabled

This element indicates whether or not
the Connection Pool should have
unused Managed Connections
reclaimed as a means to control system
resources. Thisis an optional element.
Failure to specify this value will result
in Weblogic using its defined default
value.

Shrink Period Minutes

This element identifies the amount of
time the Connection Pool Management
will wait between attemptsto reclaim
unused Managed Connections. Thisis
an optional element. Failure to specify
this value will result in Weblogic using
its defined default value.

RaLink Ref

This element alows for the logical
association of multiple deployed
Connection Factories with asingle
deployed Resource Adapter. The
specification of this element with a
value identifying a separately deployed
Connection Factory will result in this
newly deployed Connection Factory
sharing the Resource Adapter which had
been deployed with the referenced
Connection Factory. In addition, any
values defined in the referred
Connection Factories deployment will
be inherited by this newly deployed
Connection Factory unless specified.
Thisisan optiona element.

Integer 1
True True
False

Integer 1
String NULL
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Attribute

Description

Range of Values

Default Value

Native Lib Dir

This element identifies the directory
locationto beused for al nativelibraries
present in this resource adapter
deployment. As part of deployment
processing, al encountered native
libraries will be copied to the location
specified. It is the responsibility of the
Administrator to perform the necessary
platform actions such that theselibraries
will be found during Weblogic Server
runtime. Thisis arequired element IF
native libraries are present.

String

NULL

Logging Enabled

This element indicates whether or not
the log writer is set for either the
ManagedConnectionFactory or
ManagedConnection. If thiselement is
set to true, output generated from either
the ManagedConnectionFactory or
ManagedConnection will be sent to the
file specified by the log-filename
element. Thisis an optional element.
Failure to specify this value will result
in Weblogic using its defined default
value.

True
False

False

Log Filename

This element specifies the name of the
log file which output generated from
either the ManagedConnectionFactory
or aManagedConnection are sent. The
full address of the filenameis required.
Thisisan optional element.

String

NULL
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weblogic-ra.xml Attributes

weblogic-ra.xml Config Properties

Attribute

Description

Range of Values

Default Value

Description

This element is used to provide text
describing the config properties.

String

NULL

Config Property Name

This element identifies a name that
correspondstoanr a. xmi

confi g- ent ry element with the
corresponding

confi g- property- namne.

String

NULL

Config Property Type

This element identifies atype that
correspondstoanr a. xmi

confi g- ent ry element with the
corresponding

confi g- property-nane.

String

NULL

Config Property Value

This element identifies a value that
correspondstoanr a. xmi

confi g- ent ry element with the
corresponding

confi g- property-nane.

NULL

weblogic-ra.xml Security Principal Map Entries
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Attribute Description Range of Values Default Value

Initiating Principal The security-principal-map element Oor More
provides a mechanism to define
appropriater esour ce- pri nci pal
values for resource adapter and EIS
authorization processing, based upon
the known WebL ogic run time
initiating-principal.This
map alows for the specification of a
defined set of initiating principals and
the corresponding resource principal’s
username and password that should be
used when allocating managed
connections and connection handles.

Resource Username This element specifies the username
identified with the
resour ce-pri nci pal . Used when
allocating managed connections and
connection handles.

Resource Userpassword ~ This element specifies the password String NULL
identified with the
resour ce-pri nci pal . Used when
alocating managed connections and
connection handles.
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11 connection

11 connection

Monitor Connections

Attribute Description Range of Default
Values
Connections  Physical connections to the backend N/A
system that the client usesto interact
with.
Free Total number of available N/A
Connections  Connectionsin the pool at any given
High Count time over the history of the
connection management service for
aparticular resource adapter
Average Average number of active N/A
Active Usage  Connections in the pool during the
history of the connection
management service for a particular
resource adapter
Connections  Total number of Connectionscreated N/A
Created Total  over the history of the connection
Count management service for a particular

resource adapter
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Attribute Description Range of Default

Values

Connections  Total number of Connections that N/A
Matched have matched a connection request
Total Count over the history of the connection

management service for a particular

resource adapter
Connections  Total number of Connections that N/A
Destroyed have been destroyed from the pool
Total Count over the history of the connection

management service for a particular

resource adapter
Connections  Total number of rejected connection N/A
Rejected requests over the history of the
Total Count connection management service for

aparticular resource adapter
Recycled Total number of Connections N/A

Total recycled to satisfy connection
requests over the history of the
connection management service for
aparticular resource adapter
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12 Cconnection

Deploying Resource Adapters Using the Administration

Console

To deploy aresource adapter using the WebL ogic Server Administration Console:

1

2
3.
4

7.

Start WebL ogic Server.

. Open the Administration Console.

Open the Domain you will be working in.

. Under Deployments, select Connectorsin the left panel. The Connector

Deployments table displays in the right pane showing al the deployed
Connectors (Resource Adapters).

Select Configure a new Connector Component...

Enter the following information:
e Name—modify the default name of the connector component as needed.

e URI Path—enter the full path of the resource adapter . r ar file or adirectory
containing the resource adapter exploded directory format. For example:
c: \ myaps\ conponent s\ nyResour ceAdapt er. rar

e Deployed—indicate whether the Resource Adapter . r ar file should be
deployed when created.

Select the Create button.

Note that the new resource adapter now appears in the Deployments table in the right
pane.
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Viewing Deployed Resource Adapters Using the
Administration Console

To view a deployed resource adapter in the Administration Console;

1. Inthe Administration Console under Deployments, select Connectors (Resource
Adapters) in the left panel.

2. View alist of deployed Connectorsin the Connector Deployments table in the
right pane.

Undeploying Deployed Resource Adapters Using the
Administration Console

To undeploy a deployed resource adapter from the WebL ogic Server Administration
Console:

1. Inthe Administration Console under Deployments, select Connectors (Resource
Adapters) in the left panel.

2. Inthe Connector Deployments table, select the connector to undeploy.
3. Under the Configuration tab, de-select the Deployed checkbox.
4. Click Apply.

Undeploying a resource adapter does not remove the resource adapter name from
WebL ogic Server. The resource adapter remains undeployed for the duration of the
Server session, aslong as you do not change it once it has been undeployed. Y ou
cannot re-use the deployment name with the deploy argument until you reboot the
server. Y ou can re-use the depl oyment name to update the deployment, asdescribed in
the following section.

BEA WebL ogic Server Administration Console OnlineHelp  12-17



12 cConnection

Updating Deployed Resource Adapters Using the
Administration Console

When you update the contents of the resource adapter . r ar file or deployment
directory that has been deployed to WebL ogic Server, those updates are not reflected
in WebL ogic Server until:

m You reboot the server (if the. r ar or directory isto be automatically deployed)

or

m You update the resource adapter deployment using the WebL ogic Server
Administration Console

From the WebL ogic Server Administration Console:

1. Inthe Administration Console under Deployments, select Connectors (Resource
Adapters) in the left panel.

2. Inthe Connector Deployments table, select the connector to update.
3. Update the Connector Name and Deployed status as needed.
4. Click Apply.

For additional information, see Programming the WebL ogic J2EE Connector
Architecture.

Configuration
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Configuration

General

Attribute Description Rangeof Values  Default Value
Name This attribute string Null
providesthe name of
the application
URI
Path Thisattributesersthe

full path to the
application.

Deployment Order Thisattribute setsthe

order in which this
application isto be
deployed

Deployed

Thisattributeisused Not Selected
to enable or disable

deployment for the

application
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13 Connector Connection Pool Runtime

13 Connector Connection
Pool Runtime

By default, this pane allows the user to sort the objects by the following criteria:
m  Remote address

= Protocol

m  Connect time

m Bytesreceived

m Bytessent

m  Messages received

m  Messsages sent
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Preferences

14 consoleLink

Preferences

General
Attribut Description Range of Values Default Value
e
Autorefre  This attribute setsthetime  Integer, in seconds 10
shEvery  for autorefresh of the
console.
Remembe This attribute enables or Boolean Selected

rLest Tab disablestheabilitytoreturn  Engpled = salected

to the last tab selected. Disabled = not selected

Use TThis attribute enablesor ~ Boolean Selected
Navigatio disablesthe ability to use Enabled = selected
nTree the navigation tree on the

Disabled = not selected
console.
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15 conversion

15 conversion

If you have used an earlier version of Weblogic Server, you should convert your
weblogic.propertiesfilesinto aDomain. The resources defined in asingle XML
configuration file comprise a single domain.

This section describes the followingways to convert your .properties files:

m  Conversion Using the Administration Console

Conversion Using the Administration
Console

Thefirst step in the conversion processis locating the root directory for your original
WebL ogic installation. All of the weblogic.properties files you convert must reside
under thisroot, and these files must be |ocated on the same machine that this server is
running on.

Use the links to navigate the server’ sfile system to find the weblogic root. When you
have found it, click theicon next to it and move on to the next step.

The conversion utility provides alist of entities that have been identified as potential
servers and clusters.

To use the Conversion Utility from the WebL ogic Server Administration Console:

m Click Convert Weblogic Properties on the right pane.
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Conversion Using the Administration Console

m  Sdlect the Root directory (which isthe location of the global
weblogic.properties files)by navigating the tree using the icon on the left side of
the pane.

m  Select the Cluster and Server specific weblogic.properties directories.
m Click Convert

Continue to convert your weblogic.propertiesfiles until you have created the domains
needed for your application.

SSL Security Files

SSL Security Files are set in the old propertiesfile as

webl ogi c. security.certificate.server=denocert.pem
webl ogi c. security. key. server =denpkey. pem

webl ogi c. security.certificate.authority=cal024.pem
webl ogi c. security. client Root CA=ca. pem

and will be copied into the
config/<NewDomain>/<ServerName>(Server Specific Directory)
where the config.xml file will reflect them as

<Server Nane=....

<SSL
ServerCertificateFi|l eName="./confi g/ <NewDomai n>/ denocert. penf
Server KeyFi | eNane="./ confi g/ <NewDonai n>/ denokey. pent
Trust edCAFi | eName="./ confi g/ <NewDomai n>/ ca. pent
Server CertificateChai nFi |l eNane="./confi g/ <NewDonai n>/ cal024. pent

>

</ Server >

If the SSL security files specified in the weblogic.propertiesare not in
the old server specific directory then they will not be set in the
config.xml and will have to be copied into the
config/<NewDomain>/<ServerName>(Server Specific Directory), and
be set in the config.xml.
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Servlets

All servlets registered in the weblogic.properties are converted into a single web
application

The conversion tool creates the necessary files like web.xml and weblogic.xml in one
of the following directorie

1
conf i g/ <NewDorai n>/ appl i cati ons/ Def aul t WebApp_<Ser ver Nanme>/ VEEB-
I NF directory and will be made as the default webapp, unlessthereis already a
default web app declared in the propertiesfile.

2. confi g/ <NewDomai n>/ <Ser ver _Name>/ WEB- | NF, if there is already a default
web app declared.

All the Servlet Classes registered individualy as

webl ogi c. ht t pd. regi st er N the old weblogic.properties except for the
weblogic internal servlets have to be copied under the new
weblogic(6.0) server tree structure as specified in the web.xml

For example if web.xml has

<servl et>
<servl et -cl ass>webl ogi c. hel | 0. Hel | owor | dSer vl et </ servl et -cl ass>
</servlet>

The servlet class Hellowordlservlet.class should be copied into the
corresponding WEB-INF/classes/weblogic/hello directory. The current
directory signifies the directory from which the weblogic server(6.0)
will be started with the new configuration.

EJB jar files and Web App war files

If the weblogic.properties has weblogic.ejb.deploy and

webl ogi c.httpd.webA pp.<webAppName> pointing to arelative
directory then those jar and war files have to be copied under the new
weblogic(6.0) server tree structure.
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Conversion Using the Administration Console

Example
webl ogic.gjb.deploy=webl ogic/e/b/HelloEJIB.jar
Then the jar file has to be copied under ./weblogic/ejb/ directory.

The"." indicatesthe directory from which the server will be started with
the new configuration.
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Table Show

16 Customize This View

Table Show

1. Toadd itemsto the Table Show list, select them from the Availablelist and use the
arrow to move them to the Chosen list.

2. Toremove items from the Table Show list, select them from the Chosen list and
use the arrow to move them to the Available list.

3. Click Apply to submit your changes.

Table Sort

1. To add itemsto the Table Sort list, select them from the Available list and use the
arrow to move them to the Chosen list.

2. Toremove items from the Table Sort list, select them from the Chosen list and
use the arrow to move them to the Available list.

3. Click Apply to submit your changes.

BEA WebL ogic Server Administration Console OnlineHelp  16-6



17 customRealm

17 custom Realm

Configuration

Attribute Description Range of Values Default Value
Name This attribute specifies ~ Thenamecanbeupto  Null
the name of the Custom 256 g phanumeric
Security realm, suchas,  characters, but may not
AccountingRealm contain commas or
spaces.
Realm Classname This attribute returnsthe  This attribute cannot be  Null
name of the Javaclass changed.
that containsthe Security
realm. The Javaclass
needsto bein the
CLASSPATH of
WebL ogic Server.
Configuration Data Theinformation needed  key=vauelist Null
to connect to the security
store.
Password This attribute sets the String Null
password for the security
store used with the
custom security realm.
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Configuration

Notes
Attribut  Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null
space for user supplied aphanumeric string.
information.
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18 DeploymentDescriptor
Editors

For additional information about the Deployment Descriptor Editors, please see the
following sections:
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18 Deployment Descriptor Editors

BEA WebLogic J2EE Connector Architecture
Attribute Descriptions

EJB Deployment Descriptors
RDBMS Deployment Descriptors

Web Application Deployment Descriptor
Editor Help
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View Domain Health

19 Domain

The following procedures describe how to use the Administration Console to set the
attributes for viewing Domain information. Read about Domainsin Using Log
Messages to Manage WebL ogic Serversin the Administration Guide.

View Domain Health

1. Click theinstance node that represents your Domain (i.e. myDomain where
mydomain is the name you specified as the WebL ogic Admin Domain Name
during installation and myserver isthe Server Name you specified during
installation) in the left pane. The domain dialog displaysin the right pane showing
the tabs associated with this domain.

2. Click the Monitoring tab.

3. Click the View Domain Health text link. The domain health view displaysin the
right pane showing the Servers table and the domain log for this domain.

View Domain Log

1. Right-click the instance node that represents your Domain (i.e. myDomain) in the
left pane. This opens a pop-up menu.

2. Click View Domain Log. The log displaysin the right pane..
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19 Domain

Edit Application Management Settings

1. Click theinstance node that represents your Domain (i.e. myDomain) in the left
pane. The domain dialog displays in the right pane showing the tabs associated
with this domain.

2. Click the Applications tab.
3. Edit thevaluein the Auto Update Interval attribute field.

4. Click Apply to save any changes you made.
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Configuration

Configuration

General
Attribute Description Range of Values Default Value
Name Thisattributereturnsthe The namecanbeupto  mydomain
name of this 256 aphanumeric
configuration. characters, but may not
contain commas or
spaces.
Console Enabled This attribute is used to Selected
enable or disable the
console.
Console Context Path Thisattributeisused to set console

the context path for the
WebL ogic Server
console.

BEA WebL ogic Server Administration Console Online Help
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19 Domain

JTA

Attribute

Description

Range of Values

Default Value

TimeoutSeconds

Thetime, in seconds, a
transaction may be active
before the system forcesa
rollback.

Integer

30 seconds

AbandonTimeoutSeconds

The maximum time, in
seconds, that atransaction
coordinator will persistin
attempting to complete a
transaction.

Integer

86400 seconds

BeforeCompletionlteratio
nLimit

The number of

bef or eConpl eti on
callbacks that will be
processed before the
system forces arollback.

Integer

10

MaxTransactions

The maximum number of
transactions that may be
active on aparticular
server at onetime.

Integer

10000

MaxUniqueNameStatistic
S

The maximum number of
unigue transaction names
that may be tracked by a

server at onetime.

Integer

1000

ForgetHeuristics

A Boolean value
specifying whether the
transaction manager
should instruct a resource
to forget any transaction
that is has a heuristic
outcome.

True, not selected
False, selected

Not selected
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19 Domain

SNMP

Attribute

Description

Range of Values

Default Value

Enabled

The SNMP Service
providesthe SNMP agent
functionality and is a part
of the Administration
Server. The agent
monitors all WebL ogic
resources for the domain.
The Admnistration Server
must be restarted for
configuration changesto
take effect.

True = enabled
False = disabled

False

SNMP Port

Thisisthe port on which
the WebLogic SNMP
agent listensfor incoming
requests from SNMP
managers.

Valid listen port

161

Mib Data Refresh Interval

The SNMP agent
maintains a cache of al
the attribute values and
responds to manager
requests by obtaining the
attribute value from this
cache. The MIB Data
Refresh Interval isthe
interval, in seconds, at
which the SNMP agent
doesacomplete refresh of
the cache. When it does a
refresh, it doesa GET on
all the WebL ogic
attributes represented in
the WebL ogic SNMP
MIB.

Integer, in seconds

120
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Configuration

Attribute

Description

Range of Values

Default Value

Server Status Check
Interval Factor

The SNMP agent
multiplies this number
timesthe MIB Data
Refresh Interva to
determine how frequently
it should check to
determine whether
Managed Serversin the
domain are up or down.
The agent obtains this
value from the MIB
cache. If the Server Status
Check Interva Factorisi,
the WebLogic SNMP
agent checks whether
Managed Servers are up
or down at theinterval
defined in MIB Data
Refresh Interval.

Integer, >0

Obtained from MIB
Cache

Community Prefix

Thisstringisused toform
the SNMP Community
Name which functions as
atextual password for
communication with
SNMP managers. If the
community prefix sent by
the SNMP manager does
not match the value
configured in this
attribute, the SNMP agent
will return an
authenticationFailuretrap
to the requestor.

String

If itisof theform
communi ty_prefi x@
erver _nane, the agent
will return data only for
the specified Managed
Server. If itisof theform
community_prefix@
omai n_nane, the agent
will return data for every
server in the domain. If
the SNMP manager sends
only

communi ty_prefix,
the agent will only
retrieve datafor the
Administration Server.

Null
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19 Domain

Attribute Description Range of Values Default Value
Debug Level This attribute sets the Integer between0and3 0

level of debugging

messages sent to the

administrator. If thevalue
is set to 0, no debug
messagesaregenerated. If
thevalueisgreater than O,
messages are generated
that describe what the
agent code is doing. The
higher the value, the more
detailed the messages.
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Logging

Attribute

Description

Range of Values Default Value

File Name

This attribute returns the
name of thelog file.

String config/mydomain/l ogs/wl

Toincludeatimeor date ~ -domain.log
stamp in the file name
when the log fileis
rotated, add

java. text. Si npl eDa
t eFor mat variables.
Surround each variable
with percentage (%
characters.

For example, if you enter
the following value in the
File Namefield:

W - domai n_%yyy% %
M6 %l d% 9%hh% %mbe

.1 og
thedomainlogfilewill be
named

W - domai n_yyyy_ MM
dd_hh_mm | og

When the Administration
Server instancerotatesthe
domain log file, the
rotated file name contains
the date stamp. For
example, if the domain
log fileis rotated on 2
April, 2003 at 10:05 AM,
thelog file that contains
the old log messages will

be named:
W - dormai n_2003_04_
02_10_05.10g
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19 Domain

Attribute Description Range of Values Default Value
Rotation Type Criteriafor moving old m  None. Messages None
log messagesto aseparate accumulateinasingle
file. file. You must erase
After the server renamesa the contentsof thefile
file, subsequent messages when the sizeis
accumulate in anew file unwieldy.
with the name that you m by Size.Whenthe
specifiedintheFile Name log file reaches the
field. size that you specify
inFile Mn Size,
the server renamesthe
file.
m by Tine.Ateach
timeinterval that you
specify inFi | e
Ti me Span, the
server renames the
file.
FileMin Size This attribute sets the Integer 50
threshold at which anew
log fileis created.
Relevant only if
Rot ati on Typeishy
Si ze.
Rotation Time Determinesthe start time  Use the following 00:00

for atime-based rotation
sequence. At the time that
this value specifies, the
server renamesthecurrent
log file. Thereafter, the
server renamesthelogfile
at an interval that you
specify inFil e Ti me
Span.

Relevant only if

Rot ati on Typeishy
Ti e.

java. text. Si npl eDa
t eFor mat format to
specify a date and time:
k: nm For information
about thisformat, refer to
the J2EE Javadoc.

If thedate that you specify
has already past, the
rotation starts
immediately.
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Configuration

Attribute

Description

Range of Values

Default Value

File Time Span

This attribute sets the
threshold at which anew
log fileis created.
Relevant only if

Rot ati on Type isby
Ti me.

Integer

24

Number of Files Limited

Indicateswhether aserver
will limit the number of
log filesthat it creates
when it rotates the log.
Thelimit is based on the
vaueinFil e Count.

Boolean
True = selected
False = not selected

Not Selected

File Count

The maximum number of
log filesthat the server
createswhen it rotates the
log. Only validif Nunmber
of Files Limtedis
true and Rot at i on
Type iseither by Si ze
orby Tine.

Integer
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Applications
Attribute Description Range of Values Default Value
Auto Update Interval This attribute sets the Integer 3000

interval for the automatic
updates of applications.

Security

General
Attribute Description Range of Values Default Value
Audit Provider Class Thisattribute allowsyou  Thenameof avalid Audit  Null
to specify an Audit Provider class
Provider.
Guest Disabled Thisattribute disablesthe  Boolean Selected
default user Guest. True = sdlected

False = not selected
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Security

Filerealm
Attribute Description Range of Values Default Value
Caching Realm Thisattribute allowsyou  List None Selected
toselect thecachingrealm
for which you want to set
Or review security.
Max Users The maximum number of  The maximum valueis 1000
Users supported by the 10,000. The minimum
Fileream. valueis 1.The maximum
is not enforced, rather,
you are warned when you
reach the maximum
Max Groups The maximum number of  The maximum valueis 1000
Groups supported by the ~ 10,000. The minimum
Fileream. valueis 1. The maximum
is not enforced, rather,
you are warned when you
reach the maximum.
Max ACLs The maximum number of  The maximum valueis 1000

ACLs supported by the
File realm.

10,000. The minimum
valueis 1.The maximum
is not enforced, rather,
you are warned when you
reach the maximum.
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Passwords
Attribute Description Range of Values Default Value
Minimum Password This attribute sets the Greater thanor equal to8 8
Length number of characters characters
required in a password.
Passwords must contain a
minimum of 8 characters.
Lockout Enabled This attribute is selected Boolean Selected

to lock user accounts
wheninvaid login
attempts occur.

Enabled = selected
Disabled = not selected
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Security

Attribute

Description

Range of Values

Default Value

Lockout Threshold

The number of failed
logins for a user that can
be tried before that
account is locked. Any
subsequent attempts to
accesstheaccount (evenif
the username/password
combination is correct)
rai seaSecurity exception;
the account remains
locked until itisexplicitly
unlocked by the system
administrator or another
login attempt is made
after the lockout duration
period ends. Note that
invalid login attempts
must be made within a
span defined by the
Lockout Reset

Dur at i on attribute to
count toward the value of
the

Lockout Threshol d
attribute.

110 99,999

5

Lockout Duration

Thisattribute specifiesthe
number of minutes that a
user’s account will be
locked after the number of
invaid login attempts
occurs within thetime
specifiedbytheLockout
Reset Duration
attribute.

0 to 999999 minutes

30
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19 Domain

Attribute

Description Range of Values

Default Value

Reset Duration

Thisattribute specifiesthe  Integer
number of minutes within
which invalid login
attempts must occur in
order for theuser's
account to be locked. An
account islocked if the
number of invalid login
attempts defined in the
Lockout Threshol d
field happens within the
amount of timedefined by
thisfield.

5 Minutes

Lockout Cache Size

Thisattributeisusedtoset 0to 10
the intended cache size of

unused and invalid login

attempts.
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Security

Advanced
Attribute Description Range of Values Default Value
Connection Filter This attribute allowsyou  List None Selected
to select the connection
filter for your security
realm.
Results Batch Size
Log All Checks
Notes
Attribute Description Range of Values Default Value
Notes This attribute providesa ~ The value must be an Null
space for user supplied alphanumeric string.
information.

Read about Domainsin Using Log Messages to Manage WebL ogic Serversin the
Administration Guide.
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20 Domain Log Filter

20 Domain Log Filter

The following procedures describe how to use the Administration Console to set the
attributes for configuring and managing Domain Log Filters. Read about Domain Log
Filtersin Using Log Messages to Manage WebL ogic Servers in the Administration
Guide.

Create a New Domain Log Filter

1. Click the Domain Log Filters node in the left pane. The Domain Log Filterstable
displaysin the right pane showing al the log filters in the domain.

2. Click the Create aNew Domain Log Filter text link. A dialog displaysin the right
pane showing the tabs associated with configuring a new domain log filter.

3. Enter valuesin the Name and Severity Level attribute fields.

4. Click Createto create adomain log filter instance with the name you specified in
the Name field. The new instance is added under the Domain Log Filters node in
the | eft pane.

5. Click the Servers, Subsystems, and Users tabs individually and change the
attribute fields or accept the default values as assigned.

6. Click Apply to save any changes you made.
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Clone a Domain Log Filter

Clone a Domain Log Filter

1. Click the Domain Log Filters node in the left pane. The Domain Log Filterstable
displays in the right pane showing all the log filters in the domain.

2. Click the Cloneicon in the row of the domain log filter you want to clone. A
dialog displays in the right pane showing the tabs associated with cloning a
domain log filter.

3. Enter valuesin the Name and Severity Level attribute fields.

4. Click Createto create adomain log filter instance with the name you specified in
the Name field. The new instance is added under the Domain Log Filters node in
the | eft pane.

5. Click the Servers, Subsystems, and Users tabs individually and change the
attribute fields or accept the default values as assigned.

6. Click Apply to save any changes you made.

Delete a Domain Log Filter

1. Click the Domain Log Filters node in the left pane. The Domain Log Filterstable
displaysin the right pane showing all the log filters in the domain.

2. Click the Delete icon in the row of the domain log filter you want to delete. A
dialog displays in the right pane asking you to confirm your deletion request.

3. Click Yesto delete the domain log filter. The domain log filter icon under the
Domain Log Filters nodeis del eted.
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20 Domain Log Filter

Configuration

Criteria
Attribute Description Range of Values Default Value
Name This attribute sets the This attribute must bean ~ MyDomain Log Filter
name of the Domainlog  aphanumeric string of no
filter. more than 256 characters
and cannot contain
commas.
Severity Level This attribute sets the List Error

severity level to be
reported in the Domain
log filter
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Configuration

Servers
Attribute Description Range of Values Default Value
Server List Thisattribute providesa  List Null
list of available servers
from which the Domain
log filter will receive
messages.
Subsystems
Attribute Description Range of Values Default Value
Subsystem Names List of available List Null

subsystems from which
the Domain log filter will
receive messages
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Users
Attribute Description Range of Values Default Value
User IDs This attribute allows the List Null
user to select user IDs
from the list of available
IDs.
Notes
Attribute Description Range of Values Default Value
Notes This attribute providesa ~ The value must be an Null
space for optional user aphanumeric string.

supplied information.

Read about Domain Log Filtersin Using Log M essages to Manage WebL ogic Servers
in the Administration Guide.
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Install a New EJB

21 EJB Component

The following sections describe how to use the Administration Console to set the
attributes for installing or configuring new EJBs. Read about EJBs in Programming
WebL ogic Enterprise Java Beans.

Install a New EJB

1. Expand the Deployments node in the left pane.

2. Double-click EJB. The EJB Deployments table displays in the right pane
showing all the deployed EJBs.

3. Click Install anew EJB toinstall anew EJB on the server. The Upload and Install
and Application dialog shows in the right pane.

4. Enter the path of the. jar file in the text-entry field, or click the Browse button to
browse your file system and choose the .jar file you want to install.

5. Click Upload to install the .jar file. The new EJB is added under EJB in the | eft
pane.

Configure a New EJB

1. Expand the Deployments node in the left pane.
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21 EB Component

2. Double-click EJB. The EJB Deployments table displays in the right pane
showing all the deployed EJBs.

3. Click Configure anew EJB to create a new component. The EJBComponent
pane, where you configure the new EJB displaysin the left pane.

4. Onthe General tab in the EJBComponent pane:
a. Enter the name of the EJB component in the Name field.

b. Enter the path you want to use for this component and the Uniform Resource
Identifier (URI) in the Path URI field.

c. Enter the order in which you want to deploy the component to the server in the
Deployment Order field.

d. Click the Deployed checkbox to set the deployment status for the component.

5. To configure the compiler options, on the EJBC optionstab in the
EJBComponent pane:.

a. Enter the Java compiler to be used in the Java Compiler field.
b. Enter the path where the generated files will be stored in the Tmp Path field.
c. Enter any rmic optionsin the Extra Rmic Options field.

d. Click the Keep Generated Source Files checkbox to choose to keep the
generated source files.

6. Click Create to create the component.
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Configure a New EJB

General

Attribute Description Range of Values Default Value

Name Thisattributereturnsthe . Thenamecanbeupto  Null
name of the EJB 256 al phanumeric
component. characters, but may not

contain commas or
spaces.

URL This attribute returnsthe  Valid URL Null
URL of thisEJB
component.

Application This attribute returnsthe  String Null
name of the application.

Number of Instances This attribute returnsthe  Integer Null
number of instances of
this EJB component.

Java Compiler Thisattribute setsthejava  Valid java compiler javac
compiler to be used for
this component.

Tmp Path Thisattribute setsthepath ~ String Null
where the generated files
are stored by ej bc.

ExtraRMIC Options Thisattribute allowsthe  String Null
user to set rmic options.

Keep Generated Sources  This attribute enables or Boolean Not Selected

disablestheability tokeep
generated sourcefiles.

Selected = enabled

Not Selected = not
enabled
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Attribute

Description

Range of Values Default Value

Path URI

This attribute allows the
user to set the path for this
component and the
Uniform Resource
Identifier (URI) that
points to the application
component.

The path can be a
directory name for a
component in exploded
directory format or an
EAR file.

String Null

Deployed

This attribute allows the
user to set the deployment
status for a component.

Boolean Selected
Deployed = selected

Undeployed = not

selected

Deployment Order

This attribute allows the
user to set the order in
which the component is
deployed to the server.

Null
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Target

Attribut Description Range of Values Default Value
e
Target This attribute allows the List None Selected
Servers user to select serverson

which this gjb will be

deployed.
Target This attribute allows the List None Selected
Clusters user to select clusters on

which this gjb will be

deployed.

Notes

Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null

space for user supplied aphanumeric string.

information.

Read about EJBsin Programming WebLogic Enterprise Java Beans.
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22 EIB Component Runtime

22 EJB Component
Runtime

By default, this pane allows the user to sort the objects by the following criteria:
m Application
m Name

= URI
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By default, this pane allows the user to sort the objects by the following criteria:
m Application
= Name

= URI
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CHAPTER

24 EJB Deployment
Descriptors

weblogic-ejb-jar.xml deployment
descriptors

This section describes the 6.1 WebL ogic Server-specific XML elements found in
webl ogi ¢600- ej b-j ar. xnl that are used to define the deployment descriptorsin the
WebL ogic Server EJB container. These elements map to fields, of approximately the
same name, in the WebL ogic Server Administration Console Use these deployment
descriptorsfor 2.0 EJBs.

Programming WebL ogic Enterprise JavaBeans  24-3
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allow-concurrent-calls

Range of values:

true | false

Default value:

fal se

Requirements:

Requires the server to throw a Renpt eExcept i on when a stateful session bean
instanceiscurrently handling amethod call and another (concurrent) method call arrives
on the server.

Parent elements:

webl ogi c-enterprise-bean
st at ef ul - sessi on-descri ptor

Deployment file:

webl ogi c-ej b-j ar. xni

Function

Theal | owconcurrent-cal | s element specifies whether a stateful session bean
instancewill allow concurrent method calls. By default, al | ows- concurrent-cal | s
isfal se. However, when thisvalueis set to t r ue, the EJB container blocks the
concurrent method call and allowsit to proceed when the previous call has completed.

cache-type

Range of values:

NRU | LRU

Default value:

NRU

Requirements:

Parent elements:

webl ogi c-enterprise-bean
st at ef ul - sessi on- cache

Deployment file:

webl ogi c-ej b-j ar. xni

Function

The element sets the cache type for the EJB.
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weblogic-ejb-jar.xml deployment descriptors

connection-factory-jndi-name

Range of values:

Default value:

webl ogi c. j ns. MessageDri venBeanConnecti onFactory inconfi g. xm

Requirements:

Requires the server to throw a Renpt eExcept i on when a stateful session bean
instanceis currently handling amethod call and another (concurrent) method call arrives
on the server.

Parent elements:

webl ogi c-ent erpri se-bean
message- dri ven-descri ptor

Deployment file:

webl ogi c-ej b-jar. xm

Function

Theconnecti on-fact ory-j ndi - nane element specifiesthe INDI name of the IMS
ConnectionFactory that the MessageDriven Bean should look up to create its queues
and topics. If this element is not specified, the default will be the

webl ogi c. j ns. MessageDr i venBeanConnect i onFact ory inconfi g. xnl .
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24 EB Deployment Descriptors

concurrency-strategy

Range of values:

Excl usi ve | Database | ReadOnly

Default value:

Dat abase

Requirements:

Optional element. Valid only for entity EJBs.

Parent elements:

webl ogi c-enterpri se-bean,
entity-descriptor,
entity-cache

Deployment file:

webl ogi c-ej b-j ar. xni

Function

This element specifies how the container should manage concurrent accessto an entity
bean. Y ou can set this element to one of three possible values:

m Excl usi ve isthe default locking behavior for WebL ogic Server versions 3.1

through 5.1. WebL ogic Server places an exclusive lock on cached entity EJB
instances when the bean is associated with a transaction. Other requests for the
EJB instance block until the transaction completes.

Dat abase causes WebL ogic Server to defer locking requests for an entity EJB to
the underlying datastore. With the Dat abase concurrency strategy, WebL ogic
Server does not cache the intermediate results of entity EJBsinvolvedin a
transaction.

ReadOnl y designates an entity EJB that is never modified. WebL ogic Server
callsej bLoad() for ReadOnl y beans based onther ead-ti neout - seconds
parameter.
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weblogic-ejb-jar.xml deployment descriptors

db-is-shared

Range of values:

true | false

Default value:

true

Requirements:

Optional element. Valid only for entity EJBs.

Parent elements:

webl ogi c-ent erpri se-bean,
entity-descriptor,
persi stence

Deployment file:

webl ogi c-ej b-jar. xm

Function

Thedb-i s- shar ed element appliesonly to entity beans. When settot r ue WebL ogic
Server assumesthat EJB data could be modified between transactions and rel oads the
data at the beginning of each transaction. When set to f al se WebL ogic Server
assumes that it has exclusive access to the EJB datain the persistent store.
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delay-updates-until-end-of-tx

Range of values:

true | false

Default value:

true

Requirements:

Optional element. Valid only for entity EJBs.

Parent elements:

webl ogi c-enterpri se-bean,
entity-descriptor,
persi stence

Deployment file:

webl ogi c-ej b-j ar. xni

Function

Set this element to t r ue (the default) to update the persistent store of all beansin a
transaction at the completion of the transaction. This generally improves performance
by avoiding unnecessary updates. However, it does not preserve the ordering of
database updates within a database transaction.

If your datastore uses an isolation level of TRANSACTI ON_READ_UNCOMM TTED, you
may want to alow other database usersto view the intermediate results of in-progress
transactions. Inthiscase, set del ay- updat es- unti | - end- of - t x tof al se toupdate
the bean's persistent store at the conclusion of each method invoke.

Note: Setting del ay- updat es- unti | - end- of - t x to false does not cause database
updatesto be “committed” to the database after each method invoke; they are
only sent to the database. Updates are committed or rolled back in the database
only at the conclusion of the transaction.
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weblogic-ejb-jar.xml deployment descriptors

description

Range of values: n‘a

Default value: n/a

Requirements: n‘a

Parent elements: webl ogi c-enterpri se-bean,

transaction-isol ation
met hod

Deployment file: webl ogi c-ej b-jar.xm

Function

Thedescri pti on element isused to provide text that describes the parent element.

destination-jndi-name

Range of values: Valid INDI name

Default value: n/a

Requirements: Requiredinmessage- dri ven-descri pt or.
Parent elements: webl ogi c-ent erpri se-bean

message- dri ven-descri pt or

Deployment file: webl ogi c-ej b-jar.xm

Function
The desti nati on-j ndi - name element specifies the INDI name used to associate a

message-driven bean with an actual IM S Queue or Topic deployedinthein WebL ogic
Server INDI tree.
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ejb-name

Range of values:

Name of an EJB defined inej b-j ar . xm

Default value:

na

Requirements:

Required element in net hod stanza The name must conform to the lexical rulesfor an
NMTOKEN.

Parent elements:

webl ogi c-enterprise-bean
transaction-isol ation
met hod

Deployment file:

webl ogi c-ej b-j ar. xni

Function

ej b- nane specifies the name of an EJB to which WebL ogic Server applies isolation
level properties. This nameis assigned by theej b-j ar file's deployment descriptor.
The name must be unique among the names of the enterprise beans in the same

ej b. j ar file. The enterprise bean code does not depend on the name; therefore the
name can be changed during the application-assembly process without breaking the
enterprise bean’ sfunction. There is no architected relationship between the ejb-name
in the deployment descriptor and the INDI name that the deployer will assign to the
enterprise bean’s home.
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ejb-reference-description

Range of values: n/a (XML stanza)
Default value: n/a (XML stanza)
Requirements: Optional element.
Parent elements: webl ogi c-ent erpri se-bean

ref erence-description

Deployment file: webl ogi c- ej b-jar. xm

Function

Theresour ce-descri pti on stanza maps a resource reference defined in
ej b-jar.xm tothe JNDI name of an actual resource available in WebL ogic Server.

m ej b-ref - nane specifies aresource reference name. Thisisthe reference that
the EJB provider places within theej b-j ar. xn deployment file.

m | ndi - nane specifies the INDI name of an actual resource factory availablein
WebL ogic Server.
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ejb-ref-name

Range of values: n/a
Default value: n‘a
Requirements: Optional element.
Parent elements: webl ogi c-ent erpri se-bean
ref erence-description
ej b-reference-description
Deployment file: webl ogi c-ej b-jar. xm
Function

Theresour ce-descri pti on stanza maps a resource reference named in
ej b-jar.xm tothe INDI name of an actual resource availablein WebL ogic Server.

ejb-local-reference-description

Range of values: n/a (XML stanza)
Default value: n‘a (XML stanza)
Requirements: Optional element.
Parent elements: webl ogi c-ent erpri se-bean

ref erence- descri ptor

Deployment file: webl ogi c-ej b-jar. xm

Function

The gjb-local-reference-description element is used to map the INDI name in the
WebL ogic Server of an EJB that is referenced by the bean in an gjb-local ref.
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enable-call-by-reference

Range of values: true | false

Default value: true

Requirements: Optional element.

Parent elements: webl ogi c-ent erpri se-bean

ref erence-description
ej b-ref erence-description

Deployment file: webl ogi c-ej b-jar.xm

Function

By default, EJB methods called from within the same server pass arguments by
reference. This increases the performance of method invocation because parameters
are not copied.

If you set enabl e-cal | - by-ref er ence to Fal se parametersto EJB methods are
copied (pass-by-value) in accordance with the EJB 1.1 specification. Pass by valueis
always necessary when the EJB is called remotely (not from within the server).
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entity-cache

Range of values: n/a (XML stanza)

Default value: n/a (XML stanza)

Requirements: Theentity-cache stanzaisoptional, and isvalid only for entity EJBs.
Parent elements: webl ogi c-ent erpri se- bean,

entity-descriptor

Deployment file: webl ogi c- ej b-j ar. xm

Function

Theenti ty-cache element defines the following options used to cache entity EJB
instances within WebL ogic Server:

®  max-beans-in-cache
m idle-timeout-seconds
m read-timeout-seconds

m concurrency-strategy
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entity-clustering

Range of values: n/a (XML stanza)

Default value: n/a (XML stanza)

Requirements: Optional element. Valid only for entity EJBsin a cluster.
Parent elements: webl ogi c-enterpri se-bean,

entity-descriptor

Deployment file: webl ogi c- ej b-jar. xm

Function

Theentity-cl ust eri ng element usesthefollowing optionsto specify how an entity
bean will be replicated in aWebL ogic cluster:

m home-is-clusterable
m  home-load-algorithm

m home call-router-class-name
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entity-descriptor

Range of values: n/a (XML stanza)
Default value: n/a (XML stanza)
Requirements: Oneentity-descriptor stanzaisrequired for each entity EJB in the jar.
Parent elements: webl ogi c-ent erpri se-bean
Deployment file: webl ogi c-ej b-jar. xm
Function

Theentity-descriptor element specifies the following deployment parameters
that are applicable to an entity bean:

= pool

m entity-cache
m lifecycle
m persistence

m  entity-clustsering
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finders-load-bean

Range of values:

true | false

Default value:

true

Requirements:

Optiona element. Valid only for CMP entity EJBs.

Parent elements:

webl ogi c-ent erpri se-bean,
entity-descriptor,
persi stence

Deployment file:

webl ogi c-ej b-jar. xm

Function

fi nder s-1 oad- bean determines whether WebL ogic Server loads the EJB into the
cache after acall to afinder method returns a reference to the bean. If you set this
element to t r ue, WeblL ogic immediately loads the bean into the cache if areference
to abean isreturned by the finder. If you set thiselement to f al se, WebL ogic Server
does not automatically load the bean into the cache until the first method invocation;
this behavior is consistent with the EJB 1.1 specification.
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home-call-router-class-name

Range of values:

Valid router class name

Default value:

null

Requirements:

Optional element. Valid only for entity EJBs and stateful session EJBsin acluster.

Parent elements:

webl ogi c-enterpri se-bean,
entity-descriptor,
entity-clustering
and
webl ogi c-enterpri se-bean
st at ef ul - sessi on-descri ptor
st at ef ul - sessi on-cl ustering

Deployment file:

webl ogi c-ej b-j ar. xni

Function

home- cal | - r out er - ¢l ass- name specifies the name of a custom class to use for
routing bean method calls. This class must implement

webl ogi c. rm . ext ensi ons. Cal | Rout er () . If specified, aninstance of thisclassis
called before each method call. The router class hasthe opportunity to choose a server
to route to based on the method parameters. The class returns either a server name or
null, which indicates that the current |oad algorithm should select the server.
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home-is-clusterable

Range of values: true | false

Default value: true

Requirements: Optional element. Valid only for entity EJBs and stateful session EJBsin acluster.
Parent elements: webl ogi c-enterpri se-bean,

entity-descriptor,
entity-clustering
and
webl ogi c-ent erpri se-bean
st at ef ul - sessi on-descri pt or
st at ef ul - sessi on-cl ustering

Deployment file: webl ogi c-ej b-jar. xm

Function

When hone- i s- ¢l ust er abl e ist r ue, the EJB can be deployed from multiple
WebL ogic Serversin acluster. Callsto the home stub are load-balanced between the
servers on which thisbean isdeployed, and if aserver hosting the bean is unreachable,
the call automatically fails over to another server hosting the bean.
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home-load-algorithm

Range of values:

round-robin | random | wei ght-based

Default value:

Vaueof webl ogi c. cl uster. def aul t LoadAl gorithm

Requirements:

Optional element. Valid only for entity EJBs and stateful session EJBsin acluster.

Parent elements:

webl ogi c-enterpri se-bean,
entity-descriptor,
entity-clustering
and
webl ogi c-enterpri se-bean
st at ef ul - sessi on-descri ptor
st at ef ul - sessi on-cl ustering

Deployment file:

webl ogi c-ej b-j ar. xni

Function

home- | oad- al gor i t hmspecifies the algorithm to use for load balancing between
replicas of the EJB home. If this property is not defined, WebL ogic Server uses the
algorithm specified by the server property,

webl ogi c. cl ust er. def aul t LoadAl gorithm

Y ou can define horre- | oad- al gori t hmas one of the following values:

® round-robi n: Load balancing is performed in a sequentia fashion among the
servers hosting the bean.

m randont Replicas of the EJB home are deployed randomly among the servers
hosting the bean.

®m wei ght - based: Replicas of the EJB home are deployed on host servers
according to the servers’ current workload.
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idle-timeout-seconds

Range of values:

1 to maxSeconds, where maxSeconds is the maximum value of an int.

Default value:

600

Requirements:

Optional element

Parent elements:

webl ogi c-ent erpri se-bean,
entity-descriptor,
entity-cache
and
webl ogi c-ent erpri se-bean,
st at ef ul - sessi on-descri ptor,
st at ef ul - sessi on-cache

Deployment file:

webl ogi c-ej b-jar. xm

Function

i dl e-ti nmeout - seconds defines the maximum length of time a stateful EJB should
remain in the cache. After thistime has elapsed, WebL ogic Server removes the bean
instance if the number of beansin cache approaches the limit of

max- beans- i n- cache. The removed bean instances are passivated.
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Initial-beans-in-free-pool

Range of values:

0 to naxBeans

Default value:

0

Requirements:

Optional element. Valid only for stateless session EJBs.

Parent elements:

webl ogi c-enterpri se-bean,
pool

Deployment file:

webl ogi c-ej b-j ar. xni

Function

If you specify avalueforini ti al - beans-i n-free- pool , you set theinitial size of
the pool. WebL ogic Server populates the free pool with the specified number of bean
instances for every bean class at startup. Populating the free pool in thisway improves
initial response time for the EJB, because initial requests for the bean can be satisfied
without generating a new instance.
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initial-context-factory

Range of values: true | false

Default value: webl ogi c. j ndi . W.I ni ti al Cont ext Fact ory

Requirements: Requires the server to throw a Renpt eExcept i on when a stateful session bean
instanceis currently handling amethod call and another (concurrent) method call arrives
on the server.

Parent elements: webl ogi c-ent erpri se-bean

message- dri ven-descri ptor

Deployment file: webl ogi c- ej b-jar. xm

Function
Theinitial -context-factory element specifies the contextFactory that the

container will use to create its connection factories. If initial-context-factory is not
specified, the default will bewebl ogi c. j ndi . W.I ni ti al Cont ext Factory.
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iIs-modified-method-name

Range of values: Valid entity EJB method name

Default value: None

Requirements: Optional element. Valid only for entity EJBs.
Parent elements: webl ogi c-ent erpri se- bean,

entity-descriptor,
persi stence

Deployment file: webl ogi c-ej b-jar. xm

Function

i s- nodi fi ed- met hod- name specifiesamethod that WebL ogic Server callswhenthe
EJB is stored. The specified method must return abool ean value. If no method is
specified, WebL ogic Server always assumes that the EJB has been modified and
aways savesit.

Providing a method and setting it as appropriate can improve performance for EJB
1.1-compliant beans, and for beans that use bean-managed persistence. However, any
errors in the method’ s return value can cause data inconsistency problems.

Note: isModified() isnolonger required for 2.0 CMP entity EJBs based on the
EJB 2.0 specification However, it still appliesto BMP and 1.1 CMP EJBs.
When you deploy EJB 2.0 entity beans with container-managed persistence,
WebL ogic Server automatically detects which EJB fields have been modified,
and writes only those fields to the underlying datastore.
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Isolation-

level

Range of values:

Serializable | ReadConmitted | ReadUnconmmitted |
Repeat abl eRead

Default value:

n/a

Requirements:

Optiona element.

Parent elements:

webl ogi c-ent erpri se-bean,
transaction-isol ation

Deployment file:

webl ogi c-ej b-jar. xm

Function

i sol ation-1evel specifiestheisolation level for al of the EJB’s database
operations. The following are possible valuesfor i sol ati on-1 evel :

®  TRANSACTI ON_READ UNCOWMM TTED: The transaction can view uncommitted
updates from other transactions.

m  TRANSACTI ON_READ COWM TTED: The transaction can view only committed
updates from other transactions.

B TRANSACTI ON_REPEATABLE_READ; Once the transaction reads a subset of data,
repeated reads of the same data return the same values, even if other transactions
have subsequently modified the data.

m  TRANSACTI ON_SERI ALI ZABLE: Simultaneously executing this transaction
multiple times has the same effect as executing the transaction multipletimesin
aserial fashion.

Refer to your database documentation for more information on the implications and
support for different isolation levels.
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jndi-name
Range of values: Valid INDI name
Default value: n‘a
Requirements: Requiredinr esour ce-descri pti on andej b-ref erence-descri pti on.
Parent elements: webl ogi c-ent erpri se-bean
and
webl ogi c-enterprise-bean
ref erence-description
resource-description
and
webl ogi c-enterprise-bean
ref erence-description
ej b-reference-description
Deployment file: webl ogi c-ej b-jar. xm
Function

j ndi - nane specifiesthe INDI name of an actual EJB, resource, or reference available
in WebL ogic Server.
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local-jndi-name

Range of values: Valid INDI name

Default value: n/a

Requirements: Required if the bean has alocal home.

Parent elements: webl ogi c-ent erpri se-bean

Deployment file: webl ogi c-ej b-jar.xm
Function

Thel ocal -j ndi - name element specifies ajndi-name for a bean’slocal home. If a
bean has both aremote and alocal home, then it must have two JNDI names; one for
each home.
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lifecycle
Range of values: n/a (XML stanza)
Default value: n/a (XML stanza)
Requirements: Thel i f ecycl e stanzais optional.
Parent elements: webl ogi c-ent erpri se- bean,
entity-descriptor
and
webl ogi c-enterprise-bean
st at ef ul - sessi on-descri ptor
Deployment file: webl ogi c-ej b-jar. xm
Function

Thel i f ecycl e element defines options that affect the lifecycle of stateful and entity
EJB instances within WebLogic Server. Currently, thel i f ecycl e element includes
only one element: passi vat i on- st rat egy.
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max-beans-in-cache

Range of values:

1 to maxBeans

Default value:

100

Requirements:

Optional element

Parent elements:

webl ogi c-ent erpri se-bean,
entity-descriptor,
entity-cache
and
webl ogi c-ent erpri se-bean
st at ef ul - sessi on-descri pt or
st at ef ul - sessi on-cache

Deployment file:

webl ogi c-ej b-jar. xm

Function

The max- beans- i n- cache element specifies the maximum number of objects of this
classthat are allowed in memory. When nmax- bean- i n- cache isreached, WebL ogic
Server passivates some EJBs that have not been recently used by aclient.

max- beans- i n- cache aso affects when EJBs are removed from the WebL ogic
Server cache.
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max-beans-in-free-pool

Range of values:

0 to naxBeans

Default value:

1000

Requirements:

Optional element. V

Parent elements:

webl ogi c-enterpri se-bean,
st at el ess-sessi on-descri ptor,
pool
webl ogi c-enterpri se-bean,
nmessage-dri ven-descri ptor,
pool
webl ogi c-enterpri se-bean,
entity-descriptor,
pool

Deployment file:

webl ogi c-ej b-j ar. xni

Function

WebL ogic Server maintains a free pool of EJBsfor every statel ess session bean,
message-driven, and entity bean class. The max- beans-i n-fr ee- pool eement
defines the size of this pool. For more information, see “EJB Lifecycle” in
Programming WebLogic Server EJBs
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message-driven-descriptor

Range of values: n/a (XML stanza)

Default value: n/a (XML stanza)

Requirements:

Parent elements: webl ogi c-ent erpri se-bean
Deployment file: webl ogi c-ej b-jar.xm
Function

Themessage- dri ven-descri pt or € ement associatesamessage-driven beanwith a
JMSS destination in WebL ogic Server. This element specifies the following
deployment parameters:

= pool

m destination-jndi-name
m initial-context-factory
m provider-url

m connection-factory-jndi-name
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method
Range of values: n/a (XML stanza)
Default value: n/a (XML stanza)
Requirements: Optional element. Y ou can specify more than one net hod stanzato configure multiple
EJB methods.
Parent elements: webl ogi c-ent erpri se-bean
transaction-isol ation
Deployment file: webl ogi c-ej b-jar. xm
Function

The et hod element definesamethod of an enterprise ben’ shome or remoteinterface,
or aset of methods.

method-intf

Range of values: Hone | Renote
Default value: n/a
Requirements: Optional element.
Parent elements: webl ogi c-ent erpri se-bean
transaction-isol ation
met hod
Deployment file: webl ogi c-ej b-jar. xm
Function

met hod- i nt f specifiesthe EJB interface to which WebL ogic Server appliesisolation
level properties. Use this element only if you need to differentiate between methods
having the same signature in the EJB’ s home and remote interface.
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method-name

Range of values: Name of an EJB definedinej b-jar.xm | *
Default value: n/a
Requirements: Required element in net hod stanza.
Parent elements: webl ogi c-ent erpri se-bean
transaction-isol ation
met hod
Deployment file: webl ogi c-ej b-jar.xm
Function

met hod- nane specifies the name of an individual EJB method to which WebL ogic
Server appliesisolation level properties. Use the asterisk (*) to specify al methodsin
the EJB’ s home and remote interfaces.

If you specify anet hod- nane, the method must be available in the specified
ej b- name.
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method-param

Range of values: Fully qualified Java type of a method parameter
Default value: n‘a
Requirements: Required element in met hod- par ans.
Parent elements: webl ogi c-ent erpri se-bean
transaction-isol ati on
nmet hod

nmet hod- par ans

Deployment file: webl ogi c-ej b-jar. xm

Function

The met hod- par amelement specifies the fully-qualified Javatype name of a method
parameter.

method-params

Range of values:

n‘a (XML stanza)

Default value:

n/a (XML stanza)

Requirements:

Optional stanza.

Parent elements:

webl ogi c-enterprise-bean
transaction-isol ation
net hod

Deployment file:

webl ogi c-ej b-j ar. xni

Function

The net hod- par ams Stanza contains one or more elements that define the Java type
name of each of the method’ s parameters.
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passivation-strategy

Range of values:

default | transaction

Default value:

defaul t

Requirements:

Optional element. Valid only for entity EJBs.

Parent elements:

webl ogi c-ent erpri se-bean,
entity-descriptor,
lifecycle

Deployment file:

webl ogi c-ej b-jar. xm

Function

persistence

The passi vat i on- strat egy element determines whether or not WebL ogic Server
maintains the intermediate state of entity EJBs in its cache.

Range of values:

n/a (XML stanza)

Default value:

n/a (XML stanza)

Requirements:

Required only for entity EJBs that use container-managed persistence services.

Parent elements:

webl ogi c-ent erpri se-bean,
entity-descriptor

Deployment file:

webl ogi c-ej b-jar. xm

Function

The per si st ence element defines the following options that determine the
persistence type, transaction commit behavior, and ej bLoad() and ej bSt or e()
behavior for entity EJBs in WebL ogic Server:

is-modified-method-name
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m delay-updates-until-end-of-tx
m finders-load-bean

m persistence-type

m  db-is-shared

m persistence-use

persistence-type

Range of values:

n/a (XML stanza)

Default value:

n‘a (XML stanza)

Requirements:

Required only for entity EJBs that use container-managed persistence services.

Parent elements:

webl ogi c-enterpri se-bean,
entity-descriptor,
persi stence

Deployment file:

webl ogi c-ej b-j ar. xni

Function

Theper si st ence-t ype element defines a persi stence service that the entity EJB can
use. You can define multiple per si st ence-t ype stanzasin

webl ogi c- ej b-jar. xm for testing your EJB with multiple persistence services.
Only the persistence type defined in per si st ence- use isactually used during
deployment.

per si st ence-t ype includes several elements that identify the persistence types:
m type-identifier
m type-version

m type-storage
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persistence-use

Range of values:

n/a (XML stanza)

Default value:

n/a (XML stanza)

Requirements:

Required only for entity EJBs that use container-managed persistence services.

Parent elements:

webl ogi c-ent erpri se-bean,
entity-descriptor,
persi stence

Deployment file:

webl ogi c-ej b-jar. xm

Function

Theper si st ence- use element is similar to per si st ence- t ype, but it definesthe
persistence service actually used during deployment. per si st ence- use usesthe
type-identifier andtype-versi on dementsdefinedinaper si st ence-t ype to
identify the service.

persistent-store-dir

Range of values:

Fully qualified filesystem path

Default value:

n‘a

Requirements:

Optional element.

Parent elements:

webl ogi c-ent erpri se-bean
st at ef ul - sessi on-descri pt or

Deployment file:

webl ogi c-ej b-jar. xm

Function

The per si st ent - st or e-di r element specifies afile system directory where
WebL ogic Server stores the state of passivated stateful session bean instances.

Programming WebL ogic Enterprise JavaBeans  24-37



24 EB Deployment Descriptors

pool
Range of values: n/a (XML stanza)
Default value: n/a (XML stanza)
Requirements: Optional element.
Parent elements: webl ogi c-ent erpri se-bean
st at el ess-sessi on-descri ptor
Deployment file: webl ogi c- ej b-j ar. xm
Function

The pool element configures the behavior of the WebL ogic Server free pool for a
statel ess session and message driven EJBs. The options are:

m  max-beans-in-free-pool

m initial-beans-in-free-pool
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principal-name

Range of values: valid WebL ogic Server principal name
Default value: n/a
Requirements: Atleast onepri nci pal - nane isrequired inthesecuri ty-r ol e- assi gnnent

stanza. Y ou may define more than one pri nci pal - nane for eachr ol e- nane.

Parent elements: webl ogi c-ent erpri se- bean
security-rol e-assi gnnent

Deployment file: webl ogi c-ej b-jar. xm

Function

pri nci pal - name specifiesthe name of an actual WebL ogic Server principal to apply
to the specified r ol e- nane.

provider-url

Range of values: valid name
Default value: n‘a
Requirements: Used in conjunction withi ni ti al - cont ext - f act ory and

connection-factory-jndi - nane.

Parent elements: webl ogi c-ent erpri se-bean
message- dri ven-descri pt or

Deployment file: webl ogi c-ej b-jar.xm

Function

Theprovi der-url element specifiesthe URL provider to be used by the
InitialContext. Typically, thisisthe host : port.
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read-timeout-seconds

Range of values: 0 to maxSeconds, where maxSeconds is the maximum value of an int.
Default value: 600

Requirements: Optional element. Valid only for entity EJBs.

Parent elements: webl ogi c-ent erpri se- bean,

entity-descriptor,
entity-cache

Deployment file: webl ogi c-ej b-jar. xm

Function

Theread-ti meout - seconds element specifies the number of seconds between

ej bLoad() callsonaRead- Onl y entity bean. By default, r ead- t i neout - seconds
isset to 0, and WebL ogic Server callsej bLoad() only when the bean is brought into
the cache.

reference-descriptor

Range of values: n/a (XML stanza)

Default value: n‘a (XML stanza)

Requirements: Optional element.

Parent elements: webl ogi c-ent erpri se-bean

Deployment file: webl ogi c-ej b-jar. xm
Function

Ther ef erence-descri pt or element mapsreferencesintheej b-j ar. xnl fileto
the INDI names of actual resource factories and EJBs available in WebL ogic Server.
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replication-type

Range of values: InMemory | None

Default value: None

Requirements: Optional element. Valid only for stateful session EJBsin acluster.
Parent elements: webl ogi c-ent erpri se-bean

st at ef ul - sessi on-descri pt or
st at ef ul - sessi on-cl ustering

Deployment file: webl ogi c-ej b-jar.xm

Function

Thereplication-type element determines whether or not WebL ogic Server
replicates the state of stateful session EJBs across WebL ogic Server instancesin a
cluster. If you select | nMenor y, the state of the EJB isreplicated. If you select None,
the state is not replicated.
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res-env-ref-name

Range of values:

A valid resource environment reference name fromtheej b-j ar. xm file

Default value:

na

Requirements:

n‘a

Parent elements:

webl ogi c-enterpri se-bean
ref erence-descri ptor
resour ce- env-description

Deployment file:

webl ogi c-ej b-j ar. xni

Function

Ther es- env-r ef - name element specifies the name of a resource environment
reference.

res-ref-name

Range of values:

A valid resource reference name from theej b-j ar . xni file

Default value:

na

Requirements:

Required element if the EJB specifies resource referencesinej b-j ar . xni

Parent elements:

webl ogi c-enterpri se-bean
ref erence-description
resource-description

Deployment file:

webl ogi c-ej b-j ar. xni

Function

Ther es-r ef - name element specifiesthe name of aresourcefactory reference. Thisis
the reference that the EJB provider places within theej b-j ar. xm deployment file.
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resource-env-description

Range of values: n/a (XML stanza)
Default value: n/a (XML stanza)
Requirements: Optional element.
Parent elements: webl ogi c-ent erpri se-bean

ref erence-descri ptor

Deployment file: webl ogi c- ej b-jar. xm

Function

Ther esour ce-env-descri pti on element maps a resource environment reference
definedinej b-j ar. xnl tothe INDI name of an actual resource availablein
WebL ogic Server.

resource-description

Range of values: n/a (XML stanza)
Default value: n/a (XML stanza)
Requirements: Optiona element.
Parent elements: webl ogi c-ent erpri se- bean

ref erence-description

Deployment file: webl ogi c-ej b-jar. xm

Function

Theresour ce-descri pti on element maps aresource reference defined in
ej b-jar.xm tothe JNDI name of an actual resource available in WebL ogic Server.
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role-name

Range of values:

An EJB role name defined inej b-j ar . xm

Default value:

na

Requirements:

Required element in security-role-assignment.

Parent elements:

webl ogi c-enterpri se-bean
security-rol e-assi gnnent

Deployment file:

webl ogi c-ej b-j ar. xni

Function

Ther ol e- namre element identifies an application role name that the EJB provider
placed intheej b-j ar. xnm deployment file. Subsequent pri nci pal - name elements
in the stanza map WebL ogic Server principals to the specified r ol e- nane.

run-as-identity-principal

Range of values:

Principal that will be used as the identity asdefinedinej b-j ar . xm

Default value:

n‘a

Requirements:

Required elementinsecuri ty-rol e- assi gnnent .

Parent elements:

weblogi c-enterprise-bean

Deployment file:

webl ogi c-ej b-j ar. xni

Function

Therun-as-identity-principal element specifiesthe principal to be used asthe
identity for beansthat haveasecurity-identity. run-as-specified-identity
setintheej b-jar. xm .
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The principal named in this element must be one of the principals mapped to the
run-as-specified--identity role

security-role-assignment

Range of values: n/a (XML stanza)
Default value: n/a (XML stanza)
Requirements: Required element if ej b-j ar . xm defines application roles.
Parent elements: webl ogi c-ej b-j ar
Deployment file: webl ogi c-ej b-jar.xm
Function

Thesecurity-rol e-assi gnment stanzamapsapplicationrolesintheej b-j ar. xni
file to the names of security principals available in WebL ogic Server.
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stateful-session-cache

Range of values: n/a (XML stanza)

Default value: n/a (XML stanza)

Requirements: Thest at ef ul - sessi on- cache stanzaisoptional, and is valid only for stateful
session EJBs.

Parent elements: webl ogi c-ent er pri se-bean,

st at ef ul - sessi on-descri ptor

Deployment file: webl ogi c-ej b-jar. xm

Function

Thest at ef ul - sessi on- cache element defines the following options used to cache
stateful session EJB instances within WebL ogic Server.

m home-is-clusterable
m  home-load-algorithm
m home-call-router-class-name

m replication-type
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stateful-session-clustering

Range of values: n/a (XML stanza)

Default value: n/a (XML stanza)

Requirements: Optional element. Valid only for stateful session EJBsin acluster.
Parent elements: webl ogi c-enterpri se-bean,

st at ef ul - sessi on-descri pt or

Deployment file: webl ogi c- ej b-jar. xm

Function

Thest at ef ul - sessi on- ¢l ust er i ng stanzaelement specifiesthefollowing options
that determine how WebL ogic Server replicates stateful session EJB instancesin a
cluster:

®  max-beans-in-cache
m idle-timeout-seconds

m cachetype
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stateful-session-descriptor

Range of values: n/a (XML stanza)
Default value: n/a (XML stanza)
Requirements: Onest at ef ul - sessi on-descri pt or stanzaisrequired for each stateful session
EBinthe.j ar.
Parent elements: webl ogi c-ent erpri se-bean
Deployment file: webl ogi c-ej b-jar. xm
Function

The st at ef ul - sessi on-descri pt or element specifies the following deployment
parameters that are applicable for stateful session EJBsin WebL ogic Server:

m stateful-session-cache

m lifecycle

m persistent-store-dir

m stateful-session-clustering

m alow-concurrent-calls
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stateless-bean-call-router-class-name

Range of values: Valid router class name

Default value: n/a

Requirements: Optional element. Valid only for stateless session EJBs in acluster.
Parent elements: webl ogi c-enterpri se-bean,

st at el ess-sessi on-descri ptor
statel ess-clustering

Deployment file: webl ogi c-ej b-jar.xm

Function

Thest at el ess- bean-cal | -rout er - ¢l ass- nanme element specifies the name of a
custom classto use for routing bean method calls. This class must implement

webl ogi c. rmi . ext ensi ons. Cal | Rout er () . If specified, aninstance of thisclassis
called before each method call. The router class hasthe opportunity to choose a server
to route to based on the method parameters. The class returns either a server name or
null, which indicates that the current load algorithm should select the server.
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stateless-bean-is-clusterable

Range of values:

true | false

Default value:

true

Requirements:

Optional element. Valid only for stateless session EJBsin acluster.

Parent elements:

webl ogi c-enterpri se-bean,
st at el ess-sessi on-descri ptor
statel ess-clustering

Deployment file:

webl ogi c-ej b-j ar. xni

Function

When st at el ess-bean-i s-cl usterabl e iStrue, the EJB can be deployed from
multiple WebL ogic Serversin a cluster. Calls to the home stub are load-balanced
between the servers on which this bean is deployed, and if aserver hosting the beanis
unreachable, the call automatically fails over to another server hosting the bean.

24-50  Programming WebL ogic Enterprise JavaBeans



weblogic-ejb-jar.xml deployment descriptors

stateless-bean-load-algorithm

Range of values:

round-robin | random | wei ght-based

Default value:

Value of webl ogi c. cl ust er. def aul t LoadAl gorithm

Requirements:

Optional element. Valid only for stateless session EJBs in acluster.

Parent elements:

webl ogi c-ent erpri se-bean,
st at el ess-sessi on-descri ptor
statel ess-clustering

Deployment file:

webl ogi c-ej b-jar. xm

Function

st at el ess- bean- | oad- al gori t hmspecifiesthealgorithm to usefor load balancing
between replicas of the EJB home. If this property is not defined, WebL ogic Server
uses the algorithm specified by the server property,

webl ogi c. cl ust er. def aul t LoadAl gorithm

You can define st at el ess- bean- 1 oad- al gor i t hmas one of the following values:

®m round-robi n: Load balancing is performed in a sequential fashion among the
servers hosting the bean.

m randont Replicas of the EJB home are deployed randomly among the servers
hosting the bean.

®m wei ght - based: Replicas of the EJB home are deployed on host servers
according to the servers' current workload.
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stateless-bean-methods-are-idempotent

Range of values:

true | false

Default value:

fal se

Requirements:

Optional element. Valid only for stateless session EJBsin acluster.

Parent elements:

webl ogi c-enterpri se-bean,
st at el ess-sessi on-descri ptor
statel ess-clustering

Deployment file:

webl ogi c-ej b-j ar. xni

Function

Y ou can set this element to either t rue or f al se. Set

st at el ess- bean- met hods- ar e- i denpot ent to “true” only if the bean iswritten
such that repeated calls to the same method with the same arguments has exactly the
same effect asasingle call. Thisallows the failover handler to retry afailed call
without knowing whether the call actually completed on the failed server. Setting this
property tot r ue makesit possiblefor the bean stub to recover automatically from any
failure aslong as another server hosting the bean can be reached.
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stateless-clustering

Range of values:

n/a (XML stanza)

Default value:

n/a (XML stanza)

Requirements:

Optional element. Valid only for stateless session EJBs in acluster.

Parent elements:

webl ogi c-ent erpri se-bean,
st at el ess-sessi on-descri ptor

Deployment file:

webl ogi c-ej b-jar. xm

Function

Thest at el ess- cl ust er i ng element specifies the following options that determine
how WebL ogic Server replicates statel ess session EJB instancesin a cluster:

statel ess-bean-is-clusterable
statel ess-bean-1oad-algorithm
statel ess-bean-call-router-class-name

statel ess-bean-methods-are-idempotent
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stateless-session-descriptor

Range of values: n/a (XML stanza)
Default value: n/a (XML stanza)
Requirements: Onest at el ess-sessi on-descri pt or element isrequired for each stateless

session EJB in the jar.

Parent elements: webl ogi c-ent erpri se-bean
Deployment file: webl ogi c-ej b-jar. xm
Function

Thest at el ess-sessi on-descri pt or element defines deployment parameters,
such as caching, clustering, and persistence for stateless session EJBsin WebL ogic

Server.

transaction-descriptor

Range of values: n‘a (XML stanza)

Default value: n/a (XML stanza)

Requirements: Optional element.

Parent elements: webl ogi c-ent er pri se- bean

Deployment file: webl ogi c-ej b-jar. xm
Function

Thetransaction-descri ptor element specifies options that define transaction
behavior in WebL ogic Server. Currently, this stanza includes only one element:
trans-tineout - seconds.
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transaction-isolation

Range of values: n/a (XML stanza)

Default value: n/a (XML stanza)

Requirements: Optional element.

Parent elements: transaction-description

Deployment file: webl ogi c-ej b-jar.xm
Function

Thetransaction-i sol ati on element defines method-level transaction isolation
settings for an EJB.

trans-timeout-seconds

Range of values: 0 to maxSeconds

Default value: 30

Requirements: Optiona element. Valid only for all EJBs.
Parent elements: webl ogi c-ent erpri se-bean,

transaction-descriptor

Deployment file: webl ogi c-ej b-jar.xm

Function

Thet rans-ti meout - seconds element specifiesthe maximum durationfor an EJB’s
container-initiated transactions. If atransaction lasts longer than
trans-ti neout - seconds, WebLogic Server rolls back the transaction.

If you specify novaluefort r ans- t i meout - seconds, container-initiated transactions
timeout after five minutes, by defaullt.
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type-identifier

Range of values:

Valid string

Default value:

na

Requirements:

Required only for entity EJBs that use container-managed persistence services.

Parent elements:

webl ogi c-enterpri se-bean,
entity-descriptor,
persi stence

persi stence-type
and
webl ogi c-enterpri se-bean,
entity-descriptor,
persi stence

persi st ence- use

Deployment file:

webl ogi c-ej b-j ar. xni

Function

Thetype-identifier element containstext that identifies an entity EJB persistence
type. WebL ogic Server RDBM S-based persistence uses the identifier,

WebLogi c_CMP_RDBMB. If you use adifferent persistence vendor, consult the vendor’s
documentation for information on the correct t ype-i denti fi er.
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type-storage

Range of values:

Valid string

Default value:

n‘a

Requirements:

Required only for entity EJBs that use container-managed persistence services.

Parent elements:

webl ogi c-ent erpri se-bean,
entity-descriptor,
persi stence

persi stence-type

Deployment file:

webl ogi c-ej b-jar. xm

Function

Thet ype- st or age element defines the full path of the file that stores data for this
persistence type. The path must specify the file' s location relative to the top level of
the EJB’s. j ar deployment file or deployment directory.

WebL ogic Server RDBM S-based persistence generally uses an XML file named
webl ogi c- cnp-rdbns-j ar. xm to store persistence datafor abean. Thisfileis
stored in the META- | NF subdirectory of the . j ar file.
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type-version

Range of values: Valid string

Default value: n‘a

Requirements: Required only for entity EJBs that use container-managed persistence services.
Parent elements: webl ogi c-ent erpri se- bean,

entity-descriptor,
persi stence

persi stence-type
and
webl ogi c-enterpri se-bean,
entity-descriptor,
persi stence

persi st ence- use

Deployment file: webl ogi c-ej b-jar. xm

Function
Thet ype- ver si on element identifies the version of the specified persistence type.

Note: If you use WebL ogic Server RDBM S-based persistence, the specified version
must exactly match the RDBM S persistence version for the WebL ogic Server
release. Specifying an incorrect version results in the following error:

webl ogi c. ej b. persi st ence. Persi st enceSet upExcepti on: Error
initializing the CVMP Persistence Type for your bean: No installed
Persi stence Type matches the signature of (identifier

‘Wbl ogi c_CVP_RDBMS', version ‘version_nunber’).
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weblogic-ejb-jar

Range of values:

Default value:

Requirements:

Parent elements: webl ogi c-enterpri se-bean,
Deployment file: webl ogi c-ej b-jar.xm
Function

webl ogi c- ] b-j ar isthe root element of the weblogic component of the EJB
deployment descriptor.

weblogic-enterprise-bean

Range of values:

Default value:

Requirements:

Parent elements: webl ogi c-ent erpri se-bean,
Deployment file: webl ogi c-ej b-jar. xm
Function

Thewebl ogi c- ent er pri se- bean element contains the deployment information for
abean that isavailable in WebL ogic Server.
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This section describes the 6.1 WebL ogic Server-specific XML elements found in
webl ogi ¢510- ej b-j ar. xni that are used to define the deployment descriptorsinthe
WebL ogic Server EJB container. These elements map to fields, of approximately the
same name, in the WebL ogic Server Administration Console. Use these deployment
descriptorsfor 1.1 EJBs.

caching-descriptor

Thecachi ng- descri pt or stanzaaffectsthe number of EJBsin the WebL ogic Server
cache aswell as the length of time before EJBs are passivated or pooled. The entire
stanza, aswell as each of its elements, is optional. WebL ogic Server uses default
values where no elements are defined.

max-beans-in-free-pool
Note: Thiselement isvalid only for stateless session EJBs.

WebL ogic Server maintains afree pool of EJBs for every bean class. This optional
element defines the size of the pool. By default, max- beans- i n- f r ee- pool hasno
limit; the maximum number of beansin the free pool is limited only by the available
memory.

initial-beans-in-free-pool
Note: Thiselement isvalid only for stateless session EJBs.

If you specify avaluefori ni ti al - bean-i n-free- pool , WebLogic Server

popul ates the free pool with the specified number of bean instances at startup.
Populating the free pool in thisway improvesinitial response time for the EJB, since
initial requests for the bean can be satisfied without generating a new instance.

initial-bean-in-free-pool defaultstoO if the element is not defined.

max-beans-in-cache

Note: Thiselement isvalid only for stateful session EJBs and entity EJBs.
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This element specifies the maximum number of objects of this class that are allowed
in memory. When max- bean- i n- cache is reached, WebL ogic Server passivates
some EJBs that have not been recently used by a client. max- beans- i n- cache also
affects when EJBs are removed from the WebL ogic Server cache.

The default value of max- beans- i n- cache is 100.

idle-timeout-seconds

i dl e-ti nmeout - seconds defines the maximum length of time a stateful EJB should
remain in the cache. After thistime has elapsed, WebL ogic Server may remove the
bean instance if the number of beansin cache approaches the limit of

max- beans- i n- cache.

i dl e-ti nmeout - seconds defaultsto 600 if you do not define the element.

cache-strategy

The cache- st r at egy element can be one of the following:
m Read-Wite
m Read-Only

The default valueisRead- Wit e.

read-timeout-seconds

Ther ead-ti meout - seconds element specifies the number of seconds between

ej bLoad() callson aRead- Onl y entity bean. By default, r ead- t i meout - seconds
is set to 600 seconds. If you set this value to 0, WebL ogic Server callsej bLoad only
when the bean is brought into the cache.

persistence-descriptor

The per si st ence- descri pt or stanza specifies persistence options for entity EJBs.
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is-modified-method-name

i s- nodi fi ed- met hod- name specifiesamethod that WebL ogic Server callswhenthe
EJB is stored. The specified method must return abool ean value. If no method is
specified, WebL ogic Server always assumes that the EJB has been modified and
aways savesit.

Providing a method and setting it as appropriate can improve performance. However,
any errorsin the method' s return val ue can cause data inconsistency problems.

delay-updates-until-end-of-tx

Set this property to t r ue (the default), to update the persistent store of all beansin a
transaction at the completion of the transaction. This generally improves performance
by avoiding unnecessary updates. However, it does not preserve the ordering of
database updates within a database transaction.

If your datastore uses an isolation level of TRANSACTI ON_READ_UNCOVMM TTED, you
may want to alow other database usersto view the intermediate results of in-progress
transactions. Inthiscase, set del ay- updat es- unti | - end- of - t x tof al se toupdate
the bean's persistent store at the conclusion of each method invoke.

Note: Setting del ay- updat es- unti | - end- of - t x to false does not cause database
updatesto be “committed” to the database after each method invoke; they are
only sent to the database. Updates are committed or rolled back in the database
only at the conclusion of the transaction.

persistence-type

A per si st ence-t ype defines a persistence service that can be used by an EJB. You
can define multiple per si st ence-t ype entriesin webl ogi c- ej b-j ar. xm for
testing with multiple persistence services. Only the persistence type defined in

per si st ence- use isused during deployment.

per si st ence-t ype includes several elements that define the properties of a service:

m type-identifier containstext that identifiesthe specified persistence type.
For example, WebL ogic Server RDBM S persistence uses the identifier,
WebLogi c_CVP_RDBIVS.

m type-versi on identifies the version of the specified persistence type.
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Note: The specified version must exactly match the RDBM S persistence version for

the WebL ogic Server release. Specifying an incorrect version resultsin the
error:

webl ogi c. ej b. persi st ence. Persi st enceSet upExcepti on: Error
initializing the CW Persistence Type for your bean: No installed
Per si stence Type matches the signature of (identifier

‘Wbl ogi c_CVMP_RDBMS', version ‘version_nunber’).

m type-storage definesthefull path of thefile that stores datafor this
persistence type. The path must specify the file's |ocation relative to the top level
of the EJB’s .jar deployment file or deployment directory.

WebL ogic Server RDBM S-based persistence generally uses an XML file named

webl ogi c- crp-rdbms-j ar. xm to store persistence datafor abean. Thisfileis
stored in the META- | NF subdirectory of the .jar file.

db-is-shared

Thedb- i s- shar ed element applies only to entity beans. When setto t r ue (the
default value), WebL ogic Server assumes that EJB data could be modified between
transactions and rel oads data at the beginning of each transaction. When settof al se,

WebL ogic Server assumesthat it has exclusive accessto the EJB datain the persistent
store.

stateful-session-persistent-store-dir

st at ef ul - sessi on- persi st ent-store-dir specifies the file system directory
where WebL ogic Server stores the state of passivated stateful session bean instances.

persistence-use

The per si st ence- use property is similar to per si st ence type, but it definesthe
persistence service actually used during deployment. per si st ence- use usesthe

type-identifier andtype-versi on dementsdefinedinaper si st ence-type to
identify the service.
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clustering-descriptor

Thecl ust eri ng- descri pt or stanzadefinesthe replication properties and behavior
for EJBs deployed in aWebL ogic Server cluster. Thecl ust eri ng- descri pt or
stanza and each of its elements are optional, and are not applicable to single-server
systems.

home-is-clusterable

Y ou can set this element to either t r ue or f al se. When hone- i s-cl ust erabl e is
true, the EJB can be deployed from multiple WebL ogic Serversin acluster. Callsto
the home stub are |oad-balanced between the servers on which this bean is deployed,
and if aserver hosting the bean is unreachable, the call automatically fails over to
another server hosting the bean.

home-load-algorithm

home- | oad- al gor i t hmspecifies the algorithm to use for load balancing between
replicas of the EJB home. If this property is not defined, WebL ogic Server uses the
algorithm specified by the server property,

webl ogi c. cl ust er. def aul t LoadAl gorithm

Y ou can define home- | oad- al gor i t hmas one of the following values:

m round-robi n: Load balancing is performed in a sequential fashion among the
servers hosting the bean.

m random Replicas of the EJB home are deployed randomly among the servers
hosting the bean.

m wei ght - based: Replicas of the EJB home are deployed on host servers
according to the servers’ current workload.

home-call-router-class-name
home- cal | - r out er - ¢l ass- name specifies the custom class to use for routing bean

method calls. This class must implement
webl ogi c. rm . ext ensi ons. Cal | Rout er () . If specified, aninstance of thisclassis
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called before each method call. The router class hasthe opportunity to choose a server
to route to based on the method parameters. The class returns either a server name or
null, which indicates that the current load algorithm should select the server.

stateless-bean-is-clusterable
This property issimilar to hone- i s- ¢l ust er abl e, but it is applicable only to
statel ess session EJBs.

stateless-bean-load-algorithm
This property is similar to hone- | oad- al gori t hm but it is applicable only to
statel ess session EJBs.

stateless-bean-call-router-class-name
Thisproperty issimilar tohome- cal | - r out er - cl ass- nane, butitisapplicableonly
to stateless session EJBs.

stateless-bean-methods-are-idempotent

Y ou can set this element to either t rue or f al se. Set

st at el ess- bean- met hods- ar e- i denpot ent tot rue only if the bean iswritten
such that repeated calls to the same method with the same arguments has exactly the
same effect asasingle call. This allows the failover handler to retry afailed call
without knowing whether the call actually completed on the failed server. Setting this
property tot r ue makesit possiblefor the bean stub to automatically recover from any
failure aslong as another server hosting the bean can be reached.

Note: This property is applicable only to statel ess session EJBs.

transaction-descriptor

Thetransacti on-descri pt or Stanza contains elements that define transaction
behavior in WebL ogic Server. Currently, this stanzaincludes only one element:
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trans-timeout-seconds

Thet rans-ti meout - seconds element specifiesthe maximum durationfor theEJB’s
container-initiated transactions. If a transaction lasts longer than
trans-ti nmeout - seconds, WebLogic Server rolls back the transaction.

If you specify novaluefort r ans- t i meout - seconds, container-initiated transactions
timeout after five minutes, by default.

reference-descriptor

Ther ef er ence-descri pt or stanzamapsreferencesintheej b-j ar. xn fileto the
JINDI names of actual resource factories and EJBs available in WebL ogic Server.

Ther ef er ence- descri pt or stanzacontainsoneor more additional stanzasto define
resource factory references and EJB references.

resource-description

The following elements define an individual r esour ce- descri pti on:

m res-ref-nanme specifiesaresource reference name. Thisisthe reference that
the EJB provider places within the ej b-j ar. xm deployment file.

m j ndi - nane specifies the INDI name of an actual resource factory available in
WebL ogic Server.

ejb-reference-description

The following elements define an individual ej b- r ef er ence- descri pti on:

m res-ref-nanme specifies an EJB reference name. Thisisthe reference that the
EJB provider placeswithinthe ej b-j ar. xml deployment file.

®m j ndi - nanme specifies the INDI name of an actual EJB available in WebL ogic
Server.
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transaction-isolation

Thet ransacti on-i sol at i on stanzaspecifiesthetransactionisolation level for EJB
methods. The stanza consists of one or morei sol ati on-1 evel €lementsthat apply
to arange of EJB methods.

isolation-level

method

i sol ation-1evel definesavalidtransaction isolation level to apply to specific EJB
methods. The following are possible valuesfor i sol ati on- | evel :

TRANSACTI ON_READ_UNCOWM TTED: The transaction can view uncommitted
updates from other transactions.

TRANSACTI ON_READ_COWM TTED: The transaction can view only committed
updates from other transactions.

TRANSACTI ON_REPEATABLE_READ; Once the transaction reads a subset of data,
repeated reads of the same data return the same values, even if other transactions
have subsequently modified the data.

TRANSACTI ON_SERI ALI ZABLE: Simultaneously executing this transaction
multiple times has the same effect as executing the transaction multipletimesin
aserial fashion.

Refer to your database documentation for more information on the implications and
support for different isolation levels.

The net hod stanza defines the EJB methods to which an isolation level applies.
met hod defines arange of methods using the following elements:

descri pti onisan optional element that describes the method.

ej b- name identifies the EJB to which WebL ogic Server appliesisolation level
properties.

met hod- i nt f isan optional element that indicates whether the specified
method(s) reside in the EJB’s home or remote interface. The value of this
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element must be “Home” or “Remote”. If you do not specify met hod- i nt f, you
can apply an isolation to methods in both interfaces.

m et hod- nane specifies either the name of an EJB method or an asterisk (*) to
designate all EJB methods.

m et hod- par ans is an optional stanza that lists the Java types of each of the
method’s parameters. The type of each parameter must be listed in order, using
individual et hod- par amelements within the et hod- par ans stanza.

security-role-assignment

Thesecurity-rol e-assi gnment stanzamapsapplicationrolesintheej b-j ar . xni
file to the names of security principals available in WebL ogic Server.-

security-rol e-assi gnnent can contain one or more pairs of the following
elements:

m rol e- nane isthe application role name that the EJB provider placed in the
ej b-jar.xm deployment file.

m princi pal - name specifies the name of an actual WebL ogic Server principal.

enable-call-by-reference

By default, EJB methods called from within the same server pass arguments by
reference. Thisincreases the performance of method invocation since parameters are
not copied.

If you set enabl e- cal | - by-ref erence tof al se, parameters to EJB methods are
copied (pass by value) in accordance with the EJB 1.1 specification. Pass by valueis
aways necessary when the EJB is called remotely (not from within the server).
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By default, this pane allows the user to sort the objects by the following criteria:
m Application
= Name

= URI
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20Entity EJB Runtime

Y ou can monitor your entity EJBs using the following statistics:

Statistic

Description

Idle Beans Count

Reports the number of idle beansin the free pooal that are
availablefor use.

Beans In Use Count

Reportsthe number of beans currently in use from the free pool.
Thisinformationisuseful for tracking demand for your EJB. For
example, this can be important when investigating an abnormal
pool missratio.

Thebeans- i n- use number may dightly exceed the
beans- i n- cache number in certain situations. WebL ogic
Server uses anonymous instances to execute finder and home
methods. These anonymous instances would cause the
beans- i n- use count to go up while not changing the
beans- i n- cache count. However, the difference between
these numbers should be relatively small.

Waiter Total Count

Reports the number of times a thread requested and had to wait
for a bean from the free pool.

Timeout Total Count

Reports the total number of transactions that have timed out.
Every EJB request uses valuable server resources such as
threads and bean instances.

A timed out transaction meansthat server resourcesweretied up
in vain, suggesting a problem with the application.

Cached Beans Current
Count

Reportsthetotal number of beansfrom thisEJB Home currently
in the EJB cache. Use this information to calculate the current
percentage of the configured cache capacity being used.
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Description

Cache Access Count

Reports the total number of attempts to access a bean from the
cache. Thisinformation is useful for giving context to other
counts such as cache hits.

Cache Hit Count

Reports the total number of times an attempt to access a bean
from the cache succeeded. Thisinformation is useful for
determining the effectiveness of the EJB cache.

Activation Count

Reportsthetotal number of beansfrom this EJB Homethat have
been activated.

Passivation Count

Reportsthetotal number of beansfrom thisEJB Homethat have
been passivated.

Lock Entries Current
Count

Reports the current number of lock entriesin the lock manager.
This information may be helpful in detecting stale lock entries.

Lock Manager Access
Count

Reportsthe total number of attempts to obtain alock on abean.
Thisincludes attempts to obtain alock on abean that is already
locked on behalf of the client. Thisinformation is useful for
giving context to the waiter and timeout total counts.
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2 ( Execute Queue

Create a New Execute Queue

1. Select the server for which the Execute Queue will be created from the list of
servers available in the |eft pane of the Administration Console.

Click Monitoring.

On the General Tab, click Monitor All Active Queues.
Click Configure Execute Queues.

Click Configure a new Execute Queue.

On the Configuration Tab, accept the default values or edit them as desired.

N o o & W D

Click Create.
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General
Attribute Description Range of Values Default Value
Name This attribute sets the
name of the
executequeue.
Thread Priority This attribute sets the
priority for the threadsin
this queue.
Thread Count This attribute sets the
maximum number of
threads for this queue.
Notes
Attribute Description Range of Values Default Value
Notes This attribute alows string Null
optional user-supplied
information.
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28 Execute Queue
Runtime

By default, this pane allows the user to sort the objects by the following criteria:
m Name

m |dle execue threads

m  Oldest pending request

m  Requests serviced

m Pending requests
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By default, this pane allows the user to sort the objects by the following criteria:
m Queue

= Name

m User

m  Transaction

m Tota requests
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30File T3

These procedures describe how to use the Administration Console to set the attributes
for configuring and managing FileT3s. For more information, see Configuring
WebL ogic Servers and Clusters in the Administration Guide.

Configure a New FileT3

1. Click the FileT3 nodein the left pane. The FileT3 table displaysin the right pane
showing all the FileT3s defined in the domain.

2. Click the Configure aNew FileT3 text link. A dialog displaysin the right pane
showing the tabs associated with configuring a new FileT3.

3. Enter values in the Name and Path attribute fields.

4. Click Createto create aFileT 3 instance with the name you specified in the Name
field. The new instance is added under the FileT3 node in the |eft pane.

5. Click Apply to save changes.

Clone a FileT3

1. Click the FileT3 nodein the left pane. The FileT3 table displaysin the right pane
showing all the FileT3s defined in the domain.
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Delete a FileT3

2. Click the Cloneicon in the row of the FileT3 you want to clone. A dialog
displays in the right pane showing the tabs associated with cloning a FileT3.

3. Enter values in the Name and Path attribute fields.

4. Click Cloneto create a FileT3 instance with the name you specified in the Name
field. The new instance is added under the FileT3 node in the left pane.

5. Click Apply to save changes.

Delete a FileT3

1. Click the FileT3 node in the |eft pane. The FileT3 table displays in the right pane
showing al the FileT3s defined in the domain.

2. Click the Deleteicon in the row of the FileT3 you want to delete. A dialog
displays in the right pane asking you to confirm your del etion request.

3. Click Yesto deletethe FileT3. The FileT3 icon under the FileT3 node is del eted.

Assign a FileT3

1. Click theinstance nodeintheleft pane under FileT3 for thefile you want to assign.
A dialog displaysin the right pane showing the tabs associated with this instance.

2. Click the Targets tab.
3. Complete the following steps for the Servers and Clusters tabs:

a. Select one or more targets in the Available column that you want to assign to
the FileT3.

b. Click the mover control to move the targets you sel ected to the Chosen column.

c. Click Apply to save your assignments.
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Configuration

Attribute Description Range of Values Default Value
Name Thisattribute returnsthe . Thenamecan beupto  MyFileT3
name of the File T3 256 al phanumeric
component. characters, but may not
contain commas or
spaces.
Path Thisattribute allowsthe  Valid path Null
user to set the path to the

File T3 component.
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Target

Servers
Attribute Description Range of Values Default Value
Target Servers Thisattribute allowsthe  List Null
user to select the servers
to be used as targets for
the File T3 component.
Clusters
Attribute Description Range of Values Default Value
Target Clusters Thisattribute allowsthe  List Null

user to select the clusters
to be used as targets for
the File T3 component.
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Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null

space for optional alphanumeric string.
user-supplied information.
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31 Group

The following procedures describe how to use the Administration Console to set the
attributesfor creating and managing Groups. Read about Groupsin Managing Security
in the Administration Guide.

Create a New Group

1. Click the Groupsnodein theleft pane. The Groupstable displaysin the right pane
showing all the groupsin the domain.

2. Enter avaluein the New Group Name attribute field.

3. Click Createto create the group. A dialog displaysin the right pane showing
additional controls for working with the new group.

4. Enter valuesinthe Add Users and Add Groups attribute fields to add users and
groups respectively. Separate multiple users and multiple groups in each field
with a space. Note that any users and groups you add must already exist in the
database.

5. Click Update Group. The dialog in the right pane refreshes showing the new
users and groups in the Membersfield.
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31 Group

Delete a Group

1. Click the Groupsnodein theleft pane. The Groupstable displaysin the right pane
showing all the groupsin the domain.

2. Click the Delete icon in the row of the group you want to delete. A dialog
displaysin the right pane asking you to confirm your deletion request.

3. Click Yesto delete the group. The group icon under the Groups node is deleted.

Remove Users from a Group

1. Click the Groupsnodein theleft pane. The Groupstable displaysin the right pane
showing all the groupsin the domain.

2. Click the name of the group that has users you want to remove. A dialog displays
in the right pane showing additional controls for working with the selected group.

3. Enter the names of the users you want to remove in the Remove Users attribute
field.

4. Click Update Group. The dialog in the right pane refreshes showing that the users
you selected have been removed from the Members field.

Remove Groups from a Group

1. Click the Groups nodein theleft pane. The Groupstable displaysin the right pane
showing all the groupsin the domain.

2. Click the name of the group that has groups you want to remove. A dialog
displaysin the right pane showing additional controls for working with the
selected group.
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3. Enter the names of the groups you want to remove in the Remove Groups

attribute field.

4. Click Update Group. The dialog in the right pane refreshes showing that the
groups you sel ected have been removed from the Membersfield.

Configuration

Attribut Description Range of Values Default Value
e
Name  Thisattributereturnsthe  Thenamecanbeupto  Null
name of the group. 256 aphanumeric
characters, but may not
contain commeas or
spaces.
Membe Thisattribute returnsthe Null
rs members in the group.
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Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null
space for user supplied alphanumeric string.
information.

Read about Groups in Managing Security in the Administration Guide.

31-4  BEA WebLogic Server Administration Console Online Help


http://e-docs.bea.com/wls/docs61/adminguide/cnfgsec.html

Configure a JDBC Connection Pool

32 JDBC Connection Pool

These procedures describe how to use the Administration Console to set the attributes
for configuring and managing connection pools, which are an essential part of database
connectivity.

For more information, see
= Managing JDBC Connectivity in the Administration Guide, and

m  Programming WebLogic JDBC, the developers' guide.

Configure a JDBC Connection Pool

1. Click to expand the JDBC node.

2. Click the Connection Pools node. The Connection Pool table displaysin the right
pane showing all the connection pools defined in your domain.

3. Click the Configure a New JDBC Connection Pool text link. A dialog displaysin
the right pane showing the tabs associated with configuring a new connection

pool.

4. Enter valuesinthe Name, URL, Driver Classname, Properties, Password, and
Open String Password attribute fields.

5. Click Create to create a connection pool instance with the name you specified in
the Name field. The new instance is added under the Connection Pools nodein
the | eft pane.

6. Click the Connections and Testing tabs and change the attribute fields or accept
the default values as assigned.
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7. Click Apply to save any changes you made.

For what’ s next in setting connectivity, seethe Configuration Proceduresin Managing
JDBC Connectivity.

Clone a JDBC Connection Pool

1. Click to expand the JDBC node.

2. Click the Connection Pools node. The Connection Pool table displaysin the right
pane showing all the connection pools defined in your domain.

3. Click the Cloneicon in the row of the connection pool you want to clone. A
dialog displays in the right pane showing the tabs associated with cloning a
connection pool.

4. Enter valuesin the Name, URL, Driver Classname, Properties, and Password
atribute fields.

5. Click Create to create a connection pool instance with the name you specified in
the Name field. The new instance is added under the Connection Pools node in
the left pane.

6. Click the Connections and Testing tabs and change the attribute fields or accept
the default values as assigned.

7. Click Apply to save any changes you made.

Delete a JDBC Connection Pool

1. Click to expand the JDBC node.

2. Click the Connection Pools node. The Connection Pool table displaysin the right
pane showing all the connection pools defined in your domain.
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Assign a JDBC Connection Pool to One or More Servers or Clusters

3. Click the Deleteicon in the row of the connection pool you want to delete. A
dialog displays in the right pane asking you to confirm your deletion request.

4. Click Yesto delete the connection pool. The connection pool icon under the
Connection Pools node is del eted.

Assign a JDBC Connection Pool to One or
More Servers or Clusters

1. Click theinstance node in the | eft pane under Connection Pools for the pool you
want to assign. A dialog displaysin theright pane showing the tabs associated with
thisinstance.

2. Click the Targets tab.
3. Complete the following steps for the Servers or Clusters tabs:

a. Select one or moretargetsin the Available column to which you want to assign
the connection pool.

b. Click the mover control to move the targets you sel ected to the Chosen column.

c. Click Apply to save your assignments.

Configuration

These tables describe the attributes you set in the Administration Console to configure
and manage connection pools, which are an essential part of database connectivity. For
the procedures you need to follow to set connectivity, see the Configuration
Procedures in Managing JDBC Connectivity and Programming WebLogic JDBC, the
developers' guide.
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General

Attribute

Description

Range of Values

Default Value

Name

This attribute returns the
name of the connection
pool.

The name can be up to
256 alphanumeric
characters, but may not
contain commas or
spaces.

Null

URL

The URL for the database,
as specified in the JIDBC
driver documentation. The
URL ispassed to thedriver
to create the physica
database connections.

Driver
Class Name

The string containing the
name of the JDBC driver
class. Thisisthe full
package name of the JDBC
2-tier driver class used to
create the physical
connections between the
WebL ogic Server and the
DMBS for this connection
pool. It must bethe name of
aclassthat implementsthe
java.sql.Driver
interface. Check the
documentation for the
JDBC driver tofind thefull
path name.

Properties

The list of the properties
passed to thisJDBC driver.

32-4
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Attribute

Description

Range of Values

Default Value

Password

This value overrides any
password defined in
Properties (asaname/value
pair). This attribute is
passed to the 2-tier JIDBC
driver when creating
physical database
connections. Thevalueis
stored inan encrypted form
in the config.xml and can
be used to avoid storing
cleartext passwords in that
file.

Null

Open String
Password

If set, this value overrides
the password in the open
string.

This password isused in
the open string for creating
an XA physical database
connection.

Thevalueisstoredin an
encrypted formin the
config.xml.
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Connections

Attribute

Description Range of Values

Default Value

Login Delay
Seconds

The number of secondsto  Integer in seconds
delay before creating each
physical database
connection. This delay
takes place both during
initial pool creation and
during the lifetime of the
pool whenever aphysica
database connection is
created. Some database
servers cannot handle
multiple requests for
connectionsin rapid
succession. This property
alowsyoutobuildina
small delay to let the
database server catch up.
Thisdelay takes place both
during initial pool creation
and during the lifetime of
the pool whenever a
physical database
connection is created

Default =0

Initial
Capacity

The number of physical Integer. Minimum = 0.

database connections to
create when configuring
thepool. If unableto create
thisnumber of connections,
creation of this Connection
Pool will fail. Thisisaso
the minimum number of
physical connections the
pool will keep available.

Default = 1.
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Attribute

Description Range of Values

Default Value

Maximum
Capacity

This attribute sets Integer.

maximum number of Legal Minimum =1.
physical database

connections that this

connection pool can

contain. Different JDBC

drivers and database

serverswill likely limit the

number of possible

physical connections.

Default = 1.

Capacity
Increment

Theincrement by whichthe  Integer. Minimum = 0.
pool capacity is expanded.
When there are no more
available physical
connections to service
requests, the pool will
create this number of
additional physical
database connections and
add them to the pool. The
pool will ensurethat it does
not exceed the maximum
number of physical
connections as set by
MaxCapaci ty.

Default = 1.

Allow
Shrinking

Set to true to enable pool Boolean

shrinking. Indicates Selected = true
whether or not the pool can

hirik bork 1oits Not Selected = false
Initial Capacity

when connections are

detected to not bein use.

Default = true
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Attribute Description

Range of Values

Default Value

Shrink Period  This attribute sets the

number of minutesto wait
before shrinking a
connection pool that has
incrementally increased to
meet demand.
ShrinkingEnabled must be
true for shrinking to take
place.

Integer. Unitsin minutes.

Minimum = 1.

Default = 15.

Refresh Period  This attribute sets the

connectionrefreshinterval.
Every unused connection
will betested using
TestTableName.
Connections that do not
pass the test will be closed
and reopened in an attempt
to reestablish avalid
physical database
connection. If
TestTableNameis not set
then the test will not be

Integer. Unitsin minutes.

Minimum = 0.
Maximum = 35791394

Default = 0.

performed.
Supports Thisattributeappliesto XA  Boolean Not selected (default) = false.
Local connection poolsonly, and  sgected = true

Transaction isignored for non-XA

driver. Trueif XA driver
supports SQL with no
global transaction.

Not Selected = false
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Testing

Attribute Description Range of Values Default Value
Test Table Thisattribute setsthename ~ String null
Name of thetablethat will beused

when testing a physical
database connection. The
default SQL used to test a
connectionis"select count”
from TestTableName. The
TestTableName must exist
and be accessible to the
database user for the
connection. Most database
servers optimize this SQL
to avoid atable scan, but it
isstill agood ideato set
TestTableName to the
name of atablethat is
knownto havefew rows, or
€ven No rows.

If TestTableName begins
with "SQL ", then the rest
of the string, after that
leading token, will betaken
asaliteral sql statement
that will be used to test a
connection.
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Attribute

Description

Range of Values

Default Value

Test
Connections
On Reserve

Thisisattributeis used to
determineif the
connections on reservewill
be tested. When set to true,
the WebL ogic Server tests
aconnection after giving it
totheclient. Thetest addsa
small delay in serving the
client's request for a
connection from the poal,
but ensures that the client
receives aworking
connection (assuming that
the DBM S is available and
accessible).

Boolean
Selected = true
Not Selected = fase

Default = false.

Test
Connections
On Release

This attribute is used to
determineif connections
that are being released are
tested. When set to true, the
WebL ogic Server tests a
connection before
returning it to the
connection pool. If al
connectionsin the pool are
dready inuseandaclientis
waiting for a connection,
the client'swait will be
slightly longer while the
connection is tested.

Boolean
Selected = true
Not Selected = fase

Default = false.
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Targets
Servers
Attribute  Description Range of Values Default Value
Targets Thisattributesetsthetarget ~ String The defaultis
serversfor thisdeployment [Lwebl ogic.management.configuration.
TargetM Bean; @2¢84d9
Clusters
Attribute Description Range of Values Default Value
Targets Thisattributesetsthetarget ~ String The defaultis
clustersfor this [Lwebl ogic.management.configuration.
deployment TargetM Bean; @2¢84d9
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Monitoring
Attribute Description Range of Default Value
Values
Configuredto  Thisattributeis an integer that shows  Integer.
Deploy On the number of serverson which the
pool is configured to deploy.
Instances Thisattributeis an integer that shows  Integer.
Currently the number of serversthat are
Active currently active for this pool.
Notes
Attribute Description Range of Default Value
Values
Notes This attribute provides a space for Thevalue Null
user supplied information. must be an
aphanumeric
string.

For more information, see Managing JDBC Connectivity in the Administration Guide
and Programming WebLogic JDBC, the developers’ guide.
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33JDBC Connection Pool
Runtime

By default, this pane allows the user to sort the objects by the following criteria:
m  Server

m  Machine

m  Connections High

m  Wait Seconds High
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34 JDBC Data Sources

The following procedures describe how to use the Administration Console to set the
attributes for configuring and managing Data Sources. Read about Data Sourcesin
Managing JDBC Connectivity.

Configure a JDBC Data Source

1. Click to expand the JDBC node.

2. Click the Data Sources node. The Data Sources table displays in the right pane
showing all the data sources defined in your domain.

3. Click the Configure a New JDBC Data Source text link. A dialog displaysin the
right pane showing the tabs associated with configuring a new data source.

4, Enter valuesin the Name, INDI Name, and Pool Name attribute fields.

5. Click Createto create a data source instance with the name you specified in the
Name field. The new instance is added under the Data Sources node in the left
pane.

For what’ s next in the configuration process, see the Configuration Proceduresin
Managing JDBC Connectivity.
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Clone a JDBC Data Source

Clone a JDBC Data Source

. Click to expand the JDBC node.

. Click the Data Sources node. The Data Sources table displays in the right pane
showing al the data sources defined in your domain.

. Click the Clone icon in the row of the data source you want to clone. A dialog
displays in the right pane showing the tabs associated with cloning a data source.

. Enter values in the Name, JINDI Name, and Pool Name attribute fields.

. Click Create to create a data source instance with the name you specified in the
Name field. The new instance is added under the Data Sources node in the left
pane.

Monitor All Instances of a JDBC Data Source

. Click to expand the JDBC node.

. Click the Data Sources node in the left pane. The Data Sources table displaysin
the right pane showing all the data sources defined in the domain.

. Click the Monitor All Instances icon in the row of the data source you want to
monitor. A dialog displaysin the right pane showing all instances of the data
source deployed across the server domain.

Assign a JDBC Data Source

1. Click theinstance nodein the left pane under Data Sourcesfor the source you want

to assign. A dialog displaysin the right pane showing the tabs associated with this
instance.
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2. Click the Targets tab.
3. Complete the following steps for the Servers, Groups, and Clusters tabs:

a. Select one or more targets in the Available column that you want to assign to
the data source.

b. Click themover control to move the targets you sel ected to the Chosen column.

c. Click Apply to save your assignments.

Configuration

The following tables describe the attributes you use to configure and manage Data
Sources. Read about Data Sources in Managing JDBC Connectivity.
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Configuration

General
Attribute Description Range of Values Default Value
Name This attribute reports Thenamecanbeupto Null
the name of the data 256 aphanumeric
source. characters, but may not
contain commas or
spaces.
JINDIName This attribute sets the String Null
JINDI name associated
with this data source. Sets
the INDI path to where
this DataSource is bound.
PoolName Sets the name of the String Null

JDBC connection pool
that is associated with this
DataSource. DataSource
will return a connection
from the associated
connection pool.
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Attribute

Description

Range of Values Default Value

Row Prefetch Enabled

Set to true to enable row
prefetching between
client and WebL ogic
Server for each Resul tSet.
When an external client
does JDBC access
through Weblogic Server,
row prefetching improves
performance by fetching
multiple rows from the
server to the client in one
server access. The

WebL ogic Server will
ignore this setting and not
use row prefetching when
the client and WebL ogic
Server arein the same
VM.

Boolean Not selected (default) =
Selected = true false.
Not Selected = false

Row Prefetch Size

The number of rows that
will be prefetched
between the client and
WebL ogic Server for each
Resul t Set . Theoptimal
valueisvery dependent on
the particulars of the
query. Generally,
increasing this number
will increase
performance, until a
particular valueis
reached. At that point
further increases do not
result in any significant
performance increase.
Very rarely will increased
performance result from
exceeding 100 rows. The
default value should be
reasonable for most
situations.

Legal Minimum =2 Default = 48
Legal Maximum = 65536
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Attribute

Description

Range of Values

Default Value

Stream Chunk Size

The number of rows that
will be prefetched
between client and

WebL ogic Server for each
ResultSet.

The optimal valueis very
dependent on the
particulars of the query.
Generally, increasing this
number will increase
performance, until a
particular valueis
reached. At that point
further increases do not
result in any significant
performance increase.
Very rarely will increased
performance result from
exceeding 100 rows. The
default value should be
reasonable for most
situations.

Integer. Minimum = 1.

Maximum = 65,536.

Default = 256.
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Target

Servers
Attribut Description Range of Values Default Value
e
Target This attribute allows the List Null
Servers user to select the serversto
be used as targetsfor this
datasource.
Clusters
Attribut Description Range of Values Default Value
e
Target This attribute allows the List Null
Clusters  usertoselect theclustersto

be used as targetsfor this
datasource.
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Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null
space for user supplied aphanumeric string.
information.

Read about Data Sources in Managing JDBC Connectivity.
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35 JDBC MultiPools

35JDBC MultiPools

The following procedures describe how to use the Administration Console to set the
attributes for configuring and managing MultiPools. Read about configuring and
managing MultiPools in Managing JDBC Connectivity.

Configure a JDBC MultiPool

1. Click to expand the JDBC node.

2. Click the MultiPools node. The MultiPoolstable displaysin the right pane
showing all the MultiPools defined in your domain.

3. Click the Configure a New JDBC MultiPool text link. A dialog displaysin the
right pane showing the tabs associated with configuring a new MultiPool.

4. Onthe General tab do the following:
e Enter avaluein the Name attribute field, then

e Sdlect either Load Balancing or High Availability from the drop-down list to
chose how you want the connection pools selected from the MultiPoal.

5. Click Createto create a MultiPool instance with the name you specified in the
Name field. The new instance is added under the MultiPools node in the | eft
pane.

6. On the Poolstab do the following:

a. Select the connection poolsfrom the Pool List inthe Available column that you
want to assign to the MultiPoal.
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Clone a JDBC MultiPool

b. Click the mover control to move the connection pools you selected to the
Chosen column.

7. Click Apply to save your assignments.

For what’ s next in the configuration process, see the Configuration Proceduresin
Managing JDBC Connectivity.

Clone a JDBC MultiPool

1. Click to expand the JDBC node.

2. Click the MultiPools node. The MultiPools table displays in the right pane
showing all the MultiPools defined in your domain.

3. Click the Cloneicon in the row of the MultiPool you want to clone. A dialog
displays in the right pane showing the tabs associated with cloning a MultiPool.

4. Enter avaluein the Name attribute field. Click either the Load Balancing or the
High Availability checkbox to to chose how you want the connection pools
selected from the MultiPool.

5. Click Createto create a MultiPool instance with the name you specified in the
Name field. The new instance is added under the MultiPools node in the | eft
pane.

Monitor All Instances of a JDBC MultiPool

1. Click to expand the JDBC node.

2. Click the MultiPools node. The MultiPools table displaysin the right pane
showing all the MultiPools defined in the domain.

3. Click the Monitor All Instances icon in the row of the MultiPool you want to
monitor. A dialog displaysin the right pane showing all instances of the
MultiPool deployed across the connection-pool domain.
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35 JDBC MultiPools

Assign a JDBC MultiPool to One or More
Servers or Clusters

1. Click theinstance node in the left pane under MultiPools for the MultiPool you
want to assign. A dialog displaysin theright pane showing the tabs associated with
this instance.

2. Click the Targets tab.
3. Complete the following steps for the Servers or Clusters tab:

a. Select the server in the Available column to which you want to assign the
MultiPool.

b. Click the mover control to move the target you selected to the Chosen column.

c. Click Apply to save your assignments.
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Configuration
Attribute Description Range of Values Default Value
Name This attribute sets the Thenamecanbeupto Null
name of the JDBC Multi 256 al phanumeric
pool. characters, but may not

contain commas or
spaces.
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Attribute Description Range of Values Default Value
Algorithm Type Chose how you want

the connection pools

selected from the

MultiPool:

Load Balancing.

Distributesthe connection Boolean Not Selected

requests evenly True = selected

(round-raobin from the False = not selected

next available poal) to its

member pools.

High Availability.

Distributesthe connection Boolean Selected

True = selected

requestssequentially from
an ordered list.

That is, every time the
Multipool is asked for a
connection, ittriestogeta
connection from the first
pool initslist. If unableto
get avalid connection, it
tries the next pool inits
list. Processis repeated
until avalid connectionis
obtained, or until the end
of thelist isreached, in
which caseanexceptionis
thrown.

Note that the Multipool
will only moveto the next
pool inthelist when there
isareal problem with the
pool, for example the
database is down or the
pool disabled. For the
cases where all
connections are busy, the
Multipool behaves asa
single pool and an
exception is thrown.

False = not selected
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Pools
Attribute Description Range of Values Default Value
Pool List This attribute retrieves List
thelist of connection
pools in the multi pool
Targets
Attribute Description Range of Values Default Value
Targets Servers
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Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null
space for user supplied alphanumeric string.
information.

Read about configuring and managing MultiPools in Managing JDBC Connectivity.
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36 JDBC Transaction Data
sources

This table describes the attributes you set in the Administration Console to configure
and manage Transaction Data Sources. Read about Transaction Data Sources in
Managing JDBC Connectivity.
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36 JDBC Transaction Data Sources

Configuration

Attribute Description Range of Values Default Value

Name This attribute returnsthe  String MyJDBC Tx Data Source
name of this data source.

JNDI Name Sets the INDI path to Valid INDI name Null
where this TxDataSource

is bound. Applications
that look up the INDI path
will get a

j avax. sql . Dat aSour
ce instance that
corresponds to this
TxDataSource. Note that
the old style usage of
Driver Manager. get C
onnect ion() or
Driver. Connect ()
has been deprecated in
favor of looking up a
datasource to obtain a
connection.

Pool Name This attribute allowsthe  Valid connection pool Null
user to set thenameof the  name
connection pool that is
associated with this
TxDataSource. Callsto
get Connection() on
this TxDataSource will
return a connection from
the associated connection
pool.
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Attribute

Description

Range of Values

Default Value

Enable Two-Phase
Commit

This attribute allows the
user to enable or disable
the two phase
commitment of
transactions. Enable
Two-Phase Commit
allows non-XA JDBC
driversto pretend to
participatein athe JIDBC
connection isthe only
participant in the
transaction, but it is
asking for trouble to have
more than one resource
participating in a
transaction where one of
them (the IDBC driver) is
pretending to be an XA
resource. Thereisa
possihility of heuristic
failuresinsuch a
situation. Set Enable
Two-PhaseCommit (true)
should beused only if you
have no option (no decent
XA driver available for a
particular database, for
example).

If this TxDataSource is
associated with an XA
connection poal, or if
thereis only one resource
participating in the
distributed transaction,
then this setting is
ignored.

Boolean
Enabled = Selected

Not Enabled = Not
Selected

Not Selected
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Attribute

Description

Range of Values

Default Value

Row Prefetch Enabled

Set to True to enable row
prefetching between
client and WebL ogic
Server for each ResultSet.
When an external client
does JDBC access
through WebL ogic
Server, row prefetching
improves performance by
fetching multiple rows
from the server to the
clientin oneserver access.
The WebL ogic Server
will ignorethissetting and
not use row prefetching
when the client and
WebLogic Server arein
the same VM.

Boolean
Enabled = Selected

Not Enabled = Not
Selected

Not Selected

Row Prefetch Size

The number of rows that
will be prefetched
between the client and
WebL ogic Server for each
Resul t Set . Theoptimal
valueisvery dependent on
the particulars of the
query. Generaly,
increasing this number
will increase
performance, until a
particular valueis
reached. At that point
further increases do not
result in any significant
performance increase.
Very rarely will increased
performance result from
exceeding 100 rows. The
default value should be
reasonable for most
situations.

Legal Minimum =2
Legal Maximum = 65536

Default = 48

36-4
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Attribute Description Range of Values Default Value

Stream Chunk Size Determines the data Legal Minimun =1 Default = 256

chunk size for streaming Legal Maximum= 65,536
datatypes. Streaming

datatypes (for example Unitsin bytes.
resulting from acall to
get Bi nar ySTr ean()
Jwill be pulled in Stream
Chunk Size-sized chunks
from the WebL ogic
Server to the client as
needed.
Targets
Servers
Attribut Description Range of Values Default Value
e
Target This attribute allows the List Null

Servers user to select the serversto
be used astargets for this
datasource.
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Clusters
Attribut Description Range of Values Default Value
e
Target This attribute allows the List Null

Clusters user to select the clustersto
be used as targetsfor this

datasource.
Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null
space for optional alphanumeric string.

user-supplied information.
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37 JMS Connection
Consumer

Create a JMS Connection Consumer

o o~ w bd P

Click to expand the IM S node.

Click to expand the IM S Servers node.

Click to expand a server instance under JM S Servers.

Click to expand the IMS Session Pools node.

Click to expand a session pool instance under IMS Session Pools.

Click the IMS Consumers node. The IM S Consumers table displays in the right
pane showing all the connection consumers.

Click the Configure a new JM S Connection Consumer text link. A dialog
displaysin the right pane showing the tabs associated with configuring a new
connection consumer.

Enter values in the attribute fields.

Click Create to create a connection consumer instance with the name you
specified in the Namefield. The new instanceis added under the IM S Consumers
node in the |eft pane.
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Clone a JMS Connection Consumer

o o & W N P

Click to expand the IM S node.

Click to expand the IM S Servers node.

Click to expand a server instance under JM S Servers.

Click to expand the IMS Session Pools node.

Click to expand a session pool instance under IM S Session Pools.

Click the IM S Consumers node. The IMS Consumers table displays in the right
pane showing all the connection consumers.

Click the Cloneicon in the row of the connection consumer you want to clone. A
dialog displays in the right pane showing the tabs associated with cloning a
connection consumer.

Enter values in the attribute fields.

Click Create to create a connection consumer instance with the name you
specified in the Name field. The new instance is added under the IM S Consumers
node in the left pane.

Delete a JMS Connection Consumer

o o wWw N B

Click to expand the IM S node.

Click to expand the IM S Servers node.

Click to expand a server instance under JM S Servers.

Click to expand the IM S Session Pools node.

Click to expand a session pool instance under IM S Session Pools.

Click the IM S Consumers node. The IMS Consumers table displays in the right
pane showing all the connection consumers.
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7. Click the Deleteicon in the row of the connection consumer that you want to
delete. A dialog displaysin the right pane prompting you to confirm your
deletion request.

Click Yesto del ete the connection consumer. The connection consumer icon under the
JMS Consumers node is deleted.

Configuration
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General
Attribut Description Range of Values Default Value
e
Name Name of the connection Valid Javaidentifier, MyJM S Connection Consumer[-n]

consumer.

This attribute is not
dynamically configurable.

unigue within a specific
JMSS Server sessionpool.

Messages
Maximu

Maximum number of
messages that can be
accumulated by the
connection consumer. A
value of -1 indicates that
there is no maximum.

This attribute is
dynamically configurable,
but the change does not
take effect until the
connection consumer’s
session pool is restarted.

-1, and 1 through 283 — 1

-1

Selector

JMSS selector expression
used to filter messages. For
information on defining
selectors, see
Programming WebLogic
JMS

This attribute is not
dynamically configurable.

Valid IM S message
selector expression

N/A

Destinatio
n

Destination on which the
connection consumer will
listen.

This attribute is not
dynamically configurable.

Valid INDI name or null

null
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Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null

space for optional aphanumeric string.
user-supplied information.

BEA WebL ogic Server Administration Console OnlineHelp ~ 37-5



38 JMS Connection Factories

38 JMS Connection
Factories

Create a JMS Connection Factory

38-1

6.

Click to expand the IM S node.

Click the IM S Connection Factories node. The JIMS Connection Factories table
displaysin the right pane showing all the connection factories defined in your
domain.

Click the Configure a new JM S Connection Factory text link. A dialog displays
in the right pane showing the tabs associated with configuring a new connection
factory.

Enter values in the attribute fields.

Click Create to create a connection factory instance with the name you specified
in the Name field. The new instance is added under the IMS Connection
Factories node in the left pane.

Assign the IMS Connection Factory to a WebL ogic Server.

For more information see “ Assign a JM'S Connection Factory”.
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Clone a JMS Connection Factory

6.

Click to expand the IMS node.

Click the IM S Connection Factories node. The JMS Connection Factoriestable
displaysin the right pane showing all the connection factories defined in your
domain.

Click the Cloneicon in the row of the connection factory you want to clone. A
dialog displays in the right pane showing the tabs associated with cloning a
connection factory.

Enter values in the attribute fields.

Click Create to create a connection factory instance with the name you specified
in the Name field. The new instance is added under the IMS Connection
Factories node in the | eft pane.

Assign the IMS Connection Factory to a WebL ogic Server.

For more information see “ Assign a JMS Connection Factory”.

Delete a JMS Connection Factory

Click to expand the IM S node.

Click the IMS Connection Factories node. The IMS Connection Factories table
displays in the right pane showing all the connection factories defined in your
domain.

Click the Delete icon in the row of the connection factory you want to delete. A
dialog displays in the right pane prompting you to confirm your deletion request.

Click Yesto delete the connection factory. The connection factory icon under the
JM S Connection Factories node is del eted.
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Assign a JMS Connection Factory

1. Click theinstance node in the left pane under IMS Connection Factories for the
connection factory you want to assign. A dialog displaysin theright pane showing
the tabs associated with this instance.

2. Click the Targets tab.
3. Complete the following steps for the Servers and Clusters tabs:

a. Select one or more targets in the Available column that you want to assign to
the connection factory.

b. Click themover control to move the targets you sel ected to the Chosen column.

¢. Click Apply to save your assignments.

Configuration
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General

Attribut
e

Description

Range of Values

Default Value

Name

Name of the connection
factory. The INDI nameis
configured separately.
This attribute is not
dynamically configurable.

Javaidentifier, unique
within specific cluster

MyJM S Connection Factory[-n]

JINDI
Name

Name that is assigned to
and used to look up the
connection factory within
the INDI namespace. The
connection factory nameis
configured separately.

This attribute is not
dynamically configurable.

Javaidentifier, unique
within INDI namespace

null

Client Id

Client ID that can be used
for clients with durable
subscribers. For more
information about durable
subscribers, see
Programming WebL ogic
JMS.

This attribute is not
dynamically configurable.

Javaidentifier

null
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Attribut

e

Description Range of Values

Default Value

Default
Priority

Default priority used for 0 through 9
messages for which a
priority is not explicitly
defined.

For information about
defining the priority when
sending messages, see
Programming WebL ogic
IJMS
This attribute is
dynamically configurable,
but changeswill only affect
new connections; existing
connections will not be
impacted.

Default
Timeto
Live

Default maximumlengthof 0 through 283 — 1
time, in milliseconds, that a

message will exist. Used

for messages for which a

priority was not explicitly

defined. A value of 0

indicates that the message

has an infinite amount time

tolive.

For information about
defining the time-to-live
when sending messages,
see Programming
WebLogic IMS

This attribute is
dynamically configurable,
but changeswill only affect
new connections; existing
connections will not be
impacted.
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Attribut
e

Description

Range of Values

Default Value

Default
Délivery
Mode

Default delivery mode used
for messages for which a
delivery mode is not
explicitly defined.

For moreinformation about
delivery modes and
defining them when
sending messages, see
Programming Weblogic
JMS

This attribute is
dynamically configurable,
but changeswill only affect
new connections; existing
connections will not be
impacted.

Persistent or
Non-Persistent

Persistent

Default
Redeliver

y Delay

Default time delay, in
milliseconds, before rolled
back or recovered
messages are redelivered.

For moreinformation about
delivery modes and
defining them when
sending messages, see
Programming Weblogic
JMS

This attribute is
dynamically configurable,
but changeswill only affect
new connections; existing
connections will not be
impacted.

-1 through 253 -1
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Attribut Description Range of Values Default Value
e

Default Default time delay, in -1 through 263—1 0

TimeTo milliseconds, between

Deliver when amessageis

produced and when it is
made visible onits
destination.

For moreinformation about
delivery modes and
defining them when
sending messages, see
Programming Weblogic
IJMS

This attribute is
dynamically configurable,
but changeswill only affect
new connections; existing
connections will not be
impacted.
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Attribut Description Range of Values Default Value
e
Messages Maximum number of -1, 1 through 231 — 1 10
Maximu messagesthat may exist for
m an asynchronous session
and that have not yet been
passed to the message
listener.

A value of -1 indicates that
thereis no limit on the
number of messages. Inthis
case, however, the limit is
set to the amount of
remaining virtual memory.

When the number of
messages reaches the
M essages Maximum value:

m  For multicast sessions,
new messages are
discarded accordingthe
policy specified by the
Overrun Policy
attribute and a
DataOverrunException
is thrown.

m  For non-multicast
$essions, new messages
are flow-controlled, or
retained on the server
until the application
can accommodate the
messages.

For multicast sessions,

when aconnection is

stopped, messages will
continueto be delivered but
only until the Messages

Maximumyval ueisreached.

Oncethisvalueisreached,

messages will be discarded

based on the Overrun
policy.

For moreinformation about
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Attribut Description Range of Values Default Value
e

Overrun Overrun policy for KeepNew, KeepOld KeepOld

Policy multicast sessions. When

the number of outstanding
messages reaches the
Messages Maximum
attribute value, messages
are discarded based on the
specified policy.

If set to KeepNew, themost
recent messages are given
priority over the oldest
messages, and the oldest
messages are discarded, as
needed.

If setto KeepOld, theoldest
messages aregiven priority
over the most recent
messages, and the most
recent messages are
discarded, as needed.
Message age is defined by
the order of receipt, not by

the IMSTi nest anp value.

For moreinformation about
asynchronous messages
and multicasting, see
Programming WebLogic
IJMS

This attributeis
dynamically configurable,
but changeswill only affect
new connections; existing
connections will not be
impacted.
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Attribut Description Range of Values Default Value
e
Allow Flag for specifyingwhether  Boolean Not Selected

Closeln or not aconnection factory  gpapled = selected
OnM Creates message consumers . _
ge that allow acl ose() Disabled = not selected
method to be issued within
itsonMessage() method
call.

If selected, acl ose()
method call from within an
onMessage() method
call will succeed instead of
blocking forever.

If theacknowledgemode of
the session is set to
AUTO_ACKNOW_EDGE, the
current messagewill still be
acknowledged
automatically when the
onMessage() call

compl etes.

TheonMessage()
method is implemented to
support asynchronous
message delivery as
described in Programming
WebLogic JMS.
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Attribut Description Range of Values Default Value
e

Acknowl  The message acknowledge All or Previous All

edge policy for the connection

Policy factory. This attribute only

applies to implementations
that use the

CLI ENT_ACKNOW.EDGE
acknowledge modefor a
non-transacted session.

Al | — acknowledge
all messages ever
received by agiven
session, regardless of
which message calls
the acknowledge
method.

Previ ous —
acknowledge all
messagesreceived by a
given session, but only
up to and including the
message that calls the
acknowledge method.

For moreinformation about
message acknowledge
modes, see Programming
Weblogic IMS

Note: TheAl | default

represents a
change from
versions of IMS
priortoWebL ogic
release 6.1, which
defaulted to
Previ ous. For
moreinformation,
see “Migrating
WebLogic IMS
Applications’ in
Programming
WebLogic IMS.
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Transactions
Attribut Description Range of Values Default Value
e
Transacti  Timeout value (inseconds) 0 through 23! -1 3600
on for transacted sessions. If a

Timeout transacted session is till
active after the timeout has
elapsed, the transaction is
rolled back. A value of 0
indicates that the default
value will be used.

If you have long-running
transactions, you might
want to adjust the value of
this attribute to allow
transactions to complete.

Thisattribute is
dynamically configurable,
but changeswill only affect
new connections; existing
connections will not be
impacted.
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Attribut Description Range of Values Default Value
e
User Flag for specifyingwhether  Boolean Not Selected
Transacti  or not aconnection factory  gpapled = selected
ons crestes sessions that are . _
Enabled  JTA aware. If set, the Disabled = not selected

associated message

producers and message

consumers ook into the
running thread for a
transaction context.
Otherwise, the current JTA
transaction will be ignored.

However, if the XA
Connection Factory
Enabled flagisset, the User
Transactions Enabled
attributeisignored (sinceit
is always considered true).

Note:  Transacted
sessionsignore
thecurrent threads
transaction
context infavor of
their own interna
transaction,
regardless of the
setting. This
setting only
affects
non-transacted
SEessions.

This attribute is
dynamically configurable,
but changeswill only affect
new connections; existing
connections will not be
impacted.
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Attribut Description Range of Values Default Value
e
XA Flagfor specifyingwhether  Boolean Not Selected

Connectio  or not a XA queue or XA Enabled = selected

n Factory  topic connection factory is . _

Enabled returned, instead of aqueue Disabled = not selected
or topic connection factory.
It can be used to return a
XA gueue session or XA
topic session, which hasthe
get XAResour ce method.

Thisattribute is
dynamically configurable,
but changeswill only affect
new connections; existing
connections will not be
impacted.
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Targets

Servers
Attribut Description Range of Values Default Value
e
Target Thisattributeprovidesalist Listof availableandchosen  No targets are chosen
Servers of potential targets for targets.
servers. WhenaJMSclient
createsaconnection, it will
connect to one of these
targets, using this factory.
Clusters
Attribut Description Range of Values Default Value
e
Target Thisattributeprovidesalist Listof availableandchosen  No targets are chosen
Clusters of potential targets for targets.

clusters. Only one target
can be assigned to each
JMS Server.
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Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null

space for optional alphanumeric string.
user-supplied information.
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39 JMS Connection
Runtime

By default, this pane allows the user to sort the objects by the following criteria:
m ClientID

m  Active sessions

m  Most sessions

m Tota sessions
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40 JMS Consumer
Runtime

By default, this pane allows the user to sort the objects by the following criteria:
= Name

m Messages Maximum

m  Selector

m Destination
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41 IMSDestinations

41 JMS Destinations

Create a JMS Queue

> w b

©

Click to expand the IM S node.
Click to expand the IM S Servers node.
Click to expand a server instance under JM S Servers.

Click the IM S Destinations node. The IM S Destinations table displaysin the
right pane showing all the IMS queues.

Click the Configure anew JMS Queue text link. A dialog displaysin the right
pane showing the tabs associated with configuring a new queue.

Enter values in the attribute fields.

Click Create to create a queue instance with the name you specified in the Name
field. The new instance is added under the IM S Destinations node in the left
pane.

Click the remaining tabs individually and change the attribute fields or accept the
default values as assigned.

Click Apply to save any changes you made.

Clone a JMS Queue

1

Click to expand the IM S node.
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Delete a IMS Queue

©

Click to expand the IM S Servers node.
Click to expand a server instance under JIM S Servers.

Click the IMS Destinations node. The IM S Destinations table displaysin the
right pane showing all the IMS queues.

Click the Cloneicon in the row of the queue you want to clone. A dialog displays
in the right pane showing the tabs associated with cloning a queue.

Enter values in the attribute fields.

Click the Create button in the lower right corner to create a queue instance with
the name you specified in the Name field. The new instance is added under the
JMS Destinations node in the left pane.

Click the remaining tabs individually and change the attribute fields or accept the
default values as assigned.

Click Apply to save any changes you made.

Delete a JMS Queue

A w0 DN P

Click to expand the IMS node.
Click to expand the IM S Servers node.
Click to expand a server instance under JIM S Servers.

Click the IMS Destinations node. The IM S Destinations table displaysin the
right pane showing all the IMS queues.

Click the Delete icon in the row of the queue you want to delete. A dialog
displaysin the right pane prompting you to confirm your deletion request.

Click Yesto delete the queue. The queue icon under the IMS Destinations node is
del eted.
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Create a JMS Topic

> W bdp o

©

Click to expand the IM S node.
Click to expand the IM S Servers node.
Click to expand a server instance under JM S Servers.

Click the IM S Destinations node. The IM S Destinations table displaysin the
right pane showing all the IMS topics.

Click the Create anew JM S Topic text link. A dialog displays in the right pane
showing the tabs associated with configuring a new topic.

Enter values in the attribute fields.

Click the Create button in the lower right corner to create atopic instance with
the name you specified in the Name field. The new instance is added under the
JM S Destinations node in the left pane.

Click the remaining tabs individually and change the attribute fields or accept the
default values as assigned.

Click Apply to save any changes you made.

Clone a JMS Topic

A W bdp o

Click to expand the IM S node.
Click to expand the IM S Servers node.
Click to expand a server instance under JM S Servers.

Click the IM S Destinations node. The JM S Destinations table displays in the
right pane showing all the IMS topics.

Click the Cloneicon in the row of the topic you want to clone. A dialog displays
in the right pane showing the tabs associated with cloning atopic.
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Delete a IMS Topic

©

Enter values in the attribute fields.

Click the Create button in the lower right corner to create a topic instance with
the name you specified in the Name field. The new instance is added under the
JMS Destinations node in the left pane.

Click the remaining tabs individually and change the attribute fields or accept the
default values as assigned.

Click Apply to save any changes you made.

Delete a JMS Topic

A 0w Dd P

Click to expand the IMS node.
Click to expand the IM S Servers node.
Click to expand a server instance under JIM S Servers.

Click the IMS Destinations node. The IM S Destinations table displaysin the
right pane showing all the IMS topics.

Click the Deleteicon in the row of the topic you want to delete. A dialog displays
in the right pane prompting you to confirm your deletion request.

Click Yesto delete the topic. The topic icon under the IMS Destinations node is
del eted.

Monitor All Active JMS Destinations

See “Monitor All Active IMS Destinations” in the IMS Server online help for more
information.
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41 IMSDestinations

Configuration

General
Attribute Description Range of Values  Default
Name Name of the destination The INDI nameis  Javaidentifier, My IMS
configured separately. unigue within the Destination[-
This attribute is not dynamically JMSServer n]
configurable.
JNDI Name Name used to look up the destination within ~ Javaidentifier, null
the INDI namespace. The destination name  unique within the
isconfigured separately. If not specified, the  INDI namespace
destination name is not advertised through ~ scope
the INDI namespace and cannot be looked
up and used.
This attribute is not dynamically
configurable.
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Configuration

Attribute

Description

Range of Values  Default

Enable Store

Flag specifying whether or not the
destination usesthe persistent store specified
by the IMS server.

m |f thisflag is enabled, but no persistent
storeisdefined for the IMS Server, then
the configuration fails and WebL ogic
JMSS does not boot.

m |f thisflag isdisabled, then the
destination does not support persistent
messages.

m |f thisflag is set to Default, then the
destination uses the persistent store—if
one is defined for the IMS server—and
supports persistent messaging.

This attribute is not dynamically

configurable.

fase, true, default default

Template

The JM S template from which the
destination is derived. If this attribute is not
defined, then the attributes for the
destination must be specified as part of the
destination.

The Template attribute setting per
destination is static. The template attributes,
however, can be modified dynamically.

Note:  Attributes that are set to their
default values will inherit their
destination values from the IMS
template at run time.

Existing IMS none
template name or
none
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41 IMSDestinations

Attribute Description Range of Values  Default

Destination Keys This attribute provides alist of potential List Null
destination keys for sorting the messages
that arrive on the destination. They are
ordered from most significant to least
significant. If morethan onekey isspecified,
akey based on the IM SMessagel D can only
bethelast key inthelist.

Note: If IMSMessagel D isnot defined in
the key, itisimplicitly assumed to
be the last key and set as
“Ascending” (FIFO) for the sort
order.

41-7  BEA WebLogic Server Administration Console Online Help



Configuration

Thresholds and Quotas

Attribute

Description

Range of Values Default

Bytes Maximum

Maximum number of bytesthat may be
stored in the destination. A value of -1
specifies that thereis no limit on the
number of bytes that can be stored in the
destination.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

-1, Othrough 28%-1, -1
Greater than or equal

to Bytes Threshold

High

Bytes Threshold High

Upper threshold val ue based on the number
of bytes stored in the destination. If the
number of bytes exceeds this threshold—
and if bytes paging is enabled and a paging
store has been configured for the IMS
Server—then destination-level bytes
paging is started, and a message is logged
on the server indicating a high threshold
condition. A vaue of -1 specifies that
destination bytes paging and threshold log
messages are disabled for the destination.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

Note:  Bytes paging cannot be
dynamically disabled by resetting
theBytesHigh Thresholdto-1. To
disable paging, you could set the
Bytes High Threshold to avery
large number (max is 26°-1), so
that paging would not be
triggered.

-1, 0 through 2831, -1
Less than or equal to
Bytes Maximum,

>Bytes Threshold

Low
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41 IMSDestinations

Attribute Description Range of Values Default
Bytes Threshold Low Lower threshold valuebased onthenumber -1, 0 through 2831, -1

of bytes stored in the destination. <Bytes Threshold

If the number of bytes falls below this High

threshold, then destination-level bytes
paging is stopped (if paging is occurring),
and a message is logged on the server
indicating that the threshold condition has
cleared. A value of -1 specifies that
destination bytes paging and threshold log
messages are disabled for the destination.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.
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Configuration

Attribute Description Range of Values Default
Bytes Paging Enabled Flag for specifying whether or not bytes String Default
paging is enabled on the destination. True
m If thisattributeis set to False, then Fase

Default

destination-level byte paging is
explicitly disabled for this destination.

m If thisattributeis set to True, apaging
store has been configured for the IMS
Server, and both the Bytes Threshold
Low and Bytes Threshold High
attributevaluesare greater than -1, then
destination-level bytes pagingis
enabled for this destination.

m [f thisattributeis set to Default, then
this value inherits the IMS template's
value—if aJMStemplateis specified.
If no template is configured for the
destination, then the Default valueis
equivalent to False.

Note:  If server-level bytes paging is
enabled, and destination-level
paging is disabled for agiven
destination, than messages on the
destination can still be paged if
server-level paging is started.
However, when destination-level
paging is disabled for agiven
destination, then the
destination-level high thresholds
will not force the destination to
page out messages when they are
exceeded.

Messages Maximum

M aximum number of messagesthat may be
stored in the destination. A value of -1
specifies that thereis no limit on the
number of messages that can be stored in
the destination.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

-1, Othrough 283-1, -1
Greater than or equal

to Messages
Threshold High
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Attribute

Description

Range of Values Default

Messages Threshold
High

Upper threshold val ue based on the number
of messages stored in the destination.

If the number of messages exceeds this
threshold—and if messages paging is
enabled and a paging store has been
configured for the IM S Server—then
destination-level paging is started, and a
message is logged on the server indicating
ahigh threshold condition. A vaue of -1
specifies that destination messages paging
and threshold log messages are disabled for
the destination.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

Note:  Messages paging cannot be
dynamically disabled by resetting
the Messages High Threshold to
-1. To disable paging, you could
set the Messages High Threshold
to avery large number (max is 263
-1), so that paging would not be
triggered.

-1, 0 through 281, -1
Lessthan or equd to
Messages M aximum,
>Bytes Threshold

Low

Messages Threshold
Low

L ower threshold val ue based on the number
of messages stored in the destination.

If the number of messages falls below this
threshold, then destination-level messages
paging is stopped (if paging is occurring)
and a message is logged on server,
indicating that the threshold condition has
cleared. A value of -1 specifies that
destination messaes paging and threshold
log messages are disabled for the
destination.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

-1, 0through 2831, -1
<Messages Threshold
High
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Configuration

Attribute Description Range of Values Default
Messages Paging Flag for specifying whether or not String Default
Enabled messages paging is enabled on the True
destination. False
Default

m |If thisattributeis set to False, then
destination-level message paging is
explicitly disabled for this destination.

m |If thisattributeis set to True, a paging
store has been configured for the IMS
Server, and both the Message
Threshold Low and M essage Threshold
High attribute values are greater than
-1, then destination-level messages
paging is enabled for this destination.

m [f thisattributeis set to Default, then
thisvalueinherits the IMS template’s
value—if aJMStemplateis specified.
If no template is configured for the
destination, then the Default valueis
equivalent to False.

Note:  If server-level messagespagingis
enabled, and destination-level
paging is disabled for agiven
destination, than messages on the
destination can still be paged if
server-level paging is started.
However, when destination-level
paging is disabled for agiven
destination, then the
destination-level high thresholds
will not force the destination to
page out messages when they are
exceeded.
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Overrides

Attribute Description Range of Values  Default

Priority Override The priority value assigned to all messages -1, O through 9 -1
that arrive at the destination, regardless of
the priority specified by the message
producer.
The default value (-1) specifiesthat the
destination will not override the Priority
setting.
This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

TimeTo LiveOverride  Thetime-to-live value assigned to all -1, 0 through 2%3-1 -1
messages that arrive at the destination,
regardless of the time-to-live specified by
the message producer.

The default value (-1) specifiesthat the
destination will not override the Time To
Live setting.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

Time To Deliver Defines the default delay, in milliseconds, A longinteger greater -1
Override between when amessage is produced and  than or equal to-1, or
when it is made visible on its destination, string syntax for a
regardless of the delivery time specified by  delivery schedule
the producer and/or connection factory.

The default value (-1) specifiesthat the
destination will not override the Time To
Deliver setting.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.
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Configuration

Attribute Description Range of Values  Default

Delivery Mode Override  Delivery modeassigned to all messagesthat  Persistent, No-Delivery
arrive at the destination regardless of the Non-Persistent, or
delivery mode specified by the message No-Delivery
producer.
A valueof No- Del i very specifiesthat the
delivery mode will not be overridden.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.
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Redelivery
Attribute Description Range of Values  Default
Redelivery Delay Defines the delay, in milliseconds, before -1, 0 through 2%3-1 -1
Override rolled back or recovered messages are

redelivered, regardless of the redelivery
delay specified by the consumer and/or
connection factory.

The default value (-1) specifiesthat the
destination will not override the Redelivery
Delay setting.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.
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Configuration

Attribute Description Range of Values  Default

Redelivery Limit The number of redelivery tries amessage -1, 0 through 2831 -1
can have beforeit is placed in the error
destination. Depending on whether an error
destination is configured, the following
occurs when the redelivery limit is reached:

m If no error destination is configured, or
thequotafor theerror destination would
be exceeded, then persistent and
non-persistent messages are simply
dropped.

m |f anerror destination is configured and
the error destination is at quota, then an
error message is logged and the
message is dropped. However, if the
message is persistent, it remainsin the
persistent store. This ensures that a
persistent message will be redelivered
when WebL ogic Server is rebooted.

The default value (-1) specifiesthat the
destination will not override the Reddlivery
Limit setting.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

Error Destination A destination for messages that have Existing destination none
reached their redelivery limit. If the error or none
destination is null, then such messages are
simply dropped.
This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.
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Multicast

Attribute

Description

Range of Values

Default

Multicast Address

IP address used for multicasting. This
address is used to transmit messages to
multicast consumers.

This attribute is valid for topics only and
isnot dynamically configurable.

A well-formed |P
address (Class D)

N/A

Multicast TTL

Time-to-live value used for multicasting,
specifying the number of routers that the
message can traverse en route to the
consumers. A value of Oindicatesthat the
messagewill not traverseany routers, and
islimited to one subnet.

This value isindependent of the
JMBExpi rati onTi ne vaue.

This attribute is valid for topics only and
isnot dynamically configurable.

Oto 255

Multicast Port

IP port used for multicasting. Thisportis
used to transmit messages to multicast
consumers.

This attribute is valid for topics only and
isnot dynamically configurable.

1024 to 65535

6001
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Monitor Destinations

Attribute Description Range of Default
Values
Destination Destination name. N/A
Server Associated server name. N/A
Consumers Current number of registered N/A
message Consumers.
Consumers Greatest number of registered N/A
High message consumers at any given
time.
Consumers Total number of registered message N/A
Total consumers.
Bytes Current  Current number of bytes stored. N/A
Bytes Number of unacknowledged and N/A
Pending uncommitted transactional bytes
stored.
Bytes Number of bytes received. N/A
Received
Bytes Amount of time that the destination N/A
Threshold has spent in a bytes threshold
Time condition since the last time the
server was booted.
Messages Current number of messages stored N/A
on this destination.
Messages Greatest number of messages stored N/A
High a any given time.
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Attribute Description Range of Default
Values
Messages Number of unacknowledged and N/A
Pending uncommitted transactional messages
stored.
Messages Number of messages received. N/A
Received
Messages Amount of time that the destination N/A
Threshold spent in a message threshold
Time condition.
Notes
Attribut Description Range of Values Default
e
Notes This attribute provides a The value must be an Null

space for user-supplied alphanumeric string.
information.
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Create a JMS Destination Key

42 IMS Destination Key

Create a JMS Destination Key

1. Click to expand the IMS node.

2. Click the IMS Destination Keys node. The JM S Destinations Keys table displays
in the right pane showing all the destination keys.

3. Click the Create a new JMS Destination Key text link. A dialog displaysin the
right pane showing the tabs associated with configuring a new destination key.

4. Enter valuesin the attribute fields.

5. Click Create to create adestination key instance with the name you specified in
the Name field. The new instance is added under the IMS Destination Keys node
in the left pane.

Clone a JMS Destination Key

1. Click to expand the IMS node.

2. Click the IMS Destination Keys node. The JM S Destinations Keys table displays
in the right pane showing all the destination keys.

3. Click the Cloneicon in the row of the destination key that you want to clone. A
dialog displays in the right pane showing the tabs associated with cloning a
destination key.
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4. Enter valuesin the attribute fields.

5. Click Create to create a destination key instance with the name you specified in
the Name field. The new instance is added under the IM S Destination Keys node
in the left pane.

Delete a JMS Destination Key

1. Click to expand the IM S node.

2. Click the IMS Destination Keys node. The JIM S Destinations Keys table displays
in the right pane showing al the destination keys.

3. Click the Deleteicon in the row of the destination key that you want to delete. A
dialog displays in the right pane prompting you to confirm your deletion request.

Click Yesto delete the destination key. The destination key icon under the IMS
Destination Keys node is del eted.

Configuration
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Configuration

General
Attribut Description Range of Values Default Value
e
Name Name of the key. Javaidentifier, unique MyJMS Destination Key[-n]

This attribute is not
dynamically configurable.

within a specific domain.

Property  Property nameonwhichto JMS Property name N/A
sort. Thisvalueindicatesa  (including user properties),
message property nameor  or message header fields
the name of a message that can be sorted on, as
header field on which to follows:
sort. m  JMSMessagelD
Message header field keys g M STimestamp
ignore the key type and m  IMSCorrelationID
reference message header o
fildsrather than message ™ JMSPriority
properties. m  JMSExpiration
Note: Toimprove = JMSType
performance, we m JMSReddivered
recommendusing g J\VSDeliveryTime
message header
fields as sorting
keys, rather than
message
properties.

This attribute is not

dynamically configurable.

Key Type Expected property type. Boolean, Byte, Double, String

This attribute is not
dynamically configurable.

Float, Int, Long, Short,
String
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Attribut Description Range of Values Default Value
e
Direction Directioninwhichtosort ~ Ascending or Descending  Ascending
the destinations.
Choosing Ascending for
IJMSMessagel D implies a
FIFO sort order (the default
for destinations). Set the
value to Descending for a
LIFO sort order.
This attribute is not
dynamically configurable.
Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null

space for user-supplied alphanumeric string.
information.
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Runtime

Monitor Destinations

Attribute Description Range of Default
Values
Destination Destination name. N/A
Server Associated server name. N/A
Consumers Current number of registered N/A
message Consumers.
Consumers Greatest number of registered N/A
High message consumers at any given
time.
Consumers Total number of registered message N/A
Total consumers.
Bytes Current  Current number of bytes stored. N/A
Bytes Number of unacknowledged and N/A
Pending uncommitted transactional bytes

stored.
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Attribute Description Range of Default
Values
Bytes Number of bytes received. N/A
Received
Bytes Amount of time that the destination N/A
Threshold has spent in a bytes threshold
Time condition since the last time the
server was booted.
Messages Current number of messages stored N/A
on this destination.
Messages Greatest number of messages stored N/A
High at any given time.
Messages Number of unacknowledged and N/A
Pending uncommitted transactional messages
stored.
Messages Number of messages received. N/A
Received
Messages Amount of time that the destination N/A
Threshold spent in a message threshold
Time condition.
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Subscriber Runtime

By default, this pane allows the user to monitor a JM S durable subscriber by the
following criteria:

Attribute Description Range of Default Value
Values

Client ID The client ID for this durable N/A
subscriber.

Subscription The subscription name for this N/A

Name durable subscriber.

No Local ThenoLocal Boolean for this N/A
durable subscriber.

Active Determines whether this subscription N/A
isbeing used by a durable subscriber.

Selector A durable subscriber selector. N/A

Messages The number of messages pending N/A

Pending (uncommitted and unacknowl edged)

Count by this durable subscriber.

Messages The number of messages still N/A

Current Count  available by this durable subscriber.

BytesPending The number of bytesstill pending by N/A

Count this durable subscriber.

BEA WebL ogic Server Administration Console Online Help

44-3



44 3MsDurable Subscriber Runtime

Attribute Description Range of Default Value
Values

Bytes Current  The number of bytes received by this N/A

Count durable subscriber.
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Create a IMSFile Store

45 JMS File Store

Create a JMS File Store

1. Click to expand the IMS node.

2. Click the IMS Stores node. The IMS Stores table displays in the right pane
showing al the IMSfile stores.

3. Click the Create anew JMS File Store text link. A dialog displaysin the right
pane showing the tabs associated with configuring a new file store.

4. Enter valuesin the attribute fields.

5. Click Createto create afile store instance with the name you specified in the
Name field. The new instance is added under the IMS Stores node in the | eft
pane.

Clone a JMS File Store

1. Click to expand the IMS node.

2. Click the IMS Stores node. The IMS Stores table displays in the right pane
showing al the IMSfile stores.

3. Click the Cloneicon in the row of the file store you want to clone. A dialog
displaysin the right pane showing the tabs associated with cloning afile store.

4. Enter valuesin the attribute fields.
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5. Click Createto create afile store instance with the name you specified in the
Name field. The new instance is added under the IMS Stores node in the | eft
pane.

Delete a JMS File Store

1. Click to expand the IM S node.

2. Click the IMS Stores node. The IMS Stores table displays in the right pane
showing all the IMSfile stores.

3. Click the Deleteicon in the row of the file store you want to delete. A dialog
displaysin the right pane prompting you to confirm your deletion request.

4, Click Yesto deletethefile store. The file store icon under the IMS Stores node is
deleted.

Configuration
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General
Attribut Description Range of Values Default Value
e
Name Name of the backing store  Javaidentifier, unique MyJM SFile Store]-n]

(or stores). This name will
be used as a prefix for
names of the store filg(s).

This attribute is not
dynamically configurable.

within the IMS server

Directory

Specifies the directory
within which thefile
backing store exists.

This attribute is not
dynamically configurable.

Valid directory on system  N/A
on which backing store is
instantiated
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Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null

space for optional alphanumeric string.
user-supplied information.
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46 JMSIDBCStore

Create a JMS JDBC Store

1. Click to expand the IMS node.

2. Click the IMS Stores node. The IMS Stores table displays in the right pane
showing al the IMS JDBC stores.

3. Click the Create anew JMS JDBC Storetext link. A dialog displaysin the right
pane showing the tabs associated with configuring a new JDBC store.

4. Enter valuesin the attribute fields.

5. Click Createto create a JDBC store instance with the name you specified in the
Name field. The new instance is added under the IMS Stores node in the | eft
pane.

Clone a JMS JDBC Store

1. Click to expand the IMS node.

2. Click the IMS Stores node. The IMS Stores table displays in the right pane
showing al the IMS JDBC stores.

3. Click the Cloneicon in the row of the JIDBC store you want to clone. A dialog
displaysin the right pane showing the tabs associated with cloning a JDBC store.

4. Enter valuesin the attribute fields.
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5. Click Createto create a JDBC store instance with the name you specified in the
Name field. The new instance is added under the IMS Stores node in the | eft
pane.

Delete a JMS JDBC Store

1. Click to expand the IM S node.

2. Click the IMS Stores node. The IMS Stores table displays in the right pane
showing all the IMSfile stores.

3. Click the Delete icon in the row of the JDBC store you want to delete. A dialog
displaysin the right pane prompting you to confirm your deletion request.

4, Click Yesto delete the JDBC store. The JDBC store icon under the IMS Stores
node is deleted.

Configuration
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Configuration

General
Attribut Description Range of Values Default Value
e
Name Name of the IMS JDBC Javaidentifier, unique MyJMSIDBC Store[-n]
store. within the IM SServer

This attribute is not

dynamically configurable.

Connectio
n Pool

Name of the JIDBC
Connection Pool for this
backing store.

This attribute is not

dynamically configurable.

Existing JDBC none
ConnectionPool name or
none
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Attribut
e

Description

Range of Values

Default Value

Prefix
Name

The prefix name of IMS
tablesin the backing store.
Specifying unique prefixes
allows multiple stores to
exist in the same database.
The prefix is prepended to
table names when:

m The DBMSrequires

fully qualified names.

®  You must differentiate
between JM Stablesfor
two WebL ogic servers,
enabling multiple
tablesto be stored on a
single DBMS.

The prefix should be
specified using the
following format and will
result in avalid table name
when prepended tothe IM S
table name:

[[catal og.]schena.]
prefix

Note: Notwo JIMS
stores should be
allowed to usethe
same database
tables, asthis will
result in data

corruption.

Valid table prefix for IMS
tables

N/A

46-4
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Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null
space for user-supplied aphanumeric string.
information.
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By default, this pane allows the user to sort the objects by the following criteria:
m  Destination

m  Server

m  Consumers

m  Messages

m  Messages Received

m  Bytes Current

m Bytes Pending
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Create a IMS Queue

A8 IMS Queue

Create a JMS Queue

A w DN P

Click to expand the IMS node.
Click to expand the IM S Servers node.
Click to expand a server instance under JIM S Servers.

Click the Destinations node. The IM S Destinations table displays in the right
pane showing all the IMS queue and topic destinations.

Click the Configure a new JM S Queue text link. A dialog displaysin the right
pane showing the tabs associated with configuring a new destination queue.

Enter values in the attribute fields.

Click Create to create a destination queue instance with the name you specified in
the Name field. The new instance is added under the Destinations node in the | eft
pane.

Clone a JMS Queue

1
2.
3.

Click to expand the IM S node.
Click to expand the IM S Servers node.

Click to expand a server instance under JIM S Servers.
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Click the Destinations node. The Destinations table displays in the right pane
showing all the destinations.

Click the Cloneicon in the row of the destination topic you want to clone. A
dialog displays in the right pane showing the tabs associated with cloning a
destination queue.

Enter values in the attribute fields.

Click Create to create a destination queue instance with the name you specified in
the Name field. The new instance is added under the Destinations node in the left
pane.

Delete a JMS Queue

> w bdp R

Click to expand the IM S node.
Click to expand the IM S Servers node.
Click to expand a server instance under JM S Servers.

Click the Destination node. The JMS Destinations table displays in the right pane
showing all the session pools.

Click the Deleteicon in the row of the destination queue you want to delete. A
dialog displays in the right pane prompting you to confirm your deletion request.

Click Yesto delete the destination queue. The topic icon under the Destinations
node is deleted.

Monitor All Active JMS Destinations

See “Monitor All Active IMS Destinations” in the IMS Server online help for more
information.
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Monitor All Active JMS Destinations
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Configuration

General
Attribute Description Range of Values Default
Value
Name Name of the queue. The INDI nameis Javaidentifier,unique MyJM SQueue
configured separately. within the IMSServer  [-n]
This attribute is not dynamically
configurable.
JNDI Name Nameused tolook upthedestinationwithin ~ Javaidentifier,unique null
the INDI namespace. Thedestinationname  within the INDI
is configured separately. If not specified, namespace scope
the destination name is not advertised
through the INDI namespace.
This attribute is not dynamically
configurable.
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Attribute

Description Range of Values

Default
Value

Enable Store

Flag specifying whether or not the queue  false, true, default
uses the persistent store specified by the
JMS server.

m If thisflagisenabled, but no persistent
store is defined for the IMS Server,
then the configuration fails and
WebL ogic IMS does not boot.

m If thisflag is disabled, then the queue
does not support persistent messages.

m If thisflagisset to Default, then the
queue uses the persistent store—if one
is defined for the IMS server—and
supports persistent messaging.

This attribute is not dynamically

configurable.

default

Template

The IMStemplate from which thequeueis Existing IMS
derived. If thisattributeis not defined, then  template name or
the attributes for the queue must be none

specified as part of the destination.

The Template attribute setting per
destination is static. The template
attributes, however, can be modified
dynamically.

none

Destination Keys

This attribute provides alist of potential List
destination keys for sorting the messages

that arrive on the queue. They are ordered
frommost significant to least significant. A

key that is based on IM SMessagel D can

only be the last key.

Note:  If IMSMessagelD is not defined
inthekey, itisimplicitly assumed
to bethe last key and set as
“Ascending” (FIFO) for the sort
order.

Null
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Thresholds & Quotas

Attribute Description Range of Values Default
Value
Bytes Maximum Maximum number of bytes that may be -1,0through 2831, -1
stored in the destination. A value of -1 Less than or equal to
specifiesthat thereis no limit on the Bytes Threshold High
number of bytesthat can be stored in the
destination.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.
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Attribute

Description

Range of Values Default
Value

Bytes Threshold High

Upper threshold val ue based on the number
of bytes stored in the destination.

If the number of bytes exceeds this
threshold—and if bytes paging is enabled
and a paging store has been configured for
the IMS Server—then destination-level
bytes paging is started, and amessage is
logged on the server indicating ahigh
threshold condition. A value of -1 specifies
that destination bytes paging and threshold
log messages are disabled for the
destination.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

Note:  Bytes paging cannot be
dynamically disabled by resetting
theBytesHigh Thresholdto-1. To
disable paging, you could set the
Bytes High Threshold to avery
large number (max is 263-1), so
that paging would not be
triggered.

-1,0through 2831, -1
Lessthan or equal to
Bytes Maximum,

>Bytes Threshold

Low

Bytes Threshold Low

L ower threshold val ue based on the number
of bytes stored in the destination.

If the number of bytes falls below this
threshold, then destination-level bytes
paging is stopped (if paging is occurring),
and amessage is logged on the server
indicating that the threshold condition has
cleared. A value of -1 specifiesthat
destination bytes paging and threshold log
messages are disabled for the destination.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

-1,0through283-1, -1
<Bytes Threshold
High
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Attribute Description Range of Values Default
Value
Bytes Paging Enabled Flag for specifying whether or not bytes String Default
paging is enabled on the destination. True
m If thisattribute is set to False, then False
Default

destination-level byte paging is
explicitly disabled for this destination.

m [ thisattributeis set to True, a paging
store has been configured for the IMS
Server, and both the Bytes Threshold
Low and Bytes Threshold High
attributevaluesare greater than -1, then
destination-level bytes paging is
enabled for this destination.

m |f thisattributeis set to Default, then
thisvaue inherits the IMS template's
value—if aJMStemplate is specified.
If no template is configured for the
destination, then the Default valueis
equivaent to False.

Note: If server-level bytes paging is
enabled, and destination-level
paging is disabled for agiven
destination, than messages on the
destination can still be paged if
server-level paging is started.
However, when destination-level
paging is disabled for agiven
destination, then the
destination-level high thresholds
will not force the destination to
page out messages when they are
exceeded.
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Attribute

Description

Default
Value

Range of Values

Messages Maximum

Maximum number of messagesthat may be
stored in the destination. A value of -1
specifies that thereisno limit on the
number of messages that can be stored in

the destination.
This attribute is dynamically configurable,

but only incoming messages are impacted;
stored messages are not impacted.

-1,0through 283-1, -1
Lessthan or equal to
Bytes Threshold High

Messages Threshold
High

Upper threshold value based on the number
of messages stored in the destination.

If the number of messages exceeds this
threshold—and if messages paging is
enabled and a paging store has been
configured for the IMS Server—then
destination-level paging is started, and a
message is logged on the server indicating
ahigh threshold condition. A value of -1
specifies that destination messages paging
and threshold log messages are disabled for
the destination.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

Note:  Messages paging cannot be
dynamically disabled by resetting
the Messages High Threshold to
-1. To disable paging, you could
set the Messages High Threshold
to avery large number (max is 25
-1), so that paging would not be

triggered.

-1,0through 2831, -1
Lessthan or equal to

M essages Maximum,
>Messages Threshold
Low
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Attribute

Description

Range of Values Default
Value

Messages Threshold
Low

L ower threshold val ue based on the number
of messages stored in the destination.

If the number of messages falls below this
threshold, then destination-level messages
paging is stopped (if paging is occurring)
and a message islogged on server,
indicating that the threshold condition has
cleared. A value of -1 specifies that
destination messaes paging and threshold
log messages are disabled for the
destination.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

-1,0through 2881, -1
<Messages Threshold
High
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Attribute Description Range of Values Default
Value
Messages Paging Flag for specifying whether or not String Default
Enabled messages paging is enabled on the True
destination. False
Default

m If thisattributeis set to False, then
destination-level message paging is
explicitly disabled for this destination.

m |If thisattributeis set to True, a paging
store has been configured for the IMS
Server, and both the Message
Threshold Low and M essage Threshold
High attribute values are greater than
-1, then destination-level messages
paging is enabled for this destination.

m [f thisattributeis set to Default, then
this value inherits the IMS template’ s
value—if aJMStemplateis specified.
If no template is configured for the
destination, then the Default valueis
equivalent to False.

Note:  If server-level messagespagingis
enabled, and destination-level
paging is disabled for agiven
destination, than messages on the
destination can still be paged if
server-level paging is started.
However, when destination-level
paging is disabled for agiven
destination, then the
destination-level high thresholds
will not force the destination to
page out messages when they are
exceeded.
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Overrides
Attribute Description Range of Values Default
Value
Priority Override Priority assigned to all messagesthat arrive -1, 0 through 9 -1

at the destination, regardless of the priority
specified by the message producer.

The default value (-1) specifiesthat the
destination will not override the Priority
Ssetting.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

TimeTo LiveOverride  Time-to-live assigned to all messagesthat -1, 0 through 263 -1 -1
arrive at the destination, regardless of the
time-to-live specified by the message
producer.
The default value (-1) specifiesthat the
destination will not override the Time To
Live setting.
This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

1

Time To Deliver Defines the default delay, in milliseconds, -1, 0 through 2% -1,
Override between when amessage isproduced and  or string syntax for a
when it is made visible on its destination, delivery schedule
regardless of the delivery time specified by
the producer and/or connection factory.

The default value (-1) specifiesthat the
destination will not override the Time To
Deliver setting.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.
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Attribute Description Range of Values Default
Value
Delivery Mode Override  Delivery mode assigned to all messages Persistent, No-Delivery

that arrive at the destination regardless of Non-Persistent, or
the delivery mode specified by themessage  No-Delivery
producer.

Thedefault No- Del i very value specifies
that the delivery mode will not be
overridden.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.
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Monitoring

Monitor All Active JMS Destinations

Attribute Description Range of Values Default Value
Destination Destination name. N/A
Server Associated server name. N/A
Consumers Current number of N/A
registered message
consumers.
Consumers High Greatest number of N/A
registered message
consumers at any given
time.
Consumers Tota Total number of N/A
registered message
consumers.
Bytes Current Current number of bytes N/A
stored.
Bytes Pending Number of N/A
unacknowledged and
uncommitted
transactional bytesstored.
Bytes Received Number of bytesreceived. N/A
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Attribute Description Range of Values Default Value

Bytes Threshold Time Amount of time that the N/A
destination has spent in a
bytes threshold condition
since the last time the
server was booted.

Messages Current number of N/A
messages stored at this
destination.

Messages High Greatest number of N/A
messages stored at any
given time.

Messages Pending Number of N/A
unacknowledged and
uncommitted
transactional messages
stored.

Messages Received Number of messages N/A
received.

Messages Threshold Time  Amount of time that the N/A
destination spentin a
message threshold
condition.

For additional information about monitoring JIM S Queues, please see Monitor All
Active IMS Services.
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Notes

Attribute Description Range of Values Default Value
Notes This attribute providesa ~ The value must be an Null

space for user-supplied aphanumeric string.

information.
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By default, this pane allows the user to sort the objects by the following criteria:
m  Server

m  Connections

m  Connections high

m  Connections total

m Servers

m  Servershigh

m  Serverstotal
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50JMS Server

Create a JMS Server

1. Click to expand the IM S node.

2. Click the IMS Servers node. The IMS Servers table displays in the right pane
showing all the servers defined in your domain.

3. Click the Configure anew JMS Server text link. A dialog displaysin the right
pane showing the tabs associated with configuring a new server.

4. Enter valuesin the attribute fields.

5. Click Create to create a server instance with the name you specified in the Name
field. The new instance is added under the IM S Servers node in the left pane. A
JMSS Destinations hode and a Session Pools node are automatically added under
the new server instance by defaullt.

6. Assignthe JMS Server to a WebL ogic Server.

For more information, see Assign aJM S Server.

Clone a JMS Server

1. Click to expand the IM S node.

2. Click the IMS Servers node. The IMS Servers table displays in the right pane
showing all the servers defined in your domain.
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Delete a JIMS Server

3. Click the Cloneicon in the row of the server you want to clone. A dialog displays
in the right pane showing the tabs associated with cloning a server.

4. Enter valuesin the attribute fields.

5. Click Createto create a server instance with the name you specified in the Name
field. The new instance is added under the IM S Servers node in the | eft pane. A
JM S Destinations node and a Session Pools node are automatically added under
the new server instance by default.

6. Assignthe JMS Server to a\WebL ogic Server.

For more information, see “Assign aJMS Server”.

Delete a JMS Server

1. Click to expand the IMS node.

2. Click the IMS Servers node. The IMS Servers table displays in the right pane
showing all the servers defined in your domain.

3. Click the Deleteicon in the row of the server you want to delete. A dialog
displays in the right pane prompting you to confirm your deletion request.

4. Click Yesto deletethe server. The server icon under the IMS Servers nodeis
deleted.

Monitor All Active JMS Services

1. Click to expand the IMS node.

2. Click the IMS Servers node. The IMS Servers table displays in the right pane
showing al the servers defined in your domain.

3. Click the Monitor all Active IMS Servicestext link. A dialog displaysin the right
pane showing all active IMS services for the current domain

BEA WebL ogic Server Administration Console OnlineHelp ~ 50-2



50 JvsServer

Monitor All Instances of a JMS Server

1. Click to expand the IM S node.

2. Click the IMS Servers node. The IMS Servers table displays in the right pane
showing all the servers defined in your domain.

3. Click the Monitor All Instancesicon in the row of the server you want to monitor.
A dialog displaysin the right pane showing all instances of the server deployed
across the server domain.

Monitor All Active JMS Destinations

1. Click to expand the IM S node.

2. Click the IMS Servers node. The IMS Servers table displays in the right pane
showing all the servers defined in your domain.

3. Click the Monitor all Active IMS Destinationstext link. A dialog displaysin the
right pane showing all active IM S destinations for the current domain.

Monitor All Active JMS Session Pools

1. Click to expand the IM S node.

2. Click the IMS Servers node. The IMS Servers table displays in the right pane
showing all the servers defined in your domain.

3. Click the Monitor al Active IMS Session Pools Runtime text link. A dialog
displaysin the right pane showing all active IMS session pools for the current
domain.
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Assign a JMS Server

Assign a JMS Server

1. Click theinstance nodein the left pane under IMS Serversfor the server you want
to assign. A dialog displaysin the right pane showing the tabs associated with this
instance.

2. Click the Targets tab.
3. Complete the following steps for the Servers and Clusters tabs:

a. Select one or more targets in the Available column that you want to assign to
the data source.

b. Click the mover control to move the targets you sel ected to the Chosen column.

c. Click Apply to save your assignments.

Configuration
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General

Attribute

Description

Range of Values

Default
Value

Name

Name of the IMS server.

This attribute is not dynamically
configurable.

Javaidentifier, unique
within specific cluster

MyIMS
Server[-n]

Store

The existing persistent store for the IMS
server. A persistent store may only be used
by one IMS server.

A value of none specifiesthat no persistent
messaging is supported. If no persistent
storeis specified, then destinations on this
server will not support persistent messages
or durable subscribers.

This attribute is not dynamically
configurable.

Existing persistent
store name or none

none

Paging Store

The name of the persistent store where
non-persistent messages are paged for the
JMS server. A paging store cannot be the
same store used for persistent messages or
durable subscribers. A paging store may
only be used by one JM S server.

A value of none specifies that message
paging is hot supported. If no paging store
is specified, then the server and
destinations will not support message

paging.

Note: Using aJDBC storeis not
recommended for paging sincethe
amount of traffic and subsequent
lack of performance would make
such a configuration undesirable.

Existing persistent
store or none

none
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Attribute Description Range of Values Default
Value
Temporary Template Name of an existing IMStemplate usedto  JMS template name none
create al temporary destinations, including  or none (The default
temporary queues and temporary topics. values for the
The attribute values for atemporary destination
destination are derived from the this IMS attribute are
template. used.)

If provided aspart of the templ ate, the Store
attribute values are ignored because
temporary destinations do not support
persistent messaging.

This attribute is dynamically configurable.

Note:  If thisattribute is set to none,
attempts to create atemporary
destination (queue or topic) will
fail.
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Thresholds and Quotas

Attribute Description Range of Values Default
Value
Bytes Maximum Maximum number of bytes that may be -1, 0 through 2%3-1, -1
stored in the IMS server. A valueof -1 Greater than or equal
specifiesthat thereis no limit on the to Bytes Threshold
number of bytesthat can be stored in the High
IMS server.
This attribute is dynamically configurable.
Bytes Threshold High Upper threshold value based onthenumber -1, 0 through 2531, -1

of bytes stored in the IMS server.

If the number of bytes exceedsthis
threshold—and if bytes paging is enabled
and a paging store has been configured—
then server bytes paging is started, and a
message is logged on the server indicating
a high threshold condition.

A value of -1 specifiesthat server bytes
paging and threshold log messages are
disabled for the IM S server.

This attribute is dynamically configurable.

Note:  Bytes paging cannot be
dynamically disabled by resetting
theBytesHigh Thresholdto-1. To
disable paging, you could set the
Bytes High Threshold to avery
large number (max is 25°-1), so
that paging would not be
triggered.

Lessthan or equal to
Bytes Maximum,
>Bytes Threshold
Low
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Attribute Description Range of Values Default
Value

Bytes Threshold Low Lower threshold valuebased onthenumber -1, 0 through 2831, -1

of bytes stored in the IMS server. <Bytes Threshold

If the number of bytes falls below this High

threshold, then server bytes paging is

stopped (if paging is occurring), and a

message is logged on the server indicating

that the threshold condition has cleared.

A value of -1 specifiesthat server paging

and threshold log messages are disabled for

the IMS server.

This attribute is dynamically configurable.
Bytes Paging Enabled Flag for specifying whether or not bytes Boolean Not selected

paging is enabled on the IMS server. Enabled = selected

® Ifthisflagisnot selected, then server ~ Disabled = not

selected

bytes paging is explicitly disabled.

m |If thisflag is selected, a paging store
hasbeen configured, and boththe Bytes
Threshold Low and Bytes Threshold
High attribute values are greater than
-1, then server bytes paging is enabled.

m If either the Bytes Threshold Low or
Bytes Threshold High attribute is
undefined, or defined as-1, then server
bytes paging isimplicitly disabled—
even though thisflag is selected.

Messages Maximum

Maximum number of messagesthat may be
stored in the IMS server. A value of -1
specifies that thereisno limit on the
number of messages that can be stored in
the IMS server.

This attribute is dynamically configurable.

-1, 0through 2%-1, -1
Greater than or equal

to Messages
Threshold High
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Attribute

Description

Range of Values

Default
Value

Messages Threshold
High

Upper threshold val ue based on the number
of messages stored in the IMS server.

If the number of messages exceeds this
threshold—and if messages paging is
enabled and a paging store has been
configured—then server messages paging
is started, and a message is logged on the
server indicating a high threshold
condition.

A value of -1 specifiesthat server messages
paging and threshold log messages are
disabled for the IM S server.

This attribute is dynamically configurable.

Note:  Messages paging cannot be
dynamically disabled by resetting
the Messages High Threshold to
-1. To disable paging, you could
set the Messages High Threshold
to avery large number (max is 283
-1), so that paging would not be
triggered.

-1, 0 through 281,
Lessthan or equal to
M essages Maximum,
>Messages Threshold
Low

-1

Messages Threshold
Low

L ower threshold val ue based on the number
of messages stored in the IMS server.

If the number of messages falls below this
threshold, then server messages paging
stops (if paging is occurring), and a
message is logged on the server, indicating
that the threshold condition has cleared.

A value of -1 specifies that server paging
and threshold log messages are disabled for
the IMS server.

This attribute is dynamically configurable.

-1, 0 through 281,
<Messages Threshold
High

-1
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Attribute Description Range of Values Default
Value
Messages Paging Flag for specifying whether or not Boolean Not selected
Enabled messages paging is enabled on the IMS Enabled = selected
Server. Disabled = not
m If thisflag is not selected, then selected

server-level messages paging is
explicitly disabled.

If thisflag is selected, a paging store
has been configured, and both the
Messages Threshold Low and
Messages Threshold High attribute
values are greater than -1, then
serve-level messages paging is
enabled.

If either the Messages Threshold Low
or Messages Threshold High attribute
isundefined, or defined as -1, then
server-level messages paging is
implicitly disabled—even though this
flag is selected.
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Monitoring

Monitor All Active JMS Services

Attribute Description Range of Values Default Value

Server Service name N/A N/A

Connections Current number of N/A N/A
connections

Connections High Greatest number of N/A N/A
connections at any given
time

Connections Total Total number of N/A N/A
connections

Servers Current number of servers  N/A N/A

Servers High Greatest number of N/A N/A
servers at any given time

Servers Total Total number of servers N/A N/A
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Monitor All Instances of JMS Server

Attribut Description Range of Values Default Value
e
Name Name of JM S server N/A
Destinatio  List of destinations. N/A
ns
Destinatio  Greatest number of N/A
ns High instantiated destinations at

any giventime.
Destinatio  Total number of N/A
ns Tota instantiated destinations.
Bytes Current number of bytes N/A
Current stored across all

destinationsin the IMS

server.
Bytes Number of bytes sent and N/A
Pending received that are pending

the result of an

uncommitted transaction or

an acknowledgement.
Bytes Total number of bytes N/A
Received  received for al
Count destinations.
Bytes Amount of time spentin a N/A
Threshold  bytes threshold condition.
Time
Messages  Current number of N/A
Current messages stored across all

destinations.

BEA WebL ogic Server Administration Console Online Help  50-12



50 JvsServer

Messages  Greatest number of N/A
High messages stored across all

destinations at agiventime.
Messages  Total number of messages N/A
Received  received for al

destinations.
Messages Amount of time spentin a N/A
Threshold messages threshold
Time condition.
Messages  Total number of messages N/A
Total stored across all

destinations
Session List of session pools N/A
Pools defined for the IM S server.
Session Greatest number of session N/A
Pools pools at any given time.
High
Session Total number of N/A
Pools instantiated sessions pools.
Total
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Monitor Destinations

Attribute Description Range of Values Default Value

Destination Destination name. N/A

Server Associated server name. N/A

Consumers Current number of N/A

registered message
consumers.

Consumers High Greatest number of N/A
registered message
consumers at any given
time.

Consumers Total Total number of N/A

registered message
consumers.

Bytes Current Current number of bytes N/A
stored.

Bytes Pending Number of N/A
unacknowledged and
uncommitted
transactional bytesstored.

Bytes Received Number of bytesreceived. N/A

Bytes Threshold Time Amount of time that the N/A
destination has spent in a
bytes threshold condition
since the last time the
server was booted.

Messages Current number of N/A
messages stored at this
destination.
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Attribute

Description Range of Values

Default Value

Messages High

Greatest number of
messages stored at any
given time.

N/A

Messages Pending

Number of
unacknowledged and
uncommitted
transactional messages
stored.

N/A

Messages Received

Number of messages
received.

N/A

Messages Threshold Time

Amount of time that the
destination spentin a
message threshold
condition.

N/A
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Monitor Server Session Pools

Attribute Description Range of Values Default Value
Session Pool Name of session pool.
Server Name of associated
server.
Consumers List of consumers.
Consumers High Greatest number of
consumers on the session

pool at any given time.

Consumers Total Total number of
consumers.

Targets

Attribute Description Range of Values Default Value

Targets Thisattribute providesa  List No targets are chosen.
list of potential targets.
Currently aJMS server
can have amaximum of
one target.
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Notes
Attribute Description Range of Values Default Value
Notes This attribute providesa  The value must be an Null
space for user-supplied aphanumeric string.
information.
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Monitor JMS Servers

Attribute Description Range of Default
Values
Destination Destination name. N/A
Session Pools  Associated session pools names. N/A
Consumers Current number of registered N/A
message ConNsumers.
Bytes Current  Current number of bytes stored. N/A
Bytes Number of unacknowledged and N/A
Pending uncommitted transactional bytes
stored.
Bytes Number of bytes received. N/A
Received
Bytes Amount of time that the destination N/A
Threshold has spent in a bytes threshold
Time condition since the last time the
server was booted.
Messages Current number of messages stored N/A

on this destination.
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Attribute Description Range of Default
Values

Messages Greatest number of messages stored N/A
High at any given time.
Messages Number of unacknowledged and N/A
Pending uncommitted transactional messages

stored.
Messages Number of messages received. N/A
Received
Messages Amount of time that the destination N/A
Threshold spent in a message threshold
Time condition.
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52 IJMS Session Pools

Create a JMS Session Pool

A w DN P

Click to expand the IMS node.
Click to expand the IM S Servers node.
Click to expand a server instance under JIM S Servers.

Click the Session Pools node. The Session Pools table displaysin the right pane
showing al the session pools.

Click the Configure a new JM S Session Pool text link. A dialog displaysin the
right pane showing the tabs associated with configuring a new session pool.

Enter values in the attribute fields.

Click Create to create a session pool instance with the name you specified in the
Name field. The new instance is added under the Session Pools node in the | eft
pane.

Clone a JMS Session Pool

1
2.
3.

Click to expand the IM S node.
Click to expand the IM S Servers node.

Click to expand a server instance under JIM S Servers.
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4. Click the Session Pools node. The Session Pools table displaysin the right pane
showing all the session pools.

5. Click the Cloneicon in the row of the session pool you want to clone. A dialog
displaysin the right pane showing the tabs associated with cloning a session pool.

6. Enter valuesin the attribute fields.

7. Click Create to create a session pool instance with the name you specified in the
Name field. The new instance is added under the Session Pools node in the | eft
pane.

Delete a JMS Session Pool

Click to expand the IM S node.
Click to expand the IM S Servers node.

Click to expand a server instance under JM S Servers.

> w bdp R

Click the Session Pools node. The Session Pools table displays in the right pane
showing all the session pools.

5. Click the Deleteicon in the row of the session pool you want to delete. A dialog
displaysin the right pane prompting you to confirm your deletion request.

6. Click Yesto delete the session pool. The session pool icon under the Session
pools node is deleted.

Monitor All Active JMS Session Pools

See “Monitor All Active IMS Session Pools’ inthe IMS Server online help for more
information.
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Configuration

Configuration

General
Attribute Description Range of Values Default Value
Name Name of the session pool.  Javaidentifier, unique MyJM S Session Pool[-n]

This attribute is not within a specific cluster
dynamically configurable.

Connection Factory Connection factory Existing connection N/A
associated with the factory name or none
session pool.

Listener Class Name of the message Existing message listener  N/A
listener classthat provides  classnameor javaclassin
anonMessage() your CLASSPATH
method that, in turn,
processes a message.

This attribute is not
dynamically configurable.
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Attribute

Description

Range of Values

Default Value

Acknowledge Mode

Acknowledge mode used
by non-transacted
sessions within asession
pool.

For transacted sessions,
messages are
acknowledged
automatically when the
session is committed, and
thisfield isignored.

For more information
about acknowledge
modes, see Programming
WebLogic IMS

This attribute is not

dynamically configurable.

Auto, Client, Dups OK,
and None

Auto

Sessions Maximum

Number of concurrent
sessions in the session
pool. A value of -1
indicates that thereisno
maximum.

This attribute is
dynamically configurable,
however, it does not take
effect until the session
pool is restarted.

-1, and 1 through 2531

-1

Transacted

Flag specifying whether
or not the session pool
creates transacted
sessions.

This attribute is not

dynamically configurable.

Enabled = selected
Disabled = not selected

Not Selected

52-4
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Monitoring

Monitor All JMS Session Pool Runtimes

Attribute Description Range of Default Value
Values

Session Pool Name of session pool. N/A

Server Name of associated server. N/A

Consumers List of consumers. N/A

Consumers Greatest number of consumerson the N/A

High session pool at any given time.

Consumers Total number of consumers. N/A

Total

For additional information about monitoring JM S Session Pools, please see Monitor

All Active IMS Session Pools.
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52 IMS Session Pools

Notes

Attribut  Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null

space for optional alphanumeric string.

user-supplied information.
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Runtime

By default, this pane allows the user to sort the objects by the following criteria:
m  Session Pool

m  Server

m  Consumers

m Consumers High

m  Consumers Total
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54 JMS Stores

JMS stores information can be found in the following files:
m JMSFile Store
m JMSIDBCStore
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55 JMS Templates

Create a JMS Template

1. Click the IMS node in the left pane.

2. Click the IMS Templates node. The IMS Templates table displays in the right
pane showing all the templates defined in the domain.

3. Click the Configure anew JMS Template text link. A dialog displaysin the right
pane showing the tabs associated with configuring a new template.

4. Enter avauein the Name attribute field.

5. Click Create to create atemplate instance with the name you specified in the
Name field. The new instance is added under the IMS Templates node in the | eft
pane.

6. Click the remaining tabsindividually and change the attribute fields or accept the
default values as assigned.

7. Click Apply to save any changes you made.

Clone a JMS Template

1. Click the IMS node in the left pane.

2. Click the IMS Templates node. The IMS Templates table displays in the right
pane showing all the templates defined in the domain.
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3. Click the Cloneicon in the row of the template you want to clone. A dialog
displaysin the right pane showing the tabs associated with cloning a new
template.

4. Enter avaluein the Name attribute field.

5. Click the Create button in the lower right corner to create a template instance
with the name you specified in the Name field. The new instance is added under
the IMS Templ ates node in the left pane.

6. Click the remaining tabs individually and change the attribute fields or accept the
default values as assigned.

7. Click Apply to save any changes you made.

Delete a JMS Template

1. Click the IMS node in the left pane.

2. Click the IMS Templates node. The IMS Templates table displays in the right
pane showing all the templates defined in the domain.

3. Click the Deleteicon in the row of the server you want to delete. A dialog
displaysin the right pane prompting you to confirm your deletion request.

4. Click Yesto delete the template. The template icon under the IMS Templates
node is deleted.

Configuration
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Configuration

General
Attribute Description Range of Values  Default Value
Name Name of the IM S template. Javaidentifier, MyJMS
This attribute is not dynamically unique within Templatef-n]
configurable. specific cluster
Destination Keys This attribute provides alist of potential ~ List Null

destination keysfor sorting the messages
asthey arriveonthedestination. They are
ordered from most significant to least
significant. If more than onekey is
specified, akey based on the

JM SMessagel D can only be the last key
inthelist.

Note:  If IMSMessagel D isnot defined
inthe key, itisimplicitly
assumed to be the last key and
set as“Ascending” (FIFO) for
the sort order.
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Thresholds and Quotas

Attribute

Description

Range of Values

Bytes Maximum

Maximum number of bytes that may be
stored in the destination. A value of -1
specifiesthat thereis no limit on the
number of bytesthat can be stored in the
destination.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

-1, 0through 28%-1, -1
Greater than or equal

to Bytes Threshold

High

Bytes Threshold High

Upper threshold val ue based on the number
of bytes stored in the destination.

If the number of bytes exceedsthis
threshold—and if bytes paging is enabled
and a paging store has been configured for
the IMS Server—then destination-level
bytes paging is started, and a message is
logged on the server indicating a high
threshold condition. A value of -1 specifies
that bytes paging and threshold log
messages are disabled for the destination.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

Note:  Bytes paging cannot be

dynamically disabled by resetting

thehighthresholdto-1. Todisable

paging, you could set the high

threshold to very large number
(max is 2% -1), so that paging

would not be triggered.

-1, 0 through 281, -1
Lessthan or equal to
Bytes Maximum,

>Bytes Threshold

Low
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Configuration

Attribute Description Range of Values Default
Value

Bytes Threshold Low Lower threshold valuebased onthenumber -1, 0 through 281, -1

of bytes stored in the destination. <Bytes Threshold

If the number of bytes falls below this High

threshold, then destination-level bytes

paging is stopped (if paging is occurring),

and a message is logged on the server

indicating that the threshold condition has

cleared. A value of -1 specifiesthat

destination bytes paging and threshold log

messages are disabled for the destination.

This attribute is dynamically configurable,

but only incoming messages are impacted;

stored messages are not impacted.
Bytes Paging Enabled Flag for specifying whether or not bytes Boolean Not selected

paging is enabled on the destination. Enabled = selected

m If thisflagisnot selected, thenbytes ~ Disabled =not

selected

paging is disabled for the template’s
destinations—unl ess the destination
setting overrides the template.

m |If thisflagis selected, a paging store
has been configured for the IMS
Server, and both the Bytes Threshold
Low and Bytes Threshold High
attribute valuesare greater than -1, then
bytes paging is enabled for the
template’ s destinations—unless the
destination setting overrides the
template.

Note: If novalueisdefined inthe IMS

Template MBean, then it defaults

to False and bytes paging is
disabled for the template’s
destinations—unless the
destination setting overrides the
template.
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Attribute Description Range of Values Default
Value

Messages Maximum Maximum number of messagesthat may be -1, 0 through 281, -1

stored in the destination. A value of -1 Greater than or equal

specifies that thereis no limit on the to Messages

number of messages that can be stored in Threshold High

the destination.

This attribute is dynamically configurable,

but only incoming messages are impacted,;

stored messages are not impacted.
Messages Threshold Upper threshold valuebased onthenumber -1, 0 through 2831, -1
High of messages stored in the destination. Less than or equal to

If the number of messages exceeds this
threshold—and if messages paging is
enabled and a paging store has been
configured for the IM S Server—then
destination-level messages paging is
started, and amessage is logged on the
server indicating a high threshold
condition. A value of -1 specifies that
destination messages paging and threshold
log messages are disabled for the
destination.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

Note:  Messages paging cannot be
dynamically disabled by resetting
the High Threshold to -1. To
disable paging, you could set the
High Threshold to avery large
number (max is 258 -1), so that
paging would not be triggered.

M essages Maximum,
>Messages Threshold
Low
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Attribute

Description

Default
Value

Range of Values

Messages Threshold
Low

L ower threshold val ue based on the number
of messages stored in the destination.

If the number of messages falls below this
threshold, then destination-level messages
paging is stopped (if paging is occurring),
and a message is logged on the server
indicating that the threshold condition has
cleared. A value of -1 specifiesthat
destination mesages paging and threshold
log messages are disabled for the
destination.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

-1, 0 through 283-1, -1
<Bytes Threshold
High

Messages Paging
Enabled

Flag for specifying whether or not
messages paging is enabled on the
destination.

m If thisflagisnot selected, then
messages paging is disabled for the
template’ s destinations-unless the
destination setting overrides the
template.

m |If thisflag is selected, a paging store
has been configured for the IMS
Server, and both the M essages
Threshold Low and Messages
Threshold High attribute values are

greater than -1, then messagespagingis

enabled for the template’s
destinations—unl ess the destination
setting overrides the templ ate.

Note: If novaueisdefined inthe IMS

Template MBean, then it defaults

to False and messages paging is
disabled for the template's
destinations—unless the
destination setting overrides the
template.

Boolean Not selected
Enabled = selected
Disabled = not

selected
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Override

Attribute Description Range of Values Default
Value

Priority Override The priority assigned to all messagesthat -1, 0 through 9 -1
arrive at the destination regardless of the
priority specified by the message producer.
The default value (-1) specifiesthat the
destination will not override the Priority
Ssetting.
This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

Timeto Live Override The time-to-live value assigned to all -1, 0 through 2531 -1
messages that arrive at the destination,
regardless of the time-to-live specified by
the message producer.

The default value (-1) specifiesthat the
destination will not override the Time To
Live setting.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

Time To Déliver Defines the default delay, in milliseconds, -1, 0 through 2831, -1
Override between when amessage is produced and  or string syntax for a
when it is made visible on its destination, delivery schedule
regardless of the delivery time specified by
the producer and/or connection factory.

The default value (-1) specifiesthat the
destination will not override the Time To
Deliver setting.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.
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Attribute

Description

Range of Values Default

Delivery Mode Override

Delivery mode assigned to all messages
that arrive at the destination regardless of
the delivery mode specified by the message
producer.

A value of No- Del i very specifies that
the delivery mode will not be overridden.
This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

Value
Persistent, No-Delivery
Non-Persistent, or
No-Delivery

Redelivery
Attribute Description Range of Values Default
Redelivery Delay Defines the delay, in milliseconds, before -1, 0 through 281 -1
Override rolled back or recovered messages are

redelivered, regardless of the redelivery
delay specified by the consumer and/or
connection factory.

The default value (-1) specifies that the
destination will not overridethe Redelivery
Delay setting.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.
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Attribute

Description

Range of Values

Default

Redelivery Limit

The number of redelivery tries amessage
can have beforeit is placed in the error
destination. Depending on whether an error
destination is configured, the following

occurswhen theredelivery limit isreached:

m If no error destination is configured, or
the quota for the error destination
would be exceeded, then persistent and
non-persistent messages are simply
dropped.

m [f anerror destinationisconfigured and
the error destinationisat quota, then an
error message is logged and the
message is dropped. However, if the
message is persistent, it remainsin the
persistent store. This ensures that a
persistent message will be redelivered
when WebL ogic Server is rebooted.

The default value (-1) specifiesthat the
destination will not override the redelivery
limit setting.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

-1, 0 through 2831

-1

Error Destination

A destination for messages that have
reached their redelivery limit. If the error
destination is null, then such messages are
simply dropped.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

Existing destination
or none

none
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Notes
Attribute Description Range of Values Default Value
Notes This attribute providesa ~ The value must be an Null
space for optional alphanumeric string.
user-supplied
information.
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Create a JIMS Topic

56 JMS Topic

Create a JMS Topic

A w DN P

Click to expand the IMS node.
Click to expand the IM S Servers node.
Click to expand a server instance under JIM S Servers.

Click the Destinations node. The IM S Destinations table displays in the right
pane showing all the IM S topic and queue destinations.

Click the Configure a new JM S Topic text link. A dialog displaysin the right
pane showing the tabs associated with configuring a new destination topic.

Enter values in the attribute fields.

Click Create to create a destination topic instance with the name you specified in
the Name field. The new instance is added under the Destinations node in the | eft
pane.

Clone a JMS Topic

1
2.
3.

Click to expand the IM S node.
Click to expand the IM S Servers node.

Click to expand a server instance under JIM S Servers.
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Click the Destinations node. The Destinations table displays in the right pane
showing all the destinations.

Click the Cloneicon in the row of the destination topic you want to clone. A
dialog displays in the right pane showing the tabs associated with cloning a
destination topic.

Enter values in the attribute fields.

Click Create to create a destination topic instance with the name you specified in
the Name field. The new instance is added under the Destinations node in the left
pane.

Delete a JMS Topic

> w bdp R

Click to expand the IM S node.
Click to expand the IM S Servers node.
Click to expand a server instance under JM S Servers.

Click the Destination node. The JMS Destinations table displays in the right pane
showing all the session pools.

Click the Delete icon in the row of the destination topic you want to delete. A
dialog displays in the right pane prompting you to confirm your deletion request.

Click Yesto delete the destination topic. The topic icon under the Destinations
node is deleted.

Monitor All Active JMS Destinations

See “Monitor All Active IMS Destinations” in the IMS Server online help for more
information.
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Configuration

Configuration

General
Attribute Description Range of Values  Default
Name Name of the topic. The INDI nameis Javaidentifier, MyJMS
configured separately. unique within the Destination[-n]
This attribute is not dynamically IMS Server
configurable.
JINDI Name Name used to look up the destination Javaidentifier, null
within the INDI namespace. The unique within the
destination name is configured JINDI namespace
separately. If not specified, the scope
destination name is not advertised
through the INDI namespace.
This attribute is not dynamically
configurable.
Destination Keys This attribute provides alist of potential ~ List Null

destination keysfor sorting the messages

that arrive on the destination. They are
ordered from most significant to least
significant. A key that is based on

JM SMessagel D can only be the last key.
Note:  If IMSMessagel D isnot defined

inthekey, itisimplicitly
assumed to be the last key and
set as“Ascending” (FIFO) for
the sort order.
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Attribute

Description Range of Values

Default

Enable Store

Flag specifying whether or not the false, true, default
destination uses the persistent store
specified by the IMS server.

m If thisflagisenabled, but no
persistent storeisdefined for the M S
Server, then the configuration fails
and WebL ogic M S does not boot.

m |f thisflagisdisabled, then the
destination does not support
persistent messages.

m If thisflag isset to Default, then the
destination uses the persistent
store—if oneis defined for the IMS
server—and supports persistent
messaging.

This attribute is not dynamically

configurable.

default

Template

The IMS template from which the Existing IMS
destination is derived. If thisattributeis  template name or
not defined, then the attributes for the none

destination must be specified as part of

the destination.

The Template attribute setting per
destination is static. The template
attributes, however, can be modified
dynamically.

none
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Thresholds & Quotas

Attribute

Description

Range of Values Default

Bytes Maximum

Maximum number of bytesthat may be
stored in the destination. A value of -1
specifies that thereisno limit on the
number of bytesthat can be stored in the
destination.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

-1,0through 288-1, -1
Greater than or equal

to Bytes Threshold

High

Bytes Threshold High

Upper threshold val ue based on the number
of bytes stored in the destination.

If the number of bytes exceeds this
threshold—and if bytes paging is enabled
and a paging store has been configured for
the IMS Server—then destination-level
bytes paging is started, and amessage is
logged on the server indicating ahigh
threshold condition. A value of -1 specifies
that destination bytes paging and threshold
log messages are disabled for the
destination.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

Note:  Bytes paging cannot be
dynamically disabled by resetting
theBytesHigh Thresholdto-1. To
disable paging, you could set the
Bytes High Threshold to avery
large number (max is 263-1), so
that paging would not be
triggered.

-1,0through 283-1, -1
Lessthan or equal to
Bytes Maximum,

>Bytes Threshold

Low
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Attribute

Description

Range of Values Default

Bytes Threshold Low

L ower threshold val ue based on the number
of bytes stored in the destination.

If the number of bytes falls below this
threshold, then destination-level bytes
paging is stopped (if paging is occurring),
and a message islogged on the server
indicating that the threshold condition has
cleared. A value of -1 specifies that
destination bytes paging and threshold log
messages are disabled for the destination.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

-1,0through 283—1, -1
<Bytes Threshold
High
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Attribute Description Range of Values Default
Bytes Paging Enabled Flag for specifying whether or not bytes String Default
paging is enabled on the destination. True
m If thisattributeis set to False, then Fase

Default

destination-level byte paging is
explicitly disabled for this destination.

m If thisattributeis set to True, apaging
store has been configured for the IMS
Server, and both the Bytes Threshold
Low and Bytes Threshold High
attribute valuesare greater than -1, then
destination-level bytes pagingis
enabled for this destination.

m [f thisattributeis set to Default, then
this value inherits the IMS template's
value—if aJMStemplateis specified.
If no template is configured for the
destination, then the Default valueis
equivalent to False.

Note:  If server-level bytes paging is
enabled, and destination-level
paging is disabled for agiven
destination, than messages on the
destination can still be paged if
server-level paging is started.
However, when destination-level
paging is disabled for agiven
destination, then the
destination-level high thresholds
will not force the destination to
page out messages when they are
exceeded.

Messages Maximum

Maximum number of messagesthat may be
stored in the destination. A value of -1
specifies that thereisno limit on the
number of messages that can be stored in
the destination.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

-1,0through 283-1, -1
Greater than or equal

to Bytes Threshold

High
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Attribute

Description

Range of Values Default

Messages Threshold
High

Upper threshold val ue based on the number
of messages stored in the destination.

If the number of messages exceeds this
threshold—and if messages paging is
enabled and a paging store has been
configured for the IM S Server—then
destination-level paging is started, and a
message is logged on the server indicating
ahigh threshold condition. A value of -1
specifies that destination messages paging
and threshold log messages are disabled for
the destination.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

Note:  Messages paging cannot be
dynamically disabled by resetting
the Messages High Threshold to
-1. To disable paging, you could
set the Messages High Threshold
to avery large number (max is
283-1), so that paging would not
be triggered.

-1,0through 2881, -1
Lessthan or equal to

M essages Maximum,
>Messages Threshold
Low

Messages Threshold
Low

L ower threshold val ue based on the number
of messages stored in the destination.

If the number of messages falls below this
threshold, then destination-level messages
paging is stopped (if paging is occurring)
and amessage islogged on server,
indicating that the threshold condition has
cleared. A value of -1 specifies that
destination messaes paging and threshold
log messages are disabled for the
destination.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

-1,0through 283-1, -1
<Messages Threshold
High
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Attribute Description Range of Values Default
Messages Paging Flag for specifying whether or not String Default
Enabled messages paging is enabled on the True
destination. False
Default

m |If thisattributeis set to False, then
destination-level message paging is
explicitly disabled for this destination.

m |If thisattributeis set to True, a paging
store has been configured for the IMS
Server, and both the Message
Threshold Low and M essage Threshold
High attribute values are greater than
-1, then destination-level messages
paging is enabled for this destination.

m [f thisattributeis set to Default, then
this value inherits the IMS template’ s
value—if aJMStemplateis specified.
If no template is configured for the
destination, then the Default valueis
equivalent to False.

Note:  If server-level messagespagingis
enabled, and destination-level
paging is disabled for agiven
destination, than messages on the
destination can still be paged if
server-level paging is started.
However, when destination-level
paging is disabled for agiven
destination, then the
destination-level high thresholds
will not force the destination to
page out messages when they are
exceeded.
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Overrides

Attribute

Description

Range of Values

Default

Priority Override

Priority assigned to all messagesthat arrive
at the destination, regardless of the priority
specified by the message producer.

The default value (-1) specifiesthat the
destination will not override the Priority
setting.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

-1, O through 9

-1

TimeTo Live Override

Time-to-live assigned to all messages that
arrive at the destination, regardless of the
time-to-live specified by the message
producer.

The default value (-1) specifiesthat the
destination will not override the Time To
Live setting.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

-1, O through 2% -1

-1

Time To Deliver
Override

Defines the default delay, in milliseconds,
between when a message is produced and
when it is made visible on its destination,
regardless of the time-to-deliver specified
by the producer and/or connection factory.

The default value (-1) specifiesthat the
destination will not override the Time To
Deliver setting.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.

-1, O through 283 -1,
or string syntax for a
delivery schedule

-1
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Attribute Description Range of Values Default

Delivery Mode Override  Delivery mode assigned to all messages Persistent, No-Delivery
that arrive at the destination regardless of Non-Persistent, or
the delivery mode specified by themessage  No-Delivery
producer.
The default value of No- Del i very
specifiesthat the delivery modewill not be
overridden.
This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

BEA WebL ogic Server Administration Console OnlineHelp  56-11



56 JmvsTopic

Redelivery
Attribute Description Range of Values Default
Redelivery Delay Definesthe delay, in milliseconds, before -1 0through288—-1 -1
Override rolled back or recovered messages are

redelivered, regardless of the
redelivery-delay specified by the consumer
and/or connection factory.

The default value (-1) specifiesthat the
destination will not override the Redelivery
Delay setting.

This attribute is dynamically configurable,
but only incoming messages are impacted,;
stored messages are not impacted.
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Attribute Description Range of Values Default

Redelivery Limit The number of redelivery triesamessage -1, 0 through 2531 -1
can have before it is placed in the error
destination. Depending on whether an error
destination is configured, the following
occurswhen the redelivery limit isreached:

= If no error destination is configured, or
the quotafor the error destination
would be exceeded, then persistent and
non-persistent messages are simply
dropped.

m If anerror destinationis configured and
the error destination isat quota, then an
error message is logged and the
message is dropped. However, if the
message is persistent, it remains in the
persistent store. This ensuresthat a
persistent message will be redelivered
when WebL ogic Server is rebooted.

The default value (-1) specifies that the
destination will not overridethe Redelivery
Limit setting.

This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.

Error Destination A destination for messages that have Existing destination none
reached their redelivery limit. If the error or none
destination is null, then such messages are
simply dropped.
This attribute is dynamically configurable,
but only incoming messages are impacted;
stored messages are not impacted.
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Multicast

Attribute

Description

Range of Values

Default

Multicast Address

IP address used for multicasting. This
address is used to transmit messages to
multicast consumers.

This attribute is valid for topics only and
isnot dynamically configurable.

A well-formed |P
address (Class D)

N/A

Multicast TTL

Time-to-live value used for multicasting,
specifying the number of routers that the
message can traverse en route to the
consumers. A value of Oindicatesthat the
messagewill not traverseany routers, and
islimited to one subnet.

This value isindependent of the
JMBExpi rati onTi ne vaue.

This attribute is valid for topics only and
isnot dynamically configurable.

Oto 255

Multicast Port

IP port used for multicasting. Thisportis
used to transmit messages to multicast
consumers.

This attribute is valid for topics only and
isnot dynamically configurable.

1024 to 65535

6001

56-14 BEA WebLogic Server Administration Console Online Help



Monitoring

Monitoring

Monitor All Active JMS Destinations

Attribute Description Range of Values Default Value

Destination Destination name. N/A

Server Associated server name. N/A

Consumers Current number of N/A

registered message
consumers.

Consumers High Greatest number of N/A
registered message
consumers at any given
time.

Consumers Tota Total number of N/A

registered message
consumers.

Bytes Current Current number of bytes N/A
stored.

Bytes Pending Number of N/A
unacknowledged and
uncommitted
transactiona bytesstored.

Bytes Received Number of bytesreceived. N/A

BEA WebL ogic Server Administration Console OnlineHelp  56-15



56 JmvsTopic

Attribute Description Range of Values Default Value

Bytes Threshold Time Amount of time that the N/A
destination has spent in a
bytes threshold condition
since the last time the
server was booted.

Messages Current number of N/A
messages stored at this
destination.

Messages High Greatest number of N/A
messages stored at any
given time.

Messages Pending Number of N/A
unacknowledged and
uncommitted
transactional messages
stored.

Messages Received Number of messages N/A
received.

Messages Threshold Time  Amount of time that the N/A
destination spentin a
message threshold
condition.

For additional information about monitoring JM S Queues, please see Monitor All
Active IMS Destinations.
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Notes

Notes

Attribute Description Range of Values Default Value
Notes This attribute providesa  The value must be an Null

space for user-supplied alphanumeric string.

information.
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57 Messaging Bridge

A messaging bridge is responsible for transferring messages between two JIMS
providers. The WebL ogic Messaging Bridge feature allows you to configure a store
and forward mechanism between any two JM S providers—including separate
implementations of WebL ogic IMS.

Specifically, you can configure a source/target mapping of a JM'S destination (queue
or topic) to another JIM S destination, and vice versa. Messages that are sent to the
source destination are then automatically forwarded to the target destination. The
messaging bridge also allows the configuration of quality of service (QOS), message
filtering, transaction semantics, and reconnection policies.

For each sourceltarget IM S destination to be mapped, whether it isaWebLogic IMS
destination or a3rd-party JM S provider, you must configure aJM S Bridge Destination
instance. If the source/target destinationisfor anon-JM S messaging product, you must
configure a General Bridge Destination instance.

Creating a Messaging Bridge

To configure a messaging bridge, follow these steps:
1. Click to expand the Messaging Bridge node.
2. Click the Bridges node to open the Bridges tab in the right pane.

3. Click the Configure a new Messaging Bridge link in the right pane. A
Configuration dialog displays in the right pane showing the tabs associated with
configuring a new messaging bridge.
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4. Onthe Configuration General tab, enter valuesin the Name, Source Destination,
Target Destination, Selector, Quality of Service, QOS Degradation Allowed,
Maximum Idle Time, Asynchronous Mode Enable, Durability Enabled, and
Started attribute fields. For more information about messaging bridge general
attributes, see General.

5. Click Create to create an instance of the messaging bridge with the name you
specified in the Name field. The new instance is added under the Bridges node in
the left pane.

6. Click the Connection Retry tab and change the attribute fields or accept the
default values as assigned. For connection retry attribute descriptions, see
Connection Retry. Click Apply to save your changes.

7. Click the Transactions tab and change the attribute fields or accept the default
values as assigned. For transaction attribute descriptions, see Transactions. Click
Apply to save your changes.

8. Click the Targets tab and assign the messaging bridge to servers, clusters, or a
migratable target server. See Assigning a Messaging Bridge to One or More
Servers, or Clusters, or a Migratable Target for instructions. Click Apply to save
your changes.

9. Click Apply to save your changes.
Cloning a Messaging Bridge

1. Click to expand the Bridges node. The Messaging Bridges table displays in the
right pane showing all the Messaging Bridge instances.

2. Click the Cloneicon in the row of the messaging bridge you want to clone. A
dialog displays in the right pane showing the tabs associated with cloning a

messaging bridge.
3. Enter valuesin the attribute fields.

4. Click Clone to create a messaging bridge with the name you specified in the
Name field. The messaging bridge is added to the Messaging Bridges table in the
right pane.
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Deleting a Messaging Bridge

1. Click to expand the Messaging Bridge node. The Messaging Bridgestable displays
in the right pane showing all the messaging bridge instances.

2. Click the Delete icon in the row of the messaging bridge that you want to del ete.
A dialog displays in the right pane prompting you to confirm your deletion
request.

3. Click Yesto delete the messaging bridge, and then click Continue to redisplay the
Messaging Bridges table in the right pane. The messaging bridge is deleted from
the Messaging Bridgestable.

Assigning a Messaging Bridge to One or
More Servers, or Clusters, or a Migratable
Target

1. Intheleft pane, click the Bridges node to expand it.

2. Click the Messaging Bridge node to expand it and show the list of messaging
bridges defined in your domain.

3. Click the messaging bridge that you want to assign. A dialog displaysin the right
pane showing the tabs associated with the messaging bridge instance.

4. Click the Targets tab to display the following targeting tabs.

e Servers—you can select a server or servers where the messaging bridge will be
deployed. The messaging bridge will be available on all the selected servers.

e Clusters—you can select a cluster where the messaging bridge will be deployed.
The messaging bridge will be available on all serversin the selected cluster.

e Migratable Targets—you can select a Webl ogic Server migratable target where
the messaging bridge will be deployed. When WebL ogic Server isfirst booted, the
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messaging bridge isinitially available only on the user-preferred server. After that,
the bridge can be migrated to another server listed in the migratable target

5. Onthe Servers, Clusters, or Migratable Targets tabs, assign the messaging bridge,
asfollows:

a. Inthe Available column, select one or more targets to assign to the messaging
bridge.

b. Move the targetsinto the Chosen column by clicking the mover control.

c. Click Apply to save your assignments.

Adding a Note to a Messaging Bridge

1. Intheleft pane, click the Bridges node to expand it.

2. Click the Messaging Bridge node to expand it and show the list of messaging
bridges defined in your domain.

3. Click the messaging bridge that you want to add a note to. A dialog displaysin
the right pane showing the tabs associated with the messaging bridge instance.

4. Click the Notes tab. Type anotein the Notes field.
5. Click Apply to save your changes.

Stopping and Restarting a Messaging
Bridge

To temporarily suspend a messaging bridge, follow these steps:
1. Click to expand the Messaging Bridge node.

2. Select the messaging bridge instance that you want to stop.
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3.

On the Configuration General tab, clear the Start check box to stop the bridge.

4. To restart the bridge, select the Start check box.

Monitoring All Active Messaging Bridges

Click the server nodein the | eft pane.

Select a specific server in the left pane. A dialog displaysin the right pane
showing the tabs associated with the server instance

Select the Services tab.
Select the Bridge tab.

Click the Monitor all Messaging Bridge Runtimes text link. A table displays
showing all active messaging bridges for the server.

Configuring the Execute Thread Pool Size

Y ou can configure the default execute thread pool sizefor your messaging bridges. For
example, you may want to increase or decrease the default size to reduce competition
from the WebL ogic Server default thread pool. Entering a value of -1 disables this
thread pool and forces the bridge to use the WebL ogic Server default thread pool.

1

2
3
4.
5
6

Click the Servers node in the | eft pane to expand it.

. Select a specific server instance.

. Select the Servicestab in the right pane.

Select the Bridge tab.

. Enter anew value in the Messaging Bridge Thread Pool Size field.

. Click Apply to save your changes.
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Configuration

General
Attribute Description Range of Values Default
Value
Name A messaging bridge name that is unique Javaidentifier,unigue MyMessaging
across the WebL ogic Server domain. within specific Bridge
domain. [-n]
This attribute is not dynamically
configurable.
Source Destination The source destination from which Existing source Null
messages are received by the messaging bridge destination
bridge. name.
This attribute is not dynamically
configurable.
Target Destination The target destination to which messages Existingtarget bridge  Null

are sent from the messaging bridge.

This attribute is not dynamically
configurable.

destination name.
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Attribute Description Range of Values Default
Value
Selector Allowsyou to filter the messagesthat are Thevaluemust bean  None

sent across the messaging bridge. Only alphanumeric string.
messages that match the selection criteria

are sent across the messaging bridge. For

queues, messages that do not match the

selection criteriaare |eft behind and

accumulate in the queue. For topics,

messages that do not match the connection

criteria are dropped.

Note:  For moreinformation on using
selectors to filter messages, see
“Developing aWebLogic IMS
Application” in Programming
WebLogic IMS

This attribute is not dynamically

configurable.
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Attribute

Description Range of Values

Default
Value

Quiality of Service

Defines the guarantees for forwarding a Exactly-once,
message across a messaging bridge. The Atmost-once, and
valid qualities of service are: Duplicate-okay

Exactly-once—Each message will be sent
exactly once. Thisisthe highest quality of
service.

Atmost-once—Each message is sent at
most one time. Some messages may not be
delivered to the target destination.

Duplicate-okay—Each message is sent at
least one time. Duplicate messages can be
delivered to the target destination.

Note:  In order to use Exactly-once, the
source and target connection
factories must be configured to
use XAConnect i onFact ory.
Also, thej ms- xa- adp. rar
adapter must be deployed and
identified in the Adapter INDI
Name attribute for the source and
target destinations.

This attribute is not dynamically
configurable.

Exactly-once

QOS Degradation
Allowed

When selected, the messaging bridgewill ~ Boolean
automatically degrade the requested QOS  Epgpled = sdlected
(quality of service) when the configured . _

oneis not available. If this occurs, a ,E;)ellatblezd =not
message is delivered to the WebL ogic
startup window (or logfile). If thisoptionis
not selected (false), and the messaging
bridge cannot satisfy the requested QOS, it
will result in an error and the messaging
bridge will not start.

This attribute is not dynamically
configurable.

Not selected
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Attribute Description Range of Values Default
Value

Maximum ldle Time For bridges running in a asynchronous 0 through 231 - 1 60
(seconds) mode, thisisthe maximum amount of time,

in seconds, the messaging bridge will sit

idle before checking the health of its

connections. For bridges running in a

synchronous mode, this dictatesthe amount

of time the messaging bridge can block on

areceive cdl if no transaction isinvolved.
Asynchronous Mode Defines whether amessaging bridgeworks  Boolean Selected
Enabled in asynchronous mode. Messaging bridges  Epapled = sdlected

th work in asynchronous mode (true) are Disabled = not

riven by the source target. The messaging sdlected

bridge listens for messages and forwards
them asthey arrive. Whenthevalueisfase,
thebridgeisforced to work in synchronous
mode, even if the source supports
asynchronous receiving.

Note:  For amessaging bridge with a
QOS of Exactly-once to work in
asynchronous mode, the source
destination has to support the
MDBTr ansact i on interface
described in the
webl ogi c. j ns. ext ensi ons
Javadoc. Otherwise, the bridge
will automatically switch to
synchronous mode if it detects
that MDBTr ansact i ons are not
supported by the source
destination. For more information
about MDBTr ansact i ons, see
“Using Message-Driven Beans’
in Programming WebLogic EJB.

This attribute is not dynamically

configurable.
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57 Messaging Bridge

Attribute Description Range of Values Default
Value
Durability Enabled A messaging bridge that hasthis attribute ~ Boolean Not selected
settotrue createsadurablesubscriptionfor  £napled = selected
the source destination—providing the . _
source destination typeisatopic. This ,E;)ellatblezd = not

allows the source JIM S implementation to
save messages that are sent to it when the
bridgeis not running. The bridge will then
forward these messages to the target
destination once it is restarted. If the value
is set to false, messages that are sent to the
source JM Stopic while the bridge is down
cannot be forwarded to the target
destination.

Note:  Thisattributeisused only for IMS
topics or when a destination has
similar characteristics.

Note:  If abridge must be taken
permanently offline, you must
delete any durable subscriptions
that use the bridge. For
information on deleting durable
subscribers, see “Deleting
Durable Subscriptions’ in
Programming WebLogic IMS.

This attribute is not dynamically
configurable.
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Configuration

Attribute Description Range of Values Default
Value
Started Definesthe initial state of the messaging Boolean Selected
bridge at run-time (that is, the statewhen it £ap/ed = salected
boots). The default valueis on (true). By . _
clearing thischeck box (false), you can stop Eellitt)::id = not

the messaging bridge. Conversely,
reselecting the check box, restarts the
bridge.

Note:  Thisdoes not indicate the
run-time state of the bridge. For
information on monitoring a
bridge's state, see “Monitoring
All ActiveMessaging Bridges’ on
page 57-23
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Connection Retry

Attribute

Description

Range of Values

Default
Value

Minimum Delay
(seconds)

The minimum delay, in seconds, between
reconnection attempts. When a messaging
bridge boots and cannot connect to a
destination, or a connection is lost and the
messaging bridge is first attempting to
reconnect, it will attempt to reconnect in
this specified amount of seconds.

This attribute is not dynamically
configurable.

0 through 2% - 1

15

Incremental Delay
(seconds)

The delay increment, in seconds, between

reconnection attempts. Each time a bridge
failsto reconnect, it will add this amount of
secondstothedelay beforeit makesits next
reconnection attempt.

This attribute is dynamically configurable.

0 through 23! - 1

Maximum Delay
(seconds)

The maximum delay, in seconds, between
reconnection attempts. Each reconnection
attempt is delayed further by the
Incremental Delay amount of seconds, but
it is never delayed by more than this value.

This attribute is dynamically configurable.

0 through 2%t - 1

60
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Transactions

Attribute

Description

Range of Values

Default
Value

Transaction Timeout

Defines the number of secondsthe
transaction manager will wait for each
transaction before timing it out.
Transaction timeouts are used when a
bridge’ s quality of service requires
transactions.

This attribute is not dynamically
configurable.

0 through 2% - 1

30

Batch Size

Defines the number of messages that the
messaging bridge transfers within one
transaction. This attribute only appliesto
bridgesthat work in synchronous mode and
whose quality of service require two-phase
transactions.

This attribute is dynamically configurable.

0 through 2°1 - 1

10

Batch Interval
(milliseconds)

Defines the maximum time, in
milliseconds, that the bridge will wait
before sending a batch of messagesin one
transaction, regardless of whether the Batch
Size amount has been reached or not. This
attribute only applies to bridges that work
in synchronous mode and whose quality of
service require two-phase transactions.

This attribute is dynamically configurable.

0 through 2% - 1
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Targets

Attribute

Description

Range of Values

Default Value

Migratable Targets

DefinesaWebL ogic
Server migratable target
where the messaging
bridge will be deployed.
WhenWebL ogic Serveris
first booted, the
messaging bridge will
initially be available only
on the user-preferred
server. Afterwards, the
bridge can be migrated to
another server inthe
migratable target using
either the Administration
Console or the
command-line tool.

List of available and
chosen targets.

No targets are chosen.

Clusters

Defines aWebL ogic
Server cluster where the
messaging bridge will be
deployed. The messaging
bridgewill beavailableon
all serversin the selected
cluster.

List of available and
chosen targets.

No targets are chosen.

Servers

Defines the WebL ogic
Servers where the
messaging bridge will be
deployed. The messaging
bridgewill beavailableon
all the selected WebL ogic
Servers.

List of available and
chosen targets

No targets are chosen.
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Notes

Attribute Description Range of Values Default Value
Notes This attribute providesa ~ The value must be an Null

space for user-supplied alphanumeric string.

information.
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58 JMS Bridge
Destination

For each source/target IM S destination to be mapped, whether it isaWebLogic IMS
implementation or a 3rd-party JIM S provider, you must configure aJM S Bridge
Destination instance.

Creating a JMS Bridge Destination

1. Click to expand the Messaging Bridge node.

2. Click the IMS Bridge Destinations node to open the JIM S Bridge Destinations tab
in the right pane.

3. Intheright pane, click the Configure a New JV S Bridge Destination link. A
Configuration dialog displays in the right pane showing the tabs associated with
configuring a new JM S bridge destination.

4. On the Configuration tab, enter values in the Name, Adapter INDI Name,
Adapter Class Path, Connection URL, Initial Context Factory, Connection
Factory INDI Name, Destination INDI Name, and Destination Type attribute
fields. For more information about these general attributes, see Configuration.

5. Optionally, fill out the User Name and User Password attributes. For more
information about these attributes, see Configuration.

Note: All operations done to the specified destination are done using that user
name and password. Therefore, the User Name/Password for the source
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6.

7.

and target destinations must have permission to access the underlying
destinations in order for the messaging bridge to work.

Click Create to create an instance the bridge destination with the name you
specified in the Name field. The new instance is added under the JIMS Bridge
Destination node in the left pane.

When you finish defining attributes for a source JM S bridge destination, repeat
these steps to configure atarget IM S bridge destination, or vice versa.

For what’ s next in configuring a messaging bridge, see “Messaging Bridge” on page
57-19.

Cloning a JMS Bridge Destination

Deleting

Click to expand the Messaging Bridge node.

Click to expand the IMS Bridge Destinations node. The JM S Bridge Destinations
table displays in the right pane showing all the JIM S bridge destination instances.

Click the Cloneicon in the row of the JM S bridge destination instance you want
to clone. A dialog displaysin the right pane showing the tabs associated with
cloning a JM S bridge destination.

Enter values in the attribute fields.

Click Cloneto create a JM S bridge destination with the name you specified in the
Name field. The IM S bridge destination is added to the IM S Bridge Destination
table in the right pane.

a JMS Bridge Destination

Click to expand the Messaging Bridge node.

Click to expand the IM S Bridge Destinations node. The JM S Bridge Destinations
table displays in the right pane showing all the JIM S bridge destination instances.
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3. Click the Deleteicon in the row of the IMS bridge destination that you want to
delete. A dialog displaysin the right pane prompting you to confirm your
deletion request.

4. Click Yesto delete the IM S bridge destination, and then click Continue to
redisplay the IMS Bridge Destinations table in the right pane. The bridge
destination is deleted from the JM S Bridge Destinations table.

Adding a Note to a JMS Bridge Destination

1. Intheleft pane, click the Bridges node to expand it.

2. Click the IMS Bridge Destinations node to expand it and show thelist of IMS
bridge destinations defined in your domain.

3. Click the IM S bridge destination that you want to add a note to. A dialog displays
in the right pane showing the tabs associated with the IMS bridge destination
instance.

4. Click the Notes tab. Type anote in the Notesfield.

5. Click Apply to save your changes.
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Configuration

Configuration
Attribute Description Range of Values Default
Value

Name A bridge destination name that is unique Javaidentifier,unique MyJMS

across a WebL ogic Server domain. within specific Bridge

domain. Destination
This attribute is not dynamically [-nl
configurable.

Adapter INDI Name The INDI name of the adapter. Thisisthe  Javaidentifier,unique eisjmsWLS
string defined in the adapter's descriptor within JNDI Connection
file, and is used to bind the adapter in namespace. FactoryJNDI
WebL ogic Server INDI. XA

A bridge destination must supply the INDI
name of the adapter used to communicate
with the specified destination.

This attribute is not dynamically
configurable.
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Attribute

Description

Range of Values

Default
Value

Adapter Classpath

The CLASSPATH of the bridge destination,
which is mainly used to connect to a
different release of WebLogic IMS.

When connecting to a destination that is
running on WebL ogic Server 6.0 or earlier,
the bridge destination must supply a
CLASSPATH that indicates the locations of
the classesfor the earlier WebL ogic Server
implementation.

This attribute is not dynamically
configurable.

The value must be an
alphanumeric string.

Null

Connection URL

TheURL of the INDI provider used to look
up the connection factory and destination.

This attribute is not dynamically
configurable.

The value must be an
alphanumeric string.

Null

Initial Context Factory

The factory used to get the INDI context.

This attribute is not dynamically
configurable.

The value must be an
alphanumeric string.

weblogic.jndi.
WLInitial
Context
Factory

Connection Factory
JNDI Name

The JMS connection factory used to create
aconnection.

Note:  In order to use the Exactly-once
QOS, the connection factory has

to be a XAConnection Factory.

This attribute is not dynamically
configurable.

Javaidentifier, unique
within INDI
namespace.

Null

Destination INDI Name

The JNDI name of the IMS destination.

This attribute is not dynamically
configurable.

Javaidentifier, unique
within INDI
namespace.

Null
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Attribute Description Range of Values Default
Value
Destination Type Either a Queue or Topic. Queue or Topic Queue

This attribute is not dynamically

configurable.
User Name The optional user name that the messaging Thevaluemust bean  Null
bridge will give to the bridge adapter. aphanumeric string.

Note:  All operations done to the
specified destination are done
using the User Name and User
Password. Therefore, the User
Name/Password for the source
and target bridge destinations
must have permission to access
the underlying source and target
destinations in order for the

messaging bridge to work.
This attribute is not dynamically
configurable.
User Password The password that the messaging bridge Thevaluemust bean  Null
will give to the bridge adapter. aphanumeric string.

This attribute is not dynamically
configurable.
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Notes
Attribute Description Range of Values Default Value
Notes This attribute providesa ~ The value must be an Null
space for user-supplied alphanumeric string.
information.

BEA WebL ogic Server Administration Console Online Help  58-41



58 Javs Bridge Destination

58-42 BEA WebL ogic Server Administration Console Online Help



Creating a General Bridge Destination

59 General Bridge
Destination

For non-JM S messaging products, you need to configure a generic BridgeDestination
instance for each source and target destination to be mapped by a messaging bridge.

Note: Although WebL ogic IMS includes a provisional General Bridge Destination
framework for accessing non-JM S messaging products, WebL ogic Server
does not provide supported adapters for such products. Therefore, you must
obtain a custom adapter from a third-party OEM vendor and consult their
documentation for configuration instructions. Y ou could also contact BEA
Professional Services more information about obtaining a custom non-JMS
adapter.

Creating a General Bridge Destination

1. Expand the Messaging Bridge node.

2. Click the Genera Bridge Destinations node to open the General Bridge
Destinations tab in the right pane.

3. Intheright pane, click the Configure a New General Bridge Destination link. A
Configuration dialog shows the tabs associated with configuring a new general
bridge destination.

4. On the Configuration General tab, enter valuesin the Name, Adapter INDI
Name, Adapter Class Path, and Properties attribute fields. For more information
about these general attributes, see Configuration.
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5. Optionally, fill out the User Name and User Password attributes. For more
information about these attributes, see Configuration.

Note: All operations done to the specified destination are done using that user
name and password. Therefore, the User Name/Password for the source
and target destinations must have permission to access the underlying
destinations in order for the messaging bridge to work.

6. Click Createto create an instance the general bridge destination with the name
you specified in the Name field. The new instance is added under the General
Bridge Destination node in the left pane.

7. When you finish defining attributes for a source general bridge destination, repeat
these steps to configure a target general bridge destination, or vice versa.

For what’ s next in configuring a messaging bridge, see “Messaging Bridge” on page
57-19.

Cloning a General Bridge Destination

1. Expand the Messaging Bridge node and the General Bridge Destinations node.

2. The General Bridge Destinations table displays in the right pane showing all the
general bridge destination instances.

3. Click the Clone icon in the row of the general bridge destination that you want to
clone. A dialog shows the tabs associated with cloning a general bridge
destination.

4. Enter valuesin the attribute fields.

5. Click Clone to create a general bridge destination with the name you specified in
the Name field. The general bridge destination is added to the General Bridge
Destination table in the right pane.

59-44 BEA WebL ogic Server Administration Console Online Help



Deleting a General Bridge Destination

Deleting a General Bridge Destination

1. Expand the Messaging Bridge node and the General Bridge Destinations node.

2. The General Bridge Destinations table displays in the right pane showing all the
genera bridge destination instances.

3. Click the Deleteicon in the row of the general bridge destination instance that
you want to delete. A dialog prompts you to confirm your deletion request.

4. Click Yesto delete the general bridge destination, and then click Continue to
redisplay the General Bridge Destinations table in the right pane. The general
bridge destination is deleted from the General Bridge Destinationstable.

Adding a Note to a General Bridge
Destination

1. Expand the Message Bridge node to expand it.

2. Click the General Bridge Destinations node to expand it and show the list of
general bridge destinations defined in your domain.

3. Click the general bridge destination that you want to add anote to. A dialog
shows the tabs associated with the general bridge destination instance.

4. Click the Notes tab. Type anote in the Notes field.

5. Click Apply to save your changes.
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Configuration

Configuration
Attribute Description Range of Values Default
Value

Name A bridge destination name that is unique Javaidentifier,unique MyGeneral
across a WebL ogic domain. For the source  within specific Bridge
destination, you may want to change the domain. Destination
default name to " Source Bridge [-n]
Destination". For the target, use something
like "Target Bridge Destination”. Once
configured, these names are listed as
optionsin the Source Destination and
Target Destination attributeson the Bridges
--> General tab.

This attribute is not dynamically
configurable.

Adapter INDI Name A bridge destination must supply the JINDI ~ Javaidentifier,unique eisjmsWLS
name of the adapter used to communicate  within JNDI Connection
with the specified destination. namespace FactoryJNDI

XA

WebL ogic Server does not provide
adapters for non-JM S messaging products.
Therefore, you must use a speciaized
adapter from athird-party OEM vendor or
contact BEA Professional services.

This attribute is dynamically configurable.
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Attribute

Description

Default
Value

Range of Values

Adapter Classpath

The CLASSPATH of the bridge destination,
which is mainly used to connect to a
different release of WebLogic IMS.

When connecting to a destination that is
running on WebL ogic Server 6.0 or earlier,
the bridge destination must supply a
CLASSPATH hat indicates the locations of
the classesfor the earlier WebL ogic Server
implementation.

When connecting to a third-party
messaging product, you must supply the
product's CLASSPATH in the WebL ogic
Server CLASSPATH.

This attribute is dynamically configurable.

Thevauemust bean  Null
alphanumeric string.

Properties
(key=value)

Specifies all the properties defined for the
bridge destination. Each property must be
separated by a semicolon (for example,
Desti nati onJNDI Nane=nyTopi c; D
estinati onType=t opic;).

For non-JM S messaging products that use
adapters provided by athird-party OEM
vendor, you should consult the vendor's
documentation for property configuration
instructions.

The following properties are required for
al IMS implementations:

Connect i onURL —URL used to establish
aconnection to the destination.

I ni tial ContextFact ory —Factory
used to get the INDI context.

Connect i onFact or yJNDI Nane —the
JMS connection factory used to create a
connection.

Dest i nati onJNDI Nare —JNDI name
of the IMS destination.

Dest i nati onType —Queue or Topic.
This attribute is dynamically configurable.

Thevaluemust bean  Null
alphanumeric string
proceeded by the
following property
identifiers:
Connecti onURL=
Initial ContextF
actory=

Connecti onFact o
r yJNDI Name=
Desti nati onJNDI
Name=

Desti nati onType
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Attribute Description Range of Values Default
Value
User Name The optional user name that the messaging Thevaluemust bean  Null
bridge will give to the bridge adapter. aphanumeric string.

Note:  All operations done to the
specified destination are done
using the User Name and User
Password. Therefore, the User
Name/Password for the source
and target bridge destinations
must have permission to access
the underlying source and target
destinations in order for the
messaging bridge to work.

This attribute is dynamically configurable.

User Password The password that the messaging bridge Thevauemustbean Null
will give to the bridge adapter. aphanumeric string.

This attribute is dynamically configurable.

Notes
Attribute Description Range of Values Default Value
Notes This attribute providesa  The value must be an Null
space for user-supplied aphanumeric string.
information.

59-48 BEA WebLogic Server Administration Console Online Help



Configuration

BEA WebL ogic Server Administration Console Online Help  59-49



60 JINDIBinding

60 JNDIBinding

WebL ogic Server EJBs, RMI, IMS, JDBC, and Mail objects can be bound into the
JINDI tree.

Y ou can use the Administration Console to bind JM S connection factories or JDBC
Data Source objects to the INDI tree when you create those objects.

For more information on JNDI, see Managing JNDI in the Administration Guide and
Programming WebL ogic JNDI.
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61 JNDI Context

Y ou can view the INDI tree from the Administration Console.

1. Right click on the node for your WebL ogic Server in the right pane. This opens a
pop-up menu.

2. Click View JNDI Tree. The information appears in the right pane of a new
window.

For more information on JNDI, see Managing JNDI in the Administration Guide and
Programming WebL ogic JNDI.
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62 Jolt

These procedures describe how to use the Administration Console to set the attributes
for configuring and managing Jolt connection pools.

Configure a Jolt Connection Pool

. Click the Jolt node in the | eft pane. The Jolt Connection Poolstable displaysin the

right pane showing all the Jolt connection pools defined in the domain.

. Click the Configure a New Jolt Connection Pool text link. A dialog displaysin

the right pane showing the tabs associated with configuring a new connection
pool.

. Enter values in the Name, Minimum Pool Size, Maximum Pool Size, and the

Recv Timeout attribute fields. Click the Security Context Enabled checkbox to
enable security context.

. Click Create to create a connection pool instance with the name you specified in

the Name field. The new instance is added under the Jolt node in the left pane.

. Click the Addresses and the User tabsindividually and change the attribute fields

or accept the default values as assigned.

. Click Apply to save any changes you made.

62-1  BEA WebLogic Server Administration Console Online Help



Clone a Jolt Connection Pool

Clone a Jolt Connection Pool

1. Click the Jolt nodein theleft pane. The Jolt Connection Poolstable displaysin the
right pane showing all the Jolt connection pools defined in the domain.

2. Click the Cloneicon in the row of the connection pool you want to clone. A
dialog displays in the right pane showing the tabs associated with cloning a new
connection pool.

3. Enter valuesin the Name, Minimum Pool Size, Maximum Pool Size, and the
Recv Timeout attribute fields. Click the Security Context Enabled checkbox to
enable security context.

4. Click Createto create a connection pool instance with the name you specified in
the Name field. The new instance is added under the Jolt node in the | eft pane.

5. Click the Addresses and the User tabs individually and change the attribute fields
or accept the default values as assigned.

6. Click Apply to save any changes you made.

Delete a Jolt Connection Pool

1. Click the Jolt nodein theleft pane. The Jolt Connection Poolstable displaysin the
right pane showing all the Jolt connection pools defined in the domain.

2. Click the Delete icon in the row of the connection pool you want to delete. A
dialog displays in the right pane asking you to confirm your deletion request.

3. Click Yesto delete the connection pool. The connection pool icon under the Jolt
node is deleted.
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Assign a Jolt Connection Pool

1. Click theinstance node in the left pane under Jolt to select a connection pool for
assignment. A dialog displaysin the right pane showing the tabs associated with
this instance.

2. Click the Targets tab.
3. Complete the following steps for the Servers, Groups, and Clusters tabs:

a. Select one or more targets in the Available column that you want to assign to
the Jolt connection factory.

b. Click themover control to move the targets you sel ected to the Chosen column.

¢. Click Apply to save your assignments.

Monitor All Instances of a Jolt Connection
Pool

1. Click theinstance node in the left pane under Jolt to select a connection pool for
monitoring. A dialog displays in the right pane showing the tabs associated with
this instance.

2. Click the Monitoring tab.

3. Click the Monitor All Instances of a Jolt Connection Pool text link. The Jolt
Connection Pools table displays in the right pane showing all connection pool
instances deployed on a server.
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63 Jolt Connection Pool

Configuration

General
Attribute Description Range of Values Default
Name This attribute returnsthe  String MyJolt Connection Pool
name of this connection
pool.
Minimum Pool Size Thisattribute allowsthe  Integer 0
user to set the minimum
pool sizefor this
connection pooal.
Maximum Pool Size Thisattribute allowsthe  Integer 1
user to set the maximum
pool sizefor this
connection poal.
Recv Timeout This attribute allows the Integer 0

user to set the amount of
timetheclient should wait
to receive aresponse
before timing out.
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Attribute Description Range of Values Default
Security Context Enabled  This attribute enables or Boolean Not Selected
disables the security Enabled = Salected
context for this
. Not Enabled = Not
connection pool. Selected
Addresses
Attribute Description Range of Values Default
Primary Addresses This attribute allowsthe  Valid Addresses Null
user to set the primary
addresses
Failover Addresses Thisattribute allowsthe  Valid Addresses Null
user to set the addressesto

be used in the event of a

failure.
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User

Attribute Description Range of Values Default

User Name Thisattribute setstheuser  Valid user nameasset by  Null
name for this connection  the administrator.
pool.

User Role Thisattribute setstheuser  Valid user role as set by Null
role for this connection the administrator.
pool.

User Password Thisattributesetstheuser  Validuser passwordasset  Null
password for this by the administrator.
connection pool.

Application Password This attribute allowsthe  Valid password Null

user to set the application
password for this
connection pool.
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Targets
Servers
Attribute Description Range of Values Default
Target Servers Thisattribute allowsthe  Valid server names Null
user to set the target
serversfor the connection
pool.
Clusters
Attribute Description Range of Values Default
Target Clusters This attribute allowsthe  Valid server names Null
user to set the target
clustersfor theconnection
pool.
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Notes
Attribute Description Range of Values Default
Notes This attribute provides The value must be an Null

space for optional user alphanumeric string.
supplied information.
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64 Jolt Connection Pool
Runtime

By default, this pane allows the user to sort the objects by the following criteria:
m  Server

m  Machine

m Name

m Pool state

m  Connections

m  MaxCapacity
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65 Web Application

Deployment Descriptor
Editor Help

Configuring the JSP Descriptor

The JSP Descriptor configures JSP-related parameters.
1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

b. Select Configure a new WebA ppExtDescriptor

c. Intheright pane, enter a description of the Web Application in the Description
field (optional).

d. Enter the version of WebL ogic Server that your application isrunning on
(optional).

e. Click Create.
f. Expand the WebApp Ext nodein the left panel.
2. Click on the JSP Descriptor node in the left panel.

3. Fillinthefieldsin theright panel according to the information in JSP Descriptor
table.
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4. Click Apply.

Configuring Security Role Assignments

Security role assignments map asecurity roleto one or more principals. The principals
must be defined in your security realm.

1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

b. Select Configure a new WebA ppExtDescriptor

c. Intheright pane, enter adescription of the Web Application in the Description
field (optional).

d. Enter the version of WebL ogic Server that your application is running on
(optional).

e. Click Create.
f. Expand the WebApp Ext node in the left panel.

2. Right click on the Security Role Assignment nodein the left panel and select
Configure a new SecurityRoleAssignment.

3. Select a security role from the Role drop-down list.

4. Add one or more Principal Names to the text box, one per line. The principals
must be valid in your security realm.

5. Click Create.

Configuring Character Set Parameters

Y ou can define codeset behavior for non-unicode operations by configuring Character
Set Parameters. Y ou can a so specify amapping of Java character setsto IANA
character sets. For more information, see Determining the Encoding of an HTTP
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Request at

http://e-docs. bea. com w s/ docs61/ webapp/ conponent s. ht ml #encodi ng-
ht t p, and Mapping IANA Character Sets to Java Character Sets at
http://e-docs. bea. comw s/ docs61/ webapp/ conponent s. ht m #map-i ana.

1. If it does not exist in the left pane, create the WebApp Ext node:

a

e.

f.

Right click on the top level node in the left pane. (The node is labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In theright pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the left panel.

2. Right click on the WebApp Ext node in the left panel and select Configure a new
Charset Params.

3. Create Input Charset Descriptors

a

Expand the Charset Params node.

b. Right click on the Input Charset Descriptors node and select Configure a new

C.

d.

e.

InputCharsetDescriptor.
Enter the path that appliesto this Charset Descriptor in the Resource Path field.
Enter avalid Java character set name in the Java Charset Name field.

Click Create

4. Create a Character Set Mapping

a

Expand the Charset Params node.

b. Right click on the Charset Mappings node and select Configure a new

CharsetMapping.
Enter avalid IANA character set name in the IANA Charset Name field.
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d. Enter avalid Java character set name in the Java Charset Name field.

e. Click Create

Configuring a Reference Descriptor

The Reference Descriptor maps the INDI name of a server resource to aname used in
the Web application. The Resource Description panel maps a resource, for example,
a DataSource, to its INDI name. The Ejb Reference panel maps an EJB to its INDI
name.

1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

b. Select Configure a new WebA ppExtDescriptor

c. Intheright pane, enter adescription of the Web Application in the Description
field (optional).

d. Enter the version of WebL ogic Server that your application is running on
(optional).

e. Click Create.
f. Expand the WebApp Ext node in the | eft panel.

2. Right click on the WebApp Ext node in the left panel and select Configure a new
Reference Descriptor.

3. Create Resource Descriptions. You can create one or more Resource
Descriptions.

a. Expand the Resource Descriptor node.

b. Right click on the Resource Descriptions node and select Configure a new
ResourceDescription.

c. Enter the name of an object from the JNDI treein the Jndi Name field.
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d.

e.

Select aResource Reference from the Resource Reference drop-down list. The
Resource Reference should be already configured under the Resource Refstab.

Click Create

4. Create an EJB Reference Description

a

Expand the Resource Descriptor node.

b. Right click on the Ejb Reference Descriptions node and select Configure anew

EjbReferenceDescription.
Enter the name of an object from the INDI tree in the Jndi Name field.

Select an EJB Reference from the Ejb Reference drop-down list. The EJB
Reference should be already configured under the Ejb refs tab.

Click Create

Configuring a Container Descriptor

Enable Check Auth on Forward when you want to require authentication of forwarded
reguests from a servlet or JSP.

1. If it does not exist in the left pane, create the WebApp Ext node:

a

e.

f.

Right click on the top level node in the left pane. (The node is labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In theright pane, enter adescription of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the left panel.

2. Right click on the WebApp Ext node and select Configure a new Container
Descriptor.
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. To enable authentication of forwarded requests, check the Check Auth on
Forward Enabled box.

. To configure redirect behavior, check the redirect-with-absoute-url box.

. Click Create.
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Web App Descriptor

Attribute

Description

Range of Values

Default Value

Description

A text description of the
servlet.

String

none

Display Name

This element is not used
by WebL ogic Server.

String

none

Large Icon File Name

Specifiesthelocationfor a
large (32x32pixe) . gi f
or . j pg image used to
represent the Web
applicationin aGUI tooal.
Currently, thiselement is
not used by WebL ogic
Server.

String

none

Small Icon File Name

Specifiesthelocationfor a
small (16x16 pixel). gi f
or . j pg image used to
represent the Web
application in aGUI tool.
Currently, thisis not used
by WebL ogic Server.

String

none

Distributable

Thiselement is not used
by WebL ogic Server.

Empty

none

Filters
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Attribute Description Range of Values Default Value
Filter Name The name for thisfilter String MyFilter
Description A text description of the  String none
servlet.
Display Name Thiselementisnotused  String none
by WebL ogic Server.
Small Icon File Name Thiselementisnotused  String none
by WebL ogic Server.
Large Icon File Name Thiselementisnotused  String none
by WebL ogic Server.
Filter Class Thefully-quaified class  Class name none

name of thefilter.
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Filter Mappings

Attribute Description Range of Values Default Value

Filter The name of thefilterto  String none
which you are mapping a
URL pattern. This name
corresponds to the name
you assigned afilterina
<filter-nane>
element.

Url Pattern Describesapatternused  String none
to resolve URLS. The
portion of the URL after
the
http://host: port +
WebAppNane is
compared to the
<url-pattern> by
WebL ogic Server. If the
patterns match, the filter
mapped in this element
will be called.

Example patterns:
/ soda/ gr ape/ *
/ fool *
/contents

* foo

The URL must follow the
rules specified in Section
10 of the Servlet 2.2
Specification.
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Attribute Description Range of Values Default Value
Servlet The name of a serviet A valid servlet name none

which, if caled, causes defined in this

thisfilter to execute. deployment descriptor.

Listeners

Attribute Description Range of Values Default Value
Listener Class Name Name of the class that Class name none
responds to a Web

Application event.
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Servlets

Attribute Description Range of Values Default Value
Description A text description of the  String None
serviet.
Display Name Thiselementisnotused  String None
by WebL ogic Server.
Small Icon File Name Thiselementisnotused  String None
by WebL ogic Server.
Large Icon File Name Thiselementisnotused  String None
by WebL ogic Server.
Servlet Name Defines the canonical String MyServlet
name of the servlet, used
to reference the servlet
definition elsewhereinthe
deployment descriptor.
Servlet Class Thefully-qualified class ~ Class name None

name of the servlet.

Y ou may use only one of
either the

<servl et -cl ass>tags
or<jsp-fil e>tagsin
your servlet body.
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Servlets

Attribute Description Range of Values Default Value
Jsp File Thefull pathto aJSPfile  String None
within the Web

application, relativeto the
Web application root
directory.

Y ou may use only one of
either the

<servl et - cl ass>tags
or<jsp-file>tagsin
your servlet body.

Load On Startup WebL ogic Server Positive Integer 0
|n|t|allzesth|s§ervlet If no valueis specified, or
when WebLogic Server it the value specified is
starts up. The optional not a positive integer,

contents of this element WebL ogic Server can
must be apositiveinteger  |gad the serviet in any
indicating the order in order in the startup

which the servlet should  gequence,
beloaded. Lower integers
are loaded before higher

integers.
Parameters
Attribute Description Range of Values Default Value
Description Text description of the MyError Page
initialization parameter.
Param Name Definesthe name of this ~ String None

initialization parameter.
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Attribute Description Range of Values Default Value
Param Value DefinesaStri ng value  String None

for thisinitialization

parameter.

Security Role Refs

Attribute Description Range of Values Default Value

Description Text description of the String MyError Page
role.

Role Name Defines the name of the String None

security role or principal
that is used in the servlet

code.
Role Link Defines the name of the String - asecurity rolethat  None
security role. isdefinedina

<security-role>
element later in the
deployment descriptor.
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Servlet Mappings

Attribute Description Range of Values Default Value

Servlet Thenameof theservletto A declared servlet. none
which you are mapping a
URL pattern. This name
corresponds to the name
youassigned aservietina
<ser vl et > declaration

tag.

URL Pattern Describesapatternused  String MyServlet Mapping
to resolve URLS. The
portion of the URL after
the
http://host: port +
WebAppNane is
compared to the
<url -pattern> by
WebL ogic Server. If the
patterns match, the servlet
mapped in this element
will be called.

Example patterns:
/ soda/ gr ape/ *
/fool*
/contents

*. foo

The URL must follow the
rules specified in Section
10 of the Servlet 2.2
Specification.
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Mime Mappings

Attribute Description Range of Values Default Value
Mime Type A string describing the String MyMime Mapping
defined mime type, for
example: t ext / pl ai n.
Extension A string describing an String None
extension, for example:
txt.
Session Config
Attribute Description Range of Values Default Value
Session Timeout The number of minutes Maximum value: -2

after which sessionsin
this Web Application
expire. Thevaluesetin
this element overridesthe
vaue set in the

Ti meout Secs
parameter of the Session
Descriptor in the

WebL ogic-specific
deployment descriptor
webl ogi c. xm , unless
one of the special values
listed hereis entered.

Integer. MAX_VALUE +
60

Special values:

m -2=Usethevalueset
by Ti meout Secs in
Session Descriptor

m  -1=Sessionsdo not
timeout. Thevalue set
in Session Descriptor
isignored.
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Welcome Files

Welcome Files

Attribute

Description Range of Values

Default Value

Welcome File

Filenametouseasa String
default welcomefile, such
asindex.html. Y ou may

specify one or more

welcome files.

None

Error Pages

Attribute

Description Range of Values

Default Value

Error Code

A validHTTPerror code, String
for example 404.

MyError Page

Exception Type

A fully-qualified class String
name of a Java exception

type, for example

java. | ang.

None

Location

The location of the String
resource to display in

response to the error.

Must include aleading / .

For example

/I myErrorPg. htm .

None
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Tag Libs

Attribute Description Range of Values Default Value

URI Describesa URI, relative  String MyTag Lib
to the location of the
web.xml document,
identifying a Tag Library
used in the Web
application.
If the URI matches the
URI string used in the
taglib directive on the JSP
page, thistaglib is used.

Location Givesthefilenameof the  String None
tag library descriptor
relative to the root of the
Web application. Itisa
good ideato store the tag
library descriptor file
under the WEB- | NF
directory soitisnot
publicly available over an
HTTP request.

Resource Env Refs

Theresource-env-ref element contains adeclaration of an component'sreferenceto an
administered object associated with a resource in the component's environment.
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Resource Env Refs

Attribute Description Range of Values Default Value
Description A text description. String none
Ref Name The name of aresource String MyResource Env Ref
environment reference; its
vaueis the environment
entry name used in code.
Ref Type The type of aresource String none

environment reference.
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Resource Refs

Attribute Description Range of Values Default Value
Description A text description. String none
Ref Name The name of theresource  String MyResource Ref
used in the INDI tree.
Servletsin the Web
application use this name
to look up areference to
the resource.
Ref Type The Javatype of the Javatype none
resource that corresponds
tothereferencename. Use
the full package name of
the Javatype.
Auth Used to control the APPLI CATI ON:  The none
resource sign on for application component
security. code performs resource
signon programmatically.
CONTAI NER: WebLogic
Server uses the security
context established with
login config element.
Sharing Scope Specifies whether Shar abl e Shar abl e

connections obtained
through the given
resource manager
connection factory
reference can be shared.

Unshar abl e
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Security Constraints

Attribute Description Range of Values Default Value

Display Name Name of this constraint. String MySecurity Constraint

Auth Constraint

Defines which groups or principals have access to the collection of web resources
defined in this security constraint.

Attribute Description Range of Values Default Value

Description A text description of this  String none
security constraint.

Role Name Defines which security A defined security role. none
roles can access resources
defined in this
security-constraint.
Security role names are
mapped to principals
using theRol e Nane.

User Data Constraint

Defines how the client should communicate with the server.
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Attribute Description Range of Values Default Value
Description A text description. String none
Transport Guarantee Specifies that the = NONE—theapplication none
communication between does not require any
client and server. transport guarantees.
WebL ogic Server m | NTEGRAL—the
establishes a Secure application requires
Sockets Layer (SSL) that the data be sent
connection when the user between theclient and
is authenticated using the server in such away
| NTEGRAL or that it cannot be
CONFI DENTI AL changed in transit.
consiraint.s = CONFI DENTI AL—the
application requires
that the data be

transmitted in a
fashion that prevents
other entities from
observing the
contents of the
transmission.

Web Resource Collection

Defines the components of the Web application to which this security constraint is

applied.
Attribute Description Range of Values Default Value
Web Resource The name of thisWeb String none
Name resource collection.
Description A text description of this  String none

security constraint.
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Security Constraints

URL Pattern Use one or more of the String none
URL Pattern elementsto
declareto which URL
patterns this security
constraint applies. If you
do not use at least one of
these elements, this web
resource collection is
ignored by WebL ogic
Server.

HTTP Method Use one or more of the GET none
HTTP Method elements POST
to declare which HTTP
methods (GET | POST
| . ..) aresubject tothe
authorization constraint.
If you omitthe HTTP
Method element, the
default behavior isto

apply the security
constrainttoall HTTP
methods.
LoginConfig
Attribute Description Range of Values Default Value
Auth Method Specifiesthemethodused BASI C- uses browser BASIC
to authenticate the user. authentication
Possible values: FORM- usesauser-written
BASI C - uses browser HTML form
authentication CL| ENT- CERT
FORM- usesauser-written
HTML form
CLI ENT- CERT
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Realm Name The name of theream String None
that is referenced to
authenticate the user
credentids. If omitted, the
WebLogic realm is used
by default. For more
information, see
Specifying a Security
Realm at
http://e-docs.bea.com/wls
/docs61/adminguide/cnfg
sec.html#cnfgsec004.

Login Page The URI of aWeb String None
resource relative to the
document root, used to
authenticatetheuser. This
can bean HTML page,
JSP, or HTTP servlet, and
must return an HTML
page containing a FORM
that conformsto aspecific
naming convention.

Error Page The URI of aWeb String None
resource relative to the
document root, sent to the
user inresponseto afailed
authentication login.
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Security Roles

Security Roles

Attribute Description Range of Values Default Value
Description A text description of this ~ String none

security role.
Role Name Therolename. Thename  String system

you use here must have a
corresponding entry inthe
WebL ogic-specific
deployment descriptor,
webl ogi c. xm , which
mapsrolesto principalsin
the security realm.
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Env Entries

Attribute Description Range of Values Default Value
Description A textual description. String none
Env Entry Name The name of the String MyEnvironment Entry
environment entry.
Env Entry Value The value of the String none
environment entry.
Env Entry Type The name of the String none

environment entry.

65-27 BEA WebLogic Server Administration Console Online Help



Ejb refs

Ejb refs

Attribute

Description

Range of Values

Default Value

Description

A text description of the
reference.

String

none

EJBRef Name

The name of the EJB used
in the Web application.
This name is mapped to
the INDI treein the
WebL ogic-specific
deployment descriptor
webl ogi c. xmi .

String

MyEJB Ref

EJBRef Type

The expected Java class
type of the referenced
EJB.

String

none

Home Interface Name

Thefully qualified class
name of the EJB home
interface.

String

none

Remote Interface Name

Thefully qualified class
name of the EJB remote
interface.

String

none

EJBLink Name

The<ej b- nane> of an
EJB in an encompassing
J2EE application package.

String

none

Run As

A security role whose
security context isapplied
to the referenced EJB.

A security role defined in
this web application.

none

Security Role Assignment
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Attribute Description Range of Values Default Value
Role Name Specifies the name of a A valid security role. none

security role.
Principal Name Specifies the name of a A principal definedinthe none

principal that isdefined in
the security realm. Y ou
can use multiple
<princi pal - name>
elementsto map
principalsto arole. For
more information on
security realms, seethe
Programming
WebLogic Security at
http://e-docs.bea.com/
wls/docs61/security/in
dex.html.

security realm.

Reference Descriptor

Resource Descriptions

Attribute Description Range of Values Default Value
Res Ref Name Specifies the name of a String none

resource reference.
Jndi Name SpecifiesaJNDI namefor  Javacharacter set name none

the resource.
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Session Descriptor

EJB Reference Description

Attribute Description Range of Values Default Value
Ejb Ref Name Specifiesthenameof an  String none
EJB reference used in
your Web application.
Jndi Name SpecifiesaJNDI namefor  Javacharacter set name none
the reference.
Parameter Name Default Value Parameter Value
URL RewritingEnabled true Enables URL rewriting, which encodes the session ID

into the URL and provides session tracking if cookies
are disabled in the browser.

IDLength

52 Sets the size of the session ID.

The minimum valueis 8 bytes and the maximum value
isl nt eger. MAX_VALUE.

If you are writing a WAP application, you must use
URL rewriting because the WAP protocol does not
support cookies. Also, some WAP devices have a
128-character limit on URL length (including
parameters), which limits the amount of data that can
be transmitted using URL re-writing. To allow more
space for parameters, use this parameter to limit the
size of the session ID that is randomly generated by

WebL ogic Server

BEA WebL ogic Server Administration Console OnlineHelp  65-30



65 web Application Deployment Descriptor Editor Help

Parameter Name

Default Value

Parameter Value

CookieComment

Weblogic Server
Session
Tracking Cookie

Specifies the comment that identifies the session
tracking cookie in the cookiefile.

If unset, this parameter defaultsto WebLogi ¢
Sessi on Tracki ng Cooki e.Youmay providea
more specific name for your application.

CookieDomain

Null

| dentifies the server to which the browser sends cookie
information when the browser makes a request. For
example, setting the CookieDomain to

. nydonai n. comreturns cookiesto any server inthe
*. mydonmai n. comdomain.

The domain name must have at |east two components;
setting anameto *. comor *. net isinvalid.

If unset, thisparameter defaultsto the server that issued
the cookie.

CookieMaxAgeSecs

Setsthelife span of the session cookie, in seconds, after
which it expires on the client.

If the value is O, the cookie expiresimmediately.

The maximum valueis MAX_VALUE, where the
cookie lasts forever.

If set to - 1, the cookie expires when the user exitsthe
browser.

CookieName

JSESSI ONI D

Defines the session cookie name. Defaults to
JSESSI ONI Dif unset. You may set thisto amore
specific name for your application.

CookiePath

Null

Specifies the pathname to which the browser sends
cookies.

If unset, this parameter defaultsto/ (slash), wherethe
browser sends cookiesto all URLSs served by

WebL ogic Server. You may set the path to a narrower
mapping, to limit the request URL s to which the
browser sends cookies.
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Parameter Name

Default Value

Parameter Value

Invalidationl nterval Secs

60

Sets the time, in seconds, that WebL ogic Server waits
between doing house-cleaning checks for timed-out
and invalid sessions, and deleting the old sessions and
freeing up memory. Use this parameter to tune

WebL ogic Server for best performance on high traffic
sites.

Theminimum valueisevery second (1). The maximum
valueis once aweek (604,800 seconds). If unset, the
parameter defaults to 60 seconds.

JDBConnectionTimeoutSecs

120

Sets the time, in seconds, that WebL ogic Server waits
before timing out a JDBC connection, where x isthe
number of seconds between.

PersistenceStoreDir

sessi on_db

If you have set Per si st ent St or eType tofil e,
this parameter setsthe directory path where WebL ogic
Server will store the sessions. The directory pathis
either relativeto thetemp directory or an absolute path.
The temp directory is either a generated directory
under the WEB- | NF directory of the Web application,
or adirectory specified by the context-param
javax.servlet.context.tnpdir.

Ensure that you have enough disk space to store the
number of valid sessions multiplied by the size of each
session. You can find the size of a session by looking
at thefiles created in the Per si st enceStoreDir.

Y ou can make file-persistent sessions clusterable by
making this directory a shared directory among
different servers.

Y ou must create this directory manually.

PersistenceStorePool

None

Specifies the name of a JDBC connection pool to be
used for persistence storage.
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Parameter Name

Default Value

Parameter Value

PersistentStoreType

menory

Setsthe persistent store method to one of thefollowing
options:
m  nenor y—disables persistent session storage

m fil e—usesfile-based persistence (See also
Per si st enceSt or eDi r, above)

m | dbc—usesadatabaseto store persistent sessions.
(seedso Per si st enceSt or ePool , above)

m replicat ed—sameasnenory, but sessiondata
isreplicated across the clustered servers

m cookie—all session datais stored in acookiein the
user’s browser

CookiesEnabled

True

Use of session cookiesis enabled by default and is
recommended, but you can disable them by setting this
property to f al se. You might turn this option off to
test using URL rewriting.

TrackingEnabled

True

When set to true, session tracking is enabled.

TimeoutSecs

3600

Sets the time, in seconds, that WebL ogic Server waits
before timing out a session, where x is the number of
seconds between a session's activity.

Minimum valueis 1, default is 3600, and maximum
valueisi nt eger MAX_VALUE.

On busy sites, you can tune your application by
adjusting the timeout of sessions. While you want to
give abrowser client every opportunity to finish a
session, you do not want to tie up the server needlessly
if the user has |eft the site or otherwise abandoned the
session.

This parameter can be overridden by the

sessi on-ti meout element (defined in minutes) in
web. xn . For more information, see Sessi on

Ti neout .

ConsoleMainAttribute

If you enable Session Monitoring in the WebL ogic
Server Administration Console, set this parameter to
the name of the session parameter you will use to
identify each session that is monitored.
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Parameter Name

Default Value Parameter Value

PersistentStoreCookieName W.COXI E Sets the name of the cookie used for cookie-based
persistence.
Parameter Name Default Value  Parameter Value
Compile Command j avac, or the Specifiesthe full pathname of the standard Java compiler used to
Java compiler compile the generated JSP servlets.
defined for a

server under the
configuration

For faster performance, specify adifferent compiler, such as
IBM's Jikes or Symantec's sj .

/tuning tab of the
WebL ogic
Server
Administration
Console

Compiler Class None Name of aJava compiler that is executed in WebL ogic Servers's
virtual machine. (Used in place of an executable compiler such as
javacorsj.)

Compile Flags None Passes one or more command-line flags to the compiler. Enclose
multiple flags in quotes, separated by a space. For example:
java webl ogi c.j spc

-conpileFlags "-g -v" nyFile.jsp
Working Dir internally The name of a directory where WebL ogic Server savesthe
gener at ed generated Java and compiled class files for a JSP.
directory
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Parameter Name

Default Value

Parameter Value

Verbose

true

When settot r ue, debugging information is printed out to the
browser, the command prompt, and WebL ogic Server log file.

keepgenerated

fal se

Saves the Java files that are generated as an intermediary step in
the JSP compilation process. Unlessthisparameter issettot r ue,
the intermediate Javafiles are deleted after they are compiled.

Page Check Seconds

Setstheinterval, in seconds, at which WebL ogic Server checksto
see if JSP files have changed and need recompiling.
Dependencies are also checked and recursively reloaded if
changed.

If set to 0, pages are checked on every request. If setto - 1, page
checking and recompiling is disabled.

Encoding

Default encoding
of your platform

Specifies the default character set used in the JSP page. Use
standard Java character set names (see

http://java.sun.com/j 2se/1.3/docs/gui de/intl/encoding.doc.htm).
If unset, this parameter defaultsto the encoding for your platform.
A JSP page directive (included in the JSP code) overrides this
setting. For example:

<%@ page content Type="text/htm ;
char set =cust om encodi ng” %

Package Prefix

j sp_servl et

Specifies the package into which all JSP pages are compiled.

No Try Blocks

fal se

If a JSP file has numerous or deeply nested custom JSP tags and
youreceiveaj ava. | ang. Veri f yErr or exception when
compiling, use this flag to alow the JSPs to compile correctly.

Precompile

fal se

When set to true WebL ogic Server automatically compiles all
JSPs on startup.

Compiler Supports
Encoding

Fal se

Specifies the encoding used by the WebL ogic JSP compiler to
create the intermediatej ava file.

When set to true, the ISP compiler uses the encoding specified
withthecont ent Type attribute contained inthepage directive
on the JSP page, or, if acont ent Type isnot specified, the
encoding defined with theencodi ng parameter in the
jSp-descriptor.

When set to fal se, the JSP compiler uses the default encoding for
the VM when creating the intermediate .j ava file.
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Container Descriptor

Container Descriptor

Attribute Description Range of Values Default Value
Check Auth on Forward ~ When enabled, requires  Checked, Unchecked Unchecked
Enabled authentication of

forwarded requestsfrom

aservlet or JSP.
redirect-with-absoute-url ~ Controls whether the boolean true

javax.servlet.http
. Ht t pServl et Respon
se. SendRedi rect ()
method redirects using a
relative or absolute URL.
Setthiselementtof al se
if you are using a proxy
HTTP server and do not
want the URL converted
to anon-relative link.

The default behavior is
to convert the URL toa
non-relative link.
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Charset Params

Input Charset Descriptors

Attribute

Description Range of Values

Default Value

Resource Path

A path which, if included  String
in the URL of arequest,

signals WebL ogic Server

to use the Java character

set specified by the Java

Charset Name field.

none

Java Charset Name

Specifies the Java Java character set name
characters set to use.

none

Character Set Mapping

Attribute

Description Range of Values

Default Value

IANA Charset Name

Specifies the IANA IANA character set name
character set namethat is

to be mapped to the Java

character set specified by

the Java Charset Name

field.

none

Java Charset Name

Specifies the Java Java character set name
characters set to use.

none
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Configuring a WebLogic Web Service

The Web Service information in the Deployment Descriptor Editor is provided for
monitoring purposes only; changing any of the values might result in the deployed

Web Service not functioning correctly.

Web Services

RPC Services

Attribute

Description Range of Values

Default Value

JNDI Name

JINDI nameof thestateless  String.
session EJB that

comprises the RPC-style

Web service.

None.

Home Interface

TheHomeinterfaceof the  String.
stateless session EJB.

None.

Remote Interface

The Remoteinterfaceof  String.
the statel ess session EJB.

None.

URI

URI used by client String.
applicationsto invoke the
Web service.

None.
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Message Services

Attribute

Description

Range of Values

Default Value

Service Name

Name of the SOAP
Servlet that handles
SOAP messages between
WebL ogic Server and
client applications.

String.

Null.

Destination

JINDI name of the IMS
topic or queue which
receives or sends data
between WebL ogic
Server and the client
application.

String.

None.

Destination Type

Thetype of IMS
destination: topic or
queue.

Topi ¢ or Queue.

None.

Action

Specifies whether the
client application that
invokesthis
message-style Web
service sends or receives
datatothe IMS
destination.

Specify send if theclient
sends data to the IMS

destinationandr ecei ve
if the client receives data

from the IM S destination.

Send or Recei ve.

None.

Connection Factory

JINDI name of the
ConnectionFactory used
to create a connection to
the IMS destination.

String.

None.
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Web Services

Attribute Description Range of Values Default Value

URI URI used by clientsto String. None.
invoke the Web service.
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00 JTA

These procedures describe how to use the Administration Console to set the attributes
for configuring JTA.. For moreinformation, see Managing Transactionsand Managing
JDBC Connectivity in the Administration Guide and Programming WebLogic JTA, the
developers' guide.

Configuring JTA

1. Click the Domain node. A dialog displaysin the right pane showing the tabs
associated with configuration for the domain.

2. Click the JTA tab.

3. Enter valuesin the Timeout Seconds, Abandon Timeout Seconds, Before
Completion Iteration Limit, Max Transactions, and Max Unique Name Statistics
attribute fields or accept the default values as assigned.

4. Enable or disable the Forget Heuristics attribute as desired.

5. Click Apply to save any changes you made.
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O/ JTA Transaction

By default, this pane allows the user to display transactions which have been activefor
at least 5 seconds sorted by the following criteria:

m Name
m  Status
m  Servers

m  Resources

m Properties

Edit the number of seconds and click View to change the age limit of transactions
displayed.

Click the Customize this view text link to change the columns to display or the sort
order.
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O8 LDAP Realm
(Deprecated)

The following procedures describe how to use the Administration Console to set the
attributes for creating and managing LDAP Realms. To read more about LDAP
Realms, please see Managing Security in the Administration Guide.

Create an LDAP Realm

1. Click the Realmsnodein theleft pane. The Realmstable displaysin the right pane
showing all the LDAP reams defined in the domain.

2. Click the Create a New LDAP Realm text link. A dialog displaysin the right
pane showing the tabs associated with configuring a new realm.

3. Enter avaluein the Name attribute field.

4. Click the Create button in the lower right corner to create a realm instance with
the name you specified in the Name field. The new instance is added under the
Realms node in the left pane.

5. Click the LDAP, Users, and Groups tabs individually and change the attribute
fields or accept the default values as assigned.

6. Click Apply to save any changes you made.
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Clone an LDAP Realm

Clone an LDAP Realm

1. Click the Reamsnodein the left pane. The Realmstable displaysin the right pane
showing all the LDAP realms defined in the domain.

2. Click the Cloneicon in the row of the realm you want to clone. A dialog displays
in the right pane showing the tabs associated with cloning a new realm.

3. Enter avaluein the Name attribute field.

4. Click Createto create arealm instance with the name you specified in the Name
field. The new instance is added under the Realms node in the | eft pane.

5. Click the LDAP, Users, and Groups tabs individually and change the attribute
fields or accept the default values as assigned.

6. Click Apply to save any changes you made.

Delete an LDAP Realm

1. Click the Realmsnodein the left pane. The Realmstable displaysin the right pane
showing all the LDAP realms defined in the domain.

2. Click the Deleteicon in the row of the realm you want to delete. A dialog
displaysin the right pane asking you to confirm your del etion request.

3. Click Yesto delete the realm. The realm icon under the Realms node is del eted.

Before you can use the Windows NT Security realm, you need to enable the Caching
Realm and enter the class name of the WindowsNT Security realminthe Basic Realm
field.
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Configuration

General
Attribute Description Range of Values Default Value
Name Thisattributespecifiesthe  Thenamecanbeupto Null
name of the LDAP 256 al phanumeric
Security realm. For characters, but may not
example, contain commas or
AccountingRealm spaces.
Realm Class Name Thisattributespecifiesthe  This attribute can not be
nameof theJavaclassthat changed.

containsthe LDAP
Security realm. The Java
class should be included
inthe CLASSPATH of
WebL ogic Server
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Configuration

LDAP

Attribute Description Range of Values Default Value

LDAPURL Thelocation of the LDAP |dap://Idapserver:389
server. Change the URL
to the name of the
computer on which the
LDAP server isrunning
and the number of theport
at whichitislistening. If
you want WebL ogic
Server to connect to the
LDAP server using the
SSL protocol, use the
LDAP server’s SSL port
inthe URL.

Principal The distinguished name
(DN) of the LDAP User
used by WebL ogic Server
to connect to the LDAP
server. This user must be
ableto list LDAP Users
and Groups.

Credentia The password that Valid password null
authenticates the LDAP
User, as defined in the
Principal field.
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Attribute

Description

Range of Values Default Value

Enable SSL

Option for enabling the
use of the SSL protocol to
protect communications
between the LDAP server
and WebL ogic Server.
Keep in mind the
following guidelines:

m  Disablethisfield if
the LDAP server is
not configured to use
the SSL protocol.

m |f yousetthe
UserAuthentication
field to ext er nal ,
thisfield must be
enabled.

Boolean Null
True = selected
False = not selected

Auth Protocol

Thetype of authentication
used to authenticate the
LDAP server. Netscape
Directory Server supports
CRAM MD5. Microsoft
Site Server and Novell
NDS support Si npl e.

m  None forno None
authentication.

m  Si npl e for password
authentication.

CRAM MD5 for
certificate
authentication.
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Attribute

Description

Range of Values

Default Value

User Authentication

This attribute determines

the method for
authenticating Users.

Set the attribute one of the
following:

Local specifiesthat
the LDAP Security
realm retrieves user
dataincluding the
password from the
LDAP Directory
server and checksthe
password in

WebL ogic Server.
ThelLocal settingis
appropriate for
Netscape Directory
Server and Microsoft
Site Server.

Ext er nal specifies
that the LDAP
Security realm
authenticates a User
by attempting to bind
tothe LDAP
Directory server with
the username and
password supplied by
the WebL ogic Server
client. If you choose
the Ext er nal
setting, you must also
use the SSL protocol.
The Ext er nal
setting is appropriate
for Novell NDS.
Bind specifiesthat the
LDAP Security realm
authenticates a User

Null
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Attribute Description Range of Values Default Value
User Password Attribute  This attribute sets the The password of the Null

password of the LDAP LDAP User.

user.
User DN Set thisattributetothelist  String Null

of attributes so that when
combined with the
attributes in the

User NameAttri bute
the attribute uniquely
identifiesaUser.

User Name Attribute This attribute sets the Thevalueof thisfieldcan  null
login name of the LDAP  be the common name of
User. an LDAP User but usually

itisan abbreviated string,
such asthe User ID.
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Groups

Attribute Description Range of Values Default Value

Group DN Enter thelist of attributes ~ String Null
that, combined with the
G oupNaneAttri bute
attribute uniquely
identifies a Group in the
LDAP server.

Group Name Attribute Enterthenameof aGroup  String Null
inthe LDAP Server. Itis
usually acommon name.

Group IS Context This boolean attribute Boolean Selected
specifies how Group Enable = selected
membershipisrecordedin = _. _
the LDAP server. Disabled = not selected

Enable this attribute if
each Group entry contains
one User. By default, the
attribute is enabled.
Disable this attribute if
there is one Group entry
containing an attribute for
each Group member.
Group Username Set this attribute to the Valid group member Null
Attribute name of the LDAP name

attribute that contains a
Group member inaGroup
entry.
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Notes
Attribute Description Range of Values Default Value
Notes This attribute providesa ~ The value must be an Null
space for user supplied alphanumeric string.
information.
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69 Machine

These procedures describe how to use the Administration Console to set the attributes
for configuring and managing machines. For more information, see Starting and
Stopping WebL ogic Serversand WebL ogic Serversand Clustersin the Administration
Guide.

Configure a Machine

1. Click the Machines node. The Machines table displaysin the right pane showing
all the machines defined in the domain.

2. Click the Configure aNew Machinetext link. A dialog displaysin the right pane
showing the tabs associated with configuring a new machine.

3. Enter the value in the Name attribute field.

Note: Assign aunique name to the machine. Each configurable resource in your
WebL ogic environment should have a unique name.

4. Click Createto create a machine instance with the name you specified in the
Name field. The new instance is added under the Machines node in the | eft pane.

5. Click the Node Manager tab and modify the attribute values as needed.
6. Click Apply to save the changes.

For more information about Node Manager and instructions for configuring it, see
“Node Manager” in WebLogic Server Administration Guide.
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Clone a Machine

Configure startup arguments for each Managed Server on the machine that you want
to start with Node Manager. See “ Step 3: Configure Startup Information for Managed
Servers’ in WebLogic Server Administration Guide.

Clone a Machine

1. Click the Machines node. The Machines table displays in the right pane showing
all the machines defined in the domain.

2. Click the Cloneicon in the row of the machine you want to clone. A dialog
displays in the right pane showing the tabs associated with cloning amachine.

3. Enter the value in the Name attribute field.

4. Click Clone to create a machine instance with the name you specified in the
Name field. The new instance is added under the Machines node in the |eft pane.

5. Click the Node Manager tab and modify the attribute values as needed.

6. Click Apply to save the changes.

Delete a Machine

1. Click the Machines node. The Machines table displays in the right pane showing
all the machines defined in the domain.

2. Click the Deleteicon in the row of the machine you want to delete. A dialog
displaysin the right pane asking you to confirm your del etion request.

3. Click Yesto delete the machine. The machine icon under the Machines nodeis
deleted.
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Assign a Machine

Click the instance node in the left pane under Machines for the machine you want
to assign. A dialog displaysin the right pane showing the tabs associated with this
instance.

Click the Serverstab.

Select one or more targetsin the Available column that you want to assign to the
machine.

Click the mover control to move the targets you selected to the Chosen column.

Click Apply to save your assignments.

Binding to Protected Ports on UNIX

On UNIX systems, only processes that run under a privileged user account (in most
cases, root) can bind to ports lower than 1024. However, long-running processes like
WebL ogic Server should not run under these privileged accounts.

If you want a WebL ogic Server instance to bind to protected ports (such as port 80),
do either of the following:

Start WebL ogic Server instances from a non-privileged account and configure
your firewall to use Network Address Tranglation (NAT) software to map
protected ports to unprotected ones. BEA does not provide NAT software.

For each WebL ogic Server instance that needs access to privileged ports,
configure the server to start under a privileged user account, bind to privileged
ports, and change its user ID to a non-privileged account.

Note: WebL ogic Server uses native code to change user IDs. To verify that this
feature is supported for your UNIX platform, refer to " Supported
Configurations.”

To configure a server instance to bind to protected ports on UNIX:
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Binding to Protected Ports on UNIX

1. Start the Administration Server for the domain.
See "Starting and Stopping WebL ogic Servers' in the Administration Guide.

2. Stop the server instances that you want to configure.

3. Create a UNIX machine and assign the server to the machine:

a. Inthe Administration Console, in the left pane, click on the Machines folder.

b.

C.

In the right pane, select the Configure a New Unix Machine link.

Onthe Create a New UNIX Machine page, in the Namefield, enter anamefor
the new machine.

A machine represents the physical machine that hosts one or more
WebL ogic Server instances. BEA recommends that you create one UNIX
machine for each UNIX host that runs instances of WebL ogic Server.

The machine name is used for identification within the WebL ogic Server
domain; it does not have to correspond to the machine's network name.

Note: Assign aunigque name to the machine. Each configurable resourcein
your WebL ogic Server environment should have a unique name.

Click Create.
The General tab displays additional fields.

To specify anon-privileged user account under which the server instance runs,
place a check mark in the Enable Post-bind UID field and enter the user ID in
the Post-Bind UID field.

The user ID that you enter must have read, write, and execute privileges within
the BEA Home directory, the WebL ogic Server product directory tree, and your
domain directory.

The default value of the Post-Bind UID field, nobody, isastandard UNIX
account that provides the least possible privileges. While the nobody account
is acceptable for use in a development environment, in a production
environment, BEA recommends that you create an operating-system user
account specifically for running instances of WebL ogic Server. See " Securing
the WebL ogic Server Host."

To specify anon-privileged group instead of (or in addition to) providing auser
ID, place a check mark in the Enable Post-bind GID field and enter the group
ID in the Post-Bind GID field.
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g. Click Apply.

h. Select the Serverstab. Move each server instance that you want to run on this
UNIX machine from the Available list to the Chosen list. Then click Apply.

i. If youwant to use the Node Manager to start server instances on this UNIX
machine, click the Configuration > Node Manager tab and specify the address
and listen port through which the Node Manager can be reached.

In a production environment, BEA recommends that you specify a listen
port that is secured by SSL. See “Binding to Protected Ports with Servers
That a Node Manager Starts” on page 69-5.

Click Apply to apply your changes.

4. Logintothe WebL ogic Server host computer under an account that has access to
protected ports.

5. Do either of the following for the server instances that you assigned to the UNIX
machine:

e Start aWebL ogic Server instance by invoking the webl ogi c. Ser ver class
or by invoking a script that invokes the class.

e (For Managed Servers only) Start the Node Manager. Then use the Node
Manager to start Managed Servers.

See "Node Manager" in the Administration Guide.

The WebL ogic Server instance starts under the privileged user ID. After it bindsto
ports, it invokes native code to change its user or group ID to the one you specified in
the UNIX machine configuration.

Binding to Protected Ports with Servers That a Node Manager Starts

Node Manager isasmall Javaapplication that runs on WebL ogic Server hostsand can
start and stop instances of WebL ogic Server. When Node Manager starts a server
instance, the server instance starts under the same user account under which the Node
Manager is running.

If you Node Manager to start server instances that bind to protected ports, you must
run the Node Manager under a privileged account. If you configure apost-bind user ID
or group for a server instance, after Node Manager starts a server, the server bindsto
ports and then changes the user account under which it runs.

69-5  BEA WebLogic Server Administration Console Online Help


http://e-docs.bea.com/wls/docs61/adminguide/remotestart.html

Configuration

In a production environment, BEA recommends that you do the following to secure

Node Manager:

1. Configure the Node Manager to listen on a port that is secured by SSL.

2. Inthe Node Manager’snodemanager . host s file, specify the host name of the

Administration Server only.

See "Node Manager" in the Administration Guide.

With the above configuration, Node Manager will accept requests only on asecure port
and only from a single, known host.

Configuration

General
Attribute Description Range of Values Default Value
Name This attribute lists the Thenamecanbeupto Null

name of this machine

256 aphanumeric
characters, but may not
contain commas or
spaces.
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Servers
Attribute Description Range of Values Default Value
Servers This attribute lists the List null
servers running on this
machine.
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Node Manager

Attribute

Description Range of Values

Default Value

Listen Address

The host name or IP
address where Node
Manager listens for
requests from the
Administration Server.
Specify thisaddresswhen
starting the Node
Manager process on the
machine.

LocalHost

Listen Port

The port where Node
Manager listens for
requests from the
Administration Server.
Specify this port when
starting the Node
Manager process on the
machine.

5555

Certificate

Thecertificate used by the
Administration Server to
talk tothisNodeManager.
The default certificateis.
It isrecommended that
you obtain a new
certificate for a
production environment.

config/demo.crt
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Attribute

Description

Range of Values

Default Value

Certificate Password

The certificate
password is not
displayed becauseiit is
encrypted. If you
change the certificate
used by Node M anager,
change the password to
match the password
used to encrypt the
private key in the new
digital certificate.

Valid password for the
certificate

Null

Trusted Certs File

Containsthe list of
certificate authorities
that are recognized.
The certificate
authority referredtoin
the digital certificate
you are using must be
listed in thisfile

config/trusted.crt

Notes

Attribute

Description

Range of Values

Default Value

Notes

This attribute provides a
space for user supplied
information.

The value must be an
aphanumeric string.

Null

69-9  BEA WebLogic Server Administration Console Online Help



Create a Mail Session

/O MailSession

Create a Mail Session

1. Click the Mail node. The Mail table displaysin the right pane showing all the mail
sessions defined in your domain.

2. Click the Create aNew Mail Session text link. A dialog displays in the right pane
showing the tabs associated with configuring a new mail session.

3. Enter valuesin the Name, JNDI Name, and Properties attribute fields.

4. Click Createto create amail session instance with the name you specified in the
Name field. The new instance is added under the Mail node in the left pane.

Clone a Mail Session

1. Click the Mail node. The Mail table displaysin the right pane showing all the mail
sessions defined in your domain.

2. Click the Cloneicon in the row of the mail session you want to clone. A dialog
displays in the right pane showing the tabs associated with cloning amail session.

3. Enter valuesin the Name, JNDI Name, and Properties attribute fields.

4. Click Createto create amail session instance with the name you specified in the
Name field. The new instance is added under the Mail node in the left pane.
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Delete a Malil Session

Click the Mail node. The Mail table displaysin the right pane showing all the mail
sessions defined in your domain.

Click the Deleteicon in the row of the mail session you want to delete. A dialog
displaysin the right pane asking you to confirm your deletion request.

Click Yesto delete the mail session. The mail session icon under the Mail nodeis
deleted.

Monitor All Instances of a Mail Session

Click the Mail node. The Mail table displaysin the right pane showing all the mail
sessions defined in your domain.

Click the Monitor All Instancesicon in the row of the mail session you want to
monitor. A dialog displaysin the right pane showing all the instances of the mail
session.

Assign a Mail Session

Click theinstance node in the left pane under Mail for the mail session you want to
assign. A dialog displays in the right pane showing the tabs associated with this
instance.

Click the Targets tab.
Complete the following steps for the Servers, Groups, and Clusters tabs:

a. Select one or more targets in the Available column that you want to assign to
the mail session.
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b. Click the mover control to move the targets you sel ected to the Chosen column.

c. Click Apply to save your assignments.

Configuration

Attribute Description Range of Values Default Value
Name Thisattribute returnsthe  String Null
name of this mail session.
JINDI Name This attribute sets the String Null
JINDI name for this mail
session.
Properties These attributes set the mail.transport.protocol=S  Null
properties. They are MTP
required for this mail mail.store.protocol=pop3
session.
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Targets

Servers
Attribute Description Range of Values Default Value
Target Servers Thisattribute allowsthe  List None Selected
user to select serverson
which thismail session
will be deployed.
Clusters
Attribute Description Range of Values Default Value
Target Clusters This attribute allowsthe  List None Selected

user to select clusters on
which this mail session
will be deployed.
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Notes
Attribute Description Range of Values Default Value
Notes This attribute allowsuser ~ String Null

supplied comments
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/1 MBean

The Administration Server is populated with JavaBean-like objects called
Management Beans (M Beans), which are based on Sun's Java Management Extension
(IMX) standard. These objects provide management access to domain resources. The
Administration Server contains both configuration MBeans and run-time MBeans.
Configuration MBeans provide both SET (write) and GET (read) access to
configuration attributes.

For additional information about MBeans, please see the Administration Guide.
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(2 Message Driven EJB
Runtime

You can monitor your Message Driven EJBs by the following statistics:

Statistic Description

Idle Beans Count Number of beans currently idle

Beans In Use Count Number of beans currently in use

Waiter Total Count Number of transactions currently waiting
Timeout Total Count Number of transactions that have timed out

JMS Connection Alive Status of the IM S connection
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{3NTRealm

The following procedures describe how to use the Administration Console to set the
attributes for creating and managing Realms. To read more about Realms, please see
Managing Security in the Administration Guide.

Configure a NT Realm

1. Click the Reamsnodein the left pane. The Realmstable displaysin the right pane
showing all the NT realms defined in the domain.

2. Click the Configure aNew NT Realm text link. A dialog displaysin theright
pane showing the tabs associated with configuring a new realm.

3. Enter valuesin the Name and Primary Domain attribute fields.

4. Click Createto create arealm instance with the name you specified in the Name
field. The new instance is added under the Realms node in the | eft pane.

Clone a NT Realm

1. Click the Realmsnodein the left pane. The Realmstable displaysin the right pane
showing all the NT realms defined in the domain.

2. Click the Cloneicon in the row of the realm you want to clone. A dialog displays
in the right pane showing the tabs associated with cloning a new realm.
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3. Enter valuesin the Name and Primary Domain attribute fields.

4. Click Createto create arealm instance with the name you specified in the Name
field. The new instance is added under the Realms node in the | eft pane.

Delete a NT Realm

1. Click the Realmsnodein theleft pane. The Realmstable displaysin the right pane
showing all the NT realms defined in the domain.

2. Click the Delete icon in the row of the realm you want to delete. A dialog
displaysin the right pane asking you to confirm your deletion request.

3. Click Yesto delete the realm. The realm icon under the Realms node is del eted.

Before you can use the Windows NT Security realm, you need to enable the Caching
Realm and enter the class name of the WindowsNT Security realmintheBasic Realm
field.
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Configuration

Attribute

Description

Range of Values

Default Value

Name

Thisattribute specifiesthe
name of the Windows NT
Security realm, such as,
AccountingRealm.

This attribute must be an
alphanumeric string of up
to 256 characters.

MyNTRealm

Ream Class Name

This attribute reports the
name of the Javaclassthat
implements the Windows
NT Security realm. The
Java classneedsto bein
the CLASSPATH of
WebL ogic Server.

This attribute can not be
changed

weblogic.security.a
cl.ntrealm.NTReal
m

Primary Domain

This attribute allows you
to enter the host and port
number of the computer
where Users and Groups
are defined for the
Windows NT domain.

Null
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Notes
Attribute Description Range of Values Default Value
Notes This attribute providesa ~ The value must be an Null
space for optional aphanumeric string.
user-supplied
information.
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(4 Preferences

Configuration

General
Attribute Description Range of Values Default Value
Language This attribute enablesthe  English, Japanese English
user to select thelanguage
for the console and the
help system.
Autorefresh Every Thisattribute setsthetime  Integer, in seconds 10
for autorefresh of the
console.
Remember Last Tab This attribute enables or Boolean Selected
disables the ability to Enabled = salected
return to the last tab . _
selected. Disabled = not selected
Use Navigation Tree TThisattribute enablesor  Boolean Selected

disables the ability to use
the navigation tree on the
console.

Enabled = selected
Disabled = not selected
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Graphs

Attribute Description Range of Values Default Value

Poll for Graph DataEvery  This attribute sets the Integer, in milliseconds 500
amount of time between
polling for graph data.
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/5RDBMS Realm

The following table describe the attributes for creating and managing RDBMS
Realms. To read more about Realms, please see Managing Security in the
Administration Guide.

Configuration

Attribute Description Range of Values Default Value
Name Thisattributespecifiesthe Thenamecanbeupto  Null

name of the Security 256 al phanumeric

realm, such s, characters, but may not

AccountingRealm. contain commas or

spaces.

Realm Classname This attribute returnsthe  This attribute can not be

nameof theJavaclassthat changed.

contains the Security

ream. The Javaclass
needsto beinthe
CLASSPATH of
WebL ogic Server.
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Database

Attribute Description Range of Values Default Value

Database Driver This attribute sets the full Null
class name of the JIDBC
driver. This class name
must be in the
CLASSPATH of
WebL ogic Server.

Database URL This attribute sets the Null
URL for the database you
are using with the
RDBMSream, as
specified by your JIDBC
driver documentation.

Database Username This attribute specifies Null
the username used to
log in to the database.

Database Password This attribute sets the Null
password for the default
user of the database as
determined by the
administrator.
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Schema Properties

Attribute

Description Range of Values

Default Value

Schema Properties

This attribute is used to key=value list
specify properties for

obtaining Users,

Groups, ACLs, and

permissions from the

database you are

using.

Null

Notes

Attribute

Description Range of Values

Default Value

Notes

This attribute providesa ~ The value must be an
space for optional alphanumeric string.
user-supplied

information.

Null
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CHAPTER

(BGRDBMS Deployment
Descriptors

weblogic-cmp-rdbms-jar.xml deployment
descriptors

This section describes the 6.1 WebL ogic Server-specific XML elements found in
webl ogi ¢600- cnp-rdbns-j ar. xni that are used to define the deployment
descriptorsin the WebL ogic Server EJB container. These elements map to fields, of
approximately the same name, in the WebL ogic Server Administration Console Use
these deployment descriptors for 2.0 EJBs.
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automatic-key-generation

Range of values: n/a

Default value: n‘a

Requirements: Optional.

Parent elements: webl ogi c-r dbns- bean

Deployment file: webl ogi c- cnp-rdbms-j ar. xm
Function

The aut omat i c- key- gener at i on element specifies the use of the Sequence/Key
Generation feature.

cmp-field

Range of values: Valid name
Default value: n‘a
Requirements: Field is case sensitive and must match the name of the field in the bean and must also

haveacnp-entry entryintheej b-j ar. xnl .

Parent elements: webl ogi c-r dbns- bean
field-map
webl ogi c-rdbns-rel ation
field-group
Deployment file: webl ogi c- cnp-rdbms-j ar. xm
Function

This name specifies the mapped field in the bean instance which should be populated
with information from the database.
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cmr-field
Range of values: Valid name
Default value: n/a

Requirements:

Thefield referenced incnr - f i el d must haveamatchingcnr - fi el d entry in the
ej b-jar.xm.

Parent elements:

webl ogi c-rdbns-rel ati on
field-group

Deployment file:

webl ogi c- cnp-rdbms-j ar. xni

Function

Thecnr-fi el d element specifies the name of acmr-field.

column-map
Range of values: n/a
Default value: n/a

Requirements:

The key- col utm element is not specified, if thef or ei gn- key- col umm referstoa
remote bean.

Parent elements:

webl ogi c-r dbns- bean
webl ogi c-rel ati onship-role

Deployment file:

webl ogi c-cnp-rdbns-j ar. xmi

Function

This element represents the mapping of aforeign key column in onetablein the
database to a corresponding primary key. The two columns may or may not be in the
same table. The tables to which the column belong are implicit from the context in
which the col urm- map element appears in the deployment descriptor.
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create-default-dbms-table

Range of values:

True | False.

Default value:

False

Requirements:

Use this element only for convenience during the development and prototyping phases.
Thisis because the Table Schemain the DBMS CREATE statement used will be the
container’s best approximation of the definition. A production environment most likely,
will require a more precise schema definition.

Parent elements:

webl ogi c-rdbns-j ar

Deployment file:

webl ogi c- crp-rdbms-j ar. xm

Function

Thecr eat e- def aul t - dbns- t abl e element turns on or off afeature that
automatically creates adefault table based on the descriptions in the deployment files
and the bean class. When set to False, thisfeatureis turned off and table will not
automatically be generated. When set to Tr ue, thisfeatureisturned on and thetableis
automatically created. If TABLE CREATI ONfails, aTabl e Not Found error isthrown
and the table must be created by hand.
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data-source-name

Range of values:

Valid name of the data source used for al data base connectivity for this bean.

Default value:

n/a

Requirements:

Must be defined as a standard WebL ogic Server JDBC data source for database
connectivity.

Parent elements:

weblogic-rdbms-bean

Deployment file:

webl ogi c-cnp-rdbns-j ar. xmi

Function

The dat a- sour ce- name that specifies the JIDBC data source name to be used for all
database connectivity for this bean.

db-cascade-delete

Range of values:

Default value:

n/a

Requirements:

Only supported for Oracle database. Can only be specified for one-to-one or
one-to-many relationships.

Parent elements:

webl ogi c-r dbns- bean
webl ogi c-rel ati onship-role

Deployment file:

webl ogi c- cnp-rdbns-j ar. xmi

Function

The db- cascade- del et e element specifies whether the database cascade feature is
turned on. If thiselement is not specified, WebL ogic Server
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dbms-column

Range of values: Valid name
Default value: n‘a
Requirements: dbms- col umm is case maintaining, although not all database are case sensitive.
Parent elements: webl ogi c-r dbns- bean
field-map
Deployment file: webl ogi c- cnp- rdbns-j ar. xni
Function

The name of the database column to which the field should be mapped.

dbms-column-type

Range of values: Valid name
Default value: n/a
Requirements: Avai |l abl e for use with Oracle database only.
Parent elements: webl ogi c-r dbns- bean
field-map
Deployment file: webl ogi c- cnp-rdbns-j ar. xm
Function

Thedbms- col um-t ype element mapsthe current field to aBlob or Clobinan Oracle
database. This element can be either OracleBlob or OracleCLob.
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delay-database-insert-until

Range of values:

Default value:

ej bPost Creat e

Requirements:

Databaseinsert isdelayed until after ej bPost Cr eat e whenacnr - fi el d ismapped
toaf orei gn- key col um that does not allow null values. In this case, the

cnr - fiel d must besettoanon-null valuein ej bPost Cr eat e before the bean is
inserted into the database.

Thecnr - fi el ds may not be set during ej bCr eat e, before the primary key of the
bean is known.

Parent elements:

webl ogi c-r dbns- bean

Deployment file:

webl ogi c- cnp-rdbns-j ar. xmi

Function

Thedel ay- dat abase-i nsert-until element specifiesthe precisetimewhen anew
bean that uses RDBMS CMP isinserted into the database.

It is advisable to delay the database insert until after the ej bPost Cr eat e method
modifies the persistent fields of the bean. This can yield better performance by
avoiding an unnecessary store operation.

For maximum flexibility, you should avoid creating related beansin your

ej bPost Cr eat e method. This may make delaying the database insert impossible if
database constraints prevent rel ated beans from referring to abean that has not yet been
created.
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ejb-name

Range of values:

Valid name of an EJB.

Default value:

na

Requirements:

Must match the ej b- nane of the cmp entity bean defined intheej b-j ar. xni .

Parent elements:

webl ogi c- r dbns- bean

Deployment file:

webl ogi c- cnp-rdbms-j ar. xm

Function

The namethat specifies an EJB as defined in the g/ b-cmp-rdbms.xml. This name must
match the ej b- nane of acmp entity bean contained intheej b-j ar. xm .

field-group

Range of values:

Valid name

Default value:

A special group named def aul t isused for finders and rel ationshipsthat have no group
specified.

Requirements:

The default group contains all of abean’s cmp-fields, but none of its cmr-fields.

Parent elements:

webl ogi c-rdbns-rel ation

Deployment file:

webl ogi c- cnp-rdbms-j ar. xm

Function

Thefi el d- gr oup element represents a subset of the cmp and cmr-fields of a bean.
Related fields in a bean can be put into groups that are faulted into memory together
asaunit. A group can be associated with afinder or relationship, so that when abean
isloaded as the result of executing afinder or following arelationship, only the fields
specified in the group are loaded.
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field-map

A field may belong to multiple groups. In this case, the get XXX method for the field
faultsin the first group that contains the field.

Range of values:

Valid name

Default value:

n‘a

Requirements:

Field mapped to the column in the database must correspond to a cmp field in the bean.

Parent elements:

webl ogi c-r dbns- bean

Deployment file:

webl ogi c- cnp-rdbms-j ar. xni

Function

The name of the mapped field for a particular column in a database that corresponds
to acmp field in the bean instance.

foreign-key-column

Range of values:

Valid name

Default value:

n/a

Requirements:

Must correspond to a column of aforeign key.

Parent elements:

webl ogi c-r dbns- bean
col um- map

Deployment file:

webl ogi c- cnp-rdbns-j ar. xmi

Function

Thef or ei gn- key- col urm element represents a column of aforeign key in the
database.
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generator-name

Range of values: n/a
Default value: n‘a
Requirements: Optional.
Parent elements: webl ogi c-r dbns- bean
aut omati c- key- generation
Deployment file: webl ogi c- cnp- rdbns-j ar. xni
Function

The gener at or - nanme element is used to specify the name of the generator.
For example;

m [fthegenerat or - t ype element is ORACLE, then the gener at or - nane element
would be the name of the ORACLE_SEQUENCE to be used.

m [fthegenerat or-type element isNAMED SEQUENCE_TABLE, then the
gener at or - narre element would be the name of the SEQUENCE_TABLE to be
used.
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generator-type

Range of values: n‘a
Default value: n/a
Requirements: Optional
Parent elements: webl ogi c-r dbns- bean
aut onati c- key-generation
Deployment file: webl ogi c- cnp-rdbms-j ar. xm
Function
The generator-type element specifies the key generation method to use. The options
include:
B ORACLE

m SQL_SERVER
m NAVED SEQUENCE TABLE
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group-name
Range of values: Valid name
Default value: n‘a
Requirements: n/a
Parent elements: webl ogi c-rdbns-rel ation
field-group
webl ogi c- r dbns- bean
finder
finder-query
Deployment file: webl ogi c- cnp-rdbms-j ar. xm
Function

The gr oup- nane element specifies the name of afield group.
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include-updates

Range of values:

True | Fal se

Default value:

Fal se

Requirements:

The default value, which is Fal se, provides the best performance.

Parent elements:

weblogic-rdbms-bean
weblogic-query

Deployment file:

webl ogi c- cnp-rdbms-j ar. xmi

Function

Theinclude-updates el ement specifiesthat updates made during the current transaction
must be reflected in the result of a query. If thiselement is set to Tr ue, the container
will flush all changes made by the current transaction to disk before executing the

query.

key-cache-size

Range of values: n‘a
Default value: n/a
Requirements: Optional

Parent elements:

webl ogi c-r dbns- bean
automati c- key- generation

Deployment file:

webl ogi c- cnp-rdbms-j ar. xni

Function

The key-cache-size element specifies the optional size of the primary key cache
available in the automatic primary key generation feature.
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key-column

Range of values: Valid name

Default value: n‘a

Requirements: Must correspond to a column of aprimary key.

Parent elements: webl ogi c-r dbns- bean

col um- map

Deployment file: webl ogi c- cnp- rdbns-j ar. xni

Function

Thekey- col uim element represents a column of aprimary key in the database.

max-elements

Range of values: na
Default value: n/a
Requirements: na
Parent elements: weblogic-rdbms-bean
weblogic-query
Deployment file: webl ogi c- cnp-rdbms-j ar. xm
Function

max- el enent s specifies the maximum number of elementsthat should be returned by
amulti-valued query. This element is similar to the maxRows feature in JDBC.

76-18  Programming WebL ogic Enterprise JavaBeans



weblogic-cmp-rdbms-jar.xml deployment descriptors

method-name

Range of values: n‘a

Default value: n/a

Requirements: The**’ character may not be used as awildcard.
Parent elements: webl ogi c-r dbns- bean

query- met hod

Deployment file: webl ogi c- cnp-rdbns-jar. xm

Function

The net hod- name element specifies the name of afinder or ej bSel ect method.

method-param

Range of values: Valid name

Default value: n/a

Requirements: n‘a

Parent elements: webl ogi c-r dbns- bean

met hod- par ans

Deployment file: webl ogi c- cnp-rdbns-jar. xm

Function

The net hod- par amelement contains the fully qualified Java type name of a method
parameter.
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method-params

Range of values: list of valid names
Default value: n‘a

Requirements: n/a

Parent elements: webl ogi c-r dbns- bean

query- et hod

Deployment file: webl ogi c- cnp-rdbms-j ar. xm

Function

The met hod- par ans element contains an ordered list of the fully-qualified Javatype
names of the method parameters.

query-method

Range of values: n/a

Default value: n‘a

Requirements: n/a

Parent elements: webl ogi c-r dbns- bean

Deployment file: webl ogi c- cnp-rdbms-j ar. xm
Function

The quer y- net hod element specifies the method that is associated with a
webl ogi c- query. It also uses the same format astheej b-j ar. xm  descriptor.
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relation-name

Range of values:

Valid name

Default value:

n‘a

Requirements:

Must match the ej b-r el at i on- nane of an gjb-relation in the associated
ej b-jar. xm descriptor file.

Parent elements:

webl ogi c-rdbns-rel ati on

Deployment file:

webl ogi c-cnp-rdbns-j ar. xmi

Function

Ther el ati on- name element specifies the name of arelation.

relationship-role-name

Range of values:

Valid name

Default value:

n/a

Requirements:

The name must match the ej b-r el ati onshi p-r ol e- nane of an
ej b-rel ati onshi p-rol e intheassociated ej b-j ar. xm descriptor file.

Parent elements:

webl ogi c-rdbns-rel ati on
webl ogi c-rel ati onship-role

Deployment file:

webl ogi c- cnp-rdbns-j ar. xmi

Function

Ther el ati onshi p-rol e- name element specifies the name of arelationship role.
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table-name
Range of values: Valid, fully qualified SQL name of the source table in the database.
Default value: n‘a
Requirements: t abl e- name must be setin all cases.
Parent elements: webl ogi c-r dbns- bean
webl ogi c-rdbns-rel ation
Deployment file: webl ogi c- cnp-rdbms-j ar. xm
Function

Thefully qualified SQL name of the table. The user defined for the dat a- sour ce for
this bean must have read and write privileges for this table, but does not necessarily
need schema modification privileges.
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weblogic-q|

Range of values: n‘a
Default value: n/a
Requirements: n‘a
Parent elements: weblogic-rdbms-bean
weblogic-query
Deployment file: webl ogi c- cnp-rdbns-jar. xm
Function

Thewebl ogi c- gl element specifies a query that contains a WebL ogic specific
extension to the gjb-gl language. Y ou should specify queries that only use standard
EJB-QL language featuresin theej b-j ar. xmi  deployment descriptor.
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weblogic-query
Range of values: n/a
Default value: n‘a
Requirements: n/a

Parent elements:

webl ogi c- r dbns- bean

Deployment file:

webl ogi c- cnp-rdbms-j ar. xm

Function

Thewebl ogi c- quer y element allows you to associate WebL ogic specific attributes
with a query, as necessary. For example, webl ogi c- quer y can be used to specify a
query that containsaWebL ogic specific extension to EJB-QL.. Queriesthat do not take
advantage of WebL ogic extensions to EJB-QL should be specified in the

ej b-jar.xm deployment descriptor.

Also, thewebl ogi c- query element is used to associate af i el d- gr oup with the
query if the query retrieves an entity bean that should be pre-loaded into the cache by
the query.
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weblogic-relationship-role

Range of values:

Valid name

Default value:

n‘a

Requirements:

Themapping of aroleto atableisspecified in the associated webl ogi c- r dbns- bean
and ej b-rel ati on elements.

Parent elements:

webl ogi c-rdbns-rel ati on

Deployment file:

webl ogi c-cnp-rdbns-j ar. xmi

Function

Thewebl ogi c-rel ati onshi p-rol e element is used to express a mapping from a
foreign key to a primary key. Only one mapping is specified for one-to-one
relationships when the relationship is local. However, with a many-to-many
relationship, you must specify two mappings

Multiple column mappings are specified for asinglerole, it the key is complex. No
col um- map is specified if the roleisjust specifying a group-name.
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This section describes the 6.1 WebL ogic Server-specific XML elements found in
webl ogi ¢510- cnp-rdbns-j ar. xnl that are used to define the deployment
descriptorsin the WebL ogic Server EJB container. These elements map to fields, of
approximately the same name, in the WebL ogic Server Administration Console Use
these deployment descriptorsfor 1.1 EJBs.

RDBMS Definition elements

pool-name

This section describes the RDBMS definition €lements.

pool - nane specifies name of the WebL ogic Server connection pool to use for this
EJB’s database connectivity.

schema-name

table-name

schenma- name specifies the schema where the source table is |ocated in the database.
Thiselement isrequired only if you want to use aschemathat is not the default schema
for the user defined in the EJB’ s connection pool.

Note: Thisfield is case sensitive, athough many SQL implementations ignore case.

t abl e- nane specifies the source table in the database. This element isrequired in all
Cases.

Note: The user defined in the EJB’ s connection pool must have read and write
privileges to the specified table, though not necessarily schemamaodification
privileges. Thisfield is case sensitive, although many SQL implementations
ignore case.

EJB Field-Mapping elements

This section describes the EJB field-mapping elements.
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attribute-map

Theat t ri but e- map stanzalinks asingle field in the EJB instance to a particular

columnin the database table. The at t ri but e- map must have exactly one entry for

each field of an EJB that uses WebL ogic Server RDBM S-based persistence.
object-link

Each at t ri but e- map entry consists of an obj ect - | i nk stanza, which represents a

link between a column in the database and a field in the EJB instance.

bean-field

bean-fi el d specifiesthe field in the EJB instance that should be populated from the
database. Thiselement is case sensitive and must precisely match the name of thefield
in the bean instance.

Thefield referenced in this tag must also have acnp-fi el d element defined in the
ej b-jar.xm filefor the bean.

dbms-column

dbms- col umm specifies the database column to which the EJB field is mapped. This
tag is case sensitive, although many databases ignore the case.

Note: WebL ogic Server does not support quoted RDBM S keywords as entries to
dbns- col umm. For example, you cannot create an attribute map for column
names such as “create” or “select” if those names are reserved in the
underlying datastore.

Finder elements

This section describes the finder elements.
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finder-list

finder

Thefinder-1ist stanzadefinesthe set of al findersthat are generated to locate sets
of beans.

finder-1ist mustcontain exactly one entry for each finder method defined in the
home interface, except for f i ndByPri mar ykey. If an entry is not provided for
fi ndByPri mar yKey, oneisgenerated at compilation time.

Note: If you do provide an entry for fi ndByPr i mar yKey, WeblL ogic Server uses
that entry without validating it for correctness. In most cases, you should omit
an entry for fi ndByPr i mar yKey and accept the default, generated method.

Thefi nder stanza describes afinder method defined in the home interface. The
elements contained inthe f i nder stanza enable WebL ogic Server to identify which
method in the home interface is being described, and to perform required database
operations.

method-name

met hod- nanme defines the name of the finder method in the home interface. Thistag
must contain the exact name of the method.

method-params

The net hod- par ans stanza defines the list of parameters to the finder method being
specified in net hod- nane.

Note: WebL ogic Server comparesthislist against the parameter types for the finder
method in the EJB’ s home interface; the order and type for the parameter list
must exactly match the order and type defined in the home interface.

method-param

met hod- par amdefines the fully-qualified name for the parameter’ s type. The type
nameis evaluated into aj ava. | ang. Cl ass object, and the resultant object must
precisely match the respective parameter in the EJB’s finder method.
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Y ou can specify primitive parametersusing their primitive names (such as“double” or
“int”). If you use a non-primitive datatype in amet hod- par amelement, you must
specify afully qualified name. For example, usej ava. sql . Ti mest anp rather than
Ti mest anp. If you do not useaqualified name, ej bc generatesan error message when
you compile the deployment unit.

finder-query

finder - query specifies the WebL ogic Query Language (WL QL) string that is used
to retrieve values from the database for this finder.

Note: Always define the text of thef i nder - quer y value using the XML CDATA
attribute. Using CDATA ensures that any special charactersinthe WLQL string
do not cause errors when the finder is compiled.

finder-expression

finder - expr essi on specifies a Javalanguage expression to use asavariablein the
database query for thisfinder.

Note: Future versions of the WebL ogic Server EJB container will use the EJB QL
query language (as required by the EJB 2.0 specification). EJB QL does not
provide support for embedded Java expressions. Therefore, to ensure easier
upgrades to future EJB containers, create entity EJB finders without
embedding Java expressionsin WLQL.
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By default, this pane allows the user to sort the objects by the following criteria:

m Name
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(8 Server

These procedures describe how to use the Administration Console to set the attributes
for configuring and managing WebL ogic Servers. For more information, see
Configuring WebL ogic Servers and Clusters and Starting and Stopping WebL ogic
Serversin the Administration Guide.

Configure a Server

1. Click the Serversnodein theleft pane. The Serverstable displaysin the right pane
showing al the servers defined in the domain.

2. Click the Configure a New Server text link. A dialog displaysin the right pane
showing the tabs associated with configuring a new server.

3. Enter valuesin the Name, Machine, and Listen Port, Administration Port, and
Listen Address attribute fields.

Note: Each server in your WebL ogic server environment must have a unique name
— even if the servers arein different domains.

4. Click the Create button in the lower right corner to create a server instance with
the name you specified in the Name field. The new instance is added under the
Servers node in the |eft pane.

5. Click the additional tabs and change the attribute fiel ds or accept the default
values as assigned.

6. Click Apply to save any changes you made.
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Clone a Server

. Click the Servers nodein the left pane. The Serverstable displaysin theright pane

showing all the servers defined in the domain.

. Click the Cloneicon in the row of the server you want to clone. A dialog displays

in the right pane showing the tabs associated with cloning a new server.

. Enter values in the Name, Machine, and Listen Port, Administration Port, and

List attribute fields.

. Click the Clone button in the lower right corner to create a server instance with

the name you specified in the Name field. The new instance is added under the
Servers node in the | eft pane.

. Click the additional tabs and change the attribute fields or accept the default

values as assigned.

. Click Apply to save any changes you made.

Delete a Server

. Click the Servers nodein the left pane. The Serverstable displaysin theright pane

showing all the servers defined in the domain.

. Click the Deleteicon in the row of the server you want to delete. A dialog

displaysin the right pane asking you to confirm your deletion request.

. Click Yesto delete the server. The server icon under the Servers node is del eted.
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View Server Log

1. Right-click the instance node in the left pane under Serversfor the server whose
log you want to view. This opens a pop-up menu.

2. Click View Server Log. A new browser window is displayed showing the log.

View Server JNDI Tree

1. Right-click the instance node in the left pane under Serversfor the server whose
JNDI tree you want to view. This opens a pop-up menu.

2. Click View JNDI Tree. A new browser window is displayed showing the naming
context data.

View Server Execute Queues

1. Click theinstance nodeinthe left pane under Serversfor the server whose execute
gueues you want to view. A dialog displaysin the right pane showing the tabs
associated with this instance.

2. Click the Monitoring tab.

3. Click the View Execute Queues text link. The Execute Queues table displaysin
the right pane showing all the execute queues defined for this server.
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View Server Execute Threads

1. Right-click the instance node in the left pane under Servers for the server whose
Execute Threads data you want to view. This opens a pop-up menu.

2. Click View Execute Threads. The information displays in the right pane.

View Server Sockets

1. Click theinstance nodein the left pane under Serversfor the server whose sockets
you want to view. A dialog displaysin the right pane showing the tabs associated
with this instance.

2. Click the Monitoring tab.

3. Click the Monitor All Active Sockets link.. The Sockets table displaysin the
right pane showing all the sockets defined for this server.

View Server Connections

1. Click theinstance node in the left pane under Servers for the server whose
connections you want to view. A dialog displaysin the right pane showing the tabs
associated with this instance.

2. Click the Monitoring tab.

3. Click the Monitor All Connections link. The Connections table displaysin the
right pane showing all the connections defined for this server.
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Force Garbage Collection on a Server

1. Click theinstance nodein theleft pane under Serversfor the server whose memory
usage you want to view. A dialog displays in the right pane showing the tabs
associated with this instance.

2. Click the Monitoring tab.

3. Check the Memory Usage graph for high usage. Note that the Memory Usage
graph will only display for servers that are currently running.

4. Click the Force Garbage Collection text link to force garbage collection. A
message displays indicating that the collection operation was successful.

Monitor JTA

1. Click theinstance node in the |l eft pane under Servers for the server whose JTA
usage you want to view. A dialog displays in the right pane showing the tabs
associated with this instance.

2. Click the Monitoring tab.
3. Click the JTA tab. JTA read-only statistics display in the right pane.

Monitor Server Security

1. Click theinstance nodein theleft pane under Serversfor the server whose security
you want to monitor. A dialog displays in the right pane showing the tabs
associated with this instance.

2. Click the Monitoring tab.
3. Click the Security tab. The security data for thisinstanceis displayed.
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View Server Version

1. Click theinstance nodein the left pane under Serversfor the server whose version
you want to view. A dialog displaysin the right pane showing the tabs associated
with this instance.

2. Click the Monitoring tab.

3. Click the Versions tab. The version data for thisinstance is displayed.

Monitor Server Clusters

1. Click theinstance node in the left pane under Serversfor the server whose clusters
you want to monitor. A dialog displays in the right pane showing the tabs
associated with this instance.

2. Click the Monitoring tab.

3. Click the Cluster tab. The cluster datafor thisinstance is displayed.

Deploy EJBs on a Server

1. Click theinstance node in the left pane under Serversto select aserver for EJB
deployment. A diaog displays in the right pane showing the tabs associated with
this instance.

2. Click the Deployments tab. This displaysthe EJB tab.

3. Select one or more EJBs in the Available column that you want to deploy on the
server.

4. Click the mover control to move the EJBs you selected to the Chosen column.
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5. Click Apply to save your assignments.

Monitor All EJB Deployments on a Server

1. Click theinstance node in the | eft pane under Serversto select aserver for EJB
monitoring. A dialog displaysin the right pane showing the tabs associated with
thisinstance.

2. Click the Deployments tab. This displays the EJB tab.

3. Click the Monitor All EJBstext link. The Active EJBs table displaysin the right
pane showing all the EJBs deployed on this server.

Deploy Web Application Components on a
Server

1. Click theinstance node in the left pane under Serversto select a server for
web-application deployment. A dialog displaysin the right pane showing the tabs
associated with this instance.

2. Click the Deployments tab.
3. Click the Web Applications tab.

4. Select one or more web applicationsin the Available column that you want to
deploy on the server.

5. Click the mover control to move the web application you selected to the Chosen
column.

6. Click Apply to save your assignments.
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Monitor All Web Application Components
on a Server

1. Click theinstance node in the left pane under Serversto select aserver for
web-application monitoring. A dialog displays in the right pane showing the tabs
associated with this instance.

2. Click the Deployments tab.
3. Click the Web Applications tab.

4. Click the Monitor All Active Web Applications text link. The web applications
table displays in the right pane showing all the web applications deployed on this
server.

Deploy Startup/Shutdown Classes on a
Server

1. Click theinstance node in the left pane under Serversto select aserver for
startup/shutdown classdeployment. A dialog displaysin theright pane showing the
tabs associated with this instance.

2. Click the Deployments tab.
3. Click the Startup/Shutdown tab.

4. Select one or more startup classes in the Available column that you want to
deploy on the server.

5. Click the mover control to move the startup classes you selected to the Chosen
column.

6. Click Apply to save your assignments.
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7. Repeat steps 4, 5, and 6 using the Shutdown Class control to deploy shutdown
classes on the server.

Assign JDBC Connection Pools to a Server

1. Click theinstance node in the left pane under Serversto select aserver for
web-server assignment. A dialog displaysin the right pane showing the tabs
associated with this instance.

2. Click the Services tab.
3. Click the JDBC tab.

4. Select one or more JDBC connection pools in the Available column that you
want to assign to the server.

5. Click the mover control to move the JDBC connection pools you selected to the
Chosen column.

6. Click Apply to save your assignments.

Assign WLEC Connection Pools to a Server

1. Click theinstance nodein the left pane under Serversto select aserver for WLEC
connection-pool assignment. A dialog displays in the right pane showing the tabs
associated with this instance.

2. Click the Servicestab.
3. Click the WLEC tab.

4. Select one or more WLEC connection pools in the Available column that you
want to assign to the server.

5. Click the mover control to move the WLEC connection pools you selected to the
Chosen column.
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6. Click Apply to save your assignments.

Monitor All WLEC Connection Pools on a
Server

1. Click theinstance nodein the left pane under Serversto select aserver for WLEC
connection-pool monitoring. A dialog displays in the right pane showing the tabs
associated with this instance.

2. Click the Services tab.
3. Click the WLEC tab.

4. Click the Monitor All WLEC Connection Pools on This Server text link. The
WLEC Connection Pools table displays in the right pane showing all the
connection pools assigned to this server.

Assign XML Registries to a Server

1. Click theinstance node in the left pane under Serversto select asever for XML
registry assignment. A dial og displaysintheright pane showing thetabsassociated
with this instance.

Click the Monitoring tab.
Click the XML tab.
Select aregistry from the XML Registry drop-down list box.

Enter new valuesin the remaing fields or accept the default values.

o o » w DN

Click Apply to save your assignment.
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Assign Mail Sessions to a Server

1. Click theinstance node in the | eft pane under Serversto select a server for mail
session assignment. A dialog displaysin the right pane showing the tabs associated
with thisinstance.

2. Click the Monitoring tab.
3. Click the Mail tab.

4. Select one or more mail sessionsin the Available column that you want to assign
to the server.

5. Click the mover control to move the mail sessions you selected to the Chosen
column.

6. Click Apply to save your assignments.

Assign File T3s to a Server

1. Click theinstance node in the left pane under Serversto select aserver for file T3
assignment. A dialog displays in the right pane showing the tabs associated with
this instance.

2. Click the Services tab.
3. Click the File T3 tab.

4. Select one or more file T3sin the Available column that you want to assign to the
server.

5. Click the mover control to move the file T3s you selected to the Chosen column.

6. Click Apply to save your assignments.
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Changing Compilers in the WebLogic Server
Console

Start the WebL ogic Server Console.
Open the Servers folder in the Navigation Tree.
Select your server (myserver in a default installation) in the Servers folder.

Click the Configuration tab.

ag > w bdpoPE

Click the Compilers tab and enter the full path of the §.exe compiler in the Java
Compiler text box. For example:c: \ vi sual caf e31\ bi n\ sj . exe.

6. Enter the full path to the JRE rt.jar library in the Append to classpath text box.
For example: \ 9\._HOVE% j dk130\jre\lib\rt.jar.

7. Click Apply.

8. Restart your server for the new Java Compiler and Append to classpath values to
take effect

Configuration
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General
Attribute Description Range of Values Default Value
Name Thisattribute returnsthe  Thenamecanbeupto256 myserver
name of the server. alphanumeric characters,
but may not contain
COmmas or spaces.
Machine This attribute returnsthe  This attribute is an Null
name of the machine. alpahnumeric string that
cannot contain commasor
spaces.
Listen Port Thisattribute setstheport ~ Valid listen port 7001

on which this server
listensfor ssl messages.
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Attribute Description

Range of Values

Default Value

Administration Port Specifiesan SSL port that
the Administration Server
usesto receive al
administrative

communication.

If you specify avalue on
an Administration Server,
all Managed Servers use
the port number (and
SSL) to send information
to the Administration
Server. In addition, you
must use this port number
and SSL for any
administrative
commands. For example,
you must use the port
number to access the
Administration Console
on the Administration
Server.

If you do not specify a
value, an Administration
Server usesits default
listen port to receive
administrative
communication.

Any unused port number
from 1 to 65534.

Null
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Attribute

Description

Range of Values

Default Value

Listen Address

This attribute allows you
tosetthelisten addressfor
the domain.

Note:

Toresolvea
DNS nameto an
IP address,
Weblogic Server
must be able to
contact an
appropriate DNS
server or obtain
the IP address
mapping locally.
Therefore, if you
specify aDNS
name for the
listen address,
you must either
leave aport open
long enough for
the WebL ogic
Server instance
toconnecttoa
DNS server and
cacheits
mapping or you
must specify the
IP address
mappingina
local file. If you
specify an IP
address for
ListenAddress
and then aclient
request specifies
aDNS name,
WebLogic
Server will
attempt to
resolve the DNS
name, but if it
cannot access
DNS name

Valid listen address

Null
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Attribute

Description Range of Values

Default Value

External DNS Address

If your systemincludesan
address trandlation
firewall that sits between
the clustered WebL ogic
Serversand aplug-into a
web server front-end,
such asthe Netscape
(proxy) plug-in, set this
attribute to the address
used by the plug-into talk
to this server.

Interface Address

Null
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Attribute Description Range of Values Default Value
WebL ogic Plug-in Set this attribute to trueif ~ Boolean False
Enabled the server instance will Selected = True

receive requests from a
proxy plug-in or
HttpClusterServlet.
When

Webl ogicPluginEnabled
istrue, acal to
getRemoteAddr will
return the address of the
browser client from the
proprietary
WL-Proxy-Client-I1P
header, instead of the web
server.

Unselected = False

If the server instanceisa
member of acluster that
will receive proxied
requests, set

Webl ogicPluginEnabled
for the cluster, on the
Cluster
-->Configuration-->Gene
ral tab.

Webl ogicPluginEnabled
can be configured in
ClusterMBean or
ServerMBean. If specified
in both ClusterMBean and
ServerMBean, the value
in ClusterMBean value
takes precedence.
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Cluster
Attribute Description Range of Values Default Value
Cluster Thisattribute specifiesthe  Valid cluster name none
cluster to which this
server belongs.
Replication Group Thisattribute specifiesthe  String none
replication grouptowhich
this cluster belongs.
Preferred Secondary Thisattributespecifiesthe  String none
Group preferred secondary group
for this cluster.
Cluster weight Thisattributespecifiesthe  Integer 100

percentage of work to be
performed by this server.
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HTTP

Attribute

Description Range of Values

Default Value

Default Web Application

This attribute reportsthe  String
name of the default web
application for this server.

DefaultWebApp_myserv
er

FrontendHost

This attribute sets the String
HTTP frontendHost
Provides a method to
ensure that the webapp
will always have the
correct HOST
information, even when
the request is coming
through afirewall or a
proxy. If this parameter is
configured, the HOST
header will beignored and
theinformation in this
parameter will be used in
its place.

Null

FrontendHTTPPort

This attribute sets the
frontendHT TPPort
Provides a method to
ensure that the webapp
will always have the
correct PORT
information, even when
the request is coming
through afirewall or a
proxy. If this parameter is
configured, the HOST
header will beignored and
theinformation in this
parameter will be used in
its place.

Valid port Number
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Attribute Description Range of Values Default Value

FrontendHT TPSPort This attribute sets the Valid port number 0
frontendHT TPSPort
Provides a method to
ensure that the webapp
will aways have the
correct PORT
information, even when
the request is coming
through afirewall or a
proxy. If this parameter is
configured, the HOST
header will beignored and
the information in this
parameter will be used in
its place.

Post Timeout Secs This attribute sets the Integer 0
timeout (in seconds) that
WebL ogic Server waits
between receiving chunks
of datainan HTTP POST
data. Used to prevent
denial-of-service attacks
that attempt to overload
the server with POST
data.

Default Server Name When WebLogic Server  String Null
redirects arequest, it sets
the host name returned in
theHTTPresponseheader
with the string specified
with Default Server
Name.

Useful when using
firewallsor load balancers
and you want the
redirected request from
the browser to reference
the same host name that
was sent in the original
request.
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Attribute Description Range of Values Default Value
Send If set to false, the server Boolean True
Server nameis not sent withthe 11 e = enabled
Header HTTP response. Useful _
for wireless applications Felse = not enzbled
where thereis limited
space for headers.
WAP Enabled When selected, the Enabled not Enabled
session ID no longer Disabled
includes VM
information. This may be
necessary when using
URL rewriting with WAP
devices that limit the size
of the URL to 128
characters. Selecting
WAP Enabled may affect
the use of replicated
sessionsin acluster.
Max Post Time Thisattribute setsthetime  Integer -1
(inseconds) that A size of lessthan 0
Weblogic Server waits  megnsthat the sizeis
for chunks of datain an unlimited.
HTTP POST data.
Max Post Size Thisattribute setsthesize  Integer -1
of the maximum chunks A gze of lessthan 0
of datainan HTTPPOST  megng that the sizeis
data unlimited.
Enable Keepdives Thisattributesetswhether  Boolean Selected
or not HTTPkeep-aiveis  Trye = enabled
enabled False = not enabled
Duration The number of seconds Integer 30

that WebLogic Server
waits before closing an
inactive HTTP
connection.
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Attribute Description Range of Values Default Value

HTTPS Duration The number of seconds Integer 60
that WebL ogic Server
waits before closing an
inactive HTTPS
connection.
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SSL

Attribute

Description

Range of Values

Default Value

Enabled

This attribute enables
server-to-server SSL
connections. It isdisabled
to overrideautomatic SSL
between servers.

Boolean
True = selected
False = not selected

Selected

Listen Port

Thisattribute specifiesthe
dedicated port on which
WebL ogic Server listens
for SSL connections.

Valid listen port

7002

Server Key File Name

The name of the private
key file for WebLogic
Server.

String

config/mydomain/demok
€y.pem

Server Certificate File
Name

This attribute designates
the name of the private
key filefor your

WebL ogic Server.

String

config/mydomain/democ
ert.pem

Server Certificate Chain
File Name

This attribute designates
the full directory location
of the digital certificate
for your WebL ogic
Server.

String

config/mydomain/ca.pem

Client Certificate
Enforced

Thisattributeis set to true
to enforce the client
certificate.

Boolean
True = selected
False = not selected

Not Selected
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Attribute

Description

Range of Values

Default Value

Trusted CAFile Name

This attribute designates
the name of the file that
contains the digital
certificate for the
certificate authority
trusted by WebL ogic
Server.

Thisattribute can be afile
that containsasingle
digitd certificate or a
chain of digital
certificates for certificate
authorities.

trusted-ca.pem

Certificate Authenticator

Thisattribute specifiesthe
certificateauthenticator to
be used to determine the
validity of the certificate.

Valid authenticator

Null

Key Encrypted

Specifies whether or not
the private key for the
WebL ogic Server has
been encrypted with a
password.

m Iftheattributeisset to
true, the private key
requires apass phrase
be supplied to use the
key.

m [f theattributeisset to
false, the private key
is unencrypted and
may be used without
providing a pass
phrase.

Selected = true
Not Selected = false

Not Selected

Use Java

This attribute enables the
use of native Java
libraries. WebL ogic
Server providesa
pure-Javaimplementation
of the SSL protocol.
Native libraries enhance
the performance for SSL
operations on the Solaris,
Windows NT, and IBM
AlX platforms.

Selected = true
Not Selected = false

Selected
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Attribute

Description

Range of Values Default Value

Handler Enabled

Specifies whether or not
WebL ogic Server rejects

Selected = true
Not Selected = false

Selected

SSL connections that fail
client authentication for
one of the following
reasons:

m  Therequested client
digital certificate was
not furnished.

m  Theclient did not
submit adigital
certificate

m  Thedigita certificate
from the client was
not issued by a
certificate authority
specified by the
Trusted CA
Fi | enane attribute.

By default, the SSL
Handler allows one

WebL ogic Server to make
outgoing SSL connections
to another WebL ogic
Server. For example, an
EJB in WebL ogic Server
may open an HTTPS
stream on another web
server. With the

Handl er Enabl ed
attribute enabled,

WebL ogic Server actsasa
clientinan SSL
connection.
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Attribute Description Range of Values Default Value

Export Key Lifespan Thisattributespecifiesthe  The maximum valueis 500
number of times specified as
WebLogic Server canuse j ava. | ang. | nt eger.
an exportable key MAX_VALUE. The
betweenadomesticserver  minimum valueis 1.
and an exportable client
before generating a new
key. The more secureyou
want WebL ogic Server to
be, thefewer timesthekey
should be used before
generating a new one.

Login Timeout Millis This attribute sets the The maximum valueis 25000
number of milliseconds specified as
that WebL ogic Server java.l ang. | nteger.
should wait for an SSL MAX_VALUE. The
connection beforetiming ~ minimum valueis 1.
out. SSL connectionstake
longer to negotiate than
regular connections. If
clients are connecting
over thelnternet, raisethe
default number to
accommodate additional
network latency. A value
of 0 disables the attribute.

Certificate Cache Size This attribute sets the The maximum valueis 3
number of digital specified as
certificatesheld that have  j ava. | ang. | nt eger.
not been redeemed by MAX_VALUE. The
tokens. minimum valueis 1.

Hostname Verification This attribute disables the Not Selected

Ignored

installed Hostname
Verifier when WebL ogic
Serverisacting asaclient
to another WebL ogic
Server.
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Attribute Description Range of Values Default Value

Hostname Verifier This attribute sets the String Null
name of the Javaclassthat
implementsthe Hostname
Verifier interface.

Two-way SSL Enabled This attribute allows Boolean Not Selected
theuser toset Two-way  Selected = Two-way SSL
SSL inorder tomake  isenabled.
mutual authentication  Not Selected = Two-way
optional. If aclient SSL is disabled.
certificate is presented
then mutual
authentication is done,
if not, the connectionis
accepted without
requiring aclient
certificate.
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Tuning
Attribute Description Range of Values Default Value
Socket Readers This attribute sets the Integer 33%
percentage of threads to
be available as socket
readers.
Login Timeout This attribute sets the Integer 1000 ms
login timeout for the
Server.
Accept Backlog This attribute sets the Integer 50
number of connections
available for backlog. To
increase the number of
connectionsto be
processed, increase this
number.
Reverse DNS Allowed This attribute determines  Boolean Not Selected
whether reverse DNS True = selected
lookup is allowed on this _
server. False = not selected
Enable Native 1O This attribute determines  Boolean Selected
whether or not native I/0  Epapled = salected
isenabled for the server. Not Enabled = not
selected
Show only Workspace This attribute determines  Boolean Not Selected
User Keys whether or not theUser v e= selected

Keyswill be shown.

False = not selected
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Attribute Description Range of Values Default Value
Enable Default IMS This attribute determines  Boolean Selected
Connection Factories whether the default MS  Epapled = sdlected
connection factories will
. Not Enabled = not
be enabled for this server. olected
Enable Tunneling This attribute determines  Boolean Not Selected
whether tunneling will b Epgpled = sdlected
enabled for this server. Not Enabled = not
selected
Tunneling Client Ping This attribute sets the Integer 45
time, in seconds, that the
server will wait before
pinning the client.
Tunneling Client Timeout  This attribute sets the Integer 40

time, in seconds, that the
server will wait before
timing out.
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Protocols

Attribute

Description

Range of Values

Default Value

Default Protocol

This attribute sets the
default protocol to beused
by this server.

List

t3

Default Secure Protocol

This attribute sets the
default secure protocol to
be used by this server.

List

t3s

T3 Max Message Size

Thisattribute setsthesize,
in bytes, of the maximum
message.

Integer

10000000

T3 Message Timeout

This attribute sets the
time, in seconds, after
which the message will
time out.

Integer

480

HTTP Max Message Size

Thisattribute setsthesize,
in bytes, of the maximum
message.

Integer

10000000

HTTP Message Timeout

This attribute sets the
time, in seconds, after
which the message will
time out.

Integer

480

Enable I1OP

This attribute determines
whether 11OP will be
enabled for this server.

Boolean
Enabled = selected

Not Enabled = not
selected

Selected
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Attribute

Description

Range of Values

Default Value

I1OP Max Message Size

Thisattribute setsthesize,
in bytes, of the maximum

message.

Integer

10000000

I1OP Message Timeout

This attribute sets the
time, in seconds, after
which the message will
time out.

Integer

480

Default [1OPPassword

This attribute sets the
default 11OP password, if
any, for this server.

Valid password

*kkk*k

Default 11OPUser

This attribute sets the
default 11OP user, if any,
for this server

User name as set by the
administrator

guest
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Compilers

Attribute Description Range of Values Default Value

Java Compiler Thisattribute setsthejava  Valid javacompiler javac
compiler to be used by the
server.

Prepend to Classpath This attribute addsto the  Class path information Null
beginning of the
classpath.

Append to Classpath Thisattribute addsto the  Class path information Null
end of the classpath

Extrarmic Options This attribute sets rmic rmic options Null

options for this server.

Monitoring
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General
Attribute Description Range of Values Default Value
State This attribute describes Running
the state of the server.
Activation Time This attribute reportsthe  Date Date of last activation

time of the last activation
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Performance
Attribute Description Range of Values Default Value
Request Throughput This attribute reports the N/A
rate at which requests are
processed by this server.
Requests Waiting This attribute reports the N/A
number of requests
waiting to be serviced.
Request Wait Time This attribute reports the
amount of time the oldest
request has been waiting
to be serviced
Total Requests Serviced ~ This attribute reports the
total requests processed
by this server.
Memory Usage This attribute shows the N/A

amount of memory being
used by this server.
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Memory
Attribute Description Range of Values Default Value
Memory Usage This attribute returnsthe  Integer n/a
amount of memory being
used by the server.
Memory Allocated This attribute sets the Integer 66846720

amount of memory
alocated for thisinstance.
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Clusters

Attribute

Description

Range of Values

Default Value

Alive Servers

This attribute returns the
number of servers
currently alive.

n/a

Resend Requests

This attribute returns the
number of requests for
resends of information.

n‘a

Fragments Sent

This attribute returns the
number of fragments of
information sent.

n‘a

Fragments Received

This attribute returns the
number of fragments of
information received.

n‘a

Multicast Messages L ost

This attribute returns the
number of multicast
messages | ost.

n/a

Server Names

This attribute returns the
names of the servers
currently alive.

n/a

Primary

This attribute returns the
primary distribution
names of the servers.

n/a

Secondary Distribution
Names

This attribute returns the
secondary distribution
names of the servers.

n‘a
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Security
Attribute Description Range of Values Default Value
Total Users Locked Out This attribute returnsthe  Integer 0
number of userswho have
been locked out of the
server.
Invalid Logins Total This attribute returnsthe  Integer 0
number of invalid login
attempts made.
Total Login Attempts This attribute returnsthe  Integer 0
While Locked number of login attempts
(both valid and invalid)
madewhilethe server was
locked.
Total Users Unlocked Thisattribute returnsthe  Integer 0
number of users whose
logins have been
unlocked.
Invalid Logins High This attribute returnsthe  Integer 0
number of invalid logins.
Locked Users This attribute returnsthe  Integer 0

number of users whose
logins have been locked.
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JMS

Attribute

Description

Range of Values

Default Value

Connections

This attribute reports the
number of current
connections.

Integer

0

Connections High

This attribute reports the
high water number of
connections.

Integer

Connections Total

This attribute reports the
total number of
connections.

Integer

JMS Servers

This attribute reports the
number of IMS servers
currently running.

Integer

JMS Servers High

This attribute reports the
high water number of
JMS servers.

Integer

JMS Servers Total

This attribute reports the
total number of IMS
servers.

Integer
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JTA

Attribute

Description

Range of Values

Default Value

Total Transactions

Thetotal number of
transactions processed.
Thistotal includes all
committed, rolled back

and heuristic transaction

completions.

Integer

0.

Total Committed

Thenumber of committed

transactions.

Integer

Total Rolled Back

The number of
transactions that have
been rolled back.

Integer

Timeout Rollbacks

The number of
transactions that were
rolled back dueto a
timeout expiration.

Integer

Resource Rollbacks

The number of
transactions that were
rolled back dueto a
resource error.

Integer

Application Rollbacks

The number of
transactions that were
rolled back dueto an
application error.

Integer
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Attribute Description Range of Values Default Value
System Rollbacks The number of Integer 0
transactions that were
rolled back dueto a
system error.
Total Heuristics The number of Integer 0
transactions that
completedwithaheuristic
status.
Total Transactions The number of Integer 0
Abandoned transactions abandoned
prior to being committed.
Average Commit Time The total number of Integer 0

milliseconds for all
committed transactions.
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\Versions

Attribute

Description Range of Values

Default Value

WebLogic Version

This attribute returns the
version of WebL ogic
Server currently in use.

Version currently in use.

JDK vendor This attribute returns the null
name of the vendor of the
JDK in use on the server.
JDK version This attribute returns the null
version of the JDK in use
on the server.
Operating System This attribute returns the null
operating system for the
server.
OSversion This attribute returns the null
operating system version
for the server.
J2EE Version 1.2 Only Not Selected
Mode Enabled
J2EE Version 1.3 Not Selected

Warning Enabled
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Entities

Attribute Description Range of Values Default Value
Total Current Entries This attribute reports the 0

total number of current

entries for this server.
Total Current Persistent This attribute reports the 0
Entries total number of current

entries for this server that

have been made

persistent.
Average Percentage This attribute reports the 0
Persistent average number of entries

for this server that have

been made persistent.
Total Transient Current 0
Entries
Average Percentage This attribute reports the 0
Transient average percentage of

transient entries for this

Server.
Minimum Entry Timeout 0
Maximum Entry Timeout 0
Average Timeout 0
Total Current Session 0
Entries
Total Persistent Current 0

Session Entries
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Attribute Description Range of Values Default Value
Average Percentage 0
Session Persistent

Total Transient Current 0
Session Entries

Average Percentage 0
Session Transient

Minimum Entry Session 0
Timeout

Maximum Entry Session 0
Timeout

Average Session Timeout 0
Maximum Entry Memory 0
Size

Minimum Entry Memory 0

Size

Average Per Entry
Memory size

Average Per Entry Disk
Size

Total Number of
Rejections

Total Size of Rejections

Percent Rejected

Total Number of
Renewals

Total Historical Current
Entries

Total Historical Persistent
Current Entries
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Attribute Description

Range of Values

Default Value

Historical Average
Percent Persistent

Historical Total Transient
Current Entries

Historical Average
Percent Transient

Historical Minimum
Entry Timeout

Historical Maximum
Entry Timeout

Historical Average Entry
Timeout

Historical Maximum
Entry Memory Size

Historical Minimum
Entry Memory Size

Historical Average Per
Entry Memory Size

Historical Average Per
Entry Dixk Size

Historical Total Number
of Rejections

Historical Tota Size of
Regjections

Historical Percent
Rejected

Historical Total Number
of Renewals

Current Maximum Entry
Memory Size
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Attribute Description Range of Values Default Value

Current Minimum Entry
Memory Size

Current Average Per
Entry Memory Size

Current Average Per
Entry Disk Size

Current Memory Usage

Current Disk Usage
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Logging

General
Attribute Description Range of Values Default Value
File Name This attribute describes The file name may contain up to server Nane. | og

the name of thefileused 256 alphanumeric characters.

towrite thelog messages g include atime or date stamp in
to disk the file name when the log fileis
rotated, add
j ava. t ext . Si npl eDat eFor
mat variables. Surround each
variable with percentage (%
characters.
For example, if you enter the
following value in the File Name
field:
nmyserver _%yyyy% Y%vMo %d
d% %h% %mh | og
the server’slog filewill be named
nyserver_yyyy_MM dd_hh_
mm | og

When the server instance rotates
thelog file, the rotated file name
contains the date stamp. For
example, if the server instance
rotatesitslocal log fileon 2 April,
2003 at 10:05 AM, thelog file that
contains the old log messages will
be named:

myserver _2003_04_02_10_
05.10g
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Attribute Description Range of Values Default Value

Log to Stdout Enablestheservertosend Boolean Selected

messages to standard out e = selected

in addition to the log file. _
UseDebug to St dout Felse = not selected

and St dout severity
t hr eshol d todetermine
the type of messages that
the server sendsto
standard out.

Debug to stdout Determines whether the Boolean Not Selected

server sends messages of  Trye = salected

the Debug severity to _
standard out in addition to False = not selected

thelog file. Y ou must
enableLog to Stdout
for this property to be
relevant.
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Attribute Description Range of Values

Default Value

Stdout severity The minimum severity of =
threshold amessage that the server
sendstostandardout. You g
must enableLog to
St dout for thisvalueto
be relevant.

I nf 0. Used for reporting
normal operations.

WAr ni ng. A suspicious
operation or configuration has
occurred but it may not have
an impact on normal
operation.

Error. A user error has
occurred. The system or
application is able to handle
the error with no interruption,
and limited degradation, of
service.

Noti ce. Anlnfoor

War ni ng-level message that
is particularly important for
monitoring the server.

Critical.A systemor
serviceerror hasoccurred. The
system is able to recover but
there might be a momentary
loss, or permanent
degradation, of service.

Al ert. A sarviceisinan
unusable state while other
parts of the system continueto
function. Automatic recovery
is not possible; theimmediate
attention of the administrator
is needed to resolve the
problem.

Ener gency. Theserverisin
an unusable state. This
severity indicates a severe
system failure or panic.

Error
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Rotation
Attribute Description Range of Values Default Value
Rotation Type Criteriafor moving old m  None. Messages None
log messagesto a separate accumulateinasingle
file. file. You must erase
After the server renamesa the contents of thefile
file, subsequent messages when the sizeis
accumulate in anew file unwieldy.
with the name that you m by Size.Whenthe
specified in File Name on log file reaches the
the Logging > Generd size that you specify
tab. inFile Mn Size,
the server renamesthe
fileasFi | eNane. n.
m by Tine.Ateach
timeinterval that you
specify inFi | e
Ti me Span, the
server renames the
fileasFi | eName. n.
FileMin Size This attribute sets the Integer 500

threshold at which anew
log fileis created.
Relevant only if

Rot ati on Type isby
Si ze.
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Attribute Description Range of Values Default Value
Rotation Time Determinesthe start time  Use the following 00:00
for atime-based rotation  j ava. t ext . Si npl eDa By default, the rotation
sequence. At thetimethat  t eFor mat format to cycle begins on the first
this value specifies, the specify adate and time: minute of each day (12:00
server renamesthecurrent  k: nm For information AM), but you can
logfileas Fi | eNarme.n.  about thisformat, refer to configure the rotation
Thereafter, the server the J2EE Javadoc. cycleto start on aspecific
renamesthelogfilea an  |f thedatethat youspecify ~ day of the week or ona
interval that you specify  hasalready past, thenthe  specific date.
inFile Tinme Span. rotation starts
Youcancreatearecurring  jmmediately.
start time such as "every
Monday at 09:00" or a
non-recurring start time
such as"9 January, 2002,
09:00."
Relevant only if
Rot ati on Typeishy
Ti me.
File Time Span This attribute sets the Integer 24
threshold at which a new
log fileis created.
Relevant only if
Rot ati on Typeisbhy
Ti me.
Number of FilesLimited Indicateswhether aserver Boolean Not Selected
will limit the number of e = salected
log filesthat it creates _
when it rotates the log. False = not selected
Thelimit is based on the
valueinFi |l e Count.
File Count The maximum number of  Integer 7

log filesthat the server
createswhen it rotates the
log. Only validif Nunber
of Files Limtedis
true and Rot at i on
Type iseither by Si ze
or by Tine.
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Configuration

Domain
Attribute Description Range of Values Default Value
Log to Domain Logfile Determines whether this ~ Boolean Selected
server sends messagesto  Enapled = salected
the domain log (in _
addition to keeping its ’:elOt Ifgdabled = not
own log). €c
Domain Log Filter Determines which Containsal DomainLog none

messagesthisserver sends
to thedomain log. If you
specify none, the server
sends all messages of
severity Er r or and
higher.

This property isrelevant
onlyif Log To Donmai n
Logfi | e isenabled.

Filters that have been
defined for the domain. A
server can user only one
Domain Log Filter.
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HTTP

Attribute Description Range of Values Default Value
Enable Logging Determines whether the Boolean Selected
server logsHTTP Enabled = selected
requests. Thereguestsare . _
saved in aseparate HTTP Disabled = not selected
log file.
Logfile Name This attribute sets the Fully qualified logfile Jconfig/mydomain/logga
compl ete name of the name ccess.log
HTTP logfile.
Format Specifiestheformat of the  Common, Extended Common

HTTPlog file. Both
formats are defined by the
W3C. With the extended
log format, you use server
directivesinthelogfileto
customizetheinformation
that the server records.

78-52 BEA WebL ogic Server Administration Console Online Help



Configuration

Attribute

Description

Range of Values Default Value

Log TimeinGMT

Writes the time stamp of
HTTPlog messagesin
Greenwich Mean Time
(GMT) regardless of
whether the host computer
has specified adifferent
local time zone.

Usethisfeatureto comply
with the W3C specifi-
cation for Extended
Format Log Files. This
specification statesthat all
time stamps for Extended
Format log entries should
bein GMT:

http:/imwww.w3.org/TR/W
D-logfile.html.

Thisattribute appliesonly
if you have specified the
ext ended message
format.

Boolean not selected
Enabled = selected

Disabled = not selected

Log Buffer Size

The maximum size (in
kilobytes) of the buffer
that storesHT TPrequests.
When the buffer reaches
this size, the server writes
the datato the HTTP log
file. Usethe Fl ush
Every property to
determine the frequency
with which the server
checks the size of the
buffer.

Integer, in kilobytes 8
0-1024

Max Log File SizeK
Bytes

This attribute sets he
maximum size of thelog
fileafter whichthelogfile
rotates.

Integer, in kilobytes. 0

0 means that thereis no
limit to the size thefile
can reach.
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Attribute Description Range of Values Default Value
Rotation Type Criteriafor moving old m size.Whenthelog Size
HTTPrequeststo a file reachesthe size
separate log file. that you specify in
After the server renamesa Max Log File
file, subsequent messages Si zeK Byt es, the
accumulate in anew file server renames the
with the name that you fileas
specifiedin Logfi | e Logf i | eNamre. n.
Nane. m date. At eachtime
interval that you
specifyinRot at i on
Per i od, the server
renames the file as
LogFi | eNane. n.
Rotation Period Theinterval (in minutes)  Integer, in minutes 2147483647
at which the server saves
old HTTP requests to
another log file. This
valueisrelevant only if
you use the date-based
rotation type.
Flush Every Theinterval (inseconds)  Integer, in seconds 60

at which the server checks
the size of the buffer that
stores HTTP requests.
When the buffer exceeds
thesizethat isspecifiedin
theLogfile Bufferk Bytes
property, the server writes
thedatainthebuffer tothe
HTTP request log file.
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Attribute

Description

Range of Values

Default Value

Rotation Time

Determines the start time
for atime-based rotation
sequence. At thetime that
this value specifies, the
server renamesthecurrent
log fileas

LogFi | eNane. n.
Thereafter, the server
renamesthelog file at an
interval that you specify
in
LogRotationPeriodMins.
Y ou can createarecurring
start time such as "every
Monday at 09:00" or a
non-recurring start time
such as"9 January, 2002,
09:00."

Use the following

java. text. Si npl eDa
t eFor mat format to
specify adate and time:
MVt dd- yyyy- k: nm ss
. For information about
this format, refer to the
J2EE Javadoc.

If thedate that you specify
has already past, then the
day in week (E), hour in
day (H), minute in hour
(m and second in minute
(s) are used with the
current date to recal culate
astart time.

Null
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78 server

JDBC

Attribute Description Range of Values Default Value
Enable JDBCLogging Determines whether the Boolean Not Selected
server logs JDBC True = sdlected
transactions. The
transactionsare savedina False = not selected
separate JDBC log file.
JDBCLog File Name This attribute returns the Null
name of the JDBC log file.
Attribute Description Range of Values Default Value

Transaction Log File
Prefix

This attribute sets the
prefix for the transaction
log files.

Az
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Debugging

Attribute Description Range of Values Default Value
L ogRemoteExceptions Thisattributeissettotrue  Boolean Not Selected
if remoteexceptionsareto  Tye = selected
Ibc()egreported to the server False = not selected
Instrument Stack Traces  |If set to true, exception Boolean Selected
messages include the True = sdlected

server-side stack trace. False = not selected

Deployments
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EJB

Attribute Description Range of Values Default Value
Choose EJBsfor this Select deployed EJBs One or more available Null
Server fromadrop-down listof  EJBs.

available EJBs. To select
more than one EJB from
the availableligt, hold
down the Control key
while selecting the EJBs.

Web Applications

Attribute Description Range of Values Default Value
Web App Component Thisattribute allowsthe  List Null

user to select theavailable

Web App components.
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Connector
Attribute Description Range of Values Default Value
Connector Components Thisattribute allowsthe  List Null
user to select theavailable
Connector components.
Virtual Hosts
Attribute Description Range of Values Default Value
Virtual Hosts Thisattribute allowsthe  List Null

user to select the available
Virtual.Host components.
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Remote Start

Attribute Description Range of Values Default Value
JavaHome Root directory where the Null
JDK isinstalled.
BEA Home Root directory where all Null
BEA products and
licenses are installed.
Root Directory Root directory where Null
WebLogic Server is
installed.
Class Path The classpath for starting Null

the Managed Server.

At aminimum, specify:
$W._HOVE: $BEA HOVE
:$W._HOVE/ | i b/ webl
ogi c.j ar: $W._HOVE/
I'i b/ webl ogic_sp.ja
r: $JAVA_HOVE/ i b/ r
t.jar

Security Policy File

The JVM'ssecurity policy
fileis used by default.
Thereisaso aWebLogic
security policy file
available,

webl ogi c/li b/ webl o
gi c. policy.

The JVM'ssecurity policy
fileis used by default.
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Attribute Description Range of Values Default Value
Arguments Arguments to use when Null

starting the Managed

Server.

For example, you can set
the maximum and
minimum Java heap
memory. Entering
-ms64mand - nx64m

options would specify a

default allocation of 64

megabytes of Java heap

memory to the WebLogic

Server.

Note: Do not specify
server name,
user name or
password. Do
not specify the
address and port
of the
Administration
Server.

Security Policy File The JVM'ssecurity policy Null

fileis used by default.
Thereisaso aWebLogic
security policy file
available, located at
weblogic/lib/weblogic.po
licy.

Services
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JDBC

Attribute Description Range of Values Default Value
JDBC Connection Pool This attribute allowsthe  List Null

user to select the

connection pool to usein

this configuration
Attribute Description Range of Values Default Value
WLEC Connection Pool Thisattribute allowsthe  List Null

user to select the WLEC
connection pool to usein
this configuration
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Jolt

Attribut Description Range of Values Default Value
e

Jolt This attribute allows the List Null

Connectio  user to select the WLEC

n Pool connection pool to usein

this configuration
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JMS

Attribute

Description

Range of Values

Default Value

JMS Server

This attribute allows the
user to select the IMS
server to usein this
configuration

List

Null

JM SConnection Factory

This attribute allows the
user to select the

JM SConnection Factory
touseinthis
configuration

List

Null

JMSDestination

This attribute allows the
user to select the
JMSDestination to usein
this configuration

List

Null
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Attribute

Description

Range of Values

Default Value

JMS Thread Pool Size

This value specifies the
size of the IM S thread
pool.

Note: IncomingRMI calls
executeinthe IMS
execute queue/thread
pool, if one exists;
otherwise, they executein
the default execute queue.

Additional executes
(work that cannot be
completed in theinitial
RMI thread) are executed
in the default execute
queue.

The differencein setting
up a M S-specific thread
pool isthat IMS will not
be starved by other
execute threads and vice
versa.

Integer, Greater than or
equal to 0
Ifitissettolessthan 5, it

will automatically be set
to 5.

The default size on the
clientis0 (no IMS thread
pool).

The default size on the
server is 15 (the server
aways has a M S thread
pool).
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XML

Attribute

Description

Range of Values

Default Value

XML Registry

This attribute allows the
user to select the xml
registry to usein this
configuration

List

Null

Cache Memory Size

This attribute allows the
user to set the amount of
disk space available for
the XML Entity Cache.

Integer (KBytes)

Cache Timeout Interval

This attribute allows the
user to set thetime
interval after which the
cache will time out.

Integer (Seconds)

120
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Mail

Attribute Description Range of Values Default Value
Mail Session This attribute allows the List Null

user to select the mail

session to use in this

configuration
File T3
Attribute Description Range of Values Default Value
FileT3 This attribute allows the List Null

user to select from the

available File T3 entities.
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Notes
Attribute Description Range of Values Default Value
Notes This attribute providesa ~ The value must be an Null
space for optional aphanumeric string.
user-supplied
information.
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9 Servlet

By default, this pane allows the user to sort the objects by the following criteria:
m Server

m Name

m  Reloads

m Invocation Total

m Pool Max Capacity

m  Execution Time Total

m Execution Time High

m  Execution Time Low

m Execution Time Average
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80 servlet Runtime

Monitor Servlets

Attribute Description Range of Default
Values

Server Specifies the name of the server on
which this servlet is deployed

Name Specifies the name of the servlet
Reloads Specifies the number of times the
servlet has been reloaded.
Invocation Specifies the number of times that
Tota the servlet isinvoked
Pool Max Specifies the maximum capacity of
Capacity this servlet for single thread model
servlets
Execution Specifiesthetotal executiontime, in
Time Total milliseconds, for the servlet
Execution Specifiesthe highest executiontime,
Time High in milliseconds, for the servlet
Execution Specifies the lowest execution time,
Time Low in milliseconds, for the servlet
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Attribute Description Range of Default
Values

Execution Specifies the average execution
Time Average time, in milliseconds, for the servlet
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81 Servlet Session

Monitor Servlets

Attribute Description Range of Default
Values
Server Specifies the name of the server on
which this servlet is deployed
Name Specifies the name of the servlet
Reloads Specifies the number of times the
servlet has been reloaded.
Invocation Specifies the number of times that
Total the servlet isinvoked
Pool Max Specifies the maximum capacity of
Capacity this servlet for single thread model
servlets
Execution Specifiesthetotal executiontime, in
Time Total milliseconds, for the servlet
Execution Specifiesthe highest executiontime,
Time High in milliseconds, for the servlet
Execution Specifies the lowest execution time,
Time Low in milliseconds, for the servlet
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Attribute Description Range of Default
Values

Execution Specifies the average execution
Time Average time, in milliseconds, for the servlet
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82 Web Application

Deployment Descriptor
Editor Help

Configuring the Session Descriptor

The Session Descriptor configures HTTP session-rel ated parameters.
1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

b. Select Configure a new WebA ppExtDescriptor

c. Intheright pane, enter a description of the Web Application in the Description
field (optional).

d. Enter the version of WebL ogic Server that your application isrunning on
(optional).

e. Click Create.
f. Expand the WebApp Ext nodein the left panel.
2. Click on the Session Descriptor node in the left panel.

3. Fillinthefieldsin the right panel according to the information in Session
Descriptor table.
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4. Click Apply.

Configuring the JSP Descriptor

The JSP Descriptor configures JSP-related parameters.
1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

b. Select Configure a new WebA ppExtDescriptor

c. Intheright pane, enter adescription of the Web Application in the Description
field (optional).

d. Enter the version of WebL ogic Server that your application is running on
(optional).

e. Click Create.
f. Expand the WebApp Ext node in the left panel.
2. Click on the JSP Descriptor node in the left panel.

3. Fillinthefieldsin theright panel according to the information in JSP Descriptor
table.

4. Click Apply.

Configuring Security Role Assignments

Security role assignments map asecurity roleto one or more principals. The principals
must be defined in your security realm.

1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)
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b. Select Configure a new WebA ppExtDescriptor

c. Intheright pane, enter a description of the Web Application in the Description
field (optional).

d. Enter the version of WebL ogic Server that your application is running on
(optional).

e. Click Create.
f. Expand the WebApp Ext node in the left panel.

2. Right click on the Security Role Assignment nodein the left panel and select
Configure a new SecurityRoleAssignment.

3. Select asecurity role from the Role drop-down list.

4. Add one or more Principal Names to the text box, one per line. The principals
must be valid in your security realm.

5. Click Create.

Configuring Character Set Parameters

Y ou can define codeset behavior for non-unicode operations by configuring Character
Set Parameters. Y ou can al so specify a mapping of Java character setsto IANA
character sets. For more information, see Determining the Encoding of an HTTP
Request at

http://e-docs. bea. com w s/ docs61/ webapp/ conponent s. ht ml #encodi ng-
ht t p, and Mapping IANA Character Sets to Java Character Sets at

http://e-docs. bea. com w s/ docs61/ webapp/ conponent s. ht m #map-i ana.

1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

b. Select Configure a new WebA ppExtDescriptor

c. Intheright pane, enter a description of the Web Application in the Description
field (optional).
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d. Enter the version of WebL ogic Server that your application is running on
(optional).

e. Click Create.
f. Expand the WebApp Ext node in the | eft panel.

2. Right click on the WebApp Ext node in the left panel and select Configure a new
Charset Params.

3. Create Input Charset Descriptors
a. Expand the Charset Params node.

b. Right click on the Input Charset Descriptors node and select Configure a new
InputCharsetDescriptor.

c. Enter the path that appliesto this Charset Descriptor in the Resource Path field.
d. Enter avalid Java character set namein the Java Charset Name field.
e. Click Create
4. Create a Character Set Mapping
a. Expand the Charset Params node.

b. Right click on the Charset Mappings node and select Configure a new
CharsetMapping.

c. Enter avalid IANA character set name in the IANA Charset Name field.
d. Enter avalid Java character set name in the Java Charset Name field.

e. Click Create

Configuring a Reference Descriptor

The Reference Descriptor maps the INDI name of a server resource to aname used in
the Web application. The Resource Description panel maps a resource, for example,
a DataSource, to its INDI name. The Ejb Reference panel maps an EJB to its INDI
name.

1. If it does not exist in the left pane, create the WebApp Ext node:
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e.

f.

Right click on the top level node in the left pane. (The node is labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In theright pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the left panel.

2. Right click on the WebApp Ext node in the left panel and select Configure a new
Reference Descriptor.

3. Create Resource Descriptions. You can create one or more Resource
Descriptions.

a

Expand the Resource Descriptor node.

b. Right click on the Resource Descriptions node and select Configure a new

e.

ResourceDescription.
Enter the name of an abject from the INDI tree in the Jndi Name field.

Select aResource Reference from the Resource Reference drop-down list. The
Resource Reference should be already configured under the Resource Refstab.

Click Create

4. Create an EJB Reference Description

a

Expand the Resource Descriptor node.

b. Right click on the Ejb Reference Descriptions node and select Configure anew

EjbReferenceDescription.
Enter the name of an abject from the INDI tree in the Jndi Name field.

Select an EJB Reference from the Ejb Reference drop-down list. The EJB
Reference should be already configured under the Ejb refs tab.

Click Create
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Configuring a Container Descriptor

Enable Check Auth on Forward when you want to require authentication of forwarded
requests from a servlet or JSP.

1

If it does not exist in the left pane, create the WebApp Ext node:

a

e.

f.

Right click on the top level node in the |eft pane. (The node is labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In theright pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the | eft panel.

Right click on the WebA pp Ext node and select Configure a new Container
Descriptor.

To enable authentication of forwarded requests, check the Check Auth on
Forward Enabled box.

To configure redirect behavior, check the redirect-with-absoute-url box.

Click Create.
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Web App Descriptor

Attribute

Description

Range of Values

Default Value

Description

A text description of the
servlet.

String

none

Display Name

This element is not used
by WebL ogic Server.

String

none

Large Icon File Name

Specifiesthelocationfor a
large (32x32pixe) . gi f
or . j pg image used to
represent the Web
applicationin aGUI tooal.
Currently, thiselement is
not used by WebL ogic
Server.

String

none

Small Icon File Name

Specifiesthelocationfor a
small (16x16 pixel). gi f
or . j pg image used to
represent the Web
application in aGUI tool.
Currently, thisis not used
by WebL ogic Server.

String

none

Distributable

Thiselement is not used
by WebL ogic Server.

Empty

none

Filters
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Attribute Description Range of Values Default Value
Filter Name The name for thisfilter String MyFilter
Description A text description of the  String none
servlet.
Display Name Thiselementisnotused  String none
by WebL ogic Server.
Small Icon File Name Thiselementisnotused  String none
by WebL ogic Server.
Large Icon File Name Thiselementisnotused  String none
by WebL ogic Server.
Filter Class Thefully-quaified class  Class name none

name of thefilter.
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Filter Mappings

Attribute Description Range of Values Default Value

Filter The name of thefilterto  String none
which you are mapping a
URL pattern. This name
corresponds to the name
you assigned afilterina
<filter-nane>
element.

Url Pattern Describesapatternused  String none
to resolve URLS. The
portion of the URL after
the
http://host: port +
WebAppNane is
compared to the
<url-pattern> by
WebL ogic Server. If the
patterns match, the filter
mapped in this element
will be called.

Example patterns:
/ soda/ gr ape/ *
/ fool *
/contents

* foo

The URL must follow the
rules specified in Section
10 of the Servlet 2.2
Specification.
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Attribute Description Range of Values Default Value
Servlet The name of a serviet A valid servlet name none

which, if caled, causes defined in this

thisfilter to execute. deployment descriptor.

Listeners

Attribute Description Range of Values Default Value
Listener Class Name Name of the class that Class name none
responds to a Web

Application event.
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Servlets

Attribute Description Range of Values Default Value
Description A text description of the  String None
serviet.
Display Name Thiselementisnotused  String None
by WebL ogic Server.
Small Icon File Name Thiselementisnotused  String None
by WebL ogic Server.
Large Icon File Name Thiselementisnotused  String None
by WebL ogic Server.
Servlet Name Defines the canonical String MyServlet
name of the servlet, used
to reference the servlet
definition elsewhereinthe
deployment descriptor.
Servlet Class Thefully-qualified class ~ Class name None

name of the servlet.

Y ou may use only one of
either the

<servl et -cl ass>tags
or<jsp-fil e>tagsin
your servlet body.
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Servlets

Attribute Description Range of Values Default Value
Jsp File Thefull pathto aJSPfile  String None
within the Web

application, relativeto the
Web application root
directory.

Y ou may use only one of
either the

<servl et - cl ass>tags
or<jsp-file>tagsin
your servlet body.

Load On Startup WebL ogic Server Positive Integer 0
|n|t|allzesth|s§ervlet If no valueis specified, or
when WebLogic Server it the value specified is
starts up. The optional not a positive integer,

contents of this element WebL ogic Server can
must be apositiveinteger  |gad the serviet in any
indicating the order in order in the startup

which the servlet should  gequence,
beloaded. Lower integers
are loaded before higher

integers.
Parameters
Attribute Description Range of Values Default Value
Description Text description of the MyError Page
initialization parameter.
Param Name Definesthe name of this ~ String None

initialization parameter.
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Attribute Description Range of Values Default Value
Param Value DefinesaStri ng value  String None

for thisinitialization

parameter.

Security Role Refs

Attribute Description Range of Values Default Value

Description Text description of the String MyError Page
role.

Role Name Defines the name of the String None

security role or principal
that is used in the servlet

code.
Role Link Defines the name of the String - asecurity rolethat  None
security role. isdefinedina

<security-role>
element later in the
deployment descriptor.
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Servlet Mappings

Attribute Description Range of Values Default Value

Servlet Thenameof theservletto A declared servlet. none
which you are mapping a
URL pattern. This name
corresponds to the name
youassigned aservietina
<ser vl et > declaration

tag.

URL Pattern Describesapatternused  String MyServlet Mapping
to resolve URLS. The
portion of the URL after
the
http://host: port +
WebAppNane is
compared to the
<url -pattern> by
WebL ogic Server. If the
patterns match, the servlet
mapped in this element
will be called.

Example patterns:
/ soda/ gr ape/ *
/fool*
/contents

*. foo

The URL must follow the
rules specified in Section
10 of the Servlet 2.2
Specification.
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Mime Mappings

Attribute Description Range of Values Default Value
Mime Type A string describing the String MyMime Mapping
defined mime type, for
example: t ext / pl ai n.
Extension A string describing an String None
extension, for example:
txt.
Session Config
Attribute Description Range of Values Default Value
Session Timeout The number of minutes Maximum value: -2

after which sessionsin
this Web Application
expire. Thevaluesetin
this element overridesthe
vaue set in the

Ti meout Secs
parameter of the Session
Descriptor in the

WebL ogic-specific
deployment descriptor
webl ogi c. xm , unless
one of the special values
listed hereis entered.

Integer. MAX_VALUE +
60

Special values:

m -2=Usethevalueset
by Ti meout Secs in
Session Descriptor

m  -1=Sessionsdo not
timeout. Thevalue set
in Session Descriptor
isignored.
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Welcome Files

Attribute

Description Range of Values

Default Value

Welcome File

Filenametouseasa String
default welcomefile, such
asindex.html. Y ou may

specify one or more

welcome files.

None

Error Pages

Attribute

Description Range of Values

Default Value

Error Code

A validHTTPerror code, String
for example 404.

MyError Page

Exception Type

A fully-qualified class String
name of a Java exception

type, for example

java. | ang.

None

Location

The location of the String
resource to display in

response to the error.

Must include aleading / .

For example

/I myErrorPg. htm .

None
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Tag Libs

Attribute Description Range of Values Default Value

URI Describesa URI, relative  String MyTag Lib
to the location of the
web.xml document,
identifying a Tag Library
used in the Web
application.
If the URI matches the
URI string used in the
taglib directive on the JSP
page, thistaglib is used.

Location Givesthefilenameof the  String None
tag library descriptor
relative to the root of the
Web application. Itisa
good ideato store the tag
library descriptor file
under the WEB- | NF
directory soitisnot
publicly available over an
HTTP request.

Resource Env Refs

Theresource-env-ref element contains adeclaration of an component'sreferenceto an
administered object associated with a resource in the component's environment.
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Resource Env Refs

Attribute Description Range of Values Default Value
Description A text description. String none
Ref Name The name of aresource String MyResource Env Ref
environment reference; its
vaueis the environment
entry name used in code.
Ref Type The type of aresource String none

environment reference.
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Resource Refs

Attribute Description Range of Values Default Value
Description A text description. String none
Ref Name The name of theresource  String MyResource Ref
used in the INDI tree.
Servletsin the Web
application use this name
to look up areference to
the resource.
Ref Type The Javatype of the Javatype none
resource that corresponds
tothereferencename. Use
the full package name of
the Javatype.
Auth Used to control the APPLI CATI ON:  The none
resource sign on for application component
security. code performs resource
signon programmatically.
CONTAI NER: WebLogic
Server uses the security
context established with
login config element.
Sharing Scope Specifies whether Shar abl e Shar abl e

connections obtained
through the given
resource manager
connection factory
reference can be shared.

Unshar abl e
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Security Constraints

Attribute Description Range of Values Default Value

Display Name Name of this constraint. String MySecurity Constraint

Auth Constraint

Defines which groups or principals have access to the collection of web resources
defined in this security constraint.

Attribute Description Range of Values Default Value

Description A text description of this  String none
security constraint.

Role Name Defines which security A defined security role. none
roles can access resources
defined in this
security-constraint.
Security role names are
mapped to principals
using theRol e Nane.

User Data Constraint

Defines how the client should communicate with the server.
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Attribute Description Range of Values Default Value
Description A text description. String none
Transport Guarantee Specifies that the = NONE—theapplication none
communication between does not require any
client and server. transport guarantees.
WebL ogic Server m | NTEGRAL—the
establishes a Secure application requires
Sockets Layer (SSL) that the data be sent
connection when the user between theclient and
is authenticated using the server in such away
| NTEGRAL or that it cannot be
CONFI DENTI AL changed in transit.
consiraint.s = CONFI DENTI AL—the
application requires
that the data be

transmitted in a
fashion that prevents
other entities from
observing the
contents of the
transmission.

Web Resource Collection

Defines the components of the Web application to which this security constraint is

applied.
Attribute Description Range of Values Default Value
Web Resource The name of thisWeb String none
Name resource collection.
Description A text description of this  String none

security constraint.
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URL Pattern Use one or more of the String none
URL Pattern elementsto
declareto which URL
patterns this security
constraint applies. If you
do not use at least one of
these elements, this web
resource collection is
ignored by WebL ogic
Server.

HTTP Method Use one or more of the GET none
HTTP Method elements POST
to declare which HTTP
methods (GET | POST
| . ..) aresubject tothe
authorization constraint.
If you omitthe HTTP
Method element, the
default behavior isto

apply the security
constrainttoall HTTP
methods.
LoginConfig
Attribute Description Range of Values Default Value
Auth Method Specifiesthemethodused BASI C- uses browser BASIC
to authenticate the user. authentication
Possible values: FORM- usesauser-written
BASI C - uses browser HTML form
authentication CL| ENT- CERT
FORM- usesauser-written
HTML form
CLI ENT- CERT
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Realm Name The name of theream String None
that is referenced to
authenticate the user
credentids. If omitted, the
WebLogic realm is used
by default. For more
information, see
Specifying a Security
Realm at
http://e-docs.bea.com/wls
/docs61/adminguide/cnfg
sec.html#cnfgsec004.

Login Page The URI of aWeb String None
resource relative to the
document root, used to
authenticatetheuser. This
can bean HTML page,
JSP, or HTTP servlet, and
must return an HTML
page containing a FORM
that conformsto aspecific
naming convention.

Error Page The URI of aWeb String None
resource relative to the
document root, sent to the
user inresponseto afailed
authentication login.
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Security Roles

Security Roles

Attribute Description Range of Values Default Value
Description A text description of this ~ String none

security role.
Role Name Therolename. Thename  String system

you use here must have a
corresponding entry inthe
WebL ogic-specific
deployment descriptor,
webl ogi c. xm , which
mapsrolesto principalsin
the security realm.
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Env Entries

Attribute Description Range of Values Default Value
Description A textual description. String none
Env Entry Name The name of the String MyEnvironment Entry
environment entry.
Env Entry Value The value of the String none
environment entry.
Env Entry Type The name of the String none

environment entry.
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Ejb refs

Attribute

Description

Range of Values

Default Value

Description

A text description of the
reference.

String

none

EJBRef Name

The name of the EJB used
in the Web application.
This name is mapped to
the INDI treein the
WebL ogic-specific
deployment descriptor
webl ogi c. xmi .

String

MyEJB Ref

EJBRef Type

The expected Java class
type of the referenced
EJB.

String

none

Home Interface Name

Thefully qualified class
name of the EJB home
interface.

String

none

Remote Interface Name

Thefully qualified class
name of the EJB remote
interface.

String

none

EJBLink Name

The<ej b- nane> of an
EJB in an encompassing
J2EE application package.

String

none

Run As

A security role whose
security context isapplied
to the referenced EJB.

A security role defined in
this web application.

none

Security Role Assignment
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Attribute Description Range of Values Default Value
Role Name Specifies the name of a A valid security role. none

security role.
Principal Name Specifies the name of a A principal definedinthe none

principal that isdefined in
the security realm. Y ou
can use multiple
<princi pal - name>
elementsto map
principalsto arole. For
more information on
security realms, seethe
Programming
WebLogic Security at
http://e-docs.bea.com/
wls/docs61/security/in
dex.html.

security realm.

Reference Descriptor

Resource Descriptions

Attribute Description Range of Values Default Value
Res Ref Name Specifies the name of a String none

resource reference.
Jndi Name SpecifiesaJNDI namefor  Javacharacter set name none

the resource.
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Session Descriptor

EJB Reference Description

Attribute Description Range of Values Default Value
Ejb Ref Name Specifiesthenameof an  String none
EJB reference used in
your Web application.
Jndi Name SpecifiesaJNDI namefor  Javacharacter set name none
the reference.
Parameter Name Default Value Parameter Value
URL RewritingEnabled true Enables URL rewriting, which encodes the session ID

into the URL and provides session tracking if cookies
are disabled in the browser.

IDLength

52 Sets the size of the session ID.

The minimum valueis 8 bytes and the maximum value
isl nt eger. MAX_VALUE.

If you are writing a WAP application, you must use
URL rewriting because the WAP protocol does not
support cookies. Also, some WAP devices have a
128-character limit on URL length (including
parameters), which limits the amount of data that can
be transmitted using URL re-writing. To allow more
space for parameters, use this parameter to limit the
size of the session ID that is randomly generated by

WebL ogic Server
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Parameter Name

Default Value

Parameter Value

CookieComment

Weblogic Server
Session
Tracking Cookie

Specifies the comment that identifies the session
tracking cookie in the cookiefile.

If unset, this parameter defaultsto WebLogi ¢
Sessi on Tracki ng Cooki e.Youmay providea
more specific name for your application.

CookieDomain

Null

| dentifies the server to which the browser sends cookie
information when the browser makes a request. For
example, setting the CookieDomain to

. nydonai n. comreturns cookiesto any server inthe
*. mydonmai n. comdomain.

The domain name must have at |east two components;
setting anameto *. comor *. net isinvalid.

If unset, thisparameter defaultsto the server that issued
the cookie.

CookieMaxAgeSecs

Setsthelife span of the session cookie, in seconds, after
which it expires on the client.

If the value is O, the cookie expiresimmediately.

The maximum valueis MAX_VALUE, where the
cookie lasts forever.

If set to - 1, the cookie expires when the user exitsthe
browser.

CookieName

JSESSI ONI D

Defines the session cookie name. Defaults to
JSESSI ONI Dif unset. You may set thisto amore
specific name for your application.

CookiePath

Null

Specifies the pathname to which the browser sends
cookies.

If unset, this parameter defaultsto/ (slash), wherethe
browser sends cookiesto all URLSs served by

WebL ogic Server. You may set the path to a narrower
mapping, to limit the request URL s to which the
browser sends cookies.
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Parameter Name

Default Value

Parameter Value

Invalidationl nterval Secs

60

Sets the time, in seconds, that WebL ogic Server waits
between doing house-cleaning checks for timed-out
and invalid sessions, and deleting the old sessions and
freeing up memory. Use this parameter to tune

WebL ogic Server for best performance on high traffic
sites.

Theminimum valueisevery second (1). The maximum
valueis once aweek (604,800 seconds). If unset, the
parameter defaults to 60 seconds.

JDBConnectionTimeoutSecs

120

Sets the time, in seconds, that WebL ogic Server waits
before timing out a JDBC connection, where x isthe
number of seconds between.

PersistenceStoreDir

sessi on_db

If you have set Per si st ent St or eType tofil e,
this parameter setsthe directory path where WebL ogic
Server will store the sessions. The directory pathis
either relativeto thetemp directory or an absolute path.
The temp directory is either a generated directory
under the WEB- | NF directory of the Web application,
or adirectory specified by the context-param
javax.servlet.context.tnpdir.

Ensure that you have enough disk space to store the
number of valid sessions multiplied by the size of each
session. You can find the size of a session by looking
at thefiles created in the Per si st enceStoreDir.

Y ou can make file-persistent sessions clusterable by
making this directory a shared directory among
different servers.

Y ou must create this directory manually.

PersistenceStorePool

None

Specifies the name of a JDBC connection pool to be
used for persistence storage.
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Parameter Name

Default Value

Parameter Value

PersistentStoreType

menory

Setsthe persistent store method to one of thefollowing
options:
m  nenor y—disables persistent session storage

m fil e—usesfile-based persistence (See also
Per si st enceSt or eDi r, above)

m | dbc—usesadatabaseto store persistent sessions.
(seedso Per si st enceSt or ePool , above)

m replicat ed—sameasnenory, but sessiondata
isreplicated across the clustered servers

m cookie—all session datais stored in acookiein the
user’s browser

CookiesEnabled

True

Use of session cookiesis enabled by default and is
recommended, but you can disable them by setting this
property to f al se. You might turn this option off to
test using URL rewriting.

TrackingEnabled

True

When set to true, session tracking is enabled.

TimeoutSecs

3600

Sets the time, in seconds, that WebL ogic Server waits
before timing out a session, where x is the number of
seconds between a session's activity.

Minimum valueis 1, default is 3600, and maximum
valueisi nt eger MAX_VALUE.

On busy sites, you can tune your application by
adjusting the timeout of sessions. While you want to
give abrowser client every opportunity to finish a
session, you do not want to tie up the server needlessly
if the user has |eft the site or otherwise abandoned the
session.

This parameter can be overridden by the

sessi on-ti meout element (defined in minutes) in
web. xn . For more information, see Sessi on

Ti neout .

ConsoleMainAttribute

If you enable Session Monitoring in the WebL ogic
Server Administration Console, set this parameter to
the name of the session parameter you will use to
identify each session that is monitored.
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Parameter Name

Default Value Parameter Value

PersistentStoreCookieName W.COXI E Sets the name of the cookie used for cookie-based
persistence.
Parameter Name Default Value  Parameter Value
Compile Command j avac, or the Specifiesthe full pathname of the standard Java compiler used to
Java compiler compile the generated JSP servlets.
defined for a

server under the
configuration

For faster performance, specify adifferent compiler, such as
IBM's Jikes or Symantec's sj .

/tuning tab of the
WebL ogic
Server
Administration
Console

Compiler Class None Name of aJava compiler that is executed in WebL ogic Servers's
virtual machine. (Used in place of an executable compiler such as
javacorsj.)

Compile Flags None Passes one or more command-line flags to the compiler. Enclose
multiple flags in quotes, separated by a space. For example:
java webl ogi c.j spc

-conpileFlags "-g -v" nyFile.jsp
Working Dir internally The name of a directory where WebL ogic Server savesthe
gener at ed generated Java and compiled class files for a JSP.
directory

BEA WebL ogic Server Administration Console OnlineHelp  82-34



82 web Application Deployment Descriptor Editor Help

Parameter Name

Default Value

Parameter Value

Verbose

true

When settot r ue, debugging information is printed out to the
browser, the command prompt, and WebL ogic Server log file.

keepgenerated

fal se

Saves the Java files that are generated as an intermediary step in
the JSP compilation process. Unlessthisparameter issettot r ue,
the intermediate Javafiles are deleted after they are compiled.

Page Check Seconds

Setstheinterval, in seconds, at which WebL ogic Server checksto
see if JSP files have changed and need recompiling.
Dependencies are also checked and recursively reloaded if
changed.

If set to 0, pages are checked on every request. If setto - 1, page
checking and recompiling is disabled.

Encoding

Default encoding
of your platform

Specifies the default character set used in the JSP page. Use
standard Java character set names (see

http://java.sun.com/j 2se/1.3/docs/gui de/intl/encoding.doc.htm).
If unset, this parameter defaultsto the encoding for your platform.
A JSP page directive (included in the JSP code) overrides this
setting. For example:

<%@ page content Type="text/htm ;
char set =cust om encodi ng” %

Package Prefix

j sp_servl et

Specifies the package into which all JSP pages are compiled.

No Try Blocks

fal se

If a JSP file has numerous or deeply nested custom JSP tags and
youreceiveaj ava. | ang. Veri f yErr or exception when
compiling, use this flag to alow the JSPs to compile correctly.

Precompile

fal se

When set to true WebL ogic Server automatically compiles all
JSPs on startup.

Compiler Supports
Encoding

Fal se

Specifies the encoding used by the WebL ogic JSP compiler to
create the intermediatej ava file.

When set to true, the ISP compiler uses the encoding specified
withthecont ent Type attribute contained inthepage directive
on the JSP page, or, if acont ent Type isnot specified, the
encoding defined with theencodi ng parameter in the
jSp-descriptor.

When set to fal se, the JSP compiler uses the default encoding for
the VM when creating the intermediate .j ava file.
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Container Descriptor

Container Descriptor

Attribute Description Range of Values Default Value
Check Auth on Forward ~ When enabled, requires  Checked, Unchecked Unchecked
Enabled authentication of

forwarded requestsfrom

aservlet or JSP.
redirect-with-absoute-url ~ Controls whether the boolean true

javax.servlet.http
. Ht t pServl et Respon
se. SendRedi rect ()
method redirects using a
relative or absolute URL.
Setthiselementtof al se
if you are using a proxy
HTTP server and do not
want the URL converted
to anon-relative link.

The default behavior is
to convert the URL toa
non-relative link.
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Charset Params

Input Charset Descriptors

Attribute

Description Range of Values

Default Value

Resource Path

A path which, if included  String
in the URL of arequest,

signals WebL ogic Server

to use the Java character

set specified by the Java

Charset Name field.

none

Java Charset Name

Specifies the Java Java character set name
characters set to use.

none

Character Set Mapping

Attribute

Description Range of Values

Default Value

IANA Charset Name

Specifies the IANA IANA character set name
character set namethat is

to be mapped to the Java

character set specified by

the Java Charset Name

field.

none

Java Charset Name

Specifies the Java Java character set name
characters set to use.

none
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Configuring a WebLogic Web Service

The Web Service information in the Deployment Descriptor Editor is provided for
monitoring purposes only; changing any of the values might result in the deployed

Web Service not functioning correctly.

Web Services

RPC Services

Attribute

Description Range of Values

Default Value

JNDI Name

JINDI nameof thestateless  String.
session EJB that

comprises the RPC-style

Web service.

None.

Home Interface

TheHomeinterfaceof the  String.
stateless session EJB.

None.

Remote Interface

The Remoteinterfaceof  String.
the statel ess session EJB.

None.

URI

URI used by client String.
applicationsto invoke the
Web service.

None.
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Message Services

Attribute

Description

Range of Values

Default Value

Service Name

Name of the SOAP
Servlet that handles
SOAP messages between
WebL ogic Server and
client applications.

String.

Null.

Destination

JINDI name of the IMS
topic or queue which
receives or sends data
between WebL ogic
Server and the client
application.

String.

None.

Destination Type

Thetype of IMS
destination: topic or
queue.

Topi ¢ or Queue.

None.

Action

Specifies whether the
client application that
invokesthis
message-style Web
service sends or receives
datatothe IMS
destination.

Specify send if theclient
sends data to the IMS

destinationandr ecei ve
if the client receives data

from the IM S destination.

Send or Recei ve.

None.

Connection Factory

JINDI name of the
ConnectionFactory used
to create a connection to
the IMS destination.

String.

None.
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Web Services

Attribute Description Range of Values Default Value

URI URI used by clientsto String. None.
invoke the Web service.
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83 Shutdown Class

These procedures describe how to use the Administration Console to set the attributes
for configuring and managing shutdown classes. For more information, see Starting
and Stopping WebL ogic Serversin the Administration Guide.

Configure a Shutdown Class

1. Click the Startup & Shutdown node. The Startup & Shutdown table displaysinthe
right pane showing all the shutdown classes defined in your domain.

2. Click the Configure a New Shutdown Classtext link. A dialog displaysin the
right pane showing the tabs associated with configuring a new shutdown class.

3. Enter valuesin the Name, Class Name, Deployment Order, and Arguments
attribute fields.

In the Arguments field, separate multiple arguments with a comma. For
example:
first=MFirstNane, | ast =MyLast Nane

4. Click Createto create a shutdown-class instance with the name you specified in
the Name field. The new instance is added under the Startup & Shutdown nodein
the | eft pane.
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Clone a Shutdown Class

Clone a Shutdown Class

1. Click the Startup & Shutdown node. The Startup & Shutdown table displaysin the
right pane showing all the shutdown classes defined in your domain.

2. Click the Cloneicon in the row of the shutdown class you want to clone. A
dialog displays in the right pane showing the tabs associated with cloning a
shutdown class.

3. Enter valuesin the Name, Class Name, and Arguments attribute fields.

4. Click Createto create a shutdown-class instance with the name you specified in
the Name field. The new instance is added under the Startup & Shutdown nodein
the | eft pane.

Delete a Shutdown Class

1. Click the Startup & Shutdown node. The Startup & Shutdown table displaysin the
right pane showing all the shutdown classes defined in your domain.

2. Click the Deleteicon in the row of the shutdown class you want to delete. A
dialog displays in the right pane asking you to confirm your deletion request.

3. Click the Yes button to delete the shutdown class. The shutdown-class icon under
the Startup & Shutdown node is del eted.

Assign a Shutdown Class

1. Clicktheinstance nodeintheleft paneunder Startup & Shutdown for the shutdown
class you want to assign. A dialog displays in the right pane showing the tabs
associated with this instance.

2. Click the Targets tab.
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3. Complete the following steps for the Servers and Clusters tabs:

a. Select one or more targets in the Available column that you want to assign to
the shutdown class.

b. Click the mover control to move the targets you sel ected to the Chosen column.

c. Click Apply to save your assignments.

Configuration
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Configuration

General

Attribute

Description

Range of Values

Default Value

Name

This attribute returns the
name of the shut down
class.

Fully qualified class
name

Null

Class Name

This attribute returns the
class name.

Null

Arguments

This attribute sets the
arguments for the
shutdown class.

Separate multiple
arguments with acomma.
For example:
first=MFirstNane,
| ast =MyLast Nane

Null

Deployment Order

Order inwhichtheclassis
to be implemented.
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83 shutdown Class

Targets
Servers
Attribute Description Range of Values Default Value
Target Servers This attribute sets the [Lwebl ogic.management.
server targetsfor this configuration. TargetMBe
deployment an;@6b7920
Clusters
Attribute Description Range of Values Default Value
Target Clusters This attribute sets the [Lwebl ogic.management.
cluster targets for this configuration.TargetMBe
deployment an; @6b7920
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Configuration

Notes
Attribute Description Range of Values Default Value
Notes This attribute providesa ~ The value must be an Null
space for optional alphanumeric string.
user-supplied
information.

For more information, see Starting and Stopping WebL ogic Serversin the
Administration Guide
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84 SNMP Trap Runtime

Thisalowsyou to sort by the following attributes:
m Name

m Host

m  Port

= Community
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85 SNMP Runtime

This allows you to sort by the following attributes:
m Enabled

m SNMP Port

m  MIB Data Refresh Interval

m  Server Status Check Interval Factor

m  Community Prefix

m Debug Level
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Configuration

806 SNMP Attribute
Change

Configuration

General

Attribute Description Range of Values Default Value

Name Thisattribute allowsyou  String Null
to set the name for the
attribute change filter

Attribute MBean Type Thisattribute setsthetype MBean type Null
of the configuration
MBean containing the
attribute you wish to
monitor for changes.

Attribute MBean Name This attribute sets the MBean name Null

name of the configuration
MBean containing the
attribute you wish to
monitor for changes.
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86 S\NMP Attribute Change

Attribute Description Range of Values Default Value

Attribute Name This attribute sets the
name of the attribute you
wish to monitor for
changes.
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37 SNMP Attribute
Change Runtime

This allows you to sort by the following attributes:
= Name

m Attribute MBean Type

m  Attribute MBean Name

m Attribute Name
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Configuration

88 SNMP Counter Monitor

Configuration
General
Attribute Description Range of Values Default Value
Name Thisattribute allowsthe  String Null
user to set the name for
this monitor.
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88 sSNMP Counter Monitor

Attribute

Description Range of Values

Default Value

Offset

Specifiesan integer value  Integer
to be added to the

threshold if the threshold

is crossed.

For example, if you set
Threshold to 1000 and
Offset to 2000, when the
observed attribute
exceeds 1000, the Counter
Monitor sends a
notification and increases
the threshold to 3000.
When the observed
attribute exceeds 3000,
the Counter Monitor
sends a notification and
increases the threshold
again to 5000.
Thethreshold can
increase up to amaximum
specified by the Modulus
attribute.

0

Threshold

Specifies avalue that Integer
triggers the Counter
Monitor to generate atrap.

The Counter Monitor
generatesatrap each time
it polls the value and
determines that the value
has transitioned from
below the threshold to at
or above the threshold.
Whilethevaueremainsat
or abovethethreshold, the
Counter Monitor does not
generate additional traps.
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Configuration

Attribute

Description

Range of Values

Default Value

Modulus

Specifies the maximum
value for the threshold.

Y ou can specify an offset
that causes the threshold
to increase. When the
threshold reaches the
value specified by the
Modulus, the threshold is
returned to its original
value before any offsets
were applied.

For example, if the
original threshold is set to
1000 and the modulusis
set to 5000, when the
threshold exceeds 5000,
the monitor sends a
notification and resets the
threshold to 1000.

If you specify 0O, the
Counter Monitor does not
use the modulus and the

threshold value can grow
indefinitely.

Integer

Monitored MBean Type

Thisattribute setsthetype
for the MBean that
includes the attribute that
you want to monitor.

String

Null

Monitored MBean
Name

This attribute sets the
name for the MBean that
includes the attribute that
you want to monitor.

String

Null

Monitored Attribute
Name

This attribute sets the
name of the attribute that
you want to monitor.

String

Null;
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88 sSNMP Counter Monitor

Attribute Description Range of Values Default Value

Polling Interval This attribute sets the Integer, in seconds 0
frequency that theagent is
to check the attribute
value, in seconds.
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89 SNMP Counter Monitor
Runtime

This allows you to sort by the following attributes:
= Name

m Offset

m Threshold

m  Modulus

m  Monitored MBean Type

m  Monitored MBean Name

m  Monitored Attribute Name

m Polling Interval

m  Enabled Servers
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Configuration

O0 SNMP Gauge Monitor

Configuration

General
Attribute Description Range of Values Default Value
Name Thisattribute allowsthe  String Null
user to set the name for
this monitor.
Monitored MBean Type Thisattributesetsthetype ~ String Null
for the MBean that
includes the attribute that
you want to monitor.
Monitored MBean This attribute sets the String Null
Name name for the MBean that
includes the attribute that
you want to monitor.
Monitored Attribute This attribute sets th String Null;

Name

ename ofthe attribute that
you want to monitor.
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90 suwp Gauge Monitor

Attribute

Description

Range of Values

Default Value

Polling Interval

This attribute sets the
frequency that theagent is
to check the attribute
value, in seconds.

Integer, in seconds

0

Threshold High

This attribute sets the
threshold at which atrap
will be generated Thetrap
will be generated if the
attribute value is equal to
or greater than the value
entered here..

Integer, in seconds

Threshold Low

This attribute sets the
threshold at which atrap
will begenerated Thetrap
will be generated if the
attribute value is equal to
or lessthan the value
entered here.

Integer, in seconds
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Configuration

Servers
Attribute Description Range of Values Default Value
Enabled Servers Thisattribute allowsthe  List Null

user to select from the list
of available servers those
on which you wnat this
monitor to check the
specified attribute.
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O1 SNMP Gauge Monitor
Runtime

This allows you to sort by the following Attributes:
m  Monitored MBean Type

m  Monitored MBean Name

m  Monitored Attribute Name

m Polling Interval

m  Threshold High

m  Threshold Low

m  Enabled Servers
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Configuration

02 SNMP JMX Monitor

Configuration

General
Attribute Description Range of Values Default Value
Name Thisattribute allowsthe  String Null
user to set the name for
this monitor.
Monitored MBean Type Thisattributesetsthetype ~ String Null
for the MBean that
includes the attribute that
you want to monitor.
Monitored MBean This attribute sets the String Null
Name name for the MBean that
includes the attribute that
you want to monitor.
Monitored Attribute This attribute sets th String Null;

Name

ename ofthe attribute that
you want to monitor.
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92 SNMP JMX Monitor

Attribute

Description

Range of Values

Default Value

Polling Interval

This attribute sets the
frequency that theagent is
to check the attribute
value, in seconds.

Integer, in seconds

0

Threshold High

This attribute sets the
threshold at which atrap
will be generated Thetrap
will be generated if the
attribute value is equal to
or greater than the value
entered here..

Integer, in seconds

Threshold Low

This attribute sets the
threshold at which atrap
will begenerated Thetrap
will be generated if the
attribute value is equal to
or lessthan the value
entered here.

Integer, in seconds
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Configuration

Servers
Attribute Description Range of Values Default Value
Enabled Servers Thisattribute allowsthe  List Null

user to select from the list
of available servers those
on which you wnat this
monitor to check the
specified attribute.
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Configuration

O3 SNMP Log Filters

Configuration

General
Attribute Description Range of Values Default Value
Name Thisattribute allowsthe  String MyLog Filter
user to set the name of the
log filter
Severity Level This attribute allows the Error
user to set the severity
level at which atrap will
be generated.
Subsystem Names Thisattribute allowsthe  String Null
user to set the subsystem
name to be monitored.
User IDs Thisattribute allowsthe  String Null

user to set the User ID to
be notified when atrap is
generated.
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O3 S\MP Log Filters

Attribute Description Range of Values Default Value

Message IDs This attribute allows the Null
user to setamessage ID to
be searched for in the

message.

Message Substring This attribute sets the String Null
srting to be searched forin
the message text.
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O4 SNMP Log Filters
Runtime

This allows you to sort by the following attributes:
m  Severity Level

m  Subsystem Names

m Userlds

m Messagelds

m  Message Substring
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Configuration

O5 SNMP Proxies

Configuration

General
Attribute Description Range of Values Default Value
Name Thisattribute allowsthe  String MyProxy
user to set the name of the
proxy
Port This attribute allows the Valid Port 0
user to set the Port number
for communication with
the other SNMP Agent.
Oid Root This attribute allows the Valid OID Root Null

user to set the absolute
OID that designates the
root, ot top node, of the
part of the OID tree being
assigned to the agent.
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O5 SNMP Proxies

Attribute

Description

Range of Values

Default Value

Community

This attribute allows the
user to set the community
name that the other agent
expects in requests from
SNMP managers.

na

Timeout

This attribute allows the
user to set theinterval that
the WebLogic SNMP
proxy agent waits for a
response to requests
forwarded to another
SNMP agent. If this
interval elapses without a
response, the WebL ogic
SNMP agent will send an
error to the requesting
manager.

Integer

5000
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OB SNMP Proxies Runtime

This allows you to sort by the following attributes:
= Name

m  Port

= Oid Root

= Community

m  Timeout
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Configuration

O/ SNMP String Monitor

Configuration

General
Attribute Description Range of Values Default Value
Name Thisattribute allowsthe  String Null
user to set the name for
this monitor.
String to Compare Thisattribute allowsthe ~ String Null
user to set the string to be
compared to the value
being monitored in order
to determineif atrap
should be generated.
Notify Differ Thisattributeisselectedif ~ Checkbox Not Sefected

the user wantsto generate
atrapif the viue of the
attribute is different from
the value entered in the
String to Compare field.
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97 suvpP Sring Monitor

Attribute

Description

Range of Values

Default Value

Notify Match

Thisattributeisselected if
the user wantsto generate
atrap if the viue of the
attribute matches the
valueenteredinthe String
to Comparefield.

Checkbox

Not Selected

Monitored MBean Type

Thisattribute setsthetype
for the MBean that
includes the attribute that
you want to monitor.

String

Null

Monitored MBean
Name

This attribute sets the
name for the MBean that
includes the attribute that
you want to monitor.

String

Null

Monitored Attribute
Name

This attribute sets th
ename ofthe attribute that
you want to monitor.

String

Null;

Polling Interval

This attribute sets the
frequency that theagent is
to check the attribute
value, in seconds.

Integer, in seconds
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Configuration

Servers
Attribute Description Range of Values Default Value
Enabled Servers Thisattribute allowsthe  List Null

user to select from the list
of available servers those
on which you wnat this
monitor to check the
specified attribute.
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O8 SNMP String Monitor
Runtime

This allows you to sort by the following attributes:
= Name

m  String to Compare

m  Notify Differ

m  Notify Match

m  Monitored MBean Type

m  Monitored MBean Name

m  Monitored Attribute Name

m Polling Interval

m  Enabled Servers
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Configuration

Q9 SNMP Trap
Destinations

Configuration

General

Attribute Description Range of Values Default Value

Name Thisis a user-provided String Null
name for this destination

Host Thisisastring that String Null
containseither ahostname
or IP address. Thisisthe
machine of the SNMP
manager that isatarget for
SNMP trap notifications
sent by the WebL ogic
SNMP agent.

Port Thisisthe port that will be 162
used for sending SNMP
trap notifications to the
target SNMP manager.
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99 suwp Trap Destinations

Attribute Description Range of Values Default Value

Community Thisisthe SNMP trap
community name. This
functionsasapassword
for sending trap
notifications to the target
SNMP manager.
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Monitor SNMP Attributes

100sNMmP

Monitor SNMP Attributes

Configuration

General
Attribute Description Range of Values Default Value
Enabled The SNMP Service True = enabled False

providesthe SNMPagent  Fg190 = disabled
functionality and is a part

of the Administration

Server. The agent

monitors all WebLogic

resources for the domain.

The Admnistration Server

must be restarted for

configuration changes to

teke effect.
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100sump

Attribute

Description

Range of Values

Default Value

SNMP Port

Thisisthe port on which
the WebLogic SNMP
agent listensfor incoming
requests from SNMP
managers.

Valid listen port

161

MIB Data Refresh
Interval

The SNMP agent
maintains a cache of all
the attribute values and
responds to manager
requests by obtaining the
attribute value from this
cache. The MIB Data
Refresh Interval isthe
interval, in seconds, at
which the SNMP agent
doesacomplete refresh of
the cache. When it does a
refresh, it doesa GET on
all the WebLogic
attributes represented in
the WebL ogic SNMP
MIB.

Integer, in seconds

120
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Configuration

Attribute

Description

Range of Values

Default Value

Server Status Check
Interval Factor

The SNMP agent
multiplies this number
timesthe MIB Data
Refresh Interva to
determine how frequently
it should check to
determine whether
Managed Serversin the
domain are up or down.
The agent obtains this
value from the MIB
cache. If the Server Status
Check Interva Factorisi,
the WebLogic SNMP
agent checks whether
Managed Servers are up
or down at theinterval
defined in MIB Data
Refresh Interval.

Integer, >0

Obtained from MIB
Cache

Community Prefix

Thisstringisused toform
the SNMP Community
Name which functions as
atextual password for
communication with
SNMP managers. If the
community prefix sent by
the SNMP manager does
not match the value
configured in this
attribute, the SNMP agent
will return an
authenticationFailuretrap
to the requestor.

String

If itisof theform
communi ty_prefi x@
erver _nane, the agent
will return data only for
the specified Managed
Server. If itisof theform
community_prefix@
omai n_nane, the agent
will return data for every
server in the domain. If
the SNMP manager sends
only

communi ty_prefix,
the agent will only
retrieve datafor the
Administration Server.

Null
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100sump

Attribute Description Range of Values Default Value

Debug Level This attribute sets the Integer between 0 and 3 0

level of debugging The higher the value, the
messages sent to the more detailed the
administrator. messages.

m 0 generates no debug
messages

m 1 generatesonly fatal
debug messages

m 2 generatesfatal and
critical debug
messages

m 3 generatesfatal,
critical, and
non-critical debug
messages
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101socket

By default, this pane allows the user to sort the objects by the following criteria:
m  Protocol

® Remote address
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1028[artup Class

102startup Class

These procedures describe how to use the Administration Console to set the attributes
for configuring and managing startup classes. For more information, see Starting and
Stopping WebL ogic Servers in the Administration Guide.

Configure a Startup Class

1. Click the Startup & Shutdown node. The Startup & Shutdown table displaysinthe
right pane showing all the startup classes defined in your domain.

2. Click the Configure a New Startup Classtext link. A dialog displaysin the right
pane showing the tabs associated with configuring a new startup class.

3. Enter valuesin the Name, Class Name, Deployment Order, and Arguments
attribute fields.

In the Arguments field, separate multiple arguments with a comma. For example:
first=MFirstNane, | ast =MyLast Nane

4. Select the checkbox to enable Abort Startup on Failure; deselect the checkbox to
disable thisfeature.

5. Click Create to create a startup-class instance with the name you specified in the
Name field. The new instance is added under the Startup & Shutdown node in the
left pane.
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Clone a Startup Class

Clone a Startup Class

1. Click the Startup & Shutdown node. The Startup & Shutdown table displaysin the
right pane showing all the startup classes defined in your domain.

2. Click the Cloneicon in the row of the startup class you want to clone. A dialog
displays in the right pane showing the tabs associated with cloning a startup class.

3. Enter valuesin the Name, Class Name, Deployment Order, and Arguments
attribute fields.

4. Select the checkbox to enable Abort Startup on Failure; deselect the checkbox to
disable this feature.

5. Click Create to create a startup-class instance with the name you specified in the
Name field. The new instance is added under the Startup & Shutdown nodein the
left pane.

Delete a Startup Class

1. Click the Startup & Shutdown node. The Startup & Shutdown table displaysin the
right pane showing all the startup classes defined in your domain.

2. Click the Delete icon in the row of the startup class you want to delete. A dialog
displaysin the right pane asking you to confirm your del etion request.

3. Click Yesto delete the startup class. The startup-class icon under the Startup &
Shutdown node is deleted.
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1028[artup Class

Assign a Startup Class

1. Click theinstance node in the left pane under Startup & Shutdown for the startup
class you want to assign. A dialog displays in the right pane showing the tabs
associated with this instance.

2. Click the Targets tab.
3. Complete the following steps for the Servers, Groups, and Clusters tabs:

a. Select one or more targets in the Available column that you want to assign to
the startup class.

b. Click themover control to move the targets you sel ected to the Chosen column.

¢. Click Apply to save your assignments.

Configuration
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Configuration

General
Attribu Description Range of Values Default Value
te
Name Thisattributereturnsthe  Fully qualified class ~ Null
name of the startup class. name
Class
Name
Argumen This attribute sets the
ts argumentsfor thisstartup
class.
Separate multiple
argumentswith a
comma. For example:
first=MFirstName
, | ast =MyLast Nane
Abort Thisattribute determines  Boolean Not Selected
Startup theability of theserverto  1rye = selected
on abort the startup inthe False = not selected
Failure event of afailure.
Deploym  Order in which the class
ent Order isto beimplemented.
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Target

Servers
Attribut Description Range of Values Default Value
e
Target This attribute sets the
Servers server targets for this [Lweblogic.management.configuration
deployment. .TargetMBean; @5€3974
Clusters
Attribut Description Range of Values Default Value
e
Target This attribute sets the
Clusters cluster targetsfor this [Lweblogic.management.configuration
deployment. .TargetMBean; @5€3974
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Configuration

Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null
space for user supplied aphanumeric string.
information.

For more information, see Starting and Stopping WebL ogic Serversin the Adminis-
tration Guide
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103sateless EIB Runtime

103stateless EJB
Runtime

Y ou can monitor statel ess session EJBs using the following statistics:

Statistic

Description

Idle Beans Count

Reports the number of idle beansin the free pooal that are
available for use.

Beans In Use Count

Reportsthe number of beans currently in use from the free pool.
Thisinformationisuseful for tracking demand for your EJB. For
example, this can be important when investigating an abnormal
pool missratio.

Thebeans- i n- use number may dlightly exceed the
beans- i n- cache number in certain situations. WebL ogic
Server uses anonymous instances to execute finder and home
methods. These anonymous instances would cause the
beans- i n- use count to go up while not changing the
beans- i n- cache count. However, the difference between
these numbers should be relatively small.

Waiter Total Count

Reports the number of times a thread requested and had to wait
for a bean from the pool.

Timeout Total Count

Reports the total number of transactions that have timed out.
Every EJB request uses valuable server resources such as
threads and bean instances.

A timed out transaction meansthat server resourcesweretied up
in vain, suggesting a problem with the application.
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Statistic

Description

Transactions Committed
Total Count

Reports the number of transactions that committed.

Transactions Rolled Back
Total Count

Reports the number of transactions rolled back.

Use this to calcul ate the transaction rollback ratio, which is the
ratio of transactions that have rolled back to the number of total
transactions involving the EJB:

Transaction Rollback Ratio = (Transaction
Total Rollback Count / Transaction Tot al
Count) * 100

Thisinformation is useful for several reasons. First, it may be
useful for signaling a problem with an application. For example,
an unexpectedly high rollback ratio may be caused by aproblem
with aresource used by the application.

You can also use it to gauge the efficiency of an application. A
high transaction rollback ratio may mean that alot of work is
being done only to eventually be rolled back, whichis
inefficient.

Transactions Timed Out
Total Count

Reports the number of transactions that timed out.

Use this to calcul ate the transaction timeout ratio, whichisthe
ratio of transactions that have timed out to the total number of
transactions involving an EJB:

Transaction Tineout Ratio = (Transaction
Total Tineout Count / Transaction Total
Count) * 100

Timeouts can signal application inefficiency.

Every EJB request uses valuable server resources such as
threads and bean instances. A timed out transaction means that
server resources were tied up in vain. The transaction timeout
ratio isagood indicator of aproblem with an application.
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104stateful EJB Runtime

Y ou can monitor stateful session EJBs using the following statistics:

Statistic

Description

Cached Beans Current
Count

Reportsthetotal number of beansfrom this EJB Home currently
in the EJB cache. Use this information to calculate the current
percentage of the configured cache capacity being used.

Cache Access Count

Reports the total number of attempts to access a bean from the
cache. Thisinformation is useful for giving context to other
counts such as cache hits.

Cache Hit Count

Reports the total number of times an attempt to access a bean
from the cache succeeded. Thisinformation is useful for
determining the effectiveness of the EJB cache.

Activation Count

Reportsthetotal number of beansfrom this EJB Homethat have
been activated.

Passivation Count

Reportsthetotal number of beansfrom this EJB Homethat have
been passivated.

Lock Entries Current
Count

Reports the current number of lock entriesin the lock manager.
This information may be helpful in detecting stale lock entries.

Lock Manager Access
Count

Reportsthe total number of attemptsto obtain alock on abean.
Thisincludes attempts to obtain alock on abean that is already
locked on behalf of the client. Thisinformation is useful for
giving context to the waiter and timeout total counts.

Waiter Total Count

Reports the number of times a thread requested and had to wait
for a bean from the free pool.
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Statistic Description

Timeout Total Count Reports the total number of transactions that have timed out.
Every EJB request uses valuable server resources such as
threads and bean instances.

A timed out transaction meansthat server resourcesweretied up
in vain, suggesting a problem with the application.
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105Target Groups

Create a Target Group

1. Click the Target Groups node. The Target Groups table displays in the right pane
showing all the target groups defined in your domain.

2. Click the Create a New Target Group text link. A dialog displaysin the
right-hand pane showing the tabs associated with configuring a new target group.

3. Enter avaluein the Name attribute field.

4. Click the Create button in the lower right-hand corner to create a target-group
instance with the name you specified in the Name field. The new instanceis
added under the Target Groups node in the | eft pane.

Clone a Target Group

1. Click the Target Groups node. The Target Groups table displays in the right pane
showing all the target groups defined in your domain.

2. Click the Cloneicon in the row of the target group you want to clone. A dialog
displaysin the right pane showing the tabs associated with cloning atarget group.

3. Enter avaluein the Name attribute field.

4. Click the Create button in the lower right-hand corner to create a target-group
instance with the name you specified in the Name field. The new instanceis
added under the Target Groups node in the | eft pane.
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Delete a Target Group

1. Click the Target Groups node. The Target Groups table displaysin the right pane
showing al the target groups defined in your domain.

2. Click the Deleteicon in the row of the target group you want to delete. A dialog
displaysin the right pane asking you to confirm your del etion request.

3. Click the Yes button to delete the target group. The target-group icon under the
Target Groups node is del eted.

Assign a Target Group

1. Click theinstance node in the left pane under Target Groups for the target group
you want to assign. A dialog displaysin the right pane showing the tabs associated
with thisinstance.

2. Click the Members tab.
3. Complete the following steps for the Servers, Groups, and Clusters tabs:

a. Select one or more targets in the Available column that you want to assign to
the target group.

b. Click the mover control to move the targets you sel ected to the Chosen column.

c. Click Apply to save your assignments.
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105Target Groups

Configuration
Attribut Description Range of Values Default Value
e
Name Thisattributereturnsthe . Thenamecanbeupto  Null

name of thetarget groups. 256 al phanumeric
characters, but may not
contain commas or

spaces.
Attribu Description Range of Values Default Value
te
Notes This attribute providesa  The value must be an Null
space for optional alphanumeric string.
user-supplied
information.
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Runtime

By default, this pane allows the user to display transactions sorted by the following
criteria:

= Name

m  Transactions

= Commits

m  Rollbacks

m  Timeout Rollbacks

m  Resource Rollbacks
m  Application Rollbacks
m  System Rollbacks

m Heuristics

m  Average Commit Time

Click the Customize this view text link to change the columns to display or the sort
order.
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10 /Transaction Resource
Runtime

By default, this pane allows the user to sort the objects by the following criteria:
m Name

m  Transactions

m  Commits

m  Rollbacks

m Heuristics

m  Heuristic Commits

m  Heuristic Rollbacks

m  Mixed Heuristics

m Heuristic Hazards

Click the Customize this view text link to change the columnsto display or the sort
order.
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Configure a Unix Machine

108unixMachine

These procedures describe how to use the Administration Console to set the attributes
for configuring and managing UNIX machines. For moreinformation, see Starting and
Stopping WebL ogic Serversand WebL ogic Serversand Clustersin the Administration
Guide

Configure a Unix Machine

1. Click the Machines node. The Machines table displays in the right pane showing
all the Unix machines defined in the domain.

2. Click the Configure aNew Unix Machine text link. A dialog displaysin the right
pane showing the tabs associated with configuring a new Unix machine.

Enter avalue in the Name attribute field.
Click Create.

Click the Node Manager tab and accept or change the default values.

o o bk~ W

Click Apply to save the changes.

Clone a Unix Machine

1. Click the Machines node. The Machines table displays in the right pane showing
all the Unix machines defined in the domain.
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108unixmachine

2. Click the Cloneicon in the row of the Unix machine you want to clone. A dialog
displaysin the right pane showing the tabs associated with cloning a Unix
machine.

3. Enter values in the Name attribute field.

4. Click Cloneto create a Unix machine instance with the name you specified in the
Name field. The new instance is added under the Machines node in the | eft pane.

5. Click Apply to apply the changes.
6. Click the Node Manager tab and accept or change the default values.
7. Click Apply to save the changes.

Delete a Unix Machine

1. Click the Machines node. The Machines table displaysin the right pane showing
all the Unix machines defined in the domain.

2. Click the Delete icon in the row of the Unix machine you want to delete. A
dialog displaysin the right pane asking you to confirm your deletion request.

3. Click Yesto delete the Unix machine. The Unix machine icon under the
Machines node is deleted.

Assign a Unix Machine

1. Click theinstance nodein the left pane under Machines for the Unix machine you
want to assign. A dialog displaysin theright pane showing the tabs associated with
this instance.

2. Click the Serverstab.

3. Select one or more targets in the Available column that you want to assign to the
Unix machine.
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4. Click the mover control to move the targets you selected to the Chosen column.

5. Click Apply to save your assignments.

Configuration

Attribut Description Range of Values Default Value
e
Name This attribute returns the String MyUnixMachine

name of the Unix machine.

Servers
Attribut Description Range of Values Default Value
e
Servers This attribute allows the List Null

user to choose servers for
this Unix machine.
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Node Managers

Attribute

Description

Range of Values

Default Value

Listen Address

This attribute assigns the
listen address for this
machine.

LocalHost

Listen Port

This attribute assigns the
listen port for this
machine.

7002

Post Bind UID Enabled

This attribute returns the
UNIX UID aserver
running on this machine
will run under after it has
carried out all privileged
startup actions. If this
valueisset, itisavalid
Unix UID. If itisnot set it
isnull.

Boolean
True = selected
False = not selected

Not Selected

Post Bind UID

This attribute sets the
UNIX UID aserver
running on this machine
will run under after it has
carried out all privileged
startup actions.

String

Nobody

108-4
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Attribute

Description

Range of Values

Default Value

Post Bind GID Enabled

Returnsthe UNIX GID a
server running on this
machine will run under
after it has carried out all
privileged startup actions.
If thisvalueisset, itisa
vaidUnix GID. If itisnot
setitisnull.

Boolean
True = selected
False = not selected

Not Selected

Post Bind GID

This attribute sets the
UNIX GID aserver
running on this machine
will run under after it has
carried out all privileged
startup actions.

String

Nobody

Certificate

Thisattribute specifiesthe
filefor the server’sdigita
certificate.

Null

Certificate Password

This attribute sets the
password for the digtial
certificate.

Valid password for the
certificate

Null

Trusted Certs File

Thisattribute specifiesthe

trusted CAsfor the server.

Null
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Notes
Attribute Description Range of Values Default Value
Notes This attributeprovides The value must be an Null
space for optional aphanumeric string.
user-supplied
information.
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109unixRrealm

Thefollowing table describe the attributesfor creating and managing Unix Realms. To
read more about Realms, please see Managing Security in the Administration Guide.

Before you can use the UNIX Security realm, you need to enable the Caching Realm
and enter the class name of the UNIX Security realm in the Basic Realm field.

Configure a Unix Realm

1. Click the Reamsnodein the left pane. The Realmstable displaysin the right pane
showing all the Unix realms defined in the domain.

2. Click the Configure a New Unix Realm text link. A dialog displays in the right
pane showing the tabs associated with configuring a new realm.

3. Enter valuesin the Name and Auth Program attribute fields.

4. Click Createto create arealm instance with the name you specified in the Name
field. The new instance is added under the Realms node in the | eft pane.

Clone a Unix Realm

1. Click the Realmsnodein the left pane. The Realmstable displaysin theright pane
showing all the Unix realms defined in the domain.
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Click the Cloneicon in the row of the realm you want to clone. A dialog displays
in the right pane showing the tabs associated with cloning a new realm.

Enter values in the Name and Auth Program attribute fields.

Click Create to create arealm instance with the name you specified in the Name
field. The new instance is added under the Realms node in the | eft pane.

Delete a Unix Realm

Click the Realms node in the left pane. The Realmstable displaysin the right pane
showing all the Unix realms defined in the domain.

Click the Delete icon in the row of the realm you want to delete. A dialog
displaysin the right pane asking you to confirm your deletion request.

Click the Yes button to delete the realm. The realm icon under the Realms nodeis
deleted.

Before you can use the UNIX Security realm, you need to enable the Caching Realm
and enter the class name of the UNIX Security realm in the Basic Realm field.
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Configuration

Attribut Description Range of Values Default Value
e
Name This attribute specifiesthe  Thenamecanbeupto  Null

name of the UNIX Security 256 al phanumeric

realm, such as, characters, but may not

AccountingRealm contain commas or

Spaces.

Realm This attribute returns the This attribute can not be weblogic.security.acl.unixrealm.UnixR
Classnam  nameof the Javaclassthat  changed. eam
e containsthe UNIX Security

realm. The Javaclassneeds

to bein the CLASSPATH

of WebL ogic Server.
Auth This attribute specifiesthe  String In most cases, the name of the program
Program  name of the program used isw aut h.

to authenticate usersin the
UNIX security realm.
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Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null

space for optional alphanumeric string.
user-supplied information.
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Add a User

110user

Add a User

a ~ 0D

Click the Users node in the left pane. A dialog displaysin the right pane showing
the controls for working with users.

Enter the name of the new user in the Name text-entry field.
Enter the password of the new user in the Password text-entry field.
Click Create to add the user you specified. The user is added to the Users list.

Click the The Changes You Have Made Must Be Saved to the Realm
Implementation text link. Your changes are now persistent.

Remove a User

Click the Users node in the left pane. A dialog displaysin the right pane showing
the controls for working with users.

Enter the name of the user you want to remove in the Remove These Users list.
You can remove multiple users by separating each name in the list with a blank.

Click Remove to delete the user you specified. The user is removed from the
Userslist.
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Configuration

Attribut Description Range of Values Default Value
e
Name Thenameof aUser, thatis, String Names are
an entity that will access case-senditive.
WebL ogic Server
resources.
Password  The password for theUser.  The password must contain
aminimum of 8 characters
in length. Passwords are
case-senditive.
Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null

space for optional alphanumeric string.
user-supplied information.
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Configure a VirtualHost

111 VirtualHost

The following procedures describe how to use the Administration Console to
configure and manage VirtualHosts. For additional information about VirtualHosts,
please see the Administration Guide, Overview of WebL ogic Server HTTP Services.

Configure a VirtualHost

6.

Click the VirtualHost node. The VirtualHosts table displays in the right pane
showing all the VirtualHosts defined in your domain.

Click the Configure a New VirtualHost text link. A dialog displaysin the right
pane showing the tabs associated with configuring a new VirtualHost.

Enter values in the Name and Virtual Host Names attribute fields, and select a
Default Web App from the drop-down list.

Click the Logging and HT TP tabs individually and change the attribute fields or
accept the default values as assigned.

Click Create to create aweb-server instance with the name you specified in the
Name field. The new instance is added under the VirtualHost node in the left
pane.

Restart the server for the Virtual Host to take effect.

For additional information about VirtualHosts, please see the Administration Guide,
Configuring VirtualHosts.
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Clone a VirtualHost

1. Click the VirtualHost node. The VirtualHosts table displays in the right pane
showing all the VirtualHosts defined in your domain.

2. Click the Cloneicon in the row of the VirtualHost you want to clone. A dialog
displaysin the right pane showing the tabs associated with cloning a VirtualHost.

3. Enter values in the Name and Virtual Host Names attribute fields, and select a
Default Web App from the drop-down list.

4. Click the Logging and HTTP tabsindividually and change the attribute fields or
accept the default values as assigned.

5. Click Create to create a web-server instance with the name you specified in the
Name field. The new instance is added under the VirtualHost node in the | eft
pane.

For additional information about VirtualHosts, please see the Administration Guide,
Configuring VirtualHosts.

Delete a VirtualHost

1. Click the VirtualHost node. The VirtualHosts table displays in the right pane
showing all the VirtualHosts defined in your domain.

2. Click the Delete icon in the row of the VirtualHost you want to delete. A dialog
displaysin the right pane asking you to confirm your deletion request.

3. Click Yesto delete the VirtualHost. The web-server icon under the VirtualHost
node is deleted.

For additional information about VirtualHosts, please see the Administration Guide,
Overview of WebL ogic Server HTTP Services.

111-2 BEA WebL ogic Server Administration Console Online Help


http://e-docs.bea.com/wls/docs61/adminguide/web_server.html
http://e-docs.bea.com/wls/docs61/adminguide/web_server.html

Assign a VirtualHost

Assign a VirtualHost

1. Click theinstance node in the left pane for the VirtualHost you want to assign. A
dialog displays in the right pane showing the tabs associated with this instance.

2. Click the Targets tab.
3. Complete the following steps for the Servers and Clusters tabs:

a. Select one or more targets in the Available column that you want to assign to
the VirtualHost.

b. Click the mover control to move the targets you selected to the Chosen column.
c. Click Apply to save your assignments.

For additional information about VirtualHosts, please see the Administration Guide,
Overview of WebLogic Server HTTP Services.

Target Web Applications to the Virtual Host.

Click the Web Applications nodein the left panel.
Select the Web Application you want to target.

Click the Targets tab in the right panel.

Click the Virtual Hosts tab.

a ~ w NP

Click aVirtual Host in the available column and use the right arrow button to
move the Virtual Host to the chosen column.

For additional information about VirtualHosts, please see the Administration Guide,
Overview of WebL ogic Server HTTP Services.
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Monitor All Instances of a VirtualHost

1. Click the VirtualHost node. The VirtualHosts table displays in the right pane
showing all the VirtualHosts defined in your domain.

2. Click the Monitor All Instancesicon in the row of the VirtualHost you want to
monitor. A dialog displaysin the right pane showing all instances of the
VirtualHost deployed across the server domain.

For additional information about VirtualHosts, please see the Administration Guide,
Overview of WebLogic Server HTTP Services.

Configuration
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Configuration

General

Attribute Description Range of Values Default Value

Name This attribute returnsthe  String Null
name of the VirtuaHost.

Virtual Host Name This attribute returnsthe  String Null
host name for which this
VirtualHost will serve
requests.

Default Web Application  This attribute sets the String Null
name of the default Web
application.
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Logging

Attribute Description Range of Values Default Value
Enable Logging Thisattribute setswhether  Boolean true
ornot HTTP accesslogs  Tyye = access logs are
are generated. generated
False= accesslogsarenot
generated
LogFile Name If HTTPaccessloggingis  String Null

enabled, thisattribute sets 14 jnclude atime or date
thename of thelogfile.  gamp in the file name
when the log fileis
rotated, add
java. text. Si npl eDa
t eFor mat variables.
Surround each variable
with percentage (%
characters.
For example,
access_%yyyy% YMWo
_%1d% Y%h% %M | o
g
If you do not include a
time and date stamp,
the rotated log files are
numbered in order of
creation
fil enanennnnn,
wherefi | enane isthe
name configured for
thelog file.
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Attribute

Description

Range of Values

Default Value

Format

If HTTP accessloggingis
enabled, this attribute sets
the type of log file.

conmon = uses standard
HTTP access log format

ext ended = uses
extended HT TP access
log format

common

Log Buffer Size

IftheRot ati on Typeis
settosi ze, thisattribute
sets the maximum size of
thelog file, in kilobytes.
When thelog file reaches
thissizeit rotates.

Integer

8 Kilobytes

Rotation Type

This attribute defines
whether theHTTPlogfile
isrotated by date or
rotated based on the size
of thelog file.

si ze=log rotates based
onitssize. You can also
override the default value
of the Log Buffer Size
attribute

dat e = log rotates based
on date. You can aso
override the default value
of the Rotation Period
attribute and/or set the
Rotation Time attribute.

size

Rotation Period

If theRot ati on Type is
set to dat e, this attribute
defines the number of
minutes after which the
access log rotates.

Integer

2147483647 minutes

Flush Every

If theRot at i on Type is
set to dat e, this attribute
sets the number of
seconds after which any
new datais written to the
log file.

Integer

60 Seconds
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Attribute Description

Range of Values

Default Value

Rotation Time If theRot at i on Typeis

set to dat e, this attribute
defines the date and time
of the first rotation of the
accesslog.

The format follows
java. text. Si npl eDa
t eFor mat ,

MM -dd-yyyy-k:mm:ss

Maximum Log File Size  Thisattribute allows the

user to set the maximum
allowed size for the log
file.

Integer in KBytes
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HTTP

Attribute

Description

Range of Values

Default Value

Default Server Name

When WebL ogic Server
redirects arequest, it sets
the host name returned in
theHTTPresponseheader
with the string specified
with Default Server
Name.

Useful when using
firewallsor load balancers
and you want the
redirected request from
the browser to reference
the same host name that
was sent in the original
request.

String

Null

Enable Keepaives

Thisattribute setswhether
or not HTTP keep-dliveis
enabled

Boolean
True = enabled
False = not enabled

Selected

Send
Server
Header

If set to false, the server
nameis not sent with the
HTTP response. Useful
for wireless applications
where thereis limited
space for headers.

Boolean
True = enabled
False = not enabled

True

Duration

The number of seconds
that WebL ogic Server
waits before closing an
inactive HTTP
connection.

Integer

30
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Attribute Description Range of Values Default Value

HTTPS Duration The number of seconds Integer 60
that WebL ogic Server
waits before closing an
inactive HTTPS
connection.

WAP Enabled When selected, the Enabled not Enabled
session ID no longer Disabled
includes VM
information. This may be
necessary when using
URL rewriting with WAP
devicesthat limit the size
of the URL to 128
characters. Selecting
WAP Enabled may affect
the use of replicated
sessionsin acluster.

Post Timeout Secs This attribute sets the Integer 0
timeout (in seconds) that
WebL ogic Server waits
between receiving chunks
of datainan HTTP POST
data. Used to prevent
denial-of-service attacks
that attempt to overload
the server with POST
data.

Max Post Time Thisattribute setsthetime  Integer 0
(in seconds) that
WebL ogic Server waits
for chunks of datain an
HTTP POST data.

Max Post Size Thisattribute setsthesize  Integer 0
of the maximum chunks
of datainan HTTP POST
data.
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For more information on setting up HTTP access logs, see the Setting Up HTTP
Access Logs section of the WebL ogic Server Administration Guide

Targets

Servers
Attribute Description Range of Values Default Value
Target Servers This attribute selects List Null

which serversthis
VirtualHost is deployed
on.
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Clusters
Attribute Description Range of Values Default Value
Target Clusters Thisattributeisalist List Null
which allowsyouto select
oneor moretargetsfor use
with this webserver.
Notes
Attribute Description Range of Values Default Value
Notes This attribute providesa  The value must be an Null
space for optional aphanumeric string
user-supplied containing up to 256
information. characters.

For additional information about VirtualHosts, please see the Administration Guide,
Configuring VirtualHosts.
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Install a New Web Application

112wWeb Applications

These procedures describe how to use the Administration Console to set the attributes
for installing Web Applications. For more information about configuring Web
Applications, please see Assembling and Configuring Web Applications.

Install a New Web Application

1. Click the Web Applications node in the left pane. The Web Applications table
displays in the right pane showing all the deployed Web Applications.

2. Enter the path of the . war file or the folder containing a Web Application in
exploded format in the text field, or click Browseto select it in your file system.

3. Click Upload to install the application. The new Web Application is added under
the Web Applications node in the left pane. When you choose "Install a new Web
Application", the application is copied to applications directory, and the Web
Application name defaults to the name of the . war file.

Configure a New Web Application

1. Click the Web Applications node in the left pane.

The Web Applications table displays in the right pane showing all the deployed
Web Applications.
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2. Enter the path of the.. war file or folder containing a\Web Applicationin
exploded format in the text field, or click the Browse button to browse your file
system and choose the application you want to install.

3. Click Upload to install the application.

If you select the "Configure anew Web App" option , you can specify aWeb
Application name, URI, path and other options. The advantages to choosing
“Configure anew Web App” are

1. The.war fileisnot copied in to the applications directory

2. You can specify the targets for this webapp.

Configuration
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General

Attribute Description Range of Values Default Value
Name This attribute sets the String Null
name of the Web

Application. It isthe
context pathusedin URLs
to access componentsin
the Web Application.

Path URI Thefull pathtotheWeb  String Null
Applicationinthefile
system. For aWeb
Application in exploded
directory format, use the
pathto thedirectory. For a
Web Application in
archived . war format,
use the path to the . war
file.

Use an absolute path or a
path relative to the path
attribute of a J2EE
application that contains
this Web Application.
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Attribute Description Range of Values Default Value
Deployment Order The order to be used for Range of values: 1000
deployment. Orderingis  Minimum 0
with respect to other M aximum:

deployable unitsin the Integer. MAX_VALUE
same class, for example, -

EJBsand Web
Applications.
Deployments with the
lowest DeploymentOrder
are deployed first.

Thereisno guarantee of
the order of deployments
with equal
DeploymentOrder values.
Thereisno guarantee of
ordering across clusters.

Deployed If true, the Web Boolean Not Selected
Applicationisdeployed.  pepjoyed = selected

Not Deployed = not
selected
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Files
Attribut Description Range of Values Default Value
e
Index This attribute setswhether  Boolean Selected
Directorie or not to automatically True= A directory listing
s generate an HTML will bereturnedif asuitable
directory listing if no index file cannot be served.
suitableindex fileis found False = A directory listing
will never be returned.
Reload This attribute sets the -1=WebL ogic Server never 1
Period amount of timeWebLogic  checksfor modified
Server waits before serviets
checking to seeiif aservlet 0=WebL ogic Server
has been modified. always checksto seeif a
servlet has been modified
and rel oads the modified
servlet.
1-maximum integer =
number of seconds
WebL ogic Server waits
before checking for a
modified servlet.
Case This attribute sets whether  Boolean Not Selected
Sensitive  the case of thefile True = caseis considered
Extension extension is considered False = o od
s when resolving HTTP e = caselsignor

requests.
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Other

Attribut Description Range of Values Default Value
e
Single This attribute defines the Integer 5
Threaded  size of the pool used for
Servlet SingleThreadM ode
Pool Size instance pools.
Auth This attribute sets the string weblogic
Realm Realm in the Basic
Name Authentication HTTP

dialog box which appears

on the browsers.

Targets
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Servers
Attribut Description Range of Values Default Value
e
Target Thisattributeisalistwhich ~ List Null
Servers alowsyou to select one or
more targets for use with
thiswebserver.
Clusters
Attribut Description Range of Values Default Value
e
Target Thisattributeisalistwhich  List Null
Clusters alowsyou to select one or

more targets for use with
thiswebserver.
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VirtualHosts

Attribut Description Range of Values Default Value
e
Target Thisattributeisalistwhich  List Null
Virtua allowsyou to select one or
Hosts more targets for use with
this webserver.
Monitoring
Attribut  Description Range of Values Default Value
e
Enable If true, runtime Mbeans Boolean Not Selected

Session will becreated for sessions,  Engpled = selected

g/lonltorln otherwise, they will not. Disabled = not selected
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Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null

space for optional aphanumeric string.
user-supplied information.

For moreinformation about configuring Web A pplications, please see Assembling and
Configuring Web Applications.

For information about writing deployment descriptors, please see Writing Web
Application Deployment Descriptors.
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113WebApp Component Runtime

11 3wWebApp Component
Runtime

By default, this pane allows the user to sort the objects by the following criteria:
m  Server

m  Machine

m  Sourceinfo

m Servlets

m  Session

m  Sessions high

m Tota sessions
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114 web Application

Deployment Descriptor
Editor Help

The following sections contains information about using the Web Application
Deployment Descriptor Editor:

Overview of the Web Application Deployment Descriptor Editor

Configuring a Web Application using the Web Application Deployment
Descriptor Editor

Creating a New Web Application
Using the Web Application Deployment Descriptor Editor
Editing an Existing Deployment Descriptor

Instructions for configuring Web Application components (The component name
is followed by the top-level XML element used to represent it in the deployment
descriptor):

e Configuring Basic Web Application Attributes (<i con>, <di spl ay- nanme>,
<description>, <distributable>)

e Configuring Context Parameters ( <cont ext - par an®) )
e Configuring Filters(<filter>, <filter-mpping>)
e Configuring Listeners(<l i st ener>)

e Configuring Servlets (<ser vl et >, <ser vl et - mappi ng>)

114-3 BEA WebL ogic Server Administration Console Online Help



Configuring Welcome Pages ( <wel come-fil e-1ist>)
Configuring the Session Timeout ( <sessi on- confi g>)
Configuring MIME Mappings ( <mi me- mappi ng>)
Configuring Error Pages (<er r or - page>)

Configuring JSP Tag Libraries ( <t agl i b>)

Configuring Resource Environment References ( <r esour ce- env-r ef >)
Configuring Resource References ( <r esour ce-r ef >)
Configuring Security Constraints (<security- constrai nt >)
Configuring Logins ( <l ogi n- confi g>)

Configuring Security Roles ( <securi ty-rol e>)

Configuring Environment Entries ( <env- ent r y>)

Configuring EJB References ( <ej b-r ef >)

Configuring a New Webapp Ext (webl ogi c. xm )

Configuring the Session Descriptor ( <sessi on-descri pt or >)
Configuring the JSP Descriptor ( <j sp- descr i pt or >)

Configuring Security Role Assignments ( <securi ty-r ol e- assi gnnent >)
Configuring a Reference Descriptor ( <r ef er ence- descri pt or >)
Configuring Character Set Parameters ( <char set - par ans>)

Configuring a Container Descriptor ( <cont ai ner - descri pt or >)

Configuring a WebL ogic Web Service
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Overview of the Web Application
Deployment Descriptor Editor

The Web Application Deployment Descriptor Editor allows you to edit the
deployment descriptors that define a Web Application. A Web Application is a J2EE
deployment unit that defines a collection of Web resources such as JSPs, servlets, and
HTML pages. Web Applications can a so define references to externa resources such
asEJBs.

Each Web Application hastwo deployment descriptors, web. xml andwebl ogi c. xmi
both of which can be edited using the Web Application Deployment Descriptor Editor.
Theweb. xm deployment descriptor is defined by the Servlet specification from Sun
Microsystems and thewebl ogi c. xm deployment descriptor is specific to WebL ogic
Server. For more information about Web Applications, see Assenbl i ng and
Configuring Wb Applications inthe WeblLogic Server Documentation at
http://e-docs. bea. com w s/ docs61/ webapp/i ndex. ht mi .

The Web Application Deployment Descriptor Editor can only edit an existing
deployment descriptor, it cannot create a new deployment descriptor.

Creating a New Web Application

114-5

To create anew Web Application:

1. Create the components of the Web Application: the servlets, JSPsand HTML
pages.

2. Arrange the components on your file system into the directory structure defined
for Web Applications. For more information, see Directory Structure
http://e-docs. bea. com w s/ docs61/ webapp/ basi cs. ht m #di r.

3. Create a skeleton deployment descriptor. You can do this one of two ways:

e Follow the procedures described under Packaging Web Applications at
http://e-docs. bea. comw s/ docs61/ progranm ng/ packagi ng. ht m #
pack005.
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e Createatextfilecalledweb. xm and saveit in the WEB- | NF directory of
your Web Application. This file must contain the following text:

<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//
DTD Wb Application 2.3//EN'
"http://java. sun. contf dt d/ web-app_2_3. dtd">

<web- app>
</ web- app>

4. Configurethe functionality of your Web Application by using the deployment
descriptor editor as described in the next section.

Using the Web Application Deployment Descriptor Editor

1. Start the WebLogic Administration Server if it is not already running.
2. Start the WebL ogic Server Administration Console in a browser.

3. If the Web Applicationis already defined in the current domain, expand the Web
Applications node in the left panel and skip to Step 5.

4. If the Web Application is not yet configured in the current domain, configure a
new Web Application:

a. Click on*“Configure anew Web Application” in the right panel.
b. Enter the name of this Web Application in the Name field.

c. Enter the name of the directory containing your Web Application in the URI
field.

d. Enter the path to the directory containing your Web Application in the Path
field.

e. Click Create. The new Web Application appears under Web Applicationsin the
left panel

5. Right click on the Web Application and select Edit Web Application Descriptor.
A new browser window opensin which you can edit the deployment descriptors.

6. Configure the functionality of your Web Application. See Configuring a Web
Application using the Web Application Deployment Descriptor Editor for
instructions on configuring Web Application functionality.
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7. When you have finished editing the deployment descriptor, select the Web App
Descriptor node in the left navigation tree.

8. Click Validate in the right panel. The validation only checks to see that the
deployment descriptor conforms to its document type definition (DTD). It does
not verify the existence of any of the components you have configured nor
perform any other type of validation.

9. After you have validated the deployment descriptors, click Persist in the right
panel. Your changes to the deployment descriptor are not written to the
deployment descriptor files on disk until you click the Persist button.

Figure114-1 Web Application Deployment Descriptor Editor
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Editing an Existing Deployment Descriptor

1. Follow the procedure Using the Web Application Deployment Descriptor Editor

2. Select the deployment descriptor elements you wish to edit from the navigation
tree in the left panel. Some elements require you to right click on their parent
nodes in the left navigation tree and select the option to create the element. For
more information, see Configuring a Web Application using the Web Application
Deployment Descriptor Editor

3. Fill inor change the fields in the right panel as required.
4. Click the Create or Apply button as appropriate.

5. When you have finished editing the deployment descriptor, select the top node in
the left navigation tree.

6. Click Validateinthe right panel. The validation only checksto see that the
deployment descriptor conforms to its document type definition (DTD). It does
not verify the existence of any of the components you have configured nor
perform any other type of validation.

7. Click Persist in the right panel. Your changes to the deployment descriptor are
not written to the deployment descriptor files on disk until you click the Persist
button.

Configuring a Web Application using the
Web Application Deployment Descriptor
Editor

The proceduresin this section describe how to create the deployment information
required for aWeb Application. Y ou should have created a basic deployment
descriptor and have that Web Application open in the Web Application Deployment
Descriptor Editor as described in Creating aNew Web Application and Using the Web
Application Deployment Descriptor Editor.
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The sectionsthat follow provide procedures for configuring the components of aWeb
Application. Tables of configurable attributes follow the procedures and are also
linked from the appropriate procedures.

Configuring Basic Web Application Attributes

1. Click on the Web App Descriptor node in the | eft panel
2. Configure the following elements on the Web App Descriptor panel as required:
e Description

e Display Name

Large Icon File Name
e Small Icon File Name
e Distributable

Configuring Context Parameters

Context parameters are used to pass name/value pairsto the servlet container. Y ou can
enter any number of context parameter name/value pairs.

1. Right click on the Parameters node in the left panel and select Configure a new
Parameter.

2. Enter a description for the Parameter in the Description field. (optional)
3. Enter the name of the parameter in the Param Name field.

4. Enter the value of the parameter in the Param Value field.

5. Click Create

Y ou can access these parameters in your code using the
j avax. servl et. Servl et Cont ext . get | ni t Par amet er () and
j avax. servl et. Servl et Cont ext . get | ni t Par amet er Nanes() methods.
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Configuring Filters

Filters intercept requests for Web Application resources to perform additional
functions. To configure afilter, you create afilter and then map it to aservlet or URL
pattern. Y ou can configure any number of filters or filter mappings. For more
information, see Filters at

http://e-docs. bea. coml W s/ docs61/ webapp/filters. htnm .

Filters are a part of the proposed final draft of the Servlet 2.3 specification from Sun
Microsystems. If you are planning to use filtersin your application, note that the
specification has not been finalized and could change in the future.

1. Right click on the Filters node in the |eft panel and select Configure a new Filter.
2. Fill inthefollowing fields:

e Filter Name (required) The name of thisfilter.

e Description (optional)

e Display Name (optional)

e Small Icon File Name (optional)

e Largelcon File Name (optional)

e Filter Class (required) The full class name of the Java class that executes the
filter. For example, nyApp. filters. nyFilter.

3. Click Create

4. Right click on the Filter Mappings node in the | eft panel and select Configure a
new FilterMapping. You can map afilter to a URL pattern or aservlet that is
already configured in this Web Application. You may create more than one
mapping for each filter.

5. Select the filter you are mapping from the Filter drop-down list.
6. If you are mapping thisfilter to a URL pattern, enter it in the Url Pattern field.

7. If you are mapping thisfilter to a servlet, select a servlet from the Servlet
drop-down list. You must configure a servlet before you can map it to afilter.

8. Click Create
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9. CreateFilter initialization parameters. Filter initialization parameters can be read
by your filter classusing the Fi | t er Conf i g. get | ni t Par anet er () or
Fil terConfig. getlnitPararmeters() methods.

a

Expand the Filters node in the left panel.

b. Expand the node of the filter for which you want to create initialization

f.

g.

parameters.

Right click on the Parameters node and select Configure a new Parameter.
Enter a description for the Parameter in the Description field (optional).
Enter the name of the parameter in the Param Name field.

Enter the value of the parameter in the Param Value field.

Click Create.

10. Repeat these steps to create additional filter mappings.

Configuring Listeners

Listeners are Java classes that respond to HTTP session or servlet context events. You
can create any number of listeners. For more information, see Application Events and
Listenersat htt p: // e- docs. bea. coml W s/ docs61/ webapp/ app_events. htni .

Application events and listeners are a part of the proposed final draft of the Servlet 2.3
specification from Sun Microsystems. If you are planning to use application eventsand
listenersin your application, note that the specification has not been finalized and
could change in the future.

1. Right click on the Listeners node in the left panel and select Configure a new
Listener

2. Enter the full name of the listener classin the Listener Class Name field.

3. Click Create.
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Configuring Servlets

To configure a servlet, define the servlet and then map the servlet to a URL pattern.
Y ou can create any number of servlets. For moreinformation, see Configuring Servlets
http://e-docs. bea. coml W s/ docs61/ webapp/ conponent s. ht Ml #confi guri
ng-servl ets.

1. Right click on the Servlet nodein theleft panel and select Configure anew Servlet.

2.

o o bk~ W

Fill in the following fields:

Description (optional)

Display Name (optional)

Small Icon File Name (optional)
Large Icon File Name (optional)
Servlet Name (required)

Servlet Class. The Java class that executes this servlet.
or
Jsp File. A JSPfile that is executed this serviet.

Load On Startup. (optional)

Click Create.

Right Click on Servlet Mappings and select Configure a new ServletMapping.

Select the servlet you want to map from the Servlet drop-down list.

Enter a URL pattern for this servlet. For more information about URL patterns,
See Servlet Mapping at
http://e-docs.bea.com/wl s/docs61/webapp/components.html#servlet-mapping.

7. Click Create

Create Servlet initialization parameters. (optional ).

a. Expand the Servlet node in the | eft panel.

b. Expand the node of the servlet for which you want to create initialization

parameters.
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c. Right click onthe Parameters node in the | eft panel and select Configure anew
Parameter.

d. Enter adescription for the Parameter in the Description field (optional).
e. Enter the name of the parameter in the Param Name field.

f. Enter the value of the parameter in the Param Value field.

g. Click Create.

To retrieveinitialization parameters, call theget | ni t Paranet er (St ri ng
name) method from the parent j avax. servl et. Generi cSer vl et class. When
passed the name of the parameter, this method returns the parameter’ s value as a
String.

9. Create Servlet Security Role Refs.
a. Expand the Servlet node in the | eft panel.
b. Expand the node of the servlet for which you want to create Security Role Refs.

c. Right click on the Security Role Refs node and select Configure a new
SecurityRoleRef.

d. Enter adescription for the Security Role Ref in the Description field (optional).

e. Select asecurity rolefromthe Role Link drop-down list. The security role must
be previously defined on the Security Roles panel.

f. Enter the role name used in your servlet code in the Role Name field.

Configuring Welcome Pages

When the HTTP request is for adirectory name, WebL ogic Server servesthefirst file
specifiedinthislist. If that fileisnot found, the server then triesthe next filein thelist.
For more information, see Configuring Welcome Pages at

http://e-docs. bea. com w s/ docs61/ webapp/ conponent s. ht nl #wel cone_p
ages.

1. Right click on the Web App Descriptor node in the left panel and select Configure
anew WelcomeFileList.

2. Enter Welcome Files names, one per line.
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3. Click Create.

Configuring the Session Timeout

Session Timeout set the time after which HTTP sessions in this Web Application
expire.

1. Select the Session Config node in the left panel.
2. Edit the Session Timeout value.
3. Click Apply.

Configuring MIME Mappings

MIM E mappings defines a mapping between afile extension and a MIME type. You
can create any humber of MIME mappings.

1. Rightclick on MIME Mappingsin theleft panel and select Configureanew MIME
Mapping.

2. Enter avalid MIME type in the Mime Type field.
3. Enter the file extension you want to map in the Extension field.

4. Click Create

Configuring Error Pages

An error pageisaJSP or HTML page that you configure to be displayed in response
toan HTTP error code or Java exception. Y ou can configure different error pages to
respond to various HTTP error codes or Java exceptions. For more information, see
Customizing HTTP Error Responses at

http://e-docs. bea. coml W s/ docs61/ webapp/ conponent s. ht ml #err or - pag
e.

1. Right Click on Error Pagesin the left panel and select Configure a new ErrorPage.
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Enter an HTTP Error Code in the Error Code field
or
Enter a Java Exception classin the Exception Type field.

Enter the name of the resource to display in response to the error. The entry must
include aleading / . For example/ nyError Pg. ht m .

Click Create.

Configuring JSP Tag Libraries

JSPtag libraries contain the Java classes and descriptorsthat define a user-written JSP
tag. Y ou can create any number of tag libraries. Y ou can configure one or more JSP
tag libraries. For more information, see Programming WebL ogic JSP Tag Extensions
athttp://e-docs. bea.comlw s/ docs61/taglib/index.htni.

1

Right click on the Tag Libs node in the | eft panel and select Configure a new
TagLib.

Enter the name (relative to the VEB- | NF directory of the Web Application) you
will useto refer to thistag library inthe JSSPt agl i b directivein the URI field.

Enter the location (relative to the root directory of the Web Application) of the
tag library or tag library jar file in the Location field.

Click Create.

Configuring Resource Environment References

Resource environment references are a part of the proposed final draft of the Servlet
2.3 specification from Sun Microsystems and are not currently implemented in
WebL ogic Server.

1

Right click on the Resource Env Refsnode in the left panel and select Configure a
new ResourceEnvRef.

2. Enter adescription for this Resource Env-Ref in the Description (optional).

3. Enter the name of this Resource Env-Ref in the Ref Name field.
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4.
5.

Enter the Javatype for this Resource Env-Ref in the Ref Type field.

Click Create

Configuring Resource References

A resource reference defines al ookup namefor an external resource. Y our servlet code
can look up aresource by this“virtual” name that is mapped to the actual location at
deployment time. Y ou can create any humber of resource references.

1

Right click on the Resource Refs nodein the left panel and select Configure anew
ResourceRef.

Enter a description for this Resource Ref in the Description field (optional).
Enter the name of this Resource Ref in the Ref Name field.

Enter the Javatype of the Resource Ref in the Ref Type field. Enter the full
package name of the Javatype.

Enter the authorization type in the Auth field. Valid values are APPLI CATI ON or
CONTAI NER.

Enter the sharing scope in the Sharing Scope field.Valid values are Shar abl e and
Unshar abl e.

Click Create.

Configuring Security Constraints

Security constraints apply security to specified resources. Y ou can create any number
of security constraints. For more information, see Restricting Access to Resourcesin
aWeb Application at

http://e-docs. bea. comw s/ docs61/ webapp/ security. ht m #resources-w
ebapp.

1

2.

Right click on the Security Constraints node in the left panel and select Configure
anew SecurityConstraint.

Enter a name for this Security Constraint in the Display Name field.

BEA WebL ogic Server Administration Console Online Help  114-16


http://e-docs.bea.com/wls/docs61/webapp/security.html#resources-webapp
http://e-docs.bea.com/wls/docs61/webapp/security.html#resources-webapp

114web Application Deployment Descriptor Editor Help

o ua ~ »w

Click Create.

Expand the Security Constraint node in the left panel

Expand the node for the Security Constraint you are adding.

Create aWeb Resource Collection. A Web Resource Collection defines the URL
pattern and HT TP method that is constrained by this security constraint.

a

f.

Right click on Web Resource Collection and select Configure a new
WebResourceCollection.

Enter a name for this Web Resource Collection in the Web Resource Name
field.

Enter a description for this Web Resource Collection in the Description field.
(optional)

Enter one or more URL patterns, one per line, in the URL Pattern field. The
URL pattern defines which resources are subject to this security constraint.

Enter aHTTP method in the HTTP Method box. Thisentry is usually GET or
POST.

Click Create.

Create an Auth Constraint

a

e.

Right click on the name of the Security Constraint you are editing and select
Configure anew AuthConstraint.

Enter a description of this auth constraint in the Description field. (optional)

Click Create. A list of previoudly defined security rolesappearsin the Available
panel.

Use the arrow buttons to move security roles from the available pandl to the
chosen panel. Note: You must first Create one or more security rolesbeforeyou
can assign them here. For more information, see Configuring Security Roles.

Click Apply.

8. Create aUser Data Constraint

a

Right click on the name of the Security Constraint you are editing and select
Configure a new UserDataConstraint.
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b. Enter adescription of this User Data Constraint in the Description field.
(optional)

c. Select the transport guarantee from the Transport Guarantee drop-down list.
Valid values are NONE, | NTEGRAL, or CONFI DENTI AL.

d. Click Create.

Configuring Logins

Login configuration describes how the user is authenticated, the realm name that
should be used for this application, and the attributes that are needed by theform login
mechanism.

If thiselement is present, the user must be authenticated in order to access any resource
that is constrained by Security Constraints defined in the Web application. Once
authenticated, the user can be authorized to access other resources with access
privileges.

1. Right click on the Web App Descriptor node and select Configure a new
LoginConfig.

2. Select the Authorization method from the Auth Method drop-down list. Valid
values are BAS| C, FORM or CLI ENT- CERT.

3. Fill inthe name of the authentication realm in the Realm Name field.

4. If you set the Auth Method to FORM enter the URI of the file containing the
authentication form in the Login Page field.

5. If you set the Auth Method to FORM enter the URI of the file containing the page
auser isredirected to when authentication fails in the Error Page field.
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Configuring Security Roles

A Security Role definesasecurity context for principals (usually auser name) assigned
totherole. Y ou can create any number of security roles. For more information, see
Restricting Access to Resourcesin aWeb Application at

http://e-docs. bea. comw s/ docs61/

webapp/ security. ht m #resour ces- webapp.

1. Right click on the Security Roles nodein the left panel and select Configure anew
SecurityRole.

2. Enter adescription for this Security Role in the Description field.(optional).
3. Enter the name of this security rolein the Role Name field.

4, Click Create.

Configuring Environment Entries

Declares an environment entry for an application. Y ou can create any number of
environment entries.

1. Right click on the Env Entries node in the left panel and select Configure a new
EnvEntry.

Enter a description for this Environment entry in the Description field.(optional ).
Enter the name of this Env entry in the Env Entry Name field.

Enter the value of this Env Entry in the Env Entry Value field

o > v DN

Enter the type of this Env Entry in the Env Entry Typefield.

Configuring EJB References

The gjb-ref defines areference to an EJB resource. This reference is mapped to the
actual location of the EJB at deployment time by defining the mapping in the
WebL ogic-specific deployment descriptor file, webl ogi c. xnl .Y ou can create any
number of EJB references.
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o k~ 0 NpoE

Right click on the Ejb refsnodein the left panel and select Configure anew EjbRef.
Enter a description for this EJB Reference in the Description field.(optional)
Enter the name of this EJB Referencein the EJBRef Namefield.

Enter the Java class of the referenced EJB in the EJBRef Typefield.

Enter the name of the home interface of the EJB in the Home Interface Name
field.

Enter the name of the remote interface of the EJB in the Remote Interface Name
field.

If the EJB is packaged in an Enterprise Application Archive (EAR), enter the
name of the EJB asit isreferenced in the <ej b- nane> element of the EAR s
deployment descriptor in the EJBLink Name field.

Enter the name of a security role defined in this web application in the Run As
field. (optional)

Configuring a New Webapp Ext

The WebA pp Ext node in the | eft pane represents the WebL ogi c-specific deployment
descriptor, webl ogi c. xmi . Thewebl ogi c. xm descriptor is used to configure
attributes unique to WebL ogic Server. To configure attributesin webl ogi c. xni , you
must first create its node in the deployment descriptor editor.

To create the webl ogi ¢. xm descriptor node:

1

Right click on the top level nodein the left pane. (The node is labeled myWebApp
Web Application, where myWebApp is the name of the Web Application you are
editing.)

Select Configure a new WebA ppExtDescriptor

In the right pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).
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5. Click Create.

Configuring the Session Descriptor

The Session Descriptor configures HTTP session-rel ated parameters.
1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

b. Select Configure a new WebA ppExtDescriptor

c. Intheright pane, enter a description of the Web Application in the Description
field (optional).

d. Enter the version of WebL ogic Server that your application isrunning on
(optional).

e. Click Create.
f. Expand the WebApp Ext node in the left panel.
2. Click on the Session Descriptor node in the |eft panel.

3. Fillinthefieldsin the right panel according to the information in Session
Descriptor table.

4. Click Apply.

Configuring the JSP Descriptor

The JSP Descriptor configures JSP-related parameters.
1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)
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e.

f.

Select Configure a new WebA ppExtDescriptor

Intheright pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the | eft panel.

2. Click on the JSP Descriptor node in the left panel.

3. Fillinthefieldsin theright panel according to the information in JSP Descriptor
table.

4. Click Apply.

Configuring Security Role Assignments

Security role assignments map asecurity roleto one or more principals. The principals
must be defined in your security realm.

1. If it does not exist in the |eft pane, create the WebApp Ext node:

a

e.

f.

Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In the right pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the | eft panel.

2. Right click on the Security Role Assignment nodein the left panel and select
Configure a new SecurityRoleAssignment.
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3. Select asecurity role from the Role drop-down list.

4. Add one or more Principal Names to the text box, one per line. The principals
must be valid in your security realm.

5. Click Create.

Configuring Character Set Parameters

Y ou can define codeset behavior for non-unicode operations by configuring Character
Set Parameters. Y ou can al so specify a mapping of Java character setsto IANA
character sets. For more information, see Determining the Encoding of an HTTP
Request at

http://e-docs. bea. com w s/ docs61/ webapp/ conponent s. ht ml #encodi ng-
ht t p, and Mapping IANA Character Sets to Java Character Sets at

http://e-docs. bea. com w s/ docs61/ webapp/ conponent s. ht m #map-i ana.

1. If it does not exist in the left pane, create the WebApp Ext node:

a

e.

f.

Right click on the top level node in the left pane. (The node is labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In theright pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the left panel.

2. Right click on the WebApp Ext node in the left panel and select Configure a new
Charset Params.

3. Create Input Charset Descriptors

a

Expand the Charset Params node.
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Configuring a New Webapp Ext

C.
d.

e.

Right click on the Input Charset Descriptors node and select Configure a new
I nputCharsetDescriptor.

Enter the path that appliesto this Charset Descriptor in the Resource Path field.
Enter avalid Java character set name in the Java Charset Name field.

Click Create

4. Create a Character Set Mapping

a

Expand the Charset Params node.

b. Right click on the Charset Mappings node and select Configure a new

CharsetMapping.
Enter avalid IANA character set name in the IANA Charset Name field.
Enter avalid Java character set name in the Java Charset Name field.

Click Create

Configuring a Reference Descriptor

The Reference Descriptor maps the INDI name of a server resource to aname used in
the Web application. The Resource Description panel maps a resource, for example,
a DataSource, to its INDI name. The Ejb Reference panel maps an EJB to its INDI

name.

1. If it does not exist in the left pane, create the WebApp Ext node:

a

Right click on the top level node in the |eft pane. (The node is labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In the right pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
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f.

Expand the WebApp Ext node in the left panel.

2. Right click on the WebApp Ext node in the left panel and select Configure a new
Reference Descriptor.

3. Create Resource Descriptions. You can create one or more Resource
Descriptions.

a

Expand the Resource Descriptor node.

b. Right click on the Resource Descriptions node and select Configure a new

e.

ResourceDescription.
Enter the name of an object from the INDI tree in the Jndi Name field.

Select a Resource Reference from the Resource Reference drop-down list. The
Resource Reference should be already configured under the Resource Refstab.

Click Create

4. Create an EJB Reference Description

a

Expand the Resource Descriptor node.

b. Right click on the Ejb Reference Descriptions node and select Configure anew

EjbReferenceDescription.
Enter the name of an object from the INDI tree in the Jndi Name field.

Select an EJB Reference from the Ejb Reference drop-down list. The EJB
Reference should be already configured under the Ejb refs tab.

Click Create

Configuring a Container Descriptor

Enable Check Auth on Forward when you want to require authentication of forwarded
reguests from a servlet or JSP.

1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled

myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)
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e.

f.

Select Configure a new WebA ppExtDescriptor

Intheright pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the | eft panel.

. Right click on the WebA pp Ext node and select Configure a new Container
Descriptor.

. To enable authentication of forwarded requests, check the Check Auth on
Forward Enabled box.

. To configure redirect behavior, check the redirect-with-absoute-url box.

. Click Create.
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Web App Descriptor

Attribute

Description

Range of Values

Default Value

Description

A text description of the
servlet.

String

none

Display Name

This element is not used
by WebL ogic Server.

String

none

Large Icon File Name

Specifiesthelocationfor a
large (32x32pixe) . gi f
or . j pg image used to
represent the Web
applicationin aGUI tooal.
Currently, thiselement is
not used by WebL ogic
Server.

String

none

Small Icon File Name

Specifiesthelocationfor a
small (16x16 pixel). gi f
or . j pg image used to
represent the Web
application in aGUI tool.
Currently, thisis not used
by WebL ogic Server.

String

none

Distributable

Thiselement is not used
by WebL ogic Server.

Empty

none

Filters
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Attribute Description Range of Values Default Value
Filter Name The name for thisfilter String MyFilter
Description A text description of the  String none
servlet.
Display Name Thiselementisnotused  String none
by WebL ogic Server.
Small Icon File Name Thiselementisnotused  String none
by WebL ogic Server.
Large Icon File Name Thiselementisnotused  String none
by WebL ogic Server.
Filter Class Thefully-quaified class  Class name none

name of thefilter.
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Filter Mappings

Attribute Description Range of Values Default Value

Filter The name of thefilterto  String none
which you are mapping a
URL pattern. This name
corresponds to the name
you assigned afilterina
<filter-nane>
element.

Url Pattern Describesapatternused  String none
to resolve URLS. The
portion of the URL after
the
http://host: port +
WebAppNane is
compared to the
<url-pattern> by
WebL ogic Server. If the
patterns match, the filter
mapped in this element
will be called.

Example patterns:
/ soda/ gr ape/ *
/ fool *
/contents

* foo

The URL must follow the
rules specified in Section
10 of the Servlet 2.2
Specification.
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Listeners

Attribute Description Range of Values Default Value
Servlet The name of a serviet A valid servlet name none

which, if caled, causes defined in this

thisfilter to execute. deployment descriptor.

Listeners

Attribute Description Range of Values Default Value
Listener Class Name Name of the class that Class name none
responds to a Web

Application event.
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Servlets

Attribute Description Range of Values Default Value
Description A text description of the  String None
serviet.
Display Name Thiselementisnotused  String None
by WebL ogic Server.
Small Icon File Name Thiselementisnotused  String None
by WebL ogic Server.
Large Icon File Name Thiselementisnotused  String None
by WebL ogic Server.
Servlet Name Defines the canonical String MyServlet
name of the servlet, used
to reference the servlet
definition elsewhereinthe
deployment descriptor.
Servlet Class Thefully-qualified class ~ Class name None

name of the servlet.

Y ou may use only one of
either the

<servl et -cl ass>tags
or<jsp-fil e>tagsin
your servlet body.
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Servlets

initialization parameter.

Attribute Description Range of Values Default Value
Jsp File Thefull pathto aJSPfile  String None
within the Web
application, relativeto the
Web application root
directory.
Y ou may use only one of
either the
<servl et - cl ass>tags
or<jsp-file>tagsin
your servlet body.
Load On Startup WebL ogic Server Positive Integer 0
initializes this serviet If no valueis specified, or
when WebLogic Server it the value specified is
starts up. The_optl onal not a positive integer,
contents of this element WebL ogic Server can
must be apositiveinteger  |gad the serviet in any
indicating the order in order in the startup
which the serviet should  gqence.
beloaded. Lower integers
are loaded before higher
integers.
Parameters
Attribute Description Range of Values Default Value
Description Text description of the MyError Page
initialization parameter.
Param Name Defines the name of this ~ String None
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Attribute Description Range of Values Default Value
Param Value DefinesaStri ng value  String None

for thisinitialization

parameter.

Security Role Refs

Attribute Description Range of Values Default Value

Description Text description of the String MyError Page
role.

Role Name Defines the name of the String None

security role or principal
that is used in the servlet

code.
Role Link Defines the name of the String - asecurity rolethat  None
security role. isdefinedina

<security-role>
element later in the
deployment descriptor.
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Servlet Mappings

Servlet Mappings

Attribute

Description Range of Values

Default Value

Servlet

Thenameof theservletto A declared servlet.
which you are mapping a

URL pattern. This name

corresponds to the name

youassigned aservietina

<ser vl et > declaration

tag.

none

URL Pattern

Describesapatternused  String
to resolve URLS. The
portion of the URL after
the

http://host: port +
WebAppNane is
compared to the

<url -pattern> by
WebL ogic Server. If the
patterns match, the servlet
mapped in this element
will be called.

Example patterns:
/ soda/ gr ape/ *
/fool*
/contents

*. foo

The URL must follow the
rules specified in Section
10 of the Servlet 2.2
Specification.

MyServlet Mapping
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Mime Mappings

Attribute Description Range of Values Default Value
Mime Type A string describing the String MyMime Mapping
defined mime type, for
example: t ext / pl ai n.
Extension A string describing an String None
extension, for example:
txt.
Session Config
Attribute Description Range of Values Default Value
Session Timeout The number of minutes Maximum value: -2

after which sessionsin
this Web Application
expire. Thevaluesetin
this element overridesthe
vaue set in the

Ti meout Secs
parameter of the Session
Descriptor in the

WebL ogic-specific
deployment descriptor
webl ogi c. xm , unless
one of the special values
listed hereis entered.

Integer. MAX_VALUE +
60

Special values:

m -2=Usethevalueset
by Ti meout Secs in
Session Descriptor

m  -1=Sessionsdo not
timeout. Thevalue set
in Session Descriptor
isignored.
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Welcome Files

Welcome Files

Attribute Description Range of Values Default Value

Welcome File Filenametouseasa String None
default welcomefile, such
asindex.html. Y ou may
specify one or more
welcome files.

Error Pages

Attribute Description Range of Values Default Value

Error Code A validHTTPerror code, String MyError Page
for example 404.

Exception Type A fully-qualified class String None
name of a Java exception
type, for example
java. | ang.

Location The location of the String None
resource to display in
response to the error.
Must include aleading / .
For example
/I myErrorPg. htm .
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Tag Libs

Attribute Description Range of Values Default Value

URI Describesa URI, relative  String MyTag Lib
to the location of the
web.xml document,
identifying a Tag Library
used in the Web
application.
If the URI matches the
URI string used in the
taglib directive on the JSP
page, thistaglib is used.

Location Givesthefilenameof the  String None
tag library descriptor
relative to the root of the
Web application. Itisa
good ideato store the tag
library descriptor file
under the WEB- | NF
directory soitisnot
publicly available over an
HTTP request.

Resource Env Refs

Theresource-env-ref element contains adeclaration of an component'sreferenceto an
administered object associated with a resource in the component's environment.
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Resource Env Refs

Attribute Description Range of Values Default Value
Description A text description. String none
Ref Name The name of aresource String MyResource Env Ref
environment reference; its
vaueis the environment
entry name used in code.
Ref Type The type of aresource String none

environment reference.
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Resource Refs

Attribute Description Range of Values Default Value
Description A text description. String none
Ref Name The name of theresource  String MyResource Ref
used in the INDI tree.
Servletsin the Web
application use this name
to look up areference to
the resource.
Ref Type The Javatype of the Javatype none
resource that corresponds
tothereferencename. Use
the full package name of
the Javatype.
Auth Used to control the APPLI CATI ON:  The none
resource sign on for application component
security. code performs resource
signon programmatically.
CONTAI NER: WebLogic
Server uses the security
context established with
login config element.
Sharing Scope Specifies whether Shar abl e Shar abl e

connections obtained
through the given
resource manager
connection factory
reference can be shared.

Unshar abl e
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Security Constraints

Security Constraints

Attribute Description Range of Values Default Value

Display Name Name of this constraint. String MySecurity Constraint

Auth Constraint

Defines which groups or principals have access to the collection of web resources
defined in this security constraint.

Attribute Description Range of Values Default Value

Description A text description of this  String none
security constraint.

Role Name Defines which security A defined security role. none
roles can access resources
defined in this
security-constraint.
Security role names are
mapped to principals
using theRol e Nane.

User Data Constraint

Defines how the client should communicate with the server.
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Attribute Description Range of Values Default Value
Description A text description. String none
Transport Guarantee Specifies that the = NONE—theapplication none
communication between does not require any
client and server. transport guarantees.
WebL ogic Server m | NTEGRAL—the
establishes a Secure application requires
Sockets Layer (SSL) that the data be sent
connection when the user between theclient and
is authenticated using the server in such away
| NTEGRAL or that it cannot be
CONFI DENTI AL changed in transit.
consiraint.s = CONFI DENTI AL—the
application requires
that the data be

transmitted in a
fashion that prevents
other entities from
observing the
contents of the
transmission.

Web Resource Collection

Defines the components of the Web application to which this security constraint is

applied.
Attribute Description Range of Values Default Value
Web Resource The name of thisWeb String none
Name resource collection.
Description A text description of this  String none

security constraint.
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Security Constraints

URL Pattern Use one or more of the String none
URL Pattern elementsto
declareto which URL
patterns this security
constraint applies. If you
do not use at least one of
these elements, this web
resource collection is
ignored by WebL ogic
Server.

HTTP Method Use one or more of the GET none
HTTP Method elements POST
to declare which HTTP
methods (GET | POST
| . ..) aresubject tothe
authorization constraint.
If you omitthe HTTP
Method element, the
default behavior isto

apply the security
constrainttoall HTTP
methods.
LoginConfig
Attribute Description Range of Values Default Value
Auth Method Specifiesthemethodused BASI C- uses browser BASIC
to authenticate the user. authentication
Possible values: FORM- usesauser-written
BASI C - uses browser HTML form
authentication CL| ENT- CERT
FORM- usesauser-written
HTML form
CLI ENT- CERT
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Realm Name The name of theream String None
that is referenced to
authenticate the user
credentids. If omitted, the
WebLogic realm is used
by default. For more
information, see
Specifying a Security
Realm at
http://e-docs.bea.com/wls
/docs61/adminguide/cnfg
sec.html#cnfgsec004.

Login Page The URI of aWeb String None
resource relative to the
document root, used to
authenticatetheuser. This
can bean HTML page,
JSP, or HTTP servlet, and
must return an HTML
page containing a FORM
that conformsto aspecific
naming convention.

Error Page The URI of aWeb String None
resource relative to the
document root, sent to the
user inresponseto afailed
authentication login.
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Security Roles

Security Roles

Attribute Description Range of Values Default Value
Description A text description of this ~ String none

security role.
Role Name Therolename. Thename  String system

you use here must have a
corresponding entry inthe
WebL ogic-specific
deployment descriptor,
webl ogi c. xm , which
mapsrolesto principalsin
the security realm.
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Env Entries

Attribute Description Range of Values Default Value
Description A textual description. String none
Env Entry Name The name of the String MyEnvironment Entry
environment entry.
Env Entry Value The value of the String none
environment entry.
Env Entry Type The name of the String none

environment entry.
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Ejb refs

Attribute

Description

Range of Values

Default Value

Description

A text description of the
reference.

String

none

EJBRef Name

The name of the EJB used
in the Web application.
This name is mapped to
the INDI treein the
WebL ogic-specific
deployment descriptor
webl ogi c. xmi .

String

MyEJB Ref

EJBRef Type

The expected Java class
type of the referenced
EJB.

String

none

Home Interface Name

Thefully qualified class
name of the EJB home
interface.

String

none

Remote Interface Name

Thefully qualified class
name of the EJB remote
interface.

String

none

EJBLink Name

The<ej b- nane> of an
EJB in an encompassing
J2EE application package.

String

none

Run As

A security role whose
security context isapplied
to the referenced EJB.

A security role defined in
this web application.

none

Security Role Assignment
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Attribute Description Range of Values Default Value
Role Name Specifies the name of a A valid security role. none

security role.
Principal Name Specifies the name of a A principal definedinthe none

principal that isdefined in
the security realm. Y ou
can use multiple
<princi pal - name>
elementsto map
principalsto arole. For
more information on
security realms, seethe
Programming
WebLogic Security at
http://e-docs.bea.com/
wls/docs61/security/in
dex.html.

security realm.

Reference Descriptor

Resource Descriptions

Attribute Description Range of Values Default Value
Res Ref Name Specifies the name of a String none

resource reference.
Jndi Name SpecifiesaJNDI namefor  Javacharacter set name none

the resource.
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Session Descriptor

EJB Reference Description

Attribute Description Range of Values Default Value
Ejb Ref Name Specifiesthenameof an  String none
EJB reference used in
your Web application.
Jndi Name SpecifiesaJNDI namefor  Javacharacter set name none
the reference.
Parameter Name Default Value Parameter Value
URL RewritingEnabled true Enables URL rewriting, which encodes the session ID

into the URL and provides session tracking if cookies
are disabled in the browser.

IDLength

52 Sets the size of the session ID.

The minimum valueis 8 bytes and the maximum value
isl nt eger. MAX_VALUE.

If you are writing a WAP application, you must use
URL rewriting because the WAP protocol does not
support cookies. Also, some WAP devices have a
128-character limit on URL length (including
parameters), which limits the amount of data that can
be transmitted using URL re-writing. To allow more
space for parameters, use this parameter to limit the
size of the session ID that is randomly generated by

WebL ogic Server
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Parameter Name

Default Value

Parameter Value

CookieComment

Weblogic Server
Session
Tracking Cookie

Specifies the comment that identifies the session
tracking cookie in the cookiefile.

If unset, this parameter defaultsto WebLogi ¢
Sessi on Tracki ng Cooki e.Youmay providea
more specific name for your application.

CookieDomain

Null

| dentifies the server to which the browser sends cookie
information when the browser makes a request. For
example, setting the CookieDomain to

. nydonai n. comreturns cookiesto any server inthe
*. mydonmai n. comdomain.

The domain name must have at |east two components;
setting anameto *. comor *. net isinvalid.

If unset, thisparameter defaultsto the server that issued
the cookie.

CookieMaxAgeSecs

Setsthelife span of the session cookie, in seconds, after
which it expires on the client.

If the value is O, the cookie expiresimmediately.

The maximum valueis MAX_VALUE, where the
cookie lasts forever.

If set to - 1, the cookie expires when the user exitsthe
browser.

CookieName

JSESSI ONI D

Defines the session cookie name. Defaults to
JSESSI ONI Dif unset. You may set thisto amore
specific name for your application.

CookiePath

Null

Specifies the pathname to which the browser sends
cookies.

If unset, this parameter defaultsto/ (slash), wherethe
browser sends cookiesto all URLSs served by

WebL ogic Server. You may set the path to a narrower
mapping, to limit the request URL s to which the
browser sends cookies.
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Session Descriptor

Parameter Name

Default Value

Parameter Value

Invalidationl nterval Secs

60

Sets the time, in seconds, that WebL ogic Server waits
between doing house-cleaning checks for timed-out
and invalid sessions, and deleting the old sessions and
freeing up memory. Use this parameter to tune

WebL ogic Server for best performance on high traffic
sites.

Theminimum valueisevery second (1). The maximum
valueis once aweek (604,800 seconds). If unset, the
parameter defaults to 60 seconds.

JDBConnectionTimeoutSecs

120

Sets the time, in seconds, that WebL ogic Server waits
before timing out a JDBC connection, where x isthe
number of seconds between.

PersistenceStoreDir

sessi on_db

If you have set Per si st ent St or eType tofil e,
this parameter setsthe directory path where WebL ogic
Server will store the sessions. The directory pathis
either relativeto thetemp directory or an absolute path.
The temp directory is either a generated directory
under the WEB- | NF directory of the Web application,
or adirectory specified by the context-param
javax.servlet.context.tnpdir.

Ensure that you have enough disk space to store the
number of valid sessions multiplied by the size of each
session. You can find the size of a session by looking
at thefiles created in the Per si st enceStoreDir.

Y ou can make file-persistent sessions clusterable by
making this directory a shared directory among
different servers.

Y ou must create this directory manually.

PersistenceStorePool

None

Specifies the name of a JDBC connection pool to be
used for persistence storage.
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Parameter Name

Default Value

Parameter Value

PersistentStoreType

menory

Setsthe persistent store method to one of thefollowing
options:
m  nenor y—disables persistent session storage

m fil e—usesfile-based persistence (See also
Per si st enceSt or eDi r, above)

m | dbc—usesadatabaseto store persistent sessions.
(seedso Per si st enceSt or ePool , above)

m replicat ed—sameasnenory, but sessiondata
isreplicated across the clustered servers

m cookie—all session datais stored in acookiein the
user’s browser

CookiesEnabled

True

Use of session cookiesis enabled by default and is
recommended, but you can disable them by setting this
property to f al se. You might turn this option off to
test using URL rewriting.

TrackingEnabled

True

When set to true, session tracking is enabled.

TimeoutSecs

3600

Sets the time, in seconds, that WebL ogic Server waits
before timing out a session, where x is the number of
seconds between a session's activity.

Minimum valueis 1, default is 3600, and maximum
valueisi nt eger MAX_VALUE.

On busy sites, you can tune your application by
adjusting the timeout of sessions. While you want to
give abrowser client every opportunity to finish a
session, you do not want to tie up the server needlessly
if the user has |eft the site or otherwise abandoned the
session.

This parameter can be overridden by the

sessi on-ti meout element (defined in minutes) in
web. xn . For more information, see Sessi on

Ti neout .

ConsoleMainAttribute

If you enable Session Monitoring in the WebL ogic
Server Administration Console, set this parameter to
the name of the session parameter you will use to
identify each session that is monitored.
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JSP Descriptor

Parameter Name

Default Value Parameter Value

PersistentStoreCookieName W.COXI E Sets the name of the cookie used for cookie-based
persistence.
Parameter Name Default Value  Parameter Value
Compile Command j avac, or the Specifiesthe full pathname of the standard Java compiler used to
Java compiler compile the generated JSP servlets.
defined for a

server under the
configuration

For faster performance, specify adifferent compiler, such as
IBM's Jikes or Symantec's sj .

/tuning tab of the
WebL ogic
Server
Administration
Console

Compiler Class None Name of aJava compiler that is executed in WebL ogic Servers's
virtual machine. (Used in place of an executable compiler such as
javacorsj.)

Compile Flags None Passes one or more command-line flags to the compiler. Enclose
multiple flags in quotes, separated by a space. For example:
java webl ogi c.j spc

-conpileFlags "-g -v" nyFile.jsp
Working Dir internally The name of a directory where WebL ogic Server savesthe
gener at ed generated Java and compiled class files for a JSP.
directory
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Parameter Name

Default Value

Parameter Value

Verbose

true

When settot r ue, debugging information is printed out to the
browser, the command prompt, and WebL ogic Server log file.

keepgenerated

fal se

Saves the Java files that are generated as an intermediary step in
the JSP compilation process. Unlessthisparameter issettot r ue,
the intermediate Javafiles are deleted after they are compiled.

Page Check Seconds

Setstheinterval, in seconds, at which WebL ogic Server checksto
see if JSP files have changed and need recompiling.
Dependencies are also checked and recursively reloaded if
changed.

If set to 0, pages are checked on every request. If setto - 1, page
checking and recompiling is disabled.

Encoding

Default encoding
of your platform

Specifies the default character set used in the JSP page. Use
standard Java character set names (see

http://java.sun.com/j 2se/1.3/docs/gui de/intl/encoding.doc.htm).
If unset, this parameter defaultsto the encoding for your platform.
A JSP page directive (included in the JSP code) overrides this
setting. For example:

<%@ page content Type="text/htm ;
char set =cust om encodi ng” %

Package Prefix

j sp_servl et

Specifies the package into which all JSP pages are compiled.

No Try Blocks

fal se

If a JSP file has numerous or deeply nested custom JSP tags and
youreceiveaj ava. | ang. Veri f yErr or exception when
compiling, use this flag to alow the JSPs to compile correctly.

Precompile

fal se

When set to true WebL ogic Server automatically compiles all
JSPs on startup.

Compiler Supports
Encoding

Fal se

Specifies the encoding used by the WebL ogic JSP compiler to
create the intermediatej ava file.

When set to true, the ISP compiler uses the encoding specified
withthecont ent Type attribute contained inthepage directive
on the JSP page, or, if acont ent Type isnot specified, the
encoding defined with theencodi ng parameter in the
jSp-descriptor.

When set to fal se, the JSP compiler uses the default encoding for
the VM when creating the intermediate .j ava file.
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Container Descriptor

Container Descriptor

Attribute Description Range of Values Default Value
Check Auth on Forward ~ When enabled, requires  Checked, Unchecked Unchecked
Enabled authentication of

forwarded requestsfrom

aservlet or JSP.
redirect-with-absoute-url ~ Controls whether the boolean true

javax.servlet.http
. Ht t pServl et Respon
se. SendRedi rect ()
method redirects using a
relative or absolute URL.
Setthiselementtof al se
if you are using a proxy
HTTP server and do not
want the URL converted
to anon-relative link.

The default behavior is
to convert the URL toa
non-relative link.

BEA WebL ogic Server Administration Console Online Help 114-54



114web Application Deployment Descriptor Editor Help

Charset Params

Input Charset Descriptors

Attribute

Description Range of Values

Default Value

Resource Path

A path which, if included  String
in the URL of arequest,

signals WebL ogic Server

to use the Java character

set specified by the Java

Charset Name field.

none

Java Charset Name

Specifies the Java Java character set name
characters set to use.

none

Character Set Mapping

Attribute

Description Range of Values

Default Value

IANA Charset Name

Specifies the IANA IANA character set name
character set namethat is

to be mapped to the Java

character set specified by

the Java Charset Name

field.

none

Java Charset Name

Specifies the Java Java character set name
characters set to use.

none
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Configuring a WebLogic Web Service

The Web Service information in the Deployment Descriptor Editor is provided for
monitoring purposes only; changing any of the values might result in the deployed

Web Service not functioning correctly.

Web Services

RPC Services

Attribute

Description Range of Values

Default Value

JNDI Name

JINDI nameof thestateless  String.
session EJB that

comprises the RPC-style

Web service.

None.

Home Interface

TheHomeinterfaceof the  String.
stateless session EJB.

None.

Remote Interface

The Remoteinterfaceof  String.
the statel ess session EJB.

None.

URI

URI used by client String.
applicationsto invoke the
Web service.

None.
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Message Services

Attribute

Description

Range of Values

Default Value

Service Name

Name of the SOAP
Servlet that handles
SOAP messages between
WebL ogic Server and
client applications.

String.

Null.

Destination

JINDI name of the IMS
topic or queue which
receives or sends data
between WebL ogic
Server and the client
application.

String.

None.

Destination Type

Thetype of IMS
destination: topic or
queue.

Topi ¢ or Queue.

None.

Action

Specifies whether the
client application that
invokesthis
message-style Web
service sends or receives
datatothe IMS
destination.

Specify send if theclient
sends data to the IMS

destinationandr ecei ve
if the client receives data

from the IM S destination.

Send or Recei ve.

None.

Connection Factory

JINDI name of the
ConnectionFactory used
to create a connection to
the IMS destination.

String.

None.
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Web Services

Attribute Description Range of Values Default Value

URI URI used by clientsto String. None.
invoke the Web service.
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115 Web Application

Deployment Descriptor
Editor Help

The following sections contains information about using the Web Application
Deployment Descriptor Editor:

Overview of the Web Application Deployment Descriptor Editor

Configuring a Web Application using the Web Application Deployment
Descriptor Editor

Creating a New Web Application
Using the Web Application Deployment Descriptor Editor
Editing an Existing Deployment Descriptor

Instructions for configuring Web Application components (The component name
is followed by the top-level XML element used to represent it in the deployment
descriptor):

e Configuring Basic Web Application Attributes (<i con>, <di spl ay- nanme>,
<description>, <distributable>)

e Configuring Context Parameters ( <cont ext - par an®) )
e Configuring Filters(<filter>, <filter-mpping>)
e Configuring Listeners(<l i st ener>)

e Configuring Servlets (<ser vl et >, <ser vl et - mappi ng>)
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e Configuring Welcome Pages (<wel conme-file-1ist>)

e Configuring the Session Timeout ( <sessi on- conf i g>)

e Configuring MIME Mappings ( <ni me- nappi ng>)

e Configuring Error Pages (<er r or - page>)

e Configuring JSP Tag Libraries (<t agl i b>)

e Configuring Resource Environment References ( <r esour ce- env-r ef >)
e Configuring Resource References ( <r esour ce-r ef >)

e Configuring Security Constraints (<security- constrai nt >)

e Configuring Logins ( <l ogi n- confi g>)

e Configuring Security Roles (<security-rol e>)

e Configuring Environment Entries ( <env- ent ry>)

e Configuring EJB References ( <ej b-r ef >)

Configuring a New Webapp Ext (webl ogi c. xm )

e Configuring the Session Descriptor ( <sessi on-descri pt or >)

e Configuring the JSP Descriptor ( <j sp- descri pt or >)

e Configuring Security Role Assignments (<securi ty-r ol e- assi gnnent >)
e Configuring a Reference Descriptor ( <r ef er ence- descri pt or >)

e Configuring Character Set Parameters ( <char set - par ans>)

e Configuring a Container Descriptor ( <cont ai ner - descri pt or >)

Configuring a WebL ogic Web Service
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Overview of the Web Application
Deployment Descriptor Editor

The Web Application Deployment Descriptor Editor allows you to edit the
deployment descriptors that define a Web Application. A Web Application is a J2EE
deployment unit that defines a collection of Web resources such as JSPs, servlets, and
HTML pages. Web Applications can a so define references to externa resources such
asEJBs.

Each Web Application hastwo deployment descriptors, web. xml andwebl ogi c. xmi
both of which can be edited using the Web Application Deployment Descriptor Editor.
Theweb. xm deployment descriptor is defined by the Servlet specification from Sun
Microsystems and thewebl ogi c. xm deployment descriptor is specific to WebL ogic
Server. For more information about Web Applications, see Assenbl i ng and
Configuring Wb Applications inthe WeblLogic Server Documentation at
http://e-docs. bea. com w s/ docs61/ webapp/i ndex. ht mi .

The Web Application Deployment Descriptor Editor can only edit an existing
deployment descriptor, it cannot create a new deployment descriptor.

Creating a New Web Application

To create anew Web Application:

1. Create the components of the Web Application: the servlets, JSPsand HTML
pages.

2. Arrange the components on your file system into the directory structure defined
for Web Applications. For more information, see Directory Structure
http://e-docs. bea. com w s/ docs61/ webapp/ basi cs. ht m #di r.

3. Create a skeleton deployment descriptor. You can do this one of two ways:

e Follow the procedures described under Packaging Web Applications at
http://e-docs. bea. comw s/ docs61/ progranm ng/ packagi ng. ht m #
pack005.
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Overview of the Web Application Deployment Descriptor Editor

e Createatextfilecalledweb. xm and saveit in the WEB- | NF directory of
your Web Application. This file must contain the following text:

<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//
DTD Wb Application 2.3//EN'
"http://java. sun. contf dt d/ web-app_2_3. dtd">

<web- app>
</ web- app>

4. Configurethe functionality of your Web Application by using the deployment
descriptor editor as described in the next section.

Using the Web Application Deployment Descriptor Editor

1. Start the WebLogic Administration Server if it is not already running.
2. Start the WebL ogic Server Administration Console in a browser.

3. If the Web Applicationis already defined in the current domain, expand the Web
Applications node in the left panel and skip to Step 5.

4. If the Web Application is not yet configured in the current domain, configure a
new Web Application:

a. Click on*“Configure anew Web Application” in the right panel.
b. Enter the name of this Web Application in the Name field.

c. Enter the name of the directory containing your Web Application in the URI
field.

d. Enter the path to the directory containing your Web Application in the Path
field.

e. Click Create. The new Web Application appears under Web Applicationsin the
left panel

5. Right click on the Web Application and select Edit Web Application Descriptor.
A new browser window opensin which you can edit the deployment descriptors.

6. Configure the functionality of your Web Application. See Configuring a Web
Application using the Web Application Deployment Descriptor Editor for
instructions on configuring Web Application functionality.
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7. When you have finished editing the deployment descriptor, select the Web App
Descriptor node in the left navigation tree.

8. Click Validate in the right panel. The validation only checks to see that the
deployment descriptor conforms to its document type definition (DTD). It does
not verify the existence of any of the components you have configured nor
perform any other type of validation.

9. After you have validated the deployment descriptors, click Persist in the right
panel. Your changes to the deployment descriptor are not written to the
deployment descriptor files on disk until you click the Persist button.

Figure 115-1 Web Application Deployment Descriptor Editor

-"EWeblugic Server Console - Microsoft Internet Explorer

J File Edit Wiew Favorites »JAerBSS I@ http:,.l',-"localhost?ﬂm,-"conSDle,-"actions,-"mbean,-"MEleanDe'I |

|E&~= -0 d Q6B S 8-

2@ Examples YWeh Application ° %
E @ weh App Descriptor Examples Web Application> Weh App Descriptor ﬂ = ? Z hea
Eparameters — = -
DFmErS Domain: examples 0 FPMPD
r—r‘FiIterMappings
Bl istaners BY Canfigure a new Welcome File List.

Elseniets

Elservet Mappings Configuration

@ Session Config

Ijmime Mappings &? Description: |
r—r‘H'I‘I'P Errar Pages

ElTag Libs /M2 Display Name: |Examp|es Weh Application
Elresource Env Refs
= Reszource Refs & ? Large Icon File Hame: |

r—r‘Security Constraints

EI__r‘SecurityRoles &? Small Icon File Hame: |
@ pySecurity Role
EEny Entries A2 T pistributable
HEjh Refs

B @ wehapp Ext Apply |

@ Session Descriptor

@ 5P Descriptor

r—r‘Security Role Azsignments
Bl @ \web Senvices

BlrpPC services

r—r‘Message Services

|@ ’_’_ ';3 Local intranet 4

115-63 BEA WebL ogic Server Administration Console Online Help



Overview of the Web Application Deployment Descriptor Editor

Editing an Existing Deployment Descriptor

1. Follow the procedure Using the Web Application Deployment Descriptor Editor

2. Select the deployment descriptor elements you wish to edit from the navigation
tree in the left panel. Some elements require you to right click on their parent
nodes in the left navigation tree and select the option to create the element. For
more information, see Configuring a Web Application using the Web Application
Deployment Descriptor Editor

3. Fill inor change the fields in the right panel as required.
4. Click the Create or Apply button as appropriate.

5. When you have finished editing the deployment descriptor, select the top node in
the left navigation tree.

6. Click Validateinthe right panel. The validation only checksto see that the
deployment descriptor conforms to its document type definition (DTD). It does
not verify the existence of any of the components you have configured nor
perform any other type of validation.

7. Click Persist in the right panel. Your changes to the deployment descriptor are
not written to the deployment descriptor files on disk until you click the Persist
button.
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Configuring a Web Application using the
Web Application Deployment Descriptor

Editor

Configuring a New Webapp Ext

The WebApp Ext nodein the left pane represents the WebL ogi c-specific deployment
descriptor, webl ogi c. xml . Thewebl ogi c. xm descriptor is used to configure
attributes unique to WebL ogic Server. To configure attributesinwebl ogi c. xn , you
must first create its node in the deployment descriptor editor.

To create the webl ogi ¢c. xm descriptor node:

1

Right click on the top level node in the left pane. (The node is |abeled my\WebApp
Web Application, where myWebApp is the name of the Web Application you are
editing.)

Select Configure a new WebA ppExtDescriptor

In the right pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.

Configuring the Session Descriptor

The Session Descriptor configures HTTP session-rel ated parameters.

1

If it does not exist in the left pane, create the WebApp Ext node:
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e.

f.

Right click on the top level node in the |eft pane. (The node is labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In the right pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the | eft panel.

2. Click on the Session Descriptor node in the |eft panel.

3. Fillinthefieldsin the right panel according to the information in Session
Descriptor table.

4. Click Apply.

Configuring the JSP Descriptor

The JSP Descriptor configures JSP-related parameters.

1. If it does not exist in the left pane, create the WebApp Ext node:

a

Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In theright pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Creste.
Expand the WebApp Ext node in the | eft panel.
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2. Click on the JSP Descriptor node in the | eft panel.

3. Fillinthefieldsin theright panel according to the information in JSP Descriptor
table.

4. Click Apply.

Configuring Security Role Assignments

Security role assignments map a security roleto one or more principals. The principals
must be defined in your security realm.

1. If it does not exist in the left pane, create the WebApp Ext node:

a

e.

f.

Right click on the top level node in the left pane. (The node is labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In theright pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the left panel.

2. Right click on the Security Role Assignment nodein the left panel and select
Configure a new SecurityRoleAssignment.

3. Select asecurity role from the Role drop-down list.

4. Add one or more Principal Names to the text box, one per line. The principals
must be valid in your security realm.

5. Click Create.
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Configuring Character Set Parameters

Y ou can define codeset behavior for non-unicode operations by configuring Character
Set Parameters. Y ou can a so specify amapping of Java character setsto IANA
character sets. For more information, see Determining the Encoding of an HTTP
Request at

http://e-docs. bea. comw s/ docs61/ webapp/ conponent s. ht m #encodi ng-
ht t p, and Mapping IANA Character Setsto Java Character Sets at

http://e-docs. bea. com Wl s/ docs61/ webapp/ conponent s. ht ml #map-i ana.

1. If it does not exist in the left pane, create the WebApp Ext node:

a

e.

f.

Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In the right pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the | eft panel.

2. Right click on the WebApp Ext node in the left panel and select Configure a new
Charset Params.

3. Create Input Charset Descriptors

a

Expand the Charset Params node.

b. Right click on the Input Charset Descriptors node and select Configure a new

C.
d.

e.

InputCharsetDescriptor.
Enter the path that appliesto this Charset Descriptor in the Resource Path field.
Enter avalid Java character set name in the Java Charset Name field.

Click Create

4. Create a Character Set Mapping
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a. Expand the Charset Params node.

b. Right click on the Charset Mappings node and select Configure a new
CharsetMapping.

c. Enter avalid IANA character set name in the IANA Charset Name field.
d. Enter avalid Java character set name in the Java Charset Name field.

e. Click Create

Configuring a Reference Descriptor

The Reference Descriptor maps the INDI name of a server resource to aname used in
the Web application. The Resource Description panel maps a resource, for example,
aDataSource, to its INDI name. The Ejb Reference panel maps an EJB to its INDI
name.

1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

b. Select Configure a new WebA ppExtDescriptor

c. Intheright pane, enter a description of the Web Application in the Description
field (optional).

d. Enter the version of WebL ogic Server that your application isrunning on
(optional).

e. Click Create.
f. Expand the WebApp Ext nodein the left panel.

2. Right click on the WebApp Ext node in the left panel and select Configure a new
Reference Descriptor.

3. Create Resource Descriptions. You can create one or more Resource
Descriptions.

a. Expand the Resource Descriptor node.
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e.

Right click on the Resource Descriptions node and select Configure a new
ResourceDescription.

Enter the name of an object from the INDI tree in the Jndi Name field.

Select a Resource Reference from the Resource Reference drop-down list. The
Resource Reference should be already configured under the Resource Refstab.

Click Create

4. Create an EJB Reference Description

a

Expand the Resource Descriptor node.

b. Right click on the Ejb Reference Descriptions node and select Configure anew

EjbReferenceDescription.
Enter the name of an object from the INDI tree in the Jndi Name field.

Select an EJB Reference from the Ejb Reference drop-down list. The EJB
Reference should be already configured under the Ejb refs tab.

Click Create

Configuring a Container Descriptor

Enable Check Auth on Forward when you want to require authentication of forwarded
reguests from a servlet or JSP.

1. If it does not exist in the left pane, create the WebApp Ext node:

a

Right click on the top level node in the |eft pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

Intheright pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
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f. Expand the WebApp Ext nodein the left panel.

2. Right click on the WebApp Ext node and select Configure a new Container
Descriptor.

3. To enable authentication of forwarded requests, check the Check Auth on
Forward Enabled box.

4. To configure redirect behavior, check the redirect-with-absoute-url box.

5. Click Create.

115-71 BEA WebL ogic Server Administration Console Online Help



Web App Descriptor

Web App Descriptor

Attribute Description Range of Values Default Value
Description A text description of the  String none
servlet.
Display Name Thiselementisnotused  String none
by WebL ogic Server.
Large Icon File Name Specifiesthelocationfora  String none

large(32x32pixel) . gi f
or . j pg image used to
represent the Web
applicationin aGUI toal.
Currently, this element is
not used by WebL ogic
Server.

Small Icon File Name Specifiesthelocationfora  String none
small (16x16 pixdl). gi f
or . j pg image used to
represent the Web
application in aGUI tool.
Currently, thisis not used
by WebL ogic Server.

Distributable Thiselementisnotused  Empty none
by WebL ogic Server.

Filters
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Attribute Description Range of Values Default Value
Filter Name The name for thisfilter String MyFilter
Description A text description of the  String none
serviet.
Display Name Thiselementisnotused  String none
by WebL ogic Server.
Small Icon File Name Thiselementisnotused  String none
by WebL ogic Server.
Large Icon File Name Thiselementisnotused  String none
by WebL ogic Server.
Filter Class Thefully-qualified class  Class name none

name of thefilter.
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Filter Mappings

Attribute

Description Range of Values

Default Value

Filter

The name of thefilterto  String
which you are mapping a

URL pattern. This name
corresponds to the name

you assigned afilterina
<filter-nane>

element.

none

Url Pattern

Describesapatternused  String
to resolve URLS. The
portion of the URL after
the

http://host: port +
WebAppNane is
compared to the

<url -pattern> by
WebL ogic Server. If the
patterns match, the filter
mapped in this element
will be called.

Example patterns:
/ soda/ gr ape/ *
/fool*
/contents

*. foo

The URL must follow the
rules specified in Section
10 of the Servlet 2.2
Specification.

none
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Attribute Description Range of Values Default Value
Servlet The name of aserviet A valid servlet name none
which, if called, causes defined in this
thisfilter to execute. deployment descriptor.
Attribute Description Range of Values Default Value
Name of the class that Class name none

Listener Class Name

responds to aWeb
Application event.
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Servlets

Attribute Description Range of Values Default Value
Description A text description of the  String None
servlet.
Display Name Thiselementisnotused  String None
by WebL ogic Server.
Small Icon File Name Thiselementisnotused  String None
by WebL ogic Server.
Large Icon File Name Thiselementisnotused  String None
by WebL ogic Server.
Servlet Name Defines the canonical String MyServlet

name of the servlet, used
to reference the serviet
definitionelsewhereinthe
deployment descriptor.

Servlet Class Thefully-quaifiedclass  Class name None
name of the servlet.

Y ou may use only one of
either the

<servl et - cl ass>tags
or<jsp-file>tagsin
your servlet body.
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Attribute Description Range of Values Default Value
Jsp File Thefull path to aJSPfile  String None
within the Web
application, relativeto the
Web application root
directory.
Y ou may use only one of
either the
<servl et -cl ass>tags
or<jsp-file>tagsin
your servlet body.
Load On Startup WebL ogic Server Positive Integer 0
initializes this serviet If no valueis specified, or
when WebLogic Server it the value specified is
starts up. The optiona not a positive integer,
contents of th?s_ d e_ment WebLogic Server can
must be apositive integer  |qad the servlet in any
indicating the order in order in the startup
which the serviet should  gquence.
beloaded. Lower integers
areloaded before higher
integers.
Parameters
Attribute Description Range of Values Default Value
Description Text description of the MyError Page
initialization parameter.
Param Name Definesthe name of this ~ String None

initialization parameter.
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Attribute Description Range of Values Default Value

Param Vaue DefinesaStri ng value  String None
for thisinitialization
parameter.

Security Role Refs

Attribute Description Range of Values Default Value

Description Text description of the String MyError Page
role.

Role Name Defines the name of the String None

security role or principal
that is used in the servlet

code.
Role Link Defines the name of the String - asecurity rolethat  None
security role. isdefinedina

<security-rol e>
element later in the
deployment descriptor.
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Servlet Mappings

Attribute Description Range of Values Default Value

Serviet Thenameof theservletto A declared servlet. none
which you are mapping a
URL pattern. This name
corresponds to the name
youassigned aservietina
<ser vl et > declaration

tag.

URL Pattern Describesapatternused  String MyServlet Mapping
toresolve URLs. The
portion of the URL after
the
http://host: port +
WebAppNane is
compared to the
<url-pattern> by
WebL ogic Server. If the
patterns match, the servlet
mapped in this element
will be called.

Example patterns:

/ soda/ gr ape/ *
/fool *

/contents

*. foo

The URL must follow the
rules specified in Section
10 of the Servlet 2.2
Specification.
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Mime Mappings

Attribute Description Range of Values Default Value
Mime Type A string describing the String MyMime Mapping
defined mime type, for
example: t ext / pl ai n.
Extension A string describing an String None
extension, for example:
txt.
Session Config
Attribute Description Range of Values Default Value
Session Timeout The number of minutes Maximum value: -2

after which sessionsin
this Web Application
expire. Thevaluesetin
this element overridesthe
value set in the

Ti meout Secs
parameter of the Session
Descriptor in the

WebL ogic-specific
deployment descriptor
webl ogi c. xm , unless
one of the special values
listed here is entered.

Integer. MAX_VALUE +
60

Special values:

m -2 =Usethevalue set
by Ti meout Secs in
Session Descriptor

m  -1=Sessionsdo not
timeout. Thevalue set
in Session Descriptor
isignored.
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Welcome Files

Attribute Description Range of Values Default Value
Welcome File Filenameto useasa String None
default welcomefile, such
asindex.html. Y ou may
specify one or more
welcome files.
Attribute Description Range of Values Default Value
Error Code A validHTTPerror code, String MyError Page
for example 404.
Exception Type A fully-qualified class String None
name of a Java exception
type, for example
java. |l ang.
Location Thelocation of the String None

resource to display in
response to the error.
Must include aleading / .
For example
/myErrorPg. htm .
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Tag Libs

Attribute

Description

Range of Values

Default Value

URI

Describesa URI, relative
to the location of the
web.xml document,
identifying a Tag Library
used in the Web
application.

If the URI matches the
URI string used in the
taglib directive onthe JSP
page, thistaglib is used.

String

MyTag Lib

Location

Givesthe file name of the
tag library descriptor
relative to the root of the
Web application. Itisa
good ideato store the tag
library descriptor file
under the \EB- | NF
directory soitisnot
publicly available over an
HTTP request.

String

None

Resource Env Refs

The resource-env-ref element contains adeclaration of an component'sreferenceto an
administered object associated with a resource in the component's environment.
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Attribute Description Range of Values Default Value
Description A text description. String none
Ref Name The name of aresource String MyResource Env Ref

environment reference; its
value is the environment
entry name used in code.

Ref Type Thetype of aresource String
environment reference.

none
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Resource Refs

Attribute Description Range of Values Default Value
Description A text description. String none
Ref Name The name of theresource  String MyResource Ref
used in the INDI tree.
Servletsin the Web
application use this name
to look up areference to
the resource.
Ref Type The Javatype of the Javatype none
resource that corresponds
tothereferencename. Use
the full package name of
the Java type.
Auth Used to control the APPL| CATI ON:  The none
resource sign on for application component
security. code performs resource
signon programmatically.
CONTAI NER: WebL ogic
Server uses the security
context established with
login config element.
Sharing Scope Specifies whether Shar abl e Shar abl e

connections obtained
through the given
resource manager
connection factory
reference can be shared.

Unshar abl e
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Security Constraints

Attribute Description Range of Values Default Value

Display Name Name of this constraint. String MySecurity Constraint

Auth Constraint

Defines which groups or principal s have access to the collection of web resources
defined in this security constraint.

Attribute Description Range of Values Default Value

Description A text description of this  String none
security constraint.

Role Name Defines which security A defined security role. none
roles can access resources
defined in this
security-constraint.
Security role names are
mapped to principals
usingtheRRol e Nane.

User Data Constraint

Defines how the client should communicate with the server.
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Attribute Description Range of Values Default Value
Description A text description. String none
Transport Guarantee Specifies that the = NONE—theapplication none

communication between does not require any

client and server. transport guarantees.

WebL ogic Server m | NTEGRAL—the

establishes a Secure application requires

Sockets Layer (SSL) that the data be sent

connection when the user betweentheclient and

is authenticated using the server in such away

| NTEGRAL or that it cannot be

CONFI DENTI AL changed in transit.

constraint.s = CONFI DENTI AL—the

application requires
that the data be
transmitted in a
fashion that prevents
other entities from
observing the
contents of the
transmission.

Web Resource Collection

Defines the components of the Web application to which this security constraint is

applied.

Attribute Description Range of Values Default Value
Web Resource The name of thisWeb String none

Name resource collection.

Description A text description of this  String none

security constraint.
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URL Pattern

Use one or more of the
URL Pattern elementsto
declare to which URL
patterns this security
constraint applies. If you
do not use at least one of
these elements, this web
resource collectionis
ignored by WebL ogic
Server.

String none

HTTP Method

Use one or more of the
HTTP Method el ements
to declarewhichHTTP
methods (GET | POST
| ...) aresubject to the
authorization constraint.
If you omitthe HTTP
Method element, the
default behavior isto
apply the security
constraintto all HTTP
methods.

CET none
POST

LoginConfig

Attribute

Description

Range of Values Default Value

Auth Method

Specifiesthe method used
to authenticate the user.
Possible values:

BASI C - uses browser
authentication

FORM- usesauser-written
HTML form

CLI ENT- CERT

BASI C - uses browser BASIC

authentication

FORM- usesauser-written
HTML form

CLI ENT- CERT
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Ream Name

The name of therealm
that is referenced to
authenticate the user
credentials. If omitted, the
WebLogic realmis used
by default. For more
information, see
Specifying a Security
Ream at
http://e-docs.bea.com/wls
/docs61/adminguide/cnfg
sec.html#cnfgsec004.

String

None

Login Page

The URI of aWeb
resource relative to the
document root, used to
authenticatetheuser. This
can bean HTML page,
JSP, or HTTP servlet, and
must return an HTML
page containing a FORM
that conformsto aspecific
naming convention.

String

None

Error Page

The URI of aWeb
resource relative to the
document root, sent to the
user inresponseto afailed
authentication login.

String

None
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Security Roles

Attribute Description Range of Values Default Value
Description A text description of this  String none

security role.
Role Name Therole name. Thename  String system

you use here must have a
corresponding entry inthe
WebL ogic-specific
deployment descriptor,
webl ogi c. xm , which
mapsrolesto principalsin
the security realm.
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Env Entries

Attribute Description Range of Values Default Value
Description A textual description. String none
Env Entry Name The name of the String MyEnvironment Entry
environment entry.
Env Entry Value The value of the String none
environment entry.
Env Entry Type The name of the String none

environment entry.
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Ejb refs

Attribute

Description

Range of Values

Default Value

Description

A text description of the
reference.

String

none

EJBRef Name

The name of the EJB used
in the Web application.
This name is mapped to
the INDI treein the
WebL ogic-specific
deployment descriptor
webl ogi c. xmi .

String

MyEJB Ref

EJBRef Type

The expected Java class
type of the referenced
EJB.

String

none

Home Interface Name

Thefully qualified class
name of the EJB home
interface.

String

none

Remote Interface Name

Thefully qualified class
name of the EJB remote
interface.

String

none

EJBLink Name

The <ej b- nanme> of an
EJB in an encompassing
J2EE application package.

String

none

Run As

A security role whose
security context isapplied
to the referenced EJB.

A security role defined in
this web application.

none

Security Role Assignment
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Attribute Description Range of Values Default Value
Role Name Specifies the name of a A valid security role. none

security role.
Principal Name Specifies the name of a A principal definedinthe none

principal that isdefinedin  security realm.
the security realm. You
can use multiple
<princi pal - nanme>
elements to map
principalsto arole. For
more information on
security realms, seethe
Programming

WebL ogic Security at
http://e-docs.bea.com/
wls/docs61/security/in
dex.html.

Reference Descriptor

Resource Descriptions

Attribute Description Range of Values Default Value
Res Ref Name Specifies the name of a String none

resource reference.
Jndi Name SpecifiesaJNDI namefor  Javacharacter set name none

the resource.
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EJB Reference Description

Attribute Description Range of Values Default Value

Ejb Ref Name Specifiesthenameof an  String none
EJB reference used in
your Web application.

Jndi Name SpecifiesaJNDI namefor  Javacharacter set name none
the reference.

Session Descriptor

Parameter Name Default Value Parameter Value

URL RewritingEnabled true Enables URL rewriting, which encodes the session ID
into the URL and provides session tracking if cookies
are disabled in the browser.

IDLength 52 Sets the size of the session ID.

Theminimum valueis 8 bytes and the maximum value
isl nt eger. MAX_VALUE.

If you are writing a WAP application, you must use
URL rewriting because the WAP protocol does not
support cookies. Also, some WAP devices have a
128-character limit on URL length (including
parameters), which limits the amount of data that can
be transmitted using URL re-writing. To allow more
space for parameters, use this parameter to limit the
size of the session ID that is randomly generated by
WebL ogic Server
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Parameter Name

Default Value

Parameter Value

CookieComment

Weblogic Server
Session
Tracking Cookie

Specifies the comment that identifies the session
tracking cookie in the cookiefile.

If unset, this parameter defaultsto WebLogi ¢
Sessi on Tracki ng Cooki e.Youmay provide a
more specific name for your application.

CookieDomain

Null

Identifiesthe server to which the browser sends cookie
information when the browser makes a request. For
example, setting the CookieDomain to

. nydomai n. comreturns cookiesto any server in the
*. mydomai n. comdomain.

The domain name must have at least two components;
setting anameto *. comor *. net isinvalid.

If unset, thisparameter defaultsto the server that i ssued
the cookie.

CookieM axAgeSecs

Setsthelife span of the session cookie, in seconds, after
which it expires on the client.

If the value is O, the cookie expiresimmediately.

The maximum valueis MAX_VALUE, where the
cookie lasts forever.

If set to - 1, the cookie expires when the user exitsthe
browser.

CookieName

JSESSI ONI D

Defines the session cookie name. Defaults to
JSESSI ONI Dif unset. You may set thisto amore
specific name for your application.

CookiePath

Null

Specifies the pathname to which the browser sends
cookies.

If unset, this parameter defaultsto/ (slash), wherethe
browser sends cookiesto all URLs served by

WebL ogic Server. You may set the path to a narrower
mapping, to limit the request URL s to which the
browser sends cookies.
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Parameter Name

Default Value

Parameter Value

Invalidationl nterval Secs

60

Sets the time, in seconds, that WebL ogic Server waits
between doing house-cleaning checks for timed-out
and invalid sessions, and deleting the old sessions and
freeing up memory. Use this parameter to tune

WebL ogic Server for best performance on high traffic
sites.

Theminimum valueisevery second (1). Themaximum
valueis once aweek (604,800 seconds). If unset, the
parameter defaults to 60 seconds.

JDBConnectionTimeoutSecs

120

Setsthe time, in seconds, that WebL ogic Server waits
before timing out a JDBC connection, where x isthe
number of seconds between.

PersistenceStoreDir

session_db

If you have set Per si st ent St or eType tofi l e,
this parameter setsthe directory path where WebL ogic
Server will store the sessions. The directory pathis
either relative to thetemp directory or an absol ute path.
The temp directory is either a generated directory
under the WEB- | NF directory of the Web application,
or adirectory specified by the context-param
javax.servlet.context.tnpdir.

Ensure that you have enough disk space to store the
number of valid sessions multiplied by the size of each
session. You can find the size of a session by looking
at thefiles created in the Per si st enceStoreDi r.

Y ou can make file-persistent sessions clusterable by
making this directory a shared directory among
different servers.

Y ou must create this directory manually.

PersistenceStorePool

None

Specifies the name of a JDBC connection poal to be
used for persistence storage.
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Parameter Name Default Value Parameter Value
PersistentStoreType nenory Setsthe persistent store method to one of the following
options:

m  nenor y—disables persistent session storage

m fil e—usesfile-based persistence (See adso
Per si st enceSt or eDi r, above)

m j dbc—usesadatabaseto store persistent sessions.
(see dlso Per si st enceSt or ePool , above)

m replicat ed—sameasnenory, but sessiondata
isreplicated across the clustered servers

m cookie—all session dataisstored inacookieinthe
user’s browser

CookiesEnabled True Use of session cookiesisenabled by default and is
recommended, but you can disable them by setting this
property to f al se. You might turn this option off to
test using URL rewriting.

TrackingEnabled True When set to true, session tracking is enabled.

TimeoutSecs 3600 Sets the time, in seconds, that WebL ogic Server waits
before timing out a session, where x is the number of
seconds between a session's activity.

Minimum vaueis 1, default is 3600, and maximum
valueisi nt eger MAX_VALUE.

On busy sites, you can tune your application by
adjusting the timeout of sessions. While you want to
give abrowser client every opportunity to finish a
session, you do not want to tie up the server needlessly
if the user has eft the site or otherwise abandoned the
session.

This parameter can be overridden by the

sessi on-ti meout element (defined in minutes) in
web. xm . For more information, see Sessi on

Ti neout .

ConsoleMainAttribute If you enable Session Monitoring in the WebL ogic
Server Administration Console, set this parameter to
the name of the session parameter you will use to
identify each session that is monitored.
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Parameter Name

Default Value Parameter Value

PersistentStoreCookieName WLCOXI E Sets the name of the cookie used for cookie-based
persistence.
Parameter Name Default Value Parameter Value
Compile Command j avac, or the Specifiesthe full pathname of the standard Java compiler used to
Java compiler compile the generated JSP servlets.
defined for a

server under the
configuration
/tuning tab of the

For faster performance, specify a different compiler, such as
IBM's Jikes or Symantec'ssj .

WebL ogic
Server
Administration
Console

Compiler Class None Name of a Java compiler that is executed in WebL ogic Servers's
virtual machine. (Used in place of an executable compiler such as
javacorsj.)

Compile Flags None Passes one or more command-line flags to the compiler. Enclose
multiple flagsin quotes, separated by a space. For example:
java webl ogic.jspc

-conpil eFlags "-g -v" nyFile.jsp
Working Dir internally The name of adirectory where WebL ogic Server savesthe
gener at ed generated Java and compiled class files for a JSP.
directory
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Parameter Name

Default Value

Parameter Value

Verbose

true

When set tot r ue, debugging information is printed out to the
browser, the command prompt, and WebL ogic Server log file.

keepgenerated

fal se

Saves the Javafiles that are generated as an intermediary step in
the JSP compilation process. Unlessthisparameter issettot r ue,
the intermediate Java files are deleted after they are compiled.

Page Check Seconds

Setstheinterval, in seconds, at which WebL ogic Server checksto
seeif JSP files have changed and need recompiling.
Dependencies are a'so checked and recursively reloaded if
changed.

If set to 0, pages are checked on every request. If setto - 1, page
checking and recompiling is disabled.

Encoding

Default encoding
of your platform

Specifies the default character set used in the JSP page. Use
standard Java character set names (see
http://java.sun.com/j2se/1.3/docs/guide/intl/encoding.doc.htm).

If unset, this parameter defaultsto the encoding for your platform.

A JSP page directive (included in the JSP code) overrides this
setting. For example:

<% page content Type="text/htm ;

char set =cust om encodi ng” %

Package Prefix

jsp_servl et

Specifies the package into which al JSP pages are compiled.

No Try Blocks

fal se

If a JSP file has numerous or deeply nested custom JSP tags and
youreceiveaj ava. | ang. Veri f yEr r or exception when
compiling, use thisflag to alow the JSPs to compile correctly.

Precompile

fal se

When set to true WebL ogic Server automatically compiles all
JSPs on startup.

Compiler Supports
Encoding

Fal se

Specifies the encoding used by the WebL ogic JSP compiler to
create the intermediate,j ava file.

When set to true, the JSP compiler uses the encoding specified
withthecont ent Type attribute contained inthepage directive
on the JSP page, or, if acont ent Type isnot specified, the
encoding defined with the encodi ng parameter in the
jSp-descriptor.

When set to false, the JSP compiler uses the default encoding for
the VM when creating the intermediate .j ava file.
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Container Descriptor

Attribute Description Range of Values Default Value
Check Auth on Forward ~ When enabled, requires  Checked, Unchecked Unchecked
Enabled authentication of

forwarded requestsfrom

aservlet or JSP.
redirect-with-absoute-url ~ Controls whether the boolean true

javax.servlet.http
. Ht t pServl et Respon
se. SendRedi rect ()
method redirectsusing a
relative or absolute URL.
Setthiselementtof al se
if you are using a proxy
HTTP server and do not
want the URL converted
to anon-relative link.

The default behavior is
to convert the URL to a
non-relative link.
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Charset Params

Input Charset Descriptors

Attribute Description Range of Values Default Value
Resource Path A path which, if included  String none

inthe URL of arequest,

signals WebL ogic Server

to use the Java character
set specified by the Java
Charset Name field.

Java Charset Name

Specifies the Java Java character set name none
characters set to use.

Character Set Mapping

Attribute Description Range of Values Default Value
IANA Charset Name Specifiesthe IANA IANA character set name  none

character set namethat is

to be mapped to the Java

character set specified by
the Java Charset Name
field.

Java Charset Name

Specifies the Java Java character set name none
characters set to use.

BEA WebL ogic Server Administration Console Online Help 115-100



115web Application Deployment Descriptor Editor Help

Configuring a WebLogic Web Service

The Web Service information in the Deployment Descriptor Editor is provided for
monitoring purposes only; changing any of the values might result in the deployed

Web Service not functioning correctly.

Web Services

RPC Services

Attribute Description Range of Values

Default Value

JNDI Name JNDI nameof thestateless ~ String.
session EJB that
comprises the RPC-style
Web service.

None.

Home Interface TheHomeinterfaceof the  String.
stateless session EJB.

None.

Remote Interface The Remote interface of String.
the stateless session EJB.

None.

URI URI used by client String.
applicationsto invoke the
Web service.

None.
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Web Services

Message Services

Attribute

Description

Range of Values

Default Value

Service Name

Name of the SOAP
Servlet that handles
SOAP messages between
WebL ogic Server and
client applications.

String.

Null.

Destination

JNDI name of the IMS
topic or queue which
receives or sends data
between WebL ogic
Server and the client
application.

String.

None.

Destination Type

Thetype of IMS
destination: topic or
queue.

Topi ¢ or Queue.

None.

Action

Specifies whether the
client application that
invokesthis
message-style Web
service sends or receives
datato the IMS
destination.

Specify send if theclient
sends data to the IMS

destinationandr ecei ve
if the client receives data

from the IM S destination.

Send or Recei ve.

None.

Connection Factory

JINDI name of the
ConnectionFactory used
to create a connection to
the IMS destination.

String.

None.
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Attribute Description Range of Values Default Value

URI URI used by clientsto String. None.
invoke the Web service.
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116 Web Application

Deployment Descriptor
Editor Help

The following sections contains information about using the Web Application
Deployment Descriptor Editor:

Overview of the Web Application Deployment Descriptor Editor

Configuring a Web Application using the Web Application Deployment
Descriptor Editor

Creating a New Web Application
Using the Web Application Deployment Descriptor Editor
Editing an Existing Deployment Descriptor

Instructions for configuring Web Application components (The component name
is followed by the top-level XML element used to represent it in the deployment
descriptor):

e Configuring Basic Web Application Attributes (<i con>, <di spl ay- nanme>,
<description>, <distributable>)

e Configuring Context Parameters ( <cont ext - par an®) )
e Configuring Filters(<filter>, <filter-mpping>)
e Configuring Listeners(<l i st ener>)

e Configuring Servlets (<ser vl et >, <ser vl et - mappi ng>)
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Configuring Welcome Pages ( <wel come-fil e-1ist>)
Configuring the Session Timeout ( <sessi on- confi g>)
Configuring MIME Mappings ( <mi me- mappi ng>)
Configuring Error Pages (<er r or - page>)

Configuring JSP Tag Libraries ( <t agl i b>)

Configuring Resource Environment References ( <r esour ce- env-r ef >)
Configuring Resource References ( <r esour ce-r ef >)
Configuring Security Constraints (<security- constrai nt >)
Configuring Logins ( <l ogi n- confi g>)

Configuring Security Roles ( <securi ty-rol e>)

Configuring Environment Entries ( <env- ent r y>)

Configuring EJB References ( <ej b-r ef >)

Configuring a New Webapp Ext (webl ogi c. xm )

Configuring the Session Descriptor ( <sessi on-descri pt or >)
Configuring the JSP Descriptor ( <j sp- descr i pt or >)

Configuring Security Role Assignments ( <securi ty-r ol e- assi gnnent >)
Configuring a Reference Descriptor ( <r ef er ence- descri pt or >)
Configuring Character Set Parameters ( <char set - par ans>)

Configuring a Container Descriptor ( <cont ai ner - descri pt or >)

Configuring a WebL ogic Web Service
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Overview of the Web Application
Deployment Descriptor Editor

The Web Application Deployment Descriptor Editor allows you to edit the
deployment descriptors that define a Web Application. A Web Application is a J2EE
deployment unit that defines a collection of Web resources such as JSPs, servlets, and
HTML pages. Web Applications can a so define references to externa resources such
asEJBs.

Each Web Application hastwo deployment descriptors, web. xml andwebl ogi c. xmi
both of which can be edited using the Web Application Deployment Descriptor Editor.
Theweb. xm deployment descriptor is defined by the Servlet specification from Sun
Microsystems and thewebl ogi c. xm deployment descriptor is specific to WebL ogic
Server. For more information about Web Applications, see Assenbl i ng and
Configuring Wb Applications inthe WeblLogic Server Documentation at
http://e-docs. bea. com w s/ docs61/ webapp/i ndex. ht mi .

The Web Application Deployment Descriptor Editor can only edit an existing
deployment descriptor, it cannot create a new deployment descriptor.

Creating a New Web Application

To create anew Web Application:

1. Create the components of the Web Application: the servlets, JSPsand HTML
pages.

2. Arrange the components on your file system into the directory structure defined
for Web Applications. For more information, see Directory Structure
http://e-docs. bea. com w s/ docs61/ webapp/ basi cs. ht m #di r.

3. Create a skeleton deployment descriptor. You can do this one of two ways:

e Follow the procedures described under Packaging Web Applications at
http://e-docs. bea. comw s/ docs61/ progranm ng/ packagi ng. ht m #
pack005.
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Overview of the Web Application Deployment Descriptor Editor

e Createatextfilecalledweb. xm and saveit in the WEB- | NF directory of
your Web Application. This file must contain the following text:

<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//
DTD Wb Application 2.3//EN'
"http://java. sun. contf dt d/ web-app_2_3. dtd">

<web- app>
</ web- app>

4. Configurethe functionality of your Web Application by using the deployment
descriptor editor as described in the next section.

Using the Web Application Deployment Descriptor Editor

1. Start the WebLogic Administration Server if it is not already running.
2. Start the WebL ogic Server Administration Console in a browser.

3. If the Web Applicationis already defined in the current domain, expand the Web
Applications node in the left panel and skip to Step 5.

4. If the Web Application is not yet configured in the current domain, configure a
new Web Application:

a. Click on*“Configure anew Web Application” in the right panel.
b. Enter the name of this Web Application in the Name field.

c. Enter the name of the directory containing your Web Application in the URI
field.

d. Enter the path to the directory containing your Web Application in the Path
field.

e. Click Create. The new Web Application appears under Web Applicationsin the
left panel

5. Right click on the Web Application and select Edit Web Application Descriptor.
A new browser window opensin which you can edit the deployment descriptors.

6. Configure the functionality of your Web Application. See Configuring a Web
Application using the Web Application Deployment Descriptor Editor for
instructions on configuring Web Application functionality.
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7. When you have finished editing the deployment descriptor, select the Web App
Descriptor node in the left navigation tree.

8. Click Validate in the right panel. The validation only checks to see that the
deployment descriptor conforms to its document type definition (DTD). It does
not verify the existence of any of the components you have configured nor
perform any other type of validation.

9. After you have validated the deployment descriptors, click Persist in the right
panel. Your changes to the deployment descriptor are not written to the
deployment descriptor files on disk until you click the Persist button.

Figure116-1 Web Application Deployment Descriptor Editor
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Editing an Existing Deployment Descriptor

1. Follow the procedure Using the Web Application Deployment Descriptor Editor

2. Select the deployment descriptor elements you wish to edit from the navigation
tree in the left panel. Some elements require you to right click on their parent
nodes in the left navigation tree and select the option to create the element. For
more information, see Configuring a Web Application using the Web Application
Deployment Descriptor Editor

3. Fill inor change the fields in the right panel as required.
4. Click the Create or Apply button as appropriate.

5. When you have finished editing the deployment descriptor, select the top node in
the left navigation tree.

6. Click Validateinthe right panel. The validation only checksto see that the
deployment descriptor conforms to its document type definition (DTD). It does
not verify the existence of any of the components you have configured nor
perform any other type of validation.

7. Click Persist in the right panel. Your changes to the deployment descriptor are
not written to the deployment descriptor files on disk until you click the Persist
button.

Configuring a Web Application using the
Web Application Deployment Descriptor
Editor

The proceduresin this section describe how to create the deployment information
required for aWeb Application. Y ou should have created a basic deployment
descriptor and have that Web Application open in the Web Application Deployment
Descriptor Editor as described in Creating aNew Web Application and Using the Web
Application Deployment Descriptor Editor.
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The sectionsthat follow provide procedures for configuring the components of aWeb
Application. Tables of configurable attributes follow the procedures and are also
linked from the appropriate procedures.

Configuring Basic Web Application Attributes

1. Click on the Web App Descriptor node in the | eft panel
2. Configure the following elements on the Web App Descriptor panel as required:
e Description

e Display Name

Large Icon File Name
e Small Icon File Name
e Distributable

Configuring Context Parameters

Context parameters are used to pass name/value pairsto the servlet container. Y ou can
enter any number of context parameter name/value pairs.

1. Right click on the Parameters node in the left panel and select Configure a new
Parameter.

2. Enter a description for the Parameter in the Description field. (optional)
3. Enter the name of the parameter in the Param Name field.

4. Enter the value of the parameter in the Param Value field.

5. Click Create

Y ou can access these parameters in your code using the
j avax. servl et. Servl et Cont ext . get | ni t Par amet er () and
j avax. servl et. Servl et Cont ext . get | ni t Par amet er Nanes() methods.
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Configuring Filters

Filters intercept requests for Web Application resources to perform additional
functions. To configure afilter, you create afilter and then map it to aservlet or URL
pattern. Y ou can configure any number of filters or filter mappings. For more
information, see Filters at

http://e-docs. bea. coml W s/ docs61/ webapp/filters. htnm .

Filters are a part of the proposed final draft of the Servlet 2.3 specification from Sun
Microsystems. If you are planning to use filtersin your application, note that the
specification has not been finalized and could change in the future.

1. Right click on the Filters node in the |eft panel and select Configure a new Filter.
2. Fill inthefollowing fields:

e Filter Name (required) The name of thisfilter.

e Description (optional)

e Display Name (optional)

e Small Icon File Name (optional)

e Largelcon File Name (optional)

e Filter Class (required) The full class name of the Java class that executes the
filter. For example, nyApp. filters. nyFilter.

3. Click Create

4. Right click on the Filter Mappings node in the | eft panel and select Configure a
new FilterMapping. You can map afilter to a URL pattern or aservlet that is
already configured in this Web Application. You may create more than one
mapping for each filter.

5. Select the filter you are mapping from the Filter drop-down list.
6. If you are mapping thisfilter to a URL pattern, enter it in the Url Pattern field.

7. If you are mapping thisfilter to a servlet, select a servlet from the Servlet
drop-down list. You must configure a servlet before you can map it to afilter.

8. Click Create
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9. CreateFilter initialization parameters. Filter initialization parameters can be read
by your filter classusing the Fi | t er Conf i g. get | ni t Par anet er () or
Fil terConfig. getlnitPararmeters() methods.

a

Expand the Filters node in the left panel.

b. Expand the node of the filter for which you want to create initialization

f.

g.

parameters.

Right click on the Parameters node and select Configure a new Parameter.
Enter a description for the Parameter in the Description field (optional).
Enter the name of the parameter in the Param Name field.

Enter the value of the parameter in the Param Value field.

Click Create.

10. Repeat these steps to create additional filter mappings.

Configuring Listeners

Listeners are Java classes that respond to HTTP session or servlet context events. You
can create any number of listeners. For more information, see Application Events and
Listenersat htt p: // e- docs. bea. coml W s/ docs61/ webapp/ app_events. htni .

Application events and listeners are a part of the proposed final draft of the Servlet 2.3
specification from Sun Microsystems. If you are planning to use application eventsand
listenersin your application, note that the specification has not been finalized and
could change in the future.

1. Right click on the Listeners node in the left panel and select Configure a new
Listener

2. Enter the full name of the listener classin the Listener Class Name field.

3. Click Create.
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Configuring Servlets

To configure a servlet, define the servlet and then map the servlet to a URL pattern.
Y ou can create any number of servlets. For moreinformation, see Configuring Servlets
http://e-docs. bea. coml W s/ docs61/ webapp/ conponent s. ht Ml #confi guri
ng-servl ets.

1. Right click on the Servlet nodein theleft panel and select Configure anew Servlet.

2.

o o bk~ W

Fill in the following fields:

Description (optional)

Display Name (optional)

Small Icon File Name (optional)
Large Icon File Name (optional)
Servlet Name (required)

Servlet Class. The Java class that executes this servlet.
or
Jsp File. A JSPfile that is executed this serviet.

Load On Startup. (optional)

Click Create.

Right Click on Servlet Mappings and select Configure a new ServletMapping.

Select the servlet you want to map from the Servlet drop-down list.

Enter a URL pattern for this servlet. For more information about URL patterns,
See Servlet Mapping at
http://e-docs.bea.com/wl s/docs61/webapp/components.html#servlet-mapping.

7. Click Create

Create Servlet initialization parameters. (optional ).

a. Expand the Servlet node in the | eft panel.

b. Expand the node of the servlet for which you want to create initialization

parameters.
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c. Right click onthe Parameters node in the | eft panel and select Configure anew
Parameter.

d. Enter adescription for the Parameter in the Description field (optional).
e. Enter the name of the parameter in the Param Name field.

f. Enter the value of the parameter in the Param Value field.

g. Click Create.

To retrieveinitialization parameters, call theget | ni t Paranet er (St ri ng
name) method from the parent j avax. servl et. Generi cSer vl et class. When
passed the name of the parameter, this method returns the parameter’ s value as a
String.

9. Create Servlet Security Role Refs.
a. Expand the Servlet node in the | eft panel.
b. Expand the node of the servlet for which you want to create Security Role Refs.

c. Right click on the Security Role Refs node and select Configure a new
SecurityRoleRef.

d. Enter adescription for the Security Role Ref in the Description field (optional).

e. Select asecurity rolefromthe Role Link drop-down list. The security role must
be previously defined on the Security Roles panel.

f. Enter the role name used in your servlet code in the Role Name field.

Configuring Welcome Pages

When the HTTP request is for adirectory name, WebL ogic Server servesthefirst file
specifiedinthislist. If that fileisnot found, the server then triesthe next filein thelist.
For more information, see Configuring Welcome Pages at

http://e-docs. bea. com w s/ docs61/ webapp/ conponent s. ht nl #wel cone_p
ages.

1. Right click on the Web App Descriptor node in the left panel and select Configure
anew WelcomeFileList.

2. Enter Welcome Files names, one per line.
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3. Click Create.

Configuring the Session Timeout

Session Timeout set the time after which HTTP sessions in this Web Application
expire.

1. Select the Session Config node in the left panel.
2. Edit the Session Timeout value.
3. Click Apply.

Configuring MIME Mappings

MIM E mappings defines a mapping between afile extension and a MIME type. You
can create any humber of MIME mappings.

1. Rightclick on MIME Mappingsin theleft panel and select Configureanew MIME
Mapping.

2. Enter avalid MIME type in the Mime Type field.
3. Enter the file extension you want to map in the Extension field.

4. Click Create

Configuring Error Pages

An error pageisaJSP or HTML page that you configure to be displayed in response
toan HTTP error code or Java exception. Y ou can configure different error pages to
respond to various HTTP error codes or Java exceptions. For more information, see
Customizing HTTP Error Responses at

http://e-docs. bea. coml W s/ docs61/ webapp/ conponent s. ht ml #err or - pag
e.

1. Right Click on Error Pagesin the left panel and select Configure a new ErrorPage.
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Enter an HTTP Error Code in the Error Code field
or
Enter a Java Exception classin the Exception Type field.

Enter the name of the resource to display in response to the error. The entry must
include aleading / . For example/ nyError Pg. ht m .

Click Create.

Configuring JSP Tag Libraries

JSPtag libraries contain the Java classes and descriptorsthat define a user-written JSP
tag. Y ou can create any number of tag libraries. Y ou can configure one or more JSP
tag libraries. For more information, see Programming WebL ogic JSP Tag Extensions
athttp://e-docs. bea.comlw s/ docs61/taglib/index.htni.

1

Right click on the Tag Libs node in the | eft panel and select Configure a new
TagLib.

Enter the name (relative to the VEB- | NF directory of the Web Application) you
will useto refer to thistag library inthe JSSPt agl i b directivein the URI field.

Enter the location (relative to the root directory of the Web Application) of the
tag library or tag library jar file in the Location field.

Click Create.

Configuring Resource Environment References

Resource environment references are a part of the proposed final draft of the Servlet
2.3 specification from Sun Microsystems and are not currently implemented in
WebL ogic Server.

1

Right click on the Resource Env Refsnode in the left panel and select Configure a
new ResourceEnvRef.

2. Enter adescription for this Resource Env-Ref in the Description (optional).

3. Enter the name of this Resource Env-Ref in the Ref Name field.
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4.
5.

Enter the Javatype for this Resource Env-Ref in the Ref Type field.
Click Create

Configuring Resource References

A resource reference defines al ookup namefor an external resource. Y our servlet code
can look up aresource by this“virtual” name that is mapped to the actual location at
deployment time. Y ou can create any humber of resource references.

1

Right click on the Resource Refs nodein the left panel and select Configure anew
ResourceRef.

Enter a description for this Resource Ref in the Description field (optional).
Enter the name of this Resource Ref in the Ref Name field.

Enter the Javatype of the Resource Ref in the Ref Type field. Enter the full
package name of the Javatype.

Enter the authorization type in the Auth field. Valid values are APPLI CATI ON or
CONTAI NER.

Enter the sharing scope in the Sharing Scope field.Valid values are Shar abl e and
Unshar abl e.

Click Create.

Configuring Security Constraints

Security constraints apply security to specified resources. Y ou can create any number
of security constraints. For more information, see Restricting Access to Resourcesin
aWeb Application at

http://e-docs. bea. comw s/ docs61/ webapp/ security. ht m #resources-w
ebapp.

1

2.

Right click on the Security Constraints node in the left panel and select Configure
anew SecurityConstraint.

Enter a name for this Security Constraint in the Display Name field.
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Click Create.

Expand the Security Constraint node in the left panel

Expand the node for the Security Constraint you are adding.

Create aWeb Resource Collection. A Web Resource Collection defines the URL
pattern and HT TP method that is constrained by this security constraint.

a

f.

Right click on Web Resource Collection and select Configure a new
WebResourceCollection.

Enter a name for this Web Resource Collection in the Web Resource Name
field.

Enter a description for this Web Resource Collection in the Description field.
(optional)

Enter one or more URL patterns, one per line, in the URL Pattern field. The
URL pattern defines which resources are subject to this security constraint.

Enter aHTTP method in the HTTP Method box. Thisentry is usually GET or
POST.

Click Create.

Create an Auth Constraint

a

e.

Right click on the name of the Security Constraint you are editing and select
Configure anew AuthConstraint.

Enter a description of this auth constraint in the Description field. (optional)

Click Create. A list of previoudly defined security rolesappearsin the Available
panel.

Use the arrow buttons to move security roles from the available pandl to the
chosen panel. Note: You must first Create one or more security rolesbeforeyou
can assign them here. For more information, see Configuring Security Roles.

Click Apply.

8. Create aUser Data Constraint

a

Right click on the name of the Security Constraint you are editing and select
Configure a new UserDataConstraint.
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b. Enter adescription of this User Data Constraint in the Description field.
(optional)

c. Select the transport guarantee from the Transport Guarantee drop-down list.
Valid values are NONE, | NTEGRAL, or CONFI DENTI AL.

d. Click Create.

Configuring Logins

Login configuration describes how the user is authenticated, the realm name that
should be used for this application, and the attributes that are needed by theform login
mechanism.

If thiselement is present, the user must be authenticated in order to access any resource
that is constrained by Security Constraints defined in the Web application. Once
authenticated, the user can be authorized to access other resources with access
privileges.

1. Right click on the Web App Descriptor node and select Configure a new
LoginConfig.

2. Select the Authorization method from the Auth Method drop-down list. Valid
values are BAS| C, FORM or CLI ENT- CERT.

3. Fill inthe name of the authentication realm in the Realm Name field.

4. If you set the Auth Method to FORM enter the URI of the file containing the
authentication form in the Login Page field.

5. If you set the Auth Method to FORM enter the URI of the file containing the page
auser isredirected to when authentication fails in the Error Page field.
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Configuring Security Roles

A Security Role definesasecurity context for principals (usually auser name) assigned
totherole. Y ou can create any number of security roles. For more information, see
Restricting Access to Resourcesin aWeb Application at

http://e-docs. bea. comw s/ docs61/

webapp/ security. ht m #resour ces- webapp.

1. Right click on the Security Roles nodein the left panel and select Configure anew
SecurityRole.

2. Enter adescription for this Security Role in the Description field.(optional).
3. Enter the name of this security rolein the Role Name field.

4, Click Create.

Configuring Environment Entries

Declares an environment entry for an application. Y ou can create any number of
environment entries.

1. Right click on the Env Entries node in the left panel and select Configure a new
EnvEntry.

Enter a description for this Environment entry in the Description field.(optional ).
Enter the name of this Env entry in the Env Entry Name field.

Enter the value of this Env Entry in the Env Entry Value field

o > v DN

Enter the type of this Env Entry in the Env Entry Typefield.

Configuring EJB References

The gjb-ref defines areference to an EJB resource. This reference is mapped to the
actual location of the EJB at deployment time by defining the mapping in the
WebL ogic-specific deployment descriptor file, webl ogi c. xnl .Y ou can create any
number of EJB references.
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Right click on the Ejb refsnodein the left panel and select Configure anew EjbRef.
Enter a description for this EJB Reference in the Description field.(optional)
Enter the name of this EJB Referencein the EJBRef Namefield.

Enter the Java class of the referenced EJB in the EJBRef Typefield.

Enter the name of the home interface of the EJB in the Home Interface Name
field.

Enter the name of the remote interface of the EJB in the Remote Interface Name
field.

If the EJB is packaged in an Enterprise Application Archive (EAR), enter the
name of the EJB asit isreferenced in the <ej b- nane> element of the EAR s
deployment descriptor in the EJBLink Name field.

Enter the name of a security role defined in this web application in the Run As
field. (optional)

Configuring a New Webapp Ext

The WebA pp Ext node in the | eft pane represents the WebL ogi c-specific deployment
descriptor, webl ogi c. xmi . Thewebl ogi c. xm descriptor is used to configure
attributes unique to WebL ogic Server. To configure attributesin webl ogi c. xni , you
must first create its node in the deployment descriptor editor.

To create the webl ogi ¢. xm descriptor node:

1

Right click on the top level nodein the left pane. (The node is labeled myWebApp
Web Application, where myWebApp is the name of the Web Application you are
editing.)

Select Configure a new WebA ppExtDescriptor

In the right pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).
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5. Click Create.

Configuring the Session Descriptor

The Session Descriptor configures HTTP session-rel ated parameters.
1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

b. Select Configure a new WebA ppExtDescriptor

c. Intheright pane, enter a description of the Web Application in the Description
field (optional).

d. Enter the version of WebL ogic Server that your application isrunning on
(optional).

e. Click Create.
f. Expand the WebApp Ext node in the left panel.
2. Click on the Session Descriptor node in the |eft panel.

3. Fillinthefieldsin the right panel according to the information in Session
Descriptor table.

4. Click Apply.

Configuring the JSP Descriptor

The JSP Descriptor configures JSP-related parameters.
1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)
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e.

f.

Select Configure a new WebA ppExtDescriptor

Intheright pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the | eft panel.

2. Click on the JSP Descriptor node in the left panel.

3. Fillinthefieldsin theright panel according to the information in JSP Descriptor
table.

4. Click Apply.

Configuring Security Role Assignments

Security role assignments map asecurity roleto one or more principals. The principals
must be defined in your security realm.

1. If it does not exist in the |eft pane, create the WebApp Ext node:

a

e.

f.

Right click on the top level node in the left pane. (The nodeis labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In the right pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the | eft panel.

2. Right click on the Security Role Assignment nodein the left panel and select
Configure a new SecurityRoleAssignment.
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3. Select asecurity role from the Role drop-down list.

4. Add one or more Principal Names to the text box, one per line. The principals
must be valid in your security realm.

5. Click Create.

Configuring Character Set Parameters

Y ou can define codeset behavior for non-unicode operations by configuring Character
Set Parameters. Y ou can al so specify a mapping of Java character setsto IANA
character sets. For more information, see Determining the Encoding of an HTTP
Request at

http://e-docs. bea. com w s/ docs61/ webapp/ conponent s. ht ml #encodi ng-
ht t p, and Mapping IANA Character Sets to Java Character Sets at

http://e-docs. bea. com w s/ docs61/ webapp/ conponent s. ht m #map-i ana.

1. If it does not exist in the left pane, create the WebApp Ext node:

a

e.

f.

Right click on the top level node in the left pane. (The node is labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In theright pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the left panel.

2. Right click on the WebApp Ext node in the left panel and select Configure a new
Charset Params.

3. Create Input Charset Descriptors

a

Expand the Charset Params node.
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C.
d.

e.

Right click on the Input Charset Descriptors node and select Configure a new
I nputCharsetDescriptor.

Enter the path that appliesto this Charset Descriptor in the Resource Path field.
Enter avalid Java character set name in the Java Charset Name field.

Click Create

4. Create a Character Set Mapping

a

Expand the Charset Params node.

b. Right click on the Charset Mappings node and select Configure a new

CharsetMapping.
Enter avalid IANA character set name in the IANA Charset Name field.
Enter avalid Java character set name in the Java Charset Name field.

Click Create

Configuring a Reference Descriptor

The Reference Descriptor maps the INDI name of a server resource to aname used in
the Web application. The Resource Description panel maps a resource, for example,
a DataSource, to its INDI name. The Ejb Reference panel maps an EJB to its INDI

name.

1. If it does not exist in the left pane, create the WebApp Ext node:

a

Right click on the top level node in the |eft pane. (The node is labeled
myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)

Select Configure a new WebA ppExtDescriptor

In the right pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
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f.

Expand the WebApp Ext node in the left panel.

2. Right click on the WebApp Ext node in the left panel and select Configure a new
Reference Descriptor.

3. Create Resource Descriptions. You can create one or more Resource
Descriptions.

a

Expand the Resource Descriptor node.

b. Right click on the Resource Descriptions node and select Configure a new

e.

ResourceDescription.
Enter the name of an object from the INDI tree in the Jndi Name field.

Select a Resource Reference from the Resource Reference drop-down list. The
Resource Reference should be already configured under the Resource Refstab.

Click Create

4. Create an EJB Reference Description

a

Expand the Resource Descriptor node.

b. Right click on the Ejb Reference Descriptions node and select Configure anew

EjbReferenceDescription.
Enter the name of an object from the INDI tree in the Jndi Name field.

Select an EJB Reference from the Ejb Reference drop-down list. The EJB
Reference should be already configured under the Ejb refs tab.

Click Create

Configuring a Container Descriptor

Enable Check Auth on Forward when you want to require authentication of forwarded
reguests from a servlet or JSP.

1. If it does not exist in the left pane, create the WebApp Ext node:

a. Right click on the top level node in the left pane. (The nodeis labeled

myWebApp Web Application, where myWebApp is the name of the Web
Application you are editing.)
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e.

f.

Select Configure a new WebA ppExtDescriptor

Intheright pane, enter a description of the Web Application in the Description
field (optional).

Enter the version of WebL ogic Server that your application is running on
(optional).

Click Create.
Expand the WebApp Ext node in the | eft panel.

. Right click on the WebA pp Ext node and select Configure a new Container
Descriptor.

. To enable authentication of forwarded requests, check the Check Auth on
Forward Enabled box.

. To configure redirect behavior, check the redirect-with-absoute-url box.

. Click Create.
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Web App Descriptor

Attribute

Description

Range of Values

Default Value

Description

A text description of the
servlet.

String

none

Display Name

This element is not used
by WebL ogic Server.

String

none

Large Icon File Name

Specifiesthelocationfor a
large (32x32pixe) . gi f
or . j pg image used to
represent the Web
applicationin aGUI tooal.
Currently, thiselement is
not used by WebL ogic
Server.

String

none

Small Icon File Name

Specifiesthelocationfor a
small (16x16 pixel). gi f
or . j pg image used to
represent the Web
application in aGUI tool.
Currently, thisis not used
by WebL ogic Server.

String

none

Distributable

Thiselement is not used
by WebL ogic Server.

Empty

none

Filters
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Filters

Attribute Description Range of Values Default Value
Filter Name The name for thisfilter String MyFilter
Description A text description of the  String none
servlet.
Display Name Thiselementisnotused  String none
by WebL ogic Server.
Small Icon File Name Thiselementisnotused  String none
by WebL ogic Server.
Large Icon File Name Thiselementisnotused  String none
by WebL ogic Server.
Filter Class Thefully-quaified class  Class name none

name of thefilter.
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Filter Mappings

Attribute Description Range of Values Default Value

Filter The name of thefilterto  String none
which you are mapping a
URL pattern. This name
corresponds to the name
you assigned afilterina
<filter-nane>
element.

Url Pattern Describesapatternused  String none
to resolve URLS. The
portion of the URL after
the
http://host: port +
WebAppNane is
compared to the
<url-pattern> by
WebL ogic Server. If the
patterns match, the filter
mapped in this element
will be called.

Example patterns:
/ soda/ gr ape/ *
/ fool *
/contents

* foo

The URL must follow the
rules specified in Section
10 of the Servlet 2.2
Specification.
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Listeners

Attribute Description Range of Values Default Value
Servlet The name of a serviet A valid servlet name none

which, if caled, causes defined in this

thisfilter to execute. deployment descriptor.

Listeners

Attribute Description Range of Values Default Value
Listener Class Name Name of the class that Class name none
responds to a Web

Application event.
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Servlets

Attribute Description Range of Values Default Value
Description A text description of the  String None
serviet.
Display Name Thiselementisnotused  String None
by WebL ogic Server.
Small Icon File Name Thiselementisnotused  String None
by WebL ogic Server.
Large Icon File Name Thiselementisnotused  String None
by WebL ogic Server.
Servlet Name Defines the canonical String MyServlet
name of the servlet, used
to reference the servlet
definition elsewhereinthe
deployment descriptor.
Servlet Class Thefully-qualified class ~ Class name None

name of the servlet.

Y ou may use only one of
either the

<servl et -cl ass>tags
or<jsp-fil e>tagsin
your servlet body.
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Servlets

Attribute Description Range of Values Default Value
Jsp File Thefull pathto aJSPfile  String None
within the Web

application, relativeto the
Web application root
directory.

Y ou may use only one of
either the

<servl et - cl ass>tags
or<jsp-file>tagsin
your servlet body.

Load On Startup WebL ogic Server Positive Integer 0
|n|t|allzesth|s§ervlet If no valueis specified, or
when WebLogic Server it the value specified is
starts up. The optional not a positive integer,

contents of this element WebL ogic Server can
must be apositiveinteger  |gad the serviet in any
indicating the order in order in the startup

which the servlet should  gequence,
beloaded. Lower integers
are loaded before higher

integers.
Parameters
Attribute Description Range of Values Default Value
Description Text description of the MyError Page
initialization parameter.
Param Name Definesthe name of this ~ String None

initialization parameter.
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Attribute Description Range of Values Default Value
Param Value DefinesaStri ng value  String None

for thisinitialization

parameter.

Security Role Refs

Attribute Description Range of Values Default Value

Description Text description of the String MyError Page
role.

Role Name Defines the name of the String None

security role or principal
that is used in the servlet

code.
Role Link Defines the name of the String - asecurity rolethat  None
security role. isdefinedina

<security-role>
element later in the
deployment descriptor.
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Servlet Mappings

Attribute

Description Range of Values

Default Value

Servlet

Thenameof theservletto A declared servlet.
which you are mapping a

URL pattern. This name

corresponds to the name

youassigned aservietina

<ser vl et > declaration

tag.

none

URL Pattern

Describesapatternused  String
to resolve URLS. The
portion of the URL after
the

http://host: port +
WebAppNane is
compared to the

<url -pattern> by
WebL ogic Server. If the
patterns match, the servlet
mapped in this element
will be called.

Example patterns:
/ soda/ gr ape/ *
/fool*
/contents

*. foo

The URL must follow the
rules specified in Section
10 of the Servlet 2.2
Specification.

MyServlet Mapping
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Mime Mappings

Attribute Description Range of Values Default Value
Mime Type A string describing the String MyMime Mapping
defined mime type, for
example: t ext / pl ai n.
Extension A string describing an String None
extension, for example:
txt.
Session Config
Attribute Description Range of Values Default Value
Session Timeout The number of minutes Maximum value: -2

after which sessionsin
this Web Application
expire. Thevaluesetin
this element overridesthe
vaue set in the

Ti meout Secs
parameter of the Session
Descriptor in the

WebL ogic-specific
deployment descriptor
webl ogi c. xm , unless
one of the special values
listed hereis entered.

Integer. MAX_VALUE +
60

Special values:

m -2=Usethevalueset
by Ti meout Secs in
Session Descriptor

m  -1=Sessionsdo not
timeout. Thevalue set
in Session Descriptor
isignored.
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Welcome Files

Attribute

Description Range of Values

Default Value

Welcome File

Filenametouseasa String
default welcomefile, such
asindex.html. Y ou may

specify one or more

welcome files.

None

Error Pages

Attribute

Description Range of Values

Default Value

Error Code

A validHTTPerror code, String
for example 404.

MyError Page

Exception Type

A fully-qualified class String
name of a Java exception

type, for example

java. | ang.

None

Location

The location of the String
resource to display in

response to the error.

Must include aleading / .

For example

/I myErrorPg. htm .

None
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Tag Libs

Attribute Description Range of Values Default Value

URI Describesa URI, relative  String MyTag Lib
to the location of the
web.xml document,
identifying a Tag Library
used in the Web
application.
If the URI matches the
URI string used in the
taglib directive on the JSP
page, thistaglib is used.

Location Givesthefilenameof the  String None
tag library descriptor
relative to the root of the
Web application. Itisa
good ideato store the tag
library descriptor file
under the WEB- | NF
directory soitisnot
publicly available over an
HTTP request.

Resource Env Refs

Theresource-env-ref element contains adeclaration of an component'sreferenceto an
administered object associated with a resource in the component's environment.
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Resource Env Refs

Attribute Description Range of Values Default Value
Description A text description. String none
Ref Name The name of aresource String MyResource Env Ref
environment reference; its
vaueis the environment
entry name used in code.
Ref Type The type of aresource String none

environment reference.
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Resource Refs

Attribute Description Range of Values Default Value
Description A text description. String none
Ref Name The name of theresource  String MyResource Ref
used in the INDI tree.
Servletsin the Web
application use this name
to look up areference to
the resource.
Ref Type The Javatype of the Javatype none
resource that corresponds
tothereferencename. Use
the full package name of
the Javatype.
Auth Used to control the APPLI CATI ON:  The none
resource sign on for application component
security. code performs resource
signon programmatically.
CONTAI NER: WebLogic
Server uses the security
context established with
login config element.
Sharing Scope Specifies whether Shar abl e Shar abl e

connections obtained
through the given
resource manager
connection factory
reference can be shared.

Unshar abl e
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Security Constraints

Attribute Description Range of Values Default Value

Display Name Name of this constraint. String MySecurity Constraint

Auth Constraint

Defines which groups or principals have access to the collection of web resources
defined in this security constraint.

Attribute Description Range of Values Default Value

Description A text description of this  String none
security constraint.

Role Name Defines which security A defined security role. none
roles can access resources
defined in this
security-constraint.
Security role names are
mapped to principals
using theRol e Nane.

User Data Constraint

Defines how the client should communicate with the server.
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Attribute Description Range of Values Default Value
Description A text description. String none
Transport Guarantee Specifies that the = NONE—theapplication none
communication between does not require any
client and server. transport guarantees.
WebL ogic Server m | NTEGRAL—the
establishes a Secure application requires
Sockets Layer (SSL) that the data be sent
connection when the user between theclient and
is authenticated using the server in such away
| NTEGRAL or that it cannot be
CONFI DENTI AL changed in transit.
consiraint.s = CONFI DENTI AL—the
application requires
that the data be

transmitted in a
fashion that prevents
other entities from
observing the
contents of the
transmission.

Web Resource Collection

Defines the components of the Web application to which this security constraint is

applied.
Attribute Description Range of Values Default Value
Web Resource The name of thisWeb String none
Name resource collection.
Description A text description of this  String none

security constraint.
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Security Constraints

URL Pattern

Use one or more of the
URL Pattern elementsto
declare to which URL
patterns this security
constraint applies. If you
do not use at least one of
these elements, thisweb
resource collectionis
ignored by WebL ogic
Server.

String none

HTTP Method

Use one or more of the
HTTP Method elements
to declare which HTTP
methods (GET | POST
| . ..) aresubject tothe
authorization constraint.
If you omitthe HTTP
Method element, the
default behavior isto
apply the security
constrainttoall HTTP
methods.

GET none
POST

LoginConfig

Attribute

Description

Range of Values Default Value

Auth Method

Specifiesthe method used
to authenticate the user.
Possible values:

BASI C - uses browser
authentication

FORM- usesauser-written
HTML form

CLI ENT- CERT

BASI C - uses browser BASIC

authentication

FORM- usesauser-written
HTML form

CLI ENT- CERT
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Realm Name The name of theream String None
that is referenced to
authenticate the user
credentids. If omitted, the
WebLogic realm is used
by default. For more
information, see
Specifying a Security
Realm at
http://e-docs.bea.com/wls
/docs61/adminguide/cnfg
sec.html#cnfgsec004.

Login Page The URI of aWeb String None
resource relative to the
document root, used to
authenticatetheuser. This
can bean HTML page,
JSP, or HTTP servlet, and
must return an HTML
page containing a FORM
that conformsto aspecific
naming convention.

Error Page The URI of aWeb String None
resource relative to the
document root, sent to the
user inresponseto afailed
authentication login.
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Security Roles

Security Roles

Attribute Description Range of Values Default Value
Description A text description of this ~ String none

security role.
Role Name Therolename. Thename  String system

you use here must have a
corresponding entry inthe
WebL ogic-specific
deployment descriptor,
webl ogi c. xm , which
mapsrolesto principalsin
the security realm.
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Env Entries

Attribute Description Range of Values Default Value
Description A textual description. String none
Env Entry Name The name of the String MyEnvironment Entry
environment entry.
Env Entry Value The value of the String none
environment entry.
Env Entry Type The name of the String none

environment entry.
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Ejb refs

Attribute

Description

Range of Values

Default Value

Description

A text description of the
reference.

String

none

EJBRef Name

The name of the EJB used
in the Web application.
This name is mapped to
the INDI treein the
WebL ogic-specific
deployment descriptor
webl ogi c. xmi .

String

MyEJB Ref

EJBRef Type

The expected Java class
type of the referenced
EJB.

String

none

Home Interface Name

Thefully qualified class
name of the EJB home
interface.

String

none

Remote Interface Name

Thefully qualified class
name of the EJB remote
interface.

String

none

EJBLink Name

The<ej b- nane> of an
EJB in an encompassing
J2EE application package.

String

none

Run As

A security role whose
security context isapplied
to the referenced EJB.

A security role defined in
this web application.

none

Security Role Assignment
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Attribute Description Range of Values Default Value
Role Name Specifies the name of a A valid security role. none

security role.
Principal Name Specifies the name of a A principal definedinthe none

principal that isdefined in
the security realm. Y ou
can use multiple
<princi pal - name>
elementsto map
principalsto arole. For
more information on
security realms, seethe
Programming
WebLogic Security at
http://e-docs.bea.com/
wls/docs61/security/in
dex.html.

security realm.

Reference Descriptor

Resource Descriptions

Attribute Description Range of Values Default Value
Res Ref Name Specifies the name of a String none

resource reference.
Jndi Name SpecifiesaJNDI namefor  Javacharacter set name none

the resource.
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Session Descriptor

EJB Reference Description

Attribute Description Range of Values Default Value
Ejb Ref Name Specifiesthenameof an  String none
EJB reference used in
your Web application.
Jndi Name SpecifiesaJNDI namefor  Javacharacter set name none
the reference.
Parameter Name Default Value Parameter Value
URL RewritingEnabled true Enables URL rewriting, which encodes the session ID

into the URL and provides session tracking if cookies
are disabled in the browser.

IDLength

52 Sets the size of the session ID.

The minimum valueis 8 bytes and the maximum value
isl nt eger. MAX_VALUE.

If you are writing a WAP application, you must use
URL rewriting because the WAP protocol does not
support cookies. Also, some WAP devices have a
128-character limit on URL length (including
parameters), which limits the amount of data that can
be transmitted using URL re-writing. To allow more
space for parameters, use this parameter to limit the
size of the session ID that is randomly generated by

WebL ogic Server
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Parameter Name

Default Value

Parameter Value

CookieComment

Weblogic Server
Session
Tracking Cookie

Specifies the comment that identifies the session
tracking cookie in the cookiefile.

If unset, this parameter defaultsto WebLogi ¢
Sessi on Tracki ng Cooki e.Youmay providea
more specific name for your application.

CookieDomain

Null

| dentifies the server to which the browser sends cookie
information when the browser makes a request. For
example, setting the CookieDomain to

. nydonai n. comreturns cookiesto any server inthe
*. mydonmai n. comdomain.

The domain name must have at |east two components;
setting anameto *. comor *. net isinvalid.

If unset, thisparameter defaultsto the server that issued
the cookie.

CookieMaxAgeSecs

Setsthelife span of the session cookie, in seconds, after
which it expires on the client.

If the value is O, the cookie expiresimmediately.

The maximum valueis MAX_VALUE, where the
cookie lasts forever.

If set to - 1, the cookie expires when the user exitsthe
browser.

CookieName

JSESSI ONI D

Defines the session cookie name. Defaults to
JSESSI ONI Dif unset. You may set thisto amore
specific name for your application.

CookiePath

Null

Specifies the pathname to which the browser sends
cookies.

If unset, this parameter defaultsto/ (slash), wherethe
browser sends cookiesto all URLSs served by

WebL ogic Server. You may set the path to a narrower
mapping, to limit the request URL s to which the
browser sends cookies.
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Session Descriptor

Parameter Name

Default Value

Parameter Value

Invalidationl nterval Secs

60

Sets the time, in seconds, that WebL ogic Server waits
between doing house-cleaning checks for timed-out
and invalid sessions, and deleting the old sessions and
freeing up memory. Use this parameter to tune

WebL ogic Server for best performance on high traffic
sites.

Theminimum valueisevery second (1). The maximum
valueis once aweek (604,800 seconds). If unset, the
parameter defaults to 60 seconds.

JDBConnectionTimeoutSecs

120

Sets the time, in seconds, that WebL ogic Server waits
before timing out a JDBC connection, where x isthe
number of seconds between.

PersistenceStoreDir

sessi on_db

If you have set Per si st ent St or eType tofil e,
this parameter setsthe directory path where WebL ogic
Server will store the sessions. The directory pathis
either relativeto thetemp directory or an absolute path.
The temp directory is either a generated directory
under the WEB- | NF directory of the Web application,
or adirectory specified by the context-param
javax.servlet.context.tnpdir.

Ensure that you have enough disk space to store the
number of valid sessions multiplied by the size of each
session. You can find the size of a session by looking
at thefiles created in the Per si st enceStoreDir.

Y ou can make file-persistent sessions clusterable by
making this directory a shared directory among
different servers.

Y ou must create this directory manually.

PersistenceStorePool

None

Specifies the name of a JDBC connection pool to be
used for persistence storage.
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Parameter Name

Default Value

Parameter Value

PersistentStoreType

menory

Setsthe persistent store method to one of thefollowing
options:
m  nenor y—disables persistent session storage

m fil e—usesfile-based persistence (See also
Per si st enceSt or eDi r, above)

m | dbc—usesadatabaseto store persistent sessions.
(seedso Per si st enceSt or ePool , above)

m replicat ed—sameasnenory, but sessiondata
isreplicated across the clustered servers

m cookie—all session datais stored in acookiein the
user’s browser

CookiesEnabled

True

Use of session cookiesis enabled by default and is
recommended, but you can disable them by setting this
property to f al se. You might turn this option off to
test using URL rewriting.

TrackingEnabled

True

When set to true, session tracking is enabled.

TimeoutSecs

3600

Sets the time, in seconds, that WebL ogic Server waits
before timing out a session, where x is the number of
seconds between a session's activity.

Minimum valueis 1, default is 3600, and maximum
valueisi nt eger MAX_VALUE.

On busy sites, you can tune your application by
adjusting the timeout of sessions. While you want to
give abrowser client every opportunity to finish a
session, you do not want to tie up the server needlessly
if the user has |eft the site or otherwise abandoned the
session.

This parameter can be overridden by the

sessi on-ti meout element (defined in minutes) in
web. xn . For more information, see Sessi on

Ti neout .

ConsoleMainAttribute

If you enable Session Monitoring in the WebL ogic
Server Administration Console, set this parameter to
the name of the session parameter you will use to
identify each session that is monitored.
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JSP Descriptor

Parameter Name

Default Value Parameter Value

PersistentStoreCookieName W.COXI E Sets the name of the cookie used for cookie-based
persistence.
Parameter Name Default Value  Parameter Value
Compile Command j avac, or the Specifiesthe full pathname of the standard Java compiler used to
Java compiler compile the generated JSP servlets.
defined for a

server under the
configuration

For faster performance, specify adifferent compiler, such as
IBM's Jikes or Symantec's sj .

/tuning tab of the
WebL ogic
Server
Administration
Console

Compiler Class None Name of aJava compiler that is executed in WebL ogic Servers's
virtual machine. (Used in place of an executable compiler such as
javacorsj.)

Compile Flags None Passes one or more command-line flags to the compiler. Enclose
multiple flags in quotes, separated by a space. For example:
java webl ogi c.j spc

-conpileFlags "-g -v" nyFile.jsp
Working Dir internally The name of a directory where WebL ogic Server savesthe
gener at ed generated Java and compiled class files for a JSP.
directory
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Parameter Name

Default Value

Parameter Value

Verbose

true

When settot r ue, debugging information is printed out to the
browser, the command prompt, and WebL ogic Server log file.

keepgenerated

fal se

Saves the Java files that are generated as an intermediary step in
the JSP compilation process. Unlessthisparameter issettot r ue,
the intermediate Javafiles are deleted after they are compiled.

Page Check Seconds

Setstheinterval, in seconds, at which WebL ogic Server checksto
see if JSP files have changed and need recompiling.
Dependencies are also checked and recursively reloaded if
changed.

If set to 0, pages are checked on every request. If setto - 1, page
checking and recompiling is disabled.

Encoding

Default encoding
of your platform

Specifies the default character set used in the JSP page. Use
standard Java character set names (see

http://java.sun.com/j 2se/1.3/docs/gui de/intl/encoding.doc.htm).
If unset, this parameter defaultsto the encoding for your platform.
A JSP page directive (included in the JSP code) overrides this
setting. For example:

<%@ page content Type="text/htm ;
char set =cust om encodi ng” %

Package Prefix

j sp_servl et

Specifies the package into which all JSP pages are compiled.

No Try Blocks

fal se

If a JSP file has numerous or deeply nested custom JSP tags and
youreceiveaj ava. | ang. Veri f yErr or exception when
compiling, use this flag to alow the JSPs to compile correctly.

Precompile

fal se

When set to true WebL ogic Server automatically compiles all
JSPs on startup.

Compiler Supports
Encoding

Fal se

Specifies the encoding used by the WebL ogic JSP compiler to
create the intermediatej ava file.

When set to true, the ISP compiler uses the encoding specified
withthecont ent Type attribute contained inthepage directive
on the JSP page, or, if acont ent Type isnot specified, the
encoding defined with theencodi ng parameter in the
jSp-descriptor.

When set to fal se, the JSP compiler uses the default encoding for
the VM when creating the intermediate .j ava file.
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Container Descriptor

Container Descriptor

Attribute Description Range of Values Default Value
Check Auth on Forward ~ When enabled, requires  Checked, Unchecked Unchecked
Enabled authentication of

forwarded requestsfrom

aservlet or JSP.
redirect-with-absoute-url ~ Controls whether the boolean true

javax.servlet.http
. Ht t pServl et Respon
se. SendRedi rect ()
method redirects using a
relative or absolute URL.
Setthiselementtof al se
if you are using a proxy
HTTP server and do not
want the URL converted
to anon-relative link.

The default behavior is
to convert the URL toa
non-relative link.
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Charset Params

Input Charset Descriptors

Attribute

Description Range of Values

Default Value

Resource Path

A path which, if included  String
in the URL of arequest,

signals WebL ogic Server

to use the Java character

set specified by the Java

Charset Name field.

none

Java Charset Name

Specifies the Java Java character set name
characters set to use.

none

Character Set Mapping

Attribute

Description Range of Values

Default Value

IANA Charset Name

Specifies the IANA IANA character set name
character set namethat is

to be mapped to the Java

character set specified by

the Java Charset Name

field.

none

Java Charset Name

Specifies the Java Java character set name
characters set to use.

none
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Configuring a WebLogic Web Service

The Web Service information in the Deployment Descriptor Editor is provided for
monitoring purposes only; changing any of the values might result in the deployed

Web Service not functioning correctly.

Web Services

RPC Services

Attribute

Description Range of Values

Default Value

JNDI Name

JINDI nameof thestateless  String.
session EJB that

comprises the RPC-style

Web service.

None.

Home Interface

TheHomeinterfaceof the  String.
stateless session EJB.

None.

Remote Interface

The Remoteinterfaceof  String.
the statel ess session EJB.

None.

URI

URI used by client String.
applicationsto invoke the
Web service.

None.
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Message Services

Attribute

Description

Range of Values

Default Value

Service Name

Name of the SOAP
Servlet that handles
SOAP messages between
WebL ogic Server and
client applications.

String.

Null.

Destination

JINDI name of the IMS
topic or queue which
receives or sends data
between WebL ogic
Server and the client
application.

String.

None.

Destination Type

Thetype of IMS
destination: topic or
queue.

Topi ¢ or Queue.

None.

Action

Specifies whether the
client application that
invokesthis
message-style Web
service sends or receives
datatothe IMS
destination.

Specify send if theclient
sends data to the IMS

destinationandr ecei ve
if the client receives data

from the IM S destination.

Send or Recei ve.

None.

Connection Factory

JINDI name of the
ConnectionFactory used
to create a connection to
the IMS destination.

String.

None.
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Web Services

Attribute Description Range of Values Default Value

URI URI used by clientsto String. None.
invoke the Web service.
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11 /WLEC Connection Pool
Runtime

By default, this pane allows the user to sort the objects by the following criteria:
= Name

m Domain

m  Primary Addresses

m Failover Addresses

m  Minimum Pool Size

m  Maximum Pool Size
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118WLEC Connection Pool

These procedures describe how to use the Administration Console to set the attributes
for configuring and managing WL EC connection pools. For more information, see
Using WebL ogic Enterprise Connectivity.

Configure a New WLEC Connection Pool

1. Clickthe WLEC nodeintheleft pane. The WL EC Connection Poolstable displays
in the right pane showing all the WLEC connection pools defined in the domain.

2. Click the Configure aNew WLEC Connection Pooal text link. A dialog displays
in the right pane showing the tabs associated with configuring a new WLEC
connection pool.

3. Enter valuesin the Name, Primary Address, Failover Address, Domain,
Minimum Pool Size, and Maximum Pool Size attribute fields.

4. Click the Create button in the lower right corner to create a WLEC Connection
Pool instance with the name you specified in the Name field. The new instance is
added under the WLEC node in the | eft pane.

5. Click Apply.

6. Click the Security tab and change the attribute fields or accept the default values
as assigned.

7. Click Apply to save any changes you made.

118-1 BEA WebL ogic Server Administration Console Online Help


http://e-docs.bea.com/wls/docs61/wlec/index.html

Clone a WLEC Connection Pool

Clone a WLEC Connection Pool

1. Clickthe WLEC nodeintheleft pane. The WL EC Connection Poolstable displays
in the right pane showing all the WLEC connection pools defined in the domain.

2. Click the Cloneicon in the row of the WLEC connection pool you want to clone.
A diaog displays in the right pane showing the tabs associated with cloning a
WLEC connection pool.

3. Enter valuesin the Name, Primary Address, Failover Address, Domain,
Minimum Pool Size, and Maximum Pool Size attribute fields.

4. Click the Clone button in the lower right corner to create a WLEC Connection
Pool instance with the name you specified in the Name field. The new instance is
added under the WLEC node in the | eft pane.

5. Click Apply.

6. Click the Security tab and change the attribute fields or accept the default values
as assigned.

7. Click Apply to save any changes you made.

Delete a WLEC Connection Pool

1. Clickthe WLEC nodein theleft pane. The WL EC Connection Poolstable displays
in the right pane showing all the WLEC connection pools defined in the domain.

2. Click the Deleteicon in the row of the WLEC connection pool you want to
delete. A dialog displaysin the right pane asking you to confirm your deletion
request.

3. Click Yesto delete the WLEC connection pool. The WLEC connection pool icon
under the WLEC node is del eted.
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Monitor All Instances of a WLEC Connection
Pool

1. Clickthe WLEC nodeintheleft pane. The WL EC Connection Poolstable displays
in the right pane showing all the WLEC connection pools defined in the domain.

2. Click the Monitor All Instancesicon in the row of the WLEC connection pool
you want to monitor. A dialog displays in the right pane showing al instances of
the WLEC connection pool deployed across the server domain.

Assign a WLEC Connection Pool

1. Click theinstancenodein theleft pane under WL EC Connection Poolsfor the pool
you want to assign. A dialog displaysin the right pane showing the tabs associated
with this instance.

2. Click the Targets tab.
3. Complete the following steps for the Servers and Clusters tabs:

a. Select one or more targets in the Available column that you want to assign to
the data source.

b. Click the mover control to move the targets you sel ected to the Chosen column.

c. Click Apply to save your assignments.
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Configuration

Thesetables describe the attributes you use in the Administration Consoleto configure
and manage WL EC connection pools.For more information, see Using WebL ogic
Enterprise Connectivity.

BEA WebL ogic Server Administration Console OnlineHelp  118-4


http://e-docs.bea.com/wls/docs61/wlec/index.html
http://e-docs.bea.com/wls/docs61/wlec/index.html

118wWLEC Connection Pool

General
Attribute Description Range of Values Default Value
Name Thisattribute returnsthe . The namecanbeupto  Null
name of the WLEC 256 alphanumeric
connection pOOl . The Chara:ters’ but may not
name must be uniquefor  ~5ntain commas or
each WLEC connection spaces.
pool.
Primary Addresses This attribute returnsthe  String Null

list of addressesfor I|OP
Listener/Handlersthat can
be used to establish a
connection between the
WLEC connection pool
andthe WLE domain. The
format of each addressis
/] host nane: port.

The addresses must match
the ISL addresses defined
in the UBBCONFI Gfile.
Multiple addresses are
seperated by commas. For
example:

// mai nl1. com 1024,
/1 mai n2. com 1044.

To configure the WLEC
connection pool to usethe
SSL protocol, use the
cor bal ocs prefix with
the address of the IIOP
Listener/Handler. For
example:

cor bal ocs: // host na
me: port.

118-5 BEA WebL ogic Server Administration Console Online Help



Configuration

Attribute

Description Range of Values

Default Value

Failover Addresses

This attribute returnsthe  String
list of addressesfor [10OP
Listener/Handlersthat are

used if connectionscannot

be established with the

addresses defined in the

Primary Addressesfield.

Multiple addresses are

separated by commeas.

Null

WLEC Domain

This attribute returnsthe  String
name of the WLEC
domain to which the pool
is connected. Y ou can
have only one WLEC
connection pool per WLE
domain. The domain
name must match the
domai ni d parameter in
the RESOURCES section
of the UBBCONFI G file
for the WLE domain.

Null

Minimum Pool Size

This attribute returnsthe  Integer
number of [IOP

connectionsto beaddedto

the WLEC connection

pool when WebL ogic

Server starts.

Maximum Pool Size

This attribute returnsthe  Integer
maximum number of 11OP
connections that can be

made from the WLEC

connection poal.

BEA WebL ogic Server Administration Console OnlineHelp  118-6



118wWLEC Connection Pool

Security
Attribute Description Range of Values Default Value
User Name This attribute returnsthe  Vaid user name as Null
name of aqualified user.  assigned by the
Thisfieldisrequiredonly — administrator.
when the security level in
the WLE domainis
USER_AUTH, ACL or
MANDATORY_ACL.
User Password This attribute returnsthe  Valid user password as Null
password of the qualified  assigned by the
user specifiedinthe User  administrator.
Namefield. Thisfieldis
required only when you
definethe User Nane
field.
User Role Thisattribute setstheuser  Valid user roleas defined  Null

role for this connection
pool. Thisfieldisrequired
when the security level in
the WLE domainis
APP_PW USER_AUTH,
ACL, or
MANDATORY_ACL.

by theadministrator or the
developer.
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Attribute

Description

Range of Values

Default Value

Application Password

This attribute returns the
password for the
application. Thisfield is
required whenthesecurity
level in the WLE domain
iSAPP_PWUSER_AUTH,
ACL, or
MANDATORY_ACL.

String

Null

Minimum Encryption
Level

This attribute sets the
minimum SSL encryption
level used between the
WLE domain and

WebL ogic Server. Zero
(0) indicates that the data
issigned but not sealed.
40, 56, and 128 specify
the length, in bits, of the
encryption key. If this
minimum level of
encryption is not met, the
SSL connection between
WLE and WebL ogic
Server fails.

The possible values are 0,
40, 56, and 128.

40
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Attribute

Description

Range of Values

Default Value

Maximum Encryption
Level

This attribute sets the
maximum SSL encryption
level used between the
WLE domain and
WebLogic Server. Zero
(0) indicates that the data
issigned but not sealed.
40, 56, and 128 specify
the length, in bits, of the
encryption key. If this
minimum level of
encryption is not met, the
SSL connection between
WLE and WebLogic
Server fails.

The possible values are 0,
40, 56, and 128.

The default isthe
maximum level alowed
by the Encryption
Package kit license.

Enable Certificate
Authentication

This attribute enables the
use of certificate
authentication.

When you use certificate
authentication, WLEC
uses the values for the
User Nane and
Application
Passwor d fieldsto
create a certificate for
WLEC.

If you do not use
certificate authentication,
WLEC uses password
authentication or no
authentication, depending
onthesecurity level of the
WLE domain. If password
authenticationisrequired,
WLEC usesthevaluesfor
theUser Nane and
User Password fields
to authenticate.

Boolean
Selected = enabled

or Not Selected = not
enabled

Not Selected
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Attribute Description Range of Values Default Value
Enable Security Context ~ This attribute determines  Boolean Not Selected
the state of the security Selected = enabled
context of the WeblL ogic _
Server User passed to the oralt\)llztdSel ected = not
WLE domain. en
Targets
Servers
Attribute Description Range of Values Default Value
Servers Thisattribute providesa  List Null

list from which the
assigned servers may be
chosen.
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Clusters
Attribute Description Range of Values Default Value
Clusters This attribute providesa ~ List Null
list from which the
assigned clusters may be
chosen.
Notes
Attribute Description Range of Values Default Value
Notes This attribute providesa ~ The value must be an Null
space for user supplied aphanumeric string.
information.

For more information, see Using WebL ogic Enterprise Connectivity.

118-11 BEA WebL ogic Server Administration Console Online Help


http://e-docs.bea.com/wls/docs61/wlec/index.html

119WLEC Connection

By default, this pane allows the user to sort the objects by the following criteria:
= Name

m Domain

m  Primary Addresses

m Failover Addresses

m  Minimum Pool Size

m  Maximum Pool Size
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120XML Entity Spec

Registry Entry

Configuration

Attribute

Description Range of Values

Default Value

Public Id

This attributeis used to
define the public ID of
either the entity to be
resolved or the document
type definition (DTD) file
to be used to parse the
document.

MY XML EntrySpecRegistryEnt
ry

System Id

This attribute is used to
define the system ID of
either the entity to be
resolved or the document
type definition (DTD) file
to be used to parse the
document

Null
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Attribute

Description

Range of Values

Default Value

EntityURI

This attribute is used to
define the path of thefile
containing the external
entity. The path isrelative
to theregistry’ s entity
directory.

Null

When To Cache

Specifieswhether you want
WebL ogic Server to cache
an external entity
referenced by a URL the
first time the entity is
referenced in an XML
document, whenWebL ogic
Server starts, or to use the
global caching setting.

cache-on-ref er ence,
cache-at-initializa
tion,
defer-to-registry-s
etting

defer-to-registry-setting

Cache Timeout
Interval

Number of seconds after
which external entitiesin
the cache become stale
after they have been cached
by WebL ogic Server.

Integer
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Notes
Attribute Description Range of Values Default Value
Notes This attribute provides Thisattribute value must ~ Null
space for optional be an a phanumeric string.
user-supplied
information.

BEA WebL ogic Server Administration Console OnlineHelp  120-5



121XML Registry

121XML Registry

Create an XML Registry

1. Clickthe XML Registriesnodeintheleft pane. The XML Registriestable displays
in the right pane showing all the XML registries defined in the domain.

2. Click the Configure a New XML Registry text link. A dialog displaysin the right
pane showing the tabs associated with configuring a new registry.

3. Enter values in the Name, Documentation Builder, and SAX Parser Factory
atribute fields.

4. Click Createto create an XML-registry instance with the name you specified in
the Name field. The new registry is added under the XML Registries nodein the
|eft pane.

Clone an XML Registry

1. Clickthe XML Registriesnodeintheleft pane. The XML Registriestable displays
in the right pane showing all the XML registries defined in the domain.

2. Click the Cloneicon in the row of the registry you want to clone. A dialog
displaysin the right pane showing the tabs associated with cloning anew registry.

3. Enter values in the Name, Documentation Builder, and SAX Parser Factory
attribute fields.
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Delete an XML Registry

4. Click Createto create an XML-registry instance with the name you specified in
the Name field. The new registry is added under the XML Registries nodein the
left pane.

Delete an XML Registry

1. Clickthe XML Registriesnodeintheleft pane. The XML Registriestable displays
in the right pane showing all the XML registries defined in the domain.

2. Click the Deleteicon in the row of the registry you want to delete. A dialog
displays in the right pane asking you to confirm your del etion request.

3. Click Yesto delete the registry. The registry icon under the XML Registries node
is deleted.

Assign an XML Registry

1. Click theinstance nodeintheleft pane under XML Registries for the registry you
want to assign. A dialog displaysin theright pane showing the tabs associated with
thisinstance.

2. Click the Targets tab.

3. Select one or more targets in the Available column that you want to assign to the
registry.

4. Click the mover control to move the targets you selected to the Chosen column.

5. Click Apply to save your assignments.
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Configuration

Attribute

Description

Range of Values

Default Value

Name

This attribute allows the
user to set the name of the

registry.

The value must be an
aphanumeric string.

MyXML Registry

DocumentBuilderFactory

This attribute allows the
user to set the default
Document Builder
Factory for the server.

This attribute determines
the default factory for all
server applications that
use DOM to parse
documents. To override
the default factory for a
particular document type
definition (DTD), use the
Parser Name Class
attribute in the XML
Registry Entries dialog
Configuration tab.

String

weblogic.apache.xercesja
xp.DocumentBuilderFact
orylmpl
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Attribute

Description

Range of Values

Default Value

SAX Parser Factory

This attribute allows the
user to set the default
SAX Parser Factory for
the server.

This attribute determines
the default factory for all
server applications that
use SAX to parse
documents.

To override the default
factory for aparticular
document type definition
(DTD) or touse a
custom-generated SAX
parser, use the Parser
Name Class attribute on
the XML Registry Entries
dialog Configuration tab.

String

weblogic.apache.xerces.ja
Xp.SAXParserFactorylmp
|

Transformer Factory

The TransformerFactory
classesthat implement the
JAXP interfaces for
transforming XML
documents.

String

webl ogi c. apache. xa
| an. processor. Tran
sf or mer Fact oryl npl

When To Cache

Specifies whether you
want WebL ogic Server to
cache an external entity
referenced by a URL the
first timetheentity is
referenced in an XML
document or when

WebL ogic Server starts.

cache-on-reference,
cache-at-initialization

cache-on-reference
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Targets

Attribut Description Range of Values Default Value
e
Servers  Select from adrop-down st None Selected

list of available server
instances. To select mul-
tiple instances, hold the
control key down while
selecting the servers.

Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides a The value must be an Null
space for user supplied alphanumeric string.
information.
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122XML Registry Entry

Configuration

Attribute

Description Range of Values

Default Value

Public Id

This attributeis used to
define the public ID of
either the entity to be
resolved or the document
type definition (DTD) file
to be used to parse the
document.

Null

System Id

This attribute is used to
define the system ID of
either the entity to be
resolved or the document
type definition (DTD) file
to be used to parse the
document

Null

Root Element
Tag

This attribute is used to
define the root of the
document to be parsed.
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Attribute Description Range of Values Default Value

Entity Path This attribute is used to Null
define the path of thefile
containing the external
entity. The path isrelative
to theregistry’ s entity

directory.
Parser Class This attribute is used to Valid class name Null
Name defineaDOM parser or a

SAX parser to be used to
parse adocument using the
DTD defined in the Entity
Path attribute. If you are
using a custom-generated
parser, thisattributeis used
to define the generated
parser.

For aparticular DTD (or, in
the case of a
custom-generated parser, a
particular application), this
attribute overrides the
default DOM or SAX
parser that is specified
using the
DocumentBuiderFactory
and SAX Parser Factory
attributesin the XML
Registry dialog
Configuration tab.
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Notes
Attribut Description Range of Values Default Value
e
Notes This attribute provides Thisattributevaluemustbe  Null

space for optional an aphanumeric string.
user-supplied information.
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SNMP Gauge Monitor Threshold Low 23, 29

SNMP Log Filter Severity Level 32

SNMP Log Filter User IDs 32

SNMP Log Filters Message IDs 33

SNMP Log Filters Message Substring 33

SNMP Log Filters Name 32

SNMP Log Filters Severity Level 32

SNMP Log Filters Subsystem Names 32

SNMP MIB Data Refresh Interval 6, 49

SNMP Port 6, 49

SNMP Proxies Community 37

SNMP Proxies Name 36

SNMP Proxies Oid Root 36

SNMP Proxies Port 36

SNMP Proxies Timeout 37

SNMP Server Status Check Interval Factor 7, 50
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SNMP String Monitor Enabled Servers 42
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SNMP String Monitor Monitored MBean Name 41
SNMP String Monitor Monitored MBean Type 41
SNMP String Monitor Name 40
SNMP String Monitor Notify Differ 40
SNMP String Monitor Notify Match 41
SNMP String Monitor Polling Interval 41
SNMP String Monitor String to Compare 40
Socket Readers 28
SSL Handler Enabled 23
SSL Listen Port 23
Startup Class 1
startupclass_genera 4
startupclass_notes 6
startupclass target 5
State 33
Stdout severity threshold 48
support
technical xI
System Rollbacks 40
T
T3 Max Message Size 30
T3 Message Timeout 30
Target 5
Target Clusters 5, 4, 12, 7, 8
Target Groups 1
Target Servers s, 4,11, 7
Target Web Applications to the Virtual Host 3
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Timeout Rollbacks 39
TimeThreshold 11, 50
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Total Login Attempts While Locked 37
Total Rolled Back 39
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Total Transactions 39

Total Users Locked Out 37

Total Users Unlocked 37

Transaction Log File Prefix 56

Transactions 13, 31

Trusted CA File Name 24

Tuning 28

Tunneling Client Ping 29

Tunneling Client Timeout 29

U

undeployment 17

UnixMachine 1

UnixReam 1

unixrealm_configuration 3

unixrealm_notes 4

Use Navigation Tree 1

Users7

\Y

View Domain Health 1

View Domain Log 1

View Server Connections 4

View Server Execute Queues 3

View Server Execute Threads 4

View Server INDI Tree 1, 3, 4

View Server INDI tree 3

View Server Log 3

View Server Sockets 4

View Server Version 6
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Web App Component 58
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WLEC Connection Pool 62
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	1 ACL
	Create a New ACL
	1. Click the ACLs node in the left pane. The ACLs table displays in the right-hand pane showing a...
	2. Enter a value in the New ACL Name field.
	3. Click the Create button. A dialog displays in the right pane showing information associated wi...
	4. Enter values in the Permission, Grant to User, and Grant to Group fields to specify what permi...
	5. Click the Update Permission button to create the ACL.

	Modify an ACL
	1. Click the ACLs node in the left pane. The ACLs table displays in the right pane showing all th...
	2. Click the name of the ACL you will be modifying.
	3. Change values in the Permission, Grant to User, and Grant to Group fields to specify what perm...
	4. Click the Update Permission button to modify the ACL.

	Permissions

	2 ACL Permission
	Permissions

	3 Applications
	Install a New Application
	1. Click the Applications node in the left-hand pane. The Applications table displays in the righ...
	2. Click the Configure a New Application link to open the Create a New Application page.
	3. Fill in the configuration information as follows:
	4. Click the Create button to install the application. The new application is added under the App...

	Configuration
	Notes


	4 Basic Realm
	5 Caching Realm
	Configure a New Caching Realm
	1. Click the Caching Realms node in the left pane. The Caching Realms table displays in the right...
	2. Click the Configure a New Caching Realm text link. A dialog displays in the right pane showing...
	3. Enter values in the Name and Basic Realm attribute fields. Click the Case Sensitive Cache chec...
	4. Click Create to create a caching realm instance with the name you specified in the Name field....
	5. Click the ACL, Authentication, Groups, Users, and Permission tabs and change the attribute fie...
	6. Click Apply to save any changes you made.

	Clone a Caching Realm
	1. Click the Caching Realms node in the left pane. The Caching Realms table displays in the right...
	2. Click the Clone icon in the row of the caching realm you want to clone. A dialog displays in t...
	3. Enter values in the Name and Basic Realm attribute fields. Click the Case Sensitive Cache chec...
	4. Click the Create button in the lower right corner to create a caching realm instance with the ...
	5. Click the ACL, Authentication, Groups, Users, and Permission tabs and change the attribute fie...
	6. Click Apply to save any changes you made.

	Delete a Caching Realm
	1. Click the Caching Realms node in the left pane. The Caching Realms table displays in the right...
	2. Click the Delete icon in the row of the caching realm you want to delete. A dialog displays in...
	3. Click Yes to delete the caching realm. The caching realm icon under the Caching Realms node is...

	Configuration
	General
	ACL
	Authentication
	Groups
	Users
	Permissions


	6 Startup and Shutdown Class Deployment
	7 Cluster
	Configure a Cluster
	1. Click the Clusters node in the left pane. The Clusters table displays in the right pane showin...
	2. Click the Configure a New Cluster link. A dialog displays in the right pane showing the tabs a...
	3. Enter values in the Name, Default Load Algorithm, and Service Age Threshold attribute fields.
	4. Enter a value for the Cluster Address. Supply a cluster address that identifies the Managed Se...
	5. Click the Create button in the lower right corner to create a cluster with the name you specif...
	6. Click the Multicast tab and change the Send Delay and TTL attribute fields or accept the defau...
	7. Click the Apply button in the lower right corner of each tab to save any changes you made.

	Clone a Cluster
	1. Click the Clusters node in the left pane. The Clusters table displays in the right pane showin...
	2. Click the Clone icon in the row of the cluster you want to clone. A dialog displays in the rig...
	3. Enter values in the Name, Cluster Address, Default Load Algorithm, and Service Age Threshold a...
	4. Click the Clone button in the lower right corner to create a cluster instance with the name yo...
	5. Click the Multicast tab and change the attribute fields or accept the default values as assigned.
	6. Click the Apply button in the lower right corner of each tab to save any changes you made.

	Delete a Cluster
	1. Click the Clusters node in the left pane. The Clusters table displays in the right pane showin...
	2. Click the Delete icon in the row of the cluster you want to delete. A dialog displays in the r...
	3. Click the Yes button to delete the cluster. The cluster icon under the Clusters node is deleted.

	Assign Servers to a Cluster
	1. Click the instance node in the left pane under Clusters to select a cluster for server assignm...
	2. Click the Servers tab.
	3. Select one or more servers in the Available column that you want to assign to the cluster.
	4. Click the mover control to move the servers you selected to the Chosen column.
	5. Click the Apply button in the lower right corner to save your assignments.

	Monitor Server Participation in a Cluster
	1. Click the instance node in the left pane under Clusters to select a cluster for server monitor...
	2. Click the Monitoring tab.
	3. Click the Monitor Server Participation in This Cluster text link. The server table displays in...

	Configuration
	General
	Multicast
	Servers
	Monitoring
	Notes


	8 Cluster Runtime
	9 Component
	10 BEA WebLogic J2EE Connector Architecture Attribute Descriptions
	ra.xml Attributes
	ra.xml Deployment Descriptor Editor Attributes
	ra.xml Config Properties

	ra.xml Authentication Mechanisms
	ra.xml Authentication Mechanisms
	ra.xml Security Permissions

	weblogic-ra.xml Attributes
	weblogic-ra.xml Deployment Descriptor Editor Attributes
	weblogic-ra.xml Config Properties
	weblogic-ra.xml Security Principal Map Entries


	11 Connection
	Monitor Connections

	12 Connection
	Deploying Resource Adapters Using the Administration Console
	1. Start WebLogic Server.
	2. Open the Administration Console.
	3. Open the Domain you will be working in.
	4. Under Deployments, select Connectors in the left panel. The Connector Deployments table displa...
	5. Select Configure a new Connector Component...
	6. Enter the following information:
	7. Select the Create button.

	Viewing Deployed Resource Adapters Using the Administration Console
	1. In the Administration Console under Deployments, select Connectors (Resource Adapters) in the ...
	2. View a list of deployed Connectors in the Connector Deployments table in the right pane.

	Undeploying Deployed Resource Adapters Using the Administration Console
	1. In the Administration Console under Deployments, select Connectors (Resource Adapters) in the ...
	2. In the Connector Deployments table, select the connector to undeploy.
	3. Under the Configuration tab, de-select the Deployed checkbox.
	4. Click Apply.

	Updating Deployed Resource Adapters Using the Administration Console
	1. In the Administration Console under Deployments, select Connectors (Resource Adapters) in the ...
	2. In the Connector Deployments table, select the connector to update.
	3. Update the Connector Name and Deployed status as needed.
	4. Click Apply.

	Configuration
	General

	13 Connector Connection Pool Runtime
	14 ConsoleLink
	Preferences
	General


	15 Conversion
	Conversion Using the Administration Console
	SSL Security Files
	Servlets
	1. config/<NewDomain>/applications/DefaultWebApp_<ServerName>/WEB- INF directory and will be made...
	2. config/<NewDomain>/<Server_Name>/WEB-INF, if there is already a default web app declared.

	EJB jar files and Web App war files


	16 Customize This View
	Table Show
	1. To add items to the Table Show list, select them from the Available list and use the arrow to ...
	2. To remove items from the Table Show list, select them from the Chosen list and use the arrow t...
	3. Click Apply to submit your changes.

	Table Sort
	1. To add items to the Table Sort list, select them from the Available list and use the arrow to ...
	2. To remove items from the Table Sort list, select them from the Chosen list and use the arrow t...
	3. Click Apply to submit your changes.


	17 Custom Realm
	Configuration
	Notes


	18 Deployment Descriptor Editors
	BEA WebLogic J2EE Connector Architecture Attribute Descriptions
	EJB Deployment Descriptors
	RDBMS Deployment Descriptors
	Web Application Deployment Descriptor Editor Help

	19 Domain
	View Domain Health
	1. Click the instance node that represents your Domain (i.e. myDomain where mydomain is the name ...
	2. Click the Monitoring tab.
	3. Click the View Domain Health text link. The domain health view displays in the right pane show...

	View Domain Log
	1. Right-click the instance node that represents your Domain (i.e. myDomain) in the left pane. Th...
	2. Click View Domain Log. The log displays in the right pane..

	Edit Application Management Settings
	1. Click the instance node that represents your Domain (i.e. myDomain) in the left pane. The doma...
	2. Click the Applications tab.
	3. Edit the value in the Auto Update Interval attribute field.
	4. Click Apply to save any changes you made.

	Configuration
	General
	JTA
	SNMP
	Logging
	Applications

	Security
	General
	Filerealm
	Passwords
	Advanced
	Notes


	20 Domain Log Filter
	Create a New Domain Log Filter
	1. Click the Domain Log Filters node in the left pane. The Domain Log Filters table displays in t...
	2. Click the Create a New Domain Log Filter text link. A dialog displays in the right pane showin...
	3. Enter values in the Name and Severity Level attribute fields.
	4. Click Create to create a domain log filter instance with the name you specified in the Name fi...
	5. Click the Servers, Subsystems, and Users tabs individually and change the attribute fields or ...
	6. Click Apply to save any changes you made.

	Clone a Domain Log Filter
	1. Click the Domain Log Filters node in the left pane. The Domain Log Filters table displays in t...
	2. Click the Clone icon in the row of the domain log filter you want to clone. A dialog displays ...
	3. Enter values in the Name and Severity Level attribute fields.
	4. Click Create to create a domain log filter instance with the name you specified in the Name fi...
	5. Click the Servers, Subsystems, and Users tabs individually and change the attribute fields or ...
	6. Click Apply to save any changes you made.

	Delete a Domain Log Filter
	1. Click the Domain Log Filters node in the left pane. The Domain Log Filters table displays in t...
	2. Click the Delete icon in the row of the domain log filter you want to delete. A dialog display...
	3. Click Yes to delete the domain log filter. The domain log filter icon under the Domain Log Fil...

	Configuration
	Criteria
	Servers
	Subsystems
	Users
	Notes


	21 EJB Component
	Install a New EJB
	1. Expand the Deployments node in the left pane.
	2. Double-click EJB. The EJB Deployments table displays in the right pane showing all the deploye...
	3. Click Install a new EJB to install a new EJB on the server. The Upload and Install and Applica...
	4. Enter the path of the . jar file in the text-entry field, or click the Browse button to browse...
	5. Click Upload to install the .jar file. The new EJB is added under EJB in the left pane.

	Configure a New EJB
	1. Expand the Deployments node in the left pane.
	2. Double-click EJB. The EJB Deployments table displays in the right pane showing all the deploye...
	3. Click Configure a new EJB to create a new component. The EJBComponent pane, where you configur...
	4. On the General tab in the EJBComponent pane:
	a. Enter the name of the EJB component in the Name field.
	b. Enter the path you want to use for this component and the Uniform Resource Identifier (URI) in...
	c. Enter the order in which you want to deploy the component to the server in the Deployment Orde...
	d. Click the Deployed checkbox to set the deployment status for the component.
	5. To configure the compiler options, on the EJBC options tab in the EJBComponent pane:.
	a. Enter the Java compiler to be used in the Java Compiler field.
	b. Enter the path where the generated files will be stored in the Tmp Path field.
	c. Enter any rmic options in the Extra Rmic Options field.
	d. Click the Keep Generated Source Files checkbox to choose to keep the generated source files.
	6. Click Create to create the component.
	General
	Target
	Notes


	22 EJB Component Runtime
	23 EJB Home
	24 EJB Deployment Descriptors
	weblogic-ejb-jar.xml deployment descriptors
	allow-concurrent-calls
	Function

	cache-type
	Function

	connection-factory-jndi-name
	Function

	concurrency-strategy
	Function

	db-is-shared
	Function

	delay-updates-until-end-of-tx
	Function

	description
	Function

	destination-jndi-name
	Function

	ejb-name
	Function

	ejb-reference-description
	Function

	ejb-ref-name
	Function

	ejb-local-reference-description
	Function

	enable-call-by-reference
	Function

	entity-cache
	Function

	entity-clustering
	Function

	entity-descriptor
	Function

	finders-load-bean
	Function

	home-call-router-class-name
	Function

	home-is-clusterable
	Function

	home-load-algorithm
	Function

	idle-timeout-seconds
	Function

	initial-beans-in-free-pool
	Function

	initial-context-factory
	Function

	is-modified-method-name
	Function

	isolation-level
	Function

	jndi-name
	Function

	local-jndi-name
	Function

	lifecycle
	Function

	max-beans-in-cache
	Function

	max-beans-in-free-pool
	Function

	message-driven-descriptor
	Function

	method
	Function

	method-intf
	Function

	method-name
	Function

	method-param
	Function

	method-params
	Function

	passivation-strategy
	Function

	persistence
	Function

	persistence-type
	Function

	persistence-use
	Function

	persistent-store-dir
	Function

	pool
	Function

	principal-name
	Function

	provider-url
	Function

	read-timeout-seconds
	Function

	reference-descriptor
	Function

	replication-type
	Function

	res-env-ref-name
	Function

	res-ref-name
	Function

	resource-env-description
	Function

	resource-description
	Function

	role-name
	Function

	run-as-identity-principal
	Function

	security-role-assignment
	Function

	stateful-session-cache
	Function

	stateful-session-clustering
	Function

	stateful-session-descriptor
	Function

	stateless-bean-call-router-class-name
	Function

	stateless-bean-is-clusterable
	Function

	stateless-bean-load-algorithm
	Function

	stateless-bean-methods-are-idempotent
	Function

	stateless-clustering
	Function

	stateless-session-descriptor
	Function

	transaction-descriptor
	Function

	transaction-isolation
	Function

	trans-timeout-seconds
	Function

	type-identifier
	Function

	type-storage
	Function

	type-version
	Function

	weblogic-ejb-jar
	Function

	weblogic-enterprise-bean
	Function

	caching-descriptor
	max-beans-in-free-pool
	initial-beans-in-free-pool
	max-beans-in-cache
	idle-timeout-seconds
	cache-strategy
	read-timeout-seconds

	persistence-descriptor
	is-modified-method-name
	delay-updates-until-end-of-tx
	persistence-type
	db-is-shared

	stateful-session-persistent-store-dir
	persistence-use

	clustering-descriptor
	home-is-clusterable
	home-load-algorithm
	home-call-router-class-name
	stateless-bean-is-clusterable
	stateless-bean-load-algorithm
	stateless-bean-call-router-class-name
	stateless-bean-methods-are-idempotent

	transaction-descriptor
	trans-timeout-seconds

	reference-descriptor
	resource-description
	ejb-reference-description

	transaction-isolation
	isolation-level
	method

	security-role-assignment
	enable-call-by-reference



	25 EJB Home Runtime
	26 Entity EJB Runtime
	27 Execute Queue
	Create a New Execute Queue
	1. Select the server for which the Execute Queue will be created from the list of servers availab...
	2. Click Monitoring.
	3. On the General Tab, click Monitor All Active Queues.
	4. Click Configure Execute Queues.
	5. Click Configure a new Execute Queue.
	6. On the Configuration Tab, accept the default values or edit them as desired.
	7. Click Create.
	General
	Notes


	28 Execute Queue Runtime
	29 Execute Threads
	30 File T3
	Configure a New FileT3
	1. Click the FileT3 node in the left pane. The FileT3 table displays in the right pane showing al...
	2. Click the Configure a New FileT3 text link. A dialog displays in the right pane showing the ta...
	3. Enter values in the Name and Path attribute fields.
	4. Click Create to create a FileT3 instance with the name you specified in the Name field. The ne...
	5. Click Apply to save changes.

	Clone a FileT3
	1. Click the FileT3 node in the left pane. The FileT3 table displays in the right pane showing al...
	2. Click the Clone icon in the row of the FileT3 you want to clone. A dialog displays in the righ...
	3. Enter values in the Name and Path attribute fields.
	4. Click Clone to create a FileT3 instance with the name you specified in the Name field. The new...
	5. Click Apply to save changes.

	Delete a FileT3
	1. Click the FileT3 node in the left pane. The FileT3 table displays in the right pane showing al...
	2. Click the Delete icon in the row of the FileT3 you want to delete. A dialog displays in the ri...
	3. Click Yes to delete the FileT3. The FileT3 icon under the FileT3 node is deleted.

	Assign a FileT3
	1. Click the instance node in the left pane under FileT3 for the file you want to assign. A dialo...
	2. Click the Targets tab.
	3. Complete the following steps for the Servers and Clusters tabs:
	a. Select one or more targets in the Available column that you want to assign to the FileT3.
	b. Click the mover control to move the targets you selected to the Chosen column.
	c. Click Apply to save your assignments.

	Configuration
	Target
	Servers
	Clusters
	Notes


	31 Group
	Create a New Group
	1. Click the Groups node in the left pane. The Groups table displays in the right pane showing al...
	2. Enter a value in the New Group Name attribute field.
	3. Click Create to create the group. A dialog displays in the right pane showing additional contr...
	4. Enter values in the Add Users and Add Groups attribute fields to add users and groups respecti...
	5. Click Update Group. The dialog in the right pane refreshes showing the new users and groups in...

	Delete a Group
	1. Click the Groups node in the left pane. The Groups table displays in the right pane showing al...
	2. Click the Delete icon in the row of the group you want to delete. A dialog displays in the rig...
	3. Click Yes to delete the group. The group icon under the Groups node is deleted.

	Remove Users from a Group
	1. Click the Groups node in the left pane. The Groups table displays in the right pane showing al...
	2. Click the name of the group that has users you want to remove. A dialog displays in the right ...
	3. Enter the names of the users you want to remove in the Remove Users attribute field.
	4. Click Update Group. The dialog in the right pane refreshes showing that the users you selected...

	Remove Groups from a Group
	1. Click the Groups node in the left pane. The Groups table displays in the right pane showing al...
	2. Click the name of the group that has groups you want to remove. A dialog displays in the right...
	3. Enter the names of the groups you want to remove in the Remove Groups attribute field.
	4. Click Update Group. The dialog in the right pane refreshes showing that the groups you selecte...

	Configuration
	Notes


	32 JDBC Connection Pool
	Configure a JDBC Connection Pool
	1. Click to expand the JDBC node.
	2. Click the Connection Pools node. The Connection Pool table displays in the right pane showing ...
	3. Click the Configure a New JDBC Connection Pool text link. A dialog displays in the right pane ...
	4. Enter values in the Name, URL, Driver Classname, Properties, Password, and Open String Passwor...
	5. Click Create to create a connection pool instance with the name you specified in the Name fiel...
	6. Click the Connections and Testing tabs and change the attribute fields or accept the default v...
	7. Click Apply to save any changes you made.

	Clone a JDBC Connection Pool
	1. Click to expand the JDBC node.
	2. Click the Connection Pools node. The Connection Pool table displays in the right pane showing ...
	3. Click the Clone icon in the row of the connection pool you want to clone. A dialog displays in...
	4. Enter values in the Name, URL, Driver Classname, Properties, and Password attribute fields.
	5. Click Create to create a connection pool instance with the name you specified in the Name fiel...
	6. Click the Connections and Testing tabs and change the attribute fields or accept the default v...
	7. Click Apply to save any changes you made.

	Delete a JDBC Connection Pool
	1. Click to expand the JDBC node.
	2. Click the Connection Pools node. The Connection Pool table displays in the right pane showing ...
	3. Click the Delete icon in the row of the connection pool you want to delete. A dialog displays ...
	4. Click Yes to delete the connection pool. The connection pool icon under the Connection Pools n...

	Assign a JDBC Connection Pool to One or More Servers or Clusters
	1. Click the instance node in the left pane under Connection Pools for the pool you want to assig...
	2. Click the Targets tab.
	3. Complete the following steps for the Servers or Clusters tabs:
	a. Select one or more targets in the Available column to which you want to assign the connection ...
	b. Click the mover control to move the targets you selected to the Chosen column.
	c. Click Apply to save your assignments.

	Configuration
	General
	Connections
	Testing
	Targets
	Servers
	Clusters
	Monitoring
	Notes


	33 JDBC Connection Pool Runtime
	34 JDBC Data Sources
	Configure a JDBC Data Source
	1. Click to expand the JDBC node.
	2. Click the Data Sources node. The Data Sources table displays in the right pane showing all the...
	3. Click the Configure a New JDBC Data Source text link. A dialog displays in the right pane show...
	4. Enter values in the Name, JNDI Name, and Pool Name attribute fields.
	5. Click Create to create a data source instance with the name you specified in the Name field. T...

	Clone a JDBC Data Source
	1. Click to expand the JDBC node.
	2. Click the Data Sources node. The Data Sources table displays in the right pane showing all the...
	3. Click the Clone icon in the row of the data source you want to clone. A dialog displays in the...
	4. Enter values in the Name, JNDI Name, and Pool Name attribute fields.
	5. Click Create to create a data source instance with the name you specified in the Name field. T...

	Monitor All Instances of a JDBC Data Source
	1. Click to expand the JDBC node.
	2. Click the Data Sources node in the left pane. The Data Sources table displays in the right pan...
	3. Click the Monitor All Instances icon in the row of the data source you want to monitor. A dial...

	Assign a JDBC Data Source
	1. Click the instance node in the left pane under Data Sources for the source you want to assign....
	2. Click the Targets tab.
	3. Complete the following steps for the Servers, Groups, and Clusters tabs:
	a. Select one or more targets in the Available column that you want to assign to the data source.
	b. Click the mover control to move the targets you selected to the Chosen column.
	c. Click Apply to save your assignments.
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	35 JDBC MultiPools
	Configure a JDBC MultiPool
	1. Click to expand the JDBC node.
	2. Click the MultiPools node. The MultiPools table displays in the right pane showing all the Mul...
	3. Click the Configure a New JDBC MultiPool text link. A dialog displays in the right pane showin...
	4. On the General tab do the following:
	5. Click Create to create a MultiPool instance with the name you specified in the Name field. The...
	6. On the Pools tab do the following:
	a. Select the connection pools from the Pool List in the Available column that you want to assign...
	b. Click the mover control to move the connection pools you selected to the Chosen column.
	7. Click Apply to save your assignments.

	Clone a JDBC MultiPool
	1. Click to expand the JDBC node.
	2. Click the MultiPools node. The MultiPools table displays in the right pane showing all the Mul...
	3. Click the Clone icon in the row of the MultiPool you want to clone. A dialog displays in the r...
	4. Enter a value in the Name attribute field. Click either the Load Balancing or the High Availab...
	5. Click Create to create a MultiPool instance with the name you specified in the Name field. The...

	Monitor All Instances of a JDBC MultiPool
	1. Click to expand the JDBC node.
	2. Click the MultiPools node. The MultiPools table displays in the right pane showing all the Mul...
	3. Click the Monitor All Instances icon in the row of the MultiPool you want to monitor. A dialog...

	Assign a JDBC MultiPool to One or More Servers or Clusters
	1. Click the instance node in the left pane under MultiPools for the MultiPool you want to assign...
	2. Click the Targets tab.
	3. Complete the following steps for the Servers or Clusters tab:
	a. Select the server in the Available column to which you want to assign the MultiPool.
	b. Click the mover control to move the target you selected to the Chosen column.
	c. Click Apply to save your assignments.
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	37 JMS Connection Consumer
	Create a JMS Connection Consumer
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click to expand the JMS Session Pools node.
	5. Click to expand a session pool instance under JMS Session Pools.
	6. Click the JMS Consumers node. The JMS Consumers table displays in the right pane showing all t...
	7. Click the Configure a new JMS Connection Consumer text link. A dialog displays in the right pa...
	8. Enter values in the attribute fields.
	9. Click Create to create a connection consumer instance with the name you specified in the Name ...

	Clone a JMS Connection Consumer
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click to expand the JMS Session Pools node.
	5. Click to expand a session pool instance under JMS Session Pools.
	6. Click the JMS Consumers node. The JMS Consumers table displays in the right pane showing all t...
	7. Click the Clone icon in the row of the connection consumer you want to clone. A dialog display...
	8. Enter values in the attribute fields.
	9. Click Create to create a connection consumer instance with the name you specified in the Name ...

	Delete a JMS Connection Consumer
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click to expand the JMS Session Pools node.
	5. Click to expand a session pool instance under JMS Session Pools.
	6. Click the JMS Consumers node. The JMS Consumers table displays in the right pane showing all t...
	7. Click the Delete icon in the row of the connection consumer that you want to delete. A dialog ...
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	38 JMS Connection Factories
	Create a JMS Connection Factory
	1. Click to expand the JMS node.
	2. Click the JMS Connection Factories node. The JMS Connection Factories table displays in the ri...
	3. Click the Configure a new JMS Connection Factory text link. A dialog displays in the right pan...
	4. Enter values in the attribute fields.
	5. Click Create to create a connection factory instance with the name you specified in the Name f...
	6. Assign the JMS Connection Factory to a WebLogic Server.

	Clone a JMS Connection Factory
	1. Click to expand the JMS node.
	2. Click the JMS Connection Factories node. The JMS Connection Factories table displays in the ri...
	3. Click the Clone icon in the row of the connection factory you want to clone. A dialog displays...
	4. Enter values in the attribute fields.
	5. Click Create to create a connection factory instance with the name you specified in the Name f...
	6. Assign the JMS Connection Factory to a WebLogic Server.

	Delete a JMS Connection Factory
	1. Click to expand the JMS node.
	2. Click the JMS Connection Factories node. The JMS Connection Factories table displays in the ri...
	3. Click the Delete icon in the row of the connection factory you want to delete. A dialog displa...
	4. Click Yes to delete the connection factory. The connection factory icon under the JMS Connecti...

	Assign a JMS Connection Factory
	1. Click the instance node in the left pane under JMS Connection Factories for the connection fac...
	2. Click the Targets tab.
	3. Complete the following steps for the Servers and Clusters tabs:
	a. Select one or more targets in the Available column that you want to assign to the connection f...
	b. Click the mover control to move the targets you selected to the Chosen column.
	c. Click Apply to save your assignments.
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	39 JMS Connection Runtime
	40 JMS Consumer Runtime
	41 JMS Destinations
	Create a JMS Queue
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the JMS Destinations node. The JMS Destinations table displays in the right pane showing...
	5. Click the Configure a new JMS Queue text link. A dialog displays in the right pane showing the...
	6. Enter values in the attribute fields.
	7. Click Create to create a queue instance with the name you specified in the Name field. The new...
	8. Click the remaining tabs individually and change the attribute fields or accept the default va...
	9. Click Apply to save any changes you made.

	Clone a JMS Queue
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the JMS Destinations node. The JMS Destinations table displays in the right pane showing...
	5. Click the Clone icon in the row of the queue you want to clone. A dialog displays in the right...
	6. Enter values in the attribute fields.
	7. Click the Create button in the lower right corner to create a queue instance with the name you...
	8. Click the remaining tabs individually and change the attribute fields or accept the default va...
	9. Click Apply to save any changes you made.

	Delete a JMS Queue
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the JMS Destinations node. The JMS Destinations table displays in the right pane showing...
	5. Click the Delete icon in the row of the queue you want to delete. A dialog displays in the rig...
	6. Click Yes to delete the queue. The queue icon under the JMS Destinations node is deleted.

	Create a JMS Topic
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the JMS Destinations node. The JMS Destinations table displays in the right pane showing...
	5. Click the Create a new JMS Topic text link. A dialog displays in the right pane showing the ta...
	6. Enter values in the attribute fields.
	7. Click the Create button in the lower right corner to create a topic instance with the name you...
	8. Click the remaining tabs individually and change the attribute fields or accept the default va...
	9. Click Apply to save any changes you made.

	Clone a JMS Topic
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the JMS Destinations node. The JMS Destinations table displays in the right pane showing...
	5. Click the Clone icon in the row of the topic you want to clone. A dialog displays in the right...
	6. Enter values in the attribute fields.
	7. Click the Create button in the lower right corner to create a topic instance with the name you...
	8. Click the remaining tabs individually and change the attribute fields or accept the default va...
	9. Click Apply to save any changes you made.

	Delete a JMS Topic
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the JMS Destinations node. The JMS Destinations table displays in the right pane showing...
	5. Click the Delete icon in the row of the topic you want to delete. A dialog displays in the rig...
	6. Click Yes to delete the topic. The topic icon under the JMS Destinations node is deleted.
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	42 JMS Destination Key
	Create a JMS Destination Key
	1. Click to expand the JMS node.
	2. Click the JMS Destination Keys node. The JMS Destinations Keys table displays in the right pan...
	3. Click the Create a new JMS Destination Key text link. A dialog displays in the right pane show...
	4. Enter values in the attribute fields.
	5. Click Create to create a destination key instance with the name you specified in the Name fiel...

	Clone a JMS Destination Key
	1. Click to expand the JMS node.
	2. Click the JMS Destination Keys node. The JMS Destinations Keys table displays in the right pan...
	3. Click the Clone icon in the row of the destination key that you want to clone. A dialog displa...
	4. Enter values in the attribute fields.
	5. Click Create to create a destination key instance with the name you specified in the Name fiel...

	Delete a JMS Destination Key
	1. Click to expand the JMS node.
	2. Click the JMS Destination Keys node. The JMS Destinations Keys table displays in the right pan...
	3. Click the Delete icon in the row of the destination key that you want to delete. A dialog disp...
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	43 JMS Destination Runtime
	Monitor Destinations

	44 JMS Durable Subscriber Runtime
	45 JMS File Store
	Create a JMS File Store
	1. Click to expand the JMS node.
	2. Click the JMS Stores node. The JMS Stores table displays in the right pane showing all the JMS...
	3. Click the Create a new JMS File Store text link. A dialog displays in the right pane showing t...
	4. Enter values in the attribute fields.
	5. Click Create to create a file store instance with the name you specified in the Name field. Th...

	Clone a JMS File Store
	1. Click to expand the JMS node.
	2. Click the JMS Stores node. The JMS Stores table displays in the right pane showing all the JMS...
	3. Click the Clone icon in the row of the file store you want to clone. A dialog displays in the ...
	4. Enter values in the attribute fields.
	5. Click Create to create a file store instance with the name you specified in the Name field. Th...

	Delete a JMS File Store
	1. Click to expand the JMS node.
	2. Click the JMS Stores node. The JMS Stores table displays in the right pane showing all the JMS...
	3. Click the Delete icon in the row of the file store you want to delete. A dialog displays in th...
	4. Click Yes to delete the file store. The file store icon under the JMS Stores node is deleted.
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	46 JMSJDBCStore
	Create a JMS JDBC Store
	1. Click to expand the JMS node.
	2. Click the JMS Stores node. The JMS Stores table displays in the right pane showing all the JMS...
	3. Click the Create a new JMS JDBC Store text link. A dialog displays in the right pane showing t...
	4. Enter values in the attribute fields.
	5. Click Create to create a JDBC store instance with the name you specified in the Name field. Th...

	Clone a JMS JDBC Store
	1. Click to expand the JMS node.
	2. Click the JMS Stores node. The JMS Stores table displays in the right pane showing all the JMS...
	3. Click the Clone icon in the row of the JDBC store you want to clone. A dialog displays in the ...
	4. Enter values in the attribute fields.
	5. Click Create to create a JDBC store instance with the name you specified in the Name field. Th...

	Delete a JMS JDBC Store
	1. Click to expand the JMS node.
	2. Click the JMS Stores node. The JMS Stores table displays in the right pane showing all the JMS...
	3. Click the Delete icon in the row of the JDBC store you want to delete. A dialog displays in th...
	4. Click Yes to delete the JDBC store. The JDBC store icon under the JMS Stores node is deleted.
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	47 JMS Producer Runtime
	48 JMS Queue
	Create a JMS Queue
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the Destinations node. The JMS Destinations table displays in the right pane showing all...
	5. Click the Configure a new JMS Queue text link. A dialog displays in the right pane showing the...
	6. Enter values in the attribute fields.
	7. Click Create to create a destination queue instance with the name you specified in the Name fi...

	Clone a JMS Queue
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the Destinations node. The Destinations table displays in the right pane showing all the...
	5. Click the Clone icon in the row of the destination topic you want to clone. A dialog displays ...
	6. Enter values in the attribute fields.
	7. Click Create to create a destination queue instance with the name you specified in the Name fi...

	Delete a JMS Queue
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the Destination node. The JMS Destinations table displays in the right pane showing all ...
	5. Click the Delete icon in the row of the destination queue you want to delete. A dialog display...
	6. Click Yes to delete the destination queue. The topic icon under the Destinations node is deleted.

	Monitor All Active JMS Destinations
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	49 JMS Runtime
	50 JMS Server
	Create a JMS Server
	1. Click to expand the JMS node.
	2. Click the JMS Servers node. The JMS Servers table displays in the right pane showing all the s...
	3. Click the Configure a new JMS Server text link. A dialog displays in the right pane showing th...
	4. Enter values in the attribute fields.
	5. Click Create to create a server instance with the name you specified in the Name field. The ne...
	6. Assign the JMS Server to a WebLogic Server.

	Clone a JMS Server
	1. Click to expand the JMS node.
	2. Click the JMS Servers node. The JMS Servers table displays in the right pane showing all the s...
	3. Click the Clone icon in the row of the server you want to clone. A dialog displays in the righ...
	4. Enter values in the attribute fields.
	5. Click Create to create a server instance with the name you specified in the Name field. The ne...
	6. Assign the JMS Server to a WebLogic Server.

	Delete a JMS Server
	1. Click to expand the JMS node.
	2. Click the JMS Servers node. The JMS Servers table displays in the right pane showing all the s...
	3. Click the Delete icon in the row of the server you want to delete. A dialog displays in the ri...
	4. Click Yes to delete the server. The server icon under the JMS Servers node is deleted.

	Monitor All Active JMS Services
	1. Click to expand the JMS node.
	2. Click the JMS Servers node. The JMS Servers table displays in the right pane showing all the s...
	3. Click the Monitor all Active JMS Services text link. A dialog displays in the right pane showi...

	Monitor All Instances of a JMS Server
	1. Click to expand the JMS node.
	2. Click the JMS Servers node. The JMS Servers table displays in the right pane showing all the s...
	3. Click the Monitor All Instances icon in the row of the server you want to monitor. A dialog di...

	Monitor All Active JMS Destinations
	1. Click to expand the JMS node.
	2. Click the JMS Servers node. The JMS Servers table displays in the right pane showing all the s...
	3. Click the Monitor all Active JMS Destinations text link. A dialog displays in the right pane s...

	Monitor All Active JMS Session Pools
	1. Click to expand the JMS node.
	2. Click the JMS Servers node. The JMS Servers table displays in the right pane showing all the s...
	3. Click the Monitor all Active JMS Session Pools Runtime text link. A dialog displays in the rig...

	Assign a JMS Server
	1. Click the instance node in the left pane under JMS Servers for the server you want to assign. ...
	2. Click the Targets tab.
	3. Complete the following steps for the Servers and Clusters tabs:
	a. Select one or more targets in the Available column that you want to assign to the data source.
	b. Click the mover control to move the targets you selected to the Chosen column.
	c. Click Apply to save your assignments.
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	51 JMS Server Runtime
	Monitor JMS Servers

	52 JMS Session Pools
	Create a JMS Session Pool
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the Session Pools node. The Session Pools table displays in the right pane showing all t...
	5. Click the Configure a new JMS Session Pool text link. A dialog displays in the right pane show...
	6. Enter values in the attribute fields.
	7. Click Create to create a session pool instance with the name you specified in the Name field. ...

	Clone a JMS Session Pool
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the Session Pools node. The Session Pools table displays in the right pane showing all t...
	5. Click the Clone icon in the row of the session pool you want to clone. A dialog displays in th...
	6. Enter values in the attribute fields.
	7. Click Create to create a session pool instance with the name you specified in the Name field. ...

	Delete a JMS Session Pool
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the Session Pools node. The Session Pools table displays in the right pane showing all t...
	5. Click the Delete icon in the row of the session pool you want to delete. A dialog displays in ...
	6. Click Yes to delete the session pool. The session pool icon under the Session pools node is de...

	Monitor All Active JMS Session Pools
	Configuration
	General

	Monitoring
	Monitor All JMS Session Pool Runtimes

	Notes

	53 JMS Sessionpool Runtime
	54 JMS Stores
	55 JMS Templates
	Create a JMS Template
	1. Click the JMS node in the left pane.
	2. Click the JMS Templates node. The JMS Templates table displays in the right pane showing all t...
	3. Click the Configure a new JMS Template text link. A dialog displays in the right pane showing ...
	4. Enter a value in the Name attribute field.
	5. Click Create to create a template instance with the name you specified in the Name field. The ...
	6. Click the remaining tabs individually and change the attribute fields or accept the default va...
	7. Click Apply to save any changes you made.

	Clone a JMS Template
	1. Click the JMS node in the left pane.
	2. Click the JMS Templates node. The JMS Templates table displays in the right pane showing all t...
	3. Click the Clone icon in the row of the template you want to clone. A dialog displays in the ri...
	4. Enter a value in the Name attribute field.
	5. Click the Create button in the lower right corner to create a template instance with the name ...
	6. Click the remaining tabs individually and change the attribute fields or accept the default va...
	7. Click Apply to save any changes you made.

	Delete a JMS Template
	1. Click the JMS node in the left pane.
	2. Click the JMS Templates node. The JMS Templates table displays in the right pane showing all t...
	3. Click the Delete icon in the row of the server you want to delete. A dialog displays in the ri...
	4. Click Yes to delete the template. The template icon under the JMS Templates node is deleted.
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	56 JMS Topic
	Create a JMS Topic
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the Destinations node. The JMS Destinations table displays in the right pane showing all...
	5. Click the Configure a new JMS Topic text link. A dialog displays in the right pane showing the...
	6. Enter values in the attribute fields.
	7. Click Create to create a destination topic instance with the name you specified in the Name fi...

	Clone a JMS Topic
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the Destinations node. The Destinations table displays in the right pane showing all the...
	5. Click the Clone icon in the row of the destination topic you want to clone. A dialog displays ...
	6. Enter values in the attribute fields.
	7. Click Create to create a destination topic instance with the name you specified in the Name fi...

	Delete a JMS Topic
	1. Click to expand the JMS node.
	2. Click to expand the JMS Servers node.
	3. Click to expand a server instance under JMS Servers.
	4. Click the Destination node. The JMS Destinations table displays in the right pane showing all ...
	5. Click the Delete icon in the row of the destination topic you want to delete. A dialog display...
	6. Click Yes to delete the destination topic. The topic icon under the Destinations node is deleted.
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	57 Messaging Bridge
	Creating a Messaging Bridge
	1. Click to expand the Messaging Bridge node.
	2. Click the Bridges node to open the Bridges tab in the right pane.
	3. Click the Configure a new Messaging Bridge link in the right pane. A Configuration dialog disp...
	4. On the Configuration General tab, enter values in the Name, Source Destination, Target Destina...
	5. Click Create to create an instance of the messaging bridge with the name you specified in the ...
	6. Click the Connection Retry tab and change the attribute fields or accept the default values as...
	7. Click the Transactions tab and change the attribute fields or accept the default values as ass...
	8. Click the Targets tab and assign the messaging bridge to servers, clusters, or a migratable ta...
	9. Click Apply to save your changes.

	Cloning a Messaging Bridge
	1. Click to expand the Bridges node. The Messaging Bridges table displays in the right pane showi...
	2. Click the Clone icon in the row of the messaging bridge you want to clone. A dialog displays i...
	3. Enter values in the attribute fields.
	4. Click Clone to create a messaging bridge with the name you specified in the Name field. The me...

	Deleting a Messaging Bridge
	1. Click to expand the Messaging Bridge node. The Messaging Bridges table displays in the right p...
	2. Click the Delete icon in the row of the messaging bridge that you want to delete. A dialog dis...
	3. Click Yes to delete the messaging bridge, and then click Continue to redisplay the Messaging B...

	Assigning a Messaging Bridge to One or More Servers, or Clusters, or a Migratable Target
	1. In the left pane, click the Bridges node to expand it.
	2. Click the Messaging Bridge node to expand it and show the list of messaging bridges defined in...
	3. Click the messaging bridge that you want to assign. A dialog displays in the right pane showin...
	4. Click the Targets tab to display the following targeting tabs.
	5. On the Servers, Clusters, or Migratable Targets tabs, assign the messaging bridge, as follows:
	a. In the Available column, select one or more targets to assign to the messaging bridge.
	b. Move the targets into the Chosen column by clicking the mover control.
	c. Click Apply to save your assignments.

	Adding a Note to a Messaging Bridge
	1. In the left pane, click the Bridges node to expand it.
	2. Click the Messaging Bridge node to expand it and show the list of messaging bridges defined in...
	3. Click the messaging bridge that you want to add a note to. A dialog displays in the right pane...
	4. Click the Notes tab. Type a note in the Notes field.
	5. Click Apply to save your changes.

	Stopping and Restarting a Messaging Bridge
	1. Click to expand the Messaging Bridge node.
	2. Select the messaging bridge instance that you want to stop.
	3. On the Configuration General tab, clear the Start check box to stop the bridge.
	4. To restart the bridge, select the Start check box.

	Monitoring All Active Messaging Bridges
	1. Click the server node in the left pane.
	2. Select a specific server in the left pane. A dialog displays in the right pane showing the tab...
	3. Select the Services tab.
	4. Select the Bridge tab.
	5. Click the Monitor all Messaging Bridge Runtimes text link. A table displays showing all active...

	Configuring the Execute Thread Pool Size
	1. Click the Servers node in the left pane to expand it.
	2. Select a specific server instance.
	3. Select the Services tab in the right pane.
	4. Select the Bridge tab.
	5. Enter a new value in the Messaging Bridge Thread Pool Size field.
	6. Click Apply to save your changes.
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	58 JMS Bridge Destination
	Creating a JMS Bridge Destination
	1. Click to expand the Messaging Bridge node.
	2. Click the JMS Bridge Destinations node to open the JMS Bridge Destinations tab in the right pane.
	3. In the right pane, click the Configure a New JMS Bridge Destination link. A Configuration dial...
	4. On the Configuration tab, enter values in the Name, Adapter JNDI Name, Adapter Class Path, Con...
	5. Optionally, fill out the User Name and User Password attributes. For more information about th...
	6. Click Create to create an instance the bridge destination with the name you specified in the N...
	7. When you finish defining attributes for a source JMS bridge destination, repeat these steps to...

	Cloning a JMS Bridge Destination
	1. Click to expand the Messaging Bridge node.
	2. Click to expand the JMS Bridge Destinations node. The JMS Bridge Destinations table displays i...
	3. Click the Clone icon in the row of the JMS bridge destination instance you want to clone. A di...
	4. Enter values in the attribute fields.
	5. Click Clone to create a JMS bridge destination with the name you specified in the Name field. ...

	Deleting a JMS Bridge Destination
	1. Click to expand the Messaging Bridge node.
	2. Click to expand the JMS Bridge Destinations node. The JMS Bridge Destinations table displays i...
	3. Click the Delete icon in the row of the JMS bridge destination that you want to delete. A dial...
	4. Click Yes to delete the JMS bridge destination, and then click Continue to redisplay the JMS B...

	Adding a Note to a JMS Bridge Destination
	1. In the left pane, click the Bridges node to expand it.
	2. Click the JMS Bridge Destinations node to expand it and show the list of JMS bridge destinatio...
	3. Click the JMS bridge destination that you want to add a note to. A dialog displays in the righ...
	4. Click the Notes tab. Type a note in the Notes field.
	5. Click Apply to save your changes.
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	59 General Bridge Destination
	Creating a General Bridge Destination
	1. Expand the Messaging Bridge node.
	2. Click the General Bridge Destinations node to open the General Bridge Destinations tab in the ...
	3. In the right pane, click the Configure a New General Bridge Destination link. A Configuration ...
	4. On the Configuration General tab, enter values in the Name, Adapter JNDI Name, Adapter Class P...
	5. Optionally, fill out the User Name and User Password attributes. For more information about th...
	6. Click Create to create an instance the general bridge destination with the name you specified ...
	7. When you finish defining attributes for a source general bridge destination, repeat these step...

	Cloning a General Bridge Destination
	1. Expand the Messaging Bridge node and the General Bridge Destinations node.
	2. The General Bridge Destinations table displays in the right pane showing all the general bridg...
	3. Click the Clone icon in the row of the general bridge destination that you want to clone. A di...
	4. Enter values in the attribute fields.
	5. Click Clone to create a general bridge destination with the name you specified in the Name fie...

	Deleting a General Bridge Destination
	1. Expand the Messaging Bridge node and the General Bridge Destinations node.
	2. The General Bridge Destinations table displays in the right pane showing all the general bridg...
	3. Click the Delete icon in the row of the general bridge destination instance that you want to d...
	4. Click Yes to delete the general bridge destination, and then click Continue to redisplay the G...

	Adding a Note to a General Bridge Destination
	1. Expand the Message Bridge node to expand it.
	2. Click the General Bridge Destinations node to expand it and show the list of general bridge de...
	3. Click the general bridge destination that you want to add a note to. A dialog shows the tabs a...
	4. Click the Notes tab. Type a note in the Notes field.
	5. Click Apply to save your changes.
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	60 JNDIBinding
	61 JNDI Context
	1. Right click on the node for your WebLogic Server in the right pane. This opens a pop-up menu.
	2. Click View JNDI Tree. The information appears in the right pane of a new window.

	62 Jolt
	Configure a Jolt Connection Pool
	1. Click the Jolt node in the left pane. The Jolt Connection Pools table displays in the right pa...
	2. Click the Configure a New Jolt Connection Pool text link. A dialog displays in the right pane ...
	3. Enter values in the Name, Minimum Pool Size, Maximum Pool Size, and the Recv Timeout attribute...
	4. Click Create to create a connection pool instance with the name you specified in the Name fiel...
	5. Click the Addresses and the User tabs individually and change the attribute fields or accept t...
	6. Click Apply to save any changes you made.

	Clone a Jolt Connection Pool
	1. Click the Jolt node in the left pane. The Jolt Connection Pools table displays in the right pa...
	2. Click the Clone icon in the row of the connection pool you want to clone. A dialog displays in...
	3. Enter values in the Name, Minimum Pool Size, Maximum Pool Size, and the Recv Timeout attribute...
	4. Click Create to create a connection pool instance with the name you specified in the Name fiel...
	5. Click the Addresses and the User tabs individually and change the attribute fields or accept t...
	6. Click Apply to save any changes you made.

	Delete a Jolt Connection Pool
	1. Click the Jolt node in the left pane. The Jolt Connection Pools table displays in the right pa...
	2. Click the Delete icon in the row of the connection pool you want to delete. A dialog displays ...
	3. Click Yes to delete the connection pool. The connection pool icon under the Jolt node is deleted.

	Assign a Jolt Connection Pool
	1. Click the instance node in the left pane under Jolt to select a connection pool for assignment...
	2. Click the Targets tab.
	3. Complete the following steps for the Servers, Groups, and Clusters tabs:
	a. Select one or more targets in the Available column that you want to assign to the Jolt connect...
	b. Click the mover control to move the targets you selected to the Chosen column.
	c. Click Apply to save your assignments.

	Monitor All Instances of a Jolt Connection Pool
	1. Click the instance node in the left pane under Jolt to select a connection pool for monitoring...
	2. Click the Monitoring tab.
	3. Click the Monitor All Instances of a Jolt Connection Pool text link. The Jolt Connection Pools...
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	64 Jolt Connection Pool Runtime
	65 Web Application Deployment Descriptor Editor Help
	Configuring the JSP Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Click on the JSP Descriptor node in the left panel.
	3. Fill in the fields in the right panel according to the information in JSP Descriptor table.
	4. Click Apply.

	Configuring Security Role Assignments
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the Security Role Assignment node in the left panel and select Configure a new ...
	3. Select a security role from the Role drop-down list.
	4. Add one or more Principal Names to the text box, one per line. The principals must be valid in...
	5. Click Create.

	Configuring Character Set Parameters
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node in the left panel and select Configure a new Charset Params.
	3. Create Input Charset Descriptors
	a. Expand the Charset Params node.
	b. Right click on the Input Charset Descriptors node and select Configure a new InputCharsetDescr...
	c. Enter the path that applies to this Charset Descriptor in the Resource Path field.
	d. Enter a valid Java character set name in the Java Charset Name field.
	e. Click Create
	4. Create a Character Set Mapping
	a. Expand the Charset Params node.
	b. Right click on the Charset Mappings node and select Configure a new CharsetMapping.
	c. Enter a valid IANA character set name in the IANA Charset Name field.
	d. Enter a valid Java character set name in the Java Charset Name field.
	e. Click Create

	Configuring a Reference Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node in the left panel and select Configure a new Reference Desc...
	3. Create Resource Descriptions. You can create one or more Resource Descriptions.
	a. Expand the Resource Descriptor node.
	b. Right click on the Resource Descriptions node and select Configure a new ResourceDescription.
	c. Enter the name of an object from the JNDI tree in the Jndi Name field.
	d. Select a Resource Reference from the Resource Reference drop-down list. The Resource Reference...
	e. Click Create
	4. Create an EJB Reference Description
	a. Expand the Resource Descriptor node.
	b. Right click on the Ejb Reference Descriptions node and select Configure a new EjbReferenceDesc...
	c. Enter the name of an object from the JNDI tree in the Jndi Name field.
	d. Select an EJB Reference from the Ejb Reference drop-down list. The EJB Reference should be alr...
	e. Click Create

	Configuring a Container Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node and select Configure a new Container Descriptor.
	3. To enable authentication of forwarded requests, check the Check Auth on Forward Enabled box.
	4. To configure redirect behavior, check the redirect-with-absoute-url box.
	5. Click Create.
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	66 JTA
	Configuring JTA
	1. Click the Domain node. A dialog displays in the right pane showing the tabs associated with co...
	2. Click the JTA tab.
	3. Enter values in the Timeout Seconds, Abandon Timeout Seconds, Before Completion Iteration Limi...
	4. Enable or disable the Forget Heuristics attribute as desired.
	5. Click Apply to save any changes you made.


	67 JTA Transaction
	68 LDAP Realm (Deprecated)
	Create an LDAP Realm
	1. Click the Realms node in the left pane. The Realms table displays in the right pane showing al...
	2. Click the Create a New LDAP Realm text link. A dialog displays in the right pane showing the t...
	3. Enter a value in the Name attribute field.
	4. Click the Create button in the lower right corner to create a realm instance with the name you...
	5. Click the LDAP, Users, and Groups tabs individually and change the attribute fields or accept ...
	6. Click Apply to save any changes you made.

	Clone an LDAP Realm
	1. Click the Realms node in the left pane. The Realms table displays in the right pane showing al...
	2. Click the Clone icon in the row of the realm you want to clone. A dialog displays in the right...
	3. Enter a value in the Name attribute field.
	4. Click Create to create a realm instance with the name you specified in the Name field. The new...
	5. Click the LDAP, Users, and Groups tabs individually and change the attribute fields or accept ...
	6. Click Apply to save any changes you made.

	Delete an LDAP Realm
	1. Click the Realms node in the left pane. The Realms table displays in the right pane showing al...
	2. Click the Delete icon in the row of the realm you want to delete. A dialog displays in the rig...
	3. Click Yes to delete the realm. The realm icon under the Realms node is deleted.

	Configuration
	General
	LDAP
	Users
	Groups
	Notes


	69 Machine
	Configure a Machine
	1. Click the Machines node. The Machines table displays in the right pane showing all the machine...
	2. Click the Configure a New Machine text link. A dialog displays in the right pane showing the t...
	3. Enter the value in the Name attribute field.
	4. Click Create to create a machine instance with the name you specified in the Name field. The n...
	5. Click the Node Manager tab and modify the attribute values as needed.
	6. Click Apply to save the changes.

	Clone a Machine
	1. Click the Machines node. The Machines table displays in the right pane showing all the machine...
	2. Click the Clone icon in the row of the machine you want to clone. A dialog displays in the rig...
	3. Enter the value in the Name attribute field.
	4. Click Clone to create a machine instance with the name you specified in the Name field. The ne...
	5. Click the Node Manager tab and modify the attribute values as needed.
	6. Click Apply to save the changes.

	Delete a Machine
	1. Click the Machines node. The Machines table displays in the right pane showing all the machine...
	2. Click the Delete icon in the row of the machine you want to delete. A dialog displays in the r...
	3. Click Yes to delete the machine. The machine icon under the Machines node is deleted.

	Assign a Machine
	1. Click the instance node in the left pane under Machines for the machine you want to assign. A ...
	2. Click the Servers tab.
	3. Select one or more targets in the Available column that you want to assign to the machine.
	4. Click the mover control to move the targets you selected to the Chosen column.
	5. Click Apply to save your assignments.

	Binding to Protected Ports on UNIX
	1. Start the Administration Server for the domain.
	2. Stop the server instances that you want to configure.
	3. Create a UNIX machine and assign the server to the machine:
	a. In the Administration Console, in the left pane, click on the Machines folder.
	b. In the right pane, select the Configure a New Unix Machine link.
	c. On the Create a New UNIX Machine page, in the Name field, enter a name for the new machine.
	d. Click Create.
	e. To specify a non-privileged user account under which the server instance runs, place a check m...
	f. To specify a non-privileged group instead of (or in addition to) providing a user ID, place a ...
	g. Click Apply.
	h. Select the Servers tab. Move each server instance that you want to run on this UNIX machine fr...
	i. If you want to use the Node Manager to start server instances on this UNIX machine, click the ...
	4. Log in to the WebLogic Server host computer under an account that has access to protected ports.
	5. Do either of the following for the server instances that you assigned to the UNIX machine:
	Binding to Protected Ports with Servers That a Node Manager Starts
	1. Configure the Node Manager to listen on a port that is secured by SSL.
	2. In the Node Manager’s nodemanager.hosts file, specify the host name of the Administration Serv...
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	70 MailSession
	Create a Mail Session
	1. Click the Mail node. The Mail table displays in the right pane showing all the mail sessions d...
	2. Click the Create a New Mail Session text link. A dialog displays in the right pane showing the...
	3. Enter values in the Name, JNDI Name, and Properties attribute fields.
	4. Click Create to create a mail session instance with the name you specified in the Name field. ...

	Clone a Mail Session
	1. Click the Mail node. The Mail table displays in the right pane showing all the mail sessions d...
	2. Click the Clone icon in the row of the mail session you want to clone. A dialog displays in th...
	3. Enter values in the Name, JNDI Name, and Properties attribute fields.
	4. Click Create to create a mail session instance with the name you specified in the Name field. ...

	Delete a Mail Session
	1. Click the Mail node. The Mail table displays in the right pane showing all the mail sessions d...
	2. Click the Delete icon in the row of the mail session you want to delete. A dialog displays in ...
	3. Click Yes to delete the mail session. The mail session icon under the Mail node is deleted.

	Monitor All Instances of a Mail Session
	1. Click the Mail node. The Mail table displays in the right pane showing all the mail sessions d...
	2. Click the Monitor All Instances icon in the row of the mail session you want to monitor. A dia...

	Assign a Mail Session
	1. Click the instance node in the left pane under Mail for the mail session you want to assign. A...
	2. Click the Targets tab.
	3. Complete the following steps for the Servers, Groups, and Clusters tabs:
	a. Select one or more targets in the Available column that you want to assign to the mail session.
	b. Click the mover control to move the targets you selected to the Chosen column.
	c. Click Apply to save your assignments.
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	71 MBean
	72 Message Driven EJB Runtime
	73 NTRealm
	Configure a NT Realm
	1. Click the Realms node in the left pane. The Realms table displays in the right pane showing al...
	2. Click the Configure a New NT Realm text link. A dialog displays in the right pane showing the ...
	3. Enter values in the Name and Primary Domain attribute fields.
	4. Click Create to create a realm instance with the name you specified in the Name field. The new...

	Clone a NT Realm
	1. Click the Realms node in the left pane. The Realms table displays in the right pane showing al...
	2. Click the Clone icon in the row of the realm you want to clone. A dialog displays in the right...
	3. Enter values in the Name and Primary Domain attribute fields.
	4. Click Create to create a realm instance with the name you specified in the Name field. The new...

	Delete a NT Realm
	1. Click the Realms node in the left pane. The Realms table displays in the right pane showing al...
	2. Click the Delete icon in the row of the realm you want to delete. A dialog displays in the rig...
	3. Click Yes to delete the realm. The realm icon under the Realms node is deleted.
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	76 RDBMS Deployment Descriptors
	weblogic-cmp-rdbms-jar.xml deployment descriptors
	automatic-key-generation
	Function

	cmp-field
	Function

	cmr-field
	Function

	column-map
	Function

	create-default-dbms-table
	Function

	data-source-name
	Function

	db-cascade-delete
	Function

	dbms-column
	Function

	dbms-column-type
	Function

	delay-database-insert-until
	Function

	ejb-name
	Function

	field-group
	Function

	field-map
	Function

	foreign-key-column
	Function

	generator-name
	Function

	generator-type
	Function

	group-name
	Function

	include-updates
	Function

	key-cache-size
	Function

	key-column
	Function

	max-elements
	Function

	method-name
	Function

	method-param
	Function

	method-params
	Function

	query-method
	Function

	relation-name
	Function

	relationship-role-name
	Function

	table-name
	Function

	weblogic-ql
	Function
	weblogic-query
	Function

	weblogic-relationship-role
	Function
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	78 Server
	Configure a Server
	1. Click the Servers node in the left pane. The Servers table displays in the right pane showing ...
	2. Click the Configure a New Server text link. A dialog displays in the right pane showing the ta...
	3. Enter values in the Name, Machine, and Listen Port, Administration Port, and Listen Address at...
	4. Click the Create button in the lower right corner to create a server instance with the name yo...
	5. Click the additional tabs and change the attribute fields or accept the default values as assi...
	6. Click Apply to save any changes you made.

	Clone a Server
	1. Click the Servers node in the left pane. The Servers table displays in the right pane showing ...
	2. Click the Clone icon in the row of the server you want to clone. A dialog displays in the righ...
	3. Enter values in the Name, Machine, and Listen Port, Administration Port, and List attribute fi...
	4. Click the Clone button in the lower right corner to create a server instance with the name you...
	5. Click the additional tabs and change the attribute fields or accept the default values as assi...
	6. Click Apply to save any changes you made.

	Delete a Server
	1. Click the Servers node in the left pane. The Servers table displays in the right pane showing ...
	2. Click the Delete icon in the row of the server you want to delete. A dialog displays in the ri...
	3. Click Yes to delete the server. The server icon under the Servers node is deleted.

	View Server Log
	1. Right-click the instance node in the left pane under Servers for the server whose log you want...
	2. Click View Server Log. A new browser window is displayed showing the log.

	View Server JNDI Tree
	1. Right-click the instance node in the left pane under Servers for the server whose JNDI tree yo...
	2. Click View JNDI Tree. A new browser window is displayed showing the naming context data.

	View Server Execute Queues
	1. Click the instance node in the left pane under Servers for the server whose execute queues you...
	2. Click the Monitoring tab.
	3. Click the View Execute Queues text link. The Execute Queues table displays in the right pane s...

	View Server Execute Threads
	1. Right-click the instance node in the left pane under Servers for the server whose Execute Thre...
	2. Click View Execute Threads. The information displays in the right pane.

	View Server Sockets
	1. Click the instance node in the left pane under Servers for the server whose sockets you want t...
	2. Click the Monitoring tab.
	3. Click the Monitor All Active Sockets link.. The Sockets table displays in the right pane showi...

	View Server Connections
	1. Click the instance node in the left pane under Servers for the server whose connections you wa...
	2. Click the Monitoring tab.
	3. Click the Monitor All Connections link. The Connections table displays in the right pane showi...

	Force Garbage Collection on a Server
	1. Click the instance node in the left pane under Servers for the server whose memory usage you w...
	2. Click the Monitoring tab.
	3. Check the Memory Usage graph for high usage. Note that the Memory Usage graph will only displa...
	4. Click the Force Garbage Collection text link to force garbage collection. A message displays i...

	Monitor JTA
	1. Click the instance node in the left pane under Servers for the server whose JTA usage you want...
	2. Click the Monitoring tab.
	3. Click the JTA tab. JTA read-only statistics display in the right pane.

	Monitor Server Security
	1. Click the instance node in the left pane under Servers for the server whose security you want ...
	2. Click the Monitoring tab.
	3. Click the Security tab. The security data for this instance is displayed.

	View Server Version
	1. Click the instance node in the left pane under Servers for the server whose version you want t...
	2. Click the Monitoring tab.
	3. Click the Versions tab. The version data for this instance is displayed.

	Monitor Server Clusters
	1. Click the instance node in the left pane under Servers for the server whose clusters you want ...
	2. Click the Monitoring tab.
	3. Click the Cluster tab. The cluster data for this instance is displayed.

	Deploy EJBs on a Server
	1. Click the instance node in the left pane under Servers to select a server for EJB deployment. ...
	2. Click the Deployments tab. This displays the EJB tab.
	3. Select one or more EJBs in the Available column that you want to deploy on the server.
	4. Click the mover control to move the EJBs you selected to the Chosen column.
	5. Click Apply to save your assignments.

	Monitor All EJB Deployments on a Server
	1. Click the instance node in the left pane under Servers to select a server for EJB monitoring. ...
	2. Click the Deployments tab. This displays the EJB tab.
	3. Click the Monitor All EJBs text link. The Active EJBs table displays in the right pane showing...

	Deploy Web Application Components on a Server
	1. Click the instance node in the left pane under Servers to select a server for web-application ...
	2. Click the Deployments tab.
	3. Click the Web Applications tab.
	4. Select one or more web applications in the Available column that you want to deploy on the ser...
	5. Click the mover control to move the web application you selected to the Chosen column.
	6. Click Apply to save your assignments.

	Monitor All Web Application Components on a Server
	1. Click the instance node in the left pane under Servers to select a server for web-application ...
	2. Click the Deployments tab.
	3. Click the Web Applications tab.
	4. Click the Monitor All Active Web Applications text link. The web applications table displays i...

	Deploy Startup/Shutdown Classes on a Server
	1. Click the instance node in the left pane under Servers to select a server for startup/shutdown...
	2. Click the Deployments tab.
	3. Click the Startup/Shutdown tab.
	4. Select one or more startup classes in the Available column that you want to deploy on the server.
	5. Click the mover control to move the startup classes you selected to the Chosen column.
	6. Click Apply to save your assignments.
	7. Repeat steps 4, 5, and 6 using the Shutdown Class control to deploy shutdown classes on the se...

	Assign JDBC Connection Pools to a Server
	1. Click the instance node in the left pane under Servers to select a server for web-server assig...
	2. Click the Services tab.
	3. Click the JDBC tab.
	4. Select one or more JDBC connection pools in the Available column that you want to assign to th...
	5. Click the mover control to move the JDBC connection pools you selected to the Chosen column.
	6. Click Apply to save your assignments.

	Assign WLEC Connection Pools to a Server
	1. Click the instance node in the left pane under Servers to select a server for WLEC connection-...
	2. Click the Services tab.
	3. Click the WLEC tab.
	4. Select one or more WLEC connection pools in the Available column that you want to assign to th...
	5. Click the mover control to move the WLEC connection pools you selected to the Chosen column.
	6. Click Apply to save your assignments.

	Monitor All WLEC Connection Pools on a Server
	1. Click the instance node in the left pane under Servers to select a server for WLEC connection-...
	2. Click the Services tab.
	3. Click the WLEC tab.
	4. Click the Monitor All WLEC Connection Pools on This Server text link. The WLEC Connection Pool...

	Assign XML Registries to a Server
	1. Click the instance node in the left pane under Servers to select a sever for XML registry assi...
	2. Click the Monitoring tab.
	3. Click the XML tab.
	4. Select a registry from the XML Registry drop-down list box.
	5. Enter new values in the remaing fields or accept the default values.
	6. Click Apply to save your assignment.

	Assign Mail Sessions to a Server
	1. Click the instance node in the left pane under Servers to select a server for mail session ass...
	2. Click the Monitoring tab.
	3. Click the Mail tab.
	4. Select one or more mail sessions in the Available column that you want to assign to the server.
	5. Click the mover control to move the mail sessions you selected to the Chosen column.
	6. Click Apply to save your assignments.

	Assign File T3s to a Server
	1. Click the instance node in the left pane under Servers to select a server for file T3 assignme...
	2. Click the Services tab.
	3. Click the File T3 tab.
	4. Select one or more file T3s in the Available column that you want to assign to the server.
	5. Click the mover control to move the file T3s you selected to the Chosen column.
	6. Click Apply to save your assignments.

	Changing Compilers in the WebLogic Server Console
	1. Start the WebLogic Server Console.
	2. Open the Servers folder in the Navigation Tree.
	3. Select your server (myserver in a default installation) in the Servers folder.
	4. Click the Configuration tab.
	5. Click the Compilers tab and enter the full path of the sj.exe compiler in the Java Compiler te...
	6. Enter the full path to the JRE rt.jar library in the Append to classpath text box. For example...
	7. Click Apply.
	8. Restart your server for the new Java Compiler and Append to classpath values to take effect
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	79 Servlet
	80 Servlet Runtime
	Monitor Servlets

	81 Servlet Session
	Monitor Servlets

	82 Web Application Deployment Descriptor Editor Help
	Configuring the Session Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Click on the Session Descriptor node in the left panel.
	3. Fill in the fields in the right panel according to the information in Session Descriptor table.
	4. Click Apply.

	Configuring the JSP Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Click on the JSP Descriptor node in the left panel.
	3. Fill in the fields in the right panel according to the information in JSP Descriptor table.
	4. Click Apply.

	Configuring Security Role Assignments
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the Security Role Assignment node in the left panel and select Configure a new ...
	3. Select a security role from the Role drop-down list.
	4. Add one or more Principal Names to the text box, one per line. The principals must be valid in...
	5. Click Create.

	Configuring Character Set Parameters
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node in the left panel and select Configure a new Charset Params.
	3. Create Input Charset Descriptors
	a. Expand the Charset Params node.
	b. Right click on the Input Charset Descriptors node and select Configure a new InputCharsetDescr...
	c. Enter the path that applies to this Charset Descriptor in the Resource Path field.
	d. Enter a valid Java character set name in the Java Charset Name field.
	e. Click Create
	4. Create a Character Set Mapping
	a. Expand the Charset Params node.
	b. Right click on the Charset Mappings node and select Configure a new CharsetMapping.
	c. Enter a valid IANA character set name in the IANA Charset Name field.
	d. Enter a valid Java character set name in the Java Charset Name field.
	e. Click Create

	Configuring a Reference Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node in the left panel and select Configure a new Reference Desc...
	3. Create Resource Descriptions. You can create one or more Resource Descriptions.
	a. Expand the Resource Descriptor node.
	b. Right click on the Resource Descriptions node and select Configure a new ResourceDescription.
	c. Enter the name of an object from the JNDI tree in the Jndi Name field.
	d. Select a Resource Reference from the Resource Reference drop-down list. The Resource Reference...
	e. Click Create
	4. Create an EJB Reference Description
	a. Expand the Resource Descriptor node.
	b. Right click on the Ejb Reference Descriptions node and select Configure a new EjbReferenceDesc...
	c. Enter the name of an object from the JNDI tree in the Jndi Name field.
	d. Select an EJB Reference from the Ejb Reference drop-down list. The EJB Reference should be alr...
	e. Click Create

	Configuring a Container Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node and select Configure a new Container Descriptor.
	3. To enable authentication of forwarded requests, check the Check Auth on Forward Enabled box.
	4. To configure redirect behavior, check the redirect-with-absoute-url box.
	5. Click Create.
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	83 Shutdown Class
	Configure a Shutdown Class
	1. Click the Startup & Shutdown node. The Startup & Shutdown table displays in the right pane sho...
	2. Click the Configure a New Shutdown Class text link. A dialog displays in the right pane showin...
	3. Enter values in the Name, Class Name, Deployment Order, and Arguments attribute fields.
	4. Click Create to create a shutdown-class instance with the name you specified in the Name field...

	Clone a Shutdown Class
	1. Click the Startup & Shutdown node. The Startup & Shutdown table displays in the right pane sho...
	2. Click the Clone icon in the row of the shutdown class you want to clone. A dialog displays in ...
	3. Enter values in the Name, Class Name, and Arguments attribute fields.
	4. Click Create to create a shutdown-class instance with the name you specified in the Name field...

	Delete a Shutdown Class
	1. Click the Startup & Shutdown node. The Startup & Shutdown table displays in the right pane sho...
	2. Click the Delete icon in the row of the shutdown class you want to delete. A dialog displays i...
	3. Click the Yes button to delete the shutdown class. The shutdown-class icon under the Startup &...

	Assign a Shutdown Class
	1. Click the instance node in the left pane under Startup & Shutdown for the shutdown class you w...
	2. Click the Targets tab.
	3. Complete the following steps for the Servers and Clusters tabs:
	a. Select one or more targets in the Available column that you want to assign to the shutdown class.
	b. Click the mover control to move the targets you selected to the Chosen column.
	c. Click Apply to save your assignments.
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	89 SNMP Counter Monitor Runtime
	90 SNMP Gauge Monitor
	Configuration
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	91 SNMP Gauge Monitor Runtime
	92 SNMP JMX Monitor
	Configuration
	General
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	Configuration
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	94 SNMP Log Filters Runtime
	95 SNMP Proxies
	Configuration
	General


	96 SNMP Proxies Runtime
	97 SNMP String Monitor
	Configuration
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	98 SNMP String Monitor Runtime
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	101 Socket
	102 Startup Class
	Configure a Startup Class
	1. Click the Startup & Shutdown node. The Startup & Shutdown table displays in the right pane sho...
	2. Click the Configure a New Startup Class text link. A dialog displays in the right pane showing...
	3. Enter values in the Name, Class Name, Deployment Order, and Arguments attribute fields.
	4. Select the checkbox to enable Abort Startup on Failure; deselect the checkbox to disable this ...
	5. Click Create to create a startup-class instance with the name you specified in the Name field....

	Clone a Startup Class
	1. Click the Startup & Shutdown node. The Startup & Shutdown table displays in the right pane sho...
	2. Click the Clone icon in the row of the startup class you want to clone. A dialog displays in t...
	3. Enter values in the Name, Class Name, Deployment Order, and Arguments attribute fields.
	4. Select the checkbox to enable Abort Startup on Failure; deselect the checkbox to disable this ...
	5. Click Create to create a startup-class instance with the name you specified in the Name field....

	Delete a Startup Class
	1. Click the Startup & Shutdown node. The Startup & Shutdown table displays in the right pane sho...
	2. Click the Delete icon in the row of the startup class you want to delete. A dialog displays in...
	3. Click Yes to delete the startup class. The startup-class icon under the Startup & Shutdown nod...

	Assign a Startup Class
	1. Click the instance node in the left pane under Startup & Shutdown for the startup class you wa...
	2. Click the Targets tab.
	3. Complete the following steps for the Servers, Groups, and Clusters tabs:
	a. Select one or more targets in the Available column that you want to assign to the startup class.
	b. Click the mover control to move the targets you selected to the Chosen column.
	c. Click Apply to save your assignments.
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	103 Stateless EJB Runtime
	104 Stateful EJB Runtime
	105 Target Groups
	Create a Target Group
	1. Click the Target Groups node. The Target Groups table displays in the right pane showing all t...
	2. Click the Create a New Target Group text link. A dialog displays in the right-hand pane showin...
	3. Enter a value in the Name attribute field.
	4. Click the Create button in the lower right-hand corner to create a target-group instance with ...

	Clone a Target Group
	1. Click the Target Groups node. The Target Groups table displays in the right pane showing all t...
	2. Click the Clone icon in the row of the target group you want to clone. A dialog displays in th...
	3. Enter a value in the Name attribute field.
	4. Click the Create button in the lower right-hand corner to create a target-group instance with ...

	Delete a Target Group
	1. Click the Target Groups node. The Target Groups table displays in the right pane showing all t...
	2. Click the Delete icon in the row of the target group you want to delete. A dialog displays in ...
	3. Click the Yes button to delete the target group. The target-group icon under the Target Groups...

	Assign a Target Group
	1. Click the instance node in the left pane under Target Groups for the target group you want to ...
	2. Click the Members tab.
	3. Complete the following steps for the Servers, Groups, and Clusters tabs:
	a. Select one or more targets in the Available column that you want to assign to the target group.
	b. Click the mover control to move the targets you selected to the Chosen column.
	c. Click Apply to save your assignments.
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	107 Transaction Resource Runtime
	108 UnixMachine
	Configure a Unix Machine
	1. Click the Machines node. The Machines table displays in the right pane showing all the Unix ma...
	2. Click the Configure a New Unix Machine text link. A dialog displays in the right pane showing ...
	3. Enter a value in the Name attribute field.
	4. Click Create.
	5. Click the Node Manager tab and accept or change the default values.
	6. Click Apply to save the changes.

	Clone a Unix Machine
	1. Click the Machines node. The Machines table displays in the right pane showing all the Unix ma...
	2. Click the Clone icon in the row of the Unix machine you want to clone. A dialog displays in th...
	3. Enter values in the Name attribute field.
	4. Click Clone to create a Unix machine instance with the name you specified in the Name field. T...
	5. Click Apply to apply the changes.
	6. Click the Node Manager tab and accept or change the default values.
	7. Click Apply to save the changes.

	Delete a Unix Machine
	1. Click the Machines node. The Machines table displays in the right pane showing all the Unix ma...
	2. Click the Delete icon in the row of the Unix machine you want to delete. A dialog displays in ...
	3. Click Yes to delete the Unix machine. The Unix machine icon under the Machines node is deleted.

	Assign a Unix Machine
	1. Click the instance node in the left pane under Machines for the Unix machine you want to assig...
	2. Click the Servers tab.
	3. Select one or more targets in the Available column that you want to assign to the Unix machine.
	4. Click the mover control to move the targets you selected to the Chosen column.
	5. Click Apply to save your assignments.
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	109 UnixRealm
	Configure a Unix Realm
	1. Click the Realms node in the left pane. The Realms table displays in the right pane showing al...
	2. Click the Configure a New Unix Realm text link. A dialog displays in the right pane showing th...
	3. Enter values in the Name and Auth Program attribute fields.
	4. Click Create to create a realm instance with the name you specified in the Name field. The new...

	Clone a Unix Realm
	1. Click the Realms node in the left pane. The Realms table displays in the right pane showing al...
	2. Click the Clone icon in the row of the realm you want to clone. A dialog displays in the right...
	3. Enter values in the Name and Auth Program attribute fields.
	4. Click Create to create a realm instance with the name you specified in the Name field. The new...

	Delete a Unix Realm
	1. Click the Realms node in the left pane. The Realms table displays in the right pane showing al...
	2. Click the Delete icon in the row of the realm you want to delete. A dialog displays in the rig...
	3. Click the Yes button to delete the realm. The realm icon under the Realms node is deleted.
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	Add a User
	1. Click the Users node in the left pane. A dialog displays in the right pane showing the control...
	2. Enter the name of the new user in the Name text-entry field.
	3. Enter the password of the new user in the Password text-entry field.
	4. Click Create to add the user you specified. The user is added to the Users list.
	5. Click the The Changes You Have Made Must Be Saved to the Realm Implementation text link. Your ...

	Remove a User
	1. Click the Users node in the left pane. A dialog displays in the right pane showing the control...
	2. Enter the name of the user you want to remove in the Remove These Users list. You can remove m...
	3. Click Remove to delete the user you specified. The user is removed from the Users list.
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	Configure a VirtualHost
	1. Click the VirtualHost node. The VirtualHosts table displays in the right pane showing all the ...
	2. Click the Configure a New VirtualHost text link. A dialog displays in the right pane showing t...
	3. Enter values in the Name and Virtual Host Names attribute fields, and select a Default Web App...
	4. Click the Logging and HTTP tabs individually and change the attribute fields or accept the def...
	5. Click Create to create a web-server instance with the name you specified in the Name field. Th...
	6. Restart the server for the Virtual Host to take effect.

	Clone a VirtualHost
	1. Click the VirtualHost node. The VirtualHosts table displays in the right pane showing all the ...
	2. Click the Clone icon in the row of the VirtualHost you want to clone. A dialog displays in the...
	3. Enter values in the Name and Virtual Host Names attribute fields, and select a Default Web App...
	4. Click the Logging and HTTP tabs individually and change the attribute fields or accept the def...
	5. Click Create to create a web-server instance with the name you specified in the Name field. Th...

	Delete a VirtualHost
	1. Click the VirtualHost node. The VirtualHosts table displays in the right pane showing all the ...
	2. Click the Delete icon in the row of the VirtualHost you want to delete. A dialog displays in t...
	3. Click Yes to delete the VirtualHost. The web-server icon under the VirtualHost node is deleted.

	Assign a VirtualHost
	1. Click the instance node in the left pane for the VirtualHost you want to assign. A dialog disp...
	2. Click the Targets tab.
	3. Complete the following steps for the Servers and Clusters tabs:
	a. Select one or more targets in the Available column that you want to assign to the VirtualHost.
	b. Click the mover control to move the targets you selected to the Chosen column.
	c. Click Apply to save your assignments.

	Target Web Applications to the Virtual Host.
	1. Click the Web Applications node in the left panel.
	2. Select the Web Application you want to target.
	3. Click the Targets tab in the right panel.
	4. Click the Virtual Hosts tab.
	5. Click a Virtual Host in the available column and use the right arrow button to move the Virtua...

	Monitor All Instances of a VirtualHost
	1. Click the VirtualHost node. The VirtualHosts table displays in the right pane showing all the ...
	2. Click the Monitor All Instances icon in the row of the VirtualHost you want to monitor. A dial...
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	112 Web Applications
	Install a New Web Application
	1. Click the Web Applications node in the left pane. The Web Applications table displays in the r...
	2. Enter the path of the .war file or the folder containing a Web Application in exploded format ...
	3. Click Upload to install the application. The new Web Application is added under the Web Applic...

	Configure a New Web Application
	1. Click the Web Applications node in the left pane.
	2. Enter the path of the .war file or folder containing a Web Application in exploded format in t...
	3. Click Upload to install the application.
	1. The .war file is not copied in to the applications directory
	2. You can specify the targets for this webapp.
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	113 WebApp Component Runtime
	114 Web Application Deployment Descriptor Editor Help
	Overview of the Web Application Deployment Descriptor Editor
	Creating a New Web Application
	1. Create the components of the Web Application: the servlets, JSPs and HTML pages.
	2. Arrange the components on your file system into the directory structure defined for Web Applic...
	3. Create a skeleton deployment descriptor. You can do this one of two ways:
	4. Configure the functionality of your Web Application by using the deployment descriptor editor ...

	Using the Web Application Deployment Descriptor Editor
	1. Start the WebLogic Administration Server if it is not already running.
	2. Start the WebLogic Server Administration Console in a browser.
	3. If the Web Application is already defined in the current domain, expand the Web Applications n...
	4. If the Web Application is not yet configured in the current domain, configure a new Web Applic...
	a. Click on “Configure a new Web Application” in the right panel.
	b. Enter the name of this Web Application in the Name field.
	c. Enter the name of the directory containing your Web Application in the URI field.
	d. Enter the path to the directory containing your Web Application in the Path field.
	e. Click Create. The new Web Application appears under Web Applications in the left panel
	5. Right click on the Web Application and select Edit Web Application Descriptor. A new browser w...
	6. Configure the functionality of your Web Application. See Configuring a Web Application using t...
	7. When you have finished editing the deployment descriptor, select the Web App Descriptor node i...
	8. Click Validate in the right panel. The validation only checks to see that the deployment descr...
	9. After you have validated the deployment descriptors, click Persist in the right panel. Your ch...
	Figure 114�1 Web Application Deployment Descriptor Editor

	Editing an Existing Deployment Descriptor
	1. Follow the procedure Using the Web Application Deployment Descriptor Editor
	2. Select the deployment descriptor elements you wish to edit from the navigation tree in the lef...
	3. Fill in or change the fields in the right panel as required.
	4. Click the Create or Apply button as appropriate.
	5. When you have finished editing the deployment descriptor, select the top node in the left navi...
	6. Click Validate in the right panel. The validation only checks to see that the deployment descr...
	7. Click Persist in the right panel. Your changes to the deployment descriptor are not written to...


	Configuring a Web Application using the Web Application Deployment Descriptor Editor
	Configuring Basic Web Application Attributes
	1. Click on the Web App Descriptor node in the left panel
	2. Configure the following elements on the Web App Descriptor panel as required:

	Configuring Context Parameters
	1. Right click on the Parameters node in the left panel and select Configure a new Parameter.
	2. Enter a description for the Parameter in the Description field. (optional)
	3. Enter the name of the parameter in the Param Name field.
	4. Enter the value of the parameter in the Param Value field.
	5. Click Create

	Configuring Filters
	1. Right click on the Filters node in the left panel and select Configure a new Filter.
	2. Fill in the following fields:
	3. Click Create
	4. Right click on the Filter Mappings node in the left panel and select Configure a new FilterMap...
	5. Select the filter you are mapping from the Filter drop-down list.
	6. If you are mapping this filter to a URL pattern, enter it in the Url Pattern field.
	7. If you are mapping this filter to a servlet, select a servlet from the Servlet drop-down list....
	8. Click Create
	9. Create Filter initialization parameters. Filter initialization parameters can be read by your ...
	a. Expand the Filters node in the left panel.
	b. Expand the node of the filter for which you want to create initialization parameters.
	c. Right click on the Parameters node and select Configure a new Parameter.
	d. Enter a description for the Parameter in the Description field (optional).
	e. Enter the name of the parameter in the Param Name field.
	f. Enter the value of the parameter in the Param Value field.
	g. Click Create.
	10. Repeat these steps to create additional filter mappings.

	Configuring Listeners
	1. Right click on the Listeners node in the left panel and select Configure a new Listener
	2. Enter the full name of the listener class in the Listener Class Name field.
	3. Click Create.

	Configuring Servlets
	1. Right click on the Servlet node in the left panel and select Configure a new Servlet.
	2. Fill in the following fields:
	3. Click Create.
	4. Right Click on Servlet Mappings and select Configure a new ServletMapping.
	5. Select the servlet you want to map from the Servlet drop-down list.
	6. Enter a URL pattern for this servlet. For more information about URL patterns, See Servlet Map...
	7. Click Create
	8. Create Servlet initialization parameters. (optional).
	a. Expand the Servlet node in the left panel.
	b. Expand the node of the servlet for which you want to create initialization parameters.
	c. Right click on the Parameters node in the left panel and select Configure a new Parameter.
	d. Enter a description for the Parameter in the Description field (optional).
	e. Enter the name of the parameter in the Param Name field.
	f. Enter the value of the parameter in the Param Value field.
	g. Click Create.
	9. Create Servlet Security Role Refs.
	a. Expand the Servlet node in the left panel.
	b. Expand the node of the servlet for which you want to create Security Role Refs.
	c. Right click on the Security Role Refs node and select Configure a new SecurityRoleRef.
	d. Enter a description for the Security Role Ref in the Description field (optional).
	e. Select a security role from the Role Link drop-down list. The security role must be previously...
	f. Enter the role name used in your servlet code in the Role Name field.

	Configuring Welcome Pages
	1. Right click on the Web App Descriptor node in the left panel and select Configure a new Welcom...
	2. Enter Welcome Files names, one per line.
	3. Click Create.

	Configuring the Session Timeout
	1. Select the Session Config node in the left panel.
	2. Edit the Session Timeout value.
	3. Click Apply.

	Configuring MIME Mappings
	1. Right click on MIME Mappings in the left panel and select Configure a new MIME Mapping.
	2. Enter a valid MIME type in the Mime Type field.
	3. Enter the file extension you want to map in the Extension field.
	4. Click Create

	Configuring Error Pages
	1. Right Click on Error Pages in the left panel and select Configure a new ErrorPage.
	2. Enter an HTTP Error Code in the Error Code field or Enter a Java Exception class in the Except...
	3. Enter the name of the resource to display in response to the error. The entry must include a l...
	4. Click Create.

	Configuring JSP Tag Libraries
	1. Right click on the Tag Libs node in the left panel and select Configure a new TagLib.
	2. Enter the name (relative to the WEB-INF directory of the Web Application) you will use to refe...
	3. Enter the location (relative to the root directory of the Web Application) of the tag library ...
	4. Click Create.

	Configuring Resource Environment References
	1. Right click on the Resource Env Refs node in the left panel and select Configure a new Resourc...
	2. Enter a description for this Resource Env-Ref in the Description (optional).
	3. Enter the name of this Resource Env-Ref in the Ref Name field.
	4. Enter the Java type for this Resource Env-Ref in the Ref Type field.
	5. Click Create

	Configuring Resource References
	1. Right click on the Resource Refs node in the left panel and select Configure a new ResourceRef.
	2. Enter a description for this Resource Ref in the Description field (optional).
	3. Enter the name of this Resource Ref in the Ref Name field.
	4. Enter the Java type of the Resource Ref in the Ref Type field. Enter the full package name of ...
	5. Enter the authorization type in the Auth field. Valid values are APPLICATION or CONTAINER.
	6. Enter the sharing scope in the Sharing Scope field.Valid values are Sharable and Unsharable.
	7. Click Create.

	Configuring Security Constraints
	1. Right click on the Security Constraints node in the left panel and select Configure a new Secu...
	2. Enter a name for this Security Constraint in the Display Name field.
	3. Click Create.
	4. Expand the Security Constraint node in the left panel
	5. Expand the node for the Security Constraint you are adding.
	6. Create a Web Resource Collection. A Web Resource Collection defines the URL pattern and HTTP m...
	a. Right click on Web Resource Collection and select Configure a new WebResourceCollection.
	b. Enter a name for this Web Resource Collection in the Web Resource Name field.
	c. Enter a description for this Web Resource Collection in the Description field. (optional)
	d. Enter one or more URL patterns, one per line, in the URL Pattern field. The URL pattern define...
	e. Enter a HTTP method in the HTTP Method box. This entry is usually GET or POST.
	f. Click Create.
	7. Create an Auth Constraint
	a. Right click on the name of the Security Constraint you are editing and select Configure a new ...
	b. Enter a description of this auth constraint in the Description field. (optional)
	c. Click Create. A list of previously defined security roles appears in the Available panel.
	d. Use the arrow buttons to move security roles from the available panel to the chosen panel. Not...
	e. Click Apply.
	8. Create a User Data Constraint
	a. Right click on the name of the Security Constraint you are editing and select Configure a new ...
	b. Enter a description of this User Data Constraint in the Description field. (optional)
	c. Select the transport guarantee from the Transport Guarantee drop-down list. Valid values are N...
	d. Click Create.

	Configuring Logins
	1. Right click on the Web App Descriptor node and select Configure a new LoginConfig.
	2. Select the Authorization method from the Auth Method drop-down list. Valid values are BASIC, F...
	3. Fill in the name of the authentication realm in the Realm Name field.
	4. If you set the Auth Method to FORM, enter the URI of the file containing the authentication fo...
	5. If you set the Auth Method to FORM, enter the URI of the file containing the page a user is re...

	Configuring Security Roles
	1. Right click on the Security Roles node in the left panel and select Configure a new SecurityRole.
	2. Enter a description for this Security Role in the Description field.(optional).
	3. Enter the name of this security role in the Role Name field.
	4. Click Create.

	Configuring Environment Entries
	1. Right click on the Env Entries node in the left panel and select Configure a new EnvEntry.
	2. Enter a description for this Environment entry in the Description field.(optional).
	3. Enter the name of this Env entry in the Env Entry Name field.
	4. Enter the value of this Env Entry in the Env Entry Value field
	5. Enter the type of this Env Entry in the Env Entry Type field.

	Configuring EJB References
	1. Right click on the Ejb refs node in the left panel and select Configure a new EjbRef.
	2. Enter a description for this EJB Reference in the Description field.(optional)
	3. Enter the name of this EJB Reference in the EJBRef Name field.
	4. Enter the Java class of the referenced EJB in the EJBRef Type field.
	5. Enter the name of the home interface of the EJB in the Home Interface Name field.
	6. Enter the name of the remote interface of the EJB in the Remote Interface Name field.
	7. If the EJB is packaged in an Enterprise Application Archive (EAR), enter the name of the EJB a...
	8. Enter the name of a security role defined in this web application in the Run As field. (optional)


	Configuring a New Webapp Ext
	1. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	2. Select Configure a new WebAppExtDescriptor
	3. In the right pane, enter a description of the Web Application in the Description field (option...
	4. Enter the version of WebLogic Server that your application is running on (optional).
	5. Click Create.
	Configuring the Session Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Click on the Session Descriptor node in the left panel.
	3. Fill in the fields in the right panel according to the information in Session Descriptor table.
	4. Click Apply.

	Configuring the JSP Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Click on the JSP Descriptor node in the left panel.
	3. Fill in the fields in the right panel according to the information in JSP Descriptor table.
	4. Click Apply.

	Configuring Security Role Assignments
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the Security Role Assignment node in the left panel and select Configure a new ...
	3. Select a security role from the Role drop-down list.
	4. Add one or more Principal Names to the text box, one per line. The principals must be valid in...
	5. Click Create.

	Configuring Character Set Parameters
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node in the left panel and select Configure a new Charset Params.
	3. Create Input Charset Descriptors
	a. Expand the Charset Params node.
	b. Right click on the Input Charset Descriptors node and select Configure a new InputCharsetDescr...
	c. Enter the path that applies to this Charset Descriptor in the Resource Path field.
	d. Enter a valid Java character set name in the Java Charset Name field.
	e. Click Create
	4. Create a Character Set Mapping
	a. Expand the Charset Params node.
	b. Right click on the Charset Mappings node and select Configure a new CharsetMapping.
	c. Enter a valid IANA character set name in the IANA Charset Name field.
	d. Enter a valid Java character set name in the Java Charset Name field.
	e. Click Create

	Configuring a Reference Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node in the left panel and select Configure a new Reference Desc...
	3. Create Resource Descriptions. You can create one or more Resource Descriptions.
	a. Expand the Resource Descriptor node.
	b. Right click on the Resource Descriptions node and select Configure a new ResourceDescription.
	c. Enter the name of an object from the JNDI tree in the Jndi Name field.
	d. Select a Resource Reference from the Resource Reference drop-down list. The Resource Reference...
	e. Click Create
	4. Create an EJB Reference Description
	a. Expand the Resource Descriptor node.
	b. Right click on the Ejb Reference Descriptions node and select Configure a new EjbReferenceDesc...
	c. Enter the name of an object from the JNDI tree in the Jndi Name field.
	d. Select an EJB Reference from the Ejb Reference drop-down list. The EJB Reference should be alr...
	e. Click Create

	Configuring a Container Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node and select Configure a new Container Descriptor.
	3. To enable authentication of forwarded requests, check the Check Auth on Forward Enabled box.
	4. To configure redirect behavior, check the redirect-with-absoute-url box.
	5. Click Create.
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	Overview of the Web Application Deployment Descriptor Editor
	Creating a New Web Application
	1. Create the components of the Web Application: the servlets, JSPs and HTML pages.
	2. Arrange the components on your file system into the directory structure defined for Web Applic...
	3. Create a skeleton deployment descriptor. You can do this one of two ways:
	4. Configure the functionality of your Web Application by using the deployment descriptor editor ...

	Using the Web Application Deployment Descriptor Editor
	1. Start the WebLogic Administration Server if it is not already running.
	2. Start the WebLogic Server Administration Console in a browser.
	3. If the Web Application is already defined in the current domain, expand the Web Applications n...
	4. If the Web Application is not yet configured in the current domain, configure a new Web Applic...
	a. Click on “Configure a new Web Application” in the right panel.
	b. Enter the name of this Web Application in the Name field.
	c. Enter the name of the directory containing your Web Application in the URI field.
	d. Enter the path to the directory containing your Web Application in the Path field.
	e. Click Create. The new Web Application appears under Web Applications in the left panel
	5. Right click on the Web Application and select Edit Web Application Descriptor. A new browser w...
	6. Configure the functionality of your Web Application. See Configuring a Web Application using t...
	7. When you have finished editing the deployment descriptor, select the Web App Descriptor node i...
	8. Click Validate in the right panel. The validation only checks to see that the deployment descr...
	9. After you have validated the deployment descriptors, click Persist in the right panel. Your ch...
	Figure 115�1 Web Application Deployment Descriptor Editor

	Editing an Existing Deployment Descriptor
	1. Follow the procedure Using the Web Application Deployment Descriptor Editor
	2. Select the deployment descriptor elements you wish to edit from the navigation tree in the lef...
	3. Fill in or change the fields in the right panel as required.
	4. Click the Create or Apply button as appropriate.
	5. When you have finished editing the deployment descriptor, select the top node in the left navi...
	6. Click Validate in the right panel. The validation only checks to see that the deployment descr...
	7. Click Persist in the right panel. Your changes to the deployment descriptor are not written to...


	Configuring a Web Application using the Web Application Deployment Descriptor Editor
	Configuring a New Webapp Ext
	1. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	2. Select Configure a new WebAppExtDescriptor
	3. In the right pane, enter a description of the Web Application in the Description field (option...
	4. Enter the version of WebLogic Server that your application is running on (optional).
	5. Click Create.
	Configuring the Session Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Click on the Session Descriptor node in the left panel.
	3. Fill in the fields in the right panel according to the information in Session Descriptor table.
	4. Click Apply.

	Configuring the JSP Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Click on the JSP Descriptor node in the left panel.
	3. Fill in the fields in the right panel according to the information in JSP Descriptor table.
	4. Click Apply.

	Configuring Security Role Assignments
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the Security Role Assignment node in the left panel and select Configure a new ...
	3. Select a security role from the Role drop-down list.
	4. Add one or more Principal Names to the text box, one per line. The principals must be valid in...
	5. Click Create.

	Configuring Character Set Parameters
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node in the left panel and select Configure a new Charset Params.
	3. Create Input Charset Descriptors
	a. Expand the Charset Params node.
	b. Right click on the Input Charset Descriptors node and select Configure a new InputCharsetDescr...
	c. Enter the path that applies to this Charset Descriptor in the Resource Path field.
	d. Enter a valid Java character set name in the Java Charset Name field.
	e. Click Create
	4. Create a Character Set Mapping
	a. Expand the Charset Params node.
	b. Right click on the Charset Mappings node and select Configure a new CharsetMapping.
	c. Enter a valid IANA character set name in the IANA Charset Name field.
	d. Enter a valid Java character set name in the Java Charset Name field.
	e. Click Create

	Configuring a Reference Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node in the left panel and select Configure a new Reference Desc...
	3. Create Resource Descriptions. You can create one or more Resource Descriptions.
	a. Expand the Resource Descriptor node.
	b. Right click on the Resource Descriptions node and select Configure a new ResourceDescription.
	c. Enter the name of an object from the JNDI tree in the Jndi Name field.
	d. Select a Resource Reference from the Resource Reference drop-down list. The Resource Reference...
	e. Click Create
	4. Create an EJB Reference Description
	a. Expand the Resource Descriptor node.
	b. Right click on the Ejb Reference Descriptions node and select Configure a new EjbReferenceDesc...
	c. Enter the name of an object from the JNDI tree in the Jndi Name field.
	d. Select an EJB Reference from the Ejb Reference drop-down list. The EJB Reference should be alr...
	e. Click Create

	Configuring a Container Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node and select Configure a new Container Descriptor.
	3. To enable authentication of forwarded requests, check the Check Auth on Forward Enabled box.
	4. To configure redirect behavior, check the redirect-with-absoute-url box.
	5. Click Create.
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	Overview of the Web Application Deployment Descriptor Editor
	Creating a New Web Application
	1. Create the components of the Web Application: the servlets, JSPs and HTML pages.
	2. Arrange the components on your file system into the directory structure defined for Web Applic...
	3. Create a skeleton deployment descriptor. You can do this one of two ways:
	4. Configure the functionality of your Web Application by using the deployment descriptor editor ...

	Using the Web Application Deployment Descriptor Editor
	1. Start the WebLogic Administration Server if it is not already running.
	2. Start the WebLogic Server Administration Console in a browser.
	3. If the Web Application is already defined in the current domain, expand the Web Applications n...
	4. If the Web Application is not yet configured in the current domain, configure a new Web Applic...
	a. Click on “Configure a new Web Application” in the right panel.
	b. Enter the name of this Web Application in the Name field.
	c. Enter the name of the directory containing your Web Application in the URI field.
	d. Enter the path to the directory containing your Web Application in the Path field.
	e. Click Create. The new Web Application appears under Web Applications in the left panel
	5. Right click on the Web Application and select Edit Web Application Descriptor. A new browser w...
	6. Configure the functionality of your Web Application. See Configuring a Web Application using t...
	7. When you have finished editing the deployment descriptor, select the Web App Descriptor node i...
	8. Click Validate in the right panel. The validation only checks to see that the deployment descr...
	9. After you have validated the deployment descriptors, click Persist in the right panel. Your ch...
	Figure 116�1 Web Application Deployment Descriptor Editor

	Editing an Existing Deployment Descriptor
	1. Follow the procedure Using the Web Application Deployment Descriptor Editor
	2. Select the deployment descriptor elements you wish to edit from the navigation tree in the lef...
	3. Fill in or change the fields in the right panel as required.
	4. Click the Create or Apply button as appropriate.
	5. When you have finished editing the deployment descriptor, select the top node in the left navi...
	6. Click Validate in the right panel. The validation only checks to see that the deployment descr...
	7. Click Persist in the right panel. Your changes to the deployment descriptor are not written to...


	Configuring a Web Application using the Web Application Deployment Descriptor Editor
	Configuring Basic Web Application Attributes
	1. Click on the Web App Descriptor node in the left panel
	2. Configure the following elements on the Web App Descriptor panel as required:

	Configuring Context Parameters
	1. Right click on the Parameters node in the left panel and select Configure a new Parameter.
	2. Enter a description for the Parameter in the Description field. (optional)
	3. Enter the name of the parameter in the Param Name field.
	4. Enter the value of the parameter in the Param Value field.
	5. Click Create

	Configuring Filters
	1. Right click on the Filters node in the left panel and select Configure a new Filter.
	2. Fill in the following fields:
	3. Click Create
	4. Right click on the Filter Mappings node in the left panel and select Configure a new FilterMap...
	5. Select the filter you are mapping from the Filter drop-down list.
	6. If you are mapping this filter to a URL pattern, enter it in the Url Pattern field.
	7. If you are mapping this filter to a servlet, select a servlet from the Servlet drop-down list....
	8. Click Create
	9. Create Filter initialization parameters. Filter initialization parameters can be read by your ...
	a. Expand the Filters node in the left panel.
	b. Expand the node of the filter for which you want to create initialization parameters.
	c. Right click on the Parameters node and select Configure a new Parameter.
	d. Enter a description for the Parameter in the Description field (optional).
	e. Enter the name of the parameter in the Param Name field.
	f. Enter the value of the parameter in the Param Value field.
	g. Click Create.
	10. Repeat these steps to create additional filter mappings.

	Configuring Listeners
	1. Right click on the Listeners node in the left panel and select Configure a new Listener
	2. Enter the full name of the listener class in the Listener Class Name field.
	3. Click Create.

	Configuring Servlets
	1. Right click on the Servlet node in the left panel and select Configure a new Servlet.
	2. Fill in the following fields:
	3. Click Create.
	4. Right Click on Servlet Mappings and select Configure a new ServletMapping.
	5. Select the servlet you want to map from the Servlet drop-down list.
	6. Enter a URL pattern for this servlet. For more information about URL patterns, See Servlet Map...
	7. Click Create
	8. Create Servlet initialization parameters. (optional).
	a. Expand the Servlet node in the left panel.
	b. Expand the node of the servlet for which you want to create initialization parameters.
	c. Right click on the Parameters node in the left panel and select Configure a new Parameter.
	d. Enter a description for the Parameter in the Description field (optional).
	e. Enter the name of the parameter in the Param Name field.
	f. Enter the value of the parameter in the Param Value field.
	g. Click Create.
	9. Create Servlet Security Role Refs.
	a. Expand the Servlet node in the left panel.
	b. Expand the node of the servlet for which you want to create Security Role Refs.
	c. Right click on the Security Role Refs node and select Configure a new SecurityRoleRef.
	d. Enter a description for the Security Role Ref in the Description field (optional).
	e. Select a security role from the Role Link drop-down list. The security role must be previously...
	f. Enter the role name used in your servlet code in the Role Name field.

	Configuring Welcome Pages
	1. Right click on the Web App Descriptor node in the left panel and select Configure a new Welcom...
	2. Enter Welcome Files names, one per line.
	3. Click Create.

	Configuring the Session Timeout
	1. Select the Session Config node in the left panel.
	2. Edit the Session Timeout value.
	3. Click Apply.

	Configuring MIME Mappings
	1. Right click on MIME Mappings in the left panel and select Configure a new MIME Mapping.
	2. Enter a valid MIME type in the Mime Type field.
	3. Enter the file extension you want to map in the Extension field.
	4. Click Create

	Configuring Error Pages
	1. Right Click on Error Pages in the left panel and select Configure a new ErrorPage.
	2. Enter an HTTP Error Code in the Error Code field or Enter a Java Exception class in the Except...
	3. Enter the name of the resource to display in response to the error. The entry must include a l...
	4. Click Create.

	Configuring JSP Tag Libraries
	1. Right click on the Tag Libs node in the left panel and select Configure a new TagLib.
	2. Enter the name (relative to the WEB-INF directory of the Web Application) you will use to refe...
	3. Enter the location (relative to the root directory of the Web Application) of the tag library ...
	4. Click Create.

	Configuring Resource Environment References
	1. Right click on the Resource Env Refs node in the left panel and select Configure a new Resourc...
	2. Enter a description for this Resource Env-Ref in the Description (optional).
	3. Enter the name of this Resource Env-Ref in the Ref Name field.
	4. Enter the Java type for this Resource Env-Ref in the Ref Type field.
	5. Click Create

	Configuring Resource References
	1. Right click on the Resource Refs node in the left panel and select Configure a new ResourceRef.
	2. Enter a description for this Resource Ref in the Description field (optional).
	3. Enter the name of this Resource Ref in the Ref Name field.
	4. Enter the Java type of the Resource Ref in the Ref Type field. Enter the full package name of ...
	5. Enter the authorization type in the Auth field. Valid values are APPLICATION or CONTAINER.
	6. Enter the sharing scope in the Sharing Scope field.Valid values are Sharable and Unsharable.
	7. Click Create.

	Configuring Security Constraints
	1. Right click on the Security Constraints node in the left panel and select Configure a new Secu...
	2. Enter a name for this Security Constraint in the Display Name field.
	3. Click Create.
	4. Expand the Security Constraint node in the left panel
	5. Expand the node for the Security Constraint you are adding.
	6. Create a Web Resource Collection. A Web Resource Collection defines the URL pattern and HTTP m...
	a. Right click on Web Resource Collection and select Configure a new WebResourceCollection.
	b. Enter a name for this Web Resource Collection in the Web Resource Name field.
	c. Enter a description for this Web Resource Collection in the Description field. (optional)
	d. Enter one or more URL patterns, one per line, in the URL Pattern field. The URL pattern define...
	e. Enter a HTTP method in the HTTP Method box. This entry is usually GET or POST.
	f. Click Create.
	7. Create an Auth Constraint
	a. Right click on the name of the Security Constraint you are editing and select Configure a new ...
	b. Enter a description of this auth constraint in the Description field. (optional)
	c. Click Create. A list of previously defined security roles appears in the Available panel.
	d. Use the arrow buttons to move security roles from the available panel to the chosen panel. Not...
	e. Click Apply.
	8. Create a User Data Constraint
	a. Right click on the name of the Security Constraint you are editing and select Configure a new ...
	b. Enter a description of this User Data Constraint in the Description field. (optional)
	c. Select the transport guarantee from the Transport Guarantee drop-down list. Valid values are N...
	d. Click Create.

	Configuring Logins
	1. Right click on the Web App Descriptor node and select Configure a new LoginConfig.
	2. Select the Authorization method from the Auth Method drop-down list. Valid values are BASIC, F...
	3. Fill in the name of the authentication realm in the Realm Name field.
	4. If you set the Auth Method to FORM, enter the URI of the file containing the authentication fo...
	5. If you set the Auth Method to FORM, enter the URI of the file containing the page a user is re...

	Configuring Security Roles
	1. Right click on the Security Roles node in the left panel and select Configure a new SecurityRole.
	2. Enter a description for this Security Role in the Description field.(optional).
	3. Enter the name of this security role in the Role Name field.
	4. Click Create.

	Configuring Environment Entries
	1. Right click on the Env Entries node in the left panel and select Configure a new EnvEntry.
	2. Enter a description for this Environment entry in the Description field.(optional).
	3. Enter the name of this Env entry in the Env Entry Name field.
	4. Enter the value of this Env Entry in the Env Entry Value field
	5. Enter the type of this Env Entry in the Env Entry Type field.

	Configuring EJB References
	1. Right click on the Ejb refs node in the left panel and select Configure a new EjbRef.
	2. Enter a description for this EJB Reference in the Description field.(optional)
	3. Enter the name of this EJB Reference in the EJBRef Name field.
	4. Enter the Java class of the referenced EJB in the EJBRef Type field.
	5. Enter the name of the home interface of the EJB in the Home Interface Name field.
	6. Enter the name of the remote interface of the EJB in the Remote Interface Name field.
	7. If the EJB is packaged in an Enterprise Application Archive (EAR), enter the name of the EJB a...
	8. Enter the name of a security role defined in this web application in the Run As field. (optional)


	Configuring a New Webapp Ext
	1. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	2. Select Configure a new WebAppExtDescriptor
	3. In the right pane, enter a description of the Web Application in the Description field (option...
	4. Enter the version of WebLogic Server that your application is running on (optional).
	5. Click Create.
	Configuring the Session Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Click on the Session Descriptor node in the left panel.
	3. Fill in the fields in the right panel according to the information in Session Descriptor table.
	4. Click Apply.

	Configuring the JSP Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Click on the JSP Descriptor node in the left panel.
	3. Fill in the fields in the right panel according to the information in JSP Descriptor table.
	4. Click Apply.

	Configuring Security Role Assignments
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the Security Role Assignment node in the left panel and select Configure a new ...
	3. Select a security role from the Role drop-down list.
	4. Add one or more Principal Names to the text box, one per line. The principals must be valid in...
	5. Click Create.

	Configuring Character Set Parameters
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node in the left panel and select Configure a new Charset Params.
	3. Create Input Charset Descriptors
	a. Expand the Charset Params node.
	b. Right click on the Input Charset Descriptors node and select Configure a new InputCharsetDescr...
	c. Enter the path that applies to this Charset Descriptor in the Resource Path field.
	d. Enter a valid Java character set name in the Java Charset Name field.
	e. Click Create
	4. Create a Character Set Mapping
	a. Expand the Charset Params node.
	b. Right click on the Charset Mappings node and select Configure a new CharsetMapping.
	c. Enter a valid IANA character set name in the IANA Charset Name field.
	d. Enter a valid Java character set name in the Java Charset Name field.
	e. Click Create

	Configuring a Reference Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node in the left panel and select Configure a new Reference Desc...
	3. Create Resource Descriptions. You can create one or more Resource Descriptions.
	a. Expand the Resource Descriptor node.
	b. Right click on the Resource Descriptions node and select Configure a new ResourceDescription.
	c. Enter the name of an object from the JNDI tree in the Jndi Name field.
	d. Select a Resource Reference from the Resource Reference drop-down list. The Resource Reference...
	e. Click Create
	4. Create an EJB Reference Description
	a. Expand the Resource Descriptor node.
	b. Right click on the Ejb Reference Descriptions node and select Configure a new EjbReferenceDesc...
	c. Enter the name of an object from the JNDI tree in the Jndi Name field.
	d. Select an EJB Reference from the Ejb Reference drop-down list. The EJB Reference should be alr...
	e. Click Create

	Configuring a Container Descriptor
	1. If it does not exist in the left pane, create the WebApp Ext node:
	a. Right click on the top level node in the left pane. (The node is labeled myWebApp Web Applicat...
	b. Select Configure a new WebAppExtDescriptor
	c. In the right pane, enter a description of the Web Application in the Description field (option...
	d. Enter the version of WebLogic Server that your application is running on (optional).
	e. Click Create.
	f. Expand the WebApp Ext node in the left panel.
	2. Right click on the WebApp Ext node and select Configure a new Container Descriptor.
	3. To enable authentication of forwarded requests, check the Check Auth on Forward Enabled box.
	4. To configure redirect behavior, check the redirect-with-absoute-url box.
	5. Click Create.
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	118 WLEC Connection Pool
	Configure a New WLEC Connection Pool
	1. Click the WLEC node in the left pane. The WLEC Connection Pools table displays in the right pa...
	2. Click the Configure a New WLEC Connection Pool text link. A dialog displays in the right pane ...
	3. Enter values in the Name, Primary Address, Failover Address, Domain, Minimum Pool Size, and Ma...
	4. Click the Create button in the lower right corner to create a WLEC Connection Pool instance wi...
	5. Click Apply.
	6. Click the Security tab and change the attribute fields or accept the default values as assigned.
	7. Click Apply to save any changes you made.

	Clone a WLEC Connection Pool
	1. Click the WLEC node in the left pane. The WLEC Connection Pools table displays in the right pa...
	2. Click the Clone icon in the row of the WLEC connection pool you want to clone. A dialog displa...
	3. Enter values in the Name, Primary Address, Failover Address, Domain, Minimum Pool Size, and Ma...
	4. Click the Clone button in the lower right corner to create a WLEC Connection Pool instance wit...
	5. Click Apply.
	6. Click the Security tab and change the attribute fields or accept the default values as assigned.
	7. Click Apply to save any changes you made.

	Delete a WLEC Connection Pool
	1. Click the WLEC node in the left pane. The WLEC Connection Pools table displays in the right pa...
	2. Click the Delete icon in the row of the WLEC connection pool you want to delete. A dialog disp...
	3. Click Yes to delete the WLEC connection pool. The WLEC connection pool icon under the WLEC nod...

	Monitor All Instances of a WLEC Connection Pool
	1. Click the WLEC node in the left pane. The WLEC Connection Pools table displays in the right pa...
	2. Click the Monitor All Instances icon in the row of the WLEC connection pool you want to monito...

	Assign a WLEC Connection Pool
	1. Click the instance node in the left pane under WLEC Connection Pools for the pool you want to ...
	2. Click the Targets tab.
	3. Complete the following steps for the Servers and Clusters tabs:
	a. Select one or more targets in the Available column that you want to assign to the data source.
	b. Click the mover control to move the targets you selected to the Chosen column.
	c. Click Apply to save your assignments.
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	Create an XML Registry
	1. Click the XML Registries node in the left pane. The XML Registries table displays in the right...
	2. Click the Configure a New XML Registry text link. A dialog displays in the right pane showing ...
	3. Enter values in the Name, Documentation Builder, and SAX Parser Factory attribute fields.
	4. Click Create to create an XML-registry instance with the name you specified in the Name field....

	Clone an XML Registry
	1. Click the XML Registries node in the left pane. The XML Registries table displays in the right...
	2. Click the Clone icon in the row of the registry you want to clone. A dialog displays in the ri...
	3. Enter values in the Name, Documentation Builder, and SAX Parser Factory attribute fields.
	4. Click Create to create an XML-registry instance with the name you specified in the Name field....

	Delete an XML Registry
	1. Click the XML Registries node in the left pane. The XML Registries table displays in the right...
	2. Click the Delete icon in the row of the registry you want to delete. A dialog displays in the ...
	3. Click Yes to delete the registry. The registry icon under the XML Registries node is deleted.

	Assign an XML Registry
	1. Click the instance node in the left pane under XML Registries for the registry you want to ass...
	2. Click the Targets tab.
	3. Select one or more targets in the Available column that you want to assign to the registry.
	4. Click the mover control to move the targets you selected to the Chosen column.
	5. Click Apply to save your assignments.
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