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About This Document

This document describes how to assemble and configure J2EE Web Applications.
The document is organized as follows:

m Chapter 1, “Web Applications Basics,” provides an overview of using Web
Applicationsin WebL ogic Server.

m  Chapter 2, “Deploying Web Applications,” describes how to deploy a Web
Application on WebL ogic Server.

m  Chapter 3, “Configuring Web Application Components,” describes how to
configure Web Application components.

m  Chapter 4, “Using Sessions and Session Persistence in Web Applications,”
describes how to use HTTP sessions and session persistence in aWeb
Application.

m  Chapter 5, “Configuring Security in Web Applications,” describes how to
configure authentication and authorization in a Web Application.

m  Chapter 6, “Application Events and Listeners,” describes how to use J2EE event
listenersin a Web Application.

m Chapter 7, “Filters,” describes how to usefiltersin aWeb Application.

m  Chapter 8, “Writing Web Application Deployment Descriptors,” describes how
to manually write Web Application deployment descriptors.

m  Appendix A, “web.xml Deployment Descriptor Elements,” provides a reference
of deployment descriptor elements for the web. xm  deployment descriptor.

m  Appendix B, “weblogic.xml Deployment Descriptor Elements,” provides a
reference of deployment descriptor elements for the webl ogi c. xm deployment
descriptor..
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Audience

This document is written for application devel opers who want to build e-commerce
applications using the Java 2 Platform, Enterprise Edition (J2EE) from Sun
Microsystems. It is assumed that readers know Web technologies, object-oriented
programming techniques, and the Java programming language.

e-docs Web Site

BEA product documentation is available on the BEA corporate Web site. From the
BEA Home page, click on Product Documentation.

How to Print the Document

Y ou can print acopy of this document from a Web browser, one main topic at atime,
by using the File - Print option on your Web browser.

A PDF version of this document is available on the WebL ogic Server documentation
Home page on the e-docs Web site (and al so on the documentation CD). Y ou can open
the PDF in Adobe Acrobat Reader and print the entire document (or a portion of it) in
book format. To access the PDFs, open the WebL ogic Server documentation Home
page, click Download Documentation, and select the document you want to print.

Adobe Acrobat Reader is available at no charge from the Adobe Web site at
http://www.adobe.com.
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Related Information

The BEA corporate Web site provides all documentation for WebL ogic Server. The
following WebL ogic Server documents contain information that isrelevant to creating
WebL ogic Server application components:

m  Programming WebLogic HTTP Servlets at
http://e-docs. bea. com Wl s/ docs61/servl et/index. htn .

m Programming WebL ogic JSP at
http://e-docs. bea.comw s/ docs61/] sp/index. htmni .

m  Programming WebL ogic Web Services at
http://e-docs. bea. coml W s/ docs61/ webSer vi ces/i ndex. htm .

m  Developing WebL ogic Server Applications at
http://e-docs. bea. comw s/ docs61/ programm ng/index. htm .

For more information in general about Java application development, refer to the Sun
Microsystems, Inc. Java 2, Enterprise Edition Web Site at
http://java.sun.com/products/j 2ee/.

Contact Us!

Y our feedback on BEA documentation isimportant to us. Send us e-mail at
docsupport@bea.com if you have questions or comments. Y our comments will be
reviewed directly by the BEA professionals who create and update the documentation.

In your e-mail message, please indicate the software name and version you are using,
aswell asthetitle and document date of your documentation. If you have any questions
about this version of BEA WebL ogic Server, or if you have problemsinstalling and
running BEA WebL ogic Server, contact BEA Customer Support through BEA
WebSupport at http://www.bea.com. Y ou can also contact Customer Support by using
the contact information provided on the Customer Support Card, which isincluded in
the product package.

When contacting Customer Support, be prepared to provide the fol lowing information:
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®m Your name, e-mail address, phone number, and fax number

m  Your company name and company address

®m Your machine type and authorization codes

m  The name and version of the product you are using

m A description of the problem and the content of pertinent error messages

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention

Usage

Ctrl+Tab

Keysyou press simultaneously.

italics

Emphasis and book titles.

nonospace
t ext

Code samples, commands and their options, Java classes, data types,
directories, and file names and their extensions. Monospace text also
indicates text that you enter from the keyboard.

Examples:

import java.util.Enumeration;

chnmod u+w *

confi g/ exanpl es/ appl i cati ons

.java

config. xm

fl oat

nonospace
italic
t ext

Variablesin code.

Example:
String Customner Nane;
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Convention  Usage
UPPERCASE Device names, environment variables, and logical operators.
TEXT Examples:
LPT1
BEA_HOME
OR
{} A set of choicesin asyntax line.

[]

Optional itemsin asyntax line. Example:

java utils.MilticastTest -n name -a address
[-p portnunber] [-t tineout] [-s send]

Separates mutually exclusive choicesin asyntax line. Example:

java webl ogi c. depl oy [list| depl oy| undepl oy| updat e]
password {application} {source}

Indicates one of the following in a command line:

m  Anargument can be repeated several timesin the command line.
m  The statement omits additional optional arguments.

m You can enter additional parameters, values, or other information

Indicates the omission of items from a code example or from a syntax line.
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CHAPTER

1 web Applications
Basics

The following sections describe how to configure and deploy Web Applications:
m “Overview of Web Applications’” on page 1-13

m “Main Stepsto Create a\Web Application” on page 1-14

m “Directory Structure” on page 1-15

m “URLsand Web Applications’ on page 1-16

“Web Application Developer Tools” on page 1-17

Overview of Web Applications

A Web Application contains an application’ s resources, such as servlets, JavaServer
Pages (JSP), JSP tag libraries, and static resources such asHTML pages and image
files. A Web Application can also define links to resources outside of the application
such as Enterprise JavaBeans (EJBs). Web Applications deployed on WebL ogic
Server use a standard J2EE deployment descriptor in conjunction with an optional
WebL ogi c-specific deployment descriptor to define the resources and their operating
parameters.

JSP pages and HT TP servlets can access all servicesand APIsavailablein WebL ogic
Server. These services include EJBs, database connections through Java Database
Connectivity (JDBC), JavaMessaging Service (IMS), XML, and more.

Assembling and Configuring Web Applications  1-13



1 weo Applications Basics

Web Applications use astandard directory structure defined in the J2EE specification
and can be deployed as a collection of files that use this directory structure (this type
of deployment is called exploded directory format) or asan archivedfilecalled a. war
file. Deploying a Web Application in exploded directory format is recommended
primarily for use while devel oping your application. Deploying aWeb Application as
a. war fileisrecommended primarily for production environments.

The WAR file can be deployed alone or packaged in an Enterprise Archive (EARfile)
with other application components. If deployed alone, the archive must end with a
.war extension. If deployed in an EAR file, the archive must end with an . ear
extension. (Note: If you are deploying an entire directory, do not name the directory
.ear,.war,.jar andsoon.)

Main Steps to Create a Web Application

1-14

The following steps summarize the procedure for creating a Web Application. Y ou
may want to use some of the provided developer tools for creating and configuring
Web Applications. For moreinformation, see“Web Application Developer Tools’ on
page 1-17.

To create aWeb Application:

1. Arrangethe resources (servlets, JSPs, static files, and deployment descriptors) in
the prescribed directory format. For more information, see “ Directory Structure’
on page 1-15.

2. Write the Web Application deployment descriptor (web. xn ). In this step you
register servlets, define servlet initialization parameters, register JSP tag libraries,
define security constraints, and define other Web Application parameters.
(Information on the various components of Web Applicationsisincluded
throughout this document.) Place the descriptor in the WEB- | NF directory of the
Web Application.

For detailed instructions, see “Writing the web.xml Deployment Descriptor” on
page 8-93.

Y ou can also use the Administration Console to edit Web Application
deployment descriptors. For more information, see Web Application
Deployment Descriptor Editor Help at
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Directory Structure

http://e-docs. bea. coml W s/ docs61/ Consol eHel p/ webser vi ces_ddehel
p. htm .

3. Create the WebL ogic-specific deployment descriptor (webl ogi c. xn ). Inthis
step you define JSP properties, INDI mappings, security role mappings, and
HTTP session parameters. If you do not need to define any attributes in thisfile,
you do not need to create thefile.

For detailed instructions on creating the WebL ogic-specific deployment
descriptor, see “Writing the WebL ogic-Specific Deployment Descriptor
(weblogic.xml)” on page 8-114.

Y ou can aso use the Administration Console to edit Web Application
deployment descriptors. For more information, see Web Application
Deployment Descriptor Editor Help at

http://e-docs. bea. comw s/ docs61/ Consol eHel p/ webser vi ces_ddehel
p. htm .

4. Archivethefilesin the above directory structureinto war file. Only use archiving
when the Web Application is ready for deployment in a production environment.
(During development you may find it more convenient to update individual
components of your Web Application by developing your application in exploded
directory format.) To create a. war archive, use thiscommand line from the root
directory containing your Web Application:

jar cvOof myWebApp. war .
This command creates a Web Application archive file called nyWebApp. war .
5. (Optional). Archive the Web Application into an Enterprise Application.

6. Deploy the Web Application on Weblogic Server. Thisfinal step configures your
Web Application to service requests on WeblL ogic Server. For detailed
instructions, see “Deploying Web Applications” on page 2-19.

Directory Structure

Y ou devel op your Web Application within aspecified directory structure so that it can
be archived and deployed on WebL ogic Server, or another J2EE compliant server. All
servlets, classes, static files, and other resources belonging to a Web Application are
organized under adirectory hierarchy. Theroot of this hierarchy defines the document
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root of your Web Application. All files under thisroot directory can be served to the
client, except for files under the special directory VEB- | NF, located under the root
directory. The name of your Web Application is used to resolve requests for
components of the Web Application.

Place private filesin the WEB- | NF directory, under the root directory. All files under
VEB- | NF are private, and are not served to aclient.

WebAppl i cati onNane/

Place your static files, such asHTML filesand JSPfilesin this directory (or
asubdirectory). Thisdirectory isthe document root of your Web Application.

/ VEEB- | NF/ web. xmi
The Web Application deployment descriptor that configures the
Web Application.

/ VEB- | NF/ webl ogi c. xmi
The WebL ogic-specific deployment descriptor file that defines how
named resourcesin theweb. xm file are mapped to resources
residing elsewhere in WebL ogic Server. Thisfileisalso used to
define JSP and HTTP session attributes.

/ VEEB- | NF/ cl asses
Contains server-side classes such asHTTP servlets and utility
classes.

/VEB- I NF/ i b
Contains. j ar filesused by the Web Application, including JSPtag
libraries.

URLs and Web Applications

Y ou construct the URL used to access a Web Application from aclient by using the
following pattern:

http://hoststring/ Context Pat h/ servl et Pat h/ pat hl nf o

Where

host string

is either ahost name that is mapped to avirtual host or
host nane: port Nunber .
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Cont ext Pat h
is the name of your Web Application.

servl et Path
isaservlet that is mapped to the ser vl et Pat h.

pat hl nfo
isthe remaining portion of the URL, typically afile name.

If you are using virtual hosting, you can substitute the virtual host name for the
host st ri ng portion of the URL.

For additional information, see How WebL ogic Server Resolves HTTP Requests at
http://e-docs. bea. com W s/ docs61/ adm ngui de/ web_server. ht m #r esol
ve_http_req.

Web Application Developer Tools

BEA provides several tools you can use to help you create and configure Web
Applications. These tools are described in this section.

ANT Tasks to Create Skeleton Deployment Descriptors

You can use the WebLogic ANT utilitiesto create skeleton deployment descriptors.
These utilities are Java classes shipped with your WebL ogic Server distribution. The
ANT task looks at adirectory containing a Web Application and creates deployment
descriptors based on thefilesit findsin the Web Application. Becausethe ANT utility
does not have information about all of the desired configurations and mappings for
your Web Application, the skeleton deployment descriptors the utility creates are
incomplete. After the utility creates the skeleton deployment descriptors, you can use
atext editor, an XML editor, or the Administration Console to edit the deployment
descriptors and complete the configuration of your Web Application.

For more information on using ANT utilities to create deployment descriptors, see
Packaging Web Applications at

http://e-docs. bea. comw s/ docs61/ progranmm ng/ packagi ng. ht m #packO
05.
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1 weo Applications Basics

Web Application Deployment Descriptor Editor

The WebL ogic Server Administration Console has an integrated deployment
descriptor editor. You must create at |east a skeleton web. xm deployment descriptor
before using thisintegrated editor.

For more information, see Web Application Deployment Descriptor Editor Help at
http://e-docs. bea. comw s/ docs61/ Consol eHel p/ webser vi ces_ddehel p.
htm .

XML Editor

BEA now providesasimple, user-friendly tool from Ensemblefor creating and editing
XML files. It can validate XML code according to aspecified DTD or XML Schema.
The XML editor can be used on Windows or Solaris machines and is downloadable
from BEA dev2dev at http://dev2dev.bea.com/resourcelibrary/utilitiestools/xml.jsp.
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CHAPTER

2 Deploying Web
Applications

The following sections describe how to deploy Web Applications:

m  “Overview of Deploying Web Applications’ on page 2-19

m  “Deploying Web Applications Using Auto-Deployment” on page 2-21

m  “Deploying Web Applications with Production Mode Enabled” on page 2-25

“Redeploying a Web Application with Production Mode Enabled” on page 2-28

“Refreshing Static Components Without Redeploying the Application” on
page 2-31

“Un-deploying Web Applications’ on page 2-33

“Deleting aWeb Application” on page 2-34

“Deploying Stand-Alone Web Applications” on page 2-36

Overview of Deploying Web Applications

Deploying a Web Application is the final step that allows WebL ogic Server to serve
the components of a Web Application to clients. Y ou can deploy a Web Application
using one of several procedures, depending on your environment and whether or not
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your Web Application isin production. Y ou can use the WebL ogic Server
Administration Console, the webl ogi c. depl oy utility, or you can use
auto-depl oyment.

The instructions for deploying a Web Application presume that you have created a
functional Web Application that uses the correct directory structure and contains the
web. xm deployment descriptor and, if needed, the webl ogi c. xm deployment
descriptor. For an overview of the stepsrequired to createaWeb Application, seeMain
Stepsto Create a Web Application at

http://e-docs. bea. coml W s/ docs61/webapp/basics.html#100368.

There are two modes you can use to run WebL ogic Server, development mode and
production mode. To enable development mode, start WebL ogic Server with the
following flag: - Dwebl ogi c. Product i onMbdeEnabl ed=f al se (thisisthe default
behavior). To enable production mode, start WebL ogic Server with thefollowing flag:
- Daebl ogi c. Product i onModeEnabl ed=t r ue. For information on setting these
modes, see Starting and Stopping WebL ogic Servers at

http://e-docs. bea. comw s/ docs61/ adm ngui de/ startstop. htm .

When you specify development mode, you can use the auto-deploy feature to quickly
deploy aWeb Application by copying it into the appl i cat i ons directory of your
Administration Server, located in the conf i g/ nydomai n directory of the WebL ogic
Server installation (where nydonai n isthe name of a WebL ogic Server domain).
WebL ogic Server automatically deploys any application that is copied into the

appl i cati ons directory. If aWeb Applicationin. war format ismodified, WebL ogic
Server automatically redeploys the Web Application. If the Web Applicationisin
exploded format, see“ Redeploying a\Web Application in Exploded Directory Format”
on page 2-24. It is not advisable to store applicationsin the

conf i g/ mydomai n/ appl i cat i ons directory. Applications already in this directory
will deploy automatically even in production mode.

Y ou can deploy aWeb Application from your file system in exploded directory format
or archived . war format. Exploded directory format means the Web Application
components are arranged on your file system using the standard directory structure for
Web Applications. A . war archiveis created by using the Javaj ar utility to archive
the contents of a Web Application in exploded directory format.

If you are using acluster of managed WebL ogic Servers, you can specify that your
Web Application be deployed on one or more “targeted” Managed Servers. The
Administration Server automatically copies the Web Application to the Managed
Serversin the domain that have been targeted for the Web Application.
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Deploying Web Applications Using
Auto-Deployment

Auto deployment isaconvenience feature designed for Web Application devel opment
and should not be used for production applications. When you move your application
into production, use the manual deployment procedures described in “ Deploying Web
Applications with Production Mode Enabled” on page 2-25. Y ou can only deploy a
Web Application using auto-deployment on the Administration Server. If an
auto-deployed Web Application is targeted to any Managed Servers, the Web
Application is also deployed on the Managed Servers.

Before you can use auto-deployment, you must create a functional Web Application
using the correct directory structure and containing the web. xmi  deployment
descriptor and, if necessary, the webl ogi c. xm deployment descriptor. You can
deploy your Web Applicationasan archived . war fileor in exploded directory format
(see “Directory Structure” on page 1-15).

How to Deploy a Web Application Using
Auto-Deployment

To deploy aWeb Application using auto-depl oyment:

1. Start your WebL ogic Administration Server with the
- DPr oduct i onMbdeEnabl ed=f al se flag. For more informations, see Starting
and Stopping WebL ogic Servers at
http://e-docs. bea. comw s/ docs61/ adm ngui de/ startstop. htn .

2. Copy the .war archivefile or adirectory containing your Web Application to the
appl i cati ons directory for your domain. The applications directory islocated
inthe confi g/ mydomai n directory of the WebL ogic Server installation (where
mydomai n isaWebL ogic Server domain). The Web Application is automatically
deployed by the Administration Server.

3. Configure the Web Application using the Administration Console.

a Start the Administration Console in a\Web browser.
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h.

Expand the Deployments node in the | eft pane.

Expand the Web Applicationsnodein the left pane. A list of Web Applications
appearsin the right pane, including the Web Application you just copied to the
appl i cati ons directory.

Click on the name of the Web Application.

Select the Targets tab and target servers, clusters, or virtual hosts by selecting
the appropriate tab and moving atarget from the Available to the Chosen
column. An application is deployed to any Managed Servers when you target
the Web Application to a server or cluster. Targeting a Web Applicationto a
virtual host makes the Web Application available to clients through the virtual
host.

Click Apply.

Configureother attributes under the Filesand Other tabs. For moreinformation,
see Web Applications / Configuration at

http://e-docs. bea. comw s/ docs61/ Consol eHel p/ webappconponent
. ht M #webappconponent _confi gurati on.

Click Apply.

4. Test your Web Application by accessing a resource through aWeb browser. Y ou
access resources with aURL constructed as follows:

http:// nmyServer: nyPort/ nyWebApp/ resour ce
Where:

mySer ver isthe name of the machine hosting WebL ogic Server
myPor t isthe port number where WebL ogic Server islistening for requests

myWebApp isthe name of the Web Application archive file (myvebApp. war ,
for instance) or the name of a directory containing the Web Application.

r esour ce isthe name of aresource such asaJSP, HTTP servlet, or HTML
page.
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Uploading a Web Application to the applications
Directory

Y ou can a'so use the Administration Console to upload a Web Application to the
appl i cati ons directory. This procedure can be useful if your WebLogic Server is
located on a remote machine.

To upload aWeb Application:

1. Start your WebL ogic Administration Server with the
- DPr oduct i onMbdeEnabl ed=f al se flag. For more informations, see Starting
and Stopping WebL ogic Servers at
http://e-docs. bea. comw s/ docs61/ adm ngui de/ startstop. htnl .

Select the Web Applications node in the | eft pane.
Click Install aNew Web Application.

Browse to the location in your file system of the . war file.

a b~ 0w DN

Click Upload. The Web Application is copied to the appl i cat i ons directory on
the Administration Server and deployed.

Redeploying a Web Application Using
Auto-Deployment

When you modify static components of aWeb Application (such asaJSPsand HTML
pages) that are deployed in the appl i cat i ons directory, and you are using
auto-deployment, the Web A pplication must be redeployed in order for the changesto
become effective. The procedure is different for Web Applications deployed as . war
archive files and Web Applications deployed in exploded directory format.

Redeploying a Web Application in a.war Archive
Modifying the archive file automatically triggers redeployment of the Web

Application. If an auto-deployed Web Application istargeted to any Managed Servers,
the Web Application is also redeployed on the Managed Servers.
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Redeploying a Web Application in Exploded Directory Format

Y ou can redeploy a Web Application deployed in exploded directory format when
using auto-deployment by modifying a special file called REDEPLOY, or you can use
the Administration Console, or you can cause a partial redeploy by copying a new
version of aclass file over an old in the WEB- | NF/ ¢l asses directory.

Touching the REDEPLOY File

To re-deploy a Web Application by modifying the REDEPLOY file:

1

Create an empty file called REDEPLOY and placeit inthe WEB- | NF directory of your
Web Application. (You may have to create this directory.)

Modify the REDEPLOY file by opening it, modifying the contents (adding a space
character isthe easiest way to do this), and then saving the file. Alternately, on
UNIX machines, you can use thet ouch command on the REDEPLOY file. For
example:

touch

user _domai ns/ mydonmai n/ appl i cati ons/ Def aul t WebApp/ VEEB- | NF/ REDEPL
oY

As soon as the REDEPLOY fileis modified, the Web Application is redeployed.

Redeploying with the Administration Console

To redeploy a Web Application using the Administration Console:

1
2
3
4,
5
6
7

. Expand the Deployments node in the | eft pane.
. Select the Web Application node.
. Select the Web Application you want to redeploy.

Deselect the Deployed box in the right-hand pane.

. Click Apply.
. Check the Deployed box in the right-hand pane.
. Click Apply.

2-24  Assembling and Configuring Web Applications



Deploying Web Applications with Production Mode Enabled

Hot-Deployment

Redeploy filesin the WEB-INF/classes directory in the following way. If aclassis
deployed in WEB-INF/classes, then simply copying a new version of the file with a
later time stamp will cause the Web Application to reload everything in the
WEB-INF/classes folder with a new classloader.

The frequency in which WLS will look at the filesystem is governed through the
console. In the Deployments-->Web Applications tab, select your Web Application.
Go to the Configuration tab, and Files subtab, and enter avalue in seconds for the
Reload Period.

Deploying Web Applications with
Production Mode Enabled

To deploy aWeb Application with Production Mode enabled, you must start
WebL ogic Admin Server with the - DPr oduct i onMbdeEnabl ed=t r ue flag.
WebL ogic Admin Server can use this feature; managed servers cannot. For more
information, see Starting and Stopping WebL ogic Servers at

http://e-docs. bea. comw s/ docs61/ adm ngui de/ startstop. htnl .

Y ou can deploy a Web Application using either the Administration Console or the
webl ogi c. depl oy utility. When you deploy aWeb Application it is automatically
deployed to all of the targeted Managed Serversin the domain. (For moreinformation
on administering Managed Servers, see Configuring WebL ogic Servers and Clusters
athttp://e-docs. bea. com w s/ docs61/ adnmi ngui de/ config. htm .)

It isnot advisable to store applicationsin the conf i g/ nydomai n/ appl i cati ons
directory. In production mode, WebL ogic Server will not detect applications newly
placed intheconf i g/ nydonai n/ appl i cat i ons directory, but applications that
were detected in the directory before switching to production mode will continue to
deploy automatically.
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These deployment instructions presume that you have created a functional Web
Application using the correct directory structure and containing the web. xm
deployment descriptor and, if needed, thewebl ogi c. xm deployment descriptor. Y ou
can deploy your Web Application as an archived . war file or in exploded directory
format. For more information, see “ Directory Structure” on page 1-15.

Deploying a Web Application Using the
Administration Console

To deploy aWeb Application using the Administration Console;

1
2.

o g M W

7.
8.
9.

Start your WebL ogic Server Administration Server.

Start the WebL ogic Server Administration Console. For more information, see
Overview of WebL ogic Server Management at
http://e-docs. bea. comw s/ docs61/ adm ngui de/ over vi ew. ht m

Expand the Deployments node in the left pane.
Right-click on the Web Applications node.
Select Configure a New WebA ppComponent.

Enter the full path to the exploded directory or . war filein the Path URI field.
For example:

(exploded directory format) c: \ myApps\ myWebApp
(archived format) c: \ my Apps\ ny\WebApp. war

Click Create.
Select the new Web Application from the Web Applications node in the | eft pane.
Select the Targetstab in the right pane.

10. Select the Servers tab and move the appropriate servers to the Chosen box.

11. If you are using a cluster of WebL ogic Servers, select the Clusters tab and move

the appropriate clusters to the Chosen box.
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12. If you are using virtual hosting, select the Virtual Hosts tab and target any virtual
hosts that should apply to this Web Application. For more information, see
Configuring Virtual Hosting at
http://e-docs. bea. comw s/ docs61/ adm ngui de/ web_server. htm #vir
tual _hosti ng.

13. Select the configuration tab and configure applicable attributes on the General,
Files, and Other tabs. Y ou can click on the question mark icons to get more
information about these attributes.

14. Test your Web Application by accessing a resource through a Web browser. You
access resources with a URL constructed as follows:

http://nyServer: myPort/ nyWebApp/ r esour ce

Where:

e nyServer isthe name of the machine hosting WebL ogic Server

e nyPort isthe port number where WebL ogic Server islistening for requests

e nyWebApp isthe name of the Web Application archive file (myWebApp. war ,
for instance) or the name of adirectory containing the Web Application.

e resour ce isthe name of aresource such asaJSP, HTTP servlet, or HTML
page.

Deploying a Web Application Using the
weblogic.deploy Utility

To deploy aWeb Application using the webl ogi c. depl oy utility:

1. Setupyour local environment so that WebL ogic Server classesarein your system
CLASSPATH and the JDK isavailable. Y ou can usetheset Env script located inthe
confi g/ mydomai n directory to set the CLASSPATH.

2. Enter the following command:

% j ava webl ogi c. depl oy -port port_nunmber -host host_nane
-conponent application:target depl oy password application
source

Where:
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e host_name isthe name of the machine hosting WebL ogic Server

e port_number isthe port number where WebL ogic Server is listening for
requests

e application isthe name you want to assign to this Web Application.

e target isthe name of aserver, cluster or virtual host to be targeted by this
Web Application. Y ou can enter multiple targets, separated by a comma.

e password isyour system administration password

e sour ce isthefull pathname of the . war file you want to deploy, or the full
pathname of a directory containing a Web Application in exploded directory
format.

For example:

java webl ogi c. deploy -port 7001 -host mnyhost -conponent
nyWebApp: myserver depl oy pswd1234 nyWebApp d:\ nyWebApp. war

Redeploying a Web Application with
Production Mode Enabled

2-28

To redeploy a Web Application with Production Mode enabled, you must start
WebL ogic Admin Server with the - DPr oduct i onModeEnabl ed=t r ue flag.
WebLogic Admin Server can use this feature; managed servers cannot. For more
information, see Starting and Stopping WebL ogic Servers at

http://e-docs. bea. comw s/ docs61/ adm ngui de/ startstop. htm .

When you modify acomponent (for instance, aservlet, JSP, or HTML page) of aWeb
Application onthe Administration Server, you must take additional stepsto refreshthe
maodified component so that it is also deployed on any targeted Managed Servers. One
way to refresh a component is to redeploy the entire Web Application. Redeploying
the Web Application means that the entire Web Application (not just the modified
component) isre-sent over the network to al of the Managed Servers targeted by that
Web Application.

Note the following regarding redeployment of Web Applications:
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Depending on your environment, there may be performance implications due to
increased network traffic when aWeb Application is re-sent to the Managed
Servers.

If the Web Application is currently in production and in use, redeploying the
Web Application causes WebL ogic Server to lose all active HTTP sessions for
current users of the Web Application.

If you have updated any Java class files, you must redeploy the entire Web
Application to refresh the class.

If you change the deployment descriptors, you must redeploy the Web
Application.

If you need to refresh static files such as JSPs, HTML files, image files, you can use
the refresh option of the webl ogi c. depl oy utility to refresh the static file. For more
information, see “ Refreshing Static Components Without Redeploying the
Application” on page 2-31.

Redeploying a Web Application Using the
Administration Console

To redeploy a Web Application throught the Administration Console:

o N o o ~ W D

Start the WebL ogic Server Administration Console.
Expand the deployments node in the left pane.
Expand the Web Application node.

Select the Web Application you want to redeploy.
Deselect the Deployed box in the right-hand pane.
Click Apply.

Select the Deployed box in the right-hand pane.
Click Apply.

Note: When you redeploy a Web Application, any active HTTP sessions are | ost.
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Redeploying a Web Application Using the
weblogic.deploy Utility

2-30

Enter the following command:

% j ava webl ogi c. depl oy -port port_nunber -host host_nane

updat e password application source

Where:

host _nane isthe name of the machine hosting WebL ogic Server.

port _nunber isthe port number where WebL ogic Server islistening for
requests.

passwor d isyour system administration password.
appl i cati on isthe name of the Web Application.

sour ce isthe full pathname of the . war file you want to redeploy, or the full
pathname of a directory containing a Web Application in exploded directory
format.

Notes: When you redeploy aWeb Application, any active HTTP sessions are | ost.

Updating an application on any single server instance to which it is targeted
causesit to be updated on all serversto which is targeted. For instance, if an
application istargeted to a cluster, and you update it on one of the clustered
servers instances, the application will be updated on all members of cluster.
Similarly, if the application is targeted to a cluster and to a standalone server
instance, updating it on the standal one server instance will result in its update
on the cluster, and vice versa.
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Refreshing Static Components Without Redeploying
the Application

To refresh static components of an application without having to redeploy the entire
application, usethewebl ogi c. r ef r esh tooal.

When you update a static file in aWeb Application on the Administration Server, the
file is not automatically copied to the Web Application on any Managed Servers, but
you can use webl ogi c. r ef resh to refresh, add, or delete static files such as:

m JSPs
m XML files
m HTML files

m Imagefiles, suchas. gi f and.j pg
m Textfiles

Refreshing JSPs does not require redeploying the Web Application because each JSP
isloaded by its own classloader, of which the Web Application classloader isa parent.

Note the following limitations of this utility:
®m You cannot use this utility to refresh Java classfiles.

m  To usethis utility, the Web Application must be deployed in exploded directory
format, and if it is contained in an ear file, the ear file must be in exploded
format. The utility does not work for components archivedin . war files.

Torefresh astatic file:

1. Set up your development environment so that WebL ogic Server classesarein your
system CLASSPATH and the JDK is available. Y ou can use the set Env script
located in the conf i g/ nydonai n directory to set your environment.

2. Enter acommand in the following form:
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% java webl ogic.refresh -url -username -password -application
-conponent -files -delete -root

Where:

url isthe URL of your WebL ogic Administration Server.
user name isthe username for system administration.
passwor d isyour system administration password.

appl i cati on isthe name of an Enterprise Application that contains the Web
Application being refreshed. If your Web Application is not part of an
Enterprise Application, enter the name of the Web Application.

conponent isthe name of the Web Application being refreshed.

fil es isacomma-separated list of filesto be refreshed. The files can be
specified using wildcards, e.g., *. j sp or *. gi f . Note that to specify
multiple files you cannot use both wildcards and multiple comma-separated
files. Filenames must be relative filenames to the root of the Web
Application, so if thefileisbal | . gi f and iscontained in a subdirectory
\ f 0o of the Web Application root directory, the filenameis
foo\ball.gif.Ifafiledoesnot exist on the server, it will be created,
along with any specified subdirectories.

if del et e isset, named fileswill be deleted.

r oot isthe directory from which files should be picked up for refresh.
Default isthe current directory.

For exampl e, the following command refreshes the files Hel | oVor 1 d. j sp and
foolbal I . gi f inthemyWebApp Web Application:

java webl ogic.refresh -url t3://1ocal host: 7001 -usernane
nmyUser name -password nyPassword -application nyApplication
-conponent nmyWebApp -root c:\stagedir\nyWebApp

Hel | oworl d.jsp,foo\ball.gif
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Un-deploying Web Applications

Un-deploying aWeb Application leaves your configuration intact, but makesthe Web
Application unavailableto respond to client requests. To un-deploy aWeb Application
you can use the Administration Console or the webl ogi c. depl oy utility:

Un-deploying a Web Application Using the
Administration Console

To un-deploy a Web Application using the Administration Console:

1
2
3
4.
5
6
7

. Start the Administration Console.
. Expand the Deployments node in the | eft pane.
. Expand the Web Applications node.

Select the Web Application you want to un-deploy.

. Select the Configuration tab in the right pane.
. Deselect the Deployed box.
. Click Apply.

Un-deploying a Web Application Using the
weblogic.deploy Utility

To un-deploy aWeb Application using the webl ogi c. depl oy utility:

1

Set up your devel opment environment so that WebL ogic Server classesarein your
system CLASSPATH and the JDK is available. Y ou can use the set Env script
located in the conf i g/ nydonai n directory to set the CLASSPATH.

Enter the following command:
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% j ava webl ogi c. depl oy -port port_nunber -host host_nane
undepl oy password application source

Where:
e host_name isthe name of the machine hosting WebL ogic Server.

e port_nunber isthe port number where WebL ogic Server is listening for
requests.

e password isyour system administration password.
e application isthe name of the Web Application.

e sour ce isthefull pathname of the . war file you want to redeploy, or the full
pathname of a directory containing a Web Application in exploded directory
format.

Deleting a Web Application

Deleting aWeb Application removesall of the configuration information of your Web
Application from your domain configuration and makes the Web Application
unavailable to respond to client requests. Y ou can delete aWeb Application using the
Administration Console or by using the webl ogi c. depl oy utility.

Deleting a Web Application does not delete the Web Application from your file
system.

Deleting a Web Application in the applications

Directory
If you are running WebL ogic Server in devel opment mode (you started WebL ogic
Server with the - DPr oduct i onMbdeEnabl ed=f al se flag), to delete aWeb

Application in the appl i cat i ons directory, you must physically delete the directory
or archive containing the Web Application from the appl i cat i ons directory.
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Deleting a Web Application Using the Administration

Console

To delete aWeb Application using the Administration Console:

1

Start the WebL ogic Server Administration Console. For more information, see
Overview of WebL ogic Server Management at
http://e-docs. bea. coml W s/ docs61/ adm ngui de/ over vi ew. ht i

Expand the Deployments node in the |eft pane.
Select the Web Applications node.

In the right pane, click the trash can icon next to the name of the Web
Application you want to delete. You are prompted to confirm the deletion.

Click Yes.

DeletingaWeb Application Using the weblogic.deploy

Utility

To delete aWeb Application using the webl ogi c. depl oy utility:

1

Set up your devel opment environment so that WebL ogic Server classesarein your
system CLASSPATH and the JDK is available. Y ou can use the set Env script
located in the conf i g/ nydonai n directory to set the CLASSPATH.

Enter the following command:

% j ava webl ogi c. depl oy -port port_nunmber -host host_nane
del ete password application

Where:
e host_nane isthe name of the machine hosting WebL ogic Server

e port_nunber isthe port number where WebL ogic Server islistening for
requests.

e password isyour system administration password.

e appl i cati on isthe name of the Web Application.
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Deploying Stand-Alone Web Applications

If your Web Application is stand-alone, you can specify its context root in the

webl ogi ¢. xm fileusingthecont ext - r oot element. If theWeb Applicationis
part of an EAR, specify the context root inthe EAR’sappl i cati on. xmi file. A
cont ext - root settinginappl i cati on. xm takes precedence over

cont ext - root settingin webl ogi c. xnl . See context-root Element at
http://e-docs.bea.com/wl|s/docs61/webapp/weblogic_xml.html.
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CHAPTER

3

Configuring Web
Application
Components

The following sections describe how to configure Web Application components:

“Configuring Servlets’ on page 3-38

“Configuring JSP’ on page 3-41

“Configuring JSP Tag Libraries’ on page 3-42
“Configuring Welcome Pages’ on page 3-43
“Setting Up a Default Servlet” on page 3-44
“Customizing HTTP Error Responses’ on page 3-45
“Using CGI with WebL ogic Server” on page 3-45

“Serving Resources from the CLASSPATH with the ClasspathServlet” on
page 3-48

“Configuring External Resourcesin aWeb Application” on page 3-49
“Referencing EJBsin aWeb Application” on page 3-51
“Determining the Encoding of an HTTP Request” on page 3-52
“Mapping IANA Character Sets to Java Character Sets’ on page 3-53
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Configuring Servlets

Servlets are registered and configured as a part of a Web Application. To register a
servlet, you add several entries to the Web Application deployment descriptor. The
first entry, under the <ser vl et > element, defines a name for the servlet and specifies
the compiled class that executes the servlet. (Or, instead of specifying a servlet class,
you can specify a JSP page.) This element also contains definitions for initialization
parameters and security roles for the servlet. The second entry, under the

<ser vl et - mappi ng> element, definesthe URL pattern that calls this servlet.

For compl ete instructions on editing the Web Application deployment descriptor, see:
m “Step 9: Deploy Servlets’ on page 8-99
m “Step 10: Map aservlet toaURL” on page 8-102

Servlet Mapping

3-38

Servlet mapping controls how you access a servlet. The following examples
demonstrate how you can use servlet mapping in your Web Application. In the
examples, aset of servlet configurationsand mappings (fromtheweb. xm deployment
descriptor) isfollowed by atable (see “url-patterns and Servlet Invocation” on

page 3-39) showing the URL s used to invoke these servlets.

Listing 3-1 Servlet Mapping Example

<servl et >

<ser vl et - nane>wat er nel on</ servl et - nanme>

<servl et-cl ass>nyservl ets. wat ernel on</ servl et -cl ass>
</servl et>

<servl et >

<servl et - name>gar den</ ser vl et - nane>

<servl et-cl ass>nyservl ets. garden</servl et-cl ass>
</servl et>

<servl et>
<servl et - nane>l i st </ servl et - nane>
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<servl et-class>nyservlets.list</servlet-class>
</servlet>

<servl et >

<servl et - name>ki wi </ servl et - nanme>

<servl et-class>nyservl ets. kiw </servl et-class>
</ servl et>

<servl et - mappi ng>
<servl et - name>wat er nel on</ servl et - nane>
<url-pattern>/fruit/sumrer/*</url-pattern>
</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - name>gar den</ ser vl et - nane>
<url -pattern>/seeds/*</url-pattern>
</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - nanme>| i st </ servl et - nane>
<url -pattern>/seedlist</url-pattern>
</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - name>ki W </ servl et - nane>
<url -pattern>*.abc</url-pattern>
</ servl et - mappi ng>

Table 3-1 url-patternsand Servlet Invocation

URL

Servlet
Invoked

http://host: port/nywebapp/fruit/sumer/index. htn

wat er nel on

http://host: port/nywebapp/fruit/sumer/index. abc

wat er nel on

http://host: port/nywebapp/ seedl i st

list
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Table 3-1 url-patternsand Servlet Invocation

URL Servlet
Invoked

http://host: port/ mywebapp/ seedl i st/index. htm The default
serviet, if
configured, or an
HTTP 404 File
Not Found error
message.
If the mapping
forthel i st
servlet had been
/ seedl i st *,
thel i st servlet
would be
invoked.

http://host: port/nywebapp/ seedl i st/ pear. abc Ki wi

If the mapping
for thel i st
servlet had been
/ seedl i st *,
thel i st serviet
would be
invoked.

http://host: port/nywebapp/ seeds garden

http://host: port/nywebapp/ seeds/i ndex. ht m garden

http://host: port/nywebapp/index. abc Ki wi

Servlet Initialization Parameters

Y ou define initialization parameters for servletsin the Web Application deployment
descriptor, in the <i ni t - par anm> element of the <ser vl et > element, using
<par am name> and <par am val ue> tags. For example:
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Listing 3-2 Example of Configuring Servlet Initialization Parameters

<servl et>
<servl et - name>Hel | oWor | d2</ ser vl et - nanme>
<servl et - cl ass>exanpl es. servl ets. Hel | oWor| d2</ servl et -cl ass>

<i nit-paranr
<par am nane>gr eet i ng</ par am nanme>
<par am val ue>Wel conme</ par am val ue>
</init-paranpr

<i nit-paranp
<par am nane>per son</ par am nane>
<par am val ue>WebLogi ¢ Devel oper </ param val ue>
</init-paranr
</servl et>

For more information on editing the Web Application deployment descriptor, see
“Writing Web Application Deployment Descriptors’ on page 8-91.

Configuring JSP

Y ou deploy JavaServer Pages (JSP) files by placing them in theroot (orin a
subdirectory below the root) of a Web Application. Additional JSP configuration
parameters are defined in the <j sp- descri pt or > element of the WebL ogi c-specific
deployment descriptor, webl ogi ¢. xm . These parameters define the following
functionality:

m Optionsfor the JSP compiler

m Debugging

m  How often WebL ogic Server checks for updated JSPs that need to be recompiled
m Character encoding

For a complete description of these parameters, see “ JSP Parameter Names and
Values’ on page B-155.
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For instructions on editing the webl ogi c. xm file, see “Main Steps to Create the
weblogic.xml File” on page 8-114.

Y ou can also register a JSP as a servlet using the <ser vl et > tag. In thisexample a
URL containing / mai n will invoke nmyJSPfile. | sp:

<servl et >
<servl et - name>nyFoo</ servl et - nanme>
<jsp-file>myJSPfile.jsp</jsp-file>
</servl et>

<servl et - mappi ng>
<servl et - name>nyFoo</ servl et - nanme>
<url-pattern>/nain</url-pattern>
</ servl et - mappi ng>

Registering a JSP in this manner allows you to specify the load order, initialization
parameters, and security roles for a JSP, just as you would for a servlet.

Configuring JSP Tag Libraries

3-42

Weblogic Server provides the ahility to create and use custom JSP tags. Custom JSP
tags are Java classes that can be called from within a JSP page. To create custom JSP
tags, you placethemin atag library and define their behavior in atag library descriptor
(TLD) file. This TLD must be made available to the Web Application containing the
JSP by defining it in the Web Application deployment descriptor. It is agood ideato
place the TLD file in the VEB- | NF directory of your Web Application, because that
directory is never available publicly.

In the Web Application deployment descriptor, you define a URI pattern for the tag
library. ThisURI pattern must match the valuein thetaglib directivein your JSP pages.
Y ou al so define the location of the TLD. For example, if thetaglib directivein the JSP

pageis.
<U@taglib uri="nmyTaglib" prefix="taglib" %

and the TLD is located in the VEB- | NF directory of your Web Application, you would
create the following entry in the Web Application deployment descriptor:

<taglib>
<taglib-uri>nyTaglib</taglib-uri>
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<tablig-locati on>WEB- | NF/ nyTLD. t| d</taglib-I|ocati on>
</taglib>

You can also deploy atag library asa. j ar file. For more information, see Deploying
aJSP Tag Library asaJAR File at
http://e-docs. bea. comw s/ docs61/taglib/adm n. htm #j ar.

For more information on creating custom JSP tag libraries, see Programming JSP Tag
Extensionsat ht t p: / / e- docs. bea. coml Wl s/ docs61/j sp/i ndex. htni .

WebL ogic Server also includes several custom JSP tags that you can use in your
applications. These tags perform caching, facilitate query parameter-based flow
control, and facilitate iterations over sets of objects. For more information, see:

m  Using Custom WebL ogic JSP Tags at
http://e-docs. bea. comw s/ docs61/taglib/custontags. htm .

m  Using WebL ogic JSP Form Validation Tags at
http://e-docs. bea. comwW s/ docs61/j sp/validation_tags. htmni.

Configuring Welcome Pages

WebL ogic Server allows you to set a page that is served by default if the requested
URL isadirectory. Thisfeature can make your site easier to use, because the user can
type a URL without giving a specific filename.

Welcome pages are defined at the Web Application level. If your server ishosting
multiple Web Applications, you need to define welcome pages separately for each
Web Application.

To define Welcome pages, edit the Web Application deployment descriptor,
web. xml . For moreinformation, see“ Step 13: Define welcome pages’ on page 8-104

If you do not define Welcome Pages, WebL ogic Server looksfor thefollowing filesin
the following order and serves the first oneit finds:

1. index.htm
2. index. htm

3. index.jsp
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Setting

For more information, see How WebL ogic Server Resolves HTTP Requests at
http://e-docs. bea. comw s/ docs61/ adm ngui de/ web_server. ht ml #r esol
ve _http_req.

Up a Default Servlet

Each Web Application has a default serviet. This default servlet can be a servlet that
you specify, or, if you do not specify a default servlet, WebL ogic Server uses an
internal servlet called theFi | eSer vl et asthe default servlet. For more information
ontheFil eServl et , see How WebL ogic Server Resolves HTTP Requests at
http://e-docs. bea. comw s/ docs61/ adm ngui de/ web_server. ht nl #r esol
ve _http_req.

Y ou can register any servlet as the default servlet. Writing your own default servlet
allows you to use your own logic to decide how to handle a request that falls back to
the default servlet.

Setting up a default servlet replacestheFi | eSer vl et and should be done carefully
becausethe Fi | eSer vl et isused to serve most files, such astext files, HTML file,
image files, and more. If you expect your default servlet to serve such files, you will
need to write that functionality into your default servlet.

To set up auser-defined default servlet:
1. Defineyour servlet as described in Configuring Servlets on page 3-38.

2. Map your default servlet with aurl-pattern of “/ ”. This causes your default
servlet to respond to all types of files except for those with extensions of *. ht m
or*. htm , which areinternally mapped to the FileServlet.

If you also want your default servlet to respond to filesending in *. ht mor

*. ht m , then you must map those extensions to your default servlet, in addition
to mapping “/ . For instructions on mapping servlets, see Configuring Servlets
on page 3-38.

3. If you still want the Fi | eSer vl et to serve files with other extensions:
a. Defineaservlet and giveit a<ser vl et - name>, for examplenyFi | eSer vl et .

b. Definethe<servl et -cl ass>aswebl ogi c. servl et. Fil eServlet.
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Customizing HTTP Error Responses

a. Usingthe<servl et - mappi ng> element, map file extensions to the
myFi | eSer vl et (inaddition to the mappings for your default servlet). For
example, if youwant thenyFi | eSer vl et toservegi f files, map*. gi f tothe
nyFi |l eServl et.

Note: TheFil eServl et includesthe SERVLET PATH when determining the
source filename if docHome is not specified. Asaresult, it is possible to
explicitly server only files from specific directories by mapping the
FileServliet to /dir/*,etc.

Customizing HTTP Error Responses

Y ou can configure WebL ogic Server to respond with your own custom Web pages or
other HTTP resources when particular HTTP errors or Java exceptions occur, instead
of responding with the standard WebL ogic Server error response pages.

Y ou define custom error pagesin the <er r or - page> element of the Web Application
deployment descriptor (web. xmi ). For more information on error pages, see
“error-page Element” on page A-135.

Using CGI with WebLogic Server

WebL ogic Server provides functionality to support your legacy Common Gateway
Interface (CGlI) scripts. For new projects, we suggest you use HTTP serviets or
JavaServer Pages.

WebL ogic Server supportsall CGI scriptsthrough an internal WebL ogic servlet called
the CG Ser vl et . To use CGl, register the CA Ser vl et inthe Web Application
deployment descriptor (see* Sample Web Application Deployment Descriptor Entries
for Registering the CGl Servlet” on page 3-47). For more information, see
“Configuring Servlets’ on page 3-38.

Note: Itisimportant to notethat a CGl script cannot be served by Ca Ser vl et if the
script filename does not have an extension. Filename extensions are required.
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Configuring WebLogic Server to use CGl

3-46

To configure CGI in WebL ogic Server:

1. Declarethe CG Ser vl et inyour Web Application by using the <ser vI et > and
<ser vl et - mappi ng> elements. The class name for the C@ Ser vl et is
webl ogi c. servl et. CA Ser vl et . You do not need to package this classin your
Web Application.

2. Register the following initialization parameters for the CG Ser vi et by defining
the following <i ni t - par an®> elements:
cgiDir

The path to the directory containing your CGI scripts. Y ou can
specify multiple directories, separated by a“; ” (Windows) or a*“: "
(Unix). Specify cgi Di r if you want your CGI directory to be
relative to the app-root or located inside a WAR file. Note the
following about cgi Di r :

Y oumust specify each and every directory that containsa CGI script
so that WebL ogic Server can extract it.

The CGI Servlet does not extract subdirectoriesfrom cgi Di r paths.

All CGI script names must be unique regardless of subdirectory
location since they are all extracted into the same directory and/or
they are searched for using the script name and not their full or
relative path.

For example: / f oo/ nyscri pt. pl and/ bar/ nyscri pt. pl
will be confused and it is undetermined which one will be invoked.

useByt eStream
The alternate to using the default Char streamsfor datatransfer, this
parameter, which is case sensitive, will allow the use of imagesin
the CGI servlet without distortion.

ext ensi on mappi ng
Maps afile extension to the interpreter or executable that runs the
script. If the script does not require an executable, thisinitialization
parameter may be omitted.

The <par am name> for extension mappings must begin with an
asterisk followed by a dot, followed by the file extension, for
example, *. pl .

Assembling and Configuring Web Applications



Using CGI with WebLogic Server

The <par am val ue> contains the path to the interpreter or
executable that runsthe script Y ou can create multiple mappings by
creating a separate <i ni t - par anm> element for each mapping.

Listing 3-3 Sample Web Application Deployment Descriptor Entries for
Registering the CGl Servlet

<servl et >
<servl et - name>Cd Ser vl et </ servl et - nane>
<servl et -cl ass>webl ogi c. servl et. C4 Servl et </ servl et -cl ass>
<init-paranpr
<par am nane>cgi Di r </ par am nane>
<par am val ue>
/ bea/ Wl server 6. 0/ confi g/ nydorei n/ appl i cati ons/ myWebApp/ cgi - bi n
</ par am val ue>
</init-paran>

<i nit-paranr
<par am nane>*. pl </ par am nane>
<par am val ue>/ bi n/ per| . exe</ param val ue>
</init-paranr
</servlet>

<servl et - mappi ng>
<servl et - name>Cd Ser vl et </ ser vl et - nane>
<url-pattern>/cgi-bin/*</url-pattern>
</ servl et - mappi ng>

Requesting a CGI Script

The URL used to request a perl script must follow the pattern:
http://host: port/nyWebApp/ cgi -bi n/ nyscript.p
Where

host : port
Is the host name and port number of WebL ogic Server.
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nmyVebApp
is the name of your Web Application.

cgi-bin
istheur! - pat t er n name mapped to the CA Ser vl et .

nyscri pt. pl
isthe name of the Perl script that islocated in the directory specified by the
cgi Di r initialization parameter.

Serving Resources from the CLASSPATH
with the ClasspathServiet

If you need to serve classes or other resources from the system CLASSPATH, or from
the WVEB- | NF/ cl asses directory of aWeb Application, you can use aspecia servlet
called the d asspat hSer vl et . The T asspat hSer vl et isuseful for applications
that use applets or RMI clients and require access to server-side classes. The

d asspat hSer vl et isimplicitly registered and available from any application.

The general form for invoking the Ol asspat hSer vl et is:

http://server:port[/<context-path>]/classes[/<app>@ <webapp.]]/
<package>. <cl assnanme>>. cl ass

where

cont ext - path
specifies the application for which d asspat hSer vl et isinvoked.

app
is the name of the application that contains the classes (or contains the Web

application that contains the classes) to be served.

webapp
is the name of the Web application that contains the classes.

There are two ways that you can use the C asspat hSer vl et :

m  To serve aresource from the system CLASSPATH, call the resource with a URL
such as:
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http://server:port/cl asses/ webl ogi c/ nyd ass. cl ass

m  To servearesource from the WEB- | NF/ ¢l asses directory of aWeb Application,
call the resource with a URL such as:

http://server:port/cl asses/ nyApp@yWebApp/ exanpl es/ servl ets/ myC
| ass. cl ass

In this case, the resource islocated in the following directory, relative to the root
of the Web Application:

VEEB- | NF/ cl asses/ ny/ resour ce/ nyd ass. cl ass

di sabl eSt ri ct Check relaxes the restriction of the download file type. When
di sabl eStri ct Check isset to false, ClasspathServlet only allows downloads of
.Classfiles, .war files, jar files, .ear files, .rar filesand .mf files.

To access an applet or another similar file, set di sabl eStri ct Check to true.

Warning: Sincethed asspat hSer vl et servesany resource located in the system
CLASSPATH, do not place resources that should not be publicly available
in the system CLASSPATH.

Configuring External Resources in a Web
Application

When accessing external resources, such as a DataSource from aWeb Application via
JNDI, you can map the INDI name you look up in your code to the actual INDI name
as bound in the INDI tree. This mapping is made using both the web. xm and

webl ogi c. xm deployment descriptors and allows you to change these resources
without changing your application code. Y ou provide anamethat isused in your Java
code, the name of the resource as bound in the INDI tree, and the Java type of the
resource, and you indicate whether security for the resource is handled
programmatically by the servlet or from the credential s associated with the HTTP
request.

To configure external resources:
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1. Enter the resource name in the deployment descriptor asyou use it in your code,
the Java type, and the security authorization type. For instructions on making
deployment descriptor entries, see “ Step 16: Reference external resources’ on
page 8-106.

2. Map the resource name to the INDI name. For instructions on making
deployment descriptor entries, see “ Step 3 Map resources to JNDI” on
page 8-116.

This example assumes that you have defined a data source called
account Dat aSour ce. For more information, see JDBC Data Sources at
http://e-docs. bea. com W s/ docs61/ Consol eHel p/j dbcdat asource. ht m .

Listing 3-4 Example of Using a DataSour ce

Servl et code:
j avax. sql . Dat aSource ds = (javax. sql . DataSource) ctx.|ookup
(" myDat aSour ce") ;

web. xm entries:

<resource-ref>

<res-ref - name>nyDat aSour ce</r es-r ef - name>
<res-type>j avax. sql . Dat aSour ce</res-type>
<r es-aut h>CONTAI NER</ r es- aut h>

</resource-ref>
webl ogi c. xm entries:

<resour ce-descri pti on>
<res-ref-nanme>nyDat aSour ce</res-ref - nanme>
<j ndi - nane>account Dat aSour ce</j ndi - nanme>
</resource-descripti on>
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Referencing EJBs in a Web Application

Y ou can reference EJBsin aWeb Application by giving them a name in the Web
Application deployment descriptor that is mapped to the INDI name for the EJB that
isdefined inthewebl ogi c- ej b-j ar. xni file deployment descriptor. This procedure
provides alevel of indirection between the Web Application and an EJB and is useful
if you are using third-party EJBs or Web Applications and cannot modify the code to
directly call an EJB. In most situations, you can call the EJB directly without using this
indirection. For more information, see Invoking Deployed EJBs at

http://e-docs. bea. comw s/ docs61/ ej b/ EJB _desi gn. ht m #desi gn_i nvok

i ng.

To reference an EJB for usein aWeb Application:

1. Enter the EJB reference name you use to look up the EJB in your code, the Java
class name, and the class name of the home and remote interfaces of the EJB in the
<ej b-r ef > element of the Web Application deployment descriptor. For
instructions on making deployment descriptor entries, see “ Step 21: Reference
Enterprise JavaBean (EJB) resources’ on page 8-111

2. Map the reference namein <ej b- r ef er ence- descri pt i on> element of the
WebL ogic-specific deployment descriptor, webl ogi c. xni , to the INDI name
defined in the webl ogi c- ej b-j ar. xnl file. For instructions on making
deployment descriptor entries, see “ Step 3 Map resources to JNDI” on
page 8-116.

If the Web Application is part of an Enterprise Application Archive (. ear file),
you can reference an EJB by the name used in the . ear with the <ej b- I i nk>
element.
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Determining the Encoding of an HTTP
Request

WebL ogic Server needsto convert character data contained in an HTTP request from
its native encoding to the Unicode encoding used by the Java serviet API. In order to
perform this conversion, WebL ogic Server needs to know which codeset was used to
encode the request.

There are two ways you can define the codeset:

m For a POST operation, you can set the encoding in the HTML <f or n» tag. For
example, thisform tag sets SJ1 S as the character set for the content:

<form action="http://some. host. com nyWebApp/ f oo/ i ndex. ht m ">
<i nput type="application/x-wwformurl encoded; charset=SJIS">
</ fornmp

When the form is read by WebL ogic Server, it processes the data using the SJI S
character set.

m Because all Web clients do not transmit the information after the semicolon in
the above example, you can set the codeset to be used for requests by using the
<i nput - char set > element in the WebL ogic-specific deployment descriptor,
webl ogi c. xm . The <j ava- char set - name> element defines the encoding used
to convert data when the URL of the request contains the path specified with the
<r esour ce- pat h> element.

For example:

<i nput - char set >

<r esour ce- pat h>/ f oo/ *</ r esour ce- pat h>

<j ava- char set - name>SJ| S</ j ava- char set - name>
</i nput - char set >

This method works for both GET and POST operations.

For more information on the Web Application deployment descriptor, see
“Writing the WebL ogi c-Specific Deployment Descriptor (weblogic.xml)” on
page 8-114.
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Mapping IANA Character Sets to Java
Character Sets

The names assigned by the Internet Assigned Numbers Authority (IANA) to describe
character sets are sometimes different than the names used by Java. Because all HTTP
communication usesthe IANA character set names and these namesare not alwaysthe
same, WebL ogic Server internally maps |ANA character set names to Java character
set names and can usually determine the correct mapping. However, you can resolve
any ambiguities by explicitly mapping an IANA character set to the name of a Java
character set.

To map alANA character set to a Java character set the character set namesin the
<char set - mappi ng> element of the WebL ogic-specific deployment descriptor,
webl ogi c. xmi . Definethe IANA character set name in the <i ana- char set - name>
element and the Java character set namein the <j ava- char set - name> element. For
example;

<char set - mappi ng>
<i ana- char set - nane>shi ft - JI S</ i ana- char set - nane>
<j ava- char set - nane>SJ| S</ j ava- char set - name>

</ char set - mappi ng>
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CHAPTER

4 Using Sessions and

Session Persistencein
Web Applications

The following sections describe how to set up sessions and session persistence:
m “Overview of HTTP Sessions’ on page 4-53

m “Setting Up Session Management” on page 4-54

m  “Configuring Session Persistence” on page 4-56

m “Using URL Rewriting” on page 4-63

Overview of HTTP Sessions

Session tracking enablesyou to track auser's progress over multiple servietsor HTML
pages, which, by nature, arestateless. A session isdefined asaseriesof related browser
reguests that come from the same client during a certain time period. Session tracking
tiestogether a series of browser requests—think of these requests as pages—that may
have some meaning as a whole, such as a shopping cart application.
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Setting Up Session M anagement

WebL ogic Server isset up to handle session tracking by default. Y ou need not set any

of these properties to use session tracking. However, configuring how WebL ogic

Server manages sessionsisakey part of tuning your application for best performance.

Tuning depends upon factors such as:

How many users you expect to hit the servlet
How many concurrent users hit the servlet

How long each session lasts

How much data you expect to store for each user

Heap size allocated to the WebL ogic Server instance.

HTTP Session Properties

Y ou configure WebL ogic Server session tracking with properties in the

WebL ogic-specific deployment descriptor, webl ogi c. xm . For instructions on
editing the WebL ogi c-specific deployment descriptor, see “ Step 4: Define session
parameters’ on page 8-118.

For acomplete list of session attributes, see “ session-descriptor Element” on
page B-148.

Session Timeout

4-54

Y ou can specify an interval of time after which HTTP sessions expire. When asession

expires, al data stored in the session is discarded. Y ou can set the interval in one of
two ways:

m  Setthe Ti meout Secs attribute in the “ session-descriptor Element” on

page B-148 of the WebL ogic-specific deployment descriptor, webl ogi c. xni .
Thisvalueis set in seconds.
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m  Setthe<sessi on-ti neout > (see“session-config Element” on page A-133)
el ement inthe Web Application deployment descriptor, web. xm .

Configuring Session Cookies

WebL ogic Server uses cookies for session management when supported by the client
browser.

The cookiesthat WebL ogic Server usesto track sessions are set astransient by default
and do not outlive the life of the browser. When a user quits the browser, the cookies
arelost and the session lifetime is regarded as over. This behavior is in the spirit of
session usage and it is recommended that you use sessionsin this way.

It is possible to configure many aspects of the cookies used to track sessions with
attributes that are defined in the WebL ogic-specific deployment descriptor,

webl ogi c. xm . A complete list of session and cookie-related attributes is available
“session-descriptor Element” on page B-148.

For instructions on editing the WebL ogi c-specific deployment descriptor, see“ Step 4:
Define session parameters’ on page 8-118.

Using Longer-Lived Cookies

For longer-lived client-side user data, your application should create and set its own
cookies on the browser viathe HTTP servlet API, and should not attempt to use the
cookies associated with the HTTP session. Y our application might use cookiesto
auto-login auser from a particular machine, in which case you would set anew cookie
to last for along time. Remember that the cookie can only be sent from that client
machine. Y our application should store data on the server if it must be accessed by the
user from multiple locations.

Y ou cannot directly connect the age of a browser cookie with the length of a session.
If a cookie expires before its associated session, that session becomes orphaned. If a
session expires before its associated cookie, the servlet is not be able to find a session.
At that point, anew session is assigned when ther equest . get Sessi on(t r ue)
method is called. Y ou should only make transient use of sessions.
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Y ou can set the maximum life of a cookie with the Cooki eMaxAgeSecs parameter in
the session descriptor of the webl ogi c¢. xm deployment descriptor. For more
information, see “ Step 4: Define session parameters’ on page 8-118.

L ogging Out and Ending a Session

User authentication information is stored both in the users's session data and in the
context of aserver or virtual host that is targeted by a Web Application. Using the
sessi on. i nval i dat e() method, which is often used to log out a user, only
invalidates the current session for a user—the user's authentication information still
remainsvalid and is stored in the context of the server or virtual host. If the server or
virtual host is hosting only one Web Application, the sessi on. i nval i dat e()
method, in effect, logs out the user.

There are several Java methods and strategies you can use when using authentication
with multiple Web Applications. For more information, see Implementing Single
Sign-On in the Programming WebLogic HTTP Serviets, at

http://e-docs. bea. comw s/ docs61/ servl et/ progtasks. ht m #sso.

Configuring Session Persistence

4-56

Session Persistence allowsthe datastored in an HT TP session object to be permanently
stored to enable failover and load balancing across a cluster of WebL ogic Servers.

There are five different implementations of session persistence:
m  Memory (single-server, non-replicated)

m File system persistence

m JDBC persistence

m  Cookie-based session persistence

m In-memory replication (across a cluster)
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Thefirst four are covered here; in-memory replication is covered in Understanding
HTTP Session State Replication (at
http://e-docs. bea. com’ W s/ docs61/cluster/servlet.htmi).

For file, JDBC, Cookie-based, and in-memory replication, you need to set additional
attributes, including Per si st ent St or eType. Each method has its own set of
attributes as shown below.

When your applications stores datain an HTTP session object, the data must be
serializable.

Common Properties

Y ou can configure the number of sessionsthat are held in memory by setting the
following propertiesin the <sessi on- descri pt or > element of the

WebL ogic-specific deployment descriptor, webl ogi c. xm . These propertiesare only
applicableif you are using session persistence:

CacheSi ze
Limitsthe number of cached sessionsthat can be activein memory at any one
time. If you are expecting high volumes of simultaneous active sessions, you
do not want these sessionsto soak up the RAM of your server since this may
cause performance problems swapping to and from virtual memory. When
the cache isfull, the least recently used sessions are stored in the persistent
storeand recalled automatically when required. If you do not use persistence,
this property isignored, and there is no soft limit to the number of sessions
allowed in main memory. By default, the number of cached sessionsis 1024.
The minimum is 16, and maximum is| nt eger . MAX_VALUE. An empty
session uses less than 100 bytes, but grows as data is added to it.

Swapl nt er val Secs
Theinterval the server waits between purging the least recently used sessions
from the cacheto the persistent store, whenthecacheEnt ri es limit hasbeen
reached.

If unset, this property defaults to 10 seconds; minimum is 1 second, and
maximum is 604800 (1 week).

I nval i dati onl nt erval Secs
Setsthe time, in seconds, that WebL ogic Server waits between doing
house-cleaning checks for timed-out and invalid sessions, and deleting the
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old sessions and freeing up memory. Set this parameter to a value less than
the value set for the <sessi on- t i meout > element. Use this parameter to
tune WebL ogic Server for best performance on high traffic sites.

The minimum valueis every second (1). The maximum value is once aweek
(604,800 seconds). If unset, the parameter defaults to 60 seconds.

You set <sessi on-ti meout > in the “session-config Element” on
page A-133 of the Web Application deployment descriptor web. xm .

Using M emory-based, Single-server, Non-replicated
Persistent Storage

To use memory-based, single-server, non-replicated persistent storage, set the

Per si st ent St or eType property in the <sessi on-descri pt or > element of the
WebL ogic-specific depl oyment descriptor, webl ogi ¢. xm tomenory. Whenyou use
memory-based storage, all session information is stored in memory and islost when
you stop and restart WebL ogic Server.

Note: If you do not allocate sufficient heap size when running WebL ogic Server,
your server may run out of memory under heavy |oad.

Using File-based Persistent Storage

For file-based persistent storage for sessions:

1. SetthePer si st ent St or eType property inthe<sessi on-descri pt or > element
of the WebL ogic-specific deployment descriptor, webl ogi c. xnml tofile.

2. Set the directory where WebL ogic Server stores the sessions. For more
information on setting this directory, see “Per si st ent St or eDi r” on
page B-152.

If you do not explicitly set avalue for this attribute, atemporary directory is
created for you by WebL ogic Server.

To use file-based persistent storage in a clustered environment (in aWebL ogic cluster
or in multiple WebL ogic instances not in aWebL ogic cluster):
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m  You must explicitly set this attribute to a shared directory that is accessible to all
the serversin acluster. Y ou must create this directory yourself.

m You also need afront-end proxy server to maintain session stickiness. For a
given client, the requests should be served by the same server. Otherwise, a
problem occurs when multiple serverstry to write the same storage.

m Youmust also setthel nval i dati onl nt er val Secs attributeto avery
high valueinwebl ogi c. xmi .

Using a Database for Persistent Storage (JDBC
persistence)

JDBC persistence stores session data in a database table using a schema provided for
this purpose. Y ou can use any database for which you have a JDBC driver. You
configure database access by using connection pools.

To Configure JDBC-based persistent storage for sessions:

1. Set IDBC asthe persistent store method by setting the Per si st ent St or eType
property in the <sessi on- descr i pt or > element of the WebL ogic-specific
deployment descriptor, webl ogi ¢. xm toj dbc.

2. Set aJDBC connection pool to be used for persistence storage with the
Per si st ent St or ePool property of the WebL ogic-specific deployment
descriptor, webl ogi ¢. xm . Use the name of a connection pool that is defined in
the WebL ogic Server Administration Console.

For more details on setting up a database connection pool, see Managing JDBC
Connectivity at
http://e-docs. bea. comw s/ docs61/ adm ngui de/ j dbc. ht i .

3. Set an ACL for the connection that corresponds to the users that have permission.
For more details on setting up a database connection, see Managing JDBC
Connectivity at
http://e-docs. bea. comw s/ docs61/ adm ngui de/ j dbc. ht mi .

4. Set up adatabase table namedw _ser vl et _sessi ons for JIDBC-based
persistence. The connection pool that connects to the database needs to have
read/write access for thistable. The following table shows the Column names and
data types you should use when creating this table.
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Table4-1 wl_servlet_sessionstablefor JDBC-based Persistence

Column name Type

w_id Variable-width alphanumeric column, up to 100
characters; for example, Oracle VARCHAR2( 100) .
The primary key must be set as follows:

w _id + wl _context_path.

w _cont ext _path Variable-width aphanumeric column, up to 100
characters; for example, Oracle VARCHAR2( 100) .
Thiscolumnisused as part of the primary key. (Seethe
w _i d col umm description.)

W _is_new Single char column; for example, Oracle CHAR( 1)

W _create_tine Numeric column, 20 digits; for example, Oracle
NUMBER( 20)

W _is_valid Single char column; for example, Oracle CHAR( 1)

w _sessi on_val ues Large binary column; for example, Oracle LONG RAW

W _access_tine Numeric column, 20 digits; for example, NUMBER( 20)

W _nmex_i nactive_interval Integer column; for example, Oraclel nt eger .
Number of seconds between client requests before the
session isinvalidated. A negative time value indicates
that the session should never timeout.

If you are using an Oracle DBMS, you can use the following SQL statement to create
thew _servl et _sessi ons table:

create table w _servl et _sessi ons
( W _id VARCHAR2(100) NOT NULL,
w _cont ext _path VARCHAR2(100) NOT NULL,
W _i s_new CHAR(1),
w _create_tine NUVBER(20),
W _is_valid CHAR(1),
w _session_val ues LONG RAW
w _access_ti ne NUMBER(20),
W _max_inactive_interval | NTECGER,
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PRI MARY KEY (W _id, W _context_path) );

Y ou can modify the proceeding SQL statement for use with your DBMS.

If you are using Sl Server2000, you can use the following SQL statement to create the
w _servl et _sessi ons table:

create table w _servl et_sessions
(W _id VARCHAR2(100) NOT NULL,
wl _context _path VARCHAR2(100) NOT NULL,
w _i s_new VARCHAR(1),
w _create_tinme DECH MAL,
w _is_valid VARCHAR(1),
w _sessi on_val ues | MAGE,
w _access_tinme DECH MAL,
w _max_inactive_i nterval | NTECGER,
PRI MARY KEY (W _id, W _context_path) );

Y ou can modify the proceeding SQL statement for use with your DBMS.

Note: Y ou can configure amaximum duration that JDBC session persistence should
wait for aJDBC connection from the connection pool before failing to load the
session data with the JDBCConnect i onTi neout Secs attribute. For more
information, see“JDBCConnect i onTi neout Secs” on page B-154.

Using Cookie-Based Session Persistence

Cookie-based session persistence provides a statel ess solution for session persistence
by storing all session datain acookiethat isstoredinthe user’ sbrowser. Cookie-based
session persistence is most useful when you do not need to store large amounts of data
in the session. Cookie-based session persistence can make managing your WebL ogic
Server installation easier because clustering failover logic is not required. Because the
session is stored in the browser, not on the server. Y ou can start and stop WebL ogic
Servers withcut losing sessions.

When using Cookie-based session persistence, requests are balanced on a per-request
basis as opposed to a per-session basis. Balancing on a per-request basisisthe correct
behaviour, as cookie-based session persistence is completely statel essand it makes no
difference as to which server handles the request (datais stored on the client side).

There are some limitations when using cookie-based session persistence:
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m You can only store string attributes in the session. If you store any other type of
object inthe session, an 1 | | egal Ar gunment exception isthrown.

m  You cannot flush the HTTP response (because the cookie must be written to the
header data before the response is committed).

m If the content length of the response exceeds the buffer size, the responseis
automatically flushed and the session data cannot be updated in the cookie. (The
buffer sizeis, by default, 8192 bytes. Y ou can change the buffer size with the
j avax. servl et. Servl et Response. set Buf f er Si ze() method.

m You can only use basic (browser-based) authentication.
m  Session datais sent to the browser in clear text.
m  The user’s browser must be configured to accept cookies.

m You cannot use commas (,) in a string when using cookie-based session
persistence or an exception occurs.

To set up cookie-based session persistence:

1. SetthePersi st ent St or eType parameter inthe <sessi on- descri pt or >
element of the WebL ogic-specific deployment descriptor, webl ogi c. xm to
cooki e.

2. If desired, set aname for the cookie using the Per si st ent St or eCooki eNane
parameter. The default is W.COXI E.

Secure Cookies

4-62

Asof Service Pack 3, BEA Systems introduced a new parameter that can be used to
mark the sessi onCooki e as secure. If set, the client's browser will only send the
cookie back over an HTTPS connection. This ensuresthat the cookie ID is secure and
should only be used on websites that exclusively use HTTPS. Once thisfeatureis
enabled, session cookiesover HTTP will no longer work; if your clientisdirected to a
non-HTTPS location the session will not be sent. 1t is highly advisable to turn off
URL Rewriting if you usethisfeature; if your application attemptsto encode URLs, the
session ID will be shared over HTTP. To use thisfeature, add the following to your
webl ogi c. xm :
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<sessi on- par anp

<par am nanme>Cooki eSecur e</ par am nane>
<par am val ue>t r ue</ par am val ue>

</ sessi on- par ane

<sessi on- par an>

As of Service Pack 5, BEA Systems added a new capability to WebL ogic Server that
allows a user to securely access HTTPS resources in a session that was initiated using
HTTP, without loss of session data. For more information on this new feature, see
“Multiple Web Applications, Cookies, and Authentication” on page 5-67.

Using URL Rewriting

In some situations, abrowser or wireless device may not accept cookies, which makes
session tracking using cookiesimpossible. URL rewriting isasolution to thissituation
that can be substituted automatically when WebL ogic Server detects that the browser
does not accept cookies. URL rewriting involves encoding the session ID into the
hyper-links on the Web pages that your servlet sends back to the browser. When the
user subsequently clicks these links, WebL ogic Server extracts the ID from the URL
address and finds the appropriate Ht t pSessi on when your servlet calls the

get Sessi on() method.

To enable URL rewriting in WebL ogic Server, setthe“URLRewr i t i ngEnabl ed”
on page B-154 attribute to t r ue. You set the URLRewr i t i ngEnabl ed attributein the
WebL ogi c-specific deployment descriptor, webl ogi c. xni , under the

<sessi on- descri pt or > element. (The default value for this attributeist r ue.)

Coding Guidelinesfor URL Rewriting

There are some general guidelinesfor how your code should handle URLs in order to
support URL rewriting.

m  Avoid writing a URL straight to the output stream, as shown here:
out.println("<a href=\"/nyshop/catal og.jsp\">catal og</a>");

Instead, usethe Ht t pSer vl et Response. encodeURL() method, for example:
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out.println("<a href=\""
+ response. encodeURL( “nyshop/ cat al og. j sp”)
+ “\">cat al og</a>");

Calling the encodeURL() method determinesif the URL needs to be rewritten,

and if s, it rewrites it by including the session ID inthe URL. The session ID is
appended to the URL and begins with a semicolon.

m |naddition to URLsthat are returned as a response to WebL ogic Server, also
encode URL s that send redirects. For example:

if (session.isNew())
response. sendRedi r ect
(response. encodeRedi rect Url (wel coneURL) ) ;

WebL ogic Server uses URL rewriting when a session is new, even if the
browser does accept cookies, because the server cannot tell whether a browser
accepts cookies in the first visit of a session.

m  Your servlet can determine whether a given session ID was received from a
cookie by checking the Boolean returned from the
Ht t pSer vl et Request . i sRequest edSessi onl dFr onCooki e() method. Y our
application may respond appropriately, or smply rely on URL rewriting by
WebL ogic Server.

URL Rewriting and Wireless Access Protocol (WAP)

4-64

If you are writing a WAP application, you must use URL rewriting because the WAP
protocol does not support cookies. In addition, some WAP devices have a
128-character limit on the length of a URL (including parameters), which limits the
amount of data that can be transmitted using URL rewriting. To allow more space for
parameters, you can limit the size of the session ID that is randomly generated by
WebL ogic Server by specifying the number of byteswith the “I DLengt h” on

page B-153 attribute.

Y ou can save additional space by setting the WAP Enabled attribute, which prevents
WebL ogic Server from sending primary/secondary information with the URL. Y ou set
the WAP Enabled attribute by selecting the Server > Configuration > HT TP tabs of the
Administration Console.
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CHAPTER

5 Configuring Security
In Web Applications

The following sections describe how to configure security in Web Applications:

“Overview of Configuring Security in Web Applications’ on page 5-65
“Setting Up Authentication for Web Applications’ on page 5-66
“Multiple Web Applications, Cookies, and Authentication” on page 5-67
“Restricting Access to Resourcesin aWeb Application” on page 5-69

“Using Users and Roles Programmatically in Servlets’ on page 5-70

Overview of Configuring Security in Web
Applications

Y ou can secure a Web Application by using authentication, by restricting accessto
certain resources in the Web Application, or by using security callsin your servlet
code. Several typesof security realms can be used. Security realmsare discussed inthe
document Security Fundamentals at

http://e-docs. bea. conm W s/ docs61/ security/ concepts. htnl.Notethat a
security realm is shared across multiple virtual hosts.
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Setting Up Authentication for Web
Applications

5-66

To configure authenti cation for aWeb Application, usethe<l ogi n- conf i g> element
of theweb. xm deployment descriptor. In this element you define the security realm
containing the user credential's, the method of authentication, and the location of
resources for authentication. For information on setting up a security realm, see
Security Fundamentals at

http://e-docs. bea. comw s/ docs61/ security/concepts. htm .

To set up authentication for Web Applications:

1. Opentheweb. xm deployment descriptor in atext editor or usethe Administration
Console. For more information, see “Web Application Developer Tools’ on
page 1-17.

2. Specify the authentication method using the <aut h- met hod> element. The
available options are;

BASI C
Basic authentication uses the Web Browser to display a
username/password dialog box. This username and password is
authenticated against the realm.

FORM

Form-based authentication requires that you return an HTML form
containing the username and password. Thefieldsreturned from the
form elements must be: j _user name andj _passwor d, and the
action attribute must bej _securi ty_check. Hereisan example of
the HTML coding for using FORM authentication:

<f or m met hod="PCST” action="j_security_check”>
<i nput type="text” nane="j _usernane”>
<i nput type="password” nane="j_password”>
</ form

The resource used to generate the HTML form may be an HTML
page, a JSP, or a servlet. Y ou define this resource with the
<f or m | ogi n- page> element.
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The HTTP session object is created when the login page is served.
Therefore, the sessi on. i sNew() method returns FALSE when
called from pages served after successful authentication.

CLI ENT- CERT
Uses client certificates to authenticate the request. For more
information, see Configuring the SSL Protocol at
http://e-docs. bea. comw s/ docs61/ adm ngui de/ cnf gsec.
ht m #cnf gsec015.

3. If you choose FORM authentication, also define the location of the resource used
to generate the HTML page with the <f or m | ogi n- page> element and the
resource that responds to a failed authentication with the <f or m er r or - page>
element. For instructions on configuring form authentication see
“form-login-config Element” on page A-142.

4. Specify arealm for authentication using the <r eal m name> element. If you do
not specify a particular realm, the realm defined with the Auth Realm Name field
on the Web Application» Configuration — Other tab of the Administration
Consoleis used. For more information, see “form-login-config Element” on
page A-142.

5. If you want to define a separate login for aWeb Application, see “Multiple Web
Applications, Cookies, and Authentication” on page 5-67. Otherwise, all Web
Applications that use the same cookie use a single sign-on for authentication.

Multiple Web Applications, Cookies, and
Authentication

By default, WebL ogic Server assigns the same cookie name (JSESSI ONI D) to all Web
Applications. When you use any type of authentication, all Web Applicationsthat use
the same cookie name use a single sign-on for authentication. Once auser is
authenticated, that authentication isvalid for requeststo any Web Application that uses
the same cookie name. The user is not prompted again for authentication. For more
information on single sign-on, see “ Single Sign-on Requirements’ on page 5-68.
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If you want to require separate authentication for aWeb Application, you can specify
aunique cookie name or cookie path for the Web Application. Specify the cookie name
using the Cooki eNarmre parameter and the cookie path with the Cooki ePat h parameter,
defined in the WebL ogi c-specific deployment descriptor webl ogi c. xm , in the
<sessi on- descri pt or > element. For more information, see “ session-descriptor
Element” on page B-148.

If you want to retain the cookie name and still require independent authentication for
each Web Application, you can set the cookie path parameter (Cooki ePat h)
differently for each Web Application.

Asof Service Pack 5, BEA Systems added a new capability to WebL ogic Server that
allows auser to securely access HTTPS resources in a session that was initiated using
HTTP, without loss of session data. To enable this new feature, add

Aut hCooki eEnabl ed="tr ue" tothe WbServer elementinconfig. xn :

<WebServer Name="nmnyserver" AuthCooki eEnabl ed="true"/>

Setting Aut hCooki eEnabl ed tot r ue causesthe WebL ogic Server instance to send a
new secure cookieto the browser when authenti cating viaan HT TPS connection. Once
the secure cookie is set, the session is allowed to access other security-constrained
HTTPS resources only if the cookie is sent from the browser.

Note: If authenticating viaplain HTTP, the secure cookie is not set or required for
any HTTPS resources. When accessing a non-protected HTTPS resource, the
cookieisnot verified (sinceit will not have been sent from the browser). This
alowsthe browser to access non-protected HT TPs resources without the user

logging in.

Single Sign-on Requirements

The following are requirements that must be met in order to use single sign-on
authentication with WebL ogic Server.

m  The cookie must be shared (the Name, Path, and Domain must match).
m  You must have uniform deploymentsin all cluster members.

m Single-sign on is only supported across a cluster when it is front-ended by a
proxy and when session stickiness is working.
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Restricting Access to Resources in a Web
Application

To restrict access to specified resources (servlets, JSPs, or HTML pages) in your Web
Application you apply security constraints to those resources.

To configure a security constraint:

1

Open theweb. xm and webl ogi c. xm deployment descriptorsin atext editor or
use the Administration Console. For more information, see “Web Application
Developer Tools’ on page 1-17.

Define arole that is mapped to one or more principalsin a security realm. You
define roles with the “security-role Element” on page A-142 in the Web
Application deployment descriptor. Y ou then map these rolesto principalsin
your realm with the “securi ty-rol e- assi gnnent El enent” on

page B-147 inthe WebL ogic-specific deployment descriptor, webl ogi c. xni .

Define which resourcesin the Web Application the security constraint applies to
by using the <ur | - pat t er n> element that is nested inside the

<web- r esour ce-col | ecti on> element. The<url - patt er n> can refer to a
directory, filename, or a<ser vl et - mappi ng>.

Alternatively, apply the security constraint to the entire Web Application, use
the following entry:

<url -pattern>/*</url-pattern>

Define the HTTP method(s) (GET or POST) that the security constraint applies to
using the <ht t p- net hod> element that is nested inside the

<web- r esour ce- col | ect i on> element. Use separate <ht t p- met hod> elements
for each HTTP method.

Define whether to use SSL for communication between client and server using
the <t r ansport - guar ant ee> element nested inside of the
<user - dat a- const r ai nt > method.

Assembling and Configuring Web Applications  5-69



5 confi guring Security in Web Applications

Listing5-1 Sample Security Constraint:

web. xm entries:
<security-constraint>
<web- r esour ce-col | ecti on>
<web- r esour ce- nane>Secur eOr der skast </ web- r esour ce- name>
<description>
Security constraint for
resources in the orders/east directory
</ description>
<url-pattern>/orders/east/*</url-pattern>
<ht t p- met hod>POST</ ht t p- met hod>
<ht t p- met hod>CET</ ht t p- met hod>
</ web-resource-col | ecti on>
<aut h-constrai nt >
<description>
constraint for east coast sales
</ description>
<rol e- nane>east </ r ol e- nane>
<r ol e- nane>nmanager </ r ol e- nane>
</ aut h-constrai nt >
<user - dat a- constrai nt >
<description>SSL not required</description>
<transport-guar ant ee>NONE</ t r ansport - guar ant ee>
</ user-dat a- constrai nt>
</ security-constraint>

Using Users and Roles Programmatically in
Servlets

Y ou can write your servletsto access usersand roles programmatically inyour servlet
code using the method

javax.servlet.http. HtpServl et Request.isUserlnRole(String role).
The string r ol e is mapped to the name supplied in the <r ol e- name> element nested
insidethe<security-rol e-ref>eement of a<servl et > declaration in the Web
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Application deployment descriptor. The <r ol e- | i nk> element mapsto a
<r ol e- name> defined in the <securi t y-r ol e> element of the Web Application
deployment descriptor.

The following listing provides an example.

Listing 5-2 Example of Security Role Mapping

Servl et code
i sUser | nRol e(" manager");

web. xm entries:

<servl et>

<r ol e- name>manager </ r ol e- nane>
<rol e-1ink>ngr</role-link>

</servl et>

<security-rol e>
<rol e- name>nyr </ r ol e- nane>
</security-rol e>

webl ogi c. xm entries

<security-rol e-assi gnnent >
<r ol e- name>nyr </ r ol e- nane>
<princi pal - name>al </ pri nci pal - name>
<pri nci pal - name>geor ge</ pri nci pal - name>
<pri nci pal - name>r al ph</ pri nci pal - name>
</security-rol e-ref>
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CHAPTER

6 Application Events and
Listeners

This section discusses how to configure and use Web Application events and listeners:

“Overview of Application Events and Listeners’ on page 6-73
“Servlet Context Events’ on page 6-75

“HTTP Session Events’ on page 6-76

“Configuring an Event Listener” on page 6-77

“Writing a Listener Class’ on page 6-77

“Templates for Listener Classes’ on page 6-78

“Additional Resources’ on page 6-80

Overview of Application Events and

Listeners

Application events provide notifications of a change in state of the serviet context
(each Web Application usesits own servlet context) or of an HTTP session abject. Y ou
write event listener classesthat respond to these changesin state and you configureand
deploy Application event and listener classesin aWeb Application.
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For servlet context events, the event listener classes can receive notification when the
Web Application isdeployed or is being undeployed (or when WebL ogic Server shuts
down), and when attributes are added, removed, or replaced.

For HTTP Session events, the event listener classes can receive notification when an
HTTP session is activated or is about to be passivated, and when an HTTP session
attribute is added, removed, or replaced.

Use Web Application eventsto:

m  Manage database connections when a Web Application is deployed or shuts
down

m Create counters

m  Monitor the state of HTTP sessions and their attributes

Note: Application events are a new feature in the Java servlet specification, version
2.3from Sun Microsystems. Version 2.3 isaproposed final draft of the servlet
specification. If you are planning to use application eventsin your application,
note that the specification has not been finalized and could change in the
future.

The Servlet 2.3 specification ispart of the J2EE 1.3 specification. To use J2EE
1.3 features, please see “Webl ogic Server 6.1 with J2EE 1.2 and J2EE 1.3
Functionality” on page 6-74.

WebLogic Server 6.1 with J2EE 1.2 and J2EE 1.3
Functionality

6-74

BEA WebLogic Server 6.1 isthe first e-commerce transaction platform to implement
advanced J2EE 1.3 features. To comply with the rules governing J2EE, BEA Systems
provides two separate downloads: one with 2EE 1.3 features enabled, and onethat is
limited to J2EE 1.2 features only. Both downl oads offer the same container and differ
only inthe APIsthat are available.
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WebLogic Server 6.1 with J2EE 1.2 Plus Additional J2EE 1.3 Features

With this download, WebL ogic Server defaults to running with J2EE 1.3 features
enabled. These featuresinclude EJB 2.0, JSP 1.2, Servlet 2.3, and J2EE Connector
Architecture 1.0. When you run WebL ogic Server 6.1 with J2EE 1.3 features enabl ed,
J2EE 1.2 applications are till fully supported. The J2EE 1.3 feature implementations
use non-final versions of the appropriate APl specifications. Therefore, application
code developed for BEA WebL ogic Server 6.1 that uses the new features of J2EE 1.3
may be incompatible with the J2EE 1.3 platform supported in future releases of BEA

WebL ogic Server.

WebLogic Server 6.1 with J2EE 1.2 Certification

Servlet

With this download, WebL ogic Server defaults to running with J2EE 1.3 features
disabled and is fully compliant with the J2EE 1.2 specification and regulations.

Context Events

The following table lists the types of Servlet context events, the interface your event
listener class must implement to respond to the event, and the methods invoked when

the event occurs.

Type of Event

Interface

Method

Servlet contextis
created.

j avax. servl et. Servl et Cont ext Li st ener

contextlnitialized()

Servlet contextis
about to be shut
down.

j avax. servl et. Servl et Cont ext Li st ener

cont ext Dest royed()

An attribute is
added.

javax. servl et.
Servl et Cont ext Attri but esLi st ener

attribut eAdded()

An attributeis
removed.

j avax. servl et.
Servl et Cont ext Attri but esLi st ener

attribut eRenoved()
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Type of Event Interface Method
An attributeis j avax. servl et. attribut eRepl aced()
replaced. Servl et Cont ext Attri but esLi st ener

HTTP Session Events

The following table lists the types of HTTP session events, the interface your event
listener class must implement to respond to the event, and the methods invoked when

the event occurs.

Type of Event Interface

Method

AnHTTPsessionis  javax.servlet. http.
activated. Ht t pSessi onLi st ener

sessi onCreat ed()

AnHTTPsessionis  javax.servlet. http.
about to be passivated. Ht t pSessi onLi st ener

sessi onDest royed()

An attributeisadded. j avax. servl et. http.

Ht t pSessi onAttri but eLi st ener

attribut eAdded()

An attribute is javax. servlet. http. attribut eRenmoved()
removed. Ht t pSessi onAttri but eLi st ener

An attribute is javax. servlet. http. attribut eRepl aced()
replaced. Ht t pSessi onAttri but eLi st ener

6-76

Note: The Servlet 2.3 specification also contains the

j avax.servlet.http. H t pSessi onBi ndi ngLi st ener and the
javax.servlet.http. Ht pSessi onActi vati onLi st ener interfaces.
These interfaces are implemented by objects that are stored as session
attributes and do not require registration of an event listener in web. xm . For
more information, see the Javadocs for these interfaces.
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Configuring an Event Listener

To configure an event listener:

1. Opentheweb. xm deployment descriptor of the Web Application for which you
are creating an event listener in atext editor, or use the Web Application
Deployment Descriptor Editor that is integrated into the Administration Console.
(For more information, see Web Application Deployment Descriptor Editor Help
at
http://e-docs. bea. comw s/ docs61/ Consol eHel p/ webser vi ces_ddehe
p. ht m ) Theweb. xm fileislocated in the WEB- | NF directory of your Web
Application.

2. Add an event declaration using the <l i st ener > element. The event declaration
definesthe listener class that is invoked when the event occurs. The <l i st ener >
element must directly follow the<filter>and<filter-mappi ng> el ements
and directly precede the <ser vl et > element. Y ou can specify more than one
listener class for each type of event. WebL ogic Server invokes the event listeners
in the order that they appear in the deployment descriptor (except for shutdown
events, which are invoked in the reverse order). For example:

<l|istener>
<li st ener-cl ass>nyApp. nyCont ext Li st ener Cl ass</ | i st ener-cl ass>
</listener>

<l i stener>

<li stener-cl ass>nyApp. nySessi onAttri butelLi stenerd ass</listen
er-cl ass>
</listener>

3. Write and deploy the Listener class. See the next section, Writing a Listener
Class, for details.

Writing a Listener Class

To write alistener class:
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1. Create anew class that implements the appropriate interface for the type of event
your class responds to. For alist of these interfaces, see “ Servlet Context Events’
onpage 6-75or “HTTP Session Events’ on page 6-76. See“ Templatesfor Listener
Classes” on page 6-78 for sample templates you can use to get started.

2. Create apublic constructor that takes no arguments.

3. Implement the required methods of the interface. See the J2EE API Reference
(Javadocs) at ht t p: //j ava. sun. com j 2ee/ tut ori al / api /i ndex. ht m for
more information.

4. Copy the compiled event listener classesinto the WEB- | NF/ cl asses directory of
the Web Application, or packagethem into aj ar file and copy thej ar fileinto
the WVEB- | NF/ 1 i b directory of the Web Application.

The following useful classes are passed into the listener methodsin alistener class:

javax. servlet. http. H t pSessi onEvent
provides access to the HT TP session object

j avax. servl et. Servl et Cont ext Event
provides access to the servlet context object.

j avax. servl et. Servl et Cont ext Attri but eEvent
provides access to servlet context and its attributes

javax. servlet. http. H t pSessi onBi ndi ngEvent
provides access to an HTTP session and its attributes

Templates for Listener Classes

The following examples provide some basic templates for listener classes.

Servlet Context Listener Example

package myApp;
i mport javax.servlet.*;
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Templates for Listener Classes

public final class myContextlListenerC ass inplenents
Ser vl et Cont ext Li st ener {
public void contextlnitialized(ServletContextEvent event) {

/* This nmethod is called when the servlet context is
initialized(when the Wb Application is depl oyed).
You can initialize servlet context related data here.

*/

}

public void contextDestroyed(ServletContextEvent event) {

/* This nethod is invoked when the Servl et Context
(the Web Application) is undepl oyed or
WebLogi ¢ Server shuts down.

*/

HTTP Session Attribute Listener Example

package nyApp;
i nport javax.servlet.*;

public final class nmySessionAttributelListenerd ass inplenents
Htt pSessi onAttri buteli stener {

public void attributeAdded(HttpSessi onBi ndi ngEvent sbe) {
/* This nmethod is called when an attribute
is added to a session.
*/
}

public void attri buteRenpbved(HttpSessi onBi ndi ngEvent she) {
/* This nethod is called when an attribute
is renoved froma session.
*/
}
public void attributeRepl aced(Ht pSessi onBi ndi ngEvent shbe) {
/* This method is invoked when an attibute

is replaced in a session.
*/
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Additional Resources

6-80

Assembling and Configuring Web Applications at
http://e-docs. bea. com w s/ docs61/ webapp/ i ndex. ht m

Writing Web Application Deployment Descriptors at
http://e-docs. bea. com wl s/ docs61/ webapp/ webappdepl oynent . ht m

Servlet 2.3 Specification from Sun Microsystems at
http://java. sun. conl about Java/ conmuni t yprocess/first/jsr053/ind
ex. htm

J2EE API Reference (Javadocs) at
http://java.sun.conlj2ee/tutorial/api/index.htnl

The J2EE Tutorial from Sun Microsystems: at
http://java.sun.conlj2ee/tutorial/1l 3-fcs/index.htnl
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CHAPTER

{ Filters

The following sections provide information about using filtersin a Web Application:
m “Overview of Filters’ on page 7-81

m  “Configuring Filters’ on page 7-84

m “Writing aFilter” on page 7-86

m “Example of aFilter Class’ on page 7-88

m “Filtering the Servlet Response Object” on page 7-89

m “Additional Resources’ on page 7-89

Overview of Filters

A filter isaJava classthat isinvoked in response to arequest for aresourcein aWeb
Application. Resources include Java Servlets, JavaServer pages (JSP), and static
resources such as HTML pages or images. A filter intercepts the request and can
examine and modify the response and request objects or execute other tasks.

Filters are an advanced J2EE feature primarily intended for situations where the
developer cannot change the coding of an existing resource and needs to modify the
behavior of that resource. Generally, it is more efficient to modify the code to change
the behavior of the resource itself rather than using filters to modify the resource. In
some situations, using filters can add unnecessary complexity to an application and
degrade performance.
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Note: Filtersareanew featurein the Javaservlet specification, version 2.3 from Sun
Microsystems. Version 2.3 isaproposed final draft of the servlet specification.
If you are planning to usefiltersin your application, note that the specification
has not been finalized and could change in the future.

The Servlet 2.3 specification ispart of the J2EE 1.3 specification. To use J2EE
1.3 features, please see “WebL ogic Server 6.1 with J2EE 1.2 and J2EE 1.3
Functionality” on page 7-82.

WebLogic Server 6.1 with J2EE 1.2 and J2EE 1.3
Functionality

BEA WebL ogic Server 6.1 isthe first e-commerce transaction platform to implement
advanced J2EE 1.3 features. To comply with the rules governing J2EE, BEA Systems
provides two separate downloads: one with J2EE 1.3 features enabled, and one that is
limited to J2EE 1.2 features only. Both downl oads offer the same container and differ
only inthe APIsthat are available.

WebLogic Server 6.1 with J2EE 1.2 Plus Additional J2EE 1.3 Features

With this download, WebL ogic Server defaults to running with J2EE 1.3 features
enabled. These featuresinclude EJB 2.0, JSP 1.2, Servlet 2.3, and J2EE Connector
Architecture 1.0. When you run WebL ogic Server 6.1 with J2EE 1.3 features enabl ed,
JPEE 1.2 applications are still fully supported. The J2EE 1.3 feature implementations
use non-final versions of the appropriate API specifications. Therefore, application
code developed for BEA WebL ogic Server 6.1 that uses the new features of J2EE 1.3
may be incompatible with the J2EE 1.3 platform supported in future rel eases of BEA
WebL ogic Server.

WebLogic Server 6.1 with J2EE 1.2 Certification

With this download, WebL ogic Server defaults to running with J2EE 1.3 features
disabled and is fully compliant with the J2EE 1.2 specification and regul ations.
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How Filters Work

Y ou definefiltersin the context of aWeb Application. A filter intercepts arequest for
a specific named resource or a group of resources (based on a URL pattern) and
executesthe codein thefilter. For each resource or group of resources, you can specify
asinglefilter or multiple filters that are invoked in a specific order, called a chain.

When afilter intercepts arequest, it has accessto the

j avax. servl et. Servl et Request andj avax. servl et. Servl et Response
objects that provide access to the HTTP request and response, and a

j avax. servl et. Fil ter Chai n object. TheFi | t er Chai n object containsalist of
filtersthat can beinvoked sequentially. When afilter has completed itswork, thefilter
can either call the next filter in the chain, block the request, throw an exception, or
invoke the originally requested resource.

After the original resourceisinvoked, control is passed back to thefilter at the bottom
of thelist in the chain. Thisfilter can then examine and modify the response headers
and data, block the request, throw an exception, or invoke the next filter up from the
bottom of the chain. This process continuesin reverse order up through the chain of
filters.

Uses for Filters

Filters can be useful for the following functions:

m Implementing alogging function

m Implementing user-written security functionality
m Debugging

m  Encryption

m Data compression

m  Modifying the response sent to the client. (Although post processing the
response can degrade the performance of your application.)
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Configuring Filters

You configure filters as part of aWeb Application, using the application’sweb. xni
deployment descriptor. In the deployment descriptor, you declare the filter and then
map thefilter to aURL pattern or to aspecific serviet inthe Web Application. Y ou can
declare any number of filters.

Configuring a Filter

7-84

To configure afilter:

1. Opentheweb. xm deployment descriptor in atext editor or usethe Administration

Console. For more information, see “Web Application Developer Tools’ on
page 1-17. Theweb. xm fileislocated in the WVEB- | NF directory of your Web
Application.

. Add afilter declaration. The <fi | t er > element declares afilter, defines aname

for thefilter, and specifies the Java class that executesthefilter. The<fil ter>
element must directly follow the <cont ext - par am> element and directly
precedethe <l i st ener > and <ser vl et > elements. For example:

<filter>
<i con>
<smal | -i con>M/Snal | | con. gi f </ smal | -i con>
<l arge-i con>M/Lar gel con. gi f</| arge-i con>
</icon>

<filter-name>nyFilterl</filter-nane>

<di spl ay-name>filter 1</di spl ay-nane>

<description>This is ny filter</description>

<filter-class>exanmples.myFilterd ass</filter-class>
</filter>

Thei con, descri ption, anddi spl ay- name elements are optional.

. Specify one or moreinitialization parametersinsidea<fi | t er > element. For

example:

<filter>
<i con>
<smal | -i con>M/Snal | | con. gi f </ smal | -i con>
<l arge-i con>M/Lar gel con. gi f</| arge-i con>
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</icon>
<filter-name>nyFilterl</filter-nane>
<di spl ay- nane>filter 1</displ ay-nane>
<description>This is ny filter</description>
<filter-class>exanpl es.nyFilterd ass</filter-class>
<i nit-paranr
<par am nane>nyl ni t Par anx/ par am nane>
<par am val ue>nyl ni t Par anVal ue</ par am val ue>
</init-paranpk
</filter>
Your Fi | t er classcan read the initialization parameters using the
FilterConfig.getlnitParaneter() or
FilterConfig.getlnitParanmeters() methods.

4. Add filter mappings. The<fi | t er - mappi ng> element specifies which filter to
execute based on a URL pattern or servlet name. The <fi | t er - mappi ng>
element must immediately follow the <fi | t er > element(s).

e To create afilter mapping using a URL pattern, specify the name of the filter
and a URL pattern. URL pattern matching is performed according to the
rules specified in the Servlet 2.3 Specification from Sun Microsystems at
http://java. sun. conl about Java/ conmuni t yprocess/first/jsr053/
i ndex. htmi ., in section 11.1. For example, the following fi | t er - mappi ng
maps nmyFi | t er to requeststhat contain/ nyPattern/ .
<filter-mappi ng>

<filter-name>nyFilter</filter-nane>
<url-pattern>/nyPattern/*</url-pattern>
</filter-mappi ng>

e To create afilter mapping for a specific servlet, map the filter to the name of
aserviet that is registered in the Web Application. For example, the
following code mapsthe nyFi | t er filter to aservlet called nyServl et :
<filter-mappi ng>

<filter-name>nyFilter</filter-nane>

<servl et - hanme>nySer vl et </ servl et - name>
</filter-nappi ng>

5. Tocreate achain of filters, specify multiple filter mappings. For more
information, see “ Configuring a Chain of Filters’ on page 7-86.
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Configuring a Chain of Filters

WebL ogic Server creates a chain of filters by creating alist of all the filter mappings
that match an incoming HTTP request. The ordering of the list is determined by the
following sequence:

1. Filterswherethefilter-mappi ng containsaurl - pat t er n that matches the
request are added to the chain in the order they appear in theweb. xn deployment
descriptor.

2. Filterswherethefi |t er - mappi ng containsaser vl et - nare that matches the
request are added to the chain after the filters that match a URL pattern.

3. Thelast itemin the chain is aways the originally requested resource.

Inyour filter class, usethe Fi | t er Chai n. doFi | t er () method to invoke the next
item in the chain.

Writing a Filter

7-86

To write afilter class, implement the javax.servlet.Filter interface (see
http://java.sun.conlj2ee/tutorial/api/javax/servlet/Filter.htnl).
Y ou must implement the following methods of thisinterface:

doFilter()
Use this method to examine and modify the request and response objects,
perform other tasks such aslogging, invoke the next filter in the chain, or
block further processing.

Get FilterConfig()
Use this method to gain access to the javax.servlet.FilterConfig (see
http://java.sun.conlj2ee/tutorial/api/javax/servlet/FilterC
onfig. htnl) object.

setFilterConfig()
Use this method to set the javax.servlet.FilterConfig (see
http://java.sun.conlj2ee/tutorial/api/javax/servlet/FilterC
onfig. htnl) object.
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Writing a Filter

Several other methods are available on the Fi | t er Conf i g object for accessing the
name of thefilter, the Ser vl et Cont ext and thefilter’ sinitialization parameters. For
more information see the J2EE javadocs from Sun Microsystems for

javax. servlet. FilterConfig.Javadocs are available at
http://java.sun.conm j2ee/tutorial/api/index.htm.

To accessthe next iteminthe chain (either another filter or the original resource, if that
isthe next item in the chain), call theFi | t er Chai n. doFi | t er () method.
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Example of a Filter Class

The following code example demonstrates the basic structure of aFi | t er class.

Listing 7-1 Filter Class Example

i mport javax.servlet.*;
public class Filterllnpl inplements Filter

{
private FilterConfig filterConfig;

public void doFilter(ServletRequest req,
Servl et Response res, FilterChain fc)
throws java.io.|OException, javax.servlet.ServletException
{
/| Execute a task such as | ogging.
/...

fc.doFilter(req,res); // invoke next itemin the chain --
/1 either another filter or the
/1 originally requested resource.

}
public FilterConfig getFilterConfig()

/| Execute tasks
return filterConfig;

}

public void setFilterConfig(FilterConfig cfg)
{

/1l Execute tasks
filterConfig = cfg;
}
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Filtering the Servlet Response Object

You can usefilters to post-process the output of a servlet by appending data to the
output generated by the servlet. However, in order to capture the output of the servlet,
you must create awrapper for the response. (Y ou cannot use the original response
object, because the output buffer of the servlet isautomatically flushed and sent to the
client when the servlet compl etes executing and before contral is returned to the last
filter in the chain.) When you create such a wrapper, WebL ogic Server must

mani pulate an additional copy of the output in memory, which can degrade
performance.

For more information on wrapping the response or request objects, see the J2EE
javadocs from Sun Microsystems for

javax.servlet.http. H t pServl et ResponseW apper and

javax.servlet. http. H t pSer vl et Request W apper . Javadocs are available at
http://java. sun.conlj2ee/tutorial/api/index.htn.

Additional Resources

m  Assembling and Configuring Web Applications at
http://e-docs. bea. coml W s/ docs61/ webapp/i ndex. ht m

m  Writing Web Application Deployment Descriptors at
http://e-docs. bea. comw s/ docs61/ webapp/ webappdepl oynent . ht ni

m Serviet 2.3 Specification from Sun Microsystems at
http://java. sun. conl about Java/ communi t yprocess/first/jsr053/ind
ex. htnm

m  J2EE APl Reference (Javadocs) at
http://java. sun.conlj2ee/tutorial/api/index.htm

m The J2EE Tutorial from Sun Microsystems: at
http://java.sun.conmj2ee/tutorial/1l 3-fcs/index.htm
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8

Writing Web
Application
Deployment
Descriptors

The following sections describe how to write Web Application deployment
descriptors:

Overview of Web Application Deployment Descriptors on page 8-92
Tools for Editing Deployment Descriptors on page 8-92

Writing the web.xml Deployment Descriptor on page 8-93

Sample web.xml on page 8-111

Writing the WebL ogic-Specific Deployment Descriptor (weblogic.xml) on
page 8-114
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Overview of Web Application Deployment
Descriptors

WebL ogic Server usesthe standard J2EE web. xn deployment descriptor for defining
aWeb Application. Some applicationsal so require the WebL ogi c-specific depl oyment
descriptor, webl ogi c. xmi . Y ou use these deployment descriptors to define
components and operating parametersfor aWeb A pplication. Deployment descriptors
are standard text files, formatted using XML notation and you package them in the
Web Application. For more information on Web Applications, see Web Applications
Basics on page 1-13.

The deployment descriptor web. xmi is defined by the servlet 2.3 specification from
Sun Microsystems. This deployment descriptor can be used to deploy aWeb
Application on any J2EE-compliant application server.

The deployment descriptor webl ogi c. xm  defines deployment properties that are
specific to aWeb Application running on WebL ogic Server. webl ogi c. xm isnot
required for all Web Applications.

Tools for Editing Deployment Descriptors

8-92

To edit a deployment descriptor, you can use one of several tools:

m  Use the deployment descriptor editor that isintegrated into the WebL ogic Server
Administration Console. For more information, see Web Application
Deployment Descriptor Editor Help at
http://e-docs. bea. comw s/ docs61/ Consol eHel p/ webser vi ces_ddehel
p. htn.

m  Useany plain text editor, for example Windows Notepad, emacs, vi , or your
favorite IDE.

m BEA WebL ogic now provides asimple, user-friendly tool from Ensemble for
creating and editing XML files. It can validate XML code according to a
specified DTD or XML Schema. The XML editor can be used on Windows or
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Solaris machines and is downloadable from the BEA dev2dev at
http://dev2dev.bea.com/resourcelibrary/utilitiestool s/xml.jsp.

m  Youcanusethe ANT utilities to create skeleton deployment descriptors. The
ANT task looks at a directory containing a Web Application and creates
deployment descriptors based on thefiles it findsin the Web Application. Since
the ANT tasks do not know all of the desired configurations, mappings, and
other information, the skeleton deployment descriptors it creates are incomplete.
Y ou can then use atext editor, an XML editor, or the Administration Console to
complete configuration of your Web Application using the deployment
descriptors.

For more information, see Packaging Web Applications at
http://e-docs. bea. comw s/ docs61/ programm ng/ packagi ng. ht m #pac
k005.

Writing the web.xml Deployment Descriptor

This section describes the steps to create the web. xm  deployment descriptor.
Depending on the components in your Web application, you may not need to include
all of the elements listed here to configure and deploy your Web application.

The elementsin theweb. xm file must be entered in the order they are presented in
this document.

Main Steps to Create the web.xml File

m  Step 1: Create a deployment descriptor file on page 8-94

m  Step 2: Create the DOCTY PE Statement on page 8-95

m  Step 3: Create the main body of the web.xml file on page 8-95
m  Step 4: Define deployment-time attributes on page 8-96

m  Step 5: Define context parameters on page 8-96

m  Step 6: Configure Filters (Servlet 2.3 specification only) on page 8-97

Assembling and Configuring Web Applications ~ 8-93


http://dev2dev.bea.com/resourcelibrary/utilitiestools/xml.jsp
http://e-docs.bea.com/wls/docs61/programming/packaging.html#pack005

8 Wit ng Web Application Deployment Descriptors

m  Step 7: Define Filter Mappings (Servlet 2.3 specification only) on page 8-99

m  Step 8: Configure Application Listeners (Servlet 2.3 specification only) on
page 8-99

m  Step 9: Deploy Servlets on page 8-99

m  Step 10: Map a servlet to a URL on page 8-102

m  Step 11: Define the session timeout value on page 8-103

m  Step 12: Define MIME mapping on page 8-103

m  Step 13: Define welcome pages on page 8-104

m  Step 14: Define error pages on page 8-104

m  Step 15: Define a JSP tag library descriptor on page 8-105
m  Step 16: Reference external resources on page 8-106

m  Step 17: Set up security constraints on page 8-106

m  Step 18: Set up login authentication on page 8-108

m  Step 19: Define security roles on page 8-109

m  Step 20: Set environment entries on page 8-110

m  Step 21: Reference Enterprise JavaBean (EJB) resources on page 8-111

If you have installed the WebL ogic Server samples and examples, you can look at the
web. xm and webl ogi c. xm filesin the Pet Store sample to see a working example
of Web application deployment descriptors. These files are located in the

/ sanpl es/ Pet St or e/ sour ce/ dd/ war / WEB- | NF directory of your WebL ogic
Server distribution.

Detailed Steps to Create the web.xml File

Step 1: Create a deployment descriptor file

Namethefileweb. xm and placeit under the VEB- | NF directory of the Web
application. Use any text editor.
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Step 2: Create the DOCTYPE Statement

The DOCTYPE statement refers to the location and version of the Document Type
Definition (DTD) file for the deployment descriptor. Although this header references
an external URL at j ava. sun. com WebLogic Server contains its own copy of the
DTD file, so your host server need not have accessto the Internet. However, you must
still include this <! DOCTYPE. . . > element in your web. xni file, and haveit reference
the external URL because the version of the DTD contained in this element is used to
identify the version of this deployment descriptor.

Use one of the following DOCTYPE statements:

m |f you are using any of the features of the Servlet 2.3 Specification, such as
Filters or Application Events, use the following DOCTYPE statement:

<! DOCTYPE web-app PUBLIC
"-//Sun Mcrosystens, Inc.//DTD Wb Application 2.3//EN
"http://java. sun. com dt d/ web-app_2_3.dtd">

Note: The implementation of version 2.3 of the Servlet Specification is based on
the Proposed Final Draft 1 of the servlet specification and is subject to change.
If you are planning to use features introduced in version 2.3, note that the
specification has not been finalized and could change in the future. Features
added with Proposed Final Draft 2 are not supported.

m |f you do not need to use features of the Servlet 2.3 specification, use the
following DOCTYPE statement:

<! DOCTYPE web-app PUBLIC "-//Sun Mcrosystens, Inc.//
DTD WebApplication 2.2//EN'
“http://java. sun. conij 2ee/ dt ds/ web-app_2. 2. dtd">

Step 3: Create the main body of the web.xml file
Wrap al of your entries within apair of opening and closing <web- app> tags.

<web- app>

All elements describing this Web application
go within the <web- app> element.

</ web- app>
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In XML, propertiesare defined by surrounding a property name or value with opening
and closing tags as shown above. The opening tag, the body (the property name or
value), and the closing tag are collectively called an element. Some elements do not
use the surrounding tags, but instead use a single tag that contains attributes called an
empty-tag. Elements contained within other elements are indented in this text for
clarity. Indenting is not necessary in an XML file.

The body of the <web- app> element itself contains additional elementsthat determine
how the Web application will run on WebL ogic Server. The order of the tag elements
within the file must follow the order reflected in this document. Thisordering is
defined in the Document Type Definition (DTD) file.

Step 4: Define deployment-time attributes

These tags provide information for the deployment tools or the application server
resource management tools. These values are not used by WebL ogic Server in this

release.
<i con> (Optional)
<smal | -i con> (Optional)
iconfile.gif(jpg)
</smal |l -icon>
<l arge-i con> (Optional)

iconfile.gif(jpg)
</l arge-icon>

</i con>
<di spl ay- nane> (Optional)

appl i cati on- nanme
</ di spl ay- nanme>

<descri pti on> (Optional)
descri ptive-text
</ description>

<di stri but abl e/ > (Optional)

Step 5: Define context parameters

8-96

The cont ext - par amelement declares servlet context initialization parameters for a
Web Application. These are parameters that you define that and are available
throughout your Web application. Y ou set each cont ext - par amwithin asingle
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cont ext - par amelement, using <par am name> and <par am val ue> elements. You
can access these parameters in your code using the

j avax. servl et. Servl et Cont ext . get | ni t Par anet er () and

j avax. servl et. Servl et Cont ext . get | ni t Par amet er Names() methods.

Thewebl ogi c. htt p. client Cert Proxy context parameter specifiesto trust client
certificates in the WL-Proxy-Client-Cert header. In previous releases of WebL ogic
Server, the client certificates in the WL-Proxy-Client-Cert header were trusted by

default.
<cont ext - par an» For moreinformation,
see context-param
Element on
page A-126.
<par am name> (Required)

user - def i ned
par am nane
</ par am nane>

<par am val ue> (Required)
user - defi ned val ue

</ par am val ue>

<description (Optional)
text description
</ descri ption>

</ cont ext - par an>

Step 6: Configure Filters (Servlet 2.3 specification only)

Each filter has a name and afilter class. (For more information on filters, see
Configuring Filters on page 7-84. A filter can also use initialization parameters. The
following elements define a filter:

<filter> For moreinformation,
seefilter Element on
page A-126.
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<l con> (Optional)
<smal | -i con>
iconfile
</smal | -icon>

<l arge-i con>
iconfile
</l arge-icon>

</icon>

<filter-nanme> (Required)
Filter nane
</filter-nanme>

<di spl ay- nane> (Optional)
Filter Display Nane
</ di spl ay- name>

<descri pti on> (Optional)
L.ootext. ..

</ descri ption>

<filter-class> (Required)

package. nane. MyFi | terd ass
</filter-class>

<init - paranp (Optional).
<par am name> (Required)
nane
</ par am nane>
<par am val ue> (Required)
val ue
</ par am val ue>
</init-paranp (Optional)
</[filter>
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Step 7: Define Filter Mappings (Servlet 2.3 specification only)

After you have declared afilter, map each filter to a URL pattern:

<filter-mappi ng> For moreinformation,
see filter-mapping
Element on
page A-127.
<filter-name> (Required)
name
</filter-nanme>
<url - pattern> (Required)
pattern

</url -pattern>

</filter-nmappi ng>

Step 8: Configure Application Listeners (Servlet 2.3 specification only)

Configure Web Application event listeners using a separate <l i st ener > element for
each listener class:

For more information, see Application Events and Listeners on page 6-73.

<l'i stener> For moreinformation,
see listener Element
on page A-128.
<li stener-cl ass> (Required)

ny.foo.listener
</listener-class>

</li stener>

Step 9: Deploy Servlets

To deploy aservlet, give the servliet a name, specify the classfile or JSP used to
implement its behavior, and set other servlet-specific properties. List each servlet in
your Web application within separate <ser vl et >. . . </ ser vl et > elements. After
you create entriesfor all your servlets, you must include elements that map the servlet
to aURL pattern. These mapping elements are described in “ Step 10: Map aservlet to
aURL"” on page 8-102.
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For more information, see Configuring Servlets on page 3-38

Use the following elements to declare a servlet:

<servl et> For moreinformation,
see “servlet Element”
on page A-128.
<servl et - nane> (Required)
nane
</ servl et - nane>
<servl et -cl ass> (Required)

package. nane. Myd ass
</ servl et-cl ass>

-0r -

<jsp-file>
/fool bar/ myFile.jsp
</[jsp-file>

<init-param (Optional) For more
information, see
“init-param Element”

on page A-130.
<par am name> (Required)
name
</ par am name>
<par am val ue> (Required)
val ue
</ par am val ue>
<descri pti on> (Optional)
o.otext. ..
</ descri pti on>
</init-paranr
<l oad- on-startup> (Optional)

| oadOr der
</ | oad- on- start up>
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<security-rol e-ref> (Optional).

For moreinformation,
see “security-role-ref
Element” on page

A-131.
<descri ption> (Optional)
... text. .
</ descripti on>
<rol e- nane> (Required)
rol enane
</ rol e- nanme>
<rol e-1ink> (Required)
rol el i nk
</rol e-1ink>
</security-rol e-ref>
<smal | -i con> (Optional)
iconfile
</small -icon>
<l arge-i con> (Optional)
iconfile
</l arge-icon>
<di spl ay- nane> (Optional)
Servl et Nanme
</ di spl ay- nanme>
<descri pti on> (Optional)

Lo.otext. .
</ descri ption>

</servlet>

Hereis an example of a servlet element that includes an initialization parameter.

<servl et>

<init-paranr
<par am nane>f eedbackEnai | </ par am name>
<par am val ue>f eedbackl123@easys. conx/ par am val ue>
<descri pti on>
The email for web-site feedback.
</ descri ption>
</init-paranp
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</servl et >

Step 10: Map a servlet to a URL

Once you declare your servlet or JSP using a<ser vl et > element, map it to one or
more URL patterns to make it a public HTTP resource. The use of URL patternsis
defined in the Servlet 2.3 specification from Sun Microsystems. For each mapping, use
a<servl et - mappi ng> element.

<ser vl et - mappi ng> For moreinformation,
see servlet-mapping
Element on
page A-132.
<servl et - nane> (Required)
name
</ servl et - name>
<url - pattern> (Required)
pattern

</url -pattern>

</ servl et - mappi ng>

Hereisan exampleof a<ser vl et - mappi ng> for the <ser vl et > declaration example
used earlier:

<servl et - mappi ng>
<servl et - name>Logi nServl et </ servl et - nane>
<url-pattern>/login</url-pattern>

</ servl et - mappi ng>
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Step 11: Define the session timeout value

<sessi on-confi g> (Optional)
<ses_si on-ti neout > For moreinformation,
mnutes see “ session-config
</ sessi on-ti nmeout > Element” on page
A-133.

</ sessi on- confi g>

Step 12: Define MIME mapping
To create aMIME mapping, you map afile extension to aMIME type.

<m me- mappi ng> (Optional)

Define MIME
types.

For more
information, see
“mime-mapping
Element” on page
A-133.

<ext ensi on>
ext

</ ext ensi on>

<m ne-type>
m me type

</ m nme-type>

</ m me- mappi ng>
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Step 13: Define welcome pages

For more information, see Configuring Welcome Pages on page 3-43

Optional.)

For moreinformation,
see “welcome-file-list
Element” on page

A-134.
<wel cone-file> See d'so Configuring
ny\Vel corr_eFl le.jsp Welcome Pages on
</wel come-fil e> page 3-43 and How
<wel cone-fil e> WebL ogic Server
nmyWel coneFi | e. ht m Resolves HTTP
</ wel come-fil e> Requests at
http://e-docs.bea.com/

wls/docs61/admingui
de/web_server.html#r
esolve_http _reqg.

</wel come-file-list>

Step 14: Define error pages

For more information, see Customizing HTTP Error Responses on page 3-45

<error-page> (Optional) Define a
customized pageto
respond to errors.

For moreinformation,
see “error-page
Element” on page
A-135 and How
WebL ogic Server
Resolves HTTP
Requests at
http://e-docs.bea.com/
wls/docs61/admingui
de/web_server.html#r
esolve_http _req.
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<error-code>
HTTP error code
</ error-code>

_or-

<excepti on-type>
Java exception cl ass
</ exception-type>

<l ocati on>
URL
</l ocation>

</ error-page>

Step 15: Define a JSP tag library descriptor

For more information, see Configuring JSP Tag Libraries on page 3-42.

<t agli b> (Optional) Identify
JSPtag libraries.
For moreinformation,
see “taglib Element”

on page A-136.
<taglib-uri> (Required)
string_pattern
</taglib-uri>
<tagl i b-1ocation> (Required)

filename
</taglib-Ilocation>

</taglib>

The following is an example of ataglib directive used in a JSP:
<U@taglib uri="string_pattern"” prefix="taglib" %

For more details, see Programming WebLogic JSP Tag Extensions at
http://e-docs.bea.com/wls/docs61/taglib/index.html.
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Step 16: Reference external resources

For more information, see Configuring External Resourcesin a Web Application on

page 3-49.
<resour ce-ref > (Optional)
For moreinformation,
see “resource-ref
Element” on page
A-137.
<res-ref-nanme> (Required)
name
</res-ref-name>
<res-type> (Required)

Java cl ass
</res-type>

<res-aut h> (Required)
CONTAI NER | SERVLET

</res-auth>

<res-shari ng- scope> (Optional)
Sharabl e | Unsharabl e

</res-sharing- scope>

</ resource-ref> (Required)

Step 17: Set up security constraints

A Web application that uses security requires the user to log in in order to accessits
resources. The user’s credentials are verified against a security realm, and once
authorized, the user will have access only to specified resources within the Web
application.

Security in a Web application is configured using three elements:

m The<l ogi n- confi g> element specifies how the user is prompted to log in and
the location of the security realm. If this element is present, the user must be
authenticated in order to access any resource that is constrained by a
<security-constrai nt > defined in the Web application.

m A <security-constraint > isused to define the access privilegesto a
collection of resources viatheir URL mapping.
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m A <security-rol e> element representsagroup or principa intheream. This
security role nameisused inthe <securi t y- const r ai nt > element and can be
linked to an alternative role name used in servlet code viathe
<security-rol e-ref>element.

For more information, see Restricting Access to Resourcesin a Web Application on
page 5-69.

<security-constraint> (Optional) For more
information, see
“security-constraint
Element” on page
A-138.

<web- resour ce-col | ection> (Required) For more
information, see
“web-resource-collect
ion Element” on page

A-138.
<web- r esour ce- name> (Required)
name
</ web- r esour ce- nane>
<descri pti on> (Optional)
Loaotext. .
</ description>
<url -pattern> (Optional)
pattern
</url-pattern>
<ht t p- met hod> (Optional)
GET | POST
</ htt p- met hod>
</ web-resource-col | ecti on>
<aut h-constrai nt > (Optional)

For moreinformation,
see “auth-constraint
Element” on page
A-139.

<r ol e- nane> (Optional)

group | principal
</rol e- name>
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</ aut h- constrai nt >

<user - dat a- const r ai nt >

<descri ption>
ootext.
</ descri ption>

<transport - guar ant ee>
NONE| | NTEGRAL | CONFI DENTI AL

</ transport - guarant ee>

</ user -dat a-constraint >

</ security-constraint>

Step 18: Set up login authentication

(Optional)

For moreinformation,
see
“user-data-constraint
Element” on page
A-140.

(Optional)

(Required)

For more information, see Setting Up Authentication for Web Applications on

page 5-66.

<l ogi n- confi g>

<aut h- met hod>
BASI C| FORM CLI ENT- CERT
</ aut h- net hod>
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<r eal m nanme> (Optional) For more
real mamne information, see
</real m name> Specifying a Security
Realm at

http://e-docs.bea.com/
wls/docs61/admingui
de/cnfgsec.html#cnfg
sec004.

<f orm | ogi n- confi g> (Optional)

For moreinformation,
see
“form-login-config
Element” on page
A-142.

Usethiselement if
you configure the
<aut h- net hod> to

FORM
<form | ogi n- page> (Required)
URI
</ forml ogi n- page>
<formerror-page> (Required)

URI
</formerror-page>

</ forml ogi n-confi g>

</l ogi n-confi g>

Step 19: Define security roles

For more information, see Configuring Security in Web Applications on page 5-65.

<security-rol e> (Optional)
For moreinformation,
see “security-role
Element” on page
A-142.
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<descri pti on> (Optional)
..o.text. ..

</ description>

<rol e- nane> (Required)
rol ename

</r ol e- name>

</security-rol e>

Step 20: Set environment entries

For more information, see Configuring External Resources in a Web Application on

page 3-49.
<env-entry> (Optional)
For moreinformation,
see “env-entry
Element” on page
A-143.
<descri pti on> (Optional)
Lootext.
</ description>
<env-entry- name> (Required)
name
</ env-entry-name>
<env-entry-val ue> (Required)
val ue
</ env-entry-val ue>
<env-entry-type> (Required)
type

</ env-entry-type>
</ env-entry>
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Step 21: Reference Enterprise JavaBean (EJB) resources

For more information, see Referencing EJBsin a Web Application on page 3-51.

<ej b-ref > Optional)

For moreinformation,
see “gjb-ref Element”
on page A-143.

<descri pti on> (Optional)
Lo.otext. .
</ description>

<ej b-r ef - name> (Required)
name
</ ej b-ref - nanme>

<ej b-ref-type> (Required)
Java type

</ ejb-ref-type>

<hone> (Required)
nmycom ej b. Account Horre

</ home>

<remote> (Required)
nycom ej b. Account

</ renot e>
<ej b-l'i nk> (Optional)
ej b. nanme
</ ej b-1ink>
<run- as> (Optional)
security role
</run-as>

</ ej b-ref> (Required)

Sample web.xml

Listing 8-1 Sampleweb.xml with Servliet Mapping, Welcome file, and Error
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Page

<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//
DTD Wb Application 1.2//EN'
"http://java. sun.con j 2ee/ dt ds/ web-app_2_2. dtd">

<web- app>
<l-- The following servliet elenment defines a servlet called
servl et A
The Java class of this servliet is servlets.servlietA -->
<servl et >

<servl et - nane>ser vl et A</ servl et - nane>
<servl et-cl ass>servl ets. servl et A</servl et-cl ass>
</ servl et >

<l-- The followi ng servlet elenent defines another servlet called
servl etB. The Java class of this servlet is servlets.servletB -->
<servl et >

<servl et - nane>ser vl et B</ ser vl et - nane>
<servl et-cl ass>servl ets. servl et B</servl et-cl ass>
</ servl et >

<I-- The foll owi ng servlet-mappi ng maps the servlet called servlietA
(see the servlet elenent) to a url-pattern of "blue".
The url-pattern is used when requesting this servlet, for exanple:
http://host: port/nyWebApp/ bl ue. -->
<servl et - mappi ng>
<servl et - name>ser vl et A</ ser vl et - nane>
<url - pattern>blue</url-pattern>
</ servl et - mappi ng>

<l-- The foll ow ng servlet-mappi ng maps the servlet called servletB
(see the servlet elenent) to a url-pattern of "yellow'.
The url-pattern is used when requesting this servlet, for exanple:
http://host: port/nyWbApp/yel |l ow. -->
<servl et - mappi ng>
<servl et - name>ser vl et B</ ser vl et - nane>
<url -pattern>yel | ow</url -pattern>
</ servl et - mappi ng>

<I--The follow ng wel come-file-list specifies a welcone-file.
Wl cone files are discussed el sewhere in this docunent-->
<wel cone-file-list>
<wel conme-fil e>hell o. ht M </ wel cone-file>
</wel cone-file-list>

<I--The fol | owi ng error-page el enent specifies a page that is served
in place of the standard HTTP error response pages, in this case
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HTTP error 404.-->
<error-page>

<error-code>404</ error-code>

<l ocation>/error.jsp</location>
</ error-page>

</ web- app>
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Writing the WebLogic-Specific Deployment
Descriptor (weblogic.xml)

Thewebl ogi c. xnl file contains WebL ogi c-specific attributes for a\Web application.
Y ou define the following attributesin thisfile: HTTP session parameters, HTTP
cookie parameters, JSP parameters, resource references, security role assignments,
character set mappings, and container attributes.

If you define external resources such as DataSources, EJBS, or a Security realminthe
web. xm deployment descriptor, you can use any descriptive name to define the
resource. To access the resource, you then map this resource name to the actual name
of theresourceinthe INDI treeusing afilecalled webl ogi c. xm . Placethisfileinthe
VEB- | NF directory of your Web application.

If you have installed the WebL ogic Server samples and examples, you can look at the
web. xm and webl ogi c. xm filesin the Pet Store sample to see a working example
of Web application deployment descriptors. These files are located in the

/ sanpl es/ Pet St or e/ sour ce/ dd/ war / WEB- | NF directory of your WebL ogic
Server distribution.

The ordering of the tag elements within the webl ogi c. xm file must follow the
ordering specified in this document.

Main Steps to Create the weblogic.xml File

m  Step 1: Begin the weblogic.xml file with a DOCTY PE header on page 8-115
m  Step 2: Map security role names to a security realm on page 8-116

m  Step 3 Map resourcesto JNDI on page 8-116

m  Step 4: Define session parameters on page 8-118

m  Step 5: Define JSP parameters on page 8-118

m  Step 6: Define container parameters on page 8-119

m  Step 7: Define character set parameters on page 8-120
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m  Step 8: Complete the descriptor file. on page 8-120

Detailed Steps to Create the weblogic.xml File

Step 1: Begin the weblogic.xml file with a DOCTYPE header

This header refersto the location and version of the DTD file for the deployment
descriptor. Although this header references an external URL at www. beasys. com
WebL ogic Server hasits own copy of the DTD file, so your host server need not have
access to the Internet. However, you must still include this DOCTYPE element in your
webl ogi c. xm file, and have it reference the external URL since the version of the
DTD isused to identify the version of this deployment descriptor.

<! DOCTYPE webl ogi c- web-app PUBLIC "-//BEA
Systens, Inc.//DTD Web Application 6.1//EN'
“http://ww. bea. conf servers/w s610/ dt d/
webl ogi c-web-j ar. dtd">

<webl ogi c- web- app>

<descri pti on>

Text description of the Wb App
</ descri ption>
<webl ogi c-versi on> This element is not
used by WebL ogic

</ webl ogi c- ver si on> Server
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Step 2: Map security role names to a security realm

<security-rol e-assi gnnent >

<rol e- nane> (Required)
nane

</ 1ol e- name> For moreinformation,

see
“security-role-assign
ment Element” on
page B-147.

<pri nci pal - nanme> (Required)
name
</ pri nci pal - nane>

</ security-rol e-assi gnnent >

If you need to define multiple roles, define each additional pair of <r ol e- nane> and
<pri nci pal - name> tagswithin separate <securi t y-r ol e- assi gnment > elements.

Step 3 Map resources to JNDI

In this step you map resources used in your Web application to the INDI tree. When
you define an <ej b- r ef - name> or a<r es-r ef - nane> intheweb. xm deployment
descriptor, you also reference those namesin webl ogi ¢. xm and map them to an
actual INDI name that is available in WebL ogic Server. In the following example, a
Data Sourceis referenced in a servlet with the name nyDat aSour ce. nyDat aSour ce
isthenreferencedinweb. xm and its datatype defined. Finally, inthewebl ogi c. xm
file, myDat aSour ce is mapped to the INDI name account Dat aSour ce, which is
availableinthe JNDI tree. The INDI name must match the name of an object bound in
the INDI tree. Objects can be bound to the INDI tree programatically or by configuring
them in the Administration Console. For more information, see Programming
WebLogic JNDI at http://e-docs. bea. comi wi s/ docs61/j ndi/index. htm .

Servlet code:

j avax. sql . Dat aSource ds = (javax. sql . DataSource) ctx.|ookup
(" myDat aSour ce");

web. xm entries:

<resource-ref>

<res-ref - name>nyDat aSour ce</r es-r ef - nanme>
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<res-type>j avax. sql . Dat aSour ce</res-type>
<r es- aut h>CONTAI NER</ r es- aut h>

</resource-ref>
webl ogic. xm entries:

<resour ce-description>
<r es-ref - name>nmyDat aSour ce</r es-r ef - name>
<j ndi - name>account Dat aSour ce</ j ndi - name>
</security-role-ref>

A similar pattern is used to map EJBsto the INDI tree, but usesthe <ej b- r ef - nane>
element of the <ej b-r ef erence- descri pti on> element in place of the
<r es-r ef - name> element of the <r esour ce- descri pti on> element.

<r ef erence-descri pt or >

<resour ce-descri pti on>

<r es-r ef - nane>
name
</res-ref-name>

<j ndi - nane>
JNDI  name

of resource
</j ndi - nane>

</resour ce-descripti on>

<ej b-reference-
descri ption>

<ej b-r ef - name>
name
</ ej b-ref - name>

For moreinformation,
see
“reference-descriptor
Element” on page
B-147.

For moreinformation,
see
“resource-description
Element” on page
B-148.

(Required)

(Required)

(Required) For more
information, see
“gb-reference-descrip
tion Element” on page
B-148.
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<j ndi - nanme> (Required)
JNDI nane of EJB
</ j ndi - name>
</ ej b-reference-
descri pti on>

</reference-descriptor>

Step 4: Define session parameters

Y ou define HTTP session parameters for this Web application inside of

<sessi on- par am tags, which are nested inside <sessi on- descri pt or > tags.
For each <sessi on- par am> you need to supply a

<par am name>. . . </ par am name> element that names the parameter being
defined and a<par am val ue>. . . </ par am val ue> element that provides the
value of the parameter. For alist of HTTP session parameters and details on
setting them, see “session-descriptor Element” on page B-148.

<sessi on-descri ptor> For moreinformation,
see
“ sessi on-descriptor
Element” on page
B-148.

<sessi on- par an>

<par am nane>
sessi on param name
</ par am nanme>

<par am val ue>
ny val ue
</ param val ue>

</ sessi on- par an>

</ sessi on-descri pt or >

Step 5: Define JSP parameters

Y ou define JSP configuration parameters for this Web application inside of
<j sp- par an tags, which are nested in side <j sp- descri pt or > tags. For each
<j sp- par an> you need to supply a<par am nane>. . . </ par am name> €lement that
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names the parameter being defined and a<par am val ue>. . . </ par am val ue>
element that provides the value of the parameter. For alist of JSP parameters and
details on setting them, see “jsp-descriptor Element” on page B-155.

<j sp-descri pt or > For moreinformation,
see “jsp-descriptor
Element” on page
B-155.

<j sp- par ane

<par am nane>
j sp param nane
</ par am nane>

<par am val ue>
ny val ue
</ par am val ue>

</ sp- par an>

</j sp-descriptor>

Step 6: Define container parameters

Thereisone valid, optional element you can enter in the <cont ai ner - descri pt or >
element, the <check- aut h- on- f or war d> element.

<cont ai ner - descri pt or > For moreinformation,
see
“contai ner-descriptor
Element” on page
B-157.

<check- aut h-on-f orwar d/ >

<redirect-wth-absol ute-url >
true|fal se
</redirect-wth-absol ute-url>

</ cont ai ner-descri ptor>
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Step 7: Define character set parameters

The optional <char set - par ans> element is used to define character set mappings.

<char set - par ans>

<i nput - char set >

<r esour ce- pat h>
path to match
</ resour ce- pat h>

<j ava- char set - nane>
nane of Java
character set

</ j ava- char set - name>

</i nput - char set >
<char set - mappi ng>

<i ana- char set - nane>
nanme of | ANA
character set

</i ana- char set - nane>

<j ava- char set - nane>
nane of Java
character set

</j ava- char set - name>

</ char set - mappi ng>

</ char set - par ans>

Step 8: Complete the descriptor file.

Close the desciptor file with the following tag:

</ webl ogi c- web- app>
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APPENDI X

A web.xml Deployment
Descriptor Elements

This following sections describe the deployment descriptor elements defined in the
web. xml file. Theroot element for web. xnl is<web- app>. The following elements
are defined within the <web- app> element:

m “icon Element” on page A-124
<smal | -i con>
<l arge-icon>

m “display-name Element” on page A-124
m  “description Element” on page A-125
m “distributable Element” on page A-125

m “context-param Element” on page A-126
<par am nane>
<par am val ue>
<descri pti on>

m “filter Element” on page A-126
<i con>
<filter-nane>
<di spl ay- nanme>
<descri pti on>
<filter-class>
<init-paranp

m “filter-mapping Element” on page A-127
<filter-nane>
<url -pattern>
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<servlet>

m ‘“listener Element” on page A-128
<listener-class>

m “servlet Element” on page A-128
<i con>
<smal | -i con>
<l arge-icon>
<servl et - nane>
<di spl ay- nane>
<descri pti on>
<servl et-cl ass>
<jsp-file>
<init-paranp
<par am nanme>
<par am val ue>
<descri pti on>
<l oad-on-start up>
<security-role- ref>
<descri pti on>
<r ol e- name>
<rol e-1link>

m  “servlet-mapping Element” on page A-132
<servl et - nane>
<url -pattern>

m “session-config Element” on page A-133
<sessi on-ti meout >

®  “mime-mapping Element” on page A-133
<ext ensi on>
<m ne-type>

m  “welcome-file-list Element” on page A-134
<wel come-fil e>

m “error-page Element” on page A-135
<error-code>
<exception-type>
<l ocati on>
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“taglib Element” on page A-136
<taglib-1ocation>
<taglib-uri>

“resource-ref Element” on page A-137
<descri pti on>
<res-ref-name>
<res-type>
<r es- aut h>
<res-shari ng- scope>

“security-constraint Element” on page A-138

<web-resource- collection>
<web-r esource- nane>
<descri pti on>
<url -pattern>
<ht t p- met hod>

<aut h-constrai nt >
<descri pti on>
<rol e- nane>

<user-data- constraint>
<descri pti on>
<transport- guarantee>

“login-config Element” on page A-141
<aut h- net hod>
<r eal m nanme>
<forml ogi n- config>
<f orm | ogi n- page>
<formerror-page>

“security-role Element” on page A-142
<descri pti on>
<r ol e- nanme>

“env-entry Element” on page A-143
<descri pti on>
<env-ent ry- name>
<env-entry-val ue>
<env-entry-type>

“gb-ref Element” on page A-144
<descri pti on>

Assembling and Configuring Web Applications

A-123



A webxml Deployment Descriptor Elements

<ej b-ref - nane>
<ej b-ref-type>
<hone>

<r enot e>

<ej b-11ink>
<run-as>

icon Element

Thei con element specifies the location within the Web Application for asmall and
large image used to represent the Web Application in aGUI tool. (The servlet element
also has an element called the icon element, used to supply anicon to represent a
servlet in a GUI toal.)

This element is not currently used by WebL ogic Server.

The following table describes the elements you can define within ani con element.

Element Required/ Description
Optional

<smal | -i con> Optional Location for asmall (16x16 pixel) . gi f or . j pg image used to
represent theWeb ApplicationinaGUI tool. Currently, thisisnot used
by WebL ogic Server.

<l arge-i con> Optional Location for alarge (32x32 pixel) . gi f or. j pg image used to
represent the Web ApplicationinaGUI tool. Currently, thiselementis
not used by WebL ogic Server.

display-name Element

The optional di spl ay- name element specifies the Web Application display hame, a
short name that can be displayed by GUI tools.
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description Element

Element Required/ Description
Optional
<di spl ay- name> Optional Currently, this element is not used by WebL ogic Server.

description Element

The optional description element provides descriptive text about the Web Application.

Element Required/ Description
Optional
<descri pti on> Optional Currently, this element is not used by WebL ogic Server.

distributable Element

The distributable element is not used by WebL ogic Server.

Element Required/ Description
Optional

<di stri but abl e> Optional Currently, this element is not used by WebL ogic Server.
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context-param Element

The optional cont ext - par amelement declares a Web Application's servlet context
initialization parameters. Y ou set each context-param within a single context-param
element, using <par am name> and <par am val ue> elements. Y ou can access these
parameters in your code using the

j avax. servl et. Servl et Cont ext . get | ni t Par anet er () and

j avax. servl et. Servl et Cont ext . get | ni t Par amet er Nanes() methods.

The following table describes the elements you can define within acont ext - par am

element.
Element Required/ Description
Optional
<par am nane> Required The name of a parameter.
<par am val ue> Required The value of a parameter.
<descri pti on> Optional A text description of a parameter.

filter Element

Thefilter element defines a filter class and its initialization parameters. For more
information on filters, see “ Configuring Filters’ on page 7-84.

The following table describes the el ements you can define within aser vl et €lement.

Element Required/ Description
Optional
<i con> Optional Specifies the location within the Web Application for asmall and

large image used to represent the filter in a GUI tool. Contains a
small-icon and large-icon element.

Currently, this element is not used by WebL ogic Server.
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Element Required/  Description
Optional
<filter-nanme> Required Defines the name of the filter, used to reference the filter definition
elsewhere in the deployment descriptor.
<di spl ay- name> Optional A short name intended to be displayed by GUI tools.
<descri pti on> Optional A text description of the filter.
<filter-class> Required The fully-qualified class name of thefilter.
<init-paranme Optional Contains aname/value pair as an initialization parameter of thefilter.

Use aseparate set of <i ni t - par an» tags for each parameter.

filter-mapping Element

The following table describes the elements you can definewithinafi | t er - mappi ng
element.

Element

Required/
Optional

Description

<filter-name>

Required

The name of thefilter to which you are mapping aURL pattern
or servlet. This name corresponds to the name assigned in the
<filter>elementwiththe<filter-nanme> element.

<url -pattern>

Required -ormap  Describes a pattern used to resolve URLs. The portion of the

by <servl et >

URL &fter theht t p: // host : port + Cont ext Pat h is
compared to the<ur | - pat t ern> by WebLogic Server. If
the patterns match, the filter mapped in this element is called.

Example patterns:

/ soda/ gr ape/ *
/ fool *
/contents

* foo

The URL must follow the rules specified in Section 10 of the
Servlet 2.2 Specification.
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Element Required/ Description
Optional

<servl et > Required -ormap  The name of aservlet which, if called, causes thisfilter to
by execute.

<url - pattern>

listener Element

Define an application listener using the listener element.

Element Required/ Description
Optional
<listener-class> Optional Name of the class that responds to a Web Application event.

For more information, see “ Configuring an Event Listener” on page 6-77.

servlet Element

Theservl et element contains the declarative data of a servlet.

If aj sp-fil e isspecified and the <l oad- on- st art up> element is present, then the
JSP is precompiled and loaded when WebL ogic Server starts.
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servlet Element

The following table describes the elements you can define within aser vl et element.

Element Required/ Description
Optional
<i con> Optional Location within the Web Application for asmall and large image
used to represent the servlet in aGUI tool. Contains asmall-icon and
large-icon element.
Currently, this element is not used by WebL ogic Server.
<servl et - name> Required Defines the canonical name of the servlet, used to reference the
servlet definition elsewhere in the deployment descriptor.
<di spl ay- name> Optional A short name intended to be displayed by GUI tools.
<descri pti on> Optional A text description of the servlet.
<servl et-cl ass> Required (or  The fully-qualified class name of the servlet.
use <j sp- Use only one of either the<ser vl et - cl ass> tagsor
file>) <j sp-fil e>tagsin your servlet body.
<jsp-file> Required (or  Thefull path to a JSP file within the Web Application, relative to the
use Web Application root directory.
<servlet-  yseonly oneof either the<ser vl et - cl ass> tagsor
class>) <j sp-fil e>tagsin your serviet body.
<init-parane Optional Contains a name/value pair as an initiaization parameter of the
servlet.
Use aseparate set of <i ni t - par an» tags for each parameter.
<l oad- on-startup> Require WebL ogic Server initializes this servlet when WebL ogic Server
starts up. The content of this element must be a positive integer
indicating the order in which the servlet should be loaded. L ower
integers areloaded before higher integers. If no value is specified, or
if the value specified is not a positive integer, WebL ogic Server can
load the servlet in any order in the startup sequence.
<security-rol e- Optional Used to link asecurity rolenamedefined by <securi ty-rol e>to

ref>

an alternative role namethat is hard coded in the servlet logic. This
extralayer of abstraction allows the servlet to be configured at
deployment without changing servlet code.
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icon Element

Thisisan element within the “servlet Element” on page A-128.

Thei con element specifies the location within the Web Application for small and
large images used to represent the servlet in a GUI tool.

The following table describes the elements you can define within ani con element.

Element Required/ Description
Optional
<smal | -i con> Optional Specifies the location within the Web Application for asmall (16x16

pixel). gi f or.j pgimageusedtorepresent theservletinaGuUI tool.
Currently, this element is not used by WebL ogic Server.

<l arge-icon>

Optional Specifies the location within the Web Application for asmall (32x32
pixel). gi f or . j pgimageusedto represent theservletinaGUI tool.

Currently, this element is not used by WebL ogic Server.

Init-param Element

Thisis an element within the “servlet Element” on page A-128.

The optional i ni t - par amelement contains a name/value pair as an initialization
parameter of the servlet. Use a separate set of i ni t - par amtags for each parameter.

Y ou can access these parameters with the
j avax. servl et. Servl et Confi g. get | ni t Par anet er () method.

The following table describes the elements you can define within ai ni t - par am
element.

Element

Required/ Description
Optional

<par am nane>

Required Defines the name of this parameter.

<par am val ue> Required Definesa St ri ng value for this parameter.
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Element Required/ Description
Optional
<descri pti on> Optional Text description of the initialization parameter.

WebL ogic Server recognizes the special initialization parameter,

w - di spat ch- pol i cy, to assign a servlet or JSP to an available execute queue. For
example, the following example assigns a servlet to use the execute threads available
in an execute queue named Cri ti cal WebApp:

<servl et >

<init-paranr
<par am nane>W - di spat ch- pol i cy</ par am nanme>
<par am val ue>Criti cal WebApp</ par am val ue>
</init-paranp
</servlet>

If theCriti cal WebApp queueis not available, the servlet will use execute threads
availablein the default WebL ogic Server execute queue. See Setting Thread Count for
more information about configuring execute threads in WebL ogic Server. See Using
Execute Queues to Control Thread Usage for more information about creating and
using queues.

security-role-ref Element

Thisisan element within the “servlet Element” on page A-128.

Thesecurity-rol e-ref element links a security role name defined by
<security-rol e>toandternative role name that is hard-coded in the servlet logic. This
extralayer of abstraction allows the servlet to be configured at deployment without changing
servlet code.

The following table describes the elements you can define within a
security-rol e-ref element.

Element Required/ Description
Optional
<descri pti on> Optional Text description of therole.
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Element Required/ Description
Optional
<r ol e- nanme> Required Defines the name of the security role or principal that isused in the
servlet code.
<rol e-1ink> Required Defines the name of the security role that isdefined in a

<security-rol e>element later in the deployment descriptor.

servlet-mapping Element

Theser vl et - mappi ng element defines a mapping between a servlet and a URL

pattern.
Thefollowing table describesthe elementsyou can definewithinaser vl et - mappi ng
element.
Element Required/ Description
Optional
<servl et - nanme> Required The name of the servlet to which you are mapping aURL pattern. This
name correspondsto the nameyou assigned aservlietina<ser vl et >
declaration tag.
<url -pattern> Required Describesapattern used to resolve URLs. The portion of the URL after

thehtt p: // host: port +WebAppNane iscompared to the
<url - pattern> by WebLogic Server. If the patterns match, the
servlet mapped in this element will be called.

Example patterns:

/ sodal gr ape/ *
/fool *
/contents

*. foo

The URL must follow the rules specified in Section 10 of the Servlet
2.2 Specification.

For additional examples of servlet mapping, see“ Servlet Mapping” on
page 3-38.
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session-config Element

Thesessi on- conf i g element defines the session parameters for this Web

Application.
The following table describes the element you can define within asessi on- confi g
element.
Element Required/ Description
Optional
<sessi on-ti meout> Optiona The number of minutes after which sessionsin this Web Application

expire. The value set in this element overrides the value set in the
Ti meout Secs parameter of the <sessi on- descri pt or >
element in the WebL ogi c-specific deployment descriptor

webl ogi c. xm , unless one of the specia valueslisted hereis
entered.

Default value: -2
Maximum value: Integer. MAX_VALUE + 60
Specia values:

m -2=Usethevaueset by Ti meout Secs in
<sessi on-descri pt or > element of webl ogi ¢. xn

m  -1=Sessionsdo not timeout. The value setin
<sessi on-descri pt or > element of webl ogi c. xm is
ignored.

For more information, see “ session-descriptor Element” on page
B-148.

mime-mapping Element

The i me- mappi ng element defines a mapping between an extension and amime
type.
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The following table describes the elements you can define within ani ne- mappi ng

element.
Element Required/ Description
Optional
<ext ensi on> Required A string describing an extension, for example: t xt .
<m me-type> Required A string describing the defined mime type, for example:

text/ pl ai n. Thefollowing default mime types are provided with
WebL ogic Server (you can override these):

set | f None(m neTypesMap, "htm ", "text/htm");
set| f None(m meTypesMap, "htni, "text/htm");

set | f None(m neTypesMap, "gif", "image/gif");
set | f None(m neTypesMap, "jpeg", "image/jpeg");
set | f None(m meTypesMap, "jpg", "inage/jpeg");

set | f None(m neTypesMap, "pdf", "application/pdf");
set | f None(m neTypesMap, "zip", "application/zip");
set | f None(m meTypesMap, "class", "application/x-java-vni);

set | f None(m neTypesMap, "“jar",
"application/x-java-archive");

set | f None(m neTypesMap, "ser",
"application/x-java-serialized-object");
set | f None(m neTypesMap,

"exe", "application/octet-streant); setlfNone(m neTypesMap,
"ixt"

"text/plain"); setlfNone(m nmeTypesMap, "java",
"text/plain"); // This

is for JavawbStart out of the box work
set | f None(m neTypesMap,

"jnlp", "application/x-java-jnlp-file");

welcome-file-list Element

The optional wel cone-file-1ist element containsan ordered list of
wel come-fi | e elements.

When the URL request is a directory name, WebL ogic Server servesthe first file
specified in this element. If that fileis not found, the server then tries the next file in
thelist.
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For more information, see “ Configuring Welcome Pages’ on page 3-43 and How
WebL ogic Server Resolves HTTP Requests at
http://e-docs.bea.com/wls/docs61/adminguide/web_server.html#resolve http req.

The following table describes the element you can define within a
wel come-file-list element.

Element Required/ Description
Optional
<wel cone-fil e> Optional File name to use as a default welcome file, such as index.html

error-page Element

The optional err or - page element specifies a mapping between an error code or
exception type to the path of aresource in the Web Application.

When an error occurs—while WebL ogic Server isresponding to an HTTP request, or
asaresult of aJavaexception—WebL ogic Server returnsan HTML pagethat displays
either the HT TP error code or apage containing the Javaerror message. Y ou can define
your own HTML page to be displayed in place of these default error pages or in
response to a Java exception.

For more information, see “ Customizing HTTP Error Responses’ on page 3-45 and
How WebL ogic Server Resolves HTTP Requests at
http://e-docs.bea.com/wls/docs61/adminguide/web_server.html#resolve http req.

The following table describes the elements you can define within an er r or - page
element.

Note: Define either an <er r or - code> or an <except i on-t ype> but not both.

Element

Required/ Description
Optional

<error-code>

Optional A valid HTTP error code, for example, 404.
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Element Required/ Description
Optional
<exception-type> Optional A fully-qualified class name of a Java exception type, for example,

java.lang. string

<l ocati on> Required The location of the resource to display in response to the error. For
example, / nyError Pg. ht m .

taglib Element

The optional t agl i b element describes a JSP tag library.

Thiselement associatesthelocation of aJSP Tag Library Descriptor (TLD) withaURI
pattern. Although you can specify a TLD in your JSP that is relative to the WEB- | NF
directory, you can also use the <t agl i b> tag to configure the TLD when deploying

your Web Application. Use a separate element for each TLD.

The following table describes the elements you can define within at agl i b element.

Element Required/ Description
Optional
<taglib-location> Required Gives the file name of the tag library descriptor relative to the root of

the Web Application. It isagood ideato storethe tag library descriptor
fileunder theVEEB- | NF directory soitisnot publicly available over an
HTTP request.

<taglib-uri> Required Describes a URI, relative to the location of the web.xml document,
identifying a Tag Library used in the Web Application.
If the URI matches the URI string used in the taglib directive on the
JSP page, thistaglib is used.
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resource-ref Element

The optional r esour ce-r ef element defines areference lookup name to an external
resource. Thisallowsthe servlet code to look up aresource by a“virtual” namethat is
mapped to the actual location at deployment time.

Use aseparate <r esour ce- r ef > element to define each external resource name. The
external resource name is mapped to the actual location name of the resource at
deployment time in the WebL ogi c-specific deployment descriptor webl ogi c. xn .

The following table describes the elements you can define within ar esour ce- r ef

element.
Element Required/ Description
Optional

<descri pti on> Optional A text description.

<res-ref-name> Required The name of the resource used in the INDI tree. Servletsin the Web
Application use this name to look up areference to the resource.

<res-type> Required The Javatype of the resource that corresponds to the reference name.
Use the full package name of the Javatype.

<res-aut h> Required Used to control the resource sign on for security.
If set to APPLI CATI QN, indicates that the application component
code performs resource sign on programmeaticaly. If set to
CONTAI NER WebL ogic Server uses the security context established
with thel ogi n- conf i g element. See “login-config Element” on
page A-141.

<res-sharing-scop Optiona Specifies whether connections obtained through the given resource

e>

manager connection factory reference can be shared.
Vadid values:

m  Shareable

m  Unshareable
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security-constraint Element

Thesecurity-constraint element defines the access privileges to a collection of
resources defined by the <web- r esour ce- col | ecti on> element.

For more information, see “ Configuring Security in Web Applications’ on page 5-65.

The following table describes the elements you can define within a
security-constraint element.

Element Required/ Description
Optional
<web-r esour ce- Required Defines the components of the Web Application to which this security
col | ection> congtraint is applied.
<aut h-constrai nt> Optiona Defines which groups or principals have access to the collection of

web resources defined in this security constraint. See also
“auth-constraint Element” on page A-139.

<user-dat a- Optional Defines how the client should communicate with the server.
constraint > See al's0 “ user-data-constraint Element” on page A-140.

web-resource-collection Element

Each <securi t y- const r ai nt > element must have one or more
<web- resour ce- col | ecti on> elements. These define the area of the Web
Application to which this security constraint is applied.

Thisis an element within the “ security-constraint Element” on page A-138.
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The following table describes the elements you can define within a
web- r esour ce-col | ecti on element.

Element Required/ Description
Optional

<web-resource- Required The name of this Web resource collection.

name>

<descri pti on> Optional A text description of this security constraint.

<url -pattern> Optional Useoneor moreof the<ur | - pat t er n>elementsto declaretowhich
URL patternsthis security constraint applies. If you do not use at |east
one of these elements, this<web- r esour ce-col | ecti on>is
ignored by WebL ogic Server.

<ht t p- met hod> Optional Use one or more of the <ht t p- met hod> elements to declare which

HTTP methods (usually, GET or POST) are subject to the authorization
constraint. If you omit the <ht t p- met hod> element, the default
behavior isto apply the security constraint to all HTTP methods.

auth-constraint Element

Thisis an element within the “ security-constraint Element” on page A-138.

The optional aut h- const rai nt element defines which groups or principals have
access to the collection of Web resources defined in this security constraint.

The following table describes the elements you can define within an
aut h- const rai nt element.

Element Required/ Description
Optional
<descri pti on> Optional A text description of this security constraint.
<rol e- nanme> Optional Defines which security roles can access resources defined in this

security-constraint. Security role namesare mapped to principalsusing
thesecurity-rol e-ref Elenent. See"“security-role-ref
Element” on page A-131.
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user-data-constraint Element

Thisis an element within the “ security-constraint Element” on page A-138.

Theuser - dat a- const r ai nt €element defines how the client should communicate
with the server.

The following table describes the elements you may define within a
user - dat a- const r ai nt €lement.

Element Required/ Description
Optional
<descri pti on> Optional A text description.
<transport - Required Specifies that the communication between client and server.
guar ant ee> WebL ogic Server establishes a Secure Sockets Layer (SSL)

connection when the user is authenticated using the | NTEGRAL or
CONFI DENTI AL transport guarantee.

Range of values:
m  NONE—The application does not require any transport guarantees.

m | NTEGRAL—The application requires that the data be sent between
the client and server in such away that it cannot be changed in
transit.

m  CONFI DENTI AL—The application requires that data be
transmitted so as to prevent other entities from observing the
contents of the transmission.
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login-config Element

Use the optional | ogi n- conf i g element to configure how the user is authenticated;
the realm name that should be used for this application; and the attributes that are
needed by the form login mechanism.

If thiselement is present, the user must be authenticated in order to access any resource
that is constrained by a<securi ty- const r ai nt > defined in the Web Application.
Once authenticated, the user can be authorized to access other resources with access

privileges.
The following table describes the elements you can define within al ogi n- confi g
element.
Element Required/ Description
Optional
<aut h- met hod> Optional Specifies the method used to authenticate the user. Possible values:
BASI C - uses browser authentication
FORM- uses a user-written HTML form
CLI ENT- CERT
<r eal m nanme> Optional The name of the realm that is referenced to authenticate the user

credentias. If omitted, the ream defined with the Auth Realm Name
field on the Web Application — Configuration — Other tab of the
Administration Consoleis used by default. For more information, see
Specifying a Security Realm at
http://e-docs.bea.com/wls/docs61/adminguide/cnfgsec.html#cnfgsecO
04.

Note: The<r eal m nanme> element does not refer to security
realms within WebL ogic Server. This element defines the
realm name to use in HTTP Basic authorization.

Note:  The system security realm is a collection of security
information that is checked when certain operations are
performed in the server. The servlet security reaAlmisa
different collection of security information that is checked
when a pageis accessed and basic authentication is used.
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Element Required/ Description

Optional
<forml ogi n- Optional Use this element if you configure the <aut h- met hod> to FORM.
config> See “form-login-config Element” on page A-142.

form-login-config Element

Thisis an element within the “login-config Element” on page A-141.

Usethe <f or m | ogi n- confi g> element if you configure the <aut h- net hod> to
FORM

Element Required/ Description
Optional

<form| ogi n-page> Required The URI of aWeb resource relative to the document root, used to
authenticate the user. This can be an HTML page, JSP, or HTTP
servlet, and must return an HTML page containing a FORM that
conforms to a specific naming convention. For more information, see
“Setting Up Authentication for Web Applications’ on page 5-66.

<formerror-page> Required The URI of aWeb resource relative to the document root, sent to the
user in response to afailed authentication login.

security-role Element

The following table describes the elements you can define within asecuri ty-rol e

element.
Element Required/ Description
Optional
<descri pti on> Optional A text description of this security role.
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Element Required/ Description
Optional
<r ol e- nanme> Required The role name. The name you use here must have a corresponding

entry in the WebL ogi c-specific deployment descriptor,

webl ogi c. xm , which mapsrolesto principalsin the security
realm. For more information, see “security-role-assignment Element”
on page B-147.

env-entry Element

The optional env- ent ry element declares an environment entry for an application.
Use a separate element for each environment entry.

The following table describes the elements you can define within an env-ent ry

element.
Element Required/ Description
Optional
<descri pti on> Optional A textual description.

<env-entry- name> Required The name of the environment entry.
<env-entry-val ue> Required The value of the environment entry.
<env-entry-type> Required The type of the environment entry.

Can be set to one of the following Javatypes:
j ava. | ang. Bool ean

java.lang. String

java. |l ang. I nt eger

j ava. | ang. Doubl e

j ava. | ang. Fl oat
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ejb-ref Element

The optional ej b-r ef element defines areference to an EJB resource. Thisreference
is mapped to the actual location of the EJB at deployment time by defining the
mapping in the WebL ogic-specific deployment descriptor file, webl ogi ¢c. xm . Usea
separate <ej b- r ef > element to define each reference EJB name.

Thefollowing table describes the elementsyou can define withinan ej b- r ef element.

Element Required/ Description
Optional
<descri pti on> Optional A text description of the reference.
<ej b-ref - name> Required The name of the EJB used in the Web Application. Thisnameis

mapped to the INDI tree in the WebL ogic-specific deployment
descriptor webl ogi c. xm . For more information, see
“gjb-reference-description Element” on page B-148.

<ej b-ref-type> Required The expected Java class type of the referenced EJB.

<home> Required The fully qualified class name of the EJB home interface.

<r enot e> Required The fully qualified class name of the EJB remote interface.

<ej b-1ink> Optional The <ej b- nanme> of an EJB in an encompassing J2EE application
package.

<run-as> Optional A security rolewhose security context isapplied to the referenced EJB.
Must be a security role defined withthe<securi ty-rol e>
element.
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APPENDI X

B weblogic.xml

DeploymentDescriptor
Elements

This following sections describe the deployment descriptor elements that you define
inthewebl ogi c. xnl file. The root element for webl ogi c. xm is

<webl ogi c- web- app>. The following elements are defined within the

<webl ogi c- web- app> element:

m “description Element” on page B-146
m  “weblogic-version Element” on page B-146

m  “security-role-assignment Element” on page B-147
<r ol e- nanme>
<pri nci pal - name>

m “reference-descriptor Element” on page B-147
resource-description Element
<res-ref-nanme>
<j ndi - nane>
€jb-reference-description Element
<ej b-ref - nane>
<j ndi - nane>

m “session-descriptor Element” on page B-148
Session Parameter Names and Values

m “jsp-descriptor Element” on page B-155
JSP Parameter Names and Values
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m “container-descriptor Element” on page B-157
check-auth-on-forward Element

m “charset-params Element” on page B-158
input-charset Element
<r esour ce- pat h>
<j ava- char set - nane>
charset-mapping Element
<i ana- char set - nane>
<j ava- char set - nane>

The DOCTY PE header for webl ogi c. xm isasfollows:

<! DOCTYPE webl ogi c-web-app PUBLIC
"-//BEA Systens, Inc.//DTD Wb Application 6.1//EN
"http://ww. bea. conf servers/w s610/ dt d/ webl ogi c-web-j ar. dtd">

Y ou can also access the Document Type Descriptor (DTD) for webl ogi c. xnl at
http://www.bea.com/servers/wls610/dtd/webl ogic-web-jar.dtd.

description Element

The description element is atext description of the Web Application.

weblogic-version Element

Thewebl ogi c- ver si on element indicates the version of WebL ogic Server on which
this Web Application is intended to be deployed. This element isinformational only
and is not used by WebL ogic Server.
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security-role-assignment Element

Thesecurity-rol e-assi gnment element declares a mapping between a security
role and one or more principalsin the realm, as shown in the following example.

<security-rol e-assi gnnent >
<r ol e- nane>Payr ol | Admi n</r ol e- nane>
<princi pal - name>Tanya</ pri nci pal - nane>
<pri nci pal - name>Fr ed</ pri nci pal - nane>
<princi pal - name>syst enx/ pri nci pal - name>
</ security-rol e-assi gnnent >

The following table describes the elements you can define within a
security-rol e-assi gnment element.

Element Required Description
Optional
<r ol e- nanme> Required Specifies the name of a security role.

<pri nci pal - name> Required Specifies the name of a principal that is defined in the security realm.

You can use multiple <pr i nci pal - name> elements to map
principalsto arole. For moreinformation on security realms, see
the Programming WebL ogic Security at
http://e-docs.bea.com/wls/docs61/security/index.html.

reference-descriptor Element

Ther ef erence- descri pt or element maps a name used in the Web Application to
the INDI name of aserver resource. Ther ef er ence- descri pti on element contains
two elements: The resour ce- descri pti on element maps a resource, for example,
a DataSource, to its INDI name. The ej b- r ef er ence element maps an EJB to its
JINDI name.
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resource-description Element

The following table describes the elements you can define within a
resource-descri ption element.

Element Required/ Description

Optional
<res-ref-nane> Required Specifies the name of aresource reference.
<j ndi - nanme> Required Specifies a INDI name for the resource.

ejb-reference-description Element

The following table describes the elements you can define within a
ej b-reference-description eement.

Element

Required/ Description
Optional

<ej b-ref - nane>

Required Specifies the name of an EJB reference used in your Web Application.

<j ndi - name>

Required Specifies a INDI name for the reference.

session-descriptor Element

Thesessi on-descri pt or element defines parametersfor HTTP sessions, as shown
in the following example:

<sessi on-descri ptor>

<sessi on- par anp
<par am nane>

Cooki eDomai n

</ par am nane>
<par am val ue>

my Cooki eDonmai n
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</ par am val ue>
</ sessi on- par anp
</ sessi on-descri ptor>

Session Parameter Names and Values

The following table describes the valid session parameter names and values you can
define within asessi on- par amelement:

Parameter Name Default
Value

Parameter Value

Cooki eDonmai n Null

Specifies the domain for which the cookieis
valid. For example, setting Cooki eDonai n to
. nydonai n. comreturns cookies to any server
inthe*. mydomai n. comdomain.

The domain name must have at least two
components. Setting anameto*. comor *. net
isnot valid.

If unset, this parameter defaults to the server that
issued the cookie.

For more information, see
Cooki e. set Domai n() inthe Servlet
specification from Sun Microsystems.

Cooki eConmrent Weblogic
Server Session
Tracking
Cookie

Specifies the comment that identifies the session
tracking cookie in the cookiefile.

If unset, this parameter defaultsto WebLogi ¢
Sessi on Tracki ng Cooki e. You may
provide amore specific name for your
application.
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Parameter Name Default Parameter Value
Value
Cooki eMaxAgeSecs -1 Sets the life span of the session cookie, in

seconds, after which it expires on the client.
If the value is 0, the cookie expiresimmediately.

The maximum valueis| nt eger . MAX_VALUE,
where the cookie lasts forever.

If setto - 1, the cookie expires when the user exits
the browser.

For more information about cookies, see “Using
Sessions and Session Persistence in Web
Applications’ on page 4-53.

Cooki eName JSESSI ONI D Defines the session cookie name. Defaults to
JSESSI ONI Dif unset. Y ou may set thistoamore
specific name for your application. When using
ProxyByExtension, you may use either the
;jsessionid identifier or the 7sessionid identifier
to pass rewritten URLSs.

Cooki ePat h Null Specifies the pathname to which the browser
sends cookies.

If unset, this parameter defaultsto/ (slash),
where the browser sends cookiesto all URLs
served by WebL ogic Server. Y ou may set the path
to anarrower mapping, to limit the request URLs
to which the browser sends cookies.

Cooki esEnabl ed true Use of session cookies is enabled by default and
is recommended, but you can disable them by
setting this property to f al se. You might turn
this option off to test Using URL Rewriting.

Cooki eSecur e fal se If set, the client's browser will only send the
cookie back over an HTTPS connection. This
ensures that the cookie ID is secure and should
only be used on websites that exclusively use
HTTPS. Once this feature is enabled, session
cookies over HTTP will no longer work; if your
client is directed to anon-HTTPS location the
session will not be sent.
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Parameter Name Default Parameter Value
Value
EncodeSessi onl dl nQueryParans fal se By default, when you use the

HTTPSer vl et Response. encodeURL( URL)
method to encode a URL inthe HTTP response,
the sessionidentifier isadded to the URL asapath
parameter after the; character inthe URL. This
behavior is defined by the Servlet 2.3 2EE
specification, implemented as of Version 6.1 of
WebLogic Server.

InVersions6.0 and previous of WebL ogic Server,
however, the default behavior was to add the
session identifier as aquery parameter after the ?
character inthe URL. To enablethisold
behavior, set this session parameter tot r ue.

Note:  You typically use this parameter when
WebL ogic Server interacts with Web
Servers that do not completely comply
with the Servlet 2.3 specification.

I nval i dati onl nt er val Secs 60 Sets the time, in seconds, that WebL ogic Server
waits between doing house-cleaning checks for
timed-out and invalid sessions, and deleting the
old sessions and freeing up memory. Use this
parameter to tune WebL ogic Server for best
performance on high traffic sites.

The minimum value is every second (1). The
maximum value is once a week (604,800
seconds). If unset, the parameter defaults to 60
seconds.

Assembling and Configuring Web Applications B-151



B webl ogic.xml Deployment Descriptor Elements

Parameter Name Default
Value

Parameter Value

Persi stent StoreDi r sessi on_db

If you have set Per si st ent St or eType to
fil e, this parameter setsthe directory path
where WebL ogic Server will store the sessions.
The directory path is either relative to the temp
directory or an absolute path. The temp directory
iseither agenerated directory under the WEB- | NF
directory of the Web Application, or adirectory
specified by the context-param
javax.servlet.context.tnpdir.

Ensure that you have enough disk space to store
the number of valid sessionsmultiplied by thesize
of each session. Y ou can find the size of asession
by looking at the files created in the

Per si st ent St or eDi r . Note that the size of
each session can vary as the size of serialized
session data changes.

Y ou can make file-persistent sessions clusterable
by making thisdirectory ashared directory among
different servers.

Y ou must create this directory manualy.

Per si st ent St or eTabl e w _servlet
sessi ons

Applies only when PersistentStoreType is set to
jdbc. Thisis used when you choose a database
table name other than the default.

Per si st ent St or ePool None

Specifies the name of a JDBC connection pool to
be used for persistence storage.

For more information on setting up a database
connection pool, see Managing JDBC
Connectivity at
http://e-docs.bea.com/wls/docs6l/adminguide/jd
bc.html.
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Parameter Name Default Parameter Value
Value
Per si st ent St or eType nmenory Sets the persistent store method to one of the

following options:

m  nenor y—Disables persistent session
storage.

m fil e—Usesfile-based persistence (Seeaso
Per si st ent St or eDi r, above).

m | dbc—Uses adatabase to store persistent
sessions. (see also
Per si st ent St or ePool , above).

m replicated—Sameasnenory, but
session datais replicated across the clustered
SErvers.

m cooki e—All session dataisstoredina
cookiein the user’s browser.

m replicated_if_cl ustered—Ifthe
Web application is deployed on a clustered
server, thein-effect
Per si st ent St or eType will be
replicated. Otherwise, menor y is the default.

Per si st ent St or eCooki eNane

WLCOXI E Setsthe name of the cookie used for cookie-based

persistence. For more information, see “Using
Cookie-Based Session Persistence” on page 4-61.

| DLengt h

52

Sets the size of the session ID.

The minimum value is 8 bytes and the maximum
valueis| nt eger. MAX_VALUE.

If you are writing a WAP application, you must
use URL rewriting because the WAP protocol
does not support cookies. Also, some WAP
devices have a128-character limit on URL length
(including parameters), which limits the amount
of datathat can be transmitted using URL
re-writing. To allow more space for parameters,
use this parameter to limit the size of the session
ID that is randomly generated by WebL ogic
Server.
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Parameter Name

Default
Value

Parameter Value

Ti meout Secs

3600

Sets the time, in seconds, that WebL ogic Server
waits before timing out a session, where x isthe
number of seconds between a session's activity.

Minimum valueis 1, default is 3600, and
maximum value isinteger MAX_VALUE.

On busy sites, you can tune your application by
adjusting the timeout of sessions. While you want
to give abrowser client every opportunity to
finish a session, you do not want to tie up the
server needlesdly if the user hasleft the site or
otherwise abandoned the session.

This parameter can be overridden by the

sessi on-ti meout element (definedin
minutes) inweb. xm . For more information, see
“session-config Element” on page A-133.

JDBCConnect i onTi neout Secs

120

Sets the time, in seconds, that WebL ogic Server
waits before timing out a JDBC connection,
where x is the number of seconds between.

URLRewr i t i ngEnabl ed

true

Enables URL rewriting, which encodes the
session ID into the URL and provides session
tracking if cookies are disabled in the browser.

Consol eMai nAttribute

If you enable Session Monitoring in the

WebL ogic Server Administration Console, set
this parameter to the name of the session
parameter you will use to identify each session
that is monitored. For more information, see
Monitoring a WebL ogic Domain at
http://e-docs.bea.com/wls/docs6l/adminguide/m
onitoring.html.
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Jsp-descriptor Element

Thej sp-descri pt or element defines parameter names and values for JSPs. Y ou
define the parameters as name/value pairs. The following example shows how to
configure the conpl i eCommand parameter. Enter all of the JSP configurations using
the pattern demonstrated in this example:

<j sp-descri ptor>
<j sp- par an®
<par am nane>
conpi | eConmand
</ par am nane>
<par am val ue>
S
</ param val ue>
</ j sp- paranr
</j sp- descri pt or>

JSP Parameter Names and Values

Thefollowing table describes the parameter names and values you can define within a
<j sp- par am> element.

Parameter Name Default Value  Parameter Value

conpi | eCommand j avac, or the Specifiesthe full pathname of the standard Java compiler used to
Java compiler compile the generated JSP servlets. For example, to use the
defined for a standard Java compiler, specify itslocation on your system as
server under the  shown below:
Configuration <param val ue>
/tuningtebof the  /j dk130/ bi n/ j avac. exe
WebL ogic </ par am val ue>
Servgr . ) For faster performance, specify adifferent compiler, suchas|BM
Administration

Jikes or Symantec sj .
Console
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Parameter Name Default Value

Parameter Value

conpi | eFl ags None

Passes one or more command-line flags to the compiler. Separate
multiple flags with a space. For example:
<j sp- par ane
<par am nane>conpi | ef | ags</ par am nane>
<param val ue>-g -v</paramval ue>
</j sp- parane

conpi |l ercl ass None

Name of a Java compiler that is executed in WebL ogic Servers's
virtual machine. (Used in place of an executable compiler such as
j avac or sj .) If this parameter is set, the conpi | eConmmand
parameter isignored.

encodi ng Default encoding
of your platform

Specifies the default character set used in the JSP page. Use
standard Java character set names (see
http://java.sun.com/j2se/1.3/docs/guide/intl/encoding.doc.htm).

If unset, this parameter defaultsto the encoding for your platform.

A JSP page directive (included in the JSP code) overrides this
setting. For example:

<%@ page content Type="text/htn ;
char set =cust om encodi ng” %

conpi | er Supports true
Encodi ng

When set to true, the ISP compiler uses the encoding specified
withthecont ent Type attribute contained inthepage directive
on the JSP page, or, if acont ent Type isnot specified, the
encoding defined with theencodi ng parameter in the
jSp-descriptor.

When set to fal se, the JSP compiler uses the default encoding for
the VM when creating the intermediate .j ava file.

keepgener at ed fal se

Saves the Java files that are generated as an intermediary step in
the JSP compilation process. Unlessthisparameterissettot r ue,
the intermediate Javafiles are deleted after they are compiled.

noTr yBl ocks fal se

If aJSP file has numerous or deeply nested custom JSP tags and
youreceiveaj ava. | ang. Veri f yEr r or exception when
compiling, use this flag to allow the JSPs to compile correctly.

packagePref i x j sp_servl et

Specifies the package into which all JSP pages are compiled.
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container-descriptor Element

Parameter Name

Default Value

Parameter Value

pageCheckSeconds

1

Setstheinterval, in seconds, at which WebL ogic Server checksto
see if JSP files have changed and need recompiling.
Dependencies are also checked and recursively reloaded if
changed.

If set to 0, pages are checked on every request. If set to - 1, the
page is not checked until server restart. Any classes used by the
JSP page that live in the servlet classpath are also re-loaded.

preconpil e

fal se

When set to true, WebL ogic Server automatically precompilesall
modified JSPs when the Web Application is deployed or
re-deployed or when starting WebL ogic Server.

ver bose

true

When set tot r ue, debugging information is printed out to the
browser, the command prompt, and WebL ogic Server log file.

wor ki ngDi r

internally
gener at ed
directory

The name of adirectory where WebL ogic Server savesthe
generated Java and compiled class files for a JSP.

conpi l er

j avac

Sets the JSP compiler for use with this instance of WebL ogic
Server.

super cl ass

webl ogi c. ser
vlet.jsp.Jsp
Base

Provides ameansto override the default superclassfor JSPs. The
JSPs are compiled as servlet classes extending from this base
class.

preconpi | eConti nu

e

fal se

When set to true, WebL ogic Server continues precompiling all
modified JSPseven if some of those JSPsfail during compilation.
Only takes effect when precompileis set to true.

container-descriptor Element

The <cont ai ner - descri pt or > element defines general parameters for Web
Applications.
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check-auth-on-forward Element

Add the <check- aut h- on- f or war d/ > element when you want to require
authentication of forwarded requests from a servlet or JSP. Omit the tag if you do not
want to require re-authentication. For example:
<cont ai ner -descri ptor>

<check- aut h-on-f orwar d/ >
</ cont ai ner-descri ptor>

Note that the default behavior has changed with the release of the Servlet 2.3
specification, which states that authentication is not required for forwarded requests.

redirect-with-absolute-url

The <r edi rect - wi t h- absol ut e- ur | > element controls whether the
javax.servlet.http. Ht pServl et Response. SendRedi r ect () method
redirects using arelative or absolute URL. Set thiselement tof al se if you areusing
aproxy HTTP server and do not want the URL converted to a non-relative link.

The default behavior isto convert the URL to a non-relative link.

charset-params Element

The <char set - par ams> Element is used to define codeset behavior for non-unicode
operations.

input-charset Element

Use the <i nput - char set > element to define which character set isused to read GET
and POST data. For example:

<i nput - char set >
<r esour ce- pat h>/ f oo</r esour ce- pat h>
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<j ava- char set - nane>SJ| S</ j ava- char set - name>
</ i nput - char set >

For more information, see “ Determining the Encoding of an HTTP Request” on
page 3-52.

Thefollowing table describesthe elementsyou can definewithina<i nput - char set >
element.

Element Required/ Description
Optional
<resour ce- pat h> Required A path which, if included in the URL of arequest, signals

WebL ogic Server to use the Java character set specified by
<j ava- char set - nane>.

<j ava- char set - nane> Required Specifies the Java characters set to use.

charset-mapping Element

Use the <char set - mappi ng> element to map an IANA character set nameto a Java
character set name. For example:

<char set - mappi ng>
<i ana- char set - name>Shi f t - JI S</ i ana- char set - nanme>
<j ava- char set - nane>SJ| S</ j ava- char set - name>

</ char set - mappi ng>

For more information, see “Mapping IANA Character Setsto Java Character Sets’ on
page 3-53.

The following table describes the elements you can define within a
<char set - mappi ng> element.

Element

Required/ Description
Optional

<i ana- char set - nane> Required Specifiesthe IANA character set name that isto be mapped to the

Java character set specified by the <j ava- char set - nane>
element.

<j ava- char set - nane> Required Specifies the Java characters set to use.
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